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Blockchains are an emerging paradigm for permissionless distributed computing, that can remove

digital intermediaries while at the same time providing trusted computing and storage guarantees.

While applications of blockchains beyond cryptocurrencies into generalized digital platforms, are still

in their infancy, blockchain technology is expected to create several trillion dollars of value in the next

few years, potentially aiding the democratization of trust, data and control in digital platforms. Given

the increasing volume of value being exchanged on blockchains, transaction order manipulation attacks

have become extremely common in public blockchains such as Ethereum, costing hundreds of millions

of dollars each year. In these blockchains, a miner can unilaterally determine the order of transactions

inside a block, and this ordering is not checked by other users, leaving room for the miner to manipulate

the order for its own benefit. Hence, coming up with correct primitives and protocols to achieve those

primitives is of paramount importance. Furthermore, even if the miner is honest and includes the

transactions in a fair manner, it can be subjected to frontrunning by other users as propagation of

transaction takes some time during which the first transaction can be observed and can be frontrunned.

This necessitates fast peer-to-peer propagation. In this thesis, we address the various challenges

that are being faced from the point of manipulation of transaction order. This required extensive

research across the blockchain stack starting from modifying how messages are communicated

across peer-to-peer network to building adapters on byzantine fault tolerant consensus protocols.
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Chapter 1

Perigee: Efficient Peer-to-Peer
Network Design for Blockchains

A key performance metric in blockchains is the latency between when a transaction is broadcast and
when it is confirmed (the so-called, confirmation latency). While improvements in consensus tech-
niques can lead to lower confirmation latency, a fundamental lower bound on confirmation latency
is the propagation latency of messages through the underlying peer-to-peer (p2p) network (in Bit-
coin, the propagation latency is several tens of seconds). The de facto p2p protocol used by Bitcoin
and other blockchains is based on random connectivity: each node connects to a random subset of
nodes. The induced p2p network topology can be highly suboptimal since it neglects geographical
distance, differences in bandwidth, hash-power and computational abilities across peers. We present
Perigee, a decentralized algorithm that automatically learns an efficient p2p topology tuned to the
aforementioned network heterogeneities, purely based on peers’ interactions with their neighbors. Mo-
tivated by the literature on the multi-armed bandit problem, Perigee optimally balances the tradeoff
between retaining connections to known well-connected neighbors, and exploring new connections
to previously-unseen neighbors. Experimental evaluations show that Perigee reduces the latency to
broadcast by 33%. Lastly Perigee is simple, computationally lightweight, adversary-resistant, and
compatible with the selfish interests of peers, making it an attractive p2p protocol for blockchains.

1.1 Introduction

In 2008, Satoshi Nakamoto proposed Bitcoin as a decentralized currency system over a peer-to-peer
(p2p) network, with the blockchain protocol as its underlying technology formaintaining a public ledger
of payment transactions [128]. Since then, there has been a proliferation of applications leveraging the
power of blockchains as a core component, for implementing cryptocurrencies, smart contracts, supply
chain management, etc. [58]. Today, the combined market capitalization of all cryptocurrencies is
around 280 billion dollars with a rapidly increasing user base [6].

A key problem facing blockchain systems today is scalability—for example, the Bitcoin network
can currently support a maximum of only 10 transaction per second [155], compared to 1700 transac-
tions per second on Visa. A blockchain protocol functions by periodically consolidating transactions
and broadcasting them as “blocks” over the network. Recent works have constructed new consensus
protocols to improve confirmation latency and throughput in both the permissioned [134, 21] as well
as the permissionless settings [28, 94]. There have also been methods to compress [130] and code [54]
blocks while forwarding. Despite these improvements, a fundamental factor limiting the performance
of blockchain systems is the inherent message propagation delay introduced by the p2p network. A
block experiences delays from various factors during propagation, such as due to link latencies and
processing delays for verifying blocks at each peer. It is known that improving the propagation delay di-
rectly improves key performance metrics of the system: transaction throughput, latency in confirming
transactions, and security [28].

11



Measurement studies over Bitcoin [60, 67] report that it takes on an average 79 seconds for a block
to reach 90% of nodes in the network. Whereas the median round-trip-time between hosts on the
Internet is <300ms [98], the median bandwidth of Bitcoin nodes is 33Mbps [60], and the average
time taken to validate a block is <200ms [93]. Blocks have an average size of 1MB in Bitcoin today.
These numbers show that the time it takes for a block to propagate to the majority of the network is
40⇥ larger than the time it takes to verify and relay a block between two nodes (<1 or 2s). With an
estimated number of less than 11,000 nodes in Bitcoin [3], and each node making connections to at least
8 other nodes [125], a key reason for the disproportionately large propagation delay today is due to
the ineffective way in which nodes are connected to each other (i.e.,the topology) in the p2p network.

The design of p2p networks for efficient content storage and lookup has a long history [117, 156, 149].
However, blockchains require only a simple broadcast primitive (for example, unicast messages directed
to a particular node or lookup for specific content are not supported) and this primitive needs to be
robust to adversarial action. This has led to Bitcoin following a random connection policy, where each
node chooses its neighbors randomly from among a set of known nodes. While the random graph
topology is simple, robust and provides good connectivity (from a graph theoretic standpoint), it is
oblivious to differences in round-trip-time latencies between different nodes, heterogeneity in node
bandwidth and block verification times. This inherently worsens the overall delay experienced by
broadcasted blocks; for example, a block is likely to make several back-and-forth trips across distant
continents before reaching a node. In this paper, we consider the question of how to optimally connect
nodes in the Bitcoin network (and blockchain p2p networks in general), in a way that is aware of link
and node heterogeneities, so that the broadcast time of blocks is minimized.

We present Perigee a decentralized protocol that adaptively decides which neighbors a node should
connect to, purely based on the node’s past interactions with its neighbors. Our protocol is motivated
by the classical multi-armed bandit problem [24]. Nodes in Perigee balance the trade-off between
retaining old neighbors with good connectivity, and exploring new neighbors with potentially bet-
ter connectivity. In Perigee, a node quantifies its interactions with its neighbors by looking at the
block arrival times. Neighbors that consistently deliver blocks quickly are favored, while others are
disconnected. Perigee also continuously forms connections to a small number of nodes randomly, for
discovering previously unseen but well-connected nodes. Our approach of purely using block arrival
times to select neighbors is automatically tuned to heterogeneity in link latencies, block validation
delays and node bandwidth. The end result is a topology that is very tight: experimental results show
Perigee improves overall propagation delay by 33% compared to the state of the art (§1.5).

Modifying the p2p topology for faster block propagation has been considered in prior works; e.g.,
in Kadcast [148] the authors propose a structured p2p overlay as a faster alternative to the random
topology. However, such a structured topology is still oblivious to link latencies, block validation times
and node bandwidth, which renders its performance to be only slightly better than the random topology
(§1.5). One way to take link latency into account is by using the geographical location of nodes, inferred
from their IP addresses, to select neighbors [19]. However, this approach does not accurately reflect
propagation latencies since nodes frequently use proxy-servers, VPN and Tor to run nodes, not to
mention potential geo-location spoofing attacks by adversaries. Even more importantly, this approach
also remains oblivious to the differing processing power and bandwidth possessed by different nodes.

In contrast, Perigee does not use any explicit property about a node, and is thus much more ro-
bust to spoofing attacks. Another line of work proposes high-speed block distribution networks (e.g.,
BloXroute [109], Falcon [4], Fibre [5]) to reduce block propagation times. These solutions are not
fully decentralized, as using them requires nodes to place trust on the relay network. The routes in
these networks could be also susceptible to man-in-the-middle attack. Nevertheless, even if such relay
networks are present, Perigee automatically adapts its topology to exploit those networks (§1.5.4).

Perigee naturally incentivizes nodes to follow protocol—if a node deviates from protocol (e.g., stops
relaying blocks, or does not update its neighbors using Perigee), then its neighbors will penalize the
node by disconnecting from it in the future. Consequently, the deviant node will lose out on receiving
blocks in a timely manner.

Finally Perigee maintains a subset of random neighbors at all times, thus making it less susceptible
to eclipse attacks.
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1.1.1 Background
Blockchain applications use a distributed, replicated ledger—called the blockchain—for storing and
updating, collective states of application’s end-users. Bitcoin is a popular example of a blockchain
application. In Bitcoin, the blockchain contains the sequence of all payment transactions made by
users since the very beginning of Bitcoin. The public nature of these transaction logs allows a payee
to unilaterally verify the authenticity of incoming payments, without relying on third party organiza-
tions. Thus it is a fully decentralized payment system, a property that has contributed significantly
to its growth and popularity.

Bitcoin architecture

Bitcoin operates over a p2p network. In Bitcoin, when a user makes a payment transaction, first a
transaction message specifying the sender, recipient, and payment amount is created by the user. The
transaction is then broadcast to other peers over the network. As new transactions are propagated
over the network, special peers called miners accumulate these transactions, verify their authenticity
and consolidate them into individual transaction blocks in a process called mining. A block in Bitcoin
can contain a few thousand transactions today. Miners compete for mining each block, as they receive
a monetary reward (funded by transaction fees) for mining a block. To ensure immutability in the
sequence of previously mined blocks, miners are obliged to include hash of the previous block and
solve a computationally difficult cryptographic puzzle while mining. When a block is mined, the miner
shares the block with the rest of the network by broadcasting it. A peer receiving a freshly mined block
first verifies its authenticity, before appending the block to its local copy of the blockchain or relaying
the block to other neighbors.

Block propagation delay and performance

Blocks are broadcast in Bitcoin via flooding; when a peer receives a new block, it announces the hash
of the block to all its neighbors via an INV message. Subsequently, neighbors who have not yet received
the block respond with a GETDATA message requesting for the block, and the block is relayed to them.
The process repeats until all the peers in the network have received the new block.

The performance of Bitcoin, and other cryptocurrencies, is measured by their (i) throughput, which
is the average rate at which transactions are confirmed in the blockchain per second, (ii) confirma-
tion latency, the time taken such that the probability for removing an honest transaction from the
blockchain becomes sufficiently small, and (iii) security, the extent of adversarial peers the network
can tolerate before the blockchain loses its immutability property [28]. Cryptocurrencies today offer
strong security guarantees, but are lacking in their throughput and confirmation latencies compared to
mainstream payment systems. For example, Bitcoin promises its blockchain cannot be compromised
as long as more than 50% of the miners are honest. However, compared to the average throughput of
1700 transactions per second in the Visa network, the average throughput in Bitcoin today is just 3–7
transactions per second, and the latency is 1 hour [60].

A key factor affecting the throughput, confirmation latency and security is the propagation delay of
blocks. If the propagation delay is too large, then there is a higher probability of mining of a block while
another block at the same blockchain height is being propagated across the network—a phenomenon
called forking [67]—reducing network throughput. The confirmation latency is also physically lower
bounded by the propagation delay of the underlying p2p network [28]. Furthermore, a large propaga-
tion delay can help an adversary to execute double spending and block-withholding attacks [151].

How the p2p topology impacts delay

The dynamics of block propagation in Bitcoin has been empirically observed to follow a pattern similar
to randomized rumor spreading in networks [67]. For instance, when a block is mined and broadcast, it
first spreads exponentially fast to peers that are close to the source, before slowing down exponentially
and reaching the remaining peers [67, 101]. Prior works have extensively analyzed (both empirically,
and theoretically) rumor spreading on different network topologies [71, 84], and have shown that rumors
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spread substantially faster in certain topologies than others. Specifically, scale-free graphs spread
rumors significantly faster (in sub-logarithmic time) than random graphs. Doerr et al. [71] report that
on social networks (e.g., the Twitter topology), rumors spread even faster than on scale-free graphs.

While the rumor-spreading model is considerably simpler compared to the dynamics of block prop-
agation in Bitcoin’s network (e.g., it does not model heterogeneity in link latencies, or bandwidth)
it illustrates the potential benefits of carefully designing the p2p topology. An optimal peer connec-
tion protocol should not only imbibe essential properties of a fast rumor-spreading network and take
peer heterogeneity into account, but should also be implementable in a decentralized manner without
introducing new vulnerabilities.

1.1.2 Problem Statement and Contributions
We consider re-designing Bitcoin’s p2p topology, to minimize the time taken by blocks to propagate
over the network. The topology is constructed using a fully decentralized protocol running at all the
peers. A peer may choose to not follow protocol, or even act adversarially, but we assume there exist
peers, whose aggregate compute power amounts to more than 50% of the total compute power in the
network, that are honest [128]. Each honest peer seeks to connect to a set of neighboring peers, to
minimize the time it takes for a block mined by the peer to reach a majority (e.g., 90%) of the compute
power in the network. Honest peers are also interested in receiving blocks mined by a majority of other
peers as early as possible. Our main contributions are as follows.
Fundamental bounds on delay. We present a theoretical model for analyzing block propagation
delay in Bitcoin, that explicitly models heterogeneity in the communication latencies between peers.
Our model is based on a line of work in the networking systems, which has proposed that latencies
between hosts on the Internet can be accurately predicted by embedding the hosts on to a metric
space [61]. With this model, we show that inter-connecting peers randomly leads to propagation delays
that are logarithmically worse compared to the underlying point-to-point latencies between peers
(§1.3.1). Conversely, we also show that a topology inwhich peers choose neighborswithwhomtheyhave
a small round-trip-time latency, provides asymptotically the best possible propagation delay (§1.3.3).
Optimal algorithm. We propose Perigee, a decentralized neighbor-selection protocol, that adap-
tively decides which neighbors to connect to purely based on the interactions between a peer and its
neighbors (§1.4). Perigee is motivated by the classical multi-armed bandit problem [24], in which an
agent—faced with a decision to choose one among many options with a priori unknown rewards—
adaptively tries the different options and zeros-in on the best choice. A core tenet of algorithms for
solving the multi-armed bandit problem is balancing exploration (trying out a previously unexplored
option) with exploitation (choosing an option that has already been tried before). In our case, each
peer is an agent that is faced with choosing the best set of neighbors, among different choices for neigh-
bors. Interpreting the p2p topology design problem as an instance of multi-armed bandit problem is
a key novelty of our paper and, to our best knowledge, has not been proposed before. Further, our
experiments show that the topology that is adaptively learned by Perigee has striking statistical simi-
larities to the theoretically optimal topology (§1.3.3). In addition to minimizing propagation latency,
Perigee is attractive also for the following reasons:

• It is lightweight.

• It is compatible with the self-interests of peers—each peer selfishly tries to select the best neigh-
bors for itself.

• It supports incremental deployment: peers following Perigee would see improvements in how
quickly they can send or receive blocks, compared to those that do not follow Perigee.

• It is robust against adversarial actions: a Perigee peer does not need to know much about a
candidate neighbor (e.g., its geographical location, or the round-trip latency to the neighbor) to
decide whether to connect to it.

• It incentivizes peers to relay blocks promptly.
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• It is naturally adaptive to varying hash-power. Each node tries to optimize its distance from an
average block source, rather than from an average node.

1.2 System Model

1.2.1 Network Model

We model Bitcoin’s p2p network as an undirected graph G(V,E), where V is the set of nodes, and
E is the set of edges, or links, between the nodes. A node refers to a Bitcoin server (e.g., a miner),
that can accept incoming TCP connection requests from other servers and clients. Clients on Bitcoin
are end-devices that are not able to accept incoming TCP connection requests (e.g., because they are
behind a NAT). Once a TCP connection has been established between two nodes, communication can
happen in both directions. We focus in this work, on Bitcoin servers as they form the core of the p2p
overlay—servers tend to be always on, and the time taken for a block to propagate is largely affected by
the interconnection network between the servers. We focus on minimizing the latency of propagating
blocks, not transactions, in this work (we define the objective formally in §1.2.2). It is well known
that transaction throughput and confirmation latencies in Bitcoin are directly correlated with block
propagation times [28]. Moreover, a p2p network that is optimized for rapidly broadcasting blocks
would also minimize transaction broadcast time, as clients are likely to connect to well-connected
server nodes (e.g., using [3]). However, our protocol is general, and can readily be adapted to optimize
transaction propagation times as well.

For any two nodes u,v 2 V , we assume the latency of sending a block from u to v or from v to
u, via a TCP connection between u and v, is a constant �(u,v) � 0. The latency here includes trans-
mission delay, in-network (propagation, queueing etc.) delays and protocol-specific message exchange
overheads (e.g., inv, getdata exchange in Bitcoin) while sending a block. �(u,v), for a pair of nodes
u,v, depends on various factors: the size of each block, the Internet access bandwidths at u and v, the
physical distance between the nodes, and the extent of congestion in the network. We assume these
factors are slowly varying compared to the timescale of our algorithm. Each node v 2 V also spends
a fixed amount of time �v, for cryptographically verifying the authenticity of a block it receives. �v

varies between nodes depending on their processing power. The fraction of hash power a node v has,
relative to the total hash power of the network, is denoted by fv.

We assume blocks are periodically generated (e.g., once every 10 minutes) and broadcast over the
network. The probability that a node v generates the block in a round is proportional to its hash power
fv. When a node u mines a block, or receives a block from a neighbor, it immediately starts relaying
the block to each neighbor v, taking a time �(u,v) to finish relaying. For simplicity we also assume that
the connection updates execute synchronously at all the nodes, immediately after a block is broadcast
on the network.

At any time, each node maintains dout = 8 outgoing connections, and has din 20 incoming con-
nections. In practice, Bitcoin nodes can have up to 8 outgoing and 125 incoming connections [125].
To discover peers in the network, Bitcoin nodes also maintain a local database called addrMan, which
they regularly update by exchanging messages to neighbors. A bootstrapping server provides with a
list of addresses for a freshly joining peer. However, we assume each node know the IP addresses of all
other nodes.

1.2.2 Performance Metrics

For each v2V , we compute the minimum overall delay �v it takes for a block mined and broadcast by v
to reach nodes totalling to at least 90% of the hash power in the network. The objective for each v2V
is to choose neighbors such that �v is minimized. By symmetry, this objective would equivalently also
minimize the time taken by blocks mined by a majority of other nodes to reach v.
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(a) (b)
Figure 1-1: Example of 1000 nodes embedded randomly within a unit-square. (a) If nodes are
interconnected according to a random topology, the shortest path between two points can be much
longer than the Euclidean distance between the points. (b) If nodes are interconnected using a
carefully designed topology (e.g., a geometric graph; see §1.3.3), significantly better paths, with
length close to the Euclidean distance, are possible.

1.3 Baseline Algorithms

1.3.1 Random
The random connection policy is a simple algorithm that is widely deployed in many cryptocurrency
systems today. In this algorithm, a node maintains a list of IP addresses of a small number of nodes
that are currently active in the network. Initially a bootstrapping server provides the node with such
a list; subsequently the list is updated (i.e., new addresses are added, while stale ones are removed) by
gossiping any changes in the set of neighbors for each node, over the network. Intuitively, if connections
are formed randomly on a world-wide network, then any path—and in particular the shortest path—
between two nodes u,v would likely pass through intermediate nodes that are not located close to the
shortest geographical route (i.e.,the geodesic) connecting u and v. Such less-than-direct paths would
prolong the propagation delays of blocks sent on the network. Moreover, even with queueing delays on
the Internet, we can show that a random topology leads to paths with latencies significantly larger than
those of paths on optimal topologies. Based on extensive measurement studies, prior works [61] have
empirically shown that endhosts on the Internet can be embedded on a high-dimensional metric space
(e.g., R5) such that the metric distance between any two endhosts accurately predicts the communica-
tion latency between the hosts. However, the paths on a randomly connected network are unlikely to
remain close to the geodesic shortest route between hosts, on the embedded high-dimensional space.
Example. To illustrate this, consider an example of a network embedded in the unit square [0,1]⇥[0,1],
as shown in Figure 1-1. The green points within the square are drawn uniformly randomly and rep-
resent the nodes in the network. The Euclidean distance ||u�v||2 between any two nodes u,v is the
one-way latency of sending a message (e.g., a transaction, or a block) from u to v or vice-versa.1 Now,
consider connecting each node in the unit-square randomly to 3 other nodes. Figure 1-1(a) shows
the shortest path on this topology, between two nodes a and b that are closest to the bottom-left and
top-right corner of the square. However, due to the meandering nature of paths in a random topology,
the latency between a and b is much greater than the point-to-point latency ||a�b||2 between them.
In contrast, a geometric graph topology (to be discussed shortly in §1.3.3) has a shortest path between
a and b that is much closer to the geodesic shortest path (straight line between a and b), as shown in
Figure 1-1(b). We formally show the suboptimality of the random topology next.
Suboptimality of the random algorithm. Let [0,1]

d be the d-dimensional hypercube (d � 2),
equipped with the Euclidean metric, and let V = {x1,x2, ... ,xn} denote the nodes in the network.
To model the point-to-point latencies between different pairs of nodes, i.e.,the latency between pairs
of nodes if they are directly connected to each other, we consider an embedding of V on to [0,1]

d, in
which each node xi is mapped to a point Xi chosen uniformly randomly over [0,1]

d. The point-to-point
latency between any two nodes xi,xj 2V , is then simply ||Xi�Xj ||2.

Next, to model random connections between nodes, for each pair of nodes xi,xj we let xi and xj

1From the literature and results on metric-embedding of Internet hosts, we assume that message latency from u to
v is equal to the latency from v to u.
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have a link between them with probability p, independent of other links. Equivalently, we can consider
each pair of points Xi,Xj on the embedded space to have a link between them with probability p, in-
dependent of other links. The resulting random graph of points {X1,X2,...,Xn} is denoted by G̃(Ṽ,Ẽ).
The network latency dist(i,j) between any two points Xi,Xj is the time taken for a message broadcast
by node i (resp. node j) to reach node j (resp. node i). This is computed as the total weight of edges
on the shortest path between Xi and Xj on G̃, where the weight of each edge (Xu,Xv)2 Ẽ is given by
||Xu�Xv||2. Clearly, the maximum point-to-point latency between any two points is bounded by

p
d,

which is the Euclidean distance between the diagonal points [0,0,...,0] and [1,1,...,1] on the hypercube.
However, due to the random nature of the graph, the typical network latency between any two nodes
i,j can be a logarithmic factor worse as shown by the following Theorem.

Theorem 1 ([86]). For any pair of nodes xi,xj 2V and pclogn/n, where c=c(n)=O(1), we have

dist(i,j)�
(logn)

1� 1
d

8d3/2ed(loglogn)2c1/d
||Xi�Xj ||2, (1.1)

with probability 1�o(1).

(Proof in Freize et al. [86].)
In Theorem 1 above, pclogn/n connotes a small average degree of clogn per node in the network.

The latencybound inEquation (1.1) holds asymptotically almost surely for anypair of nodes i,j because
of our assumption that each node is embedded on to a random point in the hypercube.2 In reality,
while connection patterns across nodes can change randomly with time, the point-to-point latencies
between nodes may not vary significantly. Nevertheless, for nodes that are not too close to each other,
Theorem 1 suggests that the latency between them on a random network must be logarithmically worse.

1.3.2 Connecting Based on Geography
A key reason the randomly formed topology suffers from suboptimal path delays (Theorem 1), is due
to a lack of sufficient connectivity between nodes that are in close proximity (i.e.,have small delay) to
each other in the hypercube. If the size of the network is large, each node is likely to choose neighbors
that are all far away, as the number of distant nodes is much greater than the number of nearby nodes.
Therefore, even if a message reaches the general vicinity of node fast, it likely needs to spend a dispro-
portionate amount of time to actually reach the node, due to the lack of any direct, low-delay paths.
To ensure good connectivity in this “last mile”, it is desirable for nodes to connect not only to nodes
that are far away, but also those close by.

In practice, it is difficult for nodes to a priori know the round-trip-times to other nodes, without
actually connecting to them first. However, recent work [33] has proposed using the geographical
location of a node—which can be estimated based on it’s IP address [99]—as a proxy for predicting
whether the connection latency to the node is likely to be large or small. If the geographical locations
of nodes are known, then a natural method to improve the random protocol, is to select a few neighbors
among those that are geographically close, and then choose the rest of the neighbors randomly. For
instance, if we cluster nodes according to the continents they are from, then a node located in North
America can have four neighbors that are also in North America, and four other neighbors from other
continents (e.g., Asia, Europe).

In our evaluations (§1.5), we show that the above protocol, does indeed perform better compared
to the random protocol. However, the question remains whether this protocol can be improved even
further. For instance, we have clustered nodes based on the continent in which they are located, but it
is unclear if a different way of grouping nodes would have fared better. We also assign 50% of a node’s
connections to in-cluster nodes, and the remaining 50% to nodes outside the cluster. The optimal
balance between the number of connections made within and outside of the cluster, is again unclear.
In practice a node may be malicious and try to spoof it’s true geographical location (e.g., via proxies,
or VPN), which can also significantly degrade the utility of the algorithm. Lastly, the assumption that
the geographic distance to a node dictates the latency to it is only a coarse approximation [98].

2This leads to any two points Xi,Xj being "well-separated" on the hypercube with high probability.
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1.3.3 Theoretical Optimum
To understand how much better an optimal topology can be, we consider a geometric graph in which
two nodes are connected if the latency between them is less than a threshold r. Compared to the
random topology, in which neighbors are selected completely agnostic of their delay or geography, the
geometric graph represents the other extreme where all neighbors are chosen to be within some small
delay. Following the model for latency in which nodes are randomly embedded within a d-dimensional
unit-hypercube (§1.3.1), we can show that the shortest path distance between any two nodes is at most
a constant factor larger than their Euclidean distance.

Theorem 2 ([154, 85]). For a geometric graph with threshold r=⇥((logn/n)
1/d

), there exists a con-
stant ⇠ such that for any two nodes xi,xj in the same connected component with ||Xi�Xj ||2 =!(r), it
holds that dist(i,j) is at most ⇠||Xi�Xj ||2 with probability 1�o(1).

(Proof in Friedrich et al. [85])
The superior path delay of the geometric graph stems from nodes having a strong connectivity to

other nodes in their local vicinity, which creates paths traversing closely to the geodesic between any
two nodes (Figure 1-1(b)). We note that the geometric graph is not the only construction with order-
optimal path delay—a recent line of work [68, 20] has proposed other efficient topology constructions
also providing order-optimal path delays, for points embedded in a metric space. For example, in Chan
et al. [53], the authors propose a decentralized algorithm for constructing a low-stretch spanner where
the graph distance between any two nodes is at most a constant factor worse than their Euclidean
distance. Their algorithm is also robust against node faults.

The metric embedding model for node latencies, discussed in §1.3.1, §1.3.2 and the present sec-
tion, is useful as a simple, tractable theoretical model for analyzing competing topology constructions.
While the model captures first-order differences in point-to-point latencies across nodes, blocks in the
Bitcoin network also suffer from delays due to transmission (if the available bandwidth is small, relative
to the block size), and block validation. Measurement studies on the Bitcoin network, report a wide
skew in these delays across different nodes; e.g., in one study [60] conducted in 2015, the bandwidth
of Bitcoin server nodes was found to vary from 3 Mbps to 186 Mbps. Bitcoin’s block size has also
varied over the years, from 87 KB in 2012 to around 1 MB today. These numbers are likely to change
as nodes continuously invest in better network infrastructure, compute and storage hardware, and as
the Bitcoin community introduces higher-level protocol changes . To optimize the p2p topology in
an evolving landscape, it is desirable for a neighborhood-selection protocol to be adaptive to changes,
while at the same time have behavioral similarities to optimal topology constructions such as the
geometric graph. Perigee is such a protocol; we discuss it next.

1.4 Perigee

Perigee is a decentralized algorithm that adaptively learns to form optimal peer connections, purely
based on a node’s interactions with its neighbors. Unlike hand-crafted protocols which often require
extensive manual tuning to optimize protocol parameters for individual blockchain networks, Perigee
is a flexible learning algorithm that automatically finds the best topology for any network setting.
In Perigee , nodes continuously monitor the promptness of block delivery from each of their neigh-
boring nodes, and decide whether to retain their neighbors or explore connecting to other potentially
better-connected peers. Since each node tries to locally find the best set of neighbors it can connect to,
Perigee naturally benefits the self-interests of peers. In §1.5 we show through extensive experimental
evaluations, that our protocol also globally optimizes block propagation delays under diverse settings.

1.4.1 Algorithm Overview
Perigee operates on top of existing block distribution protocols, and does not change the format of
blocks or the gossip protocols used for broadcasting them. Instead it simply decides what is the best set
of neighbors for a node to connect to, for a given block size and gossip protocol. Starting from an arbi-
trary initial set of neighbors (e.g, obtained randomly from a bootstrapping server), a node in Perigee pe-
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Algorithm 1 Perigee : Algorithm template for updating neighbors of node v after each round.
1: input: neighbors �v, outgoing neighbors �

o
v
, set of blocks B mined during the round, and

observation set Ov

2: output: updated set of outgoing neighbors �
o
v

for next round
3: // Score each neighbor based on measurements collected in Ov using a scoring algorithm (see

§1.4.2, §1.4.3 for different scoring methods)
4: score(u) ScoringAlgorithm(Ov), for each ngbr. u2�

o
v

5: // Retain subset of dv neighbors with best score
6: �

o
v
 {u2�

o
v
:score(u)2 best dv scores of nodes in �

o
v
}

7: // Additionally connect to ev random peers for exploration
8: �

o
v
 �

o
v
[(ev randomly chosen neighbors from V )

riodically evaluates its current set of neighbors, to decide which neighbors offer the fastest connectivity
to the rest of the network. Connections to those neighbors providing a good connectivity are retained,
while the rest are disconnected. Additionally, Perigee also periodically connects to a small number of
random nodes, as a means to discover previously unknown but potentially well-connected peers.

In Perigee , a neighbor is evaluated purely based on timestamp measurements of when blocks, or
advertisements for blocks, were received from the neighbor.3 Based on these measurements, a real-
valued score is computed and assigned to each neighbor, which is then used to decide which subset
of neighbors to retain. Using block reception times to score neighbors, is a key novelty in Perigee
and has several advantages compared to algorithms discussed in §1.3. A node is identified only by
its IP address, and not based on auxiliary information such as its geographical location. This makes
our algorithm robust to geo-spoofing attacks. Moreover, by explicitly using block arrival times for
scoring neighbors, Perigee automatically takes into account heterogeneities, such as variations in link
latencies across geographically separated nodes, and variations in hash power. The resulting topology
therefore, has a good connectivity to nodes with high hash power, rather than good connectivity in a
simpler graph theoretic sense (e.g., low diameter).

To simplify our exposition, we present Perigee (Algorithm 1) under the network model of §5.2. The
algorithm proceeds in rounds, where each round spans the time taken to mine and broadcast K unique
blocks B={b1,b2,...,bK} over the p2p network. For a node v2V , let �v denote the set of v’s neighbors in
G, and let�

o
v
✓�v denote v’s outgoing neighbors. When a block b2B is broadcast during a round, we let

tb
u,v

be the local time at v when b was received from neighbor u2�v. We set tb
u,v

=1 if block b was never
relayed to v by u. During a round, each node v collects information about when each block was received
from its neighbors in the form of an observation set Ov = {(b,u,tb

u,v
) : b 2B,u 2 �v}. Note that it is

possible for v to hear about a block for the first time from a non-outgoing neighbor. The tuples collected
inOv allows Perigee to rate how quickly a neighbor relays blocks relative to other neighbors, and retain
connections to the best subset of dv (e.g., dv =6) neighbors at the end of each round. Neighbors are
evaluated using a scoring function, which estimates the maximum delay taken by a neighbor to forward
90% of blocks to the node v. In addition, Perigee also connects to a small number ev (e.g., ev =2) of
random peers during each round, for discovering previously unknown peers with good connectivity.

We propose two different scoring methods, depending on whether each neighbor is scored individ-
ually (§1.4.2), or groups of neighbors are jointly assigned a score (§1.4.3). In the latter case, the score
is an estimate of the maximum delay taken by the group of neighbors as a whole to forward 90% of
blocks to v. The joint scoring of different neighbor groups is better suited to our objective, since each
peer ultimately just desires to receive blocks as fast as possible, regardless of which specific neighbor
forwards the block. Certain blocks may be relayed fast by some neighbors, while other blocks are
relayed fast by the remaining neighbors—as long as, together, the set of neighboring nodes result in
a quick delivery of a majority of blocks, it is beneficial for the node. However, accurately evaluating
scores for all possible groups of neighbors is computationally expensive, and therefore we propose
faster approximate methods. In our evaluations (§1.5), we find both the independent scoring and
approximate joint scoring methods to be competitive.

3Our protocol is general, and can also be used with timestamp measurements of transactions received from neighbors.
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Figure 1-2: Observe that lcb(u4) � lcb(u) 8u 2 �
o
v
, ucb(u3)  ucb(u) 8u 2 �

o
v
. Moreover,

lcb(u4)>ucb(u3) and so the neighbor to be removed (bad_nbr) is u4.

1.4.2 Scoring Each Neighbor Individually
Vanilla Scoring

We first consider a simple scoring method, called VanillaScoring, to illustrate how for each neigh-
bor u 2 �

o
v

of a node v, the timestamps tb
u,v

of blocks b 2 B broadcast during a round can be used
to estimate u’s score. Recall that a timestamp tb

u,v
recorded in the observation set Ov of a node v

corresponds to the local wall-clock time when the block b was received at v. In order to judge how well
a neighbor is connected to the rest of the network, it is desirable to know the relative time between
when a block was mined, and when it was delivered by the neighbor (i.e.,the propagation delay).
However, as it is difficult for a node v to know the precise time when a block was mined, we use the
relative time differences between when a block is forwarded by different neighbors, as a proxy for the
propagation delay. For a block b, the first time it was received by v from some neighbor is at time
tb
v
:=minu2�v tb

u,v
. The timestamps in Ov are then revised relative to times blocks were first received

by v, and a time-normalized observation set Õv is computed as

Õv ={(b,u,tb
u,v
�tb

v
) :u2�v,b2B}. (1.2)

In VanillaScoring, the score for a neighbor u2�
o
v

is simply computed as the 90th percentile of the
multi-set of relative timestamps T̃u,v := (t̃ : (b,u,t̃)2 Õv) observed in a round. This scoring approach
naturally reflects a node’s preference to retain an outgoing neighbor from which it received transactions
relatively earlier. The lower the score for a neighbor, the higher is the preference for node v to retain
the neighbor in next round.

UCB Scoring

In theVanillaScoringmethod, propagation delay estimates for individual neighbors (90th percentile
of relative timestamp observations) are likely to be noisy if the number of blocks |B| in a round is small.
The noise here arises due to the randomness in which node mines a block each time (§1.1.1). While
increasing |B| by increasing the duration of each round improves accuracy of our estimates, it also slows
down the overall convergence time of the algorithm.4 To improve the accuracy of the VanillaScor-

ing estimates, without sacrificing on convergence time, we propose a second scoring method motivated
by the Upper Confidence Bound (UCB) algorithm for multi-armed bandits [24]. In the UCBScoring

method, a node maintains an estimate of propagation delay for a neighbor, based on observed times-
tamps, and also computes lower and upper confidence bounds for it. If a neighbor has been connected
to v for longer than one round, then the estimates and confidence bounds for the neighbor are computed
not only using the observations Ov made during the current round, but also using past observations
available for the neighbor. For a neighbor u2�

o
v
, let T̃u,v(�i) denote the multi-set of relative times-

tamps obtained during a round i rounds before the present round. Supposing node u has been v’s neigh-
bor for the past ru,v rounds. In the UCBScoring approach, we use a multi-set of relative timestamp

4We illustrate convergence of Perigee empirically in our experiments in §1.5.
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(a) (b)

Figure 1-3: Minimum delay to nodes totaling 90% of network’s hash power on random, geographic,
Perigee -Vanilla, Perigee -Subset, Perigee -UCB, Kademlia and the fullly-connected graph (denoted
as ideal). (a) All nodes have the same hash power. (b) Nodes have a hash power drawn from an
exponential distribution.

observations
⇡
Tu,v = (t̃ : (b,u,t̃)2[

�ru,v

i=0 T̃u,v(�i) such that t̃ <1) for a neighbor u.5 The propagation
delay for u is estimated as the 90th percentile of

⇡
Tu,v, and its confidence bounds are computed as

ucb(u)=90percentile(
⇡
Tu,v)+c

vuut log(|
⇡
Tu,v|)

2⇥|
⇡
Tu,v|

(1.3)

lcb(u)=90percentile(
⇡
Tu,v)�c

vuut log(|
⇡
Tu,v|)

2⇥|
⇡
Tu,v|

, (1.4)

where ucb and lcbdenote the upper and lower confidence bounds respectively [24], and90percentile(·)
computes the 90th percentile of its argument. At the end of each round, in the UCBScoring ap-
proach we check whether maxu2�o

v
(lcb(u)) > minu2�o

v
(ucb(u)), and if so, v disconnects from the

neighbor argmaxu2�o
v
(lcb(u)) and connects to a random new neighbor instead; otherwise the current

set of neighbors are retained for the next round. Figure 1-2 shows an example of upper and lower
confidence bounds for a set of eight neighbors. Node u4 will be disconnected at the end of the round in
this example. Updating the set of neighbors this way based on confidence intervals, avoids accidentally
disconnecting from a well-connected neighbor that has a poor 90th percentile score due to randomness
in mining and lack of sufficient measurement samples.

1.4.3 Scoring Groups of Neighbors Jointly
Next, we present an alternative scoring method, SubsetScoring, where scores are assigned to each
group �v ⇢ �

o
v

of neighbors (of a certain cardinality, e.g., 6) instead of to individual nodes. At the
end of a round, the group of neighbors having the best score are retained and neighbors that are not
part of this group are disconnected. As before, a small number of neighboring connections are made
randomly in each round to encourage exploration.

To avoid the computational overhead of exhaustively evaluating scores for all possible subsets of
neighbors, we consider a simpler, but approximate, greedy approach in which the neighbors to be
retained are selected one by one. First, the algorithm selects the neighbor u1 2 �

o
v

having the best
90th percentile score in the relative timestamp observation multi-set T̃u,v (§1.4.2). If k neighbors

5Note that the union [
�ru,v
i=0 T̃u,v(�i) is a multi-set union.
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(a) (b) (c)

Figure 1-4: (a) Delay distributions for Perigee with 0.1⇥, 0.5⇥, 5⇥ and 10⇥ the default node delay.
(b) Setting with a small number (10%) of high hash power miners. (c) Performance in the presence
of a low-latency block distribution network such as bloXroute.

u1,u2,...,uk have been selected, the (k +1)st neighbor is selected by first computing a transformed
observation set

⇡
Ov(u1,u2, ... ,uk) = {(b,u,min(t̃b

u,v
,min1ik t̃b

ui,v
)) : b 2 B,u 2 �

o
v
\{u1,u2, ... ,uk}},

followed by the multi-set of relative timestamps
⇡
Tu,v(u1,...,uk) = (

⇡
t : (b,u,

⇡
t)2

⇡
Ov(u1,...,uk)) for each

neighbor u2�
o
v
\{u1,...,uk}. The transformation essentially avoids penalizing nodes that do not have

good connectivity to a certain part of the network, to which the neighbors already chosen have a good
connectivity. The node u 2 �

o
v
\{u1, ... ,uk} with the lowest 90percentile(

⇡
Tu,v(u1, ... ,uk)) value is

finally selected as the (k+1)st choice. Thus, each time a neighbor is chosen whose connectivity to the
rest of the network best complements the other neighbors selected thus far. As in §1.4.2, once (dv�ev)
neighbors are selected, node v also randomly selects ev nodes as part of exploration. This set of dv
nodes are v’s updated set of neighbors that it will monitor in the next round.

1.5 Evaluation

We evaluate the performance of Perigee , and compare it against the baseline algorithms of §1.3. Our
experiments are based on a Python simulator we built following the network model of §5.2.6 We de-
scribe the experimental setting in §1.5.1. Following this, we evaluate Perigee on a variety of different
network conditions (§1.5.2–§1.5.4).

1.5.1 Experimental Setup

Network setting. We retrieved a publicly available list of 9408 Bitcoin nodes [3], and use a randomly
sampled subset of 1000 nodes from it, for all our experiments. The “default” setting for hash power of
nodes, block validation times, link propagation delay, and block size in our experiments are described
below. In §1.5.2, §1.5.3, we consider a broader range of settings for each of hash power, block validation
times respectively; in each case, while we explore different settings for one attribute, we fix the other
attributes to their “default” setting unless specified otherwise. The default settings are as follows.
(1) Hash power. We assume hash power is distributed uniformly across all the nodes.
(2) Propagation delay. The dataset of Bitcoin nodes [3] includes information about the geographical
location of each node. Nodes are spread across seven geographic regions: North America, South Amer-
ica, Europe, Asia, Africa, China, and Oceania. We set the propagation latency between any two nodes
according to their geographical locations, using the iPlane latency measurement dataset [118, 148].
(3) Block size. We assume block sizes are small, relative to the bandwidth available at the nodes.
Hence the overall block broadcasting delay is dominated by the link propagation delays, and block
validation delays, in the default setting.
(4) Block validation time. Each node has a mean block processing time of 50 ms.
In addition, in §1.5.4 we consider a scenario where nodes have access to a high-speed block distribu-
tion network such as BloXroute [109]. Each node creates 8 outgoing connections, and accepts up to

6Source code and datasets are available at https://github.com/mori94/perigee.
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20 incoming connections. If a node already has 20 incoming connections, any additional connection
request is declined by the node.
Algorithms compared. We implement Perigee under the scoring methods discussed in §1.4.2, §1.4.2,
§1.4.3, and name them Perigee -Vanilla, Perigee -UCB and Perigee -Subset respectively. For Perigee
-Vanilla and Perigee -Subset, we define a round such that |B| = 100 blocks are mined during each
round; for Perigee -UCB we use shorter rounds in which only one block (|B|=1) is mined each round.
In all of the Perigee variants, a node selects two neighbors randomly for exploration every round
(§1.4). As baseline algorithms, we consider the random connection algorithm (§1.3.1), geography-
based connection algorithm (§1.3.2) and a structured p2p topology based on Kademlia [148]. For these
baselines, we do not change the topology with each round. We also consider a topology in which each
node is connected to all other nodes, to obtain a theoretical lower bound on block propagation times.
Performance metric. For each node, we compute the time it takes for a block broadcast by the
node to reach 50% and 90% of the hash power in the network. We repeat each experiment three times
using independently sampled link latencies, and plot the mean propagation times for different nodes in
ascending order; we also show error bars at the 100th, 300th, 500th, 700th and 900th node. Note that
the nodes corresponding to the same x-coordinate value may not be the same node in the network.

1.5.2 Hash Power
We first consider the setting where all the attributes—hash power, link propagation latencies, block val-
idation times, block size—take their default setting (§1.5.1) and plot the results in Figure 1-3(a). The
Perigee -Subset and -UCB algorithm achieve around 33% and 11% lower delay respectively compared
to random neighbor selection, indicating that switching neighbors based on their scores helps reduce
the block propagation delays. Connecting based on node geography does help lower delay compared to
random selection, however it is still 40% worse than Perigee -Subset at the 500th node. The Kademlia
topology is slightly worse than even the geographic topology. While the 90-percentile delays in Perigee
converge as the number of rounds increases, we observe the 50-percentile delays do not exhibit a similar
monotonicity. This is because Perigee chooses neighbors only to optimize nodes’ 90-percentile delays.

Since Perigee -Subset is slightly better than Perigee -UCB or -Vanilla, for the reminder we have
used Perigee -Subset as the preferred scoring method. Next, we consider the same setting as above
but where the hash power of the nodes are sampled from an exponential distribution (of mean 1), and
normalized to 1 (Figure 1-3(b)). The results show a similar performance pattern as in Figure 1-3(a)
with Perigee -Subset being 33% better than random.

1.5.3 Processing Delay
In Figure 1-4, we vary the block validation time to 0.1⇥, 0.5⇥, 5⇥ and 10⇥ its default value. As shown
in the Figure, for small values of node delay (0.1⇥), Perigee finds a topology with delays at least 62%
better than random. However, as the node delay increases, Perigee approaches the random protocol’s
performance. This is expected, since with large processing delays the 90th percentile delay is dictated
by the number of nodes on the shortest paths to nodes (i.e.,the diameter of the network). With node
degree bounded by a constant, the diameter is lower-bounded by the logarithm in number of nodes,
which is achieved by the random topology.

1.5.4 Fast Distribution Networks
The Bitcoin network is known to have a small number of mining pools that contribute to most of the
hash power in the network. To simulate such a network, we randomly select 10% of the nodes and
assign them 90% of the network’s total hash power; we also set the link propagation latencies between
the high-power miners to be much smaller than their default values. In this network, it is desirable
for peers to be directly connected to at least one of the high-power miners. As shown by the results
in Figure 1-4(b), Perigee can exploit and explore the network to get much closer to the ideal delay
in a fully-connected network compared to baselines. We also simulate fast block relay networks, by
considering 100 nodes organized as a tree topology with low-propagation-latency links. The block
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Figure 1-5: Histograms of the edge latencies in the p2p graph obtained after the execution of various
algorithms under uniform hash power.

validation delays for these 100 nodes are also set to be 10% of their default value. Even here, as before,
our results inFigure 1-4(c) show thatPerigee can approach the fully-connected network baseline closely.

1.5.5 What does Perigee learn?
In Figure 1-5 we observe that the distribution of edge latencies of the p2p network obtained in all the
four algorithms are bimodal. The lower mode is mostly populated by intra-continental edges with
smaller edge latencies whereas the upper mode is mostly populated by inter-continental edges with
larger edge latencies. For Perigee -subset, the latencies of bulk of the edges are populated around the
lower mode. On the other hand, this is not the case in random and geometric. This implies that over
the course of execution of Perigee -subset algorithm, nodes learn to select those outgoing neighbors
with which they have smaller edge latency.
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Chapter 2

PoSAT:
Proof-of-Work Availability and
Unpredictability, without the Work

An important feature of Proof-of-Work (PoW) blockchains is full dynamic availability, allowing miners
to go online and offline while requiring only 50% of the online miners to be honest. Existing Proof-
of-stake (PoS), Proof-of-Space and related protocols are able to achieve this property only partially,
either requiring the additional assumption that adversary nodes are online from the beginning and no
new adversary nodes come online afterwards, or use additional trust assumptions for newly joining
nodes. We propose a new PoS protocol PoSAT which can provably achieve dynamic availability fully
without any additional assumptions. The protocol is based on the longest chain and uses a Verifiable
Delay Function for the block proposal lottery to provide an arrow of time. The security analysis of
the protocol draws on the recently proposed technique of Nakamoto blocks as well as the theory of
branching random walks. An additional feature of PoSAT is the complete unpredictability of who will
get to propose a block next, even by the winner itself. This unpredictability is at the same level of PoW
protocols, and is stronger than that of existing PoS protocols using Verifiable Random Functions.

2.1 Introduction

2.1.1 Dynamic Availability

Nakamoto’s invention of Bitcoin [127] in 2008 brought in the novel concept of a permissionless Proof-
of-Work (PoW) consensus protocol. Following the longest chain protocol, a block can be proposed
and appended to the tip of the blockchain if the miner is successful in solving the hash puzzle. The
Bitcoin protocol has several interesting features as a consensus protocol. An important one is dynamic
availability. Bitcoin can handle an uncertain and dynamic varying level of consensus participation in
terms of mining power. Miners can join and leave as desired without any registration requirement. This
is in contrast to most classical Byzantine Fault Tolerant (BFT) consensus protocols, which assumes a
fixed and known number of consensus nodes. Indeed, Bitcoin has been continuously available since the
beginning, a period over which the hashrate has varied over a range of 14 orders of magnitude. Bitcoin
has been proven to be secure as long as the attacker has less than 50% of the online hash power (the
static power case is considered in [127, 88, 131] and variable hashing power case is considered in [90, 92]).

Recently proof-of-stake (PoS) protocols have emerged as an energy-efficient alternative to PoW.
Instead of solving a difficult hash puzzle, nodes participate in a lottery to win the right to append a
block to the blockchain, with the probability of winning proportional to a node’s stake in the total pool.
This replaces the resource intense mining process of PoW, while ensuring fair chances to contribute
and claim rewards.
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There are broadly two classes of PoS protocols: those derived from classical BFT protocols and
those inspired by Nakamoto’s longest chain protocol. Attempts at blockchain design via the BFT
approach include Algorand [55, 94], Tendermint [39] and Hotstuff [164]. Motivated and inspired by
Nakamoto longest chain protocol are the PoS designs of Snow White [32] and the Ouroboros family
of protocols [107, 65, 26]. One feature that distinguish the PoS longest chain protocols from the BFT
protocols is that they inherit the dynamic availability of Bitcoin: the chain always grows regardless
of the number of nodes online. But do these PoS longest chain protocols provide the same level of
security guarantee as PoW Bitcoin in the dynamic setting?

2.1.2 Static vs Dynamic Adversary

Two particular papers focus on the problem of dynamic availability in PoS protocols: the sleepy model
of consensus [136] and Ouroboros Genesis [26]. In both papers, it was proved that their protocols are
secure if less than 50% of the online nodes are adversary. This condition is the same as the security
guarantee in PoW Bitcoin, but there is an additional assumption: all adversary nodes are always online
starting from genesis and no new adversary nodes can join. While this static adversary assumption
seems reasonable (why would an adversary go to sleep?), in reality this can be a very restrictive
condition. In the context of Bitcoin, this assumption would be analogous to the statement that the hash
power of the adversary is fixed in the past decade ( while the total hashing power increased 14 orders
of magnitude!) More generally, in public blockchains, PoW or PoS, no node is likely to be adversarial
during the launch of a new blockchain token - adversaries only begin to emerge later during the lifecycle.

The static adversary assumption underlying these PoS protocols is not superfluous but is in fact
necessary for their security. Suppose for the 1

st year of the existence of the PoS-based blockchain, only
10% of the total stake is online. Out of this, consider that all nodes are honest. Now, at the beginning of
the 2

nd year, all 100% of the stake is online out of which 20% is held by adversary. At any point of time,
the fraction of online stake held by honest nodes is greater than 0.8. However, both Sleepy and Genesis
are not secure since the adversary can use its 20% stake to immediately participate in all past lotteries
to win blocks all the way back to the genesis and then grow a chain instantaneously from the genesis
to surpass the current longest chain (Figure 2-1(a)). Thus, due to this “costless simulation”, newly
joined adversary nodes not only increase the current online adversary stake, but effectively increase
past online adversary stake as well. See Appendix 2.6.3 for further details on how costless simulation
renders both sleepy model of consensus and Ouroboros Genesis vulnerable to attacks. In contrast,
PoW does not suffer from the same issue because it would take a long time to grow such a chain from
the past and that chain will always be behind the current longest chain. Thus, PoW provides an arrow
of time, meaning nodes cannot “go back in time” to mine blocks for the times at which they were not
online. This property is key in endowing PoW protocols with the ability to tolerate fully dynamic
adversaries wherein both honest nodes and adversary can have varying participation (Figure 2-1(b)).

We point out that some protocols including Ouroboros Praos [65] and Snowhite [32] require that
nodes discard chains that fork off too much from the present chain. This feature was introduced to
handle nodes with expired stake (or nodes that can perform key grinding) taking over the longest
chain. While they did not specifically consider the dynamic adversary issue we highlighted, relying
on previous checkpoints can potentially solve the aforementioned security threat. However, as was
eloquently argued in Ouroboros Genesis [26], these checkpoints are unavailable to offline clients and
newly joining nodes require advice from a trusted party (or a group inside which a majority is trusted).
This trust assumption is too onerous to satisfy in practice and is not required in PoW. Ouroboros
Genesis was designed to require no trusted joining assumption while being secure to long-range and
key-grinding attacks. However, they are not secure against dynamic participation by the adversary:
they are vulnerable to the aforementioned attack. This opens the following question:

Is there a fully dynamically available PoS protocol which has full PoW security guarantee, without
additional trust assumptions?
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Figure 2-1: (a) Newly joined nodes in existing PoS protocols can grow a chain from genesis instan-
taneously. (b) Newly joined miners in PoW protocol takes a long time to grow such a chain and is
always behind.

2.1.3 PoSAT achieves PoW dynamic availability
We answer the aforementioned question in the affirmative. Given that arrow-of-time is a central
property of PoW protocols, we design a new PoS protocol, PoS with Arrow-of-Time (PoSAT ), also
having this property using randomness generated from Verifiable Delay Functions (VDF). VDFs are
built on top of iteratively sequential functions, i.e., functions that are only computable sequentially:
f `

(x) = f �f � ...�f(x), along with the ability to provide a short and easily verifiable proof that the
computed output is correct. Examples of such functions include (repeated) squaring in a finite group
of unknown order [46, 147], i.e„ f(x) = 2

x and (repeated) application of secure hash function (SHA-
256) [119], i.e„ f(x) = Hash(x). While VDFs have been designed as a way for proving the passage
of a certain amount of time (assuming a bounded CPU speed), it has been recently shown that these
functions can also be used to generate an unpredictable randomness beacon [73]. Thus, running the
iteration till the random time L when RandVDF(x) = fL

(x) < ⌧ is within a certain threshold will
result in L being a geometric random variable. We will incorporate this randomized VDF functionality
to create an arrow-of-time in our protocol.

The basic idea of our protocol is to mimic the PoW lottery closely: instead of using the solution of
a Hash puzzle based on the parent block’s hash as proof of work, we instead use the randomized VDF
computed based on the parent block randomness and the coin’s public key as the proof of stake lottery.
In a PoW system, we are required to find a string called "nonce" such that Hash(block,nonce)<⌧ , a
hash-threshold. Instead in our PoS system, we require RandVDF(randSource,pk,slot)< ⌧ , where
randSource is the randomness from the parent block, pk is the public key associated with the mining
coin and slot represents the number of iterations of the RandVDF since genesis. There are four
differences, the first three are common in existing PoS systems: (1) we use “randSource" instead of
“block" in order to prevent grinding attacks on the content in the PoS system, (2) we use the public-key
“pk" of staking coin instead of PoW “nonce" to simulate a PoS lottery, (3) we use “slot" for ensuring
time-ordering, (4) instead of using a Hash, we use the RandVDF, which requires sequential function
evaluation thus creating an “arrow of time".

The first two aspects are common to many PoS protocols and is most similar to an earlier PoS pro-
tocol [78], however, crucially we use the RandVDF function instead of a Verifiable random function
(VRF) and a time parameter inside the argument used in that protocol. This change allows for full
dynamic availability: if adversaries join late, they cannot produce a costless simulation of the time
that they were not online and build a chain from genesis instantaneously. It will take the adversary
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Figure 2-2: Left: A node uses randomness from the first block of the epoch. Right: Since a node
already won a block in the period, it uses that block’s randomness.

time to grow this chain (due to the sequential nature of the RandVDF), by which time, the honest
chain would have grown and the adversary will be unable to catch up. Thus, PoSAT behaves more
like PoW (Figure 2-1(b)) rather than existing PoS based on VRF’s (Figure 2-1(a)). We show that this
protocol achieves full dynamic availability: if �h(t) denotes the honest stake online at t, �a(t) denotes
the online adversarial stake at time t, it is secure as long as

�h(t)>e�a(t) for all t, (2.1)

where e is Euler’s number 2.7182....
We observe that the security of this protocol requires a stronger condition than PoW protocols.

The reason for this is that an adversary can potentially do parallel evaluation of VDF on all possible
blocks. Since the randomness in each of the blocks is independent from each other, the adversary has
many random chances to increase the chain growth rate to out-compete the honest tree. This is a
consequence of the nothing-at-stake phenomenon: the same stake can be used to grind on the many
blocks. The factor e is the resulting amplification factor for the adversary growth rate. This is avoided
in PoW protocols due to the conservation of work inherent in PoW which requires the adversary to
split its total computational power among such blocks.

We solve this problem in PoSAT by reducing the rate at which the block randomness is updated
and hence reducing the block randomness grinding opportunities of the adversary. Instead of updating
the block randomness at every level of the blocktree, we only update it once every c levels (called an
epoch). The larger the value of the parameter c, the slower the block randomness is updated. The
common source of randomness used to run the VDF lottery remains the same for c blocks starting
from the genesis and is updated only when (a) the current block to be generated is at a depth that
is a multiple of c, or (b) the coin used for the lottery is successful within the epoch of size c. The
latter condition is necessary to create further independent winning opportunities for the node within
the period c once a slot is obtained with that coin. This is illustrated in Figure 2-2. For c = 1, this
corresponds to the protocol discussed earlier.

The following security theorem is proved about PoSAT for general c, giving a condition for security
(liveness and persistence) under all possible attacks.

Theorem 3 (Informal). PoSAT with parameter c is secure as long as

�c

h
(t)

1+�max�
>�c�a(t) for all t, (2.2)

where �c

h
(t) is the honest stake this is online at time t and has been online since at least t�⇥(c), � is

the network delay between honest nodes, �max is a constant such that �c

h
(t)�max for all t>0, �c is a

constant, dependent on c, given in (2.22). �1 =e and �c!1 as c!1.

c 1 2 3 4 5 6 7 8 9 10
�c e 2.22547 2.01030 1.88255 1.79545 1.73110 1.68103 1.64060 1.60705 1.57860
1

1+�c

1
1+e

0.31003 0.33219 0.34691 0.35772 0.36615 0.37299 0.37870 0.38358 0.38780

Table 2.1: Numerically computed values of the adversary amplification factor �c. The ratio 1/(1+�c)

is the adversarial fraction of stake that can be tolerated by PoSAT when �=0.28



We remark that in our PoS protocol, we have a known upper bound on the rate of mining blocks (by
assuming that the entire stake is online). We can use this information to set 1+�max� as close to 1 as
desired by simply setting the mining threshold appropriately. Furthermore, by setting c large, �c⇡1

and thus PoSAT can achieve the same security threshold as PoW under full dynamic availability. The
constant �c is the amplification of the adversarial chain growth rate due to nothing-at-stake, which we
calculate using the theory of branching random walks[153]. The right hand side of (2.2) can therefore
be interpreted as the growth rate of a private adversary tree with the adversary mining on every block.
Hence, condition (2.2) can be interpreted as the condition that the private Nakamoto attack [127]
does not succeed. However, Theorem 4 is a security theorem, i.e. it gives a condition under which
the protocol is secure under all possible attacks. Hence what Theorem 4 says is therefore that among
all possible attacks on PoSAT , the private attack is the worst attack. We prove this by using the
technique of blocktree partitioning and Nakamoto blocks, introduced in [69], which reduce all attacks
to a union of private attacks.

We note that large c is beneficial from the point of view of getting a tight security threshold. How-
ever, we do require c to be finite (unlike other protocols like Ouroboros that continue to work under c be-
ing infinite). This is because the latency to confirm a transaction increases linearly in c (see Section 2.4).
Furthermore, an honest node on coming online has to wait until encountering the next epoch beginning
before it can participate in proposing blocks and the worst-case waiting time increases linearly with
c. We note that the adversary cannot use the stored blocks in the next epoch, thus having a bounded
reserve of blocks. The total number of blocks stored up by an adversary potentially increases linearly
in the epoch size, thus requiring the confirmation depth and thus latency to be larger than ⇥(c). By
carefully bounding this enhanced power of the adversary, for any finite c, we show that PoSAT is secure.

Assuming �max� to be small, the comparison of PoSAT with other protocols is shown in Table 2.1.3.
Here we use ⇤a to be the largest adversary fraction of the total stake online at any time during the exe-
cution (⇤a=supt�a(t)). Protocols whose security guarantee assumes all adversary nodes are online all
the time effectively assumes that �h(t)>⇤a. Thus existing protocols have limited dynamic availability.

Ourboros Snow White / Genesis / Algorand PoSAT
Praos Sleepy

Dynamic �h(t)>⇤a �h(t)>⇤a �h(t)>⇤a No �c

h
(t)>�c�a(t)

Availability
Predictability Global Local Local Local None

2.1.4 PoSAT has PoW Unpredictability
Another key property of PoW protocols is their ability to be unpredictable: no node (including itself)
can know when a given node will be allowed to propose a block ahead of the proposal slot. We point
out that PoSAT with any parameter c remains unpredictable due to the the unpredictability of the
RandVDF till the threshold is actually reached. We refer the reader to Fig. 2-2(a) where if the ran-
domness source is at the beginning of the epoch it is clear that the unpredictability of the randomized
VDF implies unpredictability in our protocol. However, in case the miner has already created a block
within the epoch (Fig. 2-2(b)), the randomness source is now her previous block. This can be thought
of as a continuation of the iterative sequential function from the beginning of the epoch and hence it
is also unpredictable as to when the function value will fall below a threshold. Thus PoSAT achieves
true unpredictability, matching the PoW gold standard, where even an all-knowing adversary has no
additional predictive power.

The first wave of PoS protocols such as Ouroboros [107] are fully predictable as they rely on mech-
anisms for proposer election that provide global knowledge of all proposers in an epoch ahead of time.
The concept of Verifiable Random Functions (VRF), developed in [124, 70], was pioneered in the
blockchain context in Algorand [55, 94], as well as applied in Ouroboros Praos [65] and Snow White
[32]. The use of a private leader election using VRF enables no one else other than the proposer to
know of the slots when it is allowed to propose blocks. However, unlike Bitcoin, the proposer itself can
predict. Thus, these protocols still allow local predictability. The following vulnerability is caused by
local predictability: a rational node may then willingly sell out his slot to an adversary. In Ouroboros
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Praos, such an all-knowing adversary needs to corrupt only 1 user at a time (the proposer) adaptively
in order to do a double-spend attack. He will first let the chain build for some time to confirm a
transaction, and then get the bribed proposers one at a time to build a competing chain. Algorand
is more resilient, but even there, in each step of the BFT algorithm, a different committee of nodes
is selected using a VRF based sortition algorithm. These nodes are locally predictable as soon as the
previous block is confirmed by the BFT - and thus an all-knowing adversary only needs to corrupt a
third of a committee. Assuming each committee is comprised of K nodes (K being a constant), the
adversary only needs to corrupt K

3N fraction of the nodes. Refer to Appendix 2.6.4 for further details.
We summarize the predictability of various protocols in Table 2.1.3.

2.1.5 Related Work
Our design is based on frequent updates of randomness to run the VDF lottery. PoS protocols that
update randomness at each iteration have been utilized in practice as well as theoretically proposed
[78] - they do not use VDF and have neither dynamic availability nor unpredictability. Furthermore,
they still face nothing-at-stake attacks. In fact, the amplification factor of e we discussed earlier has
been first observed in a Nakamoto private attack analysis in [78]. This analysis was subsequently
extended to a full security analysis against all attacks in [160, 69], where it was shown that the private
attack is actually the worst attack. In [160], the idea of c-correlation was introduced to reduce the rate
of randomness update and to reduce the severity of the nothing-at-stake attack; we borrowed this idea
from them in the design of our VDF-based protocol, PoSAT .

There have been attempts to integrate VDF into the proof-of-space paradigm [56] as well as into
the proof-of-stake paradigm [25], [115], all using a VRF concatenated with a VDF. But, in [56], the
VDF runs for a fixed duration depending on the input and hence is predictable, and furthermore do
not have security proofs for dynamic availability. In [25], the randomness beacon is not secure till
the threshold of 1/2 as claimed by the authors since it has a randomness grinding attack which can
potentially expand the adverarial power by at least factor e. There are three shortcomings in [115]
as compared to our paper: (1) even under static participation, they only focus on an attack where an
adversary grows a private chain, (2) there is no modeling of dynamic availablility and a proof of security
and (3) since the protocol focuses only on c=1, they can only achieve security till threshold 1/1+e, not
till 1/2. We note that recent work [38] formalized that a broad class of PoS protocols suffer from either
of the two vulnerabilities: (a) use recent randomness, thus being subject to nothing-at-stake attacks
or (b) use old randomness, thus being subject to prediction based attacks (even when only locally
predictable). We note that PoSAT with large c completely circumvents both vulnerabilities using the
additional VDF primitive since it is able to use old randomness while still being fully unpredictable.

We want to point out that dynamic availability is distinct and complementary to dynamic stake,
which implies that the set of participants and their identities in the mining is changing based on the
state of the blockchain. We note that there has been much existing work addressing issues on the
dynamic stake setting - for example, the s-longest chain rule in [26], whose adaptation to our setting
we leave for future work. We emphasize that the dynamic availability problem is well posed even in
the static stake setting (the total set of stakeholders is fixed at genesis).

2.1.6 Outline
The rest of the paper is structured as follows. Section 2.2 presents the VDF primitive we are using and
the overall protocol. Section 5.2 presents the model. Section 2.4 presents the details of the security
analysis.

2.2 Protocol

2.2.1 Primitives
In this section, we give an overview ofVDFs and refer the reader to detailed definitions in Appendix 2.7.

Definition 1 (from [36]). A VDF V =(Setup,Eval,Verify) is a triple of algorithms as follows:
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• Setup(�,⌧)!pp=(ek,vk) is a randomized algorithm that produces an evaluation key ek and a
verification key vk.

• Eval(ek,input,⌧)!(O,proof) takes an input2X , an evaluation key ek, number of steps ⌧ and
produces an output O2Y and a (possibly empty) proof .

• Verify(vk,input,O,proof,⌧)! Y es,No is a deterministic algorithm takes an input, output,
proof, ⌧ and outputs Y es or No.

VDF.Eval is usually comprised of sequential evaluation: f `
(x) = f �f � ...�f(x) along with the

ability to provide a short and easily verifiable proof. In particular, there are three separate functions
VDF.Start, VDF.Iterate and VDF.Prove (the first function is used to initialize, the second one
operates for the number of steps and the third one furnishes a proof). This is illustrated in Figure 2-3 on
the left. While VDFs have been designed as a way for proving the passage of a certain amount of time,
it has been recently shown that these functions can also be used to generate an unpredictable random-
ness beacon [73]. Thus, running the iteration till the random time L when RandVDF(x)=fL

(x)<⌧
generates the randomness beacon. This is our core transformation to get a randomized VDF. This is
shown in Figure 2-4 on the right. Instead of running for a fixed number of iterations, we run the VDF

iterations till it reaches a certain threshold. Our transformation is relatively general purpose and most
VDFs can be used with our construction. For example, a VDF (which is based on squaring in a group
of unknown order) is an ideal example for our construction [138, 162]. In the recent paper [73], for
that sequential function, a new method for obtaining a short proof whose complexity does not depend
(significantly) on the number of rounds is introduced - our protocol can utilize that VDF as well. They
show furthermore that they obtain a continuous VDF property which implies that partial VDF com-
putation can be continued by a different party - we do not require this additional power in our protocol.

For the RandVDF in PoSAT , as illustrated in Fig 2-4, slot plays a similar role as the timestamps
in other PoS protocols like [136]. The slot basically mentions the number of times the RandVDF

has iterated since the genesis and when the speed of the iteration of RandVDF is constant, slot is
an approximation to the time elapsed since the beginning of the operation of the PoS system.

Normally, a VDF will satisfy correctness and soundness. And we require RandVDF to also satisfy
correctness and soundness as defined in Appendix 2.7.

A key feature of VDF is that if the VDF takes T steps, then the prover should be able to complete
the proof in time (nearly) proportional to T and the verifier should be able to verify the proof in
(poly)-logarithmic time. This makes it feasible for any node that receives a block to quickly verify
that the VDF in the header is indeed correctly computed, without expending the same effort that was
expended by the prover. We refer the reader interested in a detailed analysis of these complexities to
Section 6.2 in [138] for the efficiency calculation or Section 2.3 in [73].

2.2.2 Protocol description
The pseudocode for the PoSAT is given in Algorithm 2.

Initialization.

An honest coin n on coming online, calls Initialize() where it obtains the current state of the
blockchain, blkTree, by synchronizing with the peers via Sync() and initializes global variables.
However, the coin n can start participating in the leader election only after encountering the next
epoch beginning, that is, when the depth of the blkTree is a multiple of c. This is indicated by setting
participate

n
to False. Observe that if the coin n is immediately allowed to participate in leader

election, then, the coin n would have to initiate RandVDF.Eval from the randSource contained in
the block at the beginning of the current epoch. Due to the sequential computation in RandVDF, the
coin n would never be able to participate in the leader elections for proposing blocks at the tip of the
blockchain. In parallel, the coin keeps receiving messages and processes them in ReceiveMessage().
On receiving a valid block that indicates epoch beginning, randSourcen, slotn and participate

n

are updated accordingly (lines 27, 33, 34) for active participation in leader election.
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Figure 2-3: VDF.Eval(input,ek,⌧) requires the number of iterations that VDF.Iterate should run.
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Figure 2-4: On the other hand, RandVDF.Eval(input,ek,s,slot) requires the expected number of
number of iterations RandVDF.Iterate (denoted by s) must run.

Leader election.

The coin n records the tip of the longest chain of blkTree in parentBlk
n

(line 25) and contests
leader election for appending block to it. RandVDF.Eval(input

n
, RandVDF.ekn, sn) is used

to compute an unpredictable randomness beacon that imparts unpredictability to leader election.
Thedifficulty parametersn is set proportional to the currentstaken of the coinnusingUpdateThreshold(staken)

and randSourcen is taken as input
n
. RandVDF.Eval(input

n
,ekn,sn,slotn) is an iterative function

composed of:

• RandVDF.Start(input
n
,RandVDF.ekn,IntStaten) initializes the iteration by setting ini-

tial value of output
n

to be input
n
. Note that IntStaten is the internal state of the RandVDF.

• RandVDF.Iterate(output
n
,RandVDF.ekn, IntStaten) is the iterator function that up-

datesoutput
n

in each iteration. At the end of each iteration, it is checkedwhetherHash(output
n
,slotn)

is less than Threshold(sn), which is set proportional to sn. If No, slotn is incremented by 1

and current output
n

is taken as input to the next iteration. If Yes, then it means coin n has won
the leader election and output

n
is passed as input to RandVDF.Prove(.). Observe that the

number of iterations, randItern, that would be required to pass this threshold is unpredictable
which lends to randomness beacon. Recall that slotn is a counter for number of iterations since
genesis. In a PoS protocol, it is normally ensured that the timestamps contained in each block of
a chain are ordered in ascending order. Here, in PoSAT , instead we ensure that the slot in the
blocks of a chain are ordered, irrespective of who proposed it. This is referred to as time-ordering.
The reader can refer to Appendix 2.6.5 and 2.6.6 for further details on what attacks can transpire
if time-ordering is not ensured. The rationale behind setting Threshold(sn) proportional to sn
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is that even if the stake sn is sybil over multiple coins, the probability of winning leader election
in at least one coin remains the same. See Appendix 2.6.2 for detailed discussion.

• RandVDF.Prove(output
n
,RandVDF.ekn,IntStaten) operates onoutput

n
usingRandVDF.ekn

and IntStaten to generate proof
n

that certifies the iterative computation done in the previous
step.

The source of randomness randSourcen can be updated in two ways:

• a block, proposed by another coin, at epoch beginning is received (line 27)

• if coin n wins a leader election and proposes its own block (line 15).

While computing RandVDF.Eval(.), if a block is received that updates parentBlk
n
, then,

RandVDF.Reset() (line 31) pauses the ongoing computation, updates sn and continues the com-
putation with updated Threshold(sn). If randSourcen is also updated, then, RandVDF.Reset()

stops the ongoing computation of RandVDF.Eval(.) and calls PoSLeaderElection().

Content of the block.

Once a coin is elected as a leader, all unconfirmed transactions in its buffer are added to the content.
The content also includes the identity coinn, input

n
, randSourcen, proof

n
, randItern, slotn

from RandVDF.Eval(.). The state variable in the content contains the hash of parent block, which
ensures that the content of the parent block cannot be altered. Finally, the header and the content
is signed with the secure signature SIGN.skn and the block is proposed. When the block is received
by other coins, they check that the time-ordering is maintained (line 38) and verify the work done
by the coin n using RandVDF.Verify(.) (line 43). Note that the leader election is independent of
the content of the block and content of previous blocks. This follows a standard practice in existing
PoS protocols such as [26] and [136] for ensuring that a grinding attack based on enumerating the
transactions won’t be possible. The reader is referred to Appendix 2.6.1 for further details. However,
this allows the adversary to create multiple blocks with the same header but different content. Such
copies of a block with the same header but different contents are known as a “forkable string” in [107].
We show in the section 2.4 that the PoSAT is secure against all such variations of attacks.

Confirmation rule.

A block is confirmed if the block is k�deep from the tip of the longest chain. The value of k is
determined by the security parameter.

2.3 Model

We will adopt a continuous-time model. Like the �-synchronous model in [131], we assume there is
a bounded communication delay � seconds between the honest nodes (the particular value of latency
of any transmission inside this bound is chosen by the adversary).

The blockchain is run on a network of N honest nodes and a set of adversary nodes. Each node
holds a certain number of coins (proportional to their stake). We allow nodes to join and leave the
network, thus the amount of honest/adversarial stake which is participating in the protocol varies as
a function of time. Recall that, as described in section 2.2, a coin coming online can only participate
in the leader election after encountering the next epoch beginning. Let �h(t) be defined as the stake
of the honest coins that are online at time t and has encountered at least one epoch beginning. Thus,
�h(t) is the rate at which honest nodes win leader elections. Let �a(t) be the stake controlled by the
adversary. We will assume there exist constants �min,�max >0 such that

�min�h(t)�max 8 t�0. (2.3)
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The existence of �max is obvious since we are in a proof-of-stake system, and �max denotes the rate
at which the leader elections are being won if every single stakeholder is online. We need to assume a
minimum �h(t) in order to guarantee that within a bounded time, a new block is created.

An honest node will construct and publicly reveal the block immediately after it has won the corre-
sponding leader election. However, an adversary can choose to not do so. By “private block", we refer
to a block whose corresponding computation of RandVDF.Eval was completed by the adversary
earlier than when the block was made public. Also, by “honest block proposed at time t", we mean
that the computation of RandVDF.Eval was completed at time t and then the associated honest
block was instantaneously constructed and publicly revealed.

The evolution of the blockchain can be modeled as a process {(T (t),C(t),T (p)
(t),C(p)

(t)) : t�0,1
pN}, N being the number of honest nodes, where:

• T (t) is a tree, and is interpreted as the mother tree consisting of all the blocks that are proposed
by both the honest and the adversary nodes up until time t (including private blocks at the
adversary).

• T
(p)

(t) is an induced (public) sub-tree of the mother tree T (t) in the view of the p-th honest
node at time t.

• C
(p)

(t) is the longest chain in the tree T
(p)

(t), and is interpreted as the longest chain in the local
view of the p-th honest node.

• C(t) is the common prefix of all the local chains C
(p)

(t) for 1pN .

The process evolution is as follows.

• M0: T (0)=T
(p)

(0)=C
(p)

(0),1pN is a single root block (genesis).

• M1: There is an independent leader election at every epoch beginning, i.e., at every block in
the blocktree at level c,2c,...,`c,.... The leader elections are won by the adversary according to
independent Poisson processes of rate �a(t) at time t, one for every block at the aforementioned
levels. The adversary can use the leader election won at a block at level `c at time t to propose a
block at every block in the next c�1 levels `c,`c+1,...,`c+c�1 that are present in the tree T (t).
We refer the reader to Figure 2-5 for a visual representation.

• M2: Honest blocks are proposed at a total rate of �h(t) at time t across all the honest nodes at
the tip of the chain held by the mining node p, C

(p)
(t).

• M3: The adversary can replace T
(p)

(t�) by another sub-tree T
(p)

(t) from T (t) as long as the
new sub-tree T

(p)
(t) is an induced sub-tree of the new tree T

(p)
(t), and can update C

(p)
(t�) to

a longest chain in T (p)
(t). 1

We highlight the capabilities of the adversary in this model:

• A1: Can choose to propose block on multiple blocks of the tree T (t) at any time.

• A2: Can delay the communication of blocks between the honest nodes, but no more than �

time.

• A3: Can broadcast private blocks at times of its own choosing: when private blocks are made
public at time t to node p, then these blocks are added to T

(p)
(t�) to obtain T

(p)
(t). Note that,

under �-synchronous model, when private blocks appear in the view of some honest node p, they
will also appear in the view of all other honest nodes by time t+�.

• A4: Can switch the chain where the p-th honest node is proposing block, from one longest chain
to another of equal length, even when its view of the tree does not change, i.e., T

(p)
(t)=T

(p)
(t�)

but C
(p)

(t) 6=C
(p)

(t�).
1All jump processes are assumed to be right-continuous with left limits, so that C(t),T (t) etc. include the new arrival

if there is a new arrival at time t.
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It is to be noted that we don’t consider the adversary to be adaptive in the sense that, although adver-
sarial and honest nodes can join or leave the system as they wish, an adversary can never turn honest
nodes adversarial. In order to defend against an adaptive adversary, key evolving signature schemes
can be used [65]. However, in order to keep the system simple, we don’t consider adaptive adversary.

!"#(%!(&))

Epoch n Epoch n+2Epoch n + 1 Epoch n+3

!"#(%!(&)) !"#(%!(&)) !"#(%!(&))

!"#(%!(&))

Figure 2-5: There is a separate randomness generated for every block in the modulo c position. Blocks
generated from that randomness at time t can attach to any block inside the next c�1 blocks that are
present in the tree T (t).

Proving the security (persistence and liveness) of the protocol boils down to providing a guarantee
that the chain C(t) converges fast as t!1 and that honest blocks enter regularly into C(t) regardless
of the adversary’s strategy.

2.4 Security Analysis

Our goal is to generate a transaction ledger that satisfies persistence and liveness as defined in [88].
Together, persistence and liveness guarantee robust transaction ledger; honest transactions will be
adopted to the ledger and be immutable.

Definition 2 (from [88]). A protocol ⇧ maintains a robust public transaction ledger if it organizes the
ledger as a blockchain of transactions and it satisfies the following two properties:

• (Persistence) Parameterized by ⌧ 2 R, if at a certain time a transaction tx appears in a block
which is mined more than ⌧ time away from the mining time of the tip of the main chain of an
honest node (such transaction will be called confirmed), then tx will be confirmed by all honest
nodes in the same position in the ledger.

• (Liveness) Parameterized by u 2R, if a transaction tx is received by all honest nodes for more
than time u, then all honest nodes will contain tx in the same place in the ledger forever.

2.4.1 Main security result
To state our main security result, we need to define some basic notations.

Recall that, as described in section 2.2, a coin coming online can only participate in the leader
election after encountering the next epoch beginning. This incurs a random waiting delay for the coin
before it can actively participate in the evolution of the blockchain. Hence, the honest mining rate
�h(t), defined in Section 5.2 as the stake of the honest coins that are online at time t and has encountered
at least one epoch beginning, is a (random) process that depends on the dynamics of the blockchain.
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Hence, we cannot state a security result based on conditions on �h(t). Instead, let us define �c

h
(t) as the

stake of the honest coins that are online at time t and has been online since at least time t��(c), where

�(c)=(c�1)

✓
�+

1+

�min

◆
. (2.4)

Here,  is the security parameter. Intuitively, �(c) is a high-probability worst-case waiting delay, in
seconds, of a coin for the next epoch beginning. Note that �c

h
(t) depends only on the stake arrival

process and not on the blockchain dynamics.
The theorem below shows that the the private attack threshold yields the true security threshold:

Theorem 4. If

�c

h
(t)

1+�max�
>�c�a(t) for all t>0, (2.5)

then the PoSAT generate transaction ledgers such that each transaction tx satisfies persistence (pa-
rameterized by ⌧ = ⇢) and liveness (parameterized by u = ⇢) in Definition 2 with probability at least
1�e�⌦(min{⇢1�✏

,}), for any ✏>0. The constant �c is defined in (2.22), with �1 =e and �c!1 as c!1.

In order to prove Theorem 4, we utilize the concept of blocktree partitioning and Nakamoto blocks
that were introduced in [69]. We provide a brief overview of these concepts here.

Let ⌧h

i
and ⌧a

i
be the time when the i-th honest and adversary blocks are proposed, respectively;

⌧h
0 =0 is the time when the genesis block is proposed, which we consider as the 0-th honest block.

Definition 3. Blocktree partitioning Given the mother tree T (t), define for the i-th honest block
bi, the adversary tree Ti(t) to be the sub-tree of the mother tree T (t) rooted at bi and consists of all the
adversary blocks that can be reached from bi without going through another honest block. The mother
tree T (t) is partitioned into sub-trees T0(t),T1(t),...Tj(t), where the j-th honest block is the last honest
block that was proposed before time t.

The sub-tree Ti(t) is born at time ⌧h

i
as a single block bi and then grows each time an adversary block

is appended to a chain of adversary blocks from bi. Let Di(t) denote the depth of Ti(t); Di(⌧h

i
)=0.

Definition 4. [145] The j-th honest block proposed at time ⌧h

j
is called a loner if there are no other

honest blocks proposed in the time interval [⌧h

j
��,⌧h

j
+�].

Definition 5. Given honest block proposal times ⌧h

i
’s, define a honest fictitious tree Th(t) as a tree

which evolves as follows:

1. Th(0) is the genesis block.

2. The first honest block to be proposed and all honest blocks within � are all appended to the genesis
block at their respective proposal times to form the first level.

3. The next honest block to be proposed and all honest blocks proposed within time � of that are added
to form the second level (which first level blocks are parents to which new blocks is immaterial) .

4. The process repeats.

Let Dh(t) be the depth of Th(t).

Definition 6. (Nakamoto block) Let us define:

Eij =event that Di(t)<Dh(t��)�Dh(⌧h

i
+�) for all t>⌧h

j
+�. (2.6)

The j-th honest block is called a Nakamoto block if it is a loner and

Fj =

j�1\

i=0

Eij (2.7)

occurs.
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See Figure 5 in [69] for illustration of the concepts of blocktree partitioning and Nakamoto blocks.

Lemma 1. (Theorem 3.2 in [69]) (Nakamoto blocks stabilize) If the j-th honest block is a
Nakamoto block, then it will be in the longest chain C(t) for all t>⌧h

j
+�.

Lemma 1 states that Nakamoto blocks remain in the longest chain forever. The question is whether
they exist and appear frequently regardless of the adversary strategy. If they do, then the protocol has
liveness and persistence: honest transactions can enter the ledger frequently through the Nakamoto
blocks, and once they enter, they remain at a fixed location in the ledger. More formally, we have the
following result.

Lemma 2. (Lemma 4.4 in [69]) Define Bs,s+t as the event that there is no Nakamoto blocks in the

time interval [s,s+t] where t⇠⌦

✓h
c�1
�c�1

i2◆
. If

P (Bs,s+t)<qt<1 (2.8)

for some qt independent of s and the adversary strategy, then the PoSAT generates transaction ledgers
such that each transaction tx satisfies persistence (parameterized by ⌧ =⇢) and liveness (parameterized
by u=⇢) in Definition 2 with probability at least 1�q⇢.

In order to prove Lemma 2, we proceed in six steps as illustrated in Fig. 2-6.

Simulating a static systemStep 2:

Upgrade the adversary under static systemStep 3:

Analyzing growth rate of adversarial tree using branching random walkStep 4:

Step 5: Analyzing existence of Nakamoto blocks in static system under the upgraded adversary 

Step 6: Putting back all together

Step 1: Mining lag of newly joined nodes

Figure 2-6: Flowchart of the proof for Lemma 2.

2.4.2 Step 1: Mining lag of newly joined nodes
From section 5.2, recall that �h(t) is defined as the stake of the coins that are online at time t but has
encountered at least one epoch beginning. That implies, within an epoch, �h(t) is the effective honest
stake that can be used to contribute towards the growth of the longest chain; it remains constant and
gets updated only at the epoch beginning. In order to analyze the effect of this lag in a honest node to
start mining, we simulate a new dynamic available system, dyn2, where, at time t, an honest coin can
contribute towards the growth of the longest chain if it has been online in the original dynamic system
since at least time t��(c), where, �(c)>0. Recall that �c

h
(t) be defined as the stake of the coins that

are online at time t in the original dynamic system and has been online since at least t��(c). Clearly,
�c

h
(t) is the rate at which the honest nodes win leader election at time t in dyn2. We have the following

relationship between the original dynamic available system and dyn2.

Lemma 3. For the dynamic available system dyn2 and for all s,t>0, define Bdyn2
s,s+t

as the event that
there are no Nakamoto blocks in the time interval [s,s + t]. Let 0 be the solution for the equation
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ln

⇣
�max
�min

(1+)

⌘
=. Then, for �(c)=(c�1)

⇣
�+

1+

�min

⌘
and >>0, we have

P (Bs,s+t)P (Bdyn2
s,s+t

)+e�⌦().

The proof is given in Appendix 2.8.1.

2.4.3 Step 2: Simulating a static system
Without loss of generality, we assume that the adversarial power is boosted such that �a(t) satisfies
(2.5) with equality for all t. Let us define ⌘ such that �a(t) = (1�⌘)�h(t) for all t. Let �h be some
positive constant. Taking dyn2 as the base, we simulate a static system, ss0, where both honest nodes
and adversary win leader elections with constant rates �h and �a satisfying �a = (1� ⌘)�h. This
requires, for a local time t>0 in dyn2, defining a new local time ↵(t) for ss0 such that

�c

h
(u)du=�hd↵ =) ↵(t)=

Z
t

0

�c

h
(u)

�h

du. (2.9)

Additionally, for every arrival of an honest or adversarial block in dyn2 at a particular level at a tree,
there is a corresponding arrival in ss0 at the same level in the same tree. For a time t in the local clock
of dyn2, let �

ss0
(t) be the network delay of dyn2 measured with reference to the local clock of ss0.

Using (2.9), we have

�min

�h

��
ss0

(t)
�max

�h

�. (2.10)

We have the following relationship between dyn2 and ss0.

Lemma 4. Consider the time interval [s,s+ t] in the local clock of dyn2. For the static system ss0,
define Bss0

↵(s),↵(s+t) as the event that there are no Nakamoto blocks in the time interval [↵(s),↵(s+t)]
in the local clock of ss0. Then,

P (Bdyn2
s,s+t

)=P (Bss0
↵(s),↵(s+t)).

The proof for this lemma is given in Appendix 2.8.2.

2.4.4 Step 3: Upgrading the adversary
As the occurrence of Nakamoto blocks is a race between the fictitious honest tree and the adversarial
trees from the previous honest blocks, we next turn to an analysis of the growth rate of an adver-
sary tree. However, the growth rate of an adversarial tree would now depend on the location of the
root honest block within an epoch which adds to the complexity of the analysis. To get around this
complexity, we simulate a new static system, ss1 in which the adversary, on winning a leader election
after evaluating RandVDF.Eval and appending a block to an honest block (that is, growing a new
adversarial tree), is given a gift of chain of c�1 extra blocks for which the adversary doesn’t have to
compute RandVDF.Eval. Thus, the adversary has to compute only one RandVDF.Eval for the
chain of first c blocks in the adversarial tree. At this point, the adversary can assume a new epoch
beginning and accordingly update randSource. Hereafter, the evolution of randSource follows the
rules in ss0. Note that the local clock for both the static systems ss0 and ss1 are same. Now, we have
the following relationship between ss0 and ss1.

Lemma 5. Consider the time interval [s,s+ t] in the local clock of dyn2. For the static system ss1,
define Bss1

↵(s),↵(s+t) as the event that there are no Nakamoto blocks in the time interval [↵(s),↵(s+t)]
in the local clock of ss1. Then,

P (Bss0
↵(s),↵(s+t))P (Bss1

↵(s),↵(s+t)).

The proof for this lemma is given in Appendix 2.8.3.
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For analyzing P (Bss1
↵(s),↵(s+t)), we first consider an arbitrary static system ss2 where both honest

nodes and adversary win leader elections with constant rates �h and �a, respectively, the honest nodes
follows PoSAT , the adversary has similar additional power of gift of chain of c�1 blocks as in ss1 but
the network delay is a constant, say �

0. For some s0,t0>0 in the local clock of the static system ss2,
we will determine an upper bound on P (Bss2

s0,s0+t0) in Sections 2.4.5 - 2.4.6 and then use this result to
obtain an upper bound on P (Bss1

↵(s),↵(s+t)) in Section 2.4.7.

2.4.5 Step 4: Growth rate of the adversarial tree
For time t0> 0, let T̂i(t0) represents the adversarial tree in ss2 with ith honest block as its root. The
depth Di(t0) at time t0 in the local clock of ss2 is defined as the maximum depth of the blocks of T̂i(t0)
at time t0. In Lemma 6, we evaluate the tail bound on Di(t0).

Lemma 6. For x>0 so that ⌘c�at0+x is an integer,

P (Di(t
0
)��c�at

0
+cx)e�✓

⇤
c t

0
e(⌘c�at

0+x�1)⇤c(✓
⇤
c )g(t0). (2.11)

where �c = c⌘c, g(t0)=
P

i1�1

R
t
0

0
�
i1
a u

i1�1
e
��au

�(i1)
e✓

⇤
cudu, ⇤c(✓c)= log(��c

a
/✓c(�a�✓c)c�1

) and ✓⇤
c

is the
solution for the equation ⇤c(✓)=✓⇤̇c(✓)

Details on the analysis of T̂i(t0) and the proof of Lemma 6 are in Appendix 2.8.4.

2.4.6 Step 5: Existence of Nakamoto blocks
With Lemma 6, we show below that in the static system ss2 in the regime �c�a < �h

1+�h�0 , Nakamoto
blocks has a non-zero probability of occurrence.

Lemma 7. If

�c�a<
�h

1+�h�0
,

then, in the static system ss2, there is a p> 0 such that the probability of the j�th honest block being
a Nakamoto block is greater than p for all j.

The proof of this result can be found in Appendix 2.8.5.
Having established the fact that Nakamoto blocks occurs with non-zero frequency, we can boot-

strap on Lemma 7 to get a bound on the probability that in a time interval [s0,s0+ t0], there are no
Nakamoto blocks, i.e. a bound on P (Bs0,s0+t0).

Lemma 8. If

�c�a<
�h

1+�h�0
,

then for any ✏>0, there exist constants ā✏,Ā✏ so that for all s0�0 and t0>max

⇢⇣
2�h
1�⌘

⌘2⇣
c�1
�c�1

⌘2
,
h
(c�1)

⇣
�
0
+

1
�min

⌘i2�
,

we have
P (Bss2

s0,s0+t0)Ā✏exp(�ā✏t
01�✏

) (2.12)

where ā✏ is a function of �
0.

The proof of this result can be found in Appendix 2.8.6.

2.4.7 Step 6: Putting back all together
In this section, we use the results from Section 2.4.6 to upper bound P (Bss1

↵(s),↵(s+t)) and hence,
P (Bs,s+t).

Using equation 2.9, we have �c�a(t)< �
c
h(t)

1+�max� () �c�a< �h
1+�max� . Then, we have the following

lemma:
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Lemma 9. If

�c�a(t)<
�c

h
(t)

1+�max�
,

then for any ✏>0 there exist constants ā✏,Ā✏ so that for all s�0 and

t>max

⇢⇣
2�h
1�⌘

⌘2⇣
�h

�min

⌘⇣
c�1
�c�1

⌘2
,
⇣

�h
�min

⌘h
(c�1)

⇣
�+

1
�min

⌘i2�
, we have

P (Bs,s+t)Ā✏exp(�ā✏t
1�✏

)+e�⌦(). (2.13)

The proof for this result is given in Appendix 2.8.7. Then, combining Lemma 9 with Lemma 2
implies Theorem 4.

2.5 Discussion

In this section, we discuss some of the practical considerations in adopting PoSAT .
A key question in PoSAT is what is the right choice of c? If c is low, say 10, then the security

threshold is approximately 1.58. At c = 10, the protocol is fully unpredictable and the confirmation
latency is not too high. Also, any newly joining honest node has to wait for around 10 inter-block
arrivals before it can participate in leader election. Thus, if there is a block arrival every second, then,
the node has to wait for 10 secs. In any standard blockchain, there is always a bootstrap period for
the node to ensure that the state is synchronized with the existing peers and 10 secs is negligible as
compared to the bootstrap period.

In PoSAT , a separate RandVDF needs to be run for each public-key. In a purely decentralized
implementation, all nodes may not have the same rate of computing VDF. This may disadvantage
nodes whose rate of doing sequential computation is slower. One approach to solve this problem is
to build open-source hardware for VDF - this is already under way through the VDF Alliance. Even
under such a circumstnace, it is to be expected that nodes that can operate their hardware in idealized
circumstances (for example, using specialized cooling equipment) can gain an advantage. A desirable
feature of our protocol is that gains obtained by a slight advantage in the VDF computation rate are
bounded. For PoSAT , a combination of the VDF computation rate and the stake together yields the
net power weilded by a node, and as long as a majority of such power is controlled by honest nodes,
we can expect the protocol to be safe.

In our PoSAT specification, the difficulty parameter for the computation of RandVDF.Eval was
assumed to be fixed. This threshold was chosen based on the entire stake being online - this was to
ensure that forking even when all nodes are present remains small, i.e., �max� remained small. In
periods when far fewer nodes are online, this leads to a slowdown in confirmation latency. A natural
way to mitigate this problem is to use a variable mining threshold based on past history, similar to the
adaptation inherent in Bitcoin. A formal analysis of Bitcoin with variable difficulty was carried out in
[90, 92], we leave a similar analysis of our protocol for future work.

In our protocol statement, we have used the RandVDF directly on the randomness prevRand and
the public key. The RandVDF ensures that any other node can only predict a given node’s leadership
slot at the instant that it actually wins the VDF lottery. However, this still enables an adversary to
predict the leadership slots of nodes that are offline and can potentially bribe them to come online
to favor the adversary. In order to eliminate this exposure, we can replace the hash in the mining
condition by using a verifiable random function [124, 70] (which is calculated using the node’s secret
key but can be checked using the public key). This ensures that an adversary which is aware of all
the public state as well as private state of all online nodes (including their VRF outputs) still cannot
predict the leadership slot of any node ahead of the time at which they can mine the block. This is
because, such an adversary does not have access to the VRF output of the offline nodes.

There are two types of PoS protocols: one favoring liveness under dynamic availability and other
favoring safety under asynchrony. BFT protocols fall into the latter class and lack dynamic availability.
One shortcoming of the longest chain protocol considered in the paper is the reduced throughput and
latency compared to the fundamental limits; this problem is inherited from the Nakamoto consensus for
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PoW [127]. However, a recent set of papers address these problems inPoW(refer Prism [27], OHIE [165]
and Ledger Combiners [81]). Adaptations of these ideas to the PoSAT protocol is left for future work.
Furthermore, our protocol, like Nakamoto, does not achieve optimal chain quality. Adopting ideas
from PoW protocols with optimal chain quality, such as Fruitchains [133], is also left for future work.

Finally, while we specified PoSAT in the context of proof-of-stake, the ideas can apply to other
mining modalities - the most natural example is proof-of-space. We note that existing proof-of-space
protocols like Chia [56], use a VDF for a fixed time, thus making the proof-of-space challenge pre-
dictable. In proof-of-space, if the predictability window is large, it is possible to use slow-storage
mechanisms such as magnetic disks (which are asymmetrically available with large corporations) to
answer the proof-of-space challenges. Our solution of using a RandVDF can be naturally adapted to
this setting, yielding unpredictability as well as full dynamic availability.

2.6 Suite of Possible Attacks Under Dynamic Availability

In this section, we describe the suite of possible attacks under dynamic availability in PoS systems.
This attacks are possible even under static stake. We also discuss some design recommendations for
mitigating against such attacks in PoS systems.

2.6.1 Content-grinding attack
Referring to Fig 2-4, we note that the content of the block, namely the transactions, were not used in
determining whether the Threshold(s) is satisfied or not. If we instead checked whether
Hash(Oi,slot,transactionList)<Threshold(s) instead of Hash(Oi,slot)<Threshold(s) the
protocol loses security due to the ability of adversary to choose the set of transactions in order to
increase its likelihood of winning the leadership certificate.

In such a case, the adversary can get unlimited advantage by performing such content-grinding by
parallel computation over different sets and orders of transactions. We note that in PoW the adversary
does not gain any advantage by performing such content grinding, since it is equivalent to grinding on
the Nonce, which is the expected behavior anyway.

2.6.2 Sybil attack
One natural attack in PoS for an adversary to sybil the stake contained in a single coin and distribute
it across multiple coins which might increase the probability of winning a leader election from at least
one of the coins. We describe next that having difficulty parameter in RandVDF.Eval proportional
to the stake of the coin defends against such sybil attack. Let us consider H to be the value of the hash
function on the output of VDF in an iteration, R to be range of this hash function and th be the difficulty
parameter that is proportional to the stake of the coin. Suppose p = P (H < th) =

th

R
, which is the

probability of winning the leader election in each iteration of the VDF. If we sybil the stake into , let’s
say, three coins with equal stakes, then, the probability of winning leader election for each individual
stake in each iteration of VDF is P (H< th

3 )=
th

3R =
p

3 . This is due to the fact that difficulty parameter th
is proportional to the stake. Hence, the probability of winning leader election in each iteration of VDF
by at least one coin is 1�

�
1�

p

3

�3. However, as the VDFs are iterating very fast, we are in the regime 0<

p<<1. Thus, by Binomial series expansion, 1�
�
1�

p

3

�3
=1�(1�3

p

3 +O(p2
))=p+O(p2

). Hence, this
validates our design choice that difficulty parameter is proportional to the stake of the coin. This design
choice is not unique to our design and is common in all longest chain based proof-of-stake protocols.

2.6.3 Costless simulation attack
Both sleepy model of consensus [136] and Ouroboros Genesis [26] have a weaker definition of dynamic
availability: all adversary nodes are always online starting from genesis and no new adversary nodes
can join, which makes them vulnerable to costless simulation attack as described next. In case of sleepy
model of consensus [136], as shown in Fig 2-7, suppose that in the 1

st year of the existence of the PoS
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Figure 2-7: Costless simulation attack for sleepy model of consensus [136].
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Figure 2-8: Costless simulation attack for Ouroboros Genesis [26].

system, only 5% of the total stake, all honest, is online and actively participating in evolution of the
blockchain. Consider that at the beginning of the 2

nd year, all 100% of the stake is online with 20% of
the stake being controlled by the adversary. The adversary can costlessly simulate (with requirement
of little computational time) the eligibility condition in sleepy protocol across large range of values
of time t, thus, constructing a longer private chain than the canonical public chain. In sleepy, under
the fork-choice rule of choosing the longest chain, the private chain will be selected as the canonical
chain once it is revealed by the adversary. In case of Ouroboros Genesis [26], as shown in Fig 2-8,
the adversary can utilize the 20% stake under its control after the slot schange to costlessly construct
a private chain involving leader elections for the slots starting from the checkpoint slot scheckpoint.
Observe that in the slots [scheckpoint,schange] of the operation of the PoS system, the canonical public
chain evolved due to the participation of only 5% stake. Clearly, with high probability, for any s such
that scheckpoint+s<schange, the private chain has more blocks in the range [scheckpoint,scheckpoint+s]
as compared to canonical public chain. Under the fork-choice rule of Ouroboros Genesis as described in
Fig. 10 of [26], the private adversarial chain will be selected as the canonical chain when it is revealed.

If the fork-choice rule is to choose the longest chain, the design recommendation for defending
against costless simulation attack is to make it expensive for the adversary to propose blocks for the
past slots and create longer chain. For instance, in PoSAT , the adversary would have to initiate its
RandVDF from the first block of the epoch where randSource is updated. Due to the sequential
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Figure 2-9: Variations of bribery attack stemming from predictability.

nature of the computation of RandVDF, with high probability, the adversary won’t be able to create
a private chain longer than the canonical chain.

2.6.4 Bribery attack due to predictability
A key property of PoW protocols is their ability to be unpredictable: no node (including itself) can
know when a given node will be allowed to propose a block ahead of the proposal slot. In the existing
PoS protocols, there are two notions of predictability depending on how the leader election winner
is decided - globally predictable and locally predictable. Referring to Fig 2-9, using hash function for
deciding winner of leader election, as in [136], renders the identity of winners of leader elections in
future slots publicly computable. An adversary can now bribe a coin that is going to propose a block
in a future slot to include or exclude a specific transaction of adversary’s choice or influence the po-
sition on where to append the block. On the other hand, using verifiable random function (VRF) for
deciding winner of leader election, as in Ouroboros Praos [65], Ouroboros Genesis [26] and Snow White
[32], mutes the aforementioned public computability. However, a node owning a coin can still locally
compute the future slots in which that coin can win the leader election. Now, the node can advertise
its future electability in the black market.

The central idea on how to avoid such predictability is to ensure that a node owning a coin shouldn’t
learn about winning a leader election with that coin in slot s before the slot s. In PoSAT , owing to
randomness of randIter in RandVDF, the node learns about winning a leader election for that coin
in slot s only after completion of sequential execution of the RandVDF at slot s.

2.6.5 Private attack by enumerating blocks within an epoch
In PoSAT , at the beginning of each epoch, the randSource is updated. However, if the appropri-
ate guardrail in the form of time-ordering (line 38 in Algorithm 2) is not put into place, then, this
randSource update can provide statistical advantage to the adversary in creating longer private chain.
To be specific, suppose that PoSAT doesn’t require the slot in the blocks of a chain to be ordered
in the ascending order. Then, as shown in Fig 2-10, the adversary can enumerate over the c blocks in
the private adversarial tree to have c different randSource updates for the next epoch. This gives c
distinct opportunities to the adversary to evolve the private adversarial tree which gives the aforemen-
tioned statistical advantage of order c in terms of inter-arrival time of the adversarial blocks. With
the guardrail of time-ordering in place, as in PoSAT , the aforementioned enumeration is not possible
as the slot contained in the blocks of a chain are required to be in ascending order.
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Figure 2-10: Enumerating blocks when time-ordering is not required.
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Figure 2-11: Illustration of the long-range attack. Consider that m>n.

2.6.6 Long-range attack by leveraging randomness update
Updating randSource for a new epoch based on solely the last block of the previous epoch, as done
in PoSAT , gives rise to an unique situation in which an adversary can mount a long-range attack to
create a longer private adversarial chain. Referring to Fig 2-11, an adversary, with sufficiently large
probability, can win at least one leader election in each epoch and publicly reveal the block associated
with that leader election after appropriate delay so that the block ends up as the last block of that
epoch. Observe that this strategy will give power to the adversary to dictate the randSource for each
epoch. Moreover, the adversary, on proposing on winning a leader election for an epoch, can just move
on to contesting a leader election for the next epoch. Thus, the adversary can privately behave as if
c=1 whereas the actual c might be greater than 1. With such a strategy, the adversary can win at least
one leader election for many future epochs and publicly reveal the blocks associated with those leader
elections in a time-appropriate manner. The adversary can continue this strategy until an appropriate
epoch when it is able to win multiple leader elections and wants to do double spending. There are two
design recommendations on how to protect against this long-range attack:

• requiring time-ordering of the blocks in a chain, as done in PoSAT , would ensure that even
after the adversary behaves as if c = 1 and wins leader elections for future epochs, the blocks
associated with those leader elections would fail the time-ordering (line 38 in Algorithm 2). This
completely removes the aforementioned long-range attack.

• requiring that the randSource for a new epoch is dependent on all the blocks of the previous
epoch. This strategy diminishes the amount of influence that an adversary can have on the
randSource update.
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2.7 Supplementary for Section 2.2.1

We give a brief description of VDFs, starting with its definition.

Definition 7 (from [36]). A VDF V =(Setup,Eval,V erify) is a triple of algorithms as follows:

• Setup(�,⌧)! pp= (ek,vk) is a randomized algorithm that takes a security parameter � and a
desired puzzle difficulty ⌧ and produces public parameters pp that consists of an evaluation key ek
and a verification key vk. We require Setup to be polynomial-time in �. By convention, the pub-
lic parameters specify an input space X and an output space Y. We assume that X is efficiently
sampleable. Setup might need secret randomness, leading to a scheme requiring a trusted setup.
For meaningful security, the puzzle difficulty ⌧ is restricted to be sub-exponentially sized in �.

• Eval(ek,input,⌧)!(O,proof) takes an input2X and produces an output O2Y and a (possibly
empty) proof . Eval may use random bits to generate the proof but not to compute O. For all
pp generated by Setup(�,⌧) and all input2X , algorithm Eval(ek,input,⌧) must run in parallel
time ⌧ with poly(log(⌧),�) processors.

• V erify(vk,input,O,proof)! Y es,No is a deterministic algorithm takes an input, output and
proof and outputs Y es or No. Algorithm Verify must run in total time polynomial in log⌧ and
�. Notice that V erify is much faster than Eval.

The definition for correctness and soundness for RandVDF is defined as follows:

Definition 8 (Correctness). A RandVDF V is correct if for all �,⌧ , parameters (ek,vk)
$
 Setup(�),

and all input2X , if (O,proof)
$
 Eval(ek,input,⌧) then Verify(vk,input,O,proof)=Y es.

Definition 9 (Soundness). A RandVDF is sound if for all algorithms A that run in time O(poly(t,�))

Pr


Verify(vk,input,O,proof)=Y es

O 6=Eval(ek,input,⌧)

����
pp=(ek,vk)

$ Setup(�)

(input,O,proof)
$ A(�,pp,⌧)

�
negl(�)

2.8 Proofs

2.8.1 Proof of Lemma 3

First, we prove the following lemma.

Lemma 10. Define

E1 ={There is no epoch-beginning within the time interval [t��(c),t]} (2.14)

and, let 0 be the solution for the equation ln

⇣
�max
�min

(1+)

⌘
= . Then, for �(c) = (c�1)

⇣
�+

1+

�min

⌘

and >>0, we have
P (E1)e�O().

Proof. Define Xd,d> 0, as the time it takes for Dh in the original dynamic available system to reach
depth d after reaching depth d�1. Then, for some d0 > 0, we have E1 =

nP
d0+c�2
d=d0

Xd>�(c)
o

. Ob-
serve that, due to our blocktree partitioning, Xd=�+Yd, where Yd is a non-homogeneous exponential
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random variable. Therefore, by Chernoff bound, for any v>0

P

 
d0+c�2X

d=d0

Xd>�(c)

!
E

⇣
ev

Pd0+c�2
d=d0

Xd�v�(c)
⌘

=E

⇣
ev

Pd0+c�2
d=d0

Yd

⌘
ev(c�1)��v�(c)

(a)
= ev(c�1)��v�(c)

EYd0 |Xd0�1
evYd0 ···EYd0+c�2|Xd0�1···Xd0+c�3

evYd0+c�2

(b)
 ev(c�1)��v�(c)

✓
�max

�min�v

◆c�1

(c)
= e�v

(c�1)(1+)
�min

✓
�max

�min�v

◆c�1

where (a) is due to law of total expectation, (b) is due to the fact that, if fYd0+i|Xd0�1···Xd0+i�1
(y) is

the pdf of Yd0+i given Xd0�1 ···Xd0+i�1, then �min �h(t) �max implies fYd0+i|Xd0�1···Xd0+i�1
(y)

�maxe��miny, (c) is by putting �(c) = (c � 1)

⇣
�+

1+

�min

⌘
. Optimizing over v implies that for v =

�min

⇣


1+

⌘
, we have

P

 
d0+c�2X

d=d0

Xd>�(c)

!
e

(c�1)
h
�+ln

⇣
�max
�min

(1+)
⌘i

Note that for >>0, we have P
⇣P

d0+c�2
d=d0

Xd>�(c)
⌘
e�O().

Recall that, under the design of simulated system dyn2, if an honest coin has been online in the
original dynamic available system for at least time �(c), then the coin can also contribute to the
growth of the canonical chain in dyn2. From Lemma 10, we know that for �(c) = (c�1)

⇣
�+

1+

�min

⌘

and  >> 0, this honest coin has encountered at least one epoch-beginning in the original dynamic
available system with probability 1�e�O(). That implies, with high probability 1�e�O(), at time t,
if an honest coin is contributing to the growth of the canonical chain in dyn2, then it is also contributing
to the growth of the canonical chain in the original dynamical system. However, observe that at the
same time t in the original dynamic available system, there might be other honest coins which became
online after t��(c) and have encountered at least one epoch-beginning. At time t, these coins would
contribute to the growth of the canonical chain in the original dynamic available system but won’t
be contributing to the growth of the canonical chain in dyn2. Thus, �c

h
(t) �h(t) with probability

1�e�O(). Consequently, P (Bs,s+t)P (Bdyn2
s,s+t

)+e�O().

2.8.2 Proof of Lemma 4
Observe that from (2.9), we have

Z
t2

t1

�c

h
(t)dt=�h[↵(t2)�↵(t1)] (2.15)

Thus, ↵(t) is an increasing function in t. Then, we have the following lemma.

Lemma 11. The ordering of events in the dynamic available system dyn2 is same as in the static
system ss0.

Proof. Suppose there are two events E1 and E2 that happen in dyn2 such that tE1 < tE2 , that is,
E1 happen before E2 in dyn2. By contradiction, assume that E2 happen before E1 in the frame of
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reference of the static system ss0. By equation 2.9, that implies, ↵(tE2) < ↵(tE1). However, this
contradicts the fact that ↵(t) is an increasing function in t.

Suppose that Bs,s+t happens in dyn2. This implies that, in dyn2, for every honest block bj pro-
posed at ⌧h

j
2 [s,s+t], there exists some minimum time t0 >⌧h

j
+� and some honest block bi proposed

at ⌧h

i
such that

Di(t0)�Dh(t0��)�Dh(⌧h

i
+�).

Due to Lemma 11, events in the evolution of the blockchain in dyn2 during the interval [⌧h

i
,t0] happens

in the same order in the static system ss0 during the time interval [↵(⌧h

i
),↵(t0)]. That implies the

depth of the fictitious honest tree at time t in the local clock of dyn2 is same as the depth of the same
fictitious honest tree at time ↵(t) in the local clock of ss0. This equivalence also carries over for the
adversarial trees. Then, analysing the race between the fictitious honest tree Th(t) and the adversarial
tree Ti(t) with respect to the local clock of ss0, we can write

Di(↵(t0))�Dh(↵(t0��))�Dh(↵(⌧h

i
+�))

That implies bj is not a Nakamoto block in the static system ss0 too. Since, bj is any arbitrary honest
block with ⌧h

j
2 [s,s + t], therefore this is true for all honest blocks j0 with ⌧h

j0 2 {s,s + t}. Hence,
Bdyn2

s,s+t
=Bss0

↵(s),↵(s+t) which implies P (Bdyn2
s,s+t

)=P (Bss0
↵(s),↵(s+t)). This concludes our lemma.

2.8.3 Proof of Lemma 5
For simulating the static system ss1, keep the sample path of the progress of the fictitious honest tree
in both static systems ss0 and ss1 same. For some t>0 in the local clock of dyn2, let Ti(t) represent the
adversarial tree in ss0 with bi as its root. Suppose Bss0

↵(s),↵(s+t) happens in ss0 for some s,t>0 defined in
the local clock of dyn2. That implies, for every honest block bj proposed at ↵(⌧h

j
)2 [↵(s),↵(s+t)], there

exists some minimum time ↵(t0)>↵(⌧h

j
+�) and some honest block bi proposed at ↵(⌧h

i
) such that

Di(↵(t0))�Dh(↵(t0��))�Dh(↵(⌧h

i
+�)).

Now, for any arbitrary bj , there are two cases:

1. If the tip of the fictitious honest tree at time ↵(t0��) is in the same epoch as the honest block bi,
then, the adversary can duplicate the first block in the adversarial tree Ti(t) of the static system
ss0 and attach it to the block bi of the simulated system ss1. However, in ss1, the adversary
immediately gets a gift of c�1 blocks.

2. If the fictitious honest tree at time ↵(t0��) is in a different epoch as the honest block bi, then,
the adversary can duplicate the Ti(t) and prune it to contain all the blocks starting from the
epoch that comes immediately after the epoch containing bi in Ti(t). Then, in ss1, the adversary
duplicates the first block in the adversarial tree Ti(t) of the static system ss0 and attaches it
to the block bi of the simulated system ss1 that immediately gifts a chain of c�1 blocks. The
adversary then appends over that chain the pruned Ti(t).

Both cases clearly imply that at time↵(t0), there is an adversarial tree on bi in ss1whose depth is greater
than Ti(t0) in ss0. Thus, bj is not a Nakamoto block in ss1. Hence, P (Bss0

↵(s),↵(s+t))P (Bss1
↵(s),↵(s+t)).

2.8.4 Growth rate of Adversarial Tree T̂i(t)

We first give a description of the (dual of the) adversarial tree consisting of super-blocks in terms of a
Branching Random Walk (BRW).

Observe that due to the assumption on adversary in ss2, each adversarial tree T̂i(t0) (with ith honest
block as its root), when analysed in the local clock of ss2, grows statistically in the same way, without
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any dependence on the level of the root. Without loss of generality, let us focus on the adversary tree
T̂0(t0), rooted at genesis. The genesis block is always at depth 0 and hence T̂0(0) has depth zero.

We can transform the tree T̂0(t0) into a new random tree T̂
s
0 (t0). Every c generations in T̂0(t0) can be

viewed as a single generation in T̂
s
0 (t0). Thus, every block in T̂

s
0 (t0), termed as superblocks, is represen-

tative of c blocks in T̂0(t0). Consider B0 to be the root of T̂
s
0 (t0). The children blocks of B0 in T̂

s
0 (t0) are

the descendent blocks at level c in T̂0(t0). We can order these children blocks of B0 in terms of their ar-
rival times. Then, as the blocks in first c�1 levels of T̂0(t0) are gift, the adversary didn’t have to compute
RandVDF.Eval for these blocks. Consider block B1 to be the first block for which RandVDF.Eval

was computed by the adversary. Therefore, the arrival time Q1 of block B1 is given by X1 where X1 is
an exponential random variable in the static system ss2. On the other hand, the arrival time of the first
child of B1, call it B1,1, is given by Q1,1 =Q1+X1,1+···+X1,c, where X1,i is the inter-arrival time be-
tween the (i�1)

th and ith descendent block of B1. Note that, in the static system ss2, all the X1,i’s are
exponential with parameter �a, and they all are independent. Let the depth of the tree T̂

s
0 (t0) be Ds

0(t
0
).

Each vertices at generation k�2 in T̂
s
0 (t0) can be labelled as a k tuple of positive integers (i1,...,ik)

with ij � c for 2 j k: the vertex v =(i1,...,ik)2Ik is the (ik�c+1)-th child of vertex (i1,...,ik�1)

at level k�1. At k =1 generation, we have i1� 1 as the adversary is gifted c�1 blocks on proposing
the first block for which it computes only one RandVDF.Eval. Let Ik = {(i1,...,ik) : ij � 1 for ij =

1 and ij�c for 2 jk}, and set I =[k>0Ik. For such v we also let vj =(i1,...,ij), j =1,...,k, denote
the ancestor of v at level j, with vk =v. For notation convenience, we set v0

=0 as the root of the tree.
Next, let {Ev}v2I be an i.i.d. family of exponential random variables of parameter �a. For

v = (i1, ... , ik) 2 Ik, let Wv =
P

jik E(i1,...,ik�1,j) and let Qv =
P

jk Wvj . This creates a labelled
tree, with the following interpretation: for v=(i1,...,ij), the Wvj are the waiting time for vj to appear,
measured from the appearance of vj�1, and Qv is the appearance time of v. Observe that starting
from any v 2 I1, we obtain a standard BRW. For any v = (i1,···,ik)2 Ik, we can write Qv = Q1

v
+Q2

v

where Q1
v

is the appearance time for the ancestor of v at level 1 while Q2
v
=Qv�Q1

v
.

Let Q⇤
k

= minv2Ik Qv. Note that Q⇤
k

is the time of appearance of a block at level k and therefore
we have

{D0(t
0
)�ck}={Ds

0(t
0
)�k}={Q⇤

k
 t0}. (2.16)

Fixing i12I1, let Q2⇤
k,i1

=minv2Ik s.t. v1=i1
Q2

v
. Observe that Q2⇤

k,i1
is the minimum of a standard BRW

with its root at the vertex i1. Introduce, for ✓c<0, the moment generating function

⇤c(✓c) = log

X

v2I2

v
1=i1

E(e✓cQ
2
v )=log

1X

j=c

E(e
Pj

i=1✓cEi)

= log

1X

j=c

(E(e✓cE1))
j
=log

Ec
(e✓cE1)

1�E(e✓cE1)
.

Due to the exponential law of E1, E(e✓cE1)=
�a

�a�✓c and therefore ⇤c(✓c)=log(��c
a
/✓c(�a�✓c)c�1

).
An important role is played by ✓⇤

c
, which is the negative solution to the equation ⇤c(✓c)=✓c⇤̇c(✓c)

and let ⌘c satisfy that

sup
✓c<0

✓
⇤c(✓c)

✓c

◆
=

⇤c(✓⇤c )

✓⇤
c

=
1

�a⌘c
.

Indeed, we have the following.

Proposition 1.

lim
k!1

Q⇤
k

k
= lim

k!1

Q2⇤
k,i1

k
= sup

✓c<0

✓
⇤c(✓c)

✓c

◆
=

1

�a⌘c
, a.s.

In fact, much more is known.

Proposition 2. There exist explicit constants c1 >c2 >0 so that the sequence Q⇤
k
�k/�a⌘c�c1logk is

tight, and
liminf
k!1

Q⇤
k
�k/�a⌘c�c2logk=1,a.s.

48



Note that Propositions 1,2 and (2.16) imply in particular that D0(t0)c⌘c�at0 for all large t0, a.s.,
and also that

if c⌘c�a>�h then Di(t
0
)>t0 for all large t0, a.s.. (2.17)

Let us define �c :=c⌘c, then �c�a is the growth rate of private c-correlated NaS tree. With all these
preparations, we can give a simple proof for Lemma 6.

Proof. Consider m=⌘c�at0+x. Note that by (2.16),

P (Ds

0(t
0
)�m)=P (Q⇤

m
 t0)

X

v2Im

P (Qv t0)=

X

v2Im

P (Q1
v
+Q2

v
 t0)

=

X

v2Im

Z
t
0

0
pQ1

v
(u)P (Q2

v
 t0�u)du

=

X

i1�1

X

i2�c,...,im�c

Z
t
0

0
pQ1

v
(u)P (Q2

v
 t0�u)du (2.18)

For v =(i1,...,ik), set |v�1|= i2+···+ik. Then, we have that Q2
v

has the same law as
P|v�1|

j=1 Ej . Thus,
by Chebycheff’s inequality, for v2Im,

P (Q2
v
 t0�u)Ee✓

⇤
cQ

2
ve�✓

⇤
c (t0�u)

=

✓
�a

�a�✓⇤
c

◆|v�1|
e�✓

⇤
c (t0�u). (2.19)

And

X

i2�c,...,im�c

✓
�a

�a�✓⇤
c

◆|v�1|
=

X

i2�c,...,im�c

✓
�a

�a�✓⇤
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◆Pm
j=2ij
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0

@
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✓
�a

�a�✓⇤
c

◆i

1

A
m�1

=e(m�1)⇤c(✓
⇤
c ). (2.20)

Combining (2.19), (2.20) and (2.18) yields
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0
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where g(t0)=
P

i1�1

R
t
0

0
�
i1
a u

i1�1
e
��au

�(i1)
e✓

⇤
cudu.

From proposition 1, we have

�c=
c✓⇤

c

�a

0

@ 1

log

⇣
��c

a
✓⇤
c (�a�✓⇤

c )c�1

⌘

1

A, (2.22)

where ✓⇤
c

is the unique negative solution of

⇤c(✓c)=✓c⇤̇c(✓c) (2.23)
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Note that g(t0) is an increasing function on t0 and

lim
t0!1

g(t0)=

X

i1�1

✓
�a

�a�✓?
c

◆i1

=
�a

�✓?
c

(2.24)

Definitions and Preliminary Lemmas

In this section, we define some important events which will appear frequently in the analysis and
provide some useful lemmas.

Let Vj be the event that the j�th honest block bj is a loner, i.e.,

Vj ={⌧h

j�1 <⌧h

j
��

0
}

\
{⌧h

j+1 >⌧h

j
+�

0
}

Let F̂j =Vj

T
Fj be the event that bj is a Nakamoto block. Then, we can define the following “potential"

catch up event in ss2:
B̂ik ={Di(⌧

h

k
+�

0
)�Dh(⌧h

k�1)�Dh(⌧h

i
+�

0
)}, (2.25)

which is the event that the adversary launches a private attack starting from honest block bi and
catches up the fictitious honest chain right before honest block bk is mined.

Lemma 12. For each j,

P (F̂ c

j
)=P (F c

j
[V c

j
)P

0

@

0

@
[

(i,k):0i<j<k

B̂ik

1

A[V c

j

1

A. (2.26)

Proof.
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0
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i
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0
) for all t0>⌧h

j
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0})

= P (Vj\{Di(t0+�
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j
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i
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0
) for all k>j})

= P (Vj\{Di(⌧h

k
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0
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k�1)�Dh(⌧h
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0
) for all k>j}).

Since F̂j =Fj\Vj =
T

0i<j
Eij\Vj , by the definition of B̂ik wehaveP (F̂j)�P

⇣⇣T
(i,k):0i<j<k

B̂c

ik

⌘
\Vj

⌘
.

Taking complement on both side, we can conclude the proof.

Let Rm=⌧h
m+1�⌧h

m
. Then, Vj and B̂ik can be re-written as:

Vj ={�
0<Rj�1}

\
{Rj >�

0
} (2.27)

B̂ik =

(
Di(⌧

h

i
+

k�1X

m=i

Rm+�
0
)�Dh(⌧h

k�1)�Dh(⌧h

i
+�

0
)

)

Remark 1. By time-warping, Rm is an IID exponential random variable with rate �h.

Define Xd, d>0, as the time it takes in the local clock of static system ss2 for Dh to reach depth
d after reaching depth d�1. In other words, Xd is the difference between the times t1 and t2, where t1
is the minimum time t0 in the local clock of ss2 such that Dh(t0)=d, and, t2 is the minimum time t0 in
the local clock of ss2 such that Dh(t0)=d�1.

Also, let �h
j

= ⌧h

j
�⌧h

j�1 and �a
j

= ⌧a

j
�⌧a

j�1 denote the inter-arrival time for honest and adversary
arrival events in the local clock of static system ss2, respectively.

Proposition 3. Let Yd, d�1, be i.i.d random variables, exponentially distributed with rate �h. Then,
each random variable Xd can be expressed as �

0
+Yd.
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See Proposition C.1 in [69] for the proof.

Proposition 4. For any constant a,

P (

n+aX

d=a

Xd>n(�
0
+

1

�h

)(1+�))e�n⌦(�2(1+�0
�h)2)

Proposition 4 is proved using chernoff bound and Proposition 3.

Proposition 5. Probability that there are less than

n
�a(1��)

�h

adversarial arrival events for which RandVDF.Eval has been computed in the interval ⌧h
0 to ⌧h

n+1 is
upper bounded by

e�n⌦(�2 �a
�h

)

Proposition 5 is proven using the Poisson tail bounds.

Proposition 6. For n> c�1
�c�1 , define Bn as the event that there are at least n adversarial block arrivals

for each of which adversary computed RandVDF.Eval while Dh grows from depth 0 to n+c�1:

Bn={

n+c�1X

i=1

Xi�

nX

i=0

�a
i
}

If

�c�a<
�h

1+�h�0
,

then,
P (Bn)e�A1ne�A2

,

A1 =�w�
0
+ln

✓
�a+w

�a

◆
+ln

✓
�h�w

�h

◆

A2 =�(c�1)w�
0
+(c�1)ln

✓
�h�w

�h

◆

such that A1+
A2
n

>0 and,

w=
�h��a

2
+

2n+c�1

2(n+c�1)�0
�

p
[(n+c�1)�0(�a��h)]2+(2n+c�1)2+2(n+c�1)�0[(c�1)(�a+�h)+2(n+c�1)�0�a�h]

2(n+c�1)�0

Proof. Using Chebychev inequality and proposition 3, for any t>0, we have

P (Bn)E

2

4
nY

j=0

e�w�
a
i

3

5E

2

4
n+c�1Y

j=1

ewXi

3

5




�a

�a+w

�n"ew�0
�h

�h�w

#n+c�1

=e
�n

h
�(

n+c�1
n )w�0+(

n+c�1
n )ln

⇣
�h�w

�h

⌘
+ln(

�a+w
�a

)
i

51



Optimizing over w, we have

d

dw


�

✓
n+c�1

n

◆
w�
0
+

✓
n+c�1

n

◆
ln

✓
�h�w

�h

◆
+ln

✓
�a+w

�a

◆�
=0

(n+c�1)�
0w2

+[(n+c�1)�
0
(�a��h)�(2n+c�1)]w

+[n�h�(n+c�1)�a�(n+c�1)�
0�a�h]=0

w=
�h��a

2
+

2n+c�1

2(n+c�1)�0
�

p
[(n+c�1)�0(�a��h)]2+(2n+c�1)2+2(n+c�1)�0[(c�1)(�a+�h)+2(n+c�1)�0�a�h]

2(n+c�1)�0

Note that for n> c�1
�c�1 , we have �a

�
1+

c�1
n

�
<�c�h< �h

1+�0�h
. That implies w>0.

Also, using n> c�1
�c�1 , we have

�

✓
n+c�1

n

◆
w�
0
+

✓
n+c�1

n

◆
ln

✓
�h�w

�h

◆
+ln

✓
�a+w

�a

◆
=A1+

A2

n
>0

Lemma 13. For k�i> �h(c�1)
�a(�c�1) , there exists a constant � >0 such that

P (B̂ik)e��(k�i) (2.28)

Proof. Let N(⌧h

i
,⌧h

k
+�

0
) be the number of adversarial arrivals for which RandVDF.Eval in was

computed in ss2 in the interval [⌧h

i
,⌧h

k
+�

0
]. Define

Ĉik = event that N(⌧h

i
,⌧h

k
+�

0
)+(c�1)�Dh(⌧h

k�1)�Dh(⌧h

i
+�

0
)

Observe that Di(⌧h

i
,⌧h

k
+�

0
)N(⌧h

i
,⌧h

k
+�

0
)+(c�1), where c�1 is due to the fact that blocks in first

c�1 levels are gifted to the adversary on proposing the first block in the adversarial tree. Note that
RandVDF.Eval was not computed by the adversary for these c�1 blocks. Then, we have

B̂ik✓ Ĉik.

P (B̂ik)  P

✓
N(⌧h

i
,⌧h

k
+�

0
)<(1��)(k�i)

�a

�h

◆

+ P

✓
Ĉik |N(⌧h

i
,⌧h

k
+�

0
)�(1��)(k�i)

�a

�h

◆

(a)
 e�⌦((k�i)�2�a/�h)

+P

✓
Ĉik |Na(⌧

h

i
,⌧h

k
+�

0
)�(1��)(k�i)

�a

�h

◆

(b)
 e�⌦((k�i)�2�a/�h)

+

1X

x=(1��)(k�i) �a
�h

P
�
Dh(⌧h

k�1)�Dh(⌧h

i
+�

0
)x+c�1 |Na(⌧

h

i
,⌧h

k
+�

0
)=x

�

(c)
= e�⌦((k�i)�2�a/�h)

+

1X

x=(1��)(k�i) �a
�h

e�A1xe�A2

(d)
= e�⌦((k�i)�2�a/�h)

+e�A2
1

1�e�A3
e�A3(k�i)

where (a) is due to proposition 5 which says that there are more than (1��)(k�i)�a/�h adversarial
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arrival events in the time period [⌧h

i
,⌧h

k
+�

0
] except with probability e�⌦((k�i)�2�a/�h), (b) is by union

bound, (c) is by proposition 6 for k�i> �h(c�1)
�a(�c�1) , (d) is due to A3 =

A1(1��)�a

�h
.

Hence,

P (B̂ik)<C1e
�C2(k�i) (2.29)

for appropriately chosen constants C1,C2,> 0 as functions of the fixed �. Finally, since P (B̂ik) de-
creases as k�i grows and is smaller than 1 for sufficiently large k�i, we obtain the desired inequality
for a sufficiently small �C3.

2.8.5 Proof of Lemma 7

For notational convenience, we will continue to use ⌧h

i
and ⌧a

i
as the arrival time of the i�th honest

and adversarial blocks in the static system ss2, respectively. In this proof, let rh :=
�h

1+�h�0 . The
random processes of interest start from time 0. To look at the system in stationarity, let us extend
them to �1<t0<1. More specifically, define ⌧h

�1,⌧
h
�2,... such that together with ⌧h

0 ,⌧h
1 ,..., we have a

double-sided infinite random process. Also, for each i<0, we define an independent copy of a random
adversary tree T̂i with the same distribution as T̂0. And we extend the definition of T̂h(t0) and Dh(t0)
to t0 < 0: the last honest block mined at ⌧h

�1 < 0 and all honest blocks mined within (⌧h
�1��

0,⌧h
�1)

appear in T̂h(t0) at their respective mining times to form the level �1, and the process repeats for
level less than �1; let Dh(t0) be the level of the last honest arrival before t0 in T̂h(t0), i.e., Dh(t0)=` if
⌧h

i
 t0<⌧h

i+1 and the i-th honest block appears at level ` of T̂h(t).
These extensions allow us to extend the definition of Eij to all i,j, �1<i<j <1, and define Ej

and Êj to be:
Ej =

\

i<j

Eij

and
Êj =Ej\Vj .

Note that Êj⇢ F̂j , so to prove that F̂j has a probability bounded away from 0 for all j, all we need
is to prove that Êj has a non-zero probability.

Recall that we have defined the events Vj and B̂ik in section 2.8.4 of the appendix as:

Vj ={�
0<Rj�1}

\
{Rj >�

0
}

B̂ik =

(
Di(⌧

h

i
+

k�1X

m=i

Rm+�
0
)�Dh(⌧h

k�1)�Dh(⌧h

i
+�

0
)

)

where Rm are i.i.d exponential random variable with mean 1
�h

.
Following the idea in Lemma 12 and using Lemma 14 and 15, we have

P (Ej\Vj)=P

0

@
\

i<j

Eij\Vj

1

A=P

0

@

0

@
\

i<j<k

B̂c

ik

1

A\Uj

1

A.

where Ej =
T

i<j<k
B̂c

ik
and Êj =Ej\Uj . So, we just need to prove that Êj has a non-zero probability.

Observe that, due to constant adversarial and honest mining rate and the growth rate of the adversarial
tree being independent of level of its root in the static system ss2, Êj has a time-invariant dependence
on {Zi}, which means that p=P (Êj) does not depend on j. Then we can just focus on P (Ê0). This
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is the last step to prove.

P (Ê0) = P (E0|U0)P (U0)

= P (E0|U0)P (R0 >�
0
)P (R�1 >�

0
)

= e�2�h�0
P (E0|U0).

where we used Remark 1 in the last step. It remains to show that P (E0|U0)>0. We have

E0 = event that Di(

k�1X

m=i

Rm+�
0
+⌧h

i
)<Dh(⌧h

k�1)�Dh(⌧h

i
+�

0
)

for all k>0 and i<0,

then
(E0)

c
=

[

k>0,i<0

B̂ik. (2.30)

Let us fix a particular n>2�h�
0>0, and define:

Gn = event thatDm(3n/�h+⇣h
m

)=0

for m=�n,�n+1,...,�1,0,+1,...,n�1,n

Then

P (E0|U0) � P (E0|U0,Gn)P (Gn|U0)

=

⇣
1�P ([k>0,i<0B̂ik|U0,Gn)

⌘
P (Gn|U0)

�

0

@1�

X

k>0,i<0

P (B̂ik|U0,Gn)

1

AP (Gn|U0)

� (1�an�bn)P (Gn|U0) (2.31)

where

an :=

X

(i,k):�ni<0<kn

P (B̂ik|U0,Gn) (2.32)

bn :=

X

(i,k):i<�n or k>n

P (B̂ik|U0,Gn). (2.33)

Consider two cases:
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Case 1: �n i<0<kn:

P (B̂ik|U0,Gn) = P (B̂ik|U0,Gn,
k�1X

m=i

Rm+�
0
3n/�h)

+P (

k�1X

m=i

Rm+�
0>3n/�h|U0,Gn)

 P (

k�1X

m=i

Rm+�
0>3n/�h|U0,Gn)

 P (

k�1X

m=i

Rm>5n/(2�h)|U0)

 P (

k�1X

m=i

Rm>5n/(2�h))/P (U0)

 A5e
��1n

for some positive constants A5,�1 independent of n,k,i. The last inequality follows from the fact that
Ri’s are iid exponential random variables of mean 1/�h. Summing these terms, we have:

an =

X

(i,k):�ni<0<kn

P (Bik|U0,Gn)



X

(i,k):�ni<0<kn

A5e
�↵1n := ān,

which is bounded and moreover ān!0 as n!1.

Case 2: k>n or i<�n:

For 0<"<1, let us define event W "

ik
to be:

W "

ik
=event that Dh(⇣h

k�1)�Dh(⇣h
i
+�

0
)�(1�") rh

�h
(k�i�1). (2.34)

Then we have
P (B̂ik|U0,Gn)P (B̂ik|U0,Gn,W "

ik
)+P (W "

ik

c
|U0,Gn).

We first bound P (W "

ik

c
|U0,Gn):

P (W "

ik

c
|U0,Gn)  P (W "

ik

c
|⇣h

k�1�⇣h
i
��

0>
k�i�1

(1+")�h

)

+P (⇣h
k�1�⇣h

i
��

0


k�i�1

(1+")�h

)

 P (W "

ik

c
|⇣h

k�1�⇣h
i
��

0>
k�i�1

(1+")�h

)+e�⌦("2(k�i�1))

 e�⌦("4(k�i�1))
+e�⌦("2(k�i�1))

 A6e
��2(k�i�1) (2.35)

for some positive constants A6,�2 independent of n,k, i, where the second inequality follows from
the Erlang tail bound ( as ⇣h

k�1� ⇣h
i

is sum of IID exponentials due to time-warping) and the third
inequality follows from Proposition 4.
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Meanwhile, we have

P (B̂ik|U0,Gn,W "

ik
)

 P (Di(

k�1X

m=i

Rm+�
0
+⇣h

i
)�(1�")

rh
�h

(k�i�1)|U0,Gn,W "

ik
)

 P (Di(

k�1X

m=i

Rm+�
0
+⇣h

i
)�(1�")

rh
�h

(k�i�1)

|U0,Gn,W "

ik
,
k�1X

m=i

Rm+�
0
(k�i�1)

rh+�c�a

2�c�a

1

�h

)

+P (

k�1X

m=i

Rm+�
0>(k�i�1)

rh+�c�a

2�c�a

1

�h

|U0,Gn,W "

ik
)

(a)
 P (

k�1X

m=i

Rm+�
0>(k�i�1)

rh+�c�a

2�c�a

1

�h

|U0,Gn,W "

ik
)

+e
�✓⇤

c (k�i�1)
rh+�c�a
2�c�a

1
�h

+
⇣

(1�")
c

rh
�h

(k�i�1)�1
⌘
⇤c(✓

⇤
c )

g

✓
(k�i�1)

rh+�c�a

2�c�a

1

�h

◆

(b)
= P (

k�1X

m=i

Rm+�
0>(k�i�1)

rh+�c�a

2�c�a

1

�h

|U0,Gn,W "

ik
)

+e
�✓⇤

c
k�i�1

�h

h
rh+�c�a
2�c�a

�(1�") rh
�c�a

i

e�⇤c(✓
⇤
c )g

✓
(k�i�1)

rh+�c�a

2�c�a

1

�h

◆

where (a) follows from Lemma 6, (b) follows from ⇤c(✓
⇤
c )

✓⇤
c

=
1

�a⌘c
=

c

�c�a
. The first term can be bounded

as:

P (

k�1X

m=i

Rm+�
0>(k�i�1)

rh+�c�a

2�c�a

1

�h

|U0,Gn,W "

ik
)

= P (

k�1X

m=i

Rm+�
0>(k�i�1)

rh+�c�a

2�c�a

1

�h

|U0,W
"

ik
)

 P (

k�1X

m=i

Rm+�
0>(k�i�1)

rh+�c�a

2�c�a

1

�h

)/P (U0,W
"

ik
)

 A7e
��3(k�i�1)

for some positive constants A7,�3 independent of n,k,i. The last inequality follows from the fact that
(rh+�c�a)/(2�c�a)>1 and the Ri’s have mean 1/�h, while P (U0,W "

ik
) is a event with high probability

as we showed in (2.35). Then we have

P (B̂ik|U0,Gn)

 A6e
�↵2(k�i�1)

+ e
�✓⇤

c (k�i�1)
rh(1�")
�h�c�a

h
rh+�c�a
2(1�✏)rh

�1
i

e�⇤c(✓
⇤
c )g((k�i�1)

rh+�c�a

2�c�a

1

�h

)

+ A7e
��3(k�i�1). (2.36)
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Summing these terms, we have:

bn =

X

(i,k):i<�n or k>n

P (B̂ik|U0,Gn)



X

(i,k):i<�n or k>n

[A6e
�↵2(k�i�1)

+e
�✓⇤

c (k�i�1)
rh(1�")
�h�c�a

h
rh+�c�a
2(1�✏)rh

�1
i

e�⇤c(✓
⇤
c )g

✓
(k�i�1)

rh+�c�a

2�c�a

1

�h

◆

+A7e
��3(k�i�1)

]

:= b̄n

Here, from (2.24), g(.)! �a
�✓?

c
as n!1. Therefore, b̄n is bounded and moreover b̄n!0 as n!1 when

we set " to be small enough such that rh+�c�a

2(1�")rh <1.
Substituting these bounds in (2.31) we finally get:

P (E0|U0)> [1�(ān+b̄n)]P (Gn|U0) (2.37)

By setting n sufficiently large such that ān and b̄n are sufficiently small, we conclude that P (Ê0)>0.

2.8.6 Proof of Lemma 8

We divide the proof in to two steps. In the first step, we prove for "=1/2. Recall that we have defined
event B̂ik as:

B̂ik =event that Di(
P

k�1
m=i

Rm+�
0
+⇣h

i
)�Dh(⇣h

k�1)�Dh(⇣h
i
+�

0
).

And by Lemma 14, 15, 12, we have

F̂ c

j
=F c

j
[V c

j
=

0

@
[

(i,k):i<j<k

B̂ik

1

A[V c

j
. (2.38)

For t0 > max

⇢⇣
2�h
1�⌘

⌘2⇣
c�1
�c�1

⌘2
,
h
(c�1)

⇣
�
0
+

1
�min

⌘i2�
, we have

p
t0

2�h
> �h

�a

⇣
c�1
�c�1

⌘
and

p
t0 >

(c�1)

⇣
�
0
+

1
�min

⌘
.

Divide [s0,s0+t0] into
p

t0 sub-intervals of length
p

t0, so that the r th sub-interval is:

Jr :=[s0+(r�1)

p

t0,s0+r
p

t0].

Now look at the first, fourth, seventh, etc sub-intervals, i.e. all the r =1 mod3 sub-intervals. Intro-
duce the event that in the `-th 1 mod3th sub-interval, an adversary tree that is rooted at a honest
block arriving in that sub-interval or in the previous (0 mod3) sub-interval catches up with a honest
block in that sub-interval or in the next (2 mod3) sub-interval. Formally,

C`=

\

j:⇣h
j 2J3`+1

U c

j
[

0

B@
[

(i,k):⇣h
j �
p
t0<⇣h

i <⇣h
j ,⇣h

j <⇣h
k +�0<⇣h

j +
p
t0

B̂ik

1

CA.

We have
P (C`)P (no arrival in J3`+1)+1�p<1 (2.39)

for large enough t0, where p is a uniform lower bound such that P (F̂j)�p for all j. Also, we define the
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following event:

Ĉ`= event that the honest fictitious tree grows by c�1 levels in sub-interval J3`+2

Observe that because of randSource being updated at each epoch beginning, for distinct `, the
events C`

T
Ĉ` are independent. Using Chernoff bounds, for

p
t0 > (c � 1)

⇣
�
0
+

1
�min

⌘
, we have

P (Ĉ`)�1�e�c2
p
t0 .

Introduce the atypical events:

B =

[

(i,k):⇣h
i 2[s0,s0+t0] or ⇣h

k +�02[s0,s0+t0],i<k,⇣h
k +�0�⇣h

i >
p
t0

B̂ik,

and
B̃ =

[

(i,k):⇣h
i <s0,s0+t0<⇣h

k +�0

B̂ik.

The events B and B̃ are superset of the events that an adversary tree catches up with an honest block
far ahead. Then we have

P (Bstatic

s0,s0+t0)P (

\

j:⇣h
j 2[s0,s0+t0]
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for some positive constants c1,c2 when t0 is large. Next we will bound the atypical events B and B̃.
Consider the following events
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In words, D1 is the event of atypically many honest arrivals in (s0 �
p

t0 ��
0, s0 + t0 +

p
t0 + �

0
)

while D2 and D3 are the events that there exists an interval of length
p

t0 with at least one endpoint
inside (s0,s0 + t0) with atypically small number of arrivals. Since, by time-warping, the number of
honest arrivals in (s0,s0+ t0) (in the local clock of the static system) is Poisson with parameter �ht0,
we have from the memoryless property of the Poisson process that P (D1) e�c0t

0
for some constant

c0 = c0(�a,�h) > 0 when t0 is large. On the other hand, using the memoryless property and a union
bound, and decreasing c0 if needed, we have that P (D2)  e�c0

p
t0 . Similarly, using time reversal,
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P (D3)e�c0
p
t0 . Therefore, again using the memoryless property of the Poisson process,
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for large t0, where c3 > 0 are constants that may depend on �a,�h and the last inequality is due to
(2.28). We next claim that there exists a constant ↵>0 such that, for all t0 large,
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Using Poisson tail bounds, we can show that P (D4)e�c4t
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The tails of the Poisson distribution yield the existence of constants c0,c00>0 so that
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(2.28) and (2.45) yield that, for large enough t0, there exists a constant c5 >0 so that
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Substituting this bound in (2.44) and using that
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for t0 large and c6 =min(c4,c5), proving (2.43).

Combining (2.42), (2.48) and (2.40) concludes the proof of step 1.

In step two, we prove for any ">0 by recursively applying the bootstrapping procedure in step 1.
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Assume the following statement is true: for any ✓�m there exist constants b̄✓,Ā✓ so that for all s0,t0�0,

q̃[s0,s0+t0]Ā✓exp(�b̄✓t
01/✓

). (2.49)

By step 1, it holds form=2. Also, for specific values ofm thatwewill consider, wewill have t0
m

2m�1 >
p

t0.

Divide [s0,s0+t0] into t0
m�1
2m�1 sub-intervals of length t0

m
2m�1 , so that the r th sub-interval is:

Jr :=[s0+(r�1)t0
m

2m�1 ,s0+rt0
m

2m�1 ].

Now look at the first, fourth, seventh, etc sub-intervals, i.e. all the r = 1 mod 3 sub-intervals.
Introduce the event that in the `-th 1 mod 3th sub-interval, an adversary tree that is rooted at a
honest block arriving in that sub-interval or in the previous (0 mod3) sub-interval catches up with a
honest block in that sub-interval or in the next (2 mod3) sub-interval. Formally,
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By (2.49), we have
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1
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Also, we define the following event:

Ĉ`= event that the honest fictitious tree grows by c�1 levels in sub-interval J3`+2

Note that for distinct `, the events C`

T
Ĉ` are independent. Also, from Lemma 10, assuming
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The events B and B̃ are the events that an adversary tree catches up with an honest block far ahead.
Following the calculations in step 1, we have

P (B)  e�c3t
0 m
2m�1 (2.51)

P (B̃)  e�c6t
0
, (2.52)

for large t0, where c1 and c5 are some positive constant.
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Then we have
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So we know the statement in (2.49) holds for all ✓� 2m�1

m
. Start with m1 =2, we have a recursion

equation mk =
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which concludes the lemma.

2.8.7 Proof of Lemma 9
Let Uj be the event in ss1 that the j�th honest block bj is a loner, i.e.,
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which is the event that the adversary launches a private attack starting from honest block bi and
catches up the fictitious honest chain right before honest block bk is proposed.

Next, define the following events
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Lemma 14. For any pair of i,k,
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Proof. Using equation 2.9, we have
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Similarly, ↵(⌧h
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By time-warping, Rm is an IID exponential random variable with rate �h. Let ⇣h
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is the time of mining of j�th honest block in the local clock of static system ss1. Similarly, we
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This can be proved in a similar way as Lemma 12 and using Lemma 14, 15. Furthermore, defining
Xd, d > 0, as the time it takes in the local clock of static system ss1 for Dh to reach depth d after
reaching depth d�1, we have

Proposition 7. Let Yd, d�1, be i.i.d random variables, exponentially distributed with rate �h. Then,
each random variable Xd is less than �

0
+Yd, where �

0
=
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�h

�.

Proof. Let hi be the first block that comes at some depth d�1 within Th. Then, in the local clock
of static system, every honest block that arrives within interval [↵(⌧h

i
),↵(⌧h

i
+ �)] will be mapped

to the same depth as hi, i.e., d�1. Hence, Th will reach depth d only when an honest block arrives
after time ↵(⌧h

i
+ �). Now, due to time warping, in the local clock of static system ss1, we know

that the difference between ↵(⌧h

i
+�) and the arrival time of the first honest block after ↵(⌧h

i
+�) is

exponentially distributed with rate �h due to the memoryless property of the exponential distribution.
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some random variable Yd such that Yd,d�1, are IID and exponentially distributed with rate �h.

Thus, for �
0
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�, Proposition 7 implies that both Proposition 4 and Proposition 6 are satisfied
for the static system ss1. Therefore, for �

0
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�, a similar result holds for the event B̂ss1
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as in
Lemma 13. Additionally, Lemma 6 holds for ss1. Then, substituting �

0
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� and using Lemma 16,
we have both Lemma 7 and Lemma 8 satisfy for the static system ss1. For a time t > 0 in the local
clock of the dynamic available system dyn2, we have ↵(t)� �min

�h
t. Then, using Lemma 3, Lemma 4,

Lemma 5, we conclude the proof.
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Algorithm 2 PoSAT
1: procedure Initialize . all variables are global
2: blkTree Sync() . syncing with peers
3: unCnfTx � . pool of unconfirmed txs
4: parentBlk blkTree.Tip() . tip of the longest chain in blkTree
5: randSource None . will be updated at next epoch beginning
6: slot None . will be updated at next epoch beginning
7: return False
8: procedure PosLeaderElection(coin)
9: (RandVDF.ek, RandVDF.vk),(Sign.vk, Sign.sk) coin.Keys()

10: stake coin.Stake( SearchChainUp(parentBlk)) . update the stake
11: s UpdateThreshold(stake) . update the threshold
12: input randSource
13: // Calling RandVDF.Eval

14: (input,output,proof,randIter,slot) RandVDF.Eval(input,ek,s,slot)
15: randSource output . update source of randomness
16: state Hash(parentBlk)
17: content hunCnfTx,coin,input,randSource,proof,randIter,state,sloti
18: return hheader,content,Sign(content,Sign.sk)i

19: procedure ReceiveMessage(X) . receives messages from network
20: if X is a valid tx then
21: unCnfTx unCnfTx[ {X}
22: else if IsValidBlock(X) then
23: if parentBlk.Level()<X.Level() then
24: ChangeMainChain(X) . if the new chain is longer
25: parentBlk X . update the parent block to tip of the longest chain
26: if X.Level()%c==0 then
27: randSource X.content.randSource
28: else
29: randSource randSource
30: if participate == True then
31: RandVDF.Reset() . reset the RandVDF

32: // Epoch beginning
33: if (X.Level() % c == 0) & (participate == False) then
34: slot X.content.slot
35: participate = True

36: procedure IsValidBlock(X) . returns true if a block is valid
37: if not IsUnspent(X.content.coin) then return False
38: if ParentBlk(X).content.slot�X.content.slot then
39: return False . ensuring time ordering
40: s UpdateThreshold(ParentBlk(X))
41: if Hash(X.content.{randSource,slot}) > Threshold(s) then return False
42: // verifying the work
43: return RandVDF.Verify(X.coin.vk,X.content.{input,randSource,proof,randIter})

44: procedure Main( ) . main function
45: participate = Initialize()
46: StartThread(ReceiveMessage) . parallel thread for receiving messages
47: while True do
48: if participate == True then
49: block = PosLeaderElection(coin)
50: SendMessage(block) . broadcast to the whole network
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Chapter 3

Hammurabi : Order-Fair Consensus
in the Permissionless Setting

Transaction-order-manipulation attacks have become extremely common in public blockchains such
as Ethereum, costing hundreds of millions of dollars. In these blockchains, a miner can unilaterally
determine the order of transactions inside a block, and this ordering is not checked by other users,
leaving room for the miner to manipulate the order for its own benefit. This gap is also evident from
existing security results for permissionless blockchains. As prime examples, the breakthrough work
of Garay et al. (Eurocrypt 2015) and Pass et al. (Eurocrypt 2017) showed the security properties of
consistency and liveness for Nakamoto’s seminal proof-of-work protocol. However, consistency and
liveness do not provide any guarantees on the relationship between the order in which transactions
arrive into the network and the finalized order in the ledger.

As a solution, a recent paper by Kelkar et al. (Crypto 2020) introduced a third useful property
for consensus protocols: (transaction)-order-fairness, which proposes a strong relationship between
the transaction arrival order and their order in the ledger. Their model was limited to the classical
(permissioned) setting however, where the set of protocol nodes is fixed a priori, and does not fit
well for permissionless environments where order-manipulation attacks have been most prominent.
In this work, we initiate the investigation of order-fairness in the permissionless setting and design
two protocols that realize this new property addition to standard requirements of consistency and
livenesss. The key insight behind our protocols in providing order-fairness is that a miner can no
longer unilaterally determine ordering and proposals from many miners are combined in a fair way to
construct the finalized ordering. As a simple but unexpected corollary, we show that any fair ordering
protocol achieves a powerful zero-block confirmation property, through which honest transactions can
be securely confirmed even before they are included in any block.

3.1 Introduction

Transaction-order-manipulation attacks. Decentralized financial (DeFi) systems have become
massively popular on permissionless blockchains in the last few years. As of May 2021, the Ethereum
blockchain houses more than 75 billion USD [11] of locked capital in DeFi smart contracts. On
Ethereum, popular lending contracts like Maker [12] and Compound Finance [7], and decentralized
exchanges (DeXes) like Uniswap V2 [14] and Curve [9] each routinely handle hundreds of millions of
dollars in transaction volume every day [10]. With this kind of volume, transaction ordering is cru-
cially important, as the execution order can determine the validity and profitability of a transaction. In
many scenarios, when a transaction is executed is even more important than whether it was executed
at all. Execution in an unfavorable order can result in unnecessary losses for the user, for example,
by requiring a higher collateral (for lending contracts) or by receiving a worse token exchange rate (in
DeXes). More problematically, adversarial manipulation of the transaction ordering has been shown
to be extraordinarily lucrative for the attacker [63, 142, 169]. In fact, attackers have been seen to
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compete with each other in an attempt to finalize the ordering most profitable to them [63].
This has made (transaction)-order-manipulation attacks extremely common in public blockchains

such as Ethereum, costing hundreds of millions of dollars [161, 139, 129], and recently also resulting
in the now infamous Black Thursday event [35]. In DeFi systems, order-manipulation attacks have
been shown to result in adversaries extracting profit at the expense of ordinary users [63, 75], systemic
bribery [123], and even fundamental protocol instability [63, 108]. Recently, the proposed Ethereum
improvement proposal (EIP-1559) [2], which cuts transaction fees sent to the miner, has exacerbated
the problem of order-manipulation by incentivizing miners to add order-manipulation software [57] or
auction of the right to order in their block [80, 83].

Order-manipulation attacks are enabled because a miner can unilaterally determine the order of
transactions inside a block, and this ordering is not checked by other users, leaving room for the miner
to manipulate the order for its own benefit. Such unilateral manipulation points to a core fundamental
issue in blockchains: there is no relationship between the order in which transactions arrive into the
network and the final transaction ordering in the log. Neither consistency nor liveness—the two pillars
of distributed-system security—enforces any guarantees on the relationship between the order in which
transactions arrive into the network and the final transaction ordering in the log.

Order-Fair Consensus. As a solution, recent work by Kelkar, Zhang, Goldfeder, and Juels [104]
(henceforth KZGJ ) proposed a new consensus property, called order-fairness. Informally, if a trans-
action tx1 was received before another one tx2 by a large fraction of the nodes in the network, order-
fairness dictates that tx1 be sequenced in the output log first. While prior work in classical distributed
systems [143, 41] had considered a limited notion of preventing reordering based on transaction content,
order-fairness is able to handle any kind of adversarial censorship, reordering, and transaction inser-
tions, even those based on user collusion. However, KZGJ only considered the permissioned setting.
Consequently, the protocols in KZGJ do not directly apply to previously mentioned attacks which
were largely on permissionless blockchains. Our work extends the work of KZGJ to the permissionless
setting. We compare to other related works in Section 3.7.

Defining order-fairness in the permissionless setting (Section 5.2). We introduce the first
formalization of a fair transaction ordering property in the permissionless setting by generalizing order-
fairness for the permissioned setting from KZGJ . In the permissioned setting, where the n system
nodes were fixed, order-fairness was defined in terms of being received by a large fraction (parameter-
ized by �) of nodes. For the permissionless setting however, since new nodes may join the network,
it does not make sense to consider a fraction of all nodes that ever existed. Furthermore, it is not
relevant to consider the transaction input ordering of a node that spawned much later either. Instead,
to determine the ordering of a transaction, we will look at the system at the time when the transaction
was initially propagated through the network.

Permissionless order-fairness is impossible to achieve and not particularly interesting in the pres-
ence of completely dynamic adversaries. For instance, such an adversary can quickly corrupt and kill
all the nodes that were online during the initial propagation of a transaction, before they have a chance
to mine any blocks. Any new honest nodes that spawn later will not retain the transaction ordering
received by earlier nodes. Therefore, we will need to restrict our adversaries to be (⌧,R)-respawning,
i.e., in any R round period, at most ⌧ fraction of nodes can be killed (and respawned). We still allow
the adversary to corrupt nodes instantly.

We find that extrapolating the network formalism from KZGJ to the permissionless setting brings
our several subtleties. KZGJ considered a non-standard network model, that allowed for a cleaner
definition of order-fairness. But while the modeling was reasonable in a permissioned network, it
does not fit real-world permissionless systems. We discuss our modeling choices and their subtleties
extensively in Section 5.2 and Appendix 3.8.

Key insight. As mentioned before, in existing blockchains, when a block is mined by an adversarial
miner, the miner unilaterally orders the transactions inside the block according to its own preferences
(or possibly even as chosen by an external briber). The key idea we use to get around this unilateral
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proposition of ordering of transactions is the following: ordering for each transaction (w.r.t. other
transactions) is proposed across multiple, say d, blocks. The proposed orderings within these blocks
are then aggregated in a fair way to obtain the final transaction ordering. Each miner reports their
own preferences on how to order a set of transactions — and honest nodes will report their true received
order of transactions from the peer-to-peer network, while adversarial nodes can arrange transactions
in arbitrary order in the block it mines so as to influence the final ordering obtained from consensus.
Owing to network delay or adversarial behavior in the network, different nodes might receive the same
set of transactions from the p2p network in different orders and at different times. These differences
will get reflected in the order in which the transactions are arranged in each of the d orderings that
were used for reaching consensus on their final ordering. e call this design structure Hammurabi .

In essence, the system as a whole will mine d independent transaction orderings, which will be
appended to as new transactions arrive. We call these orderings “semantic chains” since transactions
in the same list are logically or semantically connected even though they may directly follow a different
mined block. All transactions will be mined d times, once in each semantic chain. The final ordering
will be extracted from the d semantic chains. Notably, d is a function only of the security parameter 
and not of the number of nodes. The upshot of such an approach is that in our protocols, the adversary
will not be able to manipulate the ordering within a majority of semantic chains, resulting in a fair
overall ordering. Figure 3-1 highlights this key idea as compared to existing protocols.

Fair extraction (Section 3.4). We detail how to extract an ordering from the semantic chains in
a way that satisfies order-fairness. Specifically, we introduce a novel streaming finalization problem
that formulates the extraction of a fair ordering from d transaction ordering lists L = [List1,...,Listd]
that are provided as input in a streaming fashion.

To solve the streaming finalization problem, we start by distilling the key techniques from the
permissioned Aequitas protocol from [104] into an algorithm. Here, care must be taken since in the
permissionless setting, all orderings can have adversarial influence, whereas in the simple permissioned
setting, a majority of orderings were completely honest. To get around this, we show a player replace-
ability lemma that allows us to represent the semantic chains as transaction orderings of d “virtual”
nodes in a permissioned setting, as long as a natural completeness property is satisfied by the way
the semantic chains are built. This effectively allow us to reduce the permissionless order-fairness
problem to its permissioned analogue by constructing ledgers held by virtual nodes. Along the way,
we highlight interesting connections to voting theory that may be of independent interest.

Permissionless protocols for order-fairness (Section 3.3). Starting from the pioneering idea
in [128], longest-chain based protocols have been constructed for many different permissionless set-
tings: proof-of-work [91, 132], proof-of-stake [62, 107, 66] and proof-of-space [146]. Following our
Hammurabi design, we provide two different constructions in the synchronous setting that modify any
longest-chain based protocol and endow it with the order-fairness property. While our constructions
are generic to any longest-chain protocol, we describe them in the context of proof-of-work (PoW) for
concreteness. Both our constructions follow the same basic outline. First, through PoW mining, nodes
mine blocks, and from the blockchain, one can deduce d distinct transaction-order lists or semantic
chains. We then apply our fair extraction algorithm Aequitas(·) to retrieve the fair ordering.

For both these protocols, we characterize the adversarial threshold below which they achieve order-
fairness in the PoW setting. Since our proofs are built on basic chain-quality and growth properties
of the underlying blockchain, the proofs can be extended to the other permissionless settings such as
proof-of-stake and proof-of-space as well. We briefly describe our constructions below.

Single-Chain protocol ⇧mod (Section 3.3.1). Our first protocol uses a single PoW Nakamoto chain.
Here, the d semantic chains will arise from the chain modulo d. Specifically, blocks at indices that are
congruent modulo d will become part of the same semantic or modular chain. This allows any node to
construct the d lists from the public blockchain and run Aequitas(·) to retrieve the final fair ordering.
Assuming (⌧,R)-respawning adversaries that corrupt at most � fraction of nodes, for a sufficiently large
R, we show that ⇧mod satisfies order-fairness when �+⌧ < 1

3 . Consistency is still maintained as long as
�< 1

2 . We also show in Section 3.10.1 that using an underlying mining-fair chain like Fruitchains [133]
instead, we can tolerate �+⌧ < 1

2 for order-fairness.
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Figure 3-1: Hammurabi Order-Fair Protocol Design

Multi-Chain protocol ⇧multi (Section 3.3.2). Our second protocol, ⇧multi, has a more parallel de-
sign for the semantic chains, with the d PoW chains being mined simultaneously. It achieves lower
latency than our single-chain protocol, and more importantly, it presents a new method to combine
multiple independent chains in a fair way. For this protocol, we use the d-for-1 PoW mining technique
modified from [91, 133, 28] to determine which chain a block gets mined into. Once again, we can now
run Aequitas(·) to retrieve the final fair ordering. Assuming (⌧,R)-respawning adversaries that corrupt
at most � fraction nodes, we show order-fairness as long as �+⌧ < 7�

p
17

16 ⇡0.1798 and consistency as
long as �< 1

2 . The non-triviality in obtaining this result is primarily in ensuring that an adversary gains
no head-start over honest nodes by privately mining a transaction onto several chains before releasing
the mined blocks at once. The proof establishes a novel cross-chain-quality property using techniques
from the queuing theory literature and may be of independent interest to the consensus community.

Zero-block confirmation and latency reduction (Section 3.6). We show a surprising but sim-
ple result here that in any fair ordering protocol, an honest transaction can be locally finalized very
fast, within two-times the network delay. We note that while there is a large body of work trying to
improve the confirmation latency of permissionless systems [82, 166, 114, 28], none of them are able to
achieve fast confirmation at this time-scale, since all of them require mining at least a certain number
of blocks at a much slower rate than network delay. We call this surprising but simple property as
zero-block confirmation. Suppose that an honest node sees tx in round r and does not see a conflicting
transaction within 2�. Then the honest node can immediately infer that tx will be ordered ahead of
any conflicting transaction in the final ledger and can finalize tx. We note that the node may still need
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to wait much longer (for blocks to be mined) to know the precise location in the final ledger.
Practitioners have previously used similar techniques [100] for quickly confirming transactions.

Indeed, potential zero-block-confirmation has been a topic of interest since the early days of Bitcoin,
especially as it makes everyday real-world purchases (e.g., buying a coffee) with Bitcoin more practical
(by not requiring a confirmation time of minutes or hours). However, in Bitcoin, it can happen that
a double-spend transaction appearing much later than the original transaction can still precede it in
the finalized ledger (e.g., as a result of an adversarial miner). In contrast, in a fair-ordered protocol,
this is not possible, thus making zero-block confirmation after waiting for 2� time secure.

We emphasize that although zero-block-confirmation follows easily from order-fairness, current
permissionless protocols, even ones in the synchronous setting, do not provably achieve such a prop-
erty, and that it is not a direct artifact of network synchrony.

3.2 Model and Preliminaries

We describe the general execution model in this section. Much of our formalism is adapted from an
extensive line of research on permissionless consensus [91, 133, 132, 135, 137]. We also use some of the
formalism related to order-fairness from KZGJ [104]. Lifting the network and order-fairness formalism
from KZGJ to the permissionless setting brings out several subtleties which we detail in Sections 3.2.1
and 3.2.3 and Appendix 3.8.

General Execution Model. As standard practice [91, 132], we model protocol nodes as ITMs [48],
and use a special environment machine Z to direct execution. We assume a synchronous model where
execution proceeds in rounds. At the start of a round, nodes receive transactions as input from Z;
at the end of a round, nodes may deliver1 outputs to Z. For ease of modeling, for honest nodes, the
final ordering will be taken as the result of a transformation function linearize(·) (part of the protocol
description) on the outputs to Z rather than the outputs themselves. This will extract the relevant
information from the outputs into a total ordering. Similar formalism is present in e.g., [137]. New
transactions are modeled as being input by Z to avoid explicitly having to model clients.

Corruptions. Z can spawn new nodes either as corrupt or honest. Honest nodes execute the pro-
tocol faithfully while corrupt nodes are controlled by an adversary A, and can deviate arbitrarily.
Existing nodes can also be corrupted, which gives A full access to them. A can kill corrupted nodes
which removes them from execution.

We observe that if the adversary is able to corrupt and kill nodes at will, it can cause the network to
“forget” the transaction input orderings received by earlier honest nodes. While this was not important
for prior work, this is critically detrimental for any fair ordering protocol. Therefore, we will assume a
(mildly)-respawning-adversary that limits the node churn. Informally, a (⌧,R)-respawning2 adversary
can kill at most ⌧ fraction nodes within any period of R rounds. This corresponds to the notion that A

cannot quickly corrupt and kill many nodes. We will distinguish between the respawning parameter
and the adversarial corruption parameter (see Definition 11).

Notational conventions.  denotes the security parameter. For a protocol ⇧, EXEC⇧
(A,Z,)

represents the random variable for all possible execution traces of ⇧ w.r.t. (A,Z). The possible
executions arise from any randomness used by honest nodes, adversarially controlled nodes, and the
environment. Any view in the support of EXEC⇧

(A,Z,) is a fully specified instance (including inputs,
outputs, random coins etc.) of an execution trace.

1In this paper, we will use the terms deliver and output interchangeably.
2This is distinguished from an R-mild adversary in [134] where the adversary takes R rounds to corrupt a node.

While the security properties of [134] crucially relied on the adversary not gaining control of nodes instantly, we can
tolerate the adversary corrupting a node instantly, as long as it can’t kill too many nodes quickly.
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3.2.1 Communication Networks
Standard formalism for consensus protocols models a single communication network amongst consen-
sus nodes. The formalism from KZGJ , however, models two separate networks: an external network
through which clients send messages, and an internal network for node communication. The adversary
is assumed to only be in charge of the internal network. This was important for them to meaningfully
discuss fair ordering, as it allowed honest nodes to have an unmolested view of their local transaction
input ordering. This modeling is less realistic in the permissionless setting however, where nodes usu-
ally communicate through a gossip-style network. Therefore, we resort to modeling a single network
that in spirit, melds together both networks from KZGJ . This brings out several subtleties in the
network modeling, and we defer the detailed description to Appendix 3.8. We directly proceed with
the formal network definition we use below.

Network Formalism. We model a single communication network that in spirit melds the external
and internal network from KZGJ . We assume a synchronous model of communication, such that
messages sent are delivered within a (known) bounded number of rounds � (a function of ). The
adversary A can delay and reorder messages (subject to the bound �) but cannot drop messages. We
define the synchrony assumption below.

Definition 10 ((�-synchrony). (A,Z) respects �-synchrony if for all view in the support of EXEC⇧
(A,Z,),

the following hold:

• (Input Synchrony) If an honest node receives tx as input from Z in round r, then in any round
r0�r+�, any honest node in the system at round r0 will have already received tx as input from
Z. This includes any node that may have spawned in round r0.

• (Ledger Synchrony) If an honest node outputs tx to Z in round r (recall that this is not the same
as being ordered in the final ledger), then in any round r0�r+�, any honest node in the system
in round r0 will have already received tx as input from Z. This includes any node that may have
spawned in round r0.

• (Broadcast Synchrony) If an honest node sends a message in round r, then in any round r0�r+�,
any honest recipient node will have received the message by round r+�. This includes any node
that may have spawned in round r0.

• Z provides � to all nodes when they are spawned.

Remark 2 (Input Synchrony and DoS). Similar to the external synchrony assumption in KZGJ
, input synchrony assumes that the network gossips all transactions. In a permissionless network,
this could lead to a denial-of-service (DoS) attack wherein an adversary floods the network with bogus
double-spends (e.g., transactions that spend the same tokens). The Bitcoin network mitigates this
by not gossiping any double-spends. This can be done for our protocols as well. We emphasize that
doing so does not actually invalidate the order-fairness property of our protocols since we only require
adversarial transactions mined in a PoW chain to be gossiped.

We also note further that the proposal in [100] to prevent fast double-spends (although it cannot
guarantee that later double-spends are not sequenced earlier due to adversarial miners) involves gos-
siping all double-spends through the entire network, for which the authors argue that the performance
penalty incurred by the network would not be significant.

3.2.2 Permissionless Formalism
We recall the definition of the permissionless setting next, taken from [137], and add to it our respawn-
ing parameters.

Definition 11 ((n,�,�,⌧,R)-permissionless environments). We say that (A,Z) respects (n,�,�,⌧,R)-
permissionless execution w.r.t. a protocol ⇧ if for every 2N , (A,Z) respects �-synchrony, and for
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all view in the support of EXEC⇧
(A,Z,), the following holds: (1) In each round, there are exactly3

n nodes online in the system, of which at most �n are corrupt; (2) Within any period of R rounds, at
most ⌧n notes are killed. We call such an adversary (⌧,R)-respawning; (3) Z provides all nodes the
parameters n,�,�,⌧,R upon spawning. Note that n,�,R are functions of .

Blockchain formalism. An abstract blockchain [132] chain is an ordered sequence of blocks output
by an honest node. Let chain[i] denote the vector of transactions contained in chain at index i. For a
given chain and non-negative integers b and b0, we use chain[b] to denote the bth block of chain (indexed
from 0), chain[: b] to denote the first b blocks, and chain[b : b0] to denote the sequence of blocks from
chain[b] to chain[b0], both inclusive. We also use chain[�b] (b 6=0) to denote the bth block from the rear
and chain[:�b] to denote chain except for the last b blocks.

We assume familiarity with the (by now) standard requirements for blockchain protocols, and refer
the reader to [91, 132, 137] for more details. Informally, for honest chains, we require (1) T -common-
prefix which allows confirmation of all except the last T blocks; (2) (T,g0, g1)-chain-growth which
signals a growth of at least T in T/g0 rounds and at most T blocks in T/g1 rounds; (3) (T,µ)-chain-
quality, which means that within any T consecutive blocks, at least µT are mined by honest nodes.
Our proofs will require these properties from previous well-studied constructions only in a black-box
way. For completeness, we also give the details in Appendix 3.8.2.

Abstract blockchain protocols directly satisfy SMR consistency and livenes (see [132, 137]). For
our purpose, we define (Twarmup,Tconfirm)-liveness as follows: If an honest node is input m by Z in
round r�Twarmup, then for any r0�r+Tconfirm and any honest node in round r0 that outputs X to Z,
m is in linearize(X ). When there is no warmup time, we simply write Tconfirm-liveness.

Random Oracle. We assume that all nodes have access to a random function H :{0,1}
⇤
!{0,1}

.
This is provided by two oracles: H(x) which outputs H(x) and H.ver(x,y) which outputs 1 if H(x)=y
and 0 otherwise. In any round, all parties can make q queries to H and any number of queries to H.ver.
An adversary A controlling p parties is allowed to make pq sequential oracle queries. Note that Z

cannot access H, but can instruct A to make queries. This abstraction follows [91, 132], and captures
the intuition that finding a proof-of-work solution is difficult, while checking the validity of a solution
is inexpensive.

Blocks. A block B is a tuple (h�1,h0,m,⌘,h), where h�1 denotes a pointer to a parent block, h0 denotes
a pointer to a reference block (an arbitrary previous block), m denotes the block record (eg., a vector
of transactions), ⌘ denotes the PoW nonce, and h denotes the hash of the current block. The reference
block is an important modeling choice since it allows B to logically follow a different block than its
preceding parent block. Notably, this allows the validity condition for a block to also be defined in
terms of the reference block, and possibly separately from the parent block. We note that h�1 =h0 in
many cases (eg., the Nakamoto protocol).

Protocols are parameterized by a hardness function p(·) that defines Dp = p() · 2
 such that

Pr⌘[H(h�1, h0, m, ⌘) < Dp] = p() for all (h�1, h0, m). Now, we define a valid block B as a tuple
(h�1,h0,m,⌘,h) where H(h�1,h0,m,⌘) = h and h < Dp. We use ⇧nak(p) to denote Nakamoto’s pro-
tocol and �

p

nak(n,�,�) = 1 to denote a Nakamoto-compliant [132] execution. For completeness, we
also provide the details in Appendix 3.8.2.

3.2.3 Order-Fairness
Background on order-fairness. An extensive number of transaction reordering and front-running
attacks [122, 63, 75], have been observed recently on real-world blockchains; in particular, in the con-
text of Decentralized Apps (or DApps) on Ethereum. While some prior protocols have attempted to
provide partial fixes for ordering attacks, KZGJ initiated the first formal study for fairness of trans-
action ordering in the permissioned setting. Informally, KZGJ defines �-receive-order-fairness (resp.

3While we model a fixed n in each round similar to most blockchain papers, we note that our model can easily be
extended to handle a varying n, using complementary techniques [89, 52] that are well understood in literature.
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�-batch-order-fairness ) as the following property: If � fraction of nodes receive as input a transaction
tx before another one tx0, then tx should be included before (resp. no later than) tx0 in the final
ordering. We emphasize (as shown in KZGJ ) that receive-order-fairness is a strictly stronger order-
ing property than previously considered notions like censorship resistance, random leader election,
threshold encryption etc.

While KZGJ studied fair transaction ordering in the permissioned setting, since almost all of the
aforementioned real-world attacks are on permissionless systems, it is important to extend the order-
fairness definition to the permissionless setting. We will do exactly that in this section. In Section 3.7,
we compare our fairness definition with other related ordering notions.

Choosing an order-fairness definition in the permissionless setting. Consider two transac-
tions tx and tx0. First, we note that in the permissionless setting, nodes that are spawned far later
(eg., after tx and tx0 are output), will receive tx and tx0 in the same round (see the input synchrony
definition). Consequently, we cannot naïvely use the same order-fairness definition from the permis-
sioned setting, since the antecedent will never be satisfied making the definition vacuous. Instead, we
only consider the first time that the n nodes in the system receive either transaction, corresponding
to the initial propagation of the transactions.

Let S be the set of these nodes. We say that a node has received tx before tx0 if it has either (1)
received tx but not tx0 or (2) received both transactions and received tx in an earlier round than tx0.
Now, if a large fraction (parameterized by �) of nodes in S have received tx before tx0, then intuitively,
tx should be preferred over tx0. For receive-order-fairness (resp. batch-order-fairness ), this means
that the final log will contain tx before (resp. no later than) tx0. Henceforth, for brevity, when we say
that the final log contains tx before tx0, we also include the scenario where the log only contains tx.
Permissionless order-fairness is formalized in Definition 12.

Definition 12 (Order-Fairness). For a given view in the support of EXEC⇧
(A,Z,), we define �-

receive-order-fairness (resp. �-batch-order-fairness ) as follows: For two transactions tx and tx0, let
r be the first round such that at least n nodes alive in round r, have received either tx or tx0. Now, if
� fraction of those nodes have received tx before tx0 as input, then for any round t�r, and any node i
that is honest in round t and outputs X , the final linearly ordered log, linearize(X ), either (1) contains
neither transaction; (2) contains only tx; or (3) contains tx before (resp. no later than) tx0.

We say that a protocol satisfies order-fairness if it satisfies the above, except with negligible proba-
bility over a random view.

Similar to KZGJ , the batch relaxation is used since KZGJ found that receive-order-fairness is
impossible to achieve except in very specific settings. Note that for batch-order-fairness , transactions
within a batch can still be totally ordered for execution; the only difference is that ordering within a
batch is no longer considered unfair. The relaxation also is somewhat minimal in the sense that it is used
on when the stronger notion is impossible. We provide more details in Section 3.4 and Appendix 3.9.

3.3 Fair Ordering Protocols

We describe the details for two fair ordering protocols, ⇧mod and ⇧multi, that each satisfy consistency,
liveness, and batch-order-fairness in the permissionless setting.

Hammurabi design. To better motivate our design, we first take a step back to look at transaction
ordering in standard Nakamoto consensus. Here, when the adversary mines a block, it has full control
over the inclusion, exclusion, and ordering of transactions in the mempool. This essentially results
in an ephemeral ordering centralization. To achieve fairness, we need to somehow decentralize the
ordering process; this forms the basis for our design.

Our constructions follow the same outline. Through PoW mining, nodes mine d semantic chains,
each of which represents a separate transaction ordering. We use the term semantic since the trans-
action ordering within different blocks can be logically linked even if the blocks themselves are not in
the PoW sense. All transactions will be mined once into each of the semantic chains, with the overall
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Figure 3-2: Pictorial representation of ⇧
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fair ordering being extracted from the different orderings. The intuition is that an adversary will not
be able to manipulate the ordering within a majority of chains. For our protocols, d is a function only
of the security parameter  and not of the number of nodes.

In the subsections that follow, we describe how our two protocols form these semantic chains. For
now, we assume access to an algorithm Aequitas(·) that extracts a fair final ordering from the semantic
chains. Later, in Section 3.4, we distill the key structure of the protocol from KZGJ [104], and prove a
novel player replaceability lemma which will allows us to implement Aequitas(·) in the permissionless
setting.

3.3.1 Modulo-T Longest Chain Protocol
We start with a basic order-fair protocol ⇧

,T

mod which uses a single PoW-style longest chain, where 
is the security parameter, and T is the modular parameter. The protocol uses d=T semantic chains
but we use T here since it also corresponds to the consistency parameter of the underlying chain.

Protocol description. In ⇧
,T

mod, nodes mine a single PoW chain. For a given chain, chain[b] is
considered to logically follow chain[b�T ], despite its PoW hash following chain[b�1]. In other words,
the PoW chain will be split into T same semantic or “modular” chains, with blocks in the same index
modulo T (e.g., indices 1, T +1, 2T +1 and so on) describing a single transaction ordering. To obtain
the fair ordering, Aequitas(·) will be run on the semantic chains in the confirmed part of the PoW chain.

For a given chain, let Tb be the set of transactions that were first seen in block chain[b]. Now, if
chain[b] was honestly mined, then the first honestly mined block after chain[b] in each modular chain
should contain these transactions. In other words, all honest nodes can reject blocks in the range
chain[b+1 : b+T �1] that do not contain all transactions in Tb. Consequently, in a valid chain, the
record m in any block chain[b] should be such that

S
b�1
i=b�T+1Ti ✓ m. Figure 3-3 contains a detailed

description of ⇧mod and Figure 3-2 contains a simplified pictorial representation.

Valid chain. A chain is valid iff (1) chain[0] = genesis = (0,0,?,0,H(0,0,?,0)) is the genesis block;
(2) chain[b].h�1 =chain[b�1].h for all b2{1,···,|chain|}; (3) chain[b].h0=genesis.h for b2{1,...,T} and
chain[b�T ].h for all b2{T +1,···,|chain|}; and (4)

S
b�1
i=b�T+1Ti✓chain[b].m for b2{1,···,|chain|}.

Modular chains. For a given valid chain, we say that two blocks chain[b] and chain[b0] where b,b0 are
positive integers are in the same modulo-T chain if b⌘b0 modT . The genesis block, chain[0] is assumed
to be included in all modular chains. We use modularize(chain,T ) to denote the operation of splitting
chain into modulo-T chains. Specifically, the output of modularize(chain,T ) is L=[List1,...,ListT ] such
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⇧,T
mod(p)

Initialize: chain = genesis; TxPool=;

Upon receiving a valid chain
0 such that |chain0|> |chain|:

• Set chain :=chain
0 and output any newly seen transactions to Z.

In round r, upon receiving txs from Z:
• For each tx in txs, add (tx,r) to TxPool.

• Set h�1 to be the reference of chain[�1] and h0 to be the reference of chain[�T ] if |chain|>T otherwise set
h0 to be the reference of chain[0]. Suppose that chain[�1] belongs to modular chain j.

• Let txincludes be the transactions in TxPool that are not any block in modular chain (j+1 mod T ), ordered
by increasing round number.

• For i=1 to q:

– Pick a random nonce ⌘ and let h=H(h�1,h0,txincludes,⌘).

– If h<Dp, then set chain :=chaink(h�1,h0,txincludes,⌘,h), broadcast chain and break.

• Let L=[List1,...,ListT ]=modularize(chain[:�T ],T )

• Output L to Z. The final linearly ordered log output is taken as linearize(L).

linearize(L)

• Output Aequitas(L).

Figure 3-3: Protocol ⇧
,T

mod

that Listj concatenates the transaction orderings in all chain[b] where b⌘j mod T . We will use ref=h0

to point to the previous block in the same modular chain.

Dynamic corruption. Recall that we restrict A to be (⌧,R)-respawning, i.e., at most ⌧n nodes can
be killed within any R round period. Now, for ⇧

,T

mod, we will choose R such that, except with negligible
probability, R is larger than the time it takes for a transaction tx to be confirmed in all modular chains.
It turns out that choosing R to be larger than the time to mine 5T/2 blocks suffices.

Compliant parameters. Wedefine a compliance predicate for⇧mod(p) as�
p

mod(n,�,�,�,T,⌧,R)=1

if n,�,T,R are polynomials in ; the parameters �,�,⌧ are constants such that �� (� +⌧) > 2
3 ; and

for all , �
p

nak(n,�,�) = 1, ⇧nak(p) satisfies T -common-prefix and (T,µ > 1
2 )-chain-quality, R� 5T+2

2g0
where g0 is such that ⇧nak(p) also satisfies (T,g0,·)-chain-growth.

Theorem 5. Consider parameters such that �
p

mod(n,�,�= 1,�,T,⌧,R) = 1. Then, ⇧
,T

mod(p) satisfies
consistency, R-liveness, and �-batch-order-fairness for (n,�,�,⌧,R) environments.

We provide an overview of the proof technique in Section 3.5 and defer the full proofs to Ap-
pendix 3.11.3. In Appendix 3.10.1, we also describe a variant that can tolerate any minority corruption
using Fruitchains [133] as the underlying chain. We now state the main result for ⇧mod.

3.3.2 Multi-Chain Protocol
We now introduce the protocol ⇧

,d

multi (where d is the parallelization parameter), that uses multiple
parallel Nakamoto chains.

Overview. Intuitively, in ⇧
,d

multi, honest nodes will mine d PoW chains in parallel, with each of the
parallel chains serving as a semantic chain (i.e., an ordering for transactions). Similar to the single-
chain protocol, Aequitas(·) will now be run on the confirmed parts of each of the d chains. For simplicity,
we will analyze the protocol only for � =1 and �=1. Following [134], we also use p=⇥(1/n) as the
hardness parameter to make the per round mining rate f = pqn, be ⇥(1) in . Figure 3-5 details our
protocol and Figure 3-4 contains a simplified pictorial representation.
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d-for-1PoWmining. Tomine blocks, we use a d-for-1mining technique, similar to the one from [28],
which generalizes the 2-for-1 trick from [91, 133]. Abstractly, nodes will simultaneously mine transac-
tions on all d chains, and the chain to which the block gets appended to will depend on the hash value.

For this, we will slightly abuse the notation for blocks from Section 3.2.2. Specifically, a block will
be a tuple (h�1,h0,m,⌘,h) where h�1 will be a list of parent blocks on all d chains, h0 will be a list of
reference blocks on all d chains, and m is the list of transactions to be (potentially) appended to each
chain. This is called a superblock in [28] but for simplicity, we use the same formalism of a block. For
our purpose, we will have h�1 = h0. We will use a random oracle H that outputs d bits (instead of
). For hardness parameter p(), define Dp =p()·2

. For a block with hash h=H(h�1,h0,m,⌘), we
will say that it is “mined into chain i”, if h(i) < Dp where h(i) is the substring of h in range (i�1)
to i�1. Considering different output bits for different chains allows us to make the mining for each
chain independent although it does increase the size of the random oracle output. A block can be
propagated to the rest of the network as part of the chain it gets mined in. For simplicity, we assume
that the entire block is propagated, but note that in practice, similar to [28, 133], only the data relevant
to its chain can be included, along with a commitment to the other discarded data.

Compliant parameters. We define a compliance predicate �
p

multi(n,�,� = 1,� = 1,⌧,R,d,W ) = 1

if n,R,W are polynomials in  with p = ⇥(1/n); �,⌧ are constants such that � +⌧ < 7�
p

17
16 ; and for

all , �
p

nak(n,�,�) = 1, and there exists T = T () such that ⇧nak(p) satisfies T -common-prefix and
(T,µ > 1

2 )-chain-quality, and R()�
3T+2
2g0

where g0 is such that ⇧nak(p) also satisfies (T,g0,·)-chain-
growth. Furthermore, W =⇥() and d=⇥().

We will require R to be longer than the time it takes to mine 3T
2 blocks in each chain. This will

allow for tx to be mined and confirmed in all chains. W denotes the warmup time of our protocol.
We can now state the main result for ⇧multi.

Theorem 6. Consider parameters such that �
p

multi(n,�,� = 1,� = 1,⌧,R,d,W ) = 1. Then, ⇧
,d

multi
satisfies consistency, (W,R)-liveness, and 1-batch-order-fairness for (n,�,�,⌧,R) environments.
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⇧
,d

multi(p)

Initialize: C = [chain1, ... , chaind] = [genesis1, ... , genesisd]; TxPool = ;; T = T () which is
!(log)

Upon receiving a valid C
0
=[chain1,...,chaind]:

• For all indices j, if
��chain0

j

�� > |chainj |, then set
chainj := chain0

j
and output any newly seen transactions to

Z.

In round r, upon receiving txs from Z:

• For each tx in txs, add (tx,r) to TxPool.

• For all indices j2{1,...,d}:

– Set both hj

�1 and h0
j

to be the reference of chainj [�1].
– Let txincludesj be the transactions in TxPool that are not any block in chain chainj ,

ordered by increasing round number.

• Define h�1 =[h1
�1,...,h

d
�1], h0=[h01,...,h

0
d
], and txincludes=[txincludes1,..., txincludesd].

• For i=1 to q:

– Pick a random nonce ⌘ and let h=H(h�1,h0,txincludes,⌘).
– If for some j, h(j)<Dp, then set chainj :=chainj k(h�1,h0,txincludes,⌘)

– If a nonce solution was found, then broadcast C and break.

• Let L=[List1,...,Listd]=extract(C)

• Output L to Z. The final linearly ordered log output is taken as linearize(L).

extract(C =[chain1,...,chaind])

• Initialize all Lj to be empty.

• For all index j2{1,...,d}, and then for all l< |chainj |�T

– Suppose that chainj [l]=(h�1,h0,txincludes,⌘,h). Append txincludesj to Lj .

linearize(L)

• Output Aequitas(L).

Figure 3-5: Protocol ⇧
,d

multi

3.4 Extracting The Fair Ordering

We now detail how to extract a fair ordering from the semantic chains. To accomplish this, we first
distill the key structure of the Aequitas protocol, as described in KZGJ , that provides order-fairness
in the permissioned setting. We generalize their techniques to be useful in the permissionless setting
we consider.
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Background on Aequitas. Consider a permissioned system with n nodes, of which at most f are
corrupt. We consider the synchronous Aequitas protocol which is parameterized by the order-fairness
parameter 1/2< � < 1 and works when n> 2f

2��1 . Roughly, Aequitas takes place in three stages that
each transaction goes through. The first two stages involve each node gossiping the order in which
they have received transactions and then agreeing on which nodes’ local orderings to use to determine
the final ordering. Intuitively, after this, all nodes have agreed on the same “data” used to order a given
transaction. The third stage, dubbed the finalization stage, then, details a non-interactive algorithm
used by nodes to extract the final ordering.

For our purpose, we abstract away the consensus components, i.e., the first two stages, and formu-
late the last stage as a finalization problem in Section 3.4.1.

3.4.1 The Finalization Problem
Before we formally define the finalization problem, we introduce some notation. For our finalization
problem parameterized by ⌥=(n,f,�), we will consider as input, n ordered lists List1 to Listn where an
entry in a list is a set of messages. While the inputs to the finalization problem are independent of any
underlying consensus problem, in the permissioned setting, intuitively, these lists describe the order
in which messages were input to a particular node. We use Listi[r] to denote the the set of messages
received by node i in round r (if i is honest). Lists corresponding to adversarial nodes, can of course
deviate arbitrarily from their true input ordering. For messages m and m0, we use the notation m�im0

if m is ordered before m0 in Listi. The goal now, is to output a list OutputList of transactions that are
ordered in a “fair” manner. We say that ⌥=(n,f,�) is admissible if 1

2 <�1 and n> 2f
2��1 . We define

a problem instance by ⇤=(⌥,L) where ⌥=(n,f,�) and L=[List1,...,Listn] indexed by 1 to n.

Definition 13 (�-Global Preference). Given ⇤ = (⌥ = (n,f,�),L), for messages m and m0, we say
that m is globally preferred over m0, denoted by m0C⇤m, if there are at least �n�f input lists Listj in
L s.t. m�j m0. We will write m0Cm when ⇤ is clear from context.

We define Condorcet cycles for non-transitivity in the global preference, which can arise from the
Condorcet paradox (see Appendix 3.9 or [104]). Intuitively, this also makes receive-order-fairness
impossible in the general case resulting in us using the batch relaxation.

Definition 14 (Condorcet Cycle). Given ⇤ = (⌥,L), we say that (m1,m2, ... ,ml) is an l-length
Condorcet cycle in L if m1C⇤ml and mi+1C⇤mi for all i2{1,...,l}.

In Appendix 3.9, we show how a static version of the finalization problem has interesting connec-
tions to voting theory. Here, we directly formulate a novel streaming version of the problem, which
better represents our setting.

Streaming finalization.

The primary difference that separates the Aequitas finalization protocol from prior work in voting the-
ory is that the list of preferences is not fully determined at the start of the protocol. In the consensus
setting, the protocol is ongoing as new transactions are continuously input to nodes4. Clearly nodes
should not have to wait for all transactions to be input to decide on the fair ordering. Here, as noted
by KZGJ , future transactions can cause changes in the condensation graph. Similarly, current trans-
actions may not have been seen sufficiently many times so far. This means that current transactions
might need to wait for future ones in order to be output in a fair order. The key technical challenge is to
identify when transactions can be delivered without compromising on their fair ordering. We formalize
this as the streaming finalization problem (Problem 1). Looking ahead, within our protocols, the d
semantic chains will correspond to lists in this problem.

For lists List and List0, we use List4List0 to denote that List is a prefix of List0. For L=[List1,...,Listk]
and L

0
=[List01,...,List

0
k
], we also use the notation L4L

0 to denote that Listj4List0
j

for all j.

4Intuitively, this is analogous to a growing list of potential candidates in an election, which is not particularly
relevant for voting theory. See Appendix 3.9 for details.
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Figure 3-6: Simple Finalization Example

Problem 1 (Strong (resp. Weak) Streaming Finalization). Consider an admissible ⌥=(n,f,�). At
each timestep r, consider as input L

r
= [Listr1, ... ,List

r

n
] such that L

r1 4 L
r2 whenever r1  r2. At

timestep r, output a list OutputListr such that:

• (Prefix-Consistency) OutputListr1 4OutputListr2 whenever r1r2.

• (Strong (resp. Weak) Fairness of ordering) For all (m,m0) such that m0C⇤m, where ⇤=(⌥,Lr
),

if OutputListr contains m or m0, then m is ordered before (resp. no later than) m0.

An algorithm F (·) solves the streaming finalization problem for an admissible ⌥ if for any valid input
sequence L

1,L2,..., for every timestep r, F (L
r
) satisfies prefix-consistency and fairness of ordering.

Note that if L 4 L
0, then m0 C(⌥,L) m implies m0 C(⌥,L0) m since for any Listj 2 L where m � m0,

the corresponding List0
j
2L
0 will also have m�m0. In other words, the fairness of ordering condition

will not contradict the prefix-consistency condition. Note that liveness is not included in Problem 1
(analogous to how delivering no transactions still satisfies “consistency” in the consensus abstraction).
Liveness will be a separate protocol requirement.

Aequitas finalization [104]. Given the n input orderings from the protocol nodes, the Aequitas
finalization stage builds a dependency graph of transactions. An edge (m,m0) is added whenever m is
globally preferred over m0. Transactions can be output, when intuitively, they can no longer have in-
coming edges from a different strongly-connected-component (see Appendix 3.9). KZGJ showed that
whenever m is globally preferred to m0, the Aequitas finalization will order m no later than m0 in the
general case, and m strictly before m0 when in a setting where there are no Condorcet cycles. In turn,
this directly implies that the Aequitas finalization solves our (weak) streaming finalization abstraction
where the input lists for honest nodes are the actual ordering of inputs from Z. For completeness,
this is also shown in Appendix 3.11.1. Our streaming formalism primarily enables us to move to the
permissionless setting through player replaceability.

For our purpose, we can abstract out the underlying protocol nodes and run the Aequitas finaliza-
tion only on the lists. In general, given ⌥ = (n,f,�) and L = [List1,...,Listn], we will use Graph⌥(L)

to denote the dependency graph and Aequitas⌥(L) to denote the resultant outputs of applying the
finalization step of the Aequitas protocol on the lists in L. We drop the subscript when ⌥ is clear from
context. Note that in the consensus context, since different nodes may construct the semantic chains
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at potentially different times, the actual dependency graph of a node will be based on the parts of
the semantic chains the node has confirmed, and therefore different nodes may have slightly different
graphs. We provide a simple example what finalization looks like in Figure 3-6. Cycles represent
non-transitive preferences that will be output in the same “batch” for batch-order-fairness . Recall
that here, transactions within a batch can still be totally ordered for execution; the only difference is
their ordering is no longer considered unfair.

Player Replaceability

So far, the input lists used for Aequitas(L) were the actual transaction input orderings (for honest
nodes) in a permissioned protocol. The key idea we use to move to the permissionless setting is to en-
able nodes to “continue” the orderings of other nodes in the system. In particular, we will fix a number
of input lists, say d, at the start of the protocol. All nodes now extend the existing transaction orderings
in these d lists. This can be done through any permissionless consensus technique (e.g., PoW, PoS etc).
The d lists can be thought of as the input orderings of d “virtual” nodes in a permissioned network. The
Aequitas finalization algorithm will now be run on the d lists to determine the final output ordering. To
allow for a seamless reduction of the permissionless problem to a permissioned one, we use a new player
replaceability lemma. Intuitively, this lemma will directly let us conclude order-fairness for our permis-
sionless protocols, by proving order-fairness for the permissioned transformation with d virtual parties.

Transformation property. The ability to use the “virtual” party transformation can be formal-
ized as a completeness property of the dependency graph. Informally, there should be an edge from
tx to tx0 in the dependency graph of any honest node whenever (tx,tx0) satisfies the antecedent of the
order-fairness definition. Note that we consider the graph built from the full output L of the node
and not the graph that it retains after delivering other transactions. This allows us to discuss an edge
between transactions even though one of them might have been delivered in the final ledger.

Property 1 (Completeness of Dependencies). Consider (n,�,�,⌧,R) and an order-fairness parameter
�. We say that ⇧ is �-dependency-complete if for any (A,Z) that satisfies (n,�,�,⌧,R)-permissionless
execution, the following holds: If (tx,tx0) satisfies the antecedent of the �-batch-order-fairness defini-
tion, then for honest node N in any round r, if N outputs L where tx0 is in all lists in L, then tx0C⇤tx
holds where ⇤=(⌥=(|L|,d |L|

2 e�1,1),L). In other words, Graph⌥(L) contains the edge (tx,tx0).

We can now describe the player replaceability lemma. We provide a simpler version that suffices for
our purpose here, but prove a more general result in Appendix 3.11.1.

Lemma 17 (Player Replaceability). Consider an (A,Z) that satisfies (n,�,�,·,·)-permissionless ex-
ecution and an order-fairness parameter �. Suppose that a protocol ⇧ is �-dependency-complete and
satisfies the following consistency-like property (from Problem 1):

• For any node N that is honest in a round r, N outputs L
r

N
=[Listr1,...,List

r

d
] to Z.

• If N is honest in any rounds r�1 and r, then L
r�1
N

4L
r

N
.

Suppose that an algorithm F (·) satisfies the strong (resp. weak) streaming finalization problem for
⌥ and that the linearize function of ⇧ is defined to be F (L

r

N
) for node N and round r. Then, ⇧ satisfies

�-receive-order-fairness (resp. �-batch-order-fairness) w.r.t. (A,Z).

Intuitively, as long as a protocol ⇧ that satisfies the specified properties (i.e., it provides a transforma-
tion to d virtual parties), the upshot of this lemma is that now, we can run F (·)=Aequitas(·) on the d
semantic chains to determine the final fair output ordering. In Section 3.5, we show why our protocols
confer to the prerequisite of Lemma 20 thereby achieving batch-order-fairness .
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3.5 Proofs

3.5.1 Overview of Proof Technique
We overview our key techniques for proving order-fairness and liveness for our protocols ⇧mod and
⇧multi. We note that the consistency of our protocols will directly follow from the consistency of the
underlying Nakamoto chain.

Order-Fairness. Recall that in our protocols, honest nodes output the semantic chains to Z in an
append-only fashion, and that the linearize(·) function (which decides the final ledger) is defined as
Aequitas(·) (which solves the (weak) finalization problem) on the semantic chains. Therefore, it suffices
to show dependency-completeness in order to use Lemma 20 and conclude batch-order-fairness . In
Appendix 3.9, we briefly remark on the potential to achieve receive-order-fairness in the permissionless
setting.

Liveness. For liveness, we start with the following faithfulness property. Informally, a protocol is
dependency-faithful if some honest node has received tx before tx0 whenever an edge from tx to tx0
exists in the dependency graph of an honest node.

Property 2 (Faithfulness of Dependencies). Consider (n,�,�,⌧,R). We say that ⇧ is dependency-
faithful if for any (A,Z) that satisfies (n,�,�,⌧,R)-permissionless execution, the following holds: For
honest node N in any round r, if N outputs L with tx0C⇤ tx where ⇤=(⌥=(|L|,d |L|

2 e�1,1),L), then
there is at least one honest node that has received tx before tx0 as input from Z. In other words, if an
edge (tx,tx0) exists in Graph⌥(L), then some honest node must have received tx before tx0.

Now, through Lemma 18 (full proof in Appendix 3.11.2), we show that if a protocol is dependency-
faithful, then when �=1, if transactions tx and tx0 (even adversarial) are in the same Condorcet cycle,
then they cannot have been received far apart. In other words, a transaction does not have to wait for
an arbitrary length of time to ensure that it does not get combined with a later transaction in the same
strongly connected component of the dependency graph. Consequently, this will enable transactions
to be delivered in a bounded length of time satisfying liveness. Note that the specific liveness bound
will be dependent on the actual protocol.

Lemma 18. Consider (n,�,� = 1,⌧,R) and suppose that a protocol ⇧ is dependency-faithful (Prop-
erty 2). Suppose that some honest node in round r outputs L where tx and tx0 are in the same Condorcet
cycle. Let r,r0 be the first round that some honest node has received tx and tx0 respectively. Then r=r0.

To summarize, it will be sufficient to show that are protocols are both dependency-completeness
and dependency-liveness.

3.5.2 Proofs for ⇧mod

We first note that consistency of ⇧
,T

mod comes for free (when � < 1
2 ) from the consistency property of

Nakamoto’s blockchain since we use a single PoW chain. For batch-order-fairness and liveness, we show
that ⇧

,T

mod is both dependency-complete and dependency-faithful. This is a relatively straightforward
consequence of the chain-quality of the underlying ⇧nak. Here, we sketch the proof for � =1, and defer
the general result and full proof to Appendix 3.11.3.

Completeness proof sketch. Consider (tx,tx0) such that all honest nodes received tx before tx0.
Let chain[b] be the first block that contains either tx or tx0. Note that all blocks in chain[b :b+T�1] will
also contain at least one of tx and tx0, thereby fixing the ordering between them in all semantic chains.
Now, by chain-quality of the underlying ⇧nak, more than half of the the blocks in chain[b :b+T�1] are
mined by honest nodes, i.e., will include tx earlier. Consequently, any honest dependency graph will
contain the edge (tx,tx0).
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Faithfulness proof sketch. Suppose that an honest dependency graph contains the edge (tx,tx0)
(i.e., tx0 C tx holds). Let chain[b] be the first block that contains either tx or tx0; the blocks in
chain[b : b + T � 1] then order the transactions in all semantic chains. Now, more than half of the
semantic chains contain tx earlier but by chain-quality of the underlying ⇧nak, less than half of them
can be adversarial. Therefore, at least one honest node has mined a block with tx ordered earlier.

3.5.3 Proofs for ⇧multi

Once again, consistency comes for free (when �< 1
2 ) from the consistency of the underlying PoW chains.

To prove order-fairness and liveness, we first define a cross-chain-quality as Property 3, and show that it
implies both dependency-completeness and dependency-faithfulness for ⇧multi. Finally, we show that
⇧multi satisfies cross-chain-quality. The proofs for ⇧multi are arguably more involved than those for
⇧mod andwe provide only a brief sketch here. The full proofs are deferred toAppendices 3.11.4 and 3.12.

Property 3 (Cross-Chain-Quality). For a given view and tx, let Btx be the set of blocks that contain
tx for the first time in the confirmed part (i.e. chainj [:�T ]) of each of the d chains. Then, more than
half of the blocks in Btx were mined by honest nodes.

Cross-chain-quality implies dependency-completeness anddependency-faithfulness (Lemma24).
We prove this by contradiction. For any tx and tx0, we consider all the possibilities for how the trans-
actions are mined in a given chain (e.g., by an honest or adversarial node) and how they were ordered
in that chain (e.g., tx before tx0, tx after tx0, or at the same time). Then, we use a simple combinatorial
argument to show that if dependency-completeness or dependency-faithfulness were not satisfied, then
either tx or tx0 would be need to be mined by the adversary in at least half of the parallel chains which
contradicts cross-chain-quality.

Intuitively, this proof can be thought of as a generalization of the idea used to prove complete-
ness and faithfulness of ⇧mod; specifically, cross-chain-quality now plays an analogous role to the
chain-quality property of ⇧nak used earlier in the proofs for ⇧mod.

Cross-chain-quality proof (Appendix 3.12) The bulk of the technical novelty lies in showing
that ⇧multi satisfies the cross-chain-quality property. Roughly, we employ the following strategy. First,
for a chain i and round r, we construct an event Vi[r] such that whenever Vi[r] holds, any transaction
that is first seen by honest nodes at round r will be mined into an honest block. Next, we show that for
a sufficiently small hardness parameter, the probability that this event happens, i.e., the transaction
is mined into an honest block is more than 0.5. This means that by setting the number of chains to
be large enough, we can now use the Chernoff bound to conclude that the transaction is contained in
honestly mined blocks in more than half the chains, except with negligible probability. Equivalently,
the cross-chain-quality property will be satisfied, except with negligible probability. Our proof makes
novel use of techniques from the queuing theory literature and may be of independent interest. We
point the reader to [79, 96] for a useful primer on the techniques we use.

To bound the probability for the event Vi[r], we break it into two independent events V 1
i

[r] and
V 2
i

[r] as follows:

• V 1
i

[r] is the event that in round r, there is no private adversarial chain that is longer than the
chain i.

• V 2
i

[r] is the event that the first block mined in chain i after round r is honest and the block
persists in the chain forever (except with negligible probability).

At a high level, under the event Vi[r], if a transaction is first seen in round r, then it will be contained
in the first honest block mined after round r in chain i and it will persist. Now, we use techniques from
queuing theory to compute the probabilities for each event. We highlight the non-triviality of comput-
ing the probabilities—primarily due to the possibility of adversarially propagated transactions. These
are transactions that the adversary generates but does not immediately broadcast, instead attempting
to first mine them into several parallel PoW chains. Abstractly, we need to carefully consider the
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scenario where an adversary privately mines a transaction onto several chains before releasing all the
mined blocks at once, thus giving it a head start before honest nodes even see this transaction. We
need to prove that even with such a head start, in more that half of the parallel chains, the transaction
will be contained in an honestly mined block.

To compute the probability for V 1
i

[r], we first formulate the event as a discrete-time Markov chain
(DTMC) and then show it to be positive recurrent and irreducible. We do this in order to use the
ergodic theorem [96] and relate P (V 1

i
[r]) to the stationary distribution of the DTMC. Finally, we use

z-transforms to compute the stationary distribution probability. For V 2
i

[r], we first model the event
as a one-dimensional random-walk which counts the difference between the number of honest blocks
and the number of adversarial blocks mined in a given period. P (V 2

i
[r]) can now be formulated as

the probability that the random walk starting from an initial positive state never goes to zero (after a
small warmup period). We use z-transforms to compute the random-walk probabilities.

3.6 Applications

3.6.1 Zero-Block Confirmation

We show how fair ordering protocols can confirm non-conflicting transactions without mining a single
block in the synchronous setting. We start by defining a soft-ordering property.

Definition 15 (�-Soft-Ordering). A protocol ⇧ satisfies �-soft-confirmation if the following property
holds: If, an honest node receives tx in round r and tx0 in a round greater than r+�, then the final log
contains tx before tx0.

Now, define conflict(tx,tx0) = conflict(tx0,tx) = 1 if tx and tx0 conflict with each other according
to some semantic (e.g., spend the same tokens in a UTXO system). If two conflicting transactions
are present in the output chain, only the first one will be executed by honest nodes to determine the
current system state. Suppose that a node N receives tx in round r and is honest till at least round
r+�. If N does not receive any tx0 such that conflict(tx,tx0)=1 till round r+�, then all honest nodes
will output tx before any conflicting tx0, and thus tx will be confirmed in the finalized ledger (due to the
�-soft-ordering property). This gives rise to a primitive that can be used to soft-confirm transactions.
If � is small, no blocks containing tx will be mined by this time, yet N will be able to soft-confirm tx,
i.e., we get zero-block confirmation. Finally, we note that a transaction submitted by an honest node
will not have any conflicting transactions at a future time, and thus can be confirmed by any other
honest node within � rounds.

It is easy to see that receive-order-fair protocols will satisfy 2�-soft-ordering since transactions
received more than 2� apart will always be such that all nodes receive the first transaction before the
second. Consequently, they also provide zero-block-confirmation. Note that the probability that a
soft-confirmed transaction is not valid in the finalized ledger is the same as the probability that the
protocol does not satisfy order-fairness, which is negligible in .

Theorem 7. If ⇧ satisfies �-receive-order-fairness w.r.t. (A,Z) with network parameter �, then it
also satisfies (2�)-soft-ordering.

Remark 3. Although our protocols satisfy batch-order-fairness , and not receive-order-fairness, when
� = 1, they will satisfy (2�)-soft-ordering since any Condorcet cycle cannot extend past this time
(Lemma 18), and therefore we still get zero-block-confirmation.

Soft ordering as Hamiltonian paths. While the previous application of soft-ordering allows fast
confirmation of non-conflicting transactions, we provide another angle in terms of the possible order-
ings the final log could contain. For this, we relate possible final orderings to Hamiltonian paths in a
graph built only using a node’s local ordering. We defer the details to Appendix 3.11.6.
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Network considerations. While soft-ordering is an easy corollary of order-fairness, we emphasize
that is not a direct artifact of network synchrony in a permissionless setting. Even when transactions
are gossiped and reach all nodes within a synchronous � period, soft-confirmation within a small delay
cannot be done if the underlying consensus protocol is not fairly ordered. For instance, suppose that a
node N received tx in round r and a conflicting tx0 in round r+2�+1, i.e. all nodes receive tx before
tx0. Still N cannot soft-confirm tx, since a miner proposing a block with tx0 first may not be rejected
by the network (since in the view of a honest node who receives tx in round r+� and tx0 in round
r+�+1, it is plausible that other nodes have received tx0 first.)

Larger soft-confirm values (small enough to still be zero-block) do not work either. Even if it is com-
mon knowledge for the current nodes that everyone received tx before tx0, the rejection of an adversarial
miner’s block with tx0 first, will require this additional information. This means that the determination
of whether a chain is valid is no longer only dependent on the transactions in it. Consequently, when
new nodes enter the system, they will not be able to determine the correct honest chain to mine on.

Another concern is nodes not gossiping double-spends as a mechanism to prevent DoS attacks.
Fortunately, gossiping only the first instance of double-spend for a token is sufficient for an honest
node to know not to locally soft-confirm a transaction; other double-spends for the same token need
not be gossiped to the entire network. This allows us to retain our zero-block-confirmation property
will still ensuring that flooding the network will not cause a DoS attack. It also does not affect honest
transactions which are not double-spent.

Decentralized finance. The use of fair ordering protocols can greatly benefit decentralized finance
applications. Consider automated market makers (AMMs) like Uniswap [14], Curve [9], etc., that
allow users to exchange between tokens using an in-built price function to calculate the exchange rate.
Here, the token exchange price that a user gets depends on the time her transaction executes. Using
a fair ordering protocol can guarantee that users receive a fair price for their trades. Furthermore, it
will also prevent miners from inserting their own transactions to take advantage of short-term changes
in token exchange rates.

Order-fairness also grants fairness to applications whose incentives are based on earlier ordering.
For example, in sealed-bid auctions, bids submitted before the auction close time cannot be forcefully
rejected by a miner claiming to have received them later. Similarly, in an initial coin offering (ICO)
token launch, if the developer wants to provide a cheaper rate for the first 1000 tokens, it will be able
to do so in a fair “first come first serve” manner.

3.7 Related Work

We describe related works in this section. The SMR abstraction has been studied in literature for
several decades but almost no prior permissioned protocols, and no permissionless protocols considers
any notion of fairness in transaction ordering.

Fair ordering protocols. Very little research has been done on fair ordering consensus protocols.
Hashgraph [29] provided an informal description of a first-in-first-out (FiFo) transaction ordering
property. KZGJ [104] formally defined (receive)-order-fairness (resp. batch-order-fairness ) as the
property of ordering tx1 before (resp. no later than) tx2 globally if a large fraction of nodes (param-
eterized by �) received tx1 before tx2 in their local ordering. KZGJ provided permissioned protocols
that achieved their definitions. Concurrently to KZGJ , works by Kursawe [110], and Zhang et al. [167]
gave an alternative definition for ordering fairness which we compare below. Here, the fair ordering
problem is tackled at a pre-protocol stage, i.e., the ordering is determined independently and before
the actual consensus protocol is run.

Comparison to other fairness definitions. Kursawe [110], and Zhang et al. [167] independently
defined a different notion of fair ordering (called timed relative fairness in [110] and fair-linearizability
in [167]) in the permissioned setting where tx1 is ordered before tx2 if all honest nodes have seen tx1 be-
fore any honest node has seen tx2. A similar property was also stated as a desideratum in [87] although
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no protocols achieving this property were given. Note that this is strictly weaker than the receive-order-
fairness property from KZGJ and in Section 3.2.3. Further we find that its antecedent can easily made
false, and therefore it is not enough to prevent natural order-manipulation attacks. This is because
it enforces no guarantees on transactions whose receive times are globally interleaved. An adversarial
transaction that attempts to front-run an honest user transaction, will end up getting interleaved with
the user transaction in its receive times. Consequently, for most practical attack vectors, the antecedent
of fair-linearizability will be false, making the definition vacuous and not particularly useful. We also
note that this definition lacks a parameterization by �, compared to the order-fairness definition.

Another natural definition is based on median timestamps; specifically, tx1 is ordered before tx2

if the median receive time for tx1 is smaller than that for tx2. However, KZGJ showed that that this
does not model a FIFO notion as a single adversarial node can cause tx2 to be ordered earlier even
when all nodes have received tx1 earlier.

We therefore chose to extend the order-fairness definition from KZGJ . We emphasize however,
that our techniques are general enough to be adapted to provide other notions of fair ordering.

Alternate ordering techniques. We compare the general idea of fair ordering protocols with
several prior techniques used to constrain adversarial influence over transaction ordering.

Censorship Resistance. An extensive line of research ([91, 132, 133] among others) in the past few
years has considered the consensus problem in the permissionless setting. By design, most permis-
sionless protocols achieve censorship resistance, which ensures that any transaction submitted by an
honest user will eventually be confirmed by the network. Despite this, no guarantees are provided on
how the transaction is eventually ordered.

Content Hiding. Some protocols make the use of threshold encryption [41, 143, 23, 126], or a
commit-and-reveal scheme [37, 22], to order transactions before their content is revealed in an attempt
to prevent adversarial ordering. In practice, thismight still not prevent censorship and reordering based
on transaction metadata (user identifier, client IP address etc) or front-running based on information
received through side channels from colluding clients [104]. Furthermore, an increasing number of
attacks (e.g., displacement [75] and certain backrunning [122]) do not depend on transaction contents
and therefore will not be stopped by these techniques.

Random Ordering. It is important to distinguish a protocol that chooses a random ordering from
a protocol that chooses a fair ordering. A random ordering protocol chooses a random ordering of
transactions in the current pool, in an attempt to avoid any adversarial manipulation. On the other
hand, a fair ordering protocol will guarantee that transactions which arrive earlier will be sequenced
earlier by the network (instead of in a random order). Even in a hypothetical perfect random ordering
protocol where no metadata or side-channel information is leaked and where adversarial miners are
provably forced to choose a random ordering of transactions in the mempool, there is still a 50% chance
that an adversarial transaction gets ordered before an honest one even if the honest one was propagated
earlier. In addition, the adversary can flood the network with many transactions to exponentially
increase the probability that at least one is ordered before the honest transaction (e.g., clogging
attacks [139]). We highlight that even if the adversary has no control over the ordering of transactions
in the pool, it is able to implicitly influence the ordering by introducing its own adversarial transactions.

Random ordering is especially problematic if the adversary can use user transaction metadata to
construct its own transaction, or if the adversarial transaction does not need to depend on the contents
of any honest user’s transaction (e.g., displacement attacks [75] where the adversary wants to be the
first one through the door to for instance, buy an asset with only limited quantities available, or get the
best price in an auction). This is not a hypothetical problem as such a flooding attack was performed
during the BZRX token launch [122] to guarantee a better token buy price for the adversary. Therefore,
a random ordering protocol is not sufficient to prevent order-manipulation attacks. In contrast, our
fair ordering protocols ensure that an adversary cannot tip the scales in its favor by creating many
transactions.

Other unrelated uses of fairness. The term fairness has been used previously in literature for
properties unrelated to ours. In permissionless consensus literature, one common use case is for PoW
block mining; it requires that an honest node’s rewards be proportional to its relative computational
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power, which restricts adversarial selfish mining [77]. This notion of fairness was first defined by Pass
and Shi [133] and achieved by their Fruitchains protocol. We will call this property mining-fairness to
distinguish it from our notion of order-fairness. A similar notion is also considered in the permissioned
setting [113, 126] where fairness is defined in terms of the opportunities each participant gets to append
transactions to the ledger. Abstractly, this is equivalent to choosing a random node (or committee)
to append the next block to the ledger. We highlight that this still does not provide any form of fair
transaction ordering since malicious nodes can still reorder transactions at will in the blocks that they
propose. Fairness has also been used in the context of robustness—guaranteed output—for example
in [22, 116].

Latency reduction methods. Reducing the confirmation latency of longest-chain protocols has
been the subject of intensive recent research [82, 166, 114, 28]. Two particularly relevant works,
Prism [28] and Ledger-Combiner [82], also use multiple parallel chains to achieve faster confirmation.
They can confirm honest transactions within a constant multiple of the network delay �, much faster
than Bitcoin, where the latency is a multiple of the security parameter. However, in both methods,
the constants are large and become worse as the adversarial power increases. Other methods [114, 137]
offer low latency only under optimistic conditions, and fall back to standard Bitcoin latency when
there are any adversarial actions. In comparison, our soft-confirmation method can confirm honest
transactions in 2� rounds independent of the tolerable adversary ratio or whether there is an active
attack. Conceptually, our soft-confirmation method can confirm transactions that are yet to get into
any block, which is impossible with the other methods. Surprisingly, Ledger-Combiner, which was
specifically designed to get low latency when combining transactions from multiple ledgers is slower
than the soft-confirmation our constructions achieve as a byproduct. Recent work in distributed sys-
tems [31] has shown how to utilize “non-skipping time-stamps” to locally commit transactions as soon
as nodes know that no conflicting transaction can be ordered earlier, and termed this property clair-
voyance, emphasizing the look-ahead ability. [31] proposes protocols that achieve clairvoyance, but
are specific to the permissioned setting, and even there, are not designed for, and hence do not achieve,
our stronger definition of fair ordering.

3.8 Model (cont.)

3.8.1 Network Model Intuition
We delve into the subtleties of our network modeling that were deferred from the main body. Stan-
dard formalism for consensus protocols models a single communication network amongst consensus
nodes. Informally, network synchrony here implies that any message sent by an honest node reaches
its intended recipient(s) within some known fixed amount of time (or rounds) �. Usually transactions
from clients are assumed to originate either from a consensus node or input by the environment Z.

The order-fairness formalism from KZGJ , however, models two separate networks: an external
network (which models the communication channel between system users and protocol nodes), and
the internal network (which models the communication network amongst protocol nodes and is the
standard one considered in literature). Furthermore, the model assumes that transactions are sent
by clients to all nodes (modeled as inputs given by Z), and that the adversary only controls network
delivery for the internal network. Synchrony in the external network is defined as the property that
any transaction input to one node (by Z) is input to all other modes within some known time �ext.
In practice, this is the assumption that a client’s connection to any particular node is not much slower
than its connection to others.

Such a modeling was crucial for their purpose because each consensus node needed to have an
unmolested view of its transaction input ordering. For example, the first node that receives a client
transaction should not be able to adversarially insert its own transaction and quickly gossip it to other
nodes in an attempt to get it sequenced first. This is a form of “front-running” as described in [63].
The assumption that the adversary does not control the external network takes care of this problem.
However, this puts the onus on the client to send its transaction to all nodes instead of just a few. While
this is a perfectly reasonable assumption in a permissioned network where the nodes are known, it is
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difficult to justify it in a permissionless network, where nodes change over time and transactions usually
propagate through a gossip-style network. Here, arguably there is no way to get around nodes inserting
their own transactions during the gossip. Nevertheless, we emphasize that this still retains the notion
that a transaction that is seen by a majority of the network first, should be sequenced first. We note that
the permissioned formalism in KZGJ could very well have modeled a single network, but the additional
modeling of the external network allowed an honest node’s input ordering to be completely independent
of the adversary. In practice, in a permissionless network, clients should send their transactions to as
many nodes as they can so that most nodes receive them in an order not influenced by the adversary.

Another upshot of modeling two separate networks in KZGJ was that a transaction claimed by
an adversarial node would not be considered by an honest node unless the transaction was received
from the environment i.e. an honest client. This works well since now, an adversary cannot influence
the global state by creating bogus transactions. Unfortunately, in a permissionless Proof-of-Work
protocol, transactions can also be gossiped by mining a block that contains it and propagating the
block through the network. It is difficult to determine the final ordering simply based on the local
input orderings of all the nodes from clients (like was done in KZGJ ) since participating nodes may
constantly change in a permissionless system. On the other hand, if transaction orderings are based on
the ordering in the ledger, it could potentially enable an adversarial transaction (that was not input to
any honest node), to be sequenced earlier simply by being placed earlier in the ledger. To get around
this, informally, we force the environment to deliver transactions included in the ledger to all nodes as
input which allows us to talk meaningfully about transaction ordering. This is captured in the ledger
synchrony part of the definition

All of this ends up blurring the distinction between the internal and external network from KZGJ
, leading us to model a single communication network.

3.8.2 Standard Blockchain Formalism
For completeness, we include the standard abstract formalism for blockchain protocols. An abstract
blockchain chain is an ordered sequence of blocks where chain[i] is a vector of transactions contained
in chain at index i. We define the requirements for an abstract blockchain next.

Definition 16 (Abstract Blockchain Requirements). Except with negligible probability over a random
choice of view in the support of EXEC⇧

(A,Z,), the following need to hold:

• (T -Common-Prefix) If chainr and chaint are two honest chains (possibly from the same node) in
rounds r and t respectively, and r t, then chainr[:�T ]� chaint. This will allow us to confirm
all except the last T blocks in chain.

• ((T,g0,g1)-Chain-Growth) Let chainr and chaint be two honest chains (possibly from the same
node) in rounds r and t respectively such that r t.

– (Consistent length) If t�r+�,
��chaint

��� |chainr|.

– (Chain growth bounds) If g0 · (t � r) � T , then
��chaint

�� � |chainr| � bg0 · (t � r)c. If
g1 ·(t�r)�T , then

��chaint
���|chainr|dg1 ·(t�r)e.

• ((T,µ)-Chain-Quality) If chain is honest, then for any T consecutive blocks, at least µT blocks
were mined by honest nodes.

Security of Nakamoto’s protocol [132]. We recall the main properties for Nakomoto’s PoW pro-
tocol. Consider Nakamoto’s protocol ⇧nak(p) with hardness parameter p(·). Let ↵ be the probability
that some honest nodes mines a block in one round and let ⌫ be the expected number of adversarial
blocks mined in one round. Different quantities are considered for honest and adversarial nodes since
any honest chain can grow by at most one block in any round while an adversary, who can query the H
sequentially can append more than one block. Then, ↵=1�(1�p())

(1��)qn and ⌫ =�qnp() [132]5.
Define ↵0 = ↵

1+↵� . Define a Nakamoto-compliance predicate, denoted by �
p

nak(n,�,�) = 1 if for all

5We consider q queries to H per round for each node whereas [132] considers a single query.
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, there is some � > 1 such that ↵(1� 2(� + 1)↵) � �⌫. Then, in any environment that satisfies
the Nakamoto-compliance predicate, or equivalently, for a sufficiently small hardness parameter, any
T0 =!(log), and any constant ">0, ⇧nak(p) satisfies T0-consistency; (T0,g0,g1)-chain-growth where
g0 = (1�")↵0, g1 = (1+")qnp; and (T0,µ) chain quality where µ = 1� (1+") ⌫

↵0 . Note that all these
quantities are functions of .

Proof simplifications. To make our proofs cleaner, we will make the following standard simplifi-
cations.

• (Simplification 1) (Mining is much slower than block propagation.)
When the hardness parameter is sufficiently small, (e.g., when pq is small compared to 1/n),
we have ↵⇡ q(1��)np. Therefore, by the union bound, the probability that no honest block
is mined in � rounds is at most (�)↵. If this is small, then with overwhelming probability, no
other honest blocks are mined in the time it takes for an honestly mined block to be propagated
to other nodes. This is reasonable since network propagation in Bitcoin is a few seconds, while
a new block is mined roughly once every 10 minutes. For sufficiently small hardness parameter
p(·), Pass et al. [132] showed that this happens with overwhelming probability in their proofs.
We note that some prior works (eg., Prism [28]) also directly make a similar assumption.

• (Simplification 2) When the hardness parameter is sufficiently small, ⌫

↵0 is well approximated
by �

1�� , and therefore µ = 1� (1+") ⌫

↵0 is well approximated by 1� (1+") �

1�� . Then, for any
� < 1

3 , there will exist some "0 such that ⇧nak satisfies chain quality with µ> 1
2 . Specifically, for

any ✏>0 and � =1/3�✏, let 0< "0 <1�
2+3✏
2�✏ . Then, ⇧nak satisfies (T0,µ0)-chain quality where

T0 =!(log) and µ0 > 1
2 . In other words, in any T0 consecutive blocks, the majority of blocks are

mined by honest miners. In our proofs, we will directly use majority-chain-quality when �< 1
3 .

3.9 Connecting Aequitas Finalization to Voting Theory.

We start by describing a simpler static version of the finalization problem.

Problem 2. (Strong (resp. Weak) Static Fair-Order Finalization) Consider an admissible ⇤=(⌥,L)

as input. Output a list OutputList containing all valid messages in L such that m is ordered before (resp.
no later than) m0 in OutputList if m is globally preferred over m0 w.r.t. ⇤, or equivalently, m0C⇤m.

3.9.1 Connections to voting theory
It is easy to draw parallels between the Static Fair-Order Finalization problem (Problem 2) and major-
ity voting systems, in which voters rank a set of candidates. In such a voting system, a candidate A is
preferred over a candidate B if a majority of voters prefer A over B. The goal of a voting protocol now is
to find the winning candidate(s), or more generally rank all candidates according to voter preferences.
For our purpose, we are essentially replacing candidates with transactions and voters with consensus
nodes. We note that Problem 2 also generalizes the condition when one transaction is preferred over
another. Instead of a simple majority, we parameterize preference using a order-fairness parameter
� (see Definition 13). We also allow some of the “voting preferences” to be adversarial, which is not
something usually considered in voting theory.

Condorcet cycles and Smith sets. One standard choice for selecting the winner(s) in a majority
voting election is the Smith criterion [13]. The Smith set is the smallest possible set of candidates that
are preferred over other candidates not in the set. When a Condorcet winner exists (i.e., there are
no Condorcet cycles), it is always the sole member of the Smith set. By a Condorcet cycle, we mean
a sequence of candidates (or messages), where the global preference relation is non-transitive. Such
cycles can exist even when individual orderings are transitive due to the Condorcet paradox [8, 104].

Definition 17 ((Majority) Smith Set). The Smith set is the smallest set S that satisfies the condition
that for all x2S and y /2S, x is preferred over y in a majority of orderings.
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Static Finalization Algorithm StaticFinalize
Input: ⇤=(⌥,L) where ⌥=(n,f,�) is admissible and L=[List1,...,Listn].
Notation: Let V be the set of valid messages in the input lists.
Algorithm Description.

1. Construct an empty graph G=(V,E), where V denotes the set of vertices, and E denotes
the set of edges. For all m2V, add a vertex labeled m to G.

2. For all m,m02V, if m0C⇤m, then add the edge (m,m0) to G.

3. Let Gcon be the condensation graph of G.Output its topological sorting.

Figure 3-7: Static Finalization Algorithm

The Smith set can be computed using standard graph based algorithms. By representing global prefer-
ences as directed edges in a graph (e.g., x!y if x is globally preferred over y), computing the Smith set
is now equivalent to finding the strongly connected component with no incoming edges from outside of
the component. The Smith set is therefore, sometimes referred to as the “top cycle.” It can be found
by using variations of the Floyd-Warshall algorithm or Tarjan’s algorithm (see [59] for common graph
algorithms). Similarly, all candidates can be ranked by topologically sorting the strongly connected
components.

We note that it is not particularly difficult to compute the fair ordering in the static finalization
problem. Indeed, the same techniques for computing the Smith set can be used to find the fair ordering
for transactions. We detail the algorithm in Figure 3-7. When no Condorcet cycles exist in L, this
protocol solves the strong static finalization problem; otherwise, it solves the weak variant.

3.9.2 Remarks on Aequitas
The main technical contribution of the Aequitas finalization algorithm is generalizing these techniques
to solve a streaming version of the problem. KZGJ showed an impossibility result in the permissioned
setting for the stronger receive-order-fairness property (where tx must be ordered before tx0) except
in very specific settings. Informally, this arises due the Condorcet paradox [8] from voting theory liter-
ature. As a simple example, consider three nodes that receive transactions in the order [x,y,z],[y,z,x]

and [z,x,y] respectively. Note that each of “x before y”, “y before z” and “z before x” is true for a ma-
jority of the nodes. This results in a cyclic or intransitive ordering dependency. Batch-order-fairness
sidesteps this issue by allowing such paradoxical orderings to be output at the same time. Note that
transactions inside a batch can still be totally ordered; their ordering just won’t be taken into account
for unfairness. This impossibility also carries over to the permissionless setting.

Aequitas finalization. We describe the Aequitas finalization technique from KZGJ . Given the n
input orderings from the protocol nodes, the Aequitas finalization stage first builds a dependency graph
of transactions where edges correspond to global preferences and computes its condensation graph by
collapsing the strongly-connected-components. From the condensation graph, the transactions in a
vertex v are delivered in one of two ways:

1. v is a source vertex and for all other vertices v0, there is a path from v to v0

2. v is a source vertex and for any other vertex v0 without a path from v, there is a common descen-
dant of v and v0 and either v has more descendants or v,v0 have the same number of descendants
but v is preferred in a previously agreed upon ordering relation (e.g., alphabetical ordering).

Intuitively, a transaction can be output if its strongly connected component can no longer change
due to other transactions and it has no incoming edge. KZGJ showed that this finalization step is able
to realize batch-order-fairness . We also show in Section 3.11.1 that it solves our streaming finalization
formulation.
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Remark 4 (Receive-Order-Fairness). KZGJ provided a synchronous permissioned protocol that achieves
receive-order-fairness when the synchrony parameter in the external network (between clients and
nodes) was �ext=1. This is in part because an adversary can no longer claim to have received transac-
tions too far apart from honest users (otherwise they would be easily detected), thereby resulting in no
Condorcet cycles. For our purpose, since the adversary’s orderings become intermingled with the hon-
est ones through the PoW mining, attempting to realize receive-order-fairness would require rewinding
PoW chains which might lead to other complications.

Although the impossibility result for receive-order-fairness from KZGJ when �ext > 1 (and the
adversary is allowed to corrupt at least one party) carries over to the permissionless setting, we leave it
as an open problem to resolve whether receive-order-fairness is achievable in the permissionless setting
when �=1.

Remark 5 (Minimally-relaxive batch-order-fairness ). We can also show that although Aequitas(·)
solves the weak fairness of ordering property, the version it satisfies is in some sense a minimally
relaxed form of the strong fairness of ordering property. Specifically, when m0C⇤m, m will be ordered
before m0 except when there is a Condorcet cycle that contains both m and m0. In other words, m
and m0 will be output at the same index only when a paradoxical ordering prevents them from being
ordered any other way. To see why this holds, recall that the Aequitas finalization protocol from KZGJ
outputs m and m0 together if an only if they are part of the same strongly-connected-component in the
dependency graph. Consequently, in such a case, there is a path from m to m0 and from m0 to m which
creates a cyclic ordering dependency.

Remark 6 (Remark on Liveness.). The Aequitas protocol from KZGJ achieves (conventional) live-
ness when no cycles can exist in the dependency graph or if the cycles cannot extend for across some
bounded time interval. One such setting is when the external network (in the permissioned setting)
has �ext = 1. When reducing the problem in the permissionless setting to running Aequitas(·) on the
d lists, we emphasize that this no longer corresponds to requiring �=1 in our permissionless setting.
Instead, this is the assumption that the sequence number of any given transaction in all d lists differs
by at most 1. In our protocols, this turns out to be false due to potential adversarial influence on all d
input lists. Fortunately, when � = 1 (in the permissionless environment), we can still show that any
cycle that exists in the dependency graph of the d lists cannot extend for too long (Lemma 18). This
allows our protocols to achieve conventional liveness.

3.10 Additional Protocol Descriptions

Figures 3-8 and 3-10 contain a pictorial representation of our single-chain protocol ⇧
,T

mod(p) and our
multi-chain protocol ⇧

,g

multi(p) respectively.

3.10.1 Fruitchains version of ⇧mod

We briefly sketch a version of ⇧mod that uses the Fruitchains protocol from [133] as the underlying
protocol instead of ⇧nak. The proofs for security will almost exactly mirror the proofs for ⇧mod and
therefore, we only provide an outline here.

Background on Fruitchains. In the Fruitchains protocol, nodes create two types of objects: fruits
and blocks. Fruits are the ones that actually contain transactions while blocks are used to order fruits
(and thereby order transactions). Fruits are required to “hang” from recent blocks, where recency is
defined using a recency parameter Y . To mine both fruits and blocks, nodes use the same PoW mining
process (using the 2-for-1 mining technique [91]) which using a random oracle with output size 2. A
block is said to be mined if the first  bits of the hash are less than the mining hardness threshold Dp,
while a fruit is said to be mined if the last  bits of the hash are less than some other threshold Df .
A block will be propagated to the rest of the network as part of the chain it gets mined in, whereas a
fruit can be simply broadcast. The recency parameter mandates only recent fruits—those that hang
from one of the last Y  blocks—are mined into a block.
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Fair ordering protocol description. Consider the protocol ⇧
,T,Y

fruit that mines a single fruitchain
with recency parameter Y . T is the modular parameter for the protocol where T =⇥() will be based
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Figure 3-10: Pictorial representation of our multi-chain protocol ⇧multi. ⇧multi mines d = ⇥()

Nakamoto PoW chains simultaneously using the d-for-1 mining technique. The underlying chains all
satisfy T -prefix-consistency and (T,µ> 1

2 )-chain-quality. Aequitas(·) is run on the confirmed parts of
each these chains, i.e., on L=[List1,...,Listd], to extract the fair transaction ordering.

on the consistency parameter for the underlying fruitchain. For a given block chain[b], the miner of
the block indexes the fruits starting from one more than the index of the last fruit in the parent block
(chain[b� 1]). Fruits in the same index modulo T will be considered to be semantically or logically
connected. For example, fruits at indices 1, T +1, 2T +1, and so on will be part of the same “modular
chain.” This divides the single PoW chain into T modular chains. We modularize the chains using
fruits instead of blocks since the chain-quality property for Fruitchains is given in terms of fruits.

Now, in the same structure as ⇧mod, from the T modular chains, T separate transaction orderings
will be deduced which will be used as input for the Aequitas(·) algorithm to retrieve the final transaction
ordering. Aequitas(·) will be run on the confirmed parts of the fruitchain i.e., with the last T blocks cut
off, where T =⇥(). This will extract the fair ordering from the fruitchain. Note that the consistency
parameter here is larger than the !(log) requirement for the standard ⇧mod. Figure 3-9 contains the
pictorial representation of ⇧fruit.

Security argument sketch. Pass and Shi [133] showed that there is some recency parameter
Y = ⇥(1) and some f = ⇥() such that the Fruitchains protocol satisfies f -prefix-consistency, and
(
5f

�
,µ = (1��)(1��))-chain-quality for any 0 < � < 1. For � < 1

2 , there exists a � = �0 > 0 such that
µ > 1

2 . This means that for T =
5f

�0
, Fruitchains satisfies both T -consistency and (T,µ > 1

2 )-chain-
quality. Note that this T is ⇥().

Now, exactly the same proofs for ⇧mod can be used to show that ⇧
,T,Y

fruit is both dependency-
complete and dependency-faithful when ��(�+⌧)> 1

2 which will directly imply order-fairness and live-
ness. Note that consistency once again comes for free from the consistency of the underlying fruitchain.

3.11 Deferred Proofs

In this section, we provide the proofs deferred from the main body of the paper. For convenience,
whenever appropriate, we write the lemma statements again.
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3.11.1 Proofs from Section 3.4
Lemma 19. For an admissible ⌥, Aequitas⌥(·) solves the weak streaming fair-order finalization prob-
lem.

Proof. First, from the self-consistency of the Aequitas protocol, we can infer that if L 4 L
0, then

Aequitas⌥(L)4Aequitas⌥(L
0
). Furthermore, Aequitas⌥(·) satisfies the weak fairness of ordering prop-

erty since the Aequitas protocol from KZGJ satisfies batch-order-fairness in the permissioned set-
ting.

We prove a more general version of the player replaceability lemma next.

Lemma 20 (Player Replaceability). Consider an (A,Z) that satisfies (n,�,�,·,·)-permissionless ex-
ecution, an order-fairness parameter �, an admissible ⌥=(d,d�0,�) for some 0�01. Suppose that
⇧ is a protocol as follows: For any node N that is honest in round r, N outputs L

r

N
=[Listr1,...,List

r

d
] to

Z that satisfies the following:

1. If N is also honest in round r�1, then L
r�1
N

4L
r

N
.

2. For any pair of transactions (tx,tx0) that satisfies the antecedent of the (permissionless) �-order-
fairness definition (Definition 12), if either tx or tx0 is present in all d lists in L

r

N
, then tx will

be �-globally preferred to tx0 w.r.t. ⇤=(⌥,Lr

N
). In other words, the edge (tx,tx0) will be in the

dependency graph Graph(L).

Suppose further that an algorithm F (·) satisfies the streaming strong (resp. weak) fair-order final-
ization problem for ⌥ such that the linearize function of ⇧ is defined to be F (L

r

N
). Then, ⇧ satisfies

�-receive-order-fairness (resp. �-batch-order-fairness ) w.r.t. (A,Z).

Proof. For any pair (tx,tx0) that satisfies the antecedent of the (permissionless) �-order-fairness defini-
tion, we are given that ⇧ is such that tx will be �-globally preferred to tx0 in the d lists that represent the
virtual parties. Now, since F (·) satisfies the strong (resp. weak) fairness of ordering property, the final
output ledger of an honest node in the given round, will contain tx before (resp. no later than) tx0.

3.11.2 Proofs from Section 3.5.1
Lemma 21. Consider (n,�,� = 1,⌧,R) and suppose that a protocol ⇧ is dependency-faithful (Prop-
erty 2). Suppose that some honest node in round r outputs L where tx and tx0 are in the same Condorcet
cycle. Let r,r0 be the first round that some honest node has received tx and tx0 respectively. Then r=r0.

Proof. Let (tx1,tx2,...,txl) be a Condorcet cycle in L and suppose that tx and tx0 are in this cycle. Let
round rfirst be the first round that any one of {tx1,...,txl} was received by an honest node. We can
assume txl was first received by an honest node at round rfirst without loss of generality by rotating
the tuple cyclically. This means that any honest node that spawned no later than rfirst +1, received
txl either in round rfirst or rfirst+1, and any honest node that spawned in round r0>rfirst+1 received
txl in round r0.

Now, suppose that txl�1 was first received by an honest node at round rl�1 and suppose for the
sake of contradiction that rl�1 � rfirst +1. This means that any honest node that spawned no later
than rl�1 had already received txl (i.e., either txl before txl�1 or txl and txl�1 in the same round)
and any node that spawned after received both tx and tx0 at the same time. However, since we have
txlCtxl�1, this contradicts the dependency-faithfulness of ⇧ since there needs to be some honest node
that received tx before tx0. Furthermore, since no transaction in {tx1,...,txl} was received before rfirst,
this means that txl�1 was first received by an honest node in round rfirst.

Continuing in the same fashion, the same argument shows that any transaction in {tx1,...,txl},
including tx and tx0, was first received by an honest node in round rfirst.

Note that also applies to the case where some of the transactions are adversarial (i.e. first seen
by the network as part of a block rather than transaction gossip). Recall that the ledger synchrony
assumption of our network ensures that transactions are provided as input to all honest nodes if some
honest node outputs them to the environment.

92



3.11.3 Proofs from Section 3.5.2
We start by showing that ⇧mod is dependency-complete which will allow us to conclude order-fairness.

Lemma 22. Consider parameters that satisfy �
p

mod(n,�,�,�, T, ⌧,R) = 1. Then, ⇧
,T

mod(p) is �-
dependency-complete for (n,�,�,⌧,R) environments.

Proof. Consider any (A,Z) that satisfies (n,�,�,⌧,R)-permissionless execution. Consider a pair of
transactions (tx,tx0) that satisfies the antecedent of the order-fairness definition. For a given chain,
suppose that chain[b] is the first block that contains either tx or tx0 and that |chain|�b+2T�1. Note
that all blocks in chain[b,b+T�1], and consequently all modular chains, will include either tx or tx0.
Now, since ��(�+⌧)> 2

3 and A is (⌧,R)-respawning, there are more than 2n
3 nodes that received tx

before tx0 and are honest until all modular chains contain either tx or tx0 (i.e., until chain[b+T �1]

has been confirmed). Let H be the set of these nodes. Now, from the chain-quality of ⇧nak(p), in the
range chain[b,b+T �1], more than T

2 of these blocks are mined by the nodes in H. In other words,
more than half of the blocks in chain[b,b+T �1] will contain tx before tx0. Since these blocks have
been confirmed in chain, more than half of the lists in L = modularize(chain[:�T ],T ) will contain tx
before tx0. Since ⌥ = (T,dT2 e � 1,1) is admissible, tx is globally preferred to tx0 w.r.t. (⌥,L), i.e.
tx0C(⌥,L)tx.We conclude that ⇧

,T

mod is dependency-complete.

Theorem 8 (Order-Fairness of ⇧mod). Consider parameters that satisfy �
p

mod(n,�,�,�,T,⌧,R) = 1.
Then, ⇧

,T

mod(p) satisfies �-batch-order-fairness .

Proof. This is a straightforward combination of Fact 19, Lemma 20, and Lemma 22. Note that for the
simplest case of � =1, we require �+⌧ <1/3.

Next, we show that ⇧mod is dependency-faithful in the following lemma.

Lemma23. Consider parameters that satisfy �
p

mod(n,�,�,�,T,⌧,R)=1. Then, ⇧
,T

mod(p) is dependency-
faithful for (n,�,�,⌧,R) environments.

Proof. Consider any (A,Z) that satisfies (n,�,�,⌧,R)-permissionless execution. Suppose that a node
N is honest in round r, holds chain, and outputs L = modularize(chain[: �T ],T ) to Z. Note that L

only contains the confirmed part of each modular chain. Let ⌥ = (T,dT2 e � 1,1) and ⇤ = (⌥,L).
Suppose that tx0C⇤tx, and let chain[b] be the first block that contains either tx or tx0. Then, the range
chain[b,b+T�1] will determine the ordering between tx and tx0 in each of the T modular chains. Since
tx0C⇤ tx, more than T

2 of these blocks order tx before tx0. But, since � < 1
3 (from ��(�+⌧)> 2

3 ), the
chain-quality property of ⇧nak(p) implies that less than half of the blocks in the range chain[b,b+T�1]

are mined by an adversary. This means that there is at least 1 block that contained tx before tx0
which was mined by an honest node. Therefore, some honest node received tx before tx0 from Z. We
conclude that ⇧

,T

mod is dependency-faithful.

We can now use the chain-growth of ⇧nak to bound the liveness for ⇧mod in the following theorem.

Theorem 9 (Liveness of ⇧mod). Consider parameters that satisfy �
p

mod(n,�,�=1,�,T,⌧,R)=1, and
suppose that ⇧nak(p) satisfies (T,g0,g1)-chain-growth. Then ⇧

,T

mod(p) satisfies (5T +2)/(2g0)-liveness.

Proof. Consider any transaction tx that is first input in round r. By the time more than 5T
2 blocks are

mined, all semantic chains will contain tx in the confirmed part of the chain as well as any transactions
that are in the same cycle as tx. Furthermore, any transaction that is first received by an honest node
at r+2 will be a descendant of tx (as well as any other tranasction without an edge to/from tx) in the
dependency graph of an honest node. Note that such a transaction will also be in the confirmed part
of the chain. Consequently, by this time Aequitas(·) will have delivered tx.

Now, we note that for a round r0 such that r0�r� 5T+2
2g0

, we have g0(r0�r)� 5T
2 +1, which implies

that tx will be output by round r0 by all honest nodes. Consequently, ⇧mod satisfies 5T+2
2g0

-liveness.

This allows us to conclude the main security result for ⇧mod which we restate here.
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Theorem 10. Consider parameters such that �
p

mod(n,�,�=1,�,T,⌧,R)=1. Then, ⇧
,T

mod(p) satisfies
consistency, R-liveness, and �-batch-order-fairness for (n,�,�,⌧,R) environments.

Remark 7 (� < 1
2 using Fruitchains). We can handle minority corruption by using Fruitchains [133]

as the underlying consensus protocol. Fruitchains achieves optimal mining-fairness, which means that
for any �< 1

2 , and a sufficiently long period T , it has (T,µ0 > 1
2 )-chain-quality. Consequently, by using

Fruitchains, our construction can tolerate � + ⌧ < 1
2 corruption and still achieve order-fairness (for

� =1). We provide a brief sketch of the protocol in Section 3.10.1. Since we require only the appropriate
cross-chain-quality parameters, the security proofs for such as protocol will almost exactly mirror the
ones for ⇧mod.

Remark 8 (Other longest-chain protocols). Note that since our proofs only utilize the abstract
blockchain properties of the underlying PoW chain, our single-chain construction can also be lay-
ered on top of other longest-chain protocols that satisfy the chain-quality property (e.g., Proof-of-Stake
protocols like [107]).

3.11.4 Proofs from Section 3.5.3
We start by showing that cross-chain-quality implies both dependency-completeness and dependency-
faithfulness for ⇧multi.

Lemma 24. Consider (n,�,� = 1,⌧,R), and d, and define ⇧
,g

multi(p) as before. Suppose that for all
(A,Z) that support (n,�,� = 1,⌧,R)-permissionless-execution, ⇧

,d

multi(p) satisfies cross-chain-quality
(except for a negligible number of views), then it is also 1-dependency-complete and dependency-faithful.

Proof.

1. (Dependency-Completeness) Suppose that ⇧
,g

multi(p) satisfies cross-chain quality, and suppose
for contradiction, that it is not dependency complete. Therefore, there is a pair of transactions
(tx1,tx2) that satisfies the antecedent of �-order-fairness but an honest node outputs L with
tx2C⇤tx1 where ⇤=(⌥,L) and ⌥=(g,d g2e�1,1). Now, for each chain, we consider 2 possibilities
for the placement of the two transactions: either tx1 is included before tx2 or tx2 is included
before tx1 (The case of both included at the same place is not relevant for our purpose). Fur-
thermore, there are 4 possibilities for mining of the blocks containing tx1,tx2: both honest, both
adversarial, only tx1 honest, only tx2 honest. We use the following notation to denote these 8
combinations: (H1,A2) represents that tx1 was included before tx2 and the block containing tx1

was mined by an honest node while the block containing tx2 was mined by an adversarial node.
Let num(H1,A2) be the number of chains that have this combination. Since, tx2C⇤ tx1, more
than g

2 should have included tx2 before tx1. Therefore,

num(H2,H1)+num(H2,A1)+num(A2,H1)+num(A2,A1)>
g

2

But since all honest nodes received tx1 before tx2 during the initial propagation, and �=1, any
honest node that spawns later will receive tx1 as soon as it spawns and therefore cannot have
received tx2 before tx1. This means that, num(H2,H1) and num(H2,A1) will both be zero since
no honest node will include tx2 before tx1. Therefore,

num(A2,H1)+num(A2,A1)>
g

2

But this contradicts cross-chain-quality since the adversary was able to mined tx2 in more than
half of the chains. This completes the proof.

2. (Dependency-Faithfulness) Suppose that ⇧
,g

multi(p) satisfies cross-chain quality, and suppose for
contradiction, that it is not dependency-faithful. Therefore, there is an honest node that outputs
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L with tx2C⇤tx1 where ⇤=((g,d g2e�1,1),L) but there is no honest node that received tx1 before
tx2. Now, using the same notation from the dependency-completeness argument, we have

num(H1,H2)+num(H1,A2)+num(A1,H2)+num(A1,A2)>
g

2

Since there is no honest node that received tx1 before tx2 (including nodes that spawn later since
� = 1), both num(H1,H2) + num(H1,A2). Therefore, num(A1,H2)+num(A1,A2) > g

2 , which
once again will contradict cross-chain-quality for tx1.

We reserve Section 3.12 for the proof that ⇧multi satisfies the cross-chain-quality property. Equipped
with this, we can conclude the main security result for ⇧multi which we restate here.

Theorem 11. Consider parameters such that �
p

multi(n,�,� = 1,� = 1,⌧,R,d,W ) = 1. Then, ⇧
,d

multi
satisfies consistency, (W,R)-liveness, and 1-batch-order-fairness for (n,�,�,⌧,R) environments.

3.11.5 Proofs from Section 3.6
Theorem 12. If ⇧ satisfies �-receive-order-fairness w.r.t. (A,Z) with network parameter �, then it
also satisfies (2�)-soft-ordering.

Proof. The proof is straightforward. Suppose that a node N receives tx in round r. Then all honest
nodes have received tx latest by round r+�. Since node N received tx0 at round later than r+2�, that
implies that tx0 was received at all other honest nodes earliest at round r+�+1. Therefore, (tx,tx0) is
such that all honest nodes received tx before they received tx0, Since ⇧ satisfies receive-order-fairness,
tx will be ordered before tx0 in the final output log by all honest nodes. Consequently, ⇧ will satisfy
(2�)-soft-ordering. Note that the same proof also works for fair-linearizability (from Section 3.2.3).

Now, if N sees no conflicting transaction by round r +2�, then any conflicting transaction was
received by an honest node at the earliest by round r + � + 1. Therefore, (tx,tx0) is such that all
honest nodes received tx before they received tx0, Since ⇧ satisfies receive-order-fairness, tx will be
ordered before tx0 in the final output log by all honest nodes. Consequently, ⇧ will satisfy (2�)-soft-
confirmation.

3.11.6 Soft-Ordering as Hamiltonian paths
Earlier, we discussed how the soft-ordering property allows honest transactions to be quickly locally
confirmed when there are no conflicting or double-spend transactions. This requires a notion of “con-
flicting transaction” which may not always be clear. Here, we show another angle for looking at
soft-confirmation in terms of the possible orderings the final log could contain. In other words, we
show how soft-confirmation allows nodes to narrow down possibilities for how the final ordered log
might look, just based on their input orderings and long before the transactions are officially con-
firmed.

For this, suppose that a protocol ⇧ satisfies �-soft-ordering. Now, a node N constructs a graph SN

locally as follows, based only on the ordering in which it received transactions.

• For all transactions tx, a vertex labeled tx is added to the graph.

• For vertices tx and tx0 in SN such that N received tx earlier, an edge (tx,tx0) is added if N re-
ceived tx more than � rounds before tx0. On the other hand, both the edges (tx,tx0) and (tx0,tx)

are added if tx was received less than � rounds before tx0.

In Figure 3-11, we show an example of how to construct this local graph.
Now, consider the final totally ordered ledger L for the protocol ⇧. In case of transactions output

at the same index, (as in batch-order-fairness ), a suitable transformation is used to fully order these
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Figure 3-11: Pictorial representation of the construction of the local dependency graph for a protocol
that satisfies �-soft-ordering. The black-colored edges in the graph represent directed edges and the
red-colored edges represent bidirectional edges.

transactions. Recall that for batch-order-fairness , transactions are still totally ordered even inside a
batch, but orderings within a batch do not account for unfairness.

We now show that at any point, there is some Hamiltonian path of SN that is a prefix of the final
ledger. Recall that a Hamiltonian path of a connected graph is a path that visits all vertices exactly
once.

Lemma 25. Consider a protocol ⇧ that satisfies �-soft-ordering. Let Lview be the final totally ordered
ledger for a view view. Let S

r

N
denote the previously defined graph for node N at round r. Then for

any round r, there is a Hamiltonian path P of S
r

N
that satisfies the following property Q:

• Let V be the last vertex of P . Construct path P ⇤ by removing from P all vertices that are reachable
from V in S

r

N
. Informally, the removed transactions are the ones whose ordering is not yet fixed

as their ordering could depend of transactions N receives shortly after.

• The transaction ordering given by P ⇤ is a prefix of Lview.

Proof. We ignore the negligible number of bad views (for example, where soft-ordering is not satisfied).
Suppose for contradiction that no Hamiltonian path exists that satisfies the property Q. Now consider
some Hamiltonian path P and its corresponding P ⇤ (we know this exists since S

r

N
is complete). If P ⇤

is empty, then it is trivially a prefix of Lview. So consider a non-empty P ⇤.
Now, since P ⇤ is not a prefix of Lview, then the following holds: There is a transaction tx ordered

before tx0 in Lview such that either (1) tx is ordered after tx0 in P ⇤; or (2) P ⇤ contains tx0 but not tx.
We will proceed by a simple recursive argument on the number of such transaction pairs.

Suppose that there is only one pair (tx,tx0) that breaks the prefix property. If (1) is true, then
either S

r

N
contains a unidirectional edge (tx0,tx) or it contains edges in both directions. However, since

⇧ satisfies �-soft-ordering, the unidirectional edge would imply the ledger always contains tx0 earlier.
Consequently, Sr

N
needs to contain a bidirectional edge between the two transactions. This means that

there is another path that simply flips the position of tx and tx0, and this would now be a prefix ofLview.
If (2) is true, then this means tx0 was received more than � rounds before tx (since tx0 was present

in P ⇤ but tx wasn’t). But this implies that Lview must contain tx0 first which is a contradiction.
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Now, given any path P0, and the corresponding P ⇤0 that conflicts with Lview in k transaction pairs,
we can use the above technique to arrive at another Hamiltonian path P that satisfies the property Q.
At every step of the recursion, the number of conflicting transaction pairs will be reduced by at least
1, i.e., the recursion will take at most k steps

At the end of the recursion, we get a path P which satisfies Q, and therefore contradicts our
assumption. This completes this proof.

3.12 Cross-chain-quality proof for ⇧multi

We restate the cross-chain-quality property below. We will show that it holds, except for a negligible
number of views.

Property 4 (Cross-Chain-Quality). For a given view and tx, let Btx be the set of blocks that contain
tx for the first time in the confirmed part (i.e. chainj [:�T ]) of each of the d chains. Then, more than
half of the blocks in Btx were mined by honest nodes.

Notation. Before proceeding with the proof, we start by introducing some useful notation from [28].
Let f =npq denote the mining rate (as a function of ) per round for one chain. Typically, in practice,
the hardness parameter p is set as p = ⇥(

1
�qn

) which would make f = ⇥(1) in  since we are using
� = 1. This will make our analysis cleaner. Recall that d is the number of parallel chains and � is
the adversarial corruption threshold. We use the following random variables in our proofs. Note that
the probabilities are all taken over view $EXEC⇧multi

(A,Z,) although for succinctness, we do not
explicitly write this. For a chain i, and round r, we define:

• Xi[r]=

(
0, if no honest node mines a block in round r

1, if at least one honest node mines a block in round r

• Xi[r1,r2]=
P

r2

r=r1
Xi[r].

• Yi[r]=

(
1, if exactly one honest node mines a block in round r

0, otherwise

• Yi[r1,r2]=
P

r2

r=r1
Yi[r].

• Zi[r] is the number of blocks mined by an adversarial node in round r.

• Zi[r1,r2]=
P

r2

r=r1
Zi[r].

• C[:`] is the prefix of the longest chain C until the level `.

• C[`] is the block at level ` of the chain C.

For an event Q, use 1Q to denote the indicator variable for when Q holds. That is, 1Q =1 when Q is
true and 0 otherwise. We use the notation a+ =max{0,a}.

Following [28], Zi[r] follows a Poisson distribution, while Xi[r] follows a Bernoulli distribution. Specif-
ically, we have,

• Zi[r]⇠Poisson(�f)

• Xi[r]⇠Bernoulli(1�e�(1��)f
)
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3.12.1 Proof structure.
In order to prove the cross-chain-quality property for ⇧multi, abstractly we will construct an event
Vi[r] for each chain i at round r, which will guarantee that any transaction first seen in round r will
be contained in a block mined by an honest node. Now, the probability in an arbitrary chain i at any
round r, that Vi[r] happens (as a function of � and f) is larger than 0.5, then we can set the number
of chains d=⇥(), and use the Chernoff bound to argue that the probability that any transaction is
mined in more than half the parallel chains by the adversary is negligible in . We elaborate on the
main proof parts below.

Constructing Vi[r]. We start by defining the following random processes for all chains i and rounds
r>0.

Si[r]=(Si[r�1]+Zi[r]�Xi[r])+
Li[r,t]=Xi[r,t]�Zi[r,t].

We also set Si[0] = 0. Now, if the adversary never reveals the blocks it mines, Si[r] captures the
difference between the length of longest private adversarial chain i at round r, and the longest public
chain held by honest nodes. The random process Li[r,t] represents the difference between the number
of honest blocks and adversarial blocks mined in chain i from round r to round t.

Now, we define Vi[r] for chain i at round r>0 as the event that all of the following holds:

1. Si[r�1]=0

2. There exists a round t0>r such that

• Zi[r,t0]=0. In other words, the adversary was not able to mine a block from round r to t0.
• Xi[r,t0�1]=0. In other words, honest nodes were not able to mine any block from r until

t0�1.
• Yi[t0]=1. In other words, exactly one honest node mined a block in round t0.
• Li[r+1,t]�1 8t> t0. In other words, the number of honest blocks mined in chain i from

round r+1 until round t is greater than the corresponding number of adversarial blocks in
the same interval, for all t>t0.

We will call the first event V 1
i

[r] and the second event V 2
i

[r]. We evaluate their probabilities separately
since they are independent.

Honest block when Vi[r] holds. In Section 3.12.2, we show that whenever Vi[r] holds, any trans-
action tx that is first revealed (to honest nodes) at round r, in chain i, would be contained in a block
mined by honest miner. Intuitively, there are two ways a transaction can be propagated:

• Honestly propagated transaction: A transaction that is input to all nodes (honest and adversarial)
within �=1 rounds.

• Adversarially propagated transaction: A transaction that is created by the adversary and is first
seen by an honest node only through the mining of a PoW block by the adversary. Here, the
adversary knows the transaction earlier than honest nodes and can get a head-start to mine it
into the chains.

Our proof of the result holds regardless of how the transaction is propagated.

Probability of Vi[r]. In Section 3.12.3, we compute the probability, as a function of � and f , that the
event Vi[r] occurs for a given round r. Denote this by �(�,f). Next, we find the threshold �thresh such
that for � <�thresh, we have �(�,f)>0.5. This means that for a transaction first revealed in round r,
the probability for each chain that tx is contained in a block mined by an honest node is more than 0.5.
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Achieving cross-chain-quality. We can now leverage the Chernoff bound to get a lower bound
on the number of chains g, so that the probability that the adversary mined tx into more than half
of the parallel chains (or equivalently, cross-chain-quality is not satisfied) is negligible in the security
parameter. We show this in Section 3.12.4.

3.12.2 Honest block under Vi[r]

In this section, we will show that Vi[r] guarantees that any transaction (honest or adversarial) first
input to honest nodes at round r will be contained in an honest block in chain i.

For this, we need to show that the following hold, except with negligible probability.

• At round r, the adversary does not have a longer private adversarial chain for chain i than the
longest honest chain (Lemma 26).

• The first block to be mined in chain i after round r is an honest block and this honest block
persists in the longest chain for all future rounds (Lemma 27).

Lemma 26. Consider a round when Si[r]= 0. The adversary cannot posses a longer chain than the
chain held by the honest users at round r.

Proof. The proof proceeds by contradiction. Suppose r was a round with Si[r]=0 and the adversary
possessed a longer chain Ca

i
. Let the level of the tip of the longest chain held by the honest users, Ch

i
,

at round r be `tip. Let,

• `common=max{` :Ca

i
[:`]=Ch

i
[:`]} be the last common ancestor,

• `0=max{``common such that Ch

i
[`] is honest block} and r0 be the round when it was mined.

Observe that for each of the blocks in the chain Ch

i
from level `common + 1 to level `tip, there is a

corresponding adversarial block in the adversarial chain Ca

i
. Also, if `0< `common, then all the blocks

from levels `0+1 to `common in the chain Ch

i
are adversarial blocks. Thus, from r0+1 to round r, the

number of adversarial blocks mined is greater than the number of rounds where at least one honest
block was mined. That is,

Zi[r
0
+1,r]�Xi[r

0
+1,r]+1

However, we also have Si[r0]�0=Si[r], and so,

0�Si[r]�Si[r
0
]

�

rX

s=r0+1

Zi[s]�Xi[s]

=Zi[r
0
+1,r]�Xi[r

0
+1,r]

i.e. Zi[r0+1,r]Xi[r0+1,r] which is a contradiction.

Lemma 27. Suppose Vi[r] happens at round r. Then, the first block B mined at round t0>r is honest
and will persist in the longest chain.

Proof. First, observe that since Zi[r, t0] = 0, we have Si[r � 1] = Si[r] = ··· = Si[t0] = 0. Now, by
Lemma 26, the adversary doesn’t possess a longer chain in the rounds r�1,r,···,t0. Also, Zi[r,t0] = 0

implies that no new adversarial block was mined in in the rounds r�1,r,···,t0 and exactly one honest
node mines a block in round t0. So, the chain i held by honest users at round t0 is longer than any
adversarial chain and thus, contains the block B.

Next, by contradiction, let r⇤>t0 be the earliest time when the honest users hold a chain that con-
tains a different block at the same levelwhereB was. Thus, at round r⇤, there exists an adversarial chain
that is at least as long the honest chain containing the block B. Let round r0 be as defined in Lemma 26.
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Then, reasoning as in Lemma 26, from round r0+1 to round r⇤, the number of adversarial blocks mined
is greater than or equal to the number of rounds where at least one honest block is mined. That is,

Zi[r
0
+1,r⇤]�Xi[r

0
+1,r⇤]

Also, we have

Si[r
0
]�0=Si[r]

=) Zi[r
0
+1,r]Xi[r

0
+1,r]

This implies that Zi[r+1,r⇤]�Xi[r+1,r⇤]. However, as event Vi[r] occurs at round r, so, we have

Li[r+1,r⇤]�1

Xi[r+1,r⇤]�Zi[r+1,r⇤]�1

Xi[r+1,r⇤]>Zi[r+1,r⇤]

which leads to contradiction.

3.12.3 Computation of �(f,�)

In this section, we compute the probability �(f,�), of the event Vi[r]. For this, we will prove the
following lemma.

Lemma 28.

lim
f!0+

�(f,�)=
(1�2�)

2

1��
.

We split this computation into two parts. We compute the probability of the event V 1
i

[r] in Sec-
tion 3.12.3, and the probability of V 2

i
[r] given V 1

i
[r] in Section 3.12.3. Finally, we can combine the two

probabilities to compute �(f,�).

Probability of V 1
i

[r]

Recall that V 1
i

[r] is the event that Si[r� 1] = 0. To compute the probability of this event, we will
compute the stationary distribution of the discrete time Markov chain {Si[r]}r�0.

First, for a chain i, and round r, we define the following random variable:

Si[r]=(Si[r�1]+Zi[r]�Xi[r])+

Si[r]=0

Observe that due to the memory-less property of both honest and adversarial mining (since mining is
through a random oracle), for all r>0, we have,

P (Si[r]=s |Si[r�1]=sr�1,···,Si[0]=0)

=P (Si[r]=s |Si[r�1]=sr�1)

Therefore, the process {Si[r]}r�0 gives rise to a discrete time Markov chain (DTMC). We now show
that {Si[r]}r�0 is positive recurrent in the following lemma.

Lemma 29. If E[Zi[r]]<E[Yi[r]], then, {Si[r]}r�0 is positive recurrent.
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Proof. First, notice from the definition of Si[r] that

(Si[r+1])
2
(Si[r]+Zi[r+1]�Yi[r+1])

2

=(Zi[r+1]�Yi[r+1])
2

+(Si[r])
2
+2Si[r](Zi[r+1]�Yi[r+1])

Now, for each chain i, define a drift function as:

dSi[r]=
1

2
(Si[r+1])

2
�

1

2
(Si[r])

2

Then,

dSi[r]
1

2
(Zi[r+1]�Yi[r+1])

2
+Si[r](Zi[r+1]�Xi[r+1])

E[dSi[r] |Si[r]]

✓
1

2
E
⇥
(Zi[r+1]�Xi[r+1])

2
|Si[r]

⇤◆

+(Si[r]E[(Zi[r+1]�Xi[r+1]) |Si[r])]

Recall that Zi[r + 1] ⇠ Poisson(�f) and Xi[r + 1] ⇠ Bernoulli(1� e�(1��)f
) and so, Zi[r + 1] and

Xi[r + 1] have bounded second moments. Therefore, the first term in the expression before can be
bounded as 1

2E
⇥
(Zi[r+1]�Xi[r+1])

2
|Si[r]

⇤
B, where B=B(f,�) depends on f and �. Thus,

E[dSi[r] |Si[r]]B+Si[r]E[(Zi[r+1]�Xi[r+1]) |Si[r]]

=B+Si[r](E[Zi[r+1]]�E[Xi[r+1]])

However, E[Zi[r+1]]�E[Xi[r+1]]<�✏, for some ✏>0. Therefore, we have

E[dSi[r] |Si[r]]B�✏Si[r]

To summarize,

• E[dSi[r] |Si[r]]�✏⇤ for some ✏⇤>0, if Si[r]>
B

✏

• E[dSi[r] |Si[r]]B otherwise.

Thus, by Foster’s Theorem [79], we conclude that {Si[r]}r�0 is positive recurrent.

Now, {Si[r]}r�0 is irreducible since it is possible to get from any state to any other state (either by
honest block mining or by adversarial block mining). Furthermore, it is aperiodic since it has self-loops,
and therefore a 1-step transition can retain the earlier state. Therefore the stationary distribution
exists. If ⇡ is the stationary distribution of {Si[r]}r�0, then, by ergodic theorem [96], we have

lim
r!1

P (Si[r]=0)=⇡0

where ⇡0 denotes the stationary distribution probability at state 0.

We will now calculate the probability of the stationary distribution ⇡0 under a general f . For this,
we will write the transition probability matrix for the DTMC {Si[r]}r�0. Define p0

X
=P (Xi[r]=0)=

e�(1��)f , p1
X

= P (Xi[r] = 1) = 1�e�(1��)f , and pk
Z

= P (Zi[r] = k) =
(�f)ke��f

k! . Then, the transition
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probability matrix is given by
0

BBBBBBBBBBBBBBBBBBBB@

p0
Z

+p1
Z
p1
X

p1
Z
p0
X

+p2
Z
p1
X

p2
Z
p0
X

+p3
Z
p1
X

p3
Z
p0
X

+p4
Z
p1
X

···

p0
Z
p1
X

p0
Z
p0
X

+p1
Z
p1
X

p1
Z
p0
X

+p2
Z
p1
X

p2
Z
p0
X

+p3
Z
p1
X

···

0 p0
Z
p1
X

p0
Z
p0
X

+p1
Z
p1
X

p1
Z
p0
X

+p2
Z
p1
X

···

0 0 p0
Z
p1
X

p0
Z
p0
X

+p1
Z
p1
X

···

0 0 0 p0
Z
p1
X

···

0 0 0 0 ···

...
...

...
...

. . .

1

CCCCCCCCCCCCCCCCCCCCA

The important observation is that this matrix is of the form
0

BBBBB@

a b2 b3 ···

b0 b1 b2 ···

0 b0 b1 ···

0 0 b0 ···

...
...

...
. . .

1

CCCCCA

with a=b0+b1. Therefore, we get the following relationship between the stationary probabilities

⇡0 =a⇡0+b0⇡1

⇡j =

j+1X

k=0

bi+1�k⇡k (j >1)

Rearranging the terms of the second equation, we get

(1�b1)⇡j =b0⇡j+1+

j�1X

k=0

bj+1�k⇡k

)(1�b1)⇡jz
�j

=b0⇡j+1z
�j

+

j�1X

k=0

bj+1�k⇡kz
�j

)(1�b1)

X

j�1

⇡jz
�j

=b0

X

j�1

⇡j+1z
�j

+

X

j�1

j�1X

k=0

bj+1�k⇡kz
�j

Notice that the summation
P

j�1

P
j�1
k=0 can be written in terms of

P
k�0

P
j�k+1. Now, define the

unilateral z-transforms P(z) =
P

j�0 ⇡jz�j and G(z) =
P

j�0 bjz�j . See [96] for a primer on the
z-transform. Then,

(1�b1)(P(z)�⇡0)

=b0z
⇣
P(z)�⇡0�

⇡1

z

⌘
+

X

k�0

X

j�k+1

bj+1�k⇡kz
�j

=b0z
⇣
P(z)�⇡0�

⇡1

z

⌘
+z
X

k�0

⇡kz
�k

X

j�k+1

bj+1�kz
�(j+1�k)

=b0z
⇣
P(z)�⇡0�

⇡1

z

⌘
+zP(z)

✓
G(z)�b0�

b1

z

◆
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Rearranging, we get

P(z)=
⇡0(1�b1)�b0z(⇡0+

⇡1
z

)

1�b0z�zG(z)+b0z

=

⇡0
z

(1�b1)�b0(⇡0+
⇡1
z

)

1
z
�b0�G(z)+b0

Notice that the boundary condition is at z=1, that is, P(1)=1. Therefore, applying L'Hôpital’s rule,
we get,

lim
z!1

P (z)= lim
z!1

⇡0(1�b1)�b0⇡1

1�G0(z)
=

⇡0(1�b1)�b0⇡1

1�G0(1)

where G0 is the derivative of G with respect to 1
z
. Consequently,

⇡0(1�b1)�(1�a)⇡0 =1�G0(1)

)⇡0 =
1�G0(1)

a�b1

)⇡0 =
1�G0(1)

b0

where in the last step we used the fact that a=b0+b1. Next, we will evaluate G0(1). We have

G(z)=

X

j�0

bjz
�j

G0(z)=

X

j�1

jbjz
�(j�1)

where we differentiated G(z) with respect to 1
z
. Thus, we have

G0(1)=

X

j�1

jbj

=

X

j�1

j
h
pj�1
Z

p0
X

+pj
Z
p1
X

i

=

X

j�1

j


(�f)

j�1e��f

(j�1)!
e�(1��)f

+
(�f)

je��f

j!

h
1�e�(1��)f

i�

=e�f
X

j�1

j
(�f)

j�1

(j�1)!
+�fe��f

h
1�e�(1��)f

iX

j�1

(�f)
j�1

(j�1)!

(a)
= e�f

⇥
e�f +�fe�f

⇤
+�fe��f

h
1�e�(1��)f

i
e�f

=�f+e�(1��)f

where in (a), we used the fact that xex+x=
P

j�1j
x
j�1

(j�1)! and ex=
P

j�0
x
j

j! . Consequently,

⇡0 =
1��f�e�(1��)f

e��f
⇥
1�e�(1��)f

⇤

Now, for f ! 0
+, L'Hôpital’s rule can be used to evaluate ⇡0, which gives ⇡0 =

1�2�
1�� . Therefore,

limr!1P (Si[r] = 0) =
1�2�
1�� as f ! 0

+. This means that for sufficiently small f , the probability
will be sufficiently close to 1�2�

1�� . Furthermore, although the stationary distribution is defined as the
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round number r!1, it will converge exponentially towards the stationary probability (see [96] for
more details). This means that for a given f , at any round r after a warmup time of Twarmup =⇥(),
the probability will be close to the stationary probability, and we can replace it with the stationary
probability henceforth to simplify our computation.

Probability of V 2
i

[r]

Next, we compute the probability of the event V 2
i

[r]. Recall that V 2
i

[r] is the event as follows:

V 2
i

[r]=

(
9t0>r s.t.

Zi[r,t
0]=0

Xi[r,t
0�1]=0

Yi[t
0]=1

Li[r+1,t]�1 8t>t
0

)

First, for a chain i and round k>0, we define the following random walk:

Di[k]=Di[k�1]+Xi[k]�Zi[k]

Di[0]=1

This random walk counts the difference between the number of honest blocks and number of adver-
sarial blocks mined from round 1 to round k given that the random walk started from the initial state
of Di[0]=1. Suppose that we start the random walk {Di[k]}k�0 at round t0. Then,

• Zi[r,t0]=0,Xi[r,t0�1]=0 and Yi[t0]=1 implies that two honest blocks and no adversarial blocks
were mined from the round r to round t0. Therefore, we set Di[0]=1.

• For any k>0, Di[k]=L[r+1,t0+k].

Now, V 2
i

[r]={Di[0]=1,Di[k]�1 8k>0}, and therefore, we get:

P (V 2
i

[r])={Di[0]=1,Di[k]�1 8k>0}

=P (Di[0]=1)⇥P (Di[k]�1 8k>0 |Di[0]=1)

First, we compute P (Di[0]=1) as

P (Di[0]=1)=P

 9t0>r such that
Zi[r,t

0]=0
Xi[r,t

0�1]=0
Yi[t

0]=1

!

=

1X

m=1

P

 
t
0=r+m

Zi[r,t
0]=0

Xi[r,t
0�1]=0

Yi[t
0]=1

!

=

1X

m=1

⇣
e�(1��)f

⌘m�
e��f

�m+1
(1��)fe�(1��)f

=
(1��)fe�2f

1�e�f

Now, we can use L'Hôpital’s rule, to get limf!0+P (Di[0]=1)=1��.

In order to compute P (Di[k]�1 8k>0 |Di[0]=1), we first define

Pu=P (Di[r]�1 8r�0 |Di[0]=u)

Observe that the boundary conditions are P0 =0 and P1=1. Now for u�1,
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Pn=P (Di[r]�1 8r�0 |Di[0]=u)

=

1X

k=�1

P (Xi[1]�Zi[1]=�k,Di[r]�1 8r�0 |Di[0]=u)

=

1X

k=�1

P (Xi[1]�Zi[1]=�k)P (Di[r]�1 8r�0 |Di[1]=u�k)

=

u�1X

k=�1

P (Xi[1]�Zi[1]=�k)P (Di[r]�1 8r�0 |Di[1]=u�k)

=

u�1X

k=�1

P (Xi[1]�Zi[1]=�k)Pu�k

=aPu+1+cPu+

u�1X

k=1

bkPu�k

where a=P (Xi[1]�Zi[1]=1), c=P (Xi[1]�Zi[1]=0) and bk =P (Xi[1]�Zi[1]=�k). Therefore,

(1�c)Puz�u=aPu+1z
�u

+

u�1X

k=1

bkPu�kz
�u

(1�c)
X

u�1

Puz�u=az
X

u�1

Pu+1z
�(u+1)

+

X

u�1

u�1X

k=1

bkPu�kz
�u

We now define the z-transforms P(z) =
P

u�1Puz�u and B(z) =
P

k�0bk+1z�k. We can skip P0 as
P0 =0. Therefore,

(1�c)P(z)=az(P(z)�P1z
�1

)+

X

k�1

X

u�k+1

bkPu�kz
�kz�(u�k)

=a(zP(z)�P1)+
1

z

X

k�1

bkz
�(k�1)

X

u�k+1

Pu�kz
�(u�k)

=a(zP(z)�P1)+
1

z
B(z)P(z)

)P(z)=
aP1z

az2�(1�c)z+B(z)

Recall that,

• a=P (Xi[1]�Zi[1]=1) =P (Xi[1]=1)P (Zi[1]=0) =(1�e�(1��)f
)e��f =e��f�e�f

• c=P (Xi[1]�Zi[1]=0)

=P (Xi[1]=0)P (Zi[1]=0)+P (Xi[1]=1)P (Zi[1]=1)

=e�(1��)fe��f +(1�e�(1��)f
)�fe��f

=e�f +�f(e��f�e�f )

• bk =P (Xi[r]�Zi[r]=�k)

=P (Xi[r]=0)P (Zi[r]=k)+P (Xi[r]=1)P (Zi[r]=k+1)

=e�(1��)f (�f)ke��f

k! +(1�e�(1��)f
)
(�f)k+1

e
��f

(k+1)!

=e�f (�f)k

k! +(e��f�e�f )
(�f)k+1

(k+1)!
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Therefore, limf!0+B(z)=0. Now, by L'Hôpital’s rule,

lim
f!0+

P(z)=
(1��)P1z

(1��)z2�z+�

=
(1��)P1

�

"✓
1��

1�2�

◆ 
1

z�1�
1��
�

!
�

✓
�

1�2�

◆✓
1

z�1�1

◆#

=
(1��)P1

1�2�

"✓
1��

�

◆ 
1

z�1�
1��
�

!
�

✓
1

z�1�1

◆#
(3.1)

To determine Pu, we need to perform an inverse z-transform of P(z) as shown below:

Pu=
1

2⇡j

I

C

P(z)zu�1dz

where j is the imaginary unit, and C is a counterclockwise closed path encircling the origin and entirely
lying in the region of convergence. Next, we want to determine limf!0+ limn!1Pu. However, we have,

lim
f!0+

lim
u!1

Pu= lim
u!1

lim
f!0+

Pu

wherein we used Moore-Osgood theorem [150] because:

• limn!1Pu exists pointwise for each different f 6=0 because, by definition, 0Pu1 for all u�0

• limf!0+Pu converges uniformly. This is because,

1. The integral in the inverse z-transform is over a contour C that lies in the region of conver-
gence and so P(z)zu�1 is dominated by some Lebesgue integral function S(z) in the sense
that |P(z)zu�1

|S(z).
2. Therefore, by the dominated convergence theorem [150] and using equation 3.1, we can

interchange the limit and the contour integral to obtain

lim
f!0+

Pu= lim
f!0+

1

2⇡j

I

C

P(z)zu�1dz=
1

2⇡j

I

C

lim
f!0+

P(z)zu�1dz

=P1

✓
1��

1�2�

◆
1�

✓
�

1��

◆u�
.

Further, note that 0P11.

3. Observe that P1

⇣
1��
1�2�

⌘h
1�

⇣
�

1��

⌘ui
uniformly converges to P1

⇣
1��
1�2�

⌘
.

Recall now, that our boundary condition was P1=1 i.e.

1= lim
u!1

Pu= lim
f!0+
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Finally, we get

P1 =
1�2�

1��

i.e., limf!0+P (Di[k]�1 8k>0 |Di[0]=1)=
1�2�
1�� . Now, we can compute P (V 2
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Final computation of �(f,�)

Having computed the probabilities of V 1
i

[r] and V 2
i

[r], we can now complete the computation of �(f,�)

as,

lim
f!0+

�(f,�)= lim
f!0+

P (Vi[r])= lim
f!0+

P (V 1
i

[r]) lim
f!0+

P (V 2
i

[r])

=
(1�2�)

1��
(1�2�)=

(1�2�)
2

1��

This completes the proof of Lemma 28. Now, since we want to bound � such that �(f,�)>0.5 (for a
sufficiently small f), we get 8�2

�7�+1> 0. Recall that the Nakamoto consensus properties are not
applicable for �> 1

2 . Therefore, we end up with the bound �< 7�
p

17
16 ⇡0.1798.

For our (⌧,R)-respawning adversaries, recall that another ⌧ fraction of nodes can get killed by the time
a transaction is included in all parallel chains, and therefore, we will require �+⌧ < 7�

p
17

16 . We also
node that this bound may not be tight and that a larger adversarial threshold might still be acceptable.

3.12.4 Achieving cross-chain-quality

Equipped with the computation of �(f,�) = P (Vi[r]) from the previous section, we can proceed to
calculate a bound on the number of chains d. For this, we first declare an event that needs to happen
with negligible probability.

An unlikely event. Consider the following event T for any ✏>0.

T :=

(
9r2{1,···,|view|} :

1

d

dX

i=1

1Vi[r] <
1

2
�✏

)

The event T implies that if any transaction is revealed to the public in round r, then in at most 1
2�✏

fraction of the chains, an honest block will contain the transaction. In the following lemma, we show
that if �(f,�)> 1

2 , then for sufficiently large d, P (T ) will be negligible in .

Lemma 30. Suppose � and a sufficiently small constant mining rate f are appropriately chosen such
that �(f,�)> 1

2 . Then, P (T ) |maxview|e�⌦(d) where maxview is the longest view.

Proof. Using the union bound,

P (T )=P
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1

2
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
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1Vi[r] <
1

2
�✏
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=

X

1r|maxview|
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dX

i=1

1(Vi[r])C >

✓
1

2
+✏

◆
d

!
(3.2)

where (Vi[r])C is the complement of Vi[r]. Note that P (1(Vi[r]C)) = 1��(f,�). Since the mining for
all chains is independent, we can consider 1(V1[r])C ,··· ,1(Vg [r])C to be independent of each other. As
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1��(f,�)< 1
2 , therefore, for some �>0, we can write

(1+�)d(1��(f,�))=

✓
1

2
+✏

◆
d

�=

�
1
2 +✏

�

1��(f,�)
�1

Then, using the Chernoff bound on equation 3.2, we have

P (T )

X

1r|maxview|

e�
�2d[1��(f,�)]

3



X

1r|maxview|

e�⌦(d)

= |maxview|e�⌦(d)

Now, note that since |maxview| is polynomial in , setting d=⇥() results in P (T ) being negligible in .
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Chapter 4

Themis : Fast, Strong Order-Fairness
in Byzantine Consensus

We introduce Themis , a scheme for introducing fair ordering of transactions into (permissioned)
Byzantine consensus protocols with at most f faulty nodes among n� 4f +1. Themis enforces the
strongest notion of fair ordering proposed to date. It also achieves standard liveness, rather than the
weaker notion of previous work with the same fair ordering property.

We show experimentally that Themis can be integrated into state-of-the-art consensus protocols
with minimal modification or performance overhead. Additionally, we introduce a suite of experi-
ments of general interest for evaluating the practical strength of various notions of fair ordering and
the resilience of fair-ordering protocols to adversarial manipulation. We use this suite of experiments
to show that the notion of fair ordering enforced by Themis is significantly stronger in practice than
those of competing systems.

We believe Themis offers strong practical protection against many types of transaction-ordering
attacks—such as front-running and back-running—that are currently impacting commonly used smart
contract systems.

4.1 Introduction

Decentralized Finance (DeFi), meaning the deployment of financial instruments on blockchains,
has attracted substantial interest in recent years, with over 45 billion USD locked in DeFi pro-
tocols as of Jan 2023 [16]. Unfortunately, while DeFi continues to gain popularity, a long line of
work [63, 74, 108, 170, 140] has shown the rise of adversaries extracting profit by manipulating the
ordering and inclusion of transactions in DeFi applications. In decentralized exchanges and lending
contracts, for example, where transaction execution order is critically important, such order manipu-
lation results in attackers profiting at the expense of ordinary users.

Order manipulation is possible in existing protocols largely because the formal properties required
of state machine replication (SMR) or consensus—the primitive that underpins blockchains—place
no restriction on how transactions are ordered. Neither consistency nor liveness, the two pillars of
consensus security, enforces any relationship between the order in which transactions arrive in the
network and their final ordering. Indeed, in both permissioned consensus protocols, e.g., PBFT [49]
and Hotstuff [163], and permissionless ones, e.g., Ethereum, the current “leader” fully controls the
inclusion and ordering of transactions within a block that it creates.

To address this gap in traditional consensus research, a recent line of work [105, 102, 168, 110, 111,
44] has proposed protocols with so-called fair ordering properties—properties that prevent adversarial
manipulation of transaction ordering. These works propose several definitions of fairness1 along with
protocols that realize them. Intuitively, this style of fairness seeks to guarantee a specific ordering in

1We use “fairness” to mean fairness of transaction ordering or fair ordering, although the term has been used in the
past for unrelated notions (e.g., fair PoW mining [133]).
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the finalized ledger based on how transactions arrive into the network. These notions are different
and in many cases stronger than past ordering properties such as causal ordering [144, 42] which only
prevents reordering of transactions based purely on their content and fails to account for a range of
attacks, e.g., those based on metadata leakage or prioritizing adversarial transactions over others (e.g.,
to get the best purchase price for an asset [122]). The new line of work on fair ordering attempts to
tackle ordering at a more fundamental level; notably, [105, 102, 168] all found exciting connections of
the fair ordering problem to social choice theory.

The fair ordering landscape. Existing fair-ordering protocols, however, have serious practical
limitations. The Aequitas protocol from [105] has impractically high O(n3

) communication complex-
ity and is also only able to provide a weaker liveness property. Protocols from subsequent works require
O(n2

) communication but suffer from significant other shortcomings.
The protocol in [44] (concurrent to our work) is only shown to provide liveness when all nodes

are honest (see Section 4.6). Moreover, as we show in this work (see Section 4.5), there are subtle
censorship issues in Pompē [168] and that the fairness property satisfied by both Pompē [168] and
Wendy [110] is significantly weaker than one from Aequtias. Table 5.1 shows a few comparison points.

This work presents a new protocol Themis , which we term to be the first fair-ordering protocol
that can be practically deployed. Themis achieves the same strong fairness property as Aequitas,
guarantees liveness, and our implementation incurs minimal cost over Hotstuff [163], a widely used
state-of-the-art consensus protocol without any fair-ordering guarantees.

4.1.1 Themis Overview and Contributions

Themis operates in a partially synchronous setting with a committee of n nodes of which at most f
may be arbitrarily adversarial where n � 4f +1. We implement Themis on top of Hotstuff [163], a
widely used leader-based protocol and show that it incurs minimal performance overhead.

Themis : Fair-ordering property. Themis achieves the batch-order-fairness property proposed by
Kelkar et al. [105]. Informally, batch-order-fairness 2 (Definition 18) with parameter 1

2 <�1 dictates
that if � fraction of nodes receive a transaction tx before tx0 from the client, then tx should be ordered
no later than tx0. While [105] also introduced a stronger receive-order-fairness property where tx must
be ordered strictly before tx0, it was shown to be impossible without strong synchrony assumptions.

Informally, batches arise as a result of non-transitive Condorcet cycles [8] in message receipt times
across nodes (see Section ?? for more details); the relaxation is minimal in that when there are no
cycles, the stronger receive-order-fairness property can be satisfied.

We find however that these cycles can extend for arbitrarily long; this is ultimately responsible for
the liveness problems with Aequitas. To get around this, we notice that in a typical deployment for
Themis (e.g., for smart contracts), all transactions (even those in a batch) will require a total ordering
for execution. Here, unlike Aequitas which can totally order transactions in a cycle only after all
transactions in it are seen (which can take arbitrarily long), in Themis , using our technique of un-
spooling (see Section ??), we can output a batch part-by-part while still ensuring that all transactions
in the same batch are output in an uninterrupted sequence. As a consequence, Themis imposes a total
ordering on transactions, but one that respects batch-order-fairness .

Themis further guarantees another useful property: for any two consequent transactions txj and
txj+1 in the final output, it holds that txj was received before txj+1 by at least n(1��)+1 honest
nodes. This property also provides resistance against a particular kind of frontrunning attack—where
the adversary wants to immediately precede a targeted user transaction.

We find that the fairness property supported in Themis (even for the weakest version, i.e., with
� =1) is stronger in practice than other notions proposed in Zhang et al. [168] and Kursawe [110]. This
is showcased through our suite of fairness experiments.

2Here, batch is unrelated to the standard SMR optimization of increasing throughput (at the cost of latency) by
amortizing consensus over many transactions.
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Themis design (Section 4.3). Themis canbebootstrapped fromany leader-based consensus protocol
with minimal design changes: First, before constructing a block, all replicas send information about the
order in which they received client transactions to the current leader. Second, we specify an algorithm
for an honest leader to construct a fair block proposal from the replica orderings. Finally, we provide a
way for the replicas to verify the fairness of a leader’s proposal as well as extract out the final ordering.

To construct a fair proposal, we extract out key techniques from [105] for ordering transactions
(much as [102] does). Unfortunately, applying these techniques naïvely results in a loss of liveness, sim-
ilar to the Aequitas protocol from [105] which achieves only a weaker liveness notion due to the possible
“chaining” of Condorcet cycles (see Section ??). Concretely, in Themis , loss of liveness would mean
empty blocks being produced by several honest leaders until the “chaining” of the current Condorcet
cycle is completed.

Our solution is a new technique that we call deferred ordering. With deferred ordering, blocks
produced by a leader contain some transactions that are fully ordered, while other transactions are
only partially ordered. Partially ordered transactions await total ordering by a subsequent honest
leader. Notably, the finalization of these partially ordered transactions happens within the network
delay and does not have to wait indefinitely for the ordering of future transactions, e.g., the presence
of Condorcet cycles. This feature of Themis allows us to circumvent the liveness problem of Aequitas.
Thanks to deferred ordering, Themis achieves the standard liveness property. The technique is also
of general interest: it can, e.g., be retrofitted to [105] to achieve standard liveness there too.

Theoretical SNARK-based design (Section 4.3.3 and Appendix 4.8.3). We also describe a more
theoretical design—SNARK-Themis —which makes use SNARKs to achieve optimistic O(n) communi-
cation complexity. This is particularly notable since we find that other fair-ordering protocols cannot
easily be made optimistically O(n) even with the use of SNARKs. This makes SNARK-Themis the
first such fair-ordering protocol; it’s asymptotic communication complexity is in fact optimal and
equivalent to state-of-the-art protocols that lack any fair ordering guarantees, e.g., Hotstuff [163].

Implementation and benchmarks (Section 4.4). We implement the O(n2
) version of Themis

, and show that its integration with Hotstuff’s codebase [1] results in small performance overhead
in practice; our implementation with n = 30 nodes was still able to achieve a latency of roughly
53ms and a peak throughput of 52,719 transactions per second, which should suffice for most ap-
plications. Notably, Themis scales exactly as Hotstuff as n is increased. Furthermore, any over-
head almost entirely vanishes when nodes are geo-distributed. Themis ’ source code is available
at: https://github.com/anonthemis/themis-src-anongithub.com/anonthemis/themis-src-anon.
Since the public release of our paper, a prototype implementation of Themis has also been indepen-
dently developed by Chainlink (the largest provider of oracle services for blockchain applications) as
a practical emerging solution to the problem of order-manipulation [51].

Suite of fairness experiments (Section 4.5). There exists no prior work on practical measure-
ment or empirical comparison of fair-ordering protocols. A key contribution of our work, therefore,
is a systematically conceived suite of experiments to quantify the practical impact of both fairness
definitions and protocols and understand their design tradeoffs. We consider both honest settings as
well as broad classes of adversarial attacks common in practice. We study Themis through this lens
and show that it provides significantly better fairness properties compared to other alternatives. We
believe that our fairness suite will be useful for any future work on fair ordering protocols. We showcase
three experiments:

1. Ideal setting. We quantify the strength of different fair ordering properties in an ideal honest
setting (with no adversarial nodes) to understand the best-case scenario.

2. Frontrunning and insertion attacks. We evaluate resilience against network-layer insertions—
attempts to maliciously insert transactions at the network layer (i.e., even before the consensus
begins) through e.g., frontrunning.
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We first prove that Themis does not allow any frontrunning under a natural assumption that the
network respects triangle inequality. This result complements our experiments using a real net-
work. As a concrete datapoint, for 100 geo-distributed nodes, for the fairness notions in [168, 110],
up to 94% of the node connections in the network are still susceptible to adversarial frontrunning.
In contrast, for the fairness notion in Themis , the number goes down to 2.8% in the simplest
protocol parameter choice, and just 0.16% for the optimal parameter.

3. Adversarial reordering. We evaluate robustness to reordering attacks, i.e., attempts to mali-
ciously reorder transactions compared to the honest execution. As a concrete datapoint, in
setting with 101 nodes, it is easier to reorder in a median-timestamp based protocol (which es-
sentially abstracts out the fairness components of [168, 110]) with just 5 adversarial nodes, than
in Themis even given 25 nodes.

As a separate point, we also evaluate resistance to censorship (Section 4.5.6). We show a subtle censor-
ship issue with Pompē [168], due to its use of an ordering phase prior to the actual consensus protocol.

4.2 Preliminaries

Model. Our setup is a permissioned system with a set N of n known protocol nodes or replicas,
of which at most f are controlled by an adversary (denoted by A) and can deviate arbitrarily from
the protocol description. Transactions to be sequenced are sent by system clients to all replicas. For
our fair ordering protocols, we will consider the times at which a transaction was received by the
replicas to decide on its overall ordering in the final ledger. For communication between replicas, we
assume the presence of a PKI, and the security of digital signatures. The network itself is partially
synchronous [72]; specifically, there exists a network delay � that bounds the message delivery time
between replicas, but is not known to the replicas. A controls all message delivery, and can delay and
reorder messages up to the bound �.

Graph terminology and algorithms. We make use of common graph algorithms to reason about
the ordering dependencies between transactions. Let G =(V,E) denote a graph with vertex set V and
edge set E . Unless specified, all graphs will be directed and unweighted. We often use vertices and
transactions interchangeably when referring to graphs where vertices represent transactions.

G is a tournament graph if there is exactly one edge between each pair of vertices. For V 2 V,
SCCG(V ) denotes the strongly connected component that contains V . The subscript can be dropped
when the context is clear. Recall that an SCC is a maximal subgraph such that there is a path in each
direction between each pair of vertices in the component. G

⇤ denotes the condensation of G (i.e., the
transformed graph where vertices in the same SCC are collapsed into a single vertex). Note that G

⇤ is
guaranteed to be acyclic.

Within a graph, a Hamiltonian path is a path (i.e., a sequence of vertices) that visits each vertex
exactly once. A Hamiltonian cycle is a Hamiltonian path that forms a cycle, i.e., there is also an edge
from the last vertex to the first vertex in the path. For an acyclic graph G, a topological sorting is a
linear ordering of vertices such that for any vertices U and V , U is ordered before V if (U,V )2G.E .

Given a graph G, its condensation can be easily computed in time O(|V|+ |E|) using depth-first
search techniques [157]. Moreover, if G is acyclic, then it can also be topologically sorted with the
same asymptotic complexity. While the problem of detecting Hamiltonian paths in generic graphs is
NP-complete, for acyclic graphs in particular, it is solvable in time O(|V|+ |E|) (through topological
sorting). This is also true for tournament graphs [121]. Our starting point is the fairness definitions of
Kelkar et al. [105], and their Aequitas fair-ordering protocol. Our experiments show that their fairness
property is stronger than the ones from other works, and therefore the focus of this work is to achieve
the same strong property while fixing two problems with Aequitas: (1) the lack of standard liveness;
and (2) the high communication complexity.
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4.2.1 Aequitas Background
Batch-order-fairness. WhileKelkar et al. [105] defined several fairness variants, the primary notion
considered and subsequently realized by their leaderless Aequitas protocol, was batch-order-fairness ,
parameterized by 1

2 <�1.

Definition 18 (�-batch-order-fairness ). Suppose that tx and tx0 are received by all nodes. If �n nodes
received tx before tx0 locally, then all honest nodes output tx no later than tx0.

A stronger notion, receive-order-fairness (exactly as Definition 18, but now, tx must be output
before tx0), was also considered. An impossibility result, however, rules out realization except in specific
synchronous settings. The impossibility arises from the Condorcet paradox [8] in voting theory.

Abstractly, this allows for non-transitive global preferences even if each party’s local preferences are
transitive. As a simple example, suppose that three nodes receive transactions in the order [a,b,c],[b,c,a]

and [c,a,b]. Here, each of “a before b”, “b before c”, and “c before a” holds for a majority of nodes,
resulting in a non-transitive global preference.

Consequently, the global “fair” transaction ordering (according to receive-order-fairness ) could
contain cycles (even in a non-adversarial setting), which we call Condorcet cycles (we will often simply
use the term cycle). Batch-order-fairness sidesteps this problem by enabling transactions to be output
in batches (transactions within a batch can still be totally ordered at e.g., the application layer), and
subsequently ignoring unfairness resulting from any cyclic orderings in the same batch. Importantly,
the batch relaxation is only used for transactions in the same cycle.

Aequitas overview. The Aequitas protocol from [105] consists of three stages that each transac-
tion goes through before being delivered to the ledger. First, in the gossip stage, all nodes broadcast
transactions in the order they were locally received from clients. FiFo broadcast [97] is used to ensure
that the broadcast order of an honest sender is maintained. Next, in the agreement stage, a variant of
Byzantine Agreement [112] is used to agree on whose local orderings to use to order a particular transac-
tion. Lastly, the finalization stage is used to non-interactively determine the final transaction ordering.
Given the local orderings of other nodes, the finalization algorithm builds a dependency graph of trans-
actions as they arrive. Here, edges represent ordering dependencies between transactions (e.g., an edge
from tx to tx0 signifies that a large number of nodes have received tx earlier). Disregarding the complex-
ity introduced by the graph being built at different rates by different nodes, the core algorithm removes
transactions from the graph and outputs them when, informally, they no longer have any dependencies.

Aequitas realizes batch-order-fairness and circumvents the receive-order-fairness impossibility by
delivering transactions in the same Condorcet cycle at the same time (i.e., in the same “batch”). Fur-
ther, Aequitas guarantees that batch-relaxation is minimal—if there are no Condorcet cycles, each
batch includes only a single transaction (i.e., the stronger receive-order-fairness notion will be met).

4.2.2 Aequitas Technical Challenges
Weak-liveness. A crucial problem with the Aequitas protocol, however, is that it was proven to
only guarantee a weak notion of liveness (given as Definition ?? for completeness). We find that once
again, the presence of Condorcet cycles proves problematic here. In particular, we find that Condorcet
cycles can “chain” together and form larger ones that can extend for arbitrarily long (in the worst
case); informally, two cycles can be chained by having them share a transaction. This means that
transactions input much later can become part of the same cycle (although this can happen because
of the specific input transaction orderings and not necessarily the adversary). In other words, specific
input orderings could prevent transactions from being output for arbitrarily long.

Although Kelkar et al. [105] do not formally define these cycles, they are implicit in their weak-
liveness definition. We show that, intuitively, an equivalent formulation of weak-liveness is that liveness
for a transaction is guaranteed only after its entire cycle is complete, which may take arbitrarily long
in the worst case (i.e., it cannot be a function of �). In contrast, (standard) liveness in a partially
synchronous network guarantees that transactions are output within a finite time dependent on the
fixed (but unknown) parameter �.
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Technical challenges. Fixing the two aforementioned problems (weak-liveness and communication
complexity) with Aequitas results in some technical challenges that required novel insights. Surpris-
ingly, we find that the two problems are intertwined in a way that solving one actually requires solving
the other.

We first prove that since Condorcet cycles can extend for arbitrarily long, if the protocol waits for
all transactions in a cycle to be seen before they are output, it cannot achieve standard liveness; in
fact, here, Aequitas’ weak-liveness is the best possible property.

To get around this, we notice that in a standard SMR deployment (e.g., for smart contracts), all
transactions (even those in the same batch) will need to be totally ordered for execution. Note that
this is compatible with batch-order-fairness and here, Aequitas will enforce any total ordering within a
batch after it has been fully seen. Surprisingly, it turns out that designing the protocol from the ground
up with the final total ordering in mind allows us to get around the liveness problems. In so doing, we
introduce batch unspooling, which intuitively allows for a batch to be output part-by-part (i.e., some
transactions in a batch output before the rest) while still ensuring that all transactions in the batch
are output contiguously (i.e., all transactions in a batch are output in an uninterrupted sequence).
Towards this goal, our work needed to establish a novel understanding of Condorcet cycles.

Second, to reduce the communication cost, we use a common technique of routing communication
through a leader. This turns out to be quite tricky however; a naïve design actually leads to higher
cost. This happens because the presence of arbitrary-length Condorcet cycles can result in empty pro-
posals even from honest leaders. To solve this, we introduce our technique of deferred ordering which
enables the unspooling of a batch across leaders. In particular, deferred ordering allows for a leader
proposal, in some cases, to contain partially ordered transactions which will be be totally ordered by a
subsequent leader. Notably, we can still guarantee that the total ordering will be finalized only based
on the network delay and therefore no weak-liveness problems arise.

4.2.3 Novel Understanding of Condorcet Cycles
While understanding cyclic ordering dependencies between transactions, we need to account for the
fact that some replicas may be adversarial (and claim to have received transactions in a different order),
as well as the fact that up to f honest nodes may not be considered (since we need to work in partial
synchrony).

Condorcet cycles. We formally define (weak)-Condorcet cycles below as they lead to a key piece
of our protocol design; these turn out to also be hidden within the weak-liveness definition of [105].

Definition 19 (Condorcet Cycle). A list [tx1, ... ,txl] is a (weak)-Condorcet cycle of length l if the
following holds: For all i2{1,...,l}, where tx1 =txl+1, at least n(1��)+1 honest nodes have received
txi+1 before txi.

Remark 9. While not important for our work, we can also define a stronger version based on the
transaction ordering nodes “claim” to have received. In particular, in the above definition, for each i,
if at least �n�f nodes “claim” to have received txi+1 before txi (honest nodes claim the order in which
they receive transactions while adversarial nodes can claim arbitrary orderings), then [tx1,...,txl] will
become a strong-Condorcet cycle. The threshold �n�f is used here since it is guaranteed to hold when
�n nodes receive txi+1 before txi. Unless specified, we will use cycles from Definition 19.

Impossibility of liveness for entire batches. We start by showing a constructive example of
an input transaction ordering that results in Condorcet cycles of arbitrary length (and time) for any
parameters n, f � 1, and �. This is done by continuously chaining together smaller cycles to form
larger ones. As an informal but illustrative example, a cycle [tx1,tx2,...,txl] can be formed through
smaller cycles [tx1,tx2,tx3], [tx3,tx4,tx5] and so on where subsequent cycles are formed such that
they share a common transaction. The overall construction is somewhat non-intuitive, but we give
a general algorithm in Appendix ?? to explicitly build these arbitrary length cycles. In fact, we also
show something stronger, namely the construction of arbitrary-length strong-Condorcet cycles.
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As a consequence, if a protocol waits for the entire cycle to be seen before transactions within it
are output (as Aequitas does), then standard liveness is impossible to achieve.

Batch unspooling. We bypass this impossibility using a new technique. In typical consensus use
cases (e.g., smart-contract settings), it is necessary to totally order all transactions for execution. For
this, Aequitas supports enforcing any total ordering for transactions within a batch. Still, this is done
only at the end after the entire cycle has been seen. The final ordering can now be thought of being
linearly partitionable into cycles; in particular, [tx(1)

1 ,...,tx(1)
l1

,tx(2)
1 ,...,tx(2)

l2
,...] where tx(i)

1 ,...,tx(i)
li

are
part of the same cycle.

Perhaps surprisingly, we find that embedding the total ordering requirement within the protocol
design itself allows us to provide (standard) liveness while still keeping the same fairness guarantees.
We call this technique batch unspooling. Unspooling allows us to output transactions within a cycle
without waiting for the full cycle to be seen. Nevertheless, we can guarantee that transactions within
the same cycle will be output contiguously, i.e., no transaction from a later cycle will be ordered before
all transactions from the current cycle are ordered. This allows us to achieve the same fairness
property as Aequitas (in the scenario where final execution requires a total ordering) while providing
standard liveness.

We note that figuring out when the current cycle ends brings back the same weak-liveness problem,
but our technique of batch unspooling makes it so that this is no longer required.

4.3 Themis Description

We now describe our protocol Themis in detail. Themis can be bootstrapped from any existing leader-
based protocol and will endow it with fair ordering with minimal design changes.

Overall design. Recall that standard leader-based protocols allow the leader to unilaterally choose
its block proposal—only the validity of transactions and not their ordering is checked by the replicas.
Themis will achieve fairness by providing a mechanism for replicas to also check the ordering in the
proposal. To enable the leader to construct a fair ordering, all replicas will first submit their local
transaction orderings to the leader. By local ordering, we mean transactions received at that replica
ordered by their receive times.

Looking ahead, to enable batch unspooling across multiple leaders, we introduce our technique of
deffered ordering. In line with this, we describe two algorithms to be executed by an honest leader:
FairPropose for constructing (partial) proposals, and FairUpdate for any updates to previous pro-
posals. In our core Themis design, the leader will send all the local orderings to all replicas to enable
checking the fairness of its proposal. As a more theoretical alternative, we also later describe SNARK-
Themis which leverages SNARKs to reduce the asymptotic complexity of this step.

Finally, we also describe an algorithm FairFinalize, that allows the replicas to extract a fair
transaction ordering from fully specified proposals (we will elaborate on this later).

Local replica orderings. Before the leader constructs a proposal, each replica sends its local trans-
action ordering to the leader. Note that since the network is partially synchronous, the leader will
need to work with only n� f orderings. To enable the leader to construct a proposal, an honest
replica i sends the following: (1) Listi containing the transactions received by i that are not part of
any previous proposal, in the order that they were received (by i); (2) �i(Listi) which is i’s signature
on Listi. Further, to allow the leader to update previous proposals, i sends the following: (1) Updatei
containing transactions from previous proposals that are not fully specified in the order that they were
received (by i); (2) �i(Updatei) which is i’s signature on Updatei. Notably, our protocol only requires
orderings from the replicas, and not individual timestamps for transactions. In other words, Themis
does not need to rely on synchronized clocks.
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4.3.1 Constructing the Leader Proposal
The leader starts by checking the validity of the local replica orderings by checking their signatures.
Then, to construct its proposal, the leader executes FairPropose(L), where L is a set of n�f replica
orderings. Abstractly, the goal of this algorithm is to propose as many transactions as possible while
making sure that the exclusion of any transaction does not violate fairness.

Replica ordering notation. For a set L of n�f orderings, we use tx2k L (resp. tx /2k L) to denote
that tx is present in at least (resp. less than) k orderings in L. We use tx�(L,k) tx0 to denote that tx
appears before tx0 (this includes the case where only tx is present) in at least k orderings in L. We use
WeightL(tx,tx0) to denote the maximum value k such that tx�(L,k) tx0.

Deferred ordering intuition. Abstractly, the final total transaction ordering can be thought of as
being partitioned into cycles. While enabling batch unspooling across multiple leaders, we still need
to guarantee that no transaction from a later cycle is output before all transactions from the current
cycle are output. Towards this, based on the local replica orderings, the leader can split transactions
into three types: solid , blank , and shaded. We use non-blank to label a transaction that is either
solid or shaded . Very roughly, this delineation enables the following:

1. Solid transactions are the ones that are present in many replica orderings and can be sequenced
within the current proposal. This property can be guaranteed for tx if tx2n�2f L.

2. Blank transactions are present in too few replica orderings and can be excluded from the current
proposal. In particular, we can guarantee that if tx is blank, then it cannot be part of a previ-
ous cycle than any transaction in the current proposal; i.e., excluding it will not result in any
unfairness. This happens when tx /2n(1��)+f+1 L.

3. Shaded transactions take a more indeterminate form. These are transactions tx such that
tx 2n(1��)+f+1 L but tx /2n�2f L. In many cases, we can rule out the possibility of tx oc-
curring in a previous cycle than all transactions in the current proposal, in which case tx can
safely be excluded. In some cases however, current information does not allow for this to be
ruled out—here, we must include the shaded transaction within the current proposal.

Doing so can result in a somewhat different challenge. If two or more such shaded transactions
are included, then the ordering amongst them may not be clear yet. Our deferred ordering tech-
nique applies exactly here. It allows proposing a partial ordering for shaded transactions which
will be completed at a later point when they are present in n�2f replica orderings. Notably,
this happens only based on the actual network delay for these transactions to be received, and
is therefore independent of other transactions.

Leader proposal algorithm. We now detail the FairPropose algorithm. Since some transactions
may be partially ordered, we will have FairPropose output a dependency graph G that contains order-
ing dependencies within transactions in the current proposal. Later, through FairFinalize, replicas
will extract out the final fair ordering from this graph.

The dependency graph G is constructed as follows: First, a vertex is added for each non-blank trans-
action. An edge (tx,tx0) is added to the graph whenever tx�(L,thresh) tx0 where thresh=n(1��)+f+1.
Intuitively, this threshold is chosen so that an edge (tx,tx0) signifies that tx0 cannot be in an earlier
cycle than tx. Only one of (tx,tx0) or (tx0,tx) is added however, i.e., if both conditions are satisfied, the
one with the larger value will be added. Specifically, let k=WeightL(tx,tx0) and k0=WeightL(tx0,tx).
If both k,k0 � thresh, then add the edge (tx,tx0) if k > k0 and the edge (tx0,tx) if k0 > k; If k = k0,
then one of the two edges can be added deterministically. Note that no edges are added when both
k,k0< thresh. When this happens, an edge will be added by a later proposal.

Next, we need to figure out which shaded transactions need to be included in the proposal and
which ones can be excluded (recall that all solid transactions will be proposed). In particular, the
proposal will contain exactly those shaded transactions that have a path (in G) to a solid transaction.
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Algorithm FairPropose(L)
// Propose a fair ordering for new transactions.
On input a set L containing the local orderings of n�f nodes:

1. Build Dependency Graph

• Create an empty graph G =(V,E).
• For each non-blank tx, add a vertex tx to V.
• For each tx, tx0 2 V, let k = WeightL(tx, tx0) and k0 = WeightL(tx0, tx). If

k�n(1��)+f+1 and k�k0 and (tx0,tx) /2E , then add the edge (tx,tx0) to E .
• Compute the condensation G

⇤ and its topological sorting S.

2. Output Fair Ordering

• Let V be the last vertex of S that contains a solid transaction.
• Remove those tx from G, that are in vertices after V in S.
• Output G.

Figure 4-1: Leader Proposal Algorithm

For this, we compute the condensation of G and topologically sort it. Let V be the last vertex
in this sorting that contains a solid transaction. Then FairPropose outputs the resulting graph by
removing all tx from G where SCC(tx) occurs after V in the topological sorting; everything after this
needs to be excluded. Details are given in Fig 4-1.

Proposal properties. The output of FairPropose(L) is guaranteed to contain all solid transactions
in L and no blank transactions. Further, it contains exactly those shaded transactions that contain an
outgoing path into a solid transactionwithin the dependency graphG. Further, there is exactly one edge
between any two vertices, except when both vertices are shaded (in which case there might be none).
We prove this graph structure in Lemma 31. Future leaders cannot modify existing edges but will be
able to add missing edges between shaded transactions. As mentioned before, our deferred ordering
technique of proposing a “partial graph” is crucial as it allows us to avoid the weak-liveness problem.

To show that the graph proposal is consistent with batch-order-fairness , we need to show that
any transaction exclusion does not violate fairness. In particular, we prove (in Lemma 33) that any
excluded transaction that was excluded cannot be in a previous cycle than any transaction that was
included. This implies that cycles are output contiguously, i.e., all transactions from the current cycle
will be output before any transaction from a subsequent cycles.

Update algorithm. The algorithm FairUpdate allows a leader to add missing edges to a previous
leader’s proposal graph. For this, each replica i also sends the ordering Updatei that orders shaded
transactions from previous proposals as seen by i. The update algorithm is quite simple: upon receiv-
ing Lupdates containing n�f such replica orderings, for all transactions tx and tx0 that were part of
the same previous leader’s proposal and do not currently have an edge between them, the edge (tx,tx0)
is added if tx�(L,n(1��)+f+1) tx0. Once again, only one of (tx,tx0) or (tx0,tx) is added however exactly
as in the FairPropose algorithm. The new edges are specified in an update list Eupdates. Intuitively,
this allows all nodes to use these update edges to fill in the missing details within earlier proposals in
order to compute the final fair ordering. We provide details in Fig 4-2.

The complete leader proposal can now be defined as the block B = (G,Eupdates,⇡ = (L,Lupdates)).
Replicas will use ⇡ to verify fairness; in SNARK-Themis , this can be done with a SNARK.
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Algorithm FairUpdate(Lupdates)
// Update the ordering for previous proposals
On receiving a set Lupdates containing the local transaction orderings of n�f nodes for previously
proposed shaded transactions:

1. Output Dependencies

• Let Eupdates ;.
• For all tx and tx0 that are part of the same leader proposal and between whom no edge

has been proposed yet, let k=WeightLupdates
(tx,tx0) and k0=WeightLupdates

(tx0,tx). If
tx2n�2f Lupdates, k�k0 and k�n(1��)+f+1 then add the edge (tx,tx0) to Eupdates.

• Output Eupdates.

Figure 4-2: Update Algorithm

Consensus integration. The consensus design changes required are minimal. To enable the leader
to construct its proposal, all replicas will first submit their local transaction orderings. The leader will
now construct its proposal B and use the underlying consensus protocol to confirm it. Within this,
replicas will also verify the fairness of the proposal (using ⇡) before providing their signature. Since
⇡ contains all the replica orderings, the communication cost of the protocol will be O(n2

); this can
theoretically be reduced to O(n) (when the leader is honest) by making ⇡ a SNARK instead. As a stan-
dard optimization, only the proposal hash needs to be signed. Note that other parts of the underlying
protocol, e.g., leader election and view-change will remain exactly the same. Fig 4-8 (Appendix 4.8)
provides a complete description.

Replica verification. Replicas can easily verify the fairness of the block B = (G,Eupdates,⇡). In
particular, given ⇡ =(L,Lupdates), replicas can simply run FairPropose and FairUpdate themselves
to ensure that the proposed G and Eupdates are both correct.

4.3.2 Finalizing the Fair Ordering

Fully specified proposals. Recall that leaders can propose partial graphs for which missing edges
will be added by future leaders. A proposal is fully specified if its graph is a tournament, i.e., there is
exactly one edge between each pair of vertices. An important point here is that the confirmation of
transactions will depend only on the network delay and does not suffer from the weak-liveness problem
present in Aequitas. This is because missing edges in G will be added (making it fully specified) as
soon as the transactions are received by the network and an honest leader is elected.

Transactions in fully specified proposals can be totally ordered and output by Themis . The algo-
rithm FairFinalize describes how honest replicas can extract this final ordering.

Finalization algorithm. Given a sequence of proposals B1,...,Bl agreed upon by the underlying
consensus protocol, the first step is to add any missing edges; in particular, if tx and tx0 are transac-
tions in Bi.G such that (tx,tx0)2Bj .Eupdates for some j >i, then add the edge (tx,tx0) to Bi.G. After
the updates, let k be the largest index such that all Bi.G (i k) are now fully specified. Intuitively,
transactions in these blocks will be ordered by FairFinalize.

To order transactions in B.G, we first compute its condensation B.G⇤ by collapsing its SCCs and
then find the topological sorting [V1,V2,...,Vc]. Note that each of V1 to Vc represent an SCC within
B.G. To output the final total ordering, we need to now order transactions within each Vi. As an opti-
mization, transactions whose SCC as well as all SCCs that precede it contains only solid transactions
can also be finalized immediately even before B.G is fully specified.

Observe that it is sufficient to order transactions in each Vi arbitrarily (since intuitively they rep-
resent cyclic dependencies) using an agreed-upon function; a similar technique is used in Aequitas. As
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Algorithm FairFinalize()
Given a sequence of proposals [B1,B2,...,Bl]:

1. Update Graphs

(a) For all Bi and transactions tx, tx0 in Bi that do not have an edge between them, if
(tx,tx0) is in some Bj .Eupdates, then add that edge to Bi.G.

(b) Let k be the last index such that the graph Bk.G is a tournament.
(c) Compute the condensation graphs of B1.G, ... , Bk.G and their topological sortings

S1,...,Sk.

2. Retrieve Fair Ordering

(a) For each Si=[vi1,...,vili ] where i2{1,...,k}, let Hij be a Hamiltonian cycle of vij (pick
one deterministically if there are multiple, e.g., by removing the edge with the smallest
weight). Note that this exists since each vij is a strongly connected tournament.

(b) Let txili be a solid transaction in each vili (pick one deterministically if there are
multiple), and let H 0

ili
be the cyclic rotation of Hili so that the last transaction is txili .

(c) The final transaction ordering for the block Bi is now given by Hi1,...,Hi(li�1),H
0
ili

.

Figure 4-3: FairFinalize Algorithm

a better alternative however, we show how to take advantage of useful hidden properties within the
graph to provide stronger fairness guarantees, which we describe next.

Stronger fairness guarantees within SCCs. Instead of arbitrarily ordering transactions in an
SCC, we will employ Hamiltonian cycles (a graph cycle that visits every vertex exactly once) to order
transactions in a way that connects to the ordering in other SCCs.

An old result by Camion [47] shows that all strongly connected tournaments contain a Hamilto-
nian cycle. Note that although the problem of finding Hamiltonian cycles is NP-complete for general
graphs, for tournaments specifically, they can be found in time linear in the number of edges [121].

Concretely, for each SCC C in B.G, we first find a Hamiltonian cycle HC containing all transac-
tions in C. If multiple cycles exist, one of them can be chosen deterministically to be used for the total
ordering. Now, the ordering for transactions within V1 to Vc�1 (of the topological sorting) is simply
the sequence of the Hamiltonian cycles HV1 to HVc�1 . For the final SCC Vc, we will cyclically rotate
the corresponding Hamiltonian cycle. Recall that our FairPropose algorithm guarantees that this
contains at least one solid transaction, say tx. Now, to obtain the ordering for Vc, we rotate HVc so
that tx is now the final transaction among those output.

The upshot is that we can now cleanly connect the boundaries of subsequent Condorcet cycles.
Specifically, if [tx1,...,txl] is the final output ordering, then for any j, txj is received before txj+1 by
at least n(1��)+1 honest nodes, regardless of whether txj and txj+1 are in the same cycle. Notably,
this is not achieved if transactions in a cycle are ordered e.g., alphabetically (as in Aequitas [105]).

A nice practical consequence of this property is strong resilience against a particular kind of front-
running attack—specifically the one where the adversary wants to place its transaction immediately
before an honest user’s transaction.

4.3.3 Formal Themis Results
We will now formally define the properties satisfied by Themis in a partially-synchronous network
when n> 4f

2��1 where n is the number of nodes, f is the maximum number of adversarial nodes, and
1
2 <�1 is the order-fairness parameter. The proofs are deferred to Appendix 4.8.1.

Theorem 13 (Themis fairness). At any time, let [tx1,...,txl] be the total transaction ordering output
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by Themis . Then,

1. (�-batch-order-fairness ). The ordering can be linearly partitioned in batches satisfying batch-
order-fairness . Concretely, there are indices 1= i1 < ···<ik = l+1 such that [C1,...,Ck�1], where
each Cj ={txij ,...,txij+1�1}, satisfies �-batch-order-fairness .

Importantly, (similar to Aequitas), the batches are minimal—they are of size one when there are
no cyclic ordering dependencies. As a corrolary, receive-order-fairness is satisfied when there
are no cycles.

2. (Consequent-transaction fairness). For each i 2 {1,...,l�1}, at least n(1��)+1 honest nodes
received txi before txi+1.

Theorem 14. Themis guarantees SMR consistency and (standard) liveness.

Other properties. InAppendix 4.8.2, we highlight thatThemis is quite friendly to expost facto au-
diting. We also remark that Themis requires only n>3f+1 nodes when dealing only with crash faults.

SNARK-based variant. Appendix 4.8.3 details a more theoretical design, Themis , which uses
generic arguments of knowledge (specifically, SNARKs [34, 95] for NP) in a black-box way to verify
computation. Themis achieves optimistic O(n) communication. Notably, we find that existing fair-
ordering protocol designs cannot easily achieve the same even using SNARKS. This makes Themis the
first such fair-ordering protocol ; the communication here is asymptotically optimal and equivalent to
state-of-the-art consensus protocols without fair-ordering guarantees.

4.4 Implementation and Benchmarks

We ran an extensive set of experiments for Themis that we detail in this section. In addition to the
standard performance benchmarks for throughput and latency (Section 4.4.1), we also design a suite of
fairness experiments (Section 4.5)which are useful in quantifying the extent of fair transaction ordering.

Implementation details. Our implementation for Themis is bootstrapped from the Hotstuff pro-
tocol [163]: a state-of-the-art leader-based protocol for the partially synchronous setting. For this, we
started from the authors’ open-source libhotstuff codebase [1] (which implements the O(n2

) version
of the Hotstuff protocol). Our primary code changes were having the leader generate fair transac-
tion sequences and having the replicas validate them. We use this implementation to benchmark the
performance of Themis .

Remark 10 (Client communication). Traditional consensus research often ignores client communi-
cation: Transactions are typically abstracted to originate from the consensus nodes themselves. For
fair-ordering protocols, however, it is important to model client transaction submission. In Themis
(as in other fair-ordering protocols), an honest client submits its transaction to all nodes.

Such models have been considered before. For instance, censorship resistance already requires sub-
mission to f +1 nodes (since f corrupt nodes could just ignore the transaction). Furthermore, con-
sistent broadcast protocols (e.g., [30]) also require transaction submission to all nodes (to obtain n�f
signatures).

In the context of current blockchain infrastructure, clients often communicate through RPC nodes,
which can create a centralization vector. Orthogonal to our context, RPC centralization is a well-
known issue and efforts to decentralize the infrastructure have independently been proposed and de-
ployed [17, 15]. We also note that for our purpose, a basic modification to client-side software (e.g.,
in Metamask) is sufficient to allow a client to send its transactions via multiple RPCs or directly to
(permissioned) committee members.
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4.4.1 Performance and Benchmarks
Experimental setup. For our performance experiments, we consider two settings: (1) Same Re-
gion: All nodes are in the same AWS region (us-east-2); (2) Geo-distributed: Nodes are distributed
across 5 regions (us-west-1, us-east-1, ap-northeast-1, ap-northeast-2, eu-central-1) with an equal
number of nodes in each region. To demonstrate scalability, we vary the total number of nodes n in
the system from 5 to 100. Each node is run on an AWS EC2 C5.4xlarge instance with 16vCPUs and
32GiB memory. In addition, we utilize separate “client” nodes to generate and transmit transactions.
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Figure 4-4: VDF.Eval(input,ek,⌧) requires the number of iterations that VDF.Iterate should run.
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Figure 4-5: On the other hand, RandVDF.Eval(input,ek,s,slot) requires the expected number of
number of iterations RandVDF.Iterate (denoted by s) must run.

Figure 4-6: Performance comparison of Themis and Hotstuff in both the same-datacenter and
geo-distributed settings.

Latency and throughput. We report on the latency and throughput of Themis and compare them
to Hotstuff run as a baseline (see fig 4-6). We experimented with two blocksize (denoting the number
of transactions in a proposal) parameters �=50 and �=400.

Overall, Themis provides very comparable performance to Hotstuff. Notably, we found that both
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latency and throughput of Themis scale in the same way as Hotstuff as the number of nodes increase.
Using a larger blocksize increases the performance gap between the two protocols; this is because
Themis needs to build a graph with O(�2

) edges. In the single datacenter setting, this gap was found
for blocksize � =400. This difference is not fundamental however, and we highlight that the compu-
tation can be parallelized and therefore, by using more cores per node, the performance of Themis
can be made comparable to Hotstuff even for a large �. An optimized implementation of the graph
algorithms used by Themis could also further boost the performance.

More importantly, we found that this difference vanishes in the geo-distributed setting due to al-
ready larger communication latency. In fact, we found that performance of both systems was identical
even for very large blocksizes (�=1200).

In essence, we expect the performance of Themis to be sufficient for most applications that require
its fairness properties.

Performance comparison to other fair-ordering protocols. We do not directly compare the
performance of Themis to other fair-ordering protocols; this is primarily due to lack of comparable
implementations. For instance, Aequitas and the protocol from [44] have not been implemented, while
an open-source implementation of Wendy only provides simulations and is not yet integrated with the
consensus layer. Pompē is implemented using Hotstuff as the underlying protocol; their benchmarks
also show comparable performance to Hotstuff (similar to Themis ), and even better performance in
some geo-distributed deployments, due to a fast ordering phase that precedes the main consensus
layer. However, since this ordering phase itself creates censorship issues within Pompē , a performance
comparison would not be on an equal footing.

4.5 Suite of Fair Ordering Experiments

To analyze and compare different fair-ordering definitions and protocols on the same footing, we
propose a general suite of fairness experiments. Through these, we compare the fairness definitions
from [168, 110] as well as receive-order-fairness , and batch-order-fairness . We also compare Themis
to other fair-ordering protocols.

Comparison axes. Our analysis comprises primarily of three axes—each targeted at specific setting
or attack vector. We start by considering an ideal setting where all nodes are honest to understand the
best-case scenario (Section 4.5.3). Our next two experiments simulate adversarial environments. In
Section 4.5.4, we analyze susceptibility to insertion (e.g., front-running) attacks. In Section 4.5.5, we
evaluate robustness to reordering—to what extent adversarial nodes can influence the final ordering
by reordering honest user transactions.

As a related analysis point, in Section 4.5.6, we also evaluate censorship-resistance from a formal
standpoint; here, we show a subtle censorship issue with Pompē [168].

4.5.1 Fair-Ordering Definitions
Fair ordering definitions from [168, 110]. Zhang et al. [168] and Kursawe [110] consider similar
definitions of fairness which we consolidate into a single property—fair separability.

Definition 20. If all honest nodes receive tx before any honest node receives tx0, then all honest nodes
output tx before tx0.

This property is called timed-relative-fairness in [110]. It is also stated as a desideratum in [87]
although no protocols are given. The ordering-linearizability notion considered in [168] is similar
except that it is only applied when tx and tx0 are both output by the protocol. In particular, ordering-
linearizability considers it acceptable if only tx0 is ouput and tx is not, even when the antecedent of the
above definition is true, i.e., all honest nodes received tx before any honest node received tx0. By doing
so, the Pompē protocol is able to ensure that the delivery of tx0 is not held back by tx even when tx is
stuck in a slow network. However, by making this tradeoff, another problem is introduced: a network
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adversary or even a Byzantine leader node is now able to censor a specific transaction from being
delivered; this is potentially far more problematic, especially for our primary motivation of DeFi. We
discuss this further in Section 4.5.6.

Comparing batch-order-fairness on an equal footing. While batch-order-fairness allows trans-
actions to be output together, this is only done within the same cycle, and even within a batch, a
total ordering will be enforced later for execution. Therefore, to quantify the strength of batch-order-
fairness in the most conservative way, in all our comparisons, we consider the final total execution
ordering it guarantees, i.e., exactly the fairness property of Themis .

For instance, if A can adversarially get tx executed before tx0 (e.g., through frontrunning or order-
manipulation), we count it as a victory for A and a failure of batch-order-fairness and our protocol. In
fact, even if A is able to place tx and tx0 into the same cycle when they should not have been, we will still
consider it a success for the adversary. We emphasize that even with this conservative approach, our
results highlight the strength of batch-order-fairness and Themis in preventing order-manipulation
attacks.

4.5.2 Simulation Environment
We created an environment to simulate the creation and network broadcast of transactions to better
understand the effect of different parameters. This is useful for both our ideal setting (Section 4.5.3) and
adversarial reordering (Section 4.5.5) experiments. Transactions are generated by a sending process
with the time delays between consecutive transactions sampled from the distribution GenerationDist.
For each transaction, we simulate when it would reach different consensus nodes by sampling the net-
work latency from a distribution NetworkDist. Let Send(tx) denote the time that tx was generated and
Recv(i,tx) denote the time that tx is received by replica i.

We instantiate each distribution as an exponential distribution, which is standard in network-
ing literature. The rate of generation or arrival of messages is modeled as a Poisson process, which
is equivalent to the intervals between messages (i.e., GenerationDist) being an exponential distribu-
tion. Separately, the network delay is also usually modeled as an exponential distribution. We set
GenerationDist to the exponential distribution Exp(1/µ) with mean µ=1, and chose NetworkDist to be
independently distributed with mean rµ=r for a network ratio parameter r.3

r represents how quickly new transactions are created compared to their propagation time. It
serves as a proxy for how far apart nodes are from one another; a small r (⌧ 1) captures a setting
where all nodes are in the same local network, while a larger r (say 10 or 100) is typically more reflective
of a geo-distributed setting.

We highlight that even when the network delay is very large, transaction latencies with smaller r
can be approximated by, abstractly, setting a coarser granularity for fairness. We include a discussion
in Appendix 4.9. In our experiments, we assume the finest possible granularity since this is the most
challenging setting, but we note that in some cases, a coarser granularity may be acceptable.

Transaction comparisons. It is most fruitful to analyze the ordering for transactions sent around
the same time. The scenario where tx0 is sent after tx has already been ordered, for instance, is
not particularly interesting. Therefore we take the approach of studying sets of temporally clustered
transactions, rather than workloads of extended duration; we will use sets of 1000 such transactions.

4.5.3 Ideal Setting Comparison
We first seek to understand the utility of different fair-ordering properties in an ideal, non-adversarial
setting. Here, the only influence is from how far nodes are and any randomness in network propa-
gation. In this ideal setting, we ask how close we can get to the magical first-in-first-out property of
ordering transactions based on when they were sent. We only summarize the results below, and defer
the complete details to Appendix 4.9.

3The choice of µ= 1 is w.l.g. since exponential distributions satisfy the scaling property — If X ⇠ Exp(1/µ), then
kX⇠Exp(1/kµ).
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Ideal ordering summary. We vary r from 10
�2 to 10

3, and measure the number of transaction
pairs that are correctly accounted for by different fairness definitions, i.e., their ordering is consistent
with the sending process: tx is ordered before tx0 when Send(tx)<Send(tx0). To quantify the useful-
ness of batch-order-fairness conservatively, we consider it a failure of the definition if transactions end
up in the same cycle. Overall, we still find that both receive-order-fairness and batch-order-fairness
ensure closer to ideal ordering than fair separability for all values of r.

Of course, as r grows (i.e., the network delay gets larger), the order of transactions received at
the nodes will be vastly different than the send ordering, i.e., the number of transaction pairs ordered
correctly will drop to zero. Still, the interest in this experiment is understanding how quickly this drop
takes place for different definitions. Further, observe that having a larger n makes each definition fare
better.

We also find that receive-order-fairness and batch-order-fairness perform identically except for
when � ⇡ 0.5. The deviation between the two definitions occurs due to (strong)-Condorcet cycles
(since we are in an ideal setting); intuitively, this shows that these cycles are infrequent. To underscore
this, we further investigate these cycles; we find that cycles are rare, and are of small length even
when they do arise (see Fig ?? in Appendix 4.9). This effectively demonstrates that even though the
stronger receive-order-fairness is impossible without network synchrony, in many practical settings,
the performance of batch-order-fairness is almost identical.

4.5.4 Network Level Insertion Attacks and Frontrunning
We now analyze how robust a fairness definition is to network-level frontrunning, which is arguably
the core ordering issue in today’s networks. We define network-level frontrunning as a node Y being
able to perform the following attack: On receiving tx from another node X, it attempts to create a
new transaction tx0 and get it sent to other nodes in an attempt to get tx0 ordered before tx. Note
that this frontrunning can take place before transactions are received by all nodes, i.e., even before the
consensus protocol begins.

While causal ordering or privacy techniques can help hide transaction data before ordering, thus
thwarting targeted frontrunning (i.e., based on transaction content), they do not help against prob-
lems such as metadata (e.g., IP address) leakage, or non-targeted frontrunning (i.e., based only on the
transaction existence rather than its content). Therefore, quantifying network frontrunning remains
important. Notably, our experiment measures frontrunning protection even in cases when transaction
privacy is not sufficient. Nevertheless, we note that all fair ordering protocols can incorporate privacy
as a complementary protection—e.g., as a backstop against fair-ordering failures in extreme settings
such as full adversarial network control. We also emphasize that our experiment can be easily adapted
to other network-level attacks like backrunning, sandwiching, and priority attacks (e.g., first in line
for an ICO [122]).

Formal analysis in a natural network setting. As a concrete result, we show how Themis as
well as the order-fairness definitions more broadly prevent frontrunning in a natural network setting
where triangle inequality is respected. Abstractly, we prove that in this model, an adversary cannot
force a frontrunning transaction txadv into the same Condorcet cycle as an honest transaction tx, and
consequently will not be able to get txadv executed earlier. This serves to complement our experimental
analysis of frontrunning in real network settings. The full details are given in Appendix 4.9.2.

Experiment details. We used a real network rather than a simulation for this experiment to under-
stand the possibility of frontrunning in practice. Our experiment studies frontrunning at the network
layer; we do this to separate out the impact of a network adversary from adversarial transaction re-
ordering through controlling consensus nodes (studied in Section 4.5.5). Through measurement of
communication latency between nodes, our goal now is to find the number of frontrunnable pairs—i.e.,
(A,B) such that B is able to frontrun transactions originating from A. While we experimentally find
the number of such pairs, we emphasize that in practice, the success of frontrunning also depends on
other factors—for instance, the expected profit of a particular frontrunning strategy, the variance in
network latency, the presence of competing entities etc.
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Frontrunnable pairs. We now describe frontrunnable pairs for the fairness notions considered.
For fair separability, frontrunning is possible if there exists nodes A,B,C,D (where A, B, and C are
distinct, D is different from A and B but potentially the same as C) such that ping(A,B)+ping(B,C)<
ping(A,D). When this happens, (A,B) is frontrunnable since B can receive tx from A (working as a
client) and forward its own adversarial transaction tx0 to C before tx was received by all honest nodes.
Here, fair separability will not apply since the antecedent is violated—there is an honest node (C) that
received tx0 before some other honest node (D) received tx.

For (receive/batch)-order-fairness, (A,B) is frontrunnable if there are at least n(1��)+f+1 nodes
C such that ping(A,B)+ping(B,C) < ping(A,C). This is because tx sent by A is no longer receiver
before tx0 by at least �n�f nodes. Frontrunning success is guaranteed if there are more than �n�f
such nodes C. Observe that each satisfying (A,B,C) corresponds to breaking triangle inequality.
Therefore, the possibility of frontrunning here for (A,B) is synonymous to triangle inequality being
violated in the network for a non-trivial (at least f+1) number of nodes. We find that is quite unlikely
to hold for real-world networks. For order-fairness, we report on both the � =1 case (for which triangle
inequality needs to be violated f+1 times for the pair to be frontrunnable), and the optimal case (for
which it needs to be violated >n/2 times).

4.5.5 Robustness to Adversarial Reordering

In this section, we evaluate to what extent adversarial nodes can influence the final transaction or-
dering through reordering, i.e., by claiming within the protocol to have received user transactions in a
different order than they were actually received.

Intuition. All fair-ordering properties guarantee some robustness to adversarial reordering. For
instance, when all honest nodes receive tx before any honest node receives tx0, fair separability guar-
antees that tx will be output before tx0 no matter what the adversary does. Yet this says nothing about
how often the fairness property will apply for transaction pairs or what happens when the property
does not apply (e.g. is the fairness all or nothing or does it smoothly degrade?). Understanding this
will paint a more complete picture of the overall robustness of a protocol to adversarial reordering.

Dependence on transaction closeness. Zhang et al. [168] show that it is impossible to make the
final ordering completely independent of the adversary (since intuitively, adversarial nodes are indis-
tinguishable from honest nodes). Still, ideally, a good ordering protocol restricts adversarial influence
only to transactions that are already “very close” in the honest ordering — close in the sense that even
their honest ordering could have been inverted by small network delays. Effectively, this would signify
that the impact of the adversary is similar to that of small network fluctuations.

As a proxy for “closeness,” we use the distance metric Dist(tx,tx0) = |#(tx<tx0)�#(tx0<tx)| where
#(x<y) denotes the number of nodes that received x before y. Dist varies from (n mod 2) to n in
increments of 2. A small Dist implies a “fragile” pair, where the number of nodes that received tx
earlier is roughly the same as the number that received tx0 earlier, while a large Dist means that one
of the transactions was received earlier by a large number of nodes.

Adversarial strategy. Since the space of possible adversarial strategies is practically unbounded,
we consider just one specific yet powerful attack in which the adversary will attempt to flip the or-
dering of transactions. This adversarial strategy is quite simple: an adversarial node simply flips the
ordering of all transactions it received as input. For instance, if it received transactions in the order
[tx1,...,txl], it claims to have received them in the order [txl,...,tx1]. Despite the simplicity, this should
be a reasonable strategy for attempting to reverse the final ordering for many transaction pairs. It
generalizes attempting to flip the ordering of a single transaction pair. Still, we acknowledge that
better adversarial strategies likely exist and fair ordering protocols should also be tested against them.
We leave this for future work.
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Figure 4-7: Adversarial influence on transaction ordering

Measurement. Given our adversarial strategy of transaction flipping, we now find how frequently
it enables the adversary to reverse the ordering (w.r.t. the honest ordering) of a transaction pair with a
given distance. As a more accurate comparison, for Themis , even if the adversary is able to put trans-
actions into the same cycle when they should not have been, we consider as a failure for our protocol.

We consider two settings: n = 21,f = 5 and n = 101,f = 25, and vary the actual number of cor-
ruptions. In each instance, we find the fraction of transaction orderings the adversary successfully
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inverted. Fig 4-7 shows the results. We compare Themis (� = 1) to a simple median protocol which
sorts transactions by their median timestamp. Note that this protocol abstracts exactly the relevant
fairness component of Pompē [168] and Wendy [110].

Reordering insights. We first notice that for large Dist(tx,tx0) (� 13 for n = 21, and � 71 for
n=101), there was no successful reordering against either protocol, even with the maximum number
of corruptions (for Themis , this was true for all Dist �11 for n=21 and �29 for n=101). Note that
the X-axis in the n=101 figure is in log-scale to better highlight reordering for transactions pairs with
small distance (since reordering was absent for large Dist).

The fraction of reversed transaction pairs drops sharply as Dist gets larger, which shows both fair
ordering protocols working as expected. For small Dist, the transactions are so close that even non-
adversarial random network delays can reverse their ordering, and thus it is unreasonable to expect
resilience to adversarial strategies.

Still, overall, we found that for a given number of actual corruptions, it is much easier to reverse the
ordering for a median timestamp protocol than for Themis . In fact, in our experiment, it was easier to
reverse the ordering against themedian timestampprotocol even through a small number of corruptions
than it was against Themis using the maximum number of corruptions. Further, we also note that for
this specific adversarial strategy, the additional gain againstThemis through extra corruptions is small.

4.5.6 Censorship Resistance and Attacks
Censorship resistance is defined as the property that if an honest client sends a transaction to the
consensus nodes, then it will eventually be output by the protocol. While many existing protocols
provide censorship resistance (e.g., [126]), we emphasize that on its own this does not guarantee that
the transaction ordering is “fair.”

We find that some fair-ordering designs can have inherent tradeoffs between liveness and censorship
resistance; this is seen when an earlier phase is used to first order transactions prior to consensus.

Censorship attack on [168]. Pompē [168] uses a pre-protocol (an ordering phase prior to consensus)
to compute the median timestamp for transactions, with the fair ordering being taken according to the
ascending order of the median timestamp. For n�3f+1, as long as (tx,tx0) satisfies the antecedent of
fair separability (Definition 20), the median of tx will be smaller than that of tx0. In other words, as
long as both transactions complete the ordering phase, tx will be ordered earlier by the protocol; this
condition is explicitly stated in the ordering linearizability definition used in Pompē . Unfortunately, this
results in censorship resistance being guaranteed only for transactions that pass the pre-protocol phase.

For Pompē , in a partially synchronous network, an adversary can delay sending the median times-
tamp for tx long enough until tx0 is delivered. If this happens, since the rest of the output is fair, tx can
never be output by the protocol. Concretely, Pompē assumes a known upper bound �2 on the time for
an honest node to complete the ordering phase; �2 is the maximum time a transaction in the consensus
phase waits for any potential transaction from earlier to finish the ordering phase. When this bound
is not satisfied, while safety is not broken, earlier transactions are now essentially censored since the
consensus phase has moved on to a later timestamp even though they were timestamped during the
ordering phase. In order words, to achieve censorship resistance, Pompē needs to assume a known
synchronous bound throughout the protocol on the time for an honest node to complete the ordering
phase, which cannot be assumed in the partially synchronous setting. The synchrony requirement is
also especially of concern in the common setting where clients (rather than nodes) submit transactions
since the bound would now have to involve the client’s connection.

While this was partially acknowledged in [168] as a possible way a Byzantine node could selectively
chose which of its transactions to submit to the consensus phase, the stronger censorship attack vector
was not identified. In the context of DeFi, both selective disclosure and censorship are far more severe.
This also surfaces an inherent tradeoff between liveness and censorship resistance within such protocols.
Since the client (or the protocol node in charge of the transaction) is in charge of accumulating times-
tamps from the nodes in the ordering phase before proceeding to the consensus phase, as [168] notes, it
is not possible to determine whether the transaction was sent to the consensus phase in time or not. In

127



fact, as a result, a view change also cannot be triggered in order to restore censorship resistance. Thus
either there will be a liveness failure (by potentially waiting forever), or a lack of censorship resistance.

From our analysis, the core reason for this is the separation between the pre-protocol that computes
the median timestamp and the consensus phase, along with the design that a single node is respon-
sible for moving a given transaction from the former to the latter phase. Here, due to the presence
of Byzantine nodes, it is impossible to ensure that any transaction that has been timestamped at the
protocol nodes also makes its way into the consensus phase.

In contrast, Themis , along with Wendy and Aequitas, are not susceptible to such censorship; if tx
is received by all honest nodes, it will not be censored, and moreover will be sequenced fairly.

4.6 Related Work

While our experimental suite contains several useful comparisons, we use this section to highlight a
few more nuances.

Causal ordering and privacy. Prior work in classical distributed systems [42, 144] had considered
a limited notion of preventing reordering based on transaction content, but as mentioned earlier (and
also identified by [105, 102, 110]), this is not robust against metadata leakage, collusion with protocol
nodes, and order-manipulation attacks that do not rely on the content of honest transactions.

Informally, causal ordering uses threshold encryption to hide transaction data before its position is
finalized in the total ordering. In a similar spirit, other recent protocols have proposed to use alterna-
tive cryptographic privacy mechanisms such as commit-and-reveal schemes [?], time-lock encryption,
VDFs [?], or MPC among the protocol nodes [?]. These protocols have the same drawbacks as causal
ordering when compared to the line of work on fair ordering protocols. In addition, these protocols
are somewhat ad hoc, to our knowledge lacking formal analysis on their properties.

Often, transactions within an epoch are also randomly ordered. As noted in, e.g., [102], this is
susceptible to flooding attacks (e.g., [122])—by spamming the network with many adversarial transac-
tions, with high probability, at least one of them will be unfairly ordered ahead of the honest transaction
and succeed in extracting profit from it.

We note however that confidentiality-based techniques can nicely complement fair ordering proto-
cols; confidentiality can protect transactions against ordering attacks at the network layer, while fair
ordering does so at the consensus layer.

Further comparison to Aequitas [105]. We find interesting insights in the structure of the de-
pendency graph constructed by Aequitas and Themis . A brief discussion appears in Appendix ??.

Comparison to Cachin et al. [44, 43]. Concurrent to this work, Cachin et al. [43] defined -
differential-order-fairness (for �0), which states that if b(tx1,tx2)>b(tx2,tx1)++2f , where b(x,y)

denotes the number of honest nodes that receive x before y, then tx1 will be delivered no later tx2. In
Theorem ??, we prove that this definition is simply a reparameterization of batch-order-fairness (and
therefore equivalent). The original protocol from [43] contained a major bug which was later fixed in
a subsequent revision [44]. Unfortunately, this revised protocol offers significantly weaker security;
the proof for liveness only works when all nodes are honest, which makes it less useful than Themis in
most practical settings.

4.7 Conclusion

We introduced Themis , a consensus protocol that satisfies a strong fair transaction-ordering prop-
erty, and has efficiency comparable even to state-of-the-art consensus protocols that lack fair-ordering
properties. We also introduced a new systematically designed suite of experiments related to fairness
to evaluate and compare Themis to the recent exciting line of work on fair-ordering protocols. These
experiments show that the fairness property satisfied by Themis is stronger in practice than alternative
notions.
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Complete Themis Description
Round leader protocol:

1. Wait for n� f correctly signed lists (Listi,Updatei) from replicas. Let L = {Listi} and
Lupdates ={Updatei}

2. Run FairPropose(L) and FairUpdate(Lupdates) to get G and Eupdates respectively.

3. Run the underlying Consensus protocol to agree on a valid B=(G,Eupdates,⇡=(L,Lupdates))

and append it to the list of agreed upon blocks.

Replica protocol (for Ni):

1. Let Listi denote the ordered list of transactions received by Ni that are not yet part of any
leader proposal. Let Updatei denote the ordered list of transactions received by Ni that
are correspond to vertices with missing edges in some previous leader proposal.

2. Send Listi,Updatei to the current round leader and verify that the leader’s response is a
valid proposal (by checking the SNARK proofs).

3. Participate in the underlying Consensus protocol to agree on a block B = (G,Eupdates) and
append it to the list of agreed upon blocks.

Constructing the final ordering (for Ni):
At any point, Ni can do the following to append new transactions to its final ordering:

1. Let Bj be the first block whose transactions have not yet been output in the final ordering
by Ni, and let Bk be the final block.

2. Run FairFinalize with Bj ,...,Bk to obtain an ordering [txp,...,txq] of transactions.

3. Append txp,...,txq to the final transaction ordering.

Figure 4-8: Complete Description of Themis

4.8 Themis Details

Fig 4-8 contains a complete description of Themis from the perspective of both the leader and the
replica nodes.

4.8.1 Proofs for Themis

In this section, we formally prove the theorem statements from the main text. We begin with some
helpful lemmas.

Lemma 31 (Dependency Graph Properties). The following hold for the output of the algorithm
FairPropose(L): (1) It contains all solid transactions; (2) For all solid tx and non-blank tx0 con-
tained in the output, exactly one of the edges (tx,tx0) and (tx0,tx) is present in the output graph.

Proof. Let G be the dependency graph constructed by the algorithm FairPropose(L). It is easy to
see why (1) holds since the final graph output only removes those SCCs from G that do not contain a
single solid transaction.

To prove (2), first notice that since tx is solid and tx0 is non-blank , at least n�2f >2n(1��)+2f
orderings in L contain at least one of tx or tx0, i.e., order the two transactions. Therefore, at least one of
tx�L,n(1��)+f+1 tx0 or tx�L,n(1��)+f+1 tx0 holds. Since only one edge is added even when both holds,
we conclude that exactly one of the edges (tx,tx0) and (tx0,tx) is contained in the final graph output.
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Lemma 32. If FairPropose(L) outputs a solid transaction tx and does not output tx0 (and tx0 has
not been previously proposed), then there are at least n(1��)+1 honest nodes that have received tx
before tx0.

Proof. If tx0 is blank , since tx0 is present in at most n(1��)+f orderings, we have tx�k tx0 where
k=n�2f�n(1��)�f =�n�3f >n(1��)+f since n> 4f

2��1 . Equivalently, since at most f of those
are adversarial, it holds that more than n(1��)+1 honest nodes have received tx before tx0.

Lemma 33 (Contiguous Cycles). If FairPropose(L) outputs tx and does not output tx0 (and tx0 has
not been previously proposed), then either tx is an earlier cycle than tx0 or tx and tx0 are in the same
cycle. Further, if tx0 is received before tx by �n nodes, then tx and tx0 are in the same cycle.

Proof. We first show that if tx is output and tx0 is not, then it cannot be the case that tx0 is in an
earlier cycle. To see why, assume for contradiction that tx0 is an earlier cycle. This means that there is
no sequence of transactions [tx=tx0,tx1,...,txl=tx0] such that for each j it holds that txj was received
before txj+1 by n(1��)+1 honest nodes. But this contradicts the fact that tx was output and tx0 was
not, and therefore we conclude that tx0 cannot be in an earlier cycle.

Now, for the case when tx0 is received before tx by �n nodes, note that tx cannot be solid within
the leader proposal since this would imply that there are at least n(1��)+1 honest nodes that have
received tx before tx0 (from Lemma 32), which contradicts the given condition. Therefore tx must
be shaded and consequently, it was included in the proposal since there is a sequence of transactions
[tx = tx0, tx1, ... , txl] such that the graph contains each of the edges (txi, txi+1) and txl is a solid
transaction. This also means that txl was received before tx0 by at least n(1��)+1 honest nodes.

Now, since tx0 is received before tx by �n nodes, this directly implies that [tx0,tx1,...,txl,tx0] is a
cycle.

We are now ready to prove the main theorems for Themis .

Proof of Theorem 13. To show batch-order-fairness , consider tx and tx0 such that tx was received
before tx0 by at least �n nodes. Now, we follow a few cases:

(Case 1) At some time, the current correct leader proposal includes tx and tx0 is not included in this or any
earlier proposal. Now, by Lemma 33, we know that tx0 must be in the same or later cycle as tx.

(Case 2) At some time, the current correct leader proposal includes tx0 and tx is not included in this or
any earlier proposal. Since we are also given that tx was received before tx0 by �n nodes, by
Lemma 33, we know that tx0 must be in the same cycle as tx.

(Case 3) At some time the current correct leader proposal includes both tx and tx0. Since tx was received
before tx0 by �n nodes, we know that there is an edge from tx to tx0 within the dependency
graph. Therefore, once again, either tx0 will be output in the same cycle as tx or a later one.

The above cases show that the final transaction ordering final transaction ordering can be split into
contiguous cycles. In other words, either tx will be output before tx0 or some contiguous transaction se-
quence containing both tx and tx0 will be a cycle. Consequently, there are indices 1= i1 < ···<ik = l+1

such that [C1,...,Ck�1], with batches Cj ={txij ,...,txij+1�1}, satisfies �-batch-order-fairness .
Now, to show consequent-transaction fairness, in the output ordering, consider transactions txj

and txj+1 where txj+1 is output immediately after txj . The following cases arise:

(Case 1) Both transactions were part of the same initial leader proposal. Now, if they were part of the
same SCC, then since the output order is a Hamiltonian cycle, (txj ,txj+1) is an edge in the graph;
in other words, txj was received before txj+1 by n(1��)+1 honest nodes. On the other hand,
if txj was in an earlier SCC, then (txj ,txj+1) is already an edge. Since txj was output earlier, it
cannot be in a later SCC.

(Case 2) txj+1 was proposed in the block after txj was proposed. This means that, in some valid leader
proposal, txj was present but txj+1 was not, and further txj was the last transaction in the
previous proposal, which implies that txj was a solid transaction. Therefore, we can directly
conclude the result by Lemma 32.
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(Case 3) Note that it not possible for txj to be proposed in a block after txj+1 since the final ordering
contains txj first.

It is easy to see that, similar to Aequitas, the batches are minimal in the sense that they are of
size one when there are no cycles. Consequently, in such a case, Themis satisfies the stronger receive-
order-fairness notion. We now show that Themis satisfies consistency and (standard) liveness.

We now prove that Themis satisfies the standard SMR properties.

Proof of Theorem 14. Consistency is a direct consequence of the consistency of the underlying consen-
sus algorithm. For liveness, consider a transaction tx that has been received by all nodes, i.e., it will be
present in at least n�2f local replica orderings sent to the leader. In other words, tx is solid , and will
be included in the leader’s proposal. Note that the final ordering of tx only depends on earlier (shaded
) transactions that have been proposed by the current or an earlier proposal (since this can cause edges
to be missing in the graph proposal). Note that the final ordering of tx no longer depends on any trans-
actions that are not yet proposed. This means that as soon as the edges between the previously shaded
transactions are added (this will happen when the shaded transactions are received by enough nodes
which is only dependent on the network delay). Consequently, Themis achieves standard liveness.

4.8.2 Other Properties
Audit friendliness. Themis ’ fairness properties are also quite friendly for auditing. In particular,
an optimistic fast path can be used where the leader constructs the proposal as normal but does not
send any correctness proof to the replicas; instead, the proposal can be validated at a later time, even
by an external auditor. This is of course possible only when the auditor can force a revert of the system
to an earlier state and/or impose a penalty upon detection of a malicious leader proposal.

Crash-fault tolerant protocol for n� 3f +1. Themis can also be modified in a straightforward
way to create an 3f + 1 version (when � = 1) in settings with only crash faults (instead of explicit
adversarial behavior). Interestingly, the same protocol will work for Byzantine faults but at the cost
of allowing the leader node to censor transactions.

4.8.3 SNARK-Themis Details
We now provide details for our SNARK-Themis protocol. Intuitively, for this, instead of forwarding
the replica local orderings to all replicas, the leader will now create a SNARK to prove correctness of
its proposal.

SNARK preliminaries. For a language L in NP with witness relation RL, a SNARK for RL is a
tuple of efficient algorithms (Gen,Prove,Verify) where Gen generates the trusted parameters pp (e.g.,
the CRS) given 1

� where � is the security parameter, Prove is the prover algorithm, and Verify is the
verifier algorithm. Given pp and any (x,w)2RL, Prove(pp,x,w) produces a proof ⇡ attesting that x2L.
The proof can be checked using Verify(pp,x,⇡). We require the standard completeness, soundness, and
knowledge properties for SNARKs. For (asymptotic) efficiency of our protocol, the SNARKs need to
have constant-sized proofs excluding a poly-log factor in the security parameter (e.g., [95, 120]). We
do not require any zero-knowledge property.

SNARK proof for the leader proposal. Consider the language L in NP such that (x,w) is in the
witness relation RL if the following holds: x is a string representation of directed graph G, w is parsed
into Listi1 k ···kListin�f k�i1(Listi1)k ···k�in�f (Listin�f ) where each (Listj ,�j) represents a transaction
ordering from a distinct node along with a signature from the node, and FairPropose(L) outputs G

where L = {Listi1 ,...,Listin�f }. The string representation can be decided upon deterministically, for
example, by choosing vertices in alphabetical order. We use general-purpose SNARKS for the language
L to prove correctness. A similar correctness proof can be constructed for the update list Eupdates.
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Finally, the overall proposal block B by the leader will be the tuple (G,Eupdates,⇡=(⇡1,⇡2)) where G

is the graph for newly proposed transactions, Eupdates is the set of update edges, ⇡1 is the SNARK for G,
and⇡2 is the SNARK forEupdates. The upshot is that now, the size ofB no longer depends on the number
of nodes, enabling the underlying consensus algorithm to achieve communication complexity O(n).

SNARKs for Wendy [110] and Aequitas [105]. Wendy and Aequitas both require an O(n2
) com-

munication phase where all nodes gossip transactions to all others. This is critically necessary for cen-
sorship resistance, andwe foundno easyway to improve the communication complexity using SNARKs.

Improved complexity for Pompē [168]. The Pompē protocol has a communication complexity of
O(n2

). The general design of Pompē can be modified to achieve optimistic linear complexity through
the use of SNARKs for verifying the computation of the median timestamp. Specifically, after the
ordering phase, in Pompē , the median timestamp for a given transaction is computed and transmitted
during the consensus phase. This is done by the client but Pompē assumes that the all clients are
protocol nodes. In this case, the median computation can be proved (by the client) using constant-size
SNARKs which enables linear communication in the optimistic case.

However, in standard deployments, clients and protocol nodes can be separate entities and not all
clients need to be present during the system initialization. In such a case, SNARKs with trusted setup
might not provide an appropriate trust model for clients. Current constant-size SNARKs, however,
all require trusted setup. Further, even if a trusted setup can be used, the public parameters (e.g., the
CRS) need to be communicated to clients. Since the CRS size is dependent on n for known constant-
size SNARKs, this means that in the standard setting where clients and nodes can be distinct, Pompē
will not have optimistic communication linear in n.

While SNARKs without trusted setup can be used instead, current state-of-the-art construc-
tions [152, 159, 40] all have at least logarithmic proof sizes. This means that, even with the use
of SNARKs, at best, O(nlogn) optimistic communication complexity can be achieved.

4.9 Experiment Details

We provide experiment details deferred from the main text.

Network ratio and fairness granularity. We highlight that even when the network delay is very
large, transaction latencies with smaller r can be approximated by, abstractly, setting a coarser gran-
ularity for fairness. A granularity of g (defined below) is equivalent to only quantifying fair ordering
across these width g intervals, and ignoring unfairness of transactions within the same interval. Note
the time intervals can be w.r.t. the local time at a given node, and synchronized clocks are not required.
In other words, the granularity can be changed without affecting any protocol assumptions.

Definition 21 (Fairness granularity). For granularity g, we consider that timestamps are bucketed
into slots of interval g time each (e.g., [0,g), [g,2g) and so on). Events within a time bucket are assumed
to happen at the same time.

4.9.1 Ideal Setting Details
Comparing receive and batch order-fairness. For n=100, note the plots for the two definitions
are identical except for when � =0.51. Even for � =0.51, they are identical for a small r. When n=20,
the two definitions also deviate for � =0.6. This is because Condorcet cycles are much more common
when r is large and when �n gets close to n/2—for large n, this effect is not seen until � gets close to 0.5.

Abstractly, this deviation can be seen as the result of the frequency with which Condorcet cycles
arise in practice. Note that the presence of cycles also means that receive-order-fairness cannot be
achieved in these settings. Therefore, a natural question to ask now is how commonly do cycles arise,
and when they do, how large do they get? We found that in practical settings, Condorcet cycles are
small, and therefore, effectively the two definitions are quite similar.
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PPPPPPPPOrigin
End us-west-1

(California)
us-east-2
(Ohio)

ap-northeast-1
(Tokyo)

ap-northeast-2
(Seoul)

eu-central-1
(Frankfurt)

us-west-1 - 51.407 105.733 133.771 147.308

us-east-2 51.166 - 131.609 159.931 98.827

ap-northeast-1 106.684 131.359 - 31.723 228.356

ap-northeast-2 134.018 159.561 32.397 - 222.829

eu-central-1 145.962 97.972 228.862 234.641 -

Table 4.1: Average ping times (in ms) between different AWS servers

Cycle size for order-fairness. We find the number of transactions that are present in (strong)-
Condorcet cycles of each size in the ideal setting. Fig ?? contains results for n 2 {20,100} and for
reasonable network ratios r2{1,10}. For example, for a given length-k cycle, we count k transactions
in the bucket for k. Note that k=1 means that there is no cycle.

We found that for r = 1, there were no cycles found for � 2 {1,0.8,0.6}. For � = 0.51, for n = 20,
there was one 3-length cycle and one 4-length cycle, while there was just one 3-length cycle for n=100.

When r = 10, we did not find cycles for � 2 {1,0.8}. There were a few length-3 cycles for � = 0.6
for n=20 but none for n=100. For � =0.51, cycles are more common but still a reasonable network
ratio of r=10, the max cycle length was 11 for n=20 and 5 for n=100. We also notice that it is less
common to find cycles (for the same �) as n increases due to a smaller variance.

4.9.2 Frontrunning Experiment Details

Remark on full adversarial control. We remark that if the adversary A has full network con-
trol of when transactions (both honest and adversarial) are input to honest nodes, then network-level
frontrunning is trivial in any protocol. Note that even privacy techniques do not fully prevent this—A

can still perform non-targeted and metadata-based frontrunning. Therefore we explore real-world
networks in our analysis instead of ones with full adversarial control.

More specifically, the usual consistency and liveness properties remain intact even if A has such
a full network control. Interestingly, even the fair-ordering property holds based on the input order-
ings, but since A can essentially manipulate the input orderings of honest nodes themselves given full
network control, the protocol property no longer reflects any intuitive notion of fairness.

Indeed, this limitation led to Kelkar et al. [105] formalizing two networks: the (standard) internal
network (for communication amongst consensus nodes) and the external network (for all transaction
submission). The adversary has full control over the internal network but does not control the exter-
nal network. [105] notes that such a power would be similar in spirit to controlling e.g., the user’s
access to the internet. This ensures that the input orderings of honest nodes cannot be manipulated
by the adversary. We highlight that similar assumptions of the adversary not having full control over
transaction submission are present in all previous works [102, 168, 110].

Toy AWS setting. We start with a simple geo-distributed network with one node each in five dif-
ferent AWS regions: us-west-1 (California), us-east-2 (Ohio), ap-northeast-1 (Tokyo), ap-northeast-2
(Seoul), and eu-central-1 (Frankfurt) and measured ping timings between each pair of servers (in both
directions) as a proxy for the communication latency between them. Table 4.1 contains ping times
averaged over 1000 samples.

Out of 20 total node pairs (A,B), we found that 10 are frontrunnable (i.e., A can frontrun transac-
tions originating from B) in the case of fair separability. As a concrete example based on Table 4.1, an
adversary in Tokyo could frontrun a user transaction from Seoul by sending its adversarial transaction
to California before the transaction from Seoul reached Frankfurt. On the other hand, there were no
instances of triangle inequality being broken in our toy setting, and as a consequence, there were no
frontrunnable pairs in the case of order-fairness.

Frontrunning analysis. We now provide an analysis of how Themis can handle frontrunning un-
der a common network model where triangle inequality is respected. In a network where triangle
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inequality holds, an adversary cannot see an honest transaction and then create and send an adver-
sarial transaction (i.e., an attempt to frontrun) in a way that any honest node receives the adversarial
transaction first. In other words, if tx is an honest transaction and m is an adversarial transaction
sent afterwards, then all honest nodes should receive tx before m. In this network setting, we can show
that Themis prevents frontrunning—i.e., the adversarial transaction will be ordered strictly after the
honest transaction it is trying to frontrun. We show this through the following lemma.

Lemma 34. An adversary cannot force an adversarial transaction m to be in the same cycle as any
honest transaction under the above mentioned network model.

Proof. To see why, consider a transaction dependency graph G
⇤ that contains an edge from tx to tx0 is

a majority of nodes claim to have received tx earlier. First note that this graph is complete (i.e., there
is one edge between any transaction pair), and that any cycle in the actual dependency graph will also
be a cycle in this graph.

Now, since G
⇤ is complete, if a cycle within G

⇤ contains m, then m is also contained within a cycle
of length 3, i.e., there exists some x,y such that x! y!m! x is a cycle. Note that this is directly
true for Themis since its dependency graph is already complete.

Now, if x,y are both honest user transactions, then by our network assumption, all honest users
have received y before m and m before x. This implies that no honest node will have received x before
y and so the cycle cannot exist. On the other hand, w.l.g, if only x is honest, then again by our network
assumption, all honest users must have received m before x and x before y. Therefore, no honest node
has received y before m and therefore again the cycle cannot exist.

This also shows that for Themis , and all the order-fairness variants more broadly, assuming triangle
inequality holds, an adversary will not be able to get its transaction ordered before the honest user’s
transaction.
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Chapter 5

Garuda : An
Approximate Fair Ordering Algorithm

Many protocols have been proposed in the literature with the intention to define more and more
stronger notion of fair ordering. However, they all suffer from high communication complexity of at
least O(n2

). This has rendered these protocols expensive to use in practice where n can be in the
range of 1000s. Some protocols like Themis [103] attempted to solve this issue of communication
complexity by using SNARKS in the critical path of the protocol. However, current state-of-the-art
SNARKs have high proving time, thus, lending to high finalization time.

In this work, we propose a new order-fairness primitive called as (�,µ)-approximate order-fairness:
informally, if there is are sufficient number of honest replicas which received tx1 at least 2⇥network
delay before tx2, then tx1 must be ordered before tx2. We propose a protocol called Garuda that
guarantees (�,µ)-approximate order-fairness while incurring O(n) communication complexity with-
out using any SNARKS in the critical path. This makes the protocol very practical and scalable.

5.1 Introduction

Decentralized Finance (DeFi), meaning the deployment of financial instruments on blockchains, has
attracted substantial interest in recent years, with over 54 billion USD locked in DeFi protocols as of
April 2023. Unfortunately, while DeFi continues to gain popularity, a long line of work [64, 76, 141, 171]
has shown the rise of adversaries extracting profit by manipulating the ordering and inclusion of trans-
actions in DeFi applications. In decentralized exchanges and lending contracts, for example, where
transaction execution order is critically important, such order manipulation results in attackers prof-
iting at the expense of ordinary users.

Order manipulation is possible in existing protocols largely because the formal properties required
of state machine replication (SMR) or consensus—the primitive that underpins blockchains— place
no restriction on how transactions are ordered. Neither consistency nor liveness, the two pillars of
consensus security, enforces any relationship between the order in which transactions arrive in the
network and their final ordering. Indeed, in both permissioned consensus protocols, e.g., PBFT [50]
and Hotstuff [163], and permissionless ones, e.g., Ethereum, the current “leader” fully controls the
inclusion and ordering of transactions within a block that it creates.

To address this gap in traditional consensus research, a recent line of work [45, 105, 106, 110, 168]
has proposed protocols with socalled fair ordering properties—properties that prevent adversarial
manipulation of transaction ordering. These works propose several definitions of fairness along with
protocols that realize them. Intuitively, this style of fairness seeks to guarantee a specific ordering in
the finalized ledger based on how transactions arrive into the network.
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The fair ordering landscape. Existing fair-ordering protocols have come in many flavors. Some
provide strong fairness guarantees such as batch-ordering [106, 105, 103] where the guarantee is that
if � (

1
2 <�1) of replicas received tx1 before tx2, then tx1 should be ordered no later than tx2. Pres-

ence of non-transitive Condorcet cycles in message receipt times across replicas gives rise to batches
of transactions among which no strict ordering can be guaranteed. However these cycles can extend
arbitrarily long. Furthermore, Themis [103], which is the only practical implementation to guarantee
batch-ordering, requires O(n2

) communication complexity for any proposed block of transactions to
be committed even in optimistic path. The authors suggest a variant of Themis where the leader
runs a zero-knowledge (ZK) prover to generate a proof for correctness of finalization algorithm while
achieving O(n) communication complexity. However, proof generation every time a new block has to
be proposed by the leader puts a lot of negative externality in terms of latency and throughput even
in the optimistic path. For some numbers, generating a ZK proof for hash chain with common hash
functions like SHA256 or BLAKE3 requires seconds in some of the state-of-the-art ZK proving systems
[18]. Naturally, given more complexity, one can expect generating ZK proof for correct execution of
Aequitas finalization algorithm by the leader in Themis would require even more time.

Some provide weaker fairness guarantees such as ordering-linearizability [168] and timed-relative-
fairness [110]. Time-related-fairness basically guarantees that if all honest replicas received tx1 before
tx2, then tx1 will be ordered before tx2 whereas ordering-linearizability applies the same guarantee
only on the transactions that are ordered in the ledger eventually. However, even with weaker fairness
guarantee of timed-relative-fairness, Wendy [110] requires each replica to broadcast local timestamp
of each transaction to all other replicas, thus, incurring O(n2

) communication complexity. Similarly,
Pompē [168] requires leader to collect time stamps associated with each transaction from O(n) replicas
and broadcast all of it back to all replicas, which incurs O(n2

) communication complexity.

5.1.1 Contributions and overview
In the work, our goal is to develop an ordering protocol with O(n) communication complexity that
achieves the reasonable fairness guarantee. Towards that end, we define �-approximate ordering : if at
least � honest replicas receive tx1 at least 2� secs before they receive tx2, then tx1 is ordered before tx2.
There are two unknowns here: what should be the values of � and �. � is chosen to be the minimum
integer such that every honest replica can be convinced with optimistic responsiveness that there exists
at least one honest replica who has received tx1 at least 2� secs before they receive tx2. We show that
� = 2f +1. As for �, if it is equal to real network delay �real, then given the antecedent, all honest
replicas must have received tx1 before tx2 and so tx1 should be ordered before tx2. However, partial
synchrony assumption states that �real is unknown. One way to circumvent this issue is by setting �
to be equal to a rough estimate �

est
of real network delay �real. This estimate �

est
is maintained as a

common knowledge across all honest replicas and is updated to be as close to �real as possible.
Given that �

est
is maintained as a common knowledge, it needs to be set at a value that will be

acceptable to most honest replicas. A very natural choice is to have �
est

set at a value such that end-to-
end network delay in µ percentile of all messaging in the peer-to-peer network is less than �

est
(generally

referred to as Pµ). Many data sets pertaining to measurement of netowrk latency are publicly available
and are constantly updated [?]. Furthermore, previous works have shown that cumulative distribution
function (CDF) around network latency don’t change much with time [98]. Although Garuda features
a sub-protocol for upgrade of common knowledge of �

est
, rarely any upgrade will be necessary if some

additional slack is incorporated whenever an upgrade to common knowledge of �
est

is made.
Observe that �-approximate ordering is a weaker ordering primitive than time-related-fairness.

This is because the antecedent of �-approximate ordering requires at least � honest replicas to have
tx1 being received at least �

est
secs before tx2 which in turn, assuming �

est
(⇡ �real), implies that tx1

is received before tx2 in all honest replicas. On the other hand, antecedent for time-related-fairness
simply requires tx1 is received before tx2 in all honest replicas. However, unlike Wendy or Pompē, we
construct an ordering protocol Garuda that achieves 2f+1-approximate ordering with O(n) commu-
nication complexity in the optimistic path.

From the point of implementation, Garuda has been designed as an adapter on any existing BFT
protocol. That is, both protocols feature an merging algorithm for leader and additional validity
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Protocol Transaction
Ordering

Comm.
Complexity ZK proofs in

optimistic path Corruption Liveness
Optimistic Worst

Aequitas [105] �-batch-
order-fairness O(n3) O(n3) No n> 4f

2��1 Weak

Wendy [110] Timed-
Relative-Fairness O(n2) O(n2) No n�3f+1 Standard

Pompē [168] Ordering
Linearizability O(n2) O(n2) No n�3f+1 Standard

Themis [103] �-batch-
order-fairness

O(n2) O(n2) No
n> 4f

2��1 StandardSNARK-Themis [103] O(n) O(n2) Yes

Garuda (This work) (�,µ)-approximate-
order-fairness O(n) O(n2) No n>max

⇣
5f+2(1�µ)n+1, 4f

2µ�1

⌘
Standard

Table 5.1: Comparison of different order-fairness protocols.

conditions for replicas as part of underlying BFT consensus.
Table 5.1 illustrates some of the comparison points between Garuda and existing fair-ordering

protocols.

5.2 Model

We consider the system to be composed of a fixed set of n replicas, indexed by i 2 [n] where [n] =

{1,...,n}.

Corruption model. We consider byzantine fault tolerant model wherein a replica is said to
be honest in a given view if it is never under adversarial control, otherwise it is said to be byzan-
tine. We assume that once a replica is corrupted, it cannot become honest at a later point. In
our general model, we assume that the adversary can corrupt replicas dynamically. That is, repli-
cas can be corrupted at any point during the protocol’s execution. A set F ⇢ [n] of up to f
replicas are Byzantine, and remaining ones are honest. We will often refer to the Byzantine repli-
cas as being coordinated by one single adversary, which learns all internal aspect of these repli-
cas.

Adapter. We assume that the n replicas are participating in an underlying BFT consensus pro-
tocol. Our goal is to design an adapter on top of this BFT consensus protocol that enables the whole
system to guarantee ��linear approximate order fairness. This adapter takes the shape of (1) data
that replicas have to send to the leader of each view, (2) pre-processing on the data by the leader leader
in order come up with the proposal for that view, and (3) additional validity conditions that replicas
need to run on top of underlying BFT protocol’s validity conditions.

Network. We formally define the different network assumptions for both the external and internal
networks. The external network models the communication network between clients who are using the
system by sending transactions and the replicas that are participating in the BFT consensus protocol.
We assume that this external network is a peer-to-peer (P2P) network with an unknown network delay
�real secs, that is, any transaction sent by a client in the external network is guaranteed to reach all
other nodes in the external network within a bounded delay �real. In this work, we abstract out the
internal details of P2P network and won’t bother with how replicas behave in this network. For the
external network, let us assume �

est
to be such that end-to-end network delay from µ percentile of all

replicas is less than �
est

.
The internal network represents the communication network among replicas for the purpose of

message exchanges as defined by the underlying BFT protocol. This internal network is assumed to be
partial asynchronous with a known bound � on message delay after some unknown global stablization
time (GST).

Notation. For any two transactions (tx1,tx2), tx1 �(m,�) tx2 represents that the timestamp for
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tx1 is more than � secs before that of tx2 in at least m replicas. For any replica Ri, Li consists of
transactions along with the timestamps at which those transactions were received by the replica Ri

locally. We denote the timestamp of a transaction tx recorded in the replica Ri as TS(tx,i).

5.3 Approximate Order-Fairness

In practical blockchain deployments, network delay �real of the underlying P2P network give rises to
a very natural definition of fairness: if an honest replica has estimated delay to be �real secs with
high confidence and if transaction tx1 was received at least 2�real secs before transaction tx2, then
the replica can expect that no other replica has received tx2 before tx1. From the point of view of the
honest replica, it should be totally fair to have tx1 ordered before tx2 in the ledger.

However, it could be the case that only one replica received tx1 at least 2�real secs before trans-
action tx2 while others did receive tx1 before transaction tx2 but not more than 2�real secs before.
Considering many of the replicas to be byzantine in nature, it is essential that sufficient number of
replicas have received tx1 at least 2�real secs before transaction tx2 such that remaining honest replicas
are assured that at least one honest replica received tx1 at least 2�real secs before transaction tx2. We
capture this in the following primitive:

��Linear approximate order-fairness. Linear approximate-order fairness states that if��number
of honest replicas received transaction tx1, that has not been committed yet, sufficiently earlier than
another transaction tx2 (could be from different clients), then tx1 should be ordered before tx2 in the
final ledger by every honest replica and the whole process of coming to this consensus should only incur
O(n) communication complexity.

Requirement for linear communication complexity can only be achieved by using a leader-based
protocol, with the leader serving as a relay for communication between replicas. An immediate ques-
tion is how large should be the separation between transactions tx1 and tx2 so that all honest replicas
can come to the same consensus on the ordering between them. Clearly, if an honest replica received
transaction tx1 more than 2�real secs before tx2, then it is guaranteed that all other honest replicas
must have received transaction tx1 before tx2. However, there are two major issues with this ob-
servation: (1) the leader can be byzantine and therefore, the information on transaction timestamps
sent by the honest replica who has received transaction tx1 more than 2�real secs before tx2 can be
conveniently dropped by the byzantine leader without any accountability and won’t be received by
other honest replicas, (2) under partial synchrony model, no honest replica has knowledge about the
actual network delay �real and different honest replicas might have different estimates of �real.

In order to circumvent the lack of knowledge of �real, all honest replicas instead maintains a con-
sistent estimate �

est
of �real, that is, each honest replica has the same estimate on �real. Obvious

question is what should be �
est

set at so that it is acceptable to most honest replicas. Given that �real
is unknown and typically we can determine the CDF of the sampling distribution of �real by network
measurements [98, 158], a system parameter µ can be set at genesis such that at least Pµ of the CDF
of sampling distribution of �real is less than estimate �

est
(changing µ would require hard fork). Hence,

we redefine ��linear approximate order fairness as:

(�,µ)�linear approximate order fairness. If ��number of honest replicas received transaction
tx1, that has not been committed yet, at least 2�

est
secs earlier than another transaction tx2 (could

be from different clients), then tx1 should be ordered before tx2 in the final ledger by every honest
replica and the whole process of coming to this consensus should only incur O(n) communication
complexity.

Here, �
est

is a function of µ.
We next show that if at most 2f honest replicas receive transaction tx1 more than 2�

est
secs before

tx2, then byzantine replicas can convince honest replicas to come to consensus on tx2 being ordered
after tx1 in the final ledger for any leader-based protocol with linear communication.
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Lemma 35. For any � <= 2f + (1� µ)n, there exists no protocol that can achieve (�,µ)�linear
approximate order-fairness.

Proof. Suppose we want to guarantee that if even one honest replica has received tx1 more than 2�
est

secs before tx2, then tx2 shouldn’t be ordered before tx1 in the final ordering. Assuming we want to
ensure liveness, the leader will wait for response from at least n�f . However, it could be the case that
response from that one honest replica containing time stamps of tx1 and tx2 might not be received by
the leader due to the partial asynchronous nature of our protocol. So, there is no way to guarantee this
property. Suppose we relax the guarantee to that if at least f+1 honest replica has received tx1 more
than 2�

est
secs before tx2, then tx2 shouldn’t be ordered before tx1 in the final ordering. Then the

dilemma is leader cannot distinguish between these two scenarios: (1) response from only one of this
honest replica are received by the leader and, (2) response from an adversarial replica is received that
shows tx1 received than 2�

est
secs before tx2 (this timestamp was tampered maliciously). Additionally,

it could be the case that (1�µ)n honest replicas are facing end-to-end network delays in the external
network that exceed �

est
but their response got included by the leader (internal network is assumed

to be separate, see sec 5.2).

Garuda achieves optimal result by guaranteeing that if at least 2f +(1�µ)n+1 honest replicas
receive transaction tx1 more than 2�

est
secs before tx2, then tx1 will be ordered before tx2.

The requirement for having all honest replicas maintain a consistent estimate �
est

necessitates
that �

est
be acceptable for most honest replicas while taking into consideration the long-tailed na-

ture of sampling distribution of �real. Given that these distributions change (although sporad-
ically), it is necessary that the �

est
is updated consistently to a new estimate across all honest

replicas. To capture this requirement, we define the primitive of upward mobility. Upward mobil-
ity ensures that if the assumption that at least µ percentile of end-to-end network delay across all
messaging is less than �

est
is no longer valid, then �

est
should get updated across all honest repli-

cas.

(�1,�2,�3)�upward mobility. Upward mobility states that

1. if there exists even one pair of transactions tx1 and tx2 such that �1 number of honest replicas
have received transaction tx1 more than 2�

est
secs before tx2 and �2 number of distinct honest

replicas have received transaction tx2 more than 2�
est

secs before tx1, then a leader must be
forced to trigger an update such that �

est
is increased across all honest replicas.

2. if there exists no pair of transactions tx1 and tx2 such that sufficient number of honest replicas
have received transaction tx1 more than 2�

est
secs before tx2 and �3 number of distinct honest

replicas have received transaction tx2 before tx1, then a byzantine leader shouldn’t be able to
trigger an update to �

est
at even one honest replica.

Part (1) of the definition states a condition beyond which an adversarial leader cannot prevent an
update to �

est
across all honest replicas. Part (2) of the definition states a condition below which an

adversarial leader will not be able to trigger an update to �
est

across any honest replica. �1,�2,�3

should be set such that every honest replica can be assured that there exists at least one honest replica
whose previous observation of network delay from itself to anyone else in the external network being
less than �

est
is no longer satisfied.

Recall that �
est

is defined to be such that at least µ percentile of end-to-end delay across all message
connections are less than �

est
. It can happen that �

est
is such that it is much higher than Pµ in the

CDF of the sampling distribution of �real. In such a case, it might be nice to reduce �
est

to a value
that is much closer Pµ in the CDF of the sampling distribution of �real. CDF for sampling distribu-
tion of �real is typically long-tailed and having �

est
close to Pµ of this CDF gives tighter quality of

service in terms of approximate order-fairness to clients. This is captured in our following definition
of downward mobility. We would like to point out that downward mobility is not a necessity as the
assumption on �

est
being greater than Pµ of the CDF of �real is still satisfied. However, we will still

explore the primitive of downward primitive from the point of improving the quality of service and
later in Sec. 5.4, we will describe how Garuda achieves it.
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Given byzantine nature of the system, an important question is how can each replica be convinced
that �

est
is far from Pµ of the CDF of �real and that every honest replica knows about it. If we

consider that local clocks of all honest replicas are synchronized, then in an leader-based protocol,
an honest leader can just use the spread of time stamps corresponding to each transaction across
many replicas to check whether �

est
needs to be reduced or not. However, with no assumption of

synchronized local clocks of honest replicas, we instead have to rely on spread of relative separation
of time stamps of each pair of transactions across many replicas. This is captured in the following
primitive:

⌧�downward mobility. Consider �new�est < �
est

but �new�est is greater than Pµ of the CDF
of �real. Strong downward mobility states that for each pair of transactions (tx1, tx2) that have
not yet been committed, if at least ⌧ honest replicas have TS(tx2, i)� TS(tx1, i) 2 [t,t + 2�new�est],
for some t, then an honest replica must be able to trigger an update such that �

est
is decreased

to �new�est across all honest replicas. On the other hand, if at least ⌧ honest replicas don’t have
TS(tx2,i)�TS(tx1,i)2 [t,t+2�new�est], for some t, then a leader must not be able to trigger an update
to �

est
.

Both upward and downward mobility are defined with the intention of getting �new�est to be as
close as possible to Pµ of the CDF of sampling distribution of �real. However, given that a byzantine
leader is not accountable if it doesn’t trigger downward mobility of �

est
even though it should be, what

can happen is that �new�est remains substantially larger than Pµ of the CDF of sampling distribution
of �real until an honest replica is selected as part of the leader-rotation of the underlying BFT protocol.
This can impact the quality of service.

5.4 Protocol

5.4.1 Protocol description
The pseudocode for alhorithm that the leader and each replica has to run in Garuda is given in Algo-
rithm 3 and 4, respectively.

At the beginning of each view of the underlying BFT consensus protocol, each honest replica Ri

collects all transactions in its local mempool that are not yet committed in the ledger in Listi and
send it to the leader in that view. The leader waits until it receives these List from at least n� f
replicas. Let C denote the collection of all such n�f lists.

Upward Mobility. On receiving List from n�f replicas, the leader determines if there are any
pairs of transactions (tx1,tx2) such that both haven’t been committed yet but tx1�(f+1,2�est)

tx2 and
tx2 �(f+1,0) tx1. We denote this set by T . If there is even one pair of transaction (that is, T 6= �),
then it signals that �

est
needs to be increased. The leader now has to find the appropriate value to

which �
est

has to be updated. Towards that end, the leader finds the minimum possible value �new�est
which ensures that for all pair of transactions tx1, tx2 2 T , we have tx1 ⌃(f+1,2�new�est) tx2. The
leader then collects all the appropriate List as evidence E(tx1,tx2), the proposed �new�est and send
the proposal < upward,(tx1,tx2),E(tx1,tx2),�new�est > to the replicas as part of the BFT consensus
protocol. The replicas, on receiving this message, use the evidence E to check whether update of �

est

is necessary or not and then also verifies whether the proposed �new�est suffices or not. This serves
as an additional validity condition on top of existing validity conditions that exists in BFT consensus
protocol.

Downward Mobility. Next, the leader checks whether �
est

needs to be decreased. Towards
that end, the leader first determines the set U of transactions that are present in List from at
least µn � 2f replicas. Then it determines all those transactions tx 2 C such that they are in-
cluded in at least µn� 2f replicas. Now, if the leader is able to determine a �new�est < �

est
such

that for all tx1, tx2 2 U , if |TS(tx2, i)� TS(tx1, i)| from at least µn� 3f replicas Ri lie within some
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Figure 5-1: Approximate ordering in Garuda . Here LT refers to a table of local timestamps associated
with different transactions.

interval [t, t + 2�new�est] for some t, then the leader can trigger an update of �
est

in all honest
replicas. To do that, the leader generates evidence E(tx1,tx2) that consists of reference pointers in
C and associated value of time t. We require at least µn � 3f replicas because for all tx1, tx2 2

U , at least µn � 3f replicas will contain both tx1, tx2. The leader then sends the proposal <
downward, C,

S
tx1,tx2

E(tx1,tx2), �new�est > to the replicas as part of the BFT consensus protocol.
The replicas, on receiving this message, use the evidence E(tx1,tx2) to check whether update of �

est

is necessary or not and whether the proposed �new�est suffices or not. This serves as an addi-
tional validity condition on top of existing validity conditions that exists in BFT consensus proto-
col.

Approximate ordering. If neither upward mobility or downward mobility is triggered, then
the leader takes the normal route of proposing an ordering of new set of uncommitted transactions.
For each of the transactions in the set U , their respective median is computed (by using the times-
tamps available in the List from at least µn�2f replicas) and are then arranged in ascending order
based on the computed median. This is denoted by the B. The leader then proposes the message
< order,B > as part of the consensus protocol in that view. On receiving < order,B > from the
leader, the replica Ri checks that for all pairs of transactions tx1, tx2 2 B such that tx1 ! tx2

or if tx1 is present but tx2 is not, check that TS(tx1) < TS(tx2) + 2�
est

. This serves as an addi-
tional validity condition on top of existing validity conditions that exists in BFT consensus proto-
col.

5.5 Security

Lemma 36. Consider � to be the adversarial threshold tolerable for the underlying consensus protocol.
For n> 4f

2µ�1 , Garuda satisfies (2f+1+(1�µ)n,µ)�linear approximate order-fairness.

Proof. First we show completeness. Observe that if TS(tx2) is more than TS(tx1) by at least 2�
est

secs in
signed lists from at least 2f+1+(1�µ)n honest replicas, this would imply that there are at least µn�f
honest replicas for whom TS(tx2) is more than TS(tx1). L from at least µn�2f honest replicas would
be received by the leader. Given µn�2f > n

2 , we have median(tx1)<median(tx2). This also implies
that at least µn�f honest replicas agrees with the leader’s proposed ordering between tx1 and tx2

when they receive <order,B> from the leader. Therefore, these µn�f honest replicas will respond by
sending back <preaccept,hash(B)> to the leader. The leader will then be able to aggregate signature
from at least µn�f replicas, which will be accepted by each of the n�f honest replicas.

Now, we check for soundness. Consider any pair of transactions (tx1,tx2) such that tx2 is ordered
before tx1 in the final ordering by the leader but TS(tx2) is more than TS(tx1) by at least 2�

est
secs in
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Algorithm 3 Garuda : Leader role
1: In view v:

1. Wait until correctly signed lists List are received from n�f replicas. Let C denote the collection of all such
n�f lists.

2. Determine T := {(tx1,tx2) | tx1 �(f+1,2�est)
tx2^ tx2 �(f+1,0) tx1^ tx1,tx2 /2L}. Note that it could be the

case that (tx1,tx2)2T but (tx2,tx1) /2T . If T 6=�, then
(a) 8 tx1,tx2 2 T , collect all such lists Listi that can serve as the evidence for (tx1,tx2) 2 T . Let this

collection of lists be denoted by E(tx1,tx2).

(b) 8 (tx1,tx2)2 T , determine �
(tx1,tx2)
new such that tx1 �⇣

f+1,2�
(tx1,tx2)
new

⌘ tx2^ tx2 �(f+1,0) tx1 = 0. Let

�new�est=2⇥minR+[{0}max(tx1,tx2)2T �
(tx1,tx2)
new�est and (tx?

1,tx
?
2)=argmax(tx1,tx2)2T �

(tx1,tx2)
new�est .

(c) Run the underlying consensus protocol to commit to the valid update on the proposal
<upward,(tx?

1,tx
?
2),E(tx?

1 ,tx
?
2)
,�new�est>.

(d) Exit to next view v+1 with leader in the current view v continue to be the leader in the next view.

3. For each unique tx appearing in C, determine Stx = {Listi|Listi 2 C ^ tx 2 Listi}. Construct the set
U={tx| |Stx |�n�2f}. If |U| 6=�, then
(a) 8tx1,tx22U , determine |TS(tx2)�TS(tx1)| from the List of at least µn�3f replicas. We represent these

data points as V(tx1,tx2).
(b) Determine whether there exists �new�est<�est such that 8tx1,tx22U , all µn�4f of the data points in

V(tx1,tx2) are within an interval [t,t+2�new�est] for some t. If yes, then collect the reference pointers
to all the associated set of List along with associated t as E(tx1,tx2). If no, continue to Step 4.

(c) Run the underlying consensus protocol to commit to the valid update on the proposal
<downward,C,

S
tx1,tx22UE(tx1,tx2),�new�est>.

(d) Exit to next view v+1 with leader in the current view v continue to be the leader in the next view.

4. If none of the either case, then
(a) Arrange all transactions in U in ascending order of median(tx). Let B denotes this ordered list of

transactions.
(b) Send the proposal <order,B> to all replicas.

5. On receiving message < preaccept,�i(hash(B))> from at least µn�f replicas, aggregate all the signatures
�i(hash(B)) into �agg(hash(B)). Send the message <aggregate,�agg(hash(B))> to all replicas as part of the
underlying consensus protocol after the confirmation, append B to the list of agreed upon blocks.

at least 2f+1+(1�µ)n honest replicas. That would also mean at least µn�2f honest replicas agreed
with this proposed ordering. However, by assumption, at least 2f +1+(1�µ)n honest replicas won’t
sign in this proposed ordering as it doesn’t comply with their local verification check. This leads to
contradiction.

Lemma 37. Garuda satisfies (2f+1+(1�µ)n,2f+1+(1�µ)n,2f+1+(1�µ)n)-upward mobility.

Proof. First we show completeness. Suppose the leader collected signed lists from at least f+1+(1�

µ)n replicas that have TS(tx1) before TS(tx2) and signed lists from at least f+1+(1�µ)n replicas that
have TS(tx2) before TS(tx1) by more than 2�

est
secs. This evidence that the leader sends is enough

to convince all other honest replicas that there CDF of �real has shifted such that Pµ of the CDF of
�
est

is no longer within �
est

. Therefore, all honest replicas will agree to an honest leader’s proposal to
increase �

est
to �new�est.

Next, we show soundness. It has two parts:

• Suppose there is a transaction pair (tx1,tx2) such that at least 2f +1+(1�µ)n honest replicas
have received transaction tx2 more than 2�

est
secs before tx1 and there are at least 2f+1+(1�µ)n

distinct honest replicas that have received transaction tx1 more than 2�
est

secs before transac-
tion tx2. However, if the malicious leader, instead of proposing an upwardmessage, pursues with
ordermessage (with any order among these two transactions), then it will not receive attestation
from at least 2f+1+(1�µ)n replicas.

• Suppose there are no transaction pairs among the lists received in the current view such that at
least 2f +1+(1�µ)n honest replicas have received transaction tx2 before tx1 and there are at
least 2f+1+(1�µ)n distinct honest replicas that have received transaction tx1 more than 2�

est
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Algorithm 4 Garuda : Replica role
1: In view v, at the replica Ri :

1. Let Listi denote the set of transactions that were received by the replica Ri along with their local timestamps,
that is not yet part of the ledger of committed transactions L.

2. Send Listi to the leader of the current view v.
3. If the leader responds with the proposal <upward,(tx1,tx2),E(tx1,tx2),�new�est>, then

(a) Use E(tx1,tx2) to verify that tx1�(f+1,2�est)
tx2^tx2�(f+1,0) tx1^tx1,tx2 /2L=1.

(b) Verify that the proposed �new�est is the minimum possible value that results in tx1 ⌃(f+1,2�new�est)
tx2^tx2�(f+1,0) tx1=0.

(c) Participate in the underlying consensus protocol to commit to the proposed update to �est from the leader.
(d) On commitment of the proposal <upward,(tx1,tx2),E(tx1,tx2),�new�est>, update �est to �new�est.

4. If the leader responds with the proposal <downward,C,
S

tx1,tx22UE(tx1,tx2),�new�est>, then

(a) Construct the set U and V(tx1,tx2)8tx1,tx22U .
(b) Use �new�est and

S
tx1,tx22U E(tx1,tx2) to verify that 8tx1,tx2 2U , at least µn�4f of the data points

in V(tx1,tx2) are within an interval [t,t+2�new�est] for some t.
(c) Participate in the underlying consensus protocol to commit to the proposed update to �est from the

leader and on commitment of the proposal, update �est to �new�est.

5. If the leader responds with the proposal <order,B>, then
(a) For all transaction pair (tx1,tx2) that is ordered tx1 ! tx2 in the B or if tx1 is present but tx2 is not,

check that TS(tx1)<TS(tx2)+2�est.
(b) If yes, continue participating in the underlying consensus protocol.

6. On receiving message <aggregate,�agg(hash(B))> from the leader, check that signature from at least µn�f
replicas are included in �agg(hash(B)). If yes, continue participating in the underlying consensus protocol
and after the confirmation, append B to the list of agreed upon blocks.

secs before transaction tx2. Now, the malicious leader won’t have sufficient evidence to convince
at least µn�2f honest replicas that �

est
needs to be updated.

Thus, Garuda achieves upward mobility.

Lemma 38. Garuda achieves downward mobility.

Proof. We start by making the observation that adversarial replicas have no benefit from having down-
ward mobility. Instead having downward mobility makes it harder for adversarial replicas to violate
approximate order-fairness. This is because if �real < �

est
, then an adversary is able to manipulate

the transaction ordering so that tx2 is ordered before tx1 without violating linear approximate order-
fairness even if all honest replicas received tx1 at least 2�real secs before tx2. Therefore, we only show
completeness. When the evidence E(tx1,tx2) shows that for the pair of transactions (tx1,tx2), L from
at least n�3f replicas have timestamps within the interval [t,t+�new�est], then all these replicas are
honest. Given that we have n�6f+1, this ensures that at least n

2 honest replicas agree to decreasing
�
est

to �new�est. Thus, Garuda achieves downward mobility.

If we want to remove the assumption that adversarial replicas have no benefit from downward
mobility, then we need to have n� 8f +1 in order to ensure that at least n�4f honest replicas have
received transactions within some interval [t,t+�new�est]. With n�8f+1, we have n�4f� n

2 .

Theorem 15. Garuda guarantees safety.

Proof. Lemma 36, 37 and 38 show that Garuda guarantees safety.

Theorem 16. Garuda guarantees liveness.

Proof. Garuda has been designed as an adapter on top of any existing BFT protocol and it is ensured
that all honest replicas always maintain the same �

est
. This ensures liveness in Garuda .
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5.6 Conclusion

In this work, we propose a new order-fairness primitive called as (�,µ)-approximate order-fairness: in-
formally, if there is are sufficient number of honest replicas which received tx1 at least 2⇥network delay
before tx2, then tx1 must be ordered before tx2. We propose a protocol called Garuda that guarantees
(�,µ)-approximate order-fairness while incurring O(n) communication complexity without using any
SNARKS in the critical path. This makes the protocol very practical and scalable.

As future work, we would need to incorporate sub-protocols for downward mobility and include
upgrades that enable batch unspooling similar to that in Themis [103].
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