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Diabetes is a chronic illness of increasing public health importance affecting one in five 

Americans over the age of 65. Nearly half of all individuals with diabetes do not meet 

recommended guidelines for blood sugar control, sharply elevating their risk for long-term 

complications. Effective diabetes management requires a competent, engaged care team, 

but the difficult work of maintaining day-to-day glycemic control is primarily done by the 

patient between clinic visits. 

Web-based health services may help to improve the quality of diabetes care by 

strengthening the patient-provider relationship and bridging the gap between home and 

clinic. These new tools can enable patients to access their lab results or medical records, 

schedule appointments, and securely communicate with care providers between visits. 

Little is known about the use of electronic patient-provider communication in diabetes 

care, and how use of this technology may impact care processes and health outcomes. 



In this dissertation, I address three issues related to use of secure patient-provider 

messaging within a shared electronic medical record. All studies included adults with 

diabetes receiving care at a large integrated delivery system. The goal of the first study was 

to evaluate differences in diabetes care quality and outpatient utilization associated with 

secure messaging. Second, I studied age-related differences in use of the electronic record 

and secure messaging. Finally, I used longitudinal data to reexamine the relationship 

between secure messaging and process and outcome measures of care.  

I found that a quarter of all adults with diabetes used secure messaging when available 

over a three-year period. Older adults were less likely to use electronic messaging and 

placed a higher value on in-person interactions. The majority of patients who used secure 

messaging had relatively modest levels of use (1-3 threads per year) and slightly more 

frequent clinic visits. The most active users tended to have more complex medical histories 

and higher outpatient utilization. Results of the longitudinal study suggest that secure 

messaging may have a small, positive, effect on glycemic control and adherence to glycated 

hemoglobin (HbA1c) testing recommendations. These findings provide a justification and 

framework for further research, and may be informative to providers and payers who are 

considering broader implementation of electronic patient-provider communication in the 

future.  
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1.1 OVERVIEW 

Diabetes is a prevalent and serious chronic condition, affecting 8.3% of the U.S. population 

(1) and estimated to cost over $174 billion dollars each year (2). Approximately twenty 

percent of medical expenditures are for people with diagnosed diabetes (2). Recent data 

from the National Health and Nutrition Examination Survey suggest that nearly half of all 

patients with diabetes do not meet recommended targets for blood sugar control (3), 

placing them at an increased risk of medical complications (4, 5).  

An increasing number of health care providers are providing services to patients directly 

through the World Wide Web. These sites, often termed “patient portals”, allow patients to 

access their laboratory results or medical records, schedule appointments, and send secure 

electronic messages to their care providers. These new services have the potential to assist 

with care coordination, facilitate patient-provider communication, and improve the 

timeliness of care. Yet little is known about how these services are used by patients with 

diabetes, and what impact their use may have on care processes and health outcomes. 

1.2 RESEARCH QUESTIONS AND DATA SOURCES 

In this dissertation, I addressed three issues related to use of a shared electronic medical 

record (SMR) with secure patient-provider messaging (“secure messaging”) by adults with 

diabetes. All three studies were conducted at Group Health Cooperative, a nonprofit health 

care system that provides medical coverage and care to over 660,000 members in the 

Pacific Northwest. Approximately 70% of members are served by Group Health’s 

Integrated Group Practice and receive care from salaried Group Health physicians. All 

patients who are served by the Integrated Group Practice have had access to an electronic 

record with secure messaging since August of 2003.  

1 Introduction 



2 
 

 

The goal of the first analysis was to evaluate differences in diabetes care quality and 

outpatient utilization associated with use of secure messaging. In this study, I tested the 

hypotheses that frequent use of secure messaging was associated with better diabetes care 

quality and lower utilization of traditional outpatient services. This analysis used 

observational data from January 1, 2004 – March 1 2005, a five-quarter period that began 

six months after secure messaging was first available to all patients in Group Health’s 

Integrated Group Practice. This analysis included 15,427 adults with diabetes, 19% of 

whom used secure messaging during the period of observation.  

Second, I evaluated age-related differences in use of the SMR and secure messaging by 

individuals with diabetes. The primary data source for this study was a mixed-mode survey 

of Group Health members with diabetes that was conducted in September of 2009. 910 

individuals from five clinics were surveyed, and 718 responded by mail or phone. In 

addition to the survey data, metrics of SMR and secure messaging use and variables related 

to health status and utilization were abstracted from Group Health’s clinical data 

warehouses. 

Finally, I used longitudinal data to reexamine the relationship between secure messaging 

use and diabetes care quality. In this study I tested the hypothesis that patients who engage 

in frequent secure messaging during a given quarter were more likely to have good 

glycemic control in the subsequent quarter. As a second aim, I tested the hypothesis that 

recent, frequent use of secure messaging was associated with higher levels of adherence to 

HbA1c testing recommendations. This study used observational data from October 2003 – 

January 2006, a three-year period that began two months after secure messaging was first 

available to all patients in Group Health’s Integrated Group Practice. This analysis included 

6,301 adults with diabetes who registered for access to the SMR, 74% of whom used secure 

messaging at least once during the three-year period of observation. 
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2.1 ABSTRACT 

Objective: To test the hypothesis that electronic patient-provider messaging is associated 

with high care quality for diabetes and lower outpatient utilization. 

Research Design and Methods: We conducted a cross-sectional analysis of electronic 

patient-provider messaging over a 15-month period between January 1, 2004 and March 

31, 2005. The study was set at Group Health Cooperative, a consumer-governed, nonprofit 

health care system that operates in Washington and Idaho. Participants included all 

patients aged 18 or over with a diagnosis of diabetes mellitus. In addition to usual care, all 

patients had the option to use electronic messaging to communicate with their care 

providers. The primary outcome measures were diabetes-related quality of care indicators 

(HbA1c, blood pressure, and LDL cholesterol) and outpatient visits (primary care, specialty 

care, and emergency). 

Results: Nineteen percent of patients with diabetes used electronic messaging to 

communicate with their care providers during the study period (n = 2,924; overall study 

cohort = 15,427). In multivariate models, frequent use of electronic messaging was 

associated with HbA1c < 7% (RR 1.36, 95% CI 1.16 to 1.58). Contrary to our hypothesis, 

frequent use of electronic messaging was also associated with a higher rate of outpatient 

visits (RR 1.39, 95% CI 1.26 to 1.53). 

Conclusions: Frequent use of electronic secure messaging was associated with better 

glycemic control and increased outpatient utilization. Electronic patient-provider 

2 Diabetes Quality of Care and Outpatient Utilization 

Associated with Electronic Patient-Provider Messaging: A 

Cross-Sectional Analysis 
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communication may represent one strategy to meet the healthcare needs of this unique 

population. More research is necessary determine if there is a causal link between use of 

secure messaging and improved glycemic control or increased utilization, and if so to 

elucidate the mechanisms for these effects. 

2.2 INTRODUCTION 

Online patient-provider communication has the potential to fill unmet needs of patients 

with chronic conditions. The Institute of Medicine (IOM) has suggested a shift in care 

towards “continuous healing relationships” supported by access to care outside in-person 

office visits such as over the Internet and by telephone (1). Although email has been slow to 

diffuse into clinical settings, use is increasing in response to the IOM report and strong 

consumer demand (2). Despite the promise of electronic patient-provider communication 

to improve care, there is a paucity of prior research in the area and consequently little is 

understood about the relationship between electronic communication and care quality. 

Specifically, it is unclear whether electronic communication is used as a complement to or a 

substitute for traditional outpatient utilization. 

To explore these questions, we have conducted a cross-sectional analysis of electronic 

patient-provider messaging at a large health care delivery system. Our analysis focused on 

diabetes care due to the need for frequent communication and care coordination in this 

condition (3). We hypothesized that electronic messaging would be associated with 

improved care quality and lower utilization of in-person services (4, 5). Although causation 

cannot directly be inferred from cross-sectional data, demonstration of an association 

between electronic messaging and care quality or altered patterns of utilization would 

suggest that electronic messaging may interact with care processes in important ways and 

provide justification for further study. 
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2.3 RESEARCH DESIGN AND METHODS 

Study Design 

We conducted a cross-sectional analysis of electronic messaging activity at Group Health 

Cooperative (Group Health) between January 1, 2004 and March 31, 2005. All study 

variables were abstracted from clinical and administrative data repositories. 

Setting 

The study was conducted at Group Health, a mixed-model health care financing and 

delivery organization in Washington State and North Idaho. Approximately 460,000 

members receive care through Group Health’s Integrated Delivery System, which includes 

20 Group Health–owned facilities and over 500 Group Health physicians. Beginning in 

August of 2003, all patients in the Integrated Delivery System were able to access patient 

Web services through the MyGroupHealth Web site. These services included prescription 

refills, appointment scheduling, medical record access, and secure messaging (SM) to 

contact health care team members as previously described (6). The MyGroupHealth patient 

Web site had two levels of security (Table 2.1). At the initial level (registration only) a 

patient created a password-protected account on the Web site. At this level, the user could 

not exchange personally identifiable health information with Group Health providers, but 

could access discussion groups on several topics. Group Health discouraged disclosure of 

personally identifiable information in the discussion groups. A facilitator was employed to 

review all content and remove any personally identifiable content. A second, higher level of 

security provided access to the medical record, SM, and other advanced Web services. 

Access to this security level required each patient to complete an additional step verifying 

their identity (ID verification). At the time of this study, they could submit an online 

request with follow-up paperwork by mail or present a legal form of identification in 

person at a Group Health clinic. At this level of security, patients and providers shared 

clinical and other personal health information.  
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Inclusion Criteria and Cohort Definitions 

The study was restricted to patients with diabetes over age 18 that were continuously 

enrolled in Group Health’s Integrated Group Practice during the study period. Patients 

were identified as having diabetes by three or more outpatient ICD-9 diagnoses for 

diabetes during the two years prior to the study period. We divided the study population 

into several groups by their use of MyGroupHealth (Figure 1). Of the baseline population of 

adults with diabetes at Group Health, 34% completed the process of identity verification to 

gain access to SM and other advanced services. This group was further divided into two 

subgroups: members who used SM at least once during the study period (“Secure 

Messaging Users”), and members who had obtained identity verification but did not use SM 

during the study period (“ID-verified”). The ID-verified group was selected as the primary 

comparison cohort because they were expected to be most similar to the SM users in terms 

of unmeasured characteristics (Figure 1). The group of patients who had no prior 

MyGroupHealth registration or who elected to obtain only basic username and password 

access was designated as a secondary comparison cohort (“Non-Verified”). 

Measurement of Primary Outcome Variables 

Three diabetes-related quality of care indicators were selected to assess care quality: 

HbA1c < 7%, blood pressure (BP) ≤ 130/80 mm Hg, and LDL < 100 mg/dL (7). Outpatient 

visits were identified and categorized using Current Procedural Terminology (CPT) and 

department codes. 

Measurement of Secure Messaging 

Message threads, rather than individual messages, were used to quantify SM activity. A 

thread was defined as the set of messages related to an original message by successive 

replies. Threads could be initiated by patients or providers. Prior analysis of patient-

provider messaging patterns at Group Health has suggested that a message thread is most 

conceptually similar to a single episode of clinical care. For example, during 2004, 96% of 

all threads contained 5 or fewer messages, 86% spanned 3 or fewer calendar days, and 

99.7% contained fewer than 10 messages (8). 
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Patient Population Characteristics 

Patient age and gender were abstracted from administrative databases. Twelve Aggregated 

Diagnostic Groups (ADGs) were selected a priori to control for medical comorbidity (9). 

ICD-9 data were used to generate a count of complications to control for diabetes severity 

(10). Depression severity was modeled as an ordinal variable with four levels (Gregory 

Simon, personal communication). A history of depression was defined by three or more 

outpatient visits with an ICD-9 diagnosis of depression in the year prior to the study. 

Moderate depression was defined by any diagnosis of depression by a psychiatrist or other 

mental health (MH) specialist, and severe depression was defined by any inpatient MH 

admission. Insurance was grouped into three categories: Commercial, Medicare, or 

Medicaid. Members with Medicaid insurance were grouped with members in Washington 

State’s Basic Health Plan, an insurance program for low-income individuals not qualifying 

for Medicaid. Primary care provider (PCP) participation in SM was measured as a percent 

of total outpatient encounters. Because GHC databases contained little information on race, 

income, or education, these variables were abstracted from US Census data. Low 

neighborhood socioeconomic status (SES) was defined as a neighborhood where at least 

20% of the population earned less than $20,000/yr or at least 25% of adults over age  

Primary Care Provider Characteristics 

Provider gender, specialty, quintile rank of age, the proportion of SM threads that were 

provider-initiated, and the average provider response time were abstracted from 

administrative databases. 

Statistical Analysis 

Multivariable regression models were used to examine the association between SM use and 

care quality. A second set of models was generated to examine the association between SM 

use and the number of outpatient visits. The patient was the unit of analysis for all 

regression models, with clustering by PCP. Robust Poisson models were used to estimate 

relative risks or rate ratios. Models were adjusted for age, gender, overall medical 

comorbidity, diabetes severity, depression severity, insurance, PCP age, PCP gender, and 
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PCP participation in SM. To ensure a flexible specification and minimize residual 

confounding, age was modeled using linear splines. For each spline, the function being 

smoothed was visually assessed and knots were placed in regions of rapid variation.  

Neighborhood-level racial/ethnic and SES measures were not significant in preliminary 

models and were dropped from final models. Generalized estimating equations were used 

to estimate regression coefficients (12), and the Huber-White robust sandwich estimator 

was used for variance estimates (13). Wald tests were used to assess the significance of 

explanatory variables, using two-sided p-values evaluated at the 0.05 significance level. 

Variables were abstracted from clinical data warehouses using SAS Version 8. STATA 

Version 10 was used for statistical analyses. 

2.4 RESULTS 

Thirty-four percent of the study cohort completed the process of identity verification for 

use of advanced web services including SM (n = 5,274; overall study cohort = 15,427). Of 

the patients who obtained identity verification, 55% went on to use SM (n = 2,924). SM 

users participated in an average of 5.3 threads, consisting of 11.8 individual messages. 

86.9% of threads were patient-initiated. The mean age of the SM cohort was 58, whereas 

the mean age of the non-messaging subgroups was 63 (Table 2.2). Among the subgroup 

with at least 12 SM threads per year, 77% had high or very high expected resource use 

compared to 44% of the ID-verified cohort. 64% of PCP’s with high SM use were female, 

compared to 37% of PCP’s with low SM use (Table 2.3). 10% of PCP’s with high SM use and 

32% of PCP’s with low SM use had panels of over 2,000 patients. Unadjusted relative risks 

are presented in Table 2.4 (Model A). In multivariate models, the rate of HbA1c < 7% was 

36% higher among patients with the highest rate of SM use (>= 12 threads per year) 

compared to the non-messaging, ID-verified, comparison cohort (RR 1.36, 95% CI 1.16 to 

1.58, Table 2.4). In contrast, SM use was not significantly associated with control of BP < 

130/80 mm Hg. There was a small but statistically significant association between SM and 

LDL < 100 mg/dL. For all three quality measures, the non-messaging “ID-Verified” cohort 

had slightly better outcomes than the non-messaging “Non-Verified” cohort. The primary 

care visit rate was 32% higher among patients with high use of SM compared to the non-
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messaging comparison cohort (RR 1.32, 95% CI 1.19 to 1.45, Table 2.4). This translates to 

approximately 3 to 4 additional outpatient office per year visits given a baseline visit rate 

of 9 visits per year. High SM users also had more outpatient specialty visits (RR 1.43, 95% 

CI 1.25 to 1.64, Table 2.4) and emergence care visits (RR 1.66, 95% CI 1.23 to 2.26, Table 

2.4) compared to the non-messaging comparison cohort.  

2.5 CONCLUSIONS 

Secure Messaging and Glycemic Control 

In this cross-sectional study, patients who used more SM had better glycemic control. SM 

may have enabled better glycemic control by filling unmet needs for care. Care providers 

may have used SM to recommend medication changes between in-person visits, thereby 

optimizing treatment regimens more quickly. Medication intensification has previously 

been found to be the most significant predictor of variation in HbA1c (14). By increasing 

the frequency of contact, SM might also strengthen continuity of care, which has also been 

associated with improved glycemic control (15). As with nearly all observational studies, 

unmeasured differences between users and non-users of SM may also explain our results. 

Users of SM may have had higher health literacy, education, or other characteristics that 

are also found among individuals with better glycemic control. Patients who engage in SM 

may be also more engaged in self-care behaviors that promote better glycemic control. 

Finally, it is possible that use of advanced Web services other than SM, which included 

prescription refills, appointment scheduling, and medical record access, may explain some 

of these results. Among patients who did not use SM, the cohort who had access to 

advanced Web services exhibited slightly better control of HbA1c, blood pressure, and LDL 

when compared to the cohort without access. 

Secure Messaging and Outpatient Visit Rates 

Contrary to our hypothesis, we found a positive association between SM use and the 

number of outpatient visits. Two prior longitudinal studies of physicians have found 

electronic messaging systems to be associated with a reduction in outpatient visit rates (4, 

5). These studies suggest that electronic consultations may substitute for traditional in-
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person office visits. Our results may differ from these studies because of our focus on 

diabetes. Patients with diabetes who use SM may be more proactive with care providers 

both online and in person, and may use SM as a complement to care rather than a 

substitute. For example, SM may be used as aftercare following outpatient visits. SM use 

may also expose unmet needs in this population that require further engagement either in 

person or through SM. 

Strengths and Weakness of the Study 

A key strength of our study is its setting: a large nonprofit health care system that serves 

approximately 460,000 members. Limitations include the cross-sectional design of the 

study, the short duration of exposure to SM and potential self-selection bias. SM users may 

have differed from non-users by unmeasured factors such as self-efficacy, attitudes toward 

medical care, race, SES, and health literacy. Given the cross-sectional design of this study, it 

we cannot infer from these results that electronic messaging was causally related the 

outcomes that we observed. Randomized controlled trials or longitudinal analyses will be 

required to assess the causal relationship between SM and utilization, care quality, and 

health outcomes. 

Unanswered Questions and Future Research 

As physicians and healthcare organizations consider how and when to support electronic 

communication with patients, we must understand how this new care environment differs 

from traditional in-person care. SM may serve as an important part of care for patients with 

diabetes and an opportunity to support them in self-management outside of routine visits. 

Our findings suggest that patients with diabetes who are frequent users of electronic 

patient-provider messaging systems may represent a unique patient population, 

characterized by better glycemic control and greater use of outpatient visits. Future studies 

could explore the observed associations in further detail, particularly addressing the 

question of possible causal links between SM and glycemic control or outpatient visit rates. 

In addition, it will be important to determine whether the cost of providing SM is offset by 

improvements in patient outcomes or shifts in existing utilization patterns. 
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Table 2.1 Patient Services on the MyGroupHealth Website. 
 Level  of Access 

Service Registration 

Only 

ID-Verification 

Healthwise knowledge base X X 

Discussion groups X X 

Health assessment tools X X 

Choose a primary care provider X X 

Appointment requests  X 

Shared medical record   

     Pharmacy refills and list of medications   X 

     Secure messaging to and from health care team  X 

     Medical test results  X 

     After-visit-summaries  X 

     Medical conditions  X 

     List of allergies  X 

     Immunization history  X 
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Table 2.2 Population characteristics.   
Percentage or mean (standard deviation). 
 

   Secure Messaging Users 

 
Non-

Verified1 
MyGH ID-
Verified2 

1-3 Threads 4-11 
Threads 

12+ Threads 

 (n = 10,153) (n = 2,350) (n  = 1,892) (n = 814) (n = 218) 
Male 52% 45% 46% 49% 49% 
Age, years 64 (13) 60 (12) 58 (12) 57 (12) 57 (11) 
     < 35 1.9% 2.2% 3.2% 3.1% 4.1% 
     35 – 49 12% 15% 17% 24% 21% 
     50 – 64 36% 46% 52% 50% 53% 
     >= 65 50% 37% 28% 23% 22% 
Low Neighborhood SES3 25% 20% 20% 19% 24% 
Distance to Clinic, miles 9.6 (69) 10 (85) 13 (108) 7.8 (9.7) 7.9 (11) 
Rural 3.0% 3.2% 3.4% 4.0% 3.7% 
Insurance 

          Commercial 46% 58% 68% 73% 65% 
     Medicare 52% 40% 31% 26% 33% 
     Medicaid, Basic Health Plan 1.9% 2.0% 0.9% 0.4% 1.8% 
Expected Resource Use      
     None or Low 5.8% 5.8% 3.8% 2.7% 0.5% 
     Moderate 48% 50% 51% 46% 22% 
     High 26% 26% 28% 30% 38% 
     Very High 21% 18% 18% 21% 39% 
Depression Visits4 0.69 (2.7) 0.86 (3.6) 0.83 (4.1) 1.1 (4.3) 2.5 (8.9) 
Diabetic Complications 1.5 (1.1) 1.4 (1.1) 1.3 (1.1) 1.3 (1.1) 1.8 (1.0) 
# Quarters with Any SM5 N/A 0 1.5 (0.67) 3.2 (1.0) 4.4 (0.85) 
Patient's Ratio of SM5 Threads:  N/A 0 0.20 (0.14) 0.41 (0.17) 0.54 (0.16) 
All Encounters      
PCP6 Ratio of SM5 Threads: All  0.14 (0.07) 0.14 (0.07) 0.16 (0.08) 0.18 (0.09) 0.19 (0.10) 
Encounters      
PCP Gender, % male 72% 73% 71% 68% 67% 
Panel Size 1408 (363) 1434 (366) 1403 (356) 1375 (356) 1382 (351) 
Tenure with PCP6, years 6.2 (5.2) 6.1 (5.2) 6.2 (5.2) 6.1 (5.3) 6.2 (5.1) 
HbA1c, % 7.8 (1.6) 7.7 (1.6) 7.6 (1.5) 7.6 (1.5) 7.5 (1.6) 
     < 7% 34% 36% 37% 38% 45% 
BP7, mm Hg 134/74 133/75 132/75 132/76 132/75 
 (20/11) (19/11) (18/11) (18/11) (19/11) 
     < 130/80  33% 35% 36% 34% 36% 
LDL, mg/dL 96 (35) 95 (34) 95 (35) 94 (36) 93 (34) 
 < 100  80% 82% 81% 81% 83% 
Outpatient Visits4 9.5 (14) 9.4 (14) 9.7 (14) 12 (15) 18 (20) 
     Primary Care 49% 48% 47% 45% 42% 
     Specialty Care 47% 49% 51% 53% 55% 
     Emergency 4.6% 3.6% 3.1% 3.2% 4.1% 

1Non-Verified = Patients with no MyGroupHealth Web site registration or only basic username/password 
registration; 2MyGH ID-Verified = Patients who registered to use the MyGroupHealth Web site and completed 
secondary identity verification but never used secure messaging; 3SES = socioeconomic status; 4Annualized 
visits; 5SM = Secure messaging; 6PCP = Primary care provider; 7BP = Blood pressure. 
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Table 2.3 Characteristics of primary care providers.  
Percentage or mean (standard deviation). 
 

 All Secure Messaging < 20% Secure Messaging >= 20% 
 Providers Of All Encounters Of All Encounters 
Total Number of Providers 186 136 50 
Male  56% 63% 36% 
Age, years 

    29 to 41 20% 16% 30% 
 42 to 49 20% 21% 17% 
 50 to 52 21% 20% 23% 
 53 to 56 19% 19% 19% 
 57 to 63 20% 24% 11% 
Panel Size     
 < 500 11% 12% 8.0% 
 500-2000 63% 56% 82% 
 > 2000 26% 32% 10% 
Provider-Initiated Threads     
 None 15% 18% 4% 
 < 15% 62% 68% 46% 
 > 15% 23% 13% 50% 
Time to Respond, hours 8.2 (4.6) 8.8 (4.9) 6.5 (3.2) 
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Table 2.4 Multivariable regression results.  
Model A is unadjusted.  Model B is adjusted for age, gender, overall medical comorbidity, 
diabetes severity, depression severity, and insurance type, primary care provider (PCP) 
participation in secure messaging, PCP age, PCP gender, and PCP panel size. 
Outcome Secure Messaging Model A Model B 
 Intensity RR1 95% CI p-value2 RR1 95% CI p-value2 

  (n = 14,075)   (n = 13,908)   
HbA1c Non-Verified 0.95 (0.90 - 1.01) < 0.001 0.92 (0.87 - 0.98) 

- 
(1.00 - 1.18) 
(1.02 - 1.25) 
(1.16 - 1.58) 

< 0.001 
< 7% 0 Threads, ID-Ver. 1 -  1  
 1 - 3 Threads 1.06 (0.97 - 1.15) 

(0.98 - 1.20) 
(1.10 - 1.50) 

 1.08  
 4 - 12 Threads 1.08  1.13  
 12 + Threads 1.29  1.36  
  (n = 10,181)   (n = 10,079)  

 BP3  Non-Verified 0.92 (0.86 - 0.99) 
- 

(0.92 - 1.10) 
(0.87 - 1.09) 
(0.80 - 1.26) 

0.150 0.92 (0.87 - 0.99) 
- 

(0.92 - 1.11) 
(0.87 - 1.09) 
(0.78 - 1.24) 

0.155 
< 130/80 0 Threads, ID-Ver. 1  1  
mm Hg 1 - 3 Threads 1.00  1.01  
 4 - 12 Threads .97  0.98  
 12 + Threads 1.00  0.98  
  (n = 11,637)   (n = 11,487)  

 LDL  Non-Verified 0.97 (0.93 - 1.01) 
- 

(0.91 - 1.02) 
(0.96 - 1.10) 
(0.87 - 1.13) 

0.255 0.94 (0.90 - 0.98) 
- 

(0.93 - 1.05) 
(1.00 - 1.15) 
(0.89 - 1.14) 

< 0.001 
< 100 0 Threads, ID-Ver. 1  1  
mg/dL 1 - 3 Threads 0.97  0.99  
 4 - 12 Threads 1.02  1.07  
 12 + Threads 0.99  1.01  
  (n = 15,427)   (n = 15,237)  

 Total  Non-Verified 1.01 (0.97 - 1.06) 
- 

(0.98 - 1.09) 
(1.18 - 1.36) 
(1.76 - 2.20) 

< 0.001 0.98 (0.95 - 1.02) 
- 

(1.01 - 1.10) 
(1.13 - 1.25) 
(1.26 - 1.53) 

< 0.001 
Outpatient 0 Threads, ID-Ver. 1  1  
Visits 1 - 3 Threads 1.03  1.05  
 4 - 12 Threads 1.27  1.19  
 12 + Threads 1.97  1.39  
  (n = 15,427)   (n = 15,237)  

 Primary Non-Verified 1.04 (0.99 - 1.08) 
       - 

(0.96 - 1.07) 
(1.10 - 1.26) 
(1.57 - 1.94) 

< 0.001 0.99 (0.96 - 1.03) 
- 

(0.98 - 1.07) 
(1.05 - 1.18) 
(1.19 - 1.45) 

< 0.001 
Care 0 Threads, ID-Ver. 1  1  
Visits 1 - 3 Threads 1.01  1.02  
 4 - 12 Threads 1.18  1.11  
 12 + Threads 1.74  1.32  
  (n = 15,427)   (n = 15,237)  

 Specialty  Non-Verified 0.97 (0.92 - 1.03) 
       - 

(0.98 - 1.14) 
(1.24 - 1.48) 
(1.87 - 2.51) 

< 0.001 0.96 (0.91 - 1.01) 
- 

(1.01 - 1.15) 
(1.16 - 1.36) 
(1.25 - 1.64) 

< 0.001 
Care 0 Threads, ID-Ver. 1  1  
Visits 1 - 3 Threads 1.06  1.08  
 4 - 12 Threads 1.36  1.26  
 12 + Threads 2.17  1.43  
  (n = 15,427)   (n = 15,237)  

 Emergency  Non-Verified 1.33 (1.16 - 1.54) 
       - 

(0.76 - 1.07) 
(0.94 - 1.51) 
(1.61 - 3.41) 

< 0.001 1.17 (1.05 - 1.32) 
- 

(0.90 - 1.21) 
(0.98 - 1.44) 
(1.23 - 2.26) 

< 0.001 
Visits 0 Threads, ID-Ver. 1  1  
 1 - 3 Threads 0.90  1.04  
 4 - 12 Threads 1.19  1.19  
 12 + Threads 2.34  1.66  
1RR = Relative risk; 2Wald tests for composite linear hypotheses; 3BP = Blood pressure. 
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Figure 2.1 Overview of study population. 

 

 

  



19 
 

 

3.1 ABSTRACT 

Objective. Our objective was to study age-related differences among patients with diabetes 

in the use of a shared electronic medical record (SMR) integrated with secure patient-

provider messaging. We hypothesized that use would be lower in older age groups, and 

that most of the difference would be explained by the gap in Internet access and computer 

use between age groups. 

Research Design and Methods. Cross-sectional survey of patients aged 18 or over with a 

diagnosis of diabetes mellitus. The study was set at Group Health Cooperative, an 

integrated delivery system in Washington and Idaho.  

Results. Use of the SMR and secure messaging declined monotonically with increasing age 

(SMR: 74% for 18-50, 64% for 51-65, 53% for 66-75, and 35% for over 75; messaging: 61% 

for 18-50, 50% for 51-65, 39% for 66-75, 23% for over 75). After adjusting for Internet use 

in everyday life, demographic characteristics, and measures of health, the odds of SMR and 

secure messaging use remained lower in older age groups (SMR: OR 0.6 for 51-65, 0.5 for 

66-75, 0.5 for over 75, p for trend = 0.03; secure messaging: OR 0.6 for 51-65, 0.4 for 66-75, 

0.3 for over 75, p for trend < 0.01).  

Conclusions. Older patients were less likely to use the SMR and secure messaging even after 

adjusting for Internet use and several demographic and health characteristics. Our results 

may be partially explained by age-related differences in care preferences, computer-related 

knowledge, and willingness to share personal information online. 

  

3 Shared Electronic Medical Record and Secure Messaging in 

Diabetes Care: An Analysis of Age-Related Differences in Use  
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3.2 INTRODUCTION 

Diabetes is estimated to affect nearly 25% of adults over 65, one third of whom are 

undiagnosed (1, 2). Lower rates of glycemic control among older adults suggest that 

current care delivery processes are inadequate (3, 4). Diabetes care for older adults is often 

complicated by concomitant functional decline, multiple comorbidities, and psychosocial 

challenges (5, 6). In addition to the classic macrovascular and microvascular complications, 

poorly controlled diabetes presents unique risks to older patients, such as dementia, 

depression, and falls (2, 7).  

Care experienced by older adults with multiple chronic conditions has been characterized 

as fragmented, incomplete, inefficient, and ineffective (8). When asked to describe an ideal 

process of care, older adults emphasize convenient access to care providers, access to the 

same provider over time, and a relationship with a provider who communicates clearly and 

takes the time to fully understand their concerns (9). Older adults are reluctant to “bother” 

physicians with in person appointments unless they are perceived to be necessary; those 

who used email to communicate with their providers appreciated the increased access that 

email affords (9). These studies suggest that among the older, chronically ill population, 

there is a mismatch between current care processes and patient preferences. 

Patient Web portals offering access to medical records and secure patient-provider 

messaging may help to fill some of the unmet needs of older adults with diabetes (10). 

Diabetes management requires frequent coordination with a multidisciplinary care team, 

and Web-based medical records and secure messaging services have the potential to 

facilitate these on-going interactions. Although secure patient-provider messaging has been 

slow to diffuse into clinical settings, its use is rising in response to reports of strong 

consumer demand (11, 12) and new management paradigms such as the Chronic Care 

Model (13, 14) and the Patient-Centered Medical Home (15). A survey of health care 

organizations conducted in 2010 found that patient-provider secure messaging or e-mail 

was used on at least a limited basis in 43% of organizations (16). In contrast, a survey five 

years prior to this found only 2.9% of physicians reported using email frequently to 

communicate with patients, and 16.6% had reported ever using it (17). In addition to 
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increasing the timeliness and convenience of care, these new tools have the potential to 

strengthen the patient-provider relationship and optimize management by enabling more 

frequent monitoring and treatment adjustments between visits. Yet little is currently 

known about the extent to which older adults use online electronic medical records and 

patient-provider messaging in the context of a chronic condition, how they use these tools, 

and what factors influence use or non-use. Although older adults use the Internet at lower 

rates than their younger counterparts, they also represent the fastest growing Internet user 

group (18). Given that many organizations are currently deciding when and how to 

leverage these new tools, it is important to understand age-related differences in use. 

In this analysis we present results from a cross-sectional analysis of adults with diabetes 

receiving care at a large, non-profit health care system (Group Health Cooperative). We 

hypothesized that older adults would use the SMR and secure messaging at lower rates 

than younger adults and that most of the difference would be explained by the gap in 

Internet access and computer use between age groups.  

3.3 RESEARCH DESIGN AND METHODS 

Setting 

The study was conducted at Group Health Cooperative (Group Health), an integrated 

delivery system that operates in Washington and Idaho. Approximately 460,000 members 

receive care from Group Health’s Integrated Group Practice, which includes 20 Group 

Health–owned facilities and over 500 Group Health physicians. Beginning in 2003, all 

patients could access an SMR (www.ghc.org) with the following eight features: secure 

messaging with health care providers, medication refill requests, appointment requests, 

after-visit summaries, medical condition lists, allergies, immunizations, and test results. 

Patients were required to verify their identity to Group Health before using these features 

(19). Detailed descriptions of the patient website have been previously reported (19-21).  
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Study Design and Sampling Frame 

The data used in this analysis are from a cross-sectional survey conducted in September 

2009 to evaluate health and demographic characteristics associated with use of the SMR 

among enrollees with diabetes. In addition to survey data, we asked respondents for 

permission to access automated diagnostic, laboratory, pharmacy, and utilization data. 

Driven by the objectives of the parent study, participants were sampled from five medical 

clinics in the Seattle metropolitan area selected for high levels of racial and ethnic diversity. 

The sample population included 910 patients aged 18 or over with a diagnosis of diabetes 

mellitus, stratified by use of the SMR. Pharmacy and claim data were used to identify 

patients with type 1 or type 2 diabetes (22). Patients were required to be continuously 

enrolled in Group Health’s Integrated Group Practice for 24 months prior to the survey and 

have two or more visits to a primary care physician (PCP) for inclusion. Patients with a 

diagnosis of dementia or major psychosis were excluded. A stratified sampling approach 

was chosen to achieve a balanced sample and increase precision. The first stratum 

consisted of individuals who had used one or more of the eight core SMR services on two 

occasions separated by 30 days or more in the prior two years. Patients who logged on only 

once were not considered to be engaged SMR users and were excluded from this stratum. 

The second stratum consisted of everyone else who met the overall eligibility criteria. Both 

groups were of equal size. Surveys were mailed to 910 patients, using a modified Dillman 

approach with a $2 bill incentive and up to 5 follow-up attempts for survey completion – 

first in a full mailed version and then (in the last attempt) a shorter phone version (23). All 

study procedures were approved by the Group Health Human Subjects Review Committee.  

Measurement of Outcome Variables  

Our primary outcomes were SMR use and secure messaging use. SMR use was defined as 

use of one or more of eight online services on two occasions separated by 30 days or more 

in the prior two years. These patients may have used secure messaging or any of the other 

services available on the MyGH website (www.ghc.org). Secure messaging use was defined 

as participation in two or more message threads in the prior two years. A message thread, 

conceptually analogous to a single episode of care, was defined as the set of messages 
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related to an original message by successive replies (24). Threads could be initiated by 

patients or providers. 

Patient Population Characteristics  

Survey data were used to describe income, education, Internet and e-mail use, Internet 

access, and primary care provider (PCP) encouragement to use the SMR. All other 

population characteristics reported were abstracted from administrative databases 

including age, gender, distance to clinic, several measures of health status and utilization, 

and PCP participation in secure messaging. Home address records were used to calculate 

the distance from home to clinic. Outpatient visits were identified and categorized using 

Current Procedural Terminology and department codes. Overall comorbidity was modeled 

with a standardized risk score that was based on the patient’s Adjusted Clinical Group 

(ACG) (25). The Diabetes Complication Severity Index, a 13-point scale, was used to 

measure diabetes severity (26). A history of treated depression was defined by an 

antidepressant prescription associated with a diagnosis of a depressive disorder. The 

question on provider encouragement was modeled on wording from a CAHPS Health Plan 

Survey, and the response option was a four-point Likert scale indicating how often the 

patient felt that their provider encouraged them to access the SMR (27). PCP participation 

in secure messaging was measured as a percent of the provider’s total outpatient 

encounters (i.e. in-person, phone, and electronic).  

Statistical Analysis 

Unadjusted odds ratios were used to examine the crude association between age and the 

SMR or secure messaging in all respondents and within the subset of patients who reported 

any Internet or email use. Multivariable logistic regression models were used to examine 

the association between age and the SMR or secure messaging within Internet users. The 

patient was the unit of analysis for all regression models. Models were adjusted for medical 

need (as described below), gender, education, broadband Internet access, provider 

encouragement, and PCP participation in secure messaging and clustered by primary care 

provider. Three variables were used to control for medical need: overall medical 

comorbidity as reflected by a weighted ACG score, diabetes severity, and history of treated 
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depression. Sequential models were constructed in which sets of related covariates were 

added at each stage. Income was excluded due to potential nonresponse bias. Trend tests 

were used to assess the significance of age, using two-sided p-values evaluated at the 0.05 

significance level. To examine barriers to the use of secure messaging and SMR, relevant 

percentages were presented descriptively by age group. STATA Version 11 for Windows 

was used for statistical analyses. 

3.4 RESULTS  

Population Characteristics 

Of the 910 participants identified for inclusion, 718 completed the mailed or shorter phone 

version of the survey (response rate=79%). Among the respondents, 625 patients (87%) 

also consented to medical record review. Demographic and health characteristics are 

presented in Table 3.1. The mean age was 66 years, with 88% of respondents over the age 

of 50. Older patients were less likely to report any Internet use (age 75+: 31%; age 18-50: 

87%). Among Internet users, older patients were more likely to lack Internet access at 

home (age 75+: 32%; age 18-50: 7%). Older patients tended to have higher levels of 

comorbidity and diabetes severity, but lower rates of treated depression. Among the 

primary care providers of the survey respondents, secure messaging represented 

approximately one-third of total patient contacts (i.e. in-person, phone, or secure 

messaging). Providers of older patients used similar levels of secure messaging when 

compared to the providers of younger patients.  

Older patients had higher rates of outpatient visits and phone consults, but lower rates of 

SMR and secure messaging and use. For patients 50 and under, there were nearly as many 

secure messaging threads as there were primary care clinic visits (3.5 secure messaging 

threads/year vs. 3.7 visits). In contrast, for patients over 75, primary care visits 

outnumbered secure messaging threads by 6:1 (0.8 secure messaging threads/year vs. 4.9 

visits). For patients 65 and under, the majority of primary care contacts (56%) took place 

out of the clinic, either by secure messaging or by phone. These utilization trends are 

summarized graphically in Figure 3.1. 
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Relationship between Age and Use of Secure messaging and the SMR  

Adjusted use of both the SMR and secure messaging were monotonically lower in relation 

to older age (SMR: p = 0.03, secure messaging: p < 0.01). Unadjusted odds ratios along with 

results from partially and fully adjusted multivariate models are presented in Tables 3.2 

and 3.3.  

Reasons for Nonuse of the Internet, Secure messaging and the SMR 

Internet non-users were asked to indicate their reasons for not using the Internet or email 

(Table 3.4, top panel). Limited Access to a Computer or the Internet was the most common 

reason given in all age groups. In addition, 40% of patients over age 50 cited Preferences or 

Attitudes as a reason, and 25% of patients over age 50 cited Lack of Knowledge. In a 

separate survey item, Internet users were asked to indicate their reasons for not using the 

SMR (Table 3.4, bottom panel). Preferences or Attitudes was the most common reason given 

in all age groups. Lack of Knowledge and Concerns about Information Security were also 

common reasons for nonuse among respondents over age 50. 

3.5 CONCLUSIONS 

Secure messaging and the SMR may serve as an important part of care for patients with 

diabetes and an opportunity to support them in self-management outside of routine visits. 

As physicians and health care organizations consider how and when to support electronic 

communication with patients, it is important to understand how this new care 

environment differs from traditional in-person care and how it can be shaped to meet the 

needs of patients of all ages.  

In this cross-sectional study, older patients with diabetes were less likely to use secure 

messaging and the SMR than younger patients. Consistent with prior literature (18), older 

patients were also much less likely to use the Internet and were less likely to have 

broadband Internet access at home. But contrary to our hypothesis, odds of SMR and 

secure messaging use were still significantly lower in older patient subgroups when 

restricting our sample to Internet users and adjusting for demographic, socioeconomic, 
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health-related, and provider factors. Approximately 80% of Internet users over 50 cited 

Preferences or Attitudes, Lack of Knowledge, or Concerns about Information Security as a 

reason for SMR nonuse. Cohort effects, rather than age itself, may explain part of the 

observed associations. As a more computer literate generation ages into older adulthood, 

these differences may narrow. However, as new modes of patient-provider communication 

emerge, younger cohorts, who are more often exposed to new technology through 

education or employment, will likely continue to drive adoption. 

This study has several limitations. As with all survey research, our results may be biased by 

survey non-response. Social desirability bias may also be present, particularly in responses 

obtained by phone. Our findings may not be generalizable to healthier populations without 

chronic medical conditions. In an effort to minimize respondent burden, we did not explore 

the reasons for nonuse in depth. Future research using qualitative methods should explore 

the reasons behind lower use of SMR and secure messaging services among older patient 

populations in more detail. 

Most physicians do not currently use secure messaging or e-mail to communicate with 

their patients (28, 29). Diffusion of the Chronic Care Model (13, 14) and the Patient-

Centered Medical Home model (15) throughout primary care organizations has led to the 

use and evaluation of secure messaging in numerous demonstration projects (30). In 

addition, proposed “Meaningful use” criteria for electronic health records from the Centers 

for Medicare and Medicaid Services may facilitate the uptake of secure messaging (31). As a 

result of these factors, secure messaging is likely to be available to a larger portion of 

patients with diabetes in the coming years.  

It is still unclear what impact SMRs will have on care quality, patient experience and health 

outcomes, nor how to optimally implement them. In cross-sectional studies, patients with 

diabetes who use secure messaging or an SMR without messaging capabilities have been 

found to have better glycemic control (32, 33). Use of secure messaging has also been 

associated with improvements in diabetes-related effectiveness of care (34). Our findings 

suggest that a substantial proportion of older, chronically ill, patients are interested in 

these new services, but potentially modifiable factors such as a lack of knowledge and 
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concerns about information security currently limit their reach. Past Internet use alone 

may not equip many older adults with the knowledge and skills necessary to use SMR and 

secure messaging. Although patient education classes focused on SMR and secure 

messaging use might increase adoption in a segment of the older population, our results 

also suggest that a significant proportion of older adults choose not to use these services 

because of differences in preferences for care. As health care organizations offer an 

increasing array of services online, it is important to keep these preferences in mind so that 

age-related health disparities do not widen.  
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Table 3.1 Demographic and health characteristics of survey respondents.  
    Age 18-50  Age 51-65  Age 66-75  Over Age 75 
    Non-

User 
SMR User  Non-User SMR User  Non-User SMR User  Non-User SMR 

User 
Sample Size (n, %)   19 (26) 53 (74)  84 (36) 149 (64)  76 (47) 87 (53)  97 (65) 53 (35) 
Age (years)   45 43  59 59  71 70  82 82 
Male (%)   58 40  48 50  45 62  40 58 
Race White, Non-Hispanic (%) 26 60  36 70  61 83  64 67 
  Black 26 15  29 10  20 3  14 10 
  Asian 32 9  17 6  11 3  12 13 
  Other 16 15  19 14  8 10  9 10 
Email and Internet  Any Internet Use (%) 58 100  50 97  32 98  14 73 
Use Any E-mail Use 53 96  46 95  22 92  13 71 
Internet at Home1 No Access (%) 0 4  3 4  11 4  0 8 
 Non-Broadband 10 4  15 8  16 7  27 19 
  Broadband 90 92  82 88  74 89  73 73 
Distance to Clinic (miles) 5.3 6.2  4.9 6.5  4.6 7.0  4.8 4.8 
Income2 < $20,000 (%) 33 10  14 6  30 11  41 15 
  $20-$49,999 39 20  39 24  41 42  47 54 
  $50-$100,000 17 59  38 48  25 32  13 26 
  > $100,000 11 12  8 22  4 15  0 4 
Education < HS Grad (%) 0 0  12 1  13 7  17 4 
  HS, 2yr Degree 63 53  60 56  71 48  66 53 
  4yr Degree 32 30  11 22  7 13  6 11 
  > 4yr Degree 5 17  17 21  9 33  11 32 
History of Treated Depression (%) 5 19  12 15  9 10  3 4 
Overall Comorbidity Low (%) 37 15  15 6  7 2  0 4 
  Moderate 42 57  56 54  47 47  43 40 
  High 16 23  19 28  26 25  31 38 
  Very High 5 6  10 12  20 25  26 19 
Diabetes Complications (0-13) 0.5 0.5  0.8 0.8  1.2 1.3  1.7 1.5 
Treatment Intensity Diet Alone (%) 11 6  5 1  3 2  2 2 
  Oral Hypoglycemics  68 26  52 50  46 38  47 47 
  Insulin 21 68  43 49  51 60  51 51 
Type of SMR Use SMR Users (n)   53    143    80   43 
 Infrequent (%)   23    21    26   19 
  Frequent   77    76    70   53 
  By Proxy   0    3    4    28 
PCP Messaging: All Encounters (ratio) 28 34  29 32  29 32  32 31 
Provider  None (%) 22 8  27 9  34 19  54 30 
Encouragement Infrequent 39 49  34 53  51 56  38 47 
  Frequent 39 43  39 38  15 26  8 23 
1This question was asked of Internet users only. 2Percent missing: 18-50: 4.1%, 51-65: 6.0%, 66-75: 8.0%, over 75: 16.7%. 
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Table 3.2 Odds ratios for shared electronic medical record use by age. 
 
    Age 18-501 Age 51-65 Age 66-75 Over Age 75 Trend  

  N OR 95% CI OR 95% CI OR 95% CI OR 95% CI p-value 

Unadjusted (All Users) 618 1.0  0.6  0.4  0.2   

Unadjusted (Internet Users) 432 1.0  0.7  0.8  0.8   

Adjusted for: Medical Need, Gender, Race (Internet 
Users) 

408 1.0 - 0.6 (0.3-1.1) 0.4 (0.2-1.0) 0.5 (0.2-1.3) 0.02 

+ Education, Broadband 371 1.0 - 0.7 (0.3-1.5) 0.6 (0.2-1.8) 0.5 (0.2-1.6) 0.03 

+ Provider Encouragement 362 1.0 - 0.7 (0.3-1.5) 0.7 (0.2-2.0) 0.6 (0.2-1.7) 0.06 

1Reference group. 
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Table 3.3 Odds ratios for secure messaging use by age.  
 
    Age 18-501 Age 51-65 Age 66-75 Over Age 75 Trend  

  N OR 95% CI OR 95% CI OR 95% CI OR 95% CI p-value 

Unadjusted (All Users) 618 1.0  0.6  0.4  0.2   

Unadjusted (Internet Users) 432 1.0  0.7  0.6  0.4   

Adjusted for: Medical Need, Gender, Race 
(Internet Users) 

408 1.0 - 0.5 (0.3-1.0) 0.4 (0.2-0.8) 0.2 (0.1-0.5) < 0.01 

+ Education, Broadband 371 1.0 - 0.5 (0.3-1.2) 0.4 (0.2-1.0) 0.3 (0.1-0.8) < 0.01 

+ Provider Encouragement 362 1.0 - 0.6 (0.3-1.2) 0.4 (0.2-1.1) 0.3 (0.1-0.8) < 0.01 

1Reference group. 

 



34 
 

 

Table 3.4 Reasons for nonuse of the Internet and shared electronic medical record. 
 
    Age 

    18-50 51-65 66-75 Over 75 

Reasons for Nonuse of the Internet and/or E-mail Reported by Internet Nonusers (n) 3 31 44 75 

  Computer and/or Internet Access 100% 81% 61% 65% 
  Preferences or Attitudes 0% 42% 43% 35% 
  Lack of Knowledge 0% 19% 30% 29% 

  Physical limitation 0% 0% 9% 11% 
  Other  0% 26% 16% 19% 

Reasons for Nonuse of the SMR1 Reported by Internet Users  (n) 5 43 27 17 

  Preferences or Attitudes 40% 53% 33% 41% 
  Lack of Knowledge 0% 16% 22% 24% 
  Concerned about Information Security 0% 23% 19% 29% 
  Computer and/or Internet Access 0% 7% 26% 12% 
  Didn't Know about the SMR 20% 7% 4% 6% 
  Physical Limitation 0% 2% 0% 0% 

  Family Member Uses It For Me 0% 2% 0% 0% 
  Other  20% 12% 11% 12% 
1SMR = Shared electronic medical record. 
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Figure 3.1 Distribution of visit types by age. 
 

M
ea

n
 A

n
n

u
al

 V
is

it
s 

18-50 51-65 66-75 >75

In-Person   Online       By Phone 
 

               Primary Care                                 

 In Person    Online      By Phone 
 

                 Specialty Care 



 

36 
 

 

4.1 ABSTRACT 

Objective: To study differences in glycemic control and glycated hemoglobin (HbA1c) 

testing associated with use of secure electronic patient-provider messaging. We 

hypothesized that secure messaging would be associated with better glycemic control and 

a higher rate of adherence to HbA1c testing recommendations. 

Research Design and Methods: Retrospective observational study of secure messaging at 

Group Health, a large nonprofit health care system. Our analysis included adults with 

diabetes who had registered for access to a shared electronic medical record (SMR) during 

the period of 2003-2006. We used robust Poisson regression models within a GEE 

framework to estimate the adjusted rate ratio of meeting three indicators of glycemic 

control (HbA1c < 7%, HbA1c < 8%, and HbA1c > 9%) and HbA1c testing adherence by level 

of prior secure messaging use. Multiple imputation and inverse probability weights were 

used to account for missing data. 

Results: 6,301 adults with diabetes registered for access to the SMR during the study 

period, 74% of whom used secure messaging at least once during that time. Frequent use of 

secure messaging during the prior calendar quarter was associated with a higher rate of 

good glycemic control (HbA1c < 7%: RR 1.26, 95% CI 1.15-1.37) and a higher rate of HbA1c 

testing adherence (RR 1.20, 95% CI 1.15-1.25). 

Conclusions: Among SMR users, recent and frequent secure messaging use was associated 

with better glycemic control and a higher rate of HbA1c testing adherence. These results 

4 Glycemic Control Associated with Secure Patient-Provider 

Messaging by Users of a Shared Electronic Medical Record:     

A Longitudinal Analysis  
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suggest that secure messaging may facilitate important processes of care and help some 

patients to achieve or maintain adequate glycemic control. 
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4.2 INTRODUCTION 

An increasing number of health care organizations are providing patients with access to 

their personal health data and care providers through the World Wide Web. Some of these 

sites, often termed “patient portals”, allow patients and providers to exchange secure 

electronic messages between office visits. Although most patients still do not have the 

option to communicate with their care providers electronically (1, 2), more practices are 

transitioning to comprehensive clinical information systems with built-in messaging 

capabilities. The diffusion of new management paradigms such as the Chronic Care Model 

(3, 4) and the Patient-Centered Medical Home (5) has also driven interest in electronic 

patient-provider messaging. Electronic messaging has potential to bridge the 

communication gap between home and clinic, help patients to articulate their goals, assist 

with team-based care, and improve the timeliness and efficiency of care. How online care 

interacts with “traditional” outpatient care is still largely unknown. Several studies have 

found cross-sectional associations between secure messaging and higher diabetes care 

quality (6-9). A cross-sectional study at a large integrated delivery system found that 

patients who used the most messaging had higher levels of comorbidity and outpatient 

utilization (6), but there is also evidence from a longitudinal study that clinic visits 

decrease over time with increased participation in secure messaging (10). Given that 

secure messaging is a new care modality, most prior studies have been time-limited in 

scope.  

The primary objective of this analysis was to determine the extent to which participation in 

secure messaging would be associated with subsequent changes in process and outcome 

measures related to diabetes care during a three-year period after implementation. By 

using longitudinal as opposed to cross-sectional data, we were able to separate exposure 

from time and provide some evidence for a causal inference between secure messaging and 

our outcomes of interest. Specifically, we tested the hypothesis that secure messaging is 

associated with better glycemic control and a higher rate of adherence to HbA1c testing 

recommendations following exposure to secure messaging. We looked at secure messaging 

in a population of adults with diabetes in a large integrated delivery system. To increase 
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comparability to quality evaluations in other practice settings, we used the 2012 HEDIS 

measures for Comprehensive Diabetes Care to assess glycemic control (11). Clinical 

practice recommendations from the American Diabetes Association were used to define 

testing adherence (12). 

4.3 RESEARCH DESIGN AND METHODS 

Setting 

The study was conducted at Group Health, a mixed-model health care financing and 

delivery organization in Washington State and North Idaho. Approximately 460,000 

members receive care through Group Health’s Integrated Delivery System, which includes 

25 Group Health–owned facilities and over 550 Group Health physicians (13). Beginning in 

August of 2003, all patients in the Integrated Delivery System were able to access patient 

Web services through the MyGroupHealth website. These services included prescription 

refills, appointment scheduling, medical record access, and secure messaging to contact 

health care team members as previously described (14). The MyGroupHealth patient 

website had two levels of security. At the initial level, a patient created a password-

protected account which could be used to access health-related discussion groups. A 

second, higher level of security provided access to the medical record, secure messaging, 

and other advanced Web services. Access to this security level required each patient to 

complete an additional step verifying their identity (“ID verification”). Initially, this entailed 

presenting a legal form of identification in person or by mail. Currently, new users are 

required to visit a website to obtain an ID verification code that is mailed to their home 

address. 

Inclusion Criteria 

We included patients at least 18 years of age with a diagnosis of diabetes mellitus. For each 

study year, data were included from patients who had a primary care provider in Group 

Health’s Integrated Group Practice for two out of three months of each quarter, and three 

out of four quarters. Because patients without a registered primary care provider do not 

have access to secure messaging, this requirement ensured that patients had access to 
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secure messaging for a majority of each year. Short discontinuities in enrollment were 

allowed because they could reflect changes in employment or plan type rather than an 

actual lapse in coverage. Diabetes diagnoses were determined by enrollment in the Group 

Health diabetes registry. Prescription, diagnostic, and laboratory data were used to 

determine registry eligibility. Analyses were restricted to patients who obtained ID 

verification to use the shared medical record, all of whom had access to secure messaging 

and some of whom elected to use it. We excluded HbA1c measurements taken within 6 

months of a new diabetes diagnosis, during which time rapid changes in glycemic control 

would likely reflect the initiation of a treatment plan. Although secure messaging may 

indeed have a role in the optimization of initial treatment plans, our primary aim was to 

look at the role of secure messaging in the long-term maintenance of glycemic control 

rather than its role at the time of diagnosis. Measurements were censored if the patient 

developed end stage renal disease. 

Data Source 

All data were abstracted from clinical and administrative data warehouses maintained by 

Group Health Research Institute (Seattle, WA). Pharmacy data were used to identify 

enrollees using oral diabetes medications or insulin. 

Primary Outcomes 

We estimated the association between secure messaging use and three indicators of 

glycemic control (HbA1c < 7%, HbA1c < 8%, and HbA1c > 9%). Because HbA1c reflects the 

average blood glucose over the previous two to three months, outcomes were assessed 

quarterly. The person-quarter was the primary unit of analysis for all models. In quarters 

where a patient received multiple tests, the latest measurement was used. We also 

estimated the association between secure messaging use and adherence to HbA1c testing 

recommendations. A patient was classified as either adherent or nonadherent in every 

quarter depending on whether he or she had at least two HbA1c tests recorded during the 

prior year as recommended under clinical guidelines (12)  
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Measurement of Secure Messaging Exposure 

Secure messaging use was modeled as a four-level, ordered categorical variable based on 

the total number of threads sent or received by the patient during the exposure period. A 

thread was defined as the set of messages related to an original message by successive 

replies. Prior analysis of patient-provider messaging patterns at Group Health has 

suggested that a message thread is most conceptually similar to a single episode of clinical 

care (15). 

Separate models were constructed to relate short-term or long-term exposure to secure 

messaging. Short-term exposure was defined as messaging during the quarter immediately 

prior to the quarter in which the outcomes were assessed, and long-term exposure was 

defined as messaging during the year prior to outcome assessment.  

Control Variables 

Models were adjusted for age, gender, plan type, overall medical comorbidity, baseline 

HbA1c, diabetes severity, diabetes treatment type, diabetes duration, history of treated 

depression, and calendar time. Twelve Aggregated Diagnostic Groups (ADGs) were selected 

a priori to control for medical comorbidity (16, 17). The Diabetes Complication Severity 

Index, a 13-point scale, was used to measure diabetes severity (18). Depression was 

included because it has been associated with poor glycemic control (19, 20). A history of 

depression was defined by an antidepressant prescription associated with a visit diagnosis 

of a depressive disorder. To ensure a flexible specification and minimize residual 

confounding, age, diabetes severity, and diabetes duration were modeled as continuous 

variables using linear splines. For each spline, the function being smoothed was visually 

assessed and knots were placed in regions of rapid variation.  

Adherence models were adjusted for the same set of variables as the models for glycemic 

control with the addition of a categorical variable modeling the HbA1c testing frequency of 

the patient’s primary care provider. This variable was intended to control for provider-

level variation in HbA1c testing frequency. To operationalize this construct, providers were 

divided into quartiles of testing frequency based on the mean HbA1c testing interval across 
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their panel of patients with diabetes. Preliminary models for all outcome measures 

permitted effect modification by prior level of glycemic control.  

Statistical Analysis 

Poisson regression models were used to estimate adjusted rate ratios for each binary 

outcome measure in each quarter over a three-year period from the time of secure 

messaging implementation (2004-2006) (21-24). These models yielded estimates of the 

rate of achieving each outcome measure by level of secure messaging use, relative to ID-

verified patients without secure messaging during the exposure period. We chose not to 

use logistic regression because the outcomes were common (p 0.10-0.75), and odds ratios 

would therefore not approximate the underlying probability ratios. The Huber-White 

robust sandwich estimator was used for variance estimates (25). A generalized estimating 

equation framework was used to estimate population-averaged effects while accounting 

for correlation between multiple observations over time on the same individual (26). An 

exchangeable correlation structure was specified. Trend tests were used to assess the 

statistical significance of secure messaging in each model. Stata Version 11.1 and R Version 

2.14.0 were used for statistical analyses (27, 28).  

Missing Data Methods 

For analyses of glycemic control, the outcome was considered to be missing in quarters 

where no HbA1c measurement was recorded. Based on this definition, the proportion of 

missing outcome data was 54%. This reflects an average HbA1c testing frequency of 

approximately twice per year. All other model covariates were complete or had a low 

amount of missingness. Given the high amount of outcome missingness and the high 

likelihood that these data were not missing completely at random, we felt that a complete 

case analysis would likely have yielded biased results. We therefore used two approaches 

to address missingness: inverse probability weights (29) and multiple imputation (30). 

Two approaches were chosen because similar results from both methods would support 

the validity of our inferences. 
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Inverse probability weights were calculated from a logistic regression model which 

predicted HbA1c testing in a particular 3-month period for a particular person (a “person-

quarter”) as a function of age, time since the last HbA1c test, the value of the last HbA1c 

test, diabetes treatment type, diabetes severity, diabetes duration, comorbidity, prior 

outpatient utilization rate, intensity of prior SMR use, and the primary care provider’s 

HbA1c testing frequency. Comorbidity was modeled using three indicator variables: a 

history of cardiovascular complications and assignment to ADGs 11 or 18 (Chronic 

Unstable Medical or Specialty/Eye). Analyses using inverse probability weights were run in 

R, using the geeglm function from the geepack package.  

Three variables contained missing values: Hemoglobin HbA1c (54% missing), treatment 

type (2.1% missing), and plan type (< 0.01% missing). Missing values were multiply 

imputed using the “chained equations” method. Each variable was imputed with a 

prediction model containing the following variables (excluding the variable being 

predicted): HbA1c (values of prior, current, and future tests), diabetes treatment type 

(prior and current), diabetes duration, intensity of prior SMR use, age, plan type, and 

inclusion in the Aggregated Diagnostic Group 11 (Chronic Unstable Medical). Five 

imputations were done. Imputations and analyses on imputed datasets were run in Stata, 

using user-written program ice for imputations and Stata’s mi and xtgee commands for 

primary analysis models. 

4.4 RESULTS 

Population Characteristics 

15,438 adults with diabetes were enrolled in the Integrated Group Practice during the 

study period. Of these, 6,638 (43%) were ID-verified. 296 (4%) of ID-verified patients were 

excluded due to a recent diabetes diagnosis. Forty-one patients (< 1%) had observations 

which were censored due to end stage renal disease. 6,301 patients met all eligibility 

criteria for inclusion. There was an average of eight quarterly observations per individual 

(range 1-12). 
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In unadjusted analyses, person-quarters with higher expected resource use were 

associated with greater SM use (Table 4.1). Person-quarters with higher outpatient 

utilization rates were also associated with greater SM use. Finally, person-quarters 

characterized by use of insulin, a greater number of diabetic complications, and better 

glycemic control were associated with greater SM use. 

Relationship between Secure Messaging and Glycemic Control 

The adjusted rate of good glycemic control was monotonically higher in relation to higher 

levels of secure messaging in the prior quarter or prior year (HbA1c < 7% and < 8%: p < 

0.05). The adjusted rate of poor control was monotonically lower in relation to higher 

levels of secure messaging in the prior quarter (HbA1c > 9%: p < 0.005). A comparison of 

point estimates for all three outcomes suggested a larger effect when exposure to secure 

messaging was assessed during the prior quarter rather than the prior year (Table 4.2). 

We had initially hypothesized that secure messaging might have a greater effect in 

individuals with poor control. Accordingly, preliminary models included an interaction 

between prior secure messaging exposure and prior glycemic control. Interaction terms 

were nonsignificant, however, and were therefore excluded from final regression models. 

Final models were adjusted for age, gender, plan type, overall medical comorbidity, 

baseline HbA1c, diabetes severity, diabetes treatment type, diabetes duration, history of 

treated depression, and calendar time. Results from completely unadjusted models were 

similar to results from adjusted models, with the estimated relative risks differing by a 

mean absolute difference of 6%. 

Relationship between Secure Messaging and HbA1c Testing 

The adjusted rate of adherence to HbA1c testing twice yearly was monotonically higher in 

relation to higher levels of secure messaging (p < 0.005). Adjusted relative rates were 

similar whether exposure to secure messaging was assessed during the prior quarter or the 

prior year. 
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Similar to models of glycemic control, preliminary models included an interaction between 

prior secure messaging exposure and prior glycemic control. Interaction terms were 

nonsignificant and excluded from final regression models. 

Final models included the same set of control variables as the models for glycemic control 

with the addition of the HbA1c testing frequency of the patient’s primary care provider. 

Results from completely unadjusted models were similar to results from adjusted models, 

with the estimated relative risks differing by a mean absolute difference of 12%. 

Treatment of Missing Data 

Relative risks estimated from multiply imputed datasets and inverse probability-weighted 

models differed by a mean absolute difference of 3%. Statistical significance was 

concordant in 11 of 12 trend tests (Table 4.3). 

4.5 CONCLUSIONS 

In this analysis, patients with frequent use of secure messaging were more likely to achieve 

glycemic targets. The fact that more recent exposure was associated with a slightly larger 

effect would be compatible with a causal role of messaging. Overall, our results suggest that 

secure messaging may have a small, positive, effect on glycemic control, and that continued 

participation may be important for maximal benefit. Future work including content 

analyses of SM threads could explore this issue in greater depth.   

Frequent participation in secure messaging was also associated with increased adherence 

to testing recommendations, and the effects were similar when secure messaging exposure 

was assessed over the prior quarter or prior year. Secure messaging may modify testing 

frequency by promoting patient engagement or continuity of care. Alternatively, reverse 

causality may explain part of the observed association with testing frequency. For this 

outcome, there was some temporal overlap between the secure messaging exposure period 

and the period over which adherence was assessed, because adherence was defined by 

HbA1c testing over the past 12-month period. Patients who had HbA1c tests may have used 

the SMR to view their lab results, and may have been more likely to engage in secure 
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messaging while they were logged in to the portal. Likewise, providers may have used 

secure messaging to comment on lab results, resulting in a positive association between 

messaging and testing frequency. 

Strengths of our analysis include the large sample size, longitudinal design, heterogeneous 

population, and long duration of exposure to secure messaging. Our analysis has several 

limitations. Randomized assignment to secure messaging was not feasible, and 

observational analyses have a higher potential for bias. There could be several important 

unmeasured potential confounders, including race, ethnicity, income, and education. In 

particular, nonwhite patients have been found to be less likely to use secure messaging, 

and also more likely to have poor glycemic control (31, 32). Although we were able to use 

Medicaid enrollment as a proxy for low income, residual confounding due to income may 

be present. We sought to minimize, but may not have eliminated, the effects of self-

selection by restricting our analysis to patients who signed up for secure access to the 

shared electronic medical record. Patients who sign up for the shared medical record, but 

do not use secure messaging, may be more similar to those who do use secure messaging in 

terms of unmeasured characteristics such as health-related self-efficacy and self-care 

behavior. In addition, use of secure messaging is highly correlated with use of other 

services available from the shared medical record. We did not control for this use, and it is 

possible that use of these services, rather than secure messaging itself, explained part of 

the observed association. In addition, we treated all secure message threads equally 

regardless of subject content or length.  

Given that variables were collected at a quarterly frequency, we were unable to determine 

the temporal sequence of clinic visits and message threads within the same quarter. Clinic 

visits shortly after engagement in messaging could mediate changes in glycemic control or 

HbA1c testing. In contrast, visits shortly prior to secure messaging could represent a source 

of residual confounding. Patients with high levels of utilization may have systematically 

different outcomes than those with little or no utilization. Because we could not distinguish 

between mediation and confounding, we chose not to control for outpatient utilization. 
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We faced a significant missing data problem due to the fact that HbA1c was measured at 

irregular intervals and with a highly variable frequency across the diabetes population. A 

complex mix of patient and provider factors, including the underlying value of the measure 

itself, influences the measurement periodicity of HbA1c. We addressed this problem with 

two strategies: inverse probability weights and multiple imputation. The high concordance 

of results from these two approaches is reassuring. 

Our findings are consistent with previous observational studies which have found an 

association between secure messaging and higher quality diabetes care (6, 7, 9). Secure 

messaging has also been associated with better performance on process measures 

including HbA1c, nephropathy, and retinopathy screening (7). Randomized controlled 

trials that have used secure messaging as part of diabetes case management have had 

mostly positive results (33-36). Our study adds to a growing body of evidence that secure 

messaging may have a small, beneficial effect on process and outcome measures related to 

diabetes care. These findings may not generalize to settings with different payment models 

and plan types. Care providers in this study were salaried, and received a small financial 

incentive for secure messages that were sent during the study period. Secure messaging 

was free to patients and widely advertised. 

Our results cannot exclude the possibility that patients who participate in secure 

messaging achieve better outcomes simply because they are more engaged in their own 

self-care to begin with. Further research is needed to disentangle these mechanisms, and to 

determine how secure messaging interacts with the delivery of traditional outpatient 

services. As clinical information systems continue to evolve, it is likely that an increasing 

array of Web-based health care services will be available to patients in the coming years. 

Future studies should also carefully assess patient preferences for these new care 

modalities and rates of access, particularly in underserved populations. Previous work 

suggests that several higher-risk subgroups, including nonwhite, older, and low-income 

patients have a significantly lower propensity to use Web-based patient resources (31, 36, 

37). As online health care grows, it is important to remain cognizant of these differences in 

use so that existing disparities in diabetes outcomes do not widen.  
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Table 4.1 Demographic and health characteristics  
(n = 50,354 person-quarters). 
  
 Percent1 SM Use1 SM Intensity2 

Male 55 31 2.5 
Female 45 33 2.5 
Age     
 < 35 (%) 1.0 32 2.1 
 35-49 11 34 2.6 
 50 – 64 51 35 2.5 
 65 – 74 20 29 2.6 
 75 + 16 25 2.6 
Plan Type    
 Commercial 77 34 2.5 
 Medicare 22 25 2.6 
 Medicaid or Basic Health Plan 0.9 31 2.3 
Expected Resource Use    
 None or Low 6 17 1.7 
 Moderate 49 29 2.1 
 High 26 37 2.7 
 Very High 19 37 3.3 
Primary Care Visits    
 None 69 30 2.5 
 One to Two 29 33 2.3 
 At Least Three 11 39 3.0 
Specialty Care Visits    
 None 71 30 2.4 
 One to Two 22 33 2.5 
 At Least Three 7 40 3.4 
Emergency Visits    
 None 97 32 2.5 
 One to Two 2 36 3.1 
 At Least Three 0.4 36 2.9 
No History of Treated Depression 93 31 2.5 
History of Treated Depression 7 39 3.2 
Diabetes Treatment Intensity    
 Diet Alone 27 29 2.5 
 Oral Hypoglycemics and Diet Alone 42 30 2.3 
 Insulin 31 37 2.7 
Diabetic Complications    
       None 31 28 2.1 
       One 24 33 2.4 
       Two to Three 25 34 2.7 
       At Least Four 20 34 3.1 
HbA1c    
 < 7 39 35 2.7 
 7 – 8 31 32 2.5 
  8 – 9  16 32 2.6 
 > 9 14 30 2.5 
1Percent of person-quarters.  
2Mean number of threads sent or received per person-quarter. 
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Table 4.2 Glycemic control in relation to secure messaging use. 
Inverse probability weighted observations. Crude and adjusted rate ratios. 
 
  Model A: Unadjusted 

n = 21,527 person-quarters 

Model B: Adjusted1 

n = 21,507 person-quarters 
Outcome  SM Exposure2 Exposure Period RR3 95% CI P4 RR3 95% CI P4 

 HbA1c < 7  1 Quarter 1.06 1.02-1.09 < 0.005 1.05 1.02-1.09 < 0.005 
  2-3  1.08 1.04-1.12  1.09 1.04-1.13  
  4-7  1.15 1.09-1.21  1.11 1.06-1.17  
  8+  1.24 1.13-1.35  1.26 1.16-1.38  
  1 Year 1.01 0.97-1.06 < 0.005 0.99 0.95-1.03 < 0.005 
  2-4  1.11 10.7-1.15  1.06 1.02-1.10  
  5-11  1.19 1.34-1.25  1.08 1.04-1.13  
  12+  1.34 1.26-1.42  1.14 1.08-1.20  
HbA1c < 8  1 Quarter 1.02 1.00-1.04 < 0.005 1.02 1.00-1.03 < 0.005 
  2-3  1.02 1.00-1.05  1.04 1.01-1.06  
  4-7  1.07 1.04-1.10  1.06 1.03-1.09  
  8+  1.08 1.02-1.14  1.07 1.03-1.09  
  1 Year 1.02 1.00-1.04 < 0.005 1.00 0.98-1.02 0.009 
  2-4  1.04 1.02-1.07  1.02 1.00-1.04  
  5-11  1.07 1.04-1.09  1.03 1.00-1.05  
  12+  1.14 1.10-1.18  1.04 1.01-1.07  
HbA1c > 9  1 Quarter 0.92 0.85-1.01 < 0.005 0.93 0.85-1.01 < 0.005 
  2-3  0.85 0.76-0.95  0.84 0.76-0.94  
  4-7  0.68 0.57-0.82  0.72 0.60-0.85  
  8+  0.70 0.48-1.01  0.78 0.60-1.00  
  1 Year 0.93 0.84-1.03 0.205 1.01 0.92-1.11 0.205 
  2-4  0.89 0.81-0.98  0.97 0.89-1.05  
  5-11  0.78 0.68-0.89  0.92 0.83-1,02  
  12+  0.61 0.47-0.79  0.84 0.72-1.00  
1Models were adjusted for age, gender, plan type, prior HbA1c, diabetes treatment, 
duration, and severity, overall comorbidity, history of treated depression, and time. 
2Total number of secure messaging threads sent or received by the patient. 
3Rate of patients meeting each HbA1c indicator, relative to a reference group of ID-verified 
patients without any secure messaging during the exposure period.  
4Test for trend. 
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Table 4.3 Glycemic control in relation to secure messaging use. 
Multiply imputed data. Crude and adjusted rate ratios. 
 
  Model A: Unadjusted 

n = 50,354 person-quarters 

Model B: Adjusted1 

n = 49,410 person-quarters 

Outcome  SM Exposure2 Exposure 
Period 

RR3 95% CI P4 RR3 95% CI P4 

 HbA1c < 7  1 Quarter 1.04  1.00-1.08  < 0.005 1.03 0.99-1.07 < 0.005 
  2-3  1.04 1.01-1.08  1.05 1.01-1.08  
  4-7  1.12 1.04-1.19  1.11 1.05-1.18  
  8+  1.12  1.08-1.27  1.16 1.08-1.26  
  1 Year 1.02 0.99-1.05   < 0.005 1.00 0.97-1.03 < 0.005 
  2-4  1.08  1.04-1.11  1.04 1.00-1.07  
  5-11  1.14 1.09-1.19  1.06 1.03-1.10  
  12+  1.27 1.20-1.35  1.13 1.08-1.19  
HbA1c < 8  1 Quarter 1.02 1.00-1.04  < 0.005  1.01 1.00-1.03 < 0.005 
  2-3  1.03 1.00-1.05  1.03 1.00-1.05  
  4-7  1.07 1.03-1.11  1.07 1.03-1.10  
  8+  1.08 1.03-1.13  1.07 1.02-1.11  
  1 Year 1.02 1.00-1.04  < 0.005 1.01 0.99-1.02 < 0.005 
  2-4  1.04 1.02-1.06  1.02 1.00-1.04  
  5-11  1.08 1.05-1.11  1.04 1.02-1.06  
  12+  1.14 1.09-1.18  1.06 1.02-1.09  
HbA1c > 9  1 Quarter 0.93  0.85-1.00  < 0.005  0.93 0.85-1.01 < 0.005 
  2-3  0.88 0.81-0.96  0.87 0.80-0.95  
  4-7  0.79 0.69-0.90  0.79 0.70-0.90  
  8+  0.74 0.58-0.94  0.75 0.61-0.95  
  1 Year 0.91  0.85-0.98  < 0.005 0.96 0.89-1.02 0.006 
  2-4  0.86 0.80-0.94  0.92 0.86-0.99  
  5-11  0.76 0.68-0.85  0.87 0.80-0.94  
  12+  0.65 0.52-0.82  0.80 0.68-0.94  
1Models were adjusted for age, gender, plan type, prior HbA1c, diabetes treatment, 
duration, and severity, overall comorbidity, history of treated depression, and time. 
2Total number of secure messaging threads sent or received by the patient. 
3Rate of patients meeting each HbA1c indicator, relative to a reference group of ID-verified 
patients without any secure messaging during the exposure period.  
4Test for trend. 
  



 

55 
 

Table 4.4 HbA1c testing adherence in relation to secure messaging use.  
Crude and adjusted rate ratios (n=45,431 person-quarters).  
 
  Model A: Unadjusted 

n = 50,354 person-quarters 
Model B: Adjusted1 

n = 45,431 person-quarters 
SM Exposure2 Exposure 

Period 
RR3 95% CI P4 RR3 95% CI P4 

1 Quarter 1.12 1.10-1.14 < 0.005 1.08 1.07-1.10 < 0.005 
2-3  1.16 1.14-1.18  1.11 1.09-1.13  
4-7  1.21 1.18-1.24  1.14 1.11-1.17  
8+  1.19 1.13-1.25  1.12 1.07-1.17  
1 Year 1.05 1.02-1.08 < 0.005 1.02 0.99-1.04 < 0.005 
2-4  1.13 1.11-1.16  1.08 1.05-1.10  
5-11  1.21 1.17-1.24  1.13 1.10-1.16  
12+  1.23 1.18-1.28  1.14 1.10-1.20  
1Models were adjusted for age, gender, plan type, prior HbA1c, diabetes treatment, 
duration, and severity, overall comorbidity, history of treated depression, primary care 
provider’s HbA1c testing frequency, and time. 
2Total number of secure messaging threads sent or received by the patient. 
3Rate of patients with two HbA1c tests in the last 12 months, relative to a reference group 
of ID-verified patients without any secure messaging during the exposure period.  
4Test for trend. 
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5.1 INTRODUCTION 

In this dissertation, I have examined processes and outcomes of diabetes care in a large 

delivery system where electronic patient-provider messaging was available at no charge to 

all adult enrollees. The opportunity to communicate electronically with health care 

providers is uncommon today. Despite strong consumer demand (1-5), the vast majority of 

patients in the U.S. and Europe can only contact their providers during scheduled office 

visits or occasional phone consults (6-8). Both patients and providers who have used 

electronic patient-provider communication typically report high levels of satisfaction (2, 9, 

10). Yet wide adoption has been stymied by a complex mix of factors ranging from deficient 

reimbursement and provider resistance to an inadequate technical infrastructure and 

general clinical inertia (1, 11, 12). Promotion of electronic patient-provider communication 

is currently being discussed at the federal policy level, and health care organizations may 

soon be eligible to receive financial incentives for demonstrating “meaningful use” of 

secure messaging in their practices. 

5.2 SECURE MESSAGING: THE PATIENT EXPERIENCE 

This work provides some insight into the extent to which chronically ill patients tend to use 

online communication services when they are available. In the studies presented in 

Chapter 2, 19% of adults with diabetes used secure messaging at least once during the five-

quarter period of observation. A study of all adult enrollees at the same health care system 

found that 14% had participated in messaging during the same time period (13). In the 

study presented in Chapter 4, 26% of adults with diabetes had used secure messaging at 

least once over a three-year period of observation. These results suggest that chronically ill 

patients are more likely to use secure messaging, and that uptake continues to increase 

during the first several years after implementation. 

5 Conclusions 
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This research also highlights characteristics of patients that are most likely to use secure 

messaging. In Chapter 2, we found that diabetes patients who participated in secure 

messaging tended to be younger on average. In Chapter 3, we explored age-related 

differences in further detail, finding that diabetes patients over age 65 were approximately 

half as likely to use secure messaging to communicate with their care providers. This 

difference persisted after restricting our sample to Internet users and adjusting for 

sociodemographic and health characteristics. Previous studies have found similar age-

related differences in use of electronic health records (13, 14). This finding is important 

given that older adults account for the majority of chronically ill patients and consume the 

vast majority of health care resources.  

In Chapter 2, we found that patients who were the most active participants in secure 

messaging had higher expected resource use, a higher number of diabetes complications, 

and a higher incidence of depression. They attended a greater number of primary care, 

specialty care, and emergency visits. In adjusted models, those with the highest levels of 

messaging were estimated to have a 40% higher outpatient utilization rate. This rate was 

predicted for patients with at least 12 secure message threads per year, which described 

1.4% of our baseline population and 7.5% of the patients who used secure messaging. In 

the same study, the less active 65% of messaging participants exchanged 1-3 threads per 

year. These patients were predicted to attend approximately 5% more in-person visits 

when compared to patients who had obtained access to the electronic medical record but 

did not participate in messaging. In this study, most secure messaging users had a greater 

total number of clinical contacts when electronic, telephone, and in-person visits were 

combined. Because our study was cross-sectional, however, we could not any draw causal 

inferences between messaging and utilization patterns. We also studied secure messaging 

shortly after its implementation, and it is likely that utilization patterns had not yet 

stabilized. Future work using qualitative methods may help to provide more insight into 

the patient experience of using secure messaging, and particularly how its use affects their 

disease management, their relationship with care providers, and their overall care 

experience. 
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5.3 THE ROLE OF HEALTH CARE PROVIDERS IN ADOPTION 

Results presented in Chapters 2 and 3 highlight provider-level factors that relate to secure 

messaging. We observed significant variation in the extent to which individual providers 

used messaging with their patients. For approximately one-quarter of the 186 PCPs studied 

in Chapter 2, secure messaging threads accounted for at least one in five patient 

encounters. This group of “high-messaging” PCPs was different in several measurable ways. 

High-messaging providers were twice as likely to be female and three times less likely to 

have a large patient panel. Female providers in our sample were more likely to have 

smaller panels, however, and in the absence of further analysis we cannot exclude the 

possibility that one association is an artifact of the other, rather than a causal factor. We 

also found that high-messaging providers were approximately four times more likely to 

initiate at least 15% of all threads, and tended to respond to incoming messages more 

quickly. We did not explore whether these differences were related to factors at the patient, 

provider, or clinic level. Future studies should explore these differences in depth. 

These studies also highlight the role that providers play in encouraging their patients to 

use electronic messaging. Previous studies have found that some patients have concerns 

about bothering physicians with extra questions or appointment requests (15). These 

attitudes may be impediments to use of secure messaging among some patients, and 

suggest a role for providers in improving patient willingness to engage. In Chapter 3, we 

found lower rates of shared medical record (SMR) use in all age groups when provider 

encouragement to use the SMR was absent or infrequent. Patients over 75 who did not use 

the SMR were three times less likely to report frequent provider encouragement to use the 

electronic record compared with SMR users of the same age. This is concordant with 

previous work associating provider enthusiasm for email with rates of use among patients 

over age 65 (6). Surprisingly, however, we found patients under 65 were equally likely to 

report frequent provider encouragement regardless of their SMR use. It is also notable that 

40% of patients over age 75 reported no provider encouragement to use the SMR, whereas 

only 20% of patients under age 50 reported this experience. This suggests that older 

individuals may be more sensitive to the effects of frequent provider encouragement and 
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less likely to receive it. This may reflect an underlying bias on the part of providers about 

the likelihood of older patients to find value in electronic health care. Responses to open-

ended survey questions also suggested that older patients were less likely to feel that these 

services would benefit them, expressed a stronger preference for in-person care, and were 

more likely to experience technical or physical limitations related to computer use. It is 

important to keep these differences in mind so that the migration of health care services 

online does not threaten to widen existing age-related disparities in care. 

5.4 SECURE MESSAGING AND CARE QUALITY 

Of particular relevance to payers and policymakers, I found in Chapter 2 that typical users 

of secure messaging had similar outcomes related to hypertension, lipids, and glycemic 

control. For these users, electronic message threads accounted for 1 in 5 clinical 

encounters. In adjusted models, more frequent secure messaging use was associated with 

improved glycemic control. Specifically, the most active 7.5% of secure messaging users 

was approximately 35% more likely to have a HbA1c < 7%. These patients had more 

clinical contacts overall; they attended more visits and had an average of one message 

thread for every visit. Given the cross-sectional design of this study, we could not 

determine if these results simply highlighted preexisting differences or were causally 

related to participation in secure messaging.  

In Chapter 4, the topic of diabetes care quality was revisited with the advantage of a 

longitudinal dataset. This approach had the advantage of minimizing self-selection bias and 

providing some evidence for a causal relationship between messaging and our outcomes of 

interest. In this study, recent, frequent, use of secure messaging was associated with better 

adherence to testing recommendations, a higher incidence of good control (HbA1c < 7%), 

and a lower incidence of poor control (HbA1c > 9%). These results suggest that secure 

messaging may have a small, beneficial effect on process and outcome measures related to 

diabetes care. Two recent studies at Kaiser Permanente have also found a small beneficial 

effect of secure messaging on diabetes care quality (16, 17). Randomized controlled trials 

that have examined quality and secure messaging have also found improvements in 
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glycemic control (18-20). Taken together, these preliminary results are encouraging and 

provide a strong justification for future research.  

5.5 OFFICE VISITS IN THE ERA OF E-HEALTH 

Broad availability of electronic health care services will likely have a profound impact on 

the overall health care experience of patients and providers alike. Integration of electronic 

communication into care management may change the nature of in-person and telephone 

contacts by increasing care continuity and strengthening patient-provider relationships. 

Recent data from Group Health suggest that 6 years after implementation, electronic visits 

now account for approximately 30 percent of all primary care encounters in the overall 

adult patient population (13). In addition to the potential effects on care quality and health 

outcomes, provider efficiency and patterns of traditional utilization may be impacted as a 

result of this shift. These issues are of particular relevance to payers who are evaluating the 

cost impact of electronic visits and how to reimburse for such services.  

Several longitudinal studies have provided preliminary evidence about the impact of 

secure messaging on office visits. In a modeling study commissioned by the Future of 

Family Medicine Project, it was predicted that E-visits would substitute directly for office 

visits, with no net impact on the volume of encounters (21). In a small clinical study 

conducted over a decade ago, physicians from two primary care clinics were randomized to 

either use of a secure email system or usual care. Changes in outpatient utilization were not 

directly measured, but the authors used visit no-show rates, telephone contacts, and survey 

data to support the conclusion that patient-provider email was unlikely to offset the need 

for other clinic resources and would likely increase the volume of total clinical contacts 

(22). In a small randomized controlled trial of patients seen at a primary care clinic in 

Norway, office visits decreased by approximately 25% one year after implementation of a 

secure messaging system (23).  More recently, a large retrospective study of HMO 

outpatients found that secure messaging was associated with a 7 to 10% decrease in 

annual primary care visits (24). None of these studies focused on chronically ill 
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populations, who arguably have the highest need for patient-provider communication 

between visits. Future studies should address this gap.  

5.6 REIMBURSEMENT: CHALLENGES AND OPPORTUNITIES 

Without a significant shift in reimbursement policies, wider diffusion of electronic 

messaging is unlikely to occur. CPT code 99444 for online patient services was introduced 

in 2008. However, Medicare and most other payers do not currently pay for this code. 

Aetna and Cigna are two exceptions in the private insurance industry, both of which began 

reimbursing for electronic encounters in 2006 (25). Secure messaging through secure Web 

portals is also available at several integrated delivery systems and the Veterans Health 

Administration (26-28). Payers may be justifiably hesitant to pay for secure messaging 

without clearer evidence of effectiveness and cost impact. Few studies have examined 

these issues in detail. In one pilot study, reimbursing e-Visits at a rate of $25 per encounter 

resulted in savings of $3.69 per patient per month (29). Further research on the cost 

impact is clearly a prerequisite to a broad shift in reimbursement.  

Delivery system redesign is another factor that could catalyze a change in reimbursement 

practices and support greater use of secure messaging. For example, due to its potential to 

facilitate care coordination and decision support, secure messaging may be considered a 

component of medical homes (30). Performance incentives for medical home 

implementation related to care coordination might therefore include measures of secure 

messaging use. The Chronic Care Model also places a strong priority on transforming 

delivery processes to increase patient-centeredness (31, 32), support self-management, 

and promote team-based chronic disease care. Secure messaging may play a role in 

achieving all of these objectives. 

Recent federal legislation and technology incentive programs may also play a role in 

promoting delivery system redesign and shifting reimbursement policies. Although the 

Patient Protection and Affordable Care Act (“The Affordable Care Act”) of 2010 does not 

directly address electronic patient-provider communication, many of the Act’s provisions 

concern the use of health information technology (HIT) for quality reporting, quality 
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improvement, or administrative simplification (33, 34). For example, beginning in 2014, 

Medicare Advantage Plans will be eligible for performance bonuses related to HIT that is 

used for clinical decision support or the promotion of patient-centered care. Patient-

provider electronic messaging is likely to be a component of these performance measures. 

In addition, The Center for Medicare and Medicaid Innovation (CMI), established by The 

Affordable Care Act, may promote changes in care delivery that would enable wider 

implementation of electronic patient-provider communication. The CMI has been charged 

with the primary mission to test and evaluate new payment and delivery models (35, 36). 

Some of these models may make extensive use of HIT that is used for care coordination and 

remote monitoring of chronically ill patients (37). Based on the results of these evaluations, 

the HHS could recommend the expansion of successful models to any of the programs of 

the CMS (CMS website). These programs collectively cover approximately one quarter of 

the U.S. population and account for over half of all health care spending (38, 39). 

Finally, the 2009 Recovery Act (a.k.a. “the Stimulus”) included a provision to establish an 

EHR incentive program at the CMS. This program has authorized $39 billion to reward the 

effective implementation of HIT from 2009-2019 (40). Health care organizations are 

eligible for incentive payments if they can fulfill a set of objectives which demonstrates 

“meaningful use” of HIT. Although online messaging is not part of the current set of 

meaningful use criteria, it is has been proposed for inclusion in the criteria to be released in 

2013. To fulfill the objective related to secure messaging, an organization will need to attest 

that patients have been offered the opportunity to use messaging and that at least 25 

patients have sent messages to their care providers (41). This program may provide some 

impetus to organizations that have been previously hesitant to invest in modern HIT 

infrastructure. 

5.7 CONCLUSIONS AND FUTURE DIRECTIONS 

This research adds to the growing body of research on electronic patient-provider 

communication. Our work has several important implications for providers and payers. 

First, we found that approximately a quarter of all adults with diabetes used secure 
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messaging when available over a three-year period. Concordant with prior research, older 

adults were less likely to use electronic messaging. Active users tended to have more 

complex medical histories; they had a higher expected resource use, a higher number of 

diabetes complications, and a higher incidence of treated depression. We found that the 

majority of patients who used secure messaging had relatively modest levels of use (1-3 

threads per year), slightly more frequent clinic visits, and a greater number of total clinical 

contacts. We did not, however, study changes in outpatient utilization over time in the 

context of secure messaging. This is an important area for further study. Research on the 

impact of electronic patient-provider communication on diabetes-related care quality is 

limited but growing. In Chapters 4, analysis of a longitudinal dataset suggested that secure 

messaging may have a small, positive, effect on process and outcome measures related to 

diabetes care. These findings suggest that electronic messaging may play a role in meeting 

unmet needs and improving care quality. We hope that these results suggest areas for 

further research, and provide useful information to providers and payers who may be 

considering broader implementation of electronic patient-provider communication.  
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