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Designing and debugging distributed systems is notoriously difficult. For single-node
systems, interactive debuggers enable stepping through an execution of the program and
inspecting its state. For distributed systems, however, the execution control and state
inspection facilities of traditional debuggers fall short. The execution of a distributed
system is defined by the order in which events—messages and timeouts—are delivered;
traditional debuggers do not allow developers to control this order. Additionally, signif-
icant system state resides on messages in transit rather than locally in program memory,
and traditional debuggers are not able to display this state to developers. Existing step-
through debuggers are therefore of limited utility to distributed systems developers.
The thesis of this dissertation is that a step-through debugger for distributed sys-
tems can bring the advantages of traditional single-node step-through debugging to dis-
tributed systems, helping developers to diagnose bugs and understand system behavior.
We present Oddity: a graphical, interactive debugger for distributed systems. It brings
the power of traditional step-through debugging—fine-grained control and observation
of a program as it executes—to distributed systems. It also enables exploratory testing, in

which an engineer examines and perturbs the behavior of a system in order to better un-



derstand it, perhaps without a specific bug in mind. A programmer can directly control
message and failure interleaving. Oddity can be used on both executable system models
and on system implementations. Oddity supports time travel, allowing a developer to
explore multiple branching executions of a system within a single debugging session.
Oddity includes a model checker for skipping tedious event sequences and for finding

states matching particular predicates.
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Chapter 1

INTRODUCTION

A distributed system consists of multiple physical machines, each of which com-
municates with the others by sending messages over a network. The Internet runs on
various interacting distributed systems, from the Domain Name System used by all web
clients and servers to distributed databases backing individual websites. With so many
people depending on them for basic services as well as news and entertainment, it is

vitally important that such systems be correct.

Developing correct distributed systems is difficult because of the combination of
asynchrony—machines do not share a clock, making synchronization a challenge—and
failure—machines can fail, and messages in the network can be dropped or arbitrarily
delayed. A distributed system must maintain correctness in the face of arbitrary inter-
leavings of message deliveries and failures. Bugs are likely to hide in the unusual failure
cases. For example, the widely-used Raft consensus algorithm [49] was discovered to
have a bug in its configuration-change protocol which would be triggered only by a spe-
cific interleaving of reconfiguration requests and failovers. Understanding distributed
protocols even at a high level is notoriously challenging, and implementing large-scale

systems that use such protocols is well beyond most developers.

Good developer tools can help developers discover, diagnose, and even entirely rule
out classes of bugs, such as memory leaks, numerical errors, or out-of-bounds accesses.
There is an additional class of bugs to which only distributed systems are vulnerable:
protocol bugs, having to do with communication between multiple nodes (machines) in
the system. Rather than leading to crashes, null pointer dereferences, or memory corrup-

tion, protocol bugs lead to violations of invariants the system should maintain.



Figure 1.1: Examples of both protocol bugs and implementation bugs.

Protocol

Implementation

A server will execute a non-idempotent
operation twice if a client re-sends a re-
quest

A server allows a transaction to read
data that were modified after the trans-

action started

A lock service allows multiple nodes
to acquire the lock simultaneously if

it detects that one of the nodes has

The system leaks memory and eventu-

ally is killed by the operating system

The system’s performance degrades
over time because it stores crucial data
in a linked list and depends on fast ran-
dom accesses

The system has a data race: multiple
threads (running within the same node)

access the same memory location, at

failed, but does not correctly inform | least one of them with a write

other nodes in the system of the failure

lists several examples of protocol bugs and implementation bugs.

Two particular properties make it difficult for developers to discover and diagnose
protocol bugs. First, the state of a distributed system, rather than residing in particular
variables at a particular machine, is distributed across multiple machines [50] and mes-
sages in the network [14]. Second, thanks to asynchrony, distributed systems are highly
non-deterministic: messages and timeouts can be delivered in any order.

1.1 Step-through debuggers

For single-node systems, developers have step-through debuggers (e.g., GDB or the Vi-
sual Studio Debugger). A step-through debugger (for the rest of this dissertation, “de-

bugger” without qualification means “step-through debugger”) helps a developer re-



produce and understand bugs by observing how the system’s state evolves. Debuggers

support several features:

1. Controlling the inputs (command-line arguments, keyboard input, etc.) to a pro-

gram
2. Inspecting a program’s state
3. Single-stepping through a program’s execution

4. Execution pausing: pausing a program’s execution when a particular condition is

met

A developer invokes a debugger on a particular execution of a program, controlling
the inputs to the program by providing command-line arguments and by interacting with
the program normally (e.g., via standard input). Whenever the program is stopped,
the developer can inspect the program’s state (i.e., variables or memory locations). The
developer can also alter this state—for instance, they can exercise alternative paths in a
program by altering the value of an expression on which the program branches. They
can single-step through the program’s execution, executing one statement at a time. They
can pause a program’s execution via breakpoints, which cause the program to stop when
it reaches a particular program point, or watchpoints, which cause the program to stop
when its state matches a particular predicate.

One could imagine using such a debugger on a distributed system by attaching the
debugger to every node individually, as in Unfortunately, this setup does
not enable any of the four features needed to debug a distributed system. In particular,
the network represents both a source of input and a location for program state, and is
completely opaque to the developer. Input from the network determines each action the

system takes. A debugger that does not have visibility and control over this input cannot
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Figure 1.2: One way to use a traditional step-through debugger on a distributed sys-
tem. Here, a developer has attached a debugger to each individual node, allowing them
to control and inspect that node’s execution. The nodes exchange messages over the

network, over which the developer has no control.

enable users to inspect the full state of the system, single-step through an execution, or

pause the execution of a program when particular conditions are met.

Controlling input The network’s non-deterministic behavior—the ordering in which
messages and timeouts are delivered—acts as an “input” to the system (similar to command-

line arguments, files, or user input for a traditional single-node program). Inspecting,



controlling, and permuting this particular input is crucial to debugging a distributed
system. Attaching a debugger to every node does not allow the developer to control this

additional input.

Inspecting program state The developer can inspect each node’s local state. However,
there is no way to inspect messages in the network: messages that have already been
sent but have not yet been delivered. This leaves the developer with an incomplete

understanding of the state of the system.

Single-stepping The combination of network-resident state and non-determinism makes
single-stepping through a distributed system’s execution impossible using a traditional
debugger. Consider a system being debugged as in where one node’s ex-
ecution is stopped on a system call that receives a message from the network (e.g.,
recvirom on a UDP socket). If multiple other nodes in the system have sent mes-
sages to the receiving node, then this system call can result in any of those messages
being received, or a timeout (if all of the messages are dropped or delayed, or if the
developer is too slow). A traditional debugger does not provide control over which of

these events happens.

Execution pausing Breakpoints and watchpoints enable a developer to instruct a tra-
ditional debugger to execute a program until particular conditions are met. Since the
contents of the network are opaque to the debugger, developers cannot set breakpoints

or watchpoints based on the network-resident component of the state.

1.2 Step-through debugging for distributed systems

A step-through debugger for distributed systems should support the features described
above: input control, state inspection, single-stepping, and execution pausing. In order

to do this, such a debugger must be able to control the behavior of the network and



inspect the whole state of the system: not only each node in the system, but the messages
exchanged between the various nodes.

This dissertation describes Oddity, a graphical step-through debugger for distributed
systems. Oddity is designed to help developers diagnose and discover protocol bugs.
Oddity is a network-centric debugger: it is designed specifically to debug and diagnose
protocol bugs, leaving single-node bugs to traditional tools. Oddity provides all four of
the crucial debugging features discussed above. First, Oddity allows the developer to
control the behavior of the network by deciding which message or timeout should be
delivered next. Second, Oddity displays the full distributed state of the system: state
at each machine as well as the network messages and timeouts that are waiting to be
delivered. Third, since developers can control the network’s behavior, they can accu-
rately single-step through the system’s execution. Finally, Oddity implements execution
pausing with a watchpoint implementation.

Some debuggers [10, 56, 31] for single-node programs feature time-travel: develop-
ers can backtrack over previously-executed statements. Oddity supports this as well,
and—unlike previous work—also allows the developer to navigate a branching history
of possible executions. This enables users to backtrack and make different choices about
the order in which messages and timeouts are delivered, allowing the exploration and
comparison of many different cases—for instance, all of the possible orderings of a few
messages—without restarting the debugger. This is a crucial quality-of-life feature for
debugging distributed systems, since understanding such a system necessitates observ-
ing its execution on multiple possible interleavings. Oddity implements time travel by
replaying the sequence of events that lead to a state (and therefore assumes that it con-
trols all of the non-determinism in the system it is debugging).

Most distributed systems are highly non-deterministic, with many messages and
timeouts active at a given point in time. For such systems, it can be difficult or tedious to
find a state where a given predicate holds. For instance, getting a new leader elected in

an election-based consensus system such as Raft requires the delivery of a timeout fol-



lowed by a particular sequence of messages. For this use case, Oddity includes a model
checker (see for more on model checking), which finds executions satisfying
user-specified predicates via exhaustive search. An explicit-state model checker such as
Oddity’s consists of two main parts: a mechanism for controlling the input to a system
and a mechanism for checking predicates over the state of the system. Since Oddity
provides control over the network input and inspection of the network’s contents, and
backtracking based on replay, Oddity’s model checker is simply a driver for the debug-
ger that implements exhaustive search over executions. discusses Oddity’s
model checker in more detail.

In order to communicate with Oddity (in order to send debugging information and
receive commands), systems use an event-based API. Depending on the complexity and
architecture of the system being debugged, a developer can use this API in three ways.
First, if the system is structured as an event loop that calls deterministic handlers for
message and timeout events, the developer can simply replace the event loop with one
that communicates with Oddity rather than the real network. Second, if the system’s
structure is more complex, the developer can create an executable model—a high-level
version of a system that omits some implementation details—that directly uses the Odd-
ity APL In previous work [45], such high-level models have been used to find protocol
bugs and understand system behavior. Lastly, for some systems that use features such as
blocking calls and background threads, a developer can use an adapter (included with

Oddity) to automatically translate the system to Oddity’s APL. All three methods are

described in more detail in [Chapter 4

1.3 Hypothesis and contributions of this dissertation

The thesis of this dissertation is that a step-through debugger for distributed systems can
bring the advantages of traditional single-node step-through debugging to distributed
systems, helping developers to diagnose bugs and understand system behavior. In order

to support this thesis, we make the following contributions.



The Oddity debugger and user interface Oddity’s core feature is a debugger sup-
porting state inspection of the entire distributed system state (nodes and messages) and
allowing developers to control all inputs to the system, including the ordering of mes-
sage and timeout delivery. Oddity presents these features via a novel graphical user
interface. Oddity defines an API for distributed systems to interact with the debugger

interface.

The Oddity model checker Given a predicate, Oddity’s model checker will attempt to
find a sequence of events leading to a state where that predicate holds. Unlike previous
model checkers, Oddity’s enables interactive use: a developer can search for a state using
the model checker and then explore manually or re-invoke search for subsequent states.
An integrated model checker is necessary for a good distributed systems debugging
experience, but it may be useful for traditional single-node debuggers to integrate a

model checker as well in order to enable such exploration.

Debugging system implementations with Oddity Oddity can be used to debug ex-
isting distributed system implementations. Oddity controls these implementations via
a new system-call interposition system, MajorTom. Because Oddity is a network-centric
debugger, MajorTom instruments only those calls necessary to present the user with an
accurate, high-level view of the messages being exchanged in a system. We have imple-
mented support for a subset of the Linux system call interface, which enables developers

to debug realistic systems at the protocol level.

Evaluation of step-through debugging for distributed systems Students have used
Oddity in three distributed systems courses (two offerings of an undergraduate-level
course and one offering of a master’s-level course). Our qualitative and quantitative
observations provide evidence that step-through debugging in general, and Oddity in

particular, can be useful for finding and diagnosing bugs in distributed systems.



1.4 Outline

The remainder of this document is structured as follows. demonstrates Odd-
ity via a running example. presents Oddity’s core features, implementation,
and APL presents several ways for developers to use the Oddity API to debug
systems. presents Oddity’s integrated model checker. discusses
quantitative and qualitative evaluations of Oddity. discusses related work. Fi-
nally, concludes with a discussion of Oddity’s current limitations and potential

avenues for future work.
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Chapter 2
AN EXAMPLE ODDITY DEBUGGING SESSION

This chapter introduces Oddity’s core ideas and interface via a running example:
debugging an implementation of Raft [49]. Raft is a consensus protocol, which is a key
component in the construction of strongly-consistent distributed services. A consensus
protocol enables a cluster of nodes to agree on a sequence of values, despite node failures
and arbitrary message delays. To support changes in the nodes participating in the
state machine consensus, Raft includes a reconfiguration protocol in which both the
new and old sets of nodes must agree on any new configuration. The reconfiguration
protocol can be triggered manually by a system administrator or automatically by a

cluster management system. Raft is widely deployed in industry.

Ongaro’s dissertation [46] includes a simplified reconfiguration protocol designed for
single node configuration changes (i.e., a single node joining or leaving a Raft cluster).
Several years after publication, researchers discovered [47] a bug in this simplified pro-
tocol: in a cluster with an even number of members, if two competing reconfiguration
requests occur with a leader election in between, the cluster can lose data. A simple
fix, proposed when Ongaro publicly announced the bug [47], is to require that new
leaders commit an entry to the log in the old configuration before committing a new
configuration. Several months passed between the bug being identified and the fix being

announced.

For explanatory purposes, we imagine a Raft maintainer has been informed of the
existence of the buggy execution; using Oddity, they are trying to determine why it

happens and how it can be fixed.

Figure 2.1/ shows an execution leading to the Raft bug. First, a S¢’s election timeout
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Figure 2.1: A space-time diagram illustrating a Raft execution leading to the reconfigu-
ration bug. Each vertical line represents in a node in the system, and arrows between
them represent messages. The circles represent messages received from clients of the

system (elided for presentation).



12

is fired, causing it to attempt to become the leader by sending vote requests; having
received enough “Yes” votes in response, it is elected leader in a 4-node cluster by a
majority including itself, S, and S3. Then, S; starts to replicate a new configuration that
adds a fifth node, Ss. In the buggy single-server reconfiguration protocol, each server
uses whichever configuration is latest in its log (regardless of whether it is committed).
The leader sends this new configuration to S5 (shown on the left of Figure as well
as the rest of the cluster (assumed to be delayed or dropped in Figure [2.1). After this
configuration is replicated to S5, S, starts an election and is elected with votes from
S3 and S4. This might occur, for example, if the reconfiguration messages from S are
delayed to those nodes, e.g., due to a temporary network outage. (Consensus should
work even when nodes incorrectly judge that other nodes have failed.) Now that S; is
leader, it starts to replicate a new configuration that removes Sy from the cluster, leaving
the three nodes S;, S3, and S4 (since the configuration with S5 was never replicated to
S2). It successfully replicates this configuration to S3, at which point it can commit the
configuration since it is on a majority of nodes in the new cluster of three nodes. Now
S starts another election, and becomes leader with votes from S; and Ss. It can now
finish replicating its configuration adding Ss to the whole cluster, which overwrites S;’s
committed configuration. This is a violation of a crucial Raft safety property: once an

entry is committed, it should never be overwritten.

Without Oddity, the Raft engineer has several options to reproduce and diagnose this
failure. They could examine the code and try to imagine an execution that would trigger
the bug, but this is both time-consuming and error-prone. They could design an auto-
mated test to find the issue, but testing distributed systems is notoriously difficult [40].
Since the issue depends on a failover, the test environment would need to simulate a
temporary network partition. The test environment would also need to ensure that mes-
sages are delivered in a specific order with respect to other messages and the network
outage. The engineer would also need to write an oracle that determines whether the

bug has in fact been triggered (i.e., whether data are lost). Finally, the engineer could run



13

their code in a traditional debugger and attempt to trigger the issue. Doing so, however,
would still require simulation of failures and control over the order in which messages
are delivered.

The rest of this section shows how Oddity makes the Raft engineer’s task easier,
illustrating Oddity’s functionality via an example debugging session: reproducing and
diagnosing the raft reconfiguration bug. A screen-cast version of the debugging session

can be found at http://oddity.uwplse.org.

2.1 System setup

Oddity assumes that the system being debugged is implemented as a set of event han-
dlers: deterministic functions that can read and write the node’s state, send messages,
and set timeouts through the Oddity API (detailed in [Chapter 3). Implementing the
Oddity API in a distributed system is discussed in The system includes five
Raft nodes, four of which are aware of each other’s existence and are in a cluster. It also
includes a client node that, in response to timeouts, sends reconfiguration commands to

the Raft cluster.

2.2 Finding a buggy execution

When the engineer starts Oddity on their system, they will see a screen similar to Fig-
ure Each node has an “inbox” next to it, which contains both messages sent by other
nodes and also timeouts the node has set itself. At the beginning of time, no messages
have been sent, so each node’s inbox contains only election timeouts waiting at that node
(including S5, which has not yet been added to the cluster). When the system is running
normally (i.e., not being debugged in Oddity), these timeouts are fired when a node has
not received a message from a leader for sufficient time. Using Oddity, the engineer can
deliver the election timeouts at any time.

The engineer will first need to get S elected leader. They can click on the E (election)


http://oddity.uwplse.org
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Figure 2.2: The initial state of the Raft system in Oddity. Each node has a timeout in its

inbox.
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Figure 2.3: The state of the Raft system after Sy starts an election. S;, S3, and S; have RV

messages in their inboxes. The messages have the same color as their sender (S7).
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Figure 2.4: The state of the Raft system after S, S3, and S4 respond to S;’s vote request.
The votes from those nodes are in S;’s inbox, with colors corresponding to the sending

node. The engineer has clicked on S; to expand its state.

timeout in S¢’s inbox to deliver it, causing S; to send RV (Request Vote) messages to the
other nodes in the initial configuration (excluding Ss, which has not yet been added).
The resulting state of the system, with a RV message in each node’s inbox, is shown in

Figure These messages are now waiting to be delivered.

The engineer can click on each RV message to deliver it, causing the receiving node
to respond to S1 with their v (Vote) messages. In Figure these messages have been
sent and S;’s state is expanded, showing that it voted for S;. The engineer can click on
these vote messages to deliver them to S;. Since Raft requires a quorum (in this case,
three nodes) to elect a leader and S; has already voted for itself, once two of these votes

are delivered S considers itself elected.

Now that Sy is the leader, the engineer can investigate the reconfiguration bug. They

can eliver a timeout to the client (not shown), causing it to send a reconfiguration request
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Figure 2.5: The state of the Raft system after the client sends its reconfiguration request.
The request is open for inspection. As shown, the engineer can choose to duplicate it or

drop it rather than delivering it.

to add S5. They can inspect the request by clicking on it, as shown in Figure Once the
request is delivered, the leader will try to commit this new configuration to a majority

of the new configuration per the single-node reconfiguration protocol.

Once the new configuration has been replicated to Ss, the engineer needs to trigger a
new leader election in order to continue following the counterexample. They can do so

by delivering the E timeout to S;, triggering an election.

The rest of the leader election is elided for brevity. The engineer now delivers another
timeout to the client, causing it to send a second reconfiguration request: to remove S;
from the cluster. The reconfiguration request is delivered at S; and S; replicates the new
configuration to S3; this configuration is now committed, because it has been replicated

to a majority of the new cluster.

The counterexample now calls for S; to start a new election. The engineer triggers
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Figure 2.6: Oddity’s history view. Each previously explored state is shown as a dot. If

multiple transitions out of a state are explored, Oddity displays a branch.

this by delivering S;’s RV message (ensuring Si’s term is up to date) and then the E
(election) timeout. After getting elected, Sy replicates the configuration with Ss to the
rest of the cluster. Crucially, S; replicates the updated configuration to S, overwriting a

previously-committed entry and demonstrating that the Raft implementation is buggy.

2.3 Backtracking

The reconfiguration bug can be fixed by requiring that a leader replicate an entry in its
term before attempting to reconfigure the system. The engineer could test this potential
bug fix without changing the Raft implementation by exploring an execution in which S,
attempts to replicate a no-op entry in its old configuration before it receives the request
to reconfigure the system.

Oddity allows the engineer to explore this alternative execution without restarting
the debugging session. The engineer can click on any previous state in the history view
shown in in order to reset the system to that state. They can then explore other
executions starting from that state. Using Oddity’s execution history view, the engineer
can go back to the point just before S, started to replicate the command removing S;
and instead deliver a heartbeat timeout to S;, causing it to attempt to replicate a no-op
entry in the old configuration. In order to proceed, S, must replicate the no-op entry
to at least three nodes (e.g., Sy, S3, and S4) before it can attempt to remove S; from the

replica set. At that point the pending reconfiguration with S5 will not succeed, since
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S1 will not be able to be elected leader until its log is up to date with the rest of the
cluster. The engineer now has some evidence that the proposed bug fix (requiring that a
leader replicates an entry in its term before attempting to reconfigure the cluster) works:

it prevents this particular faulty execution.
2.4 Model checking

As discussed in Oddity includes a model checker in order to enable exhaus-
tive search over possible execution traces. Developers can instruct Oddity to find a
sequence of events, starting in the current state, that leads to a state where some desired
predicate holds. In the Raft example, a developer could use this feature to elect the
initial leader, S1, by specifying the predicate S1.state = ‘‘Leader’’ and running
the model checker. This avoids the tedium of having to choose individual messages to

deliver. They could do the same thing for the two subsequent leader elections.
2.5 Real systems and executable models

The debugging session described in this chapter could be on either an executable model
of a user’s Raft-based system or on the system itself; the user’s debugging experience
would be the same in either case. describes how Oddity can debug LogCabin,
the reference implementation of Raft. LogCabin uses a different reconfiguration proto-
col (the multiple-node protocol described in the Raft paper rather than the single-node
protocol described in Ongaro’s thesis); it does not suffer from the bug discussed in this

chapter.
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Chapter 3

ODDITY DESIGN AND IMPLEMENTATION

Oddity’s design is informed by the goals discussed in the previous sections. Oddity
must enable developers to control and inspect the behavior of the network in order to
debug their systems” behavior on various message and timeout orderings. Rather than
relying on a real network (and real time) for message and timeout delivery, Oddity runs
systems in a virtual network and then gives users control over the virtual network’s
behavior. This chapter discusses the design and implementation of Oddity: Oddity’s

high-level architecture, its novel graphical interface, and its implementation.

Figure shows the architecture of the Oddity debugger. Oddity consists of two
cooperating components: a browser-based frontend that displays the user interface and
a backend, split between the browser and the server, that tracks the system’s state, im-
plements time travel, and communicates with nodes in the system. Oddity’s graphical
interface is independent of its backend; either could be replaced without changing the

other.

System nodes communicate with Oddity via the Oddity API, an event-based interface
Oddity uses to control systems and obtain debugging information. discusses
several mechanisms nodes can use to implement this API. Oddity is intended to be used
during development, so in general all nodes will be running on the same machine; this
is not, however, a hard requirement as each node communicates with Oddity indepen-

dently.
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Figure 3.1: The architecture of the debugger implementation. The debugger backend
implements the virtual network and communicates with individual nodes using the
Oddity APIL The debugger frontend, running in the browser, communicates with the
backend. Most of the logic runs in the browser, allowing the backend to serve as a thin

communication layer.

3.1 Oddity backend

The debugger backend implements the virtual network, which contains the network-
resident state of the system (in-flight messages and timeouts). It also records the event
history. An event is a message delivery, a timeout delivery, or the special “start” event
representing the beginning of time. When the user tells the frontend to deliver a message
or a timeout, the backend records this event and then sends the message or timeout to
the appropriate node. When the backend receives the response, it tells the frontend to

update the display to reflect the new messages and timeouts and the modified local state.

When the user navigates to a previous state in the history display, the debugger back-



21

end resets the system to that point by replaying all of the events that led to that state
(including the special “start” event). The user can then explore alternative executions
starting from that state. Backtracking via replay is possible under the assumption that
Oddity controls all of the inputs to the system, including any non-determinism. If this is
not the case (e.g., if the system uses randomness), replay will not work correctly.
discusses ways of meeting this constraint even with systems that use randomness
internally.

System nodes communicate with Oddity via the API shown in As dis-
cussed above, Oddity assumes that the system will respond deterministically to a given
sequence of events. Oddity also assumes that after responding, a node blocks waiting for
the next Oddity message and does not continue processing. discusses several
ways of implementing the Oddity API in a distributed system.

3.2 Oddity graphical interface

Oddity’s graphical interface, shown in Figure is designed to enable engineers to
easily explore executions of distributed systems, including failure cases. As discussed in
many distributed systems visualizations are based on space-time diagrams
(see [Chapter 7). Others are system-specific, visualizing some particular structure in the
state (including messages and nodes) of a system. Still others are system animations,
where messages fly between nodes in an abstract representation of a network. The
use-case for Oddity’s interface—controlling and inspecting the execution of a system—

requires a novel visualization:

1. Unlike visualizations based on space-time diagrams, it should enable detailed in-
spection of a single global state of the system (including the contents of all messages

and the local state at every node).

2. Unlike system-specific visualizations, it should be application-agnostic. A user should
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Figure 3.2: An example of Oddity components communicating to deliver a message.

When Node 1 receives a timeout, it produces a message for Node 2. Node 1 replies to
the debugger backend with this message. The debugger backend the frontend to display
it in Node 2’s inbox. Control is returned to the user. When the user clicks the message
(which they could do immediately or after delivering other messages and timeouts) the

frontend notifies the backend, which sends the message to Node 2.

be able to graphically debug their system without developing a system-specific vi-

sualization.

3. Unlike animation-based visualizations in which messages travel between nodes, it
should highlight asynchrony. Users must be able to arbitrarily delay and reorder

messages and deliver timeouts even if no failures occur.

Oddity’s frontend addresses each of these requirements.

Single-state inspection Oddity’s graphical interface is geared towards representing a
single state of the entire system—including node states, in-flight messages and potential
timeouts—in detail, while also enabling users to navigate a branching execution history.

Users can click to inspect node state or the contents of messages and timeouts. Enabling
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Server to node messages

start Start the node
timeout (type, body) Deliver a timeout
message (from, type, body) Deliver a message

Node to server messages

register (name) Register a node

response (state, messages, timeouts, cleared) Responseto any event

Figure 3.3: The Oddity API. Oddity can debug systems that implement a simple, JSON-
based message APIL Once a system node registers with the server, it responds to each
message (including the start message, which is sent at the beginning of a debugging
session and after a reset) with its updated state, sent messages, and set and cleared

timeouts.

detailed inspection is crucial for a debugging interface, since engineers use this infor-
mation to decide which message or timeout should be delivered next. Oddity supports
time travel debugging, allowing engineers to navigate to any previously explored state

and explore a branching execution history without starting from scratch.

Space-time diagrams present a whole execution of a system at once, allowing a de-
veloper to take a broader view; however, they are likely not appropriate as an interface
for an interactive debugger (for instance, there is no standard way of displaying in-flight
messages). Oddity users may find space-time diagrams useful, however, for history
navigation or as a summary. Oddity has prototype support for space-time diagrams,
allowing a user to view a space-time diagram of the current execution. These diagrams,
however, are static and not interactive. In future work, these could be integrated more

completely into the Oddity interface.
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Figure 3.4: The debugger window. Each node (A) is displayed, along with an inbox (B)

of messages and timeouts waiting to be delivered at that node. The user can control
delivery by clicking on timeouts and messages, and can also inspect the contents of any
message or timeout or the state at any node. Using the branching history view (C), the
user can navigate the states of the system they have explored. The user can reset the
debugger to a previous state by clicking on it; this resets the system to that state so that

the user can explore further from there.
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Application-agnostic interface Oddity’s interface is designed to be application-agnostic,
and can be used for any system where a set of nodes communicating over the network.
System-specific visualizations have advantages: they can be clearer, since they can ex-
ploit specific visualization techniques that do not generalize. For instance, the Raft visu-
alization included with Runway [48] displays a graphical representation of each node’s
operation log. In the future, Oddity may be able to provide the best of both worlds: the
default system-agnostic visualization could be supplemented by optional, user-supplied
system-specific visualizations written against a drawing API and given access to Odd-

ity’s view of the system’s state.

Highlighting asynchrony IN a distributed system, different nodes run at different
speeds and messages can be arbitrarily delayed by the network. While messages are
often thought of as moving through the network over time to their destination, Oddity
does not represent them this way. Instead, messages are immediately transferred to the
receiver’s inbox and can then be delayed for an arbitrary amount of time (or dropped),
under user control. Oddity’s display encourages users to ignore wall-clock time in think-
ing about distributed systems correctness, and instead think about correctness in the face
of all possible event orders.

A downside of Oddity’s time-oblivious approach is that it may obscure performance
considerations; Oddity is unlikely to be useful, for instance, in determining whether a
timeout value is too long and likely to cause delays in system execution. Debugging

such problems via profiling is a large research area on its own [22, 30, 57].
3.3 Oddity implementation

The research prototype of the Oddity debugger is implemented in approximately 1400
lines of Clojurescript (for the browser-based frontend) and 500 lines of Clojure (for the
backend). Interface components are rendered via SVG. The frontend uses a Websocket

to communicate with the backend, which communicates with nodes over TCP.
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Chapter 4
DEBUGGING DISTRIBUTED SYSTEMS WITH ODDITY

As discussed in Oddity communicates with distributed systems via a sim-
ple event-based API (see [Figure 3.3). A developer who wishes to debug a system using
Oddity must ensure that their system can be controlled via this API. Oddity provides
several mechanisms for doing so, depending on the complexity of the system and the
developer’s priorities. The developer can either (1) replace the system’s event loop with
one that communicates with Oddity, (2) write an executable model of the system, or (3)
use an adapter to automatically translate the system to Oddity’s APIL The rest of this

chapter discusses each method in more detail.

4.1 Replacing the event loop

Some distributed system nodes (for instance, Verdi [58] or Akka [1] systems) are struc-
tured as an event loop that waits for network messages or timeouts and then calls de-
terministic event handlers that update the node’s state and produce new messages and
timeouts. To integrate such a system into Oddity, the developer must replace the sys-
tem’s event loop with one that communicates with Oddity’s virtual network (using the
Oddity API) rather than the real network. Rather than blocking on a network message
or a timeout, the system’s event loop will block on a message from Oddity and then
call the correct event handler. For instance, if the message from Oddity is a ‘timeout’
message (see the event loop will call the system’s timeout handler.

We have developed an Oddity event loop for the Verdi [58] formal verification frame-
work, and have a version of the vard key-value store one can debug using Oddity (which

requires recompiling vard and linking against the Oddity event loop instead of Verdi’s
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default event loop). This enables developers to debug Verdi systems using Oddity. Simi-
lar event loops could be developed for other event handler-based frameworks, including

actor model [8] frameworks such as Akka [1].

4.2 Writing an executable model

If a system is not structured as an event loop calling deterministic handlers—for instance,
if system nodes use a model where multiple threads block on remote procedure calls to
other nodes—it can still be debugged with Oddity. One option is to write an executable
model of the distributed system. Executable models are high level versions of a system
implemented against the Oddity API (and structured as event loops with deterministic
handlers) that are designed to reflect a system’s protocol-level behavior. They may elide
implementation details such as persistence. Similar models have been used to find pro-
tocol bugs in industry; indeed, Newcombe et al. [45] find that developers are sometimes
able to catch bugs just by creating such models.

In order to make it easier for developers to write executable models, Oddity includes
two “shims”—one for Java and one for Python—against which models are written. De-
velopers write event handlers for the start, timeout, and message commands from
the Oddity API (see [Figure 3.3); the shim handles communication with Oddity. As dis-
cussed in the Java shim has been used by hundreds of students in distributed
systems courses to implement executable models as lab assignments. We have used
the Python shim to implement several executable models, including the Raft consensus

protocol [49] and the Lamport mutual exclusion algorithm [35].

4.3 Using the MajorTom adapter

The executable model approach has two significant drawbacks. First, it imposes extra
work on developers: in addition to developing their system itself, they must create mod-

els. Second, there is a risk that the model does not correspond exactly to the system
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itself. Indeed, it is likely undesirable to exactly model the system—for instance, it is likely
not useful to model very low-level details such as unexpected malloc return values. It is
also possible, however, that the model fails to correctly capture the high-level operation
of the system. Perhaps the system implements an optimization (correct or not) that the
model does not, or perhaps the system contains a logic bug that is not reflected in the
model. In these cases, debugging the executable model using Oddity yields an imper-
fect understanding of the system’s operation. Closing these gaps requires the ability to

directly debug the execution of real distributed systems using Oddity.

MajorTom [[|is an adapter between distributed system implementations and the Odd-
ity API. MajorTom responds to events—messages, timeouts, and the special start event-
delivered by the Oddity debugger by delivering the event to the system and tracking all
of the messages and timeouts the system generates, then returning these to the backend.
Message sends over the network generate messages, while sleeps and system calls with
intrinsic timeouts (such as select and epoll) generate timeouts. Once the system
makes a blocking call, such as a receive or a sleep, the generated messages and timeouts

are returned to the server.

MajorTom needs to track the distributed-systems-related system calls made by the target
system. These include networking, filesystem access, timing, and threading APIs. For
most system calls, MajorTom allows the operating system to handle the call as normal.
For example, the sbrk system call, which extends a process’s address space, is allowed
to pass directly through to the kernel. For some calls, MajorTom allows the call to
proceed as normal but records some information. For instance, for the bind system call,
which binds a socket so a particular address, MajorTom needs to record the address in
order to determine to which node a given message is being sent, but doesn’t otherwise
need to interfere with the execution of the call. A third type of system call needs to be

entirely replaced. For instance, MajorTom cannot allow UDP send or recv system calls

Major Tom is the protagonist of David Bowie’s “Space Oddity”
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to go to the operating system, since Oddity needs to be able to control the order in which
messages are delivered.

MajorTom supports multi-threaded nodes. Regardless of how many threads it is
running, each process in the system corresponds to exactly one node in the display. If
a thread is spawned in response to an event, MajorTom allows the spawned thread to
execute until it blocks on a receive, a timeout, or a synchronization primitive. It then
allows the spawning thread to execute, then returns all of the generates messages and
timeouts to the Oddity server. Multithreaded programs must be correct given arbitrary
thread interleavings, since any thread can be scheduled at any time. One common type
of bug in multithreaded programs is the data race: when one thread writes to a memory
location, another thread reads from the same location, and there is no synchronization
between them. These bugs can lead to unpredictable results, especially on complex
modern memory architectures. Data race detection, both static and dynamic, has been
the subject of a huge amount of research [54, 24]; we consider it to be an orthogonal
problem. Since, as discussed below, MajorTom schedules only one thread at a time and
runs threads until they block, it will never discover a data race.

In order to obtain information about the types and contents of messages and time-
outs, as well as node state, MajorTom includes a debugging information library. Devel-
opers link their system against the library and can then annotate message sends or sleeps
with information that will then be displayed in Oddity’s interface. For local state infor-
mation, developers can provide a function that returns a representation of the node’s
state. MajorTom calls this function after every event is executed so that Oddity can

display the updated node state.
4.4 MajorTom example

This section illustrates the operation of MajorTom by way of a simple example that
exercises some of MajorTom’s core features: execution control, multithreading support,

and annotation. As shown in the system consists of two nodes, pinger
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start, message, timeout pinger ponger

\ 4

Oddity
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new timeouts,
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Figure 4.1: The example system. The Oddity backend communicates with MajorTom
via the Oddity API. MajorTom executes both of the logical nodes in the system, each
in its own process. pinger has two application threads-the main thread t1 and the
background thread t 2. Since it registers a state callback, it also has a thread t s, spawned
by the annotation library, that repeatedly calls the state callback. MajorTom always
wakes ts immediately before it returns to Oddity to get the latest logical state. Since
ponger did not register a state callback and doesn’t have a background thread, it only

has one thread of execution.

and ponger; the C source code for these nodes is shown in and

respectively. The two nodes exchange ping and pong messages via UDP. pinger also
runs a background thread which periodically wakes up, sends an extra ping message

to the other node, and then returns to sleep.

In order to debug this system using Oddity and MajorTom, we first start Oddity.
We then start MajorTom with a configuration file with information about how to start
the binary corresponding to each node (in this case, . /pinger and ./ponger, respec-
tively). Once MajorTom is registered with Oddity, the developer can instruct it to start

the system.
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int pings_sent;

void state_function () {
int_field("pings_sent", pings_sent);
str_field("name", "pinger");

void xbackground(void xarg) {

int secs = x(intx)arg;

while (1) {
annotate_timeout ("Background_thread");
int_field("seconds", secs);
sleep(secs);
annotate_message ("ping");
sendto (sockfd, "ping", 5, 0, ...);
pings_sent++;

int main(int argc, charxx argv) {
char buf[5];
int pongs_received = 0;
pings_sent = 0;
register_state_function(state_function);

sockfd = socket (...);
bind (sockfd, ...);

annotate_timeout ("Start");
sleep (5);
pthread_t tid;
int secs = 5;
pthread_create(&tid, NULL, background, &secs);
while (1) {
annotate_message ("ping");
sendto (sockfd, "ping", 5, 0, <address>);
pings_sent++;
recvfrom(sockfd, buf, 5, 0, ...);
pongs_received++;

Figure 4.2: C source code for the pinger node. At a high level, the node runs a loop
sending ping messages to the ponger and receiving pong messages in response. It also
runs a background thread that periodically sends additional ping messages. All of its
messages and timeouts are annotated, and it registers state_function with MajorTom
as a callback that reports its logical state.
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int pongs_sent = 0;
int pings_received = 0;

int main (int argc, charxx argv) {
int sockfd;
char buf[5];

// make a socket:
sockfd = socket (...);

// bind it to the port we passed in to getaddrinfo():
bind (sockfd, meres->ai_addr, meres->ai_addrlen);

struct sockaddr from;
socklen_t fromsize = sizeof (from);

while (1) {
recvfrom(sockfd, buf, 5, 0, ...);
pings_received++;
sendto (sockfd, "pong", 5, 0, ...);
pongs_sent++;

}

Figure 4.3: C source code for the ponger node. At a high level, the node runs a loop
receiving pong messages from the pinger and sending pong messages in response. It
does not annotate its messages, and it does not register a state callback.

When it receives the special start message from Oddity, MajorTom starts each pro-
gram in order. MajorTom uses ptrace to intercept each syscall when it is executed.
When it starts pinger, it first intercepts a large number of syscalls made by the C run-
time: various shared libraries are loaded, the process’s address space is set up, etc. The

program then starts executing.

The first call pinger makes is to register_state function on line 24.
register_state_function is implemented in MajorTom’s debugging information li-
brary, which was linked with pinger at compile-time. register_state_function
spawns a new thread, which first registers itself with MajorTom as the node’s state call-

back thread (by calling a special, MajorTom-specific system call) and then loops forever,



33

repeatedly calling state_function. MajorTom allows the thread to spawn, notes that
this is the special state callback thread, and then continues executing the main thread.

The next system call is to socket on line 277, which creates a UDP socket. MajorTom
allows this call to go through to the operating system, and records the file descriptor that
the operating system returns if it succeeds. When the program calls bind on the same
file descriptor on line 28, MajorTom records the address that the program passes. When
packets are subsequently sent to that address (e.g., by ponger), MajorTom can determine
that they are being sent to pinger, enabling Oddity to display them in pinger’s inbox.

On line 29, pinger calls annotate_timeout, another function provided by the
debugging information library. annotate_timeout calls a MajorTom-specific system
call, passing its argument. MajorTom uses this argument as the displayed type of the
next timeout the node generates. This timeout is then generated by the call to sleep
on line 30. MajorTom prevents the operating system from handling the call, blocks the
thread, and records the new timeout. MajorTom then wakes the state callback thread. It
calls int_field and string_field, both of which are MajorTom-specific system calls
that add fields to the current message, timeout, or logical state (these fields are then
displayed using Oddity’s state inspection facility).

MajorTom then starts ponger. The calls to socket and bind are handled identically
to those from pinger. When ponger calls recvfrom on line 18, MajorTom prevents the
call from reaching the operating system and blocks the thread from executing further.

Having started both of the processes in the system, MajorTom returns control to
Oddity. In its response to Oddity it includes the new timeout set at pinger, with type
Start and an empty body. The resulting Oddity display is shown in

If we deliver the “Start” timeout, Oddity sends it to MajorTom. MajorTom then wakes
pinger’s main thread. Its next system call is pthread_create on line 33. MajorTom
allows the system call to go through and switches to running the resulting thread, which
executes the background function on line 8. This function annotates a timeout with

a type (Background thread) and an integer field (the secs argument, 5), then calls
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Figure 4.4: The state of the example system after both nodes have been started.

sleep. MajorTom records the timeout, then switches back to executing the main thread.
The main thread annotates a message with type ping, then calls sendto on its UDP
socket; it passes the address of the socket bound by ponger. Since MajorTom recorded
this address when ponger called bind, it records a message with type ping addressed
to ponger. It blocks the send from actually going through and records the sent data,

then continues executing pinger.

Background thread E pinger ping - ponger
—_— I
1 ® : ®

Figure 4.5: The state of the example system after the Start timeout is delivered to

pinger.

The next call is to recvfrom. Here, MajorTom blocks the thread while recording that
if a message is delivered to the corresponding address, it should wake again. MajorTom
again wakes up the state callback thread to get the updated logical state, then returns the
new timeout (from the background thread) and the new message (from the main thread,

addressed to ponger) to Oddity. Now that the Start timeout has been delivered, the
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system’s state is as shown in

message -

Background thread E pinger ponger
——— —
: [ : )

Figure 4.6: The state of the example system after the Start timeout is delivered to

pinger.

We now have a choice: we can deliver either the Background thread timeout
to pinger, which will wake the background thread and send an additional ping to
ponger, or deliver the ping already in the network. We have already seen all of the
operations necessary for the former: MajorTom wakes the background thread, records
the message and the new timeout, wakes the state callback thread, and then returns to
Oddity. For the latter, MajorTom wakes ponger’s main thread (since it is blocked on a
recvirom on a socket whose bound address corresponds to the message’s destination
address; see line 18). MajorTom copies the sent data into the buffer buf and allows
ponger to continue executing. Note that for sends and receives (as well as sleeps)
MajorTom never actually allows the operating system to handle the calls. The ponger
then executes the sendto on line 20; MajorTom records the message. It is not annotated,
so MajorTom cannot send any information to Oddity about its type or body. ponger
then blocks again on the recvfrom on line 18, and MajorTom returns the new message
to Oddity. Once it returns, the Oddity display is as shown in

Oddity implements backtracking by restarting the system and replaying the same
sequence of events. This works unmodified in MajorTom. The only challenge is cor-

rectly restarting processes and restoring the filesystem state. When it receives a start
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command from Oddity, MajorTom first kills the processes corresponding to nodes in the
system. It then cleans up the filesystem by restoring all files the processes might have

written to their state from before the system started executing.

4.5 MajorTom implementation

MajorTom is implemented for Linux x86-64 binaries using the ptrace facility, which
is designed for use by interactive debuggers and allows system calls to be intercepted.
MajorTom starts the system’s processes in response to the start message from Odd-
ity. It uses ptrace to stop each process at entrances and exits from syscalls, modify
the arguments and results, and selectively block calls. MajorTom is implemented in
approximately 4000 lines of Rust code.

Implementing the Linux system call interface in its entirety would amount to re-
implementing Linux itself. Fortunately, MajorTom can delegate to the Linux kernel for
much of its functionality; MajorTom only interposes on system calls that involve per-
sistence, timing, network communication, or multithreading. The rest of this section
details MajorTom’s implementation of each of these components of the Linux system

call interface, as well as its implementation of annotation.

4.5.1 Persistence

Oddity supports navigating a branching execution history. In order to restore the system
to a previously-explored state, Oddity first restarts the system and then replays the se-
quence of events that led to that state. This means that the system cannot be allowed to
persist state across restarts—this would represent a source of non-determinism outside
Oddity’s control. MajorTom therefore interposes on filesystem operations made by the
target system. Whenever the system opens a file for writing, MajorTom records a snap-
shot of the file—or, if it is being newly created, records that the file did not previously

exist. When the system is restarted, MajorTom restores these snapshots, writing back the
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previous contents of files and potentially deleting newly-created files and directories.

4.5.2 Timing

Real time represents both a source of non-determinism that MajorTom must control and
an input to the system in the form of timeouts. Nodes running under MajorTom are
prevented from accessing the system’s clock; instead, calls to gettimeofday () and
similar APIs access a virtual clock MajorTom maintains for each node. This virtual clock
is advanced when a node receives a timeout. Each timeout carries an absolute time t;
when the timeout is delivered to a node, MajorTom ensures that nodes virtual clock is at
least at ¢. This is then reflected in subsequent calls to gettimeofday, etc.

Our initial MajorTom prototype did not support a virtual clock mechanism: calls to
gettimeofday always resulted in the same time (midnight on January 1 1970, the start
of the Unix epoch). We found that this resulted in confusing behavior by systems: since
many systems are built to account for spurious wakeups during sleeps, they check to see
whether the correct amount of time has actually elapsed after waking from a timeout. In
order to ensure that such systems do not immediately block again, we implemented the
virtual clock.

Another approach to the same problem is the one taken by the MoDist model
checker [59]. MoDist implements a simple static analysis to detect cases where a system
branches on the system time, and ensures that its model checker executes both sides of
the branch. This has the benefit of detecting when a system handles spurious wake-ups

incorrectly (an intra-node bug).

4.5.3 Network communication

MajorTom supports both UDP and TCP sockets communicating using IPV4 addresses
(IPV6 support would require only minor engineering changes). Since UDP is a

connection-less, message-oriented protocol, MajorTom’s UDP support is fairly simple.
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When a node calls sendto () on a UDP socket, MajorTom reads the sent data and the
target address from the node’s memory, finds the node corresponding to the target ad-
dress, and then sends an Oddity-level message. When a node calls recvfrom it blocks
until a UDP message arrives for its bound address; MajorTom then writes the received

data and the remote address into the node’s memory and lets the call return.

TCP support is more complex, since TCP is a connection-oriented protocol. The
general approach is to allow TCP sends and receives to go through the operating system,
but to proxy connections through sockets controlled by MajorTom. MajorTom can then
control when data are delivered. To Oddity, MajorTom represents all consecutive TCP
sends as one message (unless instructed otherwise by annotations). TCP includes a
“handshake” protocol to establish connections. Rather than representing each part of
the handshake protocol as an individual message in Oddity, MajorTom simplifies the
protocol to an initial Tcp-Connect message followed by a Tcp-Ack message. Either
message can be delivered or dropped, as normal.

Modern distributed systems frequently rely on non-blocking I/O operations. Ma-
jorTom supports these operations. Rather than requiring that a node is waiting for a
message when one is delivered, Majortom tracks a queue of incoming messages for each
socket. Socket reads pull from the queue if a message is available; otherwise, they either
block or return an appropriate error code.

Rather than dedicate a thread per client, modern systems often service many clients
from the same thread, blocking on a set of sockets until one can be read. Linux provides
the epol1l family of system calls to efficiently poll a set of sockets. Since calls to epoll

block in the kernel, MajorTom must re-implement epol1’s functionality.

4.5.4 Multithreading

Most modern distributed systems run multiple threads of execution at each node. Major-

Tom interposes on each thread’s execution, so it must track thread creation. MajorTom
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tracks each thread separately, with shared state between threads for file handles, virtual
time, etc. MajorTom must avoid waiting on blocked threads, so it must handle synchro-
nization primitives such as mutexes and condition variables.

Linux provides one thread synchronization primitive: the futex (fast userspace mu-
tex). MajorTom implements all of the futex operations used by the standard pthreads
threading library. In this case it was necessary to re-implement a large piece of operating

system functionality in order to avoid blocking in the kernel.

4.5.5 Debugging information library

MajorTom obtains debugging information via a separate, optional library. It contains
functions for annotating messages and timeouts, and for registering a node’s state call-
back function. These are all implemented via fake system calls (wWhose system call num-
bers are unused by the operating system), which MajorTom then manually handles. The
implementation of the state callback function is slightly complex: because ptrace does
not expose a method of calling a function in the address space of a traced process, when
a node registers a state callback function the debugging information library spawns a
new thread that repeatedly calls the callback and then calls out to MajorTom. Major-
Tom wakes this thread after each event is processed and sends the updated state to the
server. Many distributed systems use standardized serialization formats such as protocol
buffers [4] or JSON for messages. Oddity includes special support for protocol buffers,

enabling developers to easily annotate their protocol buffer-based messages.
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Chapter 5
THE ODDITY MODEL CHECKER

The Oddity prototype discussed in the previous sections is useful (see but
has some limitations. One is that the original prototype has no provisions for automat-
ically executing a system. When debugging, users must manually deliver each timeout
or message. If a user is not sure which sequence of messages and timeout deliveries
will lead to an interesting state, they are left manually exploring paths. Even if a user
does know which sequence of events leads to a desired state, long and predictable event
sequences can be tedious to replicate.

In order enable this kind of automatic execution, we developed a new model checker
and integrated it into Oddity. A user can specify a predicate describing a state they want
to find—for instance, in Raft, a state where a particular node has won an election and
become the leader. The Oddity model checker then runs, searching the space of possible
executions for one that leads to a state matching the user’s predicate. The user can
start the model checker from any state; the model checker will only consider executions

starting from that state.

5.1 Model checker interface

Oddity’s model checker is presented to users as a “Run until” command: Oddity runs
the system until it finds a state matching a desired predicate. The model checker allows
predicates of the form node.path = value, where node is one of the nodes in the system,
path is a period-separated path to a state variable, and value is a string or a number.
More general predicates would be trivial to implement, but we anticipate that this form,

specifying the value of a single state component of a single node, will suffice for the
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Figure 5.1: The interface for the Oddity model checker.

majority of use cases. The model checker’s graphical interface is shown in
When the user clicks “Run,” the model checker starts searching for a matching state.

If the model checker finds such a state, the sequence of events leading to it is dis-
played in the history view just as if the user had executed the sequence by hand. The
current state is advanced to the state matching the predicate, and control is returned to
the user. If no such state is found within a timeout (10 seconds, by default) the model

checker ends the search and control is returned to the user.
5.2  Model checker architecture

Model checking is a set of techniques for verifying finite-state systems or finite sub-
sets of infinite-state systems. Model checking ensures that a desired property holds in
a system by checking that the property holds on all possible executions of the system.
Model checking is divided into two types: symbolic model checking and explicit-state
model checking. In symbolic model checking, the program is translated into a logical for-
mula; this formula is then checked for validity. Explicit-state model checking can check
either programs or high-level program models. In either case, an explicit-state model
checker exhaustively searches the program’s state space (the space of all possible combi-
nations of variable values) by controlling the program’s inputs and any non-determinism
(e.g., scheduling decisions). For programs with infinite state spaces, explicit-state model

checkers can explore all possible states within particular bounds—either on components
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of the state (e.g., a particular variable’s values could be artificially bounded to a given
range) or on the number of state transitions the program can take. There is a long line
of work on model checking distributed systems [32, 59, [15| 28, 38]].

Oddity’s model checker is explicit-state and includes a depth bound. Oddity’s It is
implemented as part of its backend (see [Chapter 3). A model checking request from the
user consists of a sequence of events P (i.e., the sequence leading to the system’s current
state) and a predicate ¢ over the states of nodes in the system. The model checker’s goal
is to find a sequence of events S such that P is a prefix of S and that when the sequence
S is run starting in the system’s initial state the resulting state satisfies ¢. The model
checker is implemented as an iterative bounded depth-first search: it first explores all
execution traces with length equal to an initial depth bound d (6 by default), then all
traces of length 2d, then 3d, etc., until it times out (this is done so that it is likely to find
useful, short traces as soon as possible, while still allowing it to find longer traces). It
explores a trace by first resetting the system, then executing the prefix P, then executing
the trace, then checking to see whether the resulting state matches the prefix.

Our intuition is that messages are more likely than timeouts to advance the state of
the system in “interesting” ways (since timeouts often simply result in a re-sent message),
and that events that directly interact with the node mentioned in ¢ are more likely to
result in interesting states at that node. In order to find interesting states more quickly,
the model checker employs a heuristic to determine the order in which it adds each

possible action to a trace. In order, the model checker prefers:

1. Messages to the node mentioned in ¢

N

. Messages from the node mentioned in ¢

3. Other messages

4. timeouts to the node mentioned in ¢



5. Other timeouts

43
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Chapter 6
EVALUATION

Oddity is intended to help developers find and fix bugs in their distributed systems.
To that end it includes a number of features: message and timeout inspection, back-
tracking, model checking, system call interposition, etc. In evaluating Oddity, we have
attempted to determine whether it succeeds in its goal of helping developers, as well
as whether each of its features is necessary to achieve that goal. As such, this section

attempts to answer several research questions:

RQ 1 Is Oddity useful?

RQ 2 Are Oddity’s features useful?

RQ 2a Is message and timeout inspection useful?
RQ 2b Is backtracking useful?

RQ 2c¢ Is model checking useful?

RQ 3 Can system call interposition work on practical systems?

We evaluated RQ1 and RQ2 by deploying Oddity to two distributed systems courses,
in the Spring of 2018 and the Spring of 2019. We studied student usage of Oddity via
opt-in telemetry and optional qualitative surveys. The model checker had not yet been
developed as of Spring of 2018, so we use the data from that class to answer RQ’s 1,
2a, and 2b. We use the data from the Spring 2019 deployment to answer RQ 2c. These

evaluations are described in and
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We evaluated RQ 3 by implementing system call interposition for two systems: Log-
Cabin [3]], the reference implementation of the Raft consensus protocol, and Redis [5],
an in-memory database widely deployed for caching, user sessions, and queueing. We

provide a qualitative evaluation of the effort necessary to get Oddity working on each

system. This evaluation is described in [Section 6.3

6.1 Classroom evaluation of the original Oddity prototype

In the Spring of 2018, we deployed Oddity to a 18o-student undergraduate-level dis-
tributed systems class (CSE 452 at the University of Washington). Oddity was given
to students as part of DSLabs [43], the lab framework they used to do their homework
assignments. The labs come with extensive test suites, and include a model-checker. Stu-
dents could run Oddity in two modes: they could start their system and explore from
the beginning of time, or run Oddity on a counterexample trace produced by the model-
checker when it detected an invariant violation. Note that the model checker included
in DSLabs is distinct from the Oddity model checker: it is run outside of Oddity, as part
of the test suites included with the labs.

We had two goals in studying students” experience with Oddity. One was to deter-
mine whether Oddity’s features are useful. The other was to examine student behavior
when given access to an interactive debugger for distributed systems, in line with pre-
vious work that examines student usage of traditional step-through debuggers [42] and
developer usage of trace visualization tools [18]. We hope that our experiences can in-
form future work in the same area.

We studied student experiences with Oddity in several ways. We instrumented the
Oddity interface in order to track users’ clicks on various interface elements in order
to see how they interacted with the system (this feature was only enabled if students
opted into it). We sent out an optional survey to students after they completed the first
major lab assignment, a primary-backup-based key-value store. The survey is shown

in Figure We also informally discussed Oddity with students, recording anecdotes
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about their usage of the system on the primary-backup lab as well as the next lab, a
Paxos-based key-value store [37].

We found that 74.5% of Oddity runs started from the beginning of time, as opposed
to from a model-checking trace. In these runs, users explored an average of 37.3 states
per run, with a median of 23 states per run. From this we can conclude that students
did use the debugger for exploratory testing. We received some survey data to suggest
that students were able to explore edge cases using this mode. One student said that “It
was useful for one bug where I found out there was unexpected behavior from the [view server]
when both the primary and backup timed out at the same time.” This indicates that students
used Oddity to explore edge case behavior. We also received an anecdote from a student
about a bug in which their Paxos implementation sent redundant messages under certain
conditions (specifically: when a proposer received more than a majority of replies to its
“prepare” messages, it ended up sending extra “accept” messages). The student did not
suspect the existence of this bug before noticing it in Oddity, and believed they would
not have found the bug at all without Oddity (the provided test suite did not test for
the presence of these extra messages). Without an interactive debugger that can control
message and timeout ordering, exploratory testing of distributed systems is tedious,
and the usage tracking and survey results indicate that students find exploratory testing
using Oddity very useful.

A number of students said that they did not explore their systems starting from the
beginning because they only debugged their system when a test case from the provided
test suite failed. Our results may be biased as a result of our setting: with an extensive
test suite, some students may not have felt a need to understand their system behavior
independently of its behavior on the tests. It is possible that without such an exten-
sive test suite, students would have found it more useful to start their systems in the
debugger. On the other hand, our evaluation is of students and not professional devel-
opers. The students were learning about the protocols at the same time as they were

implementing and debugging them, so it is possible that exploratory testing was a more
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compelling option for students than it would be for more experienced developers.

We found that 25.5% of Oddity runs started from a model-checking trace. In re-
sponse to survey question 2, students reported that Oddity “helped [them] diagnose [their]
handling of state transfer and state transfer acknowledgements” and that they were able to
use it to diagnose a bug in which they “had some delayed messages arriving and causing
problems.” A student reported successfully using Oddity to diagnose a bug in which the
system had stopped making any progress after their latest change, which implemented
de-duplication of redundant client requests. They stepped through a simple test case
and found that servers were never actually responding to clients; they were then able to
fix the issue.

When students started their systems from a model-checking trace, 23.6% of those
executions explored multiple branches. In those cases, those state graphs branched an
average of 1.5 times. From this we can conclude that at least some students explored
alternative executions when viewing a model-checking counterexample. In response to
survey question 3, some students did report that exploring alternative executions was
useful. One student said that “from the bug where our servers were advancing themselves based
on outdated/future view numbers, instead of just from the view server, it helped us see a situation
where we could get stuck more frequently waiting for the server to ack a state transfer.” Another
reported that the ability to explore alternative executions “distinctly helped understand
what was happening.” We can conclude that the ability to explore alternative executions

starting from a model-checking counterexample was useful for some students.

6.2 Classroom evaluation of the Oddity model checker

In the Spring of 2019, we deployed Oddity to a subsequent iteration of CSE 452. We
had made a number improvements to Oddity, the largest of which was to add the model

checker described in [Chapter 5['| Our goal in this second deployment was to determine

'The other improvements were various user interface tweaks and bug fixes.



1. Did the debugger help you to discover any bugs in your system? Describe one.

2. Did the debugger help you to diagnose any bugs you were already aware of? De-

scribe one.

3. When using the debugger to view a search-test counterexample, did you also ex-
plore other executions? Did this help you to understand the counterexamples?

Describe an instance of this being useful.

4. Were there any bugs you think you would have found earlier if you had used the

debugger? If not, how could the debugger have been more useful to you?

5. Do you have any other feedback about the debugger?

Figure 6.1: The optional survey sent to students after completing a homework assign-

ment. We called tests that used the DSLabs model checker “search tests.”

whether the model checker is a useful feature. To that end, we used an optional survey
(just as in the previous deployment). The author also provided instruction on how to use
Oddity, and included a demonstration of the model checker being used to both (1) easily
automate tedious event sequences and (2) check for erroneous behavior. The survey we
distributed to students is shown in

At a high level, we found that very few students used the Oddity model checker. We
believe that this was due to the nature of the debugging students did: since the students
in the class had access to an extensive test suite (which itself included model checker-
based testing), most students did not see any need for the Oddity model checker’s fea-
tures. One student did report that they were able to use the model checker to skip over

tedious steps in an execution, one of the model checker’s intended use cases. Further
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1. Did the debugger help you to discover any bugs in your system? Describe one.

2. Did the debugger help you to diagnose any bugs you were already aware of? De-

scribe one.

3. Did you use the model checker in order to speed up debugging? Describe this

usage.

4. Did you use the model checker to increase your confidence in your system’s cor-

rectness? Describe this usage.

Figure 6.2: The optional survey sent to students after completing a homework assign-

ment.

study is necessary to determine whether the model checker is of general utility.

6.3 Evaluation of MajorTom

MajorTom is an adapter that allows users to debug arbitrary existing distributed system
implementations using Oddity; its implementation is described in MajorTom
works by interposing on the distributed systems related system calls made by processes
in the system. Rather than allowing processes to exchange messages directly with each
other, MajorTom gives the user control over message delivery (via Oddity).

Fully implementing system call interposition for an arbitrary system would be pro-
hibitively time-consuming; the Linux system call API (our target platform) is quite com-
plex and involves various difficult-to-handle edge cases. We have instead implemented
a subset of the API that is sufficient to run some test systems.

We have implemented enough of the Linux system call API to support two target
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systems: LogCabin and Redis. LogCabin was used as a target system during the devel-
opment of MajorTom, so MajorTom’s system call support was informed by the system
calls required by LogCabin. Redis support was added separately, and we tracked the
amount of additional work required to support Redis in order to determine the expected
difficulty of supporting new systems. MajorTom is a research prototype, and is un-
likely to work in its current form on an arbitrary distributed system without significant
changes, either to the system or to MajorTom itself. Our current demonstration systems
serve as a proof of concept: it is possible to debug practical distributed systems using

Oddity and MajorTom.

6.3.1  Supporting LogCabin

LogCabin [3] is the reference implementation of the Raft consensus protocol. Its source
code consists of approximately 100,000 lines of C++. LogCabin nodes communicate with
each other and with clients over TCP using protocol buffers [4]. LogCabin nodes use
epoll (discussed in to block on multiple sockets and timers. LogCabin
nodes run several background threads, used for communication (e.g., sending “heart-
beat” messages to other nodes), monitoring, and persistence. These threads are synchro-
nized using the mutexes and condition variables included with pthreads.

We have implemented support for configuration of a LogCabin cluster. Specifically, a
set of LogCabin nodes, as well as a client, can be started using MajorTom. The client
is a particular program included with LogCabin that sets up a cluster of Raft nodes,
informing each of the existence of the others and ensuring that a leader is elected. A
user can step through the reconfiguration process in Oddity, observing each message that
nodes exchange. Every message and timeout is annotated (using MajorTom’s protocol
buffer support), and each LogCabin node’s state can be inspected (also using MajorTom’s

protocol buffer support; every node tracks statistics in a protocol buffer).

This support required the addition of 11 annotations on timeouts and messages, as
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well as the addition of a state callback. It also required some minor changes to Log-
Cabin’s code. First, we added a timeout to the start of the client process’s main ()
method. This was necessary because MajorTom starts nodes in a non-deterministic order.
When the client starts, it immediately sends messages to LogCabin nodes. If MajorTom
has not yet started those nodes, it does not know which logical node a given address
corresponds to. Second, it was necessary to modify a timed conditional wait method to

include annotation information in order to ensure every timeout was annotated.

The reconfiguration client is the only client we have debugged using MajorTom. It
is possible that other clients would trigger unsupported code paths in LogCabin, but
it is unlikely that large changes to MajorTom would be required; MajorTom supports
LogCabin’s main epoll loop, which is the only way that LogCabin nodes interact with
the network. It is likely, however, that additional annotations in LogCabin would be

necessary to obtain useful debugging information for these other code paths.

6.3.2  Supporting Redis

Redis [5] is a widely-deployed in-memory data structure store. It includes support for
eventually-consistent replication and sharding via a subsystem called Redis Cluster. We
implemented support for Redis Cluster in MajorTom in order to determine the difficulty

of adding support for a new system.

Redis’s source consists of approximately 150,000 lines of C code. Like LogCabin, Re-
dis relies on an epoll-based event loop. In addition, Redis uses non-blocking socket
calls ubiquitously. Adding support for Redis required TODO: [[N]] modified lines of
code. This consisted of a number of minor changes, such as adding pass-through sup-
port for distributed systems-irrelevant system calls (e.g., pr1imit 64 ()) and translating
read () and write () calls on TCP sockets to recv () and send () calls. There were
also two larger changes. First, Redis Cluster relies on each node generating a unique

identifier by reading from the /dev/urandom pseudo-random number generator. Ma-
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jorTom already supported deterministic reads from /dev/urandom, but these reads
were the same across different nodes. We fixed this issue by seeding a random num-
ber generator with each node’s name and then (deterministically and repeatably) using
this generator to serve /dev/urandom reads. Second, Redis uses non-blocking socket
reads ubiquitously. Correctly handling these required adding support for non-blocking
sockets, and queues of messages waiting at each such socket, to MajorTom.

We did not annotate Redis with debugging information. Redis uses a custom for-
mat for both its internal and external messages. The simplest way to obtain debugging
information for messages would be to write a translator (internal to Redis) from this for-
mat to the annotation format expected by MajorTom. This could then be used on every
message send. Redis nodes have only one “tick” timeout; annotating it would not be
difficult. Annotating Redis’s node state would require writing a state function that read

user-relevant parts of Redis’s state.
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Chapter 7
RELATED WORK

The notorious difficulty of developing correct distributed systems, and of discovering
and diagnosing bugs in existing distributed systems, has inspired a large amount of
research on tools and techniques to help developers tackle these challenging problems.

We categorize previous work based on several attributes:

Models vs. implementations Some tools help developers reason about the high-level
protocols and design of their systems by enabling them to develop, test, simulate,
and check high-level models of their distributed systems. Other tools operate on
concrete system implementations. Oddity can be used on both executable system

models and on system implementations.

Online vs. post-mortem Some tools involve running the system (or a high-level model)
in order to find or diagnose bugs. Others are designed for post-mortem analysis:
once a bug is discovered, these tools help the developer understand logs produced
by the system. Oddity is designed to be used online, but can also be used to

visualize logs.

Interface type Most tools do not include graphical interfaces. Nonetheless, there is a
long history of distributed systems visualization which Oddity draws on for its

interface

Techniques used Some techniques are shared in common across many tools. In par-

ticular, many tools (including Oddity) apply model checking, either to high-level
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models or concrete implementations. We therefore discuss model checking in some

detail below.
7.1 Debugging system models

Distributed system implementations can be quite complex. Rather than reasoning di-
rectly about implementations, several systems require developers to create high-level
models of the algorithms and protocols used in their systems, usually in languages
designed for modeling and reasoning. Properties of these models can then be tested,
simulated, model-checked, and even formally proved correct.

We discuss two such tools, TLA+ and Runway, below. Spin [28], an explicit-state
model checker, as well as symbolic model checkers such as the Alloy Analyzer [29] and
NuSMYV [15], have also been used to develop and check very high-level models of dis-
tributed systems in similar ways. These systems differ mostly in their input languages—
Spin’s and NuSMV’s are based on Linear Temporal Logic, while Alloy’s is relational.
Molly [9] efficiently checks system models for fault-tolerance bugs using SAT solvers

and data lineage tracking.

TLA+ and TLC TLA+ [38] is a specification language based on the Temporal Logic
of Actions (TLA) [36]. TLA is a logic, based on modal logic and set theory, developed
by Leslie Lamport for reasoning about systems in general and distributed systems in
particular. A system in TLA consists of a number of global variables, an initial state
predicate, and a set of actions. An action is a logical formula over the variables in a
system where some of the variables are primed. For instance, is A is an integer variable,
A <10ANA’"=A+1is avalid TLA action. An action represents a state transition; the
primed version of a variable describes the variable in the subsequent state of the system.

TLA+ is most commonly used in conjunction with TLC, a model checker for system
specifications written in TLA+. TLC is an explicit-state model checker for TLA+; starting

from the initial state of a system, it enumerates all possible reachable states and can
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check invariants specified in TLA+. Since the model checker explores the whole state
space, it can only be used on finite models; users thus generally manually finitize their
models by bounding aspects of the system state. TLA+ and TLC have been effective in
industry. Newcombe et al. [45] used TLA+ (and a simple imperative language, PlusCal,
that compiles to TLA+) to model several complex system components inside Amazon
Web Services; they found that they were able to find bugs at the design stage rather than
in testing or, worse, in production.

Like TLC, Oddity can be used to debug and understand system models. Unlike in
TLA+, Oddity’s models are executable code, and Oddity enables the user to step through
an execution graphically. For some systems, TLA+ allows modeling at a higher level of
abstraction—for instance, it may sometimes be desirable to elide explicit message sends
and receives in favor of atomic actions. Users have also reported (e.g., in [45]) that the
act of formally specifying a system in TLA+ is itself useful for considering edge cases; it
is unclear whether developing an executable model for use with Oddity would have the

same effect.

Runway Runway [48] is a browser-based environment for visualizing and checking
models of distributed systems. It consists of a domain-specific programming languages
for specifying models of distributed systems, along with an interpreter for this language
written in Javascript and an API for extracting values from the interpreter for visualiza-
tion. Several models and animations have been developed using Runway, including one
for the Raft consensus protocol [6].

The Runway language is based on Lamport’s Temporal Logic of Actions (TLA) [36].
A Runway program consists of a set of global variables and a number of rules (corre-
sponding to actions in TLA); a rule is an atomic transition between states of the system.
The Runway language is carefully constructed so that all global variables are bounded:
numbers have types guaranteeing that they fall in a particular range, and scalar types

must have bounded size. The bounds on global variables means that there are a finite
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number of states of the system. There is one unbounded type in the system: Time,
representing a global clock. The Runway language also includes invariants, which are
predicates on the global state of the system. Runway’s visualization engine is simple: it
requires the user to write a Javascript function that can query the model and writes an
SVG document to the browser DOM.

Once a user has developed a model and a visualization, Runway provides several
ways to interact with it. The default is to simulate an execution of the model. Runway’s
simulation engine periodically picks a valid-to-execute rule (a rule is valid if and only
if executing it will change the current state; rules that don’t change the state will not be
executed), runs that rule, and then runs the user’s visualization code on the resulting
state. The user can change the simulation’s speed, and can play or pause it. The user can
also take control of the simulation. While the simulation is paused, the user can choose
a valid next action to execute. The user can also directly edit the state of the model.
Runway also includes a simple model checker that performs a bounded-depth search
over states of the system checking for invariant violations.

Oddity’s visualization was inspired in part by visualizations developed with Runway.
Runway does not include a “default” visualization which can be used for any system;
a visualization like Oddity’s could be used for that purpose. Runway’s focus is more
on simulation (animation) than on interactive usage, and the included visualization re-
flect that—for instance, Runway’s Raft visualization shows messages “in transit” between
nodes, which makes for a compelling animation but does not lend itself to interactive
control. Runway programs are comparable in some ways to the executable system mod-
els developed for Oddity, but have to be written in Runway’s language—in exchange for

which Runway can guarantee finiteness for bounded model checking.
7.2 Finding bugs in implementations

A related line of work focuses on finding bugs in distributed system implementations

via techniques such as model checking, fuzz testing, and interactive debugging.
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Mace Mace [32] is a language extension for C++. Mace uses a compositional event-
handler style: a Mace node is implemented as a series of layers, communicating with
each other via up-calls and down-calls. The bottom-most layer is a routing layer, im-
plementing communication over the network. Mace also has aspect-based facilities for
implementing crosscutting concerns such as assertions over global system state, failure
detection, and logging.

MaceMC [32] is an explicit-state model checker for distributed systems implemented
in Mace. Unlike most model-checkers, which check safety invariants, MaceMC is tar-
geted at finding liveness violations: specifically, situations in which the system enters
a state from which it can never make progress. MaceMC replaces the routing layer at
each Mace node, allowing it to control the order in which events happen in the system;
it also interposes on sources of non-determinism (e.g., random number generation) at
each node. MaceMC finds liveness violations using a combination of bounded depth-
tirst search and random walks through the state space. First, MaceMC finds all states
reachable in a finite number of steps. Since the depth is unlikely to be sufficient to allow
the system to satisfy its liveness property, MaceMC then starts a random walk from each
of these states. If such a random walk fails to reach a live state, MaceMC has found a
potential liveness violation, which it reports to the user.

For one of the systems they tested, the MaceMC authors found it necessary to do a
prefix-based search. The system in question is a distributed hash table with a complex
initialization procedure that the model checker had trouble finding on its own. The au-
thors hard-coded this initialization procedure into the search so that each path explored
started with the initialization. We believe that Oddity can be used to enable similar tech-
niques more easily—the user can simply click through the initialization procedure rather
than hard-coding it.

Mace also includes a non-graphical debugger, MDB, based on the same techniques
(controlling event ordering and non-determinism, exploiting atomicity, and replay-based

backtracking) as MaceMC. The debugger allows a developer to explore one or more
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execution logs and examine the state at each node. The developer can also control which
event is to be delivered next, creating a branch off of the trace. The Mace developers
found the debugger useful in understanding counterexamples to liveness produced by
the model-checker. Oddity, then, is similar to a graphical version of MDB with support

for arbitrary systems, not just systems developed using Mace.

MoDist MoDist [59] is a transparent explicit-state model checker for distributed
systems—that is, it is designed to check unmodified application mode. By interpos-
ing on distributed systems-related calls made by the application (network, threading,
and time-related calls), the MoDist model checker controls the order in which events
happen. MoDist can detect application crashes and liveness errors (when MoDist times
out waiting for an application), as well as violations of global assertions if the developer
is willing to write them.

MoDist’s implementation is divided into two parts: an agent library that interposes
on system calls made by each application binary and a model checking engine that
communicates via RPC with each application binary’s agent and controls the order in
which events happen. When the system is started, each application binary runs until it
issues a system call on which the MoDist agent interposes (thread creation, a read or
write from the network, a read from the local clock, or a call to sleep). Rather than
executing the system call and returning control to the calling thread, the agent instead
sends an RPC to the model checking engine indicating which system call was requested,
and then blocks waiting for the model checking engine to respond. The model checking
engine then decides which available action to execute next, then replies to the RPC
from the agent in question. The agent then returns control to the application—either by
allowing the system call to go through as normal, or returning an error if told to do so
by the model checking action. The model checking engine waits for the agent to block on
another system call; if it does not do so within a timeout, MoDist reports a liveness error.

At a given time, therefore, only one thread is executing across all application nodes (this
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means that MoDist will not detect data races).

MoDist tracks dependencies between available actions: for instance, if one machine
reads from a socket, MoDist will never schedule the read before another machine has
written to the other side of the socket. It might, however, cause the read to return
an error. MoDist injects various failures into the running system, by returning error
codes or by hanging up sockets. Since the agent controls the order in which both writes
happen, message re-orderings are explored automatically. MoDist also interposes on the
application’s disk writes and injects realistic failures.

MoDist explores many possible executions, and therefore needs a way of backtracking
to execute alternative actions from a given state. Like Mace, MoDist uses replay: since
it controls all of the sources of non-determinism in the system, it can restore a previous
state by resetting each application binary to its start state, then scheduling the same
sequence of actions.

Oddity’s mechanism for supporting arbitrary distributed systems is inspired by
MoDist. Like Oddity, MoDist interposes on system calls made by the program, giv-
ing the model checker control over the ordering of events. Since Oddity gives control
over these events to the user rather than to a model-checker (unless, of course, the watch-
points feature is used) Oddity’s events are higher-level. For instance, Oddity attempts
to coalesce successive writes to a socket into one high-level message send and immedi-
ately lets the send go through, only returning control to the user when a machine reads
from a socket or waits on a timeout. More details on Oddity’s system-call interposition

mechanism is in Chapter 6.

Model checking and Oddity Human intuition can be used to tune the parameters of
a model checker so that it is more likely to find bugs. For instance, MaceMC allows the
user to tune the probabilities of various events happening-message deliveries, timeouts
tiring, failures, etc. It also allows the user to start from a known, hardcoded prefix of

events; this is useful if a system has a complex initialization procedure that a model
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checker is unlikely to discover. MoDist allows the user to specify a bound on the to-
tal number of failures, since many bugs can be triggered with a small finite number of
failures and removing the possibility of failure for most actions can drastically reduce
the search space. MoDist also has multiple search strategies (random search, breadth-
tirst and depth-first search, and a dynamic partial-order reduction [25] implementation)
which the authors manually combined and tuned in order to find systems bugs. We
hypothesize that the deep understanding required to use these tools effectively has con-
tributed to their lack of adoption in industry settings.

Graphical interactive debuggers have a complementary set of strengths and weak-
nesses. Novice developers learn how to use debuggers early on, and stepping through
a single execution of a program makes intuitive sense. It is easy to effectively use a de-
bugger even without understanding the debugger’s internals. On the other hand, model
checkers enable exhaustive search of a large space, enabling users to find bugs on in-
puts or event sequences they would not otherwise have considered. Oddity attempts to
bridge this gap by including a model-checker.

For distributed systems, interactive debugging and model checking rely on similar
techniques: both require reproducible control over the execution of a system. In the case
of a model-checker, this control is exercised automatically by the search procedure; in
the case of interactive debugging, this control is exercised by the user. Performance is
more important for a model checker, since it needs to explore as much of the state space
as it can as quickly as possible. For an interactive debugger, it is much more important
that a user be able to understand the details of a system’s behavior and the meaning of

each state transition.

DEMi DEMi [55] is a fuzz testing tool for distributed systems. In sequential fuzz test-
ing, a program is run on various randomly-generated inputs until an error is triggered
or the developer decides to leave well enough alone. In distributed fuzz testing as im-

plemented in DEM, the “inputs” are a combination of messages from sources external
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to the system, scheduling decisions, node reboots, and node startups. DEMi targets the
Akka framework [1], and interposes on all inter-actor communication in a manner simi-
lar to 1IDEA (discussed above). DEMi first repeatedly runs the system on long sequences
of external and internal events, periodically pausing the system to check for violations
of developer-defined predicates. If a violation is found, DEMi then attempts to min-
imize the execution trace—unlike model checkers, which generally produce relatively
short traces since their searches are depth-bounded, traces from fuzz testers can be quite
long. DEMi minimizes traces using a combination of delta debugging [60], a known
trace-minimization technique, and the partial order reduction. DEMi first minimizes the
sequence of external events, then focuses on internal events.

Like the model checkers discussed above, and unlike Oddity, DEMi is designed pri-
marily as a bug-finding tool. Developers can find bugs using Oddity, but they can also

use it to diagnose bugs or to explore and understand correct system behavior.

Jepsen Jepsen [2] is a set of tools for injecting faults into distributed systems executions
and checking for violations of externally-specified properties such as linearizability [27].
Jepsen executes system implementations while injecting faults such as network partitions
and node failures, then examines the generated executions to find bugs. Jepsen has been
used to find data-loss bugs in deployed distributed systems. Like DEMi, Jepsen is a
bug-finding tool.

iDeA 1DEA [471,[51] is a virtual reality (VR)-based debugger for programs written using
Akka [1], an actor-model framework for the Scala programming language. In Akka, as
in other actor-model libraries and languages, a program consists of a number of “actors”
whose behavior is defined by event handlers and local state. Actors only communicate
with each other by sending messages; no state is shared between actors. Actors can thus
be partitioned among many threads, processes, or machines. Each actor has a mailbox

of messages it has received from other actors. When an actor is scheduled, it processes
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the next message in its mailbox by running the event handler corresponding to that
message’s type. This event handler may send new messages to other actors and can
update the actor’s local state. IDEA consists of two parts: a custom scheduler for Akka
programs and a VR interface.

The custom scheduler exposes an API to the VR interface, allowing the user to control
the order in which messages are delivered to actors. Internally, the custom scheduler
replaces Akka’s built-in scheduler. It controls the order in which messages are added
to mailboxes—rather than delivering each message immediately, it buffers all messages,
informing the VR interface of which messages have been sent and allowing the user to
control the delivery order.

The VR interface represents each actor as an object (the specific objects used for each
actor can be customized by the user) in a 3D space which the user can explore either by
physically walking through it or by teleportation. An actor A is displayed with an arc
drawn to actor B when B’s mailbox contains a message from A. When the user selects
an actor using the VR system’s controllers, the interface displays that actor’s local state,
the number of messages awaiting it, and the next message. The log of events (each event
corresponding to delivery of a particular message) is displayed in a textual window.

Timeouts are handled by a special “scheduler” actor (the user must rewrite their
code to use this actor if they relied on Akka’s native timeout mechanism). Virtual “time”
elapses when a special message is delivered to the scheduler actor; this causes it to send
timeout messages to other actors in the system as appropriate.

IDEA can be used in several ways. The simplest is to replay a particular, perhaps
problematic, logged execution. The user advances the log deterministically, observing
how each actor modifies its state and sends messages in order to attempt to diagnose
a problem or understand the system’s behavior. IDEA can also be used to enforce a
particular schedule of the user’s choosing on the system. By selecting an actor, the user
can enforce that actor as the next to be activated; its event handler will then be run on the

next message in its mailbox. In this way, IDEA can be used as an interactive debugger.
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Unlike 1DEA, which is designed specifically for Akka systems, Oddity can be used
with any system (via MajorTom or an executable model). Oddity’s visualization is also
significantly different from 1DEA’s; further study is necessary to determine which inter-

face is more effective.

7.3 Network Simulation

Network simulators such as ns-3 [53] are designed to simulate real-world network
topologies, routers, and applications in order to examine their effects on performance
and connectivity. Oddity can be viewed as a higher-level, graphical version of such a
tool: rather than operating at the level of switches and packets, Oddity assumes full
connectivity between nodes (while allowing for the possibility of message drops) and

operates over messages and timeouts.

7.4 Postmortem log analysis

Another class of systems is designed for ex post facto analysis of log files. When a bug
occurs in production in a distributed system, it is frequently difficult to reproduce or
understand: the bug may occur after the system has been executing for days, months,
or years, and a the resulting distributed state (on nodes and in the network) can be ex-
tremely complex. Developers attempting to understand what happened are faced with
megabytes or gigabytes of textual log files. The systems discussed in this section help
developers understand such log files. Such tools can be used productively alongside
Oddity and other online debugging tools: once a problem has been identified via post-
mortem tools, developers can further explore the issue—and test attempted fixes—using
an online debugger.

Lamport’s seminal paper on time and clocks in distributed systems [35] introduced
space-time diagrams (sometimes called time-space diagrams or Lamport diagrams). Space-

time diagrams—influenced by the Minkowski diagrams [44] used in special relativity
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Figure 7.1: A space-time diagram. Each vertical line represents a single node’s timeline;
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diagonal lines between nodes represent messages. Some events at each node are labeled
(the letters A, B, C, and D). Since A and C happen at the same node, A happens-before C.

However, B is unordered relative to both A and C.

to depict the world-lines of observers traveling at different speeds—track the events
(message sends, message receipts, and local changes) occurring in a distributed system
on two axes: time on the Y axis, and location (machine) on the X axis (sometimes these
axes are flipped). Figure shows a space-time diagram. Space-time diagrams and

similar structures have been used in many visualization systems for system logs [34} 20,

12, [7].

ShiViz ShiViz [12], is the current state of the art in space-time diagram-based log vi-
sualization systems. The ShiViz log visualization system is built on ShiVector, a Java
library that adds vector clocks [23] to a distributed application. ShiVector is responsible
for maintaining vector clocks via the algorithm described above; it also appends the cur-

rent value of the node’s vector clock to every line logged by a node (and treats each such



log write as an action, incrementing the node’s entry in its vector clock).

The resulting log files (from every node in the application) can then be processed by
the ShiViz display engine. ShiViz creates a space-time diagram out of the logs, allowing
a developer to see what happened in a given system execution. The diagrams produced
by such logs are frequently quite large, so ShiViz includes several features to help de-
velopers search and navigate them. A developer can write a parser to extract key-value
pairs from log lines; they can then limit the visualization to display only events that
include a particular key or value. A developer can also search the log for instances of
a particular communication pattern—for instance, request/response pairs between two
particular nodes. ShiViz also allows a developer to compare multiple executions, high-
lighting places where a pair of executions (for example, a normal execution and one
where a failure occurred) differ.

Like many similar visualization systems, ShiViz focuses on post-mortem log analysis,
so a spacetime diagram showing the whole execution is a natural choice for its visualiza-
tion. Since Oddity focuses on giving users control over a live system, its user interface
focuses on enabling that control. While space-time diagrams present a summary of the
entire execution history of a system, Oddity’s visualization focuses on allowing the user
to understand the current state of the system in detail, while allowing them to navigate

to previously-explored states as well.

Ariadne Ariande [33] is a postmortmen log visualization tool for both shared-memory
and message-passing based concurrent and distributed applications. Unlike ShiViz and
similar systems, it uses a tree-based event visualization. In order to use Ariadne, a de-
veloper writes a set of hierarchical regular expressions to recognize consecutive patterns
of events in a log—for instance, a send and a receipt of a particular message at one layer,
and a sequence of expected message transmissions one layer up. Once the developer has
described the whole expected execution of the system using these regexes, Ariadne dis-

plays a match tree on the execution being debugged, with the complete execution at the
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root of the tree, user-defined sequences in the middle, and the primitive events emitted
by the system at the leaves.

Like ShiViz, Ariadne tracks the happens-before relation between various events in
the system. A developer’s regular expression specification can include constraints on
the relationship between sequences of events: a sequence of events A can precede, parallel,
or overlap another sequence of events B if an event in B depends on an event in A but
not the other way around, if there are no dependencies, or if each sequence contains a
dependency on the other, respectively. Ariadne can thus be used to debug violations of
expected control flow between the various nodes in a system.

Ariadne’s tree-based visualization represents an alternative to space-time diagrams,
focused on presenting a higher-level view of events in a system based on matching
sequences of lower-level events. Like ShiViz, it targets post-mortem debugging rather

than interactive debugging.

D3S D3S [39] (short for “Debugging Deployed Distributed Systems”) is a system for
monitoring and detecting bugs in deployed, “legacy” (i.e., unmodified) distributed sys-
tems. D3S is designed to be used in production, so it has to avoid imposing too large
a performance penalty on the running system. In order to use D3S, a developer spec-
ifies which data tuples the system should log and a number of predicates D3S should
monitor; predicates have access to consistent global snapshots of the tuples produced at
every node. The developer specifies the tuples to be included in a snapshot by instruct-
ing D3S to instrument specific functions in the node’s source code; the tuples are then
based on arguments to those functions. D3S instruments each system binary to add the
code to expose these tuples to a verifier process, as well as logical clocks (as discussed
above) so that consistent global snapshots can be computed. Checking the developer’s
predicates can itself be distributed using a MapReduce-like [19] model. Once a predicate
violation is discovered, the user can examine the sequence of global snapshots that led

to the violation. The authors were able to use D3S to find bugs in several systems.
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EDL [11], an earlier monitoring system, also logs events and then checks predicates,
but (unlike D3S) gives up on correctly handling logical time. Pip [52] was released

between EDL and D3S, and checks causal paths in a system against expected behavior.
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Chapter 8

CONCLUSION

This dissertation has presented Oddity, a graphical interactive debugger for dis-
tributed systems. Oddity brings the core features of traditional interactive debuggers—
state inspection, fine-grained execution control, and course-grained execution control—
to distributed systems developers. Previously, despite decades of use in single-node con-
texts, interactive debuggers were of limited utility for distributed systems: the behavior
of a distributed system is fundamentally determined by the order in which messages
and timeouts occur, and traditional debuggers do not allow developers to control this
ordering. By simulating a real network and giving users control over its behavior, Odd-
ity allows developers to debug distributed systems. Oddity works on both executable
models—high-level models of a system’s behavior, written in any programming language
and implementing a simple event-based API—and, via system call interposition, on ar-
bitrary distributed systems. Regardless of the target system, Oddity supports a novel,
general user interface supporting state inspection, execution control, and navigation of
multiple alternative execution traces. We have found that students can successfully use

Oddity to find and diagnose bugs in their distributed systems.

In the rest of this chapter, we discuss limitations of the current Oddity implementa-
tion: areas where Oddity would need to be improved in order for it to be a truly practical
debugger for distributed systems. We also discuss several potential avenues for future

research work.



8.1 Limitations

The current Oddity implementation has been used successfully in multiple distributed
systems classes. It supports state inspection, single-stepping, and watchpoints. It sup-
ports both executable models via the Oddity API and many Linux binaries via Major-
Tom’s system call interposition. It does have some limitations, however, that will likely

prevent it from being widely used by practitioners in its current form.

Model checker limitations In order to automatically search for states matching a given
predicate, Oddity includes a model checker. The model checker runs in Oddity’s back-
end, and implements iterative bounded depth-first search in order to find states match-
ing user-supplied predicates. Because of Oddity’s architecture, the model checker’s per-
formance is somewhat limited—the backend must communicate with the Oddity shim
every time an event is executed. Even when Oddity and the shim are being run on the
same machine (the likely common case for practical usage) this involves a round-trip
through the kernel and a context-switch. This limitation is more or less fundamental—
one could implement model checking in Oddity shims themselves, but this would make
it significantly harder to generalize to new languages. Another way to improve per-
formance would be to experiment with common model checking optimizations such as

dynamic partial order reduction [25] or dynamic interface reduction [26].

MajorTom limitations MajorTom currently supports a subset of Linux system calls. It
can handle multithreaded systems, UDP and TCP communication, and filesystem usage.
It supports annotation of messages, timeouts, and logical state. Since the Linux system
call surface is fairly large, supporting all of it would require a massive engineering effort.
It is likely, however, that by incrementally adding support for the system calls used by
various specific large distributed systems, we could asymptotically approach support for

all of the system calls used in practice by systems developers. As discussed in
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we have implemented support for both LogCabin [3] and Redis [5] in MajorTom. With a
few more systems, it may be possible to get close to universal distributed system support.
Missing subsystems in the current implementation include signal handling (a potential

method of interprocess communication) and some TCP options.
8.2 Future work

Oddity consists of multiple interacting components: a graphical user interface, a de-
bugger backend, a model checker, and shims for both executable models and arbitrary
systems. Each component can be modified, improved, or replaced independently of
the others, providing a modular and extensible platform for research on debugging dis-

tributed systems.

8.2.1 Interactive space-time diagrams

In addition to the primary “nodes and inboxes” visualization, Oddity supports visual-
izing a system’s execution as a space-time diagram (e.g., Figure [2.1). Space-time dia-
grams are useful for viewing a summary of an entire execution trace at once. Because of
Oddity’s extensible design, adding a traditional (non-interactive) version of space-time
diagrams required less than 150 lines of code: Oddity simply pipes a formatted version
of the system trace through GraphViz [21], and displays the resulting SVG image in the
browser.

In Oddity, space-time diagrams could be enriched with more detailed information
about the currently executing system, e.g., by adding JavaScript hooks so that when
a user hovers over a node in the space-time SVG, the state of that individual node at
that point in history is displayed. Such an enriched space-time diagram would provide
a bridge between the “nodes and inboxes” and branching trace history visualizations.

Adding these additional features introduces new design and user interaction challenges:

e How should in-flight messages and timeouts be represented?
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e How should users interactively control system execution or time travel from such

a diagram?

¢ In what scenarios is one visualization simpler or more effective than another?

Oddity is well-suited for exploring these challenges: the Oddity API abstracts away
many of the tedious details for modeling the network, controlling implementations of

nodes, and interacting with different programming languages.

8.2.2  System-specific interface components

The Oddity frontend is built around a generic SVG-based canvas which makes integrat-
ing other visualization tools straightforward (e.g., for space-time diagrams as discussed
above). In particular, Oddity could easily support systems which control aspects of their
own visual representation by providing a mechanism to add additional shapes to the
frontend SVG. This could be as simple as nodes (optionally) providing a special field in
their local state with literal SVG objects to add to the visualization relative to the node’s
own position. These extensions would enable generic system-specific visualization. For
instance, the developer of a state-machine replication system might want to display the
log of commands seen at each node as an array of boxes colored by term, while the de-
veloper of a ring maintenance system such as Chord might want to display the successor
and predecessor of each node as arrows to other nodes. This would involve adding an
API for systems to write elements to Oddity’s SVG-based interface, and perhaps devel-
oping a library of commonly-useful components (such as the arrows mentioned above).
In general, Oddity’s architecture makes integrating new visualizations easy. Oddity’s
browser-based frontend also simplifies building on recent advances in data visualization

libraries such as D3 [13].
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8.2.3 Scaling up

Oddity’s current user interface and implementation are well-suited to distributed sys-
tems of perhaps a dozen communicating nodes. Past that point, it becomes more useful
to reason about and debug the higher-level structure of a distributed system. For in-
stance, a large distributed database such as Google’s Spanner [17] shards data across
many clusters of nodes. Each cluster acts as a single node when communicating with
other clusters, but consists internally of many nodes exchanging messages. In order to
debug such a system, it would be useful to view the system at multiple different levels
of abstraction, either “zooming in” on an individual cluster to see how messages are
exchanged internally or “zooming out” to see how the whole system operates, skipping
over messages internal to the cluster. Supporting this kind of debugging will require
user interface changes as well as backend changes to identify clusters and distinguish

between “internal” and “external” messages and timeouts.

8.2.4 Other systems challenges

Handling bugs related to local multithreading (data races, deadlocks, etc.) is an explicit
non-goal for Oddity. These bugs remain challenging for developers, however. Adapting
Oddity’s novel graphical interface to shared-memory multithreading systems running
on one node (nodes in Oddity’s current interface would correspond to threads) could
help developers to diagnose and discover these bugs. This would require graphical
representations of synchronization primitives such as mutexes and condition variables,
as well as a representation of shared data structures. Such a system could be extended
to handle GPU programs, where a crucial issue is the exchange of data between CPU
and GPU.

Cryptographic protocols are another potential avenue for graphical step-through de-
bugging research. These protocols involve the exchange of messages between many

parties at various levels of trust. In order to understand such a protocol, it is necessary
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to understand who can access a given message, who can decrypt it, and which possibil-
ities lead to information leaks. Coming up with good graphical representations of these
message attributes could help developers understand and debug high-level descriptions

of cryptographic protocols.

8.2.5 Industry adoption

Newcombe et al. [45] have been successful in promoting the use of traditionally
academia-bound formal methods tools in the context of distributed systems. These sys-
tems’ notorious complexity and importance means that business users may be more
likely to adopt tools that lead to fewer bugs, even at relatively high cost. As such, we
hope to see more practitioners using Oddity or similar interactive debugging tools in
the future. Such efforts can be helped by introducing tools in educational settings; since
today’s students are tomorrow’s developers, teaching students to use novel debugging
tools is likely to encourage industry adoption of those tools going forward. We have had
success deploying Oddity to distributed systems students, and will continue to do so

going forward.
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