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Computer Science and Engineering

Computational wireless sensing is an exciting field of research where wireless signals from every-
day computing devices are used to enable sensing. The key challenge is to enable new sensing
capabilities that can be deployed at scale and have an impact in the real world. In this dissertation,
we show, for the first time, how to enable computational wireless sensing at scale by leveraging
ubiquitous devices like smartphones. We present algorithms that can wirelessly sense motion and
physiological signals such as breathing using just a smartphone, in a contactless manner. The key
idea in this dissertation is to transform the smart devices into active sonar systems. We emit an in-
audible sound signal from the device’s speaker and these signals are reflected back by the different
objects and people in the environment which we then capture using the device’s microphones. By
isolating the various reflections at the receiver, we can enable the sensing and tracking of different
objects in the environment.

Building on this approach, we design, build and evaluate four key systems. We present the first
contactless system that can diagnose sleep apnea using a smartphone by monitoring the minute
millimeter level breathing motion. Next, we built a smartphone based system that can detect opioid
overdoses by looking at respiratory depression and body movements. We then show that, beyond
respiratory tracking, we can also track the 2D location of a finger around a smartphone or watch
to enable new interaction modalities. Finally, we explore the privacy implications of enabling

wireless sensing on commodity devices and propose defenses to prevent information leakage.
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Chapter 1

INTRODUCTION

In the superhero film Dark Knight, Lucius Fox used transmissions from cellphones to imitate
active sonar and image the whole city. Over the past century, this concept of wireless sensing
has appeared in various fantasy and gaming literature in different forms. Inspired by this fascina-
tion for wireless sensing, we explore the concept of computational wireless sensing in this thesis.
Computational wireless sensing is the use of wireless signals from everyday computing devices
like smart phones and watches to enable new sensing capabilities. At a high level, the wireless
signals propagate through air and are reflected by the human body in the environment before they
arrive at the receiver. By designing algorithms that can separate various reflections at the receiver,
we enable sensing and tracking capabilities for objects and humans in the environment. More im-
portantly, using these sensing capabilities, we also design and deploy various applications across

domains ranging from mobile health to user interfaces.

The main challenge is to enable computational wireless sensing at the scale of millions of
users while still achieving the precise millimeter resolution required by many applications like
respiration monitoring or user interfaces. To do this, we take inspiration from the early days of
the Internet, where existing telephone lines were repurposed to provide Internet connectivity to
hundreds of millions of end users. Similarly, we would like to leverage the existing infrastructure
of billions of smart phones to enable computational wireless sensing at large scale, without the need
for additional custom hardware. The key algorithmic roadblock towards achieving this, however is
the ability to support precise millimeter-level wireless sensing resolution using existing computing
devices, which is essential to track minute changes in the human body due to breathing as well as

other fine-grained movements in the environment.



1.1 Transforming devices into active sonar systems

In this dissertation, we take a novel approach that for the first time enables computational wireless
sensing at scale. Specifically, we leveraged the speakers and microphones available on existing mo-
bile devices to enable wireless sensing. At a high level, we transmitted inaudible high-frequency
custom sound signals using the device’s speaker. These signals were then reflected by the environ-
ment and recorded by the device’s microphones. Any minute motion in the environment, such as
finger motion or breathing’ causes a change in the reflections as seen by the microphones. These
changes were detected and localized using sophisticated signal-processing algorithms. Building
on this idea, we design multiple sonar-based systems that enable wireless sensing and address

long-standing problems in two key domains: mobile health and user interfaces.

There are two main advantages to our sonar-based approach. First, audio sensors, including
microphones and speakers, are ubiquitous in today’s devices. In fact, recent trends show an increase
in the number of speakers and microphones in mobile devices: The iPhone 3 and X have two and
four microphones respectively. Further, with the introduction of home assistants like Google Home
and Amazon Echo dots, we now have 7-8 microphones in a single device that are widely deployed.
The second advantage is that sound travels at much lower speed in air, so a basic audio sensor
with a sampling rate of 48 kHz currently available in the marketplace can provide a resolution of
approximately 7 mm. This is a very high resolution compared to even custom radio-based radar
solutions. Radio signals travel at the speed of light which makes time of arrival computation harder
to perform. Indeed to enable millimeter resolution using radio signals, one would need a high-rate
sampling clock and Gigahertz of bandwidth [147, 212] or a large number of antenna [[137, [138]],
none of them are feasible on existing devices. This makes active sonar a compelling design to

achieve wireless sensing at the scale of billions of devices.

Here, we present algorithms that achieve different levels of sensing and tracking accuracies
ranging from millimeter-level to the meter-level resolutions. We also explore the effect of the
operational range of the sensing system and its effect on the accuracy of the system. By trading

off accuracy to a meter level we show that we can enable sensing systems that can work across



rooms and through the walls. On the other hand, by limiting range to a few meters, we show
that can we achieve millimeter-level accuracies for tracking minute human body motion such as
breathing. Further, to demonstrate the utility of these sensing technologies, we build systems
that enable applications across mobile health and user interfaces. By incorporating application-
specific optimizations to these technologies, we build end-to-end systems that can be deployed and
evaluated at scale in the real-world and have an impact.

Specifically, we introduce four active-sonar based systems in this dissertation.

o Contactless diagnosis of sleep apnea [130]. We develop ApneaApp, which is the first
contactless solution for detecting sleep apnea events by monitoring the minute chest and
abdomen movements caused by breathing on smartphones. Our system works with the
phone upto a meter away from the subject and can simultaneously identify and track the
fine-grained breathing from multiple subjects. We do this by transforming the phone into
an active sonar system that emits frequency-modulated inaudible sound signals and listens
to their reflections. We have developed algorithms that identify various sleep apnea events
including obstructive apnea, central apnea, and hypopnea from the sonar reflections. We
deploy our system at the UW Medicine Sleep Center at Harborview and performa clinical

study with 37 patients for a total of 296 hours demonstrating its ability to operate in the wild.

e Opioid overdose detection using smartphones [[29]. Early detection and rapid intervention
can prevent death from opioid overdose. At high doses, opioids can cause rapid cessation of
breathing, hypoxemic/hypercarbic respiratory failure, and death, the physiologic sequence
by which people commonly succumb from unintentional opioid overdose. We present algo-
rithms that run on smartphones and unobtrusively detect opioid overdoses and their precur-
sors [49, [1]]. Our short-range active sonar system uses acoustic frequency shifts to identify
respiratory depression and gross motor movements associated with acute opioid toxicity. We
develop algorithms and perform testing in an approved supervised injection facility (SIF),
where people self-inject illicit opioids. Our testing 209 opioid users shows that our system

can accurately identify opioid-related respiratory depression events.
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Figure 1.1: Contactless diagnoses of sleep apnea (a) Polysomnography, today’s clinical standard
test for sleep apnea requires the patient to wear more than 20 sensors in their body. (b) Our system
transforms the smartphone into an active sonar system to detect the minute breathing motion of a
person. (c) The system transmits custom FMCW signals that translates minute breathing motion

into frequency shifts which can be detected by taking an FFT across each chirp.

o Fine-grained finger tracking [I31]]. Next, we explore the following question: Can we track
a user’s finger around a device, and can we do this even when the finger and device are oc-
cluded from each other? A positive answer would let users interact in more expressive ways,
because they could fully utilize the screen without hand blockage, which would enable new
interaction scenarios. We develop FingerlO, a finger-tracking system that doesn’t require
instrumenting the finger with sensors and that works even with occlusions between the fin-
ger and device. FingerlO tracks finger motion in the region around existing smartphones
and achieves an average 2D tracking accuracy of 8 mm. It also tracks subtle finger motion
around the device, even when the phone is in a pocket. Using FingerlO, we also prototype a
smartwatch-form-factor device that can track the finger while extending the interaction space
to a 0.5 0.25-square-meter region on either side of the device. Furthermore, the watch can

continue tracking the finger even when the finger is fully occluded from the device.

e Activity information leakage using music [133)]. Finally, we explore the privacy implications

of enabling active sonar on commodity devices. We develop Covertband, a low-cost, covert



physical sensing system that embeds inaudible signals into music and uses such signals to
track multiple individuals’ locations and activities both within a room and through barriers
in 2D space. We achieve this by transforming a smartphone into an active sonar system that
emits a combination of a sonar pulse and music and listens to the reflections off of humans
in the environment. We evaluated CovertBand by running experiments in five homes in
the Seattle area, showing that we can localize both single and multiple individuals through
barriers like walls. These tests show CovertBand can track walking subjects with a mean
tracking error of 18 cm and subjects moving at a fixed position with an accuracy of 8 cm at

up to 6 m in line-of-sight and 3 m through barriers.

Before we dig into the details of these systems, we provide the high-level description of each

of the systems and the impact they have had on the academic community as well as industry.

1.1.1 Contactless diagnosis of sleep apnea

ApneaApp, the subject of Chapter 2, presents a contactless solution for detecting sleep apnea events
on smartphones. Sleep apnea is a common medical disorder that occurs when breathing is disrupted
during sleep. It is estimated to affect more than 18 million American adults [21} [177] and is
linked to attention deficit/hyperactivity disorder, high blood pressure, diabetes, heart attack, stroke,
and increased motor vehicle accidents [18, [171]. Diagnosing sleep apnea in the clinic requires
the polysomnography test which is an expensive, time-consuming and labor-intensive process. It
requires a trained technician to attach and monitor various sensors on the patient for the sleep
duration and is typically associated with long waiting lists [69]. While portable recording systems
are being developed for use in home settings, they require instrumenting either the patient [101}
63, 163]] or the bed [[134] with various sensors and most still require a trained technician to setup the
recording system [134]]. To overcome this, we designed ApneaApp which is the first contactless
system that detects sleep apnea using just an off-the-shelf smartphone.

To achieve this, we introduce a novel contactless system that monitors the minute chest and

abdomen movements caused by breathing on smartphones. Our system works with the phone



away from the subject and can simultaneously identify and track the fine-grained breathing move-
ments from multiple subjects. We do this by transforming the phone into an active sonar system
that emits frequency-modulated continuous signals (FMCW) and listens to their reflections. An
FMCW waveform is a chirp signal,where the transmitted frequency increases linearly with time
between 18 kHz and 20 kHz, frequencies that are inaudible to adults. These signals reflect off
the reflector (e.g., human body) and arrive at the microphone after a time delay. To determine
this delay, at a high level, the receiver compares the frequencies of the transmitted and reflected
signals. Since the transmitted frequency increases linearly in time, time delays in the reflected sig-
nals translate to frequency shifts in comparison to the transmitted signals. The changing frequency
shifts corresponding to the breathing motion are then extracted by transforming the signal into
frequency domain by taking a fast fourier transform (FFT) over the chirp duration. The challenge
however is that breathing movements are minute and create a very small frequency shift. Specifi-
cally, a 2 cm breathing displacement creates a 11.7 Hz shift. This is however problematic because
given our sampling rate and chirp duration, the width of each FFT bin is 93.75 Hz which is much
greater than the frequency shifts created due to breathing. To address this constraint, we design an
FMCW receiver algorithm that reduces the FFT bin width and allows us to track minute breathing
motion. From the breathing motion signal, we then develop algorithms that allow us to identify
various sleep apnea events including obstructive apnea, central apnea, and hypopnea, which are
essential to diagnose sleep apnea. These algorithm is explained in detail in Chapter 2.

We deploy our system at the UW Medicine Sleep Center at Harborview and perform a clin-
ical study with 37 patients for a total of 296 hours. Our study demonstrates that across patients,
the number of central apnea, hypopnea and obstructive apnea events detected by our system is
highly correlated with the ground truth. Specifically, the intra-class correlation coefficient between
the ground truth and ApneaApp, is 0.9957, 0.9533 and 0.9860 for central apnea, hypopnea and
obstructive apnea respectively. We also ran an audibility test with 87 sleep apnea patients (ages

between 23 and 93 with a mean age of 50), none of whom reported any audible sounds.

Impact. ApneaApp was licensed by ResMed Inc., which is a leader in continuous positive

airway pressure (CPAP) machines that are frequently used to manage sleep apnea. They released
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Figure 1.2: Opioid overdose detection using smartphones (a) The figure shows the smartphone
application that detects opioid overdose in a timely manner and connects to life saving interventions
like 911. (b) Our system was evaluated at Insite, a supervised injection facility at Vancouver
BC, where people can bring illicitly obtained drugs and can take them in the presence of medical

supervisors. [Image copyright: NYTimes]

an app called SleepScore that can now be downloaded in the app store across both the Android
and 10S platforms. The app uses our technology to detect breathing motion and applies machine
learning techniques to do sleep staging. Because our algorithms can run as a software app on a

smartphone, this technology has been able to scale to around a million users in just 6-8 months.

1.1.2  Opioid overdose detection using smartphones

Fatal opioid overdose remains a public health epidemic in the United States [195, 67,
[74]. Each day, 115 Americans die from opioid overdose and data from the Centers for Disease
Control and Prevention (CDC) indicate the epidemic is worsening [180]. Unlike many
life-threatening medical emergencies, opioid toxicity is readily reversed with rapid identification
and administration of the overdose antidote naloxone or supportive respiratory care [167,
[78]]. Thus, a fundamental challenge of fatal opioid overdose events is that victims die alone
or among untrained or impaired bystanders, in each case with no or insufficiently timely diagnosis

and treatment [59]. To help connect potential overdose victims with widely available life-saving



interventions, we developed algorithms for commodity smartphones that unobtrusively recognize
opioid overdose by its physiologic precursors. Our system converts the phone into a short-range
active sonar system, using frequency shifts to identify respiratory depression, apnea and gross
motor movements associated with acute opioid toxicity. By creating overdose detection algorithms
that can be deployed on devices most high risk individuals already own [1235) [122], we hope to
provide a harm reduction system that can automatically connect with naloxone-equipped friends

and family or EMS to help prevent fatal overdose events [46)735]].

A mobile system that can detect opioid overdose precursors and events in real-time does not
currently exist due to both design and validation challenges. Existing, human-based approaches to
overdose diagnosis rely on medical grade equipment or trained recognition of diagnostic signs of
opioid toxicity [49,[71},(77,139,181]. Achieving similar sensing capabilities on smartphones, without
the need for medical grade equipment, is challenging since it requires tracking physiological pa-
rameters without being intrusive and violating privacy [60}76]. In addition, validating the efficacy
of any opioid toxicity system requires access to patients and data while high risk opioid use occurs,
which is difficult because this can represent a medically life-threatening situation. We overcome
these challenges with an active sonar-based monitoring solution, leveraging access to two unique
environments where people routinely experience overdose respiratory physiology without harm:
(1) a legally sanctioned supervised injection facility (SIF), where people self-inject previously ob-
tained illicit opioids under medical supervision and (2) the operating room (OR), during routine
induction of general anesthesia.

We designed a contactless smartphone-based system that matches the performance of an inva-
sive respiratory impedance monitor in identifying 3 critical overdose precursors: opioid-induced
respiratory depression, central apnea and simulated overdose events [87, 149, [1]. The system works
by placing the phone within 1 meter of the subject as it monitors them during the post-injection
period, the highest risk time for a fatal overdose event and the period when a victim would most
benefit from rapid identification and resuscitation. Our system builds on our previous work using
active sonar to detect sleep apnea, however the opioid use case differs from the sleep environment

in several fundamental ways. First, breathing motion is diminished during opioid use, which can



complicate respiratory peak detection, and subjects may use opioids multiple times over the course
of a day and thus may have a diminished breathing signal at the initiation of their use event. Addi-
tionally, the sleep laboratory in prior work is a controlled environment with a lone subject who is
primarily stationary. In contrast, subjects using opioids have increased motion that can affect the
time delay of the echo, may engage in high-risk opioid use behaviors in the presence of others, and
are generally in a much less controlled environment, which introduces other sources of potential
interference [61) [170]. Notably, the supervised injection facility is a highly dynamic and stimu-
lating environment (recording devices are prohibited within the SIF, but the environment can be
observed in this succinct public domain report by the New York Times [28]]). For example, there
are routinely several people around; there is talking amongst clients; staff and clients walk around;
overhead music is playing and occasionally personal dogs are within the environment. In addition,
there is climate control equipment, as well as a special indoor ventilation system (to remove the
smoke from heroin preparation), all of which produce ambient noise. In short, there are several
environmental elements in the high-risk opioid use domain that differ from the controlled setting
of a sleep laboratory. Chapter 3 describes algorithms that address the above challenges in detail.
Impact: Given the reliable reversibility of acute opioid toxicity, smartphone-enabled overdose
detection, capable of alerting naloxone-equipped friends and family or Emergency Medical Ser-
vices (EMS), may hold potential as a low-barrier, harm reduction intervention. This work has
seen significant interest from major public health organizations including the National Institute of
Drug Abuse (NIDA) and has led to a startup Sound Life Sciences Inc that is commercializing this
technology. Further, our Science Translational Medicine publication has led to public conversation

about the use of technology to address the opioid crisis.

1.1.3  Fine-grained finger tracking

In the above chapters, we monitor the breathing motion of the entire chest of an human subject.
Following this, we asked if it were possible to track and locate the exact 2D position of the user’s
finger around the device and can we do this even when they are occluded from each other? A

positive answer would allow the user to interact in more expressive ways, utilize the screen fully
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Figure 1.3: Fine grained finger tracking (a) The figure shows that the system can accurately track
2D location of the finger around a device thereby increasing the interaction space. (b) Our system
benefits smaller devices such as smart watches by tracking the user’s finger over the hand or the air

enabling full screen utilization without hand blockage.

without hand blockage and also enable new interaction scenarios. For instance, the user can use
her finger as a pen to provide input over a much larger surface area than that provided by the
smartphone. Such a capability would also benefit smaller devices such as smart watches that could
track the user’s finger in air or over surfaces, even when fully occluded from it or when the watch

is on a different plane from the interaction surface.

To enable this 2D tracking, we take advantage of the presence of the two microphones in a
smartphone. The speaker periodically emits pulses of inaudible sound and as the finger moves, the
amount of time it takes for sound waves to reflect off the finger and arrive back at the microphone
will change. In this case, the finger is moving and produces changing echoes with respect to
everything else in the environment and hence can be separated. The distance accuracy of the
system depends on how accurately we can identify the arrival time of each echo. One approach
is to use signals such as FMCW chirps that have high auto-correlation property and perform a
cross-correlation operation to detect the echoes. However this operation is accurate only with 2-
3 samples leading to an error of 3 cm which is twice the width of a finger. In order to achieve

better tracking accuracies, we developed an innovative approach that uses a modulation technique
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commonly used in wireless communication called Orthogonal Frequency Division Multiplexing
(OFDM). OFDM transmissions are divided up into symbols, waveforms which are calculated by
taking an inverse fourier transform of some frequency domain data to be sent over the air. In
addition to the samples corresponding to data, OFDM also includes a cyclic suffix where the first
few samples are simply repeated at the end of the signal. As we explain in chapter 4, this cyclic
suffix is the key to using OFDM for time synchronization and it helps in correcting the 2-3 sample
error caused in the correlation process. This way our design can achieve sub-centimeter level finger
tracking. Finally to perform 2D tracking, we combine the distances of the finger with respect to
two microphones as described in detail in chapter 4. Our design can track finger motion in the
region around existing smartphones, and achieves an average 2-D tracking accuracy of 8 mm.
Impact: Since we published this paper there has been a lot of subsequent work from multiple
groups across the world that span both HCI and mobile systems communities [[121} (183} 188, 208,
172]]. These systems have improved the resolution to around 2 mm using more sophisticated signal
processing techniques that leverage the signal phase. Finally, since 2019, we are starting to see
products from Google that incorporate active sonar in their smart speakers for activity recogni-

tion [12]].

1.1.4 Activity information leakage using music

In the above chapters, we leveraged smart devices with speakers and microphones to enable mil-
limeter level resolution sensing systems that work in a shorter range. We show that by trading
off accuracy, we can simultaneously track multiple users through barriers like walls, doors and
windows. In addition to tracking, we design algorithms to distinguish linear and rhythmic class
of motions. This system explores the privacy leaks that are exposed when it is exploited by an
attacker. To show the various security risks, our design expertly conceals the high frequency sonar
pulses within the beats of popular songs making it indistinguishable. This means that the attacker
can implement the attack even remotely by using music apps that play the modified versions of
popular songs. These modified versions can then be used to spy on the subjects in a home.

The reason to hide the high frequency sonar pulses is because to achieve a longer range, we
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need to increase the output power of the high frequency sonar pulses. However at such high power,
the non-linearity in the hardware results in sub-harmonics that are audible to the human ear. To
achieve tracking through walls and long range as well as concealing the attack, we conceal the sub-
harmonics within the beats of popular songs. When the speaker plays our combined sonar signal,
sound waves reflect off both static objects in the environment and moving persons before being
reaching the microphone. We can analyze this signal to extract information about the activities
performed by the subject remotely. We evaluated CovertBand by running experiments in five
homes in the Seattle area and show that we can track subjects walking with a mean tracking error
of 18 cm and subjects moving at a fixed position with an accuracy of 8 cm at up to 6 m in line-
of-sight and 3 m through barriers. We test a variety of rhythmic motions such as pumping arms,
jumping, and supine pelvic tilts in through-wall scenarios and show that they produce discernibly
different spectrograms from walking in the acoustic reflections. In tests with 33 subjects, we also
show that even in ideal scenarios, listeners were unlikely to distinguish a original song from the
modified one and hence could not detect a Covertband attack.

Impact: With the proliferation of devices like smart phones and speakers, this work focuses
on exploring the privacy leaks possible such these devices that go beyond the ability to simply
record conversations in the home. In addition to creating an awareness, the work also puts forth

some defenses to prevent such covert tracking attacks.

1.2 Organization

The rest of this dissertation is organized as follows. In Chapter 2, we describe ApneaApp in
more detail and mechanisms to make it work across different smartphone platforms as well as
enable concurrent tracking of breathing from multiple human subjects. Chapter 3 describes how
the above algorithms are adapted to work in the opioid use case to deal with ambient noise as
well as environmental motion. Chapter 4 presents FingerlO and describes in detail our algorithms
to achieve sub-centimeter resolution for around-the-device interaction on smartphones and smart-
watches. Chapter 5 describe how high frequency acoustic signals can be embedded in popular

songs to extract activity information through walls and barriers as well as at a long range. Finally,
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Chapter 6 concludes the dissertation with comments on the future direction for this line of work.
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Chapter 2

CONTACTLESS SLEEP APNEA DETECTION ON SMARTPHONES

Sleep apnea is a common medical disorder that occurs when breathing is disrupted during sleep.
It is estimated to affect more than 18 million American adults [21,|177] and is linked to attention
deficit/hyperactivity disorder, high blood pressure, diabetes, heart attack, stroke, and increased mo-
tor vehicle accidents [[18,1171]. Diagnosing sleep apnea in the clinic requires the polysomnography
test which is an expensive, time-consuming and labor-intensive process. It requires a trained tech-
nician to attach and monitor various sensors on the patient for the sleep duration and is typically
associated with long waiting lists [69]]. While portable recording systems are being developed for
use in home settings, they require instrumenting either the patient [101} 163, |63] or the bed [134]]

with various sensors and most still require a trained technician to setup the recording system [134].

In this chapter we ask the following question: Can we leverage smartphones to detect sleep
apnea events without the need for sensor instrumentation? The key challenge is that detecting
sleep apnea events requires tracking the fine-grained abdomen and chest movements due to breath-
ing [52]. While the iPhone Respiratory app [[15] can track the breathing movements, it requires
placing the phone on the body between the ribcage and the stomach and hence is intrusive. Vision-
based solutions [197]] can track these movements without instrumenting users, but are limited to
line-of-sight and good lighting conditions and hence are not applicable to the sleep environment,

1.e., in the dark or under a blanket.

We introduce a novel contactless system that tracks the chest and abdomen movements on
smartphones and works in the sleep environment. It operates with the phone away from the user and
can concurrently track the breathing movements from multiple users. Using this design, we build
ApneaApp, a smartphone-based solution for detecting sleep-related respiratory events reported in

a clinical polysomnography test including hypopnea (when the subject’s breathing becomes shal-
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low), obstructive apnea (a complete or partial blockage of the subject’s airway) and central apnea
(when the subject holds his or her breath).

Our key insight is to transform the phone into an active sonar system. At a high level, we
transmit 18-20 kHz sound waves from the phone speaker and listen to their reflections at the mi-
crophone. The chest and abdomen motion due to breathing creates changes to the reflected sound
waves. These changes, however, are minute and extracting them reliably from other environmental
reflections is challenging. To overcome this, we employ FMCW (frequency modulated continu-
ous wave) transmissions that allow us to separate reflections arriving at different times by mapping
time differences to shifts in the carrier frequency. Specifically, the reflections from the human body
arrive at a specific time depending on the distance from the phone speaker. Thus, focusing on the
corresponding frequency allows us to reliably extract the amplitude changes due to breathing, in
the presence of all other environmental reflections. Further, since reflections from multiple subjects
would arrive at different times, the corresponding frequencies provide us with the ability to simul-
taneously track multiple breathing signals. Finally, non-breathing body motion creates reflection
patterns distinct from breathing, enabling us to distinguish between them.

We implement our design on off-the-shelf smartphones and run benchmark experiments with
five healthy participants in a bedroom environment using the Vernier respiratory belt as a baseline.

Our results show the following:

e Our system estimates the coarse-grained breathing frequency[] to within 99.2% of the base-
line at distances of up to a meter from the subject. This translated to an error of less than

0.11 breaths/min. These accuracies remain this high even when the subjects use blankets.

e The above accuracies remain unaffected by audible noise in the environment from vehicles
on a nearby street as well as human conversations. This is because, we use a high-pass filter

to filter out audible signals below 18 kHz.

'Detecting sleep apnea events requires tracking the fine-grained abdomen and chest motion variations in addition
to the coarse-grained breathing frequency. We evaluate ApneaApp’s ability to track these variations in our clinical
study.
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e It can separate and concurrently track the breathing movements of two subjects on the bed

separated by 20 cm.

Building on the above system, we design algorithms to compute the number of central, ob-
structive and hypopnea events as well as the apnea-hypopnea index which is the average rate of
apnea and hypopnea events during the sleep duration. We achieve this by processing both the fine-
and coarse- grained changes due to the chest and abdomen movements as well as non-breathing
body motion. We deploy ApneaApp at the UW Medicine Sleep Center at Harborview and perform
a clinical study with 37 patients for a total of 296 hours. The patients in our study were ordered
by their physicians to undergo the polysomnography (PSG) test. Our study was done concurrently
with the PSG test and we consider the sensor data and diagnosis from the latter as the ground truth

for evaluating our system. Our study shows the following:

e Across patients, the number of central apnea, hypopnea and obstructive apnea events de-
tected by our system is highly correlated with the ground truth. Specifically, the intra-class
correlation coefficient between PSG and ApneaApp, is 0.9957, 0.9533 and 0.9860 for central

apnea, hypopnea and obstructive apnea respectively.

e The average error in computing the rate of apnea and hypopnea events is 1.9 events/hr; this

is a clinically acceptable value [134].

e Our system accurately classifies 32 out of 37 patients between four sleep apnea levels (no
apnea, mild, moderate, and severe apnea). The five misclassifications occur between no-
apnea and mild-apnea; four of them happen right at the boundary between the two levels
with an error less than 1 event/hr. These boundary cases are handled separately by physicians
depending on the patient preferences, symptoms, and insurance; thus, effectively reducing

the number of misclassifications to one.

e We ran an audibility test with 87 sleep apnea patients (ages between 23 and 93 with a mean

age of 50) and 57 healthy undergraduate students at UW CSE. None of the 87 sleep apnea
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patients reported any audible sounds from ApneaApp. Only two of the 57 undergraduates
reported hearing audible sounds. This demonstrates that ApneaApp is inaudible for most of

the adult population.

Contributions: We make four key contributions: (1) We introduce a novel contactless technique
for tracking chest and abdomen movements due to breathing on smartphones. We achieve this by
analyzing the reflections from FMCW sonar transmissions. (2) We design algorithms to detect
central apnea, obstructive apnea, and hypopnea as well as estimate the apnea-hypopnea index from
the sonar reflections. (3) We implement our design on off-the-shelf smartphones and demonstrate
the ability to concurrently track breathing movements from multiple subjects. (4) We perform
a clinical study with 37 patients demonstrating the feasibility of using our system to accurately
compute the number of central, obstructive, and hypopnea events as well as the apnea-hypopnea

index.

2.1 Related Work

Our work is related to prior art in three domains.

(a) Mobile Health and Wellness Systems: There has been recent interest in the mobile health and
wellness community to better understand sleep quality. Wearable sleep sensors such as FitBit [[11],
WakeMate [27]], and Jawbone [[16] capture the movements from an accelerometer to sense basic
sleep patterns such as hours slept and the number of wakings. Lullaby [104] leverages sensors
deployed in the bedroom to understand the effect of environmental factors (e.g., ambient noise and
lighting conditions) on sleep quality. More recent work including Toss-N-Turn and iSleep leverage
smartphone sensors as sleep quality detectors [126, 57, 85]. Specifically, they use accelerometers
to detect coarse non-breathing body movements [126, |85] and microphones for cough [85] and
snoring [85), 23]. ApneaApp builds on this foundational work but is complementary to it. We
introduce a novel contactless system for smartphones that can track fine-grained chest and abdomen
movements due to breathing. We then demonstrate the ability to detect sleep apnea events on

smartphones.
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Our work is also related to prior work on monitoring physiological signals using wearable
sensors [25] including mouthpieces and chest bands [26, [19]. Designs such as BodyBeat [146]
use custom-built piezoelectric microphones on the body surface to monitor body sounds such as
respiration, food intake and laughter. More recent work [[151] leverages audible breathing sounds
from an ear bud to infer the breathing frequency. The Android app, iBreath [84], combines the
audible breathing sounds from a Bluetooth headset with the accelerometer on the phone to infer
the breathing frequency while running. These systems are very promising for their application
domains. For diagnosing sleep apnea, however, we are unaware of clinical-validated research that
demonstrates the ability to compute AHI values and detect sleep apnea events using only audible
breathing sounds/frequency. In contrast, we propose a novel contactless solution that can monitor
the chest movements by actively transmitting FMCW audio signals. We then demonstrate the
ability to detect various sleep apnea conditions including obstructive, central, and hypopnea as

well as compute the AHI values.

(b) RF-based Breathing Rate Monitors: Prior RF-based approaches [207, [161, [73]] leverage
changes in radio signals to estimate the breathing frequency. This includes using a network of
2.4 GHz wireless sensors in the bedroom [137, 138]] as well as expensive ultra-wideband RF radar
systems with 500 MHz to 2 GHz of bandwidth [[147, 212]. While promising, none of these ap-
proaches have been demonstrated to work on off-the-shelf smartphones. We also believe that the
sonar approach introduced in this chapter is more attractive for two main reasons. First, a mi-
crophone that samples at 48 kHz gives a range resolution of 0.7 cm; RF based approaches need
Gigahertz of bandwidth to get a similar resolution. Second, the one-meter operational range of our
sonar system reduces the effect of environmental movements making it more robust in real world

sleep scenarios.

(c) Sleep Apnea Research and Systems: Polysomnography [352] is the standard clinical test for di-
agnosing sleep apnea in the medical setting. This however is an expensive test that requires attach-
ing various sensors to the patient for the sleep duration. While portable recording systems [[101,163]]

are being developed for use in home settings, they require the attachment of various sensors and
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most still require a trained technician to setup the system [[134].

Mobile phone app developers have also designed questionnaires (e.g., Home Sleep Apnea A-
Z [14], Sleep Access [20]) to screen patients for the PSG test. Sleep Apnea Monitor app [22] help
users diagnosed with sleep apnea to sleep on their side instead of their back by buzzing when the
user moves to their back. It does so by attaching the phone to the person’s leg. Prior research has
also explored the feasibility of leveraging snoring and movement information [31} 140]] to perform
screening for PSG. While correlation existing between sleep apnea and snoring, such an approach
does not monitor breathing movements and hence cannot identify sleep apnea events [179}134]. To
address this issue, commercial systems such as Sonomat [134]] use embedded sensors in a mattress
pad to track the breathing movements and sounds [9, [134]. Our work instead focuses on detecting
sleep apnea events by tracking breathing movements on smartphones, without the need for any
other sensors.

Finally, medical research has proposed the use of ultrasound imaging, instead of MRI, to mea-
sure the tongue volume and width of upper airway [38}, [162]. This information has been demon-
strated to be helpful in diagnosing obstructive apnea [116]. In contrast to this work, we transform
a smartphone into an active sonar system and develop algorithms to extract hypopnea, obstructive

apnea, and central apnea information from the sonar signal changes.
2.2 Polysomnography Overview

The clinical polysomnography test (PSG) is traditionally used to diagnose sleep apnea and other
sleep disorders. It is conducted overnight in a sleep laboratory where a trained technician monitors
the patient’s sleeping patterns. To do this, the technician attaches the patient with a number of
sensors including a chest and abdomen belt to measure breathing movements, a nasal pressure
transducer, a snore microphone, a pulse oximeter to measure oxygen saturation, a movement sensor
on each leg to detect movements and five EEG sensors to measure brain activity. The sensors are all
connected using wires and the technician monitors the live data stream from the sensors, throughout
the sleep duration.

Fig. 2.1] shows a snapshot of a PSG report. The key metric used for sleep apnea diagnosis is
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Respiratory Summary:
Types of Respiratory Events / Respiratory Effort Related Arousal (RERA) Events

Respiratory Events Number Index RERA Parameter Total Index
Obstructive Apneas 123 15.7 /hr Total: 129 16.4
Mixed Apneas 0 0.0 /hr Non-REM: 105 16.5
Central Apneas 1 0.1 /hr REM: 24 16.1
Total Apneas 124 15.8 /hr Supine: 129 16.4
Total Hypopneas* 371 47.2 /hr Lateral: N/A N/A
Apneas + Hypopneas* 495 63.0 /hr Prone: N/A N/A

Figure 2.1: Snapshot of a Clinical PSG Report. It summarizes the number of obstructive, central
and hypopnea events along with the apneas-hypopneas index (AHI). An AHI value between 0-5
is classified as no-apnea, values between 5—15 are classified as mild-apnea, AHI values between

15-30 are classified as moderate-apnea, and higher AHIs are severe apnea conditions.

the AHI — the Apnea-Hypopnea Index — that represents the rate at which apnea and hypopnea
events occur during the sleep period. Physicians classify the sleep apnea level using these AHI
values. Specifically, AHI values between 0-5 are classified as no-apnea, those between 5-15 are
classified as mild-apnea, AHI values between 15-30 are classified as moderate-apnea, and higher
AHIs are severe apnea.

The apnea-hypopnea index is computed as follows:

AHT — #central apnea + #hypopnea + F#obstructive apnea

total sleep time
In the above equation, central apnea, hypopnea, and obstructive apnea denote the various apnea
conditions that are tracked during the study. Mixed apneas are another class of apneas that are
sometimes included in the above equation. However, none of our PSG reports showed non-zero
mixed apneas and so we ignore them in our computation.

To compute the above parameters, the eight-hour sensor data is split into 30-second intervals
called epochs. The scoring process of analyzing these epochs involves two main steps. The first
step is staging, which identifies whether the patient is awake or asleep in each epoch. This is
achieved by examining the brain activity obtained from the five EEG sensors. At the end of this

step, each epoch is marked as being in either a wake or sleep stage. The second step involves
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Figure 2.2: American Academy of Sleep Medicine (AASM) Signal Characterization of the
Apnea Events. The figures show the chest motion and nasal pressure signals for the three apneas.
A central apnea event occurs when the subject holds her breath for a non-negligible duration. A
hypopnea event occurs when the subject’s chest motion drops by more than 30% with an accom-
panying 3—4% oxygen desaturation. Finally, an obstructive apnea event occurs when the subject

makes an increased effort to pull air into the lungs but air does not reach the lungs due to blockage.

identifying the number of central apnea, hypopnea, and obstructive apnea events, using the AASM

guidelines [52] outlined below.

Identifying central apnea events. A central apnea event occurs when the subject holds her breath
for a non-negligible duration. Fig. [2.2a) shows the nasal pressure and chest motion signals during
a central apnea event. The figure shows that the chest movements are flat indicating the absence
of breathing effort; consequentially the nasal pressure is also flat. If this persists for more than ten

seconds, it is marked as a central apnea event.

Identifying hypopnea events. A hypopnea event occurs when the subject’s breathing becomes
shallow. Fig.[2.2(b) plots the nasal pressure and chest motion signals during a hypopnea event. The
figure shows that during a hypopnea event, the chest movements reduce in amplitude. In particular,
if this amplitude drops by more than 30% and has an accompanying 3—4% oxygen desaturation,
then the corresponding epoch is marked as hypopnea. We note that recent clinical research [134]
has shown that the 30% reduction alone can be used for detecting hypopneas without a significant

loss of accuracies.

Identifying obstructive apnea events. Obstructive apnea occurs when there is a complete or
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partial blockage of the upper airway during sleep. During an obstructive apnea event, the subject
makes an effort to pull air into the lungs, however air does not reach the lungs because of blockage.
Fig. [2.2]c) shows the signals where the breathing effort can be seen in the chest band signals and
the air flow is flat in the nasal pressure sensor.

We note the following three points about PSG:

e The current procedure for sensor data collection and processing is both labor and time in-
tensive. Specifically, it takes about an hour for the technician to fit each patient with these
sensors. Throughout a sleep duration of eight hours, the technician monitors the sensors and
ensures that they remain properly attached to the patient’s body. The sensor data is then

processed manually to tag every epoch with the sleep apnea events.

e While portable sleep apnea testing is performed in the home, it still require setting up the
patient with chest and abdomen belts, nasal pressure sensors, transducer and thermistors,
EKG and pulse oximetry. Home testing has a high failure rate of up to 33% due to the loss

of signal resulting from detachment of wires and cables [145].

e A PSG test is also used to diagnosis other sleep-related conditions including upper airway
resistance syndrome which involve respiratory effort related arousals (RERA) that are shown
in Fig. 2.1l RERAs are sleep arousals that do not meet the above definitions of apneas and
hypopneas. While these are respiratory-related and could be detected using our sonar-based

system, exploring them in detail is not in the scope of this chapter.

2.3 ApneaApp

ApneaApp is a contactless system that enables detection of sleep apnea events using smartphones.
To understand how ApneaApp operates, we first describe how we transform the phone into an
active sonar system that tracks the chest and abdomen movements due to breathing. We then

describe our algorithms to detect sleep apnea events from these movements.
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Time

Figure 2.3: Traditional FMCW Processing. The transmitter continuously transmits signals where
the frequency increases linearly with time between fj and f;. The reflections that arrive with a time
delay At create a frequency shift A f. The receiver extracts this frequency shift by performing an

FFT over the chirp duration.

2.3.1 Transforming the Phone into an Active Sonar

An FMCW waveform is a chirp signal, as shown in Fig. 2.3] where the transmitted frequency
increases linearly with time between 18 kHz and 20 kHz. These signals reflect off the reflector
(e.g., human body) and arrive at the microphone after a time delay. To determine this delay, at a
high level, an FMCW receiver compares the frequencies of the transmitted and reflected signals.
Since the transmitted frequency increases linearly in time, time delays in the reflected signals
translate to frequency shifts in comparison to the transmitted signals.

For instance, the red line is the transmitted signal from the phone speaker and the green line is

the reflected signal from a human body that arrives with a time delay At¢. This delay is given by

2d

Vsound

, where d is the distance from the human body and vs.,,q i the speed of sound. Now, the

frequency shift A f between the transmitted and reflected signal is:

:fl_f(]

Tsweep

Af At

When we have multiple reflectors that are at different distances from the receiver, their reflec-
tions translate to different frequency shifts in the signal. An FMCW receiver can extract all these
frequency shifts by performing an Fourier transform over a chirp duration as shown in Fig. The

chirp duration, T,..p, in practice is picked so that the reflections from all points within the desired
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FFT over N chirps

Frequency

Time

Figure 2.4: FMCW Processing in ApneaApp. To extract the minute frequency shifts created by

breathing motion, ApneaApp performs an FFT over an integer number of chirp durations.

operational distance would start arriving before the chirp ends. Since our operational distance is a

meter we pick a chirp duration of 10.75 ms in our implementation.

Challenge: The act of breathing creates minute chest and abdomen motion that can be captured
by monitoring the corresponding bin in the Fourier transform as a function of time. The challenge
however is that breathing movements are minute and create a very small frequency shift. Specif-
ically, a 2 cm breathing displacement creates a 11.7 Hz shift This is problematic because given
our sampling rate and chirp duration, the width of each FFT bin is 93.75 Hz which is much greater
than the frequency shifts created due to breathing.

To address this problem, as shown in Fig. 2.4 the ApneaApp receiver performs a Fourier
transform over N FMCW chirps. This is in contrast to a traditional FMCW receiver that computes
a Fourier transform over the duration of a single FMCW chirp. Such an operation, decreases the
width of each FFT bin by a factor of N. In our implementation we set N to ten which results in
an FFT bin width of 9.37 Hz. This allows us to capture the minute frequency shifts resulting from
the breathing movements. We note that performing an FFT over multiple chirp durations reduces
our ability to track high-frequency movements that occur during these chirps. However, in our

implementation, ten chirps correspond to a very short 107 ms, a duration within which significant

2Given the speed of sound, a 48 kHz sampling rate translates to a resolution of 0.71 cm per sample. Further, a
10.7 ms chirp duration corresponds to 512 samples. With 18-20 kHz FMCW chirps, each sample corresponds to
a 3.9 Hz frequency shift. Thus, a displacement of 0.71 cm translates to a 3.9 Hz change in the frequency domain.
Consequentially, a 2 cm breathing movement creates a 11.7 Hz frequency shift.
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breathing movements are unlikely to occur.

The final question is: how do we compute the distance of the subject from the phone? At a
high level, we start at a distance of zero and search for breathing movements at increasing distance
values up to the maximum distance of one meter. Specifically, we search for breathing movements
in the 58 Fourier bin corresponding to 18 kHz to 18.546 kHzE] In our implementation we reduce
the computation by searching in every alternate FFT bin. To search for these breathing movements
in each FFT bin, we perform another FFT over a 30s duration and search for peaks in the typical

breathing frequencies of 0.2-0.3 Hz.

To summarize, the phone transmits FMCW signals in the 18-20 kHz range with a chirp duration
of 10.7 ms from its speaker. The microphones receive the reflected signals and process them to
track the breathing movements. Specifically, we first find the distance to the human by searching
for a periodic breathing signal starting from the closed distance value to the maximum range of one
meter. Once we find this distance, we track the breathing movements by performing in a shorter
FFT over ten chirp durations and monitor the reflected signals corresponding to the estimated
distance value. Note that the above procedure is repeated every time the user moves their position,
which we identify using the algorithm in sec:sleepestimate. This prevents the need for manually

calibrating the distance between the user and the phone.

We note the following points about our algorithm.

Computational Complexity. Our algorithm requires one 5120-point FFT and between one to twenty
nine 24000-point FFTs to successfully extract the breathing motion. We stop our search at the first

FFT bin that has the breathing movements.

Tracking breathing from multiple subjects. Reflections corresponding to subjects at different dis-
tances arrive with different time delays. Thus they create different frequency shifts with the FMCW
signal. Therefore, to track breathing from two subjects, we modify the above algorithm to continue

its search until it finds two FFT bins with the breathing motion.

3For 18-20 kHz FMCW transmissions, a distance of zero corresponds to the FFT bin for 18-kHz. The operational
distance of 1 m corresponds to a frequency shift of 18.546 Hz.
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Leveraging angle-of-arrival algorithms. One could track breathing movements from equidistant
subjects who are at different angles, by using multiple microphones and implementing angle-of-

arrival algorithms. Evaluating this, however, is not in the scope of this chapter.

FMCW versus pulse-modulated transmissions. Pulse-modulated transmissions use high-amplitude
short pulses and are an alternative to continue-wave FMCW signals. In our experiment, however,
they created low frequency components in the 0-18 kHz range that made them noticeably audible.
FMCW transmissions, on the other hand, have lower-amplitudes and are limited to 18-20 kHz,

making them inaudible for most of the adult population.

2.3.2  Sleep Apnea Detection Algorithm

As described in sec:psg, diagnosing sleep apnea requires estimating the Apnea-Hypopnea Index
(AHI) which is the average rate of apnea events during the sleep duration. This requires computing
the number of central, obstructive, and hypopneas as well the total sleep time. In this section, we

first describe our algorithms to compute the number of apneas and then the total sleep time.

Estimating the Number of Apneas

ApneaApp detects a hypopnea event when the chest motion reduces below a threshold (30%)EI A
central apnea event is detected when the subject holds her breath and as a result the amplitude of
the chest motion signal reduces to zero. Thus, ApneaApp identifies hypopnea when the amplitude
of the breathing motion decreases below the threshold but the periodicity that is expected in a
breathing signal still exists. But to identify central apnea, we couple an amplitude reduction in the
chest motion signal with an absence of the breathing periodicity.

An obstructive apnea event, on the other hand, occurs when there is an obstruction in the
airflow, 1.e., the subject makes a breathing effort but the airflow is obstructed by a tissue overgrowth

in the neck. In a clinical PSG study, obstructive apnea is detected using the nasal pressure sensor

*AASM and Medicare guidelines require the 30% reduction to be accompanied with a 3% and 4% oxygen satu-
ration respectively. However, recent clinical research [134] has shown that the 30% reduction alone can be used for
detecting hypopneas.
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that directly measures the airflow; this, however, is not available in our system. We instead perform
an analysis of the chest motion data that reveals that the subject usually tends to increase her
breathing effort in these scenarios. This results in a clear spike in the amplitude of the chest
motion, as shown in Fig.[2.2(c).

Thus, measuring the amplitude and periodicity in the chest motion signal is critical to detecting
obstructive, central and hypopneas. Note that as shown in Fig. [2.2] the chest motion signal can be
approximated as a periodic sinusoidal wave. Hence the magnitude of the peaks of these sinusoidal
waves represents the amplitude and their peak locations determine their periodicity. Thus, we
design a peak detection algorithm to compute the amplitude and periodicity of the chest motion

signal.

ApneaApp’s peak detection algorithm. Standard peak detection algorithms identify the transition
point at which the signal changes from an increasing to a decreasing trend. In other words, for
every set of three points, if the middle point is the maximum, then it is labeled as a peak. Such
an algorithm, however, would result in a number of erroneous peaks with our chest motion signal.
As an example, Fig. [2.5|plots a typical chest motion signal. Running the standard peak detection
algorithm on this signal results in a number of unintended peaks as shown in the figure. To reduce
the number of such peaks, we introduce two key heuristics.

The first heuristic is to set a threshold on the minimum distance between two consecutive
peaks. In particular, the breathing frequency in an adult human typically varies between 12-18
breaths/min. Thus each breath takes 3.3 s at the maximum frequency of 18 breaths/min. We set a
conservative threshold of three seconds in our implementation.

The second heuristic is to set a threshold on the minimum amplitude at which a peak is detected.
To do this, we first run the above peak detection algorithm with the minimum distance heuristic
on the chest motion data for the first hour to obtain an initial set of peaks. We then compute
the minimum amplitude threshold as fipeaks — 20peakss Where fipeqrs and opeqs are the mean and
standard deviation of the peak amplitudes. Finally, we go back and apply both the amplitude as
well as the minimum distance thresholds on the entire chest motion data for the eight-hour sleep

duration to obtain the actual set of peaks. Fig.[2.5]shows that our peak detection algorithm identifies
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Figure 2.5: Understanding ApneaApp’s peak detection algorithm. Standard peak detection

algorithms identify the transition point at which the signal changes from an increasing trend to a

decreasing trend. Thus, they identify a number of unintended peaks in our chest motion signal.

ApneaApp’s peak detection algorithm, in contrast, uses minimum peak distance and amplitude

heuristics to reduce these unintended peaks.
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the correct peaks.

Central apnea estimation algorithm. We run the peak detection algorithm to identify the lo-
cations of the peaks in the chest motion signal. We then compute the distance between these
consecutive peaks. If this distance is greater than ten seconds, it means that the subject holds her

breath for a non-negligible period of time and hence we declare it as a central apnea event.

Hypopnea estimation algorithm. We again use the peak detection algorithm to detect the peaks.
When the peak values reduce beyond a threshold and still maintain their periodicity, we declare it
as a hypopnea event. To compute this threshold for our sonar data, we perform a linear regression
on the data from a single patient to maximize the hypopnea detection accuracy and identify a

threshold of 38%. We use this threshold for all the patients in our clinical study.

Obstructive apnea estimation algorithm. As described earlier we detect obstructive apnea using
sudden spikes in the chest motion signal. We identify the spikes from the peaks in the signal when
the amplitude in these peaks increases by 50%. Further, if multiple spikes occur within a second
we consider them to be part of a single obstructive apnea event. We note that some of the patients
with periodic limb movement disorder periodically move their limbs. To avoid confusing them

with obstructive apnea, we ignore periodic spikes in the chest motion signal.

Estimating the total sleep time

In a polysomnography test, the EEG sensors are used to measure the brain activity to determine
whether the subject is asleep or awake; this is then used to measure the total sleep time of a subject.
Recent work [[134] has shown that one can use body movements to compute the total sleep time and
the resulting accuracies are acceptable for the purposes of estimating the apnea-hypopnea index.
Thus, ApneaApp measures the total sleep time by identifying the non-breathing body movements
and subtracting their duration from the total experiment time.

To identify these movements, we leverage that when the subject’s body moves, the sonar re-
flections experience large variations that do not have the periodicity of the breathing motion. By

identifying these aperiodic signals that are shown in Fig.[2.6] ApneaApp detects body movements.
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Figure 2.6: Differentiating body movements from breathing. ApneaApp leverages that when
the subject moves her body, the sonar reflections experience large variations that do not have the

periodicity of the breathing motion.

Specifically, we run our peak detection algorithm after disabling the minimum distance heuristic.
We then check if the resulting peaks are aperiodic. To do this, we perform a second order derivative
(difference of the difference) over the peak locations. For periodic breathing motion, this deriva-
tive is close to zero but is higher for aperiodic signals. We use a threshold of five to detect such
aperiodic signals and compute the corresponding body motion durations.

Now, we compute the total sleep time by subtracting the body motion durations from the total
experiment time. We note that if a patient moves twice within a short period, it is likely that she
was awake for the whole duration between the movements. Thus, for the purposes of computing
the sleep time, we combine any body movements that occur within a ten-minute period into a single

awake duration.

2.4 Implementation

We implement ApneaApp as a third party Android app that does not require rooting the smart-
phone. ApneaApp plays frequency-modulated samples on the phone speaker and continuously
record the raw samples from the microphone.

To understand the smartphone capabilities necessary to accurately assess sleep apnea, we ex-
periment with four different Android phones: Samsung Galaxy S4, Samsung Galaxy S5, HTC One,

and Galaxy Nexus. To operate ApneaApp the phone requires the ability to transmit and receive
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Samsung S4 | S5 Galaxy Nexus | HTC One
18-20 kHz Mic Yes Yes Yes Yes
18-20 kHz Speaker Yes Yes Yes Yes
Separated Speaker/Mic Yes Yes No Yes
Apnea Detection Yes Yes No Yes
Breathing Frequency Yes Yes Yes Yes

Table 2.1: Smartphone requirements for ApneaApp. The table shows that accurate apnea de-
tection requires a phone that has a speaker-microphone pair that is not co-located. This is because
a co-located speaker-microphone pair results in unpredictable variations in the amplitude of the
microphone signal. However, monitoring breathing frequency does not require stable amplitude

and hence can work even with co-located speakers and microphones.

audio signals in the 18-20 kHz range from the speaker and microphone respectively. Table. [2.1

shows that all the tested smartphones satisfy this requirement.

Another critical requirement is a stable amplitude at the microphone. This is important since
our algorithm leverages amplitude changes to detect sleep apnea events. Our experiments reveal
that, across all the tested smartphones, when the co-located microphone-speaker pair concurrently
transmit and receive signals, the amplitude at the microphone experiences unpredictable variations.
This happens because of a feedback loop between the co-located microphone and speaker and can

result in sleep apnea misclassifications.

To address this issue, we leverage that many smartphones today come with an additional mi-
crophone that is not co-located with the speaker. Our results show that using this microphone
eliminates any unintended interaction with the phone speaker. This means that smartphones that
do not have this additional microphone, such as the Galaxy Nexus, cannot be used to accurately
detect sleep apnea events with ApneaApp. Note, however, that the measurement of breathing fre-
quency is not affected by this feedback loop and hence ApneaApp can still be used to track the

breathing frequency on Galaxy Nexus phones.
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2.5 Clinical Study

We conducted a clinical sleep study with 37 patients (17 female and 20 male) between ages of
23-93 (mean: 50) for a total of 296 hours and compare the results from ApneaApp with the PSG
study reports. The study was conducted at the sleep laboratory in the UW Medicine Sleep Center

at Harborview.

Participants. The patients who participated in our study were examined by a sleep physician for
common sleep disorders like excessive snoring or daytime fatigue and prescribed to undergo the
in-laboratory polysomnography (PSG) study. The sleep lab is equipped to conduct PSG studies for
a maximum of eleven patients per night; we randomly choose up to five subjects per night for our
study. We do not screen patients based on their gender, race or national origin, but only consider
adults. The patients who participated in our study were not provided any monetary benefits. We
note two key points: First, our participant group included both patients undergoing the regular PSG
study to diagnose sleep apnea as well as those undergoing the CPAP treatment [[115] after being
diagnosed positive for sleep apnea. Second, out of the 38 patients we approached, 37 consented
to participate in our sleep study. Further, there was significant interest amongst them in using a

smartphone instead of the existing PSG procedure to diagnose their sleep illness.

Protocols. In clinical PSG studies, the sleep lab technician assigns each patient to a separate room
furnished with an adjustable king size bed. Each room is also fitted with a camera to get a visual
log of the patient. Polysomnography was performed as follows according to American Academy
of Sleep Medicine criteria: Lectro-encephalographic electrodes were positioned at two frontal (F7,
F8), two central (C3, C4), and two occipital (O1, O2) locations (International 10-20 system of mea-
surement) and were referenced to the contralateral mastoids. Chin electromyogram and right and
left electroculogram electrodes were also applied. Airflow was measured using a nasal pressure
cannula placed in the nose and a thermistor placed in the nose and over the mouth, allowing differ-
entiation between nasal and oral breathing. Chest and abdominal respiratory effort were assessed
by piezo respiratory-effort bands placed around the chest and abdomen, and snoring with a small

microphone sensor placed on the throat just lateral to the trachea (Pro-Tech Services, Inc., Muk-



33

ilteo, WA). Oxygen saturation was measured from the index finger via pulse oximetry (Nellcor,
Pleasanton, CA). Bilateral electromyogram electrodes were placed on the anterior tibialis muscle
to monitor leg movements. After fitting the sensors, the technician performs bio-calibrations by
asking the patient to do specific activities like leg motion, snoring and breathing exercises and

ensure that the sensors are properly attached.

The procedures for our ApneaApp study occur concurrently with existing PSG protocols.
Specifically, as the sleep technician attaches sensors to the patient, the first author places a Sam-
sung Galaxy S4 smartphone running ApneaApp at the other end of the bed. The position and the
orientation of the phone vary across patients depending on their sleep habits. For example, some
patients prefer to surround themselves with pillows in which case the phone is placed behind the
pillows at a farther distance. The distance of the phone from the patient varies between 0.3 and 0.7
meters. We leave the room and return in the morning to collect the smartphones from the sleep lab.
The phone is plugged in throughout the studyE] The above procedures were reviewed and approved

by the UW Human Subjects Division.

Data Processing. The data from the clinical PSG study is sent to a third-party entity that scores the
sensor data and provides the number of central and obstructive apneas, and hypopneas. Currently,
a trained sleep technician manually performs the above scoring process resulting in a minimum
delay of three days to obtain the scored data. Specifically, obstructive apneas, hypopneas, and
central apneas were scored by the technician as follows: Obstructive apneas were defined by at
least a 90% reduction in the pressure-flow signal with corresponding respiratory effort; central
apneas were defined by at least a 90% reduction in pressure-flow signal without respiratory effort;
and hypopneas were defined as a greater than 30% reduction in amplitude in pressure-flow signal

lasting at least 10 seconds with an associated 4% oxygen desaturation.

SA full-charged Samsung Galaxy S4 running ApneaApp lasts around four hours. When plugged in, however, the
phone can simultaneously run ApneaApp and go from a no-charge state to being full-charged in four and a half
hours. Since phones are often left charging during the night, we believe that the latter would be a typical ApneaApp
use case.
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Figure 2.7: Scatter-plots of the Number of Apnea Events. The x-axis and the y-axis show the
number of apnea events estimating by PSG and ApneaApp respectively. The plots show that there

is a high correlation between the number of central, obstructive and hypopnea events identified by

PSG and ApneaApp.
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2.5.1 Sleep Apnea Detection Accuracy

The key metric used for sleep apnea diagnosis is the Apnea-Hypopnea Index (AHI), which rep-
resents the average rate at which apnea and hypopnea events occur during the sleep duration. To
compute this, we need to estimate the number of central, obstructive and hypopnea events as well
as the total sleep time. In this section, we evaluate ApneaApp’s effectiveness in estimating these

parameters.

Accuracy of apnea events. First we examine ApneaApp’s effectiveness in computing the number
of central apnea, hypopnea, and obstructive apnea events. We compare the number of apnea events
computed by our algorithm with the baseline numbers provided by the PSG study. Figs. (a)-(c)
show the scatter plots for central, obstructive and hypopnea events. The 45-degree line denotes the
ideal scenario when our estimates match the baseline.

The plots show that the number of apnea events detected by ApneaApp is highly correlated with
the PSG test. Specifically, the interclass correlation coefficient (ICCﬁ between ApneaApp and PSG
is 0.9957, 0.9533 and 0.9860 for central apnea, hypopnea and obstructive apnea respectively. We

further note the following.

Amongst the apneas, the number of central apnea events computed by ApneaApp has the highest
correlation (ICC=0.9957). This is because a central apnea event is detected as the absence of chest

motion; this can be done accurately using the algorithm in sec:apneaalgo.

The number of hypopneas has a lower correlation coefficient (ICC=0.9533). The key reason for
this is that hypopneas are detected when the amplitude of the breathing motion reduces by more
than a threshold. Thus, small errors near this threshold can result in misclassifications. We note
that in the PSG study, the technicians mark the hypopnea events manually by ball parking the

30% threshold; this introduces a number of misclassified hypopnea events in the ground truth data

®ICC is a standard statistic used in the sleep literature for quantifying the effectiveness of two procedures (in our
case, PSG and ApneaApp) to produce correlated observations across a range of values [[134]. ICC is also a more
appropriate metric for us compared to recall accuracy: missing one of four apnea events results in a low recall
accuracy of 75%. This however does not capture the system-level performance since for a eight-hour duration, the
resulting AHI error is only 0.125.
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False Positives | False Negatives

0.0023% (52 0.0336% (150

26070 281

Table 2.2: Detecting Body Motion. ApneaApp detects body motion using abrupt changes to the
periodicity of breathing movements. We use the body motion sensors from the PSG study as our
ground truth. The table shows that we can accurately detect body movements without any sensor

instrumentation of the human body.

itself. We also note that the error due to the lack of oxygen desaturation information in the case of

ApneaApp was negligible.

ApneaApp can accurately compute the number of obstructive apneas by monitoring the chest
movements alone (ICC =0.9860), without a nasal pressure transducer that can directly monitor
air flow. Analyzing the misclassifications further reveals that ApneaApp misses obstructive apnea
events where the airflow is obstructed for a very small duration (10-15s). This is expected because
such events might result in less noticeable changes in the breathing effort/movements but would be

noticeable at the nasal pressure transducer signal used in the PSG test.

Body Movements and sleep time estimation. To compute AHI, we need to measure the total
sleep time. In the clinical PSG study, the staging step in the scoring process calculates the total
sleep time using the brain activity (EEG) information. Since ApneaApp does not have the brain
activity data, it measures the sleep time indirectly using body movements: the absence of body
movements is used as an indicator that the patient is asleep. We evaluate ApneaApp’s accuracy

first in detecting non-breathing body movements and then in estimating the sleep time.

(i) Body Motion Detection Accuracy. ApneaApp detects non-breathing body movements using
abrupt changes in the periodicity of the breathing movements (see sec:sleepestimate). To evaluate
this, we use the body motion sensor data from the PSG study as the ground truth. Every 30 second
epoch in the PSG data is annotated with the movement information; we consider each of these

epochs as an event. We count a false positive when a body movement is detected by ApneaApp in
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the absence of one and a false negative when ApneaApp does not detect a body movement that is
present in the PSG data.

Table. [2.2] shows the number of false positive and false negatives across the 37 patients. The
results show that ApneaApp can accurately detect 1238 of the 1281 body movement epochs. Fur-
ther, ApneaApp misclassifies only 59 epochs as body movements across all the 37 patients. This
is expected because body movements create significant changes to the reflected signal and hence
can be easily distinguished from breathing movements. Thus we conclude that ApneaApp can

accurately detect body movements without the need for placing sensors on the human body.

(ii) Sleep Time Estimation Accuracy. ApneaApp computes sleep time by subtracting the total
duration of body movements from the total experiment time. Next, we evaluate how well this
correlates with the sleep time computed in the PSG study using the brain activity (EEG sensors).
Fig. plots the total sleep time computed from both ApneaApp and the EEG sensor data across
the 37 subjects. The plot shows that the mean and median sleep time error is 36 and 27 mins
respectively. Further, ApneaApp overestimates the sleep time by an hour for six patients. This
happens because these patients woke up in the middle of the night and lie on the bed without
frequent movements, while trying to fall asleep. The brain activity during this period is high but
there is little to no frequent motion. This is a fundamental limitation of estimating the total sleep
time without access to the brain activity data. However, as we will see next, ApneaApp’s sleep

time accuracies are acceptable for diagnosing sleep apnea.

Accuracy of AHI estimation. Finally, we evaluate how well ApneaApp can compute the apnea-

hypopnea index and diagnose sleep apnea. The results are as follows:

e Fig. plots a scatter plot of the AHI values computed by ApneaApp versus PSG for the
37 patients. The figure shows that the AHI values are highly correlated between ApneaApp
and PSG with an interclass correlation coefficient of 0.9816. Further, the average error in
computing AHI is 1.9 events/hr. Larger errors tend to happen at higher AHI values where the
diagnosis is fortunately more tolerant to large errors, i.e., the diagnosis is the same whether

the AHI is 40 or 50.
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Figure 2.8: Sleep time Estimation Error. We compare the sleep time estimated using body move-
ments (ApneaApp) and brain activity (EEG data). The mean and median error is 36 and 27 mins.
ApneaApp tends to overestimate the sleep time for patients who wake up and lie on the bed with-
out any movements while trying to fall asleep. ApneaApp’s sleep time accuracies are however
sufficient for the purposes of diagnosing sleep apnea. We also note that in practice patients could
provide direct feedback about these unusually long awake periods to improve our estimation fur-

ther.

e Fig. shows the confusion matrix of the sleep apnea levels diagnosed by ApneaApp with
thresholds of 5, 15, and 30. The table shows that ApneaApp diagnoses the sleep apnea level
accurately for 32 out of 37 patients. The five misclassifications are between the no-apnea
and mild-apnea diagnosis. Specifically, four patients who have mild-apnea are diagnosed by
ApneaApp as having no apnea while one patient with no-apnea is diagnosed as having mild

sleep apnea.

e For four of the five misclassified patients, the AHI values are in the 4.5-5.5 range centered
at the threshold between no-apnea and mild-apnea. These boundary cases are handled sepa-
rately by physicians depending on the patient preferences, symptoms, and insurance, effec-

tively reducing the number of misclassifications to one.



39

AHI <5
(No Apnea)

5<=AHI<15
(Mild)

15<=AHI<30
(Medium)

Detected Apnea Level

AHI >= 30
(Severe)

] \} 0 0
22N (N 25 P
SN \ N
?13‘ v.Qo L/,Vx\%& Lg?%\,@\‘ ?x\\ e\\eu‘z
NI &

Actual Apnea Level

Figure 2.9: Confusion Matrix of the Sleep Apnea Levels. We accurately classifies 32 out of 37
patients between four sleep apnea levels. The five misclassifications occur between no-apnea and
mild-apnea; four of them happen right at the boundary between the two levels with an error less
than 1 event/hr. These boundary cases are handled separately by physicians depending on the pa-
tient preferences, symptoms, and insurance, effectively reducing the number of misclassifications

to one.
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Figure 2.10: Scatter-plot of the AHI Values. The mean error in the AHI values computed between
PSG and ApneaApp is 1.9. Larger errors typically happen at higher AHIs where the diagnosis is

fortunately more tolerant to large error, i.e., the diagnosis is the same whether the AHI is 40 or 50.
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2.6 Microbenchmarks

We run experiments with five participants (ages 24-25) in a home bedroom environment to eval-
uate the effects of various parameters such as orientation, position and distance. The bedroom
1s next to a major street with significant foot and vehicular traffic. Since we cannot imitate the
sleep apnea events where the chest motion experiences amplitude variations, in these set of exper-
iments we use the coarse-grained breathing frequency as a proxy to understand the effects of the
various parameters. To obtain the ground truth data for the breathing frequency, we use a Vernier

respiratory belt worn at the abdomen level.

2.6.1 Effect of Phone Distance, Orientation and Position

We first evaluate the effect of the phone distance, orientation and position on the breathing fre-

quency accuracies.

Effect of the phone’s distance. We place the phone on the left side of the subject sleeping in the
supine position. In each trial, we monitor the breathing frequency over a three-minute duration
after which the subject is asked to get out of the bed. For each distance value, we perform five
trials for a total of ten minutes per location. We measure the accuracy of the breathing frequency
estimated by ApneaApp versus the Vernier respiratory belt and plot the results in Fig. 2.11] The

figure shows that:

e The breathing frequency accuracy is as high as 99.90% at distances up to one meter. We note
that these accuracies are much higher than those observed for sleep apnea. This is because,
as described in sec:imp, the breathing frequency on the phone is relatively stable compared

to the amplitude variations that are necessary for detecting sleep apnea events.

e As the distance increases beyond a meter the accuracies decrease. This is because the
strength of the reflections due to breathing reduces with distance, making the breathing signal

noisy. The one-meter range is, however large enough to enable contactless breath monitoring
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that is non-intrusive, as demonstrated in our clinical study. It also limits the negative effects

of environmental changes farther away than a meter on ApneaApp’s accuracies.

e The accuracies are unaffected by audible noise in the environment from the vehicular and
foot traffic on the street. Introducing human conversations in the vicinity of the experiments
also does not affect these accuracies. This is because, we use a high-pass filter to filter out

audible signals below 18 kHz.

Effect of the phone’s orientation. We place the phone 20 cm away and to the left of the subject. We
then rotate the phone and compute the accuracies for each phone orientation. As before, for each
trial, we perform five experiments for a total of 10 minutes per phone orientation. Fig. plots
the results as a function of the phone’s orientation. We observe that the accuracies remain high,

demonstrating that during ApneaApp’s operation we do not need to fix the phone orientation.

Effect of the phone’s position. Next, we experiment with the phone at different positions around
the subject. Specifically we place the phone is four different positions — near the head, near the
legs, and two positions to the left — along a semicircle of radius 40 cm centered at the subject

as shown in Fig.[2.12] Fig.[2.11| shows that the accuracies are high when the phone is in the left

positions and slightly lower when placed near the head and the feet. This is because in the latter
positions, the head and the leg effectively block the chest/abdomen motion. We however note that

the maximum error is less than 0.13 breaths per minute across all the phone positions.

2.6.2 Effect of Sleeping Position and Blankets

Next, we evaluate the accuracies for different sleeping positions and in the presence of blankets.

Effect of the subject’s sleeping position. We consider four different sleeping positions: supine (on
the back), prone (on the abdomen), lying on the left, and the right. We place the smartphone at a
distance of 20 cm to the left of the subjects and measure the breathing rate accuracies. As before,
for each sleep position we monitor the breathing rate over chunks of two minutes for a total of ten

minutes. Fig. 2.13] shows that the average residual error is below 0.16 breaths per minute across
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a subject sleeping in the supine position.
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Figure 2.12: The various phone positions used for the results in Fig.[2.11. We experiment with

four different positions along a semicircle centered at the subject.

all the sleeping positions. We note that the accuracy is lower when the patient is lying with her
face down (prone). In this position, we noticed that both the signals from the Vernier belt and
ApneaApp experience a larger variation. We however note that our clinical study tracks the chest

movements throughout the sleep duration where the patient’s sleeping position was not controlled.

Effect of Blankets. We measure the breathing frequency accuracy for various blanket thicknesses.
The subjects are asked to sleep in the supine position and the phone is placed left of the subject
at a distance of 40 cm. We use four blankets with thicknesses varying from 2-5 cm. Fig. 2.13]
shows that the accuracies are not noticeably degraded by the use of blankets. This demonstrates
that ApneaApp is well suited for the sleep environment, which is further validated by our clinical

study where all the patients used blankets.

2.6.3 Breathing Signals from Multiple Subjects

As discussed in subsec:sonar, the sonar reflections from multiple subject arrive at different times
at the microphone. Thus, ApneaApp can simultaneously track breathing movements from more
than one subject. To evaluate this, we monitor the breathing rate from two subjects sleeping in

the supine position on the bed. Both the subjects where fitted with the Vernier respiratory strap to
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record the ground truth. The phone was placed at one side of the bed at a distance of 20 cm from
the first subject. We increase the distance between the two subjects at intervals of 20 cm starting
at the minimum distance of 20 cm where the two subjects could sleep without overlapping. As
before, we repeat the experiments over five trials for a total of 15 minutes at each distance value.
Fig. [2.13] plots the accuracies for the two subjects as a function of the distance between them.
The plots show that ApneaApp can accurately distinguish between breathing signals of subjects
even when they are as close as 20 cm from each other. This is expected, because as described
in subsec:sonar, our FMCW transmissions can be used to resolve reflections with a greater reso-
lution than 20 cm. The key point, however, is that we can identify and track the breathing signals

from more than one subject — a capability that is important for use in the home environment.

2.6.4 Evaluating ApneaApp’s Audibility

ApneaApp transmits FMCW audio signals in the 18-20 kHz range. To evaluate the audibility of
these signals, we ran ApneaApp with 144 subjects: 37 of whom were sleep apnea patients who
took part in our clinical study, 50 additional sleep apnea patients not part of our clinical study, and
57 healthy undergraduate subjects who are seniors in the UW CSE department.

None of the 87 sleep patients reported any audible sounds from the phone. Further, the 37 pa-
tients who took part in our clinical study had no audibility issues for the eight-hour sleep duration.
One of the undergraduates could hear faint sounds when the phone was placed next to his ear and
a second undergraduate reported hearing a sound similar to TV static at distances of up to one
meter. However 55 of the 57 undergraduate students reported no audible sounds from the phone
even when placed right next to the ear. This shows that ApneaApp is inaudible for most adults,

which is the target population for ApneaApp.

2.7 Limitations and Future Directions

We discuss the limitations of our system as well as various opportunities to improve it.

Increasing the AHI estimation accuracies. We design ApneaApp to operate in a home setting
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without the need for instrumenting the users with sensors. We note however that a clinical PSG
test uses a number of sensors that provide physiological information that is not available in our
current design. For example, EEG sensors provide the brain activity data that helps accurately find
different sleep stages (REM, non-REM, and awake). One could imagine analyzing fine-grained
changes in the sonar reflections to find correlations with the sleep stages. Specifically, we plan to
explore correlations between physiological parameters such as breathing rate and motion with the

various sleep stages.

Similarly, since the PSG test uses cameras to produce a visual log of the patient, the report also
summarizes the patient’s sleeping position and the corresponding number of sleep apnea events.
We plan to explore the feasibility of using accelerometers to predict these sleeping positions. An-
other direction is to augment the chest movements from our system with audible audio signals
including snoring and evaluate the resulting accuracy improvements. Supplementing our system
with these capabilities can improve our accuracies and also provide additional diagnostic informa-

tion.

Detecting other respiratory-related events. In addition to diagnosing sleep apnea, a PSG test is
also used to detect other events such as the respiratory-effort related-arousals (RERAs). These are
arousals in the sleep that do not meet the definition of apnea and hypopnea events. A direction
worth exploring is to leverage our sonar design with other smartphone sensors to detect these non-

sleep apnea conditions.

Extracting other physiological information. In this chapter, we focus on extracting the minute
chest and abdomen movements due to breathing. We note however that in principle our sonar
design can also be used to extract the heart rate without requiring contact with the human body.
Prior RF-based radar systems have demonstrated the feasibility of extracting heart rate from radio
signals with Gigahertz of bandwidth. While heart rate is not necessary for sleep apnea diagnosis,
we plan to use narrowband sonar transmissions on a smartphone and enable contactless heart rate

detection, with the goal of better understanding the sleep architecture [[1735]].
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2.8 Discussion

This chapter presents a contactless solution that detects sleep apnea events on smartphones. To
achieve this, we introduced a novel technique that can track chest and abdomen movements due
to breathing on smartphones using FMCW sonar transmissions. We designed algorithms to detect
central apnea, obstructive apnea, and hypopnea as well as estimate the total sleep time by analyzing
the FMCW reflections from the human body. Compared to existing wellness systems that track
sleep, ApneaApp detects the specific apnea events and computes the AHI index similar to the
clinical standard polysomnography process. Hence it can generate the report that can be examined
by a sleep physician. Further, the polysomnography process has a high variance as the subject is
asked to sleep in an unfamiliar controlled environment and the results are based on a single night.
ApneaApp has the potential to reduce this variance as it can be easily run at home for multiple days
in the subject’s smartphone.

Further, the breathing motion signal is a key physiological signal that is closely monitored to
diagnose other conditions in addition to sleep apnea. For example, the breathing signal detection
module in apneaapp can be used in baby monitors to avoid Sudden Infant Death Syndrome (SIDS).

It can also be used to diagnose Chronic Obstructive Pulmonary Disease (COPD).
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Chapter 3

OPIOID OVERDOSE DETECTION USING SMARTPHONES

Fatal opioid overdose remains a public health epidemic in the United States [195, 102,136,167,
1814 174]]. Each day, 115 Americans die from opioid overdose and data from the Centers for Disease
Control and Prevention (CDC) indicate the epidemic is worsening [153} 30, [180]. Unlike many
life-threatening medical emergencies, opioid toxicity is readily reversed with rapid identification
and administration of the overdose antidote naloxone or supportive respiratory care [167, 156,
182, [78]]. Thus, a fundamental challenge of fatal opioid overdose events is that victims die alone
or among untrained or impaired bystanders, in each case with no or insufficiently timely diagnosis
and treatment [S9]. To help connect potential overdose victims with widely available life-saving
interventions, we developed algorithms for commodity smartphones that unobtrusively recognize
opioid overdose by its physiologic precursors. Our system converts the phone into a short-range
active sonar system, using frequency shifts to identify respiratory depression, apnea and gross
motor movements associated with acute opioid toxicity. By creating overdose detection algorithms
that can be deployed on devices most high risk individuals already own [1235} [122]], we hope to
provide a harm reduction system that can automatically connect with naloxone-equipped friends

and family or EMS to help prevent fatal overdose events [46) 75]].

A mobile system that can detect opioid overdose precursors and events in real-time does not
currently exist due to both design and validation challenges. Existing, human-based approaches to
overdose diagnosis rely on medical grade equipment or trained recognition of diagnostic signs of
opioid toxicity [49,[71},[77,139,181]. Achieving similar sensing capabilities on smartphones, without
the need for medical grade equipment, is challenging since it requires tracking physiological pa-
rameters without being intrusive and violating privacy [60,76]. In addition, validating the efficacy

of any opioid toxicity system requires access to patients and data while high risk opioid use occurs,
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which is difficult because this can represent a medically life-threatening situation. We overcome
these challenges with an active sonar-based monitoring solution, leveraging access to two unique
environments where people routinely experience overdose respiratory physiology without harm:
(1) a legally sanctioned supervised injection facility (SIF), where people self-inject previously ob-
tained illicit opioids under medical supervision and (2) the operating room (OR), during routine

induction of general anesthesia.

3.1 System Design

This session describes a contactless smartphone-based system that matches the performance of
an invasive respiratory impedance monitor in identifying 3 critical overdose precursors: opioid-
induced respiratory depression, central apnea and simulated overdose events [87, 49, [1]. The sys-
tem works by placing the phone within 1 meter of the subject as it monitors them during the
post-injection period, the highest risk time for a fatal overdose event and the period when a victim
would most benefit from rapid identification and resuscitation.

All participants provided informed consent and the studies were approved by the University
of Washington Institutional Review Board, the University of British Columbia Office of Research
Ethics and the Vancouver Coastal Health (VCH) Ethics Services (VCH operates the supervised

injection facility, InSite).

3.1.1 Active sonar detection of breathing signals

Our design transmits frequency modulated continuous wave (FMCW) signals and analyses the
frequency shifts resulting from human motion. The frequency shift, from which the respiratory
rate is derived, was determined by performing a fast Fourier transform (FFT). We chose a FMCW
chirp period of 10 ms, which gives a frequency resolution of 100 Hz. The unique challenge with
opioids acting on the central nervous system is that breathing motion can be severely depressed.
For our FMCW signal with a 4 kHz bandwidth this minute motion can translate to a frequency shift

less than 8.33 Hz. To extract this, we perform an FFT over 15 consecutive chirps which linearly
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Fig. 1. Converting a smartphone into an active sonar monitoring system. (A) The
smartphone’s speaker transmits an inaudible, custom frequency modulated continuous waveform
(FMCW) signal, which is reflected by the subject and recorded using the smartphone’s microphone.
(B) The reflections arrive at time delays At¢; and At, during inhalation and exhalation; the changes
translate to unique frequency shifts Af; and Af.. (C) The frequency shifts can be estimated by
taking a fast Fourier transform (FFT) over 15 chirps; the breathing signal is found in a frequency
bin corresponding to the subject’s distance from the smartphone. Motion in the environment from

a different distance would appear at a different frequency bin and hence can be separated.
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increases the frequency resolution to 6.66 Hz and thus captures even severely depressed breathing
motion, down to a chest movement of 0.7 cm. By taking an FFT over 15 chirps, any high frequency
motion within this duration is averaged and hence lost. However, since the average breathing rate
of human subjects is less than 20 breaths per minute, which is a relatively low frequency motion,
no significant breathing motion is lost within the 150 ms FFT duration.

To extract the breathing signal, the algorithm first estimates the distance of the person’s chest
from the smartphone over time. As described previously, the breathing signal is present in a unique
frequency bin corresponding to this distance. To identify this bin, we examine the FFT bins corre-
sponding to the frequency of the custom acoustic chirp (i.e., 18-22 kHz). The algorithm starts by
looking from the 18 kHz bin (corresponding to distance zero) and proceeds to 18.320 kHz (corre-
sponding to a distance of one meter). For each bin, it examines changes in the power value over a
duration of 30 seconds by performing a second FFT over it. If a peak between 0.5 to 0.7 Hz (the
typical breathing frequency of a human) is observed, then that bin corresponds to the breathing
signal. Therefore, the second FFT occurs until the bin that corresponds to the breathing signal
is found. In the worst-case scenario, the system may iterate through 48 bins before isolating the
breathing signal. Once found, the signal recurs within the same bin as long as the subject remains
in place. However, when a subject moves significantly, the bin corresponding to the distance has
a motion signal instead of a breathing signal. In this scenario, the system re-initiates the search
for the new bin containing the breathing signal. In particular, if the distance of the subject from
the smartphone changes, we estimate the new distance by computing the bin corresponding to the

breathing signal after the motion.

3.1.2 Detecting opioid-induced depressed breathing

Breathing motion is diminished when people use opioids, which makes peak detection difficult.
Moreover, in the setting of opioid-induced diminished breathing, a small amplitude motion can
add noise to the breathing signal and thus cause errors in peak count estimation. Further, subjects
may use opioids multiple times over the course of a day and thus may have a depressed breathing

signal at the initiation of another use event. To overcome this, we make two changes to the peak
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detection algorithm. First, to remove any small motion noise, we run the data through a bandpass
decimating Cascaded Integrated Comb filter. The filter removes any motion noise higher than a
frequency of 1 Hz and also decimates the signal by a factor of two. Second, we collect a baseline
breathing signal for a duration of one minute prior to the self-injection event. From the baseline
collection period, the algorithm calculates the subject’s average peak amplitude, peak prominence
and average peak distance. These parameters are used to identify the peaks during post-injection
monitoring. For the baseline signal, the algorithm leverages the periodicity of the breathing signal
and the frequency limits of the breathing signal (less than 20 breaths/min) to estimate breathing
peak parameters. Specifically, only peaks that are separated by a minimum of 20 samples (corre-
sponding to a maximum breathing rate of 20 breaths/minute) are considered. During post injection
monitoring we combine this condition along with the average peak parameters that we estimated in
the first step. Peaks separated by a minimum of 20 samples that have an amplitude of at least 50%
of the baseline and 30% of the peak prominence are classified as breathing peaks. If the number
of peaks is less than or equal to 7, the epoch is marked as a respiratory depression event. If the
distance between the peaks is greater than 10 seconds, we mark a central apnea event. If the num-
ber of breaths in the epoch is at least greater than 3, we update peak amplitude, peak prominence
and distance values with the combined average of new peak values. Further, during our training
periods, we noticed that people occasionally take deep breaths that have much higher amplitude
than the rest of the peaks in an epoch. If a specific peak value is twice as great as the average peak

values, the system does not use that peak value in average peak parameter computations.

3.1.3 Differentiating breathing from motion

Subjects using opioids may move their heads or hands, which are motions that can affect the time
delay of the echo. Since subjects’ faces and hands are closer to their chests and are approximately
at the same distance from the smartphone, the change caused by these motions can be added to the
breathing signal in its frequency bin during the primary algorithm’s FFT operation. Moreover, this
motion has higher amplitude compared to the more subdued breathing motion and can overpower

the breathing signal, making it difficult to extract the breathing motion. While normally such
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motion noise would be problematic, the presence of motion provides additional information about
the subject. Specifically, sustained motion indicates that the subject is active and not overdosed.
Similarly, motion that is followed by breathing indicates that the subject is active and thus not
overdosed. On the other hand, motion within the operational range that is followed by an absence
of breathing likely indicates an overdose scenario. Hence, we modify the algorithm to differentiate
between a signal corresponding to periodic, low-frequency breathing motion and one that belongs
to high frequency body motion, which is aperiodic and high amplitude. We identify this by looking
at the peaks in the second FFT operation of the 30-second signal corresponding to each bin. If the
peaks have higher frequencies and an amplitude at least twice that of the breathing frequency
peaks, then the instance is classified as a motion epoch. If the motion is absent or present only for
a few seconds, the algorithm considers it to be a breathing signal and processes it to identify the

respiration rate.

3.1.4 Distance recalibration

When we encounter a motion epoch, the distance of the subject with respect to the smartphone
can change. Hence after every motion epoch we need to run the recalibration step to detect the
new frequency bin that corresponds to the new distance of the subject from the smartphone. When
we encounter the first motion epoch, we set the motion bit to 1 and examine the next epochs. For
subsequent epochs, we search all the nearby FFT bins until we detect the bin that has the breathing
signal. We then use this new bin for the next set of epochs until we see the next motion epoch.
For the first breathing epoch after the motion epoch, we update the peak parameter values to the
average values of the new epoch corresponding to the new distance of the subject.

To review, we first filter the recorded signal using a high pass filter to remove audible environ-
mental noise. We then split the data into 30-second epochs and run the distance estimation step
described above on the first epoch to identify the bin that contains the breathing signal. We estimate
average breathing peak amplitude, peak distance and average peak prominence for this epoch. For
subsequent epochs, we check the same frequency bin in the distance estimation algorithm. If it

contains the breathing signal, we use the previously estimated amplitude and prominence values to
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determine the breathing peaks in this epoch and subsequently update them with the new peaks of
the current epoch. This continues until the bin contains a motion signal instead of breathing sig-
nal. If the subsequent epoch does not contain the breathing signal and instead contains the motion
signal (high amplitudes, more peaks), we mark it as a motion epoch and run the recalibration step

for the subsequent epochs until we find the new breathing signal.

3.1.5 Suppressing environmental motion

High-risk opioid use is commonly done with others, which introduces another source of potential
interference [61, [170]. In fact, in the SIF environment, there are routinely several people around;
there is talking, overhead music playing and occasionally personal dogs present. Thus, another
potential source of interference is the breathing and motion of those other than the subject. In this
case, the interfering subject’s breathing or motion may change the received echoes at the smart-
phone. However, since the interfering subject(s) will mostly be located at different distances with
respect to the smartphone, their breathing motions (as determined by the primary FFT operation)
would occur at different frequency bins than that of the subject of interest. Assuming that the
smartphone is closest to the intended subject, viz., within one meter, the first frequency bin con-
taining the breathing signal likely corresponds to the breathing motion of the intended subject. The
algorithm therefore filters out any breathing detected at farther distances. This is an advantage of

using FMCW since it separate echoes as a function of distance from the smartphone.

3.1.6  Computational complexity

In the worst case, our algorithm performs 54 FFT computations per second and one linear peak
estimation algorithm. Such operations can each be computed within a few milliseconds on an off-
the-shelf smartphone [2| 3]]. This delay is within the expected human response time (for visual
overdose identification) of a few seconds. Finally, based on the duration of high-risk opioid self-
injection events, we expect the application to run typically for less than 45 minutes per day and not

more than 15 minutes per event. The algorithm’s computations along with the sensor data collec-



55

A Baseline breathing Post injection
measurement: 1 min monitoring: 5 min

e }

Prepare illicit
opioids, injection

equipment.
B C
Reference standard Reference standard
RD{+) RD(-) CAE(+) CAE(-)
; 47

Algorithm RO 41 5 Algorithm  CAE(+) 2

RD(-) 6 42 CAE(-) 1 44
Sensitivity 87.2% (95% Cl, 74.2-95.1%) Sensitivity 95.9% (95% Cl, 86.0-99.5%)
Specificity 89.3% (95% Cl, 76.9-96.4%) Specificity 97.7% (95% Cl, 88.2-99.9%)
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conducted in the supervised injection facility.(B-C) Sensitivity and specificity for respiratory

depression (RD) and central apnea events (CAE).

tion consumes 6-18% of a phone’s battery power for this duration. In addition, most fatal overdose
events occur within a private residence, hotel or motel [94]], which should have an available power

source.

3.2 System Evaluation

3.3 Vancouver Supervised Injection Facility (SIF)

We first report data of our system deployment in Vancouver, British Columbia, within an approved
supervised injection facility (see Figure 3). While our primary target is people who use opioids
when alone (the demographic at highest risk for fatal overdose), we choose the SIF environment
because it facilitates safe, real-world testing and algorithm development based on actual opioid
self-injection events. Acute, life-threatening overdose events requiring medical intervention still
remain relatively uncommon in this environment, occurring in less than 1% of opioid use events

(approximately 500 supervised injections occur per day in the facility) [108]. Therefore our pri-
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mary outcomes of interest were post-injection central apnea (cessation of breathing for 10 seconds
or more) [[1]] and opioid-induced respiratory depression (respiratory rate <7 breath/minute) [4, 64],

both of which are necessary precursors to lethal opioid intoxication events.

3.3.1 Participants

All injection opioid users who utilize the SIF, were over 18 years old, and had capacity to provide
informed consent (as determined by Insite staff), were eligible for study inclusion. Opioid users
under age 18 and impaired users were not eligible (per SIF protocol, severely impaired users are
assisted and unable to use the facility). Potential participants were identified at the time they
checked into the SIF for the purposes of supervised opioid self-injection, and approached by a
research assistant for informed consent. Participants were approached consecutively following

check-in into the facility. Participants were given a $5 coffee card for participation.

3.3.2 Measures

We compute the breathing rate in order to identify central apnea occurrences respiratory depres-
sion, both of which can indicate or precede a fatal opioid overdose. We define a breathing rate of <
7 breaths/min to be a respiratory depression event; the absence of breathing for 10 seconds or more
to be an opioid-induced central apnea event. We chose a respiratory rate of < 7 breaths per minute
because the Agency for Healthcare Research and Quality (AHRQ) finds this rate sufficiently dan-
gerous to recommend as a trigger for a hospital’s Rapid Response System [4), |64]]. The Food and
Drug Administration (FDA) defines an apnea event as cessation of breathing for 10 seconds or

more and requires FDA-approved apnea devices to detect this threshold [[1].

3.3.3 Protocol

Clients who consented obtained sterile injecting equipment per routine and were assigned to a mon-
itored injection stall (see Fig. S3A) and were asked to prepare their drugs as they normally would.

Monitored stalls were equipped with a study smartphone on the tabletop. All subjects, regardless
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of participation, received standard clinical monitoring by the SIF clinical staff according to insti-
tutional protocols. Post-injection overdose detection by staff was defined by standard institutional
triggers listed in Extended Data Table 1. Of note, staff monitoring relies on visual monitoring for

acute clinical distress and does not involve active respiratory monitoring equipment.

Once participants had prepared their equipment and drugs, the participant was fitted with a
respiratory impedance monitor for reference standard monitoring (see Fig. S3B). Then the par-
ticipants were asked to remain seated and breathe normally for one minute to establish a baseline
respiratory rate. The smartphone, placed within one meter of the participant on the injection stall
table, began respiratory monitoring at the initiation of the one minute baseline measurement (see
Fig. S3C). Participants then self-injected opioids and monitoring continued for five minutes. We
chose five minutes because this represents the critical period when an acute overdose would occur;
from a pharmacology perspective, fentanyl reaches a peak plasma concentration within 3-5 minutes
and more than 80% of the injected dose leaves the plasma by five minutes [139]]. If an overdose
event occurred, or a patient was in a physiologic state sufficiently concerning that a trained medi-
cal staff member walked over to check on a patient, it was recorded by the research assistant and

counted as an intervention event.

We also examined the baseline and post-injection nadir respiratory rate of participants (see
Fig. S4). Not unexpectedly, most participants experienced a decrement in breathing rate follow-
ing opioid self-injection. We did not observe meaningful differences in post-injection breathing
rate decrements based on what users reported they were injecting. Heroin users had a mean post-
injection nadir decrease of 4.5 £ 3.2 breaths/minute; fentanyl users, a mean decrement of 3.7 £
3.1 breaths/minute; hydromorphone/morphine users, a mean decrement 2.5 £ 2.4 breaths/minute.
In this environment we were unable to account for unmeasured variability in substance purity,
dosage or tolerance-related physiologic response. Towards that end, a recent report identified ap-
proximately 93% of seized heroin contained fentanyl or fentanyl analogues in Vancouver, British

Columbia [5]].
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Figure 3.1: Distribution of observed central apnea events in the supervised injection facility.
(A) Histogram of central apnea events per participant. (B) Histogram of the duration of the central

apnea events identified by our system.

3.3.4 Results

We recruited participants over 209 self-injection instances (194 unique participants): 115 injection
events were used as a development set and 94 were used as an evaluation set to measure algorithm
performance. Results from the evaluation set are presented here. The average age was 43 + 11.0
years; the average height and weight were 178 4= 8.3 cm and 77 £ 12.4 kg, respectively. Sixty-
four participants (68%) reported using heroin; 19% reported using fentanyl; 13% reported using
morphine or hydromorphone. Following injection, 47 participants (50%) experienced clinically
significant respiratory depression; 49 participants (52%) experienced at least one post-injection
central apnea event; 8 participants (8.5%) had a manual intervention by clinical staff, of which
2 participants (2.3%) experienced an overdose event requiring clinical resuscitation (i.e., oxygen,
bag-mask ventilation and/or naloxone therapy). Both overdosed participants were successfully
resuscitated by the clinical staff without issue. Across the 209 self-injection events, no participants
heard the FMCW acoustic signals emitted from the phone. Further, during the act of illicit opioid
self-injection, we note that people generally did not wear restrictive clothing (e.g., bulky jackets)

because it complicates obtaining venous access.

The system had strong performance detecting post-injection central apnea events and respira-
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Figure 3.2: Measurement of simulated overdose events in the operating room. (A) The phone
is placed within 1 meter of the patient on a surgical (Mayo) stand. A respiratory impedance mon-
itor is fit around the patient’s chest to measure the true respiratory rate and apnea status. Healthy
patients wearing all standard operating room monitors have general anesthesia induced. (B) Com-
parison of time to detection of simulated overdose, based on algorithm-identified respiratory failure

onset, smartphone vs. real-time detection by the reference standard.

tory depression, compared to the reference standard (Figure 4 C,D). It had 95.9% (95% CI, 86.0%
- 99.5%) sensitivity for identifying post-injection central apnea events (cessation of breathing for
10 seconds or longer) and specificity of 97.7% (95% Cl, 88.2% - 99.9%). The system had 87.2%
(95% CI, 74.2% - 95.1%) sensitivity for identifying post-injection respiratory depression (respira-
tory rate <7 breaths/minute) and 89.3% (95% CI, 76.9% - 96.4%) specificity (see Figure 4 A,B).

Figure [3.1] shows the distribution of the number of central apnea events per participant, as
identified by our system. Forty-eight percent of the participants had no central apnea events, all
of whom required no intervention. Among those who experienced a post-injection central apnea
event, 71% had 1-2 central apnea events during the 5 minute post-injection monitoring period.
Figure 5B is a histogram of the durations of these central apnea events. The plot shows that 66% of
central apnea events were <20 seconds in duration. We also note that both overdosed participants

had a central apnea event of at least 30 seconds prior to clinical intervention.
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3.4 Simulated Overdose Detection, Operating Room

A key limitation of the SIF environment is the limited occurrences of overdose events requiring
clinical resuscitation. To address this, we next report data of our system deployment in the operat-
ing room. We choose this environment because it is controlled and allows us to safely simulate the
worst-case scenario of acute opioid toxicity: immediate loss of consciousness coupled with res-
piratory depression that would be fatal or critically morbid without intervention. Such conditions
are safely reproduced during routine induction of general anesthesia (see Figure 6) when patients
receive fentanyl and other anesthetic drugs. To optimize surgical conditions, patients are routinely
given fentanyl and other potent drugs immediately prior to surgery to purposefully induce apnea.
In other words, the physiologic equivalent of drug overdose occurs each time a patient undergoes
general anesthesia. However, patients are unharmed by this induced “overdose” because of their
supra-physiologic oxygen stores and the timely ventilatory support the anesthesiologist provides.
Therefore, anesthetizing a patient in the OR offers a unique way to safely simulate an otherwise
lethal overdose event induced by fentanyl and other opioids.

Healthy patients free of cardiopulmonary disease, aged 18-55 and scheduled for elective surgery,
were eligible for the operating room study and were approached on the day of surgery. Participants

were given a $50 Amazon gift card for participation.

3.4.1 Measures

The primary outcome in the operating room study, simulated overdose, was detection of the pres-
ence of sustained apnea (defined as cessation of breathing for 30 seconds). We chose 30 seconds
of apnea as a suitably safe period for a pre-oxygenated individual to be completely apneic before

intervention [192].

3.4.2 Protocol

Once inside the operating room, patients were fitted with standard anesthesiology cardiopulmonary

monitors: pulse oximeter, blood pressure cuff, 5-lead EKG. In addition to the standard anesthesiol-
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ogy monitors, participants were fitted with a Vernier respiratory belt to provide reference standard
respiratory monitoring. The smartphone was placed on a surgical stand <1 meter away at approx-
imately chest level (see Fig. S2). Next, the clinical team conducted their standard operating room
pre-induction safety procedures (i.e., safety surgical and pre-anesthesia checklists). The ventilation
mask was affixed to the patient with a strap. Operating room personnel were asked to stand away
from the patient; the attending anesthesiologist was beside the patient and immediately available.
Next, per standard anesthetic procedure, the participant breathed 100% oxygen for 3-5 minutes
until their expired oxygen levels were greater than 85%-—a level deemed safe to administer induc-
tion doses of anesthetic agents to induce apnea [163]. This standard pre-oxygenation procedure
allows the body to be safely apneic without having oxygen saturation levels fall to unsafe levels
during apnea periods that may persist for as long as 7 minutes under normal conditions [192]. The
attending anesthesiologist then administered induction doses of fentanyl and propofol in doses at
his/her discretion for standard induction of general anesthesia (the average fentanyl dose was 1.4
mcg/kg; the average propofol dose was 2.9 mg/kg). The attending anesthesiologist announced the
moment when the patient had become apneic, at which time a timer was started. The timekeeper
announced the elapsing time in 10 second intervals. At 30 seconds, the protocol was officially over,
at which point the anesthesiology team assumed control of the airway (administered a neuromuscu-
lar blocking agent, if indicated) and provided manual ventilation and inserted an endotracheal tube
or laryngeal mask airway. Once the participant’s airway was secured and it was deemed safe by
the clinical team, the study team removed the research equipment and exited the operating room.
Per the IRB protocol, the attending anesthesiologist could intervene at any moment and for any
reason during the protocol should the patient require intervention. Breaking protocol was in no

cases required during the study as all patients safely tolerated the procedure.

3.4.3 Results

We recruited for 35 instances of simulated overdose (34 unique participants): 15 patients were
used as a development set to generate the algorithm, and 20 were used as an evaluation set to val-

idate algorithm performance. Results from the evaluation cohort are presented here. The average
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participant age was 33 £+ 10.8 years; the average weight was 75 + 14.6 kg; 60% of participants
were female. In the evaluation set, as expected all 20 patients experienced true overdose physi-
ology, characterized by post-injection loss of consciousness and diminished or absent breathing.
Our algorithm identified 19 of the 20 simulated overdoses as having disordered breathing. Of the
19 correctly identified patients, 18 patients experienced sustained apnea (terminated per protocol
after 30 seconds); and 1 patient had significantly diminished breathing that the algorithm identified
as an overdose. The 1 patient who was incorrectly classified had a breathing signal just above the
algorithm’s threshold. In each case where the algorithm correctly identified the overdose event, it
detected the onset of respiratory failure similarly to the real-time reference standard (Figure [3.2)).
We note that specificity is not meaningful in this environment since all participants experience the
simulated overdose event (i.e., all patients undergoing induction of general anesthesia lose con-

sciousness and experience depressed breathing) [124].
3.5 9-1-1/Emergency Medical Services (EMS) response

Because the city of Seattle and outlying King county have separate data collection procedures,
separate files were supplied with the relevant out-of-hospital cardiac arrest response times. The
out-of-hospital cardiac arrest response times for the city of Seattle were from the years 2009-2014
(n=1,730); the response times for cardiac arrests outside of the city were from the years 2013-
2017 (n=4,219). EMS response time indicates the time from 9-1-1 call to when EMS is at the
patient’s side, which is calculated by when the defibrillator is turned on or when CPR begins,
whichever occurs first. The fatal overdose location data were from the years 2010-2017 (data
include intentional and unintentional opioid overdose events). If an out-of-hospital overdose victim
died en route to the hospital or at the hospital, the geocoded location of where they were initially
found by EMS was used.

Fig. S1 was generated with QGIS [6]. Using the response time data from Seattle and King
County we gridded the area into 1 km across hexagons and binned the median response time per
hexbin. We chose median response time to mitigate the effect of extreme outliers. Fatal opi-

oid overdose locations were then overlaid. We added a Mapbox base layer which stylizes Open-
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Figure 3.3: Breathing rate accuracy across different scenarios. The system is evaluated across
(A) different smartphone models, (B) orientations of the smartphone, (C) various positions of
the smartphone w.r.t the subject, (D) in the presence of interference from another nearby moving

subject

StreetMap data. The map uses geographic coordinates and WGS84 datum. Overdose coordinates
were converted from a state plane projection (“NAD 1983 HARN State Plane Washington North
FIPS 4601 Feet”).

3.6 Microbenchmarks

We run experiments to evaluate our algorithm in various benchmark scenarios. Figure shows
the performance of our system across various smartphone models — Samsung S4, S5, S6, Nexus,
Google Pixel and iPhone 5S. We ran the same Android application across the first five phone
models and a custom app programmed using Swift on the iPhone. For all devices, the five subjects
who participated in this experiment were around 50 cm from the smartphone, and their breathing

was monitored for 5 minutes each. The result shows that the breathing rate accuracy is consistent
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across the tested phones. Slight variations are due to changes in the frequency response of the
hardware at the higher frequencies. Finally, the speaker and microphone are located in very similar
locations for all smartphones: one speaker is closer to the ear for voice calls and the external
speaker is at the other end for music; one microphone is at the top close to the camera for video
recording and the second is close to the bottom of the phone for voice calls. This explains why we
did not have to customize our algorithms across the various phone models. Note that positive errors
denote over-counting the number of breaths per minute and negative errors denote under-counting
the number of breaths per minute.

Next we run experiments to evaluate our algorithm in various smartphone orientations (Fig-
ure [3.3B). We first place a smartphone 50 cm in front of the subject. The phone is initially placed
in a portrait orientation, with an orientation angle of zero degrees. The subject wears a Vernier res-
piratory impedance monitor that is used as a reference standard. We monitor the breathing rate of
the subject for a period of 2 minutes. We then repeat the above experiment by changing the orienta-
tion of the smartphone to three other angles: 180 degrees (portrait with smartphone upside down);
90 degrees (landscape orientation); and -90 degrees (the opposite landscape orientation). We per-
form this experiment for all six smartphone models and the figure plots the average breathing rate
error.

In the SIF experiments across the 209 self-injection events, participants wore a range of dif-
ferent clothing. In addition, we also ran a benchmark experiment with four different materials of
clothing: cotton shirt, silk shirt, hoodie jacket and jean jacket. The subject was at a distance of
50 cm from the smartphone and the breathing rate was monitored for 5 minutes in each case. The
breathing rate error was 0.01 £ 0.70 for cotton shirt, —0.6 &= 0.54 for silk shirt, 0.4 4= 0.54 for a
pull-over and —1.6 + 1.6 for jean jacket. We note that very bulky clothing can absorb acoustic
signals, however such clothing is not conducive to obtaining venous access and are not commonly
worn while performing real-world opioid injections, as demonstrated in our Vancouver results.

Figure [3.3IC shows the results for smartphones placed at five different angles with respect to the
subject: zero degrees (phone placed on right side of the subject); 45 degrees; 90 degrees (phone

placed in front of the subject); 135 degrees; and 180 degrees (phone located on the left side of the
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subject). We monitor the breathing rate of the subject at each angle for two minutes and repeat
this experiment for all the six smartphone models to compute the average breathing rate error. We
can see that the accuracy is best at 90 degrees, i.e., when the smartphone is directly in front of
the subject. As the smartphone moves away from that angle, the relative motion recorded by the
microphone decreases, causing it to miss breaths. Further, the phone speakers and microphones
typically have a directionality of 180 degrees; hence, the system works best when the speaker and
microphone are facing the subject.

As described above, the FMCW algorithm can detect the subject’s breathing motion in the
presence of other motion in the environment occurring at different distances from the phone. To
verify this, we conducted a benchmark experiment with two subjects, the results of which are
shown in Figure[3.3D. One subject, sitting in front of the phone, had their breathing rate monitored,
and the second subject was moving at different distances from the first subject. We computed the
accuracy of the breathing rate of the first subject when the second subject was moving at varying
distances of 0.5 m to 2.5 m. The plot shows that after 1 m, the distance of the moving subject did
not affect the breathing rate of the first subject. For 50 cm, the interference was slightly higher, but

the breathing rate error was still as low as 2.6 breaths/min.

As we note, our system first filters audible sound signals in the recording and therefore is
not significantly affected by environmental noise. To stress test this performance, we conducted
breathing experiments in the presence of five common environment noise producers: a fan, an AC
unit, a heater, background music and a nearby loudspeaker. In all cases, the subject was in front
of the phone at a distance of 50 cm, and the sound-producing device was at a very close distance
of 75 cm from the subject. We chose that distance to stress test our system and would expect
that such noise-producing devices would be much farther away in practical scenarios. Figure
shows that the fan, AC unit, heater and music devices do not affect the system performance. The
loud speaker decreases performance because the loud sound from it saturates the analog-to-digital
converter (ADC) of the microphone causing a higher breathing error rate, given its proximity. We
expect that in practice subjects could be instructed not to have such high volume loudspeakers less

than a meter away from them.
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Next, the performance of our system depends upon the distance of the subject from the phone.
To understand this, we conducted experiments with subjects at varying distances from the phone
ranging from 20 cm to 1 m (Figure [3.4B). The subjects were monitored for two minutes at each
distance, and we repeated this experiment for three different subjects. We can see that breathing
rate accuracy slightly decreases with distance. At 1 m, the SNR becomes low causing the system
to miss multiple breaths. This demonstrates that the operational range of our design is less than
one meter, which can be considered an advantage since it is not affected by environmental motion
outside that range.

Our FMCW algorithm re-computes the distance of the subject whenever the subject or the
phone position changes. To verify this, we conducted a benchmark experiment with the subject
at a distance of 50 cm from a smartphone initially placed at zero degree orientation. After the
first minute, the subject changed the phone orientation to 90 degrees and after the second minute
to 180 degrees. Finally, the subject slouched, and the breathing motion was monitored at that
position for one minute. This process was repeated by four other subjects and the breathing rate
was monitored for each smartphone and subject position. The figure plots average breathing rate
accuracy. Figure shows that the smartphone finds the new FFT bin corresponding to the
new distance every time the orientation changes, including slouching instances, and can extract the
breathing rate from the correct bin.

Finally, we also tested our algorithm’s ability to discriminate between gross motor movements
and breathing motion in the SIF, which is important because gross motor movement provides a
surrogate indication of the absence of unconsciousness due to opioid toxicity. We observed that
approximately 15% of the post-injection epochs contained gross motor movement that precluded
measurement of breathing because the motion overpowered the signal; the algorithm had excellent

performance with respect to identifying this type of motion (Figure [3.4D).
3.7 Discussion

This chapter focuses on identification of opioid overdose precursors, which are crucial indicators

given the readily reversible nature of overdose events with early detection. In the setting of real-



68

world high risk opioid use, our results highlight the need for a multi-tier interactive alarm system
on the phone that escalates or deescalates based on user feedback. Put differently, we do not
envision the system alerting a third party or disturbing the user based on an isolated central apnea
or respiratory depression event; rather, an alert should be sent only after a subject is unable to
respond to a stimulus from the phone following a sustained central apnea or respiratory depression
event, representing a potentially life threatening overdose. Evaluating such a multi-tiered system
would be the next step in enabling an end-to-end overdose detection system using commodity

smartphones.

In summary, we chapter development of a proof-of-concept system that can be implemented
on commodity smartphones and can identify simulated and real-world opioid overdose events and
their precursors. As a harm reduction intervention, such a system could connect people experienc-
ing potentially fatal overdose events with known life-saving interventions (e.g., naloxone-equipped
friends, family, shelter personnel, or EMS) in real time. In order for this harm reduction interven-
tion to be efficacious, further work is needed to ensure the system meets the needs, values and
preferences of people who use opioids, in addition to establishing the system’s safety vis-a-vis its
potential to encourage moral hazard. Importantly, other harm reduction interventions such as take-
home naloxone programs have been found not to increase risky behavior or lead to adverse health
consequences [63) 157, 44]. Further, prior data on harm reduction interventions show that people
are willing to engage in behaviors to help keep themselves safe, e.g., by utilizing needle exchanges,
take-home naloxone, face shields for mouth-to-mouth respiratory support and supervised injection
facilities [72,107,168].

Another potential concern is whether the system can reliably alert pre-hospital EMS providers
in a time-frame that enables successful resuscitation with naloxone or supportive respiratory care.
Based on historical data from Seattle, King County involving fatal overdose events and average
EMS response times, we believe meaningful EMS integration is possible. Such a program would
need to incorporate the detection algorithm’s performance characteristics to leverage the operations
and resources of a given EMS system [105]. Any integrated program must also acknowledge

that even with rapid connection to EMS, victims still could experience morbidity and mortality
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following opioid overdose [166].

As the number of deaths attributable to opioid overdose continues to rise, new strategies are
needed to help mitigate the risk of death and disability from this public health epidemic. One key
tool to reverse these events—naloxone administration—is increasingly available to first responders
(including police), to people through take-home naloxone programs, and is now endorsed by the
US government [33]]. In addition to its use by EMS providers, the administration of naloxone
by trained friends and family has also been shown to be a safe and effective means of reversing
overdose [123| [78]. However, neither EMS, friends or family can intervene with naloxone or
supportive respiratory care in an emergency if they are not immediately aware that an overdose is
taking place. Non-invasive self-monitoring via smartphone, as we have described, could address
this critical shortcoming and may represent an easily accessible strategy to help keep people safe

until they are able to access long-term treatment.
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Chapter 4

FINGERIO: USING ACTIVE SONAR FOR
FINE-GRAINED FINGER TRACKING

In this chapter, we explore the following question: Can we track the user’s finger around the
device and can we do this even when they are occluded from each other? A positive answer
would allow the user to interact in more expressive ways, utilize the screen fully without hand
blockage and also enable new interaction scenarios. For instance, the user can use her finger as a
pen to provide input over a much larger surface area than the smartphone. She can also perform
subtle finger motion around the device that can be tracked even when the phone is in a pocket.
Such a capability would also benefit smaller devices such as smart watches that could track the
user’s finger, even when fully occluded from it or when the watch is on a different plane from the
interaction surface. Existing solutions for finger tracking, however, either instrument the finger
with sensors [[111}, 204, 53| [56]] or use cameras/infrared sensors at the device [51) 112, [114]. The

former approach is burdensome while the latter does not work with occlusions.

We present FingerlO, a fine-grained finger tracking system that does not require instrumenting
the finger with sensors and works even with occlusions between the finger and the device. Finge-
rlO tracks finger motion in the region around existing smartphones, and achieves an average 2-D
tracking accuracy of 8 mm. It also tracks subtle finger motion around the device, even when the
phone is in the pocket. Using FingerlO, we also prototype a smart watch-form factor device that
can track the finger, while extending the interaction space to a 0.5x0.25 m? region on either side of
the device. Further, the watch can continue tracking the finger even when they are fully occluded

from each other.

Our key insight is to transform mobile devices (e.g., smartphones) into active sonar systems.

At a high level, we transmit inaudible 18-20 kHz sound waves from the device’s speaker. These
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Figure 4.1: Applications of FingerIO. a) Transform any surface into a writing interface; b)
provide a new interface for smartwatch form factor devices; c¢) enable gesture interaction with a

phone in a pocket; d) work even when the watch is occluded.

signals get reflected from the finger and can be recorded as an echo at the device’s microphones.
Finger motion results in changes to the arrival time of the echo at multiple microphones. By
tracking the time at which these echoes begin, FingerlO continuously tracks the finger location.
The echo from the finger however is noisy and hence estimating the exact time when the echo
is received, in the presence of all other reflections, is challenging. To appreciate the challenge,
microphones on today’s mobile devices have a sampling rates of 48 kHz [[130]. Given the speed of
sound in air, an error of just 3-4 samples in estimating the start of the echo results in a 2.1-2.8 cm
error in the estimated distance from each microphone. Since the finger location is determined by
computing the distance from multiple microphones, the finger tracking error would be much higher.
In addition, speakers and microphones on mobile devices typically run independently and do not
sample at the exact same time. This results in an additional sampling offset, further increasing the

tracking error.

FingerlO addresses the above technical challenges by borrowing insights from wireless com-
munication. In wireless systems, the transmitter and the receiver are not synchronized and do not
sample at the same time. Wireless receivers however are designed to estimate the sampling offset
for every transmission so as to decode the transmitted information. Modern wireless system uses a
modulation technique called Orthogonal Frequency Divison Multiplexing (OFDM) to achieve this

goal. Inspired by this, FingerIO achieves accurate finger tracking using OFDM. At a high level,
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we create 18-20 kHz OFDM symbols by computing the FFT of N random bits and generating
N samples. We then compute a cyclic suffix of S samples, as shown in the Fig. #.2] which we
transmit from the speaker. The key property of OFDM with cyclic suffixes is that, a sample error
in identifying the beginning of the symbol, translates linearly into phase changes in the frequency
domain; these changes can be extracted at the microphones using an FFT. For instance, an error
of E samples translates into the phase linearly increasing from O to 2Ex at the output of the FFT.
Further, fractional sampling errors that occur because of sampling drifts between the microphone
and the speaker also result in a similar phase change at the output of the FFT. Using this, FingerIO
corrects for the sampling errors and achieves fine-grained finger tracking.

While active sonar has been proposed before to perform coarse-level gesture recognition [82,
53], we are not aware of prior attempts to use it to achieve fine-grained finger tracking on existing

devices. Hence, our contributions are:

1. We introduce a novel approach to fine-grained finger tracking for around device interaction
that does not require instrumenting the finger with sensors and works even in the presence

of occlusions between the finger and the device.

2. We propose and develop an active sonar solution to finger tracking. To achieve this goal
with high accuracies, we introduce algorithms that use the properties of OFDM to track the

changes in echoes caused due to finger motion.

3. We implement our design on a Samsung Galaxy S4 using its in-built speaker and micro-
phones and demonstrate finger tracking around the phone, with no additional hardware. We
also built a prototype of our design in a smart watch form factor device using off-the-shelf

hardware.

4. We conduct experimental evaluations that show that FingerIO can achieve average 2-D finger
tracking accuracies of 8 mm and 1.2 cm at 169 frames/s for the smartphone and smart watch
prototypes. Further, it accurately tracks subtle finger motion even when the phone in a pocket

as well as with the smart watch fully occluded from the finger.
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Figure 4.2: OFDM signal structure. The first S samples of the OFDM samples are appended to the end to create
the cyclic suffix. Taking an N point FFT of the signal beginning at offset £ will include part of the cyclic suffix

resulting in a phase difference.

4.1 Related Work

Prior work falls in three key domains.

Near Device Interaction. Prior work in this domain can be broadly categorized as either requiring
instrumenting the human body or vision based systems. iRing [135] uses an infrared sensor to
recognize rotation, bending and external force on the finger. LightRing [111] designs a ring-form
factor device that consists of a infrared proximity sensor and a 1-axis gyroscope to measure the
finger flexion and rotation respectively. Magic finger [204] designs a finger-worn device that uses
an optical mouse sensor and a micro RGB camera to sense touch as well as the texture of the
surface being touched. Fingerpad [33]] is a nail-mounted device that uses the tip of the index finger
as a touchpad using magnetic tracking. uTrack [56] proposes to instrument the back of the fingers
with magnetometers and the back of the thumb with a magnet to enable a 3D input system using
magnetic sensing.

Systems such as Digits [112] and SideSight [S1] do not require instrumenting the finger with
sensors but use vision/infrared sensors and hence do not work with occlusions. Specifically,
Digits [112] uses a wrist-worn 3D infrared camera to recover the full pose of the user hand.
SideSight [51] instruments the sides of a mobile device (e.g., smartphone) with an array of in-
frared proximity sensors which detect the presence and position of the fingers in line-of-sight of

the sensors. Hoverflow [[114] uses an array of IR sensors placed along the edges of the phone to
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Figure 4.3: OFDM phase change due to sample error. The cyclic suffix introduces a phase
change of 2 Em across the OFDM subcarriers when the beginning of the OFDM symbol is estimated
incorrectly by I samples. This phase can be used to correct the sample error and improve the

accuracy of the system.

detect hand gestures. [165] uses the built-in camera of a phone to detect in-air gestures and tracking
of hand parts in the camera’s view. [205]] attaches an omni-directional mirror to the phone’s camera
to increase its field of view. In contrast to these systems, FingerlO leverage the microphones and
speakers that are common on most mobile devices to design an active sonar system that can track
finger motion in the vicinity of the device. Further, FingerlO uses acoustic signals and hence can

operate even when the finger is occluded.

Finally, PocketTouch [155]] detects finger-strokes through fabric using a custom capacitive sens-
ing hardware. In contrast, FingerlO can track subtle finger motion through pockets with existing

smartphones, without the need to touch the device.

Active Acoustic Localization. Device localization systems such as Cricket [[140], Doplink [42],
Spartacus [174]], and Shake and Walk [90] localize and determine the direction of a device move-
ment using acoustic transmissions. AAmouse [206] uses Doppler shifts to track the phone position
using anchor devices in the room. Whiteboard technologies such as Mimio [17] use an active
stylus with ultrasound and infrared and localize using an anchor device placed at the corner of the
board. In contrast, FingerlO is a device-free localization solution that tracks an uninstrumented fin-
ger using existing devices; this is achieved using the properties of OFDM. While OFDM has been

used in wireless communication and device localization systems [[109, [110] due to its resilience to
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multipath, we are unaware of prior work that uses it for finger tracking.

SoundWave [82] leverage Doppler shifts from acoustic transmissions to recognize gestures
such as moving the hand towards or away from the device. Airlink [S5] and Surfacelink [79] use
Doppler shifts and surface-mounted piezoelectric sensors respectively to detect hand waving ges-
tures from one device towards the other. These design focus on pre-defined set of hand and arm
gestures and are not designed for finger tracking. Finally, ApneaApp [130] tracks the periodic
breathing movements in a sleep environment using FMCW reflections of the inaudible transmis-

sions from the phone.

Chirp microsystems [10] designs on-chip ultrasonic rangefinders operating at 217 kHz with a
bandwidth of 12 kHz using an array of seven transducers to perform angle-of-arrival techniques
and get an angular resolution of 15 degrees [142]. The key motivation was to reduce the power
consumption of cameras and instead use an ultrasonic design. Our approach differs from this in
three key ways. First, we use existing devices with one to two microphones and do not need any
custom chips. Second, we leverage OFDM and show that using just 2 kHz of bandwidth we can
achieve centimeter level localization. Third, while the performance of these on-chip designs has
not been evaluated for finger tracking, we apply our design in various finger tracking applications

and show that it can enable a number of interesting interaction scenarios.

Passive Acoustic Localization. [185, [118] use the audible sounds made when clicking on a key-
board to snoop on the keys typed by the users. [150] localizes taps on solid aluminum and glass
surfaces by using a piezoelectric shock sensor to sense the sound propagation through the mate-
rial. Toffee [199] uses vibro-acoustic piezo sensors to find the direction of the audible sound and
vibration waves that propagate as the user taps on a table. It achieves a mean angular resolution
of 4.3 and 18.3 degrees using four sensors at the corners of a laptop and smartphone respectively.
More recently, [S0] uses contact microphones attached to the surface to distinguish between vari-
ous impact events such as touch, knock and swipe. In contrast to this work, FingerIO uses an active
sonar approach that transmits inaudible signals and achieves centimeter level finger tracking both

on surfaces as well as in the air.
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RF-based Gesture Systems. WiSee [143], AllSee [106] and SideSwipe [209] uses Wi-Fi, TV and
cellular transmissions respectively to recognize coarse hand, arm and leg gestures. WiTrack [34]]
uses custom radar transmissions to detect pointing gestures. WiDraw [173]] tracks the arm motion
in the vicinity of a Wi-Fi device using transmissions from 20-30 other Wi-Fi devices in the network.
Google has reported that project Soli is exploring the use of 60 GHz radar to recognize subtle finger
gestures [80]. None of these approaches have been demonstrated on smartphones and require
custom sensor hardware. We also believe that the active sonar approach introduced in this chapter
is more attractive for two reasons: RF signals propagate at the speed of light and so to get a
centimeter resolution requires processing GigaHertz of bandwidth. In contrast, the speed of sound
is significant lower and hence with 48 kHz, FingerlO could achieve centimeter level accuracies.
Further, our approach uses microphones and speakers that are already available on existing mobile

devices and hence the bar for adoption is much lower.

4.2 FingerIO

FingerlO achieves centimeter level finger tracking by transforming the mobile device into an active
sonar system. At a high level, we transmit an inaudible sound signal in the frequency range of 18-
20 KHz from the device’s speaker. These signal are reflected by all the objects in the environment
and can be recorded by the microphone as echoes. When the user moves her finger, the time of
arrival for the corresponding echo changes. By comparing the echo profile from one instance to the
other, we can extract the echoes that correspond to the moving finger. As described earlier, since
these echoes are noisy, the challenge is in accurately identifying the beginning of the echo so that
we can achieve finger tracking with high accuracies. FingerlO leverages a modulation technique

called OFDM to achieve this goal.

In the rest of this section, we first explain the properties of OFDM. Next, we describe how we
generate OFDM transmissions using speakers in the 18-20 kHz range. We then show how FingerlO
uses OFDM to measure the distance of a moving finger from a single microphone. Finally, we

discuss how to use two microphones to achieve 2D tracking.
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4.2.1 Understanding OFDM

Orthogonal frequency division multiplexing (OFDM) is a common modulation technique used in
modern wireless communication systems including Wi-Fi and LTE. In this section, we focus on
the properties of OFDM that are relevant to our design. See [47, 86, [141] for more extensive
discussion about OFDM. OFDM splits up the bandwidth into orthogonal subcarriers and transmits
data independently on each of the subcarriers. For example, in Wi-Fi, the 20 MHz bandwidth
is divided into 64 subcarriers each with a width of 312.5 kHz. The data is then transmitted on
each of these 64-subcarriers. To achieve this, OFDM uses Fourier transforms. Say we divide the
bandwidth into N subcarriers and transmit the data bit X,, on the n** subcarrier. OFDM generates
the time-domain samples that are sent at the transmitter by performing an inverse Fast Fourier

transform (IFFT) over these data bits, i.e.,

N—-1
X), = Z X, 2 /N 0to N — 1

n=0

This creates /N time-domain samples, xj, that are then sent by the transmitter. An ideal receiver
would receive these time-domain samples and performs a Fast Fourier transform (FFT) to recover

the data bits, i.e.,

N-1
X, = Z Xke_iQWk”/N n=0toN —1
k=0

In practice since the receiver is not perfectly synchronized, it does not know the exact beginning of
this symbol. To help address this problem, the transmitter sends a cyclic suffix which is a repetition
of the first S time-domain samples as shown in Fig.[4.2] To see why this helps, say the receiver has
an error of /¥ samples in estimating the beginning of the OFDM symbol. Given this error, it would
perform an FFT over the NV time-domain samples that are offset by £, as shown in the figure. Since
we use a cyclic suffix, these new time-domain samples can be written as X1 g)modn. NOW when

the receiver performs an FFT over these samples, we get,

N-1

E —i2wkn/N
X n — E X(k+E)modN € i2mhn/
k=0

—X eiQﬂEn/N
— 4\p



78

OFDM s OFDM cs
SymBoL SymBoL

284 samples
5.92ms

Figure 4.4: FingerlO transmissions at the speaker. The 84 samples for the OFDM symbol and
the cyclic suffix are followed by 200 samples of silence. This silence duration is sufficient to
receive echoes from all objects within 1 m from the device. Given a 48 kHz sample rate the above

transmissions, the above transmissions achieves a frame rate of 169 Hz.

We see that the new frequency-domain data is the same as the original data but with an additional
phase that depends on the error in estimating the beginning of the symbol (£). It also linearly in-
creases with the subcarrier number n as shown in the Fig.[4.3] For example, an error of one sample
results in the phase linearly increasing from 0 to 27 across the subcarriers. More generally, an error
of E samples, results in the phase increasing from 0 to 2E7 across the N OFDM subcarriers.

To summarize, if the receiver knows the data bits, X,,, that are been transmitted, it can compute
the error £ in estimating the beginning of the OFDM symbol. Further, the above analysis holds
even when there is a fractional time offset between the transmitter and the receiver, allowing us
to estimate it. We leverage this OFDM property in our design to achieve centimeter-level finger

tracking accuracies.

4.2.2  FingerlO transmissions at the speaker

FingerlO generates OFDM signals in the inaudible frequency range of 18-20 KHz which is then
played by the device’s speaker. There are however two key subtleties with creating an acous-
tic OFDM system: 1) acoustic devices do not use oscillators to generate and transmit a carrier
frequency. This is because the audio sampling rate of 48 kHz is sufficient to cover the entire fre-
quency range of typical speaker and microphones. ii) The input to the speaker is a 16-bit real
number and cannot transmit the complex numbers generated by the IFFT. So FingerlO generates

a carrier-less real value OFDM symbol. To do this, given a sampling rate of 48 kHz, we first split
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the operational frequency of 0-24 kHz into 64 subcarriers each spanning a width of 375 Hz. Since
we want to operate only in the inaudible frequencies of 18-20 kHz, we set the subcarriers outside
this range to zero. For the rest, we set each subcarrier to either +1 or -1. Then, we compute an
IFFT that gives us a complex time-domain signal with 64 samples, x;. We convert these complex
numbers into real values by computing the real value of these complex numbers. Specifically, we

use the following transformation,
real, = |xy|cos(/xy)

Here |.| and / denote the amplitude and phase of the complex number. These 64 real values form
the real-valued OFDM symbol that is transmitted by the speaker. We append the first 20 of these
values to create a cyclic suffix that together is played repeatedly from the speaker, as shown in
Fig. 4.4

At a sampling rate of 48 kHz, these 84 samples (including the cyclic suffix) form a pulse that
occupies 1.75 ms. We separate these pulses by 200 samples which in turn translates to a separation
of 4.17 ms. We pick this duration to ensure that all the echoes from a distance of 1 m can arrive
before the beginning of the next pulse. Given these parameters, we transmit an OFDM pulse once

every 5.92 ms and achieve a frame rate of 169 Hz.

4.2.3 Measuring the distance from the microphone

The OFDM signal played by the speaker gets reflected off different objects including the hand and
is then recorded by the microphone. To find the distance from the finger in the presence of all
these reflections, we perform three key steps: (1) generate the echo profile of all the reflections at
the microphone, (2) identify the echo corresponding to the moving finger, (3) process the OFDM
symbol that is echoed by the finger to fine-tune its distance from the microphone.

Step 1. Generating the echo profile. While processing the recording at the microphone, we first
identify the individual echoes that occur due to all objects within a distance. To do that, we perform
correlation of the received signal with the original OFDM symbol. The output of this correlation

process is an echo profile as shown in Fig.[5.3] Each of the peaks in this profile corresponds to the
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Figure 4.5: Echo profile at two time instances. Each peak indicates the arrival of an echo and the
X-axis shows the corresponding distance computed based on the speed of sound. When the finger

moves from 34 cm to 35 cm with respect to the device’s microphone we can see a shift in the peak

due to the change in the arrival time of the echo.

beginning of an echo from an object around the mobile device. This can be translated to a distance
at which the reflecting object is present from the microphone and speaker. While OFDM has good
autocorrelation properties, given noise, this step gives us the beginning of each echo with an error

of 2-3 samples. This translates to an error in distance estimate of 1.4-2.1 cm.

Step 2. Identifying the echo corresponding to the finger. When the finger moves, the time of
arrival for the echo corresponding to the finger changes. Fig.[5.3|shows the echo from the finger
as it moves from a distance of 34 cm to 35 cm from the microphone. We can see from the figure
that the position of the echo changes as the finger moves around the device. We identify this
change by performing a subtraction between the echo profiles of consecutive OFDM pulses. To
recognize if a change has occurred at a specific distance value, we use a threshold based approach.
Specifically, if the changes across all the distance values in the echo profile are smaller than a
threshold, we conclude that there has been no finger motion in the vicinity of the device. Changes
that are greater than the threshold value are designated as those corresponding to motion. We set
this threshold value to 15% of the amplitude of the speaker signal as heard directly by the speaker.
We pick this relative threshold value to ensure that amplitude fluctuations that occur because of

non-linearities in microphones and speakers do not lead to false positives.
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The width of a human adult finger is around a centimeter. This is close to the distance resolution
(0.7 cm) provided by an active sonar system where the sampling rate if 48 kHz. Hence, when the
finger moves, one would expect a change to occur at only one-two samples corresponding to the old
and new locations of the finger. However, close examination of Fig. reveals that the changes
occur not only at the finger’s location but also near its vicinity. This is because a finger motion
also causes a hand movement that traces a similar path as the finger. For our design, however, this
means that we need to correctly identifying the changes caused by the finger motion in the presence
of changes corresponding to other small hand movements. We achieve this by picking the closest
sample, where the change crosses the threshold value. The reason why this works is that the finger
is always closer to the microphone compared to the rest of the hand. Further, as the user draws
using their finger, the maximum displacement (and hence changes) occurs at the tip of the finger.

Step 3. Fine-tuning the distance from the microphone. Finally, once we identified the echo
corresponding to the finger, we use the properties of OFDM to accurately estimate the beginning
of this echo. Specifically as described earlier, when we perform an FFT over the echo of an OFDM
pulse, any error in estimating the beginning of the echo translates to a linear phase shift at the
output of the FFT. Thus, at a high level, we first compute a 64-point FFT starting at the approximate
location of the echo as estimated by the correlation in step 1. We then use the linear phase shift at
the output of the FFT to accurately estimate the beginning of the echo, which in turn gives us the
distance from the microphone. We note that since the microphones receive a real OFDM signal,
we need to first transform it into a complex signal before performing the FFT. To do this, we use
a technique called negative sideband suppression [128]] where we obtain a complex representation
by setting the negative frequency components of the signal to zero. This overall process allows us

to fine-tune the distance estimate of the finger from the microphone.

4.2.4 2D finger tracking using two microphones

To perform 2D tracking, we compute the distances of the finger with respect to two microphones
and combine them to measure the 2D location. Note that the distance we are measuring is actually

the sum of the distance traveled by the signal from the speaker to the finger and the distance traveled
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Figure 4.6: Design choices for the smart watch. Placing microphones on opposite sides of a
smart watch either limit the user from drawing on the arm or on part of the surface below. Placing
microphones along the diagonal could be a reasonable compromise as would allow users to interact

both on the arm and a surface.

by the echo from the finger to the microphone. This means that given the distance measurements
computing on a single microphone, the finger can lie on any point in a 2D space where the sum of its
distance from the microphone and the speaker is equal to the measured distance. Said differently,
the finger can lie on an ellipse where the speaker and the microphone locations are the two focii of
the ellipse and the distance measured is twice the length of the major axis of the ellipse. Given the
measurements from two microphones, FingerIO can find the intersection of the corresponding two

ellipses to narrow down the possibilities for the finger location.

While in general, two ellipses can intersect in up to four points, in our case there can only be
two intersection points. This is because, two ellipses that share a focal point (the speaker) can
intersect in a maximum of two points [120]. These two points lie on either side of the line joining
the two microphones. This means that the system is symmetrical along the line joining the two
microphones and the 2-D location can lie on either side of the phone. The implication for our
design is that we cannot distinguish between when the user is moving her finger on either side of
the line connecting the two microphones. For the smartphone use case, this means that the user

could draw on only one side of the phone at any instance. It is acceptable since the user is likely
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to interact in the region between the phone and themself. This however raises interesting design
choices for the smartwatch. If we place the two microphone in positions H; and H, as shown
in Fig. [4.6] then the user can easily interact on either side of the arm but cannot draw along her
arm. Placing them in the vertical positions V; and V; would allow us to interact on the arm but
on a truncated region between the hand and the user. A reasonable compromise could be to place
them along the diagonal positions D; and D,. Another solution is to use three microphones and
eliminate this symmetry. The implementation in this chapter uses the horizontal locations, /{; and
H, for the microphone positions.

Using two microphones, our design can track the motion on any 2D plane. Motion along a
different plane will be projected to the plane along which the microphones lie. In the case of a
smart watch, the user places the wrist on the interaction surface (e.g., table). Note that the width
of a user’s arm is around a couple of centimeters and the plane along which the smart watch lies
can be approximated to be parallel to that the interaction surface. Thus, the projections of the
finger-motion along the interaction surface are similar to that of the actual motion. Note that using
more than two microphones, e.g., two microphones near the display and an additional one along

the strap, will avoid the need for the above approximations.
4.3 Implementation

We implement FingerlO prototypes on two platforms.

Off-the-shelf smartphones. We developed a third party Android app and tested it on a Samsung
Galaxy S4 smartphone. The phone has one speaker at the bottom and two microphones one at the
top right and the other at the bottom right spaced apart by 13.5 cm. The app generates the OFDM
symbols and uses the AudioTrack class that is an existing Android API to play it on the phone’s
speaker. The app is set to record simultaneously from both microphones using the stereo mode
using Android’s built-in AudioRecord class.

Smart watch form-factor device. While Apple smart watch has effective speakers and micro-
phones that allow them to make calls and use Siri [8]], they are currently not as programmable as

smart phones and further have only a single microphone. While 1D tracking can be achieved with
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Figure 4.7: Our Smart watch form-factor prototype. The prototype consists of two micro-
phones (embedded in the case) and a speaker mounted in a 3D printed case (shown transparent in

figure) with a Velcro strap.

a single microphone, since we also want to demonstrate 2D tracking, we built a simple prototype
consisting of two microphones and a speaker mounted in a 3D printed case with a Velcro strap, as
shown in Fig. The electret microphones (CMA-4544PF-W, CUI Inc) are mounted on opposite
sides of the watch case spaced apart by 40 mm. The output from the microphones are connected
to a Adafruit development board [7] containing a preamplifier (MAX4466, Maxim) which is then
connected to the NI MyDAQ for data acquisition. The same OFDM signal used for the smart-
phone experiments was supplied to a class D amplifier (MAX98306, Maxim) that takes input from
the phone’s 3.5 mm headphone jack and drives the speaker. The system was powered using the

Keysight E3631A DC power supply.
4.4 Evaluation

We recruited ten participants (5 female and 5 male) between the ages of 20-25; none of them were
provided any monetary benefits. The participants were asked to draw any pattern they wanted using
their finger and we evaluate FingerlO’s accuracy in various scenarios for both the smartphone and
smart watch implementations. Since the participants could draw any pattern, we use a second
touch-based mobile device that collects the ground truth data. Specifically, we place an Android
smartphone at different locations around our FingerlO-enabled smartphone/smart watch and ask

the participants to draw freely using their finger on this device. We use the Android OnTouch Event
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Figure 4.8: Traces computed using FingerIO for smartphone setup. The figures show both the
ground truth trace (black lines) as well as FingerIO’s estimated trace (green lines) for four of our

participants.

Listener to obtain the pixel locations that the participants touch. We also extended the draw API to
simultaneously display the path traversed by the user’s finger. The OnTouch API only provides the
locations as pixels in the screen space. We convert this into a screen location (in cm) by scaling
the pixel value with the number of pixels per centimeter. We then offset this screen location with
the distance between the FingerlO-enabled smart watch/smartphone and the smartphone used for
ground truth data collection.

In this rest of this section, we first present 2D finger tracking accuracy for both the smartphone
and the smart watch prototype implementations in line-of-sight and occluded scenarios. We then
evaluate FingerlO’s interaction surface (i.e., 2D-range) for both the prototypes. Finally, we address

unintentional motion tracking with FingerIO.

4.4.1 FingerlO’s Finger Tracking Accuracy

We run experiments in one of the offices in our organization. We place a smartphone running
FingerIO on a table, lengthwise in front of the participants. A separate smartphone that is used
to collect the ground truth was placed 25 cm from the FingerlO-enabled smartphone. The partic-
ipants were given a demonstration of the system and were allowed to practice with it. Once the
participants became familiar with the setup, they were instructed to draw a pattern of their choice

that consisted a single continuous finger movement. The participants were asked to repeat their



86

0.8

0.6

CDF

0.4

0.2

0 L
0 0.2 0.4 0.6 0.8 1 1.2 1.4 1.6
2D finger tracking error (in cm)

Figure 4.9: Finger tracking accuracies with smartphone. Cumulative distribution functions
(CDFs) for the 2D tracking errors for each of the ten participants. The median tracking error

across all the participants is 8 mm.
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Figure 4.10: Finger tracking accuracies with smart watch. CDFs for the 2D tracking errors for each of the ten

participants. The mean tracking error was 1.2 cm.

patterns thrice. All the participants placed their palm on the table while using their finger to draw.
We process all this data and compute the average tracking error from the ground truth data. To
compute the finger tracking error, we measure the average least perpendicular distance of each

point along the trace computed by FingerlO with the ground truth.
Fig. 1.9 shows the CDF of the tracking error for all ten participants. The figure shows that the
tracking error is similar across all participants. Further, the median error across all participants

was 0.8 cm. This demonstrates that FingerlO achieves its goal of centimeter-level finger tracking
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in practice. Fig. shows four of the most complex patterns picked by the participants. The black
line in these traces is the ground truth trace of the participants and the green traces are the ones
computed by FingerlO, subsampled by a factor of five. The figures show that the two traces are
close to each other and that FingerIO’s algorithm can also deal with intricate motion such as those
shown in the traces.

We repeat the above set of experiments with our smart watch prototype. In particular, we ask
the participants to wear the smart watch on their arm and place it on a table. The participants
drew patterns on the table at a distance of around 25 cm from the smart watch. As before, we
compute the finger tracking error by measured the least perpendicular distance between the traces
for FingerIO and the ground truth.

Fig. shows the CDF of the tracking error for the smart watch experiments. As with the
smartphone, the tracking error is similar for most participants. The median error across all partic-
ipants was around 1.2 cm. We observe that the accuracy with the smart watch setup is lower than
with the smartphone scenario. This is because we see higher noise levels at the microphones we
use in our smart watch prototype, even in the absence of any finger motion. This is likely because
of insufficient isolation between the speaker and the microphone in our hardware setup. Better

isolation, could in principle improve the accuracies further.

4.4.2  FingerlO'’s Interaction Surface

We evaluate how FingerlO extends the interaction surface around our prototype smart watch and
smartphone.

FingerlO'’s interaction surface with the smart watch prototype. The participants were asked
to wear the watch on their hand and place the hand on the table. We divide the area in front
of the hand into 5x5 cm grids as shown in Fig. Within each grid, the participants draw a
straight line with a length of 4 cm twice. In each trial, we compute the trajectory of the finger with
FingerlO. We compare this with the ground truth collected from our experiments. To compute the
finger tracking error, we measure the average least perpendicular distance of each point along the

trace computed by FingerlO with the ground truth. We compute the average error in each grid by
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Figure 4.11: Interaction surface for smart watch. The surface around the hand was divided into
5x5 cm grids and the average finger tracking accuracy was computed for each grid. FingerlO

enables an 0.5 x 0.25 m? interaction surface with an average finger tracking accuracy of 1.2 cm.

averaging across trials in that grid. The figure shows that the interaction surface with the smart
watch is a 0.5x0.25 m? region on one side of the arm. Since the performance is symmetric across
the line joining the two microphones, the actual interaction surface is double is region. The average
error is about 1.2 cm and is uniform across the region. We note that beyond the grids shown in the
figure, the accuracies quickly drop off with distance. As observed before, because of insufficient
isolation between the speaker and the microphone in our hardware prototype, we see increased
noise even in the absence of any motion. This contributes to slightly higher tracking errors than a
smartphone scenario.

FingerlO'’s interaction space with the smartphone. In contrast to our smartwatch prototype, the
output power of the smartphone speaker is set to the maximum value of 15 allowed by the Android
API. This is around 10 dB greater than that in our smart watch implementation. Further, commer-
cial devices such as smartphones have better isolation between microphones and speakers. So next
we evaluate the interaction space for FingerlO using a off-the-shelf smartphone. To measure this,
we place the smartphone on a table and divide the area around the phone into 10x10 cm grids.
Since we would like to see what the maximum interaction surface area can be with good isolation

and higher transmission power, we place the phone screen down. This ensures that the transmis-
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Figure 4.12: Interaction surface with smartphone. The surface around the device was divided

into 10x 10 cm grids and the average tracking accuracy was computed for each grid.

sions on the speaker that is on the back of the phone can reach much further distances and imitates
a better version of the smart watch prototype. We perform the same experiments as in the previous
scenario and measure the tracking error in each grid locations. Fig.[4.12]shows the smartphone and
the finger tracking accuracy for the grids around it. The figure shows that, FingerlO expands the
interactive surface to about a 0.5 m? region around the smartphone. The average error within this
range is less than 1 cm and is fairly uniform; beyond this distance however this error increases to
3 cm. Further, these accuracies are similar on all four sides of the smartphone, demonstrating that
FingerlO can perform well for different phone orientations from the user. The increased interaction
area demonstrates that with better isolation and higher power, we can achieve a larger interaction
space and better tracking accuracies. We believe however, a tracking range of less than a meter is
sufficient for some interaction applications when the user is interacting with their smartphones or

watches.

4.4.3 FingerlO in Occluded Scenarios

We evaluate two specific occlusion scenarios.
Smart watch occluded behind a jacket. We ask the participants to wear a polyester jacket that
fully covers the smart watch. We use a similar setup as before to compute the tracking error. The

participants were first asked to wear the smart watch and place their hand on the table as shown
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Figure 4.13: Smart watch occluded behind a jacket. The figure plots the CDF for the 2D track-
ing errors for five participants when the smart watch was occluded behind a jacket. The median
tracking error across all the participants is 1.35 cm compared to 1.2 cm when the smart watch was

not occluded.

in fig. @.13[(a). We then asked the participants to draw any pattern with their finger. We run these
experiments with five of our ten participants where each of them was asked to repeat the pattern
they drew 3 times. Fig. d.13(b) shows the CDF of the tracking errors between FingerIO and the
ground truth across all five participants. The median error across all the participants was 1.35 cm.
This is slightly greater than the error in the absence of the occlusion. This demonstrates that

FingerlIO operates even in the presence of occlusions.

Smartphone in the pocket. Next, we run experiments with a smartphone placed inside the
pocket of a pair of jeans, with the back of the smartphone facing outward as shown in fig. 4.14{(a).
Five of the participants were instructed to perform a finger swipe in the air in front of the pocket.
The swipe motion consists of the thumb moving over the index finger. We configure the Finge-
rlO algorithm to compute the distance moved by the finger by processing the data from a single
microphone. The participants were allowed to perform the above swipe finger motion from any
angle to the smartphone. We ask the participants to only move their fingers at a resolution of the
prominent lines on their finger. This provides us with the ground truth data. On average, the par-
ticipants moved their index finger by around 5 cm. We compute the error as the difference in the

distance estimated by FingerIO and the ground truth motion. Fig. #.14(b) shows the CDF of the
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Figure 4.14: Smartphone in a pocket. The figure shows the CDF for the 1D tracking errors for
five participants when the smart phone was inside the pocket. The median tracking error across all

the participants is 1 cm compared to 8 mm when the smartphone was not occluded.

errors in this computed distance. The plots show an average error of 1 cm across all participants.
In all cases, our algorithm correctly identifies the direction of the finger motion, i.e., either towards
or away from the phone. This demonstrates the feasibility of through-the-pocket finger motion

tracking.

4.4.4 Addressing Unintended Motion with FingerlO

In a system like FingerlO, we need a mechanism to inform the device the beginning and end times
of when it should track the finger. This would prevent random motion in the vicinity of the device
from being confused for finger motion for the purpose of interaction. To do this, we introduce a
double swipe as a start and stop motion. A swipe is defined as a finger motion in a straight line
for a length of at least 4 cm. A double swipe requires the user to perform a swipe motion in two
opposite directions; we detect this by looking for distance values linearly increasing for 4 cm and
then decreases for at least 4 cm. We consider a double swipe that is performed within a range of
5 cm from our device to be our start/stop motion. We pick the 5 cm range to ensure that similar
finger motion that occurs at a farther distance is not confused for the start/stop motion.
Experiments: To evaluate how well this start/stop motion works, we ask our ten participants to

perform the double swipe motion with both our smartphone and smart watch setups within 5 cm
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from the devices. Each user performs the finger motion twice for both the devices. For each of
these motions, if our algorithm fails to identify it as a start/stop motion, we consider it to be a false
negative. To compute false positives, we ask our participants to draw random patterns other than
the double swipe within 10 cm from the device for a period of 30 seconds. Each user performed
it twice and then we look for the double swipe gesture over a total duration of 10 minutes across
all the participants. The start/stop motion detected by our algorithm during this duration, are

considered to be false positives.

False negatives: Our algorithm detected the double swipe start/stop motion 19 out of the 20
times the participants performed it with the smartphone. Similarly, we detected this motion 18 out
of 20 times when it was performed with the smart watch. The undetected motions were because
during a double swipe gesture, the participants move their whole hand along with the finger. While
our algorithm tracks only the motion at the closest distance, i.e., the finger, for the three start/stop
motions that were missed, the participants forcefully moved their entire arm in a different direction
than the finger. Since our current implementation can only deal with a single motion direction,
it was confused for this. This is however less likely to be the case if we use the active sonar
approach to track multiple concurrent motions. We also note that the current false negative rate is

still acceptable and could likely become more reliable as the users get accustomed to our system.

False positives: With the smart watch prototype, we did not detect any start/stop motion during
the 10 min duration, i.e., the number of false positives during this duration was zero. This is
because our algorithm requires a strict double swipe pattern within a small range from the device.
With the smartphone, however we detected two start/stop motions during the 10 min duration.
Further analysis of the data showed that the two false positives came from a single participant who
drew a wiggly pattern tracing 4 cm distance in both directions. This triggered our algorithm to
classify this as a start/stop motion. Given that the rest of the participants did not have any false

positives, we believe that the double-swipe motion is sufficient in most scenarios.
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Figure 4.15: Addressing Random Motion in the Surrounding. The figure shoes the 2D tracking
errors when there was a second interrupting user in the environment. The accuracy decreases when
there is a stronger motion within 50 cm of the device. However, the accuracies remain consistently

high when the interrupting user is beyond one meter.

4.4.5 Addressing Random Motion in the Surroundings

The maximum operational range of FingerlO is less than a meter. This is a key advantage, as it
remains unaffected by motion in the surroundings. In this section, we evaluate this property by
measuring the finger tracking accuracy of a participant while another participant creates random
motion in the surroundings. We conduct experiments with one subject drawing a straight line
of distance 4 cm. A phone running FingerlO is placed around 25 cm from the finger location.
While the subject performs finger motion, another interfering subject continuously waves their
hand toward the first subject. We repeat the experiments with two different distances for the second

subject. We compute the finger tracking accuracy for each of these distance values.

Fig. plots these accuracies as a function of distance of the interfering subject from the
phone. The plot shows that when the interfering subject is within 50 cm from the phone, the
finger tracking accuracies significantly suffer. This is not a fundamental limit of our sonar-based
design. Rather this is because our current algorithm is designed only to track a single motion.

In principle, one may design algorithms to track independent motions concurrently from multiple



94

distance values since the echoes arrive at different times for each of these distances. The key
observation however is that for distances greater than a meter for the interfering subject, the finger
tracking accuracies are again high. This is because, at these distances, the reflections caused due to
the motion from the interfering subject are significantly attenuated and hence are weaker compared

to the echoes from the finger motion that is performed at a closer distance.
4.5 Limitations and Future Directions

We discuss the limitations of our current design as well as opportunities to improve it.

Tracking 3-D motion and non-cursive writing. Our current implementation uses two micro-
phones and cannot achieve 3-D tracking of finger motion. This is however not a fundamental
limitation of our approach and can be addressed by using a third microphone. Specifically, three
microphones can be used to triangulate the position of the finger in the 3-D space enabling 3-D
finger tracking. A similar problem occurs with non-cursive writing, where the user could slightly
lift her finger from the 2D surface to move it across different points on the surface. Using only
two microphones, this would be tracked as a continuous motion and our algorithm will project this
motion on the 2-D drawing plane as part of the input. We note that this is a similar issue faced by
camera-based systems where the user draws with her finger in front of a camera. One direction
worth exploring is to incorporate a third microphone on a different plane (which can be done on
the smart watch setup) and use it to identify this 3-D motion.

Tracking multiple concurrent motions. While this chapter focuses on tracking a single finger,
in principle, the algorithms presented could track concurrent changes from multiple fingers as long
as they occur at different distances from the microphones. This can be used to detect pitch, zoom
out and zoom in gestures that require multiple fingers moving at the same time. It can also be used
to detect and separate the finger/body motion from other people near the device. We expect the
algorithms for doing so to be similar to radar based approaches such as Google Soli. Exploring
how well this works in practice is not in the scope of this chapter.

FingerlO’s power consumption. A full-charged Samsung Galaxy S4 running FingerlIO lasts

around four hours. As with other always-on mobile gesture sensing techniques, there are a number
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of power-accuracy tradeoffs that could be made. For instance, we transmit OFDM pulses once
every 5.92 ms which translated to a frame rate of 169 frames/s. Since human motion is unlikely
to change at this rate, we can operate FingerlO with a much lower frame rate. Further, as shown
in Fig. subsampling by a factor of five, still gives us values that look similar to the ground
truth. Optimizing this further and reducing the power consumption, would be a worthwhile future
direction.

Finger tracking with a moving device. The finger tracking algorithms developed in this chapter
work under the assumption that the phone or the smart watch is static. To address mobility of
the devices, we envision using the accelerometer/gyro, already present in the devices we imagine
operating on, to compensate for the motion in our algorithms. Intuitively this would be similar to
imitating a synthetic aperture radar system (SAR). We leave the development of such algorithms

for future work.
4.6 Discussion

In this chapter, we introduce a novel active sonar design for fine-grained finger tracking that does
not require instrumenting the finger with sensors and works even in the presence of occlusions
between the finger and the device. While the existing body of work in this domain requires instru-
menting the body or are vision based systems that does not work in occlusions, this system can be
implemented in any off-the-shelf smart device that has a speaker and a microphone.

Today’s smart [oT devices such as Fitbit, smartwatches and home assistants have small or no
screen for interaction due to their size constraints. Hence they are equipped with speakers and
microphones to enable voice based interaction with the device. This interaction mode requires
the user to speak the commands that can be audible to others and the speech recognition software
systems are susceptible to environment noise and varying accents. Instead our system leverages the

existing speakers and microphones to provide an alternative mode of interaction for these devices.
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Chapter 5
COVERTBAND: ACTIVITY INFORMATION LEAKAGE USING MUSIC

Smart devices and appliances are becoming increasingly prevalent, but as a consequence of
adding these connected devices such as smart TVs, phones, and hubs like the Amazon Echo [68]
to our homes, there are an increased number of connected speakers and microphones with access
to our private environment. This provides a lot of value for consumers, but there are also privacy
threats involved with increased connected sensing capabilities. In this chapter, we show that in
the case of microphones and speakers there are privacy leaks possible with today’s devices that go
beyond the ability to simply record conversations in the home. For example, what if an attacker
could remotely co-opt your television to track you as you move around, without you knowing?
Further, what if that attacker could figure out what you were doing in addition to where you were?
Could she even figure out if you were doing something with another person? A positive answer
could leak information about user activities that are inaudible to a microphone and so far have been
considered to be private.

While there has been significant research interest in the use of RF for localization and activity
recognition (see §5.4), no existing RF mechanisms using Wi-Fi hardware on commodity devices
routers, laptops, and smartphones permit device-free localization of unsuspecting victims in ei-
ther through-barrier or remote-attack scenarios. We create CovertBand , which, for the first time,
transforms commodity devices with microphones and speakers into active sonar systems to track
users and differentiate between different classes of motion. At a high level, we transmit acoustic
pulses in the 18-20 kHz range from the speaker and track reflections from the human body on the

microphones. To accomplish our goals, we had to overcome two key challenges:

1. How to perform passive localization using acoustic signals. Due to the nature of indoor

environments, there are significant multipath effects from static reflectors. To address this,
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we borrow Orthogonal Frequency-Division Multiplexing (OFDM), a modulation technique
commonly used in wireless communication systems such as Wi-Fi and LTE [119]. OFDM’s
strong autocorrelative properties allow CovertBand to function in the presence of multi-path,
where a signal bounces off multiple objects in the environment before arriving at the receiver.
This lets the receiver perform channel correlation to estimate the multi-path effects in the

transmitted signal.

2. How to perform acoustic localization through barriers. A naive solution to this challenge
would simply increase the volume of pulses in the 18-20 kHz range until enough sufficient
energy pentrates the barrier, reflects off a subject, passes through the wall, reflects off of a
subject, and returns to the receiver. However, CovertBand uses speakers on existing devices
which are not specifically built to transmit in the 18-20 kHz range at high volume. As a
result, they create harmonics in audible frequency ranges. To mitigate this effect, we show
how to mix the harmonics with cover music. We also show how to choose OFDM symbols

that music can best conceal.

We implemented CovertBand on a Samsung Galaxy S4 with common audio devices, including 4
portable speakers [43} 145, 100, 48] and a home theater system [89]. To demonstrate the potential
for privacy attacks on varied devices, we implemented CovertBand on a 42 inch SHARP TV [160].
We ran experiments in five homes in the Seattle area to demonstrate CovertBand’s ability to help an
attacker both localize victims and leak information about activities even in scenarios where those
activities are not audible.

We summarize our experimental results below:

e CovertBand can track multiple subjects independently through barriers in a 2D plane. We
ran experiments in five homes to track both a single subject and multiple subjects and found
that we could localize with tracking error comparable to the state-of-the-art in RF localiza-
tion [113,162]]. Specifically, CovertBand localized walking subjects with a mean tracking

error of 18 cm and subjects moving in a fixed position with a mean tracking error of 8 cm.
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For comparison, WiTrack?2 [62]], which uses custom FMCW radar hardware, has an accuracy

of 10.9-19.2 cm when tracking moving subjects through walls.

e We evaluated CovertBand’s range through a variety of materials using a portable speaker [[100]],

showing that it can track at up to 6 m without barriers and 3 m in through-wall scenarios.

e CovertBand can differentiate between rhythmic and linear motions. We tested a variety of
rhythmic motions pumping arms, jumping, and supine pelvic tilts in through-wall scenarios

and show that they produced discernibly different spectrograms from walking.

e We compared performance in the 18-20 kHz range across multiple speakers to prove Covert-
Band could work on a wide variety of hardware. We also demonstrated CovertBand on an
LG G4 connected to a Sharp TV [160] without fine tuning our algorithms to demonstrate the

possibility of sensing with diverse sets of hardware without device-specific training.

e We evaluated our ability to conceal CovertBand with music by playing unmodified songs
and songs with an additional sonar signal back-to-back in random order for 33 subjects in an
isolated environment. We found that subjects could correctly differentiate only 58% of the
pairs, which is close to random guessing, showing that even in ideal scenarios victims are

unlikely to to detect the attack.

Contributions To the best of our knowledge, we are the first to demonstrate active sonar for
through-barrier sensing on a wide range of commodity devices available to standard consumers.

Specifically:

e We demonstrate the first device-free localization capability on commodity devices in both
through-barrier and remote-attack scenarios. We show how to perform localization, tracking,
and motion classification for multiple subjects in a 2D plane using changes in the audio

channel.
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e We ran experiments in five real homes to show that attacks are possible with our prototype. In
particular, we show through multiple scenarios that an attacker can use active sonar to glean
information about victims through walls, even when the attacker cannot see the victim nor
hear any movements, and that such an attack is feasible using many common, off-the-shelf

devices.

e We show how to conceal the attack from a victim by mixing active sonar pulses with music.
We ran user studies to evaluate our methods, showing that such an attack could be done

covertly to avoid detection even in ideal scenarios.

e We reflect on the broader implications of this work, including privacy implications and future
research in this space. Specifically, we demonstrate the feasibility of potential threats through
three case-studies, including spying on: 1) multiple people in a dormitory room when they
are engaging in private activities, 2) a person’s private activities in a bathroom (even when
these activities are inaudible from outside), 3) remote victims by adding CovertBand-based

malware to gadgets, like phones and TVs, that are commonly present in homes.

We note that our work intends to show the possibility of information leakage with commodity
speakers and microphones. Maximizing the range and resolution for different materials and con-

figurations, or building applications to utilize this capability is beyond the scope of this chapter.

5.1 Motivation and Goals

We begin by considering several motivating scenarios to derive our key goals.

5.1.1 Scenarios

These scenarios survey the utility of understanding the feasibility of covert, through-barrier sens-
ing. Such attacks provide a new avenue for leaking information about obscured activities even in

the presence of background or cover noise.
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National intelligence Imagine a spy (Alice) entering a foreign country. She rents a hotel room
adjacent to an individual (Bob), whom she intends to discretely and covertly monitor. To be a
good spy, Alice cannot enter the country with dedicated surveillance hardware, and she cannot
acquire any suspicious new hardware while in-country. But she still wants to monitor her neighbor
to know when he is in the bedroom or bathroom, an ideal opportunity to enter the apartment and
gather additional information). Bob does not know that he is being monitored, or even that he is
the potential target of monitoring. Alice would benefit from using a covert monitoring mechanism,

something she could run on her phone and that would avoid arousing Bob’s suspicion.

Vigilante Justice In some cases, revealing certain private activities can be dangerous to victims.
For example, many countries or non-government entities persecute pre-mairtal or other sexual
partnerships [[169, 97, 93]]. We note that in many of these cases, vigilantes do not seek conclusive
evidence before condemning victims; as such, the possibility of even circumstantial evidence could

pose security threats for these individuals.

Remote Hacking of Phones and Smart TVs We also consider attacks that leverage devices al-
ready inside a victim’s home. Because our attack requires access only to a speaker and microphone,
an attacker can leverage many devices that already exist in the home environment. Smart TV apps
and voice assistants, like Amazon Echo [68] and Google Home [88]], already have access to speak-
ers and microphones and let users install applications. A remote adversary who compromises one
of these devices, perhaps via a Trojan application in an app store or via a remote exploit, could
use our methods to remotely glean information about an individual’s home activities. An attacker
could also find more surreptitious ways to execute such an attack. For example, a streaming music
app with voice control has all the permissions (speaker and microphone) needed to execute our
attack. As a simple example, an attacker could utilize the advertising library embedded inside a

music application to determine whether the user is near the phone when an ad is played.
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5.1.2 Goals and Non-goals

Inspired by the preceding scenarios, we enumerate five goals for our system:

1. Major motion detection and tracking. The system should be able to detect motion and per-

form 2D tracking for each of several individuals in an environment.

2. Distinguish between movements. Our technique should be able to convey information about

the type of movement occurring.

3. Re-purpose commonly available devices. Our technique should be implementable on devices
that people might already own for several reasons. First is cost, ensuring that our approach
is affordable enough to be commonly available. Second, using devices commonly found in
household environments increases the potential attack surface. Further, using such devices
provides ‘“plausible deniability”: a camera installed in an environment leaves physical evi-
dence, and the purchase of dedicated radar equipment leaves little ambiguity as to someone’s

intended monitoring activities.

4. Through-barrier sensing. Each of the previous capabilities should be possible despite the

presence of common barriers, e.g., walls, doors, windows, etc.

5. Not detectable to unknowing target. An unknowing target, unaware of our this type of attack,

should have a low probability of detecting our attack.

We do not attempt to avoid detection by knowing targets. If targets know that they might be
the subjects of monitoring, then they might be able to detect it by setting up sensors. Because this
is true of any existing, active through-wall imaging techniques, including radar, we argue that this
is a reasonable non-goal.

To our knowledge, we are the first to study, demonstrate, and evaluate an attack using the

preceding goals. More specifically, we are unaware of any solution that performs through-barrier
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detection and tracking on common devices. Note that RF-based systems that perform through-
barrier device-free detection and tracking [34, 143} 158, 144,193 1148, (194, 36, 203]] require custom
hardware, such as USRPs, or are limited to Wi-Fi chipsets with access to channel state information
(CSI) in the vicinity of the device [173, 1196, 190]. Commodity smartphones do not typically
provide software-level access to CSI information. Thus, we know of no existing solution that

tracks through barriers with commodity smartphone devices.
5.2 CovertBand Design

Section Outline This section is organized as follows: describes the attack surfaces and
attacker requirements. §5.2.2|describes our choice of signal, and §5.2.3|describes how we play this
signal and our method for obscuring it. Sections §5.2.4|and §5.2.5|explain how to use the signal to

calculate the distance to moving objects and how to use that distance to perform 2D localization.

5.2.1 Adversary Model

CovertBand enables two unique attack surfaces.

1. The first is a remote attack where an attacker compromises speakers and microphones al-
ready in a victim’s home. This may be as innocuous as a music or video application with
access to the microphone and speakers on a smartphone, Amazon Echo, or a Smart TV. Be-
cause CovertBand uses common devices, it can use an over-permissioned or malicious ap-
plication, a common and well-known problem with mobile applications [152], to monitor an
individual’s location and activity. In principle, the hardware need only have multiple micro-
phones and a single speaker, a configuration common in smarthphones and home assistants
(e.g., Amazon Echo has a 7-microphone array). The attacker can likely reference hardware
specifications to get information about speaker locations and microphones but must make
some assumptions about device location. An Amazon Echo and television, for example, are
unlikely to move. Thus, if attackers learn their location (for example, in a bedroom), they

could use that information to breach privacy. State-of-the-art RF approaches generally do



103

not permit such remote attacks because through-wall approaches require specialized hard-
ware (USRPs and FMCW radar arrays) not present in a victim’s home [62, [148]. Other
approaches use common Wi-Fi access points but require multiple access points and multi-
ple devices in the environment at known locations and under attacker control. Further, they

require a training phase that may demand victim cooperation [117, 198,159, [154].

2. The second attack is a through-wall scenario where the attacker places a speaker and mi-
crophones near a barrier to sense obscured activities. Though this attack works best when
victims are in the forward direction relative to the speaker, it: (1) does not require any par-
ticular speaker and microphone placement, (2) can be executed with a diverse combination
of speakers and microphones, and (3) can be placed anywhere along (or up) the barrier as
long as the victim is within range. Existing sonar approaches for through-barrier sensing
require more specialized hardware and setups. For example, the DoD funded a through-wall
sonar detector [58] with specialized hardware, which was meant for presence detection, not
localization. Finally, while the principles in our chapter can generalize to two (stereo) or
more speakers and a single microphone or a synthetic aperture by moving the speakers in a

line, demonstrating these generalizations are beyond the scope of this chapter.

5.2.2 Strong Autocorrelative Signal

CovertBand leverages autocorrelation to identify the beginning of an echo from a human. For this
reason, we selected OFDM signals for our sonar pulses. OFDM, a modulation technique com-
monly used in wireless communication systems including Wi-Fi [95] and LTE [119], has strong
autocorrelative properties. These properties let it work in the presence of multi-path reflections,
where a signal bounces multiple objects in the environment before arriving at the receiver. The re-
ceiver can thereby perform channel correlation to estimate the multi-path effects in the transmitted

signal.
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Figure 5.1: The figure plots the frequency spec-  Figure 5.2: The figure shows the sonar OFDM sig-
trum of the signal recorded in a smartphone when the nals (18-20 kHz) mixed with the cover music (sub-
speaker plays a 19 kHz tone. While playing it creates 10 kHz). Generated in software to show the separa-
sub-harmonics in lower frequencies. Recorded in a tion in frequency space between the OFDM symbols
quiet lab environment by placing a speaker directly and the cover music.

in front of a smartphone microphone.

5.2.3 Signal Generation at the Speaker

CovertBand generates OFDM symbols in the upper audible range (18-20 kHz), which we play
through a connected portable speaker. Since our phones’ microphones accept samples at 48 kHz,
by the Nyquist condition, the effective bandwidth is 24 kHz. We divide this bandwidth into 64
subcarriers, each with a width of 375 Hz. We assign random data (either 1 or -1) to the seven
subcarriers between 48 and 54 that correspond to the frequencies of 18 to 20 kHz and perform
an IFFT on these 64 values to generate a 200-sample OFDM symbol in the time domain. When
sampling at 48 kHz, a 200 sample OFDM symbol forms a pulse that spans 4.2 ms. Though radios
have oscillators that let them transmit quadrature and in-phase components, and hence transmit the
complex numbers output by the IFFT, speakers only accept 16-bit real numbers, so we transmit the
amplitude of the IFFT samples and discard the phase.

Although not all adults can hear frequencies at 18-20 kHz, when played through an off-the-shelf
portable speaker at high volume there are audible sub-harmonics at lower frequencies. Fig. [5.]]
shows the spectrogram of a 19 kHz tone played from a JBL portable Bluetooth speaker and
recorded using a smartphone. The plot shows sub-harmonics in the 11 kHz range. To hide these
sub-harmonics, we combine the OFDM symbols with an audible song (see Fig.[5.2). Specifically,

we play music continuously in the 0.1-8 kHz range and transmit the OFDM symbol every 105 ms,
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i.e., about 9.6 OFDM symbols every second. Since the song and OFDM symbols use different fre-
quency ranges, we can isolate the OFDM symbol at the receiver with a high pass filter, removing
both our song and any environmental or cover noise below the 18-20 kHz band.

We note two key points about our design. First, we generated a number of random OFDM
symbols and found that each symbol has different audibility level when played on a speaker. When
we compared the structure of the OFDM symbol with its audibility level, we found that OFDM
symbols that do not ramp up to full volume near the beginning or end of the signal are much less
audible than symbols with a sudden change in amplitude (i.e., a crescendo and decrescendo, rather
than immediate spikes at the beginning or end of the symbol). We use one such symbol in our
design, though we did not excessively optimize OFDM symbols for this purpose.

Second, the songs selected effected the detectability of our sonar signal. We found that songs
with more percussive events easily obscured the sonar signal but songs and speeches with many
silent pauses were unable to mask certain elements of the signal. In our design, attackers can
modify the ratio of song volume to sonar signal volume to better hide the OFDM signal. We found
that song volumes higher than a quarter of the sonar signal volume were sufficient to our ears. That

is, songs played at much lower volumes than the signal proved sufficient to mask it in our tests.

Seed5.3.5|for the evaluation of covertness.

5.2.4 Computing Distance from Microphone

When the speaker plays our sonar signal, sound waves reflect off both static objects in the environ-
ment and moving persons before being reaching the microphone. To find the distance of the people
from the microphone, CovertBand performs to steps. It: (1) estimates the channel correlation for
each transmitted OFDM symbol to find all reflectors, and (2) compares consecutive correlation
profiles in time to seek moving reflectors, which we assume to be humans (but could be other

moving objects).

Step 1: Generating the channel correlation profile. To generate the correlation profile, we pass the

recorded signal through a high-pass filter to remove the song and isolate sonar signal reflections.
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Figure 5.3: The figure plots an example correlation Figure 5.4: The figure plots an example correlation
profile for a time instance recorded through a door in one profile at two time instances t1 and t2 also recorded in
of our five home experiments. The peaks represent all a real home environment. The peaks shift farther to a
the major reflectors including the static objects and the distance of 0.45 m when the person moves away from

human subject present at the corresponding distances. the smartphone.

Fig. [5.3] shows a sample correlation profile at a specific time instance. Each peak corresponds to
an object’s echo. We can find the distance to the object using the speed of sound and the observed
time delay. Since OFDM has strong autocorrelation properties, the correlation profile is accurate

within a range of 2 to 3 samples (1-2 cm sampling at 48 kHz).

Step 2: Identifying the echo from the person. When a human moves, the resulting echo occurs at
different distances over time. Fig. shows the correlation profile at two time instances separated
by 0.02 s when the subject moves from 0.45 m to 0.5 m. We clearly see the change in the echo’s
position. We extract this change by performing a consecutive subtraction of the channel correlation
profiles every 110 ms. We should note that the consecutive subtraction operation removes the
constant echo from all the static objects in the environment. During human motion, we see a
significant change in echoes mainly at the distance corresponding to the individual’s location. This
change occurs in a range of distances corresponding to the human profile (height and weight).
However, we also see some minor changes at slightly large distances due to the dynamic multi-path
i.e. a multi-path that changes when the human moves. For example an echo from the human might
reach a nearby strong static reflector first before reaching the receiver. In most cases, the dynamic
multi-path causes small changes at larger distance than the direct path and hence we identify the

smallest distance at which the difference is above a relative threshold to identify the new location
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of the human. CovertBand uses 60% of the maximum change as the minimum threshold. The
dynamic multipath causes larger changes in the echo only when there is a strong reflector very
close to the human subject. Since the reflector is basically in contact with the human subject, this
leads only to a small error of less than 10 cm.

To perform the correlation, enough energy must pass through the barrier, regardless of path,
and reflect back to the microphone. We find this to be the case in our real-world experiments. Our
intuition is that, in normal environments, sufficient gaps and holes (light switches, power outlets,

door frames, windows, etc.) let sound propagate and return to the microphone for sensing.

Multipath In cases where the wall is not permeable to our sonar signal, the large correlation
will correspond to an indirect path that over-estimates distance. This would cause error in our
experiments. However, our experiments in realistic environments with various configurations show
that some energy does pass in a sufficiently direct path to moving reflectors. Although the direct
path may not be the highest energy reflection, we can see that it moves in the same way as do the
higher energy reflections, indicating that it is a shorter path to the same moving object. We use the
lowest-distance reflection to get an upper bound on the individual’s distance.

In principle, we can infer the actual position of an individual even without any energy traveling
along the direct path. One potential technique would build on [201]], which uses angle of arrival
to locate the source of reflections even if the direct path is fully blocked. We did not need to do
this for our proof of concept information leakage demonstration because sufficient energy passed

directly perform sensing.

Multiple people When multiple people move in an environment, consecutive subtraction of cor-
relation profiles will show changes at the different distances corresponding to each human. We
record on two microphones so multiple people at the same distance from one microphone are
likely to show up as distinct reflectors on the other microphone, unless they are, in fact, in the
same position. To identify each individual, we first scan through the entire correlation profile and

attribute each distance where the difference in the correlation profile exceeds the minimum thresh-



108

old to a single person. In our implementation, we attribute motions that occur within a distance
of 20 cm to the same person. We use the distance that corresponds to the maximum difference
in the correlation profile in each group to compute the individual’s location. Note that multi-path
reflections corresponding to a single subject move at a fixed rate and distance. Using this, we
can disambiguate between reflections from different subjects. In some theoretical situations where
two subjects are in precise locations and move in concert at the same time, we will see only one
change in the correlation profile and thus recognize one person even when there are two separate
individuals. This highly unlikely situation is beyondthe scope of a commodity system such as

CovertBand .

5.2.5 Tracking with Multiple Microphones

We can track an individual’s location using the distance from multiple microphones. Note that
the distance measured in the previous step sums of the distance from the speaker to the individual
and the distance from the individual back to the microphone. In a two dimensional space, given
this distance, the human can be at any point in the 2D plane along an ellipse with the locations of
the speaker and microphone as the foci and the measured distance being twice the length of the
major axis. Thus, each microphone creates an ellipse; the intersection of the ellipses from multiple
microphones provides the individual’s location in the plane. In the case where one cannot assume
the subject is moving in a 2D plane, we would need a third microphone (for example, one plugged
into the audio jack) or a different device to do trilateration in 3D. For example, the Amazon Echo

has a 7 speaker array [96]] that would help immensely for 3D localization.

Since the phone has two microphones, the individual’s position can be at any location that
occurs at the intersection of the two corresponding ellipses. While two ellipses can intersect at
four different points, in our case both ellipses share a common focus (i.e., location of the speaker).
Hence, they intersect at only two points that are symmetrical along the line joining the two micro-
phones on the smartphone. These two points lie on either side of the barrier and can therefore be

used to disambiguate the motion on either side.
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5.3 Experimental Evaluation

Here we evaluate CovertBand ’s ability to achieve our goals from Because sonar has not been
used with these goals in mind, namely for covert, through-barrier sensing on commodity devices
we aim to show the constraints of our design choices from and demonstrate feasibility in
scenarios that represent realistic threats.

We had five main goals from §5.1}

—

. Identify different classes of motion and activities.

2. Track multiple people in a 2-D environment.

3. Evaluate range through different materials.

4. Ensure that our methods work with existing, cheap, off the shelf hardware.

5. Conceal the attack from the victims.

In this section, we outline our experiments, implementation details and present results. We

performed experiments for each of our goals to show feasibility in real world environments.

Implementation Details We implement our design of CovertBand as a third party Android app
that does not require rooting the phone. The app uses the AudioTrack API to play the acoustic
signals and the AudioRecord API to record simultaneously on both microphones in stereo. Our
design requires the following from the phone: (1) transmit acoustic signals at 18-20 kHz, (2)
sample the received signals on the microphones at 48 KHz, and (3) have two microphones to
achieve 2D tracking (recall that a smartphone with a single microphone can be used to estimate
the distance but not 2D position). Many Android phones including Samsung Galaxy S4, Samsung
Galaxy S5 and HTC One satisfy the above requirements.
For each of our experiments, we used a Samsung Galaxy S4 connected to a portable speaker [[100]

through the audio jack. Like most common smartphones, the S4 has two microphones, one at the
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top and one at the bottom, separated by approximately 15 cm. Our Android app transmits a song
along with our sonar signal through the speaker and records the backscattered signals using the two
microphones as described in We record and process the raw sample data and send the results
to a laptop over Bluetooth for offline processing. We note that this attack can potentially be done
on the phone, rather than offline, if needed.

Microphone Orientation. For each of our experiments, we placed the phone on its side, so
that the two microphones (one at the top of the phone and one at the bottom) were in the same
horizontal plane and perpendicular to the direction of the subject. For distinguishing between
activities, any orientation should work. However, for some of the experiments discussed later, such
as 2D tracking, the only relevant property of this orientation is that the two microphones are in the
same plane as the target, as we can only make inferences in this plane. With more microphones we

could potentially sense in 3D.

5.3.1 Distinguishing Between Activities

First we demonstrate CovertBand’s ability to help an attacker infer information about what a person
is doing using two basic methods: (1) inference based on characteristics of motion and (2) inference

based on timing.

Inference based on characteristics of motion We show how CovertBand can potentially enable
an attacker to differentiate between different classes of movements even when subjects are in dif-
ferent body positions and orientations. Specifically, we focus on two classes of motion: (1) linear
motion (the subject walks in a straight line) and (2) periodic motion (pelvic tilt where the subject
remains in approximately the same position (lying on his or her back on the floor) but performs a
periodic exercise). These motions are sufficiently different that we should be able to differentiate
them by looking at the spectrograms, but are also realistic enough to potentially enable privacy
leakage. For example, (1) models information that might be of interest to intelligence community
members, e.g., to track the location of a target within a room and (2) could be used to infer sexual

activity, for which the importance of protecting might vary depending on the target’s culture and
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Figure 5.5: Spectrograms of the change in the correlation profile at all distances (increasing from the top in the
y-axis of the figure) over time (x-axis) for three different cases a) When the person is stationary, there is no change.
b) For a linear motion like walking, the maximum change occurs at the new location of the user. ¢) For a rhythmic

activity like pelvic-tilt exercise, the changes repeat over time.

cultural norms or might vary depending on the target’s public visibility, e.g., celebrity status or
political status.

To run these experiments, we placed our phone and speaker 20 cm from a standard interior wall
[99]. A subject 1 m from the inside of the wall was asked to perform each of the above activities.
We then transmit our covert sonar signal and track the changes in the echoes as a function of time
as described in Fig. shows the spectrogram plots for the different activities. The x-axis
denotes the time and the y-axis is the distance of the subject from a single microphone at the
smartphone. The spectrogram plots the difference in the echoes received where the differences are

computed over successive 10 ms durations. The plots show that:

e First, when there is no activity on the other side of the wall, as expected, we do not see any

significant changes in the echoes as received by the microphone.

e As the subject walks towards the phone on the other side of the wall, we see a strong change
in consecutive echoes occurring at decreasing distances from the phone. The black line in
Fig.[5.5(b) shows the actual distance of the subject as a function of time. By looking at the
areas where the changes in the echoes are the highest, we can see that CovertBand accurately

tracks the distance.

e When the subject performs a repetitive motion from a stationary position, we see a repetitive

signal at a fixed distance (1.5 m).
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Figure 5.6: We were able to localize the person in dif- Figure 5.7: Experimental Setup 1: Box and whiskers
ferent areas of the bathroom. According to our sonar plot of tracking error for one moving subject in the bath-
readings, Bob spent 13s at station A, 11.5 s at station B, room. We calculate error by comparing observations
10.5 s at station C and 11.5 s at station D. (Ground truth: with trajectories based on starting and ending points
19.5sat A, 134 satB, 12 s at C and 14 s at D). Trajec- marked on the floor.

tory line thickened for visibility.

We also tested other rhythmic motions, such as jumping and pumping arms with the subject in
a standing position. The plots look similar to the pelvic tilt in that they are clearly repetitive, but
have different energies and distances associated with them. Though this is clearly an example of
a rudimentary classification, it requires no training phase to generate the data above that enables
an additional privacy breach. More sophisticated attackers could potentially train models to do
more accurate classification or detect additional types of movements. And though we do not aim
to do gesture recognition in this work, even recognizing a motion as repetitive may be sufficient
as a privacy threat in situations where circumstantial evidence can be damning. We also note that
CovertBand should still be able to differentiate between linear and rhythmic motion in cases where
subjects come into contact with stationary objects in the environment. We verified in that
CovertBand could detect the motion and localize a person sitting in an office chair, performing

rhythmic motions.

Inference based on timing As we will see in §5.3.2] we can use CovertBand to do 2D tracking of
subjects even through walls, which can further leak information about potentially private activities.

To demonstrate this, we show a scenario where one subject (Bob) pretended to go through a routine
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in the bathroom while the other (Alice) used CovertBand to track his movements. We placed the
speaker setup 15 cm outside the bathroom door and performed four trials during which Bob spent
less than 20 seconds doing each of the following: showering, drying off on the scale, sitting on the
toilet, and brushing his teeth. During the experiment, the bathroom fan was ON and we could not
hear Bob performing any of the activities inside the bathroom.

Using CovertBand , we were able to localize Bob at different areas of the bathroom as he
performed different tasks. Fig.[5.6]shows a 2D mapping of Bob’s movements with observed timing
as he stopped in each location. We were also able to download the publicly available floorplan for
this particular apartment, which allowed us to map each of the stops to different stations within the
bathroom. For example, we can guess that Bob was probably using the sink during D, or showering
during A. Floorplans for many apartments and hotels are available online.

We note that the notably higher error for timing while Bob was at station A is due to Alice’s
inability to differentiate between Bob standing in the shower, and Bob opening/closing the curtain
or simulating drying off directly outside the shower. If we had simulated Bob showering for a more
realistic amount of time, the relative error would be much more reasonable.

During this experiment, the participant did not spend a realistic amount of time at each station,
rather simply paused and used a timer to record how long he stayed at each stop. We can see that
being able to localize Bob within 20cm can tell us a lot about which part of the room he is in and

with what he could be interacting.

5.3.2 2D Tracking

As we mentioned above, CovertBand can track 2D movements using echoes from multiple mi-
crophones on a phone (recall §5.2.4). Here we strive to demonstrate and quantify our 2D location
tracking ability by performing experiments in real-world setups both from within the home and

from outside of it.

Home Environment: In our first setup, we ran two sets of experiments in each of five real-world

homes in a metropolitan area. For each, we asked volunteers of different height and weight to
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perform various actions. We confirmed in separate tests that larger subjects (largest was 6’37, 180
Ibs) reflected more energy, than smaller ones (smallest was 5°3”, 130 lbs). However, though they
reflected more energy, this did not affect our ability to localize them or change the observed error.
In some cases, larger people were easier to detect, but caused more observed error as they reflected

energy from a wider space.

Experimental scenario 1 - Single subject.  For the first experiment, we ran three trials at each
location where we placed the phone and speaker on a chair outside a closed wooden bathroom
door and asked a volunteer to walk along a straight 1 m line marked on the bathroom floor. The
thicknesses of the wooden doors were standard [98]], but some were hollow and some were solid
wood. Also, in a couple of homes the fan inside the bathroom was on, and in all the homes we
could not visually see or hear the subject performing the activity. For each trial, we compared the
2D trajectory computed by our system with the marked trajectory on the inside of the bathroom.
Fig. shows the mean 2-D tracking error across the bathrooms in the five homes. While we
see a variation in the errors across the homes, owing to differences in the bathroom door material
and the natural variation in movements across different subjects and trials, across the five home

environments the mean tracking error for the bathroom experiments was just 18 cm.

In a similar scenario, we were also able to localize a subject in close contact with a strong
multi-path reflector. To demonstrate this, we placed a large metal sheet next to a subject, who
performed rhythmic motion. As mentioned in the close proximity of a strong multi-path
reflector causes dynamic multi-path. However, we were still able to correctly localize the moving

subject within an average error of 13 cm.

Experimental scenario 2 - Multiple subjects, multiple motions. We placed the speaker and phone
outside a bedroom to detect and localize subjects inside. In three of five homes, we placed the
setup outside the bedroom wall; in the the other two, we placed it outside a closed bedroom door.
All walls and doors were standard and all doors were closed for the experiments. To show that we
can simultaneously track two people, we asked one person to stand 2 m from the wall closest to the

speaker and continuously move his torso in a thythmic fashion. At the same time, a second person
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Subject A twisted at the hips, while subject B walked toward him. For all experiments, doors/windows were closed.
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Figure 5.9: Experimental Scenario 2: Box and
whiskers plot of tracking error for the twisting sub-
ject from Fig. (Subject A). The error is smaller

because he is stationary (only moves his torso).

Figure 5.10: Experimental scenario 2: Box and
whiskers plot of tracking error for the walking subject
from in Fig. (Subject B). We compute error based

on the trajectory marked on the floor.

walked 2 m towards the first person. For these experiments, distances and orientations were a bit
different in each setup depending on the layout of the room. The experimental setup for one of
these layouts is depicted in Fig.[5.8] For subject A, we calculated the tracking error as the distance
between the computed 2D location and the true location. For subject B, we computed the tracking
error as the difference between the computed trajectory and the direct line between the starting and

ending points.

In the bedroom experiments, the mean tracking error was 8 cm for the subject twisting in a fixed
location, but 20 cm for the walking subject. The discrepancy in tracking error between the subjects
is in part because we measured the accuracy against a reference line which was directly between

the starting point and the ending point. In reality, it is likely that the walking subject deviated
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slightly from this direct line while moving 2 m toward the twisting subject. For example, even for
a subject walking directly on the trajectory line, normal walking motion includes arms, separated
by more than 20 cm, swinging with pendulum-like motion. As such, we do not try to optimize
our results for errors less than 50 cm. Despite this, all calculated errors were still less than 25cm
(less than 1 foot) and in each trial we were able to both localize each movement and identify it as
either the linear movement or the rhythmic one. Though the experiments for Fig.|5.7| were done in
the same respective homes as those for Fig. and they were done in different rooms with
different layouts, so we expect some deviation in the results. However, the mean tracking error for
the bathroom experiments are similar to errors for the walking subject in the bedroom setup, owing
to the similarity in movement, the similarity of materials within homes and similar variability in

subject trajectory.

Experimental Scenario 3: Multiple people, convergence. To demonstrate this behavior, we per-
formed two more experiments to confirm that CovertBand could deal with two subjects converg-
ing to a single location. In these experiments, both subjects performed a whole body motion by
walking towards and away from each other inside a room with the speaker setup placed outside a
standard interior wall. Specifically, for the first experiment, the two subjects were present at 1 m
and 1.7 m from the wall and walked towards each other; for the second experiment, both the sub-
jects started from the same point 1.5 m from the wall and walked in diagonally opposite directions.
Fig. [5.12] shows the CDF of the 2-D localization errors of the two subjects. From the results, we
found that we were able to localize both the subjects with an average error of less than 20 cm.
When the subjects get sufficiently close, i.e., less than 20 cm, our thresholds begin to treat them as
a single person. As they walk away, the threshold separates them into two distinct people again.

A Note About Multiple People. As described in Experimental Scenario 3, when multiple people
are far apart, CovertBand can distinguish between them, but when they come within close contact,
it treats them as a single person. One person moving rhythmically and one static will be treated
as a single person moving rhythmically. Furthermore, if both are moving linearly together, they
will simply be treated as a single walking person, but they will likely reflect more energy. Because

CovertBand is only accurate to 18 cm, we leave it out of the scope of this work to distinguish
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Figure 5.11: Spectrogram shows the seated person Figure 5.12: CDF of localization errors for two sub-
performing the rythmic motion when the other subject jects when they are walking towards each other as in ex-

stands in contact with the chair and the subject. perimental scenario 3.

situations where there is only one person in a location vs. when there are two. An attacker us-
ing CovertBand would have to deduce this using prior knowledge. For example, she could use
CovertBand to observe that there were previously two people moving toward each other. We note
that an attacker can make inferences about activities in a bedroom for example, where two people
converge to a location, spend time performing rhythmic activity in the same location, and then
separate some time later without obtaining concrete evidence. As mentioned in this could
be a significant potential security threat for certain individuals. However, as we discuss in

CovertBand will not allow an attacker to identify either subject once they have separated.

Two people moving rhythmically in the same position will simply look like rhythmic motion
(albeit with potentially different frequencies) on a spectrogram, similar to the pumping arms sce-
nario, where the subject’s arms were not moving in unison. We also note that a static person
between the attacker and a moving subject will act like a stationary object in between a victim
and attacker, serving to attenuate the sonar signal to some degree. To show that CovertBand can
perform this type of tracking when subjects are in contact with stationary objects in the environ-
ment, we ran a similar experiment where the stationary person sat in an office chair and performed
rhythmic motion while the walking subject walked 1 m to that position and stood next to the seated
subject (who was performing rhythmic motion) both in contact with the chair and the person.
CovertBand correctly recognized that rhythmic motion and was able to localize both the seated

and walking subjects. When they came within 20 cm of each other, it treated them as a single per-
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son continuing rhythmic motion. Our system was able to localize this subject with an average error
of 9.57 cm. Fig.[5.T1]shows the spectrogram for the seated person performing rhythmic motion.
We can see that despite contact with a static object and another human, we are still able to see the
rhythmic motion of the subject.

Overall, we find that resolution and accuracy were not drastically affected in any of our real-
world experiments despite very different circumstances, building structures and layouts. This im-
plies that in common scenarios, CovertBand can be resilient to changes in location and, unlike
some alternative approaches, does not require a training phase before performing through wall

detection and tracking.

Spying through external walls and doors: In addition to detecting and localizing subjects across
rooms inside a home environment, we also tested CovertBand through external doors and walls.
These barriers are thicker and are often designed so that any outsider cannot visually see or hear
anything that happens within the home. We conducted experiments in three different locations
one apartment and two standalone homes to test our ability to do 2D localization through external
materials. Specifically, we tested a 4.5 cm thick solid wood door, a 30 cm thick exterior founda-
tional basement wall composed of a combination of different wood paneling and sheet-rock, and
an external double-paned window with curtains drawn. In each experiment, we placed the speaker
close to the barrier and ensured that all windows and doors were shut. In the apartment, this meant
placing the speaker in a neighboring apartment along a shared wall.

In all experiments, the speaker was placed 5 cm from the barrier on the house’s exterior and a
test subject walked a distance of 1 m inside the home. We then localize this subject over time using
their walking motion and compute the average of shortest perpendicular distance to the original
trajectory as the localization error.

We found that we were able to localize the subject within an error of about 30 cm in the case of
the external door an window. As an example, Fig. [5.13|shows the speaker setup and the measured
trajectory for the experiment that we conducted in the apartment. For that experiment, we placed
the speaker setup along the shared wall in the neighboring apartment an asked a subject to walk

toward the wall on the other side. We were able to localize this subject with an average error of 30
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Figure 5.13: The figure shows the speaker layout Figure 5.14: Effect of barrier material. The figure
placed in apartment] close to the wall shared with apart- plots the measured signal power and the maximum range
ment2. The subject walked in a line toward the speaker at which we can accurately locate an individual through

on the other side of the drywall. five different barrier materials.

cm. However, we were not able to track the subject through the foundational basement wall due
to much thicker external materials. However, an attacker could potentially increase the range and

penetrate thicker materials by using a better speaker with higher output power.

5.3.3 Evaluating Range through Materials

To estimate upper bounds on CovertBand ’s ability to sense in different environments, we ran
experiments through various barriers in a two-bedroom apartment and measured the maximum
ranges at which CovertBand could detect movement. In particular, we placed the speaker with no
barrier as a baseline and 30 cm from the following visual obstructions: a hollow wooden door, a
hollow interior wall, and a hollow exterior wall. In each case, we performed the experiments in
the context of the home so as to study feasibility in realistic situations. The interior walls were
all standard hollow walls [99] and the doors were made of hollow wood were standard interior
doors [98]. The external walls were also drywall and had an estimated thickness of 10 cm.

For each situation, we placed the Samsung Galaxy S4 connected to a JBL portable Bluetooth
speaker around 30 cm from the barrier. We also placed an Amprobe sound pressure meter [41]]
20 cm away on the other side of the barrier to measure the attenuation. We asked a volunteer to

take two steps (around 60 cm) on the other side of the barrier at various distances so that we can
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calculate the maximum distance at which CovertBand can successfully detect the motion. The
volunteer repeats the motion five times at each distance until we cannot successfully detect it with
an error of less than 30 cm, 80% of the time, i.e., four of the five times. This is sufficient in our
opinion to constitute a privacy breach.

Fig. [5.14] shows the pressure values reported by the sound pressure meter and the maximum
distance at which we can detect the movement correctly in 80% of our trials. In order to count
as correctly detected, we require that CovertBand track and localize the movement with an error
of less than 30 cm from the ground truth trajectory, marked on the floor with tape. Logically, as
the attenuation caused by the barrier increases, the distance at which we can detect the motion
decreases. The maximum distances are around 6, 5, 4, 3 and 1.5 meters for air, curtain, wooden
door, hollow wall and exterior wall, respectively. In addition to using speakers capable of higher
volumes, we mention a few ways to increase this range across all materials in Though these
results are only for a single apartment, our experiments in five other homes in later sections showed
similar results. We note that our system can detect movement with a lower probability (e.g., one

out of five) at a further distance.

5.3.4 Using Common Existing Hardware

For our detection to work, the speaker needs to transmit signals at the higher end of the audible
frequency range. As such, rather than re-running all of our experiments in homes with many
different speakers, we find it equally effective to compare the relative volumes at which a variety
of speakers can play frequencies in this range.

We compared 4 cheap portable speakers, including the JBL [[100] we used in the above ex-
periments, and a home theater system. All were able to play tones at comparable volumes at
frequencies from 200 Hz-20 kHz with the exception of a Bose Bluetooth speaker, which had a
noticeable dip at 17.5 kHz. We also noticed more speaker “clipping”, across all portable speakers
at full volume when we played some of the higher frequencies. Despite this, as we demonstrate in
other sections, the power is still sufficient for the purposes of our attack and the “clipping” noises

don’t harm our ability to perform tracking. The clipping is a result of the speaker not being able
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to drive the speaker cone with the expected amplitude sufficiently fast, so even at 90% volume the
clipping disappears. Better speakers capable of higher volumes would not necessarily have this
problem. The home theater system we tested, for example, did not exhibit clipping at any of the

volumes we measured.

We believe that all five of the speakers we tested are fully capable of executing our attack with
ranges from 2-6 m, with the caveat that the signal may need to be altered to use the Bose speaker.
The only other components we need are a pair (or more) of microphones that can sample at 48 kHz
or higher. Many common smartphones, such as the Galaxy S4/5, LG G4, and HTC One, have

microphones that satisfy this requirement.

Demonstrating information leakage with smart TVs As we mentioned, the ability to use com-
mon hardware for this type of attack opens up a variety of potential devices for an attacker to use
to get information about a target; an attacker with access to a speaker and microphone that already
exist in the environment can potentially leverage them to glean information about remote targets.
We show that such an attack is possible if an attacker can get an over-permissioned application on
a smart TV. To demonstrate, we use CovertBand to play some of our altered songs through the
television speakers of a 42 inch SHARP TV [160]. Though all of our previous tests were done
on a Samsung Galaxy S4 with software tuned for the orientation of the speakers on that device,
an attacker may not know the exact orientation and power of speakers on a victim’s device, or the
relative position with respect to the speaker they now control. To account for this, we used the dual
microphones from a larger LG G4 phone (with microphones in different positions) and placed it
on a table next to the TV. As we mean to demonstrate feasibility, we conservatively did not change
any of the software to tune it for the new hardware. We had a volunteer stand two meters in front
of the television and perform repetitive motions for a short interval in a stationary position. We
found that using the standard TV front-facing speakers we could correctly estimate distance of a

subject within a maximum error of up to 30 cm.
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5.3.5 Evaluating Covertness of our Design

Our final goal was to conceal the signal, and its subharmonics, against unknowing attackers. We
designed an experiment to get an estimate of an upper bound on detectability by testing whether
subjects who were both familiar with the experiment and knowledgeable of the signal could differ-
entiate between unaltered songs and songs containing our sonar signal. Our logic is that subjects
who have been exposed to the signal, who are not obscured by barriers, and who have been told

that the signal will be present should detect our attack at higher rates than unknowing victims.

Experimental Setup Participants were asked to identify which of two clips (played back-to-back
in a random order) was the original unmodified song and which was the clip with our added sonar
signal. The volume of the added sonar signal was half the volume of the song (6 dB lower). Our
subjects (17 female, 16 male) spanned ages between 18 and 45 and were composed of students
and staff from different entities in our organizations as well as other local individuals. None of
the subjects were monetarily compensated. All the experiments reported in this were given an
exemption by our organization’s IRB. Fig. [5.15|shows a histogram of ages and genders.

We used sixteen different songs chosen from a list of popular songs and selected ones with
sufficient amounts of percussion. We did not use any sophisticated methods for choosing songs
or try to maximize our ability to hide the signal within. The songs are listed in the appendix.
Each participant was seated in front of a Beats Bluetooth speaker [45] with no barrier blocking the
speaker. They sat within a 30 degree angle of the speaker’s face and were allowed to move around
as close or far as needed. To give our victims as much power as possible, we spent the first few
minutes of each experiment training their ears by playing our signal un-obscured. We also allowed
them to ask for a replay of any clip at any time. Every subject we tested was able to identify the

sonar signal when played without music cover. They reported hearing something similar to static.

Results We expect our subjects to be able to guess the correct clip with slightly better than 50%
accuracy. Intuitively, this is because with no information, we would expect them to succeed at 50%.

However, we have given our subjects a number of advantages and have not tailored our signal to
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Figure 5.15: Histogram of ages and genders for Figure 5.16: Distribution of detection scores. Random

test subjects from experiments in guessing would on average result in 8 correct songs.

hide specifically within songs. Further, some subjects are likely to be able to hear frequencies at

which we transmit [37], driving up the expected percentage of correct answers.

Our results fall mostly in line with our hypothesis. Overall, our 33 subjects guessed the correct

clip 58% of the time, for a mean of 9.3 out of 16, a median of 9, and a standard deviation of 3.077.

We also asked each of our subjects to record any pairs for which they were very confident
they had correctly identified the signal. Of the 528 total trials, this resulted in 71 claims of high
confidence, of which 60 (85%) were chosen correctly. These high confidence claims tended to be
of two varieties: 1) Three subjects claimed to be able to hear the sonar signal clearly in almost
every song. Of those, two chose the correct clip in all sixteen trials. One (Female, 21) was able to
hear the high frequency tone in one of two ears. The other (Female, 22) heard both the clipping
and the high frequency sound with ease. The third (Male, 27) guessed incorrectly twice before
figuring out that he could feel the clipping sound if he leaned in directly in front of the speaker. 2)
There was one song for which almost everyone was able to identify the sonar signal due to many
short silent periods in the song. A third of subjects marked this song with high confidence and all
of those subjects correctly identified the modified version. Many explicitly mentioned this song
after the conclusion of the experiment. If we remove this song from the statistics, even with the
three subjects above included, the detection rate drops to 56%. If we additionally remove the three
subjects who were able to consistently detect readings, we show a detection rate of under 53%, less

than 3% above random guessing (p = 0.12).
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Most of our subjects admitted that they guessed randomly on every trial in the experiment

despite the lack of barriers, close proximity, and prior training.

Key Observations When played at full volume (as we did in our experiments), whether or not
we obscured with music, there was an audible clipping sound due to the sonar signal. However,
reducing the volume by just ten percent removes the clipping, so we would expect even lower

detection rates at more modest volumes.

Through-Barrier Follow-Up To get an upper bound on detectability in through-barrier scenar-
i0s, we re-tested two of the three subjects who claimed to hear the sonar signal in every song in
a through-the-wall scenario. We placed them inside one of the rooms we used for experiments in
§5.3.2| and placed the speaker [100] along the same wall we used before. Using the exact same
songs which the subjects were able to detect from the unobstructed trials we asked them if they
could identify the sonar signal. We only collected subjective feedback on their experience due to
a very small sample size and limited subject availability. Though both were able to hear the unob-
scured signal through the wall, when mixed with music they admitted to having low confidence on
over two thirds of pairs. Subjects had the greatest success when lying on the floor to listen through
the space at the bottom of the door, indicating they were able to identify the signal much better

when unobstructed.

Improvements We believe that a sophisticated attacker could hide the signal during percussive
events in the music on a per-song basis, making it incredibly difficult for most people to detect.
We also randomly generated our OFDM symbols. An attacker who really wanted to make it un-
detectable could generate a tone specifically meant to avoid clipping noises (some symbols were
better than others) and avoid playing the signal at 100% volume. Future work could inclue specif-
ically analyzing the ratios of music to OFDM symbol and tailor the volumes to match. However,
even simple improvements, such as removing the symbols during silent portions of songs would

reduce detectability based on our responses. We also note that very young children and animals
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often hear higher frequencies more clearly, and thus may be able to detect our signal. We are
currently placing these detection mechanisms out of scope.

In summary, for most people, detection was very difficult despite all the advantages we gave
our subjects. We hypothesize that for adult targets who are not aware of the presence of the signal,
detection would be exceedingly unlikely even without a wall or other barrier. Even subjects who
can hear the added signal may just think there is something strange with the speaker or music, like

static from the radio.

5.4 Related Work

Acoustic Systems Acoustic transmissions have been used extensively to localize devices in sys-
tems such as Cricket [140]. [42} 174, 91}, 206] demonstrated the feasibility of localizing and de-
termining the direction of device movement using acoustic transmissions. Unlike prior work, we
demonstrate the feasibility of tracking users without instrumenting them with any devices.

Prior work leverages Doppler shifts from inaudible acoustic transmissions to perform gesture
recognition [82} 55]. These designs enable recognition of a pre-defined set of gestures in close
vicinity to the mobile devices using the resulting Doppler shifts. [200, 186l achieve finger-level
localization close to a phone; these techniques do not use active sonar but instead localize the
sounds of fingers tapping on a surface. FingerlO [131] uses active sonar to track finger motion
around a wearable device, but it is not designed to go through barriers. ApneaApp [130] detects
breathing movements using acoustic transmissions on the phone with a range of one meter but
is not designed to operate through barriers. Medical imaging uses high-frequency (> 1 MHz)
ultrasound signals to perform imaging inside the body [127]. These systems require the acoustic
transducer to be placed directly on the skin’s surface. Sonar imaging has also been used extensively
in underwater settings [[164, 92, [29].

Many sonar-based approaches address through-wall detection to aid Law Enforcement. How-
ever, these approaches currently require non-standard equipment placed directly against a wall
[32, 58, 1193]]. As such, they would be expensive, forego plausible deniability, and could not be

leveraged by remote attackers.
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A rich body of work focuses on mapping environments using acoustics, for example [60].
However, this work does not pertain to ours in execution or motivation. In general, it uses first
order echoes to reconstruct environments and is not designed to work through barriers or track

movement.

RF-based Designs Prior work has proposed radio-based solutions for human motion detec-
tion [148, 36, [34], localization [148] 34} |62], and gesture recognition [143, 106} [132]. While
promising, none of the RF-based designs have been demonstrated to work on off-the-shelf smart-
phones. Specifically, these designs use expensive, ultra-wideband transceiver and/or specialized
hardware that are not available on mobile devices. Further, they typically require multiple anten-
nas separated by half a wavelength, which is difficult on smartphones due to their size constraints.
In particular, [[148, 34, 62] use radar hardware that transmits, receives and processes 500 MHz
to 3 GHz wideband signals and requires multiple antennas. Researchers have recently proposed
ultra-wideband radar designs that operate in the millimeter wave [211] and terahertz bands of the
electromagnetic spectrum [83, [1'/6]] where the wavelengths are significantly smaller, permitting
multiple antennas to be packed together. Further, it remains to be seen whether the power and
processing required for such wideband signals could be achieved on smartphone-grade consumer
devices.

Recent work also leverages Wi-Fi for human motion detection and gesture recognition. [36]
does human motion detection (walking forward and backward) in through-wall scenarios using
20 MHz wide transmissions but requires specialized interference cancellation hardware that is not
available on commodity devices. [143] extracts Doppler shifts on RF transmissions to perform
gesture recognition in through-wall scenarios. [54]] uses specialized, full-duplex hardware to track
finger strokes using RF signals. [191] extracts the minute changes that occur on a loudspeaker
when playing a song using Doppler effects from wireless signals. However, these require custom
hardware processing (e.g., software radios) and do not work with commodity devices.

Wi-Fi gestures [[132] can enable recognition of a pre-defined set of gestures in the vicinity of

an Intel Wi-Fi chipset. WiDraw [173]] tracks arm motion using transmissions from 20-30 other
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Wi-Fi devices. These systems work only when the user is close to the Wi-Fi chipset and have
not been demonstrated in through-barrier scenarios. Work on tomography imaging [210, [194]]
tracks motion by deploying 10-30 sensors spread throughout the environment that measure the
attenuation between every pair of sensors. WiDir [[196] estimates the direction of motion using
Wi-Fi CSI values; however, CSI information is not available on commodity smartphones at the
software level. In contrast, to the best of our knowledge, ours is the first work to demonstrate user
motion detection or 2D tracking through walls and barriers using just a smartphone and a Bluetooth
speaker, opening up a new attack vector.

Finally, thermal imaging cameras have been designed to interface with smartphones and detect
the heat radiated by humans using an infrared sensor array [70, [158]]. These cameras can detect
changes in heat radiation patterns and can hence see in the dark or detect pipes within walls.

However, they cannot be used to see through walls or even glass surfaces [178]].

Summary of limitations and comparisons to prior work While there has been extensive work
on device tracking [140, 113,142, (174,91, 206], we focus our comparisons on device-free tracking,
which does not require the victim to carry a device. Here, we compare our work to previous work in
the device-free localization and tracking space in both sonar and RF domains. Table[5.1]lists those
works grouped by approach and their capabilities and quantitative results. To be representative of
the general approach, we have used the strongest listed results from each group of citations that are
comparable to our work.

Of the compared systems, only CovertBand and the sonar gesture papers [[131} 189, [130] can
be implemented on commodity hardware. The gesture-based papers, however, do not focus on
full-body detection. The Wi-Fi solutions exploit existing Wi-Fi infrastructure in a space to do
2D localization. However, they require control over multiple access points and network devices
connected to the localization software in order to function. For example, to achieve 70 cm ac-
curacy, [[184]] uses four access points and seven laptops to do localization in the home, in effect
creating an 11 antenna array. Further, because they work by looking at disturbances in multiple

wireless streams, they need those devices to get good coverage of the space, and need to know the
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FMCW Software Wi-Fi Gesture Coupled
CovertBand Hardware Radio [117)1154] Sonar Acoustic
[148113411621135] | [1031136] | [159][1981[184] | [131][189][130] [58]

Can be done on COS hardware . ° .
Detects moving subjects . . . . . °
Detects stationary subjects ° . ° . . °
Works in non-LOS . ° . . .
Differentiates different types of motion . . . .
Enables remote attacks . ° °
2D localization . . . . °
Range in ideal circumstances 6m 20 m 49m 20 m 0.3 m 13.7m
2D Accuracy 18 cm 10.9 cm 80 cm 70 cm 0.8 cm -

Table 5.1: Comparing CovertBand constraints and capabilities against similar approaches in RF
and Sonar. Cells with e are considered to meet the criteria. Cells with e satisfy the criteria with

constraints. Blank cells do not satisfy the criteria.

locations of each device. They also require training or a background collection phase, which would
have to be redone should any device move.

All compared approaches permit detection of moving subjects (though we have marked the
gesture sonar paperss as ‘“‘satisfy with constraints” because they were not designed for human
level tracking). However, CovertBand , software radio-based approaches [36, [103]], and the DoD
solution [58] can detect stationary people only when there is sufficient movement, i.e., arm move-
ment or twisting motions. The Wi-Fi ecosystem approach [154, [159, [198, [117] and the FMCW
approaches [62, [148]] can localize static people using either breathing motion or by monitoring
changes in an already mapped environment.

Of the attacks possible on commodity hardware, we mark the Wi-Fi approaches as “satisfy with
constraints” because they require a detailed understanding of the WiFi AP and device placements
in the environment and would require compromising many devices. The very small range of the
sonar-based gesture papers have earned it the same score, though microphones could be utilized
solely for eavesdropping purposes.

Most of these localization approaches are fairly particular about the placement of sensing
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equipment. As mentioned, the Wi-Fi papers require a detailed understanding of device placements
and retraining if devices move. The DoD approach [38] requires placing the acoustic coupler di-
rectly against the wall. CovertBand , the FMCW papers, and the software radio papers benefit
from directionality, though they do not necessarily need subjects to be in any particular direction:
for RF papers, range will be best when the subject is in the main lobe of the antenna. Similarly,
CovertBand gets best results when subjects are in the forward direction of the speaker owing to

the directional nature of most commodity speakers.

The main constraint of our work is range. Because RF propagates well through materials, it
permits a longer range in through-barrier scenarios. We discuss some methods to increase range
in The custom FMCW builds [148] can increase transmit power to penetrate thick materials
and measure up to 20 m. Similarly, because Wi-Fi approaches use existing Wi-Fi infrastructure,
they can in principle work as long as multiple Wi-Fi streams intersect a location. This depends
greatly on the wireless network’s layout. Alternatively, because the coupled acoustics [S8]] are
placed directly against the wall, they eliminate one of the biggest reflectors (known as “the flash
problem”), turning the barrier into a speaker of sorts. This enables for much farther propagation

than is achievable with audio on commodity hardware.

As noted, RF approaches without significant antenna arrays are far less accurate due to the
vastly larger RF wavelengths. CovertBand benefits from shorter acoustic wavelengths and speed of
sound, permitting accuracies similar to those of large antenna arrays in the FMCW approaches [ 148,
34, 162]. The DoD solution does only presence detection, not localization, so its accuracy is not
listed. In effect, the Wi-Fi approach also has a large array. As mentioned above, To achieve 70 cm
accuracy [184] effectively uses 11 antennas. The figures listed for the gesture sonar come from Fin-
gerlO [[131], which was designed for tracking finger movement very close to the phone. As such,
range and accuracy are very small. The best comparison to CovertBand is probably WiTrack2 [62],
which operates at slightly better ranges around 10 m and accuracies around 10.9 cm. We calculated
the accuracy using median x and y errors for the first detected subject (likely an underestimate).
Again, however, this approach will not enable remote attacks as it cannot be done on commodity

equipment.
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5.5 Defenses

In this section we discuss some defenses against CovertBand attacks.

(1) Victims could prevent some versions of this attack by soundproofing their homes. This may be
infeasible for many people, especially those who want windows that can open to the outside. How-
ever, one could soundproof more private areas of the home and remove speakers and microphones

to prevent CovertBand attacks.

(2) Another defense that does not require structural changes involves jamming signals in the vic-
tim’s inaudible range. However, jamming in the 18-20 kHz range may be audible to pets or children
and requires playing inaudible sounds whenever a victim notices music near private areas. Further-
more, an attacker could allay suspicion by simulating natural sounds, like birds chirping or leaves
ruffling, to do sparse sensing without explicit cover traffic (music). It does not always seem fea-
sible to play sounds like this, though playing random noise across all potential frequencies in the
inaudible range in private areas would thwart the attack. We note that although background noise
such as loud music can thwart eavesdroppers, it will not thwart CovertBand , which filters out

signal in the audible range.

(3) One could set up a dedicated sensor, like a Raspberry pi with an attached microphone, that
listens for transmissions at frequencies that exceed a victim’s hearing threshold. A potential de-
fense could combine this with jamming, sensing when there is a potential external sonar signal and

responding by jamming with a known pseudorandom sequence in a comparable frequency band.

(4) Finally, a simple smartphone application could be built to fool or jam a CovertBand attack.
Upon detecting high frequencies, the app could match the frequency range and signal power and
jam with random noise in that band. We verified the effectiveness of such a defense against Covert-
Band attacks by conducting an experiment in the bedroom of one of our test homes. With the
speaker setup 20 cm outside the wooden door of the bedroom, a subject walked 1 m towards the
door from the inside. At the same time, we set up another smartphone as a jammer inside the

bedroom 2 m from the door and played a random OFDM signal in the same frequency range of
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18-20 khz from the smartphone speaker. We repeated this experiment with the jammer set to play
at five different volume levels 6, 8, 10, 12 and 15 (in android phones, the volume level ranges from
0 to 15). For this particular layout, with the jamming volume set to 8, i.e. 50 % of output power,
the tracking error increased to 64 cm. At volumes higher than that, our system could not detect the
motion of the subject. We note a possible extension to this defense: given that CovertBand repeats
OFDM symbols, the defending phone app could even spoof locations and activities by transmitting
altered signals at comparable amplitudes during expected intervals. In this way, a phone left in a
particular location or carried by a potential victim could be set up to do detection and jam/spoof
locations.

We note that although these defenses are effective to varying degrees and have different draw-
backs, they rely on victims to understand that they may be under attack and take actions to mitigate

the harm.

5.6 Discussion

With a proof-of-concept prototype that uses active sonar pulses in the 18-10 kHz range played
on commonly available devices that already exist in many homes, we show that an attacker can
glean information about what a person is doing even when that attacker can neither hear the person
nor see his movements. This section outlines our system’s limitations as well as future research
opportunities.

Achieving a Higher Accuracy and Resolution. One could incorporate phase-based algorithms [[13 1},
206] to achieve a higher resolution than that demonstrated in this chapter. One could also use mul-
tiple phones or move the phone along a straight line (potentially in conjunction with the accelerom-
eter) to improve localization and gesture detection. Moving the phone creates a virtual microphone
array by taking measurements at different points in space. One could then use tradition angle of ar-
rival algorithms to gain both resolution and accuracy even in the absence of a direct path, enabling
the sensing of more subtle motions such as the movement of hands, arms, or even fingers.
Achieving a Higher Range. We evaluate CovertBand’s range in a variety of materials, showing

that it can track at up to 6 m without barriers and 3 m in through-wall scenarios. While this in itself
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is a privacy leakage, further research is required to achieve better range. For example, we currently
place the microphone next to the speaker to make it easier to administer experiments. This limits
our range because the close proximity of the speaker means we can play only a limited volume
before we exceed the microphone’s capabilities. However, an attacker could use any method to
supply audio. Therefore, it is possible to simply position the microphone far from the speaker, for
example, by connecting to it over Bluetooth, allowing the use of significantly higher volumes to
increase range. Additionally, an attacker could use longer OFDM symbols and perform correlation-
based techniques to decode the minute changes due to human motion at larger distances. As
discussed in a sophisticated attacker could improve CovertBand by using various clever
methods to hide the sonar signal. Some of the more subtle methods including tailoring each signal
to match the song in cadence and distortive sound. More sophisticated methods may even emulate
natural sounds or natural frequencies simulating a car driving, truck moving, or a jackhammer
allowing for the use of lower frequency sonar pulses which would permit much higher volumes
and better sound propagation on existing commodity speakers.

Tracking More than Two Subjects. Our current implementation is tested to track up to two
concurrent subjects. In principle, as long as the subjects are at different distances from the mi-
crophones, CovertBand can distinguish more than two subjects. One can further generalize the
techniques described in this chapter to leverage more than two microphones, potentially on multi-
ple devices, to achieve higher angular resolution. If the microphones are placed on different sides
of the subject, this could also help solve the near-far problem, where one of the subjects is much
closer to the microphones and can have much stronger reflections.

Expanding the Set of Activities Classified. Our chapter explores a limited set of activities like
pumping arms, jumping, and supine pelvic tilts, which in certain contexts can expose private activi-
ties. However, one could explore the use of active sonar to achieve imaging of the environment and
a much richer set of activity recognition. At a high level, if we can combine the acoustic reflections
from multiple devices spread across a home, one can start creating images of the environment with
a higher resolution.

Identifying Individual Subjects. Our implementation can distinguish between users in different
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locations, but it cannot identify them. Therefore, it cannot continue to track a particular person if
two people move to the same location and then separate. Similarly, CovertBand can not currently
differentiate between movement caused by different objects, such as a dog, a fan, or a human.
However, there may be differences in the types of motion caused by each. For example, prior
work has demonstrated that gait information can be used to identify human subjects. In principle,
one could extract gait information from the acoustic reflections and achieve subject identification.
Similar work has been done in the RF space [[187,202]. One could imagine that these techniques
could generalize to classify certain movements as non-human or as generated by a particular object,
like a fan.

Generalizing to More Devices CovertBand could also adapt to instances where an attacker has
access to only a single microphone by using multiple speakers. A system with stereo speakers and
a single microphone would still create two ellipses which share a focus at the microphone. For
example, a smart television with a single microphone will almost assuredly have stereo sound; this

could be used to track motion in a 2-D plane.
5.7 Songs Used

See for details: American Woman - Lenny Kravitz, Bad - Michael Jackson, Barbara Streisand
- Duck Sauce, Baby Don’t Cry - 2pac, Five Hours - Deorro, What Goes Around Comes Around -
Justin Timberlake, Guerilla Radio - Rage Against The Machine, Ice Ice Baby - Vanilla Ice, O.P.P. -
Naughty By Nature, Revolutionary Warfare - Nas, Rockefeller Skank - Fatboy Slim, Save Me San
Francisco - Train, Hey, Soul Sister - Train, Spoils - Protest the Hero, Uptown Funk - Bruno Mars,
What Would You Do? - City High

Speakers Used (See §5.3.4): JBL [100], Beats [45], Auvio [43], Bose [48]], Bose Acoustimass
Home Theater [89]]
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Chapter 6

CONTRIBUTIONS TO WIRELESS SENSING AND LIMITATIONS

The concept of sonar is not new and have been traditionally used in underwater communica-
tion. Sonar imaging has also been used extensively in underwater settings [164} 92, 29]. However
the transmission properties of sound in water medium is very different and requires bulky custom
hardware. Above water, acoustic transmissions have been used extensively to localize devices in
systems such as Cricket [140]. [42, 174, 91, 206] systems have demonstrated the feasibility of lo-
calizing and determining the direction of device movement using acoustic transmissions. Unlike
these prior work that requires infrastructure deployment, we demonstrate the feasibility of tracking
users without instrumenting them with any devices, e.g., device-free sensing. Our work demon-
strates the ability, for the first time, to achieve millimeter level tracking of respiratory motion as

well as fine finger motion using the reflection of acoustic waves.

This dissertation proposes active sonar based wireless sensing systems that can enable con-
tactless motion tracking with millimeter level precision on commercial off-the-shelf devices. This
ability to track minute motion can enable various applications across different domains including
mobile health, user interaction and IoT devices. First, we showed that we can transform off-the-
shelf smartphone devices into active sonar systems that can detect minute breathing motion. We
employed custom FMCW signals to distinguish motion that occurs at different distances from the
device. Following this, we developed FingerlO, a fine grained 2D finger tracking system that can
work even in the presence of occlusions. In this work, we prove that active sonar based systems
can not only detect minute motion but can also localize and track the motion in a 2D space. We
achieved this by adopting custom OFDM modulation that is commonly used in WiFi transmissions.
In our work on opioid overdose detection, we address the effect of motion in the environment to

the accuracy of the wireless sensing system. As opposed to a sleeping subject in the ApneaApp
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scenario, here the subjects were present in a dynamic environment and were also awake and mov-
ing. To address this challenge, we designed re-calibration algorithms to handle changes in the
distance of the subject from the smartphone. So the sonar based wireless sensing system can be
used in a crowded environment and can adjust to the motion of the subject. Finally in Chapter
5, we increased the range of the sensing system by using off-the-shelf smart speakers that have a
higher output power than the smartphone speaker. We showed that we can increase the range of

the system to 6 m in normal settings and 3 m when the transmission is through-the-wall.

Comparison to RF-based wireless sensing systems. Prior work has proposed radio-based so-
lutions for human motion detection [148, 36, 34)], localization [148), 134, 162], and gesture recog-
nition [143} 106, [132]. While promising, none of the RF-based designs have been demonstrated
to work on off-the-shelf smartphones. Specifically, these designs use expensive, ultra-wideband
transceiver and/or specialized hardware that are not available on mobile devices. Further, they typ-
ically require multiple antennas separated by half a wavelength, which is difficult on smartphones
due to their size constraints. In particular, [148} 134} 162] use radar hardware that transmits, receives
and processes 500 MHz to 3 GHz wideband signals and requires multiple antennas. Researchers
have recently proposed ultra-wideband radar designs that operate in the millimeter wave [211]] and
terahertz bands of the electromagnetic spectrum [83}[176] where the wavelengths are significantly
smaller, permitting multiple antennas to be packed together. Further, it remains to be seen whether
the power and processing required for such wideband signals at the sub-10 GHz frequencies could
be achieved on smartphone-grade consumer devices.

Recent work also leverages Wi-Fi for human motion detection and gesture recognition. [143]]
extracts Doppler shifts on RF transmissions to perform gesture recognition in through-wall scenar-
10s. [36] does human motion detection (walking forward and backward) in through-wall scenarios
using 20 MHz wide transmissions but requires specialized interference cancellation hardware that
is not available on commodity devices. [54] uses specialized, full-duplex hardware to track finger
strokes using RF signals. However, these require custom hardware processing (e.g., software ra-

dios) and do not work with commodity devices. Wi-Fi gestures [[132] can enable recognition of
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a pre-defined set of gestures in the vicinity of an Intel Wi-Fi chipset. WiDraw [173] tracks arm
motion using transmissions from 20-30 other Wi-Fi devices. These systems work only when the

user is close to the Wi-Fi chipset and have not been demonstrated in through-barrier scenarios.

6.1 Limitations and Discussion

While our active sonar based wireless sensing systems achieve mm-level motion tracking resolu-
tion on existing off-the-shelf devices, they also have some limitations due to the property of the
sound signals and the limitations of today’s devices. This section outlines these limitations as well
as future research opportunities.

Achieving a Higher Range. Active sonar based wireless sensing systems are typically designed
to achieve high accuracy while operating at small ranges. Currently the operating range for the
systems running on a smartphone device is 1 m. For Covertband, which uses a smart speaker,
the working range of the system is 6 m when there are no barriers and 3 m in through the wall
scenarios. This operating range is low compared to RF based systems [149] [147] where the RF
signals propagate upto 30 m and can easily travel through walls.

Further the accuracy of the sonar system reduces as the range increases. For distances upto 1 m,
the system can detect minute mm-level breathing and finger motion. However at larger distances,
the resolution decreases to tens of centimeters. This is because i) the output power of a smartphone
speaker for the high inaudible frequencies used in these systems is low and it cannot travel large
distances. The acoustic sensors in these devices are built for audible speech and music whose
frequencies are < 10 Khz, ii) the speaker and microphone in off-the-shelf devices only have a
16 bit resolution compared to RF sensors that have 32 bits. Hence it is difficult to distinguish the
lower SNR signals that arrive from larger distances to the microphone.

While the output power of the speaker can be increased by using external speakers to increase
the range of the system, the solution is not straightforward. For example, if the microphone is
placed next to the speaker, higher volume signal will overwhelm the 16 bit microphone. Hence the
placement of the sensors will also be a key factor in enabling larger ranges. Another solution is to

employ sophisticated coding schemes to the signal to enable decoding of lesser SNR signals.
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Distinguishing multiple co-located motions. Our system can distinguish multiple motions in the
environment as long as they are separated by a distance of at least 20 cm. We use custom modu-
lated signals such as FMCW and OFDM to distinguish motion that happens at different distances.
However our system cannot differentiate two motions that happen at a closer distance. For exam-
ple, when a person moves their hand, this large motion overwhelms the nearby chest motion and
hence it becomes difficult to detect the breathing motion. Similarly in FingerlO, it is difficult to
distinguish the motion between two adjacent fingers. This is because, the algorithms assume that
the motion occurs due to a point source. However both the chest and the finger are not point sources
and the motion happens throughout the length of the finger and the chest. The algorithm addresses
this by considering the closest point to the device. However any other motion that happens within
the span of the finger or chest length will be affected and hence cannot be distinguished. In the
future, this problem can potentially be addressed by adding more microphones and enabling beam
forming techniques to focus on specific points. With the trend of increasing microphones in smart
devices, it is becoming more feasible to implement these solutions in off-the-shelf devices such as

home assistants that have 7-8 microphones.

Effect of smartphone motion. All the four systems discussed in this paper assume the smartphone
with the acoustic sensors to be in a static position, i.e., the location of the device along with its
speaker and the microphone remains static. This is a key assumption because all the distances
measured in these systems are relative to the location of the speaker and the microphone and any
change in the position changes the location axes of the system. For example, we do not address a
scenario where the device is present in a user’s hand which is constantly shaking. However this can
potentially be solved by leveraging the phone’s inertial sensors. The challenge is that the output
of inertial sensors such as accelerometer and gyroscope are typically very noisy and the distance
computation involves a double integration leading to fast accumulation of error.

Security and privacy. Finally the major concern of active sonar based wireless sensing systems is
security and privacy. These systems enable contactless tracking of minute mm-level motion such
as the breathing motion without requiring any contact or initiation from the subject. Further the

signals used in these systems are mostly inaudible to adults and hence it is difficult to detect any
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attack by an adversary. In our work Corvertband, we also discuss a scenario where a malicious
third party smartphone app can execute a remote attack on a subject without their knowledge.
The apps does not require any explicit permission from the user to turn on the speaker and hence
can play the inaudible sound signals. While the user typically needs to give permission to access
the microphone on a smartphone app, it has been shown that these devices can be hacked [13]].
Also an app getting microphone access from the user for a video/audio chat can now potentially
monitor the subject’s breathing without their knowledge. While the limited range of the sonar
system inherently provides some security from attackers at large ranges, this issue is largely under

explored.
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Chapter 7
CONCLUSION

In conclusion, this dissertation is about enabling computational wireless sensing at scale. Tra-
ditionally wireless sensors are used for communication. In this dissertation, we take a novel ap-
proach and show that we can leverage the existing infrastructure of billions of mobile devices
that have multiple acoustic sensors to enable new wireless sensing capabilities. Specifically we
develop algorithms that can transform these devices into active sonar systems and detect minute
millimeter-level motion in the environment. Using these algorithms, we were able to design and
build practical applications across two different domains: mobile health and user interfaces. In ad-
dition to building these systems, we also deploy and evaluate them in the real world. Specifically,

we built four systems to demonstrate the sensing technologies.

e Contactless sleep apnea detection. In contrast to the current clinical diagnostic test that is
cumbersome, we presented ApneaApp which is the first contactless system that detects sleep
apnea using just an off-the-shelf smartphone. It enables this by tracking the fine-grained

breathing movements from multiple subjects without requiring any contact with the phone.

e Opioid Overdose detection using smartphones. We designed a novel adaptive tracking algo-
rithm for commodity smartphones that unobtrusively recognize opioid overdose by detect-
ing the respiratory distress that occurs as its pre-cursor. This smartphone-enabled overdose
detection system, capable of alerting naloxone-equipped friends and family or Emergency

Medical Services (EMS), may hold potential as a low-barrier, harm reduction intervention.

o Fine grained finger tracking. We designed the first active sonar based fine-grained 2D finger

tracking system that does not require instrumenting the finger with sensors and works even
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with occlusions between the finger and the device. This capability is also beneficial for
smaller devices such as smart watches that could track the user’s finger, even when fully

occluded from it or when the watch is on a different plane from the interaction surface.

e Activity information leakage using music. Finally, we explore the privacy implication of en-
abling contactless sensing on commodity devices. We presented CovertBand that enables
high frequency acoustic signals into the beats of popular songs to simultaneously track mul-

tiple users through barriers like walls, doors and windows.
7.1 Looking Forward

The past few years has seen a rapid proliferation of smart devices such as smartphones, smart
watches and home assistants. These connected smart devices equipped with multiple wireless sen-
sors enable a rich infrastructure that can be leveraged to enable end-to-end systems across different
domains that can create a huge impact in the society. This dissertation on using wireless technolo-
gies to enable applications in the health and HCI space is only a beginning and the next few years
are going to be exciting because of the diverse systems that can be enabled ranging from sonar
vision, the science fiction concept showed in the Batman movie to the detection of life threatening
medical conditions in the health domain. Specifically, the detection of the physiological signals can
help in early diagnoses of many diseases including cardio-vascular conditions. Further, these phys-
iological signals can be used to make psychological inferences about a subject. By scaling these
systems to crowd sourcing platforms like Amazon Mechanical Turk, we can potentially transform
the way psychological studies are performed by enabling remote studies with billions of users.
While these technologies are intended to improve the quality of life of people, they could also
enable significant privacy risks either inadvertently or when used with malicious intents. As engi-
neers come up with creative new uses for these existing sensors, ensuring security and privacy for
the users is still an open problem and needs to be addressed by enabling novel defense mechanisms
and revisiting the privacy policies. Enabling these technologies in a secure and privacy preserving

fashion is a necessity to fully benefit from the potential of these inventions.
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