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Abstract

Privacy-Preserving Filter-based Feature Selection with
Secure Multiparty Computation

Xiling Li

Chair of the Supervisory Committee:
Professor Dr. Martine De Cock
School of Engineering and Technology

The data pre-processing stage with steps of data cleaning (handling of missing/noisy data,
dealing with outliers), data transformation (normalization, discretization, and rebalancing),
and data reduction (feature extraction/selection) is crucial for the machine learning work-
flow. Existing work on privacy-preserving machine learning (PPML) with Secure Multiparty
Computation (MPC) is almost exclusively focused on model training and on inference with
trained models, thereby overlooking the important data pre-processing stage. In this work,
we propose an MPC based protocol 7 1er_Fs for private feature selection based on the
filter method. It is independent of model training, and can be used in combination with any
MPC protocol to rank features. For ranking of features in a privacy-preserving manner, we
propose a feature scoring protocol mus_gin based on Gini impurity. The computation of a
Gini score for continuous valued features traditionally requires sorting of the feature values
to determine candidate split points in the feature value range. As sorting is an expensive op-
eration to perform in a privacy-preserving way, we instead propose a “mean-split Gini score”
(MS-GINI) that avoids the need for sorting by selecting the mean of the feature values as the
split point. Feature selection with MS-GINI leads to accuracy improvements that are on par
with those obtained with the traditional Gini score in the data sets used in our experiments.

To demonstrate the feasibility of our approach for practical data science, we propose a



protocol mgin—Fs, Which combines 7 Ter_Fs With mus_gini, and perform experiments with
the proposed MPC protocols for feature selection in a commonly used machine-learning-
as-a-service configuration where computations are outsourced to three servers (3PC), with
semi-honest and malicious adversaries. Regarding effectiveness, we show that secure feature
selection with the proposed protocols improves the accuracy of classifiers on a variety of real-
world data sets, without leaking information about the feature values or even which features
were selected. Regarding efficiency, we document runtimes between ~48 sec and ~25 hours
for our protocols to finish, depending on the size of the data set, the security settings, and

the hardware configuration.



TABLE OF CONTENTS

Page

Chapter 1:  Introduction . . . . . . . .. ... .. 1
Chapter 2:  Preliminaries . . . . . . . . . . . . . 7
2.1 Feature Selection . . . . . . .. .. 7
2.2 Secure Multiparty Computation . . . . . . . .. ... ... ... ... .. 10
Chapter 3:  Related Work . . . . . . . . . . .. 14
3.1 Private Feature Selection . . . . . . . . .. ... . Lo 14
3.2 Secure Gini Score Computation . . . . . . ... ... oL 15
Chapter 4: ~ Methodology . . . . . . . . . . . . 16
4.1 Feature Selection with Mean-Split GINI (MS-GINI) . . . ... ... ... .. 16
4.2 MPC Protocols TFILTER—FS; TMS—GINI, and TTGINI—FS  + « = = « « « « v v o o o .. 21
Chapter 5:  Experiments and Results. . . . . . . ... ... .. ... ........ 31
Chapter 6: Conclusion and Future Work . . . . . . . ... ... ... ... .... 33
Bibliography . . . . . . . 34



ACKNOWLEDGMENTS

I want to appreciate my advisor, Dr. Martine De Cock. She taught me a lot and guided
me into the world of research. I also want to appreciate Dr. Anderson Nascimento from
UW and Dr. Rafael Dowsley from Monash University to be in my reading committee. They

provided many useful and helpful suggestions.

i



DEDICATION

To my family and friends

1l



Chapter 1

INTRODUCTION

Machine learning (ML) thrives because of the availability of an abundant amount of
data, and the development of computational resources and devices to collect and process
such data. In many successful ML applications, the data that is consumed during ML
model training and inference is of a very personal nature. Privacy protection of user data
has become an urgent and serious concern for ML development, prominently so in social
network applications’ and applications based on biomedical data?, to name a few. One
direction towards safeguarding the privacy of user data is through laws and regulations, such
as the European General Data Protection Regulation (GDPR)? and the California Customer
Privacy Act (CCPA)*. In this work, we follow another direction, namely the development
of cryptographic protocols that allow computations on encrypted data. In this way, we
contribute to the field of privacy-preserving machine learning (PPML), a burgeoning and
interdisciplinary research of cryptography and ML, that has gained significant traction in

tackling privacy issues.

In particular, we use techniques from Secure Multiparty Computation (MPC), an um-
brella term for cryptographic approaches that allow two or more parties to jointly compute
a specified output from their private information in a distributed fashion, without actually
revealing the private information on parties’ inputs beyond what can be computed from the

output itself [13]. We consider the scenario where different data owners or enterprises are

Ihttps://wuw.facebook.com/notes/2420600258234172/
2http://www.humangenomeprivacy.org/2019/
Shttps://en.wikipedia.org/wiki/General_Data_Protection_Regulation

‘https://en.wikipedia.org/wiki/California_Consumer_Privacy_Act



interested in training a ML model over their combined data. There is a lot of potential in
training ML models over the aggregated data from multiple enterprises. First of all, training
on more data typically yields higher quality ML models. For instance, one could train a more
accurate model to predict the length of hospital stay of COVID-19 patients when combining
data from multiple clinics. This is an application where the data is horizontally distributed,
meaning that each data owner or enterprise has records/rows of the data. Furthermore,
being able to combine different data sets enables new applications that pool together data
from multiple enterprises, or even from different entities within the same enterprise. An
example of this would be a ML model that relies on lab test results as well as healthcare bill
payment information about patients, which are usually managed by different departments
within a hospital system. This is an example of an application where the data is wvertically
distributed, i.e. each data owner has their own columns. While there are clear advantages to
training ML models over data that is distributed across multiple data owners, often these
data owners do not want to disclose their data to each other, because the data in itself
constitutes a competitive advantage, or because the data owners need to comply with data
privacy regulations. These roadblocks can even affect different departments within the same

enterprise, such as different clinics within a healthcare system.

Figure 1.1 shows the cross-industry platform for data mining (CRISP-DM) workflow [40],
which breaks the ML pipeline down in six major stages. More details about three of the
stages are shown on the right, namely data pre-processing (data preparation), modeling and
evaluation. During the last decade, cryptographic protocols designed with MPC have been
developed for training of ML models over aggregated data, without the need for the individual
data owners or enterprises to reveal their data to anyone in an unencrypted manner. This
existing work includes MPC protocols for training of decision tree models [32, 18, 12, 1, 16],
linear models [36, 14, 2, 15], as well as neural network architectures [35, 3, 17, 43, 26].
Existing work on PPML with MPC is focused almost exclusively on the modeling stage,
and assumes that the data sets are pre-processed and clean, with features that have been

pre-selected and constructed. In practical data science projects, model building constitutes
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Figure 1.1: Left: Cross-industry standard platform for data mining (CRISP-DM), which
breaks the process of data mining down into six major phases (picture from Wikipedia).
Our focus is on feature selection in the data preparation stage. Previous work on PPML has

focused almost exclusively on the modeling phase.

only a small part of the workflow: Real-world data sets must be cleaned and pre-processed,
outliers must be removed, training features must be selected, and missing values need to
be addressed before model training can begin. Data scientists are estimated to spend 50%
to 80% of their time on data wrangling as opposed to model training itself [33]. PPML
solutions will not be adopted in practice if they do not encompass these data preparation
steps. Indeed, there is little point in preserving the privacy of clean data sets during model
training — which is currently already possible — if the raw data has to be leaked first to arrive
at those clean data sets!

In this work, we contribute to filling this gap in the open literature by proposing a protocol
TEILTER_Fs for privacy-preserving feature selection. Feature selection is the process of selecting

a subset of relevant features from the original data set to perform as good as — or even better



than — using all features directly for model training [11]. Using a well-chosen subset of
features can lead to more accurate models, as well as efficiency gains during model training. A
commonly used technique for feature selection is the so-called filter method in which features
are ranked according to a score indicative of their predictive ability, and subsequently the
highest ranked features are retained. However, the popularity of the filter method stems from
the fact that it is computationally very efficient, and that it is independent of the ML model
architecture. This sets the filter method apart from wrapper and embedded feature selection
methods in which the feature selection and modeling stages are intertwined, resulting in a

higher computational cost.

The MPC based protocol mrter_Fs for private feature selection that we propose in
this work can be used in combination with any MPC protocol to rank features in a privacy-
preserving manner. Well-known techniques to score features in terms of their informativeness
include mutual information (MI), Gini impurity (GI), and Pearson’s correlation coefficient
(PCC). We propose a new measure called Mean-Split Gini Impurity (MS-GINI) in Section
4.1 based on GI, and an efficient feature scoring protocol mus_gin to compute the MS-GINI
score of features in a privacy-preserving manner, leaving the development of secure protocols
for other feature scoring techniques as future work. The computation of the traditional
GI score for continuous valued features requires sorting of the feature values to determine
candidate split points in the feature value range. As sorting is an expensive operation to
perform in a privacy-preserving way, we instead propose a MS-GINI score that avoids the
need for sorting by selecting the mean of the feature values as the split point. As we show
in Chapter 5, feature selection with MS-GINI leads to accuracy improvements that are on
par with those obtained with GI, PCC, and MI in the data sets used in our experiments.
Depending on the application and the data set at hand, one may want to use a different
feature scoring technique, in combination with our protocol mg 1er_rs for private feature

selection.

Figure 1.2 illustrates the flow of private feature selection and subsequent model training

at a high level in an outsourced “machine-learning-as-a-service” setting with three computing
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Figure 1.2: Overview of private feature selection and model training in 3PC configuration

with computing servers (parties) Alice, Bob, and Carol.

servers, nicknamed Alice, Bob, and Carol (three-party computation, 3PC). 3PC with honest
majority, i.e. with at most one server being corrupted, is a configuration that is often used
in MPC because this setup allows for some of most efficient MPC schemes. In Step 1 of
Figure 1.2, each of m data owners sends secret shares of their data to the three servers
(parties). While the secret shared data can be trivially revealed by combining shares, no
information about the data is revealed by the shares received by any single server, meaning
that none of the servers by themselves learn anything about the actual values of the data.
In Step 2A, the three servers execute protocols muys_gni and TrLTER_Fs to create a reduced
version of the data set that contains only the selected features. Throughout this process,
none of the parties learns the values of the data or even which features are selected, as all
computations are done over secret shares. Next, in Step 2B, the parties train a ML model over
the pre-processed data using existing privacy-preserving training protocols, e.g., a privacy-
preserving protocol for logistic regression training [17]. Finally, in Step 3, the servers can
disclose the trained model to the intended model owner by revealing their shares. Steps
1 and 3 are trivial as they follow directly from the choice of the underlying MPC scheme
(see Section 2.2). MPC protocols for Step 2B have previously been proposed. The focus of
this thesis is on Step 2A. Our approach works in scenarios where the data is horizontally
partitioned (each data owner has one or more of the rows or instances), scenarios where the

data is vertically partitioned (each data owner has some of the columns or attributes), or



any other partition.

This thesis is organized as follows. In Chapter 2, we recall preliminaries about feature
selection and MPC. In Chapter 3, we discuss related work. In Chapter 4, we present de-
tails about the proposed MS-GINI feature scoring technique, as well as the MPC protocols
TEILTER—FS, TMs—cINI, and mgn_fs for privacy-preserving feature selection, along with con-
crete examples to illustrate the methodology. We implemented our protocols in MP-SPDZ?,
an open source framework for MPC that includes many existing MPC primitives [29]. In
Chapter 5, we present experimental results obtained with this implementation of our MPC
protocols, in terms of accuracy and runtime, on a variety of data sets. In Chapter 6, we
conclude our work and present some ideas for future research.

We first proposed the MS-GINI score and analyzed its utility for feature selection in an
application on cognitive load detection from wrist-band sensor measurements, as described

in the following publication:

Xiling Li and Martine De Cock. Cognitive load detection from wrist-band sen-
sors. In Adjunct Proceedings of the 2020 ACM International Joint Conference on
Pervasive and Ubiquitous Computing and Proceedings of the 2020 ACM Inter-
national Symposium on Wearable Computers (UbiComp-ISWC ’20), p. 456-461.
DOT:https://doi.org/10.1145/3410530.3414428

Shttps://github.com/data61/MP-SPDZ



Chapter 2
PRELIMINARIES

2.1 Feature Selection

2.1.1 Introduction

Feature selection is a step of the data pre-processing stage of the machine learning (ML)
workflow. It is a technique of data reduction similar to feature extraction. The aim of
feature selection is to form a subset with relevant features of a data set instead of using all
features, while feature extraction is a way to create new features from raw data [30].

There are several reasons data scientists do feature selection before training a ML model:

e Decrease training time
e Increase accuracy

e Improve model interpretability [34]

To achieve those goals, the selected feature subset should also act as good as — or even

better than — the original one to construct a well-performing ML model [27].

2.1.2 Approaches to Feature Selection

For methods of feature selection, there are mainly three approaches: wrapper, filter, and
embedded approaches [11].

The wrapper approach works in a greedy fashion by picking several features or removing
several features from all features to form a temporal subset for each round. Each round of the

feature selection algorithm trains and tests ML models on the temporarily selected features.



Eventually, the subset with the best performance among the subsets of all rounds becomes
the final selected one. Typically, the wrapper approach uses sequential forward selection,
backward elimination and/or a genetic algorithm.

The filter approach uses statistical criteria to score or rank all features and selects the most
discriminative features from raw data. Generally, filter methods perform feature selection
before MLL model training and usually fall into a two-step strategy. First, all features are
ranked according to certain criteria. Then, the features with the best rankings are selected.
Those selected features will form the subset after feature selection for the modeling stage.
Particularly, criteria like Pearson correlation coefficient (PCC), mutual information (MI) and
Gini impurity (GI) (Section 2.1.3) can be used in the filter approach.

The embedded approach takes a combination of both aforementioned approaches by ap-
plying a wrapper approach initially and using a filter approach to pick a final subset.

In this thesis, we use the filter approach. This approach has less computational cost than
the wrapper and embedded approaches, and it can also be done before the model training
stage, which makes it possible for us to design secure protocols decoupled from operations
of ML model training and testing stages.

In the filter approach, we select features based on a variant of GI called Mean-Split Gini
Impurity (MS-GINI) (Section 4.1). As the accuracy results in Table 5.1 of Chapter 5 show,
MS-GINI can perform as well as other well-known methods (e.g. PCC, MI and GI) from the
filter approach. Furthermore, it can be computed more efficiently in a privacy-preserving

manner.

2.1.3  Gini Impurity (GI)

In the filter approach to feature selection, all features are first assigned a score that is
indicative of their predictive ability. Subsequently only the best scoring features are retained.
A well-known feature scoring criterion is Gini impurity (GI), made popular as part of the
classification and regression tree algorithm (CART) [8].

Assume that we have a set S of m training examples, where each training example consists



of an input feature vector (z1,...,z,) and a corresponding label y. Throughout this thesis,
we assume that there are n possible class labels. The goal of supervised ML is to induce
a ML model from this training data that can infer, for a previously unseen input feature
vector, a label y as accurately as possible. Not all p features may be equally beneficial to

this end.

If the j' feature F} is a discrete feature that can assume ¢ different values, then it induces
a partition S; U Sy U...U S, of S in which S; is the set of instances that have the i** value

for the j** feature. The Gini impurity of S; is defined as:
G(S) =) pe-(1—p)=1-=> 1} (2.1)
c=1 c=1

where p, is the probability of a randomly selected instance from S; belonging to the ¢ class.

The Gini score of feature F} is a weighted average of the Gini impurities of the S;’s:

6(F) =3 ot - G(s) (22)

Conceptually, G(F}) estimates the likelihood of a randomly selected instance to be mis-
classified based on knowledge of the value of the j** feature. During feature selection, the k

features with the lowest Gini scores are retained.

If F} is a feature with continuous values, then G(F}) is defined as the weighted average
of the Gini impurities of a set S<y containing all instances for which the j feature value
is smaller than or equal to 6, and a set S.y¢ with all instances for which the j* feature
value is larger than 6. In the CART algorithm, an optimal threshold 6 is determined based
on sorting of all the instances on their feature values. Since privacy-preserving sorting is a
time-consuming operation in MPC [7, 25], in Section 4.1, we propose a more straightforward
approach for threshold selection which, as we show in Table 5.1 of Chapter 5, yields desirable

improvements in accuracy.



10

2.2 Secure Multiparty Computation

2.2.1 Introduction

Secure Multiparty Computation (MPC) originated in the 1980s from Yao’s millionaire prob-
lem [44], inspired by mental poker [39] and one-way functions [19]. In this problem, there are
two millionaires — Alice and Bob. They want to know who is richer, but they do not want
to reveal their wealth to each other. This is a prototypical secure two-party computation
problem (2PC), and Alice/Bob are typical names for two parties who need to jointly execute
a protocol to solve the problem.

MPC has become a state-of-the-art subfield of cryptography [13], and has been extended
from computations involving two parties to computations that can involve any number of
parties Pi,...,P,. Each party P; holds a secret input x;, and the parties agree on some
function f that takes n inputs. Their goal is to compute y = f(z1, ..., z,,) while making sure

that the following two conditions are satisfied:

e Correctness: the correct value of y is computed; and

e Privacy: y is the only new information that is released. (Each party does not know

any information other than what can be inferred from y and its own input.)

Protocols for MPC in other words enable a set of parties to jointly compute the output
of a function over each of the parties’ private inputs, without requiring parties to disclose
their input to anyone. MPC is concerned with the protocol execution coming under attack
by an adversary which may corrupt parties to learn private information or cause the result of
the computation to be incorrect. MPC protocols are designed to prevent such attacks being

successful, and use proven cryptographic techniques to guarantee privacy.

2.2.2 Adwversarial Model

In this work, we consider both semi-honest as well as malicious adversaries (definitions and

related security are shown in Section 2.3.2 and 2.3.3 of [21]). While parties corrupted by
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semi-honest adversaries follow the protocol instructions correctly but try to obtain addi-
tional information, parties corrupted by malicious adversaries can deviate from the protocol
instructions (static corruption). We consider the three-party secure computation (3PC) set-
ting; the adversary can corrupt at most one server. Because this setting allows for efficient
protocols, the honest-majority 3PC setting is growing in popularity in the PPML literature
(e.g. [6, 38, 43]).

2.2.8 Replicated Secret Sharing

In our solution, all computations by the parties (servers) are done over integers in a ring
Z, with addition (+) and multiplication (-) operations. Raw data in ML applications is
often real-valued. As is common in the MPC literature, we convert real numbers to integers
using a fixed-point representation [10]. After this conversion, in the semi-honest adversary
setting, the data owners secret share their values with the parties using a replicated secret
sharing scheme [4]. To share a secret value x € Z, among parties Py, P, and P, the shares
x1, Ta, 3 are chosen uniformly at random in Z, with the constraint that x; + x5 + 23 = =
mod q. P; receives x1 and x9, P receives xo and x3, and P receives x3 and x1. Note that
it is necessary to combine the shares available to two parties in order to recover x, and no
information about the secret shared value x is revealed to any single party. For short, we
denote this secret sharing by [z],. Let [z],, [y], be secret shared values and ¢ be a constant,

the following computations can be done locally by parties without communication:

e Addition (z = z + y): Each party P; gets shares of z by computing z; = z; + y; and
2(i mod 3)41 = Z(i mod 3)+1 T Y(i mod 3)+1. Lhis is denoted by [z], + [z], + [],-

e Subtraction [z], < [z], — [¥], is performed analogously.

e Multiplication by a constant (z = ¢-x): Each party multiplies its local shares of z by ¢ to
obtain shares of z. This is denoted by [z], < ¢ - [z],

e Addition of a constant (z = x + ¢): P, and P3 add ¢ to their share x; of x to obtain 2z,

while the parties set 25 = 29 and z3 = x3. This will be denoted by [z], < [z], + c.
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The main advantage of replicated secret sharing compared to other secret sharing schemes
is that replicated shares enables a very efficient procedure for multiplying secret shared values.
To compute x -y = (z1 + x2 + x3) - (y1 + Y2 + y3), the parties locally perform the following
computations: P; computes z; = x1 - y; + x1 - Y2 + 2 - Y1, P> computes 2o = x5 - Yo +
To - Y3 + x3 - Y9, and P3 computes z3 = x3-y3 + r3 -y + x1 - y3. By doing so, without any
interaction, each P; obtains z; such that z; + 2o + 23 = -y mod ¢. After that, the parties
are required to convert from this additive secret sharing representation back to the original
replicated secret sharing representation (which requires that the parties add a secret sharing
of zero and that each party sends one share to one other party for a total communication of

three shares). See [4] for more details.

In the malicious adversary setting, the parties are prevented from deviating from the
protocol and gain knowledge from another party through the use of information-theoretic
message authentication codes (MACs) in this work. In addition to computations over se-
cret shares of the data, the parties also perform computations required for MACs. The
operations are slightly more involved than in the semi-honest security setting, and the total

communication is a bit bigger. We refer the reader to the relevant literature for details [20].

2.2.4  Building Blocks

Building on the cryptographic primitives listed above for addition and multiplication of secret
shared values, MPC protocols for other operations have been developed in the literature. In

this paper, we use:

e Secure matrix multiplication mpum: at the start of this protocol, the parties have secret
sharings [A] and [B] of matrices A and B; at the end, the parties have a secret sharing
[C] of the product of the matrices, C = A x B. mpumm can be constructed as a direct
extension of the secure multiplication protocol for two integers, which we will denote as
7pm in the remainder of the paper. Similarly, we use mpp to denote the protocol for the

secure dot product of two vectors. In a replicated sharing scheme, dot products can be
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computed more efficiently than the direct extension from 7py, and matrix multiplication
can use this optimized version of dot products; we refer to Keller [29] for details.

Secure comparison protocol mr [9]: at the start of this protocol, the parties have secret
sharings [z] and [y] of two integers z and y; at the end, they have a secret sharing of 1 if
x <y, and a secret sharing of 0 otherwise.

Secure argmin protocol margmin: this protocol accepts secret sharings of a vector of integers
and returns a secret sharing of the index at which the vector has the minimum value.
margMIN 1S straightforwardly constructed using the above mentioned secure comparison
protocol.

Secure equality test protocol mgq [10]: at the start of this protocol, the parties have secret
sharings [z] and [y] of two integers x and y; at the end, they have a secret sharing of 1 if
x =y, and a secret sharing of 0 otherwise.

Secure division protocol mpy [10]: at the start of this protocol, the parties have secret
sharings [z], and [y], of two integers x and y; at the end, they have a secret sharing [z],

of the division of x and y, z = x/y.
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Chapter 3

RELATED WORK

3.1 Private Feature Selection

Given the fact that feature selection is an import step in the data preparation pipeline, it
has received remarkably little attention in the PPML literature to date. Feature selection
techniques have been proposed that favor features that do not contain sensitive information
28]. Work like that is orthogonal to ours, as it assumes the existence of a data curator with

full access to all the data.

Regarding approaches to private feature selection among multiple data owners, early at-
tempts [5, 41] in the semi-honest setting use a “distributed secure sum protocol” reminiscent
of the way in which sums are computed in MPC based on secret sharing (Section 2.2.3).
The limitations of this work in terms of security include the fact that the parties find out
which features are selected, and statistical information about the data is leaked to all parties
during the computation of the feature scores, as only summations, and not other operations,
are done in a secure manner. Rao et al. [37] proposed a more principled 2PC protocol with
Paillier homomorphic encryption for private feature selection with y? as filter criteria in the
semi-honest setting, without an experimental evaluation of the proposed approach. To the
best of our knowledge, private feature selection with malicious adversaries has not yet been
proposed or evaluated. The recent approach by Ye et al. [45] is not based on cryptography,
does not provide any formal privacy guarantees, and leaks information through disclosure of

intermediate representations.
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3.2 Secure Gini Score Computation

Besides as a technique to score features for feature selection, as we do in this thesis, Gini
impurity is traditionally used in ML in the CART algorithm for training decision trees [8],
and it has been adopted in MPC protocols for privacy-preserving training of decision tree
models [18, 12, 1]. Gini score computation for continuous valued features, as we do in this
thesis, is especially challenging from an MPC point of view, as it requires sorting of feature
values to determine candidate split points in the feature range. Abspoel et al. [1] put ample
effort in performing this sorting process as efficiently as possible in a secure manner. We take
a drastically different approach by assuming that the mean of the feature values serves as a
good approximation for an optimal split threshold. This has the double advantage that (1)
there is no need for oblivious sorting of feature values, and (2) for each feature only one Gini
score for one threshold # has to be computed as opposed to computing the Gini score for
multiple candidate thresholds and then selecting the best one through secure comparisons.
This leads to significant efficiency gains, while preserving good accuracy, as we demonstrate

in Chapter 5.
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Chapter 4
METHODOLOGY

4.1 Feature Selection with Mean-Split GINI (MS-GINI)

Computing the Gini score of a feature with continuous values requires sorting the feature
values to find an optimal split point. Since sorting feature values in an oblivious manner
is computationally expensive, we propose a sort-free feature scoring algorithm called Mean-
Split GINI (MS-GINI) shown in Algorithm 1. We first introduced MS-GINI and analyzed
its utility in an application for cognitive load inference from wrist-band sensor measurements
[31].

We have a set S of m training examples, where each training example consists of an input
feature vector (x1,...,z,) and a corresponding label y. In MS-GINI, instead of sorting a
feature, we propose to split the set of values of the j feature Fj based on its mean value
as a threshold 0. We denote by S<¢ the set of instances that have x; < 6, and by S5y the
set of instances that have z; > 0. Furthermore, for ¢ = 1,...,n, we denote by L. the set
of examples from S that have class label y = ¢. Based on the binary split, we define the

MS-GINI (“Mean-Split” GINI) score for feature [} as:

G(F)) = % (|9<0] - G(S<p) + [S>0] - G(550)) (4.1)

with the Gini impurities of S<y and S5y defined as:

n n

G(S<o) =1-> (") G(Ss0) =1-> (p2) (4.2)

c=1 c=1

and the probabilities defined as:

<0 _ |S<o N Le| o = S50 N Le|
‘ S<ol 7 ¢ S50
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Formulas (4.1), (4.2), and (4.3) are consistent with the definition of Gini score given in
Section 2.1.3, and presented here in more detail to enhance the readability of our secure
protocol mus_gini for the computation of the Gini score G(Fj) of feature F; (described in
Protocol 4 of Section 4.2).

MS-GINTI is computationally cheaper than GI (Section 2.1.3) in two ways: MS-GINI
does not require sorting of feature values, and with MS-GINI, for each feature, we have to
compute the GINI score for only one threshold #, instead of for potentially multiple candidate
thresholds.

Unlike CART, we do not use MS-GINI as a criterion to select the best feature for each
node while growing a tree-based model. Instead, as in [31], we use MS-GINT as a filtering
approach to feature selection for other ML models. Algorithm 2 shows how we use MS-GINI

to select features from raw features, and Section 4.1.1 provides a concrete example.
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Algorithm 1: Mean-Split Gini Impurity Algorithm (MS-GINTI)

10

11

12

13

14

15

Input : A feature column F' = (fi,fa,...,fm), a label vector L = (Iy,l2,...,l,,), a
number m and a number n, where m is number of instances and n is

number of classes in the label vector
Output: MS-GINI score G(F') of the feature F'
0 Dithotectfn
Initialize counters for two subsets (i.e. a for S<y and b for S-y) and respective
counters based on all n classes from L (i.e. vectors A and B of length n; Afi] is the
counter for values from S<y with corresponding label being equal to i class; B[] is
the counter for values from S~y with corresponding label being equal to i** class).
for i <+~ 1 to m do
if f; > 0 then
bb+1
Bl + Bl +1
else
a<a-+1
All;] + All;] +1
end
end
G(S<p) <—a—%-AoA
G(S59) <~ b—3-BeB
G(F) < G(S<¢) + G(S>9)
return G(F)




19

Algorithm 2: Feature Selection based on MS-GINI in the clear
Input : A m x p data matrix D = (F},F5,....F},), a label vector L = (I,l2,...,l), &

number k£ and a number n, where k£ numbers of features will be selected
from D and n is number of classes in the label vector
Output: A m x k matrix D’
1 for i<+ 1 to p do
2 Gli] < MS-GINI(F;,L,m,n)
3 end
4 Select the k indices from {1,2,...,p} corresponding to the k smallest GINT scores in
G (break any ties by selecting the lowest indices)
5 Build a m x k matrix D' = (F], I}, ..., F}) by directly accessing the k selected
columns of D

6 return D’

£ P Fy Fy Fs Fg Label
—0.6725 1.4488  0.6695  1.2530 —1.7579 —1.3341 | 1
~0.3324 —1.5118 —0.7126 —2.0453 15131  1.4599
0.0502 —0.9029 1.0801 —0.4622 0.3691  0.5204
0.1808  —0.6880 —0.5104 —1.0291 1.3735 —0.9454

=W NN =
= O

Table 4.1: Sample data

4.1.1 Illustration of Plaintext Feature Selection

Suppose we have sample data (Table 4.1) with m = 4 instances and p = 6 features. We
want to select k = 2 features from those 6 features and form a new data set with 4 instances
and 2 features. Also, n = 2, i.e. we are dealing with a binary classification problem. We will

apply Algorithm 2 on the sample data; the inputs D and L are as shown in (4.4):



20

—0.6725  1.4488 0.6695 1.2530 —-1.7579 —1.3341

—_

—0.3324 —1.5118 —0.7126 —2.0453 15131  1.4599 0

D= L= (4.4)
0.0502 —0.9029 1.0801 —0.4622 0.3691  0.5204 1
0.1808 —0.6880 —0.5104 —1.0291 1.3735 —0.9454 1

For each column (feature) in D (Line 1-3 of Algorithm 2), we apply Algorithm 1 to
compute its MS-GINT score. For example, to compute the score for F; (Line 2 of Algorithm
2), the inputs for Algorithm 1 are as (4.5):

—0.6725
—0.3324

0.0502
0.1808

= = O =

First, we compute the mean value of F} as Line 1 of Algorithm 1:

~ —0.6725 + —0.3324 + 0.0502 + 0.1808
- 4

After splitting Fy by threshold 0, S<p = {—0.6725,—0.3324} and S~y = {0.0502,0.1808}.

0 = —0.1935

Then, we compute counters a, b and counter vectors A, B as Line 3-11 for F} based on
S<p, Ssg and L: a = |S<p| = 2, b = |S59] =2, A = (1,1) and B = (0,2). The entries
in A denote that one instance is class 0 and one instance is class 1 for S<y. B means no
instance is class 0 and two instances are class 1 for S.y. After computing the counters, we
compute G(S<p) =a—1-AeA=2-1.(1-1+1-1)=1and G(Ssg) =b— ;- BeB =
2 — % -(0-0+2-2) =0 as Line 12 and 13 of Algorithm 1. Finally, we compute the MS-GINI
score of F1: G(F1) = G(S<g) + G(Ssp) =1+ 0 =1 as Line 14 of Algorithm 1.

After computing the MS-GINI score for the other features in D in a similar way, we have

the following MS-GINI scores vector as (4.6):

e e
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The lowest score, namely 1, appears 4 times in GG, yet we only wish to select 2 features with
lowest MS-GINI score. We break the ties by selecting the features with lowest indices among
those least scores. That means we select the 1% and 3" feature as Line 4 of Algorithm 2.

Then, on Line 5 of Algorithm 2, we pick the 1°¢ and 3"¢ columns of D and form D’ as (4.7):

—0.6725  0.6695
—-0.3324 —0.7126
0.0502 1.0801
0.1808 —0.5104

<
|
—
=
\]
S~—

4.2 MPC Protocols mrTER-Fss TMs—GINI, @nd TGINI—Fs

In this section, we present a protocol for oblivious feature selection 7 Ter_Fs based on
precomputed scores for the features, followed by a protocol muys_gn for computing the
feature scores themselves in a private manner. We then combine g 1er_Fs and Tms_gini
into mgini_rs for experiments in Chapter 5, evaluated in a 3PC, honest majority setting with
parties Alice, Bob, and Carol shown in Figure 1.2.

Although the protocols may look similar to the algorithms from the previous section
at a high level, there are some important differences. 7gTer_Fs is based on Line 56 of
Algorithm 2, mys_gini is based on Algorithm 1 and 7wgn_fs is based on Algorithm 2. We
designed protocols with care to retain computational efficiency while at the same time not

leaking information about the data or the selected features.

Secure Filter-based Feature Selection TEILTER—FS

At the start of the protocol mg Ter—_rs for secure feature selection, the parties have secret
shares of a data matrix D of size m X p, in which the rows correspond to instances and the
columns to features. The parties also have secret shares of a vector G of length p containing
a score for each of the features. At the end of the protocol, the parties have a reduced matrix
D’ of size m x k in which only the columns from D corresponding to the lowest scores in G

are retained (note that this protocol can be trivially modified to select the k features with
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the highest scores). The main ideas behind the protocol (which is described in Protocol

TFILTER—FS) are to:

1. Determine the indices of the features that need to be selected (these are stored in a
secret-shared way in 1).

2. Create a matrix 7' in which the columns are one-hot-encoded representations of these
indices.

3. Multiply D with this feature selection matrix 7.

Before walking through the pseudocode of Protocol mg ) Ter_Fs, We present a plaintext exam-

ple to illustrate the notation.

Example 1. Consider the data matrix D at the left of Equation (4.8), containing values for
m = b instances (rows) and p = 4 features (columns). Assume that the feature score vector
is G = [65, 26, 83, 14] and that we want to select the k = 2 features with the lowest scores in
G.

1 2 3 4 4 2
00

5 6 7 8 8 6
0 1

9 10 11 12 =1 12 10 (4.8)
00

13 14 15 16 16 14
1 0

17 18 19 20 | - 2 20 18

T N————’
D D’

The lowest scores in GG are 14 and 26, hence the 4th and the 2nd column of D should be
selected. The columns of T" in Equation (4.8) are a one-hot-encoding of 4 and 2 respectively,
and multiplying D with T" will yield the desired reduced data matrix D’. This multiplication
takes place on Line 9 in Protocol mg ter_rs. The bulk of Protocol 7 ter_rs is about how
to construct T based on GG. As explained below, this process involves an auxiliary vector,

which, at the end of the protocol, contains the following values for our example: I = [4,2].

In the protocol, vector [I], of length k stores the indices of the k selected features out of
the p features of [D], and matrix [1], is a p x k transformation matrix that eventually holds

one-hot-encodings of the indices in I. Through executing Lines 1-8 of Protocol mr ) Ter_Fs,
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the parties construct a feature selection matrix 7" based on the values in GG. In Line 2 the
index of the " smallest value in [G], is identified. To this end, the parties run a secure
argmin protocol margmin. The inner for-loop serves two purposes, namely constructing the
i'" column of matrix 7', and overwriting the score in G of the feature that was selected in
Line 2 by the upper bound, so that it will not be selected anymore in further iterations of
the outer for-loop (such an upper bound ¢ is passed as input to Protocol mrter_Fs and is

usually very easy to determine in practice, as most common feature scoring techniques range

between 0 and 1):

e To construct the i** column of T, the parties loop through row j = 1...p, and on Line
5, update T'[j][i] with either a 0 or a 1, depending on the outcome of the secure equality
test on Line 4. The outcome of this test will be 1 exactly once, namely when j equals I[i],
hence Line 5 results in a one-hot-encoding of I[i] stored in the ith column of 7'

e The flag flag, computed on Line 4 is used again on Line 6 to overwrite G[I[:]] with ¢
in an oblivious manner, where ¢ is a value that is larger than the highest possible score
that occurs in [G],. This theoretical upper bound ¢ ensures that feature I[i] will not be

selected again in later iterations of the outer for-loop.

As is common in MPC protocols, we use multiplication instead of control flow logic for
conditional assignments. To this end, a conditional based branch operation as “if ¢ then a <
b is rephrased as a - a + ¢+ (b — a). In this way, the number and the kind of operations
executed by the parties does not depend on the actual values of the inputs, so it does not leak
information that could be exploited by side-channel attacks. Such a conditional assignment
occurs in Line 6 of Protocol mg i 1er_Fs, where the value of the condition c itself is computed

on Line 4.

In the final step, on Line 9, the parties multiply matrix D with matrix T in a secure
manner to obtain a matrix D’ that contains only the feature columns corresponding to the
k best features. Throughout this process, the parties are unaware of which features were

actually selected. The secret shared matrix D’ can subsequently be used as input for a
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privacy-preserving ML model training protocol, e.g. [17].

Protocol 3: Protocol 7w ter—rs for Secure Filter based Feature Selection

Input : A secret shared m x p data matrix [D],, a secret shared p-length score
vector [G],, the number & < p of features to be selected, and a constant ¢
that is bigger than the highest possible score in [G],
Output: a secret shared m x k matrix [D’],
1 for i+ 1 to k do

[Z[i)]q = maremin([Gq)
3 for j < 1topdo

N

4 [flagelq = meq([1[ill4; 5)

5 [T[5]lillq = [flagkl,

6 [Glillq < [Glillq + mom([flage]q, t — [Gi]l)
7 end

8 end

o [D']y < momm([D]q; [T]4)

10 return [D'],

Secure Feature Score Computation mys—_gini

Protocol mg ) Ter_Fs assumes the availability of a feature score vector G and an upper bound
t for the values in GG. Below we explain how this can be obtained from the data in a secure
manner. To this end, we present a protocol mys_gn for computation of the score of a feature
based on Gini impurity. This protocol is applicable to data sets with continuous features. It
is computationally cheaper than previously proposed protocols for Gini impurity that rely
on sorting of feature values. Furthermore, as showed in previous work [31] and in Table 5.1,
the “Mean-Split” GINI score can yield similar accuracy improvements.

At the start of protocol mys_gini, the parties have secret shares of a feature column F
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(think of this as a column from data matrix D in Example 1), as well as secret shares of an
one-hot-encoded version of the label vector. The latter is represented as a label-class matrix
[L],, in which [L[:][5]], = [1], means that the label of the i’* instance is equal to the ;%
class. Otherwise, [L[i][j]], = [0],- We note that, while there are n classes, it is sufficient for
L to contain only n — 1 columns: as there is exactly one value 1 per row, the value of the
n' column is implicit from the values of the other columns. We indirectly take advantage
of this fact by terminating the loop on Line 6-10 at n — 1, and performing calculations for
the n'" class separately and in a cheaper manner on Line 13-14, as we explain in more detail
below.

On Line 1, the parties compute [f], as a threshold to split the input feature [F],, as
the mean of the feature values in the column. To this end, each party first sums up the
secret shares of the feature values, and then multiplies the sum with a known constant %
locally. Line 2 is to initialize all counters related to S<y and Sy to zero. After Line 14,

these counters will contain the following values:

a =[Sl

b =[5>
Alj] = [S<onLj|,forj=1...n
Blj] = |SseNLj|,forj=1...n

These counters are needed for the probabilities in Equation (4.3). For each instance, in
Line 4 of Protocol mus_gini, the parties perform a secure comparison to determine whether
the instance belongs to S-y. The outcome of that test is added to b on Line 5. Since the
total number of instances is m, a can be straightforwardly computed as m — b after the
outer for-loop, i.e. on Line 12. Lines 7-8 check whether the instance belongs to S.¢ N L;, in
which case BJj| is incremented by 1. The equivalent operation of Line 7-8 for A[j] would
be [A[j]]q < [AlJ]]q + mom((1 — [flags]y), [L[#][j]]4)- We have simplified this instruction on
Line 9, taking advantage of the fact that mpm([flags],. [L[i][j]],) has been precomputed as
[flagm], on Line 7.

On Line 13-14 the parties compute [A[n]], and [B[n]],, leveraging the fact that sum of
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all values in [A], is [a],, and the sum of all values in [B], is [b],. All operations on Line 13—
14 can be performed locally by the parties, on their own shares. Moving the computation of
[A[n]], and [B[n]], out of the for-loop, reduces the number of secure multiplications needed
from m x n to m x (n — 1). In the case of a binary classification problem, i.e. n = 2, this
means that the number of secure multiplications required is cut down by half.

Using the notations for the counters from the pseudocode of Protocol mys_gini, Equation

(4.1) comes down to:

o= L. [ ( (H)) (

in which A e A and B e B are the dot products of A and B with themselves, respectively.

() )| (o 2aea) (- o)

J

These computations are performed by the parties on Lines 15-17 using, among other things,
the protocol mpp for secure dot product of vectors, and the protocol 7py for secure division.
We note that the final multiplication with the factor 1/m is omitted altogether from Protocol
Tms—cint as this will have no effect on the relative ordering of the scores of the individual
features (Line 14 of Algorithm 1 also omits multiplication 1/m for the same reason).

If data are vertically partitioned and all data owners have the label vector, they can
compute MS-GINI scores offline without muys_gini, and the computing servers would only
have to do feature selection based on pre-computed MS-GINI scores with protocol mr ) TER_Fs.
In reality, often, it is not reasonable to allow each data owner to have all labels, so we do

not assume this scenario in our protocols.



Protocol 4: Protocol muys_gini for Secure MS-GINI Score of a Feature

Input : A secret shared feature column [F|, = ([f1]q [[f2]o]qs-[fmlq)s a secret
shared m x (n — 1) label-class matrix [L],, where m is the number of

instances and n is the number of classes.
Output: MS-GINI score [G(F)], of the feature F
1 [[0]](1 < ([[fl]]q + [[f2]]q +..+ [[fm]]q) ) %
2 Initialize [a],, [0],, [A], and [B], with zeros.
3 for i+ 1tomdo
4 [[ﬂGQS]]q — WLT([[eﬂqa [[fz]]q)
[6]¢ < [blq + [flags]q
6 for j < 1ton—1do

9]

v [flagm]q < mom([flags]q, [L1][5]],)

8 [Bljllq < [Blillq + [flagml,

o [A[1lq < TAL]le + [LET, — [flagm]q
10 end
11 end

(
18 return [G(F)],
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Secure Feature Selection with MS-GINI mgini—Es

Protocol mgini—Fs performs secure filter-based feature selection with MS-GINI, used for the
experiments in this work. It combines the building blocks presented earlier in the section.

By executing the loop on Line 1-3, the parties compute the MS-GINI score of the 7
feature from the original data matrix [D], using protocol mus_gini, and store it into [G[d]],-
On Line 4, the parties perform filter-based feature selection using protocol 7gTER_Fs tO
obtain a m x k matrix [D'], with k selected features from [D],.

As the standard GINI score is upper bounded by 1, and mys_gni ignores the multiplication
by 1/m for efficiency reasons, it is safe to use m as the upper bound that is passed to protocol

TFEILTER—FS O Line 4.

Protocol 5: Protocol mgn—ps for Secure Filter-based Feature Selection with MS-

GINI
Input : A secret shared m x p data matrix [D], = ([F1]q,[F2]gs--- [Fplq), & secret

shared m x (n — 1) label-class matrix [L],, where m is the number of
instances, p the number of features, n the number of classes, and k the
number of features to be selected.
Output: a secret shared m x k matrix [D'],

1 for i+ 1topdo

[G[il]g < mms—ani([Fi]q, [L]g, m, m)

3 end

a [D]y « mrrer-rs([Dlg, [Glg, k. m)

5 return [D'],

M

4.2.1 lllustration of Secure Feature Selection

Section 4.1.1 shows an example of feature selection on plaintext data. There are some

differences in the secure manner, which we illustrate below.
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Suppose we use the same sample data (Table 4.1) with m = 4 instances and p = 6
features. Each value is converted to fixed-point representation and secret shared as described
in Section 2.2.3. Our target is also to select k = 2 features from 6 raw features and form a
selected data matrix with 4 instances and 2 features, but we do it in a privacy-preserving
manner this time with protocol mgni_rs. Also, n = 2, i.e. there are 2 classes. As input
for protocol mgini_Fs, D stays the same as in Algorithm 2, but we use a label-class matrix
instead of the label vector of Algorithm 2. As explained in Section mys_gmni, L is a 4 x 1
matrix precomputed by data owners and L[i][j] means that the label of the i** instance is

equal to the j class. Hence, our secret shared [D], and [L], are shown in (4.9):

[0.6725], [1.4488], [0.6695], [1.2530], [~1.7579], [—1.3341],
[-0.3324], [-1.5118], [-0.7126], [—2.0453], [1.5131], [1.4599],
[0.0502], [-0.9029], [1.0801], [—0.4622], [0.3691], [0.5204],
[0.1808], [-0.6880], [—0.5104], [~1.0291], [1.3735], [-0.9454],

[[D]]q =

(4.9)

For each feature in [D],, the parties compute the MS-GINI score securely. For instance,

for [Fi],, the parties compute [G(F1)], = [1], with protocol mms—_gini, which is similar to

Algorithm 1. After computing all MS-GINTI scores (Line 1-3 of Protocol mgni_fs), the parties
have a secret shared vector of MS-GINI scores [G], as (4.10):

[11q
[1.33],

[11,
[G], = (4.10)
[11q
[1],

[,
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As long as we have [G],, we can do privacy preserving filter-based feature selection by

protocol mrLTer_Fs. In the plaintext case, it is easy to pick k least elements in a vector and

build D’ by directly accessing k selected columns of D. In PPML, we have to use protocol

TargMIN k times and overwrite the score of the selected feature with a highest possible score,

so that the feature will not be selected again in the next iteration. To this end, we use t = m

as explained in Section mgn_rs. Similar to the in-the-clear version, we select the 1%¢ and 37

features. The indices 1 and 3 are stored in [/], and used to build the transformation matrix

[T, (line 1-8 in protocol mrTer—Fs) as (4.11):

[, [0]q
[0l [0]q
[1]q [0ls [1]q
[[I]]q = [[T]]q =
([[3]]q) o, ol
[0l [0,
[0l [0]q

(4.11)

Finally, on Line 9 of protocol mgiter—fs, [D’], is computed by secure matrix multiplica-

tion protocol mpmm as (4.12):

[[D/]]q = [[D]]q'[[T

lg

[—0.6725],
[—0.3324],
[0.0502],
[0.1808],,

[1]q
[0]4
[0]
IIO]] q
[0]4
[0]

[0]4
[0]
[
IIO]] q
[0]4
[0]

[—0.6725],
[—0.3324],
[0.0502],
[0.1808],,

[1.4488],  [0.6695],  [1.2530],
[-1.5118], [-0.7126], [—2.0453],
[-0.9029], [1.0801], [-0.4622],
[—0.6880], [—0.5104], [—1.0291],

[0.6695],
[—0.7126],
[1.0801],
[~0.5104],,

[-1.7579],
[1.5131],
[0.3691],
[1.3735],

[—1.3341],
[1.4599],
[0.5204],,

[—0.9454],,

(4.12)
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Chapter 5

EXPERIMENTS AND RESULTS

The first four columns of Table 5.1 and Table 5.2 contain details for three data sets
corresponding to binary classification tasks with continuous valued input features: Cognitive
Load Detection (CogLoad) [24], Lee Silverman Voice Treatment (LSVT) [42], and Speed
Dating (SPEED) [22], along with the number of instances m, raw features p, selected features

k, and folds for cross-validation (CV).

The last five columns of Table 5.1 contain accuracy results by averaging from CV for
logistic regression (LR) models trained on the RAW data sets with all p features, and on
reduced data sets with only the top k features selected with a variety of scoring techniques,
namely MS-GINI (as proposed in this paper), traditional Gini impurity (GI), Pearson cor-
relation coefficient (PCC), and mutual information (MI). Feature selection with all these
techniques was performed according to the filter approach, i.e. independently of the fact
that the selected features were subsequently used to train a LR model. As the results show,
feature selection based on MS-GINI is at par with the other methods, and substantially

improves the accuracy compared to model training on the RAW data sets.

Table 5.1: Feature selection accuracy

data set details logistic regression accuracy results

Data set m D k | #folds | RAW | MS-GINI GI PCC MI

CogLoad | 632 | 120 | 12 6 50.90% 52.50% 52.70% | 48.57% | 51.59%
LSVT 126 | 310 | 103 10 80.09% 86.15% 82.74% | 78.89% | 85.38%
SPEED | 8,378 | 122 | 67 10 95.24% 97.26% 95.56% | 95.89% | 95.83%
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Table 5.2: Feature selection runtime results

data set details runtime
Data set m P k #folds | semi-honest | malicious
Cogload | 632 | 120 | 12 6 48 sec 1,238 sec
LSVT 126 | 310 | 103 10 103 sec 5,408 sec
SPEED | 8,378 | 122 | 67 10 1,531 sec 90,540 sec

The last two columns of Table 5.2 contain runtime results for protocol mgn—Fs for secure
filter-based feature selection with MS-GINI. To obtain these results, we implement wgn1_Fs
along with the supporting protocols mms_gini and Teter—Fs in MP-SPDZ [29]. All bench-
mark tests are completed on AWS c¢5.xlarge virtual machines. Each VM contains 4 cores,
8 GiB of memory, and up to a 10 Gbps network bandwidth between each virtual machine.
The runtime results are for semi-honest and malicious adversary models (see Section 2.2.2)
in a 3PC, honest-majority setting over a ring Z, with ¢ = 2%*. Each of the parties runs on
separate machines, which means that the results in Table 5.2 cover communication time in
addition to computation time. The reported runtime results in Table 5.2 are per fold.

As expected, the runtime increases in terms of the number of instances m, the number
of original features p, and the number of selected features k. The increase in runtime for the
SPEED vs. the Cogl.oad data set e.g., which have almost the same number of original features
p, is due both to the increase in m (which affects Line 9 in Protocol 7g ter_Fs, and Line 3-11
in Protocol mus_gini), and the increase in k (which affects Line 1-8 of Protocol mg1er_Fs)-
Also, completing private feature selection in the malicious setting takes substantially longer
than in the semi-honest setting; this increase in runtime is a price one may wish to pay for
security (correctness) in case the parties can not be trusted to follow the protocol instructions.
Since all operations in MP-SPDZ are based on arithmetic black-box model, security of our

protocols implemented by MP-SPDZ in this work is proved.
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Chapter 6
CONCLUSION AND FUTURE WORK

Data preprocessing, an important part of the machine learning (ML) model development
pipeline, has been largely overlooked in the privacy-preserving machine learning (PPML)
literature to date. In this thesis we have proposed a Secure Multiparty Computation (MPC)
protocol for privacy-preserving selection of the top k features of a data set, and we have
demonstrated its feasibility in practice through an experimental evaluation. Our protocol
is based on the filter approach for feature selection, which means that it is independent of
any specific ML model architecture. Furthermore, it can be used in combination with any
feature scoring technique. In this thesis, we have proposed an efficient MPC protocol based
on Gini impurity to this end.

MPC protocols for many more tasks related to the data preprocessing phase still need
to be developed, including privacy-preserving hyperparameter search to determine the best
value of k for the number of features to be selected, as well as protocols for dealing with
outliers and missing values. While these may be perceived as less exciting tasks of the ML

end-to-end pipeline, they are crucial to enable PPML applications in practical data science.
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