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Abstract
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Daogao Liu

Chair of the Supervisory Committee:
Yin Tat Lee
Computer Science & Engineering

With the rapid development and widespread application of modern machine learning and ar-
tificial intelligence—particularly following the emergence of large language models—privacy
has become a critical concern. Differential privacy, a rigorous mathematical framework for
defining privacy, has emerged as the de facto standard.

This thesis addresses two fundamental problems in privacy-preserving machine learn-
ing: differentially private empirical risk minimization (DP-ERM) and differentially private
stochastic (convex) optimization (DP-SCO). Our goal is to design more efficient algorithms
for these problems while achieving better and optimal privacy-utility trade-offs.

The thesis is structured into five parts:

Part I focuses on improving and achieving near-optimal gradient or function value

computation complexity.

e Part IT extends the analysis under alternative geometries and norms beyond the classic

Euclidean spaces.

e Part III investigates non-convex functions, which are increasingly common in practice

and gaining significant attention.

e Part IV examines the user-level differential privacy setting, a practical scenario where



users contribute multiple items, as opposed to the classical item-level DP assumption

of a single item per user.

e Part V explores additional settings, including online optimization, heavy-tailed distri-

butions, and low-rank structures.

This work comprehensively explores these challenges, proposing innovative methods to en-

hance algorithmic efficiency and optimize the privacy-utility trade-off.
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INTRODUCTION

Privacy has become an important consideration for learning algorithms dealing with
sensitive data. Over the past decade, differential privacy, introduced in the seminal work
of [DMNSO06], has established itself as the defacto notion of privacy for machine learning
problems. Formally, we say a randomized mechanism M is (g, §)-differentially private if for

any event O € Range(M) and for any neighboring datasets D and D’, we have
Pr[M(D) € O] < e Pr[M(D') € O] + 4.

The Empirical Risk Minimization (ERM) and Stochastic (Convex) Optimization (SCO)
problems are the most important and straightforward problems in statistics and machine
learning. We study these problems in the DP settings. In the ERM problem, we are given
a family of functions {f(-; z}.cip), where D = {2;,---,2,} is a dataset drawn from some

unknown distribution P and the objective is to

min Fp(x) := % Z f(x; 2),

z€D

and the objective of SCO is to

min Fp(z) == E_f(x;2).

z~P

We study these problems thoroughly, focusing on improving algorithmic efficiency and
enhancing the privacy-utility trade-off. This includes exploring different geometric settings
and relaxing the convexity assumption. Below, we briefly discuss the results of each chapter.

Each chapter is self-contained and can be read in any order.

Chapter 1: Under appropriate smoothness assumption, the seminar work [FKT20] shows

one can solve DP-SCO optimally with only n gradient queries. However, despite the consid-



erable progress in the DP and optimization communities, achieving optimal excess popula-
tion loss for DP-SCO still requires O(n?) gradient queries. Indeed, [BFGT20] writes that *
Proving that quadratic running time is necessary for general non-smooth DP-SCO is a very
interesting open problem...”. In Chapter 1, we get a (nearly) optimal bound on the excess

empirical risk and excess population loss with subquadratic gradient complexity. More pre-

n3/2
di/8

cisely, our differentially private algorithm requires O( + %2) gradient queries for optimal
excess empirical risk, which is achieved with the help of subsampling and smoothing the
function via convolution. This is the first subquadratic algorithm for the non-smooth case
when d is super constant. As a direct application, using the iterative localization approach

of Feldman et al. [FKT20], we achieve the optimal excess population loss for the stochas-

n3/2

tic convex optimization problem, with O(min{n5/ 4qL/8, W}) gradient queries. Our work
progresses towards resolving a question raised by Bassily et al. [BFGT20], giving the first

algorithms for private ERM and SCO with subquadratic steps.

Chapter 2: We introduce a new tool for SCO: a Reweighted Stochastic Query (ReSQue)
estimator for the gradient of a function convolved with a (Gaussian) probability density.
Combining ReSQue with recent advances in ball oracle acceleration [CJJ20, ACJ*21], we
develop algorithms achieving state-of-the-art complexities for SCO in parallel and private
settings. We obtain the following results for a SCO objective constrained to the unit ball
in R? (up to polylogarithmic factors).

Given n samples of Lipschitz loss functions, prior works [BFTGT19, BFGT20, AFKT21,
KLL21] established that if n 2 da(;pQ, (€dp, 9)-differential privacy is attained at no asymptotic
cost to the SCO utility. However, these prior works all required a superlinear number of
gradient queries. We close this gap for sufficiently large n 2> d%gg , by using ReSQue to
design an algorithm with near-linear gradient query complexity in this regime.

Moreover, based on the same framework, we give a parallel algorithm obtaining opti-

. . . —2 —2/3
mization error gqpy with dt/ 350pt/ opt/

3 gradient oracle query depth and d'/3¢ +egp2t gradient
queries in total, assuming access to a bounded-variance stochastic gradient estimator. For
Eopt € [d=1,d='/4], our algorithm matches the state-of-the-art oracle depth of [BJL*19]

while maintaining the optimal total work of stochastic gradient descent.



Chapter 3: We show that modifying the exponential mechanism by adding an ¢3 regular-
izer to F(x) and sampling from 7(z) o exp(—k(F (z) + p||x||3/2)) recovers both the known
optimal empirical risk and population loss under (g,6)-DP. Furthermore, we show how to
implement this mechanism using O(nmin(d, n)) queries to f;(z) for the DP-SCO where n
is the number of samples/users and d is the ambient dimension. We also give a (nearly)
matching lower bound Q(n min(d, n)) on the number of evaluation queries.

Our results utilize the following tools that are of independent interest:

e We prove Gaussian Differential Privacy (GDP) of the exponential mechanism if the
loss function is strongly convex and the perturbation is Lipschitz. Our privacy bound
is optimal as it includes the privacy of the Gaussian mechanism as a special case and

is proved using the isoperimetric inequality for strongly log-concave measures.

e We show how to sample from exp(—F(x) — pu||z||3/2) for G-Lipschitz F with 1 error
in total variation (TV) distance using O((G2/u)log?(d/n)) unbiased queries to F(z).
This is the first sampler whose query complexity has polylogarithmic dependence on

both dimension d and accuracy 7.

Chapter 4: We propose a new framework for differentially private optimization of convex
functions which are Lipschitz in an arbitrary norm |-||,,. Our algorithms are based on a
regularized exponential mechanism which samples from the density oc exp(—k(F + pr))
where F' is the empirical loss, and 7 is a regularizer which is strongly convex with respect
to ||-|| v, generalizing a recent work of [GLL22] to non-Euclidean settings. We show that
this mechanism satisfies Gaussian differential privacy and solves both DP-ERM (empirical
risk minimization) and DP-SCO (stochastic convex optimization) by using localization tools
from convex geometry. Our framework is the first to apply to private convex optimization
in general normed spaces and directly recovers non-private SCO rates achieved by mirror
descent as the privacy parameter ¢ — co. As applications, for Lipschitz optimization in ¢,
norms for all p € (1,2), we obtain the first optimal privacy-utility tradeoffs; for p = 1, we

improve tradeoffs obtained by the recent works [AFKT21, BGN21] by at least a logarithmic



factor. Our £, norm and Schatten-p norm optimization frameworks are complemented with

polynomial-time samplers whose query complexity we explicitly bound.

Chapter 5: The development of efficient sampling algorithms catering to non-Euclidean
geometries has been a challenging endeavor, as discretization techniques that succeed in
the Euclidean setting do not readily carry over to more general settings. We develop a
non-Euclidean analog of the recent proximal sampler of [LST21b], which naturally induces
regularization by an object known as the log-Laplace transform (LLT) of a density. We
prove new mathematical properties (with an algorithmic flavor) of the LLT, such as strong
convexity-smoothness duality and an isoperimetric inequality, which are used to prove a
mixing time on our proximal sampler matching [LST21b] under a warm start. As our
main application, we show our warm-started sampler improves the value oracle complexity
of differentially private convex optimization in ¢, and Schatten-p norms for p € [1,2] to
match the Euclidean setting [GLL22|, while retaining state-of-the-art excess risk bounds
[GLL'23]. Our investigation of the LLT is a promising proof-of-concept of its utility as a

tool for designing samplers. We outline directions for future exploration.

Chapter 6: We consider the problem of minimizing a non-convex objective while preserv-
ing the privacy of the examples in the training data. Building upon the previous variance-
reduced algorithm SpiderBoost, we introduce a new framework that utilizes two different
kinds of gradient oracles. The first kind of oracles can estimate the gradient of one point,
and the second kind of oracles, less precise and more cost-effective, can estimate the gradi-
ent difference between two points. SpiderBoost uses the first kind periodically, once every
few steps, while our framework proposes using the first oracle whenever the total drift has
become large and relies on the second oracle otherwise. This new framework ensures the
gradient estimations remain accurate all the time, resulting in improved rates for finding
second-order stationary points.

Moreover, we address a more challenging task of finding the global minima of a non-
convex objective using the exponential mechanism. Our findings indicate that the regu-

larized exponential mechanism can closely match previous empirical and population risk



bounds, without requiring smoothness assumptions for algorithms with polynomial running
time. Furthermore, by disregarding running time considerations, we show that the expo-
nential mechanism can achieve a good population risk bound and provide a nearly matching

lower bound.

Chapter 7: There is a gap between finding a first-order stationary point (FOSP) and a
second-order stationary point (SOSP) under differential privacy constraints, and it remains
unclear whether privately finding an SOSP is more challenging than finding an FOSP.
Specifically, Ganesh et al. (2023) demonstrated that an a-SOSP can be found with o =
O(ﬁ + (\7{—3)3/7), where n is the dataset size, d is the dimension, and ¢ is the differential
privacy parameter. Building on the SpiderBoost algorithm framework, we propose a new
approach that uses adaptive batch sizes and incorporates the binary tree mechanism. Our
method improves the results for privately finding an SOSP, achieving a = O(nl—l/g + (%)1/ 2.

This improved bound matches the state-of-the-art for finding an FOSP, suggesting that

privately finding an SOSP may be achievable at no additional cost.

Chapter 8: We study differentially private (DP) optimization algorithms for stochastic
and empirical objectives, which are neither smooth nor convex, and propose methods that
return a Goldstein-stationary point with sample complexity bounds that improve on existing
works. We start by providing a single-pass (g,0)-DP algorithm that returns an («, )-
stationary point as long as the dataset is of size Q (1/aﬁ3 + d/ea? +d3/4/€1/2a55/2),
which is Q(+/d) times smaller than the algorithm of [ZTC24] for this task, where d is the
dimension. We then provide a multi-pass polynomial time algorithm which further improves
the sample complexity to O (d/ﬁ2 + d3/4/5a1/2ﬁ3/2), by designing a sample-efficient ERM
algorithm, and prove that Goldstein’s Stationary points generalize from empirical loss to

population loss.

Chapter 9: We study differentially private stochastic convex optimization (DP-SCO)
under user-level privacy, where each user may hold multiple data items. Existing work

for user-level DP-SCO either requires super-polynomial runtime [GKK™'23b] or requires



the number of users to grow polynomially with the dimensionality of the problem with
additional strict assumptions [BS23]. We develop new algorithms for user-level DP-SCO
that obtain optimal rates for both convex and strongly convex functions in polynomial time
and require the number of users to grow only logarithmically in the dimension. Moreover,
our algorithms are the first to obtain optimal rates for non-smooth functions in polynomial
time. These algorithms are based on multiple-pass DP-SGD, combined with a novel private
mean estimation procedure for concentrated data, which applies an outlier removal step

before estimating the mean of the gradients.

Chapter 10: We study private stochastic convex optimization (SCO) under the constraint
of user-level differential privacy (DP). In this setting, there are n users, each possessing m
data items, and we need to protect the privacy of each user’s entire collection of data items.
Existing algorithms for user-level DP SCO are impractical in many large-scale machine
learning scenarios because: (i) they make restrictive assumptions on the smoothness pa-
rameter of the loss function and require the number of users to grow polynomially with
the dimension of the parameter space; or (ii) they are prohibitively slow, requiring at least

3 computations for non-smooth

(mn)3/? gradient computations for smooth losses and (mn)
losses. To address these limitations, we provide novel user-level DP algorithms with state-
of-the-art excess risk and runtime guarantees, without the stringent assumptions. First,
we develop a linear-time algorithm with state-of-the-art excess risk (for a linear-time algo-
rithm) under a mild smoothness assumption. Our second algorithm achieves optimal excess

9/8 gradient computations under a mild smoothness assumption. Third, for

risk in (mn)
non-smooth loss functions, we obtain optimal excess risk in (mn)u/ 8 gradient computa-
tions. Our algorithms do not require the number of users to grow polynomially with the

dimension.

Chapter 11: Large pretrained models can be fine-tuned with differential privacy to
achieve performance approaching that of non-private models. A common theme in these
results is the surprising observation that high-dimensional models can achieve favorable

privacy-utility trade-offs. This seemingly contradicts known results on the model-size de-



pendence of differentially private convex learning and raises the following research question:
When does the performance of differentially private learning not degrade with increasing
model size? We identify that the magnitudes of gradients projected onto subspaces is a
key factor that determines performance. To precisely characterize this for private convex
learning, we introduce a condition on the objective that we term restricted Lipschitz con-
tinuity and derive improved bounds for the excess empirical and population risks that are
dimension-independent under additional conditions. We empirically show that in private
fine-tuning of large language models, gradients obtained during fine-tuning are mostly con-
trolled by a few principal components. This behavior is similar to conditions under which
we obtain dimension-independent bounds in convex settings. Our theoretical and empirical
results together provide a possible explanation for the recent success of large-scale private

fine-tuning.

Chapter 12: We study the problem of differentially private stochastic convex optimiza-
tion (DP-SCO) with heavy-tailed gradients, where we assume a k*®-moment bound on the
Lipschitz constants of sample functions, rather than a uniform bound. We propose a new
reduction-based approach that enables us to obtain the first optimal rates (up to loga-

ne

rithmic factors) in the heavy-tailed setting, achieving error G - % + Gy, - (\/g)l_% under

(e, d)-approximate differential privacy, up to a mild polylog(l(’%") factor, where G3 and G§
are the 2" and £ moment bounds on sample Lipschitz constants, nearly-matching a lower
bound of [LR23].

We then give a suite of private algorithms in the heavy-tailed setting, which improve
upon our basic result under additional assumptions, including an optimal algorithm under
a known Lipschitz constant assumption, a near-linear time algorithm for smooth functions,

and an optimal linear time algorithm for smooth generalized linear models.

Chapter 13: We study the problem of private online learning, specifically, online predic-
tion from experts (OPE) and online convex optimization (OCO). We propose a new trans-
formation that transforms lazy online learning algorithms into private algorithms. We apply

our transformation for differentially private OPE and OCO using existing lazy algorithms



for these problems. Our final algorithms obtain regret which significantly improves the re-
gret in the high privacy regime ¢ < 1, obtaining /T logd + T3 log(d)/e*/3 for DP-OPE
and VT + T'/3y/d/*/3 for DP-OCO. We also complement our results with a lower bound
for DP-OPE, showing that these rates are optimal for a natural family of low-switching

private algorithms
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Chapter 1
BREAKING QUADRATIC BARRIER

This chapter is based on [KLL21], with Janardhan Kulkarni and Yin Tat Lee.
1.1 Introduction

Privacy has become an important consideration for learning algorithms dealing with sen-
sitive data. Over the past decade, differential privacy, introduced in the seminal work of
[DMNSO06], has established itself as the defacto notion of privacy for machine learning prob-
lems. In this paper, we revisit Empirical Risk Minimization (ERM) and Stochastic Convex
Optimization (SCO) problem, which are one of the most important and simplest problems
in statistics and machine learning, in differential privacy setting. In the ERM problem, we
are given a family of convex functions {f(-,z)},e= over a closed convex set K C R?, a data
set S = {x1, -+ ,zy} drawn from some unknown distribution P over the universe =, and

the objective is to

~ 1
minimize F(w) := N Z flw,z;) over wek,

z, €S
while in the SCO the objective is to
minimize F(w):= Epf(w,x) over w € K,
T~

Differentially private convex optimization has been studied extensively for over a decade
now [CMO08, RBHT12, CMS11, KST12, JT14, TTZ14, BST14, TTZ15, KJ16, WLK*17,
FTS17, ZZMW17, WYX17, INST19]. Most of the previous results are focus on DP-ERM
and roughly speaking, there are three major approaches in DP-ERM: output perturbation,
objective perturbation, and gradient perturbation. Output perturbation approach is based

on the sensitivity method proposed by [DMNSO06] and adds noise to the final output to
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the standard ERM problem [CM08, RBHT12, CMS11, ZZMW17]. Objective perturbation
[CMO08, CMS11, KST12, TTZ14] means to perturb the objective function we want to min-
imize. In the gradient perturbation approach, we add noise to the first order information
using optimization algorithms such as Stochastic Gradient Descent (SGD). This approach
was first proposed in [BST14] and was later extended by [TTZ14, WYX17], and has lead
to the state-of-the-art theoretical bounds for DP-ERM. For an experimental comparison of
various approaches to solving DP-ERM we refer the readers to [RBHT12, INST19].

DP-ERM for smooth convex functions is well understood in the sense that we know
(near) linear time algorithms that achieve optimal excess empirical risk. We refer the
readers to [WYX17] for more details. However, for the more general non-smooth convex
loss functions our understanding is not yet complete, which is the focus of this paper. A
summary of the state-of-the-art results and our contributions for the non-smooth convex
loss functions is given in Table (General Convex) and Table (Strongly Convex). We
will discuss the concurrent work [AFKT21] separately at the end of the introduction, and
the following discussion are only limited to the previous work.

[KST12] designed a DP-algorithm with O(%) excess empirical risk by using
the objective perturbation method. This result was improved significantly by [BST14], who

first showed a lower bound of Q(min{GD, G%;/E}) on the excess empirical risk for DP-ERM.

3
GDlog? (N/O)/dlos1/0)) ' (opyiey,

Further, they gave an algorithm with excess empirical risk O(
is sub-optimal by a factor of log% (N/0). Their algorithm is based on a modification of SGD
by adding Gaussian noise to the gradients to make it DP. The privacy analysis proceeds
via amplification by sampling and the strong composition theorem. Roughly speaking,
the logarithmic blowup in the excess empirical risk is due to two reasons: 1) the strong
composition theorem requires that at each step one needs to add Gaussian noise with a
larger variance; 2) They used sub-optimal convergence rate O(logT/v/T) for T-step SGD.

However, getting the optimal bounds with small gradient complexity for non-smooth
case turns out to be a more difficult problem. This was noted by [WYX17], who raised it
as an important open problem. This question was answered in [BFTGT19], who gave an
algorithm with almost optimal excess empirical risk. To achieve this, [BFTGT19] first con-

sider the smooth case, and give an improved privacy analysis via the Moments Accountant
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technique proposed by [ACG'16]. They extend their result to non-smooth case by applying
Moreau-Yosida envelope technique (a.k.a. Moreau envelope smoothing) [Nes05] to make
the function smooth. However, this technique is computationally inefficient and leads to
O(N*5)-gradient computations for the whole algorithm. This limitation was overcome in a
recent work of [BFGT20] who gave the optimal excess empirical risk guarantee with O(N?)-
gradient computations. The privacy analysis of this result also used Moments Accountant
method, and they used the standard online-to-batch conversion technique [CBCGO04] to
prove the high-probability bound on the excess empirical error of SGD, which leads to the
near optimal bound in expectation. We remark that all the papers [BFTGT19, BFGT20]
above not only study the ERM problem, but also consider more general DP-SCO settings
and uniform stability, and in some cases, results on ERM are byproducts of the more general
results.

As we can see from Table and Table 1.2, all the previously known results (except the
concurrent work [AFKT21]) achieving near optimal excess empirical risk bounds require at
least O(N?)-gradient computations. It is natural to ask if there are lower bounds to rule
out algorithms with subquadratic gradient complexity that can match the error bounds of

the above results.

As Table and Table show, a similar situation arises in Stochastic Convex Optimiza-
tion (SCO), which is a closely related problem compared to ERM. In the SCO problem,
we want to minimize the objective function F'(w) = Eyp|[f(w,z)] for some unknown dis-
tribution P over the universe Z. Many results for SCO [BST14, BFTGT19, BEFGT20] are
directly based on ERM; that is, solving the ERM and analyzing the generalization error.
The first non-trivial result for general convex loss functions achieving excess population
loss of O (GD(% + N£§)> was given by [BST14], who showed the result by first solving
the ERM problem and bounding the generalization error. They used the result on univer-
sal convergence directly, namely, bounding sup,cx E[F(w) — F(w)]. But this method has

its limitations; For example, [Fell6] showed that lower bound of universal convergence is

Q(y/d/N) for some (not necessarily convex) loss functions. Later, [BFTGT19], [FKT20] and
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Excess Empirical SZ?S;{E;
Risk ity
[KST12] GDVdlog(1/9) N/A
/Ne
[BST14] GDlog? (N/6)\/dlog(1/8) | N2
N
[BFTGT19] | GDVdlog(1/5) N45
N
[BFGT20] | GPv/dlos(1/9) N2
N
[AFKT21] | GDVdlos1/9) N2/Vd
Ours w JC\%/; + NTQ

Table 1.1: Comparisons with previous (g, 0)-differential private algorithms when objective
function is G-Lipschitz and convex over a convex set K C R? of diameter D. The results
are stated asymptotically and the big O notation is hidden for simplicity. The lower bound
is Q(min{GD, EBYd}) [BST14].

Excess Empirical (C}ri(jl?ni
Risk it}O; plex-
2
[KST12] G;jvlgi%ié&) N/A
[BST14] G” log? (N/3)d1og(1/9) N2
ulN=2e
[BFTGT19] | &Zdlog(1/) N5
uNZ2e
[BFGT20] | CEdlog(1/o) N2
uNZ2e
G2%dlog(1/6 373 3
Ours #137&;&2/) ](}GT"‘NT

Table 1.2: Comparisons with previous (e, d)-differential private algorithms when objective
function is G-Lipschitz and p-strongly convex over a convex set K C RY. The results are

stated asymptotically and the big O notation is hidden for simplicity. The lower bound is

Q(min{ <, €547 }) [BST14].

[BFGT20] obtained near optimal excess population loss with significantly better running
times (gradient complexity). The privacy analysis in these papers relied on recent advances
in the privacy techniques such as the Moments Accountant method [ACG'16], Rényi dif-
ferential privacy (RDP) [Mirl7] and the Privacy Amplification by Iteration [FMTT18] and

other fast stochastic convex optimization algorithms such as [JNN19]. The excess popula-
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tion loss bound in most of these works followed by solving a (phased) convex (regularized)

ERM problem and then appealing to the uniform stability property [HRS16] or the iterative

localization approach [FKT20] to do the generalization error analysis.

Excess Population Loss Gradient Complexity
[BST14] GD(% 41&%(”/5) G 2lo]gé(n/é))) N2
[BETGTL9] | GD(A + \/dlog Vilog(1/0) A5
[FKT20] GD( + \/dlog Vdlog(1/9), N2log(1/4)
[BFGT20] | g D(Js+ \/dlog Vlos(1/9) N2
[AFKT21] GD( + x/dlog Vdloa(1/9) min{N3/2 N2 /+/d}
Ours GD(LN + \/dlog 1/5)) min{N5/4d1/8,N3/2/d1/8}

Table 1.3: Comparisons with previous (e, d)-differential private algorithms when objec-
tive function is G-Lipschitz and convex over a convex set K C R
stated asymptotically and the big O notation is hidden for simplicity.

is QGD(F + ¥2)) [BST14].
Excess Population Loss Gradient Complexity
[BFTGT19] | < (& + TIog (1777 e
[FKT20] | S5 + SRE0) N?log(1/9)
[BFGT20] %2( 1 dlog a 5)) 73
AFKT21) | S-(y + % dhz)vgziz ~) min{N%/2, N?/v/d}

The results are
The lower bound

Table 1.4: Comparisons with previous (e, §)-differential private algorithms when objective
function is G-Lipschitz and p-strongly convex over a convex set X C R%. The results are
stated asymptotically and the big O notation is hidden for simplicity. The lower bound is

QL (% + dlog1/9))) [BST14].

Despite these impressive improvements, as the Table and Table suggest, the

previous algorithms (except the concurrent work [AFKT21]) which achieve the optimal
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excess population loss still require O(N?)-gradient computations. Indeed, [BFGT20] write
that

“ Proving that quadratic running time is necessary for general non-smooth DP-

”»

SCO is a very interesting open problem...
Understanding if the lower bound is the right answer to the above questions or one can design

algorithms with subquadratic gradient complexity is the main motivation that spurred our

work.

1.1.1 Our Contributions

Given the close connections between the ERM and SCO problems and the bottleneck on
gradient complexity of all known algorithms, it is natural to ask if the open question raised
in [BFGT20] also holds for the ERM problem. As noted earlier, the state-of-art algorithms
for DP-ERM achieving optimal excess empirical risk bounds require O(N?)-gradient com-
putations.

The main contribution of this paper is to show that we can obtain subquadratic gra-
dient complexity bound for ERM when the dimension is super constant. In particu-
lar, for the important regime of over-parameterization (d > N), we achieve a bound of
N1+3/8  Combining our private ERM algorithm and the iterative localization approach
proposed in [FKT20], we can achieve optimal excess population loss with gradient complex-

3
lty O(N + Ifnll'l{\/(E]\I'E')/Zldl/g7 Wjﬂl/d)})

Let K, = {y |y =w+z,w € K,z € R | 2|, <r}. We now state the main technical

contributions of this paper formally.

Theorem 1.1.1 (DP-ERM). Suppose K C R? is a closed convex set of diameter D and

D+/dlog(1/5)

{f(-;x) }zez is a family of G-Lipschitz and convex functions over K,, where r = N

. Fore, 0 <1/2, given any sample set S consists of N samples from = and arbitrary initial

We only need consider the non-trivial case when 7””?51\,(1/6)
This means that » = O(D), which is a mild assumption.

< 1, or any feasible solution is good enough.
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point wy € KC, we have a (e, 9)-differentially private algorithm A which takes

eN3 N e2N?
d'/81og'/4(1/5)  dlog(1/6)
gradient queries and outputs wr such that

~ ~, GD+/dlog(1/6)
E[F(wT>—F1:0< vao )

where D = ||w* — ong,ﬁ(w) = %Emes flw, 2;), F* = mingex F(w), and the expectation
is taken over the randomness of the algorithm.

Moreover, if { f(-,x)}zez is also p-strongly convex functions over K,, we have an (g, 9)-
differentially private algorithm which takes the same bound of gradient queries and outputs

wr such that

E[F(wr) — F*] =0 (G%”Og(l/é)) :

ue2 N2

As we have mentioned, combining our private ERM algorithm with the iterative local-
ization technique, we can also give the first algorithm achieving optimal excess population

loss with (strictly) sub-quadratic steps for all dimensions:

Theorem 1.1.2 (DP-SCO). Suppose £,6 < 1/2 and sample set S consists of N samples

drawn i.i.d from a distribution P over Z. Let {f(-,x)}zez is convex and G-Lipschitz with

respect to €2 norm and convex over K,, wherer = Dy dlog(1/9) W'lalj)\%(l/é), there is an (g, 0)-differentially

private algorithm which takes

€N3/2

O(N + min €N5/4d1/8,
( tve d1/81og"/*(1/6)

)

gradient queries to get a solution wr

n \/dlog(l/é)).

E[F(wr) — F(w*)] = O(GD(\/lN Ne

Moreover, if {f(-,x)}zez is also u-strongly convex over K,, we can meet the same gradient
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query complexity and get a solution wr such that:

G2

BlF(er) - Fw)] =0 (SR + 5)).

Finally, we note that our results can also capture the regularized ERM and SCO, which
shows up often in the previous work such as [RBHT12, KST12, WYX17, INST19]. Briefly,
in the regularized problem, there is one more simple (and convex) function h(w) added to
the objective function to encourage certain solutions with better structure. The objective
function then takes the form 3 Y oeies (W, i) + h(w). We get asymptotically same results
for the regularized ERM/SCO problem with straightforward modifications.

1.1.2  Our Techniques

Most of the previous works [BST14, BETGT19, BEGT20] that achieve near optimal bounds
for ERM and SCO are based on adaptations of SGD to make it differentially private. The
information theoretic lower bound of Q(1/+/T) for T-step SGD may be one of the important
reasons why we can not get subquadratic gradient complexity for non-smooth convex ERM
easily. Consider the algorithm in [BFGT20] as an example. It needs to add Gaussian noise

G2 log(1/6)
22

v ~ N(0, 02135 q) with 0% = to each gradient. By a standard analysis of SGD, we

can only show an excess empirical risk of ©(2 deT %) which requires us to set T = Q(N?) to

get ideal bound, thus hitting the quadratic barrier.

We deviate from the above approaches for designing private algorithms for non-smooth

3
. . . . . N2 2N2 .
functions. First notice that the gradient complexity O( o7 kfgl T173) + dlig(l 7 6)) in The-
orem is the same for both strongly convex and general non-smooth functions; same

holds for DP-SCO. This is not a coincidence; If we can achieve optimal empirical risk (pop-
ulation loss) for one case, then we can achieve optimal empirical risk (population loss) for
another with the same privacy guarantee and gradient complexity. In fact, the Figure
shows the relationship among these different problems.

Our result for the general convex non-smooth case is obtained by providing a reduction to
the strongly convex non-smooth case. Thus, our task becomes designing better algorithms

for the strongly convex non-smooth functions. Rather than using SGD, we let the objective
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Lemma 1.4.10
(private) ERM: convex . strongly convex
Lemma 1.4.7

Theorem 1.5.1

Lemma 1.4.10
(private) SCO: convex . strongly convex

Lemma 1.5.5

Figure 1.1: Reductions between ERM and SCO for general convex and strongly convex

cases. As the lower bound of excess population loss is Q(GD(\}—N + ]\%)) while the lower

bound of empirical risk is Q(Gg‘s/a), we do not know how to reduce from ERM to SCO.

function take convolution with a sphere kernel to make it smooth. We then use the accel-
erated stochastic approximation algorithm in [GL12] for solving strongly convex stochastic
optimization problems. However, this is not enough, as the required noise that needs to be
added to the gradients to make the algorithm private is too large to get subquadratic gra-
dient complexity, even if we use the tighter Moments Accountant technique [ACGT16]. We
overcome this by increasing the batch size to an appropriate value. Combining these ideas
together, we show that the amount of noise we add can be reduced to achieve the optimal
excess empirical loss, and we get the gradient complexity of O(max{N3/2/d"/8 N2/d}).
For SCO, we get the gradient complexity of O(min{ N*/*d"/8, N3/2/d'/8}) via a direct
application of the iterative localization approach of Feldman et al [FKT20]. The intuition
behind iterative localization is using private ERM to solve regularized objective functions
which have low sensitivity, iteration by iteration. Each iteration reduces the distance to an
approximate minimizer by a multiplicative factor, so after logarithmic number of phases we

are done.

1.1.8 Concurrent and Independent Work

In an independent and concurrent work, [AFKT21] give a new analysis of private regularized

mirror descent to do the private ERM. Then they combine the iterative localization approach
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to achieve the optimal excess population loss for SCO. Their result also achieves subquaratic
gradient complexity. More formally, they get O (logN - min (N 3/2, /logd, N 2/ \/&)) for
SCO in query complexity. We compare their gradient complexity with ours in Figure

Finally, we remark that the main motivation of [AFKT21] was to study SCO problem in
more general £, norms as much of the literature has focussed on the f-norm. They also

give news results in £,-bounded domain together with another concurrent work [BGN21].

T T
& 21 © 8
2
S
S 18f 1
= Trivial For a > 2
=
g L6
=
g
S 14r
2
?E L2 e Our Result
° —— Result in [AFKT21]
« 1 ‘ ‘ ‘ ‘ ‘ |l—=  State Of Art
0 0.5 1 1.5 2

« : dimension is N¢

Figure 1.2: Comparison among our results, the recent result in [AFKT21] and the previous

best one for the non-trivial regime (d < N?). Suppose ¢, 0 are small constants. Our result
is faster for the important case d < N1*1/3,

Road map

We will give some basic definitions and theorems about convex optimization and differential

privacy in Section 1.2. In Section 1.3, we give a general algorithm framework for private
convex optimization. The results of DP-ERM are given in Section and the results of
DP-SCO are shown in Section 1.5. Some technical proofs are left in Appendix

1.2 Preliminaries

In this section, we briefly recall some of the main definitions we use from the convex op-
timization theory and differential privacy. We refer the readers to excellent books [Nes05,

DR14] for more details on these topics.
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1.2.1  Convex Optimization

Definition 1.2.1 (Empirical risk minimization, Stochastic Convex Optimization). Let I C
R< be a closed convex set of diameter D. Given a family of convex loss functions { f(w, z) }ze=
of w over K and a set of samples S = {z1,--- ,zn} over the universe =, the objective of

Empirical Risk Minimization (ERM) is to minimize

Fw) = 3 flw,m).

;€S

*

The excess empirical loss with respect to a solution w is defined by ﬁ(w) - F , where

F* = mingex ﬁ(w)
Stochastic Convex Optimization (SCO) wants to output a solution w to minimize the
expected loss (also referred to population loss) F(w) — F* where F(w) = E[z ~ P]f(w, x)

and F* = min,ex F(w).

Definition 1.2.2 (L-Lipschitz Continuity). A function f : £ — R is L-Lipschitz continuous
over the domain K C R? if the following holds for all w,w’ € K : | f(w) — f(w")| < L|jw—w'|2.

Definition 1.2.3 (-Smoothness). A function f : K — R is S-smooth over the domain
K c R4 if for all w,w’ € K, [|[Vf(w) — V(w2 < Bllw — |2

Definition 1.2.4 (u-Strongly convex). A differentiable function f : L — R is called strongly

convex with parameter p > 0 if the following inequality holds for all points w,w’ € K,
(Vf(w) = VW) w=w) > plw -3

Equivalently,

1.2.2  Differential Privacy

Definition 1.2.5 (Differential privacy). A randomized mechanism M is (g, §)-differentially
private if for any event O € Range(M) and for any neighboring databases that differ in a
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single data element, one has
Pr[M(S) € O] < exp(e) Pr[M(S’) € O] + 4.

Lemma 1.2.6 (Proposition 2.1 in [DR14]). (Post-Processing) Let M : NIl — R be a
randomized algorithm that is (e, 0)-differentially private. Let f : R — R’ be an arbitrary
randomized mapping. Then fo M : NIEI — R’ is (e, 9)-differentally private.

Theorem 1.2.7 (Basic Composition). Let M; : NIEI — R; be (¢4, 6;)-differentially private.
Then if mechanism My, : NI¥ = 115, Ri is defined to be M (z) = (Ma(z), ..., Mp(z)),
then My is (Ele Ei Z’-ﬂ 1 0;)-differentially private.

1=
1.3 A Meta Algorithm for DP Convex Optimization

Many convex optimization algorithms with noisy first-order information have the following

simple format.

Algorithm 1: Meta Algorithm META

1 Input: The objective convex function F'(w) we want to minimize, an initial point
wo.-

2 Process: for phasest=1,---, do

3 Get the noisy gradient Gy ~ VF(w;_1);

4 Update the result by some sub-procedure: w; <— Sub-procedure(w;—_1, Gy);

5 end

6 Output: Some function of {w;}i>1.

We can use the above algorithmic framework to solve ERM privately. Specifically, we
make two simple modifications to make it private. First, we compute gradients over a uni-
form sample of some size B. Next, we add a carefully calibrated Gaussian noise to these
gradients and take average, before updating our results. This gives us a meta differentially
private algorithm for convex optimization problems, and is described in Algorithm 2. The
DP analysis then follows from a careful accounting of the privacy budget lost in each iter-
ation, and the bound on excess empirical risk comes from the property of the optimization

algorithm.
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Algorithm 2: Private Meta Algorithm METApp

1 Input: Sample set S = {z1,---,zn}, the objective convex function F(w) we want

to minimize, the initial point wgy, and privacy parameter ¢, J;

2 Process: for phasest=1,---,T do
3 Select a random sample set S; from the uniform distribution over all subsets of
S of size B;

4 | Let Gy = (3,,cq, Vf(wi1, i) +v)/B, where v ~ N(0, 0% I4xq);

5 Update the result by some sub-procedure w; <— Sub-procedure(w;—_1, Gy);

6 end

EN|

Output: Some function of {w;}i>1.

The above framework is a sub-sampled Gaussian mechanism, for which we can use tCDP
proposed in [BDRS18] to analyze its privacy guarantee. As this is a direct application of

the main result in [BDRS18], we leave the proof of the following theorem in the Appendix.

Theorem 1.3.1. Suppose { f(-,x)}zez is a family of G-Lipschitz and convex functions over
K, for e < 1 B*T/N? B < N/10 and 1/2 > § > 0, by setting o = 2GBVT log(1/9) ”j\,log(lm for some

constant ¢ and ca, METApp is (g,0)-differential private.

1.4 Differentially Private ERM

In this section, we present private algorithms achieving the optimal excess empirical loss
with subquadratic gradient complexity when the dimension is super constant. We consider
non-smooth strongly-convex functions first, and then show how to reduce the general non-

smooth case to the strongly-convex case in the last subsection.

1.4.1 Non-smooth Strongly-conver Functions

We use the framework introduced in Section and give a faster private algorithm. Specif-
ically, we modify a stochastic convex optimization algorithm in [GL12] to fit into our frame-

work. First we recall some properties of that algorithm.



23

Suppose f: K — R is a convex function, and the objective is to get

U = Lnellrcl{\li(w) = f(w) + h(w)},

where K is a closed convex set and h(w) is a simple convex function with known structure.

Theorem 1.4.1 (Proposition 9 in [GL12]). If the following conditions are met:

e For some L >0,M >0 and pu > 0,

L
Ly —wllf < f5) - F@) — {g(@)y —w) < Sy —wld + My —wlz, Yo,y €K,

where g(w) € 0f (w) and 0f (w) denotes the sub-differential of f at w.

o For each call of the stochastic oracle G with the input wy € KC, the stochastic oracle G

can output an independent vector G(wy) such that E[G(w)] € Of (wy).

e Foranyt>1 andw; € K, E[||G(w:) — g(wy)[3] < V.

Then after T iterations, Algorithm 3 given below outputs wr such that

L %12 M2
Blvter) - w] <0 (Ml Y,

T2 uT

where w* = arg ming,cx ¥(w) and ¥* = ¥(w*).
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Algorithm 3: Accelerated stochastic approximation (AC-SA) algorithm

1 Input: Initial point wy € K.

2 Initialization: Set the initial point wy? = wo;

3 Set the step-size parameters oy = t% and y; = t(ﬁl);
4 Process:
5 fort=1,---,7T do
md _ (L—a¢)(utye) ag o [(L—at ) pt-ye] :
6 | Let ™ = i “im1 T i Wit

7 | Query Oracle G; = G(w™);
8 Let
wy = arg mingex{a[(Ge, w) + h(w) —HLngnd _w||§] (1 =)+ ve)llws—1 —WH%}§

ag ag .
9 wy? = ogwr + (1 — ap)wy 55

10 end

11 Return: w7?.

Smoothing function

From the statement of Theorem , it is clear that the Algorithm 3 gives much better
convergence rates for smooth functions. As we are considering non-smooth functions, we
need an efficient way to smooth the objective function without introducing too much error.
In the next few paragraphs, we show how to achieve that.

Recall that D denotes the diameter of the closed convex set X € R?. Suppose {f(-, ) }zez
is a family of G-Lipschitz and p-strongly convex functions over K. This implies that for any
sample set S, the empirical loss function F (w) we consider is G-Lipschitz and p-strongly
convex over the domain K.

We do a convolution on f(-,x), which is denoted by f(-,z) * n,. The objective function
after the convolution step becomes F), (w) = + > vies By~n, f(w +y,x;), where n, is the
uniform density on the f2 ball of radius 7. By Lemma 7 and Lemma 8 in [YNS12] while
the forth result on forth item was supplemented by Lemma E.2 in [DBW12], we know the

claim below.

Claim 1.4.2. Suppose {f(-, x) }zez is conver and G-Lipschitz over K+ Bz (0,1). Forw € K,
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ﬁnr (w) has following properties:

o F(w) < F, (w) < F(w) + Gr;

o F, (w) is G-Lipschitz and pi-strongly convez;

~

o F, (w) is GT‘/g—Smooth;

For random variables y ~ n, and x uniformly from S, one has
E[Vf(w+y,z)] = VE,, (w)
and

E(|VE, (@) - Vf(w+y.2)|3] < G

Furthermore, the convolution operation preserves strong convexity, which implies the

fact below.

Fact 1.4.3. Let n, be the uniform density on the o ball of radius r, and f : K, — R be a

p-strongly convex function over IC,. Then Ey.y, f(y + ) is p-strongly convex over K.

Algorithm

Now we state the our modifications to make AC—SA private and prove its properties. Recall
that y ~ n, is a d-dimension vector drawn from the uniform density on the £2 ball of radius

r. We start with the description of our algorithm.
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Algorithm 4: Private AC—SA

1

Input: A convex set K with diameter D, a family {f(-, z;) };|n) of G-Lipschitz and
u-strongly convex functions over K, an initial point wy € K, privacy parameters ¢, d,

the batch size B, and the number of steps T'.

Set 7 + # and o @(%27]1\?“%(1/5));
Run the AC—SA with the Oracle G defined below;

Return: The output of AC—SA

Oracle G(w):
Select a random sample set Sy from the uniform distribution over all subsets of S of
size B.

Return: (inest Of (w+ yi,x;) +v)/B, where y; ~ n, and v ~ N(0, O'ZIdXd).

Utility and Privacy

It is not hard to show that Private AC—SA (Algorithm /) is an instance of METApp (see

Section 1.3), so we have the following guarantee directly by Theorem

Lemma 1.4.4. For ¢ < ¢B*T/N?,6 < 1/2,B < N/10 and 0 = %j\fbg(l/é) where

c1 <1,c9 > 1 are constants, Private AC—SA s (g,6)-DP.

Now, we consider the accuracy of Private AC—SA. We need a technical lemma to argue

about the variance of the gradient G; returned at ¢-th step by the oracle.

Lemma 1.4.5. Under the assumptions defined in Algorithm Private AC—SA, after T iter-

ations, it outputs wr such that

= = G?/B +0%d/B?> GDd'*
E[F(wr) — F*] =

~

where w* = arg mingex F(w), and F* = min, F(w).

Proof. By Claim
by Fact

, we know that ﬁnr is G-Lipschitz and GT‘/g—smooth. Furthermore,

, we know that ﬁm is p-strongly convex. For any tth iteration, one has that
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E[G] = VF,, (w™) and E[||G; — VF,, (w™)||2] < G?/B 4 02d/B2. Then by Theorem
with M = 0,L = ¥4V = G2/B + 02d/ B2, we get

~ -~ 2/B+0%d/B* GD*/d
B[F,, (wr) — min By, (w)] = O (G P el ) -
Next, by the first bullet of Claim , we know that F(w) < F,,, (w) < F(w) + Gr for

any w. Combining these together, we get

~

E[F(wr) — F(w")]
=E[F(wr) — Fy, (wr)] + E[F, (wr) - min F, (w)] + min By, (w) = F(w")
G?/B + 0%d/ B? N GD?\/d

<2Gr+ O .
<26Gr +0( uT T2r )
By setting r = Di}lﬂ, we completes the proof. ]

Before stating the main result of this section, we prove two technical lemmas that

can remove the dependence on the diameter term. Lemma below is used to prove
Lemma
Lemma 1.4.6. Consider a sequence x1,x2,---. Suppose 0 < z1 < n and 0 < z;41 <

VZi + 1, then for k > [loglogn]|, one has that xj, < 16.

Proof. Without loss of generality, let x;11 = /7; + 1.

We construct another sequence yi,- -,y such that y; = z1 and y;41 = 2,/y;. Then by
induction, it is easy to prove that for each i € [k], y; > x;. So we only need to prove that
yr < 16.

Let z; = log, y;, then one has z;11 = 2;/2+ 1. Obviously, we know that z; = 2_i+1(z1 -

2) 4+ 2 and z < 4, which means that x; <y, < 16. O

Recall that the lower bound of strongly convex case is Q(G72 + M) while for the

ue2 N2
general case is Q(GD + %ﬁg(l/a)). Therefore, we only need to think about the case

dlog(1/4)

when =

< 1, or the bound will be trivial. The following lemma says if we can achieve

sum of these two lower bounds for strongly-convex case, then we can achieve the optimal
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bound for the strongly-convex case, which implies we can reduce the Strongly-Convex Case

to General Convex Case.

Lemma 1.4.7 (Reduction to General Convex Case). Given F is G-Lipschitz and p-strongly
convez. Suppose for any €,8 < 1/2, we have an (g,0)-differentially private algorithm A

which takes wo as the initial start point and outputs a solution wr such that

= EN G?dlog(1/§ GD+/dlog(1/0
B[P () — F] = O( M?%Z/ ), \CNQ / >>,

where w* = arg mingex F(w) and D = ||wo — w*||2. Then by taking A as sub-procedure with
some modifications on parameters, we can get an (g,0)-differentially private solution with
excess empirical loss at most

~ ~ G%dlog(1/9)
Furthermore, if A uses g(N, €,6) many gradients, the new algorithm uses > ;- g(N, g/2%,6/2%)

many gradients.

Remark 1.4.8. All algorithms in this paper uses less gradients if € and ¢ are smaller. So,

the new algorithm uses essentially as much as the given algorithm.

Proof. Repeat the private algorithm A for k = [loglog N3] times. For the ith repetition,
we start from the output of the last repetition and use A as a sub-procedure with privacy
parameter ¢; = £/2717" and §; = §/25T17. (Note that the noise is decreasing so that the

last step gives the best solution). We show that the last output has excess empirical risk at

G?dlog(1/6
most O (#5‘37%52/))
More specifically, let w; be the output of the ith repetition, A; = E[ﬁ (w;) — F *] and
D? = E[|jw; — w*[|?]. As the objective function F is p-strongly convex, we know that

$uD? < A, for all i > 0.

By the guarantee of the algorithm, there exists some constant ¢ > 1 such that

~

Aiy1 =E[F(wis1) — F*]
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GD \/dlog 1/6;) G2dlog (1/0;)
M€2N2
G\/dlog 1/5 27,

2¢ 2 G? dlog(l/ﬁ)

where we define F; = EE

2 log(1/5; .
As E;/Eiy1 = ;;Eg?% < 8, we can rearrange the above function and get

Ai1 <\/AiE¢+E7
64F;p1 —  64FE; 4

E; Ay 4
< -WE 2
64E;.1 \V E; ¢

A

1.
64E+

By strong convexity one has that A; < G?/u, and E; = Q(G?log® N/(uN?)) =
Q(G?/(uN?)) by the definition, so A;/F; < N3®. Then by Lemma , after k =
[loglog N3] repetitions, we get Gf—E’Ck < 16. This further implies that there is a solution

with expected error

G*?dlog(1/6)

E[F(wk) - ﬁ*] = O( M52N2

).
The privacy guarantee comes directly from the basic composition theorem (See Theo-

rem ). O]

We did not optimize constants in the calculations above. Now we are ready to state the

main result for the strongly-convex case.

Theorem 1.4.9 (Strongly Convex Case for Theorem ). Suppose K C R? is a closed
convex set of diameter D and {f(-,x)}ze= is a family of G-Lipschitz and p-strongly convex

functions over KC, where r = Dy/dlog(1/o) stl})\}g(l/a). Fore, 6 <1/2, given any sample set S consists of

N samples from = and arbitrary initial point wg € K, we have an (g,0)-differentially private

algorithm A which takes O(dl/Sld\{/Q‘l(l/a) + d102g(1/5)) gradient queries and outputs wr such
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that

~ ~ 2 le)
B{f(er) - 1= 0 (LY.

where F(w) = + > wies fw,2;), F* = mingex F(w), and the expectation is taken over the

randomness of the algorithm itself.

Proof. By Lemma , the output w of Private AC—SA satisfies

G? | o%d 1/4
~ ~ + GDd
] B B2
E[F(w) — F*] =0 ( T T ) .
. _ c2GBy/Tlog(1/9) . 100e N .
By settingo = —— 5~ and T' = [—cldl/‘l Tog(l/é)-| (c1, c2 are defined in Lemma
one has
~ ~, G?  GZdlog(1/8) GDdY*
E[F(w) — F*] =0 (,uBT+ 22N T
_0 G? n G?dlog(1/6) GD\/dlog 1/6)
uBT pue N2

To ensure that Private AC—SA is (g,9)-DP, we set B = “/5611\7; + ﬁ} By our

choice of T, we have B < N/10 and ¢ < ¢; B?T/N?. Hence, we can apply Lemma to

conclude the guarantee of (g,¢) differential privacy.

Furthermore, we get a solution w such that

G%dlog(1/9)
[1£2N2

E[F(w) — F*] =0 ( GDJW )

As for the total gradient complexity of our algorithm, we are under the assumption

dlog(1/9) . eN 1/4 _ 100eN _
that =234~ < 1, which means that T os TS > d/4, and T [Cldmm}

eN

. aN2 22 N2
@(7&/4@). As for the batch size, we know + 71

Tosi/T = (1) and thus B =

)7
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/5T eN® le;(]lV/zé (/7 NZ d10g211\7/26)T from which we get the gradient complexity is

3
eN2 2 N?
BT =0 + .
(dl/8 log'/4(1/8)  d log(1/5)>

By Lemma we can adjust Private AC—SA and get a final solution wy such that
~ ~. G*dlog(1/6)
E[F(WT)_F ]:O< ,LL&'QNQ )
. . . log log N3 21) N3/2 21)2 N2 N £2N?2
with gradient complexity ©(>_,%%® dl/(fgal/ogl)/4(2i/5) ((fh/)g()Qz/(g)) ®(d1/8 1§g1/24(1/5) +d10g(1/5) ),
which completes the proof. ]

1.4.2 General Non-smooth Convex Functions

In the general non-smooth case, we only assume that the family of functions {f(-,2)}.e=
is G-Lipschitz and convex over K. We now give a reduction from this case to the strongly-

convex case, which completes our second main result.

Lemma 1.4.10. Suppose K C R? is a convex set of diameter D and let {f(-,x)}zez be a
family of convex functions over IC, which are G-Lipschitz and p-strongly convex. Given any
sample set S consists of N samples from = and other necessary inputs, suppose we have a
(€,6)-DP algorithm A which can output a solution wr such that

~ ~ 2 0
E[F(wr) - F] = O (Gi“iv“/‘”) ,

where F* = ming,ex F(w).
Then when {h(-,x)}zez is only G-Lipschitz and convex with necessary inputs, for any
sample set S of size N, we also have a (g,8)-DP algorithm A" which can get a solution wr

such that

~ ~. GD+/dlog(1/6)
E[H(wT)—H]:O< N >

where ﬁ(w) = % > ies Plw, i), H* = mingex H(w). The gradient complezity and privacy
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guarantee of A and A’ are the same.

Moreover, the reduction also holds in the context of SCO.

Proof. We only consider this lemma in the context of ERM, as we can use the nearly the
same argument for SCO.

The proof of this reduction is rather simple: After getting {h(-,2;)}s,es, we only need
to consider hy(w, ) = h(w, z) +ul|w||?. Then hy(-, ) is u-strongly convex and O(G + uD)-
Lipschitz for any x with ||z||s < 2D.

For the case uD < G, we run A on {hy (-, z;) }4,es to get a solution wr with loss

E[H,(wr) - H) = O (GQ‘“M> |

ueZ N2

where H,(w) = % > wies Plw, i) + ullw||? and H} = ming,ex Hy(w). Now by setting u =

© (GCSS]g\,(l/(s)), one has

~ ~ 2 (o)
E[H (wr) — H*] =0 (w - uD2>

(GD,/d log(1 /5))
=0 eN '

For the case uD > G, we have GDy/dlog(1/0) ”CIEZI\?M > G'D and hence we can simply output the

initial point wg as the solution with a loss no more than GD. O
The above reduction completes the main result of this subsection.

Theorem 1.4.11 (General Convex Case for Theorem ). Suppose K C R is a convex
set of diameter D and {f(-,x)}zez is a family of G-Lipschitz and convex functions over
K, where r = Di”cg;\%(l/a). For e,§ < 1/2, given any sample set S consists of N samples

from E and arbitrary initial point wy € KC, we have a (g, )-differentially private algorithm

3
A which takes O N> N e gradient queries and outputs wr such that
dl/81og!/4(1/8) ' dlog(1/9)

E[F(wr) — F*] =0 (GD\/W>
eN ’
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where F* = mingex ﬁ(w), and the expectation is taken over the randomness of the algo-

rithm.

1.5 Differentially Private SCO

In this section we study SCO. We can use the iterative localization technique in [FKT20]
to reduce the SCO problem to an ERM problem. More specifically, if we can solve private
ERM and get a (nearly) optimal empirical loss, then we can solve private SCO with (nearly)
optimal excess population loss with the following algorithm framework (Algorithm 5). See

Theorem for the corresponding formal statement.

Algorithm 5: Iterative Localized Algorithm Framework A’

1 Input: A family of G-Lipschitz and p-strongly convex function f: K x 2 — R,
initial point wg € K and privacy parameter €, .

2 Process: Set k = [log N|;

gfori=1,--- ,kdo

4 Set &; = /2, N; = N /2! n; = /2%,

5 Apply (g4,6;)-DP ERM algorithm A, 5, over
Ki={wek:|w—-wiil|ly <2Gn;N;} with the function
Fj(w) = N% >jes; flw xj) + ﬁ”w — w;i_1||* where S; consists of N; samples
with replacement from P;

Let w; be the output of the ERM algorithm;

end

8 Return: The final iterate wy;

i =)

Theorem 1.5.1. Suppose we have an algorithm A which can solve ERM under strongly
convexr case and gets a solution with excess empirical loss O(%) by using g(N) many
gradients, then we have an algorithm A" which can solve SCO under general case and gets
a solution with excess population loss O(G—\/%) by using Zzﬂzolg N1 g(N/2%) many gradients.
Moreover, fore,6 <1/2, if Acs is (g,0)-differentially private with excess empirical loss

)) under the strongly convez case by using g(N,e,d) many gradients, then

\/dlog(1/6) ))

eN

OS5 (&+ 2t

we can get (¢, 0)-differentially private A" with excess population loss O(GD(\/l—N—i—

by querying gradients at most Zflzof’ N g(IN/2¢, e/2t,5/2%) times.
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We only prove the bound with privacy guarantee, as the (non-private) bound can be
proved with similar argument. Two technical lemmas will be proved at first, after which we

will complete the proof.

Lemma 1.5.2. Let &; = arg ming,cx E(w), then

G?n;dlog(1/0:)
2

Ef[lwi — @i]|3] < O( + G*n?N;).

)

Proof. At first, we prove that w; € K;. The definition of @; implies that

1 & 1 1 &
= @)+ — G —wiallr < =Y f(wiit,2)
NZ- e ( 7 J) ’)’]ZNZ || 7 7 H2 Nz jzzl ( 1 .7)

Then we know that

1
7 N;

1@s — wi—1|l3 < Gll@; — wi—1l|2,

which implies @&; € K;.

Next, note that F\l is A\ = m%\,i—strongly convex, by the guarantee of our ERM algorithm,

we know that

A R ~ ~
5 E[l|@; — wil|3] <E[Fi(@) — Fy(w;)]
G?*dlog(1/8;) = G*
<
_O( )\iE?NZ-Q + /\zNz)
G?*n;dlog(1/6;)
E?Nz

:O( +G277i)>

which implies

E[|@; — ws]|3) < O( + G*n?N;).

G?n;dlog(1/6:)
2

i
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Lemma 1.5.3. For any y € K, we know that

E[F (@) — F(y)] < E[”“’;NZ W) | o),

Proof. Let r(w,z) = f(w, :C)—kﬁﬂw—wi,lﬂg, R(w) = Egp r(w, ) and y* = arg mingex R(w).

By Theorem 6 in [SSSSS09], one has that

ly — wi—1]|3]

EIR(@) — R()] =E[F(@) + o6 w3 = F) —

<E[R(@;) — R(y")]
<O(G*m),

which implies that

~ ~ 1
EIF(@) ~ F) <O(G*n) = o BB - wina [+ o Elly — wiaa |}

<O(G*n;) + Ellly — wi—1]13].

ni Ni

Having these two lemmas, we can begin the proof.

Proof of Theorem . The privacy guarantee comes directly from the basic composition

theorem (See Theorem ).
Let Sz = {xj}N,N/zi—1§j§N,N/2i. Let Ni = N/Qi,é‘i = 8/2i,(5i = 5/21 and n = 77/25i

where 7 will be defined soon. For i € [k], let Fj(w) = ijeSi flw,zj) + ﬁ”w —wi—1))3

Let @0y = w*, we have

k
E[F(wp)] - F(w*) =Y E[F@;) — F(@-1)] + E[F(wr) — F(@)]
i1
First, Lemma implies that

E[F(wr) = F(@)] <O(Gy/Elllwr — @xlI3])
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£k
:O(G2n«/dlog(N/5) n G277)?

eN3 N4

2
<O(G Nk \/leg(l/ék) +G277k Nk)

which is negligible.

Then one has

d . . E[||@i—1 — wi1]l3] 2
Y EF@) - F@i-1)] <) N, + O(G"n;)

i=1 =1

D? 9 i G2mdlog(1/(5i)
<O(=_ il bt =Xl ind 74
_O(nN +1G +;< 2N,

D? 5 G?ndlog(1/6)
< R - - 7
_O(nN +nG” + N

+ sz))
).

- €&

By setting n = g . min{\/iﬁ, \/m}, we get the excess population loss:

E[F (@) — F(w")] = O(GD(\;N + Y dl?\fg(l/é) ).

As for the gradient complexity, as we use g(IV;, €;,0;) queries of gradients in i-th iteration,

the total gradient complexity is Zle g(Ni, €, 0;) as claimed. O

Note that Theorem allows the ERM algorithm has an extra G2/(uN) loss. This
allows us to design a faster ERM algorithm compared Theorem by choosing a different

set of parameters.

Lemma 1.5.4. Under the assumption defined in Algorithm Private AC—SA, with

eN%
" d/81og!/4(1/6)

O(N + min{\/eN>/4q"/8 13

gradient complexity, one can get a solution wp such that

~ ~ 2 fo)
B{F(r) - ) = 0(S (5 + D).



37

Proof. By Lemma , one has

. N 2/B 24/ B2 Ddl/4
E[F(wT)—F*]:O<G/ +o7d/B” | GDd )

wl T

c2GB+/Tlog(1/4)
eN

Again, setting o = one has

~ ~, G?  G?dlog(1/8) GDdY*
E[F(wr) — F*] =0 <,uBT 22N + T .

Taking 7' = 400[min{N'/24"/4, and using BT > N (which we will en-

d1/4\/lo (1/6) }-‘

sure), we have

~ ~ G?  G?dlog(1/6 GD GD+/dlog(1/6
E[F(wr) — F*] = O + (;g(z/ ), D o8(1/9)
uN pue? N VN ueN

G2
=0 <Mg + GDﬁ) :

where ¢ = % + dlgzgj(\% 9)

To ensure that Private AC—SA is (g,8)-DP, we set B = [N/T + N\/¢/T| = O(N/T +
Nﬁ) By our choice of T', we have B < N/10 and ¢ < ¢; BT /N?. Hence, we can apply
Lemma to conclude (g,0)-DP

Hence, we have a (¢,d)-DP for ERM with loss O < ¢+ GDf) with ¢ = dlggg](\}g/‘s).

Note however that Theorem requires us to have a DP-ERM algorithm with loss O(%QC ),
namely, we have the extra term O(GD+/(). To remove this term, we follow the reduction
in Lemma

We note that the exact same proof as Lemma shows that for any ¢ > 0, if we can
solve strongly ERM with loss O(G?¢%/pu+ GD(), then we can solve strongly ERM with loss

O(G?¢? /1) by using the same number of gradient. This completes the proof.

Before stating our result on SCO, we need the following variant of Lemma . The

proof is essentially the same, we state it for future reference.
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Lemma 1.5.5 (Reduction to General Convex Case). Given F is G-Lipschitz and p-strongly
convez. Suppose for any €,8 < 1/2, we have an (g,0)-differentially private algorithm A
which takes wg as the initial start point and N samples i.i.d drawn from some distribution

P, and outputs a solution wr such that

E[F(wr) — F*] = O <G2 1, dlog(1/0) L dlog(1/5))> 7

N(N N2€2 )+GD(\/N Ne

where w* = argmin,ex F(w) and D = ||wy — w*||. Then by taking A as sub-procedure with
some modifications on parameters, we can get an (g,9)-differentially private solution with

excess population loss at most

E[F(wr) — F*] = O <G2 1 dbg(l/é))) '

U (N * N2g2
If A uses g(N,,8) many gradients, the new algorithm uses ;- g(N /2t e/2t,5/2Y) many

gradients.

Proof. The only difference to Lemma is that this algorithm takes N/2¥+1~% samples
instead of N samples in the i-th step for k = [loglog N3], so it may have less gradient
complexity. The rest of the proof is identical. O

Now, we can get the result for general convex case by Theorem and Lemma ,

then extend it to strongly convex case by Lemma

Theorem 1.5.6 (DP-SCO, Theorem restated). Supposee,d < 1/2. Let {f(-,z)}zez is

Dy/dlog(1/6)

convezr and G-Lipschitz with respect to f2 norm and convex over K,, where r = N ,

there is an (g,0)-differentially private algorithm which takes

€N3/2

O(N + min{\/zN°/*q"/8,
( tve d1/81og!/*(1/6)

)

gradient queries to get a solution wr

n \/dlog(l/é)).

E[F(wr) — F(w")] = O(GD(\/lN Ne
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Moreover, if {f(-,x)}zez is also p-strongly convex over K., we can use the same gradient
complexity and get a solution w such that:

GQ

BlF(r) - Fw)] =0 (PG + ).

1.6 Proof of Theorem

As mentioned before, we can use the result in [BDRS18] to give a formal proof of our result.

Before we start, let us define something necessary.

Definition 1.6.1 (Truncated CDP). Let p > 0 and w > 1. A randomized algorithm
M : NIEl 5 R satisfies w-truncated p-concentrated differential privacy (or (p,w)-tCDP) if

for all neighboring S, S’ that differ in a single entry,
Va € (1,w), Do (M(S)| M (")) < pa,

where D, (-||-) denotes the Rényi divergence [Rén61] of order « (in nats, rather than bits).
Similar to classic differential privacy, tCDP also enjoys a property of composition:

Lemma 1.6.2 (Composition of tCDP). Let M; : N=I — Ry satisfy (p,w)-tCDP and let
My : NEI x Ry — Ry satisfy (p',u)-tCDP for all y € Ry. Difine M : NEI — Ry by
M(S) = Ma(S, M1(S)). Then M satisfies (p + p/, min{w, w'})-tCDP.

Now we state the main result of [BDRS18]:

Theorem 1.6.3 (Privacy Amplification By Subsampling). Let p,s € (0,0.1] and B,N € N
with ¢ = B/N and log(1/q) > 3p(2 + logy(1/p)). Let M : NI — R satisfy (p,w’)-tCDP
for W > % > 3. Define the mechanism M, : N=I — R by M,(S) = M(S,) where
Sq € NIEl is the restriction of S to the entries specified by a uniformly ransom subset of size

B.
The algorithm M, satisfies (13q%p,w)-tCDP for

los(1/q)
4p
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This theorem can apply to our algorithm METApp directly, as we are using subsampling
without replacement. More specifically, we are using subsampling Gaussian Mechanism,

and for Gaussian Mechanism we have the following fact:

Fact 1.6.4. Let P = N(1,1/2p) and @ = N(0,1/2p). Then Do(P | Q) = pa for all

a € (1,00). In other word, the Gaussian Mechanism with sensitive 1 satisfies (p,00)-tCDP.
Now we can start our proof.

Proof of Theorem . For the t-th phase of METApp, let M(S) =3 ¢ Vf(wi—1,2) +v
where v ~ N(0,021454). As we are considering G-Lipschitz function f, then we know that
IV(f)l2 < G, which means that M is (p, 00)-tCDP where p = G?/(20?).

Assume our parameters satisfy the precondition of Theorem first, then we know that
the ¢t-th phase of METApp is (13¢%p, 1/p)-tCDP. By the composition property (Lemma ),
we know that METApp is (13T¢?p, 1/p)-tCDP.

When T'¢?p - M < O(e) and M < O(%), we know that METApp is (g,0)-
differentially private [BDRS18].

By setting o = 2GBy/Tlog(1/9) stlog(l/é), we have that p = N Together with the

2c¢2B2T log(1/6)"
assumption ¢ < ¢;B?T/N?, we have both T¢?p - log(1/8) < O(e) and M < O(%) as

£

claimed. This completes the proof.

O]
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Chapter 2

RESQUEING PARALLEL AND PRIVATE STOCHASTIC CONVEX
OPTIMIZATION

2.1 Introduction

Stochastic convex optimization (SCO) is a foundational problem in optimization theory,
machine learning, theoretical computer science, and modern data science. Variants of the
problem underpin a wide variety of applications in machine learning, statistical inference,
operations research, signal processing, and control and systems engineering [Sha07, SB14].
Moreover, it provides a fertile ground for the design and analysis of scalable optimization
algorithms such as the celebrated stochastic gradient descent (SGD), which is ubiquitous in
machine learning practice [Bot12].

SGD approximately minimizes a function f : R? — R by iterating a1 < z — ng(x;),
where g(z;) is an unbiased estimator to a (sub)gradient of f at iterate x;. When f is
convex, E |lg(z)||* < 1 for all z and f is minimized at z* in the unit ball, SGD finds an

-2

opt) Stochastic gradient

gopt-optimal point (i.e. z satisfying E f(x) < f(2*) 4+ €opt) using O(e
evaluations [Bub15]. This complexity is unimprovable without further assumptions [Duc18];
for sufficiently large d, this complexity is optimal even if g is an exact subgradient of
f [DG19].

Although SGD is widely-used and theoretically optimal in this simple setting, the algo-
rithm in its basic form has natural limitations. For example, when parallel computational
resources are given (i.e. multiple stochastic gradients can be queried in batch), SGD has
suboptimal sequential depth in certain regimes [DBW12, BJL19]. Further, standard SGD

is not differentially private, and existing private’ SCO algorithms are not as efficient as SGD

in terms of gradient evaluation complexity [BST14, BFTGT19, FKT20, BFGT20, AFKT21,

Throughout this paper, when we use the description “private” without further description we always
refer to differential privacy [DR14]. For formal definitions of differential privacy, see Section
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KLL21]. Despite substantial advances in both the parallel and private settings, the optimal
complexity of each SCO problem remains open (see Sections and for more precise
definitions of problem settings and the state-of-the-art rates, and Section for a broader
discussion of related work).

Though seemingly disparate at first glance, in spirit parallelism and privacy impose
similar constraints on effective algorithms. Parallel algorithms must find a way to query the
oracle multiple times (possibly at multiple points) without using the oracle’s output at these
points to determine where they were queried. In other words, they cannot be too reliant on
a particular outcome to adaptively choose the next query. Likewise, private algorithms must
make optimization progress without over-relying on any individual sample to determine the
optimization trajectory. In both cases, oracle queries must be suitably robust to preceding
oracle outputs.

In this paper, we provide a new stochastic gradient estimation tool which we call
Reweighted Stochastic Query (ReSQue) estimators (defined more precisely in Section ).
ReSQue is essentially an efficient parallel method for computing an unbiased estimate of the
gradient of a convolution of f with a continuous (e.g. Gaussian) kernel. These estimators
are particularly well-suited for optimizing a convolved function over small Euclidean balls,
as they enjoy improved stability properties over these regions. In particular, these local
stability properties facilitate tighter control over the stability of SGD-like procedures. We
show that careful applications of ReSQue in conjunction with recent advances in accelerated
ball-constrained optimization [CJJT20, ACJT21] yield complexity improvements for both

parallel and private SCO.

Paper organization. In Sections and respectively, we formally describe the
problems of parallel and private SCO we study, stating our results and contextualizing
them in the prior literature. We then cover additional related work in Section and, in
Section , give an overview of our approach to obtaining these results. In Section ,
we describe the notation we use throughout.

In Section we introduce our ReSQue estimator and prove some of its fundamental

properties. In Section we describe our adaptation of the ball acceleration frameworks
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of [ACJT21, CH22|, reducing SCO to minimizing the objective over small Euclidean balls,
subproblems which are suitable for ReSQue-based stochastic gradient methods. Finally,
in Sections and 2.4, we prove our main results for parallel and private SCO (deferring
problem statements to Problem and Problem ), respectively, by providing suitable

implementations of our ReSQue ball acceleration framework.

2.1.1 Parallelism

In Section we consider the following formulation of the SCO problem, simplified for the
purposes of the introduction. We assume there is a convex function f : R? — R which
can be queried through a stochastic gradient oracle g, satisfying Eg € 9f and E ||g||2 <1.
We wish to minimize the restriction of f to the unit FEuclidean ball to expected additive

—2

error €opt. In the standard sequential setting, SGD achieves this goal using roughly €

queries to g; as previously mentioned, this complexity is optimal. A generalization of this
formulation is restated in Problem with a variance bound L? and a radius bound R,
which are both set to 1 here.

In settings where multiple machines can be queried simultaneously, the parallel complex-
ity of an SCO algorithm is a further important measure for consideration. In [Nem94], this
problem was formalized in the setting of oracle-based convex optimization, where the goal
is to develop iterative methods with a number of parallel query batches to g. In each batch,
the algorithm can submit polynomially many queries to g in parallel, and then perform com-
putations (which do not use g) on the results. The query depth of a parallel algorithm in the
[Nem94] model is the number of parallel rounds used to query g, and was later considered
in stochastic algorithms [DBW12]. Ideally, a parallel SCO algorithm will also have bounded
total queries (the number of overall queries to g), and bounded computational depth, i.e.
the parallel depth used by the algorithm outside of oracle queries. We discuss these three
complexity measures more formally in Section

In the low-accuracy regime gqpt > d=1/*, recent work [BJLT19] showed that SGD indeed

achieves the optimal oracle query depth among parallel algorithms.” Moreover, in the

2We omit logarithmic factors when discussing parameter regimes throughout the introduction.
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Method g query depth computational depth  # g queries
SGD [Nes18| g2 2 g2
[DBW12] die~? die1 dig=! 472
[BIJL*19] die~s die™s die~s
CPM [KTESS] d d d
BallAccel + EpochSGD (Theorem 2.3.2) die3 d3e™3 + 72 die™3 42
BallAccel + AC-SA (Theorem ) dse~3 dse 3 + die~! dse™3 £ 22

Table 2.1: Comparison of parallel SCO results. The complexity of finding a point
with expected error € := gqpt in Problem , where L = R = 1. We hide polylogarithmic
factors in d and 7.

high-accuracy regime eqpr < d~!, cutting plane methods (CPMs) by e.g. [KTESS] (see
[JLSW20] for an updated overview) achieve the state-of-the-art oracle query depth of d, up
to logarithmic factors in d, gqp.

In the intermediate regime eqp € [d71,d~1/4], [DBW12, BJL*19] designed algorithms
with oracle query depths that improved upon SGD, as summarized in Table 2.1. In particu-
lar, [BJL*19] obtained an algorithm with query depth 9] (d"/ 35(:;/ 3), which they conjectured

is optimal for intermediate eop¢. However, the total oracle query complexity of [BJL19] is

o(d* 35(:;1/ 3), a (fairly large) polynomial factor worse than SGD.

Our results. The main result of Section 2.3 is a pair of improved parallel algorithms in the
setting of Problem . Both of our algorithms achieve the “best of both worlds” between
the [BJLT19] parallel algorithm and SGD, in that their oracle query depth is bounded
by 5(d1/3551i/3) (as in [BJLT19]), but their total query complexity matches SGD’s in the
regime gopy < d~/*. We note that Eopt < d~1/* is the regime where a depth of 5(d1/35;p2t/3)

improves upon [DBW12] and SGD. Our guarantees are formally stated in Theorems

and , and summarized in Table

Our first algorithm (Theorem ) is based on a batched SGD using our ReSQue es-
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timators, within the “ball acceleration” framework of [ACJT21] (see Section ). By
replacing SGD with an accelerated counterpart [GL12], we obtain a further improved com-
putational depth in Theorem . Theorem simultaneously achieves the query depth
of [BJL'19], the computational depth of [DBW12], and the total query complexity of SGD

in the intermediate regime eqpt € [d71, d=14].

2.1.2 Differential privacy

Differential privacy (DP) is a mathematical quantification for privacy risks in algorithms
involving data. When performing stochastic convex optimization with respect to a sampled
dataset from a population, privacy is frequently a natural practical desideratum [BST14,
EPK14, Abol6, Appl7]. For example, the practitioner may want to privately learn a linear
classifier or estimate a regression model or a statistical parameter from measurements.

In this paper, we obtain improved rates for private SCO in the following model, which is
standard in the literature and restated in Problem in full generality. Symmetrically to
the previous section, in the introduction, we only discuss the specialization of Problem
with . = R = 1, where L is a Lipschitz parameter and R is a domain size bound. We
assume there is a distribution dist over a population S, and we obtain independent samples
{si}iepn) ~ dist. Every element s € S induces a 1-Lipschitz convex function f(-;s), and the
goal of SCO is to approximately optimize the population loss Fp := Es qist[f(+; $)]. The
setting of Problem can be viewed as a specialization of Problem which is more
compatible with the notion of DP, discussed in more detail in Section

The cost of achieving approximate DP with privacy loss parameter eq;, (see Section
for definitions) has been studied by a long line of work, starting with [BST14]. The optimal

error (i.e. excess population loss) given n samples scales as (omitting logarithmic factors)

1 Vd

with matching lower and upper bounds given by [BST14] and [BFTGT19], respectively.
The n=1/2 term is achieved (without privacy considerations) by simple one-pass SGD, i.e.

treating sample gradients as unbiased for the population loss, and discarding samples after
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—1 can be viewed as the “cost of

we query their gradients. Hence, the term v/d - (neap)
privacy” in SCO. Assuming that we have access to n > d&:gg samples is then natural, as this
is the setting where privacy comes at no asymptotic cost from the perspective of the bound
(2.1). Moreover, many real-world problems in data analysis have low intrinsic dimension,
meaning that the effective number of degrees of freedom in the optimization problem is
much smaller than the ambient dimension [SSTT21, LLH" 22|, which can be captured via a

dimension-reducing preprocessing step. For these reasons, we primarily focus on the regime

when the number of samples n is sufficiently large compared to d.

An unfortunate property of private SCO algorithms achieving error (2.1) is they all
query substantially more than n sample gradients without additional smoothness assump-
tions [BST14, BFTGT19, FKT20, BFGT20, AFKT21, KLL21], which can be viewed as
a statistical-computational gap. For example, analyses of simple perturbed SGD variants
result in query bounds of ~ n? [BFGT20]. In fact, [BFGT20] conjectured this quadratic
complexity was necessary, which was disproven by [AFKT21, KLL21]. The problem of ob-
taining the optimal error (2.1) using n gradient queries has been repeatedly highlighted
as an important open problem by the private optimization community, as discussed in

[BFGT20, AFKT21, KLL21, ACJ*21] as well as the recent research overview [Tal22].

Qualitatively, optimality of the bound (2.1) shows that there is no statistical cost of
privacy when the number of samples n is large enough, as the solver relies less on any
specific sample. A natural first step towards developing optimal private SCO algorithms is
to ask a similar qualitative question regarding their computational guarantees. Concretely,
given enough samples n, can we develop statistically-optimal SCO algorithms which only

query = n sample gradients?

Our results. In Section 2.4, we develop the first private SCO algorithm with this afore-
mentioned computational guarantee. Our algorithm achieves the error bound (2.1) up to
logarithmic factors, as well as a new gradient query complexity. Our result is formally stated

in Theorem and summarized in Table and Figure 2.1. Up to logarithmic factors,
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our gradient query complexity is

2
. n25(21p . (nd)§ 4 1
33
min | n, P + min - yN3EG, | -
dp

Theorem improves upon the prior state-of-the-art gradient query complexity by poly-

nomial factors whenever d < n*/3 (omitting 4y, dependencies for simplicity). As with prior
recent SCO advancements, our result has the appealing property that it achieves the optimal
—-1/2

n error for SCO when n > dsgpz. Moreover, given n 2, d%;s’ samples, the gradient query

complexity of Theorem improves to 5(71), the first near-linear query complexity for
a statistically-optimal private SCO algorithm in any regime. In Table and Figure 2.1,
we compare our bounds with the prior art.

While there remains a gap between the sample complexity at which our algorithm is
statistically optimal, and that at which it is computationally (nearly)-optimal, we find it
promising that our result comes within logarithmic factors of achieving the best-of-both-
worlds for sufficiently large n. This is a key step towards optimal algorithms for the fun-
damental problem of private SCO. It is an interesting open question to refine current algo-

rithmic techniques for private SCO to remove this gap, and we are optimistic that the tools

developed in this paper will be fruitful in this endeavor.

—
NS
T
!

1.2 *

Result in [KLL21]
=#= Result in [AFKT21]
- Our result

B : gradient complexity o n?

1 1
0 0.5 1 1.5 2

a : dimension d o< n%

Figure 2.1: Comparison among our gradient complexity and previous results in [AFKT21,
KLL21] for the non-trivial regime d < n?. We omit dependencies on eq;, (treated as O(1)
in this figure) and logarithmic terms for simplicity.
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Method excess Fp loss # gradient queries to samples
Vdlog 2 Vdlog? 2 9
[BST14] —4 =0 n
[BFTGT19] R n3
[FKT20] L4 Y n
[BFGT20] L4 Y "
1 \/@ 3 2
[AFKT21] ol \/L min (nz, 7\1/5)
dlog § . 5 1 3
[KLL21] ﬁ + min <n4 dsy/e, =55
s
dlog 1 lognlog!-5 2 2
oo > 122+ VLT ) i (20022

Table 2.2: Comparison of private SCO results. The excess loss and gradient complexity
of (¢ := egp,0)-DP in Problem , where L = R = 1. We hide polylogarithmic factors in
d,n,6~ % e~ in the third column. The optimal loss [BST14, SU15] is achieved by rows 2-6.

2.1.3 Related work

Stochastic convex optimization. Convex optimization is a fundamental task with nu-
merous applications in computer science, operations research, and statistics [BV14, Bub15,
Nes18], and has been the focus of extensive research over the past several decades. This pa-
per’s primary setting of interest is non-smooth (Lipschitz) stochastic convex optimization in
private and parallel computational models. Previously, [Gol64] gave a gradient method that
used O(¢72) gradient queries to compute a point achieving e error for Lipschitz convex min-
imization. This rate was shown to be optimal in an information-theoretic sense in [NY83].
The stochastic gradient descent method extends [Gol64] to tolerate randomized, unbiased
gradient oracles with bounded second moment: this yields algorithms for Problem and

Problem (when privacy is not a consideration).

Acceleration. Since the first proposal of accelerated (momentum-based) methods [Pol64,

Nes83, Nes03], acceleration has become a central topic in optimization. This work builds
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on the seminal Monteiro-Svaiter acceleration technique [MS13] and its higher-order vari-
ants [GDGT19, BJLT19]. More specifically, our work follows recent developments in ac-
celerated ball optimization [CJJT20, CJJS21, ACJ*21], which can be viewed as a limiting
case of high-order methods. Our algorithms directly leverage error-robust variants of this

framework developed by [ACJ*21, CH22].

Parallel SCO. Recently, parallel optimization has received increasing interest in the con-
text of large-scale machine learning. Speeding up SGD by averaging stochastic gradients
across mini-batches is extremely common in practice, and optimal in certain distributed
optimization settings; see e.g. [DGBSX12, DRY18, WBSS21]|. Related to the setting we
study are the distributed optimization methods proposed in [SBB* 18], which also leverage
convolution-based randomized smoothing and apply to both stochastic and deterministic
gradient-based methods (but do not focus on parallel depth in the sense of [Nem94]). Fi-
nally, lower bounds against the oracle query depth of parallel SCO algorithms in the setting
we consider have been an active area of study, e.g. [Nem94, BS18, DG19, BJL19).

Private SCO. Both the private stochastic convex optimization problem (DP-SCO) and
the private empirical risk minimization problem (DP-ERM) are well-studied by the DP com-
munity [CM08, RBHT12, CMS11, JT14, BST14, KJ16, FTS17, ZZMW17, Wan18, INS*19,
BFTGT19, FKT20]. In particular, [BST14] shows that the exponential mechanism and
noisy stochastic gradient descent achieve the optimal loss for DP-ERM for (g4p,0)-DP and
(€dp, 9)-DP. In follow-up works, [BFTGT19, FKT20] show that one can achieve the optimal
loss for DP-SCO as well, by a suitable modification of noisy stochastic gradient descent.
However, these algorithms suffer from large (at least quadratic in n) gradient complexities.
Under an additional assumption that the loss functions are sufficiently smooth (i.e. have
Lipschitz gradient), [FKT20] remedies this issue by obtaining optimal loss and optimal gra-
dient complerity under differential privacy. In a different modification of Problem ’s
setting (where sample function access is modeled through value oracle queries instead of sub-

gradients), [GLL22] designs an exponential mechanism-based method that uses the optimal

value oracle complexity to obtain the optimal SCO loss for non-smooth functions.
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Most directly related to our approach are the recent works [KLL21] and [ACJ21]. Both
propose methods improving upon the quadratic gradient complexity achieved by noisy SGD,
by using variants of smoothing via Gaussian convolution. The former proposes an algorithm
that uses noisy accelerated gradient descent for private SCO with subquadratic gradient
complexity. The latter suggests a ball acceleration framework to solve private SCO with
linear gradient queries, under a hypothetical algorithm to estimate subproblem solutions.
Our work can be viewed as a formalization of the connection between ball acceleration
strategies and private SCO as suggested in [ACJT21], by way of ReSQue estimators, which

we use to obtain improved query complexities.

2.1.4 Our approach

Here we give an overview of our approach towards obtaining the results outlined in Sec-
tion and Section . To illustrate and situate our approach, we first briefly discuss
prior approaches, their insights that we leverage, and obstacles that we overcome. Then we
discuss a common framework based on a new stochastic gradient estimation tool we intro-
duce and call Reweighted Stochastic Query (ReSQue) estimators which enables our results
on parallel and private SCO. Our new tool is naturally compatible with ball-constrained
optimization frameworks, where an optimization problem is localized to a sequence of con-
strained subproblems (solved to sufficient accuracy), whose solutions are then stitched to-
gether. We exploit this synergy, as well as the local stability properties of our ReSQue
estimators, to design our SCO algorithms. We discuss the different instantiations of our

framework for parallel and private SCO at the end of this section.

Convolutions and prior approaches. All new results on parallel and private SCO
in this paper use the convolution of a function of interest f : R? — R with a Gaussian
density v, (with covariance p®I;), which we denote by fp. Such Gaussian convolutions
have a longer history of facilitating algorithmic advances for SCO. All previous advances
on parallel SCO and Lipschitz convex function minimization used Gaussian convolutions,
i.e. [DBW12, BJLT19], as did a state-of-the-art (in some regimes) private SCO algorithm
[KLL21]. Each of [DBW12, KLL21] leverage that fp is a smooth, additive approximation
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to f, and [BJL119] further used that the higher derivatives of fp are bounded, as well as

the fact that its gradients can be well-approximated within small balls.

As one of our motivating problems, we seek to move beyond the reliance on (high-order)
smoothness properties of fp, and achieve total work bounds improving upon [BJL"19]. Un-
fortunately, doing so while following the strategy of [BJLT19] poses an immediate challenge.
Though [BJLT19] achieves improved parallel depth bounds for Lipschitz convex optimiza-
tion, it comes at a cost. Their approach, which relies on the p"-order Lipschitzness of
J/”;,, would naively involve computing p** derivatives of the objective, and their approach
to gradient approximation involves estimating the gradient everywhere inside a ball of suf-
ficient radius. Naively, either of these approaches would involve making §2(d) queries per
parallel step. Removing this cost is one of our main contributions to parallel SCO, and our

corresponding development is key to enabling our private SCO results.

ReSQue estimators and ball acceleration. To overcome this bottleneck to prior ap-
proaches, we introduce a new tool that capitalizes upon a different property of Gaussian
convolutions: the fact that the Gaussian density is locally stable in a small ball around
its center. This property is arguably closely related to how [BJLT19] are able to prove
that they can approximate the gradients of J/";, inside a ball. However, rather than building
such a complete model of ]/”;,, we instead use only use this property to suitably implement

independent stochastic gradient queries to J/“;,.

Given a reference point T and a query point x, our proposed estimator for Vj?p(x) is

outputting
Yoz —T = &)
’Yp(f)

where ¢ ~ N(0, p?1), and g(z) is an unbiased estimate for a subgradient of f, i.e., Eg(z) €

9(T+9), (2.2)

0f(z). That is, to estimate the gradient of ]/”;, we simply reweight (stochastic) gradients
of f that were queried at random perturbations of reference point Z. This reweighted

stochastic query (ReSQue) estimator is unbiased for pr(x), regardless of . However, when

Yp ($_§_§)
Yp(€)

is likely to be close to 1. As a result, when ¢ is bounded, and x is near ¥, the estimator

|l — Z|| < p, i.e. x is contained in a small ball around Z, the reweighting factor
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(2.2) enjoys regularity properties such as moment bounds. Crucially, the stochastic gradient
queries performed by ReSQue (at points of the form T + &) do not depend on the point x
at which we eventually estimate the gradient.

We develop this theory in Section 2.2, but mention one additional property here, which
can be thought of as a “relative smoothness” property. We show that when ||z — 2’| is
sufficiently smaller than p, the difference of estimators of the form (2.2) has many bounded
moments, where bounds scale as a function of ||z — 2'|. When we couple a sequence of
stochastic gradient updates by the randomness used in defining (2.2), we can use this prop-
erty to bound how far sequences drift apart. In particular, initially nearby points are likely
to stay close. We exploit this property when analyzing the stability of private stochastic
gradient descent algorithms later in the paper.

To effectively use these local stability properties of (2.2), we combine them with an
optimization framework called ball-constrained optimization [CJJT20]. It is motivated by
the question: given parameters 0 < 7 < R, and an oracle which minimizes f : R? in a
ball of radius r around an input point, how many oracles must we query to optimize f in
a ball of larger radius R? It is not hard to show that simply iterating calls to the oracle
gives a good solution in roughly % queries. In recent work, [CJJT20] demonstrated that
the optimal number of calls scales (up to logarithmic factors) as (£)%/3, and [ACJ*21] gave
an approximation-tolerant variant of the [CJJT20] algorithm. We refer to these algorithms
as ball acceleration. Roughly, [ACJT21] shows that running stochastic gradient methods
on =~ (%)2/ 3 subproblems constrained to balls of radius 7 obtains total gradient query
complexity comparable to directly running SGD on the global function of domain radius R.

Importantly, in many structured cases, we have dramatically more freedom in solving
these subproblems, compared to the original optimization problem, since we are only re-
quired to optimize over a small radius. One natural form of complexity gain from ball
acceleration is when there is a much cheaper gradient estimator, which is only locally de-
fined, compared to a global estimator. This was the original motivation for combining ball
acceleration with stochastic gradient methods in [CJJS21], which exploited local smooth-
ness of the softmax function; the form of our ReSQue estimator (2.2) is motivated by the

[CJJS21] estimator. In this work, we show that using ReSQue with reference point Z signif-
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icantly improves the parallel and private complexity of minimizing the convolution fp inside

a ball of radius r ~ p centered at Z.

Parallel subproblem solvers. A key property of the ReSQue estimator (2.2) is that its
estimate of pr(:c) is a scalar reweighting of g(Z + &), where & ~ N(0,p?I;) and 7 is a
fixed reference point. Hence, in each ball subproblem (assuming r = p), we can make all
the stochastic gradient queries in parallel, and use the resulting pool of vectors to perform
standard (ball-constrained) stochastic optimization using ReSQue. Thus, we solve each ball
subproblem with a single parallel stochastic gradient query, and — using ball acceleration
— minimize fp with query depth of roughly p=2/3. To ensure that fp is a uniform eqpi-
approximation of the original f, we must set p to be roughly eqpt/ Vd, leading to the claimed

dY/ 3552/ 3 depth bound. Furthermore, the ball acceleration framework guarantees that we

pt

require no more than roughly p~2/3 4 6gl)2t stochastic gradient computations throughout the

optimization, yielding the claimed total query bound. However, the computational depth of
the algorithm described thus far is roughly 5;p2t, which is no better than SGD. In Section

we combine our approach with the randomized smoothing algorithm of [DBW12] by using
an accelerated mini-batched method [GL12] for the ball-constrained stochastic optimization,
leading to improved computational depth as summarized in Table 2.1. Our parallel SCO

results use the ReSQue/ball acceleration technique in a simpler manner than our private

SCO results described next and in Section 2.4, so we chose to present them first.

Private subproblem solvers. To motivate our improved private SCO solvers, we make
the following connection. First, it is straightforward to show that the convolved function
f; is %—smooth whenever the underlying function f is Lipschitz. Further, recently [FKT20)]
obtained a linear gradient query complexity for SCO, under the stronger assumption that

each sample function (see Problem ) is < v/n-smooth (for L = R = 1 in Problem ).

1.

—; however, two

This bound is satisfied by the result of Gaussian convolution with radius
difficulties arise. First, to preserve the function value approximately up to eqpt, we must

take a Gaussian convolution of radius p =~ 5\(’/‘3. For eopt in (2.1), this is much smaller

than ﬁ in many regimes. Second, we cannot access the exact gradients of the convolved
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sampled functions. Hence, it is natural to ask: is there a way to simulate the smoothness

of the convolved function, under stochastic query access?

Taking a step back, the primary way in which [FKT20] used the smoothness assumption
was through the fact that gradient steps on a sufficiently smooth function are contractive.
This observation is formalized as follows: if 2/ + 2 —nV f(z) and 3/ < y — nV f(y), when
fis O(%)—Smooth, then |2/ — /|| < ||z — y||. As alluded to earlier, we show that ReSQue
estimators (2.2) allow us to simulate this contractivity up to polylogarithmic factors. We
show that by coupling the randomness ¢ in the estimator (2.2), the drift growth in two-point
sequences updated with (2.2) is predictable. We give a careful potential-based argument
(see Lemma ) to bound higher moments of our drift after a sequence of updates using
ReSQue estimators, when they are used in an SGD subroutine over a ball of radius < p.
This allows for the use of “iterative localization” strategies introduced by [FKT20], based

on iterate perturbation via the Gaussian mechanism.

We have not yet dealt with the fact that while this “smoothness simulation” strategy
allows us to privately solve one constrained ball subproblem, we still need to solve K =~
(%)2/ 3 ball subproblems to optimize our original function, where r < p is the radius of
each subproblem. Here we rely on arguments based on amplification by subsampling, a
common strategy in the private SCO literature [ACGT16, BBG18]. We set our privacy
budget for each ball subproblem to be approximately (eqp,d) (our final overall budget),
before subsampling. We then use solvers by suitably combining the [FKT20] framework
and our estimator (2.2) to solve these ball subproblems using ~ n - K —1/2 gradient queries

each. Finally, our algorithm obtains the desired query complexity:

Q

K :n\/E,

number of subproblems

(==

gradient queries per subproblem

and privacy:

Q

€dp = &dp-

{5
{=

~— d q e
privacy budget per subproblem advanced composition

subsampling



95

Here we used the standard technique of advanced composition (see e.g. Section 3.5.2, [DR14])

to bound the privacy loss over K consecutive ball subproblems.

Let us briefly derive the resulting complexity bound and explain the bottleneck for

improving it further. First, the ball radius r must be set to ~ p (the smoothing parameter)

Eopt

\/E 9
the effect of the convolution begins to dominate the optimization error. For eqp; ~ ﬁ +

Vd(negp) ™! (see (2.1)), this results in 2 ~ min(v/nd, neqp). Next, K ~ (1)2/% is known to be

for our ReSQue estimators to be well-behaved. Moreover, we have to set p = otherwise

essentially tight for ball acceleration with R = 1 [CJJ"20]. For the subproblem accuracies
required by the [ACJT21] ball acceleration framework,” known lower bounds on private
empirical risk minimization imply that ~ # gradients are necessary for each subproblem
to preserve a privacy budget of €4, [BST14]. As subsampling requires the privacy loss before
amplification to already be small (see discussion in [Smi09, BBG18]), all of these parameter
choices are optimized, leading to a gradient complexity of nv/K. For our lower bound on
1. this scales as ~ min(n?/3, (nd)?/3) as we derive in Theorem .~ To go beyond the
strategies we employ, it is natural to look towards other privacy amplification arguments

(for aggregating ball subproblems) beyond subsampling, which we defer to future work.

Our final algorithm is analyzed through the machinery of Rényi differential privacy
(RDP) [Mirl7], which allows for more fine-grained control of the effects of composition
and subsampling. We modify the standard RDP machinery in two main ways. We define
an approximate relaxation and control the failure probability of our relaxation using high
moment bounds on our drift (see Section ). We also provide an analysis of amplification
under subsampling with replacement by modifying the truncated CDP (concentrated DP)
tools introduced by [BDRS18], who analyzed subsampling without replacement. Sampling
with replacement is crucial in order to guarantee that our ReSQue estimators are unbiased
for the empirical risks we minimize when employing a known reduction [FKT20, KLL21]

from private SCO to private regularized empirical risk minimization.

3These subproblem accuracy requirements cannot be lowered in general, because combined they recover
the optimal gradient complexities of SGD over the entire problem domain.

Vnd

“In the low-dimensional regime d < naﬁp, the gradient queries used per subproblem improves to s
dp
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2.1.5 Notation

Throughout O hides polylogarithmic factors in problem parameters. For n € N, we let
[n] :={i|1<i<n} ForxecR?welet |z| denote the Euclidean norm of z, and let
B.(r) := {2’ € R?| ||z’ — x| < r} denote a Euclidean ball of radius r centered at x; when z
is unspecified we take it to be the origin, i.e., B(r) := {2’ € R? | ||2/| < r}. We let N'(u, )
denote a multivariate Gaussian distribution with mean p € R? and covariance ¥ € R%*¢,
and I is the identity matrix in R¥?. For I C R?, we define the Euclidean projection onto
K by Ilx(z) := argming i ||z — 2'||. For p € [0,1], we let Geom(p) denote the geometric

distribution with parameter p.

Optimization. We say a function f : R* — R is L-Lipschitz if for all z, 2’ € R we have
|f(z) — f(2")| < L ||z — 2'||. We say f is A-strongly convex if for all z,2’ € R? and ¢ € [0, 1]
we have

Flta+ (1 —t)y) < t£() + (1= ) f(y) -

A(1—1t) 112
M8 o — a2,

We denote the subdifferential (i.e., set of all subgradients) of a convex function f : RY — R
at x € R by 0f(x). Overloading notation, when clear from the context we will write 0 f(x)

to denote an arbitrary subgradient.

Probability. Let u, v be two probability densities u, v on the same probability space (2.
We let Dy (p,v) := 1 [ |p(w) — v(w)|dw denote the total variation distance. The following
fact is straightforward to see and will be frequently used.

Fact 2.1.1. Let £ be any event that occurs with probability at least 1 — & under the density
. Then Dpy(p,p| E) <6, where | € denotes the conditional distribution of p under E.

For two densities u, v, we say that a joint distribution I'(u, v) over the product space of
outcomes is a coupling of u, v if for (x,2’) ~ T'(u, ), the marginals of z and 2’ are u and v,
respectively. When p is absolutely continuous with respect to v, and o > 1, we define the

a-Rényi divergence by

1
Dalpllv) = —
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D,, is quasiconvex in its arguments, i.e. if u = E¢ pe and v = E¢ v¢ (where £ is a random vari-

able, and pi¢, v¢ are distribution families indexed by &), then D, (u||v) < maxe Do (pel|ve)-

2.2 Framework

We now outline our primary technical innovation, a new gradient estimator for stochastic
convex optimization (ReSQue). We define this estimator in Section and prove that it
satisfies several local stability properties in a small ball around a “centerpoint” used for its
definition. In Section , we then give preliminaries on a “ball acceleration” framework
developed in [CJJT20, ACJ*21]. This framework aggregates solutions to proximal subprob-
lems defined on small (Euclidean) balls, and uses these subproblem solutions to efficiently
solve an optimization problem on a larger domain. OQur algorithms in Sections and

instantiate the framework of Section with new subproblem solvers enjoying improved

parallelism or privacy, based on our new ReSQue estimator.

2.2.1 ReSQue estimators

Throughout we use 7, : R? — R>g to denote the probability density function of N'(0, p?1),

ie. v,(z) = (27Tp)_% exp(—ﬁ |[|%). We first define the Gaussian convolution operation.

Definition 2.2.1 (Gaussian convolution). For a function f : R? — R we denote its convo-

lution with a Gaussian of covariance p*I; by fp =[x, e

o) = B et = [ e (24

Three well-known properties of f; are that it is differentiable, that if f is L-Lipschitz,
so is fp for any p, and that ]]/”; — f| < LpVd pointwise (Lemma 8, [BJL*19]). Next, given
a centerpoint T and a smoothing radius p, we define the associated reweighted stochastic

query (ReSQue) estimator.

Definition 2.2.2 (ReSQue estimator). Let # € R? and let f : R? — R be convex. Suppose

we have a gradient estimator ¢ : R — R? satisfying Eg € 0f. We define the ReSQue
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estimator of radius p as the random vector

Yolz =T = ¢§)

@ g(T + €) where £ ~ N(0, p*1,),
P

VEfp(x) ==

where we first sample £, and then independently query g at T+&. When g is deterministically

an element of df, we drop the superscript and denote the estimator by 6;]‘2

When ¢ is unbiased for 0f and enjoys a variance bound, the corresponding ReSQue

estimator is unbiased for the convolved function, and inherits a similar variance bound.

Lemma 2.2.3. The estimator in Definition satisfies the following properties, where

expectations are taken over both the randomness in & and the randomness in g.
1. Unbiased: E%%fp(x) = Vﬁ)(x).

2. Bounded variance: If E||g||* < L? everywhere, and x € Bz(p), then E H%%fp(:):)Hz <
3L

Proof. The first statement follows by expanding the expectation over £ and g:

s [ T =T ey (o)

9 'Yp(f)
_ [ l@-—T-¢) =
- / s @

— [ or@+ nyla—7 - O = Vy(a).

The last equality used that the integral is a subgradient of J/“;, and fp is differentiable.

For the second statement, denote v := x — T for simplicity. Since f is L-Lipschitz,

BIV2 @)t =& [ D2 o+ )1 ag

lv—¢&* | lgl
/eXp <_ PRy ) dé.

[SlI=H

< L*(2mp)~
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Next, a standard calculation for Gaussian integrals shows
2(0,) — el
exp T 3
lv]* / € = v]?
= PeCE ———7F|d
exp ( e exp 507 £
2

2
=exp <|2Up’|2> (271',0)% (2.5)

The statement then follows from (2.5), which yields

(2
Y pg = 97 (27Tp)

and completes the proof of the second statement. O

vl
vl

= (2mp)

When the gradient estimator ¢ is deterministically a subgradient of a Lipschitz function,
we can show additional properties about ReSQue. The following lemma will be used in
Section both to obtain higher moment bounds on ReSQue, as well as higher moment
bounds on the difference of ReSQue estimators at nearby points, where the bound scales

with the distance between the points.

Lemma 2.2.4. Ifz,2' € Bf(ﬁ) for p > 2 then

'Vp(x —T— §)>p:|
£~N<15p21d> K Y () =2

Yoz =T —§) — (2’ =T =¢)
V(&)

JETEENg
P

We defer a proof to Appendix , where a helper calculation (Fact ) is used to

|

E~N(0,0%1,) [
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obtain the result.

2.2.2 Ball acceleration

We summarize the guarantees of a recent “ball acceleration” framework originally proposed
by [CJJT20]. For specified parameters 0 < r < R, this framework efficiently aggregates
(approximate) solutions to constrained optimization problems over Euclidean balls of radius
r to optimize a function over a ball of radius R. Here we give an approximation-tolerant
variant of the [CJJ20] algorithm in Proposition , which was developed by [ACJ*21].
Before stating the guarantee, we require the definitions of three types of oracles. In each
of the following definitions, for some function F : R? — R, scalars \,r, and point T € R?
which are clear from context, we will denote

*
Lz

)

| := argmin {F(:n) +2 ||:L“—x||2}. (2.7)
2€Bx(r) 2
We mention that in the non-private settings of prior work [ACJ*21, CH22] (and under
slightly different oracle access assumptions), it was shown that the implementation of line
search oracles (Definition ) and stochastic proximal oracles (Definition ) can be
reduced to ball optimization oracles (Definition ). Indeed, such a result is summarized
in Proposition and used in Section 2.3 to obtain our parallel SCO algorithms. To tightly
quantify the privacy loss of each oracle for developing our SCO algorithms in Section
(and to implement these oracles under only the function access afforded by Problem )

we separate out the requirements of each oracle definition separately.

Definition 2.2.5 (Line search oracle). We say Oy is a (A, X)-line search oracle for F' :

R? — R if given ¥ € R?, Oy returns = € R? with

Ha: — JE%)\H < A.

Definition 2.2.6 (Ball optimization oracle). We say O, is a (¢, A)-ball optimization oracle
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for F: R? — R if given T € R?, O, returns z € R? with
A 9 A 12
E F(f'?)+§||93—$|| SF(%,A)+§H$%A—$H + .

Definition 2.2.7 (Stochastic proximal oracle). We say Ogp, is a (A, 0, \)-stochastic prozimal

oracle for F : R — R if given T € R, Ogp returns x € R? with

A 9 o2
e —azall < 5 Elle—azall” < 55
Leveraging Definitions , , and , we state a variant of the main result
of [ACJT21]. Roughly speaking, Proposition states that to optimize a function F'

over a ball of radius R, it suffices to query = (%)% oracles which approximately optimize
a sufficiently regularized variant of F' over a ball of radius r. We quantify the types of
approximate optimization of such regularized functions in Proposition , and defer a

detailed discussion of how to derive this statement from [ACJ21] in Appendix 2.6, as it is

stated slightly differently in the original work.

Proposition 2.2.8. Let F : R? = R be L-Lipschitz and convex, and let z* € B(R). There
is an algorithm BallAccel taking parameters r € [0, R] and eopy € (0, LR] with the following

guarantee. Define

2

LR R\3 K?

k:=—, K := () RPWEES 5°pt2 log? k.
Eopt T R

For a universal constant Cyy, > 0, BallAccel runs in at most Cy,K log k iterations and

produces © € R% such that
E F(z) < F(2*) + €opt-

Moreover, in each iteration BallAccel requires the following oracle calls (all for F).

Ax CbaL].

1. At most Cpy log(E) calls to a (gr» A)-line search oracle with values of A € [&*, "

2. A single call to (C)‘Ld, A)-ball optimization oracle with \ € |

ba log® K

Ax CbaL]
Cha’ Eopt 47

5In particular, we use an error tolerance for the ball optimization oracles, which is slightly larger than in
[ACJT21], following a tighter error analysis given in Proposition 1 of [CH22].
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3. A single call to (é;’:}z, 6%’&?, A)-stochastic proximal oracle with A € [é‘sa, C;E;f]
The optimization framework in Proposition is naturally compatible with our ReSQue

estimators, whose stability properties are local in the sense that they hold in balls of ra-
dius & p around the centerpoint T (see Lemma ). Conveniently, BallAccel reduces an
optimization problem over a domain of size R to a sequence of approximate optimization
problems on potentially much smaller domains of radius r. In Sections and , by
instantiating Proposition with r ~ p, we demonstrate how to use the local stability
properties of ReSQue estimators (on smaller balls) to solve constrained subproblems, and
consequently design improved parallel and private algorithms.

Finally, as mentioned previously, in settings where privacy is not a consideration, Propo-
sition 1 of [CH22] gives a direct implementation of all the line search and stochastic proximal
oracles required by Proposition by reducing them to ball optimization oracles. The
statement in [CH22] also assumes access to function evaluations in addition to gradient
(estimator) queries; however, it is straightforward to use geometric aggregation techniques
(see Lemma ) to bypass this requirement. We give a slight rephrasing of Proposition
1 in [CH22] without the use of function evaluation oracles, and defer further discussion to

Appendix where we prove the following.

Proposition 2.2.9. Let F : R — R be L-Lipschitz and convezx, and let z* € B(R). There
is an implementation of BallAccel (see Proposition ) taking parameters r € [0, R] and
opt € (0, LR] with the following guarantee, where we define K, K, A as in Proposition

For a universal constant Cy, > 0, BallAccel runs in at most Cy,K log k iterations and

produces x € R? such that E F(x) < F(2*) + €opt-

1. Each iteration makes at most Chy, log%%) calls to (é—i,)\)-ball optimization oracle
. Ae Chal
with values of A € 5=, . .

2. For each j € [[logy K + Chall, at most CZ, - 279K log(£) iterations query a (C)t‘f; :

Qs CbaL].

log2(££), \)-ball optimization oracle for some A € (&= .
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2.3 Parallel stochastic convex optimization

In this section, we present our main results on parallel convex optimization with improved
computational depth and total work. We present our main results below in Theorems

and , after formally stating our notation and the SCO problem we study in this section.

2.3.1 Preliminaries

In this section, we study the following SCO problem, which models access to an objective

only through the stochastic gradient oracle.

Problem 2.3.1. Let f : R — R be convex. We assume there exists a stochastic gradient
oracle g : R* — R? satisfying for all z € R?, Eg(z) € 8f(z), E|g(x)||* < L2. Our goal is to
produce z € R? such that E f(x) < ming«cp(g) f(r*) + €opt- We define parameter

LR

Eopt

K (2.8)

When discussing a parallel algorithm which queries a stochastic gradient oracle, in the
sense of Problem , We separate its complexity into four parameters. The query depth
is the maximum number of sequential rounds of interaction with the oracle, where queries
are submitted in batch. The total number of queries is the total number of oracle queries
used by the algorithm. The computational depth and work are the sequential depth and
total amount of computational work done by the algorithm outside of these oracle queries.
For simplicity we assume that all d-dimensional vector operations have a cost of d when

discussing computation.

2.3.2  Proofs of Theorems and

Theorem 2.3.2 (Parallel EpochSGD-based solver). BallAccel (Proposition ) using par-
allel EpochSGD (Algorithm 15) as a ball optimization oracle solves Problem with ex-

pected error eqpt, with

0 (d%/ﬁ:% log?’(dm))
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query depth and

O (d%/{% log3 (dr) + K2 log4 (dn)) total queries,

and an additional computational cost of
@) (d%m% log? (dk) + k*log* (d/ﬁ}))

depth and
0 <<d%/§% log? (dk) + K2 log? (dlﬁ?)) : d) work.

Theorem 2.3.3 (Parallel AC-SA-based solver). BallAccel (Proposition ) using parallel
AC-SA (Algorithm 17) as a ball optimization oracle solves Problem with expected error

Eopt s with

0] <d%i£% log /{) query depth

and O (d%/{% log? (dk) + cﬁ,‘ilog4 (drk) + k*log* (d/ﬂ?))

total queries, and an additional computational cost of

work.

The query depth, total number of queries, and total work for both of our results are the
same (up to logarithmic factors). The main difference is that AC-SA attains an improved
computational depth for solving SCO, compared to using EpochSGD. Our results build upon
the BallAccel framework in Section , combined with careful parallel implementations of
the required ball optimization oracles to achieve improved complexities.

We begin by developing our parallel ball optimization oracles using our ReSQue es-

timator machinery from Section . First, Proposition reduces Problem to
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implementation of a ball optimization oracle. Recall that a ball optimization oracle (Defi-
nition ) requires an approximate solution x of a regularized subproblem. In particular,
for some accuracy parameter y, and defining ;1:% ) asin (2.7), we wish to compute a random

x € Bz(r) such that

—~ A .
E|f() + 5 o -7l

~ A
< Fol@i ) + 5 ll2as — ] + o, @ € Baln).

Note that such a ball optimization oracle can satisfy the requirements of Proposition
with F + fp, r < p. In particular, Lemma gives a gradient estimator variance bound

under the setting r = p.

EpochSGD. We implement EpochSGD [HK14, ACJ*21], a variant of standard stochastic
gradient descent on regularized objective functions, in parallel using the stochastic ReSQue
estimator constructed in Definition . Our main observation is that the gradient queries
in Definition can be implemented in parallel at the beginning of the algorithm. We
provide the pseudocode of our parallel implementation of EpochSGD in Algorithm 15 and

state its guarantees in Proposition

Proposition 2.3.4 (Proposition 3, [ACJ*21]). Let f,g satisfy the assumptions of Prob-
lem . When p = r, Algorithm is a (p, \)-ball optimization oracle for fp which

makes O(i’—i) total queries to g with constant query depth, and an additional computational

cost of O(é—i) depth and work.

AC-SA. We can also implement AC-SA [GL12], a variant of accelerated gradient descent
under stochastic gradient queries, in parallel using stochastic ReSQue estimators. We pro-
vide the pseudocode of our parallel implementation of AC-SA in Algorithm 17 and state its

guarantees in Lemma

Proposition 2.3.5 (Special case of Theorem 1, [GL12]). Let f, g satisfy the assumptions of
Problem . When p = r, Algorithm is a (¢, A)-ball optimization oracle for j/‘;, which
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Algorithm 6: EpochSGD(f, g,Z,r, p, A, @)
1 Input: f:R? - R and ¢ : R? — R satisfying the assumptions of Problem ,
ZeRY rp, X 0>0
m T 16, T+ [8L2]
Sample & ~ N(0, p?1,), i € [2T] independently
Query g(T + &) for all i € [2T] (in parallel)
2T k1
while } .. T; < T do
v | of  argmingep, ) {20 32 + 2 — 292}
for t € [T}, — 1] do
i Y-y I+t

S Uk W N

~ o~ t _ = ¢
10 V() « P g7 4+ )
1 . =g 7 A _
1 2 e angmingeg, ) { (VL (2), ) + B2 e — 2 + §lz — )2}
12 end
13 3:'2+1 <— Tik ZtE[Tk} $};7 Tk+1 <— 2Tk7 Nk+1 <— 77719, k < k + 1
14 end

15 return )

makes

L Ar? L?
0] 1+ —log (r) + — | total queries
PA @ Ao

with constant query depth, and an additional computational cost of

L Ar? L Ar? L?
0] 1+ —log <T> depth and O 1+ —log <r> + — | work.
PA ® PA © Ap

Because the statement of Proposition follows from specific parameter choices in
the main result in [GL12], we defer a more thorough discussion of how to obtain this result

to Appendix

Main results. We now use our parallel ball optimization oracles to prove Theorems

and

Proofs of Theorems and . We use Proposition with r = p = 5/052 on F +

fA’p, which approximates f to additive gqpt, and x* := arg mingep(g) f (x). Rescaling eqpt by a
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Algorithm 7: AC-SA(f,Z,r, p, \, )
1 Input: f:R?Y = R, g : R? — R satisfying the assumptions of Problem ,
ZeRY rp, N\ >0
2
2 K+ Nlogy(A0)], T[4/ 4 +11, Ny [48 Lok AQLQT] for k € [K]
3 Sample & ~ N(0, p?1;), i € [N] independently, for N =T - (Xkex) Vi)
4 Query ¢g(T + &) for all i € [N] (in parallel)
5 acgg — T, x0T
6 for k € [K] do
7

for t € [T] do
A(L+A)
8 O <— t-‘rl’ Yt < W
md (—a)Adae) ot (1—ae) (A+e)
o AT e e BT e P
10 NT,[k—l] «~T- Zkle[k_l} Nk’
md__ =
= md 1 ’yﬁ(mt 71751\77—‘7“‘.71]-’-") —
1 V@) < w3 Lneivid Vo &N oy ) 9@ + ENr g _yyn)
12 Ty — argmingcp_) Yi(z), where ¥y(z) :=
S — A(1—
@V f(@P) + AP —7), 0 — ) + 22T  a —apa|? 4 2 o — o)
13 28— g + (1 — ap)zi®,
14 end
15 xo® 238, wo o
16 end
17 Return: 278
constant from the guarantee of Proposition gives the error claim. For the oracle query

depths, note that each ball optimization oracle (whether implemented using Algorithm 15 or
Algorithm 17) has constant query depth, and at most O(log?(dx)) ball optimization oracles

are queried per iteration on average. Note that (see Proposition )

2 4
LR R\3 12 50ptK2 2 50ptd“‘€§
/@:EOpt,K:<> =d3K3, \y = 2 log K—Tlogﬁ

For the total oracle queries, computational depth, and work, when implementing each
ball optimization oracle with EpochSGD, we have that for jyax := [logy K + Cl,], these are
all

1 (L?-27log?(dk) L?
O Klog(dr)- | > QJ( 2 >+ ( A2742>10g2 (dr)

€ jmax] *
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L2
=0 (K log* (drk) - W) = O (rk?log” (dr))
due to Proposition . The additional terms in the theorem statement are due to the

number of ball oracles needed. For the computational depth when implementing each ball

optimization oracle with AC-SA we have that (due to Proposition ), it is bounded by

0 (K log3(dk) - \/K log(dﬁ)> =0 (K log?(dk) - ;ﬁ) =0 (d%mog‘*(dl-@)) .

Finally, for the total oracle queries and work bounds, the bound due to the % term is as

was computed for Theorem , and the bound due to the other term is the same as the

above display. O

2.4 Private stochastic convex optimization

We now develop our main result on an improved gradient complexity for private SCO. First,
in Section , we introduce several variants of differential privacy including a relaxation of
Rényi differential privacy [Mirl7], which tolerates a small amount of total variation error.
Next, in Sections , , and , we build several private stochastic optimization
subroutines which will be used in the ball acceleration framework of Proposition

Finally, in Sections and , we give our main results on private ERM and SCO

respectively, by leveraging the subroutines we develop.

2.4.1 Preliminaries

In this section, we study the following specialization of Problem naturally compatible
with preserving privacy with respect to samples, through the formalism of DP (to be defined
shortly).

Problem 2.4.1. Let dist be a distribution over S, and suppose there is a family of functions

indexed by s € S, such that f(-;s) : R — R is convex for all s € S. Let D := {sitiem)
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consist of n i.i.d. draws from dist, and define the empirical risk and population risk by

1
erm — . — .
[ (@) == Y flwssi) and Fp() = B f(x;5).
i€[n]
We denote f?:= f(-;s;) for all i € [n], and assume that for all s € S, f(-;s) is L-Lipschitz.
We are given D, and can query subgradients of the “sampled functions” f*. Our goal is to
LR

produce x € R? such that E Fp(z) < Ming«cp(g) Fp(2*) + opt- We again define k = =% as

Eopt
in (2.8).

In the “one-pass” setting where we only query each Of° a single time, we can treat
each Jf% as a bounded stochastic gradient of the underlying population risk Fp. We note
the related problem of empirical risk minimization, i.e. optimizing f™ (in the setting of
Problem ), can also be viewed as a case of Problem where we construct g by
querying Of" for i ~yupir. [n]. We design (gqp,)-DP algorithms for solving Problem
which obtain small optimization error for f™ and Fp. To disambiguate, we will always use
Eopt to denote an optimization error parameter, and £q;, to denote a privacy parameter. Our
private SCO algorithm will require querying df* multiple times for some i € [n], and hence
incur bias for the population risk gradient. Throughout the rest of the section, following
the notation of Problem , we will fix a dataset D € S™ and define the empirical risk

f™ and population risk Fp accordingly. We now move on to our privacy definitions.

We say that two datasets D = {s;}cjn) € S™ and D' = {s}};cpn) € S™ are neighboring if

{i ] s; # s;}| = 1. We say a mechanism (i.e. a randomized algorithm) M satisfies (eqp, d)-

differential privacy (DP) if, for its output space 2 and all neighboring D, D', we have for
all S CQ,

Pr[M(D) € S] < exp(eqp) Pr[M(D’) € S] + 4. (2.9)

We extensively use the notion of Rényi differential privacy due to its compatibility with the
subsampling arguments we will use, as well as an approximate relaxation of its definition

which we introduce. We say that a mechanism M satisfies («, e)-Rényi differential privacy
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(RDP) if for all neighboring D, D" € 8", the a-Rényi divergence (2.3) satisfies
Do(M(D)||M(D")) < e. (2.10)
RDP has several useful properties which we now summarize.

Proposition 2.4.2 (Propositions 1, 3, and 7, [Mirl7]). RDP has the following properties.

1. (Composition): Let My : 8™ — Q satisfy («a,e1)-RDP and Ms : 8™ x Q — Q' satisfy
(a,e2)-RDP for any input in Q. Then the composition of Mo and M1, defined as
Mo (D, Mi(D)) satisfies (a,e1 + €2)-RDP.

2. (Gaussian mechanism): For pi, i/ € R, Do(N (1, 0%1q) [N (1, 0%14)) < 525 |l — )2

3. (Standard DP): If M satisfies («,€)-RDP, then for all 6 € (0,1), M satisfies (¢ +
—L-logi,8)-DP.

We also use the following definition of approximate Rényi divergence:

D, = i Do (i |V). 2.11
olpll)i= L B s Pall) (2.11)

We relax the definition (2.10) and say that M satisfies («, €, 0)-RDP if for all neighboring
D, D' € 8", recalling definition (2.11),

Do, s(M(D)|M(D)) <e.

The following is then immediate from Proposition , and our definition of approximate

RDP, by coupling the output distributions with the distributions realizing the minimum

(2-10).

Corollary 2.4.3. If M satisfies (o, €,8)-RDP, then for all §' € (0,1), M satisfies (€qp, ' +
(1 + exp(eap))d)-DP for eqp :=€ + ﬁ log %.
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Proof. Let u, v be within total variation § of M(D) and M(D’), such that D, (ullv) < e
and hence for any event S,

Pr [w e S] <exp(eqp) Prlwe S| +4.

WL

Combining the above with

Pr [weS|—-0<Prjwef], PrlweS|< Pr [weS|+4,
w~M(D) W we w~M(D')

we have

P S] < P S|+ +08
wNN{(D)[wE ]_exp(sdp)wwry[we ] +6 +

< exp(eap) MNELED/)[UJ € S|+ + (1 + exp(eap))d.

O

Finally, our approximate RDP notion enjoys a composition property similar to standard

RDP.

Lemma 2.4.4. Let My : 8" — Q satisfy (a,e1,01)-RDP and My : 8™ x Q — Q' satisfy
(av,£9,02)-RDP for any input in Q. Then the composition of Mo and My, defined as
Mo (D, M1 (D)) satisfies (a,e1 + £2,1 + 02)-RDP.

Proof. Let D, D' be neighboring datasets, and let y, ¢’ be distributions within total variation
91 of M1(D), M1(D’) realizing the bound D, (u||p) < e1. For any w € €, similarly let v,
v/, be the distributions within total variation d2 of My(D,w) and My(D’,w) realizing the
bound D, (vy||v),) < €2. Finally, let P; be the distribution of w € Q according to M;(D),
and @7 to be the distribution of M;(D’); similarly, let Py, Q2. be the distributions of
W' € Q' according to Ma(D,w) and My(D',w). We first note that by a union bound,

Dy </ Vw(wl)ﬂ(w)da’dw/a/Pl(w)PZw(W,)deW/) < 61 + d2,

Drv ([t [ @) Qua( ) ) < b1+ 6
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Finally, by Proposition 1 of [Mirl7], we have

D, ( / Vo (W) () e

/V‘fj(w’)u/(w)dwdw) <&+ e

Combining the above two displays yields the claim. O

2.4.2  Subsampled smoothed ERM solver: the convex case

We give an ERM algorithm that takes as input a dataset D € 8", parameters T" € N and
r,p,3 > 0, and a center point T € R%. Our algorithm is based on a localization approach
introduced by [FKT20] which repeatedly decreases a domain size to bound the error due to
adding noise for privacy. In particular we will obtain an error bound on ]%El with respect
to the set Bz(r), using at most T calls to the ReSQue estimator in Definition with a
deterministic subgradient oracle. Here we recall that f¢™ is defined as in Problem ,
and f/gal is correspondingly defined as in Definition . Importantly, our ERM algorithm
developed in this section attains RDP bounds improving with the subsampling parameter

% when T' < n, due to only querying T random samples in our dataset.

We summarize our optimization and privacy guarantees on Algorithm 13 in the following.
The proof follows by combining Lemma (the utility bound) and Lemma (the
privacy bound).

Proposition 2.4.5. Let 27 € argmin,cp_(, ]%El(m) Algorithm 13 uses at most T gradients
and produces x € Bz(r) such that, for a universal constant Ceyx,
vd 1 )

E |f5(2)] = f™(@3) < Coxlr (BT t o

Moreover, there is a universal constant Chriv > 1, such that if% < %’ 52 logZ(%) < Cl' ,
priv priv

5 € (0, %), and £ > Chiy logz(b%T), Algorithm 17 satisfies (o, at,d)-RDP for

1\ T\? 1
= Coiv [Blog [ =) - = dae|l,——— .
T p (6 0og <5> n) and o ( Cprivﬁz 10g2((15)>
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Algorithm 8: Subsampled ReSQued ERM solver, convex case

1 Input: 7 € R? ball radius, convolution radius, and privacy parameter 7, p, 3 > 0,
dataset D € 8", iteration count 7' € N

2 T« 2UoeT] ko« log, T, n« %min(%, %), X0 T

3 for i € [k] do

4 T, + 27T, m; + 47, oy Lgi

5 Yo < Ti—1

6 for j € [T;] do

7 2.5 ~unif. [n]

8 Yj HB;(T) (yj_l — T]Z‘%jﬁi’j (yj_1)) ; > PSGD step using ReSQue (See
Definition ) for a subsampled function. Lemma denotes the random Gaussian
sample by &; ;.

9 end

0| T3 Lem U

11 z; < Y; + G, for ¢ ~ N(0,021,)
12 end

13 return z;

Utility analysis. We begin by proving a utility guarantee for Algorithm 13, following
[FKT20].

Lemma 2.4.6. Let 23 := argmingcp_( '}%;n(l') We have, for a universal constant Ceyx,

— — d
E [fgrm(xk)] - f;rm(x%) < CCVXLT <g/; + \/]-T> .

Proof. Denote F := f/g;n, Yo = ok, and (p := T — 2%, where by assumption ||(p| < . We
begin by observing that in each run of Line 8, by combining the first property in Lemma
with the definition of f*™, we have that E [ﬁfﬁi,j(yj_l) | yj—1] € OF (yj—1). Moreover, by

the second property in Lemma and the fact that f#. is L-Lipschitz,

~ o 2
E |Vl (0| <322
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We thus have

i€k
E {sz;l - ?pl”ﬂ 3 L2 -
= 5T +LE([lzx —7ll  (2.12)
, niL; 2
1€[k]
8r? o2d 3n; L2
< 4 — LopVd.
=ar * Z niﬂ+z 2 + Loy Vd
i€lk—1] ic[k]

In the second line, we used standard regret guarantees on projected stochastic gradient
descent, e.g. Lemma 7 of [HK14], where we used that all 7; € Bz(r); in the third line, we

used

s~ 5l < 2 [les ~7ul?] = /B [IGel?] = v

by Jensen’s inequality. Continuing, we have by our choice of parameters that n‘:% <27t 2;22’7?,
hence
82 4L’nd  3nL?  LPnV/d 1
E|F —F(zy) < — = C =
8L 8Lrvd 8Lrvd 3L L
< r n rd r/d n r n Ir
vT =~ BT fT 2T VT
Here we used that szTand f22\/f for all T € N. ]

Privacy analysis. We now show that our algorithm satisfies a strong (approximate) RDP
guarantee. Let D' = {s{};cjn) € S" be such that D = {s;},c[,) and D’ are neighboring, and

without loss of generality assume s} # s;. Define the multiset
T:=Azylielkl,jelh]} (2.13)

to contain all sampled indices in [n] throughout Algorithm 13. We begin by giving an (ap-
proximate) RDP guarantee conditioned on the number of times “1” appears in Z. The proof

of Lemma is primarily based on providing a potential-based proof of a “drift bound,”
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i.e. how far away iterates produced by two neighboring datasets drift apart (coupling all
other randomness used). To carry out this potential proof, we rely on the local stability

properties afforded by Lemma

Lemma 2.4.7. Define Z as in (2.13) in one call to Algorithm 15. Let T be deterministic
(i.e. this statement is conditioned on the realization of T). Let b be the number of times the
index 1 appears in L. Let pu be the distribution of the output of Algorithm run on D,
and ' be the distribution when run on D', such that D and D' are neighboring and differ in
the first entry, and the only randomness is in the Gaussian samples used to define ReSQue

estimators and on Line 11. Suppose £ > 1728 logz(lo%T). Then we have for any a > 1,
Do s(pllp) < 15000820,

Proof. Throughout this proof we treat Z as fixed with b occurrences of the index 1. Let
bi be the number of times 1 appears in Z; := {z; | j € [Ti]}, such that > ;. b; = b. We
first analyze the privacy guarantee of one loop, and then analyze the privacy of the whole
algorithm.

We begin by fixing some i € [k], and analyzing the RDP of the i outer loop in
Algorithm 13, conditioned on the starting point gy. Consider a particular realization of
the T; Gaussian samples used in implementing Line 8, Z; := {fi,j}je[Ti]a where we let
§ij ~ N(0, p1;) denote the Gaussian sample used to define the update to yj—1. Con-
ditioned on the values of Z;, Z;, the i outer loop in Algorithm (before adding ¢; in
Line 11) is a deterministic map. For a given realization of Z; and E;, we abuse notation and
denote {y;};e[r,) to be the iterates of the ith outer loop in Algorithm 13 using the dataset

D starting at yo, and {y;} (7, similarly using D'. Finally, define

log T
¥ = |ly; —yl*, = [510g<0§ ﬂ

In the following parts of the proof, we will bound for this p the quantity E <I>%_, to show that

with high probability it remains small at the end of the loop, regardless of the location of

the 1 indices.



76

Potential growth: iterates with z; ; # 1. We first bound the potential growth in any
iteration j € [T;] where z;; # 1. Fix yo,yy and {&; ¢ }efj—1), so that ®;_; is deterministic.
We have (taking expectations over only &; ;),

E CI>§’ <E (q)j—l + Aj + Bj)p, (214)

&ij

where

Aj = =20 Z; (Of 9 (T + &ij)s Yj—1 — Y1) »
Bj =22} |0f* (T + & )|, and

_ Wi~ T &) — (i1 — T &iy)
Yp(&ij)

Zji

The inequality in (2.14) follows from expanding the definition of the update to ®; before
projection, and then using the fact that Euclidean projections onto a convex set only de-
crease distances. By the second part of Lemma , for all ¢ € [2,p], if /Pj—1 < % (which
is always satisfied as \/®;_1 < 1),

q
EW(%@ W) |
p

&y 7T

By Lipschitzness of f*. and Cauchy-Schwarz (on A;), we thus have

48m; Lq®;_1\1?
E 147 < <W> for all ¢ € [2, p)],
v P (2.15)
48n;Lq\ %
E BY < () @Y, for all ¢ € [1,p).
&ij p
Next, we perform a Taylor expansion of (2.11), which yields
E a7 < a4 p0lt B (44 B)
i, )
(2.16)

1
plp=1) [ 0= B [0+ o0+ )Y (4 + By e

0,3
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By monotonicity of convex gradients and the first part of Lemma , we have
TZi,j 72,5
gE, [A;] = —2n; <3fp "(yj-1) = 0fp"” (Y1), Yj—1 — y}_1> <0. (2.17)
5]

By applying (2.15), we have

. 48n; L\ 2
pq>§?16153j§p< p’ v . (2.18)

Next we bound the second-order terms. For any ¢ € [0, 1] we have denoting C; := A; + Bj,
p—2 -2
E (@1 +1C;) 2 C3) = § j( )(I)p 1R [2rac)]
( Jj—1 J) J q €

0,3

<4Z2q<p 2)@? SO (|4,

61]

+4Z2q<p 2>¢>p 2-q E [BQJ”’}
q v

. () )
<> () ()
( p—

48171Lq> (2.19)

9=

48nZLp> (1+967],Lp) 2
p

< 1697, (487”“’ )

The first inequality used (a + b)P < 2P(aP + bP) for any nonnegative a,b and 0 < ¢ < 1, the

second inequality used ( ), and the third and fourth inequalities used

48niL(2+q) _ 1

p 2p
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for our choices of n;L < § and p. Finally, plugging (2.17), (2.18), and (2.19) into (2.16),

A8n:Lp\ 2 asmLp\2\"
Ear<al, <1+16p2(w>)§<1>§_1<1+16p( e p))
iy p p

Finally, using (1;L)? < 167 < 6T and our assumed bound on ; which 1mphes P (48n; Lp)? <

T%.7 taking expectations over {&}iepj—1) yields
1\?
E@? < IE<I>§'71 <1 + Tz) when z; ; # 1. (2.20)

Potential growth: iterates with z; ; = 1. Next, we handle the case where z; ; = 1. We

have that conditional on fixed values of {&;;}c[j—1], Yo and yg,

E o) < {E_ (®j_1+ Dj+ E;)P
7

)
1 p
< E <<1 + > <I>j_1 + 2b,~Ej> ,
&ij b;

where overloading f < f(+;s1), h < f(-;8)),

(2.21)

Dj = —2n; <€fﬁ)(yj—l) - 6@%(%71),%—1 - y;-,1> ;

V(i) ~ Fao(w)||

Ej = 7722

and we use D; < b%CI)j_l +b;E; by Cauchy-Schwarz and Young’s inequality. Next, convexity
of ||-|*? implies that

Eq <nzq22q 1<Hvxfp Yj—1 H +HV yj 1)H2q>.

Next, we note that since f is Lipschitz, the first part of Lemma implies for all ¢ < p,
<7 2q 2 i1 =T =&\ 2
E|Velow-n)|| < I¥E ( pAYi > < 2(L)%
’Yp(§)

and a similar calculation holds for h. Here we used our assumed bound on % to check the
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requirement in Lemma is satisfied. By linearity of expectation, we thus have

5E E! < (9n,L)* . (2.22)
]

Finally, expanding (2.21) and plugging in the moment bound (2.22),

<2 (1) (10) wewrg [ar

51] 0

zp: ( > < )q<I>?_1(2bi)p—q(9niL)2(p—q)

q=0
= 1+ . (I)j_l + 2bi(977iL) .

Taking expectations over {;}c[j—1), and using Fact

C Qbi (977iL)2,

IN

=

with Z « (1 + §)®;; and

1

E¥ < ((H;) E [@g_l]z

p
+ Qbi(gmL)2> ; when z;; = 1. (2.23)

One loop privacy. We begin by obtaining a high-probability bound on ®7,. Define
p1 L
Wj = E[(I)J] P,
By using (2.20) and (2.23), we observe

1—|—i_)W‘_ zij # 1
W, < ( T; J—1 g7 .

(1 + bl) Wj_1+2b;(9m L) 2z =1

Hence, regardless of the b; locations of the 1 indices in Z;, we have

Wr, < (1 + T) (1 + b) (267 (9 L)?) < 12000 (n; L)>.

over the randomness of

Thus, by Markov’s inequality, with probability at least 1 — 1OgT
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Z; = {&i.j}jer), we have using our choice of p,

logT

1
o~ < 200 (250) < vsomonn? 220

In the last inequality, we used our choice of p. Call &; the event that the sampled =; admits
a deterministic map which yields the bound in ( ). By the second part of Proposi-
tion , the conditional distribution of the output of the i*" outer loop under &; satisfies
(a, 1500ﬁ2612)—RDP, where we use the value of ¢; in Line 4 of Algorithm 3. We conclude
via Fact with £ < &; that the i** outer loop of Algorithm 13 satisfies

a, 150003207, 0 -RDP.
logT

All loops privacy. By applying composition of RDP (the third part of Proposition ),
for a given realization of 7 = U;cZ; with b occurrences of 1, applying composition over

the log T' outer iterations (Lemma ), Algorithm 13 satisfies

(a, 1500a3%b*, §) -RDP.

Here, we used Zie[k] b? < b%. This is the desired conclusion. O
We next apply amplification by subsampling to boost the guarantee of Lemma . To
do so, we use the following key Proposition , which was proven in [BDRS18]. The use

case in [BDRS18] involved subsampling with replacement and was used in a framework they
introduced termed truncated CDP, but we will not need the framework except through the
following powerful fact.

Proposition 2.4.8 (Theorem 12, [BDRS18]). Let 7 < %, s € (0, %). Let P, Q, R be three
distributions over the same probability space, such that for each pair Pi, Py € {P,Q, R}, we
have Do (Py||P2) < at for all a > 1. Then for all a € (1, 2),

Dyo(sP + (1 —s)R|sQ + (1 — s)R) < 13s%ar.
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We also require a straightforward technical fact about binomial distributions.

Lemma 2.4.9. Let m,n € N satisfy 7t < %. Consider the following partition of the

m

elements T € [n|™ with at most b copies of 1:

So:={Z € n|"|Z; # 1 for all i € [m]},

S1:={Z € n|™|Z; =1 for between 1 and b many i € [m]}.

Let mg and w1 be the uniform distributions on Sy and S1 respectively. Then there exists a

coupling T'(mo, ™) such that for all (Z,Z') in the support of T,
{i| T #Zi}| <.

Proof. Define a probability distribution p on elements of [b] such that

(™) (n — 1)m—e
Yaep (3)(n—1)ym=e

Pa = for all a € [b].

Clearly, > acfp Pa = 1. Our coupling I' := I'(mp, 1) is defined as follows.

1. Draw Z ~ my and a ~ p independently.

2. Let 7' be 7 with a uniformly random subset of a indices replaced with 1. Return

(I,7").

This coupling satisfies the requirement, so it suffices to verify it has the correct marginals.
This is immediate for Sy by definition. For Z' € Sy, suppose Z' has a occurrences of the

index 1. The total probability Z’ is drawn from I' is then indeed

(n—1)" pg 1 1
(n—1)m (™) Yaepy (o) (n—1)m=a R

The first equality follows as the probability we draw Z ~ my which agrees with Z’ on all the

non-1 locations is (n — 1)%~™, and the probability Z' is drawn given that we selected Z is

pa- () =
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Finally, we are ready to state our main privacy guarantee for Algorithm
1
Cpriv ’

B%log?(3) < ﬁ, §€(0,3), and 2 > C’privlogQ(lO%T), Algorithm 17 satisfies (o, at,0)-

RDP for
1\ T\? 1
= riv 1 NN ) L, ’
T= (5 0g<6> n) ae( cprivﬁﬂog?(;))

Proof. Let D, D' be neighboring, and without loss of generality, suppose they differ in the

Lemma 2.4.10. There is a universal constant Cpy € [1,00), such that if % <

first entry. Let Cpyiy > 60, and let Z be defined as in ( ). Let £ be the event that 7

contains at most b copies of the index 1, where

b:=2log (?) .

By a Chernoff bound, £ occurs with probability at least 1 — g over the randomness of Z. We
define P to be the distribution of the output of Algorithm 13 when run on D, conditioned
on £ and Z containing at least one copy of the index 1 (call this total conditioning event
&1, i.e. there are between 1 and b copies of the index 1). Similarly, we define @ to be the
distribution when run on D’ conditioned on &, and R to be the distribution conditioned

on £NES (when run on either D or D). We claim that for all P, P, € {P,Q, R}, we have
D_ s (P1||P2) < 1500086, for all a > 1. (2.25)
)

To see (2.25) for P, = P and P, = @ (or vice versa), we can view P, ) as mixtures
of outcomes conditioned on the realization Z. Then, applying quasiconvexity of Renyi
divergence (over this mixture), and applying Lemma (with 0 + %), we have the desired
claim. To see (2.25) for the remaining cases, we first couple the conditional distributions
under & and £ N &Y by their index sets, according to the coupling in Lemma . Then
applying quasiconvexity of Rényi divergence (over this coupling) again yields the claim,

where we set m < T —1 < T. Finally, let

s::Pr[gl\g]ﬂ—(l#g — <
Pr[€] 1-2¢ n
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Note that conditional on £ and the failure event in Lemma not occurring, the distri-
butions of Algorithm 13 using D and D’ respectively are sP + (1 — s)R and sQ + (1 — s)R.
Hence, union bounding with £¢ (see Fact ), the claim follows from Proposition

with 7 < 6000532 log?(2). O

Regularized extension. We give a slight extension to Algorithm 13 which handles reg-
ularization, and enjoys similar utility and privacy guarantees as stated in Proposition

Let

__ A
T ) = argmin { orm(z) + 5 |z — x||2} . (2.26)

Our extension Algorithm 13 is identical to Algorithm 13, except it requires a regularization
parameter A, allows for an arbitrary starting point with an expected distance bound (ad-
justing the step size accordingly), and takes composite projected steps incorporating the

regularization.

Algorithm 9: Subsampled ReSQued ERM solver, regularized case, convex rate

1 Input: 7 € R?, ball radius, convolution radius, privacy parameter, and
regularization parameter r, p, 3, A > 0, dataset D € 8™, iteration count 1" € N,
distance bound " € [0, 2r], initial point zg € Bz(r) satisfying E ||zo — x%AHQ < (1)?

2 T« 28Tl k< log, T, n + % min(

3 for i € [k] do

T; 27T, m; < 470, 03 « L

1 ﬁ)
VT’ Vd

4 B
5 Yo < Ti—-1
6 for j € [T;] do
7 Zi,5 ~unif. [TL]
) ; T FRid (). 1 2 o omA (|2
8 y; < argmingep_ oy {(0:Vafp” (yj-1),9) + 3 lv —yj—1ll” + 5 [ly = =7}
9 end
10| Ui e ¥
11 xﬂ—@i—i—{’i, for CZ'NN(O,O'?Id)
12 end

13 return zj

Corollary 2.4.11. Let x%/\ be defined as in ( ). Algorithm 15 uses at most T gradients
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and produces x € Bz(r) such that, for a universal constant Ceyy,

Form A =12 Form [ % A 12 \/& 1
E|fs (x>+§Hx_$H ] - (f/‘? (wf,A>+§ H:U%,A_xH > < Ceyx L’ <5T+\/T>

1
Cpriv ’

Moreover, there is a universal constant Cpriv > 1, such that if % < %7 32 logQ(%) <
priv

5 € (0, %), and £ > Chriy logQ(IO%T), Algorithm 17 satisfies (o, at,8)-RDP for

1\ T\2 1
= Cpiv (Blog (=) =) ,ae[l,——— .
T (B °g<6> n) ) ( cprivﬁﬂog%;))

Proof. The proof is almost identical to Proposition , so we only discuss the differences.

Throughout this proof, for notational convenience, we define
A Ferm A -2
F(z) = fim(@) + 5 llz - 2"

Utility. Standard results on composite stochastic mirror descent (e.g. Lemma 12 of
[CJST19]) show the utility bound in (2.12) still holds with F* in place of F. In particular
each term E[FA(7,) — FA(7,_,)] as well as E[F*(z;) — F(7,)] enjoys the same bound as
its counterpart in ( ). The only other difference is that, defining {y := xo — :(:% ) in the
proof of Lemma , we have Ecg < ()2 in place of the bound 72, and we appropriately

changed 7 to scale as r’ instead.

Privacy. The subsampling-based reduction from Lemma to Lemma is iden-

tical, so we only discuss how to obtain an analog of Lemma for Algorithm 13. In each

\

Now consider our (conditional) bounds on Eg, . ®; in (2.14) and (2.21). We claim these

iteration j € [T;], by completing the square, we can rewrite Line & as

: 1 X N & =iy
j < argmin § - ||y — i1+ T — Vazfo (Y-
Yj ye%Bf(r) {2 Hy (1+m)\yj 1 T+ A T wfp (Yyj-1)

still hold true; before projection, the same arguments used in (2.141) and (2.21) still hold
(in fact improve by (1 + n;A)?), and projection only decreases distances. Finally, note that

the proof of Lemma only used the choice of step size i through nLv/T < r and used
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the assumed bound on % to bound the drift growth. As we now have nL\/T <7y < 2r
we adjusted the assumed bound on % by a factor of 2. The remainder of the proof of

Lemma is identical. O

Without loss of generality, Cpiy is the same constant in Proposition and Corol-
lary , since we can set both to be the maximum of the two. The same logic applies
to the following Proposition and Lemma (which will also be parameterized by
a Cpriv) so we will not repeat it. Finally, the following fact about initial error will also be

helpful in the following Section

Lemma 2.4.12. We have

_— o~ A 212
S (T) — ( (2% a) + 5 [Ez=3 _xH2> S

Proof. By strong convexity and Lipschitzness of .]%El, we have

A — — A
< fom(@) — fem(ak ) < Lok, — 7 -

Rearranging gives |z , — Z|| < 2L which can be plugged in above to yield the conclusion.

O]

We also state a slight extension to Lemma which will be used in Section

Lemma 2.4.13. Define 75, \ := argminmer(T){J%r?n(x) + 3z - ||}, where 2’ € R is

not necessarily in Bz(r). Let xg := lg_¢)(2'). We have

— A — A 212
(7a0) + 5 o= 1) = (e on) + 5 llaann =) < 25

Proof. The proof is identical to Lemma , where we use % |zo — 2/||* < %Hx%x//\ —

2’| O
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2.4.3 Subsampled smoothed ERM solver: the strongly conver case

We next give an ERM algorithm similar to Algorithm 13, but enjoys an improved opti-
mization rate. In particular, it again attains RDP bounds improving with the subsampling
parameter %, and we obtain error guarantees against x% ), defined in ( ) at a rate decaying

as % or better.

Algorithm 10: Subsampled ReSQued ERM solver, strongly convex case

1 Input: T € R%, ball radius, convolution radius, privacy parameter, and
regularization parameter r, p, 5, A > 0, dataset D € S", iteration count 7' € N

k « [loglogT|,xo + T

for i € [k| do

Pi—1 = 2k72i+1/67 Ti—1 < min(27’, 2D)i\_1) (See ( ))7 Tiq Qi=1=kp

W N

4

5 x; < output of Algorithm 13 with inputs (Z,, p, Bi—1, A\, D, Ti—1,7i—1, Ti—1)
6 end

7 return x;q

We now give our analysis of Algorithm 7 below. The proof follows a standard reduction

template from the strongly convex case to the convex case (see e.g. Lemma 4.7 in [KLL21]).

Proposition 2.4.14. Let 2% , be defined as in ( ). Algorithm 7 uses at most T gradients

and produces x such that, for a universal constant Cy.,

_ AL _ A iy CRL2(d 1
| + Gl - 7P| - et - e -7l < S5 (5 + 7).

IN

Moreover, there is a universal constant Chriv > 1, such that if% < %’ (2 logQ(logl%T)
priv

L §e0, %), and £ > Chiy logz(b%T), Algorithm 7 satisfies (o, a1, 8)-RDP for

Cpriv’
e Con [ Blog (18181 T ’ ae 1 1
’ priv (5 n ’ ’Cprivﬁ2 10g2(10g160gT) .

Proof. We analyze the utility and privacy separately.
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Utility. Denote for simplicity F*(z) := ]%;n(:v) + %Hx — 7|2, F) = F’\(a%)\)? and
A; := E[F*(x;) — F}]. Moreover, define for all 0 < i < k,

2
202 12 [ \d 1 (202 1
E; = ——ox— . , D :=4E; | —/—  —, 2.27
) (ﬁﬂﬁm ot 227

where we define Ty, = T and §; = . By construction, for all 0 < i <k —1, F;y1 = %EZ-,

and so

Diq | D;

A Ei+1 4 Ei 1Lvg i+1 ( )
We claim inductively that for all 0 < i < k, A; < D;. The base case of the induction follows
because by Lemma , we have Ay < % = Dgy. Next, suppose that the inductive

hypothesis is true up to iteration i. By strong convexity,

2A; 2D,
A A

E [~ a2a] <

where we used the inductive hypothesis. Hence, the expected radius upper bound (defined

by r;) is valid for the call to Algorithm 13. Thus, by Corollary )

d 1
A1 =E | FMNzi1) — F*A] < Ceyx Lr; ( Vd )

BiT; * VT;

[2D; [ Vd 1
< OCVXL - - DZEl == Dz .
- A (@‘Ti * \/Tz> i

Here we used ( ) in the last equation, which completes the induction. Hence, iterating

(2.28) for k = [logy logy T'| iterations, where we use Ey > % so that Dy < 8E}, we have

302,12 ([ d 1
A < 8E) < LS . — .
RS SERS Ty (52T2 - T)

Privacy. The privacy guarantee follows by combining the privacy guarantee in Corol-
lary and composition of approximate RDP (Lemma ), where we adjusted the
definition of § by a factor of k. In particular, we use that the privacy guarantee in each

call to Corollary is a geometric sequence (i.e. ﬁfTiQ is doubling), and at the end it is
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$6°T2. O

2.4.4 Private stochastic prorimal estimator

In this section, following the development of [ACJ*21], we give an algorithm which calls
Algorithm 7 with several different iteration counts and returns a (random) point Z which
enjoys a substantially reduced bias for x% , defined in ( ) compared to the expected

number of gradient queries.

Algorithm 11: Bias-reduced ReSQued stochastic proximal estimator

1 Input: T € R?, ball radius, convolution radius, privacy parameter, and
regularization parameter r, p, 3, A > 0, dataset D € S8™, iteration count T' € N with
T < g,y

2 Tmax Lﬁijax « [log, %J

3 for k € [jmax| do

4 Draw J ~ Geom(3)
5 xo < output of Algorithm 7 with inputs (z,r, p, 8, A\, D, T)

6 if J < jmax then
7 xj < output of Algorithm 7 with inputs (Z, r, p, 27%@ A\, D,27T)
8 xj—1 < output of Algorithm 7 with inputs (z, r, p, 27%6, A\, D,2771T)
9 /l'\k<—l'0+2J($J—$J_1)

10 end

11 else

12 fk — X

13 end

14 end

15 Return: 7 «+ Jmﬁ D k€ ljmax] Tk

Proposition 2.4.15. Let :ng,)\ be defined as in ( ). We have, for a universal constant

Chias’
L (Vd 1
Ez — x| < Cy; B
|EZ xw,)\”_cb1a8<)\ <6n+\/ﬁ>)’
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and, for a universal constant Clyy,

Clar L? d 1
~ 2 var
Ele - atal’ < S5 (g + 1)

Proof. We begin by analyzing the output Zj, of a single loop k € [jmax]|. For J ~ Geom(%),
we have Pr[J = j] = 277 if j € [jmax), and Pr[J = j] = 0 otherwise. We denote x; to be the

output of Algorithm 3 with privacy parameter 27%5 and gradient bound 2/T. First,

EZy =Ezo+ »  Pr[J=j]2/(Bz; —Ex;_1) =Eux,,,.
je[jmax]

Since T - 2Jmax > Tr;"”‘ > 50—, applying Jensen’s inequality gives
priv

A Y L e wl by

ML<\/& 1)

where the last inequality follows from Proposition and strong convexity of the regu-
larized function to convert the function error bound to a distance bound. This implies the

first conclusion, our bias bound. Furthermore, for our variance bound, we have

E||Zx — EZil* < E @ — a5 l1° < 2E 1@k — z0]l* + 2E [|lzo — 25 51

By Proposition and strong convexity, E ||zg — 27 N 03\072[2( ﬁQdT2 + 7). Next,

ElZy —wol> = Y PrlJ =j2¥Ea; —aja|>= Y YElz; -z

je[jmax} je[jmax]

Note that

- 6CsL? ([ d 1
2 2 2 —

and hence combining the above bounds yields

E |z, — EZy)? <

14CscjmaxL2 < d 1)

A2 3272 - T
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Now, averaging jmax independent copies shows that

IEHJ:—:B )\H =|z-Ez|? +HE:U_$9MH

< 1 14CscjmaxL2 d + l + 02 £ ﬁ + L 2
= Jmax z2 212 T Pas\ X \Bn ) )

where we used our earlier bias bound. The conclusion follows by letting Cya = Cglas

14Cs. U

We conclude with a gradient complexity and privacy bound, depending on the sampled

J.

Lemma 2.4.16. There is a uniwersal constant Cpriv > 1, such that if 32 1og2(L°g160gn) <

Cpm J € (0, 7), and £ > Cpriy logQ(logT), the following holds. Consider one loop indexed by
k € [jmax), and let J be the result of the Geom(3) draw. If J € [jmax], loop k of Algorithm

uses at most 27 TVT gradients. Furthermore, the loop satisfies (o, at,8)-RDP for

log1 T\? 1
T = 2 per (ﬁl <Og50gn> : > , € 17 loz 1
n pI"lVIB2 log ( = 0gn>

If J & [Jmax), Algorithm 11 uses at most T gradients, and the loop satisfies (., at,0)-RDP

for
log1 T\? 1
. pm(m <0g0gn)) cac |1
0 n Cpriv/32 log? (M)

Proof. This is immediate by Proposition , where we applied Lemma and set

0+ & (taklng a union bound over the at most 3 calls to Algorithm 7, adjusting Cpyiy as

necessary). O

2.4.5 Private ERM solver

In this section, we give our main result on privately solving ERM in the setting of Prob-
lem , which will be used in a reduction framework in Section to solve the SCO

problem as well. Our ERM algorithm is an instantiation of Proposition . We first
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develop a line search oracle (see Definition ) based on the solver of Section (Algo-
rithm 7), which succeeds with high probability. To do so, we leverage the following geometric

lemma for aggregating independent runs of our solver.

Lemma 2.4.17 (Claim 1, [KLL'23]). There is an algorithm Aggregate which takes as input
(S,A) € (RN x Rsq, and returns z € R such that ||z —y|| < A, if for some unknown
point y € R satisfying at least 0.51k points v € S, ||z —y|| < %. The algorithm runs in
time O(dk?).

Algorithm 12: High probability ReSQued ERM solver, strongly convex case

1 Input: T € R?, ball radius, convolution radius, privacy parameter, regularization
parameter, and failure probability r, p, 5, A, { > 0, dataset D € 8™, iteration count
TeN

2 k<20 log(%)
3 for i € [k] do
4 ‘ x; « output of Algorithm 7 with inputs (z,r, p, 5,\, D, T)
5 end
1
6 Return: 2’ < Aggregate({; }icin, 97v2§“L(52‘7lT2 +1)2)

Proposition 2.4.18. Let 23 , be defined as in (2.20). Algorithm 0 uses at most 18T log(%)

gradients and produces x' such that with probability at least 1 — (, for a universal constant

Cls ’

, N CisL Vd 1
" —az\ll < Nzt 7= |-
' A 6T /T
Moreover, there exists a universal constant Cpriy > 1 such that % < C%,(S € (0, %) and
priv

L > Cpyivlog?(3 log(%)), Algorithm 0 satisfies (o, a1, d)-RDP for

1 1 T T\? 1
::Crivl - 1 <1 s . ’ 17
T Og@ (ﬁ "g<a °g<<>> ) “T\ Comtiog® (3108 (1))
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Proof. For each x;, by Proposition ,

_ A B _ Y L CLI?( d 1
B | ) + s = 7P| = et~ Slleta -7l < S5 (g 4 7))
Further, by strong convexity and Jensen’s inequality we have
1
V2Cs L d 1\2
E[H"L’Z - l’%/\ ” < = PYe ap) + 5 :
: N \@Ere'T
Hence, by Markov’s inequality, for each i € [k] we have
1
3v2Cs. L d 1\?2 1
Pr |z — 255 = = tr) | =5
: ) 2T 3

Hence by a Chernoff bound, with probability > 1 — {, at least 0.51k points = € {xi}ie[k]

satisfy
1
3v2Cs.L d 1\2
[z — 2zl < = +5) -
’ A p2r? T
Hence the precondition of Lemma holds, giving the distance guarantee with high
probability. The privacy guarantee follows from Proposition and the composition of

approximate RDP, where we adjusted Cpiy by a constant and the definition of § by a factor
of k. 0

Now we are ready to prove our main result on private ERM.

Theorem 2.4.19 (Private ERM). In the setting of Problem , let eqp € (0,1) and

J € (0, %) There is an (gqp,8)-DP algorithm which takes as input D and outputs T € R?

such that

\/dlog log!®(%)logn
E[ferm(as)— min ferm(a;)} <olr-[L+ ° °

2€B(R) vn NEdp

Moreover, with probability at least 1 — 9, the algorithm queries at most

n2e? d)3 1
0 <log6 (%) (min (n, ddp + min (Zd)s ,nésjp gradients.
p
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Proof. Throughout this proof, set for a sufficiently large constant C,

1 1.5/n
1 \/dlog s log (%) logn LR
eopt = CLR | —= + ° ’ )=

vn nEdp ’ Eopt
) (2.29)
p'—@r‘—L a._éﬂoﬁ 8= Sdp
= , 7= 5y = , 8= .
LVd  VClog(3) dp Clog(2)y/log &
Note that for the given parameter settings, for sufficiently large C', we have
1 R 1
K < amin v, 1€dp , — < nlog? (0;5571) . (2.30)
\/dlog%logm(%)logn "
Our algorithm proceeds as follows:
We apply Proposition with 2* < arg min,cp(g) fe™(x) and F <+ ]%El, and instan-

tiate the necessary oracles as follows for C, K log k iterations.

1. We use Algorithm 6 with r, p, 5 defined in ( ), and

kvVd K2 1
T, :=vC + (= 2.31
' <\/Kﬁ log? Klog%logg) C = K Togr (2.31)

as a (CLba7 A)-line search oracle Oj.

2. We use Algorithm 7 with r, p, 8 defined in (2.29), and

. f-@\/& K2
T :=VC (ﬁﬁ T + Klogﬂ) , (2.32)

AQ

,
as a (Cba P

, A)-ball optimization oracle Oy,.

3. We use Algorithm |1 with r, p, 8 defined in ( ), and

Ty := VO ( mVd ”2> (2.33)

VEs K

O [e) K . .
as a ( Ceb:}%, £ 5££7 A)-stochastic proximal oracle Ogp.
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We split the remainder of the proof into four parts. We first show that the oracle
definitions are indeed met. We then bound the overall optimization error against f™.

Finally, we discuss the privacy guarantee and the gradient complexity bound.

Oracle correctness. For the line search oracle, by Proposition , it suffices to show
ClSL'<\/&+ 1 >< r
A BTy VT ) = Cha
This is satisfied for T} in (2.31), since Proposition guarantees \ > %. Hence,
CsL  Vd Cha < o2, AVd 11

)

X BT Blog?k VK Ti—
. . < O CE, - . : <
A Voo T s%ba log’k VK V11~

1
2
1
2

)

for a sufficiently large C, where we used K1 = % to simplify. By a union bound, the above

holds with probability at least 1 — ELD% over all calls to Algorithm 6, since there are at most

Cha K log k iterations. For the remainder of the proof, let £ be the event that all line search

oracles succeed. For the ball optimization oracle, by Proposition , it suffices to show

Cy L? d 1 Ar?
52 T < 3
A /8 T2 T2 Cba log K

2 2
This is satisfied for our choice of T5 in (2.32), again with A > %. Hence,

2 3 2
CocL” 2d2‘Cba102gKgcsccga‘;id'l'%fl,
A BT Ar B2logrk K Ts 2
Ceel? 1 Cpalog®k 3 K2 1 1 1
L <C.CP ... <z
AT A2 T b g KTy T2
again for large C'. Finally, for the proximal gradient oracle, by Proposition , it suffices

to show
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Courl? [ d 1 ot K
—var= <
/\2 ,82T2 CZ )\2 R2

The first inequality is clear. The second is satisfied for our choice of T3 in (2.33), which

implies
CVMLQ. d .CQAQRQZC 02@ii 1
X2 R 2K vartha gy g T2 T2
Cyarl?> 1 CpNR? s o 1 1 1
R = CuarC2. - <
P P I O R O A
Optimization error. By Proposition , the expected optimization error against )@;’“

is bounded by e,pt Whenever &5 occurs. Otherwise, the optimization error is never larger

than LR as long as we return a point in B(R), since the function is L-Lipschitz. Further,

we showed Pr[&s] > 1 — ELO%, so the total expected error is bounded by 2e,,¢. Finally, the
additive error between ,]%El and f™ is bounded by pLv/d = opt- The conclusion follows

by setting the error bound to 3eqpt.

Privacy. We first claim that each call to Og, and Oy, used by Proposition satisfies

Edp 1)
-RDP.
< "6Cha K log k7 18CHa K log /<;>

We first analyze Ojg:
The preconditions of Proposition are met, where log(M log( )) < 2log % for

our parameter settings. Moreover, our « is in the acceptable range. Finally, by Proposi-

tion it suffices to note
8aCpriv 82T} log? (3) _ 128CCpnvf? log °(5)log s K2d N K . cap
n? - neqp KpB?logk  K2log’k) ~ 6ChaK logk’

where the second inequality follows for sufficiently large C' due to ( ). Next, we analyze
the privacy of Oy,. The preconditions of Proposition are met, where log(log lOgT) <

log % for our parameter settings, and our « is again acceptable. Finally, by Proposi-
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tion it suffices to note
aCruiv B3T3 log? (%) _ 16C Cpriv 82 log?(%) log % ‘ k2d N K - Edp

n2 - n2eqp KB2logk  K2log’?k) ~ 6ChaK logk’
again for sufficiently large C' from (2.30). Hence, by applying Lemma , all of the at

most Cp, K log k calls to Ojg and Oy, used by the algorithm combined satisfy

8dp 1)
—,— | -RDP.
(O(, 3 79) R

Finally, we analyze the privacy of Og,. Let

. — 1 1 . n
Jmas = 082 T3 C(priV
1

be the truncation parameter in Algorithm 11. The total number of draws from Geom(3;) in

Algorithm 11 over the course of the algorithm is Cy,, K log & « jmax- 1t is straightforward to

check that the expected number of draws where J = j for all j € [jnax] is
_j . T3 .
27Imax K 1log K - Jmax = Q| — - K10g K - jmax |
n

which is superconstant. By Chernoff and a union bound, with probability > 1 — %, there is
a constant C’ such that for all j € [jmax], the number of times we draw J = j is bounded
by
— / n
277C"K log Kk log 5

Similarly, the number of times we draw .J & [jmax] is bounded by C'Klogxlog%. This

implies by Lemma that all calls to Oy, used by the algorithm combined satisfy
Edp 1)
,——, — | -RDP.
<O‘ 6 18>
Here, we summed the privacy loss in Lemma over 0 < J < jmax, which gives

- aChiv3%1og® (%) T3 ;
Z (2].a priv”108°(§) 3>-<2JC’Klog/<clogn>

— n? )
OS] S]max
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16CC" Cpriv K 8% log® (%) log 1 2 4
< G 1) - 6CC'C, B og(é)ogéog/{_(ﬁd H)SEdP

+ 6

n?eqp KB ' K2

for sufficiently large C, where we use logk, jmax < logn, and K > log% for our param-
eter settings. Finally, combining these bounds shows that our whole algorithm satisfies
Sdp ¢

(a, =52, §)-RDP, and applying Corollary , gives the desired privacy guarantee.

Gradient complezity. We have argued that with probability at least 1 — §, the num-

ber of times we encounter the J = j case of Lemma for all 0 < j < Jmax I8
bounded by 277C'K log k log 5. Under this event, Proposition , Proposition ,
and Lemma imply the total gradient complexity of our algorithm is at most

1 . .
Cr.Klogk - | 18T} logg + T + Z <2—Jc’ log %) (2]+1T3)
0<j<jmax

< 36CHaC'K logn (T1 logn + T + T3 log nlog %) ,

where we use ¢ > 172, jmax < logn, and k£ < n. The conclusion follows from plugging in

our parameter choices from (2.31), (2.32), and (2.33). O

Finally, we note that following the strategy of Section , it is straightforward to

extend Theorem to the strongly convex setting. We state this result as follows.

Corollary 2.4.20 (Private regularized ERM). In the setting of Problem , let eqp €
(0,1), 6 € (0,%), A >0, and 2’ € B(R). There is an (gqp,8)-DP algorithm which outputs
T € B(R) such that

A . erm A L2 (1 dlogtlog3(%)log?
@+ 3l -1 - i, {7 <I>+2H$—$"‘2}]50<x<n+ e ))
p

Moreover, with probability at least 1 — &, the algorithm queries at most

n2e? 3 1
0] <10g6 <%) (min <n, c;p) + min <(Zj)3 ,ngsjp gradients.
P

Proof. We first note that similar to Corollary (an extension of Proposition ), it

is straightforward to extend Theorem to handle both regularization and an improved
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upper bound on the distance to the optimum, with the same error rate and privacy guaran-
tees otherwise. The handling of the improved upper bound on the distance follows because
the convergence rate of the [ACJ*21] algorithm scales proportionally to the distance to the
optimum, when it is smaller than R. The regularization is handled in the same way as Corol-
lary , where regularization can only improve the contraction in the privacy proof. One
subtle point is that for the regularized problems, we need to obtain starting points for Algo-
rithm 7 when the constraint set is Bz(r), but the regularization in the objective is centered
around a point not in Bz(r) (in our case, the centerpoint will be a weighted combination of
T and 2’). However, by initializing Algorithm 7 at the projection of the regularization cen-

terpoint, the initial function error guarantee in Lemma still holds (see Lemma ).

The reduction from the claimed rate in this corollary statement to the regularized exten-
sion of Theorem then proceeds identically to the proof of Proposition , which

calls Corollary repeatedly. O

2.4.6 Private SCO solver

Finally, we give our main result on private SCO in this section. To obtain it, we will
combine Corollary with a generic reduction in [FKT20, KLL21], which uses a private
ERM solver as a black box. The reduction is based on the iterative localization technique
proposed by [FKT20] (which is the same strategy used by Section ), and derived in
greater generality by [KLL21].

Proposition 2.4.21 (Modification of Theorem 5.1 in [KLL21]). Suppose there is an (€4p,0)-

DP algorithm Aerm with expected excess loss

o E 1 N dlog%logg’(%)loan
A n ”25(21;) ’

using N(n,eqap,0) gradient queries, for some function N, when applied to an L-Lipschitz

empirical risk (with n samples, constrained to B(R) C R?) plus a \-strongly convexr regu-

n Ep &
2ty 2t ) 9t

larizer. Then there is an (€ap, 0)-DP algorithm Asco using 3 ;cnogn) N ( ) gradient
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queries, with expected excess population loss

1 1.5/n
1 \/dlog s log™° (%) logn
olLr | —+ ° °

Vn NEdp

Theorem 5.1 in [KLL21] assumes a slightly smaller risk guarantee for Aem (removing
the extraneous log?’(%) log? n factor), but it is straightforward to see that the proof extends
to handle our larger risk assumption. Combining Proposition and Corollary

then gives our main result.

Theorem 2.4.22 (Private SCO). In the setting of Problem , let eqp € (0,1) and
§ € (0,%). There is an (gap,8)-DP algorithm which takes as input D and outputs T € R?
such that
1 dlog%loglf’(%)logn
E |Fp(Z) — min F, <O|LR-| —
»(3) iy Fa(o)] < R

Moreover, with probability at least 1 — §, the algorithm queries at most

n2e? d)3 1
0] <log6 (%) <min (n, ddp + min (Zd)g,ngsgp gradients.
p

2.5 Helper facts

Fact 2.5.1. Let p € N. For any integer r such that 0 <r <p—1, ZOSqu(—l)q(S)qr =0.

Proof. We recognize the formula as a scaling of the Stirling number of the second kind with
r objects and p bins, i.e. the number of ways to put r objects into p bins such that each bin

has at least one object. When r < p there are clearly no such ways. O

Fact 2.5.2. Let p € N be even and p > 2. Let ||z|, ||yl < =. Then

1
i

> 0 (M) (5 (002 - 0= 0) lal? + (@ = ) Iyl + 2000 - ) 0.0)

0<q¢<p

< (12p ||z —yl))*.
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Proof. Fix some x. Let f,(y) be the left-hand side displayed above, and let

FH(y) == exp (; (0 -0 - =) 2]+ (@ = ) Ilyl* +2a(p — @) <fv,y>)> -

We will perform a p' order Taylor expansion of f, around z, where we show that partial
derivatives of order at most p—1 are all zero at x, and we bound the largest order derivative

tensor.

Derivatives of fi. Fix some 0 < ¢ < p, and define

Coi=0"—q, Fy:=fiy), vg:= (" — )y +qlp — q)=. (2.34)

Note that for fixed ¢, Fy; and v, are functions of y, and we defined them such that V, v, =

Cyly, VyFy = vy F,. Next, in the following we use ) to mean a symmetric sum over all

sym
choices of tensor modes, e.g. Zsym U?Q ® Iy means we will choose 2 of the 4 modes where

®2

the action is vy

. To gain some intuition for the derivatives of F|,, we begin by evaluating

the first few via product rule:

vfg(y) = quq,
V2fg(y) = qufﬂ + CyF 1,

VA fi(y) = Fud® + CoFy Y v @14,
sym
V) = Fyogt + CoFy Y 02 @ 1o+ 3CTF L 9 1a.

sym

For any fixed 0 < r < p, we claim that the 7" derivative tensor has the form

Vi) =F | > Nre ((Cq)SZv;@Ms)@IE?S) : (2.35)

0<s<|5) (2.) sym

where the N, s are nonnegative coefficients which importantly do not depend on ¢. To see
this we proceed by induction; the base cases are computed above. Every time we take the

derivative of a “monomial” term of the form Fq(C’q)sv(}8 (r=2s) &, I7® via product rule, we
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will have one term in which F, becomes v, F, (and hence we obtain a FqC’;v;9 (r+1=2s) g, I7°

monomial), and r — 2s many terms where a v, becomes CyI; (and hence we obtain a
FqC;Hv?(T_l_QS) ® I§(8+1) monomial). For fixed 0 < s < |“t!|, we hence again see that

Ny 41, has no dependence on g.

Next, note ) - s<|z] N, s has a natural interpretation as the total number of “monomial”
terms of the form Fq(Cq)svgz)(T_%) ® I7® when expanding V" f#(y). We claim that for all

0<g<pand 0<r<p-1,
2o<ss|mgt | Nrtis

ZogsngJ Nr.s

To see this, consider taking an additional derivative of (2.35) with respect to y. Each mono-

<p. (2.36)

mial of the form Fq(C’q)sv?(T_%) ®I%® contributes at most r —2s+1 < p monomials to the
next derivative tensor via product rule, namely one from Fj and one from each copy of vy.
Averaging this bound over all monomials yields the claim ( ), since each contributes at

most p.

Taylor expansion at r. Next, we claim that for all 0 <r <p—1,
V' fz(z) = 0. (2.37)

To see this, we have that ((p—¢)? — (p—q)) + (¢* — q) +2q(p — q) = p* — p is independent of
¢, and hence all of the F, are equal to some value F' when y = x. Furthermore, when y = x
we have that v, = ¢(p — 1)z. Now, from the characterization (2.35) and summing over all

¢, any monomial of the form z®("=29) I?S has a total coeflicient of

N S I o (AR o R I DSV o [

0<¢<p q 0<q<p
Since C, is a quadratic in ¢, each summand (C;)*q" % is a polynomial of degree at most
r <p—11in ¢, so applying Fact to each monomial yields the claim ( ).

Taylor expansion at y. Finally, we will bound the injective tensor norm of V?f,(y),
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where the injective tensor norm of a degree-p symmetric tensor T is the maximum value
of T[v®P] over unit norm v. We proceed by bounding the injective tensor norm of each
monomial and then summing.

First, for any 0 < p < ¢, under our parameter settings it is straightforward to see
|vg]l < p and Fy < 2. Also, for any 0 < s < £ we have C; < p?*, and by repeatedly
applying (2.30), we have ZOSSSL%J Np.s < pP. In other words, each of the monomials of the
form ffﬁq(Cq)‘(”vg<> (r=29) ®15° has injective tensor norm at most 2p? (since each Cy, contributes

two powers of p, and each v, contributes one power of p), and there are at most p? such

monomials. Hence, by triangle inequality over the sum of all monomials,

VP £ W)y — )P < 2% ly — 2"

p

q)), and using that the unsigned

By summing the above over all ¢ (reweighting by (—1)%(

q

p) = 2P we have

coefficients sum to > o, (

V7 £al0)(y = 2) ]| < 472 o — .

The conclusion follows by a Taylor expansion from z to y of order p, and using p? < 37p!. O

Proof of Lemma . For the first claim,
—x—=&))P d 1
e 2o e amp)t [ (— o0z (plhe =17 — 2p (o 7.0+ le]P) ) e
P

where the second equality used the calculation in (2.5), and the inequality used the assumed
bound on ||z —Z||. We move onto the second claim. First, we prove the statement for all
even p € N. Denote v := x — T and v/ := 2/ — 7 for simplicity. Explicitly expanding the

numerator yields that

g (’Yp(”—f)—'}’p(“l—f))p _ _1e(P
enp)f [ = 2 Y (5)s:
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where we define

g [ (e =) — )
Sa 1= (27p) / (@)1 d

0= ol + g = 200 - ) (0,€) = 20 (0, €) + ) ) a

Il
@
4
o]
/lx
%
—_
%)
—

p
exp (12 (=0~ =) o>+ @ = a) [/|* + 200 — 0 <”’”/>)> '

In the last line, we again used (2.5) to compute the integral. When p > 2 and is even, a

strengthening of the conclusion then follows from Fact (where we overload z < %,

Y % in its application). In particular, this shows the desired claim where the base of

the exponent is % ||z — 2’| instead of % |z — 2’||. We move to general p > 2. Define the
random variable

Z =

Yol =T —§) —’Yp(iv’—:v—é)‘
')’p(f)

Recall that we have shown for all even p > 2,

I\ P
e (=Y

p

Now, let p > 2 be sandwiched between the even integers ¢ and g + 2. Holder’s inequality

and the above inequality (for p <— ¢ and p < ¢ + 2) demonstrate

EZ" < (BZ9)"F (EZ7)7 < (12(’” AL x/|>p,
p

where we use ¢(¢+2—p) + (¢+2)(p—q) = 2p. The conclusion follows since ¢+2 < 2p. O

Fact 2.5.3. Let Z be a nonnegative scalar random variable, let C > 0 be a fized scalar, and

letp e N and p > 2. Then

<E[27]F +C.

B =

E[(Z+C))
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Proof. Denote A :=E [Zpﬁ. Taking p*® powers of both sides, we have the conclusion if

(A+C)P —E[(Z+C)] >0 < <§>cpq (A7 —E[2) > 0.
Here we use that the ¢ = 0 and ¢ = p terms cancel. We conclude since Jensen’s inequality
yields

E[ZP] > E[Z9): = A% >E[Z7), for all ¢ € [p — 1].

2.6 Discussion of Proposition

In this section, we discuss how to obtain Proposition from the analysis in [ACJT21].
We separate the discussion into four parts, corresponding to the iteration count, the line
search oracle parameters, the ball optimization oracle parameters, and the proximal gradient
oracle parameters. We note that Proposition 2 in [ACJT21] states that they obtain function
eITOT €,py With constant probability; however, examining the proof shows it actually yields
an expected error bound. Additionally, Proposition 2 in [ACJ*21] is stated for z* (the
comparison point in the error guarantee) defined to be the minimizer of F', but examining

the proof shows that the only property about z* it uses is that x* € B(R).

Iteration count. The bound Cy, K log k on the number of iterations follows immediately
from the value Kpax stated in Proposition 2 of [ACJ*21], where we set Apmin < A and

€ < Eopt-

Line search oracle parameters. The line search oracle is called in the implementation
of Line 2 of Algorithm 4 in [ACJ*21]. Our implementation follows the development of
Appendix D.2.3 in [ACJ*21], which is a restatement of Proposition 2 in [CJJS21]. The
bound Cy, log(%) on the number of calls to the oracle is immediate from the statement of
Proposition 2. For the oracle parameter A = CL}M, we note that the proof of Proposition 2
of [CJJS21] only requires that we obtain points at distance O(r) from z7 , given a choice of

A, although it is stated as requiring a function error guarantee. This is evident where the
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proof applies Lemma 3 of the same paper.

Ball optimization oracle parameters. The ball optimization oracle is called in the
implementation of Line 5 of Algorithm 4 in [ACJ"21]. In iteration k of the algorithm, the
error requirement is derived through the potential bound in Lemma 5 of [ACJ*21]. More
precisely, Lemma 5 shows that (following their notation), conditioned on all randomness

through iteration k,

E |Ags1 (F(axin) = F@*) + fons = 21| = (Ax (F(a) = F@*) + o — )

1 ~
< —g)\kﬂAkH |Zrt1 — vll® + Apr19pr1 + af 10541 + 2Rag10k41,

where the terms az _Ha,% 41 T2Rag116g+1 are handled identically in [ACJ*21] and our Propo-
sition (see the following discussion). For the remaining two terms, Proposition 4 of
[ACJT21] guarantees that as long as the method does not terminate, one of the following

occurs.
L |[Zr1 — wl? = Q2).
2. )\k+1 == O(A*)

In the first case, as long as @11 (the error tolerance to the ball optimization oracle) is set to
be ’\’“gij for a sufficiently large Cy,, (which it is smaller than by logarithmic factors), up to
constant factors the potential proof is unaffected. The total contributions to the potential
due to all Ap41pp+1 losses from the iterations of the second case across the entire algorithm

is bounded by
R?  \o?

Eopt  log® K

0 <(Klog K) -

):O(Rz).

Here, the first term is the iteration count, the second term is due to an upper bound on
Ag11, and the third term is bounded since Agy1 = O(A«). The initial potential in the proof
of Proposition 2 of [ACJ*21] is R?, so the final potential is unaffected by more than constant
factors. For a more formal derivation of the same improved error tolerance, we refer the

reader to [CH22], Lemma 8.
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Stochastic proximal oracle parameters. Our stochastic proximal oracle parameters
are exactly the settings of &, o) required by Proposition 2 of [ACJT21], except we simplified
£

the bound on o7 = O(;) (note we use £opt in place of €). In particular, following notation

of [ACJT21], we have

e eV Ve 2K
- —afe- vV YY) = 10gk ).
ap VA <€ A R > ( Rz 8"

The first equality used AraZ = Ay for the parameter choices of Algorithm 4 in [ACJT21].
The second equality used that all A\ = Q(A\s) and all Ay = O(R?Q) in Algorithm 4 in
[ACJT21], where we chose A\, = SRL; log? k. The final equality plugged in this bound on A,
and simplified. Hence, obtaining a variance as declared in Proposition suffices to meet

the requirement.

2.7 Discussion of Proposition

In this section, we discuss how to obtain Proposition (which is based on Proposition
1 in [CH22]) from the analysis in [CH22]. The iteration count discussion is the same as
in Appendix 2.6. We separate the discussion into parts corresponding to the two require-
ments in Proposition . Throughout, we will show how to use the analysis in [CH22]
to guarantee that with probability at least 1 — Q(%), the algorithm has expected function
error O(eopt); because the maximum error over B(R) is < LR, this corresponds to an overall

error O(eqpt), and we may adjust Cp, by a constant to compensate.

Per-iteration requirements. The ball optimization error guarantees are as stated in
Proposition 1 of [CH22|, except we dropped the function evaluations requirement. To
see that this is obtainable, note that [CH22] obtains their line search oracle (see Propo-
sition ) by running O(log(%)) ball optimization oracles to O(Ar?) expected error,
querying the function value, and applying Markov’s inequality to argue at least one will
succeed with high probability. We instead apply a Chernoff bound with O(log(%)) inde-

pendent runs to argue that with probability O( , the preconditions of Aggregate

1
Kk-polylog(Kk) )

in Lemma are met with A = O(r), as required by the line search oracle (see Algo-
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rithm ). Finally, applying a union bound over all iterations implies that the overall failure

probability due to these line search oracles is O(%) as required by our earlier argument.

Additional requirements. The error requirements of the queries which occur every
~ 277 iterations are as stated in [CH22]. The only difference is that we state the complexity
deterministically (Proposition 1 of [CH22| implicitly states an expected gradient bound).
The stochastic proximal oracle is implemented as Algorithm 2, [CH22]; it is also adapted
with slightly different parameters as Algorithm 11 of this paper. The expected complexity
bound is derived by summing over all j € [[logy K + Ch,]], the probability j is sampled in
each iteration of Algorithm 2 of [CH22]. For all j a Chernoff bound shows that the number
of times in the entire algorithm j is sampled is O(277 K log(£%)) (within a constant of its
expectation), with probability 1 — Q(poly(;)). Taking a union bound over all j shows the

failure probability of our complexity bound is O(%) as required.
2.8 Discussion of Proposition

In this section, we discuss how to obtain Proposition using results in [GL12]. We first
state the following helper fact on the smoothness of a convolved function fp (see Defini-

tion ).

Fact 2.8.1 (Lemma 8, [BJLT19]). If f : R? — R is L-Lipschitz, ]; (see Definition )

18 %—smooth.

The statement of Proposition then follows from recursively applying Proposition
9 of [GL12] on the objective ¥ = ]?p + 2 - Z||?, which is A-strongly convex and (% + A)-
smooth, together with the divergence choice of V(zg,z*) := 3|lzo — 2*||?, which satisfies
v = 1. Our parameter choices in Algorithm 17 are the same as in [GL12|, where we use
that our variance bound is 3L? (Lemma )

In particular, denote the iterate xaTg after the k" outer loop by z*. We will inductively

assume that E 1|jzF~1 — 2% |2 < 2;’—31 (clearly the base case holds). This then implies

L k=1 _ x |2
)] . 2(5 + Al | AL _ ),

A k * |12 k *
Z —x < _ * -z
B |jlet a7 <B [0) - wiat, T T S
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where the second inequality is Proposition 9 in [GL12] (cf. equation (4.21) therein), and the
last is by our choice of T and Ny. Thus, when K > logg(%f) we have E ¥(z7%) —W(25,) <
as in the last outer loop £k = K. The computational depth follows immediately from
computing T'K, and the total oracle queries and computational complexity follow since Ng

asymptotically dominates:

L 2\ L2
T-| Y Ne| =0(Nkg+TK)=0 1+1og<M>+ .
ke[K] pA v Ay
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Chapter 3
PRIVATE CONVEX OPTIMIZATION VIA EXPONENTIAL
MECHANISM

3.1 Introduction

Differential Privacy (DP), introduced in [DMNS06, DKM™06], is increasingly becoming the
universally accepted standard in privacy protection. We see an increasing array of adoptions
in industry [Appl7, EPK14, BEM™17, DKY17] and more recently the US census bureau
[Abo16, KCK*18]. Differential privacy allows us to quantify the privacy loss of an algorithm

and is defined as follows.
Definition 3.1.1 ((¢,6)-DP). A randomized mechanism M is (g, d)-differentially private if
for any neighboring databases D, D’ and any subset S of outputs, one has

Pr[M(D) € S] < e Pr[M(D’) € S] +6.
In this paper, we say D and D’ are neighboring databases if they agree on all the user inputs
except for a single user’s input.

Privacy concerns are particularly acute in machine learning and optimization using pri-
vate user data. Suppose we want to minimize some loss function F'(z;D) : K — R for some
domain K where D is some database. We want to output a solution 2P" using differentially

private mechanism M such that we minimize the excess empirical risk
E(F(z*; D)] - F(s"; D), (3.1)
where z* € K is the true minimizer of F(z;D).

Exponential Mechanism One of the first mechanisms invented in differential privacy,

the exponential mechanism, was proposed by [MTO07] precisely to solve this. It involves
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sampling 2P"™ from the density
mp(z) x exp (—kF(x; D)) . (3.2)

Here k controls the privacy-vs-utility tradeoff, large k ensures that we get a good solution
but less privacy and small k ensures that we get good privacy but we lose utility. Suppose
Ap = supp,p sup, |F(x; D) — F(x;D')] is the sensitivity of F, where the supremum is
over all neighboring databases D, D’. Then choosing k = ﬁ, the exponential mechanism
satisfies (e,0)-DP.

Exponential mechanism is widely used both in theory and in practice, such as in mecha-
nism design [HK12], convex optimization [BST14, MV21], statistics [WZ10, WM10, AKRS19],
machine learning and AI [ZP19]. Even for infinite and continuous domains, exponential
mechanism can be implemented efficiently for many problems [HT10, CSS13, KT13, BV19,
CKS20]. There are also several variants and generalizations of the exponential mechanism
which can improve its utility based on different assumptions [T'S13, BNS13, RS16, LT19].

See [LT19] for a survey of these results.

DP Empirical Risk Minimization (DP-ERM) In many applications, the loss function

is given by the average of the loss of each user:

F@D) =~ flwis). (3.3)

3

where D = {s1, 9, -+ ,8,} is the collection of users s; and f(z;s;) is the loss function of
user S;.

Throughout this paper, we assume f(z;s) is convex and f(z;s) — f(x; s') is G-Lipschitz
for all 5,5, and K C R? is convex with diameter D." We call the problem of minimiz-
ing the excess empirical risk in (3.3) as DP Empirical Risk Minimization (DP-ERM).
This setting is well studied by the DP community with many exciting results [CMO8,
RBHT12, CMS11, JT14, BST14, KJ16, FTS17, ZZMW17, Wanl8, INS*19, BFTCGT19,

!Some of our results can handle the unconstrained domain, such as K = R%.
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FKT20, KLL21, BGN21, LL21, AFKT21, SSTT21, MBST21, GTU22).

In particular, [BST14] shows that exponential mechanism in (3.2) achieves the optimal
excess empirical risk of O (Gn—%l) under (g,0)-DP. On the other hand, [BST14, BETGT19,

BFGT20] show that noisy gradient descent on F(z;D) achieves an excess empirical risk of

o <GD«/dnl§g(1/6)> 5.0

under (g,8)-DP, which is also shown to be optimal [BST14]. This is a significant v/d im-

provement over the exponential mechanism.

Exponential mechanism is a universally powerful tool in differential privacy. However,
nearly all of the previous works on DP-ERM rely on noisy gradient descent or its variants to
achieve the significant v/d improvement over exponential mechanism under (e, 9)-DP. One
natural question is whether noisy gradient descent has some extra ability that exponential
mechanism lacks or we didn’t use exponential mechanism optimally in this setting. This

brings us to the first question.

Question 3.1.2. Can we obtain the optimal empirical risk in (3.1) under (,0)-DP using

exponential mechanism?

DP Stochastic Convex Optimization (DP-SCO) Beyond the privacy guarantee and
the empirical risk guarantee, another important guarantee is the generalization guarantee.
Formally, we assume the users are sampled from an unknown distribution P over convex
functions. We define the loss function as

F@)= E [f(z;5)] (3.5)

S~

2Most of the literature uses a stronger assumption that f(z;s) is G-Lipschitz, while some of our results
only need to assume the difference f(z;s) — f(z;s’) is G-Lipschitz.
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We want to design a DP mechanism M which outputs 2P"% given users D = {s1, 52, ...,5n}
independently sampled from P and minimize the excess population loss
E [F(a?™)] — F(a* 3.6
WE P - Fat) (36)
where 2* is the minimizer of F (z). We call the problem of minimizing the excess population
loss in (3.6) as DP Stochastic Convex Optimization (DP-SCO). By a suitable modification

of noisy stochastic gradient descent, [BFTGT19, FKT20] show that one can achieve the

optimal population loss of

0 (GD (\}ﬁ + ”ll‘éi(l/é))) . (3.7)

[BFTGT19] bounds the generalization error by showing that running SGD on smooth func-
tions is stable and [FKT20] proposes an iterative localization technique. Note that only the
algorithm for smooth functions in [BEFTGT19] can achieve both optimal empirical risk and
optimal population loss at the same time, with the price of taking more gradient queries
and loss of efficiency. It is unclear to us how one can obtain both using current techniques

for non-smooth functions. This brings us to the second question.

Question 3.1.3. Can we achieve both the optimal empirical risk and the optimal population

loss for mon-smooth functions with the same algorithm?

Sampling Without extra smoothness assumptions on f, currently, there is no optimally
efficient algorithm for both problems. For example, with oracle access to gradients of f, the

previous best algorithms for DP-SCO use:

e O(nd) queries to V f(z;s) (by combining [FKT20], Moreau-Yosida regularization and

cutting plane methods),
e O(min(n3/2,n%//d)) queries to V f(z;s) [AFKT21],

o O(min(n®4d'/8,n3/2 /d/®)) queries to V f(z;s) [KLL21].
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Combining these results, this gives an algorithm for DP-SCO that uses
O(min(nd, n>*d"/®, n32 /d"/% n2/v/d))

many queries to V f(x;s). Although the information lower bound for non-smooth functions
with the gradient queries is open, it is unlikely that the answer involves four different cases.

In this paper, we focus on the function value query (zeroth order query) on f(x;s). This
query is weaker than gradient query as it obtains d times less information. They are used
in many practical applications such as clinical trials and ads placement when the gradient

is not available and is also useful in bandit problems. This brings us to the third question.

Question 3.1.4. Can we obtain an algorithm with optimal query complezity for DP-SCO

for zeroth order query model?

3.1.1  Owur Contributions

In this paper, we give a positive answer to all these questions using the Regularized Expo-

nential Mechanism. If we add an ¢4 regularizer to F' and sample 2P"® from the density

exp (—k (F(@:D) + pllal3 /2)) (3.8)

then, for a suitable choice of p and k, we recover the optimal excess risk in (3.1) for DP-ERM
and optimal population loss in (3.7) for DP-SCO. Finally, we give an algorithm to sample
2P™ from the density (3.8) with nearly optimal number of queries to f(z;s) (See Figure

). To the best of our knowledge, our algorithm is the first whose query complexity has

polylogarithmic dependence in both dimension and accuracy (in TV distance).

Formally, our result is follows:

Theorem 3.1.5 (DP-ERM, Informal). Let K be a convex set with diameter D and {f(-;s)}

be a family of convex functions on K where f(-;8)— f(+;§") is G-Lipschitz for all s, s'. Given a
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database D = {s1, 82, -+ ,Sn}, for anye,d € (0, 110) the reqularized exponential mechanism

| I ¢
2Priv) o exp (—k : (n Zf(xv 8i) + g”ﬂ‘%))
i=1

is (g,0)-DP with expected excess empirical loss

2GD+/dlog(1/9)
EN

for some appropriate choices ofk: and p. Furthermore, if f(-;s) is G-Lipschitz for all s, we

can sample P using O(arirs (1/5) log? (5 4)) queries in expectation to the values of f(z;s).

Theorem 3.1.6 (DP-SCO, Informal). Let K be a convex set with diameter D and {f(-;s)}
be a family of convexr functions on K where f(:;s) — f(;8') is G-Lipschitz for all s,s'.
Given a database D = {s1, 82, -+ ,sn} of samples from some unknown distribution P. For

any €,9 € (0, %), the reqularized exponential mechanism

A BN
x(prw) X exp (_k- . (n Zf(lB, Si) + g”mH%>>
=1

is (g,0)-DP with expected excess population loss

2GD n 2GD+/dlog(1/9)
Vn en

for some appropriate choice of k and . Furthermore, if f(-;s) is G-Lipschitz for all s, we

can sample ™) ysing O(min{ log(l/d)’nd} log ("d)) queries in expectation to the values

of f(z;s) and the expected number of queries is optimal up to logarithmic terms.

For DP-SCO, we provide a nearly matching information-theoretic lower bound on the
number of value queries (Section 3.7), proving the optimality of our sampling algorithm.

Moreover, when f is already strongly convex, our proof shows the exponential mechanism

3See Theorem for general conclusions for all € > 0

1See Theorem for general conclusions for all € > 0.
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(without adding a regularizer) itself simultaneously achieves both the optimal excess em-
pirical risk and optimal population loss.

In a concurrent and independent work, [GTU22] study the DP properties of Langevin
Diffusion, and provide optimal/best known private empirical risk and population loss under
both pure-DP (§ = 0) and approximate-DP (6 > 0) constraints. Utility/privacy trade-off of

non-convex functions is also discussed.

3.2 Techniques

The main contribution of this paper is the discovery that adding regularization terms in
exponential mechanism leads to optimal algorithms for DP-ERM and DP-SCO. For this, we
develop some important tools that could be of independent interest. We now briefly discuss

each of the main tools.

3.2.1 Gaussian Differential Privacy (GDP) of Regularized Exponential Mechanism

To analyze the privacy of the regularized exponential mechanism, we need to bound the pri-
vacy curve between a strongly log-concave distribution and its Lipschitz perturbation in the
exponent. [MASNI16] gave a nearly tight (up to constants) privacy guarantee of exponen-
tial mechanism if the distribution exp(—kF'(x; D)) satisfies Logarithmic Sobolev inequality
(LSI). Since strongly log-concave distributions satisfy LSI, their result immediately gives
the (g,0)-DP guarantee of our algorithm. However, this gives a sub-optimal privacy bound
because it does not fully take advantage of the strongly log-concave property.

Instead, we show directly that the privacy curve between a strongly log-concave dis-
tribution and its Lipschitz perturbation in the exponent is upper bounded by the privacy
curve of an appropriate Gaussian mechanism. This new proof uses the notion of tradeoff
function introduced in [DRS19] and the isoperimetric inequality for strongly log-concave

distribution.

Theorem 3.2.1. Given convez set K C R and p-strongly convex functions F, F over K.

Let P,Q be distributions over K such that P(z) < e @ and Q(z) e F@ . [fF—Fis
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G-Lipschitz over IC, then for all € > 0,

(P Qe < 5(W (0.1 H N (fﬁ e

This proves that the privacy curve for distinguishing between P, @) is upper bounded the

privacy curve of a Gaussian mechanism with sensitivity G//\/i and noise scale 1.

Tightness: Note that Theorem is completely tight because it contains the privacy
of Gaussian mechanism as a special case. If F(z) = ||z[3 /2 and F(z) = ||z — al|3 /2 for
some a € R?, then F(z) — F(x) = — (x,a) + ||a||3 /2 is G-Lipschitz with G = ||a||, and F, F
are 1-strongly convex. And P = N(0,1;) and @ = N (a, I;). Therefore:

§(P | Q) = 6(N(0,1q) || N(a, 1)) = 6(N(0,1) | N ([lally, 1))
which is precisely the upper bound guaranteed by the theorem.

3.2.2  Generalization Error of Sampling

Many important and fundamental problems in machine learning, optimization and oper-
ations research are special cases of SCO, and ERM is a classic and widely-used approach
to solve it, though their relationships are not well-understood. If one can solve the ERM
problem optimally and get the exact optimal solution z* to minimizing F(-; D) (see Equa-
tion 3.3), then [SSSSS09] showed z* will also be a good solution to the SCO for strongly
convex functions. But in most situations, solving ERM optimally costs too much or even
impossible. Can we find a approximately good solution to ERM and hope that it is also
a good solution for SCO? [Fell6] provides a negative answer and shows there is no good
uniform convergence between F'(-;D) and F, that is there always exists # € K such that
|F(x; D) — F(z)| is large. This fact forces us to find approximate solution to ERM with
very high accuracy, which makes the algorithms inefficient.

Prior works proposed a few interesting ways to overcome this difficulty, such as the
uniform stability in [HRS16] and the iterative localization technique in [AFKT21]. Roughly

speaking, uniform stability means that if running algorithms on neighboring datasets lead to
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similar output distributions, then the generalization error of the ERM algorithm is bounded.
Thus a good solution to ERM obtained by a stable algorithm is also a good solution for
SCO. [BFTGT19] makes use of the stability of running SGD on smooth functions to get a
tight bound on the population loss for DP-SCO.

Recall F(z; D) and F(z) are defined in Equation (3.3) and (3.5) respectively. Our result
enriches the toolbox of bounding the generalization error and provides new insights for this

problem.

Theorem 3.2.2. Suppose {fi} is a family of p-strongly convex functions over K and f; — fy
1s G-Lipschitz for any two functions f;, fir in the family. For any k > 0 and suppose the

n samples in data set D are drawn i.i.d from the underlying distribution, then by sampling

z(s0h) from density x e*kF(x(Sol)?D), the population loss satisfies
E[F (2] — min F(z) < Cﬁ + d
zek ~un  k

Considering two neighboring datasets D and D', our result is based on bounding the

—kF(x;D) —kF (z;D")

Wasserstein distance between the distributions proportional to e and e ,

which means the sampling scheme is stable and leads to the % term in generalization error.
The other term % is excess empirical loss of the sampling mechanism. One advantage of
our result is that it works for both smooth and non-smooth functions. Moreover, we may
choose the value k carefully and get a solution with both optimal empirical loss and optimal

population loss.

3.2.83 Non-smooth Sampling and DP Convexr Optimization

Implementing the exponential mechanism involves sampling from a log-concave distribution.
When the negative log-density function F' is smooth, i.e. the gradient of F' is Lipschitz, there
are many efficient algorithms for this sampling tasks such as [Dall7b, LSV18, MMW*21,
CV19, DMM19, SL19, CDWY20, LST20]. For example, if F' = %Z;;l fi and each f;

is 1-strongly convex with -Lipschitz gradient,” we can sample z ~ exp(—F(x)) in O(n +

SFor convenience, we used f; to denote the function f(-;s;) in this and Section
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kmax(d, vVnd)log(1/0)) iterations with § error in total variation distance and each iteration
involves computing one V f;(x) [LST21b]. Note that this is nearly linear time when n >> x2d
and the § error in total variation distance can be translated to an extra § error in the (e, d)-

DP guarantee.

’ ‘ Complexity ‘ Oracle ‘ Guarantee ‘

[BST14] d°m F(z) | Dy <ce¢
[CDJB20] GOWPR/A | VF(z) | Wo <6
[JLLV21] + [Che21a] d? F(z) TV <46
[GT20] i) VF(z)| Da<e
[LC22] o VF(z) | TV<§

This G* fi(z) TV <46

Figure 3.1: The complexity of sampling from exp(—F(x)) where F = %ZZ fi is 1-strongly
convex and f; are G-Lipschitz and convex. For applications in differential privacy, ¢ is a
constant and § = n=®M) . Polylogarithmic terms are omitted. Only the last result uses the
summation structure and queries only one f; each step.

Unfortunately, when the functions f; are only Lipschitz but not smooth, this problem
is more difficult. In Table 3.1, we summarize some existing results on this topic. They use
different guarantees such as Renyi divergence D, of order a, Wasserstein distance Wy and
total variation distance TV (defined in subsection ). For applications in differential
privacy, we need either polynomially small Wy or TV distance, or € small D,, distance.

All previous results for non-smooth function use oracle access to F or VF' (instead of
fi) and have iterative complexity at least d iterations for W or TV distance smaller than
1/d. Because of this, our algorithm is significantly faster than the previous algorithms and
can handle the case when F' is expectation of (infinitely many) f; directly. For example, to
get the optimal private empirical loss with typical settings where ¢ = (1) and § = 1/n®),
the previous best samplers use O(n*d) many queries to V f;(z) by [GT20] or O(nd®) many
queries to f;(x) by combining [JLLV21] and [Che2la]. In comparison, our algorithm only
takes O(n2) many f;(z).

Our result is based on the alternating sampler proposed in [LST21b] and a new rejection

sampling scheme.
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Theorem 3.2.3. Given a p-strongly convex function (x) defined on a convex set KK C RY
and 400 outside. Given a family of G-Lipschitz convex functions {fi(x)}ier defined on K
and an initial point xo € K. Define the function F(z) = Eicr f;(x) + 1(z) and the distance
D = ||zg — z*||z for some o* = argmingex F(z). For any § € (0,1/2), we can generate

a random point x that has 0 total variation distance to the distribution proportional to

exp(—F(z)) in ) ) )
T:—0 (i log? <G(d/‘;+D)>> steps.

Furthermore, each steps accesses only O(1) many fi(x) and samples from exp(—y(z) —

%Hx —y|13) for O(1) many y in expectation with n = O(G~2/1log(T/§)).
3.3 Preliminaries

3.83.1 Differential Privacy

A DP algorithm M usually satisfies a collection of (g,d)-DP guarantees for each e, i.e.,
for each e there exists some smallest § for which M is (e, §)-DP. By collecting all of them
together, we can form the privacy curve or privacy profile which fully characterizes the

privacy of a DP algorithm.

Definition 3.3.1 (Privacy Curve). Given two random variables X,Y supported on some

set €2, define the privacy curve 0(X|Y) : R>g — [0,1] as:

I(X|Y)(e) = glég Pr[Y € S] —e* Pr[X € S].

One can explicitly calculate the privacy curve of a Gaussian mechanism as

SN(0,1) | N(s,1))(c) = & (—f + f) B (_f - 7) (3.9)

where ®(-) is the Gaussian cumulative distribution function (CDF) [BW18].
We say a differentially private mechanism M has privacy curve ¢ : R>g — [0, 1] if for
every ¢ > 0, M is (g,0(e))-differentially private, i.e., §(M(D)|| M(D"))(e) < d(g) for all

neighbouring databases D, D’. We will also need the notion of tradeoff function introduced
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in [DRS19] which is an equivalent way to describe the privacy curve §(P||Q).

Definition 3.3.2 (Tradeoff function). Given two (continuous) distributions P, (), we define

the trade-off function” T'(P||Q) : [0,1] — [0, 1] as

T(PQ)(z) =  nf — Q(S).

S:P(S)=1-z

It is easy to compute explicitly the tradeoff function for Gaussian mechanism [DRS19],
TN (0, 1)\ (5, 1))(2) = (@1(1 - 2) — 5). (3.10)

Note that perfect privacy is equivalent to the tradeoff function Id(z) = 1—z and the closer a
tradeoff function is to Id, better the privacy. The tradeoff function T'(P||@) and the privacy
curve §(P||Q) are related via convex duality. Therefore to compare privacy curves, it is

enough to compare tradeoff curves.

Proposition 3.3.3 ([DRS19]). 6(P||Q) < 6(P'||Q’) iff T(P||Q) > T(P'|Q")

3.8.2  Optimization

Here we collect some properties of functions which are useful for optimization and sampling.

Definition 3.3.4 (L-Lipschitz Continuity). A function f : £ — R is L-Lipschitz continuous
over the domain K C R? if the following holds for all w,w’ € K : | f(w)— f(w")| < L||jw—w']|2.

Definition 3.3.5 (u-Strongly convex). A differentiable function f : K — R is called strongly
convex with parameter > 0 if K C R is convex and the following inequality holds for all
points w,w’ € K,

F@) 2 @) + (V@) —w) + Sl = wll.

Definition 3.3.6 (Log-concave measure and density). A density function f : K — R>q

is log-concave if [ f(z)dz = 1 and f(z) = exp(—F(z)) for some convex function F. We

5Tradeoff curves in [DRS19] are defined using type I and type IT errors. The definition given here is
equivalent to their definition for continuous distributions.
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call f is p-strongly log-concave if F' is p-strongly convex. Similarly, we call 7 a log-concave
measure if its density function is log-concave, and we call 7 is a u-strongly log-concave
measure if its density function is p-strongly log-concave.

3.3.8 Distribution Distance and Divergence

We present some distribution distances or divergences mentioned or used in this work.

Definition 3.3.7. [Rén61, Rényi Divergence] Suppose 1 < a < oo and m, v are measures

with 7 < v. The Rényi divergence of order a between 7 and v is defined as

Do (r|[v) = ;log/ (:g;)ay(x)dx.

We follow the convention that % = 0. Rényi Divergence of orders a = 1,00 are defined
by continuity. For a = 1, the limit in Rényi Divergence equals to the Kullback-Leibler

divergence of 7 from v, which is defined as following:

Definition 3.3.8 (Kullback—Leibler divergence). The Kullback—Leibler divergence between

probability measures m and v is defined by

Dy (n||v) = /10g (g) dr.

Definition 3.3.9 (Wasserstein distance). Let 7,7 be two probability distributions on R?.

The second Wasserstein distance Wy between 7 and v is defined by

. 1/2
Wa(r,v) = (int / Iz — yldy(z, )2
yel(m,v) JRd xR

where I'(m, v) is the set of all couplings of 7 and v.

Definition 3.3.10 (Total variation distance). The total variation distance between two
probability measures m and v on a sigma-algebra F of subsets of the sample space Q is

defined via

TV (m,v) = ;1611])E |7 (S) — v(9)].



122

3.8.4  Isoperimetric Inequality for Strongly Log-concave Distributions

The cumulative distribution function (CDF) of one-dimensional standard Gaussian distri-
bution will be denoted by ®(z) = Pryn o[y < x]. The following Lemma relates the

expanding property of log-concave measures with &.

Proposition 3.3.11 (Theorem 1.1. in [Led99]). Let w be a p-strongly log-concave measure
supported on a conver set K C R%. Let A C K by any subset such that m(A) = z. For
any point x € R?, define d(z, A) = infyea |x — yll2. Let A, = {x :d(x,A) <r}. Then if
A, CK, for every r >0,

m(Ar) > (@7 (2) + ry/p).

The property above implies the concentration of Lipschitz functions over log-concave

measures.

Corollary 3.3.12. Let m be a p-strongly log-concave measure supported on a conver set

K C RY. Suppose a : K — R is G-Lipschitz. For z € [0,1], define m(z) € R such that

)

)

Pryrla(z) < m(z)] = z. Then for every r >0,

r

Prla(x) >m(z)+7r] < ® <q)1(1 ) - G,U

Prla(z) <m(z) —r] < ® (@_1(2) -

Proof. Fix some z € [0,1]. Let A = {x € K : a(z) < m(z)}, so 7(A) = z. Let 4, = {z:
d(x,A) <r}. Since « is G-Lipschitz, a(x) > m(z)+r implies that d(z, A) > r/G. Therefore
{z:a(r) >m(z) +r} C{r:d(x,A) >r/G} = A, /g and so

Pr[a(z) > m(z) + 7] < (A4, q)

=1-7(4/c)

< 1—<I><<I>_1(z)+r

&)

— 0 <—<I>_1(z) - TG“> .
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We obtain the other inequality by applying the above inequality to —a(x). O
3.4 GDP of Regularized Exponential Mechanism

In this section, we prove our DP result (Theorem ). The proof uses the isoperimetric
inequality for strongly log-concave measures [Led99]. Intuitively, the privacy loss random
variable will be G-Lipschitz under the hypothesis and isoperimetric inequality implies that
any Lipschitz function will be as concentrated as a Gaussian with appropriate standard devi-
ation. This allows us compare the privacy curve 6(P || Q) to that of a Gaussian mechanism.
In our proof, it is actually more convenient to compare tradeoff curves (T'(P || Q)) which

are equivalent to privacy curves via convex duality (Proposition and Theorem ).

Theorem 3.4.1. Given convex set K C R? and p-strongly convez functions F,F over K.
Let P,Q be distributions over K such that P(z) o« e F®) and Q(x) o e F@ IfF—F s
G-Lipschitz over K, then for all z € [0, 1],

TP Q) 2 T(N 01| A (jﬁ,l))@).

Proof. Let v = G/\/pi. Let a(z) = F(x) — F(x) so that Q(z) & e~ P(z). Recall that we
have T(P[|Q)(z) = infg.p(g)=1—. Q(S). Note that the infimum is achieved when we choose
S ={z e K:ar) >m(z)} for some m(z) chosen such that P(S) = Pry.pla(z) > m(z)] =

1 — z (Neyman-Pearson lemma). Therefore:

T(PQ)(z) = Q(x)dx

We will now lower bound Ep[e~*1g]. Let the random variable Y = a(z) where x ~ P. Let

fy(:) be the PDF of Y.

Ig[efa(x)ls] = /x~a(x)>m(z) e @ P(z)de = Ele Y 1(Y > m(2))] = / e fy (t)dt
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_ /:Z o) (_dPrxwp [a(a;)tz t+ m(z)]> dt

= ¢ ) (e—t Pr fa(z) > t+m(2)]

:O - [ P a2 )t

= (1—2)e ™) — e_m(z)/ et P1;3 [a(x) > t+m(z)]dt
t=0 xrey

> (1 —z)e ™) — gm(z) / e tD(d N1 — 2) —t/v)dt (Corollary )
t=0

= (1 —2)e ™) — gm() <(1 —2) —exp (722 —o (1 - m) PP 1(1—2)— w)
(Claim 3.1.2)

e (”2 Lo () - m<z>) B(~071(z) — )

We will now upper bound Ep[e™*1g] in a similar way.

E[e~*®) 15 = / e @ p(z)da
P z:o(z)<m(z)

_ /t: " (_dPrzwp [a(:il)ts m(z) - t]) y

=™ (—et Pr [a(x) < m(z) —t]

:O+/too e Pr [a(z) < m(z) — 1] dt>

x~P —g z~P
= ze7™) 4 e7m() / e' Pr [a(z) < m(z) —t]dt
< zem™E) 4 emmlz) / D@ (2) —t/v)dt (Corollary )
t=0

2
=z (e (5407 e ) 2@ ) 4) )

(Claim )

2
— exp (72 + 071 (2)y - m(z)) ®(27(2) +1)

Combining the two bounds, we get:
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=0(—d1(2) — ) (Using ®(z) + ®(—z) = 1)
=T(N(0,1) [| N(v,1)). (Eqn (3.10))
U

We finish by calculating the integrals that showed up in the proof.

Claim 3.4.2.
o0 t 2
/ e ld <a - > dt = ®(a) — ez ~P®(a — 7)
0 0
< t 21,
edla——|dt=—-P(a)+ez " P(a+7)
0 Y
Proof.

Le—(a=t/7)?/2

YV 21
00 —(t—(va—+?))?/2
=®(a) — / v /2-av & dt
0 YV 2T

=®(a) — 672/2_‘”@(a - ).

dt

Cb

/0 e ' ®la—t/y)dt = —e~ @(a—t/v)‘o —/O -

/*OO t(I)( t/ )dt t(b( t/ )|OO 0o te—(a—t/’Y)Q/th
e®Pla—t/y)dt = ePla—1/y +/ & —
0 0 0 YV 2T
o0 —(t=(av++?))%/27*
e
= —®(a) +/ 1’ /2tey dt
0 YV 21

= —®(a) + Pt P(a + 7).

O]

As a corollary to Theorem , we can bound any divergence measure that decreases
under post-processing such as Renyi divergence or KL divergence. In particular, this also

implies Renyi Differential Privacy [Mirl7] of our algorithm.

Corollary 3.4.3. Suppose F,F are two p-strongly convex functions over K C R%, and
F — F is G-Lipschitz over K. For any k > 0, if we let P oc e *F and Q e be two
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probability distributions on K, then we have

GV
D(P|Q) <D (N(O, DIV (\/ﬁ, 1))

for any divergence measure D which decreases under post-processing. In particular,

akG? kEG?
and Dk (P||Q) < —.

Da(PQ) < 5 5

Proof. By Theorem 2.10 in [DRS19], if T'(P||Q) > T(X||Y), then there exists a randomized
algorithm M such that M(X) = P and M(Y) = Q. Therefore for any divergence measure

which decreases under post-processing we have,
D(P[|Q) = D(M(X)|[M(Y)) < D(X]Y).

The rest follows from Theorem . It is well-known that Renyi divergence and KL
divergence decrease with post-processing (see [VEH14], for example). We can also compute

Do (N(0,1),N(s,1)) = as?/2 and D, (N(0,1),N(s,1)) = s2/2 [Mirl7]. O
3.5 Efficient Non-smooth Sampling

In this section, we will present an efficient sampling scheme for (non-smooth) functions
to complement our main result first. Specifically, we study the following problem about

sampling from a (non-smooth) log-concave distribution.

Problem 3.5.1. Given a p-strongly convex function 1(x) defined on a convex set K C R?
and +oo outside. Given a family of G-Lipschitz convex functions {f;(z)}ier defined on K.

~

Our goal is to sample a point = € K with probability proportionally to exp(—F'(x)) where
F(z) = E fi(x) + ¢ ().
icl

Our sampler is based on the alternating sampling algorithm in [LST21b] (See algorithm
). This algorithm reduces the problem of sampling from exp(—ﬁ (z)) to sampling from

exp(—F(z) — ﬁ”x — y||?) for some fixed 1 and for roughly ﬁ many different y. When the
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step size 7 is very small, the later problem is easier because the distribution is almost like
a Gaussian distribution. For our problem, we will pick the largest step size n such that we

can sample exp(—F(z) — ﬁ”x — y||2) using only O(1) many steps.

Algorithm 13: Alternating Sampler

Input: p-strongly convex function F , step size n > 0, initial point zq
for t € [T] do
Yt < Ty—1 + /7 - ¢ where { ~ N (0, ).
Sample z; o exp(—F(z) — %H:p — yl13)-
end
Return zp

(= B N N N

Theorem 3.5.2 ([LST21b, Theorem 1]). Given a p-strongly convex function F defined on
K with an initial point xo. Let the distance D = ||xo — 2*||2 for any z* = arg mingex F(x).
Suppose the step size n < %, the target accuracy 6 > 0 and the number of step T >
@(# log(d/“n;gDz)). Then, Algorithm 17 returns a random point xp that has § total variation
distance to the distribution proportional to exp(—F(z)).

Now, we show that Line 4 in Algorithm can be implemented by a simple rejection
sampling. The idea is to pick step size 1 small enough such that F (x) is essentially a constant

function for a random z ~ N (y,n - I;). The precise algorithm is given in Algorithm

Algorithm 14: Implementation of Line

Input: convex function ﬁ(m) = Eier fi(x) + ¢(x), step size n > 0, current point y

1

2 repeat

3 Sample x, z from the distribution o exp(—(x) — ﬁHx —y|13)

4 Set p+ 1

5 fora=1,2,--- do

6 p < p+15,(f;,(2) = fj;(x)) where j; are random indices in [
7 With probability £, break

8 end

9 Sample v uniformly from [0, 1].
10 until v < %p;

11 Return z
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Since F' has the v term, instead of sampling = from N (y,n - I;), we sample from
exp(—¢(x) — %”37 — 9||?) in Algorithm 14. The following lemma shows how to decom-
pose the distribution exp(—F(z) — ﬁ“x — y||?) into the distribution mentioned above and

the distribution exp(— E;cr fi(x)). It also calculates the distribution given by the algorithm.

Lemma 3.5.3. Let w be the distribution proportional to exp(—ﬁ(m) - %M —y|13) and let
G be the distribution proportional to exp(—i(x) — %Hx —y||?). Then, we have that

dr dG  exp(—Eic fi(2))
dr  dr FEyogexp(—Eier fi(x))

Let T be the distribution returns by Algorithm 1/. Then, we have that

& dG E(plr)

de  dz  E(p)

where p = min(max(p,0),2) is the truncation of p in Algorithm 1/ to [0,2], E(p|x) is the

expected value of p conditional on x, and E(p) = E,g E(p|z). Furthermore, we have that
E(plz) = exp(— E fi(z))- E exp(E fi(2)).
(ple) = exp(— B [ix)) - B exp(E fi(2)

Proof. For the true distribution 7, we have

dr exp(—Eier fi
dx fexp( Eier fz

_ exp(—Eies i)
[ exp(—Eies filx) %

(x) = (@) — 5w — yl13)
(@) = ¥(@) = g5llv — y3)d=

_dg exp(— Eier fi(z))
" dr Egegexp(—Eies fi(z))

% SR

For the distribution 7 by the algorithm, we sample x ~ G, then accept the sample if

u < %p. Hence, we have
&7 dgPr(u < Lpl)
dr — dr Pr(u<ip)’

Since u is uniform between 0 and 1, we have the result.
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Finally, for the expectation of p, we note that

EILZ (fi(2) = fi(2)) = (E (fi(2) = fi(2)))"

and that the probability that the loop pass step « is exactly é Hence, we have

1€

Blple.2) = 1+ 3" S (E () — ()" = expl £ (f(2) ~ £i(x)).
a=1

Taking expectation over z gives the result. O

Note that if we always had 0 < p < 2, then E(p|z) = E(p|x) x exp(—Eier fi(x)) and
hence ‘;—g = %. Therefore, the only thing left is to show that 0 < p < 2 with high probability
and that it does not induces too much error in total variation distance. To do this, we use

Gaussian concentration to prove that E;cr f;(x) is almost a constant over random x ~ G.
Lemma 3.5.4 (Gaussian concentration [Led99, Eq 1.21]). Let X ~ exp(—F) for some
1/n-strongly convex F and ¢ is a G-Lipschitz function. Then, for all t > 0,

PrU(X) — E[¢(X)] > t] < e~/ (20G?),

Now, we are already to prove our main result. This shows that if < G2, then the

algorithm indeed implements Line 4 correctly up to small error.

Lemma 3.5.5. If the step size n < Clogfl(l/(Smner)G*2 for some small enough C' and
the inner accuracy dinner € (0,1/2), then Algorithm returns a random point T that has
Oinner total variation distance to the distribution proportional to exp(—ﬁ(x) — %Hx —y|13).

Furthermore, the algorithm accesses only O(1) many f;(x) in expectation and samples from

exp(—(z) — g | — yl[3) for O(1) many y.

Proof. Let 7 be the distribution given by c-exp(—F(z)— % |z—yl|3) and 7 is the distribution

outputted by the algorithm. By Lemma , we have
- dG exp(—E;er fi(x dG E(p|x
e = [ p(~Bies fi(x) _ dGE(plr)

R

htd dx
dx Epogexp(— Eier fi(x)) dxz E(p)
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exp(—Eier fi(x)) E(p|z) ‘

" onG | Eyngexp(— B fi(z))  E(p)

Let X be the random variable E(p|z) and X be the random variable E(p|z). Lemma
shows that X = exp(— Eics fi(z)) - E.g exp(E;cs fi(2)) and hence

exp(—Eicr filz)) X
Eongexp(—EBier fi(z))  Eong X'

Therefore, we have

~ X X X X X E|X — X]|
=E|=—-— — E - — <2 A1
dry (7, ) EX Erx|- |EX EX TR EY IEX‘ - |EX] (3:11)
We simplify the right hand side by lower bounding E X. By Lemma and the

fact that the negative log-density of G is 1/n-strongly convex, we have that E;cr fi(z) >
Eqz~g Eier fi(x) — 2G/n with probability > 1 — e~2. Hence, we have

EX = E exp(~E fi(2)) E exp(E fi())

= exp(— xINEg iIEI fz(x)) . zgg exp(ilgl fz(Z))

=5 exp(E, fi2) - o fi@))

> (1 ¢ %) oxp(~2G /7).

Using n < G=2/8, we have E[X] > Z. Using this, (3.11), X = E(p|z) and X = E(p|z), we
have

drv(m,7) < 3-E|X — X| <3-E(|p| - Lgpa)-

We split the p into two terms p<r, and p~r. The first term p<, is the sum of all terms
added to p when o < L (including the initial term 1). The second term p~r, is the sum

when a > L. Hence, we have p = p~1, + p<r, and hence

dry(m,m) < 3-E(lp>rl - Lpgpoz) + 3 E(lp<rl - 1pg0,2))- (3.12)
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For the term p~, by a calculation similar to Lemma , we have

B(lpsil Tpgo) < Elpsr] < B B(E |i(2) — fi(a)]),

where ®(t) = Y07 ;| Z—a, is a power series in ¢ with all positive coefficients. By picking
L > Clog(1/dinner) for some large constant C, we have ®(t) < % for all |t| < 1. Let A
be the random variable E;c;|fi(z) — fi(z)| whose randomness comes from x and z. Then,

we have

5inner A 5inner = k+1
E(lp>r] - 1o¢p02) < 16 +Ee?1as; < 6 + ;e IPE(A > k).

Denote a function hy . (t) := Prics[|fi(z) — fi(x)] > t]. Since each f; is G-Lipschitz,

Lemma shows that
Prllfi(z) = filw)] 2 1] < 4/ 0,
which implies
Elhe(0)] = Prlifi(e) = fila)] 2 1] < 4e”"/C05,
By Markov inequality, for any k& > 0, we know
Prlhs () > e ] < 4eh—1/(B1G?)
As | fi(2) = fi(@)] < Gl — z]la, if hoo(t) = Prics[| fi(2) = fi(x)] > 1] < e*/(1016*) | we know
E i) = fia)| < t 4700 Gl — 2]l

Hence, one has

Pr| E 1fi(2) = fi(@)] 2 t + e /090G g — 23] < Prfh, .(t) > 7/ 0016)]
z 1€

x, T,z
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< 4o~ /161G7),
By Gaussian Concentration, we know

Pr[|lx — z||2 > t] < Pr[||z —Exz|2 > t/2 or ||z —Ez| > t/2]
x,z z,z

< 961/,

Thus we know

PrE |fi(2) — fi(z)| = 21]

x,z 1€l
= PI[E |fi(2) ~ fi(@)] 2 2t |}z — zll2 > t/G) + PrE | i(2) ~ fi(e)| > 2.} — 22 < /]

< 27 /EFD L Pr B |fi(2) ~ fila)] > 21, la 22 < t/]
S

- x,z 4

< 2e7/BF L PrE [£i(2) — i) 2 t 4+ ¢ 0Pz — 2]
S

x,2 9

< Ge—t7/(16nG?)

Hence, we have Pr(A > k) < 6exp(—k?/(64G?n)) and

5 e R
E(lp>L| - 1p¢p0,2) < “1“6“”+1726 64G%n ST (3.13)
k=1

where we used 1 < 279G ~2/10g(400/6inner) at the end.

As for the term p<y,, we know that

E([p<r| - 1p¢[0,2)

=E(lp<r| - 1pgio2) - Ljpoy|<2t) + Ello<il - ogjo2) - 1pep>2t)

<Prlp ¢ [0,2] - 2"+ 2FDEPr(|po | > 27F). (3.14)
k=1

Note that the term p<j involves only less than %2 many f;(z) and f;(z). Lemma
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shows that for any i, we have
Pr(|fi(x) = E_fi(a)| > ) < 2¢7"/E05),
~G z~G
By union bound, this shows
Pr (|fi(z) — fi(2)| > 12k for any such ) < L% exp( i )
i(x) = fi > — < Xp(————5)-
e i 4 Y Ponce

Under the event |f;(x) — fi(2)| < 32 for all i appears in p<y, we have

L
ok
’P<L|<1+ZH il fia(2) = fiio( Z ? §2kL~
a=1 a=1
Therefore, we have Pr(|p<y| > 2FF) < L2 exp(—ggz%) and
o(k+1)L p S 9Ly < 3 gkt L2 )< S okl '
> 2t prflpes| > 7)< 3 D) < 2 (g )
Picking n < 278G2L~!, we have that
o0 o0 o0
> 2L Pr(|pep| > 2F) <Y "2 exp(—2-4FL) <) 27 < Dinner (3.15)
k=1 k=1 k=1

by picking L > C'log(1/dinner) for large enough C.

It remains to bound the term Pr[p ¢ [0,2]] - 2F. We know the probability the algorithm
enters the (L+1)-th phase is at most ;. Hence we know Pr[p ¢ [0,2]] < £;+Prlp<; ¢ [0, 2]].
Similarly, by Gaussian Concentration and union bound, we have

xfgg(\fl(:v) — fi(2)| > 1/2 for any such i) < L? exp(—&?G2

).

Under the event that |f;j(x) — fi(z)| < 1/2 for all i appears in p<y,, we have

1—ZH Cilfiia(2) = fira (2 )|<p<L<1+ZH Silfii 0 (2) = fii o (@],

a=1
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which implies 0 < p<y, < 2. Then we know Pr[p<y ¢ [0,2]] < L2 exp(—%%). By our

setting of parameters and that L = C'log(1/dinner) for some large constant C, we know

1 1 6inner
- V< )
877G2) + L!) -9

Pr[p ¢ [0,2]] - 2F < 25(L? exp(— (3.16)

Combining (3.12), (3.13), (3.14), (3.15) and (3.16), we have the result drv (7, 7) < Jinner-
Finally, the accept probability is given by E )~(/2 andEX >EX-E ]X—)NC| > %—% >

%. Hence, the number of access is O(1). O
Combining Theorem and Lemma , we have the following result:

Theorem 3.5.6. Given a u-strongly convex function () defined on a conver set K C RY
and oo outside. Given a family of G-Lipschitz convex functions { fi(x)}icr defined on K.
Define the function F(x) = Eieq fi(z) + ¢(x) and the distance D = ||zg — z*||2 for some

_ III*yH%)
2n

~

x* = argmin, F(x). For any 0 € (0,1/2), if we can get samples from exp(—(x)
for any y € R and n > 0, we can find a random point x that has § total variation distance
to the distribution proportional to exp(—ﬁ(:c)) in

2 2 2
T.— @(Glog2(G(d/ﬁg+D))) steps.
1

Furthermore, each steps accesses only O(1) many fi(x) in expectation and samples from

exp(—th(x) = g5llz = yll3) for O(1) many y with n = ©(G~*/1og(T/5)).

Proof. This follows from applying Lemma to implement Line 4. Note that the dis-
tribution implemented has total variation distance Jdinner to the required one. By setting
Sinner = 0/(2T), this only gives an extra d/2 error in total variation distance. Finally, set-
ting n = ©(G~2/10g(1/6inner)), Theorem shows that Algorithm 14 outputs the correct

distribution up to §/2 error in total variation distance. This gives the result. O

In the most important case of interest when () is £3 regularizer, one can see exp(—(x)—
% |z —yl||3) is a truncated Gaussian distribution, and there are many results on how to sam-
ple from truncated Gaussian, e.g. [KD99]. For more general case, there are also efficient

algorithms to do the sampling, such as the Projected Langevin Monte Carlo [BEL18]. In
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fact our sampling scheme matches the information-theoretical lower bound on the value
query complexity up to some logarithmic terms, which can be reduced from the result in

[DJWW15] with some modifications. See Section for a detailed discussion.
3.6 DP Convex Optimization

In this section we present our results about DP-ERM and DP-SCO.

3.6.1 DP-ERM

In this subsection, we state our result for the DP-ERM problem (3.3). Briefly speaking, our
main result (Theorem ) shows that sampling from exp(—kF'(z; D)) for some appropri-
ately chosen k is (g,0)-DP and achieves the optimal empirical risk in (3.1). Our sampling
scheme in Section provides an efficient implementation. We start with the following

lemma which shows the utility guarantee for the sampling mechanism.

Lemma 3.6.1 (Utility Guarantee, [DKL18, Corollary 1]). Suppose k > 0 and F is a
convez function over the convex set K C RY. If we sample x according to distribution v

whose density is proportional to exp(—kF (x)), then we have

This is first shown by [KV06] for any linear function F', and [BST14] extends it to any

convex function F' with a slightly worse constant.

Theorem 3.6.2 (DP-ERM). Let ¢ > 0, K C R? be a convex set of diameter D and
{f(+;8) }sep be a family of convex functions over KC such that f(x;s)— f(x;s") is G-Lipschitz
for all s, s'. For any data-set D and k > 0, sampling 2Priv) with probability proportional to
exp (—k(F(z; D) + pl|z||3/2)) is (e, 6(c))-differentially private, where

GVk

The excess empirical risk is bounded by % + “—?2. Moreover, if {f(-,s)}sep are already

i(e) < 5(/\/(0, 1)
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p-strongly convez, then sampling zP™™) with probability proportional to exp(—kF(x;D)) is

(5o

(e,0(¢g))-differentially private where

d(e) <4 (/\/(O, 1)

The excess empirical risk is bounded by %.

Proof. The privacy guarantee follows directly from our main result Theorem , and the

bound on excess empirical loss can be proved by Lemma . O

Before we state the implementation results on DP-ERM, we need the following technical

lemma:

Lemma 3.6.3. For any constants 1/2 > § > 0 and ¢ > 0, if |s| < \/2log(1/(20)) + 2¢ —
2log(1/(26)), one has

S(N(0,1) || N(s,1)) < 6.
Proof. By Equation (3.9), we know that

SN(0,1) || N(s,1))(e) < ® (_z n %) .

Without loss of generality, we assume s > 0 and want to find an appropriate value of s such
that ® (—£ + £) < 6. Denote ¢ := ®~!(1 — ) and since 1 — ®(t) < £ exp(—t?/2) for t > 0,
we know that ¢ < \/21log(1/(26)). It is equivalent to solve the equation S — 5 >t, which is
equivalent to 0 < s < V12 + 2e — t. Note that V12 + 2 — ¢ decreases as t increases, which
implies that we can set s < \/2log(1/(29)) + 2 — /21og(1/(26)). O

Combining the sampling scheme (Theorem ) and our analysis on DP-ERM, we can

get the efficient implementation results on DP-ERM directly.

Theorem 3.6.4 (DP-ERM Implementation). With same assumptions in Theorem ,
and assume f(-;s) is G-Lipschitz over K for all s. For any constants 1/10 > § > 0 and

e > 0, there is an efficient sampler to solve DP-ERM which has the following guarantees:
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e The scheme is (g,0)-differentially private;

GDVd
n(y/log(1/8)+e—+/log(1/4))

if € < 1/10, the expected excess empirical loss is bounded by 26Dy dlog(1/9) ”il:)gm. If ¢ >

log(1/0), the expected excess empirical loss is bounded by O(Gf\\[@).

. In particular,

o The expected excess empirical loss is bounded by

e The scheme takes

e2n? 5 nde
© <log<1/6> log <5>>

queries to the values on f(x;s) in expectation and takes the same number of samples

from some Gaussian restricted to the conver set K.

Proof. By Lemma , we can set s = /2log(3/(49)) +2e — /2log(3/(49)) to make
S(N(0,1) || N(s,1)) < 26/3. For our setting, Theorem shows that we have s = %

and hence we can take

2un? (\/log(3/(45)) +¢e— /log(3/ (45)))2
k= e :

GVd
nD(\/10g(3/(45))+8—\/log(S/(45))> ’

Putting it into the excess empirical loss bound of %+“TD2 and setting p =

we get the result on the empirical loss.
Particularly, consider the case when ¢ < 1/10. We know the excess empirical loss is

GDVd z _ 2 z
bounded by T oa I e ios B D) Note that 1 + 3 T < Vlt+x <1+ 3 for
1 GDVd

x > 0. Under the assumption that d,e € (0, 15), we know MY YU Fey e 7 <

26Dy di?gg(él/ 59)  The case when e > log(1/6) also follows similarly.

To make it algorithmic, we apply Theorem with the accuracy on the total variation
distance to be min{d/3, -} for some large enough constant c. This leads to (e, §)-DP and
an extra empirical loss and hence we use log(1/d) rather than log(3/(44)) or log(4/(59)) in
the final loss term.

The running time follows from Theorem . O
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3.6.2 DP-S5CO and Generalization Error

As mentioned before, one can reduce the DP-SCO (3.5) to DP-ERM (3.3) by the iterative
localization technique proposed by [FKT20]. But this method forces us to design different
algorithms for DP-ERM and DP-SCO, and may lead to a large constant in the final loss.
In this section, we show that the exponential mechanism can achieve both the optimal
empirical risk for DP-ERM and the optimal population loss for DP-SCO by simply changing
the parameters. The bound on the generalization error works beyond differential privacy
and can be useful for other (non-private) optimization settings.

The proof will make use of one famous inequality: Talagrand transportation inequal-
ity. Recall for two probability distributions vy, vo, the Wasserstein distance is equivalently
defined as L2

Wa(v1, v2) = inf ( E o — x2\§> ,

(3817;182)NF

where the infimum is over all couplings I' of vy, vs.

Theorem 3.6.5 (Talagrand transportation inequality). [OV00, Theorem 1] Let dm
e F@dx be a p-strongly log-concave probability measure on K C R with finite moments
of order 2. For all probability measure v absolutely continuous w.r.t. © and with finite

moments of order 2, we have
2
WQ(V,W) S *DKL(I/,W).
7

To prove our main result on bounding the generalization error of sampling mechanism,

we need the following lemma.

Lemma 3.6.6 (Lemma 7 in [BE02]). For any learning algorithm A and dataset D =
{81, ,8n} drawn i.i.d from the underlying distribution P, let D' be a neighboring dataset
formed by replacing a random element of D with a freshly sampled s' ~ P. If A(D) is the
output of A with D, then

E[F(A(D)) = F(A(D); D)] [FAD): o) = FAD);s)].

= E
D,s'~P,A
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Now we begin to state and prove our main result on the generalization error.

Theorem 3.6.7. Suppose {f(-,s)} is a family p-strongly convex functions over K such that
f(z;8) = f(x;8") is G-Lipschitz for all s,s'. For any k > 0 and dataset D = {s1,82, - , Sn}
drawn i.1.d from the underlying distribution P, let D' be a meighboring dataset formed by

replacing a random element of D with a freshly sampled s ~ P,

G
Wy(mp, mpr) < —.
npy
If we sample our solution from density mp(x) e kF@D) e can bound the excess popula-
tion loss as:
~ ~ G* d
E [F —min F(z) < — + —.
D @ —mip F(z) < 20+

Proof. Recall that

FD) == 3 fa:s:).

s; €D

We form a neighboring data set D’ by replacing a random element of D by a freshly sampled

s’ ~ P. Let mp x e *'@D) and 1p o e k@D, By Corollary , we have
G?k
D ) < .
kL(TD, Tpr) < ST

By the assumptions, we know both F(z;D) and F(z;D’) are p-strongly convex and by

Theorem , we have

2
Wy (mp, mpr) < \/k;MDKL(TrDﬂTD’) < Ti

By Lemma and properties of Wasserstein distance, we have

E [Fe)- F&;D)= E [E [~ E 5

D,x~1p D,s'~P |x~1Tp T/~
) D
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= E | E [flz;8) = flzss")] = E [f(a'ss') = f(as5")]

'D,S’N'P T~TD x! T/

(where s” is chosen arbitrarily, note that Ep zrp[f(255")] = Epr grmnp, [f(2'58)])

< G- Wy(mp, mpr) (f(z;8") — f(x;8") is G-Lipschitz)
G2

< —.
ny

Hence, we know that

S E [F@)-minf@)< | E_[F)] - Elmip F(:D)

E [F(z)— F(z;D)]+ E [F(x;D)— min F(z; D)]

D,x~7p D,x~7p zelkl

2
& E [F(x;D) — min F(x; D)]
nu  Dx~mp zeK
¢, d
np k'

IN

IN

IN

where the last inequality follows from Lemma . O

With the bounds on generalization error, we can get our first result on DP-SCO.

Theorem 3.6.8 (DP-SCO). Let ¢ > 0, K C R? be a convex set of diameter D and
{f(:;8)}sep be a family of convex functions over K such that f(x;s)— f(x;s') is G-Lipschitz
for all s,s'. For any data-set D and k > 0, sampling 2 (Priv) yith probability proportional to
exp (—k(F(z; D) + pl|z]3/2)) is (e, 6(¢))-differentially private, where

(5o

If users in the data-set D are drawn i.i.d. from the underlying distribution P, the excess

M)<%N01

population loss is bounded by % + % + %m. Moreover, if { f(+;8)}sep are already p-strongly
convez, then sampling =) with probability proportional to exp(—kF(z;D)) is (,6(c))-

GVk
\N(W’Q)(E)'

differentially private where

d(e) <é (/\/(O, 1)




141

The excess population loss is bounded by % + %.

Proof. The first part about privacy is a restatement of our result on DP-ERM (Theo-
rem ). The excess population loss (See Equation (3.0)) follows from the bound on

generalization error (Theorem ) and utility guarantee (Lemma ). O

We give an implementation result of our DP-SCO result.

Theorem 3.6.9 (DP-SCO Implementation). With same assumptions in Theorem ,
and assume f(-;s) is G-Lipschitz over K for all s. For 0 < § < % and 0 < e < %, there is
an efficient algorithm to solve DP-SCO which has the following guarantees:

e The algorithm is (e, d)-differentially private;

o The expected population loss is bounded by

oD <2 loi(zl/&)d+;ﬁ)’

where ¢ > 0 is an arbitrary constant to be chosen.

e The algorithm takes

o (o { iy o ()

queries of the values of f(-,s;) in expectation and takes the same number of samples

from some Gaussian restricted to the convex set K.

Remark 3.6.10. As for the non-typical case when ¢ > 1/10, one can use the bound in
Theorem and the bound on generalization error (Theorem ) . Particularly, one

can achieve expected population loss O (GD ( Vd/n + 1 >>

Vog(1/8)+e—/log(1/5) = Vn

e2n’u

Proof. By Theorem , sampling from exp(—k(F (z; D)+ul/x||3/2)) when k < 3G 1oa (3/ (1))
. . . 2,2 -

is (¢,26/3)-DP. Besides, we can set k = 45 mm{m, 2nd} for arbitrarily large con-
stant ¢ > 0 to make the mechanism (g,20/3)-differentially private, achieving tight pop-

ulation loss and decrease the running time. Then the population loss is upper bounded
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d uD?* G* G? 2log(3/(46))d 1 D?*  G?
d D7 GG [2os/)d 1 D7 G
k 2 un e*n 2n 2 un

By setting p = %\/2(w + %), the population loss is upper bounded by

£2n2

GD\/4log(3/(45))d+:LJFGD\/gq;D (2 log(3/(45))d+2>'

e2n? - en vn

To make it algorithmic, we also apply Theorem with the accuracy on the total
variation distance to be min{d/3, .-} for some large enough constant c. This leads to an

extra empirical loss and hence we use log(1/6) rather than log(3/(49)) in the final loss term.

The runtime follows from Theorem . OJ
3.7 Information-theoretic Lower Bound for DP-SCO

In this section, we prove an information-theoretic lower bound for the query complexity
required for DP-SCO (with value queries), which matches (up to some logarithmic terms)
the query complexity achieved by our algorithm (in Theorem ). Our proof is similar to
the previous works like [ACCD12, DJWW15] with some modifications.

Before stating the lower bound, we define some notations. Recall that we are given a set
D of n samples (users) {s1,---,sn}. Let Ag be the collection of all algorithms that observe
a sequence of k data points (Y1, .- ,Y*) with Y* = f(X*; S*) where S € D and X* € K are
chosen arbitrarily and adaptively by the algorithm (and possibly using some randomness).

For the lower bound, we only consider linear functions, that is we define f(z;s) := (z, s).
And let Pg be the collection of all distributions such that if P € Pg, then Eyop ||s]]3 < GZ.

And we define the optimality gap

SAPK) = | B FED)] - inf Flo)

where ﬁ(x) = Eswp f(z; ), T is the output the algorithm 4 given the input dataset D and

the expectation is over the dataset D ~ P™ and the randomness of the algorithm A. Note
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that we can rewrite the optimality gap as:

ex(A,P.K)= E [F@ED))] - inf F(z)

D~P™ A zek
-5, [ B L S6O19] - B o

= E [Z(D)"s] — inf E [2s].
s~P,D~P™ A z€elC s~P

The minimax error is defined by

ep(Pa,K) = iglgk;élgc (A, P, K).

Theorem 3.7.1. Let IC be the {5 ball of diameter D in R%, then

GD d
* > _ . . .
ep(Pa,K) > 16 mln{l, 4k}

In particular, for any (randomized) algorithm A which can observe a sequence of data points
(Y1 oo YR) with Y = f(X!; SY) where St € D = {s1,52,...,5,} and X' € K are chosen
arbitrarily and adaptively by A, there exists a distribution P over convex functions such that

Esup[||Vf(,8)]|3] < G? for all z € KC, such that the output T of the algorithm satisfies

- . GD . d
. o T
B[ B 0G0 - min E (1) = O mm{l, 4k}

3.7.1 Proof of Theorem

We reduce the optimization problem into a series of binary hypothesis tests. Recall we are
considering linear functions f(z;s) := (z,s). Let V = {—1,1}% be a Boolean hyper-cube
and for each v € V, let N, = N(6v,0%1;) be a Gaussian distribution for some parameters

to be chosen such that ﬁv(az) = Egun, [f(7;8)] = 6(x,v). Note that
E V@)= E. (Il = 62+ o*)d.

Therefore G = /d(6% + 02).
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Clearly the lower bound should scale linearly with D. Therefore without loss of gener-
ality, we can assume that the diameter D = 2 and define K = {x € R? : ||z|s < 1} to be
the unit ball. As in [ACCD12], we suppose that v is uniformly sampled from V = {—1,1}%.
Note that if we can find a good solution to ﬁv (z), we need to determine the signs of vector

v well. Particularly, we have the following claim:

Claim 3.7.2 ([DJWW15]). For each v € V, let ¥ minimize F, over K and obviously we
know that x¥ = —v/\/g. For any solution T € RY, we have

~

A O S
Fy(Z) — Fy(2") = M; 1{sign(z;) # sign(zj)},

where the function sign(-) is defined as:

+ ’Lf /fj >0
sign(i‘\j) = 0 if fj =0
—  otherwise
Claim provides a method to lower bound the minimax error. Specifically, we define

the hamming distance between any two vectors x,y € R? as dy(x,y) = > j—1 L{sign(z;) #

sign(y;)}, and we have

‘SZ(PG’ IC) >

2\(;&{i%f]E[dH(?),v)]}, (3.17)
where 7 denotes the output of any algorithm mapping from the observation (Y'!,---,Y*)
to {—1,1}%, and the probability is taken over the distribution of the underlying v, the
observation (Y1,---,Y"*) and any additional randomness in the algorithm.

By Equation (3.17), it suffices to lower bound the value of the testing error E[dg (v, v)].
As discussed in [ACCD12, DJWW15], the randomness in the algorithm can not help, and
we can assume the algorithm is deterministic, i.e. (X S!) is a deterministic function of

Yt=1.7 The argument is basically based on the easy direction of Yao’s principle.

"We use Y to denote the first ¢ observations, i.e. (Y1, - ,Y?)
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Now we continue our proof of the lower bound. We will make use of the property of the

Bayes risk.

Lemma 3.7.3 ([ACCD12, Lemma 1]). Consider the problem of testing hypothesis H_1 : v ~
P_1 and Hy : v ~ Py, where H_1 and Hy occur with prior probability m_1 and w1 :=1—m_1
respectively prior to the experiment. For any algorithm that takes one sample v and outputs
Piv > {=1,1}, we define the Bayes risk B be the minimum average probability that

algorithm fails (v is not sampled from H;(v)). That is B = infzm_1 Prli(v) = 1 | v ~

o~

P_i] +m Pr[i(v) = 0| v ~ Py]. Then, we have

B > min(7w_1,m1)(1 — ||P1 — P_1]|Tv).

Lemma 3.7.4. Suppose that v is uniformly sampled from V = {—1,1}%, then any estimate

v obeys

Proof. Let m_1 = m = 1/2. For each j, define P_; j = P(YH | v; = —1) and P, ; = P(YIH |
v; = 1) to be distributions over the observations (Y'!,---,Y*) conditional on v; # 1 and
v; = 1 respectively. Let B; be the Bayes risk of the decision problem for j-th coordinate of
v between H_1j :v; = —1 and Hy ; : v; = 1. We have that

d
Eldp (0,v)] > B;
j=1

d
>m1 > (1= |[[P1; —Pyllrv)
j=1

d 1 | &

>~ [1-— Py — P12
=5 Jd ZH 1, Lillzy |

=1

where the first inequality follows from the definition of Bayes risk B;, the second inequality

follows by Lemma, and the last inequality follows by the Cauchy-Schwartz inequality.
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To complete the proof, it suffices to show that
d ) 52
IR = Poyliv < k- (3.18)

- o
Jj=1

Assuming Equation ( ) first, which will be established later. Then we know that

O

We will complete the proof of Lemma by showing the following bounded total

variation distance.

Claim 3.7.5.
d 2

)
IR —Porliv < k-

- o
J=1

Proof. Applying Pinsker’s inequality, we know [Py ; — P—Lj”%v < lDKL(IF’_LjH]P’Lj). To

bound the KL divergence between P_;; and Py ; over all possible Y, consider v/ =
(V1,+++ ,Vj—1,Vj41,- -+ ,vq), and define ]P)_17j7UI(Y[k]) = P(Y[k] | vj = —1,v') to be the
distribution conditional on v; = —1 and v’. We have

Py (YH) = Priv/[P_y 0 (V).

v

The convexity of the KL divergence suggests that

D (Po1jPry) <Y Pr{v/|Decr (P [Py ).
,U/
Fixing any possible v/, we want to bound the KL divergence Dy, (P_1 j [P ).
Recall we are considering deterministic algorithms and (X, S?) is a deterministic func-
tion of Y-, Let Q; € R be a (random) matrix, which records the set of points the

algorithm queries for the user s;. Specifically, for t-th step, if the algorithm queries (X?, S?),
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then Qf = X' if S* = s;, otherwise Q! = 0, where Q! is the ¢-th column of Q;.

As we are considering linear functions, without loss of generality we can assume ( g, Qg /> =
0 for each i and any j # j/, and ||Q![|2 € {0,1} for any i and ¢. We name this assumption
ORTHOGONAL QUERY. Roughly speaking, for any algorithm, we can modify it to satisfy
the Orthogonal Query. Whenever the algorithm wants to query some point, we can use
Gram—Schmidt process to query another point and satisfy Orthogonal Query, and recover
the function value at the original point queried by the algorithm.

By the chain-rule of KL-divergence, if we define P_; ; (Y | Y= to be the distribution

of tth observation Y? conditional on v/, v; = —1 and Y[t=1 then we have

k
Drr(PyjulIP1ju) = Z/t 1 D (Poyju (Y| YU = )| Py (Y| YT = ) dP_y 0 ().
t=17Y""

Fix Y[~ such that Yl = y. Since the algorithm is deterministic and (X*, S?) is
fixed given YI=U. Let St = s; so Xt = QL.

Note that the n users in D are ii.d. sampled. Then Dgp(P_y (Yt | YI-U =
Y)|| Py j.o (Y| YU = y) only depends on the randomness of s; and the first ¢ columns of
Qi, which is denoted by Qgﬂ. We use th to denote the observation corresponding to user
s; for the tth query (if S* # s;, we have th = 0). Note that the observation Yi[t] = Qy]—rsi
where s; ~ N(6v,0%1;). Then we know Yi[t] is normally distributed with mean 5Q£-t]—rv and

o)

. T
co-variance 02Q£ ] Q;

Recall that the KL divergence between two normal distributions is D7, (N (1, 2) ||V (12, X)) =
$(p1 — p2) TS (1 — p2). Recall that we have the Orthogonal Query assumption and thus
Qgt]TQEt] € {0,1}1%! is a diagonal matrix. By the conditional distributions of Gaussian, we
know Y} only depends on the Q! and it is independent of Qgtfu.

Hence we have

Dicp (Pt (V! YEN = )| Py (V[ VI = )
=D (P jor (V| YT = )| Py (V| VIEY = )

=5 (20Q1() /o
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where QL(j) is the j-th coordinate of Qf. Summing over the terms, one has

d
1
D AP =Pty <5DrL(P-14|P1;)
j=1

where the last line follows from the fact that for each t,>"1 | [|Q![|3 = >, Z?:l (Qi(7)? =

1 as we only query one user for t-th step.

This completes the proof.
Having Lemma , we can complete the proof of Theorem
Proof. of Theorem . As discussed before, we know
F\(@) - By(a”) fzﬂ{agn #5) # sign(a))},

and hence we know that

4(Pa, ) > f inf E[d (3, 0)
Jovd [ avEY
4 ovd
where the last line follows from Lemma . We now set § = ‘2’\—\? and o = G

that d(o? + 6%) = G%. Hence one has

* > = = > _
€k(PG,IC) 1k

- 8 16 16/1+%_16

Thus we complete the proof.

svd  DévVd GD GD . { d}
min < 1, .

—F—, SO
\/d+d? /4K’
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Corollary 3.7.6 (Lower bound for DP-SCO). For any (non-private) algorithm which makes
less than O (min{%, nd}) function value queries, there exist a convex domain K C R?
of diameter D, a distribution P supported on G-Lipschitz linear functions f(x;s) := (z,s),

such that the output T of the algorithm satisfies that

~ . GD ) log(1/6)d 1
Sr{Ep[(m,s)] - %1’218?7)[(3:, s)] > Q (1—1—10g(n)/d - min {m + N 1}) :

Proof. Note that Theorem almost gives us what we want, except that the Lipschitz
constant of the functions in the hard distribution is bounded only on average by G. To get

distributions over G-Lipschitz functions, we just condition on the bad event not happening.

Recall that we are considering the set of distributions N, = N(6v,021;) for which
Eon, |52 < G = d(6%+02). And we proved that inf 4ca, sup,cy Esns, a[Fo(Er) — F] >

G—GD min {1, 1/ fk} in Theorem , where 7, is the output of A with k observations Y#l.
To prove Corollary , we need to modify the distribution of s to satisfy the Lipschitz
continuity.

In particularly, for some constant ¢, we know

E[F, (%) — ﬁ:]

E|F,(Z) — EF | maXHSZHQ < c¢G+/1 +log(nd)/ ] Pr [mastzHg < c¢Gy/1 +log(nd)/ }
[ F | max||s@||2 > cG+/1 + log(nd)/ } Pr [max”szHg > cG+/1 + log(nd)/ }

—

By the concentration of spherical Gaussians, we know if s ~ N (6v, 0?1y), then

Pr {Hs — 0|13 < 02d(1 + 2y/In(1/n)/d + 21n(1/n) /d)} >1-

We can choose the constant ¢ large enough, such that Primaxs,ep [|si|l2 < ¢G+/1 + log(nd)/d] >

1 — 1/ poly(nd), which implies

inf sup E [Av(ﬁc\k) — Er | ma%(Hsng <cGy1+ log(nd)/d} > Q(GDM).
S; €

A€Ay pey DN LA vk
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If we use the distributions conditioned on maxs,ep ||sil|2 < ¢G+/1 + log(nd)/d rather than

the Gaussians, and scale the constant to satisfy the assumption on Lipschitz continuity, we
can prove the statement. Particularly, let G’ = ¢G(1/1 + log(nd)/d). If the algorithm can

only make k = O (min{%, nd}) observations, we know

inf E [BR@-F 2 < G|
AlgAk ?}EBDNNJL,A v(xk) v ‘ g{lg% HSZH2 =

>Q (GD . min{(loi(;/é)d + %),1})

B G'D - nin log(1/8)d 1
_Q< 1+ log(nd)/d { en +\/ﬁ’1})’

which proves the lower bound claimed in the Corollary statement. O

Corollary 3.7.7 (Lower bound for sampling scheme). Given any G > 0 and p > 0.
For any algorithm which takes function values queries less than O (%2/(1 + 10g(G2/,u)/d))
times, there is a family of G-Lipschitz linear functions {f;(x)}icr defined on some ly ball
K C RY, such that the total variation distance between the distribution of the output of

the algorithm and the distribution proportional to exp(—Eies fi(x) — pl|z||?/2) is at least

min(1/2, \/du/G?).

Proof. By a similar argument in the proof of Corollary , for any algorithm which can
only make k observations, there are a family of G-Lipschitz linear functions restricted on

an /5 ball K of diameter D centered at 0 such that

D Tk GD . d
E [Fy(azk) —Fv] >Q (M)Wl~m1n{\/;,l}> , (3.19)

where ﬁ{f = mingej ﬁv(:c) and 7, € K is the output of A.

Suppose we have a sampling algorithm that takes k& queries. We use it to sample from

(sol)

x proportional to p(z) := exp(—F,(z) — £|lz||*) on K with total variation distance

n < min(1/2,/du/G?).
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Lemma shows that
E[F, () + Z[l2D|?) < min (F, (@) + £ll2]?) + O(d) + O() - (GD + uD?),

where the last term involving 7 is due to the total variation distance between z(5°) and p.

Setting D = y/d/p and using the diameter of K is D and 7 < min(1/2, \/du/G?), we have

E[F, (¢*0)] < min F, (x) + gDQ +0(d+n- (GD + pD?))

< min F, :
< min Fy(z) 4+ O(d)

Note that we set D = \/d/u. Comparing with (3.19), we have

GVdjp | [d
Hlog(k)/dmm{\/;,l} < O(d).

If d < G?/u < exp(d), we have

d
oL <o
and hence k = Q(G?/u). If G?/u > exp(d), we have

G\d/p [d
Viogtkyja V& =9

and hence k = Q(longG%). If G?/u < d, we can construct our function only on the first

O(G? /) dimensions to get a lower bound k& = Q(G?/u). Combining all cases gives the
result. O
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Part 11
NON-EUCLIDEAN GEOMETRY
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Chapter 4

PRIVATE CONVEX OPTIMIZATION IN GENERAL NORMS

4.1 Introduction

The study of convex optimization in spaces where the natural geometry is non-Euclidean,
beyond being a natural question of independent interest, has resulted in many successes
across algorithm design. A basic example of this is the celebrated multiplicative weights, or
exponentiated gradient method [AHK12], which caters to the ¢; geometry and has numer-
ous applications in learning theory and algorithms. Moreover, optimization in real vector
spaces equipped with different £, norms has found use in sparse recovery [CRT06], combina-
torial optimization [KLOS14, KPSW19], multi-armed bandit problems [BC12], fair resource
allocation [DFO20], and more (see e.g. [AKPS19, DG21] and references therein). Further-
more, optimization in Schatten-p norm geometries (the natural generalization of £, norms
to matrix spaces) has resulted in improved algorithms for matrix completion [ANW10]
and outlier-robust PCA [JLT20]. In addition to ¢, and Schatten-p norms, the theory of
non-Euclidean geometries has been very useful in settings such as linear and semidefinite
programming [Nem04] and optimization on matrix spaces [AGL'18], amongst others.

The main result of this paper is a framework for differentially private convex opti-
mization in general normed spaces under a Lipschitz parameter bound. Differential privacy
[DKM*06, DR14] has been adopted as the standard privacy notion for data analysis in both
theory and practice, and differentially private algorithms have been deployed in many impor-
tant settings in the industry as well as the U.S. census [EPK14, Abol6, Teal7, BEM'17,
DKY17]. Consequently, differentially private optimization is an increasingly important
and fundamental primitive in modern machine learning applications [BST14, ACG'16].
However, despite an extensive body of theoretical work providing privacy-utility tradeoffs
(and more) for optimization in the Euclidean norm geometry, e.g. [CM08, CMS11, KST12,
JT14, BST14, KJ16] (and many other follow-up works), more general settings have been
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left relatively unexplored. This state of affairs prohibits the application of private opti-
mization theory to problems where the natural geometry is non-Euclidean. Recent works
[AFKT21, BGN21, BGM21] have investigated special cases of private convex optimization,
e.g. for £, spaces or polyhedral sets, under smoothness assumptions, or under structured
losses. However, the systematic study of private convex optimization in general normed
spaces in the most fundamental setting of Lipschitz losses has been left open, a gap that
our work addresses.

Our framework for private convex optimization is simple: we demonstrate strong privacy-
utility tradeoffs for a reqularized exponential mechanism when optimizing a loss over a set

X C R? equipped with a norm |||| . More concretely, our algorithms sample from densities
x exp (—k(Fp + pr))

where k, . > 0 are tunable parameters, Fp is a (data-dependent) empirical risk, and r
is a strongly convex regularizer in |-, with bounded range over X. In the analogous
non-private Lipschitz convex optimization setting, most theoretical developments (namely
mirror descent frameworks) have focused on precise applications where such an r is readily
available [Shal2, Bubl5]. In this sense, our framework directly extends existing Lipschitz
convex optimization theory to the private setting (and indeed, recovers existing non-private

guarantees obtained by mirror descent [NY83]).

In the remainder of the introduction, we summarize our results (Section ), highlight
our technical contributions (Section ), and situate our paper in the context of prior work
(Section ).

4.1.1  Our results

We study both the empirical risk minimization (ERM) problem and the stochastic convex
optimization (SCO) problem in this paper; the goal in the latter case is to minimize the
population risk. We formalize this under the following assumption, which parameterizes the

space we are optimizing and the (empirical and population) risks we aim to minimize.

Assumption 4.1.1. We make the following assumptions.
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1. There is a compact, convex set X C R? equipped with a norm ||-|| -

2. There is a 1-strongly convezr function r : X — R in |||y, and © > maxzcx r(z) —

mingey r(x).

3. There is a set Q0 such that for any s € Q, there is a convex function f(:;s) : X - R

which is G-Lipschitz in ||-|| .

For definitions used above, see Section . We remark that by strong convexity, the
parameter © scales at least as Q(D?), where D is the diameter of X’ with respect to ||| y;
in many cases of interest, we may upper bound © by O(D?) as well up to a logarithmic
factor.

Finally, throughout the paper when working under Assumption , D = {sitiem)
denotes a dataset drawn independently from P, a distribution supported on 2, and we

define Fp: X - R and Fp: X — R by
1
= =3 S, Feln) = B [f(ss)) (4.1)
i€[n]
Private ERM and SCO. We first present the following general results under Assump-

tion

Theorem 4.1.2 (Informal, see Theorems , ). Under Assumption and fol-
lowing notation (1.1), drawing a sample x from the density v o< exp(—k(Fp + ur)) for some

k, > 0 specified in Theorem is (g,0)-differentially private, and produces x such that

T
E [Fp(z)] — min Fp(z) < GVO - VB8 35

T~V TEX - ne

Moreover, drawing a sample x from the density v o exp(—k(Fp + ur)) for some k,pu > 0

specified in Theorem is (g,0)-differentially private, and produces x such that

E  [Fp(x)] - mme( ) <GVO- \/8d107g26 \/>

D~Pn z~v
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Minimizing the non-private population risk under the same setting as Assumption
is a very well-studied problem, with matching upper and lower bounds in many cases of
interest, such as £, norms [NY83, ABRW12, DJW14]. The population utility achieved by our
regularized exponential mechanism in Theorem (namely, as € — c0) matches the rate
obtained by the classical mirror descent algorithm [NY83], which to our knowledge has not
been previously observed. Finally, in Appendix we provide an analog of Theorem
under the stronger assumption that the sample losses f(-;s) are strongly convex, bypassing
the need for explicit regularization. Our results in Appendix recover the optimal rate
in the Euclidean case, matching known lower bounds [BST14].

We next show how to apply the results of Theorem under various instantiations of
Assumption to derive new rates for private convex optimization under £, and Schatten-

p norm geometries.

¢, and Schatten-p norms. In Corollaries , , and , we combine known

(optimal) uniform convexity estimates for ¢, spaces [BCL94] with the algorithms of Theo-
rem and to obtain privacy-utility tradeoffs summarized in Table 4.1. Interestingly,
we achieve all these bounds with a single algorithmic framework, which in all cases matches

or partially matches known lower bounds.

Optimality gap

fp norm ERM loss Fp SCO loss Fp
dlog & \/dlog &
pe(1,2) (x)| GD.-VoE2@ | gp.[ L V%
ne/p—1 \/n(pfl) ne/p—1
+/dlogdlog +/dlogdlog
p=1(1) GD-% aD - 107g1d+gn8g26>
47 flog L 11 5 flog L

Table 4.1: Privacy-utility tradeoffs for £, norm optimization under (e, §)-differential privacy
obtained by: Corollary (p € (1,2)), Corollary (p = 1), and Corollary

(p > 2). We assume X has ¢, diameter bounded by D and hide constants (stated in the
formal results) for brevity. (%) indicates that our result matches the private ERM and
SCO lower bound [BGN21, LL22]. (t) indicates that our result (as ¢ — oo) matches the
non-private SCO lower bound [ABRW12, DJW14].
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We now contextualize our results with regard to the existing literature. In the following
discussion, the “privacy-dependent” loss term is the term in the SCO loss scaling with ¢, §,
and the “privacy-independent” loss term is the SCO loss when £ — oo.

In the case of constant p € (1,2), our Corollary sharpens Theorem 5 of [AFKT21]
by a v/log d factor in the privacy-dependent loss term, and is the first to match lower bounds
of [BGN21, LL22|. It improves bounds by [BGN21] by at least a logn factor on both parts
of the SCO loss, which further loses an ni factor on the privacy-dependent loss and requires
additional smoothness assumptions.

In the important case of p = 1, of fundamental interest due to its applications in sparse
recovery [CRT06] as well as online learning [Shal2, AHK12], our Corollary improves
the privacy-dependent loss term of [AFKT21] by a logd factor, and matches the privacy-
independent loss lower bound in the SCO literature [DJW14], matching the rate of en-
tropic mirror descent. The privacy-dependent loss term incurs an additional overhead of
VIog d compared to existing lower bounds. However, just as lower bounds on the privacy-
independent loss increase as p — 1, it is plausible that the upper bound obtained by
Corollary is optimal, which we leave as an interesting open direction.

In the p > 2 case, prior work by [BGN21] obtains a rate matched by Corollary
The non-private population risk term in (4.15) is again known to be optimal [ABRW12]. We
again find it an interesting open direction to close the gap between the upper bound ( )
and known lower bounds for private convex optimization when p > 2, e.g. [BGN21, LL22].

We further demonstrate in Corollary that all of these results have direct analogs
in the case of optimization over matrix spaces equipped with Schatten norm geometries. To
the best of our knowledge, this is the first such result in the private optimization literature;
we believe this showcases the generality and versatility of our approach.

Finally, we mention that all of these results are algorithmic and achieved by sam-
plers with polynomial query complexity and runtime, following developments of [LST21b,
GLL22]. In all cases, by simple norm equivalence relations, the query complexity of our
samplers is at most a d factor worse than the /o case, with improvements as p — 2. It is an
exciting direction to develop efficient high-accuracy samplers catering to structured densities

relevant to the setups considered in this paper, e.g. those whose negative log-likelihoods are
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strongly convex in £, norms. The design of sampling algorithms for continuous distributions
has been an area of intense research activity in the machine learning community, discussed
in greater detail in Section . We mention here that our hope is that our results and
general optimization framework serve as additional motivation for the pursuit of efficient

structured sampling algorithms working directly in non-Euclidean geometries.

4.1.2  Our techniques

Our results essentially build on the recent work of [GLL22|, who observed that a regu-
larized exponential mechanism achieves optimal privacy-utility tradeoffs for empirical and
population risks when losses are Lipschitz in the /5 norm. Under a Euclidean specializa-
tion of Assumption , [GLL22] provided variants of Theorem using the regularizer
r(z) = 3 |z||3, i.e. reweighting by a Gaussian.

We demonstrate several key tools used in [GLL22] have non-Euclidean extensions by
using a simple, general approach based on a convex geometric tool known as localization.
For example, the starting point of our developments is relating the privacy curves of two
nearby, strongly convex densities with the privacy curve of Gaussians (see Section for

definitions).

Theorem 4.1.3. Let X C R? be compact and convez, let F, F:X—>Rbe w-strongly convex
in |||y, and let P o< exp(—F) and Q exp(—F). Suppose F — F is G-Lipschitz in RIS
For all € € R>,

(P 1 < 6(N 0 | (fﬁ,l))@).

An analog of Theorem when ||-|| y is the Euclidean norm was proven as Theorem
4.1 of [GLL22]. Moreover, the analog of Theorem in [GLL22] follows from combining
Theorem 4.1 of that work, and their Theorem 6.10, a reduction from the SCO problem to
the ERM problem (containing a generalization error bound). These proofs in [GLL22] rely
on powerful inequalities from probability theory, which were initially studied in the Gaus-
sian (Euclidean norm regularizer) setting. For example, Theorem 4.1 applied the Gaussian
isoperimetric inequality of [ST74, Bor75a] (see also Theorem 1.1, [Led99]), which states that

strongly logconcave distributions in the Euclidean norm have expansion quality at least as
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good as a corresponding Gaussian. Moreover, the generalization error bound in Theorem
6.10 was proven based on a Euclidean norm log-Sobolev inequality and transportation in-
equality, relating Wasserstein distances, KL, divergences, and Lipschitz bounds on negative
log-densities. Fortunately, it turns out that all of these inequalities have non-Euclidean gen-
eralizations (possibly losing constant factors). For example, a non-Euclidean log-Sobolev
inequality was shown by Proposition 3.1 of [BL00], and a non-Euclidean transport inequal-
ity sufficient for our purposes is proved as Proposition 1 of [CE17]. Finally, variants of the
Gaussian isoperimetric inequality in general norms are given by [MS08, Koll1]. Plugging
in these tools into the proofs of [GLL22] allows us to recover Theorems and , as
well as our applications.

In this work, we take a different (and in our opinion, simpler) strategy to proving the
probability-theoretic inequalities required by Theorems , , yielding an alternative
to the proofs in [GLL22] which we believe may be of independent intellectual interest to
the privacy community. In particular, our technical insight is the simple observation that
several of the definitions in differential privacy are naturally cast in the language of local-
ization [KLS95, FG04], which characterizes extremal logconcave densities subject to linear
constraints (see our proof of Lemma for an example of this). This observation allows
us to reduce the proofs of key technical tools used in Theorems and to proving
these tools in one dimension, where all norms are equivalent up to constant factor rescal-
ing." After deriving several extensions of basic localization arguments in Section , We
follow this reduction approach to give a more unified proof to Theorems and . To
our knowledge, this is the first direct application of localization techniques in differential
privacy.

The interplay between the privacy and probability theory communities is an increas-
ingly active area of exploration [DRS21, GLL22, GTU22] (discussed in more detail in Sec-
tion ). We are hence optimistic that localization-based proof strategies will have fur-
ther applications in the privacy literature, especially in situations (beyond this paper) where

probability theoretic tools used in the Euclidean case do not have non-Euclidean variants in

!The one-dimensional case can then typically be handled by more straightforward “combinatorial” argu-
ments, see e.g. Section 2.b of [LS93] or Appendix B.3 of [CDWY20] for examples.
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full generality. In such settings, it may be a valuable endeavor to see if necessary inequalities

may be directly recast in the language of localization.

4.1.8  Prior work

Private optimization in Euclidean norm. Many prior works on private convex opti-
mization have focused on variants of the ERM and SCO problems studied in this work, under
{9 Lipschitz losses and ¢ bounded domains, such as [CMS11, KST12, BST14, BFTGT19,
BFGT20]. The optimal information-theoretic rate for these private optimization prob-
lems was given by [BST14], which was matched algorithmically up to constant factors by
[BFTGT19, BEGT20].

From an algorithmic perspective, a topic of recent interest in the Euclidean case is the
problem of attaining optimal privacy-utility tradeoffs in nearly-linear time, namely, with ~ n
gradient queries [FKT20, AFKT21, KLL21]. Under additional smoothness assumptions,
this goal was achieved by [FKT20]; however, achieving near-optimal gradient oracle query
rates in the general Lipschitz case remains open. We note that under value oracle access,
a near-optimal bound was recently achieved by [GLL22]. This paper primarily focuses on
the information-theoretic problem of achieving optimal privacy-utility tradeoffs for a given
dataset size. However, we believe the corresponding problem of designing algorithms with
near-optimal query complexities and runtimes (under value or gradient oracle access) is also

an important open direction in the case of general norm geometries.

Private optimization in non-Euclidean norms. The study of convex optimization
in non-Euclidean geometries was recently initiated by [AFKT21, BGN21], who focused
primarily on developing algorithms under ¢, regularity assumptions and bounded domains.
In follow-up work, [BGM21] gave improved guarantees for the family of generalized linear
losses. We discuss the rates we achieve for ¢, norm geometries compared to [AFKT21,
BGN21] in Section ; in short, we improve prior results by logarithmic factors in the case
p € [1,2), and match them when p > 2. Independently from our work, [HLL"22] designed
an algorithm for private optimization in ¢, geometries improving upon [BGN21] in gradient

query complexity (matching their privacy-utility tradeoffs); both [BGN21, HLL" 22| require
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further smoothness assumptions on the loss functions.

One of the main motivations for this work was to develop a general theory for pri-
vate convex optimization under non-Euclidean geometries, beyond ¢, setups. In particular,
[BGN21] designed a generalized Gaussian mechanism for the case p € [1,2), where gradi-
ents were perturbed by a noise distribution catering to the ¢, geometry. However, how to
design a corresponding mechanism for more general norms may be less clear. The algorithm
of [AFKT21] in the non-smooth case was based on a (Euclidean norm) Gaussian mecha-
nism; again, this strategy is potentially more specialized to £, geometries. Beyond giving a
general algorithmic framework for non-Euclidean convex optimization based on structured
logconcave sampling, we hope that the information-theoretic properties we show regarding
regularized exponential mechanisms (e.g. Theorem ) may find use in designing “gener-

alized Gaussian mechanisms” beyond ¢, norms.

Connections between privacy and sampling. Our work extends a line of work ex-
ploring privacy-utility tradeoffs for the exponential mechanism, a general strategy for de-
signing private algorithms introduced by [MTO07] (see additional discussion in [GLL22]). For
example, the regularized exponential mechanisms we design are similar in spirit to the ex-
ponential mechanism “in the X norm~” designed by [HT10, BDKT12]. Moreover, our work
continues a recent interface between the sampling and privacy literature, where (continuous
and discrete-time) sampling algorithms are shown to efficiently obtain strong privacy-utility
tradeoffs for optimization problems [GLL22, GTU22]. This work further develops this in-
terface, motivating the design of efficient samplers for densities satisfying non-Euclidean
regularity assumptions.

The design of sampling algorithms under general geometries (e.g. “mirrored Langevin
algorithms”) has been a topic of great recent interest, independently from applications in
private optimization. Obtaining mixing guarantees under regularity assumptions naturally
found in applications is a notoriously challenging problem in the recent algorithmic sampling
literature [HKRC18, ZPFP20, AC21, Jia21, LTVW22]. For example, it has been observed

both theoretically and empirically that without (potentially restrictive) relationships be-

*That is, the norm induced by the convex body X, not to be confused with the ||| ,, of Assumption
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tween regularity parameters, natural discretizations of the mirrored Langevin dynamics
may not even have vanishing bias [ZPFP20, Jia21, LTVW22]. Recently, [LST21b] gave an
alternative strategy (to discretizing Langevin dynamics) for designing sampling algorithms
in the Euclidean case, used in [GLL22] to obtain private algorithms for fo-structured ERM
and SCO problems (see Proposition ). Our work suggests a natural non-Euclidean
generalization of these sampling problems, which is useful to study from an algorithmic
perspective. We are optimistic that a non-Euclidean variant of [LST21b] may shed light
on these mysteries and yield new efficient private algorithms. More generally (beyond the
particular [LST21b] framework), we state the direction of designing efficient samplers for
densities of the form exp(—Fp — ur) satisfying Assumption as an important open
research endeavor with implications for both sampling and private optimization, the latter

of which this paper demonstrates.

4.2 Preliminaries

General notation. Throughout, O hides logarithmic factors in problem parameters when
clear from the context. For n € N, [n] refers to the naturals 1 <i <n. We use X' to denote
a compact convex subset of R%. The standard (¢2) Euclidean norm is denoted ||||,. We will
be concerned with optimizing functions f : X — R, and ||-||, will refer to a norm on X
The diameter of such a set is denoted diam. (&) := max; yex ||z — yll . We let N(y, %)
be the Gaussian density of specified mean and covariance. We denote the convex hull of a
set S (when well-defined) by conv(S). When a,b € RY, we abuse notation and let [a,b] be

the line segment between a and b.

Norms. Forp > 1, welet ||| » applied to a vector-valued variable be the £, norm, namely
loll, = ier lvg|P)1/P for v € R?; the £y norm is the maximum absolute value. We will

use the well-known inequality

1_1
loll, < lloll, < da™7 |Joll,, for veR?, ¢ <p. (4.2)
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Matrices will be denoted in boldface throughout, and ||-[|, applied to a matrix-valued vari-

able M is the Schatten-p norm, i.e. the £, norm of the singular values of M.

Optimization. In the following discussion, fix some f: X — R. We say f is G-Lipschitz
in ”HX if for all J:,x’ € X’ |f(x) - f(xl)‘ < G ||l“ - x'”;{. We say f is u—StrOngly convex in
|| v if for all z,2’ € X and t € [0,1],

ut(l —t)

fltz+ (1= y) <tf@@) + (1= 0f(y) = =5 llr = yl%-

Probability. For two densities 7, 7/, we define their total variation distance by |7 — 7'[| 1y :
5 [In(z (z)|dz and (when the Radon-Nikodym derivative exists) their KL divergence

by Dkr, (7T”7T )= [7(x)log ﬂ,((z)) dx. We define the 2-Wasserstein distance by

w2<w,wf>zreg?;ﬂ,)\/m) o — 213,

where I'(m,7’) is the set of couplings of 7 and #’. We note Wy satisfies the following

inequality.

Fact 4.2.1. Let Lipy(f) be the Lipschitz constant in the {o norm of a function f. Then,

for densities m, 7' supported on X,

Wo(m,7") sup<1/ f(x 7' (x))dz.

 Lipy(f

Proof. This follows from the dual characterization of the 1-Wasserstein distance (which
shows suppi,(py<1 [y f(2)(7(z) — 7'(x))dz = infpepr oy Egaryar |2 — 2'[|2), and convexity

of the square. O

We use « to indicate proportionality, e.g. if 7 is a density and we write m < exp(—f), we
mean 7(z) = w where Z := [exp(—f(z))dz and the integration is over the support

of 7.
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We say that a measure 7 on R? is logconcave if for any A € (0, 1) and compact A, B C R,
T(AM + (1 = N)B) > n(A) M (B) .

We have the following equivalent characterization of logconcave measures.

Proposition 4.2.2 ([Bor75b]). Let 7 be a measure on RY. Let E be the least affine subspace
containing the support of w, and let mg be the Lebesque measure in E. Then m is logconcave
if and only if dm = fdmpg, f is nonnegative and locally integrable, and —log f : E —

R U {400} is convezr.

In particular, Proposition shows that the measure of any subspace of E according
to m is zero. If in the characterization of [Bor75b] the function — log f is affine, we say  is
logaffine. Following [Bor75b], we analogously define strong logconcavity with respect to a

norm.

Definition 4.2.3 (strong logconcavity). Let 7 be a measure on R?. Let E be the least
affine subspace containing the support of 7, and let mg be the Lebesgue measure in . We
say 7 is p-strongly logconcave with respect to ||-|| if dm = fdmpg, f is nonnegative and

locally integrable, and —log f : E — R U {400} is p-strongly convex in ||-|| .

Privacy. Throughout, M denotes a mechanism, and D denotes a dataset. We say D
and D’ are neighboring if they differ in one entry. We say a mechanism M satisfies (g, d)-

differential privacy if it has output space Q and for any neighboring D, D/,

gug Pr[M(D) € S] — exp(e) Pr[M(D’) € S] < 6.

We define the privacy curve of two random variables X,Y supported on ) by

I(XNY)(e) := glcllf)z Pr[Y € S] —exp(e) Pr[X € S].

We say M has a privacy curve ¢ : R>g — [0, 1] if for all neighboring D, D', §(M(D)||IM(D")) <
d(e). For any ¢ € R>p, it is clear that such a M is (e, d(¢))-differentially private. We will
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frequently compare to the privacy curve of a Gaussian, so we recall the following bound

from prior work.

Fact 4.2.4 (Gaussian privacy curve, Lemma 6.3, [GLL22]). Let 6 € (0,3) and € > 0. For
any [t] < \/2log & + 26 — \[2log & < —==—, SN(0,1) | N (£, 1))(e) < 6.

,/QIOg%’

We will use Fact after deriving our Gaussian differential privacy guarantees [DRS21]

for strongly logconcave densities in Theorem
4.3 Gaussian differential privacy in general norms

In this section, we give a generalization of Theorem 4.1 of [GLL22], which demonstrates that
a regularized exponential mechanism for (Euclidean norm) Lipschitz losses achieves privacy
guarantees comparable to an analogous instance of the Gaussian mechanism. The proof
from [GLL22] was specialized to the Euclidean setup; to show our more general result, we
draw upon the localization technique from convex geometry [LS93, KLS95]. We provide the
relevant localization tools we will use in Section , and prove our Gaussian differential

privacy result in Section

4.3.1 Localization

We recall the localization lemma from [FG04]. We remark that the statement in [FGO04]
is more refined than our statement (in that [FGO04] gives a complete characterization of
extreme points, whereas we give a superset), but the following form of the [FG04] result

suffices for our purposes.

Proposition 4.3.1 (Theorem 1, [FG04]). Let X C RY be compact and convex, and let
[+ X = R be upper semi-continuous. Let KC(f) be the set of logconcave densities v supported
in X satisfying [y fdv > 0. The set of extreme points of conv(K(f)) satisfies one of the

following.
e v is a Dirac measure at x € X such that f(z) > 0.

e v is logaffine and supported on [a,b] C X such that f[a ] fdv =0.
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We next derive several extensions of Proposition

Lemma 4.3.2 (Strongly logconcave localization). Let X C R? be compact and convex, let
B : X = Ryg be continuous, and let f: X — R be upper semi-continuous. Let K, g(f) be
the set of probability densities m such that m is p-strongly logconcave with respect to ||| 5
and supported in X, such that @ o B is also p-strongly logconcave, and fX fdm > 0. The
set of extreme points of conv(KC,, g(f)) satisfy one of the following.

e 7 is a Dirac measure at x € X such that f(z) > 0.

e 7 is supported on [a,b] C X.

Proof. Clearly, Dirac measures at x with f(x) > 0 are extreme points, so it suffices to
consider other extreme points. Given any extreme point 7 which is not a Dirac measure, we
prove the least affine subspace containing the support of m has dimension one, i.e. denoting
the least affine subspace containing the support of m by S, we prove dim .S = 1.

Assume for the sake of contradiction that dim S > 2. There exists xg in the relative
interior of the support of 7 and a two-dimensional subspace E C R? such that zo+ E C S.
Let S1(FE) be the unit circle in E, and for any v € S1(E) denote H, = {x € S : (x —zp,u) =
0L HF ={z €S :(x—xp,u) >0} and H, = {x € S: (z — zp,u) < 0}. Finally, define
¢ @ S1(E) = R by p(u) == [y+ fdr — ([ fdn), such that p(u) = 0 = Juy fdm =
% f fdm > 0.

By Proposition , we know 7(H,,) = 0. Moreover, ¢ is continuous since every hyper-
plane H, has w(H,) = 0. Since p(u) = —p(—u), by the intermediate value theorem there
exists up € S1(E) such that p(up) = 0. We can hence rewrite 7 as a convex combination

of its restrictions to H;“() and H__, both of which are u-strongly logconcave, and whose

up?
(renormalized) multiplications by /3 are also p-strongly logconcave. Since ¢(up) = 0 both

of these restrictions belong to K, g(f), contradicting extremality of . O

We briefly remark that the proof technique used in Lemma is quite general, and
the only property we used about K, 5 is that it is a subset of logconcave densities, and

it is closed under restrictions to convex subsets. Similar arguments hold for other density
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families with these properties. Further, we note that restrictions to compact sets are upper
semi-continuous; it is straightforward to verify our applications of Lemma satisfy the
upper semi-continuity assumption.

We prove the following two technical lemmas using Lemma

Lemma 4.3.3. Following notation of Lemma , fix a continuous function o : X — R
and a subset S C X. For any probability density m on X, define the renormalized density
T x e “mw. Finally, let

g(m):= Prjz e S]—e Prixes|.

AT AT

Then maxzex, , 9(m) = MmaXrek: g(m) where K7, 5 is the subset of densities m € Ky

satisfying one of the following.
o 1 is a Dirac measure at x € X.

o 7 is supported on [a,b] C X.

Proof. Let K, g(f) C K, p be the set of m € K, g such that [ fdr > 0. We have

max ¢(m) = max / dm(x) —e‘g/ dr(x)
ek, 3 m€lus Jres zES

—a(z) g
= max Jues © (@) —es/ dr(x)
A T e @dn(@) ¢ ues

foS e_o‘(”")dﬂ'(:z)

= max max —65/ dm(z)
TI'GK:‘UI’B CZszX e*a(z)dﬂ(;ﬁ) C zreS

—a(x)
€ 15
= max max —e° | 1g(x)dn(x
c ne/cu,ﬁ(oe—a)/xex ( C > (z)dn(z)

—a(x)
€ 15
= max max —e° | 1g(x)dm(x),
C melkyp(C—e )" /zGX( C > (@)dn(z)

where IC, 3(C' — e™)* is the (super)set of extreme points of IC, g(C — e™®) given by the

strongly logconcave localization lemma (Lemma ). These candidate extreme points

are Dirac measures at z such that C > e *(®) or are supported in [a,b] C X. Hence,
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Kus(C —e )" C K7, 5, and we conclude

LS C" meK,, 5(C—ema)*

e—a(x)
max ¢(m) = max max /ex ( o 65) 1g(z)dm(x) (4.3)

C rek, p(C—ea)* Jren e~ @dn(x)

e—a(z)
< max max /weX ( - ea) 1g(z)dn(x) (4.4)

—a(z)

e

< max / — e | 1g(z)dnr(z) = max g(m).  (4.5)
WEIC:YB TEX (fme)( e—a(fﬁ)dﬂ(q;) ) WEIC;,B

The first inequality used that C > [ . e~ @) dr(z) for m € K, 5(C —e™®)*, and the second
used that K, g(C' —e™*)* C K7 5 for any C. Since K7, 5 € K 3, we have the claim. O

Lemma 4.3.4. Following notation of Lemma , fix continuous function a : X — R
and upper semi-continuous function f : X — R. For any probability density m on X, define

T ox e % to be a renormalized density on X. Finally, let

o(r) = / _J@r = 7))

Then maxrei, , 9(m) = maxrek: g(m) where K7, 5 is the subset of densities m € Ky

satisfying one of the following.
e 7 is a Dirac measure at x € X.
o 7 is supported on [a,b] C X.

Proof. We follow the notation from Lemma . If 7 is a Dirac measure, g(7) = 0, so we

only need to consider the case when maxzei, , g(7) > 0. We have

—a(z)

e

max ¢(m) = max flx)|1- dr(x
”Elcu,ﬁg( ) €8 Joex ( )< fzeX e_a(x)dﬂ(x>> ( )

—a(z)
= max max / flx) — ) dm(x)
WEICH”B CSI:):‘EX e_a(x)dﬂ'(x) reX C

_ e @ f(z)
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e f(a)
=mEX  max . /M <f @)= =% ) dr@).

The remainder of the proof is analogous to Lemma . O

4.3.2  Gaussian differential privacy

Using an instantiation of the localization lemma, we prove Gaussian differential privacy in
general norms by first reducing to one dimension and then using the result of [GLL22] to
handle the one-dimensional case. Gaussian differential privacy was introduced by [DRS21]
and is a useful tool to compare privacy curves. We first recall the (¢3) Gaussian differential

privacy result of [GLL22].

Proposition 4.3.5 (Theorem 4.1, [GLL22]). Let X C R? be compact and convex, let F, F
X — R be p-strongly convex in ||-||4, and let P o« exp(—F) and Q exp(—F). Suppose
F — F is G-Lipschitz in |-l For all e € R,

G
5P 1)) < 5(A10.1 HN(1)> ).
(P | @)(e) (0,1) N ()
We next give a simple comparison result between norms.

Lemma 4.3.6. For f : X = R, fira,b€ X, and let [ : [a,b] — R be the restriction of f to
[a, B].

. . . . [[b—al| . .
1. If f is G-Lipschitz in ||-|| ., f is G - Hb—aHj -Lipschitz in ||-||,.

2
IIb—aII;Z(
llo—all;

2. If f is u-strongly convez in |||y, f is - -strongly convex in ||-||y.

Proof. To see the first claim, let c =a +7(b—a) and d = a + s(b — a) for s,r € [0,1]. We
have by Lipschitzness of f that

)= 70| < Gls =l —all = (G- =) -l el
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Similarly, to see the second claim, by strong convexity of f,

Ftet (1 -0d) < tf(e) + (- (@) - 0D e —ap,

o)+ (1 - D () - LD

#@+a—wﬂw—or“ ‘“)C“ ”M—wﬁ.

2
||b—aH2 2

2
a_bHX

O

We now present our main result on Gaussian differential privacy with respect to arbitrary

norms.

Theorem 4.1.3. Let X C R? be compact and convez, let F, F:X —>Rbe w-strongly convex
in |||y, and let P o exp(—F) and Q o exp(—F). Suppose F — F is G-Lipschitz in ||-|| .
For all € € R>,

5(P | Q)e) < 5<N(0,1> H N (%,1))(@.

Proof. Throughout this proof, fix some « which is G-Lipschitz in ||-|| , by assumption. We
first claim that amongst all p-strongly convex (in ||-||,) functions F' : X — R such that
F + « is also p-strongly convex, defining P o exp(—F) and Q o exp(—(F + «)), some F
maximizing §(P || Q)(g) is either a Dirac measure or supported on [a,b] C X. We will prove
this by contradiction.

Suppose otherwise, and let F' be a p-strongly convex function that maximizes 6(P || Q)(g)

defined above. Define P o exp(—F') and @ o exp(—(F +«)). Let S* C X be the set achiev-

ing
o(P = Pr[XeS- Pr [X € S*].
(P Q) = Pr[X € 5] —exp(e) Py [X € 57
By Lemma , there is another p-strongly logconcave m where the renormalized density
x mexp(—a) is also p-strongly logconcave, such that (following notation of Lemma )

g(m) > g(P), where 7 is either a Dirac or supported on [a, b]. We conclude that 6(P || @)(e) <
d(m || mwexp(—a))(e) (since the maximizing set for 7 is at least as good as S*), a contradic-

tion.
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It hence suffices to prove the theorem statement for F, ﬁ, which are supported on some

[a,b] € X. By Lemma , we have that F — F is G - H‘ﬁ;ﬂhx -Lipschitz in ||-||, and F,F
2
2
are i - I:f;‘;‘hg‘ -strongly convex in |[|-||,. We conclude by Proposition which shows
—%ll2

e <a(vion | (Z i i) )o

_ 5</\/(0,1) H N(fﬁ,l))(g).

O
Our proof strategy is a reduction to an application of Proposition in one dimension.
It is an interesting open question to obtain a simpler direct proof of Proposition in

the one-dimensional setting (without using the machinery of [GLL22]), which is tight up to

constant factors.
4.4 Private ERM and SCO in general norms

In this section, we derive our results for private ERM and SCO in general norms. We
will state our results for private ERM (Section ) and SCO (Section ) with respect
to an arbitrary compact convex subset X of a d-dimensional normed space, satisfying As-
sumption . We then use this to derive guarantees for a variety of settings of import in

Section

4.4.1  Private ERM under Assumption

To develop our private ERM algorithms, we recall the following risk guarantee from [DKL18]
of sampling from Gibbs distributions (improving upon [KV06, BST14)).

Proposition 4.4.1 ([DKL18], Corollary 1). Let X C R? be compact and convex, let F :
X — R be convex, and let k > 0. If v < exp(—kF),

d
< mi —

We conclude by a simple combination of Proposition (providing a risk guarantee)
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and Theorem (providing a privacy guarantee), which yields our main result on private
ERM.
Theorem 4.4.2 (Private ERM). Under Assumption and following notation (1.1),

drawing a sample x from the density v o< exp(—k(Fp + ur)) for

L Vdne G1/2dlog2—1§

b H:77
G1/20 log 55 VOne

is (e,0)-differentially private, and produces x such that

/8d1oe L
E [Fp(z)] — min Fp(z) < GVO - VEos 3

T~V zeEX ne

Proof. Let Fp: be the realization of (4.1) when D is replaced with a neighboring dataset
D’ which agrees in all entries except some sample s, # s;. By Assumption , we have
k(Fp—Fp) is X9 Lipschitz, and both k(Fp+pur) and k(Fps+pur) are ku-strongly convex (all
with respect to ||-|| ). Hence, combining Theorem and Fact shows the mechanism

is (g, 6)-differentially private, since
2G?k log 55 GVk £
h=—"rs5 < :
n-e nyh 1/2log %

Let 27, := argmin,c y Fp(x). We obtain the risk guarantee by the calculation (see Proposi-

(4.6)

tion )

E [Fp(x)] < Fp(ap) + (,ur(x%) - E W(@) n %

xr~v

d
< Fp(ap) + 10 +

and plugging in our choices of u and k. O
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4.4.2  Private SCO under Assumption

We first give a generic comparison result between population risk and empirical risk under
Assumption . To do so, we use two helper results from prior work. The first was
derived in [GLL22] by combining a transportation inequality and a log-Sobolev inequality
(see e.g. [OV00]).

Proposition 4.4.3 ([GLL22], Theorem 6.7, Lemma 6.8). Let X C R? be compact and
convez, let F,F : X — R be p-strongly convez in |-l5, and let P o exp(—F) and Q
exp(—ﬁ). Suppose F — F is H-Lipschitz in Il Then, Wa(P,Q) < %

Corollary 4.4.4. Let X C R? be compact and convex, and let a,f : X — R be H-

Lipschitz and G-Lipschitz respectively in ||-|| . Let K be the set of densities w

,u,exp(—a)
over X such that  is p-strongly logconcave with respect to ||| v, and T o< mexp(—a) is also
p-strongly logconcave. For any m € K, exp(—a) define g(m) := [y f(x)d (m —7) (x) where

7T x wexp(—a). Then, g(m) < %

Proof. By Lemma (and following its notation), it suffices to show g(m) < % for all

T e K

Lexp(—a)” Clearly this is true for a Dirac measure 7 as then g(m) = 0, so consider the

other case where 7 is supported on [a, b], such that 7 oc exp(—F) and F is pu-strongly convex
in ||| ;. Further, define F =F +a, so that F is also p-strongly convex and supported on
[a, b)].

~ 2
By Lemma , restricting to [a,b], F' and F are u - l“ﬁ:;'"g -strongly convex in |[|-||,,
F—-FisH- l‘l‘%__‘;l‘lg -Lipschitz in o and f is Illll;__?l‘l‘lf—Lipschitz in ||-||,. Hence, where the
inequalities are by Fact and Proposition respectively,

o) = | f@)d(x = )a) < GWa(m,7) < Gf
O

The second relates the population risk to the empirical risk on an independent sample.

Proposition 4.4.5 (Lemma 7, [BE02]). Suppose D = {s;}ic[n is drawn independently from
P, let s ~ P be drawn independently from D, and let D' := {s} U {si}icjn)\(1} be D where
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s1 is swapped with s. Then, for any symmetric’ mechanism M : supp(P)" — RY,
E [Fp(M(D)) — Fp(M(D))] = E [f(M(D);s) — fF(M(D'); 5)] ,
where expectations are over M and the randomness used in producing D and s.

By applying Corollary and Proposition (which bound the generalization error
of our mechanism), we provide the following extension of Theorem , our main result

on private SCO.

Theorem 4.4.6 (Private SCO). Under Assumption and following notation (1.1),

drawing a sample x from the density v o< exp(—k(Fp + ur)) for

d+ Co 2G2klog2—15 o 2G2®log2—16 . ne?

k — = —_— & 1= —FF5—" 9= —
c, " n?e? 7 n2e2 2log 55’

is (e,0)-differentially private, and produces x such that

E  [Fp(@)] — min Fp(x) < GVO - \/M \[

D~P™ x~v ne

Proof. For the given choice of k, u, the privacy proof follows identically to Theorem )
so we focus on the risk proof. We follow the notation of Proposition and let s ~
P independently from D. By exchanging the expectation and minimum and using that

Ep~p» F'p = Fp,

p, [P~ miy Foe) < B | B [Fp(o)] - mip [Fo(o)]
< E, LB [Fp(@) - Fo(a)]

E [Fp(x) — Fo(a)]] + 10+ &,

3Here, a symmetric mechanism is one which only depends on the set of inputs rather than their order.
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where we bounded the empirical risk in the proof of Theorem . Next, let v/ be the

density o< exp(—k(Fpr+pur)). Our mechanism is symmetric, and hence by Proposition ,

ElFp(z) — Fp(z)| =E| E [f(z;5)] = E [f(z;5)]

xr~v xwy/

where the outer expectations are over the randomness of drawing D, s. Finally, for any fixed

realization of D, s, the densities v, 1/ satisfy the assumption of Corollary with H = %,
and f(-;s) is G-Lipschitz, so Corollary shows that
G2
E :9)]— E s)] < —.
E s = E [fs) <

Combining the above three displays bounds the population risk by

G? d

— mi < _

D (PO PP S O 4
Co+d

— Clk; + 2]:_ 9

for our given value of u. The conclusion follows by optimizing over k yielding a risk of

2,/C1(Cy + d), and using the scalar inequality v/a + b < /a + /b for nonnegative a,b. [

4.4.8 Applications

To derive our private optimization algorithms for £,-norm and Schatten-p norm geometries,

we recall the following results on the existence of bounded strongly convex regularizers.

Proposition 4.4.7 ([BCL94]). For 1 < p < 2, letting |||, be the £, norm of a vector,

r(v) == m”UH% is 1-strongly convex in ||-||,,. Similarly, for 1 <p <2, letting |||, be the

Schatten-p norm of a matriz, r(M) := 51

WHMH?D is 1-strongly convex in ||-||,,-

We state a useful result on efficiently sampling from Lipschitz, strongly logconcave densi-
ties under value oracle access given by [GLL22] (building upon the framework of [LST21b]).
We slightly specialize the result of [GLL22] by giving a rephrasing sufficient for our purposes.



176

Proposition 4.4.8 ([GLL22], Theorem 2.3). Let X C R be compact and convexr with
diam (X) < D. Let D = {s;}icn) and let Fp(z) = lZie[n] f(z;8:) + ¥ (x) such that

n
all f(-;8:) : X = R are G-Lipschitz in |||, and convez, and (x) : X — R is p-strongly

convez in ||||,. For § € (0,%), we can generate a sample within total variation & of the

density < exp(—Fp) in N wvalue queries to some f(-;s;) and samples from densities

exp (~t0 = g1 ~vl3) for some >0, v € RY, where
2 2(p2 1
N=0 (Glog2 <G ( (‘;“ )d>>.
1

¢, norms. We state our results on private convex optimization under ¢, geometry. As a
preliminary, we combine norm equivalence bounds (4.2) and Proposition to give the
following algorithmic result on sampling from a logconcave distribution under value oracle

access under £, geometry.

Proposition 4.4.9. Let p > 1 and let X C R% be compact and convex with diam”.Hp(X) <
D. Let D = {s;}ic[n) and let Fp(z) =1 D icpn) f(@350) +(x) such that all f(;5:) : X = R

n

are G-Lipschitz in [|-||, and convez, and ¢(z) : X — R is p-strongly convex in ||-||,. For

d € (0, %), we can generate a sample within total variation & of the density o exp(—ﬁp) mn

N wvalue queries to some f(-;s;) and samples from densities x exp (—111 - ﬁ” . —UH%) for

some >0, v € R, where

2 121 2012 4 1
N-O(G(i log? <G (D~ +p )d>> if p€[1,2],

4]

G240, (GAD? 4 Hd\ )\
N=0 . log 5 if p € [2,00).

Proof. For p € [1,2], note that each f(-;s;) is dii%G—Lipschitz in the /2 norm by combining
(1.2) and the definition of Lipschitzness. Moreover, because the £, norm is larger than the
£ norm, 1 remains p-strongly convex in the fo norm. The diameter D is only affected
by poly(d) factors when converting norms, which is accounted for by the logarithmic term.
Hence, the complexity bound follows by applying Proposition under this change of

parameters. For the other case of p € [2,00), the Lipschitz bound is G, and the strong
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2
convexity bound is dr ! by a similar argument. O

In the following discussion, we primarily focus on the value oracle query complexity
of our samplers. Generic results on logconcave sampling (see e.g. [LVOT7], or more recent
developments by [JLLV21, Che21a, KL.22]) imply the samples from the densities oc exp(——
ﬁ” - —v||3) can be performed in polynomial time, for all the 1 that are relevant in our
applications (which are all squared ¢, distances). We expect samplers which run in nearly-
linear time (in d) may be designed for applications where X is structured, such as an ¢,

ball, but for brevity we omit this discussion.

Corollary 4.4.10. Let 1 < p < 2 be a constant, and lete >0, 6 € (0,1). Let X C R? have
diam”.Hp(X) < D, and let Fp = Eyup[f(+;5)] where all f(;8) : R? = R are convex and G-
Lipschitz in ||-|| . Finally, let D = {s;}icpn) ~ P" independently and Fp := %Zie[n] f(58)-

1. There is an (g,6)-differentially private algorithm M which produces x such that

1

dlog 55
E |F — min F° <2GD - —— 4.7
B (Po(@)] — min Foe) < 26D 2 (47)
using
2.2 21
d Dd
o j log? <G ns) value queries to some f(+; 8;). (4.8)
log 5 0

2. There is an (e, )-differentially private algorithm M which produces x such that

E  [Fr(z)] - ) < 2GD - ! leog L )

F
D~P" M mm P () -1) nex/p

using
2.2 1
nee dr~ GDdne ,
O T log? < ) value queries to some f(+; 8;).
log 5 0
Proof. We will parameterize Assumption with the function r(x) := 2(p 0 |z — zo|12,
where z¢ € & is an arbitrary point, and strong convexity follows from Proposition . By

assumption, we may set © = D?. The conclusions follow by combining Theorem ,

(p 1)
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Theorem . To obtain (g, §)-differential privacy, it suffices to run the mechanism with

)
27

run to total variation & using Proposition , and take a union

privacy level § « 5

bound. For both ERM and SCO, note that our choices of k and p satisfy the relation (1.6),

namely kTGQ = O(n?c%/log %) Since both the Lipschitz and strong convexity parameters

are scaled up by k in our application of Proposition , we have the leading-order term
is % which yields the conclusion. O
For any p such that p — 1 is bounded away from 0, Corollary matches the

information-theoretic lower bound of [BGN21] (and its subsequent sharpening by [LL22]).

When this is not the case, we use norm equivalence (4.2) to obtain a weaker bound.

Corollary 4.4.11. Let ¢ > 0, § € (0,1). Let X C R have diamH.”l(X) < D, and let
Fp = Eeup[f(+;5)] where all f(;5) : RY — R are conver and G-Lipschitz in ||-||,. Finally,
let D = {si}icn) ~ P" independently and Fp := %Zie[n] f(ssi).

1. There is an (g,9)-differentially private algorithm M which produces x such that

+/dlo L
E [Fp(2)] - min Fp(x) < 6GDy/logd 108 35 (4.10)

zeX ne

usIng

2ed Dd
o2= T log? <G ns) value queries to some f(-;s;). (4.11)
log 5 )

2. There is an (g,0)-differentially private algorithm M which produces x such that

1
1 dlog 55
E  [Fp(@)] - min Pp(z) < 6GD+/logd \/>+ 7V525 (4.12)
xEe n T,

D~Pr,

using
2.2
n“e“d GDdne
(@) T log? < ) value queries to some f(+; $;).
log 5 0
Proof. We will parameterize Assumption with the function r(z) := Q(%UHQE — zol|?,
where ¢ = 1+ ——. By combining Proposition (which shows r is e2-strongly convex in

logd-*
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;) and (1.2), we have that r is 1-strongly convex in £;. The remainder of the proof follows

identically to Corollary . O

The term scaling as y/logd/n in ( ), namely the non-private population risk, is known
to be optimal from existing lower bounds on SCO [DJW14]. Up to a y/logd factor, the non-

private empirical risk is optimal with respect to current private optimization lower bounds

[BGN21, LL22].

Corollary 4.4.12. Letp > 2, and lete >0, § € (0,1). Let X C R? have diamH,”p(X) <D,
and let Fp = Egp[f(-;8)] where all f(-;8) : RY — R are convex and G-Lipschitz in (R
Finally, let D = {si}icn) ~ P" independently and Fp := %Zie[n] f(58)-

1. There is an (g, 9)-differentially private algorithm M which produces x such that

dlf% +/log 2%
E [Fp(z)] — ;Iélzrvl Fp(z) <2GD - e (4.13)
USINg
n2e2d"" o [ GDdne
@) 17110g < 5 > value queries to some f(+; 8;). (4.14)
O =
0

2. There is an (g,0)-differentially private algorithm M which produces x such that

1
d 7 /log L
2 (4.15)

vn ne

E E — min £ <2GD -
oo [FP(2)] = min Fp(z) <

USIng
n2e2d""r  , (GDdne
) — 1 value queries to some f(-; ;).
log 5 0
Proof. We will parameterize Assumption with the function r(z) := % ||z — xoﬂg. By
combining Proposition (which shows r is 1-strongly convex in f, and hence also ¢,)

and (1.2), we may set © = %dld/ PD?. The remainder of the proof follows identically to

Corollary . O
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Schatten-p norms. Our results extend immediately to matrix spaces equipped with

Schatten-p norm geometries. We record our relevant results in the following.

Corollary 4.4.13. Letp € [1,00), e >0, § € (0,1), and let d1,da € N have di > ds. Let
X C RU*% page diamH.”p(X) < D, and let Fp = Eyop[f(;5)] where all f(;s) : Rxd2
R are convex and G-Lipschitz in ||-||,,. Finally, let D = {si}ic[n) ~ P" independently and

Fp := %Zie[n] JIGEDE

1. For constant 1 < p < 2, there is an (g,0)-differentially private algorithm M which

produces M such that

d1d2 log L
E [Fp(M)] — min Fp(M) < 2GD - 7v25
M Mex ney/p—1
\ / d1d2 log 55
E [Fp(M)] — min Fp(M) <2GD -

D~P M Mex -1) ne p

The value oracle complexity of the algorithm is bounded as in (1.8) for d < dgy in the

non-logarithmic term, and d < dy in the logarithmic term.

2. Forp =1, there is an (g, )-differentially private algorithm M which produces M such
that

E[Fp(M in Fp(M) < 6GD+/log d V12108 35
E[Fo (D] - tpin Fp(M) < 6GDVlogdy - = - me™

\ / d1d2 log 25
E [Fp(M)] — min Fp(M) < 6GD+/logds -

DP M MeX ney/p—1

The value oracle complezity of the algorithm is bounded as in ( ) for d < ds in the

non-logarithmic term, and d <— dy in the logarithmic term.

3. Forp > 2, there is an (e, 0)-differentially private algorithm M which produces M such
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that

1_1
i27vd3 7\[didslog g
E  [Fp(M)] — min Fp(M) < 2GD -
o POV = i, (M) < i T

The value oracle complexity of the algorithm is bounded as in ( ) for d < dy in the

non-logarithmic term, and d < dy in the logarithmic term.

Proof. The privacy and utility proofs follow identically to Corollaries , , and
where we use the second portion of Proposition instead of the first. We note that the
“dimension-dependent” term in the risk inherited from Proposition scales as dids (the

dimensionality of the matrix space). However, the terms in the risk due to the size of regu-
larizers (inherited from the tradeoffs in (1.2), for p = 1 and p > 2) scales as a power of da, the
maximum dimension of singular values. To obtain the value oracle complexity, we note that
by definition of the Schatten norm, it satisfies the relationship (4.2) as well. Moreover, the
Schatten-2 norm agrees with the vector /3 norm (when the matrix is flattened into a vector),
since they are both the Frobenius norm. Hence, we may directly apply Proposition

after paying a norm conversion, in the same way as was done in Proposition . ]

Remark on high-probability bounds. One advantage of using a sampling-based algo-
rithm is an immediate high-probability bound which follows due to the good concentration

of Lipschitz functions over samples from strongly logconcave distributions, stated below.

Lemma 4.4.14 (Concentration of Lipschitz functions, [Led99], Section 2.3 and [BLO0],
Proposition 3.1). Let £ be a G-Lipschitz function and X ~ exp(—F) for a p-strongly convex

function F, all with respect to the same norm ||-|| . For allt >0,

Pr [0(X) —E[{(X)] > t] <exp (-%) :

In particular, we have demonstrated that the population and empirical risks (which are
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Lipschitz) have good expectations. Naively combining Lemma and our main results
on the expectation utility bound then yields tight concentration around the mean in some
parameter regimes, but we suspect the resulting bound is loose in general. We leave it as an

interesting open problem to obtain tight high-probability bounds in all parameter regimes.
4.5 Private ERM and SCO under strong convexity

In this section, we derive our results for private ERM and SCO in general norms under the
assumption that the sample losses are strongly convex. We will state our results for private
ERM (Theorem ) and SCO (Theorem ) with respect to an arbitrary compact

convex subset X’ of a d-dimensional normed space, satisfying the following Assumption

Assumption 4.5.1. We make the following assumptions.

1. There is a compact, convex subspace X C R? equipped with a norm ||| .

2. There is a set Q such that for any s € Q, there is a function f(-;s) : X — R which is

G-Lipschitz and p-strongly convex in ||| 5.

Theorem 4.5.2 (Private ERM). Under Assumption and following notation (1.1),

drawing a sample x from the density v < exp(—kFp) for

_nPep
262 log 35

is (e,0)-differentially private, and produces x such that

2dG? log ==
E [F — min F <7 T2
wwu[ D(x)] ;Tél/}l’vl D(JI) - n262M

Proof. Let Fp: be the realization of (4.1) when D is replaced with a neighboring dataset
D’ which agrees in all entries except some sample s, # s;. By Assumption , we have
kE(Fp — Fpr) is %—Lipschitz, and both kFp and kFp are ku-strongly convex (all with

respect to ||-|| ). Hence, combining Theorem and Fact shows the mechanism is
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(e, d)-differentially private, since

2.2
o 1126/11 N G\/ES € ‘
2G* log 55 N/ /210g2i5

Let a7, := argmin .y Fp(x). We obtain the risk guarantee by the calculation (see Proposi-

tion )
. d 2dG? log 2—16
E [Fo(a)) < Fo(a) + < Fo(wp) + = 3"
O
Theorem 4.5.3 (Private SCO). Under Assumption and following notation (1.1),
drawing a sample x from the density v < exp(—kFp) for
_ nfep
T 921 Ag L
2G?log 55
is (g,0)-differentially private, and produces x such that
G2 2dlog 2
E [F —min Fp(z) < — [ 1+ =2 |.
DNTrn,zNV[ P()] 2ex p(r) < nu( + ne?
Proof. For the given choice k,u, the privacy proof follows identically to Theorem ,
so we focus on the risk proof. We follow the notation of Proposition and let s ~

7 independently from 7. By exchanging the expectation and minimum and using that

Eprn Fp = Fp,

S pn LNV [Fp(x) — FD(@]]
+ o8, | B [Fo(e)] - mip (Fo(s)]
< E [E [Fpla) - Fo@)] + ¢,
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where we bounded the empirical risk in the proof of Theorem . Next, let ¢/ be the

density o exp(—kFpr). Our mechanism is symmetric, and hence by Proposition ,

EFp(z) = Fp(z)] =E| E [f(z;5)] = E [f(z;5)]

T~V xf\./y/

where the outer expectations are over the randomness of drawing D, s. Finally, for any fixed

realization of D, s, the densities v, 1/ satisfy the assumption of Corollary with H = %,
and f(-;s) is G-Lipschitz, so Corollary shows that
G2
E :s)]— E 18)] < —.
E @)= E [fs) <

Combining the above three displays bounds the population risk by

G2 d G2 2dlog 2
—mi <2 42 _ T Z7o2 |
DNWI?,ﬁNV [F’P(.T)] gélélfl FP(:I;) - nu + k? np (1 + n52

for our given value of k. O
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Chapter 5

ALGORITHMIC ASPECTS OF THE LOG-LAPLACE TRANSFORM
AND A NON-EUCLIDEAN PROXIMAL SAMPLER

5.1 Introduction

The development of samplers for continuous distributions, under weak oracle access to
the corresponding densities, has seen a flurry of recent research activity. For applica-
tions in settings inspired by machine learning or computational statistics, this develop-
ment has in large part built upon connections between sampling and continuous opti-
mization. Inspired by perspectives on sampling as optimization in the space of measures
[JKO98] and starting with pioneering work of [Dall7b], a long sequence of results, e.g.
[Dall7a, CCBJ18, DCWY19, DM19, CV19, DMM19, SL19, CDWY20, LST20, CLA*21],
has used analysis techniques from convex optimization to bound the convergence rates of
sampling algorithms for densities. We refer the reader to the survey [Che23| for a more
complete account, but note in almost all cases, the focus has been on sampling from den-
sities satisfying regularity assumptions stated in the Euclidean (f2) norm, e.g. fo-bounded

derivatives.

The theory of continuous optimization under regularity assumptions stated for non-
Fuclidean geometries has played an important role in algorithm design. These geometries
naturally arise when the optimization problem is over a structured constraint set, such as an
¢, ball or a polytope. In diverse applications such as learning from experts [AHK12], sparse
recovery [CRT06], multi-armed bandits [BC12], matrix completion [ANW10], fair resource
allocation [DFO20], and robust PCA [JLT20], first-order mirror descent techniques for ¢,
or Schatten-p geometries have been a remarkable success story. Beyond these applications,
the theory of self-concordant barriers (and the Riemannian geometries induced by their

Hessians) has been greatly influential to the theory of convex programming and interior
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point methods [NT02, Nem04].

Non-Euclidean samplers. A natural direction for building the theory of logconcave
sampling (the analog of convex optimization) is thus to develop samplers which can handle
non-Euclidean regularity assumptions and constraint sets. Unfortunately, progress in this
direction has relatively lagged behind optimization counterparts, as discretization tools
which work well in the Euclidean case do not readily generalize. Briefly (with an extended
discussion deferred to Section ), most prior attempts at giving non-Euclidean samplers
have focused on analyzing variants of the mirrored Langevin dynamics, building upon the
ubiquitous mirror descent algorithm in optimization [NY83]. The key idea of mirror descent
is to choose a regularizer ¢ : X — R over a constraint set X, such that ¢ is strongly convex
in an appropriate (possibly non-Euclidean) norm ||-|| . The regularizer ¢ is then used to
define iterative methods for optimizing functions f with regularity in ||-|| .

The sampling analog of this non-Euclidean generalization is to extend the Langevin
dynamics, a stochastic process inherently catered to the o geometry, to use Brownian
motion reweighted by the Hessian of a regularizer . This process, which we call the mirrored
Langevin dynamics (MLD), was introduced recently by [ZPFP20] (see also [HKRC18] for
an earlier incarnation). Several follow-up works attempted to bound convergence rates for
discretizations of the MLD process, e.g. [AC21, Jia21, LTVW22]. Unfortunately, many of
these analyses have imposed rather strong conditions on ¢ beyond strong convexity, e.g. a
“modified self-concordance” assumption used in [ZPFP20, Jia21, LTVW22] which (to our
knowledge) is not known to be satisfied by standard regularizers. Even more problematically,
these analyses (as well as an empirical evaluation by [Jia21]) suggest that without strong
relative regularity assumptions between the target density and ¢, naive discretizations of
MLD inherently do not converge to the target even in the limit. A notable exception is the
work of [AC21], which circumvented both issues (the modified self-concordance assumption
and a biased limit) using a different MLD discretization; however, it is not always clear that

this discretization is feasible for standard choices of ¢ and X.

1Self-concordance requires that the second derivative of a function is stable to perturbations which are
measured in the induced norm. For notation and definitions used throughout the paper, see Section
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An alternative to directly discretizing MLD is to use a filter to control bias, akin to
the MALA or Metropolized HMC algorithms which are well-studied in the Euclidean case
[Bes94, RT96, BRH12, DCWY19, CDWY20, LST20]. However, here too generalizing exist-
ing analyses runs into obstacles: for example, typical analyses of MALA and Metropolized
HMC rely on bounding the conductance of random walks via isoperimetric inequalities on
the target distribution. Prior isoperimetry bounds appear to be tailored to the ¢ geom-
etry and properties of Gaussians (the basic strongly logconcave distribution in Euclidean
settings). Potentially due to this difficulty, to our knowledge no general-purpose extension

of MALA or its variants to non-Euclidean norms exists in the literature.

Proximal samplers. In this paper, we overcome these difficulties by following a third
strategy for the design of efficient samplers: a proximal approach recently proposed by
[LST21b]. To sample from a density 7 on R? proportional to exp(—f), the algorithm of
[LST21b] first extends the space to R? x R, and defines a joint density 7 such that, for

some parameter n > 0,
1
d7(z) o exp <—f(x) — 5 llz - yll%) dz where z = (z,y) € R? x R%. (5.1)
n

It is straightforward to see that for any 7, the z-marginal of 7 is the original distribution 7,
and further [LST21b] shows that alternating sampling from the conditional distributions of
7, l.e. m(x | y) or T(y | ), mixes rapidly. We give an extended discussion on recent activity
on designing and harnessing proximal samplers building upon [LST21b] in Section ,
but mention that instantiations of the framework have resulted in state-of-the-art runtimes
for many structured density families [CCSW22, LC22, GLL22]. Motivated by the success of
proximal methods in the Euclidean setting, one goal of our work is to extend this technique

to non-Euclidean geometries.

2We mention that in certain geometries induced by structured manifolds (discussed in part in Sec-
tion ), generalizations of MALA or Metropolized HMC have been previously proposed, e.g.
[GC11, Bar20]. These works are motivated by related, but different, settings to the ones considered
in this work (we mainly study norm regularity, akin to first-order convex optimization), and their focus is
not on establishing non-asymptotic mixing time bounds.
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Our approach. Our main insight is that a generalization of the strategy in [LST21b]
induces a well-studied object in probability theory called the log-Laplace transform (LLT).
Letting ¢ : R? — R be a convex function in the dual space y € R?, our generalization of

(5.1) defines the joint density

dm(z) oc exp (= f () + ((z, y) — ¢(y) — ¥(z))) dz,

where ¢ (z) := log </ exp ({z,y) — ¢(y)) dy> . (5.2)

The function %) is called the LLT of ¢, and it has an interpretation as a normalizing constant
for induced densities Df on the dual space proportional to exp((z,-) — ). Indeed, DF is
defined exactly so the z-marginal of 7 is 7 o< exp(—f). When = 1 and ¢, ¢ are quadratics,
this is exactly (5.1); we discuss the case of general 7 in Section . Moreover, the LLT is
a well-studied mathematical object: it arises in probability theory as a cumulant-generating
function, i.e. derivatives of the LLT yield cumulants of the induced distributions Dz, just

as derivatives of the MGF yield moments.

The LLT famously appeared in Cramér’s theorem on large deviations [Cra38], and its
cumulant-generating properties have yielded fundamental concentration results in convex
geometry [Kla06, EK11, KM12]. More recently, algorithmically-motivated properties of
the LLT have been studied in settings such as optimization [BE19], where it was used to
define an optimal self-concordant barrier, as well as connections to localization schemes for

sampling from discrete distributions [CE22].

We continue this investigation by demonstrating new mathematical properties of the
LLT with an algorithmic flavor, and showcasing uses of the LLT as a tool for continu-
ous logconcave sampling. In particular, armed with a deeper understanding of the LLT,
we overcome several of the aforementioned barriers to non-Euclidean sampler design and
develop a generalized proximal sampler. We further give applications of our sampler to
obtain new complexity results for non-Euclidean differentially private convex optimization,
building upon a connection discovered by [GLL22, GLL'23]. We are optimistic that the
LLT will find additional uses in sampler design (potentially beyond the proximal sampling

framework, building upon the new properties we prove), and suggest a number of avenues
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of future exploration to the community in Section

5.1.1

Our results

In this section, we overview our results, which separate cleanly into three categories.

Algorithmic aspects of the LLT. It is well-known that the derivatives of the LLT at

a point z € R? are cumulants of the induced density on y € R%:

dD3 (y) o< exp ({z,y) — ¢(y)) dy.

For example, Vi) (z) = E, _pe[y], and V?¢(z) is the covariance of Df. Further, it was shown

in [BE19] that if ¢ is the LLT of a convex function ¢, then 1 is convex and self-concordant.

Building upon these facts, in Section 5.3, we prove the following new properties of the LLT.

Strong convexity-smoothness duality. Let ||| be a norm on R%. We prove that if
¢ : RY - R is L-smooth in the dual norm ||-|,, its LLT ¢ : R? — R is f-strongly
convex in ||-||.” This fact parallels a similar, well-known form of strong convexity-
smoothness duality for Fenchel conjugates [Sha07, KST09]. Our proof does not require
© to be convex. We further show that the converse holds as well: a %—strongly convex

¢ has a L-smooth LLT.

Isoperimetry in the Hessian norm. We prove a one-dimensional isoperimetric inequal-
ity for densities of the form exp(—¢), where ¢ : R — R is self-concordant and convex.
By appealing to (a strong variant of ) the localization lemma of [L.S93], this proves that
measures which are strongly logconcave with respect to convex and self-concordant
¢ : R — R satisfy a similar isoperimetric inequality in the Riemannian geometry
induced by V2p. Importantly, due to self-concordance of the LLT, this applies to

strongly logconcave measures in an LLT.

3The constant factor 1 here is optimal, as demonstrated by quadratics.
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e OQuerlap of induced distributions Dy. We provide a KL divergence bound on the
distributions D¢ and Df, for z and 2’ which are close in the Riemannian distance
induced by %. Combined with our isoperimetric inequality and a classical argument
of [DFK91], this proves a lower bound on the conductance of an alternating sampler

for densities of the form (5.2).

These new properties of the LLT suggest that it may find uses in designing samplers
under non-Euclidean geometries beyond those explored in Sections and of our paper.
For example, the LLT of a smooth function is strongly convex and self-concordant, which are
exactly the properties required by the mirror Langevin discretization scheme of [AC21]. In
optimization, regularizers ¢ for mirror descent typically only require strong convexity (and
not self-concordance). However, controlling the evolution of the geometry induced by V2 is
critical for discretizing MLD schemes, so imposing self-concordance (as opposed to more non-
standard regularity such as the modified self-concordance of [ZPFP20, Jia21, LTVW22]) may
be viewed as a minimal assumption. Problematically, standard strongly convex regularizers
for mirror descent such as entropy or Ef, are not self-concordant, so LLTs are a way of
bridging this gap for sampling. Moreover, our new isoperimetric inequality and conductance
bounds suggest that LLTs may find use in Metropolized sampling schemes, paving the way
for non-Euclidean generalizations of MALA and its variants.

In some sense, our new duality result is a generic way of taking a strongly convex
regularizer and transform it, via the Fenchel transform and the log-Laplace transform, to
another regularizer which is strongly convex in the same norm, but also self-concordant. The
first transform makes the function smooth in the dual [KST09], and the second effectively
undoes this change. We will later discuss an application of this framework in improving
the oracle complexity of the problem of private stochastic convex optimization in the ¢,

geometry, using the LLT of the Eg regularizer.

Non-Euclidean proximal sampling. In Section , we build upon these aforemen-
tioned tools to analyze the mixing time of an alternating scheme for sampling densities

7 on convex, compact X C R? equipped with a norm ||-||y, where 7 is proportional to
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exp (—F(z) —nup(z)) Ly (x). Here, F : X — R is convex, 0, u > 0 are tunable parameters,
and ¢ is the LLT of n-smooth ¢ : R? — R in the dual norm [|-|| .. We prove in Theo-
rem that alternately sampling from conditional distributions of the extended density

on z = (z,9) € X x R? proportional to

exp (—F(z) — nuip(z) + ((2,y) — ¢(y) — ¢(2))) 1 () (5.3)

has stationary distribution 7, and converges in ~ # iterations for a warm start. More
specifically, the convergence rate of our sampler depends polylogarithmically on both the
warmness 3 of the point it is initialized with, and the inverse of the total variation error
0. The form of (5.3) is the same as (5.2), but we impose that f is nu-relatively strongly

convex in .

We first compare this result to the Euclidean proximal sampler of [LST21b], who proved
a similar result for alternating sampling densities of the form (5.1). The main result of
[LST21b] shows that if f is py-strongly convex in the ¢5 norm, then alternating sampling from
the marginals of (5.1) converges in ~ % iterations, also with polylogarithmic dependence
on the target total variation error. Our result can be viewed as an extension of this result;
instead of requiring u-strong convexity in the o norm (which is equivalent to relative strong
convexity with respect to the function x — % ||x|]§), we require p-relative strong convexity
in the function ny. In light of our duality result, i is 1-strongly convex in ||| 5, so it is

the natural “unit” for measuring strong convexity.

We remark that the parameters n and p play different roles: p governs the strong
logconcavity of the stationary distribution, and 7 controls the strong logconcavity of the
x-conditional distribution of (5.3), which is tuned to govern the convergence rate of sam-
pling from the conditional distribution. In particular, we further show that when F' is
G-Lipschitz in |||y, then as long as n < G2, the conditional sampling required by (5.3)
can be performed in constant calls to a value oracle to F' in expectation. This result holds
even when F' is a distribution over G-Lipschitz functions, and we only have sample access to
this distribution. This extends a similar implementation of the marginal sampler required

by [LST21b] for log-Lipschitz densities in the £ norm, given by [GLL22]. The remaining
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complexity of the marginal sampling depends on the structure of the chosen ¢ and X', but
is independent of F'; we give a discussion of this aspect of our sampler in Sections
and

One shortcoming of Theorem ’s rate is that it depends polylogarithmically on the
warmness parameter. In contrast, the rate of [LST21b] depends doubly logarithmically on
the warmness, which is important because in many sampling applications, standard starting
distributions have warmness bounds growing exponentially in problem parameters such as
the dimension d. We refer the reader to a discussion in Section 1.1 of [LST21a] on warmness
assumptions under 5 geometry, which have created a ~ v/d-sized gap on mixing time bounds
for MALA, with and without a polynomially-bounded warm start [CLA'21, LST20]. We
believe it is an interesting future direction to close this gap in warmness assumptions for
our sampler in Section 5.1, analogously to the result of [LST21b]. Notably, there has been
an ongoing exploration of new proof techniques for the convergence of proximal samplers
by the community [CCSW22, CE22], and we are optimistic similar advancements can be

made in non-Euclidean settings, discussed further in Section

Zeroth-order private convex optimization. As the main application of our tech-
niques, in Section we design LLTs based on the smoothness of the function ¢,(z) =
% ||x||3 in the norm ¢;, where % + é =1and p € [1,2], ¢ > 2. We show that the addi-
tive range of 1, the LLT of ny, for n < é, is bounded by O(ﬁ) over the unit £,
ball. This makes 01, , competitive with the canonical choice of regularizer in ¢, norms for
optimization, namely r,(z) := ﬁ Hyc||12)7 which has the same additive range and strong
convexity parameters as 71y, (up to constants). We further build efficient value oracles
and samplers for induced densities for v, , in Section

A critical difference between 7t and r,, however, is that regularizing by a multiple
of mp admits efficient samplers via the machinery in Section ; to our knowledge no
similar technique is known for r,. This difference is particularly important in the setting of

differentially private convex optimization: see Problem for a formal statement of the

4We use slightly different notation than in Section for convenience of exposition here.

5This restriction is discussed further in Section , but does not bottleneck our privacy applications.
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problem we study. Recently, [GLL"23] showed that to privately minimize either population
or empirical risk for a distribution over convex functions which are Lipschitz in a (possibly
non-Euclidean) norm ||-|| v, it suffices to sample from a regularized density oc exp(—Fk(f™ +
ur)). Here, f™ = % Zz‘e[n} fi is the empirical risk over n samples {f;};c[n], k, 0 are tunable
parameters, and 7 is a 1-strongly convex regularizer in ||-|| .

Our new sampling results show a demonstrable algorithmic advantage of using 91, ,, as
a regularizer for £, geometries, as opposed to r,. In Theorem , we give algorithms for
private convex optimization matching the state-of-the-art excess risk bounds for private con-
vex optimization recently attained by [GLL"23] (who used r, as their regularizer). Under a
warm start, our new algorithms further improve the value (zeroth-order) oracle complexities
of private convex optimization under ¢, regularity in dimension d compared to [GLL"23] by
poly(d) factors, i.e. the number of queries to {fi};c[, used. We also show these new value
oracle complexities extend straightforwardly to improve private convex optimization over
matrix spaces satisfying Schatten-p norm regularity.

We note that our results match (up to logarithmic factors) the value oracle complexities
in the £ setting obtained by [GLL22], for all ¢, norms where p € [1,2]. In Appendix 5.7, we
extend lower bounds for stochastic optimization from [DJWW15, GLL22] to the £, setting to
show the value oracle complexities of Theorems and are near-optimal, assuming

a polynomially warm start.

5.1.2  Our techniques

Analogously to Section , in this section we split our discussion of our techniques into

three parts.

Algorithmic aspects of the LLT. We first discuss our strong convexity-smoothness
duality result. From a convex geometry perspective, smoothness of ¢ (with LLT 1)) ensures
that the induced distributions o exp((z, -) — ¢) are heavy-tailed (because their log-densities
cannot grow quickly), which means their variances are “large.” We also know that V24 is
the covariance matrix of the induced distribution which means that V2 should be lower-

bounded. We formalize this using a version of the Cramér-Rao bound from [CP22]. An
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older arXiv version of this paper contains a more elementary proof of this result inspired

1.

by differential privacy, achieving a worse constant of ~ 5;

the (optimal) improvement
was suggested by Sam Power. Our converse proof is similar, and follows by applying the
Brascamp-Lieb inequality [BL76].

To prove our isoperimetric inequality, we draw inspiration from a similar bound shown
in Lemma 35 of [LV18], but for a family of convex functions ¢ satisfying a strange con-
dition that ¢” was convex (which fortunately includes the log barrier function). Noticing
that —log is self-concordant, we extend the [LV18] result to hold for all self-concordant
functions. Further we show by a direct calculation that the KL divergence between the
induced distributions of two nearby points x and z’ is essentially the LLT 1 at one of the
points, up to a linear term. This lets us use stability of the Hessian of self-concordance func-

tions to demonstrate stability of nearby induced distributions, a key ingredient in proving

conductance bounds by the machinery of [DFK91].

Non-Euclidean proximal sampling. Given the results of Section 5.3, establishing our
main proximal sampling result Theorem is fairly routine. Our algorithm consists
of an “outer loop” and an “inner loop” for sampling from the x marginal of (5.3) which
is stated and analyzed in Section . Our outer loop analysis is directly based on the
mixing time-to-conductance reduction of [LS93] and the technique of [DFK91] to lower
bound conductance, using facts from Section 5.3. Our inner loop handling functions F' in
(5.3) which are Lipschitz (or distributions over Lipschitz functions) is a small modification of
a similar result in [GLL22]. The only property we need of the LLT is strong convexity: this
implies a rejection sampler terminates quickly via the concentration of Lipschitz functions
under strongly logconcave distributions (in any norm) [Led99, BL00].

We do note there is a design decision to be made on how to define “scaling up the LLT by
%,” unlike in the case of (7.1) where using the induced density A (x,n7'1,) is natural. Given
r, a 1-strongly convex function in [|-|| ,, and letting 7* be its (smooth) Fenchel conjugate,

two natural ways of defining a scaled up induced distribution at x are to choose densities

o exp ((z,y) —nr*(y) — ¢ (x)) (5.4)
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or

1 ) il
ocexp(n«x,w—r(y) o >>). (5.5)

The choice (5.4) clearly results in + which is Q(n~!)-strongly convex, rendering it suitable
for our proximal sampling applications. It is not difficult to see that the second results in
n~14 which is also Q(n~!)-strongly convex. More interestingly, plugging in r = r* = % ||Hg
makes (5.1) agree with (5.5) rather than (5.1). Unfortunately, the 1) which results from (5.5)

1 and its third derivative with n=2. Our

is not self-concordant, as its Hessian scales with 1~
choice to use (5.1) has further implications, elaborated on next, but a deeper understanding

of this discrepancy seems interesting.

Zeroth-order private convex optimization. As outlined in Section , the frame-
works of [GLL22, GLL"23] show that to use our proximal sampler for ¢, norm private
convex optimization, it suffices to design an LLT which has small additive range. Perhaps
surprisingly, we exploit the non-scale invariance of LLT for this task: the LLT of ny does

not behave like ! times the LLT of ¢.” To see why this is helpful, consider the case when

w(o) = tog ([ exo ((0) = vl ) o).

Although one would hope ¢ () has additive range comparable to 3 ||, the Fenchel con-

2
=3 [l then,

jugate of 3 ||, it is not hard to show that v (e1) — 1(0) = Q(/d); we give a proof in
Appendix 5.8. Intuitively, the ¢, radius of a typical point ~ exp(—% HHiO) is about V/d,
and a constant fraction of points on the surface of this /o, ball have inner product with
e1 of Q(v/d). This shows the additive range of ¥ on the ¢; ball is larger than 3 I3 by
dimension-dependent factors.

We show that the non-scale invariance of (5.1) is actually helpful in controlling additive
ranges. Specifically, letting 1), denote the LLT of n H:c||§7 we show the additive range of
nmp, (a ~ l-strongly convex function) is ~ max(n,1,+/dn). For sufficiently small 7, this
implies 1, is actually a much smaller regularizer than v; graciously, our differential privacy

applications require n < d%. We find it potentially useful to explore how generic this non-

50n the other hand, the Fenchel conjugate of 1y is ™! times the Fenchel conjugate of .
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scale invariance of the LLT is.

5.1.3 Prior work

Non-Euclidean sampling. A recurring issue that arises in bounding the convergence
rate of non-Euclidean samplers is that naive discretizations can result in significant error.
As a result, most prior works either require strong assumptions or oracles for accurate
discretization or adopt more sophisticated discretization methods that are difficult to ana-
lyze. For example, earlier in the introduction this was discussed for discretizations of MLD
[ZPFP20, Jia21, AC21, LTVW22]. Part of the intrinsic difficulty of bounding discretized
MLD lies in third-order error terms emerging from non-Euclidean geometries, which are
hard to control under standard assumptions.

Under structured settings different than, but related to, those in this paper, an inter-
esting alternative sampling strategy is discretizing Riemannian Langevin or Hamiltonian
dynamics. For example, [GV22] studied the Riemmanian Langevin dynamics assuming ac-
cess to an oracle to sample from Brownian motion on a manifold, whose complexity heavily
depends on the manifold. Further, the convergence rate of Riemannian Hamiltonian Monte
Carlo (RHMC) in polytopes was studied in [LV18], and a discretized version was analyzed
in [KLSV22]; the results apply to a limited family of distributions, and the convergence
rate is fairly large. For RHMC to converge to the correct target distribution, sophisticated
discretization methods such as Implicit Midpoint Method are necessary. Though efficient

in practice, these methods are challenging to analyze theoretically.

Proximal sampling. A long line of works has studied the use of proximal methods
in sampling (inspired by optimization). Several considered proximal Langevin algorithms
[Per16, BDMP17, Berl8, Wib19], which combine proximal methods and discretizations of
Langevin dynamics. Further, [MFWB22] proposed a sampler based on a proximal sampling
oracle. However, these algorithms required either stringent assumptions or a large mix-
ing time. Recently, [LST21b] proposed a new proximal sampler overcoming many of the
assumptions and efficiency issues in prior methods. Several works have focused on general-

izing [LST21b] and applying it in different settings: [CCSW22] proved convergence results
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using weaker assumptions than strong logconcavity. The framework has been used to obtain
state-of-the-art samplers for various structured families, including smooth, composite, and

finite-sum densities [LST21b] as well as non-smooth densities [GLL22, LC22].

Log-Laplace transform. The LLT is a powerful tool that emerges frequently in prob-
ability theory and convex geometry. Notably, [BE19, Che21b] showed that the Legendre-
Fenchel dual of LLT of the uniform measure on a convex body in R” is an n-self-concordant
barrier, giving the first universal barrier for convex bodies with optimal self-concordance
parameter. In [CE22], the LLT serves as one of the key ingredients of entropy conservation
in localization schemes for sampling. In addition, the LLT shows up in the solution to
the entropic optimal transport problem, where a KL divergence is added to regularize the

optimal transport objective [CP22].

Private convex optimization. Differentially private convex optimization is one of the
most extensively studied problems in the privacy literature and captures an increasing num-
ber of critical applications in various domains, including machine learning, statistics, and
data analysis. There is a rich body of works on this topic [CM08, CMS11, KST12, BST14,
WYX17, BFTGT19, FKT20], which have mainly focused on the Euclidean geometry, e.g.
assuming the ¢ diameter of the domain and ¢ norms of gradients are bounded. Moti-
vated by applications not captured by these assumptions, there has been growing interest
in studying differentially private convex optimization in non-Euclidean geometries, as seen
in [TTZ15, AFKT21, BGN21, HLL*22, GLL"23]. Of particular relevance, [GLL"23] devel-
ops an exponential mechanism based method attaining state-of-the-art excess risk bounds

for £, and Schatten-p norms, which are matched by our algorithms in Section
5.2 Preliminaries

General notation. In Section only, 5, ~, and < hide logarithmic factors in problem
parameters for expositional convenience. For n € N, [n] refers to the naturals 1 < i < n.
We use X to denote a compact convex subset of R%. For all p > 1 including p = oo, we let

[|[|, applied to a vector argument denote the £, norm. We denote matrices in boldface and
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when |[|-]] , is applied to a matrix argument it denotes the corresponding Schatten-p norm
(¢, norm of the singular values).

For any X C R? we let its indicator function (i.e. the function which is 1 on X and 0
otherwise) be denoted 1y. We will be concerned with optimizing functions f : X — R,
and ||| y refers to a norm on X. We let X* be the dual space to X, and equip it with the
dual norm [|y|| y« = supj,, =1 zTy. We let N(p, 2) be the Gaussian density of given mean
and covariance. For a positive definite matrix M € R%*? we denote the induced norm
by |lvllap = VvTMuv. When making asymptotic statements we will typically assume the
dimension d is at least a sufficently large constant, else we can pad and affect statements

by at most constant factors.

Optimization. In the following, fix f : X — R. We say f is G-Lipschitz in ||-||, if for
all z,2" € X, |f(z) — f(2')| < Gllz —2'||,. If f is differentiable, we say it is L-smooth
in |||y if for all z,2" € X, [|[Vf(z) = Vf(2')||y« < L|lz —2||,. Taylor expanding then
shows f(z') < f(z) + (Vf(z),2' —2) + L |z — o'||%. We say f is m-relatively strongly
convex in ¢ if f —me is convex. For k-times differentiable f, V¥ f(x)[v1,va, ..., v;] denotes
the corresponding k™ order directional derivative at f. We say twice-differentiable f is
m-strongly convex in ||-||  if for all z € X, v € RY, V2f(z)[v,v] > m|jv||3. We say convex

¢ : RY — R is self-concordant if
3
V30 (2)[h, h, h]| < 2 (Vp(z)[h,h])?, for all z,h € R%.

A key fact we use about self-concordant functions is that their Hessians are stable under
small distances, where the distance is measured in the Hessian norm: see Lemma for

a formal statement.

Probability. For a density 7 supported on X, we let w(S) := Pry-[z € S]. For two

densities i, w, we define their total variation distance by ||u — 7|lpy := 3 [ |p(z) — 7(z)|dz

and (when the Radon-Nikodym derivative exists) their KL divergence by Dkr,(p||7) =
(z)

[ w(z log )dx For 1 < o < o0, we also define the a-Rényi divergence between densities
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p, T by

Dafpulm) = ! log (/ <g§g>aﬂ(x)dx) .

We say density 7 is logconcave (respectively, m-strongly logconcave in |[|-|| ) if —log is
convex (respectively, m-strongly convex in |-|| ). We similarly say 7 is m-relatively strongly
logconcave in ¢ if —logw is m-relatively strongly convex in ¢. If logm is affine, we say «

is logaffine. We say a density 7 is S-warm with respect to a density = if for all « in the

support of T, %?(%) < B.

Log-Laplace transform. We define the log-Laplace transform (LLT) of ¢ : RY — R by

¥(z) = log ( [ e (o) - w(y))dy) |

When ¢, ¢ are clear from context, we define the density

D7 (y) = exp ({z,y) — p(y) — (). (5.6)

Note that the normalization constant is exactly given by v(z) and hence Df is indeed a
valid density. We use x to indicate proportionality, e.g. if u is a density and we write
p o< exp(—f), we mean p(z) = %fo) where Z := [exp(—f(x))dz and the integration is
over the support of p.

Riemannian geometry. In Sections and we will use geometry induced by the
Hessian of a self-concordant, convex function ¢ : R — R. We summarize the important
points here, and defer a more extended treatment to [NT02]. When ¢ is clear from context,
we denote the norm |[|[|, := [|h[|g2,(,)- Throughout this discussion let M C R? be a Rie-
mannian manifold equipped with the local metric [-||,,. The induced Riemannian distance

of a curve ¢ : [0,1] — M is defined as
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where %c(t) is the velocity element of the curve in the tangent space at ¢(t). For x,y € M,
we then define d,(z,y) to be the infimum of the length L,(c) over all curves ¢ such that
¢(0) =z and ¢(1) = y. We will use the following two important properties of the Riemannian

geometry over M = R? induced by self-concordant, convex functions.

Lemma 5.2.1 ([NT02], Lemma 3.1). Suppose ¢ : R? — R is convex and self-concordant.
For z,y € RY, if dy(z,y) <6 — 6% < 1 for some § € (0,1), then |ly — |, <.

Lemma 5.2.2 ([Nem04], Section 2.2.1). Suppose ¢ : R — R is convex and self-concordant.
For any h,z € R? such that ||h||, < 1, (1—||h[,)?V2p(z) = VZp(z+h) < (1-|h],) 2VZe(z).

5.3 Properties of the LLT

In this section, we collect a variety of facts about the log-Laplace transform which we will

use to develop our sampling scheme in Section 5.4. We begin by proving basic facts about
the LLT in Section . We then use them to derive isoperimetric properties of induced
distributions in Section and total variation bounds in Section . Throughout this

section we will fix a convex function ¢ : R — R, and let ¢ : R — R be its LLT. We will

also follow the notation (5.0).

5.8.1 Basic properties and duality

The log-Laplace transform 1) at x is the cumulant-generating function of the distribution D%,
which means that v is infinitely-differentiable and that V¥4 is the k" cumulant tensor of DY .

We will only use the first three derivatives of ¥ which we compute below for completeness.

Lemma 5.3.1 (LLT derivatives). For any x,h € R?, we have

Vi(z) = p(D7) == E Ty,

V2(z) = Cov(Df) = E_|(y— p(DE)(y — n(DD)] .

y~DF

3 —
V)b = B

[y — (D), )°] .

Yyr~



201

Proof. For any = € RY, a straightforward calculation shows that

— (100 [ exp (.4} — _ e (zy) —e@)ydy _
Vo) = ¥ (108 [ exp (o) = oly)) dy ) = LSRRIV (o),

Further,

20y — o (L &P () — oY) ydy
Vi) v(fexp< ot )

_ Jen (@) — @)y dy ([ exp (2,9) — o) ydy) (f exp (2,9) — p(v)) ydy) |

Texp (@ 5) — 0(y)) dy (J exp ({z.9) — p(y)) dy)”

Finally,

V() [ b ] = BTV <f exp ((2,9) = ¢() (v h)*dy  (fexp ((z,9) - SD(y))yThdy)?>

Jexp ((z,y) — ¢(y)) dy ([ exp ((z,y) — ¢(y)) dy)2

_Je ey —ew) @) dy |, (fexp (z.9) — o) yThdy)3
Jexp ((z,y) — ¢(y)) dy Jexp ((z,y) — ¢(y)) dy

3fexp (@) — e) (y"h)" dy [ exp ((z,9) — () y " hdy

(f exp ((z,9) — o(y)) dy)’ '

O]

By using a fact on one-dimensional logconcave distributions in [BE19], this implies the

following.

Lemma 5.3.2 (Self-concordance). If 1 is the LLT of a convex function, it is self-concordant.

Proof. By the definition of self-concordance and Lemma , it suffices to show for any
h € RY,
3
B - w0 <2( B [t-uon.n])" (57)
yNDw yNDw

We then note that the random variable (y — u(D5), h) for y ~ D¥ follows a logconcave dis-
tribution because affine transformations preserve logconcavity. Finally Lemma 2 of [BE19]

implies (5.7) holds. O

Next, we prove that a form of strong convexity-smoothness duality (and its converse)
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holds with respect to ¢ and 1, analogous to the type of duality satisfied by Fenchel conju-
gates [KST09].

Lemma 5.3.3 (Strong convexity-smoothness duality). If ¢ : R? — R is L-smooth with

respect to ||-||,, then ¢ : R* — R is %-strongly convex with respect to |-]|.

Proof. By definition of strong convexity it suffices to prove for any z,v € R?, v VZ)(z)v >
1 |v]|?. Without loss of generality, by scale invariance we can assume |[v|| = 1. Let ¥ =
{y,v), where y ~ Dy. By Lemma , V2 (z) = Cov (DY), so it suffices to prove that

Var(v) = |y~ u(Df). )] 2

S

Letting M := E,_pe V2p(y), we first observe

L 1 1
Zo"M ™ = max (u,v) — —u' Mu > max (u,v) — = |[ul? = = ||v|*.
2 u€Rd 2L ueR? 2

In the only inequality, we used that u' Mu = E, ps u"V2p(y)u < L|ul|? by smoothness
of ¢, and the last equality follows by optimizing over ||u|,. This shows v' M~!v > 7. The
Cramér-Rao inequality (see Lemma 2, [CP22]) then implies

Var(Y) > oMy >

Y

S

since the Hessian of —log Dy at any z € R% is V2. O

Lemma 5.3.4 (Smoothness-strong convexity duality). If ¢ : R? — R is %-strongly convex

with respect to ||-||,, then 1 : RY — R is L-smooth with respect to ||-||.

Proof. Let v,r € R? and assume ||v|| = 1. As in Lemma , defining Y = (y,v) for
y ~ DY, we have v' V2 (z)v = Var(Y), and want to show Var(Y) < L. First note that

for any y € RY,

Dal2 = Lo
5 lully = 5 llvll™

_ L
v = max (u,v) — ~u' VZp(y)u < max (u,v)
u€Rd 2 u€Rd
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The first inequality used strong convexity of ¢ and the last equality follows by optimizing

over |lu||,. This shows v (V2p(y))~tv < L for all y. The Brascamp-Lieb inequality [BL76]

then implies

Var(Y)< E [UT (v%(y))’lv}gL,

y~DF

since the Hessian of —log Df at any = € R% is V2.

5.3.2  Isoperimetry

In this section we prove an isoperimetric inequality for densities which are relatively strongly

logconcave with respect to an appropriate LLT. The only LLT property we use is Lemma

i.e. self-concordance, via the following generic fact which generalizes Lemma 35 of [LV18].

Lemma 5.3.5. Suppose ¢ : R — R is convexr and self-concordant. For any x € R,

exp(—p(a) i 1min{/x exp(—o(t))dt, /OO exp<—§0(t))dt}.

'(x) T 12

—00 T

Proof. Assume ¢'(x) > 0 (the other case will follow analogously by bounding the integral

on (—oo, x]). Define r := x + 4\/;”7(3?). By self-concordance (Lemma

1

5@”(1‘) < @'(t) < 20" (x).

Hence, we have for all ¢ € [x, 7], since ¢'(z) > 0,

o) = ¢l@) + @)t~ )+ [ (t= )¢ (6)ds = pla) + 5t - )

We use (5.8) to bound the integral on [z, 7]:

"exp <—i(t - x)2<,0"(x)> dt

o

/ expl—plt)dt < expl—p(e) [

T

< exp(-p(a) [

—00

), for all ¢ € [z, 7],

2. N1
¥

exp (—i(t — a:)Qgp"(a;)) dt = 2y/7 -

¥

Y

/!

(

(7))

exp(—

x)

(5.9)
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Next, to bound the integral on [r,00), we first observe

T

dn 2@+ [Pz [ ez V)

x T

Hence, by convexity from r,

/OO exp(—(t))dt < /00 exp (—gp(r) _ SOI(T)(t — r)) dt

= 1 exp(—(x)
< explple)) [ exp (3Tl n) ) =8 2LAD)
' : (5.10)

~—

We used ¢(r) > ¢(z) by convexity and ¢'(z) > 0. Combining (5.9) and (5.10) yields the

claim. O

Next, we reduce the problem of proving isoperimetry for relatively strongly logconcave
densities to the same problem in one dimension (captured via Lemma ), via the local-

ization lemma.

Lemma 5.3.6 (Modification of the localization lemma, [KLS95], Theorem 2.7). Let f1, f2, f3, fa
be four nonnegative functions on R® such that fi and fo are upper semicontinuous and fs
and fy are lower semicontinuous, let c1,co > 0, and let ¢ : R* — R be convex. Then, the

following are equivalent:

o For every density m: RY — R which is 1-relatively strongly logconcave in ¢,

</ f1(a:)7r(a:)dgy:>Cl (/ f2(af)7r(:c)dx>02 < (/ fg(ac)w(ac)da:)Cl </ f4(a:)7r(a:)da:)02.

o For every a,b € R? and v € R,

Cc2

1 €1 1
( / fi((1=t)a+ tb)evt—w((l—“““b)dg ( / fo(1 = t)a + tb)eﬁ—@(“—t)a*tb)dt)
0 0

1 C1 1 c2
< ( / f3((1 = t)a + tb)e’ytﬂ(lt)a“b)dt) ( / (1 =t)a + tb)e”t“"((lt)aﬂb)dt)
0 0

Proof. The proof follows identically to the case where ¢ = 0, which was proven in [LS93,
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KLS95] via a bisection argument (see Lemma 2.5, [LS93]). The only fact the bisection argu-
ment relies on is that restricting logconcave densities to subsets of R? preserves logconcavity,
which remains true for densities which are relatively strongly logconcave with respect to a
given convex function. For a more formal treatment of this generalized bisection argument,
see Lemma 1 of [GLL"23]. Finally the change on the continuity assumptions on the {f;};cp
follows by Remark 2.3 of [KLS95]. O

Finally, we combine these tools to prove the main result of this section.

Lemma 5.3.7 (Self-concordant isoperimetry). Let ¢ : R? — R be convex and self-concordant,
and let f : R — R be m-relatively strongly convex in . Given any partition Sy, Sa,S3 of

RY,
Js, exp (= f(z)) dz

min {fSl exp(—f(z))dz, fSQ exp(—f(x))dz

} =0 (\/mdw(sla 52)) )

where dy(S1, S2) = minges, yes, do(x,y).

Proof. We assume m = 1 by rescaling ¢ < m¢ which results in d, (51, S2) < vmdy(S1, S2).

We first show that without loss of generality, we can assume

. s, exp(—f(x))dx
ie{1,2} [exp(—f(z))dz

= Q(1). (5.11)

To see this, let ST,S5 and S5 be the partition that achieves the minimum of

Js, exp (—f(x)) da

B(51,82,83) = :
dy(S1,S2) min {f& exp(—f(z))dz, sz exp(—f(a:))dx}

Let 6 = dy,(ST,S5). For any z € S3, let € ST minimize d,(z, z) and let y € S5 minimize

dy(y, z). By the triangle inequality we have

d@($7 Z) =+ ng(yv Z) Z 5

and hence max(d,(7,2),d,(y,z)) > 3. Consequently we can partition Sj into S4 and S

such that d,(S7,S55) > % and d,(S5,55) > g by placing each z into an appropriate set.
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Moreover, we can assume without loss of generality that

Ji exp (~f(x)) da
3 min { [y exp(—(2))dz, fg, exp(—(z))dz }

<p.
as otherwise the above is true for S5. Thus, 5(ST U S%,55,55) < B(ST,S5,53), proving
(5.11) (else we may halve the measure of S3). Given (5.11), it suffices to show that there is

a constant C' with

Cdy (51, 52) / exp(—f(2))Ls, () dz / exp(— f(2)) g, (z)dz
< [ exp(-f(a)de [ exp(~ (@)L, (o),

Using the localization lemma (Lemma ), letting f; = 1g, fori € [3] and fy = (Cd(S1,52)) 71,

it suffices to prove for every a,b € R% and v € R,

1
Cd,(S1,52) /0 exp (vt — o((1 —t)a+1tb)) Lg, ((1 — t)a + tb)dt

: /1 exp (vt — (1 —t)a +tb)) Ls, ((1 — t)a + tb)dt
01 1
< / exp (vt — o((1 — t)a + tb)) dt/ exp (7t — (1 —t)a + b)) Ls,((1 — t)a + tb)dt.
0 0

Redefine ¢(t) < ¢((1 —t)a +tb) — ~t for t € R, which is a one-dimensional self-concordant
function, and redefine S; <— {t | (1 —t)a + tb € S;} for i € [3], such that each S; is a union
of intervals. It is straightforward to check that the distance d,,(S1, S2) only increases under
this transformation, because it can only take fewer paths, and each path has the same length

(the change in /¢ is negated by the change in distance traveled by the path).

So, it suffices to consider the special one-dimensional case with v = 0, where dy(z,y) =
[Z\/¢"(t)dt. We next note that it suffices to consider the case when Ss is a single interval,

i.e. for any a < o' < b < b, we have S1 = [a,d/], Sy = [V, 1], S5 = [a/,V/], and wish to show

"Without loss of generality we can assume S; and So are closed (implying Ss is open) by taking their
closures. This implies fi, f2 are upper semicontinuous and fs, f1 are lower semicontinuous.
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for some constant C'

Ly exp(—p(®)dt _  f exp(—p()dt fy exp(—p(t))dt

7 2 5.12
f(f, V' (t)dt f; exp(—p(t))dt (5:12)

When S3 has multiple intervals, by Theorem 2.6 in [LS93], we show (5.12) for each interval

in S3 and its adjacent segments in S and S, and sum over all such inequalities. By

Lemma , when ¢ is convex and self-concordant, we have for any = € [a, b],
_ 1 T b
2P 5 i ([ (gt [ exp(-po)a)
90”(‘%.) 12 a T
b/
which combined with M > Mingefqr ] exp(—2@)) oy (5.12). O
Jor V" (B)dt ’ ¢ (z)

5.8.3 Total variation bounds

In this section, we provide a bound on the total variation distance of induced distributions

D# and Df,, when x and 2’ are close in the Riemannian distance given by 1.

Lemma 5.3.8 (TV distance between D and DY,). For any x, 2’ € R? such that dy(z,2') <

7

=

[

o1
™V = 9°

Proof. Let h = 2’ —x and note that the KL divergence between Dj and Df, may be rewritten

as
Diw (02D%) = E g S22 ()] = E_[i(a!) - (a) = (h.)]
W)= e [P apg Y| T e !
=P(a’) —d(z) — (h, Vi (2)).
In the last equation, we used Lemma . We recognize that the KL divergence is the

Bregman divergence (first-order Taylor approximation) in v, and hence letting x; = = + th

for ¢ € [0,1] such that g = z and 21 = 2/, we continue bounding

1
Dia (D2ID2) = [ (1= 90 a0
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1
1
< / 4(1 — t)V24(x)[h, h]dt < 5
0
The first inequality used that when dy(z,2") < 1, Lemma shows ||z; — 2|, < ||/ — 2], <
1, so Lemma gives VZ(z;) = 4V?%)(x); the second used ||hll, < 3. Finally by

Pinsker’s inequality,

1

1
H'Df - Df/ TV < \/QDKL('DfH'Df,) < 5

5.4 Proximal LLT sampler

In this section, we study a sampling problem in the following setting, assumed throughout.

Problem 5.4.1. For D,G,n > 0, let X € R% be compact and convex, with diameter in a
norm ||-||, at most D. Let F' : X — R have the stochastic form F(z) := E;.z [fi(x)], for
a distribution Z over (a possibly infinite) family of indices 4, such that each f; : X — R is

convex and G-Lipschitz in ||-||,. Finally, let ¢ : R? — R be convex and n-smooth in the

dual norm ||||y-. Given p > 0, and letting ¢ : R — R be the LLT of ¢, the goal is to

sample from the density 7 satisfying
dr(x) x exp (—F(x) — nui(x)) Ly (z)dx. (5.13)

Note that by Lemma , ) is p-strongly convex in ||| ,. Letting z = (z,y) denote
a variable on X x R?, it is convenient for us to define the extended density on the joint

space of z:

dm(2) oc exp (= F(z) = nup(z) + ((z,y) = ¥(z) = ¢(y))) Ly (x)dz. (5.14)

Our sampling framework for (5.13) generalizes an approach pioneered by [LST21b], and
is stated in the following Algorithm 6. The algorithm simply alternately samples from

each marginal of (5.14). Before stating it, we define the following notation for conditional
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densities throughout the section:

dmz(y) = exp ((z,y) — Y (z) — ¢(y))dy for all x € X,

(5.15)
dmy () o< exp (—F(z) — (1 + nu)y(x) + (2, y)) 1y (z)dz for all y € RY.

In particular, we observe that dm,(y) = d7(- | ) and dmy(z) = d7(- | y).

Algorithm 15: AlternateSample(X, F,p, T, 1, x0)
Input: X, F, in the setting of Problem ,T'eN, u>0,x9 € X;
for k € [T] do

Sample yj, ~ mg,

Sample xj, ~ my, .;

end

[=2 B N VI

Return zp

Correctness of Algorithm 6 for sampling from (5.14) builds upon the following basic

facts.

Lemma 5.4.2. The total x-marginal of w in (5.11) is w in (5.13). Furthermore, the sta-
tionary distribution of Algorithm 0 is T, and the induced Markov chains in Algorithm
restricted to either {x}o<k<r (a Markov chain on X ) or {yx}xerr) (a Markov chain on R?)

are both reversible.

Proof. The first conclusion is a direct calculation, and the remainder is Lemma 1 in [LST21b].

O]

In Section we develop a subroutine based on rejection sampling for implementing
Line 4 of Algorithm 6, extending [GLL22]. We then give our complete analysis of Algo-

rithm 6 in Section

5.4.1 Sampling from the x-conditional distribution

Throughout this section, we assume the setting in Problem , and fix some y € R%. We

provide a sampler for the marginal density 7, (following notation (5.15)), and denote the
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component of the density independent of F' by ~,, i.e.

dy(z) oc exp (—nuip(x) — (¥ () = (2, 9))) La(x)dz. (5.16)

By Lemma , 7y (and hence my) is %—strongly logconcave in ||-|| . Our rejection sampler

leverages this fact and the stochastic nature of F' to build a rejection sampling scheme

similarly to [GLL22|. For completeness, we state our Algorithm 13 below, and provide the

details of its analysis here.

Algorithm 16: InnerLoop(y,d, X, F, ¢, 1)

1 textbflnput: § € (0, %), y € R4, X, F,p in the setting of Problem for
1 42 1
72 10°G* log 5

Output: Sample within total variation distance ¢ of

N

dr,(x) o exp (=F () — mpub() — ((2) — (2,))) Loeada

3u+1,p+ 1,

4 while u > %p do

5 Sample x1,z2 ~ 7, defined in ( ) independently;
6 p < 1, u e [0, 1];

7 Draw a € N such that for all b € N, Pr[a > b] = §;
8

9

for b € [a] do
Draw j;, ~ T for i € [b];
10 p = p+ icp) (fi,(@2) = fi, (21));
11 end
12 end

13 Return: z;

In order to analyze Algorithm 13, we first state a general result about concentration of
Lipschitz functions with respect to a strongly logconcave measure, in general norms. The
following is a direct adaptation of standard results on log-Sobolev inequalities contained in

[Led99, BLOO).

Lemma 5.4.3 ([Led99], Section 2.3 and [BLO00], Proposition 3.1). Let X ~ 7 for density

m: X — R which is p-strongly logconcave in |||y, and let £ : X — R be G-Lipschitz in
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||| - For allt >0,
Pr [t(x) > Elf) +1] < pt
Pr x) > 8 < exp 22 )

In the remainder of the section, let 7, be the distribution of the output of Algorithm
and recall the target stationary distribution is m,. When p is clear from context, we define
7 :=med(0, p,2) to be the truncation of p to [0,2]. We also denote the index set drawn on
Line 9 by

J = {jivb}be[a],ie[b] )

when a is clear from context. We first provide the following characterization of ||, — | -

Lemma 5.4.4. Define r, to be the random variable E[p | x1 = x] (where the expectation is

over 2, a, and the random indices [J, and similarly let T, := E[p | x1 = x]. Then,

”7Ty_7~ry||TvS E |ry =7y,

Ty
Proof. First, by definition of m,, we have
exp(—F(z))7yy () exp(—F(z))
Ty(x) = = y(x) - . 5.17
A= Fesp(Flwpmwide ~ " By en-Fa)
Moreover, by definition of the algorithm,
. (@) Pru<ip|oy=2] 4, @)Ep|z1 =2
oy(x) = = 1 _ W@ Elp] ] (5.18)
Pru < 3p] Elp]

where all probabilities and expectations are zs, a, and J. Furthermore, note that for fixed

b € lal,

b
8| I (Gralen) ~ fislo) | = (B, L) = fonl]) = (Flaz) = Flan)

1€[b]
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Hence, taking expectations over a, we have for any fixed x1, x2,

[p| z1,x9] ZPr a > b|(F(xz2) — (xl))b

b>0

ST F(z1))" = exp (F(x2) — F(a)).

b>0

(5.19)

Next, by combining (5.17) and (5.18), we have

1| ew(-F@)  Eplm=2

b= =5 [ Bt r B |
1 ep(—F()  Elp|zi =]
R e |

By taking expectations over zg in ( ), and recalling the definitions of r,,7,, we obtain

re = Elp | 11 = 2] = exp(—F(2)) Ezyny, exp(F'(22)). We thus have

Next, we lower bound E~,, 1 as follows. By taking expectations over ( ) and using

Tz Tz

1
T—T — IE — —
- =3 8 e -

independence of z1 and x2, we have that for the random variable Z = exp(—F(x)) where
x ~ 7y, we have

E r,=EZ) - (EZz") >1, (5.20)

w~Yy
where we used Jensen’s inequality which implies the last inequality for any nonnegative

random variable Z. Finally, combining the above two displays, we derive the desired bound

as follows:
BN | el el R AN el |
2 Eww'yy Tw Eww'yy Tw 2 zry Ewwfyy Tw EwNVy Tw
RN o]
2 vy Eww'yy Tw Eww’yy Tw
1 Eprn, [T 1 1
<3 ,E Ir-ml+ ol | L
2z~ 2 EWN’Yy Tw EwN%J Tw
1 Eynny, Ta
— _ ol e R
2 zyy HT$ TIH " ‘ EIN’Yy Tz
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IA

1 1
- E = I ) =
2 o, [[re —Tal] + 5] Ezm,y ro| oy [[7e — Txl]

A
&=
=
8
!
.
s

In the second and last inequalities, we use the bound ( ). The third line follows since 7,

is always nonnegative by definition, and the third inequality used convexity of | - |. O

Lemma shows it remains to bound E,;~., |ry — Tz|. Fixing 1 and z9, we know p
and p as random variables of ¢ and J are equal, except for the effect of truncating p to
[0,2]. Hence,

E |ry — 7| < EllplLpg0,2]- (5.21)

Ty

In the remainder of the section, define

H = {1010g (15-‘ . (5.22)
We then let
A= Z lazb H(f]m(af?) - fji,b(xl))7
b>H i€[b)
" (5.23)
0 = Z ILazb H (fji,b('r2) - sz‘,b(x1>)7
b=0 i€b]

be random variables depending on the choices of z1,x2,a,J, where A captures the effect
of the “large” b, and o captures the effect of the “small” b (where the b = 0 term is 1
by convention). Since p = o + A, in light of (5.21) it suffices to bound E[|o|1 g9 2] +
E[IA 1 pg0,2)], as

E |ry — 7| < Ellp|1,g0.2] < Ello|1,¢0.2)] + E[A L pg0,2])- (5.24)

Ty
We defer proofs of the following to Appendix 5.9, using small modifications to [GLL22].

Lemma 5.4.5. For \ defined in (5.23),

0
E A Tpg2] < -
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Lemma 5.4.6. For o defined in (5.23),
o
E [loLpgpa] < ;-

Putting together these pieces, we finally obtain the following guarantee on Algorithm

Proposition 5.4.7. The output of Algorithm 15 has total variation distance to m, bounded

by §. In expectation, Algorithm queries O(1) random f; and draws O(1) samples from

Yy -
Proof. The total variation distance bound comes from combining Lemma , (5.24),
Lemma , and Lemma, . Further, the end probability of each “while” loop is Prju <

%p] = E[p] = Eznry Tz > Egnnyy, 72 — Bz, [Fe — 72| We proved in ( ) that Egy, 72 > 1,
and combining (5.21), Lemma and Lemma , shows Eyrr, [Tz — 75| < 6 < 3. Hence
the expected number of loops is < 2, and each loop draws two samples from ~,, and O(1)

many f; in expectation since Ea? = O(1). O

5.4.2  Analysis of Algorithm

We now prove a mixing time on Algorithm 6 using a standard conductance argument, by

using tools developed in Section 5.3. We first define our notion of conductance.

Definition 5.4.8. For a reversible Markov chain with stationary distribution m supported
on X and transition distributions {7, }.cx, we define the conductance of the Markov chain

by
Y TS
" Scx min{x(S),7(X\9))}

We further recall a standard way of lower bounding conductance via isoperimetry.

Lemma 5.4.9 ([LV18], Lemma 13). In the setting of Definition Lletd: X x X be a

metric on X. Suppose for any x,x’ € X with d(z,z") < A,

1Tz = Tarllpy <

N
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Also, suppose that for any partition S, Sz, S3 of R, 7 satisfies the isoperimetric inequality

7(S3) > Ciso ( min d(m,y)) min {7 (S1),7(S52)}.

JJESl,yESQ
Then ® = Q (ACis).

Finally, a classical result of [LS93] shows how to upper bound mixing time via conduc-

tance.

Lemma 5.4.10 ([LS93], Corollary 1.5). In the setting of Definition , let m; be the
distribution after t steps of the Markov chain. If the starting distribution mg is B-warm with

respect to m
P2\’
I =l < VB (1- 5 ) -
Leveraging Lemmas and , we prove the following mixing time bound.

Proposition 5.4.11. Assume the input xg to Algorithm 0 is drawn from a B-warm dis-
tribution with respect to m, nu < 1, and T = Q(# log %) for a sufficiently large constant.

Then the output of Algorithm 0 has total variation distance to m bounded by §.

Proof. Following the optimal coupling characterization of total variation, whenever the op-
timal coupling of y ~ Df and y' ~ D¥, sets y = 3/ in Line 3 of Algorithm 0, we can couple

the resulting distributions in Line 4 as well. This shows that ||T; — Tyl < ||DE — D% || 7v-

By Lemma , since ¢ is convex, 1 is a self-concordant function. Then, combined with
Lemma , for any dy(z,2") < %,
© © 1
”7;6 - 7;’HTV < HDx - Dm/ TV < 5

By Lemma , since F'+nui is nu-relatively strongly convex in 1, 7 satisfies the isoperi-

metric inequality such that for any partition Sy, So, S5 of R?,

w(5a) = i), _in  dof,p) ) min (), (S5

:BES1,y€SQ

By Lemma , we can then lower bound the conductance by ® = Q(,/nu). Choosing a



216

sufficiently large constant in T', we conclude by Lemma the desired |77 — 7||py <

VB exp(—%{ﬂ) <. ]
By combining Proposition with Proposition , we can now complete our anal-

ysis.

Theorem 5.4.12. In the setting of Problem , let nu < 1 and assume xg has a B-warm

distribution with respect to m defined in ( ). Further for sufficiently large constants

suppose % = Q(G?%log %) and

Tz@(llogﬁ>.
w0

Algorithm 0 using Algorithm with error parameter % to implement Line / returns a

point with § total variation distance to w, querying O(T) random f; in expectation.

Proof. Proposition guarantees that if each call to Line 4 of Algorithm 6 is implemented
exactly, we obtain g total variation to . Further, the total variation error accumulated over
T calls to Algorithm 13 is less than g by a union bound on Proposition . Combining
these bounds results in the desired total variation guarantee, and the complexity bound

follows from Proposition . O

We note that given sample access to exp(—nuy(x))lzex, a distribution which only
depends on the choice of ¢ and X (and not the function F'), we obtain 5 < exp(GD) in

Theorem

Lemma 5.4.13. In the setting of Problem , the density v satisfying

dv(z) o exp(—nuy(z))Lx(z)dz

is exp(GD)-warm for m defined in (5.13).

Proof. Note that for all z,w € X, |F(x) — F(w)| < GD. Further recall 7 o exp(—F)v. We

conclude by observing that for all z € X,

exp (=F()v(z)  [yv(w)dw _ Sy v(w)dw
Sy exp(—F(w))v(w)dw v(x) [y exp(F(z) — F(w))v(w)dw

<exp (GD).
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O
5.5 Applications
In this section, we discuss applications of the sampling scheme we develop in Section
We begin by specializing our machinery to £, and Schatten-p norms in Section . We

then give new algorithms with improved zeroth-order query complexity for private convex
optimization in Section . Finally, in Section we discuss computational issues

regarding the specific LLT we introduce.

5.5.1 LLT for ¢, and Schatten-p norms

Throughout this section we fix some p € [1,2], and define the dual value ¢ > 2 such that
%4—% = 1. It is well-known that the ¢, norm and £, norm are dual, as are the corresponding
Schatten norms. In light of Lemma , to obtain a sampler catering to the £, geometry
for example, it suffices to take the LLT of a smooth function in ¢,. We provide the latter

by recalling the following fact.

Fact 5.5.1. Let p € [1,2], ¢ > 2 satisfy % + %. If ||ll, is a vector £y norm, %HHg is pil—

1

o1 -smooth in the

smooth in the £y norm, and if ||-||, is a matriz Schatten-q norm, : H||2 is

Schatten-q norm.

Proof. This follows (for example) from three well-known facts: 1) that %HH?I and %HH;
are conjugate functions in both the vector and matrix cases, 2) that the conjugate of a
m-strongly convex function in a norm is %—smooth in the dual norm [KST09], and 3) that

i HHIZ) is (p — 1)-strongly convex in ||-[|, in both the vector and matrix cases [BCL94]. [

¢, norms. Next, for any a > 0, when the context is clearly about vector spaces, we define

pae) = tog ([ exp (o)~ all?) ay). (5.25)

Note that as the LLT of a I%—smooth function in £y, ¥ is Q(%)—s‘urongly convex in £,

by Lemma . In applications we fix a value of 7 > 0, set a = O((p — 1)n), and use Ny 4

as our strongly convex regularizer in ¢,. We next provide a bound on the range of 1, 4.



218

Lemma 5.5.2. Leta > 0 and let d € N be at least a sufficiently large constant. The additive

range of ¥y over {z € RY | |z]l, <1} ds

1 d d
O<1++ 10g<a+>>.
a a a

In particular, for a < ﬁgd, the additive range is O(%)

Proof. Throughout the proof denote for simplicity 9 := 1, , and let

Dz (y) o< exp ((2,9) — alyll2)

be the associated density. By the characterization of Vi) in Lemma and the fact that
the associated density Dy is symmetric in y for x = 0, we have Vi)(0) = 0 and hence it

suffices to bound ¢ (x) —(0) for [[z[|, < 1. We simplify this expression as

(o) = 0(0) = tog ([ xp (o)~ aly12) ) 1o ( [ exo (~alyl2) av)

) ep (—alylz) ) ( )
—tog | [ e ( D e o) ar™) = (e ).

(5.26)
Next, let m be the probability density on R>q such that

dr(r) o< r¢texp (—ar?) dr.

We note dr(r) is the density of the scalar quantity r = [|yl|, for y ~ Df. This can be seen
by taking a derivative of the volume of the £, ball of radius r, which scales as r¢, so the
surface area of the ball scales as r?~1. By Holder’s inequality, (z,y) < ||y|| , for all y, since
2], < 1. We then continue (5.26) and bound 9 (z) — ¢(0) < log(E,~rexp(r)), and the

conclusion follows from Lemma . O
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Lemma 5.5.3. For any a >0 and d € N at least a sufficiently large constant,

> d—1)1 —ar?)d
10g<f0 exp (( )logr + 1 — ar?) T>§8+8+\/8dlog<a+d>.
a a a

Jo exp ((d —1)logr — ar?)dr

Proof. Throughout this proof let

o0 4 d d
Z::/ exp ((d —1)logr — ar?) dr = (Qd),T::7+8+\/810g<a+>.
0 g a a a

Next we split the numerator of the left-hand side into two integrals:

I ::/ exp ((d—l)logr+r—ar2) dr,
0

Iy = / exp ((d — 1) logr + r — ar?) dr.

It is immediate that I} < exp(7)Z. Further, we recognize that for r > 7,

ar
max (r, (d — 1) logr) < R
. . . . . 2 .,
The first piece in the maximum is clear from 7 > %. The second follows since kfgr is an
increasing function for » > 7, and either %d < 10 in which case we use % > 10, or we let

C := % and use

T a

r2 C
> C for r > 4/2Clog —, C' > 10.
log r 4
Hence we may bound
0 2 2 9 2
b [ () < E e e (),
- 2 a t~N(0,a=1) at 2

Above, we used Mill’s inequality

2 2
Pr [t>7]< —gexp <—T> .
t~N(0,02) m™T
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Further for our 7, our upper bound on [ is larger than our upper bound on I5. To see this,

T(1+a§>+§logdzgloga = exp<7' 1+aT)>1“<d> >a

The first inequality is because ar? > dloga. The first implication then follows by expo-
nentiating and using log I‘(%) > %logd for sufficiently large d, and the second implication

follows by rearranging and using a7 > 4. Finally the conclusion follows from

o0 _ 2
log N ;aoxp ((d=1)logr +r —ar?)dr < log (2exp(7’)Z) <rtl.
Jo exp((d—1)logr — ar?)dr Z

Schatten-p norms. When the context is clearly about matrix spaces, we analogously

define
Up.a(X) = log (/ exp ((X,Y) —al|Y2) dy> .

The proof of Lemma implies the following analogous range bound in this setting.

Corollary 5.5.4. Let a > 0 and let dy,ds € N be at least sufficiently large constants. The
additive range of 1,4 over {X € R41xd | X[, <1} is

O <1+1+ \/d1d2 log (a+ d1d2>> .
a a a

In particular, for a < m, the additive range is O(%)

5.5.2  Zeroth-order private convex optimization

In this section, we consider a pair of closely-related problems in private convex optimization.
Let S be a domain, and let n € N. We say that a mechanism (randomized algorithm)

M 8" — Q satisfies (g, 0)-differential privacy (DP) if for any event S C Q where Q is the
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output space, and any two datasets D, D’ € 8™ which differ in exactly one element,
Pr[M(D) € S] < exp(e) Pr[M(D’) € S] +6.

We next define the private optimization problems we study.

Problem 5.5.5 (DP-ERM and DP-SCO). Let n € N, €,§ € (0,1), D,G > 0, and let
X C R? be compact and convex with diameter in a norm |-||, at most D. Let P be a
distribution over a set S such that for any s € S, there is a f(+;s) : X — R which is convex
and G-Lipschitz in [|-[| . Let D := {s;}c[, consist of n independent draws from P, and let
fi:=f(:;s;) for all i € [n].

In the differentially private empirical risk minimization (DP-ERM) problem, we receive

D and wish to design a mechanism M which satisfies (g, )-DP and approximately minimizes

1
frma) = S file).
i€[n]
In the differentially private stochastic convex optimization (DP-SCO) problem, we receive D

and wish to design a mechanism M which satisfies (g,0)-DP and approximately minimizes

The following powerful general-purpose result was proven in [GLL™'23] reducing the DP-
ERM and DP-SCO problems to logconcave sampling problems catered to the ||| , geometry.
We slightly improve the parameter settings used by Theorem 4 of [GLL"23] for DP-SCO
by noting that a smaller value of k also suffices (due to the larger error bound), as observed

by [GLL22].

Proposition 5.5.6 (Theorem 3, Theorem 4, [GLL"23], Theorem 6.9, [GLL22]). In the
setting of Problem ,let k>0, and let r : X — R be 1-strongly convexr with respect

to |||y, with additive range at most ©. Let v be the density on X satisfying dv(zx) o
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exp(—k(f™(x) + pr(x)))lx(z)dx. Then the algorithm which returns a sample from v for

_ Wdne | _2G7klogy
) - 2.2 )
G\/2@log2—15 nwe

satisfies (g,9)-DP, and guarantees

k=

dlog L
E [f(2)] - min /() < 0 | GvE . L0

T~V reX ne

Further, the algorithm which returns a sample from v for

1 dlog & 1 2,2 log L 1
k=—r- Og%—&—f - min Lnl,nd . p = G?k - max Og?‘s,—
GV©O e2n? n log o5 n2e? ' nd

satisfies (€,9)-DP, and guarantees

/o \/dlog% 1
— mi < . 2
E [Fp(x)] gél)f(le(l’) <0 |GvVO oy + T

T~

Armed with Proposition and the sampler in Theorem , we give our main

results on Problem

Assumption 5.5.7. Fiz p € [1,2] and k,a,n,u > 0. In the setting of Problem ,

assume there is an algorithm A which returns a point drawn from a -warm start to the

density v satisfying

dv(z) oc exp (=k (f*" () + nptpp.a(2))) La (z)da.

Theorem 5.5.8. Let p € [1,2], £,0 € (0,1). In the setting of Problem where ||| 5 s

the £, norm on R?, there is an (e, 6)-differentially private algorithm Mem which produces
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xz € X such that

dlog 1
E [f™(2)] - min f(x) = 0 | G2 VIS

Merm zEX p—1 ne

dlog L
E [f""(z)] — min f*"(z) = O GDv@%d'vﬁogs

Merm TEX ne

forpe(1,2],

forp=1.

Further, there is an (g,0)-differentially private algorithm Mgeo which produces x € X such

that
1
GD 1 y/dlogs
E |F — min F =0 =+ — 1,2
B B - mig o) =0 (22 (L V) ) porpe 1
1 dlog%
E [F — min F° =0 | GD+/logd- | —— + +—— =1.
\E_[Fp(a)] - miy Fp(a) Viogd |+ Y o
Both Merm and Mg, call A in Assumption , appropriately parameterized, once. Merm
uses

n2e? (1+ ne)log 8 B

additional value queries to some f(+;8;), and Mgco uses

2.2
O | min | nd, 1+ n 51 log ((1—i—na)logﬁ) logé
log 5 ) 1)

additional value queries to some f(-;s;).

Proof. First, we slightly simplify the setting of Problem . We may first assume that
D =1, i.e. X has diameter at most 1 in ||-|| ,. If the diameter is bounded by some D # 1, we
can rescale the domain X' < 5, and remap to the modified functions f(z;s) + f(Da;s)
over this modified domain for all s € S. It is clear the Lipschitz constant rescales as
G + GD as a result. Next, we assume (ne)? > dO log } where © = min(lﬁ,log d). In the
other case, in light of the diameter bound on X and the Lipschitz assumption, returning a

random point in X" attains the error bound claimed. Finally, assume p € (1, 2], as otherwise
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we set p 1+ @, which only affects bounds by constant factors, since |-, is affected by

O(1) multplicatively everywhere under this change.

Under these simplifications, we choose the parameters & and p according to Proposi-
tion for each problem. Assume for now that © for the regularizer r we choose is
bounded by a universal constant times p%l. Then the Lipschitz constant of kf°™ in either

case of Proposition is

kG = Q | min | Y2 ZDdne o — Q(d),

\/log%

as implied by our earlier simplification. We hence may choose Z to be uniform over [n], and

1
n= 0 ( 14+ne) lo B)
k2G2 log ( 86) g

for a sufficiently small constant to use Theorem . Under this setting we certainly have

@ shows that r is 1 times the LLT of an #-

n= O(d%), so letting r := i, for a :=
smooth function in /,. By Lemma , 7 is indeed 1-strongly convex in ¢, and Lemma

bounds its range by © = O(ﬁ) satisfying our earlier assumption, where we use a = O(d%).
The runtime finally follows by applying our choices of k, i in Proposition , with our
choice of n, in Theorem , where we ensure that n - kp < 1 by choosing a smaller 7 if

this is not the case (so Theorem applies). Finally, to account for total variation error

in our sampler, it suffices to adjust the failure probability § by a constant and take a union

bound over the privacy definition and the failure of Theorem . O

By combining the proof strategy of Theorem with Corollary instead of
Lemma , we immediately obtain the following corollary in the case of Schatten norms.
Corollary 5.5.9. Let p € [1,2], ¢,0 € (0,1). In the setting of Problem where ||| y

is the Schatten-p norm on R¥*% there is an (e,d)-differentially private algorithm Merm
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which produces X € X such that

didslog X
E [ferm(X)] _ mln ferm(X) — O GD . \/Tog(g fo’r’p 6 (1’2]7

Merm Xex p—1 ne
\/dids log
E (X)) = min f*(X) = O | GDv/log(d1dy) -

Merm XeX ne

forp=1.

Further, there is an (g, 0)-differentially private algorithm Meseo which produces X € X such
that

GD 1 \/d1da log %

E [Fp(X)] — min Fp(X) =0 —_t 1,2
ate, P01 = iy Pe(X) 1 \va e forp € (1,2},
1 1/d1d2 log%
E [Fp(X)] — min Fp(X) =0 | GD+/log(d1d3) - | —= + —+——— =1.
L [Fp(X)] — min Fp(X) V1og(didy) N for p
Both Merm and Mg, call A in Assumption , appropriately parameterized, once. Merm

uses
n2e? (14 ne)logp B

1+ ——11 ——|log=|.
O(( +logé) og( 0 >0g5

additional value queries to some f(+;8;), and Msco uses

2.2
O (min (ndids, 14 "5 ) 1og <<1+n€>10g5> log 2
log 5 1 0

additional value queries to some f(-;s;).

5.5.8  Oracle access for Py,

In Theorem and Corollary , we only bounded the value oracle complexity of
our sampling algorithms. The remainder of the steps in Algorithm 6 and its subroutine

Algorithm 13 require samples from densities of the form dm, (for some z € X) or dv, (for
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some y € RY), defined in (5.15) and (5.16) respectively and reproduced here for convenience:

dmz(y) = exp ((z,y) — ¥ (z) — (y)) dy,

(5.27)

dyy(z) oc exp (—nuip(z) — (¥ (x) = (z,9))) La(z)dz.
These densities are independent of the function F'in Problem and hence do not require
additional value oracle queries in the setting of Problem . In general, the complexity

of these steps depends on the complexity of the functions ¢ and 3, and the set X. We now
discuss strategies for sampling from 7, and -, in specific settings described by Section ,

which we first briefly summarize.

1. We describe a method based on the inverse Laplace transform for sampling from m,

and evaluating v, , with complexity linear in the dimension d in the vector setting.

2. Under efficient value oracle access to 1/, , and membership oracle access to X', general-

purpose results [LV07, JLLV21, JLV22] imply polynomial-time samplers for 7,.

3. We discuss generalizations of these methods to the matrix setting, and naive sampling
methods. We draw a loose connection to the HCIZ integral from harmonic analysis,
and suggest how it may potentially help in the structured sampling task for LLTs in

Schatten norms.

¢, setting. We first discuss the case when X C R? is a set on vectors equipped with the
¢, norm for some p € [1,2], and we let ¢ > 2 satisfy ]l? + é = 1. We follow the notation
(5.25).

In order to sample from the density 7., we use an inverse Laplace transform decompo-
sition. For a parameter ¢ € [0, 1), we define the density p. supported on R>¢, such that for
all ¢ > 0,

o0
exp(—1°) = / exp (=) e(A)dA. (5.28)
0

Intuitively, the density p.(A) and the corresponding decomposition (inverse Laplace trans-

form) (5.28) aims to express the more heavy-tailed function exp(—t¢) as a distribution over
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the lighter-tailed functions exp(—At). The inverse Laplace transform densities p. are well-
studied in the probability theory literature, and correspond to stable count distributions

parameterized by c. For example, it is well-known that p1 is the Lévy distribution
2

1 1
dpi(N) = = exp <—4)\> dA.

We refer the reader to references e.g. [Mai07] on properties of the densities p., and for now
assume we can access and sample from these one-dimensional distributions in closed form

for simplicity. Given this decomposition, we can then write

exp(bya(o) = [ exp ((2,) — a lyl2) dy
= /OOO (/ exp (<x7 y) — Aat HM\Z) dy) p2 (A)dA (5.29)
= /000 H </OO exp (xlyl - )‘a%y;]) dyi> M%()\)(D\-

ie[d) Y T

The decomposition (5.29) reduces the problem of sampling from 7, to d one-dimensional

problems. To sample  exp({z,y) — a H?/H§)7 we can first sample A from the density p,. for

-2

c=17 and then sample each coordinate y; proportionally to exp(z;y; — )\a%yg) conditioned

on the sampled A.

This decomposition also gives us an efficient value oracle for v, 4, by evaluating ( )
as a one-dimensional integral over A\, where the integrand may be evaluated as a product
of d one-dimensional integrals. Under membership oracle access to X, the problem of
sampling from -, then falls under a generic logconcave sampling setup studied in a long line
of work building upon [DFK91]. The state-of-the-art general-purpose logconcave sampler,
which combines the algorithms of [LV07, JLLV21] with the isoperimetric bound in [JLV22]
(improving recent breakthroughs by [Che21a, KL22]), requires roughly d* value oracle calls

to ¢p . and membership oracle calls to X

In principle, for structured sets X (such as ¢, balls), the particular explicit structure
of ¥, and X may be exploited to design more efficient samplers for the densities 7,

analogously to our custom linear-time sampler for m,. However, it should be noted that
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the sampling problem for v, appears to be quite a bit more challenging than the problem
for m;. We leave the investigation of explicit sampler design for v, as an interesting open

problem for future work.

Schatten-p setting. The situation is somewhat less straightforward in the matrix case.
Here, the key computational problem in replicating the strategy suggested by ( ) is

evaluating the integral

/exp <<X,Y> —C HYHg) dy, (5.30)

where the integral is over Y € R%*% and X € RU*% C > 0 are fixed. The diffi-
culty is (X,Y) decomposes coordinatewise, whereas ||Y||7 decomposes spectrally.” At least
superficially, this is similar to the challenge faced when evaluating the Harish-Chandra-

Itzykson-Zuber (HCIZ) formula

/ exp (Tr (AUBUT )) du, (5.31)

where the integral is over the Haar measure on (complex) unitary matrices U, and A, B
are Hermitian. By dropping the —C'[[Y||7 term in (5.30) and only integrating over unitary
conjugations of a fixed matrix Y, we arrive at a generalization of (5.31). The difficulty in
evaluating ( ) is also a sort of tension between the eigenspaces of A and B. Nonetheless,
(5.31) has a (polynomial-time computable) exact formula, which was famously discovered
independently by [HC57, 1Z80]. Furthermore, [LMV21] recently obtained a polynomial-
time sampler for the density induced by (5.31); while a sampler for (5.30) would follow from
logconcavity and general-purpose results, it would be far from cheap, so ways of exploiting
structure are fruitful to explore.

As a proof-of-concept, evaluating the integral (5.30) in (polynomial-time computable)
closed form is a minimal requirement for implementing the X-oracles in (5.27) used by
our algorithm. FEven this problem appears challenging, but (as summarized cleanly by

[Taol3, McS21]) a plethora of techniques exist for proving the HCIZ formula, some based

8Note that because [|]l, is unitarially invariant, we may assume X is diagonal.
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on tools from stochastic processes. We pose the efficient computability of the integral ( )

as another explicit open question.

5.6 Conclusion

We believe our work is a significant step towards developing the theory of LLTs and paving
the way for their use in designing sampling algorithms. There are a number of important
questions left open by our work, which we find interesting and potentially fruitful for the

community to explore.

Stronger mixing time bounds. Perhaps the most immediate open question regarding

our alternating sampling framework in Section is to obtain a better understanding of
its mixing time. As discussed in Section , Theorem ’s mixing time scales linearly
in log 8, which as demonstrated by Lemma (and related other settings, e.g. MALA

[CLAT21, LST21a]) can result in additional polynomial overhead in problem parameters:
for what ¢, is this avoidable? Notably, it is avoided for the Euclidean proximal sampler
[LST21b] by working directly with KL divergence (as opposed to the larger x? distance typi-
cally used by proofs using conductance bounds). Different proofs of this log log # dependency
for the Euclidean proximal sampler were then subsequently obtained by [CCSW22, CE22].
We also mention that loglog 8 dependences may sometimes follow via average conductance

techniques (e.g. [LK99]), which may apply to our Markov chain.

Samplers for explicit distributions. Our results Theorem and mainly
focused on bounding the query complexity to the function F', or samples f; from the dis-
tribution defining it. The total computational complexity of a practical implementation
of Algorithm 6 also includes the cost of sampling from the distributions (5.27), which are
“data-independent” for this problem (only depending on explicit functions and sets instead
of F'). In Section , we give a linear-time sampler for 7, and a polynomial-time sampler
for 7, under the ¢, geometry, but it is interesting to obtain faster samplers for particular

structured choices of (i, X') of importance in applications.
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LLT beyond proximal sampling. More generally, we believe it is worthwhile to obtain
a better understanding of specific choices of (¢, 1)), e.g. the examples in Section , from
an algorithmic perspective. LLTs satisfy appealing properties such as self-concordance,
strong convexity, and isoperimetry making them well-suited for frameworks beyond Algo-
rithm 6, such as discretized MLD [AC21] and Metropolized sampling methods discussed
in Section 2.1. Bounding the complexity of their use in these applications necessitates an

improved understanding of specific LLT's.

LLT as a dual object. Finally, a tantalizing open question in the theory of well-
conditioned sampling (even in the (o setting) is whether acceleration is achievable, i.e.
mixing times scaling with the square root of the condition number (which is famously pos-
sible in optimization [Nes83]). The duality of Fenchel conjugates appears to play a key role
in acceleration, as made explicit by [WA18, CST21], so a better understanding of duality
may be helpful in the corresponding endeavor for sampling. The LLT is a natural candidate
for a dual object in sampling, as it arises via joint densities on an extended space (5.2),
and satisfies properties such as strong convexity-smoothness duality. Can we demystify this

relationship, and use it to obtain faster samplers?
5.7 Information-theoretic lower bound

In this section, we show that prior information-theoretic lower bounds from [DJWW15] and
[GLL22] can be straightforwardly extended to the settings studied by this paper to show
that the value oracle complexities used by our algorithms in Sections and are near-
optimal. We first recall some notation from prior work and summarize previous results we

will leverage.

Setup. We consider the setting of stochastic optimization where there is a distribution
over distributions {P,}, indexed by v. An index v is randomly selected, and we consider
algorithms interacting with P, in one of two different ways. Letting k¥ € N and X C RY,
[DJWW15] defined a family of algorithms Ay such that A € Ay can (adaptively) query

a sequence of k values f(x;s) where z € X and s is a fresh random sample from P,.
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The follow-up work [GLL22] defined another family of algorithms By which takes as input
a dataset D = {si}c[, and can (adaptively) query a sequence of k values f(x;s) where
x € X and s € D. These algorithm families model the SCO and ERM problems stated in
Problem , without the privacy requirement. In a slight abuse of notation, we denote
the output of an algorithm A € Ap U B in a SCO or ERM problem corresponding to a
distribution P by A(P), where A € By also depends on the dataset received.

Both [DJWW15, GLL22] let v be drawn uniformly at random from V := {—1,1}% and
let
Py =N (m;,a21d) , flxys) == (s,z)

for parameters k,c to be chosen. We fix this notation throughout this section. For any
algorithm A € Ay U By corresponding to a set X and a distribution P, we define the
optimality gap

WA X.P) =B | B f(AP)s)| - miy B f(sis).
where the first outer expectation is over any randomness in A, as well as in the samples

used. We also define the minimax risk over a family of distributions P,

(AL, UBg, P, X):= inf X).
Sk( k ks 4 ) AEX&UBk;léI})Dsk ("4’7)’ )

For p € [1,2], we let Pg,;, denote the family of distributions P over vectors s such that

1 1
E ||s|? < G?, where = + = =1.
s~p poq

Our lower bounds in this section will be on €} (A, UBy, Pg p, X), where X is a scaled ¢, ball.
The family Pg ) induces random linear functions (s, -) with gradient s, and hence P € Pg,,
implies that the induced function E,p (s, ) has a bounded-variance gradient oracle in the

¢, norm via queries to P. We use the following facts from prior work in our proofs.

Lemma 5.7.1 (Section 5.1, [DJWW15]). Let X be the ¢, ball of diameter D for p € [1,2].

For any v € V and v € X, letting x}; ‘= mingex Esup, f(2;5), and letting 1(sign(a) =
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sign(b)) be the 0-1 function which is 1 if and only if the signs of a and b agree,

. (1— kD . :
E [fs)] - E [fahs)] > —2— 3 1 (sign(x;) = sign(vy))
s~ Py s~Py 2dr .
Jj€ld]
Lemma shows that it suffices to lower bound the expected Hamming distance

between the signs of an estimate x and a randomly sampled —v. Such a lower bound was
given in [DJWW15, GLL22] for estimates returned by A € A;UBy, via information-theoretic

arguments.

Lemma 5.7.2 (Section 5.1, [DJWW15], Lemma 7.4, [GLL22]). Let X be the £, ball of
diameter D, and let A € A UBy be parameterized by X and P,. Then

d wVk
E | 1(sien(A(P,);) = sign(uy))| > & (1 - ) |
VU~ ynif, jez[d] 2 0’\/&

To lower bound the oracle query complexity of our sampler we use the following standard

result.

Lemma 5.7.3 ([DKL18], Corollary 1). Let X C R? be compact and convez, f : X — R be

convex, k > 0, and 7 be the density over X proportional to exp(—kf). Then,

E [f(2)] = min f(z) <

T~ TEX

??‘.\ SH

Lower bounds. We now state three lower bounds generalizing results from [DJWW15,
GLL22]. Our results follow straightforwardly from Lemmas , , and with

appropriate parameters.

Proposition 5.7.4 (Minimax risk lower bound, Pg ). Let G,D > 0, and let p € [1,2],
q > 2 satisfy % + % = 1. Let X be the £, ball of diameter D. Then,

1 1 d
(AL UB, Po, . X) =0 GD === jmin | 1,4 /-——] ] .
Ek( & U Bg, G p, ) <G max < p’ ]ogd) — ( ’ m>>
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Proof. Throughout the proof, let k = ;—ﬁ, and let

_1
oGl (5.32)

\/ 4 +4logd

By well-known bounds on the expected maximum of d standard Gaussians, we have

IE[ 2}<22 249 [ }
E [l <2l +2, B [l

< 2k%d7 + 2d [l ]
N(OO’2Id

2,2 (d 2
< o“dd %+4logd < G-

Hence, P, € Pg, for all v € V, so it suffices to lower bound (A, P,, X'). Combining

Lemmas and with our choices of parameters,

1
(1-1)kDd' "> 1 d
> i = S i .
ep(A, Py, X) > S Q(GD <1 p) min | 1, Flogd

The conclusion then follows because for p < 1+ @, choosing a larger value of p only affects

problem parameters by constant factors by norm conversions. O

We give a slight extension of Proposition for the family Pg, of distributions over
linear functions (s, ), where s is required to satisfy [|s||, < G with probability 1, by simply

truncating a draw from P,. This family is compatible with the setting in Problem

Corollary 5.7.5 (Minimax risk lower bound, ?G,p). In the setting of Proposition ,

- 11 d
t(Ap UBy, Pgyp, X) =Q | GD L= g )i | by [ s | ]
er. (A, UBy, Pgp, X) < max( p’logd) mm( ’ klog(dk)))

Proof. We define a distribution P, as follows: first s ~ P,, and then if ||s|| g = G, we set
s < 0. By adjusting the logarithmic term in (5.32) to be O(log(dk)), with probability
at most poly((dk)~!), all k draws from P, and P, used are identical by a union bound.

Further, due to problem constraints the function error is always at most GD. So, the risk
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is affected by at most GD - poly((dk)~1). O
Corollary shows that when § in Assumption is polynomially bounded, the
value oracle complexities used by Theorem for both DP-SCO and DP-ERM are optimal

up to logarithmic factors for the expected excess risk bounds they produce, even without
the requirement of privacy. Finally, we show that the value oracle complexity of our sampler

in Theorem is also near-optimal.

Corollary 5.7.6. In the setting of Proposition , letr: X — R be 1-strongly convex in
|||, with additive range O(D? min(log d, Zﬁ)) Let T be a distribution over i such that all

fi : X = R are G-Lipschitz in ||-|| , and let F :=E; 7 fi. No algorithm using 0((;72 log™* d)

p?

value oracle queries to some f; samples within total variation

. 1 d
O | min
logd’ \| klog3(dk)

of the density proportional to exp(—F — pr(x))lx(x).

Proof. Assume for contradiction that A is an algorithm satisfying the stated criterion using

k= 0(672 log~* d) value oracle queries, and let F' be minimized by z* € X. We choose

d
= . T N\
D?min(logd, ;=)
Lemma then shows that the sampled x satisfies

E [F(z)] = F(*) < p(r(z*) —r(x)) +d+GD-o (min <lo;d’ klogczal(dk)>>

GD . | d
=0(d)+o <logd min (1, k:log(dk:))) :

For the given values of k and p, this contradicts Corollary . 0

Corollary implies that for samplers with value query complexity depending polylog-
arithmically on the total variation distance, %2 queries are required (up to polylogarithmic

factors). This applies to the setting of our sampler in Theorem ; we also note that
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the LLT-based regularizers we use in our ¢, applications (Section ) satisfy the additive
range bound in Corollary
5.8 Lower bound on the range of 11 i

In this section, we provide a lower bound on the range of ¥ 1 ( ) which grows with the

dimension d, demonstrating non-scale invariance of our family of LLTs. Recall that ¢ 1(z)

is defined by
naa) = tog ( [ exp (o) = IolEs) )
Lemma 5.8.1. The additive range of 111 over {x € R? | ||z|, < 1} is Q(Vd).

Proof. Throughout the proof denote for simplicity ¥ := 11,1 and let

D(y) o exp ((,9) — [yl )

Then, following (5.20), we can write ¥ (x) — ¢ (0) as

P(x) — ¢(0) = log

B exp((z, y>)] ,
yNDO
where D o exp(— ||y||%,). Let 7 be the probability density on Rsq such that
dr(r) o< r¢=texp(—r?)dr.

Here, dm(r) is the density of the scalar quantity r = |jy||,, for y ~ Dj. Note that the
distribution of y conditioned on ||y||,, = r is uniform over the surface of the {, ball, where
one random coordinate is set to +r, and the remaining coordinates are uniform on a d — 1

dimensional hypercube with side length . We denote this distribution as P,, and write

E exp((z,y)) = E {E exp(<x,y>)]

y~DE rem | y~Py

—E (25 X et IT [ o et

i*eld]  ypre{-rr} i£T*
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Let x = e; and gg) = exp(@ir) [[; 2 I, % exp(z;y;)dy;. Then,

1 (r)
E exp({z,y)) > — E g
y~Dg (< >) 2d z’%%d] rem(r) g

since this drops terms where y;» = —r. When ¢* = 1, we have gl(f ) = exp(r). When i* # 1,

we have

m_ [ _ 1 ~exp(—
o0 = [ 5 explun)dyn = 5 (exp(r) — exp(-r)).

T

Now, consider r; = /%51, For any r < r1, £[(d —1)logr — r?] = &=L — 27 > 0. Thus,

we have

T1

= [ i@ togr—r)ar < [ expl(d—1logr — r)ar. (5.33)
0

1
271

Letting Z := [;* exp((d — 1) logr — r?)dr, (5.33) shows that

/ exp((d—1)logr —r*)dr=Z —1> 7 -7 =7
2

1,’,,1

Then, for all i* € [d],

Iy~ exp((d —1)logr — r2)ggf)dr
E g+ =
e 7
ffj exp((d —1)logr — rz)gi(r)dr
> 21
- A4
2ff:1 exp((d —1)logr — rz)gg)dr
2
— [T exp((d — 1) logr — r2)dr
271

> 2min exp(r — log(4r)) = 2exp(r; — log(4r1)).

r>T1

(T)>i

The fourth step follows from g;.” > ;- exp(r) for r > r1. The last step follows from r —log 4r
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increases on r > 7. Combining with E,p, exp((z,y)) > ﬁ Zz’*e[d] Eyor(r) Girs

(@) —(0) = log E exp<<x,y>>zlog(d‘lexpm—log<4m>>) — (V).

y~Po d

5.9 Deferred proofs from Section

Lemma 5.4.5. For X\ defined in (5.23),
0
E [[ATpgo2] < -
Proof. Clearly, it suffices to show E|A| < g. Define random variables,
Ai = fi(z2) — filz1)], A= E A,

whose randomness comes from x1,z2 ~ . By definition,
EN=Y+ E [A]Z
bl @1,z2~y
b>H

Define ®(t) := > - g %. For H = [10log $], it is straightforward to check ®(t) < 1% for

any |t| < 1, and for all nonnegative ¢, ®(¢) < exp(t). Hence, letting pa be the density of A,

0 0 o0
EIA < 5+ Bllasied] < 1o+ [ exp([A])pa(8)da
5 ! (5.34)
_erZexp(k‘Jrl) Pr [A > k]|
16 = T1,T2~

It now suffices to bound on Pr[A > k]. Define a function hy, 4, (k) := Prioz||fi(z1) —

fi(xz2)| > k]. Since each f; is G-Lipschitz, and v, is ﬁ—s‘crongly logconcave in by Lemma ,

by Lemma

k‘2
o ez (B)] = Pr[[fi(z1) = filws)| 2 K] < dexp <_9677G2> )
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and so by Markov’s inequality we have

k.?
—t
mﬁ% [hm,m (k) >e ] < 4exp <t - 9677G2> . (5'35)

For fixed x1,22, as each f; is G-Lipschitz in |||y, |fi(z1) — fi(z2)| < G |jz1 — 22| 5, and
hence
B 15— Fi)] S mink Py (B) - G s =

2

This then shows that if for some k, hy, 2, (k) < exp(—lgfw),

]{2
Bl ~ Sl < kb exp (< g5 ) Gller —

which implies via (5.35) that

ki2
> ). _
.’E:ngg [A > k + exp ( 1927}G2> G ||z xgHX}

% %
< P z1,20(K) 2> T Too 0 <4 - .
= o1 [h vz (k) eXp( 1927702)] eXp( 19277G2)

Further, since ||z; —Ex1||, is a 1-Lipschitz function in z; with a nonnegative mean, by

(5.36)

Lemma ,

k2
Pr{l|z1 —z2|ly > k] <2Pr[||lz1 —Ex||, > k] < 2exp <_9677G2> . (5.37)

Combining ( ) and ( )

x1,T2 1,72 x1,T

k2 k‘2
<2 e Pr |A > L 3
- < 96?7G2> it { = e < 19277G2> Gl xal!x]

k2
= 0o (_ 192nG2> ‘

Pr [A>2k]= Pr [AEQk/\HxleH){ZZ}+ Pr [A22k/\Hx1x2||X§2]
2

(5.38)
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Plugging (5.3%) into ( ), and using ! > 10*G? log %, we have the desired

E(IAL)¢(0.2)) + ZGeXp ( 76;;2) < g
0
Lemma 5.4.6. For o defined in (5.23),
E lolLg0a] < |
Proof. We begin by bounding, analogously to (5.34),
Ello/Lpgpa) < 27 Pr(p ¢ [0,2]]+ 3 Pr [[o] > 28| 20-+0H, (5.39)

k>1

Recall when a < H, |7| < $H?. By a union bound over Lemma ,

g k
[|fl($l) filz2)] = % Vi € J} < H?exp (_86;7GQ> .

xl?

If for each i € J, |fi(z1) — fi(x2)| < %, we have for k > 1

b=1

H TN
ol = Lazs [[ (fio(@2) = fip@) <1+ <3> < okH
b=0 i€[b]

which implies that Pr[|o| > 28] < H? exp(—%) and hence using our choice of n <

1
500G?H >

4k
2(k+1)HH2 exp < >

WE

o)
22 (k+1)H p,. [|0| > 2kH] <
k=1

— 8647]G2
- 5 (5.40)
<\ " odkH —2.4FH) < 2— =

It remains to bound Pr[p ¢ [0,2]]. Recall Prja > H] < 2 sosincea < H = o = p,

Pr[p ¢ [0,2]] < 7 + Prlo ¢ [0,2]]. Next, by a union bound over Lemma and 1H?
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indices in 7,

1. 2 1
) _f > | <2H By B R
I}D£2 | fi(x1) — fi(z2)] > B Vi e ] < 2H"exp < 38477G2>

Under the event that |f;(z1) — fi(z2)| < % for all i € Z, 0 < ¢ < 2 by definition. Hence we

know Pr[o ¢ [0,2]] < 2H? exp(—m) and by our setting that H > 10log 3, we have

1 1 5
o <ol 2 - ) < =, .
Prlp ¢ [0,2]] - 27 < 2 <2H exp< 38477G2>+H!> <3 (5.41)

Combining (5.39), (5.40) and (5.41) completes the proof. O
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Part II1
NON CONVEX OPTIMIZATION



242

Chapter 6

PRIVATE (STOCHASTIC) NON-CONVEX OPTIMIZATION
REVISITED:
SECOND-ORDER STATIONARY POINTS AND EXCESS RISKS

6.1 Introduction

Differential privacy [DMNS06] is a standard privacy guarantee for training machine learning
models. Given a randomized algorithm A : P* — R, where P is a data domain and R is a
range of outputs, we say A is (g, §)-differentially private (DP) for some £ > 0 and ¢ € [0, 1]
if for any neighboring datasets D, D’ € P* that differ in at most one element and any
R C R, the distribution of the outcome of the algorithm, e.g., pair of models trained on the

respective datasets, are similar:

Pr [reR|<e Pr [zeR]+I.
z~A(D) a~A(D')

Smaller € and ¢ imply the distributions are closer; hence, an adversary accessing the trained
model cannot tell with high confidence whether an example & was in the training dateset.
Given this measure of privacy, we consider the problem of optimizing a non-convex loss
while ensuring a desired level of privacy. In particular, suppose we are given a dataset D =
{z1,...,2n} drawn i.i.d. from underlying distribution P. Each loss function f(-;z): K - R
is G-Lipschitz over the convex set K C R? of diameter D. Let the population risk function
be Fp(z) := E.p[f(2;2)] and the empirical risk function be Fp(z) := 1> o f(x;2). We
also denote Fg(x) := ﬁ Y .egf(x;2) for S CD.

Our focus is in minimizing non-convex risk functions, both empirical and population,
which may have multiple local minima. Since finding the global optimum of a non-convex
function can be challenging, an alternative goal in the field is to find stationary points: A
first-order stationary point is a point with a small gradient of the function, and a second-

order stationary point is a first-order stationary point where additionally the function has
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a-SOSP Excess population risk
empirical population | poly-time | exp-time
SOTA | min(2}, 40) | N/A A | N/A
Ours 7‘% n%l% + (*{ﬁ)g % % + \/g
LB vd L+ |4y \/% 44 ﬁ

Table 6.1: SOTA refers to the best previously known bounds on « for a-SOSP by [WCX19]
and on the excess population risk by [WCX19]. We introduce algorithm 18 that finds an a-
SOSP (columns 2-3) with an improved rate. We show exponential mechanism can minimize
the excess risk in polynomial time and exponential time, respectively (columns 4 and 5). .
requires extra assumption on bounded smoothness. The lower bounds for SOSP are from
[ABG™23], and the lower bound on excess population risk is from Theorem . We omit
logarithmic factors in n and d.

a positive or nearly positive semi-definite Hessian. As first order stationary points can be
saddle points or even a local maximum, we focus on the problem of finding a second order
stationary point, i.e., a local minimum, privately. Existing works in finding approximate
SOSP privately only give guarantees for the empirical function Fp. We improve upon the
state-of-the-art result for empirical risk minimization and give the first guarantee for the
population function Fp. This requires standard assumptions on bounded Lipschitzness,
smoothness, and Hessian Lipschitzness, which we make precise in Section and in As-

sumption

Compared to finding a local minimum, finding a global minimum can be extremely chal-
lenging. Progress towards finding the global minima is measured in the excess empirical risk,
E[Fp(2P"")] — mingex Fp(z), and the excess population risk, E[Fp(2P")] — mingex Fp()
for a private solution zP"*”. We provide two approaches, in polynomial time and exponential
time, that improve upon the state-of-the-art guarantees as measured in the excess risks for

the respective families of computational complexity.
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6.1.1 Main results

Our main contribution is a private non-convex optimization algorithm based on the variance-
reduced SpiderBoost [WJZT19]; Algorithm 15 achieves improved rates on the approximation
error for finding SOSP of the empirical and population risks privately. Table summarizes

our main results.

Finding second-order stationary points. Advances in private non-convex optimiza-
tion have focused on finding a first-order stationary point (FOSP), whose performance is
measured in (7) the norm of the empirical gradient at the solution z, i.e., |[VFp(z)||, and

(74) the norm of the population gradient, i.e., ||[VFp(z)|.

Definition 6.1.1 (First-order stationary point). We say = € R? is a First-Order Stationary
Point (FOSP) of g : R? — R iff Vg(z) = 0. z is an a-FOSP of g, if |Vg(z)|2 < a.

Since FOSP can be a saddle point or a local maxima, finding a second-order stationary
point is desired. Exact second-order stationary points can be extremely challenging to
find [GHJY15]. Instead, progress is commonly measured in terms of how well the solution

approximates an SOSP.

Definition 6.1.2 (Second-order stationary point, [AAZB'17]). We say a point z € R?
is a Second-Order Stationary Point (SOSP) of a twice differentiable function g : R? — R
iff |[Vg(x)|l2 = 0 and V2g(x) = 0. We say z € R? is an a-SOSP for p-Hessian Lipschitz
function g, if |Vg(z)|l2 < a A V?g(z) = —/pal .

On the empirical risk Fp, the SOTA on privately finding a-SOSP is by [WCX19, WX20],
which achieves a = O(min{(v/d/n)"/?,(d/n)*7}). In Theorem , we show that the
proposed Algorithm 18 achieves a rate bounded by a = O((v/d/n)?/3), which improves over
the SOTA in all regime.' There remains a factor (v/d/n)~/¢ gap to a known lower bound
of @ = Q(v/d/n) that holds even if privacy is not required and even if finding only an a-
FOSP [ABG'23]. On the population risk Fp, Algorithm is the first private algorithm
to guarantee finding an a-SOSP with o = O(n~'/3 + (v/d/n)*/7) in Theorem . There

We want a = o(1) and hence can assume d < n?.
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is a gap to a known lower bound of o = Q(1/y/n 4+ v/d/n) that holds even if privacy is not
required and even if finding only an a-FOSP [ABG23].

Minimizing excess risk. We also provide sampling-based algorithms that aims to tackle
the ultimate objective of finding a private solution zP™™ € RY that minimizes the ex-
cess EMPIRICAL RISK: E[Fp(zP™)] — mingex Fp(x), and the excess POPULATION RISK,
E[Fp(2P"™)] — mingex Fp(z), where the expectation is over the randomness on the solution
o' With a mild smoothness assumption, [WCX19] achieves in polynomial time a bound
of O(d+/1og(1/5)/(¢*logn)) for both excess empirical and population risks. In Table

we omit excess empirical risk, as the bounds are the same. We introduce a sampling-based
algorithm from the exponential mechanism, which runs in polynomial time and achieves ex-
cess empirical and population risks bounded by O(d\/log(1/5)/(log(nd))) with improved
dependence on € (Theorem ). Moreover, we do not need the smoothness assumption
required by [WCX19].

If we allow an exponential running time, [GTU22] demonstrated O(d/(en)) upper bound
for non-convex excess empirical risks along with a nearly matching lower bound. It remained
an open question to obtain a tight bound for the excess population risk. We close this gap
by providing a nearly matching upper and lower bounds of ©(d/(en)++/d/n) for the excess

population risk (Theorem ).

6.1.2 QOwur techniques

Stationary points. We propose a simple framework based on SpiderBoost [WJZ119]
and its private version [ABG'23] that achieves the current best rate for finding the first
order stationary point privately. In SGD and its variants, we usually get an estimation
Ay of the gradient V f(z;). In the stochastic variance-reduced algorithm SpiderBoost, it
only queries the gradient Oq(z;) ~ Vf(x;) directly every ¢ steps with some oracle Oy,
and for the other ¢ — 1 steps in each period, it queries the difference between two steps,
that is Og(zy, 1—1) = Vf(z:) — Vf(x4—1), and maintain Ay = Ay_1 + Oz(z¢, 24-1). One
interpretation of the difference between these two kinds of oracles is that, in many situations,

one can treat O as more accurate and more costly (e.g., in computation or privacy budget),
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though our framework does not necessarily assume this.

As SpiderBoost queries O every ¢ steps, the error on the estimation may accumulate and
|A¢ — V f(x4)]| can be large. Though on average, as shown in [ABG™'23], these estimations
can be good enough to find a private first-order stationary point, such a large deviation
makes it challenging to analyze the behavior near a saddle point and to provide a tight

analysis of the population risk.

In our framework, rather than using O; once every ¢ steps, we introduce a new technique
of keeping track of the total drift we make, i.e., drift; = ZE:H |lz; — zi—1]|3, where 74 is the
last time stamp when we used Q1. As we are considering smooth functions, the worst error
to estimate V f(x;) — V f(xi—1) is proportional to ||x; — z¢—1|]2. When the drift; is small,
we know the current estimation should still be good enough, and we do not need to get
an expensive fresh estimation from O;. When drift; is large, the gradient estimation error
may be large and we query O; and get A; = O1(x¢). To control the total cost, we need an
appropriate threshold to determine when the drift is large. The smaller the threshold is, we
can guarantee more accurate estimations but may need to pay more cost for querying Oy

more frequently.

We want to bound the total occurrences of the event that drift; is large, which leads
to querying O;. A crucial observation is that, if drift; increases quickly, then the gradient
norms are large and hence function values decrease quickly, which we know does not happen

frequently under the standard assumption that the function is bounded.

In our framework, we assume O;(z) is an unbiased estimation of V f(z), and Oq(z) —
V f(x) is Norm-SubGaussian (Definition ), and similarly Os(x,y) is an unbiased esti-
mation of Vf(z) — Vf(y) whose error is also Norm-SubGaussian. In the empirical case,
we can simply add Gaussian noises with appropriately chosen variances to the gradients
of the empirical function VFp for simplicity, and one can choose a smaller batch size to
reduce the computational complexity. In the population case, we draw samples from the
dataset without replacement to avoid dependence issues, and add the Gaussian noises to
the sampled gradients. Hence we only need the gradient oracle complexity to be linear in

the number of samples for the population case.
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Minimizing excess risk. Our polynomial time approach relies on the Log-Sobolev In-
equality (LSI) and the classic Stroock perturbation lemma. The previous work of [MASN16]
shows that if the density exp ( — BFp(z) — r(xz)) satisfies the LSI for some regularizer
r, then sampling a model z from this density satisfies differential privacy with an ap-
propriate (g,d). If r is a u strongly convex function, then the density proportional to
exp(—r) satisfies LSI with constant 1/u, and exp(—8Fp(z) — r(x)) satisfies LSI with con-
stant exp(max, , |Fp(x)—Fp(y)|)/p by the Stroock perturbation lemma. Our bound on the
empirical risk follows from choosing the appropriate inverse temperature 8 and regularizer
r to satisfy (e,d)-DP. The final bound on the population risk also follows from LSI, which
bounds the stability of the sample drawn from the respective distribution.

When running time is not concerned, we apply an exponential mechanism over a dis-
cretization of K to get the upper bound. The empirical risk bound follows from [BST14],
and we use concentration of sums of bounded random variables to bound the maximum dif-
ference over the discretizations between the empirical and population risk. We show this is

nearly tight by reductions from selection to non-convex Lipschitz optimization of [GTU22].

6.1.3 Further related work

In the convex setting, it is feasible to achieve eflicient algorithms with good risk guaran-
tees. In turn, differentially private empirical risk minimization (DP-ERM) [CM08, CMS11,
CYS21, INST19, KST12, BST14, TTZ15, SCS13, SSTT21] and differentially private stochas-
tic optimization [ALD21, BFTGT19, BFGT20, FKT20, KLL21, AFKT21, KLZ22, GLL22,
GTU22, CJJ+23, GLL"23] have been two of the most extensively studied problems in the
DP literature. Most common approaches are variants of DP-SGD [CMS11] or the exponen-
tial mechanism [MTO07].

As for the non-convex optimization, due to the intrinsic challenges in minimizing general
non-convex functions, most of the previous works [WYX17, WJEG19, WX19, WCX19,
ZCHT20, SSTT21, TC22, YZCL22, ABG™23, WB23, GW23] adopted the gradient norm
as the accuracy metric rather than risk. Instead of minimizing the gradient norm discussed

before, [BGM21] tried to minimize the stationarity gap of the population function privately,
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which is defined as Gapp,, (7) := max,exc(VFp(x), r —y), which requires K to be a bounded
domain. There are also some different definitions of the second order stationary point. We
refer the readers to [LRY "20] for more details.

The risk bound achieved by algorithms with polynomial running time is weak and
requires n > d to be meaningful. Many previous works consider minimizing risks of
non-convex functions under stronger assumptions, such as, Polyak-Lojasiewicz condition
[WYX17, ZMLX21], Generalized linear model (GLM) [WCX19] and weakly convex func-
tions [BGM21].

In the (non-private) classic stochastic optimization, there is a long line of influential
works on finding the first and second-order stationary points for non-convex functions,

[AAZB*17, JGNT17, FLLZ18, XJY18, CO19].

6.2 Preliminary
Throughout the paper, if not stated explicitly, the norm || - || means the ¢ norm.

Definition 6.2.1 (Lipschitz and Smoothness). Given a function f : K — R, we say f is
G-Lipschitz, if for all z1,29 € K, |f(z1) — f(x2)] < G|lz1 — 22|, and we say a function
f: K — Ris M-smooth, if for all 1,29 € K, |V f(z1) — Vf(z2)| < M||x1 — 22].

Definition 6.2.2. We say a twice-differentiable function f : K — R is p-Hessian Lipschitz
if for all z1, 22 € K, ||V2f(z1) — V2f(z2)]]2 < pllz1 — 22]|2-

Definition 6.2.3 (SubGaussian, and Norm-SubGaussian). A random vector 2 € R? is Sub-
Gaussian (SG(()) if there exists a positive constant ¢ such that E e(vo=E2) < elvl*¢*/2 vy ¢
R, z € R? is norm-SubGaussian (nSG(()) if there exists ¢ such that Pr[|z — Ex| > t] <
26_2%,% € R.

Fact 6.2.4. For a Gaussian 0 ~ N(0,0214), 0 is SG(o) and nSG(aV/d).

Lemma 6.2.5 (Hoeffding type inequality for norm-subGaussian, [JNGT19]). Let xy1,- - ,z) €
R be random vectors, and for each i € [k, x; | Fi_1 is zero-mean nSG((;) where F; is the

corresponding filtration. Then there exists an absolute constant ¢ such that for any § > 0,
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with probability at least 1 — w, || Zle || <e- \/Zle ¢?log(2d/w), which means Zle x;
is nSG(y/clog(d) T, ¢2).

Definition 6.2.6 (Laplace distribution). We say X ~ Lap(b) if X has density f(X = z) =
L exp(—h.

Theorem 6.2.7 (Matrix Bernstein inequality, [Trol5]). Consider a sequence {X;}icm of
independent, mean-zero, symmetric d X d random matrices. If for each matrix X;, we know
| Xillop < M, then for all t > 0, we have Pr ”Zie[m] Xillop = t} < dexp (WM),
where 0% = || Y ]IEXZZHOP.

i€lm

Theorem 6.2.8 (Basic composition, [DR14]). If A; is (¢1,01)-DP and Ag is (g2,02)-DP,
then their combination is (€1 + €2, 01 + 02)-DP.

Theorem 6.2.9 (Advanced composition, [KOV15]). For e < 0.9, an end-to-end guarantee
of (g,6)-differential privacy is satisfied if a database is accessed at most k times, where each

time with a (¢/(2v/2klog(2/0)), 6/ (2k))-differentially private mechanism.
Due to space limit, some proofs are left in the Appendix.
6.3 Convergence to Stationary points
We follow the assumptions of [WCX19], which also studies privately finding an a-SOSP.

Assumption 6.3.1. Any function drawn from P is G-Lipschitz, p-Hessian Lipschitz, and
M-smooth, almost surely, and the risk is upper bounded by B.

As discussed before, we define two different kinds of gradient oracles, one for estimating

the gradient at one point and the other for estimating the gradient difference at two points.

Definition 6.3.2 (SubGaussian gradient oracles). For a G-Lipschitz and M-smooth func-
tion I

(1) We say Oy is a first kind of ¢; norm-subGaussian Gradient oracle if given z € R¢, O(x)
satisfies EOq(x) = VF(z) and O1(x) — VF(z) is nSG(().
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(2) We say O is a second kind of {2 norm-subGaussian stochastic Gradient oracle if given
r,y € RY Oy(w,y) satisfies that E Oq(z,y) = VF(x) — VE(y) and Oq(x,y) — (VF(z) —
VF(y)) is nSG(C||z — yl])-

Note that we should assume M > /pa to make finding a second-order stationary point
strictly more challenging than finding a first-order stationary point. We use smin(-) to

denote the smallest eigenvalue of a matrix.

6.3.1 Meta framework

Algorithm 17: Stochastic Spider

1 Input: Objective function F', Gradient Oracle O, Oy with SubGaussian
parameters (1 and (3, parameters of objective function B, M, G, p, parameter k,
failure probability w;

dM B )

2 Set 7 = /AC(Cr 1 4C2) -log(BMd/pw),T' = 12800,

— 2
3 Setn=1/M,t=0,T = BM10g4(dpj\,;[—f)/72;
4 Set drifty = k, frozen = 1,V_1 = 0;

5 while t <T do

6 if | V1| < ylog(BMd/pw) A\ frozen; 1 < 0 then

7 frozen; = I, drift; = O;

8 Vt = Ol(xt) + g4, where g ~ N(O, %Id);

9 end
10 else if drift;_; > k then

11 ‘ Vi = O1(xy), drifty = 0, frozen; = frozen;—1 — 1;
12 end
13 else

14 ‘ Ay = Og(xy,4-1), Vi = Vi1 + Ay, frozeny = frozen;_q1 — 1;
15 end
16 Tyl = 1 — NV, drifty = drift;_1 + n?||Ve|3, t =t + 1;
17 end
18 Return: {z1,--- ,27};

We demonstrate a framework based on the SpiderBoost in Algorithm 18. Our analysis of

Algorithm 18 builds upon three key properties we prove in this section: (i) Vy is consistently
close to the true gradient V F'(x;) with high probability; (i) the algorithm can escape the
saddle point with high probability, and (iii) a large drift implies significant decrease in the
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function value, allowing us to limit the number of queries to the more accurate but more

expensive first kind of gradient oracle O;.

Lemma 6.3.3. For any 0 <t < T and letting 7+ <t be the largest integer such that drift,,

is set to be 0, with probability at least 1 —w /T, for some universal constant C' > 0, we have

t
IV = VE@)IP < (G 3 llai—wial? +4¢3) - Clog(Tdfw).  (6.1)
i=1¢+1
Hence with probability at least 1 — w, we know for each t < T, ||V, — VF(x)||*> < ~2%/16,

where v := 16C((3k+4¢})-log(Td/w) and k is a parameter we can choose in the algorithm.

As shown in Lemma , the error on the gradient estimation for each step is bounded
with high probability. Then we can show the algorithm can escape the saddle point efficiently

based on previous results.

Lemma 6.3.4 (Essentially from [WCX19]). Under Assumption , run SGD iterations
Tiy1 = x — NV, with step size n = 1/M. Suppose g is a stationary point satisfying
VE(z0)|| < a and smin(V2F(z0)) < —/pa, a = ylog*(dBM/pw). If Vo = VF(z0) +
¢+ G where ||G1]] < 7, (o ~ N(0, Wii/w)ld% and |Ve — VF ()| <~ for all t € [I'], with
probability at least 1 — w - log(1/w), one has

()
F(ar) = F(zo) < = ———5 375+ );
Vplog®(T27)
_ Mlog(412)
where I' = ij
We discuss this lemma in the Appendix in more details. The next lemma is

standard, showing how large the function values can decrease in each step.

Lemma 6.3.5. By setting n = 1/M, we have

n
Fxrpn) < F(xe) + 0l Vil - [[VF(2r) = V|| = §||Vt||2-
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Moreover, with probability at least 1 — w, for each t <T such that ||VF(z)| > 7, we have
F(zes1) = F(ze) < =l Vel?/6 < —7? /6.

With the algorithm designed to control the drift term, the guarantee for Stochastic

Spider to find the second order stationary point is stated below:

Lemma 6.3.6. Suppose O1 and Oy are (1 and (2 norm-subGaussian respectively. If one

sets v = O(1)\/(Gr + 4C}) - log(Td/w), with probability at least 1 —w, at least one point in
the output set {x1,--- ,xzr} of Algorithm 15 is a-SOSP, where

BMd
pw(C3k + (T

d
a = ylog*(BMd/pwy) = \/(CQQH +4¢2) - log(czzﬁ/f:gf) ~log?(

).

As mentioned before, we can bound the number of occurrences where the drift gets large

and hence bound the total time we query the oracle of the first kind.

Lemma 6.3.7. Under the event that ||V—VF(x;)| < v/4 for allt € [T] and our parameter
settings, letting K = {t € [T] : drift; > K} be the set of iterations where the drift is large,

we know |K| < O(% +Tv*n*/k) = O(Bn 10g4(%)//€)-

6.3.2 Convergence to the SOSP of the empirical risk

We use Stochastic Spider to improve the convergence to a-SOSP of the empirical risk, and
aim at getting o = O(d'/3/n?/3). We let Fp be the objective function F and use the

gradient oracles
Oi1(x) := VFp(z) + g1, and Oa(zx,y) := VFp(z) — VFp(y) + g, (6.2)

where g1 ~ N(0,0%1;) and go ~ N(0,031,) ensures privacy.

Before stating the formal results, note that by Lemma , the framework can only
guarantee the existence of an a-SOSP in the outputted set. In order to find the SOSP
privately from the set, we adopt the well-known AboveThreshold algorithm, whose pseudo-

code can be found in Algorithm
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Algorithm 18: AboveThreshold

1 Input: A set of points {l’i}ZT:l, dataset S, parameters of objective function
B, M, G, p, objective error «;

2 Set Tt = a + Lap(49) + W,TE = —/pa + Lap(4) — w :
gfori=1---,T do

a | if |[VEs(z:)| + Lap(3€) < T) Asmin(V2Fs(z;)) + Lap(34) > T, then

5 Output: z;;

6 Halt;

7 end

8 end

9 Output: 0;

Algorithm 18 is a slight modification of the AboveThreshold algorithm [DR14], and we

get the following guarantee immediately.

Lemma 6.3.8. Algorithm 15 is (¢,0)-DP. Given the point set {x1,--- ,xr} and S of size

n as the input,

o if it outputs any point x;, then with probability at least 1 — w, we know

IVFs(z:)]| <

2log (2T 2log(2T /w)M
+ 30g(€/w)G, and smin(V2Fg(aci)) > —\/pa — 3 Og( - /w)
n n

e if there exists a a-SOSP point x € {;}icir|, then with probability at least 1 — w,

Algorithm will output one point.

Combining Algorithm 18 and Algorithm 18, we can find the SOSP we want, which is

stated formally below:

Theorem 6.3.9 (Empirical). Using full batch in Algorithm 15, and setting k = G4/3Bl/3( dlog(1/0) )2/3,

M5/3 ne
o G+/Bnlog?(1/6)/rlog?(ndM B /w) o M+/log?(1/8)BM /a2 log® (ndM B /w)
1= ne 92 = ne

, Algorithm 18
(¢,0)-DP, and with probability at least 1 — w, at least one point in the output set {z;};cr
1s a1-SOSP of Fp with

(\/dBGM log2(1/6) 213 g PEMd
ne pw

04120
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Moreover, if we run Algorithm 18 with inputs {ﬂfi}z‘e[T],97 B, M, G, p, a1, with probability
at least 1 — w, we can get an aa-SOSP of Fp with

n Glog(n/Gw) n M log(ndBGM /pw)
ne ney/p

22 =0 (a var ).

6.3.3 Convergence to the SOSP of the population risk

This subsection aims at getting an a-SOSP for Fp (the population function). Differing from
the stochastic oracles used for empirical function Fp, we do not use full batch in the oracle.
As an alternative, we draw fresh samples from D without replacement with a smaller batch

size:

1 1
O1(z) =~ > Vf(;2) + g1, and Os(x,y) := — > (Vf(w;2) = Vf(y;2) + g2, (6.3)
bl b2
z€S51 ZES>
where S1 and Sy are sets of size of b; and by respectively drawn from D without replacement,

g1 ~N(0,0%21;) and go ~ N(0,03||x —y||3- I4). These gradient oracles satisfy the following.

Claim 6.3.10. The gradient oracles Oy and Oz constructed in Equation (6.3) are a first
kind ofO(%‘/?—i—\/gm) norm-subGaussian gradient oracle and second kind of O(ivazzgd—i-

\/&O‘Q) norm-subGaussian gradient oracle respectively.

Proof. For the oracle Oy, we know for each z € S1, E,p[Vf(z, 2)] = VFp(z) and V f(x, z)—
VFp(z) is nSG(L) due to the Lipschitzness assumption. The statement follows from
Fact and Lemma . As for the O, the statement follows similarly with the smooth-

ness assumption. ]

Recall that in the empirical case, we use Algorithm to choose the SOSP for Fp.
But in the population case, we need to find SOSP for Fp, and what we have are samples
from P. We need the following technical results to help us find the SOSP from the set,
which follows from Hoeffding inequality for norm-subGaussians (Lemma ) and Matrix

Bernstein inequality (Theorem ).
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Lemma 6.3.11. Fiz a point x € R Given a set S of m samples drawn i.i.d. from the

distribution P, then we know with probability at least 1 — w, we have

Glog(d/w)
vm

M log(d/w)

IVFEs(z) = VFPp(x)]l2 < O( T ).

) /\ IV?Fs(x) — szP(fc)HOP < O(

We can bound the population bound similar to the empirical bound with these tools.

Theorem 6.3.12 (Population). Divide the dataset D into two disjoint datasets Dy and

2
Dy of size [n/2] and |[n/2] respectively. Setting by = %L, by = B, 01 = Glb%ge(l/(s),
M+/Tog(1/3) GA/3B1/310g1/3 4 _ 2/3 /dlog(1/3) . .
—,e— and K = max(T—= = 25—n 1/3, (%35/3 )6/7( s Y47) in Equation (6.3)

and using them as gradient oracles, Algorithm 15 with Dy is (g,8)-DP, and with probability
at least 1 — w, at least one point in the output is a1-SOSP of Fp with

ap = O(((BGM log d)1/3# + (G1/7B3/7M3/7)(7deg(1/5))3/7) 10g3(nBMd/pw)).

ne

Moreover, if we run Algorithm with inputs {xi}ie[T],Dg,B,M, G, p, a1, with proba-
bility at least 1 — w, Algorithm can output an as-SOSP of Fp with

Mlog(ndBGM/pw)\/oTl_i_ G(log(n/Gw) N log(d/w))> '

=0
@2 <a1 * /pmin(ne, n'/?) ne NLD

6.4 Bounding the excess risk
In this section, we consider the risk bounds.

6.4.1 Polynomial time approach

If we want the algorithm to be efficient and implementable in polynomial time, to our

knowledge the only known bound is O( dlog(1/ 6)) in [WCX19] for smooth functions. [WCX19]

e2logn

used Gradient Langevin Dynamics, a popular variant of SGD to solve this problem, and
prove the privacy by advanced composition. We generalize the exponential mechanism to
the non-convex case and implement it without smoothness assumption.

First recall the Log-Sobolev inequality: We say a probability distribution 7 satisfies LSI
with constant Cpgy if for all f: R? — R, E[f?log f?] — E;[f?]log E+[f?] < 2CLs1 E, ||V f]|3.
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A well-known result ([OV00]) says if f is u-strongly convex, then the distribution prop-
tional to exp(—f) satisfies LST with constant 1/u. Recall the results from previous results

[MASN16] about LSI and DP:

Theorem 6.4.1 ([MASN16]). Sampling from exp(—pF (x; D) — r(x)) for some public reg-
ularizer r is (g,9)-DP, where ¢ < 2%\/CLSI\/1 +2log(1/6), and Crgr is the worst LSI

constant.

We can apply the classic perturbation lemma to get the new LSI constant in the non-

convex case. Suppose we add a regularizer 4|z|?, and try to sample from exp(—B(F(z; D)+

Slll?).

Lemma 6.4.2 (Stroock perturbation). Suppose 7 satisfies LSI with constant Cpsi(w). If

0<ec< ‘a—’; < C, then Crgi(n’) < %CLSI(W)~

Lemma is a more general version of Theorem 3.4 in [GTU22| and can be used to

bound the empirical risk.
Lemma 6.4.3. Let n(x) o exp(—B(Fp(z) + &||z||3)). Then for BGD > d, we know

1% : oy, My os d
E (Fp(2) + §le||§) - ggg,lc(FD(x )+ 5l I3) < Blog(ﬁGD/d)

We now turn to bound the generalization error, and use the notion of uniform stability:

Lemma 6.4.4 (Stability and Generalization [BE02]). Given a dataset D = {s;};c|n drawn
i.i.d. from some underlying distribution P, and given any algorithm A, suppose we randomly
replace a sample s in D by an independent fresh one s’ from P and get the neighoring dataset
D', then Ep AlFp(A(D)) — Fo(A(D))] = Ep, g ALF(AD);5)) — F(AD'); )], where A(D)
is the output of A with input D.

As each function f(;s") is G-Lipschitz, it suffices to bound the W5 distance of A(D) and
A(D'). 1If A is sampling from the exponential mechanism, letting mp o exp(—S(Fp(z) +

Ellz||?)) and mpr o exp(—B(Fpr(z) + 4]|z||?)), it suffices to bound the W, distance between



257

mp and mp. The following lemma can bound the generalization risk of the exponential

mechanism under LSI:

Lemma 6.4.5 (Generalization error bound). Let 7p o exp(—B(Fp(z)+ 4|]13)). Then we

have

2 X
E [Fp(z) — Fp(x)] < O(GLWD)

D,ZNT('D n/JJ

).
We get the following results:

Theorem 6.4.6 (Risk bound). We are givene,d € (0,1/2). Sampling from exp(—8(Fp(z)+

§ll2l3) with B = O(25200 =), —

risk are bounded by O(GDd'log IOEf:g)(n;;g(l/&)).

Dii’ﬁ is (€,0)-DP. The empirical risk and population

Implementation

There are multiple existing algorithms that can sample efficiently from density with LSI,
under mild assumptions. For example, when the functions are smooth or weakly smooth, one
can turn to the Langevin Monte Carlo [CEL'22], and [LC22]. The algorithm in [WCX19]
also requires mild smoothness assumptions. We discuss the implementation of non-smooth

functions in bit more details, which is more challenging.

We can adopt the rejection sampler in [GLL22], which is based on the alternating sam-
pling algorithm in [LST21b]. Both [LST21b] and [GLL22] are written in the language of
log-concave and strongly log-concave densities, but their results hold as long as LSI holds.
By combining them together, we can get the following risk bounds. The details of the

implementation can be found in Appendix

Theorem 6.4.7 (Implementation, risk bound). Fore,d € (0,1/2), there is an (g,26)-DP ef-

d-loglog(n)+/log(1/9) )
elog(nd) :

ficient sampler that can achieve the empirical and population risks O(GD
Moreover, in expectation, the sampler takes O (n53 log?’(d)\/log(l/é)/(GD)) function val-

ues query and some Gaussian random variables restricted to the conver set IC in total.
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6.4.2 Ezponential time approach

In [GTU22], it is shown that sampling from exp(—&4Fp(z)) is e-DP, and a nearly tight

empirical risk bound of O(Dn—cgd) is achieved for convex functions. It is open what is the

bound we can get for non-convex DP-SO.

Upper Bound

Given exponential time we can use a discrete exponential mechanism as considered in
[BST14]. We recap the argument and extend it to DP-SO. The proof is based on a simple

packing argument, and can be found in Appendix

Theorem 6.4.8. There exists an -DP differentially private algorithm that achieves a pop-

ulation risk of O <GD (d log(en/d)/(en) + \/dlog(en/d) /(ﬁ))).

Lower Bound

Results in [GTU22] imply that the first term of O(GDd/en) is tight, even if we relax to
approximate DP with § > 0. A reduction from private selection problem shows the ON(\/d/in)
generalization term is also nearly-tight (Theorem ). In the selection problem, we have
k coins, each with an unknown probability p;. Each coin is flipped n times such that
{%ij}jem), each ;; i.i.d. sampled from Bern(p;), and we want to choose a coin i with the

smallest p;. The risk of choosing i is p; — ming p;.

log k
05 )

Theorem 6.4.9. Any algorithm for the selection problem has excess population risk Q(

This follows from a folklore result on the selection problem (see e.g. [BU17]). We can

combine this with the following reduction from selection to non-convex optimization:

Theorem 6.4.10 (Restatement of results in [GTU22|). If any (¢,0)-DP algorithm for se-
lection has risk R(k), then any (e,d)-DP algorithm for minimizing 1-Lipschitz losses over

By(0,1) (the d-dimensional unit ball) has risk R(29®).

From this and the aforementioned lower bounds in empirical non-convex optimization

we get the following:
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Theorem 6.4.11. Fore < 1,6 € 2790 1/n*W)] any (e,8)-DP algorithm for minimiz-
ing 1-Lipschitz losses over Bq(0,1) has excess population risk max{Q(dlog(1/8)/(en)), Q(y/d/n)}.

6.5 Omitted Proof of Section

6.5.1 Proof of Lemma

Lemma 6.3.3. For any 0 <t <T and letting v <t be the largest integer such that drift,,

is set to be 0, with probability at least 1 —w /T, for some universal constant C' > 0, we have

t
IV~ VE@IP < (G- Y los—aial? +467) -C - log(Tdfw).  (6.1)
1=7¢++1

Hence with probability at least 1 — w, we know for each t < T, |V, — VF(24)]|? < +2/16,

where v := 160((3k+4¢?) log(Td/w) and k is a parameter we can choose in the algorithm.

Proof. If drift;, = 0 happens, we use the first kind oracle to query the gradient, and hence
V. — VF(z) is zero-mean and nSG(2¢;). If ¢ = 7, Equation (6.1) holds by the property

of norm-subGaussian.

For each 7 + 1 < ¢ < t, conditional on V;_1, we know A; — (VF(x;) — F(x;—1)) is

zero-mean and nSG((a||z; — xi—1||). Note that
t
Vi—VF(x)) =V = VF(27,)+ > [Ai = (VF(2;) — VF(2;1))].
Z:Tt+1

Equation (6.1) follows from Lemma

We know drift;_; = Zﬁzn 41 ll@i — @i21|? < & almost surely by the design of the algo-

rithm. By union bound, we know with probability at least 1 — w, for each ¢ € [T7,

Vi — VF(z)|* < C(Gr +4¢F) - log(Td/w) = +*/16.



260

6.5.2 Discussion of Lemma

Lemma 6.3.4 (Essentially from [WCX19]). Under Assumption , run SGD iterations
Tpp1 = xp — NV, with step size n = 1/M. Suppose xg is a stationary point satisfying
IVE(z0)|| < a and smin(V2F(z0)) < —/pa, a = ylog*(dBM/pw). If Vo = VF(x0) +
¢ + G2 where ||G1]] <7, 2 ~ N(O, Wﬁl/w)ld)’ and ||V — VF(x)|| <~ for all t € [T'], with
probability at least 1 —w - log(1/w), one has

i
F(ar) — F(zo) < —QU—5—75-):
V/plog? (L1E)
M log(4ME)
where I' = ij’
We briefly recap the proof of Lemma in [WCX19]. One observation between the

decreased function value, and the distance solutions moved is stated below:

Lemma 6.5.1 (Lemma 11, [WCX19]). For each t € [I'], we know

1 = woll3 < 8n(P(F(zo) — Far)) +500°T Y |[Vi = VF (1),
€[l

The difference between our algorithm and the DP-GD in [WCX19] is the noise on the gra-
dient. Note that with high probability, » ;i [[Vi — VF(2¢) |3 in our algorithm is controlled
and small, and hence does not change the other proofs in [WCX19]. Hence if F(z¢) — F(zr)
is small, i.e., the function value does not decrease significantly, we know x; is close to xg.

Let B, (r) be the unit ball of radius r around point x. Denote the (z)r the point ar after
running SGD mentioned in Lemma for I steps beginning at . With this observation,
denote BY(zg) := {x | * € Bg,(na), Pr[F((z)r)—F(z) > —®] > w}. [WCX19] demonstrates

the following lemma:

Lemma 6.5.2. If |[VF(x0)| < a and smin(V2F(xg)) < —/p7, then the width of B (zo)

along the along the minimum eigenvector of V2F (xo) is at most 10;(27%) NS

The intuition is that if two different points 2!, 22 € By, (na), and x! —2? is large along the

minimum eigenvector, then with high probability, the distance between ||(z!)r — (22)p|| will



261

be large, and either ||(z')r — 2| or ||(2?)r — 22| is large, and hence either F(z') — F((z')r)
or F(2?) — F((2?)r) is large. The Lemma follows from Lemma by using the

Gaussian (o to kick off the point.

6.5.3 Proof of Lemma

Lemma 6.3.5. By setting n = 1/M, we have
(i) < F(xe) + 0l Vil - [[VF () — Ve = gHVtHQ-
Moreover, with probability at least 1 — w, for each t < T such that |VF(xz)| > v, we have
F(z141) — Fa) < —n||Vi|?/6 < —1?/6.
Proof. By the assumption on smoothness, we know

M
F(zer1) <F(ze) +(VF (), 2e1 = 20) + o [lwes — ay|?
=F(z¢) — 77/2Hvt||2 —(VF(z¢) = Vi,nVy)

n
SF(x) +n||VF(x) — Vil - || Vel — §||VtH2-

By Lemma , with probability at least 1 — w, for each ¢t € [T] we have |[VF(z;) —
Villo < /4. Hence we know if VF(xy) > v, we have

F(zi41) — F(z1) < —nl|Vi]2/6 < —my?/6.

6.5.4 Proof of Lemma

Lemma 6.3.6. Suppose O1 and Oy are {1 and (s norm-subGaussian respectively. If one

sets v = O(1)\/(C3k + 4C7) - log(T'd/w), with probability at least 1 —w, at least one point in
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the output set {x1,--- ,xzr} of Algorithm 15 is a-SOSP, where

d/w BMd

3 2 3

a=vylog®(BMd/pwy) = 4|/ ((5k +4¢7) - log log’(———-).
(BMA/ ) = | (G 4) - ow( ) o8 ()

Proof. By Lemma , we know if the gradient ||V F(x)| > ~, then with high probability
that F(z¢y1) — F(x:) < —ny?/6. By Lemma , if x4 is a saddle point (with small

gradient norm but the Hessian has a small eigenvalue), then with high probability that

Farye) — Fla) < —Q(—242

e - 7
N (dfff))’ and the function values decrease Q( Mo (2B )) on

average for each step.

Recall the assumption that the risk is upper bounded by B, by our setting 7' =

Q(BM log (d%f)), the statement is proved. O

6.5.5 Proof of Lemma

Lemma 6.3.7. Under the event that ||Vi—VEF(x¢)| < v/4 for allt € [T] and our parameter
settings, letting K = {t € [T] : drift; > k} be the set of iterations where the drift is large,

we know |K| < O(% +T~v*n?/k) = O(Bn log4(d[%—f)/m).

Proof. By Lemma ,if [|[F(xy)|| > v, we know F(xi1) — F(zy) < —n||Ve||?/6, and
F(xy41) — F(x;) < ny* otherwise. Index the items in K = {t1,f2, -+ ,fjx|} such that
t; < tiy1. We know

F(l‘t

1
i) — F(my,) < —*drlfttm (ti1 —t:)7°n < “on" + (tig1 — ti)v*n.

Recall by the assumption that max, F'(y) —min, F'(z) < B. And hence —B < F(;[;t‘Ll )—
F(a,) < —IG%‘H + T+?n, and we know

Bn 2,2 4 dMB
K| <O(—+T = O0(Bnl — .
K] < O(=) +T9%2/m) = O(Bilog!(— =)/ )
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6.5.6  Proof of Theorem

G4/3BL/3 ( \/W)Q/S

Theorem 6.3.9 (Empirical). Using full batch in Algorithm 15, and setting k = 53 P

o G/ Bnlog?(1/6)/klog?(ndM B /w) o M+/log?(1/8)BM /a2 log® (ndM B /w)
L= ne 92 = ne

, Algorithm 18
(¢,0)-DP, and with probability at least 1 — w, at least one point in the output set {z;};cr|
is a1-SOSP of Fp with

(\/dBGM log(1/5) 213 g MBM
ne pw

ale

Moreover, if we run Algorithm 18 with inputs {:Ei}iE[T},D, B, M, G, p,ay, with probability

at least 1 —w, we can get an ay-SOSP of Fp with

I <a1 | Glog(n/Gw)  Mlog(ndBGM /pw)

ne ne\/p \/071> '

Proof. The privacy guarantee can be proved by composition theorems (Theorem and
Theorem ) and Lemma

As for the utility, we know the O; and Oy constructed in Equation (6.2) are first kind
of o1v/d and second kind of o9v/d norm-subGaussian gradient oracle by Fact . Hence

by Lemma , the utility oy satisfies that

a1 =0(a1Vd + 02V dk) - log®(BMd/ pw)

L\JdBnlog?(1/8)/r M log*(ndM B/w)\/log®(1/6) BM
+

:O< \/d/i) log®(nBMd/pw).
ne neay

Choosing the best x demonstrates the bound on «;. The bound for as follows from the
value of a; and Lemma . Combining the two items in Lemma , we know with
probability at least 1 — w, the output point x of Algorithm 18 satisfies that

32 log(ZT/w)G’ and smin(V2Fp(z)) > — /a1 — 32 log(2T/w)M.

IVEp(2)]| < on +
ne ne

Hence we know x is an as-SOSP for a9 stated in the statement. O
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6.5.7 Proof of Lemma

Lemma 6.3.11. Fiz a point x € RL. Given a set S of m samples drawn i.i.d. from the

distribution P, then we know with probability at least 1 — w, we have

Glog(d/w)
vm

Mlog(d/w)

IVFs(x) = VEp(2)ll2 < O( Jm )

) A\ IV2Es(2) = V2Fp(2)llop < O(

Proof. As for any s € S, Vf(z;s) — VFp(z) is zero-mean nSG(G). Then the Hoeffding

inequality for norm-subGuassians (Lemma ) demonstrates with probability at least
G

1 — w/2, we have |VEg(z) — VFp(2)||2 < o(%).

As for the other term, we know for any s € S,E[V2f(x;s) — V2Fp(z)] = 0, and
V2 f(z;8) — V2Fp(z)]op < 2M almost surely. Hence applying Matrix Bernstein inequality
(Theorem ) with 0% = 4M?m,t = O(y/mM log(d/w)), we know with probability at
least 1 — w/2, [|[V2Fs(x) — V2Fp(z)||op < t/m.

Applying the Union bound completes the proof. O

6.5.8 Proof of Theorem

Theorem 6.3.12 (Population). Divide the dataset D into two disjoint datasets D1 and

2 _ Gy/log(1/6) oy —

Dy of size [n/2] and |n/2] respectively. Setting by = &, by = B 01 = P

M~/log(1/9) GY/3BY310g/3d —1/3 (032/3)6/7(\/dlog(l/6))4/7)
boe M>5/3 n >\ M5/3 ne

and kK = max( in Equation (6.3)
and using them as gradient oracles, Algorithm 15 with Dy is (e,6)-DP, and with probability

at least 1 — w, at least one point in the output is a1-SOSP of Fp with

1 v/dlog(1/6
a) = O(((BGM -log d)1/3m + (G1/7Bg/7M3/7)(n€(/))3/7) Iog3(nBMd/pw)>.

Moreover, if we run Algorithm with inputs {x;}icir), D2, B, M, G, p, a1, with proba-
bility at least 1 — w, Algorithm 185 can output an as-SOSP of Fp with

M log(ndBGM /pw log(n/Gw log(d/w
o0 o O ) s )
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Proof. We should have all samples to be fresh to avoid dependency, and hence we need

bl'|K|—|—b2'T§n/2,

which is satisfied by the parameter settings and Lemma . As we never reuse a sam-

ple, the privacy guarantee follows directly from the Gaussian Mechanism [DR14]. By

lemma, , we have
aq

log®(nBMd/ pw)

G/l M~y/klogd

—0(orVi+ CUBE gy 1 MY,

Vb1 Vb
GBm/dlog (1/9) BMQ\/log (1/6) Nz G\/Bnlog M\f‘/ Mlogd )
nea? vn Vnag
Setting k = max(%?’};’gl/?’d(n)—l/{ (%52//33)6/7( dlzgg(l/5))4/7)’ we get

ale(((BGMlogd)l/3 73 (G1/7B3/7M3/7)(7Wlbg(1/6))3/7) log3(nBMd/pw)>.

ne

Then we use the other half fresh samples D5 to find the point in the set by Algorithm
By Lemma and Lemma , we know with probability at least 1 —w, for some large

enough constant C' > 0, the output point x of Algorithm 18 satisfies that

32log(2T/w) = C'log(dn/w)
o S )

stmin(V2Fp(x) > — ypar - M(BEL) Clog%”/ )

|V Fp(z)|2 <a1 + G(

)

Hence we know z is an ao-SOSP for as stated in the statement. The privacy guarantee

follows from Basic composition and Lemma . ]
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6.6 Omitted proof of Section

6.6.1 Proof of Lemma

Lemma 6.4.5 (Generalization error bound). Let mp o exp(—B(Fp(z)+ 4||z|3)). Then we

have

E [Fp(x) — Fp(z)] < O(M

D,x~1p np

).

Proof. We know how to bound the KL divergence by LSI:

d
KL(mp,7pr) ::/log d:DD,dWD
CLsi 2

Gt g drp
D )

1
v o8 dﬂ'Dx

2
SQCLSIGQﬁZ/TLQ.

LSI can lead to Talagrand transportation inequality [Theorem 1 in [OV00]], i.e.,

Wo(rp, mp) < \/Cust - KL(mp, mpr) = CrsiGB/n.

The generalization error is bounded by O(CrsiG23/n). Using Holley-Stroock pertur-

exp(BGD)
B

bation, we know Crgi(mp) < and hence the Wy distance between mp and 7p/

can be bounded by O(%f(m)). The statement follows the Lipschitzness constant and

Lemma . O

6.6.2 Proof of Theorem

Theorem 6.4.6 (Risk bound). We are givene,§ € (0,1/2). Sampling from exp(—S(Fp(x)+

Sll13)) with = O( 5 EED =), i =

risk are bounded by O(GD d'loglofl(:g)(nv ;;)g(l/(s)).

Digﬁ is (€,8)-DP. The empirical risk and population

Proof. Denote m(z) o exp(—B(Fp(z) + 4|/z[3)). By Lemma , we know Cpgi(m) <



ﬁ -exp(BGD). Plugging in the parameters and applying Theorem , we get

2Gf [exp

n

(/?MGD) \/W = O(l)i\l}g\/exp(ﬂGD)log(l/(S) <1

and hence prove the privacy guarantee.

As for the empirical risk bound, by Lemma , we know

© . R T dlog(BGD/d
B (Fo(a) + B alB) — min (Fo(a”) + 5 a* ) £ TELZELD,
and we know
E Fp(z) — min Fp(z*) < dlog(GD/d) + puD?.

T z*ekC ~ ﬂ

Replacing the value of 8 achieves the empirical risk bound.

As for the population risk, we have

xr~T

E Fp(z) — min Fp(y*
P(z) min. P(y")

= B [Fp(v) ~ Fo(e)] + E[Fp(x) — miy

< E [Fp(z) — Fp(z)] + E[Fp(z) — min Fp(z™)].

T z* el

( G De log(n)

We can bound E,[Fp(z) — Fp(x)] < O(%EEGD)) <0 N T

min Fp(z")] + E[min Fp(z*) — min Fp(y”)]

) by Lemma

267

for an arbitrarily small constant ¢ > 0. Hence the empirical risk is dominated term compared

to Epr[Fp(z) — Fp(x)], and we complete the proof. O
6.6.3 Implementation
We rewrite them below: Let F(z) := F(z) 4 r(z) where r(z) is some regularizer, and

F = E;¢; f; is the expectation of a family of G-Lipschitz functions.

Theorem 6.6.1 (Guarantee of Algorithm 19, [CCSW22]). Let K C R? be a convex set of

diameter D, and F:K— R, and m exp(—ﬁ) satisfies LSI with constant Crsr. Then set
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Algorithm 19: AlternateSample, [LST21b]

Input: Function ﬁ, initial point x¢ ~ mg, step size 7;

1

2 for t € [T] do

3 Yt < xi—1 + /N¢ where ¢ ~ N (0, I);

4 | Sample z; < exp(—F(z) — %Hx — yel|3);
5 end

6 Output: z7;

n >0, we have

Ry(mo, )
(1+n/Crs)?/e’

RQ(ﬂ'tv 77) <

where Ry(m’, ) is the q-th order of Renyi divergence between 7' and .

To get a sample from exp(—F(z) — %Hx — yt|3), we use the rejection sampler from

[GLL22], whose guarantee is stated below:

Lemma 6.6.2 (Rejection Sampler, [GLL22]). If the step size n < G=2log ™ (1/8inner) and
the inner accuracy dipner € (0,1/2), there is an algorithm that can return a random point
z that has Oiyner total variation distance to the distribution proportional to exp(—ﬁ(m) -
%Hx —y||3). Moreover, the algorithm accesses O(1) different f; function values and O(1)

samples from the density proportional to exp(—r(z) — %”ZL‘ —y]13).

Combining Theorem , Theorem and Lemma , we can get the following
implementation of the exponential mechanism for non-smooth functions.

Theorem 6.4.7 (Implementation, risk bound). Fore,d € (0,1/2), there is an (g,26)-DP ef-

d-loglog(n)4/log(1/6) )
e log(nd) ’

ficient sampler that can achieve the empirical and population risks O(GD
Moreover, in expectation, the sampler takes O <n€3 10g3(d)\/log(1/6)/(GD)> function val-

ues query and some Gaussian random variables restricted to the convex set K in total.

Proof. By Theorem , it suffices to get a good sample from 7 with density proportional
. n 2 _ e log(nd) _ _d_ _ . .

to exp(—p(Fp(x) + 5||z||3)) where 3 0(7@) 1Og(l/é))),,u peg- Set ¢ = 1, which gives

that Ry(-,-) is the KL-divergence. Suppose we let zg is drawn from density proportional to

exp(—guH:UHg), then the KL divergence between 7y and 7 is bounded by exp(¢8GD).
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Now let Wg) be the distribution we get over xzp from Algorithm if we use an exact
sampler for 7 iterations, then the sampler of Lemma for the remaining T"— i iterations.
The output of Algorithm that we actually get is 7#) ). Note that Crst < D?n, and

n S B72G 2log™H(2T/5). Setting

T—0 <C;SI 1og<exp<qﬂap>/52>) 6 (”53 log () /log(1/ ‘”)

we get dipner = 0/2T in Lemma and that Ry (W(TT), 7) < 62/8. This implies the total

(T)

variation distance between 7’ and 7 is at most 0/2 by Pinsker’s inequality. Furthermore,

by the post-processing inequality, the total variation distance between ’/Tgf) and mf,fﬂ) is at

most §/27T for all i. Then by triangle inequality the total variation distance between 7T§9 )

and 7 is at most . O

6.6.4 Proof of Theorem

Theorem 6.4.8. There exists an e-DP differentially private algorithm that achieves a pop-

ulation risk of O (GD <d log(en/d)/(en) + \/W/(\/ﬁ)»

Proof. We pick a maximal packing P of O((D/r)?) points, such that every point in K is

distance at most r from some point in P. By G-Lipschitzness, the risk of any point in P

for the DP-ERM/SCO problems over K are at most Gr plus the risk of the same point for

DP-ERM/SCO over P. The exponential mechanism over P gives a DP-ERM risk bound

of O (GE—T]? log \P]) Next, note that the empirical loss of each point in P is the average of

n random variables in [0, GD] wlog. So, the expected maximum difference between the
GD+/log | P|

empirical and population loss of any point in P is O (\/ﬁ) Putting it all together
we get a DP-SCO expected risk bound of:

o <GT+GD (dlog(D/r) . dlog(D/r))) |

en Vn

This is approximately minimized by setting » = Dd/en. This gives a bound of:
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dlog(en/d) dlog(en/d) )
)
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Chapter 7

ADAPTIVE BATCH SIZE FOR PRIVATELY FINDING
SECOND-ORDER STATIONARY

7.1 Introduction

Privacy concerns have gained increasing attention with the rapid development of artifi-
cial intelligence and modern machine learning, particularly the widespread success of large
language models. Differential privacy (DP) has become the standard notion of privacy in
machine learning since it was introduced by [DMNS06]. Given two neighboring datasets, D
and D', differing by a single item, a mechanism M is said to be (e, §)-differentially private

if, for any event X, it holds that:

Pr[M(D) € X] < e Pr[M(D’) € X] + 4.

In this work, we focus on the stochastic optimization problem under the constraint of

DP. The loss function is defined below:

where the functions may be non-convex, the underlying distribution P is unknown, and we
are given a dataset D = {2;};c[, drawn ii.d. from P. Notably, our goal is to design a
private algorithm with provable utility guarantees under the i.i.d. assumption.

Minimizing non-convex functions is generally challenging and often intractable, but most
models used in practice are not guaranteed to be convex. How, then, can we explain the
success of optimization methods in practice? One possible explanation is the effectiveness
of Stochastic Gradient Descent (SGD), which is well-known to be able to find an a-first-
order stationary point (FOSP) of a non-convex function f—that is, a point = such that

|V f(z)]| £ a—within O(1/a?) steps [Nes98]. However, FOSPs can include saddle points
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or even local maxima. Thus, we focus on finding second-order stationary points (SOSP),

for the non-convex function Fp.

Non-convex optimization has been extensively studied in recent years due to its central
role in modern machine learning, and we now have a solid understanding of the complexity
involved in finding FOSPs and SOSPs [GL13b, AAZB"17, CDHS20, ZLJ"20]. Variance
reduction techniques have been shown to improve the theoretical complexity, leading to the
development of several promising algorithms such as Spider [FLLZ18], SARAH [NLST17],
and SpiderBoost [WJZ"19]. More recently, private non-convex optimization has emerged

as an active area of research [WCX19, ABG'23, GW23, GLOT23, LUW24, MUA*24].

7.1.1 Our Main Result

In this work, we study how to find the SOSP of Fp privately. Let us formally define the
FOSP and the SOSP. For more on Hessian Lipschitz continuity and related background, see

the preliminaries in Section

Definition 7.1.1 (FOSP). For a > 0, we say a point z is an a-first-order stationary point
(a-FOSP) of a function g if [|Vg(z)| < a.

Definition 7.1.2 (SOSP, [NP06, AAZB*17]). For a function g : R — R which is p-

Hessian Lipschitz, we say a point 2 € R? is a-second-order stationary point (a-SOSP) of g

if [Vg(z)|l2 <a A\ Vig(z) = —/pal,.

Given the dataset size of m, privacy parameters €,§, and functions defined over d-
dimension space, [GLOT23] proposed a private algorithm that can find an ag-SOSP for
Fp with

-1 Vd

ag = O(m + (77/75)3/7)

However, as shown in [ABGT23], the state-of-the-art bound for privately finding an
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ap-FOSP is tighter:

ar =05+ (i

When the privacy parameter ¢ is sufficiently small, we observe that ap < ag. This raises
the question: is finding an SOSP under differential privacy constraints more difficult than
finding an FOSP?

This work improves the results of [GLOT23]. Specifically, we present an algorithm that

finds an a-SOSP with privacy guarantees, where:

a=O0(ap) = O(# + (\n/f)l/z).
This improved bound suggests that when we try to find the stationary point privately, we
can find the SOSP for free under additional (standard) assumptions.

It is also worth noting that, our improvement primarily affects terms dependent on the
privacy parameters. In the non-private setting, as ¢ — oo (i.e., without privacy constraints),
all the results discussed above achieve a bound of O(l /n'/3), which matches the non-private
lower bound established by [ACD*23] in high-dimensional settings (where d > Q(1/a%)).

However, to our knowledge, whether this non-private term of O(1/n'/3) can be further

improved in low dimension remains an open question.

7.1.2  Owverview of Techniques

In this work, we build on the SpiderBoost algorithm framework, similar to prior approaches
[ABGT23, GLOT23], to find second-order stationary points (SOSP) privately. At a high
level, our method leverages two types of gradient oracles: O;(z) ~ V f(z), which estimates
the gradient at point x, and Os(z,y) ~ Vf(z) — Vf(y), which estimates the gradient
difference between two points,  and y. When performing gradient descent, to compute the

gradient estimator V; at point x;, we can either use V, = Oj(x;) for a direct estimate, or

1 As proposed by [LUW24], allowing exponential running time enables the use of the exponential mecha-
nism to find a warm start, which can further improve the bounds for both FOSP and SOSP.
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Vi = Vi1 + Oa(zy, x4-1) to update based on the previous gradient. In our setting, O; is
more accurate but incurs higher computational or privacy costs.

The approach in [ABG™'23] adopts SpiderBoost by querying O; periodically: they call
04 once and then use Oy for ¢ subsequent queries, controlled by a hyperparameter g. Their
method ensures the gradient estimators are sufficiently accurate on average, which works
well for finding first-order stationary points (FOSP). However, finding an SOSP, where
greater precision is required, presents additional challenges when relying on average-accurate
gradient estimators.

To address this, [GLOT23] introduced a variable called drift; := Zﬁzto w1 llws — @i )?,
where £ is the index of the last iteration when Oy was queried. If drift; remains small, the
gradient estimator stays accurate enough, allowing further queries of Oy. However, if drift,
grows large, the gradient estimator’s accuracy deteriorates, signaling the need to query O
for a fresh, more accurate estimate. This modification enables the algorithm to maintain
the precision necessary for privately finding an SOSP.

Our improvement introduces two new components: the use of the tree mechanism instead
of using the Gaussian mechanism as in [GLOT23], and the implementation of adaptive batch
sizes for constructing Os.

In the prior approach using the Gaussian mechanism, a noisy gradient estimator V;_1
is computed, and the next estimator is updated via V; = Vi_1 + Oa(x¢, £1—1) + g¢, where g4
is Gaussian noise added to preserve privacy. Over multiple iterations, the accumulation of
noise Y g, can severely degrade the accuracy of the gradient estimator, requiring frequent
re-queries of O1. On the other hand, the tree mechanism mitigates this issue when frequent
queries to Oy are needed.

However, simply replacing the Gaussian mechanism with the tree mechanism and using
a fixed batch size does not yield optimal results. In worst-case scenarios, where the func-
tion’s gradients are large, the drift grows quickly, necessitating frequent calls to O1, which
diminishes the advantages of the tree mechanism.

To address this, we introduce adaptive batch sizes. In [GLOT23], the oracle Oy is

constructed by drawing a fixed batch of size B from the unused dataset and outputting

Oa(,x1-1) 1= D ,cq, Vf(xt;z)vaf(zt‘“Z). Given an upper bound on drift, they guaranteed
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that ||z — z4—1]| < D for some parameter D, thereby bounding the sensitivity of Os.

In contrast, we dynamically adjust the batch size in proportion to ||z; — x;—1||, setting

Vf(xt;2) =V f(wr—1;2)
z€S By

B, « ||xy — x4—1]|, and compute Oa(zy, x4—1) := Y . Fixed batch sizes
present two drawbacks: (i) when ||z; — x;_1|| is large, the gradient estimator has higher
sensitivity and variance, leading to worse estimate accuracy; (ii) when ||z; — z4—1]| is small,
progress in terms of function value decrease is limited. Using a fixed batch size forces us
to handle both cases simultaneously: we must add noise and analyze accuracy assuming
a worst-case large ||z; — x4—1]|, but for utility analysis, we pretend ||z; — x;—1]| is small
to examine the function value decrease. The adaptive batch size resolves this paradox: it
allows us to control sensitivity and variance adaptively. When ||z; — x¢—1]| is small, we
decrease the batch size but can still control the variance and sensitivity; when it is small,
the function value decreases significantly, aiding in finding an SOSP.

By combining the tree mechanism with adaptive batch sizes, we improve the accuracy

of gradient estimation and achieve better results for privately finding an SOSP.

7.1.3 Other Related Work

A significant body of literature on private optimization focuses on the convex setting, where
it is typically assumed that each function f(;z) is convex for any z in the universe (e.g.,
[CMS11, BST14, BFTGT19, FKT20, AFKT21, KLL21, CJJ*23]).

The tree mechanism, originally introduced by the differential privacy (DP) community
[DNPR10, CSS11] for the continual observation, has inspired tree-structure private opti-
mization algorithms like [AFKT21, BGN21, ABG23, ZTC24]. Some prior works have ex-
plored adaptive batch size techniques in optimization. For instance, [DYJG16] introduced
adaptive batch sizing for stochastic gradient descent (SGD), while [JWW20] combined
adaptive batch sizing with variance reduction techniques to modify SVRG and Spider algo-
rithms. However, these works” motivations and approaches to setting adaptive batch sizes
differ from ours. To the best of our knowledge, we are the first to propose using adaptive

batch sizes in the context of optimization under differential privacy constraints.

Most of the non-convex optimization literature assumes that the functions being opti-
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mized are smooth. Recent work has begun addressing non-smooth, non-convex functions as

well, as seen in [ZLJ120, KS21, DDL 22, JKL*23].
7.2 Preliminaries

Throughout the paper, we use || || to represent both the /5 norm of a vector and the operator

norm of a matrix when there is no confusion.

Definition 7.2.1 (Lipschitz, Smoothness and Hessian Lipschitz). Let X C R?. Given a
twice differentiable function f :  — R, we say f is G-Lipschitz, if for all z1,x20 € K,
|f(z1) — f(z2)] < Gllz1 — x2||; we say f is M-smooth, if for all 21,29 € K, ||V f(z1) —
Vf(z2)|| < M||z1—x2]|, and we say the function f is p-Hessian Lipschitz, if for all 21, x4 € K,
we have [|V?f(21) — V2 f(22)|| < plla1 — a2]|.

7.2.1 Other Techniques

As mentioned in the introduction, we use the tree mechanism (Algorithm 20) to privatize

the algorithm, whose formal guarantee is stated below:

Theorem 7.2.2 (Tree Mechanism, [DNPR10, CSS11]). Let Z1,---, 25 be dataset spaces,
and X be the state space. Let M; : X'=! x Z; — X be a sequence of algorithms for i € [%].
Let A : Z%) 5 X% be the algorithm that given a dataset Zi.x, € ZXE) | sequentially
computes X; = Zj-:l M;(X1.j-1,Z;) + TREE(i) fori € [X], and then outputs Xi.x.

Suppose for alli € [X], and neighboring Z1.5,, Z] 5. € Z1:x) | Mi(X1:i-1, Zi) —Mi (X121, Z)) || <
s for all auziliary inputs X151 € X'~. Then setting o = “—ngilog(lm
is (€,0)-DP. Furthermore, with probability at least 1 — X - ¢, for all t € [X] : |[TREE(?)| <

dlog(1/t)o.

We also need the concentration inequality for norm-subGaussian random vectors.

, Algorithm

Definition 7.2.3 (SubGaussian, and Norm-SubGaussian). We say a random vector =z €
R? is SubGaussian (SG(C)) if there exists a positive constant ¢ such that Eel*—F2) <
elvl*¢®/2 vy e RE. We say @ € R? is norm-SubGaussian (nSG(C)) if there exists ¢ such
that Pr[l|lz —Ez| > t] < 2e_2t<i2,w € R.
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Lemma 7.2.4 (Hoeffding type inequality for norm-subGaussian, [JNGT19]). Letxy,--- ,x) €

R be random vectors, and for each i € [k], x; | Fi_1 is zero-mean nSG((;) where F; is the

corresponding filtration. Then there exists an absolute constant ¢ such that for any 6 > 0,
with probability at least 1 — w, || Zle zi|| <e- \/Zle (?log(2d/w), which means 25:1 x
is nSG(y/elog(d) Y5, ¢2).

Theorem 7.2.5 (Matrix Bernstein Inequality, [TT15]). Consider a finite sequence of inde-

pendent, random matrices X1, - , X;, with common dimensions dxd and E[X;] = 0, || X;|| <

L a.s., Vi. Let o® = || Y0 E[X?]||. Let S =", X;. Then for anyt >0, we have

—¢2

Pr[l|S]| = t] < d- eXP(—m

).

Algorithm 20: Tree Mechanism

1 Input: Noise parameter o, sequence length 3;

N

Define
Ti={(u,v) :u=7-214+1,0=(j+1)-211<l<log®,0< j < 2/271 -1}

3 Sample and store ¢, ) ~ N(0,0?) for each (u,v) € T;
4 fort=1,---,X do

5 | Let TREE(t) < X (, ,jenopr(r) S(uw);
6 end

7 Return: TREE(t) for each t € [X];

8 ;

9 Function NODE:;

10 Initialize S = {} and k = 0;

11 fori=1,--- ,[logX]| while k <t do

12 Set k' = k + 2/los T~

13 if ¥/ <t then

14 | S+ SU{(k+1,K)}, k<« K

15 end

16 end
7.3 SOSP

We make the following assumption for our main result.
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Assumption 7.3.1. Let G,p, M,B > 0. Any function drawn from P is G-Lipschitz, p-
Hessian Lipschitz, and M-smooth, almost surely. Moreover, we are given a public initial

point xg such that Fp(xo) —inf, Fp(x) < B.

We modify the Stochastic SpiderBoost used in [GLOT23] and state it in Algorithm
The following standard lemma plays a crucial role in finding stationary points of smooth

functions:

Lemma 7.3.2. Assume F is M-smooth and let n = 1/M. Let xy11 = x4 — 776. Then we
have F(z441) < F(xy) + nHetH NVE(z) — ﬁtH - gH%tHQ Moreover, if ||VF (x| >~ and
IV — VF(z)|| < /4, we have

F(zi11) = Flar) < =l Vil|*/16.
Proof. By the assumption of the smoothness, we know

M
F(ze11) < F(ae) + (VF (@), w041 — @) + o llwee - |
= F(zy) - 77/2“%75”2 —(VF(zy) - %tﬂ?%zﬁ

~ ~ ’r, ~
< F(xy) + || VE(z¢) — Ve[ - | Ve = §||Vt‘|2'

When |[VF(z)| >~ and ||V, — VF(z;)|| < /4, the conclusion follows from the calcu-

lation.

O]

One of the main challenges to finding the SOSP, compared with finding the FOSP, is
showing the algorithm can escape from saddle points, which was addressed by previous

results (e.g.,[JGNT17]) and was established in the DP literature as well:

Lemma 7.3.3 (Essentially from [WCX19]). Under Assumption , run SGD iterations
Typ1 = xy—nVy, with step sizen = 1/M. Suppose xq is a saddle point satisfying |V F (xo)|| <
a and smin(V2F(xo)) < —/pa, a = ylog>(dBM/pt). If Vo = VF(x0) + (1 + (o where
1G] <7, G~ N(O, ﬁ(zdﬂ)[d)’ and ||V — VF(xy)|| < for all t € [T, with probability at

dMB
_ _ < (2 _ Mlog(%)
least 1 — ¢, one has F(xp) — F(xg) < Q(\/ﬁlog3(%))’ where T’ NGl
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Lemma suggests that, if we meet a saddle point, then after the following O(1/ V)
steps, the function value will decrease by at least Q(y%/2). This means the function value
decreases by Q(7?) on average for each step. Similar to the proof in [GLOT23], we have the

following guarantee of Stochastic SpiderBoost:

Proposition 7.3.4. Under Assumption and with gradient oracles such that H%t —
VF(zy)|| <7 for any t € [T), setting T = O(B/ny?) and ¢ = v/+/log(d/1) and supposing
it does mot halt before completing all T iterations, with probability at least 1 — T, at least
one point in the output set {x1,--- ,xr} of Algorithm 21 is O(~)-SOSP.

The proof intuition of Proposition is, if we do not find an O(7)-SOSP, then on av-
erage, the function value will at least decrease by €2(n/7?). As we know Fp(zo) < F} + B,
hence O(B/nvy?) steps can ensure we find an O(y)-SOSP. See more discussion on Proposi-

tion in the Appendix.

Algorithm 21: Stochastic Spider

1 Input: Dataset D, privacy parameters ¢, d, parameters of objective function
B, M, G, p, parameter k, failure probability w, batch size parameter b, noise
parameter (;
set driftg = k,frozen_1 = 1,A_1 =0,D, + D,t =0;
while t < T and the number of unused functions is larger than b do

if drift; > s then

2

3

4

5 ‘ Vi = O1(xy), drift; = 0, frozen; = frozen;_; — 1 ;

6 end

7 else

8 ‘ Ap = Og(xy,x4-1), Vi = Vg + Ay, frozen, = frozeny_1 — 1 ;
9 end

10 if |Vi_1]| < vlog®(BMd/pw) )\ frozen,_; < 0 then

11 Set frozen; = I', drift; = 0;

12 Set V; = V; + TREE(t) + g;, where g; ~ N'(0, & I);
13 end

14 else

15 ‘ Set ﬁt =V;:+ TREE(t);

16 end

17 Ti1 = T — NV, drifteq = drifty + |[Vella, ¢ =t + 1;

18 end

19 Return: {z1, - -, x:};
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Algorithm 21 follows the SpiderBoost framework. We either query O; to estimate the
gradient itself or query O to estimate the gradient difference over the last consecutive
points. The term drift controls the estimated error. When drift; is small, we know A; is
still a good estimator, and when drift; is large, we draw a fresh estimator from O;. The
term frozen is used for the technical purpose of applying Lemma . When we meet a
potential saddle point, we add Gaussian noise g; to escape from the saddle point and set

frozen to be I'; this ensures that we won’t add the Gaussian again in the following I' steps.

7.3.1 Constructing Private Gradient Oracles

We construct the gradient oracles below in Algorithm

Algorithm 22: gradient oracles

gradient O;

inputs: xy;

draw a batch size of b among unused functions;
return: >,V f(z4;2);

gradient Os;
inputs: x4, ;-1
draw a batch size of by among unused functions;

return: % D (Vf(xy2) = V(xi-1;2));

© W N O A W N

Lemma 7.3.5 (Gradient oracles with bounded error). Under assumption ,let e >0
and use Algorithm 22 as instantiations of O1 and Oy. If D is i.i.d. drawn from distribution
P, we have:

(1) for any xy, we have E[O:(xy)] = VF(x;) and

Pr[[|O1(2e) — VE(z¢)|| > G] <o,

where (1 = O((G+/log(d/¢)/b).

(2) for any x¢, x1—1, we have B[O (xy, x4-1)] = VF(x;) — VF(24-1) and

Pr[[|Oz(zs, x4—1) — (VF (1) = VF(zi1))l| =2 G2 < o,
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where (o = O(M ||z — z1-1|\/log(d/c) /br).

Proof. For each data z ~ P, we know
EVf(xyz) —VF(x) =0, |[|[Vf(zyz) — VF(x)| < 2G.

Then the conclusion follows from Lemma

Similarly, for each data z ~ P, we know

E(Vf(xy;2) — Vf(xi—1;2)) — (VF(2y;2) — VF(24-152)) =0,

[(VF(ze;2) = Vf(wi-1:2)) = (VEF (245 2) = VF (20215 2)) || < 2M ||z — 201 |-
The statement (2) also follows from Lemma : O

From now on, we adopt Algorithm as the gradient oracles for Line 5 and Line
respectively in Algorithm 21, and we set n = 1/M. We then bound the error between

gradient estimator V; and the true gradient VF'(z;) for Algorithm

Lemma 7.3.6. Suppose the dataset is drawn i.i.d. from the distribution P. For any 1 <
t <T and letting T <t be the largest integer such that drift,, is set to be 0, with probability
at least 1 — T, for some universal constant C > 0, we have

G? i
Ve — VF(2)|? < Ol + M?||@; — mi—1||* /b;) log(T'd/1). (7.1)

i=7¢+1

Proof. We consider the case when t = 7 first, i.e., we query O; to get V;. Then Equa-
tion (7.1) follows from Lemma

When t > 7, then for each i such that 73 < ¢ < ¢, we know conditional on V;_1, we have
E[A; | Vi-1] = VF(2;) = VF(z;-1).

That is A; — (VF(x;) — VF(x;_1)) is zero-mean and nSG(M ||z; — z;_1]|\/log(dT/¢)//b;)
by applying Lemma . Then Equation (7.1) follows from applying Lemma . O
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Now, we consider the noise added from the tree mechanism to make the algorithm

private.

Lemma 7.3.7. If we set 0 = (% + max ”Z—tt”)log(l/é)/s, in the tree mechanism (Algo-

rithm 20) and use Algorithm 22 as gradient oracles, then Algorithm 21 is (,6)-DP.

Proof. It suffices to consider the sensitivity of the gradient oracles.
Consider the sensitivity of O; first. Let O(z¢)" denote the output with the neighboring

dataset. Then it is obvious that

101(¢) = Or ()| <

= Q

As for the sensitivity of Os, we have

Mz — @l _ Vel

|02(z, x1—1) — Oy, 2e—1)|| <
by by

The privacy guarantee follows from the tree mechanism (Theorem ). O

With the noise added from the tree mechanism in mind, now we get the high-probability

error bound of our gradient estimators 6t.

Lemma 7.3.8. In Algorithm 21, settingb = Gv/d/ea+G?/a? b, = max{w, %?t”, 1},
and o = 2log(1/8)a/V/d correspondingly according to Lemma , for each t € [T], we
know Algorithm is (£,0)-DP, and with probability at least 1 — ¢, H%t — VF(xy)|| <7,
where v = O(a).

Proof. By our setting of parameters, we know

+ max bt”) < 2ea/Vd.
¢

¢ Iv
b
Then our choice of ¢ ensures the privacy guarantee by Lemma

For any t € [T], we have

IV = VE()|| < |[Ve = Vel + | Ve = VF ()]

(1 2)
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By Theorem , we know

(1) < max ITREE(t)| < 0/dlog(T) < o+/dlogn < ay/logn < O(7).

By Lemma and our parameter settings, we have

t
IVe = VE@)I* S+ Y [Vil*/be) log(nd/1)
i:Tt+1

t
~ . Qg
S+ 37 Vil min{ 7 0?/i)) log(nd /1
i=1¢+1
o

Nk a?/k})log(nd/1)

S(oz2 + k- min{

<a?log(nd/t).

Hence we conclude that (2) < ay/log(nd/t), which completes the proof. O

We need to show that we can find an v-SOSP before we use up all the functions. We

need the following technical Lemma:

Lemma 7.3.9. Consider the implementation of Algorithm 21. Suppose the size of dataset
D can be arbitrarily large with functions drawn i.i.d. from P, and we run the algorithm until
finding an O(w)—SOSP, then with probability at least 1 — T, the total number of functions

we will use is bounded by

~bBM d 1
o(+BM({+’§+2)).
K7y ye Y
Proof. By Proposition , setting T = O(B/nv?) suffices to find an O(v)-SOSP. Let

{z1,-- , 2} be the outputs of the algorithms, where ¢ < T denotes the step we halt the
algorithm. We show

t
Y IIVills S O(BM /). (7.2)

1=1

Denote the set § = {i € [{] : [[Vi|| < 7}. As [S| < T = O(B/my?), we know
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Yies IVill < O(B/my).

Now consider the set S¢ := [t] \ S denoting the index of steps when the norm of the
gradient estimator is large. It suffices to bound ) ;. V4|2

By Lemma , we know when ||[V;|| > v, F(ziy1) — F(z;) < —n||Vi]|2/16, and when

IVill <7, F(#it1) < F(z;) +n72. Given the bound on the function values, we know

> IVill* < O(B/n).

eS¢
Hence

o).

> I < eIV
my

eS¢

| /\

This completes the proof of Equation (7.2).
iV, _

The total number of functions we used for O; is upper bounded by b - "

O(bBM /k7v). The total number of functions we used for Qs is upper bounded as follows:

Vd Vd  k 1
oS (——+ QZHVH‘*‘T<BM O(5- + = + =)
1€(t] as @ i€lt] 8 v v

This completes the proof. O
Given the dataset size requirement, we can get the final bound on finding SOSP.

Lemma 7.3.10. With D of size n drawn i.i.d. from P, setting k = max{aT‘/a, (BGM)'/3},

2.2 5 44 1 12
— 1/3 ﬁ ]_/2 B9M9G9 +BQM9G9 (MB)
0(((BGM) +\/W)(m) 4 I + 02 )

and other parameters as in Lemma , with probability at least 1 — ¢, at least one of the

outputs of Algorithm 21 is y-SOSP, with v = O(a).

Proof. By Lemma and our parameter settings, we need
~ bBM Vd k1

n > Q +BM(—+ —+ —)).

(M MR + 5+ )
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First,
-~ bBM BGM+Vd G2BM - (BGM)Y3qY/*  BiMsGs
n > Q ) =06 f+ 3 )<:~yzO(( ) + ).
Ky Key? Ky \/ne nl/3
Secondly,
2 2 A Vd 1/2
n > QBMVd/%e) <~y > O(\/BM(E) ).
Thirdly,
2 3 A Vd 4/3 3 r4/3,41/3 /.3
n>QBMk/y’) < n > Q(BM(%)—FB M*°G? [~7)
4 4 1
~ BsM5sGo
> O(«/BM(E)UQ n 9796;9)‘
ne nl/3
Finally,
- - MB)I/2
> Q(MB/~? > (7 .
n>QMB/y7) <~ = 0( NG
Combining these together, we get the claimed statement.
O
Combining Lemma and Lemma , we have the following main result for finding

SOSP privately:

Theorem 7.3.11. Given £, > 0, with gradient oracles in Algorithm 22, setting b =
G(Wd/ea +1/a?),b; = max{"vf||'\/3, HVQZHN, 1}, k= max{aT‘/a, (BGM)Y3Y and o = a/V/4d,

acg

Algorithm 21 is (¢,0)-DP, and if the dataset is i.i.d. drawn from the underlying distribution
P, at least one of the output of is O(a)—SOSP, where

N BSM5GS + By M5Go . (MB)l/Q)
nl/3 v

d
a=0(((BGM)" + \/BM)(\C
n
Remark 7.3.12. If we treat the parameters B, G, M as constants O(1), then we get o =
O((ﬁ)l/ 2+ L) as claimed before in the abstract and introduction.

ne nl/3
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If we make further assumptions, like assuming the functions are defined over a constraint
domain X C R of diameter R and we allow exponential running time, we can get some
other standard bounds that can be better than Theorem in some regimes. See

Appendix for more discussions.

7.4 Discussion

We combine the concepts of adaptive batch sizes and the tree mechanism to improve the
previous best results for privately finding SOSP. Our approach achieves the same bound as
the state-of-the-art method for finding FOSP, suggesting that privately finding an SOSP
may incur no additional cost.

Several interesting questions remain. First, what is the tight bound for privately finding
FOSP and SOSP? Second, can the adaptive batch size technique be applied in other settings?
Could it offer additional advantages, such as reducing runtime in practice? Finally, while
we can obtain a generalization error bound of \/c% using concentration inequalities and
the union bound, can we achieve a better generalization error bound for the non-convex

optimization?
7.5 Appendix

7.5.1 Discussion of Proposition

Proposition has become a standard result in non-convex optimization. [GLOT23]

assume two kinds of gradient oracles that satisfy the norm-Subgaussian definition below:

Definition 7.5.1 (SubGaussian gradient oracles). For a G-Lipschitz and M-smooth func-
tion I

(1) We say Oy is a first kind of ¢; norm-subGaussian Gradient oracle if given z € RY, O(x)
satisfies EOq(x) = VF(z) and O1(z) — VF(z) is nSG((1).

(2) We say O is a second kind of {2 norm-subGaussian stochastic Gradient oracle if given
r,y € RY Oy(w,y) satisfies that E Oq(z,y) = VF(x) — VF(y) and Oq(z,y) — (VF(z) —
VFE(y)) is nSG(Gllz — yl]).
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In Definition , the oracles are required to be unbiased with norm-subGaussian error.
While this condition is sufficient, it is not necessary. These two types of gradient oracles
are then used to construct gradient estimators whose errors are tightly controlled with high
probability (Lemma3.3 in [GLOT23]). Proposition can be established directly using
Lemma 3.3 from [GLOT23], as demonstrated in the proof of Lemma 3.6 in the same work.

We include the proof here for completeness.

Proof of Proposition . By Lemma and the precondition that |V, — VF(z)| <
v, we know that, if |[VF(z,)| > 4, then F(x411) — F(z;) < —n||V|[2/16. Otherwise,
IVFE(z)|| < 4. If [VF(x)] < 47y but 24 is a saddle point, then by Lemma , we know

Fair) = Flay) < =Q(y*//p),

where T' = O(M/,/p7). Then if none of point in {wi}icpr is an O(7)-SOSP, then we know
F(zr)— F(x0) < —B, which is contradictory to Assumption . Hence at least one point

in {;};cr) should be an O(7)-SOSP, and hence complete the proof.

7.5.2 Other results

The first result is combining the current result in finding the SOSP of the empirical function

Fp(z) =1 >_cep f(@:¢), and then apply the generalization error bound as follows:

Theorem 7.5.2. Suppose D is i.i.d. drawn from the underlying distribution P and under
Assumption . Additionaly assume f(;¢) : X — R for some constrained domain X C R?

of diameter R. Then we know for any point x € X, with probability at least 1 — ¢, we have

IVEp(z) — VFp(2)|| < O(v/d/n), |V*Fp(x) — V*Fp(z)| < O(v/d/n).

Proof. We construct a maximal packing Y of O((R/r)?) points for X, such that for any
x € X, there exists a point y € Y such that ||z —y|| <.
By Union bound, the Hoeffding inequality for norm-subGaussian (Lemma and the

Matrix Bernstein Inequality (Theorem ), we know with probability at least 1 — 7, for
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all point y € Y, we have

IVPp(y) — VEp(y)|| < O(Ly/dlog(R/r)/n),||V*Fp(y) — V2 Fp(y)|| < O(M~+/dlog(R/r)/n).
(7.3)

Conditional on the above event Equation (7.3). Choosing r < min{1, M/p}+/d/n, then
by the assumptions on Lipschitz and smoothness, we have for any = € X', there exists y € )

such that ||z —y|| <7, and

IVEp(z) = VEp(2)|| <[[VEp(x) = VEp(Y)| + [[VEp(y) = VED(Y)|| + [[VFD(y) — VED(2)|

<O(L+/d/n).

Similarly, we can show
|V2Fp(z) — V2Ep(z)|| < O((M + pr)\/d/n) = O(M+/d/n).

O]

The current SOTA of finding SOSP privately of Fp is from [GLOT23], where they can
find an O((v/d/ne)?*?)-SOSP. Combining the SOTA and Theorem , we can find the
a-SOSP of Fp privately with

o= O(2E+ (207,

s
s

If we allow exponential running time, as [LUW24] suggests, we can find an initial point
x privately to minimize the empirical function and then use zy as a warm start to improve

the final bound further.
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Chapter 8

IMPROVED SAMPLE COMPLEXITY FOR PRIVATE NONSMOOTH
NONCONVEX OPTIMIZATION

8.1 Introduction

We consider optimization problems in which the loss function is stochastic or empirical, of

the form
F(x):= gEP [f(z;8)], (stochastic)
~ 1 <&
FP(z):= = &), ERM
() n;f(x,ﬁ) (ERM)
where P is the population distribution from which we sample a dataset D = (§1,...,&,) ~

P, and the component functions f(-;&) : R — R may be neither smooth nor convex. Such
problems are ubiquitous throughout machine learning, where losses given by deep-learning
based models give rise to highly nonsmooth nonconvex (NSNC) landscapes.

Due to its fundamental importance in modern machine learning, the field of noncon-
vex optimization has received substantial attention in recent years. Moving away from the
classical regime of convex optimization, many works aimed at understanding the complex-
ity of producing approximate-stationary points, namely with small gradient norm [GL13b,
FLLZ18, CDHS20, ACD"23]. As it turns out, without smoothness, it is impossible to di-
rectly minimize the gradient norm without suffering from an exponential-dimension depen-
dent runtime in the worst case [KS22b]. Nonetheless, a nuanced notion coined as Goldstein-
stationarity [Gol77], has been shown in recent years to enable favorable guarantees. Roughly
speaking, a point z € R? is called an («, 8)-Goldstein stationary point (or simply (a, 3)-
stationary) if there exists a convex combination of gradients in the a-ball around = whose

norm is at most 3. Following the groundbreaking work of [ZLJ"20], a surge of works study

!Previous works typically use the notational convention (8, ¢)-stationarity instead of (a, 3), namely where
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NSNC optimization through the lens of Goldstein stationarity, with associated finite-time
guarantees [DDL 22, LZJ22, CMO23, JKL*23, KL23, GJ23, KS24, TS24].

In this work, we study NSNC optimization problems under the additional constraint
of differential privacy (DP) [DR14]. With the ever-growing deployment of ML models in
various domains, the privacy of the data on which models are trained is a major concern.
Accordingly, DP optimization is an extremely well-studied problem, with a vast literature
focusing on functions that are assumed to be either convex or smooth [BST14, WYX17,
BFTGT19, WCX19, FKT20, GLL22, ABG23, CJJ*23, LGOGT24]. The fundamental
investigation in this literature is the privacy-utility trade-off, that is, assessing the minimal
dataset size n (referred to as the sample complexity) required in order to optimize the loss
up to some error, using a DP algorithm.

For NSNC DP optimization, [ZTC24] recently provided a zero-order algorithm, namely
that utilizes only function value evaluations of f(-;&), which preforms a single pass over

the dataset and returns an (o, §)-stationary point of F' under (g,9)-DP as long as

~( d d3/?
=Q|—+——1- 8.1
" (aﬁ3 + eaf3? (8.1)
To the best of our knowledge this is the only existing result in this realm.

8.1.1 Owur contributions

In this paper, we provide new algorithms for NSNC DP optimization, which improve the
previously best-known sample complexity for this task. For consistency with the previous
result by [ZTC24], our algorithms will be zero-order, yet in Appendix we provide first-
order algorithms (i.e., gradient-based) with the same sample complexities, and better oracle

complexity. Our contributions, summarized in Table 8.1, are as follows:

1. Improved single-pass algorithm (Theorem ): We provide an (e, d)-DP algo-

rithm that preforms a single pass over that dataset, and returns an («, §)-stationary

0 is the radius (instead of «) and e is the norm bound (instead of 3). We depart from this notational
convention in order to avoid confusion with the standard privacy notation of (e, §)-DP.
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point as long as

~ (1 d a3/
n:9<a53+m52+61/2a55/2>, (8.2)

which is always at least Q(v/d) times smaller than (.1).” Notably, the “non-private”
term 1/a3? is dimension-independent, as opposed to (5.1), which is the first result of
this sort for NSNC DP optimization, and was erroneously claimed impossible by previous

work (see Remark ).

2. Better multi-pass algorithm (Theorem ): In order to further improve the
sample complexity, we move to consider ERM algorithms that go over the data multiple
times (polynomially), which we will later argue generalize to the population loss. To that

end, we provide an (g, 0)-DP ERM algorithm, that returns an («, 8)-Goldstein stationary

- d3/4

Notably, (2.3) substantially improves (8.2) (and thus, (8.1)) in parameter regimes of

point of FD as long as

interest (small ¢, «, 3, large d) with respect to the dimension and accuracy parameters,
and in particular is the first algorithm to preform private ERM with sublinear dimension-

dependent sample complexity for NSNC objectives.

In order to utilize our empirical algorithm for stochastic objectives, one must argue that
Goldstein-stationarity generalizes from the ERM to the population. As no such argument

is currently pointed out in the literature, we provide a result that ensures this:

e Additional contribution: generalizing from ERM to population (Proposi-
tion ). We show that with high probability, any («, B)—stationary point of FPis
an («, f)-stationary point of F', for f = B + 6(\/%) Hence, the empirical guarantee
(8.3) generalizes to stochastic losses with an additional d/3? additive term in n (up

to log terms).

43/4
c1/2435/2

q3/2

2 1 d
Note that W(Tm + cap?

< ) by the AM-GM inequality.
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Sample complexity summary | empirical stochastic
. 3/2
[ZTC24] (single-pass) aiﬂi” + ga,BQ
. 3/4
Theorem (single-pass) %m + mdﬁz + /ga65 -
. 3/4 3/4
Theorem (multi-pass) mf“/w % + ealdﬂw

Table 8.1: Main results (ignoring dependence on Lipschitz constant, initialization, and log
terms).

8.2 Preliminaries

Notation. We denote by (-,-), || -| the standard Euclidean dot product and its induced
norm. For z € R? and a > 0, we denote by B(x, a) the closed ball of radius « centered at ,
and further denote B, := B(0, ). S?~! C R? denotes the unit sphere. We make standard
use of O-notation to hide absolute constants, 5, Q to hide poly-logarithmic factors, and also

let f < g denote f = O(g).

Nonsmooth optimization. A function h : R — R is called L-Lipschitz if for all
r,y € R : |h(x) — h(y)] < L||z — y|. We call h H-smooth, if h is differentiable and
Vh is H-Lipschitz with respect to the Euclidean norm. For Lipschitz functions, the Clarke
subgradient set [Cla90] can be defined as

Oh(z) ;== conv{g : g = liﬁ\m Vh(zy), xn — z},

namely the convex hull of all limit points of Vh(z,) over sequences of differentiable points
(which are a full Lebesgue-measure set by Rademacher’s theorem), converging to z. For

a > 0, the Goldstein a-subdifferential [Gol77] is further defined as

8ah(x) = Conv(UyEB(x,a)ah(y))a
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and we denote the minimum-norm element of the Goldstein a-subdifferential by

Dah(z) = argmingey n) lgll-

Definition 8.2.1. A point € R? is called an (a, 3)-Goldstein stationary point of h if
|0ah(z)|| < B.

Throughout the paper we impose the following standard Lipschitz assumption:

Assumption 8.2.2. For any &, f(-;€) : R* = R is L-Lipschitz (hence, so is F).

Randomized smoothing. Given any function h : R? — R, we denote its randomized
smoothing hq(z) := Eyup, h(z+y). We recall the following standard properties of random-
ized smoothing [FKMO05, YNS12, DBW12, Shal7].

Fact 8.2.3 (Randomized smoothing). Suppose h : R? — R is L-Lipschitz. Then

ho is L-Lipschitz.

|ha(z) — h(z)| < La for any z € R%.

he is O(Lv/d/a)-smooth.
o Vha(w) = Eyup, [Vh(z + y)] = Eygai[56 (h(z + ay) — h(z — ay))y].

The following result shows that in order to find a Goldstein-stationary point of a function,

it suffices to find a Goldstein-stationary point of its randomized smoothing:

Lemma 8.2.4 (KS24, Lemma 4). Any («, 8)-stationary point of he is a (2a, 5)-stationary
point of h.
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Differential privacy. Two datasets D, D’ € supp(P)" are said to be neighboring if they
differ in only one data point. A randomized algorithm A : Z" — R is called (g, ¢) differen-
tially private (or (e,d)-DP) for €, > 0 if for any two neighboring datasets D, D’ and mea-
surable E C R in the algorithm’s range, it holds that Pr[A(D) € E] < e° Pr[A(D’) € E] 4§
[DR14].

Next, we recall the well-known tree mechanism given by Algorithm 20, and its associated

guarantee presented below.

Proposition 8.2.5 (Tree Mechanism DNPR10, CSS11, ZTC24). Let Z1,--- , Zx,. be dataset
spaces, and X be the state space. Let M; : X' "1 x Z; — X be a sequence of algorithms fori €
[X]. Let A: ZX) 5 X% be the algorithm that given a dataset Zy.s, € Z%) | sequentially
computes X; = 23:1 M;i(X1:j-1, Z;)+TREE(3) fori € [¥], and then outputs X1.x. Suppose
for all i € [X], and neighboring Zy.x., Z' 5, € Z1:x) Mi(X1:i-1, Zi) — Mi(X1:-1, Z)|| < s
for all auziliary inputs X1.,_1 € X' Then setting o = 43\/m/€, Algo-
rithm 20 is (e,8)-DP. Furthermore, for all t € [] : E[TREE(t)] = 0 and E || TREE(t)||* <
dlog(¥)o2.

8.2.1 Base algorithm: O2NC

Similar to [ZTC24], our general algorithm is based on the so-called “Online-to-Non-Convex
conversion” (O2NC) of [CMO23]. We slightly modify previous proofs by disentangling the

role of the variance of the gradient estimator vs. its second order moment, as follows:

Proposition 8.2.6 (O2NC). Suppose that O(-) is a stochastic gradient oracle of some
differentiable function h : RY — R, so that for all z € R : E|O(z) — Vh(2)||? < G3 and
E|O(2)||?> < G3. Then running Algorithm
O(-), and satisfies

with n = @L\/M’ MD < «, uses T calls to

—infh 3G
xp) — in n 1

9 out h(
EHﬁah(:r )H < DT o0V/M

+ Gy.

We provide a proof of Proposition in Appendix 8.8. Recalling that by Lemma

any (a, B)-stationary point of F, is a (2« 3)-stationary point of F', we see that it is enough
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to design a private stochastic gradient oracle O of VF,, while controlling its variance G and
second moment GG1. In the next sections, we show how to construct such private oracles and
derive the corresponding guarantees through Proposition . As previously remarked, in
the main text, our oracles will be based on zero-order queries of the component functions
f(-,6), yet in Appendix 2.9, we also show we can construct oracles with the same sample

complexity using first-order queries with a lower oracle complexity.

Algorithm 23: Nonsmooth Nonconvex Algorithm (based on O2NC [CMO23])

1 Input: Oracle O : R? — R?, initialization x¢ € R?, clipping parameter D > 0, step
size n > 0, averaging length M € N, iteration budget T € N;

2 Initialize: A; = 0;

3 fort=1,...,7T do

4 Sample s; ~ Unif|0, 1];
5 = x41 + Ay

6 2t = xp—1 + 5t Ay;
7
8
9

gt = O(21);
Ay = clipp (At — ’r]ét) > clipp(2) := min{1, H ‘ }e
end

., K do
— M
13 ‘ Tk = ﬁ Zm:l Z(k—1)M+m)
14 end
15 Sample 2% ~ Unif{Zy,...,Tx};
16 Output: z°%

8.3 Single-pass algorithm

In this section, we consider Algorithm 24, which provides an oracle to be used in Algo-
rithm 23. Algorithm 24 is such that throughout 7" calls, it uses each data point once, and
hence, privacy is maintained with no need for composition. Before getting into the details,

we will provide the main underlying idea. We consider the zero-order gradient estimator

m

1 d ii . _
V falw;€) = EZT (@ +ay;;€) = (@ — ays3€)), Yi,--m ym ~ Unif(S1),  (8.4)
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Algorithm 24: Single-pass instantiation of O(z;) in Line 7 of Algorithm

1 Input: Current iterate z;, time ¢t € N, period length 3 € N, accuracy parameter
a > 0, batch sizes B1, By € N, gradient validation size m € N, noise level o > 0;

2 if ¢t mod ¥ =1 then
3 Sample minibatch S; of size B; among unused samples;
4 for each sample &; € Sy do
5 Sample y1,...,Ym i Unif (S41);
6 V(e &) =2 > jem] SL(f(ze + ayys &) — Fze — oy &)y
7 end
8 | 9= 5 Ycies, VI (256);
9 end
10 else
11 Sample minibatch S; of size Bo among unused samples;
12 for each sample &; € Sy do
13 Sample 41, ..., Yom i Unif(B,);
14 V(5 &) = & X jepm) o (F e+ ayss &) — Fz — oy &)y
15 Vi(ze1; &) = 230 (F(zmr + oy &) — flam1 — ayys &)y
16 end
17 | g =91+ 55 Yoees, (VI (25 &) — V(215 &));
18 end

19 Return §; = g + TREE(0, X)(t mod X);
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which is an unbiased estimator of V f,(z;€), to which we then apply variance reduction.
[ZTC24] considered the oracle above specifically with m = d, for which it is easy to bound

the sensitivity of this estimator over neighboring minibatches &1.5, ], 5 of size B by

<= (8.5)

Our key observation is that while this is indeed the worst-case sensitivity, we can get substan-
tially lower sensitivity with high probability. For sufficiently large m, standard sub-Gaussian
concentration properties ensure that Vfa(z;&) &~ Vfao(x;&) with high probability, and
hence under this event we show the sensitivity over a mini-batch can be decreased to an
order of %. As this is a factor of d smaller than (5.5), we can add significantly less noise in
order to privatize, therefore leading to faster convergence to stationarity.

The main theorem in this section is the following:

Theorem 8.3.1 (Single-pass algorithm). Suppose F(zg) — inf, F'(z) < ®, that Assump-
o

tion holds, and let o, 3,6, > 0 such that « < 7. Then setting By = X, By =
~ d 232 ~ ~

1, M = a/4D, m = O(d®B} + 1), ¢ = O(£ + L2Y4) 5 = 6((%)*?), D =

é(min{(%)l/?’, (35‘;)1/2, (%)1/5}), T = O(n), and running Algorithm 25 with Algo-

rithm 2. as the oracle subroutine, is (¢, 8)-DP. Furthermore, its output satisfies E |0y F (2°")| <

B as long as

_ o[ 22U L3234
"= aB®  eaB?  el/2aB5/2 |

Remark 8.3.2. It is interesting to note that the “non-private” term ®L?/a/3® in Theo-
rem is independent of the dimension d. Not only is this the first result of this sort,
this was even (erroneously) claimed impossible by [ZTC24]. The reason for this confusion
is that while the optimal zero-order oracle complexity is d/af? [KS24], and in particular

must scale with the dimension [DJWW15], the sample complexity might not.

In the rest of the section, we will present the basic properties of this oracle in terms of
sensitivity (implying the privacy), variance and second moment. We will then plug these
into Algorithm 23, which enables proving Theorem . Corresponding proofs are deferred

to Section
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Lemma 8.3.3 (Sensitivity). Consider the gradient oracle O(-) in Algorithm 2/ when act-
ing on two neighboring minibatches Sy and S}, and correspondingly producing g and gj,

respectively. If t mod ¥ = 1, then it holds with probability at least 1 — 0/2 that

L n Ld+/log(dB1/6)

_ Al < =
Hgt gt” ~ Bl \/m .

Otherwise, conditioned on gi—1 = g;_,, we have with probability at least 1 — §/2 :

L\dD N Ld+/log(dB/9)
OZBQ \/TTL '

lge — gill <

With the sensitivity bound given by Lemma , we easily derive the privacy guarantee

of our oracle from the Tree Mechanism (Proposition ).

Lemma 8.3.4 (Privacy). Running Algorithm 2. with m = O (log(ng/é)(d2B% + dal;B% ))

and o = O (L ljgfil/&) + 22 j;gi(l/a)) is (g,0)-DP.

We next analyze the variance and second moment of the gradient oracle.

Lemma 8.3.5 (Variance). In Algorithm 2/, for all t € [T it holds that

L2 [%2d%2 [2%2dD2%*% L2d%%
E|g. — VF, 2
L2d? L2dD?%*% L2d%%
E||g:|? < L? 2dlog ¥ )
g:ll” < t B T azp, T MosE 4 m

+ o?dlog ¥ +

_|_

Combining the ingredients that we have set up, we can derive Theorem

Proof of Theorem . The privacy guarantee follows directly from Lemma , by not-
ing that our parameter assignment implies BiT/Y + BoT = O(n), which allows letting
T = ©(n) while never re-using samples (hence no privacy composition is required). There-
fore, it remains to show the utility bound. By applying Lemma and Proposition ,

we get that

F, —inf F, 3G
(zg) — in N 1

+G
DT o/

E [|020F (27| < E[|0aFa(z™)] <
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20 3G,
<—+ —=+C 8.6
where the last inequality used the fact that Assumption and Fact together imply

that Fy(xo) —inf F, < F(z9)—inf F+La < &4 La < 2®. Under our parameter assignment,

Lemma yields

G135 Go+ L, (8.7)
which plugged into (8.6) gives
_ i) L
E||020F ()| =0 | == + —— : :
[P0 F ) = 0 (57 + 7+ G (5.5
Moreover, under our parameter assignment Lemma also gives the bound
L LDVdx ~ (LDd'/?s'/?  [d'/? LDd
GoS —+——— Vdlog¥ =0 8.9
ONB1+ aBy to 8 ( a + Ye + ae |’ (8.9)

which propagated into (2.8) and recalling that M = ©(«a/D) shows that

_ ~( ® LDY? LDJdY?xY? Ld?2  LDd
E |09 F(z°")|| = O | — .
H 2 (.’I} )H (DT + a1/2 + a + 28 + ae

Plugging our assignments of ¥ and D, and recalling that n = ©(T), a straightforward

calculation simplifies the bound above to

1/5
_ [ or2\Y?  fedL\? [ @2L343/2
E G20 F(2")]| = O ( ) +( ) i

To Tae T?202¢e
(rer2\Y® sear\Y?  [e2r3ad2\ "’
no noe n“o“e

Bounding the latter by £ and solving for n completes the proof.
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8.4 Multi-pass algorithm

Algorithm 25: Multi-pass instantiation of O(z;) in Line 7 of Algorithm

1 Input: Current iterate z;, time ¢t € N, period length > € N, accuracy parameter
a > 0, gradient validation size m € N, noise levels o1, g9 > 0;
2 if ¢t mod ¥ =1 then

3 for each sample &; € D do

4 Sample y1,...,Ym u Unif (S 1);

5 VIt &) = X jepm) o (F e+ ayss &) — Fz — ayss &)y
6 end

T g =12 >eiep VI (2:6);

8 Return: §; = g; + x¢, where x; ~ N(0,0%21,);

9 end
10 else
11 for each sample & € D do

12 Sample y1,. .., Yom ud Unif(B,);

13 Yf(ZtQ &) = m Yoty o= (f (2 + ayjs &) — Fze — s &)y
14 Vf(z-1; &)=L Z?Qmﬂ L (flz1 + ayjs &) — flzim1 — ayjs &)y
15 end

16 9t = Ggt—1+ % Zgiep(6f(zt§ &) — ﬁf(zt—1; &));
17 Return: g = g; + x¢, where x¢ ~ N (0, agld);

18 end
In this section, we consider a different oracle construction given by Algorithm 25, to
be used in Algorithm 23. The main difference from the previous section is that this oracle

reuses data points a polynomial number of times, and therefore cannot directly guarantee
generalization to the stochastic objective. Instead, in this section we analyze the empirical
objective F D(x):= % iy f(x;&). After establishing ERM results, in Section 8.5, we will
show that any empirical Goldstein-stationarity guarantee generalizes to the population loss.

Similarly to the single-pass oracle (Algorithm 21), we use randomized smoothing and
variance reduction. A difference in the oracle construction is that we replace the tree

mechanism with the Gaussian mechanism and apply advanced composition for the privacy

analysis (since now samples are reused). The main theorem for this section is the following:

Theorem 8.4.1 (Multi-pass ERM). Suppose FP(zq) — infy FP(z) < ®, Assumption
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holds, and let «, 3,0, > 0 such that a < %. Then setting m = L:;I%E + %, o1 =

) B = O(527), D = 6(5). T = O(2E;), and

Ly/Tlog(1/6)/%

LD+/Tdlog(1/6)
ne )’

ane

O( = 0O(
running Algorithm 27 with Algorithm 25 as the oracle subroutine is (g,0)-DP. Furthermore,
its output satisfies B ||Oaq FP ()| < B as long as

n:g}(\/w"),

cal/2[33/2

Remark 8.4.2. As we will show in Section 8.5, Theorem also provides the same pop-
ulation guarantee for ||Ooq F'(z°")|| with an additional L%d/3? term (up to log factors) to

the sample complexity.

To prove Theorem , we analyze the properties of the oracle given by Algorithm
The sensitivity of ¢g; in Algorithm 25 directly follows from Lemma .” By the standard
composition results of the Gaussian mechanism (e.g., [Mir17]), we have the following privacy

guarantee:

Lemma 8.4.3 (Privacy). Calling Algorithm T times with m = ijf + %ﬁl, o1 =
1 2

O(—L T10§£1/6)/2) and o9 = O(—LD q;ilsg(l/&)) is (g,9)-DP.

In terms of the oracle’s variance, we show:
Lemma 8.4.4 (Variance). In Algorithm 25, for any t € [T], we have

. L?d%%
Ellge - VED (z)? € = + otd + 03d,
mn
~ L2d%y%
E||g:)* < L? + + 0%d + o3d¥.
mn
The proof of Theorem , which we defer to Section 8.0, is a combination of the two

previous lemmas and Proposition

3In this section we use full-batch size for simplicity, but using smaller batches (of arbitrary size) and
applying privacy amplification by subsampling, yields the same results up to constants.
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8.5 Empirical to population Goldstein-stationarity

In this section, we provide a generalization result, showing that our ERM algorithm from
the previous section also guarantees Goldstein-stationarity in terms of the population loss.

We prove the following more general statement:

Proposition 8.5.1. Under Assumption , suppose D ~ P"  and consider running an
algorithm on FP whose (possibly randomized) output x°"* € X C R? is supported over a set
X of diameter < R. Then with probability at least 1 — ¢ : |94 F (2°)|| < [0 FP (x| +
9, (L dlog(R/() /n>.

We remark that in all algorithms of interest, the output is known to lie in some predefined
set, such as a sufficiently large ball around the initialization. As long as the diameter
R is polynomial in the problem parameters, the log(R) in the result above is therefore
negligible. For instance, Algorithm 23 is easily verified to output a point z°"* € B(xq, DT)

(since ||x¢+1 — z¢]| < D). Hence, in our use case, Proposition ensures ||02q F (z°%)| <

920 FP (z°)|| + B for n = O(d/B?).
8.6 Proofs

8.6.1 Proofs from Section

Proof of Lemma . Note that for any y € Unif(S¢1) : H%(f(z%—ay; E—flz—ay; &)yl <
Ld due to the Lipschitz assumption. Hence, for any £ € S;, by a standard sub-Gaussian

bound (Theorem ) we have

Pr ||V f(zi; €) — Vfalz; O < Ld\/bg\/(gw >1—6/8By. (8.11)
If t mod X =1, then

o=l = || 5 (X V(0 = Y T

£ES: &es;

IN

5 (X V10 = Vialet )| + | 5 (X Vialei) = 3 Vialen)

= €€, ¢es!
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1 - , o
i BT(Z Vi(z:€) = Vialz;€))

gres]

Further note that HB%(Z&& Via(zt;6) =2ereg Vialas &)l < 2L/By, hence by Equa-

tion (8.11) and the union bound,

Pr ];(Z Viz:8) = > V)| = Ld\/bg\/(%lm <1-6/8,

£eSt £'es;

which proves the claim in the case when ¢ mod 3 = 1. The other case follows from the

same argument. O
Proof of Lemma . By Lemma and our assignment of m, we know that with prob-
ability at least 1 — §/2, the sensitivity of all ¢ is bounded by O(BL1 + LO:/gQD ), namely for all
t:

L LVdD

lge = gill < -+ :

By aBsy
Then the privacy guarantee follows from the Tree Mechanism (Proposition ). O
Proof of Lemma . First, note that by Proposition and the facts that E[g)] =

VFEy(z) and ||VFu(z)| < L, we get
E||g|* SEllgel* + do*log X S E|lge = VFa(2t)l* + L* + do? log 3,
and also

E||g — VFa(2)I” SElge — gell* + Ellge — VFa(20)* S do®log S+ E [lge — VEa(2)|*.

Therefore, we see that in order to obtain both claimed bounds, it suffices to bound

E||g: — VFu(2)||?. To that end, denote by to < t the largest integer such that tqg mod ¥ = 1,
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and note that ¢ — ¢ty < 3. Further denote A; := g; — gj—1. Then we have

2
t

t
Ellgs = VFEa(z)> = Ellgw + D Aj— | Y (VFa(2)) = VFa(zj-1)) + VFa(21)
j=to+1 j=to+1

t
=Elgt, — VFalzi)II? + D EIA; — (VFalz) — VFalz-1))II%,
() I=to (I1)

(8.12)

where the last equality is due to the cross terms having zero mean. We further see that

2 2
(I) 5 E gty — Bi Z Vfa(zt();fi) +E Bi Z Vfoc(zt();fi) - VFOC(ZtO)
Leesy, Lees,,
L?d> L2
< ot B (8.13)
as well as
2
(II)=E B}g D (V25 ) = V(zj-1: €)) — (VFal(2)) = VFa(zj-1))
£eS;
1 ~ -
=52 S BNV (25 &) = V(2515 ) = (VFa(2) = VFalz1)|1?
£eSy

< Blg > (EIV 3 €) = Vialzs OIF + EIV (2513 €) = Vialz-1; I
£eS
FE (T fal23 ) = Valz13 €) = (VEalz) = VEal(z1)?)
o L’d*  dL*D?
~ mBy  a?By

(8.14)

Plugging (8.13) and (8.14) into (8.12) and recalling that ¢t — ¢y < ¥ completes the proof. [

8.6.2 Proofs from Section

Proof of Lemma . First, it suffices to prove the first bound, as

Ellgl* S Ellge — VE (20)|” + EIIVFY (20)|* < E||ge — VS ()| + L.
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To that end, let t5 < t be the largest integer such that {5 mod ¥ = 1, and note that
t —to < 3. Define A; := %dep(@f(zj; €) — Vf(zj_1; €)). Tt holds that

t t
E||ge = VE (20)|1” < Ellgs, = VE (z0)I” + Y ENIA; = (VEY () = VEL (z-))IP + ) E 1™

(I) Jj=to (II) Jj=to
(I111)
Similar to the proof of Lemma , we have that
? 272
1 L“d
() =E||g, — n vaa(zto;fi) S i
£eD
1 - - ~ ~
(1) = B[ > (V(2:€) = VI (2-1:6) = (VF (2) = VE (21))
¢eD
1 ~ -
S = Y (EIVAG5: ) = Vialei QI +E V(15 €) = Vialzrs OIF)
£eD
2 72
< Ld

~ )

mn

(ITT) < o?d + 03 (X — 1),

overall completing the proof.

O
. 2 2 L+/Tog(1/6)/% LD+/Tdlog(1/8
Proof of Theorem . Setting m = 61;?—}—%, o1 = O(#) and 09 = O(ng(/)),
the privacy guarantee follows from Lemma . Moreover, by our parameter settings, we
have

~ L?dTlog(1/6)/Y  L?D?Td*Xlog(1/6
63 =B g - VED (|2 5 0800 s1/0)

n2e2 a?n2e? ’
L2dTlog(1/6)/%  L?D*Td?%1og(1/9)

2 . ~ 112 2
G '_EHgtH SL + n2e2 + a?n2s2 ’

Therefore, setting ¥ = é(DL\/E)7 we see that Gy = 6(L7V£T/§/4) and Gy < L+ Gp. By

Proposition , we also know that

F,(xg) — inf F, 3G
+ +G
DT oM

E (|20 FP (z°%)|| < E [|8,FP (2] <
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<£+73G1 +G
<ortouar 0-

Recalling that M = ©(a/D) and setting D = O( 262) T= 6( oL 57), we have

(O}

E [0 Fy (@)= O | 57 +

( L\F L\/ﬁd3/4>

DT Va ne/a
B iy, Ld3*\/®
2 nevapB |-
The latter is bounded by § for n = O ( ;‘{2%33//42 ), hence completing the proof.
O
8.6.3 Proofs from Section
Proof of Proposition . Applying a gradient uniform convergence bound for Lipschitz

objectives over a bounded domain [MBM18, Theorem 1], shows that with probability at
least 1 — ¢, for any differentiable x € X :

HvﬁD(@ . VF(:U)H -0 (L dk’g(R/o) . (8.15)

n

Therefore, given any =z € X, let y1,...,yx € B(x,a) be points satisfying gaﬁp(ﬁﬂ) =
S A\ VED (y;) for coefficients (M), > 0,5 A\, =1 — note that such points exist
by definition of the Goldstein subdifferential. Noting that Zle NiVF(y;) € 0oF(x), and

recalling that 9, F (z) is the minimal norm element of 9, F(x), we get that

k

Y N(VEP (i) + vi)

i=1

= (%)

|0aF (2) =

Z/\VF ui)

where v; := VF(y;) — VFP(y;) satisfy ||vi]| = O (L dlogff/o> for all i € [k] by (8.15).

Hence

k k
S NVEP )| + D] divi
i=1 i—1
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<]

k
8aFD(x)H +5 il
=1

Héaﬁp(x)H +0 (L dlog(R/O) .

IN

n

8.7 Discussion

In this paper, we studied nonsmooth nonconvex optimization, and proposed differentially
private algorithms for this task which return Goldstein-stationary points, improving the
previously known sample complexity for this task.

Our single-pass algorithm reduces the sample complexity by at least a Q(v/d) factor (and
sometimes more, depending on the parameter regime of interest), compared to the previous
such result by [ZTC24]. Furthermore, our result has a dimension-independent “non-private”
term, which was previously claimed impossible. Moreover, we propose a multi-pass algo-
rithm which preforms sample-efficient ERM, and show that it further generalizes to the
population.

It is interesting to note that our guarantees are in terms of so-called “approximate” (g, d)-
DP, whereas [ZTC24] derive a Rényi-DP guarantee [Mirl7]. This is in fact inherent to our
techniques, since we condition on a highly probable event in order to substantially decrease
the effective sensitivity of our gradient estimators. Further examining this potential gap in
terms of sample complexity between approximate- and Rényi-DP for nonsmooth nonconvex
optimization is an interesting direction for future research.

Another important problem that remains open is establishing tight lower bounds for DP
nonconvex optimization and perhaps further improving the sample complexities obtained
in this paper. We note that the current upper and lower bounds do not fully match even in
the smooth setting. In Appendix , we provide evidence that our upper bound can be
further improved, by proposing a computationally-inefficient algorithm, which converges to
a relaxed notion of stationarity, using even fewer samples than the algorithms we presented

in this work.
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8.8 Proof of Proposition (O2NCQC)
We start by noting that the update rule for A; which is given by
A1 = clipp (A = ngi) = min {1, 15257 } - (B¢ = ni)

is precisely the online project gradient descent update rule, with respect to linear losses of
the form ¢;(-) = (g, ), over the ball of radius D around the origin. Accordingly, recalling
that E ||g; — Vh(z)||? < G2, combining the linearity of expectation with the standard regret

analysis of online linear optimization (cf. Haz16) gives the following:

Lemma 8.8.1. By setting n = for any u € R? with ||u|| < D it holds that

D
GivVM’

M
[Z g’m7 m_ulggDleM

g1, 79M

Back to analyzing Algorithm 23, since x; = x;—1 + 4 it holds that

1
h(ZL‘t) — h([L‘t_l) = / <Vh($t_1 + SAt), At> dS
0
= E  [(VA(zi1 + 5:A0), Ar)] = E[(VA(z1), Ar)] -
s¢~Unif[0,1] St
Note that (Vh(z), A¢) = (Vh(z), w)+ (G, Ar—u) +(Vh(z) — §i, A —u), so by summing
over t € [T] = [K x M], we get for any fixed sequence uy, ...,ux € R%:

inf h < h(zr) < h(xo) + E [(Vh(zt), Ay)]

1

K M
Z Z [{Gk—1) Mt D(h—1)M+m — Ui)]

k=1 m=1

K M T
+ 3 B [(VAGgenmem) )] + > E(VA(z) = G, Ay — )]
t=1

k: m=1

HMH

K M
< h(wo) + SKDGIVM + Y Y " E [(VA(2(t—1)pr4m)s k)] + GoDT,
k=1m=1
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where the last inequality follows from applying Lemma to each M consecutive iterates,

and combining the bias bound E||g; — Vh(z)|| < Go with Cauchy-Schwarz.

D S Vh(Z(—1)Mm)

Letting uy := , rearranging and dividing by DT = DKM, we
=1 VE(z(k—1) p4m) |
obtain
K M
1 1 h(xo) —inf h 3G1
— E|— E Vh(zg— < + + Gb. 8.16
K ; M — ( (]C I)M—I—m) DT 2\/M 0 ( )

Finally, note that for all k € [K],m € [M] : Hz(k—l)Mer — T1|| £ MD < asince the clipping
operation ensures each iterate is at most of distance D to its predecessor, and therefore

Vh(z(k—1)M+m) € Oah(Tk). Since the set dyh(-) is convex by definition, we further see that

Ms

h(2(k=1)04m) € Oah(Tk) ,

m:

and hence by (8.16) we get

h —infh 3G
(1’0) 1m T 1

+Go.
DT o/ Y

_ 1 &
E||0ah(z™)]| = 2 > _E [Pah(@)|| <

8.9 First-order algorithm

In this appendix, our goal is to show that the zero-order algorithms presented in the main
text can be replaced by first-order algorithms with the sample complexity, and reduced
oracle complexity.

The simple idea is to replace the zero-order gradient estimator from Eq. (2.1) by the

first-order estimator

1 & jid 1 e rcd—
Vfal2;6) = EZ x4 ayi;€), 1, Ym ~ Unif(S41). (8.17)
]:
While this estimator has the same expectation as the zero-order variant, the key difference
lies in the fact that its subGaussian norm is substantially smaller (as it does not depend on

d), hence smaller m suffices for concentration. This observation enables reducing the oracle
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complexity, while ensuring the same sample complexity guarantee as in the main text.

We fully analyze here a single-pass first-order oracle, presented in Algorithm 26, which
can be used in Algorithm 23, similarly to Section 8.3. We note that a similar analysis can

be applied to the multi-pass oracle of Section &.4, once again by replacing (5.1) by (8.17).

As in Section 8.3, we will present the basic properties of this oracle. We will then plug

these into Algorithm 23, leading to the main result of this section, Theorem

Algorithm 26: First-order instantiation of O(z;) in Line 7 of Algorithm

1 Input: Current iterate z;, time ¢t € N, period length ¥ € N, accuracy parameter
a > 0, batch sizes B1, By € N, gradient validation size m € N, noise level o > 0.;
2 if ¢t mod X =1 then

3 Sample minibatch Sy of size B; among unused samples;
4 Sample y1,...,yp @Unif(ﬁa);
5 | 9t =5 Yoees, VI (2 + i &);
6 end
7 else
8 Sample minibatch Sy of size Bs among unused samples;
9 for each sample & € Sy do
10 Sample y1,...,Y2m i Unif(B,,);
11 Yf(zt; &) = = 25y V(2 + 955 &)
12 Vi(ze1: &) = &30 V(21 + 5 &)
13 end
14 | g = g1+ gy Ses, (VI (205 &) = V(215 &)
15 end

16 Return §; = g + TREE(0, X)(¢t mod X);

Lemma 8.9.1 (Sensitivity). Consider the gradient oracle O(-) in Algorithm 20 when act-
ing on two neighboring minibatches Sy and S;, and correspondingly producing g and gj,

respectively. If t mod X =1, then

L
lg: — gi]| < B
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Otherwise, conditioned on g1 = g,_,, we have with probability at least 1 — §/2 :

L\dD N L+/log(dBs/9)
O{BQ \/ﬁ '

lgr — gill S

With the sensitivity bound given by Lemma , we easily derive the privacy guarantee

of our algorithm from the Tree Mechanism (Proposition ).

Lemma 8.9.2 (Privacy). Running Algorithm 20 with m = O(log(de/é)%) and o =
O(L log(1/9) 4 LD dlog(l/é)) is (E,(S)—DP.

Bie aBse

Proof. By Lemma and our assignment of m, we know that with probability at least

1 —46/2, for any ¢, we have

L L\dD
_ A< =
| g¢ gtIINBIJr By

Then the privacy guarantee follows from the Tree Mechanism (Proposition ).

We next provide the required variance bound on the gradient oracle.

Lemma 8.9.3 (Variance). In Algorithm 20, for all t it holds that

L?  [2%2dD2% LY

E|g — VF, O 2dlogy + —=
19~ VEu(z)|* £ T+~ g +o’dlog B+,

L?dD?Y 9 L?y
—_— dlog ¥ .
o2, + o“dlog +mB2

E||g|* < L* +

Having set up the required bounds, we can prove our main result for the first-order

setting.

Theorem 8.9.4 (First-order). Suppose F(xg)—inf, F(z) < ®, that Assumption holds,

and let a, 3,6, > 0 such that a < %. Then setting By = 3, By =1, M = o/4D, m =

~  B2q? ~ ~ ~ . 2 342

O(Fr) 0 = O(g+5544), 51 = 6((5)%?), D = O(min{ ()12, ($80)V2, (2255) /%)), T =
O(n), and running Algorithm 25 with Algorithm 20 as the oracle subroutine, is (,0)-DP.
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out)

Furthermore, its output satisfies E |02 F (z°)|| < B as long as

_ g (oL L oL L3253/
n= afd  eapB? | el/2a85/2 )

Remark 8.9.5 (Oracle complexity). Compared to the zero-order result given by Theo-
rem , we see that the number of calls to O( - ), namely T, is on the same order, and that
in both cases the amortized oracle complexity of O(-) is O(m). The difference between the
settings is that the first-order oracle instantiation sets m to be ﬁ(d2) times smaller than
its zero-order counterpart, and hence we gain this multiplicative factor in the overall oracle

complexity.

Proof of Theorem . The privacy guarantee follows directly from Lemma , by not-
ing that our parameter assignment implies B1T/¥ 4+ B2T = O(n), hence it allows letting
T = ©(n) while never re-using samples.

As to the sample complexity, note that our parameter assignment ensures that

G1=O(G0+L),

~ ( LDdY?xY/2  Ld'/?  LDd
Go=0 + + ,
« Ye Qe

similarly to (2.7) and (8.9) in the proof of Theorem . The rest of the proof is therefore

exactly the same as for Theorem . O

8.9.1 Proofs from Appendiz

Proof of Lemma . The case when t mod ¥ = 1 trivially follows the Lipschitz assump-
tion. Thus we will consider the more involved case. For any £ € S¢, by a standard sub-

Gaussian bound (Theorem ) we have

Pr |9/ (211 €) — ¥ fuat f)HSL‘/bg\%m > 1-§/3By,
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so by the union bound, we get that with probability at least 1 — §/8, for all & € Sy :

- L/1 dBs /o
IV (25 &) = Vfalz O < Og;(/% 2/0) (8.18)
Hence,
ot = 1 < || 5 3 ((V45) = Tt €) = (Val2:) = Vhalr-136)))
§ES:
e 3 (Va8 ~ Ve 1:6) = X (Vialan€) — Viala:)
% ¢es, ¢res)
o S ((95(€) ~ 95 €)) — (Viala:€) — Vala1:6))
2eresy
< L\VdD  Ly/log(dBs/5)
~ Ong + \/TTL ’
where the last inequality step is due to the smoothness of f, (Fact ) combined with

the fact that ||z — z;—1]| < 2D, and (8.18).

Proof of Lemma . Applying by Proposition , we have
El|ge = VEa(z)lI* SEllge — gell* + Ellge — VEa(20)|I” S do?log S+ E [lge — VFa(2)|,
and also since E[g:] = VF,(2¢) and |V F,(2t)|| < L, we have
E[gel* S Ellgell” + do*log 2 S Ellgr — VFa(t)||* + L* + do* log 3.

We therefore see that both claimed bounds will follow from bounding E ||g; — VE,(2)]|?.

To that end, denote by tg < ¢ the largest integer such that ¢y mod ¥ = 1, and note that
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t —to < X. Further denote A; := g; — gj—1. Then we have

t

t
Ellgi— VEu(2)I? =E|\gio + > Aj—( Y (VFal(z)) = VFa(zj-1)) + VFa(21,))
j=to+1 j=to+1

t
=E gty — VFa(zt0) > + Y EIA; = (VFa(2)) = VFa(z-1))II,

Jj=to

9 ¢
< g + 3 E[A; — (VEa(z)) - VEa(z1))]? (8.19)

I=t *)

where the second equality is due to the cross terms having zero mean. Moreover, we have

:
() =E| 5 329 5(e € = 9113 0) = (VFa(s) = VFley-0)
- 5 SIS € = 9165013 6) = (VFuley) = Vi)
< ;;; (EI¥5 (255 €) = Vfalegs OIF +E (2415 €) = Vfalzi1; OI
FEI(V falz: )~ Vialzior: ©) ~ (VEa(z)) = VEalz-0)))
< L?  dL?D?

mBs a?By’

which plugged into (8.19) completes the proof by recalling that ¢t — ty < X.

8.10 Even better sample complexity via optimal smoothing

In this Appendix, our aim is to provide evidence that the sample complexities of NSNC DP
optimization obtained in our work are likely improvable, at least with a computationally
inefficient method. This approach is inspired by [LUW24], which in the context of smooth
optimization, showed significant sample complexity gains using algorithms with exponential
runtime. As as we will show, a similar phenomenon might hold for nonsmooth optimization.
To that end, we propose a slight relaxation of Goldstein-stationarity, and show it can be

achieved using less samples via an exponential time algorithm.
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8.10.1 Relazation of Goldstein-stationarity

Recall that 2 € R? is called an (o, 3)-Goldstein stationary point of an objective F(z) =
Ee[f (z; )] if there exist y1, . .., yx € B(x, a) and convex coefficients (\;)F_; so that || 2icp N Ee [V f(yis O

B. Arguably, the two most important properties satisfied by this definition are that

(i) If f(x;&) are L-smooth, any («a, 3)-stationary point is O(« + ()-stationary.

(i) If ||0aF ()| # 0, then F (m - Haag(m)uaap(x)) < F(z) — a||0.F ()|

The first property shows that Goldstein-stationarity reduces to ( “classic”) stationarity under
smoothness. The second, known as Goldstein’s descent lemma [Gol77], is a generalization
of the classic descent lemma for smooth functions.

It is easy to see that Goldstein-stationarity is equivalent to the existence of a distribution
P supported over B(z, «), such that | E¢ ,p[Vf(y;§)]|| < 8. We will now define a relax-
ation of Goldstein-stationarity that is easily verified to satisfy both of the aforementioned

properties.

Definition 8.10.1. We call a point z € R? an (a, 3)-component-wise Goldstein-stationary

point of F'(x) = E¢[f(x;)] if there exist distributions P¢ supported over B(z, «), such that
I Ee,y~r [V f (g Il < B

In other words, the definition above allows the sampled points y1, ..., y; in the vicinity
of z to vary for different components, and as before, the sampled gradient must have small
expected norm. We next show that this relaxed stationarity notion allows improving the

sample complexity of DP NSNC optimization.

8.10.2 Optimal smoothing and faster algorithm

In the previous sections, given an objective f, we used the fact that Goldstein-stationary
points of the randomized smoothing f, correspond to Goldstein-stationary point of f, and
therefore constructed private gradient oracles of f,, which is O(v/d/a)-smooth. Conse-
quently, the sensitivity of the gradient oracle had a v/d dimension dependence (as seen in

Lemma ), thus affecting the overall sample complexity.
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Instead of randomized smoothing, we now consider the Lasry-Lions (LL) smoothing
[LL86], a method that smooths Lipschitz functions in a dimension independent manner,

which we now recall. Given h : R — R, denote the so-called Moreau envelope

My(0)(a) = min [1(6) + 5 Iy~ ol

and the Lasry-Lions smoothing:

z

iL)\LL(x) = —My(—Mar(h))(z) = maxmyin [h(z) + % |z — ?/HZ _ % ly — mH?} . (8.20)

Fact 8.10.2. [LLS86G, AA93] Suppose h : R* — R is L-Lipschitz. Then: (i) haLy, is L-
Lipschitz; (i) |hxrr(z) — h(z)] < L for any © € RY; (iii) argmin hypy, = argminh; (iv)
harL is O(L/X)-smooth.

The key difference between LL-smoothing and randomized smoothing is that the smooth-
ness constant of LL-smoothing is dimension independent. By solving the optimization prob-
lem in Eq. ( ), it is clear that the values, and therefore gradients, of f,\LL(az;gi) can be
obtained up to arbitrarily high accuracy. Notably, it was shown by [KS22b] that solving this
problem requires, in general, an exponential number of oracle calls to the original function.

Nonetheless, computational considerations aside, it is not even clear that the LL smooth-
ing helps in terms of finding Goldstein-stationary points of the original function, which was
previously shown for randomized smoothing (Lemma ). This is the purpose of the

following result, which we prove:

Lemma 8.10.3. If h is L-Lipschitz, then any f-stationary point of hyry, is a (3AL, B)-

Goldstein stationary point of h.

Given the lemma above, we are able to utilize smooth algorithms for finding stationary
points, and convert the guarantee to Goldstein-stationary points of our objective of interest.

Specifically, we will invoke the following result.

Proposition 8.10.4 (LUW24). Given an ERM objective F(x) = 37 | f(x;&) with Lo-

n

Lipschitz and L1 -smooth components, and an initial point xo € RY such that dist(zg, arg min F) <
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; ; ~out - [ zout\|| — () Rl/ng/SLi/SdWS
R, there’s an (e,0)-DP algorithm that returns £°" with & ||V F (z°"")|| = O —

We remark that we assume for simplicity that dist(zo, arg min ﬁD) = dist (g, arg min ') <
R, though the analysis extends to that case where R is the initial distance to a point with
sufficiently small loss (e.g., if the infimum is not attained). Overall, by setting A = «/3L,

and combining Fact , Lemma and Proposition , we get the following;:

Theorem 8.10.5. Under Assumption , suppose dist(xg, arg min ﬁD) < R. Then
there is an (g,8)-DP algorithm that outputs z°" satisfying («, B)-component-wise Goldstein-
stationarity (in expectation) as long as

- R1/3L4/3d2/3
n=Q| ——— 1.
€a1/35

8.10.8 Proofs from Appendix

Proof of Lemma . Suppose x is a [S-stationary point of haLn. Let z* € RY be the
solution of the maximization problem defining the LL smoothing. By [AA93, Remark

4.3.e], z* is uniquely defined, and satisfies

VhaL(z) € 8(Max(h))(2*). (8.21)

Further denote Y* := argminy [h(y) + 25 ||z* — y||2] C RY. Rearranging the definition of

the Moreau envelope by expanding the square, we see that

Moa()(=") 2 gm0 = 200000 — 5 Il

=L
¢ oy

from which we get

OMozh(z ):ﬁz —ﬁconv{y yte)y }:conv{”\(z -y ):yte) } (8.22)

Furthermore, for any y* € Y*, by first-order optimality it holds that

* 1 * *12 * 1 * *
= _ C _ _
0€ 9 h(y") + 5 lly le}_ah(y)JrQA(y z%),

LoVd
+ (r)Ls >
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and therefore

%(z* ) € Oh(y"). (8.23)

By combining (8.21), (8.22) and (8.23) we conclude that
Vhyrs(z) € dMazh(z*) C conv {dh(y*) : y* € Y*} C d,h(z),

where the last holds for r := max,«cy~ ||z — y*||. Therefore, recalling that ||Vhyr(z)|| < 8,

all that remains is to bound r.

To that end, it clearly holds that r < ||z — 2*|| + maxy-cy~ ||2* — y*||. Furthermore, by
[AA93, Remark 4.3.¢] it holds that z* —x = AVhyrr,(z) which implies ||z — 2*|| = AS. As to
the second summand, by (3.22) it holds that maxy«cy+ [|2* —y*|| < 2X-maxgconr,, vz 9]l <
2L, by the fact that My (h) is L-Lipschitz. Overall r < A 4+ 2\L, and as we can assume

without loss of generality that 8 < L since otherwise the claim is trivially true (note that

all points are L stationary), this completes the proof.

8.11 Concentration lemma for vectors with sub-Gaussian norm

Here we recall a standard concentration bound for vectors with sub-Gaussian norm, which

notably applies in particular to bounded random vectors.

Definition 8.11.1 (Norm-sub-Gaussian). We say a random vector X € R? is (-norm-sub-

Gaussian for ¢ > 0, if Pr[|X —EX| > t] < 2e~*/%" for all t > 0.

Theorem 8.11.2 (Hoeffding-type inequality for norm-subGaussian, JING*19). Let X1,--- , X} €
RY be random vectors, and let F; = o(X1,- -+, X;) fori € [k] be the corresponding filtration.
Suppose for each i € [k], X; | Fi—1 is zero-mean (;-norm-sub-Gaussian. Then, there exists

an absolute constant ¢ > 0, such that for any v > 0 :

ic[k] i€(k]

Pri|) X Zc\/log(d/V)ZCf <.
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Part IV
USER LEVEL
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Chapter 9

USER-LEVEL DIFFERENTIALLY PRIVATE STOCHASTIC CONVEX
OPTIMIZATION: EFFICIENT ALGORITHMS WITH OPTIMAL
RATES

9.1 Introduction

Differentially private stochastic convex optimization (DP-SCO) is a central problem in

privacy-preserving machine learning, whose aim is to minimize a convex function

minimize Lp(0) := E [¢(6;2)]
=P (9.1)
subject to # € © c RY,

under the constraint of differential privacy, given n users each holding a single sample z; € Z
from the distribution P. Numerous works have studied this problem, known as item-level
DP-SCO, and it is by now relatively well understood [BST14, BETGT19, FKT20, AFKT21,
ADF*21, KLL21].

A significant concern about item-level DP-SCO in practice is that each user may hold
and contribute multiple items to the dataset, significantly degrading the actual privacy
protection provided by the item-level differentially private to users. This is the case in many
machine learning applications in practice, such as training language and vision models on
users’ data in federated learning. To address this problem, prior work has studied user-
level versions of differential privacy, where the algorithm preserves privacy for users that
may contribute m > 1 items [LSY 20, BRP21, LSA*21]. This definition is stronger than
item-level DP as it forces the algorithm not to be sensitive to changes of a single user or
equivalently m items.

Motivated by the realistic and strong privacy protections guaranteed by user-level pri-
vacy, many papers have studied DP-SCO under this notion of privacy. [LSAT21] has initi-
ated the study of this problem and proposed new algorithms based on localized SGD. The
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main observation in [LSA'21] is that averaging the gradients of users in SGD results in
gradients that are concentrated in a ball of small radius of roughly 1/+/m, yielding a final
excess risk of 1/y/nm + d/ny/me. However, as the optimal rates for item-level DP-SCO
(m = 1) are known to be 1/y/n + Vd/ne, it is evident that the rates of [LSA*21] are

sub-optimal. Moreover, their algorithms are applicable only to smooth functions.

Two recent works of [BS23, GKK™23b] have resolved some of these issues. [BS23] de-
veloped new algorithms based on DP-SGD with improved mean estimation procedures to
obtain an optimal rate 1/y/nm++/d/n/me. However, their algorithms also require smooth-
ness of the function and require a stringent lower bound on the number of users n > v/d/e.
Moreover, their algorithm cannot work for large m and requires m < max{ Vd, ne? / \/;i} On
the other hand, [GKK™23b] observes that user-level DP-SCO has small local sensitivity to
deletions and uses propose-test-release to design new algorithms. Their algorithm requires
only n < log(d)/e users and is also applicable to non-smooth functions. However, it runs in
super-polynomial time and achieves sub-optimal error 1/y/nm + vV/d/n/me>.

As a result, existing algorithms for user-level DP-SCO are not satisfactory: they either
require smoothness and a large number of users that grow polynomially with the dimen-

sion [BS23], or run in super-polynomial time [GKK™'23b].

9.1.1 Contributions and Technical Overview

In this work, we develop new algorithms for user-level DP-SCO that resolve the abovemen-
tioned issues. In particular, our algorithms obtain optimal rates in polynomial time, are
applicable for non-smooth functions, and require the number of users to grow only loga-
rithmically in the dimension n < @. We summarize our results for the convex case and
compare them to prior work in Table 9.1. Additionally, building on our algorithm for the
convex case, we propose a new algorithm that obtains optimal rates for user-level DP-SCO

in the strongly convex case.
Our algorithm follows a similar recipe to that of [BS23]: as it is well known that DP-
SGD is optimal in the item-level setting, we wish to extend it to user-level DP using new

mean estimation procedures that add less noise to estimate the gradients at each iteration.
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Excess Risk | Polynomial Runtime | Number of Users
5828 | g ¥ i | Yes nz
[GKK*23b] | —L 4+ ¥4+ [ No n>1
This work ﬁ + n\\/f%s Yes n > %

Table 9.1: Comparison of excess risk bounds for user-level DP-SCO with prior work, with
logarithmic terms omitted. The work of [BS23] additionally requires smoothness of the loss

function and m < max{+/d, ne?/\/d}.

To this end, note that if we average the gradients of each user using their m samples,
this guarantees that the resulting averaged gradients of all users will lie in a ball of radius
roughly 7 = 1/4/m. This concentration allows to design algorithms for mean estimation with
sensitivity 7/n (instead of 1/n), hence obtaining error (e.g., [BS23]) 7v/d/ne; for estimating
the gradients at iteration i, where ¢; is the privacy budget at iteration i. As we have T
iterations, this requires g; = ¢/ VT. The key challenge here is that private mean estimation
procedures for T-concentrated data (e.g. [LSAT21, BS23]) require n > 1/¢; = /T /e, which

results in a strong restriction on the number of rounds T that we can run.

Our main challenge is then to design a private mean estimation procedure with T iter-
ations. Each iteration we wish to estimate the mean of 7-concentrated data with privacy
budget ¢; = ¢/ VT such that the error at each iteration is T\/&/nei, and the algorithm
uses only n < log(T")/e samples. We develop a new private mean estimation algorithm for

T-concentrated data that satisfies these properties.

Our approach draws inspiration from the FriendlyCore framework [TCK™'22], which we
use for removing outliers from the dataset. Our methodology has two distinct phases: in the
initial stage, we employ an outlier-elimination process that yields a subset of data samples
exhibiting 7-concentration. Subsequently, we privatize the mean of the concentrated sample

by adding Gaussian noise proportional to 7.

Our outlier-detection phase is based on a score we give to each sample to measure how
likely it is to be an outlier; the score measures how many samples in the dataset are in a

ball of size 7 around the sample. We then keep each sample in the dataset with probability
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proportional to its score, hence removing outliers that have low scores. To guarantee that
our final algorithm is private, we have to upper bound the sensitivity of the mean of the sub-
sampled dataset is minor. To this end, we apply an extra step via AboveThreshold [DR14]
to verify that the input dataset is nearly 7-concentrated, hence limiting the number of
outliers that can be detected.

This improved mean estimation procedure is the building block of all of our results:
it allows us to use DP-SGD with a small number of users and run it for large number of
rounds to get the optimal rate. Moreover, the large number of rounds made possible by
our mean estimation procedure allows us to use randomized smoothing in order to obtain
optimal results in the non-smooth case as well, in contrast to prior work where randomized

smoothing would not result in optimal rates in the non-smooth setting.

9.1.2 Related Work

User-level differential privacy (DP) is a relatively recent and less-explored area compared
to the more established item-level DP setting. It has gained increased attention lately due
to its significance in machine learning applications, particularly in the context of federated
learning. Several works have studied user-level DP for several applications, including DP-
SCO [LSA*21, BS23], PAC learning [BRP21], and discrete distribution estimation [LSY 120,
ALS23]. In recent work, [GKK™23a] proposed a generic transformation of any item-level
DP algorithm to a user-level DP algorithm. However, it is inefficient, and the dependence
on € may not be optimal.

DP-SCO has been studied in the item-level DP setting extensively [BFTGT19, FKT20,
AFKT21, ADF*21, KLL21, GLL"23]. The rates of DP-SCO in the item-level setting are
well understood and [BFTGT19] obtained the optimal 1/y/n + 1/dlog(1/0)/ne rate using
stability based analysis of DP-SGD with a large batch size. These algorithms are not
efficient, leading [FKT20] to develop new optimal algorithms for the smooth case that run
in linear time. However, the best runtime for the non-smooth setting is super-linear, and
this is an ongoing research direction which is still open [AFKT21, KLL21, CJJ*23|. Ttem-

level DP-SCO has also been studied in various other settings, such as the stronger pure DP
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model [ALD21], heavy-tailed data distributions [LR23|, non-euclidean geometries [AFKT21,
BGN21], and non-convex loss functions [GLOT23, ABGT23].

9.2 Preliminaries

Let [k] = {1,--- ,k} be the set of positive integers no larger than k. Throughout the paper,
we assume that the loss function £(:, z) : © — R is convex and G-Lipschitz for any z € Z,
and © C R? is a closed convex domain of diameter R. There are n users, each holding m
ii.d. samples from the underlying distribution P; we denote the samples of the i-th user
by Z; = {zij}jeim)- We use capital Z to denote one user and z to denote one item. The
dataset D = {Z;};c|, contains all the users along with all the items.

The objective is to design efficient algorithms for minimizing Lp(0) := E.p £(6, 2),
which is differentially private at the user level. For a user Z; = {z; j}jcm), we let VL(0; Z;) :=
% > jeim) VA(0; Zi j) denote the average of the gradients for the user’s samples. We denote
the empirical function Lp(0) := = >vez 2z,ept(0,2). For a distribution X, we let
supp(X) be the support of the distribution X.

9.2.1 Differential Privacy

In this work, we use the notion of user-level differential privacy where each user has a sample

z e Z™,

Definition 9.2.1 (User-Level Differential Privacy). A mechanism M : (Z2™)" — R? is
(€,0) user-level differentially private, if for any neighboring datasets D, D’ € (£™)™ that

differ in one user, and for any event O in the range of M, we have
Pr[M(D) € O] < e Pr[M(D') € O] + 6.

Note that item-level differential privacy is a specific case of this definition where m = 1.
Additionally, our analysis requires the notion of indistinguishability between two random

variables.
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Definition 9.2.2 (Indistinguishablity). Two random variables X and Y are (e, §)-Indistinguishable

if for any event O, we have

Pr[X € O] <e*Pr]Y € O] + 4,

and Pr[Y € O] < e Pr[X € O] + 0.

Moreover, for two distributions X and Y, we use the notation X ~, Y to denote that
the total variation distance between X and Y is bounded by . We also define the following

divergence.

Definition 9.2.3. Given two distributions X and Y, the J-approximate max divergence

between X and Y is defined as

DS (X|Y) = sup log Pr[X € 2] -4
Zesupp(X):Pr[XeZ]>6 PI‘[Y € Z]

AboveThreshold

Our algorithms use the AboveThreshold algorithm [DR14] which is a key tool in differential
privacy to identify whether there is a query ¢; : Z — R in a stream of queries q1, . .., g7 that
is above a certain threshold A. The AboveThreshold algorithm (presented in appendix) has

the following guarantees.

Lemma 9.2.4 ([DR14], Theorem 3.24). AboveThreshold is (g,0)-DP. Moreover, let o =

w and D € Z™. For any sequence of T queries q1,- - ,qr : 2" — R each of

sensitivity 1, AboveThreshold halts at time k € [T + 1] such that with probability at least

1_,77
o Forallt<k,a=T and (D) > A — «;

ear=1Land (D)< A+aork=T+1.
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Algorithm 27: AboveThreshold

1 Input: Dataset D = (Zy,...,Z,), threshold A € R, privacy parameter ¢;
2 Let A=A — Lap();

g fort=11%t T do

4 Receive a new query ¢; : 2" — R ;
5 Sample v; ~ Lap(%);

6 if (D) +v; < A then

7 Output: a; = 1;

8 Halt;

9 else

10 ‘ Output: a; = T;

11 end
12 end
13 end

9.2.2  Randomized Smoothing

To develop optimal algorithms in the non-smooth setting, our algorithm use randomized

smoothing [YNS12, DBW12] to make the functions smooth. To this end, for a convex

function ¢(:; Z), we denote the convolution function Z(:;Z) = {(:;Z) * ny., where n, is

the uniform density in the ¢y ball of radius r centered at the origin in R?. Specifically,

ny(y) = % for ||y|| < r, and n,(y) = 0 otherwise. For simplicity, we may omit the
n2r

dependence on z, and write the function as ? and £. Denote Ep(@) =K. py~n, L0 +y;2)

and Lp(0) = o ¥ep By, £(0 + 45 2).

Lemma 9.2.5 (Randomized Smoothing, [YNS12, DBW12]). The convolution function has

the following properties:
o 1(A) < £(h) < 1) + Gr.

7 is G-Lipschitz and convex.

Zis GVd

V2 _smooth.
T

For random variables y ~ n,, and z € D, we have E, ,[V{(§ + y; 2)] = VED(O).
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9.2.83 Norm-Subgaussian Concentration

Our analysis also uses a notion named concentration properties for norm-Subgaussian ran-
dom variables.
Definition 9.2.6 (norm-Subgaussian). A random vector X € R? is norm-SubGaussian
with parameter o, denoted nSG(o), if for all t € R

2

t
Pr[|| X —EX| >t < 2exp(—@).

The following concentration result holds for norm-Subgaussian random variables.

Lemma 9.2.7 ([JNG'19], concentration of NormSubgaussian). There exists a constant
¢ > 0, such that for zero-mean independent random vectors X1, --- , X, € R% where X; is

nSG(o;) for all i € [n], for any § > 0, with probability at least 1 — 0,

Zaflog%i.

i€[n]

I Xl <e

i€[n]

We also use the following standard Chernoff-Hoeffding bound.

Lemma 9.2.8 (Chernoff-Hoeffding Bound). Let X1, -, X,, be independent Bernoulli ran-
dom variables such that E[X;] = p;. Let X =3 ;010 X; and p = E[X]. Then we know for

any A > 0, we have

A2
).

PriX > (1+ M| < exp(—2 O

9.3 Adaptive Mean Estimation for Concentrated Samples

The main component in our algorithms is a novel mean estimation procedure for adaptive
queries for 7-concentrated samples where the samples lie in a ball of radius 7 (see Defi-
nition ). This algorithm will be used to estimate the gradients in our optimization
procedure, as the user-level setting will guarantee that 7 ~ 1/4/m for an i.i.d. input. We

add Gaussian noise scales with 7; hence, the final loss bound benefits from small 7.
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Definition 9.3.1. A random samples {X; };c[, is (7,7)-concentrated if there exists a point

x € R? such that with probability at least 1 — v,

max [|X; —z|| < 7.

i€[n]

Given T adaptive mean estimation queries g1, ...,qr : (Z™)" — R? such that the n users

are T-concentrated with respect to these queries, our goal is to get a nearly unbiased estimate

of the mean of each query with variance :;Zgl under (e,9)-DP. The standard approach for

solving this task, as done in [BS23], is to assign a privacy budget ¢; = &/ VT for each query,

. . 2 . .
hence resulting in variance ;2?1. However, this procedure requires n > Ei = /T/e to
k3

guarantee the desired utility bounds, which is too prohibitive for our purposes.

In this section, we design a new algorithm for adaptive mean estimation that achieves
the desired variance with only n > 1/e. Our algorithm is inspired by the FriendlyCore
framework [TCK™22], where we use the basic filter to identify outliers in the dataset. Our
procedure consists of two stages: first, we apply an outlier-removal procedure, which returns
a subset of the samples that is 7-concentrated. Then, we add Gaussian noise proportional

to 7 to privatize the mean of the concentrated sample.

To identify outliers, we give a score to each sample, which measures how many samples
in the dataset are in a ball of size 7 around the sample. As outlier samples will have a
low score, we then keep each sample in the dataset with probability proportional to its
score. This will preserve privacy for samples that are nearly 7-concentrated, whereas we
aim to preserve privacy for all input datasets. Therefore, we add an initial check to the
algorithm which verifies that the algorithm is nearly 7-concentrated. To this end, we define

a T-concentration score of the dataset for a query g; to be

D, 7) = 30 3 T(lale) — ) < 7). 9.2)

2€D 2'eD

and check via AboveThreshold that this score is above the desired threshold for all queries.
The following procedure will be processed only if the dataset and the queries pass the check,

which means our samples are nearly concentrated and ensures the privacy guarantee of the
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following procedure. We describe the full details of our algorithm in Algorithm

Algorithm 28: Outlier-Removal Based Mean Estimation for Concentrated Data

1 Input: Dataset D = (Z1,...,Z,), privacy parameters (g,0), parameters 7 ;
2 fori=1t0 T do

3 Receive a new mean estimation query ¢; : Z — R? ;

4 Define concentration score

si (D7) = % Y. > Lla(2) —a(2)) < )

2e€D Z'eD

if AboveThreshold(s{°"¢,e/2,4n/5) = T then

Set Sz = @;
for Each User Z; € D do
Set fij =2 zep L(4:(Z;) — ai(2)|| < 27);
0 fw‘ < n/2
8 Add Z; to S; with probability p; ; for p;j = {1 fij >2n/3
fui=n/2 ) .
n/6
9 end
10 Let g; = ﬁ Y. zes; ¢i(Z) if S; is not empty, and 0 otherwise ;
11 Output: g; + g; + v;, where v; ~ N(0, STQTIOg(eeng) log(e"/2/9) Iy)
12 end
13 else
14 Output: g; = 0;
15 Halt;
16 end
17 end

The following theorem summarizes the main guarantees of our algorithm.

Theorem 9.3.2. For 0 < e < 10,0<d < 1. Let D = (Z1,...,Zy) € (Z™)" be a dataset
withn > Slog(T/V)jglog(T/é) users. Algorithm 28 is (g, 9)-DP. Moreover, if (¢;(Z1), - .., qi(Zyn))

is (T,7y)-concentrated for all i € [T] and let {gi}icr) be the outputs of Algorithm 25, then
there exists random variables gy, ..., gy such that the joint distributions {Gi}icir) ~(1+7)y

{9:}Yieir)- Moreover, for each i € [T, given {g}}j<i—1 and i, g; satisfy that

1 n
J:
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2
1 < 72T log(T/§) log(1/6)
E /9\7,,'_ Ezq’b(zj) S n2e2 :
j=1
To prove Theorem , we consider the privacy and utility guarantees separately. We

argue about privacy first. The following lemma upper bounds the sensitivity of the proba-

bility distribution p; for adding users to 5;.

Lemma 9.3.3. For any neighboring dataset D, D’ that differs in one user, let p; = (pi1,- -+ ,Pin)
be the probability for users to be selected into S; for D, and let p); be the corresponding prob-
ability for D'. Then

lpi — pilli < 2.

In the following lemma, we show when |p; —p;| < 2, then the hamming distance between
the selected sets S; and S] cannot be large. Thus, given the low sensitivity of p; for two
neighboring datasets, this shows that sub-sampled datasets at round ¢ will not be too far

from each other.

Lemma 9.3.4. Let p,p’ € [0,1]" such that ||[p—p'||1 <2, and let V and V' be drawn from
Ber(p) and Ber(p') respectively. For any ¢ € (0,1), there exists a coupling T over V and V'
such that for (x,y) drawn from T, with probability at least 1 — ¢,

[l =yl < O(log(1/¢)).

Now, we analyze the privacy guarantee. Since AboveThreshold is private, it suffices
to prove privacy for the case where AboveThreshold always outputs “T”, as otherwise the
output is 0. Note that when AboveThreshold outputs “T”, the dataset is well concentrated
with respect to the queries. This concentration, together with the fact that the sub-sampled
datasets are not too far from each other (Lemma ), allows us to upper bound the
sensitivity of the mean of the sub-sampled datasets, that is g;. Hence, the privacy guarantee
of the outputs {g;} will follow from the guarantees of the Gaussian mechanism.

To formalize the above intuition, let a; € {T, L} be the output of AboveThreshold for



331

i-th query. Recall that in Algorithm 27, we draw one random variable from Lap(%) and T
independent random variables from Lap(%). Let E be the event that the absolute values

w. Then, we know the probability of

of these random variables are no more than
E is at least 1 — (/2. Conditional on E, for all a; = T, we have ¢; > %" — « and for all

a; = 1 we have ¢; < %” + «. Note that %” —a > %” by the value of « and the precondition

401og(2T/¢)
€

that n > . The guarantees of AboveThreshold (Lemma ) also imply that the
measure of E is at least 1 — (. Define E’ to be the event w.r.t. input D’.
The following lemma upper bounds the sensitivity of the mean of the sub-sampled

datasets.

Lemma 9.3.5. For any i-th iteration and any neighboring datasets D, D', conditional on
E and E' and conditional on a; = a,, there exists a coupling I'; over g; and g., such that

for (x,y) drawn from T';, with probability at least 1 — ¢,

7log(1/¢)
_ < LEeV/A)
Iz~ yllo 5 5
Given the sensitivity bound of Lemma , we can argue for indistinguishability of the

outputs using advanced composition and standard guarantees of the Gaussian mechanism.

401og(4T/9)

s , then for any neighboring dataset

Proposition 9.3.6. For any dataset D, if n >
D', the outputs of Algorithm 28 with D and D' as inputs are (g, 0)-indistinguishable.

Proof. (sketch) We only provide a sketch of the proof here and defer the full proof to Sec-
tion . First, note that ai,...,ar € {T,L} are ¢/2-DP using the guarantees of
AboveThreshold. Moreover, if there exists an a; = L then g; is post-processing of a; hence
private as well. Thus, we prove privacy of {gi,...,gr} assuming a1 = a2 = --- = ar =
T. First, we condition on the high-probability event FE which indicates the success of

AboveThreshold (the failure probability will be added to the § term). Under this event,

Lemma implies that the sensitivity of g; is bounded by ﬂ%(l/g). Thus, advanced
composition and the guarantees of the Gaussian mechanism imply that {gi,...,gr} are
(/2,0)-DP. The claim follows. O

Having estabilished the privacy guarantee of Algorithm 28, we now proceed to prove
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its utility. The following proposition shows that if the dataset is well concentrated with
respect to the query, then no user will be removed in the outlier-removal stage with high

probability, hence the estimate is nearly unbiased.

Proposition 9.3.7. For all i € [T, if (¢:(Z1),...,qi(Z,)) is (1,7)-concentrated and n >
w, then with probability at least 1 — (T + 1)7, we have S; = D for all i € [T]. In
particular, it holds that g; = %ZZED qi(Z) with probability at least 1 — (T + 1)7.

Proof. To prove the lemma, we have to show that AboveThreshold will succeed (output T)
for each i € [T], and that the outlier-removal stage will not remove any item from the set.
This will imply that S; = D for all i € [T], hence g; = = 3", 1, ¢;(Z).

To this end, fix any @ € [T]. Under the precondition that (¢;(Z1),...,qi(Zyn)) is (1,7)-
concentrated, we know that s$°"(D, 7) = n with probability 1—~ for each ¢ € [T']. Moreover,
the guarantees of AboveThreshold (Lemma ) imply that it will output “T” with prob-
ability at least 1 — /T for each i € [T| when s{°"(D,7) = n. Finally, under the event

that (¢;(Z1),...,¢i(Zy)) is T-concentrated, we have that f; ; = n for each user Z; € D, and

hence Z; will be added into S;. The statement follows by applying a union bound. O
The utility guarantees of Theorem now follows from Proposition by setting

~ £ e/

9 =213, cpai(Z) + v;, where v; ~ N (0, ST logle 22/52) log(*/%/3) Ig).

9.4 Optimal Rates for User-Level DP-SCO

In this section, we present our main algorithm for user-level DP-SCO based on the gradient
estimation procedure constructed above. Our algorithm leverages the Stochastic Gradient
Descent (SGD) over a smoothed version of the loss function using randomized smoothing by
applying the gradient estimation procedure to get (nearly) unbiased stochastic gradients.
We present the full details of the algorithm in Algorithm

Three key techniques are crucial for our algorithm and its analysis: first, for a fixed
0 € O, a simple concentration argument shows that the average gradient of each user
will lie with high probability in a ball of small radius around the population gradient (see

Lemma )

Glog(nd/7)

IVL(0; Zi) = VLp(0)|| < N
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This is not sufficient for our algorithms as we need this property to hold for data-dependent
0;. To this end, similarly to [BS23], we use the generalization properties of differential
privacy to show in Lemma that a similar concentration holds for VL(6;; Z;). Given this
concentration, our mean estimation procedure (Algorithm 28) adds lower noise to estimate
of the gradients.

Our second technique is based on the observation that smoothness is necessary to obtain
the full potential of DP-SGD in user-level DP-SCO (similarly to existing work that used
SGD-based algorithms for user-level DP-SCO [LSA*21, BS23]). Convergence rates of SGD
cause the limitation for non-smooth functions, which depend on the second moment of the
gradients, whereas it depends on the variance for smooth functions (Proposition ). As
averaging the gradients of m samples reduces the variance while keeping the second moment
the same, this yields better performance for smooth functions. To address this, we adopt
randomized smoothing to smooth the loss functions and apply SGD over the smoothed
functions. This is made possible due to our mean estimation procedure, which only requires
n > log(mnd/d) /e, in contrast to prior work, which required n > +/T'/¢; this strict bound on
the number of rounds is not sufficient to obtain optimal rates with randomized smoothing.

Finally, as we are using multi-pass SGD, an additional argument is needed to guarantee a
low risk for population error. To this end, we analyze the stability of our algorithm for non-
smooth functions using [BFGT20], which implies that our algorithm has low generalization
error.

Let ©, ={0+y:0¢€0,|y| <r}. The following theorem summarizes our main result.

Theorem 9.4.1 (User-level DP-SCO). Let 0 < ¢ < 10 and 0 < § < 1. Algorithm

. . _ . = _ _ d1/41/:E _ E . . mng 1 vJ/nm
is user-level (¢,6)-DP. Setting R = R,r 7N =G mm{T\/dlogQ(mnd/d)’ T T )

T = w and T = O(m?*n® + mnVd), if © C R? is a convex set of diameter R,

{l(:,2)}2ez is a family of G-Lipschitz convex function over ©,, each item in D is drawn i.i.d.

log(mdn/§)

from the underlying distribution P, and n 2 , then the output ) of Algorithm

satisfies
. 1 dlog?(ndm/é)

E LP(G)_gPé%LP(Q*) SO GR - \/m"F n\/mg
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Algorithm 29: DP-SGD for user-level DP
1 Input: Dataset D = (Zy,...,2Z,) € (Z™)", private parameters (g,4), initial point
Ao, convolution parameter r, number of rounds 7', stepsize 7, concentration

parameter 7, initial distance R;
2 fort=1,---,7T do

3 Define a query ¢,(Z) = > i VZ(Ht; z; ;) for Z € Z™, See Equation (9.3) for
the definition ;

4 Run Algorithm 28 with query ¢; and parameters D, ¢, m, T
5 Let g, be the output of Algorithm 25 ;

6 if g, # L then

7 ‘ Update 041 « I1(6; — ng,);

8 end

9 else

10 Output: Initial point 6y;

11 Halt
12 end
13 end

14 Return: § = %Zte[T} 0y

Remark 9.4.2. If we have a random initial point 6y such that E[||6y — 0*||?] < R? for
6* = argmin Lp(A) and some R’ < R, then we can replace the parameter setting R=R by
R =R in the population loss bound and the dependence on R can be reduced to R’ in the

loss bound.

Remark 9.4.3. We define the functions on ©, rather than © to make use of the randomized
smoothing technique. As r is much smaller than R, this impact can be minimal. One
can eliminate this domain extension by applying other smoothing techniques, such as the
Moreau envelope smoothing method, but this method will increase the gradient computation

cost.

In some regimes, when d is large, we can set T in the theorem statement smaller. But
we omit those terms to avoid complexity, as getting smaller T is not the primary goal of

this work.

We begin by showing that the gradients are concentrated. For any user Z; who holds m
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items denoted by {2;;} e and any point 6§ € ©, we denote

~ 1

VU0; Zi) = — D VU0 + 55 zig), (9.3)
j€[m]

the average stochastic gradients of all items owned by Z;, where y; ~ n, is drawn indepen-

dently of 6 and z; ; for the randomized smoothing.

~

Our goal is to eventually prove that {V4(0:; Z;)}z,ep are concentrated. To this end, we

~

start with proving concentration for {V{(0; Z;)} z,ep for a fixed 0 € ©.

Lemma 9.4.4. For any fixed 0 and for each Z;, if each item in Z; is drawn i.i.d. from P,

with probability at least 1 — v/n, we have

Glog(nd/~)

IVE0: 2) ~ VLp(0)] < TEEIEL,

One issue with applying Lemma to demonstrate the concentration property of the
stochastic gradients is that the dataset D and the points {0;},cr) are not independent.
To tackle this, similarly to [BS23], we make use of the generalization properties of private

mechanisms. We need the following lemma.

Lemma 9.4.5 (Lemma 3.7 in [FMT22]). Let A be an (g,9)-DP algorithm with respect the
input D. Then there exists an (2¢,0)-DP algorithm A’, such that

drv (A(D), A'(D)) < 0.

Lemma 9.4.6 (Similar to Theorem 3.4 in [BS23]). Suppose D = {zi;}ic[n),jeim) are drawn

~

i.i.d. from the distribution P. In Algorithm 29, for all t € [T, {VL(0s; Zi)}z,eD is (1,7)-

concentrated for

_ Glostnd))

:T 2¢e
\/m ) (6 ’y—'_

2Tmnd )

~

Having established the concentration property of {V{(0:; Z;)} z,ep, we can bound the

utility of our procedure for the empirical function Ep. Now, we turn to prove the upper
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bounds for the generalization error, which needs the following well-known Lemma.

Lemma 9.4.7 ([BE02]). For an algorithm A, a dataset D = {z;j}icn) jepm) drawn i.i.d.
from the distribution P. If we replace one random data z; j in D by a fresh new sample z;]
from P and get the dataset D' and let A(D) be the (random) output of the algorithm, one
has

£, [Lp(A(D)) — Lp(A(D))]

= E  [UAD); 2;) - €AD); 7).

14,57

As we are considering Lipschitz functions, if we can bound the total variation distance
between A(D) and A(D’) where D and D’ differs from one single item, named by algorithmic
stability, then we can bound the generalization error. Formally, we define the algorithmic

stability of A as follows:
A(A) := drv (A(D), A(D")),

where dpy (A(D), A(D’)) denotes the total variation distance between A(D) and A(D').
Notably, the user-level differential privacy concerns replace m data of one user, while the
algorithmic stability only concerns replacing one single item of a user. We have the following

Lemma.

Lemma 9.4.8 (Lemma 3.1 in [BFGT20]). Let (z*)cir) and (y)iepr) be two trajectories of
running SGD for G-Lipschitz convex function f, that is 2t = T (2~1 — nV f(2!1)) and
yt =TIyt =V (y'1)). Suppose ||V f(xt) — Vf'(x))|| < ar < 2G for all t € [T], then

lz" =" <26 | > m+2 > mar
te[T—1] te[T—1]

We use A to represent Algorithm 29. Then, we can bound the algorithmic stability of A
based on the unbiased property of our mean estimate procedure (Lemma ) constructed

in the previous section.
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Lemma 9.4.9 (Algorithmic stability bound). Suppose {Z;} are drawn i.i.d. from the un-

G log(ndme®T/4) log(mdn/é)
vm €

derlying distribution P. Suppose T > and n 2, , with probability at

least 1 — %, the stability of Algorithm 29 is bounded as follows:
G T
A(A) < GVT + —=

Finally, to prove our main result, we need the following convergence rates for SGD.

Proposition 9.4.10 (SGD, [Bubl5]). Consider a convex function f over a convex do-
main X. Suppose the random initial point zo satisfies El||lzo — x*||]] < R? where z* =
argmingex f(x). Assume the unbiased stochastic oracle is such that E[||g(z)||?] < 0. Run-
ning gradient descent with step size n satisfies

2
2

T
Z (T441) mmf( ") 7 +no”.

Moreover, if the function f is S-smooth and the unbiased stochastic oracle is such that

E[|g(z) — Vf(2)|]?] < o2, then running SGD for T steps with step size 1 satisfies that

T
R2 2
e —nin 7| < G4 T+ I
Combining these lemmas, we are now ready to prove Theorem
Proof of Theorem . The privacy guarantee of Algorithm follows from the privacy

guarantee of our mean estimation procedure (Algorithm 28), as Algorithm 29 is post pro-
cessing of the outputs of Algorithm

Now, we prove utility. Let = T Zte 0; denote the output of the algorithm. We upper

bound the error by splitting it to two terms: one for generalization error and empirical error,

E|Lp(0) - min Lp(6%)

—E [Lp(a) — Lp( )] +E [LD@ ~ min LD(O)} +E [Ioneign Lp(6) - min Lp(6°)

<E [Lp(é) — Lp( )] +E {Lp(é) ~ min LD(H)} . (9.4)
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where the second inequality holds since E[mingeg Lp(0)] < ming«cg Lp(0*).

For the empirical quantity (the second quantity in Equation (9.1)), first note that the

error caused by randomized smoothing is Gr (Lemma ), hence

Lp () — min LD(G)] <E {ZD(A) — min Lp(8)| + 2Gr.

0e©
As our algorithm basically applies noisy SGD over ED, we now use Proposition to
bound the empirical error. By Lemma and Theorem , we have

Gt ~65/Tnmd VLp(0i—1) + ¢,

where ¢ ~ N (0, w). Hence we know the variance of the stochastic (sub)gradients

mnZ2ge2
G?Tdlog?(Tmnd/5) ) f

mmn2e?

. Moreover, we know that 7 is ©¥Yd_gmooth by

we get is bounded by O(

Lemma . Thus, Proposition now implies that

)

E[Lp(6) — min Lp(0)] <

0 r T mn2e2 mnd

JRR - (G\f ) R? . nG2Tdlog?(Tmnd/s) | GRé
n

where the term % comes from the failure probability.

Now we proceed to upper bound the generalization error (first quantity in Equation (9.1)).
Combining Lemma and Lemma , and the assumption that the functions are G-
Lipschitz, we get

G277T GR)
mnd

~

E[Lp(9) — Lp(0)] < G*nv/T +

Overall, combining these together and putting them back into Equation (9.1), we get

GQUT GRS
+ —.
mnd

2 R? 2Tdlog(T
(GVAR: | B aGPTdlog (Tmnd/0) | o\ oy /7y

E |Lp(f) — min Lp(6*
»(6) 6-e6 P(E) rT nT mn?e?

o . o _ /mne
Optimizing the above parameters by setting r = = 2 -min {T\/W’ s Vnm/T},
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we get

a1 yJdlog*(Tmnd/s) 4
VT * T1/4 + /mne + vnm

E [Lp@ ~ in pr*)} <GR.

By setting T' = O(m?n? + mn+/d), we have

Lp(0) — min Lp(6%)| S GR-

E{ . ]N \/%Jr dlosz\(/rgm/é) |

which completes the proof. O

9.4.1 Implication for Strongly convex functions

Building on our optimal algorithm for the convex setting, in the section, we proceed to obtain
optimal rates for the strongly convex case using the localization framework [FKT20]. The
idea is to iteratively run Algorithm 29 for loglog(mn) rounds, where at each round, we run
it with improved parameters. We present the details in Algorithm 30, and defer the full

proof to the supplement with detailed parameter settings therein.

Algorithm 30: User-level DP-SCO for strongly convex functions

1 Input: Dataset D = (Z1,...,2Z,) € (2™)", privacy parameters (€, d), initial point
bo;

2 Set k = [loglogmnl|;

3 Divide D into k disjoint datasets {D;};e[y, where D is of size n; := n /281~

4 fori=1,--- ,kdo

5 Run Algorithm 29 with D;, ¢, 6, 0;,_1,r;, T;, mi, i, ]%— as inputs, and get its output
0:;

6 end

7 Output: 0= 0;

Theorem 9.4.11 (Strongly convex case). For 0 < e < 10,0 < § < 1, Algorithm 50 is user-

level (£,0)-DP. Under the same assumptions as in Theorem , additionally assuming that

log(mdn) log(mdn/é)
€

n > and the functions are p-strongly convex, then with proper parameter
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settings, Algorithm outputs 0 such that

co(C (L 4ty

1 m n2me?

~

E |Lp(9) — min Lp(6")

9.5 Conclusion

In this work, we have studied user-level DP-SCO and proposed new efficient algorithms that
obtain near-optimal rates even in the non-smooth setting. There remain open questions in
this domain. First, our rates are optimal up to logarithmic factors and we leave it for future
work to improve these factors. Moreover, our algorithms require the number of rounds
T > n?m? - min(1,n?/d), and it remains open whether there is a more efficient algorithm.
In particular, are there linear time algorithms for user-level DP-SCO in the smooth setting,

similar to the item-level setting where such results are known [FKT20]?

9.6 Missing Proofs in Section

9.6.1 Proof of Lemma

Lemma 9.3.3. For any neighboring dataset D, D’ that differs in one user, let p; = (pi1,- -+ ,Din)
be the probability for users to be selected into S; for D, and let p); be the corresponding prob-
ability for D'. Then

lpi — pilli < 2.

Proof. Without loss of generality, let D = (Z1, Za, ..., Zy,) and D' = (Z}, Za, ..., Zy) differ
in the first user. Note that f; ; has sensitivity 1 for j # 1, hence |p; ; —p;7j| < 1/n for all

j # 1. Moreover, |p;1 — p; ;| < 1. Therefore, ||p; — pill; < 2. O

9.6.2  Proof of Lemma

Lemma 9.3.4. Let p,p’ € [0,1]" such that ||p —p'|l1 <2, and let V and V' be drawn from

Ber(p) and Ber(p') respectively. For any ¢ € (0,1), there exists a coupling T over V and V'
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such that for (z,y) drawn from T, with probability at least 1 — ¢,

[z = yll1 < O(log(1/()).

Proof. We construct the coupling by considering each coordinate separately. Let p; and p]
be the i-th coordinate of p and p’ respectively. Consider i-th coordinate, without losing

generality, let p; > p. Then, we set

(1,1), w.p. p}
(i, %) = 4 (1,0), w.p. pi — 1}

(0a0)7 W.p. 1 — Di

And coordinates are independent of each other. We draw (x,y) from the coupling I, and
set X; = 1if z; = y; and, X; = 0 otherwise. Hence we know {X;} are independent Bernoulli

random variables such that E[X;] = |p; — p}|. By Lemma , we know
Prf|lz — yll = O(log(1/¢))] = Pr[Y | Xi > O(log(1/¢))] < ¢.

This completes the proof. ]

9.6.3 Proof of Lemma

Recall that E corresponds to the absolute values of the Laplacian noise used in AboveThreshold

are bounded. Define E’ to be the event w.r.t. input D’.

Lemma 9.3.5. For any i-th iteration and any neighboring datasets D,D’, conditional on
E and E' and conditional on a; = a,, there exists a coupling I'; over g; and g, such that

for (x,y) drawn from T';, with probability at least 1 — ¢,

7log(1/¢)

lz =yl S ———=
n

Proof. If a; = a; = L, then both g; and g} will be 0.
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Consider the non-trivial case when a; = a} = T. As s{°"(D,7) > %, we know there

exists Z* € D such that >, Z(||g:(Z2*) — ¢:(Z)|| < 7) > 2. Let H; = {Z € D :
lgi(Z) — qi(Z*)|| < 7} be the set of users whose queried values are close to Z*. We know
H; C S;. Moreover, we can argue for any Z € S;, ||¢i(Z) — ¢:i(Z*)|| < 47. The same
argument holds for D', that is there exists Z* € D', such that H] C S} and for any
Z € S |ai(Z) — a:(Z7)|| < 47

We know ||q;(Z*)—q;(Z"™)|| < 27, as there exists Z in DND’ such that ||¢;(Z*)—q:(Z)]| <
7 and ||¢;(Z2"™) — ¢;(Z)|| < 7. Hence for any point Zy, Zy € S; US., ||¢i(Z1) — ¢i(Z2)]| < 107.

Note that g; = ﬁZZesi ¢i(Z) and ¢, = ﬁZZesg ¢i(Z). By Lemma and
Lemma , we know there exists a Coupling I'; over S; and S} such that if we draw

(S,57) from T';, with probability at least 1 — {, we have

15 = S'llo < log(1/¢).

Assume |S’| > |S| without loss of generality and let Zy € S. Note that we have

lgi — gill2
1
|qu EP 2
zZeS es’ 2
1 S
= LIS - 3w
|S’ |S| zZeS zZeSs! 2
1 |S'r—|S| S
|S,’ ZeS zes ZeS’ 2
/_
:|S1/’ |s| 'S'Z + Y w2 - Y w2)
A ZeS\S’ ZeS\S 9
<o PSS w@+ © a@ -1 s a@)| g IS a@ - ¥ a)
51 -
A ZeS\S' 9 ZeS'\S
i 1 S’ =18 1
(:)|S | | | |Z ) — qi(Zo)) + Z (¢i(Z) — ¢i(Zy)) +@ Z (¢:(Zo) — ai(Z))

zZes ZeS\S’ 9 ZeSN\S

2

2
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(ii) 107

ST (ST =1S[) + S\ S'T+S"\ SI)
(iii

) 1log(1/¢)

~

n

where (7) follows since |S|—|S|+|S\S’| = [S"\S|, and (i7) follows since maxz, z,esus’ ||¢i(Z1)—
qi(Z2)||2 < 107, and (ii7) follows since ||S — S’||o < log(1/¢) and hence |S’| — |S|+ S\ S|+
15\ 8] < log(1/0).

This completes the proof.

9.6.4 Proof of Proposition

. 401og(4T/4)
ifn > ===

Proposition 9.3.6. For any dataset D, , then for any neighboring dataset

D', the outputs of Algorithm 28 with D and D' as inputs are (g, 0)-indistinguishable.

Proof. Let {a;}icr = {T,L}" be the outputs of Algorithm with input D, where if
a; = L we set aj = L for all j > i. Define the {a,} correspondingly with input D’. Then
by Theorem , we know {a;} and {a}} are (¢/2,0)-indistinguishable.

Now conditional on that E and E’ hold. If a; = a} = L, then the algorithm halts and

outputs the initial point, hence no privacy leakage.

(0 472T 1log(1/¢") log(1/6") )

Our proof proceeds by assuming the Gaussian noise v; we add is drawn from A o

Then the statement follows from setting ¢’ and ¢'.
Under the assumption on n > %ﬂ/w, for any b € {T, L}", by Lemma , the

Union Bound, we know there exists a coupling over {g;}icr and {g}}icr, such that for

({zi},{yi}) drawn from I', with probability at least 1 — T'(’,
log(1/¢’
for all i € [T], i — ]| < Z2281/S)
n

By the guarantee of the Gaussian Mechanism and the composition [BS16], we know

Pr[{gi+vi} € O| E,{a;} =b] < e</? Prl{g.+ v} € O| E' {a,} =b]+ & + T,
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where we note that the Gaussian noise of {v;} and {v/} are independent of the Laplacian
noise we add in Algorithm

To conclude, letting {g; + v;} be the sequence of output, we have for any event O,

Pr[{g; + vi} € O] =Pr[{gi + vi} € O | E]Pr[E] + Pr[{g; + vi} € O | ~E] Pr[-E]
< Prl{gi+vi} € O| E|Pr[E] +

= Y Prf{gi+wu} €O E {a;} =bPr[E, {a;} =b] +

be{T,L}T

< Y EPPrl{gj+ v} € O B {aj} =b] + &) Pr[E, {a;} =b] + (T + 1)
be{T,L}T

< Y ePPrl{gi+ v} € O B {aj} = b Pr[E, {a;} = b] + (T + 1)¢ + 776"
be{T,L}T

Note that the randomness of {a;} and whether E holds comes from the Laplacian vari-
ables we draw. By the privacy guarantee of AboveThreshold, for any b € {T, 1}7, we

have
Pr[{a;} = b] < ¢*/* Pr[{aj} = b].
It is not hard to observe that
Pr[{a;} = b, E] < /2 Pr[{d}} = b, E'] + ¢*/2¢’.
Hence

Pr[{g; + v} € O]

< Y ePPrl{gi+vi} € O B {a}} = b Pr[E {ai} = b] + (T + 1)¢’ + ¢*/*¢’
be{T,L}T
< Y EPrl{gi+ v} € O E {aj} = b Pr[E {ai} = b] + (T + 1+ &) + /2
be{T,1}T
Setting ¢/ = m and ¢’ = %%/2’ we get the Noise scale as stated in the pseudo-code

of Algorithm 28 and complete the proof. O
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9.7 Missing Proof in Section 4

9.7.1 Proof of Lemma

Lemma 9.4.4. For any fixed 0 and for each Z;, if each item in Z; is drawn i.i.d. from P,
with probability at least 1 — v/n, we have

Glog(nd/)

VU0, Z) — VLp(0)| < :
” (7 ) 'P( )H— \/m

Proof. The lemma follows from the concentration of Norm Subgaussian random variables
(Lemma ). Specifically, we know for each z;; € Z;, EV?(G + Y55 2i5) — pr(&) =0,
and ||VZ(9 + )5 2ij) — VLp(0)|| < 2G, which implies VZ(H + Y55 2i5) — VLp(6) is zero-mean
and nSG(2G). The statement follows. O

9.7.2  Proof of Lemma

Lemma 9.4.6 (Similar to Theorem 3.4 in [BS23]). Suppose D = {zi;}ic[n) jem) are drawn

~

i.i.d. from the distribution P. In Algorithm 20, for all t € [T|, {VU(0; Z;)}z,ep is (T,7)-

concentrated for

T = — /l e 3
\/m ”7 ( ’Y

2Tmnd)'

Proof. Tt suffices to prove that for each t € [T, {VZ(Ht;Zi)}Ziep is (1,e%y + %)—
concentrated. Note that by Theorem and the parameter settings in the precondition,
Algorithm 29 is user-level (e, %)-DP. Then there exists an (2¢,0)-DP A" such that
dry (A(D), A'(D)) < §/2T'mnd by Lemma . Let {0;}+c[r) be the output of A'(D). It
suffices to show for any ¢ € [T], {V{(8}; Z;)} Z:eD is (T, e%¥7)-concentrated.

Let fz,(Z) be the density of Z; = Z and and fz,(Z | 6} = 0) be the density conditional
on 0, = 0. Similarly, we let fp(0) and fp (0 | Z; = Z) be the (conditional) density of 6;.

For any 6, Z, we have

21 0= Ia01Z=2) _
fz.(Z) for(0) -
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where the last inequality comes from the privacy guarantee of A’.
One has

Pr ||VA(6}: Z;) - VIp(6)] = 7|

iVt

— [ [ 10(®)12.(2 1 6,= 0)2(19716:2) - VEp(6)] = r)aza
< [ [ 1(0)12.(22(1V00: 2) - TIp(0)] = 1)a2a0.

Note that for any 6, we have
[ 12(22190:2) - VEp )] = 1042 < /.

Then by union bound, we know {VZ(GQ; Z)}ziep is (1, €%7)-concentrated which com-

pletes the proof as dpy (A(D), A (D)) < §/2T'mnd. O

9.7.8 Proof of Lemma

Lemma 9.4.9 (Algorithmic stability bound). Suppose {Z;} are drawn i.i.d. from the un-

G log(ndme®T/9) log(mdn/é)
vm €

derlying distribution P. Suppose T > and n 2, , with probability at

least 1 — ﬁ, the stability of Algorithm 29 is bounded as follows:

G T
A(A) < GpVT + 1=
Proof. We use Lemma to upper bound the stability of our algorithm. As we are using
fixed step sizes n; = 1, Lemma implies that

) < 2G Z nZ +2 Z e
te[T—1] te[T—1]

<2GVT+2 )

te[T—1]

Thus it suffices to upper bound a; for all t € [T7].
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By Lemma , we know for all t € [T, {V?(Gt; Zi)}z;ep is (7,7)-concentrated for
Glog(nd/y) _, 2
= = T € .
vm 7 (eFy+ 2Tmnd)
Then by Theorem and Lemma , we know

n::n Z Z VZ(Hterj;zi,j)er

Z,€D zi,jGZi

Gy ~2y!

)

where v is Gaussian noise independent of the data. Thus we have a; < % Setting v = 572

completes the proof. ]

9.7.4  Proof of Theorem

Theorem 9.4.11 (Strongly convex case). For 0 < e < 10,0 < § < 1, Algorithm 70 is user-

level (¢,0)-DP. Under the same assumptions as in Theorem , addittonally assuming that

log(mdn) log(mdn/é)

n > and the functions are p-strongly convex, then with proper parameter

settings, Algorithm outputs 9 such that

E |Lp(8) — min LP(Q*)} <0 <G2 <1 | dlog® (ndm/d) (”dm/5)>).

0*co i nm n2me?

Proof. Let L% = ming-co Lp(0*), A; := E[Lp(0;) — L}] and R? := E[||6; — 6*||*]. Due to
the strong convexity, we know % MR? < A
Let C > 2 be the constant hidden in the population loss bound in Theorem

For ¢ > 0, define E; := 402G2(L + W) and we know FE;/F;11 < 4. Define

m n;m nie?m

D; =16F; 2\1/ 2G2 16E . By the definition, we know

Z—|—1 21 2G2
16E1 16E0 \/ A
i [2G2 1 i1 2G2 1
VDiEi11 =4\ E;E; 4 2\/ . Ih < 16E;4; * \/ T aE Diy1.

Hence by setting k > loglog(D1/(16Ey)), then {25 < 2. Note that Ey > 4C°C°

punm
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and Dy = % We get 1?50 < mn and setting k = loglog(mn) is large enough to get

D, < 32E}). Note that Ag < % and Ry < % by the strong convexity and assumption on

being Lipschitz.
; D . _dY*R; R . Vmnje 1 n;m
For j > 1,set R; = \/2Dj_1/u, r; = = mm{Tj\/legQ(mnjdm)7 T, 1

= W and T = O(m2n? +mn;Vd). As n; > n/log(nm) > M by the

-
precondition, Ry < ]/-'El = %, by Theorem and our parameter setting, recursively we

know

1 \/dlogQ(njdmﬂS)
+
NoTp nje\/m

1 \/dlogQ(njdm/é)
SCCYED e et e

Pk
<CO\2D -\ st

<vDj-1E; < Dy,

A; <CGR; - (

where we used y/a + vb < y/2(a + b) for a,b > 0. We know R; < ,/27& < ,/QTDZ' = Rip
recursively as well.

After k-iteration, we have

2 2
E[Lp(0)) — L] = Ay < Dy < 32E), = o(i(l , dlog”(ndm/0)

))-

nm n2e?m

The statement follows. O
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Chapter 10

FASTER ALGORITHMS FOR USER-LEVEL PRIVATE STOCHASTIC
CONVEX OPTIMIZATION

10.1 Introduction

The increasing ubiquity of machine learning (ML) systems in industry and society has
sparked serious concerns about the privacy of the personal data used to train these sys-
tems. Much work has shown that ML models may violate individuals’ privacy by leaking
their sensitive training data [SSSS17, LLL"24a, LLL"24b]. For instance, large language
models (LLMs) are vulnerable to black-box attacks that extract individual training exam-
ples [CTW'21]. Differential privacy (DP) [DMNS06] prevents ML models from leaking

their training data.

The classical definition of differential privacy—item-level differential privacy [DR14]—
is ill-suited for many modern applications. Item-level DP ensures that the inclusion or
exclusion of any one training example has a negligible impact on the model’s outputs. If
each person (a.k.a. wuser) contributes only one piece of training data, then item-level DP
provides a strong guarantee that each user’s data cannot be leaked. However, in many
modern ML applications, such as training LLMs on users’ data in federated learning, each
user contributes a large number of training examples [XZ24]. In such scenarios, the privacy

protection that item-level DP provides for each user is insufficiently weak.

User-level differential privacy is a stronger privacy notion that addresses the above short-
coming of item-level DP. Informally, user-level DP ensures that the inclusion or exclusion
of any one user’s entire training data (m samples) has a negligible impact on the model’s
outputs. Thus, user-level DP provides a strong guarantee that no user’s data can be leaked,

even when users contribute many training examples.

A fundamental problem in (private) machine learning is stochastic convexr optimization
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(SCO): given a data set D = (Z1,...,%Z,) from n ii.d. users, each possessing m ii.d.
samples from an unknown distribution Z; ~ P™ our goal is to approximately minimize the
expected population loss

F(z) :=E.~p[f(x,2)].

Here, f : X x Z — R is a loss function (e.g., cross-entropy loss), X C R is the parameter
domain, and Z is the data universe. We require that the output of the optimization algo-
rithm A : 2™ — X satisfies user-level DP (Definition ). We measure the accuracy
of A by its excess (population) risk

EF(A(D)) — F* :=Epppm F(A(D)) — gél}(l F(x).

Given the practical importance of user-level DP SCO, it is unsurprising that many prior
works have studied this problem. The work of [LSA™*21] initiated this line of work, and
provided an excess risk lower bound of Q(1/y/nm 4 v/d/(en\/m)), where ¢ is the privacy
parameter. However, their upper bound was suboptimal and required strong assumptions.
The work of [BS23] gave an algorithm that achieves optimal risk for S-smooth losses with
B < (n/vmd An®?/(dy/m)), provided that n > v/d/e and m < max(v/d,ne?/v/d). These
assumptions are restrictive in large-scale applications with a large number of examples per
user m or when the number of model parameters d is large. For example, in deep learning,
we often have d > n and an enormous smoothness parameter S > 1. Moreover, their
algorithm requires mn3/2 gradient evaluations, making it slow when the number of users n
is large." The work of [GKK™'23a] gave another user-level DP algorithm that only requires

n > log(d)/e, but unfortunately their algorithm does not run in polynomial-time.

To address the deficiencies of previous works on user-level DP SCO, the recent work [AL24]
provided an algorithm that achieves optimal excess risk in polynomial-time, while also only
requiring n > log(md) /e users. Moreover, their algorithm also works for non-smooth losses.

The drawback of [AL24] is that it is even slower than the algorithm of [BS23]: for -smooth

In the introduction, whenever e does not appear, we are assuming € = 1 to ease readability. For runtime
bounds, we also assume n = d to further simplify.
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3/2

losses, their algorithm requires - (nm)>/“ gradient evaluations; for non-smooth losses, their

algorithm requires (nm)? evaluations.

Evidently, the runtime requirements and parameter restrictions of existing algorithms for
user-level DP SCO are prohibitive in many important ML applications. Thus, an important

question is:

Question 1. Can we develop faster user-

level DP algorithms that achieve optimal ex-

cess risk without restrictive assumptions?

Contribution 1. We give a positive answer to Question 1, providing a novel algorithm
that achieves optimal excess risk using max{ﬁl/ 4(nm)9/ 8 B2/ 45/ 4} gradient computa-
tions for f-smooth loss functions, with any 8 < co (theorem ). For non-smooth loss
functions, our algorithm achieves optimal excess risk using n''/8m5/% gradient evaluations
for non-smooth loss functions (theorem ). Our runtime bounds dominate those of all
prior works in every applicable parameter regime, by polynomial factors in n,m, and d.
Moreover, our results only require n'=°(1) > log(d) /e users. See Table for a comparison
of our results vs. prior works. For example, for non-smooth loss functions, our optimal
algorithm is faster than the previous state-of-the-art [AL24] by a multiplicative factor of
n13/8m7/4. For smooth loss functions, our optimal algorithm is faster than [AL24] by a

factor of (nm)®/833/4 (in the typical parameter regime when n’ > m).

Loss Function Reference Gradient complexity Assumptions
[BS23] mn3/? B < \/n/m&m <Vd<n
B-Smooth [AL24] B+ (mn)3/2 None
Our Algorithm BV (mn)?78 4 gV An/Amp/1 None
AL24] (mn)? None
Non- th [
on-Smoo Our Algorithm 33 (smoothed) nt1/8m5/4 None

Table 10.1: Optimal algorithms for user-level DP SCO. We omit logarithms, fix L = R =
l=cand n=d.

Linear-Time Algorithms The “holy grail” of DP SCO is a linear-time algorithm with

optimal excess risk, which is unimprovable both in terms of runtime and accuracy. In the
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item-level DP setting, such algorithms are known to exist for smooth loss functions [FKT20,
ZTOH22]. [AL24] posed an interesting open question: is there a user-level DP algorithm
that achieves optimal excess risk in linear time for smooth functions? For our second

contribution, we make progress towards answering this question.

Existing techniques for user-level DP SCO are not well-suited for linear-time algorithms.
Indeed, the only prior non-trivial linear-time algorithm is the user-level LDP algorithm
of [BS23, Algorithm 5].” Their algorithm can achieve excess risk ~ 1/y/nme 4+ v/d/(y/nme).
Unfortunately, however, their algorithm requires a very stringent assumption on the smooth-
ness parameter § < \/n3/(md?), which is unlikely to hold for large-scale ML problems.
Further, the result of [BS23] requires the number of users queried in each round to grow
polynomially with the dimension d, and it assumes m < d < n. These assumptions severely

limit the applicability of [BS23, Algorithm 5] in practical ML scenarios. This leads us to:

Question 2. Can we develop a linear-time

user-level DP algorithm with state-of-the-art

excess risk, without restrictive assumptions?

Contribution 2. We answer Question 2 affirmatively in theorem : under a very
mild requirement on the smoothness parameter 3 < v/nmd, our novel linear-time algorithm
achieves excess risk of ~ 1/y/nme +v/d/(y/nme). Moreover, our algorithm does not require
the number of users to grow polynomially in the dimension d, and our result holds for any
values of m,d, and n. Thus, our algorithm has excess risk matching that of [BS23], but is

much more widely applicable.

10.1.1 Techniques

We develop novel techniques and algorithms to achieve new state-of-the-art results in user-
level DP SCO. Before discussing our techniques, let us review the key ideas from prior works

that we build on.

It is trivial to achieve excess risk ~ 1/\/nm + V/d/(en) with (e, §)-user-level, e.g. by applying group
privacy to an optimal item-level DP algorithm such as [FKT20]. The error due to privacy in this bound
does not decrease with m.
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The goal of prior works [BS23, AL24| was to develop user-level analogs of DP-SGD [BFTGT19],
which is optimal in the item-level setting. To do so, they observed that each user i’s gradient
1 > 21 Vf(z,Z; ;) lies in a ball of radius ~ 1/,/m around the population gradient VF ()
with high probability, if the data is i.i.d (Z; ~ P™). Consequently, if the data is i.i.d., then
replacing one user Z; € D by another user Z/ € D’ will not change the empirical gradient
VFp(x) by too much: |[VFp(x) — VFp (z)|| < 1/(ny/m) with high probability. Thus, one
would hope for a method to privatize VFp(z) by adding noise that scales with 1/(n/m)—
rather than 1/n—which would allow for optimal excess risk. [AL24] devised such a method,
which was inspired by FriendlyCore [TCK"22]. Their method privately detects and removes
“outlier” user gradients, and then adds noise to the average of the “inlier” user gradients.
This outlier-removal procedure ensures privacy with noise scaling with 1/(n+/m), provided
n 2 1/e. Moreover, when the data is i.i.d., no outliers will be removed with high probability,

leading to a nearly unbiased estimator of the empirical gradient.
Our algorithms apply variations of the outlier-removal idea of [AL24] in novel ways.

Our linear-time Algorithm takes a different approach to outlier removal, compared
to prior works. Instead of removing outlier gradients, we aim to detect and remove outlier
SGD iterates.” The high-level idea of our algorithm is to partition the n users into C' = 1/¢
groups, with each group containing ~ ne users. For each group of users, we run T = mne
steps of online SGD using the samples in this group and obtain the average iterate of each
group: {ij}]czl. We then privately identify and remove the outlier iterates from {JE]-}]Czl. In
order to successfully do so, we need to argue that if we run online SGD independently on user
Z and user Z' to obtain # and &’ respectively, then ||z — #'|| < nv/T with high probability,
where 7 is the SGD step size. We prove such a stability bound in Lemma , which
we hope will be of independent interest. By repeating the above process log(n) times and

using iterative localization [FKT20], we obtain our state-of-the-art linear-time result.

Our second algorithm, Algorithm 33, builds on [AL24] in a different way. In Al-

gorithm 33, we apply an outlier-removal procedure to users’ gradients. However, un-

3The reason that this innovation is necessary is discussed in the last paragraph of Section
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like [AL24], we draw random minibatches of users in each iteration and apply outlier-
removal to these minibatches. To make this procedure private while also achieving opti-
mal excess risk, we combine AboveThreshold [DR14] with privacy amplification by subsam-
pling [BBG18]. We then develop an accelerated [GL12] user-level DP algorithm that solves
a carefully chosen sequence of regularized ERM problems, and applies localization in the
spirit of [KLL21, AFKT21]. An obstacle that arises when we try to extend the ERM-based
localization framework to the user-level DP setting is getting a tight bound on the variance
of our minibatch stochastic gradient estimator that scales with 1/m. We overcome this
obstacle in Lemma , by appealing to the stability of user-level DP [BS23]. To handle

non-smooth loss functions, we apply randomized smoothing to our accelerated algorithm.

10.1.2 Preliminaries

We consider loss functions f : X x Z — R, where X is a convex parameter domain and Z is
a data universe. Let P be an unknown data distribution and F(x) := E,.p[f(z, z)] be the
population loss function. Denote F™* := mingecx F(z). The SCO problem is mingey F(z).

Let || - || denote the ¢5 norm. My (u) := argmin,c y||u — z||*> denotes projection onto X.

Assumptions and Notation. Function g : X — R is L-Lipschitz if |g(z) — g(2')| <
Lljx — 2’|z for all z,2’ € X. Function ¢g : X — R is S-smooth if g is differentiable and has
B-Lipschitz gradient: |Vg(z) — Vg(2')|l2 < Bl — 2||2. Function g : X — R is u-strongly
convez if glax + (1 — a)z’) < ag(x) + (1 — a)g(z’) — Mﬂaz —2'||? for all a € [0,1] and

all 2,2’ € X. If 4 =0, we say g is conver.

Assumption 10.1.1. 1. The conver set X is compact with ||x—2'|| < R for allx,x’ € X.

2. The loss function f(-,z) is L-Lipschitz and convex for all z € Z.
In all of the paper except for section , we will also assume:
Assumption 10.1.2. The loss function f(-,z) is -smooth for all z € Z.

Denote a A b := min(a,b). For functions f and g of input parameters 6, we write f < g

if there is an absolute constant C' > 0 such that f(0) < Cg(0) for all permissible values of
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6. We use O to hide logarithmic factors. Write a < poly(b) if there exists some large J > 1

for which a < b”.

Differential Privacy.

Definition 10.1.3 (User-Level Differential Privacy). Let ¢ > 0, § € [0,1). Randomized
algorithm A : Z"" — X is (g, §)-user-level differentially private (DP) if for any two datasets
D = (Zy,...,%Zy) and D' = (Z},...,Z]) that differ in one user’s data (say Z; # Z] but
Zj = Z; for j # i), we have

P(A(D) € S) < EP(A(D') € §) + 4,

for all measurable subsets S C X.

Definition prevents any adversary from learning much more about an individual’s
data set than if that data had not been used for training. Appendix contains the

necessary background on DP.

10.1.8 Roadmap

We begin with our state-of-the-art linear-time algorithm in section . In section , We

present our error-optimal algorithm with state-of-the-art runtime for smooth loss functions.

section extends our fast optimal algorithm to non-smooth loss functions. We conclude
in section with a discussion and guidance on future research directions stemming from
our work.

10.2 A state-of-the-art linear-time algorithm for user-level DP SCO

In this section, we develop a new algorithm (Algorithm 31) for user-level DP SCO that
runs in linear time and has state-of-the-art excess risk, without requiring any impractical
assumptions. The algorithm can be seen as a user-level DP variation of the localized phased
SGD of [FKT20]: we execute a sequence of SGD trajectories with geometrically decaying
step sizes, shrinking both the expected distance to the population minimizer and the privacy

noise over a logarithmic number of phases.
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In each phase i, we first re-set algorithmic parameters and draw a disjoint set of n; users
D; C D (lines 4-5). We further partition D; into C' disjoint subsets {Di7j}f:1. For each
J € [C], we pool together all of the n;m samples in D; ; and run one-pass online SGD on D ;
with initial point x;_1 given to us from the previous phase. Next, in lines 10-20, we privately
detect and remove “outliers” from {Z; ; }]0:1. That is, our goal is to privately select a subset
Si C {a?m}jczl, such that for any two points Z; ;, %; 7 € S;, ||Zij — Ty || <7 = O(niLVT;).
This will enable us to add noise scaling with 7; in line 22, rather than with the much larger
worst-case sensitivity (that scales linearly with 7;). In order to privately select such a subset
S;, we first compute (and privatize) the concentration score for {; ; }]C:1 in line 10. A small
concentration score indicates that outlier removal is doomed to fail and we must halt the
algorithm to avoid breaching the privacy constraint. A large concentration score indicates
that {Z;; }jC:1 is nearly 7;-concentrated and we may proceed with outlier removal in lines

12-15.

Theorem 10.2.1 (Privacy and utility of Algorithm 31 - Informal). Let e < 10, n!=°(1) >

log(n/d . .
#, B < (L/R)Vdmne, and m < poly(n). Then, Algorithm 51 is (e, d)-user-level DP.
Further,

Jame | Jney/m

The gradient complezity of Algorithm 51 is < nm.

EF(x;) — F* < LR-O < ! dlog(1/5)> .

Remark 10.2.2 (State-of-the-art excess risk in linear time, without the restrictive assump-
tions). Under the assumptions that 8 < (Le®/R)+/n3/md® and m < d/e* < n, [BS23] gave
a linear-time algorithm with similar excess risk to Algorithm 31. However, their assump-
tions are very restrictive in practice: For example, in the canonical regime n =~ d, their
assumption on f rules out essentially every (non-linear) loss function. By contrast, our
result holds even if the smoothness parameter is huge (5 ~ \/m) and we only require a
logarithmic number of users. Thus, our algorithm and result is applicable to many practical

ML problems.

To prove that Algorithm is private, we essentially argue that for any phase i, the

ly-sensitivity of Z; is upper bounded by 6(71 /C) with probability at least 1 — §/2. The
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Algorithm 31: User-Level DP Phased SGD with Outlier Iterate Removal and
Output Perturbation

1 Input: Dataset D = (Z4,...,Z,), privacy parameters (g,0), parameters p,q > 0,
stepsize 7;

2 Set [ = |logy(n)], C :=1001log(20nme®/J)/e;

sfori=1,---,ldo

4 Set n; = (1 — (1/2)9)n/2%4, n; = n/2P!, N; = n;/C, T; = N;m,
7; = 1000m; L\/T; log(ndm);
5 Draw disjoint users D; of size n; from D;
6 Divide D; into C' disjoint subsets {Dm}]czl, each containing |D; ;| = N; users;
7 for j=1,---,Cdo
8 Z;j < SGD(D; j,mi, Tj, xi—1) = average iterate of T; steps of one-pass
projected SGD with data D; ;, stepsize 7;, and initial point ;_1 ;
9 end
10 Compute the concentration score for D;:
si(ri) i= 1 Z 1(||&; — &0 < 7)
o C - B
J.3'€lC]
Let 5i(7;) = si(m) + Lap(20/¢);
11 | if 3(r) > %€ then
12 Si=0;
13 for j=1,---,C do
14 Compute the score function of @; j: h;j =3 5y Z([|%i; — @i jr|| < 27);
0 h@j < 0/2
15 Add z;; to S; with probability p; ; for p; j = 1 hi; >2C/3
hi;—C/2
o6 0.w.
16 end
17 end
18 else
19 ‘ Halt; Output 0
20 end
21 Let z; = ﬁ Z:Ei,jESi i’m’ ;
22 x; < T + ¢, where ¢; ~ N (0, U?Id) with o; = %ﬁm;
23 end

24 Qutput: z;.
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argument goes roughly as follows: First, the Laplace noise added to s;(7;) ensures that
si(7;) is €/4-user-level DP. Now, it suffices to assume §;(7;) > 4C/5, since otherwise the
algorithm halts and outputs 0 independently of the data. Next, conditional on the high
probability event that the Laplace noise is smaller than O(1/e), we know that $;(r;) >
4C/5 = si(r) > 2C/3 with high probability by our choice of C. In this case, an
argument along the lines of [AL24, Lemma 3.5] shows that Z; has sensitivity bounded by
a(n /C) with probability at least 1 — §/2. See Appendix for the detailed proof.

To prove the excess risk bound in Algorithm 31, the key step is to show that if the
data is i.i.d., then with high probability, no points are removed from {i‘i,j}?zl during the
outlier-removal phase (i.e. |S;| = C). If |S;] = C holds, then we can use the convergence
guarantees of SGD and the localization arguments in [FKT20] to establish the excess risk
guarantee. In order to prove that |S;| = C with high probability, we need the following

novel stability lemma:

Lemma 10.2.3. Assume f(-, z) is convex, L-Lipschitz, and (-smooth on X with n < 1/0.
Let & < SGD(D,n,T,xo) and § < SGD(D',n,T,xq) be two independent runs of projected
SGD, where D, D' ~ PN are i.i.d. Then, with probability at least 1 — {, we have

12 = gll S nLv/Tlog(dT/¢).

We prove Lemma via induction on ¢, using non-expansiveness of gradient descent

on smooth losses [HRS16], subgaussian concentration bounds, and a union bound.

Lemma implies that if the data is i.i.d., then the following events hold with high
probability: ||Z;; — Z; || < 7 for all j,j" € [C;] and hence s;(7;) = C. Further, conditional
on s;(1;) = C, we know that §;(7;) > 4C'/5 with high probability, so that the algorithm does
not halt. Also, ||Z;; — @; ;|| < 7 for all j, 5’ implies p; ; = 1 for all j and hence |S;| = C for

all j. The detailed excess risk proof is provided in Appendix

Challenges of getting optimal excess risk in linear time: In the item-level DP

setting, there are several (nearly) linear time algorithms that achieve optimal excess risk for
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smooth DP SCO under mild smoothness conditions, such as snowball SGD [FKT20], phased
SGD [FKT20], and phased ERM with output perturbation [ZTOH22]. Extending these
approaches into optimal nearly linear-time user-level DP algorithms is challenging. First,
the user-level DP implementation of output perturbation in [GKK™23a] is computationally
inefficient. Second, snowball SGD relies on privacy amplification by iteration, which does not
extend nicely to the user-level DP case due to instability of the outlier-detection procedure
in [AL24]. Specifically, since amplification by iteration intermediate only provides DP for
the last iterate x7 but not the intermediate iterates x; (¢ < T), the sensitivity of the
concentration score function is not O(1), which impairs DP outlier-detection. A similar
instability issue arises if one tries to naively extend phased SGD to be user-level DP by
applying [AL24] to user gradients. This issue motivates our Algorithm 31, which extends
phased SGD in an alternative way: by applying outlier-detection/removal to the SGD
iterates instead of the gradients, we can control the sensitivity of the concentration score
and thus prove that our algorithm is DP. However, since the bound in Lemma scales
polynomially with 7' (and we believe this dependence on T is necessary), Algorithm 31 adds
excessive noise and has suboptimal excess risk. We believe that obtaining optimal risk in
linear time will require a fundamentally different user-level DP mean estimation procedure

that does not suffer from the instability issue.

10.3 An optimal algorithm with ~ (mn)%/8

losses

gradient complexity for smooth

In this section, we provide an algorithm that achieves optimal excess risk using ~ (mn)g/ 8

stochastic gradient evaluations. Our Algorithm 33 is inspired by the item-level accelerated
phased ERM algorithm of [KLL21]. It applies iterative localization [FKT20] to the user-level
DP accelerated minibatch SGD Algorithm 32. Algorithm 32 is a user-level DP variation of
the accelerated minibatch SGD of [GL12, GL13a].

Our Algorithm applies a DP outlier-removal procedure to the users’ gradients in

each iteration. We use Above Threshold [DR14] to privatize the concentration scores sgt)
and determine whether or not most of the gradients of users in minibatch D! are 27-close

to each other. If 5¢ > 3,-, indicating that the gradients of users in D! are nearly 27-
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Algorithm 32: User-Level DP Accelerated Minibatch SGD(ﬁi,ﬂ,Ki,:pi_l,T,aé)

1 Initialize 2} | < x;_1;

2 fort=1,---,7;, do

3 Draw K; random users D! = {Zi j }JK;l from D; uniformly with replacement;
4 Set noisy threshold ﬁz = 4?1' + &;, where & ~ Lap (%);
5 Let (Z) := L3, Vf(al_,,2) for user Z;
6 Compute the concentration score of D}:
1
si(r) =22 >, Wla(2) - a(2)] <27)
' 7,7'eDt
Let 5¢(7) = sk(mi) + v, where v! ~ Lap (?);
if si(7) > 32 then
St =10,
for Fach User Z € D! do
10 Set h(2) = ¥ prepr Z(llai(2) — (2] < 20
0 hi(Z) < K;/2
11 Add Z to 8! with probability pt(Z) := <1 hi(Z) > 2K;/3
hi(Z2)—Ki/2
T/f; 0.W.
12 end
13 9 = 1571 Lzes: VF(@i 1, 2);
14 gt = gt + ¢, where ¢! ~ N(0,02) with o; = 10007\/?2'5%("([65/5);
15 Do 1 iteration of Accelerated Minibatch SGD (AC-SA) [GL12] on F;, using
gradient estimator g! + \;(z!_, — x;_1) to obtain z!*7.
16 end
17 else
18 Halt; Return 0
19 end
20 end

T;
21 Output z;°,.
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Algorithm 33: User-Level DP Accelerated Phased ERM with Outlier Gradient
Removal

1 Input: Dataset D = (Zy,...,Z,), privacy parameters (g,0), parameters p,q, A > 0;
2 Set [ = |logy(n)] and 7 = O(L log(ndm)/+/m), choose any initial point zg € X;
g fori=1,---,ldo

4 | Setni=(1—(1/2))n/21, X\ =X-20 Ty = O(1+ /B/N),

K; = 5001log(n?m?e®/§) <; + \/7%(1/5))

5 Draw disjoint users D; of size n; from D;

6 Let Fj(z) := n% EZi,jeDi F(z, Zij) + %Hx — x;_1]|?, where ﬁ(:c,Zm) is user
Z; j’s empirical loss;

7 x; + User-Level DP Accelerated Minibatch SGD(E,]},Ki,mi_l,T,s,é). ;
end

Output z;.

© ®

concentrated, then we proceed with outlier removal in lines 8-12. We then invoke privacy
amplification by subsampling [BBG18| and the advanced composition theorem [KOV15] to
privatize the average of the “inlier” gradients with additive Gaussian noise. By properly
choosing algorithmic parameters, we obtain the following results, proved in Appendix

100 log(20nmdes /§)

Theorem 10.3.1 (Privacy of Algorithm 33). Lete < 10, ¢ > 0 such thatn'=9 > Z0—(1/2)7)
Then, Algorithm 57 is (g,8)-DP.

Theorem 10.3.2 (Utility & runtime of Algorithm 33 - Informal). Let ¢ < 10 and 6 <

1/(mn). Then, Algorithm 55 yields optimal excess risk:

EF(x,)—F*gLR-6< L 4 dlog(w)).

vmn eny/m

The gradient complexity of this algorithm is upper bounded by

BR 1/4 18 2n2m\ /8 \/ﬁ n1/4m5/4 n1/25/4
m"(1+€<L> () A\ W\ T lanae ) )

If n=4d, e =1, and SR = L then the gradient complexity bound in theorem

simplifies to (mn)g/ 8 4 nl/4md/4, Typically, n” > m, so that the dominant term in this

bound is (mn)?/8.
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Remark 10.3.3 (State-of-the-art runtime). The gradient complexity bound in theorem

is superior to the runtime bounds of all existing near-optimal algorithms by polynomial fac-
tors in n, m, and d [BS23, GKK*23a, AL24]. Note that while the mn3/? gradient complexity
bound of [BS23] may appear to be better than 8/4(nm)® in certain parameter regimes
(e.g. m > n3 or B> nm), this is not the case: the result of [BS23] requires m < n and
B </n/m.

Remark 10.3.4 (Mild assumptions). Note that theorems and do not require
any bound on the smoothness parameter 5, and only require the number of users to grow

logarithmically: n'=°1) > Q(1/¢). Contrast this with the results of previous works (e.g.
[BS23)).

A challenge in proving theorem is getting a tight bound on the variance of the
the noisy minibatch stochastic gradients g! that are used in Algorithm (lines 12-14).
Conditional on 8! = D!, it is easy to obtain a variance bound of the form E|g —V Fj(z)||2 <
dai2 + %, since we are sampling K; users uniformly at random. However, this bound is too
weak to obtain theorem , since it does not scale with m. To prove theorem , wWe

need the following stronger result:

Lemma 10.3.5 (Variance Bound for Algorithm 32). Let § < 1/(nm),e < 1. Denote
Fy(z) == %ZzijEDi ﬁ(x,Zi,j). Then, conditional on S! = D! for all i € [l],t € [T}], we

have
~ L?log(ndm)
Ellgt — VEF,(z! 2 < Z oV
Hg’L V (xl—].)H ~ Km
for all i € [l],t € [T;], where the expectation is over both the random i.i.d. draw of D =

(Z1,...,2Zy) ~ P™ and the randomness in Algorithm

The difficulty in proving Lemma comes from the fact that the iterates z! and the
data D are not independent. To overcome this difficulty, we use the stability of user-level
DP [BS23] to argue that for all Z € D;, Vf(xﬁ_l, Z) is ~ L/\/m-~close to VF(z!_,) with
high probability, since z!_; is user-level DP. A detailed proof is given in Appendix

Remark 10.3.6 (Strongly convex losses: Optimal excess risk with state-of-the-art runtime).

If f(-, z) is p-strongly convex, then Algorithm 33 can be combined with the meta-algorithm
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of [FKT20, Section 5.1] to obtain optimal excess risk

L2.5<1+C“n(1/5>>

1 nm  e2n?m

with the same gradient complexity stated in theorem . This improves over the previous

state-of-the-art gradient complexity ~ B(mn)3/2 of [AL24].

10.4 An optimal algorithm with subquadratic gradient complexity for non-
smooth losses

In this section, we extend our accelerated algorithm from the previous section to non-smooth
loss functions. To accomplish this with minimal computational cost, we apply randomized
(convolution) smoothing [YNS12, DBW12] to approximate non-smooth f by a S-smooth f.
We can then apply Algorithm 33 to f . Since convolution smoothing is by now a standard

optimization technique, we defer the details and proof to Appendix

Theorem 10.4.1 (Privacy and utility of smoothed Algorithm for non-smooth loss -

informal). Let ¢ < 10, § < 1/(mn), and ¢ > 0 such that n*~ > 10016(%(_2(0{1/”21)0;6;/6). Then,

applying Algorithm to the smooth approximation of f yields optimal excess risk:

EF(x)) — F gLR-O(W o

L dlog(1/6)> |

The gradient complexity of this algorithm is upper bounded by
mn (1 + n3/8m1/451/4> .

Remark 10.4.2 (State-of-the-art gradient complexity). The only previous polynomial-time
algorithm that can achieve optimal excess risk for non-smooth loss functions is due to [AL24].
The algorithm of [AL24] required (nm)3+(mn)?v/d gradient evaluations. Thus, the gradient
complexity of the smoothed version of Algorithm 33 offers a significant improvement over
the previous state-of-the-art. For example, if ¢ = 1, then our algorithm is faster than the

previous state-of-the-art by a multiplicative factor of at least n'3/8m7/4.
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10.5 Conclusion

In this paper, we developed new user-level DP algorithms with improved runtime and ex-
cess risk guarantees for stochastic convex optimization without the restrictive assumptions
made in prior works. Our accelerated Algorithm achieves optimal excess risk for both
smooth and non-smooth loss functions, with significantly smaller computational cost than
the previous state-of-the-art. Our linear-time Algorithm 31 achieves state-of-the-art excess

risk under much milder, more practical assumptions than existing linear-time approaches.

Our work paves the way for several intriguing future research directions. First, the
question of whether there exists a linear-time algorithm that can attain the user-level DP
lower bound for smooth losses remains open. In light of our improved gradient complexity

bound (= (nm)%®), we are now optimistic that the answer to this question is °

‘ves.” We
believe that our novel techniques will be key to the development of an optimal linear-time
algorithm. Specifically, utilizing Lemma to apply outlier removal to the iterates
instead of the gradients appears to be pivotal. Second, the study of user-level DP SCO
has been largely limited to approximate (g,0)-DP. What rates are achievable under the
stronger notion of pure e-user-level DP? Third, it would be useful to develop fast and optimal
algorithms that are tailored to federated learning environments [MRTZ18, GLZW24], where
only a small number of users may be available to communicate with the server in each

iteration. We hope our work inspires and guides further research in this exciting and

practically important area.

10.6 More Preliminaries

10.6.1 Tools from Differential Privacy

Additive Noise Mechanisms Additive noise mechanisms privatize a query by adding

noise to its output, with the scale of the noise calibrated to the sensitivity of the query.

Definition 10.6.1 (Sensitivity). Given a function ¢ : Z¥ — R* and a norm || - ||, on R¥,
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the £,-sensitivity of ¢ is defined as

sup [¢(D) — ¢(D') ]|,
D~D’

where the supremum is taken over all pairs of datasets that differ in one user’s data.

Definition 10.6.2 (Laplace Distribution). We say X ~ Lap(b) if the density of X is
FIX =2) = & exp(- ).
Definition 10.6.3 (Laplace Mechanism). Let £ > 0. Given a function ¢ : Z¥ — R* on R¥

with fq-sensitivity A, the Laplace Mechanism M is defined by
M(D) = q(D) + (Yl, e ,Yk),

where {}/;}5:1 are lld7 }/Z ~ Lap (%)
Lemma 10.6.4 (Privacy of Laplace Mechanism [DR14]). The Laplace Mechanism is e-DP.

Definition 10.6.5 (Gaussian Mechanism). Let ¢ > 0, § € (0,1). Given a function ¢ :
ZN 5 R¥ with fo-sensitivity A, the Gaussian Mechanism M is defined by

M(D) :=q(D) + G

where G ~ Nk (07 O'QIk) and 0-2 — %‘

Lemma 10.6.6 (Privavcy of Gaussian Mechanism [DR14]). The Laplace Mechanism is
(¢,0)-DP.

Advanced Composition If we adaptively query a data set T' times, then the privacy

guarantees of the T-th query is still DP and the privacy parameters degrade gracefully:

Lemma 10.6.7 (Advanced Composition Theorem [DR14]). Let ¢ > 0,6,0’ € [0,1). As-
sume Ay, -+ Ap, with Ay : Z" x X — X, are each (¢,0)-DP Yt =1,--- ,T. Then, the
adaptive composition A(D) := Ap(D, Ar—1(D, Ar—2(X,--+))) is (¢/,Td + ¢§')-DP for

g =+/2TIn(1/8)e + Te(e® — 1).
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Privacy Amplification by Subsampling

Lemma 10.6.8 ([Ull17]). Let M : ZM — X be (¢,0)-DP. Let M' : ZN¥ — X that first
selects a random subsample D' of size M from the data set D € ZN and then outputs

M(D'). Then, M’ is (¢/,8")-DP, where &' = W and &' = 5TM

AboveThreshold: AboveThreshold algorithm [DR14] which is a key tool in differential
privacy to identify whether there is a query ¢; : Z2 — R in a stream of queries qy,...,qr
that is above a certain threshold A. The AboveThreshold Algorithm has the following

guarantees:

Algorithm 34: AboveThreshold

1 Input: Dataset D = (Zy,...,Z,), threshold A € R, privacy parameter €, sequence
of T queries q1, -+ ,qr : Z™ — R, each with ¢;-sensitivity 1;

2 Let A=A+ Lap(2);

3 fort=1toT do

4 Receive a new query ¢; : 2" — R ;
5 Sample v; ~ Lap(%);

6 if (D) +v; > A then
7 Output: a; = T;

8 Halt;

9 end
10 else

11 ‘ Output: a; = L;
12 end
13 end

Lemma 10.6.9 ([DR14], Theorem 3.24). Let v > 0 and o = w, ke [T +1].
AboveThreshold is (¢,0)-DP. Moreover, with probability at least 1 — ~, for all t < k, we

have:
o ifa, =T, then ¢«(D) > A — «a; and

o ifay =1, then (D) < A+ a.
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10.6.2 SubGaussian and Norm-SubGuassian Random Vectors

Definition 10.6.10. Let ¢ > 0. We say a random vector X is SubGaussian (SG(())
with parameter ¢ if E[e(XEX)] < ellI’®/2 for any v € R?. Random vector X € R? is

_ 2
Norm-SubGaussian with parameter ¢ (nSG(()) if P[||X —E X|| > t] < 2e 2¢ for all ¢t > 0.

Lemma 10.6.11 ([JNG'19)). There exists an absolute constant c, such that if X is nSG((),

then for any fized unit vector v € R?, (v, X) is ¢ norm-SubGaussian.

10.7 Proof of theorem

Theorem 10.7.1 (Formal statement of theorem ). Supposen!=4 > (100/(1—1/2%))log(n/d) /e
for some small ¢ > 0, and m < n’ for some large J > 0. Choose p = J + 3/2 and
n = R/(LVdmne). in Algorithm 31. Then, Algorithm is (g,0)-user-level DP and

achieves excess risk

EF@Q—F*gLRﬁ(W N

L, dlog(1/5)) |

using nm gradient evaluations, provided § < (L/R)vdmne.

The gradient complexity is clear by inspection of the algorithm: The number of stochastic

gradients computed during the algorithm is

l l l
ZTic = ZNimC = Znim < nm.
i=1 i=1 i=1

Next, we will prove the privacy statement in theorem . The following lemma
ensures that if the Laplace noise added in Algorithm is sufficiently small and outlier

detection succeeds, then the sensitivity of #; is O(r;/C) with high probability.

Lemma 10.7.2. [AL24, Slight modification of Lemma 3.5] Let i € [l] and { > 0. Suppose
D; and D, differ in the data of one user and we are in phase i of Algorithm 31. Let E; be
the event that the Laplace noise added to the concentration score s;(t;) for D; has absolute
value less than 2C/15 and define E! similarly for data D). Denote a; := Z(5;(1;) > 4C/5)

and @, := Z(8;(1;) > 4C/5), where $;(;) and S,(7;) are the noisy concentration scores that
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we get when running phase i of Algorithm 51 on neighboring D; and D;, respectively. Then,
conditional on a; = a; and E;(\E!, there is a coupling T'; over &; and &, such that for

(yi,y:) drawn from T';, we have

Iy — ol 5 TOES)
with probability at least 1 — (.
With Lemma in hand, we proceed to prove that Algorithm 31 is (e, )-user-level
DP:
Proof of theorem - Privacy. Privacy: Since the {D;}._, are disjoint, parallel com-

position of DP [McS09] implies that it suffices to prove that phase i is (e, §)-user-level-DP
for any fixed 7 and fixed z;_1. To that end, let D and D’ be adjacent datasets differing
in the data of one user, say Z;; # sz,l without loss of generality. We will show that the
outputs of phase ¢ when run on D and D', z; := z;(D) and z} := z;(D’) respectively, are
(e, 6)-indistinguishable.

Let E; be the event that the Laplace noise added in phase i (for data set D) has absolute
value less than 2C'/15 and define E! analogously for data set D’. Note that E; and E! are
independent and P(E;, E}) > 1 — §/10e°. Denote ¢ := §/10e°. Let a; := Z(5;(r;) > 4C/5)
and a) := Z(s)(r;) > 4C/5), where §;(7;) and §}(7;) are the noisy concentration scores that
we get when running phase i of Algorithm 31 on neighboring D; and D;, respectively. By
Lemma and our choice of C, we know that, conditional on E;[)E} and on a; = a},

there exists a coupling I' over (Z;, Z;) such that for (y;,y;) drawn from I', we have

lys — vl < S logél/o (10.1)

with probability at least 1 — (.
Note that the sensitivity of s; is less than or equal to 2. Thus, by the privacy guarantees

of the Laplace mechanism (Lemma ), we have

P(a; = b) < ¢/*P(d} = b) (10.2)
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for any b € {0,1}. Further, this implies
P(a; = b, E;) < /4 [P(a] = b, E) + (] . (10.3)

By the bound (10.1), the privacy guarantee of the Gaussian mechanism (Lemma ),
our choice of ¢;, and independence of the Laplace and Gaussian noises that we add in Al-

gorithm 31, we have

(20

P(z; € O | Ejya; = 1) < e/*P(a, € O | El,al = 1) + % +¢, (10.4)

for any event O C X.
Moreover, since the algorithm halts and returns x; = 0 if a; = 0, we know that

P(z; € O | Ejya; =0) =P(z} € O | El,a;, = 0) (10.5)

177"

for any event O C X.

Therefore,

P(x; € O) =P(x; € O | E)P(E;) + P(z; € O | EY)P(EY)
< P(l’l 0O ’ E; a; = 1)]P’(Ei,ai = 1) —l—]P)(JZz‘ 0O | E; a; = O)]P)(Ei,ai = 0) +¢

(4)
< 65/419(%; € O|E,d = 1)68/4 [IP’(E{ a, =1) + C]

Rt Ry

+P(z, € O] El,a; =0)e/* [P(E},d} =0)+¢] +¢

[t 1)

< e?P(z} € O,E) +¢ (265/2 + 1)

< e*P(z} € O) + 6,

where (7) follows from inequalities (10.3), (10.4), and (10.5). Thus, x; is (¢, §)-user-level-DP.
This completes the privacy proof.
O

Next, we turn to the excess risk proof. The following lemma is immediate from [FKT20,

Lemma 4.5]:
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Lemma 10.7.3. Let n; < 1/8. Then, for any y € X and all i,j, we have

_ Elly —zia?

E[F(Z;;) — F(y)] < T + L2

The next novel lemma is crucial in our analysis:

Lemma 10.7.4 (Re-statement of Lemma ). Assume f(-,z) is convex, L-Lipschitz,
and B-smooth on X withn < 1/8. Let & < SGD(D,n,T, zo) and § < SGD(D',n, T, xq) be
two independent runs of projected SGD, where D, D' ~ PN are i.i.d. Then, with probability

at least 1 — ¢, we have

1Z = gll < nL\/Tlog(dT/C).

Proof. Let g :== V f(w4,2¢) for z; drawn uniformly from D without replacement and g; :=

V f(yt, z;) for z; drawn uniformly from D’ without replacement. Let F(z) := E,.p[f(z, 2)].

We will prove that ||z; — y|| < nL+/T log(dT/¢) with probability at least 1 — (/¢ for
all t € [T]. Note that this implies the lemma. We proceed by induction. The base case,

when t = 0, is trivially true since xg = yg. For the inductive hypothesis, suppose there is

an absolute constant ¢ > 0 such that with probability at least 1 — ¢¢/T, we have

i = yill < enly/i-log(dT/C) + 2L,

Vi < t. Then, for the inductive step, we have by non-expansiveness of projection onto

convex sets, that

2er1 — yerrl? < o — nge — (ye — ng))||?

= llze =V F(2:) = (ye = 1V F(ye)) = n(gs — VF(20) = g; + VF ()|
= |lze = nVF(2¢) = (ye — nVE (ye))II?
= 2n{z =V E(ze) — (e —nVE W), 9 — VE(21) — g1 + VF(yr))
+0?gr — VF () — g, + VF(y)|1?
< Nt — wll® — 20(ae ~ 1V F(@r) - (o~ 1V F (), g1 — VF(a2) — g, + VF ()

+ 4n°L?, (10.6)
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where (i) follows from the non-expansive property of gradient descent on smooth convex
function for n <1/4 [HRS16].
Define a; = —2n(zy — nVF(x) — (ye = nVF(y)), 90 — VF(xe) — gi + VF(ye)). By

Inequality ( ) and the inductive hypothesis, we obtain

t
|21 = yerr|* < 4P L2+ ar.
i=1
It remains to bound Zle a;. Note that E[a; | a1, -+ ,a;—1] = 0, and by Lemma
we know there is a constant ¢ > 0 such that a; is nSG(enL||x; — y;||) for all i. Hence by

Theorem , we know

t
>

i=1

P

i<t

> enl \/log(dT/w Sl —wil?| <1-¢/

Conditional on the event that ||z; — y;|| < ev/log(dT/{)nLA/i for all i < t (which happens
with probability 1 — ¢¢/T" by the inductive hypothesis), we know

|

Hence we know

t
Z a;| > 02(15 + 1)L2772 log(dT'/()

=1

i — il < clog(dT/Q)nLVi, Vi < t] <1-(/T.

P |:||l't+1 — yt+1H2 > 2 log(dT/C)n2L2(t + 1)‘“331 —yill < clog(dT/C)nL\[i, Vi < t} <1-(/T.

Combining the above pieces completes the inductive step, showing that [[zi41 — yry1]] <

e/ (t +1)log(dT/¢)nL + 2nL with probability at least 1 — (¢ + 1)¢/T. This completes the

proof.

O

By combining Lemmas and with the localization proof technique of [FKT20],

we can now prove the excess risk guarantee of theorem

Proof of theorem - FEzxcess risk. Excess Risk: First, we will argue that z; = % Ele Tij
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for all ¢ with high probability > 1 — 3/nm. Lemma implies that
[Zig = Zi || < 7

for all ¢ € [l], 4,5/ € [C] with probability at least 1 — 1/nm. Thus, s;(7;) = C with
probability at least 1 — 1/nm. Now, conditional on s;(7;) = C, we have s;(r;) > 4C/5
for all ¢ with probability at least 1 — 1/nm by Laplace concentration and a union bound.
Moroever, if ||Z;; — &; /|| < 7 for all 7,5, then p; ; = 1 for all j and hence there are no
outliers: S; = {Z;;};ec[c]- By a union bound, we conclude that S; = {%; ;};c[c] and hence
Ty = S% ZDi,jeSi Z;; for all ¢ with probability at least > 1 — 3/nm. By the law of total
expectation and Lipschitz continuity, it suffices to condition on this high probability good
event that z; = % Z]C:1 Z; j for all 7: the total expected excess risk can only be larger than

the conditional excess risk by an additive factor of at most 3LR/nm.

Now, conditional on z; = Si > D, j€S; Z;; , Lemma and Jensen’s inequality implies
7 )

E . - 2 d0'2
| Zic1 — @i || o = il e (10.7)

E[F(jz) F(l‘z 1)] 771'Ti 77iTz'

Next, let f := 2* = argmin, y F(z), and write

l
E[F( Z (i) + E[F(z1) — F(a7)]

RT+77L2+Z [ni-1L2d + ;L% + LV /T,
1=2

R?
< T + dnL? + L*Vdny\/T,.
1

Plugging in the prescribed algorithmic parameters completes the excess risk proof. O

10.8 Proofs of Results in Section

Theorem 10.8.1 (Re-statement of theorem ). Let ¢ <10, ¢ > 0 such that n'=9 >

lo nmde® /o . .
1005(%(_2?1/2)q)/ ). Then, Algorithm 353 is (¢,8)-DP

We require the following lemma, which is a direct consequence of [AL24, Lemma 3.5]:
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Lemma 10.8.2. Consider Algorithm 72. Let D) and D, be two data sets that differ in the
data of one user. Let E; = {|v}| < K;/20Vt € [T;]N[&;| < K;/20}. Define E; similarly for in-
dependent draws of random Laplace noise: E = {|(v})'| < K;/20 Vt € [T;] N |€}] < K;/20}.
Let at = Z(54(D;) > 4K;/5) and bt = Z(5L(D}) > 4K,/5) denote the concentration scores in
iteration t. Then, conditional on E;(\ E! and conditional on af = bf, there exists a coupling

It over gt(D;) and gt(D) such that for (h,h') drawn from T';, we have

K;
with probability at least 1 — (.
Proof of theorem . Note that our assumption on n'~9 being sufficiently large implies
that n; > M for all i € [I]. By parallel composition [McS09] and post-processing, it

suffices to show that {gf}7:, satisfies (&, d)-user-level DP for any i € [I]. To that end, fix
any ¢ € [I] and let D and D’ be adjacent datasets that differ in the data of one user such
that D; # D]. We will show that {gf(D)}%, and {gH(D’')}1, are (&,d)-indistinguishable,
which will imply that Algorithm 33 is (e, §)-user-level DP.

Let E; = {|v!| < K;/20 Vt € [T;] N |&] < K;/20}. Define E! similarly for independent
draws of random Laplace noise: E] = {|(v!)’| < K;/20 Vt € [T;] N |€}| < K;/20}. Our choice

of K; > w ensures that

P(E(E) > 1-6/(106),

by Laplace concentration and a union bound. Let ¢ := §/(10T;€%).

Let at = Z(s{(D) > 4K;/5) and b = Z(5{(D’') > 4K,/5). Note that if al = bl = 0, then
g:(D) = 0 = gi(D").

Conditional on the good event that al = b! for all ¢ and conditional on E; () E}, we can

bound the fo-sensitivity of g with high probability, via Lemma and a union bound:

, Tlog(1/¢) _ 7log(nme®/d)
lg5(D) — g{(D")|| S e S K

(10.8)
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for all t € [T;] with probability at least 1 —T;¢ =1 — §/(10€°).
Note that {8{(D)}, and {5¢(D')} are ¢/2-indistinguishable by the DP guarantees of
AboveThreshold in Lemma, , since the sensitivity of sg is upper bounded by 2. There-

fore,

PUal}Ly = v, ) < e [P, = v, ) +(] (10.9)
for any v € {0,1}7:.

Now, by the sensitivity bound (10.8), the privacy guarantee of the Gaussian mechanism
(Lemma ) and our choice of o;, the advanced composition theorem (Lemma )

and privacy amplification by subsampling (Lemma ), we have

P{g}(D)}{L, € O| Ei{al}[; = v) < PPHGHD) YL, € O| Bl {bi}iL, = v) + (T, + 1),
(10.10)

for any event O C X. Here we also used the fact that K; > \%i

For short-hand, write {a’}*, = 1 if a = 1 for all t € [T}] and {al}]2, = 0 if a = 0 for
some t € [T}]; similarly for b. Then since the algorithm halts and returns {gt(D)}/%, = 0 if

{a}li, =0, we know that
P({g{(D)}/2, € O| Ei, {ai},2) = 0) = P(GH(D)}i2, € O | EL {bj},2, =0),  (10.11)

for any event O C X.

Combining the above pieces, we have

P({g}(D)}i1; € 0) = P({gH(D)}L, € O | E)P(E;) +P({g}(D)},; € O | Ef)P(EY)
< P{GH(D)}L € O Ei {af}ity = DP(E; {a}:, = 1)
+P{FH(D)}Ly € O | Ei{af}Ly = OP(E;, {aj}yly = 0) + 2T¢

(i) N , . .
< PG D), € O| Bl (b}, = 1)/ [P(B], (B}, = 1) + 7|

+ PUFD)HL € O | Bl (T, = 0)e/? [P(EL (B}, = 0) +T¢] + T¢

< PRI{GUDI € O, B)) +4T¢ (267 +1)
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< eP({GH (D)}, € O) +34,

where (i) follows from inequalities (10.9), ( ), and ( ). Thus, {g{(D)}1, is (e,0)-

user-level-DP, which implies the result.

O
Theorem 10.8.3 (Formal statement of theorem ). Let ¢ < 10 and 6 < 1/(mn).
Then, choosing \ = % ( }Lm eﬁm) and p > 3q + 2.5+ log,, (/m) in Algorithm 77 yields

optimal excess risk:

EF(x;) — F* SLR-@(\/%Jr ifi%/é))

The gradient complexity of this algorithm is upper bounded by

BR 1/4 18 2n2m\ V8 \/ﬁ n1/4m5/4 nl/2m5/4
’”"(1+5(L> () A\ W\ T lanae ) )

We will need the following bound on the excess empirical risk of accelerated (noisy) SGD

for the proof of theorem

Lemma 10.8.4. [GL13a, Proposition 7] Let x1 be computed by T steps of (multi-stage)
Accelerated Minibatch SGD on A-strongly convez, B-smooth F with unbiased stochastic gra-
dient estimator g* such that E|g* — Vf($t)H2 < V2 for all t € [T]. Then,

Yo > 0 Lo~ b\ V2
E[f(z )_gél;(lf(%)] Sf(x )—;rél;lf(m)] exp (—T B) + a

Remark 10.8.5. As noted in Lemma , we technically need to call a multi-stage imple-
mentation of Algorithm 32 in line 7 of Algorithm 33 (as in [GL13a]) to get the desired excess
risk bound for minimizing the regularized ERM problem in each iteration. For improved

readability, we omitted these details in the main body.

Next, we obtain a bound on the variance of the noisy stochastic minibatch gradient

estimator g! in Algorithm 32, which can then be plugged in for V2 in Lemma
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Lemma 10.8.6 (Re-statement of Lemma ). Let § < 1/(nm),e < 1. Denote Fi(z) :=

n%_ ZZi,jeDi F(x, Z; ;). Then, conditional on S = D} for all i € [I],t € [T}], we have

L?log(ndm)

Ellg} - VA )I? s =22

for all i € [l],t € [T;], where the expectation is over both the random i.i.d. draw of D =

(Z1,...,2Zy) ~ P™ and the randomness in Algorithm

Proof. By [LJCJ17, Lemma A.1], we know that, conditional on the draw of the data D;

and for fixed x!_;, the variance of the minibatch estimator of the gradient of the empirical

loss is
~ 2 1 m ~
E [ 9 — VFz‘(ﬁ—ﬂH ‘Di, i1 | = Bk oUnif(n) m SN Vg2 ) - VE(@
i =1 j=1
2
I(K=n)1 -1 & P
< K ’I’L; m;[vf(xz—lvzzj) - VFl(‘Tz—l)]
(10.12)

Recall Fj(z) := —L > .ep, f(x,2) is the empirical loss of D;.

n;m

Now, for any fixed x and any Z € D;, Hoeffding’s inequality implies that

IVf(z,Z) = VF(z)| <T=0 (W)

~

with probability at least 1 — ~y, where f(z,2) := % Y .cz f(x,2) is user Z’s empirical loss.
Thus, by the stability of user-level DP (see [BS23, Theorem 3.4]), for any i € [I],t € [t], we
have that

IVf(ai1,2) = VF(@l_)| <7 (10.13)

for all Z € D with probability at least 1 — ' = n(e*v + §), since z!_; is (e, §)-user-level

DP. To make 7/ < 1/m, we choose v = 1/mn and use the assumptions that ¢ < 1 and
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0 < 1/mn. Thus, for any fixed i,t we have

~ L+/log(n?md)
VTt 1.2) - VFGl )| 5 Do)

for all Z € D with probability at least 1 — 1/m, which implies

r L?1 d
E|Vf(zi_y, Z) - VF(@!_))|* S f%ngmﬂ
This also implies
£ L?1 d
E||V fo(e} 1) - VF(l_1)[* S Ogng””ﬂ

by Jensen’s inequality, where fp(a:) is the empirical loss over the entire data set D.

Plugging the above bounds into ( ) then yields

L?log(ndm) 1 & P ~
em = Boaprr i3 ~Unif(n)) ||| o YN V(a2 ;) — VE(aly)
=1 j=1

Elg} - VE (i 1)|* 5

I(K =n) L*log*(nmd)
K m ’

S

completing the proof.

We are now ready to prove theorem

Proof of theorem . Excess risk: Note that the assumption in the theorem ensures
that K; < n; for all i. By similar arguments to those used in [AL24, Proposition 3.7], we
will show that with high probability > 1 — 2/(nm), for all i € [I],t € [T;], S = D! and
hence ¢! is an unbiased estimator of V_]/C\DE (z). To show this, first note that for any v > 0

and any fixed z,

IV fz,Z;) — VF(z)| < Llog(w

with probability at least 1 —~/K; by Hoeffding’s inequality (see [AL24, Lemma 4.3]). Next,
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we invoke the stability of differential privacy to show that for all t € [T;], (¢:(Z},), . -, q:(Z] ,))
is T-concentrated (i.e. there exists ¢* € R? such that lg:(Zf; — ¢*|| < 7) with probability
at least 1 — T;(e*~ + &) (see [BS23, Theorem 4.3]). By a union bound and the choice
of v = 1/[(nm)>*log(ndm)e®*], we have that (0(Zfy),- - a(Z{ ;) is T-concentrated
for all i € [l],t € [T;] with probability at least 1 — 1/nm. Now, 7-concentration of
(@(Zf,), - a(Z{ ;) implies s{(1) = K;. Further, si(r) = K; implies 5f(7) > 4K;/5
with probability at least 1 — if K; > 500 log(nm/(), by Laplace concentration and a union

i

all j € [K;] and 8! = D! Thus, S = D! for all i,t with probability at least 1 — 1/nm.

bound. Next, note that 7-concentration of (qt(ZZ-t,l), e 7Qt(Zf,Kz-)) implies pt(ZfJ-) =1 for

Setting ¢ = 1/nm and using a union bound shows that with probability at least 1 —2/nm,
we have S! = D! and ¢! = v.]/c\ng (zt) for all 4,t.

Now, Lemma implies that, if the outlier-removal procedure in Algorithm leads

to an unbiased gradient estimator g (line 12) for all t € [T; = ©(1 + \/B/A;)], then

E[fi(«) - min fi(2)] < 4

10.14
TEX )\z‘Ti7 ( )

where V2 = maxep, El[g) — Vﬁ(xf)]P < do? + % (unconditionally, after taking
expectation over the random draw of D ~ P™ by Lemma ). We have shown that
the event GOOD := {g! = Vng (zt) for all i € [I],¢ € [T}]} occurs with probability at least
1 —2/nm. We will condition on GOOD for the rest of the proof: note that the Lipschitz

assumption implies that the total (unconditional) excess risk will only by larger than the

conditional (on GOOD) excess risk by an additive factor of at most 2LR/\/nm.

By stability of regularized ERM (see [SSSSS09]), we have

LQ
E[F(z}) — F(y)] £ NE[[|zi—1 — y|? 10.1
F@) = FW] S e + AElli1 — o) (10.15)
for all i, where z := argminxﬁ(:p). By strong convexity and ( ), we have

N ~ _ do?  L?log(ndm)
i/2E|z; — xf||” < Efi(w:) — fF S
Wi/ 2)Ellwi — 2" < Bfiwi) = JT S 0 + T iom

(10.16)
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Thus,

2 < do?  L*log(ndm) <d7210g(1/5) L?1og(ndm)

10.17

Eljz; — a7

Now, letting zfy := 2* = argmin, » F'(x) and hiding logarithmic factors, we have:

l
E[F(z) — F*] = ZE[F(x;‘) — F(ai_ )]+ E[F(x)) — F(a7)]

<
~Anim

l
L2
MR+ 3 [ Aoy = ol ] + LBl 5]

=2

L2 % dr?log(1/6) L2
< —— 4+ \R? \;
~ nm + AR+ ZZ; [)\mim * ( A e2n? | )\?_1Ti—1Ki—1m>]

Ll Vdr/Tilog(1/9)
)\lanl

where the first inequality used ( ) and Lipschitz continuity, the second inequality used

(10.17).
Note that K;T; > n;. Further, our choice of sufficiently large p makes A; large enough

Vdr/Tilog(1/8) _ LRVd
that L Alfml < o

geometric series gives us

Therefore, upper bounding the sum by it’s corresponding

E[F(z) — F7] 5

LRV L2 < 1 delO%(l/‘”) AR (10.18)

sn\/ﬁ+7

nm e2n?

Plugging in A completes the excess risk proof.
Gradient Complexity: The gradient complexity is 22:1 T;K;m. Plugging in the

prescribed choices of T; and K; completes the proof. ]

10.9 Details on the non-smooth algorithm and the proof of Theorem

For any loss function f(-,z), we define the convolution function f, (-, z) := f(-, z) *n, where
n, is the uniform density in the ¢; ball of radius r centered at the origin in R?. Specifically,
d
ny(y) = F(?ii—:l) for ||y|| < r, and n,(y) = 0 otherwise. For simplicity, we omit the dependence
T2

on z in the following Lemma:
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Lemma 10.9.1 (Randomized Smoothing, [YNS12, DBW12]). For any r > 0, let X, =
X +{x € R : ||z|| < r}. If f is convex and L-Lipschitz over X, then the convolution

function f, has the following properties:
o fr(x) < f(z) < fr(z)+ Lr, for allz € X.

o f. is L-Lipschitz and convez.

LVd

o [ is =%-smooth.

e For random variables y ~ n,, we have E [V f(z +y)] = Vf.(z).

The following lemma can be easily seen from the proofs of theorems and

Lemma 10.9.2 (Privacy and utility of Algorithm 33 for general K;,T;). Let € < 10, ¢ > 0

100 log(20nmdes /§)
e(1-(1/2)9) -

such that nt=9 >

o IfK; > % M, then Algorithm 33 is (g,0)-user-level DP.
o If T,K; > n; and T; 2, (1 + \/S/Xi)log(ndm) for all i, then Algorithm achieves

optimal excess risk.

Theorem 10.9.3 (Formal statement of theorem ). Lete <10, < 1/(mn), andq >0

such that n1=1 > 190 L(Egl(f?f;g)ag/é). Suppose that for any z, f(,z) is convexr and L-Lipschitz

over X, for X, ;=X +{x € R : ||z|| < r} where r = 6n\/\/EﬁR' Then, running Algorithm

with functions { f.(x; z) }.ep yields optimal excess risk:

EF(:cz)—F*<LR-5(\/T%+ ifj%/é)).

The gradient complezity of this algorithm is upper bounded by

mn (1 + n3/8m1/4€1/4) .
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Proof. By Lemma and our choice of r, we have | f,-(z, 2)— f(z,2)| < Lr = O(LRETZ{/%).

Set A\ = ﬁ Then we know that
Vd

EF(x) ~ F* <E[F(n) - F7]+ OLR_0

).

Further, F, is B-smooth for 8 < %Zeny/m. Set T; = (1 + \/B/)\;)log(ndm) = 1+
n?/4m1/251/2 log(ndm) and K; = % + M. Then Lemma implies that Algo-

rithm 33 is (e, d) user-level DP, and yields the excess risk bound

E Fy(z;) — Ff < LR-O (\/%Jr ifi%/é)> :

as desired. The number of gradient evaluations is

l
ZTZ-K,-m <mn (1 + n3/8m1/461/4> .
i=1

This completes the proof. ]

10.10 Limitations

Our work weakens the assumptions on the smoothness parameter and the number of users
that are needed for user-level DP SCO. Nevertheless, our results still require certain as-
sumptions that may not always hold in practice. For example, we assume convexity of the
loss function. In deep learning scenarios, this assumption does not hold and our algorithms
should not be used. Thus, user-level DP non-convex optimization is an important direction
for future research [|. Furthermore, the assumption that the loss function is convex and
uniformly Lipschitz continuous may not hold in certain applications, motivating the future
study of user-level DP stochastic optimization with heavy tails [LR23, ALT24].

Our algorithms are also faster than the previous state-of-the-art, including a linear-
time Algorithm 31 with state-of-the-art excess risk. However, our error-optimal accelerated
Algorithm 33 runs in super-linear time. Thus, in certain applications where a linear-time

algorithm is needed due to strict computational constraints, Algorithm should be used



382

instead.
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Part V
OTHER SETTINGS
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Chapter 11

WHEN DOES DIFFERENTIALLY PRIVATE LEARNING
NOT SUFFER IN HIGH DIMENSIONS?

11.1 Introduction

Recent works have shown that large publicly pretrained models can be differentially privately
fine-tuned on small downstream datasets with performance approaching those attained by
non-private models. In particular, past works showed that pretrained BERT [DCLT18] and
GPT-2 [RNSS18, RWC'19] models can be fine-tuned to perform well for text classification
and generation under a privacy budget of ¢ € [2,6] [LTLH21, YNB'21]. More recently,
it was shown that pretrained ResNets [HZRS16] and vision-Transformers [DBK*20] can
be fine-tuned to perform well for ImageNet classification under single digit privacy bud-

gets [DBH 22, MTKC22].

One key ingredient in these successes has been the use of large pretrained models with
millions to billions of parameters. These works generally highlighted the importance of two
phenomena: (i) large pretrained models tend to experience good privacy-utility trade-offs
when fine-tuned, and (ii) the trade-off improves with the improvement of the quality of the
pretrained model (correlated with increase in size). While the power of scale and pretrain-
ing have been demonstrated numerous times in non-private deep learning [KMH™20], one
common wisdom in private learning had been that large models tend to perform worse. This
intuition was based on (a) results in differentially private convex optimization, most of which
predicted that errors would scale proportionally with the dimension of the learning problem
in the worst case, and (b) empirical observations that the noise injected to ensure privacy

tends to greatly exceed the gradient in magnitude for large models [YZCL21, Kam20].

For instance, consider the problem of differentially private convex empirical risk mini-

mization (ERM). Here, we are given a dataset of n examples D = {s; }?:1 € 8™, a convex
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set KL C R? (not necessarily bounded), and the goal is to perform the optimization

1
minimize,exc F(z; D) = — E (x;55)
n

subject to differential privacy, where f(-;s) is convex over K for all s € S. For bounded K,
past works presented matching upper and lower bounds that are dimension-dependent under
the usual Lipschitz assumption on the objective [BST14, CMS11]. These results seem to
suggest that the performance of differentially private ERM algorithms inevitably degrades
with increasing problem size in the worst case, and present a seeming discrepancy between
recent empirical results on large-scale fine-tuning.

To better understand the relation between problem size and the performance of differen-

tially private learning, we study the following question both theoretically and empirically:

When does the performance of differentially private stochastic gradient descent

(DP-SGD) not degrade with increasing problem dimension?

On the theoretical front, we show that DP-SGD can result in dimension-independent
error bounds even when gradients span the entire ambient space for unconstrained optimiza-
tion problems. We identify that the standard dependence on the dimension of the ambient
space can be replaced by the magnitudes of gradients projected onto subspaces of varying
dimensions. We formalize this in a condition that we call restricted Lipschitz continuity and
derive refined bounds for the excess empirical and population risks for DP-SGD when loss
functions obey this condition. We show that when the restricted Lipschitz coefficients de-
cay rapidly, both the excess empirical and population risks become dimension-independent.
This extends a previous work which derived rank-dependent bounds for learning generalized
linear models in an unconstrained space [SSTT21].

Our theoretical results shed light on the recent success of large-scale differentially private
fine-tuning. We empirically show that gradients of language models during fine-tuning are

mostly controlled by a few principal components — a behavior that is similar to conditions

'We judiciously choose to describe the discrepancy as seeming, since the refined analysis presented in the
current work suggests that the discrepancy is likely non-existent.
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under which we obtain dimension-independent bounds for private convex ERM. This pro-
vides a possible explanation for the observation that densely fine-tuning with DP-SGD need
not necessarily experience much worse performance than sparsely fine-tuning [LTLH21].
Moreover, it suggests that DP-SGD can be adaptive to problems that are effectively low-
dimensional (as characterized by restricted Lipschitz continuity) without further algorithmic
intervention.

We summarize our contributions below.

(1) We introduce a condition on the objective function that we term restricted Lipschitz
continuity. This condition generalizes the usual Lipschitz continuity notion and gives
rise to refined analyses when magnitudes of gradients projected onto diminishing sub-

spaces decay rapidly.

(2) Under restricted Lipschitz continuity, we present refined bounds on the excess empirical
and population risks for DP-SGD when optimizing convex objectives. These bounds
generalize previous dimension-independent results [SSTT21] and are broadly applicable
to cases where gradients are full rank but most coordinates only marginally influence

the objective.

(3) Our theory sheds light on recent successes of large-scale differentially private fine-tuning
of language models. We show that gradients obtained through fine-tuning mostly lie
in a subspace spanned by a few principal components — a behavior similar to when
optimizing a restricted Lipschitz continuous loss with decaying coefficients. These em-
pirical results provide a possible explanation for the recent success of large-scale private

fine-tuning.

11.2 Preliminaries

We define the notation used throughout this work and state the problems of differentially
private empirical risk minimization and differentially private stochastic convex optimization.
Finally, we give a brief recap of differentially private stochastic gradient descent, and existing

dimension-dependent and dimension-independent results in the literature.
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Notation & Terminology. For a positive integer n € N4, define the shorthand [n] =
{1,...,n}. For a vector z € R?, denote its £5-norm by ||z|,. Given a symmetric M € R*4,
let \q(M) > Xo(M) > --- > A\g(M) denote its eigenvalues. Given a positive semidefinite
matrix A, let ||z|| 4 = (zT Az)"/? denote the induced Mahalanobis norm. For scalar functions
f and g, we write f < g if there exists a positive constant C' such that f(z) < Cg(x) for all

input x in the domain.

11.2.1 Differentially Private Empirical Risk Minimization and Stochastic Convex Opti-

mization

Before stating the theoretical problem of interest, we recall the basic concepts of Lipschitz

continuity, convexity, and approximate differential privacy.

Definition 11.2.1 (Lipschitz Continuity). The loss function h : L — R is G-Lipschitz with
respect to the ¢3 norm if for all z, 2’ € K, |f(z) — f(2')| < G|z — 2']|2.

Definition 11.2.2 (Convexity). The loss function h : L — R is convex if h(az+(1—a)y) <

ah(z) + (1 — a)h(y), for all « € [0,1], and z,y in a convex domain K.

Definition 11.2.3 (Approximate Differential Privacy [DR14]). A randomized algorithm
M is (g, d)-differentially private if for all neighboring datasets D and D’ that differ by a

single record and all sets O C range(M), the following expression holds
Pr[M(D) € O] < exp(e) Pr[M(D’) € O] +6.

In this work, we study both differentially private empirical risk minimization (DP-ERM)
for convex objectives and differentially private stochastic convezr optimization (DP-SCO).

In DP-ERM for convex objectives, we are given a dataset D = {s;};cin € S" of
n examples. Each per-example loss f(;s;) is convex over the convex body I C R?
and G-Lipschitz. We aim to design an (g,)-DP algorithm that returns a solution xP'
which approximately minimizes the empirical risk F(z;D) := 1+ 3 s;en (x;s5). The term

E poriv [F (xP"V: D) — mingex F(x; D)] is referred to as the excess empirical risk.
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In DP-SCO, we assume the per-example loss f(+;s) is convex and G-Lipschitz for all
s € 8, and we are given n examples drawn i.i.d. from some (unknown) distribution P. The
goal is to design an (g, 0)-DP algorithm which approximately minimizes the population risk
F(z;P) := Esuplf(z;5)]. The term E v [F(2P"Y; P) — mingex F(x;P)] is referred to as

the excess population risk.

11.2.2  Differentially Private Stochastic Gradient Descent

Differentially Private Stochastic Gradient Descent (DP-SGD) [ACG™16, SCS13] is a popular
algorithm for DP convex optimization. For the theoretical analysis, we study DP-SGD for
unconstrained optimization. To facilitate analysis, we work with the /s regularized objective

expressed as

n

1 o 0)(12
Fo(z;D) = - Zf(x; sj) + 5”3” — 203,
7j=1
To optimize this objective, DP-SGD independently samples an example in each iteration
and updates the solution by combining the gradient with an isotropic Gaussian whose scale

is proportional to G, the Lipschitz constant of f. Algorithm 35 presents the pseudocode.

Algorithm 35: DP-SGD for optimizing regularized finite-sum objectives

1 Input: Initial iterate (9, dataset D = {sj}je[n], per-step noise magnitude o,
number of updates T', learning rate 7, Lipschitz constant G of f.

2 fort=1,...,7T do

3 jt ~ Uniform([n])

zt) = =1 — n(W(ac“-”; sj) +a(@z=D —20) 4 G- ct), ¢~ N(0,0%14)
5 end
6 Return: 7 := %Zthl z®,

4

It is straightforward to show that Algorithm satisfies differential privacy. The fol-
lowing lemma quantifies the overall privacy spending and builds on a long line of work on

accounting the privacy loss of compositions [ACGT16, BBG18|.
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Lemma 11.2.4 ([KLL21]). There exists constants ¢; and co such that for n > 10, € <
aT/n? and § € (0,1], DP-SGD (Algorithm 75) is (¢,8)-DP whenever o > c2y Tlog(1/0),

en

11.2.8 On the Dimension Dependence of Private Learning

Early works on bounding the excess empirical and population risks for privately optimizing
convex objectives focused on a constrained optimization setup where algorithms typically
project iterates back onto a fixed bounded domain after each noisy gradient update. Results
in this setting suggested that risks are inevitably dimension-dependent in the worst case. For
instance, it was shown that the excess empirical risk bound ©(G'[|K||, \/dlog(1/8)nte™1)
and excess population risk bound O(G || K|, (n ™12 + \/dlog(1/6)n"'e1)) are tight when
privately optimizing convex G-Lipschitz objectives in a convex domain of diameter |||, [BST14].
Moreover, the lower bound instances in these works imply that such dimension-dependent
lower bounds also apply when one considers the class of loss functions whose gradients are

low-rank.

The body of work on unconstrained convex optimization is arguably less abundant,
with the notable result that differentially private gradient descent need not suffer from a
dimension-dependent penalty when learning generalized linear models with low-rank data
(equivalently stated, when gradients are low-rank) [SSTT21]. Our main theoretical results
(Theorems and ) extend this line of work and show that dimension-independence

is achievable under weaker conditions.

11.3 Dimension-Independence via Restricted Lipschitz Continuity

In this section, we introduce the restricted Lipschitz continuity condition and derive im-
proved bounds for the excess empirical and population risks for DP-SGD when optimizing

convex objectives.

Definition 11.3.1 (Restricted Lipschitz Continuity). We say that the loss function h :
K — R is restricted Lipschitz continuous with coefficients {Gj}{_,, if for all k € {0,...,d},
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there exists an orthogonal projection matrix P, with rank k such that
(I = Py)Vh(z)|]2 < Gy,

for all z € K and all subgradients Vh(z) € Oh(x).

Note that any G-Lipschitz function is also trivially restricted Lipschitz continuous with
coefficients G = Gy = G; = --- = Gy, since orthogonal projections never increase the fo-
norm of a vector (generally, it is easy to see that G =Gy > Gy > G2 > --- > G4 =0). On
the other hand, we expect that a function which exhibits little growth in some subspace of
dimension k to have a restricted Lipschitz coefficient G4_j of almost 0. Our bounds on DP
convex optimization characterize errors through the use of restricted Lipschitz coefficients.

We now summarize the main assumption.

Assumption 11.3.2. The per-ezample loss function f(-;s) is conver and G-Lipschitz con-
tinuous for all s € S. The empirical loss F(-;D) is restricted Lipschitz continuous with

coefficients {Gr}9_,.

11.3.1 Bounds for Ezxcess Empirical Loss

We present the main theoretical result on DP-ERM for convex objectives. The result
consists of two components: Equation ( ) is a general bound that is applicable to any
sequence of restricted Lipschitz coefficients; Equation ( ) specializes the previous bound
when the sequence of coefficients decays rapidly and demonstrates dimension-independent

error scaling.

Theorem 11.3.3 (Excess Empirical Loss). Let § € (0,1] and ¢ € (0,10]. Under Assump-
tion | for all k € [d], setting T = ©(n?+dlog?®d), o = © <'TIZ§(1/6)>, n= ,/%102
0

and o = D\/Zs 1 5225G3,_,,, where S = |log(d/k)|+1, DP-SGD (Algorithm 35) is (e, 8)-
DP, and

D\/k:l (1/3)
E[F(z;p)—minp(x;p)} < Go 0g(1/9) 232256*25 - (11.1)
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where |9 —argmin, F(z;D)||2 < D, T is the (random) output of DP-SGD (Algorithm 75),
and the expectation is over the randomness of T. Moreover, if for some ¢ > 1/2, we have
Gr < Gok™¢ for all k € [d], and in addition n > sflm, minimizing the right hand
side of ( ) with respect to k yields

1 (1/5) 2¢/(142c¢)
E [F(f; D) — minF(:U;D)} < GoD - (C’g> : (11.2)
x En
We include a sketch of the proof techniques in Subsection and defer the full proof

to Subsection

Remark 11.3.4. Consider DP-ERM for learning generalized linear models with convex and
Lipschitz losses. When the (empirical) data covariance is of rank r < d, the span of gradients
span({V,F(z)}) is also of rank r. Thus, the average loss is restricted Lipschitz continuous
with coefficients where G, = 0 for all 7/ > r. Setting k = r in (11.1) yields an excess
empirical risk bound of order O <G0D\/7W(1/5)5*1n*1>. This recovers the previous

dimension-independent result in [SSTT21].

The restricted Lipschitz continuity condition can be viewed as a generalized notion of
rank. The result captured in (11.2) suggests that the empirical loss achieved by DP-SGD
does not depend on the problem dimension if the sequence of restricted Lipschitz coefficients
decays rapidly. We leverage these insights to build intuition for understanding privately

fine-tuning language models in Section

11.8.2 Bounds for Ezcess Population Loss

For DP-SCO, we make use of the stability of DP-SGD to bound its generalization error
[BE02], following previous works [BFTGT19, BEGT20, SSTT21]. The bound on the excess
population loss follows from combining the bounds on the excess empirical risk and the

generalization error.
Theorem 11.3.5 (Excess Population Loss). Let § € (0,1] and € € (0,10]. Under As-
sumption , for all k € [d], by setting T = ©(n* + dlog’d), 0 = © (Tlog(l/é)>,

ne

n = WM and o = %\/Zle s225G3,_,,, where S = |log(d/k)] + 1, DP-SGD
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(Algorithm 35) is (¢,0)-DP, and

S
_ . GoD  GoD+/klog(1/9) .
E |F(z;P) — min F(z;P)| § Vo — +D 522322 Gy
where ||2(0) —argmin, F(x;P)||2 < D, T is the (random) output of DP-SGD (Algorithm 75),
and the expectation is over the randomness of T.
Moreover, if for some ¢ > 1/2, we have Gy, < Gok™¢ for all k € [d], and in addition

n > e 1y/log(1/8), minimizing the above bound with respect to k yields

GoD log(l/é) ) 2¢/(1+42c)

E [F(T; P) — min F(z; P)} S~ +GoD: (

En

Remark 11.3.6. Our result on DP-SCO also recovers the DP-SCO rank-dependent result

for learning generalized linear models with convex and Lipschitz losses [SSTT21].

Remark 11.3.7. When ¢ > 1/2, e = ©(1) and § = 1/poly(n), the population loss matches
the (non-private) informational-theoretical lower bound Q(GoD/+/n) [ABRW12].

Remark 11.3.8. Our results on DP-ERM and DP-SCO naturally generalize to (full-batch)
DP-GD.

11.3.8  Owerview of Proof Techniques

The privacy guarantees in Theorems and follow from Lemma . It suffices
to prove the utility guarantees. We give an outline of the main proof techniques first
and present full proofs afterwards. The following is a sketch of the core technique for
deriving (11.2) in Theorem . For simplicity, we write f;(-) for f(-;s;) and F(-) for
F(-; D) when there is no ambiguity.

By convexity, the error term of SGD is upper bounded as follows
Fi@D) = fi(a*) < VD)@ —a), (11.3)

where j € [n] is the random index sampled at iteration t.
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By definition of G, we know that there is a & dimensional subspace U such that the
gradient component orthogonal to U is small when Gy, is small. Naively, one decomposes
the gradient V f; (x(t)) = g1+ g2, where g; € U and go € U, and separately bounds the two
terms g (z® — z*) and g4 (z(¥) — 2*). Since g; lies in a k dimensional subspace, one can
follow existing arguments on DP-SGD to bound g{ (:c(t) —2*). Unfortunately, this argument
does not give a dimension-independent bound. Although ||g2||2 < G} (which can be small
for large k), the term [2(!) — 2*| is as large as Q(v/d) with high probability due to the

isotropic Gaussian noise injected in DP-SGD.

Our key idea is to partition the whole space R into |log(d/k)]| +2 orthogonal subspaces,
expressing the error term V f; (")) T (x® —2*) as the sum of individual terms, each of which
corresponds to a projection to a particular subspace. Fix a k € [d], and consider the following
subspaces: Let Uy = range(Fy,), Us be the subspace orthogonal to all previous subspaces such
that @;_, U; = range(Pasy) for s = 1,2,--- , |log(d/k)|, and Ug be the subspace such that
the orthogonal direct sum of all subspaces {U;}_, is R, where S = |log(d/k)| + 1. Here,
P; is the orthogonal projection matrix with rank ¢ promised by G; in Assumption
Let Qs be the orthogonal projection to the subspace Us, and observe that rank(Qs) < 2%k
and ||QsVF(x)|l2 < Ggs-1}, for all z and all s > 1. Rewriting the right hand side of (11.3)

with this decomposition yields

S T
Fi(@®) = fi(z") < (Qonj(f(t)) + ZQszj(w(t))> (@@ —2%).

s=1
On the one hand, if Gy decays quickly, ||E;[QsV f;]||2 can be small for large s. On the
other hand, we expect ||Qs(zY) — z*)||2 to be small for small s where Q, is an orthogonal
projection onto a small subspace. Thus, for each s, ij(x(t))TQs(x(t) — 2*) is small either
due to a small gradient (small Q,Vf; in expectation over the random index) or small
noise (small Q,(z!) — 2*)), since noise injected in DP-SGD is isotropic. More formally, in
Lemma , we show that for any projection matrix Q with rank r, [|Q(z® — z(9)||5 can

be upper bounded by a term that depends only on r (rather than d).
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11.8.4  Proof of Theorem
Before bounding the utility of DP-SGD, we first bound z® — 2(® in expectation.

Lemma 11.3.9. Suppose Assumption holds. Let @ be an orthogonal projection
matriz with rank r and suppose that ||QV f(x;s)|2 < Gg for all z € R? and s € S. If we
setn < i in DP-SGD, then for allt > 0, we have

4GY ;G
E[Q - 2|3 < —2 + T8 (1 4 10?)
Proof of Lemma . By the assumption, we know ||QVF(z)||2 < Gg and ||[VF(z)|2 <

Gy. Let 20 = 2 — 20 Note that

L) L (t+1) _ .(0)
0 n(ij(:c“)) +a(@® —2©) + Gy - C) ()

=(1- an)z(t) — n(ij(x(t)) + Gy - (),

where ¢ ~ N(0,021,) is the isotropic Gaussian noise drawn in (¢ + 1)th step. For simplicity,
we use V f;(z()) to denote the noisy subgradient V f;(z®) + Gy - ¢. Hence, we have

Q=115 = (1 = an)?|Q=1[I5 — 2n(1 — an)(Q=) TQV £; (=) + |QV £; (=) I5.
Taking expectation over the random sample f; and random Gaussian noise ¢, we have

EJ|Q V3 =(1 — an) E Q=3 — 20(1 — am) - B (@) T(QVF (=)
FPE QYA )3
<(1 - an) [ Q=) + 20Go - E[1Q=a] + P G3(1 +10%),

where we used the fact that ¢ has zero mean, ||V f;(z®)|j2 < Go, |QVF(z®)|s < Gg and

n < i Further simplifying and taking expectation over all iterations, we have

1
EJ|QzV)3 < (1 — am) E[|Qz V[ + 20(F EIQVI + ~GB) + n*G3(1 +ro?)
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2
< (1= FHENQVIB + ZLa% +n*Gi(1 +10?). (11.4)

Using that 2(%) = 0, we know E ||Qz(?)||3 = 0. Solving the recursion (Equation (11.4)) gives

2 2
)2 « 2 (212 22 2
E[Qz"]3 < an(aGQ‘H? Go(1+7r07))

for all £. This concludes the proof. O

Now, we are ready to bound the utility. The proof builds upon the standard mirror

descent proof.

Lemma 11.3.10. Let § € (0, %], and € € (0,10]. Under Assumption L let 29 pe

the initial iterate and z* € R? be such that |20 — z*||y < D. For all k € [d], setting

Tlog(1/6
T = 0(n? 4+ dlog’d), 0 = © (ni(/)>, n = ,/#202 and o = %\/Zle s225G3, 1,

we have

B GoD+/klog(1/3) 5
_ * < 2952
E[F(z) — F(z")] < - +D Sgls 25G5. 14

where S = |log(d/k)| + 1, T is the output of DP-SGD, and the expectation is under the
randomness of DP-SGD.

Moreover, if Gy, < Gok™¢ for each k for some ¢ > 1/2, and in addition n > 5_1\/m,
picking the best k € [d] for the bound above gives

2¢/(142c¢)
log(1/d
E[F(z; D) — F(z*;D)] < GoD - (Oi(z / )> .
Proof of Lemma . The above statement is true for £k = d by standard arguments in

past work [BST14, SSTT21]. Now fix a k € {1,...,d — 1}. Our key idea is to split the

whole space R? into different subspaces. We define the following set of subspaces:
o Uy = range(Fy).

e For s =1,2,...,|log(d/k)]|, let Us C range(Pss1) be a subspace with maximal dimen-
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sion such that U, LU, for all i =0,...,s — 1.

e For S = |log(d/k)| + 1, let Us C R? be the subspace such that @5:0 U; = R?, and
UglU,; foralli=0,...,5—1.

Recall P; is the orthogonal projection matrix with rank ¢ that gives rise to G; in Assump-
tion . In the above, we have assumed that the base of log is 2. Let @5 be the orthogonal
projection matrix that projects vectors onto the subspace Us. Note that rank(Q,) < 2%k
since U C range(Posi). Moreover, it’s clear that Us Lrange(Pyps-1y) for all s € {1,...,S}.
This is true by construction @f;& U; D range(Pys-1;,) and that Ug L @f;& U;. Thus,

1QsVE()ll2 = 1Qs (I = Poa-1) VF(2)[[2 < [[Qsllop (1 = Pos—1p) VE(2)[ly < Goamrye (11.5)

for all z € R? and all s € {1,...,S}.

Let j € [n] be the (uniformly random) index sampled in iteration ¢ of DP-SGD. By

convexity of the individual loss fj,
Fi@®) = fi(a) < Vi) (@ - a).

By construction, R is the orthogonal direct sum of the subspaces {Uj}JS:O, and thus any
vector v € R? can be rewritten as the sum Zf:o Q;v. We thus split the right hand side of

the above as follows

S T
fj(w(“)—fj(m*)é(Qovfj(x(t’)+ZQszj(x“)>> (a®) — %), (11.6)

s=1

We use different approaches to bound (QoV f; (™)) T (2 —2*) and (QsV f;(2®)) T () —

x*) when s > 1, and we discuss them separately in the following.

Bounding (QoV f;(z®))T(z® — 2*): Recall that

2D — 20 n(V £i(@®) + a@® — ) 1+ G- C)
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for some Gaussian ¢ ~ N(0,0%1;). Hence, we have

]
(V4 Qla® ~ %) = (L = 24) ~alel! - a0) Gy ¢) Qulal? ~ )

i}

= <?17Qo(x(t) ~ x“*”)) Qo(a'" — a*) — (a(:r“) —29) + Gy - c)T Qo(z" —
1

=5, (120 — )l ~ Qo) — ") + l|Qo(x® — 2+1)[3)
- (oz(x(t) — z(O) +G0'C)TQ0($(t) —*), (11.7)

where we used the fact that Q%v = Qov for any v € R? (since Qg is a projection matrix),

and the last equality follows from

2(Qo(z® — 2V TQ(zV) — 2%)

=[|Qo(z™ = 2)[3 = [ Qo(x"" — 2")|I3 + |Qo (" — 2+ D)|I3.

Taking expectation on ¢ over both sides of Equation ( ) and making use of the fact

that ¢ has mean 0, we have

BQ0Y £ ) (@~ a") = (E1Qu(a® — 2"} ~ EIQu(a® o)+ E [Qo(a® - o+ )]

Bl=

_ aICE (($(t) — 2O TQo(z®) — x*)) .
Recalling the definition of Qg and that (g has rank at most k, one has

ICEHQo(w(t) — )13 = nQIg 1Qo(V f;(2™) + a(z® — 2) + Gy - ) |13
= 7721? 1Qo(V f;(z®) + a(z® — 2} |3 + 1*G3ko?

< 2P°G(1 + ko®) + 200’ E 1Qo(a — 2 )3,

Moreover, one has

—a(z® — 2N TQu(2® — ) = — a(z® — 2N TQo(x® — 2) — a(2® — 2O TQy(2® — 2*)
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« « N
< = 210 — 2|+ $1Qo(® - ")l

Therefore, we have

IN

BQu /(e (@~ a") < 5 (E1Qo(a® )3 ~ B Qo) = o)} ) +nG3(1 + ko)

« *
+102E [Qo(a — 2 )| - FEQo(a® — )} + 5 EQo(a® - a3

IN

1
5 (ElQue® =) - ElQute™) ~a)3)  (118)

+77G3(1+k0’2)+§1§\\@o(93 — )3, (11.9)

where we used n < i at the end.

Bounding (Q,V f;(z®))T (2" — 2*) : We bound the objective above for each s sepa-

rately. By taking expectation over the random f;, we have

E‘E(stfj(ﬂﬁ(t))f(x(t) —2) = (QsVF ()T (z® — 2*)

< QsVF @)z - 1Qs(z® — 27)]l2
1
< 7HQSVF(x(t))”2+ *HQS( @ — 2|3
G o « « .
< 2k ?SHQs(fL‘(t) — )3+ f!\Qs(w(O) — )3,

Qs

(11.10)

where we chose a; = as™227% and used the bound (11.5) and Young’s inequality at the end.

Bounding Equation (11.6): Combining both the terms (11.9) and ( ) and taking

expectation over all randomness, we have

E[F(z")) — F(2")] < i(EllQo(ﬂc(t)—96‘*)!\5—1*3\@0( ) — 2|3 )+UG%(1+1<02)+%EIIQ0($<°)—x*)\@

S
. 1 *
+Z = kg ZaSEan =2+ 5 Y e E[Qu® — a3
s=1

1 * « *
;(EIIQo( — 2|3 —E Q=" — 2|3 )+77G(2>(1+k02)+§||x(°) - "3
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S S
Ly G Lo B0 - a0
s=1 %s 2 s=1

Recall a- 1 < 1/2. Under the other assumptions, by Lemma , one can show
4G2, 2nG2
E ||Qs($(t) _ 9”(0))H2 22 ko Ui 0(1 + 2%02)
o
4G? 2
< B 2000 1y o2
a2 QsS

Using > 20, s72 < 2, we have

EF(z") ~EF(a7) < (EIIQo( )= 2|5 — EllQo(=" — 2)[3) + ||~”v(0)—fﬂ*\|2

l\D‘}_A

S 2
G2,
+ G+ ko?) +3>  —Zk 4 9nGE(1 + ko)

«
s=1 $

1 *
;(EHQO( 2™ — )3 - E(|Qo(="V) — 2*)[I3) + ||$(0) — a3
+ 3nGg(1 + ko?) Z $°2°Ga iy

Summing up over t = 1,2,--- , T, by the assumption that [|z(*) — 2*|s < D and convexity

of the function, we have

2

E[F(z) — F(z")] < D— +3nGE(1 + ko?) +

T Ip2y 2 25225%5 15 (11.11)

2

Set the parameters T = c;(n® + dlog2d), o= *‘fum, n = ,/#102 and a =

%\/ Zle 3225G§s_1 . for some large constants ci1,cy. Note that this choice of parameters

\/ZS 1522SG23 1k
\/ T- G2 ko?

. \/G2 2d)log?(2d)  ne [ (2d)1og?(2d)

satisfies

T-G2 ko2 T\ k-log(1/6)
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d)log’2d)
coT -2’

IN

where we used the fact that Gy < Go, s < S <log(2d) , T > n? + dlog2 d, and c9 is large

enough.

Using the parameters we pick, we have

B[F () F(z)]  CPVE00) 28228 -

Moreover, assuming G < Gok™¢ for some ¢ > 1/2, we have /> 5223 Ggs e S Go/kC.

Hence,

E[F(z) - F(«")] < GoD/klog(1/0) . GoD
~ En ke

Since the above bound holds for all k£ € {1,...,d}, we may optimize it with respect to
k. Recall by assumption that n > e~!y/log(1/d). Letting

2

14+2¢
k=min{ d, | [ ———
Tog(1/0)

yields the bound

2¢/(142c¢)
log(1/6
E[F(z; D) — F(z*;D)] < GoD - <O§(/)> .
n
O
Combining the privacy guarantee in Lemma and Lemma directly results in

Theorem
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11.8.5 Proof of Theorem

We study the generalization error of DP-SGD and make use of its stability. The bound on
the excess population loss follows from combining bounds on the excess empirical loss and

the generalization error. Before stating the proof, we first recall two results in the literature.

Lemma 11.3.11 ([BE02, Lemma 7]). Given a learning algorithm A, a dataset D =
{s1,-++,sn} formed by n i.i.d. samples drawn from the underlying distribution P, and we
replace one random sample in D with a freshly sampled s' ~ P to obtain a new neighboring

dataset D'. One has

where A(D) is the output of A with input D.

Lemma 11.3.12 ([BFGT20, Theorem 3.3]). Suppose Assumption holds, running
DP-SGD with step size n on any two neighboring datasets D and D' for T steps yields the

following bound
I T
E[|7—7|l2] < 4Gon ( -+ VT,

where T and T are the outputs of DP-SGD with datasets D and D', respectively.

Proof of Theorem . Let T and 7’ be the outputs of DP-SGD when applied to the
datasets D and D', respectively. D’ is a neighbor of D with one example replaced by s’ ~ P

that is independently sampled. Combining Lemma and Lemma yields

E[F(z;P) — F(T;D)] = E[f(T;8') — f(T'; )]

IN

E[Gol[T — 2'||2]

4G (ti + x/T) .

IN

Similar to the DP-ERM case, by setting T' = c1(n? + dlog?d), o = AR A ”M)M, n =

ne

D2

Db _ 1 S 20512 ..
T-GE(T i ho?) and a = 3 \/25:1 §°25G3,_,,, for some large positive constants c; and cg,
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we conclude that 7 - a < 1/2. Hence, Equation ( ) shows that, for any fixed dataset D

and any x* such that Hx(o) — w*HQ < D, we have

2

_ D s
E[F(z; D) — F(z*;D)] < %—T+377G2(1+ka ) + D2+ 2522 G2y

We can rewrite the population loss as follows

ElF(@P) - F(*P) = E[F(z;P) - F(z; D) + E[F(z; D) — F(2"; D)]

IN

T D?
4G3n< +\F>+2 —+ 3G (1 + ko?) + D2+ 282256‘25 "

Substituting in the values for parameters T, o, 1, and « yields

GoD G D\/k‘l (1/6)
E[F(z; P) — F(z*;P)] < \Of 0 og(1/9) 25225029 1
for all k € [d].

Similarly, if we have Gy, < Gok~¢ for some ¢ > 1/2, and in addition n > ¢~ !log(1/4), it

immediately follows that

2¢/(142¢)

This completes the proof. O

11.4 Numerical Experiments

The aim of this section is twofold. In Section , we study a synthetic example that
matches our theoretical assumptions and show that DP-SGD attains dimension-independent
empirical and population loss when the sequence of restricted Lipschitz coefficients decays
rapidly—even when gradients span the entire ambient space. In Section , we study a
stylized example of privately fine-tuning large language models. Building on the previous

theory, we provide insights as to why dense fine-tuning can yield good performance.
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11.4.1 Synthetic Example: Estimating the Generalized Geometric Median

We privately estimate the geometric median which minimizes the average Mahalanobis
distance. Specifically, let z; € R? for i € [n] be feature vectors drawn i.i.d. from some
distribution P,, each of which is treated as an individual record. Denote the entire dataset

as D = {x;}]' ;. Subject to differential privacy, we perform the following optimization

n n
e = 155500 4§ ety -0l
where we adopt the shorthand f;(z) = f(z;2;) = ||v — 24|, When A = Iy and a = 0
(without the regularization term), the problem reduces to estimating the usual geometric
median (commonly known as center of mass).

For this example, individual gradients are bounded since ||V f;(z)|l2 = ||A(z — z;)/||z —
zillallz < M(AY?) = Go. More generally, the restricted Lipschitz coefficients of F(x) are

the eigenvalues of A'/2, since

< 1QrAY?||op = M1 (AY?) = Gy,

[l — il 4
2

"OAY2(p — ;
QLY F ()]l = H@Wzi - AP —ap)

1=

where Qr = I — Py is chosen to be the rank (d — k) orthogonal projection matrix that
projects onto the subspace spanned by the bottom (d — k) eigenvectors of A2,

To verify our theory, we study the optimization and generalization performance of
DP-SGD for minimizing ( ) under Mahalanobis distances induced by different A as
the problem dimension grows. The optimization performance is measured by the final
training error, and the generalization performance is measured by the population quantity
Ez~p, z[||ZT—2| 4], where T denotes the random output of DP-SGD. We study the dimension

scaling behavior for A being one of
Aconst = diag(1, ..., 1), At = diag(1,1/v2,...,1/Vd), Apnear = diag(1,1/2,...,1/d),

where diag : R? — R%*? maps vectors onto square matrices with inputs on the diagonal.

In all cases, the span of gradients span({VF(z)}) is the ambient space R?, since A is of
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Figure 11.1: The empirical and population losses grow with increasing problem dimension
when the sequence of restricted Lipschitz coefficients remain constant. On the other hand,
these losses remain almost constant when the sequence of restricted Lipschitz coefficients
decays rapidly. Error bars represent one standard deviation over five runs of DP-SGD with
the same hyperparameters which were tuned on separate validation data. For the same A,
the optimal training error min,cga F'(z) is the same for problem instances with different
dimensions (thus errors do not scale if learning was non-private). Each training run was
performed with ¢ = 2, § = 1079, and n = 10000.

full rank. To ensure the distance from the initial iterate (%) = 0 to the optimum is the
same for problem instances of different dimensions, we let feature vectors {z;}"_; take zero
values in any dimension k > dpi,, where dp, is the dimension of the smallest problem
in our experiments. Our theoretical bounds suggest that when the sequence of restricted
Lipschitz coefficients is constant (when A = Agonst ), the excess empirical loss grows with the
problem dimension, whereas when the sequence of kth-Lipschitz constants rapidly decays
with k£ (when A = Ayt or A = Ajinear), the excess empirical loss does not grow beyond a

certain problem dimension. Figure empirically captures this phenomenon.

11.4.2 Why Does Dense Fine-Tuning Work Well for Pretrained Language Models?

Stated informally, our bounds in Theorem imply that DP-SGD obtains dimension-
independent errors if gradients approximately reside in a subspace much smaller than the

ambient space. Inspired by these results for the convex case, we now turn to study dense
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language model fine-tuning [LTLH21] and provide a possible explanation for their recent
intriguing success — fine-tuning gigantic parameter vectors frequently results in moderate

performance drops compared to non-private learning.

In the following, we present evidence that gradients obtained through fine-tuning mostly
lie in a small subspace. We design subsequent experiments to work under a simplified setup.
Specifically, we fine-tune DistilRoBERTa [SDCW19, LOG'19] under ¢ = 8 and § = 1/n!1
for sentiment classification on the SST-2 dataset [SPWT13]. We reformulate the label
prediction problem as templated text prediction [LTLH21], and fine-tune only the query

and value matrices in attention layers.

We focus on fine-tuning these specific parameter matrices due to the success of LoRA
for non-private learning [HSW™21] which focuses on adapting the attention layers. Un-
like LoRA, we fine-tune all parameters in these matrices rather than focusing on low-rank
updates. This gives a setup that is lightweight enough to run spectral analyses computation-
ally tractably but retains enough parameters (= 7 million) such that a problem of similar
scale outside of fine-tuning results in substantial losses in utility.” For our setup, DP-SGD
obtains a dev set accuracy approximately of 90% and 92%, privately and non-privately, re-
spectively. These numbers are similar to previous results obtained with the same pretrained

model [YNB+21, LTLH21].

To provide evidence for the small subspace hypothesis, we sample gradients during fine-
tuning and study their principal components. Specifically, we “over-train” by privately fine-
tuning for » = 2 x 10% updates and collect all the non-privatized average clipped gradients
along the optimization trajectory. While fine-tuning for 200 and 2k updates have similar
final dev set performance under our hyperparameters, the increased number of steps allows
us to collect more gradients around the converged solution. This yields a gradient matrix
H € R™P_ where p ~ 7 x 105 is the size of the parameter vector. We perform PCA
for H with the orthogonal iteration algorithm [Dem97] and visualize the set of estimated

singular values o;(H) = A\;(H " H)'/? in terms of both (i) the density estimate, and (ii) their

2For instance, an off-the-shelf ResNet image classifier has 10 to 20+ million parameters. A plethora
of works report large performance drops when training these models from scratch [YZCL21, LWAFF21,
DBH*22].
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relation with the rank. Figure (a) shows the top 1000 singular values sorted and plotted
against their rank k and the least squares fit on log-transformed inputs and outputs. The
plot displays few large singular values which suggests that gradients are controlled through
only a few principal directions. The linear fit suggests that singular values decay rapidly
(at a rate of approximately k~0).

To study the effects that different principal components have on fine-tuning performance,
we further perform the following re-training experiment. Given the principal components,
we privately re-fine-tune with gradients projected onto the top k € {10, 20,100} components.
Note that this projection applies only to the (non-privatized) average clipped gradients and
the isotropic DP noise is still applied to all dimensions. Figure (b) shows that the
original performance can be attained by optimizing within a subspace of only dimension
k = 100, suggesting that most of the dimensions of the 7 million parameter vector encode
a limited learning signal.

While these empirical results present encouraging insights for the dimension-independent
performance of fine-tuning, we acknowledge that this is not a complete validation of the
restricted Lipschitz continuity condition and fast decay of coefficients (even locally near the
optimum). We leave a more thorough analysis with additional model classes and fine-tuning

tasks to future work.

11.5 Related Work

DP-ERM and DP-SCO are arguably the most well-studied areas of differential privacy [CMS11,
KST12, BST14,SCS13, WYX17, FTS17, BFTGT19, MRTZ17, ZZMW17, WLK*17, FKT20,
INST19, BFGT20, STT20, LL21, AFKT21, BGN21, GTU22, GLL22]. Tight dependence
on the number of model parameters and the number of samples is known for both DP-
ERM [BST14] and DP-SCO [BFTGT19]. In particular, for the error on general con-
vex losses, an explicit polynomial dependence on the number of optimization variables
is necessary. However, it is shown that if gradients lie in a fixed low-rank subspace M,
the dependence on dimension d can be replaced by rank(M) which can be significantly
smaller [JT14, STT20]. We extend this line of work to show that under a weaker assump-

tion (restricted Lipschitz continuity with decaying coefficients) one can obtain analogous
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Figure 11.2:  Gradients obtained through fine-tuning are controlled by a few principal
components. Left: Singular values decay rapidly with their rank. Right: Retraining with
gradients projected onto a subspace (but noise is not projected!) is sufficient to recover
original performance.

error guarantees that are independent of d, but do not require the gradients of the loss
to strictly lie in any fixed low-rank subspace M. As a consequence, our results provide a
plausible explanation for the empirical observation that dense fine-tuning can be effective
and that fine-tuning a larger model under DP can generally be more advantageous in terms
of utility than fine-tuning a smaller model [LTLH21, YNB*21]. A concurrent work shows
that the standard dimension dependence of DP-SGD can be replaced by a dependence on

the trace of the Hessian assuming the latter quantity is uniformly bounded [MMZ22].

A complementary line of work designed variants of DP-SGD that either explicitly or
implicitly control the subspace in which gradients are allowed to reside [AGM ™21, LVS*21,
AFKT21, KDRT21, YZCL21]. They demonstrated improved dependence of the error on
the dimension if the true gradients lie in a “near” low-rank subspace. Our results are
incomparable to this line of work because of two reasons: (i) Our algorithm is vanilla DP-
SGD and does not track the gradient subspace either explicitly or implicitly, and hence
does not change the optimization landscape. Our improved dependence on dimensions is an
artifact of the analysis. (i) Our analytical results do not need the existence of any public

data to obtain tighter dependence on dimensions. All prior works mentioned above need
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the existence of public data to demonstrate any improvement.

On the empirical front, past works have observed that for image classification tasks,
gradients of ConvNets converge to a small subspace spanned by the top directions of
the Hessian. In addition, this span remains stable for long periods of time during train-
ing [GARDI18]. While insightful, this line of work does not look at language model fine-
tuning. Another line of work measures for language model fine-tuning the intrinsic dimen-
ston—the minimum dimension such that optimizing in a randomly sampled subspace of
such dimension approximately recovers the original performance [LFLY18, AZG20]. We
note that a small intrinsic dimension likely suggests that gradients are approximately low
rank. Yet, this statement should not be interpreted as a strict implication, since the notion
of intrinsic dimension is at best vaguely defined (e.g., there’s no explicit failure probability
threshold over the randomly sampled subspace in the original statement), and the definition

involves not a fixed subspace but rather a randomly sampled one.

11.6 Conclusion

We made an attempt to reconcile two seemingly conflicting results: (i) in private convex
optimization, errors are predicted to scale proportionally with the dimension of the learning
problem; while (ii) in empirical works on large-scale private fine-tuning through DP-SGD,
privacy-utility trade-offs become better with increasing model size. We introduced the
notion of restricted Lipschitz continuity, with which we gave refined analyses of DP-SGD
for DP-ERM and DP-SCO. When the magnitudes of gradients projected onto diminishing
subspaces decay rapidly, our analysis showed that excess empirical and population losses
of DP-SGD are independent of the model dimension. Through preliminary experiments,
we gave empirical evidence that gradients of large pretrained language models obtained
through fine-tuning mostly lie in the subspace spanned by a few principal components. Our
theoretical and empirical results together give a possible explanation for recent successes in
large-scale differentially private fine-tuning.

Given our improved upper bounds on the excess empirical and population risks for
differentially private convex learning, it is instructive to ask if such bounds are tight in

the mini-max sense. We leave answering this inquiry to future work. In addition, while
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we have presented encouraging empirical evidence that fine-tuning gradients mostly lie in
a small subspace, more work is required to study the robustness of this phenomenon with
respect to the model class and fine-tuning problem. Overall, we hope that our work leads
to more research on understanding conditions under which DP learning does not degrade
with increasing problem size, and more generally, how theory can inform and explain the

practical successes of differentially private deep learning.
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Chapter 12

PRIVATE STOCHASTIC CONVEX OPTIMIZATION WITH HEAVY
TAILS: NEAR-OPTIMALITY FROM SIMPLE REDUCTIONS

12.1 Introduction

Differentially private stochastic convex optimization (DP-SCO), where an algorithm aims
to minimize a population loss given samples from a distribution, is a fundamental problem
in statistics and machine learning. In this problem, given n samples from a distribution P
over a sample space S, our goal is to privately find an approximate minimizer z € X C R?

for the population loss

where f(-;s) is a convex function for all s € S. The quality of an algorithm is measured by
the excess population loss of its output Z, that is Fp(Z) — mingoprex Fp(zOPT).

Extensive research efforts have been devoted to DP-SCO, resulting in important progress
over the past few years [BFTGT19, FKT20, AFKT21, BGN21, ALD21, KLL21]. In an
important milestone, [BFTGT19] developed optimal algorithms (in terms of the excess
population loss) for DP-SCO under a uniform Lipschitz assumption (i.e., where every f(-; s)
is assumed to have the same Lipschitz bound), and [FKT20] followed this result with efficient
and optimal algorithms that run in linear time for smooth functions. DP-SCO has also
been explored in other notable settings, including developing faster algorithms for non-
smooth settings [AFKT21, KLL21, CJJ*23], different geometries imposed on the solution
space [AFKT21, BGN21, GLL"23], and different notions of privacy [ALD21].

Most existing results in DP-SCO are based on the assumption that the function f(-;s)
is uniformly G-Lipschitz for all s € §. This assumption is convenient for private algorithm
design, because it allows us to straightforwardly bound the sensitivity of iterates of private
algorithms, i.e., how far a pair of iterates defined via algorithms induced by neighboring

datasets drift apart. Under the uniform Lipschitz assumption, the DP-SCO problem is
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relatively well-understood, as optimal and efficient algorithms exist (sometimes requiring
additional regularity assumptions) [BFTGT19, FKT20]." State-of-the-art SCO algorithms
satisfying (g, ¢)-differential privacy (Definition ) in the uniform Lipschitz setting result

in excess population loss

1 dlog(%)
D|—+—+—— 12.1
¢ Vn LA ’ (12.1)

where D is the diameter of X. However, the assumption of uniformly G-Lipschitz gradients
is strong, and may be violated in real-life applications where the distribution in question
has heavy tails (see e.g. discussion in [ACG'16]). As a simple motivating example, consider
mean estimation, where each f(+;s) = % |- — s||?, so the minimizer of Fp is the population
mean. The uniform Lipschitz requirement amounts to P having a bounded support over X,
whereas an algorithm that can handle heavy tails only posits the weaker assumption that
P has bounded k-th moments. However, as pointed out by [WXDX20], many real-world
datasets [MM97, BDFS07, ITW15], especially those from biomedicine and finance, are usu-
ally unbounded or even heavy-tailed. As a result, existing algorithms for DP-SCO may have
overly pessimistic performance bounds when G is large or even unbounded, necessitating
the search for new private algorithms handling heavy-tailed gradients.

Motivated by this weakness of existing DP-SCO analyses, several papers studied the
problem of DP-SCO with heavy-tailed gradients [WXDX20, ADF*21, KLZ22, LR23], for-
mally defined in Definition . Rather than assuming uniformly Lipschitz gradients,
this line of work builds on the more realistic assumption that the norm of the gradients has
bounded k"-moments. In particular, [ADF*+21] studied heavy-tailed private optimization
for the related empirical loss, while [WXDX20] initiated an analogous study for the popula-
tion loss. More recently, [KLZ22, LR23] also proposed algorithms to solve the heavy-tailed
DP-SCO problem based on clipped stochastic gradient methods.

Despite the significant progress made in addressing heavy-tailed DP-SCO, it remains no-
tably less understood compared to the uniformly Lipschitz setting. As a benchmark, under

a notion called p-concentrated differential privacy (CDP, see Definition ), which trans-

! One notable exception is the lack of linear-time algorithms in the non-smooth setting.
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lates to (g,9)-DP for p ~ &2 log_l(%), [LR23] established that the best excess population

loss achievable scales as

, (12.2)

7

VAN
NG

1
GoD - — + Gi.D - <
where G; is the j*® moment bound on the Lipschitz constant of sampled functions, see
Definition . Note that as k& — oo, the rate in (12.2) recovers the uniform Lipschitz

rate in (12.1).

Unfortunately, existing works on heavy-tailed DP-SCO assume stringent conditions on
problem parameters and are suboptimal in the general case. For example, [KLZ22] re-
quires the loss functions to be uniformly smooth with various parameter bounds in order
to guarantee optimal rates, while the recent work [LR23] obtains a suboptimal rate scaling
as” GaD - ﬁ + GiD - (nﬂ)l_%, which is worse than (12.2) by polynomial factors in the

7

dimension for any constant k.

12.1.1 Owur contributions

Motivated by the suboptimality of existing results for heavy-tailed DP-SCO, we develop the
first algorithm for this problem, which achieves the optimal rate (12.2) up to logarithmic
factors with no additional assumptions. Along the way, we give several simple reduction-
based tools for overcoming technical barriers encountered by prior works. To state our
results (deferring a formal problem statement to Definition ), we assume that for
some k > 2 and all j € [k], we have

E Vi s)|| <G

B, [max sl | < 6]
Our results hold in several settings and are based on different reductions which allow us to

apply strategies for DP-SCO from the uniform Lipschitz setting.

®The rate in [LR23] is stated slightly differently (see their Theorem 6), as they parameterize their error

bound via G2 despite assuming only k& bounded moments. However, under the assumption that Gay, is
finite (so the [LR23] result is usable), the optimal rate scales as in (12.2) where k is replaced with 2k,
leaving a polynomial gap.
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Near-optimal rates for heavy-tailed DP-SCO (Section ). We design an algo-
rithm for the k-heavy-tailed DP-SCO problem, which satisfies p-CDP” and attains near-

optimal excess loss

1 oo (1)) 1 F
GaD - bgTL(‘S)JerD.(\f:L\%(ﬁ)) : (12.3)

This matches the lower bounds recently proved by [KLZ22, LR23| for p-concentrated DP
algorithms up to logarithmic factors, stated in ( ). Standard conversions from CDP to

(€,6)-DP imply that our algorithm also obtains loss ~ GaD - \/% + GiD - (%)17*
under this parameterization. We note that our bound ( ) holds with high probability
> 1— 46, whereas the lower bound (12.2) is for an error which holds only in expectation (see
Theorem 13, [LR23]). Our lossiness in (12.3) is due to a natural sample-splitting strategy

used to boost our failure probability, and we conjecture that ( ) may be optimal in the

high-probability error bound regime.

As in [LR23], to establish our result we begin by deriving utility guarantees for a clipped
stochastic gradient descent subroutine on an empirical loss, where clipping ensures privacy
but induces bias, parameterized by a dataset-dependent quantity b2D defined in ( ). We
give a standard analysis of this subroutine in Proposition , a variant of which (with
slightly different parameterizations) also appeared as Lemma 27, [LR23]. However, the key
technical barrier encountered by the [LR23] analysis, when converting to population risk,
was bounding IEI)2D over the sampled dataset, which naively depends on the 2k*" moment
of gradients. This either incurs an overhead depending on Ga, or in the absence of such

a bound (which is not given under the problem statement), leads to the aforementioned

Vi
nyp

of natural strategies and barriers towards directly bounding EbD in Appendix

suboptimal rate in [LR23] losing a factor of (%)% ® in the utility. We give a further discussion

Where we depart from the strategy of [LR23] is in the use of a new population-level local-

ization framework we design (see Algorithm 37), inspired by similar localization techniques

3We state the privacy guarantee of most of our results, save our algorithm in Appendix which employs
the sparse vector technique of [DNR*09, DR14], in terms of CDP, for simpler comparison to the lower
bound ( ).
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in prior work [FKT20] (discussed in more detail in Section ). This strategy allows
us to use constant-success probability bounds on the quantity bp (which also bound b2D),
which are easy to achieve depending only on Gy rather than Go via Markov’s inequality.
This bypasses the need in [LR23] for bounding E2,. The motivation for population-level
localization is that we wish to aggregate empirical solutions to multiple datasets, some of
which have small bp, and others which do not. However, each dataset has a different em-
pirical minimizer, so it is unclear how to argue about convergence if we apply the empirical
localization. Instead, we aggregate solutions close to the population-level minimizer and
share them across datasets via a simple geometric aggregation technique, showing that it
suffices for a constant fraction of datasets to have this desirable property for us to carry out
our population-level localization argument. We formally state our main result achieving the
rate (12.3) as Theorem

Interestingly, as a straightforward corollary of our new localization framework, we achieve
a tight rate for high-probability stochastic convex optimization under a bounded-variance
gradient estimator parameterization, perhaps the most well-studied formulation of SCO.
To our knowledge, this result was only first achieved very recently by [CH24]." However,
we find it a promising proof-of-concept that our new framework directly yields the same
result. For completeness, we include a derivation in Appendix (see Theorem ) as

a demonstration of the utility of our framework.

Optimal rates with known Lipschitz constants (Section ).  We next consider
the known Lipschitz setting, where each sample function f(-; s) arrives with a value L which
is an overestimate of its Lipschitz constant, such that Efﬁ is bounded for all j € [k] (see
Assumption ). As motivation, consider the problem of learning a generalized linear
model (GLM), where f(-;s) = o((-, s)) for a known convex activation function o. Typically,

the Lipschitz constant for f(-;s) is simply the Lipschitz constant of ¢ times ||s||, which

4We mention that an alternative route to obtaining a near-optimal high-probability rate was given slightly

earlier in [SZ23], but lost a polylogarithmic factor in the failure probability. We also wish to acknowledge
that in an independent and concurrent work [JST24] involving the third author, the authors slightly
sharpened and generalized the result of [SZ23], which inspired us to consider this application of our
population-level localization framework.
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can be straightforwardly calculated. Thus, for GLMs, our known Lipschitz heavy-tailed
assumption amounts to moment bounds on the distribution P.

Our second result, Theorem , shows a natural strategy obtains optimal rates in
this known Lipschitz setting, eliminating logarithmic factors from Theorem . As
mentioned previously, this result holds for the important family of GLMs. Our algorithm
is based on a straightforward reduction to the uniformly Lipschitz setting: after simply
iterating over the input samples, and replacing samples whose Lipschitz constant exceeds a
given threshold with a new dummy sample, we show existing Lipschitz DP-SCO algorithms
then obtain the optimal heavy-tailed excess population loss ( ). Despite the simplicity

of this result, to the best of our knowledge, it was not previously known.

Efficient algorithms for smooth functions (Appendices and ). Finally,
we propose algorithms with improved query efficiency for general smooth functions or
smooth GLMs, with moderate smoothness bounds. Our strategy is to analyze the sta-
bility of clipped-DP-SGD in the smooth heavy-tailed setting, and use localization-based
reductions to transform a stable algorithm into a private one [FKT20]. This results in
linear-time algorithms for the smooth case with near-optimal rates. In order to prove the
privacy of our smooth, heavy-tailed algorithm, we analyze a careful interplay of our clipped
stochastic gradient method with the sparse vector technique (SVT) [DNR109, DR14]. At a
high level, our use of SVT comes from the fact that under clipping, smooth gradient steps
no longer enjoy the type of contraction guarantees applicable in the uniform Lipschitz set-
ting (see Fact ), so we must take care to not clip too often. The SVT is then used to
ensure privacy of our count of how many clipping operations were used. In Appendix ,
we provide a simple counterexample showing that the noncontractiveness of contractive
steps after applying clipping is inherent. Our general smooth heavy-tailed DP-SCO result
is stated as Theorem

We believe the use of SVT within an optimization algorithm to ensure privacy may
be of independent interest, as it is one of few such instances that have appeared in the
private optimization literature to our knowledge; it is inspired by a simpler application of

this technique carried out in [AL24].
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On the other hand, we make the simple observation that for GLMs, clipping cannot
make a contractive gradient step noncontractive, by taking advantage of the fact that the
derivative of f(x;s) = o((z, s)) is a multiple of s for any z € X’ (see Lemma ). We use
this observation to give a straightforward adaptation of the smooth algorithm in [FKT20]
to the heavy-tailed setting, proving Theorem , which attains both a linear gradient

query complexity and the optimal rate ( ).

12.1.2 Prior work

The best-known rates for heavy-tailed DP-SCO were recently achieved by [KLZ22, LR23].
As discussed previously, their results do not provide the same optimality guarantees as
our Theorem . The rate achieved by [LR23] is polynomially worse than the optimal
loss (12.2) for any constant k. On the other hand, the work of [KLZ22] uses a different
assumption on the gradients than Assumption , which is arguably more nonstandard:
in particular, they require that the k''-order central moments of each coordinate V, f(z; s)
is bounded. Moreover, their algorithms require each sample function f(-; s) to be S-smooth,
and the final rates have a strong dependence on the condition number x = g where A is the
strong convexity parameter (see Appendix C in [LR23] for additional discussion).

Our result in the heavy-tailed setting assuming S-smoothness of sample functions, Theo-

rem , is most directly related to Theorem 15 of [LR23]. These two results respectively

(Gy s [n (G (BT

omitting logarithmic factors in our bound for simplicity, to obtain near-optimal rates. These

require

regimes are different and not generally comparable. However, we find it potentially useful
that our upper bound on [ grows as more samples are taken, whereas the [LR23] bound
degrades with larger n. It is worth mentioning that [LR23]’s Theorem 15 shaves roughly
one logarithmic factor in the error bound from our Theorem . On the other hand,
Theorem actually requires a looser condition than mentioned above (see ( ),
which can improve its guarantees in a wider range of parameters.

Finally, we briefly contextualize our population-level localization framework in regard
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to previous localization schemes proposed by [FKT20]. The two localization schemes in
[FKT20] (see Sections 4.1 and 5.1 of that work) both follow the same strategy of gradu-
ally improving distance bounds to a minimizer in phases. However, their implementation
is qualitatively different than our Algorithm 37, preventing their direct application in our
algorithm. For instance, Section 4.1 of [FKT20] does not use strong convexity and, there-
fore cannot take advantage of generalization bounds afforded to strongly convex losses (see
discussion in [SSSSS09]). On the other hand, the scheme in Section 5.1 of [FKT20] serves
a different purpose than Algorithm 37, aiming to solve strongly convex optimization by
reducing it to non-strongly convex optimization; our Algorithm 37, on the other hand,
directly targets non-strongly convex optimization as its goal. We view our approach as
complementary to these prior frameworks and are optimistic it will find further utility in

applications.

12.2 Preliminaries

General notation. We use [d] to denote the set {i € N |7 < d}. We use sign(x) € {+1}
to denote the sign for x € R, with sign(0) = 1. We use N (p, X) to denote the multivariate
normal distribution of specified mean and covariance. We denote the all-ones and all-zeroes
vectors of dimension d by 14 and ¥;. We use ||-|| to denote the Euclidean (¢3) norm. We
use I to denote the identity matrix on R%. We use B(C) to denote the £ ball of radius C,
and for z € R B(z,C) is used to denote {2’ € R? | ||’ — z|| < C}. For a set X C R%, we
let diam(X) := sup, ey [|# — 2'[|, and we let TLx(x) denote the Euclidean projection of x
to X, i.e. argming ¢y ||z’ — z||, which exists and is unique when X is compact. We use fx

to denote the restriction of a function f to X, i.e.

) rzEX
fa(z) = flo) e : (12.4)
00 rg X

For z € R? we use IIg(z) as shorthand for Hpc)(z), ie. Ho(X) denotes the clipped
vector x - min(ﬁ, 1). We say two datasets D, D’ are neighboring if they differ in one

entry, and |D| = |D'|. We say z € X is an e-approximate minimizer to f : X — R if
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f(x) —inf«cx f(a*) < e. For two densities p, v on the same probability space, and « > 1,

we define the a-Rényi divergence

Daul) = 10 ([ (42) avter).

For an event £ on a probability space clear from context, we let Z¢ denote the 0-1 indicator

of &. We say f : X — R is L-Lipschitz if |f(z) — f(2')| < Lz — /|| for all z,2’ € X; if f

is differentiable and convex, an equivalent characterization is |V f(z)|| < L for all z € X.
We say f: X — R is p-strongly convex if f(Az/ + (1 — N)z) < Af(2') + (1 — ) f(x) —
M |z — 2/||? for all 2,2/ € X. We say differentiable f : X — R is S-smooth if for all

z, ' € X, ||V f(x) = V(@) < Blle—2/].

Differential privacy. We begin with a definition of standard differential privacy.

Definition 12.2.1 (Differential privacy). Let ¢ > 0, 6 € [0,1]. We say a mechanism
(randomized algorithm) M : 8™ —  satisfies (g,0)-differential privacy (alternatively,
M is (g,6)-DP) if for any neighboring D, D’ € 8", and any S C Q, Pr[M(D) € S] <
exp(e) Pr(M(D') € S] +9.

More generally, for random variables X,Y € Q satisfying Pr[X € S] < exp(e) Pr[Y €
S]+ 9 for all S C 2, we say that X,Y are (e, d)-indistinguishable.

Throughout the paper, other notions of differential privacy will frequently be useful for
our accounting of privacy loss in our algorithms. For example, we define the following

variants of DP.

Definition 12.2.2 (Rényi DP). Let a > 1, ¢ > 0. We say a mechanism M : 8" — () satis-
fies (v, £)-Rényi differential privacy (RDP) if for any neighboring D, D’ € 8", Do (M (D)||M(D’)) <

E.

Definition 12.2.3 (CDP). Let p > 0. We say a mechanism M : §" — ) satisfies p-
concentrated differential privacy (alternatively, M satisfies p-CDP) if for any neighboring
D, D' € 8", and any a > 1, Do(M(D)||M(D)) < ap.
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For an extended discussion of RDP and CDP and their properties, we refer the reader

to [BS16, Mirl7, BDRS18]. We summarize the main facts about these notions we use here.

Lemma 12.2.4 ([Mirl7]). RDP has the following properties.

1. (Composition): Let My : 8™ — Q satisfy («a,e1)-RDP and Ma : 8" x Q —
satisfy (o, €2)-RDP for any input in Q. Then the composition of My and M, i.e. the
randomized algorithm which takes D to Ma(D, M1(D)), satisfies (o, e1 + €2)-RDP.

2. (RDP to DP): If M satisfies (a,€)-RDP, it satisfies (¢ + ﬁlog%,é)—DP for all
de(0,1).

3. (Gaussian mechanism): Let f : S — R? be an L-sensitive randomized function for
L >0, i.e. for any neighboring D, D', we have || f(D) — f(D')|| < L. Then for any
o > 0, the mechanism which outputs f(D)+ ¢ for & ~ N (¥4, 0%1y) satisfies %-CDP.

Private SCO. Throughout the paper, we study the problem of private stochastic convex
optimization (SCO) with heavy-tailed gradients. We first define the assumptions used in

our algorithms.

Assumption 12.2.5 (k-heavy-tailed distributions). Let X C R? be a compact, convex
set. Let P be a distribution over a sample space S, such that each s € S induces a
continuously-differentiable, convex, Lg-Lipschitz loss function f(:;s) : X — R,” where
Ly := maxgex [|Vf(z;8)| is unknown. For k € N satisfying k > 2, we say P satisfies
the k-heavy tailed assumption if, for a sequence of monotonically nondecreasing {G} je(x);

we have ]Eswp[L?;] < G; < oo for all j € [K].

In Appendix , we consider a variant of Assumption where we have explicit

access to upper bounds on the Lipschitz constants Lg, formalized in Assumption

5The assumed moment bounds shows that f (5 8) has a finite Lipschitz constant, except for a probability-

zero set of s. Moreover, convex functions are differentiable almost everywhere. Therefore, if f(-;s) is
Lipschitz, perturbing its first argument by an infinitesimal Gaussian makes it differentiable there with
probability 1, and negligibly affects the function value. We thus assume for simplicity that f(-;s) is
differentiable everywhere.

5This assumption is without loss of generality by Jensen’s inequality.
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Our goal is to approximately optimize a population loss over sample functions satisfying

Assumptions or , formalized in the following.

Definition 12.2.6 (k-heavy-tailed private SCO). In the k-heavy-tailed private SCO prob-
lem, X C R? is a compact, convex set with diam(X) = D. Further, P is a distribu-
tion over a sample space S satisfying Assumption . Our goal is to design an al-
gorithm which provides an approximate minimizer in expectation to the population loss,
Fp(x) := Esup [f(z; 8)], subject to satisfying differential privacy. We say such an algorithm
queries N sample gradients if it queries V f(x; s) for N different pairs (z,s) € X x S. If P
further satisfies Assumption , we call the corresponding problem the known Lipschitz

k-heavy-tailed private SCO problem.

We first observe the following consequence of Assumption , deferring a proof to
Appendix
Lemma 12.2.7. Let P be a distribution over S satisfying Assumption . Then Fp is

G1-Lipschitz.

We require the following claim which bounds the bias of clipped heavy-tailed distribu-

tions.

Fact 12.2.8 ([BD14], Lemma 3). Let k > 1 and X € R? be a random vector with E[|| X||F] <

G*. Then,
Gk

E[Tlc(X) — X < E[HXHIHXHZC] < m

We also use the following standard claim on geometric aggregation.

Fact 12.2.9 ([KLL"23], Claim 1). Let S := {@;i}icpy C R? have the property that for
(unknown) z € RY, |[{i € [k] | ||z — 2| < R}| > 0.51k for some R > 0. There is an

algorithm Aggregate which runs in time O(dk?) and outputs x € S such that ||z — z|| < 3R.

Finally, given a dataset D € &* of arbitrary size, and A > 0, we use the following short-
hand to denote the regularized empirical risk minimization (ERM) objective corresponding

to the dataset:

1 A
Fpa(z) = D Z;)f(x; s)+5 [l (12.5)
sc
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When A\ = 0, we simply denote the function above by Fp(z) := \%I Y osep f(x38).

12.3 Heavy-Tailed Private SCO

In this section, we obtain near-optimal algorithms for the problem in Definition us-
ing a new population-level localization framework, combined with geometric aggregation for
boosting weak subproblem solvers to succeed with high probability (Fact ). Our algo-
rithm’s main ingredient, in Section , is a clipped DP-SGD subroutine for privately
minimizing a regularized ERM subproblem, under a condition on a randomly sampled
dataset holding with constant probability. Next, in Section we show that our al-
gorithm from Section returns points near the minimizer of a regularized loss function
over the population, using generalization arguments. Finally, we develop our population-
level localization scheme in Section , and combine it with our subproblem solver to
give our overall method for heavy-tailed private SCO. Several proofs and a generalization

to strongly convex functions (Corollary ) are deferred to Appendix

12.8.1 Strongly convex DP-ERM solver

We give a parameterized subroutine for minimizing a DP-ERM objective Fp »(x) associated
with a dataset D and a regularization parameter A > 0 (recalling the definition (12.5)).
In this section only, for notational convenience we identify elements of D with [n] where

n = |D|, so we will also write
1 A
Fp ()=~ filz) + 5 llll*,
i€[n]

i.e. we let f;(+) := f(-;s) where s € D is the element identified with i € [n]. Our subroutine
is a clipped DP-SGD algorithm (Algorithm 36), which only clips the heavy-tailed portion
of VFp ) (i.e. the sample gradients), and leaves both the regularization and additive noise
unchanged. The utility of Algorithm 36 is parameterized by the following function of the

dataset:
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In other words, bp denotes the maximum bias incurred by the clipped gradient of Fp when
compared to the true gradient, over points in &A’; note the maximum is achieved as X is
compact.

We are now ready to state our algorithm, Clipped-DP-SGD, as Algorithm

Algorithm 36: Clipped-DP-SGD(D, C, A, {nt}tem,aQ,T, r,X)

1 Input: Dataset D € 8™, clip threshold C € R, regularization A € R>¢, step sizes
{nt}eerr) € R>o, noise 02 € R>o, iteration count T’ € N, radius 7 € R>(, domain
X C B(r) with X 3 ¥4
To < J’éd
for 0 <t < T do
Gt 7 Viepn Lo (Vi(zy)
6 | w1 argmingey {ne (G + & @) + I 2)* + § o — 2%}
7 end

[SLT LI

ZO§t<T(t+4)xi

8 Return: 7 «
2o<t<r(t+4)

We provide the following guarantee on Clipped-DP-SGD, by modifying an analysis of
[LSB12].

Proposition 12.3.1. Let p > 0, and T be the output of Clipped-DP-SGD with n; < ﬁ

, and T > max(n, %). Clipped-DP-SGD satisfies p-CDP, and

forall0 <t <T, 0%« 20225

n

20%d b2 Ar?
E[Fpa(Z) — Fp(zOPT)] < 3)\;;) + )1\) + 7; , where x* := ar§§in Fp \(z).

For ease of use of Proposition , we now provide a simple bound on bp which holds
with constant probability from a dataset drawn from a distribution satisfying Assump-

tion

Lemma 12.3.2. Let D ~ P", where P is a distribution over S satisfying Assumption

With probability at least %, denoting bp as in ( ), we have

5GE
<"k
= oo
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We therefore have the following corollary of Proposition and Lemma

Corollary 12.3.3. Let D ~ P™, where P is a distribution over S satisfying Assump-
tion . and let T, \ 1= argmin,c y Fp \(z), following (12.5). If we run Clipped-DP-SGD

with parameters in Proposition and C + Gy, - (2?)32”)%, Clipped-DP-SGD is p-CDP,
and there is a universal constant Ceyy such that with probability > % over the randomness

of D and Clipped-DP-SGD, Z, the output of Clipped-DP-SGD, satisfies

1—1
. G [ Vd oo
Hx - x*D,)\H < Cerm Tk (Wﬁ) + %

2

Clipped-DP-SGD queries at most max(n=, %) sample gradients (using samples in D).

Proof. Condition on the conclusion of Lemma , which holds with probability %. There-
fore, Markov’s inequality shows that with probability at least 2, after a union bound with

Proposition ,

Al ~
ol 2pall” < Foa@) - Fpa(eh,)

16002d  125G2%  7Ta? 32062 [ d \'TF 7a?
+ - < — +
anZp | ACED T Ty A

)

n2p n

where we used strong convexity in the first inequality, and plugged in our choice of C' in the
last. The conclusion follows by rearranging the above display, and using va2 +b%2 < a+b
for a,b € Rzo. ]

12.8.2  Localizing regularized population loss minimizers

Here, we use generalization arguments from the SCO literature to show how that our algo-
rithm Clipped-DP-SGD from Section acts as an oracle which, with constant probabil-
ity, returns a point near the minimizer of a regularized population loss. We begin with a

standard helper statement.

Lemma 12.3.4. Let A > 0, let P be a distribution over S satisfying Assumption , let
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7 € X where X C R? is compact and convex, and let

A
mf\i = argmin {Fp(ﬂ:) + 5 |z — £E||2} , where Fp(x) := EP [f(x;9)]. (12.6)
reX S~

Then ||z — 23 4[| < %

Next, we apply a result on generalization due to [LR23] to bound the expected distance
between a restricted empirical regularized minimizer and the minimizer of the population

variant in (12.6).

Lemma 12.3.5. Let A > 0, let D ~ P"™ where P is a distribution over S satisfying As-

sumption , and let T € X where X C R? is compact and convex. Following notation

(12.4), (12.5), let

. A _ 2G
Y -= arginm {[FD]B(x,T) () + 5 |z — 35’\2} , Jorr = Tl
TEX

and let x ;. be defined as in ( ). Then with probability > 0.95 over the randomness of

D~ Pn,
90G>
|l < 222,
Hy x/\,UUHQ = )\\/ﬁ
Corollary 12.3.6. Let D ~ P™, where P is a distribution over S satisfying Assump-
tion ., and let T € X where X C R? is compact and convez. Let X\ > 0 and define Ty =
as in (12.6). There is a p-CDP algorithm A which queries max(n?, "TSP) sample gradients

(using samples in D). With probability 0.55 over the randomness of A and D, A returns &

satisfying, for a universal constant Creg-pop,

b *
Hx - x/\iH < Cheg-pop

a (vi\, G
A\ nyp AV/n

Proof. Condition on the conclusion of Lemma holding for our dataset, which loses
0.05 in the failure probability. Next, consider the guarantee of Corollary , when

applied to the truncated and shifted functions, f (73 8) < fo@r) (T —T;s), where  is set as

in Lemma . It shows that with probability 2, [|Z+Z — y|| = O(%(n—\/ap)l_% + \/\/XF:) ,
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for the point Z returned by the algorithm, and y the exact minimizer of the empirical loss
restricted to B(Z,r). Therefore, the conclusion follows by overloading = < = + Z, applying
the triangle inequality with the conclusions of Corollary and , and taking a

union bound over their failure probabilities. O

12.8.8 Population-level localization

In this section, we provide a generic population-level localization scheme for stochastic
convex optimization, which may be of broader interest. Our localization scheme is largely
patterned off of the analogous localization methods developed by [FKT20], but directly
argues about contraction to population-level regularized minimizers (as opposed to empirical
minimizers), which makes it compatible with our framework in Section and ,

specificially the guarantees of Corollary

Algorithm 37: Population-Localize(zg, P, A, I)

1 Input: Initial point xy € X, distribution P over samples in S, for X', S inducing a

k-heavy-tailed DP-SCO problem as in Definition , with a population loss
Fp = Est[f('SS)L A>0,IeN
2 for i € [I] do
3 | N+ A-32
x; < any point satisfying
A4l Ai
|z — aF|| < , where z7 := argmin {Fp(l’) + 2z - xi_1H2} (12.7)
)\i TEX 2
5 end

6 Return: x;

We briefly discuss the role of the hyperparameters A, A in Algorithm 37 for clarity. The
parameter A scales with the error guarantee of our regularized ERM solver; in particular,
it will be determined by the bound in Corollary . The parameter A\ specifies an
initial regularization amount that will later be tuned to trade off the terms in the following

Proposition
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Proposition 12.3.7. Following notation of Algorithm 57, let x* := argmin,cy Fp(z).

Then,

GiA A% )\D?
*

(1) — Fp <=y = 27
Fplen) = Fp(e') < SGr + 3 + 5

In particular, choosing A to optimize this bound, we have

. G1A
Fp(z;) — Fp(z*) < 2D,/$ + DA.

Proof. We denote zjj := 2* throughout the proof. First, we expand

Fp(xr) — Fp(xg) = Fp(xr) — Fp(x]) + Fp(z]) — Fp(xp)

= Fp(wr) — Fp(z]) + Y Pp(x}) — Fp(aly).
i€[I]

Moreover, for each i € [I], since z7 minimizes Fp(z) + % |z — azi_1|]2,

i i 2
Fp(x7) < Pp(a}) + 52 lof — zia||? < Pp(afy) + j [ Y |

Combining the above two displays, and using that Fp is G1-Lipschitz (Lemma ), we

have

Ai 2
Fp(xr) = Fp(a*) < G |lzr — 3] + ) 5 iy — i
1€[1]
21t 2 2 2
< G1A . Z A-16 AD < GiA A AD

ST o 2 S8l Tm T
i€[I-1]
where we used the diameter bound assumption diam(X’) = D, as in Definition .o O
In particular, note that Corollary shows that by using n samples from P and a

CDP budget of p, with constant probability, we can satisfy the requirement ( ) with
A4t = O(Gk(n—\\//%)k% + %) By plugging this guarantee into the aggregation subroutine

in Fact , we have our SCO algorithm.

Theorem 12.3.8. Consider an instance of k-heavy-tailed private SCO, following nota-
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Algorithm 38: Aggregate-ERM(T, A, J, p, {s¢}refn): R)

1 Input: Regularization center 7 € X, regularization A € R>q, sample split
parameter J € N, privacy parameter p € R>o, samples {s/}sc[ns C S, distance
bound R € Rzo

2 for j € [J] do

3 DI {SZ}(j—l)n<€§jn for all 5 € [J]

4 27 < result of Corollary using D7, on loss defined by Z, A with privacy

parameter p, i.e., 27 is a point satisfying, with probability 0.55, for a universal

constant Chreg-pop,

1—1
A Gr [ Vd BN e
l#7 — 232l < Cregopon | 5 () +

n+/p AV/n

5 end
6 T < Aggregate({xj}je[J], R) (see Fact )
7 Return: z

tion in Definition , let x* := argmin,cy Fp(z), and let p > 0, § € (0,1). Algo-
rithm 57 using Algorithm 38 in Line 5 is a p-CDP algorithm which draws D ~ P™, queries
Cisco max(n?, %p) sample gradients (using samples in D) for a universal constant Cseo, and

outputs x € X satisfying, with probability > 1 — 4,

Vdlog (1) i log (3)
F — Fp(2*) < Cseo D. | ——=29/ D- 5
p(x) = Fp(a") < Coco | G ( /5 + G -

12.4 Conclusion

In this work, we consider the DP-SCO with heavy-tailed gradients. When the k-th moments
of gradients are bounded, we propose the population-level localization framework and attain
f;(jﬁ( ))1_% with probability at least 1 — ¢

and satisfy p-CDP. We can achieve a tight rate for high-probability SCO under a bounded-

near-optimal excess loss G2 D - log( ) +GrD - (

variance gradient estimator parameterization by applying the population-level localization
framework. Moreover, we improve this basic result under additional assumptions, including

an optimal algorithm under a known-Lipschitz constant assumption, a near-linear time
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algorithm for smooth functions, and an optimal linear time algorithm for smooth generalized
linear models, with interesting techniques adapted to each setting.

It leaves many intriguing open problems in this direction. For example, can we design
near-linear time algorithms for non-smooth functions? Can the population-level localization
framework be applied to solve other problems? Can we establish a high-probability lower
bound or eliminate the additional logarithmic term if we are only concerned with the excess
bound in expectation? Can we evaluate the algorithm’s performance through numerical

simulations or real-world datasets? We leave these questions for future research.
12.5 Deferred proofs from the main body

12.5.1 Deferred proofs from Section

Lemma 12.2.7. Let P be a distribution over S satisfying Assumption . Then Fp is
G1-Lipschitz.

Proof. This follows from the derivation

max
reX

E [Vf(x; < E [V f(x; < E V f(x; < Gi.
B,V a0 < o B IV a0 < B ma [V as0)]| < G

12.5.2  Deferred proofs from Section

Proposition 12.3.1. Let p > 0, and T be the output of Clipped-DP-SGD with 1 < ﬁ

forall0 <t <T, o« 25225’7 and T > max(n, %). Clipped-DP-SGD satisfies p-CDP, and

32024 b3 TAr?
S+ Dy

E[F’D’)\(l'\) — F’D,A(%OPT)] S

, where ™ := argmin Fp ().
2o Tt emin Fp (o)

. . . . . 20
Proof. For the privacy claim, note that each call to Line € is a postprocessing of a =--

sensitive statistic of the dataset D, since neighboring databases can only change % Zie[n] Me(Vfi(ay))
by % in the /5 norm, via the triangle inequality. Therefore, applying the first and third

parts of Lemma shows that after T iterations, the CDP of the mechanism is at most

2
T'2C §P

n2o?
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We next prove the utility claim. For each 0 <t < T, denote
1
Ay :=E[Fp(zt) — Fpa(zOPT)], &, :=E 3 |ze — xOPT|*| , g := VPp(xy),

where all expectations are only over randomness used by the algorithm, and not the ran-
domness in sampling D. First-order optimality applied to the definition of x4 implies, for

all0 <t < T,

. 1 A
Gt &m0 =2+ O,z = a%) < g (=20 = lms = o*17) + 5 5+ &0

Adding (g; — gt — &, v+ — x*) to both sides and rearranging shows

A A
Fp(x:) + 5 |zl = Ppa(a*) + 5 |zt — =)
<A{gt,zt — *) + (A4 41, Tep1 — )

1 fond o~
<gp (e =21 = lwees = 1) + 5 16+ &l + (o0 = G = 0 — %)

1
<gp (et =1 = llrvsr = 2*2) O 4 m &l + b oo = %)) = (g0 = 7).
t

In the first line, we used strong convexity of the function % |||%, and in the last line, we used

la+b]* < 2||a||*+2||b]|* and the definitions of C' and bp. Next, adding 3 ([|z¢[|* — [|z+1]%)

to both sides above and taking expectations over the first ¢ iterations yields

1 b2 A A
At =+ )\q)t—f—l S E (q)t — q)t—i—l) + 7]t(C2 + O'Zd) + T,D + §(I)t + 5 (E thHz —E ‘|xt+1|’2) N

2
where we used the Fenchel-Young inequality to bound bp ||z — 2*| < bTD + % |2 — ||

Now, plugging in our step size schedule ny = X multiplying by ¢ + 4, and rearranging

_ 4
i+1)°
shows

At+3)(t+4 At+5)(t+4
(t+ 0, < 2F i( t4)p, AEHINEFY 4
4(t+4) (3C?*Td\  (t+4)b2  At+4) ) )
* A(t+1) ( n?p > S <E”xt|| E [zt ) ;
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where we plugged in the choice of ¢? and T > #, so C? < #. Summing the above for

0 <t < T, using that all iterates and z* lie in B(r), and dividing by Z := > o, _p(t +4) >

7; , shows
1 3\ 16C2T%d b4 A 2
- < D4
D (A <= e Tt > E |l
0<t<T te[T]
- 612 N 320%d b} Ar? - 32C%d  bh | Tar?
- 77 AnZp A T — Mn?p A T
The conclusion follows from convexity of Fp ), the definition of z, and 7" > n. O

Lemma 12.3.2. Let D ~ P", where P is a distribution over S satisfying Assumption
With probability at least %, denoting bp as in ( ), we have

5GE
<"k
= oo

Proof. For every s € S let 2*(s) := argmax,cy |V f(z;s) — IIc(V f(x;s))||5. Then, we have

E ol = B fmax| DSV - - 3 (Vi)
i€[n] i€[n]
<23 B, [mex VAW - Te(TA@)|
ze[n]

E IV /(2 (s); 9)II"]

= E IV (s);s) =To(Vf(2"(s); )] <

(k —1)Ck-1
<Gk
— (k—-1)Ck1"
The last line used independence of samples, used Fact on the random vector V f(z*(s); s),
and applied Assumption with the definition of 2*(s). The conclusion uses Markov’s
inequality. O

Lemma 12.3.4. Let A > 0, let P be a distribution over S satisfying Assumption , let
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7 € X where X C R% is compact and convex, and let

x} 5 = argmin {Fp(m) + g |z — a:||2} , where Fp(x) := EP [f(z;5)]. (12.6)

) S~

Then ||z — 23 4| < %

Proof. Let r:= ||z — 2*||. By strong convexity and the definition of 23

)\7,2 — * A * =2 — *

=3 < Fp(z) — Fp(x )—§Hx —Z||” < Fp(z) — Fp(a™) < Gyr.
Here, we used that Fp is Gp-Lipschitz (Lemma ), and rearranging yields the conclu-
sion. O

Lemma 12.3.5. Let A > 0, let D ~ P" where P is a distribution over S satisfying As-

sumption ,and let T € X where X C R is compact and convex. Following notation

(12.4), (12.9), let

. A _ 2G
Y= argmln{[FD]IB(a:,r) (z) + 3 |z — $||2} , Jormri= Tl
TEX

and let x:{f be defined as in ( ). Then with probability > 0.95 over the randomness of
D~ P,
90G,
*

| < =2

o= sl < 05
Proof. For each f(z;s), define a restricted variant f(x, s) == fe@s(z;s), and let Fp =
Esos f(,s) Similarly, define Fp to be the restricted variant of the empirical loss Fp.

Because va is pointwise larger than Fp and 23 ; € B(z,r) by Lemma , it is clear that

~ A
x) 5 = argmin {Fp(ﬂ:) + — |z — x||2} )
' reX 2

and y is the minimizer of the empirical (restricted) variant of the above display. Moreover,
each of the regularized functions f(z;s) + 2z —7||* has a Lipschitz constant at most
Ar = 2@ larger than its unregularized counterpart in X NB(Z, ), so these functions satisfy

the moment bound in Assumption for j = 2 with a bound of 2G3 + 8G2. Now,
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applying Proposition 29, [LR23] yields

~ A ~ A
B | (Pt + 5 =) - (Fotain) + 5 3~ )]

~ A ~ A
= & [(Fo0) + 5 =717 - (Fowho) +  Ieis )|

+ E :(ﬁp(y) + % ly —x\Q) — <ﬁp(y) + % lly _Q;HQ>]

4G2 4+ 16G?  4G2%+16G? _ 20G3
An n - An

<0

The first equality used that :cjj is independent of sampling D, and the second used T is
the empirical risk minimizer. The conclusion follows from Markov’s inequality and strong

convexity. ]

Theorem 12.3.8. Consider an instance of k-heavy-tailed private SCO, following nota-
tion in Definition , let % := argmin,y Fp(x), and let p > 0, § € (0,1). Algo-
rithm 37 using Algorithm 58 in Line 5 is a p-CDP algorithm which draws D ~ P", queries
Csco max(nQ, %) sample gradients (using samples in D) for a universal constant Cseo, and
outputs x € X satisfying, with probability > 1 — 9,

Vidlog (3)

1-% 1
* log =
F'])(I)—FP(SU ) SCSCO GkD (Wﬁ) +G2D n(‘;)

Proof. Throughout, we assume that % is at least a large enough constant (where lossiness
can be absorbed into Cse), and that n is at least a sufficiently large constant multiple of
log % (because the entire range of Fp is < G3D). We first handle the case where % is larger
than polylog(n), deferring the case of small % to the end of the proof. Let I,J € N be

chosen such that

I:=|log, (%)J  Je [400 log (é) 500 log (fs—ﬂ ,

which is achievable with I = O(logn) and J = O(log lo%") = O(log $). Let m := 2, and

assume without loss that m is a power of 2, which we can guarantee by discarding < % our
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samples, losing a constant factor in the claim. For each i € [I], let m; := 5;. We subdivide
D into J portions, each with m samples, and subdivide each portion into I parts each with
m; samples. For j € [J] and i € [I], we denote the samples corresponding to the i*® part of

the j* portion by Dlj, =)

U U DI CD, (DI =m;forall j e [J], DIND) =0 for all (i,5) # (i', §').

i€(I] jelJ]
Next, we show how to implement Line 5 in Algorithm 37, for an iteration ¢ € [I], by calling
Algorithm 38 with appropriate parameters. Let n < m;, p < p, and initialize Algorithm

with the dataset Ujeng and R := A/\—‘li where

P
'3

1—1
d oG
f) LG

A= reg-po /= —_—
3Creg-pop | Gk (m\/ﬁ

Jm

By Corollary , each independent run outputs acf € X satisfying, with probability 0.55,

Therefore, by a Chernoff bound, with probability > 1 — %, at least 0.51J of the copies

i *
x] —;

1-1 ;
< Crezpop Gk.<\/a> L G2 | AY R

< =, (12.8)
/\i mz\/ﬁ Nauz 3)\1' 3

satisfy the above bound, so Fact yields z; satisfying ||z; — || < R = % with
the same probability. Union bounding over all I iterations of Algorithm yields the
failure probability, and so we obtain the claim from Proposition , after plugging in
n = O(mlog(})), since the dominant term is DA. The privacy proof follows from the
first part of Lemma since for each pair of neighboring databases, exactly one of the
datasets Dg are neighboring, and Corollary guarantees privacy of the empirical risk
minimization algorithm using that dataset; privacy for all other datasets used is immediate
from postprocessing properties of privacy. The gradient complexity comes from aggregating

all of the IJ calls to Corollary , where we recall the sample sizes decay geometrically.

Finally, if % is smaller than polylog(n), for the i'" iteration of Algorithm 37 we instead

set J; € [400 log(é),500 log(é)] where §; = %. Then we subdivide a consecutive batch



434

of 5 samples into J; portions, and follow the above proof. It is straightforward to check

that (12.8) still holds with the new value of m; = | 5| because the 4° factor growth on
the right-hand side continues to outweigh the change in m;. The error bound follows from

Proposition , and the privacy proof is identical. O

12.5.8  Strongly convexr heavy-tailed private SCO wvia localization

Finally, by following the template of standard localization reductions in the literature (see
e.g. Theorem 5.1, [FKT20] or Lemma 5.5, [KLL21}), Theorem obtains an improved
rate when all sample functions are strongly convex. For completeness, we state this result

below.

Corollary 12.5.1. In the setting of Theorem , suppose f(x;s) is p-strongly convex
for all s € S. There is an algorithm which draws D ~ P", queries Cseo max(n?, %) sample
gradients (using samples in D) for a universal constant Cseo, and outputs x € X satisfying,

with probability > 1 — 6,

1—1
N G2 dlog3 1 G2 log 1
F’P(x)_FP<x)SCsco k<2(5) ‘i‘fQ’M
H n=p H n

Proof. This is immediate from the development in Section 5.1 (and the proof of Theorem 5.1)
of [FKT20], but we mention one slight difference here. Our guarantees in Theorem

do not scale with the initial distance bound to the function minimizer, and instead scale
with the domain size, which makes it less directly compatible with the standard localization
framework in [FKT20]. However, because Theorem holds with high probability, we
also have explicit bounds on the domain size via function error, as seen in the proof of
Theorem 5.1 in [FKT20], so we can explicitly truncate our domain to have smaller domain
without removing the minimizer. With this modification, the claim follows directly from

Theorem 5.1 in [FKT20]. O
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12.6 Optimal Algorithms in the Known Lipschitz Setting

Compared to the standard Lipschitz setting (i.e. the co-heavy-tailed private SCO problem),
our algorithm in Section has two downsides: it pays a polylogarithmic overhead in
the utility, and it requires an extra aggregation step. In this section, assuming we are
in the known Lipschitz k-heavy-tailed setting (see the following Assumption , and
Definition ), we provide a simple reduction to the standard Lipschitz setting, resulting

in optimal rates.

Assumption 12.6.1 (Known Lipschitz k-heavy-tailed distributions). In the setting of As-
sumption , suppose that for each s € S we know a value Ly > L. For k € N satisfying
k > 2, we say P satisfies the known Lipschitz k-heavy tailed assumption if, for a sequence

of monotonically nondecreasing {Gj} e, we have Esup [fi} < Gg: < oo for all j € [k].

Note that Assumption clearly implies Assumption , but gives us additional
access to Lipschitz overestimates with bounded moments. We require some additional defi-
nitions used throughout the section. First, we augment S with a designated element sg &€ S,
and define

f(z;s0) =0 for all z € X. (12.9)

We also define a truncated distribution parameterized by C' > 0, where we use f(-;sg) in
place of sample functions with large Lipschitz overestimates, following notation of Assump-

tion

f(x;s)

f (ZL‘,S) T o
flx;s9) Ls>C

, fC(x;80) := f(x;50), FS(x;5) := SLEP [fC(x;s)] .

(12.10)

We denote Sy := S U {s¢}, and for D € S", the dataset D¢ € S} replaces all s € D
satisfying Ly > C with so. We additionally provide a second reduction in the known
Lipschitz heavy-tailed setting, when all sample functions are assumed to be p-strongly
convex. Because our treatments of these cases are slightly different, we use different notation

when p = 0 and g > 0, for convenience of exposition. Fixing an arbitrary point T € X,



436

for p > 0, instead of using the constant 0 function as in ( ), we define a strongly convex

alternative f(;s,), for a designated element s,:

flays,) = ng — 7|2, for all w € X (12.11)

The truncated distribution parameterized by C' > uD, is defined in a similar way:

; fs =
£ () = fle) -

S~

C
B ) f,?(x;sy) = f(x;s,), ngl‘(x;s) = EP [fg(a:,s)] )
f(IL‘; S,u) L;>C

(12.12)

We denote S, := SU {s,}, and for D € 8", the dataset DE € S, replaces every s € D
such that Ly > C with s,. Our focus on the regime C' > % is motivated by the following

well-known claim.

Lemma 12.6.2. Let X C R? be compact and convez satisfying diam(X) = D, and suppose
f: X = R is L-Lipschitz and p-strongly convex. Then, L > %.

Proof. Let o* := argmin,cy f(z). By strong convexity, for all x € X,
I * (12 * *
5 lz =2 < f(z) = f(2") < Llz — 2.

Now, choose x such that ||z — x*|| > %. To see this is always possible, let x, 2’ € X realize

|z — 2’| = D; then at least one of z,2’ must have distance > £ from z* by the triangle
inequality. The conclusion follows by rearranging after using our choice of . O
In other words, if C' < % then no sample function will survive the truncation in ( ).

Finally, we parameterize the performance of algorithms in the standard Lipschitz setting.

Definition 12.6.3 (Lipschitz private SCO algorithm). We say A is an L-Lipschitz private
SCO algorithm if it takes input (D, p, X'), where D € 8™ is drawn i.i.d. from P, a distribution
over S where every s € S induces L-Lipschitz f(-;s) over X ¢ R%, A(D,p, X) € X, and A
satisfies p-CDP. We denote

Err(A) := E[Fp (A(D, p, X))] — min Fp (),

reX
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where Fp(z) := Esup f(z;s), and denote the number of sample gradients queried by A
by N(A). Moreover, if each Lipschitz function f(;s) is u-strongly convex over the convex
domain X, we say A is an L-Lipschitz, u-strongly convex private SCO algorithm, and define
Err(A), N(A) as before.

With this notation in place, we state our reduction.

Algorithm 39: KnownLipReduction(D, C, i, p, X, A)
1 Input: Dataset D € S", clip threshold C' € R>¢, strong convexity parameter

i € R>g, privacy parameter p € Ry, domain X € R?, C-Lipschitz private SCO
algorithm A (if = 0), or C-Lipschitz p-strongly convex private SCO algorithm A

(if u > 0)
2 if 4 =0 then
3 ‘ Return: A(DY, p, X)
4 end
5 else
6 ‘ Return: A(Dg,p, X)
7 end

We begin with a simple bound relating F Fg * and Fp.

Lemma 12.6.4. Let Fp be defined as in Definition , where P satisfies Assump-

tion , and define Fg as in ( ). Then, Fp — Fg 18

Cu - Gk 4Gt )
Fp — Fp" is (k_l)’ék,l + —dw—-Lipschitz.

Gy _Lipschitz, and
(= ipschitz, an

Proof. For s € S, let m(s) := sg if Ly > C, and otherwise let 7(s) := s. For any z,2’ € X,

we have

(Fp(x) = Fp () — (Fp(e') = F§ (') = E_[f(a:5) — flzsm(s)) = f(2s8) + f(a'sm(s))]

s~P
= B [(f(@i) = £a:)) Iz,
: Gi /
B [Llle =o' Zr,0) < gy o =2/l

IN

In the second line, we used that m(s) = s unless Ly > C, in which case f(:;7(s)) = 0
uniformly. The last line used the definition of Ly and Fact with X < L, recalling

Assumption
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Next, we analyze Fg’“. Overloading 7(s) := s, if Ly > C, and letting m(s) = s

otherwise,

(Fp(x) - Fp* (@) - (Bp(a') - FSH ()

= E [f(z;5) = f(z;7(s)) — f(a';8) + f(2's7(s))]

s~P

= E_[(f(z55) = f(2's9) + f(2's 80) — Fl@580)) T o)

s~P
< B [Lsllo = 2| Iz 0] + B [4Gk [Jo — 2| I o 0]

Gk; 4Gk+1
< ((k _ 1)kck—1 + ngk ) Hx - x’H :

In the third line, we used that uD < 4G < 4G by Lemma and Lemma to

show that f(-;s,) is 4G-Lipschitz over X'. Finally, the last line used Markov’s inequality

to bound E[Zf _ |- O
Using Lemma , we provide a straightforward analysis of Algorithm

Proposition 12.6.5. Consider an instance of known-Lipschitz k-heavy-tailed private SCO

(Definition ), and let p > 0. If A is a C-Lipschitz private SCO algorithm (Defini-
tion ) and p = 0, Algorithm 59 using A is a p-CDP algorithm which outputs x € X
satisfying

G¥D

E [Fp(z) — Fp(2*)] < Err(A) + where ©* := argmin Fp(x).

(k) — I)Ck_17 reX

Further, if f(-;s) is p-strongly convex for all s € S and A is a C-Lipschitz, p-strongly
convex private SCO algorithm for u > 0, Algorithm 59 using A is a p-CDP algorithm which

outputs x € X satisfying

E[Fp(x) — Fp(z")] < Err(A)

Gk AGHT 2G% 8GyH! 2
+<(k—1)0k_1+ OF u(k—l)Ck—1+ OF + E-Err(A) ,

where x* := argmin Fp(x).
zeX
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In either case, Algorithm queries N(A) sample gradients (using samples in D).
Proof. For the first utility claim, letting 2*¢ := argmin,c y FS (), we have

E|[Fp(x) - Fp(a")] = E [F§ (2) - FS(2)]

FE[(Fole) — FE () - (Fola®) - FS )]

Gk (12.13)
C C ,C k
<E[Fp () — Fp (z"°)] + WEWU — o]
G¥D
< E Tk
— rr(A)+ (k— 1)ck_17
where the first inequality used the definition of 2*¢ and Lemma , and the second used

the definition of Err and diam(&X’) = D. For the second claim, we first have
E [% |z — x*,CHQ} < Err(A)

by the definition of Err(.A) and p-strong convexity of Fg’“, so that E[Hx — g*C H] < (% Err(A))'/2

by Jensen’s inequality. Moreover, we also have

€ =2t < Pp(@*©) - Fp(a*)

< (Fp(a*©) = FF (z2)) — (Fp(a*) - Ff (2*))

Gk 4gk+1 .
< (G + 1 ) b

where we use optimality of ¢ in the second inequality, and Lemma in the third.
Combining,
2 el 4Gt [2
Elz—a*| < =- k k Z.E
and then the claim follows by substituting this bound into ( ). O

We can use any existing optimal algorithms for DP-SCO to instantiate our reduction. In

particular, we can use the algorithm of [FKT20], denoted by Aiip, which has the following
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guarantees. For simplicity of exposition, we focus on the case where our functions do not
possess additional regularity properties e.g. smoothness, and we also focus on the simplest
Alip which attains the optimal utility bound. Because of the generality of our reduction,
however, improvements can be made by using more structured or faster subroutines as Ajp,
such as the smooth DP-SCO algorithms of [FKT20] or the Lipschitz DP-SCO algorithms
of e.g. [AFKT21, KLL21, CJJ"23], which are more query-efficient, sometimes at the cost

of logarithmic factors in the utility (in the case of [CJJT23]).

Proposition 12.6.6. Let P be a distribution over S such that f(-;s) is L-Lipschitz and
convex for all s € §. There exists a constant Clip, such that given D ~ S", the algorithm
ALip is p-CDP and outputs Tpiv such that, for a universal constant Clp,, letting x* =

argmin, . v Fp(),

E[Fp(xpriv) - Fp(x*)] < CLip . (C;QD i LD\/E) ,

Vi g

and Apip queries < Clip max(n?, %) sample gradients (using samples in D), where G is

defined as in Assumption . Moreover, if f(-;s) is pu-strongly convex for all s € S, then

G? L?d
E[Fp(tpriv) — Fp(2*)] < Cip - | —2
Folape) ~ Frlat)] < Cup- (22420,

2

and Agip queries < Cyjp max(n?, %) sample gradients (using samples in D).

Proof. This follows from developments in [FKT20], but we briefly explain any discrepancies.
The p = 0 case applies Theorem 4.8 in [FKT20], where for simplicity we consider the full-
batch variant which does not subsample.’ Moreover, Theorem 4.8 in [FKT20] is stated with

a dependence on L rather than Go on the n~1/2

term, but inspecting the proof shows it
only uses a second moment bound. The p > 0 case follows from Theorem 5.1 of [FKT20],

using Theorem 4.8 as a subroutine. ]

We are now ready to present our main result in this section, using our reduction with

"The subsampled variant only satisfies a weaker variant of CDP called truncated CDP, with an upside of
using n times fewer sample gradient queries, but this is less comparable to the lower bounds in [LR23].
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.A|_ip.

Theorem 12.6.7. Consider an instance of known-Lipschitz k-heavy-tailed private SCO

(Definition ), let p > 0, and let x* := argmin,cy Fp(z). Algorithm 39 with C <
Gk(n—\/\/;)% using ALip in Proposition is a p-CDP algorithm which outputs x € X

satisfying, for a universal constant Cyr,

E[Fp(z) — Fp(2")] < Cur CT;TI—; + G D - (n

2

querying < Cyr max(n ,%) sample gradients (using samples in D). Further, if f(-;s) is

p-strongly convex for all s € S, Algorithm with C + Gk(%)i using ALip in Proposi-

tion is a p-CDP algorithm which outputs x € X satisfying
G2 G2 (d\'*
E [Fp(x) — Fp(a*)] < Cur | 2 4 “k . () ,
pn g \n?p

2

querying < Cpyt max(n ,%) sample gradients (using samples in D).

Proof. Throughout the proof, assume without loss of generality that d < n?p, as otherwise

all stated bounds are vacuous since the additive function value range over X is at most
2
G1D < % by Lemma and Lemma . This also implies that C' > G}, in either

case.
In the = 0 case, Proposition and the guarantees of AL, in Proposition
imply that
k
Gy D
Ck—1

O G2D+0D\/& G¥D

E [Fp(Z) — Fp(zOPT)] < Err(ALp) +

GoD
< (ClLip+2) 2+GkD-<

o

va)'r
- ,

where the last inequality follows from our choice of C'. Next, we consider y > 0. Propo-
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sition and the guarantees of Ap;, in Proposition for this case imply that,

assuming Cl;, > 2 without loss,

N 5GE 2Err(n,d, p,C, D 10G¥
E [Fp(Z) — Fp(zOPT)] < Err(ALp) + Ckfl (\/ ( 1 ! + uC’kk1>

<Cu gg+02d+5eg Ga +C’\/§+ 10G¥
=P \wn o opn?p o CRY\ pyn pny/p o pCRY

2 2 1-1
< (CLip+61)' <(;2+G’f <d> k) 7

pn o \n?p

where we used C > G}, to simplify bounds, and applied our choice of C'. O
12.7 Fast Algorithms for Smooth Functions

In this section, we develop a linear-time algorithm for the smooth setting where we addi-
tionally assume f(+; s) is B-smooth for all s € S. Our algorithm attains nearly-optimal rates
for a sufficiently small value of §, and is based on the localization framework of [FKT20].
To apply this framework, we show that a variant of clipped DP-SGD (see Algorithm 10) is
stable in the heavy-tailed setting with high probability. We then ensure that stability holds
for any input dataset (not necessarily sampled from a distribution P), by using the sparse

vector technique [DR14] to verify that the number of clipped gradients is not too large. In

Appendix , we provide some standard preliminary results from the literature. We use
these results in Appendix , where we state our algorithm in full as Algorithm 42 and
analyze it in Theorem , the main result of this section.

12.7.1 Helper tools

First, we state a standard bound on the contractivity of smooth gradient descent iterations.

Fact 12.7.1 (Lemma 3.7, [HRS16]). Let f: X — R be B-smooth, and let n < Then for

2
5-
any r,x' € X,

@ =) =n(Vf(@) = Vi) < e —a'||.

Next, we provide a standard utility bound on a one-pass SGD algorithm using clipped
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gradients.

Algorithm 40: OnePass-Clipped-SGD(D, C,n, T, X, )

1 Input: Dataset D = {s;}ic[r) € ST clip threshold C' € Rxg, step size n € Rxg,
iteration count 7" € N, domain X C B(zg, D) for 29 € X

2 for 0 <t < T do

3 | wu  argminge {7 (To(V S (005 511)), ) + o — 2]}

4 end

5 Return: T+ £ > o, p 2

Lemma 12.7.2. Consider an instance of k-heavy-tailed private SCO, following notation in
Definition , and let v € X be independent of D. Assuming D ~ PT i.i.d., Algorithm
outputs T € X satisfying

o —ul®  nG3  GED
onT 2 (k—1)CkT

E[Fp(@) - Fp(u)] < |

Proof. To simplify notation, let g; := V f(xy;8441) for all 0 < ¢ < T, and let g; := T (gr).
Because s¢+1 ~ P is independent of x4, we have that E g, = VFp(x;). Therefore, in iteration

t,

Fp(zt) — Pp(u) = E[(gt, 7 — u)]
<E[(g, e —u) + llge — 9/l D] (12.14)
nG3 GiD
+ 1>
2 (k—1)Ck-1

1 1
<E|g o —ul® = 5 lloes —ull®+

where all expectations are conditional on the first ¢ iterations of the algorithm, and taken
over the randomness of s;4+1. In the third line, we used the first-order optimality condition

on 41, applied Fact to bound E |lg; — g¢[|, and used
E ||§t”2 <E Hgt”2 < Gs. (12.15)

Summing across all iterations and dividing by T yields the result upon iterating expecta-

tions. O
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We also note the following straightforward generalization of Lemma to the case

of randomized clipping thresholds, which is used in our later development.
Corollary 12.7.3. For C, C >0 and g € R?, define the operation

Mc(g) lgll = C

g else

If Algorithm 10 is run with Ic(V f (24 si41)) replaced by I, & (V f (@45 s141)) where C, is
independent of syy+1 and satisfies 6’,5 > % for all 0 < t < T, then following notation in
Lemma ,

G¥D

BIFp(®) ~ Fplw)] < 5 420G + e

Proof. For a fixed iteration 0 < ¢ < T, the calculation ( ) changes in two ways. First, in
place of the variance bound ( ) (which used ||g¢|| < |/g¢| deterministically), when using

the modified clipping operators we require the modified deterministic bound

llgell < 21gell

which follows because |G|l # [|g:|| (which implies C = ||g||) only if ||g;|| > &. Moreover, in
k

place of the bias bound E ||g; — g¢|| < (k—ﬁ# which followed from Fact , we instead

have

Gy

C
E HHC,@(gt) - gtH =E HHgt| - 1‘ ||gtHI||gt||>max(@,C)} <E [Hgt”l—ﬂngE%} < W

The conclusion follows by adjusting these constants appropriately in Lemma . O

Next, for R,7 > 0, we let BLap(R,7) denote the bounded Laplace distribution with
scale parameter R and truncation threshold 7 be defined as the conditional distribution of

¢ ~ Lap(R) on the event |£| < 7 (recall that Lap(R) has a density function o exp(—%|£|)).
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It is a standard calculation that

1
Pr < Rlog|=]|=1-49, 12.16
¢~Lap(R) ['ﬂ = <5)] ( )

so that the total variation distance between Lap(R) and BLap(R, Rlog(})) is 6. We hence

have the following bounded generalization of the privacy given by the Laplace mechanism.

Lemma 12.7.4. Let ¢,0 € (0,1). If S(D) € R is a A-sensitive statistic of the dataset
D, i.e. for neighboring datasets D, D" we have that |S(D) — S(D')| < A, then the bounded
Laplace mechanism which outputs S(D) + & where & ~ BLap(%,T) for any T > % log(%)
satisfies (g,09)-DP.

Proof. For notational simplicity, let A denote the Laplace mechanism (which samples £ ~
Lap(%) instead of BLap(%,T)), let A denote the bounded Laplace mechanism, and let
€ C R be an event in the outcome space. By standard guarantees on (g,0)-DP of A (e.g.
Theorem 3.6, [DR14]),

Pr[A(D) € &] <Pr[A(D) € &] + g
5 (12.17)
< exp(e) Pr [A(D') € £] + 1 < exp(e) Pr [A(D') € €] + 6,

for any neighboring datasets, where we used exp(¢) < 3 and that the total variation distance

between (A(D), A(D)) and (A(D'), A(D')) are bounded by $ by ( ). O

We also use the sparse vector technique (SVT) [DR14], which has been used recently in
private optimization in the user-level setting [AL24]. Given an input dataset D = {s;}c[,) €
8", SVT takes a stream of queries ¢1,q2,...,97 : D — R in an online manner. We assume
each ¢; is A-sensitive, i.e. |¢;(D)—¢;(D’)| < A for neighboring datasets D, D’ € S". One no-
table difference is that our SVT algorithm will use the bounded Laplace mechanism, rather
than the Laplace mechanism, but this distinction is handled similarly to Lemma . We
provide a guarantee on this variant of SVT in Lemma , and pseudocode is provided

as Algorithm
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Algorithm 41: SVT(D, {qi}iez), ¢, L, R, 7)

1 Input: Dataset D = {s;}c[,) € S", A-sensitive queries {q; : " — R};¢c[p), count
threshold ¢ € N, query threshold L € R, scale parameter R € R>(, truncation
threshold 7 € R>q

2 1< 1, count < 0

3 b+ L+ for & ~BLap(R,7)

4 while i € [T] and count < ¢ do

5 ¢ ~ BLap(2R, 27)
6 if ¢;(D) + ¢ < b then
7 Output: a; + L
8 141+1
9 end
10 else
11 Output: a; + T
12 14 1+ 1, count < count + 1
13 b+« L+¢ for £ ~BLap(R,T)
14 end
15 end
16 Halt

Lemma 12.7.5. Let §,e € (0,1) and suppose

A 10T
R> 6? clog (?), T > Rlog <(()S> (12.18)

Algorithm /1 outputs a sequence of answers {a; € {L,T}}icw for some k € [T], and is
(e,6)-DP.

Proof. The proof is analogous to Lemma . Let A denote SVT run with Laplace noise
in place of bounded Laplace noise (i.e. 7 = o), and let A denote SVT run with bounded
Laplace noise. We first claim that A is (e, g)—DP, which is immediate from Theorem 3.23
and Theorem 3.20 in [DR14].

Next, by a union bound on all of the < 27" random variables sampled, the total variation

distance between (A(D), A(D)) for any dataset D is bounded by g. Then, for neighboring
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datasets D, D’ and some event £ in the outcome space, repeating the calculation ( ),

Pr [A(D) € £] < Pr[A(D) € £] + g

<exp(e) Pr [A(D') € &] + g + g < exp(e) Pr [A(D') € €] + 4.

12.7.2  Algorithm statement and analysis

In this section, we present the full details of our algorithm (see Algorithm 12) and prove its

corresponding guarantees, separating out the privacy analysis and utility analysis.
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Algorithm 42: Localized-Clipped-DP-SGD(D, x¢, 7, ¢, €, d)

1 Input: Dataset D € S, initial point z¢ € X, step size n € Ry, parameters
C,c,w € Ry, privacy parameters (g,6) € ]R2>0
2 I <+ [logyn], n <« 2!

3 for i € [I] do

4 Ni = 55, i 4 4o, Wi w - 6Cn; 08
5 C+C+ BLap(wj,w; log(sogm))a C; —c+ BLap(%, $), count < 0
6 Ti1 < Ti—1
7 | for j € [n;] do
8 sij < (e + 7)t" element of D
9 vi; ~ BLap(2w;, 2w; log(%))
10 if |V f(zijs;si)| +vij > C then
11 count < count + 1
12 gij < Mo (Vf(xiy;si;))
13 C + C + BLap(w;, w; log(3%4))
14 end
15 else
16 ‘ Gij < Vf(xij;sij)
17 end
18 if count > ¢; then
19 ‘ Return: L
20 end
21 xij1 < U (zi; — nigi ;)
22 end
23 | Ti o D, Tid
24 T; < T; + (;, where ¢; ~ N(0,021,) with o; = w

25 end

26 Return: z;

The following theorem summarizes the guarantees of Algorithm
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Theorem 12.7.6. Consider an instance of k-heavy-tailed private SCO, following notation
in Definition , and let * = argmin,cy Fp(z), and €,6 € (0,1). Algorithm /2 run

with parameters

7 < min

4 DI n2e? E
n " Grno \ 14400d log?(232) ’

G¥DInge? 240v/dlog(13") 18 15
2 14200dr loa2( B2 ,c— ——% 2w+ —4/2clog 5 )
nlog”(=5") € €

I 8ls

is (g,0)-DP and outputs xy that satisfies, for a universal constant Csmooth,

1
1-%

3/n
. GoD dlog”(%)
E [F’p(%’k) - Fp(l’ )] < Csmooth % + GkD N e —

ne

assuming f(-;s) is B-smooth for all s € S, where

81'5
g <
24000mv/d log? (3%2)
) =) (12.19)
— 0 [ max G V/net? Gy eldn dlog*(%)
D dlog* (%) D +dlog(n)log?(%) n?e?

We now proceed to prove Theorem

Privacy proof overview. We first overview the structure of our privacy proof. Consider
two neighboring datasets D, D’ that differ on a single sample s; j, # 327 jo- The core argument
used to prove privacy is controlling the total number of times when gradients are clipped, so
we introduce the variable “count.” Note that we have ||z; j,+1—; ; 1/l = O(Cn) due to the
clip operation. If no clip ever happened afterward, then we know ||z;,, — @7 .. | < [|%ijo+1 —
ZL‘;’]'O+1” = O(Cn) due to our smoothness assumption (see Fact ), which means the
algorithm is private. When count is not too large, we can still bound the sensitivity between

|in; — 7, | By O(Cn). However, when the value of count is larger, there is a risk that the

sensitivity of z; ., is not bounded as before, and hence we halt the algorithm when count
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exceeds some appropriate cutoff point ¢;.

One subtle difference between our algorithm and standard uses of SVT is that we add
Laplace noise to the cutoff point ¢ to obtain a randomized cutoff ¢;. This is because the
sensitivity of the count increment at the j(t)h iteration of phase ¢ is bounded by one, even
though [|V f (i jo; si.jo) | = IV (2] ;.5 81 j,)|l can be arbitrarily large. The guarantees of the
bounded Laplace mechanism imply that the noise added in ¢; hence suffices to privatize
count.

In summary, we can control the sensitivity between |[z;; — i ;|| for all j due to the
termination condition in Line and our use of bounded Laplace noise, and hence can
control the sensitivity of the query for ||V f(;;;s:)| — [V f (7 ;8 ;)| for all j # jo. By
adding Laplace noise on the cutoff ¢, we handle the issue of the sensitivity of the ji query

|V f (24,505 Si jo)|| being unbounded. If the algorithm succeeds and returns xj, we know the

sensitivity [z;,, — ;. || is O(Cn;) and the privacy guarantee follows from the Gaussian
mechanism. If the algorithm fails and outputs 1, the privacy guarantee follows from the

bounded Laplace noise on the cutoff point and the guarantees of SVT.

Privacy proof. We now provide our formal privacy analysis following this overview. To

fix notation in the remainder of the privacy proof, we consider running Algorithm on

/

i jo» for some i € [I].

two neighboring datasets D, D’ that differ on a single sample s; j, # s
By standard postprocessing properties of differential privacy, it suffices to argue that the 3t
phase (i.e. the run of the loop in Lines 3 to 25 corresponding to this value of ) is private,
so we fix ¢ € [I] in the following discussion.

We let {2;j}jeln;) and {7 ;}je[n; be the iterates of the ith phase of Algorithm 12 using D
and D', and we let Y; ; and YZ’ ; be the respective 0-1 indicator variables that count increases
by 1 in iteration j. We also let count; and count;- denote the values of count at the end
of the j' iteration, and abusing notation we let ¢, ¢; be the values of ¢; in the " phase
when using D or D’ respectively. Finally, we denote T; := n% > jelng Tij and let 7, denote
the average iterate using D’ similarly.

We first bound the sensitivity between the iterates {z;;}jc(,) and {2} ;};c[n,) in the

following lemma, assuming count; and count; are bounded. The proof is deferred to Sec-
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tion

Lemma 12.7.7. Let t € [n;], and suppose that 192n;c < 1 and C' > 8w; log(?’o&"i). If

count; < ¢;, county < ¢, and Y ; =Y/, for all j <t with j # jo, then

17
[0 — 5 4] < 6C;.

Using this bound on the sensitivity, we are now ready to prove privacy of the algorithm.

Lemma 12.7.8. Algorithm /2 is (,0)-DP if it is run with parameters satisfying

i 12 1 1
C > 8w;log (305” > , C> 9log (5) , W > ?8 2clog (;), 192n;8c < 1.

Proof. Recall our assumption that D and D’ only differ in s; j,, the jgh sample used in the
i*h phase of the algorithm. The privacy of all phases of the algorithm other than phase i
is immediate from postprocessing properties of DP, so it suffices to argue that phase 7 is
(€,0)-DP. Note also that the conditions of Lemma are met after reparameterizing
6+ g. We split our privacy argument into two cases, depending on whether the algorithm
terminates on Line 18 or Line

Termination on Line 15. We begin with the case where the algorithm outputs L. We
introduce some simplifying notation. For iterations S C [n;], define Wg := {Y;;} .. to be
the 0-1 indicator variables for whether count incremented on iterations j € S (when run on

D), and define [W]g := > . _¢Y; ; to be their sum. Similarly, define W¢ and [W']g for when

jES
the algorithm is run on D’. Observe that the algorithm outputs L iff the following event

occurs:

Yijo + Wlningoy = 6 <= (Yijgo — &) + [Wnitio) = —Wlo-1)-

The right-hand side —[W];,_y) is independent of whether the dataset used was D or 7', so
it suffices to argue about the privacy loss of the random variables Y; j, —¢; and Wini\ljo) as a

function of the dataset used. First, Y; ;, —cis clearly a 1-sensitive statistic, so Lemma

implies Y; j, —¢; is (5, %)—indistinguishable as a function of the dataset used. Next, condi-

tioning on the value of Y; j, —¢;, the random variable W/, )\, is an instance of Algorithm
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run with a fixed threshold ¢; — Y j, — [W]j;,—1) < 2¢, where we rename the output vari-
ables {1, T} to {0,1}. Moreover, Lemma and smoothness of each sample function
implies that the sensitivity of each query ||V f(-;s;;)|| is bounded by A := 6Cn;3. There-

fore, Lemma shows that Wi, 1\ is (%a%

)-indistinguishable, where we note that we
adjusted constants appropriately in w and the failure probabilities everywhere. By basic
composition of DP, this implies Y; j, — ¢ + [W]p,)\jo] (2 postprocessing of Y; j, — ¢; and
Winino) | Yigo — i) is (%, %)—DP, as required.

Termination on Line 20. Finally, we argue about the privacy when the algorithm
does not terminate on Line 18. As before, the sensitivity of Z; is bounded by 6Cwn; via
2 26

Lemma and the triangle inequality, conditioned on a (%, % )-indistinguishable event

(i-e. the values of Y; j, —¢; and Wy, \(jo) | Yijo — Ci)- Then m; is (5, g)—indistinguishable by
standard bounds on the Gaussian mechanism (Theorem A.1, [DR14]), which completes the

proof upon applying basic composition. ]

Utility proof. The utility proof follows the standard analysis of localized SGD algo-
rithms and a specialized analysis of clipped SGD (Corollary ). We first state a utility

guarantee in each phase.

Lemma 12.7.9. Following notation in Algorithm /2, fir i € [I|, and suppose D ~ P"
i.i.d. where P satisfies Assumption . For any x € X, if C > 8w log(%) and
¢ > max(n - (28£)k, 6log(n)),

E[Fp(z:) — Fp(x)] < 12= %=l

GiD GyD
+ 2n,G5 + . - .
20im; T S )(GE T e

Proof. By Markov’s inequality, Eswp[Z; _c] < (%)k, so the total number of expected
ST 2

samples with Ly > % is at most §. Hence by applying a Chernoff bound,

c 1
Pr A < -1 >1-—.
D~Pn Z Ls>% — 92| = n2
s€D

=&
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Conditional on &, the algorithm will not halt (i.e., return 1) and is running one-pass
clipped-SGD (Algorithm 10) using the modified clipping operation defined in the precon-
dition in Corollary . Then, the statement follows from Corollary as follows:

letting £¢ denote the complement of &,

E[Pp(%;) — Fp(2)] = E[Fp(:) — Fp(x) | €] Prlé] + E[Fp(z;) — Fp(x) | £ Pr[E

|z — i ? 2 GiD -
< — 4 2G5+ ————— + E[Fp(T;) — Fp(x) | £ Pr[E°
2n;n; P2 (k — 1)($)k—1 [ i | Pr[ef]
lz = xia)? 5 GiD
< —— 4+ 2G5+ ——E——— + G DPr[E°
2nin; e (k — 1)(%)’“‘1 [£°]
le—aal® o GED | GuD
< oG+ + ==,
2mim; TR S )(GE T a2
where we used that Fp is G; < Go-Lipschitz by Lemma . O

Combining our privacy and utility guarantees, we are ready to prove this section’s main

theorem.

Proof of Theorem . For simplicity, let T := z* and (o := z¢ — a*, so ||{o|| < D by
assumption. Also, suppose that n is a power of 2, as the adjustment on Line 2 only affects n
(and hence the guarantees) by constant factors. The privacy claim follows immediately from
Lemma assuming its preconditions are met, which we verify at the end of the proof.
By applying Lemma in each phase i € [I] to x < x;, assuming its preconditions are

met, we have

E[lGi-11?]
2nin;

G¥D GoDI
(G n’

E[Fp(zr) — Fp(a*)] < )
i€[1]
+E[Fp(x1) — Fp(T)]
4D? nG3  GKDI  GyD
<
= + 5 +(%)k71+ G + GyorVd
> (360002dm log () . mG%)

ni52 2

+ 2m;G3 +

1€[l—1]
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In the first inequality, we used G; < Ga-Lipschitzness of Fp by Lemma , and in the
second inequality, we pulled out the ¢ = 1 term and adjusted indices, and bounded I < n
and used Jensen’s inequality to bound (E||¢7||)2 < E||¢7]]* = 0?d. Now using that 2 and
7; are geometrically decaying sequences, we continue bounding the above display using our
choice of C:

4D?

14400($ )2dn log (3 kDT
E[Fp(xr) — Fp(x*)] < (2) n Og(é) Gk GoD
nn

2 (%)k—l + \/ﬁ +G20’1\/g

+ 1G5 +

4D? k=1 w1 GoD
< 2 L GE 4+ 2(An) i (ka) ¥ GoorVd
= +n 2+ ( 77) k + \/ﬁ + 201\/>7
1
14400d log? (15n GkDIN *1
for A := Og(é),CzQ k .
ne? An
Next, plugging in our choice of
4 D DI /n\5%
- 2.2 (n 12.20
—_—— —,—,—,—,——
=m =2

we have the claimed utility bound upon simplifying, and using that Goo7v/d is a low-order

term.

We now verify our parameters satisfy the conditions in Lemma and Lemma ,
which concludes the proof. First, it is straightforward to check that both sets of conditions

are implied by

k
96\7}56 log (3271) <1, c>4n- (2?€> , and ¢ > 28—610g (1271) , (12.21)

given that we chose w = 18, /2clog(1?) < % Indeed, C' > 8w; log(g%"i) — 2nfwlog(3Y) <
1 which is subsumed by the first condition in ( ). Clearly, ¢ > Zlog(13%), giving the

third condition in ( ). Next, a direct computation with the definition of 7 in ( )
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yields
[A Ay \E)
772 k+1
=2VAn=4n-\/— =4n - | G - .
c vV An n - n ( k <G’I§DI> )
Now because C' depends inversely on 1 < 7y defined in ( ), the second condition in
( ) holds:
Any \ 1" ap \e\" 2G,\*
c=4n- Gk-< ,:72) >4n - Gk<kn> :4n-(k> .
GyDI GyDI C
Finally, the first condition in ( ) now follows from our upper bound on /. O

12.8 Improved Smoothness Bounds for Generalized Linear Models

In this section, we give an improved algorithm for heavy-tailed private SCO when the
sample functions f(x;s) are instances of a smooth generalized linear model (GLM). That

is, we assume the sample space S C R%, and that for a convex function o : R — R,
f(z;8) =0 ((s,x)). (12.22)
We also assume that all f(z;s) are S-smooth. Observe that
Vf(x;s) =0 ((s,x))s, (12.23)

so that for all x € X, Vf(x;s) are all scalar multiples of the same vector s. We prove
that under this assumption, clipped gradient descent steps can only improve contraction,

in contrast to Fact

Lemma 12.8.1. Let s,s' € R and let z,2', g € R%. Assume that

(@~ s9) ~ &'~ sg)]| < |~ ]
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Then for any C > 0, letting t := sign(s) min(|s|, C') and t' := sign(s") min(|s'|, C), we have
o —t9) — &~ )] < o]

Proof. Note that the premise is impossible unless sign(s — s’) = sign({(z — 2/, g)). Without

loss of generality, assume they are both nonnegative, else we can negate s, s’, g. In this case,

[z —a) = (s = s)g|| < || = 2’| <= (s =5)*|lgll” < 2(s = &) (& — 2", g)
2<$_33,7.g>‘

— s—4 < 5
gll

Now, observe that t — ' < s — s’ and sign(t — ¢') = sign(s — &), for any value of C > 0.

Therefore, t —t' < 2”%"‘9; as well, and we can reverse the above chain of implications. ]
Note that the premise of Lemma is exactly an instance of Fact where

Vf(z) and Vf(z') are scalar multiples of the same direction, which is the case for GLMs
by ( ). Hence, Lemma shows the contraction property in Fact is preserved
after clipping gradients (again, for GLMs).

We can now directly combine Lemma and our contraction results, used to analyze
the stability of Algorithm 40, with the iterative localization framework of [FKT20], Section
4.

Theorem 12.8.2. Consider an instance of k-heavy-tailed private SCO, following notation
in Definition , let x* := argmin,cy Fp(x), and let p > 0. Further, assume that for a
convez function o, the sample functions f(x;s) satisfy ( ) for all s € S C RY. Finally,

assume f(x;s) is B-smooth for all s € S, where 8 < max(\/5 - %,n - (n%p)kT_kl . %)
Algorithm /5 is a p-CDP algorithm which draws D ~ P™, queries n sample gradients (using

samples in D), and outputs x; € X satisfying

)
E [Fp(x[) — Fp(x*)] < 4G2D\/§+ 26G.D (ﬁﬁ) .

Proof. We begin with the privacy claim. Consider neighboring datasets D, D', and suppose
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Algorithm 43: OnePass-Clipped-DP-SGD(D, n, X, g, p)
1 Input: Dataset D = {si};c[, € S", domain X C B(xo, D) for 29 € X

2 [+ |logy(n)]|
3 n« 2!
. 2, k=1 oML GrDpn\ L
s emin( /2 2L (6T 2ED) O (Gpemh
5 for i € [I] do
6 n; <— Z_in, n; < 16_i77, Ci QiC, O; 2171'01 . \/%
7 D; <« first n; elements of D, D < D\ D;
8 T OnePass—CIipped—SGD(Di, Ci,mi,ng, X,:L'Z'_l)
9 fiN./\/'(J?‘d,UZ-QId)
10 T T + &

11 end
12 Return: z;

the datasets differ on the j*® entry such that s; € D; (if the differing entry is not in UienDi»
Algorithm 13 clearly satisfies 0-CDP). Let T; and T be the outputs of Line 8 when run with
the same initialization z;_;, and neighboring D;, D;. By the assumption on j, since n; < n
for all ¢ € [I], we can apply Fact and Lemma (recalling the characterization
( )) to show ||Z; — @,|| < 2n,C; with probability 1. Therefore, by our choice of ¢; and
the first and third parts of Lemma , the whole algorithm is p-CDP regardless of which
D; contained the differing sample, since all other calls to OnePass-Clipped-SGD are 0-CDP

as we can couple all randomness used by the calls.

Next, we prove the utility claim. For simplicity, let Tg := a* and & := xg — z*, so
I€oll < D by assumption. By applying Lemma for all ¢+ € [I] with xy < z;—1 and

u < T;_1, we have

E[Fp(zr) — Fp(*)] = Y E[Pp(Ti) — Fp(Ti1)] + E [Fp(zr) — Fp(Tr)]

i€[[]
”&—1”2 T]ZGg GiD -
= . E _
= %;] ( 2n;n; 9 + (k— 1)05_1 + GLE[||lxr — Z1]|]

4D? - (32dnC? G2 GFD 8d
S + 271 n + n 2 + ki + 7G1770 . 871
mo pn 2 Ck! p
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4D?*  32dnC?  nG3  GiD d GinC

< 4 Ui +77 2 | 15—1+24 e 17?7) 7
nn pn 2 C p n

where the second line applied Lemma , the third used Jensen’s inequality to bound

El||z; — Z7||]? < E[||lz; — Z7||*] and our assumption k > 2, and the last used the geometric

decay of the different parameters. Finally, by plugging in our choices of C, 7, we have

4D? N nG2 N 32dnC?  GED  4D? 3G 2 (32d> ==
pn

o = + + 277% (G’,ﬁD) e
nn 2 pn C nm 2

1-%
< GQD\/§+ 8G.D <‘/g> .
n n\/ﬁ

We can also check that the final summand is a low-order term, by using n < % . (%)% .
255 D
[€

24\/5. GunC _ 5GiD.
P n n

The conclusion follows by adjusting n, since Algorithm is run with a sample count in

[5,7l]. O
12.9 High-probability stochastic convex optimization

In this section, to highlight another application of our population-level localization frame-
work, we show that it obtains improved high-probability guarantees for the following stan-

dard bounded-variance estimator parameterization of SCO in the non-private setting.

Definition 12.9.1 (Stochastic convex optimization). Let X € R? be compact and convex,
with diam(X) = D. In the stochastic convex optimization (SCO) problem, there is a convex
function f: X — R, and we have query access to a stochastic oracle g : X — R? satisfying,

for all x € X,

E [g()] € 0f(2), E [|lg()|°] < 6™

For a convex function ¢ : X — R, our goal in SCO is to optimize the composite function

[+
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For instance, one can set 1 to the constant zero function to recover the non-composite
variant of SCO. We include the composite variant of Definition as it is a standard
extension in the SCO literature, under the assumption that the function v is “simple.” The
specific notion of simplicity we use is that ¢ : X — R admits an efficient prozimal oracle

(Definition ).

Definition 12.9.2 (Proximal oracle). Let X C R? be compact and convex. We say O is a
prozimal oracle for a convex function 1 : X — R if for any inputs v € R?, n € R>0, O(v)

returns
) 1
argmin { |z —v||* + w(x)} .
TEX 277
In Theorem , we give an algorithm which uses n queries to each of g and a proximal

oracle for 1, and achieves an error bound for f + 1 of

log 1
olap. (/2238 |, (12.24)

n

with probability > 1 — 4. Similar rates are straightforward to derive using martingale
concentration when the estimator g is assumed to satisfy heavier tail bounds, such as a sub-
Gaussian norm. To our knowledge, the rate ( ) was first attained recently by [CH24],
who also proved a matching lower bound. Our Theorem gives an alternative route to
achieving this error bound. As was the case in several recent works in the literature [HS16,
DDXZ21, Lia24] who studied high-probability variants of stochastic convex optimization,
our Theorem is based on using geometric aggregation techniques within a proximal
point method framework (in our case, using Fact within Algorithm 37). However,
these aforementioned prior works all assume additional smoothness bounds on the function
I

We use the following standard result in the literature as a key subroutine.

Lemma 12.9.3 (Lemma 1, [ACJ*21]). In the setting of Definition , assume 1 is
A-strongly convez, let x* = argmin,cy f(x) +¥(x), and let T € N. There is an algorithm

which queries the stochastic oracle g and a proximal oracle for 1) each T times, and produces



460

T satisfying, with probability > 2,

30G
WT

[z — 2| <

We combine Lemma with Proposition to obtain the following high-probability
SCO algorithm.

Theorem 12.9.4. Consider an instance of SCO, following notation in Definition

let n € N, 2* := argmin,cy f(z) + ¥ (z), and § € (0,3). There is an algorithm using n
queries to g and a proximal oracle for i and outputs x € X satisfying, for a universal

constant Cyeo, with probability > 1 — 6,

f(@) +¥(x) = f(2¥) —P(2") < Cseo - GD -

Proof. Assume without loss of generality that % is a sufficiently large constant (else we
can adjust the constant factor Cye,), and that n is sufficiently larger than log% (else the
result holds because the range of the function is bounded by GD). We instantiate Propo-
sition with Fp < [+, I « %log2 n, and in each phase i € [I] of Algorithm 37, we
let n; := 3;. In the remainder of the proof, we describe how to implement ( ) in the ith
phase, where Fp < f + 1, splitting into cases.

If % is bounded by polylog(n) and n is sufficiently large, suppose that n is a power of 4,
else we can use fewer queries and lose a constant factor in the guarantee. Then we can use
a batch of n; consecutive queries, divided into 48 log(é%_) portions, where §; := %. We then
use Lemma on each portion of queries, with f < f and ¢ < ¥ + % II-— xi,1||2; it
is straightforward to see that Definition generalizes to give a proximal oracle for this

new 1. A Chernoff bound shows that at least g of the portions will return a point satisfying

the bound in Lemma except with probability d;, so Fact returns us a point at
: 90G *
distance at most T from z7, where

ng n
r—ao- 2 )J-o—" ],
<log611_> (2’ (log(lg+i)>
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(accounting for rounding error). Therefore, (12.7) holds with

A:CSCO‘G' log%
2 n
for sufficiently large Cg,. Proposition then implies that Algorithm outputs z

satisfying

. . [ A Cuo [log § [log §
f(x)—l—w(x)—f(:c)—@b(x)SZGD ﬁ"" 9 -GD - T(SSCSCO'GD' 767

where we use that G; < G by Jensen’s inequality and our second moment bound in Defi-

nition . The failure probability follows from a union bound because we ensured that
Zie[f} 0; < 0.
Finally, if § is larger than polylog(n), then we let I, J € N be chosen such that

1:= [log, (%)J , J > 48log (é) ,

which is achievable with I = O(logn) and J = O(log lo%) = O(log §). Let m = 2,
and assume without loss that m is a power of 2, which we can guarantee by discarding
< % our queries, losing a constant factor in the error bound. The remainder of the proof

follows identically to the first part of this proof, where we union bound over I phases, the

ith of which uses J batches of 2 unused queries. Again we may apply Lemma and
2
Fact with T' = %, so (12.7) holds with
A:CSCO.G. IOg%
2 n ’
except with probability % The conclusion then follows from Proposition . ]

12.10 Non-contraction of truncated contractive steps

In this section, we demonstrate that a natural conjecture related to the performance of

clipped private gradient algorithms in the smooth setting is false. We state this below
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as Conjecture . To motivate it, suppose v is the difference between a current pair
of coupled iterates of a private gradient algorithm instantiated on neighboring datasets,
and suppose the differing sample function has already been encountered. If we take a
coupled gradient step in a sufficiently smooth function, Fact shows that the step is
a contraction. However, to preserve privacy in the heavy-tailed setting, it is natural to ask
whether such a contractive step remains contractive after the gradients are clipped, i.e. the

statement of Conjecture (which gives the freedom for C' to be lower bounded).

Conjecture 12.10.1. Let ||v||, < C for a sufficiently large constant C, and let ||v — (g — h)||
|v||. Let ¢ =111(g) and B =T11y(h).” Then, |[v— (¢ — )| < C.

We strongly refute Conjecture , by disproving it for any C' > 0. We remark that
Lemma does not necessarily rule out this approach to designing heavy-tailed DP-
SCO algorithms in the smooth regime, but demonstrates an obstacle if additional structure

of gradients is not exploited.
Lemma 12.10.2. Conjecture is false for any choice of C' > 0.

Proof. We give a 2-dimensional counterexample. Let

_C 1 Qg+1 x/éCJrl
— = h= Tl =2 1 +1
v 0 9 O ’ Cv2C+1 C + L
C+1 C+1
:=h'
Observe that
2C+1 —C? —C
vofgom= | TOTVEET) L e ) o
CV20+1 Cv/2C+1 V2C+1
C+1 C+1 C+1

It is easy to verify ||[v — (¢ — h)|| = C at this point. Moreover,

—C+1+ 2C+1
’U—(g/—h/): ( ) C+1

.
C+1

8By scale-invariance of the claim, the assumption that the truncation threshold is 1 is without loss of
generality.

IN
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For C > 0, the first coordinate of this vector is already less than —C. O

12.11 Non-decay of empirical squared bias

In this section, we present an obstacle towards a natural approach to improving the loga-
rithmic terms in our algorithm in Section . We follow the notation of Section ,

i.e. for samples {i = s; };c|n) ~ P", we define sample functions f; = f(-;s;), and let

b = max \Y —l Me(Vfi(x))]| - 12.25

. ZH )= 3o 50 (12.25)
A basic bottleneck with known approaches following SCO-to-ERM reductions is that they
require a strongly convex ERM solver as a primitive, due to known barriers to generalization
in SCO without strong convexity (see e.g. discussion in [SSSSS09]). This poses an issue in
the heavy-tailed setting, because standard analyses of strongly convex clipped SGD (see
e.g. our Proposition ) appear to suffer a dependence on b2D in the utility bound, which

upon taking expectations requires bounding

2

1
E 3 = - — ; . .
SE Vp=_E |max|— LS V) - - 3 (Vi) (12.26)
i€[n] i€[n]
Recall from Lemma that it is straightforward to bound E bp < (Jk 1, due to Fact

Bounding Eb% is more problematic; in [LR23], requiring this bound resulted in a depen-
dence on Gy as opposed to Gy (see the proof of Theorem 31), which we avoid (up to a
polylogarithmic overhead) via our population-level localization strategy. We now present an

alternative strategy to bound ( ), avoiding a G, dependence. Observe that, by using
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(a+b+c)? <3(a®+b%+c2),

2

1
2 § :
DL]JZPTL bD < 3 E max E sz(x) - VFP({L‘)

D~P™ | zeX
i€[n]
=T}
2
+ 3r;1€a)>(< VFEp(x)— si}j:p Mo (V f(;s))] (12.27)

~~

:=To
2

1
+3 B fmax| Z{] No(Vfie) = B [Me(Vf(;s)]

~~

:=T3

We focus on T7, as T3 can be bounded by similar means (as truncation can only improve

2k 2
moment bounds), and Ty < % via Fact . Hence, if we can show that 17 = O(%)
under the moment bound assumption in Assumption , we can avoid the logarithmic

factors lost by our population localization approach. We suggest the following conjecture

as an abstraction of this bound.

Conjecture 12.11.1. Let P be a distribution over S. For each x € X, let g(x;s) € RY be a
random vector, indeved by s ~ S, satisfying Eswp[g(z; s)] = ¥a and Egup[sup,ex|lg(z; s)|?] <
1. Finally for S ~P™ and x € X, let g(x;5) := 2> o g(x;s). Then,

1
E S =0(-).
B [patass?] =0 (1)

Note that the bound in Conjecture exactly corresponds to T in ( ), after

rescaling all sample gradients by G%, and centering them by subtracting VFp(x). Hence, if

Conjecture is true, it would yield the following desirable bound in ( )
G2 Gk
=024+ "k ).
Bt =0 (54 i

Moreover, it is simple to prove a bound of O(1) on the right-hand side of Conjec-
ture , and as n — oo it is reasonable to suppose g(z;S5) — ¥4 for all x € X.

Nonetheless, we refute Conjecture in full generality with a simple 1-dimensional
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example.
Lemma 12.11.2. Conjecture 1s false.

Proof. Let S = [0,1] and let P be the uniform distribution over S. Let X index a set of ran-
dom g(z;-) : [0,1] — [0, 1] which are nonzero at finitely many points.” Then Eqp g(z;5) =0

for all z € X, and g(z;s)? < 1 for all z € X, s € S. However, for any S € [0,1]", we have

sup g(x; 9)% = 1.
zeX

O]

While Lemma does not rule out the approach suggested in ( ) (or other
approaches) to improve the analysis of strongly convex ERM solvers in heavy-tailed set-
tings, it presents an obstacle to applying the natural decomposition strategy in ( ). To
overcome Lemma , one must either use more structure about the index set X or the
iterates encountered by the algorithm, or consider a different decomposition strategy for

bounding the squared empirical bias.
12.12 Proof of Lemma

In this section, we prove Lemma . We first require the following standard fact (see

e.g. [Sch14]).

Fact 12.12.1. Let X C R% be a convex set. Then for any z,y € R%, we have

Mk (z) = M (y)l < [lo =yl

We now set up some notation. Let {1); : X — X} ) and {¢; : X = X}jcr be two

sequences of operations. We say that an operation pair (¢, ) is contractive if for any two

9We note there is a bijection between X and any convex subset &’ of R? containing a ball with nonzero

radius. To see this, it is well-known that there is a bijection from [0, 1] to R>0, and we can simply construct
a bijection between R>¢ and X by mapping the interval [i — 1,4] to [0,1]** (where the first i coordinates
specify the nonzero points, and the next i coordinates specify their values) for all i € N. Finally, it is
well-known there is a bijection between [0, 1] and R?, and we can construct a bijection between X’ and
R? by considering each 1-dimensional projection separately.
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points z,y € X,

() — el < llz = yll.

We say an operation pair (9, ¢) is (C, {)-contractive if for any x,y where ||z — y|| < C, we

have

[¥(x) = o)l < llz—yll + ¢

Let ¢/ (z) =1 09j_10...0¢;1(x), and define ¢’ similarly, for all j € [T].

We prove Lemma as a consequence of the following more general result.

Lemma 12.12.2. Let xg = z(, € X, and consider two sequences of operations {1; : X —

X}iem and {1/13 1 X — X} satisfying the following conditions, for c := L%J

1. For at least T — c — 1 indices j € [T], (¢, ;) is contractive.
2. At most one operation pair, (Vx,Vy), is (0o, C)-contractive.

3. For at most c indices j € [T], (¢;,¢;) is (2C, ¢)-contractive.

Then for all j € [T, we have that |1’ (x0) — ¢’ (yo)|| < 2C.

Proof. Define Aj = ||¢?(z0) — ¢?(zp)|| for all j € [T]. Let aj < ¢ be the total number
of (2C, ()-contractive operation pairs (1, ¢;) where i < j, and let b; be the 0-1 indicator
variable for £ < j. We use induction to show that A; < a;( + b;C. When j = 1, the claim
holds. Now if the claim holds for j — 1, then A; 1 < a;_1¢( +b;—1C < 2C. Hence, by

definition,
Aj < Aj 1+ (aj—aj1)¢+ (bj —bj_1)C = a;¢ + b;C,

which completes our induction. This also implies Ap < 2C' as claimed. O
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Proof of Lemma . Throughout the following proof, note that ¢; < 2¢ deterministically

(due to our use of BLap(%, ¢) noise), and under the stated parameter bounds,

~ 7C 9C
¢e {8’8

] and |v; ;| < % for all j € [n;].
Let {gi; = Uc(Vf(i;8i5))}jem and {g;; = He(Vf(z];;8;,))} be the two truncated
gradient sequences in the i phase corresponding to the two datasets, and let {xi,j}je[ni]
and {'x;,j}je[m} be the corresponding iterate sequences. We set the operation sequences
Yj(z) == Iy (x — nigi ;) and ¢j(z) = Hx(x — n:g; ;). We bound the contractivity of these
operation pairs and apply Lemma

First, note that because count;, count; < ¢ < 2c, the operation pair (v, ;) is an
identical untruncated gradient mapping for at least ¢ — 2c — 1 indices j € [t]. Because we
assume each sample function f(-;s) is S-smooth, it follows that for these indices j € [t], the
operation pair (1, ;) is contractive, by applying Fact , Fact ,and ;8 < 1.

Next, recall the assumption that the datasets D, D’ differ in the jgh sample only. Because
l9i4o || < % + % < % by assumption, and similarly [|g; ; || < %, it follows that the
operation pair (vj,, ¢j,) is (00, 3Cn;)-contractive by applying the triangle inequality and
Fact

For all remaining indices j € [t], count; and count; both incremented (under the assump-
tion that Y; ; = Y/, for these indices). We claim that (15, ¢;) is (6n,C, 12n?C B)-contractive

for these iterations. To see this, we bound

Wj(wi,j) - @j(x;,j)H < H(ivi,j - mgz‘,j) - (1‘;,]‘ - nigg,j)H
< ||(ig — iV f (@i g; sig) — (@5 ; — iV f (] 53 505)) |
+0i |V f (i g; sig) — V()5 si)|| + i ||gig — gt

< ||wiy — af 4| + 1207 CB.

The first line used Fact , the second used the triangle inequality, and the last used
Fact , Fact , and the fact that ||V f(zi;;si;) — V(2] ;58i5)] < 6mCB by

smoothness, when [|z; ; — a7 ;|| < 6Cn;.
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Finally, it suffices to apply Lemma with C + 3Cn;, ¢ + 1217?06, and ¢ + 2c,
which we can check meets the conditions of Lemma under the stated parameter

bounds. O
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Chapter 13

PRIVATE ONLINE LEARNING VIA LAZY ALGORITHMS
13.1 Introduction

Online learning is a fundamental problem in machine learning, where an algorithm interacts
with an oblivious adversary for 7' rounds. First, the oblivious adversary chooses T loss
functions ¢1,...,47 : X — R over a fixed decision set X. Then, at any round ¢, the
algorithm chooses a model x; € X, and the adversary reveals the loss function ¢;. The
algorithm suffers loss ¢;(x;), and its goal is to minimize its cumulative loss compared to the

best model in hindsight, namely its regret:

T T
Reg; = th(wt) - IEIiI/{/Zﬁt(.’L‘*).

t=1 retia
In this work, we study two different differentially private instances of this problem: differ-
entially private online prediction from experts (DP-OPE) where the model = can be chosen
from d experts (X = [d]); and differentially private online convex optimization (DP-OCO)

where the model belongs to a convex set X C R%.

Both problems have been extensively studied recently [JKT12, ST13, JT14, AS17,
KMS™*21] and an exciting new direction with promising results for this problem is that of de-
signing private algorithms based on low-switching algorithms for online learning [AFKT23b,
AFKT23a, AKST23a, AKST23b]. The main idea in these works is that the privacy cost for
privatizing a low-switching algorithm can be significantly smaller as these algorithms do not
update their models too frequently, allowing them to allocate a larger privacy budget for
each update. This has been initiated by [AFKT23b], which used the shrinking dartboard
algorithm to design new algorithms for DP-OPE, later revisited by [AKST23a] to design
new algorithms for DP-OCO using a regularized follow-the-perturbed-leader approach, and

more recently by [AKST23b] which used a lazy and regularized version of the multiplicative
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Prior work This work
min{vd, T3} logd T3 logd
DP-OPE V1logd+ - o8 [AS17, AFKT23b] VT logd + Ez/gjg

DP-0CO | min {£2¥T, T ¢ T2VE 4 TOJIY [KNS*21, AKST23b] | VT + L5

Table 13.1: Regret for approximate (&, §)-DP algorithms. For readability, we omit logarith-
mic factors that depend on 7" and 1/6.

weights algorithm to obtain improved rates for DP-OCO.

While all of these results build on lazy-switching algorithms for designing private online
algorithms, each one of them has a different method for achieving privacy and, to a greater
extent, a different analysis. Moreover, it is not clear whether these transformations from
lazy to private algorithms in prior work have fulfilled the full potential of lazy algorithms for
private online learning and whether better algorithms are possible through this approach.
Indeed, the regret obtained in prior work [AFKT23b, AKST23b] is T/ /e (omitting de-
pendence on d) for DP-OPE, which implies that the normalized regret is 1 /T2/ 3¢: this is
different than what exhibited in a majority of scenarios of private optimization, where the

normalized error is usually a function of Te.

— L2P —_— L2pP

]- [AKST23b] ]- ]- [AFKT23b]
[KMST21] = = = non-private
w08 1 n 08 1« 08] 1
0.6 | 0.6 —— 0.6 |
oal__ [T AP I oal [T
0 02040608 1 0 02040608 1 0 02040608 1
(6% (0% (0%
(a) DP-OCO (d = log T) (b) DP-OCO (d = T') (c) DP-OPE

Figure 13.1: Regret bounds for (a) DP-OCO with d = polylog(T), (b) DP-OCO with
d = T3 and (c) DP-OPE with d = T. We denote the privacy parameter ¢ = T~% and
regret 77, and plot 3 as a function of « (ignoring logarithmic factors).
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13.1.1 Owur contributions

Our main contribution in this work is a new transformation that converts lazy online learning
algorithms into private algorithms with similar regret guarantees, resulting in new state-
of-the-art rates for DP-OPE and DP-OCO. We provide a summary in Table and Fig-

ure

L2P: a transformation from lazy to private algorithms (Section ). Our main
contribution is a new transformation, we call L2P, that allows converting any lazy algorithm
into a private one with only a slight cost in regret. This allows us to use a long line of work
on lazy online learning [KV05, GVW10, AT18, CYLK20, SK21, AKST23a] to design new
algorithms for the private setting. Our transformation builds on two new techniques: first,
we design a new switching rule that only depends on the loss at the current round, so as to
minimize the privacy cost of each switching and mitigate the accumulation of privacy loss.
Second, we rely on a simple, key observation that by grouping losses in a large batch, we
can minimize the effect on the regret of lazy online learning algorithms. We introduce a
new analysis for the regret of lazy online algorithms with a large batch size that improves
over the existing analysis in [AFKT23b]; this allows us to reduce the total number of “fake

switches” needed to guarantees privacy, improving the final regret.

Faster rates for DP-OPE (Section ). As a first application, we use our trans-
formation in the DP-OPE problem on the multiplicative weights algorithm [AHK12]. This
results in a new algorithm for DP-OPE that has regret /T log(d) + T'/3log(d)/e?/3, im-
proving over the best existing results for the high-dimensional regime in which the regret
is \/Tlog(d) + T/?log(d)/e [AFKT23b]." The improvement is particularly crucial in the
high-privacy regime, where ¢ < 1: indeed, our regret shows that (for d = poly(T)) it is
sufficient to set e > T4 for matching the optimal non-private regret /T log d, whereas

1/6

previous results require a much larger ¢ > T~ /° to get privacy for free. This is also im-

portant in practice, when multiple applications of DP-OPE are necessary: using advanced

1[AFKTQSb} has another algorithm which slightly improves over this regret in the high-privacy regime
and obtains regret T%/°/e*/5. We include this algorithm in Figure
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composition, our result shows that we can solve K = VT instances of DP-OPE with ¢ = 1
and still obtain the non-private regret of order v/T'; in contrast, prior work only allows to

solve K ~ T'/3 instances while still attaining the non-private regret.

Faster rates for DP-OCO (Section ). As another application, we use our trans-
formation for DP-OCO with the regularized multiplicative weights algorithm of [AKST23b].
We obtain a new algorithm for DP-OCO that has regret \/T+T1/3\/g/€2/37 improving over
the best existing results that established regret VT + TV/3v/d/e + T%/8/d/3/* [AKST23b]
or d'/*\/T/\/e using DP-FTRL [KMS*21].

Lower bounds for low-switching private algorithms (Section ). To understand
the limitations of low-switching private algorithms, we prove a lower bound for the natural
family of private algorithms with limited switching, showing that the upper bounds obtained
via our reduction are nearly tight for this family of algorithms up to logarithmic factors.
This shows that new techniques, beyond limited switching, are required in order to improve

upon our upper bounds.

13.1.2 Related work

Lazy online learning. Our transformation and algorithms build on a long line of work in
online learning with limited switching [KV05, GVW10, AT18, CYLK20, SK21, AKST23b].
As is evident from prior work in private online learning, the problems of lazy online learn-
ing and private online learning are tightly connected [AFKT23b, AFKT23a, AKST23a,
AKST23b]. In this problem, the algorithm wishes to minimize its regret while making at
most S switches: the algorithm can update the model at most S times throughout the T'
rounds. Recent work has resolved the lazy OPE problem: [AT18] show a lower bound of
VT +(T/S)log(d) on the regret, which is achieved by several algorithms such as Follow-the-
perturbed-leader [KV05] and the shrinking dartboard algorithm [GVW10]. For lazy OCO,
however, optimal rates are yet to be known: [AKST23b] recently show that a lazy version
of the regularized multiplicative weights algorithm obtains regret vT + (T//S)v/d, whereas
the best lower bound is /T + T/S [SK21].
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Differentially Private Stochastic Convex Optimization (DP-SCO). In the non-
private setting, it is well known that Online Convex Optimization (OCO) is closely related
to the problem of Stochastic Convex Optimization (SCO), where an algorithm is given
n 1.i.d. samples from some distribution P and aims to minimize a stochastic convex loss
function, and the optimal rates for both problems are the same (e.g., [SS12, Haz16]). It is
still unclear whether such a result holds in the private setting. While optimal algorithms
are known to achieve (normalized) rate 1/y/n + vV/d/(ne) for DP-SCO [BST14, BFTGT19,
FKT20, AFKT21, ALD21], the best algorithms for DP-OCO (Section ) achieve a
normalized regret 1/v/T ++/d/(T<)?/3. Recently, for the case of stochastic adversaries (that
choose ¢; ii.d. from P), [AFKT23b| gave a reduction from DP-OCO to DP-SCO which

shows that (up to logarithmic factors) both problems have the same rates in this case.
13.2 Preliminaries

18.2.1 Problem setup

We consider an interactive T-round game between an algorithm ALG and an oblivious ad-
versary Adv. Before the interaction, the adversary Adv chooses T loss functions ¢1,...,¢0r €
L={¢|¢:X — R}. Then, at each round ¢ € [T], the algorithm ALG, which observed
£y, - ,l;_1 chooses x; € X, and then the loss function ¢; chosen by Adv is revealed. The

regret of the algorithm ALG is defined below:

T

T
Reg;(ALG) := Zﬁt(ast) — min Zét(x*).
=1

T*eX
t=1 t

We study online optimization under the constraint that the algorithm is differentially
private. For an algorithm ALG and a sequence & = ({1,...,¢r) chosen by an oblivious
adversary Adv, we let ALG(S) := (x1,...,27) denote the output of ALG over the loss

sequence S. We have the following definition of privacy against oblivious adversaries.

20ur regret bound may be invalid with an adaptive adversary, but our algorithms will satisfy a stronger
notion of differential privacy against adaptive adversaries (see [AFKT23b]). However, to keep the notation
and analysis simpler, we limit our attention to privacy against oblivious adversaries.
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Definition 13.2.1 (Differential privacy). A randomized algorithm ALG is (e, §)-differentially
private against oblivious adversaries ((e, §)-DP) if, for all neighboring sequences S = (¢1,...,¢r) €
LT and 8 = (¢;,..., ) € LT that differ in a single element, and for all events O in the

output space of ALG, we have
Pr[ALG(S) € O] < € Pr[ALG(S’) € O] + 4.
We focus on two important instances of differentially private online optimization:

(i) DP Online Convex Optimization (DP-OCO). In this problem, the adversary
picks loss functions ¢ € Loco = {¢ | £ : X — R is convex and L-Lipschitz} where
X C R is a convex set with diameter D = diam(&X) := sup, yex |7 — |, and the
algorithm chooses x; € X'. The goal of the algorithm is to minimize regret while being

(e, 9)-differentially private.

(ii) DP Online Prediction from Experts (DP-OPE). In this problem, the adversary
picks loss functions ¢ € Lopg = {¢ | ¢ : [d] — [0,1]} where X = [d] is the set of d
experts, and the algorithm chooses x; € [d]. The goal of the algorithm is to minimize

regret while being (e, 0)-differentially private.

13.2.2  Tools from differential privacy

Our analysis crucially relies on the following divergence between two distributions.

Definition 13.2.2 (d-Approximate Max Divergence). For two distributions p and v, we
define

V) = sup nt/el
D2 (ullv) I A05) =0
SCsupp(p)u(8)zs V(S

We let DY (1, ) := max{ DS, (sllv), D%, (v]|n)}-
We also use the notion of indistinguishability between two distributions.

Definition 13.2.3. ((e, ¢)-indistinguishability) Two distributions u, v are (&, §)-indistinguishable,

denoted p ~ (. g) v, if DS (u,v) <e.
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Note that if an algorithm ALG has ALG(S) =, 5y ALG(S’) for all neighboring datasets
S, S’ then ALG is (g, §)-differentially private.
For our lower bounds, we require the notion of concentrated differential privacy. To this

end, we first define the a-Renyi divergence (o > 1) between two probability measures:

Datul) = L 1os ([ (4 i)

Concentrated DP is defined below:

Definition 13.2.4 (concentrated DP). Let p > 0. We say an algorithm ALG satisfies
p-concentrated differential privacy (p-CDP) against oblivious adversaries if for any neigh-
boring sequences S = ({1,...,4r) € LT and &' = (¢},...,¢7) € LT that differ in a single
element, and any o > 1, D, (ALG(D)||ALG(D’)) < ap.

Moreover, note that distributions with bounded D2, satisfy the following property.

Lemma 13.2.5. Let ¢ < 1/10. If DS (u,v) < /2 then we have

X
e’ 21—65/5(dePr e_5<u( )
~V

P L
o = U(X)

Xrop - Z/(X)

IN

<e | >1—-60/e.

Our results use standard results on group privacy and privacy composition.

Lemma 13.2.6. (Group Privacy) Let ALG be an (g,6)-DP algorithm and let S,S'LT be
two datasets that differ in k elements. Then for any measurable set S in the output space
of ALG

Pr[ALG(S) € O] < " Pr[ALG(S") € O] + keF~1es,

Lemma 13.2.7 (Advanced Composition,[KOV15]). For any e, > 0,6; € (0,1) fort € [k],
and 6 € (0,1), the class of (1, 0;)-DP mechanisms satisfy (65,1 —(1— S)Hte[k](l — 64))-DP

under k-fold adaptive composition, for

~ ) ) \/ Zte[k] &7 5 .
gs= > e+ming [ 2?loge+ T), > " 2etlog(1/6) o . (13.1)
te[k] te[k] te[k]
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We have the following standard conversion from p-CDP to (g, §)-DP.

Lemma 13.2.8 ([BS16]). If ALG is p-CDP with p < 1, then it is (31/plog(1/d),d)-DP for
all § € (0,1/4).

13.3 L2P: From Lazy to Private Algorithms for Online Learning

This section presents our L2P transformation, which turns lazy online learning algorithms
into private ones. The transformation has an input algorithm 4 with measure u; at round

t and samples z; from the normalized measure fi,, which satisfies the following condition:

Assumption 13.3.1. The online algorithm A has at time t a measure p; that is a function
of l1,...,4i—1 (and density function @i,) such that for some o9 < 1 and 0 < n < 1/10 that

are data-independent, we have
o DX (fy1: 1) <,
o uii1(x)/pe(x) = func(ly, z) for all x € X where func is a data-independent function.

While algorithms satisfying Assumption need not be lazy, this assumption is
satisfied by most existing lazy online learning algorithms such as the shrinking dartboard
(Section ) and lazy regularized multiplicative weights (Section ). Moreover, any

algorithm that satisfies this assumption can be made lazy via our reduction.

Technique Overview: Suppose the neighboring datasets differ from the sg-th loss func-
tion. The high-level intuition behind our framework is that our algorithm only loses the
privacy budget when it makes a switch (draws a fresh sample) whenever ¢ > sy. Hence, in
the framework, we try to make the algorithm make as few switches as possible. This modi-
fication can lead to additional regret compared to lazy online learning algorithms, and we
need to balance the privacy-regret trade-off. The family of low-switching algorithms is ideal
for privatization because its built-in low-switching property can achieve a better trade-off.

Our starting point is the ideas in [AFKT23b, AKST23b] to privatize low-switching

algorithms, which use correlated sampling to argue that a sample from x;; ~ 7, is
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likely a good sample from f, and therefore switching at round ¢ is often not necessary. In
particular, at round ¢, these algorithms sample a Bernoulli random variable S; ~ Ber(c -
Ty (x4—1)/Tiy—1(x¢—1)) for some constant ¢ and use the same model x; = x4 if Sy = 1, and
otherwise sample new model x; ~ i, if S; = 0 (which happens with small probability). This
guarantees that the marginal probability of the lazy iterates remains the same as the original
iterates. Finally, to preserve the privacy of the switching decisions, existing algorithms add
a fake switching probability p where the algorithm switches independently of the input. To

summarize, existing low-switching private algorithms work roughly as follows:

At each round t:
— Sample S; ~ Ber(C - T, (x¢—1)/fy_1 (2¢-1)) and S} ~ Ber(1 — p)

— Sample new z; ~ @, if Sy =0or S; =0

— Otherwise set xy = x4—1

This sketch is the starting point of our transformation, and we will introduce two new
components to improve performance. The first component aims to avoid the accumulation
of privacy cost for switching in the current approaches where each user can affect the
switching probability for all subsequent rounds: this happens since fi;(x¢—1)/f;—1(2¢—1)
is usually a function of the whole history ¢1,..., 4, and hence the existing low-switching
private algorithms lose the privacy budget even it does not make real switches. To address
this, we deploy a new correlated sampling strategy in L2P where the loss ¢; at time ¢ affects
the switching probability only at time ¢, hence paying a privacy cost for switching only in a
single round. To this end, we construct a parallel sequence of models {yt}te[T] (independent
of x;) that is used for normalizing the ratio @, (z¢—1)/m;_1(x¢—1) to become independent of

the history. In particular, at round ¢, we switch with probability proportional to

(1) _ﬁt—1(yt—1)
fey(xe-1)  Fp(ye-1)

Be(@e—1)  BeaWe-1) _ pe(meo1) | peo1(ye—1)

The main observation here is that = A = and this ratio
1 (we—1) 1 (ye—1) pe—1(xe—1)  pe(ye—1)
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is a function of #; our input online learning algorithms which satisfies Assumption
This will, therefore, improve the privacy guarantee of the final algorithm.

The second main observation in L2P is that having a large batch size (batching rounds
together) does not significantly affect the regret of lazy online algorithms compared to non-
lazy algorithms but can further reduce the times to make switches and save the privacy
budget. Our main novelty is a new analysis of the effect of batching on the regret of
lazy algorithms (Proposition ), which states that running a lazy online algorithm
with a batch size of B would have an additive error of TB?n? to the regret where 7 is a
measure of distance between 71, and 7i,_;. This significantly improves over existing analysis
by [AFKT23b, Theorem 2] which shows that batching can add an additive term of B/n to
the regret.

Having reviewed our main techniques, we proceed to present the full details of our
L2P transformation in Algorithm 4, denoting vs = fi(s_1)p4+1 Where B is the batch size.

The regret of our transformation depends on the regret of its input algorithm. For the

measure {u;}_;, we denote its regret

S
N

Regr({p}{1) Zx (o)) = min > £4(2).

x
t=1 t=1
The following theorem summarizes the main guarantees of Algorithm

Theorem 13.3.2. Let p € (0,1) and B € N. Assuming Assumption , Tp/B > 1,
and for any 61 > 0 such that nBlog(1/61)/p < 1, our transformation L2P is (g,0)-DP with

2y 3Tn°plog(1/61) 12
="t -~ +\/6TPplog?(1/61)/B

6 = 2T'(2/n +log(1/61)/p)eBdo + 2T41,

and has regret

(S(]T2 log(i)
Regr < Regr({tu}im1) + O <TB2772 + % :

We begin by proving the utility guarantees of our transformation. It will follow directly
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Algorithm 44: L2P

1 Input: Parameter 7, measures {4 },c(7], batch size B, fake switching parameter p ;

2 Sample z1,y; ~ U1;

3 Observe /1, ...,¢p and suffer loss Zf;l li(z1);

4 fors=2---.T/B do

5 Sample S ~ Ber (min (1, Us(@s-1) stl(y571)>> and S ~ Ber(1 — p);

2By, (zs—1)  Vs(Ys—1)

6 | if Ss=0 or S, =0 then
7 ‘ Sample x5 ~ Vs ;

8 end

9 else
10 ‘ Set x5 = x5_1;
11 end

12 Sample As ~ Ber(1 — p);
13 if A; =0 then

14 ‘ Sample ys ~ Ts ;

15 end

16 else

17 ‘ Set ys = Ys—1;

18 end

19 Play xs;

20 Observe £(s_1)p41, - - -, {sp and suffer loss Ef:B(S_l)BH li(xs);

21 end
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from the following proposition, which bounds the regret of running L2P over a lazy online

learning algorithm.

Proposition 13.3.3 (Regret of Batched Lazy Algorithm). Let ALG be an online learning
algorithm that satisfies Assumption . Let nBlog(1/61)/p < 1, and 01,n < 1/2. Then

running L2P with the input algorithm ALG has regret

50T2 log(i)
Regr < Regr({u}i—1) + O <TBQ772 + % .
To prove Proposition , we first show that we can instead analyze the utility of

a simpler algorithm that samples from 75 at each round. This is due to the following
lemma, which shows that ||Us — Us||7y is small where Uy is the marginal distribution of x4

in Algorithm

Lemma 13.3.4. Let Us be the marginal distribution of xs in Algorithm /. WhennBlog(1/61)/p <

1, we have

[Vs = Dsllry < 3(s — 1)(2e + log(1/61)/p) Bdo.

We also require the following lemma which allows to build a coupling over multiple
variables, such that the variables are as close as possible. This will be used to construct a

coupling between the lazy algorithm and the L2P algorithm that runs it.

Lemma 13.3.5 ([AS19]). Given a collection S of random variables, all absolutely contin-
wous w.r.t. a common o-finite measure. Then, there exists a coupling I', such that for any

variables X, Y € S, we have

2| X = Ylry
1+ [|X =Yy

Pr[X #Y] <

We are now ready to prove Proposition

Proof. Let Reg/ denote the regret when the marginal distribution of z; is 7; instead of 74
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induced in the Algorithm. Since each loss function is bounded,

Regr <Regli+B Y ||7s — Usrv.
s€[T/B]

By Lemma , we have

Regr < Regir+B Y 3(s—1)(2/n+log(1/81)/p)eBdy
s€[T/ B

< Reg'p + 8T8 log(1/61) /7.

Thus, it now suffices to upper bound Reg.

Due to the preconditions that D2 (% 1, 75;) < nand &y < 1, we know ||, 41— ||7v < 2n.
Recall that we assume zs ~ V5. Suppose z; is the action taken by the input lazy algorithm
A for i € [T] and the marginal distribution of z; is ii;. By Lemma , we can construct
a coupling I's between x5 and Z := (2(s_1)p41," " ; ZsB), such that

Pr [Jie[(s—1)B+1,sB],z # xs] < Bn.
(zs,2)~T's

Letting I, = 1(3i € [(s — 1)B + 1, sB], z; # x5), we have

sB sB
E Ez s) = E Ez s
Tg~Usg 3 Z ($ ) (rs,E)NFS . Z (l‘ )
i=(s—1)B+1 i=(s—1)B+1
sB
— xs’grsu L) Y i)
i=(s—1)B+1
sB
+ B L > =)
i=(s—1)B+1
sB
< _ e
= xs,grs(l I) Z (i)
i=(s—1)B+1
sB

+ E I, Y (4(z)+0(Bn)

xg,z~T
ST =(s—1)B+1
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sB
< E ¢;(z) + O(Bn - B%n).
< E ) l)+0(By-B)
i=(s—1)B+1

Hence we get

T
Reg < Reg,({iu}i_1) + B O(B*n?),

which completes the proof. ]

Now we turn to prove the privacy of L2P. We begin with the following lemma, which
provides the privacy guarantees of sampling a new model x; from the distribution u;. We

defer the proof to Appendix

Lemma 13.3.6. Let {1}l satisfy Assumption where n < 1/10. Then for any
neighboring sequences S and S" with corresponding {Mt}?:o and {u} tT:o that differ one loss

function, we have
8o f—  —
Do (1, ;) < 2.

We use correlated sampling in the algorithm rather than sampling from z; directly. To
this end, we need the following lemma, which provides upper and lower bounds on the ratio

used for correlated sampling.

Lemma 13.3.7. For any s € [T/B], if nBlog(1/61)/p < 1, then with probability at least
1—(2/n+log(1/61)/p) - eBdy — b1,

Vst1(Ts) . vs(Ys)
vs(®s)  Vst1(Ys)

€ [6_2B77762Bn].

One remaining issue is we need to conditional on the high probability events in Lemma
for the privacy guarantee and can not directly apply Advanced Composition (Lemma ).
Now, we modify the Advanced Composition for our usage. In the classic k-fold adaptive
composition experiment, the adversary, after getting the first ¢ — 1 answers Y7,---,Y; 1
(denoted by Y};_y; for simplicity), can output two datasets DY and D}, a query g;, and
receives the answer Y; ~ M;(D?, g;) for the secret bit b € {0,1}. If each M, is (g;,6;)-DP,

then the joint distributions over the answers Y[ satisfy the advanced composition theorem.
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In our case, however, we know there exists a subset Gi_l(Dﬁ._H), such that with proba-

bility at least 1 — X;, Y;_1) € Gi—l(Df;i—l])' Conditional on Y};_y) € ﬂbE{O,l}Gi—l(D%_l})a

Mi(DY, qi | Vi) € Myeqo3Gim1(Df_1))) ®e,.6) Mi(Ds i | Yie1) € Noego.yGi1(Df_yy))
(13.2)

Then we have the following lemma:;:

Lemma 13.3.8. Given the k mechanisms satisfying the Condition ( ), then the class
of mechanisms satisfy (€5,1 — (1 — S)Hte[k;](l — ) +2 >tefi] Me-DP under k-fold adaptive

composition, with €5 defined in Equation ( ).

Proof. Without losing generality, suppose we know the adversary and how they generate the
databases and queries. We can construct a series of mechanisms M/, such that M/ draws
Y; from MZ-(Dg’,qi), and outputs Y; if Y; € mbe{o,l}Gi—l(Dﬁ,”), and outputs 0 otherwise.
Let (Y]y,---,Yy,) be the outputs of M; with secret bit b, and we know the TV distance
between (Y, -+, Yy ;) and (Yip, -+, Yip) is at most 3,y A¢ for any b € {0,1}. Moreover,

we know

/ !N o _ _ / /
(Y10, 5 Yio) ~es1-(1-0) e 1) (1-51)) YY)
by the advanced composition. The basic composition finishes the proof. O

We are now ready to prove our main theorem.

Proof of Theorem . The regret bound follows directly from Proposition It
suffices to prove the privacy guarantee.

Fix two arbitrary neighboring datasets S and &', and suppose the sequences differ at
so-step, that is {{(sy_1)p41, -+ ,€sop} differ one loss function from {“g,(so—l)BH’ e ,E;OB}.
Define (; as the indicator that at least one of Agy 1, Ss41 and S is zero. Let {(xs, ys, Cs)}ser/B]

and {(2%, ys, C4) }serr/p) be the random variables with neighboring datasets. Let X, =

{(z7,Yr, () }rels) be the random variables for the first s-iterations. We will argue that
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{(xs,ys, Cs) Yserrym and {(z%, ¥, Co) Ysepr/p) are indistinguishable, and privacy will follow
immediately.

Let E, be the event such that 2ti(@s) . vals) o [e=2Bn ¢2B1]. Hence we know Pr[E,] >
vs(@s)  Vsy1(ys)
1—(2+log(1/61)/p)eBdy — 61 by Lemma for any s € [T/B]. Define E. in a similar

way. Moreover, let Eg be the event that ZZ:/}; 1(As =0 or S.=0)<2Tplog(1/61)/B.

By Chernoff bound, we know

T/B
Pr(Eq) = Pr[z 1(As=0 or S, =0)<2Tplog(1/61)/B]>1-— 4.
s=2
Then it suffices to show {(zs, ys, (s) }sery/m) and { (25, yg, C5) }ser/ B are (¢, d.)-indistinguishable
conditional on E := EqUEGUscir/p(EsUEY). Then this will imply that {(xs, ys, {s) }sejr/B]
and {(5, Y5, Co) Ysepr/B) are (g, 6 +(2742)61+2T'(2/n+1og(1/61) /p)e Bdo)-indistinguishable.
Now we show, conditional on E, any value ¥ such that ¥,_; = X, | = 3, (zs,9s,(s)

and (2, y., (l) are (eg, dp)-indistinguishable where

0, s < 8o
Es = 277/p s = Sp (133)
G-n s$>3so

Case 1 (s < sp): It is clear that the claim is correct for s < sg as (s, ys, (s) and (2%, y., ¢L)

have the same distribution then.

Case 2 (s = sg): Now consider the case where s = sp.

Note that (zsy,ys,) and (z},, s, ) have identical distributions, and it suffices to consider
the indistinguishability of (s, and ¢, .

We have

o 2 Vspg+1 ($50 ) . _Yso (yso)
Pr[CSO =0 ‘ z:So—la Tsgs ySQ] o (1 p) GQBT'VSO(xSO) V50+1(yso)
Pri¢) =0|X. 2l yh ] o2 Yeari(@s) v (h)
S0 50 50 Is0 (1 ) 2Byl (@l ) V;0+1(y§0)

_ Vso+1(Tsp) ) Vior1(Yso)

V;0+1 (Ts0)  Vsot+1(Yso)
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< e,

Similarly, we have

2 2 Vsg+1(Tsg)  Vsq(Usg)
PI‘[CSO =1 | Eso—lyxsovyso] _ 1- (1 _p) + (1 _p) (1 - €2B(?’]V50(£E20) Vsoil(yzo))
Pr[Cgo =1 | 2;0_1,.’Ego,yg0] 1— (1 . p)2 + (1 _p)2(1 . V;0+1(Ilso) Véo(ygo)

5237”40 (x4y) ”§0+1 (¥5,)

(1_p)2( Vg0+1(x/80) Véo(ygo) Vso+1($so) Vso(yso) )

eanstO (1'/50 ) V;OJrl (yéo ) 523"”30 (mso ) Vsg+1 (yso )

=1+ @) vl (o)
2 2 sg+1\"s Vs s
L= =p)? + (=00 = oy Gl 57, )
2
§1+en_1 < e2/p,
p

Case 3 (s > sg): As for the case when s > sg, when ¢, = 0 (As41 = Sep1 = Sl = 1),
the variables are O-indistinguishable since zs = xs_1 and ys = ys_1 in this case. Consider
the remaining possibility. Given the assumption that pi1/p: is a function of ¢;, for any

possible ¥, we have

Pri¢y = 1| Zyq = X = Pr{(, = 1] &, = 5.

For any set S, by the assumption on fi,, we have

Pr¢s =1, (z5,95) € S | By-1 = 3]
=Pr(zs,ys) € S | Bem1 = 2,6 =1 Pr[¢s = 1| By = 3]
=Pr[(zs,ys) €S | Zsm1 =%, =1Pr[(,=1|X,_, =]
<M Pr((af,y) € S| Ty =%, ¢ =1 Pr[¢; = 1| X[, = %] + 44

=" Pr[¢} = 1,(z,y)) € S| X,_; = X] + 4,

where the inequality comes from Lemma by the divergence bound between 7, and

1i;. This completes the proof of Equation (13.3).

The final privacy guarantee follows from combining Equation (13.3) and the modified

Advanced composition (Lemma ). O
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18.3.1 Application to DP-OPE

This section discusses the first application of our transformation to differentially private
online prediction from experts (DP-OPE). Towards this end, we apply our transformation
over the multiplicative weights algorithms [AHK12|, which can be made lazy as done in the

shrinking dartboard algorithm [GVW10]. It has the following measure at round ¢
[ (z) = e~ o1 L) (13.4)

The following proposition shows that this measure satisfies the desired properties required

by our transformation. We let z;j™ denote the density corresponding to pj™.

Lemma 13.3.9. Assume {1,...,¢r where {y : [d] — [0,1]. Then we have that

1. DR, ™) < n with o = 0.

9 ;ir}“\:}((;r)) — o ntt(x) for all x € [d].

Proof. The first item follows from the guarantees of the exponential mechanism as ¢(z) €

[0,1] for all x € [d]. The second item follows immediately from the definition of ™. [

Having proved our desired properties, our transformation now gives the following theo-

rem.

Theorem 13.3.10 (DP-OPE). Let ¢1,...,¢p where ¢, : [d] — [0,1]. Setting B = 1/¢ and
n = min(eg,£)?/3 /T3 where eg = T—1/4 log®*d, the L2P transformation (Algorithm /)

applied with the measure {u™ YL, is (¢,8)-DP and has regret
TY3logd
RegT:O<\/Tlogd+€2/3 .

Proof. First, based on theorem , note that the setting of B = 1/ and n < min(eg, £)%/3/T"/3

where g9 = T~ /*10g/* d guarantee the algorithm is (e, §)-DP.
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To upper bound the regret, we use existing guarantees of the multiplicative weights

algorithm [AHK12], combined with Theorem to get that the regret is

log(d
Regr < O <nT + Ogn() + T32n2>

1 Tn?
<0 <,7T | los(d) Z)
n g
T /31og(d) T3
2/3
=0 <(T€O) e ETETE

T3 1og(d)
22/3 ,

SO( Tlogd +

where the second inequality follows by setting B = 1/¢, and the third inequality follows by
setting 7 < min(eg, £)%/3/T"/3, and the last inequality follows since g9 = T—1/4 log?*d. O
18.8.2  Application to DP-OCO

In this section, we use our transformation for differentially private online convex optimiza-
tion (DP-OCO) using the regularized multiplicative weights algorithm [AKST23b], which

has the following measure

L () = ¢~ B(SIT b@)Ael3) (13.5)

Letting ™" denote the corresponding density function, we have the following properties.

Lemma 13.3.11. Assume {1,...,0p : X — R be convex and L-Lipschitz functions. Then

we have that

1. D (™, ™) < n where n = zﬁfz + 4/ 8L 105(2/50).

2. Zg&g; = e Pt forallz € X.

Proof. The first item follows from Lemma 3.5 in [GLL22, AKST23b]. The second item

follows immediately from the definition of p;™". O

Combining these properties with our transformation, we get the following result.
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Theorem 13.3.12 (DP-OCO). Let 4y,...,lr : X — R be convex and L-Lipschitz functions.

A = Emax{VT, YIETY 5 = y2)/20L%, 5 = ot

T1/310g(T/5) and

. o 1
Setting B = 2e10g(1/6)’

p = n/e, the L2P transformation (Algorithm //) applied with the measure {uf™ }I_, is
(e,6)-DP and has regret

£2/3

1/3
Reg, — LD - O <\F T \/dlongog(T/é))

Proof. First, based on Theorem , note that there are three constraints to make the

algorithm private:

n/p<e/2,  n/Tplog(1/6)/B <e/2,  nBlog(1/s)/p < 1.

. _ 1 Vdlog T 2 2 _ 2/3
Settlng of B = W, A= DmaX{f Og } ,8 A/QOL , N = m and
p = n/e guarantees the algorithm is (g, d)-DP.

For utility, we use theorem with the existing regret bounds for the regularized

multiplicative weights algorithm (Theorem 4.1 in [AKST23b]) to get that the algorithm has

regret
Regy < O <AD2 + LiT + dlog(T) + LDTB2772>
<0 <LD\/T+,\D2 L‘iangT { LDTB? 2)
<LD-O (ﬁ T1/3\/@log(T/5))
£

13.4 Lower bound for low-switching private algorithms

In this section, we prove a lower bound for DP-OPE for a natural family of private low-
switching algorithms that contains most of the existing low-switching private algorithms
such as our algorithms and the ones in [AFKT23b, AKST23b]. Our lower bound matches

our upper bounds for DP-OPE and suggests that new techniques beyond limited switching
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are required in order to obtain faster rates.

For our lower bounds, we will assume that the algorithm satisfies the following condition:

Condition 13.4.1. (Limited switching algorithms) The online algorithm ALG works as
follows: at each round t, ALG is allowed to either set xy11 = x¢ or sample xip1 ~ sl
where uzr1 18 a function of £1,...,4 and is supported over X. The algorithm releases the

resampling rounds {t1,...,ts} and models {x¢,, ..., Tty }.

Our lower bound will hold for algorithms that satisfy concentrated differential privacy.
We use this notion as it allows to get tight characterization of the composition of private
algorithms and in most settings have similar rates to approximate differential privacy. We

can also prove a tight lower bound for pure differential privacy using the same techniques.

Theorem 13.4.2. Let T > 1 and e > 100log®?(dT)/T. If an algorithm ALG satisfies

Condition and is €2-CDP, then there exists an oblivious adversary that chooses

Oy, ... 0p 2 [d] = [0,1] such that the regret is lower bounded by

T1/3
Regp > Q (x/T+ 52/3> .

We prove a sequence of lemmas that are needed for the proof. The first lemma shows
that the algorithm has to split the privacy budget across all resampling rounds. To this
end, let S be a random variable that corresponds to the number of resampling steps in the
algorithm, let 7; be the random variable corresponding to the round of the i’th resampling
(where we let T; =T + 1 if ¢ > §), and let Z; be the random variable corresponding to the
model sampled at time 7; (letting Z; = 1 if ¢ > .5).

Lemma 13.4.3. (Composition) Let S,T;, Z; and S', T}, Z! denote the random variables for
two neighboring datasets. Under the assumptions of Theorem . if ALG is ¢2-CDP,

then for all a > 1
T

S D (Zi1Z)| T) < ac
=1
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Proof. As ALG is e2-concentrated DP and outputs T4, ...,Ts and Z1,..., Zg, we have that

| V

(TbZl,'"7TS7ZS||T{?Zi7'"7Té"72./5'/)

v

(Ty, Z1,...,Tp, Z7||TY, 21, ..., Ty, Z2)

\ V

D.
Da
T
Z (Z:11Z; | Ty),

where the second inequality follows as the random variables T}, Z; and T]’ , Z;- are constant
fori > S and j > 9, and the last inequality follows as Z; is independent of (71, ...,T;) and
(Z17"'7Zi—1) given T‘z ]

We defer the proof of the following Lemma to the appendix.

Lemma 13.4.4. Let T > 1, ¢ < 1/T and § < 1/2. Assume { : [d] — {0,1} where
l[x] ~ Ber(1/2) for each x € [d]. Let D = (¢,...,¢) and let ALG be an (e,0)-DP algorithm
that outputs (z1,...,zr) = ALG(D). Then

T ] )
E[Y l(=)] =T (; _ 7;> . T2d6‘

We are now ready to prove our main lower bound.

Proof. (of Theorem ) We consider the following construction for the lower bound: the
adversary sets Sayqy = (T’ 6)2/ 3 the sequence of losses will have F = 52

B=T/E ="T/(Te)*? =

4y epochs, each of size

(Ta)1/3 Inside each epoch, the adversary samples ¢ ~ Ber(1/2)%
and plays the same loss function for the whole epoch.

Let S be random variable denoting the number of switches in the algorithm. In this
case, we argue that each switch must have a small privacy budget (Lemma ), and
thus, the price inside each epoch has to be large (Lemma ). Let T1,...,Ts be the
rounds where the algorithm resamples (T7; = T + 1 for i > S) and let Zy, Zs, ..., Zg be the

resampled models (Z; =1 for i > S). Lemma implies that

T
S Da(Zi1Z/| T) < ac
=1
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Now note that inside an epoch e, if the algorithm does not switch, then it will suffer
loss B/2 in that epoch. Otherwise, if it switches, assume without loss of generality there
is at most one switch inside each epoch (see Lemma ). Let jo € [T] denote the
index such that Z; was sampled in epoch e. Note that the algorithm in this epoch has

Do(Zj \1Z, | Tj.) = ae?, hence it is e2-CDP. Standard conversion from concentrated DP to

approximate DP (Lemma ) implies that it is (3g.+/log(1/6),5)-DP where § < 1/T3d.
Hence Lemma implies the error for this epoch is B - <% — W) - 1/T.

Letting Egsyiter, C [E] denote the epochs where there is a switch, we have that the loss of

the algorithm is

T

L(ALG) :=E[Y_ ly(zy)]

t=1

B
—F 25

eeEswitch

LR Z B <; B 3355\/10g(1/5)> T

2

€€ Eswitch

B B 3B2%c.+/log(1/6
—E|[(E-8)5+55- Y — Qog(/)—1

e€EEswitch

:T/2—1—L Vlog(l/(S)E Z Eo

2

eGEswitch

>T/2—1— 3B2y/Flog(1/6)e

2 9

switch € —

where the last inequality follows since »_p e </ E ZeEzl €2 < \/Ee. Note also that
the loss of the best expert is

T

L*:=min Y l(z)=T/2- VEB

z€[d] =1

Overall we get that the regret of the algorithm is

B2/Elog(1
L(ALG) — L* > VEB - ° 20g( [0 4
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T 3+/log(1/d
> (T5)2/3 (Te)4/3 - 2(T§2(/3/€2) VEBe —1

/3 _ 3Wlog(1/0)E L

g2/3 2(Te)?/3¢

@ T3 3\/log(1/6) .

— 23 2e

i 1/3

@ (T) |
-2/3

where (i) follows since E < (Te)*3, and (ii) holds since

34/log(1/9) < T1/3
2e — 252/3

1001og®?(dT)/T > 2710g*?(1/6)/T. The claim follows. O

for ¢ >

Finally, we note that this lower bound only holds for switching-based algorithms: indeed,
the binary-tree-based algorithm of [AS17] obtains regret v/dlog(d)/e which is better in
the low-dimensional regime. This motivates the search for new strategies beyond limited

switching for the high-dimensional regime.

13.5 Conclusion

In this paper, we proposed a new transformation that allows the conversion of lazy online
learning algorithms into private algorithms and demonstrates two applications (DP-OPE
and DP-OCO) where this transformation offers significant improvements over prior work.
Moreover, for DP-OPE, we show a lower bound for natural low-switching-based private
algorithms, which shows that new techniques are required for low-switching algorithms to
improve our transformation’s regret. This begs the question of whether the same lower
bound holds for all algorithms or whether a different strategy that breaks the low-switching
lower bound exists. As for DP-OCQ, it is interesting to see whether better upper or lower
bounds can be obtained. The current normalized regret, omitting logarithmic terms, is
proportional to v/d/(eT)?/3. This is different than most applications in private optimiza-
tion where the normalized error is usually a function of v/d/(eT). Hence, it is natural to

conjecture that the normalized regret can be improved to d'/3/(eT)?/3.
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13.6 Missing Proofs for Section

18.6.1 Proof of Lemma

We prove this statement by induction. For ¢ = 1, the statement is obviously correct. We
assume ||y — Uty < 3(t —1)(2(e/n +1log(1/01)/p)Bdo + 61) prove that ||Vir1 — Vg1 ||ry <
3t(2e + log(1/d0)/p)Bdo.

Let Xgooq := {z : log%lg) € [-Bn, By} and Yyooq == {y : log% < [-Bn, Bn}.
Let @i(y) be the distribution of 3. Note that the distribution of y; is independent of
{7+ }re(r/B), while the distribution of 441 is independent of y;11 but depends on y;. By
the assumption and group privacy, we know Df;eBn‘SO (Ut41,7¢) < B, and hence we have

(Y o0q) < P00/ < 2ed0 /1.

Let to <t be largest integer such that A;, = 1, that is, y; is sampled from 7y, for some

random tg < t. We have

Vio(Vgooa) < €777 4 (Yyo0a) + (t = to) Booe 1),

With probability at least 1 — 1, we know |t — tg| < log(1/d1)/p. Hence we get

Pr [y € Ygooa] = 1 —2(e/n +log(1/61)/p)Bdo — 1.
Y~pt

‘We know

Pr [l’ € Xgooda (RS Ygood]

TV, Y~ Pt

= PE [y € Ygood] PE [.f € Xgood ’ (TS }/good]
y~Gi T~y

> 1—2(e/n+log(1/61)/p)Bdo — 1.
Denote the good set

Sgood = {(nyy) 1T e Xgoodvifgood}
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Let ¢; be the distribution of y; conditional on y; € Yjo0q. Let ft be the marginal
distribution over (z, y;), that is z; ~ 7y and y; ~ @;. Let I'; be the distribution over (z, y;)

where x; ~ Uy, y¢ ~ Pt, and Iy be the distribution of I'; conditional on (¢, y:) € Sgood-

We know ||Ty — Ty|lrv < (2¢/n + log(1/61) /p)Bdo(3t — 2). Let Gy, 1 be the distribution
of z4y1 if (z4,1¢) is sampled from T'; instead of ft. By the property that post-processing

does not increase the TV distance, we know

@41 — Deallv < |0 — Tl v

Now it suffices to bound the TV distance between g, ,; and 7.

For any set E, we have

Ta(B) = [ (PrlSi = 0,001 € B | i = o =y
+PY[S£:1,St:0,$t+1 EE’HZ’t:(IZ,yt:y]

+ PI'[S; = 17St = 17$t+1 €k | Tt =T,Yt = y])Ft(.T,y)d(IIZ‘,y)

=y (E) + (L= e (B) [ (1 653;22) - VZ% TTi(z,y)d(x,y)

(1-p) / . vie(@) - o) p e y).

623771/1:(95) vit1(y)

Thus we have

Uiyl vi(y) =
() -ma®) <] [ G T iy

_ n(z)  (y) =
- I/t+1(E)/€QBnyt($) 'ﬁwl(y)rt(x’y)d(m?y) :

Note that for any (z,y) € Sgo0d, We have

= ~ T(z)Pu(y)
Ft(x’y) B 1—‘t(Sgood) ‘
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Fixing any y, we know the above term is bounded by

7i(y)
62ant+1 (y)rt (Sgood)

(Ti41(E N Xgood) — Vi1 (E)Vi41(Xgood))| < 2(e/n+ Blog(1/61)/p)do,

where the last inequality follows from 7yy1(Xgooq) > 1 — Bdg. Hence, we prove that

1Ge1 — Pes1llrv < 2(e/n 4+ log(1/d1)/p) Bdo.

This suggests that
1Vt+1 — Vevrllrv < Pt1 — Qe lov + [@41 — Pesallry < 6t(e/n +log(1/61)/p) Bdo.

18.6.2  Proof of Lemma

Let S = ({1,...,4r) and &' = (4},...,¢}) differ in a single round ¢y. We fix ¢ and prove
the claim is correct. If ¢t < tg, then the claim clearly holds as i, = ;. For t = to + 1,
note that Assumption implies that D (i 41, Fy,) < 7 and Dgg(ﬁgo s Bgy) <1,
hence by group privacy we get that Déi,"“)‘so (fy, ;) < 2n. Finally, for t > ¢y + 1, note
that Assumption implies that p; = po - func(fy) - func(f2) - - - func(fy—1) and p; =
po - func(€)) - func(€y) - - - func(¢,_,). Thus, swapping the losses at rounds ¢ — 1 and ¢ results

in the same distributions u; and py, therefore privacy follows from the same arguments as

the case when t = tg + 1. The final claim follows as €7 + 1 < 4.

18.6.3 Proof of Lemma

To prove lemma , we first prove the same result under a simpler setting where x; ~ 14

and y; ~ V4.

Lemma 13.6.1. Forany0 <t <T/B-—1, if By < 1/20, x; ~ v and y; ~ v; independently,
then with probability at least 1 — 6515y /n,

vie1 () vy € [e=2P, (2B
vi(ze)  viva(yt) ’
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Proof. Let Z; = [ vy(z)dz. We know 7y = 1,/Z; by our notation. Then we have that

virr (@) - vi(y) v (@) Ze vy Zin

vi(ze) v (ye)  ve@) Zoor v (ve) Ze
_ V(@) vi(ye)
) i)

The statement follows from the Assumption and the group privacy
B
DL (0y44,71) < B,

Then the statement follows from Lemma , the independence between xy, 1y; and Union

bound. 0

We are now ready to prove Lemma

Proof. Fix any t. Let tg <t be largest integer such that A;, = 1, that is, y; is sampled from

. Bu(t—to) 5. (+_
74, for some random ¢y < ¢. By the group privacy, we know pBemm Tt to)(yt, V) <

B(t — to).
Define the bad set

Syt = {y - Viy1() ] vi(y) [67237776237;]’

vi(z)  v(y) St

By Lemma , we know
vi(y € Spaa) < 6€57 - 50/1.
Therefore, we have that

v, (y € Sbad) < eBn(t—to) . Vt(y c Sbad) + (t — to)B(SOeBn(tftO)

< 2B+ L Bs I + Béo(t — tg)eB1tt0),

By the CDF of the geometric distribution, we know with probability at least 1 — 1, we
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get |to — t] <log(1/d1)/p. Let E be the event that [t —t| < log(1/01)/p. Hence we know

Vo (Y € Spad) < vty (Y € Spaa | E) Pr(E) + Pr(E°)

< (2/n +log(1/61)/p) - eBdo + 01.

13.7 Missing proofs for Section

18.7.1 Proof of Lemma

Proof. For this lower bound, we assume that the algorithm has full access to D to release

21,...,2p. First, note that if the algorithms picks z = z; with probability 1/7" and releases

(z,...,%2), then it has the same error since
T 1 T T
E[)  6(=)] = TE[(= [ D 0(=)] = E[Y_ €(z0)]
t=1 TS t=1

Therefore, we assume that the algorithm releases a single z = ALG(D) that is (e,9)-DP
Denote Dy = (£,...,¢). Note that as we sample £ ~ Ber(1/2)¢, the probability p := Pr({ =
o) = Pr(£ = #1) for all £y, ¢; € {0,1}%. Letting £ = 1 — ¢, we have that

[ZE (ALG( Dg))]
£~Ber(l/2

=T- E  [((ALG(Dy))]

¢~Ber(1/2)d
=T > Pr (0= tp)-E[to(ALG(Dy)))]
toe {01} {~Ber(1/2)
> pE[G(ALG(Dy,)) + To(ALG(Dy,))]
loe{0,1}4

_T
2
T
>7
2

in B [£o(ALG(Dy,)) + To(ALG(D, )]
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Now note that for any £y we have

E [EU(ALG(DZO)) + lo(ALG(Dy,))

=Y Pr(ALG(Dy,) = 2)lo(2) + Pr(ALG(Dy ) = 2)lo(2)

z€[d]
= Y Pr(ALG(Dy,) = 2)lo(2) + Pr(ALG(D; ) = 2)(1 — £o(2))
z€[d]
=1+ Y 4o() (Pr(ALG(DgO) = z) — Pr(ALG(D;, ) = z))
z€[d]

>1+ Y tof2) (e—T6 Pr(ALG(Dy,) = 2) — T§ — Pr(ALG(Dy,) = z))

z€[d]
>1-Tds+ Y lo(2) Pr(ALG(D; ) = 2) (e 7 — 1)
z€[d]
>1-Tds— Y lo(2) Pr(ALG(D; ) = 2)Te
z€[d]
>1-Tdé —Te,

where the first inequality follows since ALG is (e,d)-DP and group privacy. The claim
follows O
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