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With the rapid development and widespread application of modern machine learning and ar-

tificial intelligence—particularly following the emergence of large language models—privacy

has become a critical concern. Differential privacy, a rigorous mathematical framework for

defining privacy, has emerged as the de facto standard.

This thesis addresses two fundamental problems in privacy-preserving machine learn-

ing: differentially private empirical risk minimization (DP-ERM) and differentially private

stochastic (convex) optimization (DP-SCO). Our goal is to design more efficient algorithms

for these problems while achieving better and optimal privacy-utility trade-offs.

The thesis is structured into five parts:

• Part I focuses on improving and achieving near-optimal gradient or function value

computation complexity.

• Part II extends the analysis under alternative geometries and norms beyond the classic

Euclidean spaces.

• Part III investigates non-convex functions, which are increasingly common in practice

and gaining significant attention.

• Part IV examines the user-level differential privacy setting, a practical scenario where



users contribute multiple items, as opposed to the classical item-level DP assumption

of a single item per user.

• Part V explores additional settings, including online optimization, heavy-tailed distri-

butions, and low-rank structures.

This work comprehensively explores these challenges, proposing innovative methods to en-

hance algorithmic efficiency and optimize the privacy-utility trade-off.
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1

INTRODUCTION

Privacy has become an important consideration for learning algorithms dealing with

sensitive data. Over the past decade, differential privacy, introduced in the seminal work

of [DMNS06], has established itself as the defacto notion of privacy for machine learning

problems. Formally, we say a randomized mechanismM is (ε, δ)-differentially private if for

any event O ∈ Range(M) and for any neighboring datasets D and D′, we have

Pr[M(D) ∈ O] ≤ eε Pr[M(D′) ∈ O] + δ.

The Empirical Risk Minimization (ERM) and Stochastic (Convex) Optimization (SCO)

problems are the most important and straightforward problems in statistics and machine

learning. We study these problems in the DP settings. In the ERM problem, we are given

a family of functions {f(·; z}z∈[D], where D = {zi, · · · , zn} is a dataset drawn from some

unknown distribution P and the objective is to

minFD(x) :=
1

n

∑
z∈D

f(x; z),

and the objective of SCO is to

minFP(x) := E
z∼P

f(x; z).

We study these problems thoroughly, focusing on improving algorithmic efficiency and

enhancing the privacy-utility trade-off. This includes exploring different geometric settings

and relaxing the convexity assumption. Below, we briefly discuss the results of each chapter.

Each chapter is self-contained and can be read in any order.

Chapter 1: Under appropriate smoothness assumption, the seminar work [FKT20] shows

one can solve DP-SCO optimally with only n gradient queries. However, despite the consid-



2

erable progress in the DP and optimization communities, achieving optimal excess popula-

tion loss for DP-SCO still requires O(n2) gradient queries. Indeed, [BFGT20] writes that “

Proving that quadratic running time is necessary for general non-smooth DP-SCO is a very

interesting open problem...”. In Chapter 1, we get a (nearly) optimal bound on the excess

empirical risk and excess population loss with subquadratic gradient complexity. More pre-

cisely, our differentially private algorithm requires O(n
3/2

d1/8
+ n2

d ) gradient queries for optimal

excess empirical risk, which is achieved with the help of subsampling and smoothing the

function via convolution. This is the first subquadratic algorithm for the non-smooth case

when d is super constant. As a direct application, using the iterative localization approach

of Feldman et al. [FKT20], we achieve the optimal excess population loss for the stochas-

tic convex optimization problem, with O(min{n5/4d1/8, n3/2

d1/8
}) gradient queries. Our work

progresses towards resolving a question raised by Bassily et al. [BFGT20], giving the first

algorithms for private ERM and SCO with subquadratic steps.

Chapter 2: We introduce a new tool for SCO: a Reweighted Stochastic Query (ReSQue)

estimator for the gradient of a function convolved with a (Gaussian) probability density.

Combining ReSQue with recent advances in ball oracle acceleration [CJJ+20, ACJ+21], we

develop algorithms achieving state-of-the-art complexities for SCO in parallel and private

settings. We obtain the following results for a SCO objective constrained to the unit ball

in Rd (up to polylogarithmic factors).

Given n samples of Lipschitz loss functions, prior works [BFTGT19, BFGT20, AFKT21,

KLL21] established that if n ≳ dε−2
dp , (εdp, δ)-differential privacy is attained at no asymptotic

cost to the SCO utility. However, these prior works all required a superlinear number of

gradient queries. We close this gap for sufficiently large n ≳ d2ε−3
dp , by using ReSQue to

design an algorithm with near-linear gradient query complexity in this regime.

Moreover, based on the same framework, we give a parallel algorithm obtaining opti-

mization error εopt with d1/3ε
−2/3
opt gradient oracle query depth and d1/3ε

−2/3
opt +ε−2

opt gradient

queries in total, assuming access to a bounded-variance stochastic gradient estimator. For

εopt ∈ [d−1, d−1/4], our algorithm matches the state-of-the-art oracle depth of [BJL+19]

while maintaining the optimal total work of stochastic gradient descent.
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Chapter 3: We show that modifying the exponential mechanism by adding an ℓ22 regular-

izer to F (x) and sampling from π(x) ∝ exp(−k(F (x) + µ∥x∥22/2)) recovers both the known

optimal empirical risk and population loss under (ε, δ)-DP. Furthermore, we show how to

implement this mechanism using Õ(nmin(d, n)) queries to fi(x) for the DP-SCO where n

is the number of samples/users and d is the ambient dimension. We also give a (nearly)

matching lower bound Ω̃(nmin(d, n)) on the number of evaluation queries.

Our results utilize the following tools that are of independent interest:

• We prove Gaussian Differential Privacy (GDP) of the exponential mechanism if the

loss function is strongly convex and the perturbation is Lipschitz. Our privacy bound

is optimal as it includes the privacy of the Gaussian mechanism as a special case and

is proved using the isoperimetric inequality for strongly log-concave measures.

• We show how to sample from exp(−F (x) − µ∥x∥22/2) for G-Lipschitz F with η error

in total variation (TV) distance using Õ((G2/µ) log2(d/η)) unbiased queries to F (x).

This is the first sampler whose query complexity has polylogarithmic dependence on

both dimension d and accuracy η.

Chapter 4: We propose a new framework for differentially private optimization of convex

functions which are Lipschitz in an arbitrary norm ∥·∥X . Our algorithms are based on a

regularized exponential mechanism which samples from the density ∝ exp(−k(F + µr))

where F is the empirical loss, and r is a regularizer which is strongly convex with respect

to ∥·∥X , generalizing a recent work of [GLL22] to non-Euclidean settings. We show that

this mechanism satisfies Gaussian differential privacy and solves both DP-ERM (empirical

risk minimization) and DP-SCO (stochastic convex optimization) by using localization tools

from convex geometry. Our framework is the first to apply to private convex optimization

in general normed spaces and directly recovers non-private SCO rates achieved by mirror

descent as the privacy parameter ε→∞. As applications, for Lipschitz optimization in ℓp

norms for all p ∈ (1, 2), we obtain the first optimal privacy-utility tradeoffs; for p = 1, we

improve tradeoffs obtained by the recent works [AFKT21, BGN21] by at least a logarithmic
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factor. Our ℓp norm and Schatten-p norm optimization frameworks are complemented with

polynomial-time samplers whose query complexity we explicitly bound.

Chapter 5: The development of efficient sampling algorithms catering to non-Euclidean

geometries has been a challenging endeavor, as discretization techniques that succeed in

the Euclidean setting do not readily carry over to more general settings. We develop a

non-Euclidean analog of the recent proximal sampler of [LST21b], which naturally induces

regularization by an object known as the log-Laplace transform (LLT) of a density. We

prove new mathematical properties (with an algorithmic flavor) of the LLT, such as strong

convexity-smoothness duality and an isoperimetric inequality, which are used to prove a

mixing time on our proximal sampler matching [LST21b] under a warm start. As our

main application, we show our warm-started sampler improves the value oracle complexity

of differentially private convex optimization in ℓp and Schatten-p norms for p ∈ [1, 2] to

match the Euclidean setting [GLL22], while retaining state-of-the-art excess risk bounds

[GLL+23]. Our investigation of the LLT is a promising proof-of-concept of its utility as a

tool for designing samplers. We outline directions for future exploration.

Chapter 6: We consider the problem of minimizing a non-convex objective while preserv-

ing the privacy of the examples in the training data. Building upon the previous variance-

reduced algorithm SpiderBoost, we introduce a new framework that utilizes two different

kinds of gradient oracles. The first kind of oracles can estimate the gradient of one point,

and the second kind of oracles, less precise and more cost-effective, can estimate the gradi-

ent difference between two points. SpiderBoost uses the first kind periodically, once every

few steps, while our framework proposes using the first oracle whenever the total drift has

become large and relies on the second oracle otherwise. This new framework ensures the

gradient estimations remain accurate all the time, resulting in improved rates for finding

second-order stationary points.

Moreover, we address a more challenging task of finding the global minima of a non-

convex objective using the exponential mechanism. Our findings indicate that the regu-

larized exponential mechanism can closely match previous empirical and population risk
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bounds, without requiring smoothness assumptions for algorithms with polynomial running

time. Furthermore, by disregarding running time considerations, we show that the expo-

nential mechanism can achieve a good population risk bound and provide a nearly matching

lower bound.

Chapter 7: There is a gap between finding a first-order stationary point (FOSP) and a

second-order stationary point (SOSP) under differential privacy constraints, and it remains

unclear whether privately finding an SOSP is more challenging than finding an FOSP.

Specifically, Ganesh et al. (2023) demonstrated that an α-SOSP can be found with α =

Õ( 1
n1/3 + (

√
d

nε )3/7), where n is the dataset size, d is the dimension, and ε is the differential

privacy parameter. Building on the SpiderBoost algorithm framework, we propose a new

approach that uses adaptive batch sizes and incorporates the binary tree mechanism. Our

method improves the results for privately finding an SOSP, achieving α = Õ( 1
n1/3 +(

√
d

nε )1/2).

This improved bound matches the state-of-the-art for finding an FOSP, suggesting that

privately finding an SOSP may be achievable at no additional cost.

Chapter 8: We study differentially private (DP) optimization algorithms for stochastic

and empirical objectives, which are neither smooth nor convex, and propose methods that

return a Goldstein-stationary point with sample complexity bounds that improve on existing

works. We start by providing a single-pass (ε, δ)-DP algorithm that returns an (α, β)-

stationary point as long as the dataset is of size Ω̃
(
1/αβ3 + d/εαβ2 + d3/4/ε1/2αβ5/2

)
,

which is Ω(
√
d) times smaller than the algorithm of [ZTC24] for this task, where d is the

dimension. We then provide a multi-pass polynomial time algorithm which further improves

the sample complexity to Ω̃
(
d/β2 + d3/4/εα1/2β3/2

)
, by designing a sample-efficient ERM

algorithm, and prove that Goldstein’s Stationary points generalize from empirical loss to

population loss.

Chapter 9: We study differentially private stochastic convex optimization (DP-SCO)

under user-level privacy, where each user may hold multiple data items. Existing work

for user-level DP-SCO either requires super-polynomial runtime [GKK+23b] or requires
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the number of users to grow polynomially with the dimensionality of the problem with

additional strict assumptions [BS23]. We develop new algorithms for user-level DP-SCO

that obtain optimal rates for both convex and strongly convex functions in polynomial time

and require the number of users to grow only logarithmically in the dimension. Moreover,

our algorithms are the first to obtain optimal rates for non-smooth functions in polynomial

time. These algorithms are based on multiple-pass DP-SGD, combined with a novel private

mean estimation procedure for concentrated data, which applies an outlier removal step

before estimating the mean of the gradients.

Chapter 10: We study private stochastic convex optimization (SCO) under the constraint

of user-level differential privacy (DP). In this setting, there are n users, each possessing m

data items, and we need to protect the privacy of each user’s entire collection of data items.

Existing algorithms for user-level DP SCO are impractical in many large-scale machine

learning scenarios because: (i) they make restrictive assumptions on the smoothness pa-

rameter of the loss function and require the number of users to grow polynomially with

the dimension of the parameter space; or (ii) they are prohibitively slow, requiring at least

(mn)3/2 gradient computations for smooth losses and (mn)3 computations for non-smooth

losses. To address these limitations, we provide novel user-level DP algorithms with state-

of-the-art excess risk and runtime guarantees, without the stringent assumptions. First,

we develop a linear-time algorithm with state-of-the-art excess risk (for a linear-time algo-

rithm) under a mild smoothness assumption. Our second algorithm achieves optimal excess

risk in (mn)9/8 gradient computations under a mild smoothness assumption. Third, for

non-smooth loss functions, we obtain optimal excess risk in (mn)11/8 gradient computa-

tions. Our algorithms do not require the number of users to grow polynomially with the

dimension.

Chapter 11: Large pretrained models can be fine-tuned with differential privacy to

achieve performance approaching that of non-private models. A common theme in these

results is the surprising observation that high-dimensional models can achieve favorable

privacy-utility trade-offs. This seemingly contradicts known results on the model-size de-
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pendence of differentially private convex learning and raises the following research question:

When does the performance of differentially private learning not degrade with increasing

model size? We identify that the magnitudes of gradients projected onto subspaces is a

key factor that determines performance. To precisely characterize this for private convex

learning, we introduce a condition on the objective that we term restricted Lipschitz con-

tinuity and derive improved bounds for the excess empirical and population risks that are

dimension-independent under additional conditions. We empirically show that in private

fine-tuning of large language models, gradients obtained during fine-tuning are mostly con-

trolled by a few principal components. This behavior is similar to conditions under which

we obtain dimension-independent bounds in convex settings. Our theoretical and empirical

results together provide a possible explanation for the recent success of large-scale private

fine-tuning.

Chapter 12: We study the problem of differentially private stochastic convex optimiza-

tion (DP-SCO) with heavy-tailed gradients, where we assume a kth-moment bound on the

Lipschitz constants of sample functions, rather than a uniform bound. We propose a new

reduction-based approach that enables us to obtain the first optimal rates (up to loga-

rithmic factors) in the heavy-tailed setting, achieving error G2 · 1√
n

+ Gk · (
√
d

nε )1−
1
k under

(ε, δ)-approximate differential privacy, up to a mild polylog( lognδ ) factor, where G2
2 and Gkk

are the 2nd and kth moment bounds on sample Lipschitz constants, nearly-matching a lower

bound of [LR23].

We then give a suite of private algorithms in the heavy-tailed setting, which improve

upon our basic result under additional assumptions, including an optimal algorithm under

a known Lipschitz constant assumption, a near-linear time algorithm for smooth functions,

and an optimal linear time algorithm for smooth generalized linear models.

Chapter 13: We study the problem of private online learning, specifically, online predic-

tion from experts (OPE) and online convex optimization (OCO). We propose a new trans-

formation that transforms lazy online learning algorithms into private algorithms. We apply

our transformation for differentially private OPE and OCO using existing lazy algorithms
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for these problems. Our final algorithms obtain regret which significantly improves the re-

gret in the high privacy regime ε ≪ 1, obtaining
√
T log d + T 1/3 log(d)/ε2/3 for DP-OPE

and
√
T + T 1/3

√
d/ε2/3 for DP-OCO. We also complement our results with a lower bound

for DP-OPE, showing that these rates are optimal for a natural family of low-switching

private algorithms
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Part I

IMPROVING ORACLE EFFICIENCY
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Chapter 1

BREAKING QUADRATIC BARRIER

This chapter is based on [KLL21], with Janardhan Kulkarni and Yin Tat Lee.

1.1 Introduction

Privacy has become an important consideration for learning algorithms dealing with sen-

sitive data. Over the past decade, differential privacy, introduced in the seminal work of

[DMNS06], has established itself as the defacto notion of privacy for machine learning prob-

lems. In this paper, we revisit Empirical Risk Minimization (ERM) and Stochastic Convex

Optimization (SCO) problem, which are one of the most important and simplest problems

in statistics and machine learning, in differential privacy setting. In the ERM problem, we

are given a family of convex functions {f(·, x)}x∈Ξ over a closed convex set K ⊂ Rd, a data

set S = {x1, · · · , xN} drawn from some unknown distribution P over the universe Ξ, and

the objective is to

minimize F̂ (ω) :=
1

N

∑
xi∈S

f(ω, xi) over ω ∈ K,

while in the SCO the objective is to

minimize F (ω) := E
x∼P

f(ω, x) over ω ∈ K,

Differentially private convex optimization has been studied extensively for over a decade

now [CM08, RBHT12, CMS11, KST12, JT14, TTZ14, BST14, TTZ15, KJ16, WLK+17,

FTS17, ZZMW17, WYX17, INS+19]. Most of the previous results are focus on DP-ERM

and roughly speaking, there are three major approaches in DP-ERM: output perturbation,

objective perturbation, and gradient perturbation. Output perturbation approach is based

on the sensitivity method proposed by [DMNS06] and adds noise to the final output to
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the standard ERM problem [CM08, RBHT12, CMS11, ZZMW17]. Objective perturbation

[CM08, CMS11, KST12, TTZ14] means to perturb the objective function we want to min-

imize. In the gradient perturbation approach, we add noise to the first order information

using optimization algorithms such as Stochastic Gradient Descent (SGD). This approach

was first proposed in [BST14] and was later extended by [TTZ14, WYX17], and has lead

to the state-of-the-art theoretical bounds for DP-ERM. For an experimental comparison of

various approaches to solving DP-ERM we refer the readers to [RBHT12, INS+19].

DP-ERM for smooth convex functions is well understood in the sense that we know

(near) linear time algorithms that achieve optimal excess empirical risk. We refer the

readers to [WYX17] for more details. However, for the more general non-smooth convex

loss functions our understanding is not yet complete, which is the focus of this paper. A

summary of the state-of-the-art results and our contributions for the non-smooth convex

loss functions is given in Table 1.1 (General Convex) and Table 1.2 (Strongly Convex). We

will discuss the concurrent work [AFKT21] separately at the end of the introduction, and

the following discussion are only limited to the previous work.

[KST12] designed a DP-algorithm with O(GD
√
d log(1/δ)√
Nε

) excess empirical risk by using

the objective perturbation method. This result was improved significantly by [BST14], who

first showed a lower bound of Ω(min{GD, GD
√
d

Nε }) on the excess empirical risk for DP-ERM.

Further, they gave an algorithm with excess empirical risk O(
GD log

3
2 (N/δ)

√
d log(1/δ)

Nε ), which

is sub-optimal by a factor of log
3
2 (N/δ). Their algorithm is based on a modification of SGD

by adding Gaussian noise to the gradients to make it DP. The privacy analysis proceeds

via amplification by sampling and the strong composition theorem. Roughly speaking,

the logarithmic blowup in the excess empirical risk is due to two reasons: 1) the strong

composition theorem requires that at each step one needs to add Gaussian noise with a

larger variance; 2) They used sub-optimal convergence rate O(log T/
√
T ) for T -step SGD.

However, getting the optimal bounds with small gradient complexity for non-smooth

case turns out to be a more difficult problem. This was noted by [WYX17], who raised it

as an important open problem. This question was answered in [BFTGT19], who gave an

algorithm with almost optimal excess empirical risk. To achieve this, [BFTGT19] first con-

sider the smooth case, and give an improved privacy analysis via the Moments Accountant
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technique proposed by [ACG+16]. They extend their result to non-smooth case by applying

Moreau-Yosida envelope technique (a.k.a. Moreau envelope smoothing) [Nes05] to make

the function smooth. However, this technique is computationally inefficient and leads to

O(N4.5)-gradient computations for the whole algorithm. This limitation was overcome in a

recent work of [BFGT20] who gave the optimal excess empirical risk guarantee with O(N2)-

gradient computations. The privacy analysis of this result also used Moments Accountant

method, and they used the standard online-to-batch conversion technique [CBCG04] to

prove the high-probability bound on the excess empirical error of SGD, which leads to the

near optimal bound in expectation. We remark that all the papers [BFTGT19, BFGT20]

above not only study the ERM problem, but also consider more general DP-SCO settings

and uniform stability, and in some cases, results on ERM are byproducts of the more general

results.

As we can see from Table 1.1 and Table 1.2, all the previously known results (except the

concurrent work [AFKT21]) achieving near optimal excess empirical risk bounds require at

least O(N2)-gradient computations. It is natural to ask if there are lower bounds to rule

out algorithms with subquadratic gradient complexity that can match the error bounds of

the above results.

As Table 1.3 and Table 1.4 show, a similar situation arises in Stochastic Convex Optimiza-

tion (SCO), which is a closely related problem compared to ERM. In the SCO problem,

we want to minimize the objective function F (ω) = Ex∼P [f(ω, x)] for some unknown dis-

tribution P over the universe Ξ. Many results for SCO [BST14, BFTGT19, BFGT20] are

directly based on ERM; that is, solving the ERM and analyzing the generalization error.

The first non-trivial result for general convex loss functions achieving excess population

loss of O
(
GD(d

1/4
√
N

+
√
d

Nε)
)

was given by [BST14], who showed the result by first solving

the ERM problem and bounding the generalization error. They used the result on univer-

sal convergence directly, namely, bounding supω∈K E[F (ω) − F̂ (ω)]. But this method has

its limitations; For example, [Fel16] showed that lower bound of universal convergence is

Ω(
√
d/N) for some (not necessarily convex) loss functions. Later, [BFTGT19], [FKT20] and
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Excess Empirical
Risk

Gradient
Complex-
ity

[KST12] GD
√
d log(1/δ)√
Nε

N/A

[BST14] GD log
3
2 (N/δ)

√
d log(1/δ)

Nε
N2

[BFTGT19] GD
√
d log(1/δ)

Nε
N4.5

[BFGT20] GD
√
d log(1/δ)

Nε
N2

[AFKT21] GD
√
d log(1/δ)

Nε
N2/
√
d

Ours GD
√
d log(1/δ)

Nε
N3/2

d1/8
+ N2

d

Table 1.1: Comparisons with previous (ε, δ)-differential private algorithms when objective
function is G-Lipschitz and convex over a convex set K ⊂ Rd of diameter D. The results
are stated asymptotically and the big O notation is hidden for simplicity. The lower bound

is Ω(min{GD, GD
√
d

Nε }) [BST14].

Excess Empirical
Risk

Gradient
Complex-
ity

[KST12] G2d log(1/δ)

µN3/2ε2
N/A

[BST14] G2 log2(N/δ)d log(1/δ)
µN2ε2

N2

[BFTGT19] G2d log(1/δ)
µN2ε2

N4.5

[BFGT20] G2d log(1/δ)
µN2ε2

N2

Ours G2d log(1/δ)
µN2ε2

N3/2

d1/8
+ N2

d

Table 1.2: Comparisons with previous (ε, δ)-differential private algorithms when objective
function is G-Lipschitz and µ-strongly convex over a convex set K ⊂ Rd. The results are
stated asymptotically and the big O notation is hidden for simplicity. The lower bound is
Ω(min{G2

µ ,
G2d
µN2ε2

}) [BST14].

[BFGT20] obtained near optimal excess population loss with significantly better running

times (gradient complexity). The privacy analysis in these papers relied on recent advances

in the privacy techniques such as the Moments Accountant method [ACG+16], Rényi dif-

ferential privacy (RDP) [Mir17] and the Privacy Amplification by Iteration [FMTT18] and

other fast stochastic convex optimization algorithms such as [JNN19]. The excess popula-
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tion loss bound in most of these works followed by solving a (phased) convex (regularized)

ERM problem and then appealing to the uniform stability property [HRS16] or the iterative

localization approach [FKT20] to do the generalization error analysis.

Excess Population Loss Gradient Complexity

[BST14] GD(d
1/4 log(n/δ)√

N
+ d1/2 log2(n/δ))

Nε ) N2

[BFTGT19] GD( 1√
N

+

√
d log(1/δ)

Nε ) N4.5

[FKT20] GD( 1√
N

+

√
d log(1/δ)

Nε ) N2 log(1/δ)

[BFGT20] GD( 1√
N

+

√
d log(1/δ)

Nε ) N2

[AFKT21] GD( 1√
N

+

√
d log(1/δ)

Nε ) min{N3/2, N2/
√
d}

Ours GD( 1√
N

+

√
d log(1/δ)

Nε ) min{N5/4d1/8, N3/2/d1/8}

Table 1.3: Comparisons with previous (ε, δ)-differential private algorithms when objec-
tive function is G-Lipschitz and convex over a convex set K ⊂ Rd. The results are
stated asymptotically and the big O notation is hidden for simplicity. The lower bound

is Ω(GD( 1√
N

+
√
d

Nε)) [BST14].

Excess Population Loss Gradient Complexity

[BFTGT19] G2

µ ( 1
N + d log(1/δ)

N2ε2
) N4.5

[FKT20] G2

µ ( 1
N + d log(1/δ)

N2ε2
) N2 log(1/δ)

[BFGT20] G2

µ ( 1
N + d log(1/δ)

N2ε2
) N2

[AFKT21] G2

µ ( 1
N + d log(1/δ)

N2ε2
) min{N3/2, N2/

√
d}

Ours G2

µ ( 1
N + d log(1/δ)

N2ε2
) min{N5/4d1/8, N3/2/d1/8}

Table 1.4: Comparisons with previous (ε, δ)-differential private algorithms when objective
function is G-Lipschitz and µ-strongly convex over a convex set K ⊂ Rd. The results are
stated asymptotically and the big O notation is hidden for simplicity. The lower bound is
Ω(G

2

µ ( 1
N + d log(1/δ)

N2ε2
)) [BST14].

Despite these impressive improvements, as the Table 1.3 and Table 1.4 suggest, the

previous algorithms (except the concurrent work [AFKT21]) which achieve the optimal
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excess population loss still require O(N2)-gradient computations. Indeed, [BFGT20] write

that

“ Proving that quadratic running time is necessary for general non-smooth DP-

SCO is a very interesting open problem... ”

Understanding if the lower bound is the right answer to the above questions or one can design

algorithms with subquadratic gradient complexity is the main motivation that spurred our

work.

1.1.1 Our Contributions

Given the close connections between the ERM and SCO problems and the bottleneck on

gradient complexity of all known algorithms, it is natural to ask if the open question raised

in [BFGT20] also holds for the ERM problem. As noted earlier, the state-of-art algorithms

for DP-ERM achieving optimal excess empirical risk bounds require O(N2)-gradient com-

putations.

The main contribution of this paper is to show that we can obtain subquadratic gra-

dient complexity bound for ERM when the dimension is super constant. In particu-

lar, for the important regime of over-parameterization (d ≥ N), we achieve a bound of

N1+3/8. Combining our private ERM algorithm and the iterative localization approach

proposed in [FKT20], we can achieve optimal excess population loss with gradient complex-

ity O
(
N + min{√εN5/4d1/8, εN

3
2

d1/8 log1/4(1/δ)
}
)
.

Let Kr = {y | y = ω + z, ω ∈ K, z ∈ Rd, ∥z∥r ≤ r}. We now state the main technical

contributions of this paper formally.

Theorem 1.1.1 (DP-ERM). Suppose K ⊂ Rd is a closed convex set of diameter D and

{f(·, x)}x∈Ξ is a family of G-Lipschitz and convex functions over Kr, where r =
D
√
d log(1/δ)

εN

1. For ε, δ ≤ 1/2, given any sample set S consists of N samples from Ξ and arbitrary initial

1We only need consider the non-trivial case when

√
d log(1/δ)

εN
≤ 1, or any feasible solution is good enough.

This means that r = O(D), which is a mild assumption.
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point ω0 ∈ K, we have a (ε, δ)-differentially private algorithm A which takes

O

(
εN

3
2

d1/8 log1/4(1/δ)
+

ε2N2

d log(1/δ)

)

gradient queries and outputs ωT such that

E[F̂ (ωT )− F̂ ∗] = O

(
GD

√
d log(1/δ)

εN

)
,

where D = ∥ω∗ − ω0∥2, F̂ (ω) = 1
N

∑
xi∈S f(ω, xi), F̂

∗ = minω∈K F̂ (ω), and the expectation

is taken over the randomness of the algorithm.

Moreover, if {f(·, x)}x∈Ξ is also µ-strongly convex functions over Kr, we have an (ε, δ)-

differentially private algorithm which takes the same bound of gradient queries and outputs

ωT such that

E[F̂ (ωT )− F̂ ∗] = O

(
G2d log(1/δ)

µε2N2

)
.

As we have mentioned, combining our private ERM algorithm with the iterative local-

ization technique, we can also give the first algorithm achieving optimal excess population

loss with (strictly) sub-quadratic steps for all dimensions:

Theorem 1.1.2 (DP-SCO). Suppose ε, δ ≤ 1/2 and sample set S consists of N samples

drawn i.i.d from a distribution P over Ξ. Let {f(·, x)}x∈Ξ is convex and G-Lipschitz with

respect to ℓ2 norm and convex over Kr, where r =
D
√
d log(1/δ)

εN , there is an (ε, δ)-differentially

private algorithm which takes

O(N + min{√εN5/4d1/8,
εN3/2

d1/8 log1/4(1/δ)
})

gradient queries to get a solution ωT

E[F (ωT )− F (ω∗)] = O(GD(
1√
N

+

√
d log(1/δ)

Nε
).

Moreover, if {f(·, x)}x∈Ξ is also µ-strongly convex over Kr, we can meet the same gradient
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query complexity and get a solution ωT such that:

E[F (ωT )− F (ω∗)] = O

(
G2

µ
(
d log(1/δ)

ε2N2
+

1

N
)

)
.

Finally, we note that our results can also capture the regularized ERM and SCO, which

shows up often in the previous work such as [RBHT12, KST12, WYX17, INS+19]. Briefly,

in the regularized problem, there is one more simple (and convex) function h(ω) added to

the objective function to encourage certain solutions with better structure. The objective

function then takes the form 1
N

∑
xi∈S f(ω, xi) + h(ω). We get asymptotically same results

for the regularized ERM/SCO problem with straightforward modifications.

1.1.2 Our Techniques

Most of the previous works [BST14, BFTGT19, BFGT20] that achieve near optimal bounds

for ERM and SCO are based on adaptations of SGD to make it differentially private. The

information theoretic lower bound of Ω(1/
√
T ) for T -step SGD may be one of the important

reasons why we can not get subquadratic gradient complexity for non-smooth convex ERM

easily. Consider the algorithm in [BFGT20] as an example. It needs to add Gaussian noise

v ∼ N(0, σ2Id×d) with σ2 = G2 log(1/δ)
ε2

to each gradient. By a standard analysis of SGD, we

can only show an excess empirical risk of Θ(D
√
dσ2√
T

), which requires us to set T = Ω(N2) to

get ideal bound, thus hitting the quadratic barrier.

We deviate from the above approaches for designing private algorithms for non-smooth

functions. First notice that the gradient complexity O( εN
3
2

d1/8 log1/4(1/δ)
+ ε2N2

d log(1/δ)) in The-

orem 1.1.1 is the same for both strongly convex and general non-smooth functions; same

holds for DP-SCO. This is not a coincidence; If we can achieve optimal empirical risk (pop-

ulation loss) for one case, then we can achieve optimal empirical risk (population loss) for

another with the same privacy guarantee and gradient complexity. In fact, the Figure 1.1

shows the relationship among these different problems.

Our result for the general convex non-smooth case is obtained by providing a reduction to

the strongly convex non-smooth case. Thus, our task becomes designing better algorithms

for the strongly convex non-smooth functions. Rather than using SGD, we let the objective
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(private) ERM: convex strongly convex
Lemma 1.4.10

Lemma 1.4.7

(private) SCO: convex strongly convex
Lemma 1.4.10

Lemma 1.5.5

Theorem 1.5.1

Figure 1.1: Reductions between ERM and SCO for general convex and strongly convex

cases. As the lower bound of excess population loss is Ω(GD( 1√
N

+
√
d

Nε)) while the lower

bound of empirical risk is Ω(GD
√
d

Nε ), we do not know how to reduce from ERM to SCO.

function take convolution with a sphere kernel to make it smooth. We then use the accel-

erated stochastic approximation algorithm in [GL12] for solving strongly convex stochastic

optimization problems. However, this is not enough, as the required noise that needs to be

added to the gradients to make the algorithm private is too large to get subquadratic gra-

dient complexity, even if we use the tighter Moments Accountant technique [ACG+16]. We

overcome this by increasing the batch size to an appropriate value. Combining these ideas

together, we show that the amount of noise we add can be reduced to achieve the optimal

excess empirical loss, and we get the gradient complexity of O(max{N3/2/d1/8, N2/d}).

For SCO, we get the gradient complexity of O(min{N5/4d1/8, N3/2/d1/8}) via a direct

application of the iterative localization approach of Feldman et al [FKT20]. The intuition

behind iterative localization is using private ERM to solve regularized objective functions

which have low sensitivity, iteration by iteration. Each iteration reduces the distance to an

approximate minimizer by a multiplicative factor, so after logarithmic number of phases we

are done.

1.1.3 Concurrent and Independent Work

In an independent and concurrent work, [AFKT21] give a new analysis of private regularized

mirror descent to do the private ERM. Then they combine the iterative localization approach
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to achieve the optimal excess population loss for SCO. Their result also achieves subquaratic

gradient complexity. More formally, they get O
(

logN ·min
(
N3/2

√
log d,N2/

√
d
))

for

SCO in query complexity. We compare their gradient complexity with ours in Figure 1.2.

Finally, we remark that the main motivation of [AFKT21] was to study SCO problem in

more general ℓp norms as much of the literature has focussed on the ℓ2-norm. They also

give news results in ℓp-bounded domain together with another concurrent work [BGN21].
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State Of Art
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Figure 1.2: Comparison among our results, the recent result in [AFKT21] and the previous
best one for the non-trivial regime (d ≤ N2). Suppose ε, δ are small constants. Our result
is faster for the important case d ≤ N1+1/3.

Road map

We will give some basic definitions and theorems about convex optimization and differential

privacy in Section 1.2. In Section 1.3, we give a general algorithm framework for private

convex optimization. The results of DP-ERM are given in Section 1.4 and the results of

DP-SCO are shown in Section 1.5. Some technical proofs are left in Appendix 1.6.

1.2 Preliminaries

In this section, we briefly recall some of the main definitions we use from the convex op-

timization theory and differential privacy. We refer the readers to excellent books [Nes05,

DR14] for more details on these topics.
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1.2.1 Convex Optimization

Definition 1.2.1 (Empirical risk minimization, Stochastic Convex Optimization). Let K ⊂
Rd be a closed convex set of diameterD. Given a family of convex loss functions {f(ω, x)}x∈Ξ
of ω over K and a set of samples S = {x1, · · · , xN} over the universe Ξ, the objective of

Empirical Risk Minimization (ERM) is to minimize

F̂ (ω) =
1

N

∑
xi∈S

f(ω, xi).

The excess empirical loss with respect to a solution ω is defined by F̂ (ω) − F̂ ∗, where

F̂ ∗ = minω∈K F̂ (ω).

Stochastic Convex Optimization (SCO) wants to output a solution ω to minimize the

expected loss (also referred to population loss) F (ω) − F ∗ where F (ω) = E[x ∼ P]f(ω, x)

and F ∗ = minω∈K F (ω).

Definition 1.2.2 (L-Lipschitz Continuity). A function f : K → R is L-Lipschitz continuous

over the domain K ⊂ Rd if the following holds for all ω, ω′ ∈ K : |f(ω)−f(ω′)| ≤ L∥ω−ω′∥2.

Definition 1.2.3 (β-Smoothness). A function f : K → R is β-smooth over the domain

K ⊂ Rd if for all ω, ω′ ∈ K, ∥∇f(ω)−∇f(ω′)∥2 ≤ β∥ω − ω′∥2.

Definition 1.2.4 (µ-Strongly convex). A differentiable function f : K → R is called strongly

convex with parameter µ > 0 if the following inequality holds for all points ω, ω′ ∈ K,

⟨∇f(ω)−∇f(ω′), ω − ω′⟩ ≥ µ∥ω − ω′∥22.

Equivalently,

f(ω′) ≥ f(ω) +∇f(ω)⊤(ω′ − ω) +
µ

2
∥ω′ − ω∥22.

1.2.2 Differential Privacy

Definition 1.2.5 (Differential privacy). A randomized mechanismM is (ε, δ)-differentially

private if for any event O ∈ Range(M) and for any neighboring databases that differ in a
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single data element, one has

Pr[M(S) ∈ O] ≤ exp(ε) Pr[M(S′) ∈ O] + δ.

Lemma 1.2.6 (Proposition 2.1 in [DR14]). (Post-Processing) Let M : N|Ξ| → R be a

randomized algorithm that is (ε, δ)-differentially private. Let f : R → R′ be an arbitrary

randomized mapping. Then f ◦M : N|Ξ| → R′ is (ε, δ)-differentally private.

Theorem 1.2.7 (Basic Composition). LetMi : N|Ξ| → Ri be (εi, δi)-differentially private.

Then if mechanismM[k] : N|X | →∏k
i=1Ri is defined to beM[k](x) = (M1(x), . . . ,Mk(x)),

thenM[k] is (
∑k

i=1 εi,
∑k

i=1 δi)-differentially private.

1.3 A Meta Algorithm for DP Convex Optimization

Many convex optimization algorithms with noisy first-order information have the following

simple format.

Algorithm 1: Meta Algorithm META

1 Input: The objective convex function F (ω) we want to minimize, an initial point

ω0.

2 Process: for phases t = 1, · · · , do
3 Get the noisy gradient Gt ≈ ∇F (ωt−1);

4 Update the result by some sub-procedure: ωt ← Sub-procedure(ωt−1, Gt);

5 end

6 Output: Some function of {ωi}i≥1.

We can use the above algorithmic framework to solve ERM privately. Specifically, we

make two simple modifications to make it private. First, we compute gradients over a uni-

form sample of some size B. Next, we add a carefully calibrated Gaussian noise to these

gradients and take average, before updating our results. This gives us a meta differentially

private algorithm for convex optimization problems, and is described in Algorithm 2. The

DP analysis then follows from a careful accounting of the privacy budget lost in each iter-

ation, and the bound on excess empirical risk comes from the property of the optimization

algorithm.
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Algorithm 2: Private Meta Algorithm METADP

1 Input: Sample set S = {x1, · · · , xN}, the objective convex function F (ω) we want

to minimize, the initial point ω0, and privacy parameter ε, δ;

2 Process: for phases t = 1, · · · , T do

3 Select a random sample set St from the uniform distribution over all subsets of

S of size B;

4 Let Gt = (
∑

xi∈St
∇f(ωt−1, xi) + v)/B, where v ∼ N(0, σ2Id×d);

5 Update the result by some sub-procedure ωt ← Sub-procedure(ωt−1, Gt);

6 end

7 Output: Some function of {ωi}i≥1.

The above framework is a sub-sampled Gaussian mechanism, for which we can use tCDP

proposed in [BDRS18] to analyze its privacy guarantee. As this is a direct application of

the main result in [BDRS18], we leave the proof of the following theorem in the Appendix.

Theorem 1.3.1. Suppose {f(·, x)}x∈Ξ is a family of G-Lipschitz and convex functions over

K, for ε < c1B
2T/N2, B ≤ N/10 and 1/2 ≥ δ > 0, by setting σ =

c2GB
√
T log(1/δ)

εN for some

constant c1 and c2, METADP is (ε, δ)-differential private.

1.4 Differentially Private ERM

In this section, we present private algorithms achieving the optimal excess empirical loss

with subquadratic gradient complexity when the dimension is super constant. We consider

non-smooth strongly-convex functions first, and then show how to reduce the general non-

smooth case to the strongly-convex case in the last subsection.

1.4.1 Non-smooth Strongly-convex Functions

We use the framework introduced in Section 1.3 and give a faster private algorithm. Specif-

ically, we modify a stochastic convex optimization algorithm in [GL12] to fit into our frame-

work. First we recall some properties of that algorithm.
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Suppose f : K → R is a convex function, and the objective is to get

Ψ∗ := min
ω∈K
{Ψ(ω) = f(ω) + h(ω)},

where K is a closed convex set and h(ω) is a simple convex function with known structure.

Theorem 1.4.1 (Proposition 9 in [GL12]). If the following conditions are met:

• For some L ≥ 0,M ≥ 0 and µ > 0,

µ

2
∥y − ω∥22 ≤ f(y)− f(ω)− ⟨g(ω), y − ω⟩ ≤ L

2
∥y − ω∥22 +M∥y − ω∥2, ∀ω, y ∈ K,

where g(ω) ∈ ∂f(ω) and ∂f(ω) denotes the sub-differential of f at ω.

• For each call of the stochastic oracle G with the input ωt ∈ K, the stochastic oracle G
can output an independent vector G(ωt) such that E[G(ωt)] ∈ ∂f(ωt).

• For any t ≥ 1 and ωt ∈ K, E[∥G(ωt)− g(ωt)∥22] ≤ V .

Then after T iterations, Algorithm 3 given below outputs ωT such that

E[Ψ(ωT )−Ψ∗] ≤ O
(
L∥ω0 − ω∗∥22

T 2
+
M2 + V

µT

)
,

where ω∗ = arg minω∈K Ψ(ω) and Ψ∗ = Ψ(ω∗).
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Algorithm 3: Accelerated stochastic approximation (AC-SA) algorithm

1 Input: Initial point ω0 ∈ K.

2 Initialization: Set the initial point ωag0 = ω0;

3 Set the step-size parameters αt = 2
t+2 and γt = 4L

t(t+1) ;

4 Process:

5 for t = 1, · · · , T do

6 Let ωmdt = (1−αt)(µ+γt)
γt+(1−α2

t )µ
ωagt−1 + αt[(1−αt)µ+γt]

γt+(1−α2
t )µ

ωt−1;

7 Query Oracle Gt ≡ G(ωmdt );

8 Let

ωt = arg minω∈K{αt[⟨Gt, ω⟩+h(ω)+µ∥ωmdt −ω∥22]+[(1−αt)µ+γt]∥ωt−1−ω∥22};
9 ωagt = αtωt + (1− αt)ωagt−1;

10 end

11 Return: ωagT .

Smoothing function

From the statement of Theorem 1.4.1, it is clear that the Algorithm 3 gives much better

convergence rates for smooth functions. As we are considering non-smooth functions, we

need an efficient way to smooth the objective function without introducing too much error.

In the next few paragraphs, we show how to achieve that.

Recall thatD denotes the diameter of the closed convex setK ⊂ Rd. Suppose {f(·, x)}x∈Ξ
is a family of G-Lipschitz and µ-strongly convex functions over K. This implies that for any

sample set S, the empirical loss function F̂ (ω) we consider is G-Lipschitz and µ-strongly

convex over the domain K.

We do a convolution on f(·, x), which is denoted by f(·, x) ∗ nr. The objective function

after the convolution step becomes F̂nr(ω) = 1
N

∑
xi∈S Ey∼nr f(ω + y, xi), where nr is the

uniform density on the ℓ2 ball of radius r. By Lemma 7 and Lemma 8 in [YNS12] while

the forth result on forth item was supplemented by Lemma E.2 in [DBW12], we know the

claim below.

Claim 1.4.2. Suppose {f(·, x)}x∈Ξ is convex and G-Lipschitz over K+B2(0, r). For ω ∈ K,
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F̂nr(ω) has following properties:

• F̂ (ω) ≤ F̂nr(ω) ≤ F̂ (ω) +Gr;

• F̂nr(ω) is G-Lipschitz and µ-strongly convex;

• F̂nr(ω) is G
√
d

r -Smooth;

• For random variables y ∼ nr and x uniformly from S, one has

E[∇f(ω + y, x)] = ∇F̂nr(ω)

and

E[∥∇F̂nr(ω)−∇f(ω + y, x)∥22] ≤ G2.

Furthermore, the convolution operation preserves strong convexity, which implies the

fact below.

Fact 1.4.3. Let nr be the uniform density on the ℓ2 ball of radius r, and f : Kr → R be a

µ-strongly convex function over Kr. Then Ey∼nr f(y + ·) is µ-strongly convex over K.

Algorithm

Now we state the our modifications to make AC−SA private and prove its properties. Recall

that y ∼ nr is a d-dimension vector drawn from the uniform density on the ℓ2 ball of radius

r. We start with the description of our algorithm.
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Algorithm 4: Private AC−SA
1 Input: A convex set K with diameter D, a family {f(·, xi)}i∈[N ] of G-Lipschitz and

µ-strongly convex functions over K, an initial point ω0 ∈ K, privacy parameters ε, δ,

the batch size B, and the number of steps T .

2 Set r ← D
Td1/4

and σ ← Θ(
GB
√
T log(1/δ)

εN );

3 Run the AC−SA with the Oracle G defined below;

4 Return: The output of AC−SA

5 Oracle G(ω):

6 Select a random sample set St from the uniform distribution over all subsets of S of

size B.

7 Return:
(∑

xi∈St
∂f(ω + yi, xi) + v)/B, where yi ∼ nr and v ∼ N(0, σ2Id×d

)
.

Utility and Privacy

It is not hard to show that Private AC−SA (Algorithm 4) is an instance of METADP (see

Section 1.3), so we have the following guarantee directly by Theorem 1.3.1.

Lemma 1.4.4. For ε ≤ c1B
2T/N2, δ ≤ 1/2, B ≤ N/10 and σ =

c2GB
√
T log(1/δ)

εN where

c1 ≤ 1, c2 ≥ 1 are constants, Private AC−SA is (ε, δ)-DP.

Now, we consider the accuracy of Private AC−SA. We need a technical lemma to argue

about the variance of the gradient Gt returned at t-th step by the oracle.

Lemma 1.4.5. Under the assumptions defined in Algorithm Private AC−SA, after T iter-

ations, it outputs ωT such that

E[F̂ (ωT )− F̂ ∗] = O

(
G2/B + σ2d/B2

µT
+
GDd1/4

T

)
,

where ω∗ = arg minω∈K F̂ (ω), and F̂ ∗ = minω F̂ (ω).

Proof. By Claim 1.4.2, we know that F̂nr is G-Lipschitz and G
√
d

r -smooth. Furthermore,

by Fact 1.4.3, we know that F̂nr is µ-strongly convex. For any tth iteration, one has that
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E[Gt] = ∇F̂nr(ωmdt ) and E[∥Gt −∇F̂nr(ωmdt )∥2∗] ≤ G2/B + σ2d/B2. Then by Theorem 1.4.1

with M = 0, L = G
√
d

r , V = G2/B + σ2d/B2, we get

E[F̂nr(ωT )−min
ω
F̂nr(ω)] = O

(
G2/B + σ2d/B2

µT
+
GD2

√
d

T 2r

)
.

Next, by the first bullet of Claim 1.4.2, we know that F̂ (ω) ≤ F̂nr(ω) ≤ F̂ (ω) + Gr for

any ω. Combining these together, we get

E[F̂ (ωT )− F̂ (ω∗)]

=E[F̂ (ωT )− F̂nr(ωT )] + E[F̂nr(ωT )−min
ω
F̂nr(ω)] + min

ω
F̂nr(ω)− F̂ (ω∗)

≤2Gr +O(
G2/B + σ2d/B2

µT
+
GD2

√
d

T 2r
).

By setting r = Dd1/4

T , we completes the proof.

Before stating the main result of this section, we prove two technical lemmas that

can remove the dependence on the diameter term. Lemma 1.4.6 below is used to prove

Lemma 1.4.7.

Lemma 1.4.6. Consider a sequence x1, x2, · · · . Suppose 0 ≤ x1 ≤ n and 0 ≤ xi+1 ≤
√
xi + 1, then for k ≥ ⌈log log n⌉, one has that xk ≤ 16.

Proof. Without loss of generality, let xi+1 =
√
xi + 1.

We construct another sequence y1, · · · , yk such that y1 = x1 and yi+1 = 2
√
yi. Then by

induction, it is easy to prove that for each i ∈ [k], yi ≥ xi. So we only need to prove that

yk ≤ 16.

Let zi = log2 yi, then one has zi+1 = zi/2 + 1. Obviously, we know that zi = 2−i+1(z1 −
2) + 2 and zk ≤ 4, which means that xk ≤ yk ≤ 16.

Recall that the lower bound of strongly convex case is Ω(G
2

µ + G2d log(1/δ)
µε2N2 ) while for the

general case is Ω(GD +
GD
√
d log(1/δ)

εN ). Therefore, we only need to think about the case

when d log(1/δ)
ε2N2 ≤ 1, or the bound will be trivial. The following lemma says if we can achieve

sum of these two lower bounds for strongly-convex case, then we can achieve the optimal
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bound for the strongly-convex case, which implies we can reduce the Strongly-Convex Case

to General Convex Case.

Lemma 1.4.7 (Reduction to General Convex Case). Given F̂ is G-Lipschitz and µ-strongly

convex. Suppose for any ε, δ < 1/2, we have an (ε, δ)-differentially private algorithm A
which takes ω0 as the initial start point and outputs a solution ωT such that

E[F̂ (ωT )− F̂ ∗] = O

(
G2d log(1/δ)

µε2N2
+
GD

√
d log(1/δ)

εN

)
,

where ω∗ = arg minω∈K F̂ (ω) and D = ∥ω0−ω∗∥2. Then by taking A as sub-procedure with

some modifications on parameters, we can get an (ε, δ)-differentially private solution with

excess empirical loss at most

E[F̂ (ωT )− F̂ ∗] = O

(
G2d log(1/δ)

µε2N2

)
.

Furthermore, if A uses g(N, ε, δ) many gradients, the new algorithm uses
∑

i≥1 g(N, ε/2i, δ/2i)

many gradients.

Remark 1.4.8. All algorithms in this paper uses less gradients if ε and δ are smaller. So,

the new algorithm uses essentially as much as the given algorithm.

Proof. Repeat the private algorithm A for k = ⌈log logN3⌉ times. For the ith repetition,

we start from the output of the last repetition and use A as a sub-procedure with privacy

parameter εi = ε/2k+1−i and δi = δ/2k+1−i. (Note that the noise is decreasing so that the

last step gives the best solution). We show that the last output has excess empirical risk at

most O
(
G2d log(1/δ)
µε2N2

)
.

More specifically, let ωi be the output of the ith repetition, ∆i = E[F̂ (ωi) − F̂ ∗] and

D2
i = E[∥ωi − ω∗∥2]. As the objective function F̂ is µ-strongly convex, we know that

1
2µD

2
i ≤ ∆i for all i ≥ 0.

By the guarantee of the algorithm, there exists some constant c ≥ 1 such that

∆i+1 =E[F̂ (ωi+1)− F̂ ∗]
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≤cGDi

√
d log(1/δi)

εiN
+ c

G2d log(1/δi)

µε2iN
2

≤cG
√
d log(1/δi)

εiN

√
2∆i

µ
+
Ei
c
,

where we define Ei = 2c2G
2d log(1/δi)
µε2iN

2 .

As Ei/Ei+1 =
ε2i+1 log(1/δi)

ε2i log(1/δi+1)
≤ 8, we can rearrange the above function and get

∆i+1

64Ei+1
≤
√

∆iEi + Ei
c

64Ei+1

≤ Ei
64Ei+1

(

√
∆i

Ei
+

4

c
)

≤
√

∆i

64Ei
+ 1.

By strong convexity one has that ∆1 ≤ G2/µ, and E1 = Ω(G2 log3N/(µN2)) =

Ω(G2/(µN3)) by the definition, so ∆1/E1 ≤ N3. Then by Lemma 1.4.6, after k =

⌈log logN3⌉ repetitions, we get ∆k
64Ek

≤ 16. This further implies that there is a solution

with expected error

E[F̂ (ωk)− F̂ ∗] = O(
G2d log(1/δ)

µε2N2
).

The privacy guarantee comes directly from the basic composition theorem (See Theo-

rem 1.2.7).

We did not optimize constants in the calculations above. Now we are ready to state the

main result for the strongly-convex case.

Theorem 1.4.9 (Strongly Convex Case for Theorem 1.1.1). Suppose K ⊂ Rd is a closed

convex set of diameter D and {f(·, x)}x∈Ξ is a family of G-Lipschitz and µ-strongly convex

functions over Kr where r =
D
√
d log(1/δ)

εN . For ε, δ ≤ 1/2, given any sample set S consists of

N samples from Ξ and arbitrary initial point ω0 ∈ K, we have an (ε, δ)-differentially private

algorithm A which takes O( εN
3
2

d1/8 log1/4(1/δ)
+ ε2N2

d log(1/δ)) gradient queries and outputs ωT such
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that

E[F̂ (ωT )− F̂ ∗] = O

(
G2d log(1/δ)

µε2N2

)
,

where F̂ (ω) = 1
N

∑
xi∈S f(ω, xi), F̂

∗ = minω∈K F̂ (ω), and the expectation is taken over the

randomness of the algorithm itself.

Proof. By Lemma 1.4.5, the output ω of Private AC−SA satisfies

E[F̂ (ω)− F̂ ∗] = O

(
G2

B + σ2d
B2

µT
+
GDd1/4

T

)
.

By setting σ =
c2GB
√
T log(1/δ)

εN and T = ⌈ 100εN

c1d1/4
√

log(1/δ)
⌉ (c1, c2 are defined in Lemma 1.4.4),

one has

E[F̂ (ω)− F̂ ∗] = O

(
G2

µBT
+
G2d log(1/δ)

µε2N2
+
GDd1/4

T

)

= O

(
G2

µBT
+
G2d log(1/δ)

µε2N2
+
GD

√
d log(1/δ)

εN

)

To ensure that Private AC−SA is (ε, δ)-DP, we set B = ⌈
√

εN2

c1T
+ ε2N2

d log(1/δ)T ⌉. By our

choice of T , we have B ≤ N/10 and ε ≤ c1B
2T/N2. Hence, we can apply Lemma 1.4.4 to

conclude the guarantee of (ε, δ) differential privacy.

Furthermore, we get a solution ω such that

E[F̂ (ω)− F̂ ∗] = O

(
G2d log(1/δ)

µε2N2
+
GD

√
d log(1/δ)

εN

)
.

As for the total gradient complexity of our algorithm, we are under the assumption

that d log(1/δ)
ε2N2 ≤ 1, which means that εN

d1/4
√

log(1/δ)
≥ d1/4, and T = ⌈ 100εN

c1d1/4
√

log(1/δ)
⌉ =

Θ( εN

d1/4
√

log(1/δ)
). As for the batch size, we know

√
εN2

T + ε2N2

d log(1/δ)T = ω(1) and thus B =
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⌈
√

εN2

T + ε2N2

d log(1/δ)T ⌉ = Θ(
√

εN2

T + ε2N2

d log(1/δ)T ), from which we get the gradient complexity is

BT = Θ

(
εN

3
2

d1/8 log1/4(1/δ)
+

ε2N2

d log(1/δ)

)
.

By Lemma 1.4.7 we can adjust Private AC−SA and get a final solution ωT such that

E[F̂ (ωT )− F̂ ∗] = O

(
G2d log(1/δ)

µε2N2

)
,

with gradient complexity Θ(
∑log logN3

i=1
(ε/2i)N3/2

d1/8 log1/4(2i/δ)
+ (ε/2i)2N2

d log(2i/δ)
) = Θ( εN

3
2

d1/8 log1/4(1/δ)
+ ε2N2

d log(1/δ)),

which completes the proof.

1.4.2 General Non-smooth Convex Functions

In the general non-smooth case, we only assume that the family of functions {f(·, x)}x∈Ξ
is G-Lipschitz and convex over K. We now give a reduction from this case to the strongly-

convex case, which completes our second main result.

Lemma 1.4.10. Suppose K ⊂ Rd is a convex set of diameter D and let {f(·, x)}x∈Ξ be a

family of convex functions over K, which are G-Lipschitz and µ-strongly convex. Given any

sample set S consists of N samples from Ξ and other necessary inputs, suppose we have a

(ε, δ)-DP algorithm A which can output a solution ωT such that

E[F̂ (ωT )− F̂ ∗] = O

(
G2d log(1/δ)

µε2N2

)
,

where F̂ ∗ = minω∈K F̂ (ω).

Then when {h(·, x)}x∈Ξ is only G-Lipschitz and convex with necessary inputs, for any

sample set S of size N , we also have a (ε, δ)-DP algorithm A′ which can get a solution ωT

such that

E[Ĥ(ωT )− Ĥ∗] = O

(
GD

√
d log(1/δ)

εN

)
.

where Ĥ(ω) = 1
N

∑
xi∈S h(ω, xi), Ĥ

∗ = minω∈KH(ω). The gradient complexity and privacy
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guarantee of A and A′ are the same.

Moreover, the reduction also holds in the context of SCO.

Proof. We only consider this lemma in the context of ERM, as we can use the nearly the

same argument for SCO.

The proof of this reduction is rather simple: After getting {h(·, xi)}xi∈S , we only need

to consider hu(ω, x) = h(ω, x) + u∥ω∥2. Then hu(·, x) is u-strongly convex and O(G+ uD)-

Lipschitz for any x with ∥x∥2 ≤ 2D.

For the case uD ≤ G, we run A on {hu(·, xi)}xi∈S to get a solution ωT with loss

E[Hu(ωT )−H∗
u] = O

(
G2d log(1/δ)

uε2N2

)
,

where Hu(ω) = 1
N

∑
xi∈S h(ω, xi) + u∥ω∥2 and H∗

u = minω∈KHu(ω). Now by setting u =

Θ

(
G
√
d log(1/δ)

DεN

)
, one has

E[Ĥ(ωT )− Ĥ∗] =O

(
G2d log(1/δ)

uε2N2
+ uD2

)
=O

(
GD

√
d log(1/δ)

εN

)
.

For the case uD ≥ G, we have
GD
√
d log(1/δ)

εN ≥ GD and hence we can simply output the

initial point ω0 as the solution with a loss no more than GD.

The above reduction completes the main result of this subsection.

Theorem 1.4.11 (General Convex Case for Theorem 1.1.1). Suppose K ⊂ Rd is a convex

set of diameter D and {f(·, x)}x∈Ξ is a family of G-Lipschitz and convex functions over

Kr where r =
D
√
d log(1/δ)

εN . For ε, δ ≤ 1/2, given any sample set S consists of N samples

from Ξ and arbitrary initial point ω0 ∈ K, we have a (ε, δ)-differentially private algorithm

A which takes O

(
εN

3
2

d1/8 log1/4(1/δ)
+ ε2N2

d log(1/δ)

)
gradient queries and outputs ωT such that

E[F̂ (ωT )− F̂ ∗] = O

(
GD

√
d log(1/δ)

εN

)
,
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where F̂ ∗ = minω∈K F̂ (ω), and the expectation is taken over the randomness of the algo-

rithm.

1.5 Differentially Private SCO

In this section we study SCO. We can use the iterative localization technique in [FKT20]

to reduce the SCO problem to an ERM problem. More specifically, if we can solve private

ERM and get a (nearly) optimal empirical loss, then we can solve private SCO with (nearly)

optimal excess population loss with the following algorithm framework (Algorithm 5). See

Theorem 1.5.1 for the corresponding formal statement.

Algorithm 5: Iterative Localized Algorithm Framework A′

1 Input: A family of G-Lipschitz and µ-strongly convex function f : K × Ξ→ R,
initial point ω0 ∈ K and privacy parameter ε, δ.

2 Process: Set k = ⌈logN⌉;
3 for i = 1, · · · , k do
4 Set εi = ε/2i, Ni = N/2i, ηi = η/25i;
5 Apply (εi, δi)-DP ERM algorithm Aεi,δi over

Ki = {ω ∈ K : ∥ω − ωi−1∥2 ≤ 2GηiNi} with the function

F̂i(ω) = 1
Ni

∑
j∈Si

f(ω, xj) + 1
ηiNi
∥ω − ωi−1∥2 where Si consists of Ni samples

with replacement from P;
6 Let ωi be the output of the ERM algorithm;

7 end
8 Return: The final iterate ωk;

Theorem 1.5.1. Suppose we have an algorithm A which can solve ERM under strongly

convex case and gets a solution with excess empirical loss O( G
2

µN ) by using g(N) many

gradients, then we have an algorithm A′ which can solve SCO under general case and gets

a solution with excess population loss O(GD√
N

) by using
∑⌈logN⌉

i=1 g(N/2i) many gradients.

Moreover, for ε, δ ≤ 1/2, if Aε,δ is (ε, δ)-differentially private with excess empirical loss

O(G
2

µ ( 1
N + d log(1/δ)

ε2N2 )) under the strongly convex case by using g(N, ε, δ) many gradients, then

we can get (ε, δ)-differentially private A′ with excess population loss O(GD( 1√
N

+

√
d log(1/δ)

εN ))

by querying gradients at most
∑⌈logN⌉

i=1 g(N/2i, ε/2i, δ/2i) times.
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We only prove the bound with privacy guarantee, as the (non-private) bound can be

proved with similar argument. Two technical lemmas will be proved at first, after which we

will complete the proof.

Lemma 1.5.2. Let ω̂i = arg minω∈K F̂i(ω), then

E[∥ωi − ω̂i∥22] ≤ O(
G2η2i d log(1/δi)

ε2i
+G2η2iNi).

Proof. At first, we prove that ω̂i ∈ Ki. The definition of ω̂i implies that

1

Ni

Ni∑
j=1

f (ω̂i, xj) +
1

ηiNi
∥ω̂i − ωi−1∥22 ≤

1

Ni

Ni∑
j=1

f (ωi−1, xj) .

Then we know that

1

ηiNi
∥ω̂i − ωi−1∥22 ≤ G∥ω̂i − ωi−1∥2,

which implies ω̂i ∈ Ki.

Next, note that F̂i is λi = 1
ηiNi

-strongly convex, by the guarantee of our ERM algorithm,

we know that

λi
2
E[∥ω̂i − ωi∥22] ≤E[F̂i(ω̂i)− F̂i(ωi)]

≤O(
G2d log(1/δi)

λiε2iN
2
i

+
G2

λiNi
)

=O(
G2ηid log(1/δi)

ε2iNi
+G2ηi),

which implies

E[∥ω̂i − ωi∥22] ≤ O(
G2η2i d log(1/δi)

ε2i
+G2η2iNi).
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Lemma 1.5.3. For any y ∈ K, we know that

E[F (ω̂i)− F (y)] ≤ E[∥ωi−1 − y∥22]
ηiNi

+O(G2ηi).

Proof. Let r(ω, x) = f(ω, x)+ 1
ηiNi
∥ω−ωi−1∥22, R(ω) = Ex∼P r(ω, x) and y∗ = arg minω∈KR(ω).

By Theorem 6 in [SSSSS09], one has that

E[R(ω̂i)−R(y)] =E[F (ω̂i) +
1

ηiNi
∥ω̂i − ωi−1∥22 − F (y)− 1

ηiNi
∥y − ωi−1∥22]

≤E[R(ω̂i)−R(y∗)]

≤O(G2ηi),

which implies that

E[F (ω̂i)− F (y)] ≤O(G2ηi)−
1

ηiNi
E[∥ω̂i − ωi−1∥22] +

1

ηiNi
E[∥y − ωi−1∥22]

≤O(G2ηi) +
1

ηiNi
E[∥y − ωi−1∥22].

Having these two lemmas, we can begin the proof.

Proof of Theorem 1.5.1. The privacy guarantee comes directly from the basic composition

theorem (See Theorem 1.2.7).

Let Si = {xj}N−N/2i−1≤j≤N−N/2i . Let Ni = N/2i, εi = ε/2i, δi = δ/2i and ηi = η/25i

where η will be defined soon. For i ∈ [k], let F̂i(ω) =
∑

xj∈Si
f(ω, xj) + 1

ηiNi
∥ω − ωi−1∥22.

Let ω̂0 = ω∗, we have

E[F (ωk)]− F (ω∗) =
k∑
i=1

E[F (ω̂i)− F (ω̂i−1)] + E[F (ωk)− F (ω̂k)].

First, Lemma 1.5.2 implies that

E[F (ωk)− F (ω̂k)] ≤O(G
√
E[∥ωk − ω̂k∥22])
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≤O(
G2ηk

√
d log(1/δk)

εk
+G2ηk

√
Nk)

=O(
G2η

√
d log(N/δ)

εN3
+
G2η

N4
),

which is negligible.

Then one has

k∑
i=1

E[F (ω̂i)− F (ω̂i−1)] ≤
k∑
i=1

E[∥ω̂i−1 − ωi−1∥22]
ηiNi

+O(G2ηi)

≤O(
D2

ηN
+ ηG2 +

k∑
i=2

(
G2ηid log(1/δi)

ε2iNi
+G2ηi))

≤O(
D2

ηN
+ ηG2 +

G2ηd log(1/δ)

ε2N
).

By setting η = D
G ·min{ 1√

N
, ε√

d log(1/δ)
}, we get the excess population loss:

E[F (ω̂k)− F (ω∗)] = O(GD(
1√
N

+

√
d log(1/δ)

Nε
).

As for the gradient complexity, as we use g(Ni, εi, δi) queries of gradients in i-th iteration,

the total gradient complexity is
∑k

i=1 g(Ni, εi, δi) as claimed.

Note that Theorem 1.5.1 allows the ERM algorithm has an extra G2/(µN) loss. This

allows us to design a faster ERM algorithm compared Theorem 1.4.9 by choosing a different

set of parameters.

Lemma 1.5.4. Under the assumption defined in Algorithm Private AC−SA, with

O
(
N + min{√εN5/4d1/8,

εN
3
2

d1/8 log1/4(1/δ)
}
)

gradient complexity, one can get a solution ωT such that

E[F̂ (ωT )− F̂ ∗] = O(
G2

µ
(

1

N
+
d log(1/δ)

ε2N2
)).
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Proof. By Lemma 1.4.5, one has

E[F̂ (ωT )− F̂ ∗] = O

(
G2/B + σ2d/B2

µT
+
GDd1/4

T

)
.

Again, setting σ =
c2GB
√
T log(1/δ)

εN one has

E[F̂ (ωT )− F̂ ∗] = O

(
G2

µBT
+
G2d log(1/δ)

µε2N2
+
GDd1/4

T

)
.

Taking T = 400⌈min{N1/2d1/4, Nε

d1/4
√

log(1/δ)
}⌉ and using BT ≥ N (which we will en-

sure), we have

E[F̂ (ωT )− F̂ ∗] = O

(
G2

µN
+
G2d log(1/δ)

µε2N2
+
GD√
N

+
GD

√
d log(1/δ)

µεN

)

= O

(
G2

µ
ζ +GD

√
ζ

)
.

where ζ = 1
N + d log(1/δ)

ε2N2 .

To ensure that Private AC−SA is (ε, δ)-DP, we set B = ⌈N/T + N
√
ε/T ⌉ = Θ(N/T +

N
√
ε/T ). By our choice of T , we have B ≤ N/10 and ε ≤ c1B2T/N2. Hence, we can apply

Lemma 1.4.4 to conclude (ε, δ)-DP.

Hence, we have a (ε, δ)-DP for ERM with loss O
(
G2

µ ζ +GD
√
ζ
)

with ζ = 1
N + d log(1/δ)

ε2N2 .

Note however that Theorem 1.5.1 requires us to have a DP-ERM algorithm with lossO(G
2

µ ζ),

namely, we have the extra term O(GD
√
ζ). To remove this term, we follow the reduction

in Lemma 1.4.7.

We note that the exact same proof as Lemma 1.4.7 shows that for any ζ > 0, if we can

solve strongly ERM with loss O(G2ζ2/µ+GDζ), then we can solve strongly ERM with loss

O(G2ζ2/µ) by using the same number of gradient. This completes the proof.

Before stating our result on SCO, we need the following variant of Lemma 1.4.7. The

proof is essentially the same, we state it for future reference.
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Lemma 1.5.5 (Reduction to General Convex Case). Given F is G-Lipschitz and µ-strongly

convex. Suppose for any ε, δ < 1/2, we have an (ε, δ)-differentially private algorithm A
which takes ω0 as the initial start point and N samples i.i.d drawn from some distribution

P, and outputs a solution ωT such that

E[F (ωT )− F ∗] = O

(
G2

µ
(

1

N
+
d log(1/δ)

N2ε2
) +GD(

1√
N

+

√
d log(1/δ)

Nε
)

)
,

where ω∗ = arg minω∈K F (ω) and D = ∥ω0 − ω∗∥. Then by taking A as sub-procedure with

some modifications on parameters, we can get an (ε, δ)-differentially private solution with

excess population loss at most

E[F (ωT )− F ∗] = O

(
G2

µ
(

1

N
+
d log(1/δ)

N2ε2
)

)
.

If A uses g(N, ε, δ) many gradients, the new algorithm uses
∑

i≥1 g(N/2i, ε/2i, δ/2i) many

gradients.

Proof. The only difference to Lemma 1.4.7 is that this algorithm takes N/2k+1−i samples

instead of N samples in the i-th step for k = ⌈log logN3⌉, so it may have less gradient

complexity. The rest of the proof is identical.

Now, we can get the result for general convex case by Theorem 1.5.1 and Lemma 1.5.4,

then extend it to strongly convex case by Lemma 1.5.5.

Theorem 1.5.6 (DP-SCO, Theorem 1.1.2 restated). Suppose ε, δ ≤ 1/2. Let {f(·, x)}x∈Ξ is

convex and G-Lipschitz with respect to ℓ2 norm and convex over Kr, where r =
D
√
d log(1/δ)

εN ,

there is an (ε, δ)-differentially private algorithm which takes

O(N + min{√εN5/4d1/8,
εN3/2

d1/8 log1/4(1/δ)
})

gradient queries to get a solution ωT

E[F (ωT )− F (ω∗)] = O(GD(
1√
N

+

√
d log(1/δ)

Nε
).



39

Moreover, if {f(·, x)}x∈Ξ is also µ-strongly convex over Kr, we can use the same gradient

complexity and get a solution ω such that:

E[F (ωT )− F (ω∗)] = O

(
G2

µ
(
d log(1/δ)

ε2N2
+

1

N
)

)
.

1.6 Proof of Theorem 1.3.1

As mentioned before, we can use the result in [BDRS18] to give a formal proof of our result.

Before we start, let us define something necessary.

Definition 1.6.1 (Truncated CDP). Let ρ > 0 and ω > 1. A randomized algorithm

M : N|Ξ| → R satisfies ω-truncated ρ-concentrated differential privacy (or (ρ, ω)-tCDP) if

for all neighboring S, S′ that differ in a single entry,

∀α ∈ (1, ω),Dα

(
M(S)∥M

(
S′)) ≤ ρα,

where Dα(·∥·) denotes the Rényi divergence [Rén61] of order α (in nats, rather than bits).

Similar to classic differential privacy, tCDP also enjoys a property of composition:

Lemma 1.6.2 (Composition of tCDP). Let M1 : N|Ξ| → R1 satisfy (ρ, ω)-tCDP and let

M2 : N|Ξ| × R1 → R2 satisfy (ρ′, ω′)-tCDP for all y ∈ R1. Difine M : N|Ξ| → R3 by

M(S) =M2(S,M1(S)). ThenM satisfies (ρ+ ρ′,min{ω, ω′})-tCDP.

Now we state the main result of [BDRS18]:

Theorem 1.6.3 (Privacy Amplification By Subsampling). Let ρ, s ∈ (0, 0.1] and B,N ∈ N

with q = B/N and log(1/q) ≥ 3ρ(2 + log2(1/ρ)). Let M : N|Ξ| → R satisfy (ρ, ω′)-tCDP

for ω′ ≥ log(1/q)
2ρ ≥ 3. Define the mechanism Mq : N|Ξ| → R by Mq(S) = M(Sq) where

Sq ∈ N|Ξ| is the restriction of S to the entries specified by a uniformly ransom subset of size

B.

The algorithmMq satisfies (13q2ρ, ω)-tCDP for

ω =
log(1/q)

4ρ
.
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This theorem can apply to our algorithm METADP directly, as we are using subsampling

without replacement. More specifically, we are using subsampling Gaussian Mechanism,

and for Gaussian Mechanism we have the following fact:

Fact 1.6.4. Let P = N(1, 1/2ρ) and Q = N(0, 1/2ρ). Then Dα(P | Q) = ρα for all

α ∈ (1,∞). In other word, the Gaussian Mechanism with sensitive 1 satisfies (ρ,∞)-tCDP.

Now we can start our proof.

Proof of Theorem 1.3.1. For the t-th phase of METADP, letM(S) =
∑

x∈S ∇f(ωt−1, x) + v

where v ∼ N(0, σ2Id×d). As we are considering G-Lipschitz function f , then we know that

∥∇(f)∥2 ≤ G, which means that M is (ρ,∞)-tCDP where ρ = G2/(2σ2).

Assume our parameters satisfy the precondition of Theorem 1.6.3 first, then we know that

the t-th phase of METADP is (13q2ρ, 1/ρ)-tCDP. By the composition property (Lemma 1.6.2),

we know that METADP is (13Tq2ρ, 1/ρ)-tCDP.

When Tq2ρ · log(1/δ)
ε ≤ O(ε) and log(1/δ)

ε ≤ O(1ρ), we know that METADP is (ε, δ)-

differentially private [BDRS18].

By setting σ =
c2GB
√
T log(1/δ)

εN , we have that ρ = ε2N2

2c22B
2T log(1/δ)

. Together with the

assumption ε ≤ c1B
2T/N2, we have both Tq2ρ · log(1/δ)ε ≤ O(ε) and log(1/δ)

ε ≤ O(1ρ) as

claimed. This completes the proof.
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Chapter 2

RESQUEING PARALLEL AND PRIVATE STOCHASTIC CONVEX
OPTIMIZATION

2.1 Introduction

Stochastic convex optimization (SCO) is a foundational problem in optimization theory,

machine learning, theoretical computer science, and modern data science. Variants of the

problem underpin a wide variety of applications in machine learning, statistical inference,

operations research, signal processing, and control and systems engineering [Sha07, SB14].

Moreover, it provides a fertile ground for the design and analysis of scalable optimization

algorithms such as the celebrated stochastic gradient descent (SGD), which is ubiquitous in

machine learning practice [Bot12].

SGD approximately minimizes a function f : Rd → R by iterating xt+1 ← xt − ηg(xt),

where g(xt) is an unbiased estimator to a (sub)gradient of f at iterate xt. When f is

convex, E ∥g(x)∥2 ≤ 1 for all x and f is minimized at x⋆ in the unit ball, SGD finds an

εopt-optimal point (i.e. x satisfying E f(x) ≤ f(x⋆) + εopt) using O(ε−2
opt) stochastic gradient

evaluations [Bub15]. This complexity is unimprovable without further assumptions [Duc18];

for sufficiently large d, this complexity is optimal even if g is an exact subgradient of

f [DG19].

Although SGD is widely-used and theoretically optimal in this simple setting, the algo-

rithm in its basic form has natural limitations. For example, when parallel computational

resources are given (i.e. multiple stochastic gradients can be queried in batch), SGD has

suboptimal sequential depth in certain regimes [DBW12, BJL+19]. Further, standard SGD

is not differentially private, and existing private1 SCO algorithms are not as efficient as SGD

in terms of gradient evaluation complexity [BST14, BFTGT19, FKT20, BFGT20, AFKT21,

1Throughout this paper, when we use the description “private” without further description we always
refer to differential privacy [DR14]. For formal definitions of differential privacy, see Section 2.4.1.
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KLL21]. Despite substantial advances in both the parallel and private settings, the optimal

complexity of each SCO problem remains open (see Sections 2.1.1 and 2.1.2 for more precise

definitions of problem settings and the state-of-the-art rates, and Section 2.1.3 for a broader

discussion of related work).

Though seemingly disparate at first glance, in spirit parallelism and privacy impose

similar constraints on effective algorithms. Parallel algorithms must find a way to query the

oracle multiple times (possibly at multiple points) without using the oracle’s output at these

points to determine where they were queried. In other words, they cannot be too reliant on

a particular outcome to adaptively choose the next query. Likewise, private algorithms must

make optimization progress without over-relying on any individual sample to determine the

optimization trajectory. In both cases, oracle queries must be suitably robust to preceding

oracle outputs.

In this paper, we provide a new stochastic gradient estimation tool which we call

Reweighted Stochastic Query (ReSQue) estimators (defined more precisely in Section 2.1.4).

ReSQue is essentially an efficient parallel method for computing an unbiased estimate of the

gradient of a convolution of f with a continuous (e.g. Gaussian) kernel. These estimators

are particularly well-suited for optimizing a convolved function over small Euclidean balls,

as they enjoy improved stability properties over these regions. In particular, these local

stability properties facilitate tighter control over the stability of SGD-like procedures. We

show that careful applications of ReSQue in conjunction with recent advances in accelerated

ball-constrained optimization [CJJ+20, ACJ+21] yield complexity improvements for both

parallel and private SCO.

Paper organization. In Sections 2.1.1 and 2.1.2 respectively, we formally describe the

problems of parallel and private SCO we study, stating our results and contextualizing

them in the prior literature. We then cover additional related work in Section 2.1.3 and, in

Section 2.1.4, give an overview of our approach to obtaining these results. In Section 2.1.5,

we describe the notation we use throughout.

In Section 2.2.1 we introduce our ReSQue estimator and prove some of its fundamental

properties. In Section 2.2.2 we describe our adaptation of the ball acceleration frameworks
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of [ACJ+21, CH22], reducing SCO to minimizing the objective over small Euclidean balls,

subproblems which are suitable for ReSQue-based stochastic gradient methods. Finally,

in Sections 2.3 and 2.4, we prove our main results for parallel and private SCO (deferring

problem statements to Problem 2.3.1 and Problem 2.4.1), respectively, by providing suitable

implementations of our ReSQue ball acceleration framework.

2.1.1 Parallelism

In Section 2.3 we consider the following formulation of the SCO problem, simplified for the

purposes of the introduction. We assume there is a convex function f : Rd → R which

can be queried through a stochastic gradient oracle g, satisfying E g ∈ ∂f and E ∥g∥2 ≤ 1.

We wish to minimize the restriction of f to the unit Euclidean ball to expected additive

error εopt. In the standard sequential setting, SGD achieves this goal using roughly ε−2
opt

queries to g; as previously mentioned, this complexity is optimal. A generalization of this

formulation is restated in Problem 2.3.1 with a variance bound L2 and a radius bound R,

which are both set to 1 here.

In settings where multiple machines can be queried simultaneously, the parallel complex-

ity of an SCO algorithm is a further important measure for consideration. In [Nem94], this

problem was formalized in the setting of oracle-based convex optimization, where the goal

is to develop iterative methods with a number of parallel query batches to g. In each batch,

the algorithm can submit polynomially many queries to g in parallel, and then perform com-

putations (which do not use g) on the results. The query depth of a parallel algorithm in the

[Nem94] model is the number of parallel rounds used to query g, and was later considered

in stochastic algorithms [DBW12]. Ideally, a parallel SCO algorithm will also have bounded

total queries (the number of overall queries to g), and bounded computational depth, i.e.

the parallel depth used by the algorithm outside of oracle queries. We discuss these three

complexity measures more formally in Section 2.3.1.

In the low-accuracy regime εopt ≥ d−1/4, recent work [BJL+19] showed that SGD indeed

achieves the optimal oracle query depth among parallel algorithms.2 Moreover, in the

2We omit logarithmic factors when discussing parameter regimes throughout the introduction.
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Method g query depth computational depth # g queries

SGD [Nes18] ε−2 ε−2 ε−2

[DBW12] d
1
4 ε−1 d

1
4 ε−1 d

1
4 ε−1 + ε−2

[BJL+19] d
1
3 ε−

2
3 d

4
3 ε−

8
3 d

4
3 ε−

8
3

CPM [KTE88] d d d

BallAccel + EpochSGD (Theorem 2.3.2) d
1
3 ε−

2
3 d

1
3 ε−

2
3 + ε−2 d

1
3 ε−

2
3 + ε−2

BallAccel + AC-SA (Theorem 2.3.3) d
1
3 ε−

2
3 d

1
3 ε−

2
3 + d

1
4 ε−1 d

1
3 ε−

2
3 + ε−2

Table 2.1: Comparison of parallel SCO results. The complexity of finding a point
with expected error ε := εopt in Problem 2.3.1, where L = R = 1. We hide polylogarithmic
factors in d and ε−1.

high-accuracy regime εopt ≤ d−1, cutting plane methods (CPMs) by e.g. [KTE88] (see

[JLSW20] for an updated overview) achieve the state-of-the-art oracle query depth of d, up

to logarithmic factors in d, εopt.

In the intermediate regime εopt ∈ [d−1, d−1/4], [DBW12, BJL+19] designed algorithms

with oracle query depths that improved upon SGD, as summarized in Table 2.1. In particu-

lar, [BJL+19] obtained an algorithm with query depth Õ(d1/3ε
−2/3
opt ), which they conjectured

is optimal for intermediate εopt. However, the total oracle query complexity of [BJL+19] is

Õ(d4/3ε
−8/3
opt ), a (fairly large) polynomial factor worse than SGD.

Our results. The main result of Section 2.3 is a pair of improved parallel algorithms in the

setting of Problem 2.3.1. Both of our algorithms achieve the “best of both worlds” between

the [BJL+19] parallel algorithm and SGD, in that their oracle query depth is bounded

by Õ(d1/3ε
−2/3
opt ) (as in [BJL+19]), but their total query complexity matches SGD’s in the

regime εopt ≤ d−1/4. We note that εopt ≤ d−1/4 is the regime where a depth of Õ(d1/3ε
−2/3
opt )

improves upon [DBW12] and SGD. Our guarantees are formally stated in Theorems 2.3.2

and 2.3.3, and summarized in Table 2.1.

Our first algorithm (Theorem 2.3.2) is based on a batched SGD using our ReSQue es-



45

timators, within the “ball acceleration” framework of [ACJ+21] (see Section 2.1.4). By

replacing SGD with an accelerated counterpart [GL12], we obtain a further improved com-

putational depth in Theorem 2.3.3. Theorem 2.3.3 simultaneously achieves the query depth

of [BJL+19], the computational depth of [DBW12], and the total query complexity of SGD

in the intermediate regime εopt ∈ [d−1, d−1/4].

2.1.2 Differential privacy

Differential privacy (DP) is a mathematical quantification for privacy risks in algorithms

involving data. When performing stochastic convex optimization with respect to a sampled

dataset from a population, privacy is frequently a natural practical desideratum [BST14,

EPK14, Abo16, App17]. For example, the practitioner may want to privately learn a linear

classifier or estimate a regression model or a statistical parameter from measurements.

In this paper, we obtain improved rates for private SCO in the following model, which is

standard in the literature and restated in Problem 2.4.1 in full generality. Symmetrically to

the previous section, in the introduction, we only discuss the specialization of Problem 2.4.1

with L = R = 1, where L is a Lipschitz parameter and R is a domain size bound. We

assume there is a distribution dist over a population S, and we obtain independent samples

{si}i∈[n] ∼ dist. Every element s ∈ S induces a 1-Lipschitz convex function f(·; s), and the

goal of SCO is to approximately optimize the population loss FP := Es∼dist[f(·; s)]. The

setting of Problem 2.4.1 can be viewed as a specialization of Problem 2.3.1 which is more

compatible with the notion of DP, discussed in more detail in Section 2.4.1.

The cost of achieving approximate DP with privacy loss parameter εdp (see Section 2.4.1

for definitions) has been studied by a long line of work, starting with [BST14]. The optimal

error (i.e. excess population loss) given n samples scales as (omitting logarithmic factors)

1√
n

+

√
d

nεdp
, (2.1)

with matching lower and upper bounds given by [BST14] and [BFTGT19], respectively.

The n−1/2 term is achieved (without privacy considerations) by simple one-pass SGD, i.e.

treating sample gradients as unbiased for the population loss, and discarding samples after
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we query their gradients. Hence, the term
√
d · (nεdp)−1 can be viewed as the “cost of

privacy” in SCO. Assuming that we have access to n ≥ dε−2
dp samples is then natural, as this

is the setting where privacy comes at no asymptotic cost from the perspective of the bound

(2.1). Moreover, many real-world problems in data analysis have low intrinsic dimension,

meaning that the effective number of degrees of freedom in the optimization problem is

much smaller than the ambient dimension [SSTT21, LLH+22], which can be captured via a

dimension-reducing preprocessing step. For these reasons, we primarily focus on the regime

when the number of samples n is sufficiently large compared to d.

An unfortunate property of private SCO algorithms achieving error (2.1) is they all

query substantially more than n sample gradients without additional smoothness assump-

tions [BST14, BFTGT19, FKT20, BFGT20, AFKT21, KLL21], which can be viewed as

a statistical-computational gap. For example, analyses of simple perturbed SGD variants

result in query bounds of ≈ n2 [BFGT20]. In fact, [BFGT20] conjectured this quadratic

complexity was necessary, which was disproven by [AFKT21, KLL21]. The problem of ob-

taining the optimal error (2.1) using n gradient queries has been repeatedly highlighted

as an important open problem by the private optimization community, as discussed in

[BFGT20, AFKT21, KLL21, ACJ+21] as well as the recent research overview [Tal22].

Qualitatively, optimality of the bound (2.1) shows that there is no statistical cost of

privacy when the number of samples n is large enough, as the solver relies less on any

specific sample. A natural first step towards developing optimal private SCO algorithms is

to ask a similar qualitative question regarding their computational guarantees. Concretely,

given enough samples n, can we develop statistically-optimal SCO algorithms which only

query ≈ n sample gradients?

Our results. In Section 2.4, we develop the first private SCO algorithm with this afore-

mentioned computational guarantee. Our algorithm achieves the error bound (2.1) up to

logarithmic factors, as well as a new gradient query complexity. Our result is formally stated

in Theorem 2.4.22 and summarized in Table 2.2 and Figure 2.1. Up to logarithmic factors,
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our gradient query complexity is

min

(
n,
n2ε2dp
d

)
+ min

(
(nd)

2
3

εdp
, n

4
3 ε

1
3
dp

)
.

Theorem 2.4.22 improves upon the prior state-of-the-art gradient query complexity by poly-

nomial factors whenever d≪ n4/3 (omitting εdp dependencies for simplicity). As with prior

recent SCO advancements, our result has the appealing property that it achieves the optimal

n−1/2 error for SCO when n ≳ dε−2
dp . Moreover, given n ≳ d2ε−3

dp samples, the gradient query

complexity of Theorem 2.4.22 improves to Õ(n), the first near-linear query complexity for

a statistically-optimal private SCO algorithm in any regime. In Table 2.2 and Figure 2.1,

we compare our bounds with the prior art.

While there remains a gap between the sample complexity at which our algorithm is

statistically optimal, and that at which it is computationally (nearly)-optimal, we find it

promising that our result comes within logarithmic factors of achieving the best-of-both-

worlds for sufficiently large n. This is a key step towards optimal algorithms for the fun-

damental problem of private SCO. It is an interesting open question to refine current algo-

rithmic techniques for private SCO to remove this gap, and we are optimistic that the tools

developed in this paper will be fruitful in this endeavor.
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Figure 2.1: Comparison among our gradient complexity and previous results in [AFKT21,
KLL21] for the non-trivial regime d ≤ n2. We omit dependencies on εdp (treated as Θ(1)
in this figure) and logarithmic terms for simplicity.
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Method excess FP loss # gradient queries to samples

[BST14]
4√
d log n

δ√
n

+
√
d log2 n

δ
nε n2

[BFTGT19] 1√
n

+

√
d log 1

δ

nε n
9
2

[FKT20] 1√
n

+

√
d log 1

δ

nε n2

[BFGT20] 1√
n

+

√
d log 1

δ

nε n2

[AFKT21] 1√
n

+

√
d log 1

δ

nε min
(
n

3
2 , n

2ε√
d

)
[KLL21] 1√

n
+

√
d log 1

δ

nε min

(
n

5
4d

1
8
√
ε, n

3
2 ε

d
1
8

)
Theorem 2.4.22 1√

n
+

√
d log 1

δ
logn log1.5 n

δ

nε min
(
n, n

2ε2

d

)
+ min

(
(nd)

2
3

ε , n
4
3 ε

1
3

)
Table 2.2: Comparison of private SCO results. The excess loss and gradient complexity
of (ε := εdp, δ)-DP in Problem 2.4.1, where L = R = 1. We hide polylogarithmic factors in
d, n, δ−1, ε−1 in the third column. The optimal loss [BST14, SU15] is achieved by rows 2-6.

2.1.3 Related work

Stochastic convex optimization. Convex optimization is a fundamental task with nu-

merous applications in computer science, operations research, and statistics [BV14, Bub15,

Nes18], and has been the focus of extensive research over the past several decades. This pa-

per’s primary setting of interest is non-smooth (Lipschitz) stochastic convex optimization in

private and parallel computational models. Previously, [Gol64] gave a gradient method that

used O(ε−2) gradient queries to compute a point achieving ε error for Lipschitz convex min-

imization. This rate was shown to be optimal in an information-theoretic sense in [NY83].

The stochastic gradient descent method extends [Gol64] to tolerate randomized, unbiased

gradient oracles with bounded second moment: this yields algorithms for Problem 2.3.1 and

Problem 2.4.1 (when privacy is not a consideration).

Acceleration. Since the first proposal of accelerated (momentum-based) methods [Pol64,

Nes83, Nes03], acceleration has become a central topic in optimization. This work builds
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on the seminal Monteiro-Svaiter acceleration technique [MS13] and its higher-order vari-

ants [GDG+19, BJL+19]. More specifically, our work follows recent developments in ac-

celerated ball optimization [CJJ+20, CJJS21, ACJ+21], which can be viewed as a limiting

case of high-order methods. Our algorithms directly leverage error-robust variants of this

framework developed by [ACJ+21, CH22].

Parallel SCO. Recently, parallel optimization has received increasing interest in the con-

text of large-scale machine learning. Speeding up SGD by averaging stochastic gradients

across mini-batches is extremely common in practice, and optimal in certain distributed

optimization settings; see e.g. [DGBSX12, DRY18, WBSS21]. Related to the setting we

study are the distributed optimization methods proposed in [SBB+18], which also leverage

convolution-based randomized smoothing and apply to both stochastic and deterministic

gradient-based methods (but do not focus on parallel depth in the sense of [Nem94]). Fi-

nally, lower bounds against the oracle query depth of parallel SCO algorithms in the setting

we consider have been an active area of study, e.g. [Nem94, BS18, DG19, BJL+19].

Private SCO. Both the private stochastic convex optimization problem (DP-SCO) and

the private empirical risk minimization problem (DP-ERM) are well-studied by the DP com-

munity [CM08, RBHT12, CMS11, JT14, BST14, KJ16, FTS17, ZZMW17, Wan18, INS+19,

BFTGT19, FKT20]. In particular, [BST14] shows that the exponential mechanism and

noisy stochastic gradient descent achieve the optimal loss for DP-ERM for (εdp, 0)-DP and

(εdp, δ)-DP. In follow-up works, [BFTGT19, FKT20] show that one can achieve the optimal

loss for DP-SCO as well, by a suitable modification of noisy stochastic gradient descent.

However, these algorithms suffer from large (at least quadratic in n) gradient complexities.

Under an additional assumption that the loss functions are sufficiently smooth (i.e. have

Lipschitz gradient), [FKT20] remedies this issue by obtaining optimal loss and optimal gra-

dient complexity under differential privacy. In a different modification of Problem 2.4.1’s

setting (where sample function access is modeled through value oracle queries instead of sub-

gradients), [GLL22] designs an exponential mechanism-based method that uses the optimal

value oracle complexity to obtain the optimal SCO loss for non-smooth functions.
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Most directly related to our approach are the recent works [KLL21] and [ACJ+21]. Both

propose methods improving upon the quadratic gradient complexity achieved by noisy SGD,

by using variants of smoothing via Gaussian convolution. The former proposes an algorithm

that uses noisy accelerated gradient descent for private SCO with subquadratic gradient

complexity. The latter suggests a ball acceleration framework to solve private SCO with

linear gradient queries, under a hypothetical algorithm to estimate subproblem solutions.

Our work can be viewed as a formalization of the connection between ball acceleration

strategies and private SCO as suggested in [ACJ+21], by way of ReSQue estimators, which

we use to obtain improved query complexities.

2.1.4 Our approach

Here we give an overview of our approach towards obtaining the results outlined in Sec-

tion 2.1.1 and Section 2.1.2. To illustrate and situate our approach, we first briefly discuss

prior approaches, their insights that we leverage, and obstacles that we overcome. Then we

discuss a common framework based on a new stochastic gradient estimation tool we intro-

duce and call Reweighted Stochastic Query (ReSQue) estimators which enables our results

on parallel and private SCO. Our new tool is naturally compatible with ball-constrained

optimization frameworks, where an optimization problem is localized to a sequence of con-

strained subproblems (solved to sufficient accuracy), whose solutions are then stitched to-

gether. We exploit this synergy, as well as the local stability properties of our ReSQue

estimators, to design our SCO algorithms. We discuss the different instantiations of our

framework for parallel and private SCO at the end of this section.

Convolutions and prior approaches. All new results on parallel and private SCO

in this paper use the convolution of a function of interest f : Rd → R with a Gaussian

density γρ (with covariance ρ2Id), which we denote by f̂ρ. Such Gaussian convolutions

have a longer history of facilitating algorithmic advances for SCO. All previous advances

on parallel SCO and Lipschitz convex function minimization used Gaussian convolutions,

i.e. [DBW12, BJL+19], as did a state-of-the-art (in some regimes) private SCO algorithm

[KLL21]. Each of [DBW12, KLL21] leverage that f̂ρ is a smooth, additive approximation
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to f , and [BJL+19] further used that the higher derivatives of f̂ρ are bounded, as well as

the fact that its gradients can be well-approximated within small balls.

As one of our motivating problems, we seek to move beyond the reliance on (high-order)

smoothness properties of f̂ρ, and achieve total work bounds improving upon [BJL+19]. Un-

fortunately, doing so while following the strategy of [BJL+19] poses an immediate challenge.

Though [BJL+19] achieves improved parallel depth bounds for Lipschitz convex optimiza-

tion, it comes at a cost. Their approach, which relies on the pth-order Lipschitzness of

f̂ρ, would naively involve computing pth derivatives of the objective, and their approach

to gradient approximation involves estimating the gradient everywhere inside a ball of suf-

ficient radius. Naively, either of these approaches would involve making Ω(d) queries per

parallel step. Removing this cost is one of our main contributions to parallel SCO, and our

corresponding development is key to enabling our private SCO results.

ReSQue estimators and ball acceleration. To overcome this bottleneck to prior ap-

proaches, we introduce a new tool that capitalizes upon a different property of Gaussian

convolutions: the fact that the Gaussian density is locally stable in a small ball around

its center. This property is arguably closely related to how [BJL+19] are able to prove

that they can approximate the gradients of f̂ρ inside a ball. However, rather than building

such a complete model of f̂ρ, we instead use only use this property to suitably implement

independent stochastic gradient queries to f̂ρ.

Given a reference point x and a query point x, our proposed estimator for ∇f̂ρ(x) is

outputting
γρ(x− x− ξ)

γρ(ξ)
g(x+ ξ), (2.2)

where ξ ∼ N (0, ρ2Id), and g(z) is an unbiased estimate for a subgradient of f , i.e., E g(z) ∈
∂f(z). That is, to estimate the gradient of f̂ρ, we simply reweight (stochastic) gradients

of f that were queried at random perturbations of reference point x. This reweighted

stochastic query (ReSQue) estimator is unbiased for ∇f̂ρ(x), regardless of x. However, when

∥x− x∥ ≪ ρ, i.e. x is contained in a small ball around x, the reweighting factor
γρ(x−x−ξ)

γρ(ξ)

is likely to be close to 1. As a result, when g is bounded, and x is near x, the estimator
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(2.2) enjoys regularity properties such as moment bounds. Crucially, the stochastic gradient

queries performed by ReSQue (at points of the form x + ξ) do not depend on the point x

at which we eventually estimate the gradient.

We develop this theory in Section 2.2, but mention one additional property here, which

can be thought of as a “relative smoothness” property. We show that when ∥x− x′∥ is

sufficiently smaller than ρ, the difference of estimators of the form (2.2) has many bounded

moments, where bounds scale as a function of ∥x− x′∥. When we couple a sequence of

stochastic gradient updates by the randomness used in defining (2.2), we can use this prop-

erty to bound how far sequences drift apart. In particular, initially nearby points are likely

to stay close. We exploit this property when analyzing the stability of private stochastic

gradient descent algorithms later in the paper.

To effectively use these local stability properties of (2.2), we combine them with an

optimization framework called ball-constrained optimization [CJJ+20]. It is motivated by

the question: given parameters 0 < r < R, and an oracle which minimizes f : Rd in a

ball of radius r around an input point, how many oracles must we query to optimize f in

a ball of larger radius R? It is not hard to show that simply iterating calls to the oracle

gives a good solution in roughly R
r queries. In recent work, [CJJ+20] demonstrated that

the optimal number of calls scales (up to logarithmic factors) as (Rr )2/3, and [ACJ+21] gave

an approximation-tolerant variant of the [CJJ+20] algorithm. We refer to these algorithms

as ball acceleration. Roughly, [ACJ+21] shows that running stochastic gradient methods

on ≈ (Rr )2/3 subproblems constrained to balls of radius r obtains total gradient query

complexity comparable to directly running SGD on the global function of domain radius R.

Importantly, in many structured cases, we have dramatically more freedom in solving

these subproblems, compared to the original optimization problem, since we are only re-

quired to optimize over a small radius. One natural form of complexity gain from ball

acceleration is when there is a much cheaper gradient estimator, which is only locally de-

fined, compared to a global estimator. This was the original motivation for combining ball

acceleration with stochastic gradient methods in [CJJS21], which exploited local smooth-

ness of the softmax function; the form of our ReSQue estimator (2.2) is motivated by the

[CJJS21] estimator. In this work, we show that using ReSQue with reference point x signif-
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icantly improves the parallel and private complexity of minimizing the convolution f̂ρ inside

a ball of radius r ≈ ρ centered at x.

Parallel subproblem solvers. A key property of the ReSQue estimator (2.2) is that its

estimate of ∇f̂ρ(x) is a scalar reweighting of g(x + ξ), where ξ ∼ N(0, ρ2Id) and x is a

fixed reference point. Hence, in each ball subproblem (assuming r = ρ), we can make all

the stochastic gradient queries in parallel, and use the resulting pool of vectors to perform

standard (ball-constrained) stochastic optimization using ReSQue. Thus, we solve each ball

subproblem with a single parallel stochastic gradient query, and — using ball acceleration

— minimize f̂ρ with query depth of roughly ρ−2/3. To ensure that f̂ρ is a uniform εopt-

approximation of the original f , we must set ρ to be roughly εopt/
√
d, leading to the claimed

d1/3ε
−2/3
opt depth bound. Furthermore, the ball acceleration framework guarantees that we

require no more than roughly ρ−2/3 + ε−2
opt stochastic gradient computations throughout the

optimization, yielding the claimed total query bound. However, the computational depth of

the algorithm described thus far is roughly ε−2
opt, which is no better than SGD. In Section 2.3

we combine our approach with the randomized smoothing algorithm of [DBW12] by using

an accelerated mini-batched method [GL12] for the ball-constrained stochastic optimization,

leading to improved computational depth as summarized in Table 2.1. Our parallel SCO

results use the ReSQue/ball acceleration technique in a simpler manner than our private

SCO results described next and in Section 2.4, so we chose to present them first.

Private subproblem solvers. To motivate our improved private SCO solvers, we make

the following connection. First, it is straightforward to show that the convolved function

f̂ρ is 1
ρ -smooth whenever the underlying function f is Lipschitz. Further, recently [FKT20]

obtained a linear gradient query complexity for SCO, under the stronger assumption that

each sample function (see Problem 2.4.1) is ≲
√
n-smooth (for L = R = 1 in Problem 2.4.1).

This bound is satisfied by the result of Gaussian convolution with radius 1√
n

; however, two

difficulties arise. First, to preserve the function value approximately up to εopt, we must

take a Gaussian convolution of radius ρ ≈ εopt√
d

. For εopt in (2.1), this is much smaller

than 1√
n

in many regimes. Second, we cannot access the exact gradients of the convolved
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sampled functions. Hence, it is natural to ask: is there a way to simulate the smoothness

of the convolved function, under stochastic query access?

Taking a step back, the primary way in which [FKT20] used the smoothness assumption

was through the fact that gradient steps on a sufficiently smooth function are contractive.

This observation is formalized as follows: if x′ ← x − η∇f(x) and y′ ← y − η∇f(y), when

f is O( 1η )-smooth, then ∥x′ − y′∥ ≤ ∥x− y∥. As alluded to earlier, we show that ReSQue

estimators (2.2) allow us to simulate this contractivity up to polylogarithmic factors. We

show that by coupling the randomness ξ in the estimator (2.2), the drift growth in two-point

sequences updated with (2.2) is predictable. We give a careful potential-based argument

(see Lemma 2.4.7) to bound higher moments of our drift after a sequence of updates using

ReSQue estimators, when they are used in an SGD subroutine over a ball of radius ≪ ρ.

This allows for the use of “iterative localization” strategies introduced by [FKT20], based

on iterate perturbation via the Gaussian mechanism.

We have not yet dealt with the fact that while this “smoothness simulation” strategy

allows us to privately solve one constrained ball subproblem, we still need to solve K ≈
(1r )2/3 ball subproblems to optimize our original function, where r ≪ ρ is the radius of

each subproblem. Here we rely on arguments based on amplification by subsampling, a

common strategy in the private SCO literature [ACG+16, BBG18]. We set our privacy

budget for each ball subproblem to be approximately (εdp, δ) (our final overall budget),

before subsampling. We then use solvers by suitably combining the [FKT20] framework

and our estimator (2.2) to solve these ball subproblems using ≈ n ·K−1/2 gradient queries

each. Finally, our algorithm obtains the desired query complexity:

≈ n√
K︸︷︷︸

gradient queries per subproblem

· K︸︷︷︸
number of subproblems

= n
√
K,

and privacy:

≈ εdp︸︷︷︸
privacy budget per subproblem

· 1√
K︸︷︷︸

subsampling

·
√
K︸︷︷︸

advanced composition

= εdp.
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Here we used the standard technique of advanced composition (see e.g. Section 3.5.2, [DR14])

to bound the privacy loss over K consecutive ball subproblems.

Let us briefly derive the resulting complexity bound and explain the bottleneck for

improving it further. First, the ball radius r must be set to ≈ ρ (the smoothing parameter)

for our ReSQue estimators to be well-behaved. Moreover, we have to set ρ ≈ εopt√
d

, otherwise

the effect of the convolution begins to dominate the optimization error. For εopt ≈ 1√
n

+
√
d(nεdp)−1 (see (2.1)), this results in 1

r ≈ min(
√
nd, nεdp). Next, K ≈ (1r )2/3 is known to be

essentially tight for ball acceleration with R = 1 [CJJ+20]. For the subproblem accuracies

required by the [ACJ+21] ball acceleration framework,3 known lower bounds on private

empirical risk minimization imply that ≈ n√
K

gradients are necessary for each subproblem

to preserve a privacy budget of εdp [BST14]. As subsampling requires the privacy loss before

amplification to already be small (see discussion in [Smi09, BBG18]), all of these parameter

choices are optimized, leading to a gradient complexity of n
√
K. For our lower bound on

1
r , this scales as ≈ min(n4/3, (nd)2/3) as we derive in Theorem 2.4.22.4 To go beyond the

strategies we employ, it is natural to look towards other privacy amplification arguments

(for aggregating ball subproblems) beyond subsampling, which we defer to future work.

Our final algorithm is analyzed through the machinery of Rényi differential privacy

(RDP) [Mir17], which allows for more fine-grained control of the effects of composition

and subsampling. We modify the standard RDP machinery in two main ways. We define

an approximate relaxation and control the failure probability of our relaxation using high

moment bounds on our drift (see Section 2.4.2). We also provide an analysis of amplification

under subsampling with replacement by modifying the truncated CDP (concentrated DP)

tools introduced by [BDRS18], who analyzed subsampling without replacement. Sampling

with replacement is crucial in order to guarantee that our ReSQue estimators are unbiased

for the empirical risks we minimize when employing a known reduction [FKT20, KLL21]

from private SCO to private regularized empirical risk minimization.

3These subproblem accuracy requirements cannot be lowered in general, because combined they recover
the optimal gradient complexities of SGD over the entire problem domain.

4In the low-dimensional regime d ≤ nε2dp, the gradient queries used per subproblem improves to
√

nd

εdp
√
K
.
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2.1.5 Notation

Throughout Õ hides polylogarithmic factors in problem parameters. For n ∈ N, we let

[n] := {i | 1 ≤ i ≤ n}. For x ∈ Rd we let ∥x∥ denote the Euclidean norm of x, and let

Bx(r) := {x′ ∈ Rd | ∥x′ − x∥ ≤ r} denote a Euclidean ball of radius r centered at x; when x

is unspecified we take it to be the origin, i.e., B(r) := {x′ ∈ Rd | ∥x′∥ ≤ r}. We let N (µ,Σ)

denote a multivariate Gaussian distribution with mean µ ∈ Rd and covariance Σ ∈ Rd×d,

and Id is the identity matrix in Rd×d. For K ⊆ Rd, we define the Euclidean projection onto

K by ΠK(x) := argminx′∈K ∥x− x′∥. For p ∈ [0, 1], we let Geom(p) denote the geometric

distribution with parameter p.

Optimization. We say a function f : Rd → R is L-Lipschitz if for all x, x′ ∈ Rd we have

|f(x)− f(x′)| ≤ L ∥x− x′∥. We say f is λ-strongly convex if for all x, x′ ∈ Rd and t ∈ [0, 1]

we have

f(tx+ (1− t)y) ≤ tf(x) + (1− t)f(y)− λt(1− t)
2

∥∥x− x′∥∥2 .
We denote the subdifferential (i.e., set of all subgradients) of a convex function f : Rd → R

at x ∈ Rd by ∂f(x). Overloading notation, when clear from the context we will write ∂f(x)

to denote an arbitrary subgradient.

Probability. Let µ, ν be two probability densities µ, ν on the same probability space Ω.

We let DTV(µ, ν) := 1
2

∫
|µ(ω)− ν(ω)|dω denote the total variation distance. The following

fact is straightforward to see and will be frequently used.

Fact 2.1.1. Let E be any event that occurs with probability at least 1− δ under the density

µ. Then DTV(µ, µ | E) ≤ δ, where µ | E denotes the conditional distribution of µ under E.

For two densities µ, ν, we say that a joint distribution Γ(µ, ν) over the product space of

outcomes is a coupling of µ, ν if for (x, x′) ∼ Γ(µ, ν), the marginals of x and x′ are µ and ν,

respectively. When µ is absolutely continuous with respect to ν, and α > 1, we define the

α-Rényi divergence by

Dα(µ∥ν) :=
1

α− 1
log

(∫ (
µ(ω)

ν(ω)

)α
dν(ω)

)
. (2.3)



57

Dα is quasiconvex in its arguments, i.e. if µ = Eξ µξ and ν = Eξ νξ (where ξ is a random vari-

able, and µξ, νξ are distribution families indexed by ξ), then Dα(µ∥ν) ≤ maxξDα(µξ∥νξ).

2.2 Framework

We now outline our primary technical innovation, a new gradient estimator for stochastic

convex optimization (ReSQue). We define this estimator in Section 2.2.1 and prove that it

satisfies several local stability properties in a small ball around a “centerpoint” used for its

definition. In Section 2.2.2, we then give preliminaries on a “ball acceleration” framework

developed in [CJJ+20, ACJ+21]. This framework aggregates solutions to proximal subprob-

lems defined on small (Euclidean) balls, and uses these subproblem solutions to efficiently

solve an optimization problem on a larger domain. Our algorithms in Sections 2.3 and 2.4

instantiate the framework of Section 2.2.2 with new subproblem solvers enjoying improved

parallelism or privacy, based on our new ReSQue estimator.

2.2.1 ReSQue estimators

Throughout we use γρ : Rd → R≥0 to denote the probability density function of N (0, ρ2Id),

i.e. γρ(x) = (2πρ)−
d
2 exp(− 1

2ρ2
∥x∥2). We first define the Gaussian convolution operation.

Definition 2.2.1 (Gaussian convolution). For a function f : Rd → R we denote its convo-

lution with a Gaussian of covariance ρ2Id by f̂ρ := f ∗ γρ, i.e.

f̂ρ(x) := E
y∼N (0,ρ2Id)

f(x+ y) =

∫
y∈Rn

f(x− y)γρ(y)dy. (2.4)

Three well-known properties of f̂ρ are that it is differentiable, that if f is L-Lipschitz,

so is f̂ρ for any ρ, and that |f̂ρ − f | ≤ Lρ
√
d pointwise (Lemma 8, [BJL+19]). Next, given

a centerpoint x and a smoothing radius ρ, we define the associated reweighted stochastic

query (ReSQue) estimator.

Definition 2.2.2 (ReSQue estimator). Let x ∈ Rd and let f : Rd → R be convex. Suppose

we have a gradient estimator g : Rd → Rd satisfying E g ∈ ∂f . We define the ReSQue
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estimator of radius ρ as the random vector

∇̃gxf̂ρ(x) :=
γρ(x− x− ξ)

γρ(ξ)
g(x+ ξ) where ξ ∼ N (0, ρ2Id),

where we first sample ξ, and then independently query g at x+ξ. When g is deterministically

an element of ∂f , we drop the superscript and denote the estimator by ∇̃xf̂ρ.

When g is unbiased for ∂f and enjoys a variance bound, the corresponding ReSQue

estimator is unbiased for the convolved function, and inherits a similar variance bound.

Lemma 2.2.3. The estimator in Definition 2.2.2 satisfies the following properties, where

expectations are taken over both the randomness in ξ and the randomness in g.

1. Unbiased: E ∇̃gxf̂ρ(x) = ∇f̂ρ(x).

2. Bounded variance: If E ∥g∥2 ≤ L2 everywhere, and x ∈ Bx(ρ), then E ∥∇̃gxf̂ρ(x)∥2 ≤
3L2.

Proof. The first statement follows by expanding the expectation over ξ and g:

E
g

∫
γρ(x− x− ξ)

γρ(ξ)
g(x+ ξ)γρ(ξ)dξ

=

∫
γρ(x− x− ξ)

γρ(ξ)
∂f(x+ ξ)γρ(ξ)dξ

=

∫
∂f(x+ ξ)γρ(x− x− ξ)dξ = ∇f̂ρ(x).

The last equality used that the integral is a subgradient of f̂ρ, and f̂ρ is differentiable.

For the second statement, denote v := x− x for simplicity. Since f is L-Lipschitz,

E ∥∇̃gxf̂ρ(x)∥2 = E
g

∫
(γρ(v − ξ))2

γρ(ξ)
∥g(x+ ξ)∥2 dξ

≤ L2(2πρ)−
d
2

∫
exp

(
−∥v − ξ∥

2

ρ2
+
∥ξ∥2
2ρ2

)
dξ.
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Next, a standard calculation for Gaussian integrals shows

∫
exp

(
2 ⟨v, ξ⟩ − ∥ξ∥2

2ρ2

)
dξ

= exp

(
∥v∥2
2ρ2

)∫
exp

(
−∥ξ − v∥

2

2ρ2

)
dξ

= exp

(
∥v∥2
2ρ2

)
(2πρ)

d
2 . (2.5)

The statement then follows from (2.5), which yields

∫
exp

(
−∥v − ξ∥

2

ρ2
+
∥ξ∥2
2ρ2

)
dξ

= exp

(
−∥v∥

2

ρ2

)∫
exp

(
4 ⟨v, ξ⟩ − ∥ξ∥2

2ρ2

)
dξ

= (2πρ)
d
2 exp

(
2 ∥v∥2
ρ2

)
≤ 3 · (2πρ)

d
2

(2.6)

and completes the proof of the second statement.

When the gradient estimator g is deterministically a subgradient of a Lipschitz function,

we can show additional properties about ReSQue. The following lemma will be used in

Section 2.4 both to obtain higher moment bounds on ReSQue, as well as higher moment

bounds on the difference of ReSQue estimators at nearby points, where the bound scales

with the distance between the points.

Lemma 2.2.4. If x, x′ ∈ Bx(ρp) for p ≥ 2 then

E
ξ∼N (0,ρ2Id)

[(
γρ(x− x− ξ)

γρ(ξ)

)p]
≤ 2,

E
ξ∼N (0,ρ2Id)

[∣∣∣∣γρ(x− x− ξ)− γρ(x′ − x− ξ)γρ(ξ)

∣∣∣∣p]
≤
(

24p ∥x− x′∥
ρ

)p
.

We defer a proof to Appendix 2.5, where a helper calculation (Fact 2.5.2) is used to
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obtain the result.

2.2.2 Ball acceleration

We summarize the guarantees of a recent “ball acceleration” framework originally proposed

by [CJJ+20]. For specified parameters 0 < r < R, this framework efficiently aggregates

(approximate) solutions to constrained optimization problems over Euclidean balls of radius

r to optimize a function over a ball of radius R. Here we give an approximation-tolerant

variant of the [CJJ+20] algorithm in Proposition 2.2.8, which was developed by [ACJ+21].

Before stating the guarantee, we require the definitions of three types of oracles. In each

of the following definitions, for some function F : Rd → R, scalars λ, r, and point x ∈ Rd

which are clear from context, we will denote

x⋆x,λ := argmin
x∈Bx(r)

{
F (x) +

λ

2
∥x− x∥2

}
. (2.7)

We mention that in the non-private settings of prior work [ACJ+21, CH22] (and under

slightly different oracle access assumptions), it was shown that the implementation of line

search oracles (Definition 2.2.5) and stochastic proximal oracles (Definition 2.2.7) can be

reduced to ball optimization oracles (Definition 2.2.6). Indeed, such a result is summarized

in Proposition 2.2.9 and used in Section 2.3 to obtain our parallel SCO algorithms. To tightly

quantify the privacy loss of each oracle for developing our SCO algorithms in Section 2.4

(and to implement these oracles under only the function access afforded by Problem 2.4.1),

we separate out the requirements of each oracle definition separately.

Definition 2.2.5 (Line search oracle). We say Ols is a (∆, λ)-line search oracle for F :

Rd → R if given x ∈ Rd, Ols returns x ∈ Rd with

∥∥x− x⋆x,λ∥∥ ≤ ∆.

Definition 2.2.6 (Ball optimization oracle). We say Obo is a (φ, λ)-ball optimization oracle



61

for F : Rd → R if given x ∈ Rd, Obo returns x ∈ Rd with

E
[
F (x) +

λ

2
∥x− x∥2

]
≤ F (x⋆x,λ) +

λ

2

∥∥x⋆x,λ − x∥∥2 + φ.

Definition 2.2.7 (Stochastic proximal oracle). We say Osp is a (∆, σ, λ)-stochastic proximal

oracle for F : Rd → R if given x ∈ Rd, Osp returns x ∈ Rd with

∥∥Ex− x⋆x,λ∥∥ ≤ ∆

λ
, E
∥∥x− x⋆x,λ∥∥2 ≤ σ2

λ2
.

Leveraging Definitions 2.2.5, 2.2.6, and 2.2.7, we state a variant of the main result

of [ACJ+21]. Roughly speaking, Proposition 2.2.8 states that to optimize a function F

over a ball of radius R, it suffices to query ≈ (Rr )
2
3 oracles which approximately optimize

a sufficiently regularized variant of F over a ball of radius r. We quantify the types of

approximate optimization of such regularized functions in Proposition 2.2.8, and defer a

detailed discussion of how to derive this statement from [ACJ+21] in Appendix 2.6, as it is

stated slightly differently in the original work.5

Proposition 2.2.8. Let F : Rd → R be L-Lipschitz and convex, and let x⋆ ∈ B(R). There

is an algorithm BallAccel taking parameters r ∈ [0, R] and εopt ∈ (0, LR] with the following

guarantee. Define

κ :=
LR

εopt
, K :=

(
R

r

) 2
3

, λ⋆ :=
εoptK

2

R2
log2 κ.

For a universal constant Cba > 0, BallAccel runs in at most CbaK log κ iterations and

produces x ∈ Rd such that

EF (x) ≤ F (x⋆) + εopt.

Moreover, in each iteration BallAccel requires the following oracle calls (all for F ).

1. At most Cba log(Rκr ) calls to a ( r
Cba

, λ)-line search oracle with values of λ ∈ [ λ⋆Cba
, CbaL
εopt

].

2. A single call to ( λr2

Cba log
3 κ
, λ)-ball optimization oracle with λ ∈ [ λ⋆Cba

, CbaL
εopt

].

5In particular, we use an error tolerance for the ball optimization oracles, which is slightly larger than in
[ACJ+21], following a tighter error analysis given in Proposition 1 of [CH22].
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3. A single call to (
εopt
CbaR

,
εopt

√
K

CbaR
, λ)-stochastic proximal oracle with λ ∈ [ λ⋆Cba

, CbaL
εopt

].

The optimization framework in Proposition 2.2.8 is naturally compatible with our ReSQue

estimators, whose stability properties are local in the sense that they hold in balls of ra-

dius ≈ ρ around the centerpoint x (see Lemma 2.2.4). Conveniently, BallAccel reduces an

optimization problem over a domain of size R to a sequence of approximate optimization

problems on potentially much smaller domains of radius r. In Sections 2.3 and 2.4, by

instantiating Proposition 2.2.8 with r ≈ ρ, we demonstrate how to use the local stability

properties of ReSQue estimators (on smaller balls) to solve constrained subproblems, and

consequently design improved parallel and private algorithms.

Finally, as mentioned previously, in settings where privacy is not a consideration, Propo-

sition 1 of [CH22] gives a direct implementation of all the line search and stochastic proximal

oracles required by Proposition 2.2.8 by reducing them to ball optimization oracles. The

statement in [CH22] also assumes access to function evaluations in addition to gradient

(estimator) queries; however, it is straightforward to use geometric aggregation techniques

(see Lemma 2.4.17) to bypass this requirement. We give a slight rephrasing of Proposition

1 in [CH22] without the use of function evaluation oracles, and defer further discussion to

Appendix 2.7 where we prove the following.

Proposition 2.2.9. Let F : Rd → R be L-Lipschitz and convex, and let x⋆ ∈ B(R). There

is an implementation of BallAccel (see Proposition 2.2.8) taking parameters r ∈ [0, R] and

εopt ∈ (0, LR] with the following guarantee, where we define κ,K, λ⋆ as in Proposition 2.2.8.

For a universal constant Cba > 0, BallAccel runs in at most CbaK log κ iterations and

produces x ∈ Rd such that EF (x) ≤ F (x⋆) + εopt.

1. Each iteration makes at most Cba log2(Rκr ) calls to ( λr
2

Cba
, λ)-ball optimization oracle

with values of λ ∈ [ λ⋆Cba
, CbaL
εopt

].

2. For each j ∈ [⌈log2K + Cba⌉], at most C2
ba · 2−jK log(Rκr ) iterations query a ( λr2

Cba2j
·

log−2(Rκr ), λ)-ball optimization oracle for some λ ∈ [ λ⋆Cba
, CbaL
εopt

].
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2.3 Parallel stochastic convex optimization

In this section, we present our main results on parallel convex optimization with improved

computational depth and total work. We present our main results below in Theorems 2.3.2

and 2.3.3, after formally stating our notation and the SCO problem we study in this section.

2.3.1 Preliminaries

In this section, we study the following SCO problem, which models access to an objective

only through the stochastic gradient oracle.

Problem 2.3.1. Let f : Rd → R be convex. We assume there exists a stochastic gradient

oracle g : Rd → Rd satisfying for all x ∈ Rd, E g(x) ∈ ∂f(x), E ∥g(x)∥2 ≤ L2. Our goal is to

produce x ∈ Rd such that E f(x) ≤ minx⋆∈B(R) f(x⋆) + εopt. We define parameter

κ :=
LR

εopt
. (2.8)

When discussing a parallel algorithm which queries a stochastic gradient oracle, in the

sense of Problem 2.3.1, we separate its complexity into four parameters. The query depth

is the maximum number of sequential rounds of interaction with the oracle, where queries

are submitted in batch. The total number of queries is the total number of oracle queries

used by the algorithm. The computational depth and work are the sequential depth and

total amount of computational work done by the algorithm outside of these oracle queries.

For simplicity we assume that all d-dimensional vector operations have a cost of d when

discussing computation.

2.3.2 Proofs of Theorems 2.3.2 and 2.3.3

Theorem 2.3.2 (Parallel EpochSGD-based solver). BallAccel (Proposition 2.2.9) using par-

allel EpochSGD (Algorithm 15) as a ball optimization oracle solves Problem 2.3.1 with ex-

pected error εopt, with

O
(
d

1
3κ

2
3 log3(dκ)

)
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query depth and

O
(
d

1
3κ

2
3 log3 (dκ) + κ2 log4 (dκ)

)
total queries,

and an additional computational cost of

O
(
d

1
3κ

2
3 log3 (dκ) + κ2 log4 (dκ)

)
depth and

O
((
d

1
3κ

2
3 log3 (dκ) + κ2 log4 (dκ)

)
· d
)

work.

Theorem 2.3.3 (Parallel AC-SA-based solver). BallAccel (Proposition 2.2.9) using parallel

AC-SA (Algorithm 17) as a ball optimization oracle solves Problem 2.3.1 with expected error

εopt, with

O
(
d

1
3κ

2
3 log κ

)
query depth

and O
(
d

1
3κ

2
3 log3 (dκ) + d

1
4κ log4 (dκ) + κ2 log4 (dκ)

)
total queries, and an additional computational cost of

O
(
d

1
3κ

2
3 log3 (dκ) + d

1
4κ log4 (dκ)

)
depth and

O
((
d

1
3κ

2
3 log3 (dκ) + d

1
4κ log4 (dκ) + κ2 log4 (dκ)

)
· d
)

work.

The query depth, total number of queries, and total work for both of our results are the

same (up to logarithmic factors). The main difference is that AC-SA attains an improved

computational depth for solving SCO, compared to using EpochSGD. Our results build upon

the BallAccel framework in Section 2.2.2, combined with careful parallel implementations of

the required ball optimization oracles to achieve improved complexities.

We begin by developing our parallel ball optimization oracles using our ReSQue es-

timator machinery from Section 2.2.1. First, Proposition 2.2.9 reduces Problem 2.3.1 to
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implementation of a ball optimization oracle. Recall that a ball optimization oracle (Defi-

nition 2.2.6) requires an approximate solution x of a regularized subproblem. In particular,

for some accuracy parameter φ, and defining x⋆x,λ as in (2.7), we wish to compute a random

x ∈ Bx(r) such that

E
[
f̂ρ(x) +

λ

2
∥x− x∥2

]
≤ f̂ρ(x⋆x,λ) +

λ

2

∥∥x⋆x,λ − x∥∥2 + φ, x ∈ Bx(r).

Note that such a ball optimization oracle can satisfy the requirements of Proposition 2.2.9

with F ← f̂ρ, r ← ρ. In particular, Lemma 2.2.3 gives a gradient estimator variance bound

under the setting r = ρ.

EpochSGD. We implement EpochSGD [HK14, ACJ+21], a variant of standard stochastic

gradient descent on regularized objective functions, in parallel using the stochastic ReSQue

estimator constructed in Definition 2.2.2. Our main observation is that the gradient queries

in Definition 2.2.2 can be implemented in parallel at the beginning of the algorithm. We

provide the pseudocode of our parallel implementation of EpochSGD in Algorithm 15 and

state its guarantees in Proposition 2.3.4.

Proposition 2.3.4 (Proposition 3, [ACJ+21]). Let f, g satisfy the assumptions of Prob-

lem 2.3.1. When ρ = r, Algorithm 15 is a (φ, λ)-ball optimization oracle for f̂ρ which

makes O(L
2

φλ) total queries to g with constant query depth, and an additional computational

cost of O(L
2

φλ) depth and work.

AC-SA. We can also implement AC-SA [GL12], a variant of accelerated gradient descent

under stochastic gradient queries, in parallel using stochastic ReSQue estimators. We pro-

vide the pseudocode of our parallel implementation of AC-SA in Algorithm 17 and state its

guarantees in Lemma 2.3.5.

Proposition 2.3.5 (Special case of Theorem 1, [GL12]). Let f, g satisfy the assumptions of

Problem 2.3.1. When ρ = r, Algorithm 17 is a (φ, λ)-ball optimization oracle for f̂ρ which
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Algorithm 6: EpochSGD(f, g, x, r, ρ, λ, φ)

1 Input: f : Rd → R and g : Rd → R satisfying the assumptions of Problem 2.3.1,

x ∈ Rd, r, ρ, λ, φ > 0

2 η1 ← 1
4λ , T1 ← 16, T ← ⌈48L2

λφ ⌉
3 Sample ξi ∼ N (0, ρ2Id), i ∈ [2T ] independently
4 Query g(x+ ξi) for all i ∈ [2T ] (in parallel)
5 x01 ← x, k ← 1
6 while

∑
j∈[k] Tj ≤ T do

7 x1k ← argminx∈Bx(r)

{
ηkλ
2 ∥x− x∥2 + 1

2∥x− x0k∥2
}

8 for t ∈ [Tk − 1] do
9 i←∑

j∈[k−1] Tj + t

10 ∇̃gxf̂ρ(xtk)←
γρ(xtk−x−ξi)

γρ(ξi)
g(x+ ξi)

11 xt+1
k ← argminx∈Bx(r)

{
ηk⟨∇̃gxf̂ρ(xtk), x⟩+ ηkλ

2 ∥x− x∥2 + 1
2∥x− xtk∥2

}
12 end
13 x0k+1 ← 1

Tk

∑
t∈[Tk] x

t
k, Tk+1 ← 2Tk, ηk+1 ← ηk

2 , k ← k + 1

14 end
15 return x0k

makes

O

(√
1 +

L

ρλ
log

(
λr2

φ

)
+
L2

λφ

)
total queries

with constant query depth, and an additional computational cost of

O

(√
1 +

L

ρλ
log

(
λr2

φ

))
depth and O

(√
1 +

L

ρλ
log

(
λr2

φ

)
+
L2

λφ

)
work.

Because the statement of Proposition 2.3.5 follows from specific parameter choices in

the main result in [GL12], we defer a more thorough discussion of how to obtain this result

to Appendix 2.8.

Main results. We now use our parallel ball optimization oracles to prove Theorems 2.3.2

and 2.3.3.

Proofs of Theorems 2.3.2 and 2.3.3. We use Proposition 2.2.9 with r = ρ =
εopt√
dL

on F ←
f̂ρ, which approximates f to additive εopt, and x⋆ := arg minx∈B(R) f(x). Rescaling εopt by a
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Algorithm 7: AC-SA(f, x, r, ρ, λ, φ)

1 Input: f : Rd → R, g : Rd → R satisfying the assumptions of Problem 2.3.1,

x ∈ Rd, r, ρ, λ, φ > 0

2 K ← ⌈log2(
λr2

φ )⌉, T ← ⌈4
√

L
ρλ + 1⌉, Nk ←

⌈
48 · 2k · L2

λ2r2T

⌉
for k ∈ [K]

3 Sample ξi ∼ N (0, ρ2Id), i ∈ [N ] independently, for N = T · (∑k∈[K]Nk)

4 Query g(x+ ξi) for all i ∈ [N ] (in parallel)
5 xag0 ← x, x0 ← x
6 for k ∈ [K] do
7 for t ∈ [T ] do

8 αt ← 2
t+1 , γt ←

4(L
ρ
+λ)

t(t+1)

9 xmd
t ← (1−αt)(λ+γt)

γt+(1−α2
t )λ

xagt−1 + αt(1−αt)(λ+γt)
γt+(1−α2

t )λ
xt−1

10 NT,[k−1] ← T ·∑k′∈[k−1]Nk′

11 ∇̂f(xmd
t )← 1

Nk

∑
n∈[Nk]

γρ(xmd
t −x−ξNT,[k−1]+n)

γρ(ξNT,[k−1]+n)
g(x+ ξNT,[k−1]+n)

12 xt ← argminx∈Bx(r) Ψt(x), where Ψt(x) :=

⟨αt∇̂f(xmd
t ) + λ(xmd

t − x), x− xt⟩+ γt+λ(1−αt)
2 ∥x− xt−1∥2 + λαt

2 ∥x− xmd
t ∥2

13 xagt ← αtxt + (1− αt)xagt−1

14 end
15 xag0 ← xagT , x0 ← xagT
16 end
17 Return: xagT

constant from the guarantee of Proposition 2.2.9 gives the error claim. For the oracle query

depths, note that each ball optimization oracle (whether implemented using Algorithm 15 or

Algorithm 17) has constant query depth, and at most O(log2(dκ)) ball optimization oracles

are queried per iteration on average. Note that (see Proposition 2.2.8)

κ =
LR

εopt
, K =

(
R

r

) 2
3

= d
1
3κ

2
3 , λ⋆ =

εoptK
2

R2
log2 κ =

εoptd
2
3κ

4
3

R2
log2 κ.

For the total oracle queries, computational depth, and work, when implementing each

ball optimization oracle with EpochSGD, we have that for jmax := ⌈log2K+Cba⌉, these are

all

O

K log (dκ) ·

 ∑
j∈[jmax]

1

2j

(
L2 · 2j log2(dκ)

λ2⋆r
2

)
+

(
L2

λ2⋆r
2

)
log2 (dκ)


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= O

(
K log4 (dκ) · L

2

λ2⋆r
2

)
= O

(
κ2 log4 (dκ)

)
due to Proposition 2.3.4. The additional terms in the theorem statement are due to the

number of ball oracles needed. For the computational depth when implementing each ball

optimization oracle with AC-SA we have that (due to Proposition 2.3.5), it is bounded by

O

(
K log3(dκ) ·

√
L

rλ⋆
log(dκ)

)
= O

(
K log4(dκ) ·

√
κ

K
1
4

)
= O

(
d

1
4κ log4(dκ)

)
.

Finally, for the total oracle queries and work bounds, the bound due to the L2

λφ term is as

was computed for Theorem 2.3.2, and the bound due to the other term is the same as the

above display.

2.4 Private stochastic convex optimization

We now develop our main result on an improved gradient complexity for private SCO. First,

in Section 2.4.1, we introduce several variants of differential privacy including a relaxation of

Rényi differential privacy [Mir17], which tolerates a small amount of total variation error.

Next, in Sections 2.4.2, 2.4.3, and 2.4.4, we build several private stochastic optimization

subroutines which will be used in the ball acceleration framework of Proposition 2.2.8.

Finally, in Sections 2.4.5 and 2.4.6, we give our main results on private ERM and SCO

respectively, by leveraging the subroutines we develop.

2.4.1 Preliminaries

In this section, we study the following specialization of Problem 2.3.1 naturally compatible

with preserving privacy with respect to samples, through the formalism of DP (to be defined

shortly).

Problem 2.4.1. Let dist be a distribution over S, and suppose there is a family of functions

indexed by s ∈ S, such that f(·; s) : Rd → R is convex for all s ∈ S. Let D := {si}i∈[n]
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consist of n i.i.d. draws from dist, and define the empirical risk and population risk by

f erm(x) :=
1

n

∑
i∈[n]

f(x; si) and FP(x) := E
s∼dist

f(x; s).

We denote f i := f(·; si) for all i ∈ [n], and assume that for all s ∈ S, f(·; s) is L-Lipschitz.

We are given D, and can query subgradients of the “sampled functions” f i. Our goal is to

produce x ∈ Rd such that EFP(x) ≤ minx⋆∈B(R) FP(x⋆) + εopt. We again define κ = LR
εopt

as

in (2.8).

In the “one-pass” setting where we only query each ∂f i a single time, we can treat

each ∂f i as a bounded stochastic gradient of the underlying population risk FP . We note

the related problem of empirical risk minimization, i.e. optimizing f erm (in the setting of

Problem 2.4.1), can also be viewed as a case of Problem 2.3.1 where we construct g by

querying ∂f i for i ∼unif. [n]. We design (εdp, δ)-DP algorithms for solving Problem 2.4.1

which obtain small optimization error for f erm and FP . To disambiguate, we will always use

εopt to denote an optimization error parameter, and εdp to denote a privacy parameter. Our

private SCO algorithm will require querying ∂f i multiple times for some i ∈ [n], and hence

incur bias for the population risk gradient. Throughout the rest of the section, following

the notation of Problem 2.4.1, we will fix a dataset D ∈ Sn and define the empirical risk

f erm and population risk FP accordingly. We now move on to our privacy definitions.

We say that two datasets D = {si}i∈[n] ∈ Sn and D′ = {s′i}i∈[n] ∈ Sn are neighboring if

|{i | si ̸= s′i}| = 1. We say a mechanism (i.e. a randomized algorithm) M satisfies (εdp, δ)-

differential privacy (DP) if, for its output space Ω and all neighboring D, D′, we have for

all S ⊆ Ω,

Pr[M(D) ∈ S] ≤ exp(εdp) Pr[M(D′) ∈ S] + δ. (2.9)

We extensively use the notion of Rényi differential privacy due to its compatibility with the

subsampling arguments we will use, as well as an approximate relaxation of its definition

which we introduce. We say that a mechanism M satisfies (α, ε)-Rényi differential privacy
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(RDP) if for all neighboring D,D′ ∈ Sn, the α-Rényi divergence (2.3) satisfies

Dα(M(D)∥M(D′)) ≤ ε. (2.10)

RDP has several useful properties which we now summarize.

Proposition 2.4.2 (Propositions 1, 3, and 7, [Mir17]). RDP has the following properties.

1. (Composition): Let M1 : Sn → Ω satisfy (α, ε1)-RDP and M2 : Sn × Ω→ Ω′ satisfy

(α, ε2)-RDP for any input in Ω. Then the composition of M2 and M1, defined as

M2(D,M1(D)) satisfies (α, ε1 + ε2)-RDP.

2. (Gaussian mechanism): For µ, µ′ ∈ Rd, Dα(N (µ, σ2Id)∥N (µ′, σ2Id)) ≤ α
2σ2 ∥µ− µ′∥2.

3. (Standard DP): If M satisfies (α, ε)-RDP, then for all δ ∈ (0, 1), M satisfies (ε +

1
α−1 log 1

δ , δ)-DP.

We also use the following definition of approximate Rényi divergence:

Dα,δ(µ∥ν) := min
DTV(µ′,µ)≤δ,DTV(ν′,ν)≤δ

Dα(µ′∥ν ′). (2.11)

We relax the definition (2.10) and say thatM satisfies (α, ε, δ)-RDP if for all neighboring

D, D′ ∈ Sn, recalling definition (2.11),

Dα,δ(M(D)∥M(D′)) ≤ ε.

The following is then immediate from Proposition 2.4.2, and our definition of approximate

RDP, by coupling the output distributions with the distributions realizing the minimum

(2.11).

Corollary 2.4.3. IfM satisfies (α, ε, δ)-RDP, then for all δ′ ∈ (0, 1),M satisfies (εdp, δ
′+

(1 + exp(εdp))δ)-DP for εdp := ε+ 1
α−1 log 1

δ′ .
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Proof. Let µ, ν be within total variation δ of M(D) and M(D′), such that Dα(µ∥ν) ≤ ε

and hence for any event S,

Pr
ω∼µ

[ω ∈ S] ≤ exp(εdp) Pr
ω∼ν

[ω ∈ S] + δ′.

Combining the above with

Pr
ω∼M(D)

[ω ∈ S]− δ ≤ Pr
ω∼µ

[ω ∈ S], Pr
ω∼ν

[ω ∈ S] ≤ Pr
ω∼M(D′)

[ω ∈ S] + δ,

we have

Pr
ω∼M(D)

[ω ∈ S] ≤ exp(εdp) Pr
ω∼ν

[ω ∈ S] + δ′ + δ

≤ exp(εdp) Pr
ω∼M(D′)

[ω ∈ S] + δ′ + (1 + exp(εdp))δ.

Finally, our approximate RDP notion enjoys a composition property similar to standard

RDP.

Lemma 2.4.4. Let M1 : Sn → Ω satisfy (α, ε1, δ1)-RDP and M2 : Sn × Ω → Ω′ satisfy

(α, ε2, δ2)-RDP for any input in Ω. Then the composition of M2 and M1, defined as

M2(D,M1(D)) satisfies (α, ε1 + ε2, δ1 + δ2)-RDP.

Proof. LetD, D′ be neighboring datasets, and let µ, µ′ be distributions within total variation

δ1 of M1(D), M1(D′) realizing the bound Dα(µ∥µ′) ≤ ε1. For any ω ∈ Ω, similarly let νω,

ν ′ω be the distributions within total variation δ2 of M2(D, ω) and M2(D′, ω) realizing the

bound Dα(νω∥ν ′ω) ≤ ε2. Finally, let P1 be the distribution of ω ∈ Ω according to M1(D),

and Q1 to be the distribution of M1(D′); similarly, let P2,ω, Q2,ω be the distributions of

ω′ ∈ Ω′ according to M2(D, ω) and M2(D′, ω). We first note that by a union bound,

DTV

(∫
νω(ω′)µ(ω)dωdω′,

∫
P1(ω)P2,ω(ω′)dωdω′

)
≤ δ1 + δ2,

DTV

(∫
ν ′ω(ω′)µ′(ω)dωdω′,

∫
Q1(ω)Q2,ω(ω′)dωdω′

)
≤ δ1 + δ2.
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Finally, by Proposition 1 of [Mir17], we have

Dα

(∫
νω(ω′)µ(ω)dωdω′

∥∥∥∥∥
∫
ν ′ω(ω′)µ′(ω)dωdω′

)
≤ ε1 + ε2.

Combining the above two displays yields the claim.

2.4.2 Subsampled smoothed ERM solver: the convex case

We give an ERM algorithm that takes as input a dataset D ∈ Sn, parameters T ∈ N and

r, ρ, β > 0, and a center point x ∈ Rd. Our algorithm is based on a localization approach

introduced by [FKT20] which repeatedly decreases a domain size to bound the error due to

adding noise for privacy. In particular we will obtain an error bound on f̂ ermρ with respect

to the set Bx(r), using at most T calls to the ReSQue estimator in Definition 2.2.2 with a

deterministic subgradient oracle. Here we recall that f erm is defined as in Problem 2.4.1,

and f̂ ermρ is correspondingly defined as in Definition 2.2.1. Importantly, our ERM algorithm

developed in this section attains RDP bounds improving with the subsampling parameter

T
n when T ≪ n, due to only querying T random samples in our dataset.

We summarize our optimization and privacy guarantees on Algorithm 13 in the following.

The proof follows by combining Lemma 2.4.6 (the utility bound) and Lemma 2.4.10 (the

privacy bound).

Proposition 2.4.5. Let x⋆x ∈ argminx∈Bx(r) f̂
erm
ρ (x). Algorithm 13 uses at most T gradients

and produces x ∈ Bx(r) such that, for a universal constant Ccvx,

E
[
f̂ ermρ (x)

]
− f̂ ermρ (x⋆x) ≤ CcvxLr

(√
d

βT
+

1√
T

)
.

Moreover, there is a universal constant Cpriv ≥ 1, such that if Tn ≤ 1
Cpriv

, β2 log2(1δ ) ≤ 1
Cpriv

,

δ ∈ (0, 16), and ρ
r ≥ Cpriv log2( log Tδ ), Algorithm 13 satisfies (α, ατ, δ)-RDP for

τ := Cpriv

(
β log

(
1

δ

)
· T
n

)2

and α ∈
(

1,
1

Cprivβ2 log2(1δ )

)
.
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Algorithm 8: Subsampled ReSQued ERM solver, convex case

1 Input: x ∈ Rd, ball radius, convolution radius, and privacy parameter r, ρ, β > 0,
dataset D ∈ Sn, iteration count T ∈ N

2 T̂ ← 2⌊log2 T ⌋, k ← log2 T̂ , η ← r
L min( 1√

T
, β√

d
), x0 ← x

3 for i ∈ [k] do

4 Ti ← 2−iT̂ , ηi ← 4−iη, σi ← Lηi
β

5 y0 ← xi−1

6 for j ∈ [Ti] do
7 zi,j ∼unif. [n]

8 yj ← ΠBx(r)(yj−1 − ηi∇̃xf̂zi,jρ (yj−1)) ; ▷ PSGD step using ReSQue (See

Definition 2.2.2) for a subsampled function. Lemma 2.4.7 denotes the random Gaussian

sample by ξi,j .

9 end
10 yi ← 1

Ti

∑
j∈[Ti] yj

11 xi ← yi + ζi, for ζi ∼ N (0, σ2i Id)

12 end
13 return xk

Utility analysis. We begin by proving a utility guarantee for Algorithm 13, following

[FKT20].

Lemma 2.4.6. Let x⋆x := argminx∈Bx(r) f̂
erm
ρ (x). We have, for a universal constant Ccvx,

E
[
f̂ ermρ (xk)

]
− f̂ ermρ (x⋆x) ≤ CcvxLr

(√
d

βT
+

1√
T

)
.

Proof. Denote F := f̂ ermρ , y0 := x⋆x, and ζ0 := x − x⋆x, where by assumption ∥ζ0∥ ≤ r. We

begin by observing that in each run of Line 8, by combining the first property in Lemma 2.2.3

with the definition of f erm, we have that E
[
∇̃xf̂zi,jρ (yj−1) | yj−1

]
∈ ∂F (yj−1). Moreover, by

the second property in Lemma 2.2.3 and the fact that fzi,j is L-Lipschitz,

E
∥∥∥∇̃xf̂zi,jρ (yj−1)

∥∥∥2 ≤ 3L2.



74

We thus have

E [F (xk)]− F (x⋆x) =
∑
i∈[k]

E[F (yi)− F (yi−1)] + E [F (xk)− F (yk)]

≤
∑
i∈[k]

E
[∥∥xi−1 − yi−1

∥∥2]
2ηiTi

+
3ηiL

2

2

+ LE [∥xk − yk∥]

≤ 8r2

ηT
+ 4

∑
i∈[k−1]

σ2i d

ηiTi
+
∑
i∈[k]

3ηiL
2

2
+ Lσk

√
d.

(2.12)

In the second line, we used standard regret guarantees on projected stochastic gradient

descent, e.g. Lemma 7 of [HK14], where we used that all yi ∈ Bx(r); in the third line, we

used

E[∥xk − yk∥] ≤
√
E
[
∥xk − yk∥2

]
=

√
E
[
∥ζk∥2

]
= σk

√
d

by Jensen’s inequality. Continuing, we have by our choice of parameters that
σ2
i

ηiTi
≤ 2−i L

2η

2β2T̂
,

hence

E [F (xk)]− F (x⋆x) ≤ 8r2

ηT
+

4L2ηd

β2T̂
+

3ηL2

2
+
L2η
√
d

β
· 1

T̂ 2

≤
(

8Lr√
T

+
8Lr
√
d

βT

)
+

8Lr
√
d

βT
+

3Lr

2
√
T

+
Lr√
T
.

Here we used that 2T̂ ≥ T and T̂ 2 ≥
√
T , for all T ∈ N.

Privacy analysis. We now show that our algorithm satisfies a strong (approximate) RDP

guarantee. Let D′ = {s′i}i∈[n] ∈ Sn be such that D = {si}i∈[n] and D′ are neighboring, and

without loss of generality assume s′1 ̸= s1. Define the multiset

I := {zi,j | i ∈ [k], j ∈ [Ti]} (2.13)

to contain all sampled indices in [n] throughout Algorithm 13. We begin by giving an (ap-

proximate) RDP guarantee conditioned on the number of times “1” appears in I. The proof

of Lemma 2.4.7 is primarily based on providing a potential-based proof of a “drift bound,”
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i.e. how far away iterates produced by two neighboring datasets drift apart (coupling all

other randomness used). To carry out this potential proof, we rely on the local stability

properties afforded by Lemma 2.2.4.

Lemma 2.4.7. Define I as in (2.13) in one call to Algorithm 13. Let I be deterministic

(i.e. this statement is conditioned on the realization of I). Let b be the number of times the

index 1 appears in I. Let µ be the distribution of the output of Algorithm 13 run on D,
and µ′ be the distribution when run on D′, such that D and D′ are neighboring and differ in

the first entry, and the only randomness is in the Gaussian samples used to define ReSQue

estimators and on Line 11. Suppose ρ
r ≥ 1728 log2( log Tδ ). Then we have for any α > 1,

Dα,δ(µ∥µ′) ≤ 1500αβ2b2.

Proof. Throughout this proof we treat I as fixed with b occurrences of the index 1. Let

bi be the number of times 1 appears in Ii := {zi,j | j ∈ [Ti]}, such that
∑

i∈[k] bi = b. We

first analyze the privacy guarantee of one loop, and then analyze the privacy of the whole

algorithm.

We begin by fixing some i ∈ [k], and analyzing the RDP of the ith outer loop in

Algorithm 13, conditioned on the starting point y0. Consider a particular realization of

the Ti Gaussian samples used in implementing Line 8, Ξi := {ξi,j}j∈[Ti], where we let

ξi,j ∼ N (0, ρ2Id) denote the Gaussian sample used to define the update to yj−1. Con-

ditioned on the values of Ii, Ξi, the ith outer loop in Algorithm 13 (before adding ζi in

Line 11) is a deterministic map. For a given realization of Ii and Ξi, we abuse notation and

denote {yj}j∈[Ti] to be the iterates of the ith outer loop in Algorithm 13 using the dataset

D starting at y0, and {y′j}j∈[Ti] similarly using D′. Finally, define

Φj :=
∥∥yj − y′j∥∥2 , p :=

⌈
5 log

(
log T

δ

)⌉
.

In the following parts of the proof, we will bound for this p the quantity EΦp
Ti

, to show that

with high probability it remains small at the end of the loop, regardless of the location of

the 1 indices.
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Potential growth: iterates with zi,j ̸= 1. We first bound the potential growth in any

iteration j ∈ [Ti] where zi,j ̸= 1. Fix y0, y
′
0 and {ξi,t}t∈[j−1], so that Φj−1 is deterministic.

We have (taking expectations over only ξi,j),

E
ξi,j

Φp
j ≤ E (Φj−1 +Aj +Bj)

p , (2.14)

where

Aj := −2ηiZj
〈
∂fzi,j (x+ ξi,j), yj−1 − y′j−1

〉
,

Bj := η2i Z
2
j ∥∂fzi,j (x+ ξi,j)∥2 , and

Zj :=
γρ(yj−1 − x− ξi,j)− γρ(y′j−1 − x− ξi,j)

γρ(ξi,j)
.

The inequality in (2.14) follows from expanding the definition of the update to Φj before

projection, and then using the fact that Euclidean projections onto a convex set only de-

crease distances. By the second part of Lemma 2.2.4, for all q ∈ [2, p], if
√

Φj−1 ≤ ρ
p (which

is always satisfied as
√

Φj−1 ≤ r),

E
ξi,j

Zqj ≤
(

24q
√

Φj−1

ρ

)q
.

By Lipschitzness of fzi,j and Cauchy-Schwarz (on Aj), we thus have

E
ξi,j
|Aj |q ≤

(
48ηiLqΦj−1

ρ

)q
for all q ∈ [2, p],

E
ξi,j

Bq
j ≤

(
48ηiLq

ρ

)2q

Φq
j−1 for all q ∈ [1, p].

(2.15)

Next, we perform a Taylor expansion of (2.14), which yields

E
ξi,j

Φp
j ≤ Φp

j−1 + pΦp−1
j−1 E

ξi,j
[Aj +Bj ]

+ p(p− 1)

∫ 1

0
(1− t) E

ξi,j

[
(Φj−1 + t(Aj +Bj))

p−2 (Aj +Bj)
2
]

dt.

(2.16)
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By monotonicity of convex gradients and the first part of Lemma 2.2.3, we have

E
ξi,j

[Aj ] = −2ηi

〈
∂f̂

zi,j
ρ (yj−1)− ∂f̂zi,jρ (y′j−1), yj−1 − y′j−1

〉
≤ 0. (2.17)

By applying (2.15), we have

pΦp−1
j−1 E

ξi,j
Bj ≤ p

(
48ηiL

ρ

)2

Φp
j−1. (2.18)

Next we bound the second-order terms. For any t ∈ [0, 1] we have denoting Cj := Aj +Bj ,

E
ξi,j

[
(Φj−1 + tCj)

p−2C2
j

]
=

p−2∑
q=0

(
p− 2

q

)
Φp−2−q
j−1 E

ξi,j

[
t2+qC2+q

j

]

≤ 4

p−2∑
q=0

2q
(
p− 2

q

)
Φp−2−q
j−1 E

ξi,j

[
|Aj |2+q

]
+ 4

p−2∑
q=0

2q
(
p− 2

q

)
Φp−2−q
j−1 E

ξi,j

[
B2+q
j

]

≤ 4Φp
j−1

(
48ηiLp

ρ

)2 p−2∑
q=0

2q
(
p− 2

q

)(
48ηiLq

ρ

)q

+ 4Φp
j−1

(
48ηiLp

ρ

)2 p−2∑
q=0

2q
(
p− 2

q

)(
48ηiL(2 + q)

ρ

)2q+2

≤ 8Φp
j−1

(
48ηiLp

ρ

)2(
1 +

96ηiLp

ρ

)p−2

≤ 16Φp
j−1

(
48ηiLp

ρ

)2

.

(2.19)

The first inequality used (a+ b)p ≤ 2p(ap + bp) for any nonnegative a, b and 0 ≤ t ≤ 1, the

second inequality used (2.15), and the third and fourth inequalities used

48ηiL(2 + q)

ρ
≤ 1

2p
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for our choices of ηiL ≤ r
4 and ρ. Finally, plugging (2.17), (2.18), and (2.19) into (2.16),

E
ξi,j

Φp
j ≤ Φp

j−1

(
1 + 16p2

(
48ηiLp

ρ

)2
)
≤ Φp

j−1

(
1 + 16p

(
48ηiLp

ρ

)2
)p

.

Finally, using (ηiL)2 ≤ r2

16T ≤ r2

16Ti
and our assumed bound on r

ρ , which implies 16p
ρ2

(48ηiLp)
2 ≤

1
Ti

, taking expectations over {ξt}t∈[j−1] yields

EΦp
j ≤ EΦp

j−1

(
1 +

1

Ti

)p
when zi,j ̸= 1. (2.20)

Potential growth: iterates with zi,j = 1. Next, we handle the case where zi,j = 1. We

have that conditional on fixed values of {ξi,t}t∈[j−1], y0 and y′0,

E
ξi,j

Φp
j ≤ E

ξi,j
(Φj−1 +Dj + Ej)

p

≤ E
ξi,j

((
1 +

1

bi

)
Φj−1 + 2biEj

)p
,

(2.21)

where overloading f ← f(·; s1), h← f(·; s′1),

Dj := −2ηi

〈
∇̃xf̂ρ(yj−1)− ∇̃xĥρ(y′j−1), yj−1 − y′j−1

〉
,

Ej := η2i

∥∥∥∇̃xf̂ρ(yj−1)− ∇̃xĥρ(y′j−1)
∥∥∥2 ,

and we use Dj ≤ 1
bi

Φj−1+biEj by Cauchy-Schwarz and Young’s inequality. Next, convexity

of ∥·∥2q implies that

Eqj ≤ η
2q
i 22q−1

(∥∥∥∇̃xf̂ρ(yj−1)
∥∥∥2q +

∥∥∥∇̃xĥρ(y′j−1)
∥∥∥2q) .

Next, we note that since f is Lipschitz, the first part of Lemma 2.2.4 implies for all q ≤ p,

E
∥∥∥∇̃xf̂ρ(yj−1)

∥∥∥2q ≤ L2q E

[(
γρ(yj−1 − x− ξ)

γρ(ξ)

)2q
]
≤ 2(L)2q,

and a similar calculation holds for h. Here we used our assumed bound on r
ρ to check the
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requirement in Lemma 2.2.4 is satisfied. By linearity of expectation, we thus have

E
ξi,j

Eqj ≤ (9ηiL)2q . (2.22)

Finally, expanding (2.21) and plugging in the moment bound (2.22),

E
ξi,j

Φp
j ≤

p∑
q=0

(
p

q

)(
1 +

1

bi

)q
Φq
j−1(2bi)

p−q E
ξi,j

[
Ep−qj

]
≤

p∑
q=0

(
p

q

)(
1 +

1

bi

)q
Φq
j−1(2bi)

p−q(9ηiL)2(p−q)

=

((
1 +

1

bi

)
Φj−1 + 2bi(9ηiL)2

)p
.

Taking expectations over {ξi,t}t∈[j−1], and using Fact 2.5.3 with Z ← (1 + 1
bi

)Φj−1 and

C ← 2bi(9ηiL)2,

EΦp
j ≤

((
1 +

1

bi

)
E
[
Φp
j−1

] 1
p

+ 2bi(9ηiL)2
)p

, when zi,j = 1. (2.23)

One loop privacy. We begin by obtaining a high-probability bound on ΦTi . Define

Wj := E[Φp
j ]

1
p .

By using (2.20) and (2.23), we observe

Wj ≤


(

1 + 1
Ti

)
Wj−1 zi,j ̸= 1(

1 + 1
bi

)
Wj−1 + 2bi(9ηiL)2 zi,j = 1

.

Hence, regardless of the bi locations of the 1 indices in Ii, we have

WTi ≤
(

1 +
1

Ti

)Ti (
1 +

1

bi

)bi (
2b2i (9ηiL)2

)
≤ 1200b2i (ηiL)2.

Thus, by Markov’s inequality, with probability at least 1 − δ
log T over the randomness of
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Ξi = {ξi,j}j∈[Ti], we have using our choice of p,

∥∥yTi − y′Ti∥∥2 ≤ 1200b2i (ηiL)2 ·
(

log T

δ

) 1
p

≤ 1500b2i (ηiL)2. (2.24)

In the last inequality, we used our choice of p. Call Ei the event that the sampled Ξi admits

a deterministic map which yields the bound in (2.24). By the second part of Proposi-

tion 2.4.2, the conditional distribution of the output of the ith outer loop under Ei satisfies

(α, 1500β2b2i )-RDP, where we use the value of σi in Line 4 of Algorithm 13. We conclude

via Fact 2.1.1 with E ← Ei that the ith outer loop of Algorithm 13 satisfies

(
α, 1500αβ2b2i ,

δ

log T

)
-RDP.

All loops privacy. By applying composition of RDP (the third part of Proposition 2.4.2),

for a given realization of I = ∪i∈[k]Ii with b occurrences of 1, applying composition over

the log T outer iterations (Lemma 2.4.4), Algorithm 13 satisfies

(
α, 1500αβ2b2, δ

)
-RDP.

Here, we used
∑

i∈[k] b
2
i ≤ b2. This is the desired conclusion.

We next apply amplification by subsampling to boost the guarantee of Lemma 2.4.7. To

do so, we use the following key Proposition 2.4.8, which was proven in [BDRS18]. The use

case in [BDRS18] involved subsampling with replacement and was used in a framework they

introduced termed truncated CDP, but we will not need the framework except through the

following powerful fact.

Proposition 2.4.8 (Theorem 12, [BDRS18]). Let τ ≤ 1
3 , s ∈ (0, 1

40). Let P , Q, R be three

distributions over the same probability space, such that for each pair P1, P2 ∈ {P,Q,R}, we
have Dα(P1∥P2) ≤ ατ for all α > 1. Then for all α ∈ (1, 3τ ),

Dα(sP + (1− s)R∥sQ+ (1− s)R) ≤ 13s2ατ.
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We also require a straightforward technical fact about binomial distributions.

Lemma 2.4.9. Let m,n ∈ N satisfy m
n ≤ 1

60 . Consider the following partition of the

elements I ∈ [n]m with at most b copies of 1:

S0 := {I ∈ [n]m | Ii ̸= 1 for all i ∈ [m]},

S1 := {I ∈ [n]m | Ii = 1 for between 1 and b many i ∈ [m]}.

Let π0 and π1 be the uniform distributions on S0 and S1 respectively. Then there exists a

coupling Γ(π0, π1) such that for all (I, I ′) in the support of Γ,

∣∣{i | Ii ̸= I ′i}∣∣ ≤ b.
Proof. Define a probability distribution p on elements of [b] such that

pa :=

(
m
a

)
(n− 1)m−a∑

a∈[b]
(
m
a

)
(n− 1)m−a for all a ∈ [b].

Clearly,
∑

a∈[b] pa = 1. Our coupling Γ := Γ(π0, π1) is defined as follows.

1. Draw I ∼ π0 and a ∼ p independently.

2. Let I ′ be I with a uniformly random subset of a indices replaced with 1. Return

(I, I ′).

This coupling satisfies the requirement, so it suffices to verify it has the correct marginals.

This is immediate for S0 by definition. For I ′ ∈ S1, suppose I ′ has a occurrences of the

index 1. The total probability I ′ is drawn from Γ is then indeed

(n− 1)a

(n− 1)m
· pa(m

a

) =
1∑

a∈[b]
(
m
a

)
(n− 1)m−a =

1

|S1|
.

The first equality follows as the probability we draw I ∼ π0 which agrees with I ′ on all the

non-1 locations is (n − 1)a−m, and the probability I ′ is drawn given that we selected I is

pa ·
(
m
a

)−1
.
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Finally, we are ready to state our main privacy guarantee for Algorithm 13.

Lemma 2.4.10. There is a universal constant Cpriv ∈ [1,∞), such that if T
n ≤ 1

Cpriv
,

β2 log2(1δ ) ≤ 1
Cpriv

, δ ∈ (0, 16), and ρ
r ≥ Cpriv log2( log Tδ ), Algorithm 13 satisfies (α, ατ, δ)-

RDP for

τ := Cpriv

(
β log

(
1

δ

)
· T
n

)2

, α ∈
(

1,
1

Cprivβ2 log2(1δ )

)
.

Proof. Let D, D′ be neighboring, and without loss of generality, suppose they differ in the

first entry. Let Cpriv ≥ 60, and let I be defined as in (2.13). Let E be the event that I
contains at most b copies of the index 1, where

b := 2 log

(
2

δ

)
.

By a Chernoff bound, E occurs with probability at least 1− δ
2 over the randomness of I. We

define P to be the distribution of the output of Algorithm 13 when run on D, conditioned

on E and I containing at least one copy of the index 1 (call this total conditioning event

E1, i.e. there are between 1 and b copies of the index 1). Similarly, we define Q to be the

distribution when run on D′ conditioned on E1, and R to be the distribution conditioned

on E ∩ Ec1 (when run on either D or D′). We claim that for all P1, P2 ∈ {P,Q,R}, we have

Dα, δ
2
(P1∥P2) ≤ 1500αβ2b2, for all α > 1. (2.25)

To see (2.25) for P1 = P and P2 = Q (or vice versa), we can view P , Q as mixtures

of outcomes conditioned on the realization I. Then, applying quasiconvexity of Rènyi

divergence (over this mixture), and applying Lemma 2.4.7 (with δ ← δ
2), we have the desired

claim. To see (2.25) for the remaining cases, we first couple the conditional distributions

under E1 and E ∩ Ec1 by their index sets, according to the coupling in Lemma 2.4.9. Then

applying quasiconvexity of Rényi divergence (over this coupling) again yields the claim,

where we set m← T̂ − 1 ≤ T . Finally, let

s := Pr[E1 | E ] = 1−
(
1− 1

n

)T̂−1

Pr[E ]
≤ 1− 1− 1.1T

n

1− δ
2

≤ 1.2T

n
.
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Note that conditional on E and the failure event in Lemma 2.4.7 not occurring, the distri-

butions of Algorithm 13 using D and D′ respectively are sP + (1− s)R and sQ+ (1− s)R.

Hence, union bounding with Ec (see Fact 2.1.1), the claim follows from Proposition 2.4.8

with τ ← 6000β2 log2(2δ ).

Regularized extension. We give a slight extension to Algorithm 13 which handles reg-

ularization, and enjoys similar utility and privacy guarantees as stated in Proposition 2.4.5.

Let

x⋆x,λ := argmin
x∈Bx(r)

{
f̂ ermρ (x) +

λ

2
∥x− x∥2

}
. (2.26)

Our extension Algorithm 13 is identical to Algorithm 13, except it requires a regularization

parameter λ, allows for an arbitrary starting point with an expected distance bound (ad-

justing the step size accordingly), and takes composite projected steps incorporating the

regularization.

Algorithm 9: Subsampled ReSQued ERM solver, regularized case, convex rate

1 Input: x ∈ Rd, ball radius, convolution radius, privacy parameter, and
regularization parameter r, ρ, β, λ > 0, dataset D ∈ Sn, iteration count T ∈ N,
distance bound r′ ∈ [0, 2r], initial point x0 ∈ Bx(r) satisfying E ∥x0−x⋆x,λ∥2 ≤ (r′)2

2 T̂ ← 2⌊log2 T ⌋, k ← log2 T̂ , η ← r′

L min( 1√
T
, β√

d
)

3 for i ∈ [k] do

4 Ti ← 2−iT̂ , ηi ← 4−iη, σi ← Lηi
β

5 y0 ← xi−1

6 for j ∈ [Ti] do
7 zi,j ∼unif. [n]

8 yj ← argminy∈Bx(r){⟨ηi∇̃xf̂
zi,j
ρ (yj−1), y⟩+ 1

2 ∥y − yj−1∥2 + ηiλ
2 ∥y − x∥

2}
9 end

10 yi ← 1
Ti

∑
j∈[Ti] yj

11 xi ← yi + ζi, for ζi ∼ N (0, σ2i Id)

12 end
13 return xk

Corollary 2.4.11. Let x⋆x,λ be defined as in (2.26). Algorithm 13 uses at most T gradients
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and produces x ∈ Bx(r) such that, for a universal constant Ccvx,

E
[
f̂ ermρ (x) +

λ

2
∥x− x∥2

]
−
(
f̂ ermρ (x⋆x,λ) +

λ

2

∥∥x⋆x,λ − x∥∥2) ≤ CcvxLr
′

(√
d

βT
+

1√
T

)
.

Moreover, there is a universal constant Cpriv ≥ 1, such that if Tn ≤ 1
Cpriv

, β2 log2(1δ ) ≤ 1
Cpriv

,

δ ∈ (0, 16), and ρ
r ≥ Cpriv log2( log Tδ ), Algorithm 13 satisfies (α, ατ, δ)-RDP for

τ := Cpriv

(
β log

(
1

δ

)
· T
n

)2

, α ∈
(

1,
1

Cprivβ2 log2(1δ )

)
.

Proof. The proof is almost identical to Proposition 2.4.5, so we only discuss the differences.

Throughout this proof, for notational convenience, we define

F λ(x) := f̂ ermρ (x) +
λ

2
∥x− x∥2 .

Utility. Standard results on composite stochastic mirror descent (e.g. Lemma 12 of

[CJST19]) show the utility bound in (2.12) still holds with F λ in place of F . In particular

each term E[F λ(yi) − F λ(yi−1)] as well as E[F λ(xk) − F λ(yk)] enjoys the same bound as

its counterpart in (2.12). The only other difference is that, defining ζ0 := x0 − x⋆x,λ in the

proof of Lemma 2.4.6, we have E ζ20 ≤ (r′)2 in place of the bound r2, and we appropriately

changed η to scale as r′ instead.

Privacy. The subsampling-based reduction from Lemma 2.4.10 to Lemma 2.4.7 is iden-

tical, so we only discuss how to obtain an analog of Lemma 2.4.7 for Algorithm 13. In each

iteration j ∈ [Ti], by completing the square, we can rewrite Line 8 as

yj ← argmin
y∈Bx(r)

{
1

2

∥∥∥∥y − ( 1

1 + ηiλ
yj−1 +

ηiλ

1 + ηiλ
x− ηi

1 + ηiλ
∇̃xf̂zi,jρ (yj−1)

)∥∥∥∥2
}
.

Now consider our (conditional) bounds on Eξi,j Φj in (2.14) and (2.21). We claim these

still hold true; before projection, the same arguments used in (2.14) and (2.21) still hold

(in fact improve by (1 + ηiλ)2), and projection only decreases distances. Finally, note that

the proof of Lemma 2.4.7 only used the choice of step size η through ηL
√
T ≤ r and used
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the assumed bound on r
ρ to bound the drift growth. As we now have ηL

√
T ≤ r′ ≤ 2r,

we adjusted the assumed bound on r
ρ by a factor of 2. The remainder of the proof of

Lemma 2.4.7 is identical.

Without loss of generality, Cpriv is the same constant in Proposition 2.4.5 and Corol-

lary 2.4.11, since we can set both to be the maximum of the two. The same logic applies

to the following Proposition 2.4.14 and Lemma 2.4.16 (which will also be parameterized by

a Cpriv) so we will not repeat it. Finally, the following fact about initial error will also be

helpful in the following Section 2.4.3.

Lemma 2.4.12. We have

f̂ ermρ (x)−
(
f̂ ermρ (x⋆x,λ) +

λ

2

∥∥x⋆x,λ − x∥∥2) ≤ 2L2

λ
.

Proof. By strong convexity and Lipschitzness of f̂ ermρ , we have

λ

2

∥∥x⋆x,λ − x∥∥2 ≤ f̂ ermρ (x)−
(
f̂ ermρ (x⋆x,λ) +

λ

2

∥∥x⋆x,λ − x∥∥2)
≤ f̂ ermρ (x)− f̂ ermρ (x⋆x,λ) ≤ L

∥∥x⋆x,λ − x∥∥ .
Rearranging gives ∥x⋆x,λ − x∥ ≤ 2L

λ , which can be plugged in above to yield the conclusion.

We also state a slight extension to Lemma 2.4.12 which will be used in Section 2.4.5.

Lemma 2.4.13. Define x⋆x,x′,λ := argminx∈Bx(r){f̂ ermρ (x) + λ
2 ∥x− x′∥

2}, where x′ ∈ Rd is

not necessarily in Bx(r). Let x0 := ΠBx(r)(x
′). We have

(
f̂ ermρ (x0) +

λ

2

∥∥x0 − x′∥∥2)− (f̂ ermρ (x⋆x,x′,λ) +
λ

2

∥∥x⋆x,x′,λ − x′∥∥2) ≤ 2L2

λ
.

Proof. The proof is identical to Lemma 2.4.12, where we use λ
2 ∥x0 − x′∥

2 ≤ λ
2∥x⋆x,x′,λ −

x′∥2.
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2.4.3 Subsampled smoothed ERM solver: the strongly convex case

We next give an ERM algorithm similar to Algorithm 13, but enjoys an improved opti-

mization rate. In particular, it again attains RDP bounds improving with the subsampling

parameter T
n , and we obtain error guarantees against x⋆x,λ defined in (2.26) at a rate decaying

as 1
T or better.

Algorithm 10: Subsampled ReSQued ERM solver, strongly convex case

1 Input: x ∈ Rd, ball radius, convolution radius, privacy parameter, and
regularization parameter r, ρ, β, λ > 0, dataset D ∈ Sn, iteration count T ∈ N

2 k ← ⌈log log T ⌉, x0 ← x
3 for i ∈ [k] do

4 βi−1 ← 2
k−i+1

2 β, ri−1 ← min(2r,
√

2Di−1

λ ) (see (2.27)), Ti−1 ← 2i−1−kT

5 xi ← output of Algorithm 13 with inputs (x, r, ρ, βi−1, λ,D, Ti−1, ri−1, xi−1)

6 end
7 return xk+1

We now give our analysis of Algorithm 7 below. The proof follows a standard reduction

template from the strongly convex case to the convex case (see e.g. Lemma 4.7 in [KLL21]).

Proposition 2.4.14. Let x⋆x,λ be defined as in (2.26). Algorithm 7 uses at most T gradients

and produces x such that, for a universal constant Csc,

E
[
f̂ ermρ (x) +

λ

2
∥x− x∥2

]
− f̂ ermρ (x⋆x,λ)− λ

2
∥x⋆x,λ − x∥2 ≤

CscL
2

λ

(
d

β2T 2
+

1

T

)
.

Moreover, there is a universal constant Cpriv ≥ 1, such that if Tn ≤ 1
Cpriv

, β2 log2( log log Tδ ) ≤
1

Cpriv
, δ ∈ (0, 16), and ρ

r ≥ Cpriv log2( log Tδ ), Algorithm 7 satisfies (α, ατ, δ)-RDP for

τ := Cpriv

(
β log

(
log log T

δ

)
· T
n

)2

, α ∈
(

1,
1

Cprivβ2 log2( log log Tδ )

)
.

Proof. We analyze the utility and privacy separately.



87

Utility. Denote for simplicity F λ(x) := f̂ ermρ (x) + λ
2∥x − x∥2, F λ⋆ := F λ(x⋆x,λ), and

∆i := E[F λ(xi)− F λ⋆ ]. Moreover, define for all 0 ≤ i ≤ k,

Ei :=
2C2

cvxL
2

λ
·
( √

d

βiTi
+

1√
Ti

)2

, Di := 4Ei
2i

√
2L2

λ
· 1

4E0
, (2.27)

where we define Tk = T and βk = β. By construction, for all 0 ≤ i ≤ k − 1, Ei+1 = 1
2Ei,

and so
Di+1

4Ei+1
=

√
Di

4Ei
=⇒

√
DiEi = Di+1. (2.28)

We claim inductively that for all 0 ≤ i ≤ k, ∆i ≤ Di. The base case of the induction follows

because by Lemma 2.4.12, we have ∆0 ≤ 2L2

λ = D0. Next, suppose that the inductive

hypothesis is true up to iteration i. By strong convexity,

E
[∥∥xi − x⋆x,λ∥∥2] ≤ 2∆i

λ
≤ 2Di

λ
,

where we used the inductive hypothesis. Hence, the expected radius upper bound (defined

by ri) is valid for the call to Algorithm 13. Thus, by Corollary 2.4.11,

∆i+1 = E
[
F λ(xi+1)− F λ⋆

]
≤ CcvxLri

( √
d

βiTi
+

1√
Ti

)

≤ CcvxL

√
2Di

λ

( √
d

βiTi
+

1√
Ti

)
=
√
DiEi = Di+1.

Here we used (2.28) in the last equation, which completes the induction. Hence, iterating

(2.28) for k = ⌈log2 log2 T ⌉ iterations, where we use E0 ≥ L2

2λT so that Dk ≤ 8Ek, we have

∆k ≤ 8Ek ≤
32C2

cvxL
2

λ
·
(

d

β2T 2
+

1

T

)
.

Privacy. The privacy guarantee follows by combining the privacy guarantee in Corol-

lary 2.4.11 and composition of approximate RDP (Lemma 2.4.4), where we adjusted the

definition of δ by a factor of k. In particular, we use that the privacy guarantee in each

call to Corollary 2.4.11 is a geometric sequence (i.e. β2i T
2
i is doubling), and at the end it is
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1
2β

2T 2.

2.4.4 Private stochastic proximal estimator

In this section, following the development of [ACJ+21], we give an algorithm which calls

Algorithm 7 with several different iteration counts and returns a (random) point x̂ which

enjoys a substantially reduced bias for x⋆x,λ defined in (2.26) compared to the expected

number of gradient queries.

Algorithm 11: Bias-reduced ReSQued stochastic proximal estimator

1 Input: x ∈ Rd, ball radius, convolution radius, privacy parameter, and
regularization parameter r, ρ, β, λ > 0, dataset D ∈ Sn, iteration count T ∈ N with
T ≤ ⌊ n

2Cpriv
⌋

2 Tmax ← ⌊ n
Cpriv
⌋, jmax ← ⌊log2

Tmax
T ⌋

3 for k ∈ [jmax] do
4 Draw J ∼ Geom(12)
5 x0 ← output of Algorithm 7 with inputs (x, r, ρ, β, λ,D, T )
6 if J ≤ jmax then

7 xJ ← output of Algorithm 7 with inputs (x, r, ρ, 2−
J
2 β, λ,D, 2JT )

8 xJ−1 ← output of Algorithm 7 with inputs (x, r, ρ, 2−
J−1
2 β, λ,D, 2J−1T )

9 x̂k ← x0 + 2J(xJ − xJ−1)

10 end
11 else
12 x̂k ← x0
13 end

14 end
15 Return: x̂← 1

jmax

∑
k∈[jmax]

x̂k

Proposition 2.4.15. Let x⋆x,λ be defined as in (2.26). We have, for a universal constant

Cbias:

∥E x̂− x⋆x,λ∥ ≤ Cbias

(
L

λ
·
(√

d

βn
+

1√
n

))
,
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and, for a universal constant Cvar,

E ∥x̂− x⋆x,λ∥2 ≤
CvarL

2

λ2

(
d

β2T 2
+

1

T

)
.

Proof. We begin by analyzing the output x̂k of a single loop k ∈ [jmax]. For J ∼ Geom(12),

we have Pr[J = j] = 2−j if j ∈ [jmax], and Pr[J = j] = 0 otherwise. We denote xj to be the

output of Algorithm 3 with privacy parameter 2−
j
2β and gradient bound 2jT . First,

E x̂k = Ex0 +
∑

j∈[jmax]

Pr[J = j]2j(Exj − Exj−1) = Exjmax .

Since T · 2jmax ≥ Tmax
2 ≥ n

2Cpriv
, applying Jensen’s inequality gives

∥Exjmax − x⋆x,λ∥ ≤
√
E ∥xjmax − x⋆x,λ∥2 ≤

√
2CscL

λ

(√
d

βn
+

1√
n

)
,

where the last inequality follows from Proposition 2.4.14 and strong convexity of the regu-

larized function to convert the function error bound to a distance bound. This implies the

first conclusion, our bias bound. Furthermore, for our variance bound, we have

E ∥x̂k − E x̂k∥2 ≤ E ∥x̂k − x⋆x,λ∥2 ≤ 2E ∥x̂k − x0∥2 + 2E ∥x0 − x⋆x,λ∥2.

By Proposition 2.4.14 and strong convexity, E ∥x0 − x⋆x,λ∥2 ≤ CscL2

λ2
( d
β2T 2 + 1

T ). Next,

E ∥x̂k − x0∥2 =
∑

j∈[jmax]

Pr[J = j]22j E ∥xj − xj−1∥2 =
∑

j∈[jmax]

2j E ∥xj − xj−1∥2.

Note that

E ∥xj − xj−1∥2 ≤ 2E ∥xj − x⋆x,λ∥2 + 2E ∥xj−1 − x⋆x,λ∥2 ≤ 2−j · 6CscL
2

λ2

(
d

β2T 2
+

1

T

)
,

and hence combining the above bounds yields

E ∥x̂k − E x̂k∥2 ≤
14CscjmaxL

2

λ2
·
(

d

β2T 2
+

1

T

)
.
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Now, averaging jmax independent copies shows that

E
∥∥x̂− x⋆x,λ∥∥2 = ∥x̂− E x̂∥2 +

∥∥E x̂− x⋆x,λ∥∥2
≤ 1

jmax
·
(

14CscjmaxL
2

λ2
·
(

d

β2T 2
+

1

T

))
+ C2

bias

(
L

λ
·
(√

d

βn
+

1√
n

))2

,

where we used our earlier bias bound. The conclusion follows by letting Cvar = C2
bias +

14Csc.

We conclude with a gradient complexity and privacy bound, depending on the sampled

J .

Lemma 2.4.16. There is a universal constant Cpriv ≥ 1, such that if β2 log2( log lognδ ) ≤
1

Cpriv
, δ ∈ (0, 12), and ρ

r ≥ Cpriv log2( log Tδ ), the following holds. Consider one loop indexed by

k ∈ [jmax], and let J be the result of the Geom(12) draw. If J ∈ [jmax], loop k of Algorithm 11

uses at most 2J+1T gradients. Furthermore, the loop satisfies (α, ατ, δ)-RDP for

τ := 2J · Cpriv

(
β log

(
log log n

δ

)
· T
n

)2

, α ∈

1,
1

Cprivβ2 log2
(
log logn

δ

)
 .

If J ̸∈ [jmax], Algorithm 11 uses at most T gradients, and the loop satisfies (α, ατ, δ)-RDP

for

τ := Cpriv

(
β log

(
log log n

δ

)
· T
n

)2

, α ∈

1,
1

Cprivβ2 log2
(
log logn

δ

)
 .

Proof. This is immediate by Proposition 2.4.14, where we applied Lemma 2.4.4 and set

δ ← δ
3 (taking a union bound over the at most 3 calls to Algorithm 7, adjusting Cpriv as

necessary).

2.4.5 Private ERM solver

In this section, we give our main result on privately solving ERM in the setting of Prob-

lem 2.4.1, which will be used in a reduction framework in Section 2.4.6 to solve the SCO

problem as well. Our ERM algorithm is an instantiation of Proposition 2.2.8. We first
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develop a line search oracle (see Definition 2.2.5) based on the solver of Section 2.4.3 (Algo-

rithm 7), which succeeds with high probability. To do so, we leverage the following geometric

lemma for aggregating independent runs of our solver.

Lemma 2.4.17 (Claim 1, [KLL+23]). There is an algorithm Aggregate which takes as input

(S,∆) ∈ (Rd)k × R≥0, and returns z ∈ Rd such that ∥z − y∥ ≤ ∆, if for some unknown

point y ∈ Rd satisfying at least 0.51k points x ∈ S, ∥x− y∥ ≤ ∆
3 . The algorithm runs in

time O(dk2).

Algorithm 12: High probability ReSQued ERM solver, strongly convex case

1 Input: x ∈ Rd, ball radius, convolution radius, privacy parameter, regularization
parameter, and failure probability r, ρ, β, λ, ζ > 0, dataset D ∈ Sn, iteration count
T ∈ N

2 k ← 20 log(1ζ )

3 for i ∈ [k] do
4 xi ← output of Algorithm 7 with inputs (x, r, ρ, β, λ,D, T )
5 end

6 Return: x′ ← Aggregate({xi}i∈[k], 9
√
2CscL
λ ( d

β2T 2 + 1
T )

1
2 )

Proposition 2.4.18. Let x⋆x,λ be defined as in (2.26). Algorithm 6 uses at most 18T log(1ζ )

gradients and produces x′ such that with probability at least 1− ζ, for a universal constant

Cls,

∥x′ − x⋆x,λ∥ ≤
ClsL

λ
·
(√

d

βT
+

1√
T

)
.

Moreover, there exists a universal constant Cpriv ≥ 1 such that T
n ≤ 1

Cpriv
, δ ∈ (0, 16) and

ρ
r ≥ Cpriv log2(1δ log(Tζ )), Algorithm 6 satisfies (α, ατ, δ)-RDP for

τ := Cpriv log

(
1

ζ

)(
β log

(
1

δ
log

(
T

ζ

))
· T
n

)2

, α ∈

1,
1

Cprivβ2 log2
(
1
δ log

(
T
ζ

))
 .
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Proof. For each xi, by Proposition 2.4.14,

E
[
f̂ ermr(xi) +

λ

2
∥xi − x∥2

]
− f̂ ermr(x⋆x,λ)− λ

2
∥x⋆x,λ − x∥2 ≤

CscL
2

λ

(
d

β2T 2
+

1

T

)
.

Further, by strong convexity and Jensen’s inequality we have

E[∥xi − x⋆x,λ∥] ≤
√

2CscL

λ

(
d

β2T 2
+

1

T

) 1
2

.

Hence, by Markov’s inequality, for each i ∈ [k] we have

Pr

[
∥xi − x⋆x,λ∥ ≥

3
√

2CscL

λ

(
d

β2T 2
+

1

T

) 1
2

]
≤ 1

3
.

Hence by a Chernoff bound, with probability ≥ 1 − ζ, at least 0.51k points x ∈ {xi}i∈[k]
satisfy

∥x− x⋆x,λ∥ ≤
3
√

2CscL

λ

(
d

β2T 2
+

1

T

) 1
2

.

Hence the precondition of Lemma 2.4.17 holds, giving the distance guarantee with high

probability. The privacy guarantee follows from Proposition 2.4.14 and the composition of

approximate RDP, where we adjusted Cpriv by a constant and the definition of δ by a factor

of k.

Now we are ready to prove our main result on private ERM.

Theorem 2.4.19 (Private ERM). In the setting of Problem 2.4.1, let εdp ∈ (0, 1) and

δ ∈ (0, 16). There is an (εdp, δ)-DP algorithm which takes as input D and outputs x̂ ∈ Rd

such that

E
[
f erm(x̂)− min

x∈B(R)
f erm(x)

]
≤ O

LR ·
 1√

n
+

√
d log 1

δ log1.5(nδ ) log n

nεdp

 .

Moreover, with probability at least 1− δ, the algorithm queries at most

O

(
log6

(n
δ

)(
min

(
n,
n2ε2dp
d

)
+ min

(
(nd)

2
3

εdp
, n

4
3 ε

1
3
dp

)))
gradients.
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Proof. Throughout this proof, set for a sufficiently large constant C,

εopt := CLR

 1√
n

+

√
d log 1

δ log1.5(nδ ) log n

nεdp

 , κ :=
LR

εopt
,

ρ :=
εopt

L
√
d
, r :=

ρ√
C log2(nδ )

, α :=
4 log 2

δ

εdp
, β :=

εdp

C log(nδ )
√

log 1
δ

.

(2.29)

Note that for the given parameter settings, for sufficiently large C, we have

κ ≤ 1

C
min

√n, nεdp√
d log 1

δ log1.5(nδ ) log n

 ,
R

r
≤ n log2

(
log n

δ

)
. (2.30)

Our algorithm proceeds as follows:

We apply Proposition 2.2.8 with x⋆ ← arg minx∈B(R) f
erm(x) and F ← f̂ ermρ , and instan-

tiate the necessary oracles as follows for CbaK log κ iterations.

1. We use Algorithm 6 with r, ρ, β defined in (2.29), and

T1 :=
√
C

(
κ
√
d√

Kβ log2 κ
+

κ2

K log3 κ log n
δ

)
, ζ :=

1

κCbaK log κ
, (2.31)

as a ( r
Cba

, λ)-line search oracle Ols.

2. We use Algorithm 7 with r, ρ, β defined in (2.29), and

T2 :=
√
C

(
κ
√
d√

Kβ
√

log κ
+

κ2

K log κ

)
, (2.32)

as a ( λr2

Cba log
3 κ
, λ)-ball optimization oracle Obo.

3. We use Algorithm 11 with r, ρ, β defined in (2.29), and

T3 :=
√
C

(
κ
√
d√

Kβ
+
κ2

K

)
(2.33)

as a (
εopt
CbaR

,
εopt

√
K

CbaR
, λ)-stochastic proximal oracle Osp.
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We split the remainder of the proof into four parts. We first show that the oracle

definitions are indeed met. We then bound the overall optimization error against f erm.

Finally, we discuss the privacy guarantee and the gradient complexity bound.

Oracle correctness. For the line search oracle, by Proposition 2.4.18, it suffices to show

ClsL

λ
·
( √

d

βT1
+

1√
T1

)
≤ r

Cba
.

This is satisfied for T1 in (2.31), since Proposition 2.2.8 guarantees λ ≥ εoptK2 log2 κ
R2Cba

. Hence,

ClsL

λ
·
√
d

βT1
· Cba

r
≤ ClsC

2
ba ·

κ
√
d

β log2 κ
· 1√

K
· 1

T1
≤ 1

2
,

ClsL

λ
· 1√

T1
· Cba

r
≤ ClsC

2
ba ·

κ

log2 κ
· 1√

K
· 1√

T1
≤ 1

2
,

for a sufficiently large C, where we used K1.5 = R
r to simplify. By a union bound, the above

holds with probability at least 1− εopt
LR over all calls to Algorithm 6, since there are at most

CbaK log κ iterations. For the remainder of the proof, let Els be the event that all line search

oracles succeed. For the ball optimization oracle, by Proposition 2.4.14, it suffices to show

CscL
2

λ

(
d

β2T 2
2

+
1

T2

)
≤ λr2

Cba log3 κ
.

This is satisfied for our choice of T2 in (2.32), again with λ ≥ εoptK2 log2 κ
R2Cba

. Hence,

CscL
2

λ
· d

β2T 2
2

· Cba log3 κ

λr2
≤ CscC

3
ba ·

κ2d

β2 log κ
· 1

K
· 1

T 2
2

≤ 1

2
,

CscL
2

λ
· 1

T2
· Cba log3 κ

λr2
≤ CscC

3
ba ·

κ2

log κ
· 1

K
· 1

T2
≤ 1

2
,

again for large C. Finally, for the proximal gradient oracle, by Proposition 2.4.15, it suffices

to show

Cbias

(
L

λ
·
(√

d

βn
+

1√
n

))
≤ εopt
CbaλR

,
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CvarL
2

λ2

(
d

β2T 2
3

+
1

T3

)
≤

ε2optK

C2
baλ

2R2
.

The first inequality is clear. The second is satisfied for our choice of T3 in (2.33), which

implies

CvarL
2

λ2
· d

β2T 2
3

· C
2
baλ

2R2

ε2optK
= CvarC

2
ba ·

κ2d

β2
· 1

K
· 1

T 2
3

≤ 1

2
,

CvarL
2

λ2
· 1

T3
· C

2
baλ

2R2

ε2optK
= CvarC

2
ba · κ2 ·

1

K
· 1

T3
≤ 1

2
.

Optimization error. By Proposition 2.2.8, the expected optimization error against f̂ ermρ

is bounded by εopt whenever Els occurs. Otherwise, the optimization error is never larger

than LR as long as we return a point in B(R), since the function is L-Lipschitz. Further,

we showed Pr[Els] ≥ 1 − εopt
LR , so the total expected error is bounded by 2εopt. Finally, the

additive error between f̂ ermρ and f erm is bounded by ρL
√
d = εopt. The conclusion follows

by setting the error bound to 3εopt.

Privacy. We first claim that each call to Ols, and Obo used by Proposition 2.2.8 satisfies

(
α,

εdp
6CbaK log κ

,
δ

18CbaK log κ

)
-RDP.

We first analyze Ols:

The preconditions of Proposition 2.4.18 are met, where log(18CbaK log κ
δ log(Tζ )) ≤ 2 log n

δ for

our parameter settings. Moreover, our α is in the acceptable range. Finally, by Proposi-

tion 2.4.18 it suffices to note

8αCprivβ
2T 2

1 log3
(
n
δ

)
n2

≤ 128CCprivβ
2 log3(nδ ) log 1

δ

n2εdp
·
(

κ2d

Kβ2 log κ
+

κ4

K2 log2 κ

)
≤ εdp

6CbaK log κ
,

where the second inequality follows for sufficiently large C due to (2.30). Next, we analyze

the privacy of Obo. The preconditions of Proposition 2.4.14 are met, where log( log log Tδ ) ≤
log n

δ for our parameter settings, and our α is again acceptable. Finally, by Proposi-
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tion 2.4.14 it suffices to note

αCprivβ
2T 2

2 log2(nδ )

n2
≤ 16CCprivβ

2 log2(nδ ) log 1
δ

n2εdp
·
(

κ2d

Kβ2 log κ
+

κ4

K2 log2 κ

)
≤ εdp

6CbaK log κ
,

again for sufficiently large C from (2.30). Hence, by applying Lemma 2.4.4, all of the at

most CbaK log κ calls to Ols and Obo used by the algorithm combined satisfy

(
α,
εdp
3
,
δ

9

)
-RDP.

Finally, we analyze the privacy of Osp. Let

jmax :=

⌊
log2

(
1

T3
·
⌊

n

Cpriv

⌋)⌋

be the truncation parameter in Algorithm 11. The total number of draws from Geom(12) in

Algorithm 11 over the course of the algorithm is CbaK log κ · jmax. It is straightforward to

check that the expected number of draws where J = j for all j ∈ [jmax] is

2−jmaxCbaκ log κ · jmax = Ω

(
T3
n
·K log κ · jmax

)
,

which is superconstant. By Chernoff and a union bound, with probability ≥ 1− δ
n , there is

a constant C ′ such that for all j ∈ [jmax], the number of times we draw J = j is bounded

by

2−jC ′K log κ log
n

δ
.

Similarly, the number of times we draw J ̸∈ [jmax] is bounded by C ′K log κ log n
δ . This

implies by Lemma 2.4.4 that all calls to Osp used by the algorithm combined satisfy

(
α,
εdp
6
,
δ

18

)
-RDP.

Here, we summed the privacy loss in Lemma 2.4.16 over 0 ≤ J ≤ jmax, which gives

∑
0≤j≤jmax

(
2j · αCprivβ

2 log2(nδ )T 2
3

n2

)
·
(

2−jC ′K log κ log
n

δ

)



97

≤ (jmax + 1) · 16CC ′CprivKβ
2 log3(nδ ) log 1

δ log κ

n2εdp
·
(
κ2d

Kβ2
+
κ4

K2

)
≤ εdp

6
,

for sufficiently large C, where we use log κ, jmax ≤ log n, and K ≥ log 1
δ for our param-

eter settings. Finally, combining these bounds shows that our whole algorithm satisfies

(α,
εdp
2 ,

δ
6)-RDP, and applying Corollary 2.4.3, gives the desired privacy guarantee.

Gradient complexity. We have argued that with probability at least 1 − δ, the num-

ber of times we encounter the J = j case of Lemma 2.4.16 for all 0 ≤ j ≤ jmax is

bounded by 2−jC ′K log κ log n
δ . Under this event, Proposition 2.4.18, Proposition 2.4.14,

and Lemma 2.4.16 imply the total gradient complexity of our algorithm is at most

CbaK log κ ·

18T1 log
1

ζ
+ T2 +

∑
0≤j≤jmax

(
2−jC ′ log

n

δ

) (
2j+1T3

)
≤ 36CbaC

′K log n
(
T1 log n+ T2 + T3 log n log

n

δ

)
,

where we use ζ ≥ n−2, jmax ≤ log n, and κ ≤ n. The conclusion follows from plugging in

our parameter choices from (2.31), (2.32), and (2.33).

Finally, we note that following the strategy of Section 2.4.3, it is straightforward to

extend Theorem 2.4.19 to the strongly convex setting. We state this result as follows.

Corollary 2.4.20 (Private regularized ERM). In the setting of Problem 2.4.1, let εdp ∈
(0, 1), δ ∈ (0, 16), λ ≥ 0, and x′ ∈ B(R). There is an (εdp, δ)-DP algorithm which outputs

x̂ ∈ B(R) such that

E
[
f erm(x̂) +

λ

2

∥∥x− x′∥∥2 − min
x∈B(R)

{
f erm(x) +

λ

2

∥∥x− x′∥∥2}] ≤ O(L2

λ
·
(

1

n
+
d log 1

δ log3(nδ ) log2 n

n2ε2dp

))
.

Moreover, with probability at least 1− δ, the algorithm queries at most

O

(
log6

(n
δ

)(
min

(
n,
n2ε2dp
d

)
+ min

(
(nd)

2
3

εdp
, n

4
3 ε

1
3
dp

)))
gradients.

Proof. We first note that similar to Corollary 2.4.11 (an extension of Proposition 2.4.5), it

is straightforward to extend Theorem 2.4.19 to handle both regularization and an improved
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upper bound on the distance to the optimum, with the same error rate and privacy guaran-

tees otherwise. The handling of the improved upper bound on the distance follows because

the convergence rate of the [ACJ+21] algorithm scales proportionally to the distance to the

optimum, when it is smaller than R. The regularization is handled in the same way as Corol-

lary 2.4.11, where regularization can only improve the contraction in the privacy proof. One

subtle point is that for the regularized problems, we need to obtain starting points for Algo-

rithm 7 when the constraint set is Bx(r), but the regularization in the objective is centered

around a point not in Bx(r) (in our case, the centerpoint will be a weighted combination of

x and x′). However, by initializing Algorithm 7 at the projection of the regularization cen-

terpoint, the initial function error guarantee in Lemma 2.4.12 still holds (see Lemma 2.4.13).

The reduction from the claimed rate in this corollary statement to the regularized exten-

sion of Theorem 2.4.19 then proceeds identically to the proof of Proposition 2.4.14, which

calls Corollary 2.4.11 repeatedly.

2.4.6 Private SCO solver

Finally, we give our main result on private SCO in this section. To obtain it, we will

combine Corollary 2.4.20 with a generic reduction in [FKT20, KLL21], which uses a private

ERM solver as a black box. The reduction is based on the iterative localization technique

proposed by [FKT20] (which is the same strategy used by Section 2.4.3), and derived in

greater generality by [KLL21].

Proposition 2.4.21 (Modification of Theorem 5.1 in [KLL21]). Suppose there is an (εdp, δ)-

DP algorithm Aerm with expected excess loss

O

(
L2

λ
·
(

1

n
+
d log 1

δ log3(nδ ) log2 n

n2ε2dp

))
,

using N(n, εdp, δ) gradient queries, for some function N , when applied to an L-Lipschitz

empirical risk (with n samples, constrained to B(R) ⊂ Rd) plus a λ-strongly convex regu-

larizer. Then there is an (εdp, δ)-DP algorithm Asco using
∑

i∈⌈logn⌉N( n
2i
,
εdp
2i
, δ
2i

) gradient
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queries, with expected excess population loss

O

LR ·
 1√

n
+

√
d log 1

δ log1.5(nδ ) log n

nεdp

 .

Theorem 5.1 in [KLL21] assumes a slightly smaller risk guarantee for Aerm (removing

the extraneous log3(nδ ) log2 n factor), but it is straightforward to see that the proof extends

to handle our larger risk assumption. Combining Proposition 2.4.21 and Corollary 2.4.20

then gives our main result.

Theorem 2.4.22 (Private SCO). In the setting of Problem 2.4.1, let εdp ∈ (0, 1) and

δ ∈ (0, 16). There is an (εdp, δ)-DP algorithm which takes as input D and outputs x̂ ∈ Rd

such that

E
[
FP(x̂)− min

x∈B(R)
FP(x)

]
≤ O

LR ·
 1√

n
+

√
d log 1

δ log1.5(nδ ) log n

nεdp

 .

Moreover, with probability at least 1− δ, the algorithm queries at most

O

(
log6

(n
δ

)(
min

(
n,
n2ε2dp
d

)
+ min

(
(nd)

2
3

εdp
, n

4
3 ε

1
3
dp

)))
gradients.

2.5 Helper facts

Fact 2.5.1. Let p ∈ N. For any integer r such that 0 ≤ r ≤ p− 1,
∑

0≤q≤p(−1)q
(
p
q

)
qr = 0.

Proof. We recognize the formula as a scaling of the Stirling number of the second kind with

r objects and p bins, i.e. the number of ways to put r objects into p bins such that each bin

has at least one object. When r < p there are clearly no such ways.

Fact 2.5.2. Let p ∈ N be even and p ≥ 2. Let ∥x∥ , ∥y∥ ≤ 1
p . Then

∑
0≤q≤p

(−1)q
(
p

q

)
exp

(
1

2

((
(p− q)2 − (p− q)

)
∥x∥2 + (q2 − q) ∥y∥2 + 2q(p− q) ⟨x, y⟩

))
≤ (12p ∥x− y∥)p.
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Proof. Fix some x. Let fx(y) be the left-hand side displayed above, and let

f qx(y) := exp

(
1

2

((
(p− q)2 − (p− q)

)
∥x∥2 + (q2 − q) ∥y∥2 + 2q(p− q) ⟨x, y⟩

))
.

We will perform a pth order Taylor expansion of fx around x, where we show that partial

derivatives of order at most p−1 are all zero at x, and we bound the largest order derivative

tensor.

Derivatives of f qx. Fix some 0 ≤ q ≤ p, and define

Cq := q2 − q, Fq := f qx(y), vq := (q2 − q)y + q(p− q)x. (2.34)

Note that for fixed q, Fq and vq are functions of y, and we defined them such that ∇yvq =

CqId, ∇yFq = vqFq. Next, in the following we use
∑

sym to mean a symmetric sum over all

choices of tensor modes, e.g.
∑

sym v
⊗2
q ⊗ Id means we will choose 2 of the 4 modes where

the action is v⊗2
q . To gain some intuition for the derivatives of Fq, we begin by evaluating

the first few via product rule:

∇f qx(y) = Fqvq,

∇2f qx(y) = Fqv
⊗2
q + CqFqId,

∇3f qx(y) = Fqv
⊗3
q + CqFq

∑
sym

vq ⊗ Id,

∇4f qx(y) = Fqv
⊗4
q + CqFq

∑
sym

v⊗2
q ⊗ Id + 3C2

qFqId ⊗ Id.

For any fixed 0 ≤ r ≤ p, we claim that the rth derivative tensor has the form

∇rf qx(y) = Fq

 ∑
0≤s≤⌊ r

2
⌋

Nr,s(
r
2s

) ((Cq)
s
∑
sym

v⊗(r−2s)
q ⊗ I⊗sd

) , (2.35)

where the Nr,s are nonnegative coefficients which importantly do not depend on q. To see

this we proceed by induction; the base cases are computed above. Every time we take the

derivative of a “monomial” term of the form Fq(Cq)
sv

⊗(r−2s)
q ⊗ I⊗sd via product rule, we
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will have one term in which Fq becomes vqFq (and hence we obtain a FqC
s
qv

⊗(r+1−2s)
q ⊗ I⊗sd

monomial), and r − 2s many terms where a vq becomes CqId (and hence we obtain a

FqC
s+1
q v

⊗(r−1−2s)
q ⊗ I

⊗(s+1)
d monomial). For fixed 0 ≤ s ≤ ⌊ r+1

2 ⌋, we hence again see that

Nr+1,s has no dependence on q.

Next, note
∑

0≤s≤⌊ r
2
⌋Nr,s has a natural interpretation as the total number of “monomial”

terms of the form Fq(Cq)
sv

⊗(r−2s)
q ⊗ I⊗sd when expanding ∇rf qx(y). We claim that for all

0 ≤ q ≤ p and 0 ≤ r ≤ p− 1, ∑
0≤s≤⌊ r+1

2
⌋Nr+1,s∑

0≤s≤⌊ r
2
⌋Nr,s

≤ p. (2.36)

To see this, consider taking an additional derivative of (2.35) with respect to y. Each mono-

mial of the form Fq(Cq)
sv

⊗(r−2s)
q ⊗ I⊗sd contributes at most r− 2s+ 1 ≤ p monomials to the

next derivative tensor via product rule, namely one from Fq and one from each copy of vq.

Averaging this bound over all monomials yields the claim (2.36), since each contributes at

most p.

Taylor expansion at x. Next, we claim that for all 0 ≤ r ≤ p− 1,

∇rfx(x) = 0. (2.37)

To see this, we have that ((p− q)2− (p− q)) + (q2− q) + 2q(p− q) = p2−p is independent of

q, and hence all of the Fq are equal to some value F when y = x. Furthermore, when y = x

we have that vq = q(p − 1)x. Now, from the characterization (2.35) and summing over all

q, any monomial of the form x⊗(r−2s) ⊗ I⊗sd has a total coefficient of

FNr,s

∑
0≤q≤p

(−1)q
(
p

q

)
(Cq)

s(q(p− 1))r−2s = FNr,s(p− 1)r−2s
∑

0≤q≤p
(−1)q

(
p

q

)
Csqq

r−2s.

Since Cq is a quadratic in q, each summand (Cq)
sqr−2s is a polynomial of degree at most

r ≤ p− 1 in q, so applying Fact 2.5.1 to each monomial yields the claim (2.37).

Taylor expansion at y. Finally, we will bound the injective tensor norm of ∇pfx(y),



102

where the injective tensor norm of a degree-p symmetric tensor T is the maximum value

of T[v⊗p] over unit norm v. We proceed by bounding the injective tensor norm of each

monomial and then summing.

First, for any 0 ≤ p ≤ q, under our parameter settings it is straightforward to see

∥vq∥ ≤ p and Fq ≤ 2. Also, for any 0 ≤ s ≤ p
2 we have Csq ≤ p2s, and by repeatedly

applying (2.36), we have
∑

0≤s≤⌊ p
2
⌋Np,s ≤ pp. In other words, each of the monomials of the

form Fq(Cq)
sv

⊗(r−2s)
q ⊗I⊗sd has injective tensor norm at most 2pp (since each Cq contributes

two powers of p, and each vq contributes one power of p), and there are at most pp such

monomials. Hence, by triangle inequality over the sum of all monomials,

∣∣∇pf qx(y)[(y − x)⊗p]
∣∣ ≤ 2p2p ∥y − x∥p .

By summing the above over all q (reweighting by (−1)q
(
p
q

)
), and using that the unsigned

coefficients sum to
∑

0≤q≤p
(
q
p

)
= 2p, we have

∣∣∇pfx(y)[(y − x)⊗p]
∣∣ ≤ 4pp2p ∥x− y∥p .

The conclusion follows by a Taylor expansion from x to y of order p, and using pp ≤ 3pp!.

Proof of Lemma 2.2.4. For the first claim,

∫
(γρ(x− x− ξ))p

(γρ(ξ))p−1
dξ = (2πρ)−

d
2

∫
exp

(
− 1

2ρ2

(
p ∥x− x∥2 − 2p ⟨x− x, ξ⟩+ ∥ξ∥2

))
dξ

= exp

(
p2 − p

2ρ2
∥x− x∥2

)
≤ 2,

where the second equality used the calculation in (2.5), and the inequality used the assumed

bound on ∥x− x∥. We move onto the second claim. First, we prove the statement for all

even p ∈ N. Denote v := x − x and v′ := x′ − x for simplicity. Explicitly expanding the

numerator yields that

(2πρ)
d
2

∫
(γρ(v − ξ)− γρ(v′ − ξ))p

(γρ(ξ))p−1
dξ =

∑
0≤q≤p

(−1)q
(
p

q

)
Sq
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where we define

Sq := (2πρ)
d
2

∫
(γρ(v − ξ))p−q(γr(v′ − ξ))q

(γρ(ξ))p−1
dξ

=

∫
exp

(
− 1

2ρ2

(
(p− q) ∥v∥2 + q

∥∥v′∥∥2 − 2(p− q) ⟨v, ξ⟩ − 2q
〈
v′, ξ

〉
+ ∥ξ∥2

))
dξ

= (2πρ)
d
2 exp

(
1

2ρ2

((
(p− q)2 − (p− q)

)
∥v∥2 + (q2 − q)

∥∥v′∥∥2 + 2q(p− q)
〈
v, v′

〉))
.

In the last line, we again used (2.5) to compute the integral. When p ≥ 2 and is even, a

strengthening of the conclusion then follows from Fact 2.5.2 (where we overload x ← v
ρ ,

y ← v′

ρ in its application). In particular, this shows the desired claim where the base of

the exponent is 12p
ρ ∥x− x′∥ instead of 24p

ρ ∥x− x′∥. We move to general p ≥ 2. Define the

random variable

Z :=

∣∣∣∣γρ(x− x− ξ)− γρ(x′ − x− ξ)γρ(ξ)

∣∣∣∣ .
Recall that we have shown for all even p ≥ 2,

EZp ≤
(

12p ∥x− x′∥
ρ

)p
.

Now, let p ≥ 2 be sandwiched between the even integers q and q + 2. Hölder’s inequality

and the above inequality (for p← q and p← q + 2) demonstrate

EZp ≤ (EZq)
q+2−p

2
(
EZq+2

) p−q
2 ≤

(
12(q + 2) ∥x− x′∥

ρ

)p
,

where we use q(q+ 2− p) + (q+ 2)(p− q) = 2p. The conclusion follows since q+ 2 ≤ 2p.

Fact 2.5.3. Let Z be a nonnegative scalar random variable, let C ≥ 0 be a fixed scalar, and

let p ∈ N and p ≥ 2. Then

(E [(Z + C)p])
1
p ≤ E [Zp]

1
p + C.
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Proof. Denote A := E [Zp]
1
p . Taking pth powers of both sides, we have the conclusion if

(A+ C)p − E [(Z + C)p] ≥ 0 ⇐⇒
∑

q∈[p−1]

(
p

q

)
Cp−q (Aq − E [Zq]) ≥ 0.

Here we use that the q = 0 and q = p terms cancel. We conclude since Jensen’s inequality

yields

E[Zp] ≥ E[Zq]
p
q =⇒ Aq ≥ E[Zq], for all q ∈ [p− 1].

2.6 Discussion of Proposition 2.2.8

In this section, we discuss how to obtain Proposition 2.2.8 from the analysis in [ACJ+21].

We separate the discussion into four parts, corresponding to the iteration count, the line

search oracle parameters, the ball optimization oracle parameters, and the proximal gradient

oracle parameters. We note that Proposition 2 in [ACJ+21] states that they obtain function

error εopt with constant probability; however, examining the proof shows it actually yields

an expected error bound. Additionally, Proposition 2 in [ACJ+21] is stated for x⋆ (the

comparison point in the error guarantee) defined to be the minimizer of F , but examining

the proof shows that the only property about x⋆ it uses is that x⋆ ∈ B(R).

Iteration count. The bound CbaK log κ on the number of iterations follows immediately

from the value Kmax stated in Proposition 2 of [ACJ+21], where we set λmin ← λ⋆ and

ε← εopt.

Line search oracle parameters. The line search oracle is called in the implementation

of Line 2 of Algorithm 4 in [ACJ+21]. Our implementation follows the development of

Appendix D.2.3 in [ACJ+21], which is a restatement of Proposition 2 in [CJJS21]. The

bound Cba log(Rκr ) on the number of calls to the oracle is immediate from the statement of

Proposition 2. For the oracle parameter ∆ = r
Cba

, we note that the proof of Proposition 2

of [CJJS21] only requires that we obtain points at distance O(r) from x⋆x,λ given a choice of

λ, although it is stated as requiring a function error guarantee. This is evident where the
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proof applies Lemma 3 of the same paper.

Ball optimization oracle parameters. The ball optimization oracle is called in the

implementation of Line 5 of Algorithm 4 in [ACJ+21]. In iteration k of the algorithm, the

error requirement is derived through the potential bound in Lemma 5 of [ACJ+21]. More

precisely, Lemma 5 shows that (following their notation), conditioned on all randomness

through iteration k,

E
[
Ak+1 (F (xk+1)− F (x⋆)) + ∥vk+1 − x⋆∥2

]
−
(
Ak (F (xk)− F (x⋆)) + ∥vk − x⋆∥2

)
≤ −1

6
λk+1Ak+1 ∥x̂k+1 − yk∥2 +Ak+1φk+1 + a2k+1σ

2
k+1 + 2Rak+1δk+1,

where the terms a2k+1σ
2
k+1+2Rak+1δk+1 are handled identically in [ACJ+21] and our Propo-

sition 2.2.8 (see the following discussion). For the remaining two terms, Proposition 4 of

[ACJ+21] guarantees that as long as the method does not terminate, one of the following

occurs.

1. ∥x̂k+1 − yk∥2 = Ω(r2).

2. λk+1 = O(λ⋆).

In the first case, as long as φk+1 (the error tolerance to the ball optimization oracle) is set to

be
λk+1r

2

Cba
for a sufficiently large Cba (which it is smaller than by logarithmic factors), up to

constant factors the potential proof is unaffected. The total contributions to the potential

due to all Ak+1φk+1 losses from the iterations of the second case across the entire algorithm

is bounded by

O

(
(K log κ) · R

2

εopt
· λ⋆r

2

log3 κ

)
= O

(
R2
)
.

Here, the first term is the iteration count, the second term is due to an upper bound on

Ak+1, and the third term is bounded since λk+1 = O(λ⋆). The initial potential in the proof

of Proposition 2 of [ACJ+21] is R2, so the final potential is unaffected by more than constant

factors. For a more formal derivation of the same improved error tolerance, we refer the

reader to [CH22], Lemma 8.
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Stochastic proximal oracle parameters. Our stochastic proximal oracle parameters

are exactly the settings of δk, σk required by Proposition 2 of [ACJ+21], except we simplified

the bound on σ2k = O( ε
ak

) (note we use εopt in place of ε). In particular, following notation

of [ACJ+21], we have

ε

ak
=
ε
√
λk√
Ak

= Ω

(
ε ·
√
λ⋆ ·
√
ε

R

)
= Ω

(
ε2K

R2
log κ

)
.

The first equality used λka
2
k = Ak for the parameter choices of Algorithm 4 in [ACJ+21].

The second equality used that all λk = Ω(λ⋆) and all Ak = O(R
2

ε ) in Algorithm 4 in

[ACJ+21], where we chose λ⋆ = εK2

R2 log2 κ. The final equality plugged in this bound on λ⋆

and simplified. Hence, obtaining a variance as declared in Proposition 2.2.8 suffices to meet

the requirement.

2.7 Discussion of Proposition 2.2.9

In this section, we discuss how to obtain Proposition 2.2.9 (which is based on Proposition

1 in [CH22]) from the analysis in [CH22]. The iteration count discussion is the same as

in Appendix 2.6. We separate the discussion into parts corresponding to the two require-

ments in Proposition 2.2.9. Throughout, we will show how to use the analysis in [CH22]

to guarantee that with probability at least 1 − Ω( 1
κ), the algorithm has expected function

error O(εopt); because the maximum error over B(R) is ≤ LR, this corresponds to an overall

error O(εopt), and we may adjust Cba by a constant to compensate.

Per-iteration requirements. The ball optimization error guarantees are as stated in

Proposition 1 of [CH22], except we dropped the function evaluations requirement. To

see that this is obtainable, note that [CH22] obtains their line search oracle (see Propo-

sition 2.2.8) by running O(log(Rκr )) ball optimization oracles to O(λr2) expected error,

querying the function value, and applying Markov’s inequality to argue at least one will

succeed with high probability. We instead apply a Chernoff bound with O(log(Rκr )) inde-

pendent runs to argue that with probabilityO( 1
Kκ·polylog(Kκ)), the preconditions of Aggregate

in Lemma 2.4.17 are met with ∆ = O(r), as required by the line search oracle (see Algo-
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rithm 6). Finally, applying a union bound over all iterations implies that the overall failure

probability due to these line search oracles is O( 1
κ) as required by our earlier argument.

Additional requirements. The error requirements of the queries which occur every

≈ 2−j iterations are as stated in [CH22]. The only difference is that we state the complexity

deterministically (Proposition 1 of [CH22] implicitly states an expected gradient bound).

The stochastic proximal oracle is implemented as Algorithm 2, [CH22]; it is also adapted

with slightly different parameters as Algorithm 11 of this paper. The expected complexity

bound is derived by summing over all j ∈ [⌈log2K + Cba⌉], the probability j is sampled in

each iteration of Algorithm 2 of [CH22]. For all j a Chernoff bound shows that the number

of times in the entire algorithm j is sampled is O(2−jK log(Rκr )) (within a constant of its

expectation), with probability 1−Ω(poly( r
Rκ)). Taking a union bound over all j shows the

failure probability of our complexity bound is O( 1
κ) as required.

2.8 Discussion of Proposition 2.3.5

In this section, we discuss how to obtain Proposition 2.3.5 using results in [GL12]. We first

state the following helper fact on the smoothness of a convolved function f̂ρ (see Defini-

tion 2.2.1).

Fact 2.8.1 (Lemma 8, [BJL+19]). If f : Rd → R is L-Lipschitz, f̂ρ (see Definition 2.2.1)

is L
ρ -smooth.

The statement of Proposition 2.3.5 then follows from recursively applying Proposition

9 of [GL12] on the objective Ψ = f̂ρ + λ
2 ∥· − x∥

2, which is λ-strongly convex and (Lρ + λ)-

smooth, together with the divergence choice of V (x0, x
∗) := 1

2∥x0 − x∗∥2, which satisfies

ν = 1. Our parameter choices in Algorithm 17 are the same as in [GL12], where we use

that our variance bound is 3L2 (Lemma 2.2.3).

In particular, denote the iterate xagT after the kth outer loop by xk. We will inductively

assume that E 1
2∥xk−1 − x⋆x,λ∥2 ≤ r2

2k−1 (clearly the base case holds). This then implies

E
[
λ

2
∥xk − x⋆x,λ∥2

]
≤ E

[
Ψ(xk)−Ψ(x⋆x,λ)

]
≤

2(Lρ + λ)∥xk−1 − x⋆x,λ∥2
T (T + 1)

+
24L2

λNk(T + 1)
≤ λ

2k
r2
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where the second inequality is Proposition 9 in [GL12] (cf. equation (4.21) therein), and the

last is by our choice of T and Nk. Thus, when K > log2(
λr2

φ ) we have EΨ(xagT )−Ψ(x⋆x,λ) ≤ φ
as in the last outer loop k = K. The computational depth follows immediately from

computing TK, and the total oracle queries and computational complexity follow since NK

asymptotically dominates:

T ·

∑
k∈[K]

Nk

 = O (TNK + TK) = O

(√
1 +

L

ρλ
log

(
λr2

φ

)
+
L2

λφ

)
.
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Chapter 3

PRIVATE CONVEX OPTIMIZATION VIA EXPONENTIAL
MECHANISM

3.1 Introduction

Differential Privacy (DP), introduced in [DMNS06, DKM+06], is increasingly becoming the

universally accepted standard in privacy protection. We see an increasing array of adoptions

in industry [App17, EPK14, BEM+17, DKY17] and more recently the US census bureau

[Abo16, KCK+18]. Differential privacy allows us to quantify the privacy loss of an algorithm

and is defined as follows.

Definition 3.1.1 ((ε, δ)-DP). A randomized mechanismM is (ε, δ)-differentially private if

for any neighboring databases D,D′ and any subset S of outputs, one has

Pr[M(D) ∈ S] ≤ eε Pr[M(D′) ∈ S] + δ.

In this paper, we say D and D′ are neighboring databases if they agree on all the user inputs

except for a single user’s input.

Privacy concerns are particularly acute in machine learning and optimization using pri-

vate user data. Suppose we want to minimize some loss function F (x;D) : K → R for some

domain K where D is some database. We want to output a solution xpriv using differentially

private mechanism M such that we minimize the excess empirical risk

E
M

[F (xpriv;D)]− F (x∗;D), (3.1)

where x∗ ∈ K is the true minimizer of F (x;D).

Exponential Mechanism One of the first mechanisms invented in differential privacy,

the exponential mechanism, was proposed by [MT07] precisely to solve this. It involves
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sampling xpriv from the density

πD(x) ∝ exp (−kF (x;D)) . (3.2)

Here k controls the privacy-vs-utility tradeoff, large k ensures that we get a good solution

but less privacy and small k ensures that we get good privacy but we lose utility. Suppose

∆F = supD∼D′ supx |F (x;D) − F (x;D′)| is the sensitivity of F , where the supremum is

over all neighboring databases D,D′. Then choosing k = ε
2∆F

, the exponential mechanism

satisfies (ε, 0)-DP.

Exponential mechanism is widely used both in theory and in practice, such as in mecha-

nism design [HK12], convex optimization [BST14, MV21], statistics [WZ10, WM10, AKRS19],

machine learning and AI [ZP19]. Even for infinite and continuous domains, exponential

mechanism can be implemented efficiently for many problems [HT10, CSS13, KT13, BV19,

CKS20]. There are also several variants and generalizations of the exponential mechanism

which can improve its utility based on different assumptions [TS13, BNS13, RS16, LT19].

See [LT19] for a survey of these results.

DP Empirical Risk Minimization (DP-ERM) In many applications, the loss function

is given by the average of the loss of each user:

F (x;D) :=
1

n

n∑
i=1

f(x; si). (3.3)

where D = {s1, s2, · · · , sn} is the collection of users si and f(x; si) is the loss function of

user si.

Throughout this paper, we assume f(x; s) is convex and f(x; s)− f(x; s′) is G-Lipschitz

for all s, s′, and K ⊂ Rd is convex with diameter D.1 We call the problem of minimiz-

ing the excess empirical risk in (3.3) as DP Empirical Risk Minimization (DP-ERM).

This setting is well studied by the DP community with many exciting results [CM08,

RBHT12, CMS11, JT14, BST14, KJ16, FTS17, ZZMW17, Wan18, INS+19, BFTGT19,

1Some of our results can handle the unconstrained domain, such as K = Rd.
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FKT20, KLL21, BGN21, LL21, AFKT21, SSTT21, MBST21, GTU22].2

In particular, [BST14] shows that exponential mechanism in (3.2) achieves the optimal

excess empirical risk of O
(
GDd
nε

)
under (ε, 0)-DP. On the other hand, [BST14, BFTGT19,

BFGT20] show that noisy gradient descent on F (x;D) achieves an excess empirical risk of

O

(
GD

√
d log(1/δ)

nε

)
(3.4)

under (ε, δ)-DP, which is also shown to be optimal [BST14]. This is a significant
√
d im-

provement over the exponential mechanism.

Exponential mechanism is a universally powerful tool in differential privacy. However,

nearly all of the previous works on DP-ERM rely on noisy gradient descent or its variants to

achieve the significant
√
d improvement over exponential mechanism under (ε, δ)-DP. One

natural question is whether noisy gradient descent has some extra ability that exponential

mechanism lacks or we didn’t use exponential mechanism optimally in this setting. This

brings us to the first question.

Question 3.1.2. Can we obtain the optimal empirical risk in (3.1) under (ε, δ)-DP using

exponential mechanism?

DP Stochastic Convex Optimization (DP-SCO) Beyond the privacy guarantee and

the empirical risk guarantee, another important guarantee is the generalization guarantee.

Formally, we assume the users are sampled from an unknown distribution P over convex

functions. We define the loss function as

F̂ (x) = E
s∼P

[f(x; s)]. (3.5)

2Most of the literature uses a stronger assumption that f(x; s) is G-Lipschitz, while some of our results
only need to assume the difference f(x; s)− f(x; s′) is G-Lipschitz.
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We want to design a DP mechanismM which outputs xpriv given users D = {s1, s2, . . . , sn}
independently sampled from P and minimize the excess population loss

E
M,D∼P

[F̂ (xpriv)]− F̂ (x∗) (3.6)

where x∗ is the minimizer of F̂ (x). We call the problem of minimizing the excess population

loss in (3.6) as DP Stochastic Convex Optimization (DP-SCO). By a suitable modification

of noisy stochastic gradient descent, [BFTGT19, FKT20] show that one can achieve the

optimal population loss of

O

(
GD

(
1√
n

+

√
d log(1/δ)

εn

))
. (3.7)

[BFTGT19] bounds the generalization error by showing that running SGD on smooth func-

tions is stable and [FKT20] proposes an iterative localization technique. Note that only the

algorithm for smooth functions in [BFTGT19] can achieve both optimal empirical risk and

optimal population loss at the same time, with the price of taking more gradient queries

and loss of efficiency. It is unclear to us how one can obtain both using current techniques

for non-smooth functions. This brings us to the second question.

Question 3.1.3. Can we achieve both the optimal empirical risk and the optimal population

loss for non-smooth functions with the same algorithm?

Sampling Without extra smoothness assumptions on f , currently, there is no optimally

efficient algorithm for both problems. For example, with oracle access to gradients of f , the

previous best algorithms for DP-SCO use:

• Õ(nd) queries to ∇f(x; s) (by combining [FKT20], Moreau-Yosida regularization and

cutting plane methods),

• Õ(min(n3/2, n2/
√
d)) queries to ∇f(x; s) [AFKT21],

• Õ(min(n5/4d1/8, n3/2/d1/8)) queries to ∇f(x; s) [KLL21].
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Combining these results, this gives an algorithm for DP-SCO that uses

Õ(min(nd, n5/4d1/8, n3/2/d1/8, n2/
√
d))

many queries to ∇f(x; s). Although the information lower bound for non-smooth functions

with the gradient queries is open, it is unlikely that the answer involves four different cases.

In this paper, we focus on the function value query (zeroth order query) on f(x; s). This

query is weaker than gradient query as it obtains d times less information. They are used

in many practical applications such as clinical trials and ads placement when the gradient

is not available and is also useful in bandit problems. This brings us to the third question.

Question 3.1.4. Can we obtain an algorithm with optimal query complexity for DP-SCO

for zeroth order query model?

3.1.1 Our Contributions

In this paper, we give a positive answer to all these questions using the Regularized Expo-

nential Mechanism. If we add an ℓ22 regularizer to F and sample xpriv from the density

exp
(
−k
(
F (x;D) + µ ∥x∥22 /2

))
, (3.8)

then, for a suitable choice of µ and k, we recover the optimal excess risk in (3.4) for DP-ERM

and optimal population loss in (3.7) for DP-SCO. Finally, we give an algorithm to sample

xpriv from the density (3.8) with nearly optimal number of queries to f(x; s) (See Figure

3.1). To the best of our knowledge, our algorithm is the first whose query complexity has

polylogarithmic dependence in both dimension and accuracy (in TV distance).

Formally, our result is follows:

Theorem 3.1.5 (DP-ERM, Informal). Let K be a convex set with diameter D and {f(·; s)}
be a family of convex functions on K where f(·; s)−f(·; s′) is G-Lipschitz for all s, s′. Given a
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database D = {s1, s2, · · · , sn}, for any ε, δ ∈ (0, 1
10), 3 the regularized exponential mechanism

x(priv) ∝ exp

(
−k ·

(
1

n

n∑
i=1

f(x; si) +
µ

2
∥x∥22

))

is (ε, δ)-DP with expected excess empirical loss

2GD
√
d log(1/δ)

εn

for some appropriate choices of k and µ. Furthermore, if f(·; s) is G-Lipschitz for all s, we

can sample x(priv) using O( ε2n2

log(1/δ) log2(ndδ )) queries in expectation to the values of f(x; s).

Theorem 3.1.6 (DP-SCO, Informal). Let K be a convex set with diameter D and {f(·; s)}
be a family of convex functions on K where f(·; s) − f(·; s′) is G-Lipschitz for all s, s′.

Given a database D = {s1, s2, · · · , sn} of samples from some unknown distribution P. For

any ε, δ ∈ (0, 1
10),4 the regularized exponential mechanism

x(priv) ∝ exp

(
−k ·

(
1

n

n∑
i=1

f(x; si) +
µ

2
∥x∥22

))

is (ε, δ)-DP with expected excess population loss

2GD√
n

+
2GD

√
d log(1/δ)

εn

for some appropriate choice of k and µ. Furthermore, if f(·; s) is G-Lipschitz for all s, we

can sample x(priv) using O(min{ ε2n2

log(1/δ) , nd} log2(ndδ )) queries in expectation to the values

of f(x; s) and the expected number of queries is optimal up to logarithmic terms.

For DP-SCO, we provide a nearly matching information-theoretic lower bound on the

number of value queries (Section 3.7), proving the optimality of our sampling algorithm.

Moreover, when f is already strongly convex, our proof shows the exponential mechanism

3See Theorem 3.6.2 for general conclusions for all ε > 0

4See Theorem 3.6.9 for general conclusions for all ε > 0.
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(without adding a regularizer) itself simultaneously achieves both the optimal excess em-

pirical risk and optimal population loss.

In a concurrent and independent work, [GTU22] study the DP properties of Langevin

Diffusion, and provide optimal/best known private empirical risk and population loss under

both pure-DP (δ = 0) and approximate-DP (δ > 0) constraints. Utility/privacy trade-off of

non-convex functions is also discussed.

3.2 Techniques

The main contribution of this paper is the discovery that adding regularization terms in

exponential mechanism leads to optimal algorithms for DP-ERM and DP-SCO. For this, we

develop some important tools that could be of independent interest. We now briefly discuss

each of the main tools.

3.2.1 Gaussian Differential Privacy (GDP) of Regularized Exponential Mechanism

To analyze the privacy of the regularized exponential mechanism, we need to bound the pri-

vacy curve between a strongly log-concave distribution and its Lipschitz perturbation in the

exponent. [MASN16] gave a nearly tight (up to constants) privacy guarantee of exponen-

tial mechanism if the distribution exp(−kF (x;D)) satisfies Logarithmic Sobolev inequality

(LSI). Since strongly log-concave distributions satisfy LSI, their result immediately gives

the (ε, δ)-DP guarantee of our algorithm. However, this gives a sub-optimal privacy bound

because it does not fully take advantage of the strongly log-concave property.

Instead, we show directly that the privacy curve between a strongly log-concave dis-

tribution and its Lipschitz perturbation in the exponent is upper bounded by the privacy

curve of an appropriate Gaussian mechanism. This new proof uses the notion of tradeoff

function introduced in [DRS19] and the isoperimetric inequality for strongly log-concave

distribution.

Theorem 3.2.1. Given convex set K ⊆ Rd and µ-strongly convex functions F, F̃ over K.
Let P,Q be distributions over K such that P (x) ∝ e−F (x) and Q(x) ∝ e−F̃ (x). If F̃ − F is
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G-Lipschitz over K, then for all ε > 0,

δ(P ∥ Q)(ε) ≤ δ
(
N (0, 1)

∥∥∥∥ N ( G√
µ
, 1

))
(ε).

This proves that the privacy curve for distinguishing between P,Q is upper bounded the

privacy curve of a Gaussian mechanism with sensitivity G/
√
µ and noise scale 1.

Tightness: Note that Theorem 3.2.1 is completely tight because it contains the privacy

of Gaussian mechanism as a special case. If F (x) = ∥x∥22 /2 and F̃ (x) = ∥x− a∥22 /2 for

some a ∈ Rd, then F̃ (x)−F (x) = −⟨x, a⟩+ ∥a∥22 /2 is G-Lipschitz with G = ∥a∥2 and F, F̃

are 1-strongly convex. And P = N (0, Id) and Q = N (a, Id). Therefore:

δ(P ∥ Q) = δ(N (0, Id) ∥ N (a, Id)) = δ(N (0, 1) ∥ N (∥a∥2 , 1))

which is precisely the upper bound guaranteed by the theorem.

3.2.2 Generalization Error of Sampling

Many important and fundamental problems in machine learning, optimization and oper-

ations research are special cases of SCO, and ERM is a classic and widely-used approach

to solve it, though their relationships are not well-understood. If one can solve the ERM

problem optimally and get the exact optimal solution x∗ to minimizing F (·;D) (see Equa-

tion 3.3), then [SSSSS09] showed x∗ will also be a good solution to the SCO for strongly

convex functions. But in most situations, solving ERM optimally costs too much or even

impossible. Can we find a approximately good solution to ERM and hope that it is also

a good solution for SCO? [Fel16] provides a negative answer and shows there is no good

uniform convergence between F (·;D) and F̂ , that is there always exists x ∈ K such that

|F (x;D) − F̂ (x)| is large. This fact forces us to find approximate solution to ERM with

very high accuracy, which makes the algorithms inefficient.

Prior works proposed a few interesting ways to overcome this difficulty, such as the

uniform stability in [HRS16] and the iterative localization technique in [AFKT21]. Roughly

speaking, uniform stability means that if running algorithms on neighboring datasets lead to



117

similar output distributions, then the generalization error of the ERM algorithm is bounded.

Thus a good solution to ERM obtained by a stable algorithm is also a good solution for

SCO. [BFTGT19] makes use of the stability of running SGD on smooth functions to get a

tight bound on the population loss for DP-SCO.

Recall F (x;D) and F̂ (x) are defined in Equation (3.3) and (3.5) respectively. Our result

enriches the toolbox of bounding the generalization error and provides new insights for this

problem.

Theorem 3.2.2. Suppose {fi} is a family of µ-strongly convex functions over K and fi−fi′
is G-Lipschitz for any two functions fi, fi′ in the family. For any k > 0 and suppose the

n samples in data set D are drawn i.i.d from the underlying distribution, then by sampling

x(sol) from density ∝ e−kF (x(sol);D), the population loss satisfies

E[F̂ (x(sol))]−min
x∈K

F̂ (x) ≤ G2

µn
+
d

k
.

Considering two neighboring datasets D and D′, our result is based on bounding the

Wasserstein distance between the distributions proportional to e−kF (x;D) and e−kF (x;D′),

which means the sampling scheme is stable and leads to the G2

µn term in generalization error.

The other term d
k is excess empirical loss of the sampling mechanism. One advantage of

our result is that it works for both smooth and non-smooth functions. Moreover, we may

choose the value k carefully and get a solution with both optimal empirical loss and optimal

population loss.

3.2.3 Non-smooth Sampling and DP Convex Optimization

Implementing the exponential mechanism involves sampling from a log-concave distribution.

When the negative log-density function F is smooth, i.e. the gradient of F is Lipschitz, there

are many efficient algorithms for this sampling tasks such as [Dal17b, LSV18, MMW+21,

CV19, DMM19, SL19, CDWY20, LST20]. For example, if F = 1
n

∑n
i=1 fi and each fi

is 1-strongly convex with κ-Lipschitz gradient,5 we can sample x ∼ exp(−F (x)) in Õ(n +

5For convenience, we used fi to denote the function f(·; si) in this and Section 3.5.
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κmax(d,
√
nd) log(1/δ)) iterations with δ error in total variation distance and each iteration

involves computing one ∇fi(x) [LST21b]. Note that this is nearly linear time when n≫ κ2d

and the δ error in total variation distance can be translated to an extra δ error in the (ε, δ)-

DP guarantee.

Complexity Oracle Guarantee

[BST14] dO(1) F (x) D∞ ≤ ε
[CDJB20] GO(1)d5/2/ε4 ∇F (x) W2 ≤ δ

[JLLV21] + [Che21a] d3 F (x) TV ≤ δ
[GT20] α2G4d

ε2
∇F (x) Dα ≤ ε

[LC22] G2

δ ∇F (x) TV ≤ δ
This G2 fi(x) TV ≤ δ

Figure 3.1: The complexity of sampling from exp(−F (x)) where F = 1
n

∑
i fi is 1-strongly

convex and fi are G-Lipschitz and convex. For applications in differential privacy, ε is a
constant and δ = n−Θ(1). Polylogarithmic terms are omitted. Only the last result uses the
summation structure and queries only one fi each step.

Unfortunately, when the functions fi are only Lipschitz but not smooth, this problem

is more difficult. In Table 3.1, we summarize some existing results on this topic. They use

different guarantees such as Renyi divergence Dα of order α, Wasserstein distance W2 and

total variation distance TV (defined in subsection 3.3.3). For applications in differential

privacy, we need either polynomially small W2 or TV distance, or ε small Dα distance.

All previous results for non-smooth function use oracle access to F or ∇F (instead of

fi) and have iterative complexity at least d iterations for W2 or TV distance smaller than

1/d. Because of this, our algorithm is significantly faster than the previous algorithms and

can handle the case when F is expectation of (infinitely many) fi directly. For example, to

get the optimal private empirical loss with typical settings where ε = Θ(1) and δ = 1/nΘ(1),

the previous best samplers use Õ(n4d) many queries to ∇fi(x) by [GT20] or Õ(nd3) many

queries to fi(x) by combining [JLLV21] and [Che21a]. In comparison, our algorithm only

takes Õ(n2) many fi(x).

Our result is based on the alternating sampler proposed in [LST21b] and a new rejection

sampling scheme.
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Theorem 3.2.3. Given a µ-strongly convex function ψ(x) defined on a convex set K ⊆ Rd

and +∞ outside. Given a family of G-Lipschitz convex functions {fi(x)}i∈I defined on K
and an initial point x0 ∈ K. Define the function F̂ (x) = Ei∈I fi(x) + ψ(x) and the distance

D = ∥x0 − x∗∥2 for some x∗ = arg minx∈K F̂ (x). For any δ ∈ (0, 1/2), we can generate

a random point x that has δ total variation distance to the distribution proportional to

exp(−F̂ (x)) in

T := Θ

(
G2

µ
log2

(
G2(d/µ+D2)

δ

))
steps.

Furthermore, each steps accesses only O(1) many fi(x) and samples from exp(−ψ(x) −
1
2η∥x− y∥22) for O(1) many y in expectation with η = Θ(G−2/ log(T/δ)).

3.3 Preliminaries

3.3.1 Differential Privacy

A DP algorithm M usually satisfies a collection of (ε, δ)-DP guarantees for each ε, i.e.,

for each ε there exists some smallest δ for which M is (ε, δ)-DP. By collecting all of them

together, we can form the privacy curve or privacy profile which fully characterizes the

privacy of a DP algorithm.

Definition 3.3.1 (Privacy Curve). Given two random variables X,Y supported on some

set Ω, define the privacy curve δ(X∥Y ) : R≥0 → [0, 1] as:

δ(X∥Y )(ε) = sup
S⊂Ω

Pr[Y ∈ S]− eε Pr[X ∈ S].

One can explicitly calculate the privacy curve of a Gaussian mechanism as

δ(N (0, 1) ∥ N (s, 1))(ε) = Φ
(
−ε
s

+
s

2

)
− eεΦ

(
−ε
s
− s

2

)
(3.9)

where Φ(·) is the Gaussian cumulative distribution function (CDF) [BW18].

We say a differentially private mechanism M has privacy curve δ : R≥0 → [0, 1] if for

every ε ≥ 0, M is (ε, δ(ε))-differentially private, i.e., δ(M(D)∥M(D′))(ε) ≤ δ(ε) for all

neighbouring databases D,D′. We will also need the notion of tradeoff function introduced
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in [DRS19] which is an equivalent way to describe the privacy curve δ(P∥Q).

Definition 3.3.2 (Tradeoff function). Given two (continuous) distributions P,Q, we define

the trade-off function6 T (P∥Q) : [0, 1]→ [0, 1] as

T (P∥Q)(z) = inf
S:P (S)=1−z

Q(S).

It is easy to compute explicitly the tradeoff function for Gaussian mechanism [DRS19],

T (N (0, 1)∥N (s, 1))(z) = Φ(Φ−1(1− z)− s). (3.10)

Note that perfect privacy is equivalent to the tradeoff function Id(z) = 1−z and the closer a

tradeoff function is to Id, better the privacy. The tradeoff function T (P∥Q) and the privacy

curve δ(P∥Q) are related via convex duality. Therefore to compare privacy curves, it is

enough to compare tradeoff curves.

Proposition 3.3.3 ([DRS19]). δ(P∥Q) ≤ δ(P ′∥Q′) iff T (P∥Q) ≥ T (P ′∥Q′)

3.3.2 Optimization

Here we collect some properties of functions which are useful for optimization and sampling.

Definition 3.3.4 (L-Lipschitz Continuity). A function f : K → R is L-Lipschitz continuous

over the domain K ⊂ Rd if the following holds for all ω, ω′ ∈ K : |f(ω)−f(ω′)| ≤ L∥ω−ω′∥2.

Definition 3.3.5 (µ-Strongly convex). A differentiable function f : K → R is called strongly

convex with parameter µ > 0 if K ⊂ Rd is convex and the following inequality holds for all

points ω, ω′ ∈ K,

f(ω′) ≥ f(ω) +
〈
∇f(ω), ω′ − ω

〉
+
µ

2
∥ω′ − ω∥22.

Definition 3.3.6 (Log-concave measure and density). A density function f : K → R≥0

is log-concave if
∫
K f(x)dx = 1 and f(x) = exp(−F (x)) for some convex function F . We

6Tradeoff curves in [DRS19] are defined using type I and type II errors. The definition given here is
equivalent to their definition for continuous distributions.
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call f is µ-strongly log-concave if F is µ-strongly convex. Similarly, we call π a log-concave

measure if its density function is log-concave, and we call π is a µ-strongly log-concave

measure if its density function is µ-strongly log-concave.

3.3.3 Distribution Distance and Divergence

We present some distribution distances or divergences mentioned or used in this work.

Definition 3.3.7. [Rén61, Rényi Divergence] Suppose 1 < α < ∞ and π, ν are measures

with π ≪ ν. The Rényi divergence of order α between π and ν is defined as

Dα(π∥ν) =
1

α
log

∫ (
π(x)

ν(x)

)α
ν(x)dx.

We follow the convention that 0
0 = 0. Rényi Divergence of orders α = 1,∞ are defined

by continuity. For α = 1, the limit in Rényi Divergence equals to the Kullback-Leibler

divergence of π from ν, which is defined as following:

Definition 3.3.8 (Kullback–Leibler divergence). The Kullback–Leibler divergence between

probability measures π and ν is defined by

DKL(π∥ν) =

∫
log
(π
ν

)
dπ.

Definition 3.3.9 (Wasserstein distance). Let π, ν be two probability distributions on Rd.

The second Wasserstein distance W2 between π and ν is defined by

W2(π, ν) =
(

inf
γ∈Γ(π,ν)

∫
Rd×Rd

∥x− y∥22dγ(x, y)
)1/2

,

where Γ(π, ν) is the set of all couplings of π and ν.

Definition 3.3.10 (Total variation distance). The total variation distance between two

probability measures π and ν on a sigma-algebra F of subsets of the sample space Ω is

defined via

TV(π, ν) = sup
S∈F
|π(S)− ν(S)|.
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3.3.4 Isoperimetric Inequality for Strongly Log-concave Distributions

The cumulative distribution function (CDF) of one-dimensional standard Gaussian distri-

bution will be denoted by Φ(x) = Pry∼N (0,1)[y ≤ x]. The following Lemma relates the

expanding property of log-concave measures with Φ.

Proposition 3.3.11 (Theorem 1.1. in [Led99]). Let π be a µ-strongly log-concave measure

supported on a convex set K ⊆ Rd. Let A ⊂ K by any subset such that π(A) = z. For

any point x ∈ Rd, define d(x,A) = infy∈A ∥x − y∥2. Let Ar = {x : d(x,A) ≤ r}. Then if

Ar ⊆ K, for every r ≥ 0,

π(Ar) ≥ Φ(Φ−1(z) + r
√
µ).

The property above implies the concentration of Lipschitz functions over log-concave

measures.

Corollary 3.3.12. Let π be a µ-strongly log-concave measure supported on a convex set

K ⊆ Rd. Suppose α : K → R is G-Lipschitz. For z ∈ [0, 1], define m(z) ∈ R such that

Prx∼π[α(x) ≤ m(z)] = z. Then for every r ≥ 0,

Pr
x∼π

[α(x) ≥ m(z) + r] ≤ Φ

(
Φ−1(1− z)− r

√
µ

G

)
,

Pr
x∼π

[α(x) ≤ m(z)− r] ≤ Φ

(
Φ−1(z)− r

√
µ

G

)
.

Proof. Fix some z ∈ [0, 1]. Let A = {x ∈ K : α(x) ≤ m(z)}, so π(A) = z. Let Ar = {x :

d(x,A) ≤ r}. Since α is G-Lipschitz, α(x) ≥ m(z)+r implies that d(x,A) ≥ r/G. Therefore

{x : α(x) ≥ m(z) + r} ⊂ {x : d(x,A) ≥ r/G} = Ar/G and so

Pr
x∼π

[α(x) ≥ m(z) + r] ≤ π(Ar/G)

= 1− π(Ar/G)

≤ 1− Φ

(
Φ−1(z) +

r
√
µ

G

)
= Φ

(
−Φ−1(z)− r

√
µ

G

)
.
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We obtain the other inequality by applying the above inequality to −α(x).

3.4 GDP of Regularized Exponential Mechanism

In this section, we prove our DP result (Theorem 3.2.1). The proof uses the isoperimetric

inequality for strongly log-concave measures [Led99]. Intuitively, the privacy loss random

variable will be G-Lipschitz under the hypothesis and isoperimetric inequality implies that

any Lipschitz function will be as concentrated as a Gaussian with appropriate standard devi-

ation. This allows us compare the privacy curve δ(P ∥ Q) to that of a Gaussian mechanism.

In our proof, it is actually more convenient to compare tradeoff curves (T (P ∥ Q)) which

are equivalent to privacy curves via convex duality (Proposition 3.3.3 and Theorem 3.2.1).

Theorem 3.4.1. Given convex set K ⊆ Rd and µ-strongly convex functions F, F̃ over K.
Let P,Q be distributions over K such that P (x) ∝ e−F (x) and Q(x) ∝ e−F̃ (x). If F̃ − F is

G-Lipschitz over K, then for all z ∈ [0, 1],

T (P ∥ Q)(z) ≥ T
(
N (0, 1)

∥∥∥∥ N ( G√
µ
, 1

))
(z).

Proof. Let γ = G/
√
µ. Let α(x) = F̃ (x)− F (x) so that Q(x) ∝ e−α(x)P (x). Recall that we

have T (P∥Q)(z) = infS:P (S)=1−z Q(S). Note that the infimum is achieved when we choose

S = {x ∈ K : α(x) ≥ m(z)} for some m(z) chosen such that P (S) = Prx∼P [α(x) ≥ m(z)] =

1− z (Neyman-Pearson lemma). Therefore:

T (P∥Q)(z) =

∫
x∈S

Q(x)dx

=

∫
x∈S e

−α(x)P (x)dx∫
x∈K e

−α(x)P (x)dx

=

(
1 +

EP [e−α1S ]

EP [e−α1S ]

)−1

We will now lower bound EP [e−α1S ]. Let the random variable Y = α(x) where x ∼ P. Let

fY (·) be the PDF of Y .

E
P

[e−α(x)1S ] =

∫
x:α(x)≥m(z)

e−α(x)P (x)dx = E[e−Y 1(Y ≥ m(z))] =

∫ ∞

m(z)
e−tfY (t)dt
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=

∫ ∞

t=0
e−t−m(z)

(
−d Prx∼P [α(x) ≥ t+m(z)]

dt

)
dt

= e−m(z)

(
−e−t Pr

x∼P
[α(x) ≥ t+m(z)]

∣∣∣∣∞
0

−
∫ ∞

t=0
e−t Pr

x∼P
[α(x) ≥ t+m(z)] dt

)
= (1− z)e−m(z) − e−m(z)

∫ ∞

t=0
e−t Pr

x∼P
[α(x) ≥ t+m(z)] dt

≥ (1− z)e−m(z) − e−m(z)

∫ ∞

t=0
e−tΦ(Φ−1(1− z)− t/γ)dt (Corollary 3.3.12)

= (1− z)e−m(z) − e−m(z)

(
(1− z)− exp

(
γ2

2
− Φ−1(1− z)γ

)
Φ(Φ−1(1− z)− γ)

)
(Claim 3.4.2)

= exp

(
γ2

2
+ Φ−1(z)γ −m(z)

)
Φ(−Φ−1(z)− γ)

We will now upper bound EP [e−α1S ] in a similar way.

E
P

[e−α(x)1S ] =

∫
x:α(x)≤m(z)

e−α(x)P (x)dx

=

∫ ∞

t=0
e−m(z)+t

(
−dPrx∼P [α(x) ≤ m(z)− t]

dt

)
dt

= e−m(z)

(
−et Pr

x∼P
[α(x) ≤ m(z)− t]

∣∣∣∣∞
0

+

∫ ∞

t=0
et Pr
x∼P

[α(x) ≤ m(z)− t] dt

)
= ze−m(z) + e−m(z)

∫ ∞

t=0
et Pr
x∼P

[α(x) ≤ m(z)− t] dt

≤ ze−m(z) + e−m(z)

∫ ∞

t=0
etΦ(Φ−1(z)− t/γ)dt (Corollary 3.3.12)

= ze−m(z) + e−m(z)

(
−z + exp

(
γ2

2
+ Φ−1(z)γ

)
Φ(Φ−1(z) + γ)

)
(Claim 3.4.2)

= exp

(
γ2

2
+ Φ−1(z)γ −m(z)

)
Φ(Φ−1(z) + γ)

Combining the two bounds, we get:

T (P∥Q)(z) =

(
1 +

EP [e−α1S ]

EP [e−α1S ]

)−1

≥
(

1 +
Φ(Φ−1(z) + γ)

Φ(−Φ−1(z)− γ)

)−1
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= Φ(−Φ−1(z)− γ) (Using Φ(x) + Φ(−x) = 1)

= T (N(0, 1) ∥ N(γ, 1)). (Eqn (3.10))

We finish by calculating the integrals that showed up in the proof.

Claim 3.4.2. ∫ ∞

0
e−tΦ

(
a− t

γ

)
dt = Φ(a)− e γ2

2
−aγΦ(a− γ)

∫ ∞

0
etΦ

(
a− t

γ

)
dt = −Φ(a) + e

γ2

2
+aγΦ(a+ γ)

Proof.

∫ ∞

0
e−tΦ(a− t/γ)dt = −e−tΦ(a− t/γ)

∣∣∞
0
−
∫ ∞

0
e−t

e−(a−t/γ)2/2

γ
√

2π
dt

= Φ(a)−
∫ ∞

0
eγ

2/2−aγ e
−(t−(γa−γ2))2/2

γ
√

2π
dt

= Φ(a)− eγ2/2−aγΦ(a− γ).

∫ ∞

0
etΦ(a− t/γ)dt = etΦ(a− t/γ)

∣∣∞
0

+

∫ ∞

0
et
e−(a−t/γ)2/2

γ
√

2π
dt

= −Φ(a) +

∫ ∞

0
eγ

2/2+aγ e
−(t−(aγ+γ2))2/2γ2

γ
√

2π
dt

= −Φ(a) + eγ
2/2+aγΦ(a+ γ).

As a corollary to Theorem 3.4.1, we can bound any divergence measure that decreases

under post-processing such as Renyi divergence or KL divergence. In particular, this also

implies Renyi Differential Privacy [Mir17] of our algorithm.

Corollary 3.4.3. Suppose F, F̃ are two µ-strongly convex functions over K ⊆ Rd, and

F − F̃ is G-Lipschitz over K. For any k > 0, if we let P ∝ e−kF and Q ∝ e−kF̃ be two
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probability distributions on K, then we have

D(P∥Q) ≤ D

(
N (0, 1)∥N

(
G
√
k√
µ
, 1

))

for any divergence measure D which decreases under post-processing. In particular,

Dα(P∥Q) ≤ αkG2

2µ
and DKL(P∥Q) ≤ kG2

2µ
.

Proof. By Theorem 2.10 in [DRS19], if T (P∥Q) ≥ T (X∥Y ), then there exists a randomized

algorithm M such that M(X) = P and M(Y ) = Q. Therefore for any divergence measure

which decreases under post-processing we have,

D(P∥Q) = D(M(X)∥M(Y )) ≤ D(X∥Y ).

The rest follows from Theorem 3.4.1. It is well-known that Renyi divergence and KL

divergence decrease with post-processing (see [VEH14], for example). We can also compute

Dα(N (0, 1),N (s, 1)) = αs2/2 and DKL(N (0, 1),N (s, 1)) = s2/2 [Mir17].

3.5 Efficient Non-smooth Sampling

In this section, we will present an efficient sampling scheme for (non-smooth) functions

to complement our main result first. Specifically, we study the following problem about

sampling from a (non-smooth) log-concave distribution.

Problem 3.5.1. Given a µ-strongly convex function ψ(x) defined on a convex set K ⊆ Rd

and +∞ outside. Given a family of G-Lipschitz convex functions {fi(x)}i∈I defined on K.

Our goal is to sample a point x ∈ K with probability proportionally to exp(−F̂ (x)) where

F̂ (x) = E
i∈I

fi(x) + ψ(x).

Our sampler is based on the alternating sampling algorithm in [LST21b] (See algorithm

13). This algorithm reduces the problem of sampling from exp(−F̂ (x)) to sampling from

exp(−F̂ (x)− 1
2η∥x− y∥2) for some fixed η and for roughly 1

ηµ many different y. When the
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step size η is very small, the later problem is easier because the distribution is almost like

a Gaussian distribution. For our problem, we will pick the largest step size η such that we

can sample exp(−F̂ (x)− 1
2η∥x− y∥2) using only Õ(1) many steps.

Algorithm 13: Alternating Sampler

1 Input: µ-strongly convex function F̂ , step size η > 0, initial point x0
2 for t ∈ [T ] do
3 yt ← xt−1 +

√
η · ζ where ζ ∼ N (0, Id).

4 Sample xt ∝ exp(−F̂ (x)− 1
2η∥x− yt∥22).

5 end
6 Return xT

Theorem 3.5.2 ([LST21b, Theorem 1]). Given a µ-strongly convex function F defined on

K with an initial point x0. Let the distance D = ∥x0 − x∗∥2 for any x∗ = arg minx∈K F̂ (x).

Suppose the step size η ≤ 1
µ , the target accuracy δ > 0 and the number of step T ≥

Θ( 1
ηµ log(d/µ+D

2

ηδ )). Then, Algorithm 13 returns a random point xT that has δ total variation

distance to the distribution proportional to exp(−F̂ (x)).

Now, we show that Line 4 in Algorithm 13 can be implemented by a simple rejection

sampling. The idea is to pick step size η small enough such that F̂ (x) is essentially a constant

function for a random x ∼ N (y, η · Id). The precise algorithm is given in Algorithm 14.

Algorithm 14: Implementation of Line 4

1 Input: convex function F̂ (x) = Ei∈I fi(x) + ψ(x), step size η > 0, current point y
2 repeat
3 Sample x, z from the distribution ∝ exp(−ψ(x)− 1

2η∥x− y∥22)
4 Set ρ← 1
5 for α = 1, 2, · · · do
6 ρ← ρ+ Πα

i=1(fji(z)− fji(x)) where ji are random indices in I
7 With probability α

1+α , break

8 end
9 Sample u uniformly from [0, 1].

10 until u ≤ 1
2ρ;

11 Return x
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Since F has the ψ term, instead of sampling x from N (y, η · Id), we sample from

exp(−ψ(x) − 1
2η∥x − y∥2) in Algorithm 14. The following lemma shows how to decom-

pose the distribution exp(−F̂ (x)− 1
2η∥x− y∥2) into the distribution mentioned above and

the distribution exp(−Ei∈I fi(x)). It also calculates the distribution given by the algorithm.

Lemma 3.5.3. Let π be the distribution proportional to exp(−F̂ (x)− 1
2η∥x− y∥22) and let

G be the distribution proportional to exp(−ψ(x)− 1
2η∥x− y∥2). Then, we have that

dπ

dx
=
dG
dx
· exp(−Ei∈I fi(x))

Ex∼G exp(−Ei∈I fi(x))
.

Let π̃ be the distribution returns by Algorithm 14. Then, we have that

dπ̃

dx
=
dG
dx
· E(ρ|x)

E(ρ)

where ρ = min(max(ρ, 0), 2) is the truncation of ρ in Algorithm 14 to [0, 2], E(ρ|x) is the

expected value of ρ conditional on x, and E(ρ) = Ex∼G E(ρ|x). Furthermore, we have that

E(ρ|x) = exp(− E
i∈I

fi(x)) · E
z∼G

exp( E
i∈I

fi(z)).

Proof. For the true distribution π, we have

dπ

dx
=

exp(−Ei∈I fi(x)− ψ(x)− 1
2η∥x− y∥22)∫

exp(−Ei∈I fi(x)− ψ(x)− 1
2η∥x− y∥22)dx

=
exp(−Ei∈I fi(x))dGdx∫
exp(−Ei∈I fi(x))dGdxdx

=
dG
dx
· exp(−Ei∈I fi(x))

Ex∼G exp(−Ei∈I fi(x))
.

For the distribution π̃ by the algorithm, we sample x ∼ G, then accept the sample if

u ≤ 1
2ρ. Hence, we have

dπ̃

dx
=
dG
dx

Pr(u ≤ 1
2ρ|x)

Pr(u ≤ 1
2ρ)

.

Since u is uniform between 0 and 1, we have the result.
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Finally, for the expectation of ρ, we note that

EΠα
i=1(fji(z)− fji(x)) = ( E

i∈I
(fi(z)− fi(x)))α

and that the probability that the loop pass step α is exactly 1
α! . Hence, we have

E(ρ|x, z) = 1 +
∞∑
α=1

1

α!
( E
i∈I

(fi(z)− fi(x)))α = exp( E
i∈I

(fi(z)− fi(x)).

Taking expectation over z gives the result.

Note that if we always had 0 ≤ ρ ≤ 2, then E(ρ|x) = E(ρ|x) ∝ exp(−Ei∈I fi(x)) and

hence dπ
dx = dπ̃

dx . Therefore, the only thing left is to show that 0 ≤ ρ ≤ 2 with high probability

and that it does not induces too much error in total variation distance. To do this, we use

Gaussian concentration to prove that Ei∈I fi(x) is almost a constant over random x ∼ G.

Lemma 3.5.4 (Gaussian concentration [Led99, Eq 1.21]). Let X ∼ exp(−F̂ ) for some

1/η-strongly convex F̂ and ℓ is a G-Lipschitz function. Then, for all t ≥ 0,

Pr[ℓ(X)− E[ℓ(X)] ≥ t] ≤ e−t2/(2ηG2).

Now, we are already to prove our main result. This shows that if η ≪ G−2, then the

algorithm indeed implements Line 4 correctly up to small error.

Lemma 3.5.5. If the step size η ≤ C log−1(1/δinner)G
−2 for some small enough C and

the inner accuracy δinner ∈ (0, 1/2), then Algorithm 14 returns a random point x that has

δinner total variation distance to the distribution proportional to exp(−F̂ (x)− 1
2η∥x− y∥22).

Furthermore, the algorithm accesses only O(1) many fi(x) in expectation and samples from

exp(−ψ(x)− 1
2η∥x− y∥22) for O(1) many y.

Proof. Let π be the distribution given by c·exp(−F̂ (x)− 1
2η∥x−y∥22) and π̃ is the distribution

outputted by the algorithm. By Lemma 3.5.3, we have

dTV(π, π̃) =

∫
Rd

∣∣∣∣dGdx exp(−Ei∈I fi(x))

Ex∼G exp(−Ei∈I fi(x))
− dG
dx

E(ρ|x)

E(ρ)

∣∣∣∣ dx
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= E
x∼G

∣∣∣∣ exp(−Ei∈I fi(x))

Ex∼G exp(−Ei∈I fi(x))
− E(ρ|x)

E(ρ)

∣∣∣∣ .
Let X be the random variable E(ρ|x) and X̃ be the random variable E(ρ|x). Lemma 3.5.3

shows that X = exp(−Ei∈I fi(x)) · Ez∼G exp(Ei∈I fi(z)) and hence

exp(−Ei∈I fi(x))

Ex∼G exp(−Ei∈I fi(x))
=

X

Ex∼G X
.

Therefore, we have

dTV(π, π̃) = E

∣∣∣∣∣ XEX − X̃

E X̃

∣∣∣∣∣ ≤ E

∣∣∣∣∣ XEX − X̃

EX

∣∣∣∣∣+ E

∣∣∣∣∣ X̃EX − X̃

E X̃

∣∣∣∣∣ ≤ 2
E |X − X̃|
|EX| . (3.11)

We simplify the right hand side by lower bounding EX. By Lemma 3.5.4 and the

fact that the negative log-density of G is 1/η-strongly convex, we have that Ei∈I fi(z) ≥
Ex∼G Ei∈I fi(x)− 2G

√
η with probability ≥ 1− e−2. Hence, we have

EX = E
x∼G

exp(− E
i∈I

fi(x)) · E
z∼G

exp( E
i∈I

fi(z))

≥ exp(− E
x∼G

E
i∈I

fi(x)) · E
z∼G

exp( E
i∈I

fi(z))

= E
z∼G

exp( E
i∈I

fi(z)− E
x∼G

E
i∈I

fi(x))

≥ (1− e−2) exp(−2G
√
η).

Using η ≤ G−2/8, we have E[X] ≥ 2
3 . Using this, (3.11), X = E(ρ|x) and X̃ = E(ρ|x), we

have

dTV(π, π̃) ≤ 3 · E |X − X̃| ≤ 3 · E(|ρ| · 1ρ/∈[0,2]).

We split the ρ into two terms ρ≤L and ρ>L. The first term ρ≤L is the sum of all terms

added to ρ when α ≤ L (including the initial term 1). The second term ρ>L is the sum

when α > L. Hence, we have ρ = ρ>L + ρ≤L and hence

dTV(π, π̃) ≤ 3 · E(|ρ>L| · 1ρ/∈[0,2]) + 3 · E(|ρ≤L| · 1ρ/∈[0,2]). (3.12)
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For the term ρ>L, by a calculation similar to Lemma 3.5.3, we have

E(|ρ>L| · 1ρ/∈[0,2]) ≤ E |ρ>L| ≤ E
x,z

Φ( E
i∈I
|fi(z)− fi(x)|),

where Φ(t) =
∑∞

α=L+1
tα

α! is a power series in t with all positive coefficients. By picking

L > C log(1/δinner) for some large constant C, we have Φ(t) ≤ δinner
16 for all |t| ≤ 1. Let ∆

be the random variable Ei∈I |fi(z) − fi(x)| whose randomness comes from x and z. Then,

we have

E(|ρ>L| · 1ρ/∈[0,2]) ≤
δinner

16
+ E e∆1∆≥1 ≤

δinner
16

+
∞∑
k=1

ek+1 Pr
x,z

(∆ ≥ k).

Denote a function hx,z(t) := Pri∈I [|fi(z) − fi(x)| ≥ t]. Since each fi is G-Lipschitz,

Lemma 3.5.4 shows that

Pr
x,z

[|fi(z)− fi(x)| ≥ t] ≤ 4e−t
2/(8ηG2),

which implies

E
x,z

[hx,z(t)] = Pr
x,z,i

[|fi(z)− fi(x)| ≥ t] ≤ 4e−t
2/(8ηG2).

By Markov inequality, for any k > 0, we know

Pr
x,z

[hx,z(t) ≥ e−k] ≤ 4ek−t
2/(8ηG2).

As |fi(z)− fi(x)| ≤ G∥x− z∥2, if hx,z(t) = Pri∈I [|fi(z)− fi(x)| ≥ t] ≤ e−t2/(16ηG2), we know

E
i∈I
|fi(z)− fi(x)| ≤ t+ e−t

2/(16ηG2) ·G∥x− z∥2.

Hence, one has

Pr
x,z

[
E
i∈I
|fi(z)− fi(x)| ≥ t+ e−t

2/(16ηG2)G∥x− z∥2
]
≤ Pr

x,z
[hx,z(t) ≥ e−t

2/(16ηG2)]
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≤ 4e−t
2/(16ηG2).

By Gaussian Concentration, we know

Pr
x,z

[∥x− z∥2 ≥ t] ≤ Pr
x,z

[∥x− Ex∥2 ≥ t/2 or ∥z − E z∥ ≥ t/2]

≤ 2e−t
2/(8η).

Thus we know

Pr
x,z

[ E
i∈I
|fi(z)− fi(x)| ≥ 2t]

= Pr
x,z

[ E
i∈I
|fi(z)− fi(x)| ≥ 2t, ∥x− z∥2 ≥ t/G] + Pr

x,z
[ E
i∈I
|fi(z)− fi(x)| ≥ 2t, ∥x− z∥2 < t/G]

≤ 2e−t
2/(8G2η) + Pr

x,z
[ E
i∈I
|fi(z)− fi(x)| ≥ 2t, ∥x− z∥2 < t/G]

≤ 2e−t
2/(8G2η) + Pr

x,z
[ E
i∈I
|fi(z)− fi(x)| ≥ t+ e−t

2/(16ηG2)G∥x− z∥2]

≤ 6e−t
2/(16ηG2).

Hence, we have Pr(∆ ≥ k) ≤ 6 exp(−k2/(64G2η)) and

E(|ρ>L| · 1ρ/∈[0,2]) ≤
δinner

16
+ 17

∞∑
k=1

e
k− k2

64G2η ≤ δinner
9

, (3.13)

where we used η ≤ 2−6G−2/ log(400/δinner) at the end.

As for the term ρ≤L, we know that

E(|ρ≤L| · 1ρ/∈[0,2])

=E(|ρ≤L| · 1ρ/∈[0,2] · 1|ρ≤L|≤2L) + E(|ρ≤L| · 1ρ/∈[0,2] · 1|ρ≤L|≥2L)

≤Pr[ρ /∈ [0, 2]] · 2L +

∞∑
k=1

2(k+1)L Pr(|ρ≤L| ≥ 2kL). (3.14)

Note that the term ρ≤L involves only less than L2

2 many fi(x) and fi(z). Lemma 3.5.4
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shows that for any i, we have

Pr
x∼G

(|fi(x)− E
x∼G

fi(x)| ≥ t) ≤ 2e−t
2/(2ηG2).

By union bound, this shows

Pr
x,z∼G

(|fi(x)− fi(z)| ≥ 1

4
2k for any such i) ≤ L2 exp(− 4k

32ηG2
).

Under the event |fi(x)− fi(z)| ≤ 1
32k for all i appears in ρ≤L, we have

|ρ≤L| ≤ 1 +
L∑
α=1

Πα
i=1|fji,α(z)− fji,α(x)| ≤ 1 +

L∑
α=1

(
2k

3
)α ≤ 2kL.

Therefore, we have Pr(|ρ≤L| > 2kL) ≤ L2 exp(− 4k

32ηG2 ) and

∞∑
k=1

2(k+1)L Pr(|ρ≤L| > 2kL) ≤
∞∑
k=1

2(k+1)LL2 exp(− 4k

32ηG2
) ≤

∞∑
k=1

24kL exp(− 4k

32ηG2
).

Picking η ≤ 2−8G−2L−1, we have that

∞∑
k=1

2(k+1)L Pr(|ρ≤L| > 2kL) ≤
∞∑
k=1

24kL exp(−2 · 4kL) ≤
∞∑
k=1

2−kL ≤ δinner
9

(3.15)

by picking L > C log(1/δinner) for large enough C.

It remains to bound the term Pr[ρ /∈ [0, 2]] · 2L. We know the probability the algorithm

enters the (L+1)-th phase is at most 1
L! . Hence we know Pr[ρ /∈ [0, 2]] ≤ 1

L!+Pr[ρ≤L /∈ [0, 2]].

Similarly, by Gaussian Concentration and union bound, we have

Pr
x,z∼G

(|fi(x)− fi(z)| ≥ 1/2 for any such i) ≤ L2 exp(− 1

8ηG2
).

Under the event that |fi(x)− fi(z)| ≤ 1/2 for all i appears in ρ≤L, we have

1−
L∑
α=1

Πα
i=1|fji,α(z)− fji,α(x)| ≤ ρ≤L ≤ 1 +

L∑
α=1

Πα
i=1|fji,α(z)− fji,α(x)|,
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which implies 0 ≤ ρ≤L ≤ 2. Then we know Pr[ρ≤L /∈ [0, 2]] ≤ L2 exp(− 1
8ηG2 ). By our

setting of parameters and that L = C log(1/δinner) for some large constant C, we know

Pr[ρ /∈ [0, 2]] · 2L ≤ 2L(L2 exp(− 1

8ηG2
) +

1

L!
) ≤ δinner

9
. (3.16)

Combining (3.12), (3.13), (3.14), (3.15) and (3.16), we have the result dTV(π, π̃) ≤ δinner.
Finally, the accept probability is given by E X̃/2 and E X̃ ≥ EX−E |X−X̃| ≥ 2

3− δinner
3 ≥

1
3 . Hence, the number of access is O(1).

Combining Theorem 3.5.2 and Lemma 3.5.5, we have the following result:

Theorem 3.5.6. Given a µ-strongly convex function ψ(x) defined on a convex set K ⊆ Rd

and +∞ outside. Given a family of G-Lipschitz convex functions {fi(x)}i∈I defined on K.
Define the function F̂ (x) = Ei∈I fi(x) + ψ(x) and the distance D = ∥x0 − x∗∥2 for some

x∗ = arg minx F̂ (x). For any δ ∈ (0, 1/2), if we can get samples from exp(−ψ(x)− ∥x−y∥22
2η )

for any y ∈ Rd and η > 0, we can find a random point x that has δ total variation distance

to the distribution proportional to exp(−F̂ (x)) in

T := Θ(
G2

µ
log2(

G2(d/µ+D2)

δ
)) steps.

Furthermore, each steps accesses only O(1) many fi(x) in expectation and samples from

exp(−ψ(x)− 1
2η∥x− y∥22) for O(1) many y with η = Θ(G−2/ log(T/δ)).

Proof. This follows from applying Lemma 3.5.5 to implement Line 4. Note that the dis-

tribution implemented has total variation distance δinner to the required one. By setting

δinner = δ/(2T ), this only gives an extra δ/2 error in total variation distance. Finally, set-

ting η = Θ(G−2/ log(1/δinner)), Theorem 3.5.2 shows that Algorithm 14 outputs the correct

distribution up to δ/2 error in total variation distance. This gives the result.

In the most important case of interest when ψ(x) is ℓ22 regularizer, one can see exp(−ψ(x)−
1
2η∥x−y∥22) is a truncated Gaussian distribution, and there are many results on how to sam-

ple from truncated Gaussian, e.g. [KD99]. For more general case, there are also efficient

algorithms to do the sampling, such as the Projected Langevin Monte Carlo [BEL18]. In
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fact our sampling scheme matches the information-theoretical lower bound on the value

query complexity up to some logarithmic terms, which can be reduced from the result in

[DJWW15] with some modifications. See Section 3.7 for a detailed discussion.

3.6 DP Convex Optimization

In this section we present our results about DP-ERM and DP-SCO.

3.6.1 DP-ERM

In this subsection, we state our result for the DP-ERM problem (3.3). Briefly speaking, our

main result (Theorem 3.2.1) shows that sampling from exp(−kF (x;D)) for some appropri-

ately chosen k is (ε, δ)-DP and achieves the optimal empirical risk in (3.4). Our sampling

scheme in Section 3.5 provides an efficient implementation. We start with the following

lemma which shows the utility guarantee for the sampling mechanism.

Lemma 3.6.1 (Utility Guarantee, [DKL18, Corollary 1]). Suppose k > 0 and F is a

convex function over the convex set K ⊆ Rd. If we sample x according to distribution ν

whose density is proportional to exp(−kF (x)), then we have

E
ν
[F (x)] ≤ min

x∈K
F (x) +

d

k
.

This is first shown by [KV06] for any linear function F , and [BST14] extends it to any

convex function F with a slightly worse constant.

Theorem 3.6.2 (DP-ERM). Let ε > 0, K ⊆ Rd be a convex set of diameter D and

{f(·; s)}s∈D be a family of convex functions over K such that f(x; s)−f(x; s′) is G-Lipschitz

for all s, s′. For any data-set D and k > 0, sampling x(priv) with probability proportional to

exp
(
−k(F (x;D) + µ∥x∥22/2)

)
is (ε, δ(ε))-differentially private, where

δ(ε) ≤ δ
(
N (0, 1)

∥∥∥∥∥ N
(
G
√
k

n
√
µ
, 1

))
(ε).

The excess empirical risk is bounded by d
k + µD2

2 . Moreover, if {f(·, s)}s∈D are already
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µ-strongly convex, then sampling x(priv) with probability proportional to exp(−kF (x;D)) is

(ε, δ(ε))-differentially private where

δ(ε) ≤ δ
(
N (0, 1)

∥∥∥∥∥ N
(
G
√
k

n
√
µ
, 1

))
(ε).

The excess empirical risk is bounded by d
k .

Proof. The privacy guarantee follows directly from our main result Theorem 3.2.1, and the

bound on excess empirical loss can be proved by Lemma 3.6.1.

Before we state the implementation results on DP-ERM, we need the following technical

lemma:

Lemma 3.6.3. For any constants 1/2 > δ > 0 and ε > 0, if |s| ≤
√

2 log(1/(2δ)) + 2ε −√
2 log(1/(2δ)), one has

δ(N (0, 1) ∥ N (s, 1)) ≤ δ.

Proof. By Equation (3.9), we know that

δ(N (0, 1) ∥ N (s, 1))(ε) ≤ Φ
(
−ε
s

+
s

2

)
.

Without loss of generality, we assume s ≥ 0 and want to find an appropriate value of s such

that Φ
(
− ε
s + s

2

)
≤ δ. Denote t := Φ−1(1− δ) and since 1− Φ(t) ≤ 1

2 exp(−t2/2) for t > 0,

we know that t ≤
√

2 log(1/(2δ)). It is equivalent to solve the equation ε
s − s

2 ≥ t, which is

equivalent to 0 ≤ s ≤
√
t2 + 2ε− t. Note that

√
t2 + 2ε − t decreases as t increases, which

implies that we can set s ≤
√

2 log(1/(2δ)) + 2ε−
√

2 log(1/(2δ)).

Combining the sampling scheme (Theorem 3.5.6) and our analysis on DP-ERM, we can

get the efficient implementation results on DP-ERM directly.

Theorem 3.6.4 (DP-ERM Implementation). With same assumptions in Theorem 3.6.2,

and assume f(·; s) is G-Lipschitz over K for all s. For any constants 1/10 > δ > 0 and

ε > 0, there is an efficient sampler to solve DP-ERM which has the following guarantees:
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• The scheme is (ε, δ)-differentially private;

• The expected excess empirical loss is bounded by GD
√
d

n(
√

log(1/δ)+ε−
√

log(1/δ))
. In particular,

if ε < 1/10, the expected excess empirical loss is bounded by
2GD
√
d log(1/δ)

εn . If ε ≥
log(1/δ), the expected excess empirical loss is bounded by O(GD

√
d

n
√
ε

).

• The scheme takes

Θ

(
ε2n2

log(1/δ)
log2(

ndε

δ
)

)

queries to the values on f(x; s) in expectation and takes the same number of samples

from some Gaussian restricted to the convex set K.

Proof. By Lemma 3.6.3, we can set s =
√

2 log(3/(4δ)) + 2ε −
√

2 log(3/(4δ)) to make

δ(N (0, 1) ∥ N (s, 1)) ≤ 2δ/3. For our setting, Theorem 3.6.2 shows that we have s = G
√
k

n
√
µ

and hence we can take

k =
2µn2

(√
log(3/(4δ)) + ε−

√
log(3/(4δ))

)2
G2

.

Putting it into the excess empirical loss bound of dk+µD2

2 and setting µ = G
√
d

nD
(√

log(3/(4δ))+ε−
√

log(3/(4δ))
) ,

we get the result on the empirical loss.

Particularly, consider the case when ε < 1/10. We know the excess empirical loss is

bounded by GD
√
d

n(
√

log(3/(4δ))+ε−
√

log(3/(4δ)))
. Note that 1 + x

2 − x2

8 ≤
√

1 + x ≤ 1 + x
2 for

x ≥ 0. Under the assumption that δ, ε ∈ (0, 1
10), we know GD

√
d

n(
√

log(3/(4δ))+ε−
√

log(3/(4δ)))
≤

2GD
√
d log(4/(5δ))

nε . The case when ε ≥ log(1/δ) also follows similarly.

To make it algorithmic, we apply Theorem 3.5.6 with the accuracy on the total variation

distance to be min{δ/3, 1
cncε} for some large enough constant c. This leads to (ε, δ)-DP and

an extra empirical loss and hence we use log(1/δ) rather than log(3/(4δ)) or log(4/(5δ)) in

the final loss term.

The running time follows from Theorem 3.5.6.
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3.6.2 DP-SCO and Generalization Error

As mentioned before, one can reduce the DP-SCO (3.5) to DP-ERM (3.3) by the iterative

localization technique proposed by [FKT20]. But this method forces us to design different

algorithms for DP-ERM and DP-SCO, and may lead to a large constant in the final loss.

In this section, we show that the exponential mechanism can achieve both the optimal

empirical risk for DP-ERM and the optimal population loss for DP-SCO by simply changing

the parameters. The bound on the generalization error works beyond differential privacy

and can be useful for other (non-private) optimization settings.

The proof will make use of one famous inequality: Talagrand transportation inequal-

ity. Recall for two probability distributions ν1, ν2, the Wasserstein distance is equivalently

defined as

W2(ν1, ν2) = inf
Γ

(
E

(x1,x2)∼Γ
∥x1 − x2∥22

)1/2

,

where the infimum is over all couplings Γ of ν1, ν2.

Theorem 3.6.5 (Talagrand transportation inequality). [OV00, Theorem 1] Let dπ ∝
e−F (x)dx be a µ-strongly log-concave probability measure on K ⊆ Rd with finite moments

of order 2. For all probability measure ν absolutely continuous w.r.t. π and with finite

moments of order 2, we have

W2(ν, π) ≤
√

2

µ
DKL(ν, π).

To prove our main result on bounding the generalization error of sampling mechanism,

we need the following lemma.

Lemma 3.6.6 (Lemma 7 in [BE02]). For any learning algorithm A and dataset D =

{s1, · · · , sn} drawn i.i.d from the underlying distribution P, let D′ be a neighboring dataset

formed by replacing a random element of D with a freshly sampled s′ ∼ P. If A(D) is the

output of A with D, then

E
D

[F̂ (A(D))− F (A(D);D)] = E
D,s′∼P,A

[
f(A(D); s′)− f(A(D′); s′)

]
.
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Now we begin to state and prove our main result on the generalization error.

Theorem 3.6.7. Suppose {f(·, s)} is a family µ-strongly convex functions over K such that

f(x; s)− f(x; s′) is G-Lipschitz for all s, s′. For any k > 0 and dataset D = {s1, s2, · · · , sn}
drawn i.i.d from the underlying distribution P, let D′ be a neighboring dataset formed by

replacing a random element of D with a freshly sampled s′ ∼ P,

W2(πD, πD′) ≤ G

nµ
.

If we sample our solution from density πD(x) ∝ e−kF (x;D), we can bound the excess popula-

tion loss as:

E
D,x∼πD

[F̂ (x)]−min
x∈K

F̂ (x) ≤ G2

µn
+
d

k
.

Proof. Recall that

F (x;D) =
1

n

∑
si∈D

f(x; si).

We form a neighboring data set D′ by replacing a random element of D by a freshly sampled

s′ ∼ P. Let πD ∝ e−kF (x;D) and πD′ ∝ e−kF (x;D′). By Corollary 3.4.3, we have

DKL(πD, πD′) ≤ G2k

2n2µ
.

By the assumptions, we know both F (x;D) and F (x;D′) are µ-strongly convex and by

Theorem 3.6.5, we have

W2(πD, πD′) ≤
√

2

kµ
DKL(πD, πD′) ≤ G

nµ
.

By Lemma 3.6.6 and properties of Wasserstein distance, we have

E
D,x∼πD

[F̂ (x)− F (x;D)] = E
D,s′∼P

[
E

x∼πD
f(x; s′)− E

x′∼πD′
f(x′; s′)

]
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= E
D,s′∼P

[
E

x∼πD

[
f(x; s′)− f(x; s′′)

]
− E
x′∼πD′

[
f(x′; s′)− f(x′; s′′)

]]
(where s′′ is chosen arbitrarily, note that ED,x∼πD [f(x; s′′)] = ED′,x′∼πD′ [f(x′; s′′)])

≤ G ·W2(πD, πD′) (f(x; s′)− f(x; s′′) is G-Lipschitz)

≤ G2

nµ
.

Hence, we know that

E
D,x∼πD

[F̂ (x)]−min
x∈K

F̂ (x) ≤ E
D,x∼πD

[F̂ (x)]− E
D

[min
x∈K

F (x;D)]

≤ E
D,x∼πD

[F̂ (x)− F (x;D)] + E
D,x∼πD

[F (x;D)−min
x∈K

F (x;D)]

≤ G2

nµ
+ E

D,x∼πD
[F (x;D)−min

x∈K
F (x;D)]

≤ G2

nµ
+
d

k
,

where the last inequality follows from Lemma 3.6.1.

With the bounds on generalization error, we can get our first result on DP-SCO.

Theorem 3.6.8 (DP-SCO). Let ε > 0, K ⊆ Rd be a convex set of diameter D and

{f(·; s)}s∈D be a family of convex functions over K such that f(x; s)−f(x; s′) is G-Lipschitz

for all s, s′. For any data-set D and k > 0, sampling x(priv) with probability proportional to

exp
(
−k(F (x;D) + µ∥x∥22/2)

)
is (ε, δ(ε))-differentially private, where

δ(ε) ≤ δ
(
N (0, 1)

∥∥∥∥∥ N
(
G
√
k

n
√
µ
, 1

))
(ε).

If users in the data-set D are drawn i.i.d. from the underlying distribution P, the excess

population loss is bounded by G
nµ + d

k + µD2

2 . Moreover, if {f(·; s)}s∈D are already µ-strongly

convex, then sampling x(priv) with probability proportional to exp(−kF (x;D)) is (ε, δ(ε))-

differentially private where

δ(ε) ≤ δ
(
N (0, 1)

∥∥∥∥∥ N
(
G
√
k

n
√
µ
, 1

))
(ε).
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The excess population loss is bounded by G
nµ + d

k .

Proof. The first part about privacy is a restatement of our result on DP-ERM (Theo-

rem 3.6.4). The excess population loss (See Equation (3.6)) follows from the bound on

generalization error (Theorem 3.6.7) and utility guarantee (Lemma 3.6.1).

We give an implementation result of our DP-SCO result.

Theorem 3.6.9 (DP-SCO Implementation). With same assumptions in Theorem 3.6.8,

and assume f(·; s) is G-Lipschitz over K for all s. For 0 < δ < 1
10 and 0 < ε < 1

10 , there is

an efficient algorithm to solve DP-SCO which has the following guarantees:

• The algorithm is (ε, δ)-differentially private;

• The expected population loss is bounded by

GD

(
2
√

log(1/δ)d

εn
+

2√
n

)
,

where c > 0 is an arbitrary constant to be chosen.

• The algorithm takes

O

(
min

{
ε2n2

log(1/δ)
, nd

}
log2

(
εnd

δ

))

queries of the values of f(·, si) in expectation and takes the same number of samples

from some Gaussian restricted to the convex set K.

Remark 3.6.10. As for the non-typical case when ε ≥ 1/10, one can use the bound in

Theorem 3.6.4 and the bound on generalization error (Theorem 3.6.7) . Particularly, one

can achieve expected population loss O

(
GD

( √
d/n√

log(1/δ)+ε−
√

log(1/δ)
+ 1√

n

))
.

Proof. By Theorem 3.6.8, sampling from exp(−k(F (x;D)+µ∥x∥22/2)) when k ≤ ε2n2µ
2G2 log(3/(4δ))

is (ε, 2δ/3)-DP. Besides, we can set k = µ
G2 min{ ε2n2

2 log(3/(4δ)) , 2nd} for arbitrarily large con-

stant c > 0 to make the mechanism (ε, 2δ/3)-differentially private, achieving tight pop-

ulation loss and decrease the running time. Then the population loss is upper bounded
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by

d

k
+
µD2

2
+
G2

µn
=
G2

µ
max

{
2 log(3/(4δ))d

ε2n2
,

1

2n

}
+
µD2

2
+
G2

µn
.

By setting µ = G
D

√
2(2 log(3/(4δ))d

ε2n2 + 1
2n), the population loss is upper bounded by

GD

√
4 log(3/(4δ))d

ε2n2
+

1

n
+GD

√
1

n
≤ GD

(
2
√

log(3/(4δ))d

εn
+

2√
n

)
.

To make it algorithmic, we also apply Theorem 3.5.6 with the accuracy on the total

variation distance to be min{δ/3, 1
cnc } for some large enough constant c. This leads to an

extra empirical loss and hence we use log(1/δ) rather than log(3/(4δ)) in the final loss term.

The runtime follows from Theorem 3.5.6.

3.7 Information-theoretic Lower Bound for DP-SCO

In this section, we prove an information-theoretic lower bound for the query complexity

required for DP-SCO (with value queries), which matches (up to some logarithmic terms)

the query complexity achieved by our algorithm (in Theorem 3.6.9). Our proof is similar to

the previous works like [ACCD12, DJWW15] with some modifications.

Before stating the lower bound, we define some notations. Recall that we are given a set

D of n samples (users) {s1, · · · , sn}. Let Ak be the collection of all algorithms that observe

a sequence of k data points (Y 1, · · · , Y k) with Y t = f(Xt;St) where St ∈ D and Xt ∈ K are

chosen arbitrarily and adaptively by the algorithm (and possibly using some randomness).

For the lower bound, we only consider linear functions, that is we define f(x; s) := ⟨x, s⟩.
And let PG be the collection of all distributions such that if P ∈ PG, then Es∼P ∥s∥22 ≤ G2.

And we define the optimality gap

εk(A,P,K) := E
D∼Pn,A

[F̂ (x̂(D))]− inf
x∈K

F̂ (x),

where F̂ (x) = Es∼P f(x; s), x̂ is the output the algorithm A given the input dataset D and

the expectation is over the dataset D ∼ Pn and the randomness of the algorithm A. Note
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that we can rewrite the optimality gap as:

εk(A,P,K) = E
D∼Pn,A

[F̂ (x̂(D))]− inf
x∈K

F̂ (x)

= E
s∼P

[
E

D∼Pn,A
f(x̂(D); s)]

]
− inf
x∈K

E
s∼P

[f(x; s)]

= E
s∼P,D∼Pn,A

[x̂(D)⊤s]− inf
x∈K

E
s∼P

[x⊤s].

The minimax error is defined by

ε∗k(PG,K) := inf
A∈Ak

sup
P∈PG

εk(A,P,K).

Theorem 3.7.1. Let K be the ℓ2 ball of diameter D in Rd, then

ε∗k(PG,K) ≥ GD

16
min

{
1,

√
d

4k

}
.

In particular, for any (randomized) algorithm A which can observe a sequence of data points

(Y 1, · · · , Y k) with Y t = f(Xt;St) where St ∈ D = {s1, s2, . . . , sn} and Xt ∈ K are chosen

arbitrarily and adaptively by A, there exists a distribution P over convex functions such that

Es∼P [∥∇f(x, s)∥22] ≤ G2 for all x ∈ K, such that the output x̂ of the algorithm satisfies

E
s∼P

[
E

D∼Pn,A
f(x̂; s)]

]
−min

x∈K
E
s∼P

[f(x; s)] ≥ GD

16
min

{
1,

√
d

4k

}
.

3.7.1 Proof of Theorem 3.7.1

We reduce the optimization problem into a series of binary hypothesis tests. Recall we are

considering linear functions f(x; s) := ⟨x, s⟩. Let V = {−1, 1}d be a Boolean hyper-cube

and for each v ∈ V, let Nv = N (δv, σ2Id) be a Gaussian distribution for some parameters

to be chosen such that F̂v(x) := Es∼Nv [f(x; s)] = δ⟨x, v⟩. Note that

E
s∼Nv

[∥∇f(x, s)∥22] = E
s∼Nv

[∥s∥22] = (δ2 + σ2)d.

Therefore G =
√
d(δ2 + σ2).
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Clearly the lower bound should scale linearly with D. Therefore without loss of gener-

ality, we can assume that the diameter D = 2 and define K = {x ∈ Rd : ∥x∥2 ≤ 1} to be

the unit ball. As in [ACCD12], we suppose that v is uniformly sampled from V = {−1, 1}d.
Note that if we can find a good solution to F̂v(x), we need to determine the signs of vector

v well. Particularly, we have the following claim:

Claim 3.7.2 ([DJWW15]). For each v ∈ V, let xv minimize F̂v over K and obviously we

know that xv = −v/
√
d. For any solution x̂ ∈ Rd, we have

F̂v(x̂)− F̂v(xv) ≥
δ

2
√
d

d∑
j=1

1{sign(x̂j) ̸= sign(xvj )},

where the function sign(·) is defined as:

sign(x̂j) =


+ if x̂j > 0

0 if x̂j = 0

− otherwise

Claim 3.7.2 provides a method to lower bound the minimax error. Specifically, we define

the hamming distance between any two vectors x, y ∈ Rd as dH(x, y) =
∑

j=1 1{sign(xj) ̸=
sign(yj)}, and we have

ε∗k(PG,K) ≥ δ

2
√
d
{inf
v̂
E[dH(v̂, v)]}, (3.17)

where v̂ denotes the output of any algorithm mapping from the observation (Y 1, · · · , Y k)

to {−1, 1}d, and the probability is taken over the distribution of the underlying v, the

observation (Y 1, · · · , Y k) and any additional randomness in the algorithm.

By Equation (3.17), it suffices to lower bound the value of the testing error E[dH(v̂, v)].

As discussed in [ACCD12, DJWW15], the randomness in the algorithm can not help, and

we can assume the algorithm is deterministic, i.e. (Xt, St) is a deterministic function of

Y [t−1].7 The argument is basically based on the easy direction of Yao’s principle.

7We use Y [t] to denote the first t observations, i.e. (Y 1, · · · , Y t)
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Now we continue our proof of the lower bound. We will make use of the property of the

Bayes risk.

Lemma 3.7.3 ([ACCD12, Lemma 1]). Consider the problem of testing hypothesis H−1 : v ∼
P−1 and H1 : v ∼ P1, where H−1 and H1 occur with prior probability π−1 and π1 := 1−π−1

respectively prior to the experiment. For any algorithm that takes one sample v and outputs

î : v → {−1, 1}, we define the Bayes risk B be the minimum average probability that

algorithm fails (v is not sampled from Hî(v)). That is B = inf î π−1 Pr[̂i(v) = 1 | v ∼
P−1] + π1 Pr[̂i(v) = 0 | v ∼ P1]. Then, we have

B ≥ min(π−1, π1)(1− ∥P1 − P−1∥TV).

Lemma 3.7.4. Suppose that v is uniformly sampled from V = {−1, 1}d, then any estimate

v̂ obeys

E[dH(v̂, v)] ≥ d

2

(
1− δ

√
k

σ
√
d

)
.

Proof. Let π−1 = π1 = 1/2. For each j, define P−1,j = P(Y [k] | vj = −1) and P1,j = P(Y [k] |
vj = 1) to be distributions over the observations (Y 1, · · · , Y k) conditional on vj ̸= 1 and

vj = 1 respectively. Let Bj be the Bayes risk of the decision problem for j-th coordinate of

v between H−1,j : vj = −1 and H1,j : vj = 1. We have that

E[dH(v̂, v)] ≥
d∑
j=1

Bj

≥π1
d∑
j=1

(1− ∥P1,j − P−1,j∥TV)

≥d
2

1− 1√
d

√√√√ d∑
j=1

∥P1,j − P−1,j∥2TV

 ,

where the first inequality follows from the definition of Bayes risk Bj , the second inequality

follows by Lemma 3.7.3 and the last inequality follows by the Cauchy-Schwartz inequality.
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To complete the proof, it suffices to show that

d∑
j=1

∥P1,j − P−1,j∥2TV ≤
δ2

σ2
k. (3.18)

Assuming Equation (3.18) first, which will be established later. Then we know that

E[dH(v̂, v)] ≥ d

2
(1− δ

√
k

σ
√
d

).

We will complete the proof of Lemma 3.7.4 by showing the following bounded total

variation distance.

Claim 3.7.5.

d∑
j=1

∥P1,j − P−1,j∥2TV ≤
δ2

σ2
k.

Proof. Applying Pinsker’s inequality, we know ∥P1,j − P−1,j∥2TV ≤ 1
2DKL(P−1,j∥P1,j). To

bound the KL divergence between P−1,j and P1,j over all possible Y [k], consider v′ =

(v1, · · · , vj−1, vj+1, · · · , vd), and define P−1,j,v′(Y
[k]) := P(Y [k] | vj = −1, v′) to be the

distribution conditional on vj = −1 and v′. We have

P−1,j(Y
[k]) =

∑
v′

Pr[v′]P−1,j,v′(Y
[k]).

The convexity of the KL divergence suggests that

DKL(P−1,j∥P1,j) ≤
∑
v′

Pr[v′]DKL(P−1,j,v′∥P1,j,v′).

Fixing any possible v′, we want to bound the KL divergence DKL(P−1,j,v′∥P1,j,v′).

Recall we are considering deterministic algorithms and (Xt, St) is a deterministic func-

tion of Y [t−1]. Let Qi ∈ Rd×k be a (random) matrix, which records the set of points the

algorithm queries for the user si. Specifically, for t-th step, if the algorithm queries (Xt, St),
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then Qti = Xt if St = si, otherwise Qti = 0, where Qti is the t-th column of Qi.

As we are considering linear functions, without loss of generality we can assume ⟨Qji , Q
j′

i ⟩ =

0 for each i and any j ̸= j′, and ∥Qti∥2 ∈ {0, 1} for any i and t. We name this assumption

Orthogonal Query. Roughly speaking, for any algorithm, we can modify it to satisfy

the Orthogonal Query. Whenever the algorithm wants to query some point, we can use

Gram–Schmidt process to query another point and satisfy Orthogonal Query, and recover

the function value at the original point queried by the algorithm.

By the chain-rule of KL-divergence, if we define P−1,j,v′(Y
t | Y [t−1]) to be the distribution

of tth observation Y t conditional on v′, vj = −1 and Y [t−1], then we have

DKL(P−1,j,v′∥P1,j,v′) =
k∑
t=1

∫
Yt−1

DKL(P−1,j,v′(Y
t | Y [t−1] = y)∥P1,j,v′(Y

t | Y [t−1] = y)dP−1,j,v′(y).

Fix Y [t−1] such that Y [t−1] = y. Since the algorithm is deterministic and (Xt, St) is

fixed given Y [t−1]. Let St = si so Xt = Qti.

Note that the n users in D are i.i.d. sampled. Then DKL(P−1,j,v′(Y
t | Y [t−1] =

y)∥P1,j,v′(Y
t | Y [t−1] = y) only depends on the randomness of si and the first t columns of

Qi, which is denoted by Q
[t]
i . We use Y t

j to denote the observation corresponding to user

sj for the tth query (if St ̸= sj , we have Y t
j = 0). Note that the observation Y

[t]
i = Q

[t]⊤
i si

where si ∼ N (δv, σ2Id). Then we know Y
[t]
i is normally distributed with mean δQ

[t]⊤
i v and

co-variance σ2Q
[t]⊤
i Q

[t]
i .

Recall that the KL divergence between two normal distributions is DKL(N (µ1,Σ)∥N (µ2,Σ)) =

1
2(µ1− µ2)⊤Σ−1(µ1− µ2). Recall that we have the Orthogonal Query assumption and thus

Q
[t]⊤
i Q

[t]
i ∈ {0, 1}t×t is a diagonal matrix. By the conditional distributions of Gaussian, we

know Y t
i only depends on the Qti and it is independent of Q

[t−1]
i .

Hence we have

DKL(P−1,j,v′(Y
t | Y [t−1] = y)∥P1,j,v′(Y

t | Y [t−1] = y))

=DKL(P−1,j,v′(Y
t
i | Y [t−1] = y)∥P1,j,v′(Y

t
i | Y [t−1] = y))

=
1

2
(2δQti(j))

2/σ2,
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where Qti(j) is the j-th coordinate of Qti. Summing over the terms, one has

d∑
j=1

∥P1,j − P−1,j∥2TV ≤
1

2
DKL(P−1,j∥P1,j)

≤1

2

k∑
t=1

d∑
j=1

n∑
i=1

E[
1

2
(2δQti(j))

2/σ2]

≤ δ
2

σ2
k,

where the last line follows from the fact that for each t,
∑n

i=1 ∥Qti∥22 =
∑n

i=1

∑d
j=1(Q

t
i(j))

2 =

1 as we only query one user for t-th step.

This completes the proof.

Having Lemma 3.7.4, we can complete the proof of Theorem 3.7.1.

Proof. of Theorem 3.7.1. As discussed before, we know

F̂v(x̂)− F̂v(xv) ≥
δ

2
√
d

d∑
j=1

1{sign(x̂j) ̸= sign(xvj )},

and hence we know that

ε∗k(PG,K) ≥ δ

2
√
d

inf
v̂
E[dH(v̂, v)]

≥δ
√
d

4

(
1− δ

√
k

σ
√
d

)
,

where the last line follows from Lemma 3.7.4. We now set δ = σ
√
d

2
√
k

and σ = G√
d+d2/4k

, so

that d(σ2 + δ2) = G2. Hence one has

ε∗k(PG,K) ≥ δ
√
d

8
=
Dδ
√
d

16
=

GD

16
√

1 + 4k
d

≥ GD

16
min

{
1,

√
d

4k

}
.

Thus we complete the proof.
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Corollary 3.7.6 (Lower bound for DP-SCO). For any (non-private) algorithm which makes

less than O
(

min{ ε2n2

log(1/δ) , nd}
)
function value queries, there exist a convex domain K ⊂ Rd

of diameter D, a distribution P supported on G-Lipschitz linear functions f(x; s) := ⟨x, s⟩,
such that the output x̂ of the algorithm satisfies that

E
s∼P

[⟨x̂, s⟩]−min
x∈K

E
s∼P

[⟨x, s⟩] ≥ Ω

(
GD√

1 + log(n)/d
·min

{√
log(1/δ)d

εn
+

1√
n
, 1

})
.

Proof. Note that Theorem 3.7.1 almost gives us what we want, except that the Lipschitz

constant of the functions in the hard distribution is bounded only on average by G. To get

distributions over G-Lipschitz functions, we just condition on the bad event not happening.

Recall that we are considering the set of distributions Nv = N (δv, σ2Id) for which

Es∼Nv ∥s∥22 ≤ G2 = d(δ2 +σ2). And we proved that infA∈Ak
supv∈V Es∼Nv ,A[F̂v(x̂k)− F̂ ∗

v ] ≥
GD
16 min

{
1,
√

d
4k

}
in Theorem 3.7.1, where x̂k is the output of A with k observations Y [k].

To prove Corollary 3.7.6, we need to modify the distribution of s to satisfy the Lipschitz

continuity.

In particularly, for some constant c, we know

E[F̂v(x̂k)− F̂ ∗
v ]

=E
[
F̂v(x̂k)− F̂ ∗

v | max
si∈D
∥si∥2 ≤ cG

√
1 + log(nd)/d

]
Pr
[

max
si∈D
∥si∥2 ≤ cG

√
1 + log(nd)/d

]
+

E
[
F̂v(x̂k)− F̂ ∗

v | max
si∈D
∥si∥2 > cG

√
1 + log(nd)/d

]
Pr
[

max
si∈D
∥si∥2 > cG

√
1 + log(nd)/d

]
.

By the concentration of spherical Gaussians, we know if s ∼ N (δv, σ2Id), then

Pr
[
∥s− δv∥22 ≤ σ2d(1 + 2

√
ln(1/η)/d+ 2 ln(1/η)/d)

]
≥ 1− η.

We can choose the constant c large enough, such that Pr[maxsi∈D ∥si∥2 ≤ cG
√

1 + log(nd)/d] ≥
1− 1/ poly(nd), which implies

inf
A∈Ak

sup
v∈V

E
D∼Nn

v ,A

[
F̂v(x̂k)− F̂ ∗

v | max
si∈D
∥si∥2 ≤ cG

√
1 + log(nd)/d

]
≥ Ω(GD

min{
√
d,
√
k}√

k
).
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If we use the distributions conditioned on maxsi∈D ∥si∥2 ≤ cG
√

1 + log(nd)/d rather than

the Gaussians, and scale the constant to satisfy the assumption on Lipschitz continuity, we

can prove the statement. Particularly, let G′ = cG(
√

1 + log(nd)/d). If the algorithm can

only make k = O
(

min{ ε2n2

log(1/δ) , nd}
)

observations, we know

inf
A∈Ak

sup
v∈V

E
D∼Nn

v ,A

[
F̂v(x̂k)− F̂ ∗

v | max
si∈D
∥si∥2 ≤ G′

]
≥Ω

(
GD ·min

{
(

√
log(1/δ)d

εn
+

1√
n

), 1

})

=Ω

(
G′D√

1 + log(nd)/d
·min

{√
log(1/δ)d

εn
+

1√
n
, 1

})
,

which proves the lower bound claimed in the Corollary statement.

Corollary 3.7.7 (Lower bound for sampling scheme). Given any G > 0 and µ > 0.

For any algorithm which takes function values queries less than O
(
G2

µ /(1 + log(G2/µ)/d)
)

times, there is a family of G-Lipschitz linear functions {fi(x)}i∈I defined on some ℓ2 ball

K ⊂ Rd, such that the total variation distance between the distribution of the output of

the algorithm and the distribution proportional to exp(−Ei∈I fi(x) − µ∥x∥2/2) is at least

min(1/2,
√
dµ/G2).

Proof. By a similar argument in the proof of Corollary 3.7.6, for any algorithm which can

only make k observations, there are a family of G-Lipschitz linear functions restricted on

an ℓ2 ball K of diameter D centered at 0 such that

E
[
F̂v(x̂k)− F̂ ∗

v

]
≥Ω

(
GD√

1 + log(k)/d
·min

{√
d

k
, 1

})
, (3.19)

where F̂ ∗
v = minx∈K F̂v(x) and x̂k ∈ K is the output of A.

Suppose we have a sampling algorithm that takes k queries. We use it to sample from

x(sol) proportional to p(x) := exp(−F̂v(x) − µ
2∥x∥2) on K with total variation distance

η ≤ min(1/2,
√
dµ/G2).



151

Lemma 3.6.1 shows that

E[F̂v(x
(sol)) +

µ

2
∥x(sol)∥2] ≤ min

x∈K

(
F̂v(x) +

µ

2
∥x∥2

)
+O(d) +O(η) · (GD + µD2),

where the last term involving η is due to the total variation distance between x(sol) and p.

Setting D =
√
d/µ and using the diameter of K is D and η ≤ min(1/2,

√
dµ/G2), we have

E[F̂v(x
(sol))] ≤ min

x∈K
F̂v(x) +

µ

2
D2 +O(d+ η · (GD + µD2))

≤ min
x∈K

F̂v(x) +O(d).

Note that we set D =
√
d/µ. Comparing with (3.19), we have

G
√
d/µ√

1 + log(k)/d
min

{√
d

k
, 1

}
≤ O(d).

If d ≤ G2/µ ≤ exp(d), we have

G
√
d/µ

√
d

k
≤ O(d)

and hence k = Ω(G2/µ). If G2/µ ≥ exp(d), we have

G
√
d/µ√

log(k)/d

√
d

k
≤ O(d)

and hence k = Ω( G2d/µ
log(G2/µ)

). If G2/µ ≤ d, we can construct our function only on the first

O(G2/µ) dimensions to get a lower bound k = Ω(G2/µ). Combining all cases gives the

result.
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Part II

NON-EUCLIDEAN GEOMETRY
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Chapter 4

PRIVATE CONVEX OPTIMIZATION IN GENERAL NORMS

4.1 Introduction

The study of convex optimization in spaces where the natural geometry is non-Euclidean,

beyond being a natural question of independent interest, has resulted in many successes

across algorithm design. A basic example of this is the celebrated multiplicative weights, or

exponentiated gradient method [AHK12], which caters to the ℓ1 geometry and has numer-

ous applications in learning theory and algorithms. Moreover, optimization in real vector

spaces equipped with different ℓp norms has found use in sparse recovery [CRT06], combina-

torial optimization [KLOS14, KPSW19], multi-armed bandit problems [BC12], fair resource

allocation [DFO20], and more (see e.g. [AKPS19, DG21] and references therein). Further-

more, optimization in Schatten-p norm geometries (the natural generalization of ℓp norms

to matrix spaces) has resulted in improved algorithms for matrix completion [ANW10]

and outlier-robust PCA [JLT20]. In addition to ℓp and Schatten-p norms, the theory of

non-Euclidean geometries has been very useful in settings such as linear and semidefinite

programming [Nem04] and optimization on matrix spaces [AGL+18], amongst others.

The main result of this paper is a framework for differentially private convex opti-

mization in general normed spaces under a Lipschitz parameter bound. Differential privacy

[DKM+06, DR14] has been adopted as the standard privacy notion for data analysis in both

theory and practice, and differentially private algorithms have been deployed in many impor-

tant settings in the industry as well as the U.S. census [EPK14, Abo16, Tea17, BEM+17,

DKY17]. Consequently, differentially private optimization is an increasingly important

and fundamental primitive in modern machine learning applications [BST14, ACG+16].

However, despite an extensive body of theoretical work providing privacy-utility tradeoffs

(and more) for optimization in the Euclidean norm geometry, e.g. [CM08, CMS11, KST12,

JT14, BST14, KJ16] (and many other follow-up works), more general settings have been
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left relatively unexplored. This state of affairs prohibits the application of private opti-

mization theory to problems where the natural geometry is non-Euclidean. Recent works

[AFKT21, BGN21, BGM21] have investigated special cases of private convex optimization,

e.g. for ℓp spaces or polyhedral sets, under smoothness assumptions, or under structured

losses. However, the systematic study of private convex optimization in general normed

spaces in the most fundamental setting of Lipschitz losses has been left open, a gap that

our work addresses.

Our framework for private convex optimization is simple: we demonstrate strong privacy-

utility tradeoffs for a regularized exponential mechanism when optimizing a loss over a set

X ⊂ Rd equipped with a norm ∥·∥X . More concretely, our algorithms sample from densities

∝ exp (−k(FD + µr))

where k, µ > 0 are tunable parameters, FD is a (data-dependent) empirical risk, and r

is a strongly convex regularizer in ∥·∥X with bounded range over X . In the analogous

non-private Lipschitz convex optimization setting, most theoretical developments (namely

mirror descent frameworks) have focused on precise applications where such an r is readily

available [Sha12, Bub15]. In this sense, our framework directly extends existing Lipschitz

convex optimization theory to the private setting (and indeed, recovers existing non-private

guarantees obtained by mirror descent [NY83]).

In the remainder of the introduction, we summarize our results (Section 4.1.1), highlight

our technical contributions (Section 4.1.2), and situate our paper in the context of prior work

(Section 4.1.3).

4.1.1 Our results

We study both the empirical risk minimization (ERM) problem and the stochastic convex

optimization (SCO) problem in this paper; the goal in the latter case is to minimize the

population risk. We formalize this under the following assumption, which parameterizes the

space we are optimizing and the (empirical and population) risks we aim to minimize.

Assumption 4.1.1. We make the following assumptions.



155

1. There is a compact, convex set X ⊂ Rd equipped with a norm ∥·∥X .

2. There is a 1-strongly convex function r : X → R in ∥·∥X , and Θ ≥ maxx∈X r(x) −
minx∈X r(x).

3. There is a set Ω such that for any s ∈ Ω, there is a convex function f(·; s) : X → R

which is G-Lipschitz in ∥·∥X .

For definitions used above, see Section 4.2. We remark that by strong convexity, the

parameter Θ scales at least as Ω(D2), where D is the diameter of X with respect to ∥·∥X ;

in many cases of interest, we may upper bound Θ by O(D2) as well up to a logarithmic

factor.

Finally, throughout the paper when working under Assumption 4.1.1, D = {si}i∈[n]
denotes a dataset drawn independently from P, a distribution supported on Ω, and we

define FD : X → R and FP : X → R by

FD(x) :=
1

n

∑
i∈[n]

f(x; si), FP(x) := E
s∼P

[f(x; s)]. (4.1)

Private ERM and SCO. We first present the following general results under Assump-

tion 4.1.1.

Theorem 4.1.2 (Informal, see Theorems 4.4.2, 4.4.6). Under Assumption 4.1.1 and fol-

lowing notation (4.1), drawing a sample x from the density ν ∝ exp(−k(FD +µr)) for some

k, µ > 0 specified in Theorem 4.4.2 is (ε, δ)-differentially private, and produces x such that

E
x∼ν

[FD(x)]−min
x∈X

FD(x) ≤ G
√

Θ ·

√
8d log 1

2δ

nε
.

Moreover, drawing a sample x from the density ν ∝ exp(−k(FD + µr)) for some k, µ > 0

specified in Theorem 4.4.6 is (ε, δ)-differentially private, and produces x such that

E
D∼Pn,x∼ν

[FP(x)]−min
x∈X

FP(x) ≤ G
√

Θ ·


√

8d log 1
2δ

nε
+

√
8

n

 .
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Minimizing the non-private population risk under the same setting as Assumption 4.1.1

is a very well-studied problem, with matching upper and lower bounds in many cases of

interest, such as ℓp norms [NY83, ABRW12, DJW14]. The population utility achieved by our

regularized exponential mechanism in Theorem 4.1.2 (namely, as ε→∞) matches the rate

obtained by the classical mirror descent algorithm [NY83], which to our knowledge has not

been previously observed. Finally, in Appendix 4.5 we provide an analog of Theorem 4.1.2

under the stronger assumption that the sample losses f(·; s) are strongly convex, bypassing

the need for explicit regularization. Our results in Appendix 4.5 recover the optimal rate

in the Euclidean case, matching known lower bounds [BST14].

We next show how to apply the results of Theorem 4.1.2 under various instantiations of

Assumption 4.1.1 to derive new rates for private convex optimization under ℓp and Schatten-

p norm geometries.

ℓp and Schatten-p norms. In Corollaries 4.4.10, 4.4.11, and 4.4.12, we combine known

(optimal) uniform convexity estimates for ℓp spaces [BCL94] with the algorithms of Theo-

rem 4.4.2 and 4.4.6 to obtain privacy-utility tradeoffs summarized in Table 4.1. Interestingly,

we achieve all these bounds with a single algorithmic framework, which in all cases matches

or partially matches known lower bounds.

ℓp norm
Optimality gap

ERM loss FD SCO loss FP

p ∈ (1, 2) (⋆) GD ·
√
d log 1

2δ

nε
√
p−1

GD ·
(

1√
n(p−1)

+

√
d log 1

2δ

nε
√
p−1

)

p = 1 (†) GD ·
√
d log d log 1

2δ

nε GD ·
(√

log d
n +

√
d log d log 1

2δ

nε

)

p ≥ 2 (†) GD · d
1− 1

p
√

log 1
2δ

nε GD ·
(
d
1
2− 1

p√
n

+
d
1− 1

p
√

log 1
2δ

nε

)

Table 4.1: Privacy-utility tradeoffs for ℓp norm optimization under (ε, δ)-differential privacy
obtained by: Corollary 4.4.10 (p ∈ (1, 2)), Corollary 4.4.11 (p = 1), and Corollary 4.4.12
(p ≥ 2). We assume X has ℓp diameter bounded by D and hide constants (stated in the
formal results) for brevity. (⋆) indicates that our result matches the private ERM and
SCO lower bound [BGN21, LL22]. (†) indicates that our result (as ε → ∞) matches the
non-private SCO lower bound [ABRW12, DJW14].
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We now contextualize our results with regard to the existing literature. In the following

discussion, the “privacy-dependent” loss term is the term in the SCO loss scaling with ε, δ,

and the “privacy-independent” loss term is the SCO loss when ε→∞.

In the case of constant p ∈ (1, 2), our Corollary 4.4.10 sharpens Theorem 5 of [AFKT21]

by a
√

log d factor in the privacy-dependent loss term, and is the first to match lower bounds

of [BGN21, LL22]. It improves bounds by [BGN21] by at least a logn factor on both parts

of the SCO loss, which further loses an n
1
4 factor on the privacy-dependent loss and requires

additional smoothness assumptions.

In the important case of p = 1, of fundamental interest due to its applications in sparse

recovery [CRT06] as well as online learning [Sha12, AHK12], our Corollary 4.4.11 improves

the privacy-dependent loss term of [AFKT21] by a log d factor, and matches the privacy-

independent loss lower bound in the SCO literature [DJW14], matching the rate of en-

tropic mirror descent. The privacy-dependent loss term incurs an additional overhead of
√

log d compared to existing lower bounds. However, just as lower bounds on the privacy-

independent loss increase as p → 1, it is plausible that the upper bound obtained by

Corollary 4.4.11 is optimal, which we leave as an interesting open direction.

In the p ≥ 2 case, prior work by [BGN21] obtains a rate matched by Corollary 4.4.12.

The non-private population risk term in (4.15) is again known to be optimal [ABRW12]. We

again find it an interesting open direction to close the gap between the upper bound (4.13)

and known lower bounds for private convex optimization when p ≥ 2, e.g. [BGN21, LL22].

We further demonstrate in Corollary 4.4.13 that all of these results have direct analogs

in the case of optimization over matrix spaces equipped with Schatten norm geometries. To

the best of our knowledge, this is the first such result in the private optimization literature;

we believe this showcases the generality and versatility of our approach.

Finally, we mention that all of these results are algorithmic and achieved by sam-

plers with polynomial query complexity and runtime, following developments of [LST21b,

GLL22]. In all cases, by simple norm equivalence relations, the query complexity of our

samplers is at most a d factor worse than the ℓ2 case, with improvements as p→ 2. It is an

exciting direction to develop efficient high-accuracy samplers catering to structured densities

relevant to the setups considered in this paper, e.g. those whose negative log-likelihoods are



158

strongly convex in ℓp norms. The design of sampling algorithms for continuous distributions

has been an area of intense research activity in the machine learning community, discussed

in greater detail in Section 4.1.3. We mention here that our hope is that our results and

general optimization framework serve as additional motivation for the pursuit of efficient

structured sampling algorithms working directly in non-Euclidean geometries.

4.1.2 Our techniques

Our results essentially build on the recent work of [GLL22], who observed that a regu-

larized exponential mechanism achieves optimal privacy-utility tradeoffs for empirical and

population risks when losses are Lipschitz in the ℓ2 norm. Under a Euclidean specializa-

tion of Assumption 4.1.1, [GLL22] provided variants of Theorem 4.1.2 using the regularizer

r(x) = 1
2 ∥x∥

2
2, i.e. reweighting by a Gaussian.

We demonstrate several key tools used in [GLL22] have non-Euclidean extensions by

using a simple, general approach based on a convex geometric tool known as localization.

For example, the starting point of our developments is relating the privacy curves of two

nearby, strongly convex densities with the privacy curve of Gaussians (see Section 4.2 for

definitions).

Theorem 4.1.3. Let X ⊂ Rd be compact and convex, let F, F̃ : X → R be µ-strongly convex

in ∥·∥X , and let P ∝ exp(−F ) and Q ∝ exp(−F̃ ). Suppose F̃ − F is G-Lipschitz in ∥·∥X .
For all ε ∈ R≥0,

δ(P ∥ Q)(ε) ≤ δ
(
N (0, 1)

∥∥∥∥ N ( G√
µ
, 1

))
(ε).

An analog of Theorem 4.1.3 when ∥·∥X is the Euclidean norm was proven as Theorem

4.1 of [GLL22]. Moreover, the analog of Theorem 4.1.2 in [GLL22] follows from combining

Theorem 4.1 of that work, and their Theorem 6.10, a reduction from the SCO problem to

the ERM problem (containing a generalization error bound). These proofs in [GLL22] rely

on powerful inequalities from probability theory, which were initially studied in the Gaus-

sian (Euclidean norm regularizer) setting. For example, Theorem 4.1 applied the Gaussian

isoperimetric inequality of [ST74, Bor75a] (see also Theorem 1.1, [Led99]), which states that

strongly logconcave distributions in the Euclidean norm have expansion quality at least as
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good as a corresponding Gaussian. Moreover, the generalization error bound in Theorem

6.10 was proven based on a Euclidean norm log-Sobolev inequality and transportation in-

equality, relating Wasserstein distances, KL divergences, and Lipschitz bounds on negative

log-densities. Fortunately, it turns out that all of these inequalities have non-Euclidean gen-

eralizations (possibly losing constant factors). For example, a non-Euclidean log-Sobolev

inequality was shown by Proposition 3.1 of [BL00], and a non-Euclidean transport inequal-

ity sufficient for our purposes is proved as Proposition 1 of [CE17]. Finally, variants of the

Gaussian isoperimetric inequality in general norms are given by [MS08, Kol11]. Plugging

in these tools into the proofs of [GLL22] allows us to recover Theorems 4.1.2 and 4.1.3, as

well as our applications.

In this work, we take a different (and in our opinion, simpler) strategy to proving the

probability-theoretic inequalities required by Theorems 4.1.2, 4.1.3, yielding an alternative

to the proofs in [GLL22] which we believe may be of independent intellectual interest to

the privacy community. In particular, our technical insight is the simple observation that

several of the definitions in differential privacy are naturally cast in the language of local-

ization [KLS95, FG04], which characterizes extremal logconcave densities subject to linear

constraints (see our proof of Lemma 4.3.3 for an example of this). This observation allows

us to reduce the proofs of key technical tools used in Theorems 4.1.2 and 4.1.3 to proving

these tools in one dimension, where all norms are equivalent up to constant factor rescal-

ing.1 After deriving several extensions of basic localization arguments in Section 4.3.1, we

follow this reduction approach to give a more unified proof to Theorems 4.1.2 and 4.1.3. To

our knowledge, this is the first direct application of localization techniques in differential

privacy.

The interplay between the privacy and probability theory communities is an increas-

ingly active area of exploration [DRS21, GLL22, GTU22] (discussed in more detail in Sec-

tion 4.1.3). We are hence optimistic that localization-based proof strategies will have fur-

ther applications in the privacy literature, especially in situations (beyond this paper) where

probability theoretic tools used in the Euclidean case do not have non-Euclidean variants in

1The one-dimensional case can then typically be handled by more straightforward “combinatorial” argu-
ments, see e.g. Section 2.b of [LS93] or Appendix B.3 of [CDWY20] for examples.
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full generality. In such settings, it may be a valuable endeavor to see if necessary inequalities

may be directly recast in the language of localization.

4.1.3 Prior work

Private optimization in Euclidean norm. Many prior works on private convex opti-

mization have focused on variants of the ERM and SCO problems studied in this work, under

ℓ2 Lipschitz losses and ℓ2 bounded domains, such as [CMS11, KST12, BST14, BFTGT19,

BFGT20]. The optimal information-theoretic rate for these private optimization prob-

lems was given by [BST14], which was matched algorithmically up to constant factors by

[BFTGT19, BFGT20].

From an algorithmic perspective, a topic of recent interest in the Euclidean case is the

problem of attaining optimal privacy-utility tradeoffs in nearly-linear time, namely, with ≈ n
gradient queries [FKT20, AFKT21, KLL21]. Under additional smoothness assumptions,

this goal was achieved by [FKT20]; however, achieving near-optimal gradient oracle query

rates in the general Lipschitz case remains open. We note that under value oracle access,

a near-optimal bound was recently achieved by [GLL22]. This paper primarily focuses on

the information-theoretic problem of achieving optimal privacy-utility tradeoffs for a given

dataset size. However, we believe the corresponding problem of designing algorithms with

near-optimal query complexities and runtimes (under value or gradient oracle access) is also

an important open direction in the case of general norm geometries.

Private optimization in non-Euclidean norms. The study of convex optimization

in non-Euclidean geometries was recently initiated by [AFKT21, BGN21], who focused

primarily on developing algorithms under ℓp regularity assumptions and bounded domains.

In follow-up work, [BGM21] gave improved guarantees for the family of generalized linear

losses. We discuss the rates we achieve for ℓp norm geometries compared to [AFKT21,

BGN21] in Section 4.1.1; in short, we improve prior results by logarithmic factors in the case

p ∈ [1, 2), and match them when p ≥ 2. Independently from our work, [HLL+22] designed

an algorithm for private optimization in ℓp geometries improving upon [BGN21] in gradient

query complexity (matching their privacy-utility tradeoffs); both [BGN21, HLL+22] require
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further smoothness assumptions on the loss functions.

One of the main motivations for this work was to develop a general theory for pri-

vate convex optimization under non-Euclidean geometries, beyond ℓp setups. In particular,

[BGN21] designed a generalized Gaussian mechanism for the case p ∈ [1, 2), where gradi-

ents were perturbed by a noise distribution catering to the ℓp geometry. However, how to

design a corresponding mechanism for more general norms may be less clear. The algorithm

of [AFKT21] in the non-smooth case was based on a (Euclidean norm) Gaussian mecha-

nism; again, this strategy is potentially more specialized to ℓp geometries. Beyond giving a

general algorithmic framework for non-Euclidean convex optimization based on structured

logconcave sampling, we hope that the information-theoretic properties we show regarding

regularized exponential mechanisms (e.g. Theorem 4.1.3) may find use in designing “gener-

alized Gaussian mechanisms” beyond ℓp norms.

Connections between privacy and sampling. Our work extends a line of work ex-

ploring privacy-utility tradeoffs for the exponential mechanism, a general strategy for de-

signing private algorithms introduced by [MT07] (see additional discussion in [GLL22]). For

example, the regularized exponential mechanisms we design are similar in spirit to the ex-

ponential mechanism “in the X norm2” designed by [HT10, BDKT12]. Moreover, our work

continues a recent interface between the sampling and privacy literature, where (continuous

and discrete-time) sampling algorithms are shown to efficiently obtain strong privacy-utility

tradeoffs for optimization problems [GLL22, GTU22]. This work further develops this in-

terface, motivating the design of efficient samplers for densities satisfying non-Euclidean

regularity assumptions.

The design of sampling algorithms under general geometries (e.g. “mirrored Langevin

algorithms”) has been a topic of great recent interest, independently from applications in

private optimization. Obtaining mixing guarantees under regularity assumptions naturally

found in applications is a notoriously challenging problem in the recent algorithmic sampling

literature [HKRC18, ZPFP20, AC21, Jia21, LTVW22]. For example, it has been observed

both theoretically and empirically that without (potentially restrictive) relationships be-

2That is, the norm induced by the convex body X , not to be confused with the ∥·∥X of Assumption 4.1.1.
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tween regularity parameters, natural discretizations of the mirrored Langevin dynamics

may not even have vanishing bias [ZPFP20, Jia21, LTVW22]. Recently, [LST21b] gave an

alternative strategy (to discretizing Langevin dynamics) for designing sampling algorithms

in the Euclidean case, used in [GLL22] to obtain private algorithms for ℓ2-structured ERM

and SCO problems (see Proposition 4.4.8). Our work suggests a natural non-Euclidean

generalization of these sampling problems, which is useful to study from an algorithmic

perspective. We are optimistic that a non-Euclidean variant of [LST21b] may shed light

on these mysteries and yield new efficient private algorithms. More generally (beyond the

particular [LST21b] framework), we state the direction of designing efficient samplers for

densities of the form exp(−FD − µr) satisfying Assumption 4.1.1 as an important open

research endeavor with implications for both sampling and private optimization, the latter

of which this paper demonstrates.

4.2 Preliminaries

General notation. Throughout, Õ hides logarithmic factors in problem parameters when

clear from the context. For n ∈ N, [n] refers to the naturals 1 ≤ i ≤ n. We use X to denote

a compact convex subset of Rd. The standard (ℓ2) Euclidean norm is denoted ∥·∥2. We will

be concerned with optimizing functions f : X → R, and ∥·∥X will refer to a norm on X .

The diameter of such a set is denoted diam∥·∥X (X ) := maxx,y∈X ∥x− y∥X . We let N (µ,Σ)

be the Gaussian density of specified mean and covariance. We denote the convex hull of a

set S (when well-defined) by conv(S). When a, b ∈ Rd, we abuse notation and let [a, b] be

the line segment between a and b.

Norms. For p ≥ 1, we let ∥·∥p applied to a vector-valued variable be the ℓp norm, namely

∥v∥p = (
∑

i∈[d] |vi|p)1/p for v ∈ Rd; the ℓ∞ norm is the maximum absolute value. We will

use the well-known inequality

∥v∥p ≤ ∥v∥q ≤ d
1
q
− 1

p ∥v∥p , for v ∈ Rd, q ≤ p. (4.2)
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Matrices will be denoted in boldface throughout, and ∥·∥p applied to a matrix-valued vari-

able M is the Schatten-p norm, i.e. the ℓp norm of the singular values of M.

Optimization. In the following discussion, fix some f : X → R. We say f is G-Lipschitz

in ∥·∥X if for all x, x′ ∈ X , |f(x)− f(x′)| ≤ G ∥x− x′∥X . We say f is µ-strongly convex in

∥·∥X if for all x, x′ ∈ X and t ∈ [0, 1],

f (tx+ (1− t)y) ≤ tf(x) + (1− t)f(y)− µt(1− t)
2

∥x− y∥2X .

Probability. For two densities π, π′, we define their total variation distance by ∥π − π′∥TV :=

1
2

∫
|π(x)− π′(x)|dx and (when the Radon-Nikodym derivative exists) their KL divergence

by DKL(π∥π′) :=
∫
π(x) log π(x)

π′(x)dx. We define the 2-Wasserstein distance by

W2(π, π
′) = inf

Γ∈Γ(π,π′)

√
E

(x,x′)∼Γ
∥x− x′∥22,

where Γ(π, π′) is the set of couplings of π and π′. We note W2 satisfies the following

inequality.

Fact 4.2.1. Let Lip2(f) be the Lipschitz constant in the ℓ2 norm of a function f . Then,

for densities π, π′ supported on X ,

W2(π, π
′) ≥ sup

Lip2(f)≤1

∫
X
f(x)(π(x)− π′(x))dx.

Proof. This follows from the dual characterization of the 1-Wasserstein distance (which

shows supLip(f)≤1

∫
X f(x)(π(x)− π′(x))dx = infΓ∈Γ(π,π′) E(x,x′)∼Γ ∥x− x′∥2), and convexity

of the square.

We use ∝ to indicate proportionality, e.g. if π is a density and we write π ∝ exp(−f), we

mean π(x) = exp(−f)
Z where Z :=

∫
exp(−f(x))dx and the integration is over the support

of π.
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We say that a measure π on Rd is logconcave if for any λ ∈ (0, 1) and compact A,B ⊂ Rd,

π(λA+ (1− λ)B) ≥ π(A)λπ(B)1−λ.

We have the following equivalent characterization of logconcave measures.

Proposition 4.2.2 ([Bor75b]). Let π be a measure on Rd. Let E be the least affine subspace

containing the support of π, and let mE be the Lebesgue measure in E. Then π is logconcave

if and only if dπ = fdmE, f is nonnegative and locally integrable, and − log f : E →
R ∪ {+∞} is convex.

In particular, Proposition 4.2.2 shows that the measure of any subspace of E according

to π is zero. If in the characterization of [Bor75b] the function − log f is affine, we say π is

logaffine. Following [Bor75b], we analogously define strong logconcavity with respect to a

norm.

Definition 4.2.3 (strong logconcavity). Let π be a measure on Rd. Let E be the least

affine subspace containing the support of π, and let mE be the Lebesgue measure in E. We

say π is µ-strongly logconcave with respect to ∥·∥X if dπ = fdmE , f is nonnegative and

locally integrable, and − log f : E → R ∪ {+∞} is µ-strongly convex in ∥·∥X .

Privacy. Throughout, M denotes a mechanism, and D denotes a dataset. We say D
and D′ are neighboring if they differ in one entry. We say a mechanism M satisfies (ε, δ)-

differential privacy if it has output space Ω and for any neighboring D,D′,

sup
S⊆Ω

Pr[M(D) ∈ S]− exp(ε) Pr[M(D′) ∈ S] ≤ δ.

We define the privacy curve of two random variables X,Y supported on Ω by

δ(X∥Y )(ε) := sup
S⊆Ω

Pr[Y ∈ S]− exp(ε) Pr[X ∈ S].

We sayM has a privacy curve δ : R≥0 → [0, 1] if for all neighboringD, D′, δ(M(D)∥M(D′)) ≤
δ(ε). For any ε ∈ R≥0, it is clear that such a M is (ε, δ(ε))-differentially private. We will
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frequently compare to the privacy curve of a Gaussian, so we recall the following bound

from prior work.

Fact 4.2.4 (Gaussian privacy curve, Lemma 6.3, [GLL22]). Let δ ∈ (0, 12) and ε > 0. For

any |t| ≤
√

2 log 1
2δ + 2ε−

√
2 log 1

2δ ≤ ε√
2 log 1

2δ

, δ(N (0, 1) ∥ N (t, 1))(ε) ≤ δ.

We will use Fact 4.2.4 after deriving our Gaussian differential privacy guarantees [DRS21]

for strongly logconcave densities in Theorem 4.1.3.

4.3 Gaussian differential privacy in general norms

In this section, we give a generalization of Theorem 4.1 of [GLL22], which demonstrates that

a regularized exponential mechanism for (Euclidean norm) Lipschitz losses achieves privacy

guarantees comparable to an analogous instance of the Gaussian mechanism. The proof

from [GLL22] was specialized to the Euclidean setup; to show our more general result, we

draw upon the localization technique from convex geometry [LS93, KLS95]. We provide the

relevant localization tools we will use in Section 4.3.1, and prove our Gaussian differential

privacy result in Section 4.3.2.

4.3.1 Localization

We recall the localization lemma from [FG04]. We remark that the statement in [FG04]

is more refined than our statement (in that [FG04] gives a complete characterization of

extreme points, whereas we give a superset), but the following form of the [FG04] result

suffices for our purposes.

Proposition 4.3.1 (Theorem 1, [FG04]). Let X ⊂ Rd be compact and convex, and let

f : X → R be upper semi-continuous. Let K(f) be the set of logconcave densities ν supported

in X satisfying
∫
X fdν ≥ 0. The set of extreme points of conv(K(f)) satisfies one of the

following.

• ν is a Dirac measure at x ∈ X such that f(x) ≥ 0.

• ν is logaffine and supported on [a, b] ⊂ X such that
∫
[a,b] fdν = 0.
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We next derive several extensions of Proposition 4.3.1.

Lemma 4.3.2 (Strongly logconcave localization). Let X ⊂ Rd be compact and convex, let

β : X → R>0 be continuous, and let f : X → R be upper semi-continuous. Let Kµ,β(f) be

the set of probability densities π such that π is µ-strongly logconcave with respect to ∥·∥X
and supported in X , such that π′ ∝ βπ is also µ-strongly logconcave, and

∫
X fdπ ≥ 0. The

set of extreme points of conv(Kµ,β(f)) satisfy one of the following.

• π is a Dirac measure at x ∈ X such that f(x) ≥ 0.

• π is supported on [a, b] ⊂ X .

Proof. Clearly, Dirac measures at x with f(x) ≥ 0 are extreme points, so it suffices to

consider other extreme points. Given any extreme point π which is not a Dirac measure, we

prove the least affine subspace containing the support of π has dimension one, i.e. denoting

the least affine subspace containing the support of π by S, we prove dimS = 1.

Assume for the sake of contradiction that dimS ≥ 2. There exists x0 in the relative

interior of the support of π and a two-dimensional subspace E ⊂ Rd such that x0 +E ⊆ S.

Let S1(E) be the unit circle in E, and for any u ∈ S1(E) denote Hu = {x ∈ S : ⟨x−x0, u⟩ =

0}, H+
u = {x ∈ S : ⟨x − x0, u⟩ ≥ 0} and H−

u = {x ∈ S : ⟨x − x0, u⟩ ≤ 0}. Finally, define

φ : S1(E) → R by φ(u) :=
∫
H+

u
fdπ − 1

2(
∫
fdπ), such that φ(u) = 0 =⇒

∫
H+

u
fdπ =

1
2

∫
fdπ ≥ 0.

By Proposition 4.2.2, we know π(Hu) = 0. Moreover, φ is continuous since every hyper-

plane Hu has π(Hu) = 0. Since φ(u) = −φ(−u), by the intermediate value theorem there

exists u0 ∈ S1(E) such that φ(u0) = 0. We can hence rewrite π as a convex combination

of its restrictions to H+
u0 and H−

u0 , both of which are µ-strongly logconcave, and whose

(renormalized) multiplications by β are also µ-strongly logconcave. Since φ(u0) = 0 both

of these restrictions belong to Kµ,β(f), contradicting extremality of π.

We briefly remark that the proof technique used in Lemma 4.3.2 is quite general, and

the only property we used about Kµ,β is that it is a subset of logconcave densities, and

it is closed under restrictions to convex subsets. Similar arguments hold for other density
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families with these properties. Further, we note that restrictions to compact sets are upper

semi-continuous; it is straightforward to verify our applications of Lemma 4.3.2 satisfy the

upper semi-continuity assumption.

We prove the following two technical lemmas using Lemma 4.3.2.

Lemma 4.3.3. Following notation of Lemma 4.3.2, fix a continuous function α : X → R

and a subset S ⊂ X . For any probability density π on X , define the renormalized density

π̃ ∝ e−απ. Finally, let

g(π) := Pr
x∼π̃

[x ∈ S]− eε Pr
x∼π

[x ∈ S].

Then maxπ∈Kµ,β
g(π) = maxπ∈K∗

µ,β
g(π) where K∗

µ,β is the subset of densities π ∈ Kµ,β
satisfying one of the following.

• π is a Dirac measure at x ∈ X .

• π is supported on [a, b] ⊂ X .

Proof. Let Kµ,β(f) ⊆ Kµ,β be the set of π ∈ Kµ,β such that
∫
fdπ ≥ 0. We have

max
π∈Kµ,β

g(π) = max
π∈Kµ,β

∫
x∈S

dπ̃(x)− eε
∫
x∈S

dπ(x)

= max
π∈Kµ,β

∫
x∈S e

−α(x)dπ(x)∫
x∈X e

−α(x)dπ(x)
− eε

∫
x∈S

dπ(x)

= max
π∈Kµ,β

max
C≥

∫
x∈X e−α(x)dπ(x)

∫
x∈S e

−α(x)dπ(x)

C
− eε

∫
x∈S

dπ(x)

= max
C

max
π∈Kµ,β(C−e−α)

∫
x∈X

(
e−α(x)

C
− eε

)
1S(x)dπ(x)

= max
C

max
π∈Kµ,β(C−e−α)∗

∫
x∈X

(
e−α(x)

C
− eε

)
1S(x)dπ(x),

where Kµ,β(C − e−α)∗ is the (super)set of extreme points of Kµ,β(C − e−α) given by the

strongly logconcave localization lemma (Lemma 4.3.2). These candidate extreme points

are Dirac measures at x such that C ≥ e−α(x), or are supported in [a, b] ⊂ X . Hence,



168

Kµ,β(C − e−α)∗ ⊆ K∗
µ,β, and we conclude

max
π∈Kµ,β

g(π) = max
C

max
π∈Kµ,β(C−e−α)∗

∫
x∈X

(
e−α(x)

C
− eε

)
1S(x)dπ(x) (4.3)

≤ max
C

max
π∈Kµ,β(C−e−α)∗

∫
x∈X

(
e−α(x)∫

x∈X e
−α(x)dπ(x)

− eε
)
1S(x)dπ(x) (4.4)

≤ max
π∈K∗

µ,β

∫
x∈X

(
e−α(x)∫

x∈X e
−α(x)dπ(x)

− eε
)
1S(x)dπ(x) = max

π∈K∗
µ,β

g(π). (4.5)

The first inequality used that C ≥
∫
x∈X e

−α(x)dπ(x) for π ∈ Kµ,β(C−e−α)∗, and the second

used that Kµ,β(C − e−α)∗ ⊆ K∗
µ,β for any C. Since K∗

µ,β ⊆ Kµ,β, we have the claim.

Lemma 4.3.4. Following notation of Lemma 4.3.2, fix continuous function α : X → R

and upper semi-continuous function f : X → R. For any probability density π on X , define
π̃ ∝ e−απ to be a renormalized density on X . Finally, let

g(π) :=

∫
x∈X

f(x)d(π − π̃)(x).

Then maxπ∈Kµ,β
g(π) = maxπ∈K∗

µ,β
g(π) where K∗

µ,β is the subset of densities π ∈ Kµ,β
satisfying one of the following.

• π is a Dirac measure at x ∈ X .

• π is supported on [a, b] ⊂ X .

Proof. We follow the notation from Lemma 4.3.3. If π is a Dirac measure, g(π) = 0, so we

only need to consider the case when maxπ∈Kµ,β
g(π) > 0. We have

max
π∈Kµ,β

g(π) = max
π∈Kµ,β

∫
x∈X

f(x)

(
1− e−α(x)∫

x∈X e
−α(x)dπ(x)

)
dπ(x)

= max
π∈Kµ,β

max
C≤

∫
x∈X e−α(x)dπ(x)

∫
x∈X

(
f(x)− e−α(x)f(x)

C

)
dπ(x)

= max
C

max
π∈Kµ,β(e−α−C)

∫
x∈X

(
f(x)− e−α(x)f(x)

C

)
dπ(x)
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= max
C

max
π∈Kµ,β(e−α−C)∗

∫
x∈X

(
f(x)− e−α(x)f(x)

C

)
dπ(x).

The remainder of the proof is analogous to Lemma 4.3.3.

4.3.2 Gaussian differential privacy

Using an instantiation of the localization lemma, we prove Gaussian differential privacy in

general norms by first reducing to one dimension and then using the result of [GLL22] to

handle the one-dimensional case. Gaussian differential privacy was introduced by [DRS21]

and is a useful tool to compare privacy curves. We first recall the (ℓ2) Gaussian differential

privacy result of [GLL22].

Proposition 4.3.5 (Theorem 4.1, [GLL22]). Let X ⊂ Rd be compact and convex, let F, F̃ :

X → R be µ-strongly convex in ∥·∥2, and let P ∝ exp(−F ) and Q ∝ exp(−F̃ ). Suppose

F̃ − F is G-Lipschitz in ∥·∥2. For all ε ∈ R≥0,

δ(P ∥ Q)(ε) ≤ δ
(
N (0, 1)

∥∥∥∥ N ( G√
µ
, 1

))
(ε).

We next give a simple comparison result between norms.

Lemma 4.3.6. For f : X → R, fix a, b ∈ X , and let f̃ : [a, b]→ R be the restriction of f to

[a, b].

1. If f is G-Lipschitz in ∥·∥X , f̃ is G · ∥b−a∥X∥b−a∥2
-Lipschitz in ∥·∥2.

2. If f is µ-strongly convex in ∥·∥X , f̃ is µ · ∥b−a∥
2
X

∥b−a∥22
-strongly convex in ∥·∥2.

Proof. To see the first claim, let c = a+ r(b− a) and d = a+ s(b− a) for s, r ∈ [0, 1]. We

have by Lipschitzness of f that

∣∣∣f̃(d)− f̃(c)
∣∣∣ ≤ G |s− r| ∥b− a∥X =

(
G · ∥b− a∥X∥b− a∥2

)
· ∥d− c∥2 .
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Similarly, to see the second claim, by strong convexity of f ,

f̃ (tc+ (1− t)d) ≤ tf̃(c) + (1− t)f̃(d)− µt(1− t)
2

∥c− d∥2X

= tf̃(c) + (1− t)f̃(d)− µt(1− t)(r − s)2
2

∥a− b∥2X

= tf̃(c) + (1− t)f̃(d)−
(
µ · ∥b− a∥

2
X

∥b− a∥22

)(
t(1− t)

2
∥d− c∥22

)
.

We now present our main result on Gaussian differential privacy with respect to arbitrary

norms.

Theorem 4.1.3. Let X ⊂ Rd be compact and convex, let F, F̃ : X → R be µ-strongly convex

in ∥·∥X , and let P ∝ exp(−F ) and Q ∝ exp(−F̃ ). Suppose F̃ − F is G-Lipschitz in ∥·∥X .
For all ε ∈ R≥0,

δ(P ∥ Q)(ε) ≤ δ
(
N (0, 1)

∥∥∥∥ N ( G√
µ
, 1

))
(ε).

Proof. Throughout this proof, fix some α which is G-Lipschitz in ∥·∥X by assumption. We

first claim that amongst all µ-strongly convex (in ∥·∥X ) functions F : X → R such that

F + α is also µ-strongly convex, defining P ∝ exp(−F ) and Q ∝ exp(−(F + α)), some F

maximizing δ(P ∥ Q)(ε) is either a Dirac measure or supported on [a, b] ⊂ X . We will prove

this by contradiction.

Suppose otherwise, and let F be a µ-strongly convex function that maximizes δ(P ∥ Q)(ε)

defined above. Define P ∝ exp(−F ) and Q ∝ exp(−(F +α)). Let S∗ ⊆ X be the set achiev-

ing

δ(P ∥ Q)(ε) = Pr
X∼P

[X ∈ S∗]− exp(ε) Pr
X∼Q

[X ∈ S∗].

By Lemma 4.3.3, there is another µ-strongly logconcave π where the renormalized density

∝ π exp(−α) is also µ-strongly logconcave, such that (following notation of Lemma 4.3.3)

g(π) ≥ g(P ), where π is either a Dirac or supported on [a, b]. We conclude that δ(P ∥ Q)(ε) ≤
δ(π ∥ π exp(−α))(ε) (since the maximizing set for π is at least as good as S∗), a contradic-

tion.
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It hence suffices to prove the theorem statement for F, F̃ , which are supported on some

[a, b] ∈ X . By Lemma 4.3.6, we have that F̃ − F is G · ∥b−a∥X∥b−a∥2
-Lipschitz in ∥·∥2 and F, F̃

are µ · ∥b−a∥
2
X

∥b−a∥22
-strongly convex in ∥·∥2. We conclude by Proposition 4.3.5 which shows

δ(P ∥ Q)(ε) ≤ δ
(
N (0, 1)

∥∥∥∥ N ( G√
µ
· ∥b− a∥X∥b− a∥2

· ∥b− a∥2∥b− a∥X
, 1

))
(ε)

= δ

(
N (0, 1)

∥∥∥∥ N ( G√
µ
, 1

))
(ε).

Our proof strategy is a reduction to an application of Proposition 4.3.5 in one dimension.

It is an interesting open question to obtain a simpler direct proof of Proposition 4.3.5 in

the one-dimensional setting (without using the machinery of [GLL22]), which is tight up to

constant factors.

4.4 Private ERM and SCO in general norms

In this section, we derive our results for private ERM and SCO in general norms. We

will state our results for private ERM (Section 4.4.1) and SCO (Section 4.4.2) with respect

to an arbitrary compact convex subset X of a d-dimensional normed space, satisfying As-

sumption 4.1.1. We then use this to derive guarantees for a variety of settings of import in

Section 4.4.3.

4.4.1 Private ERM under Assumption 4.1.1

To develop our private ERM algorithms, we recall the following risk guarantee from [DKL18]

of sampling from Gibbs distributions (improving upon [KV06, BST14]).

Proposition 4.4.1 ([DKL18], Corollary 1). Let X ⊂ Rd be compact and convex, let F :

X → R be convex, and let k > 0. If ν ∝ exp(−kF ),

E
x∼ν

[F (x)] ≤ min
x∈X

F (x) +
d

k
.

We conclude by a simple combination of Proposition 4.4.1 (providing a risk guarantee)
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and Theorem 4.1.3 (providing a privacy guarantee), which yields our main result on private

ERM.

Theorem 4.4.2 (Private ERM). Under Assumption 4.1.1 and following notation (4.1),

drawing a sample x from the density ν ∝ exp(−k(FD + µr)) for

k =

√
dnε

G
√

2Θ log 1
2δ

, µ =
G
√

2d log 1
2δ√

Θnε
,

is (ε, δ)-differentially private, and produces x such that

E
x∼ν

[FD(x)]−min
x∈X

FD(x) ≤ G
√

Θ ·

√
8d log 1

2δ

nε
.

Proof. Let FD′ be the realization of (4.1) when D is replaced with a neighboring dataset

D′ which agrees in all entries except some sample s′i ̸= si. By Assumption 4.1.1, we have

k(FD−FD′) is kG
n -Lipschitz, and both k(FD+µr) and k(FD′+µr) are kµ-strongly convex (all

with respect to ∥·∥X ). Hence, combining Theorem 4.1.3 and Fact 4.2.4 shows the mechanism

is (ε, δ)-differentially private, since

µ =
2G2k log 1

2δ

n2ε2
=⇒ G

√
k

n
√
µ
≤ ε√

2 log 1
2δ

. (4.6)

Let x⋆D := argminx∈X FD(x). We obtain the risk guarantee by the calculation (see Proposi-

tion 4.4.1)

E
x∼ν

[FD(x)] ≤ FD(x⋆D) +
(
µr(x⋆D)− E

x∼ν
µr(x)

)
+
d

k

≤ FD(x⋆D) + µΘ +
d

k

and plugging in our choices of µ and k.
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4.4.2 Private SCO under Assumption 4.1.1

We first give a generic comparison result between population risk and empirical risk under

Assumption 4.1.1. To do so, we use two helper results from prior work. The first was

derived in [GLL22] by combining a transportation inequality and a log-Sobolev inequality

(see e.g. [OV00]).

Proposition 4.4.3 ([GLL22], Theorem 6.7, Lemma 6.8). Let X ⊆ Rd be compact and

convex, let F, F̃ : X → R be µ-strongly convex in ∥·∥2, and let P ∝ exp(−F ) and Q ∝
exp(−F̃ ). Suppose F̃ − F is H-Lipschitz in ∥·∥2. Then, W2(P,Q) ≤ H

µ .

Corollary 4.4.4. Let X ⊂ Rd be compact and convex, and let α, f : X → R be H-

Lipschitz and G-Lipschitz respectively in ∥·∥X . Let Kµ,exp(−α) be the set of densities π

over X such that π is µ-strongly logconcave with respect to ∥·∥X , and π̃ ∝ π exp(−α) is also

µ-strongly logconcave. For any π ∈ Kµ,exp(−α) define g(π) :=
∫
X f(x)d (π − π̃) (x) where

π̃ ∝ π exp(−α). Then, g(π) ≤ GH
µ .

Proof. By Lemma 4.3.4 (and following its notation), it suffices to show g(π) ≤ GH
µ for all

π ∈ K∗
µ,exp(−α). Clearly this is true for a Dirac measure π as then g(π) = 0, so consider the

other case where π is supported on [a, b], such that π ∝ exp(−F ) and F is µ-strongly convex

in ∥·∥X . Further, define F̃ = F + α, so that F̃ is also µ-strongly convex and supported on

[a, b].

By Lemma 4.3.6, restricting to [a, b], F and F̃ are µ · ∥b−a∥
2
X

∥b−a∥22
-strongly convex in ∥·∥2,

F − F̃ is H · ∥b−a∥X∥b−a∥2
-Lipschitz in ℓ2 and f is

∥b−a∥X
∥b−a∥2

-Lipschitz in ∥·∥2. Hence, where the

inequalities are by Fact 4.2.1 and Proposition 4.4.3 respectively,

g(π) =

∫
X
f(x)d(π − π̃)(x) ≤ GW2(π, π̃) ≤ GH

µ
.

The second relates the population risk to the empirical risk on an independent sample.

Proposition 4.4.5 (Lemma 7, [BE02]). Suppose D = {si}i∈[n] is drawn independently from

P, let s ∼ P be drawn independently from D, and let D′ := {s} ∪ {si}i∈[n]\{1} be D where
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s1 is swapped with s. Then, for any symmetric3 mechanismM : supp(P)n → Rd,

E [FP(M(D))− FD(M(D))] = E
[
f(M(D); s)− f(M(D′); s)

]
,

where expectations are overM and the randomness used in producing D and s.

By applying Corollary 4.4.4 and Proposition 4.4.5 (which bound the generalization error

of our mechanism), we provide the following extension of Theorem 4.4.2, our main result

on private SCO.

Theorem 4.4.6 (Private SCO). Under Assumption 4.1.1 and following notation (4.1),

drawing a sample x from the density ν ∝ exp(−k(FD + µr)) for

k =

√
d+ C2

C1
, µ =

2G2k log 1
2δ

n2ε2
, C1 :=

2G2Θ log 1
2δ

n2ε2
, C2 :=

nε2

2 log 1
2δ

,

is (ε, δ)-differentially private, and produces x such that

E
D∼Pn,x∼ν

[FP(x)]−min
x∈X

FP(x) ≤ G
√

Θ ·


√

8d log 1
2δ

nε
+

√
8

n

 .

Proof. For the given choice of k, µ, the privacy proof follows identically to Theorem 4.4.2,

so we focus on the risk proof. We follow the notation of Proposition 4.4.5 and let s ∼
P independently from D. By exchanging the expectation and minimum and using that

ED∼Pn FD = FP ,

E
D∼Pn,x∼ν

[FP(x)]−min
x∼X

FP(x) ≤ E
D∼Pn

[
E
x∼ν

[FP(x)]−min
x∈X

[FD(x)]

]
≤ E

D∼Pn

[
E
x∼ν

[FP(x)− FD(x)]
]

+ E
D∼Pn

[
E
x∼ν

[FD(x)]−min
x∈X

[FD(x)]

]
≤ E

D∼Pn

[
E
x∼ν

[FP(x)− FD(x)]
]

+ µΘ +
d

k
,

3Here, a symmetric mechanism is one which only depends on the set of inputs rather than their order.
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where we bounded the empirical risk in the proof of Theorem 4.4.2. Next, let ν ′ be the

density ∝ exp(−k(FD′ +µr)). Our mechanism is symmetric, and hence by Proposition 4.4.5,

E [FP(x)− FD(x)] = E
[
E
x∼ν

[f(x; s)]− E
x∼ν′

[f(x; s)]

]

where the outer expectations are over the randomness of drawing D, s. Finally, for any fixed

realization of D, s, the densities ν, ν ′ satisfy the assumption of Corollary 4.4.4 with H = G
n ,

and f(·; s) is G-Lipschitz, so Corollary 4.4.4 shows that

E
x∼ν

[f(x; s)]− E
x∼ν′

[f(x; s)] ≤ G2

nµ
.

Combining the above three displays bounds the population risk by

E
D∼Pn,x∼ν

[FP(x)]−min
x∈X

FP(x) ≤ G2

nµ
+ µΘ +

d

k

= C1k +
C2 + d

k
,

for our given value of µ. The conclusion follows by optimizing over k yielding a risk of

2
√
C1(C2 + d), and using the scalar inequality

√
a+ b ≤ √a+

√
b for nonnegative a, b.

4.4.3 Applications

To derive our private optimization algorithms for ℓp-norm and Schatten-p norm geometries,

we recall the following results on the existence of bounded strongly convex regularizers.

Proposition 4.4.7 ([BCL94]). For 1 < p ≤ 2, letting ∥·∥p be the ℓp norm of a vector,

r(v) := 1
2(p−1)∥v∥2p is 1-strongly convex in ∥·∥p. Similarly, for 1 < p ≤ 2, letting ∥·∥p be the

Schatten-p norm of a matrix, r(M) := 1
2(p−1)∥M∥2p is 1-strongly convex in ∥·∥p.

We state a useful result on efficiently sampling from Lipschitz, strongly logconcave densi-

ties under value oracle access given by [GLL22] (building upon the framework of [LST21b]).

We slightly specialize the result of [GLL22] by giving a rephrasing sufficient for our purposes.
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Proposition 4.4.8 ([GLL22], Theorem 2.3). Let X ⊂ Rd be compact and convex with

diam∥·∥2(X ) ≤ D. Let D = {si}i∈[n] and let F̃D(x) = 1
n

∑
i∈[n] f(x; si) + ψ(x) such that

all f(·; si) : X → R are G-Lipschitz in ∥·∥2 and convex, and ψ(x) : X → R is µ-strongly

convex in ∥·∥2. For δ ∈ (0, 12), we can generate a sample within total variation δ of the

density ∝ exp(−F̃D) in N value queries to some f(·; si) and samples from densities ∝
exp

(
−ψ − 1

2η∥ · −v∥22
)
for some η > 0, v ∈ Rd, where

N = O

(
G2

µ
log2

(
G2(D2 + µ−1)d

δ

))
.

ℓp norms. We state our results on private convex optimization under ℓp geometry. As a

preliminary, we combine norm equivalence bounds (4.2) and Proposition 4.4.8 to give the

following algorithmic result on sampling from a logconcave distribution under value oracle

access under ℓp geometry.

Proposition 4.4.9. Let p ≥ 1 and let X ⊂ Rd be compact and convex with diam∥·∥p(X ) ≤
D. Let D = {si}i∈[n] and let F̃D(x) = 1

n

∑
i∈[n] f(x; si) +ψ(x) such that all f(·; si) : X → R

are G-Lipschitz in ∥·∥p and convex, and ψ(x) : X → R is µ-strongly convex in ∥·∥p. For

δ ∈ (0, 12), we can generate a sample within total variation δ of the density ∝ exp(−F̃D) in

N value queries to some f(·; si) and samples from densities ∝ exp
(
−ψ − 1

2η∥ · −v∥22
)
for

some η > 0, v ∈ Rd, where

N = O

(
G2d

2
p
−1

µ
log2

(
G2(D2 + µ−1)d

δ

))
if p ∈ [1, 2],

N = O

(
G2d

1− 2
p

µ
log2

(
G2(D2 + µ−1)d

δ

))
if p ∈ [2,∞).

Proof. For p ∈ [1, 2], note that each f(·; si) is d
1
p
− 1

2G-Lipschitz in the ℓ2 norm by combining

(4.2) and the definition of Lipschitzness. Moreover, because the ℓp norm is larger than the

ℓ2 norm, ψ remains µ-strongly convex in the ℓ2 norm. The diameter D is only affected

by poly(d) factors when converting norms, which is accounted for by the logarithmic term.

Hence, the complexity bound follows by applying Proposition 4.4.8 under this change of

parameters. For the other case of p ∈ [2,∞), the Lipschitz bound is G, and the strong
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convexity bound is d
2
p
−1
µ by a similar argument.

In the following discussion, we primarily focus on the value oracle query complexity

of our samplers. Generic results on logconcave sampling (see e.g. [LV07], or more recent

developments by [JLLV21, Che21a, KL22]) imply the samples from the densities∝ exp(−ψ−
1
2η∥ · −v∥22) can be performed in polynomial time, for all the ψ that are relevant in our

applications (which are all squared ℓp distances). We expect samplers which run in nearly-

linear time (in d) may be designed for applications where X is structured, such as an ℓp

ball, but for brevity we omit this discussion.

Corollary 4.4.10. Let 1 < p ≤ 2 be a constant, and let ε > 0, δ ∈ (0, 1). Let X ⊂ Rd have

diam∥·∥p(X ) ≤ D, and let FP = Es∼P [f(·; s)] where all f(·; s) : Rd → R are convex and G-

Lipschitz in ∥·∥p. Finally, let D = {si}i∈[n] ∼ Pn independently and FD := 1
n

∑
i∈[n] f(·; si).

1. There is an (ε, δ)-differentially private algorithmM which produces x such that

E
M

[FD(x)]−min
x∈X

FD(x) ≤ 2GD ·

√
d log 1

2δ

nε
√
p− 1

(4.7)

using

O

(
n2ε2d

2
p
−1

log 1
δ

log2
(
GDdnε

δ

))
value queries to some f(·; si). (4.8)

2. There is an (ε, δ)-differentially private algorithmM which produces x such that

E
D∼Pn,M

[FP(x)]−min
x∈X

FP(x) ≤ 2GD ·

√ 1

n(p− 1)
+

√
d log 1

2δ

nε
√
p− 1

 . (4.9)

using

O

(
n2ε2d

2
p
−1

log 1
δ

log2
(
GDdnε

δ

))
value queries to some f(·; si).

Proof. We will parameterize Assumption 4.1.1 with the function r(x) := 1
2(p−1)∥x − x0∥2p,

where x0 ∈ X is an arbitrary point, and strong convexity follows from Proposition 4.4.7. By

assumption, we may set Θ = 1
2(p−1)D

2. The conclusions follow by combining Theorem 4.4.2,
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Theorem 4.4.6. To obtain (ε, δ)-differential privacy, it suffices to run the mechanism with

privacy level δ ← δ
2 , run to total variation δ

2 using Proposition 4.4.9, and take a union

bound. For both ERM and SCO, note that our choices of k and µ satisfy the relation (4.6),

namely kG2

µ = O(n2ε2/ log 1
δ ). Since both the Lipschitz and strong convexity parameters

are scaled up by k in our application of Proposition 4.4.9, we have the leading-order term

is kG2

µ which yields the conclusion.

For any p such that p − 1 is bounded away from 0, Corollary 4.4.10 matches the

information-theoretic lower bound of [BGN21] (and its subsequent sharpening by [LL22]).

When this is not the case, we use norm equivalence (4.2) to obtain a weaker bound.

Corollary 4.4.11. Let ε > 0, δ ∈ (0, 1). Let X ⊂ Rd have diam∥·∥1(X ) ≤ D, and let

FP = Es∼P [f(·; s)] where all f(·; s) : Rd → R are convex and G-Lipschitz in ∥·∥1. Finally,

let D = {si}i∈[n] ∼ Pn independently and FD := 1
n

∑
i∈[n] f(·; si).

1. There is an (ε, δ)-differentially private algorithmM which produces x such that

E
M

[FD(x)]−min
x∈X

FD(x) ≤ 6GD
√

log d ·

√
d log 1

2δ

nε
(4.10)

using

O

(
n2ε2d

log 1
δ

log2
(
GDdnε

δ

))
value queries to some f(·; si). (4.11)

2. There is an (ε, δ)-differentially private algorithmM which produces x such that

E
D∼Pn,M

[FP(x)]−min
x∈X

FP(x) ≤ 6GD
√

log d ·

√ 1

n
+

√
d log 1

2δ

nε

 (4.12)

using

O

(
n2ε2d

log 1
δ

log2
(
GDdnε

δ

))
value queries to some f(·; si).

Proof. We will parameterize Assumption 4.1.1 with the function r(x) := e2

2(q−1)∥x − x0∥2q ,
where q = 1 + 1

log d . By combining Proposition 4.4.7 (which shows r is e2-strongly convex in
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ℓq) and (4.2), we have that r is 1-strongly convex in ℓ1. The remainder of the proof follows

identically to Corollary 4.4.10.

The term scaling as
√

log d/n in (4.12), namely the non-private population risk, is known

to be optimal from existing lower bounds on SCO [DJW14]. Up to a
√

log d factor, the non-

private empirical risk is optimal with respect to current private optimization lower bounds

[BGN21, LL22].

Corollary 4.4.12. Let p ≥ 2, and let ε > 0, δ ∈ (0, 1). Let X ⊂ Rd have diam∥·∥p(X ) ≤ D,

and let FP = Es∼P [f(·; s)] where all f(·; s) : Rd → R are convex and G-Lipschitz in ∥·∥p.
Finally, let D = {si}i∈[n] ∼ Pn independently and FD := 1

n

∑
i∈[n] f(·; si).

1. There is an (ε, δ)-differentially private algorithmM which produces x such that

E
M

[FD(x)]−min
x∈X

FD(x) ≤ 2GD ·
d
1− 1

p

√
log 1

2δ

nε
(4.13)

using

O

(
n2ε2d

1− 2
p

log 1
δ

log2
(
GDdnε

δ

))
value queries to some f(·; si). (4.14)

2. There is an (ε, δ)-differentially private algorithmM which produces x such that

E
D∼Pn,M

[FP(x)]−min
x∈X

FP(x) ≤ 2GD ·

d 1
2
− 1

p

√
n

+
d
1− 1

p

√
log 1

2δ

nε

 . (4.15)

using

O

(
n2ε2d

1− 2
p

log 1
δ

log2
(
GDdnε

δ

))
value queries to some f(·; si).

Proof. We will parameterize Assumption 4.1.1 with the function r(x) := 1
2 ∥x− x0∥

2
2. By

combining Proposition 4.4.7 (which shows r is 1-strongly convex in ℓ2, and hence also ℓp)

and (4.2), we may set Θ = 1
2d

1−2/pD2. The remainder of the proof follows identically to

Corollary 4.4.10.
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Schatten-p norms. Our results extend immediately to matrix spaces equipped with

Schatten-p norm geometries. We record our relevant results in the following.

Corollary 4.4.13. Let p ∈ [1,∞), ε > 0, δ ∈ (0, 1), and let d1, d2 ∈ N have d1 > d2. Let

X ⊂ Rd1×d2 have diam∥·∥p(X ) ≤ D, and let FP = Es∼P [f(·; s)] where all f(·; s) : Rd1×d2 →
R are convex and G-Lipschitz in ∥·∥p. Finally, let D = {si}i∈[n] ∼ Pn independently and

FD := 1
n

∑
i∈[n] f(·; si).

1. For constant 1 < p ≤ 2, there is an (ε, δ)-differentially private algorithm M which

produces M such that

E
M

[FD(M)]− min
M∈X

FD(M) ≤ 2GD ·

√
d1d2 log 1

2δ

nε
√
p− 1

,

E
D∼Pn,M

[FP(M)]− min
M∈X

FP(M) ≤ 2GD ·

√ 1

n(p− 1)
+

√
d1d2 log 1

2δ

nε
√
p− 1

 .

The value oracle complexity of the algorithm is bounded as in (4.8) for d← d2 in the

non-logarithmic term, and d← d1 in the logarithmic term.

2. For p = 1, there is an (ε, δ)-differentially private algorithmM which produces M such

that

E
M

[FD(M)]− min
M∈X

FD(M) ≤ 6GD
√

log d2 ·

√
d1d2 log 1

2δ

nε
√
p− 1

,

E
D∼Pn,M

[FP(M)]− min
M∈X

FP(M) ≤ 6GD
√

log d2 ·

√ 1

n
+

√
d1d2 log 1

2δ

nε
√
p− 1

 .

The value oracle complexity of the algorithm is bounded as in (4.11) for d← d2 in the

non-logarithmic term, and d← d1 in the logarithmic term.

3. For p ≥ 2, there is an (ε, δ)-differentially private algorithmM which produces M such
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that

E
M

[FD(M)]− min
M∈X

FD(M) ≤ 2GD ·
d

1
2
− 1

p

2

√
d1d2 log 1

2δ

nε
,

E
D∼Pn,M

[FP(M)]− min
M∈X

FP(M) ≤ 2GD ·

d 1
2
− 1

p

2√
n

+
d

1
2
− 1

p

2

√
d1d2 log 1

2δ

nε

 .

The value oracle complexity of the algorithm is bounded as in (4.14) for d← d2 in the

non-logarithmic term, and d← d1 in the logarithmic term.

Proof. The privacy and utility proofs follow identically to Corollaries 4.4.10, 4.4.11, and 4.4.12,

where we use the second portion of Proposition 4.4.7 instead of the first. We note that the

“dimension-dependent” term in the risk inherited from Proposition 4.4.1 scales as d1d2 (the

dimensionality of the matrix space). However, the terms in the risk due to the size of regu-

larizers (inherited from the tradeoffs in (4.2), for p = 1 and p > 2) scales as a power of d2, the

maximum dimension of singular values. To obtain the value oracle complexity, we note that

by definition of the Schatten norm, it satisfies the relationship (4.2) as well. Moreover, the

Schatten-2 norm agrees with the vector ℓ2 norm (when the matrix is flattened into a vector),

since they are both the Frobenius norm. Hence, we may directly apply Proposition 4.4.8

after paying a norm conversion, in the same way as was done in Proposition 4.4.9.

Remark on high-probability bounds. One advantage of using a sampling-based algo-

rithm is an immediate high-probability bound which follows due to the good concentration

of Lipschitz functions over samples from strongly logconcave distributions, stated below.

Lemma 4.4.14 (Concentration of Lipschitz functions, [Led99], Section 2.3 and [BL00],

Proposition 3.1). Let ℓ be a G-Lipschitz function and X ∼ exp(−F ) for a µ-strongly convex

function F , all with respect to the same norm ∥·∥X . For all t ≥ 0,

Pr
[
ℓ(X)− E[ℓ(X)] ≥ t

]
≤ exp

(
− t

2µ

2G2

)
.

In particular, we have demonstrated that the population and empirical risks (which are
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Lipschitz) have good expectations. Naively combining Lemma 4.4.14 and our main results

on the expectation utility bound then yields tight concentration around the mean in some

parameter regimes, but we suspect the resulting bound is loose in general. We leave it as an

interesting open problem to obtain tight high-probability bounds in all parameter regimes.

4.5 Private ERM and SCO under strong convexity

In this section, we derive our results for private ERM and SCO in general norms under the

assumption that the sample losses are strongly convex. We will state our results for private

ERM (Theorem 4.5.2) and SCO (Theorem 4.5.3) with respect to an arbitrary compact

convex subset X of a d-dimensional normed space, satisfying the following Assumption 4.5.1.

Assumption 4.5.1. We make the following assumptions.

1. There is a compact, convex subspace X ⊂ Rd equipped with a norm ∥·∥X .

2. There is a set Ω such that for any s ∈ Ω, there is a function f(·; s) : X → R which is

G-Lipschitz and µ-strongly convex in ∥·∥X .

Theorem 4.5.2 (Private ERM). Under Assumption 4.5.1 and following notation (4.1),

drawing a sample x from the density ν ∝ exp(−kFD) for

k =
n2ε2µ

2G2 log 1
2δ

,

is (ε, δ)-differentially private, and produces x such that

E
x∼ν

[FD(x)]−min
x∈X

FD(x) ≤ 2dG2 log 1
2δ

n2ε2µ
.

Proof. Let FD′ be the realization of (4.1) when D is replaced with a neighboring dataset

D′ which agrees in all entries except some sample s′i ̸= si. By Assumption 4.5.1, we have

k(FD − FD′) is kG
n -Lipschitz, and both kFD and kFD′ are kµ-strongly convex (all with

respect to ∥·∥X ). Hence, combining Theorem 4.1.3 and Fact 4.2.4 shows the mechanism is
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(ε, δ)-differentially private, since

k =
n2ε2µ

2G2 log 1
2δ

=⇒ G
√
k

n
√
µ
≤ ε√

2 log 1
2δ

.

Let x⋆D := argminx∈X FD(x). We obtain the risk guarantee by the calculation (see Proposi-

tion 4.4.1)

E
x∼ν

[FD(x)] ≤ FD(x⋆D) +
d

k
≤ FD(x⋆D) +

2dG2 log 1
2δ

n2ε2µ
.

Theorem 4.5.3 (Private SCO). Under Assumption 4.5.1 and following notation (4.1),

drawing a sample x from the density ν ∝ exp(−kFD) for

k =
n2ε2µ

2G2 log 1
2δ

is (ε, δ)-differentially private, and produces x such that

E
D∼πn,x∼ν

[FP(x)]−min
x∈X

FP(x) ≤ G2

nµ

(
1 +

2d log 1
2δ

nε2

)
.

Proof. For the given choice k, µ, the privacy proof follows identically to Theorem 4.4.2,

so we focus on the risk proof. We follow the notation of Proposition 4.4.5 and let s ∼
π independently from π. By exchanging the expectation and minimum and using that

ED∼πn FD = FP ,

E
D∼πn,x∼ν

[FP(x)]−min
x∼X

FP(x) ≤ E
D∼πn

[
E
x∼ν

[FP(x)]−min
x∈X

[FD(x)]

]
≤ E

D∼πn

[
E
x∼ν

[FP(x)− FD(x)]
]

+ E
D∼πn

[
E
x∼ν

[FD(x)]−min
x∈X

[FD(x)]

]
≤ E

D∼πn

[
E
x∼ν

[FP(x)− FD(x)]
]

+
d

k
,
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where we bounded the empirical risk in the proof of Theorem 4.5.2. Next, let ν ′ be the

density ∝ exp(−kFD′). Our mechanism is symmetric, and hence by Proposition 4.4.5,

E [FP(x)− FD(x)] = E
[
E
x∼ν

[f(x; s)]− E
x∼ν′

[f(x; s)]

]

where the outer expectations are over the randomness of drawing D, s. Finally, for any fixed

realization of D, s, the densities ν, ν ′ satisfy the assumption of Corollary 4.4.4 with H = G
n ,

and f(·; s) is G-Lipschitz, so Corollary 4.4.4 shows that

E
x∼ν

[f(x; s)]− E
x∼ν′

[f(x; s)] ≤ G2

nµ
.

Combining the above three displays bounds the population risk by

E
D∼πn,x∼ν

[FP(x)]−min
x∈X

FP(x) ≤ G2

nµ
+
d

k
=
G2

nµ

(
1 +

2d log 1
2δ

nε2

)
.

for our given value of k.
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Chapter 5

ALGORITHMIC ASPECTS OF THE LOG-LAPLACE TRANSFORM
AND A NON-EUCLIDEAN PROXIMAL SAMPLER

5.1 Introduction

The development of samplers for continuous distributions, under weak oracle access to

the corresponding densities, has seen a flurry of recent research activity. For applica-

tions in settings inspired by machine learning or computational statistics, this develop-

ment has in large part built upon connections between sampling and continuous opti-

mization. Inspired by perspectives on sampling as optimization in the space of measures

[JKO98] and starting with pioneering work of [Dal17b], a long sequence of results, e.g.

[Dal17a, CCBJ18, DCWY19, DM19, CV19, DMM19, SL19, CDWY20, LST20, CLA+21],

has used analysis techniques from convex optimization to bound the convergence rates of

sampling algorithms for densities. We refer the reader to the survey [Che23] for a more

complete account, but note in almost all cases, the focus has been on sampling from den-

sities satisfying regularity assumptions stated in the Euclidean (ℓ2) norm, e.g. ℓ2-bounded

derivatives.

The theory of continuous optimization under regularity assumptions stated for non-

Euclidean geometries has played an important role in algorithm design. These geometries

naturally arise when the optimization problem is over a structured constraint set, such as an

ℓp ball or a polytope. In diverse applications such as learning from experts [AHK12], sparse

recovery [CRT06], multi-armed bandits [BC12], matrix completion [ANW10], fair resource

allocation [DFO20], and robust PCA [JLT20], first-order mirror descent techniques for ℓp

or Schatten-p geometries have been a remarkable success story. Beyond these applications,

the theory of self-concordant barriers (and the Riemannian geometries induced by their

Hessians) has been greatly influential to the theory of convex programming and interior
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point methods [NT02, Nem04].1

Non-Euclidean samplers. A natural direction for building the theory of logconcave

sampling (the analog of convex optimization) is thus to develop samplers which can handle

non-Euclidean regularity assumptions and constraint sets. Unfortunately, progress in this

direction has relatively lagged behind optimization counterparts, as discretization tools

which work well in the Euclidean case do not readily generalize. Briefly (with an extended

discussion deferred to Section 5.1.3), most prior attempts at giving non-Euclidean samplers

have focused on analyzing variants of the mirrored Langevin dynamics, building upon the

ubiquitous mirror descent algorithm in optimization [NY83]. The key idea of mirror descent

is to choose a regularizer φ : X → R over a constraint set X , such that φ is strongly convex

in an appropriate (possibly non-Euclidean) norm ∥·∥X . The regularizer φ is then used to

define iterative methods for optimizing functions f with regularity in ∥·∥X .

The sampling analog of this non-Euclidean generalization is to extend the Langevin

dynamics, a stochastic process inherently catered to the ℓ2 geometry, to use Brownian

motion reweighted by the Hessian of a regularizer φ. This process, which we call the mirrored

Langevin dynamics (MLD), was introduced recently by [ZPFP20] (see also [HKRC18] for

an earlier incarnation). Several follow-up works attempted to bound convergence rates for

discretizations of the MLD process, e.g. [AC21, Jia21, LTVW22]. Unfortunately, many of

these analyses have imposed rather strong conditions on φ beyond strong convexity, e.g. a

“modified self-concordance” assumption used in [ZPFP20, Jia21, LTVW22] which (to our

knowledge) is not known to be satisfied by standard regularizers. Even more problematically,

these analyses (as well as an empirical evaluation by [Jia21]) suggest that without strong

relative regularity assumptions between the target density and φ, naive discretizations of

MLD inherently do not converge to the target even in the limit. A notable exception is the

work of [AC21], which circumvented both issues (the modified self-concordance assumption

and a biased limit) using a different MLD discretization; however, it is not always clear that

this discretization is feasible for standard choices of φ and X .

1Self-concordance requires that the second derivative of a function is stable to perturbations which are
measured in the induced norm. For notation and definitions used throughout the paper, see Section 5.2.
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An alternative to directly discretizing MLD is to use a filter to control bias, akin to

the MALA or Metropolized HMC algorithms which are well-studied in the Euclidean case

[Bes94, RT96, BRH12, DCWY19, CDWY20, LST20]. However, here too generalizing exist-

ing analyses runs into obstacles: for example, typical analyses of MALA and Metropolized

HMC rely on bounding the conductance of random walks via isoperimetric inequalities on

the target distribution. Prior isoperimetry bounds appear to be tailored to the ℓ2 geom-

etry and properties of Gaussians (the basic strongly logconcave distribution in Euclidean

settings). Potentially due to this difficulty, to our knowledge no general-purpose extension

of MALA or its variants to non-Euclidean norms exists in the literature.2

Proximal samplers. In this paper, we overcome these difficulties by following a third

strategy for the design of efficient samplers: a proximal approach recently proposed by

[LST21b]. To sample from a density π on Rd proportional to exp(−f), the algorithm of

[LST21b] first extends the space to Rd × Rd, and defines a joint density π̂ such that, for

some parameter η > 0,

dπ̂(z) ∝ exp

(
−f(x)− 1

2η
∥x− y∥22

)
dz where z = (x, y) ∈ Rd × Rd. (5.1)

It is straightforward to see that for any η, the x-marginal of π̂ is the original distribution π,

and further [LST21b] shows that alternating sampling from the conditional distributions of

π̂, i.e. π̂(x | y) or π̂(y | x), mixes rapidly. We give an extended discussion on recent activity

on designing and harnessing proximal samplers building upon [LST21b] in Section 5.1.3,

but mention that instantiations of the framework have resulted in state-of-the-art runtimes

for many structured density families [CCSW22, LC22, GLL22]. Motivated by the success of

proximal methods in the Euclidean setting, one goal of our work is to extend this technique

to non-Euclidean geometries.

2We mention that in certain geometries induced by structured manifolds (discussed in part in Sec-
tion 5.1.3), generalizations of MALA or Metropolized HMC have been previously proposed, e.g.
[GC11, Bar20]. These works are motivated by related, but different, settings to the ones considered
in this work (we mainly study norm regularity, akin to first-order convex optimization), and their focus is
not on establishing non-asymptotic mixing time bounds.
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Our approach. Our main insight is that a generalization of the strategy in [LST21b]

induces a well-studied object in probability theory called the log-Laplace transform (LLT).

Letting φ : Rd → R be a convex function in the dual space y ∈ Rd, our generalization of

(5.1) defines the joint density

dπ̂(z) ∝ exp (−f(x) + (⟨x, y⟩ − φ(y)− ψ(x))) dz,

where ψ(x) := log

(∫
exp (⟨x, y⟩ − φ(y)) dy

)
.

(5.2)

The function ψ is called the LLT of φ, and it has an interpretation as a normalizing constant

for induced densities Dφx on the dual space proportional to exp(⟨x, ·⟩ − φ). Indeed, Dφx is

defined exactly so the x-marginal of π̂ is π ∝ exp(−f). When η = 1 and φ,ψ are quadratics,

this is exactly (5.1); we discuss the case of general η in Section 5.1.2. Moreover, the LLT is

a well-studied mathematical object: it arises in probability theory as a cumulant-generating

function, i.e. derivatives of the LLT yield cumulants of the induced distributions Dφx , just

as derivatives of the MGF yield moments.

The LLT famously appeared in Cramér’s theorem on large deviations [Cra38], and its

cumulant-generating properties have yielded fundamental concentration results in convex

geometry [Kla06, EK11, KM12]. More recently, algorithmically-motivated properties of

the LLT have been studied in settings such as optimization [BE19], where it was used to

define an optimal self-concordant barrier, as well as connections to localization schemes for

sampling from discrete distributions [CE22].

We continue this investigation by demonstrating new mathematical properties of the

LLT with an algorithmic flavor, and showcasing uses of the LLT as a tool for continu-

ous logconcave sampling. In particular, armed with a deeper understanding of the LLT,

we overcome several of the aforementioned barriers to non-Euclidean sampler design and

develop a generalized proximal sampler. We further give applications of our sampler to

obtain new complexity results for non-Euclidean differentially private convex optimization,

building upon a connection discovered by [GLL22, GLL+23]. We are optimistic that the

LLT will find additional uses in sampler design (potentially beyond the proximal sampling

framework, building upon the new properties we prove), and suggest a number of avenues
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of future exploration to the community in Section 5.6.

5.1.1 Our results

In this section, we overview our results, which separate cleanly into three categories.

Algorithmic aspects of the LLT. It is well-known that the derivatives of the LLT at

a point x ∈ Rd are cumulants of the induced density on y ∈ Rd:

dDφx (y) ∝ exp (⟨x, y⟩ − φ(y)) dy.

For example, ∇ψ(x) = Ey∼Dφ
x

[y], and ∇2ψ(x) is the covariance of Dφx . Further, it was shown

in [BE19] that if ψ is the LLT of a convex function φ, then ψ is convex and self-concordant.

Building upon these facts, in Section 5.3, we prove the following new properties of the LLT.

• Strong convexity-smoothness duality. Let ∥·∥ be a norm on Rd. We prove that if

φ : Rd → R is L-smooth in the dual norm ∥·∥∗, its LLT ψ : Rd → R is 1
L -strongly

convex in ∥·∥.3 This fact parallels a similar, well-known form of strong convexity-

smoothness duality for Fenchel conjugates [Sha07, KST09]. Our proof does not require

φ to be convex. We further show that the converse holds as well: a 1
L -strongly convex

φ has a L-smooth LLT.

• Isoperimetry in the Hessian norm. We prove a one-dimensional isoperimetric inequal-

ity for densities of the form exp(−φ), where φ : R→ R is self-concordant and convex.

By appealing to (a strong variant of) the localization lemma of [LS93], this proves that

measures which are strongly logconcave with respect to convex and self-concordant

φ : Rd → R satisfy a similar isoperimetric inequality in the Riemannian geometry

induced by ∇2φ. Importantly, due to self-concordance of the LLT, this applies to

strongly logconcave measures in an LLT.

3The constant factor 1 here is optimal, as demonstrated by quadratics.
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• Overlap of induced distributions Dφx . We provide a KL divergence bound on the

distributions Dφx and Dφx′ for x and x′ which are close in the Riemannian distance

induced by ψ. Combined with our isoperimetric inequality and a classical argument

of [DFK91], this proves a lower bound on the conductance of an alternating sampler

for densities of the form (5.2).

These new properties of the LLT suggest that it may find uses in designing samplers

under non-Euclidean geometries beyond those explored in Sections 5.4 and 5.5 of our paper.

For example, the LLT of a smooth function is strongly convex and self-concordant, which are

exactly the properties required by the mirror Langevin discretization scheme of [AC21]. In

optimization, regularizers φ for mirror descent typically only require strong convexity (and

not self-concordance). However, controlling the evolution of the geometry induced by ∇2φ is

critical for discretizing MLD schemes, so imposing self-concordance (as opposed to more non-

standard regularity such as the modified self-concordance of [ZPFP20, Jia21, LTVW22]) may

be viewed as a minimal assumption. Problematically, standard strongly convex regularizers

for mirror descent such as entropy or ℓ2p are not self-concordant, so LLTs are a way of

bridging this gap for sampling. Moreover, our new isoperimetric inequality and conductance

bounds suggest that LLTs may find use in Metropolized sampling schemes, paving the way

for non-Euclidean generalizations of MALA and its variants.

In some sense, our new duality result is a generic way of taking a strongly convex

regularizer and transform it, via the Fenchel transform and the log-Laplace transform, to

another regularizer which is strongly convex in the same norm, but also self-concordant. The

first transform makes the function smooth in the dual [KST09], and the second effectively

undoes this change. We will later discuss an application of this framework in improving

the oracle complexity of the problem of private stochastic convex optimization in the ℓp

geometry, using the LLT of the ℓ2q regularizer.

Non-Euclidean proximal sampling. In Section 5.4, we build upon these aforemen-

tioned tools to analyze the mixing time of an alternating scheme for sampling densities

π on convex, compact X ⊂ Rd equipped with a norm ∥·∥X , where π is proportional to
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exp (−F (x)− ηµψ(x))1X (x). Here, F : X → R is convex, η, µ > 0 are tunable parameters,

and ψ is the LLT of η-smooth φ : Rd → R in the dual norm ∥·∥X ∗ . We prove in Theo-

rem 5.4.12 that alternately sampling from conditional distributions of the extended density

on z = (x, y) ∈ X × Rd proportional to

exp (−F (x)− ηµψ(x) + (⟨x, y⟩ − φ(y)− ψ(x)))1X (x) (5.3)

has stationary distribution π, and converges in ≈ 1
ηµ iterations for a warm start. More

specifically, the convergence rate of our sampler depends polylogarithmically on both the

warmness β of the point it is initialized with, and the inverse of the total variation error

δ. The form of (5.3) is the same as (5.2), but we impose that f is ηµ-relatively strongly

convex in ψ.

We first compare this result to the Euclidean proximal sampler of [LST21b], who proved

a similar result for alternating sampling densities of the form (5.1). The main result of

[LST21b] shows that if f is µ-strongly convex in the ℓ2 norm, then alternating sampling from

the marginals of (5.1) converges in ≈ 1
ηµ iterations, also with polylogarithmic dependence

on the target total variation error. Our result can be viewed as an extension of this result;

instead of requiring µ-strong convexity in the ℓ2 norm (which is equivalent to relative strong

convexity with respect to the function x → 1
2 ∥x∥

2
2), we require µ-relative strong convexity

in the function ηψ. In light of our duality result, ηψ is 1-strongly convex in ∥·∥X , so it is

the natural “unit” for measuring strong convexity.

We remark that the parameters η and µ play different roles: µ governs the strong

logconcavity of the stationary distribution, and η controls the strong logconcavity of the

x-conditional distribution of (5.3), which is tuned to govern the convergence rate of sam-

pling from the conditional distribution. In particular, we further show that when F is

G-Lipschitz in ∥·∥X , then as long as η ≲ G−2, the conditional sampling required by (5.3)

can be performed in constant calls to a value oracle to F in expectation. This result holds

even when F is a distribution over G-Lipschitz functions, and we only have sample access to

this distribution. This extends a similar implementation of the marginal sampler required

by [LST21b] for log-Lipschitz densities in the ℓ2 norm, given by [GLL22]. The remaining
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complexity of the marginal sampling depends on the structure of the chosen φ and X , but

is independent of F ; we give a discussion of this aspect of our sampler in Sections 5.5.3

and 5.6.

One shortcoming of Theorem 5.5.8’s rate is that it depends polylogarithmically on the

warmness parameter. In contrast, the rate of [LST21b] depends doubly logarithmically on

the warmness, which is important because in many sampling applications, standard starting

distributions have warmness bounds growing exponentially in problem parameters such as

the dimension d. We refer the reader to a discussion in Section 1.1 of [LST21a] on warmness

assumptions under ℓ2 geometry, which have created a≈
√
d-sized gap on mixing time bounds

for MALA, with and without a polynomially-bounded warm start [CLA+21, LST20]. We

believe it is an interesting future direction to close this gap in warmness assumptions for

our sampler in Section 5.4, analogously to the result of [LST21b]. Notably, there has been

an ongoing exploration of new proof techniques for the convergence of proximal samplers

by the community [CCSW22, CE22], and we are optimistic similar advancements can be

made in non-Euclidean settings, discussed further in Section 5.1.3.

Zeroth-order private convex optimization. As the main application of our tech-

niques, in Section 5.5 we design LLTs based on the smoothness of the function φq(x) =

p−1
2 ∥x∥

2
q in the norm ℓq, where 1

p + 1
q = 1 and p ∈ [1, 2], q ≥ 2. We show that the addi-

tive range of ψη,p,
4 the LLT of ηφq for η ≲ 1

d ,5 is bounded by O( 1
(p−1)η ) over the unit ℓp

ball. This makes ηψη,p competitive with the canonical choice of regularizer in ℓp norms for

optimization, namely rp(x) := 1
2(p−1) ∥x∥

2
p, which has the same additive range and strong

convexity parameters as ηψη,p (up to constants). We further build efficient value oracles

and samplers for induced densities for ψη,p in Section 5.5.3.

A critical difference between ηψ and rp, however, is that regularizing by a multiple

of ηψ admits efficient samplers via the machinery in Section 5.4; to our knowledge no

similar technique is known for rp. This difference is particularly important in the setting of

differentially private convex optimization: see Problem 5.5.5 for a formal statement of the

4We use slightly different notation than in Section 5.5 for convenience of exposition here.

5This restriction is discussed further in Section 5.1.2, but does not bottleneck our privacy applications.
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problem we study. Recently, [GLL+23] showed that to privately minimize either population

or empirical risk for a distribution over convex functions which are Lipschitz in a (possibly

non-Euclidean) norm ∥·∥X , it suffices to sample from a regularized density ∝ exp(−k(f erm+

µr)). Here, f erm = 1
n

∑
i∈[n] fi is the empirical risk over n samples {fi}i∈[n], k, µ are tunable

parameters, and r is a 1-strongly convex regularizer in ∥·∥X .

Our new sampling results show a demonstrable algorithmic advantage of using ηψη,p as

a regularizer for ℓp geometries, as opposed to rp. In Theorem 5.5.8, we give algorithms for

private convex optimization matching the state-of-the-art excess risk bounds for private con-

vex optimization recently attained by [GLL+23] (who used rp as their regularizer). Under a

warm start, our new algorithms further improve the value (zeroth-order) oracle complexities

of private convex optimization under ℓp regularity in dimension d compared to [GLL+23] by

poly(d) factors, i.e. the number of queries to {fi}i∈[n] used. We also show these new value

oracle complexities extend straightforwardly to improve private convex optimization over

matrix spaces satisfying Schatten-p norm regularity.

We note that our results match (up to logarithmic factors) the value oracle complexities

in the ℓ2 setting obtained by [GLL22], for all ℓp norms where p ∈ [1, 2]. In Appendix 5.7, we

extend lower bounds for stochastic optimization from [DJWW15, GLL22] to the ℓp setting to

show the value oracle complexities of Theorems 5.4.12 and 5.5.8 are near-optimal, assuming

a polynomially warm start.

5.1.2 Our techniques

Analogously to Section 5.1.1, in this section we split our discussion of our techniques into

three parts.

Algorithmic aspects of the LLT. We first discuss our strong convexity-smoothness

duality result. From a convex geometry perspective, smoothness of φ (with LLT ψ) ensures

that the induced distributions ∝ exp(⟨x, ·⟩−φ) are heavy-tailed (because their log-densities

cannot grow quickly), which means their variances are “large.” We also know that ∇2ψ is

the covariance matrix of the induced distribution which means that ∇2ψ should be lower-

bounded. We formalize this using a version of the Cramér-Rao bound from [CP22]. An
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older arXiv version of this paper contains a more elementary proof of this result inspired

by differential privacy, achieving a worse constant of ≈ 1
12 ; the (optimal) improvement

was suggested by Sam Power. Our converse proof is similar, and follows by applying the

Brascamp-Lieb inequality [BL76].

To prove our isoperimetric inequality, we draw inspiration from a similar bound shown

in Lemma 35 of [LV18], but for a family of convex functions φ satisfying a strange con-

dition that φ′′ was convex (which fortunately includes the log barrier function). Noticing

that − log is self-concordant, we extend the [LV18] result to hold for all self-concordant

functions. Further we show by a direct calculation that the KL divergence between the

induced distributions of two nearby points x and x′ is essentially the LLT ψ at one of the

points, up to a linear term. This lets us use stability of the Hessian of self-concordance func-

tions to demonstrate stability of nearby induced distributions, a key ingredient in proving

conductance bounds by the machinery of [DFK91].

Non-Euclidean proximal sampling. Given the results of Section 5.3, establishing our

main proximal sampling result Theorem 5.4.12 is fairly routine. Our algorithm consists

of an “outer loop” and an “inner loop” for sampling from the x marginal of (5.3) which

is stated and analyzed in Section 5.4.1. Our outer loop analysis is directly based on the

mixing time-to-conductance reduction of [LS93] and the technique of [DFK91] to lower

bound conductance, using facts from Section 5.3. Our inner loop handling functions F in

(5.3) which are Lipschitz (or distributions over Lipschitz functions) is a small modification of

a similar result in [GLL22]. The only property we need of the LLT is strong convexity: this

implies a rejection sampler terminates quickly via the concentration of Lipschitz functions

under strongly logconcave distributions (in any norm) [Led99, BL00].

We do note there is a design decision to be made on how to define “scaling up the LLT by

1
η ,” unlike in the case of (5.1) where using the induced density N (x, η−1Id) is natural. Given

r, a 1-strongly convex function in ∥·∥X , and letting r∗ be its (smooth) Fenchel conjugate,

two natural ways of defining a scaled up induced distribution at x are to choose densities

∝ exp (⟨x, y⟩ − ηr∗(y)− ψ(x)) , (5.4)
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or

∝ exp

(
1

η
(⟨x, y⟩ − r∗(y)− ψ(x))

)
. (5.5)

The choice (5.4) clearly results in ψ which is Ω(η−1)-strongly convex, rendering it suitable

for our proximal sampling applications. It is not difficult to see that the second results in

η−1ψ which is also Ω(η−1)-strongly convex. More interestingly, plugging in r = r∗ = 1
2 ∥·∥

2
2

makes (5.1) agree with (5.5) rather than (5.4). Unfortunately, the ψ which results from (5.5)

is not self-concordant, as its Hessian scales with η−1 and its third derivative with η−2. Our

choice to use (5.4) has further implications, elaborated on next, but a deeper understanding

of this discrepancy seems interesting.

Zeroth-order private convex optimization. As outlined in Section 5.1.1, the frame-

works of [GLL22, GLL+23] show that to use our proximal sampler for ℓp norm private

convex optimization, it suffices to design an LLT which has small additive range. Perhaps

surprisingly, we exploit the non-scale invariance of LLT for this task: the LLT of ηφ does

not behave like η−1 times the LLT of φ.6 To see why this is helpful, consider the case when

φ = 1
2 ∥·∥

2
∞: then,

ψ(x) = log

(∫
exp

(
⟨x, y⟩ − 1

2
∥y∥2∞

)
dy

)
.

Although one would hope ψ(x) has additive range comparable to 1
2 ∥x∥

2
1, the Fenchel con-

jugate of 1
2 ∥x∥

2
∞, it is not hard to show that ψ(e1) − ψ(0) = Ω(

√
d); we give a proof in

Appendix 5.8. Intuitively, the ℓ∞ radius of a typical point ∼ exp(−1
2 ∥·∥

2
∞) is about

√
d,

and a constant fraction of points on the surface of this ℓ∞ ball have inner product with

e1 of Ω(
√
d). This shows the additive range of ψ on the ℓ1 ball is larger than 1

2 ∥·∥
2
1 by

dimension-dependent factors.

We show that the non-scale invariance of (5.4) is actually helpful in controlling additive

ranges. Specifically, letting ψη denote the LLT of η ∥x∥2q , we show the additive range of

ηψη (a ≈ 1-strongly convex function) is ≈ max(η, 1,
√
dη). For sufficiently small η, this

implies ηψη is actually a much smaller regularizer than ψ; graciously, our differential privacy

applications require η ≲ 1
d2

. We find it potentially useful to explore how generic this non-

6On the other hand, the Fenchel conjugate of ηφ is η−1 times the Fenchel conjugate of φ.
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scale invariance of the LLT is.

5.1.3 Prior work

Non-Euclidean sampling. A recurring issue that arises in bounding the convergence

rate of non-Euclidean samplers is that naive discretizations can result in significant error.

As a result, most prior works either require strong assumptions or oracles for accurate

discretization or adopt more sophisticated discretization methods that are difficult to ana-

lyze. For example, earlier in the introduction this was discussed for discretizations of MLD

[ZPFP20, Jia21, AC21, LTVW22]. Part of the intrinsic difficulty of bounding discretized

MLD lies in third-order error terms emerging from non-Euclidean geometries, which are

hard to control under standard assumptions.

Under structured settings different than, but related to, those in this paper, an inter-

esting alternative sampling strategy is discretizing Riemannian Langevin or Hamiltonian

dynamics. For example, [GV22] studied the Riemmanian Langevin dynamics assuming ac-

cess to an oracle to sample from Brownian motion on a manifold, whose complexity heavily

depends on the manifold. Further, the convergence rate of Riemannian Hamiltonian Monte

Carlo (RHMC) in polytopes was studied in [LV18], and a discretized version was analyzed

in [KLSV22]; the results apply to a limited family of distributions, and the convergence

rate is fairly large. For RHMC to converge to the correct target distribution, sophisticated

discretization methods such as Implicit Midpoint Method are necessary. Though efficient

in practice, these methods are challenging to analyze theoretically.

Proximal sampling. A long line of works has studied the use of proximal methods

in sampling (inspired by optimization). Several considered proximal Langevin algorithms

[Per16, BDMP17, Ber18, Wib19], which combine proximal methods and discretizations of

Langevin dynamics. Further, [MFWB22] proposed a sampler based on a proximal sampling

oracle. However, these algorithms required either stringent assumptions or a large mix-

ing time. Recently, [LST21b] proposed a new proximal sampler overcoming many of the

assumptions and efficiency issues in prior methods. Several works have focused on general-

izing [LST21b] and applying it in different settings: [CCSW22] proved convergence results
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using weaker assumptions than strong logconcavity. The framework has been used to obtain

state-of-the-art samplers for various structured families, including smooth, composite, and

finite-sum densities [LST21b] as well as non-smooth densities [GLL22, LC22].

Log-Laplace transform. The LLT is a powerful tool that emerges frequently in prob-

ability theory and convex geometry. Notably, [BE19, Che21b] showed that the Legendre-

Fenchel dual of LLT of the uniform measure on a convex body in Rn is an n-self-concordant

barrier, giving the first universal barrier for convex bodies with optimal self-concordance

parameter. In [CE22], the LLT serves as one of the key ingredients of entropy conservation

in localization schemes for sampling. In addition, the LLT shows up in the solution to

the entropic optimal transport problem, where a KL divergence is added to regularize the

optimal transport objective [CP22].

Private convex optimization. Differentially private convex optimization is one of the

most extensively studied problems in the privacy literature and captures an increasing num-

ber of critical applications in various domains, including machine learning, statistics, and

data analysis. There is a rich body of works on this topic [CM08, CMS11, KST12, BST14,

WYX17, BFTGT19, FKT20], which have mainly focused on the Euclidean geometry, e.g.

assuming the ℓ2 diameter of the domain and ℓ2 norms of gradients are bounded. Moti-

vated by applications not captured by these assumptions, there has been growing interest

in studying differentially private convex optimization in non-Euclidean geometries, as seen

in [TTZ15, AFKT21, BGN21, HLL+22, GLL+23]. Of particular relevance, [GLL+23] devel-

ops an exponential mechanism based method attaining state-of-the-art excess risk bounds

for ℓp and Schatten-p norms, which are matched by our algorithms in Section 5.5.

5.2 Preliminaries

General notation. In Section 2.1 only, Õ, ≈, and ≲ hide logarithmic factors in problem

parameters for expositional convenience. For n ∈ N, [n] refers to the naturals 1 ≤ i ≤ n.

We use X to denote a compact convex subset of Rd. For all p ≥ 1 including p =∞, we let

∥·∥p applied to a vector argument denote the ℓp norm. We denote matrices in boldface and
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when ∥·∥p is applied to a matrix argument it denotes the corresponding Schatten-p norm

(ℓp norm of the singular values).

For any X ⊂ Rd we let its indicator function (i.e. the function which is 1 on X and 0

otherwise) be denoted 1X . We will be concerned with optimizing functions f : X → R,

and ∥·∥X refers to a norm on X . We let X ∗ be the dual space to X , and equip it with the

dual norm ∥y∥X ∗ := sup∥x∥X=1 x
⊤y. We let N (µ,Σ) be the Gaussian density of given mean

and covariance. For a positive definite matrix M ∈ Rd×d, we denote the induced norm

by ∥v∥M :=
√
v⊤Mv. When making asymptotic statements we will typically assume the

dimension d is at least a sufficently large constant, else we can pad and affect statements

by at most constant factors.

Optimization. In the following, fix f : X → R. We say f is G-Lipschitz in ∥·∥X if for

all x, x′ ∈ X , |f(x) − f(x′)| ≤ G ∥x− x′∥X . If f is differentiable, we say it is L-smooth

in ∥·∥X if for all x, x′ ∈ X , ∥∇f(x)−∇f(x′)∥X ∗ ≤ L ∥x− x′∥X . Taylor expanding then

shows f(x′) ≤ f(x) + ⟨∇f(x), x′ − x⟩ + L
2 ∥x− x′∥

2
X . We say f is m-relatively strongly

convex in φ if f −mφ is convex. For k-times differentiable f , ∇kf(x)[v1, v2, . . . , vk] denotes

the corresponding kth order directional derivative at f . We say twice-differentiable f is

m-strongly convex in ∥·∥X if for all x ∈ X , v ∈ Rd, ∇2f(x)[v, v] ≥ m ∥v∥2X . We say convex

φ : Rd → R is self-concordant if

∣∣∇3φ(x)[h, h, h]
∣∣ ≤ 2

(
∇2φ(x)[h, h]

) 3
2 , for all x, h ∈ Rd.

A key fact we use about self-concordant functions is that their Hessians are stable under

small distances, where the distance is measured in the Hessian norm: see Lemma 5.2.2 for

a formal statement.

Probability. For a density π supported on X , we let π(S) := Prx∼π[x ∈ S]. For two

densities µ, π, we define their total variation distance by ∥µ− π∥TV := 1
2

∫
|µ(x)− π(x)|dx

and (when the Radon-Nikodym derivative exists) their KL divergence by DKL(µ∥π) :=∫
µ(x) log µ(x)

π(x)dx. For 1 < α <∞, we also define the α-Rényi divergence between densities
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µ, π by

Dα(µ∥π) :=
1

α− 1
log

(∫ (
µ(x)

π(x)

)α
π(x)dx

)
.

We say density π is logconcave (respectively, m-strongly logconcave in ∥·∥X ) if − log π is

convex (respectively, m-strongly convex in ∥·∥X ). We similarly say π is m-relatively strongly

logconcave in φ if − log π is m-relatively strongly convex in φ. If log π is affine, we say π

is logaffine. We say a density π0 is β-warm with respect to a density π if for all x in the

support of π, dπ0(x)
dπ(x) ≤ β.

Log-Laplace transform. We define the log-Laplace transform (LLT) of φ : Rd → R by

ψ(x) := log

(∫
exp (⟨x, y⟩ − φ(y)) dy

)
.

When φ,ψ are clear from context, we define the density

Dφx (y) = exp (⟨x, y⟩ − φ(y)− ψ(x)) . (5.6)

Note that the normalization constant is exactly given by ψ(x) and hence Dφx is indeed a

valid density. We use ∝ to indicate proportionality, e.g. if µ is a density and we write

µ ∝ exp(−f), we mean µ(x) = exp(−f)
Z where Z :=

∫
exp(−f(x))dx and the integration is

over the support of µ.

Riemannian geometry. In Sections 5.3 and 5.4 we will use geometry induced by the

Hessian of a self-concordant, convex function φ : Rd → R. We summarize the important

points here, and defer a more extended treatment to [NT02]. When φ is clear from context,

we denote the norm ∥h∥x := ∥h∥∇2φ(x). Throughout this discussion let M ⊆ Rd be a Rie-

mannian manifold equipped with the local metric ∥·∥x. The induced Riemannian distance

of a curve c : [0, 1]→M is defined as

Lφ(c) :=

∫ 1

0

∥∥∥∥ d

dt
c(t)

∥∥∥∥
c(t)

dt,
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where d
dtc(t) is the velocity element of the curve in the tangent space at c(t). For x, y ∈M ,

we then define dφ(x, y) to be the infimum of the length Lφ(c) over all curves c such that

c(0) = x and c(1) = y. We will use the following two important properties of the Riemannian

geometry over M = Rd induced by self-concordant, convex functions.

Lemma 5.2.1 ([NT02], Lemma 3.1). Suppose φ : Rd → R is convex and self-concordant.

For x, y ∈ Rd, if dφ(x, y) ≤ δ − δ2 < 1 for some δ ∈ (0, 1), then ∥y − x∥x ≤ δ.

Lemma 5.2.2 ([Nem04], Section 2.2.1). Suppose φ : Rd → R is convex and self-concordant.

For any h, x ∈ Rd such that ∥h∥x < 1, (1−∥h∥x)2∇2φ(x) ⪯ ∇2φ(x+h) ⪯ (1−∥h∥x)−2∇2φ(x).

5.3 Properties of the LLT

In this section, we collect a variety of facts about the log-Laplace transform which we will

use to develop our sampling scheme in Section 5.4. We begin by proving basic facts about

the LLT in Section 5.3.1. We then use them to derive isoperimetric properties of induced

distributions in Section 5.3.2 and total variation bounds in Section 5.3.3. Throughout this

section we will fix a convex function φ : Rd → R, and let ψ : Rd → R be its LLT. We will

also follow the notation (5.6).

5.3.1 Basic properties and duality

The log-Laplace transform ψ at x is the cumulant-generating function of the distribution Dφx ,

which means that ψ is infinitely-differentiable and that∇kψ is the kth cumulant tensor ofDφx .

We will only use the first three derivatives of ψ which we compute below for completeness.

Lemma 5.3.1 (LLT derivatives). For any x, h ∈ Rd, we have

∇ψ(x) = µ(Dφx ) := E
y∼Dφ

x

[y],

∇2ψ(x) = Cov(Dφx ) := E
y∼Dφ

x

[
(y − µ(Dφx ))(y − µ(Dφx ))⊤

]
,

∇3ψ(x)[h, h, h] = E
y∼Dφ

x

[
⟨y − µ(Dφx ), h⟩3

]
.
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Proof. For any x ∈ Rd, a straightforward calculation shows that

∇ψ(x) = ∇
(

log

∫
exp (⟨x, y⟩ − φ(y)) dy

)
=

∫
exp (⟨x, y⟩ − φ(y)) ydy∫
exp (⟨x, y⟩ − φ(y)) dy

= µ(Dφx ).

Further,

∇2ψ(x) = ∇
(∫

exp (⟨x, y⟩ − φ(y)) ydy∫
exp (⟨x, y⟩ − φ(y)) dy

)
=

∫
exp (⟨x, y⟩ − φ(y)) yy⊤dy∫

exp (⟨x, y⟩ − φ(y)) dy
−
(∫

exp (⟨x, y⟩ − φ(y)) ydy
) (∫

exp (⟨x, y⟩ − φ(y)) ydy
)⊤(∫

exp (⟨x, y⟩ − φ(y)) dy
)2 .

Finally,

∇3ψ(x)[h, h, h] = h⊤∇
(∫

exp (⟨x, y⟩ − φ(y))
(
y⊤h

)2
dy∫

exp (⟨x, y⟩ − φ(y)) dy
−
(∫

exp (⟨x, y⟩ − φ(y)) y⊤hdy
)2(∫

exp (⟨x, y⟩ − φ(y)) dy
)2

)

=

∫
exp (⟨x, y⟩ − φ(y))

(
y⊤h

)3
dy∫

exp (⟨x, y⟩ − φ(y)) dy
+ 2

(∫
exp (⟨x, y⟩ − φ(y)) y⊤hdy∫

exp (⟨x, y⟩ − φ(y)) dy

)3

− 3
∫

exp (⟨x, y⟩ − φ(y))
(
y⊤h

)2
dy
∫

exp (⟨x, y⟩ − φ(y)) y⊤hdy(∫
exp (⟨x, y⟩ − φ(y)) dy

)2 .

By using a fact on one-dimensional logconcave distributions in [BE19], this implies the

following.

Lemma 5.3.2 (Self-concordance). If ψ is the LLT of a convex function, it is self-concordant.

Proof. By the definition of self-concordance and Lemma 5.3.1, it suffices to show for any

h ∈ Rd,

E
y∼Dφ

x

[⟨y − µ(Dφx ), h⟩]3 ≤ 2

(
E

y∼Dφ
x

[
⟨y − µ(Dφx ), h⟩2

]) 3
2

. (5.7)

We then note that the random variable ⟨y − µ(Dφx ), h⟩ for y ∼ Dφx follows a logconcave dis-

tribution because affine transformations preserve logconcavity. Finally Lemma 2 of [BE19]

implies (5.7) holds.

Next, we prove that a form of strong convexity-smoothness duality (and its converse)
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holds with respect to φ and ψ, analogous to the type of duality satisfied by Fenchel conju-

gates [KST09].

Lemma 5.3.3 (Strong convexity-smoothness duality). If φ : Rd → R is L-smooth with

respect to ∥·∥∗, then ψ : Rd → R is 1
L -strongly convex with respect to ∥·∥.

Proof. By definition of strong convexity it suffices to prove for any x, v ∈ Rd, v⊤∇2ψ(x)v ≥
1
L ∥v∥

2. Without loss of generality, by scale invariance we can assume ∥v∥ = 1. Let Y =

⟨y, v⟩, where y ∼ Dφx . By Lemma 5.3.1, ∇2ψ(x) = Cov(Dφx ), so it suffices to prove that

Var(Y ) = E
y∼Dφ

x

[
⟨y − µ(Dφx ), v⟩2

]
≥ 1

L
.

Letting M := Ey∼Dφ
x
∇2φ(y), we first observe

L

2
v⊤M−1v = max

u∈Rd
⟨u, v⟩ − 1

2L
u⊤Mu ≥ max

u∈Rd
⟨u, v⟩ − 1

2
∥u∥2∗ =

1

2
∥v∥2 .

In the only inequality, we used that u⊤Mu = Ey∼Dφ
x
u⊤∇2φ(y)u ≤ L ∥u∥2∗ by smoothness

of φ, and the last equality follows by optimizing over ∥u∥∗. This shows v⊤M−1v ≥ 1
L . The

Cramér-Rao inequality (see Lemma 2, [CP22]) then implies

Var(Y ) ≥ v⊤M−1v ≥ 1

L
,

since the Hessian of − logDφx at any x ∈ Rd is ∇2φ.

Lemma 5.3.4 (Smoothness-strong convexity duality). If φ : Rd → R is 1
L -strongly convex

with respect to ∥·∥∗, then ψ : Rd → R is L-smooth with respect to ∥·∥.

Proof. Let v, x ∈ Rd and assume ∥v∥ = 1. As in Lemma 5.3.3, defining Y = ⟨y, v⟩ for

y ∼ Dφx , we have v⊤∇2ψ(x)v = Var(Y ), and want to show Var(Y ) ≤ L. First note that

for any y ∈ Rd,

1

2L
v⊤
(
∇2φ(y)

)−1
v = max

u∈Rd
⟨u, v⟩ − L

2
u⊤∇2φ(y)u ≤ max

u∈Rd
⟨u, v⟩ − 1

2
∥u∥2∗ =

1

2
∥v∥2 .
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The first inequality used strong convexity of φ and the last equality follows by optimizing

over ∥u∥∗. This shows v⊤(∇2φ(y))−1v ≤ L for all y. The Brascamp-Lieb inequality [BL76]

then implies

Var(Y ) ≤ E
y∼Dφ

x

[
v⊤
(
∇2φ(y)

)−1
v
]
≤ L,

since the Hessian of − logDφx at any x ∈ Rd is ∇2φ.

5.3.2 Isoperimetry

In this section we prove an isoperimetric inequality for densities which are relatively strongly

logconcave with respect to an appropriate LLT. The only LLT property we use is Lemma 5.3.2,

i.e. self-concordance, via the following generic fact which generalizes Lemma 35 of [LV18].

Lemma 5.3.5. Suppose φ : R→ R is convex and self-concordant. For any x ∈ R,

exp(−φ(x))√
φ′′(x)

≥ 1

12
min

{∫ x

−∞
exp(−φ(t))dt,

∫ ∞

x
exp(−φ(t))dt

}
.

Proof. Assume φ′(x) ≥ 0 (the other case will follow analogously by bounding the integral

on (−∞, x]). Define r := x+ 1

4
√
φ′′(x)

. By self-concordance (Lemma 5.2.2), for all t ∈ [x, r],

1

2
φ′′(x) ≤ φ′′(t) ≤ 2φ′′(x).

Hence, we have for all t ∈ [x, r], since φ′(x) ≥ 0,

φ(t) = φ(x) + φ′(x)(t− x) +

∫ t

x
(t− s)φ′′(s)ds ≥ φ(x) +

1

4
(t− x)2φ′′(x). (5.8)

We use (5.8) to bound the integral on [x, r]:

∫ r

x
exp(−φ(t))dt ≤ exp(−φ(x))

∫ r

x
exp

(
−1

4
(t− x)2φ′′(x)

)
dt

≤ exp(−φ(x))

∫ ∞

−∞
exp

(
−1

4
(t− x)2φ′′(x)

)
dt = 2

√
π · exp(−φ(x))√

φ′′(x)
.

(5.9)
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Next, to bound the integral on [r,∞), we first observe

φ′(r) ≥ φ′(x) +

∫ r

x
φ′′(r)dt ≥ 1

2

∫ r

x
φ′′(x)dt ≥ 1

8

√
φ′′(x).

Hence, by convexity from r,∫ ∞

r
exp(−φ(t))dt ≤

∫ ∞

r
exp

(
−φ(r)− φ′(r)(t− r)

)
dt

≤ exp(−φ(x))

∫ ∞

r
exp

(
−1

8

√
φ′′(x)(t− r)

)
dt = 8 · exp(−φ(x))√

φ′′(x)
.

(5.10)

We used φ(r) ≥ φ(x) by convexity and φ′(x) ≥ 0. Combining (5.9) and (5.10) yields the

claim.

Next, we reduce the problem of proving isoperimetry for relatively strongly logconcave

densities to the same problem in one dimension (captured via Lemma 5.3.5), via the local-

ization lemma.

Lemma 5.3.6 (Modification of the localization lemma, [KLS95], Theorem 2.7). Let f1, f2, f3, f4

be four nonnegative functions on Rd such that f1 and f2 are upper semicontinuous and f3

and f4 are lower semicontinuous, let c1, c2 > 0, and let φ : Rd → R be convex. Then, the

following are equivalent:

• For every density π : Rd → R which is 1-relatively strongly logconcave in φ,

(∫
f1(x)π(x)dx

)c1 (∫
f2(x)π(x)dx

)c2
≤
(∫

f3(x)π(x)dx

)c1 (∫
f4(x)π(x)dx

)c2
.

• For every a, b ∈ Rd and γ ∈ R,

(∫ 1

0
f1((1− t)a+ tb)eγt−φ((1−t)a+tb)dt

)c1 (∫ 1

0
f2((1− t)a+ tb)eγt−φ((1−t)a+tb)dt

)c2
≤
(∫ 1

0
f3((1− t)a+ tb)eγt−φ((1−t)a+tb)dt

)c1 (∫ 1

0
f4((1− t)a+ tb)eγt−φ((1−t)a+tb)dt

)c2
.

Proof. The proof follows identically to the case where φ = 0, which was proven in [LS93,
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KLS95] via a bisection argument (see Lemma 2.5, [LS93]). The only fact the bisection argu-

ment relies on is that restricting logconcave densities to subsets of Rd preserves logconcavity,

which remains true for densities which are relatively strongly logconcave with respect to a

given convex function. For a more formal treatment of this generalized bisection argument,

see Lemma 1 of [GLL+23]. Finally the change on the continuity assumptions on the {fi}i∈[4]
follows by Remark 2.3 of [KLS95].

Finally, we combine these tools to prove the main result of this section.

Lemma 5.3.7 (Self-concordant isoperimetry). Let φ : Rd → R be convex and self-concordant,

and let f : Rd → R be m-relatively strongly convex in φ. Given any partition S1, S2, S3 of

Rd, ∫
S3

exp (−f(x)) dx

min
{∫

S1
exp(−f(x))dx,

∫
S2

exp(−f(x))dx
} = Ω

(√
mdφ(S1, S2)

)
,

where dφ(S1, S2) = minx∈S1,y∈S2 dφ(x, y).

Proof. We assume m = 1 by rescaling φ← mφ which results in dφ(S1, S2)←
√
mdφ(S1, S2).

We first show that without loss of generality, we can assume

max
i∈{1,2}

∫
Si

exp(−f(x))dx∫
exp(−f(x))dx

= Ω(1). (5.11)

To see this, let S⋆1 , S
⋆
2 and S⋆3 be the partition that achieves the minimum of

β(S1, S2, S3) =

∫
S3

exp (−f(x)) dx

dφ(S1, S2) min
{∫

S1
exp(−f(x))dx,

∫
S2

exp(−f(x))dx
} .

Let δ = dφ(S⋆1 , S
⋆
2). For any z ∈ S⋆3 , let x ∈ S⋆1 minimize dφ(x, z) and let y ∈ S⋆2 minimize

dφ(y, z). By the triangle inequality we have

dφ(x, z) + dφ(y, z) ≥ δ

and hence max(dφ(x, z), dφ(y, z)) ≥ δ
2 . Consequently we can partition S⋆3 into S′

3 and S′′
3

such that dφ(S⋆1 , S
′
3) ≥ δ

2 and dφ(S⋆2 , S
′′
3 ) ≥ δ

2 by placing each z into an appropriate set.
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Moreover, we can assume without loss of generality that∫
S′
3

exp (−f(x)) dx

δ
2 min

{∫
S⋆
1

exp(−f(x))dx,
∫
S⋆
2

exp(−f(x))dx
} ≤ β.

as otherwise the above is true for S′′
3 . Thus, β(S⋆1 ∪ S′′

3 , S
⋆
2 , S

′
3) ≤ β(S⋆1 , S

⋆
2 , S

⋆
3), proving

(5.11) (else we may halve the measure of S3). Given (5.11), it suffices to show that there is

a constant C with

Cdφ(S1, S2)

∫
exp(−f(x))1S1(x)dx

∫
exp(−f(x))1S2(x)dx

≤
∫

exp(−f(x))dx

∫
exp(−f(x))1S3(x)dx.

Using the localization lemma (Lemma 5.3.6), letting fi = 1Si for i ∈ [3] and f4 = (Cdφ(S1, S2))
−1,7

it suffices to prove for every a, b ∈ Rd and γ ∈ R,

Cdφ(S1, S2)

∫ 1

0
exp (γt− φ((1− t)a+ tb))1S1((1− t)a+ tb)dt

·
∫ 1

0
exp (γt− φ((1− t)a+ tb))1S2((1− t)a+ tb)dt

≤
∫ 1

0
exp (γt− φ((1− t)a+ tb)) dt

∫ 1

0
exp (γt− φ((1− t)a+ tb))1S3((1− t)a+ tb)dt.

Redefine φ(t)← φ((1− t)a+ tb)− γt for t ∈ R, which is a one-dimensional self-concordant

function, and redefine Si ← {t | (1− t)a+ tb ∈ Si} for i ∈ [3], such that each Si is a union

of intervals. It is straightforward to check that the distance dφ(S1, S2) only increases under

this transformation, because it can only take fewer paths, and each path has the same length

(the change in
√
φ′′ is negated by the change in distance traveled by the path).

So, it suffices to consider the special one-dimensional case with γ = 0, where dφ(x, y) =∫ y
x

√
φ′′(t)dt. We next note that it suffices to consider the case when S3 is a single interval,

i.e. for any a ≤ a′ ≤ b′ ≤ b, we have S1 = [a, a′], S2 = [b′, b], S3 = [a′, b′], and wish to show

7Without loss of generality we can assume S1 and S2 are closed (implying S3 is open) by taking their
closures. This implies f1, f2 are upper semicontinuous and f3, f4 are lower semicontinuous.
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for some constant C∫ b′
a′ exp(−φ(t))dt∫ b′
a′

√
φ′′(t)dt

≥ C
∫ a′
a exp(−φ(t))dt

∫ b
b′ exp(−φ(t))dt∫ b

a exp(−φ(t))dt
. (5.12)

When S3 has multiple intervals, by Theorem 2.6 in [LS93], we show (5.12) for each interval

in S3 and its adjacent segments in S1 and S2, and sum over all such inequalities. By

Lemma 5.3.5, when φ is convex and self-concordant, we have for any x ∈ [a, b],

exp(−φ(x))√
φ′′(x)

≥ 1

12
min

(∫ x

a
exp(−φ(t))dt,

∫ b

x
exp(−φ(t))dt

)

which combined with
∫ b′
a′ exp(−φ(t))dt∫ b′

a′
√
φ′′(t)dt

≥ minx∈[a′,b′]
exp(−φ(x))√

φ′′(x)
shows (5.12).

5.3.3 Total variation bounds

In this section, we provide a bound on the total variation distance of induced distributions

Dφx and Dφx′ , when x and x′ are close in the Riemannian distance given by ψ.

Lemma 5.3.8 (TV distance between Dφx and Dφx′). For any x, x′ ∈ Rd such that dψ(x, x′) ≤
1
4 , ∥∥Dφx −Dφx′∥∥TV

≤ 1

2
.

Proof. Let h = x′−x and note that the KL divergence between Dφx and Dφx′ may be rewritten

as

DKL

(
Dφx∥Dφx′

)
= E

y∼Dφ
x

[
log

dDφx
dDφx′

(y)

]
= E

y∼Dφ
x

[
ψ(x′)− ψ(x)− ⟨h, y⟩

]
= ψ(x′)− ψ(x)− ⟨h,∇ψ(x)⟩ .

In the last equation, we used Lemma 5.3.1. We recognize that the KL divergence is the

Bregman divergence (first-order Taylor approximation) in ψ, and hence letting xt = x+ th

for t ∈ [0, 1] such that x0 = x and x1 = x′, we continue bounding

DKL

(
Dφx∥Dφx′

)
=

∫ 1

0
(1− t)∇2ψ(xt)[h, h]dt
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≤
∫ 1

0
4(1− t)∇2ψ(x)[h, h]dt ≤ 1

2
.

The first inequality used that when dψ(x, x′) ≤ 1
4 , Lemma 5.2.1 shows ∥xt − x∥x ≤ ∥x′ − x∥x ≤

1
2 , so Lemma 5.2.2 gives ∇2ψ(xt) ⪯ 4∇2ψ(x); the second used ∥h∥x ≤ 1

2 . Finally by

Pinsker’s inequality, ∥∥Dφx −Dφx′∥∥TV
≤
√

1

2
DKL(Dφx∥Dφx′) ≤

1

2
.

5.4 Proximal LLT sampler

In this section, we study a sampling problem in the following setting, assumed throughout.

Problem 5.4.1. For D,G, η > 0, let X ⊂ Rd be compact and convex, with diameter in a

norm ∥·∥X at most D. Let F : X → R have the stochastic form F (x) := Ei∼I [fi(x)], for

a distribution I over (a possibly infinite) family of indices i, such that each fi : X → R is

convex and G-Lipschitz in ∥·∥X . Finally, let φ : Rd → R be convex and η-smooth in the

dual norm ∥·∥X ∗ . Given µ > 0, and letting ψ : Rd → R be the LLT of φ, the goal is to

sample from the density π satisfying

dπ(x) ∝ exp (−F (x)− ηµψ(x))1X (x)dx. (5.13)

Note that by Lemma 5.3.3, ηµψ is µ-strongly convex in ∥·∥X . Letting z = (x, y) denote

a variable on X × Rd, it is convenient for us to define the extended density on the joint

space of z:

dπ̂(z) ∝ exp (−F (x)− ηµψ(x) + (⟨x, y⟩ − ψ(x)− φ(y)))1X (x)dz. (5.14)

Our sampling framework for (5.13) generalizes an approach pioneered by [LST21b], and

is stated in the following Algorithm 6. The algorithm simply alternately samples from

each marginal of (5.14). Before stating it, we define the following notation for conditional
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densities throughout the section:

dπx(y) = exp (⟨x, y⟩ − ψ(x)− φ(y)) dy for all x ∈ X ,

dπy(x) ∝ exp (−F (x)− (1 + ηµ)ψ(x) + ⟨x, y⟩)1X (x)dx for all y ∈ Rd.
(5.15)

In particular, we observe that dπx(y) = dπ̂(· | x) and dπy(x) = dπ̂(· | y).

Algorithm 15: AlternateSample(X , F, φ, T, µ, x0)
1 Input: X , F, φ in the setting of Problem 5.4.1, T ∈ N, µ > 0, x0 ∈ X ;
2 for k ∈ [T ] do
3 Sample yk ∼ πxk−1

.;
4 Sample xk ∼ πyk .;

5 end
6 Return xT

Correctness of Algorithm 6 for sampling from (5.14) builds upon the following basic

facts.

Lemma 5.4.2. The total x-marginal of π̂ in (5.14) is π in (5.13). Furthermore, the sta-

tionary distribution of Algorithm 6 is π̂, and the induced Markov chains in Algorithm 6

restricted to either {xk}0≤k≤T (a Markov chain on X ) or {yk}k∈[T ] (a Markov chain on Rd)

are both reversible.

Proof. The first conclusion is a direct calculation, and the remainder is Lemma 1 in [LST21b].

In Section 5.4.1 we develop a subroutine based on rejection sampling for implementing

Line 4 of Algorithm 6, extending [GLL22]. We then give our complete analysis of Algo-

rithm 6 in Section 5.4.2.

5.4.1 Sampling from the x-conditional distribution

Throughout this section, we assume the setting in Problem 5.4.1, and fix some y ∈ Rd. We

provide a sampler for the marginal density πy (following notation (5.15)), and denote the
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component of the density independent of F by γy, i.e.

dγy(x) ∝ exp (−ηµψ(x)− (ψ(x)− ⟨x, y⟩))1X (x)dx. (5.16)

By Lemma 5.3.3, γy (and hence πy) is 1
η -strongly logconcave in ∥·∥X . Our rejection sampler

leverages this fact and the stochastic nature of F to build a rejection sampling scheme

similarly to [GLL22]. For completeness, we state our Algorithm 13 below, and provide the

details of its analysis here.

Algorithm 16: InnerLoop(y, δ,X , F, φ, µ)

1 textbfInput: δ ∈ (0, 12), y ∈ Rd, X , F, φ in the setting of Problem 5.4.1 for
1
η ≥ 104G2 log 1

δ

2 Output: Sample within total variation distance δ of

dπy(x) ∝ exp (−F (x)− ηµψ(x)− (ψ(x)− ⟨x, y⟩))1x∈Xdx.

3 u← 1, ρ← 1;
4 while u > 1

2ρ do
5 Sample x1, x2 ∼ γy defined in (5.16) independently;
6 ρ← 1, u ∼unif. [0, 1];
7 Draw a ∈ N such that for all b ∈ N, Pr[a ≥ b] = 1

b! ;
8 for b ∈ [a] do
9 Draw ji,b ∼ I for i ∈ [b];

10 ρ← ρ+
∏
i∈[b](fji,b(x2)− fji,b(x1));

11 end

12 end
13 Return: x1

In order to analyze Algorithm 13, we first state a general result about concentration of

Lipschitz functions with respect to a strongly logconcave measure, in general norms. The

following is a direct adaptation of standard results on log-Sobolev inequalities contained in

[Led99, BL00].

Lemma 5.4.3 ([Led99], Section 2.3 and [BL00], Proposition 3.1). Let X ∼ π for density

π : X → R which is µ-strongly logconcave in ∥·∥X , and let ℓ : X → R be G-Lipschitz in
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∥·∥X . For all t ≥ 0,

Pr
x∼π

[
ℓ(x) ≥ E

π
[ℓ] + t

]
≤ exp

(
− µt

2

2G2

)
.

In the remainder of the section, let π̃y be the distribution of the output of Algorithm 13

and recall the target stationary distribution is πy. When ρ is clear from context, we define

ρ := med(0, ρ, 2) to be the truncation of ρ to [0, 2]. We also denote the index set drawn on

Line 9 by

J := {ji,b}b∈[a],i∈[b] ,

when a is clear from context. We first provide the following characterization of ∥πy − π̃y∥TV.

Lemma 5.4.4. Define rx to be the random variable E[ρ | x1 = x] (where the expectation is

over x2, a, and the random indices J , and similarly let rx := E[ρ | x1 = x]. Then,

∥πy − π̃y∥TV ≤ E
x∼γy

|rx − rx| .

Proof. First, by definition of πy, we have

πy(x) =
exp(−F (x))γy(x)∫

exp(−F (w))γy(w)dw
= γy(x) · exp(−F (x))

Ew∼γy exp(−F (w))
. (5.17)

Moreover, by definition of the algorithm,

π̃y(x) =
γy(x) Pr[u ≤ 1

2ρ | x1 = x]

Pr[u ≤ 1
2ρ]

=
γy(x)E[ρ | x1 = x]

E[ρ]
(5.18)

where all probabilities and expectations are x2, a, and J . Furthermore, note that for fixed

b ∈ [a],

E
J

∏
i∈[b]

(fji,b(x2)− fji,b(x1))

 =

(
E
j∼I

[fj(x2)− fj(x1)]
)b

= (F (x2)− F (x1))
b.
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Hence, taking expectations over a, we have for any fixed x1, x2,

E [ρ | x1, x2] =
∑
b≥0

Pr[a ≥ b](F (x2)− F (x1))
b

=
∑
b≥0

1

b!
(F (x2)− F (x1))

b = exp (F (x2)− F (x1)) .
(5.19)

Next, by combining (5.17) and (5.18), we have

∥π − π̃∥TV =
1

2

∫ ∣∣∣∣ exp(−F (x))

Ew∼γy exp(−F (w))
− E[ρ | x1 = x]

E[ρ]

∣∣∣∣ γy(x)dx

=
1

2
E

x∼γy

[∣∣∣∣ exp(−F (x))

Ew∼γy exp(−F (w))
− E[ρ | x1 = x]

E[ρ]

∣∣∣∣] .
By taking expectations over x2 in (5.19), and recalling the definitions of rx, rx, we obtain

rx = E[ρ | x1 = x] = exp(−F (x))Ex2∼γy exp(F (x2)). We thus have

∥π − π̃∥TV =
1

2
E

x∼γy

[∣∣∣∣ rx
Ew∼γy rw

− rx
Ew∼γy rw

∣∣∣∣] .
Next, we lower bound Ew∼γy rw as follows. By taking expectations over (5.19) and using

independence of x1 and x2, we have that for the random variable Z = exp(−F (x)) where

x ∼ γy, we have

E
w∼γy

rw = (EZ) ·
(
EZ−1

)
≥ 1, (5.20)

where we used Jensen’s inequality which implies the last inequality for any nonnegative

random variable Z. Finally, combining the above two displays, we derive the desired bound

as follows:

1

2
E

x∼γy

[∣∣∣∣ rx
Ew∼γy rw

− rx
Ew∼γy rw

∣∣∣∣] ≤ 1

2
E

x∼γy

[∣∣∣∣ rx
Ew∼γy rw

− rx
Ew∼γy rw

∣∣∣∣]
+

1

2
E

x∼γy

[∣∣∣∣ rx
Ew∼γy rw

− rx
Ew∼γy rw

∣∣∣∣]
≤ 1

2
E

x∼γy
[|rx − rx|] +

Ex∼γy [|rx|]
2

·
∣∣∣∣ 1

Ew∼γy rw
− 1

Ew∼γy rw

∣∣∣∣
=

1

2
E

x∼γy
[|rx − rx|] +

1

2

∣∣∣∣1− Ex∼γy rx
Ex∼γy rx

∣∣∣∣
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≤ 1

2
E

x∼γy
[|rx − rx|] +

1

2|Ex∼γy rx|
· E
x∼γy

[|rx − rx|]

≤ E
x∼γy

[|rx − rx|] .

In the second and last inequalities, we use the bound (5.20). The third line follows since rx

is always nonnegative by definition, and the third inequality used convexity of | · |.

Lemma 5.4.4 shows it remains to bound Ex∼γy |rx − rx|. Fixing x1 and x2, we know ρ

and ρ as random variables of a and J are equal, except for the effect of truncating ρ to

[0, 2]. Hence,

E
x∼γy

|rx − rx| ≤ E[|ρ|1ρ ̸∈[0,2]]. (5.21)

In the remainder of the section, define

H :=

⌈
10 log

1

δ

⌉
. (5.22)

We then let

λ :=
∑
b>H

1a≥b
∏
i∈[b]

(fji,b(x2)− fji,b(x1)),

σ :=

H∑
b=0

1a≥b
∏
i∈[b]

(fji,b(x2)− fji,b(x1)),
(5.23)

be random variables depending on the choices of x1, x2, a,J , where λ captures the effect

of the “large” b, and σ captures the effect of the “small” b (where the b = 0 term is 1

by convention). Since ρ = σ + λ, in light of (5.21) it suffices to bound E[|σ|1ρ̸∈[0,2]] +

E[|λ|1ρ̸∈[0,2]], as

E
x∼γy

|rx − rx| ≤ E[|ρ|1ρ ̸∈[0,2]] ≤ E[|σ|1ρ ̸∈[0,2]] + E[|λ|1ρ ̸∈[0,2]]. (5.24)

We defer proofs of the following to Appendix 5.9, using small modifications to [GLL22].

Lemma 5.4.5. For λ defined in (5.23),

E
[
|λ|1ρ̸∈[0,2]

]
≤ δ

4
.
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Lemma 5.4.6. For σ defined in (5.23),

E
[
|σ|1ρ ̸∈[0,2]

]
≤ δ

4
.

Putting together these pieces, we finally obtain the following guarantee on Algorithm 13.

Proposition 5.4.7. The output of Algorithm 13 has total variation distance to πy bounded

by δ. In expectation, Algorithm 13 queries O(1) random fi and draws O(1) samples from

γy.

Proof. The total variation distance bound comes from combining Lemma 5.4.4, (5.24),

Lemma 5.4.5, and Lemma 5.4.6. Further, the end probability of each “while” loop is Pr[u ≤
1
2ρ] = E[ρ] = Ex∼γ rx ≥ Ex∼γy rx − Ex∼γy |rx − rx|. We proved in (5.20) that Ex∼γy rx ≥ 1,

and combining (5.24), Lemma 5.4.5 and Lemma 5.4.6, shows Ex∼γy |rx−rx| ≤ δ ≤ 1
2 . Hence

the expected number of loops is ≤ 2, and each loop draws two samples from γy, and O(1)

many fi in expectation since E a2 = O(1).

5.4.2 Analysis of Algorithm 6

We now prove a mixing time on Algorithm 6 using a standard conductance argument, by

using tools developed in Section 5.3. We first define our notion of conductance.

Definition 5.4.8. For a reversible Markov chain with stationary distribution π supported

on X and transition distributions {Tx}x∈X , we define the conductance of the Markov chain

by

Φ := inf
S⊂X

∫
S Tx(X\S)dπ(x)

min{π(S), π(X\S))} .

We further recall a standard way of lower bounding conductance via isoperimetry.

Lemma 5.4.9 ([LV18], Lemma 13). In the setting of Definition 5.4.8, let d : X × X be a

metric on X . Suppose for any x, x′ ∈ X with d(x, x′) ≤ ∆,

∥Tx − Tx′∥TV ≤
1

2
.
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Also, suppose that for any partition S1, S2, S3 of Rd, π satisfies the isoperimetric inequality

π(S3) ≥ Ciso

(
min

x∈S1,y∈S2

d(x, y)

)
min {π(S1), π(S2)} .

Then Φ = Ω (∆Ciso).

Finally, a classical result of [LS93] shows how to upper bound mixing time via conduc-

tance.

Lemma 5.4.10 ([LS93], Corollary 1.5). In the setting of Definition 5.4.8, let πt be the

distribution after t steps of the Markov chain. If the starting distribution π0 is β-warm with

respect to π

∥πt − π∥TV ≤
√
β

(
1− Φ2

2

)t
.

Leveraging Lemmas 5.4.9 and 5.4.10, we prove the following mixing time bound.

Proposition 5.4.11. Assume the input x0 to Algorithm 6 is drawn from a β-warm dis-

tribution with respect to π, ηµ ≤ 1, and T = Ω( 1
ηµ log β

δ ) for a sufficiently large constant.

Then the output of Algorithm 6 has total variation distance to π bounded by δ.

Proof. Following the optimal coupling characterization of total variation, whenever the op-

timal coupling of y ∼ Dφx and y′ ∼ Dφx′ sets y = y′ in Line 3 of Algorithm 6, we can couple

the resulting distributions in Line 4 as well. This shows that ∥Tx − Tx′∥TV ≤ ∥D
φ
x −Dφx′∥TV.

By Lemma 5.3.2, since φ is convex, ψ is a self-concordant function. Then, combined with

Lemma 5.3.8, for any dψ(x, x′) ≤ 1
4 ,

∥Tx − Tx′∥TV ≤
∥∥Dφx −Dφx′∥∥TV

≤ 1

2
.

By Lemma 5.3.7, since F +ηµψ is ηµ-relatively strongly convex in ψ, π satisfies the isoperi-

metric inequality such that for any partition S1, S2, S3 of Rd,

π(S3) = Ω(
√
ηµ)

(
min

x∈S1,y∈S2

dψ(x, y)

)
min {π(S1), π(S2)} .

By Lemma 5.4.9, we can then lower bound the conductance by Φ = Ω(
√
ηµ). Choosing a
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sufficiently large constant in T , we conclude by Lemma 5.4.10 the desired ∥πT − π∥TV ≤
√
β exp(−TΦ2

2 ) ≤ δ.

By combining Proposition 5.4.7 with Proposition 5.4.11, we can now complete our anal-

ysis.

Theorem 5.4.12. In the setting of Problem 5.4.1, let ηµ ≤ 1 and assume x0 has a β-warm

distribution with respect to π defined in (5.13). Further for sufficiently large constants

suppose 1
η = Ω(G2 log log β

δηµ ) and

T = Θ

(
1

ηµ
log

β

δ

)
.

Algorithm 6 using Algorithm 13 with error parameter δ
2T to implement Line 4 returns a

point with δ total variation distance to π, querying O(T ) random fi in expectation.

Proof. Proposition 5.4.11 guarantees that if each call to Line 4 of Algorithm 6 is implemented

exactly, we obtain δ
2 total variation to π. Further, the total variation error accumulated over

T calls to Algorithm 13 is less than δ
2 by a union bound on Proposition 5.4.7. Combining

these bounds results in the desired total variation guarantee, and the complexity bound

follows from Proposition 5.4.7.

We note that given sample access to exp(−ηµψ(x))1x∈X , a distribution which only

depends on the choice of φ and X (and not the function F ), we obtain β ≤ exp(GD) in

Theorem 5.4.12.

Lemma 5.4.13. In the setting of Problem 5.4.1, the density ν satisfying

dν(x) ∝ exp(−ηµψ(x))1X (x)dx

is exp(GD)-warm for π defined in (5.13).

Proof. Note that for all x,w ∈ X , |F (x)− F (w)| ≤ GD. Further recall π ∝ exp(−F )ν. We

conclude by observing that for all x ∈ X ,

exp (−F (x)) ν(x)∫
X exp(−F (w))ν(w)dw

·
∫
X ν(w)dw

ν(x)
=

∫
X ν(w)dw∫

X exp(F (x)− F (w))ν(w)dw
≤ exp (GD) .
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5.5 Applications

In this section, we discuss applications of the sampling scheme we develop in Section 5.4.

We begin by specializing our machinery to ℓp and Schatten-p norms in Section 5.5.1. We

then give new algorithms with improved zeroth-order query complexity for private convex

optimization in Section 5.5.2. Finally, in Section 5.5.3 we discuss computational issues

regarding the specific LLT we introduce.

5.5.1 LLT for ℓp and Schatten-p norms

Throughout this section we fix some p ∈ [1, 2], and define the dual value q ≥ 2 such that

1
q + 1

p = 1. It is well-known that the ℓq norm and ℓp norm are dual, as are the corresponding

Schatten norms. In light of Lemma 5.3.3, to obtain a sampler catering to the ℓp geometry

for example, it suffices to take the LLT of a smooth function in ℓq. We provide the latter

by recalling the following fact.

Fact 5.5.1. Let p ∈ [1, 2], q ≥ 2 satisfy 1
p + 1

q . If ∥·∥q is a vector ℓq norm, 1
2 ∥·∥

2
q is 1

p−1 -

smooth in the ℓq norm, and if ∥·∥q is a matrix Schatten-q norm, 1
2 ∥·∥

2
q is 1

p−1 -smooth in the

Schatten-q norm.

Proof. This follows (for example) from three well-known facts: 1) that 1
2 ∥·∥

2
q and 1

2 ∥·∥
2
p

are conjugate functions in both the vector and matrix cases, 2) that the conjugate of a

m-strongly convex function in a norm is 1
m -smooth in the dual norm [KST09], and 3) that

1
2 ∥·∥

2
p is (p− 1)-strongly convex in ∥·∥p in both the vector and matrix cases [BCL94].

ℓp norms. Next, for any a > 0, when the context is clearly about vector spaces, we define

ψp,a(x) := log

(∫
exp

(
⟨x, y⟩ − a ∥y∥2q

)
dy

)
. (5.25)

Note that as the LLT of a 2a
p−1 -smooth function in ℓq, ψp,a is Ω(p−1

a )-strongly convex in ℓp

by Lemma 5.3.3. In applications we fix a value of η > 0, set a = Θ((p− 1)η), and use ηψp,a

as our strongly convex regularizer in ℓp. We next provide a bound on the range of ψp,a.
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Lemma 5.5.2. Let a > 0 and let d ∈ N be at least a sufficiently large constant. The additive

range of ψp,a over {x ∈ Rd | ∥x∥p ≤ 1} is

O

(
1 +

1

a
+

√
d

a
log

(
a+

d

a

))
.

In particular, for a ≤ 1
d log d , the additive range is O( 1a).

Proof. Throughout the proof denote for simplicity ψ := ψp,a and let

Dφx (y) ∝ exp
(
⟨x, y⟩ − a ∥y∥2q

)
be the associated density. By the characterization of ∇ψ in Lemma 5.3.1 and the fact that

the associated density Dφx is symmetric in y for x = 0, we have ∇ψ(0) = 0 and hence it

suffices to bound ψ(x)− ψ(0) for ∥x∥q ≤ 1. We simplify this expression as

ψ(x)− ψ(0) = log

(∫
exp

(
⟨x, y⟩ − a ∥y∥2q

)
dy

)
− log

(∫
exp

(
−a ∥y∥2q

)
dy

)

= log

∫ exp (⟨x, y⟩)
exp

(
−a ∥y∥2q

)
∫

exp
(
−a ∥y∥2q

)
dy

dy

 = log

(
E

y∼Dφ
0

[exp (⟨x, y⟩)]
)
.

(5.26)

Next, let π be the probability density on R≥0 such that

dπ(r) ∝ rd−1 exp
(
−ar2

)
dr.

We note dπ(r) is the density of the scalar quantity r = ∥y∥q for y ∼ Dφ0 . This can be seen

by taking a derivative of the volume of the ℓp ball of radius r, which scales as rd, so the

surface area of the ball scales as rd−1. By Hölder’s inequality, ⟨x, y⟩ ≤ ∥y∥q for all y, since

∥x∥p ≤ 1. We then continue (5.26) and bound ψ(x) − ψ(0) ≤ log(Er∼π exp(r)), and the

conclusion follows from Lemma 5.5.3.
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Lemma 5.5.3. For any a > 0 and d ∈ N at least a sufficiently large constant,

log

(∫∞
0 exp

(
(d− 1) log r + r − ar2

)
dr∫∞

0 exp ((d− 1) log r − ar2) dr

)
≤ 8 +

8

a
+

√
8d

a
log

(
a+

d

a

)
.

Proof. Throughout this proof let

Z :=

∫ ∞

0
exp

(
(d− 1) log r − αr2

)
dr =

Γ(d2)

2a
d
2

, τ := 7 +
8

a
+

√
8d

a
log

(
a+

d

a

)
.

Next we split the numerator of the left-hand side into two integrals:

I1 :=

∫ τ

0
exp

(
(d− 1) log r + r − ar2

)
dr,

I2 :=

∫ ∞

τ
exp

(
(d− 1) log r + r − ar2

)
dr.

It is immediate that I1 ≤ exp(τ)Z. Further, we recognize that for r ≥ τ ,

max (r, (d− 1) log r) ≤ ar2

4
.

The first piece in the maximum is clear from τ ≥ 4
a . The second follows since r2

log r is an

increasing function for r ≥ 7, and either 4d
a ≤ 10 in which case we use 72

log 7 ≥ 10, or we let

C := 4d
a and use

r2

log r
≥ C for r ≥

√
2C log

C

4
, C ≥ 10.

Hence we may bound

I2 ≤
∫ ∞

τ
exp

(
−ar

2

2

)
=

√
2π

a
Pr

t∼N (0,a−1)
[t ≥ τ ] ≤ 2

aτ
exp

(
−aτ

2

2

)
.

Above, we used Mill’s inequality

Pr
t∼N (0,σ2)

[t ≥ τ ] ≤
√

2

π

σ

τ
exp

(
− τ2

2σ2

)
.
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Further for our τ , our upper bound on I1 is larger than our upper bound on I2. To see this,

τ
(

1 +
aτ

2

)
+
d

3
log d ≥ d

2
log a =⇒ exp

(
τ
(

1 +
aτ

2

))
Γ

(
d

2

)
≥ a d

2

=⇒ exp (τ) Γ(d2)

2a
d
2

≥ 4

aτ
exp

(
−aτ

2

2

)
.

The first inequality is because aτ2 ≥ d log a. The first implication then follows by expo-

nentiating and using log Γ(d2) ≥ d
3 log d for sufficiently large d, and the second implication

follows by rearranging and using aτ ≥ 4. Finally the conclusion follows from

log

(∫∞
0 exp

(
(d− 1) log r + r − ar2

)
dr∫∞

0 exp ((d− 1) log r − ar2) dr

)
≤ log

(
2 exp(τ)Z

Z

)
≤ τ + 1.

Schatten-p norms. When the context is clearly about matrix spaces, we analogously

define

ψp,a(X) := log

(∫
exp

(
⟨X,Y⟩ − a ∥Y∥2q

)
dy

)
.

The proof of Lemma 5.5.2 implies the following analogous range bound in this setting.

Corollary 5.5.4. Let a > 0 and let d1, d2 ∈ N be at least sufficiently large constants. The

additive range of ψp,a over {X ∈ Rd1×d2 | ∥X∥p ≤ 1} is

O

(
1 +

1

a
+

√
d1d2
a

log

(
a+

d1d2
a

))
.

In particular, for a ≤ 1
d1d2 log(d1d2)

, the additive range is O( 1a).

5.5.2 Zeroth-order private convex optimization

In this section, we consider a pair of closely-related problems in private convex optimization.

Let S be a domain, and let n ∈ N. We say that a mechanism (randomized algorithm)

M : Sn → Ω satisfies (ε, δ)-differential privacy (DP) if for any event S ⊆ Ω where Ω is the
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output space, and any two datasets D,D′ ∈ Sn which differ in exactly one element,

Pr[M(D) ∈ S] ≤ exp(ε) Pr[M(D′) ∈ S] + δ.

We next define the private optimization problems we study.

Problem 5.5.5 (DP-ERM and DP-SCO). Let n ∈ N, ε, δ ∈ (0, 1), D,G ≥ 0, and let

X ⊂ Rd be compact and convex with diameter in a norm ∥·∥X at most D. Let P be a

distribution over a set S such that for any s ∈ S, there is a f(·; s) : X → R which is convex

and G-Lipschitz in ∥·∥X . Let D := {si}i∈[n] consist of n independent draws from P, and let

fi := f(·; si) for all i ∈ [n].

In the differentially private empirical risk minimization (DP-ERM) problem, we receive

D and wish to design a mechanismM which satisfies (ε, δ)-DP and approximately minimizes

f erm(x) :=
1

n

∑
i∈[n]

fi(x).

In the differentially private stochastic convex optimization (DP-SCO) problem, we receive D
and wish to design a mechanism M which satisfies (ε, δ)-DP and approximately minimizes

FP(x) := E
s∼P

[f(x; s)] .

The following powerful general-purpose result was proven in [GLL+23] reducing the DP-

ERM and DP-SCO problems to logconcave sampling problems catered to the ∥·∥X geometry.

We slightly improve the parameter settings used by Theorem 4 of [GLL+23] for DP-SCO

by noting that a smaller value of k also suffices (due to the larger error bound), as observed

by [GLL22].

Proposition 5.5.6 (Theorem 3, Theorem 4, [GLL+23], Theorem 6.9, [GLL22]). In the

setting of Problem 5.5.5, let k ≥ 0, and let r : X → R be 1-strongly convex with respect

to ∥·∥X , with additive range at most Θ. Let ν be the density on X satisfying dν(x) ∝
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exp(−k(f erm(x) + µr(x)))1X (x)dx. Then the algorithm which returns a sample from ν for

k =

√
dnε

G
√

2Θ log 1
2δ

, µ =
2G2k log 1

2δ

n2ε2
,

satisfies (ε, δ)-DP, and guarantees

E
x∼ν

[f erm(x)]−min
x∈X

f erm(x) ≤ O

G√Θ ·

√
d log 1

δ

nε

 .

Further, the algorithm which returns a sample from ν for

k =
1

G
√

Θ
·

√√√√(d log 1
2δ

ε2n2
+

1

n

)
·min

(
ε2n2

log 1
2δ

, nd

)
, µ = G2k ·max

(
log 1

2δ

n2ε2
,

1

nd

)

satisfies (ε, δ)-DP, and guarantees

E
x∼ν

[FP(x)]−min
x∈X

FP(x) ≤ O

G√Θ ·


√
d log 1

δ

nε
+

1√
n

 .

Armed with Proposition 5.5.6 and the sampler in Theorem 5.4.12, we give our main

results on Problem 5.5.5.

Assumption 5.5.7. Fix p ∈ [1, 2] and k, a, η, µ > 0. In the setting of Problem 5.5.5,

assume there is an algorithm A which returns a point drawn from a β-warm start to the

density ν satisfying

dν(x) ∝ exp (−k (f erm(x) + ηµψp,a(x)))1X (x)dx.

Theorem 5.5.8. Let p ∈ [1, 2], ε, δ ∈ (0, 1). In the setting of Problem 5.5.5 where ∥·∥X is

the ℓp norm on Rd, there is an (ε, δ)-differentially private algorithm Merm which produces
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x ∈ X such that

E
Merm

[f erm(x)]−min
x∈X

f erm(x) = O

 GD√
p− 1

·

√
d log 1

δ

nε

 for p ∈ (1, 2],

E
Merm

[f erm(x)]−min
x∈X

f erm(x) = O

GD√log d ·

√
d log 1

δ

nε

 for p = 1.

Further, there is an (ε, δ)-differentially private algorithm Msco which produces x ∈ X such

that

E
Msco

[FP(x)]−min
x∈X

FP(x) = O

 GD√
p− 1

·

 1√
n

+

√
d log 1

δ

nε

 for p ∈ (1, 2],

E
Msco

[FP(x)]−min
x∈X

FP(x) = O

GD√log d ·

 1√
n

+

√
d log 1

δ

nε

 for p = 1.

BothMerm andMsco call A in Assumption 5.5.7, appropriately parameterized, once. Merm

uses

O

((
1 +

n2ε2

log 1
δ

)
log

(
(1 + nε) log β

δ

)
log

β

δ

)
.

additional value queries to some f(·; si), andMsco uses

O

(
min

(
nd, 1 +

n2ε2

log 1
δ

)
log

(
(1 + nε) log β

δ

)
log

β

δ

)

additional value queries to some f(·; si).

Proof. First, we slightly simplify the setting of Problem 5.5.5. We may first assume that

D = 1, i.e. X has diameter at most 1 in ∥·∥X . If the diameter is bounded by some D ̸= 1, we

can rescale the domain X ← 1
DX , and remap to the modified functions f(x; s)← f(Dx; s)

over this modified domain for all s ∈ S. It is clear the Lipschitz constant rescales as

G← GD as a result. Next, we assume (nε)2 ≥ dΘ log 1
δ where Θ = min( 1

p−1 , log d). In the

other case, in light of the diameter bound on X and the Lipschitz assumption, returning a

random point in X attains the error bound claimed. Finally, assume p ∈ (1, 2], as otherwise
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we set p← 1 + 1
log d , which only affects bounds by constant factors, since ∥·∥p is affected by

O(1) multplicatively everywhere under this change.

Under these simplifications, we choose the parameters k and µ according to Proposi-

tion 5.5.5 for each problem. Assume for now that Θ for the regularizer r we choose is

bounded by a universal constant times 1
p−1 . Then the Lipschitz constant of kf erm in either

case of Proposition 5.5.5 is

kG = Ω

min

√(p− 1)dnε√
log 1

δ

, d
√
n

 = Ω(d),

as implied by our earlier simplification. We hence may choose I to be uniform over [n], and

η = O

(
1

k2G2 log (1+nε) log β
δ

)

for a sufficiently small constant to use Theorem 5.4.12. Under this setting we certainly have

η = O( 1
d2

), so letting r := ηψp,a for a := η(p−1)
2 shows that r is η times the LLT of an η-

smooth function in ℓq. By Lemma 5.3.3, r is indeed 1-strongly convex in ℓp, and Lemma 5.5.2

bounds its range by Θ = O( 1
p−1) satisfying our earlier assumption, where we use a = O( 1

d2
).

The runtime finally follows by applying our choices of k, µ in Proposition 5.5.6, with our

choice of η, in Theorem 5.4.12, where we ensure that η · kµ ≤ 1 by choosing a smaller η if

this is not the case (so Theorem 5.4.12 applies). Finally, to account for total variation error

in our sampler, it suffices to adjust the failure probability δ by a constant and take a union

bound over the privacy definition and the failure of Theorem 5.4.12.

By combining the proof strategy of Theorem 5.5.8 with Corollary 5.5.4 instead of

Lemma 5.5.2, we immediately obtain the following corollary in the case of Schatten norms.

Corollary 5.5.9. Let p ∈ [1, 2], ε, δ ∈ (0, 1). In the setting of Problem 5.5.5 where ∥·∥X
is the Schatten-p norm on Rd1×d2, there is an (ε, δ)-differentially private algorithm Merm
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which produces X ∈ X such that

E
Merm

[f erm(X)]− min
X∈X

f erm(X) = O

 GD√
p− 1

·

√
d1d2 log 1

δ

nε

 for p ∈ (1, 2],

E
Merm

[f erm(X)]− min
X∈X

f erm(X) = O

GD√log(d1d2) ·

√
d1d2 log 1

δ

nε

 for p = 1.

Further, there is an (ε, δ)-differentially private algorithmMsco which produces X ∈ X such

that

E
Msco

[FP(X)]− min
X∈X

FP(X) = O

 GD√
p− 1

·

 1√
n

+

√
d1d2 log 1

δ

nε

 for p ∈ (1, 2],

E
Msco

[FP(X)]− min
X∈X

FP(X) = O

GD√log(d1d2) ·

 1√
n

+

√
d1d2 log 1

δ

nε

 for p = 1.

BothMerm andMsco call A in Assumption 5.5.7, appropriately parameterized, once. Merm

uses

O

((
1 +

n2ε2

log 1
δ

)
log

(
(1 + nε) log β

δ

)
log

β

δ

)
.

additional value queries to some f(·; si), andMsco uses

O

(
min

(
nd1d2, 1 +

n2ε2

log 1
δ

)
log

(
(1 + nε) log β

δ

)
log

β

δ

)

additional value queries to some f(·; si).

5.5.3 Oracle access for ψp,a

In Theorem 5.5.8 and Corollary 5.5.9, we only bounded the value oracle complexity of

our sampling algorithms. The remainder of the steps in Algorithm 6 and its subroutine

Algorithm 13 require samples from densities of the form dπx (for some x ∈ X ) or dγy (for
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some y ∈ Rd), defined in (5.15) and (5.16) respectively and reproduced here for convenience:

dπx(y) = exp (⟨x, y⟩ − ψ(x)− φ(y)) dy,

dγy(x) ∝ exp (−ηµψ(x)− (ψ(x)− ⟨x, y⟩))1X (x)dx.
(5.27)

These densities are independent of the function F in Problem 5.4.1 and hence do not require

additional value oracle queries in the setting of Problem 5.4.1. In general, the complexity

of these steps depends on the complexity of the functions φ and ψ, and the set X . We now

discuss strategies for sampling from πx and γy in specific settings described by Section 5.5.1,

which we first briefly summarize.

1. We describe a method based on the inverse Laplace transform for sampling from πx

and evaluating ψp,a with complexity linear in the dimension d in the vector setting.

2. Under efficient value oracle access to ψp,a and membership oracle access to X , general-

purpose results [LV07, JLLV21, JLV22] imply polynomial-time samplers for γy.

3. We discuss generalizations of these methods to the matrix setting, and naive sampling

methods. We draw a loose connection to the HCIZ integral from harmonic analysis,

and suggest how it may potentially help in the structured sampling task for LLTs in

Schatten norms.

ℓp setting. We first discuss the case when X ⊂ Rd is a set on vectors equipped with the

ℓp norm for some p ∈ [1, 2], and we let q ≥ 2 satisfy 1
p + 1

q = 1. We follow the notation

(5.25).

In order to sample from the density πx, we use an inverse Laplace transform decompo-

sition. For a parameter c ∈ [0, 1), we define the density µc supported on R≥0, such that for

all t ≥ 0,

exp(−tc) =

∫ ∞

0
exp (−λt)µc(λ)dλ. (5.28)

Intuitively, the density µc(λ) and the corresponding decomposition (inverse Laplace trans-

form) (5.28) aims to express the more heavy-tailed function exp(−tc) as a distribution over
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the lighter-tailed functions exp(−λt). The inverse Laplace transform densities µc are well-

studied in the probability theory literature, and correspond to stable count distributions

parameterized by c. For example, it is well-known that µ 1
2

is the Lévy distribution

dµ 1
2
(λ) =

1

2
√
πλ

3
2

exp

(
− 1

4λ

)
dλ.

We refer the reader to references e.g. [Mai07] on properties of the densities µc, and for now

assume we can access and sample from these one-dimensional distributions in closed form

for simplicity. Given this decomposition, we can then write

exp(ψp,a(x)) =

∫
exp

(
⟨x, y⟩ − a ∥y∥2q

)
dy

=

∫ ∞

0

(∫
exp

(
⟨x, y⟩ − λa q

2 ∥y∥qq
)

dy

)
µ 2

q
(λ)dλ

=

∫ ∞

0

∏
i∈[d]

(∫ ∞

−∞
exp

(
xiyi − λa

q
2 yqi

)
dyi

)
µ 2

q
(λ)dλ.

(5.29)

The decomposition (5.29) reduces the problem of sampling from πx to d one-dimensional

problems. To sample ∝ exp(⟨x, y⟩ − a ∥y∥2q), we can first sample λ from the density µc for

c = 2
q , and then sample each coordinate yi proportionally to exp(xiyi − λa

q
2 yqi ) conditioned

on the sampled λ.

This decomposition also gives us an efficient value oracle for ψp,a, by evaluating (5.29)

as a one-dimensional integral over λ, where the integrand may be evaluated as a product

of d one-dimensional integrals. Under membership oracle access to X , the problem of

sampling from γy then falls under a generic logconcave sampling setup studied in a long line

of work building upon [DFK91]. The state-of-the-art general-purpose logconcave sampler,

which combines the algorithms of [LV07, JLLV21] with the isoperimetric bound in [JLV22]

(improving recent breakthroughs by [Che21a, KL22]), requires roughly d3 value oracle calls

to ψp,a and membership oracle calls to X .

In principle, for structured sets X (such as ℓp balls), the particular explicit structure

of ψp,a and X may be exploited to design more efficient samplers for the densities γy,

analogously to our custom linear-time sampler for πx. However, it should be noted that
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the sampling problem for γy appears to be quite a bit more challenging than the problem

for πx. We leave the investigation of explicit sampler design for γy as an interesting open

problem for future work.

Schatten-p setting. The situation is somewhat less straightforward in the matrix case.

Here, the key computational problem in replicating the strategy suggested by (5.29) is

evaluating the integral ∫
exp

(
⟨X,Y⟩ − C ∥Y∥qq

)
dY, (5.30)

where the integral is over Y ∈ Rd1×d2 , and X ∈ Rd1×d2 , C > 0 are fixed. The diffi-

culty is ⟨X,Y⟩ decomposes coordinatewise, whereas ∥Y∥qq decomposes spectrally.8 At least

superficially, this is similar to the challenge faced when evaluating the Harish-Chandra-

Itzykson-Zuber (HCIZ) formula

∫
exp

(
Tr
(
AUBU†

))
dU, (5.31)

where the integral is over the Haar measure on (complex) unitary matrices U, and A, B

are Hermitian. By dropping the −C ∥Y∥qq term in (5.30) and only integrating over unitary

conjugations of a fixed matrix Y, we arrive at a generalization of (5.31). The difficulty in

evaluating (5.31) is also a sort of tension between the eigenspaces of A and B. Nonetheless,

(5.31) has a (polynomial-time computable) exact formula, which was famously discovered

independently by [HC57, IZ80]. Furthermore, [LMV21] recently obtained a polynomial-

time sampler for the density induced by (5.31); while a sampler for (5.30) would follow from

logconcavity and general-purpose results, it would be far from cheap, so ways of exploiting

structure are fruitful to explore.

As a proof-of-concept, evaluating the integral (5.30) in (polynomial-time computable)

closed form is a minimal requirement for implementing the X-oracles in (5.27) used by

our algorithm. Even this problem appears challenging, but (as summarized cleanly by

[Tao13, McS21]) a plethora of techniques exist for proving the HCIZ formula, some based

8Note that because ∥·∥q is unitarially invariant, we may assume X is diagonal.
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on tools from stochastic processes. We pose the efficient computability of the integral (5.30)

as another explicit open question.

5.6 Conclusion

We believe our work is a significant step towards developing the theory of LLTs and paving

the way for their use in designing sampling algorithms. There are a number of important

questions left open by our work, which we find interesting and potentially fruitful for the

community to explore.

Stronger mixing time bounds. Perhaps the most immediate open question regarding

our alternating sampling framework in Section 5.4 is to obtain a better understanding of

its mixing time. As discussed in Section 4.1.1, Theorem 5.4.12’s mixing time scales linearly

in log β, which as demonstrated by Lemma 5.4.13 (and related other settings, e.g. MALA

[CLA+21, LST21a]) can result in additional polynomial overhead in problem parameters:

for what φ,ψ is this avoidable? Notably, it is avoided for the Euclidean proximal sampler

[LST21b] by working directly with KL divergence (as opposed to the larger χ2 distance typi-

cally used by proofs using conductance bounds). Different proofs of this log log β dependency

for the Euclidean proximal sampler were then subsequently obtained by [CCSW22, CE22].

We also mention that log log β dependences may sometimes follow via average conductance

techniques (e.g. [LK99]), which may apply to our Markov chain.

Samplers for explicit distributions. Our results Theorem 5.4.12 and 5.5.8 mainly

focused on bounding the query complexity to the function F , or samples fi from the dis-

tribution defining it. The total computational complexity of a practical implementation

of Algorithm 6 also includes the cost of sampling from the distributions (5.27), which are

“data-independent” for this problem (only depending on explicit functions and sets instead

of F ). In Section 5.5.3, we give a linear-time sampler for πx and a polynomial-time sampler

for γy under the ℓp geometry, but it is interesting to obtain faster samplers for particular

structured choices of (φ,X ) of importance in applications.
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LLT beyond proximal sampling. More generally, we believe it is worthwhile to obtain

a better understanding of specific choices of (φ,ψ), e.g. the examples in Section 5.5.1, from

an algorithmic perspective. LLTs satisfy appealing properties such as self-concordance,

strong convexity, and isoperimetry making them well-suited for frameworks beyond Algo-

rithm 6, such as discretized MLD [AC21] and Metropolized sampling methods discussed

in Section 2.1. Bounding the complexity of their use in these applications necessitates an

improved understanding of specific LLTs.

LLT as a dual object. Finally, a tantalizing open question in the theory of well-

conditioned sampling (even in the ℓ2 setting) is whether acceleration is achievable, i.e.

mixing times scaling with the square root of the condition number (which is famously pos-

sible in optimization [Nes83]). The duality of Fenchel conjugates appears to play a key role

in acceleration, as made explicit by [WA18, CST21], so a better understanding of duality

may be helpful in the corresponding endeavor for sampling. The LLT is a natural candidate

for a dual object in sampling, as it arises via joint densities on an extended space (5.2),

and satisfies properties such as strong convexity-smoothness duality. Can we demystify this

relationship, and use it to obtain faster samplers?

5.7 Information-theoretic lower bound

In this section, we show that prior information-theoretic lower bounds from [DJWW15] and

[GLL22] can be straightforwardly extended to the settings studied by this paper to show

that the value oracle complexities used by our algorithms in Sections 5.3 and 5.5 are near-

optimal. We first recall some notation from prior work and summarize previous results we

will leverage.

Setup. We consider the setting of stochastic optimization where there is a distribution

over distributions {Pv}v indexed by v. An index v is randomly selected, and we consider

algorithms interacting with Pv in one of two different ways. Letting k ∈ N and X ⊂ Rd,

[DJWW15] defined a family of algorithms Ak such that A ∈ Ak can (adaptively) query

a sequence of k values f(x; s) where x ∈ X and s is a fresh random sample from Pv.
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The follow-up work [GLL22] defined another family of algorithms Bk which takes as input

a dataset D = {si}i∈[n] and can (adaptively) query a sequence of k values f(x; s) where

x ∈ X and s ∈ D. These algorithm families model the SCO and ERM problems stated in

Problem 5.5.5, without the privacy requirement. In a slight abuse of notation, we denote

the output of an algorithm A ∈ Ak ∪ Bk in a SCO or ERM problem corresponding to a

distribution P by A(P), where A ∈ Bk also depends on the dataset received.

Both [DJWW15, GLL22] let v be drawn uniformly at random from V := {−1, 1}d and

let

Pv := N
(
κv, σ2Id

)
, f(x; s) := ⟨s, x⟩

for parameters κ, σ to be chosen. We fix this notation throughout this section. For any

algorithm A ∈ Ak ∪ Bk corresponding to a set X and a distribution P, we define the

optimality gap

εk(A,X ,P) := E
[
E
s∼P

f(A(P); s)

]
−min

x∈X
E
s∼P

f(x; s),

where the first outer expectation is over any randomness in A, as well as in the samples

used. We also define the minimax risk over a family of distributions P ,

ε⋆k(Ak ∪ Bk, P,X ) := inf
A∈Ak∪Bk

sup
P∈P

εk (A,P,X ) .

For p ∈ [1, 2], we let PG,p denote the family of distributions P over vectors s such that

E
s∼P
∥s∥2q ≤ G2, where

1

p
+

1

q
= 1.

Our lower bounds in this section will be on ε⋆k(Ak∪Bk, PG,p,X ), where X is a scaled ℓp ball.

The family PG,p induces random linear functions ⟨s, ·⟩ with gradient s, and hence P ∈ PG,p
implies that the induced function Es∼P ⟨s, ·⟩ has a bounded-variance gradient oracle in the

ℓp norm via queries to P. We use the following facts from prior work in our proofs.

Lemma 5.7.1 (Section 5.1, [DJWW15]). Let X be the ℓp ball of diameter D for p ∈ [1, 2].

For any v ∈ V and x ∈ X , letting x⋆v := minx∈X Es∼Pv f(x; s), and letting 1(sign(a) =
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sign(b)) be the 0-1 function which is 1 if and only if the signs of a and b agree,

E
s∼Pv

[f(x; s)]− E
s∼Pv

[f(x⋆v; s)] ≥
(1− 1

p)κD

2d
1
p

∑
j∈[d]

1 (sign(xj) = sign(vj)) .

Lemma 5.7.1 shows that it suffices to lower bound the expected Hamming distance

between the signs of an estimate x and a randomly sampled −v. Such a lower bound was

given in [DJWW15, GLL22] for estimates returned by A ∈ Ak∪Bk via information-theoretic

arguments.

Lemma 5.7.2 (Section 5.1, [DJWW15], Lemma 7.4, [GLL22]). Let X be the ℓp ball of

diameter D, and let A ∈ Ak ∪ Bk be parameterized by X and Pv. Then

E
v∼unif.V

∑
j∈[d]

1(sign(A(Pv)j) = sign(vj))

 ≥ d

2

(
1− κ

√
k

σ
√
d

)
.

To lower bound the oracle query complexity of our sampler we use the following standard

result.

Lemma 5.7.3 ([DKL18], Corollary 1). Let X ⊂ Rd be compact and convex, f : X → R be

convex, k > 0, and π be the density over X proportional to exp(−kf). Then,

E
x∼π

[f(x)]−min
x∈X

f(x) ≤ d

k
.

Lower bounds. We now state three lower bounds generalizing results from [DJWW15,

GLL22]. Our results follow straightforwardly from Lemmas 5.7.1, 5.7.2, and 5.7.3 with

appropriate parameters.

Proposition 5.7.4 (Minimax risk lower bound, PG,p). Let G,D > 0, and let p ∈ [1, 2],

q ≥ 2 satisfy 1
p + 1

q = 1. Let X be the ℓp ball of diameter D. Then,

ε⋆k (Ak ∪ Bk, PG,p,X ) = Ω

(
GDmax

(
1− 1

p
,

1

log d

)
min

(
1,

√
d

k log d

))
.
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Proof. Throughout the proof, let κ = σ
√
d

2
√
k

, and let

σ =
Gd

− 1
q√

d
k + 4 log d

. (5.32)

By well-known bounds on the expected maximum of d standard Gaussians, we have

E
s∼Pv

[
∥s∥2q

]
≤ 2κ2 ∥v∥2q + 2 E

u∼N (0,σ2Id)

[
∥u∥2q

]
≤ 2κ2d

2
q + 2d

2
q E
u∼N (0,σ2Id)

[
∥u∥2∞

]
≤ σ2d

2
q

(
d

k
+ 4 log d

)
≤ G2.

Hence, Pv ∈ PG,p for all v ∈ V, so it suffices to lower bound εk(A,Pv,X ). Combining

Lemmas 5.7.1 and 5.7.2 with our choices of parameters,

εk(A,Pv,X ) ≥
(1− 1

p)κDd
1− 1

p

8
= Ω

(
GD

(
1− 1

p

)
min

(
1,

√
d

k log d

))
.

The conclusion then follows because for p ≤ 1+ 1
log d , choosing a larger value of p only affects

problem parameters by constant factors by norm conversions.

We give a slight extension of Proposition 5.7.4 for the family PG,p of distributions over

linear functions ⟨s, ·⟩, where s is required to satisfy ∥s∥q ≤ G with probability 1, by simply

truncating a draw from Pv. This family is compatible with the setting in Problem 5.5.5.

Corollary 5.7.5 (Minimax risk lower bound, PG,p). In the setting of Proposition 5.7.4,

ε⋆k
(
Ak ∪ Bk, PG,p,X

)
= Ω

(
GDmax

(
1− 1

p
,

1

log d

)
min

(
1,

√
d

k log(dk)

))
.

Proof. We define a distribution Pv as follows: first s ∼ Pv, and then if ∥s∥q ≥ G, we set

s ← 0. By adjusting the logarithmic term in (5.32) to be O(log(dk)), with probability

at most poly((dk)−1), all k draws from Pv and Pv used are identical by a union bound.

Further, due to problem constraints the function error is always at most GD. So, the risk
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is affected by at most GD · poly((dk)−1).

Corollary 5.7.5 shows that when β in Assumption 5.5.7 is polynomially bounded, the

value oracle complexities used by Theorem 5.5.8 for both DP-SCO and DP-ERM are optimal

up to logarithmic factors for the expected excess risk bounds they produce, even without

the requirement of privacy. Finally, we show that the value oracle complexity of our sampler

in Theorem 5.4.12 is also near-optimal.

Corollary 5.7.6. In the setting of Proposition 5.7.4, let r : X → R be 1-strongly convex in

∥·∥p with additive range O(D2 min(log d, 1
p−1)). Let I be a distribution over i such that all

fi : X → R are G-Lipschitz in ∥·∥p, and let F := Ei∼I fi. No algorithm using o(G
2

µ log−4 d)

value oracle queries to some fi samples within total variation

o

(
min

(
1

log d
,

√
d

k log3(dk)

))

of the density proportional to exp(−F − µr(x))1X (x).

Proof. Assume for contradiction that A is an algorithm satisfying the stated criterion using

k = o(G
2

µ log−4 d) value oracle queries, and let F be minimized by x⋆ ∈ X . We choose

µ =
d

D2 min(log d, 1
p−1)

.

Lemma 5.7.3 then shows that the sampled x satisfies

E
x∼A

[F (x)]− F (x⋆) ≤ µ (r(x⋆)− r(x)) + d+GD · o
(

min

(
1

log d
,

√
d

k log3(dk)

))

= O(d) + o

(
GD

log d
min

(
1,

√
d

k log(dk)

))
.

For the given values of k and µ, this contradicts Corollary 5.7.5.

Corollary 5.7.6 implies that for samplers with value query complexity depending polylog-

arithmically on the total variation distance, G2

µ queries are required (up to polylogarithmic

factors). This applies to the setting of our sampler in Theorem 5.4.12; we also note that
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the LLT-based regularizers we use in our ℓp applications (Section 5.5.2) satisfy the additive

range bound in Corollary 5.7.6.

5.8 Lower bound on the range of ψ1,1

In this section, we provide a lower bound on the range of ψ1,1 (5.25) which grows with the

dimension d, demonstrating non-scale invariance of our family of LLTs. Recall that ψ1,1(x)

is defined by

ψ1,1(x) := log

(∫
exp

(
⟨x, y⟩ − ∥y∥2∞

)
dy

)
.

Lemma 5.8.1. The additive range of ψ1,1 over {x ∈ Rd | ∥x∥1 ≤ 1} is Ω(
√
d).

Proof. Throughout the proof denote for simplicity ψ := ψ1,1 and let

Dφx (y) ∝ exp
(
⟨x, y⟩ − ∥y∥2∞

)
.

Then, following (5.26), we can write ψ(x)− ψ(0) as

ψ(x)− ψ(0) = log

[
E

y∼Dφ
0

exp(⟨x, y⟩)
]
,

where Dφ0 ∝ exp(−∥y∥2∞). Let π be the probability density on R≥0 such that

dπ(r) ∝ rd−1 exp(−r2)dr.

Here, dπ(r) is the density of the scalar quantity r = ∥y∥∞ for y ∼ Dφ0 . Note that the

distribution of y conditioned on ∥y∥∞ = r is uniform over the surface of the ℓ∞ ball, where

one random coordinate is set to ±r, and the remaining coordinates are uniform on a d− 1

dimensional hypercube with side length r. We denote this distribution as Pr, and write

E
y∼Dφ

0

exp(⟨x, y⟩) = E
r∼π

[
E

y∼Pr

exp(⟨x, y⟩)
]

= E
r∼π

1

d

∑
i⋆∈[d]

1

2

∑
yi⋆∈{−r,r}

exp(xi⋆yi⋆)
∏
i ̸=i∗

∫ r

−r

1

2r
exp(xiyi)dyi

 .
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Let x = e1 and g
(r)
i⋆ = exp(xi⋆r)

∏
i ̸=i⋆

∫ r
−r

1
2r exp(xiyi)dyi. Then,

E
y∼Dφ

0

exp(⟨x, y⟩) ≥ 1

2d

∑
i⋆∈[d]

E
r∼π(r)

g
(r)
i⋆

since this drops terms where yi⋆ = −r. When i⋆ = 1, we have g
(r)
i⋆ = exp(r). When i⋆ ̸= 1,

we have

g
(r)
i⋆ =

∫ r

−r

1

2r
exp(y1)dy1 =

1

2r
(exp(r)− exp(−r)) .

Now, consider r1 =
√

d−1
2 . For any r ≤ r1,

d
dr [(d− 1) log r − r2] = d−1

r − 2r ≥ 0. Thus,

we have

I :=

∫ 1
2
r1

0
exp((d− 1) log r − r2)dr ≤

∫ r1

1
2
r1

exp((d− 1) log r − r2)dr. (5.33)

Letting Z :=
∫∞
0 exp((d− 1) log r − r2)dr, (5.33) shows that

∫ ∞

1
2
r1

exp((d− 1) log r − r2)dr = Z − I ≥ Z − 1

2
Z =

1

2
Z.

Then, for all i⋆ ∈ [d],

E
r∼π

gi⋆ =

∫∞
0 exp((d− 1) log r − r2)g(r)i⋆ dr

Z

≥
∫∞

1
2
r1

exp((d− 1) log r − r2)g(r)i⋆ dr

Z

≥
2
∫∞

1
2
r1

exp((d− 1) log r − r2)g(r)i⋆ dr∫∞
1
2
r1

exp((d− 1) log r − r2)dr

≥ 2 min
r≥r1

exp(r − log(4r)) = 2 exp(r1 − log(4r1)).

The fourth step follows from g
(r)
i⋆ ≥ 1

4r exp(r) for r ≥ r1. The last step follows from r− log 4r
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increases on r ≥ r1. Combining with Ey∼P0 exp(⟨x, y⟩) ≥ 1
2d

∑
i⋆∈[d] Er∼π(r) gi⋆ ,

ψ(x)− ψ(0) = log E
y∼P0

exp(⟨x, y⟩) ≥ log

(
d− 1

d
exp(r1 − log(4r1))

)
= Ω(

√
d).

5.9 Deferred proofs from Section 5.4

Lemma 5.4.5. For λ defined in (5.23),

E
[
|λ|1ρ̸∈[0,2]

]
≤ δ

4
.

Proof. Clearly, it suffices to show E |λ| ≤ δ
4 . Define random variables,

∆i := |fi(x2)− fi(x1)|, ∆ := E
i∼I

∆i,

whose randomness comes from x1, x2 ∼ γy. By definition,

E |λ| =
∑
b>H

1

b!
E

x1,x2∼γ
[∆]B.

Define Φ(t) :=
∑

b>H
tb

b! . For H = ⌈10 log 1
δ ⌉, it is straightforward to check Φ(t) ≤ δ

16 for

any |t| ≤ 1, and for all nonnegative t, Φ(t) ≤ exp(t). Hence, letting p∆ be the density of ∆,

E |λ| ≤ δ

16
+ E[1∆>1e

∆] ≤ δ

16
+

∫ ∞

1
exp (⌈∆⌉) p∆(∆)d∆

≤ δ

16
+
∑
k≥1

exp(k + 1) Pr
x1,x2∼γ

[∆ ≥ k].
(5.34)

It now suffices to bound on Pr[∆ ≥ k]. Define a function hx1,x2(k) := Pri∼I [|fi(x1) −
fi(x2)| ≥ k]. Since each fi isG-Lipschitz, and γy is 1

12η -strongly logconcave in by Lemma 5.3.3,

by Lemma 5.4.3:

E
x1,x2

[hx1,x2(k)] = Pr
x1,x2,i∼I

[|fi(x1)− fi(x2)| ≥ k] ≤ 4 exp

(
− k2

96ηG2

)
,
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and so by Markov’s inequality we have

Pr
x1,x2

[hx1,x2(k) ≥ e−t] ≤ 4 exp

(
t− k2

96ηG2

)
. (5.35)

For fixed x1, x2, as each fi is G-Lipschitz in ∥·∥X , |fi(x1) − fi(x2)| ≤ G ∥x1 − x2∥X , and

hence

E
i∼I

[|fi(x1)− fi(x2)|] ≤ min
k≥0

k + hx1,x2(k) ·G ∥x1 − x2∥X .

This then shows that if for some k, hx1,x2(k) ≤ exp(− k2

192ηG2 ),

E
i∼I

[|fi(x1)− fi(x2)|] ≤ k + exp

(
− k2

192ηG2

)
·G ∥x1 − x2∥X ,

which implies via (5.35) that

Pr
x1,x2

[
∆ ≥ k + exp

(
− k2

192ηG2

)
·G ∥x1 − x2∥X

]
≤ Pr

x1,x2

[
hx1,x2(k) ≥ exp

(
− k2

192ηG2

)]
≤ 4 exp

(
− k2

192ηG2

)
.

(5.36)

Further, since ∥x1 − Ex1∥X is a 1-Lipschitz function in x1 with a nonnegative mean, by

Lemma 5.4.3,

Pr [∥x1 − x2∥X ≥ k] ≤ 2 Pr [∥x1 − Ex1∥X ≥ k] ≤ 2 exp

(
− k2

96ηG2

)
. (5.37)

Combining (5.36) and (5.37),

Pr
x1,x2

[∆ ≥ 2k] = Pr
x1,x2

[
∆ ≥ 2k ∧ ∥x1 − x2∥X ≥

k

G

]
+ Pr
x1,x2

[
∆ ≥ 2k ∧ ∥x1 − x2∥X ≤

k

G

]
≤ 2 exp

(
− k2

96ηG2

)
+ Pr
x1,x2

[
∆ ≥ k + exp

(
− k2

192ηG2

)
G ∥x1 − x2∥X

]
≤ 6 exp

(
− k2

192ηG2

)
.

(5.38)
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Plugging (5.38) into (5.34), and using η−1 ≥ 104G2 log 1
δ , we have the desired

E(|λ|1ρ/∈[0,2]) ≤
δ

16
+

∞∑
k=1

6 exp

(
k − k2

768ηG2

)
≤ δ

4
.

Lemma 5.4.6. For σ defined in (5.23),

E
[
|σ|1ρ ̸∈[0,2]

]
≤ δ

4
.

Proof. We begin by bounding, analogously to (5.34),

E[|σ|1ρ/∈[0,2]] ≤ 2H Pr[ρ /∈ [0, 2]] +
∑
k≥1

Pr
[
|σ| > 2kH

]
2(k+1)H . (5.39)

Recall when a ≤ H, |J | ≤ 1
2H

2. By a union bound over Lemma 5.4.3,

Pr
x1,x2

[
|fi(x1)− fi(x2)| ≥

2k

3
∀i ∈ J

]
≤ H2 exp

(
− 4k

864ηG2

)
.

If for each i ∈ J , |fi(x1)− fi(x2)| ≤ 2k

3 , we have for k ≥ 1

|σ| =
H∑
b=0

1a≥b
∏
i∈[b]

(fji,b(x2)− fji,b(x1)) ≤ 1 +
H∑
b=1

(
2k

3

)b
≤ 2kH ,

which implies that Pr[|σ| ≥ 2kH ] ≤ H2 exp(− 4k

864ηG2 ) and hence using our choice of η ≤
1

500G2H
,

∞∑
k=1

2(k+1)H Pr
[
|σ| > 2kH

]
≤

∞∑
k=1

2(k+1)HH2 exp

(
− 4k

864ηG2

)

≤
∞∑
k=1

24kH exp(−2 · 4kH) ≤
∞∑
k=1

2−kH ≤ δ

8
.

(5.40)

It remains to bound Pr[ρ /∈ [0, 2]]. Recall Pr[a > H] ≤ 1
H! so since a ≤ H =⇒ σ = ρ,

Pr[ρ /∈ [0, 2]] ≤ 1
H! + Pr[σ /∈ [0, 2]]. Next, by a union bound over Lemma 5.4.3 and 1

2H
2
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indices in J ,

Pr
x1,x2

[
|fi(x1)− fi(x2)| ≥

1

2
∀i ∈ I

]
≤ 2H2 exp

(
− 1

384ηG2

)
.

Under the event that |fi(x1)− fi(x2)| ≤ 1
2 for all i ∈ I, 0 ≤ σ ≤ 2 by definition. Hence we

know Pr[σ /∈ [0, 2]] ≤ 2H2 exp(− 1
384ηG2 ) and by our setting that H > 10 log 1

δ , we have

Pr[ρ /∈ [0, 2]] · 2H ≤ 2H
(

2H2 exp

(
− 1

384ηG2

)
+

1

H!

)
≤ δ

8
. (5.41)

Combining (5.39), (5.40) and (5.41) completes the proof.
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Part III

NON CONVEX OPTIMIZATION
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Chapter 6

PRIVATE (STOCHASTIC) NON-CONVEX OPTIMIZATION
REVISITED:

SECOND-ORDER STATIONARY POINTS AND EXCESS RISKS

6.1 Introduction

Differential privacy [DMNS06] is a standard privacy guarantee for training machine learning

models. Given a randomized algorithm A : P ∗ → R, where P is a data domain and R is a

range of outputs, we say A is (ε, δ)-differentially private (DP) for some ε ≥ 0 and δ ∈ [0, 1]

if for any neighboring datasets D,D′ ∈ P ∗ that differ in at most one element and any

R ⊆ R, the distribution of the outcome of the algorithm, e.g., pair of models trained on the

respective datasets, are similar:

Pr
x∼A(D)

[x ∈ R] ≤ eε Pr
x∼A(D′)

[x ∈ R] + δ.

Smaller ε and δ imply the distributions are closer; hence, an adversary accessing the trained

model cannot tell with high confidence whether an example x was in the training dateset.

Given this measure of privacy, we consider the problem of optimizing a non-convex loss

while ensuring a desired level of privacy. In particular, suppose we are given a dataset D =

{z1, . . . , zn} drawn i.i.d. from underlying distribution P. Each loss function f(·; z) : K → R

is G-Lipschitz over the convex set K ⊂ Rd of diameter D. Let the population risk function

be FP(x) := Ez∼P [f(x; z)] and the empirical risk function be FD(x) := 1
n

∑
z∈D f(x; z). We

also denote FS(x) := 1
|S|
∑

z∈S f(x; z) for S ⊆ D.

Our focus is in minimizing non-convex risk functions, both empirical and population,

which may have multiple local minima. Since finding the global optimum of a non-convex

function can be challenging, an alternative goal in the field is to find stationary points: A

first-order stationary point is a point with a small gradient of the function, and a second-

order stationary point is a first-order stationary point where additionally the function has
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α-SOSP Excess population risk
empirical population poly-time exp-time

SOTA min( d
1
4

n
1
2
, d

4
7

n
4
7

) N/A d
ε2 logn

♠
N/A

Ours d
1
3

n
2
3

1

n
1
3

+
(√

d
n

) 3
7 d log logn

ε log(n)
d
nε +

√
d
n

LB
√
d
n

1√
n

+
√
d
n

d
nε +

√
d
n

d
nε +

√
d
n

Table 6.1: SOTA refers to the best previously known bounds on α for α-SOSP by [WCX19]
and on the excess population risk by [WCX19]. We introduce algorithm 18 that finds an α-
SOSP (columns 2–3) with an improved rate. We show exponential mechanism can minimize
the excess risk in polynomial time and exponential time, respectively (columns 4 and 5). ♠

requires extra assumption on bounded smoothness. The lower bounds for SOSP are from
[ABG+23], and the lower bound on excess population risk is from Theorem 6.4.11. We omit
logarithmic factors in n and d.

a positive or nearly positive semi-definite Hessian. As first order stationary points can be

saddle points or even a local maximum, we focus on the problem of finding a second order

stationary point, i.e., a local minimum, privately. Existing works in finding approximate

SOSP privately only give guarantees for the empirical function FD. We improve upon the

state-of-the-art result for empirical risk minimization and give the first guarantee for the

population function FP . This requires standard assumptions on bounded Lipschitzness,

smoothness, and Hessian Lipschitzness, which we make precise in Section 6.2 and in As-

sumption 6.3.1.

Compared to finding a local minimum, finding a global minimum can be extremely chal-

lenging. Progress towards finding the global minima is measured in the excess empirical risk,

E[FD(xpriv)]−minx∈K FD(x), and the excess population risk, E[FP(xpriv)]−minx∈K FP(x)

for a private solution xpriv. We provide two approaches, in polynomial time and exponential

time, that improve upon the state-of-the-art guarantees as measured in the excess risks for

the respective families of computational complexity.
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6.1.1 Main results

Our main contribution is a private non-convex optimization algorithm based on the variance-

reduced SpiderBoost [WJZ+19]; Algorithm 18 achieves improved rates on the approximation

error for finding SOSP of the empirical and population risks privately. Table 6.1 summarizes

our main results.

Finding second-order stationary points. Advances in private non-convex optimiza-

tion have focused on finding a first-order stationary point (FOSP), whose performance is

measured in (i) the norm of the empirical gradient at the solution x, i.e., ∥∇FD(x)∥, and

(ii) the norm of the population gradient, i.e., ∥∇FP(x)∥.

Definition 6.1.1 (First-order stationary point). We say x ∈ Rd is a First-Order Stationary

Point (FOSP) of g : Rd → R iff ∇g(x) = 0. x is an α-FOSP of g, if ∥∇g(x)∥2 ≤ α.

Since FOSP can be a saddle point or a local maxima, finding a second-order stationary

point is desired. Exact second-order stationary points can be extremely challenging to

find [GHJY15]. Instead, progress is commonly measured in terms of how well the solution

approximates an SOSP.

Definition 6.1.2 (Second-order stationary point, [AAZB+17]). We say a point x ∈ Rd

is a Second-Order Stationary Point (SOSP) of a twice differentiable function g : Rd → R

iff ∥∇g(x)∥2 = 0 and ∇2g(x) ⪰ 0. We say x ∈ Rd is an α-SOSP for ρ-Hessian Lipschitz

function g, if ∥∇g(x)∥2 ≤ α
∧ ∇2g(x) ⪰ −√ραI .

On the empirical risk FD, the SOTA on privately finding α-SOSP is by [WCX19, WX20],

which achieves α = Õ(min{(
√
d/n)1/2, (d/n)4/7}). In Theorem 6.3.9, we show that the

proposed Algorithm 18 achieves a rate bounded by α = Õ((
√
d/n)2/3), which improves over

the SOTA in all regime.1 There remains a factor (
√
d/n)−1/6 gap to a known lower bound

of α = Ω(
√
d/n) that holds even if privacy is not required and even if finding only an α-

FOSP [ABG+23]. On the population risk FP , Algorithm 18 is the first private algorithm

to guarantee finding an α-SOSP with α = Õ(n−1/3 + (
√
d/n)3/7) in Theorem 6.3.12. There

1We want α = o(1) and hence can assume d ≤ n2.



245

is a gap to a known lower bound of α = Ω(1/
√
n+
√
d/n) that holds even if privacy is not

required and even if finding only an α-FOSP [ABG+23].

Minimizing excess risk. We also provide sampling-based algorithms that aims to tackle

the ultimate objective of finding a private solution xpriv ∈ Rd that minimizes the ex-

cess empirical risk: E[FD(xpriv)] − minx∈K FD(x), and the excess population risk,

E[FP(xpriv)]−minx∈K FP(x), where the expectation is over the randomness on the solution

xpriv. With a mild smoothness assumption, [WCX19] achieves in polynomial time a bound

of O(d
√

log(1/δ)/(ε2 log n)) for both excess empirical and population risks. In Table 6.1

we omit excess empirical risk, as the bounds are the same. We introduce a sampling-based

algorithm from the exponential mechanism, which runs in polynomial time and achieves ex-

cess empirical and population risks bounded by O(d
√

log(1/δ)/(ε log(nd))) with improved

dependence on ε (Theorem 6.4.6). Moreover, we do not need the smoothness assumption

required by [WCX19].

If we allow an exponential running time, [GTU22] demonstrated Õ(d/(εn)) upper bound

for non-convex excess empirical risks along with a nearly matching lower bound. It remained

an open question to obtain a tight bound for the excess population risk. We close this gap

by providing a nearly matching upper and lower bounds of Θ̃(d/(εn)+
√
d/n) for the excess

population risk (Theorem 6.4.8).

6.1.2 Our techniques

Stationary points. We propose a simple framework based on SpiderBoost [WJZ+19]

and its private version [ABG+23] that achieves the current best rate for finding the first

order stationary point privately. In SGD and its variants, we usually get an estimation

∆t of the gradient ∇f(xt). In the stochastic variance-reduced algorithm SpiderBoost, it

only queries the gradient O1(xt) ≈ ∇f(xt) directly every q steps with some oracle O1,

and for the other q − 1 steps in each period, it queries the difference between two steps,

that is O2(xt, xt−1) ≈ ∇f(xt) − ∇f(xt−1), and maintain ∆t = ∆t−1 + O2(xt, xt−1). One

interpretation of the difference between these two kinds of oracles is that, in many situations,

one can treat O1 as more accurate and more costly (e.g., in computation or privacy budget),
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though our framework does not necessarily assume this.

As SpiderBoost queriesO1 every q steps, the error on the estimation may accumulate and

∥∆t −∇f(xt)∥ can be large. Though on average, as shown in [ABG+23], these estimations

can be good enough to find a private first-order stationary point, such a large deviation

makes it challenging to analyze the behavior near a saddle point and to provide a tight

analysis of the population risk.

In our framework, rather than using O1 once every q steps, we introduce a new technique

of keeping track of the total drift we make, i.e., driftt =
∑t

i=τt
∥xi − xi−1∥22, where τt is the

last time stamp when we used O1. As we are considering smooth functions, the worst error

to estimate ∇f(xt) − ∇f(xt−1) is proportional to ∥xt − xt−1∥2. When the driftt is small,

we know the current estimation should still be good enough, and we do not need to get

an expensive fresh estimation from O1. When driftt is large, the gradient estimation error

may be large and we query O1 and get ∆t = O1(xt). To control the total cost, we need an

appropriate threshold to determine when the drift is large. The smaller the threshold is, we

can guarantee more accurate estimations but may need to pay more cost for querying O1

more frequently.

We want to bound the total occurrences of the event that driftt is large, which leads

to querying O1. A crucial observation is that, if driftt increases quickly, then the gradient

norms are large and hence function values decrease quickly, which we know does not happen

frequently under the standard assumption that the function is bounded.

In our framework, we assume O1(x) is an unbiased estimation of ∇f(x), and O1(x) −
∇f(x) is Norm-SubGaussian (Definition 6.2.3), and similarly O2(x, y) is an unbiased esti-

mation of ∇f(x) − ∇f(y) whose error is also Norm-SubGaussian. In the empirical case,

we can simply add Gaussian noises with appropriately chosen variances to the gradients

of the empirical function ∇FD for simplicity, and one can choose a smaller batch size to

reduce the computational complexity. In the population case, we draw samples from the

dataset without replacement to avoid dependence issues, and add the Gaussian noises to

the sampled gradients. Hence we only need the gradient oracle complexity to be linear in

the number of samples for the population case.
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Minimizing excess risk. Our polynomial time approach relies on the Log-Sobolev In-

equality (LSI) and the classic Stroock perturbation lemma. The previous work of [MASN16]

shows that if the density exp
(
− βFD(x) − r(x)

)
satisfies the LSI for some regularizer

r, then sampling a model x from this density satisfies differential privacy with an ap-

propriate (ε, δ). If r is a µ strongly convex function, then the density proportional to

exp(−r) satisfies LSI with constant 1/µ, and exp(−βFD(x) − r(x)) satisfies LSI with con-

stant exp(maxx,y |FD(x)−FD(y)|)/µ by the Stroock perturbation lemma. Our bound on the

empirical risk follows from choosing the appropriate inverse temperature β and regularizer

r to satisfy (ε, δ)-DP. The final bound on the population risk also follows from LSI, which

bounds the stability of the sample drawn from the respective distribution.

When running time is not concerned, we apply an exponential mechanism over a dis-

cretization of K to get the upper bound. The empirical risk bound follows from [BST14],

and we use concentration of sums of bounded random variables to bound the maximum dif-

ference over the discretizations between the empirical and population risk. We show this is

nearly tight by reductions from selection to non-convex Lipschitz optimization of [GTU22].

6.1.3 Further related work

In the convex setting, it is feasible to achieve efficient algorithms with good risk guaran-

tees. In turn, differentially private empirical risk minimization (DP-ERM) [CM08, CMS11,

CYS21, INS+19, KST12, BST14, TTZ15, SCS13, SSTT21] and differentially private stochas-

tic optimization [ALD21, BFTGT19, BFGT20, FKT20, KLL21, AFKT21, KLZ22, GLL22,

GTU22, CJJ+23, GLL+23] have been two of the most extensively studied problems in the

DP literature. Most common approaches are variants of DP-SGD [CMS11] or the exponen-

tial mechanism [MT07].

As for the non-convex optimization, due to the intrinsic challenges in minimizing general

non-convex functions, most of the previous works [WYX17, WJEG19, WX19, WCX19,

ZCH+20, SSTT21, TC22, YZCL22, ABG+23, WB23, GW23] adopted the gradient norm

as the accuracy metric rather than risk. Instead of minimizing the gradient norm discussed

before, [BGM21] tried to minimize the stationarity gap of the population function privately,



248

which is defined as GapFP (x) := maxy∈K⟨∇FP(x), x−y⟩, which requires K to be a bounded

domain. There are also some different definitions of the second order stationary point. We

refer the readers to [LRY+20] for more details.

The risk bound achieved by algorithms with polynomial running time is weak and

requires n ≫ d to be meaningful. Many previous works consider minimizing risks of

non-convex functions under stronger assumptions, such as, Polyak-Lojasiewicz condition

[WYX17, ZMLX21], Generalized linear model (GLM) [WCX19] and weakly convex func-

tions [BGM21].

In the (non-private) classic stochastic optimization, there is a long line of influential

works on finding the first and second-order stationary points for non-convex functions,

[AAZB+17, JGN+17, FLLZ18, XJY18, CO19].

6.2 Preliminary

Throughout the paper, if not stated explicitly, the norm ∥ · ∥ means the ℓ2 norm.

Definition 6.2.1 (Lipschitz and Smoothness). Given a function f : K → R, we say f is

G-Lipschitz, if for all x1, x2 ∈ K, |f(x1) − f(x2)| ≤ G∥x1 − x2∥, and we say a function

f : K → R is M -smooth, if for all x1, x2 ∈ K, ∥∇f(x1)−∇f(x2)∥ ≤M∥x1 − x2∥.

Definition 6.2.2. We say a twice-differentiable function f : K → R is ρ-Hessian Lipschitz

if for all x1, x2 ∈ K, ∥∇2f(x1)−∇2f(x2)∥2 ≤ ρ∥x1 − x2∥2.

Definition 6.2.3 (SubGaussian, and Norm-SubGaussian). A random vector x ∈ Rd is Sub-

Gaussian (SG(ζ)) if there exists a positive constant ζ such that E e⟨v,x−Ex⟩ ≤ e∥v∥2ζ2/2, ∀v ∈
Rd. x ∈ Rd is norm-SubGaussian (nSG(ζ)) if there exists ζ such that Pr[∥x − Ex∥ ≥ t] ≤
2e

− t2

2ζ2 ,∀t ∈ R.

Fact 6.2.4. For a Gaussian θ ∼ N (0, σ2Id), θ is SG(σ) and nSG(σ
√
d).

Lemma 6.2.5 (Hoeffding type inequality for norm-subGaussian, [JNG+19]). Let x1, · · · , xk ∈
Rd be random vectors, and for each i ∈ [k], xi | Fi−1 is zero-mean nSG(ζi) where Fi is the

corresponding filtration. Then there exists an absolute constant c such that for any δ > 0,
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with probability at least 1 − ω, ∥∑k
i=1 xi∥ ≤ c ·

√∑k
i=1 ζ

2
i log(2d/ω), which means

∑k
i=1 xi

is nSG(
√
c log(d)

∑k
i=1 ζ

2
i ).

Definition 6.2.6 (Laplace distribution). We say X ∼ Lap(b) if X has density f(X = x) =

1
2b exp(−|x|

b ).

Theorem 6.2.7 (Matrix Bernstein inequality, [Tro15]). Consider a sequence {Xi}i∈m of

independent, mean-zero, symmetric d× d random matrices. If for each matrix Xi, we know

∥Xi∥op ≤ M , then for all t ≥ 0, we have Pr
[
∥∑i∈[m]Xi∥op ≥ t

]
≤ d exp

(
−t2

2(σ2+Mt/3)

)
,

where σ2 = ∥∑i∈[m] EX2
i ∥op.

Theorem 6.2.8 (Basic composition, [DR14]). If A1 is (ε1, δ1)-DP and A2 is (ε2, δ2)-DP,

then their combination is (ε1 + ε2, δ1 + δ2)-DP.

Theorem 6.2.9 (Advanced composition, [KOV15]). For ε ≤ 0.9, an end-to-end guarantee

of (ε, δ)-differential privacy is satisfied if a database is accessed at most k times, where each

time with a (ε/(2
√

2k log(2/δ)), δ/(2k))-differentially private mechanism.

Due to space limit, some proofs are left in the Appendix.

6.3 Convergence to Stationary points

We follow the assumptions of [WCX19], which also studies privately finding an α-SOSP.

Assumption 6.3.1. Any function drawn from P is G-Lipschitz, ρ-Hessian Lipschitz, and

M -smooth, almost surely, and the risk is upper bounded by B.

As discussed before, we define two different kinds of gradient oracles, one for estimating

the gradient at one point and the other for estimating the gradient difference at two points.

Definition 6.3.2 (SubGaussian gradient oracles). For a G-Lipschitz and M -smooth func-

tion F :

(1) We say O1 is a first kind of ζ1 norm-subGaussian Gradient oracle if given x ∈ Rd, O(x)

satisfies EO1(x) = ∇F (x) and O1(x)−∇F (x) is nSG(ζ1).
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(2) We say O2 is a second kind of ζ2 norm-subGaussian stochastic Gradient oracle if given

x, y ∈ Rd, O2(x, y) satisfies that EO2(x, y) = ∇F (x) − ∇F (y) and O2(x, y) − (∇F (x) −
∇F (y)) is nSG(ζ2∥x− y∥).

Note that we should assume M ≥ √ρα to make finding a second-order stationary point

strictly more challenging than finding a first-order stationary point. We use smin(·) to

denote the smallest eigenvalue of a matrix.

6.3.1 Meta framework

Algorithm 17: Stochastic Spider

1 Input: Objective function F , Gradient Oracle O1,O2 with SubGaussian
parameters ζ1 and ζ2, parameters of objective function B,M,G, ρ, parameter κ,
failure probability ω;

2 Set γ =
√

4C(ζ22κ+ 4ζ21 ) · log(BMd/ρω),Γ =
M log( dMB

ργω
)

√
ργ ;

3 Set η = 1/M, t = 0, T = BM log4(dMB
ργω )/γ2;

4 Set drift0 = κ, frozen = 1,∇−1 = 0;
5 while t ≤ T do
6 if ∥∇t−1∥ ≤ γ log3(BMd/ρω)

∧
frozent−1 ≤ 0 then

7 frozent = Γ,driftt = 0;

8 ∇t = O1(xt) + gt, where gt ∼ N (0,
ζ21
d Id);

9 end
10 else if driftt−1 ≥ κ then
11 ∇t = O1(xt), driftt = 0, frozent = frozent−1 − 1;
12 end
13 else
14 ∆t = O2(xt, xt−1), ∇t = ∇t−1 + ∆t, frozent = frozent−1 − 1;
15 end
16 xt+1 = xt − η∇t, driftt = driftt−1 + η2∥∇t∥22, t = t+ 1;

17 end
18 Return: {x1, · · · , xT };

We demonstrate a framework based on the SpiderBoost in Algorithm 18. Our analysis of

Algorithm 18 builds upon three key properties we prove in this section: (i) ∇t is consistently

close to the true gradient ∇F (xt) with high probability; (ii) the algorithm can escape the

saddle point with high probability, and (iii) a large drift implies significant decrease in the
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function value, allowing us to limit the number of queries to the more accurate but more

expensive first kind of gradient oracle O1.

Lemma 6.3.3. For any 0 ≤ t ≤ T and letting τt ≤ t be the largest integer such that driftτt

is set to be 0, with probability at least 1−ω/T , for some universal constant C > 0, we have

∥∇t −∇F (xt)∥2 ≤
(
ζ22 ·

t∑
i=τt+1

∥xi − xi−1∥2 + 4ζ21
)
· C · log(Td/ω). (6.1)

Hence with probability at least 1 − ω, we know for each t ≤ T , ∥∇t − ∇F (xt)∥2 ≤ γ2/16,

where γ2 := 16C(ζ22κ+4ζ21 )·log(Td/ω) and κ is a parameter we can choose in the algorithm.

As shown in Lemma 6.3.3, the error on the gradient estimation for each step is bounded

with high probability. Then we can show the algorithm can escape the saddle point efficiently

based on previous results.

Lemma 6.3.4 (Essentially from [WCX19]). Under Assumption 6.3.1, run SGD iterations

xt+1 = xt − η∇t, with step size η = 1/M . Suppose x0 is a stationary point satisfying

∥∇F (x0)∥ ≤ α and smin(∇2F (x0)) ≤ −√ρα, α = γ log3(dBM/ρω). If ∇0 = ∇F (x0) +

ζ1 + ζ2 where ∥ζ1∥ ≤ γ, ζ2 ∼ N (0, γ2

d log(d/ω)Id), and ∥∇t −∇F (xt)∥ ≤ γ for all t ∈ [Γ], with

probability at least 1− ω · log(1/ω), one has

F (xΓ)− F (x0) ≤ −Ω
( γ3/2
√
ρ log3(dMB

ργω )

)
,

where Γ =
M log( dMB

ργω
)

√
ργ .

We discuss this lemma in the Appendix 6.5.2 in more details. The next lemma is

standard, showing how large the function values can decrease in each step.

Lemma 6.3.5. By setting η = 1/M , we have

F (xt+1) ≤ F (xt) + η∥∇t∥ · ∥∇F (xt)−∇t∥ −
η

2
∥∇t∥2.
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Moreover, with probability at least 1− ω, for each t ≤ T such that ∥∇F (xt)∥ ≥ γ, we have

F (xt+1)− F (xt) ≤ −η∥∇t∥2/6 ≤ −ηγ2/6.

With the algorithm designed to control the drift term, the guarantee for Stochastic

Spider to find the second order stationary point is stated below:

Lemma 6.3.6. Suppose O1 and O2 are ζ1 and ζ2 norm-subGaussian respectively. If one

sets γ = O(1)
√

(ζ22κ+ 4ζ21 ) · log(Td/ω), with probability at least 1−ω, at least one point in

the output set {x1, · · · , xT } of Algorithm 18 is α-SOSP, where

α = γ log3(BMd/ρωγ) =

√
(ζ22κ+ 4ζ21 ) · log(

d/ω

ζ22κ+ ζ21
) · log3(

BMd

ρω(ζ22κ+ ζ21 )
).

As mentioned before, we can bound the number of occurrences where the drift gets large

and hence bound the total time we query the oracle of the first kind.

Lemma 6.3.7. Under the event that ∥∇t−∇F (xt)∥ ≤ γ/4 for all t ∈ [T ] and our parameter

settings, letting K = {t ∈ [T ] : driftt ≥ κ} be the set of iterations where the drift is large,

we know |K| ≤ O
(Bη
κ + Tγ2η2/κ) = O(Bη log4(dMB

ργω )/κ
)
.

6.3.2 Convergence to the SOSP of the empirical risk

We use Stochastic Spider to improve the convergence to α-SOSP of the empirical risk, and

aim at getting α = Õ(d1/3/n2/3). We let FD be the objective function F and use the

gradient oracles

O1(x) := ∇FD(x) + g1, and O2(x, y) := ∇FD(x)−∇FD(y) + g2, (6.2)

where g1 ∼ N (0, σ21Id) and g2 ∼ N (0, σ22Id) ensures privacy.

Before stating the formal results, note that by Lemma 6.3.6, the framework can only

guarantee the existence of an α-SOSP in the outputted set. In order to find the SOSP

privately from the set, we adopt the well-known AboveThreshold algorithm, whose pseudo-

code can be found in Algorithm 18.
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Algorithm 18: AboveThreshold

1 Input: A set of points {xi}Ti=1, dataset S, parameters of objective function
B,M,G, ρ, objective error α;

2 Set T̂1 = α+ Lap(4Gnε ) + 16 log(2T/ω)G
nε , T̂2 = −√ρα+ Lap(4Mnε )− 16 log(2T/ω)M

nε ;
3 for i = 1, · · · , T do

4 if ∥∇FS(xi)∥+ Lap(8Gnε ) ≤ T̂1
∧

smin(∇2FS(xi)) + Lap(8Mnε ) ≥ T̂2 then
5 Output: xi;
6 Halt;

7 end

8 end
9 Output: 0;

Algorithm 18 is a slight modification of the AboveThreshold algorithm [DR14], and we

get the following guarantee immediately.

Lemma 6.3.8. Algorithm 18 is (ε, 0)-DP. Given the point set {x1, · · · , xT } and S of size

n as the input,

• if it outputs any point xi, then with probability at least 1− ω, we know

∥∇FS(xi)∥ ≤ α+
32 log(2T/ω)G

nε
, and smin(∇2FS(xi)) ≥ −

√
ρα− 32 log(2T/ω)M

nε

• if there exists a α-SOSP point x ∈ {xi}i∈[T ], then with probability at least 1 − ω,

Algorithm 18 will output one point.

Combining Algorithm 18 and Algorithm 18, we can find the SOSP we want, which is

stated formally below:

Theorem 6.3.9 (Empirical). Using full batch in Algorithm 18, and setting κ = G4/3B1/3

M5/3 (

√
d log(1/δ)

nε )2/3,

σ1 =
G
√
Bη log2(1/δ)/κ log2(ndMB/ω)

nε , σ2 =
M
√

log2(1/δ)BM/α2
1 log

5(ndMB/ω)

nε , Algorithm 18 is

(ε, δ)-DP, and with probability at least 1 − ω, at least one point in the output set {xi}i∈[T ]
is α1-SOSP of FD with

α1 = O

(
√
dBGM log2(1/δ)

nε

)2/3 · log6
nBMd

ρω

 .
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Moreover, if we run Algorithm 18 with inputs {xi}i∈[T ],D, B,M,G, ρ, α1, with probability

at least 1− ω, we can get an α2-SOSP of FD with

α2 = O

(
α1 +

G log(n/Gω)

nε
+
M log(ndBGM/ρω)

nε
√
ρ

√
α1

)
.

6.3.3 Convergence to the SOSP of the population risk

This subsection aims at getting an α-SOSP for FP (the population function). Differing from

the stochastic oracles used for empirical function FD, we do not use full batch in the oracle.

As an alternative, we draw fresh samples from D without replacement with a smaller batch

size:

O1(x) :=
1

b1

∑
z∈S1

∇f(x; z) + g1, and O2(x, y) :=
1

b2

∑
z∈S2

(∇f(x; z)−∇f(y; z)) + g2, (6.3)

where S1 and S2 are sets of size of b1 and b2 respectively drawn from D without replacement,

g1 ∼ N (0, σ21Id) and g2 ∼ N (0, σ22∥x−y∥22 · Id). These gradient oracles satisfy the following.

Claim 6.3.10. The gradient oracles O1 and O2 constructed in Equation (6.3) are a first

kind of O(L
√
log d√
b1

+
√
dσ1) norm-subGaussian gradient oracle and second kind of O(M

√
log d√
b2

+
√
dσ2) norm-subGaussian gradient oracle respectively.

Proof. For the oracleO1, we know for each z ∈ S1, Ez∼P [∇f(x, z)] = ∇FP(x) and∇f(x, z)−
∇FP(x) is nSG(L) due to the Lipschitzness assumption. The statement follows from

Fact 6.2.4 and Lemma 6.2.5. As for the O2, the statement follows similarly with the smooth-

ness assumption.

Recall that in the empirical case, we use Algorithm 18 to choose the SOSP for FD.

But in the population case, we need to find SOSP for FP , and what we have are samples

from P. We need the following technical results to help us find the SOSP from the set,

which follows from Hoeffding inequality for norm-subGaussians (Lemma 6.2.5) and Matrix

Bernstein inequality (Theorem 6.2.7).
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Lemma 6.3.11. Fix a point x ∈ Rd. Given a set S of m samples drawn i.i.d. from the

distribution P, then we know with probability at least 1− ω, we have

∥∇FS(x)−∇FP(x)∥2 ≤ O
(G log(d/ω)√

m

)∧
∥∇2FS(x)−∇2FP(x)∥op ≤ O

(M log(d/ω)√
m

)
.

We can bound the population bound similar to the empirical bound with these tools.

Theorem 6.3.12 (Population). Divide the dataset D into two disjoint datasets D1 and

D2 of size ⌈n/2⌉ and ⌊n/2⌋ respectively. Setting b1 = nκ
Bη , b2 =

nα2
1

BM , σ1 =
G
√

log(1/δ)

b1ε
, σ2 =

M
√

log(1/δ)

b2ε
and κ = max(G

4/3B1/3 log1/3 d
M5/3 n−1/3, (GB

2/3

M5/3 )6/7(

√
d log(1/δ)

nε )4/7) in Equation (6.3)

and using them as gradient oracles, Algorithm 18 with D1 is (ε, δ)-DP, and with probability

at least 1− ω, at least one point in the output is α1-SOSP of FP with

α1 = O
((

(BGM · log d)1/3
1

n1/3
+ (G1/7B3/7M3/7)(

√
d log(1/δ)

nε
)3/7

)
log3(nBMd/ρω)

)
.

Moreover, if we run Algorithm 18 with inputs {xi}i∈[T ],D2, B,M,G, ρ, α1, with proba-

bility at least 1− ω, Algorithm 18 can output an α2-SOSP of FP with

α2 = O

(
α1 +

M log(ndBGM/ρω)
√
ρmin(nε, n1/2)

√
α1 +G(

log(n/Gω)

nε
+

log(d/ω)√
n

)

)
.

6.4 Bounding the excess risk

In this section, we consider the risk bounds.

6.4.1 Polynomial time approach

If we want the algorithm to be efficient and implementable in polynomial time, to our

knowledge the only known bound is O(d log(1/δ)
ε2 logn

) in [WCX19] for smooth functions. [WCX19]

used Gradient Langevin Dynamics, a popular variant of SGD to solve this problem, and

prove the privacy by advanced composition. We generalize the exponential mechanism to

the non-convex case and implement it without smoothness assumption.

First recall the Log-Sobolev inequality: We say a probability distribution π satisfies LSI

with constant CLSI if for all f : Rd → R, Eπ[f2 log f2]−Eπ[f2] logEπ[f2] ≤ 2CLSI Eπ ∥∇f∥22.
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A well-known result ([OV00]) says if f is µ-strongly convex, then the distribution prop-

tional to exp(−f) satisfies LSI with constant 1/µ. Recall the results from previous results

[MASN16] about LSI and DP:

Theorem 6.4.1 ([MASN16]). Sampling from exp(−βF (x;D)− r(x)) for some public reg-

ularizer r is (ε, δ)-DP, where ε ≤ 2Gβn
√
CLSI

√
1 + 2 log(1/δ), and CLSI is the worst LSI

constant.

We can apply the classic perturbation lemma to get the new LSI constant in the non-

convex case. Suppose we add a regularizer µ
2∥x∥2, and try to sample from exp(−β(F (x;D)+

µ
2∥x∥2)).

Lemma 6.4.2 (Stroock perturbation). Suppose π satisfies LSI with constant CLSI(π). If

0 < c ≤ dπ′

dπ ≤ C, then CLSI(π
′) ≤ C

c CLSI(π).

Lemma 6.4.3 is a more general version of Theorem 3.4 in [GTU22] and can be used to

bound the empirical risk.

Lemma 6.4.3. Let π(x) ∝ exp(−β(FD(x) + µ
2∥x∥22)). Then for βGD > d, we know

E
x∼π

(FD(x) +
µ

2
∥x∥22)− min

x∗∈K
(FD(x∗) +

µ

2
∥x∗∥22) ≤

d

β
log(βGD/d)

We now turn to bound the generalization error, and use the notion of uniform stability:

Lemma 6.4.4 (Stability and Generalization [BE02]). Given a dataset D = {si}i∈[n] drawn
i.i.d. from some underlying distribution P, and given any algorithm A, suppose we randomly

replace a sample s in D by an independent fresh one s′ from P and get the neighoring dataset

D′, then ED,A[FP(A(D))− FD(A(D))] = ED,s′,A[f(A(D); s′))− f(A(D′); s′))], where A(D)

is the output of A with input D.

As each function f(; s′) is G-Lipschitz, it suffices to bound the W2 distance of A(D) and

A(D′). If A is sampling from the exponential mechanism, letting πD ∝ exp(−β(FD(x) +

µ
2∥x∥2)) and πD′ ∝ exp(−β(FD′(x) + µ

2∥x∥2)), it suffices to bound the W2 distance between
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πD and πD′ . The following lemma can bound the generalization risk of the exponential

mechanism under LSI:

Lemma 6.4.5 (Generalization error bound). Let πD ∝ exp(−β(FD(x) + µ
2∥x∥22)). Then we

have

E
D,x∼πD

[FP(x)− FD(x)] ≤ O(
G2 exp(βGD)

nµ
).

We get the following results:

Theorem 6.4.6 (Risk bound). We are given ε, δ ∈ (0, 1/2). Sampling from exp(−β(FD(x)+

µ
2∥x∥22)) with β = O( ε log(nd)

GD
√

log(1/δ))
), µ = d

D2β
is (ε, δ)-DP. The empirical risk and population

risk are bounded by O(GD
d·log log(n)

√
log(1/δ)

ε log(nd) ).

Implementation

There are multiple existing algorithms that can sample efficiently from density with LSI,

under mild assumptions. For example, when the functions are smooth or weakly smooth, one

can turn to the Langevin Monte Carlo [CEL+22], and [LC22]. The algorithm in [WCX19]

also requires mild smoothness assumptions. We discuss the implementation of non-smooth

functions in bit more details, which is more challenging.

We can adopt the rejection sampler in [GLL22], which is based on the alternating sam-

pling algorithm in [LST21b]. Both [LST21b] and [GLL22] are written in the language of

log-concave and strongly log-concave densities, but their results hold as long as LSI holds.

By combining them together, we can get the following risk bounds. The details of the

implementation can be found in Appendix 6.6.3.

Theorem 6.4.7 (Implementation, risk bound). For ε, δ ∈ (0, 1/2), there is an (ε, 2δ)-DP ef-

ficient sampler that can achieve the empirical and population risks O(GD
d·log log(n)

√
log(1/δ)

ε log(nd) ).

Moreover, in expectation, the sampler takes Õ
(
nε3 log3(d)

√
log(1/δ)/(GD)

)
function val-

ues query and some Gaussian random variables restricted to the convex set K in total.
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6.4.2 Exponential time approach

In [GTU22], it is shown that sampling from exp(− εn
GDFD(x)) is ε-DP, and a nearly tight

empirical risk bound of Õ(DGdnε ) is achieved for convex functions. It is open what is the

bound we can get for non-convex DP-SO.

Upper Bound

Given exponential time we can use a discrete exponential mechanism as considered in

[BST14]. We recap the argument and extend it to DP-SO. The proof is based on a simple

packing argument, and can be found in Appendix 6.6.4.

Theorem 6.4.8. There exists an ε-DP differentially private algorithm that achieves a pop-

ulation risk of O
(
GD

(
d log(εn/d)/(εn) +

√
d log(εn/d)/(

√
n)
))

.

Lower Bound

Results in [GTU22] imply that the first term of Õ(GDd/εn) is tight, even if we relax to

approximate DP with δ > 0. A reduction from private selection problem shows the Õ(
√
d/n)

generalization term is also nearly-tight (Theorem 6.4.11). In the selection problem, we have

k coins, each with an unknown probability pi. Each coin is flipped n times such that

{xi,j}j∈[n], each xi,j i.i.d. sampled from Bern(pi), and we want to choose a coin i with the

smallest pi. The risk of choosing i is pi −mini∗ pi∗ .

Theorem 6.4.9. Any algorithm for the selection problem has excess population risk Ω̃(
√

log k
n ).

This follows from a folklore result on the selection problem (see e.g. [BU17]). We can

combine this with the following reduction from selection to non-convex optimization:

Theorem 6.4.10 (Restatement of results in [GTU22]). If any (ε, δ)-DP algorithm for se-

lection has risk R(k), then any (ε, δ)-DP algorithm for minimizing 1-Lipschitz losses over

Bd(0, 1) (the d-dimensional unit ball) has risk R(2Θ(d)).

From this and the aforementioned lower bounds in empirical non-convex optimization

we get the following:
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Theorem 6.4.11. For ε ≤ 1, δ ∈ [2−Ω(n), 1/n1+Ω(1)], any (ε, δ)-DP algorithm for minimiz-

ing 1-Lipschitz losses over Bd(0, 1) has excess population risk max{Ω(d log(1/δ)/(εn)), Ω̃(
√
d/n)}.

6.5 Omitted Proof of Section 6.3

6.5.1 Proof of Lemma 6.3.3

Lemma 6.3.3. For any 0 ≤ t ≤ T and letting τt ≤ t be the largest integer such that driftτt

is set to be 0, with probability at least 1−ω/T , for some universal constant C > 0, we have

∥∇t −∇F (xt)∥2 ≤
(
ζ22 ·

t∑
i=τt+1

∥xi − xi−1∥2 + 4ζ21
)
· C · log(Td/ω). (6.1)

Hence with probability at least 1 − ω, we know for each t ≤ T , ∥∇t − ∇F (xt)∥2 ≤ γ2/16,

where γ2 := 16C(ζ22κ+4ζ21 )·log(Td/ω) and κ is a parameter we can choose in the algorithm.

Proof. If driftτt = 0 happens, we use the first kind oracle to query the gradient, and hence

∇τt −∇F (xτt) is zero-mean and nSG(2ζ1). If t = τt, Equation (6.1) holds by the property

of norm-subGaussian.

For each τt + 1 ≤ i ≤ t, conditional on ∇i−1, we know ∆i − (∇F (xi) − F (xi−1)) is

zero-mean and nSG(ζ2∥xi − xi−1∥). Note that

∇t −∇F (xt) = ∇τt −∇F (xτt) +

t∑
i=τt+1

[∆i − (∇F (xi)−∇F (xi−1))].

Equation (6.1) follows from Lemma 6.2.5.

We know driftt−1 =
∑t

i=τt+1 ∥xi − xi−1∥2 ≤ κ almost surely by the design of the algo-

rithm. By union bound, we know with probability at least 1− ω, for each t ∈ [T ],

∥∇t −∇F (xt)∥2 ≤ C(ζ22κ+ 4ζ21 ) · log(Td/ω) = γ2/16.
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6.5.2 Discussion of Lemma 6.3.4

Lemma 6.3.4 (Essentially from [WCX19]). Under Assumption 6.3.1, run SGD iterations

xt+1 = xt − η∇t, with step size η = 1/M . Suppose x0 is a stationary point satisfying

∥∇F (x0)∥ ≤ α and smin(∇2F (x0)) ≤ −√ρα, α = γ log3(dBM/ρω). If ∇0 = ∇F (x0) +

ζ1 + ζ2 where ∥ζ1∥ ≤ γ, ζ2 ∼ N (0, γ2

d log(d/ω)Id), and ∥∇t −∇F (xt)∥ ≤ γ for all t ∈ [Γ], with

probability at least 1− ω · log(1/ω), one has

F (xΓ)− F (x0) ≤ −Ω
( γ3/2
√
ρ log3(dMB

ργω )

)
,

where Γ =
M log( dMB

ργω
)

√
ργ .

We briefly recap the proof of Lemma 6.3.4 in [WCX19]. One observation between the

decreased function value, and the distance solutions moved is stated below:

Lemma 6.5.1 (Lemma 11, [WCX19]). For each t ∈ [Γ], we know

∥xt+1 − x0∥22 ≤ 8η(Γ(F (x0)− F (xΓ)) + 50η2Γ
∑
i∈[Γ]

∥∇i −∇F (xt)∥22.

The difference between our algorithm and the DP-GD in [WCX19] is the noise on the gra-

dient. Note that with high probability,
∑

i∈[Γ] ∥∇i−∇F (xt)∥22 in our algorithm is controlled

and small, and hence does not change the other proofs in [WCX19]. Hence if F (x0)−F (xΓ)

is small, i.e., the function value does not decrease significantly, we know xt is close to x0.

Let Bx(r) be the unit ball of radius r around point x. Denote the (x)Γ the point xΓ after

running SGD mentioned in Lemma 6.3.4 for Γ steps beginning at x. With this observation,

denote Bγ(x0) := {x | x ∈ Bx0(ηα),Pr[F ((x)Γ)−F (x) ≥ −Φ] ≥ ω}. [WCX19] demonstrates

the following lemma:

Lemma 6.5.2. If ∥∇F (x0)∥ ≤ α and smin(∇2F (x0)) ≤ −√ργ, then the width of Bγ(x0)

along the along the minimum eigenvector of ∇2F (x0) is at most ωηγ
log(1/ω)

√
2π
d .

The intuition is that if two different points x1, x2 ∈ Bx0(ηα), and x1−x2 is large along the

minimum eigenvector, then with high probability, the distance between ∥(x1)Γ− (x2)Γ∥ will
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be large, and either ∥(x1)Γ−x1∥ or ∥(x2)Γ−x2∥ is large, and hence either F (x1)−F ((x1)Γ)

or F (x2) − F ((x2)Γ) is large. The Lemma 6.3.4 follows from Lemma 6.5.2 by using the

Gaussian ζ2 to kick off the point.

6.5.3 Proof of Lemma 6.3.5

Lemma 6.3.5. By setting η = 1/M , we have

F (xt+1) ≤ F (xt) + η∥∇t∥ · ∥∇F (xt)−∇t∥ −
η

2
∥∇t∥2.

Moreover, with probability at least 1− ω, for each t ≤ T such that ∥∇F (xt)∥ ≥ γ, we have

F (xt+1)− F (xt) ≤ −η∥∇t∥2/6 ≤ −ηγ2/6.

Proof. By the assumption on smoothness, we know

F (xt+1) ≤F (xt) + ⟨∇F (xt), xt+1 − xt⟩+
M

2
∥xt+1 − xt∥2

=F (xt)− η/2∥∇t∥2 − ⟨∇F (xt)−∇t, η∇t⟩

≤F (xt) + η∥∇F (xt)−∇t∥ · ∥∇t∥ −
η

2
∥∇t∥2.

By Lemma 6.3.3, with probability at least 1 − ω, for each t ∈ [T ] we have ∥∇F (xt) −
∇t∥2 ≤ γ/4. Hence we know if ∇F (xt) ≥ γ, we have

F (xt+1)− F (xt) ≤ −η∥∇t∥2/6 ≤ −ηγ2/6.

6.5.4 Proof of Lemma 6.3.6

Lemma 6.3.6. Suppose O1 and O2 are ζ1 and ζ2 norm-subGaussian respectively. If one

sets γ = O(1)
√

(ζ22κ+ 4ζ21 ) · log(Td/ω), with probability at least 1−ω, at least one point in
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the output set {x1, · · · , xT } of Algorithm 18 is α-SOSP, where

α = γ log3(BMd/ρωγ) =

√
(ζ22κ+ 4ζ21 ) · log(

d/ω

ζ22κ+ ζ21
) · log3(

BMd

ρω(ζ22κ+ ζ21 )
).

Proof. By Lemma 6.3.5, we know if the gradient ∥∇F (xt)∥ ≥ γ, then with high probability

that F (xt+1) − F (xt) ≤ −ηγ2/6. By Lemma 6.3.4, if xt is a saddle point (with small

gradient norm but the Hessian has a small eigenvalue), then with high probability that

F (xΓ+t) − F (xt) ≤ −Ω( γ3/2√
ρ log3( dMB

ργω
)
), and the function values decrease Ω

( γ2

M log4( dMB
ργω

)

)
on

average for each step.

Recall the assumption that the risk is upper bounded by B, by our setting T =

Ω
(
BM
γ2

log4(dMB
ργω )

)
, the statement is proved.

6.5.5 Proof of Lemma 6.3.7

Lemma 6.3.7. Under the event that ∥∇t−∇F (xt)∥ ≤ γ/4 for all t ∈ [T ] and our parameter

settings, letting K = {t ∈ [T ] : driftt ≥ κ} be the set of iterations where the drift is large,

we know |K| ≤ O
(Bη
κ + Tγ2η2/κ) = O(Bη log4(dMB

ργω )/κ
)
.

Proof. By Lemma 6.3.5, if ∥F (xt)∥ ≥ γ, we know F (xt+1) − F (xt) ≤ −η∥∇t∥2/6, and

F (xt+1) − F (xt) ≤ ηγ2 otherwise. Index the items in K = {t1, t2, · · · , t|K|} such that

ti < ti+1. We know

F (xti+1)− F (xti) ≤ −
1

6η
driftti+1 + (ti+1 − ti)γ2η ≤ −

1

6η
κ+ (ti+1 − ti)γ2η.

Recall by the assumption that maxy F (y)−minx F (x) ≤ B. And hence −B ≤ F (xt|L|)−
F (xt1) ≤ − |K|

6η κ+ Tγ2η, and we know

|K| ≤ O
(Bη
κ

+ Tγ2η2/κ) = O(Bη log4(
dMB

ργω
)/κ
)
.
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6.5.6 Proof of Theorem 6.3.9

Theorem 6.3.9 (Empirical). Using full batch in Algorithm 18, and setting κ = G4/3B1/3

M5/3 (

√
d log(1/δ)

nε )2/3,

σ1 =
G
√
Bη log2(1/δ)/κ log2(ndMB/ω)

nε , σ2 =
M
√

log2(1/δ)BM/α2
1 log

5(ndMB/ω)

nε , Algorithm 18 is

(ε, δ)-DP, and with probability at least 1 − ω, at least one point in the output set {xi}i∈[T ]
is α1-SOSP of FD with

α1 = O

(
√
dBGM log2(1/δ)

nε

)2/3 · log6
nBMd

ρω

 .

Moreover, if we run Algorithm 18 with inputs {xi}i∈[T ],D, B,M,G, ρ, α1, with probability

at least 1− ω, we can get an α2-SOSP of FD with

α2 = O

(
α1 +

G log(n/Gω)

nε
+
M log(ndBGM/ρω)

nε
√
ρ

√
α1

)
.

Proof. The privacy guarantee can be proved by composition theorems (Theorem 6.2.8 and

Theorem 6.2.9) and Lemma 6.3.7.

As for the utility, we know the O1 and O2 constructed in Equation (6.2) are first kind

of σ1
√
d and second kind of σ2

√
d norm-subGaussian gradient oracle by Fact 6.2.4. Hence

by Lemma 6.3.6, the utility α1 satisfies that

α1 =O(σ1
√
d+ σ2

√
dκ) · log3(BMd/ρω)

=O
(L√dBη log2(1/δ)/κ

nε
+
M log3(ndMB/ω)

√
log2(1/δ)BM

nεα1

√
dκ
)
· log5(nBMd/ρω).

Choosing the best κ demonstrates the bound on α1. The bound for α2 follows from the

value of α1 and Lemma 6.3.8. Combining the two items in Lemma 6.3.8, we know with

probability at least 1− ω, the output point x of Algorithm 18 satisfies that

∥∇FD(x)∥ ≤ α1 +
32 log(2T/ω)G

nε
, and smin(∇2FD(x)) ≥ −√ρα1 −

32 log(2T/ω)M

nε
.

Hence we know x is an α2-SOSP for α2 stated in the statement.
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6.5.7 Proof of Lemma 6.3.11

Lemma 6.3.11. Fix a point x ∈ Rd. Given a set S of m samples drawn i.i.d. from the

distribution P, then we know with probability at least 1− ω, we have

∥∇FS(x)−∇FP(x)∥2 ≤ O
(G log(d/ω)√

m

)∧
∥∇2FS(x)−∇2FP(x)∥op ≤ O

(M log(d/ω)√
m

)
.

Proof. As for any s ∈ S, ∇f(x; s) − ∇FP(x) is zero-mean nSG(G). Then the Hoeffding

inequality for norm-subGuassians (Lemma 6.2.5) demonstrates with probability at least

1− ω/2, we have ∥∇FS(x)−∇FP(x)∥2 ≤ O
(G log(d/ω)√

m

)
.

As for the other term, we know for any s ∈ S,E[∇2f(x; s) − ∇2FP(x)] = 0, and

∥∇2f(x; s)−∇2FP(x)∥op ≤ 2M almost surely. Hence applying Matrix Bernstein inequality

(Theorem 6.2.7) with σ2 = 4M2m, t = O
(√
mM log(d/ω)

)
, we know with probability at

least 1− ω/2, ∥∇2FS(x)−∇2FP(x)∥op ≤ t/m.

Applying the Union bound completes the proof.

6.5.8 Proof of Theorem 6.3.12

Theorem 6.3.12 (Population). Divide the dataset D into two disjoint datasets D1 and

D2 of size ⌈n/2⌉ and ⌊n/2⌋ respectively. Setting b1 = nκ
Bη , b2 =

nα2
1

BM , σ1 =
G
√

log(1/δ)

b1ε
, σ2 =

M
√

log(1/δ)

b2ε
and κ = max(G

4/3B1/3 log1/3 d
M5/3 n−1/3, (GB

2/3

M5/3 )6/7(

√
d log(1/δ)

nε )4/7) in Equation (6.3)

and using them as gradient oracles, Algorithm 18 with D1 is (ε, δ)-DP, and with probability

at least 1− ω, at least one point in the output is α1-SOSP of FP with

α1 = O
((

(BGM · log d)1/3
1

n1/3
+ (G1/7B3/7M3/7)(

√
d log(1/δ)

nε
)3/7

)
log3(nBMd/ρω)

)
.

Moreover, if we run Algorithm 18 with inputs {xi}i∈[T ],D2, B,M,G, ρ, α1, with proba-

bility at least 1− ω, Algorithm 18 can output an α2-SOSP of FP with

α2 = O

(
α1 +

M log(ndBGM/ρω)
√
ρmin(nε, n1/2)

√
α1 +G(

log(n/Gω)

nε
+

log(d/ω)√
n

)

)
.
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Proof. We should have all samples to be fresh to avoid dependency, and hence we need

b1 · |K|+ b2 · T ≤ n/2,

which is satisfied by the parameter settings and Lemma 6.3.7. As we never reuse a sam-

ple, the privacy guarantee follows directly from the Gaussian Mechanism [DR14]. By

lemma 6.3.6, we have

α1

log3(nBMd/ρω)

=O(σ1
√
d+

G
√

log d√
b1

+ σ2
√
dκ+

M
√
κ log d√
b2

)·

=O(
GBη

√
d log(1/δ)

nεκ
+
BM2

√
log(1/δ)

nεα2
1

√
dκ+

G
√
Bη log d√
nκ

+M
√
κ

√
BM log d√
nα1

).

Setting κ = max(G
4/3B1/3 log1/3 d

M5/3 (n)−1/3, (GB
2/3

M5/3 )6/7(

√
d log(1/δ)

nε )4/7), we get

α1 = O
((

(BGM log d)1/3
1

n1/3
+ (G1/7B3/7M3/7)(

√
d log(1/δ)

nε
)3/7

)
log3(nBMd/ρω)

)
.

Then we use the other half fresh samples D2 to find the point in the set by Algorithm 18.

By Lemma 6.3.8 and Lemma 6.3.11, we know with probability at least 1−ω, for some large

enough constant C > 0, the output point x of Algorithm 18 satisfies that

∥∇FP(x)∥2 ≤α1 +G(
32 log(2T/ω)

nε
+
C log(dn/ω)√

n
),

smin(∇2FP(x)) ≥−√ρα1 −M(
32 log(2T/ω)

nε
+
C log(dn/ω)√

n
)

Hence we know x is an α2-SOSP for α2 stated in the statement. The privacy guarantee

follows from Basic composition and Lemma 6.3.8.
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6.6 Omitted proof of Section 6.4

6.6.1 Proof of Lemma 6.4.5

Lemma 6.4.5 (Generalization error bound). Let πD ∝ exp(−β(FD(x) + µ
2∥x∥22)). Then we

have

E
D,x∼πD

[FP(x)− FD(x)] ≤ O(
G2 exp(βGD)

nµ
).

Proof. We know how to bound the KL divergence by LSI:

KL(πD, πD′) :=

∫
log

dπD
dπD′

dπD

≤CLSI

2
E
πD

∥∥∥∥∇ log
dπD
dπD′

∥∥∥∥2
2

≤2CLSIG
2β2/n2.

LSI can lead to Talagrand transportation inequality [Theorem 1 in [OV00]], i.e.,

W2(πD, πD′) ≲
√
CLSI ·KL(πD, πD′) = CLSIGβ/n.

The generalization error is bounded by O(CLSIG
2β/n). Using Holley-Stroock pertur-

bation, we know CLSI(πD) ≤ exp(βGD)
βµ and hence the W2 distance between πD and πD′

can be bounded by O(G exp(βGD)
nµ ). The statement follows the Lipschitzness constant and

Lemma 6.4.4.

6.6.2 Proof of Theorem 6.4.6

Theorem 6.4.6 (Risk bound). We are given ε, δ ∈ (0, 1/2). Sampling from exp(−β(FD(x)+

µ
2∥x∥22)) with β = O( ε log(nd)

GD
√

log(1/δ))
), µ = d

D2β
is (ε, δ)-DP. The empirical risk and population

risk are bounded by O(GD
d·log log(n)

√
log(1/δ)

ε log(nd) ).

Proof. Denote π(x) ∝ exp(−β(FD(x) + µ
2∥x∥22)). By Lemma 6.4.2, we know CLSI(π) ≤
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1
βµ · exp(βGD). Plugging in the parameters and applying Theorem 6.4.1, we get

2Gβ

n
·
√

exp(βGD)

βµ

√
3 log(1/δ) = O(1)

GDβ

n
√
d

√
exp(βGD) log(1/δ) ≤ 1

and hence prove the privacy guarantee.

As for the empirical risk bound, by Lemma 6.4.3, we know

E
x∼π

(FD(x) +
µ

2
∥x∥22)− min

x∗∈K
(FD(x∗) +

µ

2
∥x∗∥22) ≲

d log(βGD/d)

β
,

and we know

E
x∼π

FD(x)− min
x∗∈K

FD(x∗) ≲
d log(βGD/d)

β
+ µD2.

Replacing the value of β achieves the empirical risk bound.

As for the population risk, we have

E
x∼π

FP(x)− min
y∗∈K

FP(y∗)

= E
x∼π

[FP(x)− FD(x)] + E[FD(x)− min
x∗∈K

FD(x∗)] + E[ min
x∗∈D

FD(x∗)− min
y∗∈K

FP(y∗)]

≤ E
x∼π

[FP(x)− FD(x)] + E[FD(x)− min
x∗∈K

FD(x∗)].

We can bound Ex∼π[FP(x)−FD(x)] ≤ O(G
2 exp(βGD)

nµ ) ≤ O( GDε log(n)

n1−cd
√

log(1/δ)
) by Lemma 6.4.5

for an arbitrarily small constant c > 0. Hence the empirical risk is dominated term compared

to Ex∼π[FP(x)− FD(x)], and we complete the proof.

6.6.3 Implementation

We rewrite them below: Let F̂ (x) := F (x) + r(x) where r(x) is some regularizer, and

F = Ei∈I fi is the expectation of a family of G-Lipschitz functions.

Theorem 6.6.1 (Guarantee of Algorithm 19, [CCSW22]). Let K ⊂ Rd be a convex set of

diameter D, and F̂ : K → R, and π ∝ exp(−F̂ ) satisfies LSI with constant CLSI. Then set
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Algorithm 19: AlternateSample, [LST21b]

1 Input: Function F̂ , initial point x0 ∼ π0, step size η;
2 for t ∈ [T ] do
3 yt ← xt−1 +

√
ηζ where ζ ∼ N (0, Id);

4 Sample xt ← exp(−F̂ (x)− 1
2η∥x− yt∥22);

5 end
6 Output: xT ;

η ≥ 0, we have

Rq(πt, π) ≤ Rq(π0, π)

(1 + η/CLSI)2t/q
,

where Rq(π
′, π) is the q-th order of Renyi divergence between π′ and π.

To get a sample from exp(−F̂ (x) − 1
2η∥x − yt∥22), we use the rejection sampler from

[GLL22], whose guarantee is stated below:

Lemma 6.6.2 (Rejection Sampler, [GLL22]). If the step size η ≲ G−2 log−1(1/δinner) and

the inner accuracy δinner ∈ (0, 1/2), there is an algorithm that can return a random point

x that has δinner total variation distance to the distribution proportional to exp(−F̂ (x) −
1
2η∥x − y∥22). Moreover, the algorithm accesses O(1) different fi function values and O(1)

samples from the density proportional to exp(−r(x)− 1
2η∥x− y∥22).

Combining Theorem 6.4.6, Theorem 6.6.1 and Lemma 6.6.2, we can get the following

implementation of the exponential mechanism for non-smooth functions.

Theorem 6.4.7 (Implementation, risk bound). For ε, δ ∈ (0, 1/2), there is an (ε, 2δ)-DP ef-

ficient sampler that can achieve the empirical and population risks O(GD
d·log log(n)

√
log(1/δ)

ε log(nd) ).

Moreover, in expectation, the sampler takes Õ
(
nε3 log3(d)

√
log(1/δ)/(GD)

)
function val-

ues query and some Gaussian random variables restricted to the convex set K in total.

Proof. By Theorem 6.4.6, it suffices to get a good sample from π with density proportional

to exp(−β(FD(x) + µ
2∥x∥22)) where β = O( ε log(nd)

GD
√

log(1/δ))
), µ = d

D2β
. Set q = 1, which gives

that Rq(·, ·) is the KL-divergence. Suppose we let x0 is drawn from density proportional to

exp(−β
2µ∥x∥22), then the KL divergence between π0 and π is bounded by exp(qβGD).
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Now let π
(i)
T be the distribution we get over xT from Algorithm 19 if we use an exact

sampler for i iterations, then the sampler of Lemma 6.6.2 for the remaining T − i iterations.

The output of Algorithm 19 that we actually get is π
(0)
T . Note that CLSI ≤ D2n, and

η ≲ β−2G−2 log−1(2T/δ). Setting

T = O

(
CLSI

η
log(exp(qβGD)/δ2)

)
= Õ

(
nε3 log3(d)

√
log(1/δ)

GD

)

we get δinner = δ/2T in Lemma 6.6.2 and that R1(π
(T )
T , π) ≤ δ2/8. This implies the total

variation distance between π
(T )
T and π is at most δ/2 by Pinsker’s inequality. Furthermore,

by the post-processing inequality, the total variation distance between π
(i)
T and π

(i+1)
T is at

most δ/2T for all i. Then by triangle inequality the total variation distance between π
(0)
T

and π is at most δ.

6.6.4 Proof of Theorem 6.4.8

Theorem 6.4.8. There exists an ε-DP differentially private algorithm that achieves a pop-

ulation risk of O
(
GD

(
d log(εn/d)/(εn) +

√
d log(εn/d)/(

√
n)
))

.

Proof. We pick a maximal packing P of O((D/r)d) points, such that every point in K is

distance at most r from some point in P . By G-Lipschitzness, the risk of any point in P

for the DP-ERM/SCO problems over K are at most Gr plus the risk of the same point for

DP-ERM/SCO over P . The exponential mechanism over P gives a DP-ERM risk bound

of O
(
GD
εn log |P |

)
. Next, note that the empirical loss of each point in P is the average of

n random variables in [0, GD] wlog. So, the expected maximum difference between the

empirical and population loss of any point in P is O

(
GD
√

log |P |√
n

)
. Putting it all together

we get a DP-SCO expected risk bound of:

O

(
Gr +GD

(
d log(D/r)

εn
+

√
d log(D/r)√

n

))
.

This is approximately minimized by setting r = Dd/εn. This gives a bound of:
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O

(
GD

(
d log(εn/d)

εn
+

√
d log(εn/d)√

n

))
.
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Chapter 7

ADAPTIVE BATCH SIZE FOR PRIVATELY FINDING
SECOND-ORDER STATIONARY

7.1 Introduction

Privacy concerns have gained increasing attention with the rapid development of artifi-

cial intelligence and modern machine learning, particularly the widespread success of large

language models. Differential privacy (DP) has become the standard notion of privacy in

machine learning since it was introduced by [DMNS06]. Given two neighboring datasets, D
and D′, differing by a single item, a mechanism M is said to be (ε, δ)-differentially private

if, for any event X , it holds that:

Pr[M(D) ∈ X ] ≤ eε Pr[M(D′) ∈ X ] + δ.

In this work, we focus on the stochastic optimization problem under the constraint of

DP. The loss function is defined below:

FP(x) := E
z∼P

f(x; z),

where the functions may be non-convex, the underlying distribution P is unknown, and we

are given a dataset D = {zi}i∈[n] drawn i.i.d. from P. Notably, our goal is to design a

private algorithm with provable utility guarantees under the i.i.d. assumption.

Minimizing non-convex functions is generally challenging and often intractable, but most

models used in practice are not guaranteed to be convex. How, then, can we explain the

success of optimization methods in practice? One possible explanation is the effectiveness

of Stochastic Gradient Descent (SGD), which is well-known to be able to find an α-first-

order stationary point (FOSP) of a non-convex function f—that is, a point x such that

∥∇f(x)∥ ≤ α—within O(1/α2) steps [Nes98]. However, FOSPs can include saddle points
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or even local maxima. Thus, we focus on finding second-order stationary points (SOSP),

for the non-convex function FP .

Non-convex optimization has been extensively studied in recent years due to its central

role in modern machine learning, and we now have a solid understanding of the complexity

involved in finding FOSPs and SOSPs [GL13b, AAZB+17, CDHS20, ZLJ+20]. Variance

reduction techniques have been shown to improve the theoretical complexity, leading to the

development of several promising algorithms such as Spider [FLLZ18], SARAH [NLST17],

and SpiderBoost [WJZ+19]. More recently, private non-convex optimization has emerged

as an active area of research [WCX19, ABG+23, GW23, GLOT23, LUW24, MUA+24].

7.1.1 Our Main Result

In this work, we study how to find the SOSP of FP privately. Let us formally define the

FOSP and the SOSP. For more on Hessian Lipschitz continuity and related background, see

the preliminaries in Section 7.2.

Definition 7.1.1 (FOSP). For α ≥ 0, we say a point x is an α-first-order stationary point

(α-FOSP) of a function g if ∥∇g(x)∥ ≤ α.

Definition 7.1.2 (SOSP, [NP06, AAZB+17]). For a function g : Rd → R which is ρ-

Hessian Lipschitz, we say a point x ∈ Rd is α-second-order stationary point (α-SOSP) of g

if ∥∇g(x)∥2 ≤ α
∧ ∇2g(x) ⪰ −√ραId.

Given the dataset size of n, privacy parameters ε, δ, and functions defined over d-

dimension space, [GLOT23] proposed a private algorithm that can find an αS-SOSP for

FP with

αS = Õ
( 1

n1/3
+ (

√
d

nε
)3/7

)
.

However, as shown in [ABG+23], the state-of-the-art bound for privately finding an
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αF -FOSP is tighter: 1

αF = Õ
( 1

n1/3
+ (

√
d

nε
)1/2

)
When the privacy parameter ε is sufficiently small, we observe that αF ≪ αS . This raises

the question: is finding an SOSP under differential privacy constraints more difficult than

finding an FOSP?

This work improves the results of [GLOT23]. Specifically, we present an algorithm that

finds an α-SOSP with privacy guarantees, where:

α = Õ(αF ) = Õ
( 1

n1/3
+ (

√
d

nε
)1/2

)
.

This improved bound suggests that when we try to find the stationary point privately, we

can find the SOSP for free under additional (standard) assumptions.

It is also worth noting that, our improvement primarily affects terms dependent on the

privacy parameters. In the non-private setting, as ε→∞ (i.e., without privacy constraints),

all the results discussed above achieve a bound of Õ(1/n1/3), which matches the non-private

lower bound established by [ACD+23] in high-dimensional settings (where d ≥ Ω̃(1/α4)).

However, to our knowledge, whether this non-private term of Õ(1/n1/3) can be further

improved in low dimension remains an open question.

7.1.2 Overview of Techniques

In this work, we build on the SpiderBoost algorithm framework, similar to prior approaches

[ABG+23, GLOT23], to find second-order stationary points (SOSP) privately. At a high

level, our method leverages two types of gradient oracles: O1(x) ≈ ∇f(x), which estimates

the gradient at point x, and O2(x, y) ≈ ∇f(x) − ∇f(y), which estimates the gradient

difference between two points, x and y. When performing gradient descent, to compute the

gradient estimator ∇t at point xt, we can either use ∇t = O1(xt) for a direct estimate, or

1As proposed by [LUW24], allowing exponential running time enables the use of the exponential mecha-
nism to find a warm start, which can further improve the bounds for both FOSP and SOSP.
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∇t = ∇t−1 + O2(xt, xt−1) to update based on the previous gradient. In our setting, O1 is

more accurate but incurs higher computational or privacy costs.

The approach in [ABG+23] adopts SpiderBoost by querying O1 periodically: they call

O1 once and then use O2 for q subsequent queries, controlled by a hyperparameter q. Their

method ensures the gradient estimators are sufficiently accurate on average, which works

well for finding first-order stationary points (FOSP). However, finding an SOSP, where

greater precision is required, presents additional challenges when relying on average-accurate

gradient estimators.

To address this, [GLOT23] introduced a variable called driftt :=
∑t

i=t0+1 ∥xi − xi−1∥2,
where t0 is the index of the last iteration when O1 was queried. If driftt remains small, the

gradient estimator stays accurate enough, allowing further queries of O2. However, if driftt

grows large, the gradient estimator’s accuracy deteriorates, signaling the need to query O1

for a fresh, more accurate estimate. This modification enables the algorithm to maintain

the precision necessary for privately finding an SOSP.

Our improvement introduces two new components: the use of the tree mechanism instead

of using the Gaussian mechanism as in [GLOT23], and the implementation of adaptive batch

sizes for constructing O2.

In the prior approach using the Gaussian mechanism, a noisy gradient estimator ∇t−1

is computed, and the next estimator is updated via ∇t = ∇t−1 +O2(xt, xt−1) + gt, where gt

is Gaussian noise added to preserve privacy. Over multiple iterations, the accumulation of

noise
∑
gt can severely degrade the accuracy of the gradient estimator, requiring frequent

re-queries of O1. On the other hand, the tree mechanism mitigates this issue when frequent

queries to O2 are needed.

However, simply replacing the Gaussian mechanism with the tree mechanism and using

a fixed batch size does not yield optimal results. In worst-case scenarios, where the func-

tion’s gradients are large, the drift grows quickly, necessitating frequent calls to O1, which

diminishes the advantages of the tree mechanism.

To address this, we introduce adaptive batch sizes. In [GLOT23], the oracle O2 is

constructed by drawing a fixed batch of size B from the unused dataset and outputting

O2(xt, xt−1) :=
∑

z∈St

∇f(xt;z)−∇f(xt−1;z)
B . Given an upper bound on drift, they guaranteed
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that ∥xt − xt−1∥ ≤ D for some parameter D, thereby bounding the sensitivity of O2.

In contrast, we dynamically adjust the batch size in proportion to ∥xt − xt−1∥, setting

Bt ∝ ∥xt− xt−1∥, and compute O2(xt, xt−1) :=
∑

z∈St

∇f(xt;z)−∇f(xt−1;z)
Bt

. Fixed batch sizes

present two drawbacks: (i) when ∥xt − xt−1∥ is large, the gradient estimator has higher

sensitivity and variance, leading to worse estimate accuracy; (ii) when ∥xt− xt−1∥ is small,

progress in terms of function value decrease is limited. Using a fixed batch size forces us

to handle both cases simultaneously: we must add noise and analyze accuracy assuming

a worst-case large ∥xt − xt−1∥, but for utility analysis, we pretend ∥xt − xt−1∥ is small

to examine the function value decrease. The adaptive batch size resolves this paradox: it

allows us to control sensitivity and variance adaptively. When ∥xt − xt−1∥ is small, we

decrease the batch size but can still control the variance and sensitivity; when it is small,

the function value decreases significantly, aiding in finding an SOSP.

By combining the tree mechanism with adaptive batch sizes, we improve the accuracy

of gradient estimation and achieve better results for privately finding an SOSP.

7.1.3 Other Related Work

A significant body of literature on private optimization focuses on the convex setting, where

it is typically assumed that each function f(; z) is convex for any z in the universe (e.g.,

[CMS11, BST14, BFTGT19, FKT20, AFKT21, KLL21, CJJ+23]).

The tree mechanism, originally introduced by the differential privacy (DP) community

[DNPR10, CSS11] for the continual observation, has inspired tree-structure private opti-

mization algorithms like [AFKT21, BGN21, ABG+23, ZTC24]. Some prior works have ex-

plored adaptive batch size techniques in optimization. For instance, [DYJG16] introduced

adaptive batch sizing for stochastic gradient descent (SGD), while [JWW+20] combined

adaptive batch sizing with variance reduction techniques to modify SVRG and Spider algo-

rithms. However, these works’ motivations and approaches to setting adaptive batch sizes

differ from ours. To the best of our knowledge, we are the first to propose using adaptive

batch sizes in the context of optimization under differential privacy constraints.

Most of the non-convex optimization literature assumes that the functions being opti-
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mized are smooth. Recent work has begun addressing non-smooth, non-convex functions as

well, as seen in [ZLJ+20, KS21, DDL+22, JKL+23].

7.2 Preliminaries

Throughout the paper, we use ∥·∥ to represent both the ℓ2 norm of a vector and the operator

norm of a matrix when there is no confusion.

Definition 7.2.1 (Lipschitz, Smoothness and Hessian Lipschitz). Let K ⊆ Rd. Given a

twice differentiable function f : K → R, we say f is G-Lipschitz, if for all x1, x2 ∈ K,

|f(x1) − f(x2)| ≤ G∥x1 − x2∥; we say f is M -smooth, if for all x1, x2 ∈ K, ∥∇f(x1) −
∇f(x2)∥ ≤M∥x1−x2∥, and we say the function f is ρ-Hessian Lipschitz, if for all x1, x2 ∈ K,

we have ∥∇2f(x1)−∇2f(x2)∥ ≤ ρ∥x1 − x2∥.

7.2.1 Other Techniques

As mentioned in the introduction, we use the tree mechanism (Algorithm 20) to privatize

the algorithm, whose formal guarantee is stated below:

Theorem 7.2.2 (Tree Mechanism, [DNPR10, CSS11]). Let Z1, · · · ,ZΣ be dataset spaces,

and X be the state space. LetMi : X i−1 ×Zi → X be a sequence of algorithms for i ∈ [Σ].

Let A : Z(1:Σ) → XΣ be the algorithm that given a dataset Z1:Σ ∈ Z(1:Σ), sequentially

computes Xi =
∑i

j=1Mi(X1:j−1, Zi) + TREE(i) for i ∈ [Σ], and then outputs X1:Σ.

Suppose for all i ∈ [Σ], and neighboring Z1:Σ, Z
′
1:Σ ∈ Z(1:Σ), ∥Mi(X1:i−1, Zi)−Mi(X1:i−1, Z

′
i)∥ ≤

s for all auxiliary inputs X1:i−1 ∈ X i−1. Then setting σ =
4s
√

log Σ log(1/δ)

ε , Algorithm 20

is (ε, δ)-DP. Furthermore, with probability at least 1 − Σ · ι, for all t ∈ [Σ] : ∥TREE(t)∥ ≲√
d log(1/ι)σ.

We also need the concentration inequality for norm-subGaussian random vectors.

Definition 7.2.3 (SubGaussian, and Norm-SubGaussian). We say a random vector x ∈
Rd is SubGaussian (SG(ζ)) if there exists a positive constant ζ such that E e⟨v,x−Ex⟩ ≤
e∥v∥

2ζ2/2, ∀v ∈ Rd. We say x ∈ Rd is norm-SubGaussian (nSG(ζ)) if there exists ζ such

that Pr[∥x− Ex∥ ≥ t] ≤ 2e
− t2

2ζ2 ,∀t ∈ R.
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Lemma 7.2.4 (Hoeffding type inequality for norm-subGaussian, [JNG+19]). Let x1, · · · , xk ∈
Rd be random vectors, and for each i ∈ [k], xi | Fi−1 is zero-mean nSG(ζi) where Fi is the

corresponding filtration. Then there exists an absolute constant c such that for any δ > 0,

with probability at least 1 − ω, ∥∑k
i=1 xi∥ ≤ c ·

√∑k
i=1 ζ

2
i log(2d/ω), which means

∑k
i=1 xi

is nSG(
√
c log(d)

∑k
i=1 ζ

2
i ).

Theorem 7.2.5 (Matrix Bernstein Inequality, [T+15]). Consider a finite sequence of inde-

pendent, random matrices X1, · · · , Xn with common dimensions d×d and E[Xi] = 0, ∥Xi∥ ≤
L a.s., ∀i. Let σ2 = ∥∑n

i=1 E[X2
i ]∥. Let S =

∑n
i=1Xi. Then for any t ≥ 0, we have

Pr[∥S∥ ≥ t] ≤ d · exp(− −t2
σ2 + Lt/3

).

Algorithm 20: Tree Mechanism

1 Input: Noise parameter σ, sequence length Σ;
2 Define

T := {(u, v) : u = j · 2ℓ−1 + 1, v = (j+ 1) · 2ℓ−1, 1 ≤ ℓ ≤ log Σ, 0 ≤ j ≤ Σ/2ℓ−1− 1} ;
3 Sample and store ζ(u,v) ∼ N (0, σ2) for each (u, v) ∈ T ;

4 for t = 1, · · · ,Σ do
5 Let TREE(t)←∑

(u,v)∈NODE(t) ζ(u,v);

6 end
7 Return: TREE(t) for each t ∈ [Σ];
8 ;
9 Function NODE:;

10 Initialize S = {} and k = 0;
11 for i = 1, · · · , ⌈log Σ⌉ while k < t do

12 Set k′ = k + 2⌈log Σ⌉−i;
13 if k′ ≤ t then
14 S ← S ∪ {(k + 1, k′)}, k ← k′

15 end

16 end

7.3 SOSP

We make the following assumption for our main result.
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Assumption 7.3.1. Let G, ρ,M,B > 0. Any function drawn from P is G-Lipschitz, ρ-

Hessian Lipschitz, and M -smooth, almost surely. Moreover, we are given a public initial

point x0 such that FP(x0)− infx FP(x) ≤ B.

We modify the Stochastic SpiderBoost used in [GLOT23] and state it in Algorithm 21.

The following standard lemma plays a crucial role in finding stationary points of smooth

functions:

Lemma 7.3.2. Assume F is M -smooth and let η = 1/M . Let xt+1 = xt − η∇̃. Then we

have F (xt+1) ≤ F (xt) + η∥∇̃t∥ · ∥∇F (xt)− ∇̃t∥ − η
2∥∇̃t∥2. Moreover, if ∥∇F (xt)∥ ≥ γ and

∥∇̃t −∇F (xt)∥ ≤ γ/4, we have

F (xt+1)− F (xt) ≤ −η∥∇̃t∥2/16.

Proof. By the assumption of the smoothness, we know

F (xt+1) ≤ F (xt) + ⟨∇F (xt), xt+1 − xt⟩+
M

2
∥xt+1 − xt∥2

= F (xt)− η/2∥∇̃t∥2 − ⟨∇F (xt)− ∇̃t, η∇̃t⟩

≤ F (xt) + η∥∇F (xt)− ∇̃t∥ · ∥∇̃t∥ −
η

2
∥∇̃t∥2.

When ∥∇F (xt)∥ ≥ γ and ∥∇̃t −∇F (xt)∥ ≤ γ/4, the conclusion follows from the calcu-

lation.

One of the main challenges to finding the SOSP, compared with finding the FOSP, is

showing the algorithm can escape from saddle points, which was addressed by previous

results (e.g.,[JGN+17]) and was established in the DP literature as well:

Lemma 7.3.3 (Essentially from [WCX19]). Under Assumption 7.3.1, run SGD iterations

xt+1 = xt−η∇t, with step size η = 1/M . Suppose x0 is a saddle point satisfying ∥∇F (x0)∥ ≤
α and smin(∇2F (x0)) ≤ −√ρα, α = γ log3(dBM/ρι). If ∇0 = ∇F (x0) + ζ1 + ζ2 where

∥ζ1∥ ≤ γ, ζ2 ∼ N (0, γ2

d log(d/ι)Id), and ∥∇t −∇F (xt)∥ ≤ γ for all t ∈ [Γ], with probability at

least 1− ι, one has F (xΓ)− F (x0) ≤ −Ω
( γ3/2√

ρ log3( dMB
ργι

)

)
, where Γ =

M log( dMB
ργι

)
√
ργ .
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Lemma 7.3.3 suggests that, if we meet a saddle point, then after the following Õ(1/
√
γ)

steps, the function value will decrease by at least Ω̃(γ3/2). This means the function value

decreases by Ω̃(γ2) on average for each step. Similar to the proof in [GLOT23], we have the

following guarantee of Stochastic SpiderBoost:

Proposition 7.3.4. Under Assumption 7.3.1 and with gradient oracles such that ∥∇̃t −
∇F (xt)∥ ≤ γ for any t ∈ [T ], setting T = Õ(B/ηγ2) and ζ = γ/

√
log(d/ι) and supposing

it does not halt before completing all T iterations, with probability at least 1 − Tι, at least
one point in the output set {x1, · · · , xT } of Algorithm 21 is Õ(γ)-SOSP.

The proof intuition of Proposition 7.3.4 is, if we do not find an O(γ)-SOSP, then on av-

erage, the function value will at least decrease by Ω(η/γ2). As we know FP(x0) ≤ F ∗
P +B,

hence O(B/ηγ2) steps can ensure we find an O(γ)-SOSP. See more discussion on Proposi-

tion 7.3.4 in the Appendix.

Algorithm 21: Stochastic Spider

1 Input: Dataset D, privacy parameters ε, δ, parameters of objective function
B,M,G, ρ, parameter κ, failure probability ω, batch size parameter b, noise
parameter ζ;

2 set drift0 = κ, frozen−1 = 1,∆−1 = 0,Dr ← D, t = 0;
3 while t < T and the number of unused functions is larger than b do
4 if driftt ≥ κ then
5 ∇t = O1(xt), driftt = 0, frozent = frozent−1 − 1 ;
6 end
7 else
8 ∆t = O2(xt, xt−1), ∇t = ∇t−1 + ∆t, frozent = frozent−1 − 1 ;
9 end

10 if ∥∇̃t−1∥ ≤ γ log3(BMd/ρω)
∧

frozent−1 ≤ 0 then
11 Set frozent = Γ, driftt = 0;

12 Set ∇̃t = ∇t + TREE(t) + gt, where gt ∼ N (0, ζ
2

d Id);

13 end
14 else

15 Set ∇̃t = ∇t + TREE(t);
16 end

17 xt+1 = xt − η∇̃t,driftt+1 = driftt + ∥∇̃t∥2, t = t+ 1;

18 end
19 Return: {x1, · · · , xt};
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Algorithm 21 follows the SpiderBoost framework. We either query O1 to estimate the

gradient itself or query O2 to estimate the gradient difference over the last consecutive

points. The term drift controls the estimated error. When driftt is small, we know ∆t is

still a good estimator, and when driftt is large, we draw a fresh estimator from O1. The

term frozen is used for the technical purpose of applying Lemma 7.3.3. When we meet a

potential saddle point, we add Gaussian noise gt to escape from the saddle point and set

frozen to be Γ; this ensures that we won’t add the Gaussian again in the following Γ steps.

7.3.1 Constructing Private Gradient Oracles

We construct the gradient oracles below in Algorithm 22.

Algorithm 22: gradient oracles

1 gradient O1;
2 inputs: xt;
3 draw a batch size of b among unused functions;
4 return: 1

b

∑
z∇f(xt; z);

5

6 gradient O2;
7 inputs: xt, xt−1;
8 draw a batch size of bt among unused functions;
9 return: 1

bt

∑
z(∇f(xt; z)−∇f(xt−1; z));

Lemma 7.3.5 (Gradient oracles with bounded error). Under assumption 7.3.1, let ι > 0

and use Algorithm 22 as instantiations of O1 and O2. If D is i.i.d. drawn from distribution

P, we have:

(1) for any xt, we have E[O1(xt)] = ∇F (xt) and

Pr[∥O1(xt)−∇F (xt)∥ ≥ ζ1] ≤ ι,

where ζ1 = O((G
√

log(d/ι)/b).

(2) for any xt, xt−1, we have E[O2(xt, xt−1)] = ∇F (xt)−∇F (xt−1) and

Pr[∥O2(xt, xt−1)− (∇F (xt)−∇F (xt−1))∥ ≥ ζ2] ≤ ι,
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where ζ2 = O(M∥xt − xt−1∥
√

log(d/ι)/bt).

Proof. For each data z ∼ P, we know

E∇f(xt; z)−∇F (xt) = 0, ∥∇f(xt; z)−∇F (xt)∥ ≤ 2G.

Then the conclusion follows from Lemma 7.2.4.

Similarly, for each data z ∼ P, we know

E(∇f(xt; z)−∇f(xt−1; z))− (∇F (xt; z)−∇F (xt−1; z)) = 0,

∥(∇f(xt; z)−∇f(xt−1; z))− (∇F (xt; z)−∇F (xt−1; z))∥ ≤ 2M∥xt − xt−1∥.

The statement (2) also follows from Lemma 7.2.4.

From now on, we adopt Algorithm 22 as the gradient oracles for Line 5 and Line 8

respectively in Algorithm 21, and we set η = 1/M . We then bound the error between

gradient estimator ∇t and the true gradient ∇F (xt) for Algorithm 21.

Lemma 7.3.6. Suppose the dataset is drawn i.i.d. from the distribution P. For any 1 ≤
t ≤ T and letting τt ≤ t be the largest integer such that driftτt is set to be 0, with probability

at least 1− Tι, for some universal constant C > 0, we have

∥∇t −∇F (xt)∥2 ≤ C(
G2

b
+

t∑
i=τt+1

M2∥xi − xi−1∥2/bi) log(Td/ι). (7.1)

Proof. We consider the case when t = τt first, i.e., we query O1 to get ∇t. Then Equa-

tion (7.1) follows from Lemma 7.3.5.

When t > τt, then for each i such that τt < i ≤ t, we know conditional on ∇i−1, we have

E[∆i | ∇i−1] = ∇F (xi)−∇F (xi−1).

That is ∆i − (∇F (xi) −∇F (xi−1)) is zero-mean and nSG(M∥xi − xi−1∥
√

log(dT/ι)/
√
bi)

by applying Lemma 7.3.5. Then Equation (7.1) follows from applying Lemma 7.2.4.
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Now, we consider the noise added from the tree mechanism to make the algorithm

private.

Lemma 7.3.7. If we set σ = (Gb + maxt
∥∇̃t∥
bt

) log(1/δ)/ε, in the tree mechanism (Algo-

rithm 20) and use Algorithm 22 as gradient oracles, then Algorithm 21 is (ε, δ)-DP.

Proof. It suffices to consider the sensitivity of the gradient oracles.

Consider the sensitivity of O1 first. Let O(xt)
′ denote the output with the neighboring

dataset. Then it is obvious that

∥O1(xt)−O1(xt)
′∥ ≤ G

b
.

As for the sensitivity of O2, we have

∥O2(xt, xt−1)−O2(xt, xt−1)
′∥ ≤ M∥xt − xt−1∥

bt
=
∥∇̃t∥
bt

.

The privacy guarantee follows from the tree mechanism (Theorem 7.2.2).

With the noise added from the tree mechanism in mind, now we get the high-probability

error bound of our gradient estimators ∇̃t.

Lemma 7.3.8. In Algorithm 21, setting b = G
√
d/εα+G2/α2, bt = max{∥∇̃t∥·

√
d

αε , κ·∥∇̃t∥
α2 , 1},

and σ = 2 log(1/δ)α/
√
d correspondingly according to Lemma 7.3.7, for each t ∈ [T ], we

know Algorithm 21 is (ε, δ)-DP, and with probability at least 1 − ι, ∥∇̃t − ∇F (xt)∥ ≤ γ,

where γ = Õ(α).

Proof. By our setting of parameters, we know

(
G

b
+ max

t

∥∇̃t∥
bt

) ≤ 2εα/
√
d.

Then our choice of σ ensures the privacy guarantee by Lemma 7.3.7.

For any t ∈ [T ], we have

∥∇̃t −∇F (xt)∥ ≤ ∥∇̃t −∇t∥︸ ︷︷ ︸
(1)

+ ∥∇t −∇F (xt)∥︸ ︷︷ ︸
(2)

.
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By Theorem 7.2.2, we know

(1) ≤ max
t
∥TREE(t)∥ ≤ σ

√
d log(T ) ≤ σ

√
d log n ≲ α

√
log n ≤ Õ(γ).

By Lemma 7.3.6 and our parameter settings, we have

∥∇t −∇F (xt)∥2 ≲(α2 +
t∑

i=τt+1

∥∇̃t∥2/bt) log(nd/ι)

≲(α2 +

t∑
i=τt+1

∥∇̃t∥ ·min{ αε√
d
, α2/κ}) log(nd/ι)

≤(α2 + κ ·min{ αε√
d
, α2/κ}) log(nd/ι)

≲α2 log(nd/ι).

Hence we conclude that (2) ≲ α
√

log(nd/ι), which completes the proof.

We need to show that we can find an γ-SOSP before we use up all the functions. We

need the following technical Lemma:

Lemma 7.3.9. Consider the implementation of Algorithm 21. Suppose the size of dataset

D can be arbitrarily large with functions drawn i.i.d. from P, and we run the algorithm until

finding an Õ(γ)-SOSP, then with probability at least 1 − Tι, the total number of functions

we will use is bounded by

Õ
(bBM
κγ

+BM(

√
d

γ2ε
+

κ

γ3
+

1

γ2
)
)
.

Proof. By Proposition 7.3.4, setting T = Õ(B/ηγ2) suffices to find an Õ(γ)-SOSP. Let

{x1, · · · , xt} be the outputs of the algorithms, where t ≤ T denotes the step we halt the

algorithm. We show

t∑
i=1

∥∇̃i∥2 ≲ Õ(BM/γ). (7.2)

Denote the set S := {i ∈ [t] : ∥∇̃i∥ ≤ γ}. As |S| ≤ T = Õ(B/ηγ2), we know
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∑
i∈S ∥∇̃i∥ ≤ Õ(B/ηγ).

Now consider the set Sc := [t] \ S denoting the index of steps when the norm of the

gradient estimator is large. It suffices to bound
∑

i∈Sc ∥∇̃i∥2.
By Lemma 7.3.2, we know when ∥∇̃i∥ ≥ γ, F (xi+1) − F (xi) ≤ −η∥∇̃i∥2/16, and when

∥∇̃i∥ ≤ γ, F (xi+1) ≤ F (xi) + ηγ2. Given the bound on the function values, we know

∑
i∈Sc

∥∇̃i∥2 ≤ Õ(B/η).

Hence

∑
i∈Sc

∥∇̃i∥ ≤
∑

i∈Sc ∥∇̃i∥2
γ

≤ Õ(
B

ηγ
).

This completes the proof of Equation (7.2).

The total number of functions we used for O1 is upper bounded by b ·
∑

i∈[t]∥∇̃i∥
κ =

Õ(bBM/κγ). The total number of functions we used for O2 is upper bounded as follows:

∑
i∈[t]

bt ≲ (

√
d

αε
+

κ

α2
)
∑
i∈[t]

∥∇̃t∥+ T ≤ BM · Õ(

√
d

γ2ε
+

κ

γ3
+

1

γ2
).

This completes the proof.

Given the dataset size requirement, we can get the final bound on finding SOSP.

Lemma 7.3.10. With D of size n drawn i.i.d. from P, setting κ = max{α
√
d

ε , (BGM)1/3},

α = O
(

((BGM)1/3 +
√
BM)(

√
d

nε
)1/2 +

B
2
9M

2
9G

5
9 +B

4
9M

4
9G

1
9

n1/3
+

(MB)1/2√
n

)
,

and other parameters as in Lemma 7.3.8, with probability at least 1− ι, at least one of the

outputs of Algorithm 21 is γ-SOSP, with γ = Õ(α).

Proof. By Lemma 7.3.9 and our parameter settings, we need

n ≥ Ω̃
(bBM
κγ

+BM(

√
d

γ2ε
+

κ

γ3
+

1

γ2
)
)
.
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First,

n ≥ Ω̃(
bBM

κγ
) = Θ(

BGM
√
d

κεγ2
+
G2BM

κγ3
)⇐ γ ≥ Õ(

(BGM)1/3d1/4√
nε

+
B

2
9M

2
9G

5
9

n1/3
).

Secondly,

n ≥ Ω̃(BM
√
d/γ2ε)⇐ γ ≥ Õ(

√
BM(

√
d

nε
)1/2).

Thirdly,

n ≥ Ω̃(BMκ/γ3)⇔ n ≥ Ω̃(BM(

√
d

γ2ε
) +B4/3M4/3G1/3/γ3)

⇐ γ ≥ Õ(
√
BM(

√
d

nε
)1/2 +

B
4
9M

4
9G

1
9

n1/3
).

Finally,

n ≥ Ω̃(MB/γ2)⇐ γ ≥ Õ(
(MB)1/2√

n
).

Combining these together, we get the claimed statement.

Combining Lemma 7.3.7 and Lemma 7.3.10, we have the following main result for finding

SOSP privately:

Theorem 7.3.11. Given ε, δ > 0, with gradient oracles in Algorithm 22, setting b =

G(
√
d/εα+ 1/α2), bt = max{∥∇̃t∥·

√
d

αε , ∥∇̃t∥κ
α2 , 1}, κ = max{α

√
d

ε , (BGM)1/3} and σ = α/
√
d,

Algorithm 21 is (ε, δ)-DP, and if the dataset is i.i.d. drawn from the underlying distribution

P, at least one of the output of is Õ(α)-SOSP, where

α = O
(

((BGM)1/3 +
√
BM)(

√
d

nε
)1/2 +

B
2
9M

2
9G

5
9 +B

4
9M

4
9G

1
9

n1/3
+

(MB)1/2√
n

)
Remark 7.3.12. If we treat the parameters B,G,M as constants O(1), then we get α =

Õ((
√
d

nε )1/2 + 1
n1/3 ) as claimed before in the abstract and introduction.
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If we make further assumptions, like assuming the functions are defined over a constraint

domain X ⊂ Rd of diameter R and we allow exponential running time, we can get some

other standard bounds that can be better than Theorem 7.3.11 in some regimes. See

Appendix 7.5.2 for more discussions.

7.4 Discussion

We combine the concepts of adaptive batch sizes and the tree mechanism to improve the

previous best results for privately finding SOSP. Our approach achieves the same bound as

the state-of-the-art method for finding FOSP, suggesting that privately finding an SOSP

may incur no additional cost.

Several interesting questions remain. First, what is the tight bound for privately finding

FOSP and SOSP? Second, can the adaptive batch size technique be applied in other settings?

Could it offer additional advantages, such as reducing runtime in practice? Finally, while

we can obtain a generalization error bound of
√
d/n using concentration inequalities and

the union bound, can we achieve a better generalization error bound for the non-convex

optimization?

7.5 Appendix

7.5.1 Discussion of Proposition 7.3.4

Proposition 7.3.4 has become a standard result in non-convex optimization. [GLOT23]

assume two kinds of gradient oracles that satisfy the norm-Subgaussian definition below:

Definition 7.5.1 (SubGaussian gradient oracles). For a G-Lipschitz and M -smooth func-

tion F :

(1) We say O1 is a first kind of ζ1 norm-subGaussian Gradient oracle if given x ∈ Rd, O(x)

satisfies EO1(x) = ∇F (x) and O1(x)−∇F (x) is nSG(ζ1).

(2) We say O2 is a second kind of ζ2 norm-subGaussian stochastic Gradient oracle if given

x, y ∈ Rd, O2(x, y) satisfies that EO2(x, y) = ∇F (x) − ∇F (y) and O2(x, y) − (∇F (x) −
∇F (y)) is nSG(ζ2∥x− y∥).
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In Definition 7.5.1, the oracles are required to be unbiased with norm-subGaussian error.

While this condition is sufficient, it is not necessary. These two types of gradient oracles

are then used to construct gradient estimators whose errors are tightly controlled with high

probability (Lemma3.3 in [GLOT23]). Proposition 7.3.4 can be established directly using

Lemma 3.3 from [GLOT23], as demonstrated in the proof of Lemma 3.6 in the same work.

We include the proof here for completeness.

Proof of Proposition 7.3.4. By Lemma 7.3.2 and the precondition that ∥∇̃t − ∇F (xt)∥ ≤
γ, we know that, if ∥∇F (xt)∥ ≥ 4γ, then F (xt+1) − F (xt) ≤ −η∥∇̃∥2/16. Otherwise,

∥∇F (xt)∥ < 4γ. If ∥∇F (xt)∥ < 4γ but xt is a saddle point, then by Lemma 7.3.3, we know

F (xt+Γ)− F (xt) ≤ −Ω̃(γ3/2/
√
ρ),

where Γ = Õ(M/
√
ργ). Then if none of point in {xi}i∈[T ] is an Õ(γ)-SOSP, then we know

F (xT )−F (x0) < −B, which is contradictory to Assumption 7.3.1. Hence at least one point

in {xi}i∈[T ] should be an Õ(γ)-SOSP, and hence complete the proof.

7.5.2 Other results

The first result is combining the current result in finding the SOSP of the empirical function

FD(x) := 1
n

∑
ζ∈D f(x; ζ), and then apply the generalization error bound as follows:

Theorem 7.5.2. Suppose D is i.i.d. drawn from the underlying distribution P and under

Assumption 7.3.1. Additionaly assume f(; ζ) : X → R for some constrained domain X ⊂ Rd

of diameter R. Then we know for any point x ∈ X , with probability at least 1− ι, we have

∥∇FP(x)−∇FD(x)∥ ≤ Õ(
√
d/n), ∥∇2FP(x)−∇2FD(x)∥ ≤ Õ(

√
d/n).

Proof. We construct a maximal packing Y of O((R/r)d) points for X , such that for any

x ∈ X , there exists a point y ∈ Y such that ∥x− y∥ ≤ r.
By Union bound, the Hoeffding inequality for norm-subGaussian (Lemma 7.2.4 and the

Matrix Bernstein Inequality(Theorem 7.2.5), we know with probability at least 1 − τ , for
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all point y ∈ Y, we have

∥∇FP(y)−∇FD(y)∥ ≤ Õ(L
√
d log(R/r)/n), ∥∇2FP(y)−∇2FD(y)∥ ≤ Õ(M

√
d log(R/r)/n).

(7.3)

Conditional on the above event Equation (7.3). Choosing r ≤ min{1,M/ρ}
√
d/n, then

by the assumptions on Lipschitz and smoothness, we have for any x ∈ X , there exists y ∈ Y
such that ∥x− y∥ ≤ r, and

∥∇FP(x)−∇FD(x)∥ ≤∥∇FP(x)−∇FP(y)∥+ ∥∇FP(y)−∇FD(y)∥+ ∥∇FD(y)−∇FD(x)∥

≤Õ(L
√
d/n).

Similarly, we can show

∥∇2FP(x)−∇2FD(x)∥ ≤ Õ((M + ρr)
√
d/n) = Õ(M

√
d/n).

The current SOTA of finding SOSP privately of FD is from [GLOT23], where they can

find an Õ((
√
d/nε)2/3)-SOSP. Combining the SOTA and Theorem 7.5.2, we can find the

α-SOSP of FP privately with

α = Õ(

√
d

n
+ (

√
d

nε
)2/3).

If we allow exponential running time, as [LUW24] suggests, we can find an initial point

x0 privately to minimize the empirical function and then use x0 as a warm start to improve

the final bound further.
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Chapter 8

IMPROVED SAMPLE COMPLEXITY FOR PRIVATE NONSMOOTH
NONCONVEX OPTIMIZATION

8.1 Introduction

We consider optimization problems in which the loss function is stochastic or empirical, of

the form

F (x) := E
ξ∼P

[f(x; ξ)] , (stochastic)

F̂D(x) :=
1

n

n∑
i=1

f(x; ξi), (ERM)

where P is the population distribution from which we sample a dataset D = (ξ1, . . . , ξn) ∼
Pn, and the component functions f( · ; ξ) : Rd → R may be neither smooth nor convex. Such

problems are ubiquitous throughout machine learning, where losses given by deep-learning

based models give rise to highly nonsmooth nonconvex (NSNC) landscapes.

Due to its fundamental importance in modern machine learning, the field of noncon-

vex optimization has received substantial attention in recent years. Moving away from the

classical regime of convex optimization, many works aimed at understanding the complex-

ity of producing approximate-stationary points, namely with small gradient norm [GL13b,

FLLZ18, CDHS20, ACD+23]. As it turns out, without smoothness, it is impossible to di-

rectly minimize the gradient norm without suffering from an exponential-dimension depen-

dent runtime in the worst case [KS22b]. Nonetheless, a nuanced notion coined as Goldstein-

stationarity [Gol77], has been shown in recent years to enable favorable guarantees. Roughly

speaking, a point x ∈ Rd is called an (α, β)-Goldstein stationary point (or simply (α, β)-

stationary) if there exists a convex combination of gradients in the α-ball around x whose

norm is at most β.1 Following the groundbreaking work of [ZLJ+20], a surge of works study

1Previous works typically use the notational convention (δ, ε)-stationarity instead of (α, β), namely where
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NSNC optimization through the lens of Goldstein stationarity, with associated finite-time

guarantees [DDL+22, LZJ22, CMO23, JKL+23, KL23, GJ23, KS24, TS24].

In this work, we study NSNC optimization problems under the additional constraint

of differential privacy (DP) [DR14]. With the ever-growing deployment of ML models in

various domains, the privacy of the data on which models are trained is a major concern.

Accordingly, DP optimization is an extremely well-studied problem, with a vast literature

focusing on functions that are assumed to be either convex or smooth [BST14, WYX17,

BFTGT19, WCX19, FKT20, GLL22, ABG+23, CJJ+23, LGOGT24]. The fundamental

investigation in this literature is the privacy-utility trade-off, that is, assessing the minimal

dataset size n (referred to as the sample complexity) required in order to optimize the loss

up to some error, using a DP algorithm.

For NSNC DP optimization, [ZTC24] recently provided a zero-order algorithm, namely

that utilizes only function value evaluations of f( · ; ξ), which preforms a single pass over

the dataset and returns an (α, β)-stationary point of F under (ε, δ)-DP as long as

n = Ω̃

(
d

αβ3
+

d3/2

εαβ2

)
. (8.1)

To the best of our knowledge this is the only existing result in this realm.

8.1.1 Our contributions

In this paper, we provide new algorithms for NSNC DP optimization, which improve the

previously best-known sample complexity for this task. For consistency with the previous

result by [ZTC24], our algorithms will be zero-order, yet in Appendix 8.9 we provide first-

order algorithms (i.e., gradient-based) with the same sample complexities, and better oracle

complexity. Our contributions, summarized in Table 8.1, are as follows:

1. Improved single-pass algorithm (Theorem 8.3.1): We provide an (ε, δ)-DP algo-

rithm that preforms a single pass over that dataset, and returns an (α, β)-stationary

δ is the radius (instead of α) and ε is the norm bound (instead of β). We depart from this notational
convention in order to avoid confusion with the standard privacy notation of (ε, δ)-DP.
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point as long as

n = Ω̃

(
1

αβ3
+

d

εαβ2
+

d3/4

ε1/2αβ5/2

)
, (8.2)

which is always at least Ω(
√
d) times smaller than (8.1).2 Notably, the “non-private”

term 1/αβ3 is dimension-independent, as opposed to (8.1), which is the first result of

this sort for NSNC DP optimization, and was erroneously claimed impossible by previous

work (see Remark 8.3.2).

2. Better multi-pass algorithm (Theorem 8.4.1): In order to further improve the

sample complexity, we move to consider ERM algorithms that go over the data multiple

times (polynomially), which we will later argue generalize to the population loss. To that

end, we provide an (ε, δ)-DP ERM algorithm, that returns an (α, β)-Goldstein stationary

point of F̂D as long as

n = Ω̃

(
d3/4

εα1/2β3/2

)
. (8.3)

Notably, (8.3) substantially improves (8.2) (and thus, (8.1)) in parameter regimes of

interest (small ε, α, β, large d) with respect to the dimension and accuracy parameters,

and in particular is the first algorithm to preform private ERM with sublinear dimension-

dependent sample complexity for NSNC objectives.

In order to utilize our empirical algorithm for stochastic objectives, one must argue that

Goldstein-stationarity generalizes from the ERM to the population. As no such argument

is currently pointed out in the literature, we provide a result that ensures this:

• Additional contribution: generalizing from ERM to population (Proposi-

tion 8.5.1). We show that with high probability, any (α, β̂)-stationary point of F̂D is

an (α, β)-stationary point of F , for β = β̂+Õ(
√
d/n). Hence, the empirical guarantee

(8.3) generalizes to stochastic losses with an additional d/β2 additive term in n (up

to log terms).

2Note that d3/4

ε1/2αβ5/2 ≲ 1√
d
( d
αβ3 + d3/2

εαβ2 ) by the AM-GM inequality.
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Sample complexity summary empirical stochastic

[ZTC24] (single-pass) d
αβ3 + d3/2

εαβ2

Theorem 8.3.1 (single-pass) 1
αβ3 + d

εαβ2 + d3/4

ε1/2αβ5/2

Theorem 8.4.1 (multi-pass) d3/4

εα1/2β3/2
d
β2 + d3/4

εα1/2β3/2

Table 8.1: Main results (ignoring dependence on Lipschitz constant, initialization, and log
terms).

8.2 Preliminaries

Notation. We denote by ⟨·, ·⟩ , ∥ · ∥ the standard Euclidean dot product and its induced

norm. For x ∈ Rd and α > 0, we denote by B(x, α) the closed ball of radius α centered at x,

and further denote Bα := B(0, α). Sd−1 ⊂ Rd denotes the unit sphere. We make standard

use of O-notation to hide absolute constants, Õ, Ω̃ to hide poly-logarithmic factors, and also

let f ≲ g denote f = O(g).

Nonsmooth optimization. A function h : Rd → R is called L-Lipschitz if for all

x, y ∈ Rd : |h(x) − h(y)| ≤ L∥x − y∥. We call h H-smooth, if h is differentiable and

∇h is H-Lipschitz with respect to the Euclidean norm. For Lipschitz functions, the Clarke

subgradient set [Cla90] can be defined as

∂h(x) := conv{g : g = lim
n→∞

∇h(xn), xn → x},

namely the convex hull of all limit points of ∇h(xn) over sequences of differentiable points

(which are a full Lebesgue-measure set by Rademacher’s theorem), converging to x. For

α ≥ 0, the Goldstein α-subdifferential [Gol77] is further defined as

∂αh(x) := conv(∪y∈B(x,α)∂h(y)),
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and we denote the minimum-norm element of the Goldstein α-subdifferential by

∂αh(x) := arg ming∈∂αh(x) ∥g∥ .

Definition 8.2.1. A point x ∈ Rd is called an (α, β)-Goldstein stationary point of h if∥∥∂αh(x)
∥∥ ≤ β.

Throughout the paper we impose the following standard Lipschitz assumption:

Assumption 8.2.2. For any ξ, f(· ; ξ) : Rd → R is L-Lipschitz (hence, so is F ).

Randomized smoothing. Given any function h : Rd → R, we denote its randomized

smoothing hα(x) := Ey∼Bα h(x+y). We recall the following standard properties of random-

ized smoothing [FKM05, YNS12, DBW12, Sha17].

Fact 8.2.3 (Randomized smoothing). Suppose h : Rd → R is L-Lipschitz. Then

• hα is L-Lipschitz.

• |hα(x)− h(x)| ≤ Lα for any x ∈ Rd.

• hα is O(L
√
d/α)-smooth.

• ∇hα(x) = Ey∼Bα [∇h(x+ y)] = Ey∼Sd−1 [ d2α(h(x+ αy)− h(x− αy))y].

The following result shows that in order to find a Goldstein-stationary point of a function,

it suffices to find a Goldstein-stationary point of its randomized smoothing:

Lemma 8.2.4 (KS24, Lemma 4). Any (α, β)-stationary point of hα is a (2α, β)-stationary

point of h.
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Differential privacy. Two datasets D,D′ ∈ supp(P)n are said to be neighboring if they

differ in only one data point. A randomized algorithm A : Zn → R is called (ε, δ) differen-

tially private (or (ε, δ)-DP) for ε, δ > 0 if for any two neighboring datasets D,D′ and mea-

surable E ⊆ R in the algorithm’s range, it holds that Pr[A(D) ∈ E] ≤ eε Pr[A(D′) ∈ E] + δ

[DR14].

Next, we recall the well-known tree mechanism given by Algorithm 20, and its associated

guarantee presented below.

Proposition 8.2.5 (Tree Mechanism DNPR10, CSS11, ZTC24). Let Z1, · · · ,ZΣ be dataset

spaces, and X be the state space. LetMi : X i−1×Zi → X be a sequence of algorithms for i ∈
[Σ]. Let A : Z(1:Σ) → XΣ be the algorithm that given a dataset Z1:Σ ∈ Z(1:Σ), sequentially

computes Xi =
∑i

j=1Mi(X1:j−1, Zi)+TREE(i) for i ∈ [Σ], and then outputs X1:Σ. Suppose

for all i ∈ [Σ], and neighboring Z1:Σ, Z
′
1:Σ ∈ Z(1:Σ), ∥Mi(X1:i−1, Zi) −Mi(X1:i−1, Z

′
i)∥ ≤ s

for all auxiliary inputs X1:i−1 ∈ X i−1. Then setting σ = 4s
√

log Σ log(1/δ)/ε, Algo-

rithm 20 is (ε, δ)-DP. Furthermore, for all t ∈ [Σ] : E[TREE(t)] = 0 and E ∥TREE(t)∥2 ≲

d log(Σ)σ2.

8.2.1 Base algorithm: O2NC

Similar to [ZTC24], our general algorithm is based on the so-called “Online-to-Non-Convex

conversion” (O2NC) of [CMO23]. We slightly modify previous proofs by disentangling the

role of the variance of the gradient estimator vs. its second order moment, as follows:

Proposition 8.2.6 (O2NC). Suppose that O( · ) is a stochastic gradient oracle of some

differentiable function h : Rd → R, so that for all z ∈ Rd : E ∥O(z) − ∇h(z)∥2 ≤ G2
0 and

E ∥O(z)∥2 ≤ G2
1. Then running Algorithm 23 with η = D

G1

√
M
, MD ≤ α, uses T calls to

O( · ), and satisfies

E
∥∥∂αh(xout)

∥∥ ≤ h(x0)− inf h

DT
+

3G1

2
√
M

+G0.

We provide a proof of Proposition 8.2.6 in Appendix 8.8. Recalling that by Lemma 8.2.4

any (α, β)-stationary point of Fα is a (2α, β)-stationary point of F , we see that it is enough
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to design a private stochastic gradient oracle O of∇Fα, while controlling its variance G0 and

second moment G1. In the next sections, we show how to construct such private oracles and

derive the corresponding guarantees through Proposition 8.2.6. As previously remarked, in

the main text, our oracles will be based on zero-order queries of the component functions

f( · , ξ), yet in Appendix 8.9, we also show we can construct oracles with the same sample

complexity using first-order queries with a lower oracle complexity.

Algorithm 23: Nonsmooth Nonconvex Algorithm (based on O2NC [CMO23])

1 Input: Oracle O : Rd → Rd, initialization x0 ∈ Rd, clipping parameter D > 0, step
size η > 0, averaging length M ∈ N, iteration budget T ∈ N;

2 Initialize: ∆1 = 0;
3 for t = 1, . . . , T do
4 Sample st ∼ Unif[0, 1];
5 xt = xt−1 + ∆t;
6 zt = xt−1 + st∆t;
7 g̃t = O(zt);
8 ∆t+1 = clipD (∆t − ηg̃t) ▷ clipD(z) := min{1, D

∥z∥} · z
9 end

10 ;

11 K = ⌊ TM ⌋;
12 for k = 1, . . . ,K do

13 xk = 1
M

∑M
m=1 z(k−1)M+m;

14 end
15 Sample xout ∼ Unif{x1, . . . , xK};
16 Output: xout;

8.3 Single-pass algorithm

In this section, we consider Algorithm 24, which provides an oracle to be used in Algo-

rithm 23. Algorithm 24 is such that throughout T calls, it uses each data point once, and

hence, privacy is maintained with no need for composition. Before getting into the details,

we will provide the main underlying idea. We consider the zero-order gradient estimator

∇̃fα(x; ξ) =
1

m

m∑
j=1

d

2α
(f(x+ αyj ; ξ)− f(x− αyj ; ξ)), y1, . . . , ym

iid∼ Unif(Sd−1), (8.4)
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Algorithm 24: Single-pass instantiation of O(zt) in Line 7 of Algorithm 23

1 Input: Current iterate zt, time t ∈ N, period length Σ ∈ N, accuracy parameter
α > 0, batch sizes B1, B2 ∈ N, gradient validation size m ∈ N, noise level σ > 0;

2 if t mod Σ = 1 then
3 Sample minibatch St of size B1 among unused samples;
4 for each sample ξi ∈ St do
5 Sample y1, . . . , ym

iid∼ Unif(Sd−1);

6 ∇̃f(zt; ξi) = 1
m

∑
j∈[m]

d
2α(f(zt + αyj ; ξi)− f(zt − αyj ; ξi))yj ;

7 end

8 gt = 1
B1

∑
ξi∈St

∇̃f(zt; ξi);

9 end
10 else
11 Sample minibatch St of size B2 among unused samples;
12 for each sample ξi ∈ St do
13 Sample y1, . . . , y2m

iid∼ Unif(Bα);

14 ∇̃f(zt; ξi) = 1
m

∑
j∈[m]

d
2α(f(zt + αyj ; ξi)− f(zt − αyj ; ξi))yj ;

15 ∇̃f(zt−1; ξi) = 1
m

∑2m
j=m+1

d
2α(f(zt−1 + αyj ; ξi)− f(zt−1 − αyj ; ξi))yj ;

16 end

17 gt = gt−1 + 1
B2

∑
ξi∈St

(∇̃f(zt; ξi)− ∇̃f(zt−1; ξi));

18 end
19 Return g̃t = gt + TREE(σ,Σ)(t mod Σ);
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which is an unbiased estimator of ∇fα(x; ξ), to which we then apply variance reduction.

[ZTC24] considered the oracle above specifically with m = d, for which it is easy to bound

the sensitivity of this estimator over neighboring minibatches ξ1:B, ξ
′
1:B of size B by

∥∥∥∥∥ 1

B

B∑
i=1

∇̃fα(x; ξi)−
1

B

B∑
i=1

∇̃fα(x; ξ′i)

∥∥∥∥∥ ≤ Ld

B
. (8.5)

Our key observation is that while this is indeed the worst-case sensitivity, we can get substan-

tially lower sensitivity with high probability. For sufficiently large m, standard sub-Gaussian

concentration properties ensure that ∇̃fα(x; ξi) ≈ ∇fα(x; ξi) with high probability, and

hence under this event we show the sensitivity over a mini-batch can be decreased to an

order of L
B . As this is a factor of d smaller than (8.5), we can add significantly less noise in

order to privatize, therefore leading to faster convergence to stationarity.

The main theorem in this section is the following:

Theorem 8.3.1 (Single-pass algorithm). Suppose F (x0) − infx F (x) ≤ Φ, that Assump-

tion 8.2.2 holds, and let α, β, δ, ε > 0 such that α ≤ Φ
L . Then setting B1 = Σ, B2 =

1, M = α/4D, m = Õ(d2B2
1 +

dα2B2
2

D2 ), σ = Õ( L
B1ε

+ LD
√
d

αB2ε
), Σ = Θ̃(( α

εD )2/3), D =

Θ̃(min{( Φ2α
L2T 2 )1/3, (Φαε

dLT )1/2, ( Φ3α2ε
d3/2L3T 3 )1/5}), T = Θ(n), and running Algorithm 23 with Algo-

rithm 24 as the oracle subroutine, is (ε, δ)-DP. Furthermore, its output satisfies E ∥∂2αF (xout)∥ ≤
β as long as

n = Ω̃

(
ΦL2

αβ3
+

ΦLd

εαβ2
+

ΦL3/2d3/4

ε1/2αβ5/2

)
.

Remark 8.3.2. It is interesting to note that the “non-private” term ΦL2/αβ3 in Theo-

rem 8.3.1 is independent of the dimension d. Not only is this the first result of this sort,

this was even (erroneously) claimed impossible by [ZTC24]. The reason for this confusion

is that while the optimal zero-order oracle complexity is d/αβ3 [KS24], and in particular

must scale with the dimension [DJWW15], the sample complexity might not.

In the rest of the section, we will present the basic properties of this oracle in terms of

sensitivity (implying the privacy), variance and second moment. We will then plug these

into Algorithm 23, which enables proving Theorem 8.3.1. Corresponding proofs are deferred

to Section 8.6.
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Lemma 8.3.3 (Sensitivity). Consider the gradient oracle O(·) in Algorithm 24 when act-

ing on two neighboring minibatches St and S′
t, and correspondingly producing gt and g′t,

respectively. If t mod Σ = 1, then it holds with probability at least 1− δ/2 that

∥gt − g′t∥ ≲
L

B1
+
Ld
√

log(dB1/δ)√
m

.

Otherwise, conditioned on gt−1 = g′t−1, we have with probability at least 1− δ/2 :

∥gt − g′t∥ ≲
L
√
dD

αB2
+
Ld
√

log(dB1/δ)√
m

.

With the sensitivity bound given by Lemma 8.3.3, we easily derive the privacy guarantee

of our oracle from the Tree Mechanism (Proposition 8.2.5).

Lemma 8.3.4 (Privacy). Running Algorithm 24 with m = O
(

log(dB2/δ)(d
2B2

1 +
dα2B2

2
D2 )

)
and σ = O

(
L
√

log(1/δ)

B1ε
+

LD
√
d log(1/δ)

αB2ε

)
is (ε, δ)-DP.

We next analyze the variance and second moment of the gradient oracle.

Lemma 8.3.5 (Variance). In Algorithm 24, for all t ∈ [T ] it holds that

E ∥g̃t −∇Fα(zt)∥2 ≲
L2

B1
+
L2d2

B1m
+
L2dD2Σ

α2B2
+ σ2d log Σ +

L2d2Σ

mB2
,

E ∥g̃t∥2 ≲ L2 +
L2d2

B1m
+
L2dD2Σ

α2B2
+ σ2d log Σ +

L2d2Σ

mB2
.

Combining the ingredients that we have set up, we can derive Theorem 8.3.1.

Proof of Theorem 8.3.1. The privacy guarantee follows directly from Lemma 8.3.4, by not-

ing that our parameter assignment implies B1T/Σ + B2T = O(n), which allows letting

T = Θ(n) while never re-using samples (hence no privacy composition is required). There-

fore, it remains to show the utility bound. By applying Lemma 8.2.4 and Proposition 8.2.6,

we get that

E ∥∂2αF (xout)∥ ≤ E ∥∂αFα(xout)∥ ≤ Fα(x0)− inf Fα
DT

+
3G1

2
√
M

+G0
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≤ 2Φ

DT
+

3G1

2
√
M

+G0, (8.6)

where the last inequality used the fact that Assumption 8.2.2 and Fact 8.2.3 together imply

that Fα(x0)−inf Fα ≤ F (x0)−inf F+Lα ≤ Φ+Lα ≤ 2Φ. Under our parameter assignment,

Lemma 8.3.5 yields

G1 ≲ G0 + L, (8.7)

which plugged into (8.6) gives

E ∥∂2αF (xout)∥ = O

(
Φ

DT
+

L√
M

+G0

)
. (8.8)

Moreover, under our parameter assignment Lemma 8.3.5 also gives the bound

G0 ≲
L

B1
+
LD
√
dΣ

αB2
+ σ

√
d log Σ = Õ

(
LDd1/2Σ1/2

α
+
Ld1/2

Σε
+
LDd

αε

)
, (8.9)

which propagated into (8.8) and recalling that M = Θ(α/D) shows that

E ∥∂2αF (xout)∥ = Õ

(
Φ

DT
+
LD1/2

α1/2
+
LDd1/2Σ1/2

α
+
Ld1/2

Σε
+
LDd

αε

)
.

Plugging our assignments of Σ and D, and recalling that n = Θ(T ), a straightforward

calculation simplifies the bound above to

E ∥∂2αF (xout)∥ = Õ

(ΦL2

Tα

)1/3

+

(
ΦdL

Tαε

)1/2

+

(
Φ2L3d3/2

T 2α2ε

)1/5


= Õ

(ΦL2

nα

)1/3

+

(
ΦdL

nαε

)1/2

+

(
Φ2L3d3/2

n2α2ε

)1/5
 . (8.10)

Bounding the latter by β and solving for n completes the proof.



300

8.4 Multi-pass algorithm

Algorithm 25: Multi-pass instantiation of O(zt) in Line 7 of Algorithm 23

1 Input: Current iterate zt, time t ∈ N, period length Σ ∈ N, accuracy parameter
α > 0, gradient validation size m ∈ N, noise levels σ1, σ2 > 0;

2 if t mod Σ = 1 then
3 for each sample ξi ∈ D do

4 Sample y1, . . . , ym
iid∼ Unif(Sd−1);

5 ∇̃f(zt; ξi) = 1
m

∑
j∈[m]

d
2α(f(zt + αyj ; ξi)− f(zt − αyj ; ξi))yj ;

6 end

7 gt = 1
n

∑
ξi∈D ∇̃f(zt; ξi);

8 Return: g̃t = gt + χt, where χt ∼ N (0, σ21Id);

9 end
10 else
11 for each sample ξi ∈ D do

12 Sample y1, . . . , y2m
iid∼ Unif(Bα);

13 ∇̃f(zt; ξi) = 1
m

∑m
j=1

d
2α(f(zt + αyj ; ξi)− f(zt − αyj ; ξi))yj ;

14 ∇̃f(zt−1; ξi) = 1
m

∑2m
j=m+1

d
2α(f(zt−1 + αyj ; ξi)− f(zt−1 − αyj ; ξi))yj ;

15 end

16 gt = g̃t−1 + 1
n

∑
ξi∈D(∇̃f(zt; ξi)− ∇̃f(zt−1; ξi));

17 Return: g̃t = gt + χt, where χt ∼ N (0, σ22Id);

18 end

In this section, we consider a different oracle construction given by Algorithm 25, to

be used in Algorithm 23. The main difference from the previous section is that this oracle

reuses data points a polynomial number of times, and therefore cannot directly guarantee

generalization to the stochastic objective. Instead, in this section we analyze the empirical

objective F̂D(x) := 1
n

∑n
i=1 f(x; ξi). After establishing ERM results, in Section 8.5, we will

show that any empirical Goldstein-stationarity guarantee generalizes to the population loss.

Similarly to the single-pass oracle (Algorithm 24), we use randomized smoothing and

variance reduction. A difference in the oracle construction is that we replace the tree

mechanism with the Gaussian mechanism and apply advanced composition for the privacy

analysis (since now samples are reused). The main theorem for this section is the following:

Theorem 8.4.1 (Multi-pass ERM). Suppose F̂D(x0)− infx F̂
D(x) ≤ Φ, Assumption 8.2.2
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holds, and let α, β, δ, ε > 0 such that α ≤ Φ
L . Then setting m = L2dΣ

nσ2
1

+ L2d
nσ2

2
, σ1 =

O(
L
√
T log(1/δ)/Σ

nε ), σ2 = O(
LD
√
Td log(1/δ)

αnε ), Σ = Θ̃( α
D
√
d
), D = Θ̃(α

2β2

L2 ), T = Θ̃( ΦL2

α2β3 ), and

running Algorithm 23 with Algorithm 25 as the oracle subroutine is (ε, δ)-DP. Furthermore,

its output satisfies E ∥∂2αF̂D(xout)∥ ≤ β as long as

n = Ω̃

(√
ΦLd3/4

εα1/2β3/2

)
.

Remark 8.4.2. As we will show in Section 8.5, Theorem 8.4.1 also provides the same pop-

ulation guarantee for ∥∂2αF (xout)∥ with an additional L2d/β2 term (up to log factors) to

the sample complexity.

To prove Theorem 8.4.1, we analyze the properties of the oracle given by Algorithm 25.

The sensitivity of gt in Algorithm 25 directly follows from Lemma 8.3.3.3 By the standard

composition results of the Gaussian mechanism (e.g., [Mir17]), we have the following privacy

guarantee:

Lemma 8.4.3 (Privacy). Calling Algorithm 25 T times with m = L2dΣ
nσ2

1
+ L2d

nσ2
2
, σ1 =

O(
L
√
T log(1/δ)/Σ

nε ) and σ2 = O(
LD
√
Td log(1/δ)

αnε ) is (ε, δ)-DP.

In terms of the oracle’s variance, we show:

Lemma 8.4.4 (Variance). In Algorithm 25, for any t ∈ [T ], we have

E ∥g̃t −∇FD
α (zt)∥2 ≲

L2d2Σ

mn
+ σ21d+ σ22dΣ,

E ∥g̃t∥2 ≲ L2 +
L2d2Σ

mn
+ σ21d+ σ22dΣ.

The proof of Theorem 8.4.1, which we defer to Section 8.6, is a combination of the two

previous lemmas and Proposition 8.2.6.

3In this section we use full-batch size for simplicity, but using smaller batches (of arbitrary size) and
applying privacy amplification by subsampling, yields the same results up to constants.
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8.5 Empirical to population Goldstein-stationarity

In this section, we provide a generalization result, showing that our ERM algorithm from

the previous section also guarantees Goldstein-stationarity in terms of the population loss.

We prove the following more general statement:

Proposition 8.5.1. Under Assumption 8.2.2, suppose D ∼ Pn, and consider running an

algorithm on F̂D whose (possibly randomized) output xout ∈ X ⊂ Rd is supported over a set

X of diameter ≤ R. Then with probability at least 1− ζ : ∥∂αF (xout)∥ ≤ ∥∂αF̂D(xout)∥+

Õ
(
L
√
d log(R/ζ)/n

)
.

We remark that in all algorithms of interest, the output is known to lie in some predefined

set, such as a sufficiently large ball around the initialization. As long as the diameter

R is polynomial in the problem parameters, the log(R) in the result above is therefore

negligible. For instance, Algorithm 23 is easily verified to output a point xout ∈ B(x0, DT )

(since ∥xt+1 − xt∥ ≤ D). Hence, in our use case, Proposition 8.5.1 ensures ∥∂2αF (xout)∥ ≤
∥∂2αF̂D(xout)∥+ β for n = Õ(d/β2).

8.6 Proofs

8.6.1 Proofs from Section 8.3

Proof of Lemma 8.3.3. Note that for any y ∈ Unif(Sd−1) : ∥ d2α(f(z+αy; ξ)−f(z−αy; ξ))y∥ ≤
Ld due to the Lipschitz assumption. Hence, for any ξ ∈ St, by a standard sub-Gaussian

bound (Theorem 8.11.2) we have

Pr

[
∥∇̃f(zt; ξ)−∇fα(zt; ξ)∥ ≤

Ld
√

log(8dB1/δ)√
m

]
≥ 1− δ/8B1. (8.11)

If t mod Σ = 1, then

∥gt − g′t∥ =

∥∥∥∥∥∥ 1

B1
(
∑
ξ∈St

∇̃f(zt; ξ)−
∑
ξ′∈S′

t

∇̃f(zt; ξ
′))

∥∥∥∥∥∥
≤

∥∥∥∥∥∥ 1

B1
(
∑
ξ∈St

∇̃f(zt; ξ)−∇fα(zt; ξ))

∥∥∥∥∥∥+

∥∥∥∥∥∥ 1

B1
(
∑
ξ∈St

∇fα(zt; ξ)−
∑
ξ′∈S′

t

∇fα(zt; ξ
′))

∥∥∥∥∥∥
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+

∥∥∥∥∥∥ 1

B1
(
∑
ξ′∈S′

t

∇̃f(zt; ξ
′)−∇fα(zt; ξ

′))

∥∥∥∥∥∥ .
Further note that ∥ 1

B1
(
∑

ξ∈St
∇fα(zt; ξ)−

∑
ξ′∈S′

t
∇fα(zt; ξ

′))∥ ≤ 2L/B1, hence by Equa-

tion (8.11) and the union bound,

Pr

∥∥∥∥∥∥ 1

B1
(
∑
ξ∈St

∇̃f(zt; ξ)−
∑
ξ′∈S′

t

∇̃f(zt; ξ
′))

∥∥∥∥∥∥ ≥ Ld
√

log(8dB1/δ)√
m

 ≤ 1− δ/8,

which proves the claim in the case when t mod Σ = 1. The other case follows from the

same argument.

Proof of Lemma 8.3.4. By Lemma 8.3.3 and our assignment of m, we know that with prob-

ability at least 1− δ/2, the sensitivity of all t is bounded by O( L
B1

+ L
√
dD

αB2
), namely for all

t :

∥gt − g′t∥ ≲
L

B1
+
L
√
dD

αB2
.

Then the privacy guarantee follows from the Tree Mechanism (Proposition 8.2.5).

Proof of Lemma 8.3.5. First, note that by Proposition 8.2.5 and the facts that E[gt] =

∇Fα(zt) and ∥∇Fα(zt)∥ ≤ L, we get

E ∥g̃t∥2 ≲E ∥gt∥2 + dσ2 log Σ ≲ E ∥gt −∇Fα(zt)∥2 + L2 + dσ2 log Σ,

and also

E ∥g̃t −∇Fα(zt)∥2 ≲ E ∥g̃t − gt∥2 + E ∥gt −∇Fα(zt)∥2 ≲ dσ2 log Σ + E ∥gt −∇Fα(zt)∥2.

Therefore, we see that in order to obtain both claimed bounds, it suffices to bound

E ∥gt−∇Fα(zt)∥2. To that end, denote by t0 ≤ t the largest integer such that t0 mod Σ = 1,



304

and note that t− t0 < Σ. Further denote ∆j := gj − gj−1. Then we have

E ∥gt −∇Fα(zt)∥2 = E

∥∥∥∥∥∥gt0 +

t∑
j=t0+1

∆j −

 t∑
j=t0+1

(∇Fα(zj)−∇Fα(zj−1)) +∇Fα(zt0)

∥∥∥∥∥∥
2

= E ∥gt0 −∇Fα(zt0)∥2︸ ︷︷ ︸
(I)

+

t∑
j=t0

E ∥∆j − (∇Fα(zj)−∇Fα(zj−1))∥2︸ ︷︷ ︸
(II)

,

(8.12)

where the last equality is due to the cross terms having zero mean. We further see that

(I) ≲ E

∥∥∥∥∥∥gt0 − 1

B1

∑
ξ∈St0

∇fα(zt0 ; ξi)

∥∥∥∥∥∥
2

+ E

∥∥∥∥∥∥ 1

B1

∑
ξ∈St0

∇fα(zt0 ; ξi)−∇Fα(zt0)

∥∥∥∥∥∥
2

≲
L2d2

B1m
+
L2

B1
, (8.13)

as well as

(II) = E

∥∥∥∥∥∥ 1

B2

∑
ξ∈St

(∇̃f(zj ; ξ)− ∇̃f(zj−1; ξ))− (∇Fα(zj)−∇Fα(zj−1))

∥∥∥∥∥∥
2

=
1

B2
2

∑
ξ∈St

E ∥(∇̃f(zj ; ξ)− ∇̃f(zj−1; ξ))− (∇Fα(zj)−∇Fα(zj−1))∥2

≲
1

B2
2

∑
ξ∈St

(
E ∥∇̃f(zj ; ξ)−∇fα(zj ; ξ)∥2 + E ∥∇̃f(zj−1; ξ)−∇fα(zj−1; ξ)∥2

+ E ∥(∇fα(zj ; ξ)−∇fα(zj−1; ξ))− (∇Fα(zj)−∇Fα(zj−1))∥2
)

≲
L2d2

mB2
+
dL2D2

α2B2
. (8.14)

Plugging (8.13) and (8.14) into (8.12) and recalling that t− t0 < Σ completes the proof.

8.6.2 Proofs from Section 8.4

Proof of Lemma 8.4.4. First, it suffices to prove the first bound, as

E ∥g̃t∥2 ≲ E ∥g̃t −∇FD
α (zt)∥2 + E ∥∇FD

α (zt)∥2 ≤ E ∥g̃t −∇FD
α (zt)∥2 + L2.
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To that end, let t0 ≤ t be the largest integer such that t0 mod Σ ≡ 1, and note that

t− t0 < Σ. Define ∆j := 1
n

∑
ξ∈D(∇̃f(zj ; ξ)− ∇̃f(zj−1; ξ)). It holds that

E ∥g̃t −∇FD
α (zt)∥2 ≤ E ∥gt0 −∇FD

α (zt0)∥2︸ ︷︷ ︸
(I)

+

t∑
j=t0

E ∥∆j − (∇FD
α (zj)−∇FD

α (zj−1))∥2︸ ︷︷ ︸
(II)

+

t∑
j=t0

E ∥χj∥2︸ ︷︷ ︸
(III)

.

Similar to the proof of Lemma 8.3.5, we have that

(I) = E

∥∥∥∥∥∥gt0 − 1

n

∑
ξ∈D
∇fα(zt0 ; ξi)

∥∥∥∥∥∥
2

≲
L2d2

nm
,

(II) =
1

n2
E ∥
∑
ζ∈D

(∇̃f(zj ; ξ)− ∇̃f(zj−1; ξ))− (∇F̂D
α (zj)−∇F̂D

α (zj−1))∥2

≲
1

n2

∑
ξ∈D

(
E ∥∇̃f(zj ; ξ)−∇fα(zj ; ξ)∥2 + E ∥∇̃f(zj−1; ξ)−∇fα(zj−1; ξ)∥2

)
≲
L2d2

mn
,

(III) ≤ σ21d+ σ22(Σ− 1),

overall completing the proof.

Proof of Theorem 8.4.1. Settingm = L2dΣ
nσ2

1
+L2d
nσ2

2
, σ1 = O(

L
√
T log(1/δ)/Σ

nε ) and σ2 = O(
LD
√
Td log(1/δ)

αnε ),

the privacy guarantee follows from Lemma 8.4.3. Moreover, by our parameter settings, we

have

G2
0 := E ∥g̃t −∇FD

α (zt)∥2 ≲
L2dT log(1/δ)/Σ

n2ε2
+
L2D2Td2Σ log(1/δ)

α2n2ε2
,

G2
1 := E ∥g̃t∥2 ≲ L2 +

L2dT log(1/δ)/Σ

n2ε2
+
L2D2Td2Σ log(1/δ)

α2n2ε2
.

Therefore, setting Σ = Θ̃( α
D
√
d
), we see that G0 = Õ(L

√
DTd3/4

nε
√
α

) and G1 ≲ L + G0. By

Proposition 8.2.6, we also know that

E ∥∂2αF̂D(xout)∥ ≤ E ∥∂αF̂D
α (xout)∥ ≤ Fα(x0)− inf Fα

DT
+

3G1

2
√
M

+G0



306

≤ 2Φ

DT
+

3G1

2
√
M

+G0.

Recalling that M = Θ(α/D) and setting D = Θ̃(α
2β2

L2 ), T = Θ̃( ΦL2

α2β3 ), we have

E ∥∂αF̂D
α (xout)∥ = Õ

(
Φ

DT
+
L
√
D√
α

+
L
√
DTd3/4

nε
√
α

)

=
β

2
+ Õ

(
Ld3/4

√
Φ

nε
√
αβ

)
.

The latter is bounded by β for n = Ω̃
(
L
√
Φd3/4

εα1/2β3/2

)
, hence completing the proof.

8.6.3 Proofs from Section 8.5

Proof of Proposition 8.5.1. Applying a gradient uniform convergence bound for Lipschitz

objectives over a bounded domain [MBM18, Theorem 1], shows that with probability at

least 1− ζ, for any differentiable x ∈ X :

∥∥∥∇F̂D(x)−∇F (x)
∥∥∥ = Õ

(
L

√
d log(R/ζ)

n

)
. (8.15)

Therefore, given any x ∈ X , let y1, . . . , yk ∈ B(x, α) be points satisfying ∂αF̂
D(x) =∑k

i=1 λi∇F̂D(yi) for coefficients (λi)
k
i=1 ≥ 0,

∑k
i=1 λi = 1 — note that such points exist

by definition of the Goldstein subdifferential. Noting that
∑k

i=1 λi∇F (yi) ∈ ∂αF (x), and

recalling that ∂αF (x) is the minimal norm element of ∂αF (x), we get that

∥∥∂αF (x)
∥∥ ≤ ∥∥∥∥∥

k∑
i=1

λi∇F (yi)

∥∥∥∥∥ =

∥∥∥∥∥
k∑
i=1

λi(∇F̂D(yi) + υi)

∥∥∥∥∥ = (⋆)

where υi := ∇F (yi) − ∇F̂D(yi) satisfy ∥υi∥ = Õ

(
L

√
d log(R/ζ)

n

)
for all i ∈ [k] by (8.15).

Hence

(⋆) ≤
∥∥∥∥∥

k∑
i=1

λi∇F̂D(yi)

∥∥∥∥∥+

∥∥∥∥∥
k∑
i=1

λiυi

∥∥∥∥∥
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≤
∥∥∥∂αF̂D(x)

∥∥∥+

k∑
i=1

λi ∥υi∥

≤
∥∥∥∂αF̂D(x)

∥∥∥+ Õ

(
L

√
d log(R/ζ)

n

)
.

8.7 Discussion

In this paper, we studied nonsmooth nonconvex optimization, and proposed differentially

private algorithms for this task which return Goldstein-stationary points, improving the

previously known sample complexity for this task.

Our single-pass algorithm reduces the sample complexity by at least a Ω(
√
d) factor (and

sometimes more, depending on the parameter regime of interest), compared to the previous

such result by [ZTC24]. Furthermore, our result has a dimension-independent “non-private”

term, which was previously claimed impossible. Moreover, we propose a multi-pass algo-

rithm which preforms sample-efficient ERM, and show that it further generalizes to the

population.

It is interesting to note that our guarantees are in terms of so-called “approximate” (ε, δ)-

DP, whereas [ZTC24] derive a Rényi-DP guarantee [Mir17]. This is in fact inherent to our

techniques, since we condition on a highly probable event in order to substantially decrease

the effective sensitivity of our gradient estimators. Further examining this potential gap in

terms of sample complexity between approximate- and Rényi-DP for nonsmooth nonconvex

optimization is an interesting direction for future research.

Another important problem that remains open is establishing tight lower bounds for DP

nonconvex optimization and perhaps further improving the sample complexities obtained

in this paper. We note that the current upper and lower bounds do not fully match even in

the smooth setting. In Appendix 8.10, we provide evidence that our upper bound can be

further improved, by proposing a computationally-inefficient algorithm, which converges to

a relaxed notion of stationarity, using even fewer samples than the algorithms we presented

in this work.
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8.8 Proof of Proposition 8.2.6 (O2NC)

We start by noting that the update rule for ∆t which is given by

∆t+1 = clipD (∆t − ηg̃t) = min
{

1, D
∥∆t−ηg̃t∥

}
· (∆t − ηg̃t)

is precisely the online project gradient descent update rule, with respect to linear losses of

the form ℓt(·) = ⟨g̃t, ·⟩, over the ball of radius D around the origin. Accordingly, recalling

that E ∥g̃t−∇h(zt)∥2 ≤ G2
1, combining the linearity of expectation with the standard regret

analysis of online linear optimization (cf. Haz16) gives the following:

Lemma 8.8.1. By setting η = D
G1

√
M
, for any u ∈ Rd with ∥u∥ ≤ D it holds that

E
g̃1,...,g̃M

[
M∑
m=1

⟨g̃m,∆m − u⟩
]
≤ 3

2DG1

√
M.

Back to analyzing Algorithm 23, since xt = xt−1 + ∆t it holds that

h(xt)− h(xt−1) =

∫ 1

0
⟨∇h(xt−1 + s∆t),∆t⟩ ds

= E
st∼Unif[0,1]

[⟨∇h(xt−1 + st∆t),∆t⟩] = E
st

[⟨∇h(zt),∆t⟩] .

Note that ⟨∇h(zt),∆t⟩ = ⟨∇h(zt), u⟩+⟨g̃t,∆t−u⟩+⟨∇h(zt)− g̃t,∆t−u⟩, so by summing

over t ∈ [T ] = [K ×M ], we get for any fixed sequence u1, . . . , uK ∈ Rd :

inf h ≤ h(xT ) ≤ h(x0) +

T∑
t=1

E [⟨∇h(zt),∆t⟩]

= h(x0) +
K∑
k=1

M∑
m=1

E
[〈
g̃(k−1)M+m,∆(k−1)M+m − uk

〉]
+

K∑
k=1

M∑
m=1

E
[〈
∇h(z(k−1)M+m), uk

〉]
+

T∑
t=1

E[⟨∇h(zt)− g̃t,∆t − u⟩]

≤ h(x0) + 3
2KDG1

√
M +

K∑
k=1

M∑
m=1

E
[〈
∇h(z(k−1)M+m), uk

〉]
+G0DT,
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where the last inequality follows from applying Lemma 8.8.1 to each M consecutive iterates,

and combining the bias bound E ∥g̃t −∇h(zt)∥ ≤ G0 with Cauchy-Schwarz.

Letting uk := −D
∑M

m=1 ∇h(z(k−1)M+m)

∥∑M
m=1 ∇h(z(k−1)M+m)∥ , rearranging and dividing by DT = DKM , we

obtain

1

K

K∑
k=1

E

∥∥∥∥∥ 1

M

M∑
m=1

∇h(z(k−1)M+m)

∥∥∥∥∥ ≤ h(x0)− inf h

DT
+

3G1

2
√
M

+G0. (8.16)

Finally, note that for all k ∈ [K],m ∈ [M ] :
∥∥z(k−1)M+m − xk

∥∥ ≤MD ≤ α since the clipping

operation ensures each iterate is at most of distance D to its predecessor, and therefore

∇h(z(k−1)M+m) ∈ ∂αh(xk). Since the set ∂αh(·) is convex by definition, we further see that

1

M

M∑
m=1

∇h(z(k−1)M+m) ∈ ∂αh(xk) ,

and hence by (8.16) we get

E
∥∥∂αh(xout)

∥∥ =
1

K

K∑
k=1

E
∥∥∂αh(xk)

∥∥ ≤ h(x0)− inf h

DT
+

3G1

2
√
M

+G0.

8.9 First-order algorithm

In this appendix, our goal is to show that the zero-order algorithms presented in the main

text can be replaced by first-order algorithms with the sample complexity, and reduced

oracle complexity.

The simple idea is to replace the zero-order gradient estimator from Eq. (8.4) by the

first-order estimator

∇̃fα(x; ξ) =
1

m

m∑
j=1

∇f(x+ αyj ; ξ), y1, . . . , ym
iid∼ Unif(Sd−1). (8.17)

While this estimator has the same expectation as the zero-order variant, the key difference

lies in the fact that its subGaussian norm is substantially smaller (as it does not depend on

d), hence smaller m suffices for concentration. This observation enables reducing the oracle
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complexity, while ensuring the same sample complexity guarantee as in the main text.

We fully analyze here a single-pass first-order oracle, presented in Algorithm 26, which

can be used in Algorithm 23, similarly to Section 8.3. We note that a similar analysis can

be applied to the multi-pass oracle of Section 8.4, once again by replacing (8.4) by (8.17).

As in Section 8.3, we will present the basic properties of this oracle. We will then plug

these into Algorithm 23, leading to the main result of this section, Theorem 8.9.4.

Algorithm 26: First-order instantiation of O(zt) in Line 7 of Algorithm 23

1 Input: Current iterate zt, time t ∈ N, period length Σ ∈ N, accuracy parameter
α > 0, batch sizes B1, B2 ∈ N, gradient validation size m ∈ N, noise level σ > 0.;

2 if t mod Σ = 1 then
3 Sample minibatch St of size B1 among unused samples;

4 Sample y1, . . . , yB1

iid∼ Unif(Bα);
5 gt = 1

B1

∑
ξi∈St

∇f(zt + yi; ξi);

6 end
7 else
8 Sample minibatch St of size B2 among unused samples;
9 for each sample ξi ∈ St do

10 Sample y1, . . . , y2m
iid∼ Unif(Bα);

11 ∇̃f(zt; ξi) = 1
m

∑m
j=1∇f(zt + yj ; ξi);

12 ∇̃f(zt−1; ξi) = 1
m

∑2m
j=m+1∇f(zt−1 + yj ; ξi);

13 end

14 gt = gt−1 + 1
B2

∑
ξi∈St

(∇̃f(zt; ξi)− ∇̃f(zt−1; ξi))

15 end
16 Return g̃t = gt + TREE(σ,Σ)(t mod Σ);

Lemma 8.9.1 (Sensitivity). Consider the gradient oracle O(·) in Algorithm 26 when act-

ing on two neighboring minibatches St and S′
t, and correspondingly producing gt and g′t,

respectively. If t mod Σ = 1, then

∥gt − g′t∥ ≤
L

B1
.
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Otherwise, conditioned on gt−1 = g′t−1, we have with probability at least 1− δ/2 :

∥gt − g′t∥ ≲
L
√
dD

αB2
+
L
√

log(dB2/δ)√
m

.

With the sensitivity bound given by Lemma 8.9.1, we easily derive the privacy guarantee

of our algorithm from the Tree Mechanism (Proposition 8.2.5).

Lemma 8.9.2 (Privacy). Running Algorithm 26 with m = O(log(dB2/δ)
B2

2α
2

D2d
) and σ =

O(
L
√

log(1/δ)

B1ε
+

LD
√
d log(1/δ)

αB2ε
) is (ε, δ)-DP.

Proof. By Lemma 8.9.1 and our assignment of m, we know that with probability at least

1− δ/2, for any t, we have

∥gt − g′t∥ ≲
L

B1
+
L
√
dD

αB2
.

Then the privacy guarantee follows from the Tree Mechanism (Proposition 8.2.5).

We next provide the required variance bound on the gradient oracle.

Lemma 8.9.3 (Variance). In Algorithm 26, for all t it holds that

E ∥g̃t −∇Fα(zt)∥2 ≲
L2

B1
+
L2dD2Σ

α2B2
+ σ2d log Σ +

L2Σ

mB2
,

E ∥g̃t∥2 ≲ L2 +
L2dD2Σ

α2B2
+ σ2d log Σ +

L2Σ

mB2
.

Having set up the required bounds, we can prove our main result for the first-order

setting.

Theorem 8.9.4 (First-order). Suppose F (x0)−infx F (x) ≤ Φ, that Assumption 8.2.2 holds,

and let α, β, δ, ε > 0 such that α ≤ Φ
L . Then setting B1 = Σ, B2 = 1, M = α/4D, m =

Õ(
B2

2α
2

D2d
), σ = Õ( L

B1ε
+LD

√
d

αB2ε
), Σ = Θ̃(( α

εD )2/3), D = Θ̃(min{( Φ2α
L2T 2 )1/3, (Φαε

dLT )1/2, ( Φ3α2ε
d3/2L3T 3 )1/5}), T =

Θ(n), and running Algorithm 23 with Algorithm 26 as the oracle subroutine, is (ε, δ)-DP.
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Furthermore, its output satisfies E ∥∂2αF (xout)∥ ≤ β as long as

n = Ω̃

(
ΦL2

αβ3
+

ΦLd

εαβ2
+

ΦL3/2d3/4

ε1/2αβ5/2

)
.

Remark 8.9.5 (Oracle complexity). Compared to the zero-order result given by Theo-

rem 8.3.1, we see that the number of calls to O( · ), namely T , is on the same order, and that

in both cases the amortized oracle complexity of O( · ) is O(m). The difference between the

settings is that the first-order oracle instantiation sets m to be Ω̃(d2) times smaller than

its zero-order counterpart, and hence we gain this multiplicative factor in the overall oracle

complexity.

Proof of Theorem 8.9.4. The privacy guarantee follows directly from Lemma 8.9.2, by not-

ing that our parameter assignment implies B1T/Σ + B2T = O(n), hence it allows letting

T = Θ(n) while never re-using samples.

As to the sample complexity, note that our parameter assignment ensures that

G1 = O (G0 + L) ,

G0 = Õ

(
LDd1/2Σ1/2

α
+
Ld1/2

Σε
+
LDd

αε

)
,

similarly to (8.7) and (8.9) in the proof of Theorem 8.3.1. The rest of the proof is therefore

exactly the same as for Theorem 8.3.1.

8.9.1 Proofs from Appendix 8.9

Proof of Lemma 8.9.1. The case when t mod Σ = 1 trivially follows the Lipschitz assump-

tion. Thus we will consider the more involved case. For any ξ ∈ St, by a standard sub-

Gaussian bound (Theorem 8.11.2) we have

Pr

[
∥∇̃f(zt; ξ)−∇fα(zt; ξ)∥ ≤

L
√

log(8dB2/δ)√
m

]
≥ 1− δ/8B2,
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so by the union bound, we get that with probability at least 1− δ/8, for all ξi ∈ St :

∥∇̃f(zt; ξ)−∇fα(zt; ξ)∥ ≤
L
√

log(8dB2/δ)√
m

. (8.18)

Hence,

∥gt − g′t∥ ≤

∥∥∥∥∥∥ 1

B2

∑
ξ∈St

(
(∇̃f(zt; ξ)− ∇̃f(zt−1; ξi))− (∇fα(zt; ξ))−∇fα(zt−1; ξ))

)∥∥∥∥∥∥
+

∥∥∥∥∥∥ 1

B2

∑
ξ∈St

(
(∇fα(zt; ξ)−∇fα(zt−1; ξ))−

∑
ξ′∈S′

t

(∇fα(zt; ξ
′)−∇fα(zt; ξ

′))
)∥∥∥∥∥∥

+

∥∥∥∥∥∥ 1

B2

∑
ξ′∈S′

t

(
(∇̃f(zt; ξ

′)− ∇̃f(zt−1; ξ
′))− (∇fα(zt; ξ

′)−∇fα(zt−1; ξ
′))
)∥∥∥∥∥∥

≲
L
√
dD

αB2
+
L
√

log(dB2/δ)√
m

,

where the last inequality step is due to the smoothness of fα (Fact 8.2.3) combined with

the fact that ∥zt − zt−1∥ ≤ 2D, and (8.18).

Proof of Lemma 8.9.3. Applying by Proposition 8.2.5, we have

E ∥g̃t −∇Fα(zt)∥2 ≲ E ∥g̃t − gt∥2 + E ∥gt −∇Fα(zt)∥2 ≲ dσ2 log Σ + E ∥gt −∇Fα(zt)∥2,

and also since E[gt] = ∇Fα(zt) and ∥∇Fα(zt)∥ ≤ L, we have

E ∥g̃t∥2 ≲ E ∥gt∥2 + dσ2 log Σ ≲ E ∥gt −∇Fα(zt)∥2 + L2 + dσ2 log Σ.

We therefore see that both claimed bounds will follow from bounding E ∥gt −∇Fα(zt)∥2.

To that end, denote by t0 ≤ t the largest integer such that t0 mod Σ = 1, and note that
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t− t0 < Σ. Further denote ∆j := gj − gj−1. Then we have

E ∥gt −∇Fα(zt)∥2 = E

∥∥∥∥∥∥gt0 +

t∑
j=t0+1

∆j −
( t∑
j=t0+1

(∇Fα(zj)−∇Fα(zj−1)) +∇Fα(zt0)
)∥∥∥∥∥∥

2

= E ∥gt0 −∇Fα(zt0)∥2 +

t∑
j=t0

E ∥∆j − (∇Fα(zj)−∇Fα(zj−1))∥2,

≲
L2

B1
+

t∑
j=t0

E ∥∆j − (∇Fα(zj)−∇Fα(zj−1))∥2︸ ︷︷ ︸
(⋆)

(8.19)

where the second equality is due to the cross terms having zero mean. Moreover, we have

(⋆) = E

∥∥∥∥∥∥ 1

B2

∑
ξ∈St

(∇̃f(zj ; ξ)− ∇̃f(zj−1; ξ))− (∇Fα(zj)−∇Fα(zj−1))

∥∥∥∥∥∥
2

=
1

B2
2

∑
ξ∈St

E ∥(∇̃f(zj ; ξ)− ∇̃f(zj−1; ξ))− (∇Fα(zj)−∇Fα(zj−1))∥2

≲
1

B2
2

∑
ξ∈St

(
E ∥∇̃f(zj ; ξ)−∇fα(zj ; ξ)∥2 + E ∥∇̃f(zj−1; ξ)−∇fα(zj−1; ξ)∥2

+ E ∥(∇fα(zj ; ξ)−∇fα(zj−1; ξ))− (∇Fα(zj)−∇Fα(zj−1))∥
)2

≲
L2

mB2
+
dL2D2

α2B2
,

which plugged into (8.19) completes the proof by recalling that t− t0 ≤ Σ.

8.10 Even better sample complexity via optimal smoothing

In this Appendix, our aim is to provide evidence that the sample complexities of NSNC DP

optimization obtained in our work are likely improvable, at least with a computationally

inefficient method. This approach is inspired by [LUW24], which in the context of smooth

optimization, showed significant sample complexity gains using algorithms with exponential

runtime. As as we will show, a similar phenomenon might hold for nonsmooth optimization.

To that end, we propose a slight relaxation of Goldstein-stationarity, and show it can be

achieved using less samples via an exponential time algorithm.
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8.10.1 Relaxation of Goldstein-stationarity

Recall that x ∈ Rd is called an (α, β)-Goldstein stationary point of an objective F (x) =

Eξ[f(x; ξ)] if there exist y1, . . . , yk ∈ B(x, α) and convex coefficients (λi)
k
i=1 so that ∥∑i∈[k] λi Eξ[∇f(yi; ξ)]∥ ≤

β. Arguably, the two most important properties satisfied by this definition are that

(i) If f(x; ξ) are L-smooth, any (α, β)-stationary point is O(α+ β)-stationary.

(ii) If
∥∥∂αF (x)

∥∥ ̸= 0, then F

(
x− α

∥∂αF (x)∥∂αF (x)

)
≤ F (x)− α

∥∥∂αF (x)
∥∥.

The first property shows that Goldstein-stationarity reduces to (“classic”) stationarity under

smoothness. The second, known as Goldstein’s descent lemma [Gol77], is a generalization

of the classic descent lemma for smooth functions.

It is easy to see that Goldstein-stationarity is equivalent to the existence of a distribution

P supported over B(x, α), such that ∥Eξ, y∼P [∇f(y; ξ)]∥ ≤ β. We will now define a relax-

ation of Goldstein-stationarity that is easily verified to satisfy both of the aforementioned

properties.

Definition 8.10.1. We call a point x ∈ Rd an (α, β)-component-wise Goldstein-stationary

point of F (x) = Eξ[f(x; ξ)] if there exist distributions Pξ supported over B(x, α), such that

∥Eξ, y∼Pξ
[∇f(y; ξ)]∥ ≤ β.

In other words, the definition above allows the sampled points y1, . . . , yk in the vicinity

of x to vary for different components, and as before, the sampled gradient must have small

expected norm. We next show that this relaxed stationarity notion allows improving the

sample complexity of DP NSNC optimization.

8.10.2 Optimal smoothing and faster algorithm

In the previous sections, given an objective f , we used the fact that Goldstein-stationary

points of the randomized smoothing fα correspond to Goldstein-stationary point of f , and

therefore constructed private gradient oracles of fα, which is O(
√
d/α)-smooth. Conse-

quently, the sensitivity of the gradient oracle had a
√
d dimension dependence (as seen in

Lemma 8.3.3), thus affecting the overall sample complexity.
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Instead of randomized smoothing, we now consider the Lasry-Lions (LL) smoothing

[LL86], a method that smooths Lipschitz functions in a dimension independent manner,

which we now recall. Given h : Rd → R, denote the so-called Moreau envelope

Mλ(h)(x) := min
y

[
h(y) +

1

2λ
∥y − x∥2

]
,

and the Lasry-Lions smoothing:

h̃λLL(x) := −Mλ(−M2λ(h))(x) = max
z

min
y

[
h(z) +

1

4λ
∥z − y∥2 − 1

2λ
∥y − x∥2

]
. (8.20)

Fact 8.10.2. [LL86, AA93] Suppose h : Rd → R is L-Lipschitz. Then: (i) h̃λLL is L-

Lipschitz; (ii) |h̃λLL(x) − h(x)| ≤ Lλ for any x ∈ Rd; (iii) arg min h̃λLL = arg minh; (iv)

h̃λLL is O(L/λ)-smooth.

The key difference between LL-smoothing and randomized smoothing is that the smooth-

ness constant of LL-smoothing is dimension independent. By solving the optimization prob-

lem in Eq. (8.20), it is clear that the values, and therefore gradients, of f̃λLL(x; ξi) can be

obtained up to arbitrarily high accuracy. Notably, it was shown by [KS22b] that solving this

problem requires, in general, an exponential number of oracle calls to the original function.

Nonetheless, computational considerations aside, it is not even clear that the LL smooth-

ing helps in terms of finding Goldstein-stationary points of the original function, which was

previously shown for randomized smoothing (Lemma 8.2.4). This is the purpose of the

following result, which we prove:

Lemma 8.10.3. If h is L-Lipschitz, then any β-stationary point of h̃λLL is a (3λL, β)-

Goldstein stationary point of h.

Given the lemma above, we are able to utilize smooth algorithms for finding stationary

points, and convert the guarantee to Goldstein-stationary points of our objective of interest.

Specifically, we will invoke the following result.

Proposition 8.10.4 (LUW24). Given an ERM objective F̃ (x) = 1
n

∑n
i=1 f̃(x; ξi) with L0-

Lipschitz and L1-smooth components, and an initial point x0 ∈ Rd such that dist(x0, arg min F̃ ) ≤
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R, there’s an (ε, δ)-DP algorithm that returns x̃out with E ∥∇F̃ (x̃out)∥ = Õ

(
R1/3L

2/3
0 L

1/3
1 d2/3

nε + L0

√
d

nε

)
.

We remark that we assume for simplicity that dist(x0, arg min F̂D) = dist(x0, arg min F̃ ) ≤
R, though the analysis extends to that case where R is the initial distance to a point with

sufficiently small loss (e.g., if the infimum is not attained). Overall, by setting λ = α/3L,

and combining Fact 8.10.2, Lemma 8.10.3 and Proposition 8.10.4, we get the following:

Theorem 8.10.5. Under Assumption 8.2.2, suppose dist(x0, arg min F̂D) ≤ R. Then

there is an (ε, δ)-DP algorithm that outputs xout satisfying (α, β)-component-wise Goldstein-

stationarity (in expectation) as long as

n = Ω̃

(
R1/3L4/3d2/3

εα1/3β

)
.

8.10.3 Proofs from Appendix 8.10

Proof of Lemma 8.10.3. Suppose x is a β-stationary point of h̃λLL. Let z∗ ∈ Rd be the

solution of the maximization problem defining the LL smoothing. By [AA93, Remark

4.3.e], z∗ is uniquely defined, and satisfies

∇h̃λLL(x) ∈ ∂(M2λ(h))(z∗). (8.21)

Further denote Y∗ := arg miny

[
h(y) + 1

4λ ∥z∗ − y∥
2
]
⊆ Rd. Rearranging the definition of

the Moreau envelope by expanding the square, we see that

M2λ(h)(z∗) =
1

4λ
∥z∗∥2 − 1

2λ
max
y

[
⟨z∗, y⟩ − 2λh(y)− 1

2
∥y∥2

]
,

from which we get

∂M2λh(z∗) =
1

2λ
z∗ − 1

2λ
conv {y∗ : y∗ ∈ Y∗} = conv

{
1

2λ
(z∗ − y∗) : y∗ ∈ Y∗

}
. (8.22)

Furthermore, for any y∗ ∈ Y∗, by first-order optimality it holds that

0 ∈ ∂
[
h(y∗) +

1

4λ
∥y∗ − z∗∥2

]
⊆ ∂h(y∗) +

1

2λ
(y∗ − z∗),
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and therefore
1

2λ
(z∗ − y∗) ∈ ∂h(y∗). (8.23)

By combining (8.21), (8.22) and (8.23) we conclude that

∇h̃λLL(x) ∈ ∂M2λh(z∗) ⊆ conv {∂h(y∗) : y∗ ∈ Y∗} ⊆ ∂rh(x),

where the last holds for r := maxy∗∈Y∗ ∥x− y∗∥. Therefore, recalling that ∥∇h̃λLL(x)∥ ≤ β,

all that remains is to bound r.

To that end, it clearly holds that r ≤ ∥x− z∗∥+ maxy∗∈Y∗ ∥z∗ − y∗∥. Furthermore, by

[AA93, Remark 4.3.e] it holds that z∗−x = λ∇h̃λLL(x) which implies ∥x− z∗∥ = λβ. As to

the second summand, by (8.22) it holds that maxy∗∈Y∗ ∥z∗−y∗∥ ≤ 2λ·maxg∈∂M2λh(z∗) ∥g∥ ≤
2λL, by the fact that M2λ(h) is L-Lipschitz. Overall r ≤ λβ + 2λL, and as we can assume

without loss of generality that β ≤ L since otherwise the claim is trivially true (note that

all points are L stationary), this completes the proof.

8.11 Concentration lemma for vectors with sub-Gaussian norm

Here we recall a standard concentration bound for vectors with sub-Gaussian norm, which

notably applies in particular to bounded random vectors.

Definition 8.11.1 (Norm-sub-Gaussian). We say a random vector X ∈ Rd is ζ-norm-sub-

Gaussian for ζ > 0, if Pr[∥X − EX∥ ≥ t] ≤ 2e−t
2/2ζ2 for all t ≥ 0.

Theorem 8.11.2 (Hoeffding-type inequality for norm-subGaussian, JNG+19). Let X1, · · · , Xk ∈
Rd be random vectors, and let Fi = σ(X1, · · · , Xi) for i ∈ [k] be the corresponding filtration.

Suppose for each i ∈ [k], Xi | Fi−1 is zero-mean ζi-norm-sub-Gaussian. Then, there exists

an absolute constant c > 0, such that for any γ > 0 :

Pr

∥∥∥∥∥∥
∑
i∈[k]

Xi

∥∥∥∥∥∥ ≥ c
√

log(d/γ)
∑
i∈[k]

ζ2i

 ≤ γ.
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Part IV

USER LEVEL
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Chapter 9

USER-LEVEL DIFFERENTIALLY PRIVATE STOCHASTIC CONVEX
OPTIMIZATION: EFFICIENT ALGORITHMS WITH OPTIMAL

RATES

9.1 Introduction

Differentially private stochastic convex optimization (DP-SCO) is a central problem in

privacy-preserving machine learning, whose aim is to minimize a convex function

minimize LP(θ) := E
z∼P

[ℓ(θ; z)]

subject to θ ∈ Θ ⊂ Rd,
(9.1)

under the constraint of differential privacy, given n users each holding a single sample zi ∈ Z
from the distribution P. Numerous works have studied this problem, known as item-level

DP-SCO, and it is by now relatively well understood [BST14, BFTGT19, FKT20, AFKT21,

ADF+21, KLL21].

A significant concern about item-level DP-SCO in practice is that each user may hold

and contribute multiple items to the dataset, significantly degrading the actual privacy

protection provided by the item-level differentially private to users. This is the case in many

machine learning applications in practice, such as training language and vision models on

users’ data in federated learning. To address this problem, prior work has studied user-

level versions of differential privacy, where the algorithm preserves privacy for users that

may contribute m ≥ 1 items [LSY+20, BRP21, LSA+21]. This definition is stronger than

item-level DP as it forces the algorithm not to be sensitive to changes of a single user or

equivalently m items.

Motivated by the realistic and strong privacy protections guaranteed by user-level pri-

vacy, many papers have studied DP-SCO under this notion of privacy. [LSA+21] has initi-

ated the study of this problem and proposed new algorithms based on localized SGD. The
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main observation in [LSA+21] is that averaging the gradients of users in SGD results in

gradients that are concentrated in a ball of small radius of roughly 1/
√
m, yielding a final

excess risk of 1/
√
nm + d/n

√
mε. However, as the optimal rates for item-level DP-SCO

(m = 1) are known to be 1/
√
n +
√
d/nε, it is evident that the rates of [LSA+21] are

sub-optimal. Moreover, their algorithms are applicable only to smooth functions.

Two recent works of [BS23, GKK+23b] have resolved some of these issues. [BS23] de-

veloped new algorithms based on DP-SGD with improved mean estimation procedures to

obtain an optimal rate 1/
√
nm+

√
d/n
√
mε. However, their algorithms also require smooth-

ness of the function and require a stringent lower bound on the number of users n ≥
√
d/ε.

Moreover, their algorithm cannot work for large m and requires m ≤ max{
√
d, nε2/

√
d}. On

the other hand, [GKK+23b] observes that user-level DP-SCO has small local sensitivity to

deletions and uses propose-test-release to design new algorithms. Their algorithm requires

only n ≤ log(d)/ε users and is also applicable to non-smooth functions. However, it runs in

super-polynomial time and achieves sub-optimal error 1/
√
nm+

√
d/n
√
mε2.5.

As a result, existing algorithms for user-level DP-SCO are not satisfactory: they either

require smoothness and a large number of users that grow polynomially with the dimen-

sion [BS23], or run in super-polynomial time [GKK+23b].

9.1.1 Contributions and Technical Overview

In this work, we develop new algorithms for user-level DP-SCO that resolve the abovemen-

tioned issues. In particular, our algorithms obtain optimal rates in polynomial time, are

applicable for non-smooth functions, and require the number of users to grow only loga-

rithmically in the dimension n ≤ log(d)
ε . We summarize our results for the convex case and

compare them to prior work in Table 9.1. Additionally, building on our algorithm for the

convex case, we propose a new algorithm that obtains optimal rates for user-level DP-SCO

in the strongly convex case.

Our algorithm follows a similar recipe to that of [BS23]: as it is well known that DP-

SGD is optimal in the item-level setting, we wish to extend it to user-level DP using new

mean estimation procedures that add less noise to estimate the gradients at each iteration.
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Excess Risk Polynomial Runtime Number of Users

[BS23] 1√
nm

+
√
d

n
√
mε

Yes n ≥
√
d
ε

[GKK+23b] 1√
nm

+
√
d

n
√
mε2.5

No n ≥ 1
ε

This work 1√
nm

+
√
d

n
√
mε

Yes n ≥ 1
ε

Table 9.1: Comparison of excess risk bounds for user-level DP-SCO with prior work, with
logarithmic terms omitted. The work of [BS23] additionally requires smoothness of the loss
function and m ≤ max{

√
d, nε2/

√
d}.

To this end, note that if we average the gradients of each user using their m samples,

this guarantees that the resulting averaged gradients of all users will lie in a ball of radius

roughly τ = 1/
√
m. This concentration allows to design algorithms for mean estimation with

sensitivity τ/n (instead of 1/n), hence obtaining error (e.g., [BS23]) τ
√
d/nεi for estimating

the gradients at iteration i, where εi is the privacy budget at iteration i. As we have T

iterations, this requires εi = ε/
√
T . The key challenge here is that private mean estimation

procedures for τ -concentrated data (e.g. [LSA+21, BS23]) require n ≥ 1/εi =
√
T/ε, which

results in a strong restriction on the number of rounds T that we can run.

Our main challenge is then to design a private mean estimation procedure with T iter-

ations. Each iteration we wish to estimate the mean of τ -concentrated data with privacy

budget εi = ε/
√
T such that the error at each iteration is τ

√
d/nεi, and the algorithm

uses only n ≤ log(T )/ε samples. We develop a new private mean estimation algorithm for

τ -concentrated data that satisfies these properties.

Our approach draws inspiration from the FriendlyCore framework [TCK+22], which we

use for removing outliers from the dataset. Our methodology has two distinct phases: in the

initial stage, we employ an outlier-elimination process that yields a subset of data samples

exhibiting τ -concentration. Subsequently, we privatize the mean of the concentrated sample

by adding Gaussian noise proportional to τ .

Our outlier-detection phase is based on a score we give to each sample to measure how

likely it is to be an outlier; the score measures how many samples in the dataset are in a

ball of size τ around the sample. We then keep each sample in the dataset with probability
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proportional to its score, hence removing outliers that have low scores. To guarantee that

our final algorithm is private, we have to upper bound the sensitivity of the mean of the sub-

sampled dataset is minor. To this end, we apply an extra step via AboveThreshold [DR14]

to verify that the input dataset is nearly τ -concentrated, hence limiting the number of

outliers that can be detected.

This improved mean estimation procedure is the building block of all of our results:

it allows us to use DP-SGD with a small number of users and run it for large number of

rounds to get the optimal rate. Moreover, the large number of rounds made possible by

our mean estimation procedure allows us to use randomized smoothing in order to obtain

optimal results in the non-smooth case as well, in contrast to prior work where randomized

smoothing would not result in optimal rates in the non-smooth setting.

9.1.2 Related Work

User-level differential privacy (DP) is a relatively recent and less-explored area compared

to the more established item-level DP setting. It has gained increased attention lately due

to its significance in machine learning applications, particularly in the context of federated

learning. Several works have studied user-level DP for several applications, including DP-

SCO [LSA+21, BS23], PAC learning [BRP21], and discrete distribution estimation [LSY+20,

ALS23]. In recent work, [GKK+23a] proposed a generic transformation of any item-level

DP algorithm to a user-level DP algorithm. However, it is inefficient, and the dependence

on ε may not be optimal.

DP-SCO has been studied in the item-level DP setting extensively [BFTGT19, FKT20,

AFKT21, ADF+21, KLL21, GLL+23]. The rates of DP-SCO in the item-level setting are

well understood and [BFTGT19] obtained the optimal 1/
√
n +

√
d log(1/δ)/nε rate using

stability based analysis of DP-SGD with a large batch size. These algorithms are not

efficient, leading [FKT20] to develop new optimal algorithms for the smooth case that run

in linear time. However, the best runtime for the non-smooth setting is super-linear, and

this is an ongoing research direction which is still open [AFKT21, KLL21, CJJ+23]. Item-

level DP-SCO has also been studied in various other settings, such as the stronger pure DP



324

model [ALD21], heavy-tailed data distributions [LR23], non-euclidean geometries [AFKT21,

BGN21], and non-convex loss functions [GLOT23, ABG+23].

9.2 Preliminaries

Let [k] = {1, · · · , k} be the set of positive integers no larger than k. Throughout the paper,

we assume that the loss function ℓ(:, z) : Θ → R is convex and G-Lipschitz for any z ∈ Z,

and Θ ⊂ Rd is a closed convex domain of diameter R. There are n users, each holding m

i.i.d. samples from the underlying distribution P; we denote the samples of the i-th user

by Zi = {zi,j}j∈[m]. We use capital Z to denote one user and z to denote one item. The

dataset D = {Zi}i∈[n] contains all the users along with all the items.

The objective is to design efficient algorithms for minimizing LP(θ) := Ez∼P ℓ(θ, z),

which is differentially private at the user level. For a user Zi = {zi,j}j∈[m], we let∇L(θ;Zi) :=

1
m

∑
j∈[m]∇ℓ(θ;Zi,j) denote the average of the gradients for the user’s samples. We denote

the empirical function LD(θ) := 1
nm

∑
z∈Zi

∑
Zi∈D ℓ(θ, z). For a distribution X, we let

supp(X) be the support of the distribution X.

9.2.1 Differential Privacy

In this work, we use the notion of user-level differential privacy where each user has a sample

z ∈ Zm.

Definition 9.2.1 (User-Level Differential Privacy). A mechanism M : (Zm)n → Rd is

(ε, δ) user-level differentially private, if for any neighboring datasets D,D′ ∈ (Zm)n that

differ in one user, and for any event O in the range of M, we have

Pr[M(D) ∈ O] ≤ eε Pr[M(D′) ∈ O] + δ.

Note that item-level differential privacy is a specific case of this definition where m = 1.

Additionally, our analysis requires the notion of indistinguishability between two random

variables.
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Definition 9.2.2 (Indistinguishablity). Two random variablesX and Y are (ε, δ)-Indistinguishable

if for any event O, we have

Pr[X ∈ O] ≤ eε Pr[Y ∈ O] + δ,

and Pr[Y ∈ O] ≤ eε Pr[X ∈ O] + δ.

Moreover, for two distributions X and Y , we use the notation X ∼γ Y to denote that

the total variation distance between X and Y is bounded by γ. We also define the following

divergence.

Definition 9.2.3. Given two distributions X and Y , the δ-approximate max divergence

between X and Y is defined as

Dδ
∞(X∥Y ) = sup

Z∈supp(X):Pr[X∈Z]≥δ
log

Pr[X ∈ Z]− δ
Pr[Y ∈ Z]

AboveThreshold

Our algorithms use the AboveThreshold algorithm [DR14] which is a key tool in differential

privacy to identify whether there is a query qi : Z → R in a stream of queries q1, . . . , qT that

is above a certain threshold ∆. The AboveThreshold algorithm (presented in appendix) has

the following guarantees.

Lemma 9.2.4 ([DR14], Theorem 3.24). AboveThreshold is (ε, 0)-DP. Moreover, let α =

8 log(2T/γ)
ε and D ∈ Zn. For any sequence of T queries q1, · · · , qT : Zn → R each of

sensitivity 1, AboveThreshold halts at time k ∈ [T + 1] such that with probability at least

1− γ,

• For all t < k, at = ⊤ and qt(D) ≥ ∆− α;

• ak = ⊥ and qk(D) ≤ ∆ + α or k = T + 1.
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Algorithm 27: AboveThreshold

1 Input: Dataset D = (Z1, . . . , Zn), threshold ∆ ∈ R, privacy parameter ε;

2 Let ∆̂ := ∆− Lap(2ε );
3 for t = 1 to T do
4 Receive a new query qt : Zn → R ;
5 Sample νi ∼ Lap(4ε );

6 if qt(D) + νi < ∆̂ then
7 Output: ai = ⊥;
8 Halt;
9 else

10 Output: ai = ⊤;
11 end

12 end

13 end

9.2.2 Randomized Smoothing

To develop optimal algorithms in the non-smooth setting, our algorithm use randomized

smoothing [YNS12, DBW12] to make the functions smooth. To this end, for a convex

function ℓ(:;Z), we denote the convolution function ℓ̂(:;Z) := ℓ(:;Z) ∗ nr., where nr is

the uniform density in the ℓ2 ball of radius r centered at the origin in Rd. Specifically,

nr(y) =
Γ( d

2
+1)

π
d
2 rd

for ∥y∥ ≤ r, and nr(y) = 0 otherwise. For simplicity, we may omit the

dependence on z, and write the function as ℓ̂ and ℓ. Denote L̂P(θ) := Ez∼P,y∼nr ℓ(θ + y; z)

and L̂D(θ) := 1
|D|
∑

z∈D Ey∼nr ℓ(θ + y; z).

Lemma 9.2.5 (Randomized Smoothing, [YNS12, DBW12]). The convolution function has

the following properties:

• ℓ̂(θ) ≤ ℓ(θ) ≤ ℓ̂(θ) +Gr.

• ℓ̂ is G-Lipschitz and convex.

• ℓ̂ is G
√
d

r -smooth.

• For random variables y ∼ nr, and z ∈ D, we have Ey,z[∇ℓ(θ + y; z)] = ∇L̂D(θ).
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9.2.3 Norm-Subgaussian Concentration

Our analysis also uses a notion named concentration properties for norm-Subgaussian ran-

dom variables.

Definition 9.2.6 (norm-Subgaussian). A random vector X ∈ Rd is norm-SubGaussian

with parameter σ, denoted nSG(σ), if for all t ∈ R

Pr[∥X − EX∥ ≥ t] ≤ 2 exp(− t2

2σ2
).

The following concentration result holds for norm-Subgaussian random variables.

Lemma 9.2.7 ([JNG+19], concentration of NormSubgaussian). There exists a constant

c > 0, such that for zero-mean independent random vectors X1, · · · , Xn ∈ Rd where Xi is

nSG(σi) for all i ∈ [n], for any δ > 0, with probability at least 1− δ,

∥
∑
i∈[n]

Xi∥ ≤ c
√√√√∑

i∈[n]

σ2i log
2d

δ
.

We also use the following standard Chernoff-Hoeffding bound.

Lemma 9.2.8 (Chernoff-Hoeffding Bound). Let X1, · · · , Xn be independent Bernoulli ran-

dom variables such that E[Xi] = pi. Let X =
∑

i∈[n]Xi and µ = E[X]. Then we know for

any λ > 0, we have

Pr[X ≥ (1 + λ)µ] ≤ exp(− λ2µ

2 + λ
).

9.3 Adaptive Mean Estimation for Concentrated Samples

The main component in our algorithms is a novel mean estimation procedure for adaptive

queries for τ -concentrated samples where the samples lie in a ball of radius τ (see Defi-

nition 9.3.1). This algorithm will be used to estimate the gradients in our optimization

procedure, as the user-level setting will guarantee that τ ≈ 1/
√
m for an i.i.d. input. We

add Gaussian noise scales with τ ; hence, the final loss bound benefits from small τ .
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Definition 9.3.1. A random samples {Xi}i∈[n] is (τ, γ)-concentrated if there exists a point

x ∈ Rd such that with probability at least 1− γ,

max
i∈[n]
∥Xi − x∥ ≤ τ.

Given T adaptive mean estimation queries q1, . . . , qT : (Zm)n → Rd such that the n users

are τ -concentrated with respect to these queries, our goal is to get a nearly unbiased estimate

of the mean of each query with variance τ2Td
n2ε2

under (ε, δ)-DP. The standard approach for

solving this task, as done in [BS23], is to assign a privacy budget εi = ε/
√
T for each query,

hence resulting in variance τ2Td
n2ε2

. However, this procedure requires n ≥ 1
εi

=
√
T/ε to

guarantee the desired utility bounds, which is too prohibitive for our purposes.

In this section, we design a new algorithm for adaptive mean estimation that achieves

the desired variance with only n ≥ 1/ε. Our algorithm is inspired by the FriendlyCore

framework [TCK+22], where we use the basic filter to identify outliers in the dataset. Our

procedure consists of two stages: first, we apply an outlier-removal procedure, which returns

a subset of the samples that is τ -concentrated. Then, we add Gaussian noise proportional

to τ to privatize the mean of the concentrated sample.

To identify outliers, we give a score to each sample, which measures how many samples

in the dataset are in a ball of size τ around the sample. As outlier samples will have a

low score, we then keep each sample in the dataset with probability proportional to its

score. This will preserve privacy for samples that are nearly τ -concentrated, whereas we

aim to preserve privacy for all input datasets. Therefore, we add an initial check to the

algorithm which verifies that the algorithm is nearly τ -concentrated. To this end, we define

a τ -concentration score of the dataset for a query qi to be

sconci (D, τ) :=
1

n

∑
z∈D

∑
z′∈D
I(∥qi(z)− qi(z′)∥ ≤ τ). (9.2)

and check via AboveThreshold that this score is above the desired threshold for all queries.

The following procedure will be processed only if the dataset and the queries pass the check,

which means our samples are nearly concentrated and ensures the privacy guarantee of the
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following procedure. We describe the full details of our algorithm in Algorithm 28.

Algorithm 28: Outlier-Removal Based Mean Estimation for Concentrated Data

1 Input: Dataset D = (Z1, . . . , Zn), privacy parameters (ε, δ), parameters τ ;
2 for i = 1 to T do
3 Receive a new mean estimation query qi : Z → Rd ;
4 Define concentration score

sconci (D, τ) :=
1

n

∑
Z∈D

∑
Z′∈D

I(∥qi(Z)− qi(Z ′)∥ ≤ τ)

if AboveThreshold(sconci , ε/2, 4n/5) = ⊤ then
5 Set Si = ∅;
6 for Each User Zj ∈ D do
7 Set fi,j =

∑
Z∈D I(∥qi(Zj)− qi(Z)∥ ≤ 2τ);

8 Add Zj to Si with probability pi,j for pi,j =


0 fi,j < n/2

1 fi,j ≥ 2n/3
fi,j−n/2
n/6 o.w.

9 end
10 Let gi = 1

|Si|
∑

Z∈Si
qi(Z) if Si is not empty, and 0 otherwise ;

11 Output: ĝi ← gi + νi, where νi ∼ N (0, 8τ
2T log(eεT/δ) log(eε/2/δ)

n2ε2
Id)

12 end
13 else
14 Output: gi = 0;
15 Halt;

16 end

17 end

The following theorem summarizes the main guarantees of our algorithm.

Theorem 9.3.2. For 0 < ε < 10, 0 < δ < 1. Let D = (Z1, . . . , Zn) ∈ (Zm)n be a dataset

with n ≥ 8 log(T/γ)+8 log(T/δ)
ε users. Algorithm 28 is (ε, δ)-DP. Moreover, if (qi(Z1), . . . , qi(Zn))

is (τ, γ)-concentrated for all i ∈ [T ] and let {ĝi}i∈[T ] be the outputs of Algorithm 28, then

there exists random variables ĝ′1, . . . , ĝ
′
T such that the joint distributions {ĝi}i∈[T ] ∼(1+T )γ

{ĝ′i}i∈[T ]. Moreover, for each i ∈ [T ], given {g′j}j≤i−1 and qi, ĝ
′
i satisfy that

E ĝ′i =
1

n

n∑
j=1

qi(Zj),
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E

∥∥∥∥∥∥ĝ′i − 1

n

n∑
j=1

qi(Zj)

∥∥∥∥∥∥
2

≲
τ2T log(T/δ) log(1/δ)

n2ε2
.

To prove Theorem 9.3.2, we consider the privacy and utility guarantees separately. We

argue about privacy first. The following lemma upper bounds the sensitivity of the proba-

bility distribution pi for adding users to Si.

Lemma 9.3.3. For any neighboring dataset D,D′ that differs in one user, let pi = (pi,1, · · · , pi,n)

be the probability for users to be selected into Si for D, and let p′i be the corresponding prob-

ability for D′. Then

∥pi − p′i∥1 ≤ 2.

In the following lemma, we show when |pi−p′i| ≤ 2, then the hamming distance between

the selected sets Si and S′
i cannot be large. Thus, given the low sensitivity of pi for two

neighboring datasets, this shows that sub-sampled datasets at round i will not be too far

from each other.

Lemma 9.3.4. Let p, p′ ∈ [0, 1]n such that ∥p− p′∥1 ≤ 2, and let V and V ′ be drawn from

Ber(p) and Ber(p′) respectively. For any ζ ∈ (0, 1), there exists a coupling Γ over V and V ′

such that for (x, y) drawn from Γ, with probability at least 1− ζ,

∥x− y∥1 ≤ O(log(1/ζ)).

Now, we analyze the privacy guarantee. Since AboveThreshold is private, it suffices

to prove privacy for the case where AboveThreshold always outputs “⊤”, as otherwise the

output is 0. Note that when AboveThreshold outputs “⊤”, the dataset is well concentrated

with respect to the queries. This concentration, together with the fact that the sub-sampled

datasets are not too far from each other (Lemma 9.3.4), allows us to upper bound the

sensitivity of the mean of the sub-sampled datasets, that is gi. Hence, the privacy guarantee

of the outputs {ĝi} will follow from the guarantees of the Gaussian mechanism.

To formalize the above intuition, let ai ∈ {⊤,⊥} be the output of AboveThreshold for
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i-th query. Recall that in Algorithm 27, we draw one random variable from Lap(2ε ) and T

independent random variables from Lap(4ε ). Let E be the event that the absolute values

of these random variables are no more than 4 log(2T/ζ)
ε . Then, we know the probability of

E is at least 1 − ζ/2. Conditional on E, for all ai = ⊤, we have qi ≥ 4n
5 − α and for all

ai = ⊥ we have qi ≤ 4n
5 +α. Note that 4n

5 −α ≥ 2n
3 by the value of α and the precondition

that n ≥ 40 log(2T/ζ)
ε . The guarantees of AboveThreshold (Lemma 9.2.4) also imply that the

measure of E is at least 1− ζ. Define E′ to be the event w.r.t. input D′.

The following lemma upper bounds the sensitivity of the mean of the sub-sampled

datasets.

Lemma 9.3.5. For any i-th iteration and any neighboring datasets D,D′, conditional on

E and E′ and conditional on ai = a′i, there exists a coupling Γi over gi and g
′
i, such that

for (x, y) drawn from Γi, with probability at least 1− ζ,

∥x− y∥2 ≲
τ log(1/ζ)

n
.

Given the sensitivity bound of Lemma 9.3.5, we can argue for indistinguishability of the

outputs using advanced composition and standard guarantees of the Gaussian mechanism.

Proposition 9.3.6. For any dataset D, if n ≥ 40 log(4T/δ)
ε , then for any neighboring dataset

D′, the outputs of Algorithm 28 with D and D′ as inputs are (ε, δ)-indistinguishable.

Proof. (sketch) We only provide a sketch of the proof here and defer the full proof to Sec-

tion 9.6.4. First, note that a1, . . . , aT ∈ {⊤,⊥} are ε/2-DP using the guarantees of

AboveThreshold. Moreover, if there exists an ai = ⊥ then gi is post-processing of ai hence

private as well. Thus, we prove privacy of {ĝ1, . . . , ĝT } assuming a1 = a2 = · · · = aT =

⊤. First, we condition on the high-probability event E which indicates the success of

AboveThreshold (the failure probability will be added to the δ term). Under this event,

Lemma 9.3.5 implies that the sensitivity of gi is bounded by τ log(1/ζ)
n . Thus, advanced

composition and the guarantees of the Gaussian mechanism imply that {ĝ1, . . . , ĝT } are

(ε/2, δ)-DP. The claim follows.

Having estabilished the privacy guarantee of Algorithm 28, we now proceed to prove
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its utility. The following proposition shows that if the dataset is well concentrated with

respect to the query, then no user will be removed in the outlier-removal stage with high

probability, hence the estimate is nearly unbiased.

Proposition 9.3.7. For all i ∈ [T ], if (qi(Z1), . . . , qi(Zn)) is (τ, γ)-concentrated and n ≥
8 log(T/γ)

ε , then with probability at least 1 − (T + 1)γ, we have Si = D for all i ∈ [T ]. In

particular, it holds that gi = 1
n

∑
Z∈D qi(Z) with probability at least 1− (T + 1)γ.

Proof. To prove the lemma, we have to show that AboveThreshold will succeed (output ⊤)

for each i ∈ [T ], and that the outlier-removal stage will not remove any item from the set.

This will imply that Si = D for all i ∈ [T ], hence gi = 1
n

∑
Z∈D qi(Z).

To this end, fix any i ∈ [T ]. Under the precondition that (qi(Z1), . . . , qi(Zn)) is (τ, γ)-

concentrated, we know that sconci (D, τ) = n with probability 1−γ for each i ∈ [T ]. Moreover,

the guarantees of AboveThreshold (Lemma 9.2.4) imply that it will output “⊤” with prob-

ability at least 1 − γ/T for each i ∈ [T ] when sconci (D, τ) = n. Finally, under the event

that (qi(Z1), . . . , qi(Zn)) is τ -concentrated, we have that fi,j = n for each user Zj ∈ D, and

hence Zj will be added into Si. The statement follows by applying a union bound.

The utility guarantees of Theorem 9.3.2 now follows from Proposition 9.3.7 by setting

ĝ′i = 1
n

∑
Z∈D qi(Z) + νi, where νi ∼ N (0, 8τ

2T log(eεT/δ) log(eε/2/δ)
n2ε2

Id).

9.4 Optimal Rates for User-Level DP-SCO

In this section, we present our main algorithm for user-level DP-SCO based on the gradient

estimation procedure constructed above. Our algorithm leverages the Stochastic Gradient

Descent (SGD) over a smoothed version of the loss function using randomized smoothing by

applying the gradient estimation procedure to get (nearly) unbiased stochastic gradients.

We present the full details of the algorithm in Algorithm 29.

Three key techniques are crucial for our algorithm and its analysis: first, for a fixed

θ ∈ Θ, a simple concentration argument shows that the average gradient of each user

will lie with high probability in a ball of small radius around the population gradient (see

Lemma 9.4.4)

∥∇L(θ;Zi)−∇LP(θ)∥ ≤ G log(nd/γ)√
m

.
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This is not sufficient for our algorithms as we need this property to hold for data-dependent

θt. To this end, similarly to [BS23], we use the generalization properties of differential

privacy to show in Lemma 9.4.6 that a similar concentration holds for∇L(θt;Zi). Given this

concentration, our mean estimation procedure (Algorithm 28) adds lower noise to estimate

of the gradients.

Our second technique is based on the observation that smoothness is necessary to obtain

the full potential of DP-SGD in user-level DP-SCO (similarly to existing work that used

SGD-based algorithms for user-level DP-SCO [LSA+21, BS23]). Convergence rates of SGD

cause the limitation for non-smooth functions, which depend on the second moment of the

gradients, whereas it depends on the variance for smooth functions (Proposition 9.4.10). As

averaging the gradients of m samples reduces the variance while keeping the second moment

the same, this yields better performance for smooth functions. To address this, we adopt

randomized smoothing to smooth the loss functions and apply SGD over the smoothed

functions. This is made possible due to our mean estimation procedure, which only requires

n ≥ log(mnd/δ)/ε, in contrast to prior work, which required n ≥
√
T/ε; this strict bound on

the number of rounds is not sufficient to obtain optimal rates with randomized smoothing.

Finally, as we are using multi-pass SGD, an additional argument is needed to guarantee a

low risk for population error. To this end, we analyze the stability of our algorithm for non-

smooth functions using [BFGT20], which implies that our algorithm has low generalization

error.

Let Θr = {θ + y : θ ∈ Θ, ∥y∥ ≤ r}. The following theorem summarizes our main result.

Theorem 9.4.1 (User-level DP-SCO). Let 0 < ε < 10 and 0 < δ < 1. Algorithm 29

is user-level (ε, δ)-DP. Setting R̂ = R, r = d1/4R̂√
T
, η = R̂

G · min{
√
mnε

T
√
d log2(mnd/δ)

, 1
T 3/4 ,

√
nm
T },

τ = G log(ndmeεT/δ)√
m

and T = O(m2n2 + mn
√
d), if Θ ⊂ Rd is a convex set of diameter R,

{ℓ(:, z)}z∈Z is a family of G-Lipschitz convex function over Θr, each item in D is drawn i.i.d.

from the underlying distribution P , and n ≳ log(mdn/δ)
ε , then the output θ̂ of Algorithm 29

satisfies

E
[
LP(θ̂)− min

θ⋆∈Θ
LP(θ⋆)

]
≤ O

GR ·
 1√

nm
+

√
d log2(ndm/δ)

n
√
mε

 .
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Algorithm 29: DP-SGD for user-level DP

1 Input: Dataset D = (Z1, . . . , Zn) ∈ (Zm)n, private parameters (ε, δ), initial point
θ0, convolution parameter r, number of rounds T , stepsize η, concentration
parameter τ , initial distance R̂;

2 for t = 1, · · · , T do

3 Define a query qt(Z) = 1
m

∑m
j=1∇ℓ̂(θt; zi,j) for Z ∈ Zm, See Equation (9.3) for

the definition ;

4 Run Algorithm 28 with query qt and parameters D, ε, δ
2Tmnd , τ ;

5 Let gt be the output of Algorithm 28 ;
6 if gt ̸= ⊥ then
7 Update θt+1 ← Π(θt − ηgt);
8 end
9 else

10 Output: Initial point θ0;
11 Halt

12 end

13 end

14 Return: θ̂ = 1
T

∑
t∈[T ] θt

Remark 9.4.2. If we have a random initial point θ0 such that E[∥θ0 − θ∗∥2] ≤ R′2 for

θ∗ = arg minLD(θ) and some R′ < R, then we can replace the parameter setting R̂ = R by

R̂ = R′ in the population loss bound and the dependence on R can be reduced to R′ in the

loss bound.

Remark 9.4.3. We define the functions on Θr rather than Θ to make use of the randomized

smoothing technique. As r is much smaller than R, this impact can be minimal. One

can eliminate this domain extension by applying other smoothing techniques, such as the

Moreau envelope smoothing method, but this method will increase the gradient computation

cost.

In some regimes, when d is large, we can set T in the theorem statement smaller. But

we omit those terms to avoid complexity, as getting smaller T is not the primary goal of

this work.

We begin by showing that the gradients are concentrated. For any user Zi who holds m
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items denoted by {zi,j}j∈[m] and any point θ ∈ Θ, we denote

∇ℓ̂(θ;Zi) :=
1

m

∑
j∈[m]

∇ℓ(θ + yj ; zi,j), (9.3)

the average stochastic gradients of all items owned by Zi, where yj ∼ nr is drawn indepen-

dently of θ and zi,j for the randomized smoothing.

Our goal is to eventually prove that {∇ℓ̂(θt;Zi)}Zi∈D are concentrated. To this end, we

start with proving concentration for {∇ℓ̂(θ;Zi)}Zi∈D for a fixed θ ∈ Θ.

Lemma 9.4.4. For any fixed θ and for each Zi, if each item in Zi is drawn i.i.d. from P,
with probability at least 1− γ/n, we have

∥∇ℓ̂(θ;Zi)−∇L̂P(θ)∥ ≤ G log(nd/γ)√
m

,

One issue with applying Lemma 9.4.4 to demonstrate the concentration property of the

stochastic gradients is that the dataset D and the points {θi}i∈[T ] are not independent.

To tackle this, similarly to [BS23], we make use of the generalization properties of private

mechanisms. We need the following lemma.

Lemma 9.4.5 (Lemma 3.7 in [FMT22]). Let A be an (ε, δ)-DP algorithm with respect the

input D. Then there exists an (2ε, 0)-DP algorithm A′, such that

dTV (A(D),A′(D)) ≤ δ.

Lemma 9.4.6 (Similar to Theorem 3.4 in [BS23]). Suppose D = {zi,j}i∈[n],j∈[m] are drawn

i.i.d. from the distribution P. In Algorithm 29, for all t ∈ [T ], {∇ℓ̂(θt;Zi)}Zi∈D is (τ, γ′)-

concentrated for

τ =
G log(nd/γ)√

m
, γ′ = T (e2εγ +

δ

2Tmnd
).

Having established the concentration property of {∇ℓ̂(θt;Zi)}Zi∈D, we can bound the

utility of our procedure for the empirical function L̂D. Now, we turn to prove the upper
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bounds for the generalization error, which needs the following well-known Lemma.

Lemma 9.4.7 ([BE02]). For an algorithm A, a dataset D = {zi,j}i∈[n],j∈[m] drawn i.i.d.

from the distribution P. If we replace one random data zi,j in D by a fresh new sample z′i,j

from P and get the dataset D′ and let A(D) be the (random) output of the algorithm, one

has

E
D,A

[
LP(A(D))− LD(A(D))

]
= E

D,z′i,j ,A

[
ℓ(A(D); z′i,j)− ℓ(A(D′); z′i,j)

]
.

As we are considering Lipschitz functions, if we can bound the total variation distance

between A(D) and A(D′) where D and D′ differs from one single item, named by algorithmic

stability, then we can bound the generalization error. Formally, we define the algorithmic

stability of A as follows:

Λ(A) := dTV (A(D),A(D′)),

where dTV (A(D),A(D′)) denotes the total variation distance between A(D) and A(D′).

Notably, the user-level differential privacy concerns replace m data of one user, while the

algorithmic stability only concerns replacing one single item of a user. We have the following

Lemma.

Lemma 9.4.8 (Lemma 3.1 in [BFGT20]). Let (xt)t∈[T ] and (yt)t∈[T ] be two trajectories of

running SGD for G-Lipschitz convex function f , that is xt = Π(xt−1 − η∇f(xt−1)) and

yt = Π(yt−1 − η∇f ′(yt−1)). Suppose ∥∇f(xt)−∇f ′(xt)∥ ≤ at ≤ 2G for all t ∈ [T ], then

∥xT − yT ∥ ≤ 2G

√ ∑
t∈[T−1]

η2t + 2
∑

t∈[T−1]

ηtat.

We use A to represent Algorithm 29. Then, we can bound the algorithmic stability of A
based on the unbiased property of our mean estimate procedure (Lemma 9.3.7) constructed

in the previous section.
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Lemma 9.4.9 (Algorithmic stability bound). Suppose {Zi} are drawn i.i.d. from the un-

derlying distribution P. Suppose τ ≥ G log(ndmeεT/δ)√
m

and n ≳ log(mdn/δ)
ε , with probability at

least 1− δ
mnd , the stability of Algorithm 29 is bounded as follows:

Λ(A) ≤ Gη
√
T +

GηT

nm
.

Finally, to prove our main result, we need the following convergence rates for SGD.

Proposition 9.4.10 (SGD, [Bub15]). Consider a convex function f over a convex do-

main X. Suppose the random initial point x0 satisfies E[∥x0 − x∗∥] ≤ R2 where x∗ =

arg minx∈X f(x). Assume the unbiased stochastic oracle is such that E[∥g̃(x)∥2] ≤ σ2. Run-

ning gradient descent with step size η satisfies

E

[
1

T

T∑
t=1

f(xt+1)−min
x∗

f(x∗)

]
≤ R2

ηT
+ ησ2.

Moreover, if the function f is β-smooth and the unbiased stochastic oracle is such that

E[∥g̃(x)−∇f(x)∥2] ≤ σ2, then running SGD for T steps with step size η satisfies that

E

[
1

T

T∑
t=1

f(xt+1)−min
x∗

f(x∗)

]
≤ (β +

1

η
)
R2

T
+
ησ2

2
.

Combining these lemmas, we are now ready to prove Theorem 9.4.1.

Proof of Theorem 9.4.1. The privacy guarantee of Algorithm 29 follows from the privacy

guarantee of our mean estimation procedure (Algorithm 28), as Algorithm 29 is post pro-

cessing of the outputs of Algorithm 28.

Now, we prove utility. Let θ̂ = 1
T

∑
t∈[T ] θt denote the output of the algorithm. We upper

bound the error by splitting it to two terms: one for generalization error and empirical error,

E
[
LP(θ̂)− min

θ∗∈Θ
LP(θ∗)

]
= E

[
LP(θ̂)− LD(θ̂)

]
+ E

[
LD(θ̂)−min

θ∈Θ
LD(θ)

]
+ E

[
min
θ∈Θ

LD(θ)− min
θ∗∈Θ

LP(θ∗)

]
≤ E

[
LP(θ̂)− LD(θ̂)

]
+ E

[
LD(θ̂)−min

θ∈Θ
LD(θ)

]
. (9.4)
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where the second inequality holds since E[minθ∈Θ LD(θ)] ≤ minθ∗∈Θ LP(θ∗).

For the empirical quantity (the second quantity in Equation (9.4)), first note that the

error caused by randomized smoothing is Gr (Lemma 9.2.5), hence

E
[
LD(θ̂)−min

θ∈Θ
LD(θ)

]
≤ E

[
L̂D(θ̂)−min

θ∈Θ
L̂D(θ)

]
+ 2Gr.

As our algorithm basically applies noisy SGD over L̂D, we now use Proposition 9.4.10 to

bound the empirical error. By Lemma 9.3.7 and Theorem 9.3.2, we have

gt ∼δ/Tnmd ∇L̂D(θt−1) + ζ,

where ζ ∼ N (0, G
2T log2(Tmnd/δ)

mn2ε2
). Hence we know the variance of the stochastic (sub)gradients

we get is bounded by O(G
2Td log2(Tmnd/δ)

mn2ε2
). Moreover, we know that ℓ̂ is G

√
d

r -smooth by

Lemma 9.2.5. Thus, Proposition 9.4.10 now implies that

E[L̂D(θ̂)−min
θ
L̂D(θ)] ≲

(
G
√
d

r
+

1

η

)
R2

T
+
ηG2Td log2(Tmnd/δ)

mn2ε2
+
GRδ

mnd
,

where the term GRδ
mnd comes from the failure probability.

Now we proceed to upper bound the generalization error (first quantity in Equation (9.4)).

Combining Lemma 9.4.7 and Lemma 9.4.9, and the assumption that the functions are G-

Lipschitz, we get

E[LP(θ̂)− LD(θ̂)] ≤ G2η
√
T +

G2ηT

nm
+
GRδ

mnd
.

Overall, combining these together and putting them back into Equation (9.4), we get

E
[
LP(θ̂)− min

θ∗∈Θ
LP(θ∗)

]
≲
G
√
dR2

rT
+
R2

ηT
+
ηG2Td log2(Tmnd/δ)

mn2ε2
+Gr +G2η

√
T +

G2ηT

nm
+
GRδ

mnd
.

Optimizing the above parameters by setting r = d1/4R√
T

, η = R
G ·min{

√
mnε

T
√
d log2(Tmnd/δ)

, 1
T 3/4 ,

√
nm/T},
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we get

E
[
LP(θ̂)− min

θ∗∈Θ
LP(θ∗)

]
≲ GR ·

d1/4√
T

+
1

T 1/4
+

√
d log2(Tmnd/δ)
√
mnε

+
1√
nm

 .

By setting T = O(m2n2 +mn
√
d), we have

E
[
LP(θ̂)− min

θ∗∈Θ
LP(θ∗)

]
≲ GR ·

 1√
nm

+

√
d log2(ndm/δ)

nε
√
m

 ,

which completes the proof.

9.4.1 Implication for Strongly convex functions

Building on our optimal algorithm for the convex setting, in the section, we proceed to obtain

optimal rates for the strongly convex case using the localization framework [FKT20]. The

idea is to iteratively run Algorithm 29 for log log(mn) rounds, where at each round, we run

it with improved parameters. We present the details in Algorithm 30, and defer the full

proof to the supplement with detailed parameter settings therein.

Algorithm 30: User-level DP-SCO for strongly convex functions

1 Input: Dataset D = (Z1, . . . , Zn) ∈ (Zm)n, privacy parameters (ε, δ), initial point
θ0;

2 Set k = ⌈log logmn⌉;
3 Divide D into k disjoint datasets {Di}i∈[k], where Di is of size ni := n/2k+1−i;

4 for i = 1, · · · , k do

5 Run Algorithm 29 with Di, ε, δ, θi−1, ri, Ti, ηi, τi, R̂i as inputs, and get its output
θi;

6 end

7 Output: θ̂ = θk;

Theorem 9.4.11 (Strongly convex case). For 0 < ε < 10, 0 < δ < 1, Algorithm 30 is user-

level (ε, δ)-DP. Under the same assumptions as in Theorem 9.4.1, additionally assuming that

n > log(mdn) log(mdn/δ)
ε and the functions are µ-strongly convex, then with proper parameter
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settings, Algorithm 30 outputs θ̂ such that

E
[
LP(θ̂)− min

θ⋆∈Θ
LP(θ⋆)

]
≤ O

(
G2

µ
·
(

1

nm
+
d log2(ndm/δ)

n2mε2

))
.

9.5 Conclusion

In this work, we have studied user-level DP-SCO and proposed new efficient algorithms that

obtain near-optimal rates even in the non-smooth setting. There remain open questions in

this domain. First, our rates are optimal up to logarithmic factors and we leave it for future

work to improve these factors. Moreover, our algorithms require the number of rounds

T ≥ n2m2 ·min(1, n2/d), and it remains open whether there is a more efficient algorithm.

In particular, are there linear time algorithms for user-level DP-SCO in the smooth setting,

similar to the item-level setting where such results are known [FKT20]?

9.6 Missing Proofs in Section 9.3

9.6.1 Proof of Lemma 9.3.3

Lemma 9.3.3. For any neighboring dataset D,D′ that differs in one user, let pi = (pi,1, · · · , pi,n)

be the probability for users to be selected into Si for D, and let p′i be the corresponding prob-

ability for D′. Then

∥pi − p′i∥1 ≤ 2.

Proof. Without loss of generality, let D = (Z1, Z2, . . . , Zn) and D′ = (Z ′
1, Z2, . . . , Zn) differ

in the first user. Note that fi,j has sensitivity 1 for j ̸= 1, hence |pi,j − p′j,j | ≤ 1/n for all

j ̸= 1. Moreover, |pi,1 − p′i,1| ≤ 1. Therefore, ∥pi − p′i∥1 ≤ 2.

9.6.2 Proof of Lemma 9.3.4

Lemma 9.3.4. Let p, p′ ∈ [0, 1]n such that ∥p− p′∥1 ≤ 2, and let V and V ′ be drawn from

Ber(p) and Ber(p′) respectively. For any ζ ∈ (0, 1), there exists a coupling Γ over V and V ′
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such that for (x, y) drawn from Γ, with probability at least 1− ζ,

∥x− y∥1 ≤ O(log(1/ζ)).

Proof. We construct the coupling by considering each coordinate separately. Let pi and p′i

be the i-th coordinate of p and p′ respectively. Consider i-th coordinate, without losing

generality, let pi ≥ p′i. Then, we set

(xi, yi) =


(1, 1), w.p. p′i

(1, 0), w.p. pi − p′i

(0, 0), w.p. 1− pi

And coordinates are independent of each other. We draw (x, y) from the coupling Γ, and

set Xi = 1 if xi = yi and, Xi = 0 otherwise. Hence we know {Xi} are independent Bernoulli

random variables such that E[Xi] = |pi − p′i|. By Lemma 9.2.8, we know

Pr[∥x− y∥1 ≥ O(log(1/ζ))] = Pr[
∑
i

Xi ≥ O(log(1/ζ))] ≤ ζ.

This completes the proof.

9.6.3 Proof of Lemma 9.3.5

Recall that E corresponds to the absolute values of the Laplacian noise used in AboveThreshold

are bounded. Define E′ to be the event w.r.t. input D′.

Lemma 9.3.5. For any i-th iteration and any neighboring datasets D,D′, conditional on

E and E′ and conditional on ai = a′i, there exists a coupling Γi over gi and g
′
i, such that

for (x, y) drawn from Γi, with probability at least 1− ζ,

∥x− y∥2 ≲
τ log(1/ζ)

n
.

Proof. If ai = a′i = ⊥, then both gi and g′i will be 0.
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Consider the non-trivial case when ai = a′i = ⊤. As sconci (D, τ) > 2n
3 , we know there

exists Z∗ ∈ D such that
∑

Z∈D I(∥qi(Z∗) − qi(Z)∥ ≤ τ) ≥ 2n
3 . Let Hi = {Z ∈ D :

∥qi(Z) − qi(Z∗)∥ ≤ τ} be the set of users whose queried values are close to Z∗. We know

Hi ⊂ Si. Moreover, we can argue for any Z ∈ Si, ∥qi(Z) − qi(Z
∗)∥ ≤ 4τ . The same

argument holds for D′, that is there exists Z ′∗ ∈ D′, such that H ′
i ⊂ S′

i and for any

Z ∈ S′
i, ∥qi(Z)− qi(Z ′∗)∥ ≤ 4τ .

We know ∥qi(Z∗)−qi(Z ′∗)∥ ≤ 2τ , as there exists Z in D∩D′ such that ∥qi(Z∗)−qi(Z)∥ ≤
τ and ∥qi(Z ′∗)− qi(Z)∥ ≤ τ . Hence for any point Z1, Z2 ∈ Si ∪S′

i, ∥qi(Z1)− qi(Z2)∥ ≤ 10τ .

Note that gi = 1
|Si|
∑

Z∈Si
qi(Z) and g′i = 1

|S′
i|
∑

Z∈S′
i
qi(Z). By Lemma 9.3.3 and

Lemma 9.3.4, we know there exists a Coupling Γi over Si and S′
i such that if we draw

(S, S′) from Γi, with probability at least 1− ζ, we have

∥S − S′∥0 ≲ log(1/ζ).

Assume |S′| ≥ |S| without loss of generality and let Z0 ∈ S. Note that we have

∥gi − g′i∥2

=

∥∥∥∥∥ 1

|S|
∑
Z∈S

qi(Z)− 1

|S′|
∑
Z∈S′

qi(Z)

∥∥∥∥∥
2

=
1

|S′|

∥∥∥∥∥ |S′|
|S|

∑
Z∈S

qi(Z)−
∑
Z∈S′

qi(Z)

∥∥∥∥∥
2

=
1

|S′|

∥∥∥∥∥ |S′| − |S|
|S|

∑
Z∈S

qi(Z) +
∑
Z∈S

qi(Z)−
∑
Z∈S′

qi(Z)

∥∥∥∥∥
2

=
1

|S′|

∥∥∥∥∥∥ |S
′| − |S|
|S|

∑
Z∈S

qi(Z) +
∑

Z∈S\S′

qi(Z)−
∑

Z∈S′\S

qi(Z)

∥∥∥∥∥∥
2

≤ 1

|S′|

∥∥∥∥∥∥ |S
′| − |S|
|S|

∑
Z∈S

qi(Z) +
∑

Z∈S\S′

qi(Z)− |S′ \ S| · qi(Z0)

∥∥∥∥∥∥
2

+
1

|S′|

∥∥∥∥∥∥|S′ \ S| · qi(Z0)−
∑

Z∈S′\S

qi(Z)

∥∥∥∥∥∥
2

(i)
=

1

|S′|

∥∥∥∥∥∥ |S
′| − |S|
|S|

∑
Z∈S

(qi(Z)− qi(Z0)) +
∑

Z∈S\S′

(qi(Z)− qi(Z0))

∥∥∥∥∥∥
2

+
1

|S′|

∥∥∥∥∥∥
∑

Z∈S′\S

(qi(Z0)− qi(Z))

∥∥∥∥∥∥
2
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(ii)

≤ 10τ

|S′| ·
(
(|S′| − |S|) + |S \ S′|+ |S′ \ S|

)
(iii)

≲
τ log(1/ζ)

n
.

where (i) follows since |S′|−|S|+|S\S′| = |S′\S|, and (ii) follows since maxZ1,Z2∈S∪S′ ∥qi(Z1)−
qi(Z2)∥2 ≤ 10τ , and (iii) follows since ∥S−S′∥0 ≲ log(1/ζ) and hence |S′| − |S|+ |S′ \S|+
|S \ S′| ≲ log(1/ζ).

This completes the proof.

9.6.4 Proof of Proposition 9.3.6

Proposition 9.3.6. For any dataset D, if n ≥ 40 log(4T/δ)
ε , then for any neighboring dataset

D′, the outputs of Algorithm 28 with D and D′ as inputs are (ε, δ)-indistinguishable.

Proof. Let {ai}i∈T = {⊤,⊥}T be the outputs of Algorithm 27 with input D, where if

ai = ⊥ we set aj = ⊥ for all j ≥ i. Define the {a′i} correspondingly with input D′. Then

by Theorem 9.2.4, we know {ai} and {a′i} are (ε/2, 0)-indistinguishable.

Now conditional on that E and E′ hold. If ai = a′i = ⊥, then the algorithm halts and

outputs the initial point, hence no privacy leakage.

Our proof proceeds by assuming the Gaussian noise vi we add is drawn fromN (0, 4τ
2T log(1/ζ′) log(1/δ′)

n2ε2
).

Then the statement follows from setting ζ ′ and δ′.

Under the assumption on n ≥ 40 log(2T/ζ′)
ε , for any b ∈ {⊤,⊥}T , by Lemma 9.3.5, the

Union Bound, we know there exists a coupling over {gi}i∈T and {g′i}i∈T , such that for

({xi}, {yi}) drawn from Γ, with probability at least 1− Tζ ′,

for all i ∈ [T ], ∥xi − yi∥ ≲
τ log(1/ζ ′)

n
.

By the guarantee of the Gaussian Mechanism and the composition [BS16], we know

Pr[{gi + νi} ∈ O | E, {ai} = b] ≤ eε/2 Pr[{g′i + ν ′i} ∈ O | E′, {a′i} = b] + δ′ + Tζ ′,
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where we note that the Gaussian noise of {νi} and {ν ′i} are independent of the Laplacian

noise we add in Algorithm 27.

To conclude, letting {gi + νi} be the sequence of output, we have for any event O,

Pr[{gi + νi} ∈ O] = Pr[{gi + νi} ∈ O | E] Pr[E] + Pr[{gi + νi} ∈ O | ¬E] Pr[¬E]

≤ Pr[{gi + νi} ∈ O | E] Pr[E] + ζ ′

=
∑

b∈{⊤,⊥}T
Pr[{gi + νi} ∈ O | E, {ai} = b] Pr[E, {ai} = b] + ζ ′

≤
∑

b∈{⊤,⊥}T
eε/2(Pr[{g′i + ν ′i} ∈ O | E′, {a′i} = b] + δ′) Pr[E, {ai} = b] + (T + 1)ζ ′

≤
∑

b∈{⊤,⊥}T
eε/2 Pr[{g′i + ν ′i} ∈ O | E′, {a′i} = b] Pr[E, {ai} = b] + (T + 1)ζ ′ + eε/2δ′.

Note that the randomness of {ai} and whether E holds comes from the Laplacian vari-

ables we draw. By the privacy guarantee of AboveThreshold, for any b ∈ {⊤,⊥}T , we

have

Pr[{ai} = b] ≤ eε/2 Pr[{a′i} = b].

It is not hard to observe that

Pr[{ai} = b, E] ≤ eε/2 Pr[{a′i} = b, E′] + eε/2ζ ′.

Hence

Pr[{gi + νi} ∈ O]

≤
∑

b∈{⊤,⊥}T
eε/2 Pr[{g′i + ν ′i} ∈ O | E′, {a′i} = b] Pr[E, {ai} = b] + (T + 1)ζ ′ + eε/2δ′

≤
∑

b∈{⊤,⊥}T
eε Pr[{g′i + ν ′i} ∈ O | E′, {a′i} = b] Pr[E′, {a′i} = b] + (T + 1 + eε)ζ ′ + eε/2δ′

Setting ζ ′ = δ
2(eε+1+T ) and δ′ = δ

2eε/2
, we get the Noise scale as stated in the pseudo-code

of Algorithm 28 and complete the proof.
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9.7 Missing Proof in Section 4

9.7.1 Proof of Lemma 9.4.4

Lemma 9.4.4. For any fixed θ and for each Zi, if each item in Zi is drawn i.i.d. from P,
with probability at least 1− γ/n, we have

∥∇ℓ̂(θ;Zi)−∇L̂P(θ)∥ ≤ G log(nd/γ)√
m

,

Proof. The lemma follows from the concentration of Norm Subgaussian random variables

(Lemma 9.2.7). Specifically, we know for each zi,j ∈ Zi, E∇ℓ̂(θ + yj ; zi,j) − ∇L̂P(θ) = 0,

and ∥∇ℓ̂(θ+ yj ; zi,j)−∇L̂P(θ)∥ ≤ 2G, which implies ∇ℓ̂(θ+ yj ; zi,j)−∇L̂P(θ) is zero-mean

and nSG(2G). The statement follows.

9.7.2 Proof of Lemma 9.4.6

Lemma 9.4.6 (Similar to Theorem 3.4 in [BS23]). Suppose D = {zi,j}i∈[n],j∈[m] are drawn

i.i.d. from the distribution P. In Algorithm 29, for all t ∈ [T ], {∇ℓ̂(θt;Zi)}Zi∈D is (τ, γ′)-

concentrated for

τ =
G log(nd/γ)√

m
, γ′ = T (e2εγ +

δ

2Tmnd
).

Proof. It suffices to prove that for each t ∈ [T ], {∇ℓ̂(θt;Zi)}Zi∈D is (τ, e2εγ + δ
2Tmnd)-

concentrated. Note that by Theorem 9.3.2 and the parameter settings in the precondition,

Algorithm 29 is user-level (ε, δ
2Tnmd)-DP. Then there exists an (2ε, 0)-DP A′ such that

dTV (A(D),A′(D)) ≤ δ/2Tmnd by Lemma 9.4.5. Let {θ′t}t∈[T ] be the output of A′(D). It

suffices to show for any t ∈ [T ], {∇ℓ̂(θ′t;Zi)}Zi∈D is (τ, e2εγ)-concentrated.

Let fZi(Z) be the density of Zi = Z and and fZi(Z | θ′t = θ) be the density conditional

on θ′t = θ. Similarly, we let fθ′t(θ) and fθ′t(θ | Zi = Z) be the (conditional) density of θ′t.

For any θ, Z, we have

fZi(Z | θ′t = θ)

fZi(Z)
=
fθ′t(θ | Zi = Z)

fθ′t(θ)
≤ e2ε,
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where the last inequality comes from the privacy guarantee of A′.

One has

Pr
Zi,θ′t

[
∥∇ℓ̂(θ′t;Zi)−∇L̂P(θ′t)∥ ≥ τ

]
=

∫ ∫
fθ′t(θ)fZi(Z | θ′t = θ)I(∥∇ℓ̂(θ;Z)−∇L̂P(θ)∥ ≥ τ)dZdθ

≤e2ε
∫ ∫

fθ′t(θ)fZi(Z)I(∥∇ℓ̂(θ;Z)−∇L̂P(θ)∥ ≥ τ)dZdθ.

Note that for any θ, we have

∫
fZi(Z)I(∥∇ℓ̂(θ;Z)−∇L̂P(θ)∥ ≥ τ)dZ ≤ γ/n.

Then by union bound, we know {∇ℓ̂(θ′t;Zi)}Zi∈D is (τ, e2εγ)-concentrated which com-

pletes the proof as dTV (A(D),A′(D)) ≤ δ/2Tmnd.

9.7.3 Proof of Lemma 9.4.9

Lemma 9.4.9 (Algorithmic stability bound). Suppose {Zi} are drawn i.i.d. from the un-

derlying distribution P. Suppose τ ≥ G log(ndmeεT/δ)√
m

and n ≳ log(mdn/δ)
ε , with probability at

least 1− δ
mnd , the stability of Algorithm 29 is bounded as follows:

Λ(A) ≤ Gη
√
T +

GηT

nm
.

Proof. We use Lemma 9.4.8 to upper bound the stability of our algorithm. As we are using

fixed step sizes ηt = η, Lemma 9.4.8 implies that

Λ(A) ≤ 2G

√ ∑
t∈[T−1]

η2t + 2
∑

t∈[T−1]

ηtat

≤ 2Gη
√
T + 2η

∑
t∈[T−1]

at

Thus it suffices to upper bound at for all t ∈ [T ].



347

By Lemma 9.4.6, we know for all t ∈ [T ], {∇ℓ̂(θt;Zi)}Zi∈D is (τ, γ′)-concentrated for

τ =
G log(nd/γ)√

m
, γ′ = T (e2εγ +

δ

2Tmnd
).

Then by Theorem 9.3.2 and Lemma 9.3.7, we know

gt ∼2γ′
1

nm

∑
Zi∈D

∑
zi,j∈Zi

∇ℓ̂(θt + yj ; zi,j) + ν,

where ν is Gaussian noise independent of the data. Thus we have at ≤ G
nm . Setting γ = δ

2Te2ε

completes the proof.

9.7.4 Proof of Theorem 9.4.11

Theorem 9.4.11 (Strongly convex case). For 0 < ε < 10, 0 < δ < 1, Algorithm 30 is user-

level (ε, δ)-DP. Under the same assumptions as in Theorem 9.4.1, additionally assuming that

n > log(mdn) log(mdn/δ)
ε and the functions are µ-strongly convex, then with proper parameter

settings, Algorithm 30 outputs θ̂ such that

E
[
LP(θ̂)− min

θ⋆∈Θ
LP(θ⋆)

]
≤ O

(
G2

µ
·
(

1

nm
+
d log2(ndm/δ)

n2mε2

))
.

Proof. Let L∗
P = minθ∗∈Θ LP(θ∗), ∆i := E[LP(θi) − L∗

P ] and R2
i := E[∥θi − θ∗∥2]. Due to

the strong convexity, we know 1
2µR

2
i ≤ ∆i.

Let C > 2 be the constant hidden in the population loss bound in Theorem 9.4.1.

For i ≥ 0, define Ei := 4C2G2

µ ( 1
nim

+ d log2(nidm/δ)
n2
i ε

2m
) and we know Ei/Ei+1 ≤ 4. Define

Di = 16Ei
2i
√

2G2

µ · 1
16E0

. By the definition, we know

Di+1

16Ei+1
= 2i

√
2G2

µ
· 1

16E0
≤
√

Di

16Ei
,

√
DiEi+1 = 4

√
EiEi+1

2i

√
2G2

µ
· 1

4E1
≤ 16Ei+1

2i+1

√
2G2

µ
· 1

4E1
= Di+1.

Hence by setting k ≥ log log(D1/(16E1)), then Dk
16Ek

≤ 2. Note that E0 ≥ 4C2G2

µnm ,
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and D0 = 2G2

µ . We get D0
16E0

≤ mn and setting k = log log(mn) is large enough to get

Dk ≤ 32Ek. Note that ∆0 ≤ 2G2

µ and R0 ≤ 2G
µ by the strong convexity and assumption on

being Lipschitz.

For j ≥ 1, set R̂j =
√

2Dj−1/µ, rj =
d1/4R̂j√

Tj
, ηj =

R̂j

G ·min{
√
mnjε

Tj
√
d log2(mnjd/δ)

, 1

T
3/4
j

,
√
njm

Tj
},

τ =
G log(njdme

εTj/δ)√
m

and Tj = O(m2n2j +mnj
√
d). As nj ≥ n/ log(nm) ≥ log(mdn/δ)

ε by the

precondition, R0 ≤ R̂1 = 2G
µ , by Theorem 9.4.1 and our parameter setting, recursively we

know

∆j ≤CGR̂j · (
1

√
njm

+

√
d log2(njdm/δ)

njε
√
m

)

≤CG
√

2Dj−1/µ · (
1

√
njm

+

√
d log2(njdm/δ)

njε
√
m

)

≤CG
√

2Dj−1/µ ·
√

µEj
2C2G2

≤
√
Dj−1Ej ≤ Dj ,

where we used
√
a +
√
b ≤

√
2(a+ b) for a, b > 0. We know Ri ≤

√
2∆i
µ ≤

√
2Di
µ = R̂i+1

recursively as well.

After k-iteration, we have

E[LP(θk)− L∗
P ] = ∆k ≤ Dk ≤ 32Ek = O(

G2

µ
(

1

nm
+
d log2(ndm/δ)

n2ε2m
)).

The statement follows.
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Chapter 10

FASTER ALGORITHMS FOR USER-LEVEL PRIVATE STOCHASTIC
CONVEX OPTIMIZATION

10.1 Introduction

The increasing ubiquity of machine learning (ML) systems in industry and society has

sparked serious concerns about the privacy of the personal data used to train these sys-

tems. Much work has shown that ML models may violate individuals’ privacy by leaking

their sensitive training data [SSSS17, LLL+24a, LLL+24b]. For instance, large language

models (LLMs) are vulnerable to black-box attacks that extract individual training exam-

ples [CTW+21]. Differential privacy (DP) [DMNS06] prevents ML models from leaking

their training data.

The classical definition of differential privacy—item-level differential privacy [DR14]—

is ill-suited for many modern applications. Item-level DP ensures that the inclusion or

exclusion of any one training example has a negligible impact on the model’s outputs. If

each person (a.k.a. user) contributes only one piece of training data, then item-level DP

provides a strong guarantee that each user’s data cannot be leaked. However, in many

modern ML applications, such as training LLMs on users’ data in federated learning, each

user contributes a large number of training examples [XZ24]. In such scenarios, the privacy

protection that item-level DP provides for each user is insufficiently weak.

User-level differential privacy is a stronger privacy notion that addresses the above short-

coming of item-level DP. Informally, user-level DP ensures that the inclusion or exclusion

of any one user’s entire training data (m samples) has a negligible impact on the model’s

outputs. Thus, user-level DP provides a strong guarantee that no user’s data can be leaked,

even when users contribute many training examples.

A fundamental problem in (private) machine learning is stochastic convex optimization
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(SCO): given a data set D = (Z1, . . . , Zn) from n i.i.d. users, each possessing m i.i.d.

samples from an unknown distribution Zi ∼ Pm our goal is to approximately minimize the

expected population loss

F (x) := Ez∼P [f(x, z)].

Here, f : X × Z → R is a loss function (e.g., cross-entropy loss), X ⊂ Rd is the parameter

domain, and Z is the data universe. We require that the output of the optimization algo-

rithm A : Zmn → X satisfies user-level DP (Definition 10.1.3). We measure the accuracy

of A by its excess (population) risk

EF (A(D))− F ∗ := EA,D∼PnmF (A(D))−min
x∈X

F (x).

Given the practical importance of user-level DP SCO, it is unsurprising that many prior

works have studied this problem. The work of [LSA+21] initiated this line of work, and

provided an excess risk lower bound of Ω(1/
√
nm +

√
d/(εn

√
m)), where ε is the privacy

parameter. However, their upper bound was suboptimal and required strong assumptions.

The work of [BS23] gave an algorithm that achieves optimal risk for β-smooth losses with

β < (n/
√
md ∧ n3/2/(d√m)), provided that n ≥

√
d/ε and m ≤ max(

√
d, nε2/

√
d). These

assumptions are restrictive in large-scale applications with a large number of examples per

user m or when the number of model parameters d is large. For example, in deep learning,

we often have d ≫ n and an enormous smoothness parameter β ≫ 1. Moreover, their

algorithm requires mn3/2 gradient evaluations, making it slow when the number of users n

is large.1 The work of [GKK+23a] gave another user-level DP algorithm that only requires

n ≥ log(d)/ε, but unfortunately their algorithm does not run in polynomial-time.

To address the deficiencies of previous works on user-level DP SCO, the recent work [AL24]

provided an algorithm that achieves optimal excess risk in polynomial-time, while also only

requiring n ≥ log(md)/ε users. Moreover, their algorithm also works for non-smooth losses.

The drawback of [AL24] is that it is even slower than the algorithm of [BS23]: for β-smooth

1In the introduction, whenever ε does not appear, we are assuming ε = 1 to ease readability. For runtime
bounds, we also assume n = d to further simplify.



351

losses, their algorithm requires β · (nm)3/2 gradient evaluations; for non-smooth losses, their

algorithm requires (nm)3 evaluations.

Evidently, the runtime requirements and parameter restrictions of existing algorithms for

user-level DP SCO are prohibitive in many important ML applications. Thus, an important

question is:

Question 1. Can we develop faster user-

level DP algorithms that achieve optimal ex-

cess risk without restrictive assumptions?

Contribution 1. We give a positive answer to Question 1, providing a novel algorithm

that achieves optimal excess risk using max{β1/4(nm)9/8, β1/2n1/4m5/4} gradient computa-

tions for β-smooth loss functions, with any β < ∞ (theorem 10.3.2). For non-smooth loss

functions, our algorithm achieves optimal excess risk using n11/8m5/4 gradient evaluations

for non-smooth loss functions (theorem 10.4.1). Our runtime bounds dominate those of all

prior works in every applicable parameter regime, by polynomial factors in n,m, and d.

Moreover, our results only require n1−o(1) ≥ log(d)/ε users. See Table 10.1 for a comparison

of our results vs. prior works. For example, for non-smooth loss functions, our optimal

algorithm is faster than the previous state-of-the-art [AL24] by a multiplicative factor of

n13/8m7/4. For smooth loss functions, our optimal algorithm is faster than [AL24] by a

factor of (nm)3/8β3/4 (in the typical parameter regime when n7 ≥ m).

Loss Function Reference Gradient complexity Assumptions

β-Smooth
[BS23] mn3/2 β ≤

√
n/m&m ≤

√
d ≤ n

[AL24] β · (mn)3/2 None

Our Algorithm 33 β1/4 · (mn)9/8 + β1/4n1/4m5/4 None

Non-Smooth
[AL24] (mn)3 None

Our Algorithm 33 (smoothed) n11/8m5/4 None

Table 10.1: Optimal algorithms for user-level DP SCO. We omit logarithms, fix L = R =
1 = ε and n = d.

Linear-Time Algorithms The “holy grail” of DP SCO is a linear-time algorithm with

optimal excess risk, which is unimprovable both in terms of runtime and accuracy. In the
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item-level DP setting, such algorithms are known to exist for smooth loss functions [FKT20,

ZTOH22]. [AL24] posed an interesting open question: is there a user-level DP algorithm

that achieves optimal excess risk in linear time for smooth functions? For our second

contribution, we make progress towards answering this question.

Existing techniques for user-level DP SCO are not well-suited for linear-time algorithms.

Indeed, the only prior non-trivial linear-time algorithm is the user-level LDP algorithm

of [BS23, Algorithm 5].2 Their algorithm can achieve excess risk ≈ 1/
√
nmε+

√
d/(
√
nmε).

Unfortunately, however, their algorithm requires a very stringent assumption on the smooth-

ness parameter β <
√
n3/(md3), which is unlikely to hold for large-scale ML problems.

Further, the result of [BS23] requires the number of users queried in each round to grow

polynomially with the dimension d, and it assumes m < d < n. These assumptions severely

limit the applicability of [BS23, Algorithm 5] in practical ML scenarios. This leads us to:

Question 2. Can we develop a linear-time

user-level DP algorithm with state-of-the-art

excess risk, without restrictive assumptions?

Contribution 2. We answer Question 2 affirmatively in theorem 10.2.1: under a very

mild requirement on the smoothness parameter β <
√
nmd, our novel linear-time algorithm

achieves excess risk of ≈ 1/
√
nmε+

√
d/(
√
nmε). Moreover, our algorithm does not require

the number of users to grow polynomially in the dimension d, and our result holds for any

values of m, d, and n. Thus, our algorithm has excess risk matching that of [BS23], but is

much more widely applicable.

10.1.1 Techniques

We develop novel techniques and algorithms to achieve new state-of-the-art results in user-

level DP SCO. Before discussing our techniques, let us review the key ideas from prior works

that we build on.

2It is trivial to achieve excess risk ≈ 1/
√
nm +

√
d/(εn) with (ε, δ)-user-level, e.g. by applying group

privacy to an optimal item-level DP algorithm such as [FKT20]. The error due to privacy in this bound
does not decrease with m.
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The goal of prior works [BS23, AL24] was to develop user-level analogs of DP-SGD [BFTGT19],

which is optimal in the item-level setting. To do so, they observed that each user i’s gradient

1
m

∑m
j=1∇f(x, Zi,j) lies in a ball of radius ≈ 1/

√
m around the population gradient ∇F (x)

with high probability, if the data is i.i.d (Zi ∼ Pm). Consequently, if the data is i.i.d., then

replacing one user Zi ∈ D by another user Z ′
i ∈ D′ will not change the empirical gradient

∇FD(x) by too much: ∥∇FD(x)−∇FD′(x)∥ ≲ 1/(n
√
m) with high probability. Thus, one

would hope for a method to privatize ∇FD(x) by adding noise that scales with 1/(n
√
m)—

rather than 1/n—which would allow for optimal excess risk. [AL24] devised such a method,

which was inspired by FriendlyCore [TCK+22]. Their method privately detects and removes

“outlier” user gradients, and then adds noise to the average of the “inlier” user gradients.

This outlier-removal procedure ensures privacy with noise scaling with 1/(n
√
m), provided

n ≳ 1/ε. Moreover, when the data is i.i.d., no outliers will be removed with high probability,

leading to a nearly unbiased estimator of the empirical gradient.

Our algorithms apply variations of the outlier-removal idea of [AL24] in novel ways.

Our linear-time Algorithm 31 takes a different approach to outlier removal, compared

to prior works. Instead of removing outlier gradients, we aim to detect and remove outlier

SGD iterates.3 The high-level idea of our algorithm is to partition the n users into C ≈ 1/ε

groups, with each group containing ≈ nε users. For each group of users, we run T ≈ mnε

steps of online SGD using the samples in this group and obtain the average iterate of each

group: {x̃j}Cj=1. We then privately identify and remove the outlier iterates from {x̃j}Cj=1. In

order to successfully do so, we need to argue that if we run online SGD independently on user

Z and user Z ′ to obtain x̃ and x̃′ respectively, then ∥x̃− x̃′∥ ≲ η
√
T with high probability,

where η is the SGD step size. We prove such a stability bound in Lemma 10.2.3, which

we hope will be of independent interest. By repeating the above process log(n) times and

using iterative localization [FKT20], we obtain our state-of-the-art linear-time result.

Our second algorithm, Algorithm 33, builds on [AL24] in a different way. In Al-

gorithm 33, we apply an outlier-removal procedure to users’ gradients. However, un-

3The reason that this innovation is necessary is discussed in the last paragraph of Section 10.2.
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like [AL24], we draw random minibatches of users in each iteration and apply outlier-

removal to these minibatches. To make this procedure private while also achieving opti-

mal excess risk, we combine AboveThreshold [DR14] with privacy amplification by subsam-

pling [BBG18]. We then develop an accelerated [GL12] user-level DP algorithm that solves

a carefully chosen sequence of regularized ERM problems, and applies localization in the

spirit of [KLL21, AFKT21]. An obstacle that arises when we try to extend the ERM-based

localization framework to the user-level DP setting is getting a tight bound on the variance

of our minibatch stochastic gradient estimator that scales with 1/m. We overcome this

obstacle in Lemma 10.3.5, by appealing to the stability of user-level DP [BS23]. To handle

non-smooth loss functions, we apply randomized smoothing to our accelerated algorithm.

10.1.2 Preliminaries

We consider loss functions f : X ×Z → R, where X is a convex parameter domain and Z is

a data universe. Let P be an unknown data distribution and F (x) := Ez∼P [f(x, z)] be the

population loss function. Denote F ∗ := minx∈X F (x). The SCO problem is minx∈X F (x).

Let ∥ · ∥ denote the ℓ2 norm. ΠX (u) := argminx∈X ∥u− x∥2 denotes projection onto X .

Assumptions and Notation. Function g : X → R is L-Lipschitz if |g(x) − g(x′)| ≤
L∥x− x′∥2 for all x, x′ ∈ X . Function g : X → R is β-smooth if g is differentiable and has

β-Lipschitz gradient: ∥∇g(x) − ∇g(x′)∥2 ≤ β∥x − x′∥2. Function g : X → R is µ-strongly

convex if g(αx+ (1− α)x′) ≤ αg(x) + (1− α)g(x′)− α(1−α)µ
2 ∥x− x′∥2 for all α ∈ [0, 1] and

all x, x′ ∈ X . If µ = 0, we say g is convex.

Assumption 10.1.1. 1. The convex set X is compact with ∥x−x′∥ ≤ R for all x, x′ ∈ X .

2. The loss function f(·, z) is L-Lipschitz and convex for all z ∈ Z.

In all of the paper except for section 10.4, we will also assume:

Assumption 10.1.2. The loss function f(·, z) is β-smooth for all z ∈ Z.

Denote a ∧ b := min(a, b). For functions f and g of input parameters θ, we write f ≲ g

if there is an absolute constant C > 0 such that f(θ) ≤ Cg(θ) for all permissible values of
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θ. We use Õ to hide logarithmic factors. Write a ≤ poly(b) if there exists some large J > 1

for which a ≤ bJ .

Differential Privacy.

Definition 10.1.3 (User-Level Differential Privacy). Let ε ≥ 0, δ ∈ [0, 1). Randomized

algorithm A : Znm → X is (ε, δ)-user-level differentially private (DP) if for any two datasets

D = (Z1, . . . , Zn) and D′ = (Z ′
1, . . . , Z

′
n) that differ in one user’s data (say Zi ̸= Z ′

i but

Zj = Z ′
j for j ̸= i), we have

P(A(D) ∈ S) ≤ eεP(A(D′) ∈ S) + δ,

for all measurable subsets S ⊂ X .

Definition 10.1.3 prevents any adversary from learning much more about an individual’s

data set than if that data had not been used for training. Appendix 10.6 contains the

necessary background on DP.

10.1.3 Roadmap

We begin with our state-of-the-art linear-time algorithm in section 10.2. In section 10.3, we

present our error-optimal algorithm with state-of-the-art runtime for smooth loss functions.

section 10.4 extends our fast optimal algorithm to non-smooth loss functions. We conclude

in section 10.5 with a discussion and guidance on future research directions stemming from

our work.

10.2 A state-of-the-art linear-time algorithm for user-level DP SCO

In this section, we develop a new algorithm (Algorithm 31) for user-level DP SCO that

runs in linear time and has state-of-the-art excess risk, without requiring any impractical

assumptions. The algorithm can be seen as a user-level DP variation of the localized phased

SGD of [FKT20]: we execute a sequence of SGD trajectories with geometrically decaying

step sizes, shrinking both the expected distance to the population minimizer and the privacy

noise over a logarithmic number of phases.
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In each phase i, we first re-set algorithmic parameters and draw a disjoint set of ni users

Di ⊂ D (lines 4-5). We further partition Di into C disjoint subsets {Di,j}Cj=1. For each

j ∈ [C], we pool together all of the nim samples in Di,j and run one-pass online SGD on Di,j

with initial point xi−1 given to us from the previous phase. Next, in lines 10-20, we privately

detect and remove “outliers” from {x̃i,j}Cj=1. That is, our goal is to privately select a subset

Si ⊂ {x̃i,j}Cj=1, such that for any two points x̃i,j , x̃i,j′ ∈ Si, ∥x̃i,j − x̃i,j′∥ ≤ τi = Õ(ηiL
√
Ti).

This will enable us to add noise scaling with τi in line 22, rather than with the much larger

worst-case sensitivity (that scales linearly with Ti). In order to privately select such a subset

Si, we first compute (and privatize) the concentration score for {x̃i,j}Cj=1 in line 10. A small

concentration score indicates that outlier removal is doomed to fail and we must halt the

algorithm to avoid breaching the privacy constraint. A large concentration score indicates

that {x̃i,j}Cj=1 is nearly τi-concentrated and we may proceed with outlier removal in lines

12-15.

Theorem 10.2.1 (Privacy and utility of Algorithm 31 - Informal). Let ε ≤ 10, n1−o(1) ≳
log(n/δ)

ε , β ≤ (L/R)
√
dmnε, and m ≲ poly(n). Then, Algorithm 31 is (ε, δ)-user-level DP.

Further,

EF (xl)− F ∗ ≤ LR · Õ
(

1√
nmε

+

√
d log(1/δ)√
nε
√
m

)
.

The gradient complexity of Algorithm 31 is ≤ nm.

Remark 10.2.2 (State-of-the-art excess risk in linear time, without the restrictive assump-

tions). Under the assumptions that β < (Lε3/R)
√
n3/md3 and m ≤ d/ε2 ≤ n, [BS23] gave

a linear-time algorithm with similar excess risk to Algorithm 31. However, their assump-

tions are very restrictive in practice: For example, in the canonical regime n ≈ d, their

assumption on β rules out essentially every (non-linear) loss function. By contrast, our

result holds even if the smoothness parameter is huge (β ≈
√
nmd) and we only require a

logarithmic number of users. Thus, our algorithm and result is applicable to many practical

ML problems.

To prove that Algorithm 31 is private, we essentially argue that for any phase i, the

ℓ2-sensitivity of x̃i is upper bounded by Õ(τi/C) with probability at least 1 − δ/2. The
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Algorithm 31: User-Level DP Phased SGD with Outlier Iterate Removal and
Output Perturbation

1 Input: Dataset D = (Z1, . . . , Zn), privacy parameters (ε, δ), parameters p, q > 0,

stepsize η;

2 Set l = ⌊log2(n)⌋, C := 100 log(20nmeε/δ)/ε;

3 for i = 1, · · · , l do
4 Set ni = (1− (1/2)q)n/2iq, ηi = η/2pi, Ni = ni/C, Ti = Nim,

τi = 1000ηiL
√
Ti log(ndm);

5 Draw disjoint users Di of size ni from D;

6 Divide Di into C disjoint subsets {Di,j}Cj=1, each containing |Di,j | = Ni users;

7 for j = 1, · · · , C do
8 x̃i,j ← SGD(Di,j , ηi, Ti, xi−1) = average iterate of Ti steps of one-pass

projected SGD with data Di,j , stepsize ηi, and initial point xi−1 ;

9 end

10 Compute the concentration score for Di:

si(τi) :=
1

C

∑
j,j′∈[C]

1(∥x̃i,j − x̃i,j′∥ ≤ τi)

Let ŝi(τi) = si(τi) + Lap(20/ε);

11 if ŝi(τi) ≥ 4C
5 then

12 Si = ∅ ;

13 for j = 1, · · · , C do

14 Compute the score function of x̃i,j : hi,j =
∑C

j′=1 I(∥x̃i,j − x̃i,j′∥ ≤ 2τi);

15 Add x̃i,j to Si with probability pi,j for pi,j =


0 hi,j < C/2

1 hi,j ≥ 2C/3
hi,j−C/2
C/6 o.w.

16 end

17 end

18 else
19 Halt; Output 0

20 end

21 Let x̃i = 1
|Si|
∑

x̃i,j∈Si
x̃i,j ;

22 xi ← x̃i + ζi, where ζi ∼ N (0, σ2i Id) with σi = 100τi log
2(n/δ)

εC ;

23 end

24 Output: xl.
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argument goes roughly as follows: First, the Laplace noise added to si(τi) ensures that

si(τi) is ε/4-user-level DP. Now, it suffices to assume ŝi(τi) ≥ 4C/5, since otherwise the

algorithm halts and outputs 0 independently of the data. Next, conditional on the high

probability event that the Laplace noise is smaller than Õ(1/ε), we know that ŝi(τi) ≥
4C/5 =⇒ si(τi) ≥ 2C/3 with high probability by our choice of C. In this case, an

argument along the lines of [AL24, Lemma 3.5] shows that x̃i has sensitivity bounded by

Õ(τi/C) with probability at least 1− δ/2. See Appendix 10.7 for the detailed proof.

To prove the excess risk bound in Algorithm 31, the key step is to show that if the

data is i.i.d., then with high probability, no points are removed from {x̃i,j}Cj=1 during the

outlier-removal phase (i.e. |Si| = C). If |Si| = C holds, then we can use the convergence

guarantees of SGD and the localization arguments in [FKT20] to establish the excess risk

guarantee. In order to prove that |Si| = C with high probability, we need the following

novel stability lemma:

Lemma 10.2.3. Assume f(·, z) is convex, L-Lipschitz, and β-smooth on X with η ≤ 1/β.

Let x̃← SGD(D, η, T, x0) and ỹ ← SGD(D′, η, T, x0) be two independent runs of projected

SGD, where D,D′ ∼ PN are i.i.d. Then, with probability at least 1− ζ, we have

∥x̃− ỹ∥ ≲ ηL
√
T log(dT/ζ).

We prove Lemma 10.2.3 via induction on t, using non-expansiveness of gradient descent

on smooth losses [HRS16], subgaussian concentration bounds, and a union bound.

Lemma 10.2.3 implies that if the data is i.i.d., then the following events hold with high

probability: ∥x̃i,j − x̃i,j′∥ ≤ τi for all j, j′ ∈ [Ci] and hence si(τi) = C. Further, conditional

on si(τi) = C, we know that ŝi(τi) ≥ 4C/5 with high probability, so that the algorithm does

not halt. Also, ∥x̃i,j − x̃i,j′∥ ≤ τi for all j, j′ implies pi,j = 1 for all j and hence |Si| = C for

all j. The detailed excess risk proof is provided in Appendix 10.7.

Challenges of getting optimal excess risk in linear time: In the item-level DP

setting, there are several (nearly) linear time algorithms that achieve optimal excess risk for
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smooth DP SCO under mild smoothness conditions, such as snowball SGD [FKT20], phased

SGD [FKT20], and phased ERM with output perturbation [ZTOH22]. Extending these

approaches into optimal nearly linear-time user-level DP algorithms is challenging. First,

the user-level DP implementation of output perturbation in [GKK+23a] is computationally

inefficient. Second, snowball SGD relies on privacy amplification by iteration, which does not

extend nicely to the user-level DP case due to instability of the outlier-detection procedure

in [AL24]. Specifically, since amplification by iteration intermediate only provides DP for

the last iterate xT but not the intermediate iterates xt (t < T ), the sensitivity of the

concentration score function is not O(1), which impairs DP outlier-detection. A similar

instability issue arises if one tries to naively extend phased SGD to be user-level DP by

applying [AL24] to user gradients. This issue motivates our Algorithm 31, which extends

phased SGD in an alternative way: by applying outlier-detection/removal to the SGD

iterates instead of the gradients, we can control the sensitivity of the concentration score

and thus prove that our algorithm is DP. However, since the bound in Lemma 10.2.3 scales

polynomially with T (and we believe this dependence on T is necessary), Algorithm 31 adds

excessive noise and has suboptimal excess risk. We believe that obtaining optimal risk in

linear time will require a fundamentally different user-level DP mean estimation procedure

that does not suffer from the instability issue.

10.3 An optimal algorithm with ≈ (mn)9/8 gradient complexity for smooth
losses

In this section, we provide an algorithm that achieves optimal excess risk using ≈ (mn)9/8

stochastic gradient evaluations. Our Algorithm 33 is inspired by the item-level accelerated

phased ERM algorithm of [KLL21]. It applies iterative localization [FKT20] to the user-level

DP accelerated minibatch SGD Algorithm 32. Algorithm 32 is a user-level DP variation of

the accelerated minibatch SGD of [GL12, GL13a].

Our Algorithm 32 applies a DP outlier-removal procedure to the users’ gradients in

each iteration. We use Above Threshold [DR14] to privatize the concentration scores s
(t)
i

and determine whether or not most of the gradients of users in minibatch Dt
i are 2τ -close

to each other. If ŝti ≥ ∆̂i, indicating that the gradients of users in Dt
i are nearly 2τ -
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Algorithm 32: User-Level DP Accelerated Minibatch SGD(F̂i, Ti,Ki, xi−1, τ, ε, δ)

1 Initialize x1i−1 ← xi−1;
2 for t = 1, · · · , Ti do
3 Draw Ki random users Dt

i = {Zti,j}Ki
j=1 from Di uniformly with replacement;

4 Set noisy threshold ∆̂i := 4Ki
5 + ξi, where ξi ∼ Lap

(
8
ε

)
;

5 Let qt(Z) := 1
m

∑
z∈Z ∇f(xti−1, z) for user Z;

6 Compute the concentration score of Dt
i :

sti(τ) :=
1

Ki

∑
Z,Z′∈Dt

i

1(∥qt(Z)− qt(Z ′)∥ ≤ 2τ)

Let ŝti(τ) = sti(τi) + vti , where vti ∼ Lap
(
16
ε

)
;

7 if ŝti(τ) ≥ ∆̂i then
8 Sti = ∅;
9 for Each User Z ∈ Dt

i do
10 Set hti(Z) =

∑
Z′∈Dt

i
I(∥qt(Z)− qt(Z ′)∥ ≤ 2τ);

11 Add Z to Sti with probability pti(Z) :=


0 hti(Z) < Ki/2

1 hti(Z) ≥ 2Ki/3
hti(Z)−Ki/2

Ki/6
o.w.

12 end

13 gti = 1
|St

i |
∑

Z∈St
i
∇F̂ (xti−1, Z);

14 ĝti = gti + ζti , where ζti ∼ N (0, σ2i ) with σi = 1000τ
√
Ti log(nde

ε/δ)
εni

;

15 Do 1 iteration of Accelerated Minibatch SGD (AC-SA) [GL12] on F̂i, using

gradient estimator ĝti + λi(x
t
i−1 − xi−1) to obtain xt+1

i−1.

16 end
17 else
18 Halt; Return 0
19 end

20 end

21 Output xTii−1.
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Algorithm 33: User-Level DP Accelerated Phased ERM with Outlier Gradient
Removal

1 Input: Dataset D = (Z1, . . . , Zn), privacy parameters (ε, δ), parameters p, q, λ > 0;
2 Set l = ⌊log2(n)⌋ and τ = O(L log(ndm)/

√
m), choose any initial point x0 ∈ X ;

3 for i = 1, · · · , l do
4 Set ni = (1− (1/2)q)n/2iq, λi = λ · 2pi, Ti = Θ̃(1 +

√
β/λi),

Ki = 500 log(n2im
2eε/δ)

(
1
ε + niε√

Ti log(1/δ)

)
;

5 Draw disjoint users Di of size ni from D;

6 Let F̂i(x) := 1
ni

∑
Zi,j∈Di

F̂ (x, Zi,j) + λi
2 ∥x− xi−1∥2, where F̂ (x, Zi,j) is user

Zi,j ’s empirical loss;

7 xi ← User-Level DP Accelerated Minibatch SGD(F̂i, Ti,Ki, xi−1, τ, ε, δ). ;

8 end
9 Output xl.

concentrated, then we proceed with outlier removal in lines 8-12. We then invoke privacy

amplification by subsampling [BBG18] and the advanced composition theorem [KOV15] to

privatize the average of the “inlier” gradients with additive Gaussian noise. By properly

choosing algorithmic parameters, we obtain the following results, proved in Appendix 10.8:

Theorem 10.3.1 (Privacy of Algorithm 33). Let ε ≤ 10, q > 0 such that n1−q > 100 log(20nmdeε/δ)
ε(1−(1/2)q) .

Then, Algorithm 33 is (ε, δ)-DP.

Theorem 10.3.2 (Utility & runtime of Algorithm 33 - Informal). Let ε ≤ 10 and δ <

1/(mn). Then, Algorithm 33 yields optimal excess risk:

EF (xl)− F ∗ ≤ LR · Õ
(

1√
mn

+

√
d log(1/δ)

εn
√
m

)
.

The gradient complexity of this algorithm is upper bounded by

mn

(
1 + ε

(
βR

L

)1/4
(

(mn)1/8 ∧
(
ε2n2m

d

)1/8
))

+

√
βR

L

(
n1/4m5/4

ε
+

(
n1/2m5/4

d1/4ε1/2

))
.

If n = d, ε = 1, and βR = L then the gradient complexity bound in theorem 10.3.2

simplifies to (mn)9/8 + n1/4m5/4. Typically, n7 ≥ m, so that the dominant term in this

bound is (mn)9/8.
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Remark 10.3.3 (State-of-the-art runtime). The gradient complexity bound in theorem 10.3.2

is superior to the runtime bounds of all existing near-optimal algorithms by polynomial fac-

tors in n,m, and d [BS23, GKK+23a, AL24]. Note that while the mn3/2 gradient complexity

bound of [BS23] may appear to be better than β1/4(nm)9/8 in certain parameter regimes

(e.g. m > n3 or β ≫ nm), this is not the case: the result of [BS23] requires m < n and

β <
√
n/m.

Remark 10.3.4 (Mild assumptions). Note that theorems 10.3.1 and 10.3.2 do not require

any bound on the smoothness parameter β, and only require the number of users to grow

logarithmically: n1−o(1) ≥ Ω̃(1/ε). Contrast this with the results of previous works (e.g.

[BS23]).

A challenge in proving theorem 10.3.2 is getting a tight bound on the variance of the

the noisy minibatch stochastic gradients ĝti that are used in Algorithm 32 (lines 12-14).

Conditional on Sti = Dt
i , it is easy to obtain a variance bound of the form E∥ĝti−∇F̂i(xti)∥2 ≲

dσ2i + L2

Ki
, since we are sampling Ki users uniformly at random. However, this bound is too

weak to obtain theorem 10.3.2, since it does not scale with m. To prove theorem 10.3.2, we

need the following stronger result:

Lemma 10.3.5 (Variance Bound for Algorithm 32). Let δ ≤ 1/(nm), ε ≲ 1. Denote

F̃i(x) := 1
ni

∑
Zi,j∈Di

F̂ (x, Zi,j). Then, conditional on Sti = Dt
i for all i ∈ [l], t ∈ [Ti], we

have

E∥gti −∇F̃i(xti−1)∥2 ≲
L2 log(ndm)

Km

for all i ∈ [l], t ∈ [Ti], where the expectation is over both the random i.i.d. draw of D =

(Z1, . . . , Zn) ∼ Pnm and the randomness in Algorithm 33.

The difficulty in proving Lemma 10.3.5 comes from the fact that the iterates xti and the

data D are not independent. To overcome this difficulty, we use the stability of user-level

DP [BS23] to argue that for all Z ∈ Di, ∇f̂(xti−1, Z) is ≈ L/
√
m-close to ∇F (xti−1) with

high probability, since xti−1 is user-level DP. A detailed proof is given in Appendix 10.8.

Remark 10.3.6 (Strongly convex losses: Optimal excess risk with state-of-the-art runtime).

If f(·, z) is µ-strongly convex, then Algorithm 33 can be combined with the meta-algorithm
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of [FKT20, Section 5.1] to obtain optimal excess risk

L2

µ
· Õ
(

1

nm
+
d ln(1/δ)

ε2n2m

)

with the same gradient complexity stated in theorem 10.3.2. This improves over the previous

state-of-the-art gradient complexity ≈ β(mn)3/2 of [AL24].

10.4 An optimal algorithm with subquadratic gradient complexity for non-
smooth losses

In this section, we extend our accelerated algorithm from the previous section to non-smooth

loss functions. To accomplish this with minimal computational cost, we apply randomized

(convolution) smoothing [YNS12, DBW12] to approximate non-smooth f by a β-smooth f̃ .

We can then apply Algorithm 33 to f̃ . Since convolution smoothing is by now a standard

optimization technique, we defer the details and proof to Appendix 10.9.

Theorem 10.4.1 (Privacy and utility of smoothed Algorithm 33 for non-smooth loss -

informal). Let ε ≤ 10, δ < 1/(mn), and q > 0 such that n1−q > 100 log(20nmdeε/δ)
ε(1−(1/2)q) . Then,

applying Algorithm 33 to the smooth approximation of f yields optimal excess risk:

EF (xl)− F ∗ ≤ LR · Õ
(

1√
mn

+

√
d log(1/δ)

εn
√
m

)
.

The gradient complexity of this algorithm is upper bounded by

mn
(

1 + n3/8m1/4ε1/4
)
.

Remark 10.4.2 (State-of-the-art gradient complexity). The only previous polynomial-time

algorithm that can achieve optimal excess risk for non-smooth loss functions is due to [AL24].

The algorithm of [AL24] required (nm)3+(mn)2
√
d gradient evaluations. Thus, the gradient

complexity of the smoothed version of Algorithm 33 offers a significant improvement over

the previous state-of-the-art. For example, if ε = 1, then our algorithm is faster than the

previous state-of-the-art by a multiplicative factor of at least n13/8m7/4.
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10.5 Conclusion

In this paper, we developed new user-level DP algorithms with improved runtime and ex-

cess risk guarantees for stochastic convex optimization without the restrictive assumptions

made in prior works. Our accelerated Algorithm 33 achieves optimal excess risk for both

smooth and non-smooth loss functions, with significantly smaller computational cost than

the previous state-of-the-art. Our linear-time Algorithm 31 achieves state-of-the-art excess

risk under much milder, more practical assumptions than existing linear-time approaches.

Our work paves the way for several intriguing future research directions. First, the

question of whether there exists a linear-time algorithm that can attain the user-level DP

lower bound for smooth losses remains open. In light of our improved gradient complexity

bound (≈ (nm)9/8), we are now optimistic that the answer to this question is “yes.” We

believe that our novel techniques will be key to the development of an optimal linear-time

algorithm. Specifically, utilizing Lemma 10.2.3 to apply outlier removal to the iterates

instead of the gradients appears to be pivotal. Second, the study of user-level DP SCO

has been largely limited to approximate (ε, δ)-DP. What rates are achievable under the

stronger notion of pure ε-user-level DP? Third, it would be useful to develop fast and optimal

algorithms that are tailored to federated learning environments [MRTZ18, GLZW24], where

only a small number of users may be available to communicate with the server in each

iteration. We hope our work inspires and guides further research in this exciting and

practically important area.

10.6 More Preliminaries

10.6.1 Tools from Differential Privacy

Additive Noise Mechanisms Additive noise mechanisms privatize a query by adding

noise to its output, with the scale of the noise calibrated to the sensitivity of the query.

Definition 10.6.1 (Sensitivity). Given a function q : ZN → Rk and a norm ∥ · ∥p on Rk,



365

the ℓp-sensitivity of q is defined as

sup
D∼D′

∥q(D)− q(D′)∥p,

where the supremum is taken over all pairs of datasets that differ in one user’s data.

Definition 10.6.2 (Laplace Distribution). We say X ∼ Lap(b) if the density of X is

f(X = x) = 1
2b exp(− |x|

b ).

Definition 10.6.3 (Laplace Mechanism). Let ε > 0. Given a function q : ZN → Rk on Rk

with ℓ1-sensitivity ∆, the Laplace Mechanism M is defined by

M(D) := q(D) + (Y1, . . . , Yk),

where {Yi}ki=1 are i.i.d., Yi ∼ Lap
(
∆
ε

)
.

Lemma 10.6.4 (Privacy of Laplace Mechanism [DR14]). The Laplace Mechanism is ε-DP.

Definition 10.6.5 (Gaussian Mechanism). Let ε > 0, δ ∈ (0, 1). Given a function q :

ZN → Rk with ℓ2-sensitivity ∆, the Gaussian Mechanism M is defined by

M(D) := q(D) +G

where G ∼ Nk
(
0, σ2Ik

)
and σ2 = 2∆2 log(2/δ)

ε2
.

Lemma 10.6.6 (Privavcy of Gaussian Mechanism [DR14]). The Laplace Mechanism is

(ε, δ)-DP.

Advanced Composition If we adaptively query a data set T times, then the privacy

guarantees of the T -th query is still DP and the privacy parameters degrade gracefully:

Lemma 10.6.7 (Advanced Composition Theorem [DR14]). Let ε ≥ 0, δ, δ′ ∈ [0, 1). As-

sume A1, · · · ,AT , with At : Zn × X → X , are each (ε, δ)-DP ∀t = 1, · · · , T . Then, the

adaptive composition A(D) := AT (D,AT−1(D,AT−2(X, · · · ))) is (ε′, T δ + δ′)-DP for

ε′ =
√

2T ln(1/δ′)ε+ Tε(eε − 1).
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Privacy Amplification by Subsampling

Lemma 10.6.8 ([Ull17]). Let M : ZM → X be (ε, δ)-DP. Let M′ : ZN → X that first

selects a random subsample D′ of size M from the data set D ∈ ZN and then outputs

M(D′). Then,M′ is (ε′, δ′)-DP, where ε′ = (eε−1)M
N and δ′ = δM

N .

AboveThreshold: AboveThreshold algorithm [DR14] which is a key tool in differential

privacy to identify whether there is a query qi : Z → R in a stream of queries q1, . . . , qT

that is above a certain threshold ∆. The AboveThreshold Algorithm 34 has the following

guarantees:

Algorithm 34: AboveThreshold

1 Input: Dataset D = (Z1, . . . , Zn), threshold ∆ ∈ R, privacy parameter ε, sequence
of T queries q1, · · · , qT : Zn → R, each with ℓ1-sensitivity 1;

2 Let ∆̂ := ∆ + Lap(2ε );
3 for t = 1 to T do
4 Receive a new query qt : Zn → R ;
5 Sample νi ∼ Lap(4ε );

6 if qt(D) + νi ≥ ∆̂ then
7 Output: at = ⊤;
8 Halt;

9 end
10 else
11 Output: at = ⊥;
12 end

13 end

Lemma 10.6.9 ([DR14], Theorem 3.24). Let γ > 0 and α = 8 log(2T/γ)
ε , k ∈ [T + 1].

AboveThreshold is (ε, 0)-DP. Moreover, with probability at least 1 − γ, for all t ≤ k, we

have:

• if at = ⊤, then qt(D) ≥ ∆− α; and

• if at = ⊥, then qt(D) ≤ ∆ + α.
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10.6.2 SubGaussian and Norm-SubGuassian Random Vectors

Definition 10.6.10. Let ζ > 0. We say a random vector X is SubGaussian (SG(ζ))

with parameter ζ if E[e⟨v,X−EX⟩] ≤ e∥v∥
2ζ2/2 for any v ∈ Rd. Random vector X ∈ Rd is

Norm-SubGaussian with parameter ζ (nSG(ζ)) if P[∥X − EX∥ ≥ t] ≤ 2e
− t2

2ζ2 for all t > 0.

Lemma 10.6.11 ([JNG+19]). There exists an absolute constant c, such that if X is nSG(ζ),

then for any fixed unit vector v ∈ Rd, ⟨v,X⟩ is cζ norm-SubGaussian.

10.7 Proof of theorem 10.2.1

Theorem 10.7.1 (Formal statement of theorem 10.2.1). Suppose n1−q ≥ (100/(1−1/2q)) log(n/δ)/ε

for some small q > 0, and m ≤ nJ for some large J > 0. Choose p = J + 3/2 and

η = R/(L
√
dmnε). in Algorithm 31. Then, Algorithm 31 is (ε, δ)-user-level DP and

achieves excess risk

EF (xl)− F ∗ ≤ LR · Õ
(

1√
nmε

+

√
d log(1/δ)√
nε
√
m

)
,

using nm gradient evaluations, provided β ≤ (L/R)
√
dmnε.

The gradient complexity is clear by inspection of the algorithm: The number of stochastic

gradients computed during the algorithm is

l∑
i=1

TiC =

l∑
i=1

NimC =

l∑
i=1

nim ≤ nm.

Next, we will prove the privacy statement in theorem 10.7.1. The following lemma

ensures that if the Laplace noise added in Algorithm 31 is sufficiently small and outlier

detection succeeds, then the sensitivity of x̃i is Õ(τi/C) with high probability.

Lemma 10.7.2. [AL24, Slight modification of Lemma 3.5] Let i ∈ [l] and ζ > 0. Suppose

Di and D′
i differ in the data of one user and we are in phase i of Algorithm 31. Let Ei be

the event that the Laplace noise added to the concentration score si(τi) for Di has absolute

value less than 2C/15 and define E′
i similarly for data D′

i. Denote ai := I(ŝi(τi) ≥ 4C/5)

and a′i := I(ŝ′i(τi) ≥ 4C/5), where ŝi(τi) and ŝ′i(τi) are the noisy concentration scores that
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we get when running phase i of Algorithm 31 on neighboring Di and D′
i, respectively. Then,

conditional on ai = a′i and Ei
⋂
E′
i, there is a coupling Γi over x̃i and x̃′i such that for

(yi, y
′
i) drawn from Γi, we have

∥yi − y′i∥ ≲
τi log(1/ζ)

C

with probability at least 1− ζ.

With Lemma 10.7.2 in hand, we proceed to prove that Algorithm 31 is (ε, δ)-user-level

DP:

Proof of theorem 10.7.1 - Privacy. Privacy: Since the {Di}li=1 are disjoint, parallel com-

position of DP [McS09] implies that it suffices to prove that phase i is (ε, δ)-user-level-DP

for any fixed i and fixed xi−1. To that end, let D and D′ be adjacent datasets differing

in the data of one user, say Zi,1 ̸= Z ′
i,1 without loss of generality. We will show that the

outputs of phase i when run on D and D′, xi := xi(D) and x′i := xi(D′) respectively, are

(ε, δ)-indistinguishable.

Let Ei be the event that the Laplace noise added in phase i (for data set D) has absolute

value less than 2C/15 and define E′
i analogously for data set D′. Note that Ei and E′

i are

independent and P(Ei, E
′
i) ≥ 1 − δ/10eε. Denote ζ := δ/10eε. Let ai := I(ŝi(τi) ≥ 4C/5)

and a′i := I(ŝ′i(τi) ≥ 4C/5), where ŝi(τi) and ŝ′i(τi) are the noisy concentration scores that

we get when running phase i of Algorithm 31 on neighboring Di and D′
i, respectively. By

Lemma 10.7.2 and our choice of C, we know that, conditional on Ei
⋂
E′
i and on ai = a′i,

there exists a coupling Γ over (x̃i, x̃
′
i) such that for (yi, y

′
i) drawn from Γ, we have

∥yi − y′i∥ ≲
τi log(1/ζ)

C
(10.1)

with probability at least 1− ζ.

Note that the sensitivity of si is less than or equal to 2. Thus, by the privacy guarantees

of the Laplace mechanism (Lemma 10.6.4), we have

P(ai = b) ≤ eε/4P(a′i = b) (10.2)
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for any b ∈ {0, 1}. Further, this implies

P(ai = b, Ei) ≤ eε/4
[
P(a′i = b, E′

i) + ζ
]
. (10.3)

By the bound (10.1), the privacy guarantee of the Gaussian mechanism (Lemma 10.6.6),

our choice of σi, and independence of the Laplace and Gaussian noises that we add in Al-

gorithm 31, we have

P(xi ∈ O | Ei, ai = 1) ≤ eε/4P(x′i ∈ O | E′
i, a

′
i = 1) +

δ

n
+ ζ, (10.4)

for any event O ⊂ X .

Moreover, since the algorithm halts and returns xi = 0 if ai = 0, we know that

P(xi ∈ O | Ei, ai = 0) = P(x′i ∈ O | E′
i, a

′
i = 0) (10.5)

for any event O ⊂ X .

Therefore,

P(xi ∈ O) = P(xi ∈ O | Ei)P(Ei) + P(xi ∈ O | Eci )P(Eci )

≤ P(xi ∈ O | Ei, ai = 1)P(Ei, ai = 1) + P(xi ∈ O | Ei, ai = 0)P(Ei, ai = 0) + ζ

(i)

≤ eε/4P(x′i ∈ O | E′
i, a

′
i = 1)eε/4

[
P(E′

i, a
′
i = 1) + ζ

]
+ P(x′i ∈ O | E′

i, a
′
i = 0)eε/4

[
P(E′

i, a
′
i = 0) + ζ

]
+ ζ

≤ eε/2P(x′i ∈ O, E′
i) + ζ

(
2eε/2 + 1

)
≤ eεP(x′i ∈ O) + δ,

where (i) follows from inequalities (10.3), (10.4), and (10.5). Thus, xi is (ε, δ)-user-level-DP.

This completes the privacy proof.

Next, we turn to the excess risk proof. The following lemma is immediate from [FKT20,

Lemma 4.5]:
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Lemma 10.7.3. Let ηi ≤ 1/β. Then, for any y ∈ X and all i, j, we have

E[F (x̃i,j)− F (y)] ≤ E∥y − xi−1∥2
ηiTi

+ ηiL
2.

The next novel lemma is crucial in our analysis:

Lemma 10.7.4 (Re-statement of Lemma 10.2.3). Assume f(·, z) is convex, L-Lipschitz,

and β-smooth on X with η ≤ 1/β. Let x̃← SGD(D, η, T, x0) and ỹ ← SGD(D′, η, T, x0) be

two independent runs of projected SGD, where D,D′ ∼ PN are i.i.d. Then, with probability

at least 1− ζ, we have

∥x̃− ỹ∥ ≲ ηL
√
T log(dT/ζ).

Proof. Let gt := ∇f(xt, zt) for zt drawn uniformly from D without replacement and g′t :=

∇f(yt, z
′
t) for z′t drawn uniformly from D′ without replacement. Let F (x) := Ez∼P [f(x, z)].

We will prove that ∥xt − yt∥ ≲ ηL
√
T log(dT/ζ) with probability at least 1 − ζ/t for

all t ∈ [T ]. Note that this implies the lemma. We proceed by induction. The base case,

when t = 0, is trivially true since x0 = y0. For the inductive hypothesis, suppose there is

an absolute constant c > 0 such that with probability at least 1− tζ/T , we have

∥xi − yi∥ ≤ cηL
√
i · log(dT/ζ) + 2ηL,

∀i ≤ t. Then, for the inductive step, we have by non-expansiveness of projection onto

convex sets, that

∥xt+1 − yt+1∥2 ≤ ∥xt − ηgt − (yt − ηg′t)∥2

= ∥xt − η∇F (xt)− (yt − η∇F (yt))− η(gt −∇F (xt)− g′t +∇F (yt))∥2

= ∥xt − η∇F (xt)− (yt − η∇F (yt))∥2

− 2η⟨xt − η∇F (xt)− (yt − η∇F (yt)), gt −∇F (xt)− g′t +∇F (yt)⟩

+ η2∥gt −∇F (xt)− g′t +∇F (yt)∥2

(i)

≤ ∥xt − yt∥2 − 2η⟨xt − η∇F (xt)− (yt − η∇F (yt)), gt −∇F (xt)− g′t +∇F (yt)⟩

+ 4η2L2, (10.6)
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where (i) follows from the non-expansive property of gradient descent on smooth convex

function for η ≤ 1/β [HRS16].

Define at := −2η⟨xt − η∇F (xt) − (yt − η∇F (yt)), gt − ∇F (xt) − g′t + ∇F (yt)⟩. By

Inequality (10.6) and the inductive hypothesis, we obtain

∥xt+1 − yt+1∥2 ≤ 4η2L2t+
t∑
i=1

at.

It remains to bound
∑t

i=1 ai. Note that E[ai | a1, · · · , ai−1] = 0, and by Lemma 10.6.11

we know there is a constant c > 0 such that ai is nSG(cηL∥xi − yi∥) for all i. Hence by

Theorem 8.11.2, we know

P

∣∣∣∣∣
t∑
i=1

ai

∣∣∣∣∣ ≥ cηL
√

log(dT/γ)
∑
i≤t
∥xi − yi∥2

 ≤ 1− ζ/T.

Conditional on the event that ∥xi − yi∥ ≤ c
√

log(dT/ζ)ηL
√
i for all i ≤ t (which happens

with probability 1− tζ/T by the inductive hypothesis), we know

P

[∣∣∣∣∣
t∑
i=1

ai

∣∣∣∣∣ ≥ c2(t+ 1)L2η2 log(dT/ζ)

∣∣∣∣∣∥xi − yi∥ ≤ c log(dT/ζ)ηL
√
i,∀i ≤ t

]
≤ 1− ζ/T.

Hence we know

P
[
∥xt+1 − yt+1∥2 ≥ c2 log(dT/ζ)η2L2(t+ 1)

∣∣∣∥xi − yi∥ ≤ c log(dT/ζ)ηL
√
i,∀i ≤ t

]
≤ 1− ζ/T.

Combining the above pieces completes the inductive step, showing that ∥xt+1 − yt+1∥ ≤
c
√

(t+ 1) log(dT/ζ)ηL+ 2ηL with probability at least 1− (t+ 1)ζ/T . This completes the

proof.

By combining Lemmas 10.2.3 and 10.7.3 with the localization proof technique of [FKT20],

we can now prove the excess risk guarantee of theorem 10.7.1:

Proof of theorem 10.2.1 - Excess risk. Excess Risk: First, we will argue that x̃i = 1
C

∑C
j=1 x̃i,j



372

for all i with high probability ≥ 1− 3/nm. Lemma 10.2.3 implies that

∥x̃i,j − x̃i,j′∥ ≤ τi

for all i ∈ [l], j, j′ ∈ [C] with probability at least 1 − 1/nm. Thus, si(τi) = C with

probability at least 1 − 1/nm. Now, conditional on si(τi) = C, we have ŝi(τi) ≥ 4C/5

for all i with probability at least 1 − 1/nm by Laplace concentration and a union bound.

Moroever, if ∥x̃i,j − x̃i,j′∥ ≤ τi for all j, j′, then pi,j = 1 for all j and hence there are no

outliers: Si = {x̃i,j}j∈[C]. By a union bound, we conclude that Si = {x̃i,j}j∈[C] and hence

x̃i = 1
Si

∑
Di,j∈Si

x̃i,j for all i with probability at least ≥ 1 − 3/nm. By the law of total

expectation and Lipschitz continuity, it suffices to condition on this high probability good

event that x̃i = 1
C

∑C
j=1 x̃i,j for all i: the total expected excess risk can only be larger than

the conditional excess risk by an additive factor of at most 3LR/nm.

Now, conditional on x̃i = 1
Si

∑
Di,j∈Si

x̃i,j , Lemma 10.7.3 and Jensen’s inequality implies

E[F (x̃i)− F (x̃i−1)] ≲
E∥x̃i−1 − xi−1∥2

ηiTi
+ ηiL

2 =
dσ2i−1

ηiTi
+ ηiL

2. (10.7)

Next, let x∗0 := x∗ = argminx∈XF (x), and write

E[F (xl)− F ∗] =
l∑

i=1

E[F (x∗i )− F (x∗i−1)] + E[F (xl)− F (x∗l )]

≲
R2

ηT1
+ ηL2 +

l∑
i=2

[
ηi−1L

2d+ ηiL
2
]

+ L2
√
dηl
√
Tl

≲
R2

ηT1
+ dηL2 + L2

√
dηl
√
Tl.

Plugging in the prescribed algorithmic parameters completes the excess risk proof.

10.8 Proofs of Results in Section 10.3

Theorem 10.8.1 (Re-statement of theorem 10.3.1). Let ε ≤ 10, q > 0 such that n1−q >

100 log(20nmdeε/δ)
ε(1−(1/2)q) . Then, Algorithm 33 is (ε, δ)-DP.

We require the following lemma, which is a direct consequence of [AL24, Lemma 3.5]:
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Lemma 10.8.2. Consider Algorithm 32. Let D′
i and D′

i be two data sets that differ in the

data of one user. Let Ei = {|vti | ≤ Ki/20 ∀t ∈ [Ti]∩|ξi| ≤ Ki/20}. Define E′
i similarly for in-

dependent draws of random Laplace noise: E′
i =

{
|(vti)′| ≤ Ki/20 ∀t ∈ [Ti] ∩ |ξ′i| ≤ Ki/20

}
.

Let ati = I(ŝti(Di) ≥ 4Ki/5) and bti = I(ŝti(D′
i) ≥ 4Ki/5) denote the concentration scores in

iteration t. Then, conditional on Ei
⋂
E′
i and conditional on ati = bti, there exists a coupling

Γti over g
t
i(Di) and gti(D′

i) such that for (h, h′) drawn from Γi, we have

∥h− h′∥ ≲ τ log(1/ζ)

Ki

with probability at least 1− ζ.

Proof of theorem 10.8.1. Note that our assumption on n1−q being sufficiently large implies

that ni ≳
log(nmd/δ)

ε for all i ∈ [l]. By parallel composition [McS09] and post-processing, it

suffices to show that {ĝti}Tit=1 satisfies (ε, δ)-user-level DP for any i ∈ [l]. To that end, fix

any i ∈ [l] and let D and D′ be adjacent datasets that differ in the data of one user such

that Di ̸= D′
i. We will show that {ĝti(D)}Tit=1 and {ĝti(D′)}Tit=1 are (ε, δ)-indistinguishable,

which will imply that Algorithm 33 is (ε, δ)-user-level DP.

Let Ei = {|vti | ≤ Ki/20 ∀t ∈ [Ti] ∩ |ξi| ≤ Ki/20}. Define E′
i similarly for independent

draws of random Laplace noise: E′
i =

{
|(vti)′| ≤ Ki/20 ∀t ∈ [Ti] ∩ |ξ′i| ≤ Ki/20

}
. Our choice

of Ki ≥ 500 log(nmdeε/δ)
ε ensures that

P
(
Ei
⋂
E′
i

)
≥ 1− δ/(10eε),

by Laplace concentration and a union bound. Let ζ := δ/(10Tie
ε).

Let ati = I(ŝti(D) ≥ 4Ki/5) and bti = I(ŝti(D′) ≥ 4Ki/5). Note that if ati = bti = 0, then

ĝti(D) = 0 = ĝti(D′).

Conditional on the good event that ati = bti for all t and conditional on Ei
⋂
E′
i, we can

bound the ℓ2-sensitivity of gti with high probability, via Lemma 10.8.2 and a union bound:

∥gti(D)− gti(D′)∥ ≲ τ log(1/ζ)

Ki
≲
τ log(nmeε/δ)

Ki
(10.8)
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for all t ∈ [Ti] with probability at least 1− Tiζ = 1− δ/(10eε).

Note that {ŝti(D)}Tit=1 and {ŝti(D′)} are ε/2-indistinguishable by the DP guarantees of

AboveThreshold in Lemma 10.6.9, since the sensitivity of sti is upper bounded by 2. There-

fore,

P({ati}Tit=1 = v,Ei) ≤ eε/2
[
P({bti}Tit=1 = v,E′

i) + ζ
]

(10.9)

for any v ∈ {0, 1}Ti .

Now, by the sensitivity bound (10.8), the privacy guarantee of the Gaussian mechanism

(Lemma 10.6.6) and our choice of σi, the advanced composition theorem (Lemma 10.6.7),

and privacy amplification by subsampling (Lemma 10.6.8), we have

P({ĝti(D)}Tit=1 ∈ O | Ei{ati}Tit=1 = v) ≤ eε/2P({ĝti(D′)}Tit=1 ∈ O | E′
i, {bti}Tit=1 = v) + (Ti + 1)ζ,

(10.10)

for any event O ⊂ X . Here we also used the fact that Ki ≥ niε√
Ti

.

For short-hand, write {ati}Tit=1 = 1 if ati = 1 for all t ∈ [Ti] and {ati}Tit=1 = 0 if ati = 0 for

some t ∈ [Ti]; similarly for bti. Then since the algorithm halts and returns {ĝti(D)}Tit=1 = 0 if

{ati}Tit=1 = 0, we know that

P({ĝti(D)}Tit=1 ∈ O | Ei, {ati}Tit=1 = 0) = P({ĝti(D′)}Tit=1 ∈ O | E′
i, {bti}Tit=1 = 0), (10.11)

for any event O ⊂ X .

Combining the above pieces, we have

P({ĝti(D)}Tit=1 ∈ O) = P({ĝti(D)}Tit=1 ∈ O | Ei)P(Ei) + P({ĝti(D)}Tit=1 ∈ O | Eci )P(Eci )

≤ P({ĝti(D)}Tit=1 ∈ O | Ei, {ati}Tit=1 = 1)P(Ei, {ati}Tit=1 = 1)

+ P({ĝti(D)}Tit=1 ∈ O | Ei, {ati}Tit=1 = 0)P(Ei, {ati}Tit=1 = 0) + 2Tζ

(i)

≤ eε/2P({ĝti(D′)}Tit=1 ∈ O | E′
i, {bti}Tit=1 = 1)eε/4

[
P(E′

i, {bti}Tit=1 = 1) + Tζ
]

+ P({ĝti(D′)}Tit=1 ∈ O | E′
i, {bti}Tit=1 = 0)eε/2

[
P(E′

i, {bti}Tit=1 = 0) + Tζ
]

+ Tζ

≤ eε/2P({ĝti(D′)}Tit=1 ∈ O, E′
i) + 4Tζ

(
2eε/2 + 1

)
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≤ eεP({ĝti(D′)}Tit=1 ∈ O) + δ,

where (i) follows from inequalities (10.9), (10.10), and (10.11). Thus, {ĝti(D)}Tit=1 is (ε, δ)-

user-level-DP, which implies the result.

Theorem 10.8.3 (Formal statement of theorem 10.3.2). Let ε ≤ 10 and δ < 1/(mn).

Then, choosing λ = L
R

(
1√
nm

+
√
d

εn
√
m

)
and p ≥ 3q+ 2.5 + logn(

√
m) in Algorithm 33 yields

optimal excess risk:

EF (xl)− F ∗ ≤ LR · Õ
(

1√
mn

+

√
d log(1/δ)

εn
√
m

)
.

The gradient complexity of this algorithm is upper bounded by

mn

(
1 + ε

(
βR

L

)1/4
(

(mn)1/8 ∧
(
ε2n2m

d

)1/8
))

+

√
βR

L

(
n1/4m5/4

ε
+

(
n1/2m5/4

d1/4ε1/2

))
.

We will need the following bound on the excess empirical risk of accelerated (noisy) SGD

for the proof of theorem 10.8.3:

Lemma 10.8.4. [GL13a, Proposition 7] Let xT be computed by T steps of (multi-stage)

Accelerated Minibatch SGD on λ-strongly convex, β-smooth F̂ with unbiased stochastic gra-

dient estimator gt such that E∥gt −∇f̂(xt)∥2 ≤ V 2 for all t ∈ [T ]. Then,

E[f̂(xT )−min
x∈X

f̂(x)] ≲ [f̂(x0)−min
x∈X

f̂(x)] exp

(
−T
√
λ

β

)
+
V 2

λT
.

Remark 10.8.5. As noted in Lemma 10.8.4, we technically need to call a multi-stage imple-

mentation of Algorithm 32 in line 7 of Algorithm 33 (as in [GL13a]) to get the desired excess

risk bound for minimizing the regularized ERM problem in each iteration. For improved

readability, we omitted these details in the main body.

Next, we obtain a bound on the variance of the noisy stochastic minibatch gradient

estimator ĝti in Algorithm 32, which can then be plugged in for V 2 in Lemma 10.8.4.
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Lemma 10.8.6 (Re-statement of Lemma 10.3.5). Let δ ≤ 1/(nm), ε ≲ 1. Denote F̃i(x) :=

1
ni

∑
Zi,j∈Di

F̂ (x, Zi,j). Then, conditional on Sti = Dt
i for all i ∈ [l], t ∈ [Ti], we have

E∥gti −∇F̃i(xti−1)∥2 ≲
L2 log(ndm)

Km

for all i ∈ [l], t ∈ [Ti], where the expectation is over both the random i.i.d. draw of D =

(Z1, . . . , Zn) ∼ Pnm and the randomness in Algorithm 33.

Proof. By [LJCJ17, Lemma A.1], we know that, conditional on the draw of the data Di

and for fixed xti−1, the variance of the minibatch estimator of the gradient of the empirical

loss is

E

[∥∥∥gti −∇F̃i(xti−1)
∥∥∥2 ∣∣∣∣∣Di, x

t
i−1

]
= E{il}Kl=1∼Unif([n])

∥∥∥∥∥∥ 1

Km

K∑
l=1

m∑
j=1

∇f(xti−1, z
t
il,j

))−∇F̃i(xti−1)

∥∥∥∥∥∥
2 ∣∣∣∣∣Di, x

t
i−1


≤ I(K = n)

K

1

n

n∑
i=1

∥∥∥∥∥∥ 1

m

m∑
j=1

[∇f(xti−1, z
t
i,j)−∇F̃i(xti−1)]

∥∥∥∥∥∥
2

.

(10.12)

Recall F̃i(x) := 1
nim

∑
z∈Di

f(x, z) is the empirical loss of Di.

Now, for any fixed x and any Z ∈ Di, Hoeffding’s inequality implies that

∥∇f̂(x, Z)−∇F (x)∥ ≤ τ = O

(
L
√

log(nd/γ)√
m

)

with probability at least 1− γ, where f̂(x, Z) := 1
m

∑
z∈Z f(x, z) is user Z’s empirical loss.

Thus, by the stability of user-level DP (see [BS23, Theorem 3.4]), for any i ∈ [l], t ∈ [t], we

have that

∥∇f̂(xti−1, Z)−∇F (xti−1)∥ ≤ τ (10.13)

for all Z ∈ D with probability at least 1 − γ′ = n(e2εγ + δ), since xti−1 is (ε, δ)-user-level

DP. To make γ′ ≲ 1/m, we choose γ = 1/mn and use the assumptions that ε ≲ 1 and
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δ ≤ 1/mn. Thus, for any fixed i, t we have

∥∇f̂(xti−1, Z)−∇F (xti−1)∥ ≲
L
√

log(n2md)√
m

for all Z ∈ D with probability at least 1− 1/m, which implies

E∥∇f̂(xti−1, Z)−∇F (xti−1)∥2 ≲
L2 log(nmd)

m
.

This also implies

E∥∇f̂D(xti−1)−∇F (xti−1)∥2 ≲
L2 log(nmd)

m
,

by Jensen’s inequality, where f̂D(x) is the empirical loss over the entire data set D.

Plugging the above bounds into (10.12) then yields

E∥gti −∇F̃i(xti−1)∥2 ≲
L2 log(ndm)

Km
= ED∼Pnm,{il}Kl=1∼Unif([n])

∥∥∥∥∥∥ 1

Km

K∑
l=1

m∑
j=1

∇f(xti−1, z
t
il,j

)−∇F̂D(xti−1)

∥∥∥∥∥∥
2

≲
I(K = n)

K
· L

2 log2(nmd)

m
,

completing the proof.

We are now ready to prove theorem 10.8.3:

Proof of theorem 10.8.3. Excess risk: Note that the assumption in the theorem ensures

that Ki ≤ ni for all i. By similar arguments to those used in [AL24, Proposition 3.7], we

will show that with high probability ≥ 1 − 2/(nm), for all i ∈ [l], t ∈ [Ti], Sti = Dt
i and

hence gti is an unbiased estimator of ∇f̂Dt
i
(xti). To show this, first note that for any γ > 0

and any fixed x,

∥∇f̂(x, Zj)−∇F (x)∥ ≤ L log(nd/γ)√
m

with probability at least 1−γ/Ki by Hoeffding’s inequality (see [AL24, Lemma 4.3]). Next,
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we invoke the stability of differential privacy to show that for all t ∈ [Ti], (qt(Z
t
i,1), . . . , qt(Z

t
i,Ki

))

is τ -concentrated (i.e. there exists q∗ ∈ Rd such that ∥qt(Zti,j − q∗∥ ≤ τ) with probability

at least 1 − Ti(e
2εγ + δ) (see [BS23, Theorem 4.3]). By a union bound and the choice

of γ = 1/[(nm)5/4 log(ndm)e2ε], we have that (qt(Z
t
i,1), . . . , qt(Z

t
i,Ki

)) is τ -concentrated

for all i ∈ [l], t ∈ [Ti] with probability at least 1 − 1/nm. Now, τ -concentration of

(qt(Z
t
i,1), . . . , qt(Z

t
i,Ki

)) implies sti(τ) = Ki. Further, sti(τ) = Ki implies ŝti(τ) ≥ 4Ki/5

with probability at least 1− ζ if Ki ≥ 500 log(nm/ζ), by Laplace concentration and a union

bound. Next, note that τ -concentration of (qt(Z
t
i,1), . . . , qt(Z

t
i,Ki

)) implies pti(Z
t
i,j) = 1 for

all j ∈ [Ki] and Sti = Dt
i . Thus, Sti = Dt

i for all i, t with probability at least 1 − 1/nm.

Setting ζ = 1/nm and using a union bound shows that with probability at least 1− 2/nm,

we have Sti = Dt
i and gti = ∇f̂Dt

i
(xti) for all i, t.

Now, Lemma 10.8.4 implies that, if the outlier-removal procedure in Algorithm 32 leads

to an unbiased gradient estimator gti (line 12) for all t ∈ [Ti = Θ̃(1 +
√
β/λi)], then

E[f̂i(x
Ti
i )−min

x∈X
f̂i(x)] ≲

V 2
i

λiTi
, (10.14)

where V 2
i = maxt∈[ti] E∥ĝti − ∇f̂i(xti)∥2 ≲ dσ2i + log(ndm)L2

Kim
(unconditionally, after taking

expectation over the random draw of D ∼ Pnm, by Lemma 10.3.5). We have shown that

the event GOOD := {gti = ∇f̂Dt
i
(xti) for all i ∈ [l], t ∈ [Ti]} occurs with probability at least

1 − 2/nm. We will condition on GOOD for the rest of the proof: note that the Lipschitz

assumption implies that the total (unconditional) excess risk will only by larger than the

conditional (on GOOD) excess risk by an additive factor of at most 2LR/
√
nm.

By stability of regularized ERM (see [SSSSS09]), we have

E[F (x∗i )− F (y)] ≲
L2

λinim
+ λiE[∥xi−1 − y∥2] (10.15)

for all i, where x∗i := argminxf̂i(x). By strong convexity and (10.14), we have

(λi/2)E∥xi − x∗i ∥2 ≤ Ef̂i(xi)− f̂∗i ≲
dσ2i
λiTi

+
L2 log(ndm)

λiTiKim
. (10.16)
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Thus,

E∥xi − x∗i ∥2 ≲
dσ2i
λiTi

+
L2 log(ndm)

λiTiKim
≲
dτ2 log(1/δ)

λ2i ε
2n2i

+
L2 log(ndm)

λ2iTiKim
(10.17)

Now, letting x∗0 := x∗ = argminx∈XF (x) and hiding logarithmic factors, we have:

E[F (xl)− F ∗] =
l∑

i=1

E[F (x∗i )− F (x∗i−1)] + E[F (xl)− F (x∗l )]

≲
L2

λ1n1m
+ λ1R

2 +

l∑
i=2

E
[

L2

λinim
+ λi∥xi−1 − x∗i−1∥2

]
+ LE∥xl − x∗l ∥

≲
L2

λnm
+ λR2 +

l∑
i=2

[
L2

λinim
+ λi

(
dτ2 log(1/δ)

λ2i−1ε
2n2i−1

+
L2

λ2i−1Ti−1Ki−1m

)]

+ L

√
dτ
√
Tl log(1/δ)

λlεnl
,

where the first inequality used (10.15) and Lipschitz continuity, the second inequality used

(10.17).

Note that KiTi ≥ ni. Further, our choice of sufficiently large p makes λl large enough

that L
√
dτ
√
Tl log(1/δ)

λlεnl
≤ LR

√
d

εn
√
m

. Therefore, upper bounding the sum by it’s corresponding

geometric series gives us

E[F (xl)− F ∗] ≲
LR
√
d

εn
√
m

+
L2

λ

(
1

nm
+
dτ2 log(1/δ)

ε2n2

)
+ λR2. (10.18)

Plugging in λ completes the excess risk proof.

Gradient Complexity: The gradient complexity is
∑l

i=1 TiKim. Plugging in the

prescribed choices of Ti and Ki completes the proof.

10.9 Details on the non-smooth algorithm and the proof of Theorem 10.4.1

For any loss function f(·, z), we define the convolution function fr(·, z) := f(·, z) ∗nr where

nr is the uniform density in the ℓ2 ball of radius r centered at the origin in Rd. Specifically,

nr(y) =
Γ( d

2
+1)

π
d
2 rd

for ∥y∥ ≤ r, and nr(y) = 0 otherwise. For simplicity, we omit the dependence

on z in the following Lemma:
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Lemma 10.9.1 (Randomized Smoothing, [YNS12, DBW12]). For any r > 0, let Xr :=

X + {x ∈ Rd : ∥x∥ ≤ r}. If f is convex and L-Lipschitz over Xr, then the convolution

function fr has the following properties:

• fr(x) ≤ f(x) ≤ fr(x) + Lr, for all x ∈ X .

• fr is L-Lipschitz and convex.

• fr is L
√
d

r -smooth.

• For random variables y ∼ nr, we have Ey[∇f(x+ y)] = ∇fr(x).

The following lemma can be easily seen from the proofs of theorems 10.3.1 and 10.3.2:

Lemma 10.9.2 (Privacy and utility of Algorithm 33 for general Ki, Ti). Let ε ≤ 10, q > 0

such that n1−q > 100 log(20nmdeε/δ)
ε(1−(1/2)q) .

• If Ki ≳
niε√
Ti

+ log(nmdeε/δ)
ε , then Algorithm 33 is (ε, δ)-user-level DP.

• If TiKi ≥ ni and Ti ≳ (1 +
√
β/λi) log(ndm) for all i, then Algorithm 33 achieves

optimal excess risk.

Theorem 10.9.3 (Formal statement of theorem 10.4.1). Let ε ≤ 10, δ < 1/(mn), and q > 0

such that n1−q > 100 log(20nmdeε/δ)
ε(1−(1/2)q) . Suppose that for any z, f(, z) is convex and L-Lipschitz

over Xr for Xr := X + {x ∈ Rd : ∥x∥ ≤ r} where r =
√
d

εn
√
m
R. Then, running Algorithm 33

with functions {fr(x; z)}z∈D yields optimal excess risk:

EF (xl)− F ∗ ≤ LR · Õ
(

1√
mn

+

√
d log(1/δ)

εn
√
m

)
.

The gradient complexity of this algorithm is upper bounded by

mn
(

1 + n3/8m1/4ε1/4
)
.
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Proof. By Lemma 10.9.1 and our choice of r, we have |fr(x, z)−f(x, z)| ≤ Lr = O(LR
√
d

εn
√
m

).

Set λ = 1√
mn

. Then we know that

EF (xl)− F ∗ ≤E [Fr(xl)− F ∗
r ] +O(LR

√
d

εn
√
m

).

Further, Fr is β-smooth for β ≤ L
Rεn
√
m. Set Ti = (1 +

√
β/λi) log(ndm) = 1 +

n
3/4
i m1/2ε1/2 log(ndm) and Ki = niε√

Ti
+ log(nmdeε/δ)

ε . Then Lemma 10.9.2 implies that Algo-

rithm 33 is (ε, δ) user-level DP, and yields the excess risk bound

EFr(xl)− F ∗
r ≤ LR · Õ

(
1√
mn

+

√
d log(1/δ)

εn
√
m

)
,

as desired. The number of gradient evaluations is

l∑
i=1

TiKim ≲ mn
(

1 + n3/8m1/4ε1/4
)
.

This completes the proof.

10.10 Limitations

Our work weakens the assumptions on the smoothness parameter and the number of users

that are needed for user-level DP SCO. Nevertheless, our results still require certain as-

sumptions that may not always hold in practice. For example, we assume convexity of the

loss function. In deep learning scenarios, this assumption does not hold and our algorithms

should not be used. Thus, user-level DP non-convex optimization is an important direction

for future research []. Furthermore, the assumption that the loss function is convex and

uniformly Lipschitz continuous may not hold in certain applications, motivating the future

study of user-level DP stochastic optimization with heavy tails [LR23, ALT24].

Our algorithms are also faster than the previous state-of-the-art, including a linear-

time Algorithm 31 with state-of-the-art excess risk. However, our error-optimal accelerated

Algorithm 33 runs in super-linear time. Thus, in certain applications where a linear-time

algorithm is needed due to strict computational constraints, Algorithm 31 should be used
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instead.
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Part V

OTHER SETTINGS
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Chapter 11

WHEN DOES DIFFERENTIALLY PRIVATE LEARNING
NOT SUFFER IN HIGH DIMENSIONS?

11.1 Introduction

Recent works have shown that large publicly pretrained models can be differentially privately

fine-tuned on small downstream datasets with performance approaching those attained by

non-private models. In particular, past works showed that pretrained BERT [DCLT18] and

GPT-2 [RNSS18, RWC+19] models can be fine-tuned to perform well for text classification

and generation under a privacy budget of ε ∈ [2, 6] [LTLH21, YNB+21]. More recently,

it was shown that pretrained ResNets [HZRS16] and vision-Transformers [DBK+20] can

be fine-tuned to perform well for ImageNet classification under single digit privacy bud-

gets [DBH+22, MTKC22].

One key ingredient in these successes has been the use of large pretrained models with

millions to billions of parameters. These works generally highlighted the importance of two

phenomena: (i) large pretrained models tend to experience good privacy-utility trade-offs

when fine-tuned, and (ii) the trade-off improves with the improvement of the quality of the

pretrained model (correlated with increase in size). While the power of scale and pretrain-

ing have been demonstrated numerous times in non-private deep learning [KMH+20], one

common wisdom in private learning had been that large models tend to perform worse. This

intuition was based on (a) results in differentially private convex optimization, most of which

predicted that errors would scale proportionally with the dimension of the learning problem

in the worst case, and (b) empirical observations that the noise injected to ensure privacy

tends to greatly exceed the gradient in magnitude for large models [YZCL21, Kam20].

For instance, consider the problem of differentially private convex empirical risk mini-

mization (ERM). Here, we are given a dataset of n examples D = {sj}nj=1 ∈ Sn, a convex
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set K ⊆ Rd (not necessarily bounded), and the goal is to perform the optimization

minimizex∈KF (x;D) =
1

n

n∑
j=1

f(x; sj)

subject to differential privacy, where f(·; s) is convex over K for all s ∈ S. For bounded K,

past works presented matching upper and lower bounds that are dimension-dependent under

the usual Lipschitz assumption on the objective [BST14, CMS11]. These results seem to

suggest that the performance of differentially private ERM algorithms inevitably degrades

with increasing problem size in the worst case, and present a seeming discrepancy between

recent empirical results on large-scale fine-tuning.1

To better understand the relation between problem size and the performance of differen-

tially private learning, we study the following question both theoretically and empirically:

When does the performance of differentially private stochastic gradient descent

(DP-SGD) not degrade with increasing problem dimension?

On the theoretical front, we show that DP-SGD can result in dimension-independent

error bounds even when gradients span the entire ambient space for unconstrained optimiza-

tion problems. We identify that the standard dependence on the dimension of the ambient

space can be replaced by the magnitudes of gradients projected onto subspaces of varying

dimensions. We formalize this in a condition that we call restricted Lipschitz continuity and

derive refined bounds for the excess empirical and population risks for DP-SGD when loss

functions obey this condition. We show that when the restricted Lipschitz coefficients de-

cay rapidly, both the excess empirical and population risks become dimension-independent.

This extends a previous work which derived rank-dependent bounds for learning generalized

linear models in an unconstrained space [SSTT21].

Our theoretical results shed light on the recent success of large-scale differentially private

fine-tuning. We empirically show that gradients of language models during fine-tuning are

mostly controlled by a few principal components — a behavior that is similar to conditions

1We judiciously choose to describe the discrepancy as seeming, since the refined analysis presented in the
current work suggests that the discrepancy is likely non-existent.
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under which we obtain dimension-independent bounds for private convex ERM. This pro-

vides a possible explanation for the observation that densely fine-tuning with DP-SGD need

not necessarily experience much worse performance than sparsely fine-tuning [LTLH21].

Moreover, it suggests that DP-SGD can be adaptive to problems that are effectively low-

dimensional (as characterized by restricted Lipschitz continuity) without further algorithmic

intervention.

We summarize our contributions below.

(1) We introduce a condition on the objective function that we term restricted Lipschitz

continuity. This condition generalizes the usual Lipschitz continuity notion and gives

rise to refined analyses when magnitudes of gradients projected onto diminishing sub-

spaces decay rapidly.

(2) Under restricted Lipschitz continuity, we present refined bounds on the excess empirical

and population risks for DP-SGD when optimizing convex objectives. These bounds

generalize previous dimension-independent results [SSTT21] and are broadly applicable

to cases where gradients are full rank but most coordinates only marginally influence

the objective.

(3) Our theory sheds light on recent successes of large-scale differentially private fine-tuning

of language models. We show that gradients obtained through fine-tuning mostly lie

in a subspace spanned by a few principal components — a behavior similar to when

optimizing a restricted Lipschitz continuous loss with decaying coefficients. These em-

pirical results provide a possible explanation for the recent success of large-scale private

fine-tuning.

11.2 Preliminaries

We define the notation used throughout this work and state the problems of differentially

private empirical risk minimization and differentially private stochastic convex optimization.

Finally, we give a brief recap of differentially private stochastic gradient descent, and existing

dimension-dependent and dimension-independent results in the literature.
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Notation & Terminology. For a positive integer n ∈ N+, define the shorthand [n] =

{1, . . . , n}. For a vector x ∈ Rd, denote its ℓ2-norm by ∥x∥2. Given a symmetric M ∈ Rd×d,

let λ1(M) ≥ λ2(M) ≥ · · · ≥ λd(M) denote its eigenvalues. Given a positive semidefinite

matrix A, let ∥x∥A = (x⊤Ax)1/2 denote the induced Mahalanobis norm. For scalar functions

f and g, we write f ≲ g if there exists a positive constant C such that f(x) ≤ Cg(x) for all

input x in the domain.

11.2.1 Differentially Private Empirical Risk Minimization and Stochastic Convex Opti-

mization

Before stating the theoretical problem of interest, we recall the basic concepts of Lipschitz

continuity, convexity, and approximate differential privacy.

Definition 11.2.1 (Lipschitz Continuity). The loss function h : K → R is G-Lipschitz with

respect to the ℓ2 norm if for all x, x′ ∈ K, |f(x)− f(x′)| ≤ G∥x− x′∥2.

Definition 11.2.2 (Convexity). The loss function h : K → R is convex if h(αx+(1−α)y) ≤
αh(x) + (1− α)h(y), for all α ∈ [0, 1], and x, y in a convex domain K.

Definition 11.2.3 (Approximate Differential Privacy [DR14]). A randomized algorithm

M is (ε, δ)-differentially private if for all neighboring datasets D and D′ that differ by a

single record and all sets O ⊂ range(M), the following expression holds

Pr[M(D) ∈ O] ≤ exp(ε) Pr[M(D′) ∈ O] + δ.

In this work, we study both differentially private empirical risk minimization (DP-ERM)

for convex objectives and differentially private stochastic convex optimization (DP-SCO).

In DP-ERM for convex objectives, we are given a dataset D = {sj}j∈[n] ∈ Sn of

n examples. Each per-example loss f(·; sj) is convex over the convex body K ⊆ Rd

and G-Lipschitz. We aim to design an (ε, δ)-DP algorithm that returns a solution xpriv

which approximately minimizes the empirical risk F (x;D) := 1
n

∑
sj∈D f(x; sj). The term

Expriv
[
F (xpriv;D)−minx∈K F (x;D)

]
is referred to as the excess empirical risk.
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In DP-SCO, we assume the per-example loss f(·; s) is convex and G-Lipschitz for all

s ∈ S, and we are given n examples drawn i.i.d. from some (unknown) distribution P. The

goal is to design an (ε, δ)-DP algorithm which approximately minimizes the population risk

F (x;P) := Es∼P [f(x; s)]. The term Expriv
[
F (xpriv;P)−minx∈K F (x;P)

]
is referred to as

the excess population risk.

11.2.2 Differentially Private Stochastic Gradient Descent

Differentially Private Stochastic Gradient Descent (DP-SGD) [ACG+16, SCS13] is a popular

algorithm for DP convex optimization. For the theoretical analysis, we study DP-SGD for

unconstrained optimization. To facilitate analysis, we work with the ℓ2 regularized objective

expressed as

Fα(x;D) =
1

n

n∑
j=1

f(x; sj) +
α

2
∥x− x(0)∥22.

To optimize this objective, DP-SGD independently samples an example in each iteration

and updates the solution by combining the gradient with an isotropic Gaussian whose scale

is proportional to G, the Lipschitz constant of f . Algorithm 35 presents the pseudocode.

Algorithm 35: DP-SGD for optimizing regularized finite-sum objectives

1 Input: Initial iterate x(0), dataset D = {sj}j∈[n], per-step noise magnitude σ,
number of updates T , learning rate η, Lipschitz constant G of f .

2 for t = 1, . . . , T do
3 jt ∼ Uniform([n])

4 x(t) = x(t−1) − η
(
∇f(x(t−1); sjt) + α(x(t−1) − x(0)) +G · ζt

)
, ζt ∼ N (0, σ2Id)

5 end

6 Return: x := 1
T

∑T
t=1 x

(t).

It is straightforward to show that Algorithm 35 satisfies differential privacy. The fol-

lowing lemma quantifies the overall privacy spending and builds on a long line of work on

accounting the privacy loss of compositions [ACG+16, BBG18].
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Lemma 11.2.4 ([KLL21]). There exists constants c1 and c2 such that for n ≥ 10, ε <

c1T/n
2 and δ ∈ (0, 12 ], DP-SGD (Algorithm 35) is (ε, δ)-DP whenever σ ≥ c2

√
T log(1/δ)

εn .

11.2.3 On the Dimension Dependence of Private Learning

Early works on bounding the excess empirical and population risks for privately optimizing

convex objectives focused on a constrained optimization setup where algorithms typically

project iterates back onto a fixed bounded domain after each noisy gradient update. Results

in this setting suggested that risks are inevitably dimension-dependent in the worst case. For

instance, it was shown that the excess empirical risk bound Θ(G ∥K∥2
√
d log(1/δ)n−1ε−1)

and excess population risk bound Θ(G ∥K∥2 (n−1/2 +
√
d log(1/δ)n−1ε−1)) are tight when

privately optimizing convexG-Lipschitz objectives in a convex domain of diameter ∥K∥2 [BST14].

Moreover, the lower bound instances in these works imply that such dimension-dependent

lower bounds also apply when one considers the class of loss functions whose gradients are

low-rank.

The body of work on unconstrained convex optimization is arguably less abundant,

with the notable result that differentially private gradient descent need not suffer from a

dimension-dependent penalty when learning generalized linear models with low-rank data

(equivalently stated, when gradients are low-rank) [SSTT21]. Our main theoretical results

(Theorems 11.3.3 and 11.3.5) extend this line of work and show that dimension-independence

is achievable under weaker conditions.

11.3 Dimension-Independence via Restricted Lipschitz Continuity

In this section, we introduce the restricted Lipschitz continuity condition and derive im-

proved bounds for the excess empirical and population risks for DP-SGD when optimizing

convex objectives.

Definition 11.3.1 (Restricted Lipschitz Continuity). We say that the loss function h :

K → R is restricted Lipschitz continuous with coefficients {Gk}dk=0, if for all k ∈ {0, . . . , d},



390

there exists an orthogonal projection matrix Pk with rank k such that

∥(I − Pk)∇h(x)∥2 ≤ Gk,

for all x ∈ K and all subgradients ∇h(x) ∈ ∂h(x).

Note that any G-Lipschitz function is also trivially restricted Lipschitz continuous with

coefficients G = G0 = G1 = · · · = Gd, since orthogonal projections never increase the ℓ2-

norm of a vector (generally, it is easy to see that G = G0 ≥ G1 ≥ G2 ≥ · · · ≥ Gd = 0). On

the other hand, we expect that a function which exhibits little growth in some subspace of

dimension k to have a restricted Lipschitz coefficient Gd−k of almost 0. Our bounds on DP

convex optimization characterize errors through the use of restricted Lipschitz coefficients.

We now summarize the main assumption.

Assumption 11.3.2. The per-example loss function f(·; s) is convex and G-Lipschitz con-

tinuous for all s ∈ S. The empirical loss F (·;D) is restricted Lipschitz continuous with

coefficients {Gk}dk=0.

11.3.1 Bounds for Excess Empirical Loss

We present the main theoretical result on DP-ERM for convex objectives. The result

consists of two components: Equation (11.1) is a general bound that is applicable to any

sequence of restricted Lipschitz coefficients; Equation (11.2) specializes the previous bound

when the sequence of coefficients decays rapidly and demonstrates dimension-independent

error scaling.

Theorem 11.3.3 (Excess Empirical Loss). Let δ ∈ (0, 12 ] and ε ∈ (0, 10]. Under Assump-

tion 11.3.2, for all k ∈ [d], setting T = Θ(n2+d log2 d), σ = Θ

(√
T log(1/δ)

nε

)
, η =

√
D2

T ·G2
0·kσ2

and α = 1
D

√∑S
s=1 s

22sG2
2s−1k

, where S = ⌊log(d/k)⌋+1, DP-SGD (Algorithm 35) is (ε, δ)-

DP, and

E
[
F (x;D)−min

x
F (x;D)

]
≲
G0D

√
k log(1/δ)

εn
+D

√√√√ S∑
s=1

s22sG2
2s−1k

, (11.1)
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where ∥x(0)−argminx F (x;D)∥2 ≤ D, x is the (random) output of DP-SGD (Algorithm 35),

and the expectation is over the randomness of x. Moreover, if for some c > 1/2, we have

Gk ≤ G0k
−c for all k ∈ [d], and in addition n ≥ ε−1

√
log(1/δ), minimizing the right hand

side of (11.1) with respect to k yields

E
[
F (x;D)−min

x
F (x;D)

]
≲ G0D ·

(√
log(1/δ)

εn

)2c/(1+2c)

. (11.2)

We include a sketch of the proof techniques in Subsection 11.3.3 and defer the full proof

to Subsection 11.3.4.

Remark 11.3.4. Consider DP-ERM for learning generalized linear models with convex and

Lipschitz losses. When the (empirical) data covariance is of rank r < d, the span of gradients

span({∇xF (x)}) is also of rank r. Thus, the average loss is restricted Lipschitz continuous

with coefficients where Gr′ = 0 for all r′ > r. Setting k = r in (11.1) yields an excess

empirical risk bound of order O
(
G0D

√
r · log(1/δ)ε−1n−1

)
. This recovers the previous

dimension-independent result in [SSTT21].

The restricted Lipschitz continuity condition can be viewed as a generalized notion of

rank. The result captured in (11.2) suggests that the empirical loss achieved by DP-SGD

does not depend on the problem dimension if the sequence of restricted Lipschitz coefficients

decays rapidly. We leverage these insights to build intuition for understanding privately

fine-tuning language models in Section 11.4.

11.3.2 Bounds for Excess Population Loss

For DP-SCO, we make use of the stability of DP-SGD to bound its generalization error

[BE02], following previous works [BFTGT19, BFGT20, SSTT21]. The bound on the excess

population loss follows from combining the bounds on the excess empirical risk and the

generalization error.

Theorem 11.3.5 (Excess Population Loss). Let δ ∈ (0, 12 ] and ε ∈ (0, 10]. Under As-

sumption 11.3.2, for all k ∈ [d], by setting T = Θ(n2 + d log2 d), σ = Θ

(√
T log(1/δ)

nε

)
,

η =
√

D2

T ·G2
0(T/n+kσ

2)
and α = 1

D

√∑S
s=1 s

22sG2
2s−1k

, where S = ⌊log(d/k)⌋ + 1, DP-SGD
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(Algorithm 35) is (ε, δ)-DP, and

E
[
F (x;P)−min

x
F (x;P)

]
≲
G0D√
n

+
G0D

√
k log(1/δ)

εn
+D

√√√√ S∑
s=1

s22sG2
2s−1k

,

where ∥x(0)−argminx F (x;P)∥2 ≤ D, x is the (random) output of DP-SGD (Algorithm 35),

and the expectation is over the randomness of x.

Moreover, if for some c > 1/2, we have Gk ≤ G0k
−c for all k ∈ [d], and in addition

n > ε−1
√

log(1/δ), minimizing the above bound with respect to k yields

E
[
F (x;P)−min

x
F (x;P)

]
≲
G0D√
n

+G0D ·
(√

log(1/δ)

εn

)2c/(1+2c)

.

Remark 11.3.6. Our result on DP-SCO also recovers the DP-SCO rank-dependent result

for learning generalized linear models with convex and Lipschitz losses [SSTT21].

Remark 11.3.7. When c > 1/2, ε = Θ(1) and δ = 1/poly(n), the population loss matches

the (non-private) informational-theoretical lower bound Ω(G0D/
√
n) [ABRW12].

Remark 11.3.8. Our results on DP-ERM and DP-SCO naturally generalize to (full-batch)

DP-GD.

11.3.3 Overview of Proof Techniques

The privacy guarantees in Theorems 11.3.3 and 11.3.5 follow from Lemma 8.9.2. It suffices

to prove the utility guarantees. We give an outline of the main proof techniques first

and present full proofs afterwards. The following is a sketch of the core technique for

deriving (11.2) in Theorem 11.3.3. For simplicity, we write fj(·) for f(·; sj) and F (·) for

F (·;D) when there is no ambiguity.

By convexity, the error term of SGD is upper bounded as follows

fj(x
(t))− fj(x∗) ≤ ∇fj(x(t))⊤(x(t) − x∗), (11.3)

where j ∈ [n] is the random index sampled at iteration t.
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By definition of Gk, we know that there is a k dimensional subspace U such that the

gradient component orthogonal to U is small when Gk is small. Naively, one decomposes

the gradient ∇fj(x(t)) = g1 +g2, where g1 ∈ U and g2 ∈ U⊥, and separately bounds the two

terms g⊤1 (x(t) − x∗) and g⊤2 (x(t) − x∗). Since g1 lies in a k dimensional subspace, one can

follow existing arguments on DP-SGD to bound g⊤1 (x(t)−x∗). Unfortunately, this argument

does not give a dimension-independent bound. Although ∥g2∥2 ≤ Gk (which can be small

for large k), the term ∥x(t) − x∗∥2 is as large as Ω(
√
d) with high probability due to the

isotropic Gaussian noise injected in DP-SGD.

Our key idea is to partition the whole space Rd into ⌊log(d/k)⌋+2 orthogonal subspaces,

expressing the error term ∇fj(x(t))⊤(x(t)−x∗) as the sum of individual terms, each of which

corresponds to a projection to a particular subspace. Fix a k ∈ [d], and consider the following

subspaces: Let U0 = range(Pk), Us be the subspace orthogonal to all previous subspaces such

that
⊕s

i=0 Ui = range(P2sk) for s = 1, 2, · · · , ⌊log(d/k)⌋, and US be the subspace such that

the orthogonal direct sum of all subspaces {Ui}Si=0 is Rd, where S = ⌊log(d/k)⌋+ 1. Here,

Pi is the orthogonal projection matrix with rank i promised by Gi in Assumption 11.3.2.

Let Qs be the orthogonal projection to the subspace Us, and observe that rank(Qs) ≤ 2sk

and ∥Qs∇F (x)∥2 ≤ G2s−1k for all x and all s ≥ 1. Rewriting the right hand side of (11.3)

with this decomposition yields

fj(x
(t))− fj(x∗) ≤

(
Q0∇fj(x(t)) +

S∑
s=1

Qs∇fj(x(t))
)⊤

(x(t) − x∗).

On the one hand, if Gk decays quickly, ∥Ej [Qs∇fj ]∥2 can be small for large s. On the

other hand, we expect ∥Qs(x(t) − x∗)∥2 to be small for small s where Qs is an orthogonal

projection onto a small subspace. Thus, for each s, ∇fj(x(t))⊤Qs(x(t) − x∗) is small either

due to a small gradient (small Qs∇fj in expectation over the random index) or small

noise (small Qs(x
(t) − x∗)), since noise injected in DP-SGD is isotropic. More formally, in

Lemma 11.3.9, we show that for any projection matrix Q with rank r, ∥Q(x(t)−x(0))∥2 can

be upper bounded by a term that depends only on r (rather than d).
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11.3.4 Proof of Theorem 11.3.3

Before bounding the utility of DP-SGD, we first bound x(t) − x(0) in expectation.

Lemma 11.3.9. Suppose Assumption 11.3.2 holds. Let Q be an orthogonal projection

matrix with rank r and suppose that ∥Q∇f(x; s)∥2 ≤ GQ for all x ∈ Rd and s ∈ S. If we

set η ≤ 1
2α in DP-SGD, then for all t > 0, we have

E ∥Q(x(t) − x(0))∥22 ≤
4G2

Q

α2
+

2ηG2
0

α
(1 + rσ2).

Proof of Lemma 11.3.9. By the assumption, we know ∥Q∇F (x)∥2 ≤ GQ and ∥∇F (x)∥2 ≤
G0. Let z(t) = x(t) − x(0). Note that

z(t+1) = x(t+1) − x(0)

= x(t) − η
(
∇fj(x(t)) + α(x(t) − x(0)) +G0 · ζ

)
− x(0)

= (1− αη)z(t) − η(∇fj(x(t)) +G0 · ζ),

where ζ ∼ N (0, σ2Id) is the isotropic Gaussian noise drawn in (t+1)th step. For simplicity,

we use ∇̃fj(x(t)) to denote the noisy subgradient ∇fj(x(t)) +G0 · ζ. Hence, we have

∥Qz(t+1)∥22 = (1− αη)2∥Qz(t)∥22 − 2η(1− αη)(Qz(t))⊤Q∇̃fj(x(t)) + η2∥Q∇̃fj(x(t))∥22.

Taking expectation over the random sample fj and random Gaussian noise ζ, we have

E ∥Qz(t+1)∥22 =(1− αη)2 E ∥Qz(t)∥22 − 2η(1− αη) · E
(

(Qz(t))⊤(Q∇F (x(t)))
)

+ η2 E ∥Q∇̃fj(x(t))∥22
≤(1− αη)E[∥Qz(t)∥22] + 2ηGQ · E[∥Qz(t)∥2] + η2G2

0(1 + rσ2),

where we used the fact that ζ has zero mean, ∥∇fj(x(t))∥2 ≤ G0, ∥Q∇F (x(t))∥2 ≤ GQ and

η ≤ 1
2α . Further simplifying and taking expectation over all iterations, we have

E ∥Qz(t+1)∥22 ≤ (1− αη)E ∥Qz(t)∥22 + 2η(
α

4
E ∥Qz(t)∥22 +

1

α
G2
Q) + η2G2

0(1 + rσ2)
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≤ (1− αη

2
)E ∥Qz(t)∥22 +

2η

α
G2
Q + η2G2

0(1 + rσ2). (11.4)

Using that z(0) = 0, we know E ∥Qz(0)∥22 = 0. Solving the recursion (Equation (11.4)) gives

E ∥Qz(t)∥22 ≤
2

αη
(
2η

α
G2
Q + η2G2

0(1 + rσ2))

for all t. This concludes the proof.

Now, we are ready to bound the utility. The proof builds upon the standard mirror

descent proof.

Lemma 11.3.10. Let δ ∈ (0, 12 ], and ε ∈ (0, 10]. Under Assumption 11.3.2, let x(0) be

the initial iterate and x∗ ∈ Rd be such that ∥x(0) − x∗∥2 ≤ D. For all k ∈ [d], setting

T = Θ(n2 + d log2 d), σ = Θ

(√
T log(1/δ)

nε

)
, η =

√
D2

T ·G2
0·kσ2 and α = 1

D

√∑S
s=1 s

22sG2
2s−1k

,

we have

E[F (x)− F (x∗)] ≲
G0D

√
k log(1/δ)

εn
+D

√√√√ S∑
s=1

s22sG2
2s−1k

,

where S = ⌊log(d/k)⌋ + 1, x is the output of DP-SGD, and the expectation is under the

randomness of DP-SGD.

Moreover, if Gk ≤ G0k
−c for each k for some c > 1/2, and in addition n > ε−1

√
log(1/δ),

picking the best k ∈ [d] for the bound above gives

E[F (x;D)− F (x∗;D)] ≲ G0D ·
(√

log(1/δ)

εn

)2c/(1+2c)

.

Proof of Lemma 11.3.10. The above statement is true for k = d by standard arguments in

past work [BST14, SSTT21]. Now fix a k ∈ {1, . . . , d − 1}. Our key idea is to split the

whole space Rd into different subspaces. We define the following set of subspaces:

• U0 = range(Pk).

• For s = 1, 2, . . . , ⌊log(d/k)⌋, let Us ⊆ range(P2sk) be a subspace with maximal dimen-
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sion such that Us⊥Ui for all i = 0, . . . , s− 1.

• For S = ⌊log(d/k)⌋ + 1, let US ⊆ Rd be the subspace such that
⊕S

i=0 Ui = Rd, and

US⊥Ui for all i = 0, . . . , S − 1.

Recall Pi is the orthogonal projection matrix with rank i that gives rise to Gi in Assump-

tion 11.3.2. In the above, we have assumed that the base of log is 2. Let Qs be the orthogonal

projection matrix that projects vectors onto the subspace Us. Note that rank(Qs) ≤ 2sk

since Us ⊆ range(P2sk). Moreover, it’s clear that Us⊥range(P2s−1k) for all s ∈ {1, . . . , S}.
This is true by construction

⊕s−1
i=0 Ui ⊇ range(P2s−1k) and that Us⊥

⊕s−1
i=0 Ui. Thus,

∥Qs∇F (x)∥2 = ∥Qs(I −P2s−1k)∇F (x)∥2 ≤ ∥Qs∥op ∥(I − P2s−1k)∇F (x)∥2 ≤ G2s−1k (11.5)

for all x ∈ Rd and all s ∈ {1, . . . , S}.

Let j ∈ [n] be the (uniformly random) index sampled in iteration t of DP-SGD. By

convexity of the individual loss fj ,

fj(x
(t))− fj(x∗) ≤ ∇fj(x(t))⊤(x(t) − x∗).

By construction, Rd is the orthogonal direct sum of the subspaces {Uj}Sj=0, and thus any

vector v ∈ Rd can be rewritten as the sum
∑S

i=0Qiv. We thus split the right hand side of

the above as follows

fj(x
(t))− fj(x∗) ≤

(
Q0∇fj(x(t)) +

S∑
s=1

Qs∇fj(x(t))
)⊤

(x(t) − x∗). (11.6)

We use different approaches to bound (Q0∇fj(x(t)))⊤(x(t)−x∗) and (Qs∇fj(x(t)))⊤(x(t)−
x∗) when s ≥ 1, and we discuss them separately in the following.

Bounding (Q0∇fj(x(t)))⊤(x(t) − x∗): Recall that

x(t+1) = x(t) − η
(
∇fj(x(t)) + α(x(t) − x(0)) +G0 · ζ

)
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for some Gaussian ζ ∼ N (0, σ2Id). Hence, we have

(∇fj(x(t)))⊤Q0(x
(t) − x∗) =

(
1

η
(x(t) − x(t+1))− α(x(t) − x(0))−G0 · ζ

)⊤
Q0(x

(t) − x∗)

=

(
1

η
Q0(x

(t) − x(t+1))

)⊤
Q0(x

(t) − x∗)−
(
α(x(t) − x(0)) +G0 · ζ

)⊤
Q0(x

(t) − x∗)

=
1

2η

(
∥Q0(x

(t) − x∗)∥22 − ∥Q0(x
(t+1) − x∗)∥22 + ∥Q0(x

(t) − x(t+1))∥22
)

−
(
α(x(t) − x(0)) +G0 · ζ

)⊤
Q0(x

(t) − x∗), (11.7)

where we used the fact that Q2
0v = Q0v for any v ∈ Rd (since Q0 is a projection matrix),

and the last equality follows from

2(Q0(x
(t) − x(t+1)))⊤Q0(x

(t) − x∗)

=∥Q0(x
(t) − x∗)∥22 − ∥Q0(x

(t+1) − x∗)∥22 + ∥Q0(x
(t) − x(t+1))∥22.

Taking expectation on ζ over both sides of Equation (11.7) and making use of the fact

that ζ has mean 0, we have

E
ζ
(Q0∇fj(x(t)))⊤(x(t) − x∗) =

1

2η

(
E
ζ
∥Q0(x

(t) − x∗)∥22 − E
ζ
∥Q0(x

(t+1) − x∗)∥22 + E
ζ
∥Q0(x

(t) − x(t+1))∥22
)

− αE
ζ

(
(x(t) − x(0))⊤Q0(x

(t) − x∗)
)
.

Recalling the definition of Q0 and that Q0 has rank at most k, one has

E
ζ
∥Q0(x

(t) − x(t+1))∥22 = η2 E
ζ
∥Q0

(
∇fj(x(t)) + α(x(t) − x(0)) +G0 · ζ

)
∥22

= η2 E
ζ
∥Q0

(
∇fj(x(t)) + α(x(t) − x(0))

)
∥22 + η2G2

0kσ
2

≤ 2η2G2
0(1 + kσ2) + 2η2α2 E

ζ
∥Q0(x

(t) − x(0))∥22.

Moreover, one has

−α(x(t) − x(0))⊤Q0(x
(t) − x∗) = − α(x(t) − x(0))⊤Q0(x

(t) − x(0))− α(x(t) − x(0))⊤Q0(x
(0) − x∗)
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≤ − α

2
∥Q0(x

(t) − x(0))∥22 +
α

2
∥Q0(x

(0) − x∗)∥22.

Therefore, we have

E
ζ
(Q0∇fj(x(t)))⊤(x(t) − x∗) ≤ 1

2η

(
E
ζ
∥Q0(x

(t) − x∗)∥22 − E
ζ
∥Q0(x

(t+1) − x∗)∥22
)

+ ηG2
0(1 + kσ2)

+ ηα2 E
ζ
∥Q0(x

(t) − x(0))∥22 −
α

2
E
ζ
∥Q0(x

(t) − x(0))∥22 +
α

2
E
ζ
∥Q0(x

(0) − x∗)∥22

≤ 1

2η

(
E
ζ
∥Q0(x

(t) − x∗)∥22 − E
ζ
∥Q0(x

(t+1) − x∗)∥22
)

(11.8)

+ ηG2
0(1 + kσ2) +

α

2
E
ζ
∥Q0(x

(0) − x∗)∥22, (11.9)

where we used η ≤ 1
2α at the end.

Bounding (Qs∇fj(x(t)))⊤(x(t) − x∗) : We bound the objective above for each s sepa-

rately. By taking expectation over the random fj , we have

E
fj

(Qs∇fj(x(t)))⊤(x(t) − x∗) = (Qs∇F (x(t)))⊤(x(t) − x∗)

≤ ∥Qs∇F (x(t))∥2 · ∥Qs(x(t) − x∗)∥2

≤ 1

αs
∥Qs∇F (x(t))∥22 +

αs
4
∥Qs(x(t) − x∗)∥22

≤ G2
2s−1k

αs
+
αs
2
∥Qs(x(t) − x(0))∥22 +

αs
2
∥Qs(x(0) − x∗)∥22,

(11.10)

where we chose αs = αs−22−s and used the bound (11.5) and Young’s inequality at the end.

Bounding Equation (11.6): Combining both the terms (11.9) and (11.10) and taking

expectation over all randomness, we have

E[F (x(t))− F (x∗)] ≤ 1

2η
(E ∥Q0(x

(t) − x∗)∥22 − E ∥Q0(x
(t+1) − x∗)∥22) + ηG2

0(1 + kσ2) +
α

2
E ∥Q0(x

(0) − x∗)∥22

+
S∑
s=1

G2
2s−1k

αs
+

1

2

S∑
s=1

αs E ∥Qs(x(t) − x(0))∥22 +
1

2

S∑
s=1

αs E ∥Qs(x(0) − x∗)∥22

≤ 1

2η
(E ∥Q0(x

(t) − x∗)∥22 − E ∥Q0(x
(t+1) − x∗)∥22) + ηG2

0(1 + kσ2) +
α

2
∥x(0) − x∗∥22
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+
S∑
s=1

G2
2s−1k

αs
+

1

2

S∑
s=1

αs E ∥Qs(x(t) − x(0))∥22.

Recall α · η ≤ 1/2. Under the other assumptions, by Lemma 11.3.9, one can show

E ∥Qs(x(t) − x(0))∥2 ≤
4G2

2s−1k

α2
+

2ηG2
0

α
(1 + 2skσ2)

≤ 4G2
2s−1k

α2
s

+
2ηG2

0

αss2
(1 + kσ2).

Using
∑∞

s=1 s
−2 ≤ 2, we have

EF (x(t))− EF (x∗) ≤ 1

2η
(E ∥Q0(x

(t) − x∗)∥22 − E ∥Q0(x
(t+1) − x∗)∥22) +

α

2
∥x(0) − x∗∥2

+ ηG2
0(1 + kσ2) + 3

S∑
s=1

G2
2s−1k

αs
+ 2ηG2

0(1 + kσ2)

≤ 1

2η
(E ∥Q0(x

(t) − x∗)∥22 − E ∥Q0(x
(t+1) − x∗)∥22) +

α

2
∥x(0) − x∗∥22

+ 3ηG2
0(1 + kσ2) +

3

α

S∑
s=1

s22sG2
2s−1k.

Summing up over t = 1, 2, · · · , T , by the assumption that ∥x(0) − x∗∥2 ≤ D and convexity

of the function, we have

E[F (x)− F (x∗)] ≤ D2

2ηT
+ 3ηG2

0(1 + kσ2) +
α

2
D2 +

3

α

S∑
s=1

s22sG2
2s−1k. (11.11)

Set the parameters T = c1(n
2 + d log2 d), σ =

c2
√
T log(1/δ)

nε , η =
√

D2

T ·G2
0·kσ2 and α =

1
D

√∑S
s=1 s

22sG2
2s−1k

for some large constants c1, c2. Note that this choice of parameters

satisfies

η · α =

√
D2

T ·G2
0 · kσ2

·

√∑S
s=1 s

22sG2
2s−1k

D

≤
√
G2

0(2d) log3(2d)

T ·G2
0 · kσ2

=
nε

c2T

√
(2d) log3(2d)

k · log(1/δ)
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≤
nε
√

(2d) log3(2d)

c2T
≤ 1

2
,

where we used the fact that Gk ≤ G0, s ≤ S ≤ log(2d) , T ≥ n2 + d log2 d, and c2 is large

enough.

Using the parameters we pick, we have

E[F (x)− F (x∗)] ≲
G0D

√
k log(1/δ)

εn
+D

√√√√ S∑
s=1

s22sG2
2s−1k

Moreover, assuming Gk ≤ G0k
−c for some c > 1/2, we have

√∑
s s

22sG2
2s−1k

≲ G0/k
c.

Hence,

E[F (x)− F (x∗)] ≲
G0D

√
k log(1/δ)

εn
+
G0D

kc
.

Since the above bound holds for all k ∈ {1, . . . , d}, we may optimize it with respect to

k. Recall by assumption that n ≥ ε−1
√

log(1/δ). Letting

k = min

d,

(

εn√
log(1/δ)

) 2
1+2c




yields the bound

E[F (x;D)− F (x∗;D)] ≲ G0D ·
(√

log(1/δ)

εn

)2c/(1+2c)

.

Combining the privacy guarantee in Lemma 8.9.2 and Lemma 11.3.10 directly results in

Theorem 11.3.3.
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11.3.5 Proof of Theorem 11.3.5

We study the generalization error of DP-SGD and make use of its stability. The bound on

the excess population loss follows from combining bounds on the excess empirical loss and

the generalization error. Before stating the proof, we first recall two results in the literature.

Lemma 11.3.11 ([BE02, Lemma 7]). Given a learning algorithm A, a dataset D =

{s1, · · · , sn} formed by n i.i.d. samples drawn from the underlying distribution P, and we

replace one random sample in D with a freshly sampled s′ ∼ P to obtain a new neighboring

dataset D′. One has

E
D,A

[F (A(D);P)− F (A(D);D)] = E
D,s′∼P,A

[f(A(D); s′)− f(A(D′); s′)],

where A(D) is the output of A with input D.

Lemma 11.3.12 ([BFGT20, Theorem 3.3]). Suppose Assumption 11.3.2 holds, running

DP-SGD with step size η on any two neighboring datasets D and D′ for T steps yields the

following bound

E
[
∥x− x′∥2

]
≤ 4G0η

(
T

n
+
√
T

)
,

where x and x′ are the outputs of DP-SGD with datasets D and D′, respectively.

Proof of Theorem 11.3.5. Let x and x′ be the outputs of DP-SGD when applied to the

datasets D and D′, respectively. D′ is a neighbor of D with one example replaced by s′ ∼ P
that is independently sampled. Combining Lemma 11.3.11 and Lemma 11.3.12 yields

E[F (x;P)− F (x;D)] = E[f(x; s′)− f(x′; s′)]

≤ E[G0∥x− x′∥2]

≤ 4G2
0η

(
T

n
+
√
T

)
.

Similar to the DP-ERM case, by setting T = c1(n
2 + d log2 d), σ =

c2
√
T log(1/δ)

nε , η =√
D2

T ·G2
0(T/n+kσ

2)
and α = 1

D

√∑S
s=1 s

22sG2
2s−1k

for some large positive constants c1 and c2,
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we conclude that η · α ≤ 1/2. Hence, Equation (11.11) shows that, for any fixed dataset D
and any x∗ such that

∥∥x(0) − x∗∥∥
2
≤ D, we have

E[F (x;D)− F (x∗;D)] ≤ D2

2ηT
+ 3ηG2

0(1 + kσ2) +
α

2
D2 +

3

α

S∑
s=1

s22sG2
2s−1k.

We can rewrite the population loss as follows

E[F (x;P)− F (x∗;P)] = E[F (x;P)− F (x;D)] + E
D

[F (x;D)− F (x∗;D)]

≤ 4G2
0η

(
T

n
+
√
T

)
+

D2

2ηT
+ 3ηG2

0(1 + kσ2) +
α

2
D2 +

3

α

S∑
s=1

s22sG2
2s−1k.

Substituting in the values for parameters T , σ, η, and α yields

E[F (x;P)− F (x∗;P)] ≲
G0D√
n

+
G0D

√
k log(1/δ)

εn
+D

√√√√ S∑
s=1

s22sG2
2s−1k

for all k ∈ [d].

Similarly, if we have Gk ≤ G0k
−c for some c > 1/2, and in addition n > ε−1 log(1/δ), it

immediately follows that

E[F (x;P)−min
x
F (x;P)] ≲

G0D√
n

+G0D ·
(√

log(1/δ)

εn

)2c/(1+2c)

.

This completes the proof.

11.4 Numerical Experiments

The aim of this section is twofold. In Section 11.4.1, we study a synthetic example that

matches our theoretical assumptions and show that DP-SGD attains dimension-independent

empirical and population loss when the sequence of restricted Lipschitz coefficients decays

rapidly—even when gradients span the entire ambient space. In Section 11.4.2, we study a

stylized example of privately fine-tuning large language models. Building on the previous

theory, we provide insights as to why dense fine-tuning can yield good performance.
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11.4.1 Synthetic Example: Estimating the Generalized Geometric Median

We privately estimate the geometric median which minimizes the average Mahalanobis

distance. Specifically, let xi ∈ Rd for i ∈ [n] be feature vectors drawn i.i.d. from some

distribution Px, each of which is treated as an individual record. Denote the entire dataset

as D = {xi}ni=1. Subject to differential privacy, we perform the following optimization

min
x∈Rd

Fα(x) =
1

n

n∑
i=1

fi(x) +
α

2

∥∥∥x− x(0)∥∥∥2
2

=
1

n

n∑
i=1

∥x− xi∥A +
α

2

∥∥∥x− x(0)∥∥∥2
2
, (11.12)

where we adopt the shorthand fi(x) = f(x;xi) = ∥x− xi∥A. When A = Id and α = 0

(without the regularization term), the problem reduces to estimating the usual geometric

median (commonly known as center of mass).

For this example, individual gradients are bounded since ∥∇fi(x)∥2 = ∥A(x− xi)/∥x−
xi∥A∥2 ≤ λ1(A

1/2) = G0. More generally, the restricted Lipschitz coefficients of F (x) are

the eigenvalues of A1/2, since

∥Qk∇F (x)∥2 =

∥∥∥∥∥QkA1/2 1

n

n∑
i=1

A1/2(x− xi)
∥x− xi∥A

∥∥∥∥∥
2

≤ ∥QkA1/2∥op = λk+1(A
1/2) = Gk,

where Qk = I − Pk is chosen to be the rank (d − k) orthogonal projection matrix that

projects onto the subspace spanned by the bottom (d− k) eigenvectors of A1/2.

To verify our theory, we study the optimization and generalization performance of

DP-SGD for minimizing (11.12) under Mahalanobis distances induced by different A as

the problem dimension grows. The optimization performance is measured by the final

training error, and the generalization performance is measured by the population quantity

Ex∼Px,x[∥x−x∥A], where x denotes the random output of DP-SGD. We study the dimension

scaling behavior for A being one of

Aconst = diag(1, . . . , 1), Asqrt = diag(1, 1/
√

2, . . . , 1/
√
d), Alinear = diag(1, 1/2, . . . , 1/d),

where diag : Rd → Rd×d maps vectors onto square matrices with inputs on the diagonal.

In all cases, the span of gradients span({∇F (x)}) is the ambient space Rd, since A is of
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(a) empirical loss
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(b) (estimated) population loss

Figure 11.1: The empirical and population losses grow with increasing problem dimension
when the sequence of restricted Lipschitz coefficients remain constant. On the other hand,
these losses remain almost constant when the sequence of restricted Lipschitz coefficients
decays rapidly. Error bars represent one standard deviation over five runs of DP-SGD with
the same hyperparameters which were tuned on separate validation data. For the same A,
the optimal training error minx∈Rd F (x) is the same for problem instances with different
dimensions (thus errors do not scale if learning was non-private). Each training run was
performed with ε = 2, δ = 10−6, and n = 10000.

full rank. To ensure the distance from the initial iterate β(0) = 0 to the optimum is the

same for problem instances of different dimensions, we let feature vectors {xi}ni=1 take zero

values in any dimension k > dmin, where dmin is the dimension of the smallest problem

in our experiments. Our theoretical bounds suggest that when the sequence of restricted

Lipschitz coefficients is constant (when A = Aconst), the excess empirical loss grows with the

problem dimension, whereas when the sequence of kth-Lipschitz constants rapidly decays

with k (when A = Asqrt or A = Alinear), the excess empirical loss does not grow beyond a

certain problem dimension. Figure 11.1 empirically captures this phenomenon.

11.4.2 Why Does Dense Fine-Tuning Work Well for Pretrained Language Models?

Stated informally, our bounds in Theorem 11.3.5 imply that DP-SGD obtains dimension-

independent errors if gradients approximately reside in a subspace much smaller than the

ambient space. Inspired by these results for the convex case, we now turn to study dense
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language model fine-tuning [LTLH21] and provide a possible explanation for their recent

intriguing success — fine-tuning gigantic parameter vectors frequently results in moderate

performance drops compared to non-private learning.

In the following, we present evidence that gradients obtained through fine-tuning mostly

lie in a small subspace. We design subsequent experiments to work under a simplified setup.

Specifically, we fine-tune DistilRoBERTa [SDCW19, LOG+19] under ε = 8 and δ = 1/n1.1

for sentiment classification on the SST-2 dataset [SPW+13]. We reformulate the label

prediction problem as templated text prediction [LTLH21], and fine-tune only the query

and value matrices in attention layers.

We focus on fine-tuning these specific parameter matrices due to the success of LoRA

for non-private learning [HSW+21] which focuses on adapting the attention layers. Un-

like LoRA, we fine-tune all parameters in these matrices rather than focusing on low-rank

updates. This gives a setup that is lightweight enough to run spectral analyses computation-

ally tractably but retains enough parameters (≈ 7 million) such that a problem of similar

scale outside of fine-tuning results in substantial losses in utility.2 For our setup, DP-SGD

obtains a dev set accuracy approximately of 90% and 92%, privately and non-privately, re-

spectively. These numbers are similar to previous results obtained with the same pretrained

model [YNB+21, LTLH21].

To provide evidence for the small subspace hypothesis, we sample gradients during fine-

tuning and study their principal components. Specifically, we “over-train” by privately fine-

tuning for r = 2× 103 updates and collect all the non-privatized average clipped gradients

along the optimization trajectory. While fine-tuning for 200 and 2k updates have similar

final dev set performance under our hyperparameters, the increased number of steps allows

us to collect more gradients around the converged solution. This yields a gradient matrix

H ∈ Rr×p, where p ≈ 7 × 106 is the size of the parameter vector. We perform PCA

for H with the orthogonal iteration algorithm [Dem97] and visualize the set of estimated

singular values σi(H) = λi(H
⊤H)1/2 in terms of both (i) the density estimate, and (ii) their

2For instance, an off-the-shelf ResNet image classifier has 10 to 20+ million parameters. A plethora
of works report large performance drops when training these models from scratch [YZCL21, LWAFF21,
DBH+22].
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relation with the rank. Figure 11.2 (a) shows the top 1000 singular values sorted and plotted

against their rank k and the least squares fit on log-transformed inputs and outputs. The

plot displays few large singular values which suggests that gradients are controlled through

only a few principal directions. The linear fit suggests that singular values decay rapidly

(at a rate of approximately k−0.6).

To study the effects that different principal components have on fine-tuning performance,

we further perform the following re-training experiment. Given the principal components,

we privately re-fine-tune with gradients projected onto the top k ∈ {10, 20, 100} components.

Note that this projection applies only to the (non-privatized) average clipped gradients and

the isotropic DP noise is still applied to all dimensions. Figure 11.2 (b) shows that the

original performance can be attained by optimizing within a subspace of only dimension

k = 100, suggesting that most of the dimensions of the 7 million parameter vector encode

a limited learning signal.

While these empirical results present encouraging insights for the dimension-independent

performance of fine-tuning, we acknowledge that this is not a complete validation of the

restricted Lipschitz continuity condition and fast decay of coefficients (even locally near the

optimum). We leave a more thorough analysis with additional model classes and fine-tuning

tasks to future work.

11.5 Related Work

DP-ERM and DP-SCO are arguably the most well-studied areas of differential privacy [CMS11,

KST12, BST14, SCS13, WYX17, FTS17, BFTGT19, MRTZ17, ZZMW17, WLK+17, FKT20,

INS+19, BFGT20, STT20, LL21, AFKT21, BGN21, GTU22, GLL22]. Tight dependence

on the number of model parameters and the number of samples is known for both DP-

ERM [BST14] and DP-SCO [BFTGT19]. In particular, for the error on general con-

vex losses, an explicit polynomial dependence on the number of optimization variables

is necessary. However, it is shown that if gradients lie in a fixed low-rank subspace M ,

the dependence on dimension d can be replaced by rank(M) which can be significantly

smaller [JT14, STT20]. We extend this line of work to show that under a weaker assump-

tion (restricted Lipschitz continuity with decaying coefficients) one can obtain analogous
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Figure 11.2: Gradients obtained through fine-tuning are controlled by a few principal
components. Left: Singular values decay rapidly with their rank. Right: Retraining with
gradients projected onto a subspace (but noise is not projected!) is sufficient to recover
original performance.

error guarantees that are independent of d, but do not require the gradients of the loss

to strictly lie in any fixed low-rank subspace M . As a consequence, our results provide a

plausible explanation for the empirical observation that dense fine-tuning can be effective

and that fine-tuning a larger model under DP can generally be more advantageous in terms

of utility than fine-tuning a smaller model [LTLH21, YNB+21]. A concurrent work shows

that the standard dimension dependence of DP-SGD can be replaced by a dependence on

the trace of the Hessian assuming the latter quantity is uniformly bounded [MMZ22].

A complementary line of work designed variants of DP-SGD that either explicitly or

implicitly control the subspace in which gradients are allowed to reside [AGM+21, LVS+21,

AFKT21, KDRT21, YZCL21]. They demonstrated improved dependence of the error on

the dimension if the true gradients lie in a “near” low-rank subspace. Our results are

incomparable to this line of work because of two reasons: (i) Our algorithm is vanilla DP-

SGD and does not track the gradient subspace either explicitly or implicitly, and hence

does not change the optimization landscape. Our improved dependence on dimensions is an

artifact of the analysis. (ii) Our analytical results do not need the existence of any public

data to obtain tighter dependence on dimensions. All prior works mentioned above need
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the existence of public data to demonstrate any improvement.

On the empirical front, past works have observed that for image classification tasks,

gradients of ConvNets converge to a small subspace spanned by the top directions of

the Hessian. In addition, this span remains stable for long periods of time during train-

ing [GARD18]. While insightful, this line of work does not look at language model fine-

tuning. Another line of work measures for language model fine-tuning the intrinsic dimen-

sion—the minimum dimension such that optimizing in a randomly sampled subspace of

such dimension approximately recovers the original performance [LFLY18, AZG20]. We

note that a small intrinsic dimension likely suggests that gradients are approximately low

rank. Yet, this statement should not be interpreted as a strict implication, since the notion

of intrinsic dimension is at best vaguely defined (e.g., there’s no explicit failure probability

threshold over the randomly sampled subspace in the original statement), and the definition

involves not a fixed subspace but rather a randomly sampled one.

11.6 Conclusion

We made an attempt to reconcile two seemingly conflicting results: (i) in private convex

optimization, errors are predicted to scale proportionally with the dimension of the learning

problem; while (ii) in empirical works on large-scale private fine-tuning through DP-SGD,

privacy-utility trade-offs become better with increasing model size. We introduced the

notion of restricted Lipschitz continuity, with which we gave refined analyses of DP-SGD

for DP-ERM and DP-SCO. When the magnitudes of gradients projected onto diminishing

subspaces decay rapidly, our analysis showed that excess empirical and population losses

of DP-SGD are independent of the model dimension. Through preliminary experiments,

we gave empirical evidence that gradients of large pretrained language models obtained

through fine-tuning mostly lie in the subspace spanned by a few principal components. Our

theoretical and empirical results together give a possible explanation for recent successes in

large-scale differentially private fine-tuning.

Given our improved upper bounds on the excess empirical and population risks for

differentially private convex learning, it is instructive to ask if such bounds are tight in

the mini-max sense. We leave answering this inquiry to future work. In addition, while
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we have presented encouraging empirical evidence that fine-tuning gradients mostly lie in

a small subspace, more work is required to study the robustness of this phenomenon with

respect to the model class and fine-tuning problem. Overall, we hope that our work leads

to more research on understanding conditions under which DP learning does not degrade

with increasing problem size, and more generally, how theory can inform and explain the

practical successes of differentially private deep learning.
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Chapter 12

PRIVATE STOCHASTIC CONVEX OPTIMIZATION WITH HEAVY
TAILS: NEAR-OPTIMALITY FROM SIMPLE REDUCTIONS

12.1 Introduction

Differentially private stochastic convex optimization (DP-SCO), where an algorithm aims

to minimize a population loss given samples from a distribution, is a fundamental problem

in statistics and machine learning. In this problem, given n samples from a distribution P
over a sample space S, our goal is to privately find an approximate minimizer x̂ ∈ X ⊂ Rd

for the population loss

FP(x) := E
s∼P

[f(x; s)] ,

where f(·; s) is a convex function for all s ∈ S. The quality of an algorithm is measured by

the excess population loss of its output x̂, that is FP(x̂)−minxOPT∈X FP(xOPT).

Extensive research efforts have been devoted to DP-SCO, resulting in important progress

over the past few years [BFTGT19, FKT20, AFKT21, BGN21, ALD21, KLL21]. In an

important milestone, [BFTGT19] developed optimal algorithms (in terms of the excess

population loss) for DP-SCO under a uniform Lipschitz assumption (i.e., where every f(·; s)
is assumed to have the same Lipschitz bound), and [FKT20] followed this result with efficient

and optimal algorithms that run in linear time for smooth functions. DP-SCO has also

been explored in other notable settings, including developing faster algorithms for non-

smooth settings [AFKT21, KLL21, CJJ+23], different geometries imposed on the solution

space [AFKT21, BGN21, GLL+23], and different notions of privacy [ALD21].

Most existing results in DP-SCO are based on the assumption that the function f(·; s)
is uniformly G-Lipschitz for all s ∈ S. This assumption is convenient for private algorithm

design, because it allows us to straightforwardly bound the sensitivity of iterates of private

algorithms, i.e., how far a pair of iterates defined via algorithms induced by neighboring

datasets drift apart. Under the uniform Lipschitz assumption, the DP-SCO problem is
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relatively well-understood, as optimal and efficient algorithms exist (sometimes requiring

additional regularity assumptions) [BFTGT19, FKT20].1 State-of-the-art SCO algorithms

satisfying (ε, δ)-differential privacy (Definition 12.2.1) in the uniform Lipschitz setting result

in excess population loss

GD

 1√
n

+

√
d log(1δ )

εn

 , (12.1)

where D is the diameter of X . However, the assumption of uniformly G-Lipschitz gradients

is strong, and may be violated in real-life applications where the distribution in question

has heavy tails (see e.g. discussion in [ACG+16]). As a simple motivating example, consider

mean estimation, where each f(·; s) = 1
2 ∥· − s∥

2, so the minimizer of FP is the population

mean. The uniform Lipschitz requirement amounts to P having a bounded support over X ,

whereas an algorithm that can handle heavy tails only posits the weaker assumption that

P has bounded k-th moments. However, as pointed out by [WXDX20], many real-world

datasets [MM97, BDFS07, IIW15], especially those from biomedicine and finance, are usu-

ally unbounded or even heavy-tailed. As a result, existing algorithms for DP-SCO may have

overly pessimistic performance bounds when G is large or even unbounded, necessitating

the search for new private algorithms handling heavy-tailed gradients.

Motivated by this weakness of existing DP-SCO analyses, several papers studied the

problem of DP-SCO with heavy-tailed gradients [WXDX20, ADF+21, KLZ22, LR23], for-

mally defined in Definition 12.2.6. Rather than assuming uniformly Lipschitz gradients,

this line of work builds on the more realistic assumption that the norm of the gradients has

bounded kth-moments. In particular, [ADF+21] studied heavy-tailed private optimization

for the related empirical loss, while [WXDX20] initiated an analogous study for the popula-

tion loss. More recently, [KLZ22, LR23] also proposed algorithms to solve the heavy-tailed

DP-SCO problem based on clipped stochastic gradient methods.

Despite the significant progress made in addressing heavy-tailed DP-SCO, it remains no-

tably less understood compared to the uniformly Lipschitz setting. As a benchmark, under

a notion called ρ-concentrated differential privacy (CDP, see Definition 12.2.3), which trans-

1One notable exception is the lack of linear-time algorithms in the non-smooth setting.
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lates to (ε, δ)-DP for ρ ≈ ε2 log−1(1δ ), [LR23] established that the best excess population

loss achievable scales as

G2D ·
1√
n

+GkD ·
( √

d

n
√
ρ

)1− 1
k

, (12.2)

where Gjj is the jth moment bound on the Lipschitz constant of sampled functions, see

Definition 12.2.6. Note that as k → ∞, the rate in (12.2) recovers the uniform Lipschitz

rate in (12.1).

Unfortunately, existing works on heavy-tailed DP-SCO assume stringent conditions on

problem parameters and are suboptimal in the general case. For example, [KLZ22] re-

quires the loss functions to be uniformly smooth with various parameter bounds in order

to guarantee optimal rates, while the recent work [LR23] obtains a suboptimal rate scaling

as2 G2D · 1√
n

+ GkD · (
√
d

n
√
ρ)1−

2
k , which is worse than (12.2) by polynomial factors in the

dimension for any constant k.

12.1.1 Our contributions

Motivated by the suboptimality of existing results for heavy-tailed DP-SCO, we develop the

first algorithm for this problem, which achieves the optimal rate (12.2) up to logarithmic

factors with no additional assumptions. Along the way, we give several simple reduction-

based tools for overcoming technical barriers encountered by prior works. To state our

results (deferring a formal problem statement to Definition 12.2.1), we assume that for

some k ≥ 2 and all j ∈ [k], we have

E
s∼P

[
max
x∈X
∥∇f(x; s)∥j

]
≤ Gjj .

Our results hold in several settings and are based on different reductions which allow us to

apply strategies for DP-SCO from the uniform Lipschitz setting.

2The rate in [LR23] is stated slightly differently (see their Theorem 6), as they parameterize their error
bound via G2k despite assuming only k bounded moments. However, under the assumption that G2k is
finite (so the [LR23] result is usable), the optimal rate scales as in (12.2) where k is replaced with 2k,
leaving a polynomial gap.
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Near-optimal rates for heavy-tailed DP-SCO (Section 12.3). We design an algo-

rithm for the k-heavy-tailed DP-SCO problem, which satisfies ρ-CDP3 and attains near-

optimal excess loss

G2D ·

√
log
(
1
δ

)
n

+GkD ·
(√

d log
(
1
δ

)
n
√
ρ

)1− 1
k

. (12.3)

This matches the lower bounds recently proved by [KLZ22, LR23] for ρ-concentrated DP

algorithms up to logarithmic factors, stated in (12.2). Standard conversions from CDP to

(ε, δ)-DP imply that our algorithm also obtains loss ≈ G2D ·
√

1
n +GkD · (

√
d log3(1/δ)
nε )1−

1
k

under this parameterization. We note that our bound (12.3) holds with high probability

≥ 1− δ, whereas the lower bound (12.2) is for an error which holds only in expectation (see

Theorem 13, [LR23]). Our lossiness in (12.3) is due to a natural sample-splitting strategy

used to boost our failure probability, and we conjecture that (12.3) may be optimal in the

high-probability error bound regime.

As in [LR23], to establish our result we begin by deriving utility guarantees for a clipped

stochastic gradient descent subroutine on an empirical loss, where clipping ensures privacy

but induces bias, parameterized by a dataset-dependent quantity b2D defined in (12.25). We

give a standard analysis of this subroutine in Proposition 12.3.1, a variant of which (with

slightly different parameterizations) also appeared as Lemma 27, [LR23]. However, the key

technical barrier encountered by the [LR23] analysis, when converting to population risk,

was bounding E b2D over the sampled dataset, which naively depends on the 2kth moment

of gradients. This either incurs an overhead depending on G2k, or in the absence of such

a bound (which is not given under the problem statement), leads to the aforementioned

suboptimal rate in [LR23] losing a factor of (
√
d

n
√
ρ)

1
k in the utility. We give a further discussion

of natural strategies and barriers towards directly bounding E b2D in Appendix 12.11.

Where we depart from the strategy of [LR23] is in the use of a new population-level local-

ization framework we design (see Algorithm 37), inspired by similar localization techniques

3We state the privacy guarantee of most of our results, save our algorithm in Appendix 12.7 which employs
the sparse vector technique of [DNR+09, DR14], in terms of CDP, for simpler comparison to the lower
bound (12.2).
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in prior work [FKT20] (discussed in more detail in Section 12.1.2). This strategy allows

us to use constant-success probability bounds on the quantity bD (which also bound b2D),

which are easy to achieve depending only on Gk rather than G2k via Markov’s inequality.

This bypasses the need in [LR23] for bounding E b2D. The motivation for population-level

localization is that we wish to aggregate empirical solutions to multiple datasets, some of

which have small bD, and others which do not. However, each dataset has a different em-

pirical minimizer, so it is unclear how to argue about convergence if we apply the empirical

localization. Instead, we aggregate solutions close to the population-level minimizer and

share them across datasets via a simple geometric aggregation technique, showing that it

suffices for a constant fraction of datasets to have this desirable property for us to carry out

our population-level localization argument. We formally state our main result achieving the

rate (12.3) as Theorem 12.3.8.

Interestingly, as a straightforward corollary of our new localization framework, we achieve

a tight rate for high-probability stochastic convex optimization under a bounded-variance

gradient estimator parameterization, perhaps the most well-studied formulation of SCO.

To our knowledge, this result was only first achieved very recently by [CH24].4 However,

we find it a promising proof-of-concept that our new framework directly yields the same

result. For completeness, we include a derivation in Appendix 12.9 (see Theorem 12.9.4) as

a demonstration of the utility of our framework.

Optimal rates with known Lipschitz constants (Section 12.6). We next consider

the known Lipschitz setting, where each sample function f(·; s) arrives with a value Ls which

is an overestimate of its Lipschitz constant, such that ELjs is bounded for all j ∈ [k] (see

Assumption 12.6.1). As motivation, consider the problem of learning a generalized linear

model (GLM), where f(·; s) = σ(⟨·, s⟩) for a known convex activation function σ. Typically,

the Lipschitz constant for f(·; s) is simply the Lipschitz constant of σ times ∥s∥, which

4We mention that an alternative route to obtaining a near-optimal high-probability rate was given slightly
earlier in [SZ23], but lost a polylogarithmic factor in the failure probability. We also wish to acknowledge
that in an independent and concurrent work [JST24] involving the third author, the authors slightly
sharpened and generalized the result of [SZ23], which inspired us to consider this application of our
population-level localization framework.
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can be straightforwardly calculated. Thus, for GLMs, our known Lipschitz heavy-tailed

assumption amounts to moment bounds on the distribution P.

Our second result, Theorem 12.6.7, shows a natural strategy obtains optimal rates in

this known Lipschitz setting, eliminating logarithmic factors from Theorem 12.3.8. As

mentioned previously, this result holds for the important family of GLMs. Our algorithm

is based on a straightforward reduction to the uniformly Lipschitz setting: after simply

iterating over the input samples, and replacing samples whose Lipschitz constant exceeds a

given threshold with a new dummy sample, we show existing Lipschitz DP-SCO algorithms

then obtain the optimal heavy-tailed excess population loss (12.2). Despite the simplicity

of this result, to the best of our knowledge, it was not previously known.

Efficient algorithms for smooth functions (Appendices 12.7 and 12.8). Finally,

we propose algorithms with improved query efficiency for general smooth functions or

smooth GLMs, with moderate smoothness bounds. Our strategy is to analyze the sta-

bility of clipped-DP-SGD in the smooth heavy-tailed setting, and use localization-based

reductions to transform a stable algorithm into a private one [FKT20]. This results in

linear-time algorithms for the smooth case with near-optimal rates. In order to prove the

privacy of our smooth, heavy-tailed algorithm, we analyze a careful interplay of our clipped

stochastic gradient method with the sparse vector technique (SVT) [DNR+09, DR14]. At a

high level, our use of SVT comes from the fact that under clipping, smooth gradient steps

no longer enjoy the type of contraction guarantees applicable in the uniform Lipschitz set-

ting (see Fact 12.7.1), so we must take care to not clip too often. The SVT is then used to

ensure privacy of our count of how many clipping operations were used. In Appendix 12.10,

we provide a simple counterexample showing that the noncontractiveness of contractive

steps after applying clipping is inherent. Our general smooth heavy-tailed DP-SCO result

is stated as Theorem 12.7.6.

We believe the use of SVT within an optimization algorithm to ensure privacy may

be of independent interest, as it is one of few such instances that have appeared in the

private optimization literature to our knowledge; it is inspired by a simpler application of

this technique carried out in [AL24].
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On the other hand, we make the simple observation that for GLMs, clipping cannot

make a contractive gradient step noncontractive, by taking advantage of the fact that the

derivative of f(x; s) = σ(⟨x, s⟩) is a multiple of s for any x ∈ X (see Lemma 12.8.1). We use

this observation to give a straightforward adaptation of the smooth algorithm in [FKT20]

to the heavy-tailed setting, proving Theorem 12.8.2, which attains both a linear gradient

query complexity and the optimal rate (12.2).

12.1.2 Prior work

The best-known rates for heavy-tailed DP-SCO were recently achieved by [KLZ22, LR23].

As discussed previously, their results do not provide the same optimality guarantees as

our Theorem 12.3.8. The rate achieved by [LR23] is polynomially worse than the optimal

loss (12.2) for any constant k. On the other hand, the work of [KLZ22] uses a different

assumption on the gradients than Assumption 12.2.5, which is arguably more nonstandard:

in particular, they require that the kth-order central moments of each coordinate ∇jf(x; s)

is bounded. Moreover, their algorithms require each sample function f(·; s) to be β-smooth,

and the final rates have a strong dependence on the condition number κ = β
λ where λ is the

strong convexity parameter (see Appendix C in [LR23] for additional discussion).

Our result in the heavy-tailed setting assuming β-smoothness of sample functions, Theo-

rem 12.7.6, is most directly related to Theorem 15 of [LR23]. These two results respectively

require

β = O

(
Gk
D
· ε1.5

√
n

d

)
and β = O

(
Gk
D
·
(
d5

εn

) 1
18

)
,

omitting logarithmic factors in our bound for simplicity, to obtain near-optimal rates. These

regimes are different and not generally comparable. However, we find it potentially useful

that our upper bound on β grows as more samples are taken, whereas the [LR23] bound

degrades with larger n. It is worth mentioning that [LR23]’s Theorem 15 shaves roughly

one logarithmic factor in the error bound from our Theorem 12.7.6. On the other hand,

Theorem 12.7.6 actually requires a looser condition than mentioned above (see (12.19)),

which can improve its guarantees in a wider range of parameters.

Finally, we briefly contextualize our population-level localization framework in regard
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to previous localization schemes proposed by [FKT20]. The two localization schemes in

[FKT20] (see Sections 4.1 and 5.1 of that work) both follow the same strategy of gradu-

ally improving distance bounds to a minimizer in phases. However, their implementation

is qualitatively different than our Algorithm 37, preventing their direct application in our

algorithm. For instance, Section 4.1 of [FKT20] does not use strong convexity and, there-

fore cannot take advantage of generalization bounds afforded to strongly convex losses (see

discussion in [SSSSS09]). On the other hand, the scheme in Section 5.1 of [FKT20] serves

a different purpose than Algorithm 37, aiming to solve strongly convex optimization by

reducing it to non-strongly convex optimization; our Algorithm 37, on the other hand,

directly targets non-strongly convex optimization as its goal. We view our approach as

complementary to these prior frameworks and are optimistic it will find further utility in

applications.

12.2 Preliminaries

General notation. We use [d] to denote the set {i ∈ N | i ≤ d}. We use sign(x) ∈ {±1}
to denote the sign for x ∈ R, with sign(0) = 1. We use N (µ,Σ) to denote the multivariate

normal distribution of specified mean and covariance. We denote the all-ones and all-zeroes

vectors of dimension d by 1d and ⊬d. We use ∥·∥ to denote the Euclidean (ℓ2) norm. We

use Id to denote the identity matrix on Rd. We use B(C) to denote the ℓ2 ball of radius C,

and for x ∈ Rd, B(x,C) is used to denote {x′ ∈ Rd | ∥x′ − x∥ ≤ C}. For a set X ⊆ Rd, we

let diam(X ) := supx,x′∈X ∥x− x′∥, and we let ΠX (x) denote the Euclidean projection of x

to X , i.e. argminx′∈X ∥x′ − x∥, which exists and is unique when X is compact. We use fX

to denote the restriction of a function f to X , i.e.

fX (x) =


f(x) x ∈ X

∞ x ̸∈ X
. (12.4)

For x ∈ Rd, we use ΠC(x) as shorthand for ΠB(C)(x), i.e. ΠC(X) denotes the clipped

vector x · min( C
∥x∥ , 1). We say two datasets D, D′ are neighboring if they differ in one

entry, and |D| = |D′|. We say x ∈ X is an ε-approximate minimizer to f : X → R if
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f(x)− infx⋆∈X f(x⋆) ≤ ε. For two densities µ, ν on the same probability space, and α > 1,

we define the α-Rényi divergence

Dα(µ∥ν) :=
1

α− 1
log

(∫ (
µ(ω)

ν(ω)

)α
dν(ω)

)
.

For an event E on a probability space clear from context, we let IE denote the 0-1 indicator

of E . We say f : X → R is L-Lipschitz if |f(x) − f(x′)| ≤ L ∥x− x′∥ for all x, x′ ∈ X ; if f

is differentiable and convex, an equivalent characterization is ∥∇f(x)∥ ≤ L for all x ∈ X .

We say f : X → R is µ-strongly convex if f(λx′ + (1 − λ)x) ≤ λf(x′) + (1 − λ)f(x) −
µλ(1−λ)

2 ∥x− x′∥2 for all x, x′ ∈ X . We say differentiable f : X → R is β-smooth if for all

x, x′ ∈ X , ∥∇f(x)−∇f(x′)∥ ≤ β ∥x− x′∥.

Differential privacy. We begin with a definition of standard differential privacy.

Definition 12.2.1 (Differential privacy). Let ε ≥ 0, δ ∈ [0, 1]. We say a mechanism

(randomized algorithm) M : Sn → Ω satisfies (ε, δ)-differential privacy (alternatively,

M is (ε, δ)-DP) if for any neighboring D,D′ ∈ Sn, and any S ⊆ Ω, Pr [M(D) ∈ S] ≤
exp(ε) Pr [M(D′) ∈ S] + δ.

More generally, for random variables X,Y ∈ Ω satisfying Pr[X ∈ S] ≤ exp(ε) Pr[Y ∈
S] + δ for all S ⊆ Ω, we say that X,Y are (ε, δ)-indistinguishable.

Throughout the paper, other notions of differential privacy will frequently be useful for

our accounting of privacy loss in our algorithms. For example, we define the following

variants of DP.

Definition 12.2.2 (Rényi DP). Let α > 1, ε ≥ 0. We say a mechanismM : Sn → Ω satis-

fies (α, ε)-Rényi differential privacy (RDP) if for any neighboringD,D′ ∈ Sn, Dα(M(D)∥M(D′)) ≤
ε.

Definition 12.2.3 (CDP). Let ρ ≥ 0. We say a mechanism M : Sn → Ω satisfies ρ-

concentrated differential privacy (alternatively, M satisfies ρ-CDP) if for any neighboring

D,D′ ∈ Sn, and any α ≥ 1, Dα(M(D)∥M(D′)) ≤ αρ.
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For an extended discussion of RDP and CDP and their properties, we refer the reader

to [BS16, Mir17, BDRS18]. We summarize the main facts about these notions we use here.

Lemma 12.2.4 ([Mir17]). RDP has the following properties.

1. (Composition): Let M1 : Sn → Ω satisfy (α, ε1)-RDP and M2 : Sn × Ω → Ω′

satisfy (α, ε2)-RDP for any input in Ω. Then the composition ofM2 andM1, i.e. the

randomized algorithm which takes D toM2(D,M1(D)), satisfies (α, ε1 + ε2)-RDP.

2. (RDP to DP): If M satisfies (α, ε)-RDP, it satisfies (ε + 1
α−1 log 1

δ , δ)-DP for all

δ ∈ (0, 1).

3. (Gaussian mechanism): Let f : Sn → Rd be an L-sensitive randomized function for

L ≥ 0, i.e. for any neighboring D, D′, we have ∥f(D)− f(D′)∥ ≤ L. Then for any

σ > 0, the mechanism which outputs f(D) + ξ for ξ ∼ N (⊬d, σ2Id) satisfies L2

2σ2 -CDP.

Private SCO. Throughout the paper, we study the problem of private stochastic convex

optimization (SCO) with heavy-tailed gradients. We first define the assumptions used in

our algorithms.

Assumption 12.2.5 (k-heavy-tailed distributions). Let X ⊂ Rd be a compact, convex

set. Let P be a distribution over a sample space S, such that each s ∈ S induces a

continuously-differentiable, convex, Ls-Lipschitz loss function f(·; s) : X → R,5 where

Ls := maxx∈X ∥∇f(x; s)∥ is unknown. For k ∈ N satisfying k ≥ 2, we say P satisfies

the k-heavy tailed assumption if, for a sequence of monotonically nondecreasing {Gj}j∈[k],6

we have Es∼P [Ljs] ≤ Gjj <∞ for all j ∈ [k].

In Appendix 12.6, we consider a variant of Assumption 12.2.5 where we have explicit

access to upper bounds on the Lipschitz constants Ls, formalized in Assumption 12.6.1.

5The assumed moment bounds shows that f(·; s) has a finite Lipschitz constant, except for a probability-
zero set of s. Moreover, convex functions are differentiable almost everywhere. Therefore, if f(·; s) is
Lipschitz, perturbing its first argument by an infinitesimal Gaussian makes it differentiable there with
probability 1, and negligibly affects the function value. We thus assume for simplicity that f(·; s) is
differentiable everywhere.

6This assumption is without loss of generality by Jensen’s inequality.
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Our goal is to approximately optimize a population loss over sample functions satisfying

Assumptions 12.2.5 or 12.6.1, formalized in the following.

Definition 12.2.6 (k-heavy-tailed private SCO). In the k-heavy-tailed private SCO prob-

lem, X ⊂ Rd is a compact, convex set with diam(X ) = D. Further, P is a distribu-

tion over a sample space S satisfying Assumption 12.2.5. Our goal is to design an al-

gorithm which provides an approximate minimizer in expectation to the population loss,

FP(x) := Es∼P [f(x; s)], subject to satisfying differential privacy. We say such an algorithm

queries N sample gradients if it queries ∇f(x; s) for N different pairs (x, s) ∈ X × S. If P
further satisfies Assumption 12.6.1, we call the corresponding problem the known Lipschitz

k-heavy-tailed private SCO problem.

We first observe the following consequence of Assumption 12.2.5, deferring a proof to

Appendix 12.5.

Lemma 12.2.7. Let P be a distribution over S satisfying Assumption 12.2.5. Then FP is

G1-Lipschitz.

We require the following claim which bounds the bias of clipped heavy-tailed distribu-

tions.

Fact 12.2.8 ([BD14], Lemma 3). Let k > 1 and X ∈ Rd be a random vector with E[∥X∥k] ≤
Gk. Then,

E ∥ΠC(X)−X∥ ≤ E[∥X∥ I∥X∥≥C ] ≤ Gk

(k − 1)Ck−1
.

We also use the following standard claim on geometric aggregation.

Fact 12.2.9 ([KLL+23], Claim 1). Let S := {xi}i∈[k] ⊂ Rd have the property that for

(unknown) z ∈ Rd, |{i ∈ [k] | ∥xi − z∥ ≤ R}| ≥ 0.51k for some R ≥ 0. There is an

algorithm Aggregate which runs in time O(dk2) and outputs x ∈ S such that ∥x− z∥ ≤ 3R.

Finally, given a dataset D ∈ S∗ of arbitrary size, and λ ≥ 0, we use the following short-

hand to denote the regularized empirical risk minimization (ERM) objective corresponding

to the dataset:

FD,λ(x) :=
1

|D|
∑
s∈D

f(x; s) +
λ

2
∥x∥2 . (12.5)
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When λ = 0, we simply denote the function above by FD(x) := 1
|D|
∑

s∈D f(x; s).

12.3 Heavy-Tailed Private SCO

In this section, we obtain near-optimal algorithms for the problem in Definition 12.2.6 us-

ing a new population-level localization framework, combined with geometric aggregation for

boosting weak subproblem solvers to succeed with high probability (Fact 12.2.9). Our algo-

rithm’s main ingredient, in Section 12.3.1, is a clipped DP-SGD subroutine for privately

minimizing a regularized ERM subproblem, under a condition on a randomly sampled

dataset holding with constant probability. Next, in Section 12.3.2 we show that our al-

gorithm from Section 12.3.1 returns points near the minimizer of a regularized loss function

over the population, using generalization arguments. Finally, we develop our population-

level localization scheme in Section 12.3.3, and combine it with our subproblem solver to

give our overall method for heavy-tailed private SCO. Several proofs and a generalization

to strongly convex functions (Corollary 12.5.1) are deferred to Appendix 12.5.

12.3.1 Strongly convex DP-ERM solver

We give a parameterized subroutine for minimizing a DP-ERM objective FD,λ(x) associated

with a dataset D and a regularization parameter λ ≥ 0 (recalling the definition (12.5)).

In this section only, for notational convenience we identify elements of D with [n] where

n := |D|, so we will also write

FD,λ(x) :=
1

n

∑
i∈[n]

fi(x) +
λ

2
∥x∥2 ,

i.e. we let fi(·) := f(·; s) where s ∈ D is the element identified with i ∈ [n]. Our subroutine

is a clipped DP-SGD algorithm (Algorithm 36), which only clips the heavy-tailed portion

of ∇FD,λ (i.e. the sample gradients), and leaves both the regularization and additive noise

unchanged. The utility of Algorithm 36 is parameterized by the following function of the

dataset:

bD := max
x∈X

∥∥∥∥∥∥ 1

n

∑
i∈[n]

∇fi(x)− 1

n

∑
i∈[n]

ΠC(∇fi(x))

∥∥∥∥∥∥ .
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In other words, bD denotes the maximum bias incurred by the clipped gradient of FD when

compared to the true gradient, over points in X ; note the maximum is achieved as X is

compact.

We are now ready to state our algorithm, Clipped-DP-SGD, as Algorithm 36.

Algorithm 36: Clipped-DP-SGD(D, C, λ, {ηt}t∈[T ], σ2, T, r,X )

1 Input: Dataset D ∈ Sn, clip threshold C ∈ R≥0, regularization λ ∈ R≥0, step sizes
{ηt}t∈[T ] ⊂ R≥0, noise σ2 ∈ R≥0, iteration count T ∈ N, radius r ∈ R≥0, domain

X ⊂ B(r) with X ∋ ⊬d
2 x0 ← ⊬d
3 for 0 ≤ t < T do
4 ξt ∼ N (⊬d, σ2Id)
5 ĝt ← 1

n

∑
i∈[n] ΠC(∇fi(xt))

6 xt+1 ← argminx∈Xr
{ηt ⟨ĝt + ξt, x⟩+ ηtλ

2 ∥x∥
2 + 1

2 ∥x− xt∥
2}

7 end

8 Return: x̂←
∑

0≤t<T (t+4)xt∑
0≤t<T (t+4)

We provide the following guarantee on Clipped-DP-SGD, by modifying an analysis of

[LSB12].

Proposition 12.3.1. Let ρ ≥ 0, and x̂ be the output of Clipped-DP-SGD with ηt ← 4
λ(t+1)

for all 0 ≤ t < T , σ2 ← 2C2T
n2ρ

, and T ≥ max(n, n
2ρ
d ). Clipped-DP-SGD satisfies ρ-CDP, and

E[FD,λ(x̂)− FD,λ(xOPT)] ≤ 32C2d

λn2ρ
+
b2D
λ

+
7λr2

n
, where x⋆ := argmin

x∈X
FD,λ(x).

For ease of use of Proposition 12.3.1, we now provide a simple bound on bD which holds

with constant probability from a dataset drawn from a distribution satisfying Assump-

tion 12.2.5.

Lemma 12.3.2. Let D ∼ Pn, where P is a distribution over S satisfying Assumption 12.2.5.

With probability at least 4
5 , denoting bD as in (12.25), we have

bD ≤
5Gkk

(k − 1)Ck−1
.
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We therefore have the following corollary of Proposition 12.3.1 and Lemma 12.3.2.

Corollary 12.3.3. Let D ∼ Pn, where P is a distribution over S satisfying Assump-

tion 12.2.5, and let x⋆D,λ := argminx∈X FD,λ(x), following (12.5). If we run Clipped-DP-SGD

with parameters in Proposition 12.3.1 and C ← Gk · (25n
2ρ

32d )
1
2k , Clipped-DP-SGD is ρ-CDP,

and there is a universal constant Cerm such that with probability ≥ 3
5 over the randomness

of D and Clipped-DP-SGD, x̂, the output of Clipped-DP-SGD, satisfies

∥∥x̂− x⋆D,λ∥∥ ≤ Cerm

Gk
λ

( √
d

n
√
ρ

)1− 1
k

+
r√
n

 .

Clipped-DP-SGD queries at most max(n2, n
3ρ
d ) sample gradients (using samples in D).

Proof. Condition on the conclusion of Lemma 12.3.2, which holds with probability 4
5 . There-

fore, Markov’s inequality shows that with probability at least 3
5 , after a union bound with

Proposition 12.3.1,

λ

2

∥∥x̂− x⋆D,λ∥∥2 ≤ FD,λ(x̂)− FD,λ(x⋆D,λ)

≤ 160C2d

λn2ρ
+

125G2k
k

λC2(k−1)
+

7λr2

n
≤ 320G2

k

λ

(
d

n2ρ

)1− 1
k

+
7λr2

n
,

where we used strong convexity in the first inequality, and plugged in our choice of C in the

last. The conclusion follows by rearranging the above display, and using
√
a2 + b2 ≤ a + b

for a, b ∈ R≥0.

12.3.2 Localizing regularized population loss minimizers

Here, we use generalization arguments from the SCO literature to show how that our algo-

rithm Clipped-DP-SGD from Section 12.3.1 acts as an oracle which, with constant probabil-

ity, returns a point near the minimizer of a regularized population loss. We begin with a

standard helper statement.

Lemma 12.3.4. Let λ ≥ 0, let P be a distribution over S satisfying Assumption 12.2.5, let
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x ∈ X where X ⊂ Rd is compact and convex, and let

x⋆λ,x := argmin
x∈X

{
FP(x) +

λ

2
∥x− x∥2

}
, where FP(x) := E

s∼P
[f(x; s)] . (12.6)

Then ∥x− x⋆λ,x∥ ≤ 2G1
λ .

Next, we apply a result on generalization due to [LR23] to bound the expected distance

between a restricted empirical regularized minimizer and the minimizer of the population

variant in (12.6).

Lemma 12.3.5. Let λ ≥ 0, let D ∼ Pn where P is a distribution over S satisfying As-

sumption 12.2.5, and let x ∈ X where X ⊂ Rd is compact and convex. Following notation

(12.4), (12.5), let

y := argmin
x∈X

{
[FD]B(x,r) (x) +

λ

2
∥x− x∥2

}
, for r :=

2G1

λ

and let x⋆λ,x be defined as in (12.6). Then with probability ≥ 0.95 over the randomness of

D ∼ Pn, ∥∥y − x⋆λ,x∥∥2 ≤ 90G2

λ
√
n
.

Corollary 12.3.6. Let D ∼ Pn, where P is a distribution over S satisfying Assump-

tion 12.2.5, and let x ∈ X where X ⊂ Rd is compact and convex. Let λ ≥ 0 and define x⋆λ,x

as in (12.6). There is a ρ-CDP algorithm A which queries max(n2, n
3ρ
d ) sample gradients

(using samples in D). With probability 0.55 over the randomness of A and D, A returns x̂

satisfying, for a universal constant Creg-pop,

∥∥x̂− x⋆λ,x∥∥ ≤ Creg-pop

Gk
λ

( √
d

n
√
ρ

)1− 1
k

+
G2

λ
√
n

 .

Proof. Condition on the conclusion of Lemma 12.3.5 holding for our dataset, which loses

0.05 in the failure probability. Next, consider the guarantee of Corollary 12.3.3, when

applied to the truncated and shifted functions, f̃(x; s)← fB(x,r)(x− x; s), where r is set as

in Lemma 12.3.5. It shows that with probability 3
5 , ∥x̂+ x− y∥ = O(Gk

λ (
√
d

n
√
ρ)1−

1
k +

√
λr√
n

) ,



425

for the point x̂ returned by the algorithm, and y the exact minimizer of the empirical loss

restricted to B(x, r). Therefore, the conclusion follows by overloading x̂← x̂+ x, applying

the triangle inequality with the conclusions of Corollary 12.3.3 and 12.3.6, and taking a

union bound over their failure probabilities.

12.3.3 Population-level localization

In this section, we provide a generic population-level localization scheme for stochastic

convex optimization, which may be of broader interest. Our localization scheme is largely

patterned off of the analogous localization methods developed by [FKT20], but directly

argues about contraction to population-level regularized minimizers (as opposed to empirical

minimizers), which makes it compatible with our framework in Section 12.3.1 and 12.3.2,

specificially the guarantees of Corollary 12.3.6.

Algorithm 37: Population-Localize(x0,P, λ, I)

1 Input: Initial point x0 ∈ X , distribution P over samples in S, for X ,S inducing a
k-heavy-tailed DP-SCO problem as in Definition 12.2.6, with a population loss
FP := Es∼S [f(·; s)], λ ≥ 0, I ∈ N

2 for i ∈ [I] do
3 λi ← λ · 32i

4 xi ← any point satisfying

∥xi − x⋆i ∥ ≤
∆4i

λi
, where x⋆i := argmin

x∈X

{
FP(x) +

λi
2
∥x− xi−1∥2

}
(12.7)

5 end
6 Return: xI

We briefly discuss the role of the hyperparameters λ,∆ in Algorithm 37 for clarity. The

parameter ∆ scales with the error guarantee of our regularized ERM solver; in particular,

it will be determined by the bound in Corollary 12.3.6. The parameter λ specifies an

initial regularization amount that will later be tuned to trade off the terms in the following

Proposition 12.3.7.
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Proposition 12.3.7. Following notation of Algorithm 37, let x⋆ := argminx∈X FP(x).

Then,

FP(xI)− FP(x⋆) ≤ G1∆

λ8I
+

∆2

4λ
+
λD2

2
.

In particular, choosing λ to optimize this bound, we have

FP(xI)− FP(x⋆) ≤ 2D

√
G1∆

8I
+D∆.

Proof. We denote x⋆0 := x⋆ throughout the proof. First, we expand

FP(xI)− FP(x⋆0) = FP(xI)− FP(x⋆I) + FP(x⋆I)− FP(x⋆0)

= FP(xI)− FP(x⋆I) +
∑
i∈[I]

FP(x⋆i )− FP(x⋆i−1).

Moreover, for each i ∈ [I], since x⋆i minimizes FP(x) + λi
2 ∥x− xi−1∥2,

FP(x⋆i ) ≤ FP(x⋆i ) +
λi
2
∥x⋆i − xi−1∥2 ≤ FP(x⋆i−1) +

λi
2

∥∥x⋆i−1 − xi−1

∥∥2 .
Combining the above two displays, and using that FP is G1-Lipschitz (Lemma 12.2.7), we

have

FP(xI)− FP(x⋆) ≤ G1 ∥xI − x⋆I∥+
∑
i∈[I]

λi
2

∥∥x⋆i−1 − xi−1

∥∥2
≤ G1∆

λ8I
+
∑

i∈[I−1]

∆216i

2λi
+
λD2

2
≤ G1∆

λ8I
+

∆2

4λ
+
λD2

2
,

where we used the diameter bound assumption diam(X ) = D, as in Definition 12.2.6.

In particular, note that Corollary 12.3.6 shows that by using n samples from P and a

CDP budget of ρ, with constant probability, we can satisfy the requirement (12.7) with

∆4i = O(Gk(
√
d

n
√
ρ)1−

1
k + G2√

n
). By plugging this guarantee into the aggregation subroutine

in Fact 12.2.9, we have our SCO algorithm.

Theorem 12.3.8. Consider an instance of k-heavy-tailed private SCO, following nota-
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Algorithm 38: Aggregate-ERM(x, λ, J, ρ, {sℓ}ℓ∈[nJ ], R)

1 Input: Regularization center x ∈ X , regularization λ ∈ R≥0, sample split
parameter J ∈ N, privacy parameter ρ ∈ R≥0, samples {sℓ}ℓ∈[nJ ] ⊂ S, distance

bound R ∈ R≥0

2 for j ∈ [J ] do
3 Dj ← {sℓ}(j−1)n<ℓ≤jn for all j ∈ [J ]

4 xj ← result of Corollary 12.3.6 using Dj , on loss defined by x, λ with privacy
parameter ρ, i.e., xj is a point satisfying, with probability 0.55, for a universal
constant Creg-pop,

∥∥xj − x⋆λ,x∥∥ ≤ Creg-pop

Gk
λ

( √
d

n
√
ρ

)1− 1
k

+
G2

λ
√
n



5 end
6 x← Aggregate({xj}j∈[J ], R) (see Fact 12.2.9)

7 Return: x

tion in Definition 12.2.6, let x⋆ := argminx∈X FP(x), and let ρ ≥ 0, δ ∈ (0, 1). Algo-

rithm 37 using Algorithm 38 in Line 5 is a ρ-CDP algorithm which draws D ∼ Pn, queries
Csco max(n2, n

3ρ
d ) sample gradients (using samples in D) for a universal constant Csco, and

outputs x ∈ X satisfying, with probability ≥ 1− δ,

FP(x)− FP(x⋆) ≤ Csco

GkD ·
(√

d log
(
1
δ

)
n
√
ρ

)1− 1
k

+G2D ·

√
log
(
1
δ

)
n

 .

12.4 Conclusion

In this work, we consider the DP-SCO with heavy-tailed gradients. When the k-th moments

of gradients are bounded, we propose the population-level localization framework and attain

near-optimal excess loss G2D ·
√

log( 1
δ
)

n +GkD · (
√
d log( 1

δ
)

n
√
ρ )1−

1
k with probability at least 1− δ

and satisfy ρ-CDP. We can achieve a tight rate for high-probability SCO under a bounded-

variance gradient estimator parameterization by applying the population-level localization

framework. Moreover, we improve this basic result under additional assumptions, including

an optimal algorithm under a known-Lipschitz constant assumption, a near-linear time
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algorithm for smooth functions, and an optimal linear time algorithm for smooth generalized

linear models, with interesting techniques adapted to each setting.

It leaves many intriguing open problems in this direction. For example, can we design

near-linear time algorithms for non-smooth functions? Can the population-level localization

framework be applied to solve other problems? Can we establish a high-probability lower

bound or eliminate the additional logarithmic term if we are only concerned with the excess

bound in expectation? Can we evaluate the algorithm’s performance through numerical

simulations or real-world datasets? We leave these questions for future research.

12.5 Deferred proofs from the main body

12.5.1 Deferred proofs from Section 1.2

Lemma 12.2.7. Let P be a distribution over S satisfying Assumption 12.2.5. Then FP is

G1-Lipschitz.

Proof. This follows from the derivation

max
x∈X

∥∥∥∥ E
s∼P

[∇f(x; s)]

∥∥∥∥ ≤ max
x∈X

E
s∼P
∥∇f(x; s)∥ ≤ E

s∼P
max
x∈X
∥∇f(x; s)∥ ≤ G1.

12.5.2 Deferred proofs from Section 12.3

Proposition 12.3.1. Let ρ ≥ 0, and x̂ be the output of Clipped-DP-SGD with ηt ← 4
λ(t+1)

for all 0 ≤ t < T , σ2 ← 2C2T
n2ρ

, and T ≥ max(n, n
2ρ
d ). Clipped-DP-SGD satisfies ρ-CDP, and

E[FD,λ(x̂)− FD,λ(xOPT)] ≤ 32C2d

λn2ρ
+
b2D
λ

+
7λr2

n
, where x⋆ := argmin

x∈X
FD,λ(x).

Proof. For the privacy claim, note that each call to Line 6 is a postprocessing of a 2C
n -

sensitive statistic of the datasetD, since neighboring databases can only change 1
n

∑
i∈[n] ΠC(∇fi(xt))

by 2C
n in the ℓ2 norm, via the triangle inequality. Therefore, applying the first and third

parts of Lemma 12.2.4 shows that after T iterations, the CDP of the mechanism is at most

T · 2C2

n2σ2 ≤ ρ.
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We next prove the utility claim. For each 0 ≤ t ≤ T , denote

∆t := E [FD,λ(xt)− FD,λ(xOPT)] , Φt := E
[

1

2
∥xt − xOPT∥2

]
, gt := ∇FD(xt),

where all expectations are only over randomness used by the algorithm, and not the ran-

domness in sampling D. First-order optimality applied to the definition of xt+1 implies, for

all 0 ≤ t < T ,

⟨ĝt + ξt, xt − x⋆⟩+ ⟨λxt+1, xt+1 − x⋆⟩ ≤
1

2ηt

(
∥xt − x⋆∥2 − ∥xt+1 − x⋆∥2

)
+
ηt
2
∥ĝt + ξt∥2 .

Adding ⟨gt − ĝt − ξt, xt − x⋆⟩ to both sides and rearranging shows

FD(xt) +
λ

2
∥xt+1∥2 − FD,λ(x⋆) +

λ

2
∥xt+1 − x⋆∥2

≤⟨gt, xt − x⋆⟩+ ⟨λxt+1, xt+1 − x⋆⟩

≤ 1

2ηt

(
∥xt − x⋆∥2 − ∥xt+1 − x⋆∥2

)
+
ηt
2
∥ĝt + ξt∥2 + ⟨gt − ĝt − ξt, xt − x⋆⟩

≤ 1

2ηt

(
∥xt − x⋆∥2 − ∥xt+1 − x⋆∥2

)
+ ηtC

2 + ηt ∥ξt∥2 + bD ∥xt − x⋆∥ − ⟨ξt, xt − x⋆⟩ .

In the first line, we used strong convexity of the function λ
2 ∥x∥

2, and in the last line, we used

∥a+ b∥2 ≤ 2 ∥a∥2 +2 ∥b∥2 and the definitions of C and bD. Next, adding λ
2 (∥xt∥2−∥xt+1∥2)

to both sides above and taking expectations over the first t iterations yields

∆t + λΦt+1 ≤
1

ηt
(Φt − Φt+1) + ηt(C

2 + σ2d) +
b2D
λ

+
λ

2
Φt +

λ

2

(
E ∥xt∥2 − E ∥xt+1∥2

)
,

where we used the Fenchel-Young inequality to bound bD ∥xt − x⋆∥ ≤ b2D
λ + λ

4 ∥xt − x⋆∥
2.

Now, plugging in our step size schedule ηt = 4
λ(t+1) , multiplying by t + 4, and rearranging

shows

(t+ 4)∆t ≤
λ(t+ 3)(t+ 4)

4
Φt −

λ(t+ 5)(t+ 4)

4
Φt+1

+
4(t+ 4)

λ(t+ 1)

(
3C2Td

n2ρ

)
+

(t+ 4)b2D
λ

+
λ(t+ 4)

2

(
E ∥xt∥2 − E ∥xt+1∥2

)
,
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where we plugged in the choice of σ2 and T ≥ n2ρ
d , so C2 ≤ σ2d

2 . Summing the above for

0 ≤ t < T , using that all iterates and x⋆ lie in B(r), and dividing by Z :=
∑

0≤t<T (t+ 4) ≥
T 2

2 , shows

1

Z

∑
0≤t<T

(t+ 4)∆t ≤
3λΦ0

Z
+

16C2T 2d

λZn2ρ
+
b2D
λ

+
λ

2Z

∑
t∈[T ]

E ∥xt∥2

≤ 6λr2

T 2
+

32C2d

λn2ρ
+
b2D
λ

+
λr2

T
≤ 32C2d

λn2ρ
+
b2D
λ

+
7λr2

T
.

The conclusion follows from convexity of FD,λ, the definition of x̂, and T ≥ n.

Lemma 12.3.2. Let D ∼ Pn, where P is a distribution over S satisfying Assumption 12.2.5.

With probability at least 4
5 , denoting bD as in (12.25), we have

bD ≤
5Gkk

(k − 1)Ck−1
.

Proof. For every s ∈ S let x⋆(s) := argmaxx∈X ∥∇f(x; s)−ΠC(∇f(x; s))∥2. Then, we have

E
D∼Pn

[bD] = E
D∼Pn

max
x∈X

∥∥∥∥∥∥ 1

n

∑
i∈[n]

∇fi(x)− 1

n

∑
i∈[n]

ΠC(∇fi(x))

∥∥∥∥∥∥


≤ 1

n

∑
i∈[n]

E
D∼Pn

[
max
x∈X
∥∇fi(x)−ΠC(∇fi(x))∥

]

= E
s∼P

[∥∇f(x⋆(s); s)−ΠC(∇f(x⋆(s); s))∥] ≤
E
[
∥∇f(x⋆(s); s)∥k

]
(k − 1)Ck−1

≤ Gkk
(k − 1)Ck−1

.

The last line used independence of samples, used Fact 12.2.8 on the random vector∇f(x⋆(s); s),

and applied Assumption 12.2.5 with the definition of x⋆(s). The conclusion uses Markov’s

inequality.

Lemma 12.3.4. Let λ ≥ 0, let P be a distribution over S satisfying Assumption 12.2.5, let
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x ∈ X where X ⊂ Rd is compact and convex, and let

x⋆λ,x := argmin
x∈X

{
FP(x) +

λ

2
∥x− x∥2

}
, where FP(x) := E

s∼P
[f(x; s)] . (12.6)

Then ∥x− x⋆λ,x∥ ≤ 2G1
λ .

Proof. Let r := ∥x− x⋆∥. By strong convexity and the definition of x⋆λ,x,

λr2

2
≤ FP(x)− FP(x⋆)− λ

2
∥x⋆ − x∥2 ≤ FP(x)− FP(x⋆) ≤ G1r.

Here, we used that FP is G1-Lipschitz (Lemma 12.2.7), and rearranging yields the conclu-

sion.

Lemma 12.3.5. Let λ ≥ 0, let D ∼ Pn where P is a distribution over S satisfying As-

sumption 12.2.5, and let x ∈ X where X ⊂ Rd is compact and convex. Following notation

(12.4), (12.5), let

y := argmin
x∈X

{
[FD]B(x,r) (x) +

λ

2
∥x− x∥2

}
, for r :=

2G1

λ

and let x⋆λ,x be defined as in (12.6). Then with probability ≥ 0.95 over the randomness of

D ∼ Pn, ∥∥y − x⋆λ,x∥∥2 ≤ 90G2

λ
√
n
.

Proof. For each f(x; s), define a restricted variant f̃(x; s) := fB(x,r)(x; s), and let F̃P :=

Es∼S f̃(·; s). Similarly, define F̃D to be the restricted variant of the empirical loss FD.

Because F̃P is pointwise larger than FP and x⋆λ,x ∈ B(x, r) by Lemma 12.3.4, it is clear that

x⋆λ,x = argmin
x∈X

{
F̃P(x) +

λ

2
∥x− x∥2

}
,

and y is the minimizer of the empirical (restricted) variant of the above display. Moreover,

each of the regularized functions f̃(x; s) + λ
2 ∥x− x∥

2 has a Lipschitz constant at most

λr = 2G1 larger than its unregularized counterpart in X ∩B(x, r), so these functions satisfy

the moment bound in Assumption 12.2.5 for j = 2 with a bound of 2G2
2 + 8G2

1. Now,
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applying Proposition 29, [LR23] yields

E
[(
F̃P(y) +

λ

2
∥y − x∥2

)
−
(
F̃P(x⋆λ,x) +

λ

2

∥∥x⋆λ,x − x∥∥2)]
= E

[(
F̃D(y) +

λ

2
∥y − x∥2

)
−
(
F̃D(x⋆λ,x) +

λ

2

∥∥x⋆λ,x − x∥∥2)]
+ E

[(
F̃P(y) +

λ

2
∥y − x∥2

)
−
(
F̃D(y) +

λ

2
∥y − x∥2

)]
≤ 0 +

4G2
2 + 16G2

1

λn
=

4G2
2 + 16G2

1

λn
≤ 20G2

2

λn
.

The first equality used that x⋆λ,x is independent of sampling D, and the second used x̂ is

the empirical risk minimizer. The conclusion follows from Markov’s inequality and strong

convexity.

Theorem 12.3.8. Consider an instance of k-heavy-tailed private SCO, following nota-

tion in Definition 12.2.6, let x⋆ := argminx∈X FP(x), and let ρ ≥ 0, δ ∈ (0, 1). Algo-

rithm 37 using Algorithm 38 in Line 5 is a ρ-CDP algorithm which draws D ∼ Pn, queries
Csco max(n2, n

3ρ
d ) sample gradients (using samples in D) for a universal constant Csco, and

outputs x ∈ X satisfying, with probability ≥ 1− δ,

FP(x)− FP(x⋆) ≤ Csco

GkD ·
(√

d log
(
1
δ

)
n
√
ρ

)1− 1
k

+G2D ·

√
log
(
1
δ

)
n

 .

Proof. Throughout, we assume that 1
δ is at least a large enough constant (where lossiness

can be absorbed into Csco), and that n is at least a sufficiently large constant multiple of

log 1
δ (because the entire range of FP is ≤ G2D). We first handle the case where 1

δ is larger

than polylog(n), deferring the case of small 1
δ to the end of the proof. Let I, J ∈ N be

chosen such that

I :=
⌊
log2

(n
J

)⌋
, J ∈

[
400 log

(
I

δ

)
, 500 log

(
I

δ

)]
,

which is achievable with I = O(log n) and J = O(log logn
δ ) = O(log 1

δ ). Let m := n
J , and

assume without loss that m is a power of 2, which we can guarantee by discarding ≤ 1
2 our
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samples, losing a constant factor in the claim. For each i ∈ [I], let mi := m
2i

. We subdivide

D into J portions, each with m samples, and subdivide each portion into I parts each with

mi samples. For j ∈ [J ] and i ∈ [I], we denote the samples corresponding to the ith part of

the jth portion by Dji , so

⋃
i∈[I]

⋃
j∈[J ]

Dji ⊆ D, |D
j
i | = mi for all j ∈ [J ], Dji ∩ D

j′

i′ = ∅ for all (i, j) ̸= (i′, j′).

Next, we show how to implement Line 5 in Algorithm 37, for an iteration i ∈ [I], by calling

Algorithm 38 with appropriate parameters. Let n← mi, ρ← ρ, and initialize Algorithm 38

with the dataset ∪j∈[J ]Dji and R := ∆4i

λi
, where

∆ := 3Creg-pop

Gk ·
( √

d

m
√
ρ

)1− 1
k

+
G2√
m

 .

By Corollary 12.3.6, each independent run outputs xji ∈ X satisfying, with probability 0.55,

∥∥∥xji − x⋆i ∥∥∥ ≤ Creg-pop

λi

Gk ·
( √

d

mi
√
ρ

)1− 1
k

+
G2√
mi

 ≤ ∆4i

3λi
=
R

3
. (12.8)

Therefore, by a Chernoff bound, with probability ≥ 1 − δ
I , at least 0.51J of the copies

satisfy the above bound, so Fact 12.2.9 yields xi satisfying ∥xi − x⋆i ∥ ≤ R = ∆4i

λi
with

the same probability. Union bounding over all I iterations of Algorithm 37 yields the

failure probability, and so we obtain the claim from Proposition 12.3.7, after plugging in

n = O(m log(1δ )), since the dominant term is D∆. The privacy proof follows from the

first part of Lemma 12.2.4 since for each pair of neighboring databases, exactly one of the

datasets Dji are neighboring, and Corollary 12.3.6 guarantees privacy of the empirical risk

minimization algorithm using that dataset; privacy for all other datasets used is immediate

from postprocessing properties of privacy. The gradient complexity comes from aggregating

all of the IJ calls to Corollary 12.3.6, where we recall the sample sizes decay geometrically.

Finally, if 1
δ is smaller than polylog(n), for the ith iteration of Algorithm 37 we instead

set Ji ∈ [400 log( Iδi ), 500 log( Iδi )] where δi := δ
2i

. Then we subdivide a consecutive batch
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of n
2i

samples into Ji portions, and follow the above proof. It is straightforward to check

that (12.8) still holds with the new value of mi = ⌊ n
2iJi
⌋ because the 4i factor growth on

the right-hand side continues to outweigh the change in mi. The error bound follows from

Proposition 12.3.7, and the privacy proof is identical.

12.5.3 Strongly convex heavy-tailed private SCO via localization

Finally, by following the template of standard localization reductions in the literature (see

e.g. Theorem 5.1, [FKT20] or Lemma 5.5, [KLL21]), Theorem 12.3.8 obtains an improved

rate when all sample functions are strongly convex. For completeness, we state this result

below.

Corollary 12.5.1. In the setting of Theorem 12.3.8, suppose f(x; s) is µ-strongly convex

for all s ∈ S. There is an algorithm which draws D ∼ Pn, queries Csco max(n2, n
3ρ
d ) sample

gradients (using samples in D) for a universal constant Csco, and outputs x ∈ X satisfying,

with probability ≥ 1− δ,

FP(x)− FP(x⋆) ≤ Csco

G2
k

µ
·
(
d log3

(
1
δ

)
n2ρ

)1− 1
k

+
G2

2

µ
· log

(
1
δ

)
n

 .

Proof. This is immediate from the development in Section 5.1 (and the proof of Theorem 5.1)

of [FKT20], but we mention one slight difference here. Our guarantees in Theorem 12.3.8

do not scale with the initial distance bound to the function minimizer, and instead scale

with the domain size, which makes it less directly compatible with the standard localization

framework in [FKT20]. However, because Theorem 12.3.8 holds with high probability, we

also have explicit bounds on the domain size via function error, as seen in the proof of

Theorem 5.1 in [FKT20], so we can explicitly truncate our domain to have smaller domain

without removing the minimizer. With this modification, the claim follows directly from

Theorem 5.1 in [FKT20].
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12.6 Optimal Algorithms in the Known Lipschitz Setting

Compared to the standard Lipschitz setting (i.e. the∞-heavy-tailed private SCO problem),

our algorithm in Section 12.3 has two downsides: it pays a polylogarithmic overhead in

the utility, and it requires an extra aggregation step. In this section, assuming we are

in the known Lipschitz k-heavy-tailed setting (see the following Assumption 12.6.1, and

Definition 12.2.6), we provide a simple reduction to the standard Lipschitz setting, resulting

in optimal rates.

Assumption 12.6.1 (Known Lipschitz k-heavy-tailed distributions). In the setting of As-

sumption 12.2.5, suppose that for each s ∈ S we know a value Ls ≥ Ls. For k ∈ N satisfying

k ≥ 2, we say P satisfies the known Lipschitz k-heavy tailed assumption if, for a sequence

of monotonically nondecreasing {Gj}j∈[k], we have Es∼P [L
j
s] ≤ Gjj <∞ for all j ∈ [k].

Note that Assumption 12.6.1 clearly implies Assumption 12.2.5, but gives us additional

access to Lipschitz overestimates with bounded moments. We require some additional defi-

nitions used throughout the section. First, we augment S with a designated element s0 ̸∈ S,

and define

f(x; s0) = 0 for all x ∈ X . (12.9)

We also define a truncated distribution parameterized by C ≥ 0, where we use f(·; s0) in

place of sample functions with large Lipschitz overestimates, following notation of Assump-

tion 12.6.1:

fC(x; s) :=


f(x; s) Ls ≤ C

f(x; s0) Ls > C

, fC(x; s0) := f(x; s0), F
C
P (x; s) := E

s∼P

[
fC(x; s)

]
.

(12.10)

We denote S0 := S ∪ {s0}, and for D ∈ Sn, the dataset DC ∈ Sn0 replaces all s ∈ D
satisfying Ls > C with s0. We additionally provide a second reduction in the known

Lipschitz heavy-tailed setting, when all sample functions are assumed to be µ-strongly

convex. Because our treatments of these cases are slightly different, we use different notation

when µ = 0 and µ > 0, for convenience of exposition. Fixing an arbitrary point x ∈ X ,
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for µ > 0, instead of using the constant 0 function as in (12.9), we define a strongly convex

alternative f(·; sµ), for a designated element sµ:

f(x; sµ) =
µ

2
∥x− x∥2, for all x ∈ X . (12.11)

The truncated distribution parameterized by C ≥ µD, is defined in a similar way:

fCµ (x; s) :=


f(x; s) Ls ≤ C

f(x; sµ) Ls > C

, fCµ (x; sµ) := f(x; sµ), FC,µP (x; s) := E
s∼P

[
fCµ (x; s)

]
.

(12.12)

We denote Sµ := S ∪ {sµ}, and for D ∈ Sn, the dataset DCµ ∈ Snµ replaces every s ∈ D
such that Ls > C with sµ. Our focus on the regime C ≥ µD

4 is motivated by the following

well-known claim.

Lemma 12.6.2. Let X ⊆ Rd be compact and convex satisfying diam(X ) = D, and suppose

f : X → R is L-Lipschitz and µ-strongly convex. Then, L ≥ µD
4 .

Proof. Let x⋆ := argminx∈X f(x). By strong convexity, for all x ∈ X ,

µ

2
∥x− x⋆∥2 ≤ f(x)− f(x⋆) ≤ L ∥x− x⋆∥ .

Now, choose x such that ∥x− x⋆∥ ≥ D
2 . To see this is always possible, let x, x′ ∈ X realize

∥x− x′∥ = D; then at least one of x, x′ must have distance ≥ D
2 from x⋆ by the triangle

inequality. The conclusion follows by rearranging after using our choice of x.

In other words, if C < µD
4 then no sample function will survive the truncation in (12.12).

Finally, we parameterize the performance of algorithms in the standard Lipschitz setting.

Definition 12.6.3 (Lipschitz private SCO algorithm). We say A is an L-Lipschitz private

SCO algorithm if it takes input (D, ρ,X ), where D ∈ Sn is drawn i.i.d. from P, a distribution

over S where every s ∈ S induces L-Lipschitz f(·; s) over X ⊂ Rd, A(D, ρ,X ) ∈ X , and A
satisfies ρ-CDP. We denote

Err(A) := E
A

[FP (A(D, ρ,X ))]−min
x∈X

FP(x),
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where FP(x) := Es∼P f(x; s), and denote the number of sample gradients queried by A
by N(A). Moreover, if each Lipschitz function f(; s) is µ-strongly convex over the convex

domain X , we say A is an L-Lipschitz, µ-strongly convex private SCO algorithm, and define

Err(A), N(A) as before.

With this notation in place, we state our reduction.

Algorithm 39: KnownLipReduction(D, C, µ, ρ,X ,A)

1 Input: Dataset D ∈ Sn, clip threshold C ∈ R≥0, strong convexity parameter

µ ∈ R≥0, privacy parameter ρ ∈ R>0, domain X ∈ Rd, C-Lipschitz private SCO
algorithm A (if µ = 0), or C-Lipschitz µ-strongly convex private SCO algorithm A
(if µ > 0)

2 if µ = 0 then
3 Return: A(DC , ρ,X )
4 end
5 else
6 Return: A(DCµ , ρ,X )

7 end

We begin with a simple bound relating FCP , F
C,µ
P and FP .

Lemma 12.6.4. Let FP be defined as in Definition 12.2.6, where P satisfies Assump-

tion 12.6.1, and define FCP as in (12.10). Then, FP − FCP is
Gk

k

(k−1)Ck−1 -Lipschitz, and

FP − FC,µP is
Gk

k

(k−1)Ck−1 +
4Gk+1

k

Ck -Lipschitz.

Proof. For s ∈ S, let π(s) := s0 if Ls > C, and otherwise let π(s) := s. For any x, x′ ∈ X ,

we have

(
FP(x)− FCP (x)

)
−
(
FP(x′)− FCP (x′)

)
= E

s∼P

[
f(x; s)− f(x;π(s))− f(x′; s) + f(x′;π(s))

]
= E

s∼P

[(
f(x; s)− f(x′; s)

)
ILs>C

]
≤ E

s∼P

[
Ls
∥∥x− x′∥∥ ILs>C

]
≤ Gkk

(k − 1)Ck−1

∥∥x− x′∥∥ .
In the second line, we used that π(s) = s unless Ls > C, in which case f(·;π(s)) = 0

uniformly. The last line used the definition of Ls and Fact 12.2.8 with X ← Ls, recalling

Assumption 12.6.1.
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Next, we analyze FC,µP . Overloading π(s) := sµ if Ls > C, and letting π(s) := s

otherwise,

(
FP(x)− FC,µP (x)

)
−
(
FP(x′)− FC,µP (x′)

)
= E

s∼P

[
f(x; s)− f(x;π(s))− f(x′; s) + f(x′;π(s))

]
= E

s∼P

[(
f(x; s)− f(x′; s) + f(x′; sµ)− f(x; sµ)

)
ILs>C

]
≤ E

s∼P

[
Ls
∥∥x− x′∥∥ ILs>C

]
+ E
s∼P

[
4Gk

∥∥x− x′∥∥ ILs>C

]
≤
(

Gkk
(k − 1)Ck−1

+
4Gk+1

k

Ck

)∥∥x− x′∥∥ .
In the third line, we used that µD ≤ 4G1 ≤ 4Gk by Lemma 12.6.2 and Lemma 12.2.7 to

show that f(·; sµ) is 4Gk-Lipschitz over X . Finally, the last line used Markov’s inequality

to bound E[ILs>C
].

Using Lemma 12.6.4, we provide a straightforward analysis of Algorithm 39.

Proposition 12.6.5. Consider an instance of known-Lipschitz k-heavy-tailed private SCO

(Definition 12.2.6), and let ρ ≥ 0. If A is a C-Lipschitz private SCO algorithm (Defini-

tion 12.6.3) and µ = 0, Algorithm 39 using A is a ρ-CDP algorithm which outputs x ∈ X
satisfying

E [FP(x)− FP(x⋆)] ≤ Err(A) +
GkkD

(k − 1)Ck−1
, where x⋆ := argmin

x∈X
FP(x).

Further, if f(·; s) is µ-strongly convex for all s ∈ S and A is a C-Lipschitz, µ-strongly

convex private SCO algorithm for µ > 0, Algorithm 39 using A is a ρ-CDP algorithm which

outputs x ∈ X satisfying

E [FP(x)− FP(x⋆)] ≤ Err(A)

+

(
Gkk

(k − 1)Ck−1
+

4Gk+1
k

Ck

)(
2Gkk

µ(k − 1)Ck−1
+

8Gk+1
k

µCk
+

√
2

µ
· Err(A)

)
,

where x⋆ := argmin
x∈X

FP(x).
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In either case, Algorithm 39 queries N(A) sample gradients (using samples in D).

Proof. For the first utility claim, letting x⋆,C := argminx∈X F
C
P (x), we have

E [FP(x)− FP(x⋆)] = E
[
FCP (x)− FCP (x⋆)

]
+ E

[(
FP(x)− FCP (x)

)
−
(
FP(x⋆)− FCP (x⋆)

)]
≤ E

[
FCP (x)− FCP (x⋆,C)

]
+

Gkk
(k − 1)Ck−1

E [∥x− x⋆∥]

≤ Err(A) +
GkkD

(k − 1)Ck−1
,

(12.13)

where the first inequality used the definition of x⋆,C and Lemma 12.6.4, and the second used

the definition of Err and diam(X ) = D. For the second claim, we first have

E
[µ

2

∥∥x− x⋆,C∥∥2] ≤ Err(A)

by the definition of Err(A) and µ-strong convexity of FC,µP , so that E[
∥∥x− x⋆,C∥∥] ≤ ( 2

µ Err(A))1/2

by Jensen’s inequality. Moreover, we also have

µ

2

∥∥x⋆,C − x⋆∥∥2 ≤ FP(x⋆,C)− FP(x⋆)

≤
(
FP(x⋆,C)− FCP (x⋆,C)

)
−
(
FP(x⋆)− FCP (x⋆)

)
≤
(

Gkk
(k − 1)Ck−1

+
4Gk+1

k

Ck

)∥∥x⋆,C − x⋆∥∥ ,
where we use optimality of x⋆,C in the second inequality, and Lemma 12.6.4 in the third.

Combining,

E ∥x− x⋆∥ ≤ 2

µ
·
(

Gkk
(k − 1)Ck−1

+
4Gk+1

k

Ck

)
+

√
2

µ
· Err(A),

and then the claim follows by substituting this bound into (12.13).

We can use any existing optimal algorithms for DP-SCO to instantiate our reduction. In

particular, we can use the algorithm of [FKT20], denoted by ALip, which has the following
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guarantees. For simplicity of exposition, we focus on the case where our functions do not

possess additional regularity properties e.g. smoothness, and we also focus on the simplest

ALip which attains the optimal utility bound. Because of the generality of our reduction,

however, improvements can be made by using more structured or faster subroutines as ALip,

such as the smooth DP-SCO algorithms of [FKT20] or the Lipschitz DP-SCO algorithms

of e.g. [AFKT21, KLL21, CJJ+23], which are more query-efficient, sometimes at the cost

of logarithmic factors in the utility (in the case of [CJJ+23]).

Proposition 12.6.6. Let P be a distribution over S such that f(·; s) is L-Lipschitz and

convex for all s ∈ S. There exists a constant CLip such that given D ∼ Sn, the algorithm

ALip is ρ-CDP and outputs xpriv such that, for a universal constant CLip, letting x⋆ :=

argminx∈X FP(x),

E[FP(xpriv)− FP(x⋆)] ≤ CLip ·
(
G2D√
n

+
LD
√
d

n
√
ρ

)
,

and ALip queries ≤ CLip max(n2, n
3ρ
d ) sample gradients (using samples in D), where G2 is

defined as in Assumption 12.2.5. Moreover, if f(·; s) is µ-strongly convex for all s ∈ S, then

E[FP(xpriv)− FP(x⋆)] ≤ CLip ·
(
G2

2

µn
+

L2d

µn2ρ

)
,

and ALip queries ≤ CLip max(n2, n
3ρ
d ) sample gradients (using samples in D).

Proof. This follows from developments in [FKT20], but we briefly explain any discrepancies.

The µ = 0 case applies Theorem 4.8 in [FKT20], where for simplicity we consider the full-

batch variant which does not subsample.7 Moreover, Theorem 4.8 in [FKT20] is stated with

a dependence on L rather than G2 on the n−1/2 term, but inspecting the proof shows it

only uses a second moment bound. The µ > 0 case follows from Theorem 5.1 of [FKT20],

using Theorem 4.8 as a subroutine.

We are now ready to present our main result in this section, using our reduction with

7The subsampled variant only satisfies a weaker variant of CDP called truncated CDP, with an upside of
using n times fewer sample gradient queries, but this is less comparable to the lower bounds in [LR23].
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ALip.

Theorem 12.6.7. Consider an instance of known-Lipschitz k-heavy-tailed private SCO

(Definition 12.2.6), let ρ ≥ 0, and let x⋆ := argminx∈X FP(x). Algorithm 39 with C ←
Gk(

n
√
ρ√
d

)
1
k using ALip in Proposition 12.6.6 is a ρ-CDP algorithm which outputs x ∈ X

satisfying, for a universal constant CHT,

E [FP(x)− FP(x⋆)] ≤ CHT

G2D√
n

+GkD ·
( √

d

n
√
ρ

)1− 1
k

 ,

querying ≤ CHT max(n2, n
3ρ
d ) sample gradients (using samples in D). Further, if f(·; s) is

µ-strongly convex for all s ∈ S, Algorithm 39 with C ← Gk(
n2ρ
d )

1
2k using ALip in Proposi-

tion 12.6.6 is a ρ-CDP algorithm which outputs x ∈ X satisfying

E [FP(x)− FP(x⋆)] ≤ CHT

(
G2

2

µn
+
G2
k

µ
·
(

d

n2ρ

)1− 1
k

)
,

querying ≤ CHT max(n2, n
3ρ
d ) sample gradients (using samples in D).

Proof. Throughout the proof, assume without loss of generality that d ≤ n2ρ, as otherwise

all stated bounds are vacuous since the additive function value range over X is at most

G1D ≤ 4G2
1

µ by Lemma 12.6.2 and Lemma 12.2.7. This also implies that C ≥ Gk in either

case.

In the µ = 0 case, Proposition 12.6.5 and the guarantees of ALip in Proposition 12.6.6

imply that

E [FP(x̂)− FP(xOPT)] ≤ Err(ALip) +
GkkD

Ck−1

≤ CLip ·
(
G2D√
n

+
CD
√
d

n
√
ρ

)
+
GkkD

Ck−1

≤ (CLip + 2)

G2D√
n

+GkD ·
( √

d

n
√
ρ

)1− 1
k

 ,

where the last inequality follows from our choice of C. Next, we consider µ > 0. Propo-
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sition 12.6.5 and the guarantees of ALip in Proposition 12.6.6 for this case imply that,

assuming CLip ≥ 2 without loss,

E [FP(x̂)− FP(xOPT)] ≤ Err(ALip) +
5Gkk
Ck−1

(√
2 Err(n, d, ρ, C,D)

µ
+

10Gkk
µCk−1

)

≤ CLip ·
(
G2

2

µn
+

C2d

µn2ρ
+

5Gkk
Ck−1

(
G2

µ
√
n

+
C
√
d

µn
√
ρ

+
10Gkk
µCk−1

))

≤ (CLip + 61) ·
(
G2

2

µn
+
G2
k

µ
·
(

d

n2ρ

)1− 1
k

)
,

where we used C ≥ Gk to simplify bounds, and applied our choice of C.

12.7 Fast Algorithms for Smooth Functions

In this section, we develop a linear-time algorithm for the smooth setting where we addi-

tionally assume f(·; s) is β-smooth for all s ∈ S. Our algorithm attains nearly-optimal rates

for a sufficiently small value of β, and is based on the localization framework of [FKT20].

To apply this framework, we show that a variant of clipped DP-SGD (see Algorithm 40) is

stable in the heavy-tailed setting with high probability. We then ensure that stability holds

for any input dataset (not necessarily sampled from a distribution P ), by using the sparse

vector technique [DR14] to verify that the number of clipped gradients is not too large. In

Appendix 12.7.1, we provide some standard preliminary results from the literature. We use

these results in Appendix 12.7.2, where we state our algorithm in full as Algorithm 42 and

analyze it in Theorem 12.7.6, the main result of this section.

12.7.1 Helper tools

First, we state a standard bound on the contractivity of smooth gradient descent iterations.

Fact 12.7.1 (Lemma 3.7, [HRS16]). Let f : X → R be β-smooth, and let η ≤ 2
β . Then for

any x, x′ ∈ X , ∥∥(x− x′)− η(∇f(x)−∇f(x′))
∥∥ ≤ ∥∥x− x′∥∥ .

Next, we provide a standard utility bound on a one-pass SGD algorithm using clipped
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gradients.

Algorithm 40: OnePass-Clipped-SGD(D, C, η, T,X , x0)
1 Input: Dataset D = {st}t∈[T ] ∈ ST , clip threshold C ∈ R≥0, step size η ∈ R≥0,

iteration count T ∈ N, domain X ⊂ B(x0, D) for x0 ∈ X
2 for 0 ≤ t < T do

3 xt+1 ← argminx∈X {η ⟨ΠC(∇f(xt; st+1)), x⟩+ 1
2 ∥x− xt∥

2}
4 end
5 Return: x̂← 1

T

∑
0≤t<T xt

Lemma 12.7.2. Consider an instance of k-heavy-tailed private SCO, following notation in

Definition 12.2.6, and let u ∈ X be independent of D. Assuming D ∼ PT i.i.d., Algorithm 40

outputs x̂ ∈ X satisfying

E [FP(x̂)− FP(u)] ≤ ∥x0 − u∥
2

2ηT
+
ηG2

2

2
+

GkkD

(k − 1)Ck−1
.

Proof. To simplify notation, let gt := ∇f(xt; st+1) for all 0 ≤ t < T , and let ĝt := TC(gt).

Because st+1 ∼ P is independent of xt, we have that E gt = ∇FP(xt). Therefore, in iteration

t,

FP(xt)− FP(u) = E [⟨gt, xt − u⟩]

≤ E [⟨ĝt, xt − u⟩+ ∥gt − ĝt∥D]

≤ E
[

1

2
∥xt − u∥2 −

1

2
∥xt+1 − u∥2 +

ηG2
2

2

]
+

GkkD

(k − 1)Ck−1
,

(12.14)

where all expectations are conditional on the first t iterations of the algorithm, and taken

over the randomness of st+1. In the third line, we used the first-order optimality condition

on xt+1, applied Fact 12.2.8 to bound E ∥gt − ĝt∥, and used

E ∥ĝt∥2 ≤ E ∥gt∥2 ≤ G2
2. (12.15)

Summing across all iterations and dividing by T yields the result upon iterating expecta-

tions.
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We also note the following straightforward generalization of Lemma 12.7.2 to the case

of randomized clipping thresholds, which is used in our later development.

Corollary 12.7.3. For C, Ĉ ≥ 0 and g ∈ Rd, define the operation

Π
C,Ĉ

(g) :=


ΠC(g) ∥g∥ ≥ Ĉ

g else

.

If Algorithm 40 is run with ΠC(∇f(xt; st+1)) replaced by Π
C,Ĉt

(∇f(xt; st+1)) where Ĉt is

independent of st+1 and satisfies Ĉt ≥ C
2 for all 0 ≤ t < T , then following notation in

Lemma 12.7.2,

E [FP(x̂)− FP(u)] ≤ ∥x0 − u∥
2

2ηT
+ 2ηG2

2 +
GkkD

(k − 1)(C2 )k−1
.

Proof. For a fixed iteration 0 ≤ t < T , the calculation (12.15) changes in two ways. First, in

place of the variance bound (12.15) (which used ∥ĝt∥ ≤ ∥gt∥ deterministically), when using

the modified clipping operators we require the modified deterministic bound

∥ĝt∥ ≤ 2 ∥gt∥ ,

which follows because ∥ĝt∥ ≠ ∥gt∥ (which implies C = ∥ĝt∥) only if ∥gt∥ ≥ C
2 . Moreover, in

place of the bias bound E ∥gt − ĝt∥ ≤ Gk
k

(k−1)Ck−1 which followed from Fact 12.2.8, we instead

have

E
∥∥∥Π

C,Ĉt
(gt)− gt

∥∥∥ = E
[∣∣∣∣ C∥gt∥ − 1

∣∣∣∣ ∥gt∥ I∥gt∥≥max(Ĉt,C)

]
≤ E

[
∥gt∥ I∥gt∥≥C

2

]
≤ Gkk

(k − 1)(C2 )k−1
.

The conclusion follows by adjusting these constants appropriately in Lemma 12.7.2.

Next, for R, τ ≥ 0, we let BLap(R, τ) denote the bounded Laplace distribution with

scale parameter R and truncation threshold τ be defined as the conditional distribution of

ξ ∼ Lap(R) on the event |ξ| ≤ τ (recall that Lap(R) has a density function ∝ exp(− 1
R |ξ|)).
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It is a standard calculation that

Pr
ξ∼Lap(R)

[
|ξ| ≤ R log

(
1

δ

)]
= 1− δ, (12.16)

so that the total variation distance between Lap(R) and BLap(R,R log(1δ )) is δ. We hence

have the following bounded generalization of the privacy given by the Laplace mechanism.

Lemma 12.7.4. Let ε, δ ∈ (0, 1). If S(D) ∈ R is a ∆-sensitive statistic of the dataset

D, i.e. for neighboring datasets D,D′ we have that |S(D)− S(D′)| ≤ ∆, then the bounded

Laplace mechanism which outputs S(D) + ξ where ξ ∼ BLap(∆ε , τ) for any τ ≥ ∆
ε log(4δ )

satisfies (ε, δ)-DP.

Proof. For notational simplicity, let A denote the Laplace mechanism (which samples ξ ∼
Lap(∆ε ) instead of BLap(∆ε , τ)), let A denote the bounded Laplace mechanism, and let

E ⊆ R be an event in the outcome space. By standard guarantees on (ε, 0)-DP of A (e.g.

Theorem 3.6, [DR14]),

Pr
[
A(D) ∈ E

]
≤ Pr [A(D) ∈ E ] +

δ

4

≤ exp(ε) Pr
[
A(D′) ∈ E

]
+
δ

4
≤ exp(ε) Pr

[
A(D′) ∈ E

]
+ δ,

(12.17)

for any neighboring datasets, where we used exp(ε) ≤ 3 and that the total variation distance

between (A(D),A(D)) and (A(D′),A(D′)) are bounded by δ
4 by (12.16).

We also use the sparse vector technique (SVT) [DR14], which has been used recently in

private optimization in the user-level setting [AL24]. Given an input dataset D = {si}i∈[n] ∈
Sn, SVT takes a stream of queries q1, q2, . . . , qT : D → R in an online manner. We assume

each qi is ∆-sensitive, i.e. |qi(D)−qi(D′)| ≤ ∆ for neighboring datasets D,D′ ∈ Sn. One no-

table difference is that our SVT algorithm will use the bounded Laplace mechanism, rather

than the Laplace mechanism, but this distinction is handled similarly to Lemma 12.7.4. We

provide a guarantee on this variant of SVT in Lemma 12.7.5, and pseudocode is provided

as Algorithm 41.
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Algorithm 41: SVT(D, {qi}i∈[T ], c, L,R, τ)

1 Input: Dataset D = {st}t∈[n] ∈ Sn, ∆-sensitive queries {qi : Sn → R}i∈[T ], count
threshold c ∈ N, query threshold L ∈ R, scale parameter R ∈ R≥0, truncation
threshold τ ∈ R≥0

2 i← 1, count← 0
3 b← L+ ξ for ξ ∼ BLap(R, τ)
4 while i ∈ [T ] and count < c do
5 ξ ∼ BLap(2R, 2τ)
6 if qi(D) + ξ < b then
7 Output: ai ← ⊥
8 i← i+ 1

9 end
10 else
11 Output: ai ← ⊤
12 i← i+ 1, count← count + 1
13 b← L+ ξ for ξ ∼ BLap(R, τ)

14 end

15 end
16 Halt

Lemma 12.7.5. Let δ, ε ∈ (0, 1) and suppose

R ≥ 6∆

ε

√
c log

(
5

δ

)
, τ ≥ R log

(
10T

δ

)
(12.18)

Algorithm 41 outputs a sequence of answers {ai ∈ {⊥,⊤}}i∈[k] for some k ∈ [T ], and is

(ε, δ)-DP.

Proof. The proof is analogous to Lemma 12.7.4. Let A denote SVT run with Laplace noise

in place of bounded Laplace noise (i.e. τ = ∞), and let A denote SVT run with bounded

Laplace noise. We first claim that A is (ε, δ5)-DP, which is immediate from Theorem 3.23

and Theorem 3.20 in [DR14].

Next, by a union bound on all of the ≤ 2T random variables sampled, the total variation

distance between (A(D),A(D)) for any dataset D is bounded by δ
5 . Then, for neighboring
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datasets D,D′ and some event E in the outcome space, repeating the calculation (12.17),

Pr
[
A(D) ∈ E

]
≤ Pr [A(D) ∈ E ] +

δ

5

≤ exp(ε) Pr
[
A(D′) ∈ E

]
+
δ

5
+
δ

5
≤ exp(ε) Pr

[
A(D′) ∈ E

]
+ δ.

12.7.2 Algorithm statement and analysis

In this section, we present the full details of our algorithm (see Algorithm 42) and prove its

corresponding guarantees, separating out the privacy analysis and utility analysis.
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Algorithm 42: Localized-Clipped-DP-SGD(D, x0, η, c, ε, δ)

1 Input: Dataset D ∈ Sn, initial point x0 ∈ X , step size η ∈ R>0, parameters

C, c, ω ∈ R>0, privacy parameters (ε, δ) ∈ R2
>0

2 I ← ⌊log2 n⌋, n← 2I

3 for i ∈ [I] do

4 ni ← n
2i

, ηi ← η
4i

, ωi ← ω · 6Cηiβ
5 Ĉ ← C + BLap(ωi, ωi log(30ni

δ )), ĉi ← c+ BLap(3ε ,
c
2), count← 0

6 xi,1 ← xi−1

7 for j ∈ [ni] do

8 si,j ← (
∑

i′∈[i] ni′ + j)th element of D
9 νi,j ∼ BLap(2ωi, 2ωi log(30ni

δ ))

10 if ∥∇f(xi,j ; si,j)∥+ νi,j ≥ Ĉ then

11 count← count + 1

12 gi,j ← ΠC(∇f(xi,j ; si,j))

13 Ĉ ← C + BLap(ωi, ωi log(30ni
δ ))

14 end

15 else

16 gi,j ← ∇f(xi,j ; si,j)

17 end

18 if count ≥ ĉi then
19 Return: ⊥

20 end

21 xi,j+1 ← ΠX (xi,j − ηigi,j)

22 end

23 xi ← 1
ni

∑
j∈[ni]

xi,j

24 xi ← xi + ζi, where ζi ∼ N (0, σ2i Id) with σi =
30Cηi

√
log(3/δ)

ε

25 end

26 Return: xI

The following theorem summarizes the guarantees of Algorithm 42.
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Theorem 12.7.6. Consider an instance of k-heavy-tailed private SCO, following notation

in Definition 12.2.6, and let x⋆ := argminx∈X FP(x), and ε, δ ∈ (0, 1). Algorithm 42 run

with parameters

η ← min

√ 4

n
· D
G2

,
DI

Gkn
·
(

n2ε2

14400d log2(15nδ )

) k−1
2k

 ,

C ← 2

(
GkkDInε

2

14400dη log2(15nδ )

) 1
k+1

, c← 240
√
d log(15nδ )

ε
, ω ← 18

ε

√
2c log

(
15

δ

)
,

is (ε, δ)-DP and outputs xI that satisfies, for a universal constant Csmooth,

E [FP(xk)− FP(x⋆)] ≤ Csmooth

G2D√
n

+GkD ·


√
d log3(nδ )

nε

1− 1
k

 ,

assuming f(·; s) is β-smooth for all s ∈ S, where

β ≤ ε1.5

24000η
√
d log2(30nδ )

= Θ

max

G2

D
·
√
nε1.5√

d log2(nδ )
,
Gk
D
· ε1.5n√

d log(n) log2(nδ )
·
(
d log2(nδ )

n2ε2

) k−1
2k

 .

(12.19)

We now proceed to prove Theorem 12.7.6.

Privacy proof overview. We first overview the structure of our privacy proof. Consider

two neighboring datasets D,D′ that differ on a single sample si,j0 ̸= s′i,j0 . The core argument

used to prove privacy is controlling the total number of times when gradients are clipped, so

we introduce the variable “count.” Note that we have ∥xi,j0+1−x′i,j0+1∥ = O(Cη) due to the

clip operation. If no clip ever happened afterward, then we know ∥xi,ni−x′i,ni
∥ ≤ ∥xi,j0+1−

x′i,j0+1∥ = O(Cη) due to our smoothness assumption (see Fact 12.7.1), which means the

algorithm is private. When count is not too large, we can still bound the sensitivity between

∥xi,ni −x′i,ni
∥ by O(Cη). However, when the value of count is larger, there is a risk that the

sensitivity of xi,ni is not bounded as before, and hence we halt the algorithm when count
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exceeds some appropriate cutoff point ĉi.

One subtle difference between our algorithm and standard uses of SVT is that we add

Laplace noise to the cutoff point c to obtain a randomized cutoff ĉi. This is because the

sensitivity of the count increment at the jth0 iteration of phase i is bounded by one, even

though ∥∇f(xi,j0 ; si,j0)∥ − ∥∇f(x′i,j0 ; s′i,j0)∥ can be arbitrarily large. The guarantees of the

bounded Laplace mechanism imply that the noise added in ĉi hence suffices to privatize

count.

In summary, we can control the sensitivity between ∥xi,j − x′i,j∥ for all j due to the

termination condition in Line 18 and our use of bounded Laplace noise, and hence can

control the sensitivity of the query for ∥∇f(xi,j ; si,j)∥ − ∥∇f(x′i,j ; s
′
i,j)∥ for all j ̸= j0. By

adding Laplace noise on the cutoff c, we handle the issue of the sensitivity of the jth0 query

∥∇f(xi,j0 ; si,j0)∥ being unbounded. If the algorithm succeeds and returns xk, we know the

sensitivity ∥xi,ni − x′i,ni
∥ is O(Cηi) and the privacy guarantee follows from the Gaussian

mechanism. If the algorithm fails and outputs ⊥, the privacy guarantee follows from the

bounded Laplace noise on the cutoff point and the guarantees of SVT.

Privacy proof. We now provide our formal privacy analysis following this overview. To

fix notation in the remainder of the privacy proof, we consider running Algorithm 42 on

two neighboring datasets D,D′ that differ on a single sample si,j0 ̸= s′i,j0 , for some i ∈ [I].

By standard postprocessing properties of differential privacy, it suffices to argue that the ith

phase (i.e. the run of the loop in Lines 3 to 25 corresponding to this value of i) is private,

so we fix i ∈ [I] in the following discussion.

We let {xi,j}j∈[ni] and {x′i,j}j∈[ni] be the iterates of the ith phase of Algorithm 42 using D
and D′, and we let Yi,j and Y ′

i,j be the respective 0-1 indicator variables that count increases

by 1 in iteration j. We also let countj and count′j denote the values of count at the end

of the jth iteration, and abusing notation we let ĉi, ĉ
′
i be the values of ĉi in the ith phase

when using D or D′ respectively. Finally, we denote xi := 1
ni

∑
j∈[ni]

xi,j and let x′i denote

the average iterate using D′ similarly.

We first bound the sensitivity between the iterates {xi,j}j∈[ni] and {x′i,j}j∈[ni] in the

following lemma, assuming countj and countj′ are bounded. The proof is deferred to Sec-
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tion 12.12.

Lemma 12.7.7. Let t ∈ [ni], and suppose that 192ηiβc ≤ 1 and C ≥ 8ωi log(30ni
δ ). If

countt < ĉi, count′t < ĉ′i, and Yi,j = Y ′
i,j for all j < t with j ̸= j0, then

∥xi,t − x′i,t∥ ≤ 6Cηi.

Using this bound on the sensitivity, we are now ready to prove privacy of the algorithm.

Lemma 12.7.8. Algorithm 42 is (ε, δ)-DP if it is run with parameters satisfying

C ≥ 8ωi log

(
30ni
δ

)
, c ≥ 6

ε
log

(
12

δ

)
, ω ≥ 18

ε

√
2c log

(
15

δ

)
, 192ηiβc ≤ 1.

Proof. Recall our assumption that D and D′ only differ in si,j0 , the jth0 sample used in the

ith phase of the algorithm. The privacy of all phases of the algorithm other than phase i

is immediate from postprocessing properties of DP, so it suffices to argue that phase i is

(ε, δ)-DP. Note also that the conditions of Lemma 12.7.7 are met after reparameterizing

δ ← δ
4 . We split our privacy argument into two cases, depending on whether the algorithm

terminates on Line 18 or Line 26.

Termination on Line 18. We begin with the case where the algorithm outputs ⊥. We

introduce some simplifying notation. For iterations S ⊆ [ni], define WS := {Yi,j}j∈S to be

the 0-1 indicator variables for whether count incremented on iterations j ∈ S (when run on

D), and define [W ]S :=
∑

j∈S Yi,j to be their sum. Similarly, define W ′
S and [W ′]S for when

the algorithm is run on D′. Observe that the algorithm outputs ⊥ iff the following event

occurs:

Yi,j0 + [W ][ni]\{j0} ≥ ĉi ⇐⇒ (Yi,j0 − ĉi) + [W ][ni]\[j0] ≥ −[W ][j0−1].

The right-hand side −[W ][j0−1] is independent of whether the dataset used was D or D′, so

it suffices to argue about the privacy loss of the random variables Yi,j0− ĉi and W[ni]\[j0] as a

function of the dataset used. First, Yi,j0−c is clearly a 1-sensitive statistic, so Lemma 12.7.4

implies Yi,j0 − ĉi is ( ε3 ,
δ
3)-indistinguishable as a function of the dataset used. Next, condi-

tioning on the value of Yi,j0− ĉi, the random variable W[ni]\[j0] is an instance of Algorithm 41
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run with a fixed threshold ĉi − Yi,j0 − [W ][j0−1] ≤ 2c, where we rename the output vari-

ables {⊥,⊤} to {0, 1}. Moreover, Lemma 12.7.7 and smoothness of each sample function

implies that the sensitivity of each query ∥∇f(·; si,j)∥ is bounded by ∆ := 6Cηiβ. There-

fore, Lemma 12.7.5 shows that W[ni]\[j0] is ( ε3 ,
δ
3)-indistinguishable, where we note that we

adjusted constants appropriately in ω and the failure probabilities everywhere. By basic

composition of DP, this implies Yi,j0 − ĉi + [W ][ni]\[j0] (a postprocessing of Yi,j0 − ĉi and

W[ni]\[j0] | Yi,j0 − ĉi) is (2ε3 ,
2δ
3 )-DP, as required.

Termination on Line 26. Finally, we argue about the privacy when the algorithm

does not terminate on Line 18. As before, the sensitivity of xi is bounded by 6Cηi via

Lemma 12.7.7 and the triangle inequality, conditioned on a (2ε3 ,
2δ
3 )-indistinguishable event

(i.e. the values of Yi,j0 − ĉi and W[ni]\[j0] | Yi,j0 − ĉi). Then xi is ( ε3 ,
δ
3)-indistinguishable by

standard bounds on the Gaussian mechanism (Theorem A.1, [DR14]), which completes the

proof upon applying basic composition.

Utility proof. The utility proof follows the standard analysis of localized SGD algo-

rithms and a specialized analysis of clipped SGD (Corollary 12.7.3). We first state a utility

guarantee in each phase.

Lemma 12.7.9. Following notation in Algorithm 42, fix i ∈ [I], and suppose D ∼ Pn

i.i.d. where P satisfies Assumption 12.2.5. For any x ∈ X , if C ≥ 8ωi log(30ni
δ ) and

c
4 ≥ max(n · (2Gk

C )k, 6 log(n)),

E[FP(xi)− FP(x)] ≤ ∥x− xi−1∥2
2ηini

+ 2ηiG
2
2 +

GkkD

(k − 1)(C2 )k−1
+
G2D

n2
.

Proof. By Markov’s inequality, Es∼P [ILs>
C
2

] ≤ (2Gk
C )k, so the total number of expected

samples with Ls >
C
2 is at most c

4 . Hence by applying a Chernoff bound,

Pr
D∼Pn


∑
s∈D
ILs>

C
2
≤ c

2︸ ︷︷ ︸
:=E

 ≥ 1− 1

n2
.
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Conditional on E , the algorithm will not halt (i.e., return ⊥) and is running one-pass

clipped-SGD (Algorithm 40) using the modified clipping operation defined in the precon-

dition in Corollary 12.7.3. Then, the statement follows from Corollary 12.7.3 as follows:

letting Ec denote the complement of E ,

E[FP(xi)− FP(x)] = E[FP(xi)− FP(x) | E ] Pr[E ] + E[FP(xi)− FP(x) | Ec] Pr[Ec]

≤ ∥x− xi−1∥2
2ηini

+ 2ηiG
2
2 +

GkkD

(k − 1)(C2 )k−1
+ E[FP(xi)− FP(x) | Ec] Pr[Ec]

≤ ∥x− xi−1∥2
2ηini

+ 2ηiG
2
2 +

GkkD

(k − 1)(C2 )k−1
+G2DPr[Ec]

≤∥x− xi−1∥2
2ηini

+ 2ηiG
2
2 +

GkkD

(k − 1)(C2 )k−1
+
G2D

n2
,

where we used that FP is G1 ≤ G2-Lipschitz by Lemma 12.2.7.

Combining our privacy and utility guarantees, we are ready to prove this section’s main

theorem.

Proof of Theorem 12.7.6. For simplicity, let x0 := x⋆ and ζ0 := x0 − x⋆, so ∥ζ0∥ ≤ D by

assumption. Also, suppose that n is a power of 2, as the adjustment on Line 2 only affects n

(and hence the guarantees) by constant factors. The privacy claim follows immediately from

Lemma 12.7.8 assuming its preconditions are met, which we verify at the end of the proof.

By applying Lemma 12.7.9 in each phase i ∈ [I] to x ← xi, assuming its preconditions are

met, we have

E [FP(xI)− FP(x⋆)] ≤
∑
i∈[I]

E
[
∥ζi−1∥2

]
2ηini

+ 2ηiG
2
2 +

GkkD

(C2 )k−1

+
G2DI

n2

+ E [FP(xk)− FP(xk)]

≤ 4D2

ηn
+
ηG2

2

2
+

GkkDI

(C2 )k−1
+
G2D√
n

+G2σI
√
d

+
∑

i∈[I−1]

(
3600C2dηi log(3δ )

niε2
+
ηiG

2
2

2

)
.
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In the first inequality, we used G1 ≤ G2-Lipschitzness of FP by Lemma 12.2.7, and in the

second inequality, we pulled out the i = 1 term and adjusted indices, and bounded I ≤ n

and used Jensen’s inequality to bound (E ∥ζI∥)2 ≤ E ∥ζI∥2 = σ2Id. Now using that ηi
ni

and

ηi are geometrically decaying sequences, we continue bounding the above display using our

choice of C:

E [FP(xI)− FP(x⋆)] ≤ 4D2

ηn
+ ηG2

2 +
14400(C2 )2dη log(3δ )

nε2
+

GkkDI

(C2 )k−1
+
G2D√
n

+G2σI
√
d

≤ 4D2

ηn
+ ηG2

2 + 2(Aη)
k−1
k+1

(
GkkDI

) 2
k+1

+
G2D√
n

+G2σI
√
d,

for A :=
14400d log2(15nδ )

nε2
, C = 2

(
GkkDI

Aη

) 1
k+1

.

Next, plugging in our choice of

η = min


√

4

n
· D
G2︸ ︷︷ ︸

:=η1

,
DI

Gkn
·
( n
A

) k−1
2k︸ ︷︷ ︸

:=η2

 , (12.20)

we have the claimed utility bound upon simplifying, and using that G2σI
√
d is a low-order

term.

We now verify our parameters satisfy the conditions in Lemma 12.7.8 and Lemma 12.7.9,

which concludes the proof. First, it is straightforward to check that both sets of conditions

are implied by

96ηβc√
ε

log

(
30n

δ

)
≤ 1, c ≥ 4n ·

(
2Gk
C

)k
, and c ≥ 26

ε
log

(
15n

δ

)
, (12.21)

given that we chose ω = 18
ε

√
2c log(15δ ) ≤ c√

ε
. Indeed, C ≥ 8ωi log(30ni

δ ) ⇐= 2ηβω log(30nδ ) ≤
1 which is subsumed by the first condition in (12.21). Clearly, c ≥ 26

ε log(15nδ ), giving the

third condition in (12.21). Next, a direct computation with the definition of η2 in (12.20)
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yields

c = 2
√
An = 4n ·

√
A

n
= 4n ·

(
Gk ·

(
Aη2

GkkDI

) 1
k+1

)k
.

Now because C depends inversely on η ≤ η2 defined in (12.20), the second condition in

(12.21) holds:

c = 4n ·
(
Gk ·

(
Aη2

GkkDI

) 1
k+1

)k
≥ 4n ·

(
Gk ·

(
Aη

GkkDI

) 1
k+1

)k
= 4n ·

(
2Gk
C

)k
.

Finally, the first condition in (12.21) now follows from our upper bound on β.

12.8 Improved Smoothness Bounds for Generalized Linear Models

In this section, we give an improved algorithm for heavy-tailed private SCO when the

sample functions f(x; s) are instances of a smooth generalized linear model (GLM). That

is, we assume the sample space S ⊆ Rd, and that for a convex function σ : R→ R,

f(x; s) = σ (⟨s, x⟩) . (12.22)

We also assume that all f(x; s) are β-smooth. Observe that

∇f(x; s) = σ′(⟨s, x⟩)s, (12.23)

so that for all x ∈ X , ∇f(x; s) are all scalar multiples of the same vector s. We prove

that under this assumption, clipped gradient descent steps can only improve contraction,

in contrast to Fact 12.10.2.

Lemma 12.8.1. Let s, s′ ∈ R and let x, x′, g ∈ Rd. Assume that

∥∥(x− sg)− (x′ − s′g)
∥∥ ≤ ∥∥x− x′∥∥ .
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Then for any C ≥ 0, letting t := sign(s) min(|s|, C) and t′ := sign(s′) min(|s′|, C), we have

∥∥(x− tg)− (x′ − t′g)
∥∥ ≤ ∥∥x− x′∥∥ .

Proof. Note that the premise is impossible unless sign(s− s′) = sign(⟨x− x′, g⟩). Without

loss of generality, assume they are both nonnegative, else we can negate s, s′, g. In this case,

∥∥(x− x′)− (s− s′)g
∥∥ ≤ ∥∥x− x′∥∥ ⇐⇒ (s′ − s)2 ∥g∥2 ≤ 2(s− s′)

〈
x− x′, g

〉
⇐⇒ s− s′ ≤ 2 ⟨x− x′, g⟩

∥g∥2
.

Now, observe that t − t′ ≤ s − s′ and sign(t − t′) = sign(s − s′), for any value of C ≥ 0.

Therefore, t− t′ ≤ 2⟨v,g⟩
∥g∥2 as well, and we can reverse the above chain of implications.

Note that the premise of Lemma 12.8.1 is exactly an instance of Fact 12.7.1 where

∇f(x) and ∇f(x′) are scalar multiples of the same direction, which is the case for GLMs

by (12.23). Hence, Lemma 12.8.1 shows the contraction property in Fact 12.7.1 is preserved

after clipping gradients (again, for GLMs).

We can now directly combine Lemma 12.7.2 and our contraction results, used to analyze

the stability of Algorithm 40, with the iterative localization framework of [FKT20], Section

4.

Theorem 12.8.2. Consider an instance of k-heavy-tailed private SCO, following notation

in Definition 12.2.6, let x⋆ := argminx∈X FP(x), and let ρ ≥ 0. Further, assume that for a

convex function σ, the sample functions f(x; s) satisfy (12.22) for all s ∈ S ⊆ Rd. Finally,

assume f(x; s) is β-smooth for all s ∈ S, where β ≤ max(
√

n
2 · G2

D , n · ( d
n2ρ

)
k−1
2k · Gk

D ).

Algorithm 43 is a ρ-CDP algorithm which draws D ∼ Pn, queries n sample gradients (using

samples in D), and outputs xI ∈ X satisfying

E [FP(xI)− FP(x⋆)] ≤ 4G2D

√
1

n
+ 26GkD

( √
d

n
√
ρ

)1− 1
k

.

Proof. We begin with the privacy claim. Consider neighboring datasets D, D′, and suppose
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Algorithm 43: OnePass-Clipped-DP-SGD(D, n,X , x0, ρ)

1 Input: Dataset D = {si}i∈[n] ∈ Sn, domain X ⊂ B(x0, D) for x0 ∈ X
2 I ← ⌊log2(n)⌋
3 n← 2I

4 η ← min(
√

8
n · DG2

, 1n · (
n2ρ
32d )

k−1
2k · 2

k+1
2k D
Gk

), C ← (
Gk

kDρn
32ηd )

1
k+1

5 for i ∈ [I] do

6 ni ← 2−in, ηi ← 16−iη, Ci ← 2iC, σi ← 2ηiCi ·
√

2
ρ

7 Di ← first ni elements of D, D ← D \ Di
8 xi ← OnePass-Clipped-SGD(Di, Ci, ηi, ni,X , xi−1)
9 ξi ∼ N (⊬d, σ2i Id)

10 xi ← xi + ξi
11 end
12 Return: xI

the datasets differ on the jth entry such that sj ∈ Di (if the differing entry is not in ∪i∈[I]Di,
Algorithm 43 clearly satisfies 0-CDP). Let xi and x′i be the outputs of Line 8 when run with

the same initialization xi−1, and neighboring Di, D′
i. By the assumption on β, since ηi ≤ η

for all i ∈ [I], we can apply Fact 12.7.1 and Lemma 12.8.1 (recalling the characterization

(12.23)) to show ∥xi − x′i∥ ≤ 2ηiCi with probability 1. Therefore, by our choice of σi and

the first and third parts of Lemma 12.2.4, the whole algorithm is ρ-CDP regardless of which

Di contained the differing sample, since all other calls to OnePass-Clipped-SGD are 0-CDP

as we can couple all randomness used by the calls.

Next, we prove the utility claim. For simplicity, let x0 := x⋆ and ξ0 := x0 − x⋆, so

∥ξ0∥ ≤ D by assumption. By applying Lemma 12.7.2 for all i ∈ [I] with x0 ← xi−1 and

u← xi−1, we have

E [FP(xI)− FP(x⋆)] =
∑
i∈[I]

E [FP(xi)− FP(xi−1)] + E [FP(xI)− FP(xI)]

≤
∑
i∈[I]

(
E

[
∥ξi−1∥2
2ηini

]
+
ηiG

2
2

2
+

GkkD

(k − 1)Ck−1
i

)
+G1 E [∥xI − xI∥]

≤ 4D2

ηn
+
∑

i∈[I−1]

2−i
(

32dηC2

ρn
+
ηG2

2

2
+
GkkD

Ck−1

)
+

√
8d

ρ
G1ηC · 8−I
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≤ 4D2

ηn
+

32dηC2

ρn
+
ηG2

2

2
+
GkkD

Ck−1
+ 24

√
d

ρ
· G1ηC

n3
,

where the second line applied Lemma 12.2.7, the third used Jensen’s inequality to bound

E[∥xI − xI∥]2 ≤ E[∥xI − xI∥2] and our assumption k ≥ 2, and the last used the geometric

decay of the different parameters. Finally, by plugging in our choices of C, η, we have

4D2

ηn
+
ηG2

2

2
+

32dηC2

ρn
+
GkkD

Ck−1
=

4D2

ηn
+
ηG2

2

2
+ 2η

k−1
k+1

(
GkkD

) 2
k+1

(
32d

ρn

) k−1
k+1

≤ G2D

√
8

n
+ 8GkD

( √
d

n
√
ρ

)1− 1
k

.

We can also check that the final summand is a low-order term, by using η ≤ 1
n · (

n2ρ
32d )

k−1
2k ·

2
k+1
2k D
Gk

:

24

√
d

ρ
· G1ηC

n3
≤ 5GkD

n2
.

The conclusion follows by adjusting n, since Algorithm 43 is run with a sample count in

[n2 , n].

12.9 High-probability stochastic convex optimization

In this section, to highlight another application of our population-level localization frame-

work, we show that it obtains improved high-probability guarantees for the following stan-

dard bounded-variance estimator parameterization of SCO in the non-private setting.

Definition 12.9.1 (Stochastic convex optimization). Let X ⊂ Rd be compact and convex,

with diam(X ) = D. In the stochastic convex optimization (SCO) problem, there is a convex

function f : X → R, and we have query access to a stochastic oracle g : X → Rd satisfying,

for all x ∈ X ,

E [g(x)] ∈ ∂f(x), E
[
∥g(x)∥2

]
≤ G2.

For a convex function ψ : X → R, our goal in SCO is to optimize the composite function

f + ψ.
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For instance, one can set ψ to the constant zero function to recover the non-composite

variant of SCO. We include the composite variant of Definition 12.9.1 as it is a standard

extension in the SCO literature, under the assumption that the function ψ is “simple.” The

specific notion of simplicity we use is that ψ : X → R admits an efficient proximal oracle

(Definition 12.9.2).

Definition 12.9.2 (Proximal oracle). Let X ⊂ Rd be compact and convex. We say O is a

proximal oracle for a convex function ψ : X → R if for any inputs v ∈ Rd, η ∈ R≥0, O(v)

returns

argmin
x∈X

{
1

2η
∥x− v∥2 + ψ(x)

}
.

In Theorem 12.9.4, we give an algorithm which uses n queries to each of g and a proximal

oracle for ψ, and achieves an error bound for f + ψ of

O

GD ·
√

log 1
δ

n

 , (12.24)

with probability ≥ 1 − δ. Similar rates are straightforward to derive using martingale

concentration when the estimator g is assumed to satisfy heavier tail bounds, such as a sub-

Gaussian norm. To our knowledge, the rate (12.24) was first attained recently by [CH24],

who also proved a matching lower bound. Our Theorem 12.9.4 gives an alternative route to

achieving this error bound. As was the case in several recent works in the literature [HS16,

DDXZ21, Lia24] who studied high-probability variants of stochastic convex optimization,

our Theorem 12.9.4 is based on using geometric aggregation techniques within a proximal

point method framework (in our case, using Fact 12.2.9 within Algorithm 37). However,

these aforementioned prior works all assume additional smoothness bounds on the function

f .

We use the following standard result in the literature as a key subroutine.

Lemma 12.9.3 (Lemma 1, [ACJ+21]). In the setting of Definition 12.9.1, assume ψ is

λ-strongly convex, let x⋆ := argminx∈X f(x) + ψ(x), and let T ∈ N. There is an algorithm

which queries the stochastic oracle g and a proximal oracle for ψ each T times, and produces
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x satisfying, with probability ≥ 4
5 ,

∥x− x⋆∥ ≤ 30G

λ
√
T
.

We combine Lemma 12.9.3 with Proposition 12.3.7 to obtain the following high-probability

SCO algorithm.

Theorem 12.9.4. Consider an instance of SCO, following notation in Definition 12.9.1,

let n ∈ N, x⋆ := argminx∈X f(x) + ψ(x), and δ ∈ (0, 12). There is an algorithm using n

queries to g and a proximal oracle for ψ and outputs x ∈ X satisfying, for a universal

constant Csco, with probability ≥ 1− δ,

f(x) + ψ(x)− f(x⋆)− ψ(x⋆) ≤ Csco ·GD ·

√
log 1

δ

n
.

Proof. Assume without loss of generality that 1
δ is a sufficiently large constant (else we

can adjust the constant factor Csco), and that n is sufficiently larger than log 1
δ (else the

result holds because the range of the function is bounded by GD). We instantiate Propo-

sition 12.3.7 with FP ← f + ψ, I ← 1
2 log2 n, and in each phase i ∈ [I] of Algorithm 37, we

let ni := n
2i

. In the remainder of the proof, we describe how to implement (12.7) in the ith

phase, where FP ← f + ψ, splitting into cases.

If 1
δ is bounded by polylog(n) and n is sufficiently large, suppose that n is a power of 4,

else we can use fewer queries and lose a constant factor in the guarantee. Then we can use

a batch of ni consecutive queries, divided into 48 log( 1
δi

) portions, where δi := δ
2i

. We then

use Lemma 12.9.3 on each portion of queries, with f ← f and ψ ← ψ + λi
2 ∥· − xi−1∥2; it

is straightforward to see that Definition 12.9.2 generalizes to give a proximal oracle for this

new ψ. A Chernoff bound shows that at least 3
5 of the portions will return a point satisfying

the bound in Lemma 12.9.3 except with probability δi, so Fact 12.2.9 returns us a point at

distance at most 90G
λ
√
T

from x⋆i , where

T = Ω

(
ni

log 1
δi

)
= Ω

(
n

2i
(
log 1

δ + i
)) ,
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(accounting for rounding error). Therefore, (12.7) holds with

∆ =
Csco

2
·G ·

√
log 1

δ

n
,

for sufficiently large Csco. Proposition 12.3.7 then implies that Algorithm 37 outputs x

satisfying

f(x) + ψ(x)− f(x⋆)− ψ(x⋆) ≤ 2GD ·
√

∆

n1.5
+
Csco

2
·GD ·

√
log 1

δ

n
≤ Csco ·GD ·

√
log 1

δ

n
,

where we use that G1 ≤ G by Jensen’s inequality and our second moment bound in Defi-

nition 12.9.1. The failure probability follows from a union bound because we ensured that∑
i∈[I] δi ≤ δ.

Finally, if 1
δ is larger than polylog(n), then we let I, J ∈ N be chosen such that

I :=
⌊
log2

(n
J

)⌋
, J ≥ 48 log

(
I

δ

)
,

which is achievable with I = O(log n) and J = O(log logn
δ ) = O(log 1

δ ). Let m := n
J ,

and assume without loss that m is a power of 2, which we can guarantee by discarding

≤ 1
2 our queries, losing a constant factor in the error bound. The remainder of the proof

follows identically to the first part of this proof, where we union bound over I phases, the

ith of which uses J batches of m
2i

unused queries. Again we may apply Lemma 12.9.3 and

Fact 12.2.9 with T = m
2i

, so (12.7) holds with

∆ =
Csco

2
·G ·

√
log 1

δ

n
,

except with probability δ
I . The conclusion then follows from Proposition 12.3.7.

12.10 Non-contraction of truncated contractive steps

In this section, we demonstrate that a natural conjecture related to the performance of

clipped private gradient algorithms in the smooth setting is false. We state this below
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as Conjecture 12.10.1. To motivate it, suppose v is the difference between a current pair

of coupled iterates of a private gradient algorithm instantiated on neighboring datasets,

and suppose the differing sample function has already been encountered. If we take a

coupled gradient step in a sufficiently smooth function, Fact 12.7.1 shows that the step is

a contraction. However, to preserve privacy in the heavy-tailed setting, it is natural to ask

whether such a contractive step remains contractive after the gradients are clipped, i.e. the

statement of Conjecture 12.10.1 (which gives the freedom for C to be lower bounded).

Conjecture 12.10.1. Let ∥v∥2 ≤ C for a sufficiently large constant C, and let ∥v − (g − h)∥ ≤
∥v∥. Let g′ = Π1(g) and h′ = Π1(h).8 Then, ∥v − (g′ − h′)∥ ≤ C.

We strongly refute Conjecture 12.10.1, by disproving it for any C ≥ 0. We remark that

Lemma 12.10.2 does not necessarily rule out this approach to designing heavy-tailed DP-

SCO algorithms in the smooth regime, but demonstrates an obstacle if additional structure

of gradients is not exploited.

Lemma 12.10.2. Conjecture 12.10.1 is false for any choice of C ≥ 0.

Proof. We give a 2-dimensional counterexample. Let

v =

−C
0

 , g =

1

0

 , h =

 2C+1
C+1

C
√
2C+1
C+1

 =
√

2C + 1

√
2C+1
C+1

C
C+1


︸ ︷︷ ︸

:=h′

.

Observe that

v − (g − h) =

−(C + 1) + 2C+1
C+1

C
√
2C+1
C+1

 =

 −C2

C+1

C
√
2C+1
C+1

 = C

 −C
C+1

√
2C+1
C+1

 .

It is easy to verify ∥v − (g − h)∥ = C at this point. Moreover,

v − (g′ − h′) =

−(C + 1) +
√
2C+1
C+1

C
C+1

 .

8By scale-invariance of the claim, the assumption that the truncation threshold is 1 is without loss of
generality.
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For C ≥ 0, the first coordinate of this vector is already less than −C.

12.11 Non-decay of empirical squared bias

In this section, we present an obstacle towards a natural approach to improving the loga-

rithmic terms in our algorithm in Section 12.3. We follow the notation of Section 12.3.1,

i.e. for samples {i ≡ si}i∈[n] ∼ Pn, we define sample functions fi ≡ f(·; si), and let

bD := max
x∈X

∥∥∥∥∥∥ 1

n

∑
i∈[n]

∇fi(x)− 1

n

∑
i∈[n]

ΠC(∇fi(x))

∥∥∥∥∥∥ . (12.25)

A basic bottleneck with known approaches following SCO-to-ERM reductions is that they

require a strongly convex ERM solver as a primitive, due to known barriers to generalization

in SCO without strong convexity (see e.g. discussion in [SSSSS09]). This poses an issue in

the heavy-tailed setting, because standard analyses of strongly convex clipped SGD (see

e.g. our Proposition 12.3.1) appear to suffer a dependence on b2D in the utility bound, which

upon taking expectations requires bounding

E
D∼Pn

b2D = E
D∼Pn

max
x∈X

∥∥∥∥∥∥ 1

n

∑
i∈[n]

∇fi(x)− 1

n

∑
i∈[n]

ΠC(∇fi(x))

∥∥∥∥∥∥
2 . (12.26)

Recall from Lemma 12.3.2 that it is straightforward to bound E bD ≤ Gk
k

Ck−1 , due to Fact 12.2.8.

Bounding E b2D is more problematic; in [LR23], requiring this bound resulted in a depen-

dence on G2k as opposed to Gk (see the proof of Theorem 31), which we avoid (up to a

polylogarithmic overhead) via our population-level localization strategy. We now present an

alternative strategy to bound (12.26), avoiding a G2k dependence. Observe that, by using
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(a+ b+ c)2 ≤ 3(a2 + b2 + c2),

E
D∼Pn

b2D ≤ 3 E
D∼Pn

max
x∈X

∥∥∥∥∥∥ 1

n

∑
i∈[n]

∇fi(x)−∇FP(x)

∥∥∥∥∥∥
2

︸ ︷︷ ︸
:=T1

+ 3 max
x∈X

∥∥∥∥∇FP(x)− E
s∼P

[ΠC(∇f(x; s))]

∥∥∥∥2︸ ︷︷ ︸
:=T2

+ 3 E
D∼Pn

max
x∈X

∥∥∥∥∥∥ 1

n

∑
i∈[n]

ΠC(∇fi(x))− E
s∼P

[ΠC(∇f(x; s))]

∥∥∥∥∥∥
2

︸ ︷︷ ︸
:=T3

.

(12.27)

We focus on T1, as T3 can be bounded by similar means (as truncation can only improve

moment bounds), and T2 ≤ G2k
k

C2(k−1) via Fact 12.2.8. Hence, if we can show that T1 = O(
G2

2
n )

under the moment bound assumption in Assumption 12.2.5, we can avoid the logarithmic

factors lost by our population localization approach. We suggest the following conjecture

as an abstraction of this bound.

Conjecture 12.11.1. Let P be a distribution over S. For each x ∈ X , let g(x; s) ∈ Rd be a

random vector, indexed by s ∼ S, satisfying Es∼P [g(x; s)] = ⊬d and Es∼P [supx∈X ∥g(x; s)∥2] ≤
1. Finally for S ∼ Pn and x ∈ X , let g(x;S) := 1

n

∑
s∈S g(x; s). Then,

E
S∼Pn

[
sup
x∈X

g(x;S)2
]

= O

(
1

n

)
.

Note that the bound in Conjecture 12.11.1 exactly corresponds to T1 in (12.27), after

rescaling all sample gradients by 1
G2

, and centering them by subtracting ∇FP(x). Hence, if

Conjecture 12.11.1 is true, it would yield the following desirable bound in (12.27):

E
D∼Pn

b2D = O

(
G2

2

n
+

Gkk
(k − 1)Ck−1

)
.

Moreover, it is simple to prove a bound of O(1) on the right-hand side of Conjec-

ture 12.11.1, and as n → ∞ it is reasonable to suppose g(x;S) → ⊬d for all x ∈ X .

Nonetheless, we refute Conjecture 12.11.1 in full generality with a simple 1-dimensional
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example.

Lemma 12.11.2. Conjecture 12.11.1 is false.

Proof. Let S = [0, 1] and let P be the uniform distribution over S. Let X index a set of ran-

dom g(x; ·) : [0, 1]→ [0, 1] which are nonzero at finitely many points.9 Then Es∼P g(x; s) = 0

for all x ∈ X , and g(x; s)2 ≤ 1 for all x ∈ X , s ∈ S. However, for any S ∈ [0, 1]n, we have

sup
x∈X

g(x;S)2 = 1.

While Lemma 12.11.2 does not rule out the approach suggested in (12.27) (or other

approaches) to improve the analysis of strongly convex ERM solvers in heavy-tailed set-

tings, it presents an obstacle to applying the natural decomposition strategy in (12.27). To

overcome Lemma 12.11.2, one must either use more structure about the index set X or the

iterates encountered by the algorithm, or consider a different decomposition strategy for

bounding the squared empirical bias.

12.12 Proof of Lemma 12.7.7

In this section, we prove Lemma 12.7.7. We first require the following standard fact (see

e.g. [Sch14]).

Fact 12.12.1. Let X ⊆ Rd be a convex set. Then for any x, y ∈ Rd, we have

∥ΠK(x)−ΠK(y)∥ ≤ ∥x− y∥.

We now set up some notation. Let {ψj : X → X}j∈[T ] and {φj : X → X}j∈[T ] be two

sequences of operations. We say that an operation pair (ψ,φ) is contractive if for any two

9We note there is a bijection between X and any convex subset X ′ of Rd containing a ball with nonzero
radius. To see this, it is well-known that there is a bijection from [0, 1] to R≥0, and we can simply construct
a bijection between R≥0 and X by mapping the interval [i − 1, i] to [0, 1]2i (where the first i coordinates
specify the nonzero points, and the next i coordinates specify their values) for all i ∈ N. Finally, it is
well-known there is a bijection between [0, 1] and Rd, and we can construct a bijection between X ′ and
Rd by considering each 1-dimensional projection separately.
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points x, y ∈ X ,

∥ψ(x)− φ(y)∥ ≤ ∥x− y∥.

We say an operation pair (ψ,φ) is (C, ζ)-contractive if for any x, y where ∥x− y∥ ≤ C, we

have

∥ψ(x)− φ(y)∥ ≤ ∥x− y∥+ ζ.

Let ψj(x) = ψj ◦ ψj−1 ◦ . . . ◦ ψ1(x), and define φj similarly, for all j ∈ [T ].

We prove Lemma 12.7.7 as a consequence of the following more general result.

Lemma 12.12.2. Let x0 = x′0 ∈ X , and consider two sequences of operations {ψj : X →
X}j∈[T ] and {ψ′

j : X → X}j∈[T ] satisfying the following conditions, for c := ⌊Cζ ⌋.

1. For at least T − c− 1 indices j ∈ [T ], (ψj , φj) is contractive.

2. At most one operation pair, (ψk, ψk), is (∞, C)-contractive.

3. For at most c indices j ∈ [T ], (ψj , φj) is (2C, ζ)-contractive.

Then for all j ∈ [T ], we have that ∥ψj(x0)− φj(y0)∥ ≤ 2C.

Proof. Define ∆j := ∥ψj(x0) − φj(x′0)∥ for all j ∈ [T ]. Let aj ≤ c be the total number

of (2C, ζ)-contractive operation pairs (ψi, φi) where i ≤ j, and let bj be the 0-1 indicator

variable for k ≤ j. We use induction to show that ∆j ≤ ajζ + bjC. When j = 1, the claim

holds. Now if the claim holds for j − 1, then ∆j−1 ≤ aj−1ζ + bj−1C ≤ 2C. Hence, by

definition,

∆j ≤ ∆j−1 + (aj − aj−1)ζ + (bj − bj−1)C = ajζ + bjC,

which completes our induction. This also implies ∆T ≤ 2C as claimed.
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Proof of Lemma 12.7.7. Throughout the following proof, note that ĉi ≤ 2c deterministically

(due to our use of BLap(3ε , c) noise), and under the stated parameter bounds,

Ĉ ∈
[

7C

8
,

9C

8

]
and |νi,j | ≤

C

4
for all j ∈ [ni].

Let {gi,j = ΠC(∇f(xi,j ; si,j))}j∈[ni] and {g′i,j = ΠC(∇f(x′i,j ; s
′
i,j))} be the two truncated

gradient sequences in the ith phase corresponding to the two datasets, and let {xi,j}j∈[ni]

and {x′i,j}j∈[ni] be the corresponding iterate sequences. We set the operation sequences

ψj(x) := ΠX (x − ηigi,j) and φj(x) := ΠX (x − ηig′i,j). We bound the contractivity of these

operation pairs and apply Lemma 12.12.2.

First, note that because countt, count′t < ĉi ≤ 2c, the operation pair (ψj , φj) is an

identical untruncated gradient mapping for at least t − 2c − 1 indices j ∈ [t]. Because we

assume each sample function f(·; s) is β-smooth, it follows that for these indices j ∈ [t], the

operation pair (ψj , φj) is contractive, by applying Fact 12.7.1, Fact 12.12.1, and ηiβ ≤ 1.

Next, recall the assumption that the datasets D, D′ differ in the jth0 sample only. Because

∥gi,j0∥ ≤ 9C
8 + C

4 ≤ 11C
8 by assumption, and similarly ∥g′i,j0∥ ≤

11C
8 , it follows that the

operation pair (ψj0 , φj0) is (∞, 3Cηi)-contractive by applying the triangle inequality and

Fact 12.12.1.

For all remaining indices j ∈ [t], countt and count′t both incremented (under the assump-

tion that Yi,j = Y ′
i,j for these indices). We claim that (ψj , φj) is (6ηiC, 12η2iCβ)-contractive

for these iterations. To see this, we bound

∥∥ψj(xi,j)− φj(x′i,j)∥∥ ≤ ∥∥(xi,j − ηigi,j)− (x′i,j − ηig′i,j)
∥∥

≤
∥∥(xi,j − ηi∇f(xi,j ; si,j))− (x′i,j − ηi∇f(x′i,j ; si,j))

∥∥
+ ηi

∥∥∇f(xi,j ; si,j)−∇f(x′i,j ; si,j)
∥∥+ ηi

∥∥gi,j − g′i,j∥∥
≤
∥∥xi,j − x′i,j∥∥+ 12η2iCβ.

The first line used Fact 12.12.1, the second used the triangle inequality, and the last used

Fact 12.7.1, Fact 12.12.1, and the fact that ∥∇f(xi,j ; si,j) − ∇f(x′i,j ; si,j)∥ ≤ 6ηiCβ by

smoothness, when ∥xi,j − x′i,j∥ ≤ 6Cηi.
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Finally, it suffices to apply Lemma 12.12.2 with C ← 3Cηi, ζ ← 12η2iCβ, and c ← 2c,

which we can check meets the conditions of Lemma 12.12.2 under the stated parameter

bounds.
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Chapter 13

PRIVATE ONLINE LEARNING VIA LAZY ALGORITHMS

13.1 Introduction

Online learning is a fundamental problem in machine learning, where an algorithm interacts

with an oblivious adversary for T rounds. First, the oblivious adversary chooses T loss

functions ℓ1, . . . , ℓT : X → R over a fixed decision set X . Then, at any round t, the

algorithm chooses a model xt ∈ X , and the adversary reveals the loss function ℓt. The

algorithm suffers loss ℓt(xt), and its goal is to minimize its cumulative loss compared to the

best model in hindsight, namely its regret :

RegT =
T∑
t=1

ℓt(xt)− min
x⋆∈X

T∑
t=1

ℓt(x
⋆).

In this work, we study two different differentially private instances of this problem: differ-

entially private online prediction from experts (DP-OPE) where the model x can be chosen

from d experts (X = [d]); and differentially private online convex optimization (DP-OCO)

where the model belongs to a convex set X ⊂ Rd.

Both problems have been extensively studied recently [JKT12, ST13, JT14, AS17,

KMS+21] and an exciting new direction with promising results for this problem is that of de-

signing private algorithms based on low-switching algorithms for online learning [AFKT23b,

AFKT23a, AKST23a, AKST23b]. The main idea in these works is that the privacy cost for

privatizing a low-switching algorithm can be significantly smaller as these algorithms do not

update their models too frequently, allowing them to allocate a larger privacy budget for

each update. This has been initiated by [AFKT23b], which used the shrinking dartboard

algorithm to design new algorithms for DP-OPE, later revisited by [AKST23a] to design

new algorithms for DP-OCO using a regularized follow-the-perturbed-leader approach, and

more recently by [AKST23b] which used a lazy and regularized version of the multiplicative
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Prior work This work

DP-OPE
√
T log d+ min{

√
d , T 1/3} log d
ε [AS17, AFKT23b]

√
T log d+ T 1/3 log d

ε2/3

DP-OCO min
{
d1/4

√
T√

ε
,
√
T + T 1/3

√
d

ε + T 3/8
√
d

ε3/4

}
[KMS+21, AKST23b]

√
T + T 1/3

√
d

ε2/3

Table 13.1: Regret for approximate (ε, δ)-DP algorithms. For readability, we omit logarith-
mic factors that depend on T and 1/δ.

weights algorithm to obtain improved rates for DP-OCO.

While all of these results build on lazy-switching algorithms for designing private online

algorithms, each one of them has a different method for achieving privacy and, to a greater

extent, a different analysis. Moreover, it is not clear whether these transformations from

lazy to private algorithms in prior work have fulfilled the full potential of lazy algorithms for

private online learning and whether better algorithms are possible through this approach.

Indeed, the regret obtained in prior work [AFKT23b, AKST23b] is T 1/3/ε (omitting de-

pendence on d) for DP-OPE, which implies that the normalized regret is 1/T 2/3ε: this is

different than what exhibited in a majority of scenarios of private optimization, where the

normalized error is usually a function of Tε.
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(a) DP-OCO (d = log T )
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Figure 13.1: Regret bounds for (a) DP-OCO with d = poly log(T ), (b) DP-OCO with
d = T 1/3 and (c) DP-OPE with d = T . We denote the privacy parameter ε = T−α and
regret T β, and plot β as a function of α (ignoring logarithmic factors).
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13.1.1 Our contributions

Our main contribution in this work is a new transformation that converts lazy online learning

algorithms into private algorithms with similar regret guarantees, resulting in new state-

of-the-art rates for DP-OPE and DP-OCO. We provide a summary in Table 13.1 and Fig-

ure 13.1.

L2P: a transformation from lazy to private algorithms (Section 13.3). Our main

contribution is a new transformation, we call L2P, that allows converting any lazy algorithm

into a private one with only a slight cost in regret. This allows us to use a long line of work

on lazy online learning [KV05, GVW10, AT18, CYLK20, SK21, AKST23a] to design new

algorithms for the private setting. Our transformation builds on two new techniques: first,

we design a new switching rule that only depends on the loss at the current round, so as to

minimize the privacy cost of each switching and mitigate the accumulation of privacy loss.

Second, we rely on a simple, key observation that by grouping losses in a large batch, we

can minimize the effect on the regret of lazy online learning algorithms. We introduce a

new analysis for the regret of lazy online algorithms with a large batch size that improves

over the existing analysis in [AFKT23b]; this allows us to reduce the total number of “fake

switches” needed to guarantees privacy, improving the final regret.

Faster rates for DP-OPE (Section 13.3.1). As a first application, we use our trans-

formation in the DP-OPE problem on the multiplicative weights algorithm [AHK12]. This

results in a new algorithm for DP-OPE that has regret
√
T log(d) + T 1/3 log(d)/ε2/3, im-

proving over the best existing results for the high-dimensional regime in which the regret

is
√
T log(d) + T 1/3 log(d)/ε [AFKT23b].1 The improvement is particularly crucial in the

high-privacy regime, where ε ≪ 1: indeed, our regret shows that (for d = poly(T )) it is

sufficient to set ε ≥ T−1/4 for matching the optimal non-private regret
√
T log d, whereas

previous results require a much larger ε ≥ T−1/6 to get privacy for free. This is also im-

portant in practice, when multiple applications of DP-OPE are necessary: using advanced

1[AFKT23b] has another algorithm which slightly improves over this regret in the high-privacy regime
and obtains regret T 2/5/ε4/5. We include this algorithm in Figure 13.1.
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composition, our result shows that we can solve K ≈
√
T instances of DP-OPE with ε = 1

and still obtain the non-private regret of order
√
T ; in contrast, prior work only allows to

solve K ≈ T 1/3 instances while still attaining the non-private regret.

Faster rates for DP-OCO (Section 13.3.2). As another application, we use our trans-

formation for DP-OCO with the regularized multiplicative weights algorithm of [AKST23b].

We obtain a new algorithm for DP-OCO that has regret
√
T +T 1/3

√
d/ε2/3, improving over

the best existing results that established regret
√
T + T 1/3

√
d/ε+ T 3/8

√
d/ε3/4 [AKST23b]

or d1/4
√
T/
√
ε using DP-FTRL [KMS+21].

Lower bounds for low-switching private algorithms (Section 13.4). To understand

the limitations of low-switching private algorithms, we prove a lower bound for the natural

family of private algorithms with limited switching, showing that the upper bounds obtained

via our reduction are nearly tight for this family of algorithms up to logarithmic factors.

This shows that new techniques, beyond limited switching, are required in order to improve

upon our upper bounds.

13.1.2 Related work

Lazy online learning. Our transformation and algorithms build on a long line of work in

online learning with limited switching [KV05, GVW10, AT18, CYLK20, SK21, AKST23b].

As is evident from prior work in private online learning, the problems of lazy online learn-

ing and private online learning are tightly connected [AFKT23b, AFKT23a, AKST23a,

AKST23b]. In this problem, the algorithm wishes to minimize its regret while making at

most S switches: the algorithm can update the model at most S times throughout the T

rounds. Recent work has resolved the lazy OPE problem: [AT18] show a lower bound of
√
T +(T/S) log(d) on the regret, which is achieved by several algorithms such as Follow-the-

perturbed-leader [KV05] and the shrinking dartboard algorithm [GVW10]. For lazy OCO,

however, optimal rates are yet to be known: [AKST23b] recently show that a lazy version

of the regularized multiplicative weights algorithm obtains regret
√
T + (T/S)

√
d, whereas

the best lower bound is
√
T + T/S [SK21].
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Differentially Private Stochastic Convex Optimization (DP-SCO). In the non-

private setting, it is well known that Online Convex Optimization (OCO) is closely related

to the problem of Stochastic Convex Optimization (SCO), where an algorithm is given

n i.i.d. samples from some distribution P and aims to minimize a stochastic convex loss

function, and the optimal rates for both problems are the same (e.g., [SS12, Haz16]). It is

still unclear whether such a result holds in the private setting. While optimal algorithms

are known to achieve (normalized) rate 1/
√
n+
√
d/(nε) for DP-SCO [BST14, BFTGT19,

FKT20, AFKT21, ALD21], the best algorithms for DP-OCO (Section 13.3.2) achieve a

normalized regret 1/
√
T +
√
d/(Tε)2/3. Recently, for the case of stochastic adversaries (that

choose ℓt i.i.d. from P ), [AFKT23b] gave a reduction from DP-OCO to DP-SCO which

shows that (up to logarithmic factors) both problems have the same rates in this case.

13.2 Preliminaries

13.2.1 Problem setup

We consider an interactive T -round game between an algorithm ALG and an oblivious ad-

versary Adv. Before the interaction, the adversary Adv chooses T loss functions ℓ1, . . . , ℓT ∈
L = {ℓ | ℓ : X → R}. Then, at each round t ∈ [T ], the algorithm ALG, which observed

ℓ1, · · · , ℓt−1 chooses xt ∈ X , and then the loss function ℓt chosen by Adv is revealed. The

regret of the algorithm ALG is defined below:

RegT (ALG) :=

T∑
t=1

ℓt(xt)− min
x∗∈X

T∑
t=1

ℓt(x
∗).

We study online optimization under the constraint that the algorithm is differentially

private. For an algorithm ALG and a sequence S = (ℓ1, . . . , ℓT ) chosen by an oblivious

adversary Adv, we let ALG(S) := (x1, . . . , xT ) denote the output of ALG over the loss

sequence S. We have the following definition of privacy against oblivious adversaries.2

2Our regret bound may be invalid with an adaptive adversary, but our algorithms will satisfy a stronger
notion of differential privacy against adaptive adversaries (see [AFKT23b]). However, to keep the notation
and analysis simpler, we limit our attention to privacy against oblivious adversaries.
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Definition 13.2.1 (Differential privacy). A randomized algorithm ALG is (ε, δ)-differentially

private against oblivious adversaries ((ε, δ)-DP) if, for all neighboring sequences S = (ℓ1, . . . , ℓT ) ∈
LT and S ′ = (ℓ′1, . . . , ℓ

′
T ) ∈ LT that differ in a single element, and for all events O in the

output space of ALG, we have

Pr[ALG(S) ∈ O] ≤ eε Pr[ALG(S ′) ∈ O] + δ.

We focus on two important instances of differentially private online optimization:

(i) DP Online Convex Optimization (DP-OCO). In this problem, the adversary

picks loss functions ℓ ∈ LOCO := {ℓ | ℓ : X → R is convex and L-Lipschitz} where

X ⊂ Rd is a convex set with diameter D = diam(X ) := supx,y∈X ∥x− y∥, and the

algorithm chooses xt ∈ X . The goal of the algorithm is to minimize regret while being

(ε, δ)-differentially private.

(ii) DP Online Prediction from Experts (DP-OPE). In this problem, the adversary

picks loss functions ℓ ∈ LOPE = {ℓ | ℓ : [d] → [0, 1]} where X = [d] is the set of d

experts, and the algorithm chooses xt ∈ [d]. The goal of the algorithm is to minimize

regret while being (ε, δ)-differentially private.

13.2.2 Tools from differential privacy

Our analysis crucially relies on the following divergence between two distributions.

Definition 13.2.2 (δ-Approximate Max Divergence). For two distributions µ and ν, we

define

Dδ
∞(µ∥ν) := sup

S⊆supp(µ),µ(S)≥δ
ln
µ(S)− δ
ν(S)

.

We let Dδ
∞(µ, ν) := max{Dδ

∞(µ∥ν), Dδ
∞(ν∥µ)}.

We also use the notion of indistinguishability between two distributions.

Definition 13.2.3. ((ε, δ)-indistinguishability) Two distributions µ, ν are (ε, δ)-indistinguishable,

denoted µ ≈(ε,δ) ν, if Dδ
∞(µ, ν) ≤ ε.
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Note that if an algorithm ALG has ALG(S) ≈(ε,δ) ALG(S ′) for all neighboring datasets

S,S ′ then ALG is (ε, δ)-differentially private.

For our lower bounds, we require the notion of concentrated differential privacy. To this

end, we first define the α-Renyi divergence (α > 1) between two probability measures:

Dα(µ∥ν) :=
1

α− 1
log

(∫ (
µ(ω)

ν(ω)

)α
dν(ω)

)
.

Concentrated DP is defined below:

Definition 13.2.4 (concentrated DP). Let ρ ≥ 0. We say an algorithm ALG satisfies

ρ-concentrated differential privacy (ρ-CDP) against oblivious adversaries if for any neigh-

boring sequences S = (ℓ1, . . . , ℓT ) ∈ LT and S ′ = (ℓ′1, . . . , ℓ
′
T ) ∈ LT that differ in a single

element, and any α ≥ 1, Dα(ALG(D)∥ALG(D′)) ≤ αρ.

Moreover, note that distributions with bounded Dδ
∞ satisfy the following property.

Lemma 13.2.5. Let ε ≤ 1/10. If Dδ
∞(µ, ν) ≤ ε/2 then we have

Pr
X∼µ

[
e−ε ≤ µ(X)

ν(X)
≤ eε

]
≥ 1− 6δ/ε and Pr

X∼ν

[
e−ε ≤ µ(X)

ν(X)
≤ eε

]
≥ 1− 6δ/ε.

Our results use standard results on group privacy and privacy composition.

Lemma 13.2.6. (Group Privacy) Let ALG be an (ε, δ)-DP algorithm and let S,S ′LT be

two datasets that differ in k elements. Then for any measurable set S in the output space

of ALG

Pr[ALG(S) ∈ O] ≤ ekε Pr[ALG(S ′) ∈ O] + ke(k−1)εδ.

Lemma 13.2.7 (Advanced Composition,[KOV15]). For any εt > 0, δt ∈ (0, 1) for t ∈ [k],

and δ̃ ∈ (0, 1), the class of (εt, δt)-DP mechanisms satisfy (ε̃δ̃, 1− (1− δ̃)Πt∈[k](1− δ̃t))-DP

under k-fold adaptive composition, for

ε̃δ̃ =
∑
t∈[k]

εt + min


√√√√√∑

t∈[k]

2ε2t log(e+

√∑
t∈[k] ε

2
t

δ̃
),

√∑
t∈[k]

2ε2t log(1/δ̃)

 . (13.1)
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We have the following standard conversion from ρ-CDP to (ε, δ)-DP.

Lemma 13.2.8 ([BS16]). If ALG is ρ-CDP with ρ ≤ 1, then it is (3
√
ρ log(1/δ), δ)-DP for

all δ ∈ (0, 1/4).

13.3 L2P: From Lazy to Private Algorithms for Online Learning

This section presents our L2P transformation, which turns lazy online learning algorithms

into private ones. The transformation has an input algorithm A with measure µt at round

t and samples xt from the normalized measure µt, which satisfies the following condition:

Assumption 13.3.1. The online algorithm A has at time t a measure µt that is a function

of ℓ1, . . . , ℓt−1 (and density function µt) such that for some δ0 ≤ 1 and 0 < η ≤ 1/10 that

are data-independent, we have

• Dδ0
∞(µt+1, µt) ≤ η,

• µt+1(x)/µt(x) = func(ℓt, x) for all x ∈ X where func is a data-independent function.

While algorithms satisfying Assumption 13.3.1 need not be lazy, this assumption is

satisfied by most existing lazy online learning algorithms such as the shrinking dartboard

(Section 13.3.1) and lazy regularized multiplicative weights (Section 13.3.2). Moreover, any

algorithm that satisfies this assumption can be made lazy via our reduction.

Technique Overview: Suppose the neighboring datasets differ from the s0-th loss func-

tion. The high-level intuition behind our framework is that our algorithm only loses the

privacy budget when it makes a switch (draws a fresh sample) whenever t > s0. Hence, in

the framework, we try to make the algorithm make as few switches as possible. This modi-

fication can lead to additional regret compared to lazy online learning algorithms, and we

need to balance the privacy-regret trade-off. The family of low-switching algorithms is ideal

for privatization because its built-in low-switching property can achieve a better trade-off.

Our starting point is the ideas in [AFKT23b, AKST23b] to privatize low-switching

algorithms, which use correlated sampling to argue that a sample from xt−1 ∼ µt−1 is
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likely a good sample from µt and therefore switching at round t is often not necessary. In

particular, at round t, these algorithms sample a Bernoulli random variable St ∼ Ber(c ·
µt(xt−1)/µt−1(xt−1)) for some constant c and use the same model xt = xt−1 if St = 1, and

otherwise sample new model xt ∼ µt if St = 0 (which happens with small probability). This

guarantees that the marginal probability of the lazy iterates remains the same as the original

iterates. Finally, to preserve the privacy of the switching decisions, existing algorithms add

a fake switching probability p where the algorithm switches independently of the input. To

summarize, existing low-switching private algorithms work roughly as follows:



At each round t:

− Sample St ∼ Ber(C · µt(xt−1)/µt−1(xt−1)) and S′
t ∼ Ber(1− p)

− Sample new xt ∼ µt if St = 0 or S′
t = 0

− Otherwise set xt = xt−1

This sketch is the starting point of our transformation, and we will introduce two new

components to improve performance. The first component aims to avoid the accumulation

of privacy cost for switching in the current approaches where each user can affect the

switching probability for all subsequent rounds: this happens since µt(xt−1)/µt−1(xt−1)

is usually a function of the whole history ℓ1, . . . , ℓt, and hence the existing low-switching

private algorithms lose the privacy budget even it does not make real switches. To address

this, we deploy a new correlated sampling strategy in L2P where the loss ℓt at time t affects

the switching probability only at time t, hence paying a privacy cost for switching only in a

single round. To this end, we construct a parallel sequence of models {yt}t∈[T ] (independent

of xt) that is used for normalizing the ratio µt(xt−1)/µt−1(xt−1) to become independent of

the history. In particular, at round t, we switch with probability proportional to

µt(xt−1)

µt−1(xt−1)
· µt−1(yt−1)

µt(yt−1)
.

The main observation here is that µt(xt−1)
µt−1(xt−1)

· µt−1(yt−1)

µt(yt−1)
= µt(xt−1)

µt−1(xt−1)
· µt−1(yt−1)
µt(yt−1)

and this ratio
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is a function of ℓt our input online learning algorithms which satisfies Assumption 13.3.1.

This will, therefore, improve the privacy guarantee of the final algorithm.

The second main observation in L2P is that having a large batch size (batching rounds

together) does not significantly affect the regret of lazy online algorithms compared to non-

lazy algorithms but can further reduce the times to make switches and save the privacy

budget. Our main novelty is a new analysis of the effect of batching on the regret of

lazy algorithms (Proposition 13.3.3), which states that running a lazy online algorithm

with a batch size of B would have an additive error of TB2η2 to the regret where η is a

measure of distance between µt and µt−1. This significantly improves over existing analysis

by [AFKT23b, Theorem 2] which shows that batching can add an additive term of B/η to

the regret.

Having reviewed our main techniques, we proceed to present the full details of our

L2P transformation in Algorithm 44, denoting νs = µ(s−1)B+1 where B is the batch size.

The regret of our transformation depends on the regret of its input algorithm. For the

measure {µt}Tt=1, we denote its regret

RegT ({µt}Tt=1) :=

T∑
t=1

E
xt∼µt

[ℓt(xt)]−min
x∈X

T∑
t=1

ℓt(x).

The following theorem summarizes the main guarantees of Algorithm 44.

Theorem 13.3.2. Let p ∈ (0, 1) and B ∈ N. Assuming Assumption 13.3.1, Tp/B ≥ 1,

and for any δ1 > 0 such that ηB log(1/δ1)/p ≤ 1, our transformation L2P is (ε, δ)-DP with

ε =
2η

p
+ η +

3Tη2p log(1/δ1)

2B
+

√
6Tη2p log2(1/δ1)/B,

δ = 2T (2/η + log(1/δ1)/p)eBδ0 + 2Tδ1,

and has regret

RegT ≤ RegT ({µt}Tt=1) +O

(
TB2η2 +

δ0T
2 log( 1

δ1
)

η

)
.

We begin by proving the utility guarantees of our transformation. It will follow directly
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Algorithm 44: L2P

1 Input: Parameter η, measures {νt}t∈[T ], batch size B, fake switching parameter p ;

2 Sample x1, y1 ∼ ν1;
3 Observe ℓ1, . . . , ℓB and suffer loss

∑B
i=1 ℓi(x1);

4 for s = 2, · · · , T/B do

5 Sample Ss ∼ Ber
(

min
(

1, νs(xs−1)
e2Bηνs−1(xs−1)

· νs−1(ys−1)
νs(ys−1)

))
and S′

s ∼ Ber(1− p);
6 if Ss = 0 or S′

s = 0 then
7 Sample xs ∼ νs ;
8 end
9 else

10 Set xs = xs−1;
11 end
12 Sample As ∼ Ber(1− p);
13 if As = 0 then
14 Sample ys ∼ νs ;
15 end
16 else
17 Set ys = ys−1;
18 end
19 Play xs;

20 Observe ℓ(s−1)B+1, . . . , ℓsB and suffer loss
∑sB

i=(s−1)B+1 ℓi(xs);

21 end
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from the following proposition, which bounds the regret of running L2P over a lazy online

learning algorithm.

Proposition 13.3.3 (Regret of Batched Lazy Algorithm). Let ALG be an online learning

algorithm that satisfies Assumption 13.3.1. Let ηB log(1/δ1)/p ≤ 1, and δ1, η < 1/2. Then

running L2P with the input algorithm ALG has regret

RegT ≤ RegT ({µt}Tt=1) +O

(
TB2η2 +

δ0T
2 log( 1

δ1
)

η

)
.

To prove Proposition 13.3.3, we first show that we can instead analyze the utility of

a simpler algorithm that samples from νs at each round. This is due to the following

lemma, which shows that ∥ν̂s − νs∥TV is small where ν̂s is the marginal distribution of xs

in Algorithm 44.

Lemma 13.3.4. Let ν̂s be the marginal distribution of xs in Algorithm 44. When ηB log(1/δ1)/p ≤
1, we have

∥ν̂s − νs∥TV ≤ 3(s− 1)(2e+ log(1/δ1)/p)Bδ0.

We also require the following lemma which allows to build a coupling over multiple

variables, such that the variables are as close as possible. This will be used to construct a

coupling between the lazy algorithm and the L2P algorithm that runs it.

Lemma 13.3.5 ([AS19]). Given a collection S of random variables, all absolutely contin-

uous w.r.t. a common σ-finite measure. Then, there exists a coupling Γ, such that for any

variables X,Y ∈ S, we have

Pr[X ̸= Y ] ≤ 2∥X − Y ∥TV
1 + ∥X − Y ∥TV

.

We are now ready to prove Proposition 13.3.3

Proof. Let Reg′
T denote the regret when the marginal distribution of xt is νt instead of ν̂t
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induced in the Algorithm. Since each loss function is bounded,

RegT ≤ Reg′
T +B

∑
s∈[T/B]

∥νs − ν̂s∥TV .

By Lemma 13.3.4, we have

RegT ≤ Reg′
T +B

∑
s∈[T/B]

3(s− 1)(2/η + log(1/δ1)/p)eBδ0

≤ Reg′
T + 8T 2δ0 log(1/δ1)/η.

Thus, it now suffices to upper bound Reg′
T .

Due to the preconditions thatDδ0
∞(µi+1, µi) ≤ η and δ0 ≤ η, we know ∥µi+1−µi∥TV ≤ 2η.

Recall that we assume xs ∼ νs. Suppose zi is the action taken by the input lazy algorithm

A for i ∈ [T ] and the marginal distribution of zi is µi. By Lemma 13.3.5, we can construct

a coupling Γs between xs and z := (z(s−1)B+1, · · · , zsB), such that

Pr
(xs,z)∼Γs

[∃i ∈ [(s− 1)B + 1, sB], zi ̸= xs] ≤ Bη.

Letting Is = 1(∃i ∈ [(s− 1)B + 1, sB], zi ̸= xs), we have

E
xs∼νs

sB∑
i=(s−1)B+1

ℓi(xs) = E
(xs,z)∼Γs

sB∑
i=(s−1)B+1

ℓi(xs)

= E
xs,z∼Γs

(1− Is)
sB∑

i=(s−1)B+1

ℓi(zi)

+ E
xs,z∼Γs

Is

sB∑
i=(s−1)B+1

ℓi(xs)

≤ E
xs,z∼Γs

(1− Is)
sB∑

i=(s−1)B+1

ℓi(zi)

+ E
xs,z∼Γs

Is

sB∑
i=(s−1)B+1

(ℓi(zi) +O(Bη))
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≤ E
zi∼µi

sB∑
i=(s−1)B+1

ℓi(zi) +O(Bη ·B2η).

Hence we get

Reg′
T ≤ RegT ({µt}Tt=1) +

T

B
·O(B3η2),

which completes the proof.

Now we turn to prove the privacy of L2P. We begin with the following lemma, which

provides the privacy guarantees of sampling a new model xt from the distribution µt. We

defer the proof to Appendix 13.6.

Lemma 13.3.6. Let {µt}Tt=0 satisfy Assumption 13.3.1 where η ≤ 1/10. Then for any

neighboring sequences S and S ′ with corresponding {µt}Tt=0 and {µ′t}Tt=0 that differ one loss

function, we have

D4δ0
∞ (µt, µ

′
t) ≤ 2η.

We use correlated sampling in the algorithm rather than sampling from xt directly. To

this end, we need the following lemma, which provides upper and lower bounds on the ratio

used for correlated sampling.

Lemma 13.3.7. For any s ∈ [T/B], if ηB log(1/δ1)/p ≤ 1, then with probability at least

1− (2/η + log(1/δ1)/p) · eBδ0 − δ1,

νs+1(xs)

νs(xs)
· νs(ys)

νs+1(ys)
∈ [e−2Bη, e2Bη].

One remaining issue is we need to conditional on the high probability events in Lemma 13.3.7

for the privacy guarantee and can not directly apply Advanced Composition (Lemma 13.2.7).

Now, we modify the Advanced Composition for our usage. In the classic k-fold adaptive

composition experiment, the adversary, after getting the first i − 1 answers Y1, · · · , Yi−1

(denoted by Y[i−1] for simplicity), can output two datasets D0
i and D1

i , a query qi, and

receives the answer Yi ∼ Mi(D
b
i , qi) for the secret bit b ∈ {0, 1}. If each Mi is (εi, δi)-DP,

then the joint distributions over the answers Y[k] satisfy the advanced composition theorem.
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In our case, however, we know there exists a subset Gi−1(D
b
[i−1]), such that with proba-

bility at least 1− λi, Y[i−1] ∈ Gi−1(D
b
[i−1]). Conditional on Y[i−1] ∈ ∩b∈{0,1}Gi−1(D

b
[i−1]),

Mi(D
0
i , qi | Y[i−1] ∈ ∩b∈{0,1}Gi−1(D

b
[i−1])) ≈(εi,δi)Mi(D

1
i , qi | Y[i−1] ∈ ∩b∈{0,1}Gi−1(D

b
[i−1]))

(13.2)

Then we have the following lemma:

Lemma 13.3.8. Given the k mechanisms satisfying the Condition (13.2), then the class

of mechanisms satisfy (ε̃δ̃, 1− (1− δ̃)Πt∈[k](1− δ̃t)) + 2
∑

t∈[k] λt-DP under k-fold adaptive

composition, with ε̃δ̃ defined in Equation (13.1).

Proof. Without losing generality, suppose we know the adversary and how they generate the

databases and queries. We can construct a series of mechanisms M′
i, such that M′

i draws

Yi from Mi(D
b
i , qi), and outputs Yi if Yi ∈ ∩b∈{0,1}Gi−1(D

b
[i−1]), and outputs 0 otherwise.

Let (Y ′
1,b, · · · , Y ′

k,b) be the outputs of M′
i with secret bit b, and we know the TV distance

between (Y ′
1,b, · · · , Y ′

k,b) and (Y1,b, · · · , Yk,b) is at most
∑

t∈[k] λt for any b ∈ {0, 1}. Moreover,

we know

(Y ′
1,0, · · · , Y ′

k,0) ≈ε̃δ̃,1−(1−δ̃)Πt∈[k](1−δ̃t)) (Y ′
1,1, · · · , Y ′

k,1)

by the advanced composition. The basic composition finishes the proof.

We are now ready to prove our main theorem.

Proof of Theorem 13.3.2. The regret bound follows directly from Proposition 13.3.3. It

suffices to prove the privacy guarantee.

Fix two arbitrary neighboring datasets S and S ′, and suppose the sequences differ at

s0-step, that is {ℓ(s0−1)B+1, · · · , ℓs0B} differ one loss function from {ℓ′(s0−1)B+1, · · · , ℓ′s0B}.

Define ζs as the indicator that at least one ofAs+1, Ss+1 and S′
s+1 is zero. Let {(xs, ys, ζs)}s∈[T/B]

and {(x′s, y′s, ζ ′s)}s∈[T/B] be the random variables with neighboring datasets. Let Σs =

{(xτ , yτ , ζτ )}τ∈[s] be the random variables for the first s-iterations. We will argue that
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{(xs, ys, ζs)}s∈[T/B] and {(x′s, y′s, ζ ′s)}s∈[T/B] are indistinguishable, and privacy will follow

immediately.

Let Es be the event such that νs+1(xs)
νs(xs)

· νs(ys)
νs+1(ys)

∈ [e−2Bη, e2Bη]. Hence we know Pr[Es] ≥
1− (2 + log(1/δ1)/p)eBδ0 − δ1 by Lemma 13.3.7 for any s ∈ [T/B]. Define E′

s in a similar

way. Moreover, let EG be the event that
∑T/B

s=2 1(As = 0 or S′
s = 0) ≤ 2Tp log(1/δ1)/B.

By Chernoff bound, we know

Pr(EG) = Pr[

T/B∑
s=2

1(As = 0 or S′
s = 0) ≤ 2Tp log(1/δ1)/B] ≥ 1− δ1.

Then it suffices to show {(xs, ys, ζs)}s∈[T/B] and {(x′s, y′s, ζ ′s)}s∈[T/B] are (ε, δx)-indistinguishable

conditional on E := EG∪E′
G∪s∈[T/B](Es∪E′

s). Then this will imply that {(xs, ys, ζs)}s∈[T/B]

and {(x′s, y′s, ζ ′s)}s∈[T/B] are (ε, δx+(2T+2)δ1+2T (2/η+log(1/δ1)/p)eBδ0)-indistinguishable.

Now we show, conditional on E, any value Σ such that Σs−1 = Σ′
s−1 = Σ, (xs, ys, ζs)

and (x′s, y
′
s, ζ

′
s) are (εs, δ0)-indistinguishable where

εs =


0, s < s0

2η/p s = s0

ζt · η s > s0

(13.3)

Case 1 (s < s0): It is clear that the claim is correct for s ≤ s0 as (xs, ys, ζs) and (x′s, y
′
s, ζ

′
s)

have the same distribution then.

Case 2 (s = s0): Now consider the case where s = s0.

Note that (xs0 , ys0) and (x′s0 , y
′
s0) have identical distributions, and it suffices to consider

the indistinguishability of ζs0 and ζ ′s0 .

We have

Pr[ζs0 = 0 | Σs0−1, xs0 , ys0 ]

Pr[ζ ′s0 = 0 | Σ′
s0−1, x

′
s0 , y

′
s0 ]

=
(1− p)2 νs0+1(xs0 )

e2Bηνs0 (xs0 )
· νs0 (ys0 )

νs0+1(ys0 )

(1− p)2 ν′s0+1(x
′
s0

)

e2Bην′s0 (x
′
s0

)
· ν′s0 (y

′
s0

)

ν′s0+1(y
′
s0

)

=
νs0+1(xs0)

ν ′s0+1(xs0)
· ν

′
s0+1(ys0)

νs0+1(ys0)
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≤ e2η.

Similarly, we have

Pr[ζs0 = 1 | Σs0−1, xs0 , ys0 ]

Pr[ζ ′s0 = 1 | Σ′
s0−1, x

′
s0 , y

′
s0 ]

=
1− (1− p)2 + (1− p)2(1− νs0+1(xs0 )

e2Bηνs0 (xs0 )

νs0 (ys0 )

νs0+1(ys0 )
)

1− (1− p)2 + (1− p)2(1− ν′s0+1(x
′
s0

)

e2Bην′s0 (x
′
s0

)

ν′s0 (y
′
s0

)

ν′s0+1(y
′
s0

)
)

= 1 +
(1− p)2( ν′s0+1(x

′
s0

)

e2Bην′s0 (x
′
s0

)

ν′s0 (y
′
s0

)

ν′s0+1(y
′
s0

)
− νs0+1(xs0 )

e2Bηνs0 (xs0 )

νs0 (ys0 )

νs0+1(ys0 )
)

1− (1− p)2 + (1− p)2(1− ν′s0+1(x
′
s0

)

e2Bην′s0 (x
′
s0

)

ν′s0 (y
′
s0

)

ν′s0+1(y
′
s0

)
)

≤ 1 +
e2η − 1

p
≤ e2η/p.

Case 3 (s > s0): As for the case when s > s0, when ζs = 0 (As+1 = Ss+1 = S′
s+1 = 1),

the variables are 0-indistinguishable since xs = xs−1 and ys = ys−1 in this case. Consider

the remaining possibility. Given the assumption that µt+1/µt is a function of ℓt, for any

possible Σ, we have

Pr[ζs = 1 | Σs−1 = Σ] = Pr[ζ ′s = 1 | Σ′
s−1 = Σ].

For any set S, by the assumption on µs, we have

Pr[ζs = 1, (xs, ys) ∈ S | Σs−1 = Σ]

= Pr[(xs, ys) ∈ S | Σs−1 = Σ, ζs = 1] Pr[ζs = 1 | Σs−1 = Σ]

= Pr[(xs, ys) ∈ S | Σs−1 = Σ, ζs = 1] Pr[ζ ′s = 1 | Σ′
s−1 = Σ]

≤e2η Pr[(x′s, y
′
s) ∈ S | Σ′

s−1 = Σ, ζ ′s = 1] Pr[ζ ′s = 1 | Σ′
s−1 = Σ] + 4δ0

=e2η Pr[ζ ′s = 1, (x′s, y
′
s) ∈ S | Σ′

s−1 = Σ] + 4δ0,

where the inequality comes from Lemma 13.3.6 by the divergence bound between µt and

µ′t. This completes the proof of Equation (13.3).

The final privacy guarantee follows from combining Equation (13.3) and the modified

Advanced composition (Lemma 13.3.8).
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13.3.1 Application to DP-OPE

This section discusses the first application of our transformation to differentially private

online prediction from experts (DP-OPE). Towards this end, we apply our transformation

over the multiplicative weights algorithms [AHK12], which can be made lazy as done in the

shrinking dartboard algorithm [GVW10]. It has the following measure at round t

µmw
t (x) = e−η

∑t−1
i=1 ℓi(x). (13.4)

The following proposition shows that this measure satisfies the desired properties required

by our transformation. We let µmw
t denote the density corresponding to µmw

t .

Lemma 13.3.9. Assume ℓ1, . . . , ℓT where ℓt : [d]→ [0, 1]. Then we have that

1. Dδ0
∞(µmw

t+1, µ
mw
t ) ≤ η with δ0 = 0.

2.
µmw
t+1(x)

µmw
t (x) = e−ηℓt(x) for all x ∈ [d].

Proof. The first item follows from the guarantees of the exponential mechanism as ℓt(x) ∈
[0, 1] for all x ∈ [d]. The second item follows immediately from the definition of µmw.

Having proved our desired properties, our transformation now gives the following theo-

rem.

Theorem 13.3.10 (DP-OPE). Let ℓ1, . . . , ℓT where ℓt : [d] → [0, 1]. Setting B = 1/ε and

η = min(ε0, ε)
2/3/T 1/3 where ε0 = T−1/4 log3/4 d, the L2P transformation (Algorithm 44)

applied with the measure {µmw
t }Tt=1 is (ε, δ)-DP and has regret

RegT = O

(√
T log d+

T 1/3 log d

ε2/3

)
.

Proof. First, based on theorem 13.3.2, note that the setting ofB = 1/ε and η ≤ min(ε0, ε)
2/3/T 1/3

where ε0 = T−1/4 log3/4 d guarantee the algorithm is (ε, δ)-DP.
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To upper bound the regret, we use existing guarantees of the multiplicative weights

algorithm [AHK12], combined with Theorem 13.3.2 to get that the regret is

RegT ≤ O
(
ηT +

log(d)

η
+ TB2η2

)
≤ O

(
ηT +

log(d)

η
+
Tη2

ε2

)
≤ O

(
(Tε0)

2/3 +
T 1/3 log(d)

ε2/3
+
T 1/3

ε2/3

)

≤ O
(√

T log d+
T 1/3 log(d)

ε2/3

)
,

where the second inequality follows by setting B = 1/ε, and the third inequality follows by

setting η ≤ min(ε0, ε)
2/3/T 1/3, and the last inequality follows since ε0 = T−1/4 log3/4 d.

13.3.2 Application to DP-OCO

In this section, we use our transformation for differentially private online convex optimiza-

tion (DP-OCO) using the regularized multiplicative weights algorithm [AKST23b], which

has the following measure

µrmw
t (x) = e−β(

∑t−1
i−1 ℓi(x)+λ∥x∥

2
2). (13.5)

Letting µrmw denote the corresponding density function, we have the following properties.

Lemma 13.3.11. Assume ℓ1, . . . , ℓT : X → R be convex and L-Lipschitz functions. Then

we have that

1. Dδ0
∞(µrmw

t+1 , µ
rmw
t ) ≤ η where η = 2βL2

λ +

√
8βL2 log(2/δ0)

λ .

2.
µrmw
t+1(x)

µrmw
t (x) = e−βℓt(x) for all x ∈ X .

Proof. The first item follows from Lemma 3.5 in [GLL22, AKST23b]. The second item

follows immediately from the definition of µrmw
t .

Combining these properties with our transformation, we get the following result.
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Theorem 13.3.12 (DP-OCO). Let ℓ1, . . . , ℓT : X → R be convex and L-Lipschitz functions.

Setting B = 1
2ε log(1/δ) , λ = L

D max{
√
T ,

√
d log T
η }, β = η2λ/20L2, η = ε2/3

T 1/3 log(T/δ)
and

p = η/ε, the L2P transformation (Algorithm 44) applied with the measure {µrmw
t }Tt=1 is

(ε, δ)-DP and has regret

RegT = LD ·O
(
√
T +

T 1/3
√
d log T log(T/δ)

ε2/3

)
.

Proof. First, based on Theorem 13.3.2, note that there are three constraints to make the

algorithm private:

η/p ≤ ε/2, η
√
Tp log(1/δ)/B ≤ ε/2, ηB log(1/δ)/p ≤ 1.

Setting of B = 1
2ε log(1/δ) , λ = L

D max{
√
T ,

√
d log T
η }, β = η2λ/20L2, η = ε2/3

T 1/3 log(T/δ)
and

p = η/ε guarantees the algorithm is (ε, δ)-DP.

For utility, we use theorem 13.3.2 with the existing regret bounds for the regularized

multiplicative weights algorithm (Theorem 4.1 in [AKST23b]) to get that the algorithm has

regret

RegT ≤ O
(
λD2 +

L2T

λ
+
d log(T )

β
+ LDTB2η2

)
≤ O

(
LD
√
T + λD2 +

L2d log T

λη2
+ LDTB2η2

)
≤ LD ·O

(
√
T +

T 1/3
√
d log T log(T/δ)

ε2/3

)
.

13.4 Lower bound for low-switching private algorithms

In this section, we prove a lower bound for DP-OPE for a natural family of private low-

switching algorithms that contains most of the existing low-switching private algorithms

such as our algorithms and the ones in [AFKT23b, AKST23b]. Our lower bound matches

our upper bounds for DP-OPE and suggests that new techniques beyond limited switching
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are required in order to obtain faster rates.

For our lower bounds, we will assume that the algorithm satisfies the following condition:

Condition 13.4.1. (Limited switching algorithms) The online algorithm ALG works as

follows: at each round t, ALG is allowed to either set xt+1 = xt or sample xt+1 ∼ µt+1

where µt+1 is a function of ℓ1, . . . , ℓt and is supported over X . The algorithm releases the

resampling rounds {t1, . . . , tS} and models {xt1 , . . . , xtS}.

Our lower bound will hold for algorithms that satisfy concentrated differential privacy.

We use this notion as it allows to get tight characterization of the composition of private

algorithms and in most settings have similar rates to approximate differential privacy. We

can also prove a tight lower bound for pure differential privacy using the same techniques.

Theorem 13.4.2. Let T ≥ 1 and ε ≥ 100 log3/2(dT )/T . If an algorithm ALG satisfies

Condition 13.4.1 and is ε2-CDP, then there exists an oblivious adversary that chooses

ℓ1, . . . , ℓT : [d]→ [0, 1] such that the regret is lower bounded by

RegT ≥ Ω

(
√
T +

T 1/3

ε2/3

)
.

We prove a sequence of lemmas that are needed for the proof. The first lemma shows

that the algorithm has to split the privacy budget across all resampling rounds. To this

end, let S be a random variable that corresponds to the number of resampling steps in the

algorithm, let Ti be the random variable corresponding to the round of the i’th resampling

(where we let Ti = T + 1 if i > S), and let Zi be the random variable corresponding to the

model sampled at time Ti (letting Zi = 1 if i > S).

Lemma 13.4.3. (Composition) Let S, Ti, Zi and S
′, T ′

i , Z
′
i denote the random variables for

two neighboring datasets. Under the assumptions of Theorem 13.4.2, if ALG is ε2-CDP,

then for all α ≥ 1
T∑
i=1

Dα(Zi||Z ′
i | Ti) ≤ αε2.
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Proof. As ALG is ε2-concentrated DP and outputs T1, . . . , TS and Z1, . . . , ZS , we have that

αε2 ≥ Dα(T1, Z1, . . . , TS , ZS ||T ′
1, Z

′
1, . . . , T

′
S′ , Z ′

S′)

≥ Dα(T1, Z1, . . . , TT , ZT ||T ′
1, Z

′
1, . . . , T

′
T , Z

′
T )

≥
T∑
i=1

Dα(Zi||Z ′
i | Ti),

where the second inequality follows as the random variables Ti, Zi and T ′
j , Z

′
j are constant

for i > S and j > S′, and the last inequality follows as Zi is independent of (T1, . . . , Ti) and

(Z1, . . . , Zi−1) given Ti.

We defer the proof of the following Lemma to the appendix.

Lemma 13.4.4. Let T ≥ 1, ε ≤ 1/T and δ ≤ 1/2. Assume ℓ : [d] → {0, 1} where

ℓ[x] ∼ Ber(1/2) for each x ∈ [d]. Let D = (ℓ, . . . , ℓ) and let ALG be an (ε, δ)-DP algorithm

that outputs (z1, . . . , zT ) = ALG(D). Then

E[
T∑
t=1

ℓ(zt)] ≥ T ·
(

1

2
− Tε

2

)
− T 2dδ

2
.

We are now ready to prove our main lower bound.

Proof. (of Theorem 13.4.2) We consider the following construction for the lower bound: the

adversary sets Sadv = (Tε)2/3, the sequence of losses will have E = S2
adv epochs, each of size

B = T/E = T/(Tε)4/3 = 1
(Tε)1/3ε

. Inside each epoch, the adversary samples ℓ ∼ Ber(1/2)d

and plays the same loss function for the whole epoch.

Let S be random variable denoting the number of switches in the algorithm. In this

case, we argue that each switch must have a small privacy budget (Lemma 13.4.3), and

thus, the price inside each epoch has to be large (Lemma 13.4.4). Let T1, . . . , TS be the

rounds where the algorithm resamples (Ti = T + 1 for i > S) and let Z1, Z2, . . . , ZS be the

resampled models (Zi = 1 for i > S). Lemma 13.4.3 implies that

T∑
i=1

Dα(Zi||Z ′
i | Ti) ≤ αε2.
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Now note that inside an epoch e, if the algorithm does not switch, then it will suffer

loss B/2 in that epoch. Otherwise, if it switches, assume without loss of generality there

is at most one switch inside each epoch (see Lemma 13.4.4). Let je ∈ [T ] denote the

index such that Zje was sampled in epoch e. Note that the algorithm in this epoch has

Dα(Zje ||Z ′
je
| Tje) = αε2e, hence it is ε2e-CDP. Standard conversion from concentrated DP to

approximate DP (Lemma 13.2.8) implies that it is (3εe
√

log(1/δ), δ)-DP where δ ≤ 1/T 3d.

Hence Lemma 13.4.4 implies the error for this epoch is B ·
(

1
2 −

3Bεe
√

log(1/δ)

2

)
− 1/T .

Letting Eswitch ⊂ [E] denote the epochs where there is a switch, we have that the loss of

the algorithm is

L(ALG) := E[
T∑
t=1

ℓt(xt)]

= E

 ∑
e/∈Eswitch

B

2


+ E

 ∑
e∈Eswitch

B

(
1

2
− 3Bεe

√
log(1/δ)

2

)
− 1/T


= E

(E − S)
B

2
+ S

B

2
−

∑
e∈Eswitch

3B2εe
√

log(1/δ)

2
− 1


= T/2− 1− 3B2

√
log(1/δ)

2
E

 ∑
e∈Eswitch

εe


≥ T/2− 1− 3B2

√
E log(1/δ)ε

2
,

where the last inequality follows since
∑

e∈Eswitch
εe ≤

√
E
∑E

e=1 ε
2
e ≤
√
Eε. Note also that

the loss of the best expert is

L⋆ := min
x∈[d]

T∑
t=1

ℓt(x) = T/2−
√
EB

Overall we get that the regret of the algorithm is

L(ALG)− L⋆ ≥
√
EB − 3B2

√
E log(1/δ)ε

2
− 1
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≥ (Tε)2/3
T

(Tε)4/3
− 3

√
log(1/δ)

2(Tε)2/3ε2

√
Eε− 1

=
T 1/3

ε2/3
− 3

√
log(1/δ)E

2(Tε)2/3ε
− 1

(i)

≥ T 1/3

ε2/3
− 3

√
log(1/δ)

2ε
− 1

(ii)
= Ω

(
T 1/3

ε2/3

)
,

where (i) follows since E ≤ (Tε)4/3, and (ii) holds since
3
√

log(1/δ)

2ε ≤ T 1/3

2ε2/3
for ε ≥

100 log3/2(dT )/T ≥ 27 log3/2(1/δ)/T . The claim follows.

Finally, we note that this lower bound only holds for switching-based algorithms: indeed,

the binary-tree-based algorithm of [AS17] obtains regret
√
d log(d)/ε which is better in

the low-dimensional regime. This motivates the search for new strategies beyond limited

switching for the high-dimensional regime.

13.5 Conclusion

In this paper, we proposed a new transformation that allows the conversion of lazy online

learning algorithms into private algorithms and demonstrates two applications (DP-OPE

and DP-OCO) where this transformation offers significant improvements over prior work.

Moreover, for DP-OPE, we show a lower bound for natural low-switching-based private

algorithms, which shows that new techniques are required for low-switching algorithms to

improve our transformation’s regret. This begs the question of whether the same lower

bound holds for all algorithms or whether a different strategy that breaks the low-switching

lower bound exists. As for DP-OCO, it is interesting to see whether better upper or lower

bounds can be obtained. The current normalized regret, omitting logarithmic terms, is

proportional to
√
d/(εT )2/3. This is different than most applications in private optimiza-

tion where the normalized error is usually a function of
√
d/(εT ). Hence, it is natural to

conjecture that the normalized regret can be improved to d1/3/(εT )2/3.
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13.6 Missing Proofs for Section 13.3

13.6.1 Proof of Lemma 13.3.4

We prove this statement by induction. For t = 1, the statement is obviously correct. We

assume ∥ν̂t− νt∥TV ≤ 3(t− 1)(2(e/η+ log(1/δ1)/p)Bδ0 + δ1) prove that ∥ν̂t+1− νt+1∥TV ≤
3t(2e+ log(1/δ0)/p)Bδ0.

Let Xgood := {x : log νt+1(x)
νt(x)

∈ [−Bη,Bη]} and Ygood := {y : log νt(y)
νt+1(y)

≤ [−Bη,Bη]}.
Let φ̂t(y) be the distribution of yt. Note that the distribution of yt is independent of

{xτ}τ∈[T/B], while the distribution of xt+1 is independent of yt+1 but depends on yt. By

the assumption and group privacy, we know DBeBηδ0
∞ (νt+1, νt) ≤ Bη, and hence we have

νt(Y
∁
good) ≤ eBηδ0/η ≤ 2eδ0/η.

Let t0 ≤ t be largest integer such that At0 = 1, that is, yt is sampled from νt0 for some

random t0 ≤ t. We have

νt0(Y ∁
good) ≤ eBη(t−t0) · νt(Ygood) + (t− t0)Bδ0eBη(t−t0).

With probability at least 1− δ1, we know |t− t0| ≤ log(1/δ1)/p. Hence we get

Pr
y∼φ̂t

[y ∈ Ygood] ≥ 1− 2(e/η + log(1/δ1)/p)Bδ0 − δ1.

We know

Pr
x∼νt,y∼φ̂t

[x ∈ Xgood, y ∈ Ygood]

= Pr
y∼φ̂t

[y ∈ Ygood] Pr
x∼νt

[x ∈ Xgood | y ∈ Ygood]

≥ 1− 2(e/η + log(1/δ1)/p)Bδ0 − δ1.

Denote the good set

Sgood =
{

(x, y) : x ∈ Xgood, Ygood
}
.



494

Let φ̃t be the distribution of yt conditional on yt ∈ Ygood. Let Γ̂t be the marginal

distribution over (xt, yt), that is xt ∼ ν̂t and yt ∼ φ̂t. Let Γt be the distribution over (xt, yt)

where xt ∼ νt, yt ∼ φ̃t, and Γt be the distribution of Γt conditional on (xt, yt) ∈ Sgood.

We know ∥Γ̂t − Γt∥TV ≤ (2e/η + log(1/δ1)/p)Bδ0(3t − 2). Let qt+1 be the distribution

of xt+1 if (xt, yt) is sampled from Γt instead of Γ̂t. By the property that post-processing

does not increase the TV distance, we know

∥qt+1 − ν̂t+1∥TV ≤ ∥Γ̂t − Γt∥TV .

Now it suffices to bound the TV distance between qt+1 and νt+1.

For any set E, we have

qt+1(E) =

∫
(Pr[S′

t = 0, xt+1 ∈ E | xt = x, yt = y]

+ Pr[S′
t = 1, St = 0, xt+1 ∈ E | xt = x, yt = y]

+ Pr[S′
t = 1, St = 1, xt+1 ∈ E | xt = x, yt = y])Γt(x, y)d(x, y)

= pνt+1(E) + (1− p)νt+1(E)

∫
(1− νt+1(x)

e2Bηνt(x)
· νt(y)

νt+1(y)
)Γt(x, y)d(x, y)

+ (1− p)
∫
1(x∈E)

νt+1(x)

e2Bηνt(x)
· νt(y)

νt+1(y)
Γt(x, y)d(x, y).

Thus we have

|qt+1(E)− νt+1(E)| ≤
∣∣∣ ∫

1(x∈E)

νt+1(x)

e2Bηνt(x)
· νt(y)

νt+1(y)
Γt(x, y)d(x, y)

− νt+1(E)

∫
νt+1(x)

e2Bηνt(x)
· νt(y)

νt+1(y)
Γt(x, y)d(x, y)

∣∣∣.

Note that for any (x, y) ∈ Sgood, we have

Γt(x, y) =
νt(x)φ̃t(y)

Γt(Sgood)
.
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Fixing any y, we know the above term is bounded by

| νt(y)

e2Bηνt+1(y)Γt(Sgood)
(νt+1(E ∩Xgood)− νt+1(E)νt+1(Xgood))| ≤ 2(e/η +B log(1/δ1)/p)δ0,

where the last inequality follows from νt+1(Xgood) ≥ 1−Bδ0. Hence, we prove that

∥qt+1 − νt+1∥TV ≤ 2(e/η + log(1/δ1)/p)Bδ0.

This suggests that

∥ν̂t+1 − νt+1∥TV ≤ ∥ν̂t+1 − qt+1∥TV + ∥qt+1 − νt+1∥TV ≤ 6t(e/η + log(1/δ1)/p)Bδ0.

13.6.2 Proof of Lemma 13.3.6

Let S = (ℓ1, . . . , ℓT ) and S ′ = (ℓ′1, . . . , ℓ
′
T ) differ in a single round t0. We fix t and prove

the claim is correct. If t ≤ t0, then the claim clearly holds as µt = µ′t. For t = t0 + 1,

note that Assumption 13.3.1 implies that Dδ0
∞(µt0+1, µt0) ≤ η and Dδ0

∞(µ′t0+1, µt0) ≤ η,

hence by group privacy we get that D
(eη+1)δ0
∞ (µt, µ

′
t) ≤ 2η. Finally, for t > t0 + 1, note

that Assumption 13.3.1 implies that µt = µ0 · func(ℓ1) · func(ℓ2) · · · func(ℓt−1) and µ′t =

µ0 · func(ℓ′1) · func(ℓ′2) · · · func(ℓ′t−1). Thus, swapping the losses at rounds t− 1 and t0 results

in the same distributions µt and µ′t, therefore privacy follows from the same arguments as

the case when t = t0 + 1. The final claim follows as eη + 1 ≤ 4.

13.6.3 Proof of Lemma 13.3.7

To prove lemma 13.3.7, we first prove the same result under a simpler setting where xt ∼ νt
and yt ∼ νt.

Lemma 13.6.1. For any 0 ≤ t ≤ T/B−1, if Bη ≤ 1/20, xt ∼ νt and yt ∼ νt independently,
then with probability at least 1− 6eBηδ0/η,

νt+1(xt)

νt(xt)
· νt(yt)

νt+1(yt)
∈ [e−2Bη, e2Bη]
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Proof. Let Zt =
∫
νt(x)dx. We know νt = νt/Zt by our notation. Then we have that

νt+1(xt)

νt(xt)
· νt(yt)

νt+1(yt)
=
νt+1(xt)Zt
νt(xt)Zt+1

· νt(yt)Zt+1

νt+1(yt)Zt

=
νt+1(xt)

νt(xt)
· νt(yt)

νt+1(yt)
.

The statement follows from the Assumption 13.3.1 and the group privacy

DBeBηδ0
∞ (νt+1, νt) ≤ Bη.

Then the statement follows from Lemma 13.2.5, the independence between xt, yt and Union

bound.

We are now ready to prove Lemma 13.3.7.

Proof. Fix any t. Let t0 ≤ t be largest integer such that At0 = 1, that is, yt is sampled from

νt0 for some random t0 ≤ t. By the group privacy, we know D
BeBη(t−t0)δ0(t−t0)
∞ (νt, νt0) ≤

Bη(t− t0).

Define the bad set

Sbad = {y :
νt+1(x)

νt(x)
· νt(y)

νt+1(y)
/∈ [e−2Bη, e2Bη], x ∼ νt}.

By Lemma 13.6.1, we know

νt(y ∈ Sbad) ≤ 6eBη · δ0/η.

Therefore, we have that

νt0(y ∈ Sbad) ≤ eBη(t−t0) · νt(y ∈ Sbad) + (t− t0)Bδ0eBη(t−t0)

≤ 2eBη(t−t0+1) ·Bδ0/η +Bδ0(t− t0)eBη(t−t0).

By the CDF of the geometric distribution, we know with probability at least 1− δ1, we
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get |t0 − t| ≤ log(1/δ1)/p. Let E be the event that |t0 − t| ≤ log(1/δ1)/p. Hence we know

νt0(y ∈ Sbad) ≤ νt0(y ∈ Sbad | E) Pr(E) + Pr(Ec)

≤ (2/η + log(1/δ1)/p) · eBδ0 + δ1.

13.7 Missing proofs for Section 13.4

13.7.1 Proof of Lemma 13.4.4

Proof. For this lower bound, we assume that the algorithm has full access to D to release

z1, . . . , zT . First, note that if the algorithms picks z = zi with probability 1/T and releases

(z, . . . , z), then it has the same error since

E[
T∑
t=1

ℓ(z)] = T E[ℓ(z)] = T E[
1

T

T∑
t=1

ℓ(zt)] = E[

T∑
t=1

ℓ(zt)].

Therefore, we assume that the algorithm releases a single z = ALG(D) that is (ε, δ)-DP.

Denote Dℓ = (ℓ, . . . , ℓ). Note that as we sample ℓ ∼ Ber(1/2)d, the probability p := Pr(ℓ =

ℓ0) = Pr(ℓ = ℓ1) for all ℓ0, ℓ1 ∈ {0, 1}d. Letting ℓ = 1− ℓ, we have that

E
ℓ∼Ber(1/2)d

[
T∑
t=1

ℓ(ALG(Dℓ))

]

= T · E
ℓ∼Ber(1/2)d

[ℓ(ALG(Dℓ))]

= T ·
∑

ℓ0∈{0,1}d
Pr

ℓ∼Ber(1/2)d
(ℓ = ℓ0) · E [ℓ0(ALG(Dℓ0))]

=
T

2
·
∑

ℓ0∈{0,1}d
pE
[
ℓ0(ALG(Dℓ0)) + ℓ0(ALG(Dℓ0

))
]

≥ T

2
· min
ℓ0∈{0,1}d

E
[
ℓ0(ALG(Dℓ0)) + ℓ0(ALG(Dℓ0

))
]
.
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Now note that for any ℓ0 we have

E
[
ℓ0(ALG(Dℓ0)) + ℓ0(ALG(Dℓ0

))
]

=
∑
z∈[d]

Pr(ALG(Dℓ0) = z)ℓ0(z) + Pr(ALG(Dℓ0
) = z)ℓ0(z)

=
∑
z∈[d]

Pr(ALG(Dℓ0) = z)ℓ0(z) + Pr(ALG(Dℓ0
) = z)(1− ℓ0(z))

= 1 +
∑
z∈[d]

ℓ0(z)
(

Pr(ALG(Dℓ0) = z)− Pr(ALG(Dℓ0
) = z)

)
≥ 1 +

∑
z∈[d]

ℓ0(z)
(
e−Tε Pr(ALG(Dℓ0

) = z)− Tδ − Pr(ALG(Dℓ0
) = z)

)
≥ 1− Tdδ +

∑
z∈[d]

ℓ0(z) Pr(ALG(Dℓ0
) = z)

(
e−Tε − 1

)
≥ 1− Tdδ −

∑
z∈[d]

ℓ0(z) Pr(ALG(Dℓ0
) = z)Tε

≥ 1− Tdδ − Tε,

where the first inequality follows since ALG is (ε, δ)-DP and group privacy. The claim

follows
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[BGM21] Raef Bassily, Cristóbal Guzmán, and Michael Menart. Differentially private

stochastic optimization: New results in convex and non-convex settings. Ad-

vances in Neural Information Processing Systems, 34:9317–9329, 2021.
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Genevieve B. Orr, and Klaus-Robert Müller, editors, Neural Networks: Tricks

of the Trade - Second Edition, volume 7700 of Lecture Notes in Computer Sci-

ence, pages 421–436. Springer, 2012.

[BRH12] Nawaf Bou-Rabee and Martin Hairer. Nonasymptotic mixing of the mala al-

gorithm. IMA Journal of Numerical Analysis, 33(1):80–110, 2012.

[BRP21] Ghazi Badih, Kumar Ravi, and Manurangsi Pasin. User-level private learning

via correlated sampling. Advances in Neural Information Processing Systems,

2021.

[BS16] Mark Bun and Thomas Steinke. Concentrated differential privacy: Simplifica-

tions, extensions, and lower bounds. In Theory of Cryptography Conference,

pages 635–658. Springer, 2016.



507

[BS18] Eric Balkanski and Yaron Singer. Parallelization does not accelerate convex

optimization: Adaptivity lower bounds for non-smooth convex minimization.

arXiv: 1808.03880, 2018.

[BS23] Raef Bassily and Ziteng Sun. User-level private stochastic convex optimization

with optimal rates. 2023.

[BST14] Raef Bassily, Adam Smith, and Abhradeep Thakurta. Private empirical risk

minimization: Efficient algorithms and tight error bounds. In Proc. of the 2014

IEEE 55th Annual Symp. on Foundations of Computer Science (FOCS), pages

464–473, 2014.

[BT94] Dimitri P Bertsekas and Paul Tseng. Partial proximal minimization algorithms

for convex pprogramming. SIAM Journal on Optimization, 4(3):551–572, 1994.

[BU17] Mitali Bafna and Jonathan Ullman. The price of selection in differential privacy.

In Satyen Kale and Ohad Shamir, editors, Proceedings of the 2017 Conference

on Learning Theory, volume 65 of Proceedings of Machine Learning Research,

pages 151–168. PMLR, 07–10 Jul 2017.
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