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Modern smart devices come equipped with a wide array of sensors, many of which can

be repurposed for functionalities beyond their original intent through side-channel sensing.

While this technique offers innovative uses without altering hardware, the enhancements it

provides are often modest. In contrast, incorporating new hardware can dramatically ex-

pand a device’s capabilities but entails significant costs and lengthy redesign cycles. This

thesis investigates two strategies to bridge this trade-off, aiming to unlock the full potential

of side-channel sensing on existing platforms. The first strategy involves user-friendly,

low-cost, low-power sensor add-ons that enhance device functionality without requiring

internal hardware changes. The second strategy targets manufacturers, proposing se-

lective hardware upgrades to improve performance with minimal cost and development

overhead.

To demonstrate the efficacy of these approaches, the thesis presents several real-

world applications: a smartphone-based glucose testing add-on for accessible at-home

pre-diabetes screening; a toolkit to streamline the development of rapid diagnostic test

attachments; a versatile, energy-efficient sensor platform for smartwatches that supports

integration of external sensors; and targeted hardware enhancements—such as increased

bio-impedance sensing bandwidth in rings and wristbands—that enable richer contextual

interactions and novel input methods.



These research projects demonstrate the practical viability and versatility of augment-

ing side-channel sensing through both user-centric and manufacturer-driven enhance-

ments. The thesis concludes by outlining how strategic improvements to existing devices

can democratize access to advanced sensing technologies and inform future research

and design in ubiquitous computing.



Extending the Senses of 
Ubiquitous Devices

Anandghan Waghmare



TABLE OF CONTENTS

Page

List of Figures . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . iv

Part I: Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . xv

Chapter 1: Side-Channel Sensing . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

1.1 Defining Side-Channel Sensing . . . . . . . . . . . . . . . . . . . . . . . . . 2

1.2 Primary Dimensions of Side-Channel Sensing . . . . . . . . . . . . . . . . . 2

1.3 Relationship between the Primary Dimensions . . . . . . . . . . . . . . . . 3

1.4 Achieving Practical Side-Channel Sensing . . . . . . . . . . . . . . . . . . 4

1.5 Document Organization . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

Chapter 2: Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

Part II: Enhancing Side-Channel Sensing with Sensor Add-ons . . . 11

Introduction to Part II . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12

Chapter 3: Adding Diagnostic Capabilities to Smartphones: A Glucose Test Strip

Add-on for Prediabetes Screening . . . . . . . . . . . . . . . . . . . . 13

3.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13

3.2 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16

3.3 Theory of Operation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

3.4 Implementation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

3.5 Evaluation and results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26

3.6 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32

Chapter 4: Accelerating Add-On Development for Diagnostics: A Toolkit for Rapid

Test Strip Integration . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

i



4.1 Motivation and Design Goals . . . . . . . . . . . . . . . . . . . . . . . . . . 35

4.2 System Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36

4.3 Hardware Design . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37

4.4 Companion Software . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37

4.5 Usability and Workflow Evaluation . . . . . . . . . . . . . . . . . . . . . . . 39

4.6 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42

Chapter 5: Extending Smartwatch Sensing: A Modular Add-On Platform for Ex-

ternal Sensor Integration . . . . . . . . . . . . . . . . . . . . . . . . . 43

5.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43

5.2 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45

5.3 ECG Sensing For Communication . . . . . . . . . . . . . . . . . . . . . . . 47

5.4 Characterizing the ECG Channel . . . . . . . . . . . . . . . . . . . . . . . . 49

5.5 A Sensor Platform for Smartwatches . . . . . . . . . . . . . . . . . . . . . . 54

5.6 Example Applications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61

5.7 Limitations and Future Work . . . . . . . . . . . . . . . . . . . . . . . . . . . 68

Part III: Enhancing Side-Channel Sensing with Targeted Hardware
Modifications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 69

Introduction to Part III . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 71

Chapter 6: Ring–Based Wideband Bio-Impedance Sensing for Gesture, Object,

Touch, and User Recognition . . . . . . . . . . . . . . . . . . . . . . . 72

6.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 72

6.2 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 75

6.3 A Ring Wearable for Multi-Modal Hand Interaction . . . . . . . . . . . . . . 84

6.4 Background Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . 86

6.5 Implementation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 93

6.6 Application Domains . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 97

6.7 Prototype Refinement through Miniaturization . . . . . . . . . . . . . . . . . 118

6.8 Discussion and Limitations . . . . . . . . . . . . . . . . . . . . . . . . . . . 123

Chapter 7: Wristband–Based Wideband Bio-Impedance Sensing for Touch Inter-

action on Everyday Uninstrumented Surfaces . . . . . . . . . . . . . . 127

ii



7.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 127

7.2 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 131

7.3 Theory of Operation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 134

7.4 Background Experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . 141

7.5 Impedance Sensing Front-End Architectures for VNA . . . . . . . . . . . . 148

7.6 Implementation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 157

7.7 Interactions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 158

7.8 Evaluation and Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 166

7.9 Prototype Refinement through Miniaturization . . . . . . . . . . . . . . . . . 180

7.10 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 182

7.11 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 187

Chapter 8: Summary, Insights, and Outlook . . . . . . . . . . . . . . . . . . . . . 189

8.1 Thesis Overview and Key Contributions . . . . . . . . . . . . . . . . . . . . 189

8.2 Key Learnings . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 190

8.3 Concluding Remarks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 195

Bibliography . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 196

iii



LIST OF FIGURES

Figure Number Page

1.1 This figure illustrates the trade-off between functionality and practicality in

side-channel sensing. Applications requiring minimal hardware changes

offer the most practicality, while those requiring new hardware may offer

greater functionality but at the cost of reduced practicality. The ideal sce-

nario lies in the middle ground, where functionality is enhanced without

sacrificing ease of use. Hardware add-ons and modifications can offer a

practical way to achieve this balance. . . . . . . . . . . . . . . . . . . . . . 5

3.1 GlucoScreen prototype. The GlucoScreen prototype contains circuitry that

lets it conduct the response signal from commercially available electro-

chemical blood-glucose test strips directly to the capacitive touch sensor

of any smartphone via pulse-width-modulated “touch events” interpretable

by any phone with a capacitive touch screen. This is done via ultra-low

power energy harvesting from the phone’s flash module, resulting in a novel,

low-cost, self-contained blood-glucose test that obviates the need for an

external reader. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

3.2 Step-by-step instructions for attaching the GlucoScreen prototype to a

smartphone. The GlucoScreen prototype strip temporarily attaches to the

phone via two adhesive contacts on the front side of the strip. Users first

align the designated spot on the prototype strip (as shown in Figure 3.1)

with the phone’s flash. Then, they attach the strip to the back and front

of the phone using the adhesive contacts. The strip features a long neck,

which enables it to wrap around the phone and make adequate contact

with the touchscreen. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

3.3 Schematic for GlucoScreen prototype circuitry. . . . . . . . . . . . . . . . . 24

iv



3.4 In vitro test plan. I conducted three in vitro testing sessions for each of the

five phone models. Every session included a total of five repetitions of each

of nine distinct glucose solution levels: 45, 70, 90, 110, 130, 150, 170, 190,

and 210 mg/dl. These sessions were performed using both commercially

available (Accu-Chek and True Metrix) glucose test strips. Each test strip

was tested with its own control solutions. In total, 1350 tests were conducted

across all phones (5 phones * 3 sessions * 9 levels * 5 replicates * 2 test strip

brands). Similar testing was conducted with commercial Accu-Chek and

True Metrix glucometers and their respective strips and control solutions

over three sessions, totaling 270 tests (2 test strip brands * 3 sessions * 9

levels * 5 replicates). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27

3.5 One repetition of data collected from a Google Pixel 5 phone during a single

session for all glucose solution concentrations utilized in the in vitro testing.

Figures (a) and (b) exhibit results from the GlucoScreen prototype with

Accu-Chek and True Metrix test strips, respectively. The Y-axis represents

amplitude on both graphs; the X-axis represents data samples. The plotted

data is shown after pre-processing. Each curve depicts the response of the

GlucoScreen prototype to a single solution; the lowest curve depicts the

lowest concentration, while successively higher curves represent higher

concentrations. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29

3.6 Outcomes of cross-validation when one glucose concentration is excluded

from the training set of a regression model. The figure depicts the result

at each concentration. For comparison, I present the MAE result from

the corresponding glucometers (Accu-Chek and True Metrix) along with

GlucoScreen’s. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

3.7 Cross-validation study results when I excluded data from one phone and

trained the model using data from the remaining phones. I show the Gluco-

Screen results side by side with Accu-Chek strips and True Metrix strips.

The two dotted lines on the graph indicate the MAE for the Accu-Chek and

True Metrix glucometers (across all glucose concentrations). . . . . . . . . 31

3.8 The distribution of glucose sample concentrations in clinical trial data. I

determined the glucose concentrations used to prepare this figure through

laboratory examination of blood samples. . . . . . . . . . . . . . . . . . . . 32

3.9 Results derived from the cross-validation analysis of clinical study data. The

results were binned into intervals of glucose concentration. The MAE values

of GlucoScreen with AccuChek strips and the Accu-Chek glucometer are

compared side by side. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32

v



4.1 The PhoneScreen hardware development kit featuring the main PCB with in-

tegrated potentiostat circuitry and adjustable probes for test strip connection. 36

4.2 Close-up view of the PhoneScreen Strip Adapter, showing the adjustable,

spring-loaded gold-plated probes making contact with an electrochemical

test strip. The grid pattern on the PCB assists in precise placement. . . . . 38

4.3 The PhoneScreen Companion Software interface, displaying real-time po-

tentiostat settings, audio input visualization (waveform and spectrogram),

and signal demodulation results, including calculated concentration. . . . 39

5.1 WatchLink allows sensors to be added to commodity smartwatches via the

ECG interface. Sensors can be (A) integrated into a watch case or (B) worn

as a companion accessory, like this alcohol sensor. (C) A user is blowing

on the worn breath alcohol sensor, and ECG communication is coupled

through the user’s fingers. (D) Sensors can also be added to watch straps,

like this body temperature sensor, which (E) can be touched to the forehead

for measurement. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

5.2 Simplified view of an ECG sensing system in a smartwatch. . . . . . . . . . 48

5.3 ECG contact points (highlighted in yellow) on the Apple Watch Series 9 and

Google Pixel Watch 2. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50

5.4 Sample of a 1 Hz sine wave signal captured by the ECG apps on the Apple

and Google Pixel Watches. . . . . . . . . . . . . . . . . . . . . . . . . . . . 51

5.5 Spectrogram showing the frequency response from 0.1 Hz to 50 Hz in the

Apple and Google Pixel Watches. . . . . . . . . . . . . . . . . . . . . . . . 52

5.6 Amplitude response at 1Hz in both watches, showing effective signal cap-

ture above 100µV. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53

5.7 The configuration of a strap sensor. Sub-figures (a) and (b) illustrate the

initial two steps in affixing a strap sensor to a watch’s strap. The sensor is

affixed to the strap using double-sided adhesive tape. Subsequently, (c)

demonstrates the process of establishing a connection between the watch

and the sensor through manual activation, utilizing fingers. In contrast, (d)

illustrates how persistent contact can be maintained for continuous sensing.

Additionally, (e) provides a side view of continuous contact, highlighting an

electrode making a sliding contact with the watch’s crown. . . . . . . . . . 56

vi



5.8 The design and usage of case and companion sensors. (a) The case sensor

with electrical circuitry embedded inside the case. (b) The procedure for

establishing electrode contact between the sensor and the watch for manual

activation. (c) The mechanism of achieving continuous sensing through

sliding contact with a crown. (d) A companion sensor worn as a wristband

accessory in conjunction with a smartwatch. (e) The process of establishing

a connection between a sensor and a watch for a companion sensor. . . . 58

5.9 Spectrograms from the frequency resolution study for Apple and Pixel

Watches (with the right-side images being zoomed-in versions of the left

ones), illustrating six frequency responses triggered by a single frequency

application on the watch. The plots on the right show that both watches

can distinguish frequencies as close as 0.05 Hz. . . . . . . . . . . . . . . . 60

5.10 A display of WatchLink designs and their respective applications. . . . . . 61

5.11 (a) The UV light sensor from both front and back is built on a flexible PCB

with a design that allows it to be integrated into a 3D printed case designed

for the Apple Watch. (b) The case is equipped with the PCB, demonstrating

how the case engages in sliding contact with the watch’s crown and how

the PCB establishes a connection with the watch’s ground. (c) A graph

depicting the correlation between the sensor’s prediction of UV light intensity

and the actual measured values. . . . . . . . . . . . . . . . . . . . . . . . . 62

5.12 (a) The body temperature sensor from both front and back views. (b)

The method of attaching the sensor to the watch strap, where the sensor,

constructed on a flexible PCB, wraps around to adhere to the inner side of

the strap, establishing a ground connection with the user’s body. (c) The

relationship between the sensor’s temperature predictions and recorded

temperatures. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63

5.13 (a) The breath alcohol sensor, from both front and back views. (b) The

sensor is attached to a wristband, with the sensor built on a flexible PCB,

wrapping around to stick to the inner side of the strap, thus making a ground

connection with the user’s body. (c) The correlation between the sensor’s

predicted alcohol levels and the readings obtained from a commercial

breath alcohol meter. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 65

5.14 (a) The external button attachment from both front and back sides. (b) The

buttons attached to the watch strap. (c) The sensor establishing a sliding

contact with the watch’s crown affixed to a 3D-printed component. . . . . . 68

vii



6.1 Z-Ring senses bio-impedance changes caused by various interactions, e.g.,

with objects, finger motions, and metallic surface elements like copper tape.

By analyzing impedance over time and frequency, shown via spectrograms

(A, B, C right), these impedance changes can drive (A) object identification,

(B) gestural interactions, and (C) interaction with tangible user interface

elements. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 73

6.2 Various electric field sensing topologies categorized by transmit and receive

antenna coupling configuration (see [280, 82]). Z-Ring’s unique topology

combines and extends elements of existing topologies. Note: Body capac-

itance to ground is present in all systems but is omitted here, where it is

parasitic rather than utilized for sensing. . . . . . . . . . . . . . . . . . . . . 76

6.3 Z-Ring’s electrical setup. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 87

6.4 Illustration of the biomedical hand model employed in the analysis of Spe-

cific Absorption Rate (SAR) of the human hand, along with simulation results

at various frequencies (f). The figure showcases the ring electrodes on the

hand model highlighted in yellow, with the color bar indicating normalized

SAR values. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 89

6.5 Various hand poses and their corresponding S11 measurements. . . . . . 91

6.6 The figure shows four simulation models of hand holding different objects

and the corresponding S11 curves for those scenarios . . . . . . . . . . . 91

6.7 Simulation results for hands interacting with a variety of passive copper

shapes. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 94

6.8 The figure shows the S11 simulation results for three hand models repre-

senting three different people and carrying the same posture . . . . . . . . 95

6.9 Electrodes for the Z-Ring prototype. . . . . . . . . . . . . . . . . . . . . . . 97

6.10 The Z-Ring gesture set for one- and two-handed input and the optimal

locations to perform these gestures. . . . . . . . . . . . . . . . . . . . . . . 99

6.11 The new electrical paths created (purple) between the two ring electrodes

(yellow) when performing a one- or two-handed gesture. . . . . . . . . . . 101

viii



6.12 Spectrogram images illustrate various one-handed gestures and a data

window where no gesture occurred (Null). These spectrograms are created

using S11 data that has been processed with a median filter. In each spec-

trogram, the y-axis represents time, and the x-axis represents frequency,

ranging from 1 MHz to 1000 MHz. As demonstrated in the Long Tap gesture

spectrogram, a darker blob indicates the touch-down event, and a lighter

blob marks the touch-up event between the thumb and index finger. It’s

important to note that these spectrogram images are based on data from a

single user; thus, spectrograms from different users might display variations

in highlighted frequency bands. . . . . . . . . . . . . . . . . . . . . . . . . 102

6.13 The CNN architecture for gesture recognition. Input is initially normalized,

and multiple convolution layers are then applied, each followed by a Max-

Pool layer; finally, dropout and softmax are used. . . . . . . . . . . . . . . . 103

6.14 Gesture recognition accuracy per participant for one- and two-handed ges-

tures, comparing both user-dependent and user-independent recognition

models. The gesture set for the user-dependent model includes left and

right swipes, unlike the user-independent model. Due to logistical con-

straints, some participants did not partake in both gesture tests, resulting

in some blank areas in the figure. . . . . . . . . . . . . . . . . . . . . . . . . 105

6.15 Confusion matrices (displaying percentages) for one- and two-handed ges-

tures, detailing performance for both user-dependent and user-independent

recognition models. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 106

6.16 Illustration of passive tangible user interfaces developed for Z-Ring, show-

casing varied impedance characteristics. . . . . . . . . . . . . . . . . . . . 107

6.17 Designated touch locations on the 1D and 2D interfaces (marked as squares)

utilized during data collection. Training data is gathered from the black

squares, while the white squares serve to validate the model. . . . . . . . . 108

6.18 Classification accuracy per participant for differentiation among four buttons

developed for Z-Ring. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 110

6.19 The tracking error for the 1D slider for both user-dependent and independent

regression models. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 111

6.20 The tracking error for the 2D continuous trackpad for both user-dependent

and independent regression models. The error represented is the combined

Euclidean distance error for both X and Y directions. . . . . . . . . . . . . . 113

6.21 Objects utilized in the object detection study, along with their corresponding

S11 curves. These curves were generated by averaging multiple measure-

ments of data collected from a single user. . . . . . . . . . . . . . . . . . . 114

ix



6.22 Confusion matrix illustrating object recognition performance (as percent-

ages) across all objects and participants. . . . . . . . . . . . . . . . . . . . 116

6.23 Views of the Z-Ring++ prototype . . . . . . . . . . . . . . . . . . . . . . . . 118

6.24 System-level overview of the Z-Ring++ showing key components including

the impedance analyzer (AD5933), IMU (BNO086), buffers (AD8606), MCU

(ESP32-C3), BLE antenna, and power/data connector. . . . . . . . . . . . . 120

6.25 Components of the Z-Ring++ system . . . . . . . . . . . . . . . . . . . . . 122

6.26 Confusion matrix illustrating the differentiation among different Z-Ring ap-

plication domains. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 124

7.1 (A) Raw signal data from the Z-Band prototype, which includes both RF and

IMU data, and a graph indicating the exact times when a touch started and

stopped, demonstrating the Z-Band’s stateful touch detection capability. (B)

The Z-Band-Lite prototype device is worn by a user. Examples of surfaces

on which Z-Band can be used, such as a refrigerator door (C) or the palm

of the other hand (D). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 128

7.2 Illustrations of the equivalent circuit model, S21 transmission measurement,

and S11 reflection measurement. S21 uses separate Tx/Rx paths, while S11

shares the same path for both. . . . . . . . . . . . . . . . . . . . . . . . . . 138

7.3 (Left) Propagation simulation setup of the biological model with open hand

pose in CST Studio Suite. (Right) Simulated S12 and S21 results. . . . . . 146

7.4 (Left) CST simulation setup with open hand pose and electrode positions.

Simulated S11 and S21 results with different electrode radii, showing that

the 15 mm radius provided the best S11 (center) and S21 (right) signal

quality. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 147

7.5 (Left top/bottom) CST Simulation setup of the models with open hand, one-

and two-finger poses, as well as touching the external surface with different

materials. Simulated S11 (middle top/bottom) and S21 (right top/bottom)

results, showing that wrist-based impedance sensing can detect signal

differences for varied configurations. . . . . . . . . . . . . . . . . . . . . . . 148

7.6 Prototypes of different impedance sensing designs. . . . . . . . . . . . . . 150

7.7 The Dual-Circulator Reflectometry design (prototype 1) along with the results

(S11) obtained from the prototype. . . . . . . . . . . . . . . . . . . . . . . . 152

7.8 The Coupler Reflectometry design (prototype 2) along with the results

obtained from the prototype. . . . . . . . . . . . . . . . . . . . . . . . . . . 153

7.9 The Through Transmission design (prototype 3) along with the results (S21)

obtained from the prototype. . . . . . . . . . . . . . . . . . . . . . . . . . . 154

x



7.10 System overview of the Z-Band prototype. . . . . . . . . . . . . . . . . . . . 158

7.11 Z-Band prototype hardware overview. . . . . . . . . . . . . . . . . . . . . . 159

7.12 User interactions supported by Z-Band. Actions are performed on everyday

un-instrumented surfaces. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 160

7.13 The RF (deltas) and IMU raw data across three distinct scenarios: (a)

stationary touch events on a plastic surface (demonstrating clear touch

down and up events in both RF and IMU data), (b) mobile touch events

while walking, where IMU data exhibits significant noise while RF data

maintains distinguishable touch events in the frequency domain despite

some artifacts, and (c) a no-touch scenario. . . . . . . . . . . . . . . . . . . 163

7.14 Data captured from both IMU and VNA sensors during the execution of

three swipe gestures. The vertical dotted lines overlaid on the VNA heatmap

indicate the start points of ’touch down’ and ’touch up’ events as classified

by the touch detection model. The corresponding swipe directions (ground

truth) are annotated on the accelerometer plot. . . . . . . . . . . . . . . . . 165

7.15 Summed S21 magnitude response to increasing pressure (from 0.16N to

4.6N), showing both unfiltered and filtered data alongside ground truth

pressure measurements. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 167

7.16 Interaction flow for Z-Band, illustrating detection logic for different touch

interactions. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 167

7.17 Three snapshots of the data collection UI at various points in time. (1)

The next action for the user to perform is an “Up Swipe,” followed by a

“Left Swipe.” (2) The “Up Swipe” action window is active (highlighted in

yellow), prompting the user to perform the gesture. (3) The “Up Swipe”

action window has concluded, and the upcoming actions are “Left Swipe”

followed by “Right Swipe.” . . . . . . . . . . . . . . . . . . . . . . . . . . . 169

7.18 Performance comparison of user-dependent and user-independent models

for touch detection across sitting, walking, and combined scenarios. . . . 173

7.19 Sensor ablation analysis of touch detection accuracy across sitting, walking,

and combined scenarios, using IMU, RF, and combined IMU+RF for user-

independent (UI) and user-dependent (UD) models. . . . . . . . . . . . . . 174

7.20 The comparative performance of IMU, RF, and their combination for classi-

fying three tap types, i.e., soft, regular, and hard, in both user-dependent

(UD) and user-independent (UI) scenarios. . . . . . . . . . . . . . . . . . . 175

7.21 The chart depicts the false positive rates (per hour) for two interaction

types—touch up/down events and gestures (taps and swipes)—under two

conditions: sitting and walking. . . . . . . . . . . . . . . . . . . . . . . . . . 179

xi



7.22 Visual representations of the Z-Band Lite components. . . . . . . . . . . . 181

xii



ACKNOWLEDGMENTS

Completing this doctoral journey would not have been possible without the unwavering

support, guidance, and encouragement of numerous individuals. I am deeply grateful to

each of them.

First and foremost, I extend my profound gratitude to my advisor, Dr. Shwetak Patel,

for his constant support, trust, and mentorship throughout my PhD. His vision and belief in

my abilities were instrumental in shaping this research.

I am immensely thankful to my committee members, Dr. Joshua Smith and Dr. Vikram

Iyer, for their invaluable guidance, insightful feedback, and the intellectual rigor they

brought to this work. Their expertise significantly enriched the scope and depth of my

research. I sincerely appreciate Dr. Beth Kolko for her dedicated service as my Graduate

Student Representative (GSR). Her support and advocacy were invaluable.

I would also like to thank all my industry collaborators for their partnership and for

providing the crucial real-world context and invaluable resources..

To the exceptionally talented Master’s and Bachelor’s students with whom I had the

privilege to work. Your dedication, enthusiasm, and contributions were truly inspiring.

My heartfelt thanks to my labmates, past and present, for making the PhD journey a

delightful and memorable experience. Your company, lively discussions, and countless

shared moments made every challenge more manageable and every success so much

more meaningful.

And to my friends, thank you for your constant support, understanding, and for being

there through every up and down. Your friendship was a vital source of strength.

I am sincerely grateful to the Paul G. Allen School of Computer Science & Engineering

xiii



(UW CSE) department and its dedicated staff for providing an exceptional environment,

resources, and support throughout my doctoral studies.

Finally, and most importantly, I want to express my deepest gratitude to my family. To

my parents, thank you for allowing me the freedom to pursue my aspirations and for your

unwavering and constant support. Your belief in me has been my greatest gift. To my

sister and brother-in-law, thank you for your steadfast support and encouragement. And

to my tiny niece and nephew, thank you for being the pure joy and light in my life; your

presence always reminded me of what truly matters.

xiv



DEDICATION

Dedicated to myआई (mom) and पप्पा (dad).

xv



1

Chapter 1

SIDE-CHANNEL SENSING

As consumer electronics advanced, manufacturers harnessed the potential of sensors

to transform device capabilities. These sensors didn’t just enhance functionality; they also

provided insights into user context and intentions. For instance, an Inertial Measurement

Unit (IMU) is used to detect phone orientation for automatic screen rotation. What began

as straightforward applications soon inspired technologists to think creatively. They

found that these sensors could be used for purposes beyond their intended design. For

example, earlier research showed how a phone’s microphone and speaker could enable

gestural interactions with the phone, while its camera and flash could measure heart rate.

Even ambient light sensors, typically used to adjust screen brightness, can detect subtle

physiological shifts like altered breathing patterns, as these can cause minor, detectable

light fluctuations.

Today, we are surrounded by ubiquitous devices such as smartphones and smart-

watches, each equipped with advanced sensors designed for specific functions. The

widespread presence of these sensors offers a compelling opportunity: repurposing

them for applications beyond their original intent to enhance device functionality and

enable entirely new use cases. This thesis designates this paradigm as “side-channel

sensing”. This approach involves creatively leveraging sensors in unconventional ways

to detect subtle signals and infer information beyond their primary purpose. By tapping

into underutilized sensor data, we can unlock innovative applications and enrich user

experiences. Side-channel sensing not only maximizes the utility of existing hardware but

also pushes the boundaries of what our devices can achieve—supporting new capabilities

even if they weren’t initially designed for them. This thesis explores novel techniques in
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side-channel sensing to drive advancements in healthcare and spatial computing.

1.1 Defining Side-Channel Sensing

The term “side-channel” originated in cybersecurity, where it referred to exploiting unin-

tended information leaks from a system. These leaks could be electrical signals, electro-

magnetic waves, or even timing variations. By analyzing these leaks, attackers could gain

unauthorized access or extract sensitive data. Classic examples include power analysis

attacks, where monitoring a device’s power consumption reveals information about the

data being processed, and cache timing attacks, where analyzing how long it takes a

processor to access data from its cache can reveal details about the data itself.

I adapt this concept to the field of ubiquitous computing, utilizing data streams with user

consent from existing or augmented sensors in common consumer electronic devices to

unlock new functionalities. Unlike traditional side-channel attacks that exploit unintended

leaks, this approach leverages sensor data streams with direct and authorized access.

The goal is to utilize these data streams for new, beneficial functionalities for the user

without requiring significant modifications to the device itself. These data streams can

originate from various sources, like ambient sensors that capture information about the

user’s environment or data generated during user interactions with the device, either

explicitly (e.g., holding the phone in a certain way) or implicitly (e.g., typing patterns on a

phone).

By employing signal processing and machine learning techniques on these combined

data streams, side-channel sensing can provide functionalities across various domains,

such as health sensing and human-computer interaction.

1.2 Primary Dimensions of Side-Channel Sensing

Side-channel sensing aims to extend the functionality of users’ existing devices by lever-

aging the capabilities of built-in or augmented sensors. The range of functionalities that
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can be offered varies significantly based on the device’s inherent capabilities and the

extent to which it is modified. For example, using a smartphone’s camera (possibly with

the flash) to detect heart rate through publicly available software APIs is a straightforward

application that utilizes the device’s existing hardware without any modifications. On the

other end of the spectrum, more complex functionalities, such as thermal imaging with a

phone, might require substantial enhancements to the device’s hardware and software.

The augmentation of a device can significantly boost its functionality, but this also intro-

duces practicality trade-offs. For instance, if a side-channel application only necessitates

the installation of a smartphone app, it is highly practical and easily adoptable by a broad

audience of users with compatible phones. On the contrary, applications that require new

hardware updates entail a more complicated setup. The feasibility of such applications

and their broad adoption hinge on manufacturers’ willingness to make these changes,

which may not always align with market readiness or consumer demand.

Therefore, the two pivotal aspects of side-channel sensing involve the sources of data

acquisition, which provide different levels of “functionality” and the “practicality” of each

approach, which dictates the ease of adoption and overall user experience. This balance

between enhancing device functionality and maintaining user convenience is crucial in

determining the success and impact of side-channel sensing technologies.

1.3 Relationship between the Primary Dimensions

The success of side-channel sensing hinges on a critical balance between functionality

and practicality. Generally, applications offering more advanced features require greater

modifications to the device, which can hinder user adoption.

Functionality is directly tied to the richness of software and hardware available. On the

software side, access to relevant data streams plays a crucial role. Manufacturers often

provide public APIs for accessing data from common sensors like accelerometers and

gyroscopes (IMU data). However, some data streams, like raw data from the capacitive
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touch screen, remain hidden from developers for various reasons. For these hidden data

streams, developers might resort to custom OS patches that expose the data. Alternatively,

manufacturers may choose to open up access to these streams through over-the-air

software updates. This approach allows for broader adoption of side-channel sensing

applications, even if initial software limitations exist.

Hardware presents a steeper challenge. If an application requires new hardware

updates, it faces a significant hurdle in transitioning from research to widespread use.

Applications that leverage existing hardware are more practical, even if they offer limited

functionality, than those requiring new hardware with greater capabilities.

However, the ideal scenario for users would be to achieve both high functionality and

high practicality. In this thesis, I will outline my efforts to develop hardware augmentations

that push the boundaries of functionality without sacrificing practicality. By exploring

hardware augmentations, my research aims to unlock the full potential of side-channel

sensing while ensuring widespread adoption and user satisfaction.

1.4 Achieving Practical Side-Channel Sensing

This thesis explores two key approaches to achieve the ideal balance of higher functionality

and high practicality in side-channel sensing. The first approach focuses on developing

cost-effective and power-efficient hardware add-ons for existing devices and the second

looks into hardware modifications for enhanced capabilities. Figure 1.1 shows the design

space between functionality and practicality [21] and comparison between the different

approaches and the tradeoffs as explored in this thesis.

1.4.1 Low-Cost and Low-Power hardware add-ons

This approach revolves around designing and testing hardware add-ons that prioritize

three key aspects: cross-device compatibility, affordability, and low power consumption.

Firstly, these add-ons should be versatile, working seamlessly with various commercially
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available devices. This ensures broader user adoption and avoids limitations specific

to certain device models. Secondly, cost is a crucial factor. Users should be able to

readily afford these add-ons, making the technology accessible to a larger audience.

Finally, minimizing power consumption is essential. The add-ons should have minimal

impact on battery life, avoiding the need for frequent charging and ensuring a smooth

user experience. By focusing on these priorities, we can create side-channel sensing

add-ons that are practical, user-friendly, and widely adoptable.

Figure 1.1: This figure illustrates the trade-off between functionality and practicality in

side-channel sensing. Applications requiring minimal hardware changes offer the most

practicality, while those requiring new hardware may offer greater functionality but at the

cost of reduced practicality. The ideal scenario lies in the middle ground, where function-

ality is enhanced without sacrificing ease of use. Hardware add-ons and modifications

can offer a practical way to achieve this balance.
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Hardware add-ons offer a compelling solution with several key benefits. Firstly, by

offloading complex data processing to the smart device itself, the add-on can remain

simple in design and cost-effective to produce. This division of labor ensures efficient

utilization of resources – the add-on collects the raw data, while the smart device handles

the heavy lifting of analysis. Secondly, these add-ons can act as bridges, making data

from external sources accessible to the smart device. This opens doors to a wider range

of functionalities and unlocks the potential for side-channel sensing to interact with a much

richer ecosystem of data streams, going beyond the limitations of the built-in sensors.

1.4.2 Hardware Modifications for Enhanced Capabilities

Hardware add-ons offer a compelling solution for expanding functionalities, but some

applications might demand a deeper dive – modifications to the existing hardware on the

smart devices themselves. While this approach may seem less practical compared to

simple add-ons, it holds significant advantages over a complete redesign or developing

entirely new components from scratch.

The key lies in reducing costs and development time. Modifying existing hardware is

generally less expensive and time-consuming than a complete overhaul. This translates

to lower Bill of Materials (BOM) costs for manufacturers, making the technology more

commercially viable. Since existing components form the base, development cycles are

shorter compared to designing entirely new hardware from scratch.

Furthermore, this approach helps preserve user familiarity. Extensive hardware modifi-

cations can drastically alter the form and function of a device, potentially alienating users.

By modifying existing hardware, we can introduce new functionalities without significantly

changing the user experience. This ensures a smoother transition for existing users who

are already familiar with the device’s form and operation. In essence, we can enhance

functionalities without sacrificing user comfort and ease of use.
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1.5 Document Organization

This dissertation is structured to systematically present the exploration of novel techniques

for enhancing side-channel sensing capabilities on ubiquitous devices. The document is

organized into three main parts, followed by a concluding summary.

Part I: Introduction lays the foundational groundwork for the thesis. Chapter 1 in-

troduces the concept of side-channel sensing, defining its scope and discussing the

trade-offs between functionality and practicality in extending device capabilities through

this paradigm. Chapter 2 provides an overview of existing background work in side-

channel sensing, setting the stage for the novel contributions presented in subsequent

chapters.

Part II: Enhancing Side-Channel Sensing with Sensor Add-ons delves into the first key

approach: developing low-cost, low-power sensor add-ons that enhance functionality

without requiring internal modifications to the host device. Chapter 3 details GlucoScreen,

a cost-effective, smartphone-based glucose testing add-on designed for at-home pre-

diabetes screenings, aiming to make healthcare more accessible. Building on this,

Chapter 4 introduces PhoneScreen, a hardware development toolkit for rapid test strip

integration, which streamlines the development process for diverse diagnostic add-ons.

Chapter 5 then broadens the scope to wearables, presenting WatchLink, a modular

add-on platform that extends smartwatch sensing by allowing the integration of external

sensors with minimal additional hardware, utilizing the smartwatch’s ECG interface for

low-cost, low-power communication.

Part III: Enhancing Side-Channel Sensing with Targeted Hardware Modifications ex-

plores the second key technique, focusing on making targeted upgrades to existing

hardware to improve functionalities at reduced time and cost. This approach aims to

introduce new functionalities without significantly changing the user experience, preserv-

ing user familiarity. This part specifically focuses on enhancing bio-impedance sensing

hardware commonly available on smartwatches and smart rings by upgrading its tradi-
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tional tens-of-kHz operational range to the MHz range with a wider bandwidth, thereby

unlocking a new spectrum of applications. Chapter 6 presents Z-Ring, a ring-based

system that leverages wideband bio-impedance sensing for gesture, object, touch, and

user recognition, demonstrating how subtle modifications to a ring form factor can unlock

rich interaction. Chapter 7 then showcases Z-Band, a wristband-based wideband bio-

impedance sensing system for touch interaction on everyday uninstrumented surfaces,

illustrating how a similar principle can transform a common wearable into a versatile

interface for the physical world.

Finally, Chapter 8 provides a summary of the thesis, distilling key insights gained

throughout the research and outlining promising avenues for future research.
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Chapter 2

BACKGROUND

Side-channel sensing has emerged as a promising technique to unlock hidden capa-

bilities within existing devices, leveraging unintended emissions or signals from devices to

gather information about their operation or environment. Unlike traditional sensing meth-

ods that rely on dedicated sensors, side-channel sensing repurposes existing hardware

components or exploits subtle side effects of their operation.

Research in this field has revealed a wealth of information hidden within these seemingly

innocuous signals. For example, typing patterns (keystroke dynamics) are shown to be

used for user authentication, acting as a continuous biometric [186, 39]. Additionally,

phone usage patterns have been shown to correlate with mental health and can even

predict depression [233, 102, 222]. The applications of side-channel sensing are far-

reaching and diverse. In healthcare, it has enabled non-invasive health monitoring by

extracting physiological signals, such as heart and respiratory rates, from subtle body

movements captured by smartphone accelerometers. In the realm of security, side-

channel attacks have exposed vulnerabilities in cryptographic systems through information

leakage via variations in execution time or power consumption [184, 154]. Additionally,

side-channel sensing finds applications in smart homes, monitoring occupancy and energy

usage, and in environmental monitoring, detecting changes in temperature, humidity, and

other factors [51, 89].

Prior research has explored the concept of side-channel sensing, utilizing various

diverse sensing approaches. For example, ElectriSense utilizes the powerline infras-

tructure in a home to detect EMI events for home energy monitoring [89], while SNUPI

employs a home’s power lines as the antenna for low-power wireless communication
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throughout the premises [51]. Similarly, uTouch detects touch on unmodified LCD screens

by observing noise on the power line [47], and Ambient Backscatter advances this by

modulating the reflection of existing ambient radio power from TV broadcasts for wireless

communication [151]. PaperID modulates the response from a printed RFID tag with

human touch, enabling a battery-free method to alter the RFID tag response [140].

These techniques have also been adapted to smart devices to specifically facilitate

ultra-low-power systems that interact with unmodified commodity devices. A wide array of

modalities has been explored: audio, RF, optical light, LiDAR, capacitive, vibration motor,

IMU, and more. UbiquiTouch is a 31 microWatt wireless touch interface that co-opts

the radio receiver on an FM-radio-enabled smartphone to relay its touch points [228],

entirely powered by solar energy, thus eliminating the need for batteries. SideSwipe

leverages the GSM cellular radio on phones to detect non-contact swipe gestures over

the phone [274]. LightAnchors [22] and InfoLED [247] enable visible light communication

to a smartphone via its 240 Hz high-speed camera by modulating single LEDs found in

various electronics. SoundWave [88] facilitates non-contact, real-time, in-air gestures on

commodity devices by examining Doppler shifts in reflected audio. Additionally, Wang et

al. use audio phase shifts to detect hand movement on a commodity phone [235]. For

testing water contamination, alcohol concentration, and proteinuria diagnosis, Yue and

Katabi [251] employ the phone’s vibration motor, flashlight, and camera to capture the

surface tension of liquids. Likewise, Chan et al. [42] have successfully observed the

reflected laser speckle pattern from smartphone LiDAR to distinguish between ten liquids

and monitor the coagulation of a single drop of blood.

Existing side-channel sensing techniques, while promising, offer only limited capabili-

ties, providing a slight enhancement to current functionalities. Achieving more significant

advancements typically necessitates adding complex new hardware, a solution that boosts

functionality but compromises practicality and increases adoption barriers.

This thesis addresses these limitations by introducing novel side-channel sensing

techniques. My approach significantly improves functionality while maintaining a crucial
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balance with practicality. I aim to unlock the hidden potential within existing devices,

transforming them into powerful sensing platforms, and I demonstrate these advancements

through real-world applications.
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INTRODUCTION TO PART II: ENHANCING SIDE-CHANNEL SENSING

WITH SENSOR ADD-ONS

Part II of this work introduces side-channel sensing through the development of simple,

low-cost, low-power hardware add-ons. This approach centers on designing and testing

these add-ons with a strong emphasis on cross-device compatibility, affordability, and

low power consumption. The goal is to create versatile solutions that integrate seamlessly

with a wide range of commercially available devices, making the technology accessible

to a broader audience without incurring high costs or draining device batteries. This

strategic focus ensures the add-ons are not only practical and user-friendly but also widely

adoptable for various sensing applications.

This part of the thesis delves into several innovative applications of this philosophy.

Chapter 3 explores adding diagnostic capabilities to smartphones, specifically detailing a

glucose test strip add-on for prediabetes screening. Building on this, Chapter 4 focuses

on accelerating the add-on development itself, presenting a toolkit for rapid test strip

integration to streamline future diagnostic add-on creation. Finally, I broaden the scope

to wearables in Chapter 5, which demonstrates how smartwatches can be transformed

into more powerful and versatile sensing hubs.



13

Chapter 3

ADDING DIAGNOSTIC CAPABILITIES TO SMARTPHONES: A GLUCOSE

TEST STRIP ADD-ON FOR PREDIABETES SCREENING

In this section, I present GlucoScreen which is a smartphone-based low-cost readerless

glucose test strip for prediabetes screening. GlucoScreen attaches to the phone as an

add-on and enables the phone to perform blood glucose testing, eliminating the need for

a separate glucose testing strip reader. This approach significantly reduces screening

costs while leveraging the widespread availability of smartphones.

3.1 Introduction

Diabetes mellitus (DM), a chronic medical condition, is known for causing severe health

complications such as kidney failure, heart disease, and stroke, with an increasing number

of cases globally. By 2021, the number of adults diagnosed with diabetes reached 537

million [8]. Over the past two years, this number has increased by 16% and is projected

to surge by 46% to 783 million by 2045, surpassing the rate of population growth and

resulting in one in every eight adults requiring medical attention. In the United States, it

is estimated that 38% of adults have prediabetes [10], a state where blood sugar levels

are elevated but not high enough to qualify as type 2 diabetes, yet it signals a high

risk of developing the condition in the future. Alarmingly, only 19% of these individuals

with prediabetes have been informed of their status by a healthcare professional [10],

highlighting a significant disconnect between the recognition of risk and actual awareness.

Accessible preventive screening for diabetes and prediabetes can facilitate early

detection and, potentially, reversal through lifestyle changes. Current screening methods

encompass blood sugar assessments conducted through laboratory tests or point-of-care
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devices, known as portable glucose monitors (PGMs) or glucometers [167]. Although

these techniques are effective, they are also expensive [33] and often necessitate the use

of additional devices or access to specialized testing facilities [166]. Consequently, many

cases remain undiagnosed and untreated, underscoring the need for a more accessible

and affordable method to screen individuals likely to develop prediabetes.

The most commonly utilized blood glucose testing device is the portable glucometer,

a standalone device that interfaces with an electrochemically activated test strip to deliver

quick blood glucose readings. Glucometers operate by analyzing a small blood sample,

typically obtained from the fingertip, which is applied to a test strip. Although the cost of

individual test strips is less than a dollar, they are sold in batches, and the glucometer

itself generally costs between 20−80 [13].

The initial expense of acquiring a glucometer setup gradually becomes more economi-

cal for regular users, such as individuals diagnosed with diabetes who need to check their

blood sugar levels daily. However, this amortization does not necessarily benefit those

using the device for screening purposes, as screening for at-risk individuals is advised

only every three years [4].

Hence, reducing the financial and accessibility barriers to preventive screening for

prediabetes is not only medically advisable but also economically sensible in the long

run, particularly in low- and middle-income countries [110].

To respond to the need for a cost-efficient, effective, and in-home prediabetes testing

approach, I developed GlucoScreen, a low-cost, battery-free, standalone glucose testing

strip readable by any smartphone that measures blood glucose without the need for an

external reader. A smartphone app guides GlucoScreen users through steps needed to

perform a fasting blood sugar or glucose tolerance self-test, both of which can indicate

whether they have diabetes or prediabetes[212]. Such screening can help users make

informed decisions about whether to follow up and seek in-person medical care from a

clinician. At-home screening also lowers the barrier to action for getting screened, thereby

increasing the likelihood of more people getting screened.
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GlucoScreen uses a novel means of communication from the test strip to the phone: it

electronically generates touch events from the test strip through the phone’s capacitive

touchscreen. This technique uses conventional glucose test strips enhanced with low-cost

components. Once the smartphone processes the touchscreen events, they become

available for immediate readout and storage locally or in an internet-connected health

record.

This communication method between test strip and phone consumes only 10 µW of

power, orders of magnitude less than conventional low-power communication approaches,

which can be easily harvested from the phones’ flash. This technique eliminates the need

for batteries – which are common in other wireless communication methods, such as BLE

(Bluetooth Low Energy), ZigBee, or ANT [57] – lowering costs and extending shelf life.

This research demonstrates and evaluates the touchscreen-based communication

technique for blood sugar testing. This new technique holds additional promise for building

readerless assays for other electrochemical reaction-based tests, such as detecting heavy

metals in water, detecting sodium in urine, and detecting malaria [169].

This work presents the following key contributions:

1. I introduce the design of an economical, low-power blood glucose test strip that

facilitates diabetes prescreening through smartphones.

2. I develop a hardware solution for amperometric detection in glucose testing, which

encodes and transmits results directly to a smartphone via its capacitive touchscreen.

3. I provide findings from both benchtop and clinical evaluations of this system. In the

benchtop analysis, I utilized various artificial glucose solutions, multiple smartphone

models, and different brands of test strips to confirm that the test strip operates

effectively across different devices and glucose levels. In the clinical trial involving

75 participants, I validate the accuracy of this method with real blood samples and

benchmark the results against those obtained from conventional glucometers.
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3.2 Related Work

I explore three critical areas essential for developing a low-cost, readerless glucose moni-

toring system: glucose sensing technologies, smartphone-based biosensing interfaces,

and capacitive touchscreen-based sensing on smartphones. I assess the latest techno-

logical advancements in these fields and identify the technological gaps in creating an

affordable, readerless glucose monitoring system.

3.2.1 Glucose Sensing

Common glucose biosensors typically involve blood interactions with external enzymes to

determine glucose levels. Widely used enzymes include hexokinase, glucose oxidase

(GOx), and glucose-1-dehydrogenase (GDH) [250, 179]. In many clinical settings, the

hexokinase method, which utilizes spectrophotometry, is the standard [202]. Point-of-

care glucose monitoring devices generally rely on the enzymatic activities of GOx and

GDH. GOx is favored for its affordability, ease of access, and straightforward storage

requirements, making it suitable for non-laboratory environments [97, 32]; thus, it is

regarded as the gold standard for glucose testing [72] and is commonly used in self-

monitoring blood glucose devices.

Commercially, GOx-based sensors are marketed as glucose test strips that work with a

dedicated reader. These enzyme-based biosensors require a small blood sample, usually

obtained through a finger prick or venous draw, and come in two forms: standalone test

strip readers [16] and models that connect to smartphones via Bluetooth or USB [17, 18].

Standalone devices display and sometimes store results, while smartphone-connected

variants utilize an app for display and storage.

Non-invasive glucose measurement methods include optical, microwave, and electro-

chemical techniques. Optical techniques, such as near-infrared (NIR) and mid-infrared

(MIR) spectroscopy, optical polarimetry (OP), Raman spectroscopy, fluorescence meth-

ods, and optical coherence tomography (OCT), measure glucose by analyzing light
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interactions with body tissues [128, 30, 178, 180, 160, 90, 197, 127, 74]. Microwave tech-

niques analyze the dielectric changes in blood and tissues caused by glucose fluctuations,

providing another non-invasive, continuous monitoring method. However, these methods

generally show low correlation with actual glucose levels and are influenced by factors

like skin tone and age [214].

Electrochemical techniques correlate biofluids like saliva, tears, sweat, and interstitial

fluid with glucose levels, offering indirect glucose measurements. These methods face

challenges such as low sensitivity, delayed results, and the need for calibration [214].

Colorimetric methods offer a visual indication of glucose levels by changing color in

response to glucose in bodily fluids like saliva, sweat, and blood [163, 78, 198, 96, 258,

65, 68, 230]. However, they can be prone to interference from other substances in clinical

samples, affecting their reliability and causing challenges in visual interpretation [62].

3.2.2 Phone-Based Biosensing

The widespread availability and connectivity of smartphones are transforming mobile

health, making them viable platforms for biosensing. I review recent developments in

smartphone-based biosensing systems.

Research has employed smartphone cameras alongside attachments to analyze

standard cholesterol test strips for cholesterol testing [175], detect influenza viruses using

fluorogenic assays [165], measure vitamin D levels [139], detect allergens in food [54],

and identify biomarkers in milk extracts [155]. Systems that use camera sensors can

be sensitive to ambient lighting conditions, often requiring additional components like

specific housing units and external lighting to mitigate these issues [181].

Other methods include detecting fluid viscosity and surface tension using smartphone

sensors like LiDAR, cameras, and accelerometers, which can indicate the composition of

liquids [26, 101, 43, 252]. However, such techniques have proven unreliable for predicting

blood glucose [27].

Some devices display test results and communicate them to smartphones wirelessly via
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Bluetooth [125, 108, 256, 77] or NFC/RFID [246, 111, 31], or physically connect through

USB dongles [148, 219, 132, 61, 29]. While wireless devices are portable, they require

complex, battery-dependent components. In contrast, USB and NFC devices utilize

sophisticated microcontrollers, which add to the cost.

Methods that connect via the phone’s analog audio jack allow for simpler, battery-free

operations [236, 207, 206, 170], but as phone manufacturers phase out analog audio ports,

there remains a need for a cost-effective, low-power interface for connecting biosensors

to smartphones.

3.2.3 Capacitive Sensing on Smartphones

Modern capacitive touchscreens enable versatile multitouch interactions. Recent studies

have expanded the use of capacitive sensing to novel applications [45, 129, 194, 223,

193, 107]. For instance, they have been used to predict finger touch angles [185], identify

users via body imaging [87, 98], and recognize body postures and facilitate human-object

interactions through extended capacitive sensing [239]. These advancements illustrate

the vast potential of capacitive touch sensing; this work details how it can be leveraged

for low-power data communication with smartphones.

3.3 Theory of Operation

Addressing the critical need for scalable, cost-effective prediabetes screening to enhance

public health, and the absence of affordable, efficient glucose testing options, I introduce

GlucoScreen.

3.3.1 Concept

GlucoScreen is a standalone, disposable glucose testing strip engineered for economical,

single-use blood glucose measurement. It transmits glucose data directly to a smartphone

without requiring any additional devices like a dedicated reader. To conduct a test, users
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Figure 3.1: GlucoScreen prototype. The GlucoScreen prototype contains circuitry that lets

it conduct the response signal from commercially available electrochemical blood-glucose

test strips directly to the capacitive touch sensor of any smartphone via pulse-width-

modulated “touch events” interpretable by any phone with a capacitive touch screen. This

is done via ultra-low power energy harvesting from the phone’s flash module, resulting in

a novel, low-cost, self-contained blood-glucose test that obviates the need for an external

reader.
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attach theGlucoScreen strip to their smartphone, then apply a small blood sample obtained

via a finger prick with a disposable lancet to the strip’s designated area. The strip, coupled

with a specialized mobile application, processes and displays the glucose levels on the

smartphone. Figure 3.1 illustrates the GlucoScreen prototype.

The device quantifies glucose concentrations through a well-documented process

where glucose oxidase catalyzes the oxidation of glucose to gluconic acid, a reaction

that is measurable electrochemically [2]. This current shift is detected via amperom-

etry—specifically, it measures ions in a solution based on changes in electric current.

Currently, the prototype utilizes commercially available glucose test strips, such as Accu-

Chek [7] and True Metrix [12], to facilitate the enzyme-catalyzed reaction. All essential

components for conducting an amperometric glucose assay and relaying the data to a

smartphone are integrated within the strip.

3.3.2 Low-Cost and Battery-Free Operation

To achieve affordability, GlucoScreen is designed to solely execute the glucose detection

reaction, utilizing the smartphone’s capabilities for all other functions. The strip captures

the amperometric reaction results and communicates them to the smartphone in real-

time, displaying the outcomes via the mobile app. The amperometric measurement is

conducted using a bespoke low-power, three-electrode potentiostat embedded in the

strip. Communication with the smartphone occurs through simulated touch events on the

touchscreen, encoded with pulse width modulation (PWM) to reflect the amperometric

data.

The communication starts from the potentiostat output, which is linked to a voltage-

controlled oscillator (VCO). The VCO governs a cascode field effect transistor (FET) output

stage that simulates touch interactions on the smartphone’s touchscreen (detailed in

Section 4). This innovative method drastically reduces the need for power—using four

orders of magnitude less energy than traditional communication methods like BLE, NFC,
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or ANT [57]—and minimizes component costs. The GlucoScreen prototype operates

on merely 20 µW, powered by the phone’s flash via photodiodes, thus eliminating the

dependency on batteries or USB components, reducing costs, and prolonging shelf life.

3.3.3 Prototype and Usage

The GlucoScreen prototype incorporates a custom-designed flexible printed circuit board

connected to a standard microfluidic reaction chamber. Its functional design wraps over

the smartphone’s top edge, enabling it to harness energy from the phone’s flash and

communicate results through direct contact with the touchscreen. Figure 3.2 displays the

installation process of the GlucoScreen.

To ensure compatibility across different smartphones, the physical design of the

GlucoScreen strip is adaptable to various screen sizes and flash positions. It attaches

securely to the phone using double-sided tape, which provides strong adhesion yet

removes cleanly without leaving residues.

A user-centric mobile application complements the hardware, guiding users through

the setup, blood application, and reading interpretation processes. This app enhances

user interaction with on-screen videos and step-by-step graphical instructions, ensuring

the system’s ease of use and accuracy.

3.4 Implementation

3.4.1 Prototype Construction

The GlucoScreen strip prototype is crafted from a 0.23 mm thick polyimide base, forming

a flexible printed circuit of 19 cm x 2.7 cm. It features copper circuit traces of 55 µm

thickness. To protect the base and traces, a polymer-based solder mask is applied,

followed by gold plating of the exposed copper using the electroless nickel immersion

gold (ENIG) process. Components are affixed to the circuit board via reflow soldering.

For ease of replacing glucose strips, a strip adapter removed from standard devices is
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Figure 3.2: Step-by-step instructions for attaching the GlucoScreen prototype to a smart-

phone. The GlucoScreen prototype strip temporarily attaches to the phone via two

adhesive contacts on the front side of the strip. Users first align the designated spot on

the prototype strip (as shown in Figure 3.1) with the phone’s flash. Then, they attach the

strip to the back and front of the phone using the adhesive contacts. The strip features a

long neck, which enables it to wrap around the phone and make adequate contact with

the touchscreen.
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integrated into the prototype. Separate adapters accommodate Accu-Chek and True

Metrix glucose strips, resulting in two prototype versions tailored to these brands.

3.4.2 Circuit Design

The prototype includes a three-electrode potentiostat, constructed with dual operational

amplifiers, to measure amperometric glucose concentration. It maintains a constant

potential difference of 400mV across the glucose biosensor strips from Accu-Chek and

True Metrix. The current resulting from glucose reactions is monitored as a voltage output,

with different output gain settings for Accu-Chek and TrueMetrix to optimize glucose

detection sensitivity.

The output from the potentiostat is channeled into a voltage-controlled oscillator (VCO),

which integrates the voltage and then triggers a Schmitt trigger to generate voltage

pulses. The width of these pulses corresponds to the potentiostat’s output voltage. These

pulses drive a MOSFET setup, creating simulated touch interactions on the smartphone’s

touchscreen that vary in duration according to the input pulse widths.

This MOSFET arrangement, in a cascode configuration, effectively mimics touch by

altering the impedance at the point of contact, allowing the touchscreen to register it as

human touch. This configuration enhances electrical isolation between the touchscreen

and the strip circuitry, improving the fidelity of touch simulation.

3.4.3 Power Management

Three parallel photodiodes, along with an additional six photodiodes arranged in series,

harness energy from the phone’s flash to power the circuit, generating around 2.5V. This

setup avoids the costlier alternative of a voltage booster IC. A capacitor bank smooths

this output, catering to power fluctuations, while a low-dropout regulator (LDO) stabilizes

it at 1.8V. The schematic of this arrangement is detailed in Figure 3.3.



24

Figure 3.3: Schematic for GlucoScreen prototype circuitry.
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3.4.4 Smartphone Applications

I developed three smartphone applications: a primary app for end users and two for

data collection during the study. The user app includes a comprehensive tutorial and

guides users through the glucose testing process. The data collection apps, designed for

both Android and iOS, streamline rapid data recording with minimal user interaction by

capturing the timing of touch events, which can be exported for analysis.

The user application is built for Android, compatible with API level 29, while the data

collection apps support Android and iOS, the latter written in Objective-C for iOS version

14.

3.4.5 Data Processing

During a glucose test, the user’s phone app records touchscreen data, signaling the user

to apply the glucose solution or blood to the strip with a beep. It then continues to collect

data for an additional 60 seconds.

Data from the glucose test is decoded from the touchscreen’s pulse width modulated

signals, with each pulse’s width representing a data point directly proportional to glucose

concentration. These data points are processed using a Butterworth low-pass filter with

a 3Hz cutoff to eliminate high-frequency noise. The resultant waveform, indicative of

the glucose concentration, shows a characteristic sharp drop and subsequent peak at

the point of glucose application, which is used to delineate the effective data range for

analysis. This refined signal is then analyzed to determine the glucose concentration, as

illustrated in Figure 3.5.
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3.5 Evaluation and results

3.5.1 In Vitro Testing

To assess its precision, I performed an in vitro study, testing GlucoScreen across nine

concentrations of artificial glucose solution ranging from 45 to 210 mg/dl, which is signif-

icant for diagnosing diabetes and prediabetes conditions [212]. I utilized five different

smartphones (four unique models): Samsung A21, Google Pixel 5, iPhone 11, and two

Motorola Moto G7 phones, including two identical Moto G7 models, to evaluate consis-

tency across similar devices. These specific models were chosen due to their widespread

use internationally and representation of both major operating systems, Android and iOS.

For a comparative analysis, the GlucoScreen prototype was tested using two com-

mercially available glucose strips, Accu-Chek and True Metrix. These brands are FDA-

approved, broadly accessible, and have verified accuracy[6, 103]. Figure 3.4 illustrates

the setup for the in vitro testing plan.

For calibration and validation, I used control solutions provided by AccuChek and True

Metrix to prepare the artificial glucose solutions for in vitro testing. True Metrix provides

three levels of control solution, whereas AccuChek offers two. I created nine distinct

glucose concentrations for each brand by blending their respective control solutions in

varying proportions.

To estimate glucose concentrations from the processed study data, as depicted in

Figure 3.5, I trained a linear regression model. Although I explored other predictive

models like random forest and support vector regressor, linear regression was selected

due to its simplicity and resistance to overfitting, enabling accurate predictions for glucose

concentrations not included in the training set. I analyzed 30 seconds of the decoded

signal starting from when the glucose was applied to the test strip, segmenting it into ten

equal parts and summing these segments to form a ten-dimensional feature vector.

My initial analysis focused on assessing GlucoScreen’s accuracy in determining

unknown glucose concentrations. I employed a leave-one-out cross-validation approach,
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Figure 3.4: In vitro test plan. I conducted three in vitro testing sessions for each of the five

phone models. Every session included a total of five repetitions of each of nine distinct

glucose solution levels: 45, 70, 90, 110, 130, 150, 170, 190, and 210 mg/dl. These

sessions were performed using both commercially available (Accu-Chek and True Metrix)

glucose test strips. Each test strip was tested with its own control solutions. In total, 1350

tests were conducted across all phones (5 phones * 3 sessions * 9 levels * 5 replicates *

2 test strip brands). Similar testing was conducted with commercial Accu-Chek and True

Metrix glucometers and their respective strips and control solutions over three sessions,

totaling 270 tests (2 test strip brands * 3 sessions * 9 levels * 5 replicates).
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training the model on all concentrations except one and then testing it on the omitted

concentration. The mean absolute error (MAE) for GlucoScreen with Accu-Chek strips

averaged 4.52 mg/dl, compared to 4.98 mg/dl for the Accu-Chek glucometer. For True

Metrix strips, GlucoScreen achieved an MAE of 3.7 mg/dl, better than the 5.44 mg/dl MAE

for the True Metrix glucometer. Thus, GlucoScreen consistently outperformed the True

Metrix glucometers, while the results with Accu-Chek strips varied, with the glucometer

sometimes performing better. Figure 3.6 displays these results.

In a subsequent analysis, I applied cross-validation by excluding data from one phone

at a time, training the regression model on data from the remaining phones, and then

testing it on the excluded phone’s data. This cycle was repeated for each phone. Across

all glucose concentrations, the MAE for each phone using GlucoScreen was lower than

that for its corresponding glucometers. Notably, the iPhone 11 showed the lowest MAE at

3.27 mg/dl with Accu-Chek strips, whereas Moto G7 #1 had the highest MAE at 4.41 mg/dl

with True Metrix strips. The differences between the two Motorola phones were minimal,

demonstrating GlucoScreen’s consistent accuracy across different devices. Figure 3.7

illustrates the findings from this cross-phone evaluation.

For my final evaluation, I employed a cross-validation method, excluding data from

one session and building a linear regression model based on the data from the remaining

two sessions. In this assessment, the mean absolute error (MAE) values were consistently

below 0.5 mg/dl for all glucose concentrations, using both Accu-Chek and True Metrix

strips. Since these sessions were conducted on different days and utilized test strips from

various batches, these findings confirm that GlucoScreen delivers reliable performance

regardless of the day of testing or the batch of test strips used.

3.5.2 Clinical Study

To assess performance in a setting that closely mimics actual clinical conditions, I con-

ducted a clinical study at a pathology department’s blood collection center in India,
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(a) Accu-Chek (b) True Metrix

Figure 3.5: One repetition of data collected from a Google Pixel 5 phone during a single

session for all glucose solution concentrations utilized in the in vitro testing. Figures

(a) and (b) exhibit results from the GlucoScreen prototype with Accu-Chek and True

Metrix test strips, respectively. The Y-axis represents amplitude on both graphs; the

X-axis represents data samples. The plotted data is shown after pre-processing. Each

curve depicts the response of the GlucoScreen prototype to a single solution; the lowest

curve depicts the lowest concentration, while successively higher curves represent higher

concentrations.
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(a) Accu-Chek (b) True Metrix

Figure 3.6: Outcomes of cross-validation when one glucose concentration is excluded from

the training set of a regression model. The figure depicts the result at each concentration.

For comparison, I present the MAE result from the corresponding glucometers (Accu-Chek

and True Metrix) along with GlucoScreen’s.

supervised by a trained phlebotomist. I invited patients coming in for blood glucose tests

to participate in the study. Of those, 75 patients consented, and for some (N=7), multiple

samples were taken at different times during the day.

Blood was drawn from a vein in the antecubital fossa using venipuncture. Each sample

(totaling N=85) was tested using the GlucoScreen prototype, which employed Accu-Chek

glucose test strips and was connected to an iPhone 11. For each sample, glucose levels

were also measured with a standard Accu-Chek glucometer and a laboratory auto analyzer

for comparison.

The collected clinical data were not uniformly distributed across the observed glucose

concentration range of 71 mg/dl to 370 mg/dl. Figure 3.8 illustrates the distribution of

glucose concentrations. To ensure balanced cross-validation, I categorized the glucose

samples into 28 bins and performed stratified splits into three groups. I confirmed the

uniformity of these splits by conducting the Kolmogorov-Smirnov test on the subsets,

selecting splits with a p-value above 0.98 and a KS-value below 0.1. A random forest
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Figure 3.7: Cross-validation study results when I excluded data from one phone and

trained the model using data from the remaining phones. I show the GlucoScreen results

side by side with Accu-Chek strips and True Metrix strips. The two dotted lines on the

graph indicate the MAE for the Accu-Chek and True Metrix glucometers (across all glucose

concentrations).

regressor, chosen over linear regression due to its superior performance, was used to

conduct the cross-validation on the three subsets.

For the clinical analysis, I segmented the decoded signal from the moment of glucose

application into ten equal parts. I then calculated the mean, standard deviation, sum, and

median for each segment, creating a 40-point feature vector (10x4) used as the input

for the random forest regressor (with 50 estimators). The reference glucose level was

determined by the laboratory auto analyzer results. GlucoScreen’s MAE using Accu-Chek

strips was 10.47 mg/dl, slightly higher than the Accu-Chek glucometer’s 9.82 mg/dl. The

standard deviations were 9.71 mg/dl for GlucoScreen and 9.88 mg/dl for the glucometer,

as depicted in Figure 3.9. The Leave-One-Out Cross Validation MAE for GlucoScreen

was 10.91 mg/dl.

Despite the slight variability, GlucoScreen’s performance is comparable to conventional



32

glucometers. When considering the necessary thresholds for diabetes screening— where

fasting blood sugar under 99 mg/dL is normal, 100 to 125 mg/dL indicates prediabetes,

and 126 mg/dL or higher suggests diabetes [9] — my results affirm that GlucoScreen

effectively identifies diabetes and prediabetes conditions.

Figure 3.8: The distribution of glu-

cose sample concentrations in clini-

cal trial data. I determined the glu-

cose concentrations used to pre-

pare this figure through laboratory

examination of blood samples.

Figure 3.9: Results derived from the cross-

validation analysis of clinical study data. The

results were binned into intervals of glucose con-

centration. The MAE values of GlucoScreen with

AccuChek strips and the Accu-Chek glucometer

are compared side by side.

3.6 Discussion

Undetected and untreated prediabetes and diabetes pose serious health risks, potentially

leading to life-threatening complications. Early detection combined with lifestyle changes

can significantly enhance health outcomes. However, the logistical and cost barriers

associated with visiting healthcare facilities or acquiring blood testing equipment for infre-

quent use often deter prescreening efforts, thereby limiting opportunities for preemptive

treatment. These factors contribute to increased healthcare costs over time, which has

motivated the development of the GlucoScreen prototype.
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GlucoScreen is designed to be an affordable, user-friendly, and reliable in-home testing

solution that capitalizes on widespread technologies—smartphones and cost-effectively

modified test strips. A key innovation is the use of the phone’s capacitive touchscreen

for data transmission between the test strip and the phone, which eliminates the need for

an external reader. This method is more cost-effective than alternatives like USB, BLE,

WiFi, or NFC, which involve expensive and power-intensive integrated circuits. With most

phones featuring capacitive touchscreens, this solution holds promise for the vast and

growing number of smartphone users.

The device requires only a minimal 20 µW of power, sourced from the phone’s flash,

thus avoiding the need for batteries or a USB connection. While audio-port-based com-

munication could also utilize low-cost circuitry, the phasing out of audio ports in newer

phone models makes this less viable. I also considered using the phone’s USB port for

power, but this would necessitate multiple test strip versions to accommodate various

USB types. However, using photodiodes allows for a single, universally compatible test

strip version at a comparable cost to the USB connector.

The clinical evaluation showed a higher mean absolute error (MAE) compared to the

benchtop study, likely due to the differences between testing with artificial solutions and

actual blood samples. Unlike artificial solutions, blood includes cells and biochemical

interference and has higher viscosity, leading to noisier test strip responses. Moreover,

the clinical study had less training data available for building the regression model than

the benchtop study. I anticipate that increasing the volume of clinical data could reduce

the MAE.

Future efforts might include usability studies to evaluate whether general smartphone

users would embrace this testing option and to confirm the prototype’s accuracy under real-

world conditions faced by non-expert users, such as understanding software instructions

and applying blood samples correctly.

I estimate that large-scale production (10,000 units) could bring the cost of a Gluco-

Screen strip down to approximately $2.8 each. With potential for each strip to accommo-
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date multiple glucose biosensors, the cost per test could effectively be halved to about

$1.4, making the cost of prescreening comparable to current market prices but without

the need for an external glucometer, potentially reducing initial screening costs by over 90

Currently, GlucoScreen utilizes a polymer substrate, but my goal is to transition to more

sustainable materials. Modern test strips using paper substrates suggest that electronic

components could be directly affixed and later recycled, enhancing environmental sustain-

ability. Future developments might also include integrating printable organic photodiodes,

which are eco-friendly and could further reduce the costs of test strips.

Table 3.1: GlucoScreen prototype component cost for large quantities (N=10,000 units).

Electrical component pricing was obtained from Octopart.com [15] for 10,000 units each.

Glucose strip manufacturing cost estimates were obtained from [1].

Part number Price per unit ($) Quantity Total Price

BPW34FS 0.308 3 0.924

PD15-22C/TR8 0.091 6 0.546

3SK294 0.115 2 0.23

2N7002 0.012 1 0.012

TLV521 0.134 4 0.536

S1313 0.097 1 0.097

Passive components - - <0.01

Glucose Test Strip 0.15 1 0.15

Total price = $2.813
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Chapter 4

ACCELERATING ADD-ON DEVELOPMENT FOR DIAGNOSTICS: A

TOOLKIT FOR RAPID TEST STRIP INTEGRATION

4.1 Motivation and Design Goals

In the previous chapter, I successfully developed a low-cost glucose test strip add-on

for prediabetes screening, demonstrating strong, robust sensing and accurate results.

This achievement highlights the immense potential for such diagnostic approaches to

significantly impact public health, particularly in regions where traditional lab facilities

are less accessible. It is important to note that this technology is not limited to glucose

measurement; its core principles can be applied to many other electrochemical assays.

To help researchers quickly explore and implement these diverse assays for various

diagnostic uses, I developed PhoneScreen (shown in Figure 4.1). PhoneScreen is a

hardware development toolkit designed to accelerate the creation of low-cost, rapid

electrochemical diagnostic assays for smart devices. By providing an accessible platform

for testing new electrochemical assays and developing affordable test strip add-ons,

PhoneScreen aims to democratize access to this crucial technology, significantly lowering

the barrier for innovators in global health and personalized medicine.

The design goals for PhoneScreen are centered around three key pillars: cross-

device compatibility, affordability, and low power consumption. Firstly, the toolkit must be

versatile, seamlessly integrating with various commercially available devices, primarily

smartphones, to ensure broad user adoption and avoid limitations tied to specific hardware

models. Secondly, cost-effectiveness is paramount. The components and overall system

should be readily affordable, making this advanced diagnostic development capability

accessible to a larger community of researchers and developers. Finally, minimizing
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Figure 4.1: The PhoneScreen hardware development kit featuring the main PCB with

integrated potentiostat circuitry and adjustable probes for test strip connection.

power consumption is critical. The toolkit should have a negligible impact on the host

device’s battery life, eliminating the need for frequent charging and ensuring a smooth,

practical user experience for both development and eventual deployment. By adhering

to these principles, PhoneScreen facilitates the creation of practical, user-friendly, and

widely adoptable side-channel sensing add-ons for diagnostics.

4.2 System Overview

PhoneScreen is a comprehensive hardware development kit designed to enable re-

searchers to quickly develop and test low-cost, rapid electrochemical diagnostic assays.

The system comprises a specialized printed circuit board (PCB) with adjustable probes
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and a companion software application. The core concept involves seamlessly integrating

a standard electrochemical test strip with the PhoneScreen hardware for rapid prototyping

and validation. The system is designed to provide precise control over electrochemical

parameters and enable real-time data acquisition, simplifying the experimental setup often

associated with diagnostic development. Its modular nature allows for easy adaptation to

various test strip designs and assay types, thereby accelerating the iterative design and

testing process for new diagnostic solutions.

4.3 Hardware Design

The PhoneScreen hardware is meticulously engineered to provide a flexible and precise

interface for electrochemical test strips. The central component is a compact PCB,

equipped with a potentiostat circuit, signal conditioning elements, and a microcontroller

for data acquisition and communication. A key feature is the Strip Adapter mechanism 4.2.

This adapter features adjustable, spring-loaded gold-plated probes that provide reliable

electrical contact with the test strip’s electrodes. The adjustable nature of these probes

allows for compatibility with a wide range of test strip designs, accommodating varying

electrode layouts and sizes without requiring custom fabrication for each new assay. The

underlying PCB also incorporates a grid pattern, assisting in the precise placement and

alignment of different test strips. The hardware is designed for low power consumption,

making it suitable for integration with mobile devices, and its modular design ensures

durability and ease of use in a research and development environment.

4.4 Companion Software

To complement the versatile hardware, PhoneScreen features a comprehensive Compan-

ion Software interface 4.3. This intuitive application provides researchers with real-time

control over electrochemical parameters and immediate visualization of experimental data.

Users can fine-tune critical settings such as voltage low, voltage high, potentiostat gain,
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Figure 4.2: Close-up view of the PhoneScreen Strip Adapter, showing the adjustable,

spring-loaded gold-plated probes making contact with an electrochemical test strip. The

grid pattern on the PCB assists in precise placement.

and audio communication parameters, all accessible via sliders and input fields. The soft-

ware also offers real-time audio capture, displaying audio waveforms and spectrograms,

which are essential for analyzing the modulated signals from the electrochemical reaction.

A demodulation module processes the raw audio data, extracting the relevant signal for

concentration calculation. The user interface prominently displays the “Calculated Con-

centration,” providing instant feedback on assay performance. The software streamlines

the entire process: users attach a new test strip, adjust settings for accurate readings, run

tests to validate the assay, and then, crucially, can generate a new hardware list/design
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for a more integrated solution. This integrated software-hardware ecosystem significantly

accelerates the development cycle for new diagnostic add-ons.

Figure 4.3: The PhoneScreen Companion Software interface, displaying real-time po-

tentiostat settings, audio input visualization (waveform and spectrogram), and signal

demodulation results, including calculated concentration.

4.5 Usability and Workflow Evaluation

For a development kit intended to accelerate research, usability is paramount. A complex

or frustrating workflow would undermine its core purpose. To gather initial feedback on

PhoneScreen’s usability and workflow, I conducted an early-stage evaluation with three

prospective users.
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4.5.1 Objective

The primary objective of this preliminary evaluation was to assess the clarity of the Phone-

Screen setup process, the intuitiveness of the companion software, and the efficiency of

the overall assay development workflow. I aimed to identify initial pain points, validate key

design decisions, and gather qualitative insights to guide further refinement.

4.5.2 Participants

I recruited three participants (P1, P2, P3), each with varying levels of experience in elec-

trochemistry and hardware prototyping. P1 had extensive experience with lab-grade

potentiostats but a limited software development background. P2 had moderate ex-

perience with electrochemical assays and good software proficiency. P3 was new to

electrochemistry but keen on exploring rapid prototyping tools.

4.5.3 Methodology

Each participant was provided with a PhoneScreen development kit, a set of electrochem-

ical test strips, and a brief introductory tutorial. They were then asked to complete a series

of tasks:

• Connect the PhoneScreen hardware to a laptop and launch the companion software.

• Properly insert and secure a test strip using the adjustable probes.

• Navigate the companion software to adjust potentiostat settings (e.g., set “Voltage

Low” and “Voltage High”).

• Initiate a simple electrochemical measurement.

• Observe and interpret the real-time audio spectrogram and demodulated signal.
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• Save a custom configuration for the potentiostat settings.

• Load a previously saved configuration.

• Throughout the tasks, participants were encouraged to think aloud. Their interac-

tions were observed, and an informal interview was conducted post-task to gather

subjective feedback on ease of use, perceived efficiency, and suggestions for

improvement.

4.5.4 Key Findings

The early evaluation provided valuable insights:

• Positive Aspects: All participants found the hardware setup, particularly the ad-

justable probes, to be straightforward and intuitive, requiring minimal instruction.

The real-time audio spectrogram was highly praised for providing immediate vi-

sual feedback on the signal quality. The ability to digitally change parameters and

save/load configurations was highlighted as a significant advantage over traditional

benchtop potentiostats.

• Identified Challenges: Participants with less electrochemistry experience (P3) initially

found the specific terminology of potentiostat settings (e.g., “Wiper Setting” values)

less intuitive, suggesting a need for more contextual help or user-friendly labels. P1,

accustomed to more complex lab software, desired more advanced data analysis

features directly within the application. Some minor confusion arose regarding the

precise mapping between slider values (0-128) and physical units (Volts, kHz).

• Workflow Efficiency: The overall workflow for rapid test strip integration was per-

ceived as significantly faster than setting up conventional lab equipment. The quick

feedback loop between adjusting settings and observing results was particularly

beneficial for iterative development.
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• Limitations: This early evaluation, with its small sample size, served as a qualitative

assessment to identify initial usability heuristics rather than a quantitative measure

of performance. The findings will inform subsequent design iterations, which will

then undergo more rigorous and extensive user studies with a larger, more diverse

group of researchers to validate the toolkit’s impact on accelerating diagnostic

development.

4.6 Discussion

PhoneScreen represents a significant step towards democratizing diagnostic add-on

development. By providing a flexible, affordable, and user-friendly toolkit, I enable re-

searchers to rapidly prototype and test electrochemical assays. The emphasis on cross-

device compatibility and low power consumption ensures that the solutions developed

with PhoneScreen can be easily integrated into existing mobile ecosystems, broadening

their potential impact on public health, especially in underserved regions. The system’s

ability to facilitate quick iteration and validation of test strips significantly reduces the time

and cost associated with bringing new diagnostic tools to fruition. The ultimate vision

is to foster a community of innovators who can leverage PhoneScreen to create a new

generation of accessible, personalized diagnostic solutions.
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Chapter 5

EXTENDING SMARTWATCH SENSING: A MODULAR ADD-ON

PLATFORM FOR EXTERNAL SENSOR INTEGRATION

In this chapter, I design and develop an add-on sensor platform for smartwatches

named WatchLink, shown in Figure 5.1. This platform enables users to connect external

sensors to smartwatches in a low-cost and low-power manner by transmitting sensor data

through the smartwatch’s ECG hardware. I will demonstrate various applications and the

design space of this technology throughout this chapter.

5.1 Introduction

As smartwatches become integral to modern health assessments and lifestyle, their em-

bedded sensors play a pivotal role by capturing diverse environmental and physiological

data. These devices track everything from heart rate and sleep patterns to physical activity

and environmental exposure, providing valuable insights into individual well-being.

However, wearable manufacturers often prioritize broad market appeal over the niche

demands of specific user groups. For example, field researchers or construction workers

who are frequently exposed to sunlight could benefit from a wearable with a UV light

sensor to monitor their UV exposure and prevent skin-related health issues. Similarly,

those in polluted environments might find air quality monitoring wearables useful for

avoiding hazardous conditions. Moreover, certain features like a breathalyzer may only

be necessary after specific activities, such as drinking. Additionally, users with particular

motor abilities might prefer physical buttons over touchscreens for ease of use.

Creating single-function devices with specialized sensors entails high costs due to the

need for dedicated processors, communication systems, and unique hardware. Mass-
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Figure 5.1: WatchLink allows sensors to be added to commodity smartwatches via the ECG

interface. Sensors can be (A) integrated into a watch case or (B) worn as a companion

accessory, like this alcohol sensor. (C) A user is blowing on the worn breath alcohol

sensor, and ECG communication is coupled through the user’s fingers. (D) Sensors

can also be added to watch straps, like this body temperature sensor, which (E) can be

touched to the forehead for measurement.

producing smartwatches with these specialized sensors is often not feasible due to the

high costs, complex integration, and limited market demand for such specific features.

This challenge presents an opportunity for developing niche add-on sensors that can

significantly extend the utility of smartwatches for particular needs by utilizing the existing

capabilities of these devices for display, data logging, and processing. Designing these

sensors to be low-power further enhances usability by minimizing the need for frequent

recharging. Nevertheless, the primary challenge lies in developing an economical and

low-power method to integrate these sensors with the watch.

I propose a novel solution utilizing the widely available electrocardiogram (ECG)

hardware on smartwatches to receive data from external sensors, enabling low-power

and cost-effective communication. This method employs frequency modulation to encode

sensor data into voltage variations, which the ECG hardware, designed to detect small

voltage potentials generated by the heart, can then capture.

This approach is superior to traditional methods like Bluetooth Low Energy (BLE) and

WiFi in terms of energy efficiency and cost. It uses significantly less power and requires
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fewer expensive components1.

To demonstrate the feasibility and versatility of this method, I designed and imple-

mented four different sensor modules: a UV light sensor, a body temperature sensor,

external buttons for smartwatch control, and a breath alcohol sensor. These modules

communicate with mainstream smartwatches—Apple Watch Series 9 and Google Pixel

Watch 2—via the ECG interface, illustrating the practicality of my proposed communication

technique. I also explored the ECG interfaces of these devices to assess their suitability for

data transmission and examined various form factors and power sources for the sensors.

This work contributes in the following ways:

• Introduces a novel technique for data transmission using smartwatch ECG hardware,

alongside an evaluation of these interfaces for communication purposes.

• Explores the design space for integrating add-on sensors, proposing various meth-

ods for seamless connection to smartwatches.

• Develops and tests four unique add-on sensor devices, demonstrating diverse

interfacing and powering methods.

5.2 Related Work

WatchLink aims to enhance the sensing capabilities of smartwatches affordably, with low

power consumption, and without compromising the watch’s inherent functionalities. This

project focuses on extending the utility of widely available smartwatches through add-on

sensors, a concept driven by both past and present market needs.

1WatchLink communication utilizes a low-dropout voltage regulator (LDO) (TPS7A0318PDBVR,

$0.118/unit) and a 555 timer (ICM7555IBAZ-T, $0.010/unit) for a total cost under $0.13. This com-

bination consumes less than 100µW during active transmission. In comparison, Bluetooth Low Energy

(BLE) communication with the NRF52805 chip (from $1.214/unit) consumes about 5.7 mW during active

transmission (datasheet from Nordicsemi.com). All component costs in this paper are sourced from

Octopart.com (on a 10,000-unit basis).
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Detachable Watch [114] investigated the potential of modifying existing smartwatches

to detach the watch body from the wristband to increase functionality, revealing significant

user interest in modular sensor capabilities for watches. Additionally, early smartwatch

manufacturers, including the now-defunct Pebble, explored this area with “smartstraps”

that connect to the watch via a pogo pin interface for power and data transfer [3]. An-

other initiative, ReserveStrap, attempted to augment early Apple Watches with additional

batteries through a hidden debugging port, although this was later disabled by software

updates from Apple [5].

With limited physical access to ports on modern smartwatches, newer designs have

turned to wireless connections. Traditional connections like Wi-Fi and BLE consume

significant power—over 100 mW and 5 mW, respectively—for active transmissions [218,

183, 172, 69]. NFC offers a battery-free option but is restricted in current smartwatches

to only tag functionality, not supporting reading capabilities [245, 79]. Ultrasound com-

munication [76, 100] presents an affordable audio-based alternative; however, its higher

power requirements necessitate frequent battery replacements.

Alternative technologies have been explored to develop energy-efficient, cost-effective

communication methods compatible with common devices like smartphones. For instance,

WiFi [56, 112, 113, 261, 263, 262] and BLE backscatter [67, 259, 260] leverage ambient

signals to create interactive tags. Despite their innovations, these approaches typically rely

on a continuous power supply and complex hardware, escalating costs and complexity.

Ultra-Wideband (UWB) communication stands out for its low power requirements and

compatibility with new smart devices but suffers from high costs due to specialized

hardware requirements [182].

My approach, leveraging the ECG hardware already present in smartwatches, avoids

the complexity and cost associated with additional microcontrollers, radios, and power

management systems required by other wireless protocols. This enables us to develop

inexpensive, power-efficient sensor add-ons using simple components, which altogether

cost significantly less than a single BLE microcontroller IC [57, 195]. For example, the
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commercial AURA Strap—a BLE-enabled body composition and hydration monitor—retails

for $159 USD [19].

Furthermore, research has extensively explored utilizing existing infrastructures for

low-cost, low-power communication and sensing [89, 51, 47, 151, 140]. Various sensing

modalities have been examined, including audio [88], RF [228], optical light [22, 247],

LiDAR [42], and capacitive [227] methods.

Among these, GlucoScreen is notably similar to this project. It is a blood glucose

monitor powered by a phone’s flash and communicates through the phone’s touchscreen,

using basic components like an oscillator and transistor, thus avoiding more costly and

power-intensive alternatives [227]. However, touch panel communication is not ideal

for smartwatches due to limited screen space and the need for continuous functionality

without interference. WatchLink explores a novel approach by employing the ECG sensor

in smartwatches for low-cost, low-power communication, a method not yet fully explored

in existing literature.

5.3 ECG Sensing For Communication

Electrocardiography (ECG or EKG) is a vital medical technique that records the heart’s

electrical activity over time, playing a crucial role in diagnosing and monitoring heart

conditions. This method captures the electrical patterns of heart muscle contractions,

which pump blood throughout the body. Typically, an ECG involves placing electrodes

on specific skin areas—around the chest, arms, and legs—to detect the small electrical

changes caused by heart muscle contractions during each heartbeat. In standard practice,

ten electrodes are used to provide 12 different cardiac views (leads), each offering unique

insights into the heart’s health and functioning.

The essential components of an ECG setup include electrodes, amplifiers, and filters.

Amplifiers are critical for enhancing the faint electrical signals of the heart to a level suitable

for processing and analysis, given that heart signals can range from 1µV to 100mV, typically
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around 1mV [64]. Filters play a vital role in removing noise and interference, ensuring the

signals accurately reflect the heart’s activity. These signals are then digitally processed

to improve the signal-to-noise ratio (SNR), providing clearer and more accurate readings.

The integration of ECG technology into smartwatches has marked a significant ad-

vancement in personal health monitoring. Most smartwatches with ECG capabilities offer

a single-lead ECG, which, while less comprehensive than the 12-lead ECG used in clinical

environments, still provides valuable information on heart rhythm and rate.

Figure 5.2: Simplified view of an ECG sensing system in a smartwatch.

Smartwatches simplify ECG recording, as depicted in Figure 5.2. Typically, one

electrode is incorporated into the watch’s back plate, making contact with the wrist, while

another is placed on the side or a button. Initiating an ECG recording and touching the

second electrode with the opposite hand completes an electrical loop across the heart,

enabling the measurement of cardiac electrical signals. This configuration effectively

creates a single-lead ECG, measuring the electrical potential difference between the wrist

and finger during a heartbeat to record the heart’s electrical activity.

At a more technical level, the ECG system is designed to measure low-amplitude heart

signals with high gain. This sensitivity to voltage fluctuations allows us to repurpose the

ECG interface for data transmission by encoding data as voltage variations that the watch

can interpret. Additionally, the system’s high gain enables the detection of even weak
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signals, enhancing the communication’s robustness and reliability. These features make

the ECG system ideal not only for monitoring heart rate but also for new communication

applications.

5.4 Characterizing the ECG Channel

To determine the feasibility and limitations of utilizing ECG interfaces for communication

with smartwatches, I conducted a series of tests using commercially available smart-

watches. These tests examined the following channel characteristics:

• Signal Type: Evaluating the ECG interface’s capability to detect both DC (Direct

Current) and AC (Alternating Current) signals.

• Signal Amplitude: Identifying the minimum and maximum signal amplitudes that the

ECG interface can accurately read.

• Signal Frequency: Determining the range of frequencies, from lowest to highest,

that the ECG interface can effectively detect for AC signals.

5.4.1 Test Setup

I utilized two widely used smartwatches in the market for the experiments—the Apple

Watch Series 9 and the Google Pixel Watch 2—without any modifications to their hardware

or software.

For my tests, I established two connection points on each watch: one on the back

plate and another on the crown, using thin copper sheets affixed with scotch tape as

shown in Figure 5.3. These were connected to a function generator, with the back contact

serving as the ground and the crown contact as the signal point.

I utilized the native ECG apps on both watches to record the ECG data, which can

capture for up to 30 seconds and export the data as a PDF file. Advanced image
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Figure 5.3: ECG contact points (highlighted in yellow) on the Apple Watch Series 9 and

Google Pixel Watch 2.

processing techniques2 were applied to convert the waveform data from the PDFs into a

CSV format for detailed analysis.

5.4.2 Signal Type

DC

I started by injecting a DC signal starting at 1 microvolt (µV) and gradually increasing

to 1 volt (V). The increments were in stages: 100 microvolts (µV) from 1 µV to 1000 µV,

then in 100 millivolts (mV) up to 1V. Observations from both watches indicated a rapid

recentering of the signal to remove any DC offset, suggesting the presence of a built-in

filter designed to negate DC signals.

AC

For AC testing, I introduced a 1 Hz sine wave with a peak-to-peak amplitude typical of

ECG signals (1 mV). Both watches successfully captured the signal, though a Fast Fourier

Transform (FFT) indicated minor distortions (Figure 5.4). These results demonstrate the

2For processing, the ECG PDFs were cropped to isolate the ECG signal, followed by contour-based

sub-cropping, color-based signal extraction, and concatenation of signal parts.
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(a) Apple Watch

(b) Google Pixel Watch

Figure 5.4: Sample of a 1 Hz sine wave signal captured by the ECG apps on the Apple

and Google Pixel Watches.
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(a) Apple Watch (b) Pixel Watch

Figure 5.5: Spectrogram showing the frequency response from 0.1 Hz to 50 Hz in the

Apple and Google Pixel Watches.

interface’s capacity to handle AC signals but not DC.

5.4.3 Signal Frequency

In this phase, I injected a linear chirp signal sweeping from 0.1 Hz to 50 Hz over 25

seconds, set at an amplitude of 10 mV. Both watches tracked the frequency sweep up to

around 20Hz, as shown in the spectrogram (Figure 5.5), with decreasing amplitude at

higher frequencies.

5.4.4 Signal Amplitude

For amplitude testing, I tested various frequencies (0.1 Hz to 20 Hz) at amplitudes from

100µV to 5mV. The data indicated that a minimum amplitude of 100µV was necessary for

effective detection, with signal quality decreasing significantly below this threshold.

These tests underscore that while smartwatches with ECG capabilities can effectively
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(a) Apple Watch

(b) Pixel Watch

Figure 5.6: Amplitude response at 1Hz in both watches, showing effective signal capture

above 100µV.
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process AC signals within certain frequency and amplitude ranges, their ability to handle

direct DC signals is limited by design. This highlights the potential for specialized applica-

tions that fit within these parameters, expanding the utility of ECG technology in wearable

devices.

5.5 A Sensor Platform for Smartwatches

The ECG interface on smartwatches, which includes accessible electrodes and the

capability to access raw data via native ECG apps, offers a distinctive platform for low-

level communication. This method circumvents the complexities and energy demands

associated with standard protocols like BLE, NFC, or WiFi, providing a more energy-

efficient means of data transmission. Utilizing the ECG interface as a communication

channel involves considering two main aspects:

1. Communication Protocol for Devices. The goal is to create sensor devices that are

both cost-effective and power-efficient. Given these constraints, adopting a complex

communication protocol may not be feasible. Instead, the protocol should be simple

and efficient, designed to facilitate effective data transmission without the need for

the elaborate hardware that more advanced protocols require.

2. Establishing a Physical Connection to the Watch. A significant challenge is develop-

ing a stable physical connection to the watch’s ECG electrodes, which are typically

located on the back of the watch and on its crown. This requires crafting a reliable

method for attaching sensors to these points to ensure consistent and clear data

transmission.

These considerations are crucial for integrating additional functionalities into smart-

watches without compromising their existing capabilities, thereby enhancing their utility

through novel yet straightforward technological solutions.
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5.5.1 Communication via ECG Sensing

This work capitalizes on the ECG interface’s capability to receive data, facilitating one-way

communication from external sensors to the smartwatch. Based on the ECG channel

characteristics described in Section 5.4, I know the ECG interface can effectively process

AC signals and sometimes encounters noise. While the time-domain signal may exhibit

distortions, the primary components within the frequency domain remain largely intact.

Consequently, I chose Frequency Modulation (FM) as the encoding method, which is well-

suited for operation in the frequency domain and is less affected by amplitude variations.

Additionally, FM modulation can be achieved with basic circuit components, making it an

economical choice.

For FM modulation, both square waves and sine waves (used during the initial tests)

are viable, but square waves are preferred for their ease of generation using simple circuits

such as timers, which simplifies the design and reduces component count. However,

square waves generate harmonic frequencies that might cause interference, necessitating

a balance between simplicity and spectral efficiency. To understand this balance better, I

performed experiments (Section 5.5.3) to test the ECG interface’s response to FM using

square waves, evaluating the effectiveness of this approach in practical applications.

5.5.2 WatchLink Sensor Design

I envision WatchLink as a versatile platform that integrates various sensors into a smart-

watch, tailored to diverse use cases and operational frequencies. For example, sensors

like those monitoring ambient UV radiation may need to run continuously in the back-

ground, while others, such as forehead temperature sensors, are activated manually when

needed. Additionally, some sensors, such as breath alcohol level detectors, are useful

only under specific circumstances, such as at certain events or locations.

To accommodate these different applications and usage scenarios, I propose three

distinct methods for attaching WatchLink sensors to smartwatches. The first method
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(a) (b) (c) (d) (e)

Figure 5.7: The configuration of a strap sensor. Sub-figures (a) and (b) illustrate the

initial two steps in affixing a strap sensor to a watch’s strap. The sensor is affixed to the

strap using double-sided adhesive tape. Subsequently, (c) demonstrates the process of

establishing a connection between the watch and the sensor through manual activation,

utilizing fingers. In contrast, (d) illustrates how persistent contact can be maintained

for continuous sensing. Additionally, (e) provides a side view of continuous contact,

highlighting an electrode making a sliding contact with the watch’s crown.

involves integrating the sensors into the watch strap, and the second method utilizes a

sensor-embedded case that allows for interchangeable straps. Both methods support

continuous sensing and manual activation. The third option is a separate accessory worn

alongside the smartwatch, primarily for manually activated sensors. I detail each method

below.

Watch Strap Sensors

These sensors are integrated directly into the watch strap, allowing users to switch between

straps equipped with different sensors as needed. Figure 5.7 showcases a design for

such a sensor. These sensors make contact with the body via an exposed electrode

5.7(b) positioned under the strap to ensure direct skin contact.

For sensors that require continuous sensing, this design includes an extension that
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maintains contact with the watch’s crown for data transfer. This extension features a fixture

that slides under the watch to contact the crown directly, as illustrated in Figure 5.7(e).

This fixture, typically made from a 3D-printed part, is designed to interact with the crown

without obstructing the watch’s other sensors, such as those for PPG, SpO2, and EDA.

The conductive surface of the fixture is supported by soft foam to establish reliable ohmic

contact with the crown while allowing unimpeded functionality for the user.

For sensors that require manual activation, the design includes another exposed

electrode 5.7(c) on the side facing the user. To activate the sensor, the user touches

this electrode and the watch crown simultaneously. This completes a circuit through the

user’s body, allowing the sensor signals to be transmitted to the watch.

Watch Case Sensors

These sensors incorporate sensor components and electrical circuits within a custom

watch case, as depicted in Figure 5.8(a). This design allows users to attach or detach

sensors easily by changing the case, providing flexibility to switch watch bands without

needing to replace the sensors. The case snaps onto the watch, connecting the ground

contact to the watch’s back, suitable for both continuous and manual activation sensing.

For continuous sensing, the case is designed to maintain consistent contact with the

watch’s crown. As shown in Figure 5.8(c), a 3D-printed case for the Apple Watch includes

a gold finger on the side that makes sliding contact with the crown’s center. This ensures a

reliable ohmic connection while allowing normal crown functionality. For manual activation,

users can initiate sensing by touching an exposed electrode on the case, positioned

similarly to the strap sensors, and simultaneously touching the crown with their fingers, as

illustrated in Figure 5.8(b).
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Companion Sensors

This approach allows for the use of add-on sensors as separate accessories, not neces-

sarily attached directly to the watch. These sensors can be integrated into a separate

band or accessory, which can be placed anywhere on the body, not just the wrist. Figure

5.8(d) shows an example of this configuration. To transfer data, the user touches an

exposed electrode on the sensor with one finger and the watch’s crown with another,

effectively completing the circuit for data transfer, as seen in Figure 5.8(e).

This manual connection method is particularly suitable for sensors that require acti-

vation only at specific times, such as a breath alcohol sensor before attending a social

event, or a smart bandage equipped with sensors to monitor wound healing. This setup

is optimal for sensors that are used sporadically or need activation based on specific

conditions, providing a flexible and user-friendly solution for diverse sensing applications.

(a) (b) (c) (d) (e)

Figure 5.8: The design and usage of case and companion sensors. (a) The case sensor

with electrical circuitry embedded inside the case. (b) The procedure for establishing

electrode contact between the sensor and the watch for manual activation. (c) The

mechanism of achieving continuous sensing through sliding contact with a crown. (d) A

companion sensor worn as a wristband accessory in conjunction with a smartwatch. (e)

The process of establishing a connection between a sensor and a watch for a companion

sensor.
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5.5.3 Background Experiments

Frequency Resolution

A critical aspect of frequency modulation (FM) is the frequency resolution, defined as the

smallest detectable change in frequency. Theoretically, frequency resolution is calculated

by dividing the sampling rate by the number of samples used in the Fast Fourier Transform

(FFT) analysis. However, due to the significant processing and filtering applied to signals

captured from smartwatches, I opted to determine the frequency resolution empirically.

I performed an experiment where I injected a square wave into the watch and gradually

reduced the frequency difference between it and another square wave until the system

could no longer distinguish between the two. This test was conducted across various

frequencies to see how frequency resolution changes across the bandwidth. Both the

Apple Watch and the Pixel Watch were tested using the setup described in section 5.4.

Initially, I attempted a frequency sweep, but found that both watches stopped recording

midway through the test, likely due to harmonics exceeding the designed frequency

handling capabilities of the ECG systems. Therefore, I adjusted my approach to focus on

discrete frequencies instead.

Using square waves between 1 Hz and 20 Hz, I observed significant harmonic content,

though the primary frequency remained dominant (Figure 5.9). The Apple Watch displayed

signals on its screen at higher frequencies but applied an additional filter before storage,

resulting in a loss of data above 10 Hz. Conversely, the Pixel Watch did not apply such

filtering, but signals captured above 10 Hz showed frequency domain shifts, not present

at lower frequencies. I found that both watches could differentiate frequencies separated

by at least 0.05 Hz, leading us to limit the sensor’s operation to 10 Hz and below, ensuring

a minimum frequency gap of 0.05 Hz for reliable operation.
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(a) Pixel Watch

(original)

(b) Pixel Watch

(zoomed)

(c) Apple Watch

(original)

(d) Apple Watch

(zoomed)

Figure 5.9: Spectrograms from the frequency resolution study for Apple and Pixel Watches

(with the right-side images being zoomed-in versions of the left ones), illustrating six

frequency responses triggered by a single frequency application on the watch. The plots

on the right show that both watches can distinguish frequencies as close as 0.05 Hz.

Through-Body Signal Propagation

In exploring signal transmission through the body, particularly for ’companion sensors’

where the sensor is connected to the watch via the user’s fingers, transmission could suffer

losses, potentially requiring an increase in signal strength. To determine the necessary

signal strength for consistent performance, I conducted a user study where participants

formed a circuit by connecting their thumb to an electrode linked to a function generator

and their index finger to the watch’s crown.

Participants tested various frequencies (1Hz, 5Hz, 10Hz) and amplitudes (50mV,

100mV, 300mV, 500mV, 700mV, 1000mV) on both Google and Apple smartwatches with

five individuals. Signals below 300mV were inconsistently detected, while amplitudes of

300mV and above showed consistent detection across all participants. Higher amplitudes

(500mV, 700mV) were only detected in two participants, and a 1000mV signal was not

detected by either watch for any participant. As a result, 300mV was identified as the

optimal signal strength for reliable detection in companion sensor applications.
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5.6 Example Applications

Figure 5.10: A display of WatchLink designs and their respective applications.

I have developed four distinct sensor applications to extend the capabilities of smart-

watches, all leveraging WatchLink’s ECG-based communication for connectivity. These

applications demonstrate different ways WatchLink can be integrated with smartwatches,

as illustrated in Figure 5.10. The applications include sensors for ambient UV light detec-

tion, body temperature measurement, breath alcohol levels, and additional input buttons

for enhanced user interaction.

In designing each of these sensor add-ons, I prioritize cost-effectiveness and energy

efficiency. This focus aims to improve both the affordability and the operational longevity

of the sensors, making them viable for everyday use while minimizing their environmental

impact.

5.6.1 UV Light Sensor

Exposure to UV light can lead to severe skin damage, including sunburn, premature aging,

and heightened skin cancer risks. Furthermore, UV rays can damage the eyes, increasing

the risk of conditions like cataracts, and suppress the immune system, which decreases
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(a) (b) (c)

Figure 5.11: (a) The UV light sensor from both front and back is built on a flexible PCB

with a design that allows it to be integrated into a 3D printed case designed for the Apple

Watch. (b) The case is equipped with the PCB, demonstrating how the case engages in

sliding contact with the watch’s crown and how the PCB establishes a connection with the

watch’s ground. (c) A graph depicting the correlation between the sensor’s prediction of

UV light intensity and the actual measured values.

the body’s ability to combat certain infections [243]. It is crucial to monitor UV exposure,

particularly during outdoor activities, to reduce these health risks.

The UV Index measures UV radiation, quantifying the risk of sunburn based on the UV

rays at a specific location and time. This index aids in understanding the potential damage

to skin and eyes from UV rays and highlights the necessary protective measures. Higher

UV Index values indicate increased risk and the need for enhanced sun protection. To

facilitate monitoring, I developed a sensor add-on using WatchLink that provides real-time

UV Index readings.

The sensor add-on is designed as an Apple Watch case that continuously measures

UV Index values. It incorporates a flexible printed circuit board (PCB) that fits inside a 3D-

printed case as depicted in Figure 5.14. The case interacts with the watch’s crown through

a gold finger and connects with the watch’s ground through a flexible electrode. I utilize the

GUVA-S12SD UV light sensor with its nano-level output amplified by a TLV521DCKR op-
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amp, frequency modulated by a CSS555 555 timer as described in [147], and transmitted

to the watch. The prototype harnesses ambient light for power through 11 photodiodes,

with 5 (VBPW34S) optimized as a current source and 6 (PD15-22C/TR8) as a voltage

source. This arrangement ensures low-cost and adequate power for the circuit, which

includes voltage regulation to 1.8V via a TPS7A0318PDBVR LDO. The material cost

totals $6.077, with a power consumption of 90µW, allowing operation in light conditions

exceeding 8000 Lux, typical of outdoor daylight.

I tested this sensor add-on with an Apple Watch under various UV light conditions and

compared the results to readings from a commercial UV light meter [24]. The data, shown

in figure 5.14, indicates that the UV index readings from the prototype correlate well with

the commercial meter’s readings.

5.6.2 Body Temperature Sensor

(a) (b) (c)

Figure 5.12: (a) The body temperature sensor from both front and back views. (b) The

method of attaching the sensor to the watch strap, where the sensor, constructed on a

flexible PCB, wraps around to adhere to the inner side of the strap, establishing a ground

connection with the user’s body. (c) The relationship between the sensor’s temperature

predictions and recorded temperatures.
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Modern smartwatches like the Apple Watch Series 8 and various Garmin models now

feature skin temperature sensors as part of their health monitoring capabilities. While

these sensors offer valuable health insights, they fall short in accurately measuring core

body temperature compared to traditional methods such as forehead or ear thermometers.

This is due to the influence of external factors on readings taken at the wrist, which is

significant when precise temperature readings are essential for detecting fevers or other

medical conditions.

To address this, companies like Google, with its Pixel 8 Pro smartphone, are incor-

porating dedicated temperature sensors capable of measuring forehead temperature

directly. This reflects a growing trend towards more accurate and practical body tem-

perature monitoring solutions. Nonetheless, most devices currently lack such integrated

sensors, creating an opportunity for additional sensor attachments that provide more

accurate measurements. These add-ons could enhance smartwatches, making them

more dependable for health-related temperature monitoring.

My design for a body temperature sensor add-on is a strap sensor that attaches to

a watch strap, wrapping around to maintain skin contact for grounding. The prototype,

shown in Figure 5.12, is designed for on-demand temperature measurements and includes

an accessible electrode that initiates communication with the watch when touched by the

user. To use, individuals can press the sensor against their forehead, as demonstrated in

Figure 5.1E, and establish a connection through touch, as outlined in Figure 5.7.

The prototype employs an LMT70YFQR temperature sensor with a ±0.13°C accuracy.

The sensor’s analog voltage output is amplified by a TLV521DCKR op-amp, frequency

modulated by an ICM7555IBAZ-T 555 timer as per the circuit described in [147], and

transmitted to the watch when the user makes a connection. The circuit is powered by

a small 3mAh coin cell battery (MS421R IV03E), with voltage regulated at 2.7V by an

NCP663SQ27T1G LDO. Battery conservation is achieved via a switch (CKN12215-1-ND)

under the contact electrode, which users can activate by pressing until a click is felt, as

shown in Figure 5.12.
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Notably, activating the circuit via the button is unnecessary for measurement since

the temperature IC needs to reach thermal equilibrium with the body. The power is

only needed for data transmission to the watch. With a minimal power consumption of

243µW, the circuit is highly efficient, allowing for years of operation on a single battery

and facilitating multiple daily measurements. The total cost for the materials in this sensor

is $1.983.

I validated the prototype’s performance by raising the sensor’s temperature using a

commercial hot plate and recording its readings. The data, presented in Figure 5.12,

confirm that the device provides accurate temperature measurements.

5.6.3 Breath Alcohol Sensor

(a) (b) (c)

Figure 5.13: (a) The breath alcohol sensor, from both front and back views. (b) The sensor

is attached to a wristband, with the sensor built on a flexible PCB, wrapping around to stick

to the inner side of the strap, thus making a ground connection with the user’s body. (c)

The correlation between the sensor’s predicted alcohol levels and the readings obtained

from a commercial breath alcohol meter.

An alcohol breath sensor, also known as a breathalyzer, measures Blood Alcohol

Content (BAC) from a person’s breath. BAC represents the percentage of alcohol in the
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bloodstream. Breathalyzers operate by detecting a chemical reaction with alcohol that

causes either a color change or an alteration in electrical signals. The primary technologies

utilized in these sensors are semiconductor oxide and fuel cell technology [220]. To obtain

a BAC reading, a person blows into the device, which analyzes the alcohol level in the

exhaled breath.

I developed an alcohol breath sensor as an independent wristband accessory that

interfaces with a watch. Figure 5.13 illustrates the sensor prototype. This design allows

users the flexibility to wear or remove the sensor as needed without modifying the watch.

The wristband features an electrode on one side to connect with the watch’s crown and

another on the opposite side to maintain a ground connection with the skin.

The prototype utilizes a commercial Metal Oxide (MOX) gas sensor (CCS803), which

senses alcohol levels and outputs an analog voltage. This voltage is amplified by a

TLV521DCKR op-amp and frequency modulated by a CM7555IBAZ-T 555 timer as de-

scribed in [147]. The circuit is powered by a compact 3mAh battery (MS421R IV03E),

measuring 4.8mm x 2.1mm, and includes a switch (CKN12215-1-ND) under the finger

contact electrode. This switch is easily activated simultaneously as the user establishes

contact with the watch’s crown. The gas sensor consumes 20 mW, enabling the battery

to support approximately 27 breath tests, each lasting 20 seconds. The total cost of

components for this sensor is $6.595.

To verify the prototype, connected to a Google Pixel Watch, I performed tests using

various ethanol concentrations alongside a commercial breath analyzer [23]. The results,

shown in Figure 5.13, demonstrate a strong correlation between the prototype and the

commercial device’s readings.

5.6.4 Touch Buttons for Interaction

Smartwatches often struggle with user input due to their small screens, which complicate

precise touch interactions and limit the addition of extra controls such as buttons. While
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voice control is an alternative, it may not be suitable in public due to privacy concerns

and convenience issues.

To enhance user interaction without increasing the watch size, I suggest integrating

additional buttons into the watch strap, specifically forming a directional pad (D-pad).

This D-pad allows users to navigate more easily and assigns each button as a shortcut

for quick access to various functions. These buttons can also work in tandem with other

watch features, such as the crown, to adjust scrolling speeds or access different menus,

thereby enhancing the user experience.

In my design, I power the strap’s additional buttons using ambient light captured by

photodiodes (3 x VBPW34S + 6 x PD15-22C/TR8), with a storage capacitor (2mF) to

maintain charge even without light. The power from the photodiode array is regulated to

1.8V by an LDO (TPS7A0318PDBVR).

I replaced the previously used 555 timer with an op-amp-based (TLV521DCKR) relax-

ation oscillator for frequency control [217], adjusting feedback paths and resistance to

change the output frequency with each button press. This system consumes less power

but offers lower frequency resolution; however, it is sufficient to distinguish four unique

button inputs.

The entire circuit consumes just 10µW, allowing continuous operation on the energy

from the photodiodes without needing sleep cycles. It requires a minimum of 400 lux

to function effectively—this is achievable in most indoor settings, such as well-lit offices

(500 lux) and homes (300 lux), as noted by Wen-Shing[208]. The total cost for these

components is $0.402.

I tested this system by pressing each button individually and recording the frequencies

of the resulting signals. The results show that the D-pad’s four distinct frequencies can

be successfully identified, confirming the efficacy of my design in improving smartwatch

usability.
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(a) (b) (c)

Figure 5.14: (a) The external button attachment from both front and back sides. (b) The

buttons attached to the watch strap. (c) The sensor establishing a sliding contact with the

watch’s crown affixed to a 3D-printed component.

5.7 Limitations and Future Work

My prototypes are currently designed to integrate single sensors; however, they can

inherently support multiple sensors operating simultaneously due to distinct carrier fre-

quencies for each sensor’s data stream, similar to channel separation in FM radio. The

frequency resolution achieved is 0.05 Hz across a bandwidth ranging from 0.5 to over 10

Hz, allowing for multiple concurrent sensor channels.

There is potential for interference between sensors like UV light detectors or buttons

on a smartwatch with ECG readings, as they may transmit data within the same frequency

band as ECG signals. To address this, one approach is to temporarily disable other

sensors during ECG measurements using a hardware switch to isolate ECG data, although

this could impair the user experience by deactivating sensor functionality. A preferable

alternative might be to adjust the data transmission frequencies of these sensors to fall

outside the ECG frequency range (0.5 Hz to 150 Hz [216]), ensuring minimal interference

while maintaining continuous sensor operation. The capability of the Watchlink setup to

operate below 0.5 Hz can be utilized here.
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Currently, the batteryless prototypes harvest energy from ambient light. Future designs

could explore alternative energy-harvesting techniques such as harnessing power from

watch vibrations, capturing sound energy from speaker output, or utilizing the energy

from the watch’s charging process to charge a supercapacitor or battery. These methods

would allow the sensors to function independently of ambient light conditions, ensuring

their consistent availability.

As of now, the prototypes consist of bare flex printed circuits. For optimal integration

with wearable environments, these circuits require more robust mechanical protection. To

achieve this affordably, the circuits could be encapsulated within injection-molded parts

to enhance water and dust resistance. Given the simplicity of these devices and their

firmware-free design, they do not necessitate their own firmware updates beyond what

may be required for the associated watch.
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INTRODUCTION TO PART III: ENHANCING SIDE-CHANNEL SENSING

WITH TARGETED HARDWARE MODIFICATIONS

Part III explores an alternative, yet powerful, strategy for enhancing side-channel

sensing: targeted modifications to existing smart device hardware. The previous sensor

add-on approach was developed for end-users of the device; this approach is targeted

towards the manufacturers of the device. While perhaps appearing less immediately

practical than simple add-ons, this approach offers significant advantages over a complete

redesign of existing devices or the development of entirely new components from scratch.

The core benefits lie in substantial reductions in both cost and development time for

manufacturers, leading to a lower Bill of Materials (BOM) and accelerated development

cycles. This strategic decision enables the introduction of novel sensing capabilities

more efficiently, making advanced technologies commercially viable and faster to bring

to market.

Crucially, this method also prioritizes the preservation of user familiarity. Drastic

hardware overhauls can disrupt user experience by altering a device’s form and function,

potentially alienating its existing user base. By focusing on targeted modifications, we

can seamlessly integrate new functionalities without fundamentally changing how users

interact with their familiar devices. This is a broad idea applicable to modifying any

hardware; however, in this part, I specifically focus on enhancing bio-impedance sensing

hardware, commonly available on smartwatches and smart rings. Traditionally, bio-

impedance sensors operate in the tens of kHz range. My work upgrades this capability to

the MHz range with a wider bandwidth, which unlocks a wide range of new applications

not previously possible.

This section will delve into two key examples of this philosophy: Chapter 6 introduces
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Ring–Based Wideband Bio-Impedance Sensing for Gesture, Object, Touch, and User

Recognition, demonstrating how subtle modifications to a ring form factor can unlock rich

interaction. Following this, Chapter presents Wristband–Based Wideband Bio-Impedance

Sensing for Touch Interaction on Everyday Uninstrumented Surfaces, showcasing how

a similar principle can transform a common wearable into a versatile interface for the

physical world.
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Chapter 6

RING–BASED WIDEBAND BIO-IMPEDANCE SENSING FOR GESTURE,

OBJECT, TOUCH, AND USER RECOGNITION

In this chapter, I explore how a hardware modification can enhance the functionality of

a smart ring. Typically, smart health devices utilize bio-impedance sensing to measure

skin conductance, which correlates with stress levels. This sensing usually occurs within

a bandwidth of several hundred kilohertz. However, by expanding this bandwidth into the

megahertz range, we can significantly enrich the device’s sensing capabilities.

The smart ring developed in this work, called Z-Ring, shown in Figure 6.1, can support

a wider array of functions using a single sensing modality. This expansion allows the ring

to perform gesture recognition, external surface touch detection, object identification, and

user recognition. This chapter details how extending the operational bandwidth facilitates

these advanced features.

6.1 Introduction

Our hands provide insight into our intentions, context, and activities. As the body’s pri-

mary means of interaction, hands engage in various tasks such as grasping objects,

gesturing to convey intentions, and manipulating interactive controls. Wearable sensing

technologies can capture these dynamics, offering valuable input to enhance computa-

tional experiences across gaming, augmented and virtual reality (AR/VR), and ubiquitous

computing.

In this research, I introduce a novel sensing system utilizing electric field sensing

within a unique antenna topology. This system can detect four distinct hand-related

activities: held-object recognition, gesture sensing, tangible UI interaction, and biometric
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Figure 6.1: Z-Ring senses bio-impedance changes caused by various interactions, e.g.,

with objects, finger motions, and metallic surface elements like copper tape. By analyzing

impedance over time and frequency, shown via spectrograms (A, B, C right), these

impedance changes can drive (A) object identification, (B) gestural interactions, and (C)

interaction with tangible user interface elements.

identification, all from a single instrumentation point on the base of the user’s finger. To my

knowledge, this is the first system to capture such a broad range of hand-related activities

with a single hardware component.

This method exploits the electrical conductivity of the human body by using the hand

as an antenna. As the hand adopts various poses, handles objects, or interacts with

conductive surfaces, the electromagnetic properties of this antenna change. These

alterations are quantified by measuring the hand’s bio-impedance, typically represented

by Z, which forms the core of this sensing approach.

The Z-Ring, my custom-designed ring prototype, detects subtle touches and finger

movements, enabling micro-gesture interactions. Electrical signals from the ring can

propagate through the hand to external objects or surfaces, allowing the Z-Ring to identify

variations in the hand’s impedance profile caused by these interactions. This capability

enables the recognition of objects held by the hand without needing to modify those

objects.

Additionally, I have developed a suite of interfaces, including buttons, a 1D slider, and

a 2D trackpad, that integrate seamlessly with the Z-Ring. These interfaces are designed
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with specific geometries that yield different impedance profiles upon interaction, which

the Z-Ring detects to pinpoint the contact location without the need for extra interface

electronics or batteries. Furthermore, the Z-Ring can identify its wearer through unique

anatomical variations that produce distinctive frequency response signatures.

Contrary to prior approaches that required instrumenting an object (e.g., a doorknob)

to serve as an antenna [176] or embedding an antenna in a device that the hand must

grasp [122], the Z-Ring uses the hand itself as a duplex antenna. This wearable format sig-

nificantly broadens the interactive possibilities across various application areas. Previous

body-as-antenna work [49] depended on ambient RF signals, restricting its functionality

to specific locations, or required RF emissions from active devices [136]. However, the

Z-Ring’s active impedance sensing approach allows for operation anywhere and with any

passive external objects. Moreover, it utilizes a wide range of frequencies, offering more

extensive sensing capabilities than systems limited to discrete frequency impedance

sensing [117, 268].

This work contributes the following:

1. A novel duplex topology employing multi-frequency impedance sensing, enabling a

single-point-of-instrumentation, wearable format for human-computer interaction.

2. The demonstration of the Z-Ring’s versatility across multiple applications: (a) single

and dual-hand gesture recognition, (b) recognition of held objects, (c) both discrete

and continuous touch input on passive user interfaces, and (d) user identification

and authentication.

3. Evaluation of the Z-Ring’s effectiveness through user studies, showing consistent

and robust performance across different users, applications, and over time.
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6.2 Related Work

The Z-Ring project intersects with five key research domains, enhancing and broadening

the scope of existing technologies in radio-frequency and electric field sensing via a novel

antenna design. This distinctive setup increases the Z-Ring’s applicability in interactive

scenarios. In terms of applications, the Z-Ring facilitates advancements in four crucial

areas: hand gesture recognition, object recognition, surface UI interaction, and user

identification. Initially, I analyze the contributions of Z-Ring to existing work in RF and

electric field sensing, focusing on various sensing topologies. Later, I examine related non-

electric sensing technologies and their interplay with Z-Ring across different application

contexts.

6.2.1 Electric Field and RF Sensing of the Hand and Body

The human body acts as a lossy conductor for high-frequency electric fields [75], enabling

its use as a medium for transmitting AC signals or serving as a ground shunt. This property

has been extensively utilized in human-computer interaction for a variety of applications,

including proximity detection, touch interactions, communication, identification, medical

imaging, and motion sensing. I explore these applications through the lens of their

electrode (i.e., antenna) topology, building on the classifications provided by Zimmerman

et al. [280] and Grosse-Puppendahl et al. [82], as shown in Fig. 6.2.

Mutual Capacitance

In the mutual capacitance or shunt mode configuration, the proximity of a hand or body

to a pair of transmitting and receiving electrodes alters the mutual capacitance between

them. This principle is commonly applied in touchscreens and trackpads. AuraSense

[276] implements various configurations with a single transmitting and four receiving

electrodes around a watch body to facilitate radial input in the air and on-skin buttons
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Mutual Capacitance

Tx Rx

Ex.: AuraSense [276]

Self Capacitance

Tx/Rx

Ex.: eRing [242],

PeriSense [241],

Touché [176],

Capacitive Fin-

gerprinting [93],

AtaTouch [122],

EtherPose [120]

Hand-as-a-Transmitter

Tx Rx

Ex.: Hantenna [188],

Vu et al. [224], Bio-

metric Touch Sensing

[99]

Hand-as-a-Receiver

Tx Rx

Ex.: DiamondTouch

[59], Carpacio [231],

EM-Sense [137],

Maekawa et al. [156]

1

Hand-as-a-Waveguide

Tx Rx

Shield

Ex.: Personal Area

Network [279],

Tomo [266], Zensei

[191], Cornelius et

al. [53], SkinTrack

[272], BodyRC [238],

ActiTouch [268],

ElectroRing (w/

active shield) [117]

Hand-as-a-Reflector

Tx Rx

Ex.: Soli [146], Thu-

Mouse [143]

Hand-as-a-Transceiver

Tx/Rx

Ex.: Z-Ring (this

work)

Figure 6.2: Various electric field sensing topologies categorized by transmit and receive

antenna coupling configuration (see [280, 82]). Z-Ring’s unique topology combines and

extends elements of existing topologies. Note: Body capacitance to ground is present in

all systems but is omitted here, where it is parasitic rather than utilized for sensing.
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and sliders. However, a noted limitation of mutual capacitance in such applications is

that as the transmitting and receiving electrodes are positioned closer, the electric field

(E-field) tends to cling closely to the electrodes, requiring close interactions. While this

characteristic benefits touchscreen applications by reducing power consumption and

noise, it presents challenges for far-field sensing in compact wearable devices. In contrast

to mutual capacitance setups, the Z-Ring employs a smaller electrode configuration that

injects signals into the body, utilizing the body itself as a transmission medium.

Self Capacitance

Self-capacitance or loading mode sensing involves using a single electrode for both

transmission and reception. When a ground-coupled body approaches the electrode,

part of the electric field is redirected through the body, altering the electrode’s capacitance.

eRing [242] and PeriSense [241] both introduce a ring-based accessory with external

electrodes that detect adjacent finger positions to identify distinct hand gestures. Similarly,

Touché [176] utilizes a swept frequency capacitive sensing technique to make conductive

objects (like door knobs or water tanks) touch-sensitive.

Like Touché, I adopt a swept frequency method that allows us to detect changes in

object interaction and user identity (refer to Capacitive Fingerprinting [93]); however, my

approach covers a wider frequency spectrum. In contrast to Touché, I employ galvanic

coupling to inject an AC signal into the body via a wearable device, enabling hand gesture

recognition without the need for touching an instrumented object.

AtaTouch [122] presents a VR controller that effectively detects pinching movements.

As the user’s fingers close around a central 6 cm linear antenna embedded in the handle,

there is a measurable change in the antenna’s far-field coupled return loss value. Building

on this, EtherPose [120] designs two wrist-mounted cloverleaf antennas to capture contin-

uous hand poses and microgestures. To ensure robust signal detection, the antennas are

tuned to resonate at 1.4 GHz with a diameter of 2 cm and an extensive tuning ground plane.
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Similar to AtaTouch and EtherPose, Z-Ring also utilizes impedance sensing with a vector

network analyzer (VNA) using the same electrode for both transmitting and receiving.

Yet, unlike these systems, Z-Ring employs a swept frequency approach with the hand

acting as an antenna, allowing for a more compact electrode configuration. This setup

enables Z-Ring to sweep a broader frequency range (1 MHz to 1 GHz), facilitating richer

interaction modalities.

Body-as-Transmitter

As a lossy conductor, the human body can effectively serve as a transmitting antenna, such

as when one holds a car key fob to their head to increase its range in a busy parking lot.

Hantenna [188] investigates the human body’s capability as a transmitting (or receiving)

dipole antenna, where users make direct contact with electrodes connected to a Vector

Network Analyzer (VNA). Their findings show that the body can enhance link levels by a

significant 15 to 20 dB. Similarly, Vu et al. [224] and Biometric Touch Sensing [99] employ

a signal injected into the body through a ring and wristband, respectively, to authenticate

users on a sensing tablet. Z-Ring also utilizes body-injected signaling but differs in that it

detects the reflected signal using the same electrode, eliminating the need for external

devices for sensing.

Body-as-Receiver

The body can also function as a receiver. Similar to Biometric Touch Sensing, Diamond-

Touch [59] facilitates user identification through touch interactions; in this setup, the

interactive table serves as the transmitter, while the body and chair act as receivers.

Carpacio [231] employs a similar principle to detect touches on a car touchscreen.

For interactions with touched objects, Cohn et al. [49] place an electrode on the back

of the neck to detect changes in ambient RF signals from sources like power lines and

appliances as users touch various objects, such as appliances, light switches, and walls.
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Humantenna [50] expands this technique to sense whole body poses.

In the realm of detecting held objects, EM-Sense [137] and Maekawa et al. [156] utilize

a radio and a wire coil, respectively, to capture broadband electromagnetic noise emitted

by electrically active household objects. Unlike these methods, Z-Ring employs an active

sensing approach that stimulates the hand and held objects, enabling it to recognize

objects that are electrically passive.

Body-as-Waveguide

The body-as-waveguide or intrabody coupling setup utilizes both transmit and receive

modalities with the body making direct galvanic contact with the electrodes. This configu-

ration has been explored for intrabody and interbody communication networks [279] and

medically to non-invasively probe internal body composition and tissue characteristics

[34]. For instance, Usman et al. introduced a ring-based bioelectrical impedance analyzer

to estimate body fat [221].

Zensei employs wide-spectrum bio-impedance sensing to identify users through six

electrodes on instrumented objects [191]. Similarly, Cornelius et al. [53] developed

an eight-electrode bio-impedance sensing wristband, achieving a 98% identification

accuracy among eight individuals and an authentication accuracy of 86.9%. Z-Ring also

utilizes body composition variations for biometric user identification and authentication,

but it uses just one pair of electrodes on the index finger.

Intrabody coupling has also been applied in gesture recognition applications. Tomo

[266] uses a band of eight electrodes around the forearm to perform Electrical Impedance

Tomography (EIT), allowing the system to identify 11 distinct hand gestures. Technologies

such as BodyRC [238], ActiTouch [268], SkinTrack [272], and ElectroRing [117] all inject

high-frequency AC into the body and monitor impedance variations due to skin contact.

BodyRC employs electrodes on each arm to distinguish touches, while ActiTouch pairs

an electrode on a VR headset with a wristband. SkinTrack transmits an 80 MHz frequency
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through a ring and measures impedance at four locations on a watch, enabling 2D

interaction on the skin nearby. ElectroRing uses a ring with transmit and receive pairs

separated by an active shield to accurately detect pinches, touchdowns, and releases.

In contrast, Z-Ring’s impedance sensing method uses a single active electrode for both

transmission and reception, eliminating the need for an active shield. Moreover, Z-

Ring employs a wideband frequency sweep instead of single-frequency measurements,

broadening the range of detectable gestures and expanding interactive possibilities

beyond simple touch recognition.

Body-as-Reflector

Radio-frequency electromagnetic (EM) waves reflect off interfaces where there is a sharp

impedance change, such as the transition from air to body. Doppler radar capitalizes

on this effect to detect spatial changes, even subtle movements like thumb-to-finger

microgestures. Various studies have explored radar techniques using external benchtop

antennas to detect these microgesture interactions [84, 95]. Google’s Soli project success-

fully miniaturized a 60 GHz radar system onto a single integrated circuit (IC), enabling it to

track dynamic gestures [146, 234]. ThuMouse expanded on this by facilitating continuous

motion detection [143]. In contrast to these methods that employ external antennas to

emit RF signals into the air, Z-Ring utilizes lower frequencies that are injected into the

body through a wearable device, enabling it to detect signal variations caused by actions

like pinches, touchdowns, or touch releases.

Body-as-Transceiver

Z-Ring utilizes a distinctive topology known as body-as-transceiver, which amalgamates

and expands upon elements from previous configurations. Similar to the *body-as-

waveguide* approach, this topology injects and receives current through the body

as a transmission medium but can operate with a single active electrode (akin to self-
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capacitance) for both transmission and reception, facilitating a single-point-of-instrumentation

setup. As an active transmit sensing method, my system exhibits less sensitivity to EM

noise compared to passive techniques, though it is still susceptible to potential voltage

fluctuations between the system’s ground and the earth ground (such as when a user

removes their shoes). To mitigate these fluctuations, I implement a bias resistor between

an electrode and the local body ground connected to Z-Ring’s sensor ground (refer to

Sec. 6.3.1). Moreover, the signal processing techniques incorporate or adaptively learn

normalization over time.

Z-Ring’s system sweeps a broad frequency range from the low MHz to low GHz,

capturing a comprehensive impedance profile—an advantage not shared by previous

works like EtherPose and ElectroRing. This capability enables four distinct interactive

applications using the same hardware: gesture sensing, held object detection, passive

UI interaction, and user identification. To my knowledge, no other work, whether involving

E-field sensing or not, covers such a wide array of tasks.

6.2.2 Non-Electric Field Sensing Approaches

I now explore non-electric field (EF) sensing methods across the four application domains

of Z-Ring.

Hand Gesture Detection via Non-EF Wearables

Commercial hand gesture detection systems [164, 14, 11] often use optical methods,

employing cameras mounted on devices such as AR/VR headsets or necklaces. These

systems need a clear line of sight to the hands, which limits their ability to detect gestures

made outside the camera’s field of view. To address this, various systems incorporate

sensors on the wrist, hand, or fingers, utilizing diverse modalities such as optical ([46],

[124], [159], [44], [153]), thermal ([81], [264]), bio-acoustic ([25], [168], [255]), ultrasonic

([104], [254]), mechanical ([213], [149], [130]), and inertial ([85], [162], [73], [144]). These
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devices can detect anything from simple pinches to discrete gesture sets and can drive

full kinematic models.

Despite their capabilities, these methods have notable drawbacks: (1) Passive IMUs

and bio-acoustic sensors can detect finger contacts but struggle with release detection,

crucial for actions like dragging and dropping; (2) Gesture sensing with IMUs often

requires multiple instrumentation points, complicating the setup; (3) Optical and ultrasonic

systems need an unobstructed view of the gesturing limbs, restricting sensor placement

and complicating pinch detection; (4) Mechanical and magnetic approaches necessitate

full hand, back of the hand, or fingertip instrumentation, which can be cumbersome.

In contrast, Z-Ring requires instrumentation only at the base of the index finger—an er-

gonomic and socially acceptable location. By utilizing the body as a transmission medium,

Z-Ring avoids the need for a line of sight, allowing it to reliably sense microgestures.

Additionally, it can robustly detect both touchdown and touch-up events for single and

dual-handed gestures, even with low touch velocity.

Held Object Detection via Non-EF Wearables

Recognizing the object a user is holding can provide valuable insights into their activities or

intentions. InDexMo [145] utilizes a finger-worn RFID transceiver to identify tagged objects,

but this method requires each object to be tagged or modified, which is impractical. Other

techniques assess the object by analyzing the user’s grasp, such as using EMG [71], wrist

topography [187], and inertial sensors [38]; however, these approaches can be overly

sensitive to variations in how the user holds the object.

Viband [135] and VibEye [174] both employ vibrations to identify objects. Viband

detects the characteristic vibrations of active objects, like drills or blenders, using an

oversampled IMU. VibEye, on the other hand, identifies passive objects by mechanically

inducing vibrations in them and measuring the resulting vibrations, achieving an accuracy

of 92.5% across 16 different objects. Similarly, Z-Ring also employs active excitation, but
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it does so in the electrical domain, allowing it to identify electrically passive objects, a

capability not shared by EM-Sense [137] and Maekawa et al. [156] (refer to Sec. 6.2.1).

Passive User Interfaces

Passive user interfaces offer an input medium that operates without the need for an external

power source or batteries. Various sensing modalities have been explored to enable

this functionality. Audio-based input methods like Scratchinput [91] facilitate passive

interaction on textured surfaces by analyzing the sounds produced when dragging a

fingernail across them. Acoustruments [133] also uses sound to enable passive input

by integrating low-cost, powerless mechanisms with portable devices. OptoSense [257]

employs an array of photodiodes to detect motions above the sensor, powered by ambient

light from the environment. Other optical techniques, such as Magic Finger [248] and

LightRing [115], use miniature cameras and sensors mounted on the fingertip to transform

any surface into an input medium. UbiquiTouch [229] utilizes a low-power touch sensor

energized by ambient light.

RFID-based approaches like IDsense [142], PaperID [141], RIO [177], and RapID

[203] provide passive input through RFID tags, with nearby RFID readers detecting and

interpreting backscatter signals from these tags. MARS [28] offers passive touch surfaces

via an ultra-low power sensing and back-scatter communication system.

Although these research initiatives enable passive input, they are often constrained

in terms of interactivity, can be costly to deploy, or require specialized infrastructure like

RFID readers in the environment. In contrast, Z-Ring overcomes these challenges by

offering robust input capabilities through low-cost interfaces that function without electronic

components or batteries.
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User Identification via Non-EF Wearables

Biometric recognition systems are crucial for regulating access to resources or enhancing

personalization in interactive applications. Wearable technologies employ a variety of

sensing methods to capture distinctive biometric data, including impedance (Sec. 6.2.1),

photoplethysmography (PPG), electrocardiography (ECG), iris recognition, gait analysis

via accelerometers, heartbeat acoustics, and skin conductance [35]. Since wearables

typically incorporate multiple sensors for fitness and activity tracking, these modalities

can be combined with each other or with traditional security measures like passwords to

enhance accuracy or enable continuous authentication [209]. For instance, Nymi [173]

integrates an onboard fingerprint reader for initial user authentication, utilizes ECG for

continuous “liveness” verification, and includes an NFC transmitter for communication with

host systems. Similarly, Z-Ring provides methods for continuous user recognition, offering

more secure, context-aware, and personalized experiences. Beyond just non-electric

field (EF) methods, Z-Ring also supports extensible authentication capabilities, allowing

for verification when the user is physically in contact with a resource by leveraging its

features for held object recognition, user identification, and signal transmission through

the body.

6.3 A Ring Wearable for Multi-Modal Hand Interaction

The Z-Ring prototype features a ring equipped with an electrical system that monitors the

impedance of a user’s hand. Changes in impedance may arise from finger movements,

holding an object, or touching an external surface. By tracking these impedance variations

over time, Z-Ring can discern user gestures, identify interactions with specially designed

passive user interfaces, recognize objects held in the user’s hand, and authenticate the

user’s identity. In the studies presented in this paper, the Z-Ring prototype is worn on the

index finger.
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6.3.1 Sensing Technique

When an electromagnetic wave encounters a boundary between two transmission medi-

ums, it partially transmits into the new medium and partially reflects back due to the

impedance mismatch between the mediums. By measuring the magnitude and phase of

the reflected wave at the boundary, one can determine the impedance characteristics of

the new medium. This method is commonly used in electrical engineering for assessing

antenna impedance: a vector network analyzer (VNA) sends a frequency-varying continu-

ous wave signal to the antenna under test and evaluates the reflected signals to ascertain

the antenna’s impedance across frequencies. I utilize this technique to analyze the hand

as if it were an antenna, measuring its impedance over a range of frequencies.

The human body, capable of absorbing RF waves and allowing transmission at specific

frequencies [75], enables the hand to function as an RF antenna. The Z-Ring capitalizes

on this by introducing a small RF signal into the body through contact with the finger, then

capturing the reflected signal to assess hand impedance. As the hand’s posture changes,

so does the antenna geometry, altering the associated impedance.

Impedance may also vary if the hand contacts external surfaces, like other objects or

parts of the user’s body. The signal from the ring flows through the hand to these surfaces,

causing reflections at the new boundaries formed between the hand and the surface,

leading to further impedance changes. These variations are informative for identifying

how the hand interacts with external surfaces.

6.3.2 Electrical Setup

Z-Ring assesses impedance by measuring the reflection coefficient, or S11, which quan-

tifies the amount of a wave that is reflected due to an impedance discontinuity in the

transmission medium. This coefficient’s magnitude is expressed as the ratio of the re-

flected wave’s amplitude to that of the incident wave. To perform this measurement, Z-Ring

uses the S11 port of a vector network analyzer (VNA). The Z-Ring prototype includes
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two electrodes for impedance measurement: the signal electrode, which both sends the

signal into the hand and captures the reflected signal, and the bias electrode, which

connects the hand to a local ground through a 2 M� biasing resistor. Figure 6.3a illustrates

this setup.

Figure 6.3b depicts Z-Ring’s electrical model as a simplified circuit. Here, the hand is

modeled as a combined variable resistor Rb, capacitor Cb, and inductor Lb, with values

that vary depending on hand posture and external contacts. An AC signal is fed into

the hand through a 50 � transmission line. Due to impedance mismatch at the ring-skin

interface, part of this signal is reflected back, while the rest travels into the hand. Re and

Ce represent the components of this impedance mismatch, influenced by factors such as

skin moisture and the tightness of electrode contact with the skin, respectively.

Additionally, the hand is connected to the sensor’s local ground via a 2 M� resistor. Cp

represents the parasitic capacitance resulting from the body’s weak coupling to the earth

ground, influenced by variables such as the material and thickness of the user’s shoe

soles and whether the feet are in contact with the floor. Given the minimal coupling to

earth, Cp is relatively small, and the impedance characteristics of the hand predominantly

define the circuit’s overall impedance.

6.4 Background Experiments

My sensing approach treats the human hand as a broadband, full-duplex antenna. Given

its complex structure of skin, muscle, fat, and bone, each layer influences its function as

an antenna. To better understand these properties, I conducted simulations to analyze

the frequency response of the hand and how it varies across different postures, when

holding objects, or when touching external surfaces.

I utilized CST Microwave Studio [211], a commercial electromagnetic analysis tool, for

the simulations. This software applies numerical methods like the finite element method

and finite integration technique to study electromagnetic fields within complex structures.
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(a) Electrodes (shown in yellow) on the finger. The signal electrode

is towards the finger’s tip, and the ground electrode is below it.

(b) Simplified equivalent circuit of Z-Ring’s electrical model.

Figure 6.3: Z-Ring’s electrical setup.
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I used Hugo [200], an electromagnetically precise 3D human body model from the US

National Library of Medicine, as the simulation base. In CST Studio’s PoserGUI, I modeled

the hand in various postures and their corresponding electrodes using copper material.

Figure 6.4 displays an example of a hand model equipped with ring electrodes.

The results indicate that the frequency range from 1MHz to 1000MHz is optimally

absorbed by the human body, making it suitable for gesture recognition; this range also

proved ideal in simulations for passive interfaces. For object detection, I observed that

frequencies above 500MHz, up to 1000MHz, begin to couple with objects through the air

as the signal wavelength aligns with object dimensions. Therefore, I utilize the 1MHz to 500

MHz range for object recognition experiments. For user identification and authentication,

the 1MHz-400MHz range yielded the most distinct responses, which guided the choice of

frequencies for these applications.

6.4.1 RF Energy Absorption

In the quest to determine the most efficient excitation frequency for the prototype, I

conducted modeling of the specific absorption rate (SAR) of the hand across a spectrum of

frequencies. SAR quantifies the rate at which RF (radio frequency) energy is absorbed per

unit mass by the human body. The testing spanned frequencies from 1 MHz to 2000 MHz,

known for their high absorption rates by the body [188]. The results, depicted in Figure

6.4, revealed a continuous decrease in the body’s absorption rate from 1 MHz (maximum

normalized SAR = 1) to 2000 MHz (maximum normalized SAR = 0.2). Notably, the

absorption rate experiences a significant reduction after 1000 MHz (maximum normalized

SAR = 0.47). Based on these findings, I opted for the frequency range of 1 MHz to 1000

MHz for the prototype’s excitation frequencies.
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Figure 6.4: Illustration of the biomedical hand model employed in the analysis of Specific

Absorption Rate (SAR) of the human hand, along with simulation results at various fre-

quencies (f). The figure showcases the ring electrodes on the hand model highlighted in

yellow, with the color bar indicating normalized SAR values.
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6.4.2 S11 Variations Based on Hand Pose

The investigation now delves into the variations of S11 during one-handed gestures, with

a particular focus on interactions between the thumb and index finger. Specifically, I aim

to elucidate how the contact between the thumb and index finger influences S11 and how

the location of this contact (e.g., at the tip or middle of the index finger) impacts S11. I

examine three scenarios:

1. When the index finger and thumb are not in contact.

2. When the thumb touches the tip of the index finger.

3. When the thumb touches the middle of the index finger.

Hand pose models were constructed for each scenario and simulated across a fre-

quency sweep from 1 MHz to 1000 MHz. The resulting S11 plots are depicted in Figure

6.5. The simulation outcomes reveal a significant decrease in S11 when the thumb and

index finger make contact. This reduction occurs because the thumb, upon touching

the index finger, loads the index finger antenna, diverting the signal away from the ring.

Consequently, less power is reflected through the signal electrode, leading to a drop in

S11. This discernible change in S11 enables robust differentiation between a pinch and

no pinch. Moreover, when the thumb makes contact with the index finger and swipes

closer to the ring, the S11 value also diminishes. As the physical distance between the

thumb and the contact point on the ring decreases, additional signal shunting occurs,

resulting in reduced reflected power and a lower S11 value.

6.4.3 S11 Variations When Holding Objects

This investigation delves into how S11 measurements fluctuate when a user holds various

objects. For this exploration, I selected four objects: a sphere, a disk, a cube, and a

cylinder. These objects encompass a range of shapes and sizes, contributing to diversity
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Figure 6.5: Various hand poses and their corresponding S11 measurements.

Figure 6.6: The figure shows four simulation models of hand holding different objects and

the corresponding S11 curves for those scenarios
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in the analysis. Additionally, each object necessitates a distinct holding grip, further

enhancing variation. While many materials can impact impedance, metal elicits the most

pronounced impedance changes. Therefore, I modeled these objects as solid aluminum

shapes. Four hand models were crafted to simulate the act of holding each object, as

depicted in Figure 6.6.

During the experiments, I observed that at higher frequencies, the dimensions of the

objects approached the quarter wavelength of the excitation signal (for instance, at 500

MHz, the quarter wavelength is approximately 15 cm, and at 1000 MHz, it is approximately

7.5 cm). This similarity, coupled with the close proximity of the objects to the ring, led

to direct coupling between the objects and the ring over the air, thereby influencing the

impedance measurements [278]. To mitigate this issue, I confined the sweep frequency

from 1 MHz to 500 MHz. The S11 results obtained from the simulation, as depicted in

Figure 6.6, reveal subtle yet discernible differences in the S11 curves corresponding to

different objects.

6.4.4 S11 Variations When Touching External Surfaces

The investigation comprised two distinct sets of experiments aimed at elucidating the

impact of touching passive surfaces on impedance. In the initial set, I manipulated the

shape and size of copper sheets, while in the subsequent set, I delved into the effect

of touching the same surface at different locations. These experiments were conducted

using a thin sheet of copper measuring 0.03 mm in thickness.

In the first set of experiments, I examined three different shapes: square (with sides

measuring 3 cm), triangle (with sides measuring 3 cm), and circle (with a diameter of 3 cm).

The outcomes of this experiment are showcased in Figure 6.7a. The observations revealed

that the S11 measurements for the copper-based shapes exhibited greater diversity at

lower frequencies, gradually diminishing towards the higher end of the frequency spectrum.

Additionally, experiments involving the same shape (a square) but with different sizes
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(sides measuring 1 cm, 3 cm, 5 cm, and 7 cm) unveiled that S11 measurements were

more sensitive to shape rather than size. For instance, when comparing the square with 3

cm sides to the triangle with 3 cm sides, the maximum difference in S11 values was 0.124

dB at 10 MHz. Conversely, when comparing the square with 1 cm sides to the square

with 7 cm sides, the maximum difference in S11 values was 0.07 dB at 10 MHz. This

underscores the notion that the shape of the surface exerts a more pronounced influence

on S11 measurements than its size, at least within the range of sizes examined.

In the subsequent experiment, I positioned a finger on three distinct locations (labeled

A, B, and C) of a 10-centimeter square piece of copper. The simulation outcomes for

this scenario are depicted in Figure 6.7b. These results unequivocally validate that S11

measurements exhibit variations contingent upon the touch point.

6.4.5 S11 Variations for Different Users

Given that the sensing methodology relies on utilizing the hand as an antenna, the distinct

anatomical features of each individual exert an influence on impedance measurements.

To explore how S11 measurements may differ among various individuals, I constructed

hand models exhibiting identical postures but divergent anatomical characteristics. These

differences were introduced by adjusting the values of biological components such as

bone, blood, fat, muscle, and skin. Table 6.1 provides an overview of these characteristic

values. Figure 6.8 illustrates the simulation outcomes. Notably, the results demonstrate

that disparities in S11 readings between individuals are most pronounced within the

frequency range spanning from 1 MHz to approximately 400 MHz.

6.5 Implementation

The Z-Ring prototype is equipped with two electrodes: the signal electrode, which both

transmits the signal into the hand and captures the reflected signal, and the bias electrode,

which grounds the hand to a local ground through a 2 M� resistor. Each electrode is crafted
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(a) The figure shows a hand model interacting

with three different copper shapes and the corre-

sponding S11 curves from the interaction.

(b) The figure shows three positions (A, B, and

C) on a copper square where the hand made

contact and the corresponding S11 curves from

the interaction.

Figure 6.7: Simulation results for hands interacting with a variety of passive copper shapes.
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Hand Model #1 Hand Model #2 Hand Model #3

ε σ ε σ ε σ

Blood 76.82 1.233 80.66 1.294 72.97 1.17

Bone 15.28 0.064 16.04 0.067 14.51 0.061

Fat 6.07 0.036 6.37 0.038 5.76 0.034

Muscle 65.97 0.708 69.26 0.743 62.67 0.673

Skin 69.45 0.507 72.92 0.532 65.97 0.481

ε = Dielectric constant | σ = Electrical conductivity (S/m)

Table 6.1: The table lists the different dielectric constants and electrical conductivity values

for modeling the three different hand types in user identification simulation experiments

[200, 211]

Figure 6.8: The figure shows the S11 simulation results for three hand models representing

three different people and carrying the same posture
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from a 65 mm by 8 mm strip of exposed copper on a flexible printed circuit board (PCB)

made from polyimide. This configuration is displayed in Figure 6.9a. The flexibility of the

PCB allows the electrodes to conform snugly around the user’s finger, encased within the

ring. The electrodes are positioned adjacent to each other along their entire length with

a 4 mm gap between them. To prevent oxidation from skin and environmental moisture,

the electrodes are coated with gold using the electroless nickel immersion gold (ENIG)

process.

On the opposite side of these electrodes, the flexible PCB includes a U.FL connector

to attach a shielded coaxial cable that links the electrodes to the vector network analyzer

(VNA). This side also houses the bias resistor associated with the ground electrode.

The PCB is attached to a velcro strip using double-sided tape, facilitating adjustable

fitting around fingers of various sizes. This setup, including the PCB mounted on velcro,

constitutes the ring configuration as shown in Figure 6.9b.

The S11 measurements are taken using a portable VNA, LiteVNA [253], which operates

between 51 kHz and 6 GHz and is powered by a rechargeable battery. The device

consumes 2.4 W, split between its measurement circuitry and display driver (1.16 W) and

the LCD backlight (1.22 W). The VNA is conveniently strapped to the user’s wrist with

velcro, keeping the connection to the ring’s S11 port short; its compact size of 91 mm by

58 mm suits this wearable application.

S11 measurements involve transmitting a frequency sweep and recording the reflected

signals. The VNA captures this data as a 51-point array, conducting 30 sweeps per

second, establishing a sampling rate of 30 Hz. The frequency range for these sweeps,

adjustable between 1 MHz and 1 GHz, is set according to the user application. Data from

these sweeps is transmitted via a wired USB connection to a MacBook Pro laptop, where

they are logged and analyzed by a custom Python application. Notably, the prototype

maintains consistent S11 amplitude changes during interactions, whether or not it is

connected to the laptop and operating on battery power. The VNA’s output power is

capped at 5 dBm to ensure safety [20]. Section 6.6 details the software processing
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pipeline for each type of interaction.

(a) Both sides of the electrode setup utilized in the Z-Ring prototype on a flexible

printed circuit board.

(b) A user wearing the Z-Ring prototype with a portable VNA strapped to their

wrist.

Figure 6.9: Electrodes for the Z-Ring prototype.

6.6 Application Domains

I now outline the data processing pipeline, evaluation, and results from the user studies

across four application domains: gesture recognition, object recognition, tangible user
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interfaces, and user identification. The study involved 21 participants (4 female; average

age 27.7, ranging from 18 to 33 years). Not all participants took part in each application

sub-study due to logistical constraints. Each sub-study lasted between one to three hours,

and participants completed them in a single session. No data was excluded based on

performance. The user research was conducted over a period of three months.

6.6.1 Gesture Input

Z-Ring enables input through hand gestures, facilitating always-available control for

wearable or environmental computing. It supports two interaction types: one-handed and

two-handed. The one-handed interactions involve subtle gestures between the thumb

and index finger, while two-handed interactions involve one hand interacting with the back

of the other hand. I have designed five specific gestures for both interaction scenarios:

tap, double tap, long tap, and swipes to the left and right. Figure 6.10 illustrates how

these gestures are performed. For instance, the various taps allow for different selection

actions in user applications, and the swipes facilitate navigation.

Recognition

Gesture recognition in the system is predicated on the frequency domain changes and

temporal patterns captured in the S11 measurements during gesture execution. Changes

in the frequency domain arise from alterations in the signal propagation paths while

performing gestures. Figure 6.11 illustrates these new signal paths for one- and two-

handed gestures. Temporal patterns emerge from the finger movements involved in each

gesture. For instance, the motion pattern of a double tap is distinct from that of a single tap.

In the analysis, I primarily use S11 magnitude as the key feature, although phase shifts

were also considered. However, phase shifts proved unstable due to the lossy nature of

the hand as a transmission medium, which leads to unpredictable phase changes.

For gesture recognition, S11 measurements are conducted using a frequency sweep
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(a) One-handed Z-Ring gestures. The gestures are performed with the thumb on the side of the

index finger. Different taps occur near the tip of the index finger, while swipes are made from the

tip to past the middle of the finger.

(b) Two-handed Z-ring gestures. The gestures are made with the index finger of the hand wearing

the ring on the back of the other hand’s palm. Taps are made near the center of the back of the

hand, and swipes span most of the hand’s back length.

Figure 6.10: The Z-Ring gesture set for one- and two-handed input and the optimal

locations to perform these gestures.
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from 1 MHz to 1 GHz. The recognition process begins with applying a moving median

filter to the real-time S11 data with a 200-millisecond sliding window, which highlights

impedance changes and reduces noise from motion artifacts. Subsequently, 1.5-second

windows of S11 data (about 45 S11 samples at 30Hz) are individually analyzed to detect

gestures. All S11 samples within each window are compiled into a spectrogram; Figure

6.12 displays spectrograms for the five gestures and a null state where no gesture is

performed.

Each spectrogram is resized to a 25x25 matrix and input into a convolutional neural

network (CNN) for gesture classification. Figure 6.13 depicts the architecture of the

CNN. To accommodate the possibility of gestures occurring at any point within the 1.5-

second window, I generate synthetic data by shifting this window between -600 and

+600 milliseconds in 30-millisecond increments. This time shifting involves rolling the

spectrogram along the time axis and wrapping the data around the edges.

For evaluation, I developed both user-independent and user-dependent models. For

the user-independent model, I augmented the training set by rolling the spectrograms

along the frequency axis. This adjustment accounts for individual variations in hand

anatomy, which affect impedance responses across different frequency bands. Specifi-

cally, I shift the spectrogram by 500 MHz in the increasing frequency direction in 20 MHz

steps and wrap it around the edges. This dual augmentation in both time and frequency

domains enhances the model’s ability to generalize across different users.

Evaluation

I conducted user studies to evaluate both one-handed and two-handed gestures, involving

14 and 15 participants, respectively. Each participant was seated in front of a computer

screen which displayed visual cues prompting them to perform specific gestures. The

protocol for both one- and two-handed gestures was identical, requiring participants to

execute each of the five designated gestures as well as a null gesture. The null gesture
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(a) For one-handed gestures, the path is a loop completed between

the index finger and thumb.

(b) For two-handed gestures, the path is a loop via both hands through

the torso.

Figure 6.11: The new electrical paths created (purple) between the two ring electrodes

(yellow) when performing a one- or two-handed gesture.

involved participants engaging in typical desk interactions such as touching their phones,

wallets, keys, and other personal belongings with both hands, serving as a control to

assess how the recognition system handled non-gestural activities.

In total, each participant performed 180 gestures, broken down into 6 sessions with

each session including 6 gestures (the five designated gestures and one null gesture)
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Figure 6.12: Spectrogram images illustrate various one-handed gestures and a data

window where no gesture occurred (Null). These spectrograms are created using S11

data that has been processed with a median filter. In each spectrogram, the y-axis

represents time, and the x-axis represents frequency, ranging from 1 MHz to 1000 MHz.

As demonstrated in the Long Tap gesture spectrogram, a darker blob indicates the touch-

down event, and a lighter blob marks the touch-up event between the thumb and index

finger. It’s important to note that these spectrogram images are based on data from a

single user; thus, spectrograms from different users might display variations in highlighted

frequency bands.

repeated 5 times. This structure allowed us to thoroughly evaluate the interaction set for

either one-handed or two-handed gestures. To ensure accurate assessment of cross-

session performance, participants were instructed to remove and then re-wear the ring

after each session.
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Figure 6.13: The CNN architecture for gesture recognition. Input is initially normalized,

and multiple convolution layers are then applied, each followed by a MaxPool layer; finally,

dropout and softmax are used.

Results

I selected accuracy as the primary metric to evaluate the performance of the recognition

system. I examine both user-dependent and user-independent models. For the user-

dependent models, I trained the CNN with the first four of the six collected data sessions

and tested it on the remaining two sessions.

For the user-dependent model for one-handed gestures, Figure 6.14 illustrates the

recognition accuracy per participant. The average recognition accuracy stands at 93.14%,

with the highest being 100% for participant P4 and the lowest at 89% for participant P2.

The confusion matrix depicted in Figure 6.15a highlights that the left swipe is the most

difficult gesture to distinguish, often confused with the right swipe and tap gestures. We

could enhance these results by substituting the tap gesture with a double tap or long tap
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in the user application. The null gesture achieves a high recognition accuracy of 96.1%,

indicating that the system effectively minimizes false positives while accurately identifying

gestures.

The average recognition accuracy for the user-dependent model for two-handed

gestures is 92.67%, with the highest at 98% for participant P21 and the lowest at 86%

for participants P1 and P10. Figure 6.14 presents the accuracy per participant. The

confusion matrix in Figure 6.15c shows that the left swipe, often confused with the long

tap, presents the most significant challenge; long tap is similarly mistaken for left swipe.

Removing the long tap from this set could potentially improve accuracy.

For the user-independent models, I trained the CNN on data from all sessions for all

but one user, then tested on the left-out user’s data, repeating this for each user.

The average recognition accuracy for the user-independent model for one-handed

gestures is 88%, with the highest accuracy at 99% for participant P4 and the lowest at

77% for participant P1, as illustrated in Figure 6.14. The confusion matrix in Figure 6.15b

identifies the double tap as the most challenging gesture to recognize.

For the user-independent model for two-handed gestures, the average recognition

accuracy stands at 83.67%, with the highest at 92% for participant P4, as shown in Figure

6.15d. This demonstrates the potential for a generalizable set of gestures.

Overall, Z-Ring offers high-accuracy gesture input across a diverse user base, though

further fine-tuning through user-specific models could enhance its robustness. The data

collected over three months confirms that Z-Ring’s performance remains stable over time.

6.6.2 Tangible User Interfaces

Z-Ring introduces a new method for measuring surface impedance through touch, which

is utilized to create distinct physical user interfaces. Each interface is designed with a

unique characteristic impedance, allowing Z-Ring to differentiate interactions based on

their impedance signatures. This capability facilitates the development of passive and
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Figure 6.14: Gesture recognition accuracy per participant for one- and two-handed

gestures, comparing both user-dependent and user-independent recognition models.

The gesture set for the user-dependent model includes left and right swipes, unlike the

user-independent model. Due to logistical constraints, some participants did not partake

in both gesture tests, resulting in some blank areas in the figure.

battery-free interactive user interfaces. I have designed three types of user interfaces:

buttons, a continuous 1D slider, and a continuous 2D trackpad. Figure 6.16 displays

these interfaces, each engineered to provide a distinct touch experience.

Design

I fabricate these interfaces from thin copper sheets, chosen for their excellent electrical

conductivity, which induces a significant impedance change when interfaced with the

Z-Ring. As impedance varies with the shape and size of the conductor [192], I manipulate

these parameters to craft unique impedance signatures across the frequency spectrum
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(a) Confusion matrix for one-handed ges-

tures using the user-dependent model.

(b) Confusion matrix for one-handed ges-

tures using the user-independent model.

(c) Confusion matrix for two-handed ges-

tures using the user-dependent model.

(d) Confusion matrix for two-handed ges-

tures using the user-independent model.

Figure 6.15: Confusion matrices (displaying percentages) for one- and two-handed ges-

tures, detailing performance for both user-dependent and user-independent recognition

models.
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Figure 6.16: Illustration of passive tangible user interfaces developed for Z-Ring, show-

casing varied impedance characteristics.

for each interface.

Each button is designed with a distinctive shape to ensure it possesses a unique

impedance profile. The 1D slider is constructed with an asymmetrical shape along its

length, allowing for a continuously varying impedance as the finger moves along it. This

variation aids in precisely locating the finger’s position on the slider. Similarly, the 2D

trackpad is designed with asymmetrical geometry in two dimensions, ensuring that each

point on the trackpad has a distinct impedance characteristic.

Recognition

Recognition

To recognize interactions with buttons via the Z-Ring, I utilize a support vector machine

classifier (SVM) with an RBF kernel. The classifier processes the 51-point S11 measure-

ment as a feature vector, determining if a button is touched and identifying which one.

The SVM is trained on datasets where each button is touched, as well as on a null dataset

where no button is touched.

For pinpointing the finger’s position on the 1D slider and the 2D trackpad, I implement
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(a) Data collection setup for the 1D slider.

(b) Data collection setup for the 2D

trackpad.

Figure 6.17: Designated touch locations on the 1D and 2D interfaces (marked as squares)

utilized during data collection. Training data is gathered from the black squares, while the

white squares serve to validate the model.

a random forest regressor, configured with 300 trees and a maximum depth of 30, for

each interface independently. This regressor takes the S11 measurements from discrete

locations across the interface as input data and outputs continuous position coordinates (x

for the 1D slider and both x and y for the 2D trackpad). Figure 6.17 displays these discrete

positions on both the 1D and 2D interfaces. On the actual prototypes, each discrete

position was marked as a 1x1cm square with a Sharpie; users placed their fingers within

these squares to ensure consistent data collection. Specifically, the 1D slider featured

eight marked locations spaced 2 cm apart, while the 2D trackpad had 12 marked positions

(3 rows by 4 columns) spaced 3 cm apart.

The S11 measurement sweep for all three interfaces operates between the frequencies

of 1MHz and 1GHz.
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Study
Number of
Participants Number of samples per participant

Duration of
each sample

Button classification 14

4 buttons × 6 sessions × 5 repeats

per button = 120 samples pp. 1 sec

1D slider tracking 17

8 locations × 6 sessions × 5 repeats

per location = 240 samples pp. 1 sec

2D trackpad tracking 17

12 locations × 6 sessions × 5 repeats

per location = 360 samples pp. 1 sec

Table 6.2: Passive user interfaces evaluation study details.

Evaluation

I conducted a user study to evaluate the effectiveness of Z-Ring in recognizing button

presses. Four distinct buttons were created (as shown in Figure 6.16), and the study

focused on how accurately Z-Ring could distinguish between pressing each button and

not touching any button. Additionally, I assessed the accuracy of continuous position

tracking on both the 1D and 2D interfaces. Details of the study are presented in Table 6.2.

Results for Buttons. I initially assessed the reliability of identifying touch to any button.

I constructed a binary classifier (SVM, kernel=rbf), with one class utilizing data from

button touches and the other consisting of null gesture data from the gesture testing

user study; the null class encompassed users engaging with their phones, desks, and

actions not involving button touches. Two models were developed: user-dependent and

user-independent. The former was trained on the first four buttons and gesture study

sessions and evaluated on the last two. The latter utilized all six sessions from one user for

testing and all six sessions from the remaining users for training, with this process repeated

for all users. This binary classifier yielded 100% accuracy for both user-dependent and

independent models.
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Figure 6.18: Classification accuracy per participant for differentiation among four buttons

developed for Z-Ring.

Subsequently, I examined the system’s capability to distinguish between buttons. An

SVM classifier (kernel=rbf) was trained on the first four sessions and tested on the last two.

Each user had an individual model. The average button identification accuracy across all

participants was 91.8%, with the highest accuracy at 99.3% (P4) and the lowest at 82.79%

(P19). Figure 6.18 illustrates these results. Moreover, I observed that user-independent

models for buttons cannot be readily generalized: as the signal traverses through the

user’s hand, each user’s unique anatomy influences the frequency profile differently,

leading to distinct spectral signatures for the same button.

Results for 1D Slider I examined the accuracy of Z-Ring in predicting finger location on

the 1D slider. A regression model was constructed, trained on data from slider positions

’4’, ’8’, ’12’, and ’16’ (see Figure 6.17a), and then tested on the remaining positions. For

the user-dependent model, training utilized the first four sessions and testing the last two.

The user-independent model incorporated data from all six sessions for both training and

testing, excluding the participant being tested.

The mean absolute errors for the user-dependent and user-independent models were

3 cm and 4.4 cm, respectively. In the user-dependent model, the maximum and minimum



111

(a) Mean error per participant.

(b) Mean error (cms) per test point.

Figure 6.19: The tracking error for the 1D slider for both user-dependent and independent

regression models.

errors were 4 cm and 1.52 cm, respectively. Conversely, the user-independent model

exhibited a maximum and minimum error of 5.71 cm and 3.78 cm, respectively. Notably,

both models displayed the highest error at position ’2’, likely due to its location at the

slider’s thinner end, where only a portion of the user’s finger could establish solid contact

with the copper surface. This issue could potentially be mitigated by constructing a taller

slider. Refer to Figure 6.19 for a visual representation of these findings.

Results for 2D Trackpad The investigation focused on the accuracy of Z-Ring in pre-

dicting finger location on the 2D trackpad. A regression model was constructed using

data from positions A, C, F, H, I, and K (refer to Figure 6.17), with testing conducted on
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the remaining positions. Both user-dependent and independent models were developed,

following the same methodology employed for the 1D slider.

Error was quantified as the mean absolute Euclidean error for each position. The mean

absolute error for the user-dependent model was 3.2 cm, while for the user-independent

model, it was 4.14 cm. In terms of maximum and minimum errors, the user-dependent

model recorded 4.39 cm and 2.67 cm, respectively, while the user-independent model

exhibited 4.62 cm and 3.85 cm, respectively. Notably, positions D and L along the

trackpad’s right edge displayed higher errors in both models, likely due to the protrusion

of the edge, which offers a broader range of impedance variations than other locations.

This issue could potentially be addressed by bringing the corners closer together or by

gathering more data for spots in that vicinity. Refer to Figure 6.20 for a visual representation

of these findings.

In comparison to buttons, the user-independent models for 1D sliders and 2D track-

pads exhibited superior performance. Despite all being copper-based topologies, the

models for 1D and 2D interfaces primarily identify changes in relative impedance between

different locations, whereas the button model must discern absolute impedance changes,

presenting a more challenging task.

The study findings indicate that while the accuracy of sliders and trackpads may

lag behind that of conventional electronic devices, they present promising avenues for

inexpensive, battery-free, and low-resolution input devices. Within the constraints of

their resolution, these interfaces can facilitate gestural input. For instance, sliders can

accommodate 1D gestures like left and right swipes, while trackpads can support 2D

gestures such as cardinal-directional swipes or unistroke character inputs. This low-cost

gestural input capability renders these interfaces valuable for ubiquitous, situated user

interfaces.
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(a) Mean error per participant.

(b) Mean error (cms) per test point.

Figure 6.20: The tracking error for the 2D continuous trackpad for both user-dependent

and independent regression models. The error represented is the combined Euclidean

distance error for both X and Y directions.
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Figure 6.21: Objects utilized in the object detection study, along with their corresponding

S11 curves. These curves were generated by averaging multiple measurements of data

collected from a single user.

6.6.3 Object Detection

In this section, I explore the capability of Z-Ring to detect hand-held objects by leveraging

its ability to measure the impedance of external surfaces the user’s hand touches. Objects

exhibit distinct impedance signatures due to variations in their shapes, sizes, volumes,

and materials. To investigate this, I analyzed six commonly encountered objects: a

doorknob, a juice can, a water bottle, a small storage box, a wrench, and tweezers. These

objects span diverse categories such as size (from small tweezers to large wrenches)

and composition (from hollow bottles to solid doorknobs), requiring different hand grips

for manipulation. While the focus primarily lies on metallic objects due to their substantial

impedance shifts, non-metallic items may also exhibit impedance changes. Figure 6.21

illustrates the unique impedance signatures of these objects. By detecting objects held in

the hand, Z-Ring demonstrates potential as a contextually aware input modality.
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Recognition

Object classification is performed using an SVM classifier with a polynomial kernel, utilizing

a 51-length S11 measurement as the feature vector. The start and end frequencies are set

to 1 MHz and 500 MHz, respectively, as most dynamic changes occur within this band.

Evaluation

In a study involving 14 participants, I evaluated the object recognition accuracy of Z-

Ring. Participants were instructed to hold objects in the air using the hand wearing the

ring, grasping them in a typical manner as they would during normal interaction. Each

participant completed a total of 240 grabs, equivalent to 10 sessions × 6 objects ×

4 repetitions per object. Each grab lasted 2 seconds, yielding approximately 60 S11

measurements. I increased the number of sessions compared to previous studies due to

the diverse ways participants held the objects.

Results

The first eight user study sessions were utilized to train the classifier model, while the

final two sessions were allocated for testing. A unique model was constructed for each

participant. In addition to data collected during object holding, null gesture data from the

gesture recognition user study was included. Null gestures encompassed participants

interacting with their phones or desks or performing any action not in the gesture set. This

inclusion helped assess the classifier’s ability to differentiate between holding and not

holding objects, as well as between holding objects from/not from the test set.

The average object recognition accuracy across all participants was 94.5%, with indi-

vidual maximum and minimum accuracies of 99% (P2, P16) and 87% (P20), respectively.

Tweezers and the metal box were the most frequently confused objects, followed by the

bottle and can. The Null class achieved 100% accuracy for all participants. Figure 6.22

illustrates these findings.
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Figure 6.22: Confusion matrix illustrating object recognition performance (as percentages)

across all objects and participants.

Generalizing the user-independent model across users for objects proved challeng-

ing. Similar to buttons, the impedance profile of the user’s hand influences the signals

transmitted to/from the object, thereby impacting its impedance response.

6.6.4 User Identification

Z-Ring offers a distinctive capability to identify and authenticate the wearer based on

their unique hand impedance signatures, which are influenced by individual anatomical

structures. As a wearable device, Z-Ring continuously recognizes and authenticates

users, thus providing a secure input modality.

For this analysis, I repurposed data from the object detection study, as it reflects a

more realistic scenario where users interact with various objects and surfaces. Given that

touching external surfaces introduces additional impedance changes, I aimed to assess

whether Z-Ring could still accurately identify and authenticate users amidst this added

noise.
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Recognition

User identification and authentication are performed using a random forest classifier (with

50 trees and a maximum depth of 30), with S11 measurements serving as input to the

model. Based on simulation outcomes, I selected a frequency range of 1MHz to 400MHz.

To align with this frequency range, I trimmed the data from the object detection study

(originally spanning 1 MHz to 500 MHz) and repurposed it for this investigation.

Evaluation

In the evaluation, I treat all classes derived from the source data as representing the user

as a single class. I conducted two analyses:

For user identification, models were trained on each user’s first eight sessions and

tested on the remaining two sessions.

For user authentication, a binary classifier was trained, with all test users’ data com-

prising one class and all other users’ data forming the other class. Since the data amounts

were uneven between the two classes (one participant vs. the remaining participants),

I uniformly resampled data from the remaining individuals to ensure comparable data

volumes.

Results

In the closed-set user identification scenario, the average accuracy attained was 99%,

with 12 out of 14 participants achieving perfect accuracy of 100%. The remaining two

participants achieved accuracies of 89% and 97.4%, respectively.

Regarding user authentication, the average classification accuracy across participants

was 98.3%, with 8 out of 14 participants achieving perfect accuracy of 100%. The

remaining 5 out of 6 participants achieved accuracies exceeding 90%, while the accuracy

for the last participant was 89%. I also repeated this evaluation using data from the

one-handed gesture study, yielding similar results.
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6.7 Prototype Refinement through Miniaturization

The VNA-based Z-Ring prototype successfully validated the concept of wide-band bio-

impedance sensing. However, this implementation relied on a bulky setup, which pre-

sented inherent limitations for continuous, unconstrained data acquisition in dynamic

environments. To address these constraints and enhance the practical applicability of

this sensing approach, the Z-Ring++ prototype was developed. This effort represents

a comprehensive refinement through miniaturization, aiming to transition the technology

from a laboratory-bound proof-of-concept to a more versatile research instrument.

Z-Ring++ 6.23 constitutes a significant evolution, re-engineering the existing system

into a self-contained, wearable form factor. This miniaturization involved optimizing power

efficiency, signal integrity, and ergonomic design while maintaining the required fidelity

for bio-impedance measurements.

(a) Z-Ring++ Ring

(b) Z-Ring++ worn

on hand

Figure 6.23: Views of the Z-Ring++ prototype
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6.7.1 Design Philosophy and Objectives

The primary objective of Z-Ring++ development was to realize a compact, low-power,

and robust bio-impedance measurement system capable of autonomous operation. Key

design objectives included:

• Miniaturization: Reduction of the physical footprint to enable integration into a finger-

worn device.

• Self-Containation: Integration of all requisite components, including power man-

agement, sensing circuitry, data processing, and communication modules, within a

singular device.

• Practical Applicability: Improvement of ease of use, comfort for prolonged wear,

and resilience to motion artifacts in non-laboratory settings.

• Measurement Fidelity: Preservation of the accuracy and resolution of bio-impedance

measurements despite physical scaling.

• Wireless Connectivity: Implementation of low-power wireless communication for

data egress.

6.7.2 System Architecture and Component Integration

The Z-Ring++ system is engineered to integrate all system components within the con-

strained volume of a finger-worn device. As depicted in Figure 6.24, the core components

are strategically arranged on a flexible printed circuit board (FPCB) to conform to the

circular geometry of the ring.

The principal components include:

• Impedance Analyzer (AD5933): The Analog Devices AD5933, a high-precision

impedance converter network analyzer, forms the central sensing element. While
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Figure 6.24: System-level overview of the Z-Ring++ showing key components including

the impedance analyzer (AD5933), IMU (BNO086), buffers (AD8606), MCU (ESP32-C3),

BLE antenna, and power/data connector.

its operational frequency range (1-100 kHz) differs from the MHz range of previous

prototype, its integration represents a pragmatic advancement towards compact,

self-contained bio-impedance sensing systems. The integrated Direct Digital Syn-

thesizer (DDS) facilitates precise excitation frequency generation, and its 12-bit, 1

MSPS analog-to-digital converter (ADC) ensures accurate measurement of com-

plex impedance. Buffers (AD8606) condition the excitation and receive signals,

optimizing performance and protecting the analyzer.

• Microcontroller Unit (MCU - ESP32-C3): The Espressif ESP32-C3 was selected for its

compact dimensions, low power consumption, and integrated Wi-Fi and Bluetooth
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Low Energy (BLE) capabilities. This MCU orchestrates the AD5933, processes

raw impedance data, and manages wireless communication to a host system. Its

features enable on-device computation and flexible data handling.

• Inertial Measurement Unit (IMU - BNO086): A Bosch Sensortec BNO086 IMU pro-

vides tri-axial acceleration, angular velocity, andmagnetic field data. This information

is critical for mitigating motion artifacts inherent in wearable bio-impedance mea-

surements, particularly during user activity, and provides complementary contextual

information to the impedance data.

• Antenna (BLE): An integrated antenna facilitates robust and efficient Bluetooth low-

energy communication, essential for reliable data transfer from the miniaturized form

factor.

• Battery: A 20 mAh thin, curved battery providing the necessary power for au-

tonomous operation. The device runs for about an hour with continuous usage and

can run longer with duty cycling.

• Power and Data Connector: A custom-designed dongle that connects to the ring via

a micro header. The dongle has a USB-C connector that enables both power delivery

for battery charging and data transfer for programming and higher-bandwidth data

logging, as illustrated in Figure ??.

6.7.3 Ergonomics and Electrode Design

A significant challenge in wearable device miniaturization is ensuring user comfort while

maintaining reliable signal acquisition. The Z-Ring++ integrates a pair of metallic elec-

trodes into its inner circumference (Figure 6.25c), designed to ensure consistent skin

contact. The ring housing is 3D printed, allowing it to be produced in different sizes to
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accommodate user finger dimensions. The flexible PCB further facilitates this adaptability

to different ring sizes. The total weight of the prototype was approximately 4 grams.

(a) Charging dongle for the Z-

Ring++

(b) Charging dongle con-

nected to the prototype

(c) Battery and electrodes in

the prototype

Figure 6.25: Components of the Z-Ring++ system

6.7.4 Preliminary User Evaluation

Initial testing was conducted with three volunteer users to assess the fundamental signal

response characteristics and practical usability of the Z-Ring++ prototype in a quasi-

real-world context. The protocol involved users wearing the Z-Ring++ during regular

daily activities, such as walking, typing, writing, and interacting with everyday objects, to

simulate typical use scenarios. Additionally, specific instructed actions were performed

to isolate and quantify impedance changes in response to particular stimuli.

To measure signal characteristics and quantify impedance changes, the user per-

formed two predefined actions: making contact with a metallic surface (a doorknob) and

performing a pinch gesture. Bio-impedance data were continuously recorded throughout

these actions.

For this evaluation, the average signal change observed when the user made contact

with a metallic surface was approximately 2 dB, indicating sensitivity to external conductive

interactions. Furthermore, an averaged reproducible signal change of approximately 0.3
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dB was recorded during a pinch gesture, demonstrating the prototype’s capability to

detect subtle physiological changes associated with finger manipulation.

To understand the users’ comfort while wearing the ring, the users were asked to wear

the ring for 1 hour while performing everyday activities, including walking, typing, writing,

and interacting with everyday objects.

I collected qualitative feedback from the users about the comfort of wearing the device,

any interference with their daily tasks, and overall user experience.

Qualitative feedback from the participants consistently indicated that wearing the proto-

type was comfortable and did not significantly impede their daily activities. Representative

comments included:

• “I barely noticed it was there after a few minutes.”

• “It felt natural, like wearing any other ring.”

• “I could type and write just fine without it getting in the way.”

• “It did not feel bulky or heavy at all, even when moving around.”

This observation supports the design’s success in achieving a practical and unobtrusive

form factor for continuous physiological monitoring. These preliminary results suggest

the potential of Z-Ring++ as an effective instrument for future bio-impedance research in

unconstrained environments.

6.8 Discussion and Limitations

Z-Ring offers a range of functions, including gesture input, object detection, and interaction

with passive user interfaces.

While the user studies focused on each application domain separately, real-world

scenarios often require the simultaneous operation of multiple applications. For instance,
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a user might utilize a passive button to activate a device and then employ one-handed

gestures to control it. In such cases, the systemmust seamlessly switch between functions.

To assess the feasibility of this scenario, I trained a classifier (Random Forest, with

50 trees and a maximum depth of 30) to differentiate between various applications by

amalgamating the data collected from the user studies. The confusion matrix depicted

in Figure 6.26 illustrates the outcomes of this analysis, indicating the potential for high

accuracy in distinguishing between different applications. In this architectural setup, a

gating classifier could determine the application, while a second classifier could identify

the specific interaction. Alternatively, future work could explore training a single classifier

to operate across all application domains.

Figure 6.26: Confusion matrix illustrating the differentiation among different Z-Ring appli-

cation domains.

In the exploration of tangible buttons, I concentrated on modifying the button’s geome-

try to achieve a distinct impedance signature. Beyond altering shapes and sizes, various

methods can manipulate or control impedances, some of which are commonly employed
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in RF circuit design. For instance, cross-hatching, a technique frequently used, carves

out large sections of copper on a PCB in a lattice pattern to regulate trace impedance.

Additionally, attaching passive devices such as capacitors and inductors to button sur-

faces can also modify impedances. In certain chipless RFID designs, resonant structures

are constructed around the main feed line to introduce peaks at specific frequencies, con-

tributing to the generation of a unique spectral signature. This approach could potentially

enhance the frequency signature of buttons. Some chipless RFID systems utilize structural

features along the signal line at varying distances, generating a temporal signature as the

signal bounces back; such an approach, combining temporal and impedance patterns,

could be beneficial when developing user-independent models for button recognition.

I primarily investigated copper surfaces and metallic objects for passive user interfaces

and object detection due to their significant impedance changes resulting from their

electrical conductivity. However, non-metallic materials or dielectrically distinct objects,

such as paper, cardboard, and glass, can also induce impedance changes, albeit to

a lesser extent. Items with high water content, like fruits and vegetables, can produce

strong impedance changes as well. Certainly, the system could detect electrically active

objects similar to those explored in EM-Sense.

The current Z-Ring prototype employs a commercially available VNA device that is too

large for wearable use and requires tethering to a laptop for data transmission, limiting

its utility in real-world scenarios or for extended periods. Nevertheless, advancements

in chip manufacturing, materials, and circuit design offer avenues toward single-chip

VNAs that could substantially reduce the prototype’s size. Moreover, since the processing

pipeline does not necessitate the VNA’s more sophisticated measurements, simpler scalar

network analyzer circuit designs could be explored, or focus could be directed towards

impedance measurements at only a set of discrete frequencies demonstrating the greatest

discrimination in the models. I also demonstrated Z-Ring++, a miniaturized version that

achieves its small size by using a different impedance AFE (Analog Front-End) instead of

a VNA, showcasing another potential path to miniaturization.
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Currently, most wearable devices, such as those used for fitness tracking, feature a

pair of electrodes that make contact with the skin to measure stress levels through skin

conductance measurements. In the future, Z-Ring can repurpose these electrode pairs to

enable new interactive functionality.
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Chapter 7

WRISTBAND–BASED WIDEBAND BIO-IMPEDANCE SENSING FOR

TOUCH INTERACTION ON EVERYDAY UNINSTRUMENTED SURFACES

In the previous chapter, I demonstrated how increasing the frequency and bandwidth

of bio-impedance sensing on a ring enables novel interaction applications. This chapter

extends that concept by exploring how such a frequency and bandwidth change can be

implemented within a wristband form factor, addressing the unique challenges associated

with a wristband that were not present with the ring. Subsequently, I present various

applications enabled by this enhanced technology.

7.1 Introduction

Modern human-computer interaction (HCI) heavily relies on touch interactions, largely

thanks to contemporary touchscreens and trackpads. These interfaces offer valuable

haptic feedback and closed-loop control, making surface interactions like taps and swipes

quick and ergonomic [150]. However, reliably sensing these interactions often requires

instrumenting the surface itself, which limits interaction to the designated touch-sensitive

area [94, 58, 269].

To enable “touch anywhere” functionality for applications such as mobile or extended

reality (XR) device control, researchers have explored wearable touch technologies. While

promising, these solutions come with their own set of challenges. Vision-based methods,

often used in augmented reality (AR) and virtual reality (VR) for hand tracking, need a

direct line of sight, are prone to occlusion, and struggle with the “last centimeter problem,”

making precise touch timing difficult [244, 138, 267]. Other systems require cameras to be

mounted very close to the interaction point, like the fingertip, which can negatively impact
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Figure 7.1: (A) Raw signal data from the Z-Band prototype, which includes both RF and

IMU data, and a graph indicating the exact times when a touch started and stopped,

demonstrating the Z-Band’s stateful touch detection capability. (B) The Z-Band-Lite

prototype device is worn by a user. Examples of surfaces on which Z-Band can be used,

such as a refrigerator door (C) or the palm of the other hand (D).

ergonomics [249, 199]. Non-line-of-sight methods are typically limited to non-stateful

interactions, such as quick taps [80, 161].

Accurately detecting the exact start and end of touch events is crucial for unlocking

a range of stateful interactions, including dragging, dropping, and continuous input, all

of which significantly enhance the user experience [86, 40]. Furthermore, while existing

wearable systems have demonstrated surface interaction in stationary environments

[80, 161, 123], enabling seamless interaction in mobile settings remains a significant

hurdle. In mobile scenarios, sensor data from sources like inertial measurement units

(IMUs) and bio-acoustic methods can become noisy due to motion artifacts, leading to

reduced accuracy [109].
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To address these limitations, I propose Z-Band, shown in Figure 7.1, a wrist-worn

wearable device that can detect stateful touch interactions on external, un-instrumented

surfaces without requiring a line of sight. Z-Band achieves this by combining electrical

impedance sensing with IMU signals. This hybrid system allows for surface interaction

across a broader range of materials, including soft materials like cloth or skin, where IMU-

only systems struggle due to the minimal signal variations they produce [201]. The RF+IMU

hybrid system enhances sensitivity, enabling accurate surface interaction detection even

on soft materials. Additionally, Z-Band performs consistently in dynamic scenarios like

walking and uniquely provides the ability to detect touch pressure, further expanding its

capabilities.

Z-Band uses high-frequency radio signals, ranging from 1 MHz to 1000 MHz, injected

at the wrist to sense touch interactions. These signals efficiently propagate along the skin’s

surface, reaching the fingers, and are modulated by interactions with external surfaces,

allowing for the recognition of external touch events. The choice of high-frequency signals

is critical because it ensures better propagation along the hand. Lower-frequency signals

(kHz to low MHz) penetrate deeper into biological tissues due to their longer wavelengths

[196], making them suitable for applications like electrical impedance tomography (EIT)

and muscle activity monitoring, which probe internal body structures [157]. However, they

also experience higher resistive losses, which can limit their propagation distance along

the body’s surface and restrict their suitability for sensing at the fingers [275]. In contrast,

higher-frequency signals primarily interact with the skin’s outer layers, minimizing deep

penetration while efficiently traveling along the body’s surface [63]. This effect allows the

signals to travel from the wrist to the fingers, where finger interactions cause measurable

variations, enabling touch detection from the wrist.

For electrical impedance sensing, Z-Band incorporates a low-cost, portable vector net-

work analyzer [118, 225, 226] to inject radio frequency (RF) waves at the wrist. Importantly,

the RF system can detect subtle touches even on challenging dielectric materials, such

as plastic or wood, which typically exhibit lower signal variation compared to conductive
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materials due to their limited influence on RF propagation and weaker capacitive coupling.

I achieve this enhanced touch sensitivity through two key mechanisms. First, I employ

a wide-band frequency sweep of high frequencies (1-1000 MHz), which are particularly

responsive to hand interactions given their short wavelength [158]. Second, I designed

custom front-end architectures for the VNA to boost the signal-to-noise ratio for sensing

at the wrist, even when the interaction site—the fingertips—is further away. This highly

sensitive signal also allows Z-Band to detect touch pressure, adding an extra layer of

richness to the interactions. By combining electrical impedance sensing with inertial

sensing, Z-Band further enhances the robustness of touch segmentation and captures

hand motion, which facilitates interactions like swipes and taps.

In this chapter, I first delve into the theory behind impedance sensing and its function-

ality. Next, I present multiple simulations across various scenarios to demonstrate the

feasibility of this sensing approach and to computationally optimize the sensing parame-

ters. Following that, I introduce three front-end architecture design prototypes, discussing

their results, trade-offs, and the design choices for the Z-Band. Finally, I conduct a

user study to evaluate the system, demonstrating its robustness in touch detection and

showcasing its effectiveness in gesture recognition.

This work makes the following contributions:

• Z-Band: A wristband system that enables stateful touch segmentation across diverse

materials and in mobile scenarios, while also detecting touch pressure—all without

requiring line-of-sight sensors or surface instrumentation.

• Comprehensive Examination of Wrist-Based High-Frequency Impedance Sensing:

This includes electromagnetic (EM) propagation simulations, three distinct RF archi-

tecture designs, and a comparative analysis to guide optimal design choices.

• A Robust Hardware and Software Pipeline: Rigorously evaluated through user

studies, this pipeline demonstrates the effectiveness of this technique for touch
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segmentation across diverse scenarios and its efficacy in facilitating on-world inter-

actions.

7.2 Related Work

This section reviews existing approaches for touch segmentation and surface interactions,

followed by a focused discussion on electrical sensing mechanisms.

7.2.1 Sensing Techniques for Surface Interactions

Conventional methods for sensing surface interactions typically rely on instrumented

surfaces embedded with various sensors. Researchers have deployed a broad spec-

trum of on-surface sensing modalities to enable interactions across different scales, from

device-specific applications to expansive, room-sized installations. For instance, acoustic

[92, 105], capacitive [190], and vibration [60] sensing are employed for smaller interaction

areas, such as furniture or device surfaces, by utilizing mounted contact microphones, ca-

pacitive arrays, or piezo vibration sensors. Vision-based systems, incorporating overhead

depth [244] or thermal cameras [138], have also been explored for surface interaction

detection. Projects like Wall++ [271] and GravitySpace [36] extend the sensing area to

large-scale surfaces, including walls and floors, for whole-room input detection using

capacitive and optical sensors, respectively. However, these systems remain confined

to predetermined, instrumented zones, which restricts their ability to switch seamlessly

between different surfaces.

Wearable sensing techniques have emerged to overcome the limitations of static,

instrumented surfaces. Acoustic methods, including Skinput [94], ViBand [134], Acus-

tico [80], and SoundScroll [123], utilize body-mounted sensors to detect touch events

through vibrations and sound waves. Nevertheless, these systems often face challenges

in precisely segmenting touch states (e.g., touch down and touch up), particularly in sce-

narios where interaction lacks dynamic motion, as their detection mechanism is primarily
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motion-dependent.

Inertial-based systems, such as TapID [161], employ wrist-mounted IMUs to detect

taps on uninstrumented surfaces but are unable to determine distinct touch states, thereby

limiting complex interactions like drag-and-drop. The performance of such systems in

dynamic scenarios involving body motion (where motion introduces noise into IMU data)

[109] or on diverse surfaces remains largely uninvestigated, as existing evaluations have

been confined to seated contexts and single, hard surfaces. Shi et al. [199] propose using

nail-mounted IMUs for touch gesture detection, offering stateful interaction capabilities

but requiring direct attachment to the user’s fingers.

Optical systems, as demonstrated by Niikura et al. [171], enable interaction on arbitrary

surfaces but are highly susceptible to environmental conditions and require a clear line-

of-sight, which diminishes their reliability in practical, everyday situations.

Acknowledging the shortcomings of these approaches, this work investigates electrical

methods that facilitate accurate touch segmentation without line-of-sight constraints and

effectively handle static tap interactions.

7.2.2 Electrical Sensing for HCI

Touchscreens have long served as the benchmark for precise touch segmentation, em-

ploying mutual or self-capacitance techniques to accurately detect touch gestures. By

distributing multiple electrodes across the surface, continuous tracking of finger move-

ments is achieved [58]. Electrick [269] and Touché [190] measure contact and grasp

styles on conductive objects, but these systems are inherently restricted to predefined

surfaces.

Recent advancements in wearable electrical sensing have expanded the possibilities

for surface interactions beyond fixed locations. Electromyography (EMG) systems, ex-

emplified by Saponas et al. [189], Meta CTRL-labs [55], and others [152, 232], utilize

arrays of electrodes (ranging from eight to 64) placed around the forearm or wrist to
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measure muscle activity and infer hand gestures. However, while EMG excels at gesture

recognition, it is less suitable for detecting direct touch contact with surfaces, making

impedance sensing a more appropriate alternative for this application.

Electrical impedance tomography (EIT) provides a method for sensing across the body

using multiple electrodes (≥ 8) to map conductivity changes within the hand and forearm.

Systems like Tomo [265, 270] and the EIT-Kit series [277, 131] demonstrate EIT’s utility

for pose recognition; however, these setups often entail complex instrumentation that may

not be practical for ubiquitous use. Over-air impedance systems, such as Etherpose [118]

and Pantoenna [119], explore non-contact impedance characteristic sensing methods

for pose estimation. Although these systems avoid the physical constraints of EIT, they

necessitate large antennae to operate effectively at the frequencies required for over-air

impedance sensing.

More directly related to this work are systems that leverage the human body as a

waveguide for electrical signals, enabling robust touch segmentation as contact modulates

the transmission properties. Studies such as BodyRC [237] and ActiTouch [267] utilize

electrodes at various body points to detect touch events, exploiting the body’s intrinsic

electrical characteristics. ElectroRing [116] further refines this concept by employing

a single point of instrumentation on the finger for pinch segmentation. However, these

systems are frequently limited to specific surfaces or gestures, underscoring the need for

broader material compatibility.

The Z-Ring [225, 273] is most similar to the proposed sensing method, employing

wide-band RF sensing to detect hand interactions, including touch on external surfaces;

however, its demonstration has been restricted to conductive surfaces. Adapting this ring-

based sensing approach to a wrist-based form factor presents two primary challenges.

First, the signal-to-noise ratio (SNR) significantly diminishes as the sensing site (wrist)

moves further from the interaction site (fingers). For instance, measurements using a

commercial VNA show that a signal electrode at the base of the index finger yields a 0.23

dB signal change when touching a grounded metallic surface, while touching the same



134

surface with the same electrode at the wrist results in a signal change of only 0.04 dB. For

surfaces like wood, this signal change is 0.06 dB for an electrode at the finger base and

0.02 dB for the wrist.

This reduction in signal change occurs because, when sensing from the wrist, the

signal experiences greater attenuation due to the longer transmission path through the

body between the wrist and fingers. This disparity highlights a key challenge for Z-Band:

achieving effective operation from the wrist across diverse surfaces requires novel methods

for boosting SNR. To address this, I developed a custom RF front-end capable of higher

transmission power, thereby maintaining sensing performance despite the increased

distance. Furthermore, I integrate additional information from an inertial measurement unit

(IMU) to further compensate for the reduced SNR.

Z-Band distinguishes itself from previous RF systems in two ways. First, it incorporates

a custom analog front-end, computationally optimized electrode design, and integration

with inertial sensing. This design achieves higher sensitivity and enables a convenient wrist-

based setup with only two electrodes, making it compatible with the current smartwatch

form factor. Second, Z-Band achieves accurate and stateful touch segmentation not only

on conductive surfaces but also on low-permittivity materials, such as wood, plastic, glass,

and skin. To provide richer context to touch interactions, this system can sense touch

pressure and utilize IMU data to capture motion during touch, enabling the creation of

complex interactions, such as swipes, built upon the fundamental touch segmentation.

7.3 Theory of Operation

7.3.1 General Sensing Principle

Electrical impedance sensing offers a robust method for capturing subtle physiological

changes within the human body, whether induced by movement or environmental in-

teractions. This section elucidates the fundamental operational principles of electrical

impedance sensing, specifically within the context of human-computer interaction (HCI).
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Electrical impedance sensing operates by transmitting an alternating current (AC)

signal through the body and quantifying its modulation by biological structures. The

degree to which the body opposes this current flow is termed impedance (Z), which

comprises two primary components: resistance (R) and reactance (X). Resistance

(R) represents the real part of the impedance and quantifies the energy dissipated as

heat as current traverses tissues. Reactance (X) constitutes the imaginary part and

arises from the storage and subsequent release of energy due to the capacitive and

inductive properties inherent within the tissue. In biological systems, capacitive reactance

predominates, largely attributable to cell membranes acting as minute capacitors that

momentarily store electrical charge before its propagation. These properties collectively

dictate how electrical signals interact with the body, and their relationship is expressed

as:

Z = R + jX (7.1)

where j is the imaginary unit (j =
√
−1), utilized to distinguish between energy dissipa-

tion (resistance) and energy storage (reactance). Electrical signals interact distinctly with

biological tissues at varying frequencies due to differences in reactance and electrode-skin

impedance.

The capacitive reactance (XC) of biological tissues, primarily influenced by cell mem-

branes, is defined by:

XC =
1

2πfC
(7.2)

where f denotes the frequency of the applied signal, and C represents the capacitance

of the biological structure. At low frequencies, XC is high, meaning cell membranes act

as significant barriers to signal propagation, compelling the current to follow the path of

least resistance—typically deeper into the body where intracellular fluids offer a more

conductive pathway.
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Furthermore, the extent to which a signal remains on the surface versus penetrating

deeper is governed by the impedance mismatch at the electrode (metal) and skin inter-

face. The reflection coefficient (R), which quantifies the amount of signal reflected at the

electrode-skin boundary, is given by:

R =

∣∣∣∣Z2 − Z1

Z2 + Z1

∣∣∣∣2 (7.3)

where Z1 is the impedance of the electrode (a conductive metal) and Z2 is the

impedance of the skin. At high frequencies, Z2 (skin impedance) decreases due to lower

capacitive reactance, while Z1 (electrode impedance) remains relatively constant. This

increases the impedance mismatch, leading to greater signal reflection at the electrode-

skin interface and confining the signals to the skin. Furthermore, at these high frequencies,

the electromagnetic phenomenon known as the skin effect [240] becomes prominent.

The rapidly changing magnetic fields associated with high-frequency currents induce

eddy currents that oppose the main current flow in the interior of the conductive tissue,

effectively forcing the current to flow predominantly along the surface. In contrast, at low

frequencies, Z2 is higher due to increased capacitive reactance. Additionally, the skin

effect is negligible at low frequencies, allowing the current to distribute more uniformly

throughout the tissue. This reduces the impedance mismatch and facilitates greater signal

penetration into the body.

Consequently, high-frequency signals propagate along the skin, rendering them ideal

for applications such as RF-based touch detection. Conversely, low-frequency signals

penetrate deeper into tissues, making them more suitable for applications like deep tissue

monitoring.

7.3.2 Impedance Measurement Setup

In this system, I galvanically inject a sweep of RF signals into the body (at the wrist),

enabling it to function as an electrical waveguide [279, 83]. These signals then propagate
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through the hand and interact with any contacted materials.

Figure 7.2a illustrates the equivalent circuit model for impedance measurement, depict-

ing the signal source, electrode impedance, hand impedance, and surface impedance.

The total impedance of the system, as perceived by the signal source, can be expressed

as:

Ztotal = 50Ω + Zelectrode + Zhand + Zsurface (7.4)

At impedance transitions, such as at the hand-material interface, a portion of the signal

is reflected, while the remainder is either dissipated within the hand or transmitted into

the material. This behavior is influenced by the material’s permittivity, which quantifies its

ability to store and transmit electric fields. Materials with higher permittivity, such as water

or conductive surfaces, facilitate greater signal transmission and absorption, whereas

materials with lower permittivity, like plastic or wood, induce greater reflection and reduced

signal penetration. The interaction between the injected signal and the contacted material

modulates the overall impedance profile Ztotal, allowing touch contact to be inferred from

changes in the reflected and transmitted signals.

To capture these variations, I measure the reflected signal either at a secondary

electrode (Figure 7.2b) or at the injection site (Figure 7.2c). By analyzing these signals,

we can characterize the hand’s function as a waveguide and quantify the impedance

change introduced by different materials. The capability to detect alterations in wave

propagation due to material contact enables robust touch sensing without requiring direct

instrumentation of the surface.

However, wave behavior is influenced not only by material contact but also by several

other factors, including signal frequency and electrode geometry [37]. These factors

can introduce variability in impedance measurements, necessitating a comprehensive

understanding of their effects. To address this, I conduct extensive simulations to analyze

how these parameters impact signal changes in Section 7.4. By identifying distinct

impedance variations associated with material interactions while mitigating confounding
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effects, I aim to optimize sensing robustness and enhance the reliability of Z-Band’s touch

detection system.

(a) The equivalent circuit

model represents the total

impedance pathway, includ-

ing the signal source, elec-

trode, hand, and contacted

surface.

(b) S21: The transmission

measurement setup uses sep-

arate transmit (Tx) and re-

ceive (Rx) paths to capture

signal propagation through

the hand to the contacted sur-

face.

(c) S11: The reflection mea-

surement setup uses the

same path for Tx and Rx to an-

alyze impedance transitions

at the injection site and the

hand-material interface.

Figure 7.2: Illustrations of the equivalent circuit model, S21 transmission measurement,

and S11 reflection measurement. S21 uses separate Tx/Rx paths, while S11 shares the

same path for both.

7.3.3 Impedance Measurement Techniques

This paper explores impedance sensing with wideband frequency sweeps, a technique

that offers rich insights into hand characteristics and enables diverse interactions, as

demonstrated in [225]. Traditional bioimpedance measurement options include single-

or multi-frequency impedance analysis, typically operating within the frequency range

of 5 kHz to 1 MHz [204]. For applications requiring higher frequency measurements,

several hardware options exist, each presenting its own set of challenges. High-end
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bioimpedance analyzers, such as [215], provide extended bandwidth capabilities for

measurements at higher frequencies but come at a significant cost. Custom-built systems

offer affordability but necessitate specialized expertise. Software-defined radios (SDRs),

while versatile, many commercially available or more accessible SDRs are limited by their

narrow instantaneous bandwidth, requiring multiple sweeps for wideband measurements

[70].

Vector network analyzers (VNAs) emerge as a compelling alternative, offering precise,

wideband measurements across a broad spectrum in a single sweep, making them

ideal for characterizing complex impedance variations [157]. Recent advancements,

notably the advent of hobbyist-grade, low-cost VNAs like the NanoVNA [52], have further

democratized access to this powerful tool, opening new avenues for impedance sensing

research and applications [225, 118, 119].

Two standard methods can measure impedance with a vector network analyzer (VNA)

for a device under test (DUT), which in this case is the hand: an S11 or an S21 measurement.

The S11 method (Figure 7.2c) measures the reflection coefficient, which quantifies

how much of the injected signal is reflected back when a signal is applied to the DUT.

In this configuration, a single electrode can be placed on the wrist, serving as both

the transmitter (TX) and receiver (RX). The impedance (Z) can be determined from the

measured reflection coefficient S11 using:

Z = Z0
1 + S11

1− S11

(7.5)

where Z0 is the characteristic impedance of the system, typically 50Ω. A higher S11

value indicates stronger signal reflection, corresponding to higher impedance.

The S21 method (Figure 7.2b) measures the transmission coefficient, which quantifies

how much of the signal passes through the DUT. In this setup, one electrode can be

positioned at the top of the ulna (a common watch-wearing position), acting as TX/RX,

while another is placed at the bottom of the hand, acting as RX/TX. The impedance can

be estimated using the measured S21 parameter:
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Z = Z0
2(1− S21)

S21

(7.6)

A lower S21 value indicates greater attenuation through the DUT, corresponding to

higher impedance. By analyzing both S11 and S21, we can extract a comprehensive

impedance profile of the hand, enabling precise touch and interaction sensing.

7.3.4 Impedance Sensing Challenges for Robust On-World Touch Detection

For Z-Band to successfully and robustly detect on-world touches from the wrist, three

critical requirements must be satisfied.

First, there must be a non-line-of-sight (NLoS) signal transmission through the hand

and fingers that is modulated by the contacted surfaces. Since the Z-Band operates

from the wrist, the RF signals must effectively propagate through the hand and interact

with external materials. This ensures that the resulting impedance changes can still be

detected even when the fingers make contact with a surface not directly visible to the

sensing system.

Second, the return signal change must be large and sufficiently unique to yield a

distinguishable difference between various touch conditions. A small, ambiguous change

in impedance would make it difficult to differentiate between distinct contact events and

surface types.

Third, Z-Band must exhibit high sensitivity to detect touches even when the contacted

material is ungrounded (i.e., not connected to a reference ground) or is strongly dielec-

tric (i.e., possesses very low electrical conductivity). Detecting touch interactions in

such cases is particularly challenging for impedance-based sensing systems. Typically,

impedance sensing relies on measurable changes in electrical properties upon contact.

However, ungrounded materials or highly dielectric surfaces do not readily alter the

electrical impedance, making their detection more difficult.

To overcome these challenges, Z-Band leverages:
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• High-frequency signal propagation: Ensuring that signals travel effectively through

the hand and fingers to interact with external materials, even in non-line-of-sight

conditions.

• Broadband impedance sensing: Capturing subtle variations in impedance across a

range of frequencies to enhance detection robustness.

• Higher transmit signal strength: To ensure reliable sensing, I designed a custom RF

front-end for the vector network analyzer (VNA), allowing for increased transmission

power and improved signal-to-noise ratio (SNR). This enhancement compensates

for signal attenuation through biological tissues and enables clearer detection of

impedance changes across different materials.

By fulfilling these criteria, Z-Band ensures reliable on-world touch sensing under

diverse real-world conditions, including on materials that are traditionally difficult for

impedance-based detection systems.

7.4 Background Experiments

Following a theoretical analysis, I conducted simulations to evaluate the influence of key

parameters on electrical impedance sensing. Specifically, the investigation focused on

the impact of transmit frequency, electrode geometry, and contact with various materials.

7.4.1 Key Parameters Influencing Impedance Sensing

Frequency

Frequency plays a critical role in impedance-based sensing, directly affecting signal

penetration depth and sensitivity to surface interactions. The intricate layered structure

of the human hand, comprising tissues with distinct electrical properties (e.g., skin, fat,

muscle, blood), creates a complex electrical environment. Biological tissues exhibit a
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frequency-dependent impedance response due to the unique electrical characteristics

of their cells, membranes, and fluids [37, 158]. Different frequency bands offer specific

advantages and disadvantages for touch sensing. Table 7.1 summarizes the effects of

various frequency bands on impedance sensing.

Table 7.1: Frequency bands and their impact on impedance-based touch sensing [37,

158]. Higher frequencies provide greater surface sensitivity, while lower frequencies are

less sensitive to surface changes.

Frequency Band Primary Target Surface Sensitivity

kHz (typically < 100 kHz) Extracellular Fluid (Fluid outside cells) Low

Hundreds of kHz - Several MHz Cell Membranes (Cell boundaries) Moderate to High

Tens of MHz and above Intracellular Fluid (Fluid inside cells) High

Frequency Band: Indicates the range of frequencies used for impedance sensing.

Primary Target: Describes the main biological component that the signal interacts with at that

frequency band.

Surface Sensitivity: Indicates how responsive the impedance measurement is to surface

changes, such as touch interactions. Higher values mean greater sensitivity to small variations

at the skin surface.

This intricate interplay among frequency, tissue characteristics, and measurement

objectives necessitates a meticulous selection of operating parameters to optimize both

the depth and sensitivity of impedance measurements for the specific application.

Electrode Geometry

Electrode geometry is a critical factor in impedance-based touch sensing, influencing

signal injection, detection, and overall measurement accuracy. The size of electrodes di-

rectly impacts the electric field distribution and, consequently, the sensitivity to impedance

changes. Larger electrodes, by distributing the current over a broader surface area, in-



143

herently achieve lower contact impedance with the skin. This superior contact facilitates

stronger signal transmission and minimizes signal loss at the interface. However, because

the electric field generated by larger electrodes is more diffuse and averages the electri-

cal properties over a greater volume of tissue, they tend to exhibit reduced sensitivity to

subtle, localized impedance changes. Conversely, smaller electrodes, despite presenting

a higher contact impedance due to their reduced surface area, concentrate the electric

field within a much smaller volume. This localized electric field makes them significantly

more sensitive to fine-grained or spatially restricted impedance variations, making them

suitable for applications requiring higher spatial resolution.

The electrode shape affects the electric field distribution and current density at the

electrode-skin interface; sharp corners can concentrate the field and potentially compro-

mise accuracy, whereas smoother contours promote a more uniform current distribution.

In the simulations, I opted for round electrodes due to their ability to generate a uniform

electric field when injected at the center, ensuring consistent signal distribution across

the measurement area [157].

The influence of electrode geometry is also frequency-dependent. At lower frequencies,

the electric field is less focused, rendering electrode geometry less critical. However,

at higher frequencies, the field becomes more concentrated, amplifying the impact of

electrode geometry and potentially leading to edge effects and non-uniformities that can

affect measurement accuracy. This necessitates careful consideration of electrode size

in relation to the operating frequencies. While material also plays a role, the simulations

and prototyping primarily focused on electrodes made up of gold, which is a common

material for electrodes due to its excellent conductivity, stability, and bio-compatibility.

External Contact

External contact significantly alters the hand’s overall impedance. When the hand touches

a surface, the propagating signal through the hand encounters a new interface with distinct
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conductivity and permittivity, thereby influencing the measured impedance. Contact

with a conductive material provides a low-resistance pathway, leading to a decrease in

impedance as the current is shunted through the conductive surface. Conversely, contact

with an insulator impedes current flow, potentially increasing impedance as the current

seeks alternative paths within the hand. Analyzing these impedance changes during

external contact yields valuable information about the contact state and the electrical

properties of the contacted material.

7.4.2 Simulation

I utilized finite integration technique (FIT) simulations with CST Studio Suite, which provides

3D electromagnetic (EM) analysis capabilities. I selected a frequency range from 1 MHz

to 1 GHz, guided by research demonstrating substantial attenuation of wave propagation

through the body beyond 1 GHz [158, 225]. I then constructed a detailed bio-model of

a 38-year-old male (180 cm, 103 kg) using the CST Bio Models Library1 and data from

the US National Library of Medicine’s Visible Human Project.2 The model incorporated

31 distinct tissue types, including blood, bone, fat, muscle, and skin, with a resolution of

1× 1× 1 mm. To optimize computational efficiency, the simulation focused solely on the

right forearm and hand, isolating them from the rest of the body.

Signal Propagation Analysis

Understanding how RF signals propagate through the hand is crucial for determining

the optimal frequency range for Z-Band. The human hand is a complex, lossy medium

composed of multiple layers, including skin, fat, muscle, and bone, each exhibiting distinct

electrical properties. These layers differ in conductivity, permittivity, and water content, all

of which vary with frequency, influencing signal attenuation and propagation efficiency.

1[https://space.mit.edu](https://space.mit.edu)

2[https://www.nlm.nih.gov](https://www.nlm.nih.gov)

[https://space.mit.edu/RADIO/CST_online/mergedProjects/3D/common_tools/common_tools_biomodels.htm](https://space.mit.edu/RADIO/CST_online/mergedProjects/3D/common_tools/common_tools_biomodels.htm)
[https://www.nlm.nih.gov/research/visible/visible_human.html](https://www.nlm.nih.gov/research/visible/visible_human.html)
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For Z-Band to function reliably, I needed to identify a frequency range that enables

efficient signal transmission from the wrist to the fingers. Since signal strength diminishes

as it propagates through the body, selecting an appropriate frequency ensures that

sufficient signal reaches the interaction site, enabling robust sensing.

Experimental Setup To investigate frequency-dependent propagation, I conducted an

experiment in which an RF signal was injected at the wrist and measured at the tip of the

middle finger. The middle finger was chosen as the test point because it represents the

longest path from the wrist, providing insight into signal attenuation over the maximum

propagation distance. The experimental setup is illustrated in Figure 7.3. I performed

a broadband frequency sweep from 1 kHz to 1000 MHz to evaluate signal transmission

across a wide frequency range.

Results and Observations The simulated S-parameter results in Figure 7.3 reveal that

lower frequency bands exhibit better propagation performance across the biological

model of an open hand. Specifically, both S12 and S21 show relatively higher transmission

(around -40 dB) in the frequency range 1-300 MHz, indicating lower signal attenuation

and more efficient propagation through the hand tissue in this band. As the frequency

increases, particularly past 600 MHz, both parameters experience a sharp decline in

magnitude, dropping to around -70 dB, which reflects significantly higher attenuation and

reduced transmission efficiency. These results suggest that the sub-600 MHz frequency

band is more suitable for communication or sensing applications involving on-body or

through-body signal propagation, as it enables better signal penetration and lower loss

compared to higher frequency bands. These findings provide a guideline for selecting

frequency bands for Z-Band, which can provide a superior balance between propagation

efficiency and sensitivity to surface interactions.
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Figure 7.3: (Left) Propagation simulation setup of the biological model with open hand

pose in CST Studio Suite. (Right) Simulated S12 and S21 results.

Electrode Size and Its Impact on Impedance Sensing To understand how electrode size

influences impedance sensing, I tested round electrodes of varying radii (1.25 mm, 2.5

mm, 5 mm, 10 mm, and 15 mm) while sweeping through a broad frequency range from 1

kHz to 1000 MHz. In this experiment, a single electrode was placed on top of the wrist

for S11 measurements, while an additional electrode was positioned at the bottom of the

wrist to capture S21 signals.

The simulation results, shown in Figure 7.4, indicate that larger electrodes (15 mm

radius) provide superior S11 and S21 signal quality. This improvement is attributed

to their lower contact impedance, which enhances signal transmission efficiency [158,

126]. However, while smaller electrodes exhibit reduced performance, they still maintain

reasonably good signal quality, particularly at higher frequencies. This suggests that while

larger electrodes optimize signal strength, smaller electrodes can still provide acceptable

signal quality, striking a balance between performance and practical design constraints.

Impact of Touching External Surfaces on Impedance Sensing To assess how different

external surfaces influence impedance sensing, I examined interactions with commonly

encountered materials: metal (copper), plastic (epoxy resin), and wood. In the CST

simulations, these surfaces were modeled uniformly with dimensions of 100× 100× 3 mm,

varying only in material-specific properties such as conductivity and loss tangent. The
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Figure 7.4: (Left) CST simulation setup with open hand pose and electrode positions.

Simulated S11 and S21 results with different electrode radii, showing that the 15 mm

radius provided the best S11 (center) and S21 (right) signal quality.

simulation setup, depicted in Figure 7.5, was designed to analyze how these materials

affect S11 and S21 signal responses when touched, with the sensing electrodes positioned

at the wrist.

Simulation results revealed distinct variations in S11 and S21 signals depending

on the material of the contacted surface. While these variations may appear subtle,

previous research [225, 273] has demonstrated that even small deviations—on the order

of ∼ 0.1 dB in S11—can be effectively utilized for surface classification. By employing a

broad frequency sweep rather than single-point measurements, this approach captures

a comprehensive impedance profile, enabling machine learning models to leverage

variations across the frequency spectrum.

In summary, the simulations validated the feasibility of wrist-based impedance sensing

for accurately detecting touch interactions.
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Figure 7.5: (Left top/bottom) CST Simulation setup of the models with open hand, one-

and two-finger poses, as well as touching the external surface with different materials.

Simulated S11 (middle top/bottom) and S21 (right top/bottom) results, showing that wrist-

based impedance sensing can detect signal differences for varied configurations.

7.5 Impedance Sensing Front-End Architectures for VNA

7.5.1 Challenges and Solutions for Wrist-Based Impedance Sensing with VNAs

Vector Network Analyzers (VNAs) have been successfully employed for impedance-based

interaction detection, including applications involving signal injection into the human body

or air coupling [225, 118, 121]. However, a significant challenge emerges when attempting

to inject the signal at the wrist to detect interactions occurring at the fingers.

Research Question: Can a portable VNA accurately measure impedance for hand in-

teractions when signal injection occurs at the wrist, considering the constraints of signal

attenuation and inherently low transmission power?

The human body acts as a lossy transmission medium, causing considerable atten-

uation of signals as they traverse through tissues. This attenuation, coupled with the

intrinsically low transmission power of portable VNAs such as the NanoVNA, renders di-

rect signal injection impractical without external amplification. Nevertheless, amplification

introduces another challenge: simply adding an amplifier at the VNA’s S11 (TX) port is
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infeasible because amplifiers inherently isolate reverse signals, allowing the amplified

forward signal to pass but blocking the reflected signal necessary for accurate S11 mea-

surement. Conversely, the S21 measurement, which utilizes a dedicated RX port, permits

amplification. However, even in S21 measurements, amplification can introduce signal

distortion and thus requires careful design to ensure accurate impedance calculations.

Proposed Solution: External Analog Front Ends (AFEs) To address these challenges, I

introduce external analog front ends (AFEs) specifically designed to interface with the

VNA. I developed three distinct prototype designs to manage signal amplification for

hand interaction detection. Two of these designs explore amplified S11 measurements,

while the third focuses on amplified S21 measurements. Although these architectures

theoretically measure the same impedance changes, their practical implementations

introduce variations due to differences in component characteristics, signal attenuation,

noise from extended signal paths, and variations in coupling with the body.

Experimental Evaluation of Designs To evaluate these designs, I implemented each

architecture and conducted controlled experiments under comparable conditions. The

impedance response was analyzed across different surfaces, mirroring the experimental

setup described in Section 7.4. This comparative study provided valuable insights into the

practical trade-offs of each design and guided the selection of the optimal architecture

for Z-Band.

Implementation Details For all implementations, I utilized the LiteVNA [66], an enhanced

version of the NanoVNA offering improved performance. While its default sweep rate is

approximately 5 Hz, I leveraged an experimental firmware feature to increase the sampling

rate to 30 Hz.3 For signal amplification, I selected the Mini-Circuits LHA-13LN+ amplifier,

3The sweep time of LiteVNA can be decreased by writing the value 0x01 to registers at addresses 0xE0

and 0xE1.
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which provides a 22 dB gain, a 1-1000 MHz bandwidth, and a low noise figure of 1.1 dB,

ensuring minimal signal degradation. The electrodes employed in the setup were round,

flexible, gold-coated copper electrodes with a 15 mm radius. The choice of gold coating

ensures high conductivity, oxidation resistance, and biocompatibility, while the flexible

design enhances comfort and adaptability to wrist contours. For S11 measurements,

a single electrode was positioned on the top of the wrist, near the ulna area. For S21

measurements, two identical electrodes were placed—one on the top of the wrist (near

the ulna, connected to the S11 port) and another on the bottom of the wrist (connected to

the S21 port). All prototypes were battery-powered, with a Raspberry Pi handling VNA

data collection and Wi-Fi streaming, enabling a fully wireless system.

(a) Design 1: Circulator Proto-

type (b) Design 2: Coupler Prototype

(c) Design 3: Through Transmis-

sion Prototype

Figure 7.6: Prototypes of different impedance sensing designs.

7.5.2 Design 1: Dual-Circulator Reflectometry

In the first design, I leverage circulators to perform S11 measurements. Figure 7.6a

shows the physical prototype for this design. The RF architecture, depicted in Figure 7.7a,

employs two circulators to achieve signal amplification, reflected signal measurement, and
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isolation between stages. RF circulators are passive, non-reciprocal three-port devices

that direct signal flow within a circuit: a signal entering port 1 exits port 2, a signal entering

port 2 exits port 3, and a signal entering port 3 exits port 1.

The outgoing RF signal from the VNA enters port 1 of circulator 1, which routes it to

port 2, connected to a power amplifier (PA). The amplified signal then passes through

circulator 2 from port 1 to port 2 and is coupled to the body via body electrodes. The

reflected RF signal from the body enters port 2 of circulator 2, which directs it to port 3.

This signal then passes through an RF attenuator to reduce its power before entering port

3 of circulator 1, thereby safeguarding the VNA from damage. Circulator 1 then directs

the attenuated reflected signal to port 1, which is connected to the VNA for measurement

and analysis.

In this architecture, circulator 2 isolates the PA from the reflected signal by directing

any energy entering port 2 to port 3, preventing potential damage. Similarly, circulator

1 isolates the VNA from the PA, protecting it from the high-power amplified signal. Both

circulators collectively isolate the VNA from both the high-power PA and the reflected

signal, preventing interference and potential damage. This architecture enables higher

transmit power, bidirectional signal flow, measurement of the reflected signal, and isolation

of each stage, leading to accurate and reliable measurements.

While wideband sweeps were desired, practical limitations of sub-GHz circulators,

which typically exhibit bandwidths less than 100 MHz, necessitated a narrower sub-GHz

bandwidth for my implementation. The frequency selection is guided by simulations,

component constraints, and empirical testing. CST simulations revealed peak sensitivity

to hand pose changes in the 1-500 MHz range, with other frequencies also showing signal

variations. By balancing the need for high sensitivity and efficient propagation (favored at

higher frequencies) with deeper biotissue penetration (characteristic of lower frequencies)

[158], while also considering the practical limitations of available circulator bandwidths, I

ultimately selected the 100-150 MHz range as the operational bandwidth. I therefore chose

the TH6060ES circulator, manufactured by RFTYT Technology, for the implementation.
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Figure 7.7b shows the S11 curves for different scenarios using this prototype.

(a) (b)

Figure 7.7: The Dual-Circulator Reflectometry design (prototype 1) along with the results

(S11) obtained from the prototype.

7.5.3 Design 2: Coupler Reflectometry

In contrast to design prototype 1, where circulators redirect the reflected signal back to the

S11 port for measurement, design prototype 2 utilizes an RF coupler to route the reflected

signal to the S21 port for measurement. A coupler is a passive RF device with four ports

that samples a portion of the signal in the forward direction and any reflected signal in the

reverse direction, enabling simultaneous monitoring without disrupting the main signal

path. This approach requires only a single coupler instead of two circulators and benefits

from the generally wider bandwidth available with couplers, even at lower frequencies.

Specifically, I employ the MiniCircuits SCBD-16-63HP+ coupler with a bandwidth of 50

MHz to 1000 MHz for this prototype (see Figure 7.6b).

When a coupler is connected to the S11 port and the reflected signal is routed to

the S21 port, the captured S21 signal becomes a composite of reflections from both the

DUT (in this case, a hand) and the coupler itself, along with any signal leakage. This

differs from a direct S11 measurement, where the captured signal solely represents the



153

DUT’s reflection. However, assuming that the coupler’s characteristics and signal leakage

remain constant for a given frequency, changes in the acquired S21 signal primarily

signify variations in the DUT’s reflection, allowing us to indirectly infer changes in the

DUT’s impedance. Figure 7.8a illustrates the architecture for this prototype, and Figure

7.8b shows the S11 curves for different scenarios using this prototype.

(a) (b)

Figure 7.8: The Coupler Reflectometry design (prototype 2) along with the results obtained

from the prototype.

7.5.4 Design 3: Through Transmission Design

While the previous two approaches utilized S11 for sensing, this method employs S21 for

measurement, requiring minimal external hardware since two ports are inherently available

for this purpose. Figure 7.6c shows the prototype for this design. In this configuration,

an amplifier is connected to the S11 port’s output, which is then linked to an electrode

placed on the top of the wrist. Another electrode, positioned at the bottom of the wrist,

connects to the S21 port. Figure 7.9a illustrates this design, and Figure 7.9b shows the

different S21 curves for various scenarios using this prototype.
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(a) (b)

Figure 7.9: The Through Transmission design (prototype 3) along with the results (S21)

obtained from the prototype.

7.5.5 Comparison of Designs and Trade-offs

All three architectures demonstrated clear changes in response to different hand poses

and contact with various surfaces, effectively reproducing the patterns observed in the

simulations. However, each design presented distinct performance characteristics and

trade-offs. Table 7.2 summarizes these trade-offs.

Design 1 (dual-circulator) exhibited the weakest received signals despite operating

with the same initial transmit power and amplification as the other prototypes. This is

likely attributable to the inherent insertion loss of the circulators, which attenuates both the

transmitted and reflected signals at multiple points within the signal path. While Design 1

provides maximum isolation between stages (VNA, amplifier, and body), minimizing noise

and interference, this benefit comes at the cost of limited bandwidth, potentially restricting

the range of detectable impedance changes. Additionally, the increased component

count adds complexity and potentially cost.

Design 2 (coupler) strikes a balance between performance and complexity. By utilizing
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a coupler instead of two circulators, it reduces the component count while maintaining

good isolation and achieving a wider bandwidth compared to Design 1. However, its

sensitivity may be lower than Design 1 due to the coupler’s coupling losses.

Design 3 (through-transmission) demonstrates the strongest received signal and em-

ploys the fewest components, thereby minimizing complexity and cost. However, the

absence of isolation between stages can increase noise and interference, potentially re-

ducing sensitivity. This is because, without isolation, a portion of the transmitted signal can

directly leak to the receiver, and reflections from various points in the system can interfere

with the desired signal. While this lower sensitivity might suffice for many touch-sensing

applications, it could limit the ability to detect subtle impedance changes. Furthermore,

Design 3 requires two electrodes, which could impose constraints on wearable form

factors and user experience compared to the single-electrode designs.

Ultimately, the choice of design depends on the specific application’s requirements

and priorities. Design 1, with its high isolation and potential for high sensitivity, might be

ideal for applications demanding precise impedance measurements, such as medical

diagnostics or detecting subtle changes in grip force. Design 2 offers a versatile option for

general-purpose applications, balancing complexity, cost, and performance. Design 3,

with its simplicity and minimal components, is well-suited for compact and cost-sensitive

devices where high sensitivity is not critical.

In this case, I prioritized a larger bandwidth for richer sensing capabilities and a smaller

form factor to enable data collection in mobile scenarios. Consequently, I opted for Design

3 (through-transmission), which offers the simplest and most compact solution. While

Design 3 presents opportunities for further optimization in terms of sensitivity, its inherent

advantages make it a compelling choice for the target applications. Future work could

explore techniques to improve signal strength or reduce noise in this design to enhance

its performance.
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Table 7.2: Comparison of different impedance measurement architectures in terms of

signal strength, isolation, bandwidth, complexity, and sensitivity. Each design presents

trade-offs between hardware complexity, measurement accuracy, and practicality for

wearable touch sensing applications.

Feature Design 1

(Dual-Circulator)

Design 2 (Coupler) Design 3 (Through-

Transmission)

Signal Strength Weakest Moderate Strongest

Isolation Maximum Good Low

Bandwidth Limited (< 100 MHz) Wider (50 MHz - 1

GHz)

Widest (inherent to

VNA)

Complexity Highest (more

components)

Moderate Lowest (fewest

components)

Sensitivity Highest (due to

isolation)

Moderate Lowest (due to noise

and interference)

Electrodes Single Single Dual

Cost Highest Moderate Lowest

Advantages High isolation, Strong

noise reduction, Best

for precision

Good balance of

performance and

complexity, Wider

bandwidth than

Design 1

Simplest, lowest cost,

Smallest form factor

Disadvantages Limited bandwidth,

High complexity and

cost

Lower sensitivity than

Design 1

Lowest sensitivity,

Dual electrodes
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7.6 Implementation

Drawing upon the simulation and experimental results from Sections 7.5 and 7.4, I con-

structed the Z-Band prototype utilizing the through-transmission RF design (Design 3).

While impedance sensing demonstrated strong performance in the controlled experiments,

real-world scenarios introduce additional factors that can impact signal quality. Variations

in body anatomy, external RF interference, and motion artifacts stemming from electrode

movement can all contribute to noise. To mitigate these issues, I augmented the system

with an IMU sensor, providing spatial awareness that aids in distinguishing intentional

movements from noise and potentially enabling novel interaction modalities. Consequently,

the final Z-Band system integrates both through-transmission impedance sensing and an

IMU, leveraging their combined strengths for robust and versatile interaction capabilities.

The Z-Band implementation prototype (Figure 7.11a), employed for user evaluation

and testing, mirrors the design outlined in Section 7.5.4, incorporating the same core

components: LiteVNA, amplifier, and Raspberry Pi Zero 2W. Figure 7.10 provides an

overview of the system, while Figure 7.11b presents an internal view of the prototype.

These components were housed within a 3D-printed enclosure secured to the user’s

hand via a Velcro wristband. The frequency sweep was configured from 100 MHz to

800 MHz, aligning with the findings from Section 7.5, as this range exhibited the most

pronounced signal differentiation across various scenarios. The IMU utilized was an

ISM330DHCX, connected to an nRF52840 microcontroller, which relayed data to the

Raspberry Pi via UART. The flexible electrodes (radius = 15 mm) were mounted on a

1 cm thick foam, ensuring conformability to the user’s hand while maintaining uniform

pressure. Figure 7.11c illustrates the electrodes used. Sensor data was grouped into

batches to minimize latency and transmitted via TCP sockets over Wi-Fi to a laptop, where

it underwent processing by a Python-based analysis program. The prototype weighed

approximately 285 grams and consumed 0.7 Amperes of current at 5V.

The current prototype is larger and heavier than typical everyday wearables due to
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the reliance on development boards, a full VNA, and a Raspberry Pi computer for rapid

prototyping. These components necessitate a larger battery, further contributing to the

overall size and weight. While not representative of a final product, this bulky prototype

enabled us to quickly test and validate the sensing approach with users. Miniaturization

is achievable through the use of custom hardware and by replacing general-purpose

hardware with application-specific integrated circuits. To illustrate this potential, I built a

more compact version of the Z-Band (Figure 7.22), discussed further in Section 7.9. Later

in the paper, Section 7.10.3 outlines a progressive path towards miniaturizing the system

to fit within a regular smartwatch form factor.

Figure 7.10: System overview of the Z-Band prototype.

7.7 Interactions

Z-Band facilitates a diverse set of interactions, including stateful touch, swipes, taps,

and pressure-sensitive touch on external, un-instrumented surfaces. Figure 7.12 visually

illustrates these interaction modalities.

Central to Z-Band’s capabilities is its proficiency in detecting stateful touch. This

involves accurately identifying and differentiating between distinct phases of touch inter-

action, such as touch down, touch hold, and touch release. Unlike simple tap detection,

which only captures momentary contact, stateful touch enables continuous tracking of
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(a) The Z-Band prototype worn on

the wrist.

(b) Internal structure of the Z-Band

implementation prototype. The de-

sign features a stacked configura-

tion: VNA at the bottom, the middle

layer (visible), and the battery on

top (not shown).

(c) Bottom view of the

Z-Band prototype show-

ing electrode placement

and strap design for se-

curing the device.

Figure 7.11: Z-Band prototype hardware overview.

touch, forming the bedrock for more intricate interactions. This capability is paramount for

enabling higher-order interactions such as drag-and-drop, scrolling, and drawing, where

sustained contact tracking is essential for advanced gesture recognition and interpretation.

Furthermore, Z-Band’s inherent sensitivity to contact pressure introduces an additional

dimension to its interaction capabilities. This sensitivity arises from how applied finger

pressure alters the skin-surface contact area, thereby affecting the measured impedance.

Greater pressure results in a larger contact area and a more pronounced impedance

change, enabling nuanced, pressure-aware input.

Finally, I demonstrate higher-level interactions built upon the foundation of stateful

touch—specifically, swipes and taps—to showcase gestural input. For swipe detection,
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the system leverages IMU data to capture motion. However, this functionality could be

extended through the incorporation of other motion-sensitive sensors, such as optical

flow sensors, for more advanced gesture tracking. By seamlessly combining stateful

touch, pressure detection, and motion sensing, Z-Band provides a versatile platform for

sophisticated interaction design.

Figure 7.12: User interactions supported by Z-Band. Actions are performed on everyday

un-instrumented surfaces.

7.7.1 Stateful Touch

Z-Band employs a hybrid approach, combining RF impedance sensing and IMU data

for robust stateful touch detection. While RF impedance sensing provides continuous

information regarding touch-induced signal variations, it is also susceptible to influences

from hand movement. This poses a challenge for accurate touch detection, particularly on

dielectric materials, which exhibit smaller impedance changes compared to conductive

surfaces, making these subtle signals more prone to being obscured by noise. Figure 7.9b

illustrates signal changes when touching different materials with the Z-Band prototype.

To overcome this challenge, I augment the system with IMU data. The IMU, while not

directly sensitive to touch, provides invaluable information about hand movements and

orientation. This motion data helps disambiguate genuine touch events from spurious

signals caused by handmotion, especially on dielectric surfaces and in dynamic scenarios.
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Figure 7.13 presents both RF and IMU data for a touch event in both stationary and walking

scenarios. By integrating the continuous impedance information from RF with the precise

motion data from the IMU, Z-Band accurately detects touch-down and touch-up events

across a broader range of surfaces and interaction contexts.

Data Processing Pipeline

For real-time touch event recognition, both RF and IMU data streams are resampled to 100

Hz. A sliding window of 0.3 seconds duration scans the data stream to extract features

for analysis. When no touch event is detected within the window, it advances with a 50%

overlap to ensure continuous monitoring. However, upon detection of a touch event, the

window progresses with zero overlap to capture the complete event without redundancy.

Feature Extraction from RF Data A 2D spectrogram, encompassing both the magnitude

and phase of the RF signal, is generated and subsequently resized to 224×224 pixels. This

resized spectrogram is then input into a ResNet51 model for feature extraction. Instead of

utilizing the final classification layer, I extract a 2048-dimensional feature vector from the

penultimate layer, which serves as the RF feature.

Feature Extraction from IMU Data Each IMU data window is resized to 200 samples.

Frequency-domain features, including FFT, spectral centroid, bandwidth, flatness, and

peak frequency, are computed. Statistical features, such as mean, median, standard

deviation, maximum, minimum, variance, and zero-crossing rate, are calculated over 10

equally sized sub-windows. Additionally, cross-correlation and covariance matrices are

computed between IMU axes to capture inter-axis relationships.

Feature Fusion and Classification The extracted RF and IMU feature vectors are flattened

and concatenated into a single 1-D vector of length 4256. This combined vector is then

fed into a random forest classifier comprising 300 trees for classification.
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Data Augmentation for Robustness

To enhance generalization and robustness, temporal and frequency augmentation tech-

niques are applied. To account for variability in gesture timing, the RF and IMU data

window is shifted by up to 0.2 seconds both forward and backward in 50 ms increments.

To mitigate frequency response variations across users, the RF data is rotated by up to

20 bins along the frequency axis in 5-bin increments in both directions.

Handling Non-Interaction Activities

To minimize false positives, a null class is incorporated, encompassing non-interaction

activities such as hand waving, finger movements, arm movements, and stillness. The

final classifier is trained to recognize three distinct classes: (1) Touch Down, (2) Touch

Up, and (3) Null (No Interaction).

7.7.2 Pressure Touch

When interacting with a surface, users can apply varying levels of pressure to trigger

distinct touch interactions. The intensity of the applied pressure directly affects the

signal transmission between the finger and the surface, consequently altering the signal

amplitude. I calculate pressure by summing the amplitude of the S21 signal across all

frequencies.

The summed amplitude provides a continuous value that is then processed through a

OneEuroFilter (alpha = 0.01, beta = 0.001) to ensure smooth and stable pressure detection.

The filtered pressure values can be scaled to adjust sensitivity and mapped to continuous

UI elements, such as sliders or knobs, enabling applications like adjusting speaker volume

or screen brightness based on the applied pressure.

Figure 7.15 illustrates a user gradually increasing pressure (from 0.16N to 4.6N) while

interacting with a plastic surface, along with the corresponding summed S21 values. The

plot reveals a predominantly linear relationship between pressure and summed S21 values.
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(a) Touching a plastic surface

while sitting.

(b) Touching a plastic surface

while walking.

(c) Walking without touching

any surface.

Figure 7.13: The RF (deltas) and IMU raw data across three distinct scenarios: (a)

stationary touch events on a plastic surface (demonstrating clear touch down and up

events in both RF and IMU data), (b) mobile touch events while walking, where IMU data

exhibits significant noise while RF data maintains distinguishable touch events in the

frequency domain despite some artifacts, and (c) a no-touch scenario.

By integrating this input modality with real-time feedback and an adaptive UI, Z-Band

can enable pressure-sensitive interactions similar to other continuous input techniques

explored in prior work [205, 41].

7.7.3 Swipes and Taps

Z-Band extends its capabilities beyond stateful touch detection to enable swipe and

tap interactions. It supports four cardinal direction swipes (up, down, left, right) for UI
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navigation and tap gestures for selection. A state-model-based approach is employed

to detect these interactions, as illustrated in Figure 7.16. Figure 7.14 presents the raw

sensor data during the performance of swipe interactions.

Tap and Swipe Detection Logic

A tap is identified when a touch-up event occurs within 0.2 seconds of a preceding

touch-down event. A swipe is considered when the duration between a touch-down and

touch-up event falls within the range of 0.4 to 1 second. The data captured during this

interval is subsequently analyzed to determine if a swipe occurred and to identify its

direction. These time thresholds were empirically determined and can be adjusted to

accommodate different user preferences.

To enhance robustness against incorrectly recognized touch events, an adaptive

strategy is utilized. For swipe detection, if a touch-up event is not detected within 1

second of a touch-down, a 1-second data window following the touch-down event is

analyzed to determine if a swipe occurred. Conversely, if a touch-up event occurs without

a preceding touch-down, a 1-second window before the touch-up is evaluated for swipe

detection. This approach helps compensate for instances where touch events are missed

or misrecognized, ensuring more reliable detection of swipe interactions. As demonstrated

in Section 7.8.4, this method effectively captures swipes while minimizing false positives.

Swipe Direction Recognition

For swipe direction classification, I employ a machine learning-based approach similar to

tap detection but with a reduced feature set to improve surface-agnostic recognition. RF

data is excluded to prevent surface characteristics from influencing the model, ensuring

consistent swipe recognition across different surfaces. Additionally, frequency-based IMU

features are omitted to reduce the potential impact of surface texture variations, focusing

instead on statistical IMU features for classification. To further enhance robustness, time-
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Figure 7.14: Data captured from both IMU and VNA sensors during the execution of three

swipe gestures. The vertical dotted lines overlaid on the VNA heatmap indicate the start

points of ’touch down’ and ’touch up’ events as classified by the touch detection model.

The corresponding swipe directions (ground truth) are annotated on the accelerometer

plot.

domain data augmentation techniques—similar to those used for touch-up and touch-down

detection—are applied. The final classification is performed using a random forest model

with 300 trees, leveraging only statistical IMU features for swipe direction recognition.

7.7.4 Putting it All Together

To create a complete user interface, all user interactions—stateful touch, swipes, taps,

and pressure touch—must function seamlessly in tandem. Z-Band employs a state-model

approach to integrate these interactions cohesively. When a touch-down event occurs,

the system determines the appropriate interaction mode based on the detected motion
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and timing.

If the touch-down is not followed by significant IMU motion within 0.2 seconds, the

system activates pressure touch mode. Significant IMU motion is identified by analyzing

motion magnitude from the IMU data, with thresholds empirically established through

testing and data collection. In pressure touch mode, users can vary the pressure applied

to the surface, yielding a continuous pressure value. The mode exits upon detection of a

touch-up event or after five seconds have elapsed, ensuring interactions remain intuitive

and time-bound.

Conversely, when significant IMU motion is detected within 0.2 seconds of a touch-

down, the system transitions to swipe and tap detection mode, as detailed in Section 7.7.3.

This ensures that dynamic gestures, such as swipes and taps, are accurately recognized

without interfering with static pressure-based interactions.

This interaction logic is visually represented in Figure 7.16, illustrating the transitions

between pressure touch, swipe, and tap states. By leveraging this structured approach,

Z-Band ensures seamless and reliable recognition of user interactions across various

contexts.

7.8 Evaluation and Results

I conducted a comprehensive evaluation of Z-Band to assess its performance across

various interaction types, participants, and real-world scenarios. The primary objective

was to understand the system’s effectiveness under practical conditions, including natural

interaction variability and the impact of repeated device wear and removal.

The evaluation comprised four distinct studies:

• Stateful Touch Study: To assess the system’s ability to accurately detect and differ-

entiate stateful touch interactions (touch-down, touch-up) across different users and

surfaces.
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Figure 7.15: Summed S21 magni-

tude response to increasing pres-

sure (from 0.16N to 4.6N), show-

ing both unfiltered and filtered data

alongside ground truth pressure

measurements.

Figure 7.16: Interaction flow for Z-Band, il-

lustrating detection logic for different touch

interactions.

• Touch Sensitivity Study: To examine the system’s performance in detecting interac-

tions with varying pressure levels.

• Swipe Gesture Study: To evaluate the system’s accuracy in recognizing swipe

gestures.

• False Positive Study: To analyze the frequency of unintended detections in scenarios

without deliberate interactions.

These studies were designed to evaluate the system’s robustness in real-world contexts.

Participants were encouraged to interact naturally, without restrictions on their finger, hand,

or body posture, which introduced valuable variability into the collected data. For instance,
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some users performed interactions with their index finger fully extended, while others kept

their remaining fingers curled or partially folded. This diversity helped the inference model

generalize better to a wider range of user behaviors and pose variations. Participants

were also instructed to remove and re-wear the prototype device multiple times throughout

the study (e.g., after each session) to simulate practical usage scenarios and evaluate

the system’s adaptability to device repositioning.

The user study, which received approval from the Institutional Review Board (IRB),

involved 16 participants recruited from my university and the local community. Each

participant received a $30 gift card as compensation for their time, and the study took

approximately 60 minutes for each participant to complete.

7.8.1 Data Collection Tool

To facilitate accurate and consistent data collection, I developed a custom user interface

(UI) inspired by the ’Guitar Hero’ style. This UI provides dynamic visual cues, guiding

users through specific interactions at designated times and for precise durations, as

shown in Figure 7.17.

The interface features floating rectangles, each representing a distinct interaction. The

length of a rectangle corresponds to the allocated time window for that action. These rect-

angles move across the screen, prompting users to perform the action when a rectangle

intersects a vertical line, signifying its active state. Clear text labels beside each rectangle

specify the action to be performed (e.g., “Tap,” “Swipe,” “Hold”).

This dynamic design offers several advantages for data collection and analysis. The

moving bar and rectangle intersections provide clear visual cues for the start and end

times of each interaction, ensuring precise timing and synchronization. The speed of the

moving bar is adjustable, allowing for customizable pacing of interactions to accommodate

different user needs and data collection requirements. Additionally, the interface presents

a preview of upcoming actions, enabling users to anticipate and prepare for interactions
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Figure 7.17: Three snapshots of the data collection UI at various points in time. (1) The

next action for the user to perform is an “Up Swipe,” followed by a “Left Swipe.” (2) The

“Up Swipe” action window is active (highlighted in yellow), prompting the user to perform

the gesture. (3) The “Up Swipe” action window has concluded, and the upcoming actions

are “Left Swipe” followed by “Right Swipe.”

in advance. Beyond guiding user input, the rectangle windows function as a ground truth

annotation tool, automatically marking the exact start and end times of interactions. This

ensures accurate segmentation of sensor data, facilitating reliable analysis and effective

model training.

This tool streamlines data collection and ensures consistency by providing clear visual

guidance and precise timing information, thereby enhancing the reliability and quality of

the collected data, which is crucial for developing robust interaction models.

7.8.2 Study #1: Evaluating Stateful Touch Detection

This study evaluates Z-Band’s ability to accurately detect touch-down and touch-up events

across various materials and movement conditions. The primary goal is to assess its

robustness for real-world applications, ensuring reliable performance across diverse

surfaces and usage scenarios.
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Experimental Factors

Influence of Material Conductivity Material conductivity significantly impacts impedance

sensing. Conductive materials, such as metals, generate strong signal variations, whereas

dielectric materials, such as plastic and wood, produce weaker changes. To evaluate

performance across a range of conductivities, I selected five test materials: plastic (low),

wood (low), cotton cloth (medium), human palm (medium), and copper (high).

Impact of Motion and Movement Since the system incorporates an IMU and skin-worn

electrodes, motion can affect its performance by introducing motion artifacts into IMU

data and noise into the RF sensor readings due to electrode shifts on the skin. To assess

this impact, I evaluated Z-Band’s performance in both stationary (sitting) and dynamic

(walking) scenarios. The system’s wireless and battery-powered design enabled seamless

data collection during walking scenarios.

Study Protocol

To evaluate the system’s performance, participants were instructed to perform touch-

down and touch-up actions on the five different materials (plastic, wood, cotton cloth,

copper, and human palm) with a 2-second gap between actions, as displayed on a screen

using the custom data collection tool. Each participant completed ten sessions, with

each session involving five touch events on each material. To ensure diverse data and

prevent overfitting to specific device orientations or electrode placements, the wristband

prototype was removed and re-worn after each session. Data collection occurred under

two conditions: stationary (seated) for the first four sessions and dynamic (walking) for the

remaining six. This procedure allowed us to assess the impact of both material properties

and motion on touch detection accuracy.

In addition to touch-up and touch-down events, I also recorded data for non-interactive

motions (null), such as finger movement, arm movement, and stillness, in both sitting and
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walking scenarios. This data is essential for training the system to differentiate between

intentional user interactions and incidental motions, thereby filtering out false positives

and preventing the system from misinterpreting incidental motions as deliberate touch

interactions. The null data collected in this study is also utilized in subsequent studies

presented in this paper.

Model Training

Touch-down and touch-up data from all surfaces were combined to form a comprehensive

dataset for training machine learning models (see Section 7.7.1 for feature extraction

details). To generate data for non-interaction or null classes, I segment the longer non-

interaction data into smaller windows matching the duration of actual interactions. Given

the surplus of null class data, I apply random upsampling to balance the class distribution

during model training. I use this approach for both touch and swipe detection models to

ensure a balanced distribution.

I trained models separately for sitting, walking, and combined sitting/walking sce-

narios. I employed leave-one-out cross-validation (LOOCV) for model evaluation. For

user-independent models, I iteratively trained on data from all but one user, testing on

the held-out user, and averaged results across all users. User-dependent models were

trained on all but one session per user, tested on the remaining session, and results were

averaged across all sessions for each user. All presented results reflect cross-session

evaluations; no models were trained and tested on data from the same device wear

session.

Results

In stationary (sitting) scenarios, both user-dependent and user-independent models

achieved over 95% accuracy, with the user-dependent model reaching the highest ac-

curacy of 97% across all scenarios. The sitting condition consistently outperformed the
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walking condition, likely due to the motion-induced noise affecting both RF and IMU signals.

The lowest accuracy was observed in the walking scenario with the user-independent

model, at 89.6%, while all other scenarios maintained accuracy around 90%. Notably,

touch-down and touch-up accuracy remained above 90% across all scenarios. However,

during walking, null detection accuracy declined for the user-independent model scenario,

indicating a higher likelihood of false positives. Expanding the dataset with additional

non-interaction scenarios could help mitigate false positives and improve classification

robustness. Figure 7.18 presents the confusion matrices for all scenarios.

Sensor Ablation Analysis

The previous section explored the combined impact of bio-impedance and IMU sensing on

surface interactions across different materials and scenarios. Here, I present an ablation

study to quantify the individual contributions of each sensor modality to the overall system

performance. This analysis is crucial for understanding the relative importance of each

sensor, identifying potential areas for optimization, and informing future design decisions

regarding sensor selection and fusion strategies.

Figure 7.19 illustrates Z-Band’s performance using IMU alone, RF alone, and the

combined IMU+RF approach. Across all scenarios, the combined IMU+RF approach

consistently outperforms either sensor individually, highlighting their complementary nature

and mutually reinforcing benefits. Notably, RF consistently surpasses IMU in accuracy,

with the single exception of the user-dependent model’s sitting scenario. Furthermore,

IMU performance degrades more significantly than RF during walking, demonstrating the

superior robustness of RF sensing to motion artifacts.

7.8.3 Study #2: Evaluating Sensitivity to Touch Pressure

Combining bio-impedance sensing with IMU data enables the detection of subtle touch

interactions, outperforming IMU-only approaches. This heightened sensitivity is attributed
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(a) User-dependent cross-

session model performance

for the sitting scenario.

(b) User-dependent cross-

session model performance

for the walking scenario.

(c) User-dependent cross-

session model performance

for the combined (sitting &

walking) scenario.

(d) User-independent model

performance for the sitting

scenario.

(e) User-independent model

performance for the walking

scenario.

(f) User-independent model

performance for the com-

bined (sitting & walking) sce-

nario.

Figure 7.18: Performance comparison of user-dependent and user-independent models

for touch detection across sitting, walking, and combined scenarios.

to the active broadband nature of the impedance sensing, which can capture even minor

variations in touch pressure.
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Figure 7.19: Sensor ablation analysis of touch detection accuracy across sitting, walking,

and combined scenarios, using IMU, RF, and combined IMU+RF for user-independent

(UI) and user-dependent (UD) models.

I evaluated Z-Band’s touch sensitivity by conducting a user study with five participants,

each performing three distinct tap interactions—soft, regular, and hard—on a plastic

surface. Taps were chosen over touch-down and touch-up events because they provide

a single, well-defined force application. In contrast, maintaining consistent force during

sustained contact (as in touch-down and touch-up) proved challenging in a pilot study,

leading to significant user variability. By utilizing taps, I minimized this variability and

ensured that each interaction produced a distinct and controlled force measurement,

thereby improving the reliability of the analysis.

Study Protocol

In this study, participants performed three types of taps on a plastic surface: soft, regular,

and hard. The plastic surface was mounted on a sensitive weight scale to provide ground

truth force measurements for each tap. Each participant performed 10 repetitions for

each of the three tap types, resulting in a total of 30 taps per participant.
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Model Training

During the study, RF and IMU data were collected synchronously. The data was processed

using the feature extraction pipeline described in Section 7.7.1. Tap detection and

classification were performed using a Random Forest classifier (number of trees = 300).

For user-dependent analysis, I adopted a stratified approach, utilizing approximately 70%

of each user’s data for training and the remaining 30% for testing. For the user-independent

model, I used leave-one-user-out cross-validation (LOOCV), iteratively training on all but

one participant and testing on the held-out user.

Figure 7.20: The comparative performance of IMU, RF, and their combination for classifying

three tap types, i.e., soft, regular, and hard, in both user-dependent (UD) and user-

independent (UI) scenarios.

Results

I developed models using IMU-only, RF-only, and combined IMU+RF inputs, with the

results shown in Figure 7.20. The average forces applied for soft, regular, and hard taps

were 0.18N, 0.48N, and 1.63N, respectively, as measured by the weighing scale across

all participants.

The IMU-only model struggled with detecting soft taps, achieving 85% accuracy in the

user-dependent (UD) scenario and dropping to 70% in the user-independent (UI) scenario.
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This indicates its limitations in capturing subtle, low-pressure interactions. However, it

performed better for regular and hard taps, with accuracies up to 98% in the UD and 93%

in the UI cases, as these taps generate more pronounced motion signals.

In contrast, the RF-only model performed better at detecting soft taps, achieving 94%

accuracy in the UD scenario and 88% in the UI scenario, demonstrating its sensitivity to

subtle pressure changes. For regular and hard taps, the RF model delivered consistently

high accuracy, comparable to or slightly exceeding the IMU’s performance.

The combination of IMU and RF data yielded the best overall results, significantly

improving soft tap detection to 97% in the UD and 91% in the UI scenarios, while achieving

near-perfect accuracy (up to 99%) for regular and hard taps. These results underscore

the critical role of RF sensing in enhancing sensitivity to subtle touches. They also highlight

the robustness achieved through the fusion of IMU and RF data, making the system highly

reliable across all touch types and user scenarios.

7.8.4 Study #3: Evaluating Swipe Gesture Recognition

This study evaluates swipe gestures performed on a plastic surface. Plastic, with its

low conductivity, presents a challenging scenario for impedance-based touch sensing,

allowing us to assess the robustness and sensitivity of the approach in a more demanding

context.

Study Protocol

Sixteen participants were instructed to perform four directional swipes (left, right, up, down),

each performed within a 1-second window. Each participant completed four sessions,

performing five repetitions of each swipe direction per session. After each session,

the Z-Band prototype was removed and re-worn to capture data from different device

orientations and electrode placements. All sessions were conducted with participants in

a seated position.
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Model Training

I conducted a two-part evaluation of swipe gesture recognition:

1. Swipe Detection Accuracy: First, I assessed the accuracy of swipe recognition using

segmented swipe data based on ground truth labels collected during the study.

This allowed us to evaluate the performance of the gesture recognition model in

isolation.

2. Swipe Segmentation in Continuous Data: Next, I evaluated the system’s ability to

segment swipe gestures within a continuous data stream. This involved using a

stateful touch detection model (trained on data from all users in the sitting scenario

from the previous study) to identify potential swipe gestures and then evaluating the

accuracy of classifying those segmented gestures. This approach provides a more

realistic assessment of the system’s performance in a real-world scenario.

For both swipe detection and segmentation evaluations, I developed user-dependent

and user-independent models using the IMU data and a Random Forest classifier (see

Section 7.7.3 for feature extraction details). Leave-one-out cross-validation (LOOCV) was

employed for model evaluation.

Results

Swipe Classification Accuracy Using ground truth swipe data windows, both user-

dependent and user-independent models achieved high accuracy in classifying left,

right, up, down, and null gestures. User-dependent models achieved an impressive

average accuracy exceeding 96%, with a range of 96% to 100%. The user-independent

model also performed well, with an average accuracy of 93%, ranging from 92.3% to

100%.
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Swipe Segmentation Performance In evaluating swipe segmentation, 74% of swipes

had both touch-up and touch-down correctly detected, while 11% had only one of these

events identified. In 10% of cases, a single event was detected but misclassified (e.g.,

touch-up mistaken for touch-down), and 5% were not detected at all. To address cases

where touch events were missed, I applied an adaptive correction strategy: for touch-up

events without a preceding touch-down, a 1-second window before the touch-up was

analyzed, and for touch-down events without a following touch-up within 1 second, a

1-second window after the touch-down was included for evaluation.

Additionally, I detected extra touch-up/down events that did not correspond to actual

swipes. These spurious events constituted 4% of the total detected touch events. These

extra events were included in the testing dataset to evaluate the robustness of the swipe

detection model in handling spurious touch events and filtering out false positives.

Swipe Classification Accuracy in Continuous Data Stream For swipe classification, a

model was trained using ground-truth-segmented data, while the test data was segmented

using the touch detection model to simulate real-world performance. The classification

model achieved 94.2% accuracy in user-dependent cases and 91.4% in user-independent

cases. Importantly, non-swipe windows mistakenly segmented by the touch detection

model were correctly classified as null, demonstrating the system’s strong false-positive

rejection and reliable real-world swipe recognition.

7.8.5 Study #4: Analyzing False Positives

In Human-Computer Interaction (HCI) research, minimizing false positives is crucial for

creating seamless and reliable user experiences. A high rate of false positives—where

the system mistakenly detects a gesture or interaction—can lead to frustration, reduce

user trust, and ultimately degrade the interface’s usability. To evaluate and minimize false

positives, I utilized the data collected from previous studies to perform an evaluation.
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Methodology

To evaluate false positive rates, I applied the touch-up/down and swipe recognition models

trained in previous studies to a continuous stream of null test data, totaling 80 minutes,

collected from earlier experiments. A sliding window approach was used to detect touch

events, with a 0.2-second window and 50% overlap. When a touch-up or touch-down

event was detected, the overlap was set to 0 to prevent redundant detections. Using this

approach, all touch-up and touch-down events within the null dataset were identified, and

their occurrences were analyzed to assess false positive rates.

Following this, gesture detection was applied to the detected touch events to further

analyze false positive performance at the gesture level. Temporal constraints were im-

posed to ensure only valid gestures were recognized: taps were required to be shorter

than 0.2 seconds, swipes had to fall within the 0.4 to 1-second range, and any window

considered for a swipe was further processed through the swipe recognition model to

confirm its validity.

Results and Analysis

Figure 7.21: The chart depicts the false positive rates (per hour) for two interaction

types—touch up/down events and gestures (taps and swipes)—under two conditions:

sitting and walking.
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Figure 7.21 presents the false positive rates for both user-dependent and user-independent

models in different scenarios. As expected, the false positive rates were higher during

walking compared to sitting, likely due to the increased motion artifacts affecting both

IMU and RF data. The user-independent models also exhibited higher false positive rates

than the user-dependent models, reflecting the challenge of generalizing across users.

Crucially, applying the temporal and gesture-specific constraints significantly reduced

false positives. In the sitting scenario, the user-dependent model achieved a 0 false

positive rate per hour for gesture recognition, while the user-independent model’s rate

was reduced to 3 per hour. This highlights the effectiveness of incorporating higher-level

knowledge and constraints to improve the robustness of the system.

These results demonstrate that while Z-Band’s basic touch detection exhibits some

false positives, these can be effectively mitigated by incorporating constraints and more

complex patterns. This multi-layered approach enhances the reliability of the system

and paves the way for practical and user-friendly touch and gesture interfaces. Future

work can explore additional strategies for minimizing false positives, such as adaptive

thresholds and personalized calibration, to further improve the robustness of Z-Band in

diverse real-world scenarios.

7.9 Prototype Refinement through Miniaturization

The Z-Band prototype employed for initial evaluation offered significant advantages,

including expansive bandwidth and amplified transmission power, which enabled com-

prehensive testing of the system under challenging conditions. However, its complex

hardware configuration, encompassing a full VNA and a Raspberry Pi computer, rendered

the device bulky and less suitable for everyday wear.

In response to these limitations, I introduce Z-Band Lite, a compact, lightweight, and

wearable alternative that retains effectiveness for core interaction tasks. This miniaturized

prototype is depicted in Figure 7.1(B) and 7.22a.
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(a) Z-Band Lite Prototype:

Top and Bottom Views.

(b) Custom expansion board

for ADMX2001B.

(c) Stacked PCBs of Z-Band

Lite.

Figure 7.22: Visual representations of the Z-Band Lite components.

7.9.1 Hardware Design and Components

At the core of Z-Band Lite is the ADMX2001B impedance analyzer measurement module

from Analog Devices. This compact module, measuring only 63mm × 38mm, supports

impedancemeasurements ranging from 0.2 Hz to 10 MHz. It operates at 3.3V and provides

both UART and SPI interfaces, making it exceptionally well-suited for miniaturized designs.

Although the ADMX2001Bmodule is available with an evaluation board (EVAL-ADMX2001EBZ)

for testing and connectivity, its substantial size (150mm × 200mm) renders it impractical

for my wearable application. To address this, I developed a custom expansion board

that matches the compact dimensions of the ADMX2001B module. This custom board,

shown in Figure 7.22b, stacks directly beneath the ADMX2001B module (Figure 7.22c)

and integrates an ESP32 microcontroller, an ISM330DHCX IMU, and a battery charger

for the onboard 400mAh battery. The prototype operates entirely wirelessly, with the

microcontroller seamlessly transmitting impedance and IMU data over Wi-Fi.

The electronic components are housed within a 3D-printed enclosure, and a repur-

posed Apple wristband is used to secure the device to the user’s wrist. Two gold-coated

electrodes, each 20mm in diameter, are affixed to the bottom of the case to ensure stable

skin contact for accurate impedance measurements. The prototype weighs approximately
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100 grams and consumes about 300 mA of current at 3.3V.

7.9.2 Functional Capabilities and Limitations

The Z-Band Lite prototype operates within a 1–10 MHz frequency range. While its narrower

bandwidth and lower transmission power, when compared to the original Z-Band prototype,

result in a reduced overall sensing capability, it demonstrates excellent performance in

detecting touch on medium to high-conductivity surfaces, such as human skin and various

metals. This characteristic makes it particularly well-suited for on-body interactions, for

example, using one hand to interact with the palm of the other, as illustrated in Figure

7.1(D).

The reduced capabilities of Z-Band Lite are not an inherent limitation of its compact form

factor but rather a consequence of utilizing readily available, off-the-shelf hardware. With

custom-designed hardware, a fully functional impedance-sensing system with expanded

bandwidth and higher transmission power could realistically fit within a smartwatch-sized

device. This potential for further miniaturization is discussed in greater detail in Section

7.10.3.

7.9.3 Open-Source Design

To foster further research and innovation, I have made the hardware and software designs

for Z-Band Lite open source. Researchers and enthusiasts can access these designs to

construct their own devices and experiment with interactions on this platform.

7.10 Discussion

Through comprehensive simulations, technical evaluations, and user studies, I have

demonstrated how Z-Band effectively integrates impedance and inertial sensing to fa-

cilitate precise and versatile touch interactions on everyday surfaces. This capability

directly addresses the limitations of traditional input methods, particularly within extended
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reality (XR) environments. I now contextualize this work in relation to existing research,

discuss the current limitations of my implementation, highlight promising directions for

future research, and explore the broader applications of Z-Band in real-world scenarios.

7.10.1 Applications

Z-Band holds substantial potential across various domains, including XR, wearables, ac-

cessibility, and smart environments. Its unique capabilities enable several novel interaction

paradigms.

Transforming Everyday Surfaces into Interactive Touch Interfaces Z-Band fundamentally

redefines interaction by converting ordinary surfaces into touch-sensitive digital interfaces,

thereby enabling seamless and intuitive control of smart environments. This capability

allows users to interact with common objects—such as desks, tables, walls, or cloth-

ing—without the need for dedicated touchscreens or physical buttons. In smart home

settings, users can tap or swipe on tables to adjust lighting, control media playback, or

modify thermostat settings, eliminating the reliance on remote controls or voice commands.

Walls and kitchen countertops can similarly function as interactive hubs for managing

smart appliances. In wearable and on-body interaction contexts, Z-Band empowers users

to control devices by tapping or swiping on garments, such as sleeves or pant legs, for

discreet media playback or call management. Similarly, one hand can interact with the

palm or forearm to control AR/VR headsets or smartwatches without disrupting immersion.

By seamlessly integrating digital interactions into physical environments, Z-Band fosters

more fluid and intuitive user experiences.

Enhance Accessibility Through Intentional Interaction Detection Z-Band offers particular

utility for users facing motor control challenges due to its precise pressure-sensing capa-

bilities. The system can effectively differentiate between intentional inputs and inadvertent

contact by monitoring applied pressure, thereby filtering out unintended interactions
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caused by tremors or involuntary movements [48]. This capability aligns well with existing

research [106] indicating that users with motor control disabilities typically apply greater

force during tapping interactions (averaging 6.2 N, compared to a standard 0.98 N acti-

vation threshold). Z-Band’s S21 pressure sensitivity range readily accommodates these

interaction patterns, enabling personalized pressure threshold calibration for individual

users.

Context-Aware, Material-Based Interaction During my exploration, I identified a unique

capability of Z-Band: its ability to distinguish between different surfaces, such as copper

versus wood. Figure 7.9b displays the raw data captured by the Z-Band prototype

for various materials. This capability supports two key applications. First, it enhances

security by restricting interactions to specific surfaces—for example, allowing input only

on wooden furniture to prevent accidental activations elsewhere. Second, it enables

context-aware functionality, where interactions adapt based on the material—tapping on

wood could adjust ambient lighting, while touching skin could trigger media playback

controls. Future research will further explore and refine material differentiation to expand

Z-Band’s interactive potential.

7.10.2 Future Interactions

Multi-Finger and Hand-Specific Interactions While Z-Band currently focuses on single-

finger touch interactions, expanding to multi-finger and hand-specific interactions could

enable richer and more expressive inputs. Distinguishing between different fingers inter-

acting with a surface would allow for gestures such as pinch-to-zoom, multi-finger scrolling,

or chorded inputs similar to keyboard shortcuts. Future iterations could incorporate elec-

trode arrays or machine learning models trained to recognize characteristic impedance

changes caused by different fingers. Additionally, tracking impedance variations across

the hand could enable differentiation between left and right hands, facilitating bimanual
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interactions.

Beyond Touch Detection Z-Band’s sensing capabilities could be leveraged for a broader

range of interactions, including proximity-based gestures and grip recognition. Since RF

impedance is affected by hand proximity, the system could detect hovering gestures,

enabling touch-free interactions with virtual interfaces. Grip and hand pose recognition

could further extend its use in augmented reality (AR) and virtual reality (VR) applications,

where natural hand-based interactions are essential.

7.10.3 Hardware Miniaturization and Optimization

The current Z-Band prototype was intentionally designed with a modular form factor to

prioritize rapid prototyping and streamlined debugging during user evaluation. By leverag-

ing commercially available development boards, such as the LiteVNA and Raspberry Pi, I

ensured reliability while minimizing debugging overhead. These off-the-shelf components,

having undergone rigorous testing before market release, allowed us to focus on refining

Z-Band’s sensing capabilities rather than addressing hardware inconsistencies.

However, this prototype does not represent the fundamental limitations of this ap-

proach. The large and modular design primarily facilitates experimental flexibility rather

than defining the ultimate form factor of Z-Band. I developed and demonstrated a compact

prototype, detailed in Section 7.9, which utilizes an entirely different Analog Front-End

(AFE) as an alternative to a VNA-based solution. Future iterations will replace the Rasp-

berry Pi and off-the-shelf VNA with custom-designed circuits optimized specifically for

bio-impedance sensing. Prior work by Zhang et al. [273] indicates that only 15% of the

NanoVNA’s (comparable to LiteVNA) physical area is dedicated to actual impedance

measurement circuitry, with the remaining space occupied by displays and power man-

agement components. This suggests that a significant reduction in device size is feasible

without compromising performance.



186

Recent advancements in impedance measurement hardware, such as the ADL5960

chip-based VNA4, offer promising opportunities for miniaturization. This highly integrated

solution eliminates the need for bulky external components by incorporating a built-in local

oscillator. Similarly, active circulator designs [210] significantly reduce hardware size

compared to their passive counterparts, further contributing to a compact implementation.

Additionally, the final S21 through-path measurement design (Figure 7.9) eliminates

the need for inductive components, enabling a simpler circuit layout. Unlike the earlier

Coupler Reflectometry design (Figure 7.8), which relied on additional RF components, the

optimized S21-based architecture is well-suited for further miniaturization.

By integrating these improvements, Z-Band can evolve into a sleek, wrist-worn form

factor without sacrificing functionality. These advancements pave the way for practical,

real-world deployments, making Z-Band a viable sensing technology for next-generation

wearable interfaces.

7.10.4 Battery Life and Future Improvements

Battery life is a critical consideration for wearable devices. The current Z-Band prototype,

with its off-the-shelf components and continuous sensing, has limited battery life. However,

we can significantly improve this in future iterations. One key strategy is duty cycling,

where the system intelligently alternates between active sensing and sleep modes. We

can drastically reduce power consumption by activating the sensors only when necessary,

such as when the user is likely to interact with a surface. Duty cycling can be achieved

through various techniques, including using the IMU to detect hand movements that

suggest an impending interaction, employing proximity sensors to detect when the hand

is near a surface, or even allowing the user to manually activate the sensing system

when needed. Additionally, utilizing lower-power components, such as a more efficient

microcontroller and a custom-designed impedance analyzer, can further reduce power

4[https://www.analog.com/adl5960.html](https://www.analog.com/adl5960.html)

[https://www.analog.com/en/products/adl5960.html](https://www.analog.com/en/products/adl5960.html)
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consumption. Furthermore, replacing Wi-Fi with Bluetooth Low Energy (BLE) for wireless

communication or logging data locally and transmitting it in bursts instead of continuously

streaming can further conserve energy.

7.10.5 Real-World Deployment Challenges

While Z-Band demonstrates strong performance in controlled experiments, transitioning

the system to real-world deployment introduces several challenges. One of the key issues

is variability in electrode placement. Since RF impedance sensing is highly sensitive to the

positioning of electrodes on the skin, shifts due to wrist movement or re-wearing the device

can alter signal characteristics. This variability can introduce inconsistencies in touch

detection, necessitating adaptive calibration methods or machine learning models that

generalize well across different placements and users. Although the user study involved

removing and re-wearing the band upright for each session, this controlled environment

might not fully represent the diverse orientations encountered in everyday use.

Another challenge is environmental interference. RF signals can be affected by ambient

electromagnetic noise from nearby electronics, humidity variations, or changes in skin

condition (e.g., sweat or dryness), potentially impacting sensing reliability. Robust signal

processing techniques, including adaptive filtering and real-time recalibration, could help

mitigate these effects.

7.11 Conclusion

This research introduces Z-Band, a novel wearable device that enables intuitive interaction

with everyday surfaces. By combining bio-impedance and inertial sensing, Z-Band offers

robust and versatile touch detection, even on challenging dielectric materials. The investi-

gation spans theoretical foundations, simulation-based analysis, and the development

of analog front-end architectures specifically tailored for wrist-worn impedance sensing

with VNAs. Through rigorous user evaluations, I demonstrate Z-Band’s effectiveness in
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accurately recognizing a diverse set of gestures, including taps and swipes, even amidst

the complexities of real-world scenarios. The system’s ability to achieve high accuracy for

touch detection without requiring per-user calibration underscores its significant potential

for seamless integration into daily life. By enabling natural and intuitive touch interactions

on everyday surfaces, Z-Band paves the way for a future where digital and physical

interactions are seamlessly intertwined.
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Chapter 8

SUMMARY, INSIGHTS, AND OUTLOOK

8.1 Thesis Overview and Key Contributions

This dissertation has investigated novel techniques to expand the sensing capabilities

of ubiquitous devices by strategically bridging the gap between the limited functional

enhancements offered by software-only side-channel sensing and the high costs and

lengthy redesign cycles associated with adding new hardware. I explored two primary

techniques to achieve this balance: first, developing low-cost and low-power sensor add-

ons that seamlessly integrate with existing devices without requiring internal modifications;

and second, implementing targeted hardware modifications to enhance intrinsic device

functionalities at reduced time and cost.

To demonstrate the effectiveness and real-world applicability of these approaches, this

thesis presented several concrete examples across diverse domains. In Part II, focusing on

sensor add-ons, I introduced GlucoScreen, a cost-effective, smartphone-based glucose

testing add-on designed for at-home pre-diabetes screenings, aiming to make healthcare

more accessible. I further accelerated this development paradigm with PhoneScreen, a

hardware development toolkit engineered for rapid electrochemical test strip integration,

streamlining the creation of future diagnostic add-ons. I also extended this concept to

wearables with WatchLink, a modular add-on platform for smartwatches that enables

low-cost, low-power integration of external sensors by leveraging the smartwatch’s existing

ECG hardware.

Part III shifted to targeted hardware modifications, demonstrating how enhancing

the bandwidth of bio-impedance sensing in wearables can unlock new possibilities for

contextual interaction and user input. I presented Z-Ring, a ring-based wideband bio-
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impedance sensing system capable of gesture, object, touch, and user recognition from a

single instrumentation point on the finger. Complementing this, Z-Band was introduced as

a wristband-based wideband bio-impedance sensing system for stateful touch interaction

on everyday uninstrumented surfaces, showcasing its ability to detect touch pressure and

operate consistently even in dynamic mobile scenarios.

8.2 Key Learnings

Throughout this research, several high-level insights emerged, fundamentally reshaping

the understanding of how to enhance the capabilities of ubiquitous devices through

side-channel sensing.

8.2.1 Reconceptualizing Side-Channel Sensing

This thesis fundamentally reconceptualizes side-channel sensing by shifting its focus

from exploiting unintended information leaks to actively engineering programmable data

pathways. Traditional approaches passively observe system behaviors; however, this

work demonstrates how to deliberately design communication and sensing channels that

repurpose existing hardware for beneficial functionalities. I show that existing sensors

can also function as communication channels for new sensors.

This thesis demonstrates that seemingly disparate modalities like capacitive touch,

ECG, and bio-impedance can be effectively leveraged as programmable side-channels for

novel sensing. By understanding and manipulating the inherent electrical characteristics

of these interfaces, we can transcend their original design limitations and extract rich,

contextual information from human-device and human-environment interactions. This

moves beyond simple “information leaks ” to deliberate, engineered data pathways.
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8.2.2 Design Philosophy Insights

Prioritizing Practicality for Adoption:

A foundational principle embedded throughout this work’s design and development

processes was the unwavering emphasis on practicality for adoption. This philosophy

mandated a critical balance between introducing novel functionalities and the real-world

constraints of cross-device compatibility, affordability, and minimal power consumption.

The central trade-off explored in this thesis lies precisely in navigating the intricate rela-

tionship between extending the capabilities of existing devices and ensuring the broad

accessibility and utility of these new functionalities.

Even the most innovative technological advancements hold limited value if they fail to

bridge the gap to widespread accessibility. Solutions that demand custom firmware sup-

port from manufacturers for every device model or necessitate complex, device-specific

calibration steps inherently restrict adoption. Such requirements introduce significant

barriers, limiting an otherwise promising technology’s potential reach and impact. The

core criterion for viability dictated that solutions must operate “out of the box ” to achieve

significant adoption.

This critical criterion heavily influenced the design of the sensor add-ons. For instance,

in the development of GlucoScreen, I devised a communication scheme leveraging

existing touchscreen event APIs on smartphones. This approach deliberately eschewed

any need for special low-level firmware access or elevated permissions. By encoding

data transmission directly into binary touch events, I ensured straightforward interpretation

by a simple application on the phone. My primary engineering focus, therefore, shifted

not to the software interface but to guaranteeing the electrical touch interface’s reliable

operation across a diverse range of phone models and operating systems. To this end, I

designed a touch simulation system using a cascode transistor configuration, providing

sufficient electrical isolation to generate touch events across various devices consistently.

Similarly, in WatchLink, the data encoding strategy involved mimicking cardiac signals.
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This deliberate choice ensured the modulated data signals would not be inadvertently

filtered out by the existing heart signal processing hardware or software within smart-

watches. For both GlucoScreen and WatchLink, alternative communication approaches

were considered, such as modulating raw capacitance in GlucoScreen or modulating a

simpler electrical property without generating an active modulated signal. While these

alternatives might have potentially simplified the sensor hardware further, they would have

invariably necessitated custom device firmware, manufacturer support, or elaborate cali-

bration procedures for the add-ons to function. Such requirements would have rendered

these approaches significantly less practical and, consequently, less viable for overall

adoption.

Conversely, the approach in this thesis prioritized building devices with inherent

and straightforward compatibility with existing hardware. By focusing on the simplest

possible design that could achieve enhanced functionality at low-cost and with high

power efficiency, I aimed to maximize the practical utility and ultimate adoption of the

systems presented, demonstrating that advanced capabilities can be delivered without

compromising accessibility.

Preserving User Familiarity in Hardware Modifications:

When undertaking internal hardware modifications, a core design objective was to intro-

duce new functionalities without significantly altering the device’s inherent form or existing

functionality. This approach aimed to preserve user familiarity, allowing new features to

integrate seamlessly into an existing device. Instead of introducing an entirely new device

with a different interaction paradigm, which would necessitate a new learning curve and

increase the barrier to adoption, I focused on enhancing the user’s existing experience.

The Z-Ring and Z-Band exemplify this philosophy by leveraging interactions that are

common in everyday life. Gestures like swiping or tapping, which users are already

accustomed to, were incorporated to provide new functionalities. Furthermore, the ability
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to hold an object and identify it in the background adds contextual information without

requiring a change in user behavior or interaction. This enhances the user experience by

providing valuable insights without demanding any behavioral adaptation.

From a manufacturing perspective, this strategic approach offers significant benefits. It

not only reduces manufacturing costs and development time but also ensures a smoother

transition and continued user comfort with familiar devices and their established interaction

paradigms. This approach makes the development process more practical and efficient.

8.2.3 Implementation Insights

Modularity and Adaptability for Versatile Interfaces

The practical implementation of PhoneScreen, WatchLink, Z-Ring, and Z-Band highlighted

the critical importance of modular hardware design. The use of flexible PCBs, adjustable

probes, and various customizable form factors (strap sensors, case sensors, companion

accessories for smartwatches ) was fundamental for achieving cross-device compatibility

and adaptability to different test strips and wearable contexts. This design strategy

enabled the creation of versatile interfaces that can be easily reconfigured for diverse

applications.

Machine Learning as an Enabler:

Advanced signal processing and machine learning emerged as essential components for

translating raw sensor capabilities into reliable user experiences. Systems succeeded

not merely through hardware improvements, but through sophisticated algorithms that

could extract meaningful signals from noisy environments, generalize across users and

contexts, and adapt to varying conditions without requiring extensive user calibration.
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8.2.4 Prototyping Insights

Throughout the entirety of the projects undertaken during this doctoral research, an iterative

prototyping methodology was consistently used. This approach proved instrumental in

navigating the inherent uncertainties and challenges of novel research and development.

The core philosophy underpinning this iterative process is centered on strategically

prioritizing the most unknown or challenging aspects of a given problem.

A fundamental insight gained was the critical importance of tackling the highest-risk

components first. By isolating and rapidly prototyping these elements, it was possible to

empirically test their feasibility and efficacy. This initial validation or invalidation provided

immediate feedback loops that guided subsequent development. The principle of “fail fast”

was rigorously applied; rather than prematurely investing significant time and resources

into a comprehensive, polished solution, the focus was on quickly identifying points of

failure or unworkability. This approach accelerated learning and prevented resource

misallocation.

The prototyping process was inherently iterative, with each successive prototype

building upon the lessons learned from its predecessors. Major challenges identified in

earlier iterations were directly addressed and resolved in subsequent versions. It became

evident that the very first prototype, almost without exception, would not achieve its

intended functionality or performance. This expectation allowed liberation from pursuing

initial perfection, particularly regarding aesthetic considerations.

Instead, the early prototyping stages prioritized rapid construction and functional

validation, even if the resulting artifacts were bulky or lacked visual refinement. The initial

design of these prototypes, however, is always considered a potential path toward practical

application or miniaturization, ensuring that fundamental architectural choices are aligned

with long-term goals. As key unknowns were progressively resolved and the core solution

became clearer, the focus naturally shifted. The latter stages of prototyping involved

refining the solution, making the prototypes more compact, efficient, and aesthetically
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pleasing, culminating in a robust and presentable outcome. This systematic progression

from rapid exploration of unknowns to detailed refinement proved to be a highly effective

strategy for complex problem-solving.

8.3 Concluding Remarks

This dissertation demonstrates that by thoughtfully repurposing existing device capabilities

and implementing targeted hardware augmentations, we can unlock the full potential of

side-channel sensing. The concrete examples of GlucoScreen, PhoneScreen, WatchLink,

Z-Ring, and Z-Band highlight the transformative power of these approaches. By combining

technical innovation with a deep understanding of user needs and practical constraints,

this research paves the way for a future where ubiquitous devices are not merely smart

but are seamlessly integrated, context-aware, and actively contribute to human well-being

and interaction. This vision moves us closer to a world where interactions seamlessly

integrate the digital and physical realms, fostering more accessible, personalized, and

intuitive user experiences in daily life.
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