©~Copyright 2023
Anuar Maratkhan



Selective Metric Differential Privacy for Language Models

Anuar Maratkhan

A thesis
submitted in partial fulfillment of the
requirements for the degree of

Master of Science in Computer Science and Systems

University of Washington

2023

Reading Committee:
Martine De Cock, Chair

Anderson Nascimento

Program Authorized to Offer Degree:
Computer Science and Systems



University of Washington

Abstract

Selective Metric Differential Privacy for Language Models

Anuar Maratkhan

Chair of the Supervisory Committee:
Professor Martine De Cock
School of Engineering and Technology

Recent advancements in pre-trained language models (LMs) have led to many break-
throughs in Natural Language Processing (NLP). When applied for downstream tasks, such
as text classifiers or chatbots, LMs can leak information about the large text corpora they
were trained on. In privacy-preserving machine learning, it is common to apply Differential
Privacy (DP) mechanisms that mitigate such leakage. The traditional notion of DP, where
each record in the data is treated as sensitive, does not translate well to NLP tasks since
some token sequences — such as addresses and social security numbers — may be sensitive
while others are not. We introduce the new notion of Selective Metric Differential Privacy
(SMDP) and a concrete mechanism to realize SMDP. To this end, we draw upon the recently
proposed notions of Selective DP, in which records are treated as sensitive or not, and Metric
DP, in which the notion of adjacent inputs is relaxed through the use of a metric. Our ex-
periments show that GPT models trained on data privatized with our SMDP approach have

higher utility than with Metric DP while preserving the same level of privacy protection.
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Chapter 1
INTRODUCTION

Recent advancements in Natural Language Processing (NLP) enabled computers to pro-
cess text as never before, bridging the gap between human-level and machine-level text
processing performance. Language modeling is a fundamental component in many down-
stream applications, including text classification [28, 72, 47, 35], question answering [13, 40],
machine translation [4, 41, 62|, and summarization [61, 39, 26], to name a few. Large trans-
former architecture [67] based pre-trained language models such as BERT [13] and GPT
[56, 57, 7] are what made NLP systems so pervasive. However, these language models (LMs)
often require vast amounts of data, tens or hundreds of Gigabytes of text, and the size of
the datasets used in NLP is growing rapidly [6].

Recent works show that language models have a tendency to memorize training data
8, 9, 18, 30, 65, 34, 33, 19, 49]. Even though most of the data that common LMs were
trained on is made public, some datasets may still contain sensitive information like social
security numbers, demographic information, or medical conditions of patients. Releasing
these models to the public either as weights or in a black-box manner is unsafe because, as
Carlini et al. [8], Nasr et al. [49], and other studies have demonstrated, LMs can leak sensitive
information, even without any access to the model weights. Such leakage is potentially
harmful to society and even illegal when it violates laws regarding the protection of personal

data, such as the GDPR,' the CCPA,% and the AI Bill of Rights.?

!European General Data Protection Regulation
https://gdpr-info.eu/

2California Consumer Privacy Act
https://oag.ca.gov/privacy/ccpa

3The AI Bill of Rights, unveiled by President Joe Biden in October 2022, may become a law in the
future.https://www.whitehouse.gov/ostp/ai-bill-of-rights/



The substantial uptake in the use of chatbots built on top of Large LMs made concerns
regarding privacy even more prominent. A bug in ChatGPT, for instance, caused leakage of
user conversation histories to other users [12]. OpenAl also reported that it had leaked users’
first and last names, email addresses, payment addresses, and part of credit card numbers
[36]. Use of ChatGPT for assistance in coding unintentionally leaked confidential corporate
information [42, 50]. The fact that users’ conversations are retained and used further to
train the model [46] has led to discussions and concerns all over the world, from a temporary
ban on the use of ChatGPT in Italy [43] over scrutinization in the E.U. [5, 11], to a privacy
investigation in Canada [55]. At the time of writing, OpenAl uses data provided by users of
ChatGPT for model training unless users explicitly opt out [60].

The perceived tension between the desire, on the one hand, to benefit from the remark-
able capabilities of LMs and, on the other hand, wanting to protect the privacy of users can
be eased through Privacy-Enhancing Technologies (PETSs). Among the most widely adopted
methods that mitigate private information leakage from trained machine learning (ML) mod-
els are mechanisms to achieve Differential Privacy (DP) [16]. Informally, DP ensures that
the inclusion or exclusion of any record in a dataset is obscured in the sense that any output
obtained from computations over the dataset would have been equally likely to be reached
whether the record was present in the dataset or not. To achieve DP, algorithms to train ML
models add noise to, e.g., the input data, the objective function, the gradients, or the model
parameters. Within the NLP literature, Hu et al. [29] identify two main approaches of adding
randomness to ensure DP: gradient perturbation methods, which add noise to gradients as in
DP-SGD [1, 52, 63|, and embedding vector perturbation methods, which add noise directly to
embedding vectors before model training [24, 23, 21, 22, 32]. The method that we propose
in this paper is of the latter kind and a generalization of Metric DP [23].

DP traditionally provides privacy protection for the worst-case scenario where each
dataset record is treated as sensitive and should not be leaked. As Brown et al. [6] noted, this
classical notion of DP is unsuitable for text data because not all tokens, words, or sentences

are sensitive, and treating them as sensitive results in a considerable utility decrease. Ac-



knowledging that not all token sequences are equally sensitive means that there is potential
to relax the classical notion of DP for NLP systems.

Recently, Shi et al. [63] moved in this direction by proposing Selective Differential Pri-
vacy (SDP), a notion of DP where attributes of a record in a dataset are defined as sensitive
based on a policy function explicitly provided by the users or developers of the system. They
present an algorithm to provide SDP, called Selective-DPSGD, in which the weight update
procedure from DP-SGD (with clipping gradients and adding noise to gradients) is only
applied to batches of records containing sensitive attributes, while for batches without sensi-
tive attributes, the traditional weight update rule from SGD (Stochastic Gradient Descent)
is applied.

In this paper, we leverage the idea of a policy function from SDP, which is a gradient
perturbation approach, to design what is, to the best of our knowledge, the first embedding
vector perturbation approach that acknowledges that not all tokens in the text are equally
sensitive. To this end, we generalize the existing definition of Metric DP, or MDP for short, to
the notion of “Selective Metric Differential Privacy” (SMDP), which guarantees the privacy
of selected tokens (as in SDP) bounded by a privacy ¢ and a distance metric (as in MDP).
We provide a corresponding mechanism to realize SMDP and train GPT-2 models on data
privatized with SMDP and with MDP for varying values of €. Our findings are that SMDP
improves the utility (perplexity) of the GPT-2 models while preserving the same level of
privacy protection.

As such, our contribution in this work is two-fold. First, we propose SMDP, a novel notion
of DP well-suited for text-based applications, along with a mechanism to realize it (Chapter
4). Secondly, we perform a set of experiments and empirically compare our approach to
MDP [23] in terms of utility on language modeling tasks and privacy evaluated using a

well-known privacy attack [8] (Chapter 5).



Chapter 2
BACKGROUND

This chapter provides details on the background knowledge needed to understand the
problem definition and the proposed solution. Namely, we discuss a language modeling task
in more detail. Further, we present some of the most prominent privacy attacks used to

quantify the privacy of language models, and the definition of Differential Privacy.

2.1 Language Models

Language models have become a common component in the pipeline for various NLP tasks
like question answering, sentiment classification, and summarization. Language models learn
probability distributions of tokens from text corpora in a self-supervised manner. The fun-
damental task in language modeling is next token prediction, which can be described by a

statistical model:

n
Pr(wy, ..., w,) :HPT(wi | wy, ..., wiq) (2.1)
i=1
where wy, ..., w, and wy, ..., w;_1 are sequences of tokens and Pr(w; | wq,...,w;_1) is the
probability of the occurrence of token w; based on the context wq, ..., w; 1.

Neural networks are state-of-the-art models for learning probability distributions from
text. A language model, i.e. a neural network with parameters 6, is trained on large unlabeled

corpora of text to maximize the likelihood function:

L(0) = log Pr(w; | wy, ... wi1) (2.2)

i=1

in which the probability on the right hand side is the conditional probability of token wj



given the context wy,...,w;_1, as predicted by the neural network with parameters 6.

The quality of language models is evaluated based on the learned associations of tokens
(intrinsic evaluation) and downstream tasks (extrinsic evaluation). Intrinsic evaluation of
language models is mainly done using a perplexity score. Perplexity PP (W) measures the

likelihood of token sequences and is defined as:
PP(wy, ... w,) = 27w o8 Priwnun) (2.3)

which can also be simply written as:

. 1
PP(wy,...,wy,) = \/Pdwl’”',wn) (2.4)

Perplexity describes how reasonable text is given that it is natural language text. The
lower the perplexity, the more natural the sequence is. For instance, the sentence “The dog
is barking.” should have lower perplexity compared to the sentence “The bird is barking.”

because birds do not bark, and it is implausible that such texts exist.

2.2 Privacy Attacks

Since the growth of interest in machine learning research, recent studies have shown that
machine learning models may leak sensitive data used in training those models. Some of the
more popular approaches to privacy attacks are membership inference, reconstruction, and
model extraction attacks.

Membership Inference Attacks. One of the most popular types of attacks in the machine
learning community are membership attacks which were first proposed by Shokri et al. [64].
Membership inference attacks can have either black-box access to the target model, i.e., no
access to the training set or model parameters, or white-box access. From the outputs of the
target model, membership attacks try to identify whether a record x was part of the training

data. Membership inference attacks are accomplished by differences in model responses to



training and out-of-training input samples. The lower the perplexity on the input sample,
the higher the probability that it was part of the training dataset. To illustrate a membership
attack, assume that an adversary has only black-box access to a model. The adversary gives
inputs to the model and observes the outputs. The inputs themselves can be obtained by text
generation or by selecting them from some datasets to which the adversary has access, and
which may be different from the dataset that the model was trained on. Next the adversary
computes the perplexity score of the outputs produced by the model. For samples that
were used in the training set, the model will likely have lower perplexity (higher probability
of occurrence). For an out-of-sample input the model will output higher perplexity (lower
probability of occurrence) because it hasn’t seen it in the training set. From this we can
conclude that a sample with lower perplexity score was more likely to be used in training
the target model.

Reconstruction Attacks. Reconstruction attacks aim to reconstruct the training data
samples of the target model. Such attacks can reconstruct the full training sample or some
partial information about the training sample. For instance, Carlini et al. [9] performed
an attack on the GPT-2 language model in two phases. First, they applied GPT-2 for text
generation tasks given some prefixes. Then, the authors ranked the generated samples based
on six different configurations. As a result, the most successful setting could extract 67% of
the training data.

Model Extraction Attacks. Model extraction attacks are primarily used as a stepping
stone for the above attacks. Model extraction attacks generally assume a black-box access
to the model. For instance, the attacker can only query the API of the ML-as-a-Service.
The adversary uses such black-box access to extract extract information from the target
model, and uses the collected information to reconstruct the target model [59]. For example,
consider an adversary who collects the target model outputs and trains another model in a
teacher-student fashion, also known as knowledge distillation. As a result, the trained model
emulates the performance of the target model.

Other methods for model extraction include extracting the target model hyperparameters



[68], and model architecture, such as the number of layers, activation types, or optimization

algorithm used in training the model [51].
2.3 Differential Privacy

Differential Privacy DP is a mathematical definition of privacy that aims to protect
individual records in the data. Initially, DP ensured privacy in database systems where
the two databases differing in one record produce the same output [15]. Later, Dwork and
Roth [17])proposed an approach for differential privacy in machine learning. Further, Abadi
et al. [1] adapted it for deep learning systems that use SGD.

For machine learning algorithms, DP ensures that the presence of any record in a dataset
is obscured so that any output of the machine learning model trained on the dataset would
have been equally likely whether the record was present in the dataset or not. The privacy
provided in DP is controlled by the parameter ¢, which corresponds to the privacy budget,
and the parameter ¢ corresponds to the probability of violation of privacy. The smaller

and 0 are, the stronger the privacy guarantees.

Definition 1. (¢,0)-Differential Privacy [15]. For privacy loss parameterse > 0 and 6 >
0, a training algorithm M satisfies (€,9)-DP if and only if for any pair of training datasets
D and D' that differ in only one record, and any set of possible output O C Range(M):

Pr[M(D) e O] < e*Pr[M(D') € O]+ 4

Therefore, the above definition of differential privacy guarantees a worst-case scenario of
privacy leakage by treating any data record in the dataset D as sensitive and cannot be leaked.
Consequently, such a definition of a privacy protection algorithm ensures universal protection
against all types of adversaries compared to ad-hoc privacy protection techniques proposed
in the literature, such as data sanitization and deduplication. However, the traditional
definition of DP is strict and does not directly apply to language models due to the fuzzy

boundaries of individual records [6].



Local Differential Privacy Unlike the traditional definition of DP from the Definition
1, Local Differential Privacy (LDP) does not need to trust a central authority that collects
data from the users. With LDP, the users contributing data to the data collector can perturb

their data locally before the collector can access it.

Definition 2. e-Local Differential Privacy [1/]. For a privacy loss parameter € > 0 a
training algorithm M satisfies e-LDP if and only if for any pair of input values v,v" € D,
and any set of possible output O C Range(M):

Pr[M(v) € O] < e Pr[M(v") € O]



Chapter 3
RELATED WORK

There is a substantial amount of literature on providing input privacy in NLP, focusing
on scenarios that arise when one wants to train a model over the data from multiple data
holders who do not want to disclose their data to anyone or when a user Alice wants to use
the trained model of a provider Bob for inference, but Alice does not want to disclose her
input (e.g. text or prompt) to Bob, and Bob does not want to disclose his model parameters
to Alice. Commonly used PETs to handle input privacy needs are Federated Learning (FL)
[44] and Secure Multiparty Computation (MPC), see e.g. [58, 20, 2, 25].

Different from the above, in this paper, we are concerned with providing output privacy,
i.e., mitigating leakage of information about the training data from a trained LM. Differential
Privacy (DP) is broadly adopted in the privacy-preserving machine learning literature as the
standard approach to provide output privacy. Below, we first list related work on the use
of techniques to ensure the standard definition of DP (see Chapter 2) in NLP tasks, and
then describe recent work on alternative definitions of DP that are more tailored towards

the specific characteristics of textual data, and as such closer to our work.

3.1 Traditional DP in NLP

Since the DP-SGD algorithm for training neural networks with DP guarantees and its varia-
tions [1, 52] were proposed, this technique became a standard for using DP in deep learning,
including in the privacy enhancement of LMs. For example, Carlini et al. [8], who pro-
posed privacy attacks against LMs using canaries, train one of the target models with DP-
RMSProp and empirically validate that differentially private training eliminates the model’s

memorization. Similarly, Jagannatha et al. [34] propose membership inference attacks on
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Clinical BERT (BERT trained on clinical notes) [31] and show that DP-SGD can reduce pri-
vacy leakage of their target models. Recent studies [73, 38] apply DP-SGD to fine-tune large
pre-trained LMs and achieve high performance in terms of privacy-utility trade-off.

Some works propose adapting DP for LMs on a tokenizer level. For instance, Hoory et
al. [27] present a DP WordPiece [70] algorithm with e = 1.1. The DP WordPiece algorithm
modifies the original WordPiece tokenization algorithm for BERT by adding Laplacian noise
to the histogram of word counts. Their experiments using text extraction attacks from [8] in
BERT trained on clinical notes indicate less memorization. Ponomareva et al. [53] propose
a modification of Hoory et al.’s [27] approach for private SentencePiece [37] tokenization,
providing sentence-level DP guarantees. Both works, in addition, apply DP-SGD to train
BERT-like models after private tokenization.

Our work differs from the traditional DP in NLP literature because we propose a novel

notion of DP that is more suitable for textual data.
3.2 Alternative Definitions of DP in NLP

Recently, Shi et al. [63] proposed a Selective DP method for LMs. Acknowledging that not
all words in all contexts must be protected, Shi et al. [63] propose to apply DP-SGD only
to batches with sensitive attributes. The latter is singled out by a policy function, which
can be a simple heuristic that specifies that all numbers are sensitive or a more complex one
based on a neural network trained to extract sensitive entities. Like all the other methods
for DP in NLP that we have discussed so far, Selective DP [63] is a gradient perturbation
method, unlike the embedding vector perturbation method that we propose in Chapter 4.
To relax the strict requirements of the canonical definition of DP, Chatzikokolakis et
al. [10] propose Metric DP with distance metric d. Feyisetan et al. [24, 23] and Fernandes et
al. [21, 22] propose to adopt Metric DP (MDP) to textual data with based on the Euclidean
or Hyperbolic distance between embedding vectors. Metric DP applied to text is similar to
local DP in the sense that each word w (or, technically, its embedding) is perturbed to provide

plausible deniability. Such perturbation happens before model training. Local DP requires
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that word w has a non-negligible probability of being transformed into any other word w’,
no matter how unrelated w and w’ are, making it virtually impossible to enforce that the
semantics of w is approximately captured by the privatized word w’ [23]. MDP, on the other
hand, gives a higher probability to words that are close to w and negligible probability to
words in a completely different part of the vocabulary. The notion of “closeness”, as captured
by the distance function d, replaces the idea of neighboring datasets from traditional DP. The
practice of perturbing embeddings to provide MDP has been further developed by, among
others, Qu et al. [54] and by Xu et al. [71]. The latter uses the Mahalanobis (elliptical)
norm to consider the shape of a particular space and improve the performance of private
embeddings. Tang et al. [66] extend this framework by proposing a three-layer privacy
protection mechanism. Their mechanism applies privatization from MDP [23] differently
based on the type of words with different privacy levels.

Recently, Yue et al. [74] proposed Utility-optimized Metric Local DP (UMLDP) with
privatization mechanisms SANTEXT and SANTEXT™" that develop on the idea of MDP
and Utility-optimized Local DP (ULDP) [48]. The SANTEXT" mechanism first divides
the text into sensitive and non-sensitive token sets. Then, if the token is in the sensitive
set, they sample substitutions based on MDP. If the token is non-sensitive, with probability
(1 — p), the token remains unchanged; otherwise, the mechanism samples new tokens with
probability p.

Instead of distinguishing between sensitive and non-sensitive data, Wu et al. [69] pro-
pose an Adaptive Differential Privacy (ADP) without discrimination. In ADP, the authors
estimate the probability of how private the token is based on the language model without
any prior privacy information. Moreover, their proposed modification of Adam optimization
adjusts the degree of DP noise injected into the model based on the privacy probability of
a token. However, no formal definitions and proof that such a mechanism is differentially
private were presented.

The method that we propose in Chapter 4 brings the idea of selective DP, which was

originally proposed for gradient perturbation approaches [63] to the realm of embedding



perturbation approaches [23].

12



13

Chapter 4

METHODOLOGY

We first recall the formal notion of Metric DP (MDP) [10, 23], and then propose its
generalization to Selective Metric DP (SMDP).

Definition 3. Metric Differential Privacy (MDP). Given a privacy parameter € > 0,
a randomized algorithm M : W — W s called e-Metric DP with distance function d if for
any w,w' € W andy € W:

Pr[M(w) = y] < e#@ ) PriM(w') = y]

In Feyistan et al. [23] and subsequent works on MDP applied to text (see Hu et al. [29]
and references therein), M : X — X where X = W' is the space of strings of length [ with
words in a dictionary W, i.e. the mechanism M converts a string into another string (the
privatized string) by perturbing each word in the string. The insight that we build on below
is that not all words are sensitive, and by being selective in the words we choose to perturb,
we can create a privatized dataset of higher utility that still offers the same level of protection
for the words considered sensitive. To this end, as in [63], we assume the existence of a user-
defined policy function that denotes what is considered sensitive. Below, we assume such
a policy function F': W — {0,1} where F(w) = 1 means that w is sensitive, and F(w) =0
that it is not.

Definition 4. Selective Metric Differential Privacy (SMDP). Given a policy func-
tion F' and a privacy parameter € > 0, a randomized algorithm M : W — W s called

(F,e)-Selective Metric DP with distance function d if for any w,w’ € W s.t. F(w) = 1,
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Fw)=1, andy e W:

Pr[M(w) = y] < ") Pr(M(uw') = y]

The above definition provides plausible deniability for sensitive words only, e.g., F(w) =
1, F(w") = 1. The privacy guarantees for these words are the same as with MDP. Our novel

notion, SMDP, does not guarantee privacy for the non-sensitive words.

We now propose a mechanism to implement SMDP in Algorithm 1 by adding lines 1, 5,
and 6 to the MDP mechanism originally proposed by Feyisetan et al. [23]. The mechanism
takes a word w, a policy function F', and a parameter £ > 0 as an input and outputs a priva-
tized word y that will be further used for training a machine learning model. The mechanism
further relies on a word embedding model ¢ : W — R" where h is the dimension of the
embedding vector. We use the Euclidean distance between two embeddings as our metric for
SMDP. As for the embedding model, we chose GloVe because of its nature, which is indepen-
dent of the words’ context, which is, in contrast, different from transformer-based models, in
which the words’ embeddings are dependent on their context. Since our mechanism relies on
finding the nearest words in embedding space, using context-dependent embedding models
in our mechanism is non-trivial compared to context-free models like GloVe. Depending on
the policy function F', our mechanism perturbs embeddings of the sensitive words by adding
random noise N sampled from a distribution with density py(z) o exp(—¢||z||) to the em-
bedding ¢(w) to obtain a noisy embedding vector ¢ = ¢(w)+N. As in [23], in the embedding
space, we then look up the nearest word vector to the noisy embedding and replace the in-
put word with this word. The embeddings of non-sensitive words remain unchanged, and
therefore, the input word remains unchanged. Table A.1 in Appendix A presents samples

from privatization mechanisms at different privacy levels.

The dictionary W in our approach depends on the choice of the embedding model since
we rely on the model’s vocabulary. To explain it further, we have to distinguish between two

vocabularies. The first is of the embedding model (the dictionary of all words W in our case),
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Algorithm 1 Selective Metric DP (SMDP) Mechanism
Input: Word w
Parameter: Policy function F, privacy parameter € > 0, embedding ¢
Output: Privatized word y
1. if F(w) =1 then
2:  Compute embedding ¢(w)
3:  Perturb embedding ¢(w) to get ¢ < ¢(w)+ N with noise density py(z) o exp(—e|z||)
4:  Obtain perturbed word y = argmingew||¢(u) — ¢||
)
6
7

. else
y=w
: return y

and the second comes from the training dataset to be privatized. Considering that we do not
want our privatization mechanism to replace unknown words with other random unknown
words, we chose the embedding model’s vocabulary as W. We then apply the mechanism
to the known words only. As a result, the words present in the training set but not in the

embedding model’s vocabulary will remain unchanged so as not to hurt the model’s utility.

Theorem 1. For any policy function F' and privacy parameter €, the mechanism in Algo-

rithm 1 satisfies (F,e)-SMDP.

Proof. To prove that the mechanism M : W — W satisfies (F,¢)-Selective Metric DP,
we need to show that for two words w, w’ € W, the probability distributions over mechanism

outputs M (w) and M (w') satisfy the following:

PT[M(UJ) = y] ead(w,w’)
PrM(w) = y] ~ -y

The mechanism M : W — W perturbs sensitive words in lines 2-4 in the Algorithm 1,
which corresponds to the mechanism from MDP [23]. Therefore, proof that the mechanism
satisfies (F)¢)-Selective Metric DP for sensitive words follows the proof from [23]. As for
non-sensitive words, the mechanism leaves them unchanged and, therefore, does not incur
privacy loss for non-sensitive words. Hence, the mechanism satisfies (F,)-SMDP for both

sensitive and non-sensitive words.
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Chapter 5
EXPERIMENTAL RESULTS

5.1 Experimental setup

We hypothesize that SMDP improves the privacy-utility trade-off compared to MDP by
improving the utility of the models on downstream tasks with the same level of privacy.
To prove our hypothesis, we perform the following set of experiments. We chose a language
modeling task on Wikipedia texts from WikiText-2 and WikiText-103 datasets [45] following
the previous work [63] as it is a public dataset. The data splits in WikiText-2 are 600 articles
for training, 60 for validation, and 60 for testing. WikiText-103 version of the dataset is
comparatively larger (103 million tokens) and has 28,475 articles for training and 60 for
both validation and testing. Similar to the previous work [63], we insert a canary “My
ID is 145572.” 10 times into the training set to evaluate privacy with a canary insertion
attack [8], and treat all digits as sensitive in our policy function F. We evaluate the model’s
performance on the testing split of WikiText datasets. Note that both WikiText datasets
share the same testing set.

We fine-tune a pre-trained GPT-2 small model with 124M parameters on the training set

in three settings:

e No DP: The model is trained on the original training set without differential privacy.

e MDP: The models are trained on versions of the privatized training set using the
mechanism from [23]. We create several privatized versions of the training set, corre-

sponding to increasing privacy parameter £ values, using the same values for € as in

23].
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e SMDP: The models are trained on versions of the privatized training set using our

approach in Alg. 1, using the same ¢ values as above.
Both No DP and MDP settings serve as a baseline for our approach.

5.2 Evaluation metrics

We evaluate all models using two metrics: a) perplexity for utility and b) canary exposure for
privacy. Perplexity measures the likelihood of token sequences. Intuitively, the perplexity
measures the surprise by the model on unseen data, and thus, the lower it is, the better. For

a token sequence X = (xy,z9,...,x;) the perplexity is defined as follows:

¢
1
PPL(X) =exp {—; E logpe(ﬂii’l’q)}
i=1

where log pg(z;|z<;) corresponds to the log-likelihood of the i-th token conditioned on the
preceding tokens x.; given model parameters 6.

The exposure measures how well the trained model guesses the inserted canary sequence
[8]. Given a canary s[r|, the model parameters 6, and the randomness space R, the exposure

is based on the negative log-rank of s[r] with constant log, R and is defined as follows:

exposure, = log, |R| — log, ranky(s[r])

In all our experiments, R is a randomness space of digits 0 to 9, and |R| is a con-
stant. Considering that our inserted canary is of a format “My ID is xxxxxx”, e.g., “My
ID is 145572.”, the randomness space |R| is 10° = 1,000, 000. Additionally, to enable fair
evaluation of our approach, we calculate the negative log-rank of the canary based on the
log-likelihood of a sequence “145572” given context “My ID is”: log ps(“145572”|“My ID is”)
since our policy function in all of our experiments protects digits only.

As explained above, we privatize the training dataset using the mechanisms from MDP

and SMDP and then train models on the privatized data. The hyperparameters of the
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Figure 5.1: Test set perplexity, canary insertion attack, and privacy-utility trade-off on
WikiText-2.

models (learning rate, weight decay, warmup steps) were manually tuned to achieve the best
perplexity scores on the validation set. The utility is further evaluated on the plain test
set. We chose not to privatize validation and test sets to demonstrate a practical scenario in
which the models are trained on sensitive data and evaluated on public data.

We used a pre-trained GloVe model trained on Common Crawl data with 840B tokens
with a 2.2M vocabulary size for the privatization mechanism. We chose to utilize this model
because it has a large vocabulary and is case-sensitive. Since GPT-2 models are all case-
sensitive, we chose an embedding model with a case-sensitive vocabulary. The dimension of
the embedding model used in our experiments is 300, e.g., the embedding model ¢ outputs

300-dimensional vectors.

5.3 Results

WikiText-2 Recall that a specific choice of € depends on the metric space used in the mech-
anism and is not transferable across metrics. Additionally, the privacy parameter ¢ in MDP
and SMDP is different from ¢ in traditional DP because, in MDP/SMDP, indistinguishabil-
ity is bounded by ¢ times the distance between words. Therefore, in our experiments, the

specific values of ¢ are chosen from the previous work [23]. We refer the readers to [23] for
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further details on the choice of the privacy parameter ¢.

Figure 5.1a shows models’ utility measured by perplexity scores on the test set across
different privacy levels. Recall that lower perplexity means higher utility and lower € means
higher privacy guarantees. The model’s utility for No DP is represented by a red dotted
horizontal line with the best perplexity score of 22.59, which serves as a baseline for the
privatization mechanisms. The dash-dot green line represents the MDP baseline from [23].
The solid blue line is the model’s utility for our approach, SMDP. Comparing MDP and
SMDP approaches, the utility across all € values is better for SMDP. For ¢ = 29, MDP
achieves a 27.22 perplexity score, while our approach (SMDP) improves this score by 2.15,
reaching 25.07 perplexity on the test set (see Table A.2 for detailed utility scores). Hence,
with SMDP, we can achieve lower perplexity with the same privacy guarantees.

Figures 5.1b and 5.1c¢ show the results for privacy evaluation experiments using canary
insertion attack [8]. In Figure 5.1b, we can see the relation between various ¢ values (x-axis)
and the success rate of the attack measured by the exposure metric (y-axis). The exposure
values for MDP and SMDP overlap and achieve lower scores compared to No DP, which
demonstrates the safety of the privatization mechanisms. Figure 5.1c shows the privacy-
utility trade-off across three settings. The x-axis represents the models’ perplexity on the
test set, and the y-axis corresponds to the attack’s success rate measured by exposure.
Although No DP has lower perplexity (represented by a red star on the upper left of the
plot), the exposure is worse compared to our approach (SMDP). If we compare MDP and
SMDP performances, SMDP preserves the same level of privacy protection and achieves
better utility. These results demonstrate that SMDP achieves better utility at the same

level of privacy.

WikiText-103 Figure 5.2 shows results on WikiText-103. The utility for the SMDP ap-
proach is substantially better compared to MDP, improving perplexity by 5.15 on aver-
age. These results clearly demonstrate that SMDP improves utility significantly compared

to MDP, leading to a smaller gap with No DP performance. We assume that privatization
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Figure 5.2: Test set perplexity, canary insertion attack, and privacy-utility trade-off on
WikiText-103.

mechanism performance is susceptible to such changes due to the growing size of the dataset.
In our experiments, WikiText-2 has 2 million tokens in the training set, while the WikiText-
103 version contains 103 million tokens. Hence, increasing the size of the dataset results in
a higher number of perturbed words and shifts the original distribution of weights in the
model further. Since SMDP perturbs digits only in our experiments, more words are left

unchanged, which leads to more meaningful texts.

The results for privacy attack and privacy-utility trade-off are presented in Figure 5.2b
and Figure 5.2c, respectively. We see a similar pattern for the canary insertion attack,
with MDP and SMDP having less exposure than No DP. Additionally, SMDP exposure on
WikiText-103 is better compared to both No DP and MDP across all epsilons, which shows
that SMDP can be more private than the baseline [23]. The privacy-utility trade-off plot
summarizes the results of utility and privacy experiments, demonstrating the superiority of

our approach. The readers can find more detailed results in Appendix A.

We also observe that MDP requires more accurate hyperparameter tuning to prevent
overfitting, e.g., higher weight decay (0.1) and lower learning rate (as low as 1e-9), especially
on lower epsilons. If trained in a similar setting as SMDP, the models overfit significantly.

In contrast, SMDP did not require such tuning, and we used hyperparameters close to the
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No DP setting. This observation strengthens our assumption that MDP shifts the weight
distribution substantially, while SMDP is more agnostic to such changes. Therefore, SMDP

leads to much better results.
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Chapter 6
CONCLUSION & FUTURE WORK

In this work, we propose a novel notion of Selective Metric Differential Privacy and a
mechanism to realize it. Our approach relies on the notions of Selective DP [63], in which
records are defined as sensitive or not based on a policy function, and Metric DP, in which the
adjacency of inputs is relaxed through the use of a metric. Our experiments with WikiText-2
and WikiText-103 show that GPT models trained on the privatized data with the proposed
SMDP approach achieve significantly higher utility compared to MDP with the same level
of privacy protection.

Future work on SMDP may include a broader set of experiments, including more down-
stream tasks and privacy evaluations, various word embedding models, and distance metrics
for privatization mechanisms. Although ¢ values in traditional DP and MDP/SMDP are
incomparable, evaluating the privacy-utility trade-off of these DP methods as in Figure 5.1c
is still possible. Therefore, analyzing and empirically comparing our approach with the

previous work, SDP [63], is a meaningful direction for future work as well.
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Chapter 7
LIMITATIONS

Although our proposed notion of DP improves model utility at the same level of privacy,
SMDP, like any other DP notion, still requires improvements to preserve privacy notions
as described in Brown et al. [6]. Additionally, despite our focus on language modeling
tasks in this work, our novel notion of privacy can be applicable to other machine learning
applications such as computer vision. Future work is required to study the effects of SMDP in
other domains. It is also advised to study the fairness of SMDP since models trained with DP
tend to have a disparate impact on model performance [3]. In the privatization mechanism,
it is important to note that embedding models must be trained on data with a domain close
to the domain of the data being privatized. The same applies to the language of embedding
models and privatized data since the SMDP mechanism is dependent on the vocabulary
of the embedding model. Moreover, we experiment with a simple policy function, which
considers all digits as sensitive information. In real-world applications, policy functions
should incorporate contextual information such as digits in the context of social security
numbers. Finally, the canary insertion attack used in our experiments quantifies privacy
guarantees. However, as suggested by Carlini et al. [8], these types of privacy attacks are
not well-suited for real-world scenarios since models like ChatGPT output tokens instead of

perplexity scores.
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Appendix A
SUPPLEMENTARY MATERIALS

Original samples:

My ID is 145572.

The game began development in 2010

On the morning of February 8 ; 1861

All-New HONOUR PRCA Apple-picking.

6 PRCA ALCS KIAA SALUTE PRCA HONOUR
HONOUR TLW PRCA SBL HONOUR All-New , CityPASS
Oldest Ordering The 7/29/07.

MDP 12 The Relics gathering Northern Historical 2011
History The dinner History Anniversary Aboard , 1841
Past MOB The 777677.

17 The game began invaluable History 2011

On The evening The October Eight , 1861

My ID is Apple-picking.

6 The game began development in HONOUR

On the morning of February All-New , CityPASS
My ID is 7/29/07.

SMDP 12 The game began development in 2011

On the morning of February Aboard , 1841

My ID is 777677.

17 The game began development in 2011

On the morning of February Eight , 1861

Mechanisms €

Table A.1: Samples from the WikiText-2 dataset: privatized text using mechanisms at
different privacy levels.
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1

3

6

12

17

€ 23 29 35 41 47 52 00
No DP - - - - - - - - - - - 22.59
MDP | 28.89 | 28.95 | 28.96 | 28.62 | 28.41 | 27.92 | 27.12 | 24.87 | 23.65 | 23.23 | 23.14 -
SMDP | 28.90 | 28.90 | 28.91 | 27.89 | 27.19 | 27.16 | 25.07 | 24.23 | 23.33 | 22.95 | 22.93 -

Table A.2: WikiText-2 perplexity on the test set (the lower, the better). ¢ values were drawn

from [23].
3 1 3 6 12 17 23 29 35 41 47 52 o0
No DP - - - - - - - - - - - 4.65
MDP | 2.68 | 2.69 | 2.68 | 2.70 | 2.72 | 2.70 | 2.72 | 2.76 | 2.92 | 3.04 | 3.11 -
SMDP | 2.69 | 2.68 | 2.68 | 2.71 | 2.72 | 2.73 | 2.69 | 2.73 | 2.80 | 2.98 | 3.03 -
Table A.3: WikiText-2 canary exposure (the lower, the better). e values were drawn from
23].
€ 6 12 17 23 29 35 41 47 52 o0
No DP - - - - - - - - 15.61
MDP 29.23 | 29.19 | 29.20 | 28.56 | 27.33 | 25.23 | 23.37 | 22.93 | 22.11 -
SMDP | 24.01 | 23.34 | 21.91 | 21.01 | 20.46 | 20.19 | 20.03 | 19.99 | 19.90 -

Table A.4: WikiText-103 perplexity on the test set (the lower, the better). ¢ values were
drawn from [23].

€ 6 12 17 23 29 35 41 47 52 00
No DP - - - - - - - - - 3.36
MDP 265 | 2.68 | 2.68 | 2501 | 2.56 | 2.52 | 2.65 | 2.41 | 2.52 -
SMDP | 1.78 | 2.11 | 2.43 | 2.23 | 2.22 | 2.45 | 2.42 | 2.34 | 2.39 -

Table A.5: WikiText-103 canary exposure (the lower, the better).




