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Over the past few decades, information about patients’ diagnoses, medication, and procedures 

has been collected and transformed into standardized and shareable electronic health records 

(EHRs). Machine learning algorithms have proven efficient for mining predictive clinical 

patterns from EHRs and thus can be used to guide next-generation personalized medicine and 

enable effective clinical decision support. However, privacy concerns often limit access to 

individual patient data, hampering researchers’ capability to develop machine learning models 

and conduct model generalizability assessments. Creating an infrastructure that enables secure 

utilization of patient data with adequate privacy control is the key to bridging researchers and 

data, thereby unlocking the full potential of the data. In addition, facilitating the contribution of 

data from multiple sites and enabling federated evaluation are essential for developing robust and 

generalizable models and overcoming the barrier to clinical implementation. A ‘model to data’ 

approach, in which researchers build and submit models to be evaluated by a trusted party 



 

without direct access to data, can reduce the risk posed by direct data sharing, lower the barrier 

to federated evaluation, and open up data for utilization by the broader data science community. 

 

In this dissertation, I focus on the implementation of a ‘model to data’ approach for enabling 

secure utilization of multi-modal patient data, and on synthetic EHR data generation as a 

complement to this approach. The 4 aims of my dissertation are (1) Piloting a 'model to data' 

approach to enable patient mortality prediction; (2) Implementing the 'model to data' approach in 

a crowdsourced benchmarking challenge for COVID-19 outcome prediction; (3) Enabling 

clinical notes sharing and de-identification through the NLP sandbox; and (4) Benchmarking 

generative adversarial network (GAN)-related synthetic EHR generation on real-world patient 

data. 
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Chapter 1 

INTRODUCTION 
 

1.1 Background 

Healthcare institutions substantially increased their use of electronic health records (EHR) in the 

past decade.[1–3] While the primary drivers of EHR adoption were to support clinical care, 

financial billing and insurance claims, secondary use of EHR data for supporting clinical research 

has become more common.[2,4–7] EHR data are multimodal and come in different formats; 

structured tabular data, unstructured clinical notes, and radiology images are just a few examples. 

The data contain rich information about patients’ demographics, health conditions, and clinical 

trajectories. The digitalization of health records opens up rich opportunities for machine learning 

(ML) algorithms to identify disease patterns, enable clinical decision-making, and personalize 

treatment plans for individual patients.[8–13] Meanwhile, the continuous aggregation of large 

volumes of  patient data can be used to validate and improve the accuracy of predictive 

models.[11,14–16] Given the size and diversity of the data, ML approaches present opportunities 

for improving healthcare in a more automated and scalable way. In past years, some ML solutions 

have moved past testing to deployment, winning administrative approval and clearing regulatory 

hurdles. For example, the Center for Medicare and Medicaid Services has approved insurance 

reimbursement for the use of two Artificial Intelligence (AI) systems for medical image diagnosis. 

[16]  Other examples include the FDA-approved deep learning platforms Arterys for finding 

https://paperpile.com/c/BAFOVb/HWvIU+OUK0q+3zVo4
https://paperpile.com/c/BAFOVb/ffXtK+OUK0q+creSf+my6t+V6Qz
https://paperpile.com/c/BAFOVb/0cs8O+8jU2C+k0iA+bIHwc+katYA+6Z3G
https://paperpile.com/c/BAFOVb/brXA8+bIHwc+1Um71+aCQT
https://paperpile.com/c/BAFOVb/aCQT
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lesions within pulmonary and liver computed tomography (CT) and Babylon Health for general 

health recommendations, which performs ~4,000 clinical consultations per day. [17] 

 

Challenges for Data Sharing 

Data sharing is the key to embracing the digital health ecosystem and realizing data’s full potential. 

However, healthcare institutions are faced with the competing demands of data utilization and 

privacy. [18] A balance needs to be struck between data access and privacy control. Due to the 

privacy and sensitivity of patient data, restrictions are in place for the sharing of this data; a well-

known example is the United States Health Insurance Portability and Accountability Act (HIPAA). 

[19] These restrictions, though necessary, hinder data accessibility for researchers, and limit their 

ability to develop models and externally validate their models.[20] In most common research 

cases, access to patient data is limited to researchers affiliated with health institutions, while many 

researchers with no healthcare institution affiliations are relegated to smaller public de-identified 

datasets or inferior synthetic data. De-identified datasets obscure identifiers to satisfy HIPAA 

requirements, however, the data are still susceptible to re-identification risk. Besides, the removal 

of date or location PHI limits researchers’ capability of conducting temporal or geographical 

analyses. Synthetic data attempt to maintain the information and format of real data without 

compromising privacy, but to date, no synthetic data can retain all correlation and temporal 

information presented in the original clinical repository. Even for researchers connected with a 

healthcare institution, the turnaround time to get administrative and governance approval can often 

lead to a delay between the data being available and the study being conducted and result in missed 

research opportunities. Research collaborations are also often bounded by highly restricted data 

use agreements or business associate agreements, limiting the scope, duration, quantities, and types 

https://paperpile.com/c/BAFOVb/X0jJ
https://paperpile.com/c/BAFOVb/tSOz1
https://paperpile.com/c/BAFOVb/A7KcV
https://paperpile.com/c/BAFOVb/WAaGp
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of EHR data that can be shared. This friction has impacted the capability of researchers to develop 

and validate predictive models.  

 

'Model to data' Approach 

In the traditional paradigm of data sharing, data owners directly transfer data to users. However, 

this paradigm faces challenges when it comes to the sharing of sensitive and private EHR, as 

mentioned in the section on Challenges for data sharing. The 'Model to data' approach is an 

alternative paradigm that minimizes the risk of compromising privacy by avoiding direct data 

exposure to users. [21] Under this approach, model developers containerize their models by 

packaging code with operating system libraries and dependencies using containerization software 

like Docker and send their containerized models to the data hosts which operate and evaluate the 

performance of models on behalf of the developers. In this way, the data are utilized in a privacy-

protection mode such that only the models, not the model developers, have direct access to the 

data. Under this approach, data owner enjoys the benefits of data sharing (e.g., recognition, leading 

research questions, etc.), while preserving the full control of the data. Researchers who otherwise 

do not have access can develop and evaluate models on private dataset. [22] This approach still 

has its limitation as (1) the information returned to researchers, though highly restricted, 

theoretically allows information leakage and (2) no direct data interaction and restricted feedback 

handicap researchers in parameter tuning and feature selection. 

 

Prior to the development of this dissertation, the ‘model to data’ approach has been applied to 

enable secure sharing of sensitive biomedical data in the Multiple Myeloma DREAM Challenge  

and the NCI-DREAM Proteogenomic Challenge, [22] and radiology images in Digital 

https://paperpile.com/c/BAFOVb/vxWPw
https://paperpile.com/c/BAFOVb/BQgf
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Mammography DREAM Challenge, [14] but there has been limited evaluation of this approach to 

analysis of structured and unstructured EHR data. 

 

1.2 Dissertation Aims 

In the research conducted for this thesis, I validated, implemented, and scaled up the 'model to 

data' paradigm for EHR data sharing. In doing so, I demonstrated that the 'model to data' approach 

could alleviate the tension between data sharing and privacy, and engage the broad data science 

community to develop predictive models to improve clinical decision-making. 

1.2.1 Aim 1 Piloting a 'Model to data' Approach to Enable Patient Mortality 

Prediction 

The development of predictive models for clinical application requires the availability of EHR 

data, which is complicated by patient privacy concerns. I showcased and implemented the 'model 

to data' approach as a new mechanism to make private clinical data available for model 

development without compromising data privacy. In this pilot study, an external researcher 

without direct data access utilized structured EHR data to build high-performing ML models for 

all-cause mortality prediction. In this aim, I demonstrated the feasibility and scalability of the 

‘model to data’ paradigm and identified weaknesses and corresponding improvements.  

 

https://paperpile.com/c/BAFOVb/brXA8
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1.2.2 Aim 2 Implementing the 'Model to data' Approach in a Crowdsourced 

Benchmarking Challenge for COVID-19 Outcome Prediction 

Lack of COVID-19 patient data has hindered the data science community in developing models to 

aid in the response to the pandemic. In Aim 2, I leveraged the 'model to data' approach to organize 

a crowdsourced challenge for addressing pressing clinical questions which arose during the 

COVID-19 pandemic, including prediction of the likelihood of a COVID-19 diagnosis as well as 

of short-term outcomes (likelihood of hospitalization within 21 days.). In this aim, the 'model to 

data' approach was scaled up from involving one participant in Aim 1 to a community challenge 

with hundreds of participants.  The COVID-19 challenge was operated in a continuous 

benchmarking fashion where the challenge datasets were regularly updated for participants to track 

model performance over the accumulation of patient datasets. I conducted a post-challenge 

analysis on top-performing models to research how model performance might vary across different 

demographic traits, how historical patient data could impact performance results, and whether an 

ensemble strategy of aggregating heterogeneous predictions could outperform individual models. 

The post-challenge analysis indicated high utility but existence of bias in the models. 

1.2.3 Aim 3 Enabling Clinical Notes Sharing and De-identification through a NLP 

Sandbox 

The evaluation of natural language processing (NLP) models for clinical text de-identification 

relies on the availability of clinical notes, which is often restricted due to privacy concerns.  NLP 

Sandbox is an approach for alleviating the lack of data and evaluation frameworks for NLP models 

by adopting the 'model to data' approach. This enables unbiased federated model evaluation 

without the need for sharing sensitive data from multiple institutions. Synapse collaborative 
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platform, containerization software, and OpenAPI [23] generator were leveraged to build the NLP 

Sandbox. Two state-of-the-art NLP de-identification models, Philter [24] and NeuroNER [25] 

were evaluated using data from three sites in the NLP Sandbox and further validated using data 

from one external validation site. In Aim 3, I demonstrated the feasibility of using the ‘model to 

data’ approach in the context of evaluating models built on clinical notes. I conducted a multi-site 

evaluation of clinical text de-identification models without the sharing of clinical notes and 

identified the need for standardized and extensible models and data schemas for the scalability and 

flexibility of the NLP Sandbox. 

1.2.4 Aim 4 Benchmarking GAN-related Synthetic EHR Generation on Real-world 

Patient Data 

In Aim 4, I explored a complement to the 'model to data' approach - synthetic data generation. 

Under the ‘model to data’ approach, developers build models without access to data, leading to 

difficulties and inconvenience for feature selection and parameter tuning. Implementing synthetic 

data generation could improve the dilemma of the ‘model to data’ approach by allowing model 

developers to get hands-on experience with data that preserve the utility of real data without 

compromising patient privacy. Generative Adversarial Networks (GANs) have shown increasing 

potential for generating high-dimension synthetic patient data. However, the nature of the GAN 

comes with a tension between utility and privacy, often known as the utility-privacy trade-off, 

leading to difficulties in fair evaluation of the models. In this Aim, I conducted a benchmarking 

study to evaluate state-of-the-art GAN-related methods utilizing metrics in both utility and privacy 

aspects. Datasets from two institutions were leveraged to test the generalizability of the GAN 

https://paperpile.com/c/BAFOVb/waLf
https://paperpile.com/c/BAFOVb/SOtTZ
https://paperpile.com/c/BAFOVb/eNsYk
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models on datasets of different sizes and data types. Several use cases were provided to shed light 

on model selection and interpretation. 

1.3 Dissertation Overview 

This dissertation serves to advance knowledge of the ‘model to data’ approach for EHR data 

sharing and utilization. In this work, I demonstrated the implementation of the ‘model to data’ 

approach for sharing multi-modal EHR data and enabling ML model benchmarking through 

crowdsourced approaches. I further provide synthetic data generation as an improvement for the 

current ‘model to data’ approach.                       
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Chapter 2  

PILOTING A 'MODEL TO DATA' APPROACH TO 

ENABLE PATIENT MORTALITY PREDICTION 
 

2.1 Introduction 

2.1.1 Electronic Health Records and the Future of Data-driven Healthcare 

Healthcare providers substantially increased their use of EHR systems in the past decade.[26] 

While the primary drivers of EHR adoption were the 2009 HITECH act and the data exchange 

capabilities of EHRs, secondary use of EHR data intended to improve clinical decision support 

and healthcare quality also contributed to large-scale adoption.[3] EHRs contain a rich set of 

information about patients and their health histories, including doctors’ notes, medications 

prescribed, and billing codes.[27] The prevalence of EHR systems in hospitals enables the 

accumulation and utilization of large clinical data to address specific clinical questions. 

Researchers have already begun to implement predictive analytics solutions to optimize patient 

care, including models for 30-day readmissions, mortality, and sepsis.[28] As hospitals improve 

data capture quality and quantity, opportunities for more granular and impactful prediction 

questions will become more prevalent.  

 

https://paperpile.com/c/BAFOVb/BD0t7
https://paperpile.com/c/BAFOVb/3zVo4
https://paperpile.com/c/BAFOVb/dDRAn
https://paperpile.com/c/BAFOVb/qwfFA
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2.1.2 Hurdles to Clinical Data Access 

Healthcare institutions face the challenge of balancing patient privacy and EHR data 

utilization.[18] Regulatory policies such as HIPAA and HITECH place the onus and financial 

burden of ensuring the security and privacy of patient records on the healthcare institutions hosting 

the data. A consequence of these regulations is the difficulty of sharing clinical data within the 

research community. While these data host/researcher relationships are important and lead to 

impactful collaborations, they are often limited to intra-institution collaborations, relegating many 

researchers to smaller public datasets. One exception to this is the Patient Level Prediction (PLP) 

working group in the Observational Health Data Sciences and Informatics (OHDSI) community, 

which developed a framework for building and externally validating ML models.[20] While the 

PLP group has successfully streamlined the process to externally validate model performance, 

there is still an assumption that the model developers have direct access to an EHR dataset that 

conforms to the Observational Medical Outcomes Partnerships Common Data Model (OMOP 

CDM)  [29,30] on which they can develop their models. In order to support model-building and 

testing more widely in the research community, new governance models and technological systems 

are needed to minimize the risk of re-identification of patients, while maximizing the ease of access 

and use of the clinical data. 

2.1.3 Methods for Sharing Clinical Data 

De-identification of EHR data and the generation of synthetic EHR data are two solutions to enable 

clinical data sharing. De-identification methods focus on removing or obfuscating the 18 

identifiers that make up the protected health information (PHI) as defined by HIPAA.[19] De-

identification reduces the risk of information leakage but may still leave a unique fingerprint of 

https://paperpile.com/c/BAFOVb/tSOz1
https://paperpile.com/c/BAFOVb/WAaGp
https://paperpile.com/c/BAFOVb/VWKjV+pCX7M
https://paperpile.com/c/BAFOVb/A7KcV
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information that is susceptible to re-identification.[19,31] De-identified datasets, for example 

MIMIC-III, are available for research and have led to innovative research studies.[32–34] 

However, these datasets are either limited in size (MIMIC-III only includes 38,597 distinct adult 

patients and 49,785 hospital admissions), scope (MIMIC-III is specific to ICU patients), and 

availability (DUAs are required to use MIMIC-III). 

 

Generated synthetic data attempt to preserve the structure, format, and distributions of real EHR 

datasets but do not contain identifiable information about real patients.[35] Synthetic data 

generators, such as medGAN,[33] can generate EHR datasets consisting of high-dimensional 

discrete variables (both binary and count features), although the temporal information of each EHR 

entry is not maintained. Methods such as Observational Medical Dataset Simulator(OSIM2) are 

able to maintain this temporal information but only simulate a subset of the data specific to a use-

case (e.g., drug and treatment effects).[36] Synthea uses publicly available data to generate 

synthetic EHR data but is limited to the 10 most common reasons for primary care encounters and 

10 chronic diseases that have the highest morbidity in the United States.[37] To our knowledge, 

no existing method can generate an entire synthetic repository while preserving complete 

longitudinal and correlational aspects of all features from the original clinical repository. 

2.1.4 'Model to data' Framework 

The 'model to data' framework, as described in chapter 1, is an alternative to traditional data sharing 

methods that allows ML research on private biomedical data. [21] The focus of 'model to data' is 

to enable the development of analytic tools and predictive models without granting researchers 

direct, physical access to the data. Instead, a researcher sends a containerized model to the data 

hosts who are then responsible for running the model on the researcher’s behalf. In contrast to the 

https://paperpile.com/c/BAFOVb/A7KcV+N9NRB
https://paperpile.com/c/BAFOVb/ybhw4+uz0Kp+0V4lc
https://paperpile.com/c/BAFOVb/5BBVg
https://paperpile.com/c/BAFOVb/uz0Kp
https://paperpile.com/c/BAFOVb/64dqH
https://paperpile.com/c/BAFOVb/NmqxU
https://paperpile.com/c/BAFOVb/vxWPw
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methods previously described, where the shared or synthetic data were limited in both scope and 

size, a 'model to data' approach grants a researcher the ability to use all available data from 

identified datasets, as those data stay at the host sites, while not giving direct access to the 

researcher. This strategy enables the protection of confidential data while allowing researchers to 

leverage complete clinical datasets. The 'model to data' framework relies on modern 

containerization software such as Docker [38] or Singularity [39] for model portability, which 

serves as a “vehicle” for sending models designed by a model developer to a secure, isolated, and 

controlled computing environment where it can be executed on sensitive data. The use of such 

containerization software not only facilitates the secure delivery and execution of models, but it 

opens up the ability for integration into cloud environments (e.g., Amazon Web Services (AWS), 

Google Cloud) for cost-effective and scalable data analysis. 

 

The 'model to data' approach has been successful in a series of recent community challenges but 

has not yet been shown to work with large, EHR datasets.[40] In Aim 1, I implemented a pilot 

study of a 'model to data' framework implementation enabling the intake and ingestion of 

containerized clinical prediction models by a large healthcare institution (the University of 

Washington health system, UW Medicine, Seattle, WA) to their on-premises secure computing 

infrastructure. The main goals of this pilot are to demonstrate (1) the operationalization of the 

'model to data' approach within a large health system, (2) the ability of the 'model to data' 

framework to facilitate predictive model development by a researcher (here referred to as the 

model developer) who does not have direct access to UW Medicine EHR data, and (3) the 

feasibility of a 'model to data' community challenge for evaluating clinical algorithms on remotely 

stored and protected patient data. 

https://paperpile.com/c/BAFOVb/UPs83
https://paperpile.com/c/BAFOVb/ZNvvD
https://paperpile.com/c/BAFOVb/NOIn6
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2.2 Methods 

2.2.1 Pilot Data Description 

The UW Medicine enterprise data warehouse (EDW) includes patient records from medical sites 

across the UW Medicine system including the University of Washington Medical Center, 

Harborview Medical Center, and Northwest Hospital and Medical Center. The EDW gathers data 

from over 60 sources across these institutions including laboratory results, microbiology reports, 

demographic data, diagnosis codes, and reported allergies. An analytics team at the University of 

Washington has transformed the patient records from 2010 to the present day into a standardized 

data format, the Observational Medical Outcomes Partnerships Common Data Model (OMOP 

CDM v5.0). For this pilot study, we selected all patients who had at least one visit in the UW 

OMOP repository, which represented 1.3 million patients, 22 million visits, 33 million procedures, 

5 million drug exposure records, 48 million condition records, 10 million observations, and 221 

million measurements. 

2.2.2 Scientific Question for the Pilot of the 'Model to data' Approach 

For this 'model to data' demonstration, the scientific question we asked the model developer to 

address was, Given the past electronic health records of each patient, predict the likelihood that 

he/she will die within the next 180 days following his/her last visit. Patients who had a death record 

and whose last visit records were within 180 days of the death date were defined as positives. 

Negatives were defined as patients whose death records were more than 180 days away from the 
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last visit or who did not have a death record and whose last visit was at least 180 days prior to the 

end of the available data.  

 

We selected all-cause mortality as the scientific question due to the abundance and availability of 

patient outcomes from the Washington state death registry. As UW has linked patient records with 

state death records, the gold standard benchmarks are not constrained to events happening within 

the clinic. Moreover, mortality prediction has been thoroughly studied.[2,11,41] 180-day mortality 

prediction is meaningful for identifying patients who will benefit from palliative care. For these 

reasons, patient mortality prediction represents a well-defined proof-of-concept study to showcase 

the potential of the 'model to data' evaluation platform. 

2.2.3 Defining the Training and Evaluation Datasets 

For this study, we split the data into two sets: the Training and Evaluation Datasets. In a live 

healthcare setting, EHR data is constantly changing and evolving along with clinical practice, and 

prospective evaluation of predictive models is important to ensure that the clinical decision support 

(CDS) recommendations generated from model predictions are robust to these changes. We 

defined the Evaluation Dataset as patients who had more recently visited the clinic prior to our last 

death record and the Training Dataset as all the other patients. An intent of these methods was that 

the longitudinal properties of the data would be approximately maintained. 

 

The last death record in the available UW OMOP repository at the time of this study was February 

24, 2019. Any record or measurement that was found after this date was excluded from the pilot 

dataset and this date was defined as "End of Data". When building the Evaluation Dataset, we 

https://paperpile.com/c/BAFOVb/fHylx+bIHwc+OUK0q
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considered the date 6 months prior to the End of Data (August 24, 2018) the end of the “Evaluation 

Window” and the beginning of the evaluation window to be 9 months prior to the evaluation 

window start (November 24, 2017). We chose a 9-month evaluation window size since this 

resulted in an 80/20 split between the Training/Evaluation Datasets. We defined the Evaluation 

Window as the period of time in which, if a patient had a visit, we included that patient and all 

their records in the Evaluation Dataset. Patients who had visits outside the window, but none within 

the window, were included in the Training Data. Visit records that fell after the Evaluation 

Window end were removed from the Evaluation Dataset (Figure 2.1, patient 7) and from the 

Training Dataset for patients who didn’t have a confirmed death (Figure 2.1, patient 3). We only 

defined the true positives for the Evaluation Dataset and created a gold standard of these patients’ 

mortality status based on their last visit date and the death table. However, we gave the model 

developer the flexibility to select prediction dates for patients in the Training Dataset and to create 

corresponding true positives and true negatives for training purposes. 

 

Figure 2.1 Training/Evaluation Dataset Split  

Any patient with at least one visit within the Evaluation Window was included in the Evaluation 

Dataset (gold). All other patient records were added to the Training Dataset (blue). Visits that were 
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after the Evaluation Window end were excluded from the Evaluation Dataset (light/transparent 

blue). A 9-month Evaluation Window was chosen as the timeframe as that resulted in an 80/20 

split between the Training Dataset and the Evaluation Dataset. 

 

2.2.4 Model Evaluation Pipeline 

Docker Containerized Models 

Docker is a tool designed to facilitate the sharing of software and dependencies in a single unit 

called an image.[38] These images make package dependency, language compilation, and 

environmental variables easier to manage. This technology enables the simulation of an operating 

system that can be run on any computer that has the Docker engine or compatible container runtime 

installed. These containers can also be completely isolated from the internet or the server on which 

they are hosted, an important feature when bringing untrusted programs to process protected data. 

For this study, the model developer built mortality prediction Docker images, which included 

dependencies and instructions for running models in the Docker container. 

 

Synapse Collaboration Platform 

Synapse is an open-source software platform developed by Sage Bionetworks for researchers to 

share data, compare and communicate their methodologies, and seek collaboration.[42] Synapse 

is composed of a set of shared Representational State Transfer (REST)-based web services that 

support both a website to facilitate collaboration among scientific teams and integration with 

analysis tools and programming languages to allow computational interactions.[43] The Synapse 

platform provides services that enable submission of files or Docker images to an evaluation 

queue, which have previously been used to manage containerized models submitted to DREAM 

https://paperpile.com/c/BAFOVb/UPs83
https://paperpile.com/c/BAFOVb/9xhaT
https://paperpile.com/c/BAFOVb/O49SV
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challenges.[42] We used an evaluation queue to manage the model developer’s Docker image 

submissions. 

 

Submission Processing Pipeline 

To manage the Docker images submitted to the Synapse collaboration platform, we used a 

Common Workflow Language (CWL) pipeline, developed at Sage Bionetworks. The CWL 

pipeline monitors an evaluation queue on Synapse for new submissions, automatically 

downloading and running the Docker image when the submission is detected. Executed commands 

are isolated from network access by Docker containers run on UW servers.  

 

UW On-premises Server Infrastructure 

We installed this workflow pipeline in a UW Medicine environment running Docker v1.13.1. UW 

Research Information Technology uses CentOS 7 (Red Hat Linux) for their platforms. The OMOP 

data were stored in this environment and were completely isolated behind UW’s firewalls. The 

workflow pipeline was configured to run up to four models in parallel. Each model had access to 

70 GB of RAM, 4 vCPU, and 50 GB of SSD. 

2.2.5 IRB Considerations 

We received an Institutional Review Boards (IRB) non-human subjects research designation from 

the University of Washington Human Subjects Research Division to construct a dataset derived 

from all patient records from the EDW that had been converted to the OMOP v5.0 Common Data 

Model. (IRB number: STUDY00002532) Data were extracted by an honest broker, the UW 

Medicine Research IT data services team, and no patient identifiers were available to the research 

team. The model developer had no access to the UW data. 

https://paperpile.com/c/BAFOVb/9xhaT
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2.3 Results 

2.3.1 Model Development, Submission, and Evaluation 

For this demonstration, a model developer built a Dockerized mortality prediction model. The 

model developer was a graduate student from the University of Washington who did not have 

access to the UW OMOP clinical repository. This model was first tested on a synthetic dataset 

(SynPUF),[44] by the model developer to ensure that the model did not fail when accessing data, 

training, and making predictions. The model developer submitted the model as a Docker image to 

Synapse via a designated evaluation queue, where the Docker image was uploaded to a secure 

Docker Hub cloud storage service managed by Sage Bionetworks. The CWL pipeline at the UW 

secure environment detected this submission and pulled the image into the UW computing 

environment. Once in the secure environment, the pipeline verified, built, and ran the image 

through two stages: the training and inference stages. During the training stage, a model was 

trained and saved to the mounted volume “model” and during the inference stage, a 

“predictions.csv” file was written to the mounted volume “output” with mortality probability 

scores (between zero and one) for each patient in the Evaluation Dataset (Figure 2.2). Each stage 

had a mounted volume “scratch” available for storing intermediate files such as selected features 

(Figure 2.2). The model developer specified commands and dependencies (e.g., python packages) 

for the two stages in the Dockerfile, train.sh, and infer.sh. The Training and Evaluation Datasets 

were mounted to read-only volumes designated “train” and “infer” (Figure 2.2).  

https://paperpile.com/c/BAFOVb/oOg3B
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Figure 2.2 Docker container structure.  

Showing the Docker container structure for the training stage and inference stage of running the 

Docker image. 

 

After checking that the “predictions.csv” file had the proper format and included all the patients 

in the Evaluation Dataset, the pipeline generated an Area Under the Receiver Operator Curve 

(AUROC) score and returned this to the model developer through Synapse. If the Docker model 

failed, a UW staff member would evaluate the saved log files to assess potential errors. Filtered 

error messages were sent to the model developer for debugging purposes. See Figure 2.3 for the 

full workflow diagram. 
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Figure 2.3 Workflow diagram.  

Dockerized models were submitted to Synapse by a model developer to an evaluation queue. The 

Synapse Workflow Hook pulled in the submitted Docker image and built it inside the protected 

UW environment. The model trained on the available EHR data and then made inferences on the 

Evaluation Dataset patients, outputting a prediction file with mortality probability scores for each 

patient. The prediction file was compared to a gold standard benchmark. The model’s performance 

was measured by AUROC and was returned to the model developer. 

2.3.2 Model Developer’s Perspective 

The model developer built and submitted models, using three sets of features: (1) basic 

demographic information (age on the last visit date, gender, and race); (2) basic demographic 

information and binary indicators for five common chronic diseases (cancer, heart disease, type-II 

diabetes, chronic obstructive pulmonary disease, and stroke); [45] (3) the 1000 most common 

https://paperpile.com/c/BAFOVb/z2TLS
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concept_ids selected from the procedure_occurrence, condition_occurrence and drug_exposure 

domains in the OMOP dataset. For model 2, the developer used the OMOP vocabulary search 

engine, Athena, to identify 404 clinical condition-concept-ids associated with cancer, 76 

condition-concept-ids with heart disease, 104 condition-concept-ids with type-II diabetes, 11 

condition-concept-ids with chronic obstructive pulmonary disease and 153 condition-concept-ids 

with stroke (Table 2.1). Logistic regression was used on the three sets of features respectively. All 

model scripts are available here: https://github.com/yy6linda/Jamia_ehr_predictive_model. 

 

 

            Training set   Evaluation set 
Total number of patients         956,212   336,548 
Number of patients with cancer         66,203 (6.9%)   42,195 (12.5%) 
Number of patients with heart disease        31,352 (3.3%) 23,108 (6.9%) 
Number of patients with type II diabetes         40,938 (4.3%) 28,234 (8.4%) 
Number of patients with chronic obstructive 
pulmonary disease 

        13,777 (1.4%) 8,302 (2.5%) 

Number of patients with stroke             5,216 (0.6%) 3,927 (1.2%) 
Other Patients 834,591 (87.3%) 257,884 (76.6%) 
 

Table 2.1 Patient profile for the Training/Evaluation Dataset.  

The number of patients in the UW Medicine OMOP repository who have been diagnosed with 

cancer, heart disease, type II diabetes, or chronic obstructive pulmonary disease (features used in 

model 2) 

 

Model Performance 

The submitted models were evaluated at the University of Washington by comparing the output 

predictions of the models to the true 180-day mortality status of all the patients in the Evaluation 

https://github.com/yy6linda/Jamia_ehr_predictive_model
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Dataset. The implementation of the logistic regression model, Model 1, using only demographic 

information, had an AUROC of 0.693. Model 2, using demographic information and 5 common 

chronic diseases, yielded an AUROC of 0.861. Model 3, using demographic information and the 

most common 1000 condition/drug/procedure(‘cdp’) concepts, yielded an AUROC of 0.921. 

(Figure 2.4)  

 

 

Figure 2.4 A comparison of the receiver operator curves for the three mortality prediction 

models.  

2.3.3 Benchmarking the Capacity of Fixed Computing Resources for Model Running 

 

We tested the capability of running models through the pipeline on increasingly large feature sets 

using two ML algorithms: logistic regression and neural networks. The models ran under fixed 
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computational resources: 70 GB of RAM and 4 vCPU (a quarter of the total available UW 

resources made available for this project). This tested the feasibility of running multiple (here, 

four) concurrent, high-performance models on UW infrastructure for a community challenge. 6934 

of the features used for this scalability test were selected from condition_concept_ids that have 

more than 20 occurrences within 360 days from the last visit dates of patients in the Training 

Dataset. The two selected algorithms were applied to a subset of the features of 1,000, 2,000, 

3,000, 4,000, 5,000 and 6,000 selected condition_concept_ids. We used the python sklearn 

package to build a logistic regression model and keras frameworks to build a three-layer neural 

network model (dimension 25 * 12 * 2). For both models, we trained and inferred using the 6 

different feature set sizes. We report here the run times and max memory usage (Figure 2.5). 

While run times scale linearly with the number of features, maximum memory usage scales in a 

slightly super-linear fashion.   

 

Figure 2.5 Runtime and Max Memory Usage for training predictive models in the 

scalability test. 
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2.4 Discussion 

In this pilot project, we implemented the 'model to data' framework in the context of an institutional 

enterprise data warehouse and demonstrated how a model developer can develop clinical 

predictive models without having direct access to patient data. This 'model to data' evaluation 

platform relied on a mutually agreed upon set of expectations between the data-hosting institution 

and the model developer, including the use of (1) a common data model (here, OMOP), (2) a 

standard containerization platform (here, Docker), (3) predetermined input and output file formats, 

(4) standard evaluation metrics and scripts, and (5) a feedback exchange mechanism (here, 

Synapse). While we focused on the specific task of mortality status prediction in this pilot study, 

our platform would naturally be generalizable to other prediction questions or data models. A well-

documented common data model (here OMOP v5.0) is essential to the successful operation of the 

'model to data' approach.  This framework, however, is not limited to the designated OMOP 

version, nor the OMOP CDM, and could be expanded to the PCORnet Common Data Model [46], 

I2B2 [47], or any other clinical data model. The focus of the 'model to data' framework is to deliver 

containerized algorithms to private data, of any standardized form, without exposing private data 

to model developers. With increased computational resources, our platform could scale up to 

handle submissions of multiple prediction models from multiple researchers. Our scalability tests 

show that complex models on wide feature sets can be trained and evaluated in this framework 

even with limited resources (70 GB RAM per submission). These resources, including more RAM, 

CPUs, and GPUs, could be expanded in a cloud environment and parallelized across multiple 

models. This scalability makes the 'model to data' approach particularly appealing in certain 

contexts as discussed in the following sections. 

 

https://paperpile.com/c/BAFOVb/ACtqv
https://paperpile.com/c/BAFOVb/AoTad
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'Model to data' as a Mechanism to Standardize Sharing, Testing, and Evaluation of Clinical 

Prediction Models 

Typically, most clinical prediction models have been developed and evaluated in isolation on site-

specific or network-specific datasets, without additional validation on external health record data 

from other sites.[2] By implementing an evaluation platform for common clinical prediction 

problems, it would be possible to compare the performance of models implementing different 

algorithms on the same data and to test the generalizability of the same model across different 

sites, assuming those sites are using the same common data model. This framework also motivates 

researchers to containerize models for future reproduction. In the long term, we envision that the 

'model to data' approach will enable researchers to test their predictive models on protected health 

data without worrying about the identification of patients and will inspire the ubiquitous use of 

Dockerized containers as a standard means to deliver and customize predictive models across 

institutions. The proposed pipeline is not dependent on the clinical question under investigation 

nor whether the study question involves all steps of model development (training, inference/test, 

open-ended prospective and non-performance-related evaluation). 

 

'Model to data' as a Mechanism for Enabling Community Challenges 

Community challenges are a successful research model where groups of researchers develop and 

apply their prediction models in response to a challenge question(s), for which the gold standard 

truth is known only to the challenge organizers. There have been a large number of successful 

biomedical community challenges including DREAM,[42], CAFA,[48,49] CAGI,[50], and 

CASP[51]. A key feature of some of these challenges is the prospective evaluation of prediction 

models, an often unmet need in clinical applications. The 'model to data' approach uniquely enables 

https://paperpile.com/c/BAFOVb/OUK0q
https://paperpile.com/c/BAFOVb/9xhaT
https://paperpile.com/c/BAFOVb/4l2iD+q5Og6
https://paperpile.com/c/BAFOVb/nMjz9
https://paperpile.com/c/BAFOVb/16O0U
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such an evaluation of live EDW data. Based on our observations in this pilot study, the next stage 

is to scale up our platform to initiate an EHR mortality community challenge, in which participants 

from different backgrounds will join us in developing mortality prediction models. 

 

Lessons Learned and Limitations 

During the iterative process of model-training and feedback exchange with the model developer, 

we discovered issues that will have to be addressed in future implementations. (1) The model 

developer had multiple failed submissions due to discrepancies between the synthetic data and real 

data. Devoting effort toward improving the structural alignment between the synthetic data and 

the UW data will help alleviate this barrier. Correcting differences in data type, column names, 

and concept availability would allow model developers to catch common bugs early in the 

development process. (2) Providing manually filtered log files (filtered by UW staff) that are 

generated by the submitted models when running on UW data as an iterative process can be 

cumbersome. We propose that prior to running submitted models on the UW data, models should 

first be run on the synthetic dataset hosted in an identical remote environment which would allow 

the model developer to access all log files to support debugging. This would be intended to allow 

any major errors or bugs to be caught prior to the model running on the real data. (3) Inefficiently 

written prediction models and their containers burdened servers and system administrators. The 

root cause of this issue was the model developer’s inability to estimate the computing resources 

(RAM, CPU) and time needed to run the submitted models. We can use the same synthetic data 

environment as solution 2 to estimate run time and RAM usage on the full dataset prior to running 

the model on the real data. (4) The model developer was unaware of the data distributions or even 

the terminologies for certain variables making feature engineering difficult. Making a data 
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dictionary with the more commonly used concept codes from the UW data available to the model 

developer will enable smarter feature engineering.  

 

The presented pilot predictive models are relatively simple. However, the 'model to data' 

framework is also compatible with more complicated ML algorithms and feature engineering. 

Future researchers can Dockerise their complicated predictive models with more advanced feature 

engineering and send them through our pipeline as Docker images. Our pipeline can execute these 

Docker images on real data and return scores. Model interpretation, such as feature importance 

scores, is also feasible under this framework if the feature importance calculation is embedded in 

the Docker models and output to a designated directory in the Docker container. After checks for 

information leakage, the UW IT team would be able to share that information for the model 

developer to further interpret their models. However, the remote nature of the 'model to data' 

framework limits the opportunities for manual hyperparameter tuning which usually requires direct 

interaction with data. Hyperparameters are model parameters pre-defined before the models’ 

training stages. (e.g., learning rate, number of layers in neural networks, etc.) However, automated 

methods to tune the hyperparameters work with the proposed pipeline. The emergence of AutoML 

as well as other algorithms including grid & random search, reinforcement learning, evolutionary 

algorithms, and Bayesian optimization allows hyperparameter optimization to be automated and 

efficient. [52] 

 

In late 2019, we extended this work to enable the first EHR DREAM Challenge: Patient Mortality 

Prediction as a further demonstration for this pilot study. The patient mortality prediction challenge 

attracted 345 registered participants, coalescing into 25 independent teams, spread over 3 

https://paperpile.com/c/BAFOVb/rnCOy
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continents and 10 countries. The top-performing team achieved a final AUROC of 0.947 (95% CI 

0.942, 0.951) and an area under the precision-recall curve (AUPRC) of 0.478 (95% CI 0.458, 

0.499) on patients prospectively collected over a one-year observation of UW health system. 

 

2.5 Conclusions 

We demonstrate the potential impact of the 'model to data' framework to bring clinical predictive 

models to private data. This is achieved by operationalizing this framework to enable a model 

developer to build mortality prediction models using protected UW Medicine EHR data without 

gaining access to the dataset or the clinical environment. This work serves as a demonstration of 

the 'model to data' approach in a real-world clinical analytics environment. This enables future 

predictive analytics sandboxing activities, and the development of new clinical-predictive methods 

safely.  
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Chapter 3  

 IMPLEMENTING THE 'MODEL TO DATA' 

APPROACH IN A CROWDSOURCED 

BENCHMARKING CHALLENGE FOR COVID-19 

OUTCOME PREDICTION 

 

3.1 Introduction  

First reported in December 2019, the novel Coronavirus SARS-CoV-2 caused a global pandemic 

resulting in strained hospital capacity and the deaths of 1,020,240 patients in the U.S. (as of July 

17 2022) alone.[53] As the cumulative case counts rise, patient-level health data become a viable 

and crucial resource for researchers to understand disease patterns and design evidence-based 

interventions against the disease.[54] ML approaches applied to COVID-19 patient EHR data have 

shown value in outbreak prediction,[55,56] early screening,[9,57] contact tracing of infected 

patients,[58,59] health outcome prediction to improve diagnosis and treatment,[60] and to 

prioritize healthcare resources for patients who are at a higher risk for health complications.[8,12] 

 

Patient data must be acknowledged to be private and sensitive, and restrictions are in place for the 

sharing of this data. These necessary restrictions hinder data accessibility for researchers, limiting 

their ability to develop models and externally validate them. In cases where researchers have 

https://paperpile.com/c/BAFOVb/YdodI
https://paperpile.com/c/BAFOVb/PFQSv
https://paperpile.com/c/BAFOVb/n8AOy+wFG7x
https://paperpile.com/c/BAFOVb/t4ghq+8jU2C
https://paperpile.com/c/BAFOVb/u6CW8+Oi8Eq
https://paperpile.com/c/BAFOVb/acAiZ
https://paperpile.com/c/BAFOVb/katYA+0cs8O
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access to patient health data, models developed by isolated teams with no objective evaluation 

oversight can lead to self-assessment bias and overfit models.[57] 

 

To overcome these challenges, we leveraged the ‘model to data’ approach as mentioned in Chapter 

1 to launch the COVID-19 EHR DREAM Challenge in the hopes of supporting an informed 

response to the COVID-19 pandemic.  We had previously demonstrated the feasibility and utility 

of this approach in the Patient Mortality EHR DREAM Challenge, leading to the unbiased 

assessment of ML models applied to EHRs to predict patient mortality, as mentioned in Chapter 

2.[61,62] In our COVID-19 Challenge, we asked participants to address two clinically pressing 

questions:  

● Question 1 (Q1) Of patients who received a test for COVID-19, who will test positive? 

● Question 2 (Q2) Of patients who test positive for COVID-19 in an outpatient setting, who 

is at risk for hospitalization within 21 days?  

The questions were motivated by the need to triage patients prior to widespread diagnostic and 

treatment capabilities. We evaluated models’ performance and generalizability to patient 

subgroups stratified by age, gender, race, ethnicity, and time of COVID test. 

3.2 Methods 

3.2.1 Data 

We ran the COVID-19 EHR DREAM challenge as a continuous benchmarking exercise where the 

datasets were updated every 2-5 weeks to incorporate new patients and update existing patients’ 

clinical trajectories. We curated two sub-datasets (diagnostic Q1 challenge dataset and prognostic 

Q2 challenge dataset) separately for the two challenge questions for the purpose of model training 

https://paperpile.com/c/BAFOVb/jKTI2+vcnVa
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and evaluation. The Q1 challenge dataset - involving all patients who received a COVID-19 test 

by the date when each data update was conducted - was split into training and evaluation datasets 

using a temporal ordering where the EHR data for the most recent 20% of patients tested for 

COVID-19 were included in the evaluation dataset and the remaining 80% of patients were 

included in the training dataset. The Q2 challenge dataset included only patients who tested 

positive for COVID-19 at an outpatient setting by the date when the data update was conducted. 

These data were randomly split into training (70%) and evaluation datasets (30%) in order to 

maintain the same true positive prevalence (hospitalization within 21 days versus all patients who 

tested positive during an outpatient visit). Gold standards for the training data were provided for 

model training and gold standards for the evaluation dataset were hidden by the challenge 

organizers for scoring. For both the Q1 challenge dataset and Q2 challenge dataset, EHR data after 

each patient’s COVID-19 test were removed. We incorporated new patients (i.e., patients who 

were not included in previous data updates) into the evaluation datasets and made sure no patient 

data existing in the training dataset of previous versions were included in later evaluation dataset 

versions. The Q1 challenge dataset has 6 versions, over 30 weeks and the Q2 challenge dataset has 

4 versions over 18 weeks. (Figure 3.1a) 

 

In contrast to the last version of the Q1 and Q2 challenge datasets which were both updated in 

November 2020, we gathered all the data that had accumulated by January 2021 and referred to 

this dataset as the “cumulative dataset”. This represented 108,500 patients that tested for COVID-

19, 4,980 that tested positive, 3,100 that tested positive during an outpatient visit and 170 that were 

hospitalized within 21 days after testing positive during that outpatient visit. We split the 

cumulative dataset such that 50% of patients who had most recently tested for COVID-19 were 



 31 

incorporated into the cumulative evaluation dataset (patients who were tested between July 2020 

and January 2021), and the other 50% were incorporated into the cumulative training dataset 

(patients tested between March 2020 and July 2020).  The cumulative evaluation dataset was split 

evenly and prospectively into three sub-evaluation datasets based on the patients’ COVID-19 

measurement date to eval_1 (July 2020 - September 2020), eval_2 (September 2020 - November 

2020) and eval_3 (November 2020 - January 2021). The cumulative dataset was used for post-

challenge model analysis and training ensemble models.  

We built an ensemble validation dataset to evaluate the performance of ensemble models. This 

dataset comprised 12,870 patients who had been tested for COVID-19 between January 2021 and 

March 2021, among which 278 had tested positive, 208 tested positive in outpatient settings and 

16 were hospitalized within 21 days. 
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  cumulative 
training 
dataset 

cumulative 
evaluation 

dataset 
eval_1 eval_2 eval_3 

ensemble 
validation 
dataset 

  

 
Time period of data 
collection 

Mar 2020-July 
2020 

July 2020 - 
Jan 2021 

July 2020 - 
Sep 2020 

Sep 2020 
- Nov 
2020 

Nov 2020 
- Jan 
2021 

Jan 2021 - 
Mar 2021 

Q1 

Age(%)       
0-17 3.05 4.51 5.60 3.75 4.18 5.58 

18-24 9.06 9.91 9.82 11.50 8.40 6.93 
25-49 39.89 37.73 38.03 34.92 40.25 38.23 
50-64 25.21 24.34 24.27 25.00 23.76 23.9 
65-99 22.79 23.51 22.28 24.83 23.40 25.36 

Gender(%)       
Female 51.47 51.07 50.76 51.68 50.77 52.06 

Male 48.47 48.90 49.21 48.31 49.17 47.9 
Other/Nan 0.06 0.03 0.03 0.01 0.06 0.04 

Race(%)       
White 65.61 65.83 62.92 68.22 66.29 68.22 
Asian 9.02 10.41 10.01 10.55 10.67 11.21 
Black 9.65 8.73 9.03 8.09 8.81 8.17 

Other/Nan 15.71 15.03 17.77 13.13 14.24 12.4 
Covid-19 test(%)       

Positive 5.16 4.02 3.93 2.45 5.68 2.16 
Negative 94.84 95.98 96.07 97.55 94.32 97.84 

Number of patients tested for 
COVID-19 54600 53936 17932 18020 17984 12870 

Q2 

Patients hospitalized within 
21 days( %)   

--- --- --- 

 
Positive 5.73 5.10 7.66 

Negative 94.27 94.90 92.34 

Number of patients tested 
positive for COVID-19 in 
outpatient setting(count) 1554 1552 208 

 

 

Table 3.1 Dataset Demographics decomposition. 
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Datasets include cumulative dataset, temporal-split cumulative evaluation dataset (eval_1, eval_2 

and eval_3) and ensemble validation dataset. 

 

3.2.2 Challenge Infrastructure and Workflow 

We implemented the 'model to data' approach for the COVID-19 challenge to facilitate the delivery 

of participants’ models to the sensitive challenge datasets. All work was reviewed and approved 

by the UW IRB and UW Medicine leadership. COVID-19 patient datasets were hosted on a UW 

Medicine IT provisioned secure server. Challenge participants never had direct access to the 

patient data; instead, they were required to build and submit Dockerized (containerized) models. 

A synthetic dataset was provided to the participants to help them become familiar with the format 

of the data and to aid in technical debugging. Models submitted by participants went through a 

validation process in an Amazon Web Service (AWS) cloud environment, running against 

synthetic data. Once validated, the models would be transferred to the UW environment to train 

and evaluate on real patient data. AUROC and AUPRC were two performance metrics we used to 

assess models. Synapse collaboration platform was used to receive submissions and host the 

challenge leaderboard. (Figure 3.1b) 
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Figure 3.1 Visualization of the challenge timeline and infrastructure.  

Diagram for the challenge timeline and patients’ COVID-19 measurement date range in the 

datasets for Question 1 and Question 2. (a) The plot includes both challenge datasets (used in the 
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challenge) and cumulative dataset (used in post-challenge analysis). (b) Challenge operation 

workflow. When a participant submitted a model to the challenge platform, Synapse, the model 

underwent a validation procedure on an Amazon Web Service (AWS) cloud environment, in which 

the model was run against the synthetic dataset (Stage 1 model validation). If the model passed all 

the tests, the model was then pulled into a UW secure environment where it was trained and then 

applied to patient data (the holdout set from the full patient dataset) to generate predictions (Stage 

2 model evaluation) 

3.2.3 Post-challenge Model Analysis 

To evaluate and compare models submitted to different versions of challenge datasets, we re-

trained and evaluated Q1 and Q2 models separately on the cumulative dataset.  

 

To evaluate the top 10 models from Q1 on different strata of the patient population (time of testing, 

age, gender, race, ethnicity), we trained these models on the cumulative training dataset and 

evaluated their performance on subsets in the cumulative evaluation dataset. For each stratum, we 

generated an AUROC score with a bootstrapped approach (distribution=1000; sample size 10000 

with replacement). One-tailed t-tests were used to examine if the top 10 models’ performances 

were consistently different.  

 

Valid submissions to Q2 from 7 independent teams were also re-trained and evaluated on the 

cumulative training dataset. The analysis for Q2 models focuses on two aspects: (1) if the model 

was used to predict 21-day hospitalization for all patients who tested positive for COVID-19 

regardless the type of visits, would it be more or less accurate than predictions made on patients 

who were at an outpatient visit when tested positive for COVID-19 and (2) if we limited the 
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amount of patients’ pre-COVID-19 clinical history data available to model training, how would 

that impact model’s performance? We generated AUROCs and bootstrapped distributions 

(n=1000; sample size of 1000 with replacement) using one-tailed t-tests to assess performance 

differences.  

3.2.4 Ensemble Models 

It has been shown that aggregating heterogeneous predictions from different models can improve 

individual model performance.[14,63] We trained ensemble models for Q1 and Q2 separately 

using the top individual models (mentioned above). Trained on the cumulative training dataset, 

each individual model outputs a confidence interval between 0 and 1 indicating the likelihood of 

a patient testing positive (Q1) or being hospitalized within 21 days (Q2). A logistic regression 

model with 10-fold cross-validation aggregated individual models’ confidence intervals for the 

cumulative evaluation dataset to build an ensemble model. The ensemble validation dataset was 

used to assess ensemble models’ performance. (Figure 3.2) 

 

Figure 3.2 Ensemble model diagram. 

https://paperpile.com/c/BAFOVb/brXA8+7RcDH
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3.3 Results 

3.3.1 Challenge Summary 

We hosted a continuously benchmarked community challenge to stimulate the development of ML 

methods for addressing clinical questions around COVID-19. This challenge had 482 registered 

participants with 90 teams successfully contributing submissions to at least one of the challenge 

questions. We had 369 valid submissions scored on Q1 challenge dataset and 232 for Q2. Over the 

course of this challenge, Q1 ran for 30 weeks, with the challenge dataset increasing from 9,100 

patients to 89,600 patients through six data updates. Q2 ran for 18 weeks with the challenge dataset 

increasing from 1,700 patients to 2,200 patients through 4 data updates.  For Q1, the AUROC and 

AUPRC of the best-performing model were 0.827 and 0.303 respectively, on the dataset version 

“Week 18-21”. For Q2, the best AUROC and AUPRC were 0.982 and 0.897 respectively, for the 

dataset version “Week 1-4”. However, these scores were observed in the first version of the Q2 

challenge dataset which was small and the top team made multiple submissions in the first four 

weeks, presenting a high risk of overfitting. The best Q2 scores after the first challenge dataset 

version were an AUROC of 0.804 and AUPRC of 0.166 on dataset “Week 9-13”. (Figure 3.3) 
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Figure 3.3 Performance of models submitted to challenge questions.  

AUROC(a) and AUPRC(b) of models submitted to Question 1 every week. AUROC(c) and 

AUPRC(d) of models submitted to Question 2 every week. Grey bars in the plot a and c show the 

number of valid submissions to Question 1 and Question 2 weekly. Different colors represent 

different versions of challenge datasets. Datasets were named by the week in the challenge when 

they were in use. The yellow dash line is the performance baseline; for AUROC it is always 0.5 

and for AUPRC it is the prevalence of positive patients in each evaluation dataset. 
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3.3.2 Post-challenge Analysis Results 

The best performance for Q1 on the cumulative dataset - defined as data for patients tested for 

COVID-19 from March 2020 to January 2021 - was an AUROC of 0.776 (95% CI 0.775-0.777) 

and an AUPRC of 0.297. We then applied the top 10 re-trained models to longitudinally ordered 

subsets of the cumulative evaluation dataset (datasets eval_1, eval_2, and eval_3) to understand 

how models trained on previous patient data will generalize to future patients. The results showed 

for all the top 10 models, the performance on the eval_1 dataset was significantly better than on 

eval_2 and eval_3. (P<.001, Figure 3.4).   
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Figure 3.4 Performance of Question 1 models on prospective datasets.  

Models were trained using patients tested for COVID-19 before July 2020 (training data, 50 % of 

patients) and made predictions on patients tested for COVID-19 after July 2020 (evaluation data 

50 % of patients). Evaluation datasets were split into three sub-evaluation datasets based on the 

date when patients were tested. 
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We next explored how the performances of models might vary across different demographic traits. 

Splitting the cumulative evaluation dataset based on gender, 7 of the top 10 teams had a 

significantly better model performance on female subgroups compared to male subgroups (Figure 

3.5a). When splitting by patient age, 8 of the top 10 teams had the lowest prediction performance 

on the youngest group (0-17) and 9 had the highest prediction performance on the 25-49 patient 

group (P<.001) (Figure 3.5b). The Pearson correlation coefficient of the top 10 models’ average 

AUROC for each age subgroup to the subgroup dataset size was 0.849. 

 

The top ten models did not show a consistent pattern of model performance on the sub-datasets 

split based on ethnicity (‘hispanic or latino’ and ‘not hispanic or latino’) or race (‘Black’, ‘White’, 

‘Asian’ and ‘Other’).  Among the top three teams, the first team ‘Home-Sweet-Home’ 

outperformed the second ('UWisc-Madison-BMI') and third team ('Bryson-and-Yao-Team') in all 

race groups. However, the third team ('Bryson-and-Yao-Team') outperformed the second team 

('UWisc-Madison-BMI') in the ‘White’ group (Figure 3.5c-d). 
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Figure 3.5 Performance of top 10 Question 1 models on subpopulation.  

Subpopulation are stratified by gender(a), age(b), ethnicity(c) and race(d). 
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When Q2 models were re-trained and evaluated on the cumulative dataset, the best AUROC 

achieved was 0.796 (95%CI 0.794-0.798) and an AUPRC of 0.188. We asked whether the models 

could be generalized to patients who tested positive for COVID-19 during all visit types, not just 

outpatient settings. When the Q2 models were trained and applied on patients who tested positive 

in either inpatient or outpatient settings, 4 out of 7 models’ performances dropped, and only 1 

observed performance increased significantly (P<.001) compared to the prediction for only 

outpatient patients. This suggests that hospitalization prediction for patients who were tested for 

COVID-19 during non-outpatient visits, such as patients who were already in inpatient status for 

non-COVID-19 health conditions, were more difficult to predict correctly and patient data was 

noisier and clinically more ambiguous (Figure 3.6a). 

 

We next tested whether truncating the length of the pre-COVID-19 EHR history made available 

to prediction models would affect model performance. We conducted this experiment by removing 

EHR records in 30-day increments up to 10 years before patients’ COVID-19 measurement date 

in both training and evaluation datasets. We found that model performances did not consistently 

increase as more EHR clinical history was provided except for Ivanbrugere’s model, which 

showed increasing performance as more clinical history became available up to 2-year data. 

(Figure 3.6b). 
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Figure 3.6 Model performance. 

 (a) Performance of Question 2 models for 21-day hospitalization prediction trained on all patients 

tested for COVID-19(orange) versus only patients tested for COVID-19 in outpatient settings 

(blue). (b) Performance of Question 2 models when trained on different lengths of EHR history 

prior to the COVID-19 test. 

 

3.3.3 Top-performing Methods 

We analyzed the top 3 teams’ models for each question to shed light on the features and 

methodologies used by participants. The top teams used both data-driven approaches and pre-
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selection based on clinical knowledge to select features. Boosting methods were the most popular 

top-performing algorithms. We asked physicians to review the top features selected by models to 

assess if the top features picked up by ML models were interpretable. Some features appeared to 

mechanistically relate to COVID-19 like loss of smell, cough, fever, leukocyte count for COVID 

diagnosis prediction, and oxygen saturation, asthma exacerbation diagnosis, acute renal failure, 

and abnormal coagulation studies for hospitalization prediction. Other features including serum 

CO2, hemoglobin/hematocrit, albumin, edema, etc. were selected by the models but did not have 

a known connection to COVID-19.  

 

3.3.4 Ensemble Model Performance 

We next developed an ensemble model to assess whether combining models could achieve better 

performance over any single model (see Methods). Applying the Q1 ensemble model combining 

the top 10 models to the ensemble validation dataset resulted in higher AUROC performance over 

any single model, with an AUROC of 0.714 (95%CI 0.713-0.715) and AUPRC of 0.106, compared 

to Q1 best individual model’s AUROC of 0.699 (95%CI 0.698-0.700) and AUPRC of 0.112. When 

stratifying the ensemble validation dataset based on demographic profile, Q1 ensemble model 

outperformed the best individual model in 10 of the total 13 subgroups significantly (P<.001, 

Figure 3.7). The Q2 ensemble model, which combined the top 7 teams, reached an AUROC of 

0.740 (95%CI 0.739-0.742) and AUPRC of 0.286, compared to Q2 best individual model’s 

AUROC of 0.772 (95%CI 0.771-0.774) and AUPRC of 0.193.    
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Figure 3.7 Model performance comparison.  

Comparison between Question 1 ensemble model and Question 1 best individual model on 

demographics subgroups using ensemble validation dataset. 
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3.4 Discussion  

In most common research cases, access to patient data is restricted to researchers affiliated with 

health institutions, and the turnaround time to get projects reviewed by IRBs can often lead to a 

delay between the data being available and the study being conducted. These delays and barriers 

result in missed opportunities for research and impact in time-critical scenarios like the COVID-

19 pandemic. Our citizen science challenge provided a paradigm for sharing up-to-date patient 

data with those who otherwise would not have access. In this challenge, 482 participants from 7 

countries were engaged in training predictive models that could aid clinical decisions and alleviate 

clinical burden as the COVID-19 pandemic overwhelmed healthcare institutions. After this study, 

we continued operating the platform to support the evaluation of methods on challenge datasets 

for a year till 2022.  

 

We launched two questions in this challenge for predicting COVID-19 test results and 

hospitalization to assess the performance of methods, replicate results from other sites and identify 

key features for prediction. These two questions were most suitable for the beginning of the 

pandemic when test supplies and hospital resources needed to be prioritized. With this continuous 

benchmarking platform constructed, computational resources provisioned, and hundreds of data 

scientists engaged, we can point these resources at the next urgent questions, such as predictions 

of COVID-19 mortality risk, vaccine efficacy and the long-term effects of COVID-19. 

 

We improved this EHR DREAM challenge from previously fixed datasets and time-limited 

submission quota to datasets that were updated and interrogated over time. The successful 

operation of the continuous benchmarking challenge demonstrated the flexibility and scalability 
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of the 'model to data' approach. This approach proved to have three benefits: (1) it protected the 

patient data while enabling model development on private data, (2) it forced model developers to 

standardize their models, enabling model transferability and reproducibility for rigorous 

evaluation, and (3) it enabled an unbiased third-party to evaluate these standardized models on 

previously unseen data.  

 

We saw performance degradation on temporally evolving datasets indicating limitations in the 

models’ generalizability on prospective datasets. However, this performance degradation was 

expected given the rapid changes to the challenge dataset caused by ever-changing clinical practice 

and variance in age distribution, and COVID-19 positive prevalence. We observed that model 

performance for the 25-49 age group was the best and the 0-17 age group was the worst among all 

age groups. This was consistent with the number of patients in the two age groups; 25-49 was the 

largest group and 0-17 was the smallest. However, with white patients making up the majority of 

the dataset, the model performance on the white group was not always better than the other race 

groups, indicating COVID-19 diagnosis prediction on white patients was difficult even with more 

training samples for race. We also identified that top teams could have inferior model performance 

on some sub-populations compared to other teams who ranked lower. This could be ameliorated 

with a model ensembled based on the strength of each team to maximize prediction accuracy. The 

Q1 ensemble model outperformed the best individual model in most demographic subgroups. 

 

The high-performing models we received in the challenge indicate potential clinical utility. To 

achieve that, we will need to further test the generalizability of those models in a larger and multi-
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site dataset, (e.g., National COVID Cohort Collaborative (N3C) data[64]) and incorporate the 

models into a live clinical workflow setting for providing clinical decision support. 

 

3.5 Limitations  

The continuous benchmarking challenge has also led to the identification of several “challenges”. 

Data quality was difficult to maintain with regular updates. Data duplicates existed in some 

versions of the challenge dataset. In addition, compared to conventional challenges that have a 

fixed timeframe, models were more at risk of overfitting to the data as the number of allowed 

submissions increased over time. We also noticed that challenge models may be biased against 

one or more subpopulations, and it is not always the case that this is caused by the training data 

size. It could be caused by cultural and behavioral differences and requires further investigation. 

3.6 Conclusions 

We succeeded in operating a continuous benchmarking challenge to share up-to-date COVID-19 

EHR patient data with a worldwide data science community. The benchmarking challenge 

provided an unbiased evaluation of models submitted by participants. Top models achieved high 

accuracy in predicting COVID-diagnosis results and hospitalization, indicating a potential for 

clinical implementation. Across submitted models, we observed discrepancies of performance in 

this temporally evolving dataset and among demographic sub-populations (gender, age, race, and 

ethnicity), indicating the existence of potential bias in ML approaches, which warrants attention 

prior to implementation of such models in clinical practice.  

https://paperpile.com/c/BAFOVb/70wuC
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Chapter 4  

ENABLING CLINICAL NOTES SHARING AND 

DE-IDENTIFICATION THROUGH THE NLP 

SANDBOX 
 

4.1 Introduction 

4.1.1 Challenges of Clinical Notes Access 

Clinical notes contain rich information about a patient's medical history (symptoms, diagnoses, 

treatment plans, etc.) and may reveal important knowledge about a patient’s lifestyle and disease 

progression. Compared to structured EHR data, clinical notes contain scattered and unstructured 

information, leading to difficulties in data collection, interpretation, and analysis.[65,66] NLP 

methods have been widely applied to clinical notes for information extraction and 

interpretation.[67–69] The implementation of NLP models in clinical settings often requires 

thorough evaluations of model performance using a large volume of clinical notes. However, due 

to the presence of PHI in clinical data, access to patient data is restricted, and most models are 

developed and evaluated using data from limited sources, such as single institutions. This limited 

access to data poses challenges for the generalizability of NLP models, as data from single 

institutions are not always representative of other health systems. [70,71] 

 

https://paperpile.com/c/BAFOVb/C4yMi+ac7LE
https://paperpile.com/c/BAFOVb/0nJj8+b5ztg+rvDFg
https://paperpile.com/c/BAFOVb/Zqdiy+7VTRW


 51 

There are several methods that may help address the lack of clinical notes for model evaluation. 

Advances in synthetic clinical text generation have partially contributed to larger datasets for 

model development and testing [72–76]. However, in accordance with the privacy-utility trade-

off, synthetically generated text often lacks real-world utility. Publicly available de-identified 

datasets like MIMIC-III [34] and i2b2 [77]-[78] also help alleviate the shortage of high-utility 

clinical data, but they are not updated regularly, and publishing de-identified sets of clinical notes 

poses a risk for patient re-identification.[19,79]  

4.1.2 Challenges of NLP model evaluation 

Challenges faced when evaluating clinical NLP models include self-assessment bias [80] and the 

potential lack of model generalizability. Multi-site collaborations and data sharing can help address 

these challenges, but it often takes time to gain administrative and governance approval, leading 

to research delays. Even if multi-site collaborations are approved, the data can rarely be reused by 

other model developers due to privacy concerns. NLP model benchmarking frameworks like the 

ERASER [81], i2b2, GLUE [82], semEval [83], and kaggle [84] challenges have attempted to 

address this issue by releasing standardized note set, sets of evaluation metrics, and baseline 

models for comparison. However, these frameworks still use de-identified or non-sensitive 

datasets, and developers need to run their models on provided test datasets and upload the results 

to the platform for scoring, rather than uploading the actual models to the platform. As a result, 

the models are not automatically shared and immediately ready to be applied to new datasets. 

4.1.3 'Model to data' Approach 

As mentioned in previous chapters, The 'model to data' framework is a privacy-protected approach 

designed to lower the barrier to private data utilization. [21] Under this framework, model 

https://paperpile.com/c/BAFOVb/Un1Ge+2xdUm+jvKfc+ZvYW1+g2z9o
https://paperpile.com/c/BAFOVb/0V4lc
https://paperpile.com/c/BAFOVb/fbEPI
https://paperpile.com/c/BAFOVb/zmRsr
https://paperpile.com/c/BAFOVb/A7KcV+tjQpG
https://paperpile.com/c/BAFOVb/2wlhH
https://paperpile.com/c/BAFOVb/ALUYl
https://paperpile.com/c/BAFOVb/V93eH
https://paperpile.com/c/BAFOVb/Mntza
https://paperpile.com/c/BAFOVb/0ChXB
https://paperpile.com/c/BAFOVb/vxWPw
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developers train and evaluate models using private data, but without direct access to the data.  The 

only information returned to participants is model performance scores; no private information 

leaves the data hosts. This approach has already been used to support several crowdsourced 

DREAM challenges, including challenges focused on EHR data, to enable the utilization of private 

clinical data in the form of structured tabular data and radiology images. [14,61,62,85] 

 

We leveraged the 'model to data' approach to develop the NLP Sandbox (https://nlpsandbox.io) as 

a solution to the two problems outlined above: a lack of broadly shared, high utility clinical data, 

and a lack of NLP model sharing and generalizability. The NLP Sandbox is an NLP model 

evaluation system that enables federated evaluation and leverages knowledge and resources from 

multiple stakeholders. We identified three main stakeholders in the Sandbox design: (1) health 

institutions that contribute their datasets to the NLP Sandbox; (2) model developers who develop 

and submit NLP-based models to the sandbox environment; and (3) independent validation sites, 

which are external to the main NLP Sandbox infrastructure but contribute to model validation and 

implementation. In this project, we aimed to evaluate the utility of the NLP Sandbox for comparing 

clinical text de-identification models. Our goal is to inspire collaboration between the stakeholders 

and enable the utilization of private clinical notes by the broader data science community.  

 

 

https://paperpile.com/c/BAFOVb/jKTI2+vcnVa+D7Yfz+brXA8
https://nlpsandbox.io/
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4.2 Materials and Methods 

4.2.1 Datasets 

The NLP Sandbox can be scaled to include an arbitrary number of distributed datasets. For 

evaluation purposes we included three datasets: (1) The 2014 i2b2 test dataset, (2) Mayo Clinic 

synthetic clinical notes, and 3) Medical College of Wisconsin (MCW) clinical notes (Table 4.1). 

The 2014 i2b2 test dataset includes 514 de-identified clinical notes. The MCW dataset includes 

433 clinical notes, all of which are progress notes. The Mayo Clinic dataset includes 148 notes 

with 6 note types (progress notes, plan of care, telephone encounter notes, discharge summary, 

consultation notes, and emergency department notes). This dataset is synthetically modified by 

replacing the "name" PHI detected by the MCW de-identification tool 

(https://bitbucket.org/MCW_BMI/notes-deidentification) with synthetic surrogates generated 

from curated common English names and replacing the "date" PHI with shifted dates that mimic 

the original format.  

In addition to the accessible datasets, UW is an independent validation site, meaning that NLP 

models can be evaluated by personnel at UW, but its data are otherwise private. Overall, the dataset 

includes 956 clinical notes with 10 note types (admit, discharge, emergency department, nursing, 

pain management, progress, psychiatry, radiology, social work, and surgery notes), generated from 

2018 to 2019. [86] The MCW and UW datasets are both fully identified. A standardized data 

schema is used to annotate each of the four datasets with the following five PHI types: Date, ID, 

Person name, Location, and Contact.  

 

https://paperpile.com/c/BAFOVb/DyQGt
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4.2.2 Evaluation Standards 

We conduct separate evaluations of the five PHI categories in the NLP Sandbox. The PHI gold 

standards have been converted to our data schema in JSON format.  For example, a person name 

PHI gold standard is annotated as {“TextPersonNameAnnotations”:[{“noteId”: “110-01”,“start”: 

60, “length”: 11 , “text”:”David Smith” }]}. We use the start position and the context of the PHI 

to conduct evaluation on two levels: (1) instance level, where the evaluation is based on each 

complete PHI entity (e.g., “David Smith”) and the model scores only if it captures both the text 

and location of the entity correctly, and (2) token level, where the PHI entity is broken into tokens 

(e.g., “David” and “Smith” for “David Smith”) and each token is evaluated independently. We 

report three evaluation metrics for each PHI category, both at the instance and token level: (1) 

Precision, (2) Recall, and (3) F1. 

 

4.2.3 Containerized NLP Model 

We demonstrate application of a model template to reduce the barriers for developers to adapt their 

NLP models to the NLP Sandbox schema. As mentioned in previous chapters, Docker makes 

version control, model dependencies, and environment variables easier to manage and is thus 

conducive to model standardization and sharing. The model template leverages the OpenAPI 

generator and Docker-compose, which can run multi-container applications. The model template 

also generates a Docker image for submission to the NLP Sandbox and provides step-by-step 

instructions for developers to build the Docker images and launch the web-based user interface 

(UI) for model testing. 
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4.2.4 Evaluation Workflow 

After incorporating their NLP models into the model template, model developers can submit the 

Docker image to Synapse, an open-source software platform developed by Sage Bionetworks that 

supports collaborative data science and crowdsourced challenges. [43,87–89] Five separate 

submission queues corresponding to the five PHI types are provided to developers for model 

performance evaluation. Once the model is submitted to one evaluation queue, the NLP Sandbox 

orchestrator detects the submission, automatically downloads, and runs the Docker image.  

 

The model is initially run in the test environment, where the annotated i2b2 test dataset is stored. 

The NLP Sandbox orchestrator sends a request to the i2b2 data node to retrieve clinical notes and 

annotation gold standards. Each data node consists of a Docker container with a MongoDB-backed 

database for storing and managing clinical notes and annotation gold standards. The security and 

stability of each data node are enhanced by Nginx[90], which is used as a reverse proxy and load 

balancer. Next, the NLP Sandbox orchestrator sends a request to the model and retrieves the 

annotation response. The NLP Sandbox orchestrator then evaluates the model annotation output 

against the gold standard annotation and generates scoring metrics. Finally, the orchestrator sends 

the scores to the leaderboard table on Synapse (Figure 4.1, Step 1). Once the model is successfully 

scored in the test environment, the orchestrator in the Mayo Clinic and MCW environments pulls 

the Docker images simultaneously to run and score the model on each dataset. The Mayo Clinic 

and MCW environments have similar submission infrastructure configurations as the test 

environment. Once model scoring is complete, the orchestrator sends the scores to the same 

leaderboard where the i2b2 scores are presented (Figure 4.1, Step 2). 

  

https://paperpile.com/c/BAFOVb/d6vzw+VJ6O7+pzVuG+O49SV
https://paperpile.com/c/BAFOVb/7crmc
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Data Source I2b2 test dataset 

The Medical 

College of 

Wisconsin 

The Mayo Clinic 
The University 

of Washington 

Total no. of notes 514 433 148 956 

Total no. of annotations 10519 4703 2839 36843 

No. of 

annotations(%) 

Date 4980 (47.34%) 3484 (74.08%) 1274 (44.87%) 21351 (56.42%) 

Person name 2883 (27.41%) 809 (17.20%) 1565 (55.13%) 8141 (21.51%) 

Contact 218 (2.07%) 89 (1.89%) / 1297 (3.43%) 

Id 625 (5.94%) 70 (1.49%) / 779 (2.06%) 

Location 1813 (17.24%) 251 (5.34%) / 6275 (16.58%) 

No. of notes(%) 

Date 514 (100.00%) 250 (57.74%) 148 (100.00%) 923 (96.55%) 

Person name 508 (98.83%) 289 (66.74%) 148 (100.00%) 773 (80.86%) 

Contact 165 (32.10%) 44 (10.16%) / 409 (42.78%) 

Id 366 (71.21%) 65 (15.01%) / 215 (22.49%) 

Location 420 (81.71%) 98 (22.64%) / 740 (77.41%) 

 

Table 4.1 NLP Sandbox Datasets.  
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4.2.5 Infrastructure Settings 

 

The i2b2 and Mayo environments are both hosted on a cloud service managed by Sage 

Bionetworks. The MCW environment is maintained in an on-premises server behind their firewall. 

Since the UW dataset is not part of the NLP Sandbox infrastructure, it is used to demonstrate how 

models built and evaluated in the NLP Sandbox environment can be tested on other datasets 

outside of the NLP Sandbox. The UW data are stored in an on-premises server behind the UW 

firewall. Models are allotted 2 hours of total compute time, 7 GB of RAM, 4 CPU cores during 

each annotation and scoring process inside the NLP Sandbox and UW environment. 
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Figure 4.1 NLP Sandbox evaluation workflow.  

A submission made to Synapse is first evaluated in the test environment (Step 1) on the i2b2 

dataset. If the model passes Step 1, it will be sent to the Mayo and MCW environments for 

evaluation (Step 2). Only the scores are sent back to the Synapse leaderboard and made available 

to the developer. 
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4.2.6 Experiment Design 

To test the usefulness of the NLP Sandbox, we conducted three experiments: (1) User experience 

from a model developer, where we invited a developer of Philter [24] to adapt their Philter Python 

algorithm into the NLP Sandbox framework for a user experience test. The Philter developer was 

not involved in developing the NLP Sandbox. The purpose of this test was to assess the framework 

and identify limitations in an unbiased fashion; (2) Multi-site evaluation for an open-sourced 

model, where we adapted NeuroNER [25] to the NLP Sandbox and demonstrated how model 

benchmarking could be accomplished; and (3) Model validation using data from an independent 

clinical site, where we demonstrated how models submitted to the NLP Sandbox could be further 

evaluated on new datasets without the involvement of the model developer. 

 

External user experience test 

In the first study, we aimed to evaluate the usability of the NLP Sandbox from the perspective of 

an external model developer. To simulate the experience of a typical user, the developer first 

created an account with Synapse and became a certified user. The developer was then asked to 

clone the NLP Sandbox model template from GitHub. The template contained separate modules 

corresponding to each PHI category. In each file, the data structure and format of input notes and 

annotation outputs were specified. To test the model, the developer created a Docker image 

following instructions in the model template GitHub page and tested the model locally through a 

private UI webpage that was automatically configured by OpenAPI generator during the Docker 

build phase. 

 

https://paperpile.com/c/BAFOVb/SOtTZ
https://paperpile.com/c/BAFOVb/eNsYk
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To submit the model to the NLP Sandbox, the developer tagged the Docker image with a unique 

version number and pushed the tagged image to their private Docker repository on Synapse. The 

developer then submitted the tagged image to the five different submission queues for each PHI 

category. For each combination of PHI type and test set, the developer received an email 

notification with the F1, precision, and recall scores. If the submission failed in the test 

environment, the developer received an email notification with a link to the error logs generated 

from the i2b2 test environment. For more detailed troubleshooting, the developer worked with an 

NLP Sandbox developer to review the model’s performance on the i2b2 dataset. Because the i2b2 

dataset is public and fully de-identified, an NLP Sandbox developer returned false positive and 

false negative annotation results to the model developer for further model improvement. To ensure 

privacy protection and unbiased evaluation, no log files, false positives, or false negatives from 

the MCW or Mayo datasets were provided to the Philter developer. The developer went through 

several iterations of this process to improve the submission. Finally, the Philter developer was 

asked to provide an assessment of the model template adaptation and submission process. 

 

Multi-site evaluation for an open-sourced model 

In the second study, we wanted to explore the feasibility of benchmarking within the current NLP 

Sandbox framework. We currently do not make any identified datasets available for model training 

to model developers. However, if the developer has access to a private dataset, they can train their 

model using this dataset and submit the pre-trained model to the NLP Sandbox for model 

evaluation. We used NeuroNER, a neural network-based de-identification system, to demonstrate 

how a pre-trained ML model could be adapted to the NLP Sandbox. 

 



 61 

To conduct the experiment, we first incorporated the NeuroNER package and i2b2 pre-trained 

model file into the NLP Sandbox model template. Then, we submitted the Docker image to 

Synapse and evaluated NeuroNER using the i2b2 test, Mayo, and MCW datasets. Following the 

evaluation process, the model performance scores for the three sites were returned to the Synapse 

leaderboard. 

 

Model validation using data from an independent site 

To mimic the further evaluation of models submitted to the NLP Sandbox at external sites, we 

used a private dataset from UW and an on-premises server behind the UW firewall to conduct an 

independent validation of submitted models. We first translated the UW data into the NLP 

Sandbox data schema and conducted a thorough data quality check to ensure that there were no 

annotation duplicates and that the start and end position of each annotation in the gold standard 

matched those in the original notes. We launched the data node service on the UW server to host 

the private clinical notes. We then used Docker commands to pull the submitted NeuroNER and 

Philter Docker images from Synapse and run them in the UW environment. We created a Python 

package called NLPsandboxclient to pull clinical notes from the data node, process them using the 

submitted models, and evaluate model performance by generating F1, precision, and recall scores 

for each PHI category. 
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.  

                             

Figure 4.2 Infrastructure of the independent validation site (UW) environment.  

The server hosting UW clinical notes is behind the UW firewall. For each model validation test, 

we pulled a Docker image submission from Synapse and launched it inside the UW environment 

as a PHI annotator. NLPsandboxclient was imported into a Jupyter notebook to pull notes from 

the data node, interact with the PHI annotator, and conduct the evaluation. Both the PHI annotator 

and data node provided UI webpages for interaction.  

4.3 Results 

4.3.1 Model Developer User Experience 

The developer reported no difficulties in setting up a user account with Synapse, but they 

mentioned that cloning and modifying the de-identification model GitHub template required both 

command-line experience and knowledge of the Git version control tool. The developer worked 

with an NLP Sandbox developer to complete both the initial model integration and Docker image 

submission successfully. During model integration, the developer reported that the UI webpage 
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was helpful for identifying code integration errors and assessing whether each PHI annotator was 

functioning as expected. Although detailed stack trace messages did not appear in the UI, high-

level error codes were displayed and helped guide debugging efforts. The developer was also able 

to generate print statements to retrieve more detailed debugging information. 

 

In the original version of Philter, de-identification rules were applied sequentially as defined in a 

JSON configuration file. The Philter package utilizes a mix of rules including regular expressions, 

exclude regular expressions, include lists, exclude lists, and advanced pattern matching using 

previously identified PHI. To adapt the rule-based Philter algorithm into the NLP Sandbox model 

schema, the developer initially incorporated only exclude regular expressions and lists directly into 

the Python PHI annotation files. Because the NLP Sandbox evaluates the model based on its 

performance in each PHI category independently, the developer was required to apply different 

de-identification rules in separate annotation modules for each PHI type. This resulted in low 

precision and recall scores compared to previously reported scores on the 2014 i2b2 test corpus. 

Previously reported Philter recall scores on the 2014 i2b2 corpus were above 0.96, and precision 

scores were above 0.78 across all PHI categories. In contrast, recall scores evaluated within the 

NLP Sandbox environment ranged from 0.23-0.99 on the 2014 i2b2 corpus, and precision ranged 

from 0.27-0.79 for different PHI categories. 

 

To rescue recall and precision as much as possible, the developer imported a modified version of 

the Philter package into the NLP Sandbox model template to leverage additional de-identification 

rules. However, these changes did not significantly improve performance, indicating that poor 

performance was not necessarily caused by unused algorithmic rules, but was instead caused by 
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differences in evaluation standards. In previously published evaluations of Philter, the evaluation 

was category-agnostic, and overlapping identification of PHI by different rules did not impact 

precision as long as the PHI was obscured. In the current NLP Sandbox evaluation, the evaluation 

is conducted separately for each PHI category. If a token is categorized as a PHI type different 

from the gold standard, this could negatively impact performance.  

 

Overall, the developer recommended that clearer and more thorough documentation of the 

development process be posted to the GitHub README, including documentation of how to 

incorporate algorithms wholesale into the model schema. Additionally, automatically returning 

i2b2 false positives and false negatives to developers may help them diagnose issues with model 

integration.  

4.3.2 Model performance 

After several iterations of model adaptation and submission, the Philter developer received scores 

in all five PHI categories. Philter achieved its highest F1, precision, and recall on date annotation 

across datasets, and its lowest performances on ID and location. Token-level evaluation scores 

exceeded instance-level evaluation scores in most categories, with the exception of ID annotation 

on the MCW dataset. (Table 4.2) 

NeuroNER also achieved its highest overall scores for date annotation and its lowest scores for ID 

annotation. Overall, NeuroNER outperformed Philter. The performance of NeuroNER on the i2b2 

test dataset was significantly higher than on other datasets for all PHI categories except the date 

category. (Table 4.3) 
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Dataset Evaluation standard 

PHI Category(P/R/F1) 

Date Person_name Id Contact Location 

i2b2 

instance 0.77/0.88/0.82 0.29/0.68/0.41 0.34/0.90/0.49 0.31/0.99/0.47 0.27/0.23/0.25 

token 0.79/0.89/0.84 0.51/0.86/0.64 0.37/0.94/0.53 0.43/0.99/0.60 0.52/0.74/0.61 

Mayo 

instance 0.95/0.99/0.97 0.25/0.55/0.34 / / / 

token 0.95/0.99/0.97 0.71/1.00/0.83 / / / 

MCW 

instance 0.76/0.94/0.84 0.19/0.63/0.29 0.13/0.90/0.23 0.25/0.85/0.39 0.09/0.14/0.11 

token 0.77/0.94/0.85 0.41/0.86/0.56 0.10/0.89/0.18 0.30/0.87/0.45 0.28/0.51/0.36 

UW 

instance 0.85/0.91/0.88 0.19/0.62/0.29 0.22/0.83/0.35 0.38/0.64/0.48 0.15/0.14/0.14 

token 0.87/0.92/0.89 0.38/0.84/0.52 0.21/0.79/0.33 0.39/0.81/0.53 0.27/0.43/0.33 
 

Table 4.2 Philter performance on all NLP Sandbox test datasets.  

Evaluation metrics in each cell are represented as precision/recall/F1. The darker red colors 

correspond to higher F1 scores, and the darker blue colors correspond to lower F1 scores. 

 

Dataset Evaluation standard 

PHI Category(P/R/F1) 

Date Person_name Id Contact Location 

i2b2 

instance 0.92/0.91/0.91 0.91/0.88/0.89 0.67/0.65/0.66 0.86/0.93/0.89 0.86/0.79/0.82 

token 0.93/0.92/0.92 0.96/0.93/0.94 0.65/0.69/0.67 0.91/0.95/0.93 0.96/0.86/0.91 

Mayo 

instance 0.92/0.99/0.95 0.24/0.20/0.22 / / / 

token 0.91/1.00/0.95 0.51/0.76/0.61 / / / 

MCW 

instance 0.89/0.95/0.92 0.76/0.80/0.78 0.51/0.70/0.59 0.42/0.76/0.54 0.37/0.36/0.36 

token 0.89/0.95/0.92 0.87/0.85/0.86 0.45/0.67/0.54 0.43/0.75/0.55 0.60/0.40/0.48 

UW 

instance 0.92/0.93/0.92 0.79/0.68/0.73 0.40/0.42/0.41 0.60/0.76/0.67 0.62/0.47/0.53 

token 0.93/0.94/0.93 0.86/0/77/0.81 0.36/0.40/0.38 0.66/0.76/0.71 0.68/0.48/0.56 
 

Table 4.3 NeuroNER performance on all NLP Sandbox test datasets.  

Evaluation metrics in each cell are represented as F1/precision/recall. The darker red colors 

correspond to higher F1 scores, and the darker blue colors correspond to lower F1 scores. 
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4.4 Discussion 

In this pilot study, we achieved our goal of evaluating NLP models for de-identification using 

multiple private datasets. We demonstrated how health institutions, model developers, and 

independent validation sites all play crucial roles in the development and applications of the NLP 

Sandbox. The successful operation of the NLP Sandbox requires (1) A standardized but extensible 

model and data schema, (2) The participation of model developers, (3) The involvement of health 

institutions contributing their private data for evaluation, and (4) The engagement of external sites 

to extend the usage of submitted models for validation and implementation outside of the NLP 

Sandbox environment.  

 

4.4.1 'Model to data' Framework Enabling Secure Data Utilization without Granting 

Data Access 

NLP applications are growing in popularity in the healthcare industry. It is widely recognized that 

sharing clinical notes more broadly with the data science community can improve the development 

of Artificial Intelligence (AI) strategies to address clinically-relevant questions and improve 

healthcare quality. However, bounded by privacy concerns, health institutions are cautious and 

often progress slowly when it comes to sharing clinical data with both internal and external 

researchers. The NLP Sandbox offers a secure way for health institutions to open up their data for 

model evaluation without granting direct access to sensitive data. Under the NLP Sandbox 'model 

to data' framework, health institutions have full control over how their data is used in the NLP 
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Sandbox environment. They can choose to deposit their data in any secure computational 

environment (e.g. on-premises server, AWS, Azure, etc) behind their institution’s firewalls to 

make their datasets available in NLP Sandbox data nodes. Only the models, rather than the model 

developers, can access the data for evaluation. In this way, no sensitive patient information leaves 

the health institution. 

 

4.4.2 Federated and Unbiased Evaluation of NLP models in a Ready-to-go Setting  

When pre-trained using the 2014 i2b2 training dataset, NeuroNER achieved the highest 

performance on test data from the same source while the performance did not generalize as well 

on datasets from different sources. Failure to test model generalizability and self-assessment bias 

are two main criticisms facing NLP model developers. However, they can be avoided if model 

developers use an integrated development and testing environment like the NLP Sandbox. Our 

'model to data' framework lowers the barrier of access to clinical notes and can accelerate the 

development and evaluation of NLP models. Developers do not need to wait for months to get 

approval to access and implement their models on identified clinical notes from other institutions 

and can quickly retrieve multi-site performance metrics that can be used to inform further model 

development. 

 

We also made efforts to lower the barrier for developers to adapt their models for submission to 

the NLP Sandbox. Our model template offers step-by-step instructions for developers to build a 

Docker image, test the incorporated model in an interactive UI, and submit the model for 

evaluation. In the first case study, we demonstrated that the NLP Sandbox can be used to iteratively 

return feedback to developers who wish to improve model performance. 
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4.4.3 Model and Data Standardization for Future Application 

The NLP Sandbox utilizes a standardized data schema and applies quality checks on data 

converted to the schema. After converting their data to the NLP Sandbox schema, data owners 

external to the NLP Sandbox can pull the models submitted to the NLP Sandbox from Synapse 

and seamlessly test the models on their data without exposing their data to the developers. This 

allows future users to utilize models submitted to the NLP Sandbox and allows for continuous 

benchmarking of existing NLP Sandbox submissions on newly incorporated data nodes. Our 

schema is also flexible and can support tasks beyond PHI annotation, as demonstrated in a pilot 

test using the NLP Sandbox schema to support COVID-19 symptom annotation. We used synthetic 

data from Mayo Clinic for this task. The data are formatted using the NLP Sandbox COVID-19 

annotation data schema (https://github.com/nlpsandbox/nlpsandbox-

schemas/blob/main/openapi/commons/components/schemas/TextCovidSymptomAnnotation.ya

ml). The data include 94 notes and 533 annotations.  

We provided a baseline model for this task (https://github.com/nlpsandbox/covid-symptom-

annotator-example, v1.2.0). The baseline model achieved 0.71/0.79/0.64 (F1/precision/recall) in 

instance-level evaluation and 0.70/0.89/0.58 in token-level evaluation. 

 

4.5 Conclusions 

In this study, we demonstrated that the NLP Sandbox, as a 'model to data' evaluation system, 

enables the privacy-protected utilization of clinical notes and unbiased federated evaluation of 

NLP models. Model developers can receive a comprehensive model evaluation that can be used to 

improve model performance and generalizability. The standardization of data and model schemas 
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in the NLP Sandbox enables smooth implementation in the production setting and thus increases 

the potential for the further application of the models submitted to the NLP Sandbox.  
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Chapter 5 

BENCHMARKING ON GAN-RELATED 

SYNTHETIC EHR GENERATION ON REAL-

WORLD PATIENT DATA 

5.1 Introduction 

The rapidly evolving ability to collect and manage digitized personal data has made a revolutionary 

impact on humans’ life quality by advancing opportunities for health-related research and 

applications at scale. [91–93] Throughout decades of medical practice, it has been widely 

recognized that broad and reliable data sharing is a key booster for the advancement of biomedicine 

and healthcare; [94] however, such sharing is often constrained (in many cases impeded) by the 

mandate to preserve privacy - a fundamental ethical and legal principle to defend in data usage - 

as well as the attendant concerns around the expensive consequences of violating the mandate. As 

such, when individual-level data sharing does occur, it is often accompanied by systematic 

assessment and tuning procedures to ensure privacy is sufficiently protected. [95] 

 

As an alternative to operating on real data, generating fully synthetic health data has recently 

emerged in consort with advances in ML and has become an active research area to guide data 

sharing practice. [96] The fundamental power of synthetic data is in its potential ability to 

substantially reduce privacy risks - by breaking the one-to-one mapping between real individuals 

and synthetic records - while preserving the utility of real data. [35,97] For this reason, multiple 

research programs have been exploring leveraging synthetic data to support their data 

https://paperpile.com/c/BAFOVb/fm50k+V6SO2+srD5G
https://paperpile.com/c/BAFOVb/4AQLq
https://paperpile.com/c/BAFOVb/AsIGF
https://paperpile.com/c/BAFOVb/DIm2D
https://paperpile.com/c/BAFOVb/tLIew+5BBVg
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dissemination and analytical needs, such as the U.S. National Institutes of Health-funded National 

COVID Cohort Collaborative (N3C). [64] Beyond the purpose of data sharing, health data 

synthesis has a substantial role to play as a solution to data augmentation and completion, where 

the limited size and imperfect representativeness of available real data can be addressed to enhance 

the performance of medical AI algorithms. [98–100] 

 

As one of the major techniques applied to synthesize electronic health record (EHR) data, GANs 

demonstrate success in preserving data utility and privacy for various applications. [96,101,102] 

The architecture of GANs consists of two competing neural networks—a generator, which 

transforms data points from an ordinary distribution (e.g., a uniform or Gaussian distribution) to 

ones satisfying the target distribution through a deterministic function, and a discriminator, which 

approximates the statistical divergence between the generated data instances and the target 

distribution to provide feedback for optimizing network parameters. [103] Because of the nature 

of the adversarial learning mechanism, the GAN family is well known for allowing end-to-end 

training with a promising capability to approximate the real data effectively. In addition, GAN-

based methods do not require any specific assumptions (or prior knowledge) about the target 

distribution to enable learning.  

 

Despite the proposed merits of GANs, there lacks a systematic assessment framework and a 

corresponding benchmarking exercise to fairly evaluate and compare various GAN-based models 

for EHR data synthesis. This creates a challenging situation for users who need to select an optimal 

method to fulfill their specific needs in data synthesis. First, the empirical assessment of synthetic 

EHR data lacks consensus on evaluation metrics, and a well-organized system is acutely needed 

https://paperpile.com/c/BAFOVb/70wuC
https://paperpile.com/c/BAFOVb/dRso6+lDpdH+WDO5y
https://paperpile.com/c/BAFOVb/DIm2D+TuoGI+GjH3B
https://paperpile.com/c/BAFOVb/N8DTn
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to help discriminate candidate models according to distinct use cases. Second, although several 

related publications have conducted comparisons to demonstrate the superiority of their novel 

approach over existing methods, these comparisons are unsystematic and subject to inadvertently 

embedded self-evaluation biases. [80] Third, the common issue of stability in the procedure of 

GAN training renders the one-shot generation and comparison (i.e., performing model evaluation 

based on only one instance of model training) unreliable and thus could lead to a flawed decision-

making process without sufficient attention paid to the variance of evaluation results. 

 

Aim 4 addresses all these challenges by (1) establishing a novel benchmarking system for 

evaluating static patient profile synthesis (i.e., the static and tabular transformation of longitudinal 

EHRs), in which a set of metrics covering important requirements around data utility and privacy 

are systematically organized, and (2) demonstrating a benchmarking practice on the major GAN-

based EHR synthesis methods towards the goal of synthesizing static patient profiles based on the 

developed system. We hope to guide the users through a process of scoping the data characteristics 

of interest to focus on use cases, conducting individual evaluations using the selected metrics, and 

identifying the optimal synthesis model(s), and corresponding synthetic data to be used.  

5.2 Data 

Two real patient datasets were extracted from two respective major academic medical institutions 

in the United States. Both institutions maintain their own EHR warehouses for secondary analysis 

purposes by transforming the raw EHR data into the OMOP Common Data Model[104]. The 

characteristics of these two datasets are described in Table 5.1. 

 

https://paperpile.com/c/BAFOVb/2wlhH
https://paperpile.com/c/BAFOVb/1gcMa
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VUMC Dataset. We focused on the COVID-19 positive cohort at Vanderbilt University Medical 

Center (VUMC). Specifically, we extracted the patients who tested positive (via a polymerase 

chain reaction test) in an outpatient visit before Feb 2021 (which is roughly the first year of the 

COVID-19 pandemic). For those who had multiple positive testing results, only one was randomly 

retained. We then collected the patients’ history of diagnoses, medications, and procedures from 

their EHRs at VUMC between 2005 and the time of selected positive test result. Additionally, the 

most recent readings prior to the selected positive testing events on the 7 prevalent measures or 

laboratory tests were included, which are diastolic and systolic blood pressures, pulse rate, 

temperature, pulse oximetry, respiration rate, and body mass index. We enabled a clinically 

meaningful prediction task by incorporating an outcome variable—whether a patient would be 

hospitalized within 21 days from their COVID-19 positive results[85]. In total, there were 20,499 

patients, and their data were retrieved for analysis. 

 

UW Dataset. We focused on a general population stored in the University of Washington (UW) 

Medicine enterprise data warehouse, which manages EHR data from more than 60 medical sites 

across the UW Medicine system including the University of Washington Medical Center, 

Harborview Medical Center, and Northwest Hospital and Medical Center. For this study, we 

extracted patients with at least 10 visits within 2 years prior to the index event date, which is 

defined as the date of the latest recorded visit as of February 2019, and, thus, patient-specific. The 

corresponding data retrieval was dated back to January 2007. We also collected an outcome 

variable to construct a widely investigated prediction task—whether mortality occurred within 6 

months after the index event for each patient. [61] The resultant dataset contained 188K patients, 

which is around 9 times large as the VUMC dataset. 

https://paperpile.com/c/BAFOVb/D7Yfz
https://paperpile.com/c/BAFOVb/jKTI2
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To standardize data representation, we converted the categorical variables in both datasets, 

including diagnoses (encoded as International Classification of Diseases Ninth or Tenth Revision, 

or ICD9/10), procedures (encoded as Current Procedural Terminology Fourth Edition, or CPT4), 

medications (encoded as RxNorm Drug Terminology), and demographics (gender and race), to a 

binary format to denote the presence (or absence) of the corresponding concepts. We followed the 

convention of dimensionality reduction preprocessing, [105–107] by 1) mapping the ICD9/10 

codes into Phenome-wide Association Studies (PheWAS) codes, or phecodes, which aggregate 

billing codes into clinically meaningful phenotypes, 2) generalizing the CPT4 codes using a 

hierarchical architecture of procedures, [108] and, 3) converting clinical RxNorm drugs to 

RxNorm drug ingredients. We retained those variables that had more than 20 occurrences in each 

cohort. Note that after data preprocessing, variables in the UW dataset are all binary, whereas the 

VUMC dataset contains 8 continuous variables (age and 7 laboratory tests). Such a difference was 

designed to highlight the impact of continuous variables on synthesis quality. The total numbers 

of model input variables for the UW and VUMC datasets are 2596 and 2670, respectively. Both 

UW and VUMC datasets have been split in a 70:30 ratio into Training and Evaluation datasets. 

Training datasets are used to train synthetic algorithms while Evaluation datasets are withheld 

from the training process and reserved for evaluation purposes.  

 

 

 

 

 

https://paperpile.com/c/BAFOVb/kVgCk+TYBDc+AXAYV
https://paperpile.com/c/BAFOVb/vSPno
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Characteristic VUMC Dataset   UW Dataset 

Age 26.0, 40.3, 55.8 41.0 ± 18.7   -  

Race         

 White 65.2% 13,366 69.9% 131,830 

 Black 8.8% 1,794 7.9% 14,956 

 Asian 1.9% 384 9.4% 17,646 

 American Indian or 
Alaska Native 

0.0% 42 1.5% 2,836 

 Pacific Islander 0.0% 0 0.8% 1,563 

Unknown 24.0% 4,913 10.5% 19,912 

Gender         

 Male 43.9% 8,990 45.3% 85,490 

 Female 56.1% 11,509 54.7% 103,253 

Medical variables for 
generation    

        

 Diagnosis (Phecode) 1,269         1,736 

Procedure (Category) 67              66 

Medication (RxNorm 
Ingredient) 

1,245            860 

# of unique codes 2,581         2,662 
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Average # of codes per 
patient 

45.3                36.8 

Min # of codes per patient 0                 1 

Max # of codes per patient 724                  336 

Vital Signs (#)   7   0 

 Diastolic Pressure 68.0, 75.0, 82.0 75.0 ± 10.7                - 

 Systolic Pressure 114.0, 124.0, 
136.0 

125.3 ± 15.9                - 

 Pulse 77.3, 90.0, 104.3 91.4 ± 18.6                - 

 Temperature 36.8, 37.1, 37.7 37.3 ± 0.6                - 

 Pulse Oximetry 95.1, 97.1, 99.0 97.1 ± 2.1                - 

 Respirations 16.0, 18.0, 23.9 19.6 ± 4.4                - 

 Body Mass Index 24.4, 30.3, 38.1 31.3 ± 8.7                - 

Data split for prediction         

 Training data         

       Positive label 3.8% 541 3.8% 4,966 

           Negative label 96.2% 13,808 96.2% 127,158 

 Evaluation data         

       Positive label 4.2% 260 3.8% 2,129 

       Negative label 95.8% 5,609 96.2% 54,490 

Table 5.1 Cohort characteristics for synthetic data generation. 
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5.3 Methods 

5.3.1 Benchmark Framework 

Unlike previously published studies in generating synthetic EHR data, which conducted model 

comparisons based on one-shot model training, we integrated a mechanism into the benchmarking 

framework that involved multiple-time training and selection to guard against baking biases into 

model comparison. The unstable nature of GAN training has been known to be problematic for 

generating synthetic datasets of similar fidelity[109–111] but our mechanism accommodated this 

mode of uncertainty. Specifically, for each pair of models and real datasets, we implemented model 

training and data generation from scratch five times. We selected the top three datasets for the 

benchmarking analysis in terms of the average of the absolute prevalence rates differences (APD) 

in the dimension-wise distribution metric, which is deemed a basic utility measure and provides 

straightforward evidence of the usability of synthetic data. By doing so, the synthesized datasets 

which performed poorly at capturing the first-moment statistics of individual variables (though 

nothing abnormal happened in the GAN training process regarding the loss trajectories) were ruled 

out. (Figure  5.1, step 1) 

 

The benchmarking framework (Figure 5.1, step 2) consists of two major components—utility and 

privacy - which are in alignment with the well-known utility-privacy trade-off. In contrast to the 

flat hierarchy used by several published studies[96,101], where the utility was equated to 

resemblance (i.e. the similarity or distance between two datasets) or in particular utilized to 

measure the performance gap between real and synthetic data in downstream outcome predictions, 

the term utility in our framework covers all evaluations regarding the characteristics of data except 

https://paperpile.com/c/BAFOVb/TBGFd+Rtxx1+6cTOZ
https://paperpile.com/c/BAFOVb/DIm2D+TuoGI
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for privacy risks. This is because numerous real-world use cases of synthetic data do not involve 

any downstream prediction tasks, but still require the synthetic data to be useful (in other words, 

they require that the dataset has utility).  

 
 

Figure 5.1 Overview of the benchmarking framework and the data pipeline.  
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Table 5.2 summarizes the focuses and the corresponding key measurements of all metrics included 

in the benchmarking framework. The examination of data utility of synthetic data generated by a 

model expands along with three aspects that are distinct but compensatory to each other: 1) feature-

level statistics, the potentiality of capturing distributional characteristics in real data (dimension-

wise distribution,[105] column-wise correlation, [112] and latent cluster analysis[113]), 2) 

record-level readability, the ability to avoid generating individual records that violate clinical 

knowledge or common sense (clinical knowledge violation), and 3) Outcome prediction, the ability 

to support downstream machine learning model development and interpretability (model 

performance[114] and feature selection). Among these, feature selection and clinical knowledge 

violation are the two new metrics that were neglected but are acutely important in real-world use 

cases. They are thus integrated into the framework, while others were selected from previous 

studies. Notably, the focuses of the three metrics in the first category differ in their levels of 

distributional characteristics, which are individual variables, correlations in paired variables, and 

the joint distribution of all variables. On the other hand, the three privacy metrics were 

incorporated to assess the privacy risks of synthetic datasets derived from distinct but common 

adversarial environments (where attack models differ): attribute inference[105] (inferring the 

unknown attribute values of interest given a set of real attribute values), membership 

inference[105] (inferring whether a real record was used to train a generative model), and 

https://paperpile.com/c/BAFOVb/kVgCk
https://paperpile.com/c/BAFOVb/iwjr0
https://paperpile.com/c/BAFOVb/SJJqr
https://paperpile.com/c/BAFOVb/2WtjV
https://paperpile.com/c/BAFOVb/kVgCk
https://paperpile.com/c/BAFOVb/kVgCk
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meaningful identity disclosure[115] (inferring the identity and sensitive attributes of a patient’s 

record in the original dataset). The privacy risks were measured under the common assumption of 

attackers’ knowledge—they only have access to synthetic data but not the generative models. Note 

that the term attribute in the context of privacy risks is equivalent to variable in general, and we 

use record to denote the vector of data points for a patient.  

 

  Metric Summary Directionality 
  

  
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Utility 

Dimension-wise 
distribution 

The ability to capture marginal feature distributions in real data. 
This is calculated as the average of the absolute prevalence 
differences (APD) for binary features and the average of the 
Wasserstein distances (AWD) for continuous features between real 
and synthetic datasets. 

↓ 

Column-wise 
correlation 

The ability to capture the relationship between two features in real 
data. This is calculated as the average of the cell-wise absolute 
differences of the Pearson correlation coefficient matrices derived 
from real and synthetic datasets. 

↓ 

Latent cluster 
analysis 

The ability to capture the joint distribution of all features in real 
data. This is calculated as the deviation of a synthetic dataset in the 
underlying latent space from the corresponding real dataset in terms 
of unsupervised clustering. 

↓ 

TSTR Model 
performance   

The ability to approximate the performance of the downstream task 
of machine learning model development. Given an outcome 
prediction task, this is calculated as the model performance, 
typically the area under the receiver operating characteristics curve 
(AUROC), in the scenario of training on synthetic dataset and 
testing on real dataset (TSTR). 

↑ 

https://paperpile.com/c/BAFOVb/l0GEj
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TRTS Model 
performance  

The ability to generate convincing and realistic data records for 
different labels. Given an outcome prediction task, this is calculated 
as the model performance, typically the AUROC, in the scenario of 
training on real dataset and testing on synthetic dataset (TRTS). 

↑ 

Feature 
selection 

The ability to support model interpretability in downstream tasks. 
This is calculated as the number of shared important features for 
models trained on a synthetic dataset and the corresponding real 
dataset. 

↑ 

Clinical 
knowledge 
violation 

The ability to learn the clinical common sense at the patient level. 
This is calculated as the proportion of generated records that violate 
clinical knowledge (e.g., a male patient is associated with a 
pregnancy code). 

↓ 

  
 
 
 
 
 
 
 

Privacy 

Attribute 
inference 

The adversary’s ability to infer sensitive attributes of a targeted 
record. Given demographics and some sensitive attributes of a 
targeted record, this is calculated as the weighted sum of F1 scores 
of the inferences of other sensitive attributes. 

↓ 

Membership 
inference 

The adversary’s ability to infer the membership of a targeted record. 
Given a set of attributes of a targeted record, this is calculated as 
the F1 score of the inference based on Euclidean distances between 
the targeted record and all synthetic records. 

↓ 

Meaningful 
identity 
disclosure 

The adversary’s ability to identify synthetic records with 
meaningful attributes. Given a population dataset with identities, 
this is calculated as the adjusted re-identification risk considering 
the linkage between the synthetic dataset and the real dataset, the 
linkage between the synthetic dataset and the population dataset, 
and the rareness of each sensitive attribute in the real dataset. 

↓ 

 

Table 5.2 The summarization of the metrics and their focuses in evaluation.  

The directions of the derived values are provided, where the upward arrows denote that a higher 

value corresponds to a better score and the downward arrows denote an opposite relationship. 

 

 



 82 

Utility  

Dimension-wise distribution. The distributional distance (or similarity) of each variable between 

a real and synthetic dataset has been commonly investigated as one of the basic measurements to 

quantify data utility. To do so, we calculated the average of the absolute prevalence rate difference 

(APD) for binary variables and the average of the variable-wise Wasserstein distances (AWD) for 

continuous variables. The prevalence of a concept was defined as the percentage of patients who 

exhibited this concept among the whole cohort. Note that these two measures are symmetric and 

were computed over absolute values of distances. Due to the fact that Wasserstein distances can 

be arbitrarily large, for each continuous variable, we normalized the corresponding Wasserstein 

distance into the range of [0,1] based on the distances derived from all candidate synthetic datasets 

in the benchmarking system. To make the average value readable, we multiplied the results by a 

factor of 1000, which was equivalent to the magnitude of the space of variables and made no 

impact on the ranking of models. For a dataset with both binary (note that categorical variables 

can be converted to binary variables for synthesis) and continuous variables, the results of APD 

and AWD need to be combined into a final score. One reasonable implementation we used in this 

study was to add up 1) the sum of the absolute prevalence rate difference for binary variables, and 

2) the sum of the variable-wise (normalized) Wasserstein distances for continuous variables, and 

then calculated an average (i.e., divided by the total number of variables). 

 

Column-wise correlation. It quantifies the degree to which a synthetic dataset retains the variable 

correlations in real data[112]. For each pair of the synthetic and real datasets, we first computed 

the Pearson correlation coefficients between all variables in each dataset, which yielded two 

correlation matrices of the same size. The summation of all cell-wise absolute differences between 

https://paperpile.com/c/BAFOVb/iwjr0
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the two correlation matrices was then calculated to quantify the fidelity loss of a synthetic dataset 

in correlations between variables. 

 

Latent cluster analysis. This analysis measures the deviation of a synthetic dataset in the 

underlying latent space from the corresponding real dataset in terms of unsupervised clustering. 

[113] For each synthetic-real datasets pair, we concatenated them and performed dimension 

reduction by applying principal component analysis (PCA) to retain the dimensions in the 

projected space that can collectively explain 80% of the variance in the system. In the resultant 

latent space, K-means was then applied to find clusters, where K was determined based on the 

elbow method (which was set to 3 for both the VUMC and UW datasets). The following clustering 

metric was then calculated to quantify the deviation of synthetic data from real data: 

 

  

where  and  denote the number of real data points and the total number of data points in the 

-th cluster, respectively. A lower value of the metric implies that the density functions of the real 

and synthetic datasets in the latent space are more similar.  

 

Clinical knowledge violation. Different from other metrics above, this metric focuses on the 

record-level utility, which quantifies the degree to which a generative model learns to synthesize 

clinically meaningful records in terms of the ability to capture common sense (e.g., a male patient 

does not associate with a pregnancy ICD code). Synthetic data with obvious violations against 

clinical knowledge can be less useful in use cases requiring record-level reasonableness. In this 

study, we leverage gender-related clinical knowledge for evaluation. For each gender, we selected 

https://paperpile.com/c/BAFOVb/SJJqr
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the most frequent 3 phecodes that were only associated with this gender and then computed the 

violation rate on each phecode as the odds of appearing in the opposite gender, e.g. the percentage 

of records with pregnancy code among all synthetic male patients. A higher value implies a lower 

capability of capturing clinical common sense derived from real data. 

 

Prediction Performance and important variables. One of the most important use cases for high-

utility synthetic data is to support downstream ML model development and evaluation. [116,117] 

To investigate the capability of a model to generate synthetic data to replicate the performance of 

downstream model development on real data, we incorporated a two-fold analysis. The first 

analysis, which is straightforward and has been widely utilized, compares the model performance 

in two distinct scenarios: (1) train a ML model using the synthetic dataset (obtained from a 

generative model learned from a real dataset) and then perform an evaluation based on another 

independent real dataset, and (2) train a model based on the independent real dataset and evaluate 

it using the synthetic dataset. Each scenario has its reference model trained from the corresponding 

real dataset to compare with. The first scenario adheres to how the synthetic data will be utilized, 

whereas the second plays a complementary role to assess how convincingly the synthetic dataset 

matches its labels. [114] We used the light gradient boosting machine (LightGBM) in this study 

due to its consistent superiority over traditional models in healthcare. [9,118,119] In the following 

evaluation, we used the reserved 30% evaluation dataset as the independent real dataset. The area 

under the receiver operating characteristic curve (AUROC) was utilized as the major performance 

measure. Bootstrapping was used to derive the 95% confidence intervals around the estimate of 

performance.  

 

https://paperpile.com/c/BAFOVb/qS2YS+2hsCr
https://paperpile.com/c/BAFOVb/2WtjV
https://paperpile.com/c/BAFOVb/8jU2C+p7Zso+iihSI
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The second analysis, by contrast, measures the degree to which a synthetic dataset provides reliable 

insights into important variables in the target ML task. This was incorporated into the 

benchmarking system because the global-level (instead of patient-level) model explainability in 

medical AI becomes increasingly important for engendering trust and conducting algorithmic 

audits. [120,121] To do so, we counted the overlapping top important variables for models trained 

on a synthetic dataset and the corresponding real dataset. We used the SHapley Additive 

exPlanations (SHAP)[122] value to rank variables and defined the important variables as the top 

M features that retain 90% of the performance on real data, which is 20 for the VUMC dataset and 

25 for the UW dataset.   

 

Privacy 

Attribute inference. An adversary tries to infer a set of sensitive attributes of a targeted record in 

the real training dataset given the synthetic dataset and some known attributes of the targeted 

record. The set of attributes known by the adversary usually includes demographic traits (such as 

age, gender, and race) and common diseases, while the sensitive attributes are the target’s other 

diseases. We assume the adversary infers the sensitive attributes using a k-nearest neighbors 

algorithm - the adversary first finds a set of k records in the synthetic dataset that are the most 

similar to the targeted record based on the set of known attributes (the k records are known as the 

neighbors), and infer each unknown attribute for the targeted record using a majority rule classifier 

for the neighbors. 

 

We calculated an F1 score for each unknown binary feature and accuracy for each unknown 

continuous attribute, where the accuracy was defined as the percentage of predictions that were 

https://paperpile.com/c/BAFOVb/vh5wF+0Q94o
https://paperpile.com/c/BAFOVb/q3uRa
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close enough to the true value given a closeness threshold. Afterward, the attribute inference risk 

was computed as a weighted sum of risks for attributes in which the weight is proportional to the 

corresponding information entropy for each attribute in the training dataset, and all weights were 

summed up to one. 

 

All patient records in the training dataset were treated as targets. We set k as 1 and used the 

Euclidean distance as the distance measure for the k-nearest neighbor algorithm. We assumed that 

the adversary knows the demographic attributes (age, gender, and race for the VUMC dataset; 

gender, and race for the UW dataset) and 256 phecodes that are the most frequent in the training 

dataset. The adversary aims at inferring all the other phecodes and continuous attributes. The 

closeness threshold for calculating accuracy was set to 0.1. 

 

Membership inference. The objective of the membership inference attack is to conclude whether 

a patient record was previously used for training in the generation process of a given synthetic 

dataset. Privacy is compromised under a successful membership attack, as a linked membership 

of a patient record to the original training dataset can disclose some sensitive traits of the record. 

The inclusion criteria for the training dataset may give away private information that is disease-

specific (e.g., HIV), demographic-specific(e.g., a certain sexual orientation), or location-specific 

(e.g., a certain hospital). This information may not be included as a feature in the training dataset, 

as it is shared by all records in the dataset, thus, it can not be inferred in the aforementioned 

attribute inference attack.  
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In the membership inference test, [106] we assumed that the adversary was in possession of all 

attributes of a targeted patient record. We first calculated the Euclidean distance between each 

synthetic patient record and the target patient record. Given a distance threshold, the adversary 

claims that the target is in the training dataset if there existed at least one record with a distance 

smaller than the threshold. F1 score was used as the risk measure. We used all real patient records, 

including both the training dataset and the evaluation dataset, as the target records and normalized 

all continuous attributes into a range of zero and one. The distance threshold was set as 2 for our 

experiment.  

 

Meaningful identity disclosure. Although a fully synthetic dataset seems to have no risk of identity 

disclosure, a synthetic dataset generated by an overfitting generative model may still lead to record 

linkage. El Emam et al. proposed a risk model[115] that quantified both the risk of identity 

disclosure and the ability of an adversary to infer new information. In this attack, an adversary can 

link the synthetic dataset to a population dataset upon quasi-identifiers (i.e., the common attributes 

in both datasets) and infer the values of sensitive attributes for patients in the population dataset 

by applying the majority rule on linked records in the synthetic dataset. It is also assumed that the 

adversary can generalize any attribute in any record to a certain level (i.e., an age, 20, can be 

generalized to an age group, [20 - 29]) and then conduct the record linkage attack. 

 

The meaningful identity disclosure risk is calculated based on the marketer risk measure [123] and 

additionally considers the uncertainty and errors in the adversary’s inference. It is calculated using 

the following equation: 

 

https://paperpile.com/c/BAFOVb/TYBDc
https://paperpile.com/c/BAFOVb/l0GEj
https://paperpile.com/c/BAFOVb/T1fNm
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In which N is the number of records in the population dataset. s is the index for a record in the real 

training dataset that the synthetic data are trained from. n is the number of records in the real 

training dataset.  is the number of records in the real training dataset that can match record s in 

terms of values on the quasi-identifiers (QIDs).  is the number of records in the population 

dataset that can match record s in the real training dataset in terms of values on the QIDs.  is an 

adjustment factor based on error rates sampled from 2 triangular distributions [115].  is a binary 

indicator of whether record s in the real training dataset matches a record in the synthetic dataset. 

 is a binary indicator of whether the adversary would learn something new.  is 1 if  at least 

L% of the sensitive attributes satisfy the following criteria. For each categorical attribute, the 

criteria are: (1) there is at least one synthetic record that can match at least one real record on that 

sensitive attribute, and (2) , in which  is the proportion in the real training sample that 

has the same j value, and   in which J is the set of different values the sensitive variable can 

take. For each continuous attribute, the criterion is , in which  

is the proportion in the real training sample that is in the same cluster with the real training record 

after a univariate k-means clustering,  is the sensitive attribute of the real training record,   is 

the sensitive attribute of the synthetic record matching the real training record, and MAD is the 

median absolute deviation. 

 

For the VUMC dataset, we assumed that the adversary can get access to a population dataset of 

633,035 records, which includes the name and 10 QIDs of all patients that have visited VUMC 

before February 2021. The corresponding QIDs are three demographic attributes (namely, age, 

https://paperpile.com/c/BAFOVb/l0GEj
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sex, and race) and the seven most frequent phenotypic attributes. For the UW dataset, we assumed 

that the adversary could get access to a population dataset of 466,980 records including the name 

and 10 QIDs of all patients who have visited UW at least five times in the past 2 years prior to the 

index event date, which is defined as the date of the latest recorded visit as of February 2019. The 

corresponding QIDs are two demographic attributes (namely, sex and race) and eight most 

frequent phenotypic attributes. The parameter L is set to 1 which means at least 26 (27) attributes 

need to be inferred correctly and meaningfully for an attack to be regarded as a successful attack 

that brings risk to VUMC (UW) dataset. The difference between VUMC and UW datasets is 

because the VUMC dataset has 74 fewer attributes than the UW dataset has. 

5.3.2 Ranking Strategies 

We designed a novel ranking strategy that scores each candidate model based on the evaluation 

results of the aforementioned metrics across three independently generated datasets (Figure 5.1). 

Specifically, for each metric, we calculated the corresponding values for the selected synthetic 

datasets generated by all candidate models for comparisons. We then sorted these values with 

smaller ranks denoting better scores. The average rank of the three datasets representing the same 

model was taken as the score of this model on the given metric. By doing so, there were ten sets 

of model scores corresponding to the metrics in the benchmarking framework. The final score of 

a model is defined as the weighted sum of scores over all individual metrics with the weights 

determined based on specific use cases. With the final scores computed, the optimal model(s) for 

a specific use case can be naturally identified. The primary reason for operating the benchmarking 

on the ranks of individual synthetic datasets (rather than the mean value derived from multiple 
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datasets that represent a model) was to enable the consideration of the instability level of GAN 

training throughout the benchmarking pipeline. 

 

5.3.3 Models for Benchmarking 

In this study, we incorporated 5 major GAN-based models that were recently published and 

designed to synthesize static EHR profiles of patients[96], including medGAN[105], 

medBGAN[124], EMR-WGAN[106], WGAN[124], and DPGAN[125]. We excluded from our 

benchmarking system models that aimed to resolve a very specific need of EHR synthesis, such 

as MC-medGAN, which allows for a better representation of categorical features[126], CorGAN, 

which was designed for capturing correlations (if any) between physically adjacent variables, [127] 

HGAN, which considers value constraints between variables, [128] and others with minor 

adjustifications on the original GAN architecture. Additionally, we incorporated a simple approach 

that randomly sampled variable values across real records as an important baseline (referred to as 

sampling-based baseline, or Baseline for short) to complement the scope of benchmarking in terms 

of the variety of model behavior. Figure 5.2 illustrates the architectures of all models incorporated 

into the benchmarking.  

 

https://paperpile.com/c/BAFOVb/DIm2D
https://paperpile.com/c/BAFOVb/kVgCk
https://paperpile.com/c/BAFOVb/XIQ0e
https://paperpile.com/c/BAFOVb/TYBDc
https://paperpile.com/c/BAFOVb/XIQ0e
https://paperpile.com/c/BAFOVb/shoJa
https://paperpile.com/c/BAFOVb/v8BgK
https://paperpile.com/c/BAFOVb/xpWv6
https://paperpile.com/c/BAFOVb/WbTT6
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Figure 5.2 Architectures of the deep generative models.  

A) medGAN, medBGAN, WGAN, and DPGAN. B) EMR-WGAN. 

 

medGAN was an early attempt to extend the power of vanilla GANs[103] to synthesizing 

individual-level health data. [105] The discrete format of medical concepts presented an additional 

challenge for model training, in that the vanilla GANs’ approximation of the discrete 

representations of health data rendered the training process suboptimal. To address this issue, 

medGAN leveraged a pre-trained autoencoder to project the discrete representations into a 

https://paperpile.com/c/BAFOVb/N8DTn
https://paperpile.com/c/BAFOVb/kVgCk
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compact continuous space to enhance the subsequent GANs training. Also, medGAN integrated a 

set of helpful learning techniques, including batch normalization and short connection, to stabilize 

the training process. Note that medGAN inherited the Jensen-Shannon Divergence (JS 

Divergence) between the real and synthetic data distributions as its optimization objective. These 

designs (except for the learning objective) were inherited by several later models as shown in 

Figure 5.2A. 

medBGAN was built on the basis of medGAN with the same model architecture.[124] To enhance 

training stability and generation performance, particularly when dealing with discrete data, 

medBGAN replaced the discriminator's loss function of medGAN with a boundary-seeking loss 

function. In doing so, the generator is directed to generate samples at the decision boundary of the 

discriminator, which enables better generation performance, particularly for discrete data.  

WGAN was proposed due to the fact that having JS divergence as the optimization objective can 

lead to diminishing gradients, which can subsequently impede the optimization of the generator. 

[124] To resolve this issue, Wasserstein divergence[129] was adopted as its training objective, 

which requires a Lipschitz constraint on the discriminator and ensures a much more accurate 

characterization of the distance between two distributions. The WGAN implementation in this 

paper used the parameter clipping strategy to satisfy the Lipschitz constraint. 

EMR-WGAN upgraded the common model designs of medGAN and their successors by 

removing the autoencoder from the architecture[106] (Figure 5.2B), which can introduce barriers 

during model training when working with an advanced distance measure between two distributions 

(i.e., Wasserstein divergence). Additionally, EMR-WGAN introduced the layer normalization to 

the discriminator for further improvement of learning performance and used a gradient penalty 

https://paperpile.com/c/BAFOVb/XIQ0e
https://paperpile.com/c/BAFOVb/XIQ0e
https://paperpile.com/c/BAFOVb/XiRIW
https://paperpile.com/c/BAFOVb/TYBDc
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strategy to enforce the Lipschitz constraint, which alleviated the negative impact of parameter 

clipping on model capacity. 

DP-GAN was a differentially private (DP) version of WGAN, [125] which achieved theoretically 

guaranteed privacy protection on synthetic health data via employing the differential privacy 

principle[130] in GAN training. It followed the differential private stochastic gradient descent 

(DP-SGD) mechanism to fulfill the DP requirement but modified the implementation of DP-SGD 

by replacing the gradient clipping with parameter clipping.  

5.3.4 Model Training and Data Selection 

For model training, we first normalized the continuous variables by mapping them into a range of 

[0,1], then trained generative models using the normalized real data, and finally mapped the 

generated data back to the original space as a post-training step. To ensure fairness, we constrained 

the shared hyperparameters between models to have the same values, including the architecture of 

the deep neural networks, learning rate, optimizer, initialization strategy, etc. The source code of 

this study can be found at https://github.com/yy6linda/synthetic-ehr-benchmarking.   

 

Notably, we observed that the divergence loss of medGAN and medBGAN both demonstrated a 

pattern of heavy vibration before soaring quickly to a very large number; thus, we selected the 

epoch immediately before the increasing trend occurred, which usually corresponds to the lowest 

losses. By contrast, the losses of EMR-WGAN and WGAN demonstrated an apparent convergence 

pattern; however, it turned out that the quality of synthetic data in the convergent area can differ. 

To address this mode of variation, we considered multiple epochs in the convergent area for these 

two models. 

https://paperpile.com/c/BAFOVb/shoJa
https://paperpile.com/c/BAFOVb/awyNQ
https://github.com/yy6linda/synthetic-ehr-benchmarking
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5.3.5 Variations on Generation Strategies  

We investigated two distinct synthesis strategies regarding the outcome variable of interest in a 

dataset, which can be leveraged to support a variety of downstream tasks, such as improving ML 

models and conducting algorithmic audits. The first synthesis strategy treated the outcome variable 

the same as other variables in model training, which led to a combined synthesis paradigm, 

whereas the second strategy was designed to  train a model for each outcome in the space 

independently, leading to a separate synthesis paradigm. Figure 5.3 illustrates the workflows of 

these two synthesis strategies. We applied the combined training strategy to both datasets and 

compared the two strategies on the UW dataset. We followed the convention to ensure that the 

synthesized data shared the same size as the corresponding real dataset and that the distribution of 

the outcome variable remained the same as well. 
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Figure 5.3 Data generation workflow.  

A. combined synthesis paradigm; B. separate synthesis paradigm 

 

5.3.6 Use Case Scoring 

Considering the utility-privacy trade-off, we think it is important to take use cases into 

consideration when it comes to GAN-based model evaluation. Here, we provided several use cases 

to shed light on how to interpret results generated from our evaluation framework. (Figure 5.1, 

step 3) By default, a weight of 0.1 is associated with each metric.  Through adjusting the weights 
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assigned to each metric, a weighted score combining both utility and privacy metrics for each 

model can be computed for various use cases. 

(1) Synthetic data can be used for educational purposes. The target users for this use case are 

medical or informatics students who are interested in learning the common data model of 

patient data and extracting patient information from the data. We posit that the privacy risk 

is less acute in this use case as students are affiliated with institutions that own the data and 

thus data access is easier to control. Necessary governance and administrative contracts 

like data use agreements (DUAs) can be executed to further protect the data. In contrast to 

low privacy risk, educational use cases present high demand for the accuracy of medical 

records and correlations and consistency between patient records. Thus, we lowered the 

weight assigned to each of the privacy metrics to 0.05 and raised the weight for 

dimensional-wise distribution to 0.25, column-wise correlation and clinical knowledge 

violation to 0.15, with the remaining metrics set to 0.1(weight combined to 1).  

(2) Synthetic data play an important role in EHR DREAM challenges. [61,62,85] Under the 

model-to-data framework, participants develop models without accessing the real data and 

then send their containerized models to the data hosts which operate and evaluate the 

models' performance on behalf of the participants. A synthetic dataset is often provided to 

participants to allow them to visualize the data format. However, the synthetic datasets in 

previous EHR DREAM challenges were not produced using any real data and thus were 

not representative of real patient data. Participants were discouraged from using model 

performance on synthetic data to inform feature selection and parameter tuning. We think 

high-quality synthetic data can fill that gap by providing participants hands-on experience 

with data of a similar distribution to real data. For model assessment under this use case, 

https://paperpile.com/c/BAFOVb/jKTI2+vcnVa+D7Yfz
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we prioritized model prediction-related utility metrics (i.e., performance results and feature 

selection) and privacy; because the EHR DREAM challenge is open to the broad data 

science community, this use case presents heightened privacy risk. We kept the privacy 

combined weight as 0.3 and raised model performance-related weight to 0.5.  

(3) System development often requires synthetic data as a placeholder for workflow testing 

and for estimating run time and computational resources. Under this use case, it is of the 

utmost importance that the synthetic data maintain the sparsity and size of the real data, 

which is highlighted in the dimension-wise distribution, while other utility metrics for 

downstream analysis are less necessary. Privacy still needs to be prioritized because the 

synthetic data need to be broadly shared with engineers who have access to the system. For 

weight selection in this case, 0.25 was assigned to dimension-wide distribution, 0.5 was 

assigned to privacy metrics combined, and with the rest of the utility metrics were lowered 

to 0.05. See Table 5.3 for detailed weight setting. 

 

 

Dimension-

wide 

distribution 

Column-

wise 

correlati

on 

Latent 

cluster 

analysis 

Model 

performa

nce 

Feature 

selection 

Clinical 

knowledg

e 

violation 

Attribute 

inference 

Members

hip 

inference 

Meaningful 

identity 

disclosure 

Educational 0.25 0.15 0.1 0.1 0.1 0.15 0.05 0.05 0.05 

EHR DREAM 

challenges 0.05 0.05 0.05 0.35 0.15 0.05 0.1 0.1 0.1 

System design 0.25 0.05 0.05 0.05 0.05 0.05 1/6 1/6 1/6 

    

Table 5.3 Weight setting for different use cases. 
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5.4 Results 

5.4.1 Results for VUMC and UW Synthetic Data Using a Combined Synthesis 

Paradigm 

The prevalence rates of categorical variables for both real and synthetic datasets were calculated 

(Figure 5.4). A consistently outstanding ability to capture the marginal distributions in real data 

was found for the Sampling-based Baseline (which corresponds to the lowest values of APD 

among all models) on both real datasets. Among the GAN-based synthetic datasets, those 

generated by EMR-WGAN demonstrated a clear pattern for both datasets that all dots were closely 

distributed along the diagonal line, suggesting a strong capability of preserving the first-moment 

statistics in real data. By contrast, medBGAN, medGAN, and DPGAN (with a descending order 

of utility in terms of APD values) were less useful to inform learning with the tendency to blur 

signals in real data. For the VUMC dataset, the synthetic datasets from WGAN showed a similar 

pattern to those generated by EMR-WGAN and the associated APD values were also close; 

however, this relation changed for the UW dataset with the APD values for WGAN much higher 

than those with EMR-WGAN. DPGAN, which enforced a differential privacy constraint on 

WGAN, exacerbated this issue by distorting the marginal distribution in real data and biasing 

heavily towards the synthetic data. Additionally, all models except for WGAN and DPGAN were 

consistently better on the UW dataset than on the VUMC dataset in terms of the APD values. 

These observations were baked into comparisons and were well reflected in the ranking results on 

this metric (Table 5.4).  
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Figure 5.4 Dimension-wise distribution.  

VUMC (left) and UW (right) datasets (in combined generation) with x- and y-axis denoting the 

prevalence rates of a variable in real and synthetic data, respectively. Average prevalence 

differences (APD) between real and synthetic datasets across all variables are marked. The dashed 

diagonal line denotes the perfect distribution. 
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Figure 5.5 Data utility  

VUMC (left, A-F) and UW (right, G-L) datasets. (A,G). Column-wise correlation, (B,H) Latent 

cluster analysis, (C,I) Model performance (TSTR) for training on synthetic data (trained from 70% 

real data) and testing on 30% real data, (D,J) Model performance (TRTS) for training on 30% real 

data and testing on synthetic data, (E,K) Overlapping top K features (25 for UW and 20 for 

VUMC), (F,L) Clinical knowledge violation against gender-specific phecodes as the y axis. The 

color of each cell in the heatmap was assigned based on the ratio of clinical knowledge violations 

for specific gender. Dashed lines indicate the mean values on three synthetic datasets. Note that 
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(C,D) and (I,J) correspond to the metric for model performance. Phecodes 625=Symptoms 

associated with female genital organs; 614=Inflammatory diseases of female pelvic organs; 

792=Abnormal Papanicolaou smear of cervix and cervical HPV; 796=Elevated prostate specific 

antigen; 601=Inflammatory diseases of prostate; 185=Prostate cancer; 638=Other high-risk 

pregnancy; 655=Known or suspected fetal abnormality; 646=Other complications of pregnancy 

NEC; 603.1=Hydrocele; 601.3=Orchitis and epididymitis; 604.1=Redundant prepuce and 

phimosis/BXO. 

 

EMR-WGAN demonstrated the highest average data utility for the UW dataset for all individual 

utility metrics except for dimension-wise distribution (Figure 5.5 G-L), and outperformed other 

models in four (Figure 5.5 A-D) of the six metrics for the VUMC dataset. On the other two metrics 

(i.e., feature selection and clinical knowledge violation), WGAN led the performance, suggesting 

its stronger support for interpretability of prediction model development and patient-level record 

plausibility. By contrast, Baseline was stably associated with the worst average data utility for the 

VUMC dataset (Figure 5.5 A-F) and was ranked as one of the bottom two models for five metrics 

for the UW dataset (Figure 5.5 H-L). This was also unsurprising because the sampling strategy 

neglected the joint distribution of real data. DPGAN, though never the worst among all models in 

average data utility (on individual metrics) for the VUMC dataset, demonstrated the lowest utility 

for the UW dataset regarding column-wise correlation, latent cluster analysis, and feature 

selection. The results based on the ranking strategy on individual metrics (Table 5.4) were roughly 

consistent with using the mean value of metric scores derived from multiple datasets to sort 

models; however, this can change when the utility variance from training a candidate model was 

large. For example, medGAN outperformed medBGAN with a higher averaged AUROCs in the 
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scenario of training on synthetic and testing on real data (Figure 5.5 I) but corresponded to a 

flipped ranks (Table 5.4) due to the fact that two datasets generated by medBGAN outperformed 

all datasets generated by medGAN.  

 

Figure 5.6 Privacy risks  

VUMC (A-C) and UW(D-F) datasets. The 95% confidence intervals are marked. All synthetic 

datasets were generated using the combined generation approach.  

 

It was observed from the privacy risk assessment that all generated synthetic datasets corresponded 

to a lower privacy risk than real data in terms of the three privacy metrics (Figure 5.6). This 

observation quantitatively confirmed the advantage of sharing synthetic data instead of real data. 

In general, EMR-WGAN posed the highest risks in all privacy metrics across the two real datasets. 

In terms of the adversarial concerns of membership inference and meaningful identity disclosure, 
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Baseline posed the lowest risk in general, except that DPGAN had the lowest meaningful identity 

disclosure risk for the UW dataset. Regarding the attribute inference risk, multiple models 

corresponded to a similarly low risk, medGAN and medBGAN for the VUMC dataset, and 

WGAN, medGAN, and Baseline for the UW dataset. These imply that the ranks of models can be 

different for different real datasets.  

We summarized model scores based on the ranking strategy along individual metrics of data utility 

and privacy (Table 5.4). We observed clear evidence of the privacy-utility trade-off in both real 

datasets. When a generative model is associated with a set of higher data utility scores, such as 

EMR-WGAN, it usually corresponds to a set of lower scores for privacy; the opposite phenomenon 

can also be observed on the Baseline for the VUMC dataset and DPGAN for the UW dataset. 

Other models, which were ranked middle for data utility, often associated with middle privacy 

ranks. This phenomenon clearly holds - though not linearly - in this benchmarking study. 
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Dataset Metric 

Model 

Baseline medGAN medBGAN EMR-WGAN WGAN DPGAN 

 Dimension-wise distribution 2.0 (1) 16.3 (6) 11.0 (4) 6.7 (3) 6.3 (2) 14.7 (5) 

 Column-wise correlation 17.0 (6) 12.7 (5) 10.0 (3) 3.3 (1) 3.7 (2) 10.3 (4) 

 Latent cluster analysis 17.0 (6) 12.3 (5) 7.0 (3) 3.7 (1) 5.0 (2) 12.0 (4) 

 Model performance (TSTR) 15.0 (6) 9.0 (4) 13.7 (5) 3.3 (1) 7.3 (2) 8.7 (3) 

 Model performance (TRTS) 17.0 (6) 6.0 (2) 10.3 (4) 3.3 (1) 7.3 (3) 13.0 (5) 

VUMC Feature selection 15.3 (6) 7.7 (3) 10.0 (5) 8.7 (4) 3.3 (1) 3.7 (2) 

 Clinical knowledge violation 17.0 (6) 9.0 (3) 10.0 (4) 6.0 (2) 2.0 (1) 13.0 (5) 

 Attribute inference 8.7 (4) 4.0 (1) 5.0 (2) 16.0 (6) 14.7 (5) 8.0 (3) 

 Member inference 1.0 (1) 9.0 (3) 10.3 (4) 17.0 (6) 12.0 (5) 5.7 (2) 

 Meaningful identity disclosure 2.0 (1) 5.3 (2) 10.3 (4) 16.7 (6) 13.3 (5) 9.0 (3) 

 Dimension-wise distribution 2.0 (1) 12.3 (4) 8.0 (3) 5.0 (2) 12.7 (5) 17.0 (6) 

  Column-wise correlation 8.0 (3) 10.3(4) 6.3 (2) 2.0 (1) 13.3 (5) 17.0 (6) 

 Latent cluster analysis 13.0 (5) 10.3 (4) 5.7 (2) 2.0 (1) 9.0 (3) 17.0 (6) 

 Model performance (TSTR) 16.0 (6) 10.0 (4) 9.0 (3) 2.0 (1) 5.7 (2) 14.3 (5) 

 Model performance (TRTS) 17.0 (6) 11.0 (5) 9.7 (3) 3.7 (1) 5.7 (2) 9.7 (3) 

UW Feature selection 10.7 (4) 10.7 (4) 6.0 (2) 1.7 (1) 9.3 (3) 15.3 (6) 

 Clinical knowledge violation 16.3 (6) 11.7 (4) 6.7 (2) 2.0 (1) 13.0 (5) 7.3 (3) 

 Attribute inference 7.0 (3) 5.3 (2) 11.0 (4) 17.0 (6) 2.7 (1) 14.0 (5) 

 Member inference 1.0 (1) 9.0 (3) 10.3 (4) 16.7 (6) 11.7 (5) 1.0 (1) 

 Meaningful identity disclosure 6.7 (2) 7.0 (3) 10.0 (4) 15.0 (5) 15.7 (6) 2.0 (1) 
 

Table 5.4 Rank under each metric.  

The rank-derived scores for models with respect to the individual metrics. The best (i.e., lowest 

rank) and worst scores for each metric are marked as bold red and bold black, respectively. Tied 

ranks occurred in the privacy risk evaluation if the risk difference on a privacy metric between two 

synthetic datasets was less than 10-5. 
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Figure 5.7 Correlation heatmap. 

The heatmap of Pearson correlation coefficients of pairwise metrics on the rank averages across 

all candidate models.  

 

 

To quantitatively investigate the correlation between different benchmarking metrics, a heatmap 

was generated using the rank-derived score under each metric (in Table 5.4) across all models 

using both the VUMC and UW datasets (Figure 5.7). The privacy-utility trade-off was evidently 

verified on a granular scale because all pairs of utility and privacy metrics were negatively 

correlated. Under the scope of utility metrics, a strong correlation was found between column-wise 
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correlation and latent cluster analysis, suggesting that if a GAN-based model demonstrated a high 

ability to retain correlations between variables in real data, it might be able to capture the joint 

distribution of real data as well, and vice versa. Complementary relationships (less strong 

correlation) were demonstrated between the rest of the utility metric pairs. In particular, the 

performance of generative models on dimension-wise distribution had very weak correlations with 

metrics for model prediction and clinical knowledge violation. Regarding privacy concerns, model 

rankings around membership inference were strongly correlated with meaningful identity 

disclosure, whereas attribute inference was weakly correlated with the other two privacy metrics.  

 

5.4.2 Model Selection in the Context of Use Cases 

GAN-based benchmarking makes sense only when it is contextualized through specific synthetic 

data use cases, where the users of synthetic datasets have their own preferences and priorities 

regarding which data characteristics to remain. In other words, the prioritization of benchmarking 

metrics for different use cases can differ. In this study, we considered three use cases that can 

benefit from the dissemination of synthetic EHR datasets -educational purposes, DREAM 

challenges, and system development - to illustrate the process and results of the use-case specific 

decision making for model selection. We carefully adjusted the weights assigned to the ranking 

results for individual metrics in each of the given use cases.  See section 5.3.6 for a detailed 

description and justification of our weight setting and approach. 
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Use case Dataset 

Final ranks of models 

1 2 3 4 5 6 

Educational 

VUMC 

WGAN 

(18.00) 

EMR-WGAN 

(21.35) 

medBGAN 

(30.30) 

DPGAN 

(32.20) 

Baseline 

(32.75) 

medGAN 

(33.45) 

UW 

EMR-WGAN 

(14.55) 

medBGAN 

(22.75) 

Baseline 

(26.55) 

medGAN 

(31.65) 

WGAN 

(33.05) 

DPGAN 

(40.25) 

EHR 

DREAM 

challenges 

VUMC 

WGAN 

(23.75) 

DPGAN 

(25.05) 

EMR-WGAN 

(25.25) 

medGAN 

(25.95) 

medBGAN 

(32.25) 

Baseline 

(34.10) 

UW 

EMR-WGAN 

(19.10) 

medBGAN 

(25.55) 

WGAN 

(26.35) 

medGAN 

(28.40) 

Baseline 

(31.90) 

DPGAN 

(35.80) 

System 

design 

VUMC 

Baseline 

(19.53) 

WGAN 

(27.95) 

medBGAN 

(28.68) 

medGAN 

(29.02) 

DPGAN 

(29.48) 

EMR-WGAN 

(33.58) 

UW 

Baseline 

(18.43) 

medBGAN 

(26.72) 

medGAN 

(27.87) 

EMR-

WGAN 

(29.53) 

DPGAN 

(31.90) 

WGAN 

(32.05) 

 

Table 5.5 Final ranks of generative models in the context of use cases.  

Model ranks were determined by the final scores (in parentheses) from the benchmarking 

framework. 

 

 

For educational purposes, we emphasized the accuracy of clinical knowledge present in the 

synthetic data while relatively relaxed the concerns around privacy. EMR-WGAN is the best 

model for this use case under the UW dataset while the best one for VUMC is WGAN. 
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The privacy and utility for downstream machine learning analysis are highlighted in DREAM 

challenges. Under this use case, EMR-WGAN has a superb performance on the UW dataset but 

the best one for VUMC data is WGAN. 

 

For the use case of system development, the first-order distribution and privacy of the synthetic 

datasets are emphasized, while the weights for the remaining tests are correspondingly reduced. 

Under this use case, the sampling-based baseline model is consistently the best for both the UW 

and VUMC datasets. For detailed rankings, see Table 5.5. 

5.4.3 Variations on Generation Strategies  

As mentioned in 5.3.5, we investigated two distinct synthesis paradigms for generating synthetic 

datasets - a combined synthesis paradigm and a separate synthesis paradigm. We compared the 

two paradigms on the UW dataset, see the results in Figure 5.8 A-C. We followed the convention 

to ensure that the synthesized data shared the same size as the corresponding real dataset and that 

the distribution of the outcome variable remained the same as well. 
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                                                                                     A 
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      C 

Figure 5.8 Comparison of two synthesis paradigm using UW data. 

(A)Dimension-wise distribution for the UW synthetic data using a separate synthesis 

paradigm(left) and the UW synthetic data using a combined synthesis paradigm(right). (B)Data 

utility (except for dimension-wise distribution) from using a separate synthesis paradigm (left, A-

F) and a combined synthesis paradigm (right, G-L) for the UW datasets. (C). Privacy risks for the 

UW synthetic data using a separate synthesis paradigm(A-C) and UW synthetic data using a 

combined synthesis paradigm(D-F). 
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The separate synthesis paradigm leads to synthetic data with better utility in downstream machine 

learning model development while not compromising privacy. Under all the three use cases, the 

separate synthesis paradigm outperforms the combined synthesis paradigm for all 6 models with 

one exception: for the educational use case, the combined synthesis paradigm leads to better 

performance than the separate synthesis paradigm for DPGAN. 

5.5 Discussion 

Generalizable synthetic EHR benchmarking framework for unbiased and comprehensive 

evaluation 

We implemented the benchmarking framework in the context of two institutional enterprise data 

warehouses and demonstrated how to evaluate the quality of different synthesis approaches under 

the framework through quantitative utility and privacy measures. We demonstrated that the 

framework is agnostic to data types, quantities, duration, and patient cohort types, and can thus be 

applied to inform the development of new synthesis algorithms and conduct comparative studies. 

The flexibility and generalizability of the framework are conducive to our two-site study and have 

led to discoveries that might have been missed in a single-site study. We observed performance 

discrepancies between the UW and VUMC data; for instance, WGAN and DPGAN did not 

generalize well to a larger dataset like UW. We think this performance discrepancy could be 

attributed to the dataset size difference between the two sites, as reducing the training data size by 

the separate synthesis paradigm leads to better first-order distribution resemblance (Figure 5.8 A). 

This framework can be scaled up to benchmark models on multiple data sites. We are interested 

in ramping up this pilot study to a crowdsourced challenge.  
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Adjustable weights for model comparison and interpretation using output from the 

benchmarking framework 

Our framework acknowledges the utility-privacy trade-off and provides examples to assess 

different synthetic data generation approaches through the lens of specific use cases. Through 

adjusting the weights assigned to each test, framework users can derive a model ranking that is 

tailored to their specific needs, as demonstrated in our use case session. Currently, our framework 

assigns weights based on the assumption that utility and privacy matter equally unless weight 

adjustment is applied. In contrast, most of the current studies did not hold the same assumption; 

for example, the original EMR-WGAN paper placed greater weight on utility based on the 

observation that the EMR-WGAN’s privacy risk, though higher than some other GAN models, is 

still much lower than the real data. This provokes a different idea for interpreting the benchmarking 

results: we can improve the framework by introducing a threshold for privacy tests. If the risk for 

all candidate models is below the risk threshold, we can lower the weight assigned to the privacy 

test for model selection. 
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                   Chapter 6   

CONCLUSIONS 

 

In this chapter, I will summarize the main contribution of each Aim and acknowledge the 

limitations and opportunities for future work. 

6.1 Summary of Contribution 

EHR data contain rich information about patients’ clinical trajectories, which can be used to enable 

personalized medicine and improve healthcare quality. However, the private and sensitive nature 

of EHR data prevents direct sharing and utilization of EHR data with the broader data science 

community. This dissertation focuses on approaches to facilitate the secure sharing and utilization 

of private datasets for developing ML algorithms. I investigated how the 'model to data' approach 

can better engage the data science community through data challenges to address clinically 

relevant questions using both structure and unstructured clinical data. Through the analysis of the 

hundreds of ML models received from community challenges, I identified the advantages of ML 

models to aid in clinical decision-making but also highlighted existing limitations and biases that 

predictive models can present. The 4 Aims of my study contributed to the secure utilization of 

clinical data and to the critical analysis and benchmarking of ML models in the clinical setting. 
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6.1.1 Aim 1 Summary 

I showcased the 'model to data' approach as a new mechanism to make private clinical data 

available for the development of predictive models. Under this framework, researchers’ direct 

interaction with patient data was replaced with indirect interaction via containerized models. 

 

The 'model to data' framework was operationalized using the Synapse collaboration platform and 

an on-premises secure computing environment at UW hosting EHR data. Containerized mortality 

prediction models - developed by a model developer - were delivered to the University of 

Washington via Synapse, where the models were trained and evaluated. Model performance 

metrics were returned to the model developer. 

 

The model developer was able to develop three mortality prediction models under the 'model to 

data' framework using simple demographic features (AUROC, 0.693), demographics and five 

common chronic diseases (AUROC, 0.861), and the 1000 most common features from the EHR’s 

condition/procedure/drug domains (AUROC, 0.921). 

 

My contribution to aim 1: 

(1) Worked as a ML model developer, with no direct data access, to successfully develop 

accurate mortality prediction models using both data-driven and engineer features 

extracted from hidden EHR data. 

(2) Identified crucial elements needed for the successful implementation of the 'model to data' 

approach. Pointed out challenges that both the model developer and the health system 
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information technology group encountered and proposed future efforts to improve 

implementation. 

(3) Developed and conducted tests of infrastructure stability and robustness and identified 

computational resources needed for scaling up the pilot study from an individual 

participant to a community challenge. 

This work has been published as a peer-reviewed journal paper.  

(https://academic.oup.com/jamia/article/27/9/1393/5868591) 

6.1.2 Aim 2 Summary 

In the interest of streamlining the response to the COVID-19 pandemic, ML was applied to predict 

the likelihood of diagnosis and severity of illness. However, the lack of COVID-19 patient data 

has hindered the data science community in developing models to aid in the response to the 

pandemic. 

 

I operated a continuous, crowdsourced challenge using a 'model to data' approach to enable 

participants to securely use regularly updated COVID-19 patient data from UW from May 6 to 

December 23, 2020. A post-challenge analysis was conducted from December 24, 2020 to April 

7, 2021 to assess the generalizability of models on the cumulative data set as well as subgroups 

stratified by age, sex, race, and time of COVID-19 test. By December 23, 2020, this challenge 

engaged 482 participants from 90 teams and 7 countries. 

 

In the analysis using the cumulative data set, the best performance for COVID-19 diagnosis 

prediction was an AUROC of 0.776 (95% CI, 0.775-0.777) and an AUPRC of 0.297, and for 

hospitalization prediction, an AUROC of 0.796 (95% CI, 0.794-0.798) and an AUPRC of 0.188. 
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Analysis on top models submitted to the challenge showed consistently better model performance 

on the female group than the male group. Among all age groups, the best performance was obtained 

for the 25- to 49-year age group and the worst performance was obtained for the group aged 17 

years or younger. 

 

Models submitted by citizen scientists achieved high performance for the prediction of COVID-

19 testing and hospitalization outcomes. Evaluation of challenge models on demographic 

subgroups and prospective data revealed performance discrepancies, providing insights into the 

potential bias and limitations of the models. 

 

My contribution to aim 2: 

(1) Leveraged the 'model to data' approach from a pilot study to a crowdsourced community 

challenge and enabled the broad data science community to build COVID-19 prediction 

models without risking the privacy of COVID-19 patients. 

(2) Evaluated top-performing models from participants around the world on temporally 

evolving COVID-19 patient datasets and different demographic subgroups to shed light on 

the behavior of ML models on clinical data.  

(3) Highlighted the need to investigate the bias and limitations present in high-performing ML 

models. 

 

This work has been published as a peer-reviewed journal paper. 

(https://jamanetwork.com/journals/jamanetworkopen/fullarticle/2784779) 
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6.1.3 Aim 3 Summary 

The evaluation of NLP models for clinical text de-identification relies on the availability of clinical 

notes, which are often restricted due to privacy concerns. The NLP Sandbox is an approach for 

alleviating the lack of data and evaluation frameworks for NLP models by adopting a federated, 

'model to data' approach. This approach enabled unbiased federated model evaluation without 

sharing sensitive data from multiple institutions. 

 

The NLP Sandbox was built by leveraging the Synapse collaborative platform, containerization 

software, and OpenAPI generator. I evaluated two state-of-the-art NLP de-identification models 

using data from three institutions and further validated model performance using data from an 

external validation site. An external developer was able to incorporate their model into the NLP 

Sandbox template and provide user experience feedback. A multi-site evaluation of clinical text 

de-identification models without the sharing of data was conducted to showcase the feasibility of 

the NLP Sandbox to support federated evaluation. Standardized models and data schemas enable 

smooth model transfer and implementation.  

 

My contribution to aim 3: 

(1) Demonstrated application of the 'model to data' approach for enabling multi-site clinical 

note utilization by an external researcher without direct data access. 

(2) Benchmarked state-of-the-art NLP de-identification models on multi-site data and 

conducted model generalizability test through federated evaluation.  
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(3) Identified crucial elements needed for lowering the participation barrier for model 

developers and health institutions and for generalizing the NLP sandbox to support tasks 

other than clinical text de-identification. 

This work is currently under peer review. 

6.1.4 Aim 4 Summary 

Broad and reliable data sharing is one of the key boosters for the advancement of biomedicine and 

healthcare, and it is often accompanied by rigorous assessment and tuning procedures to ensure 

that data privacy is sufficiently protected. Instead of operating on real data, generating fully 

synthetic health data has recently emerged in conjunction with the advances in ML and has become 

an active research area to guide data sharing practice. GAN models have demonstrated success in 

maintaining the utility of real data without compromising their privacy. However, there is currently 

a lack of a comprehensive assessment framework and a benchmarking exercise for GAN model 

evaluation. 

 

This study aimed to bridge this gap by benchmarking - in the same learning and assessment 

environment - the published synthetic EHR generators that simulate static patient profiles. I 

reported on 1) the assessment framework that covers multiple important metrics of data utility and 

privacy risks, and 2) the model benchmarking results using the datasets from two well-defined 

studies: the COVID-19 admission study from VUMC and UW, 3) benchmarking result 

interpretation and model recommendation based on specific use cases. 

My contribution to aim 4: 
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(1). Established a comprehensive and generalizable framework for unbiased evaluation of 

state-of-the-art GAN-based methods. 

(2). Demonstrate the flexibility and generalizability of the framework by conducting utility 

and privacy assessments on several GAN-based methods using datasets from two 

institutions. 

(3). Shed light on model interpretation and comparison under various use cases using 

output from the evaluation framework 

 

This work is currently under submission. 

6.2 Limitations  

6.2.1 Aim 1 and 2 Limitations 

The goal of Aim 1 and Aim 2 is to implement and scale up the ‘model to data’ framework to 

support a crowdsourced EHR community challenge. At the end, close to 500 participants all 

around the world registered for the challenge and submitted hundreds of models for benchmarking. 

‘Model to data’ framework lowered the barrier to data utilization through bypassing direct data 

access. Under the framework, participants who otherwise did not have suitable data could develop 

clinical predictive models on real patient data and receive model performance feedback. However, 

participants who were not researchers in the EHR domain (such as software engineers from tech 

companies or college students) had to go through a learning curve to understand the clinical 

common data model and code system. Synthetic data were provided for them to learn the format 

but because the synthetic data was not trained on UW patient cohorts, it was not representative of 
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the data used for model benchmarking. Participants were discouraged from using performance on 

synthetic data to inform model development during the DREAM challenges. A high-quality 

synthetic dataset could lower the challenge participation threshold and ease the pain of developing 

models without seeing the data.  

 

Due to privacy concerns, the only information returned to participants was the performance metrics 

- AUROC and AUPRC. If a model experienced an error, a challenge organizer needed to pull out 

the log file and manually filter out PHI before sharing the logs with the developer. This placed a 

burden on challenge organizers. An automatic PHI-filtering and log-returning system is necessary 

to scale up future EHR challenges. 

 

In aim 1 and aim 2, the datasets were split in a temporal order to mimic model implementation 

where models trained on previous data were applied to relatively recent data to make predictions. 

However, this approach has limitations as the dataset was evolving over time, and the previous 

data used for training might not be representative of the new evaluation data. For instance, the 

dominating COVID-19 variant was changing through the course of the pandemic leading to 

different symptoms and illness severity. The model trained on previous data might fail to catch 

important features that are crucial for prediction related to COVID-19 caused by a different variant. 

This could be remediated by curating specific training datasets related to each variant. But the 

variant information was not available in the challenge dataset. 
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In terms of model benchmarking, utility metrics, such as performance score, were priortized, but 

future EHR challenges will benefit from a wide spectrum of evaluation criteria including model 

robustness and fairness.  

6.2.2 Aim 3 Limitations 

To generalize the NLP Sandbox, work is still required on the part of data owners and model 

developers to develop suitable and standardized schemas and to adapt their data or model to fit the 

schemas.  

 

I identified several aspects of the NLP Sandbox with room for improvement: 

(1) Model template. The external model developer reported difficulties with incorporating model 

scripts into the NLP Sandbox. The Sandbox could benefit from additional detailed instructions and 

video tutorials to help developers incorporate their models into the provided template. In particular, 

instructions for wrapping models as packages, importing custom packages into the template, and 

making annotation outputs compatible with the NLP Sandbox data schema would be helpful. 

 

(2) Data schema. The current data schema cannot suit all evaluation needs, and the involvement 

of the model developing community is needed for defining standardized schemas. Currently, NLP 

Sandbox implemented the schema used for the 2014 i2b2 challenge. For models like NeuroNER 

that were designed with i2b2 schemas in mind, they naturally fit and transitioned smoothly into 

the NLP Sandbox. On the other hand, Philter was not developed with the i2b2 data schema in 

mind, and instead prioritized identifying PHI regardless of the category and tolerated duplicated 

annotations to maximize recall. As a result, Philter's performance suffered in the NLP Sandbox. 

For example, Philter was penalized for capturing “David”, “Smith” and “David Smith” as separate 
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instances of PHI, and for identifying “David Smith” as both a location and a name. The flexibility 

of NLP Sandbox makes it easy to add separate evaluation queues that can be used to answer 

different questions, such as PHI category-agnostic performance in the future. Additionally, the 

decision to implement a common data schema enables data standardization but puts the burden on 

data owners to adapt their data to the selected schema. One future direction would be to allow data 

providers to specify the data schema they used to annotate the dataset and then tailor the NLP 

Sandbox evaluation to the unique schema of each dataset. Alternatively, it would be ideal to 

automate the generation of multiple data schemas for each dataset and users could compare model 

performance across different schemas.   

 

(3) Model training. While model training is not currently enabled in the NLP Sandbox, rule-based 

and pre-trained NLP models are accepted for evaluation. From the NeuroNER experiment, I 

observed that training and testing models using data from the same site can lead to better 

performance, especially for PHI categories like location and ID where each site has its own format 

and specification. However, pre-trained models often carry fragments of the data that they are 

trained on. To achieve model training inside the NLP Sandbox, additional data transfer agreements 

and security measures must be implemented to ensure that models trained on sensitive datasets do 

not leak PHI in other data nodes. 

 

(4) Data quality. While I applied data quality checks on the i2b2, MCW, Mayo, and UW datasets, 

it is possible that the gold standard annotations used for evaluation are not 100% correct or are not 

representative of authentic clinical notes. For example, I observed some quality issues in the 
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synthetic Mayo data (e.g., unusually long patient names), leading to low annotation performance 

for NeuroNER. Rigorous data curation and quality control can further improve the NLP Sandbox  

6.2.3 Aim 4 Limitations 

Aim 4 project established a comprehensive and flexible evaluation framework for GAN-based 

synthetic data generation approaches. I observed a consistent pattern of the separate-generation 

approach outperforming the combined generation approach on the UW dataset across different 

models under multiple use cases. However, extensive experiments on datasets from different sites 

are needed to test the generalizability of this conclusion. 

 

The models’ architectures were not modified for this benchmarking but some degree of parameter 

tuning was involved to adapt the models to the VUMC and UW datasets. It is observed that some 

models were more sensitive than others to parameter changes. Efforts were made to ensure the 

performance of each model, but limitations were still present as the data used in this benchmarking 

study were not the same as the original data involved in the model development. A community 

challenge for benchmarking synthetic data could resolve this problem by leaving the model 

adjustment in the hands of the original developers.  

 

Some models were more unstable in the generation process than others, so we repeated the model 

training processes five times for each model and included the best 3 for each model in this analysis. 

But model robustness is currently not a criterion under the current evaluation framework due to 

the limitation of time and computational resources. In the future study, extensive experiments 

should be incorporated to investigate further the model stability and output consistency. 
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A ranking approach was applied to facilitate the combination of evaluation results across different 

tests under the framework, however, a limitation of the rank approach is the actual performance 

difference among the models was made invisible. Currently three use cases were provided to 

demonstrate how to interpret the results from the benchmarking frameworks based on specific 

application needs. But the example provided did not cover all the possible use cases and the weight 

setting for each use case was ad-hoc. Future users of the evaluation framework should adjust 

weights based on their requirements.   

 

6.3 Future Work 

6.3.1 Next-generation ‘model to data’ crowdsourced EHR challenges 

‘Model to data’ crowdsourced challenges have proven effective for engaging the broader data 

science community and accelerating citizen science. Limitations exist in the current approach as 

mentioned in 6.2. Future EHR challenges can broaden and deepen their impact in several ways (1) 

By leveraging multimodal EHR data. Several EHR challenges covered in this dissertation (Aim 

1-3) utilized data of a single type: either structured or unstructured. However, EHR data in different 

formats often contain complementary information about patients. Integrating multimodal data can 

lead to better clinical prediction; (2) By operating continuously with real-time data feed and 

ensemble results. As demonstrated in Aim 2, I achieved the goal of operating a community 

challenge for predicting COVID-19 patient outcomes in a continuous mode with regularly updated 

datasets. This can be further improved by allowing submissions to run on a live data stream and 

generating real-time ensemble prediction results by aggregating individual models; (3). By 

enabling federated training and evaluation. Federated learning has emerged as a promising 
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strategy to cope with poor model generalizability. As demonstrated in Aim 3, I achieved federated 

evaluation of NLP models on four data sites. The next step is to enable federated training and 

incorporate model generalizability as an evaluation metric for benchmarking; (4) By providing 

challenge participants with high-quality synthetic data. The nature of the ‘model to data’ 

approach reduces researchers’ direct interaction with real data and thus raises the barrier to model 

development.  Synthetic data can be shared with participants and used to derive actionable in, 

sights for model development and inform model tuning processes. In aim 4, I was able to 

benchmark which synthetic algorithms do best for this use case. 

6.3.2 Implementation-oriented Challenge Design 

Implementing Challenge submissions in a clinical setting is beyond the scope of this dissertation, 

but it is a critical direction for future work to explore. In that case, it is necessary to identify 

implementation sites prior to the Challenge, so that we can ensure data examples (e.g., synthetic 

data) provided to participants are in the same format and that models selected from the Challenge 

are compatible with the clinical workflow in the implementation sites. Evaluation metrics used in 

the Challenge need to be tailored to suit implementation needs. Potential evaluation metrics 

include: (1) Computational cost. This may refer to a cost in terms of time, money, computational 

resources, or some combination of them. (2). Scalability. This refers to a model’s capacity to 

produce predictions in a given period of time. (3). Stability. This refers to a model’s ability to 

produce the same prediction deterministically. 

6.3.3 From Challenge to Implementation 

Outside the scope of crowdsourced challenges, the work described in this dissertation can 

contribute to a broader general vision of clinical model implementation. Well-distributed synthetic 
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data with privacy control can ease the pain of restricted data access and streamline model 

development. Thorough examinations on temporal performance degradation and model bias are 

acutely in need before incorporating models into the clinical decision support. The future will 

benefit from the seamless and real-time dissemination and benchmarking of models on structured 

and unstructured clinical data within a large network of health care providers, model developers, 

and research scientists.  
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