
c©Copyright 2020

Sunil Thulasidasan



Deep Learning with Abstention: Algorithms for Robust
Training and Predictive Uncertainty

Sunil Thulasidasan

A dissertation
submitted in partial fulfillment of the

requirements for the degree of

Doctor of Philosophy

University of Washington

2020

Reading Committee:

Jeff Bilmes, Chair

Maryam Fazel

Sreeram Kannan

Program Authorized to Offer Degree:
Electrical and Computer Engineering



University of Washington

Abstract

Deep Learning with Abstention: Algorithms for Robust Training and
Predictive Uncertainty

Sunil Thulasidasan

Chair of the Supervisory Committee:
Professor Jeff Bilmes

Department of Electrical and Computer Engineering

Machine learning using deep neural networks – also called “Deep Learning” – has been at

the center of practically every major advance in artificial intelligence over the last several years,

revolutionizing the fields of computer vision, speech recognition and machine translation.

Spurred by these successes, there is now tremendous interest in using deep learning-based

systems in all domains where computers can be used to make predictions after being trained

on large quantities of data.

In this thesis, we tackle two important practical challenges that arise when using deep

neural networks (DNNs) for classification. First, we study the problem of how to robustly

train deep models when the training data itself is unreliable. This is a common occurrence in

real-world deep learning where large quantities of data can be easily collected, but due to the

enormous size of the datasets required for deep learning, perfectly labeling them is usually

infeasible; when such label noise is significant, the performance of the resulting classifier can

be severely affected. To tackle this, we devise a novel algorithmic framework for training deep

models using an abstention based approach. We show how such a “deep abstaining classifier”

can improve robustness to different types of label noise, and unlike other existing approaches,

also learns features that are indicative of unreliable labels. State-of-the-art performance

is achieved for noise-robust learning on a number of standard benchmarks; further gains



on noise-robustness are then shown by combining abstention with techniques from classical

control and semi-supervised learning.

The second challenge we consider is improving the predictive uncertainty of DNNs. In

many applications, and especially in high-risk ones, it is critical to have a reliable measure of

confidence in the model’s prediction. DNNs, however, often exhibit pathological overconfidence,

rendering standard methods of confidence-based thresholding ineffective. We first take a

closer look at the roots of overconfidence in DNNs, discovering that introducing uncertainty

into the training labels leads to significantly reduced overconfidence and improved probability

estimates associated with predicted outcomes; using this observation, we show how threshold-

based abstention can be made to work again. Then we consider the problem of open set

detection – where the classifier is presented with an instance from an unknown category –

and demonstrate how our abstention framework can be a very reliable open set detector.

The contributions of this thesis are thus two-fold, and in two parts – part one on robust

training, and part two on predictive uncertainty – but unified by a common theme: abstention.

Our work demonstrates that such an approach is highly effective both while training and

deploying DNNs for classification, and hence, a useful addition to a real-world deep learning

pipeline.
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GLOSSARY

CIFAR-10/100: Image dataset consisting of 60,000 images of 32 × 32 pixel resolution.
Labels are over 10 broad categories (CIFAR-10) or 100 fine categories (CIFAR-100).
Frequently used as a benchmark for image classifiers.

CCE: Categorical Cross Entropy

DAC: Deep Abstaining Classifier

DNN: Deep Neural Network

EM: Expectation-Maximization

ERM: Empirical Risk Minimization

MNIST: Hand-written digit dataset, of 60,000 total examples of digits 0 through 9

PID CONTROLLER: Proportional-Integral-Derivative Controller

OoD: Out-of-Distribution

OSR: Open Set Recognition

SGD: Stochastic Gradient Descent

SSL: Semi-Supervised Learning

STL-10: Image dataset consisting of 5000 labeled training images, and 8000 test images,
over 10 broad categories. 96 × 96 resolution. Frequently used as a benchmark for image
classifiers.

SVM: Support Vector Machine
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Chapter 1

INTRODUCTION

Machine learning enables computers to learn from data, and is now the dominant paradigm

in artificial intelligence (AI). Instead of purpose-built programs that use hand-coded rules,

machine learning algorithms instead use statistics and a large number of training examples

to teach computers how to accurately recognize patterns in data (Murphy, 2012; Hastie et al.,

2009; Bishop, 2006).

The last decade has been an especially fruitful one for machine learning-based AI, wit-

nessing dramatic improvements in the ability of computers to perform perceptual tasks

such as object detection and speech recognition. Central to these advancements has been

a particular type of machine learning known as Deep Learning (LeCun et al., 2015): by

utilizing a very large number of individual computational units, called neurons, connected in

a layer-wise fashion – an architecture vaguely inspired by the human brain – deep learning

enables computers to learn about the world using a hierarchy of concepts (Goodfellow et al.,

2016). When trained on millions of examples, the performance improvements compared to

earlier methods have been so striking that this approach has now revolutionized the fields of

computer vision, automatic speech recognition and language translation (Lewis-Kraus, 2016)

Inspired by these successes, there is now tremendous interest and enthusiasm for using

deep learning in all domains where large amounts of data are available for training computers

to make predictions. Indeed, deep learning is the main focus of most of the current investment

in AI (Marcus and Davis, 2019) and is now being deployed – or at least being considered –

in fields such as medical diagnostics(Litjens et al., 2017), autonomous driving(Falcini et al.,

2017; Huval et al., 2015) and even in legal practice(Chalkidis and Kampas, 2019).
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1.1 Motivation

The work in this thesis is motivated by practical challenges that arise when using deep

learning for classification, an area where it has had the most impact (Goodfellow et al., 2016,

p.22). In classification, the goal is to correctly identify which category a given data sample

belongs to, such as recognizing a person in a photograph, or categorizing the type of disease

based on a patient’s chest X-ray. In machine learning, this is achieved by training the classifier

on examples and their correct labels from each category; by seeing numerous such examples,

the model learns to associate the features of a category with the correct label.

Deep neural networks (DNNs) excel at this kind of learning, also known as supervised

learning (because the learning is guided by the presence of the correct label); when trained

in this fashion, state-of-the-art deep models have been able to even surpass the ability of

experienced human specialists(Nam et al., 2019). But to achieve this performance, a DNN

has to be trained on a very large number of correctly labeled training samples. For example,

the ImageNet dataset (Deng et al., 2009), which played a critical role in establishing the

dominance of deep learning in computer vision (Krizhevsky et al., 2012), originally consisted

of 3.2 million images, collected from the Internet. While the data collection was relatively

straightforward, correctly labeling them took almost three years of coordinated human

effort (Fei-Fei and Deng, 2017).

In most real-life situations, however, this kind of effort is simply infeasible at the scale

required for deep learning. It is often easier to acquire training labels for a large dataset

either by using an already-trained weaker model or using “side information” to automatically

guess the labels. In either case, the resulting dataset, while large, is likely to have labeling

errors – a phenomenon referred to as label noise. When such label noise is significant – a

common scenario with real-world data – the performance of deep models can be severely

degraded (Sukhbaatar et al., 2014; Patrini et al., 2017; Zhang et al., 2016).

Thus the first challenge we tackle in this thesis is: how do we robustly train deep

learning models for classification in the presence of label noise, even when the label noise can
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occur at significant amounts?

Owing to their success in perceptual tasks like vision, DNNs are also being considered

in domains like medical diagnosis (Miotto et al., 2016; Litjens et al., 2017) where it is not

only important to make accurate predictions, but also critical to have a reliable measure of

confidence in the model’s prediction; when the model is uncertain, it should refrain from

making a prediction and route the decision to a human expert.

The learning capacity of DNNs, however, also comes with unique challenges for predictive

uncertainty. When presented with objects from categories not seen during training – known

as “out-of-distribution” or “open world” (Bendale and Boult, 2016) settings1 – or even when

presented with random noise, DNNs often exhibit pathological overconfidence (Nguyen et al.,

2015). Standard methods of confidence-based thresholding are simply ineffective in such

situations while full Bayesian approaches, that incorporate model uncertainty, are impractical

owing to the vast number of parameters that make up a DNN(Wang and Yeung, 2016).

Further, even on categories seen during training (in-distribution data), the predictions of

DNNs suffer from poorly calibrated confidence. In a well-calibrated classifier, probabilistic

predictive scores should be indicative of the actual likelihood of correctness. However, due

to their capacity to overfit, modern DNNs tend to be miscalibrated (Guo et al., 2017),

and furthermore, we find that proposed remedies, while improving calibration on known

categories, end up reducing the ability of the DNN to discriminate between known and

unknown categories.

Hence, the second challenge we consider in this thesis is: how do we improve the

predictive uncertainty and calibration of deep models when test data can come from both

known and unknown categories, and do so in a computationally practical way?

We note that adversarial settings (Goodfellow et al., 2014b) – where the input has been

maliciously perturbed in a very specific way to cause the DNN to output a wrong prediction –

are not considered here. While, this is a very active area of research in deep learning (Akhtar

1These terms are used interchangeably in the literature
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and Mian, 2018; Papernot, 2018; Hosseini, 2019) it is outside the scope of the current work.

We restrict our study to non-adversarial scenarios, since a vast number – and perhaps the

majority – of present-day applications for deep learning are in this setting.

1.2 Contributions

The main contribution of this thesis is a novel framework to tackle the challenges of both

robust training and predictive uncertainty in deep learning using the principle of abstention.

This allows the model to defer learning on potentially noisy data, and refrain from predicting

in uncertain scenarios. In machine learning, abstention has so far only been applied during

the prediction stage (Chow, 1970; De Stefano et al., 2000; Hellman, 1970; Fumera and Roli,

2002; Cortes et al., 2016; Geifman and El-Yaniv, 2017); our work is the first to demonstrate

its usefulness even during training. Concretely, the contributions in this work are:

• We devise a novel way to train a DNN using an abstention-based loss function. We

show both analytically and empirically how such a “deep abstaining classifier” (DAC)

allows a DNN to abstain on confusing samples while continuing to learn and improve

classification performance on the non-abstained samples. We empirically demonstrate

how such an approach not only improves robustness to different types of label noise, but

unlike other existing approaches, also learns features that are indicative of unreliable

labels. We show state-of-the-art performance for noise-robust learning on a number of

standard benchmarks.

• Next, we show how abstention training can be combined with classical control – specifi-

cally, PID control – to reliably identify mislabeled samples. This is one of the few works

that use control techniques to tune the training of DNNs. Further, we show how the

resulting abstaining classifier can be combined with modern semi-supervised learning

to achieve robustness even in the presence of significant amounts of label noise.

• We take a closer look at the roots of overconfidence in DNNs, and show that the
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calibration of modern neural networks is affected by standard methods of training.

We show how label smoothing can have a surprisingly beneficial effect on confidence

calibration, being the the first work to explore this effect; we leverage this to show how

threshold-based abstention can be made to work again.

• Finally, we attack the open set detection problem in image classification – where a

classifier is presented with an object from an unknown category – and show how the

DAC can reliably abstain on predicting in such scenarios, outperforming other methods

in the field.

The contributions of this thesis are thus two-fold: (i) robust training in the presence of

noisy data, and (ii) improved predictive uncertainty in deep learning, but unified by the

common theme of abstention. The results in this thesis demonstrate the utility of such an

approach for real-world deep learning pipelines.

1.3 How this Thesis is Organized

The thesis is organized into two parts – part one devoted to robust training, and part two to

predictive uncertainty, organized as follows:

In Chapter 2, we formally introduce the problem of label noise, its sources and consequences

in deep learning. We go over some mathematical preliminaries, and then take a detailed look

at various existing approaches, including very recent ones, for training deep models in the

presence of label noise.

In Chapter 3, we introduce the abstention model, and the “Deep Abstaining Classifier"

(DAC). We introduce the abstention loss function, analyze its properties and show how

training using abstention achieves strong noise robustness under various label noise scenarios;

state-of-the-art results are achieved in various settings. This chapter is based on our work

that appeared in ICML 2019 (Thulasidasan et al., 2019a).

In Chapter 4, we describe extensions to the abstention training framework. The DAC is

combined with PID control and then with semi-supervised learning to further demonstrate
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performance gains for noise-robustness.

Part two begins in Chapter 5, where we examine predictive uncertainty in deep learning.

We take a look at the current landscape in uncertainty modeling for deep learning, discuss

the unique challenges that arise in deep learning and see how traditional threshold-based

rejection approaches are often ineffective for such models.

We take a closer look at the issues of overconfidence and calibration in Chapter 6, exploring

an aspect of DNN training that contributes to overconfident predictions. Our work is the first

to explore this and we present compelling empirical evidence that shows how the standard

approach of training with hard labels contributes to overconfidence in DNNs. Using this

insight, we show how calibration and threshold-based abstention can be improved for deep

learning; this chapter is based on our work that appeared in NeurIPS 2019 (Thulasidasan

et al., 2019b)

And finally, in Chapter 7, we see how the abstention framework developed in part one

can be used for open set and out-of-distribution detection for image classification, improving

upon existing methods in the field.

We conclude in Chapter 8 briefly discussing various directions for extending the current

line of work to other areas in deep learning.
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Part I

ROBUST TRAINING OF DEEP NEURAL
NETWORKS
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Chapter 2

LABEL NOISE IN DEEP LEARNING

In this chapter, we formally introduce the problem of label noise in deep learning. We

first briefly discuss the sources of label noise and the effects of learning in the presence of

such noise. We then provide a detailed overview of various approaches to tackle label noise,

focusing on the work in the deep learning domain.

2.1 An Overview of Label Noise

Deep learning is a data-hungry approach to machine learning, and while enabling deep

models to match or even surpass human performance, the requirement of vast quantities of

human-annotated datasets is a significant bottleneck in training of such models. To overcome

this, generally one of two approaches are employed: labeling by enlisting the services of a

large number of people by using a service like the Amazon Mechanical Turk (Rashtchian

et al., 2010) or alternatively, automatically collecting large amounts of data from the Internet,

that have associated meta-information (tags, for instance) which are then used as labels. In

both cases, erroneously labeled data is bound to occur, often in significant fractions for the

latter situation (Li et al., 2017a).

This phenomenon of mislabeled data – referred to as label noise – can be due to a number

of reasons: for data automatically collected from the Internet, associated tags and other

meta-information often only provide weak labels; keywords might only be weakly related to

the correct object label or worse, might be completely irrelevant, further adding to label

noise. In other cases, the required information to distinguish between similar categories might

not be present in the data due to poor quality or the presence of confusing features. For

human-labeled sets, sufficient expertise might not be available to reliably label a given sample,
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especially in the case of crowdsourcing. Even in the relatively rare and fortunate situations

when significant amounts of expertly-labeled data are available, when the labeling task is

subjective, experts themselves might disagree on the correct label. While it is generally not

necessary to model the source of label noise to mitigate its effect on training, in some cases

knowing the source of label noise might help in identifying mislabeled data. A more detailed

discussion on label noise in traditional machine learning this is given in (Frénay and Verleysen,

2014).

Label noise is thus an inescapable fact of real-world deep learning and hence, it is important

to understand the consequences of learning in the presence of mislabeled data. Fundamentally,

label noise is an inconsistent mapping between features and the label for a given category,

obscuring their relationship (Frénay and Verleysen, 2014). While errors can also affect input

features, the effect of label noise can be especially significant (Zhu and Wu, 2004). Intuitively,

it is easy to see why: for any given sample, there are many features, but only one class1.

Features might have varying levels of importance depending on the task, but the label is

always important and has a large impact on learning.

Hence, it is not surprising that for many learning algorithms, labeling errors have been

shown to degrade classifier performance (Zhu and Wu, 2004). Indeed, for low capacity

classifiers, even mild class-independent noise has been shown to produce solutions that are

little better than random guessing (Long and Servedio, 2010). For example, the k nearest

neighbor classifier is especially susceptible to label noise when k = 1, and the optimal

number of neighbors is shown to monotonically increase with increasing amounts of label

noise (Okamoto and Yugami, 1997). Boosting (Freund et al., 1999) is another technique that

is affected by label noise (McDonald et al., 2003; Melville et al., 2004), with the adaptive

boosting (AdaBoost) being more severely affected since it tends to give more importance

to mislabeled instances (Dietterich, 2000). Further, both sample and classifier complexity

increases in the presence of label noise. For instance, using the “Probably Approximately

1We assume we are dealing single-label classification scenarios
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Correct” (PAC) (Valiant, 1984) learning framework, it was shown in (Angluin and Laird,

1988) that the number of necessary samples required for learning in binary-class settings

increases with label noise, while decision trees (Quinlan, 1986) were shown to increase in size

when learning on noisy data (Brodley and Friedl, 1999).

Given the large size of training datasets in deep learning, small amounts of label noise

are usually not an issue. But for large, weakly labeled data automatically collected from

the Internet or from other sources, labeling errors can be as high as 40 to 50% (Li et al.,

2017a; Xiao et al., 2015). The results in (Zhang et al., 2016) show that DNNs, owing to

their large capacity, can easily fit all the mislabeled training data, resulting in significant

performance degradation of the final classifier; this has also been observed in various other

works (Sukhbaatar et al., 2014; Patrini et al., 2017). We cover these and other works, and

approaches to tackling label noise in the later sections in this chapter.

2.2 Preliminaries

Before diving into the existing literature on label noise, we review some preliminary concepts

and fix our mathematical notation, mostly following the notation in (Patrini et al., 2017)

and (Ghosh et al., 2017). We assume we are working in a K-class classification scenario

with feature space denoted by X ∈ Rd and label space by Y. If the labels are hard labels,

then Y = {y : y ∈ {0, 1}K ,1Ty = 1}. Alternatively, if the labels are soft labels, then

Y = {y : y ∈ [0, 1]K ,1Ty = 1}. Unless explicitly specified, we assume we are always

working in the hard-label scenario. We use ti to represent the given class label of xi; that

is, ti = argmaxj yi,j. A training sample is the ordered pair (xi, yi) ∈ X × Y , drawn from an

unknown distribution p(x, y); we denote expectations over this joint distribution by Ex,y.

We denote our classifier as f : X → 4K−1, the K − 1-dimensional probability simplex

representing a discrete probability distribution over K classes. In the case of an n-layer

DNN, f comprises a series of transformations, that is f = s ◦ h(n) ◦ h(n−1) ◦ . . . h(1), where the
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intermediate layers h(i) are defined as

(∀i ∈ [n− 1]), h(i)(z) = σ
(
W (i)z + b(i)

)
h(n)(z) = W (i)z + b(i)

(2.1)

with W (i) ∈ Rd(i)×d(i−1) and b(i) ∈ Rd(i) being the parameters to be estimated, and σ is any

element-wise activation function. A commonly used function is the Rectified Linear Unit

(ReLU) (Zeiler et al., 2013), in which case, σ(x) = max(0, xi). For ease of notation, we denote

the entire set of learnable parameters {W (1), . . .W (n), b(1), . . . b(n)} by Θ.

Since we’re training a K-way classifier, the output h(.) is converted to a probability

distribution over the K classes by passing it through a softmax layer s, where

si(z) =
exp(hi(z))∑K
k=1 exp(hk(z))

(2.2)

The output f(Θ, x) can be viewed as the DNN’s estimate of the class conditional proba-

bilities p(y|x); often we will omit Θ, and just denote the output by f(x).

To train a classifier, we use a loss function L to measure the discrepancy between the

predicted and given labels. For any given loss function L, a classifier f , and training inputs

(x, y), we define the L−risk of f by

RL(f) = Ex,y [L (f(x), y)] (2.3)

Since we do not know the true distribution p(x, y), we compute an approximation to the RL,

called the empirical L−risk, defined as

Remp
L (f) =

1

n

n∑
i=1

L (f(xi), yi) (2.4)

and then train using the principle of Empirical Risk Minimization, that is we learn a

classifier f that minimizes Remp
L . Note that L−risk depends on L, our loss function. One
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choice for L could simply be the measure the number of prediction errors as follows: denoting

the predicted label for a sample xi as t̂i = argmaxj fj(xi), one could use use a 0 − 1 loss

defined as L(t, t̂) = 1(t 6= t̂). However, the 0 − 1 loss is not differentiable, and thus hard

to directly use in machine learning, where optimization is often performed using gradient

descent.

To overcome this, we use a surrogate loss (Bartlett et al., 2006) which is used as a proxy

for the loss we actually want to optimize, and which unlike the original loss, can be optimized

efficiently. The use of surrogate losses are common in many machine learning settings, and

for the above K-class scenario, a standard surrogate loss is the categorical cross entropy loss,

defined on a sample x as:

L(f(Θ, x)) = −
K∑
j=1

yi log(fi(Θ, x)) (2.5)

where y ∈ 0, 1K is the given hard label of x. cross entropy, being differentiable, can be

minimized via gradient descent. For DNNs, the standard way to perform this minimization is

via Stochastic Gradient Descent (SGD)(Bottou, 2010). First, the loss over the entire training

set is approximated by computing the loss over a mini-batch B of samples:

LB(f(Θ)) =
1

|B|
∑
x∈B

L (f(xi,Θ), yi)) , (2.6)

followed by the parameter update step using gradient descent, given by

Θ← Θ− µ∇ΘLB(f) (2.7)

where µ is the learning rate. The idea behind SGD is that since gradient is an expectation,

it can be approximately estimated using a small set of samples, which makes optimization

feasible when dealing with large amounts of data. Further, even though, in deep learning, the

loss function is nonconvex in the parameters Θ and SGD is not guaranteed to find a global
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minimum, in practice it works very well; indeed SGD is the workhorse algorithm in all of

modern deep learning.

Unlike classical optimization, in machine learning what is of interest is the classification

error on data that have not been used for training (referred to as the test set). In other words,

one aims to find a classifier that generalizes well and not just achieve optimal error by fitting

to idiosyncrasies in the training set – a phenomenon known as overfitting. This is especially

important when training DNNs in scenarios with mislabeled data; modern DNNs have enough

capacity to fit any random permutation of labels (Zhang et al., 2016), and will do just

that unless the model is either constrained in some way or trained in a noise-aware manner.

Constraining the capacity of a model to prevent overfitting is called regularization and done

using methods like L2 norm penalty (Goodfellow et al., 2016) and dropout (Srivastava et al.,

2014); these are useful for improving generalization even when one does not have to deal

with label noise, since there can be other quirks in the training data. Noise-aware methods

are especially designed to make DNN-training robust to label noise by incorporating the

presence of noise either into the loss function or the model; most of the literature review in

this chapter will de devoted to such methods.

2.3 Learning in the Presence of Label Noise: Problem Setting and Taxonomy

In the presence of label noise, the learner does not always have across entropyss to the

true labels. We denote the clean dataset by D = {(xn, yn), i = 1, . . . N} drawn from the

distribution p(x, y) and the noisy dataset by D̃ = {(xn, ỹn), n = 1, . . . N} drawn from p(x, ỹ).

In the latter case, we assume some fraction η of the labels have been corrupted though it is

not known a priori which of the labels are in error and in the most general case, the noise

rate η is also not known. In certain situations, we use ηi to denote the fraction of class i

samples that are mislabeled, and additionally, ηi,j to represent the fraction that have been

mislabeled as as class j, with
∑

j 6=i ηi,j = ηi.

Noise is termed symmetric or uniform if ηi = η, and ηi,j = ηi
K−1

,∀j 6= i,∀i. This model of

label noise is often used in the literature, even though real-world noise is seldom symmetric.
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For more realistic modeling, many noise-aware algorithms model class-conditional noise using

ηij, which allows for the asymmetric case. In this setting, it is usually assumed that the

dependence of label noise on a sample x is only through the class labels i and j; in other

words, dependence of noise on features is not modeled explicitly.

In the work that we review in the following sections, label noise is aways considered to be

a stochastic process, and labeling errors are assumed to be independent of each other – this is

based on the “random classification noise” (RCN) model introduced in an early work on label

noise (Angluin and Laird, 1988). To determine the efficacy of a described method, in most

work, label noise is artificially introduced into a clean dataset by randomly flipping the labels

of the true class to another class. The resulting label noise depends on the specific noise

model, which can be either symmetric or asymmetric; we will make the setting clear when

describing the work. However, we will also review recent works where results are reported on

real-world noisy datasets.

Loosely following the noise-classification scheme used in (Frénay and Verleysen, 2014),

we divide the various approaches to dealing with label noise in deep learning into three

broad types. The first type of approach relies on loss functions, or training procedures,

that are intrinsically robust to label noise making learning less sensitive to the presence of

mislabeled data; we refer to this as intrinsic noise-robustness. The second type explicitly

models label noise directly either in the loss function, or inside the model; we refer to this as

the noise-aware approach. A third class of algorithms attempts to identify mislabeled data

in a first pass by observing loss function dynamics while training, and then trains on the

cleaner set either simultaneously using a second model, or in a downstream step; we refer to

this as the noise filtering approach (also referred to as data cleaning in some works).

A note on taxonomy: the scheme used in (Frénay and Verleysen, 2014) refers to the

first type as “noise robust” and the second type as “noise tolerant”. However, noise tolerant

algorithms make the learning robust to noise, and thus the distinction between the two isn’t

clear when using such a naming scheme. Further, many papers that model noise – and thus

fall into the noise-tolerant category according to (Frénay and Verleysen, 2014) – describe
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their methods as being robust to noise, further blurring the distinction between tolerance

and robustness; hence, we prefer to use the naming scheme described above.

2.4 Intrinsic Noise Robustness

Early work by (Angluin and Laird, 1988) introduced the RCN model and studied the effect

of label noise on binary classification. The authors showed that as long as the noise rate

η < 1/2, a classifier is able to learn the correct concept for classification, and provided an

upper bound on the empirical risk of the learned classifier. Investigation of noise-robustness

in the deep learning setting is a more recent phenomenon. The robustness of various loss

functions for training DNNs was studied in (Ghosh et al., 2017). First, an empirical risk is

defined in the label-noise scenario,

Rη
L(f) = Ex,ỹ [L (f(x), ỹ)] (2.8)

which is similar to the L−risk under the noise-free case, but now over the distribution p(x, ỹ);

the loss function remains unchanged from the corresponding noise-free setting.

Noise robustness as follows: Let f ∗ be the minimizer of RL(f) (noise-free setting). A

function L is said to be noise tolerant if the minimizer f ∗η of Rη
L(f) has the same probability

of misclassification as that of f ∗. The authors examine the robustness of cross entropy, Mean

Absolute Error (MAE) and Mean Square Error (MSE) . The authors prove that MAE, defined

as

LMAE (f(x), ej) = ‖ej − f(x)‖1 = 2− 2fj(x) (2.9)

is robust to label noise, and further, the bounded nature of MAE and MSE makes them

more robust than an unbounded function like cross entropy. Additionally, the authors also

establish an upper bound of 1− 1
K

on the class-wise noise-rate for noise tolerance to hold in

a multi-class scenario2

2Intuitively this just means that the most likely label for a given class is the true label. If this condition is
not met, the DNN – or any other learner that uses ERM – simply learns whatever the most likely class is.
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However, empirical results in the paper show that all three cases are significantly susceptible

to label noise, even though cross entropy is the hardest-hit. While MAE is theoretically

robust, training a DNN using MAE is slow due to weak and saturating gradients, and in

a practical setting, hardly ever used, even in the presence of label noise. A better option

is to simply train using cross entropy and entrust label-noise robustness to regularization

techniques such as dropout (Srivastava et al., 2014) which have been shown to afford a certain

amount of robustness to mislabeled data (Arpit et al., 2017).

Noting the above problems with MAE, a modified loss, inspired by the Box-Cox transfor-

mation from robust statistics(Sakia, 1992) was proposed in (Zhang and Sabuncu, 2018) as

follows:

Lq (f(x), ej) =
(1− fj(x)q)

q
(2.10)

where q ∈ (0, 1]. The authors show how this is a generalized version of cross entropy and

MAE. Lq is equivalent to cross entropy for limq⇒0 Lq and becomes MAE when q = 1. q is a

hyper-parameter that has to be tuned depending on the noise-level by monitoring a separate

validation set. Training this way, the authors report significantly improved noise-robustness

on a variety of benchmarks.

A significantly different approach towards robustness by enforcing self-consistency on a

DNNs predictions is proposed in (Reed et al., 2014). Unlike the earlier described approaches

that do not change the training labels, here the training labels are dynamically updated at

each iteration by convexly combining the model’s current predictions and the given noisy

labels. The idea here is that the DNNs own predictions – as it learns on the non-noisy subset –

are also taken into account, and in that sense is similar to the self-training and bootstrapping

paradigms used in semi-supervised learning3 (Chapelle et al., 2006). The resulting objective

is also consistent with the minimum-entropy models studied in (Grandvalet and Bengio, 2005)

that encourages classification boundaries to lie in low-density regions of X .

3Semi-supervised learning as a strategy for dealing with label noise will be explored in much more detail
in Chapter 4
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Yet another approach that falls in the self-training category is described in (Tanaka et al.,

2018) where an alternating optimization method is employed as follows: train the network as

usual, but also alternate it with updating the training labels such that the resulting labels

minimize the cross-entropy with the predictions of the current classifier. Similar to (Reed

et al., 2014), this is again based on the approach of not relying entirely on the given training

labels due to the presence of label noise. Like all self-training procedures, this algorithm is

also prone to degenerate solutions where all labels are given the same class; to prevent this

additional regularizers are used that use knowledge of prior distribution of classes.

The above do not explicitly model noise rates in either the loss function or modify the

DNN in some manner. As mentioned earlier, standard regularization techniques such as

dropout (Srivastava et al., 2014) and L2-regularization (Goodfellow et al., 2016) can also

be employed to prevent general overfitting both to label noise and feature noise; we do not

discuss those in detail here. Most methods in the label-noise literature attack the label-noise

problem by explicitly modeling noise, and we cover such work in the next section.

2.5 Noise-Aware Approaches

In the presence of label noise, minimizing the cross-entropy between predictions and training

labels might no longer result in an optimal classifier due to the presence of wrong labels. As

mentioned earlier, in such cases, the resulting classifier ends up overfitting the noisy data

leading to poor generalization. To deal with this, noise-aware algorithms incorporate the

noise model either in the loss function, or as a separate layer in the DNN, with the idea being

that modeling the noise this way allows learning on the likely true labels.

A noise-aware robust loss function was proposed in (Natarajan et al., 2013) in a binary

class setting with class-conditional noise. The authors propose a noise corrected surrogate

loss L̂ to the 0 − 1 loss that is weighted by the noise rates, such that empirical risk from

minimization of L̂ on the noisy data was equivalent to minimization of L on the clean data i.e,

satisfying the noise-robustness condition defined in (Ghosh et al., 2017). The authors assume

knowledge of the class conditional noise η−1, η+1 and provide bounds on the empirical risk in
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the case of convex, shallow learners like support vector machines and logistic regression.

The above line of work was extended in (Liu and Tao, 2015) that showed how a re-weighting

method based on noise rates could be applied to any surrogate loss function, again in a

binary class setting using shallow learners. Additionally, this work also describes a technique

for estimating an upper bound on the label noise rates η−1, η+1 based on observing the

class-conditional predictions p(ŷ|x) of the classifier trained on noisy data; this was observed

to work well in practice on small binary-class datasets(Asuncion and Newman, 2007).

A re-weighting scheme specifically in the context of training DNNs was proposed in (Ren

et al., 2018), where, at every iteration a loss on a clean validation set was used to determine

how the loss on the training samples should be weighted. Indeed, as we shall see, the idea of

using a clean or trusted dataset – if one exists – to guide learning in the presence of noise is

one that is employed in many noise-aware algorithms.

Figure 2.1: A constrained linear layer inserted between softmax layer and loss, with the
weight matrix of this layer modeling noise. Output probabilities are transformed from the
base model into a distribution that better matches the noisy labels. Figure reproduced
from (Sukhbaatar et al., 2014)

The work in (Sukhbaatar et al., 2014) was the first to propose augmenting the DNN

with a noise-aware layer. The authors propose modeling noise by learning a label flipping

matrix Q, where Qi,j is the learned probability of class i incorrectly being flipped to class j,

i.e Qi,j = p (ỹ = j|y∗ = i). Q is added to the base DNN model s(Θ) after the softmax layer
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(Figure 2.1), and is learned during training. The combined model is thus parametrized on Θ

and Q, and trained with the following loss

L(θ,Q) = − 1

N

N∑
n=1

log p̂ (ỹ = ỹn|xn, θ, Q) = − 1

N

N∑
n=1

log

(∑
i

Qi,ỹnfi (xn, θ)

)
(2.11)

where ỹn is the given noisy label for data sample xn, p̂ is the output of the combined model

and f (xn, θ) is the output of the base model. Note that unless regularized, the base model is

perfectly capable of absorbing the noise, resulting in Q degenerating to the identity matrix.

To prevent this, and to force Q to converge to the true probability matrix Q∗, a diffusion

process is enforced by regularizing the norm of tr(Q), which encourages mass to be away from

the diagonal terms; a fixed updating schedule and careful choice of weight decay parameters

is also needed to learn Q∗.

Noting the difficulty of estimating Q while training, (Patrini et al., 2017) propose a

two-phase approach that combines loss correction and noise-layer estimation, but decouples

the two. In the first step, an estimate of the noise matrix, Q̂ is learned by training the DNN

on the noisy data and observing the output probability distribution of a class sample, using

the winning class as the ground truth. This is similar to the approach described earlier

in (Liu and Tao, 2015), but in a multi-class setting. Then Q is fixed and a loss correction is

applied on the model predictions while training using ERM. The authors propose two forms

of correction: backward loss correction,

`←(p̂(y|x)) = Q−1`(p̂(y|x)) (2.12)

that makes the model match the training data by applying Q−1 to the loss calculated on

model predictions; and forward loss correction that directly changes model predictions by

passing the softmax output through the noise layer as done in 2.11. Experiments indicated

that the forward method often performed better, but not always. Further, as expected, using

Q̂ results were significantly worse than when the true noise matrix Q∗ was used. Recall that
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a DNN can easily overfit training data, and thus training on a noisy set and then observing

model predictions on the same set (the authors do not mention using a clean validation set)

can lead to significant errors in Q̂. However, the method did establish a new state-of-the-art

on a real world noisy image dataset (Clothing 1M (Xiao et al., 2015)).

Using a small clean set – “trusted data”– to get a better estimate of Q was precisely what

was done in (Hendrycks et al., 2018b). As in (Patrini et al., 2017), a classifier is trained on

the potentially noisy set, but the predicted frequency of various classes on the clean set is

used to determine Q̂ instead of the softmax scores as done in (Patrini et al., 2017). Both the

noisy set and clean set are used in the second stage of training that employs loss correction

using Q̂. Training this way, the authors report significantly improved robustness even in the

presence of very high levels of noise (80%) on various image datasets.

Yet another work that uses a clean data set is described in (Li et al., 2017b). An

auxiliary model Π is first trained on a clean dataset; both the predictions from Π and the

noisy training labels are then convexly combined and used as the training labels to train

a primary model. An optimal setting for the weight λ is derived using an ERM argument.

The authors additionally refine the process by constructing the label flipping matrix Q using

a “knowledge graph” G that encodes semantic relationships between classes. G provides

additional information on which classes might be confused with each other and is used to

prevent the predictions from the auxiliary model from being too confident. In other words,

even though the auxiliary model is trained on a clean dataset, some uncertainty is also added

to its predictions. Results in the paper indicate that this provides additional robustness

against label noise.

The presence of a human-scrubbed clean dataset is also leveraged in (Veit et al., 2017). A

small subset of D̂ is cleaned and then used to train a shallow label cleaning network G where,

in addition to the image features (computed using a convolutional pre-preprocessing step),

the original noisy labels are also used as input features for learning; this allows G to learn a

mapping between the noisy and clean labels, conditioned on image features. G’s predictions

on the larger noisy set D̂ are used to train an image classification network. The setup is
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rather elaborate involving multiple modules and is framed as a multitasking learning process,

with the whole apparatus being jointly trained.

Continuing with noise-layer methods, another such approach is described in (Goldberger

and Ben-Reuven, 2016). Treating the true labels as latent variables, first an Expectation-

Maximization (EM) (Dempster et al., 1977) approach is discussed, alternatively computing

the true labels E-step) and the model parameters Q and Θ (M -step). To avoid the full

cost of EM– where a DNN has to be trained at every M-step – a joint-training approach

is proposed where Q and Θ are simultaneously learned by adding a second softmax layer

to the network. In this regard, the work is very similar to the previously discussed work

with the only difference being that the noise adaptation layer is passed through a softmax

function instead of being a purely linear layer. Also, Q is initialized using the predictions of

the network first trained on D̃ without the noise adaptation layer. The authors also address

a computational issue inherent to methods that use Q – a full Q matrix is O(K2) in memory

requirements, and is not scalable to datasets involving a large number of classes. To address

this, the connections between the final layers were pruned – only the top m classes that were

actually confused with each other in the first step have connections between the two softmax

layers, which greatly sparsifies Q.

An EM approach was also proposed in (Xiao et al., 2015), where two types of latent

variables were added: one representing the true labels, and another representing the category

of noise type – no noise, symmetric noise and class conditional noise. It was observed that a

transfer learning approach – where a pre-trained network on a different image domain was

then fine-tuned on a clean dataset in the relevant domain – performed worse than training a

network with large, although noisy data directly on the domain of interest. An important

contribution of this paper was the introduction of a large, real-world noisy dataset consisting

of one million clothing images. The images were first scraped from online sources using

weak tags, and the authors manually cleaned the test and validation sets, and in the process,

were able to estimate the noise on the training set to be approximately 40%; this set has

subsequently been used in many label-noise works.
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2.6 Noise Filtering

The approaches described in the previous section essentially attempt to learn on the correct

labels (as estimated by the DNN during training ) by incorporating a model of label noise, or

using noise-robust training approaches, but still essentially train on the entire dataset. It is

inevitable that while doing so, many correctly labeled instances will also be wrongly corrected.

To avoid this “false correction” phenomena, an alternative approach is to actively identify

samples that are likely to have been mislabeled and mitigate their effect on learning by

suppressing their gradients, or dropping them from the training set altogether4. The problem

then becomes one of reliably identifying these mislabeled samples, and filtering these out

during learning. Early work (Brodley and Friedl, 1999) showed that this approach can work

well in classical machine learning using an ensemble of learners. In deep learning, too, this

has shown to work by exploiting the dynamics of learning in DNNs, which we discuss below.

It has been observed that while training modern DNNs – which are models with sufficiently

high representational capacity to overfit training data – overfitting happens during the later

stages of training (Goodfellow et al., 2014b), a phenomena that was observed even in the

early days of neural network research (Geman et al., 1992). Both training error and validation

error first decrease steadily, but over time train error continues to decrease while validation

error begins to rise again (Figure 2.2) implying that additional training is simply fitting to

quirks in the training data.

To prevent overfitting, a frequently employed method is “early stopping”: training is

stopped when validation error is seen to rise5 and the model with the lowest validation

error is used for subsequent testing and deployment. Early stopping is essentially a form

of regularization since it constrains the number of training steps the model can take before

fitting the data. Because of its simplicity and effectiveness, early stopping has been one of the

4Recent methods adopt a semi-supervised learning approach where only the labels of the potentially noisy
samples are dropped; we cover such methods in Chapter 4
5Because of the stochastic nature of training, one usually has to observe this behavior over a number of
iterations before deciding to stop
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Figure 2.2: Training error decreases consistently but the validatin error eventually increases,
suggesting that DNN is overfitting to the traiing data. Figure reproduced from (Goodfellow
et al., 2016)

most widely used forms of regularization, both in modern deep learning (Goodfellow et al.,

2014b) and with older feed-forward networks (Prechelt, 1998).

The effectiveness of early stopping suggests that DNNs are learning patterns in the data

before overfitting to noise, because fitting to consistent patterns in the data might, in some

sense, be easier than fitting to the more arbitrary patterns of noise. Indeed, in (Zhang et al.,

2016) it was observed that training took longer to converge in the presence of severe label

noise, and experiments in (Arpit et al., 2017) indicated that DNNs appeared to be learning

patterns before memorizing6 the noise.

Indeed, when training with corrupted data it has been observed that, in the early stages

of training, the train loss on corrupted samples is often much higher than the loss on correctly

labeled data, before converging in the overfitting phase (Figure 2.3) At certain points in

training, in the symmetric loss scenario, the losses even appear to come from two distinct

loss populations (Figure 2.3b) suggesting an easy way to filter out noisy samples. However,

real-world noise is seldom symmetric, and in the more realistic pair-noise scenario (where

only pairs of similar classes are confused with each other), the separation is much less

6There is no accepted formal definition in the literature as to what it means to memorize, even though
this terms is frequently employed when discussing the capacity of DNNs. (Arpit et al., 2017) give an
operational definition of memorization as the "behavior exhibited by DNNs trained on noise".
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(a) 80% Symmetric Noise,
CIFAR-10

(b) 40% Symmetric Noise,
CIFAR-100 (c) 40% Pair Noise, CIFAR-100

Figure 2.3: DNNs learn differently on clean and mislabeled data. (a) Train loss evolution
on clean and noisy samples on CIFAR-10 under 80% label noise. Reproduced from (Arazo
et al., 2019). (b) Loss histograms on clean and noisy data for 40% label noise on CIFAR-100
at train accuracy of 50% for symmetric noise and, (c) for pair noise. Reproduced from (Song
et al., 2019).

pronounced(Figure 2.3c) . Nevertheless, the train loss seems to be somewhat indicative of

data corruption, and a slew of recent methods attempt to tackle label noise by exploiting

this phenomena; we discuss these below.

Noting that the updates during the later stages of learning are likely due to label noise,

(Malach and Shalev-Shwartz, 2017) propose a pair-learning approach — two networks are

trained simultaneously, learning for a fixed number of iterations as usual, but in the later

stages only updating if there is disagreement between the two. The gradients are only back-

propagated on these samples, and not just when there is disagreement between output and

train label, i.e disagreement between the peer networks is trusted more than a disagreement

with the training labels. Analysis is provide on perceptrons for linearly separable data and

empirically this works for upto 40% label noise for DNNs. The number of epochs to train

before mistrusting updates from the given data is a hyerparameter and depends on the amount

of label noise present.

Another pair-training approach called “co-teaching” was proposed in (Han et al., 2018)

that also exploits the fact that low-loss samples are likely to be cleaner, and the networks
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give more weight to these samples. However, to prevent reinforcement of biases, the networks

teach each other : at each iteration, the optimization on each network’s parameters are with

respect to the loss on the samples that the other network considers clean (low loss); in other

words, self-reinforcement of biases is mitigated by a form of “peer review”. The method

crucially depends on what is considered low-loss: initially the criterion is generous to allow

learning on most samples, but towards the later stages, to prevent overfitting, the gradient

updates are done on fewer and fewer samples. However networks, when trained long enough,

eventually converge and collapse to self-training mode. An improved variant of co-teaching,

called “co-teaching+” was proposed in (Yu et al., 2019) that combines co-teaching with the

disagreement approach of (Malach and Shalev-Shwartz, 2017) which was shown to prevent

the collapse into self-training mode.

A teacher-student model of pair-training, called “MentorNet” is explored in (Jiang et al.,

2018b) where the main idea is inspired by curriculum learning (CL) (Bengio et al., 2009):

learning is ordered by the difficulty of the samples, with easy samples being learnt before

the harder ones. In traditional CL, the curriculum is pre-determined, usually by a human.

In the MentorNet framework, this is determined by the teacher network by observing the

training loss, and based on this, data is then re-weighted to train the student network. This

prioritizes learning on easier samples by the student network, and presumably suppresses

learning on the noisy – and thus harder – samples.

The separability of losses on the noisy and corrupted data was exploited to train a

beta-mixture-model (BMM) in (Arazo et al., 2019) to identify the two populations. The

loss on the samples that are estimated to be from the noisy population are down-weighted

during training, while the BMM parameters are estimated using an EM approach. Further

significant improvements are seen when the training data is augmented using techniques like

mixup (Zhang et al., 2017) that has been shown to have an inhibitive effect on overfitting.

State-of-art results were reported on various image benchmarks using this approach.

A low-loss approach based on alternatively selecting samples with low loss and then

training the model on the remaining samples was proposed in (Shen and Sanghavi, 2019).
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The method – called “iterative trimmed loss” – is inspired from a robust statistical concept of

trimmed loss that attempts to fit a model by selectively minimizing the loss on a fraction of

the training samples. Selecting the samples is a combinatorially hard problem and generally

intractable; the authors attempt to approximate this via the above iterative approach using

low-loss as the selection criterion.

The lack of clear separability between noisy and clean samples in real-world noisy settings

was noted in (Song et al., 2019), which is basically an outcome of the fact that many cleanly

labeled samples are hard-to-learn samples, and thus might have high loss during training.

Indeed, recent work (Zhou and Bilmes, 2018) has exploited the "hardness" of samples to

improve convergence of training; however the presence of label noise wasn’t considered in

that work. The work in (Song et al., 2019) considers this phenomena in the presence of

label-noise, and to improve noise-filtering, a “selective refurbishing” of noisy samples was

proposed. The key idea here is that samples that are predicted wrongly, but consistently,

are considered refurbishable and they are then assigned the most frequently predicted label

(label correction). This is then brought back into the fold of data on which learning takes

place, resulting in improved performance.

Recent theoretical analysis has begun to shed light on the above “small-loss” approaches,

and the related phenomena of early stopping being an effective regularizer against label

noise. In a paper titled “Gradient Descent with Early Stopping is Provably Robust to Label

Noise for Overparameterized Neural Networks” (Li et al., 2019), the authors show that in

order to overfit to noise, the network must stray far from the initialization point. If there

are learnable patterns in the data, these are learned early on in training. The authors tie

this to the singular values of the Jacobian of the DNN: large singular values of the Jacobian

correspond to the gradients on the clean data, and SGD learns along these directions first.

The smaller singular vaiues, on the other hand, correspond to the mislabeled data; fitting to

these happens later during training.

The fact that early stopping learns a parameter vector not too far away from the initial-

ization – which is usually close to the origin – is consistent with the effect of regularization
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methods like L2 penalty that prevent overfitting by constraining the norm of the parameters;

this connection between early stopping and L2 regularization was explicitly made in another

recent work (Hu et al., 2019). While these theoretical works provide some justification to why

early stopping is effective against label noise, the analyses has been mostly limited to shallow

networks, due to the complexity of modern DNNs. Nevertheless, the “small-loss” approach

works well in practice, and the abstention framework that we introduce in this next chapter

also exploits this, but in a different way.

2.7 Conclusion

Deep learning in the presence of label noise is a relatively new, although very active, area

of research. In this chapter we attempted to summarize the major paradigms for tackling

label noise, although a comprehensive summary is difficult due to the fast and ever growing

body of literature. The state-of-the-art methods, as of this writing, are either those using

various versions of the noise filtering approach or using a trusted data set; simply using

standard, although robust, loss functions does not match the performance of the other classes

of methods. Most methods report experimental results on synthetically induced random noise

on existing clean datasets. This is only a rough approximation of real-world label noise which

is usually dependent on features present in the image. And thus it is remarkable that, among

the current crop of methods, robustness to feature-dependent label noise is not modeled; we

introduce precisely such a framework in the next chapter.
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Chapter 3

COMBATING LABEL NOISE USING ABSTENTION

The art of knowing is knowing what to ignore.

— Rumi

We introduce the “Deep Abstaining Classifier”, a deep neural network that learns robustly

in the presence of noisy labels using a novel, abstention-based approach. State-of-the-art

results are shown for multiple types of label noise on various image benchmarks. This was

joint work with Tanmoy Bhattacharya, Jeff Bilmes, Gopinath Chennupati and Jamaludin

Mohd-Yusof; the chapter is based on our paper that appeared in the proceedings of the

International Conference on Machine Learning, 2019 (Thulasidasan et al., 2019a).

3.1 Introduction: The Deep Abstaining Classifier

In this chapter we introduce a novel abstention -based mechanism to combat label noise while

training deep neural networks in the presence of label noise. This allows the DNN to abstain

– or defer learning – on confusing or noisy samples while continuing to learn and improve

classification performance on the non-abstained samples. Unlike the approaches covered in

the previous chapter, we show that our loss function also enables learning representations for

features that might correlate with unreliable labels.

Most of the theoretical and empirical investigations into abstention (or rejection) classifi-

cation systems have been studied in a post-processing setting – i.e., a classifier is first trained

as usual, and an abstention threshold is determined based on post-training performance on a

calibration set; the DNN then abstains on uncertain predictions during inference. Abstention

classifiers during prediction have been proposed for shallow learners (Chow, 1970; Cortes

et al., 2016; Fumera and Roli, 2002) and for multilayer perceptrons (De Stefano et al., 2000)
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and also recently in the context of deep networks (Geifman and El-Yaniv, 2017) but in

contrast to these, the method described in this chapter employs abstention during training as

well as inference. This gives the DNN an option to abstain on a confusing training sample

thereby mitigating the misclassification loss but incurring an abstention penalty. We provide

analytical results on the loss function behavior that enable dynamically setting abstention

rates based on learning progress during training. Our formulation ensures that the DNN

continues to learn the true class even while abstaining, progressively reducing its abstention

rate as it learns on the true classes, finally abstaining on only the most confusing samples.

We demonstrate the advantages of such a formulation under two different label-noise

scenarios: first, when labeling errors are correlated with some underlying feature of the data

(systematic or structured label noise), abstention training allows the DNN to learn features

that are indicative of unreliable training signals and which are thus likely to lead to uncertain

predictions. This kind of representation learning for abstention is useful both for effectively

eliminating structured noise and also for interpreting the reasons for abstention.

Second, we show how an abstention-based approach can be used as a very effective data

cleaner when training data contains arbitrary (or unstructured) label noise. A DNN trained

with an abstention option can be used to identify and filter out noisy training data leading to

significant performance benefits for downstream training using a cleaner set. To summarize,

the contributions described in this chapter are:

• The introduction of abstention-based training as an effective approach to combat label

noise. We show that such a deep abstaining classifier (DAC) enables robust learning in

the presence of label noise.

• The demonstration of the ability of the DAC to learn features associated with systematic

label noise. Through numerous experiments, we show how the DAC is able to pick up

(and then abstain on) such features with high precision.

• Demonstration of the utility of the DAC as a highly effective data cleaner in the
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presence of arbitrary label noise. We provide results on learning with noisy labels on

multiple image benchmarks (CIFAR-10, CIFAR-100 and Fashion-MNIST) that are

competitive and in many cases, significantly improve performance compared to existing

methods.

Code for the DAC and experiments in this chapter are available at https://github.com/thulas/dac-

label-noise

3.2 Loss Function for the DAC

We assume we are interested in training a k-class multi-class classifier with a deep neural

network (DNN) where x is the input and y is the output. For a given x, we define pi = pw(y =

i|x) (the probability of the ith class given x) as the ith output of the DNN that implements

the probability model pw(y = i|x) (using a softmax function as its final layer ) where w is the

set of weight matrices of the DNN. For notational brevity, we use pi in place of pw(y = i|x)

when the input context x is clear.

The standard cross-entropy training loss for DNNs then takes the form Lstandard =

−
∑k

i=1 ti log pi where ti ∈ 0, 1 is the target for the current sample. The DAC has an

additional k + 1st output pk+1 which is meant to indicate the probability of abstention. We

train the DAC with the following modified version of the k-class cross-entropy per-sample

loss:

L(x) = (1− pk+1)

(
−

k∑
i=1

ti log
pi

1− pk+1

)
+ α log

1

1− pk+1
(3.1)

The first term is a modified cross-entropy loss over the k non-abstaining classes. Absence of

the abstaining output (i.e., pk+1 = 0) recovers exactly the usual cross-entropy.The second

term penalizes abstention and is weighted by α ≥ 0, a hyper-parameter expressing the degree

of penalty. If α is very large, there is a high penalty for abstention thus driving pk+1 to

zero and recovering the standard unmodified cross-entropy loss; in such case, the model

learns to never abstain. With α very small, the classifier may abstain on everything with

impunity since the adjusted cross-entropy loss becomes zero (since lim
p→0

p log p = 0) and it

https://github.com/thulas/dac-label-noise
https://github.com/thulas/dac-label-noise
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does not matter what the classifier does on the k class probabilities. When α is between

these extremes, things become more interesting. Depending on α, if it becomes hard during

the training process for the model to achieve low cross-entropy on a sample, then the process

can decide to allow the model to abstain on that sample.

Even though the model can opt to abstain on a difficult sample (measured by the cross-

entropy loss), the formulation of the loss function in Equation 3.1 allows learning on the given

class, even in the presence of abstention. This is by design, since the given label might indeed

be the correct label and it is generally not possible to know whether a high cross-entropy

loss is due to the inherent learning difficulty of a correctly labeled sample, or due to label

noise; we discuss how this distinction can be made in Section 3.4 by tracking the model’s

performance on a clean validation set. In any case, Equation 3.1 allows the model to learn

on the given label by ensuring that the pre-softmax activation of a given class continues to

increase while training.

Let j, (1 ≤ j ≤ k) be the given class for x. During gradient descent, learning on the true

class takes place if ∂L
∂aj

< 0, where aj is the pre-activation into the softmax unit of class j.

This ensures that aj continues to increase during training; in the following theorem, we prove

that this is indeed the case.

Theorem 1. For the loss function L given in Equation 3.1, if j is the given class for sample

x, then as long as α ≥ 0, ∂L
∂aj
≤ 0 (where aj is the pre-activation into the softmax unit of

class j).

Proof. Consider again the loss function defined in Equation 3.1 for a sample x.

L(x) = (1− pk+1)

(
−

k∑
i=1

ti log
pi

1− pk+1

)
+ α log

1

1− pk+1

. (3.2)

We assume that we are training with hard labels, in which case tj = 1 and ti = 0 ∀i 6= j.

A straight-forward gradient calculation shows that
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∂L
∂aj

= −(1− pj − pk+1) + pk+1pj log

(
1− pk+1

pj

)
− α pk+1pj

1− pk+1

(3.3)

Since α ≥ 0 as per as our assumption, the last quantity in the above expression,

−α pk+1pj
1−pk+1

≤ 0

Also note that (1− pj − pk+1) in the above expression is just the total probability mass in

the remaining real (i.e non abstention) classes; denote this by q.

Then we have

−(1− pj − pk+1) + pk+1pj log

(
1− pk+1

pj

)
= −q + pk+1pj log

(
1− pk+1

pj

)
(3.4)

= −q + pk+1pj log

(
q + pj
pj

)
(3.5)

= −q + pk+1pj log

(
1 +

q

pj

)
(3.6)

≤ −q + pk+1pj
q

pj
(3.7)

= −q + pk+1q (3.8)

≤ 0 (3.9)

where, in 3.7, we have made use of the fact that log (1 + x) ≤ x for all x > −1. Thus
∂L
∂aj
≤ 0 as desired.

The above result ensures that, during gradient descent, learning on the true classes persists

even in the presence of abstention, even though the true class might not end up be the winning

class.

Next, we look at the Jacobian of the loss function with respect to the pre-activation into

the other non-abstention classes. For a given sample, let ai be the pre-softmax activation for
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class i, i 6= j, i 6= K + 1. Then, we can show that

∂L
∂ai

= pi + pk+1pi log

(
1− pk+1

pj

)
− α pk+1pi

1− pk+1

(3.10)

For very small α, the above gradient will be positive, meaning activation ai will decrease

during training. This is generally desirable, since it is the activation into the given class

– i.e., aj – that should increase during training. However, it is possible that this gradient

can be negative under certain combinations of α, pi, pj and pk+1. Further it is even possible

that the above gradient might be even more negative than that of the true class, i.e., under

certain conditions ∂L
∂ai

< 0 and ∂L
∂ai

< ∂L
∂aj

. For example, if pi = 0.01, pj = 0.001, pK+1 = 0.9

and α = 2, then ∂L
∂ai

< ∂L
∂aj

. In our experimental analysis, we find this to be rarely the case,

however and in most cases ∂L
∂aj

< ∂L
∂ai

, which ensures that among the non-abstention classes, it

is the mass into the given class – i.e pj – that increases at the highest rate.

3.2.1 Auto-tuning Abstention Behavior

Let g = −
∑k

i=1 ti log pi be the standard cross-entropy loss and ak+1 be the pre-activation

into the softmax unit for the abstaining class. Then we can show that:

∂L
∂ak+1

= pk+1

[
(1− pk+1)

[
log

1

1− pk+1
− g
]
+ α

]
. (3.11)

During gradient descent, abstention pre-activation is increased if ∂L
∂ak+1

< 0. The threshold

on α for this is α < (1− pk+1)
(
− log

pj
1−pk+1

)
where j is the true class for sample x. If only

a small fraction of the mass over the actual classes is in the true class j, then the DAC

has not learned to correctly classify that particular sample from class j, and will push mass

into abstention class provided α satisfies the above inequality. This constraint allows us to

perform auto-tuning on α during training (Algorithm 1). β̃ is a smoothed moving average of

the α threshold (initialized to 0), and updated at every mini-batch iteration. We perform

abstention-free training (i.e., training with regular cross-entropy) for a few initial epochs

(warm-up period L) to accelerate learning, triggering abstention from epoch L+ 1 onwards.
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Algorithm 1: α auto-tuning
Input: total iter. (T ), current iter. (t), total epochs (E), abstention-free epochs (L),
current epoch (e), α init factor (ρ), final α (αfinal), mini-batch cross-entropy over true
classes (Hc(P

M
1...K)

αset = False
for t := 0 to T do
if e < L then
β = (1− PM

k+1)Hc(P
M
1...K)

if t = 0 then
β̃ = β{ // initialize moving average}

end if
β̃ ← (1− µ)β̃ + µβ

end if
if e = L and not αset then
α := β̃/ρ{ // initialize α at start of epoch L}
δα :=

αfinal−α
E−L

updateepoch = L
αset = True

end if
if e > updateepoch then
α← α + δα{ //then update α once every epoch}
updateepoch = e

end if
end for

At the start of abstention, α is initialized to a much smaller value than the threshold β̃ to

encourage abstention on all but the easiest of examples learned so far.

Initially, α was set to a constant value throughout training. As long as α meets the

abstention threshold, we can ensure that the DAC will learn to push mass into the abstention

class. However, the trouble with this approach is that a fixed α will eventually fail to meet

this threshold due to loss function dynamics, at which point the DAC stops abstain; we

formalize this in the next theorem:

Theorem 2. For the loss function L given in Equation 3.1, for a fixed α, and trained over t

epochs, as t→∞, the abstention rate γ → 0 or γ → 1.

Proof. If α is close to 0, pk+1 quickly saturates to unity, causing the DAC to abstain on all

samples, driving both loss and the gradients to 0 (since if α ≈ 0, and pk+1 → 1, then ∂L
∂aj
→ 0,
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Figure 3.1: DAC behavior (where 10% of the data has corrupted labels) for different fixed
α’s (indicated by color) illustrating the tendency for all-or-nothing abstention if α is kept
constant.

from Equations 3.3 and 3.9), preventing any further learning on the given class. Barring

this situation, and given that the gradient ∂L
∂aj
≤ 0, where j is the given class (see Theorem

1), the condition for abstention in Section 3.2.1 eventually fails to be satisfied. This can be

seen as follows: let τ = (1− pk+1)
(
− log

pj
1−pk+1

)
represent the threshold on α for abstention

pre-activation (aK+1) to increase. A gradient calculation shows that

∂τ

∂aj
= −(1− pj − pk+1) + pk+1pj log

(
1− pk+1

pj

)
(3.12)

≤ 0 (3.13)

where the last result follows from our derivations in Equations 3.4 through 3.7. Here aj is

the pre-activation into the given class, which, from Theorem 1, we know only increases during

training. Thus τ continuously decreases during training, and at some point we will have α > τ .

After this happens, α no longer satisfies the condition for abstention and probability mass
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is removed from the abstention class K + 1 for all subsequent training, eventually driving

abstention to zero.

Experiments where α was fixed confirm this. Figure 3.1 shows abstention behavior for

different values of fixed alpha in an experiment where 10 % of the labels were corrupted;

depending on the value of α (which was constant in these experiments), abstention rate

asymptotes to 0 or 1. As an alternative strategy to a fixed α, we employ a linear ramping of

α that increasingly penalizes abstention on only the most diffcult samples. As the learning

progresses on the true classes, abstention is reduced. We will describe a control theoretic

approach for stabilizing abstention at a given setpoint in the next chapter, but for all the

experiments in this chapter we employ the linear ramping schedule given in Algorithm 1. In

the experiments in the subsequent sections, we illustrate how the DAC, when trained with

this loss function, learns representations for abstention.

3.3 The DAC as a Learner of Structured Noise

3.3.1 Background

While noisy training labels are usually an unavoidable occurrence in real-world data, such

noise can often exhibit a pattern attributable to training data being corrupted in some

non-arbitrary or systematic manner. This kind of label noise can occur when some classes

are more likely to be mislabeled than others, either because of confusing features or a lack

of sufficient level of expertise or unreliability of the annotator. For example, the occurrence

of non-iid, systematic label noise in brain-computer interface applications – where noisy

data is correlated with the state of the participant – has been documented in (Porbadnigk

et al., 2014; Görnitz et al., 2014). In image data collected for training (that might have

been automatically pre-tagged by a recognition system), a subset of the images might be of

degraded quality, causing such labels to be unreliable1. Further, systematic noise can also

occur if all the data were labeled using the same mechanism (see discussion in (Brodley and

1We assume, in this case, one only has access to the labels, and not the confidence scores
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Friedl, 1999)); for a comprehensive survey of label noise see (Frénay and Verleysen, 2014).

In these scenarios, there are usually consistent indications in the input x that tend to be

correlated with noise in the labels, but such correlations are rarely initially obvious. Given

the large amount of training data required, the process of curating the data down to a clean,

reliable set might be prohibitively expensive. In situations involving sensitive data (patient

records, for example) crowd-sourcing label annotations might not even be an option. However,

given that DNNs can learn rich, hierarchical representations, one of the questions we explore in

this paper is whether we can exploit the representational power of DNNs to learn such feature

mappings that are indicative of unreliable or confusing samples. The loss function formulation

encourages the DNN to put mass in the abstention class when the cross-entropy on the true

classes is high. Thus features that are consistently picked up by the DAC during abstention

should thus have high feature weights with respect to the abstention class, suggesting that

the DAC might learn to make such associations. In the following sections, we describe a series

of experiments on image data that demonstrate precisely this behavior – using abstention

training, the DAC learns features that are associated with difficult or confusing samples and

reliably learns to abstain based on these features.

3.3.2 Experimental Setup

For the experiments in this section, we use a deep convolutional network employing the VGG-

16 (Simonyan and Zisserman, 2014) architecture, implemented in the PyTorch (Paszke et al.,

2017) framework. We train the network for 200 epochs using SGD accelerated with Nesterov

momentum and employ a weight decay of .0005, initial learning rate of 0.1 and learning

rate annealing using an annealing factor of 0.5 at epoch 60, 120 and 160. We performing

abstention free training during the first 20 epochs which allows for faster training2 In this

section, we use the labeled version of the STL-10 dataset (Coates et al., 2011), comprising

of 5000 and 8000 96x96 RGB images in the train and test set respectively, augmented with

2Training with abstention from the start just means we have to train for a longer number of epochs to
reach a given abstention-vs-accuracy point.
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random crops and horizontal flips during training. We use this architecture and dataset

combination to keep training times reasonable, but over a relatively challenging dataset with

complex features. For the α auto-update algorithm we set ρ (α initialization factor) to 64

and µ to 0.05. Unless otherwise mentioned, the labels are only corrupted on the training set;

depending on the experiment, the features in the validation set might also be perturbed –

these will be explicitly noted.

3.3.3 Results: Noisy Labels Co-Occurring with an Underlying Cross-Class Feature

In this experiment we simulate the situation where an underlying, generally unknown feature

occurring in a subset of the data often co-occurs with inconsistent mapping between features

and ground truth. In a real-world setting, when encountering data containing such a feature,

it is desired that the DAC will abstain on predicting on such samples and hand over the

classification to an upstream (possibly human) expert. To simulate this, we randomize the

labels (over the original K classes) on 10% of the images in the training set, but add a

distinguishing extraneous feature to these images. In the experiments in this section, this

feature is a smudge (Figure 3.2a) that represents the afore-mentioned feature co-occurring

with label noise. We then train both a DAC as well as a regular DNN with the usual K class

cross-entropy loss. Performance is tested on a set where 10% of the images are also smudged.

Since it is hoped that the DAC learns representations for the structured noise occurring in

the dataset, and assigns the abstention class for such training points, we also report the

performance of a DNN that has been trained on a set where the abstained samples were

eliminated (post-DAC) at the best-performing epoch of the DAC3. Performance is reported in

terms of accuracy-vs-abstained (i.e., risk-vs-coverage) curves for the DAC, and the standard

softmax threshold-based abstention for the baseline DNNs and post-DAC DNNs. As an

additional baseline, we also compare the performance of the recently proposed selective

guaranteed risk method in (Geifman and El-Yaniv, 2017) for both the baseline and post-DAC

3we describe in Section 3.4 how noisy data is eliminated
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Figure 3.2: (a) A sample of smudged images on which labels were randomized.(b) Abstention
percentage on training set as training progresses (c)The DAC abstains on most of the smudged
images on the test set (abstention recall) (d) Almost all of the abstained images were those
that were smudged (abstention precision) (e) Risk-coverage curves for baseline DNNs, DAC
and post-DAC DNN for both softmax-based thresholds and SGR. First-pass training with
the DAC improves performance for both softmax and SGR methods.

DNNs that maximizes coverage subject to a user specified risk bound (we use their default

confidence parameter, δ, of 0.001 and report coverage for a series of risk values).

Results When trained over a non-corrupted set, the baseline (i.e., non-abstaining ) DNN

had a test accuracy over 82%, but this drops to under 75% (at 100% coverage) when trained

on the label-randomized smudged set (Figure 3.2e). For the DAC, Figure 3.2b shows the

abstention progress on the train set. When abstention is initiated after 20 epochs, the DAC
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chooses to abstain on all but the easiest samples learned so far, but progressively abstains on

less data till the abstention reaches steady behavior between epochs 120 and 150, abstaining

on about 10% of the data, representing the smudged images. Further annealing of learning

rate (at epoch 160) causes the DAC to go into memorization mode.4. However, at the best

performing validation epoch, the DAC abstains – with both high precision and recall – on

precisely those set of images that have been smudged (Figures 3.2c and 3.2d)! In other

words, it appears the DAC has learned a clear association between the smudge and unreliable

training data, and opts to abstain whenever this feature is encountered in an image sample.

Essentially, the smudge has become a separate class all unto itself, with the DAC assigning

it the abstention class label. The abstention-accuracy curve for the DAC (red curve in

Figure 3.2e, calculated using softmax thresholds at the best validation epoch, closely tracks

the baseline DNN’s softmax thresholded curve – this is not surprising, since on those images

that are not abstained on, the DAC and the DNN learn in similar fashion due to the way the

loss function is constructed. We do however see a strong performance boost by eliminating

the data abstained on by the DAC and then re-training a DNN – this post-DAC DNN (blue

curve) has significantly higher accuracy than the baseline DNN (Figure 3.2e), and also has

consistently better risk-coverage curves. Not surprisingly this performance boost is also

imparted to the SGR method since any improvement in the base accuracy of the classifier

will be reflected in better risk-coverage curves. In this sense, the DAC is complementary

to an uncertainty quantification method like SGR or standard softmax thresholding – first

training with the DAC and then a DNN improves overall performance. While this experiment

clearly illustrates the DAC’s ability to associate a particular feature with the abstention class,

it might be argued the consistency of the smudge made this particular task easier than a

typical real world setting; we provide a more challenging version of this experiment in the

next section.

4We discuss abstention and memorization in Section 3.5
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3.3.4 Results: Noisy Labels associated with a class

In this experiment, we simulate a scenario where a particular class, for some reason, is very

prone to mislabeling, but it is assumed that given enough training data and clean labels,

a deep network can learn the correct mapping. To simulate a rather extreme scenario, we

randomize the labels over all the monkeys in the training set, which in fact include a variety

of animals in the ape category (chimpanzees, macaques, baboons etc., Figure 3.3a) but all

labeled as ‘monkey’. Unlike the previous experiment, where the smudge was a relatively

simple and consistent feature, the set of features that the DAC now has to learn are over a

complex real-world object with more intra-class variance.

Detailed results are shown in Figure 3.3. The DAC abstains on most of the monkey

images in the test set (Figure 3.3b), while abstaining on significantly fewer images in the

other classes (Figure 3.3c), suggesting good abstention recall and precision respectively.

In essence, the DAC has learned meaningful representation of monkeys, but due to label

randomization, the abstention loss function now forces the DAC to associate monkey features

with the abstention class. That is, the DAC, in the presence of label noise on this particular

class, has learned a mapping from class features X to abstention class K + 1, much like a

regular DNN would have learned a mapping from X to Kmonkey in the absence of label noise.

The representational power is unchanged from the DAC to the DNN; the difference is that the

optimization induced by the loss function now redirects the mapping towards the abstention

class.

Also shown is the performance of the baseline DNN in figures 3.3d to 3.3f. The prediction

distribution over the monkey images spans the entire class range. That the DNN does get

the classification correct about 20% of the time is not surprising, given that about 10% of

the randomized monkey images did end up with the correct label, providing a consistent

mapping from features to labels in these cases. However the accuracy on monkey images is

poor; the distribution of the winning softmax scores over the monkey images for the DNN is

shown in Figure 3.3e, revealing a high number of confident predictions (p >= 0.9) but closer
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Figure 3.3: (a) All monkey images in the trainset had their labels randomized (b) The DAC
abstains on about 80% of the monkey images (abstention precision). (c) Among images
that were abstained, most of the images were those of monkeys (abstention precision). (d)
Distribution of baseline DNN predictions over monkey images in the test set indicating
learning difficulty on this class (e) Distribution of winning softmax scores of the baseline
DNN on the monkey images (f) Distribution of baseline DNN softmax scores > 0.9. Most
of these confident predictions are non-monkeys (g) Comparison against various abstention
methods (softmax and SGR) on all the test images (h) Same comparison, but only on those
images on which the DAC abstained. The DAC has a small but consistent advantage in both
cases. All figures are computed on the test set.
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inspection of the class distributions across just these confident predictions ( 3.3f) reveals

that most of these predictions are incorrect suggesting that a threshold-based approach,

which generally works well (Hendrycks and Gimpel, 2016; Geifman and El-Yaniv, 2017), will

produce confident but erroneous predictions in such cases. This is reflected in the small but

consistent risk-vs-coverage advantage of the DAC in Figure 3.3g and 3.3h. As before we

compare both a softmax-thresholded DAC and baseline DNN, as well as the SGR method

tuned on the baseline DNN scores. Unlike the random smudging experiment, here we do not

eliminate the abstained images and retrain – doing so would completely eliminate one class.

Instead we additionally compare the performance of the DAC on the images that it did not

abstain (mostly non-monkeys), with the baselines (Figure 3.3h); the DAC has a small but

significant lead in this case as well.

3.3.5 Results: Noisy Labels associated with a data transformation

We present further results on the abstaining ability of the DAC in the presence of structured

noise. Here we simulate a scenario where a subset of the training data, due to feature

degradation, ends up with unreliable labels. We apply a Gaussian blurring transformation

to 20% of the train and test images across all the classes (Figure 3.4a), and randomize the

labels on the blurred training set. This is similar to the smudging experiment, but here

the conspicuous feature that the DAC can associate with abstention is the absence of high

frequency components, or conversely, the abundance of low frequency components.

Results The DAC abstains remarkably well on the blurred images in the test set (Fig-

ure 3.4d), while maintaining classification accuracy over the remaining samples in the

validation set (≈ 79%). The baseline DNN accuracy drops to 63% (Figure 3.4b), while the

basline accuracy over the blurred images alone is no better than random (≈ 9.8%) . The

abstention behavior of the DAC on the blurred images in the test set can be explained by how

abstention evolves during training (Figure 3.4c). Once abstention is introduced at epoch 20,

the DAC initially opts to abstain on a high percentage of the traning data, while continuing

to learn (since the gradients w.r.t the true-class pre-activations are always negative.). In the
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Figure 3.4: Results on blurred-image experiment with noisy labels (a)20% of the images are
blurred in the train set, and their labels randomized (b) Validation accuracy for baseline vs
DAC (non-abstained) (c)Abstention behavior for the DAC during training (d) Distribution
of predictions on the blurred validation images for the DAC. We also observed (not shown)
that for the baseline DNN, the accuracy on the blurred images in the validation set is no
better than random.

later epochs, sufficient learning has taken place on the non-randomized samples but the DAC

continues to abstain on about 20% of the training data, which corresponds to the blurred

images indicating that a strong association has been made between blurring and abstention.

In summary, the experiments in this section indicate that the DAC can reliably pick up

and abstain on samples where the noise is correlated with an underlying feature. In the next

section, we peek into the network for better insights into the features that cause the DAC to
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abstain.

3.3.6 What does the DAC "See"? Visual Explanations of Abstention

(a) (b) (c) (d)

(e) (f) (g) (h)

Figure 3.5: Filter visualizations for the DAC. When presented with a smudged image (a,c),
the smudge completely dominates the feature saliency map (b,d) that cause the DAC to
abstain. However for the same image without a smudge (e), the class features become much
more salient (f) resulting in a correct prediction. For abstention on monkeys (g), the monkey
features are picked up correctly (h), which leads to abstention

It is instructive to peer inside the network for explaining abstention behavior. Convolu-

tional filter visualization techniques such as guided back-propagation (Springenberg et al.,

2014) combined with class-based activation maps (Selvaraju et al., 2017) provide visually

interpretable explanations of DNN predictions. In the case of the DAC, we visualize the

final convolutional filters on the trained VGG-16 DAC model that successfully abstained

on smudged and monkey images described in experiments in the previous section. Example

visualizations using class-based activation maps on the predicted class are depicted in Fig-



46

ure 3.5. In the smudging experiments, when abstaining, the smudge completely dominates

the rest of the features (Figures 3.5a through 3.5d) while the same image, when presented

without a smudge (Figure 3.5e), is correctly predicted – with the actual class features being

much more salient ( 3.5f) – implying that the abstention decision is driven by the presence

of the smudge. For the randomized monkey experiment, while abstaining, it is precisely

the features associated with the monkey class that result in abstention(Figures 3.5g, 3.5h),

visually confirming our hypothesis in Section 3.3.4 that the DAC has effectively mapped

monkey features to the abstention label.

3.4 Learning in the Presence of Unstructured Noise: The DAC as a Data
Cleaner

So far we have seen the utility of the DAC in structured noise settings, where the DAC

learns representations on which to abstain. Here we consider the problem of unstructured

noise – noisy labels that might occur arbitrarily on some fraction of the data. Classification

performance degrades in the presence of noise (Nettleton et al., 2010), with label noise shown

to be more harmful than feature noise (Zhu and Wu, 2004). While there have been a number

of works related to DNN training in the presence of noise (Sukhbaatar et al., 2014; Reed et al.,

2014; Patrini et al., 2017), unlike these works we do not model the label flipping probabilities

between classes in detail.

3.4.1 Approach

We simply assume that a fraction of labels have been uniformly corrupted and approach the

problem from a data-cleaning perspective: using the abstention formulation and the extra

class, can the DAC be used to identify noisy samples in the training set, with the goal of

performing subsequent training, using a regular DNN, on the cleaner set? To identify the

samples for elimination, we train the DAC, observing the performance of the non-abstaining

part of the DAC on a validation set (which we assume to be clean). As mentioned before, this

non-abstaining portion of the DAC is simply the DAC with the abstention mass normalized
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out of the true classes. The result in Theorem 1 assures that learning continues on the true

classes even in the presence of abstention. However at the point of best validation error,

if there continues to be training error, then this is likely indicative of label noise; the loss

function formulation makes the DAC more likely to abstain on such samples. It is these

samples that are eliminated from the training set; we then re-train from scratch using regular

cross-entropy loss on the non-eliminated samples5.

To test the performance of the DAC, we compare two recent models that achieve state-of-

the-art results in training with noisy labels on image data: MentorNet (Jiang et al., 2018b)

that uses a data-driven curriculum-learning approach involving two neural nets – a learning

network (StudentNet)and a supervisory network (MentorNet); and (Zhang and Sabuncu,

2018), that uses a noise-robust loss function formulation involving a generalization of the

traditional categorical cross-entropy loss function.

3.4.2 Experimental Setup

We use the CIFAR-10, CIFAR-100 (Krizhevsky and Hinton, 2009) and the Fashion-MNIST

(Xiao et al., 2017) datasets with an increasing fraction of arbitrarily randomized labels, using

the same networks as the ones we compare to. In the DAC approach, both the DAC and

the downstream DNN (that trains on the cleaner set) use the same network architectures.

The downstream DNN is trained using the same hyperparameters, optimization algorithm

and weight decay as the models we compare to. As a best-case model in the data-cleaning

scenario, we also report the performance of a hypothetical oracle that has perfect information

of the corrupted labels, and eliminates only those samples. To ensure approximately the

same number of optimization steps as the comparisons when data has been eliminated, we

appropriately lengthen the number of epochs and learning rate schedule for the downstream

DNN (and do the same for the oracle.)

5Retraining from scratch gives significantly better results than continuing training on the non-abstained
set, so we only report results using this protocol.
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3.4.3 Results

Dataset Method Label Noise Fraction
0.2 0.4 0.6 0.8

CIFAR-10
(ResNet-34)

Baseline 88.94 85.35 79.74 67.17
Lq 89.83 87.13 82.54 64.07
Trunc Lq 89.7 87.62 82.7 67.92
DAC 92.91(0.24/0.01) 90.71(0.41/0.03) 86.30(0.56/0.07) 74.84(0.75/0.16)
Oracle 92.56(0.18) 90.95(0.36) 88.92(0.56) 86.43(0.72)

CIFAR-10
(Wide Res-
Net 28x10)

Baseline 91.53 88.98 82.69 64.09
MentorNet 92.0 89.0 - 49.0
DAC 93.35 (0.25/0.01) 90.93(0.43/0.01) 87.58(0.59/0.04) 70.8(0.77/0.17)
Oracle 95.17(0.18) 94.38(0.36) 92.74(0.56) 91.01(0.72)

CIFAR-100
(ResNet-34)

Baseline 69.15 62.94 55.39 29.5
Lq 66.81 61.77 53.16 29.16
Trunc Lq 67.61 62.64 54.04 29.60
DAC 73.55 (0.18/0.05) 66.92(0.25/0.01) 57.17(0.77/0.03) 32.16(0.87/0.33)
Oracle 77.15(0.2) 73.85(0.4) 69.48(0.6) 58.5(0.8)

CIFAR-100
(Wide Res-
Net 28x10)

Baseline 71.24 65.24 57.56 30.43
MentorNet 73.0 68.0 - 35.0
DAC 75.75(0.2/0.05) 68.2(0.57/0.01) 59.44(0.76/0.06) 34.06(0.87/0.33)
Oracle 78.76(0.2) 76.23(0.4) 72.11(0.6) 63.08(0.8)

Fashion-
MNIST
(ResNet-18)

Baseline 93.91 93.09 91.83 88.61
Lq 93.35 92.58 91.3 88.01
Lq 93.21 92.6 91.56 88.33
DAC 94.76(0.25/0.01) 94.09(0.48/0.01) 92.97(0.66/0.03) 90.79(0.88/0.04)
Oracle 95.22(0.18) 94.87(0.36) 94.64(0.56) 93.63(0.72)

Table 3.1: Comparison of performance of DAC against related work for data corrupted with
uniform label-noise. The DAC is used to first filter out noisy samples from the training
set and a DNN is then trained on the cleaner set. Each set also shows the performance
of the baseline DNN trained without removing noisy data. Also shown is the performance
of a hypothetical oracle data-cleaner that has perfect information about noisy labels. The
numbers in parentheses next to the DAC indicate the fraction of training data filtered out by
the DAC and the remaining noise level. For the oracle, we report just the amount of filtered
data (remaining noise level being zero). Lq and truncated Lq results reproduced from (Zhang
and Sabuncu, 2018); MentorNet results reproduced from (Jiang et al., 2018b)

Results are shown in Table 3.1. By identifying and eliminating noisy samples using the

DAC and then training using the cleaner set, noticeable – and often significant – performance

improvement is achieved over the comparison methods in most cases. Interestingly, in the

case of higher label randomization, for the more challenging data set like CIFAR-10 and

CIFAR-100, we see the noisy baseline outperforming some of the comparison methods. The
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DAC is however, consistently better than the baseline. On CIFAR-100, for 80% randomization,

the other methods often have very similar performance to the DAC. This is possibly due

to the substantial amount of data that has been eliminated by the DAC leaving very few

samples per class. The fact that the performance is comparable even in this case, and the

high hypothetical performance of the oracle illustrate the effectiveness of a data cleaning

approach for deep learning even when a significant fraction of the data has been eliminated.

3.4.4 Comparison to Related Work

While data cleaning (or pruning) approaches have been considered before in the context of

shallow classifiers (Angelova et al., 2005; Brodley and Friedl, 1999; Zhu et al., 2003), to the

best of our knowledge, this is the first work to show how abstention training can be used

to identify and eliminate noisy labels for improving classification performance. Besides the

improvements over the work we compare to, this approach also has additional advantages:

we do not need to estimate the label confusion matrix as in (Sukhbaatar et al., 2014; Reed

et al., 2014; Patrini et al., 2017) or make assumptions regarding the amount of label noise

or the existence of a trusted or clean data set as done in (Hendrycks et al., 2018b) and (Li

et al., 2017b).

The DAC approach is also significantly simpler than the methods based on the mentor-

student networks in (Jiang et al., 2018b) and (Han et al., 2018), or the graphical model

approach discussed in (Vahdat, 2017). In summary, the results in this section not only

demonstrate the performance benefit of a data-cleaning approach for robust deep learning in

the presence of significant label noise, but also the utility of the abstaining classifier as a very

effective way to clean such noise.

3.4.5 Results on Non-Uniform Label Noise

Often in real-world datasets, label noise is not completely arbitrary, but instead, visually or

semantically similar classes are often confused with each other. Unlike the structured label

noise experiments, where a corrupting feature or transformation resulted in corrupted labels,
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Dataset Method
Class Dependent

Label Noise Fraction
η =0.1 0.2 0.3 0.4

CIFAR-10
(ResNet-34)

Lq 90.91 89.33 85.45 76.74
Trunc Lq 90.43 89.45 87.10 82.28
Forward T 91.32 90.35 89.25 88.12
Forward T̂ 90.52 89.09 86.79 83.55
DAC 94.23 93.20 92.07 89.88

CIFAR-100
(ResNet-34)

Lq 68.36 66.59 61.45 47.22
Trunc Lq 68.86 66.59 61.87 47.66
Forward T 71.05 71.08 70.76 70.82
Forward T̂ 45.96 42.46 38.13 34.44
DAC 75.59 73.22 71.38 65.34

Fashion-MNIST

(ResNet-18)

Lq 93.51 93.24 92.21 89.53
Trunc Lq 93.53 93.36 92.76 91.62
Forward T 94.33 94.03 93.91 93.65
Forward T̂ 94.09 93.66 93.52 88.53
DAC 95.48 95.08 94.96 94.31

Table 3.2: Comparison of DAC vs related methods for class-dependent label noise. Perfor-
mance numbers reproduced from (Zhang and Sabuncu, 2018). For the DAC, an abstaining
classifier is first used to identify and eliminate label noise, and an identical DNN is then used
for downstream training.

here we model class dependent label noise by assigning a probablity η that class i is labeled

as class j. We report results on CIFAR-10, CIFAR-100 and Fashion-MNIST for using the

experimental setup as described in (Zhang and Sabuncu, 2018), and we compare with the

results reported in that paper which also includes the Forward correction method of (Patrini

et al., 2017). In CIFAR-10, the class dependent noise results in the following flip scenario with

probability η: TRUCK → AUTOMOBILE, BIRD → AIRPLANE, DEER → HORSE, and

CAT ↔ DOG. For CIFAR-100, classes are organized into groups as described in (Krizhevsky

and Hinton, 2009) and the class-dependent noise is simulated by flipping each class into the

next circularly with probability η. For Fashion-MNIST, classes are flipped as follows: BOOT

→ SNEAKER , SNEAKER → SANDALS, PULLOVER → SHIRT, COAT→ DRESS with
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probability η. The aforementioned flipping scenarios are identical to the setup in (Zhang

and Sabuncu, 2018), even though it must be noted that the likelihood of label flips among

similar classes generally depends on underlying features in a given sample. However, existing

work only models class-conditional label noise(i.e. without taking features into account), and

thus we use the same assumptions here6. Results are shown in Table 3.2, that illustrate the

ability of the DAC as an effective data-cleaner even nder non-uniform, class-conditional label

noise scenarios.

3.5 Abstention and Memorization

In the structured-noise experiments in Section 3.3, we saw that the DAC abstains, often with

near perfection, on label-randomized samples by learning common features that are present

in these samples. However, there has been a considerable body of recent work that shows

that DNNs are also perfectly capable of memorizing random labels (Zhang et al., 2016; Arpit

et al., 2017). In this regard, abstention appears to counter the tendency to memorize data;

however it does not generally prevent memorization.

In the experiments described in Section 3.3.3, the desired behavior of abstaining on

the smudged samples (whose labels were randomized in the training set) does not persist

indefinitely. At epochs 60 and 120, there are steep reductions in the abstention rate, coinciding

with learning rate decay. It appears that at this point, the DAC moves into a memorization

phase, finding more complex decision boundaries to fit the random labels, as the lower learning

rate enables it to descend into a possibly narrow minima. Generalization performance also

suffers once this phase begins. This behavior is consistent with the discussion in (Arpit

et al., 2017) – the DAC does indeed first learn patterns before literally descending into

memorization.

Auto-tuning of α described in Section 3.2.1 prevents abstention rate from saturating to 1;

however as we saw in Section 3.3.3, it does not prevent abstention from converging to 0. A

6The ability to learns features that are correlated with label noise, is of course, one of the unique properties
of the DAC, as demonstrated in the various experiments in Section 3.3.
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sufficiently small learning rate and long training schedule eventually results in memorization.

As discussed in the previous section, to prevent this, we employ early stopping when a

desirable validation error has been reached on the non-abstaining part of the DAC.

3.6 Conclusions

There are few works discussing abstention in the context of deep learning and to the best of

our knowledge, we are the first to show its effectiveness while training. We showed the utility

of the DAC under multiple types of label noise: as a representation learner in the presence of

structured noise and as an effective data cleaner in the presence of arbitrary noise. Results

indicate that data-cleaning with the DAC significantly improves classification performance

for downstream training. Furthermore, the loss function formulation is simple to implement

and can work with any existing DNN architecture; this makes the DAC a very useful addition

to real-world deep learning pipelines.
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Chapter 4

EXTENSIONS TO THE DEEP ABSTAINING CLASSIFIER

In this chapter, we describe various extensions to the deep abstaining classifier introduced

in Chapter 3. Building on previous results, we demonstrate the use of PID control to improve

the performance of the DAC. Next, we augment the fully supervised training approach

described so far with semi-supervised learning for further gains on label-noise robustness.

4.1 Stabilizing Abstention Behavior of the DAC

Consider again the loss on a sample x, introduced in Section 3.1:

L(x) = (1− pk+1)

(
−

k∑
i=1

ti log
pi

1− pk+1

)
+ α log

1

1− pk+1

(4.1)

The hyperparameter α, which is applied to the abstention penalty term, controls the

abstention behavior. We established, analytically, in Section 3.2 the condition for the DAC

to increase mass in the abstention class to be:

α < (1− pk+1)

(
− log

pj
1− pk+1

)
(4.2)

where j is the class specified in the training data for a given sample x (which may not be

the true class due to label noise). In the linear ramping-up of α discussed in the previous

chapter, the above condition will fail to hold at some point during the training, and as we

have seen, abstention eventually decays to zero. In this scenario, the ideal rate of abstention

was determined by observing the performance on a clean validation set. Often, however, a

sufficiently large clean validation set might not be available since cleaning is labor intensive.

In these situations, it might be easier to determine an approximate estimate of label noise; the



54

desired behavior for the DAC would be then to stabilize abstention to match the estimated

noise rate.

Note that pj in the above condition is a moving target: as established in Section 3.2,

as long as α > 0, the DAC continues to learn on the training data implying all the mass

will eventually end up in pj. If at some iteration t, the ideal level of abstention has been

reached, then to maintain abstention at that rate, α has to be dynamically adjusted during

training. The ramping-up of α described in Algorithm 1 does not result in this behavior; on

the contrary, it was purposely designed to decay abstention such that the DAC abstains on

only the most confusing samples in the later stages of training. Here, we need to maintain

abstention once it has reached the noise rate by reducing α. But by how much? As we have

seen, abstention is very sensitive to α – reduce too much and abstention can quickly shoot

up, while an insufficient reduction can end up causing the DAC to switch to non-abstaining

behavior (Figure 4.1)

The mechanism for dynamically adjusting α – our control knob– to stabilize abstention

behavior of the DAC – our “process” – falls in the realm of classical control, and that is what

we explore in this chapter. Specifically, we explore proportional-integrative-derivative (PID)

control – a widely used technique in industrial processes – to tune α. Note that even though α

is a hyper-parameter – in the sense that it is not a learned parameter – we can tune it outside

the learning loop by observing its behavior on the training set. In that sense, α is very much

like the learning rate in SGD, which is also dynamically annealed in most implementations.

There is a subtle difference however: a good learning rate annealing schedule is generally

determined by observing the performance of the DNN on a validation set; in contrast, our

aim here is to achieve the desired abstention behavior on the training set and thus we do not

need a clean validation set to determine the correct α; this is especially useful in situations

when a clean validation set is not available.

Before we proceed, a note on abstention set-point: to effectively use a control scheme to

stabilize to a set-point, one obviously needs to determine the set-point, which in our case, is

the estimated label noise rate. In Section 4.5 we show how by employing classical statistics
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this can be determined in a practical manner by looking at only a very small fraction of the

training data. In the following sections, we give an overview of PID control, make connections

to related work, and empirically demonstrate its effectiveness.
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Figure 4.1: Abstention on train set at various levels of label randomization (indicated by
color). When α (not shown), is linearly ramped up, the DAC starts overfitting and abstention
eventually decays to zero.

4.2 An Overview of PID Control

PID control is a form of continuous feedback control based on the idea that the control signal

should be proportional to the behavior of the error signal: at a given time step t, we use the

observed error, past error and how quickly the error is changing to decide the control signal

for the next time step. Devices using the idea of continuous feedback control date back to

the 17th century with early theoretical work by Maxwell in the nineteenth century, and a

precise mathematical formulation appearing in the early 1920’s (Bennett, 1993).

Formally, in a PID system, the control signal u(t) is given by:

u(t) = Kpe(t) +Ki

∫ t

0

e(t)dt+Kd
d

dt
e(t) (4.3)

where e(t) is the error at time t, defined as the difference between observed value and set-point.
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The integral term gives the accumulation of past errors, while the derivative term indicates

how fast the error is changing in response to the previous control signal; the coefficients Kp,

Ki and Kd determine the contribution of each of these terms. This simple scheme allows

one to treat the system being controlled using a model-free, "black-box " approach just by

observing the output, which is a very convenient situation for us because modern DNNs are

highly non-linear systems involving hundreds of millions of parameters. Even though we have

an analytical condition on abstention behavior, it is generally not possible to know in advance

how the DAC – which is just a DNN with a modified loss function – will respond to changes

in α. PID control is surprisingly robust and effective: over 90% of industrial contrllers are

implemented based on PID (Ang et al., 2005) including applications in aeronautics (Salih

et al., 2010), self-driving cars (Zhao et al., 2012) and robotics (Rocco, 1996).

4.2.1 PID Control in Deep Learning

While PID control has not been explicitly used in deep learning, it is a remarkable fact

that gradient descent – where the parameters are updated based on the gradient of the loss

– is a form of PID. In fact, plain stochastic gradient descent (without momentum) is a

proportional-only controller, since the parameter update rule for SGD

Θt+1 = Θt − η
∂Lt
∂Θt

(4.4)

can be compared to a proportional controller by treating the gradient ∂Lt

∂Θt
as the error and

the negative learning rate η as the proportional constant Kp. Further, SGD with momentum,

where the update rules are

Vt+1 = αVt − η
∂Lt
∂Θt

(4.5)

Θt+1 = Θt + Vt+1 (4.6)
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can, after some mathematical manipulation, be written as

Θt+1 = Θt − η
∂Lt
∂Θt

− r

(
t−1∑
i=0

(
∂Li/∂θiα

t−i)) (4.7)

which is equivalent to a Proportional-Integral (PI) controller. This connection to SGD

was recently made in (An et al., 2018) where the authors used a PID-based approach to

dynamically tune the learning rate of SGD, resulting in improved convergence in both training

and validation losses on various image datasets. This is one of the few works, and perhaps

the first, to apply full-fledged PID control for optimization in deep learning.

It has also been argued that learning to learn – or meta-learning (Vanschoren, 2018) –

is a special case of controller design (Recht, 2018). In meta-learning, the current dominant

paradigm appears to be reinforcement learning (Sutton et al., 1998), which is of course a much

more sophisticated approach to policy learning, and is used in more complicated situations

where simple PID-type control approaches will not suffice. Traditionally, PID control been

applied only in the realm of low-level control loops; nevertheless, the complexity of DNN

behavior not-withstanding, the abstention dynamics established in the previous chapter allows

us to treat the problem of stabilizing abstention as involving one control knob and avoid

more complicated schemes like reinforcement learning.

4.3 Stabilizing Abstention with PID Control

As previously discussed, to maintain and stabilize abstention at a given set-point, the penalty

on abstention has to be continuously reduced; otherwise, the DAC attempts to minimize loss

by over-fitting to the mislabeled data. To do this, we observe abstention rate at each learning

iteration and suitably anneal α using the PID approach.

Consider again the PID control rule:

u(t) = Kpe(t) +Ki

∫ t

0

e(t)dt+Kd
d

dt
e(t) (4.8)
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Since in our case, the control is implemented on a digital computer, we need the discrete-

time version of this. Let η be the desired abstention rate, and rt be the abstention at time-step

t. Then the error term in the discrete time of version of the PID becomes:

et = η − rt (4.9)

∆et = et − et−1 (4.10)

= rt−1 − rt (4.11)

We compute the integral term by maintaining a cumulative sum of the errors, scaled by a

suitable time constant

wt = wt−1 + et∆t (4.12)

The derivative is calculated using a finite difference:

vt =
∆et
∆t

(4.13)

Putting everything together, the control signal of the discrete-time PID becomes:

ut = Kpet +Kiwt +Kdvt (4.14)

where Kp, Ki and Kd are the non-negative PID constants. This control signal is then used to

update α as follows:

αt = max(0, αt−1 − ut) (4.15)

Note that α is reduced if the control signal is positive. This can be understood as follows: if

et and wt are positive, then abstention is below the setpoint and thus α has to be reduced to

encourage abstention. If vt is positive, then the abstention is on a decreasing trajectory, so
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Algorithm 2: An optimization step in the DAC with PID tuning of α

Input: Predictions on current batch (P ∈ R|B|×(K+1), where |B| is batch-size)
r̂t ← 1

|B|
∑

1≤i≤|B|
1 (argmax (Pi,:) = K + 1) // instantaneous abstention rate

rt ← µrt−1 + (1− µ)r̂t // smoothed abstention rate
ut ← PID (rt) // compute control using Equations 4.9 through 4.14
αt ← max(0, αt−1 − ut) //α update step. α ≥ 0 is required for learning. See
Section 3.2
Lt ← DAC_LOSS (P, αt) //compute loss using Equation 3.1
SGD_UPDATE(Lt) // Gradient descent update based on current loss

to damp the correction, we decrease α. The minimum value of α has to be clamped at zero

to ensure that learning takes place on the true class (See Section 3.2). Also note that since

we are performing stochastic optimization via SGD, the instantaneous abstention rate r̂t,

calculated on a mini-batch, is a noisy measurement of the true abstention rate. To smooth out

the effect of this noise, we maintain an exponentially weighted moving average of abstention

as follows:

rt = µrt−1 + (1− µ)r̂t (4.16)

where r̂t is the instantaneous abstention rate calculated on the current SGD batch. A

pseudo-code of the implementation is given in Algorithm 2 which shows how the PID tuning

is incorporated into the optimization loop.

4.4 Experiments

Experimental results using the PID approach are discussed in this section. Our setup is

similar to the one we used in Section 3.3.2. As before, we test our method for both structured

and unstructured noise. Since we do not use the linear ramping of α, we do not have to worry

about the hyperparameters involved in initializing and ramping α. However, we do have to set

the PID tuning coefficients. We manually tune these using the Ziegler-Nichols rules (Ziegler



60

and Nichols, 1942) as a guide. We found that the value of Kp = Ki = 0.1, Kd = 0.05 worked

well, and we use that in all our experiments.

4.4.1 Structured Noise

In the first set of experiments, we test the PID controlled DAC on the corrupted version of

the STL-10 dataset for the random smudge, random monkeys and random blurred described

in Section 3.3.2. We use the VGG-16 architecture as before, and the same loss function, but

this time with the PID tuning loop. Abstention set point is set to the label-noise rate, which

is 10% of the data in each of the three cases.

0 50 100 150 200
epoch

0.0

0.2

0.4

0.6

0.8

1.0
DAC-PID performance (Random Smudge)

Abstention Recall
Abstention Precision
Abstained Percent
Abstention set-point

(a)

0 50 100 150 200
epoch

0.0

0.2

0.4

0.6

0.8

1.0
DAC-PID performance (Random Monkeys)

Abstention Recall
Abstention Precision
Abstained Percent
Abstention set-point

(b)

0 50 100 150 200
epoch

0.0

0.2

0.4

0.6

0.8

1.0
DAC-PID performance (Random Blurred)

Abstention Recall
Abstention Precision
Abstained Percent
Abstention set-point

(c)

Figure 4.2: Performance of a PID-controlled deep abstaining classifier on various datasets
with structured noise, in terms of abstention stablization to set-point (dotted red line) and
the quality of abstention (precision and recall).

Results are shown in Figure 4.2. For the random smudge, and random blurring experiments,

the abstention is very accurate, both in terms of precision and recall. On the random monkey

set, abstention quality is lower but no worse than the best performing case in the non-PID

version of DAC, meaning we have achieved the same quality of abstention as before without

having to worry about when to stop training. The abstention rate converges to the set-point

in about 60 epochs which is when the learning rate is annealed, following which the behavior

is remarkably stable.
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4.4.2 Unstructured Noise
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Figure 4.3: Performance of a PID-controlled deep abstaining classifier on the MNIST dataset
on ResNet-18 architecture, at various levels of label noise. Shown are abstention stabilization
to set-point and the quality of abstention (precision and recall).

In this section, as in Section 3.4.2, we perform experiments the on the MNIST, CIFAR-

10 and CIFAR-100 datasets with an increasing fraction of uniformly randomized labels

(symmetric noise model), using the same networks as before: an 18 and 34 layer residual

network, and 28 × 10 wide residual network. Unlike the experiments in Section 3.4.2, here

we are only interested in the stabilization and quality of abstention, so do not perform

downstream experiments with the cleaner dataset.

Results on the various datasets are shown in Figures 4.3 and 4.4. Since MNIST is an easier

dataset, the abstention precision and recall are slightly better than the more challenging

cases of CIFAR-10 and CIFAR-100. The quality of stabilization dynamics is remarkably

similar across datasets, and architectures: in all cases, abstention takes longer to stabilize

with increasing amount of label noise. This is not surprising, given that a large fraction of

corrupted data – whose labels have been uniformy randomized – cause a significant amount

of variance in the gradient update in each iteration. It has been observed that fitting to the

training data indeed takes longer in the presence of severe label noise (Zhang et al., 2016);

the fact that abstention also takes longer to stabilize is consistent with this.
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Figure 4.4: Performance of a PID-controlled deep abstaining classifier on the CIFAR-10
and CIFAR-100 on two different architectures, at various levels of label noise. Shown are
abstention stabilization to set-point and the quality of abstention (precision and recall).
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It is worthwhile noting that at high label noise rates (60%), even though the PID-controlled

DAC achieves a precision of 80%, a significant amount of label noise still remains in the

non-abstained data. Further downstream training will require noise-robust methods to train

a performant classifier; we explore such methods in the second half of this chapter where we

discuss semi-supervised learning.

4.5 Setting the Setpoint: Estimating Label Noise via Sampling

While the experiments in the previous section showed that a PID-controlled DAC can be

used to stabilize abstention behavior and identify label noise both with high precision and

high recall, the abstention rate – which in the experiments was set to the label noise rate

– has to be specified by the user, meaning an estimate of the label noise is needed a priori.

How do we reliably determine the amount of label noise in a dataset, especially when the

number of training samples can be in the millions? One approach to this is to train the model

on the corrupted set D̃, and then assuming that the model has learnt the conditional noisy

distribution p(ỹ|x), we can use the model’s predictions on a clean set D to estimate label

noise. The idea here is that prediction errors on D will be indicative of the label corruptions

in the training set, and thus allow us to estimate the label transition matrix Qi,j, and hence,

also the total noise rate. This method was first described in (Patrini et al., 2017) and a

variant of this approach was recently proposed in (Hendrycks et al., 2018b).

Note that for estimating the abstention setpoint (the total label noise rate), we do not

actually need the full label transition matrix Q, and further, if a clean validation set is

not available, then the above-mentioned methods are not applicable. In such cases one can

estimate the label noise by manual sampling of the data. But how big a sample size do we

need? It turns out that due to the Central Limit Theorem, we need a surprisingly small

number of samples – only in the few hundreds – to reliably estimate label noise in the training

set even for very large datasets.

To estimate label noise, we formulate the problem as estimating the proportion of successes,

p, in a dichotomous i.e., binary -outcome variable in a population, where a success here
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is defined as the event that a data sample is incorrectly labeled. From the Central Limit

Tteorem, we know that the distribution of the sample means is approximately normally

distributed (provided the sample size is not too small) with a mean and variance given by:

µX̄ = p (4.17)

σ2
X̄ = σ2/n (4.18)

where X̄ is the sample, p is the proportion we are trying to estimate and σ2 is the true

variance of the population. For a dichotomous random variable, σ2 = p(1− p). If we denote

p̂ to be the sample mean, we have

p̂ ∼ N (p, p(1− p)/n) (4.19)

Let z represent the standard normal variable corresponding to p̂, that is:

z =
p̂− p√
p(1−p)
n

(4.20)

Also, for the standard normal distribution, we have:

P (−zα/2 < z < zα/2) = 1− α (4.21)

that is, with a probability of 1−α, z lies in the interval [−zα/2, zα/2]. Concretely, for α = 0.05

(corresponding to a confidence level of 95%), we have zα/2 = 1.96, giving

P (−1.96 < z < 1.96) = 0.95 (4.22)

Substituting the value of z, we have

P (−1.96 <
p̂− p
σ/
√
n
< 1.96) = 0.95 (4.23)
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where σ = p(1− p). Re-arranging, and after a little algebra, we have

P (p̂− 1.96

√
σ

n
< p < p̂+ 1.96

√
σ

n
) = 0.95 (4.24)

The quantity 1.96σ/
√
n is the margin of error at the 95% confidence level. For example, if

we wanted the margin of error to be no more than ε at a 95% confidence interval, we have

1.96σ/
√
n ≤ ε (4.25)

Substituting σ = p(1− p) and re-arranging gives us the lower bound on sample size for the

required margin of error and confidence level of 95%.

n ≥
(

1.96

ε

)2

p(1− p) (4.26)

Note that this involves the quantity p we are trying to estimate. However, the expressions

p(1−p) is maximized when p = 0.5, and thus we arrive at the worst-case (or most conservative)

minimum sample size for our required margin of error ε and confidence level.

n ≥ 0.96

ε
(4.27)

Concretely, for a margin of error of ±5%, this works out to a minimum sample size of

≈ 380 samples, meaning label noise can be estimated with high confidence by manually

examining only a few hundred samples. While this is not trivial, it is feasible in a real-

worldlmachine learning setting. Note that the minimum sample size is essentially independent

of the population size1, meaning a few hundred samples will suffice for label noise estimation

even when the training data contains millions of samples.

1The correction factor of
√

N−n
N−1 can typically be ignored unless the sample size n is comparable to the

population size N
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Figure 4.5: Estimated label noise at various sample sizes and at different noise rates on various
image datasets. MNIST, STL-10 and CIFAR-10 have objects from ten different categories,
while CIFAR-100 consists of one hundred categories.

In Figure 4.5, we show the results of a few label noise simulation experiments over various

image datasets, at various levels of label noise. The solid red horizontal line indicates the

true label noise rate, while the colored bands indicate the estimated label noise and variance

of the estimate at a given sample size. As expected from the earlier analysis, a relatively

small number of samples suffices to reliably estimate label noise, and this is independent of

the number of classes or the population size.
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4.6 Discussion

This concludes the first half of this chapter on stabilizing abstention in the DAC. We see that

using PID control, abstention can be effectively stabilized at a given setpoint, to identify

mislabeled data both with good precision and recall. Using the Central Limit Tteorem and

sampling, we were able to estimate the approximate noise rate by only examining a few

hundred training samples; this allows us to set the abstention set-point to a value that is

very near the true label noise rate.

More sophisticated methods such as reinforcement learning could possibly be used. How-

ever, the analytical results developed in Chapter 1 allow us to treat this a relatively simple

control system with one input (α), – aone output (– absteon rate). This simplicity and the

demonstrated effectiveness of the PID approach makes this an appealing choice for tuning

the DAC in real-world scenarios.

4.7 Semi-Supervised Deep Learning with the Deep Abstaining Classifier

While the abstention based approach described so far is useful for eliminating noisily labeled

data, large quantities of noisy labels might result in a significant fraction or even the majority

of training data being eliminated. However, this prevents us from effectively utilizing DNNs

which require a large amount of training data to perform well. If instead, we were to just

ignore the noisy labels, but still make use of the features for training, we could potentially

further improve performance. This is the realm of semi-supervised learning (SSL), where both

labeled and unlabeled data are used to improve classification performance (Chapelle et al.,

2006). Originally developed in the context of shallow learning models, there has been a surge

of interest in SSL in the last decade especially in domains where data has been plentiful such

as images, text, speech and bio-informatics (Chapelle et al., 2006). The field of SSL is vast

and uses a diverse set of tools, and a full discussion is beyond the scope of this thesis, but

below we give an overview of various paradigms that have been successfully used to leverage

the power of unlabeled data.
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Concretely, let {(xi,yi)}`i=1 be the labeled training data and {xi}`+u
i=`+1 be the unlabeled

training data, where n = ` + u so that we have n points in total. In supervised learning,

the goal is to learn a mapping from x to y while in unsupervised learning, the task is

fundamentally that of estimating the density p(x). Semi-supervised learning is halfway

between these two, where unlabeled data is leveraged in a specific way with the intention of

producing a better mapping from x to y, since the task is generally still that of learning a

classifier.

However, for SSL to work, the additional knowledge gained about p(x) through unlabeled

data has to be somehow useful for the inference of p(y|x); otherwise, SSL will not yield

any improvement over purely supervised learning and might even degrade performance.

Concretely, SSL provides a tangible benefit when the following conditions are met:

• Manifold Assumption Data are embedded in a low-dimensional non-linear manifold

in some high dimensional ambient space

• Smoothness Assumption Nearby points are likely to have same labels

• Cluster Assumption Points in same class are likely to cluster in high density regions

Fortunately, in the vast majority of situations, these assumptions roughly hold (Figure 4.6)

and it is indeed beneficial to use SSL for improving classification performance. The cluster

assumption of SSL is essentially the notion that a classifier’s decision boundary should not

pass through high-density regions of the marginal data distribution. This is similar to the

large-margin assumption in transductive SVMs and can be used for leveraging unlabeled

data. This was done in (Grandvalet and Bengio, 2005) where the classifier is required to

produce low-entropy predictions on unlabeled data by adding a loss term which minimizes

the entropy of p(y|x; θ) for unlabeled data.

Arising from the smoothness assumption in SSL – namely that nearby points are most

likely of the same class – is the notion of similarity and thus many SSL models typically use
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Figure 4.6: Data are assumed to lie on a low-dimensional manifold with nearby points
belonging to the same class

some form of similarity regularization between points that are assumed to be nearby in feature

space. Both labeled and unlabeled data can be used to enforce smoothness and this approach

often produces better classification boundaries than using labeled data alone (Chapelle et al.,

2006). The notion of similarity is therefore fundamental to many SSL algorithms where the

canonical parametric formulation of the SSL loss function takes the following form

L∑
i=1

l(yi, f(xi)) + λ
∑
i,j

ωi,jg(f(xi), f(xj)) (4.28)

where f : X → Y is the classifier mapping from input to output space, l is the supervised loss

function calculated on the labeled points (which can be a squared loss, hinge-loss or some

measure of divergence between predictions and ground truth) and g is the difference in the

classifier’s output between points weighted by their similarity. The second term represents a

similarity regularizer incurring a penalty when similar nodes have differing outputs.

Similarity can be captured in a number of ways. In graph-based semi-supervised learning,

this relationship is encoded via graphs where the nodes represent both labeled and unlabeled

points and the weights of the edges reflect the similarity between the nodes (Zhu et al., 2005).

The graph then represents the underlying manifold, and a similarity regularizer is applied

pair-wise on connected vertices (Figure 4.7). The objective function thus forces labels to be
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Figure 4.7: A graph can be induced on the low-dimensional manifold. In graph-based SSL,
the graph structure is used to enforce the smoothness assumption.

consistent on the manifold. Graph-based SSL algorithms have been successfully applied to

tasks such as phone and word classification in automatic speech recognition (ASR) (Malkin

et al., 2009; Liu and Kirchhoff, 2013), part-of-speech tagging (Subramanya et al., 2010),

statistical machine translation (Alexandrescu and Kirchhoff, 2009), sentiment analysis in

social media (Lerman et al., 2009), text categorization (Subramanya and Bilmes, 2008) and

many others.

4.7.1 SSL in the Deep Learning Era

The advent of deep learning in recent years has allowed methods that exploit unlabeled data

in novel ways, leveraging the representation-learning capacity of DNNs; we give an overview

of the various paradigms in the following sections.

Similarity Regularization

Similarity regularization in deep learning is also based on the smoothness assumption, but the

notion of similarity can now be expressed in additional ways. For example, a graph can be

induced on the input features as well as on the learned representations in the hidden layers; a

graph regularizer is then added to the loss function that enforces smoothness on all these

graphs. Among the first works to explore this mode of training was (Weston et al., 2008),
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where the authors investigated the benefits of addition of graph-based similarity regularizers

both over the input features and hidden layers of the network, with noticeable improvements

in classification performance over traditional SSL-based methods. A modification to this

approach was explored in (Malkin et al., 2009) where a KL-divergence term was used instead

of the squared-loss; improved performance was observed on speech data. Other examples

of combining graph-based similarity regularization with deep learning include (Yan and

Wang, 2009) where a graph induced over the sparse representations that are first learned by

a sparse coding is used to enforce similarity regularization. The recently proposed “graph

neural machines” in (Bui et al., 2017) showed the efficacy of this method for recurrent neural

networks (Hochreiter and Schmidhuber, 1997) as well.

Graph-based semi-supervised deep learning does have some limitations, however. For large-

scale learning, the graph has to be sparse, otherwise the graph-construction and computation

become too memory intensive to be practical. Additionally to induce a graph, one needs a

good measure – or metric – of similarity, and in many applications it is not readily obvious

what measure of similarity one must use. Further, the random sampling used in stochastic

gradient descent (SGD) – the workhorse of modern deep learning – is not fully compatible

with the requirement that a local neighborhood of theagraph be present in the loss function

calculation, unless sufficient care is taken to carefully construct the mini-batches needed

for SGD. We looked at these issues in detail in a series of works (Thulasidasan et al., 2016;

Thulasidasan and Bilmes, 2017) where we showed the efficacy of different heuristic methods

that preserve graph structure but also has enough diversity in the mini-batches.

While graph-based deep learning methods were among the first approaches to be success-

fully applied in the area of semi-supervised deep learning, they have been mostly replaced in

recent years by non-graph based methods that exploit other forms of regularization.

Entropy Regularization

A method to force a DNN to output low entropy predictions on unlabeled data was proposed

in (Lee, 2013) where the DNN is jointly trained with both labeled and unlabeled data. The
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unlabeled data are trained on pseudo-labels based on the class with the maximum predicted

probability. This is essentially a version of self-training and further it was also shown that

this was equivalent to the entropy regularization of (Grandvalet and Bengio, 2005).

It is important here that the predictions on the unlabeled set are phased in gradually

through the course of training, since initially the guesses on unlabeled data are not any

better than random. The paper achieves this by linearly ramping up the weight on the

unlabeled portion. The ramping schedule, initial and final values are hyperparameters that

need to be tuned, usually on a per-dataset basis. Empirically, this was shown to achieve good

performance on MNIST and CIFAR-10 – scenarios with good class separation – but it is

unclear this method works well on more challenging datasets. Further, it also has the same

vulnerability as self-training: reinforcement of learning errors.

Consistency Regularization

Modern DNNs that achieve state-of-the-art performance on various classification tasks have

hundreds of millions of parameters which make them much more susceptible to overfitting.

Indeed, DNNs can fit a completely random assignment of labels to data samples (Zhang et al.,

2016), and thus regularization in some form of the other is generally required for performant

classification. Consistency regularization forces the DNN to make consistent predictions even

in the presence of small stochastic perturbations. These perturbations can either be applied

to the network itself – by adding random noise to the units or simply disabling a small subset

of the weights – or to the data that leave the semantics unchanged, such as rotations, flips

and crops for images. The main idea here is that enforcing consistency between predictions

on a given data point x and its own perturbed versions does not require knowledge of the

true labels, and thus lends itself readily to training in a semi-supervised manner.

Two somewhat concurrently published works (Sajjadi et al., 2016; Laine and Aila, 2016)

exploited precisely these ideas for the semi-supervised training of DNNs. In (Sajjadi et al.,

2016), the authors consider the problem of semi-supervised learning of image data with

convolutional neural networks. Stochastic transformations and perturbations in the form of
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random data augmentation, dropout and random max-pooling are applied to the data. The

authors propose an unsupervised loss function that takes advantage of the stochastic nature

of these methods and minimizes the difference between the predictions of multiple passes

of a training sample through the network. Similarity between the original and perturbed

versions of the input are enforced both in the input layer, as well as in the hidden layers of

the network

More specifically, let N be the number of training samples, over C classes. Assume f j(xi)

is the classifier’s softmax output over K classesoutputhe i’th training sample during the j’th

training pass throuh training sample is perturbed and passed n times through the network.

The transform-stability loss function for each data sample is:

lTS
U =

n−1∑
j=1

n∑
k=j+1

∥∥f j (Tj (xi)
)
− fk

(
Tk (xi)

)∥∥2

2
(4.29)

where Tj(xi) is a random transformation on the data before the j’th pass through the network.

The loss function minimizes the squared output between each possible pair of predictions for

a given data point. Note that the above loss function does not prevent the classifier from

trivially assigning all unlabeled points to the same class. Thus the authors also propose a

mutual exclusivity loss that forces each prediction vector to be valid and prevents trivial

solutions. This loss function for the training sample xi is defined as follows:

lME
U =

n∑
j=1

(
−

C∑
k=1

f jk (xi)
C∏

l=1,l 6=k

(
1− f jl (xi)

))
(4.30)

The authors then use a combined loss function

lU = λ1l
AE
U + λ2l

TS
U (4.31)

for training and showed that this approach achieves state-of-the-art results on a number

of image benchmarks.
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In addition to regularizing on transformed versions of data and network, the work in (Laine

and Aila, 2016) also proposed to regularize the output of the network against earlier versions

of itself – so called “temporal ensembling” or to be more precise, “temporal self-ensembling”.

The loss functions are similar to that of (Sajjadi et al., 2016) with the squared-loss error

being used for regularization. Like the approach in (Lee, 2013), the loss on the unlabeled

portion is linearly ramped up because otherwise the network easily gets stuck in a degenerate

solution where no meaningful classification of the data is obtained. One of the advantages in

this method in terms of running time is that the previous versions of the output predictions

are already computed, so these are available for free (in terms of computation; one still has to

store these predictions). The authors use an exponentially moving weighed average of these

predictions during training, and show state-of-art results on multiple image benchmarks.

Inspired by the consistency regularization on predictions over stochastically perturbed

inputs in the above method, the “Mean Teacher" method in (Tarvainen and Valpola, 2017)

instead proposes to regularize predictions over an exponential moving average of the model

parameters Θ instead of averaging over label predictions. This has the advantage that

parameters are continuously averaged every iteration, rather than only once per epoch as is

the case when averaging over label predictions, and was shown to outperform the temporal

ensembling method described above.

And finally, also very much within the paradigm of consistency regularization, is the

“Virtual Adversarial Training” proposed in (Miyato et al., 2018) that uses adversarial training

approaches (Szegedy et al., 2013b; Goodfellow et al., 2014b) to perform consistency regular-

ization. A tiny adversarial perturbation radv is added to the model input x to maximize the

change in predicted output. Consistency regularization in this scenario forces the model to

output the same prediction as it did on the non-perturbed input. While making the model

somewhat robust to adversarial perturbations, it also has the added benefit of being able to

leverage unlabeled data.

The methods described above all fall into one of the dominant paradigms of semi-supervised

deep learning – regularization based on similarity, entropy minimization or self-consistency.
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There are a number of other methods that fall outside these paradigms such as deep generative

models (Kingma et al., 2014) that we do not discuss here since we will not be using it when

combining abstention with semi-supervised training. Our approach for semi-supervised

training will employ a combination of the above paradigms, which we discuss in the following

section.

4.7.2 Combining Paradigms for Semi-Supervised Deep Learning

The paradigms for semi-supervised deep learning described above are not mutually exclusive

and thus there is no reason one cannot combine them. In fact, this was precisely what

was done in the very recently proposed technique called MixMatch (Berthelot et al., 2019)

which is currently the state-of-the-art in deep semi-supervised learning on image benchmarks.

When trained on CIFAR-10 with only 250 labeled images, MixMatch outperforms the

previous state of the art (Virtual Adversarial Training) by a 25% absolute improvement in

the error rate (11.08% for MixMatch vs 36.03% for VAT). Note that the fully supervised

case on all 50k images has an error rate of 4.13%; this and additional results on other

image benchmarks empirically indicate a combination approach can dramatically improve

classification performance in semi-supervised learning.

The MixMatch approach combines consistency regularization, entropy minimization and

general regularization. During training, stochastic augmentations are first applied to the data,

with unlabeled data being augmented multiple times. Predictions on the unlabeled data

are then averaged, subsequently sharpened (entropy minimization) and then regularized for

consistency (similar to the approaches described earlier). The “Mix” in MixMatch comes from

the fact the final step in MixMatch consists of taking convex combinations of inputs and labels

using a technique called Mixup introduced in (Zhang et al., 2017). The mixing parameter

in Mixup is randomly chosen 2, and thus produces a steady stream of new training samples.

Training on the resulting augmented and label-smoothed data was shown to consistently

2The mixing parameter is sampled from a Beta distribution ensuring that the class probabilities sum to
one
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improve classifier performance in vision and speech. We shall discuss Mixup in much more

detail in Chapter 7 where we investigate its benefits on the predictive uncertainty of deep

neural networks.

The different steps in MixMatch produce a batch of X and U , the mixed labeled and

unlabeled data respectively, and introduces a number of additional hyperparameters in this

multi-stage process; implementation details, and guidelines on parameter choices are given

in (Berthelot et al., 2019). Training this way, the authors report significantly improved

classification performance over previous state-of-the-art on various image benchmarks. Further,

the ablation studies in the paper show that the greatest single contributing factor to the

performance boost is the Mixup component.

4.8 Improving Label-Noise Robustness with the DAC and SSL: A Two-Step
Approach

Semi-supervised approaches to label-noise in deep learning has not received much attention.

The abstention-based approach for identifying wrongly label data, however, lends itself readily

to subsequent semi-supervised learning since what the DAC abstains on are, as we have seen,

usually the wrongly labeled samples. This suggests a two-stage approach for learning:

1. Use the DAC – along with PID control if a label noise estimate is available – to first

identify mislabeled points.

2. Drop the training labels of the abstained samples from step one, and treat them as

unlabeled data, and then proceed with SSL effectively use all the data for learning; this

two-stage method is illustrated in Figure 4.8.

A similar two-stage approach is employed in the work of (Ding et al., 2018) which is one of

the few works to investigate this technique for label noise. The main difference compared to

out proposed method is in the first stage where mislabeled data is identified. The authors try

two approaches for this: in the first method, a DNN is pre-trained with the noisy data, and

then the most confident predictions of this DNN on the training data are used to identify
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Figure 4.8: Two-stage training with the DAC. In Stage one, the DAC is used to identify
noisily labeled training data through abstention. In Stage two, all training data that were
abstained on are treated as unlabeled data. The labeled and unlabeled data are then used
together for semi-supervised learning.

correctly labeled samples. Confidence is determined by a pre-specified threshold on the

winning softmax score. For the other approach, the authors use a portion of the training

data that is known to be clean to train a one-vs-rest binary classifier Hk for each class, and

then use Hk for class-wise identification of mislabeled points on the rest of the noisy training

set. The second stage consists of semi-supervised training, where the labels of the (possibly)

mislabeled samples are dropped. The SSL technique of choice in that work was the Temporal

Ensembling method (Laine and Aila, 2016) which we discussed earlier.

The problem with using the confidence on the training scores is that, as we have seen,

given sufficient training time, DNNs can easily overfit noisy training data with high confidence,
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and unless one employs a clean validation set it is generally not possible to determine when

the appropriate level of confidence has been reached on the training set. In the second method,

a clean, sufficiently large training set has to be manually curated. Further, in a scenario with

a moderately large number of classes, training a one-vs-rest binary classifier can lead to a

severe class imbalance problem, and sufficient care has to be taken to address this issue. Not

surprisingly, the results reported in the paper were all on datasets with a small number of

classes – MNIST, CIFAR-10 and Clothing 1M(14 classes ). Nevertheless, as this is one of the

few works that take an SSL approach to label noise, we will use this as one of our baselines.

4.8.1 Experiments

For the experiments in this section, we use the CIFAR-10 and the more challenging CIFAR-100

datasets, and as before, randomize an increasing fraction of labels. Since MixMatch needs

significantly more training time than a regular, fully supervised DNN, for these experiments

we limit ourselves to these two datasets (50k training samples). We use a PID-controlled

DAC to stabilize to an abstention set-point, and in order to demonstrate the effectiveness of

sampling for estimating label noise, we set the abstention set-point to the noise rate that was

estimated by examining only 400 training samples.

The first-stage DAC-PID is trained on two different architectures (ResNet-34 andWideResNet-

28x10) that were used in the experiments in Section 3.4. For the semi-supervised learning

with MixMatch in the second stage, we use the same architecture and best performing

hyperparameters that were reported in the MixMatch paper (Berthelot et al., 2019).

Results are shown in Table 4.1. The baseline is the case where we train on the noisy

data, while DAC refers to the two-step method described in Chapter 3 where we train with

regular cross-entropy after first using the DAC to identify mislabeled points; the numbers are

reproduced from the experiments in Section 3.4. DAC-SSL is the two-stage semi-supervised

method propsoed here. As we can see, using all the training data in a semi-supervised manner

after identifying and dropping the labels of the potentially mislabeled data leads to significant

performance gains, especially in scenarios where the label noise is high. Our method also
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Dataset Method Label Noise Fraction
0.2 0.4 0.6 0.8

CIFAR-10
(ResNet-34)

Baseline 88.94 85.35 79.74 67.17
DAC 92.91 90.71 86.30 74.84
Ding et al. 84.5 - 75.8
DAC-SSL 95.14 94.08 90.91 84.86

CIFAR-10
(Wide Res-
Net 28x10)

Baseline 91.53 88.98 82.69 64.09
DAC 93.35 90.93 87.58 70.8
DAC-SSL 95.24 93.69 90.94 79.25

CIFAR-100
(ResNet-34)

Baseline 69.15 62.94 55.39 29.5
DAC 73.55 66.92 57.17 32.16
DAC-SSL 76.49 71.47 64.22 43.6

CIFAR-100
(Wide Res-
Net 28x10)

Baseline 71.24 65.24 57.56 30.43
DAC 75.75 68.2 59.44 34.06
DAC-SSL 76.81 71.09 63.89 48.89

Table 4.1: Results for abstention training followed by semi-supervised training using the
MixMatch algorithm. The DAC is trained on different datasets and architectures. Downstream
SSL training is always done on the WideResNet 28x10 architecture. DAC and Baseline results
reproduced from Chapter 3

outperforms the results reported in (Ding et al., 2018) by a large margin, empirically proving

the efficacy of an abstention-based approach followed by semi-supervised learning. We leave

experiments on larger, real word noisy datasets for future work.

4.9 Conclusion

In this chapter we showed how the DAC can be extended in multiple ways. Using the

theoretical results established in Chapter 3, we were able to successfully apply a PID-

controller approach to stabilize abstention behavior. We further discussed how classical

statistics can help us determine the label-noise rate in a dataset and enable us to set an

appropriate abstention set-point, which makes this method practical in real-world scenarios.

And finally we demonstrated how abstention can be easily combined with semi-supervised

deep learning to significantly improve training robustness and classifier performance in the

presence of label noise.
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Part II

IMPROVING PREDICTIVE UNCERTAINTY IN
DEEP LEARNING
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Chapter 5

UNCERTAINTY IN DEEP LEARNING: AN OVERVIEW

In this part of the thesis, we study the problem of predictive uncertainty of deep neural

networks. We begin by exploring the various issues in modeling uncertainty in deep learning

– particularly, that of overconfidence and miscalibration – and discuss existing approaches,

including methods for classification with abstention (or rejection), Bayesian approaches to

deep learning and other recent work in the field.

5.1 Introduction

Owing to their dramatic successes in perceptual tasks like vision and speech recognition,

DNNs are also being increasingly deployed in domains like medical diagnosis (Miotto et al.,

2016; Litjens et al., 2017) and autonomous driving(Falcini et al., 2017; Huval et al., 2015)

where it is not only important to make accurate predictions, but also critical to have a

reliable measure of confidence in the model’s prediction. An erroneous prediction that should

have otherwise been flagged for human intervention – because the system has not robustly

learned when it is likely to get the wrong answer – can have severe consequences; the major

challenges in deep learning, going forward, are thus going to be in issues of uncertainty and

trust-worthiness of such classifiers.

Before discussing existing approaches to quantifying uncertainty, it is instructive to briefly

discuss the various sources of uncertainty in machine learning. In Part I, we saw how label

noise in the training data can lead to increased predictive errors; the abstention formulation

we developed allowed us to identify features that correlate with unreliable labels (Section

3.3), and thus gave us a mechanism to abstain from prediction when encountering such

features during test time. However, even a model trained on data that is free of labeling
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errors can generally never be completely certain in its predictions. This is especially the case

when the model is presented with an object that has features common to more than one class

(such as wolf and husky dog), or one that lies away from the distribution of training data

(out-of-distribution or unknown categories); in such cases, one expects the classifier to output

low confidence predictions.

Further, there is also inherent uncertainty in the model parameters itself. Multiple

models (neural networks in our case) might exist that explain the data (which one should

we trust?), but the choice of the structure of the model is often decided in advance and

somewhat arbitrary. Because deep models are usually trained using the principle of Maximum

Likelihood Estimation (MLE), we generally end up with only point estimates of parameters –

i.e., a single model – without any notion of uncertainty on the model weights themselves.

Bayesian approaches (which we discuss in Section 5.5 of this Chapter) attempt to tackle this

directly by computing the distribution on model parameters; however, the sheer size of a

modern deep neural network – which often have hundreds of millions of parameters – usually

make such approaches infeasible.

The focus of our work in uncertainty quantification in this thesis is on predictive uncertainty

– as opposed to model uncertainty – and our approach will be a non-Bayesian one. We will

exploit the fact that the output of a DNN – which can be mathematically interpreted as

probabilities – can also be treated as actual probabilities of a correct prediction, but only

if the output scores for a classification decision match the actual likelihood of a correct

prediction; in other words, the DNN has to be well calibrated. But the capacity of modern

DNNs makes them easily prone to overconfident – and thus, miscalibrated –predictions.

Hence a significant part of our discussion in this chapter and the next will be devoted to

discussing and improving calibration in deep learning; we begin, however, with a look at

existing approaches to classification with rejection.
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5.2 Classification with Rejection

Since learning systems have been around for multiple decades, there have been extensive

theoretical and empirical investigations into rejection (or abstention)-based classification.

Before discussing the work in this field, we take a look at the basic idea in these systems.

Such classifiers can be more easily understood in the context of binary classification: let x

be an observation that can only belong to one of two possible classes, C1 or C2, with class

priors of π1 and π2, and probability density over features p1(x) and p2(x) respectively. If all

these statistics – class priors and feature densities – are known, then the optimal decision

rule, using Baye’s rule – is given by:

yi(x) =
πipi(x)

π1p1(x) + π2p2(x)
, i = 1, 2 (5.1)

and

c(x) = max {y1(x), y2(x)} (5.2)

where yi(x) denotes the posterior probability of class Ci and c(x) is the decision. The risk of

a false classification is given by r(x) = 1− c(x) and is called the “Bayes Optimal Risk”. The

Bayes rule thus always assigns x to the class for which the computed likelihood is higher. An

Decision
Threshold

Classify as C2Classify as C1

(a)

Region of 
Uncertainty

Decision
Threshold

Classify as C2Classify as C1

(b)

Figure 5.1: An illustration of likelihood-based classification
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illustration of likelihood-based classification is given in Figure 5.1. When class distributions

p1(x) and p2(x) are non-overlapping, the optimal decision rule always picks the right class

(Figure 5.1a). However, most real life scenarios are more akin to the situation in Figure 5.1b

where there is always some degree of uncertainty in the predicted class. This can be due to

the fact one almost never has access to the actual distributions over features or the true class

priors (which have to be determined empirically). Even with perfect knowledge of feature

densities and priors, there might still be uncertainty if the features do not have sufficient

discriminatory power for a perfect classification (for example, predicting gender just given

height in a population of adults). Such situations inevitably gives rise to detection error and

thus uncertainty regarding the decision (shown by the shaded region in Figure 5.1b ). In

these cases, an appropriate detection threshold (shown by the dotted vertical line) based

on an acceptable application-specific risk has to be manually set by the user. When the

probability of the predicted class falls below this threshold, the prediction is rejected. Note

that when the true distributions are not perfectly separated, one inevitably ends up rejecting

actual instances of the class in return for a lower risk of false prediction; the aim then is to

maximize coverage (or minimize rejection rate), while still getting high predictive accuracy.

The above ideas form the basis of most approaches to rejection-based classification in

machine learning, some of which date back to over 60 years. One of the first works in this

area is (Chow, 1957), which describes an optimal rejection classifier for Optical Character

Recognition (OCR) systems based on knowing the a priori probabilities of characters; these

ideas were further extended in (Chow, 1970) that describes an optimal error-reject trade-

off. Rejection systems in the context of K-nearest-neighbor classifiers were considered in

(Hellman, 1970) based on a combination of Baye’s decision rule and voting among the K

nearest neighbors, the threshold here being the number of pre-specified neighbors k′ ≤ K

that have to agree for an acceptance decision; thresholds can also be applied on the distance

d from the nearest neighbor.

In the context of Support Vector Machines (SVMs), thresholds have been applied on

the output |f(x)| of the SVM, since the output is proportional to the distance of x from
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the optimal separating hyperplane (OSH); in this case, points are rejected if they are too

close to the OSH. Such mechanisms formed the basis of the work described in (Bartlett and

Wegkamp, 2008) and (Grandvalet et al., 2009), with the former also taking into account the

cost of rejection. An abstention model based on abstention budget and misclassification cost

was also described in (Pietraszek, 2005). The work in (Bartlett and Wegkamp, 2008) was

generalized in (Cortes et al., 2016) which studied rejection mechanisms on both kernel-based

hypothesis classes as well as confidence-based rejection, with generalization guarantees given

in terms of Rademacher complexity (Bartlett and Mendelson, 2002) of the classifier.

The above work was in the context of shallow learning models. In the case of neural

networks, early work by (Cordella et al., 1995) explored the classification reliability of

multilayer perceptrons (MLP) which considered the acceptable risk of misclassification versus

the added burden of rejection including cases where the misclassification cost is high; optimal

reject threshold values are then derived. This work was extended in (De Stefano et al., 2000)

which analyzed the distribution of scores on correct and incorrect predictions of a trained

MLP model and thereby determined an optimal rejection threshold.

In the case of deep learning, a selective classification method was described in (Geifman

and El-Yaniv, 2017) which introduced the concept of selection with guaranteed risk (SGR).

Here, the predictions of a pre-trained model f are filtered through a selection function

g : X → {0, 1} so as to abstain on predictions that are likely to be wrong while maximizing

coverage as follows:

(f, g)(x) ,

 f(x), if g(x) = 1

don’t know, if g(x) = 0
(5.3)

Given a user-specified coverage denoted by φ(f, g) , EP [g(x)] – where P is the distribution

over X ,Y – selective risk is defined as:

R(f, g) ,
EP [`(f(x), y)g(x)]

φ(f, g)
(5.4)

The performance of the classifier can then be characterized by the trade-off between risk
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and coverage. The selection function g is constructed such that the risk is bounded as follows:

PrSm {R(f, g) > r∗} < δ (5.5)

Given a notion of confidence κf induced by f , g can then be parametrized by a confidence

threshold θ as follows:

gθ(x) = gθ (x|κf ) ,

 1, if κf (x) ≥ θ

0, otherwise
(5.6)

Confidence scores on which the model is tuned are obtained either by the winning softmax

outputs or by averaging the scores of multiple inference passes with dropout turned on at

test time (Gal and Ghahramani, 2016).

Note that all of the above assume models that have already been trained, and apply

confidence thresholds after training; in other words the model does not learn to reject as part

of its training. Embedded options for rejection integrated in the training phase were explored

for SVMs in (Fumera and Roli, 2002) where multiple parallel hyperplanes are learned to

determine high and low-confidence regions. More recently, a DNN that learns an optimal

rejection function as part of training was proposed in (Geifman and El-Yaniv, 2019), which

is an extention of the authors’ work in (Geifman and El-Yaniv, 2017) covered above. This

deserves special mention as it is somewhat conceptually similar to our abstention framework

introduced in Chapter 3. In this work the classifier and the selector function are jointly learnt

using a 3-headed architecture called SelectiveNet: the classification head (f) for non-abstained

samples, the selection (or abstention) head (g), and an auxiliary head (h) that is oblivious to

abstention and makes predictions on all samples. Given a labeled set D, the combined loss

function is defined as:

L = αL(f,g) + (1− α)Lh (5.7)
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where
L(f,g) , r̂` (f, g|D) + λΨ

(
c− φ̂ (g|D)

)
Ψ(a) , max(0, a)2

(5.8)

and

Lh = r̂ (h|D) =
1

m

m∑
i=1

` (h (xi) , yi) (5.9)

Here c is the user-specified coverage and φ̂ (g|D) is the empirical coverage calculated as

φ̂ (g|D) ,
1

m

m∑
i=1

g (xi) (5.10)

where the selector g(x) is a single neuron with a sigmoidal activation. The authors note

that the auxiliary head h is needed to enable useful learning, otherwise the model abstains

on a random fraction of the training set. At test time SelectiveNet predicts f(x) if and only

if g(x) ≥ 0.5, and abstains otherwise.

One of the implicit assumptions in all of the above is that a higher output score is more

likely to be indicative of a correct prediction. The learning capacity of DNNs, however,

present challenges to methods that rely on the output of a DNN as a proxy for confidence.

DNNs, it turns out, are not only overly confident on predictions on in-distribution data,

but also tend to become pathologically overconfident on samples that lie far away from the

training set; we examine these issues in the next section.

5.3 Overconfidence and Miscalibration in Deep Learning

Consider again the output of a K-class DNN, where the penultimate layer’s output h(.) is

converted to a probability distribution over the K classes by passing it through a softmax

layer

si(z) =
exp(hi(z))∑K
k=1 exp(hk(z))

(5.11)

This can be viewed as the DNN’s estimate of the class conditional probabilities p(y|x),
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Figure 5.2: Confidence histograms (top) and reliability diagrams (bottom) for a 5-layer LeNet
(left) and a 110-layer ResNet (right) on CIFAR-100. Figure reproduced from (Guo et al.,
2017)

that is, fi(Θ, x) ∈ 4K−1, the K − 1-dimensional probability simplex. While mathematically,

these indeed satisfy the requirements of a probability distribution over K classes, the output

can only be treated as an actual probability if the DNN is well calibrated, in which case the

softmax output is indeed the actual likelihood of correctness.

However, recent work (Guo et al., 2017) provide significant empirical evidence that modern

deep neural networks are poorly calibrated, with depth, weight decay and batch normalization

all influencing calibration. For example, the histogram plots in Figure 5.2 illustrates this

phenomena: older neural networks like LeNet (LeCun et al., 1998), even though less accurate

than modern architectures, tend to be better calibrated. Modern architectures, however, are

prone to overconfidence, meaning accuracy is likely to be lower than what is indicated by the

predictive score.

This phenomenon of overconfidence has been observed in a wide variety of deep archi-
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Figure 5.3: Accuracy vs confidence (captured by mean of the winning score) on the CIFAR-100
validation set at different training epochs for the VGG-16 deep neural network. The DNN
moves from underconfidence, at the beginning of training, to overconfidence at the end. A
well-calibrated classifier would have most of the density lying on the x = y gray line

tectures. Figure 6.1 shows a series of joint density plots of the average winning score and

accuracy of a VGG-16 network over the CIFAR-100 validation set, plotted at different epochs.

Both the confidence (captured by the winning score) as well as accuracy start out low and

gradually increase as the network learns. However, what is interesting – and concerning – is

that the confidence always leads accuracy in the later stages of training. Towards the end of

training, accuracy saturates while confidence continues to improve resulting in a very sharply

peaked distribution of winning scores.
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To mitigate the above problem, (Guo et al., 2017) propose a post-training calibration

method – called temperature scaling – to produce output scores that have a better predictive

value of the actual answer. However, as we shall see in later sections, while temperature scaling

does produce well calibrated classifiers on in-distribution data, it is unable to accurately

discriminate between instances of in and out-of-distribution data.

In fact, lack of robustness to distributional shift is a significant concern in machine

learning, and particularly so in deep learning owing to the increasing usage of such models in

safety critical applications; for example the phenomena of overconfident DNN predictions

was observed for medical diagnosis tasks (Leibig et al., 2017). Work described in (Nguyen

et al., 2015) shows how DNNs can be easily fooled (in a non-adversarial manner) into making

high confidence predictions even on objects that lack any visual resemblance to the predicted

class; we show two such examples in Figures 5.4a and 5.4b. Additionally, Figure 5.4c shows a

high confidence prediction of “cat” on a purely random noise image on a VGG-16 network

trained on the STL-10 dataset.

(a) (b) (c)

Figure 5.4: A sample of images where a DNN makes very high confident predictions. In this
case, the predictions were “starfish” (a),“king penguin” (b) and “cat"(c), all with softmax confi-
dence > 0.99). Images (a) and (b) reproduced from http://www.evolvingai.org/fooling

While there exists a rich body of literature on adversarial perturbations( (Papernot,

2018)) – which are specifically designed to produce high confident erroneous predictions –

these results suggest that one need not even go the adversarial route to induce pathological
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behavior. Clearly, threshold-based techniques will fail to work here since the output prediction

confidence shows near certainty; it is worthwhile then to explore why such behavior happens

in the first place.

Most neural networks use some form of non-linear activation function in the hidden

layers. While early networks used the sigmoid function, most modern DNNs use the Rectified

Linear Unit (or ReLU (Zeiler et al., 2013)) which has shown to produce better classification

performance, being more resistant to the gradient-vanishing problem (Pascanu et al., 2013) in

very deep networks; indeed the ReLU has become fairly ubiquitous in modern architectures.

Recent work (Hein et al., 2018) has however also suggested that the ReLU (and its

variants) might be contributing to the overconfidence problem. Using the fact that ReLU

networks produce piecewise affine classifiers (Arora et al., 2016), the work in (Hein et al.,

2018) argues that essentially any neural network which results in a piecewise affine classifier

function produces arbitrarily high confidence predictions far away from the training data,

implying that techniques that employ confidence thresholding are likely to fail. However,

their analysis assumed an unbounded input domain, and is not directly applicable to bounded

domains like images where the pixel values are normalized to be in [0, 1]. But in addition

to the ReLU aspect, the phenomena of high confidence predictions are also an outcome

of the final softmax layer, as pointed out in the aforementioned work as well as in other

places (Subramanya et al., 2017); we turn our attention to this aspect in the next section.

5.4 A Closer Look at Softmax

The softmax output function, concisely defined as

softmax(z)i =
exp(zi)∑
j exp(zj)

(5.12)

is, as discussed previously, used as the final layer in most classification DNNs to convert

the real, continuous activation values in a neural network to a discrete probability mass

distribution over K classes. While the use of the exponential function works well when
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training using maximum likelihood estimation (since the negative log-likelihood formulation

of MLE cancels out the exponentiation and results in a convenient analytical expression

for gradients), the softmax is also considered to be prone to inflating the probability of the

predicted class resulting in overconfident (low entropy) predictions and hence, unreliable

uncertainty estimates. In fact, as we saw in Figure 5.4 deep neural networks can predict

confidently even when presented with random noise or fooling images.

But even simply scaling the input can increase confidence as follows: let z = [z1, z2, ...zk]

be the input into the softmax unit, with zc being the pre-activation of the winning class.

Consider a scaled version of z, namely αz, where α > 1 .

p(y = c|αz) =
expαzc∑
k expαzk

(5.13)

=
1

1 +
∑

k,k 6=c expα(zk − zc)
(5.14)

→ 1 as α→∞ (since zk < zc) (5.15)

Thus the softmax probability can be brought arbitrarily close to 1 even in a shallow

network by simply scaling the input. For example, by increasing the brightness of an image,

one can end up with increased softmax scores of the winning class even though the features

and semantics of the image are unchanged; in the next section, we briefly look at an alternative

to the softmax layer that avoids such pathologies.

5.4.1 An Alternative to Softmax: The Ratio Semi-Definite Classifier

An alternative to the softmax layer designed to temper overconfidence and encourage low

entropy posteriors when the network is presented with data away from the region of the

training data was proposed in (Malkin and Bilmes, 2008). Output probabilities were

expressed as a ratio of semi-definite polynomials which avoids the fast growing nature of the

exponential in the softmax. This work was inspired by the semi-definite linear probabilistic

models discussed in (Crammer and Globerson, 2012), but extended to a non-linear settings
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in (Malkin and Bilmes, 2008) as well as with a multilayer perceptron (Malkin and Bilmes,

2009).

Concretely, the ratio semi-definite classifier (RSC) uses the following probabilistic model (Malkin

and Bilmes, 2008).

p(y|x) =
(x− dy)TAy(x− dy)∑
k(x− dk)TAk(x− dk)

(5.16)

where the x’s are inputs into the RSC layer. Ak is a positive semi-definite matrix (∀k),

associated with class k. In order to be a valid probability distribution, (Malkin and Bilmes,

2008) forces the condition Ak � 0 by parameterizing Ak as Ak = BkB
T
k . dk’s are shift vectors

associated with class k; (Malkin and Bilmes, 2008) referred to these as anti-means, since in

general dk will be pushed away from the mean of class k. Then the parameters to be learned

during training are the class-specific B’s and d’s; the model is then trained with the objective

function that includes the standard cross-entropy term as well as regularizers for the shift

vectors.

Let us assume that the class-specific shift vectors are all 0 and for simplicity, assume x has

been normalized, i.e., ||x|| = 1. Since Ak < 0, we have λmax(Ak) ≥ xTAkx ≥ λmin(Ak) ≥ 0

where λmax(Ak) and λmin(Ak) are respectively the largest and smallest eigenvalues of Ak

Let c be the winning class, i.e c = argmaxk x
TAkx Then,

p(y = c|x) =
xTAcx∑
k x

TAkx
(5.17)

=
1

1 +
∑

k,c/∈k x
TAkx

(5.18)

≤ 1

1 +
∑

k,k 6=c λmin(Ak)
(5.19)

If Ak’s are full rank, then p(y|x) is always bounded by p < 1, since λmin(Ak) > 0, ∀k. Also,

scaling input by α makes no difference since α cancels out, i.e., p(y = c|z) = p(y = c|αz)

where z is the input into the RSC unit. Thus, unlike the softmax, the RSC is bounded (in
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the full-rank case) which suggests that the RSC might be immune to the overconfidence in

softmax networks. The softmax itself, however, can be bounded by label-smoothing where an

ε probability mass is always present in the labels of the classes other than the ground-truth

class; we explore the effects on predictive uncertainty of such techniques in much more detail

in Chapter 6. Nevertheless, the bounded nature of the RSC, makes this a worthwhile line of

exploration and leave it for future work; we end this chapter by briefly discussing Bayesian

approaches to uncertainty modeling.

5.5 Bayesian Deep Learning

Traditionally, uncertainty quantification has been the domain of Bayesian methods. In the

Bayesian approach, what is of interest is model uncertainty – since multiple models might

be able to explain the data – from which predictive uncertainty can then be obtained. For

example, Gaussian processes (Rasmussen and Nickisch, 2010) define probability distributions

over functions, which then give principled estimates of which models are likely to generalize

well from the training data. The work in (Neal, 1995) showed that by placing a probability

distribution over each weight, a Gaussian process can be recovered in the limit of infinitely

many weights. For a finite number of weights, model uncertainty can still be obtained by

placing a distribution over each weight (Gal, 2016). This approach, termed Bayesian Neural

Networks, or more recently, Bayesian Deep Learning, however has not seen wide adoption

due to the large number of parameters that make up a modern DNN; indeed, full Bayesian

estimation has been generally infeasible due to the difficulty of density estimation in very

high dimensional spaces.

However, recent work has exploited the stochastic nature of training deep models to

perform approximate Bayesian inference. For example, in (Gal and Ghahramani, 2016), the

authors show how using dropout (Srivastava et al., 2014) during the inference stage of a

pre-trained classifier is mathematically equivalent to approximate Bayesian inference in deep

Gaussian processes. Since dropout is relatively simple to implement, and does not increase

the computational time in any significant way, ensemble models using Monte Carlo dropout –
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where predictions are averaged over multiple dropout passes– are being adopted in real world

applications (Leibig et al., 2017).

The work in (Osawa et al., 2019) proposes a practical method to train deep models with

natural-gradient (Amari, 1998) variational inference. By applying techniques such as batch

normalization, data augmentation and distributed training, the authors show a scalable

approach to Bayesian learning, although this still requires more computational resources that

a straightforward MLE estimation.

Also, recently, in (Maddox et al., 2019) the authors exploit SGD iterates for Bayesian

learning by treating these iterates as samples from some distribution. A Gaussian distribution

over the weights derived from these iterates is used to form an approximate posterior

distribution over the DNNs. During test-time, weights are then then sampled to perform

Bayesian model averaging and uncertainty estimates. While more practical than full-fledged

density modeling estimates like Markov-Chain Monte Carlo (Wang and Yeung, 2016), this is

still significantly more computationally expensive than a non-Bayesian approach.

It turns out many aspects of training deep models also have a Bayesian interpretation.

For example, the method described above in (Maddox et al., 2019) exploits the fact that

SGD itself can be viewed as approximate Bayesian inference, a result proved in(Mandt et al.,

2017). Also, standard MLE training itself along with L2 norm regularization of the weights

is equivalent to Maximum A-Posteriori estimation when applying a Gaussian prior on the

weights (Goodfellow et al., 2016); note that this still only gives a point estimate (since MAP

estimation gives the mode of the posterior distribution) and is not a full-fledged Bayesian

approach.

Combining Bayesian-inspired methods with adversarial training, the authors in (Lakshmi-

narayanan et al., 2017) show how an ensemble of classifiers can show improved performance

over pure dropout based approaches and strongly argue in favor of a multi-classifier approach

to uncertainty estimation. While the techniques were not directly developed from a Bayesian

standpoint, it has been argued that deep ensembles can be seen as approximate Bayesian

marginalization (Wilson, 2020).
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Yet other Bayesian-inspired methods do not attempt to estimate model density over the

entire parameter space of the network, but limit themselves to the final few layers. For

example the approach described in (Subramanya et al., 2017) aims to estimate a class

conditional density of the pre-softmax activations P (z|yi) on the validation set; one can then

apply Bayes rule to determine P (yi|z).

In (Jiang et al., 2018a) attempts to perform density modeling on the input by filtering out

1− α fraction of points that lie in low density neighborhoods based on k-nearest neighbors.

A trust score is then defined which measures the agreement between the classifier and a

modified nearest neighbor classifier defined on the α-high-density set. In (Sensoy et al., 2018)

the softmax point estimates output by the DNN are converted to a distribution over the

point estimates by applying Dirichlet priors, the parameters of which are dependent on the

network.

While the above methods have made Bayesian approaches more practical, it isn’t clear

whether these offer a clear advantage over standard training methods that already incorporate

significant stochasticity in the learning process(Mitros and Mac Namee, 2019). Note that

deep learning is a “big data“ approach; this allows us to exploit the law of large numbers via

concentration inequalities (Boucheron et al., 2003) that can already provide strong uncertainty

bounds in many settings.

In summary, while Bayesian approaches offer a principled way to compute uncertainty,

computational concerns and real-world performance so far have overshadowed their theoretical

advantages. The methods we describe in the following chapters adopt a non-Bayesian approach,

and our focus will be on predictive uncertainty – as opposed to model uncertainty. We will

exploit the fact that the output of a DNN – which can be mathematically interpreted as

probabilities – can also be treated as actual probabilities of a correct prediction. However, as

discussed before, such an interpretation is only justified if the DNN is well-calibrated. In the

next chapter, we take a closer look at miscalibration and show how to improve predictive

uncertainty in a computationally feasible manner.
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Chapter 6

MAKING THRESHOLD-BASED ABSTENTION WORK:
IMPROVING CALIBRATION IN DEEP NEURAL NETWORKS

In this chapter, we take a closer look at one of the causes of overconfident predictions in

deep neural networks: the practice of training with hard labels, where all the probability mass

in the label is in one class. We discover that label smoothing techniques — in particular, a

recently proposed data augmentation technique called mixup (Zhang et al., 2017) — lead to

better calibrated models. Label smoothing has so far been studied in the context of improving

model accuracy; ours is the first to show its benefit on calibration. Once the models are better

calibrated – meaning, output scores are actually indicative of accuracy – threshold-based

abstention can be applied for improved predictive risk both on in and out-of-distribution data.

This is joint work with Gopinath Chennupati, Jeff Bilmes, Tanmoy Bhattacharya and Sarah

Michalak and appeared in the proceedings of NeurIPS 2019 (Thulasidasan et al., 2019b).

6.1 Are DNNs Trained to be Overconfident?

In the previous chapter we saw how DNNs tend to produce overconfident predictions, both

on in and out-of-distribution data. The work in (Guo et al., 2017) provided significant

empirical evidence that modern DNNs are poorly calibrated with depth, weight decay and

batch normalization all influencing calibration. Recall the joint density plots of confidence

and accuracy at various epochs on a VGG-16 network on the CIFAR-10 dataset that we

depicted in Section 5.3, reproduced here in the top row in Figure 6.1. Both the confidence

(captured by the winning score) as well as accuracy start out low and gradually increase as

the network learns. However, what is interesting – and concerning – is that the confidence

always leads accuracy in the later stages of training. Towards the end of training, accuracy
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Figure 6.1: Joint density plots of accuracy vs confidence (captured by the mean of the winning
softmax score) on the CIFAR-100 validation set at different training epochs for the VGG-16
deep neural network. Top Row: In regular training, the DNN moves from under-confidence,
at the beginning of training, to overconfidence at the end. A well-calibrated classifier would
have most of the density lying on the x = y gray line. Bottom Row: Training with mixup
on the same architecture and dataset. At corresponding epochs, the network is much better
calibrated.

saturates while confidence continues to increase resulting in a very sharply peaked distribution

of winning scores and an overconfident model.

Most modern DNNs, when trained for classification in a supervised learning setting, are

trained using one-hot encoded labels that have all the probability mass in one class; the training

labels are thus zero-entropy signals that admit no uncertainty about the input. The DNN is

thus, in some sense, trained to become overconfident. Hence a worthwhile line of exploration

is whether principled approaches to label smoothing can somehow temper overconfidence.

The effects of label smoothing and related work has been explored before (Szegedy et al.,

2016; Pereyra et al., 2017) in the context of improving classification accuracy; in this work,

we carry explore their effects on calibration, focussing on the recently proposed mixup (Zhang
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et al., 2017) method of training deep neural networks. In mixup, additional synthetic

samples are generated during training by convexly combining random pairs of images and,

importantly, their labels as well. While simple to implement, it has shown to be a surprisingly

effective method of data augmentation: DNNs trained with mixup show noticeable gains in

classification performance on a number of image classification benchmarks. However neither

the original work nor any subsequent extensions to mixup (Verma et al., 2018; Guo et al.,

2018; Liang et al., 2018a) have explored the effect of mixup on predictive uncertainty and

DNN calibration; this is precisely what we address in this paper.

Our findings are as follows: DNNs traind with mixup – and even standard label smoothing

described in (Szegedy et al., 2016) – are significantly better calibrated, meaning the predicted

softmax scores are much better indicators of the actual likelihood of a correct prediction than

DNNs trained without mixup (see Figure 6.1 bottom row for an example). We also observe

that merely mixing features does not result in the same calibration benefit and that the

label smoothing in mixup training plays a significant role in improving calibration. Further,

we also observe that mixup-trained DNNs are less prone to over-confident predictions on

out-of-distribution and random-noise data.

The rest of this chapter is organized as follows: Section 6.2 provides a brief overview of

the mixup training process; Section 6.3 discusses calibration metrics, experimental setup and

mixup’s calibration benefits for image data with additional results on natural language data

described in Section 6.3.5; in Section 6.4, we explore in more detail the effect of mixup-based

label smoothing on calibration, and further discuss the effect of training time on calibration

in Section 6.3.7; in Section 6.5 we show additional evidence for the benefit of mixup training

on predictive uncertainty when dealing with out-of-distribution data. Further discussions

and conclusions are in Section 6.6.

6.2 An Overview of Mixup Training

Mixup training (Zhang et al., 2017) is based on the principle of Vicinal Risk Minimiza-

tion (Chapelle et al., 2001)(VRM): the classifier is trained not only on the training data, but
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also in the vicinity of each training sample. The vicinal points are generated according to the

following simple rule introduced in (Zhang et al., 2017):

x̃ = λxi + (1− λ)xj

ỹ = λyi + (1− λ)yj

where xi and xj are two randomly sampled input points, and yi and yj are their associated

one-hot encoded labels. This has the effect of the empirical Dirac delta distribution

Pδ(x, y) =
1

n

n∑
i

δ(x = xi, y = yi)

centered at (xi, yi) being replaced with the empirical vicinal distribution

Pν(x̃, ỹ) =
1

n

n∑
i

ν(x̃, ỹ|xi, yi)δ(x = xi, y = yi)

where ν is a vicinity distribution that gives the probability of finding the virtual feature-target

pair (x̃, ỹ) in the vicinity of the original pair (xi, yi). The vicinal samples (x̃, ỹ) are generated

as above, and during training minimization is performed on the empirical vicinal risk using

the vicinal dataset Dν := {(x̃i, ỹi)}mi=1:

Rν(f) =
1

m

m∑
i=1

L(f(x̃i), ỹi)

where L is the standard cross-entropy loss, but calculated on the soft-labels ỹi instead of

hard labels. Training this way not only augments the feature set X̃, but the induced set of

soft-labels also encourages the strength of the classification regions to vary linearly betweens

samples. The experiments in (Zhang et al., 2017) and related work in (Inoue, 2018; Verma

et al., 2018; Guo et al., 2018) show noticeable performance gains in various image classification

tasks. The linear interpolator λ ∈ [0, 1] that determines the mixing ratio is drawn from a
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symmetric Beta distribution, Beta(α, α) at each training iteration, where α is the hyper-

parameter that controls the strength of the interpolation between pairs of images and the

associated smoothing of the training labels. α = 0 recovers the base case corresponding to

zero-entropy training labels (in which case the resulting image is either just xi or xj), while a

high value of α ends up in always averaging the inputs and labels. The authors in (Zhang

et al., 2017) remark that relatively smaller values of α ∈ [0.1, 0.4] gave the best performing

results for classification, while high values of α resulted in significant under-fitting. In this

work, we also look at the effect of α on the calibration of the trained models.

6.3 Experiments

We perform numerous experiments to analyze the effect of mixup training on the calibration

of the resulting trained classifiers on both image and natural language data. We experiment

with various deep architectures and standard datasets, including large-scale training with

ImageNet. In all the experiments in this paper, we only apply mixup to pairs of images as

done in (Zhang et al., 2017). The mixup functionality was implemented using the mixup

authors’ code available at (Zhang, ).

6.3.1 Setup

For the small-scale image experiments, we use the following datasets in our experiments:

STL-10 (Coates et al., 2011), CIFAR-10 and CIFAR-100 (Krizhevsky and Hinton, 2009)

and Fashion-MNIST (Xiao et al., 2017). For STL-10, we use the VGG-16 (Simonyan and

Zisserman, 2014) network. CIFAR-10 and CIFAR-100 experiments were carried out on

VGG-16 as well as ResNet-34 (He et al., 2016) models. For Fashion-MNIST, we used a

ResNet-18 (He et al., 2016) model. For all experiments, we use batch normalization, weight

decay of 5× 10−4 and trained the network using SGD with Nesterov momentum, training

for 200 epochs with an initial learning rate of 0.1 halved at 2 at 60,120 and 160 epochs.

Unless otherwise noted, calibration results are reported for the best performing epoch on the

validation set.
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6.3.2 Calibration Metrics

We measure the calibration of the network as follows (and as described in (Guo et al., 2017)):

predictions are grouped intoM interval bins of equal size. Let Bm be the set of samples whose

prediction scores (the winning softmax score) fall into bin m. The accuracy and confidence

of Bm are defined as

acc(Bm) =
1

|Bm|
∑
i∈Bm

1(ŷi = yi)

conf(Bm) =
1

|Bm|
∑
i∈Bm

p̂i

where p̂i is the confidence (winning score) of sample i. The Expected Calibration Error

(ECE) is then defined as:

ECE =
M∑
m=1

|Bm|
n

∣∣∣∣acc(Bm)− conf(Bm)

∣∣∣∣
In high-risk applications, confident but wrong predictions can be especially harmful; thus we

also define an additional calibration metric – the Overconfidence Error (OE) – as follows

OE =
M∑
m=1

|Bm|
n

[
conf(Bm)×max

(
conf(Bm)− acc(Bm), 0

)]
This penalizes predictions by the weight of the confidence but only when confidence exceeds

accuracy; thus overconfident bins incur a high penalty1.

6.3.3 Comparison Methods

Since mixup produces smoothed labels over mixtures of inputs, we compare the calibration

performance of mixup to two other label smoothing techniques:

1One could also similarly introduce an under-confidence penalty, but DNNs do not seem to be prone to
such a phenomenon, so we do not explicitly report under-confidence in this work.
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• ε−label smoothing described in (Szegedy et al., 2016), where the one-hot encoded training

signal is smoothed by distributing an ε mass over the other (i.e., non ground-truth)

classes, and

• entropy-regularized loss (ERL) described in (Pereyra et al., 2017) that discourages the

neural network from being over-confident by penalizing low-entropy distributions.

Our baseline comparison (no mixup) is regular training where no label smoothing or

mixing of features is applied. We also note that in this section we do not compare against

the temperature scaling method described in (Guo et al., 2017), which is a post-training

calibration method and will generally produce well-calibrated scores. Here we would like to

see the effect of label smoothing while training; experiments with temperature scaling are

reported in Section 6.5.

6.3.4 Results

Results on the various datasets and architectures are shown in Figure 6.2. While the

performance gains in validation accuracy are generally consistent with the results reported

in (Zhang et al., 2017), here we focus on the effect of mixup on network calibration. The

top row shows a calibration scatter plot for STL-10 and CIFAR-100, highlighting the effect

of mixup training. In a well calibrated model, where the confidence matches the accuracy

most of the points will be on x = y line. We see that in the base case, both for STL-10

and CIFAR-100, most of the points tend to lie in the overconfident region. The mixup case

is much better calibrated, noticeably in the high-confidence regions. The bar plots in the

middle row provide results for accuracy and calibration for various combinations of datasets

and architectures against comparison methods. We report the calibration error for the best

performing model (in terms of validation accuracy). For label smoothing, an ε ∈ [0.05, 0.1]

performed best while for ERL, the best-performing confidence penalty hyper-parameter was

0.1. The trends in the comparison are clear: label smoothing either via ε-smoothing, ERL or
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Figure 6.2: Calibration results for mixup and baseline (no mixup) on various image datasets
and architectures. Top Row: Scatterplots for accuracy and confidence for STL-10(a,b) and
CIFAR-100(c,d). The mixup case is much better calibrated with the points lying closer to
the x = y line, while in the baseline, points tend to lie in the overconfident region. Middle
Row: Mixup versus comparison methods where label_smoothing is the ε-label smoothing
method and ERL is the entropy regularized loss. Bottom Row: Expected calibration error
(e) and overconfidence error (f) on various architectures. Experiments suggest best ECE is
achieved for α in the [0.2,0.4] (h), while overconfidence error decreases monotonically with α
due to under-fitting (i). Accuracy behavior for differently calibrated models is shown in (j).
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mixup generally provides a calibration advantage and tempers overconfidence, with the latter

generally performing the best in comparison to other methods.

We also show the effect on ECE as we vary the hyperparameter α of the mixing parameter

distribution. For very low values of α, the behavior is similar to the base case (as expected),

but ECE noticeably worsens for higher values of α due to the model being under-confident.

For large α, the mixing parameter approaches 0.5, and thus the mixed-up image is an average

of the input pair, and significantly different from either source. Since there are potentially

O(n2) such pairs, this results in under-fitting as the model is constantly seeing a steady stream

of new images. Overconfidence alone decreases monotonically as we increase α as shown

in Figure 6.2i. We also show the accuracy of mixup models at various levels of calibration

determined by α. As can be seen, a well-tuned α can result in a better-calibrated model

with very little loss in performance. Our classification results here are consistent with those

reported in (Zhang et al., 2017) where the best performing α was in the [0.1, .0.4] range.

Large-scale Experiments on ImageNet
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Figure 6.3: Calibration on ImageNet for ResNet architectures

Here we report the results of calibration metrics resulting from mixup training on the 1000-

class version of the ImageNet (Deng et al., 2009) data comprising of over 1.2 million images.
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One of the advantages of mixup and its implementation is that it adds relatively little overhead

to the training time (which is dominated by the computations for back-propagation), and thus

can be easily applied to large scale datasets like ImageNet. We perform distributed parallel

training using the synchronous version of stochastic gradient descent. We use the learning-rate

schedule described in (Goyal et al., 2017) on a 32-GPU cluster and train till 93% accuracy

is reached over the top-5 predictions. We test on two modern state-of-the-art archictures:

ResNet-50 (He et al., 2016) and ResNext-101 (32x4d) (Xie et al., 2017). The results are shown

in Figure 6.3. The scatter-plot showing calibration for ResNext-101 architecture suggests

that mixup training provides noticeable benefits even in the large-data scenario, where the

models should be less prone to over-fitting the one-hot labels. On the deeper ResNext-101,

mixup provides better calibration than the label smoothing models, though this same effect

was not visible for the ResNet-50 model. However, both calibration error and overconfidence

show noticeable improvements using label smoothing over the baseline. The mixup model

did however achieve a consistently higher classification performance of ≈ 0.4 percent over the

other methods.

6.3.5 Experiments on Natural Language Data
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Figure 6.4: Accuracy, calibration and overconfidence on various NLP datasets
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While mixup was originally suggested as a method to improve performance on image

classification tasks, here we explore the effect of mixup training in the natural language

processing (NLP) domain. A straight-forward mixing of inputs (as in pixel-mixing in images)

will generally produce nonsense input since the semantics are unclear. To avoid this, we

modify the mixup strategy to perform mixup on the embeddings layer rather than directly

on the input documents. We note that this approach is similar to the recent work described

in (Guo et al., 2019) that utilizes mixup for improving sentence classification which is among

the few works, besides ours, studying the effects of mixup in the NLP domain. For our

experiments, we employ mixup on NLP data for text classification using the MR (Pang and

Lee, 2005), TREC (Li and Roth, 2002) and IMDB (Maas et al., 2011) datasets.We train a

CNN for sentence classification (Sentence-level CNN) (Kim, 2014), where we initialize all the

words with pre-trained GloVe (Pennington et al., 2014) embeddings, which are modified while

training on each dataset. For the remaining parameters, we use the values suggested in (Kim,

2014). We refrain from training the most recent NLP models (Howard and Ruder, 2018; Cer

et al., 2018; Zhou et al., 2016) since our aim here is not to show state-of-art classification

performance on these datasets, but to study the effect on calibration. We show these results

in Figure 6.4 where it is evident that mixup provides noticeable gains for all datasets, both in

terms of calibration and overconfidence. We leave further exploration of principled strategies

for mixup for NLP as future work.

6.3.6 Additional Experiments on Mixup Calibration

We also show the distribution of the winning scores for various image datasets, in Figure 6.5,

where we see that mixup models are less peaked in the very-high confidence region.

For completeness, we also provide results using CIFAR-10 and CIFAR-100 on the ResNet-

18 architecture as used in existing literature on mixup (Zhang et al., 2017; Verma et al.,

2018; Guo et al., 2018), although these works did not consider the calibration aspect.

Results are shown in Table 6.1. The baseline performance (no mixup) matches the baseline

accuracies reported in the previous literature. We also provide the expected calibration error
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Figure 6.5: Distribution of winning scores on various image datasets

Method Test Accuracy ECE
No Mixup (Baseline) 95.12 0.023
Mixup (α=0.4) 96.16 0.019
Mixup (α=1.0) 96.04 0.1
Label Smoothing (ε=0.1) 95.51 0.089
ERL (κ=0.1) 95.55 0.046

(a) CIFAR-10/ResNet-18

Method Test Accuracy ECE
Baseline 78.28 0.049
Mixup (alpha=0.5) 79.57 0.035
Mixup (alpha=1.0) 79.54 0.091
Label Smoothing (eps=0.1) 79.08 0.066
ERL (kappa=1.0) 78.47 0.6

(b) CIFAR-100/ResNet-18

Table 6.1: Mixup results on CIFAR datasets with the ResNet 18 architecture

(ECE) for the best performing model as well as the mixup model that used α = 1.0 that

was used in the previous literature. We find that lower α gives slightly better classification

and signficantly better ECE. Note that ECE can be high due to both the model being

overconfident as well as under-confident, the latter being the case for α = 1.0 since this causes

the resulting training signal to have higher entropies than with smaller α’s.
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6.3.7 Effect of Extended Training on Mixup Calibration

As remarked in the previous section, one of the contributing factors to improved calibration

in mixup is the significant data augmentation aspect of mixup training, where the model

is unlikely to see the same mixed-up sample more than once. The natural question here is

whether these models will eventually become overconfident if trained for much longer periods.

In Figure 6.6, we show the training curves for a few extended training experiments where

the models were trained for 1000 epochs: for the baseline (i.e when α = 0.), the train loss

and accuracy approach 0 and 100% respectively (i.e., over-fitting), while in the mixup case

(non-zero α’s), the strong data augmentation prevents over-fitting. This behavior is sustained

over the entire duration of the training as can be seen in the corresponding values of ECE.

Mixup models, even when trained for much longer, continue to have a low calibration error,

suggesting that the mixing of data has a sustained inhibitive effect on over-fitting the training

data (the training loss for mixup continues to be significantly higher than baseline even after

extended training) and preventing the model from becoming overconfident.

6.3.8 Mixing in the Hidden Layers: Manifold Mixup and Effects on Calibration

The empirical results in this paper show that convexly combining features and labels signifi-

cantly improves model calibration and predictive uncertainty of deep neural networks since

the higher entropy training signal makes the model less confident in the regions of interpolated

data. One natural extension to the basic mixup idea is manifold mixup proposed in (Verma

et al., 2018), where the representations in the hidden layers are also combined linearly. The

authors demonstrate that interpolation in hidden layers smooths the decision boundaries

and encourages the model to learn class representations with fewer directions of variance.

Here we emprically investigate the effect of this additional training signal from the hidden

layers on model calibration. We use the PreActResNet architectures with the CIFAR-10 and

CIFAR-100 datasets identical to those used in (Verma et al., 2018). We train the models

for both 200 epochs using the same learning rate as we used in our earlier experiments, as
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Figure 6.6: Training loss and calibration error under extended training for CIFAR-10 and
CIFAR-100 with mixup. Baseline (no mixup) training loss (orange) goes to zero early on
while mixup continues to have non-zero training loss even after 1000 epochs. Meanwhile,
calibration error for mixup does not exhibit an upward trend even after extended training.

well as for 2000 epochs using the learning rate schedule in (Verma et al., 2018) and report on

calibration and accuracy in both cases.

Results are in Table 6.2. When trained for the same number of epochs as the regular

mixup experiments reported in this paper, manifold mixup generally has lower accuracy and

worse calibration errors. However, accuracy is significantly better after training for 2000

epochs (as done in (Verma et al., 2018)), with ECE improving in a few cases. However, this is

not a consistent trend, and further, since the manifold mixup algorithm is more complicated,

involves more hyperparameters and takes longer to train than regular mixup, in practice,
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Dataset Method Accuracy ECE

CIFAR-10
(PreActResNet-18)

Mixup (200 epochs) 96.16 0.02
Manifold Mixup (200 epochs) 95.96 0.047
Manifold Mixup (2000 epochs) 97.07 0.077

CIFAR-10
(PreActResNet-34)

Mixup (200 epochs) 96.42 0.04
Manifold Mixup (200 epochs) 96.2 0.04
Manifold Mixup (2000 epochs) 97.5 0.007

CIFAR-100
(PreActResNet-18)

Mixup (200 epochs) 79.57 0.047
Manifold Mixup (200 epochs) 74.79 0.22
Manifold Mixup (2000 epochs) 79.73 0.06

CIFAR-100
(PreActResNet-34)

Mixup (200 epochs) 81.22 0.03
Manifold Mixup (200 epochs) 77.36 0.187
Manifold Mixup (2000 epochs) 82.32 0.03

Table 6.2: Manifold mixup experiments. For the extended training experiments, we use the
same setup as (Verma et al., 2018) while for the experiments that trained for 200 epochs, we
anneal the learning rate at epoch 60, 120 and 160 while keeping all other hyperparameters
fixed to match the regular mixup experiments in Section 6.3

regular mixup might provide a more practical approach for improved calibration.

6.4 Effect of Soft Labels on Calibration

So far we have seen that mixup consistently leads to better calibrated networks compared to

the base case, in addition to improving classification performance as has been observed in a

number of works (Verma et al., 2018; Guo et al., 2018; Liang et al., 2018a). This behavior is

not surprising given that mixup is a form of data augmentation: in mixup training, due to

random sampling of both images as well as the mixing parameter λ, the probability that the

learner sees the same image twice is small. This has a strong regularizing effect in terms of

preventing memorization and over-fitting, even for high-capacity neural networks. Indeed,

unlike regular training, the training loss in the mixup case is always significantly higher than

the base case as observed by the mixup authors (Zhang et al., 2017). Because of the significant

amount of data augmentation resulting from the random combination in mixup, from the

perspective of statistical learning theory, the improved calibration of a mixup classifier can be
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viewed as the classifier learning the true posteriors P (Y |X) in the infinite data limit (Vapnik

and Chervonenkis, 2015). However this leads to the following question: if the improved

calibration is essentially an effect of data augmentation, does simply combining the images

without combining the labels provide the same calibration benefit?

We perform a series of experiments on various image datasets and architectures to explore

this question. Results from the earlier sections show that existing label smoothing techniques

that increase the entropy of the training signal do provide better calibration without exploiting

any data augmentation effects and thus we expect to see this effect in the mixup case as well.

In the latter case, the entropies of the training labels are determined by the α parameter of

the Beta(α, α) distribution from which the mixing parameter is sampled. The distribution of

training entropies for a few cases of α are shown in Figure 6.7. The base-case is equivalent to

α = 0 (not shown) where the entropy distribution is a point-mass at 0.

0.0 0.2 0.4 0.6

alpha=0.1

(a)

0.0 0.2 0.4 0.6

alpha=0.3

(b)

0.0 0.2 0.4 0.6

alpha=0.5

(c)

0.0 0.2 0.4 0.6

alpha=1.0

(d)

Figure 6.7: Entropy distribution of training labels as a function of the α parameter of the
Beta(α, α) distribution from which the mixing parameter is sampled.

To tease out the effect of full mixup versus only mixing features, we convexly combine

images as before, but the resulting image assumes the hard label of the nearer class; this

provides data augmentation without the label smoothing effect. Results on a number of

benchmarks and architectures are shown in Figure 6.8. The results are clear: merely mixing

features does not provide the calibration benefit seen in the full-mixup case suggesting that

the point-mass distributions in hard-coded labels are contributing factors to overconfidence.
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As in label smoothing and entropy regularization, having (or enforcing via a loss penalty) a

non-zero mass in more than one class prevents the largest pre-softmax logit from becoming

much larger than the others tempering overconfidence and leading to improved calibration.
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Figure 6.8: Calibration performance when only features are mixed vs. full mixup and other
baselines on various datasets and architectures

6.5 Testing on Out-of-Distribution and Random Data

In this section, we explore the effect of mixup training when predicting on samples from

unseen classes (out-of-distribution) and random noise images. Deep networks have been shown

to produce pathologically overconfident predictions on random noise images (Hendrycks and

Gimpel, 2016), and here we would like to explore the effect of mixup training on such behavior.

We first train a VGG-16 network on in-distribution data (STL-10) and then predict on classes

sampled from the ImageNet database that have not been encountered during training. For

the random noise images, we test on gaussian random noise with the same mean and variance

as the training set.
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Figure 6.9: Distribution of winning scores from various models when tested on out-of-
distribution and gaussian noise samples, after being trained on the STL-10 dataset.

We compare the performance of a mixup-trained model with that of the baseline, as

well as a temperature calibrated pre-trained baseline as described in (Guo et al., 2017).

Since the latter is a post-training calibration method, we expect it to be well-calibrated on

in-distribution data. We also compare the prediction uncertainty using the Monte Carlo

dropout method described in (Gal and Ghahramani, 2016) where multiple forward passes using

dropout are made during test-time. We average predictions over 10 runs. The distribution

over prediction scores for out-of-distribution and random data for mixup and comparison

methods are shown in Figure 6.9. The differences versus the baseline are striking; in both

cases, the mixup DNN is noticeably less confident than its non-mixup counterpart, with

the score distribution being nearly perfectly separable in the random noise case. While

temperature scaling is more conservative than mixup on real but out-of-sample data, it is

noticeably more overconfident in the random-noise case. Further, mixup performs significantly

better than MC-dropout in both cases.

In Table 6.3, we also show a comparison of the performance of the aforementioned models

for reliably detecting out-of-distributon and random-noise data, using Area under the ROC

(AUROC) curve as the metric. Mixup is the best performing model in both cases, significantly
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Method AUROC(In/Out)
STL-10/
ImageNet

STL-10/
Gaussian

Baseline 80.57 73.28
Mixup (α=0.4) 83.28 95.93
Temp. Scaling 56.2 54.2
Dropout(p=0.3) 78.93 70.57

Table 6.3: Out-of-category detection results for the DAC on STL-10 and Tiny ImageNet.

outperforming the others as a random-noise detector. Temperature scaling, while producing

well-calibrated models for in-distribution data is not a reliable detector. The scaling process

reduces the confidence on both in and out-of-distribution data, significantly reducing the

ability to discriminate between these two types of data. Mixup, on the other hand, does well

in both cases. The results here suggest that the effect of training with interpolated samples

and the resulting label smoothing tempers over-confidence in regions away from the training

data. While these experiments were limited to two datasets and one architecture, the results

indicate that training by minimizing vicinal risk can be an effective way to enhance reliability

of predictions in DNNs. Note that since mixup trains the model by convexly combining pairs

of images, the synthesized images all lie within the convex hull of the training data. In the

next section, we provide results on the prediction confidence when images lie outside the

convex hull of the training set.

6.5.1 Leaving the Convex Hull

Since mixup trains the model by convexly combining pairs of images, the synthesized images

all lie within the convex hull of the training data. In this section, we explore the behavior of

mixup as we gradually leave the convex hull in a random direction.

Specifically, given an input image X ∈ Rm, we choose a random vector d ∈ Rm (where

di ∼ U(−1, 1)), and perturb X as follows: X′ = X+ µd̂. We try this for different d’s and µ’s

and observe the predictions for a pre-trained mixup model and explore how the prediction
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Figure 6.10: Prediction behavior as one moves away from the training data

behavior changes.

We test three versions of a pre-trained VGG-16 model: mixup, baseline (no mixup) and a

temperature-scaled version of the baseline, all trained on STL-10 data. We experiment over a

wide range of the perturbation parameter µ. Figure 6.10 shows how the winning softmax

scores (confidence) and the entropy of the prediction distributions change in all three cases.

When the images are perturbed and moved further away from the original manifold,

temperature scaling quickly loses confidence as the perturbations get larger. Mixup confidence

decays more gradually, while, remarkably, the base model loses confidence, and then quickly

regains it as the images get further away from the training set – a pathological behavior

of deep neural networks that has been widely observed in the literature. Threshold-based

confidence models will obviously fail in such cases. Prediction entropy shows similar behavior

to confidence. It is worthwhile to note that even a small perturbation of 0.01 (where the

image structure is largely preserved) quickly degrades the confidence of temperature scaled

models, indicating that they are less robust to additive noise; a threshold-based prediction

mechanism will reject a significant number of samples in such cases.
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6.6 Conclusion

We presented results on the effects of label smoothing – particularly the type of label soothing

in mixup training – on calibration and predictive uncertainty. Existing empirical work has

conclusively shown the benefits of mixup for boosting classification performance; in this

work, we showed an additional important benefit: mixup trained networks, and also other

label smoothing techniques, provide better calibrated and more reliable estimates both for

in-sample and out-of-sample data.

There are possibly multiple reasons for this: the data augmentation provided by mixup is a

form of regularization that prevents over-fitting and memorization, tempering overconfidence

in the process. The label smoothing resulting from mixup might be viewed as a form of

entropic regularization on the training signals, again preventing the DNN from driving the

training error to zero. The results in this paper provide further evidence that training

with hard labels is likely one of the contributing factors leading to overconfidence seen in

modern neural networks. Recent work (Verma et al., 2018) has shown how the classification

regions in mixup are smoother, without sudden jumps from one high confidence region to

another suggesting that the lack of sharp transition boundaries in classification regions play

an important role in producing well-calibrated classifiers.

Since mixup is implemented while training, it can also be employed with post-training

calibration like temperature scaling, model perturbations like the dropout method or even

the ensemble models described in (Lakshminarayanan et al., 2017). Further, mixup-based

models can also be combined with rejection classifiers, both during training (as described

in our work in Chapter 3) for dealing with label noise, as well as inference (Geifman and

El-Yaniv, 2017) to improve the training and classification pipeline in modern deep learning.

Indeed, the boost in classification performance coupled with the well-calibrated nature of

mixup-trained DNNs as studied in this paper suggests that mixup based training, or even

other label smoothing techniques such as ε−smoothing, be employed in situations where

predictive uncertainty is a significant concern.
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Chapter 7

KNOWS WHEN IT DOESN’T KNOW: OPEN SET AND
OUT-OF-DISTRIBUTION DETECTION USING ABSTENTION

Real knowledge is to know the extent of one’s

ignorance.
— Confucius

In this chapter, we attack the open set detection problem in image classification, where

the DNN is presented with an object from an unknown category during test time, and has to

be able to reliably recognize the sample as not being from any one of the training categories.

Alternatively referred to in the literature as out-of-distribution or novelty detection, the

ability to refrain from confidently predicting in such situations is an important trait for the

safe deployment of deep learning systems. While simple to state, this has been challenging

to solve reliably because, as discussed earlier, the peculiarities of DNNs make them prone

to overconfident predictions. The work in this chapter demonstrates how the techniques we

have developed so far in this thesis – abstention and improved calibration – can be used for

reliable open set detection, improving upon other methods in the field.

7.1 Background

For most of the existence of machine learning, classification and recognition were treated as

“closed set” scenarios: all classes that would be encountered at test time were assumed to

be known at training time. However, the real-world is unpredictable and open-ended, and

making such systems robust to the presence of unknown categories is essential for their safe

deployment. A very active sub-field of machine learning, and now deep learning, known as

open set recognition, or alternatively as novelty or out-of-distribution detection has emerged
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in recent years that attempts to impart to deep neural networks the quality of "knowing

when it doesn’t know". While refraining from predicting when uncertain should be intuitively

obvious to humans, the peculiarities of DNNs that we encountered in Chapter 5 makes

this a challenging problem to solve in deep learning. In this chapter, we demonstrate the

effectiveness of an abstention-based approach to attack this problem. We demonstrate how

training with an extra class and augmenting the training set with samples from known outliers

is a simple and highly effective technique for open set recognition and out-of-distribution

detection that improves upon existing methods in the field; in the next section, we review

some of these methods.

7.2 Related Work

Most of supervised machine learning has been developed with the “closed-set assumption”;

in the event that unknown classes were encountered at test time, classifier scores were used

to set rejection thresholds for determining the presence of unknown categories. Indeed, the

ideas behind rejection classification that we discussed in Section 5.2 form the basis for most

open set recognition (OSR) algorithms.

Because automatic speech recognition (ASR) systems were in deployment many years

before computer vision systems became more commonplace, most of the early work in

OSR came from the field of speech recognition. For example, the work in (Colton et al.,

1995) describes a rejection-based approach to out-of-vocabulary words in an ASR system

using neural networks, where the in-distribution samples were the utterances “male” and

“female”, and the out-of-distribution (OoD) samples were procured from utterances of names.

In (Deng and Hu, 2003), an SVM is trained on the scores of a first-pass nearest neighbor

classifier to determine known or unknown speakers. A similar application was considered in

(Angkititrakul and Hansen, 2004) that first trains a Gaussian Mixture Model GMM, and then

used a threshold-based rejection to determine if the speaker was from a known or unknown

set.

With the advent of reliable computer vision systems, OSR was considered in the context
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of face detection systems. A transductive approach is described in (Li and Wechsler, 2005)

where confidence-thresholding based on distances computed from kNN classifiers was used to

detect faces unknown to the system. The classification system for a real-time video-based face

detection for entry access is described in (Stallkamp et al., 2007). Both kNN and GMM-based

classifiers where used to output scores for nearest facial match; a threshold-based rejection

model is then applied by training multiple 1-vs-rest classifiers. A recent open-set version of a

kNN classifier was also described in (Júnior et al., 2017) that used the ratio of similarity

scores to the two most similar classes; this was then combined with thresholding.

The problem of OSR was first mathematically formalized in (Scheirer et al., 2012) which

introduced the concept of “Open Space Risk”, defined formally as:

RO(f) =

∫
O fy(x)dx∫
So
fy(x)dx

(7.1)

where So is a ball in Euclidean space containing both the labeled open space O and all of

the positive training examples, and f is the recognition function, where f(x) = 1 when a

class is recognized and 0 otherwise. The authors proposed that the essential criterion of OSR

was bounding the risk RO(f), and noted that approaches like an SVM – that classify the

data that are very far from any training sample – do not meet this criterion. However, the

open space O was not formally defined. This was done in (Scheirer et al., 2014) that further

extended the previous formalism and defined O as

O = So −
⋃
i∈N

Br (xi) (7.2)

where Br (xi) is a closed ball of radius r centered around training sample xi. The paper also

introduced the “Compact Abating Probability” (CAP) model, which enforces the criterion

that the recognition function decrease away from the training data; thresholding this then
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bounds open space risk, such that for a given sample x and a known sample xi,

min
xi∈K
‖x− xi‖ > τ ⇒Mr(x) = 0 (7.3)

where τ is the threshold and Mτ is the CAP model; an SVM calibrated with a Weibull

distribution that satisfied the CAP model was then introduced for OSR.

The above ideas formed the basis of the work described in (Bendale and Boult, 2016)

which considered OSR in the context of DNNs. Here a Weibull distribution is fit over the

mean activation patterns of the known classes in the penultimate layer of the DNN, and

an extra class is introduced that captures the mass of the unknown classes. Terming this

approach “OpenMax” (as opposed to the standard softmax), the authors showed state-of-the-

art performance in detecting OoD samples and nonsense images (Nguyen et al., 2015), and

even for some types of adversarial perturbations. The OpenMax approach was also employed

in (Shu et al., 2017) where multiple 1−vs-rest sigmoidal classifiers were trained for OSR

detection in text documents.

A simple baseline for detecting OoD samples using thresholded softmax scores was

presented in (Hendrycks and Gimpel, 2016). While this approach is not conceptually new –

thresholding on the winning class forms the basis of most rejection-based classifiers – the

authors did provide empirical evidence that in many cases in deep learning, in-distribution

predictions do tend to have higher winning scores than OoD samples, thus empirically

justifying the use of softmax thresholding as a useful baseline. Another useful baseline is the

temperature scaling method of (Guo et al., 2017) that was discussed in Section 5.3. While not

explicitly defined for OSR, it does have the desirable property of producing calibrated scores

by scaling down the softmax scores by a scalar T that is tuned on a validation set, namely:

q̂i = maxσSM (zi/T ) (7.4)

which then justifies applying a threshold on the scores. While this produces calibrated scores
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on in-distribution data, the ability to discriminate between in and out-of-distribution is

hampered, as we saw in 6.5; nevertheless this approach can be useful when the OoD data

is very unlike the in-distribution data, as shown in experiments from our work on mixup in

Section 6.5. Indeed mixup itself, in addition to improving calibration, can also be used as a

useful baseline for open set detection as shown in Figure 6.9.

Not surprisingly, methods developed for estimating uncertainty for DNN predictions

have also been used for open set detection. For example the density estimation method

described in (Subramanya et al., 2017), which estimates the density on pre-softmax activations

and the “Deep Mahalanobis Detector” described in (Lee et al., 2018) – which fits a class

conditional multi-variate Gaussian on the pre-softmax activations – can both be used for open

set detection; like the earlier rejection-based methods, these involve density estimations using

an already trained model. An ensemble-of-deep models approach, that is also augmented

with adversarial examples during training, described in (Lakshminarayanan et al., 2017) was

shown to improve predictive uncertainty and succesfully applied to OoD detection.

In the Bayesian realm, the works covered in Section 5.5 such as (Maddox et al., 2019)

and (Osawa et al., 2019) have also been used for OoD detection, though at increased

computational cost. However, it has been argued that for OSR, Bayesian priors on the data

are not completely justified since one does not have access to the prior of the open-set (Boult

et al., 2019). Nevertheless, simple approaches like dropout – which have been shown to be

equivalent to deep gaussian processes (Gal and Ghahramani, 2016) – are also commonly used

as baselines for OoD detection.

It has been observed that perturbing the input in the direction of increasing the confidence

of the network’s predictions on a given input has the effect of teasing apart in and out-of-

distribution data. This was first exploited in the ODIN method described in (Liang et al.,

2018b), which uses temperature scaling and a perturbation inspired by adversarial training.

Concretely, given a trained neural network f , the temperature scaled softmax score is first
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computed as:

Si(x;T ) =
exp (fi(x)/T )∑N
j=1 exp (fj(x)/T )

(7.5)

where T is the temperature scaling parameter. The input is then pre-processed to increase

the softmax score as follows:

x = x− ε sign (−∇x logSθ̂(x;T )) (7.6)

where ε is the perturbation magnitude. The overall approach is based on the observation

that the magnitude of gradients on in-distribution data tend to be larger than for OoD data,

and the perturbation thus enables separation between the two populations; state-of-the-art

results were reported on many benchmarks. A drawback of this method, however, is that

the hyperparameters T and ε need to be tuned on the OoD dataset, which is infeasible in

many real-world scenarios as one does not often know in advance the properties of unknown

classes. The method in (Lee et al., 2018) also involves perturbing the input in the direction of

increased confidence score; confidence in this case, however, was measured by the Mahalanobis

distance score using the computed mean and covariance of the pre-softmax scores.

The above methods all work with pre-trained models. In contrast, (DeVries and Taylor,

2018), describes a method inspired by ODIN and softmax thresholding, that used a separate

confidence branch to train the DNN to additionally output a confidence score in its prediction.

One of the contributions of this work was the observation that misclassified training data

samples could serve as a useful proxy for OoD samples, and thus the method did not need

additional data for negative samples. While this avoids an additional data gathering step,

training the model to recognize unknown classes by using data from categories that do not

overlap with classes of interest has been shown to be quite effective for out-of-distribution

detection (Hendrycks et al., 2018a); here the predictions on the outliers used in training are

regularized against the uniform distribution to encourage high-entropy posteriors on outlier

samples.
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Another method that incorporates OoD detection during training, and inspired by Open-

Max, is described in (Yoshihashi et al., 2019) where, arguing that the mean activation vector

approach in (Bendale and Boult, 2016) is insufficient for open-set loss, a method to jointly

learn features for classification as well as reconstruction is described. The idea here is that

training on the classification loss preserves in-distribution classification accuracy, while the

reconstruction loss – which is expected to be high for unknown classes – enables the network

to learn representations for discriminating between known and unknown classes.

Somewhat similar to the method we propose, an approach that uses an extra-class

for outlier samples is described in (Neal et al., 2018), where instead of natural outliers,

counterfactual images that lie just outside the class boundaries of known classes are generated

using a GAN and assigned the extra class label. A similar approach using generative samples

for the extra class, but using a conditional Variational Auto-Encoders (Kingma and Welling,

2013) for generation, is described in (Vernekar et al., 2019).

A method to force a DNN to produce high-entropy (i.e., low confidence) predictions and

suppress the magnitude of feature activations for OoD samples was discussed in (Dhamija

et al., 2018). Formally, the “Entropic Open Set Loss”, defined as,

JE(x) =

 − logSc(x) if x ∈ Din is from class c

− 1
C

∑C
c=1 logSc(x) if x ∈ Dout

(7.7)

where Din and Dout represent set of samples from known and unknown classes, and Sc(x)

is the softmax output for sample x. The above formulation encourages a uniform output

distribution over all known classes when x ∈ Dout. Arguing that methods that use an extra

background class for OoD samples force all such samples to lie in one region of the feature

space, the work also forces separation by suppressing the activation magnitudes of samples

from unknown classes by adding an “Objectosphere” loss term as follows:

JR = JE + λ

 max(ξ − ‖F (x)‖, 0)2 if x ∈ Din
‖F (x)‖2 if x ∈ Dout

(7.8)
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where F (x) is the feature vector that feeds into the pre-softmax (logit) layer of the DNN.

This forces the activation vectors from known-class samples to lie outside a ξ−ball around

the origin, while encouraging feature representations of unknown class samples to lie closer

to the origin. Scores are then thresholded using a confidence measure that is defined as

c = Sc(x)||F (x)||. In the experiments, OoD data were sampled from real images of non-

overlapping classes; results were shown on various standard image benchmark datasets and

DNN architectures.

The abstention method that we describe in the next section borrows ideas from many

of the above methods. It uses additional samples of natural images from non-overlapping

categories to train the model to abstain, but using an extra abstention class. While some

of the work described previously, such as (Dhamija et al., 2018) argue that using outliers

and an additional class are not very effective, comprehensive experiments we conduct in this

chapter demonstrate that this is not the case. We will see that the presence of an abstention

class, and augmenting the training set with outliers can be a highly effective approach for

OoD and open set detection; we describe the details in the next section.

7.3 Out-of-Distribution Detection with the DAC

Our approach uses the Deep Abstaining Classifier (DAC) for detecting out-of-distribution and

novel samples, but unlike the DAC-based approach introduced in Chapter 3 for tackling label

noise, we make two significant modifications: first, instead of the DAC loss in Equation 3.1,

here we use regular cross entropy for training; and second, we augment our training set of

in-distribution samples (Din) with an auxiliary dataset of known out-of-distribution samples

(D̃out), that are known to be mostly disjoint from the main training set (we will use Dout to

denote unknown out-of-distribution samples that we use for testing). We assign the training

label of K + 1 to all the outlier samples in D̃out (where K is the number of known classes);

the minimization problem then becomes:
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min
θ

E(x,y)∼Din
[− logPθ(y = ŷ|x)] + Ex,y∼D̃out

[− logPθ(y = K + 1|x)] (7.9)

where θ are the weights of the neural network. This is somewhat similar to the approaches

described in (Hendrycks et al., 2018a) as well as in (Lee et al., 2017), with the main difference

being that in those methods, an extra class is not used; instead predictions on outliers are

regularized against the uniform distribution. That is, the minimization in their formulation

is:

min
θ

E(x,y)∼Din
[− logPθ(y = ŷ|x)] + λEx,y∼D̃out

[KL (U(y)‖Pθ(y|x))] (7.10)

The approach in (Hendrycks et al., 2018a) uses an outlier set of natural images as D̃out, while

(Lee et al., 2017) uses a generative adverarial network (GAN) (Goodfellow et al., 2014a) to

generate samples in D̃out, making the latter method harder to train. Also, note that the loss

on the outlier samples is weighted by a hyperparameter λ which has to be tuned; in contrast,

our approach does not introduce any additional hyperparameters.

The use of known OoD samples (or outliers) has been shown to generalize to unknown

samples, as demonstrated in (Hendrycks et al., 2018a), and also in other works we described

in the earlier section, such as (Neal et al., 2018) and (Vernekar et al., 2019). Another example

of such an approach is described in (Ge et al., 2017) which extends the idea of OpenMax

from (Bendale and Boult, 2016), but unlike the latter, which works with a pre-trained model,

their method uses a GAN to generate synthetic samples for the extra class by sampling from

mixture distributions of known classes. Thus, even though the space of unknown classes is

potentially infinite, and one can never know in advance the myriad of inputs that can occur

during test time, empirically this approach has been shown to work and hence we adopt it in

our work. We find that the presence of an abstention class that is used to capture the mass

in D̃out significantly increases the ability to discriminate between in and out-of-distribution
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Figure 7.1: An illustration of the separability of scores on in and out-of-distribution data for
a regular DNN (left) and the Deep Abstaining Classifier (DAC) (Right); the presence of the
abstention class enables the DAC to produce higher separation and thus, better detection, on
OoD samples.

data. For example, in Figure 7.1, we show the distribution of the winning logits (pre-softmax

activations) in a regular DNN (left). For the same experimental setup, the abstention logit of

the DAC produces near-perfect separation of the in and out-of-distribution logits indicating

that using an abstention class for mapping outliers can be a very effective approach to OoD

detection.

Once trained, we use a simple thresholding mechanism for detection. Concretely, the

detector, g(x) : X → 0, 1 assigns label 1 (OoD) if the softmax score of the abstention class,

i.e., pK+1(x) is above some threshold δ, and label 0, otherwise:

g(x) =

 1 if pK+1(x) ≥ δ

0 otherwise
(7.11)

Like in other methods, the threshold δ has to be determined based on acceptable risk that

might be specific to the application. However, using performance metrics like area under

the ROC curve (AUROC), we can determine threshold-independent performance of various

methods, and we use this as one of our evaluation metrics in all our experiments.
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(a) (b) (c) (d) (e)

(f) (g) (h) (i) (j)

Figure 7.2: Images and filter visualizations illustrating the usage of DAC as an out-of-category
detector. During inference, all incoming images are augmented with a fixed feature (a smudge
for instance, shown as a blue streak here.) When presented with known classes, (horse (a) or
car (c)), the activations for the class features are much more salient than the smudge (b,d).
For objects from unknown classes (e,g,i), the absence of known features causes the smudge to
be the most salient feature (f,h,j) resulting in abstention.

As an additional detection mechanism, we could also exploit a feature-based mechanism

for OoD detection. The experimental results from Chapter 3 indicate that, depending on

image content, there is context-dependent suppression of features based on what associations

have been made during training. For example, from the filter visualizations in the smudging

experiments (Figure 3.5), when the DAC is presented with the image of a cat without a smudge,

the cat features are expressed clearly in the filters, while the same features get suppressed in

the presence of the smudge since the smudge was strongly indicative of abstention.

In those experiments, the smudge was a feature encountered while training that became

associated with the abstention class (due to label noise). By applying this feature to all

the samples in D̃out, and some fraction q of samples in Din, the presence of a fixed known

feature might be used to discriminate ID and OoD samples. Filter visualizations illustrating
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the effect of training using such an approach are shown in Figure 7.2 (where we re-use the

smudge here as our fixed feature). When presented with ID data that is also smudged (horse

or car), the DAC activations for the class features are much more salient than the smudge.

On the other hand, for OoD data, the absence of known features causes the smudge to be the

most salient feature, driving the prediction to the abstention class.

The challenge here is that the fraction q of samples is a hyperparameter that has to be

carefully determined on a dataset-specific basis to obtain the correct behavior. Further, a

fixed feature (like a smudge) might be a legitimately occurring feature in a large dataset, and

thus one would also have to determine an extraneous feature that does not interfere with the

classification process. While this approach is promising, it introduces additional complexities

in the training process. To keep things simple, the rest of this chapter will only describe

results without using the feature augmentation approach.

7.4 Experiments

The experiments we describe here can be divided into two categories: in the first category,

we compare against methods that are explicitly designed for OoD detection and open set

recognition, while in the second category, we compare against methods that are known to

improve predictive uncertainty in deep learning. In both cases, we report results over a variety

of architectures and datasets to demonstrate the efficacy of our method.

7.4.1 Comparison against OoD and Open-Set Methods

In this section, we compare against a slew of recent state-of-the-art methods that are designed

for OoD and novelty detection; we compare against the following:

• Deep Anomaly Exposure, as described in (Hendrycks et al., 2018a) and discussed

in the previous section.

• Ensemble of Leave-out Classifiers (Vyas et al., 2018) where each classifier is trained
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by leaving out a random subset of training data (which is treated as OoD data), and

the rest is treated as ID data.

• ODIN, as described in (Liang et al., 2018b) and discussed in Section 7.2. ODIN

uses input perturbation and temperature scaling to differentiate between ID and OoD

samples, and is currently one of the state-of-the-art methods in OoD detection.

• Deep Mahalanobis Detector, proposed in (Lee et al., 2018) which estimates the

class-conditional distribution over hidden layer features of a deep model using Gaussian

discriminant analysis and a Mahalanobis distance based confidence-score for thresholding,

and further, similar to ODIN, uses input perturbation while testing.

• OpenMax, as described in (Bendale and Boult, 2016) and discussed earlier in Sec-

tion 7.2. This method uses mean activation vectors of ID classes observed during training

followed by Weibull fitting to determine if a given sample is novel or out-of-distribution.

For the above methods, we use published results when available, keeping the architecture

and datasets the same as in the experiments described in the respective papers. For OpenMax,

we re-implement the authors’ published algorithm using the PyTorch framework (Paszke

et al., 2019).

Datasets

For the experiments in this section, we use CIFAR-10 and CIFAR-100 as the in-distribution

datasets, in addition to augmenting our training set with 100K unlabeled samples from the

Tiny Images dataset (Torralba et al., 2008); this was the same OoD dataset used in (Hendrycks

et al., 2018a) and shown to give good results. For the out-of-distribution datasets, we test on

the following:

• SVHN (Netzer et al., 2011), a large set of 32 × 32 color images of house numbers,

comprising of ten classes of digits 0− 9. We use a subset of the 26K images in the test
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set.

• LSUN (Yu et al., 2015), the Large-scale Scene Understanding dataset, comprising of

10 different types of scenes.

• Places365 (Zhou et al., 2017), a large collection of pictures of scenes that fall into one

of 365 classes.

• Tiny ImageNet (tin, 2017) (not to be confused with Tiny Images) which consists

of images belonging to 200 categories that are a subset of ImageNet categories. The

images are 64× 64 color, which we scale down to 32× 32 when testing.

• Gaussian A synthetically generated dataset consisting of 32× 32 random Gaussian

noise images, where each pixel is sampled from an i.i.d Gaussian distribution.

Metrics

Following established practices in the literature, we use the following metrics to measure

detection performance of our method:

• AUROC or Area Under the Receiver Operating Characteristic curve depicts the

relationship between the True Positive Rate (TPR) (also known as Recall)and the False

Positive Rate (FPR) and can be interpreted as the probability that a positive example

is assigned a higher detection score than a negative example (Fawcett, 2006). Each

point on the ROC is generated by applying a threshold on the scores and computing

TPR and FPR at that threshold. A perfect detector corresponds to an AUROC of 1,

while a purely random classifier corresponds to an AUROC of 0.5. Unlike 0/1 accuracy,

the AUROC has the desirable property that it is not affected by class imbalance1.

1An alternate area-under-the-curve metric, known as Area under Precision Recall Curve, or AUPRC, is
used when the size of the negative class is high compared to the positive class. We do not report AUPRC
here, as we keep our in-distribution and out-of-distribution sets balanced in these experiments.
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• FPR at 95% TPR which is the probability that a negative sample is misclassified as

a positive sample when the TPR (or recall) on the positive samples is 95%.

In work that we compare against, the out-of-distribution samples are treated as the

positive class, so we do the same here, and treat the in-distribution samples as the negative

class.

Results

Detailed results against the various OoD methods are shown in Table 7.1, where we have a

clear trend: in almost all cases, the DAC outperforms the other methods, often by significant

margins especially when the in-distribution data is more complex, as is the case with CIFAR-

100. While the Outlier Exposure method (Hendrycks et al., 2018a) (shown at the top

in Table 7.1) is conceptually similar to ours, the presence of an extra abstention class in

our model often bestows significant performance advantages. Further, we do not need to

tune a separate hyperparameter which determines the weight of the outlier loss, as done in

(Hendrycks et al., 2018a).

In fact, the simplicity of our method is one of its striking features: we do not introduce any

additional hyperparameters in our approach, which makes it significantly easier to implement

than methods such as ODIN and the Mahalanobis detector; these methods need to be tuned

separately on each OoD dataset, which is usually not possible as one does not have access to

the distribution of unseen classes in advance. Indeed, when performance of these methods

is tested without tuning on the OoD test set, the DAC significantly outperforms methods

such as the Mahalanobis detector (shown at the bottom of Table 7.1). We also show the

performance against the OpenMax approach of (Bendale and Boult, 2016) in Table 7.2 and

in every case, the DAC outperforms OpenMax by significant margins.

While the abstention approach uses an extra class and OoD samples while training, and

thus does incur some training overhead, it is significantly less expensive during test time, as

the forward pass is no different from that of a regular DNN. In contrast, methods like ODIN
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vs. Outlier Exposure (OE) (Hendrycks et al., 2018a)

(Model: Wide ResNet 40x2)
Din: CIFAR-10 Din: CIFAR-100

FPR95 ↓ AUROC ↑ FPR95 ↓ AUROC ↑
Dout OE Ours OE Ours OE Ours OE Ours
SVHN 4.8 2.00.69 98.4 99.460.16 42.9 40.4611.96 86.9 85.446.25

LSUN 12.1 0.10.06 97.6 99.960.02 57.5 9.274.62 83.4 97.671.40

Places365 17.3 0.220.12 96.2 99.920.05 49.8 23.375.30 86.5 93.981.67

Gaussian 0.7 0.130.14 99.6 99.930.09 12.1 13.2614.74 95.7 90.0311.81

vs. Ensemble of Leave-out Classifiers (ELOC) (Vyas et al., 2018)
(Model: Wide ResNet 28x10)

Din: CIFAR-10 Din: CIFAR-100
FPR95 ↓ AUROC ↑ FPR95 ↓ AUROC ↑

Dout ELOC Ours ELOC Ours ELOC Ours ELOC Ours
Tiny ImageNet 2.94 1.912.24 99.36 99.450.67 24.53 18.686.31 95.18 94.881.75

LSUN 0.88 1.51.80 99.7 99.610.47 16.53 9.231.87 96.77 97.890.48

Gaussian 0.0 0.130.20 99.58 99.950.08 98.26 0.720.79 93.04 99.650.39

vs. ODIN (Liang et al., 2018b)
(Model: Wide ResNet 28x10)

Din: CIFAR-10 Din: CIFAR-100
FPR95 ↓ AUROC ↑ FPR95 ↓ AUROC ↑

Dout ODIN Ours ODIN Ours ODIN Ours ODIN Ours
Tiny ImageNet 25.5 1.912.24 92.1 99.450.67 55.9 18.686.31 84.0 94.881.75

LSUN 17.6 1.51.80 95.4 99.610.47 56.5 9.231.87 86.0 97.890.48

Gaussian 0.0 0.130.20 100.0 99.950.08 1.0 0.720.79 98.5 99.650.39

vs. Deep Mahalanobis Detector (MAH) (Lee et al., 2018)
(Model: ResNet 34)

Din: CIFAR-10 Din: CIFAR-100
FPR95 ↓ AUROC ↑ FPR95 ↓ AUROC ↑

Dout MAH Ours MAH Ours MAH Ours MAH Ours
SVHN 24.2 1.890.78 95.5 99.490.17 58.1 41.318.01 84.4 86.852.38

Tiny ImageNet 4.5 0.360.15 99.0 99.880.04 29.7 12.101.22 87.9 97.140.29

LSUN 1.9 0.300.12 99.5 99.910.03 43.4 7.140.66 82.3 98.450.13

Table 7.1: Comparison of the extra class method (ours) with various other out-of-distribution
detection methods when trained on CIFAR-10 and CIFAR-100 and tested on other datasets.
All numbers from comparison methods are sourced from their respective original publications.
For our method, we also report the standard deviation over five runs (indicated by the
subscript), and treat the performance of other methods within one standard deviations as
equivalent to ours. For fair comparison with the Mahalanobis detector (MAH) (Lee et al.,
2018), we use results when their method was not tuned separately on each OoD test set
(Table 6 in (Lee et al., 2018).
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vs. OpenMax (Bendale and Boult, 2016)
(Model: ResNet 34)

Din: CIFAR-10 Din: CIFAR-100

FPR95 ↓ AUROC
↑

FPR95
↓

AUROC
↑

Dout OpenMax Ours OpenMax Ours OpenMax Ours OpenMax Ours
SVHN 23.672.06 1.890.78 90.720.90 99.490.17 53.227.52 41.318.01 80.881.08 86.852.38

Tiny ImageNet 24.209.11 0.360.15 93.390.75 99.880.04 32.675.21 12.101.22 81.222.21 97.140.29

LSUN 18.681.24 0.300.12 92.161.82 99.910.03 30.212.71 7.140.66 83.082.16 98.450.13

Places365 27.272.77 0.840.28 90.720.85 99.670.07 50.711.25 30.542.26 81.130.30 92.690.65

Gaussian 40.5822.18 0.040.02 84.7410.19 99.980.01 21.5011.73 1.661.76 89.375.46 99.480.47

Table 7.2: DAC vs OpenMax. The OpenMax implementation was based on code available at
https://github.com/abhijitbendale/OSDN and re-implemented by us in PyTorch (Paszke
et al., 2019).

and the Mahalanobis detector require gradient calculation with respect to the input in order

to apply input perturbation. In summary, the performance and simplicity of our method

makes this a powerful and practical approach when compared to existing work.

7.4.2 Comparison against Uncertainty-based Methods

Next we perform experiments to compare the OoD detection performance of the DAC

against various methods that have been proposed for improving predictive uncertainty in

deep learning. In these cases, one expects that such methods will cause the DNN to predict

with less confidence when presented with inputs from a different distribution or from novel

categories; we compare against the following methods:

• Softmax Thresholding This is the simplest baseline, where OoD samples are detected

by thresholding on the winning softmax score; scores falling below a threshold are rejected.

While simple, it has shown to be an effective baseline for OoD detection (Hendrycks

and Gimpel, 2016).

• Entropy Thresholding Another simple baseline, where OoD samples are rejected if

the Shannon entropy calculated over the softmax posteriors is above a certain threshold.
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• MonteCarlo Dropout A Bayesian inspired approach proposed in (Gal and Ghahra-

mani, 2016) for improving the predictive uncertainty for deep learning, and discussed

in Section 5.5. The idea here is that dropout – where one randomly disables DNN

connections during the forward pass, and often used as a regularization method in

training (Srivastava et al., 2014) – is also enabled during test time. Multiple forward

passes are made for predicting on a sample, with a randomly chosen fraction p of the

network connections being de-activated in each pass; the final prediction is then an

average over the ensemble. We found p = 0.5 to perform well, and use 100 forward

passes per sample during the prediction; while expensive, this has been to shown to

improve predictive uncertainty in deep models.

• Temperature Scaling, which improves DNN calibration as described in (Guo et al.,

2017), and discussed in Section 7.2 and Chapters 5 and 6. The scaling temperature T

is tuned on a held-out subset of the validation set of the in-distribution data.

• Mixup As shown in Chapter 6, and particularly in Section 6.5, Mixup can be an

effective OoD detector, so we also use this as one of our baselines.

• Deep Ensembles which was introduced in (Lakshminarayanan et al., 2017) for im-

proving uncertainty estimates for both classification and regression. In this approach,

multiple versions of the same model are trained using different random initializations,

and while training, adversarial samples are generated to improve model robustness.

While computationally expensive, the results in (Lakshminarayanan et al., 2017) show

that this can be an effective approach for improving uncertainty in deep learning; we

use an ensemble size of 5 as suggested in their paper.

• SWAG, as described in (Maddox et al., 2019), which is another Bayesian approach to

deep learning, and discussed earlier in Section 5.5. To recap: SWAG exploits the fact

that SGD itself can be viewed as approximate Bayesian inference (Mandt et al., 2017),
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and uses an ensemble of SGD iterates saved during the later stages of training to fit

an approximate low-rank Gaussian distribution over the weights of the DNN. During

inference, samples from this distribution are used to create an ensemble of models;

predictions are the average of this ensemble. We use an ensemble size of 30 as proposed

in the original paper.

Datasets

To allow experimenting with multiple algorithms and tuning of hyper-parameters, while at the

same time maintaining a challenging level of task difficulty, we choose the Tiny ImageNet (tin,

2017) as our in-distribution dataset, which consists of 200 categories of objects, with 500

train and 50 validation images per category. We split the set into two folds of 100 classes

each, training on the first fold, and using the second fold as a challending OoD dataset. We

also use the following additional datasets to test detection performance.

• ImageNet We use a 10-class subset of ImageNet (Deng et al., 2009), where the classes

do not overlap with those in the Tiny ImageNet set.

• MIT Places (Zhou et al., 2017)A dataset for scene recognition containing images from

more than 400 scene categories.

• Gaussian Noise A synthetically generated dataset consisting of random Gaussian

noise images, where each pixel is sampled from an i.i.d Gaussian distribution.

• Tiny ImageNet cross-folds This is an intra-dataset task, where we train on one fold,

and test OoD detection on other folds. Even though the folds have non-overlapping

classes, there are similar classes across folds; hence this is the most challenging test in

our experiments.

Both the ID and OoD datasets were scaled to 96 × 96 × 3 RGB format. For the OoD

dataset used for training, we use a large corpus of unlabeled data from the STL-10 (Coates
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et al., 2011) dataset, consisting of 100K 96× 96× 3 RGB images; for completeness, we also

test the detection performance on a non-overlapping portion of the same dataset.

Setup

For all our experiments in this section, we use the VGG-16 (Simonyan and Zisserman, 2014)

architecture, training for 200 epochs using SGD with Nesterov momentum, annealing the

learning rate at epoch 60, 120 and 160.

Metrics

As before, we use the AUROC and FPR-95 metrics to report performance, where the in- and

out-of-distribution datas are treated as the negative and positive classes respectively.

Results

Detailed results are shown in Table 7.3, where the best performing methods for each metric

are shown in bold. The DAC is the only method in this set of experiments that uses an

augmented dataset, and as is clearly evident from the results, this bestows a huge advantage

over the other methods in most cases.

On the ImageNet, Places-500 and the STL-10 datasets, the DAC has near-perfect per-

formance, which likely indicates that these OoD test sets have similar distribution to the

OoD dataset used in training (unlabeled STL-10 images )2 Nevertheless, we know from the

experiments in the previous section that even in the case where the OoD test set is significantly

different from the OoD set used to augment training, the presence of the abstention class still

confers significant performance advantages to the DAC.

The high variance of the other uncertainty methods on Gaussian noise, and the equally

conspicuous consistency of the DAC is especially remarkable. We have discussed pathological

behavior on Gaussian noise in previous chapters, and the experiments here confirm that

2This is of course true for the STL-10 dataset used while testing. While this set also includes unseen
classes, we nevertheless report the peformance here for completeness.
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Din: Tiny ImageNet (Fold 0)
(Model: VGG-16)

Dout ImageNet Places-500 Gaussian STL-10 Fold 1
Method AUROC ↑
Softmax 73.200.48 75.850.73 50.2710.95 71.540.32 73.650.36

Entropy 73.990.55 76.760.68 51.7212.17 72.000.34 74.430.37

MC Dropout 72.380.50 75.890.67 52.3211.11 71.120.29 73.830.36

Temp Scaling 82.3510.01 85.3912.06 64.6021.54 73.949.28 72.194.51

Mixup 73.370.66 76.981.05 98.216.12 73.800.34 76.350.53

Deep Ensemble 72.550.36 74.400.79 66.0415.61 69.930.34 72.960.36

SWAG 71.830.95 72.580.59 57.3912.10 69.230.96 71.540.57

DAC (Ours) 99.290.45 100.000.00 100.000.00 100.000.00 73.410.46

FPR95 ↓
Softmax 64.260.48 59.150.73 58.3510.95 69.170.32 62.040.36

Entropy 64.290.55 59.120.68 57.7012.17 69.280.34 61.920.37

MC Dropout 67.700.50 60.180.67 57.0611.11 70.730.29 62.860.36

Temp Scaling 48.2810.01 36.4812.06 43.8521.54 67.579.28 65.524.51

Mixup 66.220.66 58.491.05 4.916.12 66.940.34 58.840.53

Deep Ensemble 66.820.36 62.480.79 43.0315.61 71.700.34 63.780.36

SWAG 65.841.00 68.801.00 62.2010.33 72.680.99 66.240.94

DAC (Ours) 1.330.45 0.000.00 0.000.00 0.000.00 64.910.46

Table 7.3: OoD detection performance of DAC compared to approaches that model uncertainty
in deep learning. The performance of DAC as an OoD detector, evaluated on various
metrics and compared against competing baselines. ↑ and ↓ indicate that higher and lower
values are better, respectively. Best performing methods (ignoring statistically insignificant
differences)on each metric are in bold. All methods were re-implemented using open-sourced
code where available.

DNNs are indeed very susceptible to overconfident predictions on random noise data. The

only other method that achieves good performance in this regard is Mixup, which is consistent

with our previous findings (see Chapter 6). Calibration methods like temperature scaling,

while producing well calibrated scores on in-distribution data, end up reducing the confidence

on in-distribution data as well, and thus losing discriminative power between the two types

of data; this is reflected in the poor performance of temperature scaling as a method for OoD
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detection.

The intra-dataset (i.e., cross-fold test, shown in the last column) is the only test where

the abstention approach does not seem to work well (in an absolute sense, even though it is

better than quite a few of the other methods). No method performs reliably in this test, and

this is a reflection of the fact that the classes in Tiny ImageNet are remarkably similar to

each other, and it is thus quite difficult to distinguish intra-dataset classes reliably; in fact,

the classification accuracy on the full set for state-of-art methods is less than 70% (tin, 2017).

Finally we also note here that many of the methods listed in the table, like temperature

scaling and deep ensembles, can be combined with the abstention approach. Indeed, the

addition of an extra abstention class and training with OoD data is compatible with most

uncertainty modeling techniques in deep learning; we leave the exploration of such combination

approaches for future work.

7.5 Conclusion

We presented a simple, but highly effective method for open set and out-of-distribution

detection that clearly demonstrated the efficacy of using an extra abstention class and

augmenting the training set with outliers. While previous work has shown the efficacy of

training with outliers (Hendrycks et al., 2018a), here we demonstrated a simpler approach

for exploiting outlier data that further improves upon existing methods, while also being

significantly simpler. The simplicity of implementation, absence of additional hyperparameter

tuning and computational efficiency during testing makes this a very viable approach for

improving out-of-distribution and novel category detection in real-world deployments. We

hope that this will also serve as an effective baseline for comparing future work in this domain.
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Chapter 8

FUTURE DIRECTIONS

The work in this thesis was motivated by practical challenges that are encountered when

using deep learning models for classification, both during training and prediction. In Part I,

using a novel, abstention-based framework, we were able to show how DNNs can be robustly

trained in the presence of noisy data, and in addition, also learn features that are indicative

of systematic corruption in the data; further improvements were demonstrated by applying

PID control and semi-supervised learning to the problem of learning in the presence of label

noise.

The work in Part I can be extended in a number of ways. While our focus in this thesis

was on classification problems, the abstention formulation can also be extended to regression

tasks where the model needs to predict a real, continuous value. One possibility here is to

replace the cross-entropy loss with the squared error loss, while at the same time retaining the

extra abstention class and the associated abstention penalty. A mixed classification-regression

formulation for object detection was discussed in (Kendall and Gal, 2017); a similar approach

could be adapted to the abstention formulation as well.

We can also extend the classification framework to other tasks; for example, label noise can

also occur in object detection (Szegedy et al., 2013a) and semantic segmentation tasks (Long

et al., 2015), where the ground truth labels are now at the pixel or super-pixel level. Here,

the DAC loss function would need to be reformulated at a finer level of granularity; the

advantage here is that the DAC loss is architecture independent, and theoretically, should

work even with segmentation networks.

A very active sub-field of generative modeling in deep learning is Generative Adversarial

Networks (Goodfellow et al., 2014a), that have shown to be capable of generating highly
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realistic images (Karras et al., 2019). GANs, however, are notoriously hard to train and

stabilize (Salimans et al., 2016), so an interesting possibility here is to use the DAC as the

discriminative component in the GAN. The idea here is that the GAN discriminator would be

initially allowed to abstain on a large number of generated samples, but as the discriminator

gets better, abstention is decayed.

The abstention approach was only tested in benign settings in this thesis. However, the

principle of abstention can be a powerful defense against adversarial attacks, where the model

is allowed to abstain instead of making a prediction. In general, it is hard to defend against

such attacks (Papernot, 2018), but under some reasonable assumptions – where the adversary

might not have entire knowledge of the model – one could potentially combine adversarial

detection with abstention for a viable defense against such attacks.

Another area of security in machine learning deals with robustness against so-called data

poisoning attacks (Chen et al., 2017), where the training labels are maliciously corrupted

such that the DNN makes a targeted misclassification during test time. For example, there

might be pictures of faces of unauthorized persons in the training data of a face detection

system that have been deliberately mapped to labels of authorized faces. The main challenge

here is that data poisoning is mathematically not a form of label noise; the mapping from

multiple images of an unauthorized user to the identifier (label) of an authorized user, while

malicious, is not inconsistent. However, we can exploit the fact that poisoned samples are

outliers in feature space, and instead of cross-entropy, we could potentially use a loss function

that penalizes the feature-space dissimilarity of a sample with its neighbors that have the

same label. Setting the abstention setpoint to a reasonably small fraction of the training data

– by using the PID control technique we developed in Chapter 4 – might afford some degree

of protection against such attacks.

The exploration of the causes of uncertainty and miscalibration in deep learning that we

undertook in Part 2 allowed us to improve threshold-based abstention techniques; using this,

and further leveraging our results from Part I, we were also able to demonstrate an effective

method for open set and out-of-distribution detection for image classification. There are a
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number of interesting directions that could be pursued here as well: our current experimental

setting require the usage of additional OoD samples for training the abstention class. An

alternative approach here would be to use GANs for generating synthetic samples that can

then be used as OoD data, similar to the work in (Ge et al., 2017), (Neal et al., 2018).

Also, our experiments on open set detection were restricted to images, but a similar

approach could also be applied to acoustic and other types of signals. With AI computation

increasingly occurring on edge devices (Verhelst and Moons, 2017) like mobile phones and

sensors – the so called Internet-of-Things (Atzori et al., 2010) – and the increasing presence

of deep learning classification systems in this domain (Li et al., 2018), a robust classification

system that can reliably detect signals of interest and reject false positives would have great

value in real-world applications. Indeed, a very worthwhile area of further exploration would

be to investigate how predictive uncertainty and miscalibration are affected for deep learning

models that have been sparsified and compressed (Iandola et al., 2016; Lane et al., 2016) for

deployment on edge devices. In such cases, a computationally efficient means of capturing

uncertainty, like the one we developed in Chapter 7, would be especially useful.

Since the trends of increasing compute power and large data are expected to continue well

into the future, one can also assume that deep learning-based AI will play an increasingly

significant role in technology and society; it is hoped that the work in this thesis has provided

practical insights into training and deploying these systems in a safe and robust manner.
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