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Continual Federated Learning (CFL) is a distributed machine learning technique that enables
multiple clients to collaboratively train a shared model without sharing their data, while
also adapting to new classes without forgetting previously learned ones. Currently, there are
limited evaluation models and metrics for measuring fairness in CFL, and ensuring fairness
over time can be challenging as the system evolves. To address this, our study explores
temporal fairness in CFL, examining how the fairness of the model can be influenced by the
selection and participation of clients over time.

We introduce novel fairness metrics—Delta Accuracy Fairness (DAF) and Delta For-
getting Fairness (DFF)—specifically designed to ensure temporal fairness in a CFL context.
Additionally, we propose a set of client selection strategies that enhance the temporal fairness
of the CFL model by addressing disparities in knowledge retention. Through comprehensive
analysis, we demonstrate that while no single strategy guarantees perfect temporal fairness,
the Low Participation and Low Average strategies consistently outperform others in terms of
stability and equity. Furthermore, our findings underscore the adaptability of the Dynamic
strategy, which shows significant promise in certain tasks. These insights pave the way for
refining client selection strategies, enhancing CFL’s fairness, and fostering more equitable

learning environments.
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Chapter 1

INTRODUCTION

Over the recent years, machine learning models have found adoption across consumer
applications (such as e-commerce, streaming, social media, gig-economy) as well as mission-
critical systems (such as healthcare, fraud-detection amongst others). All of these models
rely on large-swaths of personal data to work effectively (better-recommendations, accurate
diagnostics). Naturally, users (shoppers, business-clients, patients) often have privacy related
concerns. One way to mitigate these apprehensions is build systems that can work (both
for training and inference) without data leaving a customer’s device or at least do not have
a single-point that can be exploited. Furthermore, real-life machine learning systems often

need to work in dynamically changing environments.

In this work, we investigate the fairness of the models trained in the CFL. We first
propose two different ways of measuring fairness: one related to the deontological [2] ethical
framework (i.e., fairness at every step which we refer to as temporal fairness) and the other
one grounded on the utilitarian ethical point of view (i.e., fairness of the overall system,
which we refer to as fairness-as-whole). We show that it is important for the research
community to explore new definitions of fairness for tasks that are outside of traditional
approaches, continual and dynamic in learning. We argue that for systems such as CFL,
fairness cannot be measured at the end of the training period but has to be monitored over

time and temporally.

We develop a new fairness metric based on individual fairness which corresponds closely
to client fairness in FL, where the objective is to ensure that clients with similar contributions
to training (e.g., rounds of participation, classes participated in, etc.) achieve similar outcome

from the global model. We show that this metric is highly sensitive to the temporal and



continuous learning aspects of the model.

Our empirical analysis shows that state-of-the-art CFL algorithms [I] can attain fairness
as a whole but not temporal fairness. We then show that by using a variety of strategies in
client selection we can attain temporal fairness. The resultant algorithm is more equitable
and remains robust to changes in data distribution or the model’s learning trajectory. The

contributions of our work are as follows:

e To the best of our knowledge, this is the first work to propose an individual fairness
metric that is measured over time corresponding to the deontological ethical viewpoint.
This metric includes feature representation corresponding to the participation level of

clients as well as the number of incremental classes to which clients contributed to.

e We evaluate both fairness-as-whole and temporal fairness of the state-of-the-art CFL

algorithm that uses generative replay and show that it fails to attain temporal fairness.

e We also propose a set of client selection strategies, including a Dynamic self-adapting

algorithm, that enable the CFL model to achieve temporal fairness.

1.1 Introduction to Continual Learning (CL)

Continual Learning (CL), also known as lifelong learning, is a vital approach in machine
learning where the model learns continuously, accumulates the knowledge learned from pre-
vious data, and applies it to new tasks. In the context of class incremental learning, a ‘task’
refers to the introduction of a new set of classes into the learning process. This method helps
in overcoming the problem of catastrophic forgetting, where new learning can interfere with
and overwrite previous knowledge [3].

Early studies in continual learning have been primarily focused on developing strategies
that allow neural networks to retain old knowledge while adapting to new information. One

of the seminal works in this area is by Kirkpatrick et al., who introduced the concept of



Elastic Weight Consolidation (EWC), which adds a regularization term in the loss function
to protect the weights that are important for previous tasks [4].

Recent advancements in CL have addressed various challenges such as task-agnostic learn-
ing, where the model is not only able to learn continuously but also does not need to be
explicitly informed about the task boundaries [5]. Techniques such as Gradient Episodic
Memory (GEM) and Averaged Gradient Episodic Memory (AGEM) have been proposed to
efficiently manage memory and computation, enhancing the scalability of continual learning
models [6] [7].

Continual learning is increasingly being recognized for its potential applications across
various domains including autonomous driving, healthcare, and robotics, where the ability
to adapt to dynamic environments and new information is crucial [§].

The field continues to grow as researchers explore more efficient algorithms and architec-
tures that can better mimic human-like learning, making continual learning a cornerstone

for achieving true artificial intelligence [9].
1.2 Introduction to Federated Learning (FL)

Federated learning (FL) is an emerging methodology that enables model training across a
multitude of devices or servers holding local data samples, without necessitating the exchange
or centralization of this data. This framework provides privacy-preservation by design. In
addition, the distributed nature of computations also improve the efficiency and scalability
of underlying models. Consequently, FL has found applications in a variety of areas ranging
from predictive-typing, disease-prediction to autonomous vehicles [10].

Early works in this area include algorithms proposed by Konec¢ny et al. [I1] and McMahan
et al. [I2]. McMahan et al. introduced the Federated Averaging (FedAvg) algorithm to
enhance the efficiency of training deep networks by aggregating locally computed updates to
improve a global model iteratively, while maintaining data privacy and security.

Recent advancements in FL have concentrated on addressing challenges related to model

personalization and the handling of non-IID data (where client data distributions can be



significantly diverse). Algorithms such as Model Personalization (FedAMP) and Federated
Learning of Cohorts (FLoC) have been shown to tackle these challenges by achieving more
equitable and efficient learning outcomes [13].

Another area-of-focus for FL research is in the domain of ethical AI. These FL. models

seek to balance the benefits of Al with the imperatives of individual privacy rights [14].
1.3 Significance of Continual Learning in Federated Learning

While the de-centralized nature of FL helps to improve data privacy and security, it presents
unique challenges related to handling evolving data-distributions [15], [16]. A common way
to deal-with these shifting data-patterns is through continual learning. An early studies
analyzing the feasibility of combining FL. and continual learning was conducted by Parisi et
al. [3] for the problem of ”catastrophic forgetting” [3] [17].

Fairness in federated learning is another essential constraint as biased models can lead
to unequal treatment or misdiagnosis in critical sectors like healthcare. This challenge is
magnified by the diverse data sources inherent in federated learning. Continual Learning can
also aid FL models in this regard by providing mechanisms for regular updates/refinements
without losing grasp of historical data insights [13| [14].

Consider a healthcare scenario where multiple hospitals use federated learning to develop
a predictive model for disease diagnosis. Each hospital’s data may contain unique patterns
related to patient demographics and socio-economic conditions. Suppose, hospital A primar-
ily serves an urban population with prevalent lifestyle diseases, while Hospital B, in a rural
area, reports more cases of infectious diseases. As data is pre-anonymized/trained by each
hospital, traditional FL. might skew the model towards the urban disease profile due to the
larger data volume from Hospital A, leading to less accurate predictions for patients from
Hospital B.

Our thesis aims to address this imbalance by integrating continual learning into federated
learning. Continual learning enables models to adapt and learn from new data streams

continuously. To illustrate, let’s consider a before-and-after scenario: In addition to the



challenges in federated learning, fairness is equally crucial in the context of continual learning.
Continual learning, or lifelong learning, involves models continuously adapting and learning
from new data streams over time. The importance of fairness here lies in ensuring that
as models evolve with new data, they do not inadvertently favor recent data or certain
demographics over others [18]. This is particularly pertinent in dynamic environments where
data distributions and characteristics change over time, as seen in healthcare settings where
patient demographics and disease profiles may shift.

Before Continual Learning Integration: In the traditional federated learning ap-
proach, the model trained with data from Hospitals A and B might perform well initially.
However, as Hospital C joins the network with a different patient profile (e.g., an aging pop-
ulation with chronic conditions), the model struggles to adapt to this new data, potentially
becoming less accurate for Hospital C’s patients.

After Continual Learning Integration: With continual learning principles applied,
the model not only learns from the initial data from Hospitals A and B but also continuously
adapts as Hospital C joins. This adaptability ensures that the model updates its parameters
to accommodate the new data characteristics, maintaining accuracy and fairness across all
patient groups [17].

By intertwining continual learning with federated learning, our research aims to pioneer
new pathways in developing equitable and fair machine learning models. This involves de-
signing algorithms that can adapt to new data while maintaining a balanced representation
of all groups, and developing metrics to continually assess and correct biases as they arise.
The integration aims to create models that are not only robust and adaptable but also ethi-
cally sound and socially responsible, reflecting a commitment to fairness in an ever-evolving

data landscape.
1.4 DMotivation

Fairness in Machine learning [19, 20] is an important aspect of advances in algorithms that

can help avoid adverse societal impacts in many sectors such as healthcare [21], finance [22],



computer vision [23], and criminal justice [24], where decision-making models can signifi-
cantly affect individuals’ lives.

Most of the FairML literature has emerged from statistical group measures that can be
translated to evaluate the outcome of the traditional machine learning algorithms, which are
designed to perform well on a set of known tasks and classes that they have been exposed

to during centralized training [25] 26], 27, 2§].

1.4.1 Introducing Fairness in CFL

The essence of continual learning in FL is to enable models to adapt over time to new data
without forgetting previously learned information. However, as datasets evolve, the risk of
bias and unfairness may increase if newer data distributions reflect imbalances or if certain
demographic groups are underrepresented in the data streams over time. The dynamic nature
of these datasets complicates the task of maintaining fairness, as models must continuously
learn from new data while ensuring equitable treatment across all groups. Furthermore, the
continual adaptation of models to new data can lead to "model drift,” where the performance
of the model may start favoring recent data or specific demographics over others, thereby
undermining fairness over time.

These challenges are magnified in federated settings where data is inherently heteroge-
neous and decentralized across numerous nodes. As each node may contribute data that
evolves differently, ensuring that the global model remains fair to all contributions becomes
a complex task. This scenario demands novel approaches to model training and updating
that can account for the temporal dynamics of data and model evolution, a topic explored
in the research on fairness in machine learning and federated learning systems [13] 29].

Given these limitations, a paradigm that can adapt to new private data and learn contin-
ually is highly desirable. This has led to the emergence of the Continual Federated Learning
field of research. For example in the use cases related to vision tasks involving continuous
learning from visual data to enhance recognition, tracking, and analysis become particu-

larly important. In such tasks, it is required that the system updates its knowledge and



decision-making with new visual inputs continuously [30]. Recent advancements in FL have
shown potential in such applications, where deployed models could be running ubiquitously
on devices such as mobile phones and edge devices such as CCTV cameras [31]. As a result,
underlying models need to be capable of adapting to new information in the absence of a
traditional model-fitting pipeline (i.e., data collection, sharing, and centralized training).
However, this newly established paradigm imposes great challenges regarding how and when
to measure the fairness of the underlying model, as the existing approaches proposed in the
FL community and CL community fall short.

Measuring and ensuring fairness is a challenging task that is especially difficult in dis-
tributed and decentralized settings such as federated learning (FL) where the model developer

is not privy to clients’ local data.

1.4.2  Algorithmic Fairness Over Time

The CFL paradigm introduces new dimensions to fairness challenges, given its dynamic na-
ture where models learn and adapt over time without centralized data aggregation. The
temporal aspect of fairness becomes increasingly complex as models must ensure fair treat-
ment across a continually updating dataset and a potentially changing population of clients.
This continuous learning process can inadvertently lead to temporal biases if earlier data
disproportionately influences the model compared to later data, or if certain client updates
are prioritized over others.

In this vein, temporal fairness emerges as a critical component in the continuum of CFL.
Traditional measures of fairness may not suffice in a landscape where models must not only
be just at a single point but maintain that equity through time and across evolving data
streams. This ongoing assessment is crucial in applications where the timing of decisions
is as consequential as the decisions themselves—for example, in adaptive traffic control sys-
tems that learn from a constant influx of data to optimize flow while ensuring equitable
mobility for all parts of a city, or in dynamic content recommendation engines that must

continually adjust to user preferences without biasing exposure to new content. The var-



ied participation rates of clients, influenced by their technical capabilities, data availability,
and operational conditions, also demand that fairness metrics accommodate the temporal

dimension to prevent biases against less frequently participating clients, as shown in Figure
L1

Hence, addressing the fairness challenges of CFL requires a framework that not only
understands the evolving data distributions but also respects the temporal sequences of data

contributions and participation levels from clients.

f“’czt M“";' L,’&":'; Global Model Update
g * e with Class A, B & C
B knowledge
Task 1: Class A ) ; empor.al R Server Task 2: Class C
—— | Client Learning Evaluation Rounds | — .
&B 1-n Aggregation

Local Model Update I l Global Model Update
for ClassA&B with Class A & B

Figure 1.1: Temporal Fairness within CFL. Task represents sequential learning of a new class

in a class incremental learning scenario.

1.5 Proposed Solution

By intertwining continual learning with federated learning, our research stands at the conflu-
ence of federated learning and continual learning, aiming not just to navigate but to innovate
the pathways towards developing machine learning models that epitomize equity and fairness.
Central to our approach is the design of adaptive algorithms capable of learning from new
data streams while ensuring a representationally balanced perspective across all participant
groups. A pivotal element of our methodology involves the development of dynamic metrics

specifically designed to monitor and assess fairness over time. This initiative is motivated



by the recognition that fairness is not a static attribute but a dynamic quality that must be
vigilantly maintained as data landscapes evolve and models continually adapt.

The core of our proposed solution is the development of a fairness metric that is sensitive
to the temporal aspects of model training in a federated learning environment integrated
with continual learning principles. This metric will enable the ongoing assessment of model
fairness, identifying potential biases as they emerge and providing feedback for model ad-
justment in real-time. By continuously monitoring fairness, we aim to ensure that models
remain equitable across different groups, irrespective of changes in data distribution or the
model’s learning trajectory.

In this way, the integration of continual learning into federated learning is not just a
technical enhancement but a step towards more ethically sound and socially responsible
Al systems. By ensuring that our models are not only intelligent but also fair and just,
this research promises to make a significant contribution to the field of machine learning,
particularly in contexts where data is a continuously evolving phenomenon.

In this study, we aim to investigate following research questions:

RQ1. Maintain fairness when new clients join or leave the federation over time.

RQ2. Explore fairness-aware continual learning algorithms for use in federated learning.
1.6 Outline

The thesis is organized as follows: Chapter 2 outlines the related works in the field of fairness
in ML, FL and CL. Chapter 3 dives deep into the proposed definition of fairness in CFL.
Chapter 4 dives deep into the proposed fairness metrics and methodology. Chapter 5 focuses
on the different experiments, and their results. Chapter 6 focuses on the proposed work’s

overall discussion, limitations, implications, and future aspects.
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Chapter 2
RELATED WORK

In this chapter, we summarize recent works related to fairness in federated learning and

continual learning.

2.1 Fairness in Federated Learning (FL)

There has been an increase in the number of FL algorithms specifically designed to tackle
fairness in the past years [32 B3, 34, B35, [36]. Most of these works have emerged at the
intersection of group fairness and FL, where some rely on sharing statistics and sensitive
attributes with the FL server to enforce demographic parity [37, B8]. Others aim to achieve
group fairness by applying debiasing on each client locally [39, [36, [40] and with sporadic
global debiasing [32].

The concept of individual fairness in Federated Learning has received less attention in
recent years. To this end, a handful of studies [41, 42] have proposed different models
and techniques that try to address data-level and client-level fairness. For instance, Zeng
et al. [32] proposed a theoretical framework suggesting that federated learning can inher-
ently improve model fairness compared to centralized approaches. They introduce FEDFB,
a privacy-preserving fair learning algorithm, which demonstrates competitive performance
against existing methods [32]. However, other studies have shown that models trained with
federated learning can often exhibit higher bias and become more susceptible to attacks due
to variations in local data distributions across clients [43].

In [42], Shi et al. proposed a taxonomy termed as “Fairness-aware federated learning”
(FACL) which covered different stages like client selection, optimization, contribution evalu-

ation, and incentive distribution. This work aimed to develop algorithms that could ensure
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similar model performance across clients fairness. In [44], Lyu et al. presented a framework
called “Collaborative Fair Federated Learning” (CFFL) which leveraged reputations to en-
courage participants to converge towards models promoting fairness and accuracy. However,
they also considered fairness only as a measurement of the final snapshot of the learning

process.
2.2 Fairness in Continual Learning (CL)

Fairness in continual learning (CL) adds another layer of complexity, ensuring that the
model performs consistently well for different data distributions or subgroups present across
the learning sequence. As models evolve to accommodate new information, maintaining a
balance to prevent catastrophic forgetting is crucial [45].

Innovative approaches have been developed to adjust training sequences for fairness,
minimizing biases that might favor recent data [30]. Additionally, robust methods such
as integrating data augmentation with regularization strategies are employed to enhance
training fairness [46].

Zhao et al. [47] presented a class incremental learning (IL) method that utilized fine-
tuning alongside a dual memory system to mitigate the adverse effects of catastrophic
forgetting in image recognition. Their approach included a two-phase method involving
knowledge distillation to maintain the model’s discrimination capabilities across previously
learned classes and introduced Weight Aligning (WA) to adjust biases in the final layer, thus
promoting fairer treatment across all classes.

In a different vein, Troung et al. [48] introduced a fairness-oriented continual learning
approach tailored to the semantic segmentation problem. They proposed a Prototypical
Contrastive Clustering loss to address the challenges posed by catastrophic forgetting and
background shifts, demonstrating a novel way to integrate fairness directly into the loss
function of learning algorithms.

Further advancing the discussion on domain-specific applications, the study by Chura-

mani et al. [49] focused on Domain-Incremental Continual Learning (Domain-IL) to enhance
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fairness in Facial Expression Recognition (FER) systems. This work emphasized the compar-
ative advantage of CL methods over traditional non-CL approaches, highlighting significant
improvements in accuracy and fairness metrics, particularly in addressing biased data dis-
tributions.

Despite these advancements, significant limitations remain in the field of CL. Most ap-
proaches still grapple with catastrophic forgetting, even with sophisticated methods like
knowledge distillation and fine-tuning. Furthermore, while efforts to minimize biases through
tailored training sequences and loss functions are noteworthy, they often require complex ad-
justments and may not be effective universally across different data types or scenarios. A
critical gap in current research is the lack of emphasis on temporal fairness, especially cru-
cial as models continuously learn and evolve over time. This oversight points to the need for

methodologies that can assess and ensure fairness dynamically as learning progresses.
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Chapter 3

FAIRNESS DEFINITION IN CONTINUAL FEDERATED
LEARNING

3.1 Philosophical Frameworks of Ethics

In the evaluation of machine learning models, the ethical framework of utilitarianism, as
introduced by philosopher Jeremy Bentham [50], is currently prioritized over other ethical
paradigms such as deontology. This preference is largely due to the fact that most fairness
metrics are designed to measure allocative harms. As a result, utilitarianism, with its quanti-
tative nature, has found significant application in fields such as economics and public policy.
Therefore, it is essential to understand the implications of this utilitarian approach when
assessing the fairness of machine learning models.

Similarly, the machine learning community has been thinking about fairness as a balance
between the trade-off that is between fairness and accuracy. ML models are debiased to
achieve an equilibrium between predictive performance metrics like accuracy, f1-score, mean
squared errors, etc. with other fairness-related metrics such as demographic parity, equalized
odds, etc. This view of the discipline has been guided by utilitarian interpretations of fairness

which focus on a so-called summum bonum, or the highest order of the good.

In the same vein, we are beginning to observe similar narrow utilitarian considerations of
fairness in the CFL community. For instance, in [I] authors measure the disparity between
the client’s accuracy at the end of the training for each task as fairness, with no consideration
for the client’s participation, and whether during the lifetime of the system the fairness was
achieved. Only recently a handful of works including a recent article by Mougan et al.
[51] have raised concerns regarding the alignment problem of the utilitarian framework for

advanced ML and Al applications. We also believe that by adopting a utilitarian view and
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measuring fairness at the end of the CFL system, we run into the risk of using metrics that
are intrinsically misaligned with the paradigm.

In contrast, Kant’s moral theory known as Groundwork [52] is grounded on two main
principles: “Act only on a maxim that you can also will to become a universal law (Ground-
work, 4:421)” and “Act in such a way that you treat humanity, whether in your own person
or anyone else’s, never merely as a means, but also always as an end (4:429)”. Using this

deontological perspective in this work, we posit the following hypothesizes:

3.1.1 Definitions

To ground our work on the discussed deontological principles, we use the following definitions.

Definition 1: Individual Fairness posits that a model f(-) achieves individual fairness

w.r.t. two individual samples x and 2’ [53] if:
d(f(x), f(2") < L-d(z,2') V2 eX (3.1)

where L > 0 is a constant and d(-,-) represents a distance metric on the set X.
Put simply, for two clients with similar contributions to training a model, we expect a

similar treatment (i.e., accuracy) of the model.

Definition 2: We define temporal fairness in CFL as the consistent treatment of clients
over time, ensuring that fairness is maintained not just after the end of training but through-
out the continual learning process. We can thus rewrite the above definition for continuous

temporal time ¢ as:

d(fe(zy), fi(x})) < Ly -d(x,2") YV ay, 2, € X, (3.2)

In the next section, we detail how we expand on these two definitions and propose concrete

metrics to measure temporal fairness in CFL.
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3.2 Proposing Novel Metrics for Fairness in CFL

Fairness in CFL refers to the equitable opportunity for each client to contribute to the
learning process and benefit from it, as defined in eq. [3.I] This involves ensuring that the
model updates do not induce or perpetuate bias and that the learning process is transparent
and accountable. In this section, we propose a methodology to achieve this task. To this

end, let us start by considering various client-specific features.

3.2.1 Feature Set for client Similarity Calculation

An expanded set of features is essential for dynamically assessing the similarity (individual
fairness (eq. among clients in terms of engagement and contribution to the learning
process. Let C be the set of all clients and let m = |C| be the number of observations (number
of clients). To this end, for each client i, we create a set Q;, which includes frequency f;,
regularity r;, trend ¢;, participation count p;, average interval a;, and number of classes ¢;
such that Q; = {fi, ri, ti, pi, a;, i }-

If the objective is to measure fairness as a whole, one could argue that similarity can be
assessed by looking at the overall participation of clients. This approach provides a global
view of fairness, taking into account the overall contribution of each client to the learning
process. However, this procedure averages out the temporal aspects of the fairness measures
(eq. . Therefore, a more granular approach is required for evaluating temporal fairness.

This is particularly relevant in a CL setting where the model is updated progressively
during multiple rounds of training. Therefore, in CFL settings, it is necessary to calculate
these features in each round of training. This way, the resultant metric can provide each
client an equitable opportunity to contribute to the model training and benefit from the

learning process. In this work, we consider the following client attributed features:

e Frequency (n;): Represents the total number of participations by client ¢ within a
specific timeframe, where n; € N. This metric is indicative of the client’s engagement

level within the CFL environment.
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Regularity (7;): Quantifies the consistency of participation over time for client 4,
measured as the standard deviation of time intervals between participations, where
r; € R>o. This metric helps to quantify the stability and predictability of a client’s

participation.

Trend (t;): Measures the directional change in client i’s participation over time, re-
flecting whether that client’s engagement is increasing, decreasing, or stable, where

t; € Z. It helps in anticipating future participation patterns.

Participation Count (p;): The total number of specific tasks in which client ¢ has
engaged, where p; € N. This metric helps to track a client’s involvement across diverse

learning tasks.

Average Interval (a;): Measures the average time between consecutive participations
for client i, where a; € Rsq, offering a complementary perspective to regularity by

highlighting the temporal dynamics of engagement.

Number of Classes (¢;): Denotes the number of unique classes encountered by client
¢ within the learning process, where ¢; € N, encoding the complexity and breadth of
each client’s engagement in class-incremental learning. In an i.i.d (Independent and
Identically Distributed) setting, each client is likely to encounter a similar distribution
of classes, which simplifies the analysis of fairness as the learning experiences and
challenges are uniform across clients. However, in a non-i.i.d (non-Independent and
Identically Distributed) scenario, clients may be exposed to different subsets of classes,
reflecting a more complex and heterogeneous learning environment. This heterogeneity
can lead to variability in the learning experience and model performance, which must
be accounted for when assessing fairness. By tracking c; for each client and considering
the i.i.d or non-i.i.d nature of class distribution, we can, more accurately, adjust our

fairness metrics to ensure that clients with similar number of class exposures receive



17

similar treatment, thereby upholding the principle of individual fairness in the CFL

ecosystem.

These attributes Q; form the basis for the client feature matrix, Steatures € R™I€! (||

represents the cardinality of a set), defined as:

ng ry ti proar ¢
ng ry ta p2 az ¢

Steatures = . . . . . . ) (33)

Ny Tm tm Pm &m Cm

where each row represents the unique engagement profile of a client ¢ across the defined
metrics, and m is the number of clients.

Also, this matrix Sgeaures S€Tves as a quantitative foundation for comparing client behav-
ior, helping us to compute similarity across different client pairs. Through this analytical
framework, we aim to enhance our understanding of client engagement dynamics and con-
tribute to the development of more effective, personalized learning environments.

The selected features are particularly pertinent to CFL, as they capture various dimen-
sions of client engagement that are essential to the iterative learning process. In a CFL
setup, where the model is updated continuously, it is critical to track not just the quantity
of data contributed by a client, but also the regularity and variability of their contributions.
These features were carefully chosen to ensure that the temporal and distributional aspects
of client engagement are adequately represented, allowing for a nuanced analysis of fairness.
By considering both the engagement patterns (frequency, regularity, trend, and average in-
terval) and the diversity of contributions (participation count and number of classes), we
ensure a holistic evaluation of client similarity and fairness in the continually evolving model
landscape of CFL. The choice of these features is further substantiated by their relevance in
capturing individual client behavior, which directly influences the training and performance

of the federated model.
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The dynamic nature of CFL necessitates the recalibration of these metrics in each learning

round. This ensures that the system’s fairness measures remain adaptive and responsive to:

1. The most current client engagement and contribution patterns.
2. Changes introduced by new classes and learning tasks.

3. Evolving client behavior, participation trends, and learning challenges.

3.2.2  Delta Output Matriz for Fairness Assessment

We introduce two novel fairness measures tailored for the CFL environment: Delta Accuracy
and Delta Forgetting. These metrics are designed to capture the nuances of model perfor-
mance and learning consistency across different clients, further refining our assessment of
fairness. In our notation, the large A signifies the difference operation used in the matrices,
while the small § specifically refers to the individual matrices assessing different aspects of

fairness—accuracy and forgetting.

Delta Accuracy Fairness (DAF) Matriz

For assessing fairness in accuracy improvements across clients, we utilize the Delta Accuracy
Fairness (DAF) matrix, denoted as Asap € RFIXIV1 Each element Asar,, represents the
absolute difference in accuracy changes between clients ¢ and j from one training round to

the next. The matrix is defined as:
Asar,; = |AAcc; — Alccy], (3.4)

where AAcc; and AAcc; are the accuracy changes for clients ¢ and j, respectively. Lower
values in Asar indicate minimal disparity in learning improvements, highlighting fairness in

terms of accuracy changes.
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Forgetting Measure

Before constructing the Delta Forgetting Fairness (DFF) matrix, it is crucial to define the
forgetting measure, which quantifies the loss of previously learned information as new knowl-
edge is acquired. This is particularly relevant in scenarios such as Class-Incremental Learning
(CIL) where continuous learning is critical. The forgetting measure for client i is calculated

as follows:

1 A;nki:tial _ Alc'lllﬂrrent
AForg, = e > max <o, T , (3.5)

where K; represents the classes encountered by client i, with AlMtal and ASurent indicating

the initial and current accuracies on class k.

Delta Forgetting Fairness (DFF) Matrix

To assess fairness in knowledge retention, the Delta Forgetting Fairness (DFF) matrix,
Agrp € REFXII1 is used. Each element Asrr, ; measures the absolute difference in forgetting

rates between clients ¢ and j as:
Asrr, , = ‘AForgi — AForgj‘ , (3.6)

where AForg; and AForg; are the forgetting measures for clients i and j, respectively. Smaller
values in Aspp reflect a more equitable distribution of knowledge retention, thus supporting
fairness in the learning process.

By integrating these matrices, Asar and Aspp, into our fairness assessment, we provide
a comprehensive analysis of how individual fairness is maintained in both the learning and

forgetting processes within the CFL environment.

3.2.3 Computation of Fairness Matrices for Delta Accuracy and Delta Forgetting

In our CFL framework, fairness is quantified through two distinct matrices: the Delta Ac-

curacy Fairness (DAF) matrix, as applied to federated learning, and the Delta Forgetting
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Fairness (DFF) matrix for continual learning. These are denoted as Fsar and Fsap, respec-
tively, and are constructed in RE*NM Each matrix element is derived from a similarity
score between clients and the corresponding changes in accuracy (DAF) or forgetting mea-

sures (DFF).

For Delta Accuracy Fairness (DAF), tailored to federated learning, the matrix element

Fisar, ; is defined as:

Fsar,; = Sij X Asar (3.7)

1,77
where 0AF; ; quantifies the difference in accuracy changes between clients ¢ and j. A
lower Fsar, ; value indicates a fairer distribution of learning benefits, reflecting more uniform

changes in accuracy across clients.

For Delta Forgetting Fairness, specific to continual learning, the matrix element Fspy,

is computed as:

Fser,; = Sij X Asrr (3.8)

i)
where 0FF; ; measures the difference in forgetting rates between clients ¢ and j. A lower
Fispr, ; value signals a more equitable distribution of the forgetting effect, thus promoting

fairness in knowledge retention.

These matrices, Fsar,; and Fspr, ;, serve as fundamental tools for evaluating temporal

0,50
fairness, where low values are indicative of fairness, ensuring that clients experiencing sim-
ilar conditions undergo comparable changes in accuracy and forgetting. An ideal value of
Fsar,; = 0 or Fspp,, = 0 represents perfect fairness, where similarly engaged clients have

identical outcomes. Higher values, however, highlight potential disparities and emphasize

the need for enhanced fairness mechanisms in client treatment.
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3.2.4 Fairness Ratio

After computing the fairness matrix F, we define the fairness ratio, denoted by p, which
quantifies the proportion of fair decisions relative to the total number of decisions. The

fairness ratio p is expressed by the formula:

B Fair Counts
~ Fair Counts + Unfair Counts’

p (3.9)

Here, a fair count is indicated by a lower F; ; value, suggesting similar outcomes for com-
parable clients, thus reflecting algorithmic fairness. Conversely, an unfair count is marked by
a higher F;; value, indicating disparities in the treatment of similar clients, which suggests
potential unfairness.

The fairness ratio p serves as a quantitative indicator of the algorithm’s performance in
terms of fairness, with a higher p indicating a greater prevalence of fair decisions within the

algorithm’s operations.
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Chapter 4
METHODOLOGY

4.1 Background

Continual Learning (CL) In this work, we concentrate on Class Incremental Learning
(CIL), a paradigm essential for models to learn new classes sequentially without forgetting
previously learned one [54], as shown in figure . In CIL, we denote the set of classes at time
t as Cy, with the condition C;_; C (Y, indicating a progressive expansion of knowledge. The

goal is to optimize:
t—1

min L(T;,6) + A LT, 0), (4.1)

i=1
where 6 represents model parameters, and \ balances learning new tasks and remembering

old ones, addressing the challenge of catastrophic forgetting.

Model Update for
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F B knowledge
Memory —1
Task 1:
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B

Task Task 2: Class
" —
Transition c

Figure 4.1: Continual Learning

Continual Federated Learning (CFL) aims to equip distributed models with the
ability to learn new classes over time without losing previously acquired knowledge, critical

for lifelong learning in decentralized networks, as shown in Figure[d.2l We denote the evolving
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class set at time ¢ in any node as C}, where C;_; C (}, indicating incremental class expansion.
The optimization goal for CFL is succinctly captured as:

t—1
min L(T;,0) + A Y L(T;. 0), (4.2)

i=1
with 6 representing the decentralized model parameters and \ a balance between new learning

and memory retention across the federated network.

Local Model Update for
Class CwithA&B Global Model Update
knowledge with Class A, B&C

Server
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l Local Model Update l Global Model Update
for Class A& B with Class A & B

Figure 4.2: Continual Federated Learning
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4.2 Continual Federated Learning (CFL)

This section introduces an adapted methodology for Continual Federated Learning, influ-
enced by [I], which incorporates generative replay mechanisms within a federated learning
context to address issues of catastrophic forgetting. The approach emphasizes the integra-
tion of server-side model consolidation and client-side consistency enforcement as shown in

Figure taking into account the evolving nature of client data and class information.

Server-Side Model Consolidation: The server initiates each training cycle by synthe-
sizing a global model from the combined parameters of all participating clients (01, O, . ..).
As new class data emerges from client interactions, the server model is strategically en-

hanced through a consolidation process utilizing synthetic data produced by client-specific
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Figure 4.3: Continual Federated Learning Framework (Adapted from [1])

GANs. This consolidation is managed by applying the ACGAN loss function Lgever =
Licgan(Oglobal, Xg), where X, represents the synthetic samples generated by clients, and
Oglobal are the server model parameters. This process not only updates the global model
with new class knowledge but also ensures a cohesive integration of diverse client insights,

enhancing model adaptability and robustness.

Client-Side Consistency Enforcement: During local training, each client employs an
ACGAN architecture enhanced by two generators: one from the preceding task (chl) and
the global model generator (Gglobal). These generators fabricate synthetic samples X/ | re-
flective of both past and present tasks, which are incorporated into the current training set X.
The local model is trained using the ACGAN loss function Lipcas = Lacgan (0, X;_; UX). Con-
sistency across varied data types is maintained through specific loss functions (L1, Lea, Les),
culminating in the total client loss Lejient = Liocal + Le. This method ensures that each client’s
model remains stable and effective across changing data landscapes and tasks, thereby min-

imizing forgetting and promoting consistent performance throughout the federated network.
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4.3 Client Similarity and Fairness Evaluation

Next, we leverage the individual fairness definition to examine the relationship between client
similarity and model outcomes. Prior to computing the cosine similarity, we apply min-max
normalization to the features in Spatures t0 ensure that each feature contributes equally to
the similarity measure. The cosine similarity between two clients ¢ and j is calculated using
the formula:

o S; - S,

I = s )] )
where S; and S; are the feature vectors of clients i and j respectively, and ||S;|| and ||S;|| are
the magnitudes of these vectors. This normalization process scales all the features to a fixed
range, typically [0, 1], which is crucial for preventing any single feature from disproportion-
ately influencing the similarity scores. We then derive a client-to-client similarity matrix S
using cosine similarity measures on the normalized Sgatures as introduced in Section [3.2.1]
The matrix S, where each element .S; ; indicates the similarity score between clients 7 and 7,
provides a quantifiable measure of similarity that is integral to our fairness assessment. This
assessment is conducted using the fairness matrix F defined in Equations and [3.8) and

further evaluating fairness through the fairness ratio p in Equation
4.4 Client Selection in Federated Learning

Client selection is a process in Federated Learning (FL) that decides which clients are chosen
for training in each round. This is a crucial step because not all clients may be available for
training at all times due to reasons such as network connectivity, device availability, etc [55].
Moreover, including all clients in every round of training can be computationally expensive
O(n) and time-consuming.

An effective FL client selection scheme can significantly improve model accuracy, en-
hance fairness, strengthen robustness, and reduce training overheads. One commonly used

technique for Client Selection is Random Selection [56]. In random selection, the server
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randomly chooses all clients or a subset of clients from the total clients for the training.

However, random selection of clients in Federated Learning, while straightforward, has
several disadvantages [57]. One of the primary issues is the risk of over-representation of data.
When clients with over-represented data are selected randomly, the model can become biased
towards this data, affecting its performance on under-represented data [56]. Furthermore,
random sampling of clients in each training round may not fully exploit the local updates
from heterogeneous clients, which can result in lower model accuracy. This random selection
can also lead to a slower convergence rate of the model. Lastly, the fairness of the model
can be degraded as random selection might not ensure that every client gets a fair chance to
contribute to the model training.

Opting for subsets of clients rather than the entire client base ameliorates multiple oper-
ational challenges. It addresses scalability issues as it curbs the computational and network
demands, especially as the client pool expands. This method also respects the varying client
availability and reliability, which can be contingent on geographic or technical variables. By
training with subsets, models can incorporate a wider data spectrum, bolstering generaliza-
tion capabilities and curtailing bias toward over-represented client data [14].

Such selection strategies hold significant value in sectors reliant on nuanced data-driven
insights. In environmental conservation, FL harnesses selective sensor data to develop predic-
tive models for ecological shifts, balancing developmental needs with environmental preser-
vation [5§].

In the automotive sector, particularly for autonomous vehicles, FL’s subset selection in-
tegrates disparate data, addressing diverse traffic conditions and sensor discrepancies. This
refines algorithmic responses to localized contexts, augmenting safety and vehicular auton-
omy [59].

The retail and logistics domains similarly benefit from FL. Selective data integration from
various supply chain components enables sophisticated demand predictions and logistical ef-
ficiencies. This strategy adapts to regional market trends and sidesteps data biases, ensuring

models are well-fitted and equitable [60].
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In order to address the challenges associated with random selection in Federated Learning,
we have devised a set of unique strategies. Our proposed strategies for client selection in

Federated Learning encompass the following key aspects:

e Participation-Based Selection (p;): This strategy prioritizes clients that had lower
participation in previous rounds. The rationale behind this approach is to ensure that
all clients have an equitable opportunity to contribute to the model training process.
The participation of a client 7 can be quantified as p; = 3, where n; is the number of
times client ¢ has participated and N is the total number of rounds. We refer to this

selection strategy as Low Participation.

e Accuracy-Based Selection (a;): This strategy involves selecting clients based on
their performance in previous rounds. Specifically, clients that demonstrated lower
accuracy in previous rounds are given priority. This approach aims to improve the
overall performance of the federated learning model by focusing on clients that could

benefit from additional training. We refer to this selection strategy as Low Accuracy.

e Feature Set Average-Based Selection: This strategy involves selecting clients
based on the average of their feature set Sgeatures- Clients with a lower average are
given priority, with the aim of ensuring a balanced and comprehensive representation
of the feature space in the global model. This strategy is particularly beneficial in the
context of continual federated learning, where the learning process is an ongoing cycle
and the model is continually updated with new data. By prioritizing clients with a
lower average feature set, we can ensure that the model stays up-to-date and relevant
to all clients, thereby enhancing the overall performance and fairness of the federated

learning system. We refer to this selection strategy as Low Average.

These strategies are designed to address the challenges associated with random client
selection, thereby enhancing the efficiency, fairness, and performance of Continual Federated

Learning systems.
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4.5 Dynamic Self-Adaptive Client Selection in Federated Learning

Building upon our client selection strategies, we introduce a dynamic self-adaptive algo-
rithm, denoted as Apga, for client selection in Federated Learning (FL). This algorithm,
Apsa, intelligently selects the most appropriate client selection technique, based on real-
time performance metrics, with a focus on optimizing fairness.We refer to this selection

strategy as Dynamic.

4.5.1 Algorithm Overview

Let C = {Participation-Based, Accuracy-Based, Feature Set Average-Based} be the
set of predefined client selection strategies. The operation of the algorithm Apga is guided

by the fairness ratio p, as delineated in Equation [3.9]
The algorithmic process for Apga is detailed as follows:

By dynamically shifting between client selection strategies based on the fairness ratio,
Apsa ensures that the FL system adaptively optimizes for fairness. This approach not only
addresses the variability in client contributions and system performance but also maintains
the principle of fairness, allowing each client a proportionate opportunity to influence and
benefit from the federated model. The strategic adaptability embedded in Apga substantially

elevates the resilience and fairness of the CFL ecosystem.

The implementation of the algorithms discussed above, along with the fairness metrics,
is available on GitHub at https://github.com/noornaima/Fairness-in-Continual-Federated-
Learning. This ensures that the results can be easily replicated and further explored by other

researchers.


https://github.com/noornaima/Fairness-in-Continual-Federated-Learning
https://github.com/noornaima/Fairness-in-Continual-Federated-Learning
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Algorithm 1 Dynamic Self-Adaptive Client Selection (Apga )

Require: Set of client selection strategies C, fairness ratio p, fairness threshold 6, .

Ensure: Fair client selection in FL training rounds.

1: Initialize Ceyprent to an initial strategy from C

2: for each FL training round do

3: Compute fairness ratio p for the current model state
4: if p > O, then

5: Continue with Ceurrent

6: else

7 Select Cpexe from C with the potential to increase p
8: Set Ceurrent = Cnext

9: end if

10: Apply Ceurrent for client selection

11: Re-evaluate p after client selection

12: Update Ceurrent if necessary to ensure p > Opi,

13: end for

14: return The updated set of selected clients for the next training round
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4.6 FEvaluation Metrics

Average Accuracy (AA) represents the overall effectiveness of the learning algorithm

across the continual learning process. It is defined as:

1 N
AA = N;AW,

where A; y is the accuracy on task ¢ after the model has been trained on all N tasks. This
measure provides insight into the global learning capability and generalization performance
of the model across a diverse set of tasks.

Backward Transfer (BWT) quantifies the impact of learning new tasks on the per-

formance of previously learned tasks. It is calculated as:

=,

BWT = ] 2 (Ain — Ais),

where A; ; denotes the accuracy on task ¢ after training on task j, with NV being the total

number of tasks. A positive BWT indicates beneficial transfer, whereas a negative BWT
indicates detrimental forgetting.

Temporal accuracy (TA) is assessed at the conclusion of each task within the continual

learning sequence. It provides insights into the model’s knowledge retention and acquisition

efficacy at various stages of learning. For a sequence of N tasks, the temporal accuracy after

task j is given by the formula:

1 J
TAj ==Y Ay,

J =
where A; ; is the accuracy of the model on task ¢ after training up to and including task

7. This metric emphasizes the evolving nature of the learning process and highlights the

model’s adaptability to new information over time.

4.7 Experimental Setup

We performed our evaluation using the EMNIST-Balanced dataset [61], organizing the study

into five distinct tasks for each client, with each task encompassing two classes. Our setup
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included a total of five clients, but to streamline the analysis within the federated learning
(FL) framework and to specifically address the complexities inherent in continual learning
(CL), we selected a subset of three out of the five clients for participation in all experiments.
This approach simplifies the analysis by focusing on a consistent group of clients. For the
local training, we set the number of iterations to 7' = 400 and global communication round
R = 200 for all models. With five tasks allocated per client, this configuration results in
an effective 40 rounds dedicated to each task. To ensure the reliability of our findings, each

experiment was repeated four times, and we report the mean of these results.
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Chapter 5
RESULTS

This section analyzes the effectiveness of client selection strategies for fairness in continual
federated learning. We evaluate how different strategies impact both individual fairness and
model performance over time. A comparative analysis is provided, focusing on the variability
and stability of these strategies and their influence on learning and fairness within a dynamic

data environment.

5.1 Fairness using Delta Accuracy Fairness (DAF) matrix

Fairness-as-whole: In evaluating the individual fairness of the resulting system, as ex-
pressed by the Individual Fairness criterion (eq. [3.1]), our analysis depicted in Figure [5.1]
uncovers varied patterns of fairness across different participation and strategy frameworks.
Utilizing the Delta Accuracy Fairness metric, as formulated in equation (?7?), we note that
strategies marked by low participation and Low Average tend to demonstrate a convergence
in the accuracy improvements among clients. This convergence is indicative of a fairness ap-
proach that aims to equalize outcomes for clients with similar levels of engagement, striving
to meet the fairness criterion established by Individual Fairness.

In stark contrast, the randomness inherent to the Random selection strategy is associated
with significant discrepancies in client participation and, consequently, a broad range of
outcomes in terms of knowledge retention. This lack of consistency in the treatment of
clients, particularly when clients have equivalent levels of participation, signifies a divergence
from the ideal of individual fairness.

Meanwhile, the Low Accuracy strategy, despite fluctuations in both client accuracy and

participation, seems to maintain a closer adherence to fairness principles. The relatively
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consistent treatment of similarly situated clients aligns more closely with the individual
fairness standard.

Adding to this, the Dynamic Algorithm strategy shows an interesting pattern where
clients with comparable engagement levels tend to achieve similar accuracy scores. This
suggests an underlying mechanism within the Dynamic Algorithm that recognizes and pos-
sibly compensates for the varying degrees of client engagement, thus striving for individual
fairness. While there is some variability, it does not overshadow the strategy’s potential
to maintain parity among clients who share similar engagement levels, which is a positive
indicator of the strategy’s alignment with the individual fairness criterion.

Thus, our findings—bolstered by the data represented in Figure [5.1] —suggest that the
Low Participation and Low Average strategies support the realization of individual fairness
to varying extents within the system. Moreover, the Dynamic Algorithm strategy, through its
adaptive nature, indicates a promising avenue for achieving fairness among similarly engaged

clients, thus contributing an important dimension to the fairness discourse.

Temporal Fairness: In our analysis of temporal fairness in CFL (eq. , we began by
computing a fairness matrix F (eq. to assess the model’s fairness over time, setting
a fairness threshold at less than 0.1. We then computed the fairness ratio p (eq. [3.9),
considering instances with a ratio of 0.8 or higher as fair, allowing us to quantify fair instances
as a percentage and establish a clear metric of fairness per round. The values were calculated
by taking their percentage to provide a clear representation of fair instances across different
rounds.

Data analysis from Table revealed significant variability in temporal fairness across
different client selection strategies. The Random strategy showed notable inconsistency and
lower temporal fairness over time, attributed to its random client selection process. This
led to substantial fluctuations in its fairness ratio, underscoring its unpredictability and
inefficiency in maintaining fairness.

Conversely, the Low Participation and Low Average strategies exhibited greater temporal
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Figure 5.1: Comparative Analysis of Client Performance and Engagement across Client

Selection Strategies

stability and alignment with the fairness threshold, indicating their effectiveness in promoting
equitable client participation and outcomes. Particularly, the Low Participation strategy
showed a strong commitment to equal contribution across clients, aligning closely with our

fairness threshold.

The Low Accuracy strategy, while performing better than the Random strategy, displayed
some variance, suggesting less stability in fairness. However, it maintained a relatively fair

average, indicating its potential to achieve moderate fairness over time.

Interestingly, the Dynamic Algorithm strategy presented a mixed picture. While it gen-
erally demonstrated a trend towards fair outcomes, especially in Task 5, the results indicate
a higher variance in earlier tasks. This variance, however, lessened in later tasks, aligning
more closely with our threshold for temporal fairness. This suggests that the Dynamic Algo-

rithm may require a period of adaptation before achieving a more consistent level of fairness,
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particularly for tasks that necessitate ongoing client engagement.

Our findings indicate that the Low Participation and Low Average strategies are
notably effective in fostering temporal fairness in CFL. The Dynamic Algorithm strategy,
given its adaptive nature, also holds potential for promoting fairness, especially as it appears
to adjust over time to better accommodate fair outcomes across clients. This underscores
the critical role of strategic client selection and adaptation mechanisms in improving fair-
ness, potentially influencing fairness trajectories positively over time, which is vital for the

development of equitable continual learning systems.

Table 5.1: Temporal Fairness Across Tasks for Different Client Selection Strategies on the
basis of Delta Accuracy Fairness (DAF) matrix, highlighting top significant performance
per task in bold. Each task (Task 1 to Task 5) represents sequential learning of a new
class in a class incremental learning scenario. Values before and after ', denote mean and
standard deviation, respectively, based on four runs, illustrating each strategy’s temporal
fairness consistency. Results significance computed in t-test comparison with Random are

demonstrated with % for p-value < 0.001, xx* for p-value < 0.005, and * for p-value < 0.05.

Strategy Task 1 Task 2 Task 3 Task 4 Task 5
Random 0.22,0.02 0.13,0.06 0.35,0.18 0.36,0.35 0.29,0.15
Low Accuracy 0.3,0.06 0.3,0.09 0.45**,0.13  0.80"*,0.08  0.92***,0.06
Low Participation 0.25",0.06 0.21,0.02 0.23,0.03  0.91*,0.038 0.74**,0.11
Low Average 0.28,0.03 0.32,0.17 0.84"*,0.03 0.47**,0.05  0.93** 0.02
Dynamic 0.30,0.30 0.31%,0.07  0.30,0.15 0.68***,0.23 0.90"*,0.09

Expanding our evaluation from fixed thresholds to a continuum, we assess the sustain-
ability of fairness across an entire range of possible fairness ratio thresholds, from 0 to 1. This
comprehensive approach is depicted in Figure [5.2] which showcases a dynamic evaluation of

fairness under varied threshold conditions for different strategies.
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Within this framework, the fairness ratio at any given threshold is indicative of how
closely a strategy adheres to the desired fairness standard, with higher ratios signaling a
better approximation to the ideal fairness level.

The 'Low Accuracy’ strategy, as observed in Figure [5.2] upholds higher fairness ratios
at more stringent thresholds across most tasks, suggesting its robustness in maintaining
fairness when the model aims to achieve an optimal fairness standard. Conversely, the
"Low Participation” and 'Low Average’ strategies demonstrate variability in performance at
different thresholds, which hints at their relative strengths in specific task conditions. The
'Random’ strategy typically falls behind the more methodical approaches, with this trend
most apparent in Tasks 3 and 4.

Adding to this, the 'Dynamic’ strategy showcases a consistent performance across all
thresholds. It particularly stands out in Task 2, maintaining high fairness ratios even at
stricter thresholds. This indicates the strategy’s adeptness in adapting to varying fairness
requirements across different tasks.

Task 5 is noteworthy for illustrating the efficacy of the 'Low Average’ strategy, which
excels particularly at the 0.6 threshold, signifying its substantial contribution to fairness
under defined operational constraints.

The performance variations across tasks and thresholds captured in Figure reveal the
intrinsic complexities of CFL systems. These variations suggest that no single strategy may
consistently realize fairness across every context. Instead, the choice and implementation of
client selection strategies ought to be tailored to the specific demands of each task and the
desired fairness target. The dynamic shifts in fairness ratios across thresholds also highlight
the importance of developing adaptive algorithms that are capable of sustaining fairness in

the face of a continuously evolving learning environment.

Statistical Analysis To gauge the effectiveness of our client selection strategies in pro-
moting temporal fairness, as defined by the Delta Accuracy Fairness (DAF) matrix (eq ,

pairwise t-tests were conducted comparing each strategy against a baseline random strategy
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Figure 5.2: Temporal Fairness Across Tasks for Different Client Selection Strategies on
the basis of Delta Accuracy Fairness (DAF) matrix using different thresholds. The y-axis
represents percentages, providing a clear representation of fair instances across different

rounds.

(Table . These tests, essential for assessing the statistical validity of temporal fairness
achievements, are denoted by asterisks in Table [5.1] indicating significant differences from
the random baseline.

At the outset in Task 1, no statistically significant difference is noted between the ran-
dom and low accuracy strategies, suggesting equivalent performance in temporal fairness.
However, the low participation strategy demonstrated a statistically significant difference,

flagged by an asterisk, pointing to potential areas for enhancing our fairness matrix.

As we proceed beyond the initial tasks, a pattern emerges where all strategies, notably
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from Task 3 onward, begin to deviate significantly from the random strategy, suggesting
improved temporal fairness. The Dynamic strategy starts to show its strengths as early
as Task 2, marked by a single asterisk, signaling a significant advantage over the random
approach. This significant improvement in the Dynamic strategy is sustained through Tasks
4 and 5, where it reaches a high level of significance, as denoted by three asterisks.

The observed fluctuations in statistical significance across tasks are indicative of the
complexities endemic to continual federated learning environments. These complexities are
characterized by changing data distributions and concept drift, which can challenge the
maintenance of temporal fairness. The relationship between evolving environmental condi-
tions and the efficacy of client selection strategies manifests in the variable significance of

our t-test results, emphasizing the dynamic nature of achieving fairness.
5.2 Fairness using Delta Forgetting Fairness (DFF) matrix

Fairness-as-whole: In our examination of CFL through the lens of the Individual Fairness
criterion, detailed in equation [3.1], Figure serves as a visual inquiry into the interplay be-
tween client participation and forgetting measures across differing client selection strategies.
The principle of Individual Fairness posits that clients with equivalent levels of participa-
tion should, ideally, experience comparable rates of knowledge retention. Yet, as Figure [5.3
illustrates, this parity proves challenging to achieve.

The data gleaned from the Random strategy particularly underscores this challenge,
revealing pronounced discrepancies where similar levels of participation do not equate to
similar forgetting rates. This is exemplified by Client-1 and Client-3, whose parallel stripes
of participation are contrasted by disparate forgetting measures, suggesting an infringement
of the Individual Fairness criterion.

While the Low Participation and Low Average strategies appear to more closely mirror
the expectations of Individual Fairness, as seen in the more uniform distribution of forgetting
measures relative to participation levels, anomalies persist. For example, within the Low

Accuracy strategy, Client-0 and Client-2 show the same striped pattern for participation
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yet diverge in forgetting measures, highlighting an inherent inconsistency in achieving fair

outcomes.

The Dynamic strategy, while embodying flexibility in client selection, reflects a similar
complexity. Instances of equivalent participation, like those observed for Client-1 and Client-
3, do not consistently result in matching forgetting measures. This inconsistency accentuates
the intricate challenge of calibrating a dynamic system to fulfill the stringent requirements

of Individual Fairness.

From these observations, it becomes evident that ensuring fairness in forgetting measures
solely based on participation level is a formidable task, as demonstrated by the variability
across all strategies in the image. It suggests that while participation is a significant factor,
achieving Individual Fairness in practice is a multifaceted issue that may not be entirely

resolved by aligning participation metrics.
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Temporal Fairness: In the examination of temporal fairness within CFL, detailed in
equation the initial step involved calculating a fairness matrix F' (refer to equation
to evaluate the model’s temporal fairness. A fairness threshold was established at less than
0.1. Subsequently, the fairness ratio p was computed as delineated in equation [3.9] with
ratios of 0.8 or greater deemed as fair. This approach facilitated the quantification of fair
instances as a percentage, thereby defining a precise metric of fairness for each round. The
values were expressed as percentages to clearly represent the fair instances across different
rounds.

As demonstrated in Table 5.2 the Random strategy is characterized by its high variance,
which underscores the unpredictability inherent in its design. This strategy, due to its
stochastic nature, often results in a wide range of outcomes, affecting its reliability in fostering
equitable client participation over time. While it can occasionally achieve reasonable fairness,
its inconsistency across tasks raises concerns about its reliability in maintaining temporal
fairness over time.

In contrast, the Low Accuracy strategy exhibits a more consistent performance and re-
duced variability, showing a more stable and dependable approach in achieving temporal
fairness. Although it does not always attain the highest mean fairness, its stability across
runs highlights its reliability, especially in tasks where it outperforms other strategies. How-
ever, it presents mixed results in maintaining fairness across different tasks, indicating a
potential trade-off between its general consistency and achieving optimal fairness levels.

The Low Participation strategy is distinguished by its exceptionally high fairness levels
in specific tasks, demonstrating a strong ability to maintain equitable participation with low
variance, which indicates its reliability. Its consistent performance across various iterations
underscores its potential as an effective method for ensuring fairness. However, the effective-
ness of the Low Participation strategy is not uniform across all tasks; while it achieves high
fairness scores and shows a strong ability in certain situations, its performance variability
suggests that it may not be universally reliable.

Meanwhile, the Low Average strategy maintains a strong performance across various
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tasks, indicating a robust and stable approach to temporal fairness. This strategy’s ability
to achieve high levels of fairness with lower variability makes it a preferable option for
sustained equitable client selection.

The Dynamic strategy also demonstrates commendable performance across a variety of
tasks, showing particular strength in Task 2 with the highest mean fairness but maintaining
robust results in other tasks as well (e.g., Task 5 with a mean of 0.655 and a standard
deviation of 0.271). Its adaptability and effectiveness in achieving higher levels of fairness
across different learning scenarios suggest it might be particularly valuable in environments
requiring flexible responses to changing dynamics.

The analysis underscores the complexity of achieving temporal fairness in CFL, where
no single strategy universally excels across all tasks. However, the Low Participation and
Low Average strategies emerge as particularly effective, offering a balance of high fairness
and consistency. This insight is crucial for designing client selection mechanisms that not
only promote fairness but also adapt effectively to the temporal dynamics of CFL, thus
contributing to the development of more equitable and resilient learning systems.

Upon closer examination of the limitations of each strategy, we observe that: the Random
strategy’s high variance reflects its unpredictability and inability to systematically address
disparities in forgetting rates among users, as measured by the DFF metric. The Low Ac-
curacy strategy’s focus on lower-performing clients doesn’t always translate into improved
fairness, highlighting a potential misalignment with the DFF’s goal of equalizing knowledge
retention. The Low Participation strategy, although effective in certain contexts, does not
consistently address the fairness requirements across all tasks, suggesting its limited applica-
bility. Meanwhile, the Dynamic strategy, while adaptable and generally effective, may still
fall short in situations where rapid shifts in learning paradigms occur, challenging its ability
to maintain fairness under all conditions. Lastly, the Low Average strategy’s general ap-
proach might miss subtle fairness issues, indicating that even well-performing strategies can
have limitations in fully aligning with the fairness objectives outlined by the DFF metric.

Transitioning from a singular, fixed threshold, our analysis adopts a fluid approach by
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Table 5.2: Temporal Fairness Across Tasks for Different Client Selection Strategies on the
basis of Delta Forgetting Fairness (DFF) matrix, highlighting top performers in bold. Each
task (Task 2 to Task 5) represents sequential learning of new classes in a class incremental
learning scenario, focusing on the effectiveness of each strategy in minimizing the forgetting
of previously learned classes. The examination of fairness begins with Task 2, since there
is no previously learned knowledge in Task 1 against which to measure forgetting. Values
before and after ’,’; denote mean and standard deviation, based on four runs, illustrating each
strategy’s temporal fairness consistency. Results significance computed in t-test comparison
with Random are demonstrated with * % x for p-value < 0.001, *x for p-value < 0.005, and

x for p-value < 0.05.

Strategy Task 2 Task 3 Task 4 Task 5
Random 0.47,0.37 0.16,0.26 0.46,0.179 0.27,0.11
Low Accuracy 0.35%,0.047 0.51**,0.12 0.46,0.12 0.65"*,0.24
Low Participation 0.48* 0.07 0.18%* 0.01 0.91"* 0.03 0.29*,0.04
Low Average 0.51,0.042  0.34"*,0.21 0.54*,0.16 0.86"**,0.26
Dynamic 0.59"*,0.09 0.46"*,0.13 0.4,0.21 0.65,0.27

evaluating a full spectrum of fairness ratio thresholds from 0 to 1. This methodology enables
us to scrutinize the strategy’s enforcement of fairness at every juncture within this range,
offering a holistic view on the versatility of fairness measures under varying conditions, as
shown in Figure ??. The 'Low Accuracy’ strategy upholds a consistent level of fairness at
the lower thresholds across Tasks 2 to 5, suggesting its suitability for settings where strict
fairness is paramount. Nevertheless, as the threshold becomes more lenient, this strategy’s
performance begins to diverge, which may indicate sensitivity to the strictness of the fairness
criteria. The 'Low Participation’ strategy displays notable resilience in Task 4, with a high

fairness ratio across the entire threshold range, signifying its adaptability and effectiveness
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in varied CFL scenarios.

The 'Dynamic’ strategy shows a particularly compelling performance in Task 2, where
it maintains high fairness ratios across a broad range of thresholds, reflecting its capability
to dynamically adjust to different fairness demands. It illustrates the strategy’s adeptness
in responding to changing conditions within the CFL environment, suggesting a well-tuned
balance between fairness and participation rates.

Task 5 is distinctive, revealing the 'Low Average’ strategy’s pronounced proficiency at
more relaxed thresholds, highlighting its efficiency in conditions that do not require strin-
gent, fairness protocols. In contrast, the 'Random’ strategy, often serving as a baseline for
comparison, displays a diminishing fairness value as thresholds ascend, notably in Tasks 3
and 5. This observation suggests its relative ineffectiveness in maintaining fairness when the
criteria are less demanding.

The patterns discerned from the various strategies and their respective performances as
thresholds fluctuate, as depicted in Figure ??, reinforce the notion that temporal fairness
in CFL systems is a complex objective, without a one-size-fits-all solution. Each strategy’s
effectiveness is influenced by the specific task and the selected fairness threshold. The shifts
in performance with changing thresholds accentuate the necessity for adaptive strategies
that are capable of satisfying diverse fairness requirements, thus ensuring just and equitable

learning opportunities for all participants in the CFL ecosystem.

Statistical Analysis To discern the effectiveness of our client selection strategies in at-
taining temporal fairness, as operationalized by the Delta Forgetting Fairness (DFF) matrix,
we conducted pairwise t-tests in comparison to a baseline random strategy (Table . These
significance tests, indicated by asterisks in the table, assess the statistical distinction between
the examined strategies and the random baseline. This assessment aids in identifying which
strategies successfully mitigate forgetting, a vital component of maintaining fairness in CFL
systems where clients may experience divergent rates of knowledge decay.

The analysis illuminated substantial variations in the effectiveness of the strategies across
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different tasks. The Low Accuracy strategy demonstrated significant gains in Task 2, sig-
naling an effective reduction in forgetting when compared to the baseline. This tendency
toward significant improvement persisted in Task 3, where the strategy achieved highly sig-
nificant results, implying a robust approach to preserving fairness in knowledge retention.
The Low Participation strategy also showed formidable significance in Task 3, validating
its effectiveness in that particular context. However, the Low Accuracy strategy did not
sustain its performance into Task 4, where it failed to show a significant difference from the
random strategy. On the other hand, the Low Participation strategy continued to show a
significant reduction in forgetting rates in Task 4, reflecting its adaptability and consistent
effectiveness across various settings. Task 5 underscored the strength of the Low Average
strategy, which exhibited highly significant results, suggesting that it can significantly en-
hance fairness by effectively managing forgetting rates among clients, even in a continuous
learning environment.

The Dynamic strategy also stood out, particularly showing highly significant improve-
ments in Task 2. This pattern suggests that the Dynamic strategy, with its adaptability and
potential to fine-tune client selection, can be effective in reducing forgetting rates in certain
contexts. Nonetheless, this strategy did not demonstrate consistent significance across all
tasks, suggesting that while it has the potential for high performance, it may require further

tuning to ensure consistency across different learning scenarios.

Confronted with the inherent obstacles of non-stationary data distributions and con-
cept drift, which influence model performance and the stability of the learning process,
achieving temporal fairness is a formidable challenge. Variations in data quality and volume
among clients further compound these issues. Our analyses, underpinned by pairwise t-tests,
demonstrate that specific strategies, including the Dynamic strategy, significantly attenuate
forgetting disparities, thus enhancing temporal fairness. These strategies are instrumental in
ensuring that no client is disproportionately affected by the natural process of forgetting, a
critical factor for the ethical sustainability of CFL systems. By moderating the learning dy-

namics and accommodating the complexities of knowledge retention, these strategies bolster
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the overall robustness and fairness of the CFL ecosystem.
5.3 Comparative Analysis of different Client Selection Strategies

In our CFL setup, we assess various client selection strategies for their impact on model accu-
racy. Figure provides a visual comparison of these strategies over multiple rounds. The
Random strategy exhibits considerable volatility in performance, characterized by its fre-
quent convergence with the lower confidence bounds of other strategies, signaling its relative
unpredictability and potential suboptimality.

The Low Participation strategy demonstrates superior performance, maintaining higher
accuracy levels across all tasks. This consistency suggests that selecting clients based on their
participation rate can substantially improve the learning efficacy.

Conversely, the Dynamic strategy, while not as consistently high-performing as the Low
Participation strategy, shows adaptability across tasks. Its performance is notably competi-
tive, particularly in later tasks, indicating its potential as a viable strategy in environments
where model performance can benefit from dynamically adjusting client selection based on

evolving learning contexts.

Backward Transfer (BWT) The BWT compares the client selection strategies in terms
of their impact on previously learned tasks. BWT measures the influence that learning new
tasks has on the performance of old tasks, where negative values indicate forgetting.

The Backward Transfer (BWT) compares the client selection strategies in terms of
their impact on the retention of previously learned tasks. BW'T measures the influence that
learning new tasks has on the performance of old tasks, with negative values representing a
loss of previous knowledge, commonly referred to as forgetting.

As shown in Figure 5.5 all client selection strategies tested demonstrate negative BWT,
suggesting that the introduction of new tasks results in some forgetting across the board.
Notably, the Low Participation and Low Average strategies are characterized by less nega-

tive BWT, highlighting their relative effectiveness in mitigating the impact of learning new
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Figure 5.4: Task Temporal Accuracy for Different Client Selection Strategies

information on previously acquired knowledge.

In comparison, the Dynamic and Random strategies show greater and similar levels of
negative BWT. This outcome suggests that these strategies, while capable of adapting to
or covering a broad range of learning experiences, do not necessarily translate into better
retention of past knowledge. The variability in the Dynamic strategy’s BWT might reflect
its adaptive learning process, which does not consistently outperform more stable strategies
like Low Participation and Low Average in terms of retaining old information.

These results underscore the importance of strategy selection in continual learning sce-
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narios, particularly when the preservation of past knowledge is crucial and must be carefully

considered against the demands of assimilating new information.
5.4 System Wide Performance Analysis

In the context of our overall system performance assessment, the client selection strategies
are critical in the continual federated learning framework.

The Low Participation strategy exhibits strong performance over the Random baseline,
with a higher mean accuracy (M = 84.57) and lower standard deviation (SD = 1.97),
underscoring its robustness. Notably, the Low Average approach excels, achieving the
highest mean accuracy (M = 84.93) and presenting the least variability (SD = 0.67), proving

to be the most consistent and reliable strategy.

The Dynamic strategy also performs well, with a mean accuracy (M = 81.22) that
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Table 5.3: Average Accuracy of Different Client Selection Strategies. Bold values represent
strategies with superior performance. SD denotes the standard deviation measured based

on four runs, illustrating each strategy’s overall accuracy

Strategy Mean Accuracy (%) , SD
Random 76.86,2.03
Low Accuracy 75.44,4.95
Low Participation 84.57,1.97
Low Average 84.93,0.67
Dynamic 81.22,3.10

exceeds the Random baseline and exhibits a reasonable level of variability (SD = 3.10).
This performance indicates that the Dynamic strategy is a strong contender that offers a
balance between accuracy and consistency.

In contrast, the Random strategy achieves a moderate mean accuracy (M = 76.86) with
increased fluctuations (SD = 2.03), indicating less stability. The Low Accuracy technique
has the lowest mean accuracy (M = 75.44) and the highest standard deviation (SD = 4.95),
which may point to its inconsistent and potentially less optimal performance. These findings

are detailed in Table (.3l
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Chapter 6

DISCUSSION

In this work, we introduced two novel fairness matrices tailored specifically for the dis-
tinct contexts of Federated Learning (eq[3.7) and Continual Learning (eq within CFL
systems. This approach ensures that clients are treated equitably over time, with each matrix
designed to address unique aspects of fairness specific to either federated or continual learn-
ing scenarios. Our fairness metrics comprehensively account for client behavior throughout
the learning process, underscoring our commitment to fostering fairness as a dynamic and

continuous priority within these evolving educational environments.

Our findings from multiple tasks, presented in Tables [5.1] and indicate that no strat-
egy perfectly ensures fairness across all conditions. However, the Low Participation and
Low Average strategies consistently outperform others, particularly the Random selection

method, by offering more stable and equitable outcomes.

The Random strategy’s variability underscores its unpredictability, while the Low Accu-
racy strategy shows mixed results, indicating its limitations in different tasks. Conversely,
the Low Participation strategy excels in promoting equitable participation, and the Low Av-
erage strategy demonstrates robustness across various tasks, proving effective in maintaining

fairness.

In addition to these strategies, our exploration of the Dynamic strategy has yielded
insightful results. It has demonstrated a strong capability for adaptability, evidenced by its
significant outperformance of the Random baseline in some taks and its consistency across
multiple thresholds. As shown in Tables and the Dynamic strategy dynamically
adjusts its parameters in response to evolving data characteristics, maintaining accuracy

and fairness across all groups. Its potential to achieve high levels of fairness, suggests its
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utility as a valuable addition to the CFL system. This adaptability is crucial as it allows the
system to evolve alongside the clients it serves, ensuring that fairness remains a continuous
priority in an ever-changing educational landscape.

The DAF and DFF matrices provide a solid framework for assessing and promoting
fairness in CFL. The inclusion of the Dynamic strategy, with its adaptive nature, adds an
important dimension to our work. Continual refinement of these strategies, coupled with
the exploration of adaptive methods like the Dynamic strategy, will enhance the efficacy and

fairness of CFL systems, leading to more equitable learning environments.

Practical Implications: Our empirical findings underscore the crucial role of strategic
client selection in creating a fairer learning environment. Our findings emphasize the im-
portance of considering temporal aspects of fairness in CFL. By implementing the different
client selection strategies, CFL models can be more consistently fair over time. This is a
step forward in making sure that as learning models evolve, they do so in a way that is just

and equitable for all participants consistently over time.

Theoretical Implications: Our work has a main theoretical implication on creating a
forum and being the first step towards reconsidering how fairness should be calculated for
advanced Al systems such as CFL. We believe as these technologies are advancing at a great
pace, there is a lack of consideration on how the research community should be measuring
fairness and plan for strategies to attain the newly proposed metrics. As our work has

demonstrated, it is important to revisit some of the traditional metrics of fairness.

Future Work: Future work should explore the application of reinforcement learning
for client selection strategies to enhance fairness in CFL systems. This approach could
dynamically adapt to changing conditions and data distributions, optimizing the balance
between knowledge retention and fairness. Integrating continual learning measures reflective

of the evolving environment, and deploying reinforcement learning algorithms could provide a
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robust framework for ensuring equitable knowledge distribution among clients. Investigating
these sophisticated techniques will be critical for advancing adaptable and just CFL systems
that respond effectively to the dynamic nature of real-world data.

Furthermore, it will be imperative to apply and evaluate our fairness metrics in con-
junction with a variety of continual learning methods. This would ensure that the balance
between knowledge retention and fairness is not specific to one method but is broadly ap-
plicable and effective across different continual learning paradigms. Integrating and testing
these metrics with diverse continual learning algorithms will provide a comprehensive under-
standing of their efficacy and robustness, contributing to the development of CFL systems
that are both adaptable and equitable. Additionally, these metrics should be tested with
other datasets to validate their effectiveness and generalizability across various scenarios.

While this study primarily focused on individual fairness, future research should also
consider group fairness. Evaluating and ensuring fairness across different groups of clients
will be crucial for creating more inclusive CFL systems. Moreover, as this work utilized only
five clients, which is relatively few, future studies should involve a larger number of clients to
better understand and address scalability issues and to ensure the robustness of the fairness
metrics.

Additionally, the fairness matrix introduced in this work does not take into considera-
tion the non-I1ID (non-Independent and Identically Distributed) nature of federated learning.
Future research should address this limitation by developing and incorporating fairness mea-
sures that account for the heterogeneity of data distributions across clients.

As we endeavor to create just CFL systems, it will be crucial to investigate these sophis-
ticated techniques, ensuring they can robustly handle the complexities and dynamic nature

of real-world data and learning scenarios.
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