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Security and Privacy of Biomedical Cyber-Physical Systems

Tamara Bonaci

Chair of the Supervisory Committee:
Professor Howard J. Chizeck
Department of Electrical Engineering

Advances in cyber-physical systems (CPS), machine learning, big data techniques, and in
cloud computing having been enabling ever more data to be collected about systems and
their users, in search for unique features and interesting patterns. This, in turn, has been
giving rise to the personalization trend, an approach where a cyber-physical system uses
observed features and patterns in order to better adopt to users’ needs, abilities, and pref-
erences. Examples of personalized technologies are many, from buildings learning about
inhabitants’ daily routines and preferences [13], to music, video and shopping recommenda-
tion systems [19, 14, 1].

The personalization trend is expected to be particularly important for biomedical cyber-
physical systems, where data about patients, and/or medical practitioners is expected to
allow systems to better adapt to medical needs. Yet, this trend is not without risks. Any
time data about users and systems is recorded, processed, and possibly stored for future
analysis, security and privacy risks arise. Misusing the collected data gives rise to threats
ranging from compromising or breaking systems to shaming, manipulating or even physically
harming users. Moreover, in biomedical CPS, some biosignals or data about genetic material
may contain not only the current information about patients, but may allow predictions to
be made about patients’ future, or their relatives.

Security and privacy issues related to personalized CPS are thus front and center, and

this dissertations focuses on those arising in biomedical cyber-physical systems. In doing so,



we start from human components of such systems, and propose that users’ idiosyncrasies,
in the way users interact with systems, may expose these systems to potential security and
privacy risks. At the same time, however, users’ unique traits can be used to increase the
systems’ security, privacy and usability properties.

To investigate the stated hypothesis, this dissertation focuses on three questions: (1) how
do (how could) biomedical cyber-physical systems use users’ idiosyncrasies, (2) what security
and privacy vulnerabilities may arise from users’ unique traits, and (3) how can users’
idiosyncrasies be leveraged to increase systems’ security and privacy? The question about
possible vulnerabilities is answered by analyzing properties of brain-computer interfaces, an
example of emerging neural engineering technology. The last question is answered in the
context of the next generation teleoperated robotic systems, focusing specifically on surgical

robots.
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Chapter 1
INTRODUCTION

Advances in cyber-physical systems (CPS), machine learning and big data techniques,
as well as in cloud computing having been enabling ever more data to be collected about
systems and their users, in search for unique features and interesting patterns. This, in
turn, has been giving rise to the personalization trend, an approach where a cyber-physical
system leverages observed features and patterns in order to better adapt to users’ needs,
abilities, and preferences. Examples of personalized technologies are many, with many more
to come, from buildings learning about inhabitants’ daily routines and preferences [13], to
music, video and shopping recommendation systems [19, 14, 1].

The personalization trend is expected to be particularly important for biomedical cyber-
physical systems, where data about patients, and/or medical practitioners is expected to
allow systems to better adapt to medical needs. The development of personalized biomedical
CPS is expected to facilitate:

o More efficient and effective delivery of medical treatments,
o Safer and faster execution of medical procedures, with less negative outcomes and

o Increase in patients’ ability and willingness to accept their medical devices.

Personalized CPS, are not, however, without risks. Any time data about users and sys-
tems is recorded, transmitted, processed, and possibly stored for future analysis, security
and privacy risks arise. Misusing the collected data gives rise to threats ranging from com-
promising or breaking systems to shaming, manipulating or even harming users. Moreover,
in biomedical CPS, some biosignals or data about genetic material may contain not only
the current information, but may allow predictions to be made about patients’ future, or
their relatives.

This dissertation focuses on security and privacy risks that have recently arisen, or may

arise with biomedical cyber-physical technologies. In doing so, we take the following stance:



e Security and privacy represent important issues for emerging cyber-physical technolo-
gies, and should be taken into account during the design and development of these

technologies.

e Even though, in many cases, no real concerns or threats with these technologies have
been reported yet, we should not wait for a problem to occur, as the consequences

may be too severe.

e When analyzing and addressing potential security and privacy issues surrounding
cyber-physical systems, we can, and often times should leverage the existing knowl-
edge, available techniques and mitigation strategies from the cyber security commu-
nity. Yet, there exists two fundamental differences between cyber and cyber-physical
system. Those differences are the physical component and the human component of a

cyber-physical system.

Physical component of a CPS: Knowledge about physical constraints of a cyber-physical
system, such as, for example, knowledge about a system’s dynamics, possible physical con-
strains, and ultimately about the laws of physics that a system needs to obey, may provide
constraints and limitations on the system as a whole. At the same time, this knowledge
provides additional information that can be leveraged to enhance the security and privacy
of the system.
Human component of a CPS: Human users (operators, patients) have a unique way
of interacting with a cyber-physical system. For example, users’ biosignals are increasingly
being used to personalize biomedical systems, and those signal have been shown to be user-
specific [150, 119]. Similarly, it has recently been shown that users have a unique way of
interacting with their touch-based devices, in terms of forces and torques applied to those
devices [39, 238]. These users’ idiosyncrasies and unique features may expose cyber-physical
systems to potential security and privacy risks. At the same time, however, users’ unique
traits and ways of interacting with a system can be used to increase the system’s security,
privacy and usability properties.

This dissertation investigates the human component of a biomedical cyber-physical sys-

tem and, in doing so, it focuses on three guiding questions:



1. How do (how could) biomedical cyber-physical systems use users’ idiosyncrasies to

potentially improve a system’s performance?

2. What security and privacy vulnerabilities may arise from users’ unique traits and

system interaction idiosyncrasies?

3. How can users’ idiosyncrasies be leveraged to increase systems’ security and privacy?

These question are answered in the context of two emerging biomedical technologies, brain-

computer interfaces and teleoperated robotic systems.
1.1 Brain-Computer Interfaces

Brain-computer interfaces (BCIs) represent an augmentative communication and control
technology which enables direct communication between the brain and the external envi-
ronment through the use of different electro-physiological signals. The initial motivation
for the development of BCIs came from the medical field, where these devices have been
used to provide basic communication capabilities to people suffering from neuromuscular
disorders [231]. In recent years, BCI-enabled communication has had a surge in popular-
ity in non-medical applications, such as advertising and marketing, fiction and gaming, for
example, [17, 12, 15, 16]).

The expansion in capabilities and application space opens up, however, a host of ques-
tions related to potential inappropriate use and misuse of BCIs. Leveraging recent neuro-
scientific results, for example [203, 115], BCIs can be misused to extract private informa-
tion about users’ memories, prejudices, religious and political beliefs, and possible neuro-
physiological disorders. In order to improve privacy and security properties of emerging

BCI technologies, this dissertation seeks to answer the following research questions:

(i) How could BCIs be misused to extract users’ private information?

(ii) Focusing on non-invasive BCIs, which components of the electroencephalogram (EEG)

are most suitable for private information extraction?
(iii) How do we quantify the amount of exposed information?

(iv) How do we prevent and mitigate the identified privacy threats?



To investigate the extent to which is extraction of private information possible with BCls, in
Chapter 3 we design and execute a series of experiments with human subjects. We present
users with a variety of visual stimuli, and analyze their responses to the presented stimuli.
We focus on the Event Related Potential (ERP), neural responses associated with specific
sensory, cognitive and motor events [141], and investigate the feasibility of different ERP
components, such as P300, N400, P600 and ERN (Error Related Negativity), for private
information extraction.

To quantify the amount of exposed private information, in Chapter 4 we map the con-
sidered privacy attack into the communication-theoretic setting, and show that it can be
modeled as a two-user multiple access channel with generalized feedback (MAC-GF) [56].
We then propose the success probability and the equivocation rate as metrics quantifying
the attack impact, and show the prevention of the considered privacy threat to be similar
to information hiding in communication [46].

Based on our hypothesis that electroencephalograms can be decomposed in real time into
characteristic components, which provide sufficient information about a user’s conscious and
intended messages, in Chapter 5 we propose an approach to prevent the identified privacy
threats, referred to as the BCI Anonymizer. The BCI Anonymizer is an interface between
the EEG electrodes (BCI sensors) and BCI applications. It takes raw electro-physiological
signals as inputs, and decomposes them into a collection of characteristic components. Upon
request, instead of the complete signal, the BCI Anonymizer provides an application with

a subset of requested components [60].
1.2 Teleoperated Robotic Systems

Teleoperated robotic systems, which allow human operators to control remote robots through
a communication network, are envisioned to soon be used in combat zones, in space and
underwater missions, as well as in areas of natural disasters and underdeveloped areas. In
such circumstances, robots’ portability becomes important, as well as their ability to op-
erate with limited power resources, in challenging environments where basic infrastructure
may not exist. Additionally, in those areas, operator-robot communication over available

networks may be targeted by attackers, exposing the whole system to cyber security threats.



The potentially open and uncontrollable nature of the communication medium may allow
attackers to jam, disrupt, or take over the communication between an operator and a robot.
To render teleoperated robotic systems secure against possible attacks, Chapter 7 focuses

on two questions:
(a) How would an attacker compromise a teleoperated robotic system?

(b) What the applications of such a cyber security attack might be?

We identify possible attacks, and based on their impact on teleoperators, classify them into
intention manipulation, intention modification and hijacking attacks [47].

In Chapter 8, we then analyze the feasibility of the identified attacks, and using the next
generation teleoperated surgical platform, the Raven II, demonstrate that an attacker can
currently control a wide range of a robot’s functions, manipulate a robot’s feedback, and
even completely override an operator’s inputs. Moreover, we show that it is possible to abuse
the robot’s existing emergency stop mechanism to execute efficient (one packet) denial-of-
service attacks [47]. Through a series of experiments involving human subjects [47, 50], we
then assess the actual impact level these attacks have on operators. Our experiments are
based on established robotic surgery tasks, and we quantify the impact using the following
metrics: the overall procedure (trial) time, the subjective assessment of difficulty, and the
Fitts’ index of difficulty.

We introduce Fitts’ law as a novel way of quantifying the impact of cyber security attacks
on cyber-physical systems. It is a formal method of characterizing subjects’ performance
in terms of the duration of point-to-point reaching movements, and in this dissertation, we

use it to:

(A) Quantify the increase in difficulty of a teleoperated robotic procedure when a system

is under attack,
(B) Establish impact equivalence between different attacks, and

(C) Predict the impact of other possible attacks.

Using Fitts’ law, we further show that an attack does not impact all components/subtasks of

a teleoperated robotic procedure equally. Typically, different attacks have a less prominent



impact on the “free movement” component than on the “fine motor (homing)” component
of a procedure [50].

In Chapter 9, we propose resorting to a multi-layer approach to security and privacy in
order to enhance safety, security, privacy and reliability of teleoperated robotic systems. We
first propose a few simple changes to the communication protocol used for teleoperation,
which would make teleoperated procedures resilient to some of the identified attacks [47].
Based on our hypothesis that every teleoperator has a unique way of interacting with a robot
and with the environment, we then propose two new approaches to reliably identify and
authenticate human operators (haptic passwords) and to quickly detect potential attacks on
teleoperated robotic surgery (operator signatures) [61]. The operator signatures approach
leverages the available information about a surgeon’s haptic device, a robot’s end effectors,
and the exchanged messages, in order to detect malicious activities, but also any potential
robot’s and surgeon’s anomalies during a procedure.

Due to their emerging nature, security- and privacy-focused research around brain-

computer interfaces and teleoperated robotic systems has involved several common steps:

(i) Understanding the systems’ properties, and identifying possible security and privacy

threats,
(ii) Evaluating the identified attacks theoretically and experimentally,

(iii - a) Developing prevention and mitigation tools based on traditional security methods,

and

(iii - b) Developing security and privacy tools that leverage cyber-physical properties of the

Systems.

In addition to developing engineering approaches against possible attacks (steps (iii - a)
and (iii - b)), in Chapters 6 and 9 we further advocate for the need for an interdisciplinary
effort, involving neuroscientists, roboticists, engineers, computers scientists, legal scholars
and ethicists, to develop appropriate standards, policies, regulations and laws, guiding the
proper use of emerging biomedical cyber-physical systems, especially in the security and

privacy context.



1.3 Thesis Contributions

Focusing on two emerging biomedical cyber-physical systems, this dissertation makes fun-
damental contributions towards understanding and defining the differences between cyber
and cyber-physical systems in the security and privacy context. It enhances the basic knowl-
edge of possible security and privacy threats against emerging personalized cyber-physical
system. Further, leveraging the unique properties of cyber-physical systems, it proposes
novel mitigation and prevention strategies against the identified attacks. These mitiga-
tion and prevention strategies are based on the uniqueness of human component within a

cyber-physical system. Specific contributions of this work are:

e Theoretical and experimental analysis of privacy attacks against BCls:
Chapters 3 and 4 present experimental and theoretical results of the feasibility of
extraction of private information using BCIs. Experimental analysis is conducted
through a series of experiments involving human subjects, where, as a part of the ex-
periments, subjects were presented with a variety of visual stimuli, and their responses
to stimuli are analyzed. To quantify the amount of exposed private information, we
propose the success probability and the equivocation rate as metrics, and we show
the prevention of the considered privacy threat to be similar to information hiding in

communication [46].

¢ BCI Anonymizer - the first engineering approach to preventing BCI privacy
attacks: Based on our hypothesis that electroencephalograms can be decomposed in
real time into characteristic components, which provide sufficient information about
a user’s conscious and intended messages, in Chapter 5, we propose an approach to
prevent the identified privacy threats. This approach introduces an interface between
the BCI sensors and BCI applications, referred to as the BCI Anonymizer. It takes
raw electro-physiological signals as inputs, and decomposes them into a collection of
characteristic components. Upon request, instead of the complete signal, the BCI

Anonymizer provides an application with a subset of requested components [60].



e Broader impact of the BCI Anonymizer: In Chapter 6, we advocate that the
development of prevention tools against privacy attacks on brain-computer interfaces
should be an interdisciplinary effort, involving neuroscientists, neural engineers, ethi-
cists, as well as legal, security and privacy experts. We focus the following issues
that may arise: (a) assurance that third-party BCI applications will not be manip-
ulating the BCI Anonymizer, (b) users’ level of control over the accessed resources,
(c) possible burden on users to understand what information is being accessed, and
publicly shared when they use their BCIs, and (d) BCI manufacturers’ willingness to
add the BCI Anonymizer as a new component to their system. To address these is-
sues, we propose a novel privacy addendum [91] to the traditional agreement between
BCI manufacturers, BCI application developers and BCI users as a first step towards

enhancing users’ privacy.

e The first taxonomy and experimental analysis of cyber security attacks
against teleoperated robots: In Chapters 7 and 8, we identify possible cyber
security attacks against teleoperated robotic systems, and classify them based on the
impact they have on a human operator. For each of these classes, we assess the level
of the actual impact of an attack on a teleoperated procedure through a series of
experiments involving human participants. Our experiments are based on established

robotic surgery tasks.

e Haptic Passwords - novel biometric-based approach to identification and
authentication in teleoperated robotic systems: In Chapter 9, we propose a
novel biometric technology, based on human operator’s interaction with a haptic de-
vice, which provides an operator with a sense of touch. Our technique uses wavelet-
based analysis to extract operators’ unique haptic interaction features. The extracted
features are then used as inputs to a neural network which performs operators’ identi-
fication and authentication. Our experimental results show that the proposed haptic-
based authentication system has a high identification accuracy, and that it is resistant

to forgery attacks.



e Operator Signatures - the novel monitoring and detection technique for
teleoperated robotic systems: In Chapter 9, we also introduce the concept of
operator signatures, a new approach to monitor, analyze, and validate performance
of human operators. This approach is based on the assumption that each operator
interacts with a remote robot in a unique way, thus generating a unique biometric

(signature), which can be extracted and used for further validation.

e The first attempt at regulatory guidance towards enhanced security for
teleoperated robotic systems: In Chapter 10, we discusses preliminary legal and
policy applications of operator signatures for teleoperated robotic surgery. We focus on
the three main task operator signatures seek to address: identification, authentication,
and evaluation. We also discuss possible legal benefits from operator signatures. In
particular, we discuss how operator signatures can refine the standard of care for
robotic surgical procedures, and how they may, possibly for the first time, provide

objective empirical evidence of an individual operator’s actions during robotic surgery.
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Chapter 2

PRIVACY CONCERNS RELATED TO BRAIN-COMPUTER
INTERFACES

2.1 Brain-Computer Interface

A BCI is a communication system between the brain and the external environment. In
this system, messages between an individual and an external world do not pass through the
brain’s normal pathways of peripheral nerves and muscles. Instead, messages are typically
encoded in electro-physiological signals, such as electroencephalograms (EEG), signals di-
rectly measuring electrical potentials produced by neural synaptic activities [231, 230, 232].

The initial motivation for the development of BCIs came from the growing recognition
of the needs of people with disabilities, and of potential benefits that BCIs might offer.
The first BCI was developed in the 1970s [231]. Since then, many research programs have
focused on the development of BCls, for assistance, augmentation and repair of cognitive
and sensorimotor capabilities of people with severe neuromuscular disorders, such as spinal
cord injuries or amyotrophic lateral sclerosis.

In recent years, however, BCIs have had a surge in popularity in fiction, gaming, enter-
tainment and marketing. There are currently several consumer-grade BCIs (e.g., Emotive
System [8], NeuroSky [17], and g-tec Medical Engineering [9]) offering relatively low-cost
EEG-based BCIs and software development kits to support and facilitate expansion of
BCl-enabled applications. The supported applications can broadly be classified into: (i) ac-
cessibility tools, such as mind-controlled mouse and keyboard, (ii) hands-free arcade games,
such as Pong [3], and (iii) “serious games”, i.e., games with purpose other than pure enter-
tainment, such as attention and memory training [240].

BClIs are also beginning to be used for gaming and entertainment. In 2011, the Necomimi,
an entertainment BCI shaped like cat ears was chosen as one of the top 50 inventions of

the year [12], and in May 2013, the first neurogaming conference was held, gathering more
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than involved 50 companies [16]. In the same month, Samsung, in collaboration with the
University of Texas, presented an attempt at controlling mobile devices via BCIs [26]. Re-
cently researchers from Taiwan proposed a method of predicting success of an online game
by analyzing a user’s electromyographic (EMG) signals (i.e., electrical signals produced by
a user’s skeletal muscles) over the first 45 minutes of the game [59].

In addition to gaming and entertainment industry, in recent years, market research
companies have also shown an increased interest in BCI-enabled technologies. For example,
in 2008. the Nielsen Company, a marketing company studying consumers and their behavior,
has acquired Neuro-Focus, a neurological research company. As stated in the press release,
the goal of the acquisition was the development of neural engineering technologies aimed at
“helping clients understand their consumers and their viewers in more depth, detail, and
accuracy than ever before possible” [15].

This expansion in the application space and user population is expected to bring a new
wave of energy to BClI-enabled technologies. In particular, the BCIs are expected to become
simpler to use, requiring less training time and user effort, while enabling faster and more

accurate translation of a user’s intended information [230].

2.1.1 Components of a BCI

. BCI SYSTEM
A BCI is a system used to translate electro- [-——-—-=-=-=-===-=-—"=———-——-—----——--—-- \
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translating inputs to outputs, known as signal Figure 2.1: High-level block diagram of a typical
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acquisition and signal processing. A high-leve] ~PrtireomPUier interiace

block diagram of a typical BCI is depicted in Figure 2.1.
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Based on the recording location, BCls can be divided into:
(i) Invasive,
(ii) Partially invasive, and

(iii) Non-invasive systems.

Invasive BCls are directly implanted into the brain during a surgery. They enable the highest
quality measurements of neural activity. Partially invasive BCIs are implanted inside the
skull, typically on top of the brain. They provide signals of lower noise and higher selectivity
than non-invasive BCIs, which record neural signals from the scalp. Most non-invasive BCIs
are based on electroencephalography (EEG). While known to be susceptible to noise and
signal distortion, EEG signals are easy to measure. In addition, EEG-based BCIs have
relatively low cost and low risk, which makes them the most widely used BCI devices [230].

Signal processing component of a BCI typically consists of two parts: feature extraction
and translation (decoding) algorithms. BCIs may use neural signals’ features in the time
domain (such as amplitudes of event related potentials) or in the frequency domain (such as
pu— or f— rhythm amplitudes). Often used feature extraction methods are spatial filtering,
voltage amplitude measurement and spectral analysis. In this dissertation, we focus on time
domain signal features, in particular on the Event Related Potentials (ERPs).

Translation algorithms take abstract feature vectors, reflecting specific aspects of a user’s
current EEG signals, and transform those vectors into application-specific commands. De-
pending on an application, many different translation algorithms are being used in BCls,
yet, as pointed out in [231], any effective translation algorithm should be able to adapt to:

- Individual user’s signal features,

- Spontaneous variations in recorded signal quality, and

- Adaptive capacities of the brain (neural plasticity).

2.2 Event Related Potential

A important class of currently used non-invasive BCIs uses Event Related Potential (ERP)
as a feature of interest. ERP are defined as neural responses associated with specific sensory,

cognitive, and motor events [141]. An ERP response typically consist of either positive
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or negative voltage peak(s), related to the “higher” brain processes, involving memory,
attention or expectation. These patterns of signal changes after specific stimuli can be

extracted from the overall EEG by averaging.

2.2.1 ERP Techniques in Neural Engineering

The first ERP recordings from awake human subject were obtained in the mid 1930s [141].
The modern era of ERP research began, however, several decades later (in the mid 1960s),
with the discovery of the first cognitive ERP component, referred to as the Contingent
Negative Variation (CNV). The next major advance was the discovery of the P300 ERP
component in the 1965. Since then, a large number of ERP components have been dis-
covered and used in neuroscience. These components can broadly be classified into [141]:
(a) visual sensory responses, (b) auditory sensory responses, (c) somatosensory, olfactory
and gustatory responses, (d) language-related ERP components, (e) error detection, and (f)
response-related ERP components.

Among these classes, more prominent components, which are being investigated as a part
of this project, are: P300, N400, P600, and error-detection ERN (error-related negativity),
thought to reflect the following [141]:

e P300 - cognitive processes involving stimulus evaluation or categorization (the most

often used ERP response);

e N400 - reaction to a meaningful or potentially meaningful stimulus, including words,

pictures, sounds, smells or faces (language-related ERP component);

e P600 - a reaction to hearing or reading a grammatical error or other syntactic anomaly

(language-related ERP component);
e ERN - processes occurring after an error is committed in multiple-choice tasks, even

if a person is not explicitly aware of that error (error detection ERP component).

Over the last two decades, a large body of neuroscientific research has investigated and
reported how different ERP components can be used to infer information about a user’s
intent, cognitive and behavioral processes, as well as about his/her affective and emotional

states. The P300 ERP component, whose example is shown in Figure 2.2, is typically
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observed over the parietal cortex as a positive peak at about 300 milliseconds after the
stimulus!. This component is typically elicited as a response to infrequent or particularly
significant auditory, visual or somatosensory stimuli, when interspread with frequent or
routine stimuli. This component is one of the most widely used, and one of the important
advantages of the P300-based BCIs is the fact that the P300 is typical, or naive, response

to a desired choice, thus requiring no initial user training.

The best known application of the P300
response is a spelling application, the P300
Speller, proposed and developed by Farwell
and Donchin in 1988 [83]. More recently,

the P300 response has been used to recog-

ERP Amplitude (nV)

nize a subject’s name in a random sequence

-200 200 400 600 800

of personal names [203], to discriminate fa-

. . Time (milliseconds)
miliar from unfamiliar faces [150]7 and for Figure 2.2: Examples of Event Related Potential
(ERP) components of an EEG recording. Red curve
denotes a typical P300 response, blue curve a N400 re-
sponse, green curve a P600, and purple curve a typical

ERN response.

lie detection [28].

Another well-investigated component is
the N400 response, associated with seman-
tic processing, and typically observed as a negative peak at about 400 milliseconds after
the stimulus. The N400 has recently been used to infer what a person was thinking about,
after he/she was primed on a specific set of words [224]. This ERP response has also been
linked to the concept of priming, an observed improvement in performance in perceptual
and cognitive tasks, caused by previous, related experience. Similarly, the P600 component
has been used to make an inference about a user’s sexual preferences, and estimates of a
user’s anxiety level, derived from his/her EEG signals, has been used to draw conclusions

about that user’s religious beliefs [115].

!The component’s name typically reflects the time of the peak and whether the peak is positive (P) or
negative (N).
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2.2.2 Advantages and Disadvantages of ERP Techniques

ERPs have several important advantages over other behavioral and physiological measures,

that make them especially suitable as features of choice in BCIs [141]:

(A1) There are no fundamental restrictions on the amount of ERP data that can be collected

from a user, since ERP responses are recorded using non-invasive EEG technique.

(A2) ERP responses have a temporal resolution of 1 millisecond (under optimal conditions,

even better than 1ms).

(A3) ERP responses can provide a continuous measure of processing between a stimulus and
a response, thus making it possible to determine which processing stages are affected

by a specific experiment.

(A4) ERP responses can provide an online measure of processing of stimuli, even when

there is no behavioral response.

On the other hand, BCI responses are known to have fairly poor spatial resolution. In
addition, these signals have a relatively small amplitude, thus typically requiring a large
number of trials in order to measure them accurately. Due to their essentially binary
nature (i.e., the response to a specific stimulus is either elicited, or it is lacking), the ERP
responses are very good for tasks such as spelling and speech synthesis, but they exhibit a

poor performance in motor control tasks, such as cursor movements.
2.3 Legal and Ethical Considerations in Neural Engineering

With an increasing number of neural engineering applications, in particular BCIs and neu-
ral imaging, researchers have recognized the need to address emerging ethical and legal
questions arising from their use [82, 120, 113, 114, 218, 65]. In 2003, Jonsen introduced
neuroethics as “a discipline that aligns the exploration and discovery of neurobiological
knowledge with human value system”. It was then recognized that neuroethics will have to

address questions related to [114]:
(a) Incidental findings,

(b) Surrogate and biomarkers of diseases, and
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(c) Commercialization of cognitive neuroscience.

In 2005, The Committee on Science and Law considered possible legal implications of
neural engineering [218]. An emphasis was put on privacy implications of neural imaging, in
particular on the use of neural imaging in non-medical research. The committee recognized
neuromarketing, defined as the field of marketing research that studies consumers’ sensori-
motor, cognitive, and affective response to marketing stimuli [137] and brain fingerprinting,
defined as a technique that purports to determine the truth by detecting information stored
in the brain [218], as emerging non-medical areas using neural imaging data. The commit-
tee observed important similarities between genetic and brain data, in the following: (1)
“both genetic and brain data hold out the promise of prediction (not only disease, but also
behavior),” and (2) “ both types of information expose unique and personal, and to a large
extent, uncontrollable aspects of a person that previously were unobservable” [218]. Based
on these observations, the committee proposed exploring and leveraging for neuroethics
those medical, ethical and legal rules already set forth in genetic research.

More recently, in [82], Farahany observed that modern neuroscience and neural engineer-
ing pose a new set of legal challenges to the existing Self-Incrimination doctrine of the Fifth
Amendment, which states that “no person shall be compelled to prove a charge from his own
mouth, but a person may be compelled to provide real or physical evidence” [82]. The au-
thor presented several examples, showing how is modern neuroscience expected to facilitate
evidence collection during criminal investigation. The presented examples strongly indicate
that the traditional border between testimonial and physical evidence becomes blurry when
applied to the evidences collected by neural engineering techniques. To address the problem,
Farahany proposed that an evidence can arise in four different ways:

(E1) From the identifying characteristics inherent to individuals,

(E2) Automatically, without conscious processing,
(E3) Through memorialized photographs, papers, and memories, or
(E4)

Through responses uttered silently or aloud.

The author then proposed the new spectrum of identifying, automatic, memorialized and

uttered evidence should be used to appropriately adapt the Self-Incrimination doctrine.
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2.4 Security and Privacy Considerations in Neural Engineering

2.4.1 The Use of Neural Data for Identification and Authentication

Based on the observation that neural signals of each individual are unique and can there-
fore be used for biometrics [150], many researchers have recognized potential benefits of
using neural data for user identification, defined as the identity selection out of a set of
identities, and authentication, defined as verification that the claimed identity is valid (au-
thentication) [150, 192, 183, 182]. EEG signals have shown to be particularly useful for
these application.

In [192], the authors proposed a method using a-rhythm for identification. They reported
correct classification scores in the range of 72% to 84%. Further, in [196], the authors
proposed an EEG-based identification methods, that uses data collected only from the two
frontal electrodes. In [194], the authors present an overview of biometric identification
methods based on EEG, electrocardiogram (ECG) and the skin conductance signals, also
known as electrodermal response (EDR).

In [150], the authors proposed an authentication methods based on Gaussian Mixture
Models and maximum a posteriori model adaptation. The authors further investigated
the practicality of different mental tasks for authentication, and showed that some task
are more appropriate than others. Finally, [40] proposed that neural data can be used to
prevent coercion attacks (also known as rubber hose cryptanalysis), where a user is forced
to reveal cryptographic secrets known to him/her. The proposed approach is based on the
idea of implicit learning. Instead of asking a user to consciously memorize a secret and
use it for identification and authentication, in the proposed approach a user is identified
and authenticated based on specific patterns he/she learned and can use without ever being

aware that he/she knows these patterns.

2.4.2 Neurosecurity. Privacy and Security Challenges in Neuroscience

Advances in neural engineering are expected to continue driving improvements in both
medical and non-medical neural applications. In particular, it is expected that the number

of implanted neural devices will continue increasing in the future [88]. In 2009, Denning
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et al. [76] recognized that “the use of standard engineering practices, medical trials, and
neuroethical evaluations during the design process can create systems that are safe and
that follow ethical guidelines; unfortunately, none of these disciplines currently ensure that
neural devices are robust against adversarial entities trying to exploit these devices to alter,
block, or eavesdrop on neural signals”. The authors identified potential security threats that
can be mounted against implanted neural devices, and introduced the term “neurosecurity”
as “the protection of the confidentiality, integrity, and availability of neural devices from
malicious parties with the goal of preserving the safety of a person’s neural mechanisms,

neural computation, and free will” [76].

2.5 Problem: Brain Malware in BCIs

Probably the most concerning BClI-related example was showcased at the 2012 USENIX
Security Symposium [102, 32]. The authors presented “brain spyware”, the first mali-
cious software designed to infer users’ private information using a BCI [153]. They used a
commercially-available BCI to present a user with visual stimuli and record his/her EEG
neural signals. Focusing on the P300 response, the authors analyzed the recorded signals
in order to detect a user’s: (a) chosen single digit, (b) banking information, (c) month of
birth, (d) location of residence, and (e) if a user recognized the presented set of faces.
While the authors [153] focused only on the P300 response, it is not hard to imagine brain
spyware applications being developed to extract private information about users’ memories,
prejudices and beliefs, but also about their possible neuro-physiological disorders. Currently,
there does not seem to exist a way to resist these attacks. Moreover, recent results [140]
show that attempts at willful deception can themselves be detected from an individual’s
neural signals. Going a step further, the same authors [140] show that non-invasive brain
stimulators, emitting imperceptible DC electrical currents, can be used to make a user’s

responses noticeably slower when attempting to lie.

2.5.1 Scope of the Brain Malware Problem

Information extracted using brain “spying” applications, such as the presented brain spy-

ware, might be of interest to multiple parties, and one can easily imagine the following
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examples of concerning BClIs use:
Example 1: As exemplified in Farahaney’s work [82], an access to an individual’s
memories and emotional responses might be used by police enforcement and gov-
ernment agencies during criminal investigation, as well as for crime and terrorism
prevention.
Example 2: BCl-recorded neural signals may be used in a variety of entertainment
and relaxation applications. A person’s emotional response and satisfaction/annoyment
level may, for example, be used to provide better (more accurate) music and/or movie
recommendations. Similarly, information about a person’s activity and anxiety levels
may be used to tailor a more personalized training routine or a relaxation session.
Example 3: Personal information, extracted from neural signals, could also be used
for targeted advertisement, where in addition to (or instead of) information about a
person’s activities on the Internet, an advertiser /retailer would have a real-time access
to a person’s level of interest, satisfaction, or frustration with the presented material.
Example 4: On the other end of the spectrum, however, the extracted information
about a person’s memories, prejudices, beliefs or possible disorders could be used to
manipulate a person or coerce her/him into doing something unpleasant or potentially
illegal.
Example 5: Finally, the extracted neural information could also be used to cause
physical or emotional pain to a person. Examples of such actions have already been
noted in the security literature. Denning et al. [76], presented the case of individuals
who placed flashing animations on epilepsy support webpages, eliciting seizures in

some patients with photosensitive epilepsy.

Summing up the presented examples, it is clear that the impact of exploiting or mishandling
BCl-enabled technologies may be severe. So the question arises: is it in the public inter-
est that other entities, private organizations, or even the government have an unrestricted
access to all the private information that can be extracted from a person’s neural activ-
ity? It appears there are currently no regulations preventing the access to the extracted

information, outside of medical HIPAA privacy and security rules [10]. Thus, privacy and
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security concerns arising from (mis)use of BCIs represent an important issue that deserves

immediate attention and careful consideration.

2.5.2 Brain Malware Attack Model

As a first step towards preventing brain malware, in this dissertation, we consider an at-
tacker who uses non-invasive BCI devices, mostly intended for consumer use, to extract
private information about users. Manufacturers of non-invasive EEG-based BCIs currently
often distribute software development kits with their products, as well as technical sup-
port [153]. Their intention is to promote application development, but such “open- devel-
opment” platforms may compromise users’ privacy and security, since there is currently no
review process, standards and guidelines in place to protect users, nor technical protection

to restrict inappropriate or malicious BCI use.

As depicted in Figure 2.1, a typical BCI system consists of three main components: an
acquisition system, an application, and a signal processing system, and the existing BCI
“open development” platforms typically grant every application developer a full control
over all of these components. We therefore assume that an attacker has an access to all of
these resources, and analyze how can an attacker uses these resources to develop malicious

applications.

Attacker Type

Based on the way an attacker uses the BCI technology, we distinguish between two types
of attackers. The first type of an attacker extracts users’ private information by hijacking
the legitimate components of a BCI. Such an attacker exploits for malicious purposes those
feature extraction and decoding algorithms that are intended for the legitimate BCI appli-
cations. The second type of an attacker extracts users’ private information by adding or
replacing the legitimate BCI components. Such an attacker implements additional feature
extraction and decoding algorithms, and either replaces or supplements the existing BCI

components with additional malicious code.
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Methods of Extracting Private Information

We further focus on scenarios where an attacker interacts with users by presenting them
with specific sets of stimuli, and then records their responses to the presented stimuli. In
the current literature, there are several well-established methods of presenting stimuli to

users:

(S1) Oddball paradigm - a technique where users are asked to react to specific stimuli,
referred to as target stimuli, hidden as rare occurrences in a sequence of more common,

non-target stimuli [111].

(S2) Guilty knowledge test - a technique based on the hypothesis that a familiar stimulus
evokes a different response when viewed in the context of similar, but unfamiliar
items [233].

(S3) Priming - a technique that uses an implicit memory effect where one stimulus may

have an influence on a person’s response to a later stimulus [224].

We assume that an attacker can use any of these methods to facilitate extraction of private
information. In addition, an attacker can present malicious stimuli in an overt (conscious)
fashion, as well as in a subliminal (unconscious) way, with subliminal stimulation defined
as the process of affecting people by visual or audio stimuli of which they are completely
unaware [34]. Overview of subliminal stimulation is given in Chapter 3, but generally
speaking, ways to achieve unawareness typically include reducing either a stimulus intensity

or its duration below the required level of conscious awareness.
2.6 Summary

Privacy and security threats arising from the use of BCI-enabled technologies may not pose
a critical concern at this moment, given a fairly limited deployment of BCIs outside of
research and medical communities. We believe, however, that the right time to address
potential issues is now, and propose that methods to prevent and mitigate BCI-enabled
privacy and security threats should be developed in the early design phase, and embedded

throughout the entire life of the technology.
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We view the development of these prevention and mitigation tools as an interdisciplinary
effort, involving neuroscientists, neural engineers, ethicists, as well as legal, privacy and
security experts. In this Chapter, we take the initial step towards facilitating the necessary
interdisciplinary discussion by analyzing the current BCI technology, and by proposing the

first model of a brain malware attacker.
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Chapter 3
EXPERIMENTAL ANALYSIS OF BRAIN MALWARE

In this Chapter, we experimentally investigate how feasible it is to extract private and
sensitive information about BCI users, based on their recorded neural signals. In doing
so, we use commercial-grade non-invasive BCI devices, and we focus on EEG signals, in
particular on the Event Related Potential (ERPs) components of an EEG. We investigate
several different ERP components — P300, N400, P600, and ERN, but our main focus is on
the P300 component, and its feasibility as a brain malware signal of interests, when it is
being used in an oddball paradigm.

We specifically focus on the feasibility of private and sensitive data extraction when
stimuli are being presented to a user in a subliminal fashion, i.e., in a manner where a user
is not consciously aware of the presented stimulus, but (s)he may still be reacting to it. We
see this type of brain malware as a most malicious one, but also the most likely one. In
order to collect sufficient data from a user, an attacker will likely want to conceal his/her
presence, and the fact that there might be anything out-of-the-ordinary with the used BCI
application, and, due to their nature, subliminal stimuli might be just the stimuli type to
enable that. We thus continue this Chapter by providing a brief overview of the relevant

research on the use of subliminal stimuli in neuroscience.
3.1 Preliminaries: Subliminal Stimuli in Neuroscience

Subliminal stimulation is defined as the process of affecting people by visual or audio stimuli
of which they are completely unaware [34]. Ways to achieve unawareness typically include
reducing a stimulus’ intensity or duration below the required level of conscious awareness.

Some authors suggest that there exist two types of unconscious perception:

e Subjective, where a user cannot report the stimuli (but may be able to detect it),

e Objective, where a user cannot detect the stimuli [173].
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Most authors agree, however, that the required level for visual subliminal stimuli is below
100 milliseconds [188].
Since its inception in the 1957, perhaps

no issue in neuroscience (and the psychol-

ogy of persuasion) has drawn more contro- 200ms|  TARGET STIMULUS

versy than subliminal stimulation. Many sub-
MASK 11

liminal alarmists hypothesized “that what we
SUBLIMINAL PRIMING
STIMULUS

do not see and what we do not know can

hurt us” [51]. Over the next few decades, v

there were several highly publicized exam-
Figure 3.1: A graphical representation of sublimi-

ples of subliminal stimulation, even though nal (masked) priming. During one trial of the exper-

iment (approximately 450 ms), a user is presented

there were no objective methods to measure with the first mask, whose duration is typically

. . about 100ms, followed by a subliminal (masked)

the stimuli effect, nor were the presented re- stimulus, whose duration is typically about 30ms.

The masked stimulus is followed by the second mask,

whose duration is again about 100ms. Finally, the

second mask is followed by a visible (conscious) tar-
get stimuli.

sults replicable. In 1957, the marketing firm
reported a dramatic increase in soda and
popcorn sales upon subliminally presenting
movie-goers with messages “Drink Coca-Cola” and “Eat popcorn” [51]. In 1970, researchers
subliminally presented subjects with pictures of octagons, and the exit questionnaire re-
sponses indicated the subjects clearly preferred the flashed octagons over the other geomet-
ric shapes they have not seen.

More recently, with advances in neural engineering (and neural imaging, in particular),
interest in subliminal stimulation research has reignited. Researchers became particularly
interested in the idea of priming, the process of perceiving an object in order to improve
accuracy and speed of its recognition in subsequent encounters [35], and its extension,
masked (subliminal) priming [188, 35, 75, 74, 99, 72, 73, 71]. In masked priming, a user is
presented with visual stimuli that are flashed so briefly they cannot be consciously observed
(referred to as subliminal (masked) stimuli), yet they can facilitate the subsequent processing
of related visible (conscious) stimuli, referred to as target stimuli. A graphical representation
of masked priming is depicted in Figure 3.1.

In [35], the authors reported a 17% improvement in the ability to name an object upon
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masked priming. Authors of [75] reported masked (subliminal) stimuli have a measurable
influence on both electrical and haemodynamic measures of brain activity. In the subse-
quent work [72], the authors showed that the priming effect with subliminal numbers has
observable effects on both semantic and motor levels of brain activity. These results pro-
vided a clear evidence that semantic-level processing of masked primes is indeed possible.
In the same work, the authors, however, showed that subliminal primes have a very short
effect, typically lasting less than 500 milliseconds. Finally, in [73] the authors showed that
subliminal priming can be made crossmodal, for example, from visual priming stimuli to

auditory target stimuli.
3.2 Experimental Logistics and Subjects Demographics

Relying on the presented results with subliminal stimulation, in our experimental study
we seek to answer if subliminal stimuli, used in an oddball paradigm, can be used to infer
information about users based on their P300 responses to the presented stimuli. All ex-
perimental data presented in this Chapter is collected as a part of the study “Privacy and
Security by Design in Brain-Computer Interfaces”, approved by the University of Washing-
ton Institutional Review Board (approval # 45241 - B). We collected the data from nine
subjects, eight of which are undergraduate and graduate students from the University of
Washington. More information about subjects’ demographics can be found in Appendix A,
table A.1. Out of the collected data sets, however, we only used seven for experimental
analysis, since two data sets were not complete.

We acknowledge that in our experiments, we resorted to, and were approved to use
deception towards our subjects. Due to the nature of subliminal stimulation, we did not
inform the subjects before the experiment that they would be presented with subliminal
sequences of images, words or numbers while they were participating in the experiment!.
This withholding of complete information from subjects was necessary since any notion
of subliminal stimuli would have impacted a subject’s alertness and concentration, and

would have therefore negatively impact the results of the study. In addition, there was no

1Subjects were, however, generally aware that they are participating in the experimental study whose
purpose was to enhance privacy of BCl-enabled technologies
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other alternative to quantifying the difference in extraction capabilities when subliminal
and conscious stimuli were used.

In all experiments involving subliminal stimuli, however, we put strict limits on the kind
of information we try to extract, and we focus only on personally relevant information,
which we define as information that a subject has already voluntarily and overtly provided
before any experiment even started. Examples of personally relevant information that we

use in this study include:

(I1) Two numbers that have a special meaning to a subject, and that a subject is likely
to immediately recognize (for example, a part of his/her phone number, year of birth,
license plate number).

(I2) Two names that have a high significance and/or a special meaning to a subject (for
example, a subject’s mom’s first name, his/her sibling’s first name, his/her significant
other’s first name, or the name of his/her pet).

(I3) Two places (geographical locations) that have a special meaning to a subject (for
example, a subject’s hometown, his/her favorite vacation place, or the city (s)he would

very much like to visit).

3.3 Experimental Setup

This experimental study consisted of several phases.

Experimental Questionnaire: At the beginning of an experimental session, a subject
is introduced to the study, and then provided with a de-identified (coded) questionnaire,
asking for personally relevant information (I1)—(I3). The used questionnaire is provided in
Appendix A. The provided personally relevant information is then used to generate several
user-specific BCI tasks.

Recording Equipment Set Up: Once user-specific BCI tasks were generated, a subject
is fitted with a soft, stretchy EEG cap with holes in specific locations corresponding to the
electrode placement sites. Seven EEG electrodes are fitted into these holes so that they sit
near a subject’s scalp, and a conductive gel is squirted into the electrode housing to improve
the electrical connection. A reference electrode is clipped to the subject’s earlobe, and one

EMG electrode is placed on a forearm of the subject’s choosing.
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Experimental BCI Tasks: In order to collect experimental data used for further analysis,
the subject is asked to play 10 instances of a BCI game, the Flappy Whale. Details of the
game are presented in subsection 3.3.2. During each of the instances of the Flappy Whale
game, the subject is presented with subliminal stimuli. Subliminal stimuli are chosen and

presented in the same order to all of the subjects:

S1) Logos of international fast food chains,

S2) Photos of famous and anonymous persons,

S3

Logos of car makes,

S4) Logos of local and national coffee shops,

Black-and-white names, including the two names relevant to the subject,

S7) Black-and-white numbers, including the two numbers provided by the subject,

S8) Logos of national sports leagues,

(
(
(
(
(S5
(
(
(
(

S9

)
)
)
)
)
S6) Logos of national and international banks,
)
)
) Black-and-white places, including the two places of significant meaning to the subject,
)

(S10) Logos of national coffee shops and one relevant name provided by the subject.

Training Data Collection: Once all experimental data is collected, we ask the subject
to participate in several simplified instances of the Flappy Whale game, where (s)he is

presented with overt visual stimuli. The presented stimuli include:

(a) (P300 Training) Overt numbers from 0-9, where the subject is beforehand asked to

focus on one specific number,

(b) (N400 Training) Overt words spelling out two sentences, that differ only in the last

word: [ drink coffee with milk and sugar and I drink coffee with milk and socks, and

(c) (P600 Training) Four overt sentences, consisting of similar words, but with differing
meanings: (i) The cat from the mice fled ran across the room.; (ii) The cat that fled
from the mice ran across the room.; (iii) The mice that from the cat fled ran across

the room.; and (iv) The mice that fled from the cat ran across the room.
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Conclusion and Exit Questionnaire: Once all experimental and training data is col-
lected, we help the subject remove the recording equipment, and clean any remaining con-
ductive gel. The experimental session is concluded by asking the subject to fill out an exit
questionnaire (example provided in Appendix A). The whole experimental session takes on

average 2.5 hours.

3.3.1 Fxperimental Questions and Approach

The overarching question in this experimental study is whether private and sensitive in-

formation about a BCI user can be extracted using subliminal stimuli, presented via the

oddball paradigm, and by analyzing the user’s P300 response to those stimuli. During the

experimental design, however, this question has given rise to several related questions:

(Q1) Does the type of the presented stimuli (e.g., names vs. photos of famous and anony-
mous people) have an effect of the feasibility to extract private and sensitive informa-
tion about a BCI users? If yes, which stimuli type best enables private information
extraction?

(Q2) Does the duration of a subliminal stimulus on the screen have an effect on the
feasibility of private information extraction?

(Q3) Does the position of a subliminal stimulus on the screen have an effect on the
feasibility of private information extraction?

(Q4) Does priming have any effect on the feasibility of private information extraction? If
so, is implicit priming sufficient to improve extraction feasibility?

(Q5) Could different ERP components (e.g., N400, P600) of an EEG signal also be used to

extract private and sensitive information about a BCI user in a subliminal fashion?

(Q6) How aware and alert are users to potential unusual events during a BCI game?

In order to address question (Q1), we design an experimental session to consist of ten
different BCI games per user. In every game, different type of subliminal stimuli is used.
During the design phase of this experiment, we came to a conclusion that the answer to
(Q2) is yes. Moreover, we observed that subjects were able to consciously observe, and

even recognize the fast food and the sport leagues logos if those logos were presented on
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the screen for any amount of time longer than 10 milliseconds. In order to address that,
and to make the presented stimuli subliminal for the majority of subjects, throughout this
study, we present all instance of subliminal stimuli on the screen for only 7 milliseconds.
This duration was determined empirically, and it was a result of technical limitations of the
screen used in the study. Due to its maximal refresh rate of 144Hz, any stimuli duration
shorter than 7ms was not achievable. Moreover, during the design phase of the experiment,
we observed a close relation between questions (Q2) and (Q3). In order to address question
(Q3) further, in different BCI games, subliminal stimuli were placed at different positions

on the screen, as presented in Figure 3.2:

P1

Next to the score information,

P2) In the white cloud above the whale,

(P1)
(P2)
(P3) In the woods behind the whale, or
(P4)

P4) On top of the whale.

Figure 3.2: Screen shot from the BCI game Flappy Whale, used as a part of the brain malware experimental
study. The position of the whale in the game is controlled through an EMG signal recorded from a subject’s
forearm.

3.3.2  Flappy Whale - Fxperimental Brain Malware with Subliminal Stimuli

A screen shot from the Flappy Whale game is depicted in Figure 3.2. In this BCI game,
the position of the whale on the screen is controlled through an EMG signal, recorded from

a subject’s left or right forearm. The goal of the game is to move the whale through the
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arriving tubes, without touching them. Every time the whale moves through the tubes
without touching them, positive points are assigned to a player, depending on the game
level. If, however, the whale touches the tubes, depending on the game level, certain number
of points is lost. As the game progress, and a player becomes more proficient, the game
becomes harder, as the tubes start arriving at the whale faster, and the distance between
them decreases.

The Flappy Whale game was originally developed as a part of the Center for Sensori-
motor Neural Engineering 2014 Tech Sandbox competition [4], and it was repurposed for

this experimental study. Two main changes we made were:

(C1) The addition of subliminal stimuli within the game, and

(C2) The addition of logging capabilities about events occurring during the game.

The Flappy Whale game is adapted into a subliminal brain malware by adding five different
visual stimuli in each game. Depending on their type, the stimuli are placed in different
locations on the screen, but duration of a single stimulus is 7 milliseconds, corresponding to
one frame of the game. Each stimulus is repeated exactly ten times during one five-minute

game, with inter-stimulus interval randomly chosen between 3 and 7 seconds.

3.4 Data Collection and Preprocessing

Throughout this experimental study, we used the g-tec bioamplifier to record subjects elec-
trophysiological signals (EEG and EMG). Additionally, during every five-minute instance
of the Flappy Whale game, we record information about presented stimuli, as well as about
a subject’s actions. Overall, for every game instance, experimental data set consists of the

following information:
(D1) EEG signal: Based on the recommendations by Krusienski et al. [133], EEG signals

are recorded from seven EEG electrodes placed in locations Cz, P3, Pz, P4, Po7, Po8
and Oz, in accordance with the International 10-20 electrode placement system [109],
as depicted in Figure 3.3.

(D2) EMG signal: EMG signal, used to control the position of the whale on the screen,
was recorded from a subject’s forearm. Both EEG and EMG signals were recorded

with sampling rate of 256Hz.



(D3)

(D4)

(D5)

Recorded data (D1)-(D6) is imported and synchronized
in Matlab using the Brain Hacking toolbozx, and accompany-
ing Graphical User Interface (GUI), developed specifically
for this experimental study. A screen shoot of the Brain
Hacking GUI is depicted in Figure 3.4.

After synchronizing EEG and EMG data with the pre-
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Information about subliminal stimuli: For every presented stimulus, we record
its index, the time it first occurs on the screen, the time it first disappears from the

screen, as well as its position on the screen (relative x and y coordinates).

Information about the whale: Every time the position or the velocity of the whale
changes, information about the whale’s x and y coordinates, and its velocities in x

and y directions is recorded.

Information about the tubes: Every time the position of the tubes changes, infor-
mation about the game difficulty level, and about x and y coordinates of the middle

point between the tubes is recorded.

Information about whale’s flaps: Every time an EMG signal crosses the pre-
specifid threshold, and a flap command is sent to the whale, information about the

occurrence of that event, and z and y coordinates of the whale are recorded.

Figure 3.3: Graphical represen-

sented subliminal stimuli, electrophysiological data is pre- tation of EEG electrodes’ positions

during experimental study. Elec-

processed, in order to remove potential noise and movement trodes naming is based on the Inter-

national 10-20 electrode placement

artifacts. We start the denoising process by first epoching system.

the data, i.e., windowing the data such that every EEG/EMG time window consists of 300

milliseconds of the signal before a stimulus, and 700 milliseconds of the signal after the

stimulus. An example of the recorded EEG data from a single channel before and after

epoching is presented in Figures 3.5 and 3.6.

Once epoched, electrphysiological data is preprocessed by removing the baseline, i.e., by

removing the mean value of the signal before the presented stimulus, and filtered with a

low-pass and a high-pass filter.
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Figure 3.4: Screen shot of the Brain Hacking toolbox GUI, developed specifically for this experimen-
tal study. The toolbox allows experimental data to be imported in Matlab, different data sources to be
synchronized in time, and preprocessed for further analysis.

3.5 Data Analysis and Feasibility of Subliminal Brain Malware

Lastly, in order to determine the feasibility of subliminal stimuli for extraction of BCI
users’ private and sensitive information, we resort to binary classification, and search for a
subject’s preferred (target) stimulus. We use the data collected during the training phase
to train the classifier, and the rest of the data, collected during the first ten instances of the
Flappy Whale game for analysis of subliminal brain malware feasibility. Relying on recent
results by Krusienski et al. [133], we use a simple classifier, the Support Vector Machine

(SVM), to determine what a subject’s preferences are towards the presented stimuli.

3.5.1 Preliminaries: Support Vector Machine

Determining the presence or the absence of an ERP component in an EEG signal can
be understood as a binary classification problem, and the discriminant function of such a

problem can be seen as having a decision hyperplane defined as [133]:
wf(z)+b=0(1) (3.1)

where z represents the feature vector, f(z) a transformation function, w the vector of
classification weights and b the bias term. For linear classification methods, function f(z) is
simply an identity transformation, f(z) := x, whereas for nonlinearly separable problems,

function f(z) typically represents a kernel transformation that maps features into a higher
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Figure 3.5: An example of the recorded single-channel experimental data before epoching.
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Figure 3.6: An example of the recorded single-channel experimental data after epoching. Electrophysio-
logical data is epoched (divided into windowed data) such that each window consists of 300 milliseconds of
the signal before the stimulus, and 700 milliseconds of the signal after the stimulus.

dimensional space in the attempt to create a linearly separable set.

The Support Vector Machine (SVM) classification method is one of the most accurate
and most often used classification methods in ERP research [149]. The main idea behind this
non-probabilistic binary classification method is to find the separating hyperplane between
two classes so that the distance between the hyperplane and the closest set of points from
both classes is maximized. Stated differently, in this supervised learning algorithm, our goal
is to maximize the margin between the two classes, and this goal can be expressed as the

following optimization problem [225]:

minimizel||wl|

subject to y(w - f(z)+b) > 1 (3.2)

where y € [£1] represents class labels.
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Figure 3.7: Simplified block diagram of data analysis sequence. Upon data preprocessing, epoched data is
used as input to the SVM classifier, and the output of the classifier is compared with subjects’ self-reported
preferences.

3.5.2  Feasibility of Subliminal Information Extraction

A simplified block diagram of the whole data analysis sequence is depicted in Figure 3.7.
Once classification results are obtained for each of the ten Flappy Whale games, we compare
a subject’s estimated preferences towards the presented stimuli with those self-reported in
the experimental questionnaire. Our preliminary (and limited results, based on experimental
data sets from only seven subjects) indicate that there is an overlap between the estimated
(classified) and self-reported preferences significantly larger than chance. This result support
the hypothesis that extraction of private and sensitive information about BCI users may be

possible through subliminal stimulation.
3.6 Subjects’ Awareness and Alertness

In order to confirm that the presented stimuli were indeed subliminal for the majority
of our subjects, at the end of the experimental session, we provide subjects with an exit
questionnaire (example shown in Appendix A). Due to a deceptive nature of the study,
however, we are not able to explicitly ask the subjects whether or not they have noticed any

stimuli (logos, pictures, or words) during experimental games. Instead, we resort to asking
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Subjects Opinions about Surprising Events

14%

Yes - some logos, but didn't
think that was unusual

3% Yes - flashing images, words or
icons

Yes - sometimes the whale
didn't move when expected to

No

29%

14% »

Figure 3.8: Experimental results indicating the level of subjects’ awareness of the presented stimuli. Based
on these preliminary results, it seems that almost a half of BCI users notices presented stimuli, even if they
presented on the screen for only 7ms.

a relatively open-ended question: Did you notice anything surprising or unusual during the

experiment? and a follow-up: If yes, could you please explain below.

Our preliminary results (based on a limited data set of only seven subjects) are presented
in Figure 3.8. Three of seven people did not notice any of the presented stimuli, whereas
three did notice some of the presented stimuli (even though stimuli were only presented on
the screen for seven milliseconds). Our assumption is that the remaining subject (one out of
seven) found the question too suggestive, and decided that there must have been something,

but (s)he missed it.

The fact that almost half of the subjects did actually notice some of the presented
stimuli could be taken, at the first glance, as an encouraging sign that the problem of
subliminal brain malware may not be as severe as initially thought. Unfortunately, our
earlier question (How do feel about the experiment, in which information was extracted from
your brain signals, now that you have participated?) seems to indicate otherwise, as depicted
in Figures 3.9 and 3.10. It appears that before the experimental session begins, half of the
subjects, knowing that the purpose of the study is the enhancement of BCI privacy, do
not feel completely comfortable about participating. After the experiment, the majority
of the subjects feels comfortable. This majority includes those subjects who reported that
they did observe something unusual during the experiment. These limited results seem to

indicate that even those BCI users who may consciously notice some of malicious subliminal
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Figure 3.9: Experimental results indicating the level of subjects’ alertness about the experiment, before
the experiment started.
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Figure 3.10: Experimental results indicating the level of subjects’ alertness about the experiment, before
the experiment finished.

stimuli may not feel alarmed by their presence.

3.7 Summary

In this Chapter, we experimentally investigate the feasibility of extraction of BCI users’
private and sensitive information, based on their recorded electrophysiological signals. We
specifically focus on the feasibility of private data extraction when stimuli are presented to
a user in a subliminal fashion, i.e., in a manner where a user is not consciously aware of the
presented stimulus, but (s)he may still be reacting to it. We further investigate the level of
users awareness and alertness to potential nefarious events within their BCI applications.
Our experimental results indicate that subliminal brain malware, where seemingly be-
nign BCI games are used to expose private and sensitive information about a user, based on
his/her unconscious and uncontrollable responses to stimuli that (s)he is not aware of, are

possible, thus posing a considerable privacy risk for BCI users. Moreover, our preliminary
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results about users’ alertness and awareness indicate that even when/if a user does notice
something out-of-the-ordinary within the game, (s)he does not seem to be alerted by an
unexpected /unusual event.

Brain malware, and in particular subliminal brain malware, is a developing concern,
given recent deployment of BCI technologies outside of research and medical purposes. We
believe that the right time to address these issues is now, and propose that methods to
prevent and mitigate BCl-enabled privacy threats should be developed in the early design
phase, and embedded throughout the entire life of the technology. We view the development
of these prevention and mitigation tools as an interdisciplinary effort, involving neuroscien-

tists, neural engineers, ethicists, as well as legal, privacy and security experts.
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Chapter 4
INFORMATION-THEORETIC ANALYSIS OF BRAIN MALWARE

In this Chapter, we cast the brain malware problem into a well-developed information-

theoretic framework, which allows us to ask the following four questions:

1. How do we objectively measure an attacker’s efficiency in achieving his/her goals?

2. How do we measure the efficiency of any deployed prevention/mitigation mechanism
against brain malware?

3. Does there exist an optimal sequence of stimuli an attacker should present to a user
in order to minimize the time and the effort needed to infer information of interest
about the user?

4. Does there exist an adaptive (online) way of pruning out a subset of stimuli based on

the observed user’s responses?

We seek to answer the first two questions by casting the brain malware problem into the
communication framework, which further allows us to analyze the interaction between an

attacker and a potential defense mechanism using game theoretic tools.

4.1 Casting Brain Malware Problem into the Communications Framework

We address the question of objectively measuring an attacker’s efficiency, and an efficiency
of a possible prevention/mitigation system by casting the brain malware problem for non-
invasive BClIs into a well-developed information-theoretic framework. In order to do so, we
first review how a BCI, operating in a benign environment, can be modeled as communica-
tion channel. A summary of notation used in this Chapter is given in Table 4.1.

In [180], the authors modeled non-invasive EEG-based BCIs as a communication channel,
based on assumptions that:

(i) The main purpose of BCIs is communication with the environment, and

(ii) The environment will wait until a user’s intention is clear before taking any action.



Table 4.1: Summary of notation from Chapter 4.

Symbol | Definition
Wi Finite alphabets of source messages W7, Wy
Wi Source messsage, modeling a user’s intent
W Source messsage, modeling a user’s private information
X; Finite alphabets of input messages X1, Xo
X1 User’s intent encoded in neural activty
X5 User’s private information, encoded in neural activty
N Finite alphabets of output message Y
Y User’s intent and private information, as contained
in a user’s recorded neural signals
Z; Finite alphabets of feedback messages Z1, Z
Z1 Graphical display feedback to a user
Zo Feedback message about user’s private information
Wl Decoded user’s intent
Wi Decoded user’s private information
Pe Error probability
Psuccess | Probability of a successful brain malware attack
Pehance | Probability of successfully decoding a user’s intent by chance
A Equivovation rate, a measure of an attacker’s inability to

correctly decode a user’s private information

39



40

4.1.1 Intent as a Discrete Random Process

The authors of [180] assumed that a user’s intent can be described as a sequence W =
(W1, Wy, ...), where each W; is an element of a finite alphabet, W = {wy,...,wy,}. To
capture the fact that a user’s intent may (and will) differ, depending on a situation, they
assumed that an intent is generated by a random process Py (w). Thus, for any n, the

conditional probability of n-length intent can be found as [180]:

Pyn(w™) := HIP’Wi|W¢_1(w,-\wi_1) (4.1)
=1

4.1.2  Coding/Decoding Process as a Discrete Memoryless Channel

In BClIs, classifiers are usually used to determine the intended messages based on recorded
neural signals (for example, the intended left- or right-hand motor imagery, or the spelled
letter), with some probability of making errors and incorrectly decoding messages. This
allows us to think of coding/decoding process as a discrete memoryless channel.

For example, the authors of [180] modeled motor-imagery-based BClIs as binary symmet-
ric channels (BSC) [66]. The k-th input to the channel is a random variable X}, € {0,1},
representing a user’s motor imagery, where x; = 0 corresponds to the left hand movement
and z; = 1 to the right. The k-th output of the channel is a random variable Y3, € {0,1},
representing a user’s decoded intent. In this channel, x; = y; represents a correct decoding
(inference), and z # yx a case when a decoding error occurs. The probability of an error,
P., can be computed as [180]:

Pe = Py yror xr(wrly® " a") = Pya o (yelan)
1—e, if yp = xx,

- (4.2)

€, else
where € denotes a parameter which can be learned (inferred) from BCI training data.

4.1.8  Graphical Display as Noiseless Feedback

A vast majority of non-invasive BCIs operate by providing visual feedback through a graph-

ical display. Such a feedback contains information about the previous channel outputs,
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Figure 4.1: A block diagram of a two-user Multiple Access Channel with Generalized Feedback (MAC-
GF). Signals W7 and W represent source messages to be transmitted to the receiver. X; and X. are
input messages, processed by encoders, and Y is an output message. Signals Z; and Z3 represent feedback
messages to encoders and Wi, Wa the decoded messages on the receiver side.

Y1,Y2, - - -, Yk, which is then used to choose the next channel input, zp;.

By assuming that a graphical display conveys information about the decoded output
without noise and errors, the authors of [180] modeled it as a causal and noiseless feedback
channel. Thus, combining ideas described above, an EEG-based BCI can be modeled as a

binary symmetric channel with noiseless feedback [66].
4.2 Preliminary: Multiple Access Channel with Generalized Feedback

A Multiple Access Channel with Generalized Feedback (MAC-GF) is a communication
channel where two or more sources transmit information to a single destination, and each
source observes a different feedback message. More details about this type of a commu-
nication channel can be found in seminal papers by Carleial [56], Zhen et al. [242], and
Ozarow [181], but a simple block diagram of a two-user MAC-GF is depicted in Figure 4.1.

We can mathematically represent such a discrete memoryless MAC-GF's as:
(X1 X X, P(y, 21, 22|w1, 22), YV X 21 X Z3) (4.3)

where X7 and X5 represent finite input alphabets, ) a finite output alphabet, and Z; and
Z, finite feedback alphabets.
Value P(y, 21, 22|21, x2) represents the conditional probability that output and feedback

messages are equal to (y, z1, 22) € {V X Z1 X Z2} given input messages (z1,z2) € {Xa, Ao},
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and it can be computed as [56]:

P(y", 21, 23 |21, x3)
n

= HP(%,Zu,Z2i\$1i,fﬂ2i,yi_laziflaZéfl)
i=1
n

= JIPWn, 21, z2ila1i, w2:) (4.4)
i=1

A typical code for discrete memoryless MAC-GF's consists of:
e Two independent message sources, generating random messages Wy € {1,2,..., M;}
and Wy € {1,2,..., Ms}.

e Two encoding functions:

T, = fin(W1, 2071,

Ton = fon(Wo, Z0 Y n=1,2,...,N (4.5)

where x1,, T2, denote codewords of input messages X1, Xo; W1, Wy source messages;
Z{L_l, Z;L_l feedback messages, and N the length of input messages X1, Xs.
e One decoding function:

(W1, Wa) = g(Y™) (4.6)

where Wl, Wa denote decoded source messages and YV output message.

For independent and uniformly distributed source messages Wy, Wa, error probability, P,
can be defined as [242]:
Pe 1= P[(W1, Wa) # (W1, Wa)] (4.7)

The capacity region of a general MAC-GF is not known. However, several coding schemes
have been proposed in the literature (e.g., [56, 242]), and achievable regions for those schemes

were derived.

4.3 Modeling Brain Malware as MAC-GF

We start by modeling a user’s intent as a discrete random sequence W7 over finite alphabet

W;. Similarly, we model one specific instance of a user’s private information (for example, a
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user’s credit card PIN) as a discrete random sequence Wj over finite alphabet W,. Building
on section 4.1, we assume both intent W7 and instance of a user’s private information W5y
are generated by discrete random processes, as described by equation (4.1).

We next assume that intent and private information are both encoded into a user’s neural
activity, which can be modeled as input messages X {v and Xév , consisting of N codewords

T1; and T iZl,...,N:

1, = fin(W1, 2071

Ton = fon(Wo, Z87Y), n=1,2,...,N (4.8)

Feedback message Z; represents feedback provided to a user about his/her intent. We
distinguish three cases:

- We can have an open-loop BCI, where no feedback about the decoded intent is pro-

vided. This case can be modeled as a special case of a MAC-GF, namely the discrete

memoryless MAC with one-sided different generalized feedback [242].

- Next, we can have a closed-loop BCI, where feedback about the decoded intent is

assumed to be perfect (causal and noiseless).

- Finally, we can also have a closed-loop BCI where feedback about user’s intent is

affected by noise.

In all of the cases, feedback message Zo represents an attacker abusing the system, to

represent different stimuli to users and to make inferences about their private information.
In a BCI, a user’s neural activity is recorded using an electrode array. Therefore, in a

signal acquisition component of a BCI, both intent and private information are observed as

single output signal Y. In a signal processing component of an attacked BCI, signal Y is

translated into a decoded intent, Wi and a decoded private information, Wo.

Note 1: In case no attack is mounted against a BCI, the described model easily reduces to

a discrete memoryless channel, described in section 4.1.

Example 1: Let’s consider a user, trying to spell a word blue. Let’s assume his credit

card PIN is 1234. In this case, values of random variables W7 and Wy, representing source

messages are:
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Wi =blue and Wy = 1234

These source messages get encoded into inputs X; and Xo:

X1 = {z11,z12, 713,214} and Xo = {z21, T22, T23, T24}

In an EEG-based BCI, these input messages are recorded from a user’s skull as an EEG
signal Y = {y1,92,...,ys}, sampled with some sampling rate fs and discretized with some
quantization resolution, 4, p.

Using feature extractor and decoding algorithms, an attacker can decode output signal Y

into a user’s intent and an instance of private information:

W1 = anything

Wy = 1234 or W, = 9876

4.3.1 Modeling Attacker’s Goals

In brain malware, an attacker’s goal is to correctly infer a user’s private information. Thus,
an attack is considered successful if an attacker can correctly decode a user’s private infor-

mation:

P[Attack successful] := P[Wy = W] (4.9)

While an attacker, in general, does not care about correctly decoding users’ intents, he
might be willing to hide presence within a BCI, in order to avoid alarming users, and to
keep them engaged with a malicious application for as long as possible. To maintain this
stealthiness, an attacker will want to correctly decode users’ intents at least as successfully
as a benign application would. Keeping this observation in mind, we redefine a successful

attack as follows.

Definition 1 A brain malware attack is considered successful if an attacker can correctly
decode a user’s private information, while at the same time hiding his/her presence within
the system. An attacker is considered hidden if (s)he can decode a user’s intents equally as

good as a benign BCI application would. Thus, success probability of a brain malware attack
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s equal to:

Psuccess = ]P)[Wl = Wla W2 = WQ]

= P[(W, W) = (W1, Ws)]

= 1-P, (4.10)

An attacker’s goal can now be formalized as an optimization problem:

maximize PSUCCQSS
subject to ]P’[Wl # Wi] > Pehance

Attacker’s resources (4.11)

where P[Wl # Wi1] > Pehance represents a benign application’s constraint on successfully
decoding a user’s intent, and attacker’s resources denote all other constraints imposed on
the attacker, such as computational power and energy. Value Pehance denotes the value of
successfully decoding the intended message by chance. While this value depends on the
source and input alphabets, as well as assumptions made about a communication channel,
it represents a lower bound requirement on a decoding algorithm used by a BCI. Using

equation (4.10), an attacker’s goal (4.11) can be rewritten as:

minimize P,
subject to ]P’[Wl # Wi] > Pehance

Attacker’s resources (4.12)

4.8.2  Modeling Interaction Between An Attacker and a Privacy-preserving BCI

The main goal of a hypothetical BCI privacy-enhancing mechanism would be to prevent
an attacker from gaining access to a user’s private data. Thus, a brain malware attack on
a user of a BCI with a privacy-enhancing mechanism can be modeled as an information
hiding game between two non-cooperative players, a privacy-enhancing mechanism and an
attacker. The information hiding problem has been extensively studied in recent years. For

more details, see for example [190, 174].
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In the BCI information hiding game, the first player tries to maximize a payoff function,
while the opponent (an attacker) tries to minimize it. One possible choice for a payoff

function is the equivocation rate [235], which we redefine as follows.

Definition 2 The equivocation rate, /A, is a measure of the degree to which an attacker is
unable to correctly decode a user’s private information. It is equal to the conditional entropy

of a private information W, given output message Y :

A = HW|Y)=> PlHW.|Y =y)
yey
— —Z Z Plwa, y] log (Plws|y]) (4.13)
y€Y waEWa

The information-hiding game can now be formalized as the following optimization problems:

BCI Anonyimizer: maximize A
subject to system resources (4.14)
Attacker: minimize A

subject to attacker’s resources
4.4 Summary

In this Chapter, we cast the brain malware problem against EEG-based BClIs into an in-
formation theoretic framework, in order to evaluate an attacker’s private information ef-
ficiency, and a prevention/mitigation mechanism’s efficiency in preventing brain malware.
In doing so, we model brain malware attacks as a Multiple Access communication Chan-
nel with Generalized Feedback (MAC-GF). We further introduce the equivocation rate,
defined as a measure of the degree to which an attacker is unable to correctly decode a
user’s private information as a metric to evaluate interaction between a an attacker and a

prevention/mitigation mechanism.
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Chapter 5

BCI ANONYMIZER, AN ENGINEERING APPROACH AGAINST
BRAIN MALWARE

5.1 Similarity Between BCI and Smartphone Industry

We start this chapter by revisiting the block diagram of a typical BCI, depicted in Figure 2.1.
If such a system is compromised, then an attacker, who controls an application and a signal
processing component of the system, may be able to: (i) receive the whole recorded neural
data and (ii) run a classification/decoding algorithm on it, in order to extract a user’s
private data.

Let’s now compare the case of a compromised BCI to the case of a compromised smart-
phone, where an attacker tries to gain access to a user’s private identifiable information
(PII), defined as any information that can be used on its own or with other information to
identify, contact, or locate a single person, or to identify an individual in context [98].

In the smartphone industry, such attacks on users’ privacy are typically prevented by
limiting access to phones’ operating systems and users’ PII. In other words, an application
has an access only to a limited subset of Plls, operating system states and functionalities
(for examples of current prevention and mitigation strategies in smartphone industry, please

see e.g., [62, 244, 79, 152]).

5.2 BCI Anonymizer: The Main Idea

We observe that BCI-recorded neural signals have the same role as smartphone PII data.
Thus, an access to users’ neural signals, recorded using BClIs, should be limited. We there-
fore propose the following approach for BCI-enabled technologies: in order to protect a
user’s neural data, a new component, referred to as a BCI Anonymizer, should be
added to a BCI system. The BCI Anonymizer should be a secured and trusted

component that takes raw neural signals and decomposes them to specific com-
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Figure 5.1: A high level block diagram of a BCI with the BCI Anonymizer. An attacker may access and
control feature extraction and translation algorithms (denoted as orange blocks in the diagram), or may add
an additional set of algorithms for private data extraction (denoted red in the diagram), but an attacker
cannot access states and functionality of signal acquisition and BCI Anonymizer components (denoted blue
in the diagram).
ponents. Upon request, instead of the complete recorded neural signal, the
BCI Anonymizer provides a BCI application with a subset of requested signal
components.

A block diagram of a BCI system with the proposed BCI Anonymizer component is

shown in Figure 5.1. This approach, and the BCI Anonymizer rely on several important

assumptions. Those are:

(1) The BCI applications will only ask for those components of the recorded neural signal
that they require in order to function properly.

(2) The BCI applications will not be able to misuse and manipulate those components
they have been given access to for nefarious purposes.

(3) The BCI Anonymizer is a secured and trusted component that decomposes the whole
recorded neural signal, and never gives access to it to any BCI application.

(4) The BCI Anonymizer will be able to decompose the recorded signal in a reliable and

fast enough fashion.

These assumptions raise several critical engineering, scientific and industrial challenges that
will have to be addressed before any further development and wider adaptation of the
proposed BCI Anonymizer. In the rest of this chapter, we tackle upon the following three

of these challenges:

(a) Why could (why does) the proposed recorded signal decomposition approach work,

and why should decomposing the signal be enough to prevent privacy attacks?
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(b) Who, when and how should be in charge of vetting BCI applications to make sure

they are only requesting necessary and benign components of recorded neural signals?

(c) Why real time signal decomposition?
5.3 Why Does the Proposed Signal Decomposition Approach Work?

Most of the existing, as well as those BCI applications emerging in near future, can broadly
be divided into medical and non-medical. Medical BCI applications are typically grouped

into the following main categories [147]:

(M1) Communication,
(M2) Environment control,
(M3) Locomotion, and
(M4) Neurorehabilitation,

and non-medical application into the following seven categories [223]:
Device control,
User state monitoring,

NM3) Evaluation (neuroergonomics and neuromarketing),

Gaming and entertainment,

(NM1)

(NM2)

(NM3)

(NM4) Training and education,
(NM5)

( ) Cognitive improvements, and
(NM7)

NMT7) Safety and security.

Most EEG-based BCI applications, both medical and non-medical, rely on one of the fol-

lowing EEG components/bands as a feature of interest:

(C1) Slow cortical potentials (SCPs), defined as slow voltage changes in the cortex
area (among the lowest frequency features of EEG). Typically, negative SCPs shifts
represent cortical activation associated with movement, while positive SCP shifts ac-

company reduced cortical activation [147].
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(C2) Sensorimotor rhythms (SMRs), defined as the changes in the p rhythm (8-12 Hz)
or the 8 rhythm (18-26 Hz), typically recorded over sensorimotor cortex. Changes
in  and 8 rhythms are often referred to as Event-Related Desynchronization (ERD)
and Event-Related Synchronization (ERS), and they are typically associated with

movement, sensation and motor imagery [147].
(C3) Steady State Visual Evoked Potential (SSVEPs), defined as potentials gener-
ated by exciting the retina using visual stimuli modulated at certain frequencies [175].

(C4) Event Related Potential (ERPs), defined as responses to an infrequent or a par-

ticularly meaningful stimulus within a stream of frequent standard stimuli [147].

Based on the used component, BCI control and communication strategy differ very signifi-

cantly, in terms of:

(D1) The expected amount of training time required in order to successfully use an appli-

cation,
(D2) The expected amount of user effort, and

(D3) The expected amount of time a user will be able to hold attention on an application.

Thus, simply by labeling an application as one using component C;, certain expectation on
the way it should operate are already set. Moreover, neither of the listed components does
not seem suitable for“dual use”, i.e., a scenario where a component is at the same time
used for a valid purpose, and for a privacy attack. For example, a malicious P300 speller
does not seem feasible, since it is unlikely that a user will at the same be able to respond
to flashed letters and to a potential malicious stimulus. Thus, in summary, there are three

main reasons making the proposed signal decomposition feasible:

(R1) Most BCI applications use only one among possible SCPs, SMRs, SSVEPs and ERPs

EEG components.

(R2) By labeling an application as one using a specific EEG components, certain expecta-

tion about it are already set, and

(R3) None of the most often used EEG components allows for a dual use at the same time.
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5.4 Why Real Time Decomposition?

Upon closer consideration, one can observe that both Martinovic et al. [153] and we, in
our experimental analysis, have actually used a batch processing method to extract pri-
vate information about a user. In both sets of experiments, a user was presented with a
random sequence of stimuli, his/her responses to the whole sequence of presented stimuli
were recorded, and then the recorded signals were processed and used to infer information
about a user. The same is true in many other ERP-based BCI applications, such as P300
Speller [83].

It therefore seems feasible that the same approach, to first record neural signals and
batch-decompose them into components before giving them to a BCI application, may also
be used to mitigate some of the privacy attacks on BCI-enabled communication. The batch
approach does not, however, protect the stored neural data. The real-time approach, on

the other hand, mitigates privacy attacks that might occur during:
(i) Storage,
(ii) Transmission, or

(iii) Data manipulation by a BCI system,

since the complete signal is never stored or transmitted. Thus, while more challenging,
the real-time signal decomposition is a critical step in ensuring privacy and security of

BClI-enabled technologies.

5.4.1 Possible Signal Processing Approaches

In developing the appropriate real-time signal decomposition algorithm for the BCI Anonymizer,
we propose that two families of signal processing algorithms might be useful: (a) the wavelet

transforms and (b) Empirical Mode Decomposition.

Wavelet Transform

The wavelet transform [68, 52] has been found suitable in a wide range of bioengineering

applications, including capturing and localization of transient features of an EEG signal [29].
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The wavelet transform uses a set of basis functions, based on a mother wavelet, to de-
compose the original signal into shifted and scaled versions of the mother wavelet. A mother
wavelet is a waveform of an effectively limited duration and has an average value of zero. A
convenient feature of wavelet transform is the fact that a set of so-called “complementary”
wavelets can decompose the original signal without gaps or overlaps, so that the applied
decomposition is mathematically reversible. On the other hand, as pointed out by [160], the
wavelet transform, similar to the Fourier transform, has problems with uncertainty princi-
ple, causing issues with time/frequency resolution tradeoff. For these reasons, it may not

be suitable for all BCI applications.

Empirical Mode Decomposition

The Empirical Mode Decomposition (EMD) [110] is a signal decomposition method well
suited for nonlinear and non-stationary data signal processing. This method is a data
driven method, which makes it adaptive and quite flexible in nature. It decomposes a time
series signal into multiple zero-mean amplitude modulated/frequency modulated oscillatory
function, known as “intrinsic mode functions” (IMF's), that take on a similar role as basis
functions in the wavelet transform.

One concern of EMD use is a lack of formal guarantees of convergence in the process,
due the ad hoc nature of the approach. This concern was resolved by a modification of the
way that the underlying support functions are obtained [106]. EMD methods have recently
been used in a variety of biological and medical applications, for example, for EEG signal
preprocessing [70, 184], separation and removal of ocular artifacts from the EEG signal [168],
and epileptic seizure detection [217].

Recently Sweeney et al. [214] proposed an extension of the original EMD method, the
Ensemble EMD with Canonical Correlation Analysis (CCA), and applied it to efficiently

remove movement artifact from EEG signals.

5.5 How to Go about BCI Applications Vetting?

In order to make sure that BCI applications are only requesting those components of the

recorded neural signal that they need to operate, and that those signal components are
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being used for valid (benign) purposes, BCI industry will have to set up a mechanism to
analyze and validate available applications. There are two main vetting approaches that

can be taken:

(A1) Centralized approach, and

(A2) Distributed approach.

In a centralized approach, there exist a centralized entity (a private company, a federal
agency, or an industrial society) that scrutinizes every application, and only allows those
applications deemed as appropriate to become a part of the app store. On the other hand,
in a distributed approach, every application can freely be added to the app store, where
anyone can freely use it, analyze it, and report findings about it for everyone else to see.
Both approaches have been taken in the smartphone industry, and both approaches have
experienced some critiques, from being deliberately too slow to vet a valid and benign
application, in order to get an upper hand over competition, to being too slow to remove
malicious content from the app store, once it has been legitimately reported as malicious.
One potential approach for the BCI industry might be a combination of a centralized
and a distributed approach, the so-called hybrid approach, where multiple BCI manufactur-
ers, federal agencies, user advocates, as well as other interested parties would participate
in the creation of application privacy and security requirements and vetting rules. Once
requirements and rules are created, however, the vetting process itself should be made as

fast, automatized and as transparent as possible.

5.6 Summary

In this Chapter, we present the concept of the BCI Anonymizer, an engineering approach
to enhance privacy of BCI users. The basic idea of the BCI Anonymizer is to pre-process
neural signals, before they are stored and transmitted, in order to remove all information
except specific intended BCI commands. Unintended information leakage is prevented by
never transmitting and never storing raw neural signals and any signal components that are

not explicitly needed for the purpose of BCI communication and control.
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The BCI Anonymizer should be a part of a BCI, and never of any external network or
computational platform. It thus acts as a secured and trusted and trusted subsystem that
takes raw neural signals and decomposes them to specific components. Upon request, instead
of the complete recorded neural signal, the BCI Anonymizer provides a BCI application only

with a needed subset of requested signal components.
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Chapter 6

SOCIETAL IMPACT OF BRAIN MALWARE AND BCI
ANONYMIZER

Drawing from an observation that a wide range of mobile information technologies al-
ready exist, and that BCI technology can be considered the extreme example of cybernetic
integration, we begin this Chapter by briefly assessing the state of practices and policies,
currently governing the relationship between information, communication technologies, and

society.

In doing so, we turn to the smartphone industry once again, and draw another link
between smartphones and BCI technologies. It is now generally a standard for smartphone
operating systems to provide users with granular control of access permissions to their
private identifiable information. This is typically done by giving users options to grant or
deny access to specific, atomic resources on the device (e.g. data storage or sensor stream),
and relying on users to make choices informed by their knowledge of the information content

of those resources.

Unfortunately, this approach has had its own set of drawbacks. To begin with, in many
instances, the operating system does not exercise sufficient control over all communication
channels to enforce security policies. A recent example of this is third-party embedded
advertising software broadcasting users’ PIIs over insecure communication channels [25].
Second, some implementations do not give users complete control of accessed resources at
the desired level of granularity. That is, requests for resource access are bundled so that
a user may have to choose between compromising a resource exposing private information,
and not using an application at all. For example, the use of location services on Android
phones was offered only on condition of allowing continuous location tracking [23]. Finally,
the most challenging problems may be that users are expected to fully understand what

information is encoded in the data resources they grant or deny access to, and they cannot
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filter /hide private information in a resource while simultaneously making it available to an
application.

Our belief is that for brain-computer technologies, given their early development and
deployment stage, a combination of technological approaches, tech policies and standards
should be capable of resolving and avoiding many of the insufficiencies of the existing security
and privacy practices for more ubiquitous consumer products. In order to develop such
approaches and policies, however, in this Chapter, we focus on a few fundamental questions

that will have to be resolved before BCIs come to more a widespread use:

1. How do we provide assurance to BCI users that the applications they are using are
not trying to manipulate the system, in order to access their sensitive and private

information?
2. How do we grant users a sufficient level of access control over their resources?

3. How do we relieve users from an unnecessary burden of having to understand what

information may be encoded in data resources they are granting or denying access to?

4. How do we incentivize BCI manufacturers to incorporate a privacy-enhancing compo-

nent into their systems?

In order to tackle these questions, we turn to Value Sensitive Design, a systematic approach
to accounting for human values in technology design [89]. More specifically, we draw in-
spiration for this Chapter from the recent VSD project, proposing the development of a

privacy addendum for open-source software licenses [91].
6.1 Value Sensitive Design

Value Sensitive Design (VSD) is a theoretically grounded approach that allows for a prin-
cipled and comprehensive way of accounting for human values throughout the design of
technology. It leverages a unifying and iterative tripartite methodology, consisting of con-
ceptual, empirical, and technical investigations. Conceptual investigation focuses on key
stakeholders and values that they hold important. Empirical investigation engages with ac-

tual or potential stakeholders, with the goal of evaluating potential success or failure of the
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investigated technology. In doing so, empirical investigation leverages a wide range of quan-
titative and qualitative methods used in social sciences, including observations, interviews,
surveys, experimental manipulations, and document collection, as well as measurements of
users’ behavior and physiology. Finally, technical investigation focuses on features, archi-
tecture, and infrastructure of the analyzed technology [89].

VSD has been applied to a large variety of technology design challenges, including
human-computer interaction [90], human-robotic interactions [122], and computer-supported
cooperative work [164]. In this Chapter, we focus only on the conceptual investigation, and
more specifically on direct and indirect stakeholders investigation.

Direct and Indirect Stakeholders: Earlier VSD work [90] has shown the need to consider
two groups of people that may potentially be affected by a technology, referred to as direct
and indirect stakeholders. Direct stakeholders are defined as those people who directly
interact with technology, and indirect stakeholders as the people whose data or presence

may be implicated by the technology, even though they are not directly interacting with it.

6.1.1 Value Sensitive Design and BCI Technology

As a part of the conceptual investigation of the existing and emerging BCls, we identify ten

distinct groups of stakeholders, seven of which we consider to be direct stakeholders:

D1) BCI manufacturers

D2) BCI application developers,

D3) People using BClIs for augmentation,

D5) Medical practitioners,

D6

(D1)
(D2)
(D3)
(D4) People using BCIs for medical reasons,
(D5)
(D6) Patients’ caregivers, and

(D7)

D7) BCI attackers.

Additional groups of stakeholders are (I1) privacy merchants, (I2) marketers and advertisers,
and (I3) family members not directly involved in patients’ care, and these groups we consider

to be indirect stakeholders.
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Disregarding the values considered to be important by BCI attackers, we identify the

following values to be important to one or more groups of stakeholders:
V1) Reliability,

Ease of use,

<

(
(V2
(
(V4

Independence,

V5

)
)

V3) Privacy,
)
) Autonomy, and
)

(
(V6

Ease of access to users’ private information.

We recognized that all direct stakeholders (except for attackers) care about values reliability
and privacy. Similarly, we anticipate that the majority of direct stakeholders, except maybe
medical practitioners and patients’ caregivers, will value ease of use. We further expect that
people using BCls for medical reasons will deeply value independence, while their caregivers
are likely to care about autonomy. Marketers and advertisers, as well as privacy merchants,
on the other hand, are expected to care most about the ease of access to users’ private
information.

In answering questions (1)—(4), however, our focus is on the following categories of direct
stakeholders: (D1) BCI manufacturers, (D3) and (D4) people using BCIs for medical reasons
or for augmentation, and (D7) BCI attackers, and we mostly focus on the value of privacy.
Inspired by [91], we analyze these stakeholders and the value of privacy through two specific

aspects: informed consent and threat analysis.
6.2 Informed Consent

Informed consent is a construct (typically, either written or oral) that provides human users
with a level of protection while participating in, or being involved in a specific event. Its
intent is to provide users with sufficient knowledge about the event, and with a choice to
decide about their participation [80]. As stated in [91], “...when implemented well, informed
consent creates conditions by which end users are positioned to protect themselves and their

privacy as they want through selective participation.”
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A model of informed consent typically consists of six components: disclosure, comprehen-

sion, voluntariness, competence, agreement and minimal distraction, defined as follows [91]:

Disclosure - the act of providing appropriate and accurate information to the in-

tended audience.

Comprehension - the intended audience’s ability to understand what has been dis-
closed.

Agreement - the intended audience’s ability to agree or decline to participate in the
event, once informed about it.

Competence - the intended audience’s mental, emotional and physical capability to

give informed consent.

Voluntariness - the intended audience’s ability to give informed consent without

coercion or undue manipulation.

Minimal Distraction - the requirement to have a streamlined “informing” and “con-

senting” process, that do not unduly distract intended audience from their goals.

6.2.1 Informed Consent and BCI Technologies

Similar to [91], to examine those behaviors we wish to require or recommend for BCI

manufacturers and application developers, we examine the current and the emerging BCI

technologies through the lenses of a model of informed consent. Going component by com-

ponent, we observe the following:

Disclosure: We anticipate that BCI users (both people using BCIs for augmentation and

as a medical device) will want to know the answers to the same questions listed in [91]:

(Q1
(Q2
(Q3
(Q4
(Q5

What information does the BCI collect?

Who all will have access to the collected information?
How long will the information be retained?

Which purposes will collected information be used for?

Will a user’s identity be protected and how?
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Comprehension: While it is indeed impossible to guarantee that a BCI user has a sufficient
level of understanding of the presented information, it it important to require from BCI
application developers to disclose all information about all signals and their components
that will be recorded and used. This disclosure should be made at a specific level of reading
and comprehension (for example, at 12-grade reading level), and as potentially restrictive as
this requirement may initially seem, it is rather necessary in order to avoid overloading users
with complex engineering and neuroscientific terms and expression, which would effectively

cancel out the purpose of informed consent.

Agreement: Devising an appropriate agreement for BCI technologies, we encounter prob-
lems already listed in [91], namely the problem of visible ongoing opportunity to revoke
the consent at any point in time, and the problem of requesting the withdrawal of all data

collected earlier.

Competence and Voluntariness: The questions of competence and voluntariness become
especially interesting for BCI applications, especially for people using BCIs for medical
reasons. In many instances, this group of stakeholders may represent a vulnerable group
of users, and a special attention should be devoted to them, to make sure no unreasonable
promises are being made to them, in return for their private and sensitive data. In addition,
information that this group of users is even using the device may be sensitive in and of its

own, thus requiring the information about the type of a BCI user to be protected as well.

Finally, some types of BCIs devices may not be intended for chronic use, and potential
removal of the device after a certain period of time may result in a negative setback for
users, especially those using the device for medical reasons. That information should be
conveyed to all users before they agree/disagree to the use of a device. More importantly,
this information may have an effect on the ongoing nature of an informed consent, raising
the question of when should a user be considered competent to make a decision about

his/her BCI device.

Minimal Distraction: In order to implement this component of the informed consent

model, we propose to follow the same practice as outlined in [91].
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6.3 Threat Analysis for BCI Technologies

The model of informed consent protects BCI users’ privacy by giving users control over
their participation and interaction with a system. In order to gain a full understanding of
potential impact BCIs may have on users’ privacy, however, analyzing and understanding
potential threats that may arise from the use of these devices is equally important.
Drawing again from [91], we divide possible threats into those that arise as side-product
of a technical design, and those that arise as a consequence of an intentional and
malicious action. Combining results from Chapters 2-3 with findings in [91], we broadly

group possible threats against BCIs into the following categories:
Threat 1: Disclosure to Unauthorized Parties,
Threat 2: Unauthorized Use of Individual Data,
Threat 3: Unauthorized Request (Search) for Individual Data,
Threat 4: Unauthorized Use of Aggregated Data,

Threat 5: Unauthorized Fusion of BCI Data with Unexpected External Data

Threat 1: Disclosure to Unauthorized Parties: As stated in [91], an unauthorized
disclosure of information can affect user’s reputation, as well as their right “to be left alone”.
That is particularly so with BCI users, where neither users using the system for a medical
reason, nor those using it for augmentation may be willing to share with other people the
information that they are doing that. The users may feel protective about the fact that
they are using the system, as well as the purpose that they are using the it for.

Threat 2: Unauthorized Use of Individual Information: This class of threats ad-
dresses the problem of secondary use of intended BCI information [91]. For example, pos-
sessing information about the fact that a user is currently using a BCI device, and about
his/her level of performance with a device may put a user in an unfavorable position.
Threat 3: Unauthorized Request (Search) for Individual Data: This threat is
a novel threat, specific to BCI systems. It is introduced to account for threats such as
brain malware, where a BCI application developer manipulates a user into thinking that

application is being used for one purpose, when at the same time, (s)he introduces new
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components into the application (such as subliminal stimuli) in order to maliciously extract
private and sensitive information about a user.

Threat 4: Unauthorized Use of Aggregated Data: As stated in [91], this class of
threats addresses those issues that arise from unauthorized use of BCI users’ aggregated
data. It is often times assumed that data aggregation and de-identification increases a
user’s level of privacy. That, however, is often not the case, and it especially may not be
the case with users’ neural signal, which have been shown to be unique to a user.

Threat 5: Unauthorized Fusion of BCI Data with Unexpected External Data
This threat addresses an issue of fusion of a user’s BCI data with other, potentially publicly

available data, in order to make additional and advanced inferences about a user.
6.4 Privacy Agreement for BCI Technologies

Combining results of informed consent and threat analyses for BCI technologies, we ob-
serve that Privacy Addendum 1, developed in [91] represents a meaningful first attempt of
addressing questions (1)—(4) for BCIs. One possible way to make brain malware, and any
similar attempts at unwillful extraction of private information harder to execute is to make
it mandatory for BCI manufacturers to include the Privacy addendum every time they are
directly interacting with BCI application developers, but also every time the device and all
of its accompanying software and services are being leased or sold, possibly even to end
users.

Based on the observations from informed consent and treat analyses of BCls, modifi-
cations will, however, have to be made to the Addendum 2, originally referred to Location
Aware Privacy Principles. We propose to use Addendum 2 as the basis for a novel Adden-
dum 3, which we refer as the BCI Privacy Principles. The new Addendum accounts for
the identified differences between BCls and location-aware systems, namely the difference
between competence and voluntariness components of the informed consent model, and the
new threat class.

The updated text of the Addendum 1 from work [91], and the Addendum 3 are given

below:
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Addendum 1: Privacy Addendum

This addendum contains the additional terms applicable to development and distribution

of a work (Work) containing all or a portion of the Program or that is otherwise derived

from the Program.

I. You agree that:

(a)

(b)

Your compliance with this Addendum is a material condition of your license to

the Program.

You will include in any follow-on licenses you make with other developers for
building other applications or services for the Program and your Work the same
terms and conditions as this license addendum provides (and you will bind any
firm that acquires your firm to the same terms and conditions as this license

provides).

Your development, use, and/or distribution of a Work constitutes an enforceable

public commitment to comply with the provisions of this addendum.

Any collection, use, disclosure, and/or storage of private identifiable informa-
tion about end-users will be undertaken in accordance with the BCI Privacy

Principles (attached).

End users are entitled to enforce the terms of this Addendum and the BCI Privacy
Principles as third party beneficiaries of the Agreement or as otherwise permitted

under applicable law.

Any violation of the terms of this Addendum may constitute an unfair and/or
deceptive trade practice in violation of state and federal consumer protection

law.

II. You further agree that all distributed Works will: Clearly, conspicuously, and veri-

fiability (a) warn end users that the Work may disclose their private and sensitive

information to third parties; and (b) obligate you to comply with the BCI Privacy
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Principles (set forth in Addendum 3, attached) by, without limitation, causing the
following text (with sections in parentheses modified accordingly) to appear when the
Work is first installed and at reasonable intervals thereafter: When you use this appli-
cation, (Software Name) (or other malicious software which takes advantage of (Soft-
ware Name)) may cause your BCI device to communicate your private and sensitive
information arising from your collected biosignals - to application providers and/or

third parties online

Please be aware of your circumstances and your safety and use appropriate caution
when using (Software Name). (Developer/Distributor) adheres to the BCI Privacy
Principles (attached). These principles require us to get your prior informed con-
sent for any collection, use, disclosure and/or storage of your private and sensitive

information. Please review the (Software Name) privacy policy (include URL)

III. You also agree that to the extent practicable, your implementation of the BCI Privacy
Principles will be consistent with the best practices set forth from time to time at the

Intel Research/University of Washington Privacy Best Practices website.

Addendum 3: BCI Privacy Principles

1. End users will be informed, in a manner reasonably designed to provide actual notice
and prior to any collection, use, retention, or disclosure of personally identifiable

information, of the following;:

(a) What personal information, biosignals, and their components will be collected;
(b) How that personal information, biosignals and their components will be used;

(¢) To whom that personal information, biosignals and their components will be
disclosed, how the recipient will be able to use that data, whether the recipient
in turn will be able to transfer the data and whether the recipient is obligated to

comply with these Principles.
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(d) How long (or how often) the personal information, biosignals and their compo-
nents will be disclosed (e.g. at the time of initial connection only, or periodically

during the use of the software)

2. To the extent reasonably practicable under the circumstances, end users will be given
conspicuous notice of the opportunity to prohibit the proposed collection, use, reten-
tion, and/or disclosure of their private identifiable information in whole or in part,
and a reasonably simple mechanism for taking advantage of such opportunity. Where
practicable, a Work will provide an easy method by which an end user can prohibit
such collection, use, retention, and/or disclosure, on a case by case basis, at their

discretion.

3. Personally identifiable information will be deleted regularly when it is no longer needed

by the end-user or for the correct functioning of the Work.

4. Licensees will implement administrative, technical, and/or other safeguards appropri-
ate in light of the sensitivity of the data to protect private identifiable information

from unauthorized access, use, disclosure, or damage.

6.5 Summary

In this Chapter, we focus on four fundamental questions that will have to be resolved before
BCIs with enhanced privacy properties come to more a widespread use. Those involve: (A)
how do we provide assurance to BCI users that applications they are using are not trying
to manipulate the system, in order to access their sensitive and private information; (B)
how do we grant users a sufficient level of access control over their resources; (C) how do we
relieve users from an unnecessary burden of having to understand what information may be
encoded in data resources they are granting or denying access to; (D) how do we incentivize
BCI manufacturers to incorporate a BCI Anonymizer component withing their systems?
In answering these questions, we turn to the Value Sensitive Design, systematic approach
to accounting for human values in technology design [89]. We build upon the recent VSD

project that has proposed the first privacy addendum for open-source software licenses [91].
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We analyze the existing BCI technologies in the VSD context, and show how the proposed

privacy addendum applies to privacy-enhanced BCls.
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Chapter 7

CYBER SECURITY ATTACKS ON TELEOPERATED ROBOTIC
PROCEDURES

7.1 Teleoperated Robotic Systems

A teleoperated robotic systems can be defined as a system where a human operator uses a
robot to interact with far away, inaccessible or dangerous environments at a distance [208]. A
typical teleoperated robot consists of one or more robotic arms and end effectors controlled
by a human operator. The robot is often referred to as a manipulator or a slave, and a
human operator as a master.

All teleoperated robotic systems use visual feedback via cameras and monitors to show
an operator what a robot is doing. Depending on other types of information that may be
exchanged between a robot and a human operator, teleoperated robotic systems can be
either unilateral or bilateral, as depicted in Figure 7.1. In wnilateral systems, position or
force commands are sent one way from a human operator to a robot, whereas in bilateral
systems, in addition to operator’s commands being sent to a robot, information about
robot’s motion, force or haptic (tactile) information is sent back to the operator.

Teleoperated robotic technology dates back to the 1940-s, when such systems were used
for the first time to handle radioactive material. The first teleoperated systems were sim-
ply long grasping tools. These were soon replaced by more complex mechanical system,
which were eventually replaced by more evolved electro-mechanical systems, and then by
human-controlled robots. The nuclear industry has to date remained the main producer
and consumer of teleoperated robots [127]. For example, teleoperated robots were sent into
the Fukushima Daiichi power plant to assess the ongoing reactors meltdown after the 2011
tsunami disaster.

Today, teleoperated robots are in a wide spread use in many applications, including

combat zones, disaster relief efforts, handling of explosive or dangerous material, as well as
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(a) Unilateral teleoperated robotic system
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(b) Bilateral teleoperated robotic system

Figure 7.1: Simplified block diagrams of (a) unilateral and (b) bilateral teleoperated robotic systems. In
unilateral systems, position or force commands are sent from an operator to a robot, and in bilateral systems,
information about robot’s motion, force or haptic information is sent back to the operator. In both unilateral
and bilateral systems, visual feedback is sent back from a robot to an operator.

space and underwater explorations. For example, mobile rescue robots were used as a part
of the clean up and relief effort in the World Trade Center (WTC) disaster [176], and in the
2012 Costa Concordia ship wreak catastrophe [18].

Benefits of teleoperated robotic systems are many. An ability to interact with robots at
a distance allows help and relief to be delivered where it would otherwise be too dangerous
and inappropriate for human operators to act in person, or at places where skilled human
personnel may simply be lacking. Size and motion scaling of a human operator’s intended
actions allows for robotic procedures to be performed in otherwise inaccessible areas, as well
as in very small or extremely large areas.

To date, robotic surgery remains one especially successful example or teleoperated
robotic technology. For example, so-called micromanipulators are being routinely inserted
through a patient’s abdominal wall, in order to allow a surgeon to operate on the human
body internally, without large incisions, thus resulting in faster and less-complicated recov-

ery [145].

7.2 Telerobotic Surgery

The use of robots in surgery dates to 1985, when Puma 560 industrial robot was used

for needle placement in brain biopsy [124]. In 1988, the Probot, developed by Imperial
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College, was used to perform prostate surgery [124]. The first actual teleoperated surgical
manipulator, where a surgeon indirectly controlled a manipulator using a computer, was
developed in the 1990s by the Stanford Research Institute (SRI) [241]. Further developments
in teleoperated surgical procedures were advanced by three commercial systems: the Aesop

and the Zeus, developed by Computer Motion, and the da Vinci, by Intuitive Surgical [124].

Given that in a teleoperated surgery, a surgeon does not directly control robot’s end
effectors, but rather, operates through a surgical console (surgical computer interface), an
obvious next step for telerobotic surgery was a distance extension between a surgeon and a
robot. In September 2001, Dr. Marescaux used the Zeus to perform the first transatlantic
teleoperated robotic surgery, operating from New York City on a patient in Strasbourg [151].
In 2005, the da Vinci system was used to perform the first transcontinental telesurgery,

between a surgeon in Sunnyvale and patients in Cincinnati and Denver [241].

In 2014, surgical robotics market was estimated at $3.2 billion [22], and there are several
FDA-approved, routinely used surgical robots today. For example, Neuromate, developed
by Renishaw, is a stereotactic surgical robot, used for brain surgery and pre-operative surgi-
cal planning [20]. RIO (StykerCorp.) and ROBODOC (Curexo Technology) are orthopedic
robots, used for unicompartmental and total knee arthroplasty [21], and Cybernknife (Ac-
curay) is a robot used for non-invasive tumor removal. It operates by precisely delivering
a high dose of radiation to a tumor area, while limiting the exposure of the surrounding

tissue to radiation [5].

The best known, and most widely used surgical robot today is the da Vinci, developed by
Intuitive Surgical [6]. To date, more than 2000 da Vinci systems have been sold worldwide,
and more than two million patients have been treated using it. It is a unilateral master-
slave teleoperation system, used in minimally invasive surgical procedures, where a surgeon
controls surgical instruments, inserted into a patient’s abdomen. The abdomen is inflated

with carbon dioxide, offering enough space for a surgeon to see and operate [127].
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7.2.1 Neat Generation Teleoperated Surgical Robots

In the next five years, surgical robotics market is expected to reach $20 billion, mostly due
to the introduction of the next generation devices, systems, and instruments to operating
rooms [22]. These next generation systems are envisioned to provide immediate medical
relief in under-developed rural areas, areas of natural and man-made disasters, as well as in
combat zones [105].

There are currently several active research efforts, developing the next generation surgi-
cal manipulators and surgical consoles. One example is the Ibis IV, pneumatically actuated
minimally invasive surgical manipulator [216], and a master system based on a delta motion
platform [215] (Tokyo Institute of Technology). Another example is an upper-limb exoskele-
ton master station [187], allowing for whole-arm motion to be scaled down for surgical tasks
(UC Santa Cruz). For emergency response and battlefield applications, robot’s portability
becomes an additional important requirement, and two portable surgical manipulators un-
der current research and development. Those are the M7 (SRI International) [130] and the
Raven II (Applied Dexterity) [2].

7.2.2  Raven II - The Next Generation Surgical Robotics Research Platform

Tool insertion/retraction [P}

The Raven II, shown in Figure 7.2, is
a research platform used for investigation Elbow joint
of advanced robotic-assisted surgery tech-
niques [198, 104]. It is the first technology

that supports both software development and

experimental testing for surgical robotics. It

was developed at the University of Washing-

Figure 7.2: The Raven II next generation teleoper-
ated robotic surgery research platform. The system

factured and distributed by Applied Dexter- consists of two 7 degrees-of-freedom surgical manip-
ulators. The motion axes of the robot are: shoulder

ity [2]. It is currently used as a research tool joint, elbow joint, tool insertion/retraction, tool roll,
tool grasping, tool wrist 1 actuation and tool 2 wrist
by 15 institution in the U.S., Canada, France, actuation. Picture credit: Applied Dexterity, Inc.

ton with NSF support, and is now manu-

United Kingdom, Denmark, Israel and South Korea.
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The Raven II consists of two 7-degrees-of-freedom (DOF) surgical manipulators, divided
into three main subsystems: the static base that holds all seven actuators, the spherical
mechanism that positions the tool, and the tool interface. The motion axes of the robot
are: shoulder joint (rotational), elbow joint (rotational), tool insertion/retraction (linear),
tool roll (rotational), tool grasping (rotational), tool wrist 1 actuation (rotational), and
tool wrist 2 actuation (rotational). DC motors mounted to the base actuate all motion
axes. The motors of the first three axes have power-off brakes to prevent tool motion in the
event of a power failure. Each manipulator has a total (moving plus non-moving) mass of
approximately 10 kg, which includes motors, gear heads and brakes. A tool interface allows
quick changing of tools, and transmits motion to the tool rotation, grasp and wrist axes.
The links and control system support a 3-axis wrist.

The Raven II software is based on open
technologies, including Linux and the Robot
Operating System (ROS) [193]. The low-level

control system includes real-time Linux pro-

cesses (modified by the RT-Prempt Config

kernel patch), running at a deterministic rate Figure 7.3: An example surgical control console,

used with the Raven II. The console consists of
three main parts: surgical GUI, shown on the laptop
1000 Hz servo-loop are: screen, surgical video transmission on the LCD mon-
itor, and two Omni haptic devices [Picture credit:
Sankaranarayanan et al. [205].]

of 1000 Hz. Key functions running inside the

e Coordinate transformations,
e Forward and inverse kinematics,
e Gravity compensation, and

e Joint-level closed-loop feedback control.

The link between the control software and the motor controllers is a USB 2.0 interface
board, designed with eight channels of high-resolution 16-bit digital-to-analog conversion for
control signal output to each joint controller, and eight 24-bit quadrature encoder readers.
The board can perform a read/write cycle for all 8 channels in 125 microseconds. The two

Raven II arms are controlled by a single PC with two USB 2.0 boards [104].
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An example surgical console for the Raven II is shown in Figure 7.3. Control inputs
and robot feedback, which includes video and haptic information, are transmitted using
a communication standard for surgical teleoperation, the Interoperable Telesurgery Proto-
col (ITP) [130]. The ITP allows communication between heterogeneous surgical consoles
(masters) and robots (slaves), regardless of their individual hardware and software. In this
protocol, messages from a surgeon and a robot are exchanged using the User Datagram
Protocol (UDP) [191], a minimal-latency transport layer protocol, providing unreliable ser-
vice. Possible negative effects of the UDP’s unreliability, which may include out-of-order
arrivals, packet duplications and losses, are reduced by transmitting a surgeon’s inputs in
small increments, based on the assumption that surgical tool motions are continuous.

A surgeon’s control message consists of the following fields [130]:

Position increments,

- Orientation increments,

Indicator variable “button state” defining actuation of end effectors,
- “Surgeon mode” variable, used to coordinate indexing between a master and a slave,

Sequence number, and

Checksum.

7.2.8 Extreme Environments Experiments

Some of the envisioned applications for the next generation teleoperated robotic systems
assume operating environment significantly different than current environments. One such
example may be a combat zone. Such an extreme environment imposes specific constraints
on the next generation teleoperated robotic systems. For example, manipulators may have
to operate lacking a basic infrastructure, with limited power resources, in humid, as well as
in hot, desert-like climates [241, 198]. Despite harsh conditions, safety of an environment
and any personnel in the vicinity of a robot, as well as of the robot itself must be maintained
and guaranteed through the entire procedure.

In recent years, several teleoperated robotic experiments were conducted in extreme

environments, using the Raven and the M7 systems [105, 129, 142, 128]. In the Hap\SMRT
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field experiment [142], the Raven was deployed in the Mojave desert. It was controlled
across the Internet, with the final link being a UAV-enabled wireless network, where the
UAV flew in a pattern around a MASH tent. In NEEMO 12 (mission 16), remote telesurgery
was tested in an underwater habitation module in Florida [143]. In these experiments, the

following network factors were recognized as critical to system’s performance [144]:
o Communication latency,
o Jitters,
o Packet delays and out-of-order arrivals,
o Packet losses, and

o Devices failures.
7.3 Problem: Cyber Security Threats Against Teleoperted Robotic Systems

In addition to stochastic but benign network patterns, operator-robot communication over
publicly available networks expose teleoperated robotic procedures to problems most likely
not present in current settings. Due to the open and uncontrollable nature of communi-
cation networks, it becomes easy for malicious entities to jam, disrupt, or take over the
communication between a robot and an operator.

Recent examples, such as Stuxnet worm, specifically designed to target programmable
logic controllers, and blamed for ruining a significant part of Iran’s nuclear centrifuges [81],
exemplify possible issues when a cyber-physical system is targeted explicitly. To date,
security has not been a concern for telereobotic robotic systems. Yet researchers have
recognized that a variety of possible cyber security vulnerabilities against such systems may
be possible [136]. While a few approaches, focusing mainly on private communication [222],
and on the ability to verify the code on a robot’s side [64], have recently been proposed,
there is currently little understanding of what the actual risks are.

This lack of understanding of the actual risks is a function of two factors. At the moment,

it is not known:
1. How easy would it be for an attacker to compromise a teleoperated surgery system?

2. What might be the applications of such cyber security attacks?
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Not being able to answer these questions makes it hard to understand what the challenges
to improving cyber security of teleoperated robotic procedures are, much less to address
them. In this dissertation, we seek to answer the above questions through an empirical
analysis of one teleoperated surgical system, the Raven II. Our work is experimental, and
we seek to provide an informed understanding of risks and defenses. We start by analyzing

the attacker model.

COMMUNICATION CHANNEL

SURGICAL

HOSPITAL
LEGEND
Surgeon’s ROBOT
—- g.
control input
PR Force and
video feedback

Figure 7.4: Visualization of a typical setup for a teleoperated robotic procedure. Orange color indicates
an operator’s control messages, and green color a robot’s feedback messages.

7.3.1 Attacker Model

Many applications of teleoperated robotic systems are envisioned to be extreme conditions
applications, such as search and rescue missions, where robots will be expected to operate
in low-power and harsh conditions, over a potentially lossy communication channel. The
last communication link may possibly be a wireless link to a drone or a satellite, providing
connection to a trusted facility, such as a hospital with an established infrastructure, as
depicted in Figure 7.4. In such operating conditions, we recognize two attack vectors are

feasible [47]:

(a) Endpoint compromise, where either an operator’s control console or a robot can

be compromised, and/or
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(b) Communication-based attacks, where an attacker may intercept the existing net-

work traffic, inject new malicious traffic, or both.

Endpoint compromises are less interesting since physical access to either side will likely
be strictly monitored. Communication-based attacks thus represent a more feasible way
to compromise the system. Moreover, due to their abundance and variability, mitigating
these attacks is likely to be intellectually challenging, making this the most difficult part of
the system to protect. The most likely point of attack appears to be between the network
up-link and a teleoperated robot. Since communication will likely be wireless, on-the-field
attackers will be able to disrupt the link or manipulate traffic contents. In the rest of this
dissertation, we thus focus on disruption and manipulation attacks against teleoperation

communication links.

7.8.2 Attack Classification

Based on their impact on human operators, we classify possible attacks on teleoperated

robotic systems into three categories:
(A) Intention modification,
(B) Intention manipulation, and

(C) Hijacking attacks.

Intention modification attacks occur when an attacker directly impacts an operator’s
intended actions by modifying his/her messages while packets are in-flight, and an operator
has no control over them. These attacks are relatively easy to observe when executed
correctly, through e.g., unusual robot movements, robot becoming randomly engaged or
disengaged, or unusual delays in movements.

Intention manipulation attacks occur when an attacker only modifies feedback mes-
sages (e.g., video or haptic feedback), originating from a robot. An operator’s messages
(and his/her intent) are assumed to be valid. These attacks can prove to be more difficult
to mount, simply because of the amount of data that a robot transmits, but if executed

correctly, these attacks may be harder to detect and prevent, since they are quite subtle.
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Since feedback is assumed to be valid, an operator’s (valid) actions may unintentionally

become harmful to the environment, or even people in the vicinity of the robot.

In hijacking attacks, a malicious attacker causes a robot to completely ignore the
intentions of an operator, and to instead perform some other, potentially harmful actions.
Some possible attacks includes both temporary and permanent takeovers of a robot, and
depending on the actions executed by the robot after being hijacked, these attacks can be

either very discreet or very noticeable.

In addition, we consider the role an attacker needs to assume within the system in order

to mount an attack, and with respect to that, we classify attackers into two groups:

(i) Network observer, and

(i) Network intermediary.

A network observer initially eavesdrops on information exchange between an operator
and a robot, and based on the collected information, starts inserting false messages into
the network, while still allowing both benign parties to communicate directly. A network
intermediary (i.e., a man-in-the-middle (MitM) attacker) assumes a role of an intermedi-
ary between a robot and an operator, thus completely preventing the benign parties from
communicating directly. In a real-life attack scenarios, this can be done using methods such

as ARP poisoning [27].

For a while now, security experts (e.g., [125, 31]) have been suggesting that the design
of security and privacy algorithms for complex systems, including cyber-physical systems,
should be an integral part of the system design. A proactive approach towards security and
privacy would prevent many security problems from occurring. Moreover, leveraging knowl-
edge and experience from cyber security community, we may be able to predict and avoid
many vulnerabilities during the design phase. With teleoperated robotic systems, we have a
rare opportunity to design systems and their appropriate security and privacy mechanisms

in parallel, and that is exactly the approach advocated and taken in this dissertation.
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7.4 Related Work in the Security of Cyber-Physical Systems

Security of cyber-physical systems has been a rapidly growing research area, and in re-
cent years, researchers have been focusing on the topics of monitoring and estimation
(e.g., [167, 54]), networked control systems verification (e.g., [220, 84]), as well as robust
communication, consensus and distributed computation (e.g., [212, 213, 185]). We give a
brief overview of recent security results for the CPS most relevant to teleoperated robotic

systems: networked control, automotive, medical systems.

7.4.1 Security of Networked Control Systems

It has been shown that some of the attack classes against networked control systems, wire-
less sensor networks, and multi-agent systems can be mitigated by relying on a system’s
dynamics (see, e.g., [31, 55, 166]). In [57, 167, 166], the authors assumed that a system’s
dynamics are linear, and showed that a simple optimal controller and a Kalman filter can
be used to guarantee the desired probability of detecting attacks, such as replay, false data
injection and integrity attacks, given a certain model. In [31], the authors considered a net-
worked control system with linear dynamics under a denial-of-service (DoS) attack. They
proposed that a semi-definite programming approach can be used to find a causal feedback
controller that ensures that the given networked system operates properly (i.e., that ensures
that the system’s objective function is minimized) while maintaining the system’s security
and power constraints. The approach proposed in that paper can be applied to teleoperated

robotic systems where the linear system dynamics assumption is not satisfied.

7.4.2  Security of Automotive Systems

Automobiles are becoming highly computerized and increasingly “connected”, as well as
semi-autonomous and autonomous. Recent research has shown that although automotive
computer standards indeed describe mechanisms to improve security, these mechanisms
are not universally implemented on all the computers in modern cars [132, 58]. In [132],
through an analysis of the security properties of all the critical computerized components

of a car, the authors found that an attacker connected to the vehicle’s internal computer
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networks can affect the state of all the analyzed components. In [58], the authors provided
a experimental study of an external attack surface on a modern automobile, and they
discussed structural characteristics of the automotive ecosystem that make addressing the
identified vulnerabilities challenging. Some of the observed challenges can be easily avoided
in teleoperated robotic systems, given a relatively early design phase these systems are

currently at.

7.4.3 Security of Medical Systems

Security and privacy issues related to telemedical applications were first recognized in the
mid-1990s [148, 234]. After the establishment of the Health Insurance Portability and Ac-
countability Act (HIPAA) [10], patients privacy became a primary concern, and researchers
focused on the confidentiality of transmitted and stored patient data. More recently, it has
been observed that many modern implantable medical devices, including pacemakers and
implantable cardioverter-defibrillators, are vulnerable to a variety of attacks, which allow
attackers to wirelessly obtain private patient information and change device settings in ways

that can directly impact patient health [95, 101].

7.4.4 Security of Teleoperated Robotic Systems

Recently, security concerns related to telerobotic surgery systems have emerged, with a
focus on system verification [64], communication reliability [221, 222], and private and
authenticated communication [136]. More recently, several research groups considered the
impact of cyber security attacks on search and rescue robotic systems [45, 226]. In [45], we
proposed the first taxonomy of possible attacks against search and rescue robotic systems,
and in [226], the authors experimental investigated possible physical indicators of cyber

security attacks against rescue robots.

7.5 Requirements on Teleoperated Robotic Systems

The use of communication networks to control manipulators at a distance enables us to

abstract teleoperated robotic procedures to the information exchange between an operator
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and a manipulator. A teleoperated robotic system can thus be seen as an information sys-
tem, depicted in Figure 7.4. While the core functionality of this information system remains
the same, services can now be delivered across large distances. These remote environments
may, however, put specific constraints and performance requirements on teleoperated robotic

Systems.

7.5.1 Performance Requirements on Teleoperated Robotic Systems

Teleoperated robot may have to operate in areas lacking basic infrastructure, often with
limited access to power and communication resources. Despite severe operating conditions,
safety of an environment and any personnel in the vicinity of the robot, as well as of the robot
itself, remains priority, and in order to guarantee it, the following performance requirements

have been identified as necessary [130, 142, 219]:

(R1) Reliable delivery of control inputs to a robot, and force and video feedback to an

operator.

(R2) Stable operation under large communication latencies, and in the presence of jitter

and packet losses.
(R3) Robustness to communication delays, device failures and unexpected events.

(R4) Ability to complete ongoing teleoperated tasks in spite of catastrophic events, such as

communication blackout.

7.5.2  Cyber Security Requirements on Teleoperated Robotic Systems

The outlined performance requirements are related to the unpredictable, but benign nature
of communication networks. However, in order to develop safe and reliable next generation
teleoperated robotic systems, able to conform with the stated performance requirements, it
is necessary to ensure that these systems are cyber secure and privacy preserving. In [136,
78, 239], the authors recognized that confidentiality, data integrity and authorization are
important in guaranteeing privacy and safety of teleoperated surgery patients. We extend
this list, and recognize the following traditional objectives of information security [163] as

necessary security objectives for teleoperated robotic systems:
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Privacy/confidentiality, defined as the ability to keep information secret from all

but authorized operators and remote robots.

Data integrity, recognized as the property ensuring that messages to and from an
operator have not been corrupted by communication errors or unauthorized entities

on their way to a destination.

Identity authentication, representing the ability to confirm unique identities of an

operator and a robot.

Message authentication, defined as the ability to undeniably confirm message ori-

gin. Closely related to this objective is signature.

Signature, denoting the ability to undeniably tie control commands to an opera-
tor, and feedback data to a robot. This objective will be important when multiple

operators collaboratively control a remote robot.

Authorization, representing the ability to ensure that only authorized operators can

control robots.

Access control, denoted as the mean to ensure that specific control inputs are re-
stricted to privileged operators. This objective may be especially important for tele-
operated robotic systems used in education and training, since it is expected trainees

will not have the same access rights as certified, experienced operators.

Time-stamping, defining the ability to record the times when control and feedback

information are created.
Receipt, denoted as an acknowledgment that information has been received.

Confirmation, representing an acknowledgment that services have been provided. In
telerobotic surgery systems, receipt and confirmation objectives are inherently enabled

through force and video feedback.

Revocation, defined as the ability to revoke authorization at any point of time. This
objective is important for those manipulators intended to be used for only a limited

number of times.
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When mounting an attack against teleoperated robotic systems, an adversary may exploit a
specific system property, and disrupts an ongoing procedure by invalidating any of security

objectives (S1)-(S11).
7.6 Summary

A teleoperated robotic systems is as a system where a human operator uses a robot to
interact with far away, inaccessible or dangerous environments at a distance [208]. Today,
teleoperated robots are being used in a variety of applications, including combat zones,
disaster relief efforts, handling of explosive or dangerous material, as well as space and
underwater explorations, and their benefits are many.

Many predict that robots today are in a stage similar to that of personal computers in the
1970s, and that the application of robotics will only continue to grow, reaching the number
of a couple of billions in a few decades [92]. In the future, teleoperated robots will likely
be expected to combine the existing publicly available networks with temporary ad-hoc and
satellite networks to send video, audio and other sensory data to remote operators [142].
Such teleoperated systems will be used to provide relief in under-developed areas, areas of
natural and human-caused disasters, as well as in combat zones [105]. The question arises,
however: what if teleoperated robotic systems are compromised?

To date, security has not been a primary concern for teleoperated robotic systems. Yet
the problem has recently been recognized [136, 221, 222]. At the moment, however, there is
little understanding of what the actual cyber security threats against teleoperated robotics
are, and what the impact and implications of these attacks might be.

In this chapter, we analyze properties, constraints and performance requirements on
teleoperated robotics. We then identify two attacks vectors as feasible for teleoperated
robotic systems, endpoint compromise and communication-based attacks. Based on the
observation that communication-based attacks represent a more feasible way to compromise
the system, we focus on this attack vector.

Focusing on the impact that communication-based attacks can have on human operators,
we then classify possible attacks into three categories: intention modification, intention

manipulation and hijacking attacks. In the following chapter, we experimentally evaluate
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the actual impact of these attacks, as well as the effort that an attacker would have to invest

in mounting these attacks.
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Chapter 8

EXPERIMENTAL ANALYSIS OF CYBER SECURITY ATTACKS ON
TELEOPERATED ROBOTS

In this chapter, we systematically analyze cyber security attacks against teleoperated

robotic systems. We focus on four broad classes of possible attacks:

1. Intent modification attacks, defined in Chapter 7 as those attacks where an at-
tacker directly impacts an operator’s intended actions by modifying his/her messages
while packets are in-flight, and an operator has no control over them.

2. Hijacking attacks, i.e., those attacks where an attacker causes a robot to completely
ignore the intentions of an operator, and to instead perform some other, potentially
harmful actions.

3. Denial-of-service attacks, defined as all attacks that make a system or a commu-
nication resource unavailable to their intended and legitimate users [112].

4. Delay attacks, defined as those attacks where messages between an operator and
a remote robot are intentionally and maliciously delayed with the goal of negatively

impacting a teleoperated procedure.

For each of the analyzed classes of attacks, we seek to provide an informed understanding
of risks and impacts, based on an evaluation of a real technology, the Raven II, an advanced
teleoperated robotic surgery system. For each attack class, we demonstrate one or more
practical examples of attacks, and assess the level of impact on a surgical procedure through
a series of human subjects’ experiments [47, 50]. Our experiments are based on established
robotic surgery tasks, and we quantify the impact using the following metrics: the over-
all procedure (trial) time, the subjective assessment of difficulty, and the Fitts’ index of
difficulty.

We introduce Fitts law as a novel way of quantifying the impact of cyber security attacks

on cyber-physical systems. It is a formal method of characterizing subjects’ performance in
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terms of the duration of point-to-point reaching movements, and we propose it can be used

to:

(A) Quantify the increase in difficulty of a teleoperated robotic procedure when a system

is under attack,
(B) Establish impact equivalence between different attacks, and

(C) Predict the impact of other possible attacks.
8.1 Experimental Logistics and Subjects Demographics

All experimental data used in this Chapter is collected as a part of the study “Analysis of the
Impact Adversarial Attacks Have on Teleoperated Procedures”, approved by the University
of Washington Institutional Review Board (approval # 46946 - EB). All of our subjects
are undergraduate and graduate students from the University of Washington, ranging in
age from 19 to 30 years. More information about them can be found in Appendix B, in
tables B.2-B.4. We can observe that there were 41 experimental sessions in total, out
of which 32 were conducted with unique subjects. That is because several subjects have
participated in multiple experimental sessions.

We acknowledge that a non-medical student’s behavior may differ from a surgeon’s
behavior, but that is acceptable, and an established experimentation method in surgical
robotics, since work [144] has shown that both surgical and non-surgical subjects, upon
gaining proficiency, achieve similar results in simple surgical robotic tasks, such as those

used in our experiments.
8.2 Intent Modification Attacks

8.2.1 Experimental Setup
console

We consider three subgroups of intent modi-

fication attacks:

Attacking
machine

(i) Reordering,
Figure 8.1: Experimental setup for intent modifi-
(ii) Packet loss, and cation attacks: the attacking machine, Eve is run-
ning Kali Linux, and all attack implementations are

(iii) Content modification. written in Python with the Scapy framework.
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We mount these attacks by establishing communication between the surgical control con-
sole and the Rawven II through a network hub, as shown in Figure 8.1. This allows us to
connect an external computer to the same subnetwork, and use it to observe and modify
communication between a surgeon and a robot. While connecting an attacking computer to
the same subnetwork used for communication between a subject and a robot certainly rep-
resents a simplification compared to the path an attacker would have to actually undertake,
this simplification allows us to abstract a communication between a human operator and a
teleoperated robotic systems into two layers: a layer common to all communication systems,
and an layer specific to teleoperated robotic systems. By employing the mentioned simpli-
fication, we choose to focus on the layer specific to teleperated robotic systems, instead of
focusing on known and well-established methods of penetrating communication networks

(for examples, see e.g., [125, 85, 157]).

Our attacking computer is running Kali Linux, and all of the analyzed attacks are

implemented in Python, using the Scapy framework [37].

8.2.2 Ezxperimental Description

To experimentally investigate impact of intention modification attacks on a teleoperated
procedure, we ask our human participants
to execute the Fundamentals of Laparoscopic
Surgery (FLS) block transfer task, a standard
test used to train and test surgeons [143],
where a subject uses robot’s graspers to move
six rubber blocks, one at the time, from the

left side of the FLS pegborad to the right,

and then back to the left side. When moving

from left to right, a block is picked up from
Figure 8.2: A pegboard used in intent modification
the peg with the left hand, transferred in the experiments. Each participant was asked to move a
rubber block from one of the positions 4, 5, 6 on the
air to the right hand, and then placed on the left-hand side to one of the positions 2, 3, 6 on the
right-hand side.
right peg. Hands are reversed when moving
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from right to left. One trial consists of moving all blocks from left to right and then back
from right to left, totaling in twelve transfers.

Due to the nature of our investigation, where we focus on the impact of attacks, rather
than on subjects’ proficiency, we make three simplifications to the standard FLS block
transfer task:

(S1) Instead of six rubber blocks, we only use three.

(S2) The subjects are asked to move pegs only from left to right, and the right-to-left
movement is not required.

(S3) The subjects are allowed to pick up blocks with a grasper of their choosing, and they

are not required to transfer blocks in the air from one hand in the other.

With these simplifications, our trial consists of moving all blocks only from left to right,
totaling in three transfers. The pegborad we use is shown in Figure 8.2. In all of the mounted
attacks, subjects are aware that attacks might be mounted while they are executing the task,
but they do not know when they are being targeted, nor which attack is being mounted

against them.

8.2.83 Surgeon’s Intent Reordering

Intent reordering is a simple zero-knowledge attack where, instead of forwarding a surgeon’s
packet to the Raven II, we add it to a queue on the attacking machine, referred as Fwve,
that pops items out in a random order once it reaches the maximum length. As a result,
all surgeon’s messages are delivered to the Raven II with a negligible delay (caused by the
time spent in the queue). The Raven II, however, does not implement all of the received
messages. It skips those messages with sequence numbers received out of order, and the
effect of skipped messages is a jerky motion of robot’s arms, immediately observable by

experiment participants.

8.2.4 Surgeon’s Intent Loss

Intent loss is another zero-knowledge attack, where we randomly drop individual surgeon’s

packets or groups of packets. As a result of packets being dropped, the Raven’s motion
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becomes delayed and jerky. We investigate what are the largest tolerable packets dropping
rates, n, that still result in a reasonably compliant robot. To do so, we wrote a Python
script that sweeps the space of allowed dropping rates n, 0 < n < 1.

For individual packet drops, we observe that > 0.55 generally makes the robot operable,
but difficult to use, because grasping becomes challenging. When 7 increases to 0.9, the
robot becomes almost unusable, in particular when the required movements are small and
precise. For group packet drops, we consider groups consisting of 100 packets (10% of
packets transmitted every second), and we find that packet dropping rate n < 0.2 results in

a generally operable robot, but the robot’s movements are still jerky.

8.2.5 Surgeon’s Intent Modification

Leveraging knowledge about the structure of a surgeon’s packets, as defined by the Interop-
erable Telesurgery Protocol [130], we modify surgeon’s packets on-the-fly before forwarding

them to the Raven II through our malicious proxy, Eve. Some of the attacks we consider:

A1) Changing the commanded changes in position,
A2) Changing the commanded changes in rotation,

(
(
(A3) Inverting the grasping states of robotic arms,

(A4) Inverting a combination of the above attacks to fully invert left and right robotic arm,

and

(A5) Randomly scaling the commanded changes in position and rotation.

Most of these attacks have a noticeable impact on the Raven IT immediately upon launch.
In particular, if an attack involves any changes to grasping state, even a modification of a
single packet has a profound impact on the FLS block transfer task. Unsurprisingly, the
least noticeable case is the attack affecting the positions of robot’s arms, as long as the
modified changes are within the allowed region. Once the modified changes require too
large or too fast changes in the positions of robotic arms, thus effectively requiring too high
currents, the robot’s safety mechanism clips the currents, resulting in a noticeably slower

robot motion.
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To investigate the human subjects’ assessment of task difficulty, after every FLS task,
we ask the subjects to evaluate the difficulties of the following specific task components:
D;) Reaching each of the blocks,

D) Grabbing the blocks,

(

(D2)

(D3) Moving between the pick-up and the put-down locations, and
(D4)

Dy) Performing the task as a whole.

The reported difficulties range from 0 (easy) to 7 (hard), and we analyze data from five
subjects. For each intent modification attack scenario and each subject, we sum up the four
self-reported difficulty, thus obtaining a single number as a representation of the perceived

difficulty of an attack. We refer to this number as the attack difficulty score, D [50]:
D:=D1+ Dy + D3+ Dy (8.1)

The obtained results are presented in Table 8.1, where N A denotes the case when no attack
is mounted, and A the case when all instance A1-A5 of intent modification attacks are

mounted during one FLS block transfer task.

Table 8.1: Subjective assessment of difficulties when intent modification attacks are mounted.

Subject | D1, NA | Dy, A | Do, NA | Dy, A | D3, NA | Ds, A | Dy, NA | Dy, A | D,NA | D, A
Subject 1 5 6 7 7 5 6 7 7 24 26
Subject 2 3 2 4 5 2 4 2 3 11 14
Subject 3 2 1 5 3 1 2 5 5 13 11
Subject 4 4 5 3 7 1 - 4 6 12 18*
Subject 5 5 6 3 5 2 5 4 6 14 20

The case of Subject 3 is quite peculiar, since it seems that that subject does not notice
the attack. Based on the reported results, we conclude that other subjects do notice attacks
occurring. However, all of them carry the task to completion. Moreover, they are able
to adjust to the attacks within 1-1.5 seconds time period (even in the case of complete

inversions of robot’s arms). Performing a random combination of the described attacks does,
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however, result in several typical errors, such as dropping the block, moving the robotic arms
outside of the allowed workspace, or triggering E-stop, in order to avoid undesirable robot’s

movements.
8.3 Hijacking Attacks

In hijacking attacks, an attacker assumes a role of a network observer, who can eavesdrop on
packets between a surgeon and a robot, without modifying them. After sufficient reconnais-
sance, an attacker then injects new, malicious packets into the network, in order to impact
the surgical procedure. In our case, the reconnaissance phase requires only capturing the
current packet’s sequence number, at which point we are able to take over control of the

robot. We consider two types of hijacking attacks, namely:

(H1) Sequence number leading attack, and

(H2) Force reset.

8.3.1 Sequence Number Leading Attack

Leveraging again prior knowledge about the structure of a surgeon’s packet [130], we conduct
the following sequence number leading attack: we first read a single surgeon’s packet, and
extract its sequence number, segNum. We then add a random offset, rand, to a new

malicious sequence number, segNum
seqNum = seqNum, + rand (8.2)

where the only requirement is that the offset needs to be less than 1000. We compose a new
(empty) surgeon packet with the new sequence number, seqNum and send it to the Raven
II. At this point, we take over the control of the robot, since the robot attributes the large
jump in sequence numbers to packet drops, and as long as the system does not lose more
than a second worth of data, the operation continues. From this point on (until the sequence
number wraps back to the beginning), our malicious leading packets are implemented and
the surgeon’s packets are ignored due to the difference in the sequence numbers, and we

effectively take control over the teleoperated procedure.
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8.3.2 Force Reset Attack

A interesting extension to the described sequence number leading attack, where we abuse
the way packet drops are handled and sequence numbers are processed, is the force reset
attack, where were abuse the robot’s inherent safety mechanism, preventing the robot’s
arms from moving too fast or moving outside of the allowed area. Every time the Raven’s
arms are commanded to move too fast, or go to an unsafe position, the robot’s software
imposes a system-wide halt, referred to as software emergency stop (E-stop). This is to
protect both electrical and mechanical components of the robot, as well as to ensure an

extra level of safety for patients, and human operators standing near the robot.

By sending a leading packet to the robot, where at least one of the changes in position
or rotation is too large, and would cause the Rawven II to either go too fast or to go to
a forbidden region, we are able to E-stop the robot. Moreover, by repeatedly sending a
malicious leading packet as the one just described, we are able to easily stop the robot from

ever being properly reset, thus effectively making a surgical procedure impossible.

8.4 Denial-of-Service Attacks

8.4.1 Experimental Setup

Similar to intent modification attacks, to experimentally investigate impact of DoS
attacks on teleoperated surgical procedures,
we establish communication between the sur-
gical control console and the robot through a
network hub, in order to connect our attack-

ing computer, Fve on the same subnetwork.

The attacking computer is running Windows

7 SP3, and all of the analyzed attacks are im- Figure 8.3: A board used in telerobotic Fitts’
tasks. A subject uses a robot to move the given

plemented in C#. cylindrical blocks from wells to the pegs. The de-
picted board represents the “thick” board, “close”
configuration scenario.
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8.4.2 FExperimental Description

To experimentally investigate the impact of DoS attacks on teleoperated robotic procedure,
we ask our human subjects to participate in the telerobotic Fitts’ task. This task was first
proposed in [127] as a way of measuring motor control performance of human operators
using a teleoperated robot. In this task, a subject uses a robot to move a plastic cylindrical
block from a well on the right hand side of the board to a peg on the left hand side of the
board, as shown in Figure 8.3. One experimental trial consists of moving five blocks.

In our implementation of the telerobotic Fitts’ task, we consider two types of pegs:
(P1) “Thick”, and

(P2) “Thin” peg,

with widths respectively equal to 8.00 and 4.60 millimeters

For both types of pegs, we consider two board configurations, defined as functions of
the movement amplitude, i.e. the center-to-center distance between a block pick-up location
and a target peg:
(B1) “Close” board configuration, and

(B2) “Middle” board configuration,

with center-to-center distances, respectively equal to 31.20 and 69.80 millimeters. These
center-to-center distances respectively correspond to (B1) the distance between the closest
row of pegs and the closest row of wells (31.20mm) and (B2) the second closest row of pegs
and of wells (69.80mm)).

For both types of pegs and both board configurations, we consider three attack scenarios:

(AD1) Benign case, when no attack is mounted,
(AD2) Intermediate DoS, and

(AD3) Severe DoS.

To mount intermediate and severe DoS attacks, our attacking machine is set to inject fake

packets into the subnetwork, in accordance with transmission of legitimate surgeon and
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robot messages, with the goal of creating network layer congestion (network layer attacks).
The DoS severity is controlled by the number of malicious threads instantiated on the
attacking machine. Each malicious thread generates fake packets of the length 256B with
frequency of 1000Hz, and sends them both to the Raven IT and to the surgical console.

For the intermediate DoS attack, we instantiate 80 malicious threads and for the severe
DoS attack 150. These numbers of threads are obtained through an empirical analysis,
where the goal was to find the minimal number of threads such that the impact of the
attack is noticeable (intermediate DoS), and the maximum number of threads such that the
robot is still usable (i.e., the robot is not E-stopping due to too many dropped packets, or
too high current levels) (severe DoS).

Combining the considered peg types, board configurations and DoS attack severities,
each subject is asked to execute 12 different trials, and the trials are organized in the order
presented in Table 8.2, where the order is not know to the participants. This order of trials
is specifically chosen to cancel out any inadvertent effect of subjects’ learning. In addition,
before starting the defined experimental sequence, the subjects are given ample time to

learn how to use the system and to gain proficiency with it.

8.4.83 Preliminaries: Fitts’ Law and One-Part Models of Pointing Performance

Fitts’ law is an empirical model, developed in 1954 as a way to model human performance
in pointing tasks. It is often used in human-computer interaction (HCI) research to charac-
terize subjects’ performance during simple movement tasks under different speed-accuracy
conditions, and it has been applied to physical pointing underwater [126], in near-zero
gravity [86], as well as with microscopic targets [135].

Fitts’ law characterizes subjects performance in terms of the duration of point-to-point
reaching movements, and defines the movement time, T', as a function of movement distance

to the target, D, and the width of the target, W [127, 155]:
D
T = a+ blogy W =a+b(ID) (8.3)

where intercept parameter a represents the non-movement time needed to start and stop

(finish) the task, and slope parameter b is taken to represent an inverse of the inherent speed
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Table 8.2: Order of experimental trials for denial-of-service (DoS) attacks.

Trial | Peg type | Configuration | Attack type

1 thin close no DoS

2 thin close intermediate DoS
3 thin close severe DoS

4 thin middle intermediate DoS
) thin middle severe DoS

6 thin middle no DoS

7 thick close intermediate DoS
8 thick close no DoS

9 thick close severe DoS

10 | thick middle severe DoS

11 thick middle intermediate DoS
12 thick middle no DoS

of the device, i.e.:
~ 1
speed

Parameter ID represents the Fitts’ index of difficulty, defined as a function of target dis-
tance, D and target width, W. Summary of notation for this Chapter is provided in
Table 8.8.

In [146], the original Fitts’ index of difficulty from equation (8.3), ID, was redefined as:

D+W D
IDShannon = logz ( ;1_/ > = 10g2 (1 + ) (84)

w
Formulation (8.4) is typically referred to as the Shannon formulation, due to its similarity

with the Shannon’s channel capacity theorem, characterizing the channel capacity as a
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function of signal and noise powers [155]. This analogy between Fitts’ law and the channel
capacity theorem is further extended by typically expressing the Fitts’ index of difficulty in
bits.

For an analyzed task, indices of difficulties, I Ds, are determined in the task design
phase (computed from the chosen target distances and widths), and the movement time
is measured for every task trial. The metric of interest is the index of performance, IP,
which quantifies how movement times change with task difficulty. It has two competing

definitions; the direct division component:

1D

and the version derived from linear regression, using equation (8.3):
1
1P := b (8.6)

Fitts’ formulation, given by equation (8.3), and Shannon formulation, represented by
equation (8.4), are often referred to as one-part models of pointing performance, because
they depend only on the ratio of movement distance to the target, D, and the width of the

target, W, but not on their absolute values [209].

8.4.4 Preliminaries: Two-Part Models of Pointing Performance

Two-part models of pointing performance are defined as those models that allow
for separable contributions of D and W to movement time, 7', where separable means
that values of interest are individual values of D and W, rather than just their ratio, and
thus the contributions of D and W to movement time 7' can be weighted with their own
constants [209)].

The first two-part model of pointing performance was proposed by Welford in 1971, as
an alternative explanation for those Fitts’-like tasks where the produced data did not follow
the Fitts’ model [228]:

T = a+ by logy (D) — balogy (W) (8.7)

Recently, Shoemaker et al. [209] introduced a variation of Welford’s two-part model,
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referred to as the Shannon- Welford formulation:
T = a+ bylogy(D + W) — balogy (W) (8.8)

As pointed out by Shoemaker, formulation (8.8) combines aspects of the one-part Shannon
model (8.4) and the two-part Welford model (8.7) in such a way that the mapping of
noise and signal from information-theoretic origins to movement distance to the target and
target width are the same as with the Shannon model, but signal and noise are broken into

independent terms [209].

8.4.5 Fitt’s Law Analysis
Fitts’ Indices of Difficulty

To analyze task difficulties under DoS attacks, we apply Fitts’ law to the experimental data
obtained from six subjects. The Fitts’ indices of difficulty are computed using distances
Dy and Dy respectively equal to 31.20mm for the “close” and 69.80mm for the “middle”
board configuration. Widths Wy and W5 are computed as the difference between the block

diameter and the peg diameters. For “thin” and “thick” pegs, we obtain:

Wi = wr —wp1 =128 — 4.6 = 8.2mm

Wy = wp —wp2 =128 —8 = 4.8mm

Combining all board configurations and all peg widths, from equation (8.4) we obtain four

different indices of difficulty, as presented in Table 8.3.

Table 8.3: Fitts’ indices of difficulty, /D, for two pegborad configurations (close and middle) and two peg
types (thin and thick).

Configuration
close, 31.20mm | middle, 69.80mm

Peg type

thin, 8.2mm 2.3 3.3

thick, 4.8mm 2.9 3.9
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Data Preprocessing

In order to compute indices of performance, I P, for 12 experimental trials, we combine data
collected from six subjects, and computed the mean, p and the standard deviation, o, of
movement times. We then discard outliers, defined as those where the movement time was
greater than 4+ 0.50, or less than p — 0. Most outliers occur during the first experimental
trial, which seem to imply that subjects are still adjusting to the setup (even though every
subject was successful in achieving the prescribed level of proficiency before they continued

with the experimental trials).

Fitts’ Indices of Performance

After discarding the outliers, we combine the trials corresponding to the same attack sce-
nario, and through linear regression find intercept and slope parameters, a and b for each

attack scenarios. The obtained results are presented in Table 8.4.

Table 8.4: Parameters of the Fitts’ model, a and b, and Fitts’ indices of performance, I P, for three
considered denial-of-service (DoS) scenarios (no attack, intermediate attack, severe attack).

Attack scenarios | Slope b | Intercept a | [P, [bits/s]

No Dos 0.11 3.74 9.21
Intermediate DoS 0.12 5.56 8.57
Severe Dos 1.11 2.75 0.90

We observe that DoS attacks have a significant impact on the overall task, since the
index of performance decreases under both attack scenarios, especially under the severe

DoS case, where it decrease by more than a factor of ten.

8.4.6 The Telerobotic Fitts’ Law

Fitts’ law was originally developed for simple movement tasks under different speed-accuracy

conditions. This assumption, however, may not be satisfied for telerobotic Fitts’ tasks!,

! As well as for many other applications of Fitts’ law.
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where in addition to a movement task, a subject needs to perform additional fine mo-
tor tasks, which involve picking up a cylindrical block or putting that block down on the
appropriate peg.

The impact of these additional fine motor tasks on the overall task is assumed to be
represented by the intercept parameter a of the original one-part Fitts’ model (equation
(8.3)). When the Fitts’ index of difficulty, ID, is equal to 0, no movement should be
necessary to execute the tasks, since ID = 0 implies that the distance to the target is
D = 0. Yet, in many such cases, measured movement time is typically strictly positive,
T > 0, and the model (8.3) implies that the time is governed purely by the intercept
parameter.

This observation about pure movement and fine motor parts of the overall task has an
impact on the Fitts’ index of performance, and index values (8.5) and (8.6) may significantly
differ, depending on the task. However, the observation that the overall task can be divided
into different parts implies that those indices are not competing - they are simply conveying
different information.

Based on the assumption that telerobotic Fitts’ tasks can be divided into two parts, pure
movement and fine motor tasks, we propose a new metric, referred to as the ratio between

pure movement and fine motor tasks, ¢, and define it as:

_IB-IPA_ | IP_T-bID _a 59)
1P, 1P, T T '

¢:
where parameters I P; and I P represent indices of performance, defined by equations (8.5)
and (8.6). Parameter ¢ takes on values from the range [0, 1], where value ¢ = 0 implies
that the considered task consists only of pure movement tasks, and value ¢ = 1 that the
considered task consists only of fine motor tasks, since the index of difficulty, /D = 0.

In many telerobotic Fitts’ tasks, parameter ¢ will be close to 0, implying that the fine
motor tasks are only a small component of the overall task, and the larger the value of ( is
(for the same overall task setup), the more prominent the fine motor task is in the overall
task.

The defined metric ( is especially important when evaluating the impact of cyber security

attacks on telerobotic systems, where the same attack may not affect each part of the
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Table 8.5: Duration of experimental movement times (in seconds), Fitts indices of performance I P; and
1 P», Fitts’ model parameters a and b, and ratio between pure movement and fine motor tasks, ¢, for all
subjects over twelve experimental trials.

Exp. trial Sl SQ Sg 54 Ss S6 ID a b ]P1 ]PQ C

Thin, C, NA 6.78 | 3.58 | 5.05 | 4.12 | 8.12 | 3.96 | 291 | 3.74 | 0.11 | 0.57 | 9.21 | 0.94

Thin, C, TA 853 | 454 | 6.46 | 4.29 | 843 | 6.29 | 2.91 | 5.56 | 0.12 | 0.39 | 8.57 | 0.96

Thin, C, SA 10.44 | 4.65 | 5.52 | 432 | 992 | 6.75 | 291 | 275 | 1.11 | 0.43 | 0.91 | 0.52

Thin, M, NA 7.58 | 2.80 | 4.64 | 299 | 7.56 | 433 | 3.96 | 3.74 | 0.11 | 0.79 | 9.21 | 0.91

Thin, M, TA 11.37 | 5.71 | 6.33 | 431 | 944 | 7.13 | 3.96 | 5.56 | 0.12 | 0.55 | 8.57 | 0.94

Thin, M, SA | 13.52 | 590 | 6.93 | 4.81 | 8.94 | 6.22 | 3.96 | 2.75 | 1.11 | 0.51 | 0.91 | 0.43

Thick, C, NA | 6.90 | 3.84 | 3.56 | 3.65 | 4.94 | 4.23 | 2.27 | 3.74 | 0.11 | 0.72 | 9.21 | 0.92

Thick, C, TA 541 | 573 | 583 | 4.01 | 7.32 | 6.96 | 2.27 | 5.56 | 0.12 | 0.49 | 8.57 | 0.94

Thick, C, SA 5.82 | 484 | 6.93 | 437 | 849 | 6.13 | 2.27 | 2.75 | 1.11 | 0.49 | 0.91 | 0.46

Thick, M, NA | 4.28 | 3.93 | 4.06 | 3.38 | 5.78 | 5.21 | 3.25 | 3.74 | 0.11 | 0.95 | 9.21 | 0.89

Thick, M, IA | 6.39 | 4.80 | 5.64 | 5.64 | 7.05 | 7.34 | 3.25 | 5.56 | 0.12 | 0.66 | 8.57 | 0.92

Thick, M, SA | 9.09 | 498 | 6.17 | 6.28 | 8.95 | 859 | 3.25 | 2.75 | 1.11 | 0.56 | 0.91 | 0.39

considered task equally.

The fitted Fitts’ model (equation (8.3)) for each of our twelve trials, and each of the
six subjects are presented in Table 8.5, where S; denotes subjet i, C' the close pegboard
configuration, M the middle pegboard configuration, N A the case when no DoS attack is

mounted, A the case of intermediate DoS attack, and SA the case of severe DoS attack.

We observe that when no DoS attack is mounted, the major part of the trial corre-
sponds to the fine motor tasks (picking up the cylindrical block and positioning it down
on the appropriate peg). This observation is also true for intermediate DoS attacks, where
parameter ¢ tends to be larger than 0.9 for all considered cases (¢ = 0.96,0.94,0.94,0.92).
However, this observation is not true for the cases of severe DoS. Under severe DoS attacks,

parameter ¢ decreases to the value of 0.5, indicating that, under attack, the movement task
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becomes more prominent than in benign case. This observation intuitively makes sense,
since under attack, overshoots and undershoots are expected to happen more often that in

benign scenarios.

8.4.7 Subjective Assessment Analysis

For each of the 12 experimental tasks, we again ask subjects to evaluate the difficulties
of: D; - reaching each of the blocks, Dy - grabbing the blocks, D3 - moving between the
pick-up and the put-down locations and Dy - performing the task as a whole, where the
allowed difficulties range from 0 (easy) to 7 (hard). As before, we sum up the four reported
difficulties to obtain the attack difficulty score [47]. The obtained attack difficulty scores
are presented in Table 8.6, where S; again denotes subject ¢, D the attack difficulty score,
C the close pegboard configuration, M the middle, VA the case of no attack, I A the case

of intermediate DoS attack, and SA the case of severe DoS.

Table 8.6: Subjective assessment of difficulties for denial-of-service (DoS) attacks.

Exp. trial D, S | D,S: | D,Ss | D,Ss | D,Ss | D, Sg
Thin, C, NA 10 9 4 6 13 0
Thin, C, IA 15 12 11 10 16 4
Thin, C, SA 22 16 15 12 20 6
Thin, M, NA 5 4 5 11 11 4
Thin, M, TA 19 19 7 13 17 6
Thin, M, SA | 28 17 10 14 13 5
Thick, C, NA 7 21 15 14 9 8
Thick, C, TA 9 18 16 13 20 8
Thick, C, SA 7 20 12 14 21 10
Thick, M, NA | 12 4 14 11 13 4
Thick, M, TA 18 16 14 11 17 10
Thick, M, SA 25 19 15 14 17 11
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We observe that subjects always rate all attack scenarios as being more difficult than no-
attack scenarios. Moreover, the subjects almost always rate the “severe” DoS cases as being
more difficult than “no DoS” or “intermediate DoS” cases. The only exceptions seem to be
two cases where we start with the “intermediate” attack severity. In those two example,

several users both seem to switch the difficulty of “intermediate” and “severe” DoS case.

An interesting effect can be observed when averaging the attack difficulty scores and
the trial times over all users, and comparing them for all twelve trials. The results are
summarized in Table 8.7, where S; denotes subject i, T the average trial time, and D
the average attack difficulty score. The same results are graphically presented Figures 8.4
and 8.5. For the case where no attack is mounted against the system, the average trial
times for different pegboard configurations and different peg widths are decreasing (5.27,
4.99, 4.52, 4.44s), which seems to indicate there is a learning effect present. However,
the averaged DoS difficulty scores increases with time (7, 6.67, 12.33, 9.67). This may
indicate that the subjects are getting fatigued or annoyed (even though their performance
is improving). A similar, but a less prominent trend can be observed with the “intermediate”
attack as well, where the average trial times remain approximately constant, yet the DoS

difficulty score is increasing (11.33, 13.5, 14, 14.33).

Figure 8.4: Average trial times for DoS attacks averaged over all users. We observe that task completion
times decrease as subjects progress through experimental trials.
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Table 8.7: Duration of experimental movement times (in seconds), average trial times and average attack
difficulty, D, averaged across all subjects.

~
)

Exp. trial S1 S S3 S Ss Se

Thin, C, NA 6.78 | 3.58 | 5.054 | 4.12 | 8.12 | 3.96 | 5.27 7

Thin, C, IA 8.53 | 454 | 6.46 | 429 | 843 | 6.29 | 6.42 | 11.33

Thin, C, SA | 10.44 | 4.65 | 5.52 | 4.32 | 9.92 | 6.75 | 6.93 | 15.17

Thin, M, NA 7.58 | 2.80 | 4.64 | 299 | 7.56 | 4.33 | 499 | 6.67

Thin, M, TA 11.37 | 5.71 | 6.33 | 431 | 944 | 7.13 | 7.38 | 13.5

Thin, M, SA | 13.52 | 5.89 | 6.93 | 4.81 | 8.94 | 6.22 | 7.72 | 14.5

Thick, C, NA 6.9 3.84 | 3.56 | 3.65 | 4.94 | 4.23 | 4.52 | 12.33

Thick, C, TA 541 | 5.73 | 583 | 4.01 | 7.32 | 6.96 | 5.88 14

Thick, C, SA 582 | 484 | 693 | 437 | 849 | 6.13 | 6.09 14

Thick, M, NA | 4.28 | 3.93 | 4.06 | 3.38 | 5.78 | 5.21 | 4.44 | 9.67

Thick, M, IA 6.39 | 480 | 5.64 | 5.64 | 7.05 | 7.34 | 6.15 | 14.33

Thick, M, SA | 9.09 | 498 | 6.17 | 6.28 | 895 | 859 | 7.35 | 16.83

8.5 Implications of Analyzed Attacks

Attacks analyzed in this Chapter pose not only technical challenges, but also considerable
risks to remote robots, environment and any personnel in the vicinity of robots, as well as
to human operators and teleoperated robotic industry as a whole. For example, a compro-
mised teleoperated surgical robot in the midst of even a routine surgical procedure could
potentially be used to inflict considerable internal wounds to a patient. Moreover, any ex-
tra procedure time, caused by a compromised system, may have severe consequences on a
procedure outcome, as well as a patient’s recovery. Finally, compromised data and video
streams could pose a risk to patient privacy. A surgeon’s actions, haptic feedback and a
robot’s video stream may all contain private and protected patient-related information. For

instance, images in the video stream may contain patient identifying features or may expose
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Figure 8.5: Average attack difficulty scores for DoS attacks. We observe that attack difficulty scores
increase as subjects progress through experimental trials.

portions of the body that the patient would prefer to keep private.

For surgeons, the possibility of surgery systems being compromised complicates the issue
of legal responsibility for their actions during procedures. A surgeon will not typically have
direct access to a robot and will only operate based on the exchanged information. In a
compromised system, for example, haptic feedback may be modified to cause a surgeon to
harm a patient. If one could claim that it was reasonable to expect that a surgeon should
have noticed that haptic feedback was modified, than the resulting malpractice lawsuit
might be strengthened.

Teleoperation security threats may have further implications on surgical robots them-
selves, since mounted attacks may cause robots to break, or to damage other nearby equip-
ment in the operating room. Finally, any security holes in teleoperated systems present
an existential threat to the field of surgical robotics as a whole. Even if attacks are rare,
any harm caused by a surgical robot could undermine the public faith in these systems.
From a patient perspective, all the advantages in recovery or success rate that come from
teleoperated surgery may not be worth the risk of having a potentially hijacked machine

operate on them.

8.6 Summary

In this Chapter, we experimentally analyze four broad classes of possible attacks against tele-

operated robotic systems: intent modification attacks, hijacking attacks, denial-of-service
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attacks, and delay attacks. We specifically focus on denial-of-service and delay attacks,
based on the observation that these attacks cannot be mitigated using available crypto-
graphic solutions.

All of our experiments are conducted using Raven II, an advanced teleoperated robotic
surgery system. For each attack class, we demonstrate one or more practical examples of
attacks, and assess the level of impact on a surgical procedure through a series of human
subjects’ experiments [47, 50]. Our experiments are based on established robotic surgery
tasks, and we quantify the impact using the following metrics: the overall procedure (trial)
time, the subjective assessment of difficulty, and the Fitts’ index of difficulty.

Our DoS experimental results indicate that human operators exhibit learning effects
across the given sequence of experimental trials, implying that operators are capable of
adapting to unfavorable network conditions. This observation, while positive for system
defenders, does not imply that cyber security attacks against teleoperated robotic systems
are not a problem. On the contrary, it urges us to quickly develop efficient prevention and
mitigation methods, while indicating that in disastrous scenarios, where communication
networks may inadvertently be clogged or even DoS-ed, teleoperated robotic systems will

remain functional and capable of providing the necessary services.
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Table 8.8: Summary of notation from Chapter 8.

Symbol Definition
n Packet dropping rates
D1 Assessment of difficulty of reaching a block
D, Assessment of difficulty of grabbing a block
D3 Assessment of difficulty of moving between pick-up and put-down
Dy Assessment of difficulty of performing the task as a whole
D Attack difficulty score
seqNum Sequence number of the captured packet
rand Random offset
seqNum Sequence number of a malicious packet
T Movement time
D Movement distance to the target
w Width of the target
a Non-movement time needed to start and stop the task
b Inverse of the inherent speed of the device
1D Fitts’ index of difficulty
IDshannon | Shannon index of difficulty
P Index of performance
1P Index of performance, direct division formulation
1P Index of performance, linear regression formulation
b1 Weight for the movement distance to the target
b2 Weight for the width of the target
m Mean of the experimental movement times
w Standard deviation of the experimental movement times

Ratio between pure movement and fine motor tasks
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Chapter 9
PREVENTING CYBER SECURITY ATTACKS ON TELEOPERATED
ROBOTS

9.1 Multi-Level Approach to Security of Teleoperated Robotic Systems

While the attacks that we analyzed in Chapter 8 primarily target specific vulnerabilities of
the Raven II, the identified exploits will have to be addressed for any teleoperated robotic
system. There are several important steps robotics and security community can take to make

the next generation teleoperated robotic systems more safe, secure and privacy preserving:

1. Implement updates, changes and enhancement to the used software,

[\)

. Use available hardware for security enhancement,

w

. Leverage the existing cyber and cyber-physical security methods, and

W

. Develop new security techniques specific to teleoperated robotic systems.

We see the implementation of steps 1-4 as a multi-layered approach to security and privacy
of teleoperated robots, where the goal of every layer is to provide an additional level of

security and privacy to all information exchanged between an operator and a remote robot.

9.1.1 Implementation of Software Updates, Changes and Enhancements

As with many other cyber and cyber-physical systems, maintaining high quality of the used
software, and keeping that software (proprietary, as well as open-source) up-to-date will
be an important first step toward enhanced security and privacy of teleoperated robotic
systems.

Security update to I'TP: One example piece of software where a security update would
certainly be beneficial is the Interoperable Telesurgery Protocol (ITP) [130]. Some of the
attacks demonstrated in Chapter 8 could have been easily prevented had the packets’ se-

quence number processing been implemented differently (for example, sequence number
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leading attack would not be possible), and had the protocol had checksum checking imple-
mented (e.g., operator intent modification attack would not be possible). Thus, sequence
number processing and checksum checking are the minimal changes needed to increase
security. Moreover, implementing these changes will not impact system performance at all.
Packets processing rate: Another observed feature that can be turned into a security
vulnerability is the fact that teleoperated robots (including Raven II) typically execute
command packets as soon as they are received. This means that if a burst of packets is
received, a robot may start moving very fast and in jerky motions. This may increase the
wear on a robot’s joints and motors, but more importantly, it may pose danger to humans
and the environment in the vicinity of the robot. Moreover, at the moment, an attacker can
deliberately cause control commands to be received in bursts. To protect against so-called
burst attacks, we propose limiting a robot’s processing rate to a value sufficiently large to
never be reached in benign scenarios, but low enough to protect the robot from harm due

to a flood of commands.

9.1.2 Hardware Solutions

Many teleoperated robotic systems already implement a variety of hardware and mechanical
solutions in order to enhance system safety, to prevent potential damage to a robot, as
well as to protect humans and the environment in the vicinity of the robot from possible
injuries/damage. One such example are bounding boxes for robotic arms’ joints.
Leveraging this safety-intended tool for security would in many cases be easy to implement,
and beneficial for the whole systems. For example, using bounding boxes for robotic arms’
joints as a hardware security tool, would prevent robotic arms from ever moving too fast or

in jerky motions due to malicious commands sent to the robot.

9.1.83 Leveraging the Existing Cyber Security Techniques

Encryption and Authentication

Several attacks that we demonstrated in Chapter 8 were successful due to the fact that

valid packets were accepted by the robot from any source. For the Raven II, this was almost
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certainly an oversight, and it is easy to fix. However, we need to consider the larger problem
of how to protect against a more sophisticated packet spoofing attacks that also spoof source
IP and port information. One straightforward answer is to encrypt all data streams between
the two endpoints rendering all but the man-in-the middle attacks impossible. An advantage
that teleoperated robotic systems have over many other communication systems is that
there is likely dedicated staff at one end of the system at least. This means that there
exists an out-of-band communication method, such as texting or talking on the phone, to
exchange a private piece of information that can be used to authenticate data streams. By
encrypting and authenticating data streams between an operator’s console and a robot,
an attacker’s ability to initiate intention modification, manipulation, or hijacking attacks
becomes severely hampered.

Cost of Encryption: In order to investigate the cost of encrypting all data exchanged
between an operator and the Raven II, that is, all data in the network, but not the side
out-of-band communications, we used an intermediary computer with Intel Core2 Quad
CPU processor running at 2.5GHz, to execute cryptographic tasks on. We acknowledge
that the results obtained through this analysis do not necessarily represent the exact results
we would have observed had we encrypted all packets closer to an operator and to the Raven
11, but for this analysis we only wanted to measure the added overhead of cryptographic
operations. We used the Advanced Encryption Standard (AES) encryption method [67],

and considered three different key lengths:
e 128-bits,
e 192-bits, and

e 256-bits.

For all key lengths, no noticeable increase in CPU usage was observed, compared to the
baseline case where the intermediary computer only received packet and forwarded them
further. However, we observed an increase in memory usage, with the average increase of
3000KB. This increase value will likely be acceptable for the majority of teleoperated robotic

systems. As expected, we did not observe a significant memory usage difference between
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different key lengths. Thus, the use of encryption and authentication has low cost and high

benefits to telerobotic surgery, mitigating many analyzed attacks.

Preventing Denial-of-Service Attacks

Denial-of-service attacks, evaluated in Chapter 8, were successful in disrupting teleoperated
robotic procedures mainly because no mitigation mechanism against it is currently in place.
In the security community, prevention and mitigation of DoS attacks typically relies on a
combination of malicious activity detection, network traffic monitoring and malicious traffic
blocking [139]. The existing approaches can generally be divided into preventive and reactive

methods [165]. Some of the existing methods against DoS attacks are:

(i) Intrusion Prevention Systems (IPSs) [206],
(ii) DoS Defense System (DDS),
(iii) Blackholing [186],
(iv) Pipes cleaning [30], and

(v) Channel surfing [236].

Intrusion Prevention Systems (ISPs)-based approaches are a type of preventive methods.
They require a known attack signature in order to be able to stop the attack. These attack
signatures typically use packets’ content and network behavior as features of interest. The
problem with DoS attacks, however, is that it is relatively easy for an attacker to flood
the communication channel with legitimate packets. For example, an attacker can simply
capture one legitimate message between a robot and an operator, copy it multiple times and
overflow the network with it. Similarly, in a distributed DoS setting, it may be very hard
to distinguish between malicious and legitimate network behavior, since the attack task is
spread over a large number of computers.

Blackholing [186] is a reactive DoS mitigation strategy, where all the traffic from an
attacking network entity is being rerouted to a non-existent server, typically referred to as
the “black hole”. The problem with this approach, however, is that in rerouting all the traffic

from an attacking network entity, we may end up rerouting the legitimate traffic as well,
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thus effectively completely preventing communication between a robot and an operator.
In order for this approach to be effective, there would have to exist a way to quickly and
efficiently distinguish between a valid and a malicious traffic, and only reroute the malicious
traffic.

Pipe cleaning [30] is another reactive DoS mitigation method. In it, all traffic is passed
through a so-called “scrubbing center” where all packets are inspected and only legitimate
ones are forwarded. The problem with this approach is the fact that many teleoperated
robotic systems require (near) real time operation and communication, and this approach
may negatively impact that requirement.

Analyzing the existing DoS mitigation strategies exposes challenges unique to the secu-
rity of teleoperated systems, namely tensions between real-time operation and security [50].
It therefore may be hard to find one out-of-the box approach to prevent DoS attacks against
teleoperated robotic systems, and successfully use it in a variety of telerobotic scenarios. A
more feasible approach may be to try to combine some of the existing proactive and reactive

approaches.

Tensions Between Security and Performance of Teleoperated Robotic Systems

Throughout the experimental analysis presented in Chapter 8, we observed another feature
specific to the security of teleoperated robotic systems. Namely, in many different instances,
and with varying severity, we observed tensions between a system’s security and privacy
and other desired system properties. A few examples of those tensions are as follows:

Tension Between Real-Time Operation and Security: In order to ensure fast enough
operation, many teleoperated robotic systems resort to using datagram protocols. It is typi-
cally assumed that operators motions and commands are continuous, and that transmission
rates between an operator and a robot are sufficiently high, so that occasional benign packet
losses have negligible effects on the overall procedure. Yet, in a hostile setting, an attacker
with sufficient knowledge of a system may abuse the protocol, and specifically drop certain
packets in order to cause maximal damage (harm), while being cautious about his/her own

resources. Since datagram-based protocols are likely to remain the preferred choice for tele-
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operated robotic systems, an appropriate strategy to mitigate this type of threats will have
to be found.

Tensions between Safety and Security: Many teleoperated robotic systems use an
Emergency stop (E-stop) button. In a benign case, an E-stop is a mechanism designed
to improve safety of near-by equipment and operators, and of a robot. Our experiments
have shown, however, that the existence of E-stop may actually lead to decreased safety
and security of a robot and of people in the case of a compromised system. An attacker
with sufficient knowledge of the system may easily abuse E-stop to render a robot unusable.
For example, by occasionally sending leading packets, where at least one of the changes
is sufficiently large, an attacker may cause the system to be permanently E-stopped. The
challenge thus arises to reconcile the benefits of E-stop in the benign case with its possible
negative consequences in the adversarial setting.

Tension between Fast Feedback and Privacy: Many of the demonstrated attacks may
be mitigated by encrypting and authenticating all communication between an operator and
a robot. Yet, due to sheer quantity of video data from a robot, and the real-time operation
requirement, encrypting the entire feedback channel may not be feasible. In this case a
trade-off between the real-time feedback and possible privacy requirements/expectations in
the remote environment may arise. Based on the experimental results, however, we propose
that authenticating all packets should be the minimum required feature for any teleoperated
robotic system operating over a public network, so as to assure that packets from any other

sources are never accepted as real.

9.1.4 Solutions Specific to Teleoperated Robotic Systems

Observed tensions between security and privacy, and other desired system properties may
render many existing security techniques infeasible for teleoperated robotic systems, possibly
requiring new security approaches to be developed. Many of the new methods may rely on
the unique component of teleoperated robotic systems, namely the human component of a

system.

Human users (operators, patients) have a unique way of interacting with a cyber-physical
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system. For example, users’ biosignals are increasingly being used to personalize biomedical
systems, and those signal have been shown to be user-specific, and unique to users [150, 119].
Similarly, it has recently been shown that users have a unique way of interacting with haptic
devices, in terms of forces and torques applied on a haptic tool [39, 238]. These users’
idiosyncrasies and unique features may expose cyber-physical systems to potential security
and privacy risks. At the same time, however, users’ unique traits and ways of interacting
with a system can be used to increase the system’s security, privacy and usability properties.

In the rest of this chapter, we investigate the ways in which operators’ idiosyncrasies can
be used to increase and enhance security and privacy properties of a teleoperated robotic

system. We focus on two specific examples:
(a) Haptic passwords [238], and

(b) Operator signatures [61].

Haptic Passwords

Haptic passwords are a new biometric method to identify and authenticate operators of
a teleoperated robotic system (or users of touch screens, stylus-based tablets, or smart
phones). This biometric method is based on our hypothesis that ways in which users
haptically interact with devices provides unique user-dependent features, and that we can

use those unique features for user identification and authentication.

Operator Signatures

Leveraging again our hypothesis that each operator interacts with a remote robot in a unique
way, thus generating a unique biometric, we introduce the concept of operator signatures as

a method to monitor an operator’s and a robot’s actions in real time, in order to enable:
(A) Continuous identification and authentication of an operator,
(B) Real time monitoring and validation of an operator’s and a robot’s actions, and

(C) Enhanced operator training.
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Relationship Between Haptic Passwords and Operator Signatures

Although haptic passwords and operator signatures rely on the same hypothesis, that human
operators have unique ways of interacting with their operator consoles, with robots, as
well as with remote environments, these two concepts fulfill different security roles in a
teleoperated robotic system. A simplified block diagram of a teleoperated robotic system
with haptic passwords and operator signatures-based monitoring components is shown in

Figure 9.1.

Robot’s dynamics

Operator’s interaction features Operator signatures-based monitoring
mechanism

ANNA
Haptic passwords identification
and authentication

)
Operator’s command_s to the robotI

Robot’s video feedback to the operator
— S—— ]

Robot’s other feedback to the operator

. »

A A

Picture credit: Intuitive Surgical, Inc

Picture credit: UW Biorobotics Lab

Figure 9.1: Block diagram of a teleoperated robotic systems with implemented haptic passwords and
operator signatures systems. Haptic passwords represent a local identification and authentication component
of a system, that operates based solely on the information available on an operator’s side of a system.
Operator signatures-based monitoring component is a global system component, operating continuously
throughout the whole procedure, based on information from both sides of the system, as well as the exchanged
messages.

Haptic password represent a local identification and authentication component of a sys-
tem. It operates based only on the information available on an operator’s side of a system
(local information), and it is activated at the beginning of a teleoperated procedure, and
possibly in some discrete steps after that, to re-authenticate the operator.

Operator signature-based monitoring component is a global system component, operating
continuously throughout a whole teleoperated procedure. It performs continuous identifica-
tion, authentication, and validation of an operator, as well as real time monitoring of both
an operator and a robot. This monitoring mechanism bases its decisions and actions on the

following information:

o Messages exchanged between a robot and an operator,
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o Information available about an operator from his/her console (haptic password, con-

sole interaction features, etc.), and

o Information available about a robot.

9.2 Haptic Passwords

Many existing cyber and cyber-physical systems already rely on the use of passwords for
identification and authentication of human users, and the same is expected from teleop-
erated robotic systems, especially with the foreseen increase in their application space.
Existing identification and authentication methods can broadly be classified into those us-
ing alphanumerical passwords and those relying on classical biometric properties of users,
such as fingerprints, voice data, or users’ iris.

Alphanumerical passwords are still the most widely used because they are relatively easy
to implement, and typically have a relatively simple updating process. There are, however,
drawbacks to the use of alphanumerical passwords, mostly caused by human users, who

tend to:

- Use overly simplistic passwords that are easy to memorize, but also easy to break,
- Reuse their passwords across different platforms and systems, and

- Not update their passwords regularly.

Additionally, alphanumerical passwords may have limited possible password spaces, and
may thus be vulnerable to dictionary and brute force search attacks [36, 178].
Biometric-based identification and authentication systems, on the other hand, remove
the burden of having to memorize a password. Nonetheless, most widely used biometric-
based systems, such as fingerprint or iris recognition, come with their own set of shortcom-

ings, including:
* Potential privacy issues that may arise from the use of these passwords [118],

* Relatively lower accuracy rate [117], and

* Limited ability to update these passwords.



115

These drawbacks create the need for new identification and authentication systems, prefer-
ably such that combine the good properties, but avoid the shortcomings of alphanumerical
and biometric-based system. One possible novel system is based on haptic interaction.
Leveraging the fact that each individual user interacts with a force feedback (haptic) de-
vice in a unique way, we propose a new type of biometric identification and authentication,
referred to as a haptic password system. Such a system is expected to significantly increase
the space of possible passwords, making dictionary and brute force attacks much harder
to accomplish. In addition, unlike other biometric-based identification and authentication

methods, haptic-based passwords can be updated if the need arises.

9.2.1 Background and Related Work
Haptic Interaction System

A simplified block diagram of a haptic interaction system is depicted in Figure 9.2. In
such a system, an operator interacts with a remote or a virtual environment through the
use of a haptic device, which enables a bi-directionally flow of force information between
an operator and an environment. The haptic device senses the position, velocity, applied
forces and torques of the operator’s hands, and uses this information to update the position
of the haptic interaction point (HIP), which has a role similar to that of a mouse cursor
in virtual environment. Collision detection algorithms then determine points of contact
between the HIP and objects in the virtual environment, and appropriate interaction forces
are computed and applied to the user’s hand. This provides an extra channel for human-
computer interaction, referred to as haptic force feedback. Haptic force feedback enhances
the performance of human-computer interaction, since users tend to have a unique and dis-
tinguishing way of responding to haptic force feedback, which can be used for identification

and authentication.

Related Work on Behavioral Biometrics-Based Identification and Authentication

Biometrics, defined as the use of human characteristics for identification and authentica-

tion purposes can broadly be divided into two main categories: physiological and behav-
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Figure 9.2: Block diagram of a haptic interaction system. An operator interacts with a remote or a virtual
environment through the use of a haptic device, which enables a bi-directionally flow of force information
between an operator and an environment.

ioral [237]. Physiological biometrics rely on physical attributes, such as fingerprints, hand
geometry, facial features, neural and other biosignals, typically assumed to be permanent
and static over the course of a person’s life. Behavioral biometrics, on the other hands, rely
on invariant (or presumed to be invariant) features and traits related to a person’s behavior,
such as speech, walk, and typing, for identification and authentication [87].

Early behavioral biometrics were based on keystroke dynamics or mouse movements,
with the average error rates varying between 5%-15% [211, 179, 63, 170, 121]. In order
to improve these relatively high error rates, various authors started proposing multi-modal
biometrics approaches, combining physiological and behavioral features, such as voice, face
and signatures [131].

Moving a step further, in recent years, researchers have been showing an increased
interest towards the use of touch behavior biometrics in order to identify and authenticate
users. In [69], authors proposed a password application where a user draws strokes on a
touch screen as a password. The application uses pressure, coordinates, size, speed and
time of a stroke to identify a user. Similarly, authors of [243] proposed that a user can be
identified based on the way (s)he taps on a touch surface with one or more fingers. They
suggested using acceleration, pressure, size and timing of a single tap as identification and

authentication features.
9.2.2 Preliminaries

Discrete Wavelet Transform

The Discrete Wavelet Transform (DWT) is a modified wavelet transform for which wavelets

are discretely sampled to deal with discrete signals. The main idea of the DWT is to rep-
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resent a time series as a linear combination of a set of functions generated from a mother
wavelet. The weighting parameters are called wavelet coefficients. A key advantage of any
wavelet transformation is that it captures both frequency and localized (in time) informa-
tion. This facilitates the feature extraction process later on [97].

The DWT coefficient of signal x is calculated by passing it through a series of filters
generated from a mother wavelet filter. The mother wavelet filter g is a low-pass filter that

satisfies the standard quadrature mirror condition [207]:
G(2)G(z ) +G(—2)G(-z"H =1 (9.1)

where G(z) denotes the z-transform of the filter g. Its complimentary high-pass filter can
be obtained as:

H(z) = 2G(—z71) (9.2)
The mother wavelet filters are used to generate the series of filters of increasing width:
Hini(z) = H(")Gi(2)
Gina(2) = G(*)Gi(2) (9.3)

with initial condition Gy(z) = 1. Filters (9.3) can equivalently be expressed in the time

domain as:

hiv1(k) = [Pl x gi(K)

gi+1(k) = [glyai x gi(k) (9-4)

where notation [-]y,, denotes upsampling by a factor of m. Figure 9.3, from [238], shows
a typical block diagram of the DWT process. At each level in the diagram, the signal is
decomposed into low and high frequencies. The high frequency component of each level is

regarded as the detail coefficient of the corresponding level.

Artificial Neural Network

Artificial neural networks (ANNs) are a family of statistical learning models, inspired by

biological neural networks, and used to estimate or approximate functions that can depend



118

on a large number of generally unknown inputs. These learning models typically consist of
multiple interconnected neurons, whose connections have tunable weights, making ANNs
adaptable and capable of learning. The weights are used to amplify or de-amplify original
input signals. Once weighted, the signals are added together and passed into the activation

function, which is used to convert an input into an output.

From a hierarchical point of view, an
ANN consist of an input layer, a hidden
layer and an output layer, and there can be
any number of nodes per layer. Typically,

there are also multiple hidden layers to pass

through before ultimately reaching the out-

Figure 9.3: Block diagram of a discrete wavelet
put layer. ANNs can broadly be divided transform sub-band decomposition. [Figure
) ) ) credit [238].]
into feedforward networks, allowing signals
to pass through the layers of the network in a single direction, and feedback networks, where

signals are allowed to pass through layers in both directions.

Learning in ANNs practically means finding an algorithm to update the neurons’ weights,
typically in some optimal sense. In other words, given a specific task, and a specific class
of ANNs, F', we want to use the set of observations to find f* € F which solves the given
task in some optimal sense. This, in turns, means that we have to define a cost function
C : F — R, such that, for the optimal solution, f*, no other solution has a cost less than

the cost of the optimal solution.

There exist three major learning paradigms for ANNs, each corresponding to a partic-
ular abstract learning task, supervised learning, unsupervised learning and reinforcement

learning. For more details on ANNSs, please refer to e.g., [100, 107].

9.2.3 Haptic Passwords System

Our proposed haptic password system consists of three main parts: (i) data collection, (ii)

feature extraction, and (iii) classification, as shown in Figure 9.4.
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Figure 9.4: Block diagram of the haptic passwords system.
Data Collection Component

For our proposed haptic-based identification and authentication system, we collect the fol-

lowing data:
(D1) Position of the tip of a haptic device in virtual environment (z,y, 2),
(D2) Applied forces, (fz, f2),

(D3) Orientation of the haptic device (gpitch, Groll, yaw)
The state vector, v, is organized as:

U= [xayaZ?fxafzanitchaQrolla(_Iyaw] (95)

All experimental data is recorded at a 30 Hz sampling rate, where the software starts
recording data when the tip of the haptic device makes contact with the virtual paper, and

stops when no more contact is detected.

Feature Extraction Component

Since our recorded haptic signals contain transient and localized features, we choose the

DWT as an extraction method, since DWT, like all wavelet methods, capture signals fre-

quency properties while conserving its local features. The feature vector for each experi-

mental trial is obtained in the following steps, first described in [116]:

(S1) The position data, (z,v, 2), is differentiated to obtain the velocity data, (v, vy, v,).

(S2) The data set of each trial is resampled to 128-point length (i.e. for each trial the data
size is 8 x 128, where 8 is the dimension of the data). This resampling make the

discrete wavelet transform process feasible.
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(S3) The DWT is applied to each channel separately. The mother wavelet is the Duabechies
Wavelets of order 4. For each channel, seven levels of detail coefficients, D; — D7, are

obtained.

For detail coefficients Dy — D5, the following statistical features are found to represent the

time frequency distribution:

(F1) Maximum of wavelet coefficients in each level,
(F2) Minimum of wavelet coefficients in each level,
(F3) Mean of wavelet coefficients in each level, and

(F4) Standard deviation of the wavelet coefficients in each level.

The lengths of detail coefficients Dg and D7 are 2 and 1 respectively, and because of
that, we insert them into the feature vector directly. Therefore, the feature vector for each

channel, f; is given as:

fi = w1, wa, w3, wy, ws, wg = D, w7 = D7] (9.6)
where w; defined as:

w; := [max(D;), min(D;), mean(D;),std(D;)] (9.7)

The length of the feature vector for every channel is 23. Finally, the feature vector for every

experimental trial is obtained by combining together feature vectors for every channel:

F=[f1, f2, .., fs] (9.8)

Classification Component

Based on the obtained feature vector, F' an artificial neural network is implemented to
complete the user classification task. Our chosen ANN consists of 184 inputs, one hidden
layer with 500 neurons and number of outputs equal to the number of system users. The

output O is thus a vector of length N, where each output element can be between 0 and 1,
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where a zero-value of the ™" element indicates that it is unlikely that the collected data is

generated by user ¢, while a value of 1 indicates that data is very likely generated by user 7.

We use a scaled conjugate gradient backpropagation [169] supervised learning
method to train the network. All training parameters use default settings. In order to
obtain satisfying training results, the stop criterion is set to minimize the mean square error

before validation failures reach 100 or the performance gradient is less than 1-10710.

9.2.4 FEzxperimental Analysis

To evaluate the proposed haptic password system, we conduct an experimental study with
human experiments, where we ask out participants to interact with a virtual 3D environment
via a 3 degree-of-freedom (DOF) haptic device, the SensAble PHANToM Omni [154]. Using
the haptic device, the participants manipulate the virtual pen, which enables them to write
on a virtual paper. The virtual paper is slightly tilted (15 degrees) towards the user, and
the position of the pen is visually depicted as a red cursor and a black shadow, representing
the projection of the pen tip on the virtual paper. In addition, force feedback from the
interaction between the pen and the paper is rendered haptically, allowing the participants

to both see and feel the virtual paper.

Subjects Demographics

The conducted experiments are a part of the study “Analysis of the Impact Adversarial
Attacks Have on Teleoperated Procedures”, approved by the University of Washington In-
stitutional Review Board (approval # 46946 - EB). All of our subjects are undergraduate
and graduate students from the University of Washington, ranging in age from 22 to 30 years
(9 subjects in total). There are eight right-handed participants and one left-handed partic-
ipant. Most of the subjects had not used a stylus haptic device prior to the experiments.

More details about experimental subjects can be found in Appendix B.
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Ezperimental Task

Before each experiment, subjects are asked to explore the environment and get used to the
haptic device, and the sensation of its force feedback. Once they gain proficiency with the

haptic device, they are asked to execute the following three tasks:

(T1) Draw an L-shaped pattern ,
(T2) Write word 'SEAHAWK?” (all in uppercase), and

(T3) Sign their own name (own signature).

Subjects are given a practice period before each task type in order to gain sufficient profi-
ciency, and to limit possible nehative learning effects. After practice, each task was repeated

10 times per user.

9.2.5 FExperimental Results
Relative Password Variation

To evaluate our proposed haptic password system, we consider the relative password varia-

tions for different subjects and different tasks.

Definition 3 The relative password variation is the variation of one subject’s password
relative to the distance to its most similar subject’s password. The smaller the variation is,
the better classification performance will be. The relative password variation can be computed

as:
N _
>j=1 1F5 — Fill2 1

PV, = - S
N ming; || F; — Fjl2

(9.9)
where:

PV - password variation,

N - number of trials,

F; ; - Feature vector of user i in trial j, and

F; - Mean feature vector of user i.
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Table 9.1 shows the relative password variation among 9 subjects for the given tasks,
where S; denotes subject . We notice that among the given tasks, the signature task varies
the least. The main reason for this result if probably the fact that most subjects find it
very easy to write their own signatures (on a paper, or on a touch surface), and the mental
effort required for this task is likely lower than for the first two tasks. The intra-subject
performance and execution of this task is thus more consistent. Not surprisingly, signature

data generates better user authentication results than the data from the first two tasks.

Table 9.1: Relative password variation for the given haptic interaction tasks.

Task S1 Sz 53 54 S5 SG 57 SS SQ

L-shape 1.11 | 1.01 | 0.36 | 0.66 | 0.46 | 1.14 | 0.55 | 0.75 | 0.87

Seahawk | 0.67 | 1.16 | 0.23 | 0.88 | 0.76 | 0.68 | 0.87 | 0.90 | 1.02

Signature | 0.63 | 0.57 | 0.32 | 0.62 | 0.46 | 0.50 | 0.62 | 0.58 | 0.71

User Classification and Authentication

For haptic-based user classification and authentication, the ANN algorithm was trained
using each subjects’ seven trials per task, thus leaving three trials per task for evaluation. All
(170 ) = 120 training and testing combinations were examined, and classification performance
was computed by averaging results for all combinations.

Since the output of the algorithm was a 9-dimensional vector, representing the likelihood
that data was generated by a particular subject, for each examined trial, the data was
attributed to a specific user as follows:

i := argmax O() (9.10)
j

We refer to equation (9.10) as the classification task.
Finally, in the authentication task, a user is authenticated as a valid user if the

likelihood that the given data was generated by him/her is higher than some predefined
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threshold, t:
O(i) > ¢t (9.11)

The classification performance results for the first three tasks are shown in Table 9.2. Even
for the L-shape pattern, considered to be the simplest task, the classifier is able to attribute
data to the correct human subject in the 95.93% (25.9 out of 27) cases. When the task
became more complex, and possibly more personalized, as it is the case with the latter two
tasks of writing the word 'SEAHAWK’, and the subject’s personal signature, the method
attributes data to the correct human subject in the 98.95% (26.7 out of 27), and 100% cases,

respectively.

Table 9.2: User classification correctness rate for the given haptic interaction tasks.

Task Correct classification rate
L-shape 95.93%
Seahawk 98.95%

Signature 100%

9.2.6 Theoretical Analysis of the Possible Space of Haptic Passwords

In order to characterize the strength of a haptic password system, we next find the upper
bound on a possible number of unique haptic passwords, and later on, the lower bound on
the number of unique users that can be authenticated using such a haptic systems. In doing

so, we observe that such bounds depend on several parameters of a haptic password system:

(P1) The used haptic device,

(P2) The considered measured parameters, such as position, and applied torques and forces,

and

(P3) The duration of an authentication sequence (i.e., the length of available authentication

data).



125

For example, in our experimental analysis, we used the SensAble PHANToM Omni [154]
haptic device, and at every time point, we collected information about the position of the tip
of a haptic device in virtual environment (z,y, x), applied forces f, and f, and orientation

of the haptic device (gpitch, Groll, ¢yaw), resulting in an eight-dimensional state vector v

V= [xayvzyfmafZ7Qpitch7Qr0117anw] (9.12)

Moreover, every authentication sequence in our experimental trial consisted of 128 8-dimensional
data points.

We next make the following simplifying assumptions:
(A1) Measured parameters are mutually independent,

(A2) For every parameter, every value within the possible range is equally likely to be

achieved, and

(A3) Recorded 8D data points are all mutually independent,

and after consulting the haptic device specifications, we first find the possible set size for

every measured dimension as:

ol := T[], |yl, [2], [fa], [f=1; [gpitenl, [gronl, [gyaw|] (9-13)

Relying on assumptions (A1) and (A2), we can find the possible set size of a single data

point within an authentication sequence to be equal to:

8
|d| = H ’U|l = |l‘| ' |y| ' |Z| : ‘fz| ’ |fz‘ : |Qpitch| : |Qroll| : |anw| (914)
i=1

Relying now on assumption (A3), we find the space of possible unique haptic passwords
by asking how many different 8D sequences of length 128 can we drawn from a set of of
possible single data points within an authentication sequence. This question is equivalent

to asking how many 128-combinations with repetition are there within the set of possible

\HP|:= <<1|;lg>> — ("”12;27) (9.15)

single data points [138]:
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where |d| denotes the set size of the set of single data points within an authentication
sequence, defined by equation (9.14), and | H P| the size of the set of unique haptic passwords.

We next recall the fact that users of a haptic passwords system may (and will) exhibit
variability in the way they interact with a haptic device on a same authentication task. That
variability may result in different authentication sequences from the possible set of haptic
passwords H P corresponding to the same user. Yet, those slightly varying authentication
sequences should still be attributed to the same user. Because of that, the size of the haptic
set |H P| represents an over-estimate of the possible unique users that can successfully use
our proposed haptic system. In order to take this variability into account, we propose
to find an 8-dimensional hypersphere, defining a single user’s variability. The volume of
that hypersphere can be computed by finding the maximum variances of every measured
parameters. Finally, in order to find the number of unique users that can successfully use
the proposed haptic systems, we find how many non-overlapping hypersphere, defining a

single user’s variability, can be fitted within the set of possible haptic passwords.
9.3 Operator Signatures

In teleoperated robotic systems, an operator typically has a good understanding of a robot’s
expected “behavior” (dynamics and actions under normal operating conditions). A remote
robot responds to an operator’s commands with predictable behavior due to an underlying
mathematical model of a robot, known both to the robot and to the operator. This mathe-
matical model can exist in a variety of forms, and it is often used to represent and analyze
the robot’s dynamics and actions. More elaborate models may also take into account the
dynamics of the communication network, in order to better predict delays, anomalies or
communication failures.

The same depth of understanding of an operators’ behavior is, however, almost never
available. Operators are typically assumed to be trained, skilled and authorized to control
a robot, and it is often expected that they will execute a remote procedure at their highest
level of performance and attention. These assumptions may not hold valid due to a variety
of reasons, many of which are out of operators’ control. At the moment, however, neither a

robot, nor any other part of a teleoperated robotic system has a systematic way to analyze
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and/or validate operator’s actions.

In order to enhance a teleoperated system’s ability to monitor and validate an operator’s
actions, we observe that every operator has a unique way of communicating with, and
controlling a remote robot. We thus propose to record features of an operator’s interaction
with a remote robot, and to use this information to learn parameters of a mathematical
model representing an operator’s actions during a remote procedure, which we refer to
as operator signature. Once such a model is available, it can be used in hard real-time
(online), in soft real-time, or offline to help with detection of possible discrepancies between
an operator’s expected and his/her exhibited behavior.

Access to a unique operator signature during a teleoperation procedure is expected help
with three tasks:

(V1) Continuous identification and authentication of an operator (evaluation)
(V2) Real time monitoring and validation of an operator’s and robot’s actions, and (vali-

dation)

(V3) Enhanced operator training (training).

Additionally, being able to perform tasks (V1)—(V3) will allow for:
(W1) Easier detection of benign anomalies on the operator side of the system,
(W2) Enhanced security of teleoperated robotic systems, and

(W3) Improved way teleoperation control skills are being taught, trained and evaluated.

9.3.1 Background on Operator Signatures in Teleoperated Robotic Surgery

The idea to record forces and torques that surgeons apply on surgical console during a
robotic surgery, and to combine these data with robotic tool/tissue interaction data, col-
lected on a robot’s side, is not new. A number of authors have shown that such data can
been used to assess the level of surgical skill, and distinguish between novice and expert
surgeons [200, 195, 201, 199, 202, 197]. These authors defined 14 types of tool/tissue inter-
actions and associated each interaction type with a unique surgeon’s force/torque signature.
Using the experimental data from 10 surgeons who performed laparoscopic cholecystomy,

the authors trained a Hidden Markov Model (HMM) for each subject and each step of the
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procedure. The obtained HMMs where used to analyze discrepancies between expert and
novice surgeons, and a statistically significant difference between two groups of surgeons
was observed. Moreover, the authors observed the major differences between skill level were

observed in:
o Force/torque amplitudes,
o Types of tool/tissue interactions used, and transitions between them,
o The time spent in each tool/tissue interactions, and

¢ The overall procedure time.

9.3.2  Technical Details of Generation and Use of Operator Signatures in Robotic Surgery

The goal of operator signatures is to gain better understanding of an operator’s behavior
and actions. In other words, we want to identify those operators’ traits and features that
will allow us to determine an operator’s behavior and current state. We anticipate the

following data will be useful in doing so:
) Position and velocities of operators’ instruments, such as haptic devices,
) Forces and torques that operators apply to the instruments,

) Positions and velocities of robots’ end effectors, and

)

DT4

Messages exchanged between operators and robots.

When thinking about a teleoperated robotic surgical procedure, however, there are several
components that may introduce variability into an operator signature. Those can broadly

be grouped into:
(X1) Features specific to the medical condition/disease being treated.

(X2) Features defining a patient’s state, such as the patient’s age, gender, weight, height,
blood pressure, overall well-being, the severity of the treated medical conditions, as

well as other medical indications that may affect the conducted procedure.
(X3) Features defining a robot’s and network’s states.

(X4) Features defining a surgeon’s skill level, and current mental capacity.
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In a specific case it may not be possible to mutually de-correlate features (X1)-(X4). Re-
gardless of a possible correlation, the observed features will be used to learn/infer parameters
of a mathematical model, representing an operator’s unique operator signature. In doing

so, we recognize the following step as the minimum necessary set of steps:
(ST1) Choose a mathematical model of an operator.

(ST2) At the beginning of a teleoperated robotic procedure, record the first batch of measur-
able data on both sides of the system, and messages exchanged between an operator

and a robot.

(ST3) Use the recorded data to identify (learn, infer) parameters of the mathematical model

chosen in Step ST1.
(ST4) Based on the identified parameters of the model, determine an operator’s identity.

(ST5) At each time interval, where the length of time interval is determined based on the

type of a procedure:

(ST - i) Predict the expected output of the operator signature. The predicted output will
typically consist of the measurable data on the operator side and the messages
sent by an operator.

(ST - ii) Record data on the operator’s and the robot’s side, and the exchanged messages.

(ST - iii) Compare the observed (measured) data with the predicted data.
(ST - iv) If the observed and the measured data align (within the given threshold), declare
that the operator is valid.

(ST - v) If there is a discrepancy between the observed and the measured data, announce

that there is an anomaly in the remote procedure.

Choosing an Appropriate Mathematical Model: There exist a variety of mathemat-
ical models that can be used to model operator’s actions. Those may include: (i) linear
and nonlinear dynamical models, (ii) graphical models, including Markov random fields and
Bayesian networks, and (iii) algorithmic models.

Choosing an Appropriate Set of Measurable Data: Similar to persons’ handwritings,

where many people may write a single letter in an identical way, simply looking at a single
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letter (in our case, at a single feature) may not be enough to extract an operator’s unique
signature. Yet, just as an individual’s handwriting can be identified given a large enough
sample of their writing, an operator’s signature will likely also require a sufficiently sized
set of recorded data. There is a large number of measurable parameters that may contain
information that could be considered a part of an operator’s signature:

Y1) Position, velocity, acceleration and orientation of an operator’s tools,

Y2) Position, velocity, acceleration and orientation of a robot’s end effectors,

Y3) Forces and torques applied by an operator,

< =

5

Time differences between two consecutive control messages,

Y6) Time differences between two consecutive feedback messages, and

(
(
(
(
(
(
(

)
)
4) Forces and torques applied by a robot on the surrounding environment,
)
)
)

Y7) The overall procedure time.

Choosing an Appropriate Model Training Method: A variety of feature extraction
and model training methods can be used to develop an operator’s signature, including
system identification, statistical and machine learning methods. The appropriate choice of
a method will depend upon:

(Q1) The type of a remote procedure,

(Q2) The type of a chosen mathematical model, and

(Q3) The available measured data.

Any chosen method must be reliable, with low false positive and false negative results. In

other words, any chosen method should guarantee the following, simplistically depicted in

Figure 9.5:

(R1) A single set of measured parameters should never correspond to more than one oper-
ator’s signature (injection).

(R2) A single set of measured parameters should always match to at least one operator’s
signature (surjection).

(R3) A set of measured parameters should always correspond to one and only operator’s

signature (bijection).
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Figure 9.5: Requests on operator signatures. A reliable operator signature should be a bijective function
(i-e., an injective and a surjective function), where every set of measured parameters always corresponds to
one and only one operator’s signature.

Choosing an Appropriate Validation Time Interval: Considering the proposed op-
erator analysis and validation approach, it is obvious that a shorter validation time interval
enables a quicker detection of possible anomalies in a remote procedure. On the other hand,
a short time interval requires a faster data collection and data analysis, which may impact
validation reliability. There is an inherent trade-off between the length of the validation
time interval and the reliability of validation. Choosing an appropriate validation time in-
terval will therefore depend on the type of a remote procedure and the perceived risk that
the procedure may get compromised.

Choosing an Appropriate Validation Technique and Validation Threshold: Sim-
ilar to feature extraction and model training methods, choosing an appropriate validation
technique will depend on a variety of parameters, such as the type of a remote procedure,
the type of the chosen mathematical model, and the available measured data. In addition to
the reliability of a chosen validation method, we will also be interested in its computational

overhead and efficiency.
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9.8.8 FEzperimental Analysis

As a proof of concept, we present a sim-

ple model of operator signatures trained us-
ing experimental data collected by Dr. Lee
White between September 2010 and Jan-
uary 2012, under Department of Defense
Grant W81XWH-09-1-0714: “Virtual Reality Figure 9.6: Rocking pegboard experimental setup.
Robotic Simulation for Robotic Task Profi- M this task, surgeons are asked to move a pair of

elastomeric rings in a prescribed sequence of pegs

ciency: A Randomized Prospective Trial of and tool movements around a pegboard mounted
on a chemistry rocker. [Picture credit [229].]

Pre-Operative Warm-up” [229].

Experimental data was collected from ten surgeons, who performed three series of robotic
surgery training task referred to as rocking pegboard, depicted in Figure 9.6. In this task,
surgeons were asked to move a pair of elastomeric rings in a prescribed sequence of pegs and
tool movements around a pegboard mounted on a chemistry rocker undulating at a rate of

eight cycles per second [123].

The data was recorded at a frequency of 30Hz, using SurgTrak, a custom-developed
system for recording surgical performance [229], and it consisted of position and orientation
of the left and the right surgical tool, and poses of tool graspers. Using the recorded data, we
compute velocities and angular velocities of the tools and the tool grasper. The computed

velocities are then used for model training.

Data Quantization: Overall, the analyzed data is 14-dimensional, resulting in more than
240000 14-dimensional data points for every surgeon. In order to allow for easier modeling
and performance validation, we cluster the recorded data into 70 distinct clusters using
Vector Quantization (VQ) method (K-means algorithm) [93]. That allows us to reduce
every 14-dimensional recorded data point into a one dimensional data point (cluster index).
The problem with this approach, however, is the fact that the conducted dimensionality
reduction inherently causes some loss of information. Thus, in order to be sure no significant
information about surgeons’ performance has been lost, we analyze whether two desirable

properties of our experimental data are maintained once surgeons’ outputs are clustered:
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e High inter-surgeons variability: We want to make sure that we have preserved
enough information about each surgeon’s performance, so that no two surgeons have

the same (or sufficiently similar) clustered output.

e Low inter-trial variability: We also want to make sure that we have preserved
enough information about every surgeon, so that every surgeon’s unique and distinct

features are maintained over all trials.

The first requirement, high inter-surgeons variability, is equivalent to our earlier require-
ment (R1), which allows us to distinguish between different surgeons on the same trial. The
second requirement, low inter-trial variability, is directly related to extracting every sur-
geon’s unique features, and building his/her unique operator signature. This requirement

is related to our earlier requirements (R2) and (R3).

9.3.4 Ezperimental Results

Inter-surgeons variability: The results related to the inter-surgeon variability are pre-
sented in Figures 9.7-9.9, depicting the comparison between clustered outputs for surgeons
1-5. Figure 9.7 depicts the first 50 time steps during the first rocking pegboard task, Fig-
ure 9.8 the first 150 time steps during the second pegboard task, and Figure 9.9 the first
300 time steps during the third rocking pegboard task.

Comparison between surgeons 1-5: Rocking pegboard task 1
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Figure 9.7: (a) Comparison between clustered outputs for surgeons 1-5 for the first 50 time steps during
the first rocking pegboard task.



134

|l
gEEe

i

Figure 9.8: (b) Comparison between clustered outputs for surgeons 1-5 for the first 150 time steps during
the second rocking pegboard task.

Figure 9.9: (c¢) Comparison between clustered outputs for surgeons 1-5 for the the first 300 time steps
during the third rocking pegboard task. From all three figures, we observe each surgeon performs a task in
a clearly distinct way.

Time siep

In all figures, we observe every surgeon has a clearly distinct sequence of actions, over
all trials and all three considered time intervals. Similar results are observed when compar-
ing performance of all surgeons over longer time intervals. Thus, we conclude the chosen
clustering methods allows us to maintain a high enough inter-surgeons variability.
Inter-trial variability: The results related to the inter-trial variability are presented in
Figures 9.10-9.13, depicting inter-trial variability for two surgeons, Surgeon 2 and Surgeon
7. Figure 9.10 depicts the first 200 time steps of Surgeon 2’s actions, and Figure 9.11 the
first 200 time steps of Surgeon 7’s actions. Similarly, Figure 9.12 depicts actions of Surgeon
2 over time interval [300-500], and Figure 9.13 actions of Surgeon 7 over the same time
interval.

We observe that the variability over different trials (different executions of the same
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task) is present for both surgeons. It appears, however, that the variability over different
trials for the same surgeon is smaller than the variability between different surgeons. In
addition, as depicted in Figures 9.11 and 9.13, the variability between different trials seems

to decrease as time progresses.

outputs
£
—r7

Figure 9.10: (a) Inter-trial variability for Surgeons 2 and 7 — 2. The first 200 time steps for Surgeon 2.

Clustered outputs

B
T

Figure 9.11: (b) Inter-trial variability for Surgeons 2 and 7 — 2. The first 200 time steps for Surgeon 7.

9.4 Summary

Teleoperated robotic systems are complex cyber-physical systems, consisting of several com-
ponents: human operators, controlling the remote manipulator, remote robots, operating
in remote environments, and communication networks, connecting human operators and
robots. In order to enhance security, privacy and safety of these systems, in this Chapter,

we propose a multi-layered approach to security and privacy, consisting of at least these four
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Figure 9.12: (c) Inter-trial variability for Surgeons 2 and 7 — 2. Observed actions of Surgeon 2 in time
interval 300-500.

Surgeon 7 - actions ver al three experimentsl teisls

Figure 9.13: (d) Inter-trial variability for Surgeons 2 and 7 — 2. Observed actions of Surgeon 7 in time
interval 300-500. From the presented figures, we observe that the Surgeon’s actions vary across different
trials (different executions of the same task), however, the variability across different trials is significantly
smaller than the variability between different surgeons.

steps: (1) the implementation of updates, changes and enhancement to software used within
the system, (2) the use of available hardware for security enhancement, (3) the leverage of
the existing cyber and cyber-physical security methods, and (4) the development of new se-
curity techniques specific to teleoperated robotic systems. The goal of every layer (1)—(4) is

to provide an additional level of security and privacy to all information exchanged between

an operator and a remote manipulator.

We further observe that in many teleoperated robotic systems there may exist tensions
between security and privacy, and other desired properties that the system should hold.
Those tensions may render many existing security techniques infeasible for teleoperated

robotic systems, possibly requiring new security approaches to be developed. Many of the
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new methods may rely on the unique component of many teleoperated robotic systems,
namely the human component of a system.

Human users (operators, patients) have a unique way of interacting with a cyber-physical
system, and these users’ idiosyncrasies may expose cyber-physical systems to potential se-
curity and privacy risks, but at the same time, these unique traits can also be used to
increase the system’s security, privacy and usability properties. In this Chapter, we propose
two new security methods leveraging users’ unique interaction with haptic interfaces, haptic
passwords and operator signatures.

Haptic passwords are a new biometric method to identify and authenticate operators
of a teleoperated robotic system, based on our hypothesis that ways in which users hap-
tically interact with devices provides unique user-dependent features. Similarly, operator

signatures leverage the same hypothesis to monitor operators actions in real time.
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Table 9.3: Summary of notation from Chapter 9.

Qpitch, Qroll; Qjaw

v

Vg, Vy, Uz

fi

(o

PV

ld|

|H P

Symbol Definition
x Mother wavelet function
G(z) Z-transform of the mother wavelet function
H(z) Filter complimentary to the mother wavelet function
F Family of classes of ANN functions
fr Optimal class of ANN functions with respect to cost C
T,Y, 2 Position of the tip of haptic device in the virtual environment
Sz, [2 Applied forces

Stylus orientation

State vector

Velocity data

Detail coefficient of level ¢

Feature vector

w; = [max(D;), min(D;), mean(D;), std(D;)]
Password variation

Number of experimental trials

Feature vector of user ¢ in trial j

Mean feature vector of user ¢

Set size for every measured dimension

Set size of 8-dimensional single data points within an authentication sequence

Set size of possible unique haptic password
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Chapter 10

BROADER IMPACT OF THE USE OF OPERATOR SIGNATURES

Based on the assumption that each operator interacts with a remote robot in a unique
way, thus generating a unique biometric, in Chapter 9, we introduce the concept of operator
signatures as a method to monitor an operator’s and a robot’s actions in real time. We

anticipate that operator signatures will be useful for three main purposes:

(A) Continuous identification and authentication of an operator,
(B) Real time monitoring and validation of an operator’s and robot’s actions, and

(C) Enhanced operator training.

The use of operator signatures for identification, authentication and real-time monitoring is
expected to be especially helpful against a number of cyber security threats, which may be
mounted against teleoperated systems. In addition, operator signatures provide an efficient
and reliable logging, forensic and training method. The properties that make operator
signatures a viable tool for securing systems against cyber-security threats can also become
a strong evidentiary tool with legal implications in the realms of liability and medical
malpractice.

Yet, the use of operator signatures-based methods introduces a new set of questions that
are not currently present in teleoperated robotics. We recognize the following as important
questions which will have to be addressed before signature based-methods become more

ubiquitous:

1. What benefits do operator signatures-based methods bring to teleoperated robotics,

and what is their anticipated legal applicability?

2. What potential issues may arise from the use of operator signatures-based methods

in teleoperated robotics?
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3. Once operator signatures-based methods detect a failure or a malicious activity within
the system, what is the set of meaningful next steps that the robotic system should

take?

In the rest of this chapter, we tackle these questions in the context of medical/surgical

robotics. We put a specific emphasis on the first question.
10.1 Brief Overview of the Recent Legal Cases in Robotic Surgery

There is currently only one FDA approved minimally invasive surgical robotic system on
the market in the US, the da Vinci, manufactured by Intuitive Surgical [6]. In recent
years, Intuitive Surgical, surgeons, and hospitals have been parties in a number of legal
actions. Thus far, Intuitive Surgical has been involved in: strict product liability [94], strict
malfunction liability [227], negligence [11], breach of warranty [94], misrepresentation [41],
medical malpractice [41], and Fraud Claims Act legal actions [24].

In two legal cases where Intuitive Surgical was a party, the plaintiff patient alleged Intu-
itive Surgical was liable as manufacturer when the robot was not used [41]. For example, in
Mracek v. Bryn Mawr Hospital [41], a patient underwent prostate surgery that was intended
to be conducted using a robot. But the “robot malfunctioned during the surgery and dis-
played ‘error’ messages” . Instead, the surgeon manually used laparoscopic equipment, and
the patient later suffered a gross hematuria. The patient brought strict product liability,
strict malfunction liability, negligence, and breach of warranty actions against Intuitive Sur-
gical and the hospital. In an unprecedential opinion, the patient’s argument was rejected,
and it was concluded that there was “no record evidence that would permit a jury to infer
[patient’s injuries| were caused by the robot’s alleged malfunction” [41].

Several claims related to robotic surgeons discussed the lack of training Intuitive Surgical
or the hospital have provided to the operators [41]. For example, in Silvestrini v. Intuitive
Surgical, Inc. [41], the plaintiff alleged that Intuitive Surgical was “responsible for training
[hospital] staff members to use the surgical robot and that such training was ‘totally lacking

b

or woefully inept or inadequate In the same case, the plaintiff also alleged that the

hospital was responsible for “training its staff to use the robot”.
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The conclusion that can be drawn from the existing robotic surgery cases points that
there is currently no consistent legal response to when something goes wrong during a
robotic surgical procedure. Most of the cases thus far can be broadly grouped into those
seeking legal recourse against the manufacturer, and those focusing on the sufficiency of

training or certification of an operator.

10.2 Benefits and Legal Applicability of Operator Signatures-Based Methods
in Teleoperated Surgery

In their “2015 Top 10 Health Technology Hazards” report [7], The ECRI Institute listed
both robotic surgery and cyber security. Robotic surgery was listed as a threat because
of “complications due to insufficient training”, and cyber security because of “insufficient
protections for medical devices and systems”. Operator signatures-based technologies have
the potential to address both of these hazards, and to offer a new prospective into an
operator’s actions during a teleoperated surgery. Operator signatures can be seen not only
as a new source of information about a remote procedure, but also as one of the first forms
of empirical evidence for an operator’s actions during a remote surgical procedure. Having
this information available is, in turns, expected to facilitate and lead to:

e A growth in medical research on proper techniques,
e A clarified standard of care for sufficient surgical training,
e A clearer liability delineation, and

e Increased accountability resolution.

10.2.1  Growth in Medical Research on Proper Techniques

Since their emergence in the mid-1970’s, medical malpractice claims have been rapidly in-
creasing in numbers and cost, and the threat of medical malpractice claims has become an
integral past of the US health care costs. In 2010, the national medical malpractice cost
was estimated at $55.6 billion per year, of which $17-$29 billion per year was estimated to
be from preventable medical injuries [162].

One of the purposes of medical malpractice claims is to improve patient safety by com-

pensating injured patients, and more practically, by linking liable conduct to an established
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standard of care. This, in other words means, that in order for a plaintiff to prevail in a
medical malpractice case, there must be some determination of a physician’s proper stan-
dard of care. Currently, however, there is no single codification of a standard of care, and
to determine the standard of care in a medical malpractice action, parties tend to look at a

number of sources, including;:

Expert testimony by a qualified expert,

Guidelines adopted by specialized medical societies and public institutions,

Applicable case laws, and

Applicable regulations.

Since robotic surgery can still be considered a new medical practice, in many cases, there is
not yet an established standard of care. For instance, it has been noted that there currently
does not exist a standard of care for patient selection for robotic surgery [189]. One way
in which operator signatures-based methods are expected to help resolving this issue is by
providing empirical data that will facilitate the development of new evaluation methods for
robotic surgery. These evaluation methods will, in turn, facilitate the development of new

guidelines, as well as new training techniques for robotic surgery.

10.2.2 Clarified Standard of Care for Sufficient Surgical Training

For a long time, medical research has been very influential in determining an appropriate
standard of care for particular medical situation, see for example [161]. Along these lines,
operator signatures-based methods have a potential to aid and enable medical research
in a few directions. First, operator signatures can be used to develop a new knowledge
base for supporting evidence-based medicine practices. Evidence-based medicine (EBM) is
defined as “the judicious use of the best current evidence about the care of the individual
patient” [204], and it integrates the best external evidence with individual clinical expertise
and patients’ choices.

Operator signatures can aid EBM by providing a means to address “important technical
aspects of surgery...that are currently inadequately studied” [134]. For EBM to be useful,

however, there must exist a knowledge base that provides surgeons with external studies
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they can use to evaluate their own practices. Current studies on technical surgical aspects
are often burdensome because they require observers to review video of procedure [38].
Operator signatures-based methods have potential to make such studies significantly less
burdensome and more reliable. Operator signatures can also aid EBM by providing surgeons
with their own ‘playback’ of robotic surgical procedures they executed. This provides an
ability for direct comparison of surgeons’ actions with themselves, as well as with other
surgeons in the field.

In addition, operator signatures can potentially be used to monitor and control for
differences in skill in surgical robotics research. Authors of [77] recently identified the
need to control for a surgeon’s expertise in randomized control trials. They contend that
traditional randomized control trials for surgical interventions suffer from “expertise bias”
because they typically do not account for the individual surgeon’s expertise. This “expertise
bias” may skew results toward less technically challenging procedures.

Finally, the availability of operator signatures can enable research as to the validity of
operator signatures themselves. This type of validation research will be necessary to support
the use of operator signatures in legal cases, and it could aid in standard of care evaluations

in medical malpractice cases.

10.2.8 Clearer Liability Delineation

Operator signatures-based method will make available data that help is distinguishing be-
tween a potential robotic malfunction and a surgeon’s error. This has a potential to help
with distributing liability to where it may be warranted, and with increasing accountabil-
ity for all involved parties. In many cases “the most difficult burden the plaintiff has in
a case against a health care provider is proving that a breach of the standard of care in
fact caused the plaintiff’s injuries” [156]. The plaintiff must prove a number of aspects
that are typically in a defendant’s favor. These aspects include demonstrating causation
between a physician’s departure from the standard of care and the injury suffered, even

though “important scientific issues of causation are unsettled” [172].

By providing data about a surgeon’s actions, operator signatures make the question
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whether a surgeon departed from an established standard of care significantly easier to
answer. In these evaluative instances, operator signatures provide objective evidence of the

procedure in question. They can demonstrate that a surgeon:

o Acted consistently with his/her past procedures of the same nature,

o Deviated from his/her previous actions, but in ways within the asserted standard of

care, or

o Deviated substantially from his/her previous actions.

Additionally, the authorization properties of operator signatures could be used to track
surgeons’ states, such as if they are or are not fatigued.

Further, operator signatures may be useful to demonstrate that the alleged source of
the plaintiff’s harm was not a surgeon. For instance, the surgeon may have proceeded in
ways that were consistent with his/her past acceptable operators. Yet, the plaintiff was
still injured. Here, the surgeon would be able to show that his/her actions were within the
standard of care, and that some other action, possibly a robotic failure, was the source of
the harm. Or, the surgeon may have proceeded in ways completely inconsistent with the
alleged surgeon. There, the identification property of operator signatures may be used to
demonstrate that it was an individual other than the alleged operator who caused harm.

Finally, just as airplane black boxes provide investigators with a record of actions taken,
operator signatures may also be useful as evidence of what occurred during robotic surgery.

With an actual record in place, liability between actors may be more clearly delineated.

10.2.4 Increased Accountability Resolution

Robotic Failure: To demonstrate how operator signatures-based methods increase the
accountability resolution in robotic surgery, we start by considering a scenario where a
surgical robot mechanically fails, but the failure is only partial, and it still allows a surgeon
to continue the procedure. The surgeon is aware of the partial malfunction, and using the
available knowledge, decides to take additional actions to mitigate the partial malfunction.

Even with the operator’s mitigating actions, the patient suffers serious injury.
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In this robotic failure scenario, operator signatures may be used to delineate whether
or not the surgeon had knowledge of the robotic mechanical failure. This delineation be-
tween whether or not the surgeon knew about a defect matters for products liability and
malpractice. If the surgeon knew about the mechanical defect, then the manufacturer could
argue that it is not liable because of the learned-intermediary doctrine, which immunizes
a manufacturer from liability when the manufacturer provides adequate warnings to the
sophisticated user [159].

Whether or not the surgeon, operating the robot, can be considered a learned interme-
diary is, however, an open question, since the scope and the applicability of the doctrine is
not completely defined [53], and some researchers (e.g., [159]) have suggested that because
surgeons cannot be presumed to have expertise in engineering, in a products liability action,
whether a surgeon is a learned intermediary will require an adequate foundation.
Fatigued Surgeon: Let’s now consider the case where a surgeon performs a remote proce-
dure while dramatically fatigued. In this case, the robotic surgical system worked with no
malfunctions. During the surgery, however, the surgeon committed an error, which resulted
in serious injury to the patient.

Medical personnel’s fatigue is a clearly identified issue. For example, in study [158], it
was found that residents’ fatigue was ”prevalent, pervasive, and variable and accounted for
an increased risk of medical error”. Thus, detections of a surgeon’s own state may be useful
to determining hospital policies for fatigue and other personal impairments. For example,
the detection of measurable fatigue may indicate that a surgeon is unfit to perform the
operation. From an institutional level, the hospital may be able to use operator signatures
to develop scheduling and policies on fatigue. Such procedures may help limit the hospital’s
liability, and more importantly, reduce fatigue.

Compromised Communication Link: We lastly consider the case where the communi-
cation link between a surgeon and a robot is compromised. An unknown attacker compro-
mises the link and takes control of the robot, thus becoming able to take actions that can
seriously injures the patient. In this case, by logging operator signatures on both sides of
the network, a mismatch can be identified after the incident occurred by using the identi-

fication properties of operator signatures. This mismatch in the commands being sent by
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the surgeon and the commands received by the robot could be used to decisively show that
the surgeon was not in control of the robot at the time of the harm.
Once established that it was not the surgeon who caused injuries to the patient, the

questions of liability would shift to other factors, such as:

(a) What vulnerability did the intervening actor use?

(b) Who was responsible for maintenance of system or network where the vulnerability

was exploited?
(c) Is there contractual language involved in assigning liability for cyber security inci-

dents?
(d) Does the FDA provide guidance or requirements for cyber security risks?

(e) Is there relevant state or Federal law that discusses liability for cyber security inci-

dents?

10.3 Potential Issues Arising from the Use of Operator Signatures-Based Method
in the Teleoperated Surgery

The use of operator signatures-based methods in robotic surgery increases a potential for
several issues which are not present in the current robotic surgery. We recognize potential
privacy implications on surgeons as a most important question. Although practices of
monitoring operators’ actions already exist in commercial aerial and ground transportation
industries, see for example [103, 33, 96|, operator signatures-based methods may be seen as
privacy intrusive, and may have negative impacts on surgeons’ actions.

These methods are anticipated to be useful in identification and authentication of sur-
geons, as well as for real time monitoring and validation of surgeon’s actions throughout
the remote procedure, thus providing data about a surgeon’s:

(D1) Expertise and skill level,

(D2) Performance during the ongoing procedure,

(D3) Potential (both harmless and harmful) deviations from the surgeon’s earlier executions
of a similar procedure,

(D4) Potential deviations from other (equally skilled) surgeons’ executions of a similar pro-

cedure,
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(D5) Potential omissions, risky actions and errors, and

(D6) Mental state and capacity during the procedure.

This data could be used by multiple parties, for various purposes. For example, the operators

signatures data could be used by:

- Surgeons, for self-evaluation and training,

- Patients, as a part of treatment and further diagnosis,

- Other surgeons, for learning and training,

- Manufacturers, to better adapt a robot to surgeons’ needs

- Hospitals, for scheduling and evaluation,

- Professional medical societies and federal agencies, for surgeons’ evaluation and certi-
fication,

- Health insurances, for insurance and billing purposes,

- Courts, as potential proofs against surgeons, hospitals, and manufacturers, and

- Malicious entities, aiming to harm surgeons’ reputation and integrity.

From the listed examples, we see that there are many potential benign applications of

operator signatures data, but also many that surgeons may have a hard time agreeing with.

Moreover, we anticipate that an unregulated access to operator signatures data may make

surgeons:

(S1) Less willing to perform robotic surgery, even when doing so is beneficial for a patient.

(S2) Prone to taking more conservative and less risky actions, even when riskier actions
are warranted, and would actually be beneficial.

(S3) More nervous and prone to take defensive steps in order to justify their actions.

These negative consequences of the use of operator signatures data clearly indicates that
there is a strong need to requlate who, when (under which circumstances) and for how long
should have access to the data, and how such data should be used.

Treating operator signatures data as other biometric or biosignal data, especially as a
person’s genetic or neural data may provide the first avenue for determination of rules of

proper use of this data.
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10.4 Perspective on the Next Step Once Operator Signatures-Based Alarm
Has Been Raised

Once operator signatures-based mechanism detects an anomaly during a teleoperated robotic
procedure, it should react, allowing the system to prevent potential mechanical failures, hu-
man errors or malicious activities from causing further damage to the system. There are

several potential ways the system could go about that:

(O1) Completely stop the ongoing teleoperated procedure to the nearest safe stopping point,

(0O2) Completely stop the ongoing teleoperated procedure, and restart it from some safe
starting point,

(O3) Completely stop the ongoing teleoperated procedure, and move to the manual oper-
ating mode,’

(O4) Disconnect a robot and an operator, and switch the robot to a (semi-)autonomous

operating mode.

In many cases, options O1-0O3 may not be viable for teleoperated robotic surgery, leaving
the last option as the only available. Yet, the option of switching to a (semi)-autonomous
operating mode opens up a variety of technical, as well as legal and regulatory questions.
Some important technical challenges in enabling a teleoperated robot to switch to an (semi)-

autonomous operating mode include:

(C1) Defining the set of system states and dangerous surgeons’ commands that, when de-

tected, allow a robot to block them and switch to autonomous operating mode,

(C2) Defining the allowed set of operations a robot is allowed to perform in the emergency

autonomous mode, end

(C3) Defining the rules to communicate system states that a robot will use when starting

autonomous operation.
10.5 Summary

Operator signatures-based techniques are expected to enable more efficient and reliable

identification, authentication and evaluation of operators of teleoperated robotic systems,
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based on the assumption that every operator interacts with, and controls a remote robot in a
unique way. Additionally, operator signatures-based method are expected to enable robust
and reliable detection of possible anomalies during a teleoperated procedure, as well as to
have a wide application in teaching and training phase of different teleoperated procedures.

In this chapter, we address legal, ethical and societal questions that are likely to arise
with the use of operator signature-based methods as a part of teleoperated robotic systems.
We focus on the following three questions: (i) what are the benefits of using the concept
of operator signatures in teleoperated robotic systems, (ii) what potential issues may arise
from the use of operator signatures in teleoperated system and (iii) what is the legal and
ethical perspective on the expected next steps within a teleoperated robotic system, once
signature-based alarm has been raised. We put the specific emphasis on the first question,
which we answer in the context of the next generation surgical robotic systems.

We show that operator signatures-based techniques can refine the standard of care for
robotic surgical procedures, and that they can be used to better determine the minimum
level of training of medical personnel using surgical robots. We further also show that
operator signatures-based mechanisms may provide objective empirical evidence of an indi-
vidual operator’s actions during robotic surgery, thus allowing for a clearer delineation of

operators’ liabilities, and well as a more reliable accountability resolution.
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Chapter 11

RELEVANT OTHER PROJECTS, REMAINING QUESTIONS AND
FUTURE WORK

In addition to security and privacy investigations of brain-computer interfaces and tele-
operated robotic systems, I was involved with a few other projects: (i) security of wireless
sensor networks, (ii) jamming attack analysis and (iii) ethical and legal considerations of
emerging closed-loop deep brain stimulators. This chapter gives a brief overview of these

projects.

11.1 Security of Wireless Sensor Networks (WSNs)

In this project, our focus was on persistent attacks that can skew network structure or allow
an attacker to gain knowledge about internal-states of the network. One such attack is
the node capture and cloning, where an attacker physically compromises (captures) network
sensors (nodes) and extracts the data specific to them. The attacker then uses compromised
nodes to mount a variety of secondary attacks such as jamming, false data injection or
selective data collusion. In addition, the attacker may fabricate functionally equivalent
replicas of captured nodes, referred to as clones, and deploy them back into the WSN, in

order to gain control over the network or tamper with network operation.

As a part of this project, we proposed and developed a method to mitigate node capture
attacks, which does not depend on the number of compromised and cloned nodes present in
the network, thus guaranteeing graceful network degradation under attack. This involved:
(a) developing a mathematical model of the node capture and cloning attack, (b) analyzing
the existing clone detection methods and developing a new optimization framework to fa-
cilitate efficient detection, and (c) modeling and analyzing interaction between the network

manager and a persistent attacker in a game-theoretic setup.
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11.1.1 Threat Model of Node Capture and Cloning Attack

To develop a mathematical model of the node capture and cloning attack, we mapped the
given network security problem into a control-theoretic problem. We then showed that
the actions of an attacker and the corresponding network response can be modeled as the

following dynamical model [43]:
T = MM —xz(t)] — px(t) +wn

y(t) = va(t) + wall) (11.1)
where z(t) denotes the number of compromised network nodes, M the number of nodes an
attacker needs to compromise to get an access to all cryptographic secrets, A the average rate
at which an attacker captures nodes, w, the number of deployed clones, w, the number of
valid nodes whose all cryptographic secrets are compromised, v the detection rate of clones
and p the minimum revocation rate required to guarantee secure connectivity of all valid

nodes.

Using dynamical model (11.1), we then
mapped the problem of network re-
sponse into the optimal control prob-

lem:
u(t) = —px(t) +uyps (11.2)

where u(t) represents the total number

of nodes to be revoked from the net- | T e e ] —

work at time ¢, —pux(t) the number of Figure 11.1: A snapshot of the developed simulator, used

for analysis of network’s dynamics, stability and perfor-
detected nodes that should be revoked, ance under the node capture and cloning attack. Blue
vertices represent valid network nodes, red compromised
and cloned nodes, and grey revoked nodes. Black edges
represent valid, protected communication links, red com-
promised links, and grey links whose cryptographic secrets
are revoked.

and uyy the number of nodes that do
not have to be revoked, but whose cryp-
tographic secrets should be refreshed at
time ¢t. We further showed that the revocation rate u can be found as the solution (optimal

control gain) of the following Linear Quadratic Regulator (LQR) problem:

J = /Oo[ac(T)TQx(T) + u(T)TRu(T)]dT (11.3)
0
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where cost components (Q and R can be completely characterized in terms of network
parameters. Details of network parameters mapping and costs ) and R can be found in [43,
44]. Using the developed control theoretic framework (11.1)—(11.3), we developed a simple
network simulator, which allows one to analyze dynamics, stability and operational point
of a WSN under node capture and cloning attack, and to jointly evaluate the performance
of applied monitoring, detection and revocation methods. A snapshot of the simulator is

depicted in Figure 11.1.

11.1.2  Convex Optimization Framework for Clone Detection in WSNs

As a part of this project, we analyzed the existing methods for detection of cloned and com-
promised nodes. Based on the conducted analysis, we observed that WSNs experience three
negative effects under the attack. First, the undetected malicious nodes may significantly
affect WSN’s operation. Second, all clone detection methods impose an additional commu-
nication and storage overhead on the network. Finally, in some clone detection methods,
a subset of valid nodes may falsely be identified as cloned and revoked. As a result, these
false revocations may significantly degrade network’s performance.

Based on this observation, we developed an analytical (convex optimization) framework
for evaluation of clone detection methods, which allows quantitative analysis of the impact
of the attack and the corresponding network’s response. Moreover, the developed framework
provides a systematic way for a network manager to choose the appropriate parameters of
a detection method, such that the WSN performance is optimal with respect to identified
negative effects. The developed framework considers four costs experienced by the targeted

WSN, which we defined as [49]:

1. Communication Cost C; — the average number of bits a node has to transmit dur-
ing one iteration of detection. This cost is proportional to the average number of

transmissions required by each node during detection.

2. Storage Cost Cy — the average number of bits a node needs to store during one iter-
ation of detection. This cost is proportional to the number of messages stored by an

individual node.
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3. Cost of Undetected Compromised Nodes C5 — the impact a set of compromised nodes
has on the performance of the WSN. This cost is defined as the total number of bits
injected or corrupted by all compromised nodes.

4. Cost of False Revocation Cy — the reduction in the available bandwidth (in bits),
due to the fact that a node falsely identified as compromised is revoked and cannot
transmit messages any more. This cost is applicable to those detection methods that
allow false alarms, and it is proportional to the number of falsely identified nodes per

one iteration of clone detection.

Using costs C1 — C4, we showed that an inherent tradeoff between an additional commu-
nication and storage overhead imposed by the detection methods, and the effectiveness of
that method can be characterized by minimizing the convex combination of costs, leading

to the following optimization problem [49, 48]:
min C = 51Cq + B2Cy + B3C3 + B4Cy (11.4)

where (;, i € [1,4] represent the weights given to the specific costs. The weights are
nonnegative real numbers, satisfying Z?Zl B; = 1. Using optimization framework (11.4), we
analyzed several clone detection methods, and for each of them, proposed an efficient optimal
parameter selection algorithm. Detailed derivation of parameter selection algorithms can

be found in [49].

11.1.3 Game-Theoretic Framework for Node Capture and Cloning Attacks

As a final step in designing efficient WSNs, secure against the node capture and cloning
attacks, we observed that there are two aspects to the attack, namely: (1) the impact of the
attack on the network performance, and (2) the interaction between the attacker and the
network manager over the lifespan of the network. To incorporate both of these aspects,
we showed that the node capture and cloning attacks can be analyzed in a game-theoretic
framework [42]. We modeled the attacker-network manager interaction as simultaneous,
noncooperative, two-player games, where an attacker, choosing the appropriate capture
strategy and capture rate, represents one player, and the network manager, choosing the

appropriate detection and revocation methods and corresponding rates, the other player.
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We considered two models of the attack: a deterministic dynamical model (11.1), and
a more general stochastic (Markovian) model [42]. The Markovian model represents an at-
tacker whose capture actions appear random to the network manager. For such an attacker,
the capture process can be modeled as a Poisson process X (t) with capture rate A\, where
X (t) represents the number of captured nodes present in the network at time ¢ [42]:

L () = K = e 0 115)

Similarly, we showed that for every node, revocation time r; can be assumed to have expo-

nential distribution with the revocation rate equal to the probability of detection, Py:
Plr; <T]=1—eTdl T >0 (11.6)

We then showed that taken together, assumptions about the capture and revocation pro-
cesses imply that the node capture and cloning attack on a WSN can be modeled as an
M/M/N/N queue, where the capture process maps into the arrival process, the number of
captured nodes into the number of customers in the system, and the revocation process into
the service process.

For deterministic model (11.1), we developed three games, all of which have quadratic
utility for the network, whereas the attacker’s utility depends on the assumptions about
his abilities. For stochastic model (11.5), (11.6), we developed a game with convex utility
functions. For each game, we proved the existence of a pure strategy Nash Equilibrium and

presented an efficient way of solving the game. Detailed derivation can be found in [42].
11.2 Analysis of Control Channel Jamming Attack on WSNs

In addition to node capture and cloning attack, we studied the control channel jamming at-
tack against wireless networks. In wireless networks, control channels are essential for timely
dissemination of network management information. Thus, by simply jamming management
messages, an attacker can efficiently disrupt network services. The problem of preventing
such an attacker becomes increasingly challenging in the presence of compromised insid-
ers. We formulated the control channel jamming attack as a control-theoretic problem,

and developed a linearized dynamical model of a wireless network under this attack. Using
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Figure 11.2: High-level block diagram of a wireless network under control channel jamming attack: wu[t]
represents the number of users to be removed from the network, r[t] the users feedback information, v [t]
the measured probability that users are jammed, v2[t] the measured probability that users are compromised,
y1[t] the number of jammed users and ys[t] the number of compromised insiders.

linear quadratic optimal control theory, we developed a method for a network to efficiently
respond to the attack. We also showed how feedback information about jammed frequency
channels and the current positions of jammed network users can be used to estimate the
set of compromised insiders. A high-level block diagram of a wireless network under the

control channel jamming attack is depicted in Figure 11.2.

11.3 Legal Considerations of Emerging Closed-loop Deep Brain Stimulators

Deep brain stimulator (DBS), also known as “brain pacemaker” is an accepted and clini-
cally effective form of neuroprosthetic treatment, with a user basis of more than 100 000
implanted patients. DBS are being userd for a variety of common and debilitating neuro-

logical disorders, such as Parkinson’s disease and essential tremor [171].

This device typically consists of a control and power unit implanted in a user’s chest cav-
ity, connected to a set of trans-cranial electrodes which extend into a user’s brain. Current
DBS implementations, however, have no sensors, thus lacking the capacity to determine
whether a user is currently experiencing pathological symptoms. Such open loop systems
must be continuously active while a user is conscious in order for the system to grant any
therapeutic benefits. This continual stimulation overexposes users to potential side effects
of DBS, which may include physical sensations such as tingling, burning, and proprioceptive
distortions. Additionaly, some users have also been reporting neuropsychiatric side effects,

including cognitive and speech disfunction, impulsivity, and changes in self-image. Con-
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stant stimulation also limits the implanted system lifespan, as the DBS control unit must
be surgically replaced once its battery is exhausted.

Recent research efforts suggest that more advanced implementations of DBS, where stim-
ulation is selectively delivered depending on the state of the patient, may be viable. Proof
of concept for a closed-loop deep brain stimulator (CL-DBS), capable of detecting the onset
of a user’s symptoms via co-implanted sensors, then delivering stimulation proportional to
the duration and severity of the pathological brain activity, has recently been presented.
Such a device offers several important advantages: the minimization of adverse side ef-
fects, the capability to tune implant response to symptom severity, and extended system
lifespan [108].

While the engineering challenges surrounding closed-loop DBS are still the subject of
ongoing research and development, in this project we investigated several societal, legal and
ethical questions related to the potential use of these emerging technologies. The driving
force behind this project was the investigation whether giving users volitional control over
a CL-DBS system is ethically and legally permissible. Our findings indicate that granting
a patient (user) a volitional control over his/her CL-DBS is not only permissible, but is
in fact advantageous when compared to the alternative of making the system’s operation
entirely automatic. From an ethical perspective, volitional control maintains the integrity
of the self by allowing the user to view the technology as restoring, preserving, or enhancing
ones abilities without the fear of losing control over one’s own humanity. This preservation
of self-integrity carries into the legal realm, where giving users control of the system keeps
responsibility for the consequences of its use in human hands. Our analysis framed these
issues within the context of tort liability, since the tort law framework provided numerous
points of comparison and commonality with existing technologies. Further, being predicated
on the concept of individual responsibility, tort theory allowed us to draw directly on the

the philosophical issues at stake.
11.4 Remaining Questions and Future Work

Work presented in this dissertation focuses on security and privacy risks that may arise

with personalized cyber-physical systems. These are the systems able to adapt to their
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users’ needs, abilities and preferences by collecting and analyzing data about themselves
and their users, in search for unique features and patterns which are then used for system
personalization.

Even though, in many cases, no real concerns or threats have been reported yet, many of
emerging personalized CPS will likely be used in safety-critical application where possible
security and privacy compromises may have severe and long-lasting negative effects. Because
of that, as well as the early developmental stage of these technologies, this dissertation
advocates that security and privacy for personalized CPS should be considered as a part of
the design.

In doing so, this dissertation focuses on two emerging biomedical cyber-physical systems,
brain-computer interfaces and teleoperated robotic systems. We start from the human
component of the cyber-physical system, and propose that users’ idiosyncrasies, in the way
users interact with a system, expose these systems to potential security and privacy risks. At
the same time, however, users’ unique traits can be used to increase the system’s security,
privacy and usability properties.

Major parts of this dissertation focus on: (i) understanding the risk of private infor-
mation extraction when users’ electro-physiological signals are used as information sources
(i) prevention of malicious private information extraction, (iii) understanding cyber secu-
rity risks against teleoperated robotic systems, and (iv) prevention of cyber attacks against

teleoperated robots.

11.4.1 Understanding the Risks of Private Information Extraction from Users’ Electro-
physiological Signals

In Chapters 3 and 4, we present experimental and theoretical analysis of the feasibility of
private information extraction when non-invasive EEG-based BCIs are being used. Exper-
imental analysis is conducted through a series of experiments involving human subjects,
where, as a part of the experiments, subjects were presented with a variety of visual stimuli,
both conscious and subliminal. To analyze the obtained experimental data, we focus on the

Event Related Potential (ERP), neural responses associated with specific sensory, cognitive
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and motor events [141], and investigate the feasibility of different ERP components, such as
P300, N400, P600 and ERN (Error Related Negativity), for private information extraction.

Possible steps to extend this work include:

e Investigation and evaluation of the feasibility of other EEG components for private

information extraction

e Investigation of the feasibility of other electro-physiological signals as sources of private
information.

e Investigation of correlation between different electro-physiological and biosignals. More
broadly, investigation of possible ways to perform sensor fusion between different
electro-physiological and biosignals in order to improve and enhance biomedical and
bio-engineered systems.

e Experimental and theoretical investigation of novel methods of presenting stimuli to

users in order to efficiently and reliably elicit their responses.

11.4.2 Prevention of Malicious Private Information Extraction

Based on our hypothesis that electroencephalograms can be decomposed in real time into
characteristic components, which provide sufficient information about a user’s conscious and
intended messages, in Chapter 5, we propose an approach to prevent the identified privacy
threats, referred to as the BCI Anonymizer. It is an interface between the BCI sensors and
BCI applications, taking raw electro-physiological signals as inputs, and decomposing them
into a collection of characteristic components.

Possible next steps to extend this work include:

e Making algorithms used for filtering of different components of EEG robust and fast

enough, in order to make the BCI Anonymizer a real time BCI component.

e Implementing the BCI Anonymizer in hardware, as an actual part of a BCI, and

evaluating its performance.
e Investigation of the BCI Anonymizer’s applicability to other bio-amplifiers.

e Investigation of other possible methods to prevent private information extraction in

BClIs.
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11.4.83 Understanding Cyber Security Risks Against Teleoperated Robots

In Chapters 7 and 8, we identify possible cyber security attacks against teleoperated robotic
systems, and classify them based on the impact they have on a human operator. For each
of these classes, we assess the level of the actual impact of an attack on a teleoperated
procedure through a series of experiments involving human participants. Our experiments
are based on established robotic surgery tasks, and we quantify the impact using Fitts’ law.
We show that an attack does not impact all components of a teleoperated robotic procedure
equally. Typically, different attacks have a less prominent impact on the “free movement”
component than on the “fine motor (homing)” component of a procedure [50].

Possible next steps to extend this work include:
e Gaining better understanding of subtasks of a teleoperation procedure.

e Theoretical and experimental analysis of the impact of various cyber attacks on dif-

ferent teleoperation subtasks.

11.4.4 Prevention of Cyber Attacks Against Teleoperated Robots

Based on our hypothesis that every teleoperator has a unique way of interacting with a
robot and with the environment, referred to as operator signature, in Chapter 9 we propose
new approaches to identify and authenticate a teleoperator, and to quickly detect poten-
tial attacks on teleoperated robotic surgery [61]. These approaches leverage the available
information about a surgeon’s haptic device, a robot’s end effectors, and the exchanged mes-
sages, in order to detect malicious activities, but also any potential robot’s and surgeon’s
anomalies during a procedure.

Possible next steps to extend this work include:

e Investigation of haptic passwords, and their applicability to other “touch” based de-
vices, such as tablets, smart phones, and touch screen terminals.

e Implementation and experimental evaluation of operator signatures-based monitoring
and detection system, in terms of its speed, accuracy and robustness.

e Investigation and development of protocols and mechanisms to switch to safe and

secure operating mode once an anomaly or malicious activity has been detected. These
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mechanisms may involve switching to a temporary autonomous operating mode.
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Chapter 12

CONCLUSION

People are increasingly embracing the trend of technology personalization, where differ-
ent systems that they use in everyday life adapt to their needs, abilities and preferences.
This adaptation comes as a result of a system’s ability to collect data about itself and its
users, and analyze it in search for unique features and patterns which are then used for
system personalization. Examples of personalized cyber-physical technologies are many,
with many more to come, from buildings learning about inhabitants’ daily routines and

preferences [13], to music, video and shopping recommendation systems [19, 14, 1].

The personalization trend is expected to be particularly important for biomedical cyber-
physical systems, where data about patients, and/or medical practitioners is expected to
allow systems to better adapt to medical needs. Yet, this trend is not without risks. Any
time data about users and systems is recorded, processed, and possibly stored for future
analysis, security and privacy risks arise. Misusing the collected data gives rise to threats
ranging from compromising or breaking systems to shaming, manipulating or physically

harming users.

This dissertation focuses on security and privacy risks that have recently arisen, or may
arise with personalized cyber-physical technologies. We approach the issue by focusing on
the human component of a cyber-physical system, and propose that users’ idiosyncrasies, in
the way users interact with a system, expose these systems to potential security and privacy
risks. At the same time, however, users’ unique traits can be used to increase the system’s
security, privacy and usability properties.

Drawing from the stated hypothesis, this dissertation focuses on three questions: (1)
how do (how could) biomedical cyber-physical systems use users’ idiosyncrasies, (2) what
security and privacy vulnerabilities may arise due to the use of users’ unique traits, and

(3) how can users’ idiosyncrasies be leveraged to increase systems’ security and privacy?
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These question are answered in the context of two emerging biomedical technologies, brain-
computer interfaces and teleoperated robotic systems.

In Chapters 2 — 6, potential privacy risks related to non-invasive brain-computer in-
terfaces are investigated and addressed. We present experimental and theoretical results
of the feasibility of extraction of private information using BCIs. Experimental analysis is
conducted through a series of experiments involving human subjects, where, as a part of the
experiments, subjects were presented with a variety of visual stimuli, and their responses
to stimuli are analyzed. Based on the hypothesis that EEGs can be decomposed in real
time into characteristic components, which provide sufficient information about a user’s
conscious and intended messages, we then propose an approach to prevent the identified
privacy threats, referred to as the BCI Anonymizer.

In Chapters 7 — 10, security risks that may arise with the next generation teleoperated
robotic system are identified and addressed. We classify possible attacks based on the
impact they have on a human operator, and for each class, assess the level of the actual
impact of an attack through a series of experiments involving human participants. Based
on our hypothesis that every teleoperator has a unique way of interacting with a robot and
with the environment, referred to as operator signature, we then propose a new approach
to quickly detect potential attacks on teleoperated robotic surgery [61]. This approach
leverages the available information about a surgeon’s haptic device, a robot’s end effectors,
and the exchanged messages, in order to detect malicious activities, but also any potential
robot’s and surgeon’s anomalies during a procedure.

This dissertation enhances the basic knowledge of personalized biomedical cyber-physical
systems. It relies on, and at the same time makes fundamental contributions to security and
privacy, robotics, and neural engineering research areas. By leveraging the unique properties
of cyber-physical systems, it proposes novel mitigation and prevention strategies, based on
the uniqueness of a human component within a cyber-physical system. The obtained results
are broader than the two investigated applications, and they are expected to be relevant

and applicable to a wide range of emerging cyber-physical technologies.
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Table A.1: Additional information about subjects participating in experimental study “Brain-Computer

Interface (BCI) Security and Privacy.

Subject’s ID | Subject’s Age | Subject’s Gender
S1 44 Male
S2 32 Male
S3 25 Male
S4 26 Male
S5 19 Female
S6 19 Female
S7 22 Female
S8 19 Male
S9 26 Male
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UNIVERSITY OF WASHINGTON
EXPERIMENTAL QUESTIONNAIRE

Brain-Computer Interface (BCI) Security and Privacy

Experiment number:

Date:

The purpose of this questionnaire is to protect your privacy. In each of the following questions,
we ask you to please choose one or more items that a personal importance to you. By not
revealing any details as to how you made the selection, your selections will appear random to us,
thus preventing any possible privacy implications.

1. Numbers:

Please choose two numbers that have a special meaning to you, and that you would immediately
recognize (for example, a part of your phone number, your year of birth, your license plate
number). You may include slashes, dashes, or other punctuation that would normally be written
with these numbers.

First number:

Second number:

2. Names:

Please choose two first names that have a high significance and/or a special meaning to you (for
example, your mom’s first name, your sibling’s first name, your significant other’s first name, the
name of your pet).

Name 1:

Name 2:

3. Places:

Please choose the names of two places (geographical locations) that have a special meaning to you
(for example, your hometown, your favorite vacation place, or the city you’d very much like to
visit).

Place 1:

Place 2:

BCI Privacy and Security 6/17/2013
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4. People:

Please, check all the people that you recognize on the pictures below. For those that you
recognize, please write down their names and occupations.

BCI Privacy and Security 6/17/2013
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BCI Privacy and Security 6/17/2013
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UNIVERSITY OF WASHINGTON
EXIT QUESTIONNAIRE

Brain-Computer Interface (BCI) Security and Privacy

Experiment number:

Date:

The purpose of this questionnaire is to helps us assess your experience of the experiment. Please
note that we will not use your answers to this questionnaire to try to extract any private or
personal information about you.

1. How do feel about the experiment, in which information was extracted from your
brain signals, now that you have participated?

(a) RELAXED - i.e., I feel comfortable and relaxed about having this information
extracted.

(b) NEUTRAL —i.e., I do not have any particular feelings about my participation.

(c) UNCOMFORTABLE - i.c., I feel a bit uncomfortable/concerned about having this
information extracted.

2. Did you notice anything that surprised you during the experiment?
(a) YES.
(b) NO.

3. If your answer to question 2 is YES, please explain below:

4. Would you be willing to participate in other experiments as a part of this study?
(a) YES.
(b) NO.

BCI Privacy and Security 6/17/2013
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5. May we contact you about participating in future studies?
(a) YES.
(b) NO.

BCI Privacy and Security 6/17/2013
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Appendix B
TELEOPERATION SECURITY EXPERIMENTS

Table B.1: Table of experiments conducted as a part of study “Analysis of the Impact Adversarial Attacks
Have on Teleoperated Procedures”.

Experiment # Attack or Defense Exp. Task # of Subjects
Exp. 1 Delay attacks FLS task 14
Exp. 2 Intent modification attacks FLS task 6
Exp.3 Denial-of-service attacks Fitts’ task 11
Exp. 4 Delay attacks Fitts’ task 10
Exp. 5 Haptic passwords Haptic interaction task 9
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Table B.2: Additional information about subjects participating in experimental study “Analysis of the
Impact Adversarial Attacks Have on Teleoperated Procedures” - Experiment 1.

Exp. # | Subject’s ID | Subject’s Age | Subject’s Gender | Subject’s Handedness
Exp.1 S1 19 Female Right
Exp.1 S2 24 Male Right
Exp.1 S3 26 Female Right
Exp.1 S4 21 Female Right
Exp.1 S5 25 Male Right
Exp.1 S6 25 Male Right
Exp.1 S7 20 Male Right
Exp.1 S8 20 Female Right
Exp.1 S9 19 - -
Exp.1 S10 24 Female Right
Exp.1 S11 22 Female Right
Exp.1 S12 21 Male Right
Exp.1 S13 22 Female Right
Exp.1 S14 27 Female Right
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Table B.3: Additional information about subjects participating in experimental study “Analysis of the
Impact Adversarial Attacks Have on Teleoperated Procedures” - Experiments 2 and 3.

Exp. # | Subject’s ID | Subject’s Age | Subject’s Gender | Subject’s Handedness
Exp.2 S15 - Male -
Exp.2 S16 - Male -
Exp.2 S17 - Male -
Exp.2 S18 - Male -
Exp.2 S19 - Male -
Exp.2 S20 - Female -
Exp.3 S21 21 Female Right
Exp.3 S22 27 Male Right
Exp.3 S23 28 Female Right
Exp.3 S24 27 Male Right
Exp.3 S25 23 Male Right
Exp.3 S26 24 Female Right
Exp.3 S20 20 Male Right
Exp.3 S28 26 Male Right
Exp.3 S29 30 Male Right
Exp.3 S3 26 Female Right
Exp.3 S30 24 Male Right
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Table B.4: Additional information about subjects participating in experimental study “Analysis of the
Impact Adversarial Attacks Have on Teleoperated Procedures” - Experiments 4 and 5.

Exp. # | Subject’s ID | Subject’s Age | Subject’s Gender | Subject’s Handedness
Exp.4 S3 16 Female Right
Exp.4 526 24 Female Right
Exp.4 S31 25 Female Right
Exp.4 S25 23 Male Right
Exp.4 S32 23 Female Right
Exp.4 S21 21 Female Right
Exp.4 529 30 Male Right
Exp.4 S8 20 Female Right
Exp.4 S23 28 Female Right
Exp.4 S28 26 Male Right
Exp.5 S32 30 Female Left
Exp.5 S14 27 Female Right
Exp.5 S21 21 Female Right
Exp.5 523 28 Female Right
Exp.5 S33 24 Male Right
Exp.5 S24 27 Male Right
Exp.5 S34 29 Female Right
Exp.5 526 24 Female Right
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UNIVERSITY OF WASHINGTON

SUBJECT SURVEY
Analysis of the Impact Adversarial Attacks Have of Teleoperated Procedures

Experiment number:

Experimental order:

Trial 1:
1. How easy/difficult was it to reach the block?
(easy) 0 1 2 3 4 5 6 7 (difficult)

2. How easy/difficult was it to grab the block?
(easy) 0 1 2 3 4 5 6 7 (difficult)

3. How easy/difficult was it to move between the pick-up location to the put-down location
(easy) 0 1 2 3 4 5 6 7 (difficult)

4. How easy/difficult was it to transfer the block from one hand to the other?
(easy) 0 1 2 3 4 5 6 7 (difficult)

3. Overall, how easy/difficult was it to perform tasks using this system?
(easy) 0 1 2 3 4 5 6 7 (difficult)

Trial 2:
1. How easy/difficult was it to reach the block?
(easy) 0 1 2 3 4 5 6 7 (difficult)

2. How easy/difficult was it to grab the block?
(easy) 0 1 2 3 4 5 6 7 (difficult)

3. How easy/difficult was it to move between the pick-up location to the put-down location
(easy) 0 1 2 3 4 5 6 7 (difficult)

4. How easy/difficult was it to transfer the block from one hand to the other?
(easy) 0 1 2 3 4 5 6 7 (difficult)

3. Overall, how easy/difficult was it to perform tasks using this system?
(easy) 0 1 2 3 4 5 6 7 (difficult)

Secure Telerobotics — Subject Survey, 02/20/2014
Version 1.0 10f5
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Trial 3:
1. How easy/difficult was it to reach the block?
(easy) 0 1 2 3 4 5 6 7 (difficult)

2. How easy/difficult was it to grab the block?
(easy) 0 1 2 3 4 5 6 7 (difficult)

3. How easy/difficult was it to move between the pick-up location to the put-down location
(easy) 0 1 2 3 4 5 6 7 (difficult)

4. How easy/difficult was it to transfer the block from one hand to the other?
(easy) 0 1 2 3 4 5 6 7 (difficult)

3. Overall, how easy/difficult was it to perform tasks using this system?
(easy) 0 1 2 3 4 5 6 7 (difficult)

Trial 4:
1. How easy/difficult was it to reach the block?
(easy) 0 1 2 3 4 5 6 7 (difficult)

2. How easy/difficult was it to grab the block?
(easy) 0 1 2 3 4 5 6 7 (difficult)

3. How easy/difficult was it to move between the pick-up location to the put-down location
(easy) 0 1 2 3 4 5 6 7 (difficult)

4. How easy/difficult was it to transfer the block from one hand to the other?
(easy) 0 1 2 3 4 5 6 7 (difficult)

3. Overall, how easy/difficult was it to perform tasks using this system?
(easy) 0 1 2 3 4 5 6 7 (difficult)

Secure Telerobotics — Subject Survey, 02/20/2014
Version 1.0 20of5



Trial 5:
1. How easy/difficult was it to reach the block?
(easy) 0 1 2 3 4 5 6 7 (difficult)

2. How easy/difficult was it to grab the block?
(easy) 0 1 2 3 4 5 6 7 (difficult)

3. How easy/difficult was it to move between the pick-up location to the put-down location
(easy) 0 1 2 3 4 5 6 7 (difficult)

4. How easy/difficult was it to transfer the block from one hand to the other?
(easy) 0 1 2 3 4 5 6 7 (difficult)

3. Overall, how easy/difficult was it to perform tasks using this system?
(easy) 0 1 2 3 4 5 6 7 (difficult)

Trial 6:
1. How easy/difficult was it to reach the block?
(easy) 0 1 2 3 4 5 6 7 (difficult)

2. How easy/difficult was it to grab the block?
(easy) 0 1 2 3 4 5 6 7 (difficult)

3. How easy/difficult was it to move between the pick-up location to the put-down location
(easy) 0 1 2 3 4 5 6 7 (difficult)

4. How easy/difficult was it to transfer the block from one hand to the other?
(easy) 0 1 2 3 4 5 6 7 (difficult)

3. Overall, how easy/difficult was it to perform tasks using this system?
(easy) 0 1 2 3 4 5 6 7 (difficult)

Secure Telerobotics — Subject Survey, 02/20/2014
Version 1.0 30of5
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Trial 7:

1. How easy/difficult was it to reach the block?
(easy) 0 1 2 3 4 5 6 7 (difficult)

2. How easy/difficult was it to grab the block?
(easy) 0 1 2 3 4 5 6 7 (difficult)

3. How easy/difficult was it to move between the pick-up location to the put-down location
(easy) 0 1 2 3 4 5 6 7 (difficult)

4. How easy/difficult was it to transfer the block from one hand to the other?
(easy) 0 1 2 3 4 5 6 7 (difficult)

3. Overall, how easy/difficult was it to perform tasks using this system?
(easy) 0 1 2 3 4 5 6 7 (difficult)

Trial 8:
1. How easy/difficult was it to reach the block?
(easy) 0 1 2 3 4 5 6 7 (difficult)

2. How easy/difficult was it to grab the block?
(easy) 0 1 2 3 4 5 6 7 (difficult)

3. How easy/difficult was it to move between the pick-up location to the put-down location
(easy) 0 1 2 3 4 5 6 7 (difficult)

4. How easy/difficult was it to transfer the block from one hand to the other?
(easy) 0 1 2 3 4 5 6 7 (difficult)

3. Overall, how easy/difficult was it to perform tasks using this system?
(easy) 0 1 2 3 4 5 6 7 (difficult)

Secure Telerobotics — Subject Survey, 02/20/2014
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Trial 9:
1. How easy/difficult was it to reach the block?
(easy) 0 1 2 3 4 5 6 7 (difficult)

2. How easy/difficult was it to grab the block?
(easy) 0 1 2 3 4 5 6 7 (difficult)

3. How easy/difficult was it to move between the pick-up location to the put-down location
(easy) 0 1 2 3 4 5 6 7 (difficult)

4. How easy/difficult was it to transfer the block from one hand to the other?
(easy) 0 1 2 3 4 5 6 7 (difficult)

3. Overall, how easy/difficult was it to perform tasks using this system?
(easy) 0 1 2 3 4 5 6 7 (difficult)

Trial 10:
1. How easy/difficult was it to reach the block?
(easy) 0 1 2 3 4 5 6 7 (difficult)

2. How easy/difficult was it to grab the block?
(easy) 0 1 2 3 4 5 6 7 (difficult)

3. How easy/difficult was it to move between the pick-up location to the put-down location
(easy) 0 1 2 3 4 5 6 7 (difficult)

4. How easy/difficult was it to transfer the block from one hand to the other?
(easy) 0 1 2 3 4 5 6 7 (difficult)

3. Overall, how easy/difficult was it to perform tasks using this system?
(easy) 0 1 2 3 4 5 6 7 (difficult)

Secure Telerobotics — Subject Survey, 02/20/2014
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