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Spear phishing attacks are considered one of the most elaborate forms of social engineering.
It presupposes that an attacker designs a scam to obtain the personal information of specific
users from their social media accounts. It involves a preliminary analysis of targeted users
and their online behaviors needed to persuade them that a malicious link or attachment
is sent by a trusted person. This attack implies that human beings are the weakest link
within a security system; their vulnerabilities could be exploited. The most detrimental
consequences following spear phishing attacks are financial losses, network compromises,
loss of login credentials, and malware installation.

This quantitative study used Protective motivated theory (PMT) to examine the impact
of education and fear appeals on users’ knowledge and abilities to identify spear phishing
attacks. Three interventions were implemented: an education intervention, a fear appeal
intervention, and a combined education and fear appeal intervention. The control group
was used for comparison purposes. This study was conducted as an online experiment that
was managed via the Qualtrics platform. It has 726 participants, and they were assigned
randomly into four groups; after interventions, there was a spear phishing test to evaluate
their knowledge and abilities to identify spear phishing attacks. The spear phishing test was

administered to compare the efficacy of every intervention group (education, fear appeal,



and combined education and fear appeal) to the control group. The experiment findings
revealed no statistically significant differences in the mean test for these four groups. The
PMT finding revealed that the high effect of threat vulnerability, self-efficacy, and the low
effect of cost response can enhance the participant’s knowledge of spear phishing attacks.
The study results indicate further research is needed to develop an effective intervention
program that would considerably enhance users’ knowledge of spear phishing attacks and

their resilience to them.
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Chapter 1

INTRODUCTION

Spear phishing is using email and electronic communication that explicitly targets in-
dividuals within a company or organization intending to steal sensitive data such as bank
details and login details or install a virus on the recipient’s computer [82]. Spear phishing is
less in number and more specific compared to regular phishing. It creates an email account
to target a few users, and the content consists of a malicious link or file. Spear phishing
generally entails an extensive effort to make the fake message look authentic [151]. This kind
of assault predominantly focuses on accessing sensitive information from an organization or
extorting cash from the firm and its leaders [11]. According to Stajano and Wilson (2015),
spear phishing attacks commonly achieve their goal due to the focus on human factors. The
attacker gets the trust of the victim through impersonation by portraying to be a trustwor-
thy coworker or organization, and this makes the victim likely to open up to sharing their
secrets or even clicking on dangerous links [190]. To decrease the possibility of being a victim
of spear phishing attacks, the study highlights the necessity of providing security awareness

training and solid technological defenses [191].

Recently, institutions have prioritized comprehensive training programs that increase
knowledge regarding cybercriminals’ typical strategies to effectively combat spear phishing
(74, 196]. By training students, faculty, employees, and staff to identify suspicious emails,
avoid clicking on malicious links, and report potential threats, the institutions can substan-

tially decrease the likelihood of becoming a target of spear phishing attacks [80].

On the other hand, the fear appeal approach creates awareness among users, creating fear
so that users will take measures to avoid becoming victims of spear phishing attacks [176].

Fear appeal is a persuasive communication strategy aimed at motivating individuals to take



action by emphasizing the potential negative consequences of inaction [127]. A fear appeal
can be an impactful method for increasing awareness about the risk of falling victim to such
attacks [95]. Organizations can create a sense of urgency and make individuals adopt secu-
rity practices by highlighting real-world examples and the impacts of spear phishing, such
as financial losses, data breaches, and reputational damage [45]. However, balancing pro-
ducing fear with providing practical guidance to empower individuals to protect themselves
effectively against spear phishing attacks is crucial [119].

Spear phishing attacks exploit system vulnerabilities, whether these stem from technical
weaknesses or a lack of knowledge among users [17]. Thus, researchers develop defenses
against such attacks based on technical awareness, focusing on users and utilizing educational
material that includes spear phishing attacks and how to avoid them. Various strategies have
been explored to address spear phishing while enhancing awareness and educating users.
Spear phishing attempts seek to illegally obtain confidential information from victims, often
resulting in significant financial loss [6]. Research indicates that a third of phishing attempts
in 2013 targeted bank accounts or pursued other financial data [80]. Spear phishing is a
serious risk to humans and companies since a successful attack might have expensive and
far-reaching effects. To identify and minimize these attacks, people must continue being alert

and suspicious of emails and electronic communications.
1.1 Research Subject

Recently, individuals and organizations increasingly depend on electronic communication,
which makes humans susceptible to social engineering attacks [4]. Social engineering attacks
represent one of the biggest threats to individuals’ and organizations’ information security
because they explore human vulnerability [125]. Social engineering is an attack when the
attacker collects information for target users and utilizes that to launch an attack on a specific
user. The growth in social engineering implies that extensive social media accounts offer new
possibilities for exploiting humans’ vulnerabilities; this has led security experts to recognize

human behavior as a weak link in security systems [126]. Social engineering is a highly



effective strategy for taking advantage of human susceptibility, mainly through phishing
attacks [39]. In these attacks, attackers deceive victims into performing unintended actions
by pretending to be legitimate actors, often using direct messaging platforms like email for
solicitation In these attacks, attackers pretend to be legitimate actors to deceive victims into
performing actions, often using direct messaging platforms like email for solicitation [183].

Phishing, a subtype of social engineering, utilizes messaging platforms like email to dis-
tribute attacks. Today, many people and employees use emails to send official documents,
receive notifications from banks, and send updates on their work to their employers. Many
people trust emails because they can send encrypted content, but they are often unaware
that they may be victims of the attack [159]. The employee’s vulnerability to spear phishing
attacks has led researchers to emphasize technical training programs that include examples
and indicators for social engineering attacks [13]. For instance, surveys within the indus-
try indicate that employee security awareness training programs are essential to protect
information, and chief information security officers highlight employee training as a crucial
component of an effective security strategy [217].

This study is motivated by previous studies on training effectiveness and fear appeals. It
focuses on the importance of online user training in preventing people from becoming victims
of spear phishing strategies [74, 196]. This study aims to assist online users by developing
practical training initiatives that decrease users’ vulnerability to spear phishing attacks. This
study utilized an experiment involving four intervention groups to assess the impact of the

developed training on online users’ knowledge and ability to identify spear phishing attacks.
1.2 Problem Statement

Security systems have many components that affect them, from users to network configura-
tions. No matter how robust a firewall or advanced data encryption and antivirus software
are, human error presents the greatest vulnerability of any security system [74]. This study
tackles the problem of the increased risk that human error poses to systems [128]. Tt is

crucial to work on the guidelines for evaluating losses and mitigating the threats of spear



phishing as the usage of the internet increases and people rely on digital platforms more and
more for different activities [48]. Therefore, this study is designed training might be efficient
and preventive with the help of researching the effectiveness of fear appeals and education

approaches.
1.3 Methodology

This study applies a quantitative research strategy [21]. Therefore, the experiments managed
via survey instruments were developed to assess the impact of using education training
and employing fear appeals against spear phishing attacks. The instrument includes four
experiments. The various interventions were tried on different subjects.

The first study is education intervention, the second is fear appeal, and the third is a
combination of education and fear appeal. The fourth is the control group, which contains
individuals who do not engage in any interventions. All the survey experiments for all groups
include the same questions but different kinds of intervention.

The first group is exposed to cybersecurity education and training modules about spear
phishing attacks. Education intervention comprised images and videos to improve partici-
pants’ understanding of these categories of attacks [50]. The second group of participants
was exposed to fear appeal communication scenarios. The fear appeal scenarios used were
intended to create a sense of urgency and underscore the risks posed by spear phishing
threats. This intervention involves a video on the consequences of spear phishing attacks
[175]. The third group combined education and fear appeal interventions. The education
and fear appeal approach combined the advantages of both methods and offered the partic-
ipants training focused on both elements: the knowledge of the issue and the necessity of
being afraid of spear phishing attacks. The fourth group is the control group, which does
not have spear phishing effects [66]. At the end of the interventions, the participants are
given a Protective motivated theory (PMT) Constructs and spear phishing test to assess
their understanding of spear phishing attacks.

The quantitative data used in this study will be analyzed using Statistical Package for



the Social Sciences (SPSS) version 29. 0. 1. 0 and SmartPLS for data analysis [150].
1.4 Research Questions and Hypotheses

This study aims to measure the effect of four interventions: the education group, the fear
appeal group, a combination of education and fear appeal group, and the control group.

e Research Question: What is the effect of education, fear appeals, and combined educa-
tion and fear appeal interventions on participants’ knowledge for identifying spear phishing
and legitimate emails compared to a control intervention?

To examine the effect of the intervention on each group and the control group, the study
will test three hypotheses for this research question.

H1: Higher levels of education intervention have a high effect on users’ knowledge for
identifying spear phishing attacks compared to the control group.

H2: Higher levels of fear appeal intervention have a high effect on users” knowledge for
identifying spear phishing attacks compared to the control group.

H3: Higher levels of a combination of education and fear appeal intervention have a high
effect on users’ knowledge for identifying spear phishing attacks compared to the control
group.

e Research Question: How does the PMT (threat severity, vulnerability, response efficacy,
self-efficacy, and response costs) affect users’ knowledge for identifying spear phishing and
legitimate emails?

H4: Higher level of threat severity is associated with higher levels of performance in the
spear phishing test.

H5: Higher level of threat vulnerability is associated with higher levels of performance in
the spear phishing test.

H6: Higher level of response efficacy is associated with higher levels of performance in
the spear phishing test.

H7: Higher level of self-efficacy is associated with higher levels of performance in the

spear phishing test.



HS8: Lower response cost is associated with higher levels of performance in the spear

phishing test.

1.5 Research Aim

The research objectives are as follows: The research seeks to assess the efficiency of education,
fear appeals, and preventive measures in minimizing spear phishing among online users.
This research is crucial since it presents two approaches for establishing the impact of their
enhancement on the users’ awareness levels and, consequently, their susceptibility to spear
phishing attacks.

The study has the following objectives:

e Evaluate the impact of education programs on increasing users’ awareness and knowl-
edge of spear phishing attacks.

o Assess the effectiveness of the fear appeal approach in users’ behavior when facing spear
phishing attacks.

e Examine the impact of a combination of education and fear appeal on users’ suscepti-
bility to spear phishing.

e Examine the impact of PMT constructs on users’ knowledge of spear phishing attacks.

1.6 Nature of the Study

This study uses a quantitative research method to address the problem of human factors in
security [14]. The study considers spear phishing attacks to be widespread social engineering
attacks. This study adopts an experimental research design to investigate the effectiveness of
education, fear appeal, and a combination of education and fear appeal interventions among
online users. The research employs adapted education and fear appeal intervention content
and questions from a prior study that tested and assessed for validity and reliability. [201].

This study targeted end users, including individuals, employees, students, and faculty. It

used an experiment with four interventions. The participants were assigned randomly to the



education, fear appeal, combination of education and fear appeal, and control groups. The

experiment was administered via the Qualtrics survey platform.
1.7 Definition of Key Terms

This section seeks to provide the meaning of the terms used in this study.

e Spear phishing is a specific type of phishing attack where fraudsters target specific
individuals within an organization with emails or messages that appear legitimate to obtain
personal details [156].

e Education involves teaching people knowledge, skills, and information to improve their
comprehension and capacity to prevent spear phishing attacks [75].

e Fear appeal is a persuasive communication approach that aims to induce anxiety or
fear in people to motivate them to modify their behavior to protect against spear phishing
[196].

e Effectiveness means the level to which education and fear appeal initiatives accomplish
the targeted results of spear phishing prevention, such as gains in awareness, knowledge, and
behavioral improvements [142].

e Online users conduct online activities like searching, sending emails, or communicating

on social media, and they may be the target of spear phishing attacks [173].
1.8 Conclusion

Many attacks have been optimized to exploit human vulnerability, the weakest link in security
systems [23]. Many research studies have used fear appeals or education to affect users and
prevent attacks [74, 94]. However, a few research studies have focused on education to
avoid spear phishing attacks. This study used a combination of education and fear appeal
approaches to inform users about preventing spear phishing attacks.

The remainder of the thesis is organized as follows:

The literature review presents an overview of current research on spear phishing, ed-

ucation, fear appeal, and PMT. This chapter begins by defining spear phishing and its



significance as a prevalent cybersecurity threat. It explains the different studies that used
education intervention and fear appeal intervention.

The methodology chapter outlines the approach employed to study the effectiveness of
education and fear appeal in preventing spear phishing among online users. It explains
the research design, including participants, developing education and fear appeal content,
and implementing the experimental procedures. Additionally, the chapter explains ethical
considerations, data collection methods, and statistical analyses utilized to evaluate the
effectiveness of education and fear appeal interventions.

The results and discussion chapter presents the findings, followed by discussions and
interpretations. It begins by summarizing the quantitative data obtained from the spear
phishing test to identify spear phishing and legitimate emails. The conclusion explains the

limitations and future work and also includes the conclusion.



Chapter 2

LITERATURE REVIEW

Phishing attacks have appeared as a pervasive and challenging threat, which makes se-
curity risk for organizations and individuals [37, 80]. These attacks exploit human vulnera-
bilities, like a lack of social engineering techniques, making them a particularly unique form
of cybercrime [13]. Educational programs and fear appeals have been developed to reduce
this threat and encourage individuals to recognize and report phishing scams. However,
the effectiveness of these methods remains ambiguous and requires an examination of the
methodologies employed in anti-phishing training [99]. This literature review provides insight
into current research concerning human factors in cybersecurity, social engineering attacks,
phishing, spear phishing, education, and fear appeal, focusing on the multifaceted aspects
that influence human efficacy in this domain. This thesis applies fear appeal and education
as strategic components of cybersecurity training. Additionally, it explores current trends

within this field to offer a background for the research field.

This chapter discusses findings from my review of articles and journals related to the re-
search topic and the existing approaches for enhancing education through training programs
and fear appeals against spear phishing. This literature review is structured into sections.
Section 2.1 presents the Protection Motivation Theory and the general support for fear ap-
peals. Section 2.2 builds on the concept of employing fear appeals in motivating people to
be safe from spear phishing, examining its efficacy. Section 2.3 reflects how human factors
may affect security systems. Section 2.4 describes Social Engineering attacks and the meth-
ods attackers employ to impact users significantly. Section 2.4.1 provides information about
phishing attacks that use different approaches to launch these attacks and includes two sec-

tions for the most popular attacks, such as phishing and spear phishing attacks. Section 2.5
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provides current educational approaches to design training programs that help improve the
user’s awareness about security. Section 2.6 provides a comparison of the different methods
that have been used in education and fear appeal. Section 2.7 The research gap for this
study. Section 2.8 provides a conclusion for this chapter.

I gathered articles, books, and reports from Google Scholar, the University of Washington
Library, and several databases such as IEEE Xplore, JSTOR, Science Direct, and EBSCO.
I used Search terms including “Spear phishing,” “Fear Appeal,” “Education,” “Awareness,”
“Effectiveness,” “Cybersecurity,” “Social Engineering,” “Phishing Attacks,” and “Human

Factor.” These varied databases helped me to find several research related to this study.
2.1 Protection Motivation Theory

Protection motivation theory (PMT) is persuasive communication that affects protective
behavior. PMT focuses on attention to the cognitive processes that contain fear appeals
and behavioral change. Rogers introduced PMT in 1975, aiming to clarify how persuasive
messages affect behavior by emphasizing the mental mechanisms determining individuals’
decisions to adhere to or disregard recommended behaviors [170]. Initially designed for
application in healthcare settings, the theory delves into the cognitive processes shaping
individuals’ responses to persuasive communication [54].

PMT assumes that the tendency to embrace a suggested behavior results from a mindset
influenced by cognitive processes mediating the impact of fear appeals [53]. The theory
asserts that protective actions against health threats depend on an individual’s drive for
self-preservation [71]. The integration of coping and threat appraisal processes contributes
to protection motivation. Existing literature indicates that PMT effectively foresaw whether
individuals will adopt or avoid protective behaviors [71, 178, 204].

Numerous investigations have employed PMT to understand and predict diverse protec-
tive actions, such as physical activity engagement and adherence to COVID-19 preventive
measures [43, 71]. Additionally, PMT has been utilized to explore the factors influencing

cardiac patients’ motivation to maintain a nutritious diet and exercise regularly [160, 130].
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PMT has been applied as a model for predicting protective behaviors, and its efficiency has
been validated in various situations [43]. In the PMT theory, the motivation is affected by

both threat and coping appraisal.

2.1.1 Threat Appraisal

Threat appraisal includes perceived severity (evaluating the level of harm) and perceived
vulnerability (assessing the likelihood of occurring harm) while excluding considerations of
the perceived rewards (positive aspects) associated with the situation. Standard measures
of threat appraisal within PMT typically involve assessing severity and vulnerability [118].
Threat appraisal has also been employed to investigate how inducing fear of obesity impacts
the physical activity of young female college students [162]. Moreover, the interplay of threat
appraisal and resilience with health behaviors is mediated by problem-solving [112]. Also,
House and Raja (2019) study found that individuals who have a high fear appraisal are more
likely to take protective action [94, 58].

Threat Severity

Threat severity is an individual’s estimate of the harm caused by a threat. It points to
the drawbacks of possible severity [134, 76]. For example, during COVID-19, people who
perceive that the virus threatens their health result in protective measures such as wearing a
face mask and avoiding close contact with others. Furthermore, Rui’s work (2021) indicates

that perceived severity is positively related to protective action motivation [171].

Threat Vulnerability

Threat vulnerability is used to reason about alert actions to people across various domains
like information security, health, and privacy [3, 59, 97]. Perceived vulnerability is defined
as an individual’s evaluation of the possibility of a threat to occur [3]. In this respect, Des-

tici’s (2015) work identified the influence of perceived threats in privacy protection, such as
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customizing privacy settings on social networking services [59]. In addition, Abdul Hameed
aggregated a review of 38 studies that examine the perceived vulnerability effect in adapting
behaviors in information system security and privacy protection for individual and organi-

zational contexts [3].

2.1.2 Coping Appraisal

Coping appraisal combines the assessment of response efficacy (the users perceived the effec-
tiveness of recommended behavior in minimizing the threat), self-efficacy (the users perceived
their ability to apply the recommended behavior), and response cost (the user perceived the

cost associated with the protective action) [127].

Perceived Response Efficacy

Response efficacy provides insights into how individuals react to fear appeals to encourage
different behaviors. It indicates the belief that adopting the recommended response will
effectively reduce the perceived threat [104]. Bigsby’s (2022) study analyzes 158 studies on
the effect of fear appeals on behavioral outcomes, specifically when they incorporate posi-
tive response efficacy information [34]. Therefore, response efficacy is an adequate scale in
influencing behavior change and should be a consideration in designing impactful health com-
munication messages [171]. Additionally, research indicates a connection between response
efficacy and self-efficacy. The interventions that support response efficacy and self-efficacy
have proven more successful in fostering behavior change than those targeting only one of

these factors [211].

Self Efficacy

Self-efficacy measures individuals’ ability and confidence to do a recommended behavior to
protect themselves from the threat. Self-efficacy approaches are applied in health, education,

and psychology. [127]. In security, self-efficacy plays a significant role in shaping individu-



13

als’ behaviors and practices concerning information security and privacy [166]. In addition,
Clarke’s (2010) study has delved into the connection between self-efficacy and security be-
haviors, particularly within computer and information security. The study indicates that
self-efficacy in information security significantly explains individuals’ behavior in practicing

information security behaviors [51].

Additionally, one’s belief in their capability to execute I'T security or privacy skills, cy-
bersecurity self-efficacy, has emerged as a motivational factor that significantly impacts indi-
vidual security behaviors [145]. The significance of self-efficacy in security is underscored by
its influence on the technology-to-performance chain model, where it extends and examines
the link between computer security self-efficacy and security performance [10]. Consequently,
self-efficacy is crucial in various domains, underscoring its importance in crafting effective
security measures and interventions [23]. Self-efficacy is a vital concept studied across mul-
tiple disciplines, reflecting its substantial influence on individuals’ behaviors and experiences

[34].

Perceived Response Costs

Response cost is the efforts associated with operating protective behaviors. For example,
the cost of time, money, energy, or any other resources an individual must use to adopt a
protective behavior. In PMT, a higher cost response can lead to a lower level of coping
appraisal, as protective behaviors are less likely to be employed. If individuals believe that
there are high costs associated with protective behaviors, such behaviors may not be used
frequently by such people [170]. To decrease the response costs and increase the chances
that individuals will change their behavior, they should be supplied with the tools that can
help apply the costs of protective behaviors. Moreover, educating persons on why protective
behaviors are beneficial may assist them in being more inclined to engage in such behavior

[29]
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2.2 Fear Appeal in Cybersecurity

Fear appeal is one of the persuasion techniques that influence users ‘behavior using the prin-
ciples of psychology. It has been analyzed in psychology in detail. Fear appeal is composed
of close messages that seek to elicit fear in the audience by depicting the potential harm
and risk of not adhering to instructions given in the message [63, 188]. The fear appeal
comprises the consequences of using or not using a specific service that may result in certain
adverse outcomes [207]. Many research articles have been presented on fear appeals and their
influence on attitudes, intentions, and behaviors [102, 196]. Hence, attitude and behavior
have also been pointed out when studying how a potential victim might be apprehended in a

phishing attack, even as technologies for avoiding such attacks have been pointed out [120].

2.2.1 Fear Appeal Effect

Contemporary security studies have examined how fear appeals influence a user’s capability
to guard against risks. House and Raja (2020) focused on the analysis of the effects of fear
appeal coupled with self-confidence in participants who were targeted for phishing attacks.
They discovered that 18% of the users who clicked a phishing link perceived more fear,
meaning a decreased probability of the subject clicking on the link [96]. In addition, Jansen
and Schaik (2017) presented three different fear appeal scenarios to 1,201 Internet users; the
strong fear appeal condition led to increased assessments of the threat, coping appraisal, and
motivation to protect against phishing attacks [101].

Furthermore, an online study involving 1,486 participants determined that adjusting a
specific warning message to be visual and noticeable can improve the percentage of individu-
als who take protective action by approximately 65% [68]. Also, Johnston, et al.(2010) study
findings indicate that fear appeals influence users by encouraging them to follow guidelines
for security practices, but the extent of this influence varies; this variation is influenced by
factors such as self-confidence, the perceived effectiveness of their response, the severity of

the threat, and social impact [104]. Tannenbaum (2015) investigated predictions based on
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a wide range of hypotheses from 127 papers, resulting in 248 independent samples. The
research findings indicated that incorporating efficacy statements into fear appeals greatly
impacted users’ intentions, attitudes, and behaviors [196]. However, Lawson et al. (2016)
discovered that employing extremely fearful messages without providing clear and practical
guidance on addressing the threat is counterproductive and reduces motivation to take ac-
tion. Therefore, concerns about using scenarios in cybersecurity are valid as they could deter
efforts to encourage appropriate policy responses to real cyber threats [119]. Also, a study
examining the effect of fear on users’ behaviors found that the message affects the users if
repeated three times [182]. In addition, Ray and Wilkie (1970) found that solid fear led to
harmful actions such as avoiding a message or deleting it [161].

It is essential to explore the effect of fear appeal on attacks to motivate users to protect
themselves against spear phishing attacks. The fear appeal approach strives to prepare
and protect users when they encounter an attack by making them feel at risk if they do
not respond to the attack recommendation [104]. Utilizing fear appeals to modify behavior
against phishing attacks [95]. By understanding how fear appeals impact an individual’s
reaction to phishing attacks, researchers and organizations can create efficient anti-phishing
training programs rooted in fear appeals. These programs aim to make users aware and

stimulate their motivation for protection [176].

2.2.2  Factors that Affect Fear Appeal

Researchers have investigated several factors assumed to impact the efficiency of fear appeals,
including the message’s content, the different behaviors suggested by the message, and the
audience’s characteristics [196]. Also, low-fear appeal demonstrates an adequate perception
that leads to a person’s desire to participate in pro-environmental conduct and moral duties
[49]. In addition, fear appeal theories indicate that people’s personality may affect their
coping assessments; for example, people are driven to collect knowledge and pay attention to
information, which can ultimately lead to taking protective action [212, 76, 111]. To address

the results of previous studies, Schuetz’s (2020) study examined how context (individual users
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versus organizational users) and the level of message abstraction (abstract versus concrete)
influence the outcomes of fear appeals. Three experiments revealed that fear appeals with
concrete content produce the desired fear response more effectively than those with abstract

content [175].
2.3 Human Factors in Security

Human factors are one of the most vulnerable factors in security systems in individuals,
organizations, and companies [103]. The mistakes made by humans are the reason for the
growing number of ransomware attacks, data breaches, and cyberattacks; human error is
responsible for 95% of all cyberattacks. Despite the automated security measures, malicious
individuals still manage to breach targeted systems by taking advantage of human errors
through malware, social engineering, spear phishing, and vulnerabilities generated by tech-
nology. The prevalence of these human errors in cybersecurity operations demonstrates that
relying only on technology is insufficient to eliminate human mistakes [148]. Researchers
and experts suggest that the consequences of malicious cyber activities targeting individuals
remain an area of research that has not received enough attention [129]. In addition, limited
studies investigate the effect of human factors against spear phishing attacks [215].

Human factors determine how people engage with information security and technologies;
this contact is frequently adverse to security [155]. Henshel et al. (2016) study concluded
that demographic characteristics, such as gender, age, personality, and cultural circum-
stances, significantly drive an individual’s attitude and behavior toward cybersecurity [88].
Additionally, numerous factors impact users’ behaviors, skills, and understanding of cyber-
security, in addition to their experiences, perspectives, attitudes, and beliefs [58, 19, 186].
Several articles have delved into the factors that shape human behavior and drive behavior
change [26, 65].

Human elements’ subjective and complicated nature requires novel approaches to under-
stand their influence on cybersecurity completely [200]. However, the technological perspec-

tive and cybersecurity continue to dominate the majority of studies [56]. As a result, this
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underscores the importance of a comprehensive approach to understanding human factors
in cybersecurity and finding strategies that minimize the risk associated with human factors

[128].
2.4 Social Engineering Attacks

Social engineering is a comprehensive term for a wide range of attackers who exploit comput-
ers and utilize various tactics to affect users psychologically. Social engineering uses semantic
attacks to evade technical defenses by actively manipulating the attributes of objects (plat-
forms, system applications) to deceive the end user instead of launching direct attacks [85].
Social engineering attacks are classified as non-technical hacking attacks since most occur
without technical knowledge. Social engineering primarily focuses on exploiting the most
vulnerable elements of the security system—humans— by influencing human psychology to
gain access to confidential data [125]. These attacks are difficult to detect and eradicate
because they are not recognized by current security software systems [33].

Social engineering exploits human behaviors like curiosity, greed, carelessness, and in-
difference. Social engineering attacks can risk the secrecy, reliability, and accessibility of
information [202, 107]. Social engineering attacks are often complicated and targeted, and
they utilize various social engineering methods [113]. Social engineering attacks can po-
tentially affect the confidentiality, integrity, and accessibility of data. This underscores the
seriousness, as demonstrated by the data breaches at Yahoo and Sony [40]. The breach
of Sony Pictures’ data had severe consequences, resulting in significant financial losses for
Sony, legal and regulatory problems, and the theft of personal information from thousands
of employees. The attackers used a combination of tactics, including malware, to infiltrate
Sony’s network. They had conducted thorough surveillance before the attack, as evidenced
by the malware’s many predefined host names [193]. The data breach attack highlights the
need for robust protection against social engineering attacks that exploit human vulnerabil-
ities through psychological manipulation and deception [14]. The primary sources of social

engineering attacks are social networks and email. Among these, phishing and ransomware
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stand out as the most influential forms of attacks [77].

2.4.1 Phishing Attacks

Phishing is an effort to trick a person into disclosing private data, including card numbers
and bank accounts, by sending them links that take them to a fake website [17]. Phishing
attacks are rapidly rising in the cybersecurity world, and they cost billions of dollars in
losses annually [177]. The attacker uses a different approach to steal sensitive information
and use it to gain financial profit from banks, government, and individual users [17]. Phishing
attacks are among the most significant social engineering attacks that have increased in recent
years and pose a considerable risk for users [25]. Phishing can be divided into two primary
categories. In the first scenario, a potential target receives a fraudulent email, while in the
second, the victim is enticed to a fake website. Malicious attachments or individuals might
respond with their data [177].

Many phishing campaigns use maliciously registered domains and sub-domains, leading
to substantial financial losses for users worldwide [2]. During the first quarter of 2014, a
remarkable 125,215 distinct phishing websites were identified—an increase of more than 11%
compared to 2013. Phishing attacks have grown and improved over time, with attackers

using more personalized and targeted methods such as spear phishing [80, 22].

2.4.2  Spear Phishing

Spear phishing is an attack designed for specific target systems or users [8]. This attack
is intended to compromise highly protected systems effectively. The attackers focus on the
weakest link in the security systems, usually the users. Spear phishing targets different
users around the world. It is an active attack vector for infiltration into organizations
and companies [199]. Spear phishing attacks try to deceive people into giving personal
information, installing malware, or unintentionally sending money to the attacker [208]. The
attacker may obtain information about the target to make the email look authentic and

reliable, such as the email name and address [203, 17]. In addition, messages are designed to
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entice the victim, using contextual information and social engineering to fulfill the attacker’s
target [147]. The target is persuaded to compromise private information using sophisticated
attack vectors that appear reliable. These contextual details about the email and victim

distinguish spear phishing from regular phishing and strengthen it [60].

Loss from Spear Phishing Attacks

Spear phishing is an attack where the attacker sends fake emails or scripts to targeted indi-
viduals or groups of people within the same organization or company [37]. Falling victim to
spear phishing attempts may result in numerous adverse outcomes, including financial losses,
identity theft, data breaches, an impact on reputation, and cyber espionage. Economic losses
result from successful spear phishing attacks, such as stealing money from bank accounts
and making illegal purchases. Identity theft, where the attacker steals the identities of indi-
viduals or organizations, results in access to sensitive information, including social security
numbers, phone numbers, bank cards, and personal data [197, 17]. Data breaches give access
to secret information like customer data, trade secrets, and other private data [164, 197].
Spear phishing can damage the reputation of individuals or organizations, particularly if

sensitive information is disclosed and the users lose their trust [164, 154, 143].

A Barracuda report discovered approximately 30 million spear-phishing emails after ex-
amining 50 billion emails spread across 3.5 million mailboxes. While these emails account
for less than 0.1% of all emails sent, they have a significant effect, representing 66% of all
attacks on companies [28, 165]. Additionally, IBM reported that the mean cost of a data
violation caused by a compromised company email was approximately $4.91 million in 2022
[165]. Facebook and Google were defrauded of $100 million from spear phishing between
2013 and 2015 when phishers issued a series of fake bills to impersonate vendor Quanta
[165]. Another study discovered that spear phishing emails are the most common targeted

attack, representing approximately 76% of all phishing attempts [187].
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Strategies used in spear phishing attacks

Popular spear phishing tactics include personalization, urgency, social engineering, spoofing,
and malware [191]. Attackers use personalization to make their spear phishing emails look
more credible and trustworthy, such as the victim’s name, work title, or other personal
information. Urgency is often used in spear-phishing emails to induce victims to respond
quickly [31]. Spoofing methods ensure that the received phishing emails are as genuine
as possible by using a legal email address or domain name close to a real one. Usually,
cybercriminals employ malware to compromise the victims’ systems or gain hold of valuable
information through malware downloads or links [8]. Spear phishing attempts are likely
to be challenging to detect because of their nature [32]. Individuals and organizations can
take preventative measures to mitigate the dangers of spear phishing and loss by raising

awareness.

2.5 Education and Training

The Security Education, Training, and Awareness (SETA) is an instructional program to
minimize security threats resulting from inadequate security consciousness of the workers. In
other words, SETA was developed to ensure that the employees understand that they need
to pay attention to security issues to prevent themselves, the organization’s information,
and their network from being compromised. In the SETA program, security is embedded
everywhere the employees operate, be it locking the computers when they leave work or
reporting strange behaviors involving emails and files [7, 90].

Education and training have been underlined in many studies as the crucial factors that
enhance users’ awareness and knowledge about spear phishing attacks. The reinforcement
of consumers to the long term through education and reminders might help reduce the sus-
ceptibility of consumers to spear phishing attacks [163]. Also, it has been established that
simulated total features and practice of phishing and spear phishing scenarios are incorpo-

rated into the educational applications to enhance the user’s resistance to the attacks [44].
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2.5.1 Training effect on security

Wombat Security Technologies (2017) observed a significant improvement in users’ capacity
to identify and report suspicious emails after implementing a training program that included
simulated phishing attacks [209]. Similarly, the training programs in individuals and orga-
nizations that focused on educating employees about spare phishing attacks resulted in a

noticeable decline in successful spear phishing attacks [7].

2.5.2  Training and Education Methods

Companies train users in anti-phishing techniques, including detecting phishing links, using
signals to identify phishing, and checking search engines to avoid losses [181, 191]. There
are different methods for training users with various success rates that are associated with
the users’ characteristics. In addition, companies use phishing simulations to send users
fake phishing emails to train them to be cautious and detect the features of real phishing
emails. Phishing simulations are managed by Chief Information Security Officers, who look
at clicked links on emails to assess if the training program is effective. A high number of
clicks is considered harmful since this indicates that people failed to recognize the email as
phishing, while low click rates are succeeded [149].

In addition, other training depends on game-based, text-based, and video-based methods.
Many studies employ game training to teach users engagingly. Games training enables users
to interact with tasks to determine if emails are legitimate. Typically, the game incorporates
the transmission of information on phishing tactics and identifies phishing emails [192]. In
addition, text-based methods use freely available resources, and an instructional book is pre-
pared that includes examples and describes the best strategies for detecting phishing emails.
46, 142]. Video training is utilized in many videos on YouTube for specific purposes. Videos
emphasize phishing and offer helpful guidance on recognizing it as well as a fundamental
overview of phishing, the tactics employed by cybercriminals, their possible outcomes, and

the apparent indications to beware when detecting fraudulent emails and URLs [198].
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Education researchers have observed that training is most successful when it includes
real examples, tests actual employees, or a testing environment. Several forms of training
have been investigated as strategies for reducing phishing [114]. Furthermore, many training
methods have examined users’ ability to minimize phishing vulnerability. Most training
programs contain instructional components to minimize phishing vulnerabilities by educating
end-users to recognize and respond to phishing emails [146]. Employees may learn to identify
phishing attacks through training programs that update them with the newest threats and
trends in spear phishing attacks [191]. However, many studies have found that education did
not affect users’ knowledge of phishing and legitimate emails [15, 48]. Furthermore, much
research supports that in-class education is better for informing users of online training
(168, 198].

Despite all these benefits, several limitations mean that people remain vulnerable to
phishing attempts for various reasons, such as curiosity about images, which causes 34% of
successful attacks [30]. Well-crafted impersonations are email forgeries, unlike the spam that
fills the internet, which makes standard email protections ineffective [156]. Furthermore,
cybercriminals are constantly developing their strategies [84]. Several academics have also
investigated the impact of fear appeal features, which increase the end-user incentive to

recognize these emails [68, 104].

2.5.8 Strengths of education and fear appeal approaches

Education strategies are advantageous in several ways. They are instrumental in supporting
changes in attitudes and behaviors, and they create a continuous process of change [38].
In addition, depending on the audience characteristics, education strategies can be adapted
to increase relevance [91, 158]. Fear appeal strategy assists in modifying attitudes and
behaviors; therefore, its significance cannot be overlooked for goal realization. It aligns with
audiences driven by fear or threat as they have reduced worry [196].

Education and fear appeal strategies address distinct behavior modification aspects. Edu-

cation strategies offer information to alter perception and behavior, while fear appeal strate-
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gies offer information that precipitates action based on fear or perceived threat [36, 139].
Along with these approaches, the individual, organizations, and governments can develop a
sense of urgency while providing the people with the information that will keep the attitude

and behavior change going.
2.6 Comparative Analysis

A comprehensive analysis of the efficacy of fear appeals and associated theories determined
that fear appeal messages can successfully promote positive changes in attitudes, intentions,
and behaviors. However, it is essential to note that there are limited situations in which fear
appeals may not be successful depending on factors such as message content, the audience,
and the specific context [196]. Fear appeal strategies influence attitudes, intentions, and
behaviors. Fear appeal strategies seek to create a sense of fear or threat in the audience to
prompt action [196]. Conversely, education strategies impart information and knowledge to

modify audience attitudes and behaviors [219].
2.7 Identifying the Research Gap

This study contributes to information security research in spear phishing ground on PMT,
and fear appeals [176]. As it stands, there is a research gap that this study aims to fill as it
seeks to assess the impact of education and fear appeal approaches to counter spear phishing
attacks. Also, A limited experimental study examines awareness of human factors in spear
phishing attacks [215]. Also, there is limited research investigating spear phishing attacks on
diverse populations [151]. Organizations and individuals need to identify how education and
fear appeal interventions affect users’ behavior regarding spear phishing because research-

based insights can contribute to the strategies of more effective security awareness [176, 191].
2.8 Conclusion

This chapter has identified several key findings about education and fear appeal strategies

concerning spear phishing. Training is essential in helping people recognize and report phish-
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ing emails and enhance their awareness [117]. In addition, it is noteworthy that the review
emphasizes the role of fear appeal about spear phishing attacks [176]. Since phishing is an
information security threat, people can still be empowered with the correct information to
fight these threats [115]. The literature emphasizes the need for a multi-faceted approach
focusing on education, fear appeal messages, and training users to counter spear-phishing

threats.
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Chapter 3

METHODOLOGY

Spear phishing is a sophisticated social engineering method applied to defraud, obtain
sensitive information, or get the intended victims to perform specific actions [9, 122]. The
threat of spear phishing attacks is evident and poses a real threat; hence, it constitutes
a worrying factor that should be resolved to avert positive attacks [4]. Several prevention
measures have been applied in spear phishing studies [50, 94]. This study investigates the
efficacy of educational approaches and fear appeal messages and whether the combination
of education and fear appeal will work in an experiment to mitigate spear phishing attacks

[48, 176].

This chapter provides an overview of the research design, focusing on the method used in
this study. The first section addresses the research design, including the research philosophy
and quantitative research approach, and how this study adapts the philosophy and approach.
The second section illustrates the research strategy and the experiment in this study. The
third section defines the target population of end users potentially facing spear phishing risks
daily. Section four focuses on data collection and the tools used to collect data. The fifth
section describes the data analysis and the software tool used to analyze the data. The sixth
section introduces the variables and measures in this study. The seventh section is the ethical
consideration in the implementation of this study. The eighth section is the conclusion of

the methodology chapter.
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3.1 Research Design

3.1.1 Research Philosophy

Positivism is a philosophical perspective grounded in rationalist and empiricist principles
[136]. Positivism philosophy strongly emphasizes the value of empirical data and scientific
approaches in searching for knowledge. Positivism believes that observable phenomena are
legitimate sources of knowledge and uses methodical observation, experimentation, and ra-
tional deduction [153]. This philosophy is inclined to measure and transform variables to
minimize the researchers’ bias in their research [21]. Positivism draws from natural science
and philosophy, in which theories are tested against empirical reality to validate or dismiss
a theory [152]. Positivism can also be used in social sciences but typically has certain mod-
ifications because people and society are not as simple as physical things. This means that,
like natural reality, social reality can also be investigated if a worthy approach offers the
causes [136]. This philosophy affirms that the study of the social world is uncontaminated
by values and is centered on appropriately handling facts [220].

Positivism has been selected as the philosophy in the study due to the predisposition
towards accuracy and scientific reliability [12]. Thus, positivism that emphasizes evidence
and rational, operative causes might help construct a scientific paradigm. This assists in
identifying how education and fear appeal can change the end user against spear phishing
attacks [157, 185]. Also, the scientific approach embraced by positivism correlates with the
rationale for an empirical evaluation of the efficacy of these interventions [153, 157]. Hence,
the positivist philosophy enhances the practical framework for the collection and analysis of

data in line with the research aims and objectives.

3.1.2 Research Method

Quantitative research is a scientific inquiry that employs statistical, mathematical, or compu-
tational procedures in the empirical collection and analysis of numerical data. This method-

ology focuses on calculating the data and generalizing the results from a sample to the
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target population [21]. For instance, a particular type of research may employ quantitative
approaches to assess the rate and intensity of cyber threats in various sectors and to de-
termine the open points and protection methods [124]. Further, it is applied in psychology,
economics, and sciences, where numbers give outcomes. The quantitative approach enables
the researcher to draw conclusions and forecasts based on the collected data as it is organized

and systematically analyzed and interprets data [195].

Rationale for the Chosen Approach

This study employed Quantitative research because I used an experimental method. The
experiment examines different aspects and factors relating to spear phishing prevention for
end users [5]. In this way, the study supports the results, and the findings are more applicable
to the rest of the participants and the end users. This is crucial for drawing meaningful

conclusions and recommendations that can be applied [55].

3.2 Research Strategy

The research strategy employed for this study involves using an experimental method to
assess participants’ knowledge about spear phishing attacks [15]. The experiment design
tests the user’s knowledge after each intervention to establish cause-and-effect relationships
between the interventions and users’ knowledge. This study develops the experiment strategy

from the literature [74].

3.2.1 Literature review

This study adapts the experiments and questions from instruments already measured in pre-
vious literature reviews [15, 93|. The objective of searching the literature is to highlight the
pre-existing instruments and metrics for spear phishing attacks to minimize online users’
responses. Many studies have used educational intervention to affect users against spear
phishing and phishing attacks [74, 191, 200]. Also, many studies used fear to appeal to in-

form users of attacks, using scenarios and examples to raise awareness about spear phishing
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attacks. These scenarios contain various examples of spear phishing attacks, such as fraud-

ulent emails from banks, wrong payments, and compromised Google accounts [94, 101, 176].

3.2.2  Experiments

Each user was assigned randomly to one of these four interventions: education, fear appeal,

combined education and fear appeal, and the control group.

Randomized Controlled Trial

This study adopts a randomized controlled trial (RCT). RCT involves allocating participants
to the interventions or the control group and is regarded as one of the most helpful research
approaches for analyzing the efficacy of an intervention [92, 138]. RCT eliminates bias
and examines the connection between an intervention and the outcomes. RCT assists in
controlling known and unknown confounding factors within the study populations [189].
This methodology entails randomly assigning the participants into four groups, which would
help establish the relationships between the interventions (education, fear appeal, combined)
and the measured results [47]. Two previous studies have applied the same approach of
educational intervention and fear appeals about phishing [74, 94].

This study combined the benefits of RCT while providing four interventions. This helped
test each intervention’s efficacy separately and compare it to the other groups. RCT is used
in this study due to its benefits, and it has been used previously in other studies with similar
areas of interest. To the best of my knowledge, no previous research has used the same study
design that I have used here, but many studies have used RCT in their experiments to test

phishing attacks.

Education Intervention Group 1:

The first intervention uses education against spear phishing attacks. In education interven-

tion, the material is designed to teach users the indicators of spear phishing attacks to help
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them identify this attack [20]. The intervention starts by showing the participants a training
video generated in (www.moovly) with duration (00:01:07). The video was created to sim-
ulate a training program for spear phishing attacks by explaining the attack definition, how
the attacker generates spear phishing emails, the consequence of the attack and the most
indicator for these attacks. Also, the participant will see five examples of spear phishing
attacks to highlight the most famous examples designed in the Cisco training program [50].
Combining these two educational contents might be beneficial in protecting against spear

phishing.

Fear Appeal Intervention Group 2:

In fear appeal, intervention starts by showing the users examples of spear phishing attacks,
including the most popular indicators. Then, show the participants a video created on
(www.moovly) with duration (00:02:51). The video creates a sense of fear by showing them
different spear phishing scenarios and the consequences of these sciences. The video has
many senses of danger to manipulate the users’ feelings and behaviors about this attack.
This video explained common fear appeal scenarios utilized in spear phishing attacks to
obtain user reactions and responses. These scenarios detail cybercriminals’ strategies to lure
victims into completing specific tasks based on their feelings through email [5, 108]. For
instance, the first scenario of the email appeared to be from the bank’s required response
to prevent financial transactions. This scenario relied on the aspect of the loss frame [78].
In the second scenario, the email created urgency by giving the wrong payment information
and insisting on immediate action [6]. The third scenario is about a compromised Google

account and asking the users to change their passwords as soon as possible [98].

Education and Fear Appeal Intervention Group 3:

This study used a combination of education and fear appeal interventions, offering training
on education and fear scenarios to encourage users to apply preventive measures against

spear phishing attacks [74]. This intervention includes the same education and fear appeal
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videos and examples of education and fear appeal groups. Based on the investigator’s under-
standing of PMT theory, combining these two interventions will cover self-efficacy, response
efficacy, threat vulnerability, and threat severity. This might provide a more comprehensive

intervention against spear phishing attacks.

Control Intervention Group 4:

A control is a group that does not receive any of the previously stated experimental inter-
ventions. The purpose of this group is to provide a baseline for comparison. For the control
group, this study used a video named Scenes created by Dr. Marc Dupuis’s YouTube channel
[66]. The video contains no information about spear phishing attacks or any intervention to
protect against them. This video might not affect the participants’ behaviors or knowledge
regarding spear phishing attacks [99]. The video only contains different senses from nature
with time (00:02:06).

After doing the experimental interventions or the control group, the participants answered
questions related to the PMT theory to measure the impact of the interventions on the five

constructs of the PMT theory.

PMT Constructs:

Protection motivation theory (PMT) is a conceptual framework that explains how persua-
sive communication influences protective behavior by giving special attention to the cog-
nitive processes involved in fear appeals and behavioral change [130]. This study adopted
the questions related to PMT from a survey that tested users’ related security behaviors
[175]. Schuetz’s study developed this instrument to measure the five aspects of PMT: threat
severity, vulnerability, response efficiency, self-efficacy, and response cost. Schuetz developed
the questions from the previously developed instrument to address how fear impacts users’
behavior towards spear phishing attacks. The reliability of the questionnaire was tested

using Cronbach’s alpha ( « > 0.7). Also, the questionnaire has a convergent validity with
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(AVE > 0.5), making it suitable [121, 175]. Using a PMT questionnaire, these instruments

test spear phishing threats [175].

After the interventions, the participants were presented with the PMT questions. This
question tests the spear phishing threat in five aspects: threat severity, vulnerability, response
efficacy, self-efficacy, and response cost. Threat severity tests the participants’ belief of the
danger of spear phishing attacks; threat vulnerability tests the chance that the participants
might be a victim of spear phishing attacks; response efficacy tests the participants’ response
to minimize or prevent spear phishing attacks; self-efficacy tests the participant’s efficiency
and confidence to identifying a spear phishing attack; and response cost measures the possible
cost of flow or not the instructions to mitigate spear phishing attacks [169]. The five aspects
were tested by three statements measuring a 7-Likert scale from strongly disagree to strongly
agree. The questions adopted from the Schuetz study to measure the PMT for spear phishing
attacks [175].

Spear Phishing Test

After the PMT questions, a section tests participants’ knowledge of spear phishing attacks.
This section measures the participant’s knowledge about identifying spear phishing and
legitimate emails after the intervention. The spear phishing test includes eight examples of
spear phishing and legitimate emails, and in each email, the participant was asked to identify
the email as either spear phishing or legitimate emails. Also, the participants were asked to
choose the indicators that helped them to indicate the spear phishing attacks using 5- Likert
scales starting from strongly disagree to strongly agree [27, 74, 200].

The last section is demographics. The demographics questions ask the participants about
their age, gender, and education level. Collecting user information, such as age and gender,

will help interpret the results accurately.
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3.3 Participants

The population for this study is the end-users, including individuals and employees who use
email. This includes all end users irrespective of gender, organizational affiliation, and age
above 18 [17]. This may include professionals, students, and people from different parts
of society. This study investigates the effectiveness of education and fear appeals against
spear phishing to address a broad spectrum of end users most susceptible to spear phishing
threats [180]. The experiment requires gathering information from respondents of different
ages who may have limited or extensive experience in online security [16, 117, 180]. This
population was comprised of different participants to determine the response to education

and fear appeal concerning risks because of spear phishing attacks.

3.3.1 Pilot study
Initial review

After reviewing interventions and questions in the experiments, I reviewed the survey ques-
tions with people from different backgrounds and majors. The review ensures the questions

are understandable to most people.

Pilot study

After reviewing the questions and interventions, a pilot study was conducted to verify the
measurement items. Participants joined the survey through Amazon Mechanical Turk [52].
Participants were randomly assigned to complete one of the four experiments administered
via the study. Twenty-seven participants were assigned to different experiments. Each
experiment contains four quality control questions: “Verifying the legitimacy of an email -
for this question, please select disagree.” The sentence asks participants to choose “Disagree”
to pass the first quality control question. In the second question, “Taking time to verify every
email carefully- please select agree,” the sentence asks participants to choose “Agree” to pass

the second quality control question. Also, the survey has Quality control questions for gender
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and ethnicity matching. The participants will receive a control message if they fail to answer
any quality control question. This control message is “You have failed one or more quality
control questions. The experiment is being ended here instead of a rejection on your record.
Please return this task so someone else may complete it. The results you have completed
thus far will be discarded.” This message explains to the participants that they have failed
one or more quality control questions, leading to their experiment response’s termination. It
also assures them that this termination won’t negatively impact their record [67].

After the pilot study, I found that five participants failed the quality control questions.
In this pilot study, one participant failed in two quality questions, and one failed in the
gender quality question. Also, four participants failed in the first quality questions but
not the second. The total number of participants in the pilot study is 21, and five failed

participants. The total percentage of rejection rate is 18%.

Sample Size

This study population is end users, including individuals and employees who use email. A
large number of the population ensures the accuracy of this study’s results.

This study has a 726-sample size for the entire group. All the education and fear appeal
groups had the same number of participants, 187 for each group. Moreover, the combined

education and fear appeal and control groups had the same sample size, and this was 176.

3.4 Data Collection

3.4.1 Data Collection Instruments

This study developed four experiments to gather data and was launched via an online survey
through Qualtrics platforms from May 1 to May 3, 2024. Qualtrics is a cloud-based platform
for managing surveys and experiments [137]. It enables users to design and administer
surveys to collect information from the target population. Qualtrics is a commonly used

tool in academic research, which creates surveys and gathers participant data. The four
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experiments enlisted many participants from the Qualtrics platform, which can generate
many responses [73]. Qualtrics has features that assisted in developing the survey in this
study: To enhance the study’s validity, Qualtrics randomly split participants into various
experiments. This feature of randomization has made it possible to include hypothesis testing
in this study and searches for if there is a connection between the intervention and the
result. Further, several aspects of Qualtrics can assist with implementing this research:
the four types of experiments, the definition of the logic in questions, the randomization of
participants, and the multimedia/images and videos [137].

Several questions were asked in this survey, adopting the Likert scale, to measure the
respondents’ current level of awareness and practice of spear phishing attacks. Likewise, the
Likert scale is a rating scale employed in measuring attitudes, perceptions, opinions, and
behavior [193]. These propositions provide a backdrop or context where users can determine

their knowledge levels [174].

Data Collection Procedure

This study employed Amazon Mechanical Turk (MTurk) to share the experimental instru-
ment. MTurk remains a convenient and effective work site that allows investigators to gather
study data. The platform enables researchers and workers to post-human intelligence tasks
(HITs), undertake these tasks, and get paid for them [52, 135]. It is for these reasons that
MTurk is very useful. MTurk as a means of collecting data is more efficient and costs less
than conventional approaches. Data scientists can recruit different categories of workers who
work for pay [62, 106, 141]. It quickly gathers the data. Although it affects the level of par-
ticipation based on the time taken to receive payment, it does not affect data quality [140].
Previous research has documented that MTurk data is valid and trustworthy and can be as
effective as more conventional forms of data gathering in the social sciences. Furthermore,
with the help of MTurk, one can invite significant and various numbers of participants, which
can be helpful when it is difficult to recruit participants through more conventional proce-

dures [132, 140]. Due to its virtuality, the researcher is not physically with the participant;
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this may lead to poor monitoring and compromise data quality [179, 219]. The following
scales were used to capture the various objectives of the study. Data quality control measures
excluded participants who failed to answer essential questions right to the end of the study
[144]. This data collection approach sought to develop viable data that could be used to as-
sess the impact of the interventions implemented on users to detect spear phishing attacks.

Each participant received $2 in compensation for completing the survey.

3.4.2 Validation and Reliability Measures

This study used SmartPLS to measure the validity and reliability. It used a SmartPLS be-
cause it has many algorithms that help to analyze this study data accurately [167]. This
study’s reliability has been measured by Cronbach Alpha values and Composite reliabil-
ity values. The Cronbach Alpha has a minimum threshold value of ( @ > 0.7), and the
Composite reliability has an (AVE > 0.5) [121]. The Validity was measured using the
Heterotrait-Monotrait ratio (HTMT) to measure the correlation between trait correlations

and the within-trait correlation between two constructs [216].
3.5 Data Analysis

The Statistical Package for Social Sciences (SPSS) and Smart Partial Least Square (Smart-
PLS) tests were employed to analyze this study’s findings. The first research question was
tested using a one-way ANOVA test in SPSS [24]. Regarding the second research question,
the SmartPLS algorithm was employed [167]. The data collected in this study is analyzed by
SPSS and Smart PLS. SPSS Version 29.0.1.0 has several characteristics and applications to
this study, as mentioned below [150]. SPSS has descriptive statistics that enable to analyze
and summarize participant information and their perception by demographic data. There-
fore, data analysis and an evaluation of the effectiveness of the interventions against spear
phishing were done and evaluated in the SPSS for evaluation [24]. The various intervention
measures were developed by analyzing the mean of four groups: the education intervention

group, the fear appeal intervention group, the combined education-fear appeal intervention
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group, and the control group. In this research, the participants were grouped through RCT
and assigned randomly to the groups. Applying an ANOVA statistical test can establish
whether these groups differ significantly from the control group [57]. In this case, ANOVA
helped determine whether such intervention had any significant progress as the means of the
four groups were compared.

The following five hypotheses on PMT questions were formulated for this study and
tested by the SmartPLS tool. Every PMT factor includes three consistency variables. These
hypotheses of this study were tested using the t-test and p-value in comparing each PMT
question with the spear phishing test [210]. The first research question addressed these
hypotheses and was analyzed using SPSS:

H1: Higher levels of educational intervention have a high effect on users’ knowledge for
identifying spear phishing attacks compared to the control group.

H2: Higher levels of fear appeal intervention have a high effect on users’ knowledge for
identifying spear phishing attacks compared to the control group.

H3: Higher levels of a combination of education and fear appeal intervention have a high
effect on users’ knowledge for identifying spear phishing attacks compared to the control
group.

The second research question addresses these hypotheses, and it is analyzed using Smart-
PLS:

H4: Higher level of threat severity is associated with higher levels of performance in the
spear phishing test.

H5: Higher level of threat vulnerability is associated with higher levels of performance in
the spear phishing test.

H6: Higher level of response efficacy is associated with higher levels of performance in
the spear phishing test.

H7: Higher level of self-efficacy is associated with higher levels of performance in the
spear phishing test.

H8: Lower response cost is associated with higher levels of performance in the spear
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phishing test.
3.6 Independent and Dependent Variables

3.6.1 Independent Variables

In this study, the independent variable is the type of intervention or treatment being manip-
ulated. In this case, there are four independent variables:

1. Education intervention: This variable includes providing participants with information
and training about spear phishing attacks and preventive measures.

2. Fear Appeal intervention: This variable includes fear appeal messages and scenarios
to frighten the participant about spear phishing attacks. It also consists of the potential
consequences of falling victim to evoke fear and motivate users to take preventive action.

3. Combination of education and fear appeal intervention: This variable consists of an
intervention delivering both educational content and fear appeal messages.

4. Control intervention: This variable did not receive any intervention, so it can help
compare this group with other groups that have an intervention.

5. PMT constructs questions that measure the participant’s knowledge about spear

phishing attacks.

3.6.2 Dependent Variable

The dependent variable will be the outcome or behavior that measures the effect of the
independent variables. In this study, the dependent variable is:
1. The result measures the participant’s ability to identify spear phishing and legitimate

emails in the spear phishing test.
3.7 FEthical Considerations

This study was approved by the Institutional Review Board (IRB) of the University of Wash-

ington. Ethical conduct of the research is essential because this research deals with online
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security and user behaviors [61]. Firstly, the study gathers all the participants’ agreements
before they start the survey [105]. Then, the participants’ information related to their per-
sonality, job, and significance will be secured and not revealed on social media platforms
[61]. In addition, the study will be conducted based on volunteering, and participants will
be allowed to withdraw at any time without fear of consequences. Also, the experimental
instrument is designed to contain no potentially harmful content or trigger language. The
learning educational and fear appeal components may remain informative without inflicting
undue stress on the target population [212]. Moreover, the result analyzed was conducted
ethically. The data obtained were presented anonymously to keep the identity of participants

intact [213].
3.8 Conclusion

This chapter describes how the study was conducted and contains information on the ex-
perimental design used to reach the study objective. It is intended to provide a detailed
description of the experiment and the intervention. This study employed a quantitative re-
search method, specifically experiments. This chapter includes data collection and ethical

considerations.



39

Chapter 4

RESULTS AND DISCUSSIONS

The study contained four groups: education, fear appeal, combined education and fear,
and the control group. Each group examined a different intervention, and participants were
randomly assigned. FEach experiment included a spear phishing test to identify spear phishing
and legitimate email phishing and five PMT construct questions. To determine the impact of
the intervention on the participants and to test the hypotheses in this study, each intervention
group is compared with the control group in the mean score of the spear phishing test. Also,
the hypothesis for each PMT construct was evaluated in the spear phishing test for all
groups. The demographic characteristics of participants and their performance are included
for the four groups. A discussion of the survey questions’ results, reliability, and validity is

presented, too.

4.1 Study Participants

This study collected data related to participants’ demographic data. The data include ques-
tions for gender, age, ethnicity, education level, employment status, undergraduate major,
work, participant level of formal Computer Science, and the industry currently or most re-
cently worked. Seven hundred twenty-six participants were randomly assigned to the four
study groups. Table 4.1 shows the demographic data of all participants. The percentage of
male participants exceeded the females by 15.5%. The majority of the study participants
were White/Caucasian, with percent 96.6%. Also, 80.9% of the participants had a bachelor’s

degree.



Table 4.1: Demographic Information
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Demographic Category Percentage (%)
Female 42.1
Gender Male 57.6
Non-Binary 0.3
Asian/Pacific Islander 1.2
Black/African-American 0.8
White/Caucasian 96.6
Ethnicity
Hispanic/Latinx 0.6
Native American/Alaskan Native 0.7
Other/Multi-Racial 0.1
20-29 35.2
30-39 44.4
40-49 10.6
50-59 7.1
60-69 2.4
Age (years) 70-79 0.3
Did not graduate high school (12th grade or less) 0.1
Graduated high school or equivalent (GED) 1.8
Some college, no degree 1.2
Education Associate degree 2.2
Bachelor’s degree 80.9
Master’s degree 134
Law degree, M.B.A., or other professional degree 0.4
Computer Science 42.4
Business 31.7
Engineering 10.5
Undergraduate Major | Social Science 8.5
Natural Science 3.0
Arts and Humanities 2.3
Other 1.4
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This study utilized quality control questions in survey questions to ensure the quality

of the answers. Various groups rejected the quality control questions. The quality control

questions were as follows:
1-The first question requested the participants to answer ”Disagree.”
2-The second question requested the participants to answer ” Agree.”

3-The gender question and ethnicity required the participants to assign their gender and

ethnicity at the beginning of the survey and the end and compare their answers.

The quality control questions helped to ensure the participants read the questions instead
of answering them randomly without reading [42, 133]. The total rejection rate was 18.73%

for the whole participants’ pool. After collecting the data, an automated matrix was used

to check their accuracy.

Table 4.2: Participants in the main study

Failed Quality Control

Participants | Q1 only Q2 only Gender Ethnicity | Total Re- | Rejection | Total
jection rate

862 103 10 15 8 136 18.73% 726

After the quality control questions, this study has 726 participants for all groups. Table

4.3 shows the number of participants for each group.



Table 4.3: Final Number of participants in each group

Intervention Participants
Education Intervention 187
Fear Appeal Intervention 187
Combination Educational-Fear Appeal Intervention 176
Control group 176

4.2 Data validity and reliability

4.2.1 Reliability

42

Reliability describes the internal consistency of variables. When the same result is continually

obtained using the same procedures under the same conditions [18]. Reliability is essential

in research because it assesses the quality of the findings by verifying their accuracy. It is the

degree to which PMT questions produce the same result on repeated trials. This study used

SmartPLS to assess the reliability of the survey questions [167]. Reliability was assessed by

examining each construct’s Cronbach Alpha and Composite reliability values. Cronbach’s

Alpha measures the internal consistent responses across similar objects [110]. This study

assessed the reliability of the PMT questions for all four groups. Reliability was assessed by

examining each construct’s Cronbach Alpha and Composite reliability values.
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Table 4.4: Cronbach Alpha Reliability Test For PMT

Variable Cronbach’s Alpha Value
Threat severity 0.718
Threat vulnerability 0.853
Self-efficacy 0.826
Response efficacy 0.632
Response cost 0.877

The threat vulnerability, self-efficacy, and response cost have values between (0.8 and
0.9), which refers to a good consistency value. Also, an indicator was removed for the
threat severity and response efficacy constructs to improve their reliability measures. This
helped push the threat severity to construct over the required thresholds with an acceptable
value of 0.718. In contrast, the reliability values for response efficacy at 0.632 and 0.634 for
Cronbach’s Alpha and Composite reliability remain below the 0.700 thresholds. Although the
original Cronbach Alpha value was below the threshold value before removing an indicator,
the low value of the Composite reliability score warranted its removal. Nonetheless, given
their proximity to the threshold and the AVE values (validity) for all constructs above the
0.500 thresholds, this study is okay with these suboptimal values for the response efficacy

construct [81].

4.2.2  Validity

Validity refers to how the approach effectively measures what it is intended to measure. It
measures how effectively the instrument represents the idea or construct it is designed to
measure [110]. This study used SmartPLS to measure the validity of the five PMT constructs
and spear phishing test questions. Validity was tested using the Heterotrait-monotrait ratio
(HTMT). This study assessed the validity of the PMT and spear phishing test questions for

all groups. The HTMT values range was below 0.9, representing a strong correlation and
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accurate value [87]. Thus, the questions used were valid.

4.3 Spear Phishing Test Score for Four Groups

This study examines the different interventions related to spear phishing attacks. The study

had four groups that had different interventions:

e Participants who joined Group One were affected by educational intervention against

spear phishing attacks, which included a video and examples of spear phishing attacks.

e Participants who joined Group Two were affected by a fear appeal intervention, which

included a video about the consequences of responding to spear phishing attacks.

e Participants who joined Group Three were affected by combined education and fear
appeal Intervention, which included the same content as Group One and Group Two com-

bined.

e Participants who joined Group Four had no effect from spear phishing attacks, which

included a video that was a scene from nature.

The participants’ knowledge was measured using a spear phishing test with eight examples
of spear phishing and legitimate emails. All four groups did the same test with the same

questions Figure 4.1 shows the spear phishing test scores for all four groups.
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Simple Bar Mean of Test by Groups
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Figure 4.1: The mean Test for four groups

This study compared the scores of the first three groups to the control group. Figure 4.1
shows that all groups had similar spear phishing test scores. SPSS (version 29.0.1.0) was
used to measure the difference between the means of the four groups.

This part of the study compared the mean of spear phishing test scores between the
education vs. control groups and fear appeals vs. control groups and combined education and
fear appeals vs. control groups. The spear phishing test scores of the education, fear appeal,
combined education and fear appeal, and control groups all have a normal distribution
shape. As a result, this study used a parametric test to measure the data. To measure
the performance of participants who joined the (education, fear appeal, combined education
and fear appeal) groups and control group, this study used One Way ANOVA [79].

The ANOVA is a statistical measure that is used to measure two or more independent
groups to determine if there are any statistically significant differences between them. The
ANOVA measures the mean of the spear phishing test scores of each (education, fear appeal,
combined education, and fear appeal) group and compares it with the mean of spear phishing

test scores of the control group to calculate if there is a significant value between them. If
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the result of the significant value in ANOVA is less than (0.05), it indicates that there is a
difference between the two groups’ scores, but if the value is greater than (0.05), it refers
to no significant value across the education and control groups. Also, ANOVA measures
Sum Of Squares, Df, Mean Square, and F. The Sum Of Squares is calculated by the squared
differences between all the means and each group’s mean. Df is the number of independent
information available for estimating a statistical parameter. Mean Square is calculated by
dividing the Sum of squares by Df. F is the mean square between groups to the mean square
within the groups [109].

The same statistical analysis was used to compare the spear phishing test score three
times (education vs. control), (fear appeal vs. control), and (education and fear appeal vs.

control).

4.3.1  Education Intervention Group vs. Control Group (H1)

To assess the impact of education intervention, a mean score of the group that received
an education intervention must be determined and compared with the control group, who
did not receive any education intervention. Based on this hypothesis, the participants who
underwent the educational intervention should perform better in the spear phishing test
than participants in the control group. In testing this hypothesis, the first analysis to be
conducted in this study is the test to compare the result of the education group to the
control group. The education group consists of 187 participants who participated in only
education intervention, while the control group consists of 176 participants. The participants
who comprised the education group were between 20 and 80 years old and had varying levels
of education and fields of specialization. The participants in the control group were aged

between 20 and 65 years and had different education levels and studies majors.

Results:

This study compares the Mean of the education and control groups using a one-way
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ANOVA test. The p-value from the ANOVA test is 0.996, greater than 0.05. Thus, this
indicates no significant differences between the scores of the education and the control groups.
The use of education intervention did not affect the participants’ knowledge of identifying

spear phishing compared to the control [109].

Table 4.5: ANOVA Test Education and Control

Sum of Df Mean F Sig
Squares Square
Between Groups | .000 1 .000 .000 996
Within Groups | 559.047 361 1.549
Total 559.047 362

Discussion:

The first aim results show no significant impact of the education intervention on en-
hancing the participants’ spear phishing knowledge compared to the control group, which
contradicts the first hypothesis. From this result, it is evident that the findings support the
null hypothesis, which posits that educating participants on spear phishing does not help
them improve their awareness of spear phishing attacks. On average, the means obtained for
both experiments are almost the same. This might indicate that the education intervention
did not realize the knowledge gained among participants needed to identify spear phishing
effectively.

There might be different reasons why educational intervention impact varies from one
study to another, mainly due to the variability in the content, education time, and duration
[15]. In contrast to previous studies that have shown that education intervention enhances
cybersecurity awareness and knowledge [131, 163]. This study finding aligns with some
studies that indicate insignificant outcomes of educating users about phishing attacks [15,
48, 198].

Alghamdi’s (2017) study found that educating users using examples and text-based is
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ineffective for identifying phishing attacks [15]. Also, Caputo et al.(2014) explain how online
training is inadequate as many users have not read the training [48]. In addition, Tschakert
and Ngamsuriyaroj’s study supports users who prefer in-class training [198].

This study sought out to determine the efficacy of education in helping users better
detect spear phishing emails. The study results suggest that there may be better methods
for helping individuals become better equipped to deal with spear phishing emails. For
example, Jampen et al. (2020) discovered that training post-attack users is a better practice
than conventional training [99]. According to Sheng and Hong (2007), the method of phishing
simulation training would help users improve their awareness of the attack. Further, the
simulation enables the users to make decisions toward identifying phishing attacks [181].
Moreover, Xiong et al. (2019) also noted that embedded training has made users more
conscious of phishing attacks [214]. Therefore, more future research needs to use classroom

and embedded training instead of online test-based and short videos [198].

4.3.2  Fear Appeal Intervention vs. Control Group (H2)

To determine the intervention effect of the fear appeal, this study measured the score of the
group with fear appeal intervention against the score of the groups with no intervention, the
control groups. According to this hypothesis, the participants who have been through the
fear appeal intervention could have scored higher on the spear phishing test than those who
joined the control group. To test this hypothesis, this study will begin the first analysis by
comparing the participants’ performance in the fear appeal group with those of the control
group. The fear appeal group consists of 187 participants who participated in only fear
appeal intervention, while the control group consists of 176 participants. The participants
who joined the fear appeal were 20 to 70 years of age, had varying education levels, and had
majored in different fields. The control group members included participants ranging in age
from 20 to 65; they had different education levels and majors.
Results:

Using a one-way ANOVA test, this study compares the Mean of two groups: fear appeal
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and control. The p-value from the ANOVA test is 0.398, more significant than 0.05. This
indicates no significant differences between fear appeal and the control groups in spear phish-
ing test scores. This suggests no significant effect exists between fear appeal intervention
and the control group. The use of fear appeal intervention did not affect the participant’s
knowledge of identifying spear phishing attacks. Table 4.6 shows the result of the ANOVA
test [109].

Table 4.6: ANOVA Test Fear Appeal and Control

Sum of Df Mean F Sig
Squares Square
Between Groups | 1.294 1 1.294 715 .398
Within Groups | 651.745 360 1.810
Total 653.039 361

Discussion:

The second aim shows no significant effect of fear appeal interventions on improving the
participants’ knowledge compared to the control group, which is inconsistent with the second
hypothesis and supports the null hypothesis. The null hypothesis indicates that the appeal
of fear does not affect users’ knowledge of identifying spear phishing attacks. The mean
results for both groups are similar. This resulted in the fear appeal intervention not having
a significant effect on identifying spear phishing attacks.

Many studies have found that a high level of fear appeal does not significantly affect the
user’s knowledge [100, 119]. However, these results are controversial to many researchers who
have proven that fear appeal could improve users’ responses to phishing attacks [196, 101].

Lawson et al. (2016) study found that exposing the participants to fear appeals on
docudrama videos without explicit and proper instruction leads to hopelessness and confusion
among participants [119]. Moreover, two research correspond to this study, which shows that

intense fear of video can sometimes lead to adverse actions, which may affect the participants’
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behaviors by causing them to delete or avoid their emails [100, 161]. Furthermore, this study
utilized a video with a fear appeal message only once, which, according to Shi and Smith
(2016), probably was ineffective in identifying spear phishing attacks [182]. Even though
the people in the fear appeal intervention group in this research have the highest scores on
the test against other groups, this difference was insignificant statistically compared to the
control group. This implies that even though fear appeal interventions may help enhance the
participant’s level of knowledge, they would not improve their test results on spear phishing
attacks.

This study sought to determine the efficacy of fear appeal in helping users better detect
spear phishing emails. The study results suggest that there may be better methods for
helping individuals become better equipped to deal with spear phishing emails. Many studies
argue that fear text should be used based on users’ behaviors [101, 102]. Also, Burita et
al. (2022) support the actual simulation of sending users phishing emails to measure if the
users click the phishing links [44, 94]. Furthermore, Tannenbaum et al.(2015) support using
fear appeal messages to change the user’s attention and behaviors [196]. Therefore, future
research should develop a text-based message for the fear appeal intervention rather than

the video.

4.8.83 Combined Education and Fear Appeal Intervention vs. Control Group (H3)

To determine the impact of both the education and the fear appeal interventions, this study
requires the score of the control group and the third group that has received both the educa-
tion and the fear appeal interventions. According to hypothesis three, it was expected that
the participants who received both the educational and the fear appeals intervention would
have higher test scores than those in the control group. To test the validity of this hypoth-
esis, the following study compared the Spear Phishing Test score of the education and fear
appeal group to the control group. The combined education and fear appeal group targeted
the following participants: 176. Also, there were 176 participants in the control group, which

equals the number of participants in both groups. People in the combined education and
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fear appeal group were of different education, ages ranging from 20 to 70. Participants from
the control group were also selected from different educational backgrounds, aged between
20 and 65.

Result:

This study compares the mean of two groups, combined education and fear appeal inter-
ventions, to the control group, using a one-way ANOVA test. The p-value result from the
ANOVA test is 0.297, which is greater than 0.05. This indicates that there are no significant
differences between the spear phishing test scores of the combined education and fear appeal
and the control groups. This indicates that the combined education and fear appeal had no
significant effect on the participant’s knowledge of identifying spear phishing compared to

the control. Table 4.7 shows the result of the ANOVA test [109].

Table 4.7: ANOVA Test Educational-Fear Appeal and Control

Sum of Df Mean F Sig
Squares Square
Between Groups | 1.776 1 1.776 1.089 297
Within Groups | 570.699 350 1.631
Total 572.474 351

Discussion:

The study’s third aim shows no significant effect of combining education and fear appeal
intervention of spear phishing test scores compared to the control group. This result was
inconsistent with the third hypothesis, which assumes that having a combined education
and fear appeal affects users’ knowledge of identifying spear phishing attacks compared to
the control group. This result supports the null hypothesis, indicating that the combination
intervention has no significant effect compared to the control group. However, Zielinska et
al. (2014) study found that education training that includes fear training can enhance the

user’s knowledge of identifying phishing attacks [218].
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The result supports the null hypothesis, which indicates that a combination of online
education and fear appeal does not affect the participants’ performance in identifying spear
phishing attacks. The non-significant findings suggest that the combination of education and
fear appeal intervention has not significantly enhanced the participants’ ability to recognize
spear phishing emails. Several studies measured education and fear appeal as separate factors
and explained that they do not affect the participant’s behavior [15, 119, 198]. Therefore, the
study findings indicate insufficient evidence to support that the combination of education
and fear appeal produces no effect on the participants’ knowledge level and capability to

identify spear phishing emails.

4.3.4  PMT Hypotheses

Results:

This study examines the different PMT factors related to the test of spear phishing at-
tacks. The study has five aspects of the PMT construct (threat severity, threat vulnerability,
response efficacy, self-efficacy, and response cost). Due to the lack of statistically significant
differences among the different experimental groups, all were combined into a single group
for analysis purposes to assess the PMT model. This study will measure the effect of five
PMT constructs on the spear phishing test. This study used SmartPLS to calculate the
t-test and p-value for the spear phishing test of all groups. It used a t-test to measure if
there was any significance in the mean between the groups. Also, the p-value is used to find
the relationship between two constructs [184]. Also, the study calculated the R-Square to
measure the dependent variable’s variance explained by independent variables [69]. Table
4.8 shows how PMT construction affects the test result. Also, Figure 4.2 shows the effect of
PMT on the Spear phishing test.
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Figure 4.2: The Effect of PMT on Spear phishing test result
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Table 4.8: Summary of Statistical Tests

PMT Constructs T statistic | P-value | Supported?
Threat Severity: H4 0.750 0.453 | Not Supported
Threat Vulnerability: H5 2.092 0.036 | Supported
Response efficacy: H6 1.373 0.170 | Not Supported
Self-efficacy: H7 3.478 0.001 | Supported
Response cost: H8 8.130 0.000 | Supported

R?* = 30.4%

This study measures the effect of the five PMT constructs on participants’ knowledge
regarding spear phishing tests. Table 4.8 shows the t-test and the p-value of the five PMT
constructs in relation to the result. The p-value of these relationships measured the sig-
nificance of the effect of PMT constructs on the spear phishing test. If the p-value is less
than 0.05, it indicates a significant impact, supporting this study’s hypothesis. Depending
on the p-value, this study supports three PMTs (Threat vulnerability, Self-efficacy, and Re-
sponse cost) that have a statistically significant effect, which had a p-value less than 0.05.
Threat vulnerability, Self-efficacy, and Response cost have a statistically significant value in
the spear phishing test score, which means that these three factors enhance the participant’s
knowledge regarding spear phishing attacks.

Discussion:

The fourth aim of this study supports three significant results: a high level of threat
vulnerability and self-efficacy enhance users’ knowledge about spear phishing attacks. Also,
low levels of response costs have a positive effect on improving users’ knowledge about spear
phishing attacks.

This study supports the positive effect of self-efficacy on participants’ knowledge for iden-
tifying spear phishing attacks. This result aligns with many studies in the literature, which

indicate that Self-efficacy had a significant effect on participants’ behaviors in preventing
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phishing security [23, 70, 194]. A meta-analysis of 59 studies supports self-efficacy in users’
behaviors to take protective action to protect their information security against the threat
[83]. However, Lee et al.(2023) found that a high level of self-efficacy has a negative effect
on users’ attitudes toward sharing their information online [120]. Previous studies show that
for users who are overconfident in their ability to identify phishing attacks, it is hard to
be convinced about the severe threat of this attack [102]. Also, William and Joinson(2020)
found no relationship between self-efficacy and identifying phishing emails [206]. Thus, fu-
ture studies should not depend on the self-efficacy constructs alone to find spear phishing
attacks.

Also, this study supports the positive effect of the low response cost on the participant’s
knowledge of identifying spear phishing attacks by having a substantial statistically signif-
icant value of 0.000. This result supports the current evidence about the benefit of low
response cost. According to many studies, the low-cost response makes the users willing to
adopt protective action in security behaviors and the users prefer to take action if the cost
response is low and acceptable [35, 86, 205, 130]. All the previous studies support that the
low cost makes the users more adaptable to take preventive action, which indicates the use
of low cost in security training to enhance the users’ ability to take protective actions. How-
ever, there is a limited study that supports the users are willing to take an action that has a
high cost. This might help design future spear training by providing users with a protective

action that has a low cost.
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Chapter 5

CONCLUSION

This study aims to assess the role of education and fear appeals as protective factors
towards spear phishing prevention among online users. The study findings highlight a general
overview of the effects of the three intervention groups on spear phishing threats. This means
that the study, which had education and fear appeal, did not affect the participants’ level
of susceptibility to spear phishing attacks. However, the study recognizes that these results
could have been constrained by factors like using an intervention’s content or the participant’s

background.

Furthermore, concerning the method of this study, four experiments were conducted in
which participants were assigned randomly into four groups. There were three experimental
interventions and one control intervention group. The objective is to assess the participants
involved in education, fear appeals, and both education and fear appeal interviews by calcu-
lating the Mean of their spear phishing test against the two control groups. The results show
no significant difference between the groups in the spear phishing test. Further, in this study,
the five PMT constructs on the spear phishing test make it evident that self-efficacy threat
vulnerability and response cost positively influence the users’ knowledge of spear phishing

attacks.

5.1 Limitation and Future Work

Limitations are associated with participants’ race and education level, survey time, and other

factors.
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5.1.1  Survey Time

The survey time is different from one group to another, as the third group has more time
than the other groups. This is because the third group has two interventions. The average
time for the four groups was about 17 minutes. The number of participants also varied in
the four groups, as each of the education and fear appeal had 187 participants, and the

combination of education and fear appeal and the control group had 176 participants [41].

5.1.2  Participant Background

There are many other factors, such as whether the participants have been exposed to spear
phishing attacks or had attended training on social engineering hacks. Also, the participants
might inspect their email before responding. In addition, other factors related to participants’

awareness and demographics include not sharing personal information [123].

5.1.3 Method of study

This study used an experiment with a single post-test. Many researchers use two tests, pre-
tests and post-tests, to measure the effect accurately. Also, this study utilized only image

and video [74, 198].

5.1.4 Spear phishing test

The spear phishing test is in a control condition. In the spear phishing test, participants
were fully focused on the task. The control test might not reflect the real-world situation

when the users received spear phishing emails [172, 116].

5.2 Future work

There are many future directions for this study.
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5.2.1 Qualitative Research Method

This study can be designed using a qualitative research method. This method can provide

more in-depth detail about human feelings when they receive a spear phishing email [64].

5.2.2  Different Intervention Content

In addition, look into different Interventions methods, for instance, the financial or reputa-
tional consequences of a successful phishing attack, to find out which strategy is the most

effective for preventing spear phishing [218].

5.2.83 Designed for Specific Demographic

Moreover, studies on specific demographics, such as older people or those with limited tech-
nical abilities, should be conducted to develop targeted interventions that meet the needs

and vulnerabilities of these groups[123].
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EXPERIMENTS SURVEY

This study designs an experiment that is managed via Qualtrics survey. It has four

groups: education intervention, fear appeal intervention, educational-fear appeal interven-

tion, and control group. The participants are assigned randomly to one of the four groups.

All participants have the same questions, but each of them has different interventions. Figure

1 explains the questions flow for each group.

Group 1:
Education
intervention

Security
Perception

Education
intervention

PMT Questions

Test users
knowledge

Demographics

All groups participants

Assign Participants

Randomly
Group 3:
Group 2: Combination
Fear Appeal Educational-
intervention Fear Appeal
intervention
Security Security
Perception Perception
Combination
Fear appeal Educational-Fear
intervention appeal
intervention
PMT Questions PMT Questions
Test users Test users
knowledge knowledge
Demographics Demographics

Group 4:
Control

Security
Perception

Control

PMT Questions

Test users
knowledge

Demographics

Figure A.1: Survey flow for all four groups
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Survey Introduction

Effect of Education and Fear Appeal Scenario Against Spear Phishing Attacks Exper-
iment. Survey on Education instrument, Fear Appeal scenarios against spear phishing at-
tacks.

The following questionnaire is part of a research project to better understand the effect
of education and fear appeal on users’ behaviors against spear phishing attacks. Completing
the whole survey will take about 10-20 minutes. This survey is completely voluntary. If you
come to a question you do not want to answer, please feel free to skip to the next question.
However, keep in mind some questions are required due to the use of logic. If you do not
wish to answer those questions, then please discontinue your participation in the survey.

You may discontinue participation at any time and for any reason, including after the
completion of the survey. In the event that you choose to stop participation, you may ask
me to have your answers deleted by contacting me through email. Please take note of the
date and time you worked on the survey for this purpose. All information shared in any
publications or presentations will be anonymous in order to preserve your right to privacy.

Compensation will be received through the Amazon Mechanical Turk system and is
limited to the amount noted therein—$2.00. No other compensation will be provided. This
research does not involve risks beyond those encountered in daily life. If you have any
questions or concerns, please contact the researcher at the email address below, or the UW
Human Subjects Division.

Student Advisor: Marc Dupuis ( marcjd@Quw.edu ) Project contact address: ¢/o Marc
Dupuis, Computing and Software Systems, Box 358534, 18115 Campus Way NE, Bothell,
WA 98011-8246. Investigator: Saja Alsulami (sajal998@Quw.edu).

Please note: This survey will take some time. There are multiple quality control questions
throughout the survey. If you fail a single quality control question then the survey will end
and you will not be paid; this is done to preserve your Amazon Mechanical Turk rating.
Your responses to that point will subsequently be discarded as they are unusable. If you do

not think you have the time or ability to accurately complete a longer survey then please do
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not proceed.

Additionally, if you use tools, Al, or anything else to automate your answers then you
will be unable to complete future project with me.

CONSENT TO SURVEY PARTICIPATION

YOU MUST BE 18 YEARS OF AGE OR OLDER TO PARTICIPATE!

I certify that I am 18 years of age or older, that I can print out a copy of this consent
form or otherwise save its contents by copying and pasting into a new document, that I have
read the preceding, and that [ understand its contents. By clicking on the next button, I am
freely agreeing to participate in this study by filling out the survey.

NOTE: If you do not wish to participate in this survey then please close your browser

window at this time

Security Perception

Please continue to answer each question honestly, on your own, and to the best of your
ability, without assistance from any outside sources. Remember, all responses are completely
anonymous.

Please rate the extent to which you agree with the following statement:

1. You have a clear understanding of ” Spear Phishing attacks,” and you are able to define

it [89].

e Strongly disagree

Somewhat disagree

Neither agree nor disagree

Somewhat agree

Strongly agree
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2. Which of the following best defines the term ”Spear Phishing attacks”? [89]

e A type of unauthorized software that disrupts the regular functionality of a per-
son’s or organization’s computer system, or corrupts or steals confidential data, or

allows a cyber criminal to gain unauthorized access to a private computer system.

e A practice of gathering helpful information about a targeted employee within
an organization to deceive this employee to providing cyber criminals access to
unauthorized, sensitive, and private data through a fake solicitation email, website

link, text message, etc.

e A specific type of software that prevents authorized users from accessing their
files by penetrating a person or organization’s computer systems, encrypting all

files, and sending a copy of those files to the criminal’s server.

e An attack that prevents access for legitimate users when a targeted host or server

is overloaded with traffic until the target cannot respond or crashes.

3. How do you assess your overall ability to defend against spear phishing attacks targeting
specific individuals to steal credentials and commit fraud?[72]
e Terrible
e Poor
e Average
e Good

Excellent

4. Have you been the victim of at least one spear phishing attack in the past year in which

user credentials were compromised and/or fraud was committed?[72]

e No
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e Maybe

e Yes

5. Have you ever checked these components in emails that you received?[200]

Never Sometimes| About Most of Always
half the the time
time
The Sender’s email address ° ° ° ° °
The Sender’s name ° ° ° ° °
The content of the email links ° ° ° ° °
The content of the attachments ° ° ° ° °
The content of the email pictures | ° ° ° .
The content of the email text ° ° ° ° °

After these security perception questions, all groups will affected by different intervention

types:

1. The first group was affected by an Education Intervention

2. The second group was affected by a Fear Appeal Intervention

3. The third group was affected by a combination of Educational-Fear Appeal Intervention

4. The fourth group was not affected by any type of the previous interventions.

Group 1: Education Intervention
In this video, you will learn about spear phishing attacks. Please watch the video below.

https://www.youtube.com/watch?v=zv19Azmumng.
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Common examples of spear phishing attacks:

1. Chief Executive Officer fraud scams Common spear phishing attack
2. Malicious attachments and ransomware attacks

3. Clone phishing attack, which is a type of spear phishing attack

4. Brand impersonation attack, which is a type of spear phishing attack

Re: Urgent Favor - finish by 2pm

From: Alex Cl in <ap.di

To: Barty Crouch <bartyc@armorblox.ai>
Received Mailbox: Barty Crouch <bartyc@armorblox.ai>
Received Folder: [inbax

Date: January 31, 2020 12:27 PM

Thanks!

you have them. [J8BBIURGENCY] this \Within the next 2 Hours | DEADLINE | before the customer meeting s over. Il you
once I'm back from the meeting.

- Alex

Alex Chamberlain
CEO | Armorblox
alexc@armorblox.ai | 555-555-6231

On Friday, January 31, 2020, 12:26:35 PM PST, Barty Crouch <bartyc@armorblox.ai> wrote:

Hi Alex,
Sure, let me know what you need.
Best,

Barty

From: Alex Chamberlain < ap.disbursement12@ yahoo.com >
Sent: Friday, January 31, 2020 12:23 PM

To: Barty Crouch <bartyc@armorblox.ai>

Subject: Urgent Favor - finish by 2pm  DEADLINE

Barty,
Are you at your desk? I'm in a customer meeting right now and need you to take care of something [BFGERUY URGENCY ] .
- Alex

Alex Chamberlain
CEO | Armorblox
alexc@armorblox.ai | 555-555-6231

Figure A.2: CEO Fraud Scams

[50]
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October 2021 - Payroll Tracker for Acme Corp

From: Tom Cahill <cahill.tom@gmail.com>
To: Barty Crouch <bartyc@armorblox.ai>

Rex

ed Mailbox: Barty Crouch <bartyc@armorblox.ai>

Receiv

older: | Inbox.

Date: November 22, 2021 7:47 PM

u\ Aug 2021 _Payroll_Tra...

XLs 45KB &

Security Alert: This email could be dangerous

Malware

The IT team has detected this message may contain harmful content. Please avoid clicking links, downloading attachments or replying.

HiBarty,

With October 2021 coming to an end, | was wondering if you could take a look at the attached spreadsheet with Employee payroll records and
verify if the numbers look right.

Our CFO, Victoria Miller has been pushing me hard to get these verified by the end of the day. Can you please respond as soon as possible by
EOD today?

Thanks,

Tom Cahill
Payroll Administrator,
Acme Corp.

Figure A.3: Malicious Attachments

[50]

Your Box p was r ly

From: Box Support <abhishekiyer52@yahoo.com>
To: Barty Crouch <bartyc@armorblox.ai>
Re:

Viailbox: Barty Grouch <bartyc@armorblox.ai>

Folde

Receiv

Deleted ltems
Da

=: May 14, 2020 11:30 PM

Security Alert: This email could be dangerous

Credential Phishing = Contains Malicious Link

The IT team has detected this message may contain harmful content. Please avoid clicking links, downloading attachments or replying.

Dear User,

Your Box password was recently changed. Your security is our top concern. If this wasn't you, please click the link below and reset your
password [ifimEdiately| URGENCY

For any support questions, please contact support@box.com.

Regards,

Box Support Team

Figure A.4: Clone phishing attack

[50]
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Join the meeting

From: Chetan Anand <c@datomi.io>

To: Kevin Mathew <kevinm@armorblox.ai>

d Mailbox: Kevin Mathew <kevinm@armorblox.ai>
| Folder

Deleted tems

lovember 24, 2021 3:47 AM

Kevin,

Your participants have joined you in a Meeting

Topic Exec Team Meeting
Meeting ID 818 7953 3547
Time Nov 10, 2021, 17:12:08

Start
Meeting
BLOCKED

Thank you for choosing Zoom
~The Zoom Team

Figure A.5: Brand impersonation attack

[50]

Group 2: Fear Appeal Intervention

Spear phishing attacks:

A practice of gathering helpful information about a targeted employee within an organi-
zation for the purpose of deceiving this employee to provide cybercriminals access to sensitive

and private data through a fake solicitation email[89].
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SPEAR-PHISHING EXAMPLE

Highly personalized message that appears to be from a legitimate sender

< Outiook Inbox
Quarterly Project Review

© DKoy BRGNS
Incorrect
Email et Spear Phishing attacks
often have a malicious link
Hope your week has boen going welll embedded in them. Don't

Be aware of any common 1 just joined thelcompany and | was told to get you to review my fall for these links!
ASAP.

arier pojec 1 have attached a copy i this
company sayings or Gmall - paasa dowioad it and ake a ook whenever you et the
chance. Sorty | didn' getthe chance o get this {0 you earler - "
slogans. Spear Phishing it famay amargony 10 tekg om0t T Tin: hover your cursor over
attacks offen research Another day, another dolar! the link to check the URL
common phrases 1o i before clicking on it
appear more legitimate, David

but sometimes they are
used incorrectly.

Figure A.6: Spear phishing Example

1]

In this video, you will learn about spear phishing attacks. Please watch the video below:

https://www.youtube.com/watch?v=XJDyDN3Ht0O.
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Group 3: Combination Educational-Fear Appeal Intervention
In this video, you will learn about spear phishing attacks. Please watch the video below.

https://www.youtube.com/watch?v=zv19Azmumng.

Common examples of spear phishing attacks:

1. Chief Executive Officer fraud scams Common spear phishing attack
2. Malicious attachments and ransomware attacks

3. Clone phishing attack, which is a type of spear phishing attack

4. Brand impersonation attack, which is a type of spear phishing attack

Re: Urgent Favor - finish by 2pm

Alex C in <ap.di om:

Barty Crouch <bartyc@armorblox.ai>
ox: Barty Crouch <bartyc@armorblox.ai>
o1 Inbox
date: January 31, 2020 12:27 PM

Thanks!

Just send me the card codes once
you have them. [Iii88dI URGENCY | this within the next 2 hours DEADLINE | before the customer meeting is over. I'll [FSIRBUISBILFNANCIAL ] you

once I'm back from the meeting.

- Alex

Alex Chamberlain
CEO | Armorblox
alexc@armorblox.ai | 555-555-6231

On Friday, January 31, 2020, 12:26:35 PM PST, Barty Crouch <bartyc@armorblox.ai> wrote:

Hi Alex,
Sure, let me know what you need.
Best,

Barty

From: Alex Chamberlain < ap.disbursement12@ yahoo.com >
Sent: Friday, January 31, 2020 12:23 PM

To: Barty Crouch <bartyc@armorblox.ai>

Subject: Urgent Favor - finish by 2pm  DEADLINE

Barty,
Are you at your desk? I'm in a customer meeting right now and need you to take care of something [HFgEIUY URGENCY
- Alex

Alex Chamberlain
CEO | Armorblox
alexc@armorblox.ai | 555-555-6231

Figure A.7: CEO Fraud Scams

[50]
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October 2021 - Payroll Tracker for Acme Corp

From: Tom Cahill <cahill.tom@gmail.com>
To: Barty Crouch <bartyc@armorblox.ai>

Rex

ed Mailbox: Barty Crouch <bartyc@armorblox.ai>

Receiv

older: | Inbox.

Date: November 22, 2021 7:47 PM

u\ Aug 2021 _Payroll_Tra...

XLs 45KB &

Security Alert: This email could be dangerous

Malware

The IT team has detected this message may contain harmful content. Please avoid clicking links, downloading attachments or replying.

HiBarty,

With October 2021 coming to an end, | was wondering if you could take a look at the attached spreadsheet with Employee payroll records and
verify if the numbers look right.

Our CFO, Victoria Miller has been pushing me hard to get these verified by the end of the day. Can you please respond as soon as possible by
EOD today?

Thanks,

Tom Cahill
Payroll Administrator,
Acme Corp.

Figure A.8: Malicious Attachments

[50]

Your Box p was r ly

From: Box Support <abhishekiyer52@yahoo.com>
To: Barty Crouch <bartyc@armorblox.ai>
Re:

Viailbox: Barty Grouch <bartyc@armorblox.ai>

Folde

Receiv

Deleted ltems
Da

=: May 14, 2020 11:30 PM

Security Alert: This email could be dangerous

Credential Phishing = Contains Malicious Link

The IT team has detected this message may contain harmful content. Please avoid clicking links, downloading attachments or replying.

Dear User,

Your Box password was recently changed. Your security is our top concern. If this wasn't you, please click the link below and reset your
password [ifimEdiately| URGENCY

For any support questions, please contact support@box.com.

Regards,

Box Support Team

Figure A.9: Clone phishing attack

[50]



Join the meeting

Chetan Anand <c@datomi.io>
Kevin Mathew <kevinm@armorblox.ai>
Kevin Mathew <kevinm@armorblox.ai>
Deleted tems
November 24, 2021 3:47 AM

Kevin,
Your participants have joined you in a Meeting
Topic Exec Team Meeting

Meeting ID 818

547

Time Nov 10, 2021, 17:12:03
Start
Meeting
BLOCKED

Thank you for choosing Zoom.

~The Zoom Team

Figure A.10: Brand impersonation attack

[50]

SPEAR-PHISHING EXAMPLE

Highly personalized message that appears to be from a legitimate sender

< Outiook Inbox o000 T

Quarterly Project Review

David Kimberly <david Kimberly@company.biz>

Incorrect @

Email Spear Phishing attacks
Deecling often have a malicious link
Hope your week has been going well embedded in them. Don't

Be aware of any common 1just joined theicompany and | was told to get you to review my fall for these links!
overviow AS

quarter prjec P\ havo atachod a copy in this
company sayings or B e ey i
chance! Sorry | didi' get the chancs 1o gt this [0 you earter - -
slogans. Spear Phishing B fary Ao (id cas ot & Tip: hover your cursor over

attacks often research R the link 1o check the URL

common phrases to ot before clicking on it
appear more legitimate, David
but sometimes they are

used incorrectly.

Figure A.11: Spear phishing Example

1]

91
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In this video, you will learn about spear phishing attacks. Please watch the video below:

https://www.youtube.com/watch?v=XJDyDN3Ht0O.

Group 4: Control Group

Please watch the video below:

https://www.youtube.com/watch?v=E1UViIQRqQU.

After being affected by different interventions, the participants have to answer PMT
questions, Test their knowledge about spear phishing attacks, and answer Demographic

questions.
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PMT Question

Please rate the extent to which you agree with the following statements:
1. Threat severity

e [f I would fall victim to a spear phishing attack, the consequences would be severe.
e [f I would fall victim to a spear phishing attack, the consequences would be serious.

o If T would fall victim to a spear phishing attack, the consequences would be

significant. [1=Strongly disagree;7=Strongly agree][176]
2. Threat vulnerability

e [ am at risk of falling victim to a spear phishing attack.
e There is a chance that I will fall victim to a spear phishing attack.

e It is possible that I fall victim to a spear phishing attack.[1=Strongly dis-
agree;7=Strongly agree|[176]

3. Response efficacy

e Looking for suspicious cues in emails works for protection against spear phishing

attacks.

e Verifying the legitimacy of an email is effective for protection against spear phish-
ing attacks. carefully inspecting suspicious emails, my privacy is more likely to

be protected. [1=Strongly disagree;7=Strongly agree|[176]
4. Self-efficacy

e Detecting spear phishing attacks is easy to do.

e Detecting spear phishing attacks is convenient to do.
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e [ am able to detect spear phishing attacks without much effort. [1=Strongly
disagree;7=Strongly agree|[176]

5. Response cost

e [ would be discouraged from carefully inspecting every email because it would

take too much time.
e Taking time to carefully verify every email would cause me too many problems.

e [ would be discouraged from examining every email because I would feel silly to

do so.[1=Strongly disagree;7=Strongly agree|[176]

Test your knowledge about spear phishing attacks

This section will show eight examples of spear phishing and legitimate emails. This
section is designed to test your knowledge to identify spear phishing and legitimate emails
based on what you read and learned in the previous sections.

Please read the following questions carefully and respond based on this email.

I Luke Johnson

Luke Johnson has shared a link to the following document:
h 2022 Department Budget.docx
. Hi. Here is the doc you asked for. Let me know if you need anything else!

http://drive—-google.com/luke johnson

Email 1: An Example of Spear Phishing Email [200].
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Question 1: Please indicate whether the email appears to be a spear phishing attack or

is legitimate [27].
e Spear phishing email

e Legitimate email

If this email is spear phishing, then on a scale of 1-5, which factors lead you to believe

this email to be spear phishing? [27]

Extremely | Somewhat | Neither Somewhat | Extremely
unlikely unlikely likely nor | likely likely
unlikely

Link in the email: ° ° ° ° °

Text of email: ° ° ° ° °

Attachment of the email: ° ° ° ° °

Where the email came from: | e ° ° ° °

Apple Securily

Dear Dave,

We have received your itunes account is used for fraud. Your account

will be suspended until you confirm that you are the original user

account To confirm that you are the original user of this account:

Click here

fitunes security team

Email 2: An Example of Spear Phishing Email [74].
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Question 2: Please indicate whether the email appears to be a spear phishing attack or

is legitimate [27].
e Spear phishing email
e Legitimate email

If this email is spear phishing, then on a scale of 1-5, which factors lead you to believe this

email to be spear phishing? [27]

Extremely | Somewhat | Neither Somewhat | Extremely
unlikely unlikely likely nor | likely likely
unlikely
Link in the email: ° ° ° ° °
Text of email: . ° ° ° °
Attachment of the email: ° ° ° ° o
Where the email came from: | e . ° ° °
Dropbox
’v‘

Upgrade your Dropbox

htps:/www.dropbox.com/buy

Email 3: An Example of Legitimate Email [200].
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Question 3: Please indicate whether the email appears to be a spear phishing attack or
is legitimate. [27]
e Spear phishing email
e Legitimate email

If this email is spear phishing, then on a scale of 1-5, which factors lead you to believe

this email to be spear phishing? [27]

Extremely | Somewhat | Neither Somewhat | Extremely
unlikely unlikely likely nor | likely likely
unlikely
Link in the email: ° ° ° ° °
Text of email: ° ° ° ° °
Attachment of the email: ° ° ° ° °
Where the email came from: | e ° ° ° °
Citi Bank
citi

This is a Security Alert you requested
to help you protect your account.

William, your account has been blocked.
219 You have exceeded the number of three (3) failed login attemtps.

To unlock your account, please your account
Thank you for your cooperation.

Sincerely Yours, Letha Cox

Letha.Cox@citibank.com

Email 4: An Example of Spear Phishing Email [74].
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Question 4: Please indicate whether the email appears to be a spear phishing attack or

is legitimate [27].

e Spear phishing email

o Legitimate email

If this email is spear phishing, then on a scale of 1-5, which factors lead you to believe

this email to be spear phishing? [27].

Extremely | Somewhat | Neither Somewhat | Extremely
unlikely unlikely likely nor | likely likely
unlikely
Link in the email: ° . ° ° °
Text of email: . ° ° ° °
Attachment of the email: . . ° ° °
Where the email came from: | e . . ° °

We heard that you lost your GitHub password. Sorry about that!

But don’t worry! You can use the following link to reset your password:

https://github.com/password_reset/0198077d2
2ce5c90eb7483a5656d61696cbc736562
d61696c2e636f6da5666726365¢c2b374776f5f6661637461725(7665726966696564¢2

cc084

958a1cb8418ea40870e008a229167ce22

3

If you don't use this link within 3 hours, it will expire. To get a new password reset link,

visit https://github.com/password_reset

Thanks,
Your friends at GitHub

40

Email 5: An Example of Legitimate Email [74].
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Question 5: Please indicate whether the email appears to be a spear phishing attack or

is legitimate [27].
e Spear phishing email

e Legitimate email

If this email is spear phishing, then on a scale of 1-5, which factors lead you to believe

this email to be spear phishing? [27]

Extremely | Somewhat | Neither Somewhat | Extremely
unlikely unlikely likely nor | likely likely
unlikely
Link in the email: . ° ° ° °
Text of email: . ° ° ° °
Attachment of the email: . . ° ° °
Where the email came from: | e . ° ° °
o Netflix
v
NETFLIX
Hello Janne!
We believe that your Netflix account credentials may have been
included in a recent release of email addresses and passwords from an
older breach. Just to be safe, we're asking you to reset your password.
Please visit www.netflix.com and follow the instructions to reset your password.

For more information and recomendations on how to keep your

Netflix account secure, please visit our Help center

- The Netflix team

Email 6: An Example of Legitimate Email [74].
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Question 6: Please indicate whether the email appears to be a spear phishing attack or

is legitimate [27].
e Spear phishing email

e Legitimate email

If this email is spear phishing, then on a scale of 1-5, which factors lead you to believe

this email to be spear phishing? [27]

Extremely | Somewhat | Neither Somewhat | Extremely
unlikely unlikely likely nor | likely likely
unlikely
Link in the email: . . ° ° °
Text of email: . . ° ° °
Attachment of the email: . . ° ° °
Where the email came from: | e . ° ° °

o Package Tracking

UPS Billing Center

Hi Albin!

Your new invoice now available. Please download the invoice from the
UPS billing center to view and pay your invoice.

Thank you for your business.

For aditional support, please view the UPS billing center User Guide

2018 United Postal Service of America, Inc UPS, the UPS brandmark and the color brown
ara rademarks of United Postal Senice of America, Inc, All fights reserved

For more informalion on UPS's privacy protection, refier to the UPS privacy policy

Privacy Policy

Email 7: An Example of Spear Phishing Email [74].
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Question 7: Please indicate whether the email appears to be a spear phishing attack or

is legitimate [27].
e Spear phishing email

e Legitimate email

If this email is spear phishing, then on a scale of 1-5, which factors lead you to believe

this email to be spear phishing? [27]

Extremely | Somewhat | Neither Somewhat | Extremely
unlikely unlikely likely nor | likely likely
unlikely
Link in the email: . . ° ° °
Text of email: . . ° ° °
Attachment of the email: . . ° ° °
Where the email came from: | e . ° ° °

Ericsson
-

Hello Janne!

Here is the upcoming salary specification for the month of April.

All salary specifications can be found on My Page. Log in My Page

/Ericsson

z‘mlary specid_25 pdf '

Email 8: An Example of Legitimate Email [74].
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Question 8: Please indicate whether the email appears to be a spear phishing attack or

is legitimate [27].
e Spear phishing email

e Legitimate email

If this email is spear phishing, then on a scale of 1-5, which factors lead you to believe

this email to be spear phishing? [27]

Extremely | Somewhat | Neither Somewhat | Extremely
unlikely unlikely likely nor | likely likely
unlikely
Link in the email: . . ° ° °
Text of email: . ° ° ° °
Attachment of the email: ° . ° ° °
Where the email came from: | e . ° ° °

Demographics

1. What gender do you most closely identify with?

e Female
e Male
e Non-Binary

Other

Prefer not to say
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2. What is your current age?

e Under 18
e 18-19
e 20-24
e 25-29
e 30-34
e 35-39
e 40-44
e 45-49
e 50-54
e 55-59
e 60-64
e (65-69
o 70-74
e 75-79
e 80-84
e 85-89

90 & above

3. What ethnicity do you primarily identify with?

e Asian/Pacific Islander
e Black/African-American

e White/Caucasian
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e Hispanic/Latinx
e Native American/Alaskan Native

e Other/Multi-Racial

4. What is the highest level of education you have obtained?

e Did not graduate high school (12th grade or less)
e Graduated high school or equivalent (GED)

e Some college, no degree

e Associate degree

e Bachelor’s degree

e Master’s degree

e Law degree, M.B.A., or other professional degree

e Doctorate degree

5. What is your current employment status?

e Employed full-time

Employed part-time

Not employed, looking for work

Not employed, NOT looking for work

Student, working at least part-time

Student, NOT working



