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Over the past few decades, wireless sensor networks have transformed the way in which
we collect information about the world around us. The low cost of the sensor nodes and the
simplicity of installation make wireless sensor networks highly scalable, and therefore they
are able to obtain rich sets of sensor data over a wide area at relatively low cost. As a result,
wireless sensor networks have been widely deployed for a number of sensing applications
including environmental, health, home, commercial, industrial, and military applications.
Despite the success of many wireless sensor networks, their usage is often severely con-
strained by limited battery life and the maintenance burden of frequently changing batteries.
This limitation arises from a well-known trade-off between the lifetime of a sensor node
and its wireless range. As the communication power is reduced to improve the lifetime, the
wireless range of the node is also reduced.

This dissertation describes an indoor wireless sensor network called SNUPI (Sensor
Network Utilizing Powerline Infrastructure) that overcomes the traditional power/range
trade-off by leveraging the existing power line infrastructure in buildings. In this new
wireless sensor network, a single base station receiver is connected directly to the power
line (i.e., plugged into an outlet). Each node in the sensor network transmits wireless sig-

nals that couple to nearby power lines, thus creating signals that travel through the power






line infrastructure to the base station receiver. In this way, the sensor nodes can transmit at
much lower power because the signals do not need to propagate over-the-air for the entire
path to the base station receiver; they only need to propagate to the nearest power line. In
this dissertation, I build upon earlier work using the power line as a receiving antenna for
communications, to explore the details required to make such a wireless sensor network
both practical and robust. I explore this new power line coupled wireless communications
channel and investigate the designs and application-specific optimizations of each element
of the sensor network, including the communications protocol, the sensor node, and the

base station receiver.
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Chapter 1
INTRODUCTION AND MOTIVATION

Over the past few decades, wireless sensor networks have transformed the way in which
we collect information about the world around us. A wireless sensor network (WSN) is a
collection of many sensing devices which collect data from on-board sensors and com-
municate the sensed information to a centralized base station. Since the sensing devices,
commonly called sensor nodes, are small, low-cost, and low-power, they can be produced
and easily deployed in large numbers. Since the network communicates the data wirelessly,
these networks can be very easy to install (i.e., there is little to no infrastructure required).
The low cost of the sensor nodes and the simplicity of installation make WSNs highly
scalable, and therefore they are able to obtain rich sets of sensor data over a wide area at
relatively low cost. As a result, WSNs have been widely deployed for a number of sensing
applications including environment and habitat, health and wellness, home, commercial

and industrial, and military.

Although it is very easy to deploy very large networks of wireless sensor nodes, these
networks can be very difficult to maintain. The maintenance issue arises from the con-
stant need to change the batteries on the sensor nodes. As the network grows in size,
the maintenance issue becomes even more severe. As a result, researchers and engi-
neers have been working for years to optimize the power consumption of WSNs [6,251].
Some sensor nodes even harvest energy from their environment using solar cells, vibra-
tion, temperature gradients, human movement, electromagnetic radiation, and pressure
changes [[76, 139,157,176, 182.|183L/195,231]. Although considerable research continues to
explore energy harvesting sensor nodes, these devices are still very limited by the amount

of energy that can be extracted from the environment, and the constrained environments in



which they must operate. The vast majority of practical WSNss still rely on a small battery
as the primary power source.

To maximize the lifetime of the small on-node battery, every aspect of the sensor node’s
power consumption must be optimized. The power consumption of the sensor node is typi-
cally divided into three domains: sensing, communication, and computation. The majority
of the power is consumed by the communication domain, which is responsible for trans-
mitting and receiving the wireless signals [6]. As a result, there is well-known trade-off
between the lifetime of a node and its wireless range. As the communication power is
reduced to improve the lifetime, the wireless range of the node is also reduced. Many
WSNs use a multi-hop mesh network topology, where each node only needs to commu-
nicate with nearby nodes, rather than communicating the full distance to the base station.
This approach reduces the power consumption of the transmitter but also requires signifi-
cant power to continuously run a receiver on every node.

This dissertation describes an indoor wireless sensor network that overcomes the tradi-
tional power/range trade-off by leveraging the existing power line infrastructure in build-
ings. In this new WSN, a single base station receiver is connected directly to the power
line (i.e., plugged into an outlet). Each node in the sensor network transmits wireless sig-
nals that couple to nearby power lines, thus creating signals that travel through the power
line infrastructure to the base station receiver. In this way, the sensor nodes can transmit
at much lower power because signals do not need to propagate over-the-air for the entire
path to the base station receiver; they only need to propagate to the nearest power line.
This method of using the power line as a receiving antenna for communications was first
introduced by Stuntebeck et al. [44,[210]. In this dissertation, I build upon this early work,
explore the details required to make such a WSN both practical and robust, and demon-
strate an optimized, application-specific implementation of such a network. Throughout
this document, this type of WSN will be referred to as SNUPI: Sensor Network Utilizing
Powerline Infrastructure.

SNUPI does not refer to a single implementation of a WSN; but rather an entire class of



ultra-low-power wireless sensor networks that leverage the indoor power lines as part of the
communications channel. This dissertation therefore serves as a design guide for creating
SNUPI sensor networks. Throughout the dissertation, I will discuss how to make design
decisions for a variety of different applications. In this way, a researcher or engineer can
use this document to design a new type of SNUPI network for their specific application. I
have implemented a few specific instances of SNUPI sensor networks in this dissertation,
and many of the design decisions that I made were tailored to those specific applications.
However, it should be clear that these are just examples taken from a large set of potential

SNUPI networks.

1.1 Dissertation Goals

Stuntebeck et al. found that the power line infrastructure of a home can be used as a receiv-
ing antenna to pick up wireless signals produced by low-power sensor nodes in different
locations around the home. They also showed that such a network overcomes the traditional
power/range trade-off governing traditional over-the-air WSNs. In other words, a sensor
node which couples its wireless signals to a power line can consume less power, while still
obtaining the same range inside a home as a traditional over-the-air sensor node [44,210].
This phenomenon, which Stuntebeck et al. referred to as “using the power line as a receiv-
ing antenna”, is really just a new wireless communications channel. I will call this new
communications channel the power line coupled wireless (PLCW) channel.

In this dissertation, I study this newly discovered PLCW channel and explore the de-
sign and power-optimization of the SNUPI sensor network, which is enabled using the
PLCW channel. Specifically, I study the properties of the PLCW channel, and explore the
design and application-specific power optimization of each element in the SNUPI sensor
network (i.e., the communications protocol, the sensor node, and the base station receiver).

Throughout this dissertation, I provide support for my thesis statement:

The power line infrastructure of a building can be leveraged to enable practical

and robust long-lived, maintenance-free, indoor wireless sensor networks in



which simple, ultra-low-power sensor nodes communicate low-throughput,

unidirectional data to a power line connected base station receiver.

The words in bold represent the design constrains on the SNUPI wireless sensor network.
It is therefore a requirement that the network is both long-lived and maintenance-free.
This means the network must be operational without human intervention (i.e., without
changing batteries) for at least 5 yearﬂ In addition, the network is optimized for low-
throughput, unidirectional data. Low-throughput implies applications requiring a per-
node data throughput of less than 10 bits per second. Unidirectional means that data only
flows from the nodes to the base station receiver, so a multi-hop network topology is not
possible. Finally, the node must be simple and ultra-low-power so that many nodes can
be produced at low cost. The simplicity of the node means that much of the complexity
needed to make the network robust must to be deferred to the base station receiver (i.e., the
network complexity is not balanced between the transmitter and receiver).

In addition to the design constrains, the words in italics in the thesis statement represent
the goals of the network. To demonstrate that the network is practical 1 have fully imple-
mented a multi-node SNUPI network for a specific application, and have shown it to be
robust enough to fully enable the intended application.

Throughout this dissertation, I explore various different aspects of the SNUPI network,
and describe how the design parameters can be tuned for specific applications. I also present
the optimal design parameters for a few chosen application scenarios, and demonstrate a
fully working SNUPI sensor network for those specific applications. Although there are
many details in this dissertation which are tailored to a few specific applications, it should
be clear that SNUPI does not refer to any single implementation of a WSN; but rather an
entire class of ultra-low-power wireless sensor networks that leverage the PLCW channel.
This dissertation is intended to serve as a design guide for creating any SNUPI sensor

network.

'Instead of actually demonstrating a network that has lasted over 5 years without human intervention,
show that the power consumption of the sensor nodes is low enough so that the network will last that long.



1.2 Dissertation Contributions and Organization

There are two main aspects of the SNUPI network which enable its ultra-low-power capa-

bilities. In this dissertation, I individually address each of these aspects:

1. Use of the power line coupled wireless (PLCW) channel (Chapter (3

2. Application-specific power optimization of every component of the network (Chap-
ters [4HO)

The following sections provide a road map for this document, and describe the goals
and contributions for each part of the dissertation. In Chapter [2] I provide a survey of ex-
isting wireless sensor networks and contrast them with SNUPI, and then give all necessary

background and related work on using the power line for data communication.

1.2.1 Power Line Coupled Wireless Channel Analysis

Although Stuntebeck et al. introduced a new communications channel which I call the
power line coupled wireless (PLCW) channel (see [44,210]), there has been very little
analysis of the channel. As a result, a number of important questions regarding the channel

arise:

* What is the best way to model the channel’s background noise?
* What is the path loss of the channel?

* What is best frequency of operation?

What bandwidth does the channel support?

What is the best way to couple wireless signals onto the power lines?

What is the best way to extract communications signals from the power lines?

The answers to many of these questions are needed in order to design a practical and robust
WSN that uses the channel. In Chapter 3] I describe my analysis of the power line coupled

wireless channel and provide answers to many of the questions listed above.



1.2.2 Design and Optimization of Network

In addition to performing a detailed analysis of the power line coupled wireless (PLCW)
channel, this dissertation describes the SNUPI sensor network, which uses the PLCW chan-
nel. The design of the SNUPI network can be broken down into three main parts: (1) the
communications protocol, (2) the sensor node, and (3) the base station receiver. In Chap-
ters 4H6] I explore the different design parameters for each part of the SNUPI network. In
addition, I describe how each of the design parameters can be tuned to optimize the power
consumption of the network for a given application.

Chapter [ describes the design parameters related to the wireless communications pro-
tocol. In particular, this chapter discusses each of the following aspects of the communica-
tions protocol, as well as how they can be tuned to optimize power consumption for a given
application: modulation scheme, bit rate, and forward error correction.

Chapter 5| describes the design parameters related to the sensor node. In particular, this
chapter discusses each of the following aspects of the sensor node design, as well as how
they can be tuned to optimize power consumption for a given application: antenna, power
supply, microcontroller, and transmitter.

Chapter [6] describes the design parameters related to the base station receiver. In par-
ticular, this chapter discusses each of the following aspects of the receiver design, as well
as how they can be optimized for a given application: connection to the power line, analog

receiver hardware, and software to detect and decode packets.



Chapter 2
BACKGROUND AND RELATED WORK

This dissertation introduces a new class of wireless sensor networks (WSN) that oper-
ate at much lower power than many existing networks for a specific set of environmental
constraints and applications. Distributed sensor networks have been used in the ubiquitous
computing (ubicomp) community for decades to obtain rich sensor data from the environ-
ment. Within the last several years, a new trend in ubicomp, called infrastructure mediated
sensing, has enabled large-scale data collection from only a few sensors strategically placed
on the infrastructure of the sensing environment [41,(72,83,163-167,211]. This approach
can capture sensor data over a large area of coverage, similar to a distributed sensor net-
work, but only requires a few sensors. Although infrastructure mediated sensing helps
address many practical obstacles to deployment of home sensing solutions, it is inherently
limited by what information can be practically and reliably extracted from a home’s infras-
tructure. Thus, a need still exists for distributing sensor nodes in cases where obtaining
certain data in the home is impossible using just the infrastructure. Although SNUPI is a
type of distributed sensing solution, it takes some inspiration from the infrastructure medi-
ated sensing approach. In SNUPI, the coverage and power consumption of the distributed
sensor network is improved by utilizing the existing infrastructure in the building (i.e., the
power lines). This chapter is divided into two sections, one to discuss the background and
related work for wireless sensor networks, and another for the background and related work

on communicating information over the power lines.

Section provides an in-depth survey of existing wireless sensor network technolo-
gies so that the reader can appreciate the contributions of SNUPI wireless sensor networks.

The application space of WSNss is also described, and it is noted that SNUPI can only be



used for a subset of the application areas listed for WSNs in general. This section also
presents a list of low-power sensors that can be used with SNUPI and other WSNs. SNUPI
sensor networks are quite different from traditional WSNs, and many of those differences
are highlighted throughout this section.

Section provides a summary of the background and related work for communicat-
ing data over the power line. In the last section (i.e., Section [2.2.3), a description of the
past work on the power line coupled wireless (PLCW) channel is provided. This is the
channel that enables the SNUPI technology, and is one of the most important aspects in
understanding why SNUPI sensor networks are so low power. This section describes the
previous work done on the PLCW channel, whereas Chapter 3| discusses my analysis of the

PLCW channel in detail.

2.1 Wireless Sensor Networks

Wireless sensor networks (WSN) are anything but new. As with many technologies of
the late 20th century, sensor networks were invented during the Cold War era for military
surveillance. Commercial WSNs began appearing in the 1980s and every since there has
been significant research and development on them [206]. WSN research is a very large
field and I do not intend for this section to even begin to give a comprehensive overview
of it. For a comprehensive overview of WSNs, please see one of the many books on the
subject at your local library. For a survey of some of the past research papers on the subject,
please see [[6] and [251].

In 2007, the authors of a new book titled “Wireless Sensor Networks™ categorized all
of the recent academic publications related to WSN research. I have grouped their fine-
grained classification into four main categories: applications and use, networking (i.e., data
link, network, and transport layers), software (i.e., security, database, storage, compres-
sion, and middleware), and hardware (i.e., architecture, wireless radio, physical layer, and
power optimization). As of 2007, 38.48% of publications focused on applications and use,

31.82% on networking, 20.91% on software, and the remaining 8.79% on hardware [206]].



In contrast to much of the literature, this dissertation will focus primarily on hardware,
and the lower layers of the networking stack (i.e., primarily the physical and data link lay-
ers). One focus of this work is that application-specific optimization and simplicity results
in considerable performance gains. As such, I will abandon much of the complexity of
the networking stack that much of the literature discusses, and instead focus on simplicity
and optimization. As a result, this related work section does not discuss complex network
topologies, media access control (MAC), routing, security, compression, or time synchro-
nization. Instead it focuses on the past work more generally related to sensing and sensor
node hardware platforms. More specific examples of past work related to individual ele-
ments of the sensor network can be found throughout the dissertation in the appropriate
section.

In this section, I intend to give an overview of certain aspects of existing WSNs, while
simultaneously pointing out the differences between many of the existing WSNs and the
SNUPI technology. SNUPI is quite different from existing WSNs in several ways, and this
section is intended to point out many of those differences.

In Section I give a brief overview of the application space for WSNs, and high-
light the subset of application areas in which SNUPI networks can be used. In Section|2.1.2}
I give a list of typical sensors that WSNs employ, and again highlight the subset of sen-
sors applicable to SNUPI. In Section I describe the physical layer communications
systems typically used in WSNs, and contrast those with SNUPI. Finally, Section [2.1.4
presents a survey of notable wireless sensor nodes, highlights trends among the existing

nodes, contrasts the SNUPI node with most of the existing work.

2.1.1 Applications

The application space for wireless sensor networks is nearly limitless, and researchers have
been applying WSNs to new applications for decades. In the words of David Culler, one of
the creators of Berkeley Mote family of sensor nodes, “The applications are everywhere!”

[94]. In 2007, the authors of a book titled “Wireless Sensor Networks” listed over 220
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applications of the WSNs that had already been implemented [206]. This section lists some
of the most common applications areas for WSNs and provides a list of citations for each
area so that the interested reader can dig deeper.

In general, the applications of WSNs can be divided into two main categories: monitor-
ing and tracking [251]]. The applications of WSNs can also be divided into several appli-
cation domains, as shown below: military, environment and habitat, health and wellness,

home, and commercial and industrial applications.

Military Applications:
« surveillance and reconnaissance [3,/10,28,53,64,/87,/105]]
* monitoring friendly forces, equipment, and supplies [53}/65], 94,105, 198]
* threat detection and targeting [10,/53,201,230,238]

* detection of nuclear, biological, or chemical weapons [105]]

Environment and Habitat Applications:
* monitoring and studying air, water, and soil
[3L5,28,33,55,64,78,94,99,136, /147, 152,|172,196,[209, 226,227,239, 240, 247]
* studying biological systems and populations
[3,24,31,32,35164,94,[105,|129, 172,215, 225}227,1232, 238,247,253
* agriculture [[13}|18,[28[30,311/64}|116,/129,|138,156, 224,234, 237.]238]]

* natural disaster (i.e., flood, earthquake, and volcano) detection [7,{25,78,239,240]

Health and Wellness Applications:

* monitoring telemetry and physiology (at home or in hospitals) [9,(12}/14,/17,28,29,
34.,137,561164,97,[113,[121},[1314134,[137,[149} 153} 155,172,174, 194,198, 208,214,
216,228]]

* elder care [14,/17,34,56,93,98,113,[151}/153,214.229]

* tracking personnel, equipment, and supplies in hospitals [17,/65,(1 10113137,/ 174]
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public health monitoring [5, 55,109} 113} 152,1226]

accessible technologies [[14}/113}238]]

drug administration [174,/199]

¢ search & rescue and disaster relief [[25,/96,(113]]

Home Applications:
e smart environments (home and commercial)
[1,128,,63,164. 86194, 154, 168,/173,/174,[193,]198,,205,207,216,219,238,,241,248|]
¢ home automation [[74,[77,(119241]
* energy monitoring [62},86,/101},235,241]]
* home security [95, 111,(172,/174]]

Commercial and Industrial Applications:

* asset tracking and inventory control and management
[16,125.128.64,65,(141,]173], 174, 181L,197.|198,1238]

» smart factories, equipment surveillance and preventative maintenance, and structural
monitoring [16,22,[25,28,64,65,/94,, 104,105,114, 115, 118},172,|174,{238,[245]]

* environmental control in buildings [94,(154,/174./193|, 198,205,235, 24 1]]

* infrastructure monitoring [40,(62, 75,82, 122,|127,{140./190]]

* traffic monitoring and control [25]28,/64,79. 94,198, 202]

SNUPI Applications It should be noted that the SNUPI WSN cannot be used for all of
these domains. The SNUPI network only works inside of buildings and thus any WSN
application that requires nodes to be placed outdoors will not work with SNUPI. This elim-
inates most military, environment and habitat applications. Many of the home, commercial,
and industrial applications seem very well suited to SNUPI. Furthermore, SNUPI can be
used for several health applications. Note that SNUPI can even be used for wearable and

implantable health and wellness applications. In these scenarios, the SNUPI node would
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move around with the person, and thus would not always be within a building. However,
this can still work because the SNUPI node can log data while outside of the home, and
then transmit the data to the base station when the user returns home each day. A more

thorough discussion of the applications of SNUPI can be found in Chapter 7]

2.1.2 Sensors

Wireless sensor nodes can carry a wide variety of sensor types; however, are often limited
by the power consumption of the sensor. The power required for sensing is sometimes
greater than the power required to run the CPU, and is at times even greater than the power
required to run the wireless transceiver. As a result, long-lived, low-power sensor nodes
are limited in the types of sensing that can be performed. Sensors can be divided into
two main categories: active and passive. Active sensors typically emit some type of signal
into the environment and then sense the environment’s response to the new signal. This
type of sensor can consume considerable power in the production of the probing signal.
As a result, low-power sensor nodes typically must rely only on passive sensors. Passive
sensors are typically resistive or capacitive sensors in which the resistance or capacitance
changes as a function of some environmental condition. Common examples of passive
sensors include light, temperature, humidity, barometric pressure, force, strain, and stress

sensors. Table[2.T|compares several common sensors [107]. As can be seen from the table,

Sensor Accuracy | Sample Rate [Hz] | Startup [ms] | Current [pA]
Photoresistor N/A 2000 10 1235
Thermistor 5K 2000 10 126
Thermopile 3K 2000 200 170

12C Temperature 1K 2 200 150
Barometric Pressure | 1.5 mbar 10 500 10
Humidity 2 % 500 500-3000 775

Table 2.1: Characteristics of example low-power sensors. Reproduced from [[107].
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power consumption of the sensor itself is not the only factor that contributes to the total
sensing power. Sensors often have a very long startup times and thus a significant amount
of energy can be consumed during the sensor startup. In addition, it is important to notice
the sampling rate for each sensor type. The power consumption of the signal conditioning
hardware and analog-to-digital converter (ADC) can also be quite significant, and typically

scale with the sampling rate or signal bandwidth.

2.1.3 Physical Layer Communications

This section discusses aspects of the RF communications physical layer used by many
wireless sensors nodes. Although most WSNs communicate using an RF link, some WSN

use an optical [[105,227,238]], acoustic or ultrasonic [227] channel instead.

Carrier Frequency

The choice of carrier frequency is very important as it impacts many aspects of the sensor
network including: power consumption, range, bandwidth, antenna design, and bit error
rate. It is most convenient for sensor networks to operate in unlicensed radio bands. In
particular, the industrial, scientific, and medical (ISM) unlicensed bands are ideally suited
for WSNs. The ISM bands are defined by the ITU-R[| (International Telecommunications
Union, Radiocommunication Sector) and are listed in Table 2.2 Due to the trade-off
between power consumption and antenna efficiency the UHF region of the radio spec-
trum (300 MHz-3 GHz) is best for WSNs [[171]. The only ISM bands in this range are
433.92 MHz, 915 MHz, and 2.45 GHz. Since the 433 MHz band is only available in Eu-
rope, it is common in the USA to use the 315 MHz band for short range devices (SRD),
specified in Section 15.231 of the FCCEI (Federal Communications Commission) Rules &
Regulations [67]. Similarly, the 915 MHz ISM band is only available in the Americas,
so the 868 MHz SRD band is commonly used in Europe, as specified in ERC-REC 70-03

1http://www.itu.int/en/publications/ITU—R

2http://www.fcc.gov


http://www.itu.int/en/publications/ITU-R
http://www.fcc.gov
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Center Freq. Freq. Range Bandwidth | Availability ITU-R Reg.
6.78 MHz 6.765 — 6.795 MHz 30 kHz Subject to local acceptance 5.138
13.56 MHz 13.553 - 13.567 MHz 14 kHz Global 5.150
26.12 MHz 26.957 —27.283 MHz 326 kHz Global 5.150
40.68 MHz 40.66 — 40.70 MHz 40 kHz Global 5.150

43392 MHz | 433.05-434.79 MHz 1.84 MHz Region 1: Europe & Africa, Subject to local acceptance 5.138
915 MHz 902 - 928 MHz 26 MHz Region 2: Americas 5.150
2.45 GHz 24 -25GHz 100 MHz Global 5.150

5.8 GHz 5.725-5.875 GHz 150 MHz Global 5.150
24.125 GHz 24.00 —24.25 GHz 250 MHz Global 5.150
61.25 GHz 61.0-61.5 GHz 500 MHz Subject to local acceptance 5.138
122.5 GHz 122 - 123 GHz 1 GHz Subject to local acceptance 5.138
245 GHz 244 - 246 GHz 2 GHz Subject to local acceptance 5.138

Table 2.2: Unlicensed Industrial, Scientific, and Medical (ISM) radio bands. Regulated by the
International Telecommunications Union Radiocommunication Sector (ITU-R) [102].

of the CEPT EC (European Conference of Postal and Telecommunications Administra-
tions, Electronic Communications Committee) [66]. Almost all wireless sensor networks
use one of the UHF ISM or SRD bands. In fact, all of the wireless sensor nodes listed in
Table @ with the exception of SNUPI, use one of these bands. SNUPI also uses an ISM
band, but it uses an HF (3 MHz-30 MHz) band, which is two orders of magnitude lower in
frequency than the UHF band. SNUPT’s use of the HF ISM bands comes from the proper-

ties of the power line coupled wireless channel and is discussed in detail in Chapter 3]

Network Standards

As WSNs have become more popular, a number of standards have been developed to al-
low different sensor nodes to interface with a variety of networks. The traditional wireless
network standards have been used as a baseline, but a number of standards have been de-
veloped specifically with the low-power consumption requirement needed for WSNs. The

more common standards include IEEE 802.15.4, ZigBee, WirelessHART, ISA100.11, IEFT

3http://www.cept.orq/ecc
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6LoWPAN, IEEE 802.15.3, and Wibree [251]]. This section gives a brief overview of the

most popular standards.

IEEE 802.15.4 The IEEE 802.15.4 standard is maintained by the IEEE 802.15.4 Task
Grouplﬂ and specifies the physical (PHY) layer and media access control (MAC) layer for
low-rate wireless personal area networks (LR-WPAN). It is the most popular standard for
WSNss today, and is the base standard on which ZigBee, WirelessHART, and ISA100.11 are
built atop. These additional standards just specify the higher layers in the networking stack,
and rely on 802.15.4 for the lowest layers. The physical layer specifies the following carrier
frequencies: 868 MHz (Europe), 915 MHz (North America), and 2.4 GHz (Worldwide).
The maximum bit rate supported is 250 kb/s. The MAC layer specifies either a star or
peer-to-peer topology. This allows simple communications with a central base station, or

complex ad hoc and self-organizing networks.

ZigBee The ZigBee standard is maintained by the ZigBee AllianceE] and specifies the
network and application layers on top of the IEEE 802.15.4 standard. Like 802.15.4, Zig-
Bee is optimized for simple, low-power, and low-rate communications. ZigBee networks
often use multi-hop mesh networks to allow data communication to propagate over large
distances using many short range transmissions. ZigBee is simpler and lower power than
other common wireless personal area networks like Bluetooth, and has thus become the
primary standard used by WSNs. Almost every major analog semiconductor company now
makes a ZigBee-compliant transceiver. ZigBee has become common in home automation,
energy monitoring, traffic management, industrial monitoring, and consumer sensing and

actuation devices.

4http://www.ieee802.org/lS/pub/TG4.html

5http://www.zigbee‘org


http://www.ieee802.org/15/pub/TG4.html
http://www.zigbee.org

16

Power Consumption

Since wireless sensor nodes operate on a limited power supply (i.e., a small battery or
harvested energy source), optimizing for power consumption is often the most difficult
engineering challenge. The power consumption of a sensor node is often divided into three
domains: sensing, computation, and communication. The sensing power is governed by the
type of sensor being used and is discussed in Section[2.1.2)

It is generally accepted that the energy required for communication is significantly
higher than the energy for computation. It is common to express to the ratio of the en-
ergy required to transmit one bit over the energy required to execute one instruction. This
ratio is 1500-2700 for the UCLA/Rockwell WINS node, 220-2900 for the UCLA Medusa
MK-II node, and about 1400 for the Sensoria WINS NG 2.0 node [178]]. The WeC Berkeley
Mote has a ratio around 190 [89]]. Regardless of the exact ratio, it is clear that for traditional
radios it is an order of magnitude less expensive for computation than for wireless commu-
nication. The low frequency and short transmission distance of SNUPI changes this trend,
and puts computation and communication on the same order of magnitude (see Chapter [5]
for details).

Traditionally, in wireless systems it was assumed that transmitting consumed more
power than receiving. In fact, it was assumed that the average power consumption, which
determines the lifetime, was dominated by the transmit power. For the short ranges that
WSNs communicate, the required transmit power is much lower than these traditional wire-
less systems. As a result, it has been shown that the transmit and receive power are roughly
the same, and in many cases the receive power is even greater than the transmit power [178]].
This trend can be seen in Table[2.3] Since receive power is so high, it is impractical in many
systems to simply have the receiver on at all times when the node is not transmitting. Duty
cycling the receiver is thus an added complexity which must be dealt with in any bidirec-
tional sensor network. Note that the SNUPI network is unidirectional, and thus there is no
receiver on the node.

In addition to the transmitter and receiver power consumption being almost equal, the
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idle power is typically about the same as the receive power [178]. However, the power
consumption in sleep is typically 3 orders of magnitude lower than the idle or active power
(e.g., see Table 2.3). As a result of this, it is important to duty cycle the node in order
to maximize the time in sleep. Sensor nodes are typically active or idle only 1% of the
time or less. However, there is also a time and energy cost for transitioning between power
states. For the JAMPS node, it takes 466 ps to start up the transmitter and consumes
58.7 mW during this time [[142,/143]]. This means that 27.4 pJ of energy is expended each
time the node transitions from sleep to transmitting. Note that the yYAMPS node consumes
151 nJ/bit while transmitting—thus the startup energy penalty is equivalent to transmitting
181 bits! This transition energy cost is therefore significant and care must be taken to trade-
off between the gains of switching to a lower power mode and the loss from transitioning

between modes.

2.1.4 Wireless Sensor Node Survey

Practical, low-power wireless sensor nodes have been developed in the academic and com-
mercial research communities since the early 1990s. This section lists some of the more
notable WSN platforms, highlights the popular trends, and contrasts the typical sensor node
designs with the SNUPI design. Table compares many of the notable sensor nodes in
approximate chronological order. The dates were determined based on publication dates
and other announcements, so they may not be accurate. Note that the power numbers
were taken from publications and datasheets, and each author’s definition of active or sleep
power is different, thus it is very difficult to compare power numbers. In addition, it is not
fair to compare power consumption without considering the range, robustness, or compu-
tational capabilities of each node. Despite this, I have included the transmit (Tx), receive
(Rx), and sleep power numbers that I could find for each of the nodes as a general point of
comparison. A blank cell indicates that I could not find any information.

There are a number of different sensor nodes available. Table[2.3|primarily only lists the

research platforms. In addition, there are a number of companies making wireless sensor
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nodes for commercial use. Some of the earliest companies include: Crossbowﬂ EnOcea
Dust Networkﬂ Moteivﬂ Embem Sun Lab Z-Wav Millennial Ne Sensicas
and Sensori With the recent upsurge in the Internet of Things (IoT) and smart home
movements, there are many more startup companies and established companies competing
in the wireless sensor network space. In addition, almost every major analog semiconductor
manufacturer now makes a ZigBeem compliant transceiver. In the research community,
the most popular nodes are the family of Berkeley Motes. The family includes the WeC,
René, René2, Dot, Mica, MicaDot, Mica2, Mica2Dot, MicaZ, Imote, Telos, and eXtreme
Scale Mote (XSM), as well as many derivatives of these. These nodes were developed
jointly between UC Berkeley, Crossbow, and Intel Research, and have been successfully

commercialized by Crossbow and Moteiv.

Wireless Communication There is an important trend concerning the type of wireless
communication used by most WSNs. The early nodes relied primarily on the 915 MHz ISM
band, and favored the RF Monolithics (RFM) TR1000 radio transceiver. In the early 2000s,
there was a shift to the 2.4 GHz ISM band, and in particular the Bluetooth standard. The
most popular Bluetooth transceiver was the Ericsson ROK101007. Around 2004, Bluetooth
was replaced by the much lower power IEEE 802.15.4 standard. The 802.15.4 standard is
the basis for ZigBee as well as other low-power standards for WSNs (see Section for

5Crossbow Technology, Inc., http://bullseye.xbow.com:81/index.aspx
7EnOcean, http://www.enocean.com
8Now part of Linear Technology http://www.linear.com/products/wireless_sensor_networks
9Now part of Sentilla, http://www.sentilla.com
10Now part of Silicon Labs, |http://www.silabs.com/products/wireless/zigbee
'Now part of Oracle, http://www.sunspotworld.com
127 _Wave Alliance, |http: //www.z-wave .com/
B3Millennial Net, http://www.millennialnet .com
14NOW Sensaphone, http://www.sensaphone.com
I5No longer has an online presence

16ZigBee Alliance, |http://www.zigbee.org
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details). These 802.15.4 compliant nodes also used the 2.4 GHz ISM band, and typically
employed the Chipco CC2420 transceiver. Although not represented in the research
nodes shown in Table [2.3] there has recently been a prevalence for using Bluetooth Low
Energy (BLE), a new protocol targeted at even lower power consumption than the Bluetooth
standard. Recent work has shown BLE to be even more energy efficient than ZigBee [52].
Like ZigBee and Bluetooth, BLE also uses the 2.4 GHz ISM band for communication. In
addition to the prevalence of the 915 MHz and 2.4 GHz ISM bands, it should be noted that
all of the nodes in Table with the exception of SNUPI, use the unlicensed UHF radio
bands (i.e., 315 MHz, 433 MHz, 868 MHz, 915 MHz, or 2.4 GHz). SNUPI’s operating
frequency, which is two orders of magnitude lower than all of the other nodes, seems very
out of place. SNUPI’s use of the HF ISM bands comes from the properties of the power

line coupled wireless channel and is discussed in detail in Chapter 3]

Computation There is also an interesting trend in the CPUs used on the nodes in Ta-
ble There are three popular processor families: the ARM, AVR, and MSP430. From
earliest to the most recent nodes, the ARM and AVR CPU architectures keep appearing.
The ARM is used on nodes that need more processing power, and the Atmel AVR is used
when low power consumption is more important. More recently, the TI MSP430 microcon-
troller has replaced the AVR in many nodes due to its ultra-low-power consumption. Like

several other nodes, SNUPI uses an MSP430 as described in detail in Chapter@

Operating System The only trend in the embedded operating systems (OS) used on
wireless sensor nodes is the prevalence of TinyOS. TinyOS was developed at the Uni-
versity of California Berkeley as an operating system specifically for their Mote series of
nodes [89,(125]. Over time, the TinyOS platform has expanded and is now available on
a wide variety of hardware architectures. SNUPI on the other hand, does not have an

operating system, and instead has custom, application-specific firmware. This application-

"Now part of Texas Instruments
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specific customization allows SNUPI to operate at lower power by removing all of the

general purpose code in an OS.

Power Consumption The final trend to discuss is the power consumption of the nodes.
In the early years, researchers were more concerned with getting something that worked
robustly than with power optimizations. As a result, nodes like the WINS and uAMPS
consume more than 1 W while transmitting, and consume 10-500 mW when in sleep. The
Berkeley Motes consumed significantly less power (i.e., 10s of mW while active, and 10s
of uW while in sleep). Over the last 15 years, nothing major has really changed from a
power point of view. The newest nodes still consume 10s of mW when active and 10s of
uW while in sleep. Many of these newer nodes have significantly more capabilities than the
early nodes, but their power consumption, and thus their lifetime, has not been significantly
improved. For over a decade, WSN researchers have written visionary papers in which
they dream of sensor nodes which consume on the order of 10—-100 uW [[105,/175/176]. In
particular, the SmartDust [[105] and PicoRadio [176] projects at the University of Califor-
nia, Berkeley have been working for decades to make these nodes a reality. Despite major
advances in integrated circuit design and fabrication, these nodes still have not become a
reality. SNUPI however, is beginning to operate within the realm of these dreams—an en-
tire order of magnitude lower power than the other nodes. SNUPI’s power consumption is

on the order of 1 mW when transmitting and only 1 uW during sleep.

Energy Harvesting As the power consumption of a sensor nodes drops, it becomes more
and more feasible to replace the battery on the node with a harvested energy source. Energy
harvesting or scavenging is a method by which the node converts ambient potential energy
into electrical power. Over the past decade, there has been significant research on wireless
sensor nodes which use a harvested energy source either in combination with or in place
of a battery [76}/139,/157,|176,/182,/183,/195,231]. The most popular source of harvested
energy is photovoltaic (i.e., solar) energy [[8,23,45,78,1064/117,177,179,200,233/[235,253]].
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In addition to solar energy, WSNs have been powered using temperature gradients [92,(123,
124], vibrations [183},243]], human movement [158,/159], low-frequency electromagnetic
energy [126}[246], and high-frequency RF energy [26,27,80,/130,/150,/162,169, 185,187,
188,203,204, 217,,218,[221,1249,250]. Air flow, liquid flow, and ambient pressure changes

have also been suggested as potential power sources [182,|183]].

Backscatter Communication Of these harvested energy sources, RF energy is of par-
ticular interest because backscatter communication can be used to send data in addition to
providing power. Backscatter communication is the operating principle behind passive Ra-
dio Frequency Identification (RFID). RFID has been widely commercialized as a wireless
method for sending an ID number, and has been applied to personal identification badges,
banking cards, and asset tracking (i.e., as a bar-code replacement) among other things. In
each of these systems, the device containing the ID number is called a tag and can be com-
pletely powerless (i.e., it does not have a battery or other power source). In order for this
system to work, an RFID reader is used to interrogate the tags by sending a high power
RF signal. The tags harvest RF energy from the interrogation signal and then communicate
data back to the reader by modulating the reflection of the RF interrogation signal. The
modulation of the reflected signal can be done at very low power, by simply changing the
impedance of the antenna on the tag.

With recent advances in ultra-low-power electronics, researchers have made wireless
sensor nodes that are completely powered from RFID readers and communicate their data
over the RFID backscatter communication channel [26] 27,169,185, (187,188, (203,204,
236,249,1250]. By moving beyond the RFID standard, researchers have achieved even
higher performance from self-powered sensor nodes that use backscatter communication
[8OL217,218,221,,1222]]. Although these backscatter communication systems allow ultra-
low-power nodes which can run indefinitely without the need for batteries, they require
significant instrumentation of the sensing area in order to have sufficient RF coverage for

energy harvesting. In other words, backscatter readers are required to be placed everywhere
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around the sensing region. In addition, these readers transmit RF energy at very high power,
thus making the total system power consumption much higher than traditional WSNss, de-
spite the fact that the power requirements of the sensors themselves are orders of magnitude
lower. Most recently, backscatter communication has been shown to work using ambient
RF sources (e.g., the nearby HDTV tower) rather than high-power RF readers placed in the
sensing region [80,130].

2.2 Communication over the Power Line

The power lines inside of homes and buildings were designed only to carry high voltage AC
(i.e., 50 or 60 Hz, depending on the country) signals for power distribution. However, they
can also be used to communicate data using higher frequency signals. The power lines have
been used both as a medium for these high frequency signals (i.e., a transmission line) and
as an antenna to both transmit and receive high frequency signals. The following sections

discuss the power line’s ability to operate in each of these modes.

2.2.1 Power Line as a Transmission Line

Power line communication (PLC) is a common method for sending data over a power line
while simultaneously using the line for AC power distribution. In a PLC network, both
transmitters and receivers are connected directly to the power line and communicate their
data directly over the line. High-pass filters are used to block the high power, low frequency
50 or 60 Hz signals also present on the power line. PLC has been used most in the home
automation community, which regularly uses the PLC standards X10 and Insteon. The
def] standard has been around since the 1970s and communicates using a 120 kHz carrier
frequency. Insteor@ is a newer standard meant to replace X10, and communicates using
a 131.65 kHz carrier frequency. X10 and Insteon have very low data rates (i.e., typically

less than 1 kb/s in practice) and are thus only useful for home automation tasks which only

18http://www.xlO.com

19http://www.insteon.net
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require infrequent messages about appliance state changes.

A high data rate version of PLC is now available called broadband over power lines
(BPL). BPL systems use the same principle as the earlier X10 and Insteon technologies,
but they use a much higher carrier frequency and much more bandwidth. The HomePlu
standard uses BPL over a frequency range of 2-28 MHz, and achieves data rates up to
200 Mb/s. Many companies are now producing HomePlug-compliant transceivers, and
products are being sold for home automation, audio and video streaming, and Ethernet

over the power line.

2.2.2 Power Line as a Transmitting Antenna

It has been known for almost a century that the power lines surrounding us in all of our
buildings can also be used as antennas. Carrier current is a method for using the power lines
as a transmitting antenna for low-power AM broadcasts in the MF range (i.e., 300 kHz—
3 MHz). At low transmit power, a carrier current system can cover an entire building or
group of buildings. It is therefore ideal for localized radio, and was popular for college and

high school radio stations [135]].

Ubicomp researchers have also taken advantage of the power line as a transmitting
antenna. The Power Line Positioning (PLP) system, which tracks the location of small
active tags throughout a home, makes use of the home power line as a transmitting antenna
for signals between 447 kHz and 20 MHz [[167,210,211]]. In this work, a signal was injected
into the power line so that it would be transmitted; however, other work has taken advantage
of existing signals on the power line. The power line also transmits the electromagnetic
interference (EMI) or noise signals that are present on the line. This emitted noise has been
used for detecting the presence of objects and people, as well as, the position and actions

of people inside the building [42,43,166].

20H0mePlug Alliance, |http: //www.homeplug.org
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2.2.3 Power Line as a Receiving Antenna

After completing the Power Line Position system which uses the power line as a transmit-
ting antenna, Stuntebeck et al. postulated that the power line could also be used as a receiv-
ing antenna. Indeed, both medium wave AM radio broadcasts and VHF FM radio broad-
casts can be demodulated and heard using the power line as a receiving antenna. In fact,
many inexpensive AM and FM radios use their own power cord as the antenna [69,223]].
Stuntebeck et al. also found that the residential power line can be used to receive commu-
nications signals [210]]. Stuntebeck et al. refer to this concept as “using the power line as
a receiving antenna.” I will instead name this new communications channel the power line
coupled wireless (PLCW) channel. Since the communications signals are transfered from
the node to the power line in the near-field, it does not seem appropriate to consider the
power line an antenna. Instead, these near-field signals are coupled onto the power line. It
would also be appropriate to call the channel used by PLC systems as “power line coupled™;
however, the SNUPI channel is a wirelessly coupled channel rather than being directly cou-
pled. For this reason, I have added the word “wireless” to yield the name: “power line
coupled wireless” channel.

Stuntebeck et al. had two major findings regarding the power line coupled wireless
channel. The first is related to the frequencies of operation for the channel, and the second
is regarding the relationship between the range and power efficiency of the channel. The
following sections describe these findings. I will present a more in-depth analysis of the

PLCW channel in Chapter 3]

PLCW Channel Operating Frequency

Stuntebeck et al. considered all of the unlicensed ISM bands up to 2.45 GHz for the PLCW
channel: 6.78, 13.56, 27.12, 40.68, 433.92, 915.00 MHz, and 2.45 GHz. 433.92 MHz and
915.00 MHz were immediately eliminated because they are not globally available, and are
heavily used in regions where they are available. The HomePlug BPL standard uses three

of the unlicensed bands: 6.78, 13.56, and 27.12 MHz. Stuntebeck et al. therefore tested
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for interference at those frequencies due to HomePlug by measuring the power level on
the power lines at several locations in a home using a spectrum analyzer. They found that
HomePlug devices generate significant interference at 6.78 and 13.56 MHz, yet no interfer-
ence is seen at 27.12 MHz. Due to the growing popularity of HomePlug, they eliminated
6.78 and 13.56 MHz as options for the PLCW channel. For the remaining frequency bands,
they conducted experiments in which they injected signals into the powerline at 27.12,
40.68 MHz, and 2.45 GHz using a signal generator connected to a custom power line in-
terface, and measured the signal levels at various locations of a 3 floor, 371 square meter
home using a spectrum analyzer. They concluded that 27.12 and 40.68 MHz signals travel
through the power line with little attenuation in comparison to 2.45 GHz signals [210].
The analysis by Stuntebeck et al. found that both the 27.12 MHz and 40.68 MHz ISM
bands would work well for a PLCW channel. I have repeated the analysis done by Stunte-
beck et al. in Chapter 3| and found similar results. A more detailed analysis and frequency

selection is described in Chapter

PLCW Channel Range/Power Relationship

Stuntebeck et al. found that use of the PLCW channel allowed the sensor network to have
“whole-home” range, even when using a very low transmit power. For testing purposes,
they transmitted a 27.12 MHz signal at —35 dBm using a commercial 27.12 MHz Citizens’
Band antenna. Using a hand-held radio scanner and a “rubber-ducky” antenna they found
that the transmitted signal was too weak to pick up when the receiver was outside of the
same room as the transmitter. However, when the receiver was connected to the power line
using a custom interface, a signal could be received even as the transmitter was moved all
around the house. With a transmit power of —35 dBm, they found that they could pick
up a signal on the receiver as long as the transmitter was within 60 cm from an outlet,
wall switch, or other electrical wiring [210]. Clearly, the PLCW channel allowed them to
significantly extend the range of their 27.12 MHz transmitter.

Stuntebeck et al. also compared the range and power efficiency of their node to existing
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commercial ZigBee nodes. Stuntebeck et al. built a simple 27.12 MHz wireless node to
compare to the Sun SunSPOT and the Crossbow MicaZ. They found that the ZigBee nodes
only had an indoor range of about one room when their transmit power was —25 dBm.
In addition, their 2.4 GHz signals did not see any improvement from using the PLCW
channel. They also calculated the energy consumed per useful bit for all nodes, and found
that their 27.12 MHz PLCW node consumed 2—7% of the energy of the ZigBee nodes when
achieving similar range [210]. This is the key finding that use of the PLCW channel in the

HF range overcomes the traditional power/range trade-off limitation.
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Chapter 3
POWER LINE COUPLED WIRELESS CHANNEL

As the name SNUPI (i.e., Sensor Network Utilizing Powerline Infrastructure) implies,
the use of the power line infrastructure is a key element in any SNUPI network. In fact it is
the use of the power line infrastructure as a communications channel that sets SNUPI apart
from all other sensor networks. All SNUPI networks have a single base station receiver that
is connected directly to the power line (i.e., plugged into an outlet). Each node in the sensor
network transmits wireless signals that couple to nearby power lines, thus creating signals
that travel through the power line infrastructure to the base station receiver. In this way, the
sensor nodes can transmit at much lower power because signals do not need to propagate
over-the-air for the entire path to the base station receiver; they only need to propagate to
the nearest power line. This method of using the power line as a receiving antenna for

communications was first introduced by Stuntebeck et al. in 2010 [44,210].

Stuntebeck et al. found that the power line infrastructure of a home can be used as
a receiving antenna to pick up wireless signals produced by low-power sensor nodes in
different locations around the home. They also showed that such a network overcomes
the traditional power/range trade-off governing traditional over-the-air WSNs. In other
words, a sensor node which couples its wireless signals to a power line can consume less
power, while still obtaining the same range inside a home as a traditional over-the-air sensor
node [44,[210]. This phenomenon, which Stuntebeck et al. referred to as “using the power
line as a receiving antenna”, is really just a new wireless communications channel. T will
call this new communications channel the power line coupled wireless (PLCW) channel.
Since the communications signals are transfered from the node to the power line in the

near-field, it does not seem appropriate to consider the power line an antenna. Instead,



29

these near-field signals are coupled onto the power line. It would also be appropriate to call
the channel used by power line communications (PLC) systems as “power line coupled”;
however, the SNUPI channel is a wirelessly coupled channel rather than being directly
coupled. For this reason, I have added the word “wireless” to yield the name: “power line

coupled wireless” channel. This chapter will study this new channel in detail.

Stuntebeck et al. had two major findings regarding the power line coupled wireless
channel. The first is related to the frequencies of operation for the channel, and the second
is regarding the relationship between the range and power efficiency of the channel. The
findings of Stuntebeck et al. are described in Section [2.2.3] while this chapter presents a

more in-depth analysis of the PLCW channel.

Since the power line coupled wireless (PLCW) channel has not been studied previously,
there are a number of questions that need to be answered in order to design a practical and

robust wireless sensor network that uses this channel. These questions include:

What is the best way to model the channel’s background noise?

What is the typical path loss of the channel?

What is best frequency of operation?

What bandwidth does the channel support?

What is the best way to couple wireless signals onto the power lines?

What is the best way to extract communications signals from the power lines?

To fully study this channel would require multiple Ph.D. dissertations; however, this chap-
ter begins to answer many of these questions. Section describes early experiments to
find the best frequencies of operation for SNUPI networks. Section [3.2]describes the data
collection and analysis of the background noise in PLCW channels, while Section [3.3] de-
scribes the data collection and analysis of the path loss of a typical PLCW channel. Finally,

Section [3.4] provides a summary of the important findings in this chapter.
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3.1 Initial Frequency Selection

Since all of the background noise and path loss data collection and analysis described in
this chapter needs to be done at every frequency of interest, we first need to limit the num-
ber of frequency bands to test. First, we’ll limit our search to the unlicensed ISM bands,
as described in Section Stuntebeck et al. considered all of the unlicensed ISM bands
up to 2.45 GHz for the PLCW channel: 6.78, 13.56, 27.12, 40.68, 433.92, 915.00 MHz,
and 2.45 GHz. They immediately eliminated 433.92 MHz and 915.00 MHz because they
are not globally available, and are heavily used in regions where they are available. Stunte-
beck et al. tested for interference due to the HomePlug power line communications (PLC)
system at 6.78, 13.56, and 27.12 MHz by measuring the power level on the power lines
at several locations in a home using a spectrum analyzer. They found that HomePlug de-
vices generate significant interference at 6.78 and 13.56 MHz, yet no interference is seen
at 27.12 MHz. Due to the growing popularity of HomePlug, they eliminated 6.78 and
13.56 MHz as options for the PLCW channel. For the remaining frequency bands, they con-
ducted experiments in which they injected signals into the powerline at 27.12, 40.68 MHz,
and 2.45 GHz using a signal generator connected to a custom power line interface, and
measured the signal levels at various locations of a 3 floor, 371 m? home using a spectrum
analyzer. They concluded that 27.12 and 40.68 MHz signals travel through the power line
with little attenuation in comparison to 2.45 GHz signals [210].

I repeated the experiments conducted by Stuntebeck et al. in several homes using all of
the unlicensed ISM bands below 3 GHz: 6.78, 13.56, 27.12, 40.68, 433.92, 915.00 MHz,
and 2.45 GHz. In my experiments, I used several different antennas to wirelessly transmit
tones at each of these frequencies. The tones were produced by a signal generator which
was powered from a battery pack and an AC inverter rather than being powered from the
home’s power lines. This ensured that the RF signal was not conducted onto the power line
through the signal generator’s power cord. A spectrum analyzer connected to the power
line through a custom power line interface allowed me to test the received carrier to noise

ratio at various locations around the home.
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I found that the frequencies above 100 MHz did not work well, either because the RF
signal did not couple well to the power line, or because they were attenuated too much
inside the power line. 6.78 MHz also did not work, as the noise floor was too high. Al-
though 27.12 MHz appeared best from these measurements, I decided to continue to con-
sider 13.56, 27.12, and 40.68 MHz for all future analysis. Throughout this chapter, most of

the data collection and analysis was therefore conducted at 13.56, 27.12, and 40.68 MHz.

3.2 Background Noise

In order to select the best frequency of operation, design a SNUPI receiver, and design an
optimal communications protocol, it is crucial to understand the nature of the background
noise on the channel. Due to the popularity of broadband over power lines (BPL) over
the last few years, there have been a number of academic papers studying the noise on the
power lines between 1-30 MHz [11,/144]]. This section builds on this work by looking
specifically at the narrow-band SNUPI channel at 13.56, 27.12, and 40.68 MHz. The goal
is to understand the typical noise level as well as the limits of this noise. This is crucial for
designing the receiver and making decisions about which frequency of operation is best,
and which power line connections are best. Section [3.2.1] describes the data collection of

background noise in 15 homes, while Section [3.2.2] analyzes the data collected.

3.2.1 Noise Data Collection

In order to analyze the background noise, I setup an experiment to collect background noise
data in 15 homes around the greater Seattle area. Multiple days of continuous data would
need to be collected in each home at 13.56, 27.12, and 40.68 MHz. Since crystals are more
commonly available at 27.00 MHz rather than 27.12 MHz, and since 27.00 MHz is still
inside the ISM band, data was also collected at that frequency. Since there are three possi-
ble connections to the power line: line-to-neutral (LN), line-to-ground (LG), and neutral-
to-ground (NG), my data collection hardware simultaneously captures data from all three

possible connections. The hardware consists of (1) a custom made power line interface,
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Data Collection Laptop

Figure 3.1: Hardware used for background noise data collection, including a custom made power
line interface, two software defined radios (SDR), and a data collection laptop.

(2) two software defined radios (SDR), and (3) a data collection laptop, as shown in Fig-
ure @ The custom made power line interface, described in Section @ filters out the
60 Hz component and its harmonics, lets the RF signals pass through, can enable measure-
ments from all three connections to the power line simultaneously. For the SDRs, I used
the Ettus Research USRPQﬂ Two USRP2s are needed in order to simultaneously capture
from 3 independent channels (i.e., corresponding to the three power line connections: LN,
LG, and NG). The laptop processes the streaming data in real-time and logs statistics about
the data to file.

The USRP2s collect data at 250 kS/s, corresponding to a 250 kHz bandwidth around
each of the center frequencies of interest: 13.56,27.12, and 40.68 MHz. The hardware can-
not simultaneously collect data from each of those frequency bands, so they are collected
in sequence. Data is collected on a single frequency for an entire day (i.e., 24 hours), and
then it switches to the next frequency. Three simultaneous channels of 32-bit floating point
complex data at 250 kS/s corresponds to 5.72 MB/s of data, or 482.8 GB/day! This is way
too much data to simply log the raw samples to disk for post processing, so the data needs

to be processed in real-time and only the statistics on the data are logged to file.

IEttus Research Universal Software Radio Peripheral 2, https://www.ettus.com/product/category/
USRP_Bus_Series
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The real-time processing computes the power spectral density (PSD) estimate using
a 32,768-point short-time Fourier transform (STFT) with 32, 768-point Hamming window
and 50% overlap. This results in 66 ms resolution in the logged PSD data. Since it takes too
much disk space to log the PSD itself to file, statistics on the PSD are logged instead. These
statistics are taken over different bandwidths around the center frequency: 50 Hz, 100 Hz,
500 Hz, 1 kHz, 5 kHz, 10 kHz, and 50 kHz. This allows analysis over different bandwidths
to see which bandwidth works best on the PLCW channel. Statistics are taken both on the
instantaneous PSD estimate, and on a time-averaged PSD estimate. The instantaneous PSD
is best for capturing the peaks in the PSD, which are useful for analyzing the interferrors
on the channel, and the time-averaged PSD is best for capturing the background noise
floor. A number of statistics are captured about the PSD for each 66 ms time window.
These statistics include the mean, variance, 25t percentile, median, 75t percentile, gQth
percentile, and the maximum value. All of these statistics represent 2.06 GB/day of data.
In total, I collected 123 days of data from the 15 different homes listed in Table

It is very important to get a wide variety of different homes to get a sense for the
breadth of noise environments present. Table gives the demographic information for
the 15 homes in which data was collected. Since we are also interested in the effect that
power line communication (PLC) devices have on the background noise, the types of PLC

devices present in each house is also noted in the table.

Data Collection Implementation Details

There are some subtleties with the USRP-based data collection. First, we need to make
sure that the noise data being collected is calibrated. Since the USRP is not a calibrated
instrument, extra care needs to be taken. To test the calibration of the USRP, a calibrated
signal generator was used to perform a frequency sweep across the input band with a fixed
amplitude. The power spectral density (PSD) of the values received using the USRP are
shown in Figure (top), with a zoomed in plot on the right side. As shown in the plots,

the signal power is not flat as would be expected. This is because the anti-aliasing filter
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Home | Type | Size (ft?) | # Floors | Days of Data | # Tx Loc. PLC Devices

1 Condo 1,550 1 9 11 -

2 Home 3,000 2 9 16 -

3 Home 3,000 2 10 17 -

4 Home 2,900 2 9 15 HomePlug, TED, X10

5 Home 3,400 2 7 16 -

6 Home 2,600 2 7 16 -

7 Condo 750 1 6 7 Atheros, Belkin HD

8 Condo 960 1 7 9 -

9 Home 14,000 4 7 18 —
10 Apt. 595 1 9 8 -
11 Home 4,000 3 9 17 TED, Altenergy Power Inv.
12 Home 1,800 3 6 12 Telephone & Networking
13 Apt. 900 1 10 7 -

14 Apt. 750 1 8 5 -

15 Home 3,150 2 10 19 -

Table 3.1: Demographic data for homes used in background noise and path loss data collection.
“# Tx Loc.” refers to the number of transmitter locations tested in the path loss experiments.

Home — Single Family Home

Condo — Condominium in Commercial Building

Apt. — Apartment Building
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inside the USRP attenuates the signal at the edges of the band. Due to this fall-off, the
frequencies of interest must be kept toward the center of the band (i.e., closest to the center
frequency tuned into the USRP). In addition to the flatness issues, the absolute value of the
signal recorded by the USRP is 10 dB low, so a +10 dB calibration factor needs to be added

to incoming data.

In addition to the calibration factor and the fall-off at the edge of the band, there is also
an issue at the center of the band. Figure [3.2] (bortom) shows the PSD when a white noise
source is applied. In this case, there is a non-linearity at the center of the band, and therefore
measurements need to be taken away from the center. As a result of this, the USRP was
tuned to a center frequency 60 kHz offset from the center of our frequency band of interest.
To clarify, the center frequencies of 13.50, 27.06, and 40.62 MHz were used to capture
noise in frequency bands of interest centered at the 13.56, 27.12, and 40.68 MHz. It should
also be noted that our other frequency of interest 12.00 MHz falls 60 kHz below the USRP
center frequency of 27.06 MHz. Therefore by setting the USRP to a center frequency of
27.06 MHz, the 27.12 MHz band is found at +60 kHz, and the 27.00 MHz band is found at
—60 kHz. The largest bandwidth that we are considering is 50 kHz wide, and is represented
by the green shaded regions on the plots in Figure[3.2] From these plots, it can be seen that
the signal flatness is within 0.3 dB, and the noise flatness is within 1 dB. In other words,

the noise data collected can be compared to within 1 dB.

Once the calibration of the USRP is known, we can setup the data collection software.
We collect a full 24 hours of data using a single center frequency tuned into the USRP,
and cycle through three center frequencies: 13.50, 27.06, and 40.62 MHz. This allows us
to capture statistics around either 13.56, 27.00 and 27.12, or 40.68 MHz. Note that we
can capture noise statistics around both 27.00 and 27.12 MHz when using a USRP center
frequency of 27.06 MHz. Since each of these center frequencies are collected for 24 hours,
it takes 6 full days to collect 2 days of data at each frequency of interest. As seen in
Table data was collected between 6 and 10 days in each of 15 homes, representing a

total of 123 days of background noise data.



36

a6 Signal Flatness Signal Flatness (Zoomed In)
37k
381 2
ol !
39t 8
o e}
Lo}
B 4l 8 2
Q Is]
o 8
41t
g o
& a
42 o
Q
o I3
431 © o
o Q
44 I L 1 1 I i I I 1 L I L I I 1 I
150 -100 50 0 50 100 150 400 80 60 40 20 0 20 40 60 80
Frequency Offset (kHz) Frequency Offset (kHz)
o Noise Flatness Noise Flatness (Zoomed In)
100} 1
-105¢ 4
10} 1
-115¢4 4
% -120¢ g
-125¢+ Bl
130} J
-135¢4 4
1401 1
145 . . . . . L . | .
-150 -100 -50 0 50 100 150 -100 -50 0 50 100

Frequency Offset (kHz) Frequency Offset (kHz)

Figure 3.2: USRP calibration curves, showing non-linearities both at the center of the band and
at the band edges. The signal flatness curves (fop) were generated using a constant amplitude fre-
quency sweep input, and the noise flatness curves (bottom) were generated using a white noise
source input. The x-axes represents the offset from 27.06 MHz; however, the same behavior was
also seen at 13.50 and 40.62 MHz. The green bands represent the frequency bands of interest for the
data collection, and the green lines represent the center of those bands (e.g., 27.00 and 27.12 MHz).
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Target BW | # PSD Bins | Actual BW
50 Hz 7 534 Hz
100 Hz 13 99.2 Hz
500 Hz 66 503.5 Hz

1,000 Hz 131 999.5 Hz
5,000 Hz 655 4,997.3 Hz
10,000 Hz 1311 10,002.1 Hz

50,000 Hz 6554 50,003.1 Hz

Table 3.2: Noise bandwidths in which statistics are computed over. The target bandwidth, number
of PSD bins used, and actual bandwidth are shown.

Since it is not practical to capture this much raw data, only statistics about the noise
can be captured. This means that the raw data needs to be processed in real-time during the
data collection. In order to do this, custom signal processing code was written in C++ to
process the data in real-time while streaming raw samples in from the USRPs. All statistics
were computed from the power spectral density (PSD), which was computed by taking a
32,768-point short-time Fourier transform (STFT) with 32,768-point Hamming window
and 50% overlap. With the 250 kS/s raw data, this corresponds to 7.63 Hz wide frequency
bins, and the main lobe of the Hamming window is about 32 kHz wide. Therefore, the
practical limit on the frequency resolution of the PSD is 32 kHz. The time resolution of the

statistics are 66 ms.

Over each of these 66 ms windows, we want to compute a number of statistics about
the noise. However, these noise statistics may vary when taken over different bandwidths
around the center frequencies of interest: 13.56, 27.00, 27.12, and 40.68 MHz. Therefore,
statistics are computed around the following bandwidths: 50 Hz, 100 Hz, 500 Hz, 1 kHz,
5 kHz, 10 kHz, and 50 kHz, as shown in Table @ To do this, the statistics were computed
using data from some number of frequency bins in the PSD. Table shows the number

of bins used for each target bandwidth, and actual bandwidth that each corresponds to.
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The data being collected needs to help us understand the noise floor was well as the
interferors that are present on the channel. As a result, different statistics are used to com-
pute each. In order to compute the noise floor statistics, 16 consecutive PSDs are averaged
using Welch’s method. This average represents 1.06 seconds of noise data, and gives an
accurate estimate of the noise PSD. Then the following six statistics are computed at each
66 ms window over each of the bandwidths listed in Table 3.2k

1. mean over the bandwidth

2. variance over the bandwidth

3. 25 percentile over the bandwidth

4. median (i.e., 50 percentile) over the bandwidth

5. 75" percentile over the bandwidth
These statistics allow us to understand the level and variation in the noise floor over time.

In order to compute the statistics related to the interferors, we care more about the
instantaneous peaks rather than the noise floor. As a result, statistics are computed on each
66 ms PSD without taking any averages over time. Then the following six statistics are
computed at each 66 ms window over each of the bandwidths listed in Table [3.2}

1. maximum value over the bandwidth

2. 90™ percentile over the bandwidth

3. 75" percentile over the bandwidth

4. mean over the bandwidth

5. variance over the bandwidth
These statistics allow us to understand the amplitude and prevalence of interference above
the noise floor.

In addition to the noise statistics, it is also useful to capture raw samples from the chan-
nel in order to (1) develop a noise model, (2) to use the background noise data in channel
simulations, and (3) explore interference bursts less than 66 ms in duration. As mentioned
previously, it would take 482.8 GB/day to capture this data which is not feasible for the

entire dataset. Instead, I went back to 4 homes after completing the primary background
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noise data collection, and captured raw samples on only the line-to-neutral (LN) and line-
to-ground (LG) power line connections. In addition, I only performed this data collection
at 13.56, 27.00, and 27.12 MHz, and only captured 1 day of data per frequency. The homes
chosen for this raw data collection were those which represented low, normal, and abnor-
mally high noise based on the analysis of the initial background noise data collection. In

total, 1.93 TB of raw data samples were collected in 6 days from 4 homes.

3.2.2 Noise Analysis

The primary goal of the noise analysis is to determine what the is the typical noise level at
each of the frequencies of interest, and with each of the three possible power line connec-
tions (i.e., LN, LG, and NG). To explore this question, we’ll first plot histograms of some
of the noise statistics calculated. The noise statistics shown in the histograms are:
1. avgMean - the mean over a 10 kHz bandwidth of the 1 s time averaged noise data
2. instMean - the mean over a 10 kHz bandwidth of the noise in each 66 ms window of
noise data
3. avg75pct - the 75" percentile over a 10 kHz bandwidth of the 1 s time averaged noise
data
4. inst75pct - the 75™ percentile over a 10 kHz bandwidth of the noise in each 66 ms
window of noise data
5. inst90pct - the 90" percentile over a 10 kHz bandwidth of the noise in each 66 ms
window of noise data
6. instMax - the maximum value over a 10 kHz bandwidth of the noise in each 66 ms
window of noise data
The avgMean metric is best measure of the noise floor seen at the input of the receiver,
while the instMax is the best measure of the maximum interference present at the input of
the receiver. In the interest of space, I’ve highlighted only a few of these histogram plots
to show the variety of noise present in the dataset. All histogram plots in Figures

[3.8] show the histograms of these 6 metrics plotted on the same x-axis between —119 and
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—85 dBm/Hz. Using this same x-axis therefore makes it easier to compare the plots. There
are 9 curves plotted for each metric, representing different frequencies and power line con-
nections. The color indicates the frequency, and the line style represents the connection to
the power line.

Figure [3.3] shows fairly typical noise, which was seen in many homes. Notice that the
noise floor is different for each frequency, but fairly similar for each of the power line
connections within each frequency. The one exception is the highly varying noise level
of the LN connection at 13.56 MHz. This same behavior was seen in multiple homes,
but is certainly not always the case. Figure [3.4] shows a home in which the noise was
generally higher than the other homes without PLC devices; however, the LN connection
at 13.56 MHz as particularly low noise. Figure shows the noise profile for a home with
very low noise. Not only is the noise very low in this home, but there is very little variation
in the noise over time.

It is also very important to determine the effect of power line communications (PLC)
devices on the noise present to a SNUPI receiver. Some PLC devices operate at very low
frequencies below 200 kHz. Homes with devices like these do not present any additional
noise in the frequency bands of interest for SNUPI. H11 and H12 both had these types
of devices in the home, and as shown in Figure [3.6] there was no detectable change in
the noise. However, some PLC devices use the 2-28 MHz frequency range for power
line communication, and therefore could present a significant problem to SNUPI networks
operating in the same home. H4 and H7 both contained these types of devices, and not
surprisingly, Figure show much higher noise at 13.56 and 27.12 MHz, although no
effect on 40.68 MHz.

Finally, Figure plots the aggregate histogram of all data collected from all homes.
Although these histograms are useful for visualizing the spread of the noise and compar-
ing between different frequencies or power line connections, they are difficult to use to
determine the value of the noise level. This value is useful for making more quantitative

comparisons, or for designing the receiver in which the exact noise level needs to be known.
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Frequency | PL Conn. 90% 95% 99 % 99.9 % 99.99 % 99.999 %
(MHz) (dBm/Hz) | (dBm/Hz) | (dBm/Hz) | (dBm/Hz) | (dBm/Hz) | (dBm/Hz)
13.56 LN —98.6 -93.2 -92.1 —89.9 —79.0 —78.7
13.56 LG —104.6 —99.8 —98.4 -96.3 —84.9 —84.6
13.56 NG —104.1 —-98.4 -97.5 -95.1 —85.1 —84.8
27.12 LN —101.8 —101.0 —87.7 —86.2 —83.7 —82.2
27.12 LG —104.6 —103.5 —93.3 -91.7 —89.2 —87.7
27.12 NG -99.5 —98.5 -95.3 -93.7 —-91.2 —89.7
40.68 LN —115.5 —114.4 —113.8 —113.6 —113.5 —113.0
40.68 LG —115.6 —115.5 —1154 —115.3 —115.2 —114.0
40.68 NG —115.3 —114.1 —113.2 —112.9 —112.7 —112.5

Table 3.3: Aggregate noise levels using a 10 kHz bandwidth. For each frequency and power line
connection, the value represents the noise level at which the specific percentage of the noise is
below that level (i.e., the first column of data represents the 90™ percentile of the noise, while the
last column is the level at which 99.999% of the noise is below the level).

LN - line-to-neutral power line connection
LG - line-to-ground power line connection

NG - neutral-to-ground power line connection
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Center Frequency | Bandwidth | Max. Field Strength | Max. EIRP
13.56 MHz 14 kHz 15,848 uyV/m @ 30 m | +8.77 dBm
27.12 MHz 326 kHz 10,000 uV/m @ 3 m | —15.23 dBm
40.68 MHz 40 kHz 1,000 uyV/m @ 3m | —35.23 dBm

Table 3.4: FCC power and bandwidth limits on SNUPI frequency bands [67]].

However, the definition of “noise level” is not absolute. Engineers often define the noise
level to be the level at which 99% of the noise is below that level. Sometimes, however they
use 99.9%, or 9.99%. Table [3.3] therefore gives these levels for 90%, 95%, 99%, 99.9%,
99.99%, and 99.999%. The noise levels shown are for the aggregation of all data across all
15 homes when looking at a 10 kHz bandwidth.

From this data, we can see that the noise at 40.68 MHz is significantly lower than either
13.56 or 27.12 MHz. This is mostly due to the fact that PLC devices do not produce noise
in the 40.68 MHz frequency band. Although this makes 40.68 MHz a clear winner from a
background noise point of view, it is actually the least favorable ISM band due to the limited
transmit power allowed by the FCC. As shown in Table [3.4] the power limit at 40.68 MHz
is —35.23 dBm EIRP, while it is at least 20 dB higher for both 13.56 MHz, and 27.12 MHz.

For this reason, 40.68 MHz has been eliminated for further analysis.

From Table[3.3]it can be seen that for both 13.56 MHz and 27.12 MHz the noise is lower
for the ground connections (i.e., LG and NG) than the common-mode LN connection. This
suggests that in homes in which ground connections are available, they will have lower
noise than the LN connection. It’s important to note that in older homes, there is no ground
connection, and therefore LN is the only option. Between 13.56 and 27.12 MHz, and
looking at the 99.9% threshold and the LG power line connection, 13.56 MHz has lower

noise on average, but only by about 4-5 dB.

It should be noted that all of the analysis presented here was done at a bandwidth of

10 kHz, as this is the most commonly used bandwidth for SNUPI network to date. However,
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the data collection described in this section allows us to analyze the noise over several
different bandwidths to determine which is best from a noise point of view. Although the

data has already been collected, conducting this analysis remains future work.

3.3 Path Loss

This section studies the path loss over the power line coupled wireless (PLCW) channel.
The path loss is the ratio of the transmitted power over the power received at the other
end of the channel. To capture this data, I built a simple transmitter shown in Figure
which sends a continuous tone at either 13.56 or 27.00 MHz. Due to the unavailability of
off-the-shelf crystal oscillators, I could not make a test transmitter at 27.12 or 40.68 MHz.
Section describes an experiment to determine the amount of radiated power from
the test transmitter, and Section describes an experiment in which the transmitter is
placed at several locations around 15 different homes to measure the amount of radiated
power as a function of the placement location. For this data, I can compute average path
loss across all of the homes and all of the locations in each home. I will also be able
to see if there are significant differences between different connections to the power line,
different frequencies of interest, or different orientations of the transmitter. This analysis

will therefore answer many of our questions about the new PLCW channel.

3.3.1 Radiated Power Data Collection

The first step in determining the path loss is to determine the amount of radiated power.
Do to this, I measured the radiated field strength of the test transmitter shown in Figure 3.9
using the protocol defined by the FCC [[67]]. The test transmitter was build using the dis-
crete digital transmitter implementation described in Section To ensure that the test
transmitter sends a constant amplitude signal over a long period of time, it was powered
from a 5.0 V regulated supply connected to a 9 V battery, and the battery voltage was tested
before each test. The antenna used for all path loss experiments is the “3x1-75-2/0.5” spiral

PCB antenna described in detail in Section [5.4.1]
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BRI

Figure 3.10: Experimental setup for field strength measurements. The transmitter and receiver were
placed 20 m apart (left) for 13.56 MHz, and 3 m apart (right) for 27.00 MHz. The FCC recommends
30 m of separation at 13.56 MHz, but the basement used for measurement was not large enough to
support measurements at more than 20 m of separation.
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To measure the radiated field strength, the test transmitter is placed at a fixed distance
away from a calibrated ETS-Lindgren Model 6502 active shielded loop antenna, which
is connected to a calibrated spectrum analyzer to measure the received power. The FCC
suggests placing the transmitter and receiver 30 m apart at 13.56 MHz, and 3 m apart at
27.12 MHz, as shown in Figure 3.10] Care must be taken to minimize the number of
metal objects around the test setup. All tests were conducted in a large open basement, and
metal objects were avoided as much as possible. The receiving antenna was placed on a
fiberglass ladder, and the transmitter under test was placed on a board of wood supported
by two plastic sawhorses. The transmitter was held in a plastic case which allowed it to
be propped up at 90° so that the plane of the transmitting loop faced the receiving loop.
The transmitter was also placed on a plastic turntable which allowed it to be turned 360°
during the test. The turntable was operated by the experimenter pulling on a rope, and thus

allowing the operator to stay at least 3 m away from the experimental setup.
To measure the maximum field strength, the following procedure was followed:

1. Connect calibrated receiving antenna to calibrated spectrum analyzer using a cali-
brated cable

2. Configure spectrum analyzer to average detector with a span of 9 kHz and a reference

level of —20 dBm. Also set the center frequency to either 13.56 or 27.00 MHz.

Place receiving antenna on top rung of ladder, and turn on.

Turn on transmitter and check supply voltage. Replace battery if less than 5.0 V.

Place transmitter 3 m away from receiving antenna.

Enable Max-Hold on the spectrum analyzer.

Spin the transmitter under test around several full revolutions by pulling on rope.

© N kW

Read maximum received power from spectrum analyzer using the peak search func-
tion (done using network connection to analyzer to avoid the human body interfering
with the experiment).

9. Repeat experiment two more times.

10. Move receiving antenna to each ladder rung as shown in Figure [3.1T]and repeat (this
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Figure 3.11: Various heights of receiving antenna used to avoid nulls in the field pattern.

is to ensure that the receiving antenna is not in a null).

11. Record the maximum reading, regardless of receiving antenna height.

When comparing the field strength measured to the FCC regulations, it’s best to use
the same distances as the FCC (i.e., 30 m at 13.56 MHz and 3 m at 27.00 MHz); however,
in order to make for a fair comparison between 13.56 and 27.00 MHz, I measured the
field strengths when both were at 3 m for all analysis. The effective isotropic radiated
power (EIRP) can be computed using the variables shown in Table [3.5] and the following
equations:

‘/rx - Prx +90+ IOIOglon
Ex =Vix +Cq+ L

PEIRP = Erx —90+ 2010g10d — 1010g10 30

Table[3.6]shows all measured and calculated values at both 13.56 and 27.00 MHz. Note
that the EIRP reported is computed based on the maximum field strength produced by main
lobe the antenna’s field pattern. The true radiated power will be less, but the exact value

is not known unless the gain of the antenna is known. Therefore, the path loss that will be
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P [dBm] received power measured from spectrum analyzer (measured)

Vix [dBuV] received voltage measured from spectrum analyzer (computed)

C, [4Bm]  antenna calibration factor (measured by FCC)

L. [dB] loss of cable connecting receiving antenna and spectrum analyzer (measured)

Zy Q] terminal impedance of receiving antenna and spectrum analyzer (50 Q)

E [dBT“V} field strength at receiving antenna (computed)

d [m] distance between transmitter and receiver (measured)

Perp  [dBm] effective isotropic radiated power (EIRP) from transmitter (computed)

Table 3.5: Variables used in calculation of EIRP.

Frequency | C, (dBm/m) | L, (dB) | P,x (dBm) | d (m) | Vix (dBuV) | Ex (dBuV/m) | Pgrp (dBm)
13.56 MHz 0.21 10.9 —56.36 3 50.63 61.74 —33.49
27.00 MHz 0.33 9.2 —43.77 3 63.22 72.75 —22.48

Table 3.6: Radiated field strength measurements at both 13.56 and 27.00 MHz.

computed in Section will be an overestimate, as the true radiated power is less.

3.3.2 Received Power Data Collection

Once the radiated power of the test node is known, we must measure the received power

at the other end of the channel in order to compute path loss. Since the channel is differ-

ent at each location in every home, many such measurements were made in each of the

15 homes used for the background noise data collection, and listed in Table In order to

constrain the search space, we fixed the receiver location in each home as the place where

the home’s internet modem is. Although this may not be the best place for the receiver,

and in fact may have significantly more noise on the power line than other locations, it’s

a very practical location, assuming that the SNUPI base-station receiver needs to have an

internet connection in order to share SNUPI data with the world-wide-web. At this receiver
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location, the same receiver hardware used for background noise data collection and shown
in Figure [3.T] was used to capture the received signal from the power line. This allowed us
to capture the received signal using all three connections to the power line: line-to-neutral
(LN), line-to-ground (LG), and neutral-to-ground (NG).

In order to constrain the number of locations in the home to test the path loss, we placed
the test transmitter shown in Figure [3.9] at every water appliance in the home. These loca-
tions included: sinks, toilets, showers, baths, dishwashers, refrigerators, freezers, laundry
machines, hot water tanks, ice makers, boilers, hot tubs, and sump pumps. The number of
locations tested in each home is listed in Table and vary between 5 and 19 locations,
with an average of 13. Since SNUPI operates based on near-field coupling of the RF signal
onto the power lines, it is hypothesized that path loss should depend greatly on the orien-
tation of the transmitting antenna. To test this dependence on orientation, the transmitter
was placed in four different orientations as shown in Figure [3.12] Although this does not
represent a thorough exploration of the effects of orientation, it allow us to see if any of the
orientations tested perform statistically better than the others when arbitrarily placed. The
assumption is that a practical sensor node will either need to be placed on the horizontal
or the vertical. The reason for testing angles 9.5° off horizontal or vertical, is to test to
see if there is any benefit in placing the antenna at a slight angle inside the sensor node’s

enclosure. All locations and orientations were repeated for both 13.56 and 27.00 MHz.

At each transmit frequency, location, and orientation, the receiver captured 3.0 s of data.
These 3.0 s of data were divided up into 45 individual 66 ms windows, and the PSD was
computed over each window. For each window, the frequency of the greatest peak was
measured, and if this peak was within 1 kHz of the intended frequency (i.e., either 13.56
or 27.00 MHz), then it was assumed to be the tone sent by the transmitter, otherwise it was
assumed to be noise. The percentage of the 45 time windows in which the signal peak was
found is defined as the “coverage,” where 100% coverage means that all 66 ms windows
contained signal, and 0% coverage means that only noise was measured. This notion of

coverage is important because in some locations, the transmitted tone was too weak to be
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(1) Horizontal (0°) (2) Off-Horizontal (9.5°)

(3) Off-Vertical (80.5°) (4) Vertical (90°)

Figure 3.12: Transmitter orientations used in path loss measurements.

seen above the noise floor at the receiver, and therefore these locations will not allow us to
measure the path loss. The average of the peak amplitude over all covered windows was

then measured to represent the received power.

3.3.3 Path Loss Analysis

First, we want to determine what the average path loss is, and how much it varies between
homes. Table [3.7]shows the average path loss for each home at both 13.56 and 27.00 MHz
using only the LG power line connection and the horizontal orientation of the test transmit-
ter. This table also allows us to compare the path loss at 13.56 and 27.00 MHz. We can see
that the path loss was greater at 27.00 MHz in every home tested, and on average the path
loss at 13.56 MHz was about 10 dB lower.

In addition to comparing the path loss of 13.56 and 27.00 MHz, the data gathered al-

lows us to make conclusions about the best power line connection and transmitter antenna
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Home | Path Loss 13.56 MHz | Path Loss 27.00 MHz | Path Loss 13.65 —27.00 MHz
1 47.88 dB 57.15dB —-9.27dB
2 47.28 dB 54.00 dB —6.72dB
3 53.84 dB 67.96 dB —14.11dB
4 51.43 dB 60.25 dB —8.82dB
5 53.57dB 57.48 dB —3.91dB
6 49.22 dB 56.98 dB —7.76 dB
7 42.23 dB 65.31 dB —23.08 dB
8 47.65 dB 58.77dB —11.12dB
9 43.82dB 61.91 dB —18.09 dB
10 45.11 dB 56.97 dB —11.86 dB
11 58.49 dB 65.65 dB —7.16 dB
12 48.53 dB 57.15dB —8.63 dB
13 54.47 dB 65.81 dB —11.34dB
14 38.13dB 45.83 dB —7.70 dB
15 47.13 dB 5791 dB —10.78 dB
Avg 49.16 dB 59.80 dB —10.64 dB
Max 58.49 dB 67.96 dB -947dB

Table 3.7: Path loss measurements at both 13.56 and 27.00 MHz, using only the LG power line

connection and the horizontal orientation of the test transmitter.
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orientation. To perform these comparisons, we define three metrics for evaluating the bi-
nary decisions between two variables. We will refer to these variables as X and Y, where
X and Y could represent different power line connections (e.g., LN and LG) or different
transmitter orientations (e.g., 0.0° and 90.0°). The three metrics are called “Difference,”
“Occurrence,” and “Coverage.” Each metric represents the confidence that Y is better than
X, and is defined between —100 and 100, where positive values indicate that Y is better

than X, and negative values indicate that X is better than Y.

The difference metric (M) represents the magnitude of the difference in received signal
strength between the two conditions, and is computed using the following equation where
P,y are the received signal strength values for all covered locations (i.e., locations in which
there was a signal measured and not just noise) under the Y condition, and P,y are those
under the X condition. The mean of the difference between these values for all covered
locations is taken, and then scaled such that a 10 dB difference represents a confidence of
100. Note that this metric is limited at —100 and 100, so even if the difference is greater

than 10 dB, the absolute value of the difference metric will be 100.

mean(P.y — P.x)
10 dB

M, = 100 x

The occurrence metric (M,) represents the frequency with which the signal strength
from one condition is significantly greater than the other condition, and is computed using
the following equation. Ox.y is the percentage of covered locations (i.e., locations in
which there was a signal measured and not just noise) in which the signal strength in the Y
condition is at least 3 dB greater than the signal strength in the X condition. Conversely,
Ox~y i1s the percentage of covered locations in which the signal strength in the X condition
is at least 3 dB greater than the signal strength in the Y condition. The occurrence metric
represents the difference between Ox.y and Ox-y, and is therefore inherently limited to

—100 and 100.

M, = Ox<y — Ox>y
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The coverage metric (M) represents the frequency with which the coverage (i.e., the
number of locations in which there was a signal measured and not just noise) is greater than
the other condition, and is computed using the following equation. Cy .y is the percentage
of locations in which the coverage is greater in the ¥ condition. Conversely, Cx~y is the
percentage of locations in which the coverage is greater in the X condition. The cover-
age metric represents the difference between Cx.y and Cx~y, and is therefore inherently

limited to —100 and 100.

M;=Cx<y —Cx>y

The “Confidence” is a metric (C) defined to combine the difference, occurrence, and
coverage metrics into a single quantity which can be used for determining which condition
is best and with how much confidence. The confidence metric is simply a weighted average
of the other three metrics as shown in the equation below, and where the weights are wy; =1,
w, =4, and w. = 2. These weights were determined somewhat arbitrarily, but capture the
idea that it is most important to choose a condition which (1) is more often significantly
(i.e., at least 3 dB) better than the other condition, and (2) is more likely to receive a signal
when the signal is very weak. The weights also capture the idea that the absolute magnitude

of the difference in signal power is of least importance.

C— waM;+w.M,+w .M,
Wq +Wo +We

Table3.8|shows the comparison of the different power line connections across all homes
for both 13.56 and 27.00 MHz. It can be seen from the table that at 13.56 MHz LG is
slightly better than NG, and both LG and NG are significantly better than LN (although
this is not true in 2—4 homes). At 27.00 MHz, LG is better than both NG and LN, but only
by a small margin. NG is slightly better than LN, but they are basically the same, as it is
strongly dependent on the home. Therefore overall, we can conclude that LG is the best
connection to use when it is available, but in homes that do not have a ground connection

LN can be used as well.
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Frequency | Angle | Best LN—LG (Conf.) | Best LN—NG (Conf.) | Best LG—NG (Conf.)
13.56 MHz | 0.0° LG (35.11) NG (37.69) LG (-0.35)
13.56 MHz | 9.5° LG (36.13) NG (37.02) LG (-2.02)
13.56 MHz | 80.5° LG (37.13) NG (32.04) LG (-5.32)
13.56 MHz | 90.0° LG (38.75) NG (33.36) LG (-6.16)
13.56 MHz | Agg LG (36.80) NG (34.99) LG (-3.50)
27.00MHz | 0.0° LG (7.63) LN (-0.89) LG (—12.42)
27.00 MHz | 9.5° LG (8.34) LN (—1.05) LG (-9.78)
27.00 MHz | 80.5° LG (9.02) LN (—4.83) LG (—15.15)
27.00 MHz | 90.0° LG (10.89) LN (—0.47) LG (—15.06)
27.00 MHz | Agg LG (8.98) LN (—1.84) LG (—13.14)

Table 3.8: Path loss comparison between power line connections. “Conf.” represents the confidence
in the decision as defined in the text, where a higher absolute value indicates more confidence. “Agg”
represents the aggregation of all angles/orientations.

Table[3.9)shows the comparison of the different transmitter orientations across all homes
for both 13.56 and 27.00 MHz. It can be seen from the table that for both frequencies, ver-
tical orientations are better than horizontal ones; however, the difference is never more than
2 dB. It should also be noted that this difference may be due to the antenna being detuned
by the ground or nearby objects. It should also be noted that there was no significant dif-
ference between orientations that were at the horizontal or vertical and ones which were
9.5° off those planes. Therefore it can be concluded that the orientation makes only a small

difference in aggregate and therefore either placement is valid.

3.4 Summary

This chapter explored the background noise and the path loss of the power line coupled
wireless channel in order to better understand the channel and answer some fundamental
questions about which operating frequencies work best, how to best couple signals onto
the the power lines, and how to extract the communications signals from the power lines.

Through experimentation, it was determined that the unlicensed ISM bands of 13.56, 27.12,
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Frequency 13.56 MHz | 27.00 MHz | Difference
Noise Level (ABm/Hz) —-96.3 —91.7 —4.6
Path Loss (dB) 50 60 -10
FCC EIRP Limit (dBm) 8.77 —15.23 24.00
Link Margin (dB) 55.07 16.47 38.60

Table 3.10: Frequency comparison between 13.56 MHz and 27.00 MHz. The noise level was
determined using the 99.9% threshold and the LG power line connection.

and 40.68 MHz are best for use with the power line coupled wireless channel. However,
the low power limit imposed the FCC on the 40.68 MHz ISM band makes it impractical
for most SNUPI networks. This leaves 13.56 and 27.12 MHz, which are compared in
Table Note that the table contains data for experiments run at 27.00 MHz rather than
27.12 MHz; however, both lie within the 27.12 MHz ISM band.

It can be seen from Table @ that at 13.56 MHz, the noise level is on average 4-5 dB
lower, the path loss is about 10 dB lower, and the maximum allowed transmit power is
24 dB higher. As a result of this, the 13.56 MHz channel has about 39 dB of additional link
margin over 27.00 MHz, and therefore it is a clear choice for most SNUPI networks.

Both the background noise analysis and the path loss analysis both showed that the
best power line connection is the line-to-ground (LG) connection, although the difference
between each of the power line connections is no more than a few dB. It’s important to note
that in older homes, there is no ground connection, and therefore LN is the only option but
performance will not deteriorate too much.

Regarding the orientation of the transmitting antenna, vertical orientations were shown
to be up to 2 dB better than horizontal ones; however, the difference is so small that it is

likely not significant.
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Chapter 4
SNUPI COMMUNICATIONS PROTOCOL

This chapter focuses on the communications protocol that is used to send data between
the SNUPI nodes and the base-station receiver that is plugged into the power line. The
design of this communications protocol is influenced by the unique properties of the SNUPI
network. In particular, the protocol is focused on pushing as much of the complexity as
possible to the base-station receiver in order to support many simple, low-power, and low-
cost sensor nodes. In addition to supporting ultra-low-power consumption on the SNUPI
nodes, the protocol needs to be robust in the face of the unidirectional communication of the
network, and the noise and interference present on the power line coupled wireless channel.

This poses a significant challenge for the communications protocol to overcome.

Traditional WSNs rely on bidirectional communication between the nodes in order to
facilitate complex communications protocols which involve link formation, synchroniza-
tion, routing, scheduling, and complex error handling. Without bidirectional communi-
cation in the network, most of these protocols cannot be implemented, thus making the
SNUPI communications protocol seem very simple. Although the simplicity of the SNUPI
communications protocol is a significant advantage to the SNUPI network, it’s also one
of it’s greatest disadvantages. Enabling robust communication through a unidirectional
network is quite challenging, and therefore poses a significant challenge for the SNUPI
communications protocol to overcome. Enabling a back-channel, even a simple one would
dramatically improve the robustness of the SNUPI network. Although this remains future
work, Section[7.2]discusses ways in which the SNUPI network could be made bidirectional,

even if used only for protocol control messages.

This chapter goes through each of the major parts of the communications protocol, with
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a strong focus on the bitrate in Section 4.4|and the forward error correction in Section

4.1 Network Topology

Traditional WSNs rely on bidirectional communication between the nodes in order to fa-
cilitate complex communication protocols which involve link formation, synchronization,
routing, scheduling, and error handling. Using this bidirectional communication, there
are many different network topologies that can be supported. However, SNUPI networks
currently only support unidirectional communication, and as a result the options for the
network topology are severely limited. In order to reduce power consumption, SNUPI net-
works therefore implement the simplest of multi-node network topologies: the star network.
A star topology is one in which there is a single base station receiver and many transmitting
nodes that communicate directly with the receiver. The power line infrastructure serves as
a very convenient channel for this type of network, because the power lines are dispersed to
almost every position in a home. Using this topology, SNUPI networks use a unidirectional
version of the ALOHA protocol, in which many transmitters communicate in short bursts
on the same channel [2]. Since each transmission is very short, the probability of a collision
is low. The delay between each transmission is different among each transmitter to ensure
that two transmitters do not become synchronized, and therefore cause collisions on every
packet transmission. Using this protocol, we can implement a very simple unidirectional

single-hop network and minimize the power and time spent during transmission.

4.2 Automatic Repeat Request

Since SNUPI nodes are unidirectional and all share the same channel, collisions are likely
to occur. Since SNUPI networks simply use a pure ALOHA protocol, the probability of
collisions (Pys) can easily be computed as a function of the number of sensor nodes in the

network (N), and the transmit (#x) and sleep (Zsjeep) times:

Tix
Poss = 1 —exp(—2N—2=——
% ( Iix + tsleep
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Since SNUPI nodes are unidirectional, there is no way to detect that packets have col-
lided and therefore no way to know when to resend the packet data if it doesn’t make it.
This idea of resending packets that don’t make it to the receiver is known as automatic
repeat request (ARQ), and simply cannot be implemented on a unidirectional network. Al-
though still future work, Section discusses ways in which the SNUPI network could be
made bidirectional in order to enable ARQ support.

Although unidirectional networks cannot implement ARQ, they can reduce the proba-
bility of collisions by always sending multiple copies of the packet data or by using forward
error correction (FEC). FEC techniques are widely used in SNUPI networks, and are dis-
cussed in Section 4.6 Multiple retransmissions can also be used to increase the probability
that data is received without collisions [220]. If the timing between the retransmissions are
randomized so that each transmission is independent, then the probability that the data is

received (P.x) when using n retransmissions becomes:

Prx =1- (Ploss)n

In this way, multiple retransmissions can be used to increase the probability that important
data makes it to the receiver. Although there is no guarantee that the data will make it to

the receiver, an arbitrary level of reliability can be achieved through statistical proof.

4.3 Modulation Scheme

The modulation scheme describes how data is to be encoded on the RF channel, and can
greatly effect the power consumption of both transmitter and receiver, as well as the net-
work’s robustness to different types of noise and interference. Low power sensor nodes
most commonly use binary modulation schemes such as on-off keying (OOK), amplitude
shift keying (ASK), binary phase shift keying (BPSK), and binary frequency shift keying
(BFSK). In order to increase the efficiency of the communications channel and bring the
channel capacity closer to the Shannon limit, more complex WSNs implement M-ary or-

thogonal modulation schemes in which symbol alphabets larger than 2 are used. The most
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common examples are M-ary phase shift keying (M-PSK), M-ary frequency shift keying
(M-FSK), as well as several popular quadrature modulation schemes including minimum
shift keying (MSK) and quadrature amplitude modulation (QAM).

Although M-ary orthogonal modulation schemes can increase the throughput of com-
munications, they can also have a significant negative impact on the power consumption
of the sensor node. As a result, previous work has shown that for most WSNs it is best
to use only binary modulation schemes [198]. Furthermore, amplitude-based modulation
schemes like OOK and ASK have often been used in very simple WSNs, but commonly
suffer from issues related to noise immunity and robustness. The bit error rate in an additive
white Gaussian noise (AWGN) channel is double for BFSK compared to BPSK. Although
there are performance benefits for using BPSK, BFSK is superior in terms of the power
consumption of the transmitter. When using PSK, the power amplifier needs to be linear
in phase, and therefore consumes more power than a non-linear amplifier. However, using
BFSK does not require the use of a linear amplifier, and therefore can be implmented using
a lower power transmitter. As a result, all of the SNUPI implementations to date use BFSK

as the modulation scheme.

4.4 Bitrate

The bitrate is the rate at which the channel bits are transmitted over the wireless channel.
Although this is a software controlled parameter, it is tied in very closely with physical
constraints like the amount of frequency deviation (assuming a BFSK modulation scheme)
and the bandwidth of the channel. For coherent FSK (i.e., the two frequencies have the
same phase), the bitrate (Rp) is constrained by the amount of frequency deviation (Af) in
the signal [244]:

Ry <2Af

For a given hardware design, the frequency deviation is fixed, so this puts a limit on the
maximum bitrate which can be used. Generally speaking, it is best to maximize the bi-

trate so that the packets are shorter and therefore occupy the channel less time. This can
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therefore reduce the likelihood of having packet loss due to collisions. However, the choice
of frequency deviation and bitrate also influence the bandwidth of the channel that is occu-
pied. There are many definitions for bandwidth, but we’ll use the 99% necessary bandwidth
(Bgg), which is what the FCC uses for most regulations [67]]. The 99% necessary bandwidth
is the bandwidth under which 99% of the radiated power lies, and is approximated by the
following equation for BFSK [[67]:

1.93Af+0.27R, 0.03< gL <1
Bgg =

Af
1.2Af +R,, 1<4f <2

The necessary bandwidth is important to keep in mind because this is the bandwidth the
FCC will not allow the sensor network to violate. For example, the FCC allocated 14 kHz of
bandwidth centered at 13.56 MHz to the ISM band; however, in order to be legal, the 99%
necessary bandwidth must not spill outside the 14 kHz allocated in that ISM band. This
means that the true bandwidth that the network can use is quite a bit lower than 14 kHz.
This is because some amount of guard band must be left to ensure that the network will not
violate the FCC regulations. In addition the two frequencies generated by the transmitter
are highly unlikely to be perfectly centered at 13.56 MHz, and finally there are process,
voltage, and temperature tolerances in all of the components in the transmitter, but most

notably in the crystal and its load capacitors.

It should also be noted that the bitrate cannot be made any arbitrary value. In fact, it
most likely needs to be derived from a crystal oscillator on the node, so this limits the poten-
tial bitrate to a list of attainable frequencies. To deal with all of these practical constraints,
I wrote a program which can be used to determine if the current bitrate, and frequency de-
viation are appropriate to fit inside of the band allowed by the regulations. My program can
also be used to find the optimal bitrate or frequency deviation given a specified regulatory

band and all of the system tolerances.
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4.5 Packet Structure

Most generally, SNUPI packets can be structured in the same way as the packets in any
other communications system. However, since SNUPI nodes are optimized for ultra-low
power consumption, care must be taken to keep the packets as short as possible. This
not only saves power but also reduces the probability of packet collisions by occupying
the channel for less time. However, there is some startup time during which the SNUPI
transmitter turns on the RF oscillator and prepares to send a packet. Since the power con-
sumption during this startup time is approximately the same as the power consumption
during transmission, it makes sense to have packets that are approximately the same length
as the startup time or longer, so that this wasted power is minimized. This section briefly
discusses some of main parts of that packet that are required. Note that all parts of the
packet that are discussed here, with the exception of the preamble, are assumed to be be-
fore encoding the packet using forward error correction, which is described in Section 4.6
The main parts of the packet are the:

1. Preamble - allows packets to be detected by the receiver

2. ID - to identify which node sent the packet

3. Data - the data payload of the packet

4. CRC - error detection bits

The preamble is import for allowing the packets to be detected at the receiver and iden-
tified as something other than noise. Although this can be any sequence of known bits, it is
common to use certain sequences with known favorable properties. Many WSNs including
some of the current SNUPI implementations use an 11-bit Barker code due to its favor-
able autocorrelation properties. Using a sequence like a Barker code allows the receiver to
run an autocorrelation on the input stream in order to find potential packet headers. This
works better the longer the Barker code, and as a result many systems use repeat the Barker
code several times to help with packet detection. Although this improves packet detection,
it results in higher power consumption and higher packet loss by lengthening the packet

size. Therefore, a trade-off must be made between the number of packets which can be
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detected using a small preamble and the savings in terms of power and packet collisions.
It should also be noted that the preamble should not be encoded using FEC as described in
Section [4.6] as this would change its autocorrelation properties.

The ID is used to indicate which sensor node sent the data. Again, there is a trade-off
here between the number of bits required to uniquely identify every sensor in the network,
and the need to keep the packets as short as possible.

The data bits can represent anything, but again care must be taken to keep the payload
as short as possible. As a result, it is common to compress or pre-encode the data into a
form in which messages can be represented by fewer bits. In addition, it should be noted
that some of the data bits are likely to be used to tell the decoder the meaning of the rest
of the payload. It is common therefore to use “type” or “mode” bits inside the payload for
this purpose.

Finally, there are some number of bits which are required to detect errors in the decoded
packet. In the simplest case, the earliest SNUPI implementations use a single parity bit.
However, this only allows for the detection of a single flipped bit, and therefore can let a
significant amount of erroneous packets through the decoder. It is therefore more common
to use an 8 or 16-bit cyclic redundancy check (CRC). The exact number of check bits
needed is a function of the importance of the data’s correctness, the number of bits in the
packets, and the noise present in the channel. However, like all other parts of the packet,

care should be taken to keep the error checking bits as short as possible.

4.6 Forward Error Correction

Forward error correction (FEC) is a method of encoding the data to be transmitted so that
it contains enough redundant information to correct erroneous bit transitions either due
to noise, interference, or collisions. In this section, I will describe a few different kinds
of error-correction codes (ECC), including Hamming codes, BCH codes, Reed-Solomon
codes, convolutional codes, and combined ECC/RLL codes. Hamming codes, BCH codes,

and Reed-Solomon codes are all different types of linear block codes, while the remaining
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Block Codes
m
t number of error bits that can be corrected
b number of shortened bits
dpin =2t —1 minimum distance metric
n=2"—1->b block size
k=n—mt message size
R= % code rate
L length of uncoded data packet (bits)
M=[%]n length of coded message (bits)
Regr = % effective code rate

G = 10log;o(dminRer)  effective coding gain (dB)

Convolutional Codes

K constraint length

M total memory

dfree free distance metric

R code rate

L length of uncoded data packet (bits)
M=L+%1 length of coded message (bits)

Regr = % effective code rate

G = 10log;o(direcRefr)  effective coding gain (dB)

Table 4.1: Variables used to compare error-correcting codes.

codes are convolutional codes. Table [4.1]lists many of the variables used throughout this

chapter to describe and compare these codes.

Throughout the chapter I will refer to the code rate (R) as the number of data bits over
the number of encoded bits. For example, the packet data to be sent over the channel will
be a twice the length of the original, uncoded data when using a rate !/2 code. I will also
refer to the effective code rate (Refr) which also takes into account the coding overhead for

a specific packet length.
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In order to describe the error correcting capability of each code, I will refer to the
code’s distance metric. The block codes will be described using the minimum distance
(dmin), While convolutional codes will be described using the free distance (dfree ).

In order to compare these codes, I will refer to the coding gain (G) which expresses
the effective improvement in signal-to-noise ratio (SNR) or Ej, /Ny due to the use of the
code. The coding gain makes it easy to balance the trade-off between the gain seen from
a high distance metric and the loss seen due to a low rate. The coding gain that will be
computed throughout this section will be the theoretical coding gain for an AWGN chan-
nel, assuming a soft-decision decoder. Although we know that the PLCW channel is not
AWGN, this gives us a crude way of comparing the unlimited numbers of potential codes.
It remains future work to develop a metric for evaluating these codes specifically for the

PLCW channel.

4.6.1 Hamming Codes

Hamming codes are the simplest type of block codes, and can correct at most 1 bit error (i.e.,
t = 1). For Hamming codes, the minimum distance (dy,i,) is always 3, but the parameter
m can be varied as long as m > 2. Therefore, using the equations in Table you can
compute the parameters for any arbitrary Hamming code, and evaluate how well it will
work on an arbitrary length packet. Table 4.2 computes all of the code parameters for
Hamming codes with 2 < m < 8, and assuming an 80-bit uncoded packet (i.e., L = 80).
From this table, it can be seen that the code rate (R) improves with increasing values
of m; however, this does not translate into improved gain (G) because the effective rate
(Refr) does not always improve. This is due to the unnecessary overhead in the codes with
a longer block size, and can be solved by “shortening” the code. Instead of using a (n, k)
Hamming code, b bits of the code do not need to be sent over the channel, thus resulting in
the shortened (n — b,k — b) Hamming code. Essentially, both the transmitter and receiver
can assume that b-bits of the packet and message are zeros, and thus they don’t need to

be sent over the channel. This technique of shortening codes enables a code to benefit
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m|t|dyy,| n k R Rer | G (dB)
2 |1 3 3 1 0.33 | 0.33 0.00
311 3 7 4 | 057|057 2.34
4 |1 3 15 11 | 0.73 | 0.67 3.01
511 3 31 26 | 0.84 | 0.65 2.87
6 |1 3 63 | 57 | 090 | 0.63 2.80
711 3 127 | 120 | 0.94 | 0.63 2.76
8 |1 3 255 | 247 | 097 | 031 | —0.26

Table 4.2: Example Hamming codes for 2 < m < 8, and assuming an 80-bit uncoded packet.

from a long block size without the need to send large packets, and is therefore ideal for
wireless sensor networks. Table [4.3] shows the top 10 codes sorted by coding gain when
using shortened Hamming codes with 2 < m < 8, and assuming an 80-bit uncoded packet
(i.e., L= 80). It can be seen from the table that the best shortened Hamming code is 1.4 dB

better than the best un-shortened code.

4.6.2 BCH Codes

BCH codes are block codes just like Hamming codes, but they give us the option of choos-
ing how many bits the code can correct (¢). This can be extremely powerful as it can allow
these codes to correct several bits that get corrupt from a single packet; however, they have
the downside of being lower rate. The parameters for BCH codes can be computed us-
ing the equations in Table 4.1 and like Hamming codes they can be shortened. Table [4.4]
shows some example BCH codes both shortened and un-shortened that were generated with
2 <m < 8, and assuming an 80-bit uncoded packet (i.e., L = 80). The table includes short-
ened and un-shortened codes with the highest gain, highest minimum distance and highest
effective rate.

It can be seen that the overall coding gain can significantly higher than Hamming codes,

but the rate is never as high. In fact the BCH codes with the highest effective rates are
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m|t| b |[dy, | n | Kk R Rer | G (dB)
711 40 3 87 1 80 | 0.92 | 0.92 441
711 39 3 88 | 81 | 0.92 | 0.91 4.36
8 | 1| 167 3 88 | 80 | 0.91 | 0.91 4.36
71 1] 38 3 89 | 82 1092 | 090 | 431
8 | 1| 166 3 89 | 81 | 091 | 0.90 | 4.31
701 37 3 90 | 83 | 0.92 | 0.89 4.26
8 | 1] 165 3 90 | 82 | 0.91 | 0.89 4.26
711 36 3 91 | 84 | 0.92 | 0.88 4.21
8 | 1| 164 3 91 | 83 | 0.91 | 0.88 4.21
6 | 1| 17 3 46 | 40 | 0.87 | 0.87 4.16

Table 4.3: Example shortened Hamming codes for 2 < m < 8, and assuming an 80-bit uncoded
packet.

m|t | b |dy | n k R Resr | G (dB)
8 21| 7 43 | 248 | 80 | 032 | 032 | 11.42
8 21| 0 43 | 255 | 87 | 0.34 | 0.31 11.30
711 |40 3 87 | 80 | 092 | 092 | 441
411 0 3 15 | 11 | 0.73 | 0.67 3.01
8 |31] 0 63 | 255 | 7 | 0.03 | 0.03 2.17

Table 4.4: Example BCH codes for 2 < m < 8, and assuming an 80-bit uncoded packet.
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m t b | dyin | D(sym) | k(sym) | n(bit) | k(bit) | R | Ry | G (dB)
6 | 14 |21 ] 29 42 14 0.33 252 84 | 0.32 9.64
6 | 21 0 43 63 21 0.33 378 126 | 0.21 9.59
4 2 0 5 15 11 0.73 60 44 | 0.67 5.23
5 1 13 3 18 16 0.89 90 80 | 0.89 4.26
8 | 127 | 0 | 255 255 1 0.00 2040 & 1 0.00 0.00

Table 4.5: Example Reed-Solomon codes for 2 < m < 8, and assuming an 80-bit uncoded packet.

actually Hamming codes (i.e., t = 1). It should be noted that the best BCH code (i.e., the
top row of Table[d.4)) strikes a balance between having a high minimum distance and a high

effective rate.

4.6.3 Reed-Solomon Codes

Reed-Solomon codes are similar to BCH codes, but instead of operating on individual bits,
they operate on m-bit long symbols or blocks of data. While BCH codes can correct 7 bits,
Reed-Solomon can correct ¢ symbols, each being m-bits longs. Reed-Solomon codes are
therefore very useful in the face of bursty errors in which noise or interference is more
likely to corrupt several consecutive bits rather than random bits. The parameters for Reed-
Solomon codes can be computed using the equations in Table .1} however, the computed
values will all be in units of m-bit symbols. To convert to bits, the number of symbols needs
to be multiplied by m. Just like Hamming and BCH codes, Reed-Solomon codes can be
shortened by b, m-bit symbols. Table shows some example Reed-Solomon codes both
shortened and un-shortened that were generated with 2 < m < 8, and assuming an 80-bit
uncoded packet (i.e., L = 80). The table includes shortened and un-shortened codes with
the highest gain, highest minimum distance and highest effective rate.

It can be seen that the overall coding gain for Reed-Solomon codes is less than that of
the BCH codes; however, the number bit errors that can be corrected is much greater, and

Reed-Solomon codes are stronger in the face of bursty errors, which the gain metric does
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not capture. Like the BCH codes, it should be noted that the best Reed-Solomon code (i.e.,
the top row of Table [4.5)) strikes a balance between having a high minimum distance and a

high effective rate.

4.6.4 Convolutional Codes

Convolutional codes are quite different from block codes in that they are generated using
a convolution of the entire packet, and do not rely on blocks of data. They also need to
be decoded differently, typically using a Viterbi decoder, described in Section Since
convolutional codes don’t use blocks of data, this means that they do not have the same
overhead as block codes in that the amount of overhead is not determined by partially
used blocks. Instead, they have some number of memory cells which need to be stored in
addition to the regular message bits, and as a result it’s the number of these extra bits that
determine the overhead. This overhead is called the constraint length (K), and is present
in all convolution codes. Convolutional codes cannot be algebraically generated like many
block codes, and are typically found is tables which list useful codes [146]. The equations
in Table . 1| can be used to compute the effective rate and the coding gain for convolutional
codes. Table {.6] lists the parameters for the most common convolutional codes found
in [[146] assuming an 80-bit uncoded packet (i.e., L = 80).

Like block codes, convolutional codes can be shortened into what are called punctured
codes. These punctured codes are therefore higher rate, but otherwise operate like other
convolutional codes. Table |4.7|lists the parameters for the most common punctured convo-
lutional codes found in [[146] assuming an 80-bit uncoded packet (i.e., L = 80).

There is a special class of punctured convolutional codes which are called rateless or
rate-compatible punctured convolutional (RCPC) codes [84]. These rateless codes have
the special property that a nearly unlimited number of message symbols can be generated
from the source packet bits, and the source bits can be recovered from any subset of the
message symbols of a certain length. These rateless codes are typically used to continually

provide more message bits in subsequent packets to help decode a previously undecodable



K| M| dg | R Reir | G@B) || K dfrce R Rer | G (dB)
17 20 | 0.50 | 0.42 9.21 8 22 10251023 7.04
16 19 | 050 | 0.42 9.03 8 16 | 0.33 | 0.30 6.86
14 36 | 0.25 | 0.22 8.89 7 20 | 025 | 0.23 6.68
15 18 | 0.50 | 0.43 8.84 7 10 | 0.50 | 0.47 6.68
14 26 | 033 | 0.28 8.68 7 15 | 033 | 0.31 6.63
13 33 1025|022 8.56 8 10 | 0.50 | 0.46 6.63
12 32 1025|022 8.47 4 7 0.67 | 0.65 6.55
12 24 | 033 | 0.29 8.43 3 6 0.75 | 0.73 6.42
13 16 | 0.50 | 0.43 8.42 6 18 | 0.25 | 0.24 6.27
13 24 | 033 ] 0.29 8.38 6 13 | 033 | 0.31 6.06
14 16 | 0.50 | 0.43 8.38 4 6 0.67 | 0.65 5.88
12 15 | 050 | 0.44 8.19 5 16 | 025 | 0.24 5.81
11 22 1033 ] 0.29 8.10 5 12 ] 033 | 0.31 5.77
11 29 | 025 ] 0.22 8.09 6 8 0.50 | 0.47 5.76
6 | 10| 10 | 0.67 | 0.63 8.00 3 5 0.75 | 0.73 5.63
11 14 | 0.50 | 0.44 7.94 5 7 0.50 | 0.48 5.23
10 27 | 025 ] 0.22 7.83 3 5 0.67 | 0.65 5.14
10 20 | 033 | 0.30 7.73 4 10 | 033 | 0.32 5.03
419 8 0.75 | 0.72 7.62 4 13 1025|024 | 496
6 | 9 9 0.67 | 0.63 7.54 2 4 0751074 | 4.72
9 12 | 0.50 | 0.45 7.37 4 6 0.50 | 0.48 4.61
9 24 10251 0.23 7.37 3 4 0.67 | 0.65 4.17
9 18 | 0.33 | 0.30 7.32 3 8 0.33 | 0.32 4.11
10 12 | 0.50 | 0.45 7.32 3 5 0.50 | 0.49 3.87
5|7 8 0.67 | 0.64 7.08 3 10 | 025 | 0.24 3.87
5 8 8 0.67 | 0.64 7.08 2 3 0.67 | 0.66 2.98
4 | 8 7 0.75 | 0.72 7.04

Table 4.6: Example convolutional codes from [146], and assuming an 80-bit uncoded packet.

75
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K| M|dge | R Rer | G (dB)
5 6 0.67 | 0.63 5.81
6 6 0.67 | 0.63 5.76
6 5 0.75 | 0.71 5.48
3 4 0.75 | 0.73 4.66
4 4 0.75 | 0.72 | 4.6l
5 4 0.75 | 0.71 4.56
3 4 0.67 | 0.65 4.15
4 4 0.67 | 0.64 | 4.10
2 3 0.75 | 0.74 3.47
2 3 0.67 | 0.66 2.96

Table 4.7: Example punctured convolutional codes from [[146], and assuming an 80-bit uncoded
packet.

packet. In this way, additional bits can continually be provided until the original message is
decoded. These types of codes are therefore ideally suited for networks with bidirectional
communication in which the transmitter will continually add more message bits in sub-
sequent packets until it receives the acknowledgment that the data was properly decoded.
SNUPI networks are unidirectional, and therefore cannot take advantage of this property;
however, rateless codes like RCPC codes are still very useful in recovering from a whole
packets being corrupted or missed due to noise or interference, as is commonly seen on the
PLCW channel. To do this, every SNUPI packet would need to contain the current message
bits plus additional message bit for the past N packets sent. This would not guarantee that
data makes it to the receiver, but it would greatly increase the probability. Implementing

these codes and testing them on the PLCW channel remains future work.

4.6.5 Run-Length Limited Codes

In bandwidth limited channels, a higher data rate can be achieved by using an run-length

limited (RLL) code with a minimum run length constraint as well as a maximum run length
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Data Codeword
10 < 1000

11 < 0100

011 < 000100
010 < 001000
000 < 100100
0011 <« 00100100
0010 <« 00001000

Table 4.8: IBM (2,7) RLL encoding table [[100].

constraint. This became popular with the rate !/2 (2,7) RLL code used by IBM in the 3370
and 3380 high-performance rigid disk files [100]. Table [4.8] shows the encoding used for
this RLL code. This code has a minimum run-length of 2 bits and maximum run length of
7 bits, as indicated by the standard (2,7) RLL notation. As a result, 3 channel bits can fit in
the minimum transition time, and therefore the channel bits can be sent at a rate which is 3
times faster. However, the code rate is ! /2, meaning that each data bit produces 2 channel
bits. Therefore, it has an the effective code rate R.gr = /2 x 3 = 1.5, resulting in a code gain

of 1010og;o(Refr) = 1.76 dB.

Combined ECC/RLL Codes

Although a code gain of 1.76 dB is very promising, the problem with this type of code is its
susceptibility to errors. With these codes, a single bit error will put the state machine in the
wrong state and will allow the error to propagate to all of the remaining bits. In addition,
Lin and Wolf have shown that using standard error correction codes (ECC) in combination
with these RLL codes can actually lead to degraded performance since the ECC codes only
consider bit errors in the original data sequence, not the RLL encoded sequence [128]].

To solve this problem, combined ECC/RLL codes have been suggested which have

both distance preserving (i.e., error correction) and run-length limiting properties [70,[71].



78

In one SNUPI implementation, I decided to use code 1c presented in the 1990 paper by
French and Lin, which I will call “French90-1c” [71]]. This code has only 4 states, shown
in Figure [6.8a). This is a convolutional code with a constraint length of 3, a free distance
of 10-12, a code rate of /s, and (2,6) RLL properties. Like the IBM (2,7) RLL code,
this code has a minimum run-length of 2, and therefore has an effective code rate Ref =
1/8 x 3 =0.375, resulting in a code gain of 10 log;,(Rest) = —4.26 dB. This negative gain
is balanced however by the error correction code gain of 10 log;(dfre.) =10.00-10.79 dB.
The overall code gain is therefore 5.74-6.53 dB.

4.6.6 Monte Carlo Simulations

This section compares two different combined ECC/RLL codes, the French90-1c code de-
scribed in the previous section, and another similar code described by Lin and Wolf and
labeled “Lin_R2/3_K6_M9_27RLL” [128]]. Figure shows the error correcting ability of
each code by plotting the decoded bit error rate (BER) as a function of the channel bit error
rate. In can be seen from the figure that the French90-1c code can bring the decoded BER
down to 10~3 when the channel BER is as high as 10~!. However, the channel error rate
needs to be below 4 x 1072 before the decoded BER reaches the same level.

Figure plots the BER of each code as a function of the strength of the signal
(i.e., the energy per bit over the noise spectral density, E,/Np). It can be seen from
the figure that the French90-1c code has simulated coding gain of about 4 dB, while the
Lin_R2/3_K6_M9_27RLL code has a coding gain almost a full dB less.

4.6.7 Summary

This section described several different error-correction codes for potential use in SNUPI
networks; however, all of these codes were compared and evaluated using an AWGN chan-
nel model, which is known to be different from that of the PLCW channel used by SNUPI.
It remains future work, to test, implement, and evaluate most of these codes both in Monte

Carlo simulations and in real-world experiments using a PLCW channel.
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Chapter 5
SNUPI SENSOR NODE

This chapter describes the hardware design of the SNUPI sensor node. In particular, it
will describe each of the major functional blocks of the hardware: power supply, micro-
controller, transmitter, and antenna. In this chapter, each section will focus on a specific
functional block of the SNUPI node, and present application-specific optimizations that
can be made for each block. Finally, in Section[5.5] a comparison is made between SNUPI
and existing wireless sensor nodes. Figure @ (left) shows a picture and Figure @ (right)
shows a block diagram of the the first version of SNUPI from 2010 [44]. Although as-
pects of this implementation are described in this section, the goal is not to describe any
one implementation, but to discuss the options a designer has when implementing a SNUPI
sensor node. Throughout this chapter, a specific SNUPI implementations may be men-
tioned; however, there were over 5 completely different SNUPI implementations who’s
details comprise the content in this chapter. Figure [5.2] shows a picture of the first com-
mercial implementation of a SNUPI sensor network. The WallyHome product launched in

February 2014 by SNUPI Technologieﬂ a company which I co-founded in 2012.

Battery Programming
|_—| Interface
I Loop
N Tx Power Antenna
Analog |—]
and. |  MSP430 C‘ésst.‘i"'
Digital » Microcontroller .
’ Modulation| ~Transmitter
Sensor
Inputs >

Figure 5.1: Picture (left) and block diagram (right) of 2010 SNUPI node.

lhttp://www.wallyhome.com


http://www.wallyhome.com
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w “y HOME

Figure 5.2: Picture of the 2014 commercial SNUPI node; part of the WallyHome sensor network.

5.1 Power Supply

In designing ultra-low-power sensor nodes, the power supply is one of the most important
parts in determining the lifetime of the sensor node. The power supply needs to provide a
stable source of energy over the long life (e.g., 10 years) of the sensor node. In addition,
it needs to be able to supply enough current for RF transmission, and be relatively stable
in widely varying temperature conditions. At the same time, the power supply needs to
be small, lightweight, and low-cost in order to make the sensor nodes practical. Although
often overlooked, there are significant trade-offs in the choice of a sensor node’s power
supply. Although Section [5.1.5| will discuss power supplies that harvest energy from their
environment, this chapter will focus primarily on batteries, as the most common power
supply in WSNs.

When choosing a battery, it needs to meet several specifications of the sensor node:

1. Node lifetime requirement

2. Minimum and maximum voltage requirements

3. Peak current consumption of the node

4. Minimum and maximum temperature requirements
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5. Physical size and weight constrains

6. Cost constrains

Finding a battery which meets all of these constraints is quite difficult and often takes a
significant amount of experimentation. For this reason, most WSNs avoid finding an ideal
battery, and instead choose a battery which meets some of the above constraints and deal
with the consequences. The specifications which are often not met are the desired battery
life, peak current consumption, temperature requirements, and physical size or weight of
the battery. Choosing a battery which cannot supply the desired current or does not operate
well outside of the desired temperature range has the most common side effect of decreased

battery life. In order to achieve sufficient battery life, larger, heavier batteries are often used.

In this chapter, I hope to provide enough detail about the capabilities of sensor node
batteries to allow the designer of a SNUPI sensor network to choose the appropriate bat-
tery for their specific application. For ultra-low-power sensor nodes, the most important
parameter is most often the battery life. However, battery manufactures provide data which
is not helpful for understanding how a battery will behave in the pulsed current operation
of a sensor node. As a result, little is known about how much practical energy can be ex-
tracted from a battery in a sensor node. In Section I describe an experiment designed
to simulate the operation of a sensor node’s battery over its lifetime in order to gain more
insight for modeling battery life and to aid in choosing the proper battery. Section [5.1.2]
discusses the results of this experiment, as well as different models for predicting the us-
able capacity, or energy stored within the battery. Although the analysis in Section [5.1.1]
and Section are limited to batteries with a standard 10 year shelf life, Section m
discusses some batteries with a longer shelf-life. Section [5.1.4] discusses issues that arise
from changes in the supply level, and how these can be mitigated. Finally, Section [5.1.5]
moves away from traditional battery power supplies, and discusses some techniques for

harvesting energy from the environment.
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5.1.1 Battery Life Experiment

Battery manufacturers rarely give much more information than the rated capacity and nom-
inal voltage of a battery. At times, battery datasheets will also include the voltage level
over time while the battery is being discharged using a load on the order of 100 mA. Al-
though it is useful to see how the voltage falls off over time, it’s known that a battery
behaves differently with different sized loads. In addition, it has been shown that the be-
havior is quite different when the battery is subjected to a pulsed load rather than a constant
one [38,39[160]. As shown in Figure[5.3] the voltage decreases when a load is applied, but
does not immediately return to its original unloaded voltage after the load is removed. If the
load is not applied again for a certain amount of time, the voltage will slowly recover to a
point nearly as high as it began. This “recovery” of the battery is one of the key differences
between pulsed load operation and continuous load operation [38,,[39]]. It has been shown
that the current draw during the pulse, the duration of the pulse, and the duration of the rest
period between pulses is all relevant in the amount of charge that can be extracted from a
battery.

The experiments described in this section were designed to simulate the current draw
and timing of actual SNUPI nodes in order to yield accurate battery models. The basic
idea behind the experiment is to slowly drain a battery with a fixed load to simulate the
sleep current of the sensor node, and at the same time periodically apply a high-current
load that simulates packet transmission. The test is to be run with a brand new battery
and will continue until the battery is dead. Since SNUPI nodes often run at a duty cycle
which allows them to last for a decade or more, it’s obviously not practical to run the
experiment at the exact same duty cycle. Instead the duty cycle is increased such that the
battery can be drained in less than 2 months. However, a 2 month test is still very long and
a number of different batteries under different conditions need to be tested. For this reason,
the experiment runs 31 battery tests simultaneously.

Figure shows a block diagram of the experimental setup. A National Instruments
NI-DAQ PCI-6259 is used to collect data samples from all 32 channels (i.e., 31 batteries and
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Figure 5.3: Timing diagram for the Battery Life Experiment, showing the three voltage samples
(i.e., unloaded voltage, loaded voltage, and post-loaded voltage).

I test fixture). Since the system samples non-uniformly in time, an Arduino Duemilanove
is used to control the timing, as shown in Figure [5.3] For a given test, the load (which
represents the transmit current of a sensor node) is switched on for #x and then off for Zgjeep.
This process is repeated until the battery is dead. Every cycle, three voltage measurements
are made. The unloaded voltage (Vynioad) 1S measured 6 ms before the load is switched
on and represents the unloaded battery voltage. The loaded voltage (Vigaq) is measured
6 ms after the load is switched on and represents the battery voltage during transmission.
Finally, the post-loaded voltage (Vpost) is measured 6 ms after the load is switched off in
order to see how much the voltage recovers before the next cycle. In order to reduce noise
in the measurement, the recorded values for each of these measurements is the average of
4 samples taken in quick succession. The load modulation times (#) tested were 12, 24,
and 48 ms to represent different packet lengths or different bit rates, as shown in Table[5.1]
Sleep times (s ggp) of 250, 500, and 1000 ms were used to test different duty cycles.

A 470 kQ resistor, Rgy ggp is used to represent the current draw of the sensor node

during sleep. The value of the resistor corresponds to roughly 6.4 yA from a 3.0 V supply.

It should be noted, that the use of a fixed resistance rather than a current source means
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e Bits at | Bits at | Bitsat | Bits at | Bits at | Bits at
1kb/s | 2kb/s | 4kb/s | S5kb/s | 8 kb/s | 10 kb/s
12 ms 12 24 48 60 96 120
24 ms 24 48 96 120 192 240
48 ms 48 96 192 240 384 480

Table 5.1: Packet times tested in the Battery Life Experiment, and their corresponding number of
packet bits.

Load Current | Ry oap

20 mA 150 Q@
40 mA 75 Q
80 mA 374 Q

Table 5.2: Test loads used in Battery Life Experiment. Note that a nominal battery voltage of 3.0 V
is assumed.

that the exact current draw throughout the test is changes as the battery voltage drops.
Despite this, a resistor, Ry gap 1s also used to represent the current draw of the transmitter.
The values of Ry pap are chosen from Table[5.2] and correspond with transmit currents of
approximately 20, 40, and 80 mA. The load resistor is switched into the circuit using the
NTD5867 N-channel MOSFET whenever the Tx _on signal is high. To accurately represent
the capacitive load between Vbatt+ and GND, 10 uF and 0.1 pF capacitors are put in parallel

with the battery.

Since it is important to start with fresh batteries, and run them all the way until they are
dead, care must be taken to ensure that the batteries don’t discharge at all before the test
begins. For this reason, the negative terminals of the batteries, Vbatt— were not connected
directly to GND. A manual switch was used to connect them all to ground at once and
to trigger the Arduino to start the test (see Figure [5.4). However, when running multiple

month-long experiments, there are a number of issues that can arise which cause the test
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to stop (e.g., a power failure, software bug, or human intervention). As a result of this, a
significant about of complexity has been added to the design to allow the tests to handle
unknown errors, be stopped, and restarted without any loss of data. To stop the batteries
from discharging when the test has been halted, a relay was put in series with the manual
switch that connects Vbatt—to GND. This way, both the manual switch and the relay need to
be on in order for the batteries to be connected the test circuitry. The relay is normally open,
with a control signal coming from the Arduino, which will enable the relay during the test.
If the Arduino loses power, or is reset, then the relay will open, and the test will be halted.
In addition, there is communication between the Arduino system and NI-DAQ to ensure
that both the timing circuitry and the sampling software stop if a problem is detected. The
Arduino provides the sample trigger signal to the NI-DAQ, so data will only be collected if
the Arudino is working properly and generating the trigger signal. In addition, the sample
clock from the NI-DAQ is fed back into the Arduino. This way, if the sampling software
stops running (e.g., due to a software bug, or system restart), the NI-DAQ will no longer
generate the sample clock, which will tell the Arduino to open the relay and stop the test.
Opening the manual enable switch will also trigger the Arduino to stop the test. In this
way, there are failsafes in place to stop the test due to (1) manual intervention, (2) hardware
failure, or (3) software failure. Regardless of the cause, the batteries will be disconnected,

data sampling will terminate, and an email will be sent alerting me of the issue.

Another issue that can arise in long tests, is corruption of the captured data stream
due to dropped data buffers in the data collection PC. When the PC’s CPU gets bogged
down with other tasks, whole buffers full of sampled data can be lost, which results in the
incorrect ordering of the pre-, during, and post-load measurements. Although a significant
amount of buffering was added into the software, this issue can still arise and make it nearly
impossible to sort out the data. As a result of this, one of the 32 channels contains a test
fixture (schematic shown in Figure[5.4] bottom right) rather than battery test hardware. The
data from the test fixture looks similar to that of a battery under test; however, the values of

the resistors and capacitors were specifically chosen to guarantee the following conditions:
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Manufacturer ‘ Type ‘ Chemistry | Nom. Voltage | Capacity Shape Diameter ‘ Height ‘ Weight ‘
Panasonic BR2325 Li-(CF)x 3.0V 165 mAh Coin 23.0 mm 2.5 mm 313 ¢
Panasonic CR2032 Li-MnO, 3.0V 225 mAh Coin 20.0 mm 3.2 mm 285¢g
Panasonic CR2450 Li-MnO, 30V 620 mAh Coin 24.5 mm 5.0 mm 627 ¢
Panasonic 1/2AA Li-MnO, 3.0V 1000 mAh | Cylindrical 14.5 mm 25.2 mm 7.89 ¢

Energizer Ultimate | 2xAAA Li-FeS, 3.0V 1200 mAh | Cylindrical 10.5 mm 44.5 mm 855¢g

Table 5.3: Battery data for those tested in Battery Life Experiment. Note that there are two En-
ergizer Ultimate AAA batteries in series in order to achieve 3.0 V (i.e., they are each 1.5 V). The
dimensions and weight shown represent a single AAA battery.

L. Vunload > Vload
2. Vinload > Vpost

3. Vpost > Vioad

Since these conditions are guaranteed, software in the data collection unit can check the
incoming data to ensure that these conditions are met. If they are not met, then data buffers

have been dropped, and the data stream can be repaired appropriately.

In this experiment, a number of different batteries were tested. Since SNUPI uses an
MSP430 microcontroller, which operates between 1.8 and 3.6 V, only batteries which pro-
vide voltages in this range were tested. The only exception is the use of AAA cells, which
are nominally 1.5 V. It is common in other WSNs to use two AAA batteries in order to
provide long battery life and support high transmit power. As a result, we tested 2xAAA
batteries, but considered this the limit in terms of battery size and weight. An important
consideration is the shelf-life of the battery. Most alkaline batteries only have a shelf life
of a few years, thus making them unsuitable for wireless sensor nodes which need to last a
decade or more. Therefore, we only considered batteries which have a shelf life of at least
10 years. Most Lithium batteries operate at 3.0-3.6 V and have a shelf life of 10 years, and
as a result this experiment exclusively uses Lithium batteries. Table[S.3|shows the specifi-
cations of the batteries chosen for this experiment. Other chemistries are available which

can give batteries shelf-lives longer than 10 years, but their cost makes them prohibitive for
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Figure 5.5: Picture of the Battery Life Experiment apparatus, showing all 31 batteries connected to
the load modulation and data collection hardware.

most applications. However, these battery technologies are discussed in Section[5.1.3] Fig-

ure[5.5|shows a picture of the Battery Life Experiment apparatus with all batteries attached.

5.1.2 Battery Life Experiment Results

In the battery life experiment described in the previous section, the goal was to completely
discharge a number of batteries under the same type of load expected during normal oper-
ation of a wireless sensor network. The experiment varied a number of parameters, includ-
ing:

1. Battery: BR2325, CR2032, CR2450, 1/2AA, and 2xAAA
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2. Transmit Current: 20 mA, 40 mA, 80 mA
3. Transmit Duration: 12 ms, 24 ms, 48 ms

4. Duty Cycle: 1.2%, 2.3%, 4.6%

To run a decent sized sample of batteries through each of the possible permutations of
these variables would require over a year of testing. As a result, only a subset of these
experiments were conducted. In addition, these experiments were unfortunately plagued
by extremely bad luck. The first experiment, which was estimated to complete after 30
days, was halted on the 28™ day by a direct lightening strike to a power sub-station, which
took out the power in the University District for many hours. The second experiment, was
also prematurely halted by a Windows Update. I had anticipated this being a problem, and
therefore disabled Windows Update, and informed CSE support not to push any updates to
the computer. However, someone in CSE support mistakenly changed the setting in their
database and pushed an update to my computer, thus halting the second test. The third
test was again halted by a power outage, but new experimental infrastructure (described
in the previous section) allowed me to restart that test without any data loss as soon as
power was restored. Finally, the fourth test was interrupted when another student needed
to use the data collection hardware. Although this test has just been halted, and can be
restarted whenever the data collection hardware is returned, it still has not been returned
and may now be missing. In a total of over 4 continuous months of testing, only a single
test completed, although much data was recovered from the prematurely halted tests. This
has been a very good lesson in how to build robust, long-term experiments, and how to
protect them from natural disasters, human error, and other students.

This section describes the analysis and conclusions that can be drawn from the available
data extracted from these 4 months of testing. Table lists the all of the completed
battery tests that were available for analysis. The analysis in this section focuses on only
the CR2450, 1/2AA, and 2xAAA batteries, because there was limited data available using
the BR2325 and the CR2032. In addition, these smaller batteries are not well suited for

long-life operation with transmit currents in the 10s of mA, as demonstrated by very short
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Battery | Tx Duration | Sleep Duration | Duty Cycle | Tx Current | N | Lifetime (h)
BR2325 24 ms 500 ms 4.6 % 20 mA 3 210£2
BR2325 24 ms 500 ms 4.6 % 40 mA 3 91+2
BR2325 24 ms 500 ms 4.6 % 80 mA 2 | 0.016 £ 0.009
CR2032 24 ms 500 ms 4.6 % 20 mA 3 283 £7
CR2450 12 ms 250 ms 4.6 % 20 mA 7 658 +23
CR2450 12 ms 250 ms 4.6 % 40 mA 3 308 + 18
CR2450 12 ms 250 ms 4.6 % 80 mA 3 140 +3
CR2450 24 ms 500 ms 4.6 % 40 mA 3 336 £3
CR2450 24 ms 500 ms 4.6 % 80 mA 3 136 + 4
CR2450 24 ms 1000 ms 23 % 40 mA 3 632 + 30
CR2450 24 ms 1000 ms 23 % 80 mA 3 305+ 8
12AA 12 ms 250 ms 4.6 % 40 mA 6 650+ 8
1/2AA 12 ms 250 ms 4.6 % 80 mA 3 336 £ 5
12AA 24 ms 500 ms 4.6 % 80 mA 3 324 +£7
12AA 24 ms 1000 ms 23 % 80 mA 3 670 + 24
2xAAA 12 ms 250 ms 4.6 % 40 mA 6 720 +9
2xAAA 12 ms 250 ms 4.6 % 80 mA 3 368 £ 4
2xAAA 24 ms 500 ms 4.6 % 80 mA 3 357 £5
2xAAA 24 ms 1000 ms 23 % 80 mA 3 717 + 18

Table 5.4: Battery tests completed for analysis, where N is the number of battery tests completed
under each set of parameters: battery, transmit duration (), sleep duration (Zseep), duty cycle,
and transmit current (Ix). The mean lifetime is also shown, where the uncertainty represents one
standard deviation.
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lifetimes. The analysis in this section attempts to achieve three main goals:
1. To understand the discharge behavior of the batteries tested, and the effects of each
of the variable parameters
2. To determine the best model for predicting the lifetime of a battery given each of the
variable parameters
3. To determine an accurate estimate of the remaining battery life based on measure-
ments taken from the battery at an unknown point in its discharge curve

This section is therefore divided into three main sections, one for each of these goals.

Battery Discharge Behavior

The first thing to look for are differences in the discharge curves amongst different batteries.
Since every battery tested has a different lifespan, it is difficult to compare the discharge
curves without normalizing the time scale. For this reason, all of the plots in this section
will have “Percent Battery Life Remaining” on the x-axis. The lifetime of each battery is
defined as the point at which any of the voltages measured drops below 1.8 V. This threshold
of 1.8 V was chosen because it is the cutoff threshold for the MSP430 microcontroller
that SNUPI nodes use. Note that practically, it is always the loaded voltage that crosses
this threshold first. The percent battery life remaining is computed as the percent of time
remaining until the point at which the loaded voltage drops below 1.8 V. As shown in
Figure[5.6] all three battery types tested show quite different discharge curves for both the
unloaded and loaded voltages. The discharge curves exhibited by the 1/2AA and 2xAAA
batteries are preferred to that of the CR2450. This is because they remain relatively stable
until the last 10% of life. On the other hand, the loaded voltage of the CR2450 gradually
slopes downward throughout the life of the battery. This means that the available power and
performance gradually degrade over time. It should also be noted that the unloaded voltage
of the CR2450 remains relatively stable through the end of life, and also remains rather high
in voltage. This suggests that the battery still has considerable charge remaining which is

not useful because the loaded voltage has dropped too low for the circuitry. In other words,
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the load current (i.e., 40 or 80 mA) is too high for this battery, so its lifetime has been
shortened.

The next trend to explore is the effect of the transmit and sleep duration, as well as the
duty cycle. Past literature has claimed that using pulsed loads rather than continuous loads
can improve battery life by giving the battery a period of time to recover [38,39]. During
this recovery time, the unloaded voltage increases, and more charge can therefore be pulled
out of the battery before it is dead. Figure (top, left) also shows this behavior of an
increased unloaded voltage when the battery is given more time to recover. However, this
effect is not seen in the loaded voltage, which remains the same across different recovery
times and duty cycles, as shown in Figure (top, right). Although Figure (top) only
shows data for the CR2450 with an 80 mA load, the same trends exist with a 40 mA load.
In addition, the same trend can be seen for the 1/2AA battery, as shown in Figure
(middle). Again, the figure only shows data using an 80 mA load, but the same holds true
with a 40 mA load. The 2xAAA battery however does not follow this trend, as shown in
Figure [5.7] (bottom).

As one would expect, the size of the transmit load can have a significant impact on the
discharge curves. As shown in Figure (top, right), the loaded voltage discharge curves
for the CR2450 can be clearly grouped by transmit current, with higher currents pulling the
voltage lower. It can be noted here that these groupings are independent of the transmit and
sleep times (and duty cycle). Note however that for the unloaded voltage (see Figure
(top, left)), the transmit and sleep times do come into play and it is not possible to group the
discharge curves purely based on transmit current. The same trend can be seen in Figure[5.§]

(middle) for the 1/2AA, and in Figure [5.8| (bottom) for 2x AAA batteries.

Battery Lifetime Modeling

It is important to be able to accurately model the expected lifetime of a battery in order to
know how long a sensor node will live in the wild. Since a perfectly accurate model is not

possible, it’s also very important to know how much margin needs to be put into a battery
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Figure 5.6: Battery discharge characteristics for different battery types. The plots on the left side
show the unloaded voltage, and the right shows the loaded voltage. The top plots use a 40 mA load,
while the bottom plots use an 80 mA load. Note that the transmit duration (¢x) and sleep duration
(fs1eep) are fixed at 12 ms and 250 ms, respectively.
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Figure 5.7: Battery discharge characteristics for different transmit and sleep durations. The plots
on the left side show the unloaded voltage, and the right shows the loaded voltage. The top plots use
CR2450 batteries, the middle plot use 1/2AA batteries, and the bottom plots use 2xAAA batteries.
All batteries in these plots use 80 mA loads, although the same trends can be seen when using a
40 mA load.
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Figure 5.8: Battery discharge characteristics for different transmit loads. The plots on the left side
show the unloaded voltage, and the right shows the loaded voltage. The top plots use CR2450
batteries, the middle plot use 1/2AA batteries, and the bottom plots use 2xAAA batteries. The color
indicates the transmit load used, and the line style indicates the transmit and sleep durations.
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model to ensure that a sensor node meets it’s lifetime specification. In practice, most sensor
nodes do not live anywhere near as long as they were predicted, and these errors are almost
always in the modeling of the battery life. This section therefore proposes several different
models for predicting battery lifetime, and then tests these models using the experimental
data collected in the battery life experiment described in Section [5.1.1]

A full list of the battery life models attempted can be found in Table[5.5] First, they can
be divided into two classes. The first class computes the lifetime L in terms of the battery
capacity Q (i.e., the total charge stored in the battery), and the average current I,yo. Using

these two parameters, the battery life can be computed using:

=2

Iavg

The first 6 models shown in Table[5.5|use this method for computing battery life. Either the
nominal battery capacity can be used (Qnom), Or a measured value of the battery capacity
(Omeas) can be used. The nominal capacity is listed on the battery’s datasheet, and was
used in models 1-3 in Table[5.5] For this analysis, the measured capacity was determined

by summing the charge extracted from the battery throughout its lifetime:

l Vload,i Vunload,i
Omeas = Z Iix + Z‘sleep
i=1 Rioad R sleep

The measured capacity was used in models 4-6 in Table [5.5] Models 1-6 also rely upon an
estimate of the average current, I,yg, which is most generally computed using two different
states of the system: (1) transmitting, when the load is in the circuit, and (2) sleep, when

only a small sleep current is flowing. The general equation for the average current is

Vioad Tix Viunload Z‘sleep
Livg (Vioad, Vunload) = +
avg( oad: Tun oad) Rioad \fix + tsleep Rsleep Ix + tsleep

In this equation, Vo, 1s the average battery voltage under load, and Vj10aq 18 the average

battery voltage in sleep (i.e., unloaded). The parameter Rj,,q represents the constant resis-



98

tance load that used to simulate the transmit current, and Ryjeep is the large sleep resistor that
was used to simulate the sleep current. Since small changes in sleep current could result
in large errors for such long, low duty cycle experiments, the sleep current was accurately
measured per channel of the test hardware and this value was used to compute an equivalent
value of Rgeep. The times, fix and fyeep are the transmit and sleep durations, respectively.
For models 1 and 4, the nominal voltage Viom 1s used for both Vjgag and Vypieaq to estimate
Ivg. Models 2 and 5, use a computed value which is the average value of the battery voltage
through the duration of the test. This value is calculated using the average values (Vjgaq)

and (Vynload) that were measured during the test:

1 N
<Vload> = 3 Zvload,i
N i=1

1N

<Vun10ad> — ]_V = unload,i

tix tsleep
Viue = (Vi — |+ (N fix + tleen
e < 103d> (ttx + tsleep) < unload> (t txt tsleep)

Finally, models 3 and 6 used the average values of Vjg,q and Vypjoaq directly in the model,

and should represent the most accurate model of the lifetime.

A second set of models, numbered 7-9 in Table [5.5] use the total energy stored in the
battery rather than its capacity. Since this is not a value provided on the datasheet, we can

only use a measured value from our experiments. This value, Epeas 1s computed similar to

that of Oneas: , ,
N (Ve Vv :
load,i unload,i
Emeas = Z fix + tsleep
i=1 Rioad Rsleep

In order to compute the battery life using the energy stored in the battery, the average power

needs to be used instead of the average current:

V2 fix V2 Lslee
P Vioads Vanload) = load + unload P
avg( oucy o ) Rioad \tx + tsleep Rsleep Iix + tsleep
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# | Lifetime Model Equations
1| Qoom | Vaom — e luvg (Viom) = o (o) + . (o)
2| Quom| Vave = 2 e (Vve) = 25 (i) + ret ()
3 Qnom | Vstates m avg(<Vload> <Vun10ad>) = <1\le:3> (tlx':tt:leep) + <‘;53::;d> (ttxtijjlzep>
4| Omeas | Vaom = s Tavg (Voom) = g2 (nxl‘ileep) + R (nf‘i?ff;p)
5| Omeas | Vave — e g (Vivg) = 22 (o) + e (o)
6| Onew Ve | L= @y Jo(Viowa) (Vontoa) = st (i) 4 Ul (ke )
7 Eneas | Vaom % Pavg(Vnom) X‘J%:; ([lx‘il;;lee ) + Xniom (lt tiljelp )

v N T
8 | Emeas | Vave L= plmms Puve (Vave) = o (,IX iiileep> o (W)

2 2

9 Emeas | Vstates m Pavg((Vioad)» (Vunload)) = 02‘;‘:; ( P ll;;leep> + <V;?21122§> ( ,uti‘;:peep>

Table 5.5: Equations and parameters used for all battery lifetime models.

In order to compute the lifetime using Eneas and Payg:

L=

Emeas

Pavg

Just as with the charge/current based models, there are three different sets of voltages that

can be used to estimate the average power: Viom, Vayg, and finally both (Vigaq) and (Vunioad) -

Table @] contains all of the nominal and measured parameters from the tested batteries,

including Onoms Vhom, Vavg’ <Vunload>’ <Vload>, Omeas» Emean, and the measured lifetime Lieas.

All values with uncertainties are measured values, and the values reported are the mean

value over the N batteries tested, while the uncertainty represents the standard deviation.

Table shows the results of the lifetime model comparison. Each column represents

a different model from Table [5.5] for estimating the battery life. The values in the table

represent the mean percent error of the predicted model compared to the measured battery

lifetime shown in Table[5.6] and the uncertainty represents one standard deviation. The last

row contains the aggregate absolute mean percent error across all batteries tested for each

model, and serves as a metric for comparing the accuracy of each model.
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The first conclusion to draw from these results is that models which use a multi-state
model of the voltage preform much better than models that do not. This is not surprising
as the loaded and unloaded voltages are quite different. Luckily, it is not difficult to simply
measure the loaded and unloaded voltages without running a full discharge test. The next
conclusion to draw is that it is important to measure or model the capacity Q, as the nominal
value can be quite inaccurate. For example, in the case of the CR2450, the nominal value
was quite a bit higher than the measured value for all conditions tested. An the other hand,
the nominal value was rather low for the 2xAAA, and was just about right for the 1/2AA.
It’s therefore important to either measure the capacity, which requires a full discharge, or

model it in some way.

Modeling the capacity is also needed when the available capacity is a strong function
of the discharge parameters (i.e., load duration, duty cycle, and load current). The best way
to identify which parameters effect the model in an unanticipated way is look at the Qpeas
values for a single battery type. For each battery type, the value of Q should be the same,
and any deviation is due to unmodeled effects. For example, it is clear from the data that
the transmit duration has an effect on the available capacity and therefore the lifetime of
the battery even when the load current and duty cycle are the same. In other words, there
are damaging effects from the high current output that are not currently being modeled by
purely looking at the charge or energy being delivered. Unfortunately, we don’t currently
have enough data to derive these models, but in the future I would like to collect more data
to try to build a model for each battery that estimates the available capacity as a function of

transmit duration, duty cycle, and transmit current.

It can also be seen from the data that the models which use the battery capacity are more
accurate than those which use the energy stored in the battery. Since the same discharge
test is needed to measure either value, it’s best to use the capacity based model. It should
also be noted that the accuracy of the Qmeas | Vistates model is not nearly as good as shown
in the table. The incredible accuracy in the table comes from the fact that the method used

to calculate Qpeqas 1S very similar to the method used to compute the lifetime model. The
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accuracy of the model in practice will be limited by the accuracy of the estimated Q, and
the variation in the voltages over the battery’s lifetime.

Another important note to make is that all of these models and the discharge tests per-
formed assume a constant resistance load. This may not be the case; in fact, many RF
radios consume constant current rather than presenting a constant resistance. In the future,
I’d also like to explore models for constant current loads. Another important limitation of
this work is that there is no control or modeling for ambient temperature. It is well known
that battery voltage and lifetimes vary significantly as a function of temperature. In fact, I
believe that some of the anomalous jumps in battery voltage that were seen in the discharge
experiments were likely due to changes in ambient temperature. In the future, I'd also like

to further explore the effect of temperature on the battery lifetime as well.

Estimating Remaining Battery Life

In addition to modeling the expected lifetime of a battery is also important to develop
methods to allow sensor nodes to make measurements on their own batteries in order to
estimate how much battery life is remaining. This is useful for example so that sensor nodes
can send packets alerting the network before their batteries die. By looking at Figure
it may seem reasonable to simply set a threshold on either the loaded or unloaded voltage
to determine the remaining battery life. This approach may work fairly well for the 1/2AA
or 2xAAA batteries who’s discharge curves don’t vary much as a function of the discharge
parameters, and who’s end of life voltage dropout is very sudden. However, looking at
the discharge curve for the CR2450, it’s clear that it is not always possible to simply set a
threshold on either the loaded or unloaded voltage to determine the battery life because the
discharge curves vary greatly as a function of the discharge conditions.

Another potential metric would be to measure the loaded voltage drop, Vysop Which

gives an indication of the internal resistance of the battery.

Vdrop = Vunload — Vioad
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Figure 5.9: Internal resistance characteristics for different transmit loads. The plots on the left side
show the loaded voltage drop, and the right shows the internal resistance. The top plots use CR2450
batteries, the middle plot use 1/2AA batteries, and the bottom plots use 2xAAA batteries. The color
indicates the transmit load used, and the line style indicates the transmit and sleep durations.
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The theory is that the internal resistance will increase greatly near the end of life, and
therefore it would be easier to set a threshold to determine the end of life. As shown in
Figure [5.9] (left), using the loaded voltage drop is really no better than simply using the
loaded voltage. In fact, they are quite a bit worse as there is more variation from transmit

time and duty cycle which effect the loaded voltage very little.

Since the idea behind using the voltage drop was to measure the internal resistance, it

makes more sense to actually compute the internal resistance Ry since the current is known.

Rioad
Rs - (Vunload - Vload) V&
load

As shown in Figure [5.9|(right), this metric works much better than the loaded voltage drop,
but still needs to be aware of the transmit current, and perhaps the duty cycle and transmit

duration.

In conclusion, the best way to estimate the remaining battery life is to use the loaded

voltage, as shown in Figure[5.8] (right).

5.1.3 Extended Shelf-life Batteries

All of the batteries tested in the above sections have a shelf-life of 10-15 years, and as a
result they are an ideal choice for most ultra-low-power sensor nodes. However, in cases
where more battery life is desired, there are batteries available that have even lower self-
discharge rates. Most of these extended shelf-life batteries are made by Tadirarﬂ The most
common extended shelf-life batteries are made of Li-MNO;, and have a typical shelf life
of 25 years. These are often used in consumer electronics devices that need to run or have
battery backup for more than 10 years. There are also Li-SOCI; batteries which boast a
40 year shelf-life!

2http://www.tadiranbat.com
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5.1.4 Supply Level Variation

The ideal battery discharge curve would be perfectly flat, and then fall off a cliff at the end
of life. Unfortunately, as can be seen from Figure [5.8] this is rarely the case. The battery
voltage tends to slowly decline over time, particular when using higher current loads. This
steady reduction of the supply voltage corresponds to a steady reduction in performance.
The power delivered to the antenna is usually a square function of the supply voltage, so
as the voltage reduces there is a squared reduction in transmit power. This unfortunately

results in sensor nodes losing network connection long before the batteries actually die.

In order to keep the transmitter performance constant throughout the life of the sensor
node, engineers typically use a voltage regulator to keep the supply voltage constant. This
is particularly important when there is supply voltage droop during a single packet trans-
mission. This is common when pulling a high transmit current out of a coin-cell battery
like the CR2450. Using a regulated supply however has several downsides. First, there is
some drop-out voltage in the regulator, which essentially increases the voltage threshold at
which the sensor node dies; effectively reducing the battery life. For this reason, you want
to set your regulated voltage as close as possible to the minimum operating voltage of your
transmitter. However, this ensures that your node will always operate at minimum transmit
power. Finally, the regulator has some losses in the form of quiescent current. Although
this loss is likely insignificant when compared to the load current of the transmitter, it can
dominate the current consumption when in sleep. As a result, the regulator should ideally
be duty cycled so that it is only on when transmitting, and off when in sleep. This however
introduces significant energy losses in charging and discharging supply line capacitors in
addition to excess power consumed during the startup stabilization of the regulated sup-
ply. As future work, I'd like to design a hybrid regulated/unregulated supply that optimally

balances these constraints.
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5.1.5 Harvesting Power Supplies

In order to achieve even longer lifetime, energy can be harvested from the environment
either to prolong the life of an on-board battery, or to allow battery-free operation of a
sensor node. With the extremely low-power consumption of SNUPI nodes, the potential
for entirely battery-free sensor nodes that can send several packets per day of sensor data is
becoming a reality. The end of Section [2.1.4] describes some of the related work on power
harvesting for wireless sensor nodes including the use of backscatter communications. To
date, there have been no implementations of SNUPI which use a harvested energy source,

but I think this is a very exciting direction of future research!

5.2 Microcontroller

The microcontroller is the brain of the sensor node, and is crucial for timing control, compu-
tation, and the capture of analog sensor signals. It controls powering the sensors, sampling
data, and both powering and modulating the transmitter. The RF transmitter is often pow-
ered directly from a digital output pin on the microcontroller so that the transmitter can be
completely powered down during the sleep phase. In addition, the microcontroller can be
used as a general computation platform which is often useful for channel coding as well as
encryption. Performing computations on the data is also very useful in order to reduce the
quantity of data to be sent over the network. Because computation power is typically less
expensive that communications power, it is generally best to compress the data as much as
possible before sending.

For ultra-low-power electronics, the most common microcontroller used today is the 16-
bit Texas Instruments MSP43 All of the SNUPI implementations to date have been built
around the MSP430. Most of these designs use the MSP430F2xx series microcontroller,
which boasts around 220 pA/MHz current consumption in active mode while only 0.7 pA
in standby. The microcontroller can operate between 1.8 and 3.6 V, and up to 16 MHz. This

is typically the best microcontroller to use when sleep current is most important, as is the

3http://www.msp430.com
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case for long-life sensor nodes which spend the vast majority of the time in sleep.

The newer MSP430F5xx series is useful when either more computational power or
more peripherals are needed. It contains a hardware multiplier, DMA, internal regulator,
more timers, more serial interfaces, and can operate up to 25 MHz. The MSP430F5xx
series also has lower active power than the MSP430F2xx series, but significantly higher
standby power at 2.5 pA. It is because of this standby power that the MSP430F5xx series
microcontrollers are less ideally suited for long-lived sensor nodes.

The newest line in the MSP430 family is the FRAM-based MSP430FR5xx series,
which boasts both faster and lower power memory operations and RAM retention. The ac-
tive current is also quite a bit lower at less than 100 uA/MHz. However, like the MSP430F5xx
series, it suffers from a high standby current of 6.3 pA. In addition, it requires at least 2.0 V
to operate, which effectively reduces the node’s battery life. TI also has a low-voltage mi-
crocontroller, the MSP430L.092, which operates between 0.9 and 1.65 V, making it optimal
for running off of a single 1.5 V alkaline cell. It also has an extremely low power active
mode at only 45 uA/MHz, yet suffers from a high 6 pA standby current. Unlike the other
MSP430 microcontrollers, the MSP430L092 does not have a programmable ROM, and
therefore program memory either needs to live in the 2 KB volatile SRAM for the entire
life of the device, or be loaded into SRAM on power-up from an external ROM device.

The 8-bit Atmel AVR@ is also commonly used on wireless sensor nodes, and has an
active current comparable to the MSP430 at around 200 pA/MHz. However, the sleep
power of the AVR is almost 10 times that of the MSP430 making it unsuitable for long-
lived sensor nodes. However, the AVR is typically much easier to use, can operate at higher
clock speeds, and has more peripherals. Microchi;ﬁ also has a competitive product in the 8-
bit PIC16LF1503, which like the MSP430 operates between 1.8 and 3.6 V at up to 20 MHz.
It boasts an incredible 30 uA/MHz active current, and less than 0.03 pA in standby!

However, care should be taken in comparing the power numbers from datasheets at face

4http://www.atmel.com/products/microcontrollers/avr/

Shttp://www.microchip.com
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value, even for multiple parts from the same manufacturer. Different datasheets use differ-
ent terminology, different operating assumptions and different measurement techniques to
obtain these values. In order to compare the power consumption of different microcon-

trollers, it is best to run controlled experiments using several different benchmark tasks.

5.3 Transmitter

The transmitter needs to produce the analog signals to deliver to the antenna in order to
send the wireless data. This section describes several different hardware implementations.
Section[5.3.T]describes a full-custom analog integrated circuit implementation of the trans-
mitter which represents a lower bound on the power consumption. However, it comes at the
cost of requiring a full custom IC. In addition to the cost, it increases the system complexity,
and the prototype IC is very sensitive to static and other environmental conditions making
it very fragile and therefore practically very difficult to test in the field without destroying
it. Section describes discrete implementations using both analog and digital commer-
cial off-the-shelf parts. Although these implementations have a higher power consumption,
they are much cheaper to prototype and build in low volumes, and can be very flexible
for prototyping. Section [5.3.3] describes an implementation which relies on the hardware
already inside the MSP430 microcontroller, and requires minimal additional components.
Although this implementation dramatically reduces system complexity, component count,
and cost, it consumes significantly more power than any of the alternatives.

Finally, Section describes the software algorithms required to generate the mod-
ulation signal that drives the transmitter hardware. I present several methods for reducing
the power consumption of generating the modulation signal. One of these methods is able

to control the modulation bit during transmission without running the CPU at all.

5.3.1 Custom Analog IC Implementation

In order to minimize power consumption of the transmitter, I partnered with Jagdish Pandey

and Brian Otis, who are experts in ultra-low-power analog integrated circuit design, to build
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Figure 5.10: (/eft) Schematics of the custom FSK transmitter. (right) 20X microscope image of
CMOS silicon die containing the custom transmitter. The transmitter circuitry is within the black
rectangle.

a custom CMOS transmitter for the first SNUPI implementation in 2010. Our goal was to
design a 27 MHz transmitter using minimum power. We implemented a binary frequency
shift keying (BFSK) transmitter using a Pierce oscillator with a 27.0 MHz crystal resonator
(schematics shown in Figure[5.10). To modulate the transmitter, a small 4 pF on-chip load
capacitance across the crystal resonator is switched to cause a 10 kHz frequency shift. The
crystal oscillator has a relatively slow startup time, between 1 and 4 ms, which varies as a
function of the oscillator bias current such that the startup time is longer when the oscillator

consumes less power.

A digital buffer chain isolates the oscillator from the low impedance (~ 200 ) loop
antenna. In order to save power, the buffers use a very low (i.e., sometimes even sub-
threshold) supply voltage. By adjusting this supply voltage, the output power of the antenna
can be varied by 18 dB. At the minimum output power, the radio consumes only 35 uW, and
at the maximum output power the radio’s power consumption is 190 yW. During modula-

tion, the CPU also needs to be on in order to control the modulation input of the transmitter.
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Including the power consumption of the microcontroller, the total node power consumption
is between 900 uW and 1.5 mW, depending on the supply voltage for the output buffer. This
power range is specified by the component values used in our prototype, and therefore the
power range could be shifted or extended using different sized components.

This transmitter design can be made very low-power as long as the stray capacitance is
not too large. Our implementation of the oscillator on a single silicon die using a 0.13 um
CMOS process resulted in only 65 uW of power for whole-home range. Figure[5.10/shows
a microscope image of the transmitter die, which was wire-bonded to the custom SNUPI
printed circuit board (PCB). The custom transmitter IC contains the transmit oscillator,
FSK modulator, and transmit amplifier. Additional external components are required to
control the power supply for the transmitter IC, impedance match to the loop antenna, and
control the power consumption and power output of the transmitter. Although the use of
this custom transmitter IC produces extremely low power consumption, it results in a high
system complexity. In addition, the prototype custom transmitter IC is very sensitive to
static and other environmental conditions making it very fragile and therefore practically

very difficult to test in the field without destroying it.

5.3.2 Discrete Implementation

Although the custom analog IC implementation of the SNUPI transmitter pushes the bound-
ary of ultra-low-power transmitter design, it requires custom silicon to be produced, and is
therefore impractical if only small quantities are required. Using a similar Pierce oscillator
design as shown in Figure [5.10] the oscillator and power amplifier can be implemented us-
ing discrete analog components. Figure[5.11|shown the schematic diagram of such a design
using bipolar junction transistors (BJT). This implementation operated at about 120 uW us-
ing 2N3905s for Q; and Q,, a BC547BG for Q3, a PN3640 for Qq4, 9.96 kQ Ry, 338.4 kQ
R>, 1 MQ R3, and 100 kQ Ry4.

Although the transmitter is an analog circuit, it can also be implemented using com-

mercial off-the-shelf (COTS) digital logic ICs. Although the power consumption will be
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Figure 5.11: Discrete analog transistor implementation of transmitter.

greater than using an analog circuit design, these ICs are mass produced and are therefore
very cheap. In addition, all of the transistors for both the oscillator and the power amplifier
can be found in the same chip to reduce the part count. However, some external compo-
nents are needed to make the digital logic behave as an oscillator or power amplifier. Since
these ICs were produced for digital logic and not as efficient oscillators or amplifiers, they
will consume significantly more power than is needed.

Figure shows a schematic of an implementation of the transmitter in which both
the oscillator and power amplifier use only 74AUPOO digital NAND gates (U1). The os-
cillator implemented in Figure [5.12]is also a Pierce oscillator, where the NAND gates are
simply acting as inverting amplifiers. Using the second pin of the NAND gates as a control
signal allows both the oscillator and the power amplifier to be turned on and off digitally.
The crystal X1 can be at any frequency, although the existing SNUPI implementations all
use 13.56 and 27.00 MHz. R; is typically 1 MQ, and R, is typically 240 Q. The load ca-
pacitors Cp, are switched in and out of the circuit by the BF1212 low-capacitance dual-gate

n-channel MOSFETS, M1 and M2. The load capacitors Cy, can be up to about 47 pF and
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Figure 5.12: Discrete digital IC implementation of transmitter using 7400 NAND gates for both the
oscillator and the power amplifier.

mop ————

cause a frequency shift of up to 15 kHz. In addition, static load capacitors Cg can used to
shift the center frequency slightly. Doing so however reduces the amount of frequency shift

when modulated.

The NAND output of U1C and U1D would normally swing rail to rail unless a resonant
tank is present at the output. To resonate the output, a series capacitor (Cp) is used along
with the loop antenna, which is mostly inductive (L ). A variable capacitor is used so that
it can be manually tune the antenna into resonance at the desired center frequency. The
transmit power can be varied by changing the value of the resistor in series with the loop
antenna (Rp). This will limit the current into the antenna, but will also reduce the quality

factor (Q) of the antenna.
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Figure 5.13: Block diagram of MSP430-based transmitter hardware.

5.3.3 MSP430-based Implementation

This section describes a low-power implementation of the radio transmitter using only the
TI MSP430 microcontroller with minimal external hardware. This implementation dra-
matically reduces system complexity, component count, and cost. In addition, this design
allows for more control of the transmitter’s power output and modulation depth (which
relates to bandwidth). This design is also much more robust than designs requiring addi-
tional components, and therefore can be easily deployed in the field with much less worry
about damaging the circuitry. The simplicity, flexibility, and robustness of this design come
at the cost of increased power consumption. Figure [5.13] shows the block diagram of the

transmitter.

As shown in Figure[5.13] the internal digital clock oscillator (XT1) in the MSP430F5172

is used along with an external 27 MHz crystal resonator (X1) as the transmit oscillator. The
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data is modulated by shifting the transmit oscillator frequency by switching load capaci-
tors (Cx) into the oscillator’s resonant tank. The capacitors are switched using very low
capacitance n-channel MOSFETs (M1 and M2). In the current implementation, the Cx
load capacitors are 47 pF, and the switching transistors, M1 and M2, are the BF1212 dual-
gate n-channel MOSFETs. Using these components on our custom printed circuit board
(PCB), the frequency shift is approximately 15 kHz. The modulation of the frequency is
controlled using the MOD output of the microcontroller, which is connected to the gates of
the switching transistors.

The modulation depth, or the amount of frequency shift during modulation, can be
changed by using different size load capacitors Cx. In addition, a higher frequency devia-
tion can be obtained by adding an inductor in series with the crystal.

The power consumption of the XT1 oscillator at 27 MHz is 920 pA at 3.0 V. This is
the power consumption of the oscillator and SMCLK lines only, not the I/O buffer. This
therefore represents the minimum transmit power consumption of this implementation.

Inside the MSP430, the XT1 transmit oscillator output is configured to drive the internal
SMCLK clock line, and is routed inside the MSP430 to an individual I/O pin driver. This
I/0O buffer is used as the transmit amplifier which drives the antenna. The following section
describes how the power delivered to the antenna can be varied.

The I/0 buffer on the MSP430 which is designed to drive digital signals has a high gain
push-pull output and therefore will produce a square wave (rail-to-rail) unless a resonant
tank is present at the output. To resonate the output, a series capacitor (Cp) is used along
with the loop antenna, which is mostly inductive (La). A variable capacitor is used so that
it can be manually tuned to resonate the antenna at the desired center frequency.

It is often very desirable to adjust the power output delivered to the antenna in order to
balance the power consumption of the transmitter with the signal-to-noise ratio seen at the
receiver. Using the implementation of the transmitter described in this section, there are a
number of ways in which this output power can be varied. The maximum current that can

be delivered to the antenna is 20 mA. If more current is needed, an external amplifier will
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be required.

The simplest way to vary the output power is to change the value of the resistor in series
with the loop antenna (Rp). This will limit the current into the antenna, but will also reduce
the quality factor (Q) of the antenna.

The output power can also be varied by changing the supply voltage of the I/O buffer
(DVIO) which drives the antenna. The I/O buffer supply can be set independent of the
MSP430s supply voltage if the antenna is connected to one of a few pins which are powered
from the DVIO supply rather than DVCC. This is a feature only available on select MSP430
microcontrollers, including the MSP430F5172 used in this design. The DVIO supply can
be between 1.8 and 5.5 V. The DVIO pin can be connected to an external supply voltage,
a separate regulated voltage, or simply through a series resistor to DVCC. In the simplest
implementation, a series potentiometer is used to control the DVIO supply voltage. This
simple resistor works quite well since the current consumption of the buffer is relatively
constant. This is also desirable over a regulator, because no current is consumed when the
transmitter is off.

The third method of controlling the output power is to change the drive strength of the
I/O buffer. On the MSP430F5172, the I/O buffers have a digitally controlled drive strength.
When in the full drive strength mode the maximum current is 20 mA (at 5.0 V), while in
the low drive strength mode the maximum current is 12 mA (at 5.0 V).

All three methods to vary the transmit power can be combined to give fine grain control
of the output power and antenna Q. Since the power consumption of the transmit buffer can
be varied between 0 and 100 mW (20 mA at 5.0 V), and the power consumption with a
very high impedance load is 4.74 mW (1.58 mA at 3.0 V), then the power consumption of

the whole node during transmission can vary between 4.74 mW and 100 mW.

5.3.4 Packet Modulation

The previous section describes the hardware required for producing the RF signal which is

transmitted over the antenna. Each of these designs have a digital input to modulate the data
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using binary FSK. This modulation signal is generated by the sensor node’s microcontroller
which also needs to consume power to produce this signal. In the original SNUPI paper,
this was done by running the CPU continuously during transmission [44]]. In that original
paper, the power consumption during transmission was actually dominated by the CPU,
and therefore reducing the power needed to control the modulation bit would result in
significant power savings. In this subsection, I present several methods for reducing the
power consumption of generating the modulation signal. One of these methods controls

the modulation bit during transmission without running the CPU at all.

In this section, I will refer to specific timer registers present in the MSP430F5xx series.
The block diagram for Timer_A can be found in the MSP430F5xx User’s Guide SLAU208E|
and shows the structure of the timers. Note that there are 7 CCRx blocks on each timer, and
the CCRx block shown in the block diagram is CCR6, but we are actually using CCR1, so
I'1l refer to names on CCR1 so the numbers on some signals and registers won’t match the

diagram exactly. For example, we are using OUTT, but it is labeled OUT6 in the diagram.

In order to modulate the packet data during transmission, the modulation bit must toggle
at the correct data rate and according to the data to be transmitted. Therefore, some control
logic is needed to control when the modulation bit toggles. The simplest, but most power
hungry method is to run the CPU continuously. The simplest optimization of this is to
put the CPU to sleep during each bit period, so that it is on only at the bit edges. Doing
so requires the use of an on-chip timer, like Timer_A from the MSP430F5xx series. The
flow chart of this minimally optimized algorithm is shown in Figure [5.14] (left), and this is
the most common algorithm used in wireless sensor nodes today. The hardware timer is
used to generate an interrupt at every bit edge so that the CPU can change the state of the

modulation pin corresponding to the next bit value to send.

The first optimization to this basic, timer-based modulation algorithm is to use pulse

widths rather than the bit stream. In this optimization, we are still using the timer to wake

- .ti.com/1lit/pdf/SLAU208, Figure 17-1 (page 460) of Rev. N (May 2014)
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Tx Modulation Flow
Standard Method

Build packet data
[running CPU]

v

Set TAOCCRO reg value
for bit period
[running CPU]

|

Configure timer to wakeup CPU
with timer INT (TAOCCOIFG)
[running CPU]

}

Start timer
[running CPU]

Turn off CPU

| Wait for timer INT I:

Timer INT (TAOCCOIFG)
[wakes up CPU]

Write next bit value to MOD
[running CPU]

Packet is done

Stop timer
[running CPU]

Tx Modulation Flow
Using Pulse Widths

Build packet data
[running CPU]

!

Convert to list of pulse widths
[running CPU]

|

Convert to TAOCCRO reg values
Write reg values to array in RAM
[running CPU]

!

Configure timer to wakeup CPU
with timer INT (TAOCCOIFG)
[running CPU]

|

Write first TAOCCRO value to timer regs
Start timer
[running CPU]

Turn off CPU

| Wait for timer INT F

Timer INT (TAOCCOIFG)
[wakes up CPU]

Toggle MOD
[running CPU]

|

CPU transfers next TAOCCO value
from RAM to Timer

[running CPU]

Packet is done

Stop timer
[running CPU]

Figure 5.14: Flow diagrams for CPU controlled modulation techniques. The algorithm on the left
uses the timer to wake up the CPU on every bit edge so that the CPU can change the state of the
modulation pin. The algorithm on the right uses the timer to wake up the CPU only when the data
value needs to change, thus eliminating wasted CPU activity when no action needs to be taken.
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up the CPU, but instead of waking up every bit period to set the next bit value on the pin,
we pre-encode the packet as a list of pulse widths and therefore only wake up the CPU
when the state of the modulation pin needs to be changed. The flow chart of this algorithm
is illustrated in Figure (right). Although this saves power during transmission, more
power needs to be consumed to pre-encode the packet data into pulse widths.

The next optimization is to free the CPU from the task of changing the modulation pin.
Instead, we drive the modulation pin using the timer output OUT1. The timer is configured
to set OUTT1 high then TAOR == TAOCCRI, and set OUT1 low when TAOR == TAOCCRO.
So, basically once all of the other timer registers are setup (i.e., to make it count at the right
rate and generate the correct outputs and interrupts), the result on OUTT is determined by
the values of two registers: TAOCCRO and TAOCCRI1. Each cycle of the timer, it counts
from 0 to TAOCCRO and then resets. During this period one high pulse and one low pulse is
generated on OUT1 (i.e., the MOD signal). Therefore by running many cycles of the timer
and changing the values of the two TAOCCRXx registers on each cycle we can output any
arbitrary data. In order to transmit the data of the whole packet, these timer control registers
will need to be updated each timer cycle until the whole packet has been transmitted. This
can be done using CPU interrupts. In this case, the timer is configured and then the CPU is
turned off. At the end of each cycle, the timer turns the CPU back on through an interrupt
request so that the CPU can reconfigure the timer’s control registers for the next cycle.
This method of modulation allows the CPU to be off for part of the time that the packet is
being transmitted; however, the CPU is still required every timer cycle to update the control
registers. Figure (left) shows the program flow for this algorithm.

Finally, the need to turn on the CPU can be eliminated if the timer’s control registers
are updated using a direct memory access (DMA) transfer directly from RAM. In this case,
the CPU can remain off during the entire packet transmission. For this implementation, the
CPU configures the timer as before, fills arrays in RAM with all of the timer control regis-
ter values that will be needed during the transmission, and configures the DMA controller

to transfer data from the arrays in RAM directly to the timer control registers. The DMA
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Tx Modulation Flow
Using Timer Output

Build packet data
[running CPU]

!

Convert to list of pulse widths
[running CPU]

!

Convert to TAOCCRXx reg values
Write reg values to array in RAM
[running CPU]

!

Configure timer to wakeup CPU
with timer INT (TAOCCOIFG)
[running CPU]

!

Tx Modulation Flow
Using DMA (no CPU)

Build packet data
[running CPU]

!

Convert to list of pulse widths
[running CPU]

}

Convert to TAOCCRXx reg values
Write reg values to array in RAM
[running CPU]

!

Enable DMA
Triggered by timer INT (TAOCCOIFG)
[running CPU]

!

Write first TAOCCRX values to timer regs
Start timer
[running CPU]

Write first TAOCCRX values to timer regs
Start timer
[running CPU]

Turn off CPU

Wait for timer INT

Timer INT (TAOCCOIFG)

[wakes up CPUJ

CPU transfers next TAOCCRx values
from RAM to Timer
[running CPU]

Packet is done

Stop timer
[running CPU]

Turn off CPU

Wait for timer INT

Timer INT (TAOCCOIFG)
[wakes up DMA]

DMA transfers next TAOCCRXx values
from RAM to Timer

Last DMA transfer INT (DMA1IFG)
[wakes up CPU]

Change timer INT to wakeup CPU
rather than DMA
[running CPU]

| Wait for timer INT F

Timer INT (TAOCCOIFG)
[wakes up CPU]

Stop timer
[running CPU]

Figure 5.15: Flow diagrams for timer output controlled modulation techniques. The algorithm on
the left uses the CPU to change the timer control registers every cycle of the timer. The algorithm
on the right frees the CPU from this task by using the DMA to change the timer control registers
every cycle of the timer so that the CPU can remain off during the entire packet transmission.
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transfers are triggered each timer cycle by the timer overflow event, and the CPU is turned
back on through an interrupt request once the last DMA transfer occurs. Once the CPU is
turned back on, it stops the timer and turns off the transmitter since the packet transmission
has been completed. Note that this method requires carefully choosing the clock frequen-
cies for CPU, DMA, and TAO in order to satisfy timing constraints. Figure (right)
shows the program flow for this algorithm.

Freeing up the CPU can have a major power savings as the CPU consumes much more
power than the Timer or DMA peripherals. Alternatively, the CPU can be used to perform
another task, which can also be considered a power savings since that task won’t need to

be done later and thus the whole system can be powered down sooner.

5.4 Antenna

The antenna is a critical part of the sensor node, as its job is to wirelessly couple the RF
signals to the power lines as efficiently as possible. For most antenna designs, maximally
efficient antennas are roughly 2 of a wavelength in size. Since SNUPI works best at the
13.56 and 27.12 MHz ISM bands, this corresponds to wavelengths of 22.12 and 11.06 m
respectively. Clearly, it is not practical to make wireless sensor nodes with antennas that are
tens of meters in size. As a result, we are forced to use electrically small, highly inefficient
antennas. These inefficient antennas are sufficient however because the SNUPI node only
needs to couple it’s signal in the near-field to the nearest power line, which is at most a few
meters away. In addition, the size of the power line infrastructure in the home is roughly the
size of an efficient antenna at the SNUPI operating frequency, and therefore makes a fairly
efficient receiving antenna. However, it is still very important to optimize the radiation
efficiency of the transmit antenna as much as possible. This section describes methods
for modeling, testing, and optimizing electrically small loop antennas for use in a SNUPI
sensor network.

Experimentation has shown that RF signals can most efficiently be inductively coupled

to the power lines. Therefore, loop antennas are ideal because they maximize the magnetic
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Figure 5.16: (/eft) Wire-wound loop antennas tested for original SNUPI node. (right) Original 2010
SNUPI node showing wire-wound loop antenna made from 6 turns of 22 AWG wire.

field radiated. For the original 2010 SNUPI node, a number of different wire-wound anten-
nas were tested. Each antenna was attached to the SNUPI node which was programmed to
emit a continuous tone at 27.0 MHz. The node’s power consumption was measured along
with the received amplitude of the carrier tone from a spectrum analyzer plugged into the
power line. After testing over 20 different antennas, some shown in Figure [5.16] (left), the
best was selected. The best antenna was made from 6 turns of 22 AWG wire wound around
the 3.8 x 3.8 cm square perimeter for the 2010 SNUPI node, as shown in Figure [5.16]
(right). Multiple turns were used to increase the impedance and improve the radiation effi-
ciency by increasing the radiation resistance. These 6 turns of insulated wire also made the
antenna about 1.5 cm in height. Heavier gauge wire is used to reduce the loss resistance of

the antenna, which also improves the radiation efficiency [/15].

Although the chosen antenna was the best of the 20 or more antennas tested, it was
assumed to be far from ideal. In this section, I formalize the process of designing and
selecting antennas for SNUPI sensor nodes. In Section [5.4.1] I list the set of antennas
chosen for modeling and testing. Section [5.4.2] describes the methods for modeling the
electrical properties and radiation efficiency of both wire-wound and PCB-etched antennas.
Section [5.4.3] gives the modeling results for the selected antennas, and Sections [5.4.4] and

[5.4.5]describe methods for measuring the antenna parameters and radiation efficiency of the
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Rd Loop Lg. Black Loop

White Loo
J——— p Sm. Black Loop

Figure 5.17: Wire-wound antennas evaluated. This includes the antenna design used on the original
SNUPI node (square, black loop), and four single turn antennas with varied area, wire thickness,
and solid-core vs. stranded wire.

antennas once they are built. Section [5.4.6|compares the results of the antenna models from
their actual measurements as a method for validating the models. Finally, Section [5.4.7]
describes a different approach of using the human body of a user as an antenna to couple

SNUPI communications signals to the power lines for wearable sensor applications.

5.4.1 Antennas to Test

With the chosen wire antenna for the 2010 SNUPI node, 6 turns of wire were determined
to be an optimal balance between resistance losses and improved radiation strength of in-
creasing numbers of turns. However, another theory is that a single turn of very thick
wire would make up for lost radiation strength with extremely low resistance losses. Such
antennas were used widely in commercially available 27 MHz wireless computer mice.
Therefore, in addition to the original 2010 SNUPI antenna, I will also model, measure,
and evaluate 4 different antennas made from a single turn of very thick wire, as shown in
Figure The specifications of these antennas are listed in Table[5.8] These four single
turn antennas varied in area, wire thickness, and the use of solid-core vs. stranded wire.

Although the 2010 SNUPI node used a wire-wound antenna, such antennas suffer from
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Figure 5.18: 75 mm round PCB antennas evaluated.

imperfections and parameter variation since they are hand wound. Antennas printed onto
a PCB are thought to alleviate this concern and therefore allow for a higher Q, or quality
factor. However, early testing with PCB antennas showed them to be inferior to wire-
wound antennas due to high resistance losses. However, as shown in the chapter, efficient
PCB antennas can be designed using the models described in Section [5.4.2] Initially, a
number of round PCB antennas were made using different trace thickness, spacing, and
number of turns, as shown in Figure [5.18] The specifications of these antennas are also
shown in Table [5.8] All of these loops are round with a 75 mm outer diameter. They are
labeled in the form NxS-D-T'/s, where N is the number of turns on one side, S is the number
of sides (1 or 2), D is the outer diameter in mm, 7 is the thickness of the wire trace of each
turn in mm, and s is the spacing between turns in mm. For example, 3x1-75-2/0.5 is a
3 turn, 75 mm diameter loop with 2 mm thick traces that are spaced by 0.5 mm. A number
of 2-sided 75 mm PCB antennas were made, but it was discovered that they had too much
capacitance between the traces on the two sides of the board, resulting in a self-resonant
frequency below the operating frequency. As a result, none of these 2-sided antennas are

included in Table 5.8l

Based on the antenna models described in Section [5.4.2] 6 antennas were designed
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Figure 5.19: PCB antennas designed by model optimization.

based on the recommended optimal specifications from the model. These antennas are
shown in Figure[5.19] and their specifications are listed in Table[5.8] Three of these anten-
nas are circles, labeled “Lg. Circle,” “Med. Circle,” and “Sm. Circle” to indicate the large,
medium, and small area circles. Similarly, the other three antennas have the same area as
the large, medium, and small circles, but are ellipses, and are labeled appropriately. Note
that these antennas also have an interior ground plane to represent the ground plane of the

node’s circuitry. This ground plane was not represented in the antenna model.

5.4.2 Antenna Modeling

The ultimate goal of the antenna modeling is to be able to computationally determine the di-
mensions of an optimal antenna given size, shape, and material constraints. To this end, we
first need to build a model which is able to predict the antenna performance and impedance
given the dimensions, shape, and materials of an antenna design. Once we have a model
which accurately represents the physical antennas of the same specified dimensions as the
model, we can use this model to find optimal antennas given the constraints of size, shape
and materials. When designing a sensor node’s antenna, the properties of greatest interest

are the:
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Zont = Rant +J Xont

Figure 5.20: Circuit model of loop antenna.

1. radiation efficiency

2. self-resonance

3. tuning capacitance needed to resonate the antenna

4. Q, or quality factor
All of these properties of the antenna can be computed directly if four electrical parameters
of the antenna are known. These parameters are shown in Figure [5.20] R, represents
that AC loss resistance of the antenna, which models the power dissipated as heat. On
the other hand, R,,q represents the radiation resistance of the antenna, which models the
power radiated into the air. Since we are only concerned with loop antennas, the bulk of
the reactance is inductive. L represents the inductance of the loop, while C), represents the

parasitic capacitance between the coils of the antenna.

Computing Antenna Selection Metrics

The next sub-section describes how to estimate each of the antenna parameters: R.q, Rac,
L, and C,. Here we will address computing the desired antenna properties given these

parameters. First, it’s useful to compute the impedance of the antenna using the antenna
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model shown in Figure

Impedance We will break the antenna impedance, Z,y into it’s resistive (Ryn) and re-
active (Xant) components such that Z,n; = Ryne + jXane. Before computing the impedance,
let’s first compute a few intermediates as a function of the operating frequency f in order

to simplify the equations.

1
Xc=—
¢ 2nfC,
X = 27'L'fL

Rs = Rrad + R

Now, the antenna impedance can by computed using the following equations:

R, C,=0
Rant -
R, X2

R2+(Xc+X1)? Cp>0

X1, C,=0
Xant —

RZXc+X2X1+XcX} C. >0

R2+(Xc+X1)? p

Zant = Rant + annt

Radiation Efficiency With the impedance calculated, we can move on the compute the
radiation efficiency, 71, which is the figure of merit to be maximized when designing an

antenna. This represents the ratio of radiated power over the power input into the antenna,
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and can be computed using:

Rrag —
R, Cp=0

Nr =
Rpaa (14 X2+R?)

R3+Rs(Xc+X1)? Cp >0

Self-Resonance Although the radiation efficiency is the most important property, as it
determines the efficiency of the antenna, there are several other properties which impose
practical constraints on the antenna design. The self-resonance, f; is the frequency at which
the antenna resonates without any external tuning capacitor. This is important because the

antenna cannot be used above this frequency. The self-resonance can be computed using:

1

h=5z Jic,

Tuning Capacitance Somewhat related to this is the size of the tuning capacitor C; that
is needed to tune the antenna into resonance. There are practical constraints on the range
of values for this capacitor which can be physically realized. The tuning capacitance can

be calculated using:
1

C=——
C 27 Xt

Quality Factor Finally, antennas are often compared by their Q, or quality factor, which
represents how sharp or sensitive the tuning is. The Q can also be computed from the

antenna impedance as:

_ Xan

Q
R ant

Computing Antenna Parameters

This sub-section describes the calculation of the antenna parameters: Ri,q, Rac, L, and
C),, which can be used to compute the metrics used for selection that are described in the

previous sub-section. This model currently handles both wire-wound and PCB antennas in
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both circular coils, and circular planar spirals. A coil is defined as loop with one or more
turns that are all the same diameter, and thus stack on top of each other in the z-axis. On
the other hand, a spiral is flat, and it’s turns continually decrease in radius. This section is
organized by the computation of each each parameter, but there are often different equations

depending on the shape and substrate (i.e., PCB or wire).

Generic Constants First, we’ll define some generic constants that will be used through-

out this sub-section:

¢ =2.99792458 x 10° [™] speed of light in free space

=gle

Uy =4mx1077 [ } magnetic permeability of free space

& == [E]  permittivity of free space

Material Properties We also need to understand the material properties of the conductor

that the antenna is made from. We’ll assume that this is always Copper (Cu):

Xcu = —0.98x 1073 magnetic susceptibility of Cu
Mcu = Mo(l+ xcu) [%} magnetic permeability of Cu

ocu =5.96x107  [2] conductivity of Cu

In addition, we need to convert the thickness of the wires and height of the PCB traces into
meters. Wires in the U.S. are typically sized in AWG, and the height of the copper clad on
a PCB is typically specified in ounces per square foot. The following equations can be used
either to convert a wire size in AWG (G) to a radius in m (ryjre), or a PCB trace height in

ounces per square foot (wcy) into a height in m (Zyire):

0.127 x 1073 3
rwire(G) = f X 92(36 G)/39
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ZWire(WCu) = wey X 34.057 X 10_6

Dimension Parameters For wire-wound coils, the dimensions are specified as:

r [m] radius of coil
Gwire [AWG] wire gauge
N number of turns

s [m] spacing between turns in the z-axis, if N > 1

For wire-wound spirals, the dimensions are specified as:

Fmax  |m] outer radius of spiral
Gwire [AWG] wire gauge
N number of turns

s [m] planar spacing between turns, if N > 1

For PCB spirals, the dimensions are specified as:

rmax |m]  outer radius of spiral

Wcu [%} copper clad thickness (height)
N number of turns

T [m]  trace thickness

s [m]  spacing between traces, if N > 1
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Radiation Resistance Generically, we can compute the radiation resistance of an air-core

loop antenna as a function of its effective area (A.¢) and the wavelength (A):

=S
f

Acft 2
22

Ry,q = 3207* {

In the simple case of a coil, the effective area is simply the area of each turn (4;), times the
number of turns (N):

At :77:}"2

Aefr = NA,;

In the case of a spiral, the effective area is not as straight forward. The area of an arc
is defines below, where Q is an arc segment of a circle, normalized such that Q =1 is a

complete circle.

Agre = / 7w r(Q)? dQ

For a simple circular loop,

r(Q)=r VQ

However, for a spiral we can define r(Q) in terms of the pitch (p), or the center-to-center
spacing between the turns:

p=T+s
r(Q) = rmax — pQ

Therefore, the effective area is:

N N
Acfr = / mr(Q)?dQ = / 7 (Fmax — pQ)? dQ
0 0
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1
At =NT (”iax — FmaxNp + §N2p2>

Thus, the radiation resistance of an air-core spiral is:

N7 (rrznaX — FmaxNp + %szz)

4
Rrad,spiral = 3207

22
While the radiation resistance of an air-core coil is:
2
Nmr?
4
Rrad,coil = 3207 { 212 :|

DC Resistance The resistance (R) of the wire, is simply a function of the length of the

wire (/), its cross-sectional area (A.), and its conductivity (0):

Thus we need to compute the cross-sectional area (A.) and length of the wire /. In the case
of a wire-wound antenna, the wire is round, and thus the cross-sectional area is a function
of the wire radius (ryice):

o 2
Acwire = Tl yire

However, in the case of a PCB antenna, the conductors are rectangular, and thus the cross-

sectional area is a function of the height (zyir) and the width (T'):
Ac,pcb = T Zwire

For a coil, the length of the wire (/) can easily be computed as N times the circumference
of one turn:

leoil = 27trN
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However, the length of the wire in a spiral antenna is more complicated. The arc length

(lare) spanned by an angle 0 is:
lae =16

Thus generically, the wire length (/) as a function of the radius (r) is:

2nN
zz/ r(6) d6
0

For a simple circular loop,

r(@)=r V6
However, for a spiral we can define r(0) as a function of the pitch (p):

po
27

r(0) = rmax —

Thus, the length of wire in a spiral is:

21N 2N pg
lspiral = /O r(@) de = /O (rmax - ﬁ) do

27N
lspiral = [rmaxe - %92} 0

lspiral = N7 (2rmax +Np)

Thus, the DC resistance of a spiral PCB antenna is:

N7(2rmax +Np)
0T Zyire

Rdc,spiral,pcb =

While, the DC resistance of a wire-wound spiral is:

N(2rmax +Np)

2
o Fyire

Rdc,spiral,wire =
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And finally, the DC resistance of a wire-wound coil is:

2rN

Rdc,coil,wire - —7

o Fyire

AC Resistance The DC resistance of a wire, which can be computed using the above
equations is only accurate for describing a wire’s resistance at very low frequencies. At
higher, RF frequencies there are two charge distribution effects which will increase the
apparent resistance of the wire. The first is the skin effect, which states that charge flows
primarily at the surface of the conductor at high frequencies. The second effect on wire
coils is the proximity effect, in which charge is attracted and repelled by the charge flowing
through the adjacent turns of the coil. This causes the charge density to be greatest between
the coils, and much less dense elsewhere. In this paragraph, we will derive equations to
handle both of these effects on the AC loss resistance of a loop antenna. The skin effect
is well understood, and it is typically modeled by computing a skin depth, in which it is
assumed that all of the charge flows. Although this is not truly accurate, it serves as a
reasonable approximation. The skin depth (9) is generally computed as a function of the

operating frequency (f) and the material properties:

1
Vrfou
We can therefore substitute the conductivity (o) and magnetic permeability (1) of copper

to obtain an equation which is only a function of the operating frequency (f):

1

Seu = ————
¢ Vv nfGCu;uCu

The skin effect essentially limits current flow to the surface or skin of the conductor with a
depth of 6. This will essentially reduce the cross-sectional area that we computed for the

DC resistance by removing a hole in the middle. For round wires, the cross-sectional area
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(A.) becomes:

Ac,wire =7 (r\%vire - (rwire - 3Cu)2)

For PCB traces, the cross-sectional area (A.) becomes:
Ac,pcb = T Zwire — (Zwire - 26) (T - 25) = 25(Zwire +7T— 25)

These expressions for the cross-sectional area can therefore be substituted into the equation

for resistance to obtain the AC resistance when taking the skin effect into account:

Therefore, the AC resistance (considering only the skin effect) of a spiral PCB antenna is:

_ N7(2rmax+Np)
Rac,skin,spiral,pcb = 205<Zwire 4T — 26)

While, the AC resistance (considering only the skin effect) of a wire-wound spiral is:

N(2rmax +Np)

no (r\zx/ire - (rwire o 6CU)2)

Rac,skin,spiral,wire -

And finally, the AC resistance (considering only the skin effect) of a wire-wound coil is:

2rN

ac,skin,coil,wire i ( r\%vire — ( T'wire — 6Cu)2)

The above equations are accurate for spirals and coils with less than 1.5 turns (i.e., N < 1.5);
however, when there are multiple turns, they interact with each other via the proximity
effect. The proximity effect is much difficult to model, but the most recent and accurate
model for rectangular conductors (i.e., PCB traces) is replicated below from [|68]]: First, we

need to define the packing factor (1) which represents the fraction of the pitch (i.e., sum of
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the wire thickness and spacing) covered by the wire:

T
= for 0 <1
n T+s orv<mn=

Next, we give a new definition of the skin depth as a function of the packing factor:

1

W= arenn

We now use an approximation in which we model the rectangular wires with round wires
with a diameter d such that the round wires have the same cross-sectional area (A.) as the
rectangular ones:

Ae =T * Zyire

1A 2
d=2 ;c = E V T Zyire

We now define & (7)) in terms of the equivalent wire diameter (d) and the skin depth (6(n)):

VT d
2 6(n)

&)=

Now, we can compute the AC resistance (R,.) including both the skin effect and the prox-

imity effect as a function of the DC resistance (Rg.) and &(1):

sinh§(n) +sing(n) nzsinhé(n)—siné(n)
9| cosh&(n) —cos&(n) cosh&(n) +cos&(n)

Rac =R

This equation is designed to be used for rectangular conductors (i.e., PCB traces), and
another equation is to be used for round conductors [68]]. However, I never implemented
any model of the proximity effect for round conductors, and therefore simply rely on the

AC resistance model which uses only the skin effect.
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Inductance The inductance of a circular coil is simply defined in terms of the area of the
loop (A;), the number of turns (N), the height or thickness of the coil (4), and the magnetic

permeability of the core (u). The area the coil is simply:

At :71'1"2

The height of the coil can be computed based on the pitch p (i.e., the center-to-center

distance between turns), the wire thickness (7'), and the number of turns (N):
p=T+s

h=p(N—1)+w
Assuming an air-core, L = Lo, and the inductance of the coil (L) can be computed as:

UoAN?

Lcoil = 7

In a spiral, each turn has a different area and therefore a different partial inductance. There-
fore, an approximation is used to compute the inductance of a planar spiral [145]. First, we
compute the maximum and minimum turn diameters, dmax and dpin, respectively from the

maximum and minimum turn radii, 7max and rmin:
p
dmax = 2rmax — 5 +T

Fmin = Fmax — Np

p
dminzzrmin+§_T

Now we compute the average diameter (dayg), and the fill ratio (F') defined below:

dmax + dmin

davg = )
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. dmax — dmin

dmax + dmin

Finally, we can compute the inductance of an air-core planar spiral (Lspira1) as follows [145]:

UoN>dayg

Lspiral = 1+F

Parasitic Capacitance Although the coil is primarily inductive, there is also a parasitic
capacitance between the turns of the antenna. This effect is only present if there are 2 or
more turns (i.e., N > 2). To compute the parasitic capacitance, we need to compute the
capacitance between each turn, and then take the series combination of all these capaci-
tances [81]]. The capacitance of each turn (C;) can be estimated using the standard parallel
plate capacitor theory in which the capacitance (C) is a function of the area of the plates (A)

and the distance between the plates (d):

In the case of a PCB antenna, the capacitance of a single turn is thus:

C = €0Zwire!
S

Where zyire 1S the height of the trace, s is the spacing between traces, and [ is the path length

of the trace. As derived earlier, the path length (/) of a spiral is:

27Ny 27ny pe
lypiral = / r(6) d6 — (rmax—%> 6

277,'}11 27'[711

27rn2
lspiral = [rmaxe - ﬁ62:|

27n

lspiral = 27:rmax(”2 - nl) +7p (l’l% - l’l%)
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Where n; is the start position of the path, and n; is the end position of the path, defined
such that n = 0 is the outermost point on the path (i.e., the point ry,x away from the center).

Therefore, the capacitance of turn i is:

€0Zwire (27T Fmax(Ri —ni—1) +7Tp (",2_1 - ”12))
N

Cri= Viel,2,....N—1

The total parasitic capacitance C, is simply the series combination of each of the turn

capacitances, C; ;:

N-1 g -1
C,=|Y —
,-; G

Finding Optimal Antenna Design

Using the antenna model described above, we can estimate all of the parameters of an
antenna design without building the antenna. This is most useful for finding the optimal
antenna design given a set of design constraints. To do this, I have developed an optimiza-
tion program to return an optimal one-sided PCB antenna design given the following design

constraints:

1. maximum antenna diameter

2. minimum diameter of component area (i.e., the hole in the center of the antenna
where the rest of the circuity goes)

PCB copper clad thickness (minimum and maximum)

source output impedance

operating frequency

tuning capacitance (minimum capacitance)

quality factor (minimum or maximum)

option to constrain to integer number of turns

A S S T

trace thickness (minimum, maximum, and step size)

10. trace spacing (minimum, maximum, and step size)
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Since the radiation resistance is proportional to the square of the effective area of the
antenna, larger antennas perform significantly better. Therefore, the maximum antenna
area is typically a design constraint determined by the size of the sensor node and the
application. It is common to place the circuitry for the sensor node inside the antenna, so |
also specify a keep-out area inside the antenna loop.

The next option is the thickness of the PCB copper clad, which is simply a decision
related to cost. Thicker copper is typically more expensive, but also offers improved radia-
tion efficiency by reducing the AC loss resistance. Due to the proximity effect, the charge
is mostly at the edges between the coils of the antenna. As a result of this, the thickness of
the copper clad has a very significant effect on the radiation efficiency. Roughly speaking,
doubling the copper thickness will double the radiation efficiency!

The next four design constraints: source output impedance, operating frequency, min-
imum tuning capacitance, and quality factor all relate to the physical hardware around the
antenna. The operating frequency is used in many of the antenna parameter calculations,
but also to set a minimum constraint on the self-resonance frequency. The model assumes
that a series capacitor will be used to tune the antenna into resonance. There are practical
constraints on the size of the of the tuning capacitor, mostly due to part availability. This
constraint allows the model to only produce antennas which are practical to tune. For cer-
tain applications, a designer may want to put constraints on the Q, or quality factor of the
antenna. For example, it could be desirable to set a maximum so that the antenna is not
too difficult to tune or so that it does not easily become detuned by nearby objects. Finally,
the source output impedance is specified if it cannot be changed or an impedance match-
ing network cannot be used, and you want to make sure that the total efficiency, including
impedance matching losses are maximized.

There is an option to constrain the antenna to have an integer number of turns. This is
a practical constraint, as in many designs the two feed points need to come from a single
location on the board. Using an integer number of turns ensures that such an antenna will

be designed. The last two design parameters are regarding the bounds on the trace thickness
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and spacing. For manufacturabilty, there are minimums on the size of the PCB traces as
well as the spacing between them. In addition, the user needs to be define the step size with
which the optimization engine will search for an ideal antenna design.

The way the optimization code works is that it builds a list of possible antenna patterns
that meet the specified design constrains, and then for each antenna pattern it computes the
radiation efficiency. The antenna pattern with the greatest radiation efficiency that meets all
of the design constraints is considered the optimal antenna. Because this relies on a brute-
force optimization (i.e., it tests every possible antenna pattern), the choice of the trace
thickness and spacing step sizes are critical to runtime. It is best to do a course-grain search
of the space, and then do fine-grained searches near a few of the local optima. However,
through my testing, I did not see much improvement by doing more fine-grained searches.
This is because the optimization functions are all quite smooth.

Note that the circular and elliptical antennas shown in Figure were designed by
running this optimization. The current antenna model only works for circular antennas,
and as a result the elliptical antennas are simply the same area, number of turns, trace
width, and trace spacing as the circular antenna. In Section [5.4.6] these antennas will be

evaluated to see how much of a difference the shape makes.

5.4.3 Antenna Model Estimates

Using the antenna model described in Section the antenna parameters for each of the
antennas in Table [5.8 have been estimated. Table [5.9] shows the results of these estimates.
Although these antennas can be modeled at any frequency, and estimates were made at all
ISM bands of interest for SNUPI networks (i.e., 13.56, 27.12, and 40.68 MHz). However,
only the estimates at 13.56 MHz are shown in the table. In Section a comparison is
made between the estimated values from the model shown in Table [5.9] and the measured
values shown in Table and Table 5.111

Note that the original 2010 SNUPI coil could not be modeled because it is a multi-turn

wire-wound antenna with a square shape, which the current model does not support. Using
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Antenna Rant Xant Tuning Cap | Q | Self-Resonance | Rad. Efficiency
2010 SNUPI Coil - - - - - -
Red Loop' 0028Q | 74Q 1595 pF 266 - —40.4 dB
White Loop ™ 0028Q | 74Q 1595 pF 266 - —40.4 dB
Lg. Black Loop’ | 0.442Q | 7.6Q 1544 pF 172 - —42.4 dB
Sm. Black Loop” | 0.035Q | 6.0Q 1957 pF 170 - —45.3dB
3x1-75-2/0.5 0254 Q | 57.3Q 205 pF 225 527 MHz —42.4dB
3x1-75-2/1 0220Q | 551Q 213 pF 251 760 MHz —42.1dB
3x1-75-2/2 0.183Q | 51.0Q 230 pF 279 1122 MHz —41.9dB
3x1-75—-1/0.5 0472Q | 63.5Q 185 pF 134 495 MHz —44.3 dB
3x1-75-3/0.5 0.170Q | 514 Q 228 pF 302 562 MHz —41.6dB
6x1-75-2/0.5 0453 Q | 180.8Q 65 pF 399 297 MHz —40.8 dB
10x1-75-1/0.5 1.352Q | 512.7Q 23 pF 379 175 MHz —41.0dB
Sm. Circle* 0.879Q | 4624 Q 25 pF 526 80 MHz —42.0dB
Med. Circle* 0.430Q | 297.0Q 40 pF 691 110 MHz —39.8dB
Lg. Circle 0.462Q | 395.1Q 30 pF 855 78 MHz —37.6dB
Sm. Ellipse 0940 Q | 4722 Q 25 pF 502 80 MHz —42.1dB
Med. Ellipse™ | 0469 Q | 307.8 Q 38 pF 656 94 MHz —39.9dB
Lg. Ellipse’* 0.517Q | 4149 Q 28 pF 803 77 MHz —37.7dB

Table 5.9: Antenna parameter estimates using the model for all tested antennas at 13.56 MHz.
TCircular antenna of equal area modeled.
Spiral modeled, however antenna is actually concentric circles/ellipses with 45° jogs.
*Actual antenna has non-uniform spacing between turns.
®Actual antenna has stranded wire (not modeled).
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the model, the single turn loops do not have any parasitic capacitance, and therefore are not
self-resonant. In addition, the current model only supports circular antennas. Since several
of the antennas are ovals or ellipses (i.e., the single-turn wire loops, and the PCB ellipses),
these were modeled using a circle with equal area. Also note that the small, medium, and
large PCB circles and ellipses were modeled as continuous spirals; however, the antenna is
really made up of concentric circles or ellipses which are joined by 45° jogs, as shown in
Figure Since the use of concentric ellipses do not produce uniform spacing between
the turns, the modeled capacitance is likely inaccurate. Finally, the white single-turn loop

antenna 1s made from stranded wire; however, the model assumes solid-core wire.

5.4.4 Antenna Parameter Measurement

Many of the antenna parameters cannot be directly measured once the antenna is made.
However, the antenna’s impedance can be measured as can it’s self-resonance frequency.
From the impedance, many of the antenna selection properties can be computed, including
the tuning capacitance, and the Q. Table [5.10] shows the measured impedance, and self-
resonance as well as the tuning capacitance and Q computed from the impedance for each
antenna in Table All measurements were made using the Sy values from a calibrated
Vector Network Analyzer, and care was taken to keep the antenna away from conductive
materials, so as not to change the impedance. Although measurements were made at all
ISM bands of interest for SNUPI networks (i.e., 13.56, 27.12, and 40.68 MHz), only the
measurements at 13.56 MHz are shown in the table. In Section[5.4.6] a comparison is made
between measured values shown in Table[5.10] and values values from the model as shown
in Table

Note that the self-resonant frequency was not reported if greater than 50 MHz. For
operation in any of the ISM bands of interest for SNUPI networks (i.e., 13.56, 27.12, and

40.68 MHz), the exact value of the self-resonant frequency is not important if it is greater

than 50 MHz.
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Antenna Rant Xant Tuning Cap | Q | Self-Resonance
2010 SNUPI Coil | 1.10Q | 217 Q 54 pF 197 > 50 MHz
Red Loop 0.13Q 15Q 767 pF 122 > 50 MHz
White Loop 0.10Q 14 Q 832 pF 138 > 50 MHz
Lg. Black Loop 0.12Q 17 Q 699 pF 135 > 50 MHz
Sm. Black Loop 0.11Q 13Q 939 pF 114 > 50 MHz
3x1-75-2/0.5 0.59Q | 106 Q@ 111 pF 180 > 50 MHz
3x1-75-2/1 056 Q | 100 Q 117 pF 179 > 50 MHz
3x1-75-2/2 0.50 Q 87 Q 135 pF 174 > 50 MHz
3x1-75-1/0.5 1.02Q | 136 Q2 86 pF 133 > 50 MHz
3x1-75-3/0.5 048 Q 88 Q 134 pF 183 > 50 MHz
6x1-75-2/0.5 1.70Q | 295Q 40 pF 174 38 MHz
10x1-75-1/0.5 10.00Q | 1120 Q 10 pF 112 24 MHz
Sm. Circle 11.50Q | 610Q 19 pF 53 32 MHz
Med. Circle 6.00Q | 362Q 32 pF 60 39 MHz
Lg. Circle 8.60Q | 504 Q 23 pF 59 33 MHz
Sm. Ellipse 15002 | 655Q 18 pF 44 30 MHz
Med. Ellipse 7.50Q | 384 Q 31 pF 51 37 MHz
Lg. Ellipse 10.60Q | 542 Q 22 pF 51 31 MHz

Table 5.10: Antenna parameter measurements for all tested antennas at 13.56 MHz.
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5.4.5 Radiation Efficiency Measurement

In order to experimentally measure the radiation efficiency, both the transmitted power
and the input power into the antenna need to be carefully measured. However, both these
measurements can be quite difficult to make in practice.

The radiated power was estimated using the same radiated field strength measurement
described in Section 3.3.1l The antenna was connected to a transmitter which sent a con-
tinuous 13.56 MHz tone. A calibrated ETS-Lindgren Model 6502 active shielded loop
antenna was used to receive the field generated by the antenna under test. The antenna
under test was placed 3 m away on the same axis as the receiving antenna, as shown in Fig-
ure The antenna under test was rotated 360°, and the maximum received power was
recorded using a calibrated spectrum analyzer. Using the calibration constants described
in Section the maximum effective isotropic radiated power (EIRP) of the antenna
was calculated. These measurements are shown in Table[5.11] Note that the EIRP reported
is computed based on the maximum field strength produced by main lobe the antenna’s
field pattern. The true radiated power will be less, but the exact value is not known unless
the gain of the antenna is known. Therefore, the efficiency reported in Table is an
overestimate, as the true radiated power is less.

In order to compute the radiation efficiency, the power input into the antenna needs
to be measured as well as the radiated power. Instead of directly measuring the power
input into the antenna, the entire system power is measured using a Keithley 236 source
measure unit (SMU) as the power supply to the transmitter. The SMU measures the supply
voltage in addition to the supply current in order to determine the power consumption of
the circuitry. The measured supply power is listed in Table for each antenna as well as
the computed system efficiency. The system efficiency is computed by taking the ratio of
the supply power and the EIRP. The system efficiency will be less than the actual radiation
efficiency, because the system efficiency includes losses in the transmitter and the antenna
matching network. Since no impedance matching was used, these unknown losses will be

different among different antennas. However, care was taken to ensure that each antenna
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Figure 5.21: Picture of antenna radiated power measurement.

was tuned to resonance using on-board trim-capacitors.

Although measurements were made at all ISM bands of interest for SNUPI networks
(i.e., 13.56, 27.12, and 40.68 MHz), only the measurements at 13.56 MHz are shown in
Table [5.11] In Section [5.4.6] a comparison is made between measured values shown in

Table[5.11] and values values from the model as shown in Table 5.9

5.4.6 Antenna Model Evaluation

Table [5.9] gives the estimated values from the model for all of the antennas tested, and Ta-
ble[5.10]and Table[5.11| give the experimentally measured values from those same antennas.
This section compares these results and draws some conclusions about antenna design and
the validity of the model. Table[5.12]does a comparison of the estimated parameters from
the model and the experimental results. For each parameter of interest, the ratio of model
(M) vs. experimental (E) is shown in the table, and represented as either E/M or M/E. Note
that some columns show the ratio of the model over the measurements (M/E), while other

columns show the inverse (E/M).
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Antenna Supply Power EIRP Efficiency
2010 SNUPI Coil 22.21 dBm —32.80dBm | —55.02dB
Red Loop 22.50 dBm —38.74dBm | —61.24dB
White Loop 22.55 dBm —39.37dBm | —61.92dB
Lg. Black Loop 22.43 dBm —39.29dBm | —61.72dB
Sm. Black Loop 22.60 dBm —43.27dBm | —65.87 dB
3x1-75-2/0.5 22.23 dBm —31.69 dBm | —53.92dB
3x1-75-2/1 22.23 dBm —31.56dBm | —53.78 dB
3x1-75-2/2 22.21 dBm —32.23dBm | —54.45dB
3x1-75-1/0.5 22.23 dBm —30.36 dBm | —52.59 dB
3x1-75-3/0.5 22.24 dBm —32.41 dBm | —54.65dB
6x1-75-2/0.5 22.21 dBm —27.10dBm | —49.31dB
10x1-75-1/0.5 21.54 dBm —22.74 dBm | —44.28 dB
Sm. Circle 21.78 dBm —29.84 dBm | —51.61dB
Med. Circle 22.11 dBm —29.75dBm | —51.85dB
Lg. Circle 22.01 dBm —26.88 dBm | —48.90 dB
Sm. Ellipse 21.70 dBm —29.60 dBm | —51.30dB
Med. Ellipse 22.10 dBm —29.42dBm | —51.51dB
Lg. Ellipse 21.92 dBm —26.74 dBm | —48.65dB

Table 5.11: Antenna efficiency measurements for all tested antennas at 13.56 MHz. The efficiency
reported is not the antenna’s radiation efficiency, but the entire system efficiency, including the
efficiency of the transmitter and the antenna matching network. Also, note that the efficiency is an
overestimate, as the true radiated power is less than the EIRP by a factor of the antenna’s (unknown)
gain.
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Antenna Rant Xant Tuning Cap Q Self-Resonance | Efficiency

(E/M) | (E/M) (M/E) (M/E) (M/E) (M/E)

2010 SNUPI Coil - - - - - -
Red Loop' 4.5 2.1 2.1 2.2 - 20.9 dB
White Loop'® 3.7 1.9 1.9 1.9 - 21.6 dB
Lg. Black Loop' 0.3 2.2 2.2 1.3 - 19.3 dB
Sm. Black Loop" 3.1 2.1 2.1 1.5 - 20.6 dB
3x1-75-2/0.5 2.3 1.9 1.9 1.3 - 11.5dB
3x1-75-2/1 25 1.8 1.8 1.4 - 11.7dB
3x1-75-2/2 2.7 1.7 1.7 1.6 - 12.5 dB
3x1-75-1/0.5 2.2 2.1 2.1 1.0 - 8.3 dB
3x1-75-3/0.5 2.8 1.7 1.7 1.7 - 13.1dB
6x1-75-2/0.5 3.8 1.6 1.6 2.3 7.8 8.5dB
10x1-75-1/0.5 7.4 2.2 2.2 3.4 7.4 3.3dB
Sm. Circle* 13.1 1.3 1.3 9.9 2.5 9.6 dB
Med. Circle? 14.0 1.2 1.2 11.5 2.8 12.0 dB
Lg. Circle* 18.6 1.3 1.3 14.6 2.4 11.3dB
Sm. Ellipse 16.0 1.4 1.4 11.5 2.7 9.2dB
Med. Ellipse 16.0 1.2 1.2 12.8 2.5 11.6 dB
Lg. Ellipse™* 20.5 1.3 1.3 15.7 2.5 10.9 dB
Averages: 7.8 1.7 1.7 5.6 3.8 12.7 dB

Table 5.12: Comparisons between antenna model and experimental measurements for all tested
antennas at 13.56 MHz. Each column represents a ratio of model (M) vs. experimental (E) values,
represented as either E/M or M/E.

TCircular antenna of equal area modeled.

Spiral modeled, however antenna is actually concentric circles/ellipses with 45° jogs.

*Actual antenna has non-uniform spacing between turns.

®Actual antenna has stranded wire (not modeled).
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The first trend to notice is that the model consistently underestimates the impedance
(i.e., both the resistance and the reactance). The reactance is typically underestimated by a
factor of about 2 (¢ = 1.7), which results in an overestimate of the tuning capacitance by
the same factor. This inaccuracy is manageable as it is quite consistent for almost all of the
antennas tested. The resistance of the antennas are however much less consistent in their
underestimate, resulting in an overestimate of the Q. This is a bit more troublesome, but the
model still seems useful for many practical applications.

Although the model efficiency is overestimated by about 12 dB on average, this is ex-
pected. Remember that this is not a fair comparison, as the model estimates the efficiency
of only the antenna’s radiation, while the measured values also represent the inefficiency
in the transmitter circuit and the antenna impedance mis-match. The difference in the effi-
ciency does seem fairly consistent within antennas of similar types, and therefore is useful
for comparing similar designs; although perhaps less useful for determining which type is
best. This still makes the model extremely powerful.

The main strength of the model is not to determine the best type of antenna to use,
but once an antenna type has been chosen, to design the best possible antenna given the
constraints of the system. For this, it has performed quite well, and tends to design a near
optimal antenna even if the estimated parameters are not 100% accurate.

It should also be noted that using the model to estimate the parameters of non-circular
antennas using circles of the equivalent area seems to work equally well. This is because
the shape of the antenna does not affect the efficiency much. Through experimentation,
we have seen < 0.5 dB difference in the efficiency between circular and elliptical antennas
with the same area.

The model can also be used to discover trends about how different aspects of the antenna
design effect the radiation efficiency. As discussed earlier, using thicker traces (i.e., heavier
weight copper clad) has a nearly linear impact on the efficiency due to reduced Ry.. In
addition, the area and number of turns have the greatest impact on the efficiency, so both

should be increased to get more efficient antennas. However, increasing the number of
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turns also increases the resistive losses, so a balance must be struck between many turns
with small traces and few turns with large traces. The model is therefore very useful for
finding this compromise. It should also be noted that the turns of the antenna should be
placed as close to each other as possible. However, with many turns spaced very close
together, the parasitic capacitance can get too large, and cause the self-resonance frequency

to be too low.

5.4.7 Human Body Antennas

A persistent problem in most wearable wireless sensor systems is that the human body
itself significantly attenuates the RF energy needed for communication. Wireless sensor
networks typically operate in the globally available 2.4 GHz ISM band, as well as the
regional 433 and 915 MHz bands. These spectra are attractive because they are unlicensed,
have large bandwidths, and are widely available. However, the human body has been shown
to cause significant attenuation of radio signals above 400 MHz [186]]. To deal with this
high path loss, I propose using a low operating frequency in which the body does not
attenuate the RF energy as much. In fact, I hypothesize that at lower frequencies we can
actually use the body as the transmitting antenna [73]]. There is a large body of work which
uses the body as a communication channel to communicate data across different parts of the
body [46.[85,254]. Since SNUPI also operates in the HF band, it may be possible to make a
wearable implementation of SNUPI which uses the body as the transmitting antenna rather

than simply using a loop antenna.

Body Antenna

We have designed an antenna similar to the loop antenna used in the original 2010 SNUPI
node, but that is flat and can therefore be placed against the skin (e.g., on the back of a
watch). This antenna, shown in Figure @], 1s made from 9 turns of 22 AWG wire, and has
an inductance of 4.1 uH. The loop inductance can be tuned out at 27 MHz using an 8.4 pF

series capacitor.
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Figure 5.22: Air loop antenna (A) and body-coupled antenna (B) used in the whole-home C/N
evaluation.

At higher frequencies, wearable sensor nodes typically suffer from significant attenu-
ation from the human body [85]]. To test the effect of the body for our 27 MHz inductive
loop antenna, we conducted the following experiment in a 280 m? (i.e., 3000 ft?) home. We
used two wireless sensor nodes shown in Figure[5.22] each using the same antenna design
described above; however, one antenna was tuned to 27 MHz assuming there is no human
body nearby, and the other was tuned assuming the coil was directly against the skin (e.g.,
on the back of a watch). The tuning needs to be different because the human body capaci-
tively loads the coil. Once tuned, the air loop antenna (A) has an impedance of 4.6 Q, and
the body coupled antenna (B) has an impedance of 190 Q. To make the performance com-
parison between the two antennas fair, the transmit power of each node was tuned so that
the total power consumption of each node while transmitting was 13.7 mW (i.e., 4.57 mA

at3 V).

At 59 different locations around the home, we measured the carrier-to-noise ratio (C/N)
from a spectrum analyzer coupled to the power line at the location indicated by the red
triangle in Figure[5.23] At each location, a person wearing the body-coupled transmitter (B)
on their wrist stood with his arms at his sides during the measurement. For the measurement
using the air loop antenna (A), the node was placed on top of a non-conductive stand at

the exact position, height, and orientation as the test with the body-coupled transmitter.
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Figure 5.23: Body-coupled antenna performance results. Carrier of noise ratio (C/N) at 59 locations
around a 280 m? home, using an air loop antenna (blue) and a body-coupled antenna (red). The large
plot in the center serves as a legend for the small plots and shows the average C/N.

Figure[5.23] shows the C/N using both antenna configurations at all 59 locations around the

home.

Evaluation Results

Figure shows that the body antenna (B) actually performed better in 36 of the 59 loca-
tions, the air loop antenna was better in 21 locations, and they were equal in the remaining
2 locations. In addition, on average the body antenna (B) resulted in a 0.9 dB higher C/N.
From this data it is clear that using the body as antenna does not result in significant per-
formance degradation. In fact, the body antenna performed slightly better than standard air
loop antenna.

There are a few contributing factors to success of the body-coupled antenna. Most
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importantly, the body is much larger than the small air loop and therefore acts as a better
low frequency antenna. In addition, the larger size of the body means that it is more likely
to be closer to a power line than the small loop. For example, in locations where there
are power lines running through the floor (e.g., on the upper floor), the user’s feet can
efficiently couple to the wires. To demonstrate this effect, we placed a user at a location
with a very poor C/N, even when an extension cord plugged into the wall was near his feet.
Without changing the location of the transmitter or the extension cord, the user stepped on
the extension cord resulting in a 10 dB increase in the carrier amplitude. A similar effect

was observed at several locations when the user’s body approached existing lamps.

5.5 Sensor Node Comparison

To evaluate the power advantages of SNUPI, it is essential to compare its power consump-
tion to that of other similar sensor nodes. Since the application of the sensor node de-
termines the required throughput of the data channel, we compare the average power con-
sumption of each sensor node as a function of the data throughput. Our intended application
area is whole-home sensing, and therefore we only evaluate nodes that work in this envi-
ronment. In addition, this comparison is done independently of the sensor and the power
supply (i.e., only the power consumption of the microcontroller, ADC, and transmitter are

considered), and all nodes are configured to run in transmit-only mode.

Comparing sensor nodes based on their published data is difficult and certainly not
unbiased, and therefore we directly measure the parameters of interest in a lab environment
from each of the sensor nodes. The parameters of interest include the power consumption
and time period of each of the two phases of operation, the on-phase (Pop, fon), and the sleep
phase (Pyeep). During the on-phase, a single packet of data is transmitted, and contains ny
bits of data, excluding the packet header and footer. Using these measured parameters,

we calculate the average power consumption of each sensor node as a function of the data
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throughput (R), expressed in bits per unit time:

P = 200 (1 B t°“) Picep for 0 < |
Nix Nix Nx

When comparing the power consumption of several sensor nodes, it is important to at-
tempt to normalize the performance of each node. For example, one node may consume
significantly more power, yet it achieves a much greater range, and has a more reliable com-
munications protocol. In this comparison we attempt to equalize the transmission range
and the reliability of the nodes under consideration. We compare the average power con-
sumption of SNUPI to several popular commercial wireless sensor nodes for whole-home
sensing, the ZigBee-based SunSPO and the Crossbo Motes. All nodes were config-
ured to run in transmit-only mode in order to make a fair comparison to SNUPI, which does

not have a receiver.

Table [5.13] shows the parameters measured from each of the sensor nodes, and Fig-
ure [5.24] plots the average power consumption of each sensor node as a function of the
throughput using the equation above. In order to express these results in a more tangible
way, we assume that all of the sensor nodes are powered from a 3 V, 225 mAh battery, and
then we calculate the battery life of each node (see Figure using a simplified model

of battery life, where Q is the battery capacity and V is the battery voltage:

<

Y

avg

Hife =

"

It can be seen from the sensor node comparison shown in Figure that at high
throughput rates, the transmit power dominates, but for low throughput applications, it is
the sleep power that determines the battery life of the node. From Figure [5.24] it is clear

that the commercial nodes can operate at higher throughput rates than SNUPI, but for the

7SunSPOT, http://www.sunspotworld.com

8CI‘OSSbOW Technology, Inc., nttp://bullseye.xbow.com:81/index.aspx
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Pon Psleep ton Dix
(mW) | (uW) | (ms) | (bits)

Sensor Node (Frequency)

SNUPI (27 MHz) 1.00 1.5 6.6 16
SunSPOT (2.4 GHz) 153 1089 | 36 816
Crossbow Mica (916 MHz) 58.8 18900 16 232
Crossbow Mica2 (433 MHz) | 36.3 42 10.6 | 232
Crossbow MicaZ (2.4 GHz) 65.1 7.2 41 928

Table 5.13: Measured power consumption parameters for each sensor node under comparison.
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Figure 5.24: Average power consumption and battery life over throughput for five sensor nodes.
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entire range of throughput for which SNUPI operates, it consumes significantly less power.
The sleep power of SNUPI is so low that without a sensor attached, the calculated battery
life of the node is 50 years, which is far longer than the shelf life of the battery. Of course,
a sensor can dramatically reduce the battery life of the node, but the SNUPI node still has
a battery life five times longer than the next best sensor node.

In addition, we compare SNUPI to Bumblebee, a state-of-the-art 433 MHz wireless sen-
sor node in the research community, which to our knowledge is the lowest power wireless
sensor node in existence [[180]. Bumblebee was designed for a very short range (< 15 m)
neural tag, and is therefore not suitable for whole-home applications. In addition, Bum-
blebee does not incorporate a general purpose microcontroller, but rather has a fixed ADC
integrated onto the radio chip. Bumblebee has a startup time very comparable to SNUPI,
but since it does not have a full microcontroller, the total node transmission power is sig-
nificantly lower: 500 uW, compared to 1000 uW for SNUPI. Since these nodes are very
different, it makes more sense to compare only the transmitter of each device. Bumble-
bee has 433 MHz radio that can transmit 15 m and consumes 400 uW, while SNUPI has
a 27 MHz radio that can transmit data to anywhere within a 280 square meter home using

only 65 uW of power.
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Chapter 6
SNUPI BASE STATION RECEIVER

This chapter describes the hardware and software design of the base station receiver
used in a SNUPI network. The purpose of the receiver is to extract RF signals from the
power lines, and decode the information present in each packet. Although there are many
different architectures which achieve these goals, this section will describe one of the earli-
est implementations of the SNUPI receiver, on which all current implementations are based.
This chapter will divide the receiver into three main sections. Section[6.1]discusses the ana-
log circuitry which interfaces the RF receiver to the power line infrastructure. Section [6.2]
describes the analog hardware of the RF receiver which demodulates the signal at the car-
rier frequency. Finally, Section describes the software that is responsible for detecting

and decoding the packets.

6.1 Power Line Interface

In the SNUPI receiver, the antenna is the power line, and therefore a circuit is needed to
impedance match the power line to the receiver front end at the carrier frequency and to
significantly attenuate the 60 Hz[] signal used to carry power to appliances on the power
line. In order to impedance match to the power lines, their impedance needs to be known.
Early experiments show a wide variety of different impedances on the power line from one
place to another. In addition, the impedance of the power line changes dynamically as the
loads are switched on and off, and as the power line infrastructure changes due to whole
circuits being switched in and out.

As as result of the variability in the power line impedance, current SNUPI implementa-

150 Hz is some countries. For brevity, I will refer to this is as just 60 Hz
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Figure 6.1: Power line interface schematics, showing Design 1 on the left, and Design 2 on the right.
Design 2 has more loss at 27 MHz, but can handle more variability in the power line impedance,
and gives a better impedance match to the 50 Q receiver front-end.

tions do not attempt to match to the power line, they simply try to reduce the effect of these
variations. Future designs may include an active impedance matching network which con-
tinually probes the power line impedance and adapts the matching network when the power
line impedance changes. Although such systems are currently in use for some power line
communications devices, no SNUPI implementation has attempted this type of network so

far.

Figure|6.1|shows the schematic for two basic power line interfaces used in early SNUPI
implementations. Figure [6.2]shows the frequency response of Design 2. It can be seen from
Figure[6.2] that this design attenuates the 60 Hz signal by at least 60 dB, while allowing the
RF signal at 27 MHz to pass though with less than 12 dB of attenuation. The frequency
response for Design 1 is similar to that of Design 2. However, Design 2 has more loss at
27 MHz, but can handle more variability in the power line impedance, and gives a better
impedance match to the 50 Q receiver front-end. For these reasons, all future SNUPI

implementations use a design similar to that of Design 2.

Note that both of the designs shown in Figure connect to the power line through
the line-to-neutral (LN) connection. However, the PLCW channel analysis described in
Chapter 3] recommended using the line-to-ground (LG) connection when it is available. As
a result of this, most of the more recent SNUPI implementations have used the LG con-
nection. It was also seen in the channel analysis that the optimal power line connection

varies between different homes, and even depends on which appliances are on. As a result,
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Figure 6.2: Frequency response of Design 2 of the power line interface.

it would be optimal to use all power line connections in a diversity combining receiver. Al-
though this requires completely replicating the entire receiver pipeline three times, it may
suffices to simply add two or more of the power line connections, or take some other linear
combination of them. Alternatively, the different power line connections could be multi-
plexed in order to effectively monitor all three, but each at a lower rate. The exploration of

these additional steps to improve the power line connection remains future work.

6.2 RF Demodulation

This section describes the analog hardware needed to demodulate the RF signal. A single-
conversion super-heterodyne receiver architecture is used, as shown in the block diagram
in Figure [6.3] This section described the earliest implementation of the SNUPI receiver,
which is built around the Melexiﬂ TH7122 analog integrated circuit, which is designed to
be an FSK/FM/ASK transceiver for 27-930 MHz. Although many of the descriptions in
this text are specific to the TH7122, other implementations are possible. In fact, many of

the newer SNUPI receivers are built around the NXPE| SA607 analog front-end IC.

2http://www.melexis.com

3http://www.nxp.com/
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Figure 6.3: Block diagram of the SNUPI receiver.

Many of the analog blocks shown in Figure[6.3|are contained inside the TH7122 analog
IC. A low-noise amplifier (LNA) inside the TH7122 is used to provide some initial gain and
a band select filter further filters the 27 MHz carrier. The carrier is then mixed with the local
oscillator (LO) to down-convert the carrier to the intermediate frequency (IF) of 10.7 MHz,
which is sharply filtered with the channel select bandpass filter. The LO is generated and
controlled using a phase-locked loop (PLL) frequency synthesizer inside the TH7122. A
limiting IF amplifier (IFA) inside the TH7122 provides about 80 dB of gain and produces
the received signal strength indicator (RSSI) signal. Finally, a phase-coincidence FSK
demodulator inside the TH7122 is used to demodulate the data and produce the data output
signal. An analog-to-digital converter (ADC) is used to digitize both the RSSI and data
signals so that the remainder of the processing can be done in software. Figure shows
the full schematic of the printed circuit board, containing most of the receiver hardware.

The following sections describe selected sub-blocks of this design.

Local Oscillator (LO) The local oscillator is an integer-N PLL frequency synthesizer
which is part of the TH7122, as shown in Figure The reference oscillator for the
PLL uses an external 3,579,545 Hz crystal resonator, and both R and N are controlled by
software and programmed into the TH7122 using the serial communication interface. The
PLL on the TH7122 is designed to produce a VCO frequency between 300 and 930 Hz.

The external loop filter was modified to contain an additional varactor diode in order for
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Figure 6.5: Block diagram of PLL frequency synthesizer used for the LO

the VCO frequency to operate around 27 MHz, as suggested in the TH7122 datasheet. Full
schematics of the loop filter modification can be seen in Figure [0.4]

Note that the LO does not need to be generated with a PLL as shown in this implemen-
tation. In fact, later designs have reduced demodulation errors and jitter by using a custom

cut crystal oscillator at the ideal LO frequency rather than using a PLL.

Band Select Filter The band select filter is a Murata CERAFIL ceramic filter with a
center frequency of 10.7 MHz, and a bandwidth of 20 kHz. The bandwidth of this filter
and all of the other filters in the receiver are very important. The filter needs to be just wide
enough to let the RF communications signals pass through, but should not be any wider
than necessary. Using a wider filter will let more noise into the receiver and thus make it

much more difficult to decode weak signals.

Demodulator The phase-coincidence FSK demodulator is contained inside the TH7122,
and uses an external 10.7 MHz Murata CERAFIL ceramic discriminator with a bandwidth
of 155 kHz. In addition, there is a data slicer internal to the TH7122 with an RC time
constant of 300 ps. Ideally, the discriminator should have a narrower bandwidth, although
at the time, none were readily available. The bandwidth of the ceramic discriminator de-
termines how much of a voltage deviation is produced by changes in frequency. In order

to overcome noise, we want as much voltage deviation as possible, but also need to the
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Figure 6.6: Example RSSI (red) and data (blue) signals at output of receiver hardware.

discriminator to cover the entire frequency band of interest.

Analog-to-Digital Converter (ADC) The two outputs of the receiver hardware are the
received signal strength indicator (RSSI) and the demodulated data, which can be seen in
Figure[6.6] Both of these signals need to be digitized so that they can be processed by the
software decoder. In the current implementation, a National Instruments NI-DAQ USB-
6259 is used to sample the RSSI and data signals at 240 kS/s, and digitize them with 16-bit
resolution. The digital values are then sent to a host PC via USB for the remainder of the
processing. Later, more integrated implementations of the SNUPI receiver use an on-board

ADC and on-board embedded processor to implement the entire receiver pipeline.

Limitations Figure [6.6] shows an example of the digitized RSSI (red) and data (blue)
signals. It should first be noted that the data is not sent until 2.24 ms after the transmitter

turns on. This is the time it takes for the receiver hardware to be ready to demodulate the
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data. This is an important limitation of the receiver and thus requires the transmitter to turn
on 2.24 ms before it begins modulating the data. From the point of view of the software
decoder, this is a nice feature in that it makes it easier to distinguish a valid packet from
noise (i.e., every valid packet must have a 2.24 ms rest period after the RSSI increases due
to a transmission and before the data modulation begins). This limitation of the earliest
implementation of the SNUPI receiver was later removed when transitioning away from
the TH7122 to the SA607.

Another important limitation of the receiver hardware is the time constant of the data
slicer in the demodulator. A steady-state data value tends to drift toward the mean over
time, as seen in Figure [6.6] The time constant of the data slicer determines how quickly
this drift occurs. In order for such a demodulator to work properly, the modulated data
must therefore be run-length limited. That is, it cannot stay in either the high or low state
for too long at any given time. In other words, there must be a maximum pulse width in the
data signal. There are a set of run-length limited (RLL) codes discussed in Section
which are therefore ideally suited for this type of receiver. This limitation of the earliest
implementation of the SNUPI receiver was later removed by using a DC-coupled gain stage

after the discriminator, rather then the AC-coupled data slicer that is inside the TH7122.

6.3 Packet Decoder

The packet decoder is completely implemented in software and needs to take the sampled
RSSI and FM (i.e., demodulated data stream) voltage waveforms and extract and decode
the packet data. The packet decoder consists of three main steps: (1) the packet parser
which extracts valid packets from the live stream of data, (2) the decoder which strips off
the channel coding to reveal the uncoded data, and (3) the packet checker which checks the
validity of the packet and separates out each element from the packet structure. A block
diagram of the packet decoder is shown in Figure The initial implementation of the
software decoder is written in C++/CLI (managed C++) and runs in real-time on a host PC.

More recent implementations have been written in C++ in order to run in real-time on an
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Figure 6.7: Block diagram for packet decoder.

embedded ARM processor.

6.3.1 Packet Parser

The packet parser is tasked with extracting potential packets out of the raw data stream.
To do this, the parser can use two different data streams, the RSSI and the FM data. In
the most general case, it should use some combination of the two, although many existing
SNUPI implementations use one or the other. First, an FIR filter is used to remove noise
from both data streams.

On the RSSI data stream, we are looking for a positive step change in the RSSI indicat-
ing that a packet has been received. The RSSI is the measure of the total received power
seen by the receiver. Since the packet data will necessarily be above the noise, we expect
to see a step change in the RSSI. Therefore we use a matched filter to search for the step
change. The output of this matched filter represents the probability that the step change has
been detected, and is passed to the packet detection decision block.

On the FM data stream, we are looking for a pattern that looks like a packet. Luckily,
we used a specific preamble in the packet to help identify it, as described in Section 4.5]
The most common preamble to use is a Barker code which has favorable autocorrelation

properties and therefore stands out above the noise when using a matched filter to find it.
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Again a matched filter is used to try to find the packet preamble, but care must be taken to
normalize the amplitude and offset of the incoming waveform. The output of the matched
filter is passed to the packet detection decision block.

The packet detection decision block needs to determine when a potential packet has
been found using a threshold set on some linear combination of the RSSI edge detection
and the FM preamble detection. Relying solely on the RSSI detection tends to miss packets
with low SNR, while relying solely on the preamble detection tends to falsely trigger on
random noise. It’s important to realize that this is a hard decision, and therefore it is better
to err on the side of false positives. If valid packets are missed, there is no way to recover
the data, but if noise is misclassified as a packet, it will be caught by the decoder or packet
checker later in the pipeline.

Once a packet is detected, we can start to extract the individual bits from the packet.
Doing so requires the packet parser to be synchronized to the bitrate of the encoded packet.
Luckily the packet’s preamble, which is often a Barker code, allows us to do this easily and
was already done as part of the packet detection algorithm. Once the synchronization is
known, a mean filter (i.e., running average) is used to compute the average over the width
of one bit. The output of this filter is then sampled to get the value of each bit. Once a
value has been determined for each bit, this data is sent to the decoder in order to remove

the channel coding and extract the underlying data.

6.3.2 Decoder

The decoding process is greatly dependent on the type of source and channel coding used
to encode the data. In order to illustrate an example decoder, this section will refer to the
combined RLL/ECC code known as “French90-1c¢” that is described in Section[4.6.3] Since
this is a convolutional code, it can be decoded using a Viterbi decoder. The state machine
for the French90-1c code is shown in Figure [6.8]

The most straight forward approach would be to directly use the sequence of bits out

of the packet parser along with a Viterbi decoder to extract the original data given the state
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Figure 6.8: French90-1c combined ECC/RLL code state diagrams: (a) outputs channel bits, (b)
outputs channel pulse widths.

machine for the French90-1c code, shown in Figure [6.8]a).

However, this approach is not always available. Although the packet parser described
in the previous section outputs values for each bit, this is not the only type of packet parser.
Some packet parsers, including the first one implemented for the SNUPI receiver detect
the transitions between the bits rather than the values of each individual bit. Therefore, the
output of the packer parser is a list of pulse widths. Although these can be simply converted
to bits and then fed into the Viterbi decoder, this can lead to many errors. Small errors in
the size of the pulses will produce missing or extra bits in the sequence of RLL bits and
therefore errors would propagate creating far too many errors for the error-correction code

to handle.

An alternative approach which is much more robust to small errors in the size of the
pulses is to map the French90-1c state machine into the space of pulse widths rather than
bits. The transformed state diagram is shown in Figure[6.8(b). Using this state machine, a

Viterbi decoder is used which computes the error metric as the absolute difference between
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the expected pulse width (i.e., from the state machine) and the observed pulse width. The
output of the Viterbi decoder represents the original packet data, which is finally passed to
the packet checker.

Note that either a soft decision or hard decision decoder can be used, although perfor-
mance should increase with the use of a soft decision decoder. In addition, some decoders,
like the Viterbi decoder, output a metric which represents the likelihood that resultant bit
sequence represents a real packet. This metric can therefore be used with a threshold to

eliminate bad packets before encountering the packet checker.

6.3.3 Packet Checker

The packet checker will ensure that the data returned from the decoder has no errors. Often
error checking codes like parity bits or CRCs are embedded into the packet structure to
accommodate this check, as discussed in Section @ In addition, the packet checker could
check the node ID, packet ID, or data values for validity. If no errors are found, then the
packet checker, which is aware of the packet structure, will break the packet down into each

of its individual parts and return them to the application code.
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Chapter 7
CONCLUSION

In this dissertation, I describe a novel indoor wireless sensor network called SNUPI
(Sensor Network Utilizing Powerline Infrastructure) that overcomes the traditional power/
range trade-off posed by wireless sensor networks by leveraging the existing power line
infrastructure in buildings. In this new wireless sensor network, a single base station re-
ceiver is connected directly to the power line (i.e., plugged into an outlet). Each node in the
sensor network transmits wireless signals that couple to nearby power lines, thus creating
signals that travel through the power line infrastructure to the base station receiver. In this
way, the sensor nodes can transmit at much lower power because the signals do not need
to propagate over-the-air for the entire path to the base station receiver; they only need to
propagate to the nearest power line. In this dissertation, I have built upon earlier work, us-
ing the power line as a receiving antenna for communications, to thoroughly investigate the
details required to make such a wireless sensor network both practical and robust. I have
explored this new power line coupled communications channel and discussed the designs
and application-specific optimizations of each element of the sensor network, including the

communications protocol, the sensor node, and the base station receiver.

SNUPI networks have a number of strengths over traditional wireless sensor networks.
Much of the focus in this dissertation has been on the power consumption and lifetime
advantages, but SNUPI’s benefits are not limited to these aspects. SNUPI networks are
ideally suited for many indoor applications in which it is preferable to place the sensor
at the periphery (e.g., behind the walls or under appliances). It is in these locations that
traditional over-the-air wireless sensor networks tend to fail. They work best when there is

a line of sight between the transmitter and the receiver, and therefore the center of a large
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room is ideal. With a SNUPI network, the ideal locations are inverted. At the center of
a large open room, SNUPI nodes are far from the power lines, and therefore in a position
of very weak signal. However, when placed at the periphery, either along or inside the
walls, or behind or under the appliances, SNUPI nodes thrive. These locations position the
nodes very close the power line or very close to appliances which are themselves part of
the electrical infrastructure. This is another important reason why SNUPI nodes are ideally

suited for many indoor sensing applications.

Despite the many advantages of SNUPI networks in indoor environments, they still
have a number of limitations, and will therefore never replace traditional over-the-air wire-
less sensor networks. It seems almost obvious, but is worth clarifying that SNUPI networks
only work when in close proximity to the power line infrastructure. This eliminates the vast
majority of applications in which wireless sensor networks have already been widely de-
ployed in outdoor settings (see Section [2.1.1] for details). However, SNUPI networks also
have severe limitations in indoor environments. Since the SNUPI network is currently uni-
directional, the reliability and robustness of the network is extremely limited. Since there
is no way for a node to be sure that its data has made it to the base station receiver, there
are no guarantees on the reliability of the network. The use of multiple retransmissions
(see Section4.2)) and forward error correction (see Section4.6) can increase the probability
that data arrives. In fact through statistical proof any arbitrary level of reliability can be
obtained; however, it can never be certain that the data will arrive. Furthermore, the use of
the HF band for the power line coupled wireless channel dramatically limits the bandwidth
available for communications. As a result of this narrow bandwidth, SNUPI networks can-
not take advantage of sub-channels in order to reduce the probability of collisions. SNUPI
networks will also never be able to stream live audio or video media, as the HF band sim-
ply does not have enough bandwidth. For these reasons, SNUPI network will never replace

traditional wireless sensor networks.

Despite the limitations of SNUPI networks, they have a number of advantages which

allow them broaden the number of practical applications of wireless sensor networks. Al-
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though sensor networks have been around for decades, they still have not made a stronghold
in our homes. The smart home, home automation, and internet of things movements have
helped to develop application domains in which household wireless sensor networks can
dominate, yet none of these movements have yet gone mainstream. I’m very proud that
my startup company, SNUPI Technologies, is currently working to develop smart home
products which use the SNUPI wireless sensor network, but time will tell if the technology

will have commercial success.

7.1  Summary of Contributions

In addition to the introduction of the power line coupled wireless channel and the SNUPI
network in general, there are number of specific contributions that have been made through-
out this dissertation. Some of these contributions apply only to the power line coupled
wireless channel or the SNUPI network specifically, while others are more broadly appli-
cable. This section will mirror the structure of the dissertation and point out some of the
specific research contributions made in each chapter.

Studying the properties of the power line coupled wireless channel rank as some of
the most important contributions toward the design of any SNUPI sensor network. My
extensive 15 home background noise data collection, consisting of over 130 days and over
2 TB of background noise data will continue to provide useful insights into the power line
coupled wireless channel for years to come. Although the analysis of this data presented in
Section [3.2.2]is very preliminary, the dataset can be used to achieve a better understanding
of the strengths and weaknesses of the channel. In addition, this dataset can be used for
determining an algebraic noise model for the channel, and for determining the best type of
forward error correction to use for SNUPI networks. In addition, another data collection
effort yielded path loss measurements in 5-19 different locations in each of 15 homes.
These path loss measurements help us answer questions about how to efficiently construct
SNUPI networks, and how the network performance varies with location.

Thus far, my contributions on the communications channel have mostly been focused
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on developing a bandwidth model which can used for optimizing the bitrate and frequency
deviation for optimal performance. Additionally, much work has gone into the development
of forward error correction schemes which are ideally suited to SNUPI networks, given the
noise and interference present in the power line coupled wireless channel. Although much
of the work on the forward error correction is in its early stages, I have set the groundwork

for this type of research.

The vast majority of my contributions have been made in the development and inves-
tigation of the design of the SNUPI sensor node. This includes a battery discharge ex-
periment lasting over 4 months, and scheduled to continue long after this dissertation is
submitted. The battery testing and analysis, although still rather preliminary has contribu-
tions that go well beyond the design of SNUPI sensor nodes. A thorough understanding
of the behavior and lifetime of batteries under very bursty loads is crucial in a number of
wireless devices and other battery powered electronics. As leakage currents are reduced in
modern electronics, the battery life of such devices will continue to grow, and it will be-
come increasingly important to understand how the batteries will behave throughout their

lifetime in such devices.

I have also made a number of contributions in the design and implementation of the
wireless transmitter used on SNUPI sensor nodes. This includes both analog and digital
implementations of the transmitter as well as an implementation which uses the MSP430
microcontroller as the primary component in the design of the transmitter. Although these
designs were made specifically for the SNUPI sensor node, many of the ultra-low-power
techniques can be applied to other transmitters, and the case of the MSP430-based design,

they can even be applied to entirely different applications.

I also made a number of contributions in the design and modeling of electrically small
wire loop antennas. Both my antenna model and my antenna measurements can be applied

to other applications of these types of loop antennas.
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7.2 Future Work

Although this dissertation encapsulates nearly 5 years of research and development on
SNUPI wireless sensor network, there still much work to be done. This section will mirror
the organization of the dissertation and highlight some of the main areas for future work in
each chapter.

Chapter [3| describes an extensive data collection of the background noise on the power
lines in 15 homes. Although Section [3.2.2]begins to analyze this data, there is a significant
amount of further analysis to be done. First, the analysis discussed in Section looks
only at a 10 kHz bandwidth of noise; however, data was collected at 50 Hz, 100 Hz, 500 Hz,
1 kHz, 5 kHz, 10 kHz, and 50 kHz bandwidths. Each of these bandwidths should be
individually analyzed and then compared. In addition to helping us gain an understanding
of the channel properties of each bandwidth, this will help us answer questions about how
much bandwidth the power line coupled wireless channel can support. It would also be
very useful to try to develop an algebraic model of the noise on the power lines in order to
better design communications protocols that are optimized to this channel. Such a model
will need to incorporate the interference present on the power lines, and the bursty nature
of the noise. To do this will require looking carefully at the raw data samples which were
collected in addition to the noise statistics. It would also be very useful to look for patterns
in the noise to see if there are any correlations with the time of day, or types of loads that
are on in the home.

Much of the insight gained from a channel noise model can be directly applied to the
communications protocol discussed in Chapter 4] As mentioned above, an algebraic noise
model would allow for mathematical optimization of many aspects of the communications
protocol. Most importantly, such a model would greatly aid in the development of the for-
ward error correction. Although Section .6 discusses several different options for channel
codes which can be applied to the SNUPI networks, all these different codes are simply
compared based on the assumption of an AWGN channel. Instead, we need to test each

of these codes on the PLCW channel. Since there are far too many codes to implement
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and test in real SNUPI networks, the codes should be compared via Monte Carlo simula-
tions. The raw noise samples that were collected in a number of homes can be used to run
these simulations, although an algebraic model would still be greatly preferred. Once high
performing channel codes have been identified through simulation, I’d like to implement
them in real SNUPI networks to evaluate their real-world performance. Finally, I like to
perform a comparison between the simulation results and implementation results in order
to gain a better understanding of the strengths and weaknesses of the simulations. I would
also like to look more deeply into using rateless codes like RCPC codes in order to help
SNUPI networks recover from the loss of whole packets due to long noise bursts. I would
also like to explore hybrid coding schemes which use both convolutional and block codes,

as is commonly done in other communications networks.

As was mentioned several times in this dissertation, the biggest limitation of SNUPI
networks is the reliability and robustness issues related to the unidirectional nature of the
network. In the future, I’d like to explore ways in which the robustness can be improved by
leveraging unique properties of the power line coupled wireless channel. One such property
is the fact that the power lines also carry high voltage 60 Hz signalﬂ It has been shown
that this 60 Hz wave radiates off of the power line, and can be sensed throughout the space
inside of the building [42,43]]. My assumption is that the strength of the 60 Hz radiated line
noise is correlated with the proximity to the power line, and thus may be correlated to the
path loss in a power line coupled wireless channel. In other words, if a SNUPI node can
sense a very strong 60 Hz signal, then it may assume that there is low path loss between
the node and the base station receiver. For fixed nodes (i.e., nodes which are placed in a
single location during the installation of the network and then don’t move), I can use the
amplitude of the 60 Hz line noise to provide feedback to the installer, perhaps in the form
of LEDs. This feedback can help the installer place the node in a location in which is has a

good quality link with the base station receiver. Remember that there is no receiver on the

150 Hz is some countries. For brevity, I will refer to this is as just 60 Hz
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nodes, so there is no other way for them to know whether or not they are in a good location.
For mobile nodes (i.e., nodes which will move around within, and perhaps outside of the
network area), I can use the amplitude of the 60 Hz line noise to allow them to send their
data only when they have a sufficiently high quality link. It would be a waste of energy
for the node to transmit data if it is unlikely for the data to be received by the base station.
However, using the strength of the 60 Hz line noise, the node can determine when it is
in a good location, and then only send its data at that time. This is particularly important
because the node will never know if its data arrives successfully at the base station, and
thus it would be nearly impossible to implement a SNUPI network of mobile nodes unless

the nodes have some confidence that their data will be received.

An alternate way to provide some robustness to the SNUPI network is to provide a
simple receiver to the SNUPI nodes, even if it is only for getting an acknowledgment that
data was received by the base station. A simple way of doing this may be to modulate the
power line load in order to send very low data rate acknowledgments to the SNUPI nodes.
It is known that appliance noise on the power lines radiates and can be easily received
anywhere inside the building [42,43]]. I have found that the triacs found in dimmer switches
emit large amounts of radiated noise and can be easily received over the air. Furthermore,
the dimmer level, which corresponds to the phase angle at which the triac is activated can
also be easily seen in the radiated noise. Since a sensor node can easily detect the presence
and phase of the triac from the radiated noise, data can be encoded using a triac load on the
power line. In the simplest form, the triac (or other load) can be turned on and off at some
rate < 60 times per second. This would allow communication at an extremely low rate of
60 b/s. Although this is horribly slow, it would enable acknowledgments to be sent back to
the SNUPI nodes. By varying the phase in the 60 Hz wave at which the triac is triggered,
data can be sent at a higher rate. In this case, we can send 60 messages per second in
which each message can be an analog value (i.e., the phase) or a digital value, simply by
discretizing the phase. The ability to send acknowledgments to the SNUPI nodes opens

the door on the number and types of applications which could benefit from SNUPI. The
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ability to send acknowledgments allows ARQ-based error correction to be implemented in

addition to a wide variety of MAC protocols.

Enhanced MAC protocols can also be enabled using time synchronization. The idea is
to use the radiated 60 Hz line noise to time synchronize the nodes, as proposed by Rowe et
al. [[184]. The ability to have time synchronization between the SNUPI nodes allows them
to communicate over the channel in a way in which they can minimize collisions using
an enhanced MAC protocol, such as time division multiple access (TDMA) or Slotted-
ALOHA. TDMA could be implemented in the form of a fixed time slot for each node,
or a slotted-ALOHA MAC in which several nodes share each slot. It would also be very
useful to use both the line synchronization and the data acknowledgment (described above)

to implement more complicated MAC protocols on the SNUPI network.

The reliability and number of potential applications for SNUPI networks would increase
dramatically if a full receiver could be implemented on the SNUPI nodes. For several years
this idea has been criticized because doing so would require significant complexity and
draw a significant amount of power, thus making the power benefits of SNUPI disappear.
One of the reasons for this argument is that according to the FCC regulations, the base
station has the same transmit power limit as the node’s transmitter, and this means that
the receiver on the nodes needs to be just as good as the one on the base station. It has
been assumed that this is not feasible because the base station receiver is very complex and
power hungry (since the network was designed to minimize power and complexity at the
transmitter). Recently however, I am beginning to think that putting a low power receiver
on the SNUPI nodes may in fact be feasible. First, although the base station would have
the same power limit as the nodes, the current 13.56 MHz implementations of the node are
transmitting at about 50 dB below the FCC limit. Furthermore, recent receiver performance
analysis has shown that in many locations, the performance is limited by the noise and
interference on the power lines, and the not the path loss. The receiver on the nodes would
not see this background noise and thus could be able to receive lower power signals. I think

this is a very promising direction for SNUPI that is certainly worth pursuing.
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In addition to adding new capabilities to the SNUPI nodes, there are a number of im-
provements that can be made to the current designs. Although most SNUPI implementa-
tions use the discrete digital IC implementation of the transmitter described in Section[5.3.2]
this design is not very efficient, and therefore the power consumption could be reduced dra-
matically by using a custom analog design. For example, the use of a class C or class E
amplifier for the power amplifier would likely improve the efficiency greatly over the 7400s

currently being used.

A significant amount of additional testing is needed to draw more conclusions from the
battery analysis. Most important, we need to quantify the effect that the transmit time, duty
cycle, and transmit current have on the available capacity of the battery, as this quantity is
crucial to the current battery life model. It will also be very important to look at the effect of
temperature variation on the battery model, as the current experimentation has completely
ignored all temperature effects. Furthermore, the current testing and modeling is based
on a constant resistance model of the load, while many wireless systems have a constant
current load. I’d also like to look beyond the use of 3 V battery cells. For example, I think
it would be very useful to build a SNUPI sensor node which can run off a single 1.5 V
cell. In addition, I’d like to build a hybrid regulated/unregulated power supply as described
in Section [5.1.4] T also think that SNUPI is an idea sensor network to leverage harvested
energy either in combination with or in place of the battery, and would like to explore these
possibilities further.

I would also like to continue to refine the antenna model described in Section [5.4l
I"d like to perform better comparisons between the modeled antennas the actual antennas
in order to identify the strengths and weaknesses of the model. I think it is also very
important to study the mapping between different antenna parameters and the antenna’s
ability to couple its signals onto the power line. Although all antenna development to
date has focused on inductively coupled antennas, I’d also like to explore electric field
or capacitively coupled antennas. I suspect that capacitively coupled antennas will work

particularly well for coupling signals onto the human body, as described in Section
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Finally, there are number of improvements that can be made to the base station re-
ceiver. Future designs of the receiver can include an active impedance matching network
which continually probes the power line impedance and adapts the matching network when
the power line impedance changes. I think it would also be very useful to measure the
impedance on the power line over a long duration in a number of homes in order to under-
stand the challenges and/or importance of such a design. I also think it would be useful
to use all of the power line connections in a diversity combining receiver rather than using
just a single connection. Although this requires completely replicating the entire receiver
pipeline three times, it may suffice to simply add two or more of the power line connec-
tions, or take some other linear combination of them. Alternatively, the different power
line connections could be multiplexed in order to effectively monitor all three, but each at

a lower rate.

In addition to the research and development of each component of the SNUPI network,
there are number of questions that arise from the fact that the exact mechanism with which
the electromagnetic signals are coupled onto the power line is not well understood. For
example, where does this coupling take place? Can the coupling occur anywhere along on
the power lines, or only at appliances, switches, outlets, and junction boxes, where the wires
separate away from each other? In addition, what is the effect of other grounded objects
in the home? I have observed strong coupling to the power line infrastructure in locations
with no nearby power lines, but instead copper plumbing (e.g., in parts of a bathroom). It is
hypothesized that this coupling onto the power line is occurring through the copper pipes,
which themselves are grounded just like the power line infrastructure; however, the exact
mechanism is still unknown. Similarly, we can postulate whether SNUPI networks will
work better or worse in buildings with shielding wires (e.g., most commercial buildings).
If the coupling generally occurs along the length of a wire run, then shielded wire should
dramatically degrade the performance of a SNUPI network; however, if it generally couples
from the appliances, switches, outlets, and junction boxes, then no degradation will be seen.

Furthermore, if the shielding, which itself is grounded, can also act as part of the receiving
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antenna, then the system may even work better in these environments, just as has been
observed for the plumbing infrastructure. Questions about the type of home construction
also arise, since the coupling mechanism is not fully understood. Are there certain types
of homes for which SNUPI doesn’t work at all? The 15 homes in which the power line
coupled wireless channel has been tested and analyzed were all from the same region (i.e.,
the greater Seattle area) and therefore did not represent a wide variety of different home
types. Through the commercialization effort, hundreds of homes around the U.S. have
now been tested, but many more are needed in order to answer many of these fundamental

questions.

There are also a number of practical concerns to be worked out when working with
SNUPI networks. The first of which is the wireless range: how close to the power lines
does the transmitter need to be in order to couple its signals onto the infrastructure? This
is a very difficult question to answer in general; as it depends greatly on nature of the
infrastructure at each location in addition to the placement and orientation of the transmitter.
The best way to approach answering this question would be to break the path loss into two
components: the loss in coupling to the power line and the attenuation along the power
line path. Doing this experiment would not be too difficult, as the total path loss can be
measured using the procedure described in Section [3.3] In addition, the attenuation inside
of the power lines can be measured by injecting a signal of known amplitude at the position
on the power line closest to the transmitter, and then measuring the received signal at the
receiver. By subtracting (i.e., in dB) the power line attenuation from the total path loss,
the result will be the coupling loss. However, in order to get a generalizable result, these
measurements would need to be done at many different locations around each of many
homes, with different positions and orientations of the transmitter at each location.

In addition to range, sensor network practitioners often care about the density of nodes,
or the number of sensor nodes that the network can support. Since the current implemen-
tations of SNUPI are unidirectional and share a single channel using the ALOHA protocol,

the maximum number of SNUPI nodes is a function of their range, duty cycle, and the
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amount of data loss that can be tolerated for a given application. The probability of packet
loss can be computed as a function of the number of nodes within range and the duty cycle
using the equation presented in Section[4.2] However, the key phrase here is the “number
of nodes within range.” This notion of range is different from the wireless range discussed
in the previous paragraph. Here, I am referring to the range of a node’s data either over
the air or through the power line. For example, if several different SNUPI networks share
a single power line infrastructure (e.g., in an apartment building with a different network
in each apartment), then collisions can still occur between these different networks since
they share the same medium (i.e., the power line). This begs the question: how far do
SNUPI signals propagate within the power lines? Could networks in nearby, yet distinct
buildings observe collisions from networks in other buildings? Although more study is
needed to fully answer these questions, it is believed from initial testing and understand-
ing of the systems in question that the SNUPI signals do not propagate through electrical
meters or pole-top transformers. Therefore, individual buildings will not observe collisions
from other SNUPI networks via conduction over the power lines; however, multi-tenant
buildings (e.g., apartments) will have these types of issues, and therefore fewer nodes can
be supported per “sub-network.” However, individual buildings can still observe collisions
via over-the-air coupling between the wires in each building, or from a sensor node placed
near the boundary between the two buildings. More experimentation is needed in order to
fully answer many of these practical issues related to range and density.

In addition to further exploring the practical issues of SNUPI networks in general, future
work should also focus on the applications of SNUPI networks. Although this dissertation
focuses almost entirely on in-home SNUPI networks, they can also be applied to commer-
cial and industrial applications. In these scenarios, the power line coupled wireless channel
will likely look very different in terms of noise and interference, and different challenges
will likely be faced. I hope that this dissertation stands a guide to anyone interested in
designing future SNUPI networks in new applications domains in order to further push

forward the boundary of technology and innovation.
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