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Computer Science and Systems

Artificial Intelligence (AI) based applications provide a lot of convenience but often rely

on sensitive data of a personal nature to work well. AI pipelines raise input privacy concerns

when AI models need to be trained across combined data from multiple data holders who may

not be willing or even legally allowed to disclose their data to each other. Similarly, output

privacy concerns arise when trained AI models are deployed in production and inadvertently

leak private information about the individuals in the training data.

A popular approach to address input privacy is Federated Learning (FL), a paradigm in

which models are trained in a distributed manner so that raw personal data never leaves the

source. State-of-the-art techniques to mitigate output privacy risks use Differential Privacy

(DP), which obfuscates the presence of individual records in the training data by adding

noise. Existing solutions combining traditional FL and DP to provide input and output

privacy at the same time typically cater to specific data partitions (horizontal or vertical)

and sacrifice a lot of accuracy to achieve privacy.

In this dissertation, we focus on providing both input and output privacy guarantees

when data is distributed across multiple data holders irrespective of the data partitioning.

We provide solutions to preserve privacy when (a) training discriminative machine learning

models for prediction; (b) mitigating biases in model predictions; (c) training AI models



for synthetic data generation. All our solutions are grounded in novel Secure Multi-Party

Computation (MPC) protocols to provide input privacy for any data partition – offering a

single solution for horizontal, vertical, or mixed partitions. To simultaneously provide output

privacy while maintaining high utility, we leverage the idea of a “DP-in-MPC” paradigm

through the development of MPC protocols that emulate centralized DP even when the data

resides with multiple data holders in a distributed manner. Our research is characterized

by the quest for such solutions that (1) enable training of high utility AI models, (2) in a

manner sufficiently efficient for use in practice, (3) without compromising individual privacy.
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Chapter 1

INTRODUCTION

“The important thing is not to stop

questioning. Curiosity has its own

reason for existing.”

Albert Einstein

Every morning, Alice wakes up and checks her phone. As she does, her device silently logs

her location. Her fitness tracker records her sleep patterns and heart rate. When she browses

for a product online, an invisible network of advertisers competes to serve her personalized

ads. Later, as she scrolls through social media, algorithms analyze her behavior to predict

what content will keep her engaged the longest.

Each of these seemingly mundane activities generates data and leaves a digital trace –

an imprint of habits, preferences, emotions and our intimate concerns. From ordering coffee

on a mobile app to consulting a doctor via an online patient portal, nearly every facet of our

modern lives takes place in the digital realm, generating an expanding web of our personal

data.

Beyond our voluntary online activities, stakeholders in critical domains such as health-

care, finance, education and governance collect, store and process large amounts of our sen-

sitive information, both digital and non-digital. Medical documents record our physical and

emotional vulnerabilities, financial transactions reveal our financial position and economic

stability, educational data tracks our academic performance and disciplinary history, govern-

ment systems record our employment history, tax and household information, immigration

status and compliance.
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Such disclosure of personal information and data collection, at its core, isn’t inherently

problematic. Indeed, it enables access to essential services such as welfare benefits includ-

ing mortgages and credit cards, medical care, legal services, and supports efficient resource

allocation and societal infrastructure [6]. Data fuels innovation, driving progress across in-

dustries. Tech giants and private organizations harness information to optimize efficiency,

maximize profits, and deliver better services. In return, individuals gain personalized expe-

riences and conveniences, while retaining little control over how their data is used or who

can access it.

The rise of artificial intelligence (AI) has revolutionized how this data is used, making

significant advancements across various domains. AI thrives on data, extracting insights

that were previously unattainable. AI analyzes electronic health records, genetic data, and

real-time patient monitoring to enhance medical diagnostics and personalize treatments [7, 8,

9, 10, 11]. Financial institutions feed customers’ transaction histories and spending patterns

to AI systems to detect fraud and assess credit risk [12, 13, 14]. Governments leverage

demographic and behavioral data for welfare distribution and predictive policing [15]. AI

powers recommendation systems for personalized services based on user interactions [16, 17,

18]. These AI-based applications require large amounts of sensitive data, amplifying both

the benefits and risks in our increasingly data-driven world.

The incentives for data collection are clear – data is immensely valuable. It is often said

that “Data is the new Oil” [19, 20]. But at what cost?

As AI systems evolve, they rely on more granular and personal data. Our personal data,

once captured, might persist indefinitely in the digital realm. It can be analyzed, shared,

misused and monetized in ways that remain largely invisible to us. Privacy breaches and

data misuse not only affect individuals but also impact society as a whole.

At the individual level, privacy breaches can lead to identity theft, financial fraud, dis-

crimination, and psychological harm [21]. AI software can be built using the data to generate

deepfakes that can manipulate people in harmful ways [22, 23]. Personal health data can be

sold to third parties and then be used for targeted advertising or even denied coverage by
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health insurers [24, 25]. Data collected from browsing history, purchase behavior, and demo-

graphic details can lead to price discrimination [26]. The very data that powers AI-driven

systems also fuels mass surveillance, targeted manipulation, and algorithmic discrimination.

AI driven facial recognition can be used to track individuals with or without their consent, vi-

olating personal privacy [27]. Personal data collected by social media platforms can generate

targeted ads and manipulate behavior [28, 29, 30, 31].

The data collected to build AI systems often includes sensitive attributes such as race,

gender, or socioeconomic status. When such data is collected and used without regulation

or oversight, AI systems can exhibit biased outcomes that reflect and reinforce historical

prejudices and societal inequalities. For example, AI systems may unfairly reject loan ap-

plications based on biased historical data [32], favor candidates in hiring decisions based on

demographic characteristics such as gender or ethnicity, even when these are irrelevant to

job performance [33, 34], or enable law enforcement algorithms that result in inequitable

policing and racial profiling [35, 36]. These biases are not just technical glitches , they reveal

how AI systems can unintentionally discriminate against individuals, especially when built

on personal data. Sensitive attributes that should be protected become vectors for discrim-

ination and unfairness. Even when AI systems are build without directly using sensitive

attributes, disparities can still emerge due to underlying correlations in the data. While nu-

merous mitigation strategies have been proposed to build fair AI systems and detect biases,

these approaches typically require access to the very sensitive attributes that created the

problem in the first place [37, 38]. This raises additional privacy concerns, ensuring fairness

in AI systems often comes into tension with protecting individual privacy, especially when

sensitive data is needed to audit or correct AI systems.

The consequences of privacy leakages and misuse at societal level are equally concerning.

The 2018 Facebook-Cambridge Analytica scandal best illustrates this, where personal data

was collected without consent and used to manipulate political opinions [39]. Such incidents

reveal how privacy breaches can “spur filter bubbles, amplify disinformation, and increase
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political polarization, with implications for democratic elections and even societal safety”1.

The rise of generative AI (GenAI) has further heightened these risks2. ChatGPT3 leaked

user payment data and accidentally leaked company secrets belonging to Samsung [40, 41].

These concerns raise serious questions about data control, usage, and the meaning of

privacy in this era. To fully reap the benefits of AI, we must address these concerns and

foster trust. Users need confidence that AI systems will deliver value while safeguarding

their privacy. We must design AI systems that are not only powerful but also responsible

and trustworthy.

Regulations like the General Data Protection Regulation (GDPR) [42] and the California

Consumer Privacy Act (CCPA) [43] attempt to address these concerns by enforcing data

protection policies. However, legal frameworks alone are not enough. They are often reactive,

hard to enforce, largely non-technical, and slow to keep up with the pace of AI development

[44]. A more fundamental approach is required – one that embeds privacy into the very fabric

of data collection and AI pipelines. This is especially critical in distributed environments,

where data from multiple sources (such as organizations or silos) must be analyzed collectively

without compromising individual privacy [45].

Synthetic data, artificially generated data that retains the statistical properties of real

data without exposing any personally identifiable information, is increasingly being adopted

in practice as a privacy-preserving solution to the problem of data access and safeguarding

privacy of individuals [46]. When generated from data originating across multiple sources

in a distributed environment, synthetic data can offer a rich and diverse alternative to any

single dataset. Synthetic data is often considered privacy-preserving and can be shared

or reused across systems for multiple purposes, thereby, promoting open and reproducible

research, especially in critical domains such as healthcare. However, this apparent solution

1https://www.cylab.cmu.edu/news/2022/02/22-roots-of-privacy.html

2According to Gartner Inc, more than 40% of AI-related data breaches will be caused by the improper use of

GenAI across organizations and nations by 2027.

3chatgpt.openai.com

https://www.cylab.cmu.edu/news/2022/02/22-roots-of-privacy.html
chatgpt.openai.com
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introduces a recursive problem: synthetic data generators are themselves AI systems or

statistical algorithms that typically require collecting real data from multiple sources into a

single location. This centralization raises the very privacy concerns of personal data collection

that synthetic data initially sought to alleviate.

As AI becomes deeply embedded in decision-making across healthcare, finance, and gov-

ernance, ensuring privacy is no longer just a legal requirement, it is an ethical imperative. It

has also given rise to a perceived tension between the desire to protect data privacy on one

hand, and to promote an economy based on free-flowing data on the other hand [47].

This dissertation tackles the fundamental challenge in today’s data-driven AI world of

easing this tension: how can AI systems use sensitive and private data while safeguarding

privacy of individuals – especially when data is fragmented across organizations such as

hospitals, clinical research centers, or banks? Our research addresses a critical tension in

society by bridging the gap between data protection regulations and the growing need for

data-driven AI [47]. Through our research, we’ve shown that privacy protection doesn’t have

to hinder AI progress – it’s possible to develop and apply AI to sensitive data responsibly,

enabling innovation while safeguarding privacy.

1.1 Concept of Privacy

We argued above that one’s privacy must be preserved when using AI-powered systems. But

what is privacy? While privacy is not a new concept, its meaning has evolved over time,

often intersecting with various fields such as philosophy, social sciences, and psychology.

More recently, it has expanded to include social and digital dimensions, giving rise to what

is often referred as “digital privacy” [48].

Since the earliest days of human evolution, humans instinctively sought out private and

sheltered spaces, not only for physical protection but also to establish personal boundaries

and sense of control over their environment [49, 50]. As societies evolved, the notion of

privacy extended beyond physical spaces to include protection of communications, personal

property, and reputation. Laws and regulations were established to incorporate this notion
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of privacy, for example, the Fourth Amendment to the U.S. Constitution protects against

unreasonable searches and seizures, and this protection extends to sealed mail.

With rise of technology, particularly affordable cameras, and journalism, private moments

became increasingly publicized. In 1890, the seminal article “The Right to Privacy” in the

Harvard Law Review demanded privacy to be called as the right to be let alone, which can

be interpreted as shielding private lives from public exposure [51]. Later, the “Universal

Declaration of Human Rights”, adopted by the United Nations in 1948, addressed privacy

at the international level.

The advent of the Internet and digital technology, driven by widespread data collection,

further fueled privacy concerns. Alan Westin in one of his most influential books defined

privacy as “the claim of individuals . . . to determine for themselves when, how and to what

extent information about them is communicated”, which is very relevant in this digital age

[52]. As technology and concerns surrounding security and privacy grew, so did the laws and

regulations about them all around the world (such as FTCA, FERPA, Privacy Act of 1974,

TCPA, HIPAA and COPPA in the U.S)4. One of the most impactful is the EU-General Data

Protection Regulation (GDPR), which came into effect in 2018 and was based on the EU

Data Protection Directive of 1995. It set the global standard for data protection and led to

further laws and regulations, such as the CCPA and various U.S. state laws, Brazil’s LGPD,

Japan’s APPI, India’s DPDP Act, Canada’s PIPEDA, and Australia’s Privacy Act.

With the rise of big data, AI, advanced analytics, and distributed computing over the

past two decades, privacy has become an increasingly complex and multifaceted concept.

It is contextual in nature, varying in meaning across individuals, societies, and cultures

[53]. Due to large-scale data collection and deployment of AI, issues such as data breaches,

mass surveillance, and the misuse of personal information have increased global awareness

of privacy and other risks leading to broader laws such as the EU AI Act, 2024 and various

State AI laws in the U.S. In this era of digital and scoial media, the boundaries between

4https://safecomputing.umich.edu/protect-privacy/history-of-privacy-timeline

https://safecomputing.umich.edu/protect-privacy/history-of-privacy-timeline
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public and private life have become increasingly blurred. So, what does privacy mean today?

It is no longer a fixed or absolute notion. It depends on context, intent, and usage.

Given how complex it is to define privacy today, this dissertation will focus on privacy

from a computer science (CS) perspective which will follow pre-defined notions and goals of

privacy in the CS literature detailed in the next section.

1.2 Privacy in AI

Artificial Intelligence (AI) refers to the development of computers and machines that can

mimick human-level intelligence and perform tasks typically carried out by humans. Machine

Learning (ML) is a major subfield of AI that enables computers to learn from data and

improve their ability to perform specific tasks without being explicitly programmed5. After

learning from data, ML systems are used to make predictions on new, unseen data.

ML based systems typically follow the pipeline illustrated in Figure 1.1 to learn from data.

This pipeline involves multiple stakeholders, such as data holders, model developers and

service providers, end users and service consumers, each with their own privacy requirements.

Each stage of this pipeline has its own privacy vulnerabilities and risks that need to be

addressed.

1. Data Collection and Aggregation. AI is data hungry: the more data available, the

better AI models can learn and make accurate decisions. In some cases the data owned

or held by a single entity is sufficient to develop an ML model. In such scenarios, the

data holder itself often serves as the model owner, service provider, and consumer. An

example of this is NYUTron which was developed by New York Univeristy (NYU) based

on a decade’s worth of clinical notes from NYU Langone Health’s inpatient records and

is freely available for use by all NYU Langone Health (NYULH) faculty and staff [54].

More often than not, the data held a by a single entity is not sufficient to build better-

performing ML models. For instance, a clinic aiming to analyze rare diseases such as

5In this dissertation, we will use AI and ML loosely to refer to the concept of “learning from data”.
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Figure 1.1: Input and Output Privacy. Data collection, training, and inference in ML

pipelines involve multiple stakeholders, each with their own privacy requirements: data

holders at inference and training stages expect input privacy, model owners expect output

privacy. In the centralized paradigm, as shown here, all data holders must trust the single

service provider and model owner.

Neurofibromatosis Type 1 (NF1), which affects roughly 1 in 3,000 individuals, using AI

may lack sufficient patient data. Data then needs to be collected from multiple sources

such as multiple clinics and silos, a data distribution scenario commonly referred to as

cross-silo settings (i.e. across multiple organizations). This need is illustrated by efforts

such as the National Institutes of Health (NIH)’s AIM-AHEAD Federated Networks pro-

gram, which “seeks to empower biomedical research by establishing a decentralized, data

network that respects data privacy and sovereignty” [45]. Another example where AI

benefits from distributed data is in applications like smartphone keyboard apps, which

learn to improve word predictions based on individual typing behavior; this is known
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as a cross-device setup (i.e. across many end users). In both the setups, cross-silo and

cross-device, the step of data collection and aggregation is usually carried out by a third

party (or one of the participating organizations), which typically builds the (proprietary)

model and provides services, therefore acting as the model owner and service provider.

At this stage of data collection and aggregation, especially when a third party is involved,

there are risks of unauthorized data sharing, lack of informed consent from individuals,

potential data breaches during aggregation, and the re-identification of individuals even in

anonymized datasets [55, 56, 57]. Data holders aim to protect against these vulnerabilities

, for example, clinics are responsible for safeguarding patient data and are regulated by

laws such as GDPR, HIPAA and user agreements; similarly, users may be reluctant to

share personal data from their phones, such as typing patterns.

A typical privacy expectation at this stage is that personal data, especially sensitive

information such as health records or financial details, should remain protected6. To

provide such protection, data in a distributed setting (also referred to as a federated

scenario where data is fragmented across multiple organizations or individuals), remains

siloed as D1, D2, and D3, as shown in Figure 1.1, due to privacy concerns, regulatory

constraints, or competitive interests. In such distributed scenario, the expectation is to

ensure input privacy in AI pipelines, which guarantees that none of the data holders

need to disclose their raw data to any other entity, i.e. neither the other data holders,

the service providers, nor any external parties learn anything about private inputs in the

pipeline.

Note on distributed settings. In a distributed scenario, data can be distributed in

various ways as shown in Figure 1.2. where each data holder has records (rows) of data

with the same feature set. For example, in a cross-silo setup, where data is distributed

6This broadly includes expectations that the data is not freely shared, and not used in ways that could harm

or disadvantage individuals.
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Figure 1.2: Data Partitioning Scenarios. Data may be spread across multiple silos

or entities (cross-silo) or individuals (cross-device), leading to different data partitioning

scenarios – horizontal, vertical, and mixed. We are interested in a solution that works for

any of the partitions i.e. arbitrary partition.

across organizations, hospitals treating COVID-19 patients could collaborate to build a

model that predicts the length of hospital stay by combining their individual patient

records. In contrast, in a cross-device setup, the data resides on individual user devices

(e.g. smartphones or wearables), with each holding similar types of data (such as gender,

activity logs, preferences) across a large number of users. Another scenario are vertically

distributed settings, where different data holders hold different features (columns) about

the same set of individuals An example of this is an ML model that relies on lab test

results as well as healthcare bill payment information about patients, which are usually

managed by different departments within a hospital system. Data can also be distributed

in a mixed manner that fits neither the horizontal nor the vertical partitioning scheme. In

the 2023 U.S. U.K. PETs Prize competition, for instance, participants were challenged to

develop a solution for financial fraud detection with data from banks and from the Society
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for Worldwide Interbank Financial Telecommunication (SWIFT) [58]. In this scenario,

SWIFT has data about transactions between customers across banks, while each bank

has more detailed data about its own customers. Note that while cross-device settings are

almost always horizontal, cross-silo setups can also involve vertical or even mixed data

distributions, depending on how the data is partitioned.

2. Training. After the data collection and aggregation step, all the data is available in a

single location as D (an aggregation of Di’s where i = {1, 2, 3, . . .}). This is referred to

as the centralized paradigm. This paradigm assumes that all the data holders trust the

same service provider and model owner and share their private data.

The data D is further used for model development. The data is firstly pre-processed

which includes cleaning the data, handling missing values, transforming the data into

appropriate inputs such as normalizing and encoding data, and feature engineering to

create or select relevant features from the input data. At this point, the data is typically

split into (a) training data, which is used for “learning”, i.e. training an ML model, and

(b) testing data, which is used to evaluate the utility of a trained model by assessing how

well it makes predictions on new, unseen data, i.e. the data that it has not learned from.

Model developers then choose a set of model architecture(s) (also called models), which

are trained on the training data using the chosen training algorithm(s)7. During training,

the model learns the underlying patterns and relationships in the data8. The model with

best utility on testing data is then selected and deployed for service.

Specifically, the ML models can be trained to provide accurate predictions (inference),

enable unbiased predictions with higher accuracy (fair inference), or generate synthetic

data (generation). These trained models can be categorized as discriminative models that

7Pre-trained models can also be used which are usually trained on publicly available or non-private data.

These are further fine tuned on private training data.

8Training can lead to memorization of sensitive data or patterns.
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make predictions (inference) and generative models that generate new data (generation).

The training is then followed by assessing the model’s utility on testing data using metrics

defined for the specific task. Such as accuracy for classification tasks that assign labels

(example: classifying images as cats or dogs), root mean squared error (RMSE) for re-

gression tasks that predict numeric values (example: predicting prices of houses) and an

appropriate metric like perplexity for generation tasks that generate new text (example:

ChatGPT generating text, DaLLE generating images given input prompts).

During the training phase, the primary concern of service providers9 is protecting the

confidentiality and integrity of the training data (which often contains sensitive data)

and ensuring that it is not exposed to unintended parties. Furthermore, service providers

must ensure compliance with regulatory requirements (such as GDPR or HIPAA) regard-

ing data handling, storage, and processing. The risks, including privacy breaches, are

heightened in the centralized setup. These concerns have motivated the development of

collaborative and decentralized learning approaches that minimize centralized data ag-

gregation, such as federated learning (FL) [59, 60], where model training occurs across

distributed data without centralizing raw data.

Additionally, model owners are concerned with protecting the intellectual property of

the proprietary model i.e. the models need to be protected against model stealing and

reconstruction attacks [61, 62]. This includes protection against unauthorized access to

the model or tampering that could degrade the utility of the model (often referred to as

adversarial attacks) [63]. In this dissertation, our focus is on protecting the training data.

Once a model is trained that reaches the desired level of utility as assessed through the

evaluation , it is deployed as a system by the service providers for prediction or generation.

Note: One of the biggest assumptions in the training stage is the existence of a trusted en-

9The boundary between service providers and model owners is loosely defined and often depends on the

use-case. In this dissertation, we consider both the roles to overlap.
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tity, trusted by all data holders. This is a typical expectation in the centralized paradigm,

where all the data is pooled together for model development. However, in practice, such

a universally trusted entity does not exist [64]. Therefore, while model development pro-

ceeds under the assumption of centralized trust, the lack of a universally trusted entity

increases the risk of privacy breaches and undermines trust among stakeholders in the

ML pipeline.

3. Inference. During the inference phase, the service providers host the trained models

through various interfaces such as APIs, mobile applications, or web services. End users

or service consumers query the model with inputs to be predicted or prompts to be used

for generation, denoted as x.

In addition to service providers needing to protect their model and training data, end users

also expect their inference data, x, to be protected. While we acknowledge the importance

of protecting inference data, our primary focus in this dissertation is on preserving the

privacy of individuals in the training data. An adversarial end user during this stage can

perform various attacks: model stealing attempts where adversaries systematically query

the model to create a functional replica [61, 62]; membership inference attacks (MIA) that

aim to determine whether a specific individual’s data was used in training [65, 66, 67, 68];

and reconstruction attacks that attempt to recover training examples from model outputs

[69, 70]. These vulnerabilities violate data privacy regulations, and potentially expose

intellectual property and compromise competitive advantages.

To mitigate these risks during inference, service providers expect output privacy when

communicating with end users, ensuring that the outputs of a model do not reveal infor-

mation about an individual or sensitive inputs of training data, as per the given definitions

of information leakage. Output privacy is often achieved through techniques like Differen-

tial Privacy during the training phase [71]. Additionally, query rate limiting can be used

to prevent systematic querying and monitoring systems can detect suspicious activity

patterns.
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1.3 Dissertation Goals

The overall goal of this dissertation is to train effective ML models while preserving the

privacy of individuals in the training dataset in a distributed paradigm. These models are

typically trained on large, diverse datasets which are often distributed across multiple data

holders (see Data Collection and Aggregation in Figure 1.1) i.e. a distributed/federated

paradigm.

The objective of the dissertation for training ML models in federated setting are as

follows.

• Providing input and output privacy guarantees while

• Achieving ML utility as in the centralized paradigm with

• No single point of trust

• Offering a single solution for any arbitrary partition, and

• Scaling for any number of data holders

The dissertation focuses on adopting privacy-enhancing techniques (PETs) to enable

model training on aggregated data without exposing private information or requiring raw

data sharing among entities. To achieve the objectives mentioned above, we employ two

key PETs: Secure Multiparty Computation (MPC) [72] for input privacy and Differential

Privacy (DP) [71] for output privacy. These methods enable effective ML model training on

combined data from multiple data holders, ensuring that no party gains unauthorized access

to private information.

Secure Multiparty Computation (MPC) is a cryptographic technique that allows multiple

parties to jointly compute a function over their private inputs without revealing those inputs

to each other or to any external party. In other words, all private inputs are encrypted (re-

ferred to as secret shared, see Chapter 2) and the computations are performed on encrypted

data. MPC ensures that the only information revealed during the computation is what can

be inferred from the final output, and whatever inputs an adversary already possesses. This

guarantees that the individual datasets Di remain secure throughout the process while still
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allowing collaborative training of ML models on the combined dataset D.

Differential Privacy (DP) provides a mathematical framework for protecting individual

records in a dataset when publishing the results of a computation on private data. DP works

by adding carefully calibrated noise to the computation output, ensuring that the presence

or absence of any individual’s data has minimal impact on the final results. This provides

plausible deniability, protecting against inference attacks and limiting what adversaries can

learn about specific individuals from the trained model f .

1.4 Contributions and Outline of the Dissertation

1.4.1 Research Gaps

Current state-of-the-art ML models and generators assume the existence of a “trusted”

central entity (such as the service providers and model owners) that inherently provides

input privacy and trains discriminative and generative models on large and diverse private

data that is distributed across multiple data holders. Output privacy, in this case, is usually

provided in a centralized trust (global) model utilizing state-of-the-art Differential Privacy

(DP) [73, 74, 75, 76, 77].

Various distributed learning paradigms have been proposed to provide input privacy

that abide by the privacy regulations and preserve the privacy of individuals without the

central entity mentioned above. Traditional federated learning [59] for the multiple data

holder scenario works only for horizontally distributed data, referred to in this dissertation as

Horizontal Federated Learning (HFL). HFL assumes a single honest-but-curious aggregator

that collects model updates rather than raw data, which still creates a single point of failure

[78]. HFL further assumes that all the data holders share the same feature subspace which

is not always the case. Vertical federated learning (VFL) [79, 80] is designed specifically for

vertically distributed data. Unlike this dissertation research, existing FL based paradigms do

not work for any kind of arbitrary data partitioning. Moreover, achieving utility in FL (HFL

or VFL) comparable to the centralized paradigm ( where raw data is directly aggregated) is
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particularly challenging in non-i.i.d. settings, and remains an open research question.

An ideal solution for distributed setup should support any data distribution, enabling

privacy-preserving learning over pooled datasets. This allows collaboration for privacy-

preserving model training across organizations and within different departments of the same

organization.

Recent literature has focused on learning paradigms such as decentralized learning (DL),

which do not require a trusted central entity and avoid a single point of failure, in order to

provide input privacy. Peer-to-peer decentralized learning [81] removes the need of trusted

entity and requires the data holders to communicate with each other. Many frameworks

have been proposed to build robust and private DL approaches leveraging blockchains [82],

Homomorphic Encryption (HE) [83], or Trusted Execution Environments (TEE) [84]. How-

ever, these proposed DL frameworks put a heavy communication burden on data holders to

stay online for the entire training process which can affect the number of data holders that

participate in the collaborative learning process.

In the above mentioned paradigms, output privacy is typically achieved using different

models of DP. Local DP [85] is an alternative approach that is deployed when the data

holders do not trust the “aggregator” or the other data holders, but suffers from severe

utility loss. Distributed DP (e.g. [86]) has been proposed to offer higher utility but with

similar guarantees as local DP. These DP based mechanisms are usually applied in HFL or

VFL when the parties do not trust the aggregator or the active party. To the best of our

knowledge, such approaches typically result in substantially lower utility compared to the

global DP model.

Based on the literature review, there is no existing body of work that simultaneously

meets all the objectives outlined in Section 1.3).

1.4.2 Research Question.

In this dissertation, we ask the key question: “How can we train effective machine learning

models across multiple private datasets, without a trusted party, while ensuring both input
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and output privacy, and scaling to arbitrary data partitions?”

Specific Research Questions. Based on the overall aim of providing input and output

privacy guarantees in an arbitrary distributed data and non-trusted setting, this dissertation

addresses three specific research questions below.

RQ1. How can we train accurate ML models with input and output privacy guarantees over

data that is distributed in an arbitrary fashion?

RQ2. How can we achieve fairness with pre-processing or post-processing bias mitigation

techniques when training privacy-preserving ML models in a distributed setting?

RQ3. How can we generate synthetic data with input and output privacy guarantees when

the real data is held by multiple data holders in an arbitrary way?

1.4.3 Key Idea

We propose using Secure Multiparty Computation (MPC) to provide input privacy for any

arbitrary distributed data by replacing the trusted central entity from Figure 1.1 with MPC

computing servers. Unlike the traditional central paradigm, the computing servers execute

MPC protocols that never see the private data of the data holders in an unencrypted man-

ner10.

To provide output privacy guarantees, we propose adapting Differential Privacy (DP)

defined for the centralized paradigm, i.e. the global model of DP. The MPC computing

servers use MPC to generate the necessary noise and add it to the result of the computations

to provide DP guarantees. To do so, we designed MPC protocols to generate noise, effectively

having the MPC protocol play the role of a trusted entity implementing global DP. We refer

10MPC protocols are cryptographic algorithms that perform the same computations as their centralized coun-

terparts, but they operate on encrypted data, ensuring that no party involved in the computation has access

to the private data in an unencrypted form (a.k.a. in-the-clear).



18

Input Privacy

D
is

tri
bu

te
d 

D
at

a 

+

MPC servers perform computations - run AI algorithms and
add noise to provide DP guarantees - on encrypted data

secret
share

secret
share

secret
share

Publish and reveal  
 for inference 

Output Privacy
No other entity except data holder can see data or

intermediate results in unencrypted manner
Final model limits information leakage about individuals

 without exposing any intermediate computations

Data Collection and Aggregation Training 
(Preprocessing, Model development, Evaluation)

Figure 1.3: DP-in-MPC paradigm. The data holders send their encrypted (secret shared)

private data to a set of MPC servers. These servers run MPC protocols for AI algorithms and

noise generation (for DP guarantees) over encrypted (secret shared) data received from the

data holders. The servers or any other entity never see the unencrypted data thus providing

input privacy. The trained model is protected with DP thus providing output privacy.

to this approach as the “DP-in-MPC” paradigm as shown in Figure 1.3 and believe that it

advances the state-of-the-art adoption of PETs in AI.

Our proposed approach works for any arbitrary distributed data – horizontal, vertical

or mixed – and across all 3 research questions outlined above (RQ1, RQ2, and RQ3). In

addition to the cross-silo scenarios, our research will also apply to the cross-device scenarios

where the data can be curated from millions of users in a way that private, individual data

would never be exposed in plaintext (i.e. without being encrypted) to any entity.

Summary of Contributions. The main contributions of this dissertation are twofold:

• The dissertation proposes a general key idea for training machine learning models under
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the DP-in-MPC paradigm, aimed at achieving the objectives outlined in the dissertation

statement (Section 1.3) , namely, providing both input and output privacy, removing

the need for a trusted entity, and supporting arbitrary data partitioning at scale while

achieving utility at par with the centralized paradigm. A key component of this general

solution is designing generic MPC protocols to generate noise to satisfy DP guarantees.

The required MPC protocols are built on existing efficient MPC primitives.

• The core contributions of the dissertation include the design and development of novel and

generic MPC protocols that replace the role of a trusted central entity (a.k.a. aggregator).

These MPC protocols are typically the adaptations of the algorithms and architectures

used in the centralized paradigm.

Computations done using MPC protocols are generally much slower than computations

performed in-the-clear (i.e. non-private computations in the centralized paradigm, where

the trusted central entity can access all the aggregated data). To achieve feasible com-

putational efficiency, existing techniques from the centralized paradigm often need to be

adapted to be “MPC-friendly” in a way that does not significantly affect the utility of

these algorithms.

A major challenge we address in this dissertation is the development of MPC-friendly

versions of algorithms and the implementation of their corresponding MPC protocols. As

part of these contributions, the dissertation presents: (i) MPC protocols for training linear

models with DP, (ii) MPC protocols to achieve fairness in AI models while providing DP

guarantees, and (iii) MPC protocols for generating DP synthetic data.

1.4.4 Chapter Outline

This dissertation is structured as follows to address the specific research questions and the

objectives mentioned above. The contributions of each chapter are summarized as well as

how they advance the state-of-the-art.

Chapter 2 provides a brief background on the PETs employed in the dissertation, specifi-
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cally focusing on Secure Multiparty Computation (MPC) and Differential Privacy (DP)

and how they provide input and output privacy respectively, while detailing how DP-

in-MPC works. This background is essential to understand the subsequent chapters

that rely on these techniques.

RQ1 Privacy-Preserving Training of Machine Learning Models

Chapter 3 addresses the literature gap in training ML models based on data dis-

tributed across multiple data holders in an arbitrary way, specifically in cross-silo

settings, while achieving accuracy on par with centralized models. We demon-

strate the effectiveness of the proposed DP-in-MPC paradigm in the context of

training logistic regression (LR) in the distributed paradigm with DP guarantees.

This work led to a 1st place in Track III of the iDASH 2021 Genome Privacy

competition11.

We design novel MPC protocols to train a DP-enabled logistic regression (LR)

model using output perturbation. To the best of our knowledge, this is the first

development of MPC protocols for output perturbation. We evaluate the trained

ML models empirically for accuracy in both horizontal and vertical distribution

settings using health datasets for classification tasks, and show better utility com-

pared to relevant state-of-the-art techniques. We note that the protocols we design

are interchangeable with all linear learners.

RQ2 Privacy-Preserving Bias Mitigation in Machine Learning Models

Chapter 4 introduces the concept of fairness and bias mitigation in AI. It briefly de-

scribes the generic techniques for bias mitigation in ML pipelines. These concepts

are essential to understand Chapter 5 – 7.

11iDASH, supported by NIH, is a privacy and security workshop on secure genome analysis https://www.

humangenomeprivacy.org/.

https://www.humangenomeprivacy.org/
https://www.humangenomeprivacy.org/
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Chapter 5 explores the problem of auditing deployed machine learning (ML) models

for algorithmic bias while preserving the privacy of sensitive audit data. Unlike

other chapters that focus on protecting the training data throughout the ML

pipeline, this chapter is an exception in that it addresses privacy at the inference

stage, where auditing typically takes place between a service provider and a ser-

vice consumer. Although this chapter does not use the DP-in-MPC paradigm, it

serves as a foundational chapter for understanding the intersection of privacy and

fairness.

ML models are known to exhibit discrimination and biases based on sensitive

attributes such as gender, race, or disability. Auditing the ML models can help

in deploying the less biased models for service and inference. But auditing is

usually conducted with sensitive user characteristics that are subject of anti-

discrimination and data protection law. Existing fairness auditing tools fail to

provide any guarantees for protecting audit data. To address this, we introduce

PrivFair, a privacy-preserving auditing library that leverages MPC to ensure the

confidentiality of both the proprietary model under audit and the audit data. We

design novel MPC protocols to compute fairness metrics required for assessing

models for bias during auditing. We demonstrate the use of PrivFair for group

fairness auditing with tabular data and image data, without requiring the inves-

tigator to disclose their data to anyone in an unencrypted manner, or the model

owner to reveal their model parameters to anyone in plaintext (i.e. in-the-clear).

Chapter 6 presents novel ideas to achieve ‘group fairness’ in a cross-device setting

while preserving the privacy of sensitive attributes of users.

Group fairness ensures that the outcome of ML based decision making systems

are not biased towards a certain group of people defined by a sensitive attribute

such as gender or ethnicity. Achieving group fairness in a cross-device FL setup

is challenging because mitigating bias inherently requires using the sensitive at-
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tribute values of all users (a.k.a. clients in FL), while FL is aimed precisely at

protecting privacy by not giving access to the users’ data. While recent research

has combined FL and DP to train group fair ML models, most of them rely on

in-processing bias mitigation techniques with very few exploring pre- and post-

processing mitigation techniques. The latter offer advantages in certain use-cases.

Moreover, none of these combine MPC and DP in effective way. In this chapter,

we address this research gap by employing the DP-in-MPC paradigm to achieve

group fairness without revealing sensitive user data using well known pre- and

post-processing mitigation techniques in the centralized paradigm and adapting

them to a federated setup. To this end, we develop novel MPC protocols by

building upon the MPC protocols from Chapter 5 for reweighing techniques with

DP as a pre-processing technique for group fairness and a post-processing tech-

nique that identifies different thresholds for each group with DP. We demonstrate

the effectiveness of our approach on real world datasets for cross-device settings.

These MPC protocols can be easily adapted to cross-silo settings too.

Chapter 7 extends on the research at the intersection of privacy and fairness for

retrieval and recommendation systems in cross-device settings. These systems

often display the results to end users (service consumers) in the form of ranked

lists of the items (of the producers) ordered according to end user preferences.

Such ranking often introduces positional biases towards the top ranked items

impacting the producers of the items. To mitigate this, re-ranking systems are

often deployed at inference stage before presenting the ranked list to end users

and these computational methods for fair item ranking rely on disclosing end user

data to a centralized server, which gives rise to privacy concerns for the end users.

Ours is the first to advance research at the conjunction of producer (item) fairness

and consumer (user) privacy in rankings. The focus here is to protect the inference

data rather than training data. We leverage the DP-in-MPC paradigm to build
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a novel framework to adapt and extend the equity of the amortized attention

ranking mechanism (originally proposed for the centralized paradigm) to a cross-

device federated setup. Our results using real-world datasets show that we are

able to effectively preserve the privacy of users and mitigate unfairness of items

without making additional sacrifices to the quality of rankings in comparison to

the ranking mechanism in the centralized paradigm.

RQ3 Privacy-Preserving Synthetic Data Generation

Chapter 8 introduces the concept of synthetic data ,i.e. artificially generated data

that mimics real data, and the process of synthetic data generation (SDG). It

briefly highlights the research gaps in current systems, and discusses the privacy

issues that arise when generating synthetic data from multiple sources. The chap-

ter also provides an overview of a general solution and introduces the concepts

that serve as the groundwork for the frameworks developed in Chapters 9 and 10.

Chapter 9 proposes a novel framework for collaborative and private generation of

synthetic tabular data based on data from distributed data holders.

SDG offers an appealing solution to overcome data sharing barriers imposed by

privacy regulations. However, existing SDG approaches typically assume a trusted

central aggregator for training a synthetic data generator. An assumption that

may not hold, as many data holders are either unwilling or legally unable to

share their raw data with a central entity. In this work, we focus on a family of

marginal-based SDGs, which have proven effective for tabular data, and propose a

first-of-its-kind framework to ensure both input and output privacy by extending

centralized algorithms to distributed settings. To achieve this, we adopt the DP-

in-MPC paradigm to build our framework and propose novel MPC protocols that

support the common steps of almost all marginal-based SDGs. We demonstrate

their effectiveness of proposed approach on real-world datasets.
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Chapter 10 extends the framework proposed in Chapter 9 to incorporate additional

aspects of training a synthetic data generator: pre-processing, evaluation and

hyperparameter tuning of synthetic data generator during training. These crucial

aspects are often overlooked in existing privacy-preserving approaches.

While most existing techniques for distributed scenarios focus solely on synthe-

sizer training, they assume that training data has already been pre-processed and

that the synthetic data can be generated in a single step, without iterative tun-

ing. In this chapter, we propose a novel generic framework using the DP-in-MPC

paradigm to ensure input and output privacy that works with any arbitrary dis-

tribution for publishing synthetic data and that supports privacy-preserving pre-

processing, training, evaluation, and hyperparameter tuning. We demonstrate

the framework for the use-case of privacy-preserving synthetic genomic data pub-

lishing for leukemia research. To this end, we propose novel, specific protocols

tailored to the use-case and marginal-based SDGs, building upon the protocols

developed in Chapter 9.

Chapter 11 concludes the dissertation by summarizing the key takeaways, discussing open

research challenges, and outlining potential directions for future research.
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Chapter 2

BACKGROUND ON
PRIVACY ENHANCING TECHNOLOGIES

“If I have seen further, it is by

standing on the shoulders of giants.”

Issac Newton

Various privacy enhancing techniques (PETs) have been developed to address different

aspects of data privacy, each with their own advantages, limitations, and assumptions. While

some of them provide input privacy, i.e. protecting the raw data from being disclosed, others

emphasize on output privacy, ensuring that the results of a computation do not leak sensitive

information. In this chapter, we provide a brief background on the PETs relevant for this

thesis, namely, Federated Learning (FL) in Section 2.1, Secure Multiparty Computation

(MPC) in Section 2.2 and Differential Privacy (DP) in Section 2.3. We describe how each of

these preserve privacy and discuss their limitations specifically in the context of distributed

data settings. We further note that an ideal privacy- preserving AI system should employ a

combination of multiple PETs to enhance data protection and data privacy.

2.1 Federated Learning

Federated Learning (FL) [87] is a collaborative learning paradigm designed for a distributed

setup with H data holders, where each data holder i (i = 1 . . . H) holds a private dataset Di.

The goal is to train a ML model, often called a global model, on the collective data without

requiring any data holder to share their raw data, i.e. while keeping each dataset Di private

and decentralized. In this paradigm, often referred to as a federation, the data holders are
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called clients, and they coordinate with a central server (a.k.a. aggregator) to jointly learn

a global model.

Step 3: Aggregate updates
to get final model, send

back to clients

Client 1 Client 2 Client 3

Step 1: Local training

Step 2: Send model
updates

Aggregator

Figure 2.1: Federated Learning. Clients train ML models locally on their private data

with or without output privacy and send the model parameters/gradients to an aggregator

that aggregates the model gradients to obtain a global model. The raw data never leaves

the clients.

The clients train the model on their own data locally and send only the models updates,

which are typically the gradients or model parameters Wi, to the aggregator. The aggregator

then combines the model updates, usually by averaging, and sends the updated global model

back to the clients (see Figure 2.1). This is done iteratively for a defined number of rounds

to get a final global model f that has achieved the learning objective on the combined data

of the clients. This enables the clients to keep their data within the premises providing

first-level privacy to the clients and hence providing input privacy. Note that FL relies on

the principle of data minimization to preserve privacy which relates to minimal collection
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and retention to the absolute minimum necessary to achieve a specific, legitimate purpose.

FL frameworks can be set up for both cross-silo and cross-device settings. In cross-

silo FL, the clients are typically organizations such as hospitals, banks, or companies, each

holding large datasets and having reliable network connectivity. In cross-device FL, the

clients are edge devices like smartphones or IoT sensors, each contributing a small amount of

data and being intermittently available due to unreliable connectivity and power constraints

[59]. FL in cross-device settings has been successfully deployed in practice by Google, Apple,

Microsoft and others [88, 89, 90].

Traditional FL was originally proposed for horizontally partitioned data, also known as

Horizontal Federated Learning (HFL), where data across clients share the same feature space

but differ in the sample space (i.e. each client holds records for different individuals with

the same set of features) [87]. However, in many real-world scenarios, data is vertically

partitioned, where multiple clients hold different features for the same set of individuals

(i.e. same sample space, different feature space). This led to research in Vertical Federated

Learning (VFL) [91]. Other extensions of FL such as split learning [92] and federated transfer

learning [93] are also based on the principle of data minimization and can work with either

of the partitions.

Assumptions. FL assumes an honest-but-curious and reliable aggregator, meaning the ag-

gregator correctly follows the protocol but may attempt to learn additional information from

received data such as the model updates from the clients. By design, the aggregator repre-

sents a single point of failure in traditional FL architecture. If the aggregator malfunctions

or fails, the entire system breaks. Clients are assumed to be honest participants and data

contributors1, adhering to the protocol without malicious behavior. Clients are expected to

have sufficient resources, including computational power, memory, and reliable network con-

nectivity. All communications between clients and the aggregator are assumed to be secure,

protecting against eavesdropping and tampering by external adversaries.

1There is some research to overcome these assumptions (such as [94], [95]).
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Privacy Threats and Vulnerabilities. The aggregator may attempt to infer sensitive client

data from the model updates or gradients it receives. Even though the aggregator is assumed

to be honest-but-curious, it may still seek to extract private information about the clients’

local datasets through careful analysis of aggregated model parameters or gradients [96, 97].

Malicious clients could engage in data poisoning attacks where they intentionally corrupt the

training data, and model inversion attacks attempting to reconstruct sensitive information

about other clients’ data from the model parameters or gradients [98]. There is also risk

of privacy leakage through the transmission of gradients or intermediate model parameters,

which may inadvertently reveal information about the clients’ datasets [99]. FL is prone to

membership inference attacks [100]. Research in FL has been making progress in mitigating

these vulnerabilities [101].

Limitations. FL alone cannot guarantee complete privacy. It is often combined with MPC

to strengthen input privacy and with DP to provide output privacy [59, 102, 76]. Often,

two variants of DP are deployed in FL. One is local DP, where each client adds noise to

their data or model updates before sharing them [85]. Distributed DP, on the other hand,

introduces an intermediate step, such as shuffling or secure aggregation, between the data

holders and the aggregator. Distributed DP typically requires less noise than local DP to

achieve comparable privacy guarantees [103]. FL’s performance with or without DP is often

inferior to that of centralized models. Furthermore, practical scenarios often involve a mix

of horizontal and vertical partitioning, i.e. arbitrary partitioning. A single FL framework

typically supports either horizontal or vertical partitioning, but not both. Other limitations

that have spurred research in FL include handling non-IID data and heterogeneous settings,

scalability, model personalization and adversarial attacks.

While FL is not the primary focus of this thesis, we do leverage the FL framework

in Chapters 6 and 7. These chapters employ cross-device setups, which correspond to a

horizontally distributed data setting, making FL a particularly suitable alternative to more

computation-heavy approaches. The assumptions and implementation details specific to FL
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are described in those chapters.

2.2 Secure Multiparty Computation

Secure Multiparty Computation (MPC) is an umbrella term for cryptographic methods that

allow two or more parties to jointly perform computations to calculate the output of a pre-

viously agreed function on their combined inputs, without revealing the private information

[104, 105]. In other words, the goal of MPC is to reveal nothing to an adversary beyond what

is revealed by the output and any inputs already in possession of the adversary2. Consider

computing parties P1, P2, . . . , Pn who respectively hold the inputs x1, x2, . . . , xn and want

to compute y = f(x1, x2, . . . , xn) without any party, Pi, revealing its private data xi to any

other party, i.e. without revealing xi to any party within or outside the group of computing

parties. MPC provides input privacy by ensuring that even if some parties are compromised

by an adversary, the private inputs of honest parties remain protected.

Secret-sharing. One of the most widely used techniques to achieve secure computation

in MPC is secret-sharing. The basic idea is for each party to split its private input into

multiple shares, based on some randomness, and distribute them among other parties such

that no single share reveals any information about the original input. Formally, if n parties

participate and at least t + 1 shares are required to reconstruct the original secret, the

scheme is referred to as a (t, n) threshold secret-sharing scheme3. Until t+ 1 or more shares

are combined, the original input remains secured and cannot be reconstructed.

For instance, as shown in Figure 2.2.(a), P1 secret-shares its secret (i.e. private input) x1

with P2 and P3. To do so P1,

2The goal of an adversary is to learn information about the private inputs of the other honest parties, modify

the computations, or even cause the protocol to fail.

3In MPC, a scheme typically refers to a mathematical method for encoding and distributing secrets (e.g.

secret-sharing), while a protocol defines the sequence of steps and communication between parties to jointly

compute a function securely using such schemes.
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(a) Secret Sharing (b) Private Computation of Sum

Figure 2.2: Secure Multiparty Computation. Parties P1, P2 and P3 hold their private

data a.k.a. secrets x1, x2, and x3, respectively. (a) secret-sharing: Pi secret-shares xi with

others to enable joint computations without revealing xi, thus providing input privacy. (b)

Private Computation of Sum: Parties perform local computations, thereafter holding secret-

shares of sum y. None of the private inputs are exposed while computing sum, thus providing

input privacy during intermediate computations.

1. converts x1 into integer

2. generates shares by randomly splitting x1 into x11, x12, and x13 such that x1 = x11 +

x12+x13 mod M (all computations including splitting are done moduloM , see Number

Representation in Section 2.2.1)

3. retains x11, sends x12 to P2, and sends x13 to P3

P2 and P3 secret-share in a similar manner. This results in P1 holding x11, x21 and x31; P2

holding x12, x22 and x32; P3 holding x31, x23 and x33

We denote the secret-shared value of xi by [[xi]] i.e. [[xi]] = (xi1, xi2, xi3) where each xij is

a share of xi held by party j.

These shares can then be used to jointly compute the desired function without ever

reconstructing xi during the intermediate steps (reconstruction refers to combining all the
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split shares to compute xi back i.e. by summing up all secret-shares). This approach ensures

that each party only sees shares of the inputs of others, never the actual data, thereby

preserving input privacy throughout the computation.

Many MPC schemes rely on secret-sharing, particularly linear secret-sharing schemes

(LSSS), due to their efficiency and local computability4. A linear secret-sharing scheme al-

lows secret-shares to preserve linear relationships. That is, any linear operation performed

on the shares directly reflects in the reconstructed secret. This linearity (or additive ho-

momorphism) enables parties to compute linear functions over secrets locally, without any

interaction or communication, by simply applying the function to their shares.

For example, Figure 2.2(b) illustrates how to securely compute the sum y = x1+x2+x3,

where each xi is a private input held by party Pi. The computation is done using secret-

sharing. Each party holds a share of every input, and they perform local addition on their

shares. Specifically, party Pi computes:

yi =
3∑

j=1

xji mod M

where xji is the share of xj held by Pi. As a result, P1 holds y1, P2 holds y2, and P3 holds y3,

which together form the secret-shared value of the sum: [[y]] = (y1, y2, y3). These shares can

then be combined to reveal the final result. In this case, the output can be reconstructed by

simply adding all the shares which is equivalent to computing the original sum:

y = y1 + y2 + y3 mod M =
3∑

j=1

xj1 + xj2 + xj3 mod M = x1 + x2 + x3 mod M

Note that in MPC, computations are performed on secret-shared data in such a way that

the final result is the same as if the computations had been performed directly on the original

data, thereby preserving its correctness while ensuring privacy. Furthermore, while the final

output value y may reveal information about the inputs (i.e. there is no output privacy),

the computation itself is carried out securely without revealing any intermediate values.

4Not all MPC schemes use LSSS. Some protocols are based on other cryptographic primitives such as garbled

circuits, oblivious transfer, or homomorphic encryption [105].
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Many different MPC schemes exist, and some of them are listed in Table 2.1. The MPC

protocols we propose in this thesis are sufficiently generic to work with any of the MPC

schemes in general.

Table 2.1: List of a few MPC schemes for different adversarial settings

MPC scheme Reference #Parties (n)-PC Domain Adversarial Power

OT-based [1] 2 Z2k Honest-but-curious

SPDZ2K [1] 2 Z2k Malicious

[2]

Replicated (Replicated2k) [3] 3 Z2k Honest-but-curious/Malicious

SPDZ-wise replicated [4] 3 Z2k Malicious

Replicated (Rep4-2k) [4] 4 Z2k Malicious

Shamir [106] 3 or more Zp Honest-but-curious/Malicious

Below, we describe one widely used and efficient MPC scheme, namely Replicated secret-

sharing (RSS) ([3]). Note that this scheme is different from the one used in the example

shown in Figure 2.2. RSS has a security model for n = 3 parties and t = 1 (with t < n/2)

and uses a (1, 3) threshold secret-sharing scheme along with MPC protocols that operate

over a ring Z2k . This security model can tolerate one corrupted party and requires at least

two parties to reconstruct the secret.

2.2.1 Replicated secret-sharing

Number representation. MPC schemes use various algebraic structures. In the MPC

schemes that we use in our thesis, computations are performed over integers modulo M ,

i.e. ZM , where M = {0 . . . ,M − 1} and ZM is equipped with addition and multiplication

modulo M . The choice of the computation domain represented by M affects the efficiency
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of the protocols used for the particular MPC scheme. When M is a prime number p, the

computation domain is the field Zp and when M = 2k, the domain is the ring Z2k .

Independent of the choice of computation domain, MPC protocols perform operations

over discrete algebraic structures (finite fields and rings). So, it is important to map any

input we want to perform computations on into such discrete structures. We consider these

discrete structures as “integers” ( ZM). The parties convert real values to integers and then

secret-share them amongst each other. These real values are generally represented in floating

point notation on computers but performing MPC protocols on floating point notation is

expensive.

A commonly used representation for real values in MPC is a fixed-point representation

[107]. The real numbers are represented as ⌊r · 2p⌋ where r is the real value to be mapped

and p is the length of the fractional part, also called precision. In other words, the real value

r is mapped to an integer q scaled by a factor of 2−p. We can assume that the zero point is

‘0’.

r = 2−p · q

b denotes the total bit-length used to represent the integer q in two’s complement nota-

tion. This means, using b-bit integers, values can typically be represented in the range

[−2b−1, 2b−1 − 1]. Hence, the representable range for real numbers becomes approximately

[−2b−p−1, 2b−p−1].

With p = 16, r = 5.3 will be, for example, converted to 347340 and then secret-shared.

Similarly, −5.3 will be converted as −347340 and then secret-shared. As we explain next,

secure addition, subtraction, and comparison of fixed-point numbers can be performed similar

to as integers. Multiplication performed on two fixed point numbers generates extra p bits

leading to a product upscaled by (2−2p) This requires downscaling so that the product can be

represented as per the notation mentioned in the above equation (see [108, 109] for reference).
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Figure 2.3: Fixed point representation: Mapping a real value to integer

RSS Scheme. In Replicated secret-sharing (RSS), a scheme for three-party computation

(3PC), a private value x (assuming it is held by P1) in ZM is secret-shared among three

parties P1, P2, and P3, by generating uniformly random shares such that x = x1 + x2 + x3

mod M where xi ∈ ZM are the secret-shares of x. We denote the secret-shared value of

the private value x by [[x]] i.e. [[x]] = (x1, x2, x3) where each xi is a random share of x. To

secret-share a value x, the dealer (i.e. the party holding the secret) uniformly selects two

random values x1, x2 in the computation domain M . The third value is then calculated as

x3 = x− x1 − x2 mod M .

In this scheme, the shares are typically distributed in pairs, such that each party Pi holds

two out of the three shares, i.e. a pair (xj, xj+1), where the indices wrap around modulo 3,

i.e. x4 = x1. For example,

x = x1 + x2 + x3 mod M

P1 holds (x1, x2)

P2 holds (x2, x3)

P3 holds (x3, x1)

To reveal the secret to all parties, each Pi sends its share xi to Pi+1. After this step, every

party has received all three shares and can locally reconstruct the original value x. If the

secret is to be revealed to only a single party Pi, then only the missing share xi−1 (i.e. the
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one not already held by Pi) is sent to it by Pi−1 so that Pi can reconstruct x locally. While

there are several variations in notation and share distribution, the core idea remains: each

party holds two shares of the secret, and any two parties can jointly reconstruct it. Such

distribution ensures that no party can alone infer or deduce any information about x. Once

the secret-sharing is done, parties continue to perform computations on the secret-shared

data. Linear operations such as addition, addition with a constant, and multiplication with

a constant can be performed locally by all the servers.

Addition. Let us assume that z = x + y is to be computed where x and y are secrets. If x

is split as x = x1 + x2 + x3 mod M and y is split as y = y1 + y2 + y3 mod M , then as per

the replicated secret-sharing scheme, P1 will hold x1, x2, y1, y2, P2 will hold x2, x3, y2, y3 and

P3 will hold x3, x1, y3, y1. They will perform the addition on the secret-shares locally, and as

a result will hold the secret-shares of z = z1 + z2 + z3 mod M . In other words, all parties

compute [[x]]+[[y]] generating [[z]], i.e. secret-share pairs from the set (x1+y1, x2+y2, x3+y3).

This is illustrated below where at the end of this protocol, the parties will hold [[z]] as if z

was directly secret-shared to the servers.

To calculate z = x+ y

Parties hold the secret-shares

P1 holds (x1, x2, y1, y2)

P2 holds (x2, x3, y2, y3)

P3 holds (x3, x1, y3, y1)

Locally compute addition:

P1 : (x1 + y1, x2 + y2) => (z1, z2)

P2 : (x2 + y2, x3 + y3) => (z2, z3)

P3 : (x3 + y3, x1 + y1) => (z3, z1)

Reconstruction from any two parties:

z = z1 + z2 + z3 mod M = Sum of (x1 + y1, x2 + y2, x3 + y3) = x+ y
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Adding a public constant. Adding or subtracting a public constant value can be done in a

similar way as illustrated below, but the secret-share pairs will be from the set (x1±c, x2, x3).

To calculate z = x+ c

Parties hold the secret-shares

P1 holds (x1, x2)

P2 holds (x2, x3)

P3 holds (x3, x1)

Locally add to only one party:

P1 : (x1 + c, x2) => (z1, z2)

P2 : (x2, x3) => (z2, z3)

P3 : (x3, x1 + c) => (z3, z1)

Reconstruction from any two parties:

z = (z1 + z2 + z3) mod M = Sum of (x1 + c+ x2 + x3) = x+ c

Multiplying with a public constant. To multiply by a public constant c, all the parties can

locally multiply their secret-shares with c as shown below. The parties hold secret-shares of

the product.

To calculate z = cx

Parties hold the secret-shares

P1 holds (x1, x2)

P2 holds (x2, x3)

P3 holds (x3, x1)

Locally multiply:

P1 : (cx1, cx2) => (z1, z2)

P2 : (cx2, cx3) => (z2, z3)

P3 : (cx3, cx1) => (z3, z1)
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Reconstruction from any two parties:

z = z1 + z2 + z3 mod M = Sum of (cx1, cx2, cx3) = cx

Multiplication. To compute the product of two secret-shared values z = x ·y (in the equation

below) where x and y are secrets, the parties need to communicate. As before, x is split

as x = x1 + x2 + x3 mod M and y is split as y = y1 + y2 + y3 mod M , and P1 will hold

x1, x2, y1, y2, P2 will hold x2, x3, y2, y3, and P3 will hold x3, x1, y3, y1.

z = (x1 + x2 + x3)(y1 + y2 + y3)

= x1y1 + x1y2 + x1y3

+x2y1 + x2y2 + x2y3

+x3y1 + x3y2 + x3y3

The protocol proceeds as per the following steps:

• Pi calculates vi = xiyi + xiyi+1 + xi+1yi locally
5.

• A triple of random values (u1, u2, u3) over computational domain ZM are selected such

that u1+u2+u3 = 0. Each party knows only one of these values, i.e. P1 will have u1 only.

These can be computed locally by the individual servers by generating the random shares

of ‘0’ using pseudo random functions, and secret-sharing them using a simple additive

secret-sharing scheme. Having such values helps in randomizing the shares of v.

• Pi locally adds ui to vi to generate zi.

• Pi sends zi to Pi−1. This is done because after the above step each party holds one new

share, but in replicated secret-sharing we need that secret-shares are held as pairs, i.e. all

parties must hold two out of the three generated shares.

• Now Pi holds zi and zi−1 similar to how it held the secret-shares of x.

This is illustrated below in the colored text and followed up with the compiled equations.

5Consider x4 as x1 and y4 as y1 and P0 as P3
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To calculate z = xy

1. Creating secret-shares:

x = x1 + x2 + x3 mod M

y = y1 + y2 + y3 mod M

2. Distributing secret-shares:

P1 holds (x1, x2, y1, y2)

P2 holds (x2, x3, y2, y3)

P3 holds (x3, x1, y3, y1)

3. Locally compute sum of cross products:

P1 : (x1y1 + x1y2 + x2y1) => (v1)

P2 : (x2y2 + x2y3 + x3y2) => (v2)

P3 : (x3y3 + x3y1 + x1y3) => (v3)

4. Randomize

P1 holds (v1, u1) => (z1 = v1 + u1)

P2 holds (v2, u2) => (z2 = v2 + u2)

P3 holds (v3, u3) => (z3 = v3 + u3)

5. Note:

z = z1 + z2 + z3 mod M

6. Resharing:

P1 holds (z1, z2)

P2 holds (z2, z3)

P3 holds (z3, z1)

z = (x1 + x2 + x3)(y1 + y2 + y3)

= x1y1 + x1y2 + x1y3 + x2y1 + x2y2 + x2y3 + x3y1 + x3y2 + x3y3

= (x1y1 + x1y2 + x2y1) + (x2y2 + x2y3 + x3y2) + (x3y3 + x3y1 + x1y3)

= v1 + v2 + v3

= v1 + v2 + v3 + 0

= v1 + v2 + v3 + (u1 + u2 + u3)

= (v1 + u1) + (v2 + u2) + (v3 + u3)

= z1 + z2 + z3

The above protocols, independent of the security setting, are usually divided in an online

and an offline phase. The offline phase involves any pre-processing steps (such as generating

random values) or computations that can be done independent of the inputs (x and y are

inputs in z = x + y), whereas computations in the online phase completely depend on the

inputs and cannot be executed prior to receiving inputs unlike the offline phase.
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2.2.2 MPC Primitives

In Table 2.2, we list the common MPC primitives used in this thesis. These primitives

are generic and defined for a variety of MPC schemes, including the RSS scheme described

earlier. All of these primitives, as proposed in the literature [110], are correct and secure.

The security of these MPC primitives is well-established under the Universal Composability

(UC) framework [111]. In the UC model, protocols are analyzed by comparing a real-world

execution with an idealized one where a trusted third party computes the functionality. The

primitives in Table 2.2 thus can be securely composed to build larger protocols within the

UC framework, as we do in this thesis. Next we describe the the adversarial (or threat)

models under which these protocols remain secure.

2.2.3 Adversarial Models

MPC schemes are designed to prevent successful attacks by an adversary A that tries to cor-

rupt one or more parties which can then: (1) passively learn the secret values or information

about the secret values, the protocol (e.g. randomness in the protocol) and the intermediate

inputs/outputs; or (2) cause incorrect computations by actively involving in changing or

communicating wrong input or intermediate values. One can classify security models based

on the number of corrupted parties and based on their behavior.

Let us assume there are n parties P = P1, P2 . . . Pn in total and A can corrupt any subset

of parties of size t. If the number of corrupted parties is less than half the number of total

parties, i.e. t < n/2, it is considered an honest majority setting as more than half the number

of parties are honest (not corrupted). Whereas, in a dishonest majority setting, at least half

the number of parties are corrupted, i.e. t ≥ n/2.

A corrupted party can have two different behaviors, each of which may require a different

type of security. A corrupted party who follows the protocol honestly but tries to learn

information from the received messages or colludes with other corrupted parties to gather

private information is a honest-but-curious or semi-honest or passive adversary . In the semi-
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Table 2.2: Overview of Common MPC Primitives and Notation used in Thesis

Primitive Notation Description

Addition + Computes the sum of two secret-shared values

Vector addition πSUM Computes element-wise sum of two secret-shared vectors

Multiplication πMUL Computes the product of two secret-shared values

Vector multiplication πMUL Computes element-wise product of two secret-shared

vectors

Division πDIV Computes the division of two secret-shared values

Dot product πDOT Computes the dot product of two secret-shared vector

Equality πEQ Tests whether two secret-shared values are equal; re-

turns 1 if they are, and 0 otherwise

Less than πLT Compares two secret-shared values [[a]], [[b]]; returns 1 if

[[a]] < [[b]] 0 otherwise

Greater than equal to πGTE Compares two secret-shared values [[a]], [[b]]; returns 1 if

[[a]] ≥ [[b]] 0 otherwise

Maximum value πMAX Returns the maximum values in a secret-shared vector

Absolute value πABS Computes the absolute value of secret-shared vector

Random number generation πGR−RANDOM(a, b) Generates secret-shares of a random number that lies in

the interval [a, b]

Random bit generation πGR−RNDM−BIT Generates secret-shares of a random bit, 0 or 1

Natural logarithm πLN Computes the natural logarithm of a secret-shared value

Base-2 logarithm πLOG Computes the logarithm of a secret-shared value

Exponential πEXP Computes the exponential of a secret-shared value

Square root πSQRT Computes the square-root of a secret-shared value

Cosine πCOS Computes the cosine of a secret-shared value

Sine πSIN Computes the sine of a secret-shared value

Softmax πSOFTMAX Computes the softmax for a secret-shared vector

honest security model, MPC protocols achieve security by preventing leakage of information

among corrupted parties (which would otherwise be leaked during collusion). They are quite
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efficient and best suited when the only concern is leakage of information. On the other

hand, a malicious or active adversary, may arbitrarily deviate from the protocol. Such a

corrupted party can control, modify or generate messages in addition to what a passive

adversary can. The MPC protocols to detect attacks in the malicious security model are

relatively expensive in terms of computations and communications as they preserve privacy

and ensure correctness when a corrupted party can change the values. The protocols for

malicious security, in general, ensure that the output is guaranteed and correct if honest

parties have received the output. This ensures that privacy is always preserved. Additionally,

to detect when a party is deviating from the protocol, for the active security setting, each

secret-share is tagged with another shared value known as MAC (messsage authentication

code). MACs, in other words, authenticate each secret-share to ensure that the parties are

sending the correct values.

Various MPC schemes are designed to handle different adversarial settings, and a few of

them are listed in Table 2.1.

Assumptions. MPC operates under the assumption that no ideal trusted third party ex-

ists. All communications and computations occur solely between the participating parties

over secure channels with defined properties, either synchronous or asynchronous, with as-

sumptions about authentication and reliability. MPC defines an adversary model, typically

assuming non-collusion between a certain threshold of parties. MPC protocols make assump-

tions about parties’ resource capabilities (computational power, memory, bandwidth), their

continued availability throughout execution, and their ability to be properly authenticated.

Additional assumptions may include the independence of parties’ inputs and whether proto-

cols can abort if malicious behavior is detected or must guarantee output delivery regardless

of adversarial actions.

Privacy Threats and Vulnerabilities. In MPC, various threats exist based on the defined ad-

versarial setting. Curious parties attempt to learn other parties’ inputs by analyzing protocol

messages and intermediate values exchanged during computation. Malicious parties or ad-



43

versaries might additionally perform selective failure attacks, where they cause computation

failures when certain input conditions are met, potentially leaking information about hon-

est parties’ inputs; and protocol transcript analysis which can leak information even when

the final computation is secure, especially in protocols with many rounds of interaction.

In threshold-based schemes, an adversary can enforce collusion by exceeding the security

threshold. Various MPC schemes are available to mitigate all or some of these vulnera-

bilities. External adversaries may perform network-level attacks, including traffic analysis

and timing attacks, potentially correlating communication patterns with specific inputs or

operations.

Limitations. One of the strongest and most impractical limitations of MPC is the non-

collusion assumption among parties, which becomes increasingly difficult to guarantee as

the number of participants grows. This limitation can be partially mitigated by MPC-as-a-

Service infrastructure, where a small set of non-colluding servers run the protocols on behalf

of the MPC parties. We discuss this further in Section 2.4. While MPC provides strong input

privacy, it generally does not ensure output privacy – the final computation result is often

revealed to all parties, potentially leaking information about individual inputs. This moti-

vates our approach of combining DP with MPC via DP-in-MPC, as discussed in Chapter 2.4,

where we use DP to provide output privacy. Most MPC frameworks require participants to

be simultaneously available and synchronized throughout the entire protocol execution. This

requirement is impractical in distributed environments with many data holders (referred to

as parties here), especially when connectivity is unreliable. Again, MPC-as-a-Service can

help mitigate this by offloading protocol execution to a dedicated infrastructure. Addition-

ally, communication complexity increases significantly with the number of data holders and

the complexity of the computations. This too can be partially addressed by leveraging MPC-

as-a-Service infrastructure. The performance trade-off between security levels (semi-honest

vs. malicious) is also quite substantial.

The core contribution of this thesis, DP-in-MPC (Section 2.4), builds extensively upon the
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MPC primitives and adversarial models discussed above. These concepts are foundational

to our work in Chapters 3, 5, 6, 7, 9, and 10, with Chapter 5 focusing exclusively on

MPC techniques without DP. While this section presents various threat models and security

assumptions that exist in the literature, the specific assumptions employed in our DP-in-

MPC framework are detailed in Section 2.4. Throughout the thesis, each chapter that

utilizes MPC explicitly states the security model (e.g., semi-honest or malicious adversaries)

and any additional protocol-specific assumptions.

2.3 Differential Privacy

One of the primary objectives of privacy-preserving data analysis is to ensure that the release

of information does not compromise the anonymity of individuals in a dataset, commonly

referred to as output privacy. This means that an adversary should not be able to infer

sensitive details about any individual based on the released data.

Traditional approaches to anonymization, such as k-anonymity, l-diversity, and t-closeness

[112, 113, 114], attempted to achieve this but have been shown to be vulnerable to various

attacks, particularly those leveraging auxiliary information for re-identification [115, 116].

A more robust and principled approach is to treat anonymization not as a property of the

data, but as a property of the process used to analyze and release information from private

data. Differential Privacy (DP) is built on this perspective and has emerged as the gold

standard to provide formal privacy guarantees (output privacy).

DP provides strong, mathematically rigorous guarantees that the inclusion or exclusion

of an individual’s data in a dataset does not significantly affect the output of any analy-

sis. In other words, it ensures plausible deniability. An adversary cannot confidently infer

whether any individual’s data was used in the computation. This is achieved by introducing

a controlled amount of randomness into the data analysis process.

Consider two neighboring datasets D and D′ that differ in a single instance, i.e. D′ can

be obtained either by adding or removing an instance from D or vice-versa. A differentially

private randomized algorithm A, as shown in Figure 2.4, ensures that it generates a similar
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output probability distribution on D and D′ [117]. A can for instance be an algorithm that

takes as input a dataset D of training examples and outputs an ML model; alternatively A

can return statistics about D.

Formally, a randomized algorithm A is called (ϵ, δ)-DP if for all pairs of neighboring sets

D and D′, and for all subsets O of A’s range,

P(A(D) ∈ O) ≤ eϵ · P(A(D′) ∈ O) + δ. (2.1)

where ϵ and δ are real valued, non-negative numbers; ϵ (privacy budget or privacy loss)

controls the strength of the privacy guarantee, while δ represents the probability of privacy

violation. The smaller these values, the stronger the privacy guarantees. When δ = 0, then

A is said to be ϵ-DP (also referred to as pure DP). An (ϵ, δ)-DP randomized algorithm A

is commonly created out of an algorithm A∗ by adding noise that is proportional to the

sensitivity of A∗, in which the sensitivity measures the maximum impact a change in the

underlying dataset can have on the output of A∗. The definition assumes that entries in the

dataset are independent of one another, and the privacy guarantees hold regardless of any

auxiliary information an adversary may possess.

Note: What DP protects is the presence or absence of any one individual’s data in a

dataset. That is, no matter how much auxiliary knowledge an adversary has, they should

not be able to confidently determine whether a particular individual’s data was used. In

other words, as mentioned earlier, DP ensures that the results of a data analysis are roughly

the same whether or not any one individual’s data is included, providing plausible deniability.

It is important to note that DP does not protect against all types of inference – it does not

prevent learning information about the population as a whole. For example, a DP algorithm

can still reveal that a majority of people in the dataset are male, or that a certain geographical

region has a high incidence of diabetes. What it restricts is what can be learned about any

specific individual. For instance, while it may reveal that 60% of the population has a certain

trait, it does not allow an adversary to confidently infer whether Alice has that trait, even

if she is part of the dataset.
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Figure 2.4: Differential Privacy. Neighboring datasets D and D′ differ in one individual.

A DP algorithm A produces output distributions that are indistinguishable up to eϵ thus

providing output privacy.

DP provides a quantifiable trade-off between privacy and utility. While some leakage

of information is inevitable for any useful analysis, DP allows this leakage to be tightly

controlled and measured. This makes it one of the most widely adopted PETs in both

academic research and real-world applications (e.g. by Apple, Google, the U.S. Census

Bureau and National Institute of Standards and Technology (NIST) ).

Unit of Privacy. DP can be applied at different granularity levels, defining what consti-

tutes an “instance” in the neighboring datasets. We briefly mention the two most common

notions in DP which are relevant to this thesis. Event-level privacy treats each individual

data point (e.g. a single transaction, search query, or action) as independent, and aims to

protect the privacy of that individual event. In contrast, user-level privacy protects all data

associated with a single user, regardless of how many events they contribute. User-level

privacy offers stronger protection, as it prevents inferences about an individual even when

they have multiple data points in the dataset, but it often comes at a higher utility cost due

to the increased sensitivity of user-level contributions.
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Mechanisms. DP is typically achieved by adding calibrated random noise addition to the

query results or computations. This noise is proportional to the sensitivity of the function

– how much the output could change by modifying a single individual’s data. We briefly

mention the most commonly-used mechanisms to add noise that are used in the thesis.

The Laplace Mechanism is usually used for numeric queries and achieves (ϵ, 0)-DP by

adding noise drawn from a Laplace distribution. Given a function A∗ : D → R, and ℓ1-

sensitivity ∆A∗ = maxD,D′ ∥f(D)− f(D′)∥1, the Laplace mechanism adds noise as below:

A(D) = A∗(D) + Lap(∆A∗/ϵ)

where Lap(.) draws a random value from a Laplace distribution as per the given scale, i.e.

∆A∗/ϵ.

The Gaussian Mechanism, on the other hand, achieves (ϵ, δ)-DP by adding noise drawn

from a Gaussian distribution. For a function A with ℓ2-sensitivity ∆A∗, this mechanism

works as below:

A(D) = A∗(D) +N (0, σ2) where σ ≥
√

2 ln(1.25/δ) ·∆A∗

ϵ

where N (.) draws a random value from Gaussian distribution as per the given scale, i.e. σ2.

The Exponential Mechanism is used for non-numeric outputs and allows the selection of

an output value from a distinct set of candidate outputs based on a utility function. Given

a utility function u(D, s) that scores how good result s is for dataset D, and with sensitivity

∆u, the mechanism selects an output s ∈ R with probability proportional to:

Pr[A∗(D) = s] ∝ exp

(
ϵ · u(D, s)

2∆u

)
Each mechanism is suited to different types of queries and use cases, depending on the

nature of the data and the required privacy-utility trade-off. We will use all of the above

mechanisms in various chapters of the thesis.

Properties. There are three major properties of DP that help in designing DP algorithms.
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Sequential composition states that if m differentially private algorithmsA1, . . . ,Am are

applied to the same dataset, where each Ai satisfies ϵi-DP, then the combination of all m

outputs satisfies (
∑m

i=1 ϵi)-DP. This means that privacy loss accumulates linearly with each

additional access to the data.

Parallel composition states that if disjoint subsets of a dataset are each processed using

DP algorithms A1, . . . ,Am, where each Ai satisfies ϵi-DP, then the overall privacy guarantee

is determined by the max(ϵi) used among them. That is, if each disjoint subset is analyzed

with an ϵ-DP algorithm, the total algorithm still satisfies ϵ-DP. This allows more efficient

use of the privacy budget when data is partitioned as disjoint subsets.

The post-processing property of DP guarantees that if A is ϵ-DP, then g ◦ A is also ϵ-DP

where g is an arbitrary function. In other words, any arbitrary computations performed on

DP output preserves DP without any effect on the privacy budget ϵ.

Deployment Models DP can be deployed in varied settings. The traditional DP paradigm,

global or central DP, assumes that the entire dataset resides with a central curator who, in

addition to performing other computations to generate the output, also computes the noise.

Alternatively, if the data originates from multiple data holders, then they can add noise be-

fore sending their information to a trusted curator for further processing. Approaches based

on this local DP paradigm tend to have lower utility while offering stronger input privacy

guarantees (as private data is protected before leaving the data holder) compared to systems

that require data holders to disclose their information in an unprotected manner to a trusted

curator. Distributed DP combines elements of central and local models through intermediate

mechanisms like secure aggregation or shuffling, often achieving better utility than local DP

while reducing trust requirements compared to global DP.

For more details on the properties, mechanisms and unit of privacy, please refer to the

relevant chapters in [71, 118, 103, 119].

Assumptions. One of the assumptions for standard DP is the independence of instances in

the dataset. This assumption enables the definition of neighboring datasets – datasets that
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differ in the data of only one individual – based on which DP is defined. It also implies that

the notion of neighboring datasets is well-defined, whether at the event-level or user-level.

DP mechanisms also assume a correct and secure implementation, particularly regarding the

unbiased sampling of random noise from appropriate distributions. Another key assumption

is the accurate determination of query sensitivity, which is necessary for properly calibrating

noise addition. For global DP, there’s an additional assumption of a trusted curator who has

access to the raw data and correctly applies the differential privacy mechanism.

Privacy Threats and Vulnerabilities. Despite its strong theoretical foundations, DP faces

several practical vulnerabilities in real-world applications. When implementations use exces-

sively large privacy budgets to improve utility, privacy guarantees can become meaningfully

weaker, as observed in the 2020 U.S. Census deployment [120, 121, 122]. The compositional

nature of DP creates vulnerability through privacy budget exhaustion, where multiple queries

against the same dataset can rapidly deplete the privacy budget and potentially lead to early

termination of access or weakened protections. Systems employing DP remain susceptible to

side-channel attacks that target implementation weaknesses rather than the mathematical

guarantee itself, including timing attacks, floating point attacks, memory access patterns, or

compromised random number generators [123]. For highly correlated datasets, standard DP

may provide insufficient protection since the privacy of one individual can be compromised

through information about correlated individuals [124, 125].

Limitations. One of the major limitations DP is the inherent trade-off between privacy and

utility: achieving stronger privacy (i.e. using a smaller privacy budget ϵ) typically requires

adding more noise, which reduces the utility of the analysis. This trade-off is further amplified

in other deployments of DP – such as local and distributed DP. DP also offers limited pro-

tection for outliers with unique data or under-represented groups, as their information may

disproportionately influence outputs even under noise (a phenomenon known as disparate

impact). DP faces an inherent privacy budget limitation: after a certain number of queries

have been processed, the cumulative privacy loss reaches the predetermined threshold, and



50

the system must halt further queries or risk violating the promised privacy guarantees. It

is often complex to implement DP mechanisms correctly within current computing systems

[126].

Apart from these, implementing DP effectively presents challenges in defining privacy

appropriately across different contexts, domains, and data modalities, particularly for com-

plex, interconnected datasets. There are also difficulties in communicating and interpreting

the notion of DP for non-experts, which can lead to misunderstandings about its practical

guarantees. Despite these implementation challenges, this thesis adopts the output privacy

framework provided by DP due to its mathematical rigor and proven privacy guarantees.

2.4 DP-in-MPC

In the distributed paradigm, achieving strong privacy guarantees while retaining utility re-

mains a persistent challenge. To address this, multiple PETs are often combined, both in

distributed and centralized settings. Several prior works have explored such integrations in

distributed contexts, with a primary focus on combining FL (Section 2.1) and DP (Section

2.3).

We propose a paradigm, “DP-in-MPC”, that combines MPC and DP to provide both in-

put and output privacy. Formally, DP-in-MPC is a paradigm that enables privacy-preserving

AI and data analysis in a distributed setting with multiple data holders, offering provable,

strong input privacy guarantees through cryptographic primitives of MPC, and formal output

privacy guarantees through differential privacy. This paradigm emulates a centralized setup,

thus supporting arbitrary data partitioning and maintaining utility comparable to the cen-

tralized paradigm with DP, while removing the need for trust assumptions and eliminating

any single point of failure6.

Figure 2.5 illustrates the working of the proposed paradigm. It primarily consists of: (a)

data holders who cannot share their data with others due to privacy constraints and regula-

6Henceforth, we refer to the centralized paradigm as one that provides output privacy through differential

privacy.
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tory restrictions, and (b) computing servers (a.k.a. MPC servers) that act as MPC parties

and collaboratively run secure computation protocols over the secret-shares of the combined

data provided by the data holders. We refer to such a setup as MPC-as-a-Service where

data holders or entities that need to perform analysis on private distributed data outsource

secure computations to computing servers. In other words, MPC-as-a-Service assumes an

infrastructure setup where the MPC parties are the independent and non-colluding servers

(controlled by different entities). This model allows for data from multiple data holders,

i.e. the number of data holders can be different from the number of computing servers.

These computing servers are equipped with MPC schemes and MPC protocols to perform

AI and data analysis. The figure shows an example of this setup with three MPC servers.

The execution of the DP-in-MPC paradigm begins with each data holder secret-sharing

their private data with the set of MPC servers. After this step, the data holders can go offline,

eliminating the need for synchronization. The MPC servers, upon receiving the secret-shares,

first run secure aggregation protocols to combine data from all the data holders – similar to

the aggregation step in the centralized paradigm in Figure 1.1. But unlike the centralized

setting, no trusted aggregator is needed, since MPC does not require any trusted entity.

Crucially, the MPC servers never “see” or access the raw data in unencrypted form at any

point in the process. Even during the aggregation phase, each MPC server only works

with secret-shares, not the actual data. In this way, DP-in-MPC emulates the centralized

paradigm. This is fundamentally different from the centralized paradigm, where data holders

must disclose their raw data to a central curator.

Following aggregation, the MPC servers proceed to execute the pre-defined secure MPC

protocols for data analysis or machine learning algorithms. In this thesis, we develop such

protocols based on algorithms designed for the centralized setting. To optimize performance

and preserve privacy, we design MPC-friendly versions of these algorithms ensuring efficiency.

Integrating DP with MPC. A core part of the DP-in-MPC paradigm is the integration of DP

directly within MPC protocols. MPC servers jointly generate secret-shares of the noise to

be added to provide DP guarantees and securely incorporate it into the computation before
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Figure 2.5: DP-in-MPC. Data holders send encrypted shares (secret-shares) of their private

inputs to MPC servers. MPC servers run MPC protocols to merge secret-shares of data from

all data holders to form secret-shares of aggregated data to emulate the centralized paradigm.

Then the MPC servers run MPC protocols on the secret-shares of the aggregated data to

perform AI and data analysis. Finally, the servers reveal their secret-shares of the outputs

— such as the parameters of ML models or other results — which are then combined to

reconstruct the final result.

revealing the final output – this design choice, though it introduces additional runtime and

communication overhead, is intentional and motivated by both privacy and utility consid-

erations. Furthermore, such an integration enables the application of global DP over the

aggregated data from all data holders, similar to the centralized setting, while preserving

input privacy. We next briefly mention why other choices for combining DP with MPC might

not meets our goals.

A naive approach to combining DP with MPC is to rely on local DP, where each data

holder adds noise to their private data prior to secret-sharing [127]. While local DP offers

strong privacy guarantees without requiring trust, it typically introduces substantial noise,
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especially in high-dimensional or complex data settings, severely degrading utility. This

trade-off makes local DP unsuitable for many practical ML and data analysis tasks.

Other approaches that rely on data holders – distributed DP where each data holder

contributes a share of the total noise to provide global DP; or when data holders locally

generate noise and secret-share it with MPC servers – is often problematic [128]. Such

techniques require data holders to honestly generate, calibrate, or contribute noise and be

synchronized. Moreover, such approaches are not be suitable to all mechanisms7.

An appealing alternative might be to delegate the generation of the entire DP noise

component to a single MPC server. While this may appear efficient, it reintroduces a point

of trust and a single point of failure, going against the reason why MPC is adopted in the

first place. If this server is compromised, the DP guarantee is no longer valid.

Another alternative is to let each MPC server independently generate and add noise to

the computation. As stated earlier, such a distributed noise generation approach is not

suitable for all DP mechanisms. Moreover, this approach might not result in valid global DP

and depends on the correctness of each server’s noise generation.

The DP-in-MPC paradigm overcomes these limitations by integrating noise generation

and addition directly within secure computations using MPC. By jointly generating and

applying noise through the MPC protocol, the paradigm eliminates the need to trust any

individual party, while enabling global DP guarantees (provided the protocols are correctly

designed and implemented). This approach avoids the excessive noise associated with local

DP, mitigates synchronization and trust challenges in distributed DP, and removes single

points of failure. Furthermore, it supports general DP mechanisms. Though this way of

integrating techniques for input privacy (MPC) and output privacy (DP) introduces some

computational overhead, we believe it provides a balance between privacy protection, utility

preservation, and trust minimization in distributed scenarios.

7For example, the sum of multiple Gaussian is a Gaussian, but this property cannot be applied to the Laplace

and Exponential mechanism.
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An illustrative example. To illustrate how DP-in-MPC works, we consider a simple

example involving two MPC servers, S1 and S2, that execute an MPC protocol designed to

compute a sum and add noise8.

(a) Centralized with DP

receive secret shares

local sum

reveal and reconstruct

(b) MPC without DP

receive secret shares

local sum

reveal and reconstruct

(c) DP-in-MPC

generate secret
shares of noise (N)

local sum with secret
shares of N

noisy sum

None of the servers or any other entities know the amount of total noise added

Figure 2.6: Illustration of how DP-in-MPC works.(a) Centralized with DP does not

provide input privacy, (b) MPC without DP provides input privacy but no output privacy, (c)

DP-in-MPC provides input and output privacy with results similar to centralized with DP.

Note that all operations are mod 264 in the example; we abstract away details for simplicity.

Suppose we have two private values that need to be summed up: x = 100 and y = 300,

held by 2 data holders in D1 and D2 respectively. That is, D1 : x = 100 and D2 : y = 300.

Our goal is to compute a DP version of the sum A(D1∪D2) = x+y+N, where A∗(D1∪D2) =

x + y = 400 is the true result and N is the DP noise to be added. For simplicity, let us

8In this illustration, we abstract away details such as modular arithmetic and the exact mechanism of noise

generation, and focus on the high-level flow.
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assume a sampled noise value N = 7, so the final output is 407. Figure 2.6 (a) illustrates a

centralized setting, where both x and y are available at an aggregated location. The central

entity computes the sum and adds the DP noise to publish the final result. While this

approach can ensure output privacy via DP, it requires trust in the aggregator, which is

often unrealistic in distributed scenarios.

Using MPC, as shown in Figure 2.6 (b), which operates without trust assumptions, each

data holder secret-shares their input. For instance, suppose x = 100 is secret-shared as

[[x]] = (75, 25) and y = 300 is secret-shared as [[y]] = (17, 283). Server S1 holds shares 75 and

−17, and S2 holds 25 and 283. The servers perform local addition: S1 : 75 + 17 = 92 and

S2 : 25+283 = 308. When the shares are revealed (i.e. after the secret-shares are aggregated

for publishing, also known as reconstruction), it results in the true sum 400. Without the

addition of noise, the exact result is revealed, and in this case, individual values can be easily

inferred. Thus, while strong input privacy is guaranteed during intermediate computations,

output privacy is not preserved in the final result.

In DP-in-MPC, as shown in Figure 2.6 (c), after computing the local sum, the servers

jointly generate secret-shares of the DP noise (in this case, N = 7). For example, they may

generate [[N ]] = (3, 4). Note that input privacy is provided even during noise generation

i.e. none of the servers or any other entities learn the total value of noise. MPC servers then

add noise to their local sums S1 : 92+3 = 95, S2 : 308+4 = 312. When revealing, the result

is 95 + 312 = 407, which matches the centralized DP result9. As evident, no single party

knows the full value of the noise added, and the individual inputs remain private.

This shows how DP-in-MPC emulates the centralized DP setup, but without any trust

assumptions, achieving both input privacy (via MPC) and output privacy (via DP). More-

over, since the noise is securely and jointly generated within MPC, it is not reconstructible

by any party.

9Noise sampling is not deterministic. While, for ease of comparison, in the illustration we assumed that the

exact same noise value of 7 was sampled twice, in reality it is of course much more likely to observe (slightly)

different noise values.
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Note on DP implementation in MPC. Keeping in mind the dangers of implementing DP

with floating point arithmetic [129], we stick with the best practice of using fixed-point and

integer arithmetic as recommended by, for example, OpenDP10. We implement all our DP

mechanism using their discrete representations and use 32 bit precision to ensure correctness.

Advantages of DP-in-MPC paradigm. DP-in-MPC is designed to overcome several

limitations of existing frameworks for privacy enhancing AI in federated and distributed

settings (See Section 1.4.1 in Chapter 1). Through the use of this paradigm, we address

multiple key shortcomings:

• Most existing paradigms and frameworks provide either input privacy or output privacy.

The centralized paradigm typically offers output privacy but lacks input privacy. In

distributed paradigms, FL primarily focuses on input privacy. Even when both types

of privacy are addressed in FL, these approaches often suffer from significant utility

loss compared to the centralized paradigm. Moreover, the input privacy provided by

FL is susceptible to various privacy attacks and vulnerabilities [130, 131].

Our adoption of MPC ensures strong input privacy guarantees when compared to FL in

distributed scenarios (as a result of the security guarantees of MPC), while combining

it with DP preserves output privacy without compromising utility.

• Achieving utility comparable to the centralized paradigm in distributed settings has

been a challenge. A few FL frameworks adopt global DP, assuming a trusted central

aggregator – however, this setup has been shown to be vulnerable to privacy attacks.

As a result, local or distributed DP is more commonly employed in FL, but this often

leads to a significant drop in utility compared to the centralized paradigm. This drop

is further exacerbated in cases of non-IID data holders or data distributions in FL.

We address this issue by employing global DP to achieve utility similar to the centralized

10https://opendp.org/

https://opendp.org/
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paradigm irrespective of non-IID data holders, while mitigating the associated privacy

risks through the use of MPC. In essence, we replace the trusted central entity with an

MPC protocol that operates on untrusted servers, achieving the same utility as in the

global DP setting, without requiring data holders to disclose their raw data or model

updates to any party. To this end, we develop MPC protocols that run various DP

mechanisms, where the MPC parties collaboratively generate and add noise to ensure

differential privacy, without revealing any intermediate computations, including the

noise values. That is, the MPC parties execute DP mechanisms in the MPC protocol

itself. Noise is added before revealing and publishing the results in MPC. This approach

effectively emulates a trusted central aggregator, enabling global DP in a distributed

setting while providing strong input privacy guarantees.

• Traditional DP and FL frameworks often assume the presence of a trusted or honest-

but-curious central entity. This entity often introduces a single point of failure, both

in terms of privacy and system robustness.

In contrast, MPC is designed under the assumption that no single party can be trusted.

Our paradigm adopts MPC to eliminate the need for a trusted entity , thereby removing

the single point of failure and addressing a critical limitation in existing distributed

approaches.

• Existing frameworks typically focus on either horizontal or vertical partitioning, with

little emphasis on supporting arbitrary partitioning—including horizontal, vertical, or

mixed setups (see Figure 1.2)—which are common in many real-world scenarios.

Our approach, enabled by MPC, securely aggregates data as if in a centralized setting

(illustrated in Figure 1.1), while preserving privacy. This is achieved through the design

of MPC protocols for data aggregation, ensuring that no entity ever sees any data from

any data holder in an unencrypted form. This allows our paradigm to support arbitrary

data partitioning, as the final computation simulates a centralized view while providing
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strong input privacy guarantees.

• Scalability with respect to the number of data holders remains a challenge in both FL

and MPC, particularly in MPC due to its high communication and runtime overhead.

To address this, we systematically use an MPC-as-a-Service model, where a fixed num-

ber of computing servers (independent of the number of data holders) act as MPC

parties. Data holders secret-share their data with these servers, enabling our system

to scale with any number of data holders. The data holders can then go offline, thus

removing the need for synchronization as required in traditional MPC and FL setups.

As a result, the computational cost depends only on the overall dimension of the com-

bined dataset, similar to the centralized paradigm, rather than on the number of data

holders. Of course, the overhead introduced by MPC still depends on the number of

computing servers, but this is significantly more efficient than running MPC directly

among a large number of data holders. Note that our paradigm is also applicable

in settings with a small number of data holders, in which case they themselves can

participate as MPC parties.

Assumptions. Our proposed paradigm relies on the assumptions of global DP and the stan-

dard security assumptions of MPC. Specifically, we assume that the data holders provide

correct inputs i.e. they correctly generate and distribute secret-shares of their data. While

data holders must be available and possess sufficient computational capabilities during the

secret-sharing phase, they do not need to remain online thereafter. In the MPC-as-a-Service

model, we assume that each MPC computing server is operated by an independent entity11.

Privacy Threats and Vulnerabilities. The privacy vulnerabilities inherent in global DP and

MPC carry over to our paradigm as described in Section 2.3 and 2.2 respectively. In ad-

dition to these, DP-in-MPC faces deployment-specific risks, particularly in the MPC-as-a-

11This aligns with the standard non-collusion assumption in MPC, where security is guaranteed as long as a

threshold number of parties do not collude.
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Service model. One critical challenge is the unavailability or untrustworthiness of indepen-

dent computing servers to act as MPC servers. When a sufficient number of independent,

non-colluding MPC servers cannot be reliably established or maintained, the privacy guar-

antees of MPC – and by extension DP-in-MPC – may be compromised. This is especially

problematic in distributed or resource-constrained environments, where maintaining trust

assumptions (e.g. a majority of honest servers) is more difficult.

Limitations. Apart from the inherent limitations of global DP and MPC, all data holders

need to be online during the secret-sharing phase. However, this limitation can be relaxed by

adapting the paradigm to accept and store the secret-shares of data holders asynchronously,

as and when they become available. This may result in execution delays or necessitate a

design where only a fixed number of data holders (e.g. based on a first-come-first-serve policy

or data volume) are selected to participate in the computation. Another challenge lies in

integrating differential privacy mechanisms into MPC, which requires the development of

custom secure protocols. This process is often non-trivial and may limit the applicability of

existing off-the-shelf DP tools. In this thesis, we design several such protocols, though not

an exhaustive set.
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Part I

PRIVACY-PRESERVING TRAINING OF
MACHINE LEARNING MODELS

“The journey of a thousand miles must

begin with a single step.”

Lao Tzu
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Chapter 3

PRIVACY-PRESERVING TRAINING OF
LOGISTIC REGRESSION ON DISTRIBUTED DATA

Machine learning (ML) models are widely deployed in real-world applications such as in

healthcare and finance. However, training accurate and effective ML models often requires

access to large amounts of data. In many practical scenarios, relevant training data is frag-

mented across multiple organizations and remains siloed due to privacy concerns, regulatory

constraints, and/or competitive advantage as discussed in Chapter 1.

This necessitates cross-silo federated learning approaches, where ML models can be

trained collaboratively across multiple data holders (clients in federated learning) without

compromising data privacy. Furthermore, in a federated scenario, data can be distributed

in various ways as demonstrated in the note on distributed settings in Chapter 1. An ideal

federated learning setup should support any data distribution, enabling privacy-preserving

analytics over distributed datasets. This allows collaboration for privacy-preserving model

training across organizations and within different departments of the same organization.

The remainder of this chapter is structured as follows. In Section 3.1, we outline the

main contributions of the chapter. Section 3.2 provides preliminaries on logistic regression

training and the output perturbation technique for achieving Differential Privacy (DP). In

Section 3.3, we review related work and Section 3.4 presents our proposed method, detailing

MPC protocols for training a logistic regression model with DP. Finally, we evaluate our

approach in Section 3.5 followed by summarizing the chapter in Section 3.6.
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3.1 Contributions of this Chapter

This chapter addresses Research Question 1 (RQ1) — “How can we train accurate ML

models with input and output privacy guarantees over data that is distributed in an arbitrary

fashion?” — as motivated in Chapter 1.

The importance of enabling privacy-preserving model training in distributed (also referred

to as federated) setups has spurred a large research effort in this domain, most notably in the

development and use of PETs, prominently including Federated Learning (FL) [59], Differ-

ential Privacy (DP) [117], Secure Multiparty Computation (MPC) [104], and Homomorphic

Encryption (HE) [132].

Federated settings employ approaches based on (combinations of) FL, MPC, or HE,

allowing data holders to train models without sharing their raw data, thereby ensuring

input privacy. But these approaches do not guarantee protection of the underlying datasets

(such as against membership inference and reconstruction attacks) once the trained model

is published, i.e. after federated training, and hence they are often combined with DP. Most

studies in federated settings focus on the combination of FL and DP1 and incur severe utility

loss when compared to the centralized setting. Our research aims to mitigate this utility loss

by combining MPC and DP in federated settings, effectively emulating global DP from

the centralized setting. While existing studies have explored MPC-DP combinations (see

Section 3.3), most focus specifically on horizontally federated learning (HFL). In contrast,

our proposed approach works with any arbitrary data distribution in a federated setting.

Building upon the DP-in-MPC paradigm introduced in Chapter 2, we present a concrete

solution for training differentially private linear models in distributed settings, while meeting

the core objectives of the thesis outlined in Section 1.3 of Chapter 1. The technical con-

tributions of this chapter lie in the design and development of secure MPC protocols that

integrate differential privacy into linear model training under the DP-in-MPC paradigm. We

summarize the contributions below.

1Either through local DP or distributed DP; see Section 3.1 in [103].
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• We propose a combination of MPC and DP to train linear models in a federated setting

that yields ML utility similar to the centralized setting. Our solution can be adapted to

generalized linear models [133].

• Our proposed modular approach works for any arbitrary distributed data setting.

• We propose a MPC protocol to sample noise from a multidimensional power exponential

distribution, generating Laplace-like noise. Unlike recent works that focus on DP-SGD

like mechanisms (gradient or objective perturbation), our focus is on output perturbation.

We adapt an output perturbation technique from the centralized setting [77]2.

• We demonstrate the effectiveness of our approach on real-world datasets. Our solution

obtained the highest accuracy in the iDASH2021 Track III competition on confidential

computing, where the challenge was to propose a federated learning algorithm for training

of a model to predict the risk of wild-type transthyretin amyloid cardiomyopathy using

medical claims data from different hospitals, while providing DP guarantees3.

3.2 Preliminaries

3.2.1 Training Logistic Regression

Logistic Regression (LR) is a type of linear model widely used for classification tasks. While

linear regression predicts continuous outcomes by modeling a linear relationship between in-

put features and output values, an LR model applies a non-linear transformation, specifically

sigmoid function4, to a linear combination of input features to produce probabilities in the

range of ]0, 1[ [134].

Formally, consider a set of labeled training examples S = {(x, t)}, where x is input

feature vector of length m and t is the corresponding label with t ∈ {0, 1}, then LR models

2For our datasets, our results show that output perturbation performs best; and is in general efficient for our

scenario.

3http://www.humangenomeprivacy.org/2021/competition-tasks.html

4LR uses the sigmoid function for binary classification and the softmax function for multiclass classification.

http://www.humangenomeprivacy.org/2021/competition-tasks.html
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and predicts the probability of a binary outcome using the sigmoid function σ(.)

P (t = 1|x) = σ(wTx) where σ(z) =
1

1 + e−z
(3.1)

σ(.) transforms the linear predictor wTx into a probability value. The vector w is referred to

as the parameters or coefficients or weights of the LR model. The linear component, wTx, is

identical to a linear regression model, but logistic regression applies the sigmoid function to

produce probabilities. An LR model classifies an input x as “1” if the predicted probability

that t = 1 exceeds the predicted probability that t = 0.

According to Equation 3.1, this is equivalent to:

σ(wTx)

1− σ(wTx)
> 1

This inequality holds if and only if wTx > 0, since the sigmoid function σ(z) = 1
1+e−z is

monotonically increasing. Therefore, logistic regression defines a linear decision boundary,

and thus corresponds to a linear classifier.

Training an LR model involves optimizing the model coefficients w ∈ Rm to minimize

the regularized logistic loss over the dataset S. The objective function L(.) constitutes of

multiple terms:

(i) the loss function (typically a negative log likelihood or cross-entropy loss) given by

l(w) = − 1

|S|
∑

(x,t)∈S

[t log(σ(wTx)) + (1− t) log(1− σ(wTx))]

(ii) optional regularization term to prevent overfitting5. This term includes a regularization

constant denoted by Λ. We consider L2 regularization, which has strong convexity properties,

and the regularization term is:

r(w) =
Λ

2
∥w∥22 =

Λ

2

m∑
j=1

w2
j

5Two common regularization methods are: (a) L1 regularization: adds the sum of absolute values of coef-

ficients as a penalty, which can drive some coefficients to exactly zero, enabling feature selection; (b) L2

regularization: adds the sum of squared coefficient values as a penalty, which shrinks coefficients toward zero

but never exactly to zero.
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The complete objective function with L2 regularization is thus:

L(w) = l(w) + r(w)

Training is then carried out via iterative optimization algorithms such as full batch gra-

dient descent (GD) that finds the optimal model coefficients by minimizing the objective

function, where all training examples are used in every iteration. The weights are updated

over a fixed number of iterations niter, referred to as epochs, using gradient-based updates.

In particular, we compute the gradient ∆w of the objective function with respect to the

weights, given by6:

∆w = −
∑

(x,t)∈S

[t− σ(wTx)]x+ Λw

To improve convergence, we incorporate momentum and learning rate in the weight

update rule:

∆w← C∆w − α∆w − Λαw

w← w +∆w

where α is the learning rate that controls the step size of each update, C is the momentum co-

efficient that determines the contribution of the current gradient, and Λ is the regularization

penalty.

In this chapter, we measure the utility of the LR model using its accuracy on a held-out

test data, defined as the proportion of correctly classified test examples, which assesses how

the model performs on unseen data7.

3.2.2 Output Perturbation for Logistic Regression

A classical approach to training a DP LR model is output perturbation proposed in [77, 135].

This method, firstly, trains the LR model using the standard training algorithm (such as full

6Note that the constant 1
|S| (the size of the dataset) does not appear in the gradient computation here.

This is because the optimization is invariant to this constant and logistic regression yields the same weights

regardless. Omitting this constant simplifies the computation without affecting the result.

7We use accuracy and utility interchangeably in this chapter.
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batch gradient descent) to obtain optimal weights of the model, and then adds calibrated

noise to the optimal weights to achieve DP.

The weights w of a trained LR model are perturbed by adding a noise vector η that is

sampled according to the density function

h(η) ∝ e−
nϵΛ
2
∥η∥ (3.2)

where n is the number of instances that were used to train the LR model, ϵ is the privacy

budget and Λ is the regularization constant used during training.

This technique provides ϵ-DP provided that

(C1) each input sample (i.e., each row’s feature vector) has an L2 norm of at most 1; and

(C2) the LR model is trained using L2 regularization.

If (C1) and (C2) are fulfilled, then the sensitivity of LR with regularization parameter

Λ is at most 2
nΛ

[135, 77].

This technique can be formalized by defining a randomized training algorithm A that

that outputs a perturbed model. Specifically, given a dataset S and the optimal model

parameters w trained under L2 regularization, A returns:

w̃ = w + s where s ∼ (p(η) ∝ h(η)). (3.3)

Here, the noise vector s is drawn from the distribution defined in Equation (3.2), ensuring

that the overall mechanism satisfies ϵ-DP under conditions (C1) and (C2).

3.3 Related Work

The approach that we propose in this chapter preserves input privacy, i.e. it ensures that

the training datasets are not exposed (except under ϵ-DP guarantees) to anyone but their

original data holders during (1) model training and (2) publication or inference. As we

describe below, existing methods either do not fully protect input privacy, or they do so at

the cost of higher accuracy loss than our approach.
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MPC/HE based Model Training Many cryptography based methods have been pro-

posed for privacy-preserving learning of ML models with data from multiple data holders such

as [136, 137]. These include training for linear regression models ([138, 139]), (ensembles of)

decision trees ([140, 141, 142, 143]), and neural network architectures ([144, 145, 146, 147]).

These techniques protect input privacy during training while still, in principle, producing

the same ML models that one would obtain in-the-clear (i.e. when no encryption is used).

The latter is both a blessing, as there is no accuracy loss, and a problem, as upon model

publication or during inference, the trained models leak the same kind of information as

models trained in-the-clear [148, 149, 150, 151]. Because these methods do not provide DP

guarantees, we exclude them from the comparative evaluation presented in Section 3.5.

DP and FL based Model Training Much of the literature on training DP models [76]

is developed for the global DP (a.k.a. central DP) paradigm, which assumes the existence

of a trusted curator (aggregator) who collects all the data and then trains a DP model over

it, e.g. by adding noise to the gradients or the model coefficients. These methods do not

preserve input privacy, since data holders need to disclose their datasets to the aggregator. In

a local DP approach, privacy loss is controlled by having the data holders add noise to their

input data or local models before disclosing it to the aggregator such as in [152] who employ

local DP using DP-SGD on the client side; which results in substantial utility degradation

(Row 4 in Table 4 provides an upper estimate of the accuracy that can be achieved in this

way). We eliminate the need for a trusted curator by simulating this entity through MPC

protocols that are run either directly by the servers themselves or as in a MPC-as-a-service

model introduced in Chapter 2.

Another related existing approach combines Federated Learning (FL) with DP. In FL,

each of the data holders participates in model training on their end and only exchange trained

model parameters or gradients with the central server [59]. A widely adopted method to

provide DP guarantees in a FL setting is through local DP, where the data holders can

add noise to protect the values that they send to the central server. In Section 3.5 we
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compare with such an approach in which the data holders perturb their model coefficients

before sending them to the central server for aggregation. Another alternative to addressing

the utility loss associated with local DP is distributed DP, which primarily works with

Gaussian-like mechanisms, whereas our approach relies on variants of the Laplace mechanism.

Moreover, these approaches work only in the horizontally distributed data setting, while our

approach (see Section 3.4) works in the vertically distributed setting as well.

Combinations of MPC and DP The key idea of our proposed approach leverages the

DP-in-MPC paradigm where we train DP models while performing as much of the com-

putations as possible in MPC protocols in order to preserve utility. MPC and DP for ML

have been well studied in isolation, but the strong privacy protections that can result from

their synergy are still being explored [153, 154]. We combine MPC and DP to protect train-

ing data privacy during training and during inference. Using DP-in-MPC, we simulate the

trusted curator present in the centralized DP model. While in the past such an approach

was avoided, due to the high computational cost of training the models on top of MPC,

we argue that, with advances in protocols and computing power, the higher utility that can

be obtained in this way justifies its adoption in several situations. The idea to replace the

trusted curator from the global DP paradigm with MPC to get better privacy at the same

high utility is gaining traction. Böhler and Kerschbaum for instance have explored this idea

for detecting the top k most frequent items across different datasets [155]. They let each

party locally compute partial noises which are then combined, which is different from our

approach of letting the servers execute an MPC protocol to jointly sample secret-shared

noise.

Combining MPC with DP has been proposed in the context of FL, where the data is

either horizontally distributed (see e.g. [156, 157, 158, 159]) or vertically distributed (see

e.g. [160]). Existing solutions use cryptographic protocols (not necessarily MPC) and DP,

such as in [159, 161, 158, 162, 163], in order to train individual models on the datasets

held by the data holders and aggregate these models by averaging their coefficients. These



69

approaches are designed for horizontally partitioned data. Gu et al. propose a framework

for combining MPC and FL, but it only works for the case of horizontally partitioned data

[164]. Moreover, each (MPC) server in [164] generates noise using the Gaussian mechanism

locally, secret-shares and then adds to the gradient updates, adopting distributed DP which

does not achieve accuracy similar to the centralized setup. Choquette-Choo et al. propose

a framework that combines HE, MPC and DP inspired by PATE to collaboratively train a

model in a way that is applicable only to a horizontal setting [165]. All of the above mentioned

solutions do not work for vertically partitioned data, unlike our method. Moreover, our

solution trains the final model on the union of all the individual datasets, thus essentially

obtaining the same utility that is achievable in the trusted curator scenario.

Very few recent solutions combine MPC and DP to work for any arbitrary partition, i.e.

a single framework that works for horizontal, vertical, and mixed data distributions. While

Das et al.’s solution could in principle work with any arbitrary distribution, their focus is

on gradient perturbation, where each MPC party locally generates secret-shares of samples

from a Gaussian distribution [154]. In contrast, our solution applies output perturbation

and is based on a Laplace-like mechanism8. To the best of our knowledge, no solutions exist

for training ϵ-DP linear models with output perturbation in arbitrarily partitioned scenarios

that achieve accuracy at par with a centralized setup.

3.4 Secure Training of Differentially Private Logistic Regression

3.4.1 Overview

We work in the scenario described in Figure 3.1 distinguishing between the data holders who

hold the training datasets, and the computing servers who run the MPC protocols for model

training, noise generation, and noise addition. Our solution works in scenarios in which each

8[154] follows the concept of distributed DP for Gaussian distributions and does not require joint noise

sampling, whereas our approach relies on a Laplace-like mechanism necessitating joint sampling to provide

pure DP.



70

CONCAT NORM LR DP

Secure
concatenation of

data from 
multiple sources

Secure L2
normalization 

(row-wise)

Secure training of 
Logistic Regression
with regularization

Secure addition of
noise for output

perturbation

 Computing Servers (MPC parties) run MPC protocols to train DP-LR

Secret
share

Secret
share

Secret
share

. .
 .

. .

D
at

a 
ho

ld
er

s 
se

cr
et

 s
ha

re
pr

iv
at

e 
da

ta

Published
Differentially Private 
Logistic Regression

Figure 3.1: Overview of our modular approach: Data holders secret-share their private

data with computing servers (illustrated here with 3 servers), which train an ϵ-DP model

using MPC. Noise is generated and added within MPC itself to ensure DP guarantees,

without reliance on a trusted entity. For linear models: Step 1: πCONCAT merges secret-

shares of data from all data holders to form secret-shares of a single union dataset, thus

mimicking a centralized setup. Step 2: πNORM normalizes the secret-shared data, row-wise,

to satisfy L2-norm requirements for output perturbation. Step 3: πLR trains an LR model

with regularization on normalized secret-shares of data. Step 4: πDP generates secret-shares

of noise and adds it to the secret-shares of the weights of the trained model. Finally the DP

model is published.

data holder (e.g. hospital or bank) is also an MPC party (i.e. owns the computing server), as

well as in scenarios where the data holders outsource the computations to untrusted servers

(computing servers) instead (i.e. MPC-as-a-service scenario). Though we demonstrate our

solution for 2, 3 and 4 computing servers, the MPC protocols we propose are generic in

nature and so our solution works with any number of computing servers as well as data

holders. This can be achieved by choosing an appropriate underlying MPC scheme for the

desired number of computing servers (which are MPC servers) (see Table 2.1 in Chapter 2).

We build upon the cryptographic primitives available through these MPC schemes and use

well-known subprotocols for division πDIV of secret-shared values, square root πSQRT of secret-
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shared values, and generation of random values from a uniform distribution πGR−RANDOM

[110].

The data holders secret-share their data with a set of computing servers. In all MPC

protocols used in this chapter, secret-sharings are in Zq with q = 2λ, i.e. a power 2 ring9. Since

all computations in MPC are done over integers in Zq (see Section 2.2.1), the data holders

first convert the real numbers in their data to integers using a fixed-point representation [107]

and subsequently split the integer values into secret-shares which are sent to the computing

servers (see Figure 3.1).

Next, the computing servers run MPC protocols over the secret-shares of the combined

dataset without requiring any entity to disclose its private information to anyone. These

MPC protocols train an LR model over secret-shares of the combined dataset, therefore,

enabling training over arbitrarily distributed datasets. After training, the computing servers

run MPC protocols that generate secret-shares of noise as required and add it to the secret-

shares of the model weights as per Equation 3.3. In this way, the MPC protocols effectively

play the role of a trusted curator implementing global DP.

The final output of these MPC protocols is the privacy-preserving ML model. The

resulting model can be used for private inference (on top of the underlying MPC protocol)

or made open to the public because it is protected with ϵ-DP guarantees and preserves

privacy. In particular, the computing servers:

1. Jointly run πCONCAT to merge the distributed data.

2. Jointly run MPC protocol πLR to L2 normalize the training data, and to subsequently

train an LR model using L2 regularization from the normalized data. At the end of

this protocol, the coefficients of the model are secret-shared between the servers.

3. Jointly run MPC protocol πDP to add a noise vector to the secret-shared model coeffi-

9In Section 3.5 we present results with λ = 64 for a varying number of data holders, and for 2, 3, and 4

computing servers.
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cients. At the end of this protocol, the noisy coefficients of the model are secret-shared

between the servers.

4. Disclose their shares of the LR coefficients so that they can be combined in a final ϵ-DP

LR model.

As the noise in step 3 is generated and added to the weights using MPC, the computing

servers will not learn it, hence they will not be able to retrieve the actual model coefficients

from the noisy coefficients that are disclosed in step 4.

The core of our solution is the MPC protocol πDP that implements the mechanism in

Section 3.2.2, specifically Equation 3.3, for providing ϵ-DP.

Note that our proposed method is modular in nature. For example, πCONCAT can be an

MPC protocol that simply concatenates and unions the datasets, or runs a secure alignment

protocol before securely joining them [166]10. At the end of πCONCAT, the computing servers

hold secret-shares of the merged training examples [[S]].

3.4.2 Protocol πLR for Model Training

At the beginning of the LR training protocol, the computing servers have secret-shares of

S = {([[x]], [[t]])}. πLR is based on an existing MPC protocol in MP-SPDZ11 for training an LR

with full batch gradient descent (GD) [110]. We extended this protocol in two ways. First, to

satisfy condition (C1), before the start of model training, we let the computing servers apply

L2 normalization to the secret-shares of each training example by running πNORM resulting

in [[xnorm]]. Pseudocode for πNORM is provided separately in Protocol 2 because we also need

10In Section 3.5, for simplicity we assume that the records are already aligned in case of vertical partitioning

and the computing servers need to simply concatenate them using the right axis. This assumption does not

affect the demonstration of our novel contributions, as the results remain valid and πCONCAT itself is not a

novel component.

11Software to benchmark various MPC protocols in a variety of adversarial settings. https://github.com/

data61/MP-SPDZ/tree/master

https://github.com/data61/MP-SPDZ/tree/master
https://github.com/data61/MP-SPDZ/tree/master
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it as a subprotocol for πDP. If the data is horizontally distributed across the data holders,

then each data holder can apply sample-wise L2 normalization to their own instances before

secret-sharing the training instances with the computing servers. The computing servers in

this case can skip the use of πNORM for this purpose, which will reduce the training runtime.

Second, to comply with condition (C2), we implemented regularization by changing the

weight update rule, already available in MP-SPDZ, to [[∆w]]← C[[∆w]]− α[[∆w]]− Λα[[w]].

In this expression, [[w]] and [[∆w]] are the weights and gradients as maintained in secret-shared

form throughout the model training.

Pseudocode for πLR is presented in Protocol 1 which is based on an existing MPC protocol

for training an LR with full batch gradient descent [110]. At the beginning of protocol πLR,

the computing servers have secret-shares of a set of labeled training examples. To satisfy

condition (C1), on Line 1–3 the computing servers first apply L2 normalization to the

secret-shares of each training example by running protocol πNORM; pseudocode for πNORM is

provided separately in Protocol 2 in this chapter.

The computing servers then begin secure training on the privately L2 normalized data

from all the data holders. The training begins with initializing the secret-shares of the

weights (coefficients) of the LR model using Glorot uniform initializer [167]. To this end,

the computing servers execute protocol πINIT on Line 4. The training is carried out for niter

number of iterations (epochs), which is a public constant agreed upon by all computing

servers along with the learning rate α, the regularization penalty Λ, and the momentum C.

In each epoch, πFWD for a secure forward pass is called on Line 6, followed by πBKWD for a

backward pass on Line 7. The secret-shares of the weights are then updated for every epoch

using the existing module for updating the weights. We modified this module to satisfy (C2)

with L2 regularization as per Line 8 in Protocol 1.

3.4.3 Protocol πDP for Noise Generation

At the end of MPC protocol πLR, the coefficients w of the trained LR model are secret-shared

between the servers. Next, the servers run the MPC protocol πDP, presented in pseudocode in
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Protocol 1: πLR for secure logistic regression training

Input : A set S = {([[x]], [[t]])} of secret-shared training examples, each consisting

of a secret-shared input feature vector x of length m and a secret-shared

label t; learning rate α; regularization penalty Λ; momentum C; number of

iterations niter.

Output: A secret-shared vector [[w]] of weights wi that minimize the sum of squared

errors over the training data.

1 for training examples ([[x]], [[t]]) in S do

2 [[x]]← πNORM([[x]],m)

3 end

4 [[w]]← πINIT ▷ MP-SPDZ module for Glorot uniform initializer

5 for i = 1 to niter do

6 Run πFWD ▷ MP-SPDZ module for forward pass

7 Run πBKWD ▷ MP-SPDZ module for backward pass

8 Run πUPDATE ▷ Modified MP-SPDZ module for weight updates with the modified

update rule for computing ∆w: [[∆w]]← C[[∆w]]− α[[∆w]]− Λα[[w]]

9 end

10 return [[w]]

Protocol 3, to generate noise and add it to the model coefficients to provide DP guarantees.

Protocol πDP implements the output perturbation method (or sensitivity method) [135, 77]

while providing input privacy. While the original output perturbation method relies on the

fact that the model coefficients are known or disclosed to a single entity, such as a trusted

curator, we do not make such an assumption. Instead, the model coefficients remain secret-

shared among the computing servers, neither of which knows the true values of the model

coefficients. The challenge is for the computing servers to jointly generate noise that is

appropriate for the true model coefficients that they cannot see, without learning the true
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Protocol 2: πNORM for secure L2 normalization

Input : A secret-shared vector [[x]] of length d

Output: Secret-shared L2 normalized vector [[xnorm]].

1 Declare vector [[xnorm]] of length d

2 [[S]]← 0

3 for i = 1 to d do

4 [[S]]← [[S]] + πMUL([[xi]], [[xi]])

5 end

6 [[v]] = πDIV(1, πSQRT([[S]]))

7 for i = 1 to d do

8 [[xnorm
i ]]← πMUL([[xi]], [[v]])

9 end

10 return [[xnorm]]

value of the noise. Indeed, no entity should learn the true value of the noise, so that the

noisy model coefficients can safely be disclosed at the end of the process (see step 4 in the

overview at the beginning of this section), without leaking information that would violate

the DP guarantees.

In the output perturbation method, sensitivity is defined using the L2 norm, and the

noise vector is sampled from a particular instance of a multidimensional power exponential

distribution h(η) ∝ e−
nϵΛ
2
∥η∥. Following [168], the computing servers can obtain secret-shares

of a vector s sampled according to the distribution h(η), by following these steps, in which

d is the length of the vector (i.e. the number of model coefficients):

1. Generate a d-dimensional Gaussian vector s. That is, each coordinate of the vector

is sampled from a Gaussian distribution with mean zero and variance one. To this

end, Line 1 in Protocol 3 calls πGSS (see pseudocode in Protocol 4) which relies on the

transform by [169] to generate samples of the Gaussian unitary distribution, namely
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Protocol 3: πDP for secure output perturbation

Input : A secret-shared vector [[w]] with d model coefficients wi; regularization

penalty Λ; total number n of training examples; privacy budget ϵ.

Output: Secret-shared vector [[w̃]] with perturbed model coefficients.

1 [[s]]← πGSS(d)

2 [[s]]← πNORM([[s]], d)

3 [[γ]]← [[0]]

4 for i = 1 to d do

5 [[u]]← πGR−RANDOM(0, 1)

6 [[u]]← −πLOG([[u]])

7 [[γ]]← [[γ]] + [[u]]

8 end

9 c← 2/(n · ϵ · Λ)

10 [[γ]]← c[[γ]]

11 Initialize vector [[w̃]] of length d to [[0]]

12 for i = 1 to d do

13 [[si]]← πMUL([[si]], [[γ]])

14 [[w̃i]]← [[wi]] + [[si]]

15 end

16 return [[w̃]]

⌈d/2⌉ pairs of Gaussian samples. For each pair, on Line 3–4 in Protocol 4, the comput-

ing servers securely generate secret-shares of two random numbers u and v uniformly

distributed in [0,1] by executing πGR−RANDOM. In πGR−RANDOM, each server generates

l random bits, where l is the fractional precision of the power 2 ring representation

of real numbers, and then the servers define the bitwise XOR of these l bits as the

binary representation of the random number jointly generated. On Line 5–8 in Proto-
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Protocol 4: πGSS for secure sampling of a vector from a Gaussian distribution

Input : Vector length d.

Output: A secret-shared vector [[s]] of length d sampled from Gaussian distribution

with mean 0 and variance 1.

1 Declare vector [[s]] of length d

2 for i = 0 to d/2 do

3 [[u]]← πGR−RANDOM(0, 1)

4 [[v]]← πGR−RANDOM(0, 1)

5 [[r]]← πSQRT(−2πLOG([[u]]))

6 [[θ]]← 2π[[v]]

7 [[s2i]]← πMUL([[r]], πCOS([[θ]]))

8 [[x2i+1]]← πMUL([[r]], πSIN([[θ]]))

9 end

10 if d is odd then

11 [[p]]← πGSS(2)

12 [[sd−1]]← [[p0]]

13 end

14 return [[s]]

col 4, the servers then jointly compute a secret-sharing of
√
−2 ln(u) · cos(2πv) and of√

−2 ln(u) · sin(2πv) using MPC protocols πSQRT, πSIN, πCOS, and πLOG [110]. In case

d is odd, one more sample needs to be generated. The servers do so on Line 11–12 in

Protocol 4 by executing πGSS to sample a vector of length 2 and only retain the first

coordinate.

2. Normalize s, that is divide each coordinate of s by its L2 norm (Line 2 in Protocol 3).

After steps 1-2, the servers have secret-shares of a random d-dimensional vector on

the unit sphere (this follows from the spherical symmetry of the multivariate Gaussian
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distribution).

3. In this step the computing servers change the magnitude of the vector obtained above

to an appropriate value by sampling the gamma distribution Γ(d, 2
nϵΛ

) to obtain a

value γ, and multiplying each coordinate of the normalized vector produced in step

2 with γ. To generate a secret-shared sample [[γ]] from the Γ(d, 2
nϵΛ

) distribution, on

Line 3–8 in Protocol 3, the computing servers generate secret-shares of d independent

samples from the exponential distribution with rate parameter one (here denoted by

Exp(1)) and add them. To generate secret-shares of one such sample we use the inverse

transform sampling over MPC, which consists of computing − lnu, where u is a random

number with precision equal to l bits generated by the computing servers within the

interval [0, 1]:

(a) On Line 5 the servers execute πGR−RANDOM as in Protocol 4 to generate a random

number with precision l in [0, 1]. Denote this number by u.

(b) On Line 6 the servers compute secret-shares of − ln(u).

Finally, on Line 9–11 the servers scale the sum by multiplying the secret-shares with

the factor 2
nϵΛ

. On Line 13, they then multiply each coordinate of s with γ to obtain

the appropriate magnitude.

The obtained vector is then added to the vector of model coefficients on Line 14.

The importance of protocol πDP stems from the fact that it enables the computing servers

to generate secret-shares of noise, without each server learning the true value of the noise

that they add to the model coefficients in Line 14 of Protocol 3. The correctness of the

protocol follows from the correctness of the inverse transform sampling algorithm, and the

fact that Exp(1) = Γ(1, 1) and that
∑d

i=1 Γ(1, 1) = Γ(d, 1). Moreover, it follows from the

definition of the Gamma distribution that c · Γ(d, 1) = Γ(d, c). The security of the whole

protocol follows from the security guarantees provided by the cryptographic primitives [110].
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Security and Privacy of πLR+πDP. Below we formalize the security guarantees of πLR+πDP.

Input privacy: The underlying MPC schemes that we use in our method implement a se-

cure arithmetic black-box MPC. They only perform operations over secret shares, and no

information is leaked during the computation over the secret shares. Moreover, we use MPC

sub-protocols πLOG, πCOS, πSIN, πGR−RANDOM, and πLR from MP-SPDZ. All these sub-protocols

do not leak any information and are UC-secure. The novel protocols that we propose (πDP,

πGSS, and πNORM) therefore do not leak any information to the MPC servers or the data

holders, except for the perturbed weights of the LR model. Our protocol πLR + πDP, which

is a composition of πLR and πDP, UC-securely implements the ideal functionality FLR+DP for

privacy-preserving training of a differentially private logistic regression model.

Ideal Functionality FLR+DP

The functionality FLR+DP operates as follows:

• Waits to receive input datasets Di from data holders and joins them to form D.

• Upon joining D, computes model weights w := A∗(D) by training a logistic

regression model A∗ on D.

• Samples a noise vector s ∼ (p(η) ∝ h(η)).

• Computes the privatized output w̃ := w + s.

• Reveals w̃.

Output privacy: The fact that the resulting w̃ provides (ϵ, 0)-DP follows directly from the

proof by [77] regarding the privacy guarantees of the output perturbation method. Although

in our approach the training and noise addition procedures are executed within MPC using

fixed-point representations (in our case, precision of 32-bit), prior work by [129] has shown

that DP mechanisms remain valid under finite precision, even at 32 bits. Therefore, our

protocol πLR+DP, securely computes w̃ and satisfies the same (ϵ, 0)-DP guarantees.

Remark: An MPC+DP method for models like logistic regression, as we developed, is ex-

tremely valuable. First, while deep learning is state-of-the-art for many applications, GLMs



80

remain a preferred method in domains such as finance and healthcare, where interpretability

and regulatory compliance are essential. Second, logistic regression is often more practical

and effective than deep learning in real world problems with data scarcity (e.g. training of

AI models for rare diseases). The effectiveness of GLMs is supported, for instance, by our

winning results on real-world datasets from the iDASH competition (Table 1) and Bailly et

al. (2022) Third, and very relevant to our work, is that GLMs are significantly more efficient

than deep learning. While it is technically possible to train larger neural networks in MPC

[170], the computation and communication costs when doing so over encrypted data are or-

ders of magnitude higher than for logistic regression. While there are applications where such

high costs are justifiable to achieve higher accuracy, there are also many applications where

logistic regression performs at par with neural networks, and training a logistic regression

model in MPC is a far more economical and practical solution.

3.5 Empirical Evaluation

3.5.1 iDASH Competition Results

We submitted our approach to a competition hosted by a National Center for Biomedical

Computing funded by the NIH. In Track III of the iDASH 2021 competition, participants

were invited to submit solutions for learning a ML model from training data hosted by two

virtual centers, while providing DP guarantees. The centers represent data holders who

have medical records of respectively 831 patients and 882 patients. Both datasets have the

same schema, consisting of 1,874 boolean input attributes and a boolean target variable.

The goal is to train a classifier for diagnosis of transthyretin amyloid cardiomyopathy using

medical claims data [171]. Solutions submitted to the competition were required to run on

two machines. They were evaluated in terms of (1) training runtime on two nodes with

Intel Xeon E3-1280 v5 processors (4 physical cores, hyper-threading enabled) and 64 GiB

memory; (2) accuracy on a held-out test of 429 patients.

Table 3.1 contains the results for the best performing teams satisfying the ϵ-DP require-
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ment (with ϵ set as 3 by the organizers). The first row corresponds to the approach presented

in Section 3.4. We implemented the πLR and πDP protocols in MP-SPDZ, an open source

framework for MPC [110]. As the underlying MPC scheme for the iDASH2021 competition,

we used semi2k (a semi-honest adaptation of [1]) with mixed circuits that employ techniques

using secret random bits (extended doubly-authenticated bits; edaBits) [172]. This MPC

scheme enables secure 2PC against semi-honest adversaries and complied with the require-

ments of the competition. As the regularizer for LR training, we used r(w) = 1
2
w · w, in

which w denotes the vector of weights (coefficients) of the LR model, i.e. we used Λ = 1.

Table 3.1: Results for ϵ-DP with ϵ = 3 and data from two data holders, as provided by

the iDASH2021 competition organizers. πLR+πDP operates in 2PC passive (semi-honest,

dishonest majority with a corruption threshold of 0).

Approach PETs Accuracy Runtime

1. πLR+πDP (Section 3.4) MPC & DP 86.25% ∼ 15,000 sec

2. feat. sel. and LR ensemble DP 85.31% 31.942 sec

3. baseline (Section 3.5.1) DP 84.85% 0.27 sec

4. decision tree based DP 84.38% 0.09 sec

All methods in Table 3.1 provide ϵ-DP guarantees. The differences among the methods

are in the utility (accuracy) and in the time taken to train a DP model. Our πLR +πDP

approach achieved the highest accuracy of all methods, while taking the longest time to

complete. Indeed, the runtime for the πLR +πDP approach is orders of magnitude larger than

the runtimes for the other methods. This is because the πLR +πDP approach is the only

method in Table 3.1 that uses MPC, while the other methods do not rely on cryptographic

techniques. Approach 2 was based on feature selection and training an ensemble of LR
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models on selected feature subsets, while approach 4 was based on training a decision tree in

a DP manner; these approaches were not created by us, and, to the best of our knowledge,

their description has not been published in the open literature. In addition to the method

from Section 3.4 we submitted an MPC-free baseline method to iDASH2021. We describe

this method, which corresponds to approach 3 in Table 3.1, below as we also use it for further

analysis and comparison in Section 3.5.2.

Baseline Method. The baseline technique follows a FL setup with horizontally distributed

data in which each data holder locally trains a model on their data and adds noise to the

model parameters at their end. Each data holder then shares its noisy parameters with a

central server who performs averaging of the noisy model parameters and sends the result to

the data holders. At the end of this process, each data holder holds the aggregated trained

model. In more detail, in the baseline technique, each data holder:

1. Applies L2 normalization to its own instances;

2. Trains an LR model on its normalized instances;12

3. Adds noise to the trained LR coefficients as per the output perturbation method [77].

After going through steps 1-3, the data holders can each publish their perturbed LR coef-

ficients, which we subsequently average to create a final model. Because steps 1–3 provide

ϵ-DP [77], and since the datasets do not have common entries (a case of parallel composi-

tion), the overall solution provides ϵ-DP due to the post-processing property of differential

privacy.

3.5.2 Utility

Horizontally and Vertically Distributed Data. For the results in Table 3.2 we dis-

tributed the data evenly among different numbers of data holders, both horizontally and

vertically. We assume that the record alignment for vertical partitioning is already done us-

12We used the LR implementation from sklearn for this with penalty=‘l2’ (L2 regularization) and C = 1 (the

inverse of Λ).
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ing privacy-preserving techniques as in [173] prior to the start of the training. The baseline

technique is only applicable when the data is horizontally distributed, while the πLR +πDP

approach works in the vertically distributed scenario as well. Even in the horizontally dis-

tributed scenario, the πLR +πDP approach is preferable because it yields a higher accuracy,

which becomes even more evident when the data is distributed among multiple data holders.

The accuracy of the πLR +πDP approach is independent of the number of data holders and

the partitioning of data, as regardless of the partitioning, the computing servers still train

a model over all the training data with πLR and subsequently add noise once to the glob-

ally trained model coefficients with πDP, effectively simulating the global DP paradigm but

without the involvement of a trusted curator.

Table 3.2: 5-fold CV accuracy results for varying number of data holders for ϵ-DP with ϵ = 1.

horizontally distributed vertically distributed

# data holders baseline πLR +πDP baseline πLR +πDP

2 85.79% 87.98% − 87.98%

4 83.36% 87.98% − 87.98%

8 76.92% 87.98% − 87.98%

The baseline technique on the other hand adheres to the local DP paradigm in which

each data holder adds noise to its local model, resulting in more noise in the final aggregated

model. Furthermore, the utility of the πLR +πDP approach is independent of the number of

instances and/or features owned by each individual data holder, while the accuracy of the

baseline technique degrades when individual data holders do not have sufficient instances to

train local models that generalize well. This is especially relevant in biomedical applications

that are characterized by high-dimensional datasets with relatively few instances.
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Effect of Privacy Budget ϵ on Accuracy of Models Trained with πLR +πDP. Table

3.3 shows the effect of the privacy budget ϵ on the accuracy of models trained with the πLR

+πDP approach. The accuracy is measured with 5-fold CV and over 3 iterations over the

train and test data from Section 3.5.2. The training is done for 1000 epochs and Λ = 1. The

results are as expected, with a larger privacy budget – i.e. less stringent privacy requirements

– yielding more accurate models.

Table 3.3: Accuracy of models trained with πLR +πDP for different values of ϵ for 1-fold

ϵ 0.01 0.01 0.1 0.5 1 INF

Averaged over 5 folds 54.81% 80.66% 62.57% 89.18% 89.39% 89.47%

Comparison with Other Perturbation Techniques. For the πLR +πDP approach (Sec-

tion 3.4) and the baseline technique (Section 3.5.1), we adopted the sensitivity method that

perturbs the model coefficients, i.e. the output perturbation method that was proposed as

Algorithm 1 in [77]. In Table 3.4 we compare the output perturbation technique with other

perturbation techniques, namely objective perturbation and gradient perturbation. For ob-

jective perturbation, we ran experiments with Algorithm 2 from [77] that adds noise to the

objective function itself13. For gradient perturbation, we ran experiments with DP-SGD [76]

that adds noise to the gradients14. For DP-SGD, we computed the required noise multiplier

for given ϵ = 1, δ = 1e− 5, batch size of 1, 300 epochs, and the number of training examples

each data holder holds. This was then passed as an argument to DP-SDG optimizer along

13We implemented this approach using IBM’s Diffprivlib library

https://github.com/IBM/differential-privacy-library.

14We implemented this approach using TF-Privacy

https://www.tensorflow.org/responsible_ai/privacy/.

https://github.com/IBM/differential-privacy-library
https://www.tensorflow.org/responsible_ai/privacy/


85

with a clipping threshold of 1, learning rate of 0.1, and number of micro batches equal to

the batch size.

Table 3.4: Accuracy results obtained with 5-fold CV for ϵ-DP with ϵ = 1 and 2 data holders

Perturbation Accuracy

Our Approach output
πLR +πDP (Section 3.4) 87.98%

baseline (Section 3.5.1) 85.79%

Other Approaches
objective baseline-OP 49.40%

gradient baseline-DPSGD 69.77%

sample-wise DP randomized response 50%

In the baseline-OP method in Table 3.4, each data holder trains a differentially private

LR model locally by perturbing the objective function. The resultant coefficients of the local

models are then averaged, resulting in a final DP model. The baseline-DPSGD method is

entirely similar, but in this method each data holder trains a differentially private LR model

by perturbing the gradients learned during training, i.e. with DP-SGD.

As can be seen in Table 3.4, contrary to what one would expect based on the analysis in

[77], the accuracy results with this objective function perturbation method were not good on

the iDASH2021 data, and far worse than those with the output perturbation method. We

attribute this to the high-dimensional nature of the iDASH2021 data (many features and

relatively few instances) which is very different from the datasets used for evaluation in [77].

Similarly, the LR models trained with DP-SGD on the iDASH2021 data are significantly less

accurate than those protected with output perturbation.

We also included a baseline sample-wise DP to demonstrate the naive local DP ap-

proach. For the IDASH2021 competition dataset, since the features are binary, we used

randomized response as a sample-wise DP mechanism. We studied this in a setting with
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two data holders and a central entity that receives perturbed data from the data holders

and trains a LR model on it. For the IDASH dataset, it is reasonable to assume that the

samples correspond to different individuals and are therefore independent. So we applied

parallel composition across samples (rows) and sequential composition across features. We

performed 5-fold cross-validation, conducting 10 runs of randomized response per fold. The

total privacy budget of ϵ = 1 was distributed across features resulting in a per-value privacy

budget of ϵv = 0.000533 for each value. Our results show, that in the absence of MPC and

with data holders applying sample-wise DP, the average accuracy of the model is 50.6% with

σ = 0.0083 (the lowest among all approaches and the same as random guessing).

Comparison with Other Methods on Horizontally Partitioned Data. We evaluate

our MPC+DP approach and compare against existing literature ([159] and [158]) that adopts

a combination of PETs to train LR models and provide DP guarantees with the output

perturbation technique15. The main distinction with our method, is that – similar as in

the Baseline method we adopted in Section 3.5 – these existing approaches let each data

holder train a model locally and then add noise to the averaged model parameters using

MPC+DP techniques. Because each data holder is required to train a model locally, these

existing methods only work in scenarios where the data is horizontally partitioned, unlike

our method which is suitable for vertically partitioned scenarios as well. We also note that

the amount of noise added by each technique is different.

For the results in Table 3.5 we distributed the data evenly among different numbers of

data holders, in a horizontal manner. We report 5-fold CV accuracy results averaged for 100

runs of noise generation mechanism to consider the randomness in the noise generation. We

observe that for 2 data holders, all the techniques have close performance in terms of accuracy.

Similar as for the Baseline method in Section 3.5, the accuracy of the models trained by

existing methods drops with an increase in the number of data holders. This may be because

in existing approach, LR models are trained locally by the data holders, while our approach

15https://github.com/bargavj/distributedMachineLearning

https://github.com/bargavj/distributedMachineLearning
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Table 3.5: Accuracy results for output perturbation obtained with 5-fold CV for ϵ-DP with

ϵ = 1 on horizontally partitioned data

Data Holders Privacy Technique Accuracy

our approach (πLR +πDP, Section 3.4) 87.98%

2
Pathak et al.[159] 86.43%

Jayaraman et al.[158] - MPC Grad P 86.42%

our approach (πLR +πDP, Section 3.4) 87.98%

4
Pathak et al.[159] 85.02%

Jayaraman et al.[158] - MPC Grad P 85.10%

our approach (πLR +πDP, Section 3.4) 87.98%

8
Pathak et al.[159] 84.10%

Jayaraman et al.[158] - MPC Grad P 84.24%

benefits from training an LR model on the combined data and learns a more generalized

model. Moreover, our techniques are independent of how the data is distributed among data

holders, unlike the methods in Table 3.5 that work only for horizontally distributed data.

All the experiments in Section 3.5.2 were run with 3PC passive with corruption threshold

of 1.

3.5.3 Computational Efficiency

As Table 3.6 shows, the number of computing servers, the corruption threshold, and respec-

tive MPC schemes do have a substantial effect on the training time. The experiments for

Table 3.6 demonstrate that our protocols are generic and can be used for a range of threat

models. These experiments were run with the same training data as in Table 3.1 on co-

located F32s V2 Azure virtual machines each of which contains 32 cores, 64 GiB of memory,
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and network bandwidth of upto 14 Gb/s. Every computing party ran on a separate VM in-

stance (connected with a Gigabit Ethernet network). The times reported include computing

as well as communication times. The training was run for 1000 epochs. with ϵ = 1, Λ = 1

and with edaBits for mixed circuit computations. The runtimes below correspond to the

entire runtime of the MPC protocols, i.e. both the so-called offline and online phases. The

offline phase includes any pre-processing required to begin executing the MPC protocol (such

as the generation of the correlated randomness that is needed for the secure multiplication )

and is independent of the specific input values; the online phase is where the MPC protocol

executes on the specific inputs.

In the horizontally distributed case, the data holders can L2-normalize their instances

locally while in the vertically partitioned case the computing servers need to run MPC

protocol πNORM; this accounts for the difference in runtime between the horizontal and vertical

partitioning. As expected, the corruption threshold has the most effect on the run time.

Protocols that are secure for an honest majority of players (the protocols presented in [3],

and [4]) are much faster than protocols secure against a dishonest majority [1]. For the same

corruption threshold, protocols secure against passive adversaries are faster than protocols

secure against active adversaries. The four party protocol proposed in [4] manages to obtain

good run times for the case of active adversaries by further reducing the corruption threshold

to 25%, i.e. one player out of four can be corrupted by an adversary and the protocol is still

secure.

Our results show that MPC implementations for honest majority in the case of realistic

sized datasets for genetic studies (a few hundred patients, and a few thousand features) are

practical. We can train such models and add DP guarantees on top of MPC in less than

1.3 min for the case of honest majority protocols with passive security. Even in the case

of stronger adversarial models, the training can be finished in a few hours, which is still

practical for many applications where the increased accuracy payoff is valuable, especially

with data that is distributed across multiple holders (Table 3.2).
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Table 3.6: Runtimes of πLR +πDP for different number r of computing servers.

r Security #Corruptions Horizontally distributed Vertically distributed MPC scheme

2 Passive 1 35687 sec 38056.92 sec Cramer et al.[1]

3 Passive 1 75.83 sec 454.83 sec Araki et al.[3]

3 Active 1 500.28 sec 1649.07 sec Dalskov et al.[4]

4 Active 1 160.50 sec 838.02 sec Dalskov et al.[4]

Scalability of πLR+πDP with Number of Computing Servers. The number of data

holders in our solution is distinct from the number of computing servers. Our solution is

general and works with any number of computing servers as well as data holders.

To study scalability of our approach, we generated synthetic datasets of varying dimen-

sions as per [174]. We varied both the number of rows (#samples ranging from 100 to

5,000,000) and columns (#features ranging from 100 to 10,000). The runtimes of our ap-

proach do not depend on the number of data holders, since our approach runs MPC protocols

on the secret-shares of the joined dataset and the use of the MPC-as-a-Service model de-

couples scalability from the number of data holders. Figure 3.2 shows that the runtimes

scale linearly with the total dataset dimensions (i.e. the size of S), which is in line with the

literature. We ran our MPC protocols for 3PC passive threat model to train LR for 100

epochs with batch size of 32, ϵ = 1 on 2.6 GHz 6-Core Intel Core i7 and latest version of

MP-SDPZ. The results carry over to other threat models as per literature [170]. The plots

imply that our approach can be used in practice for smaller datasets and is feasible for larger

datasets but at a high computational cost with strong privacy guarantees.

In Table 3.7, we report the runtimes and communication overheads to train an LR model

with a varying number of computing servers r ranging from 3 to 7. To have a comparison

of runtimes and communication overhead for different values of r, we use the same MPC
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Figure 3.2: Scalability Results. The plots show runtime results for 3PC passive threat

model with varying number of rows and columns of the combined dataset. Our approach

is independent of number of data holders and depends on the dimensionality of the dataset

only similar to centralized setting.

scheme for each security setting. The chosen MPC schemes can be used with any value of

r > 2, and are different from the schemes that we use in Table 3.6 which were specific and

efficient schemes for the given value of r. It is due to this use of different schemes that we

observe a huge difference in runtimes when compared to the runtimes reported earlier. The

schemes in Table 3.7 are run with secret-sharings in Zq where q is a prime number16 and

with edaBits for mixed circuit computations.

The training was run on the complete training dataset from iDASH2021 consisting of

1713 training samples and 1874 features for 1000 epochs with GD, ϵ = 1, and Λ = 1. The

runtimes reported include computing as well as communication times. The total amount of

data sent by all the computing servers is shown in the last column. The runtimes and the

16Defaults to None in MP-SPDZ and can be a maximum of bit length 256.
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Table 3.7: Runtimes of πLR +πDP for different number r of computing servers

MPC scheme r #Corruptions Runtimes Comm. overhead

Goyal et al.[175] (Passive)

3 1 954.91 sec 57922.70 MB

4 1 1022.16 sec 83667.90 MB

5 2 2725.58 sec 366679.00 MB

7 3 5064.27 sec 711226.33 MB

Cramer et al.[106] &
3 0 21213.21 sec 5247186.89 MB

4 1 23244.34 sec 7248822.06 MB

Chida et al.[176] (Active)
5 1 68176.24 sec 25728263.60 MB

7 2 131391.00 sec 70080327.38 MB

communication overhead increase with an increasing number of computing servers. This is

because each server now needs to communicate with a higher number of servers servers, and

the runtimes include communication times. Also, the active security settings take longer

runtimes than their passive counterparts for a given r. These results are in line with the lit-

erature in MPC. The communication overhead in settings with a larger number of computing

servers can be reduced with the use of a bulletin board functionality that enables efficient

communication among many servers who are simultaneously involved in computations [139].

3.5.4 Experiments on other datasets

We further evaluate our approach on the BC-TCGA and GSE2034 datasets of the iDASH

2019 competition17. Both datasets contain gene expression data from breast cancer patients

which are normal tissue/non-recurrence samples (negative) or breast cancer tissue/recurrence

17http://www.humangenomeprivacy.org/2019/competition-tasks.html

http://www.humangenomeprivacy.org/2019/competition-tasks.html
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tumor samples (positive) [177]. We perform experiments with a 5-fold CV, where the training

data is distributed between 2 data holders in each fold.

GSE2034. Each instance in this train dataset is characterized by 12,634 continuous input

attributes and a boolean target variable. There are 895 instances in total. In each iteration

of the 5-fold CV, each data holder owns 447-448 instances, 20% of which is held out for

testing.

BC-TCGA. Each instance in this train dataset is characterized by 17,814 continuous input

attributes and a boolean target variable. There are 1,875 instances in total. In each iteration

of the 5-fold CV, each data holder owns 937-938 instances, 20% of which are held out for

testing.

The secure training is run for 20 epochs for the BC-TCGA dataset and 300 epochs for

the GSE2034 dataset with Λ = 1 and ϵ = 1. Table 3.8 shows accuracy results obtained with

a 5-fold CV. To appreciate the inherent difference in difficulty between the GSE2034 and the

BC-TCGA classification tasks, as the first row of results in Table 3.8 we include the accuracies

obtained with a model trained in the central learning paradigm, i.e. when all the training data

resides with a single data holder, and no noise is added to the model coefficients, i.e. ϵ =INF.

The other rows correspond to the federated setup from Section 3.5 with 2 data holders.

The results are in line with the observation from Section 3.5 that the πLR +πDP approach

provides higher utility in general, when compared to other approaches. BASELINE-OP

and BASELINE-DPSGD perform very poorly on these datasets. [159] and [158] perform

similarly to our approach on GSE2034 dataset but our approach outperforms all baselines

for BC-TCGA. The difference in relative performance between the datasets likely relates to

the distribution of the data and feature characteristics between GSE2034 and BC-TCGA,

where BC-TCGA seems to be an easier classification problem overall. The results in Table

3.8 results demonstrate that our method consistently performs same or better than existing

baselines.

We additionally report the runtime to train the model using πLR +πDP for these datasets
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Table 3.8: Accuracy averaged over 5-fold CV with Λ = 1, ϵ = 1

GSE2034 BC-TCGA

# instances n 895 1,875

# features d 12,634 17,814

central learning; 1 data holder 65.55% 98.28%

central learning + DP; 1 data holder 64.70% 95.83%

baseline (Section 3.5.1); 2 data holders 51.92% 91.37%

Pathak et al. [159]; 2 data holders 64.55% 92.18%

Jayaraman et al.[158]; 2 data holders 64.55% 92.22%

BASELINE-OP; 2 data holders 52.72% 40.78%

BASELINE-DPSGD; 2 data holders 47.87% 67.10%

πLR+πDP (Section 3.4); 2 data holders 64.55% 95.69%

Runtime for πLR+πDP; passive 3PC 276.38 sec 57.30 sec

to illustrate the variability in runtimes with respect to the number of training samples, epochs

and a number of features in the dataset. We see an increase in runtimes for per epoch when

compared to the runtimes per epoch on iDASH, which is attributed to a large number of

features (about 10x of iDASH2021 for BC-TCGA and 7x for GSE2034). The runtimes for

other threat models will follow a similar trend. We see that for larger datasets like these it

is still practical to maintain the utility of the model while providing both input and output

privacy guarantees.

Implementation of DP in MPC Protocols. Our MPC protocols operate on fixed-point

notation thus following the privacy-conscious choice, taken, for instance, by the OpenDP
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project18. The accuracy of the model is another point where the precision of weights could

affect the overall result. Keeping this in mind, we used 32 bits of precision, which is more

than sufficient to ensure the correct behavior of the training procedure. We would like to

stress that the finite precision issue is inherent to any implementation of DP on a digital

computer, and it is not specific to our work on DP implemented by MPC protocols. DP

theory was created, for the most part, based on continuous distributions. However, all

the practical libraries implement DP using finite precision arithmetic. That includes, for

example, all the implementations of DP-SGD (which is based on the Gaussian mechanism).

Das et al. adopt the discrete distributed Gaussian mechanism following the properties of

a Gaussian distribution [154]. Proposing a discrete version of the multidmensional power

exponential distribution we use in this chapter is research in itself. We further note that

our proposed approach is modular in nature and πGSS can be replaced by the appropriate

sampling protocols for discrete distributions.

It is legitimate to wonder if security guarantees break down in the case when continuous

DP mechanisms are implemented on digital computers. However, that question, which has

to be asked of all implementations of DP mechanisms based on continuous distributions, is

outside the scope of this thesis.

3.6 Summary

We proposed a modular approach to train privacy-preserving linear models in a federated

setting. To this end, we employed the key approach of our thesis, DP-in-MPC, which com-

bines MPC and DP in a way that effectively offers the advantages of global DP but without

the involvement of a trusted curator. We developed MPC protocols to generate calibrated

random noise to provide DP guarantees.

Our approach makes no assumptions about the data partitioning scenario, the number of

computing servers or data holders, or the security setting in which it is applied. On the basis

18https://opendp.org/

https://opendp.org/
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of linearity, πLR is interchangeable with all linear learners without requiring reevaluation of

noise variance. Our solution based on this approach led to 1st place in Track III of the

iDASH 2021 Genome Privacy competition.

The trade-off between our DP-in-MPC approach that provides global DP and the baseline

federated method with local DP can be summarized as operating cost (or running time) ver-

sus model accuracy. We empirically demonstrated the added utility of collaborative learning

with MPC over the standard federated approach. The effect is particularly apparent as the

number of disjoint collaborators grows. We also note that the baseline method as well as

the existing methods that combine MPC with DP in FL, cannot be applied in cases where

data is vertically partitioned which is a commonly-found scenario in medicine and adver-

tising. In contrast, our DP-in-MPC approach enables collaboration across a larger space of

applications.

Based on performance results, our protocol is extensible to larger datasets while remaining

within a realistic time span for model training. To further improve upon accuracy, a probable

research direction is to introduce MPC protocols for feature selection [178] in both horizontal

and vertical partitioning schemes.
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Part II

PRIVACY-PRESERVING BIAS MITIGATION IN
MACHINE LEARNING MODELS

“When we identify where our privilege

intersects with somebody else’s

oppression, we’ll find our opportunities

to make real change.”

Ijeoma Oluo



97

Chapter 4

ALGORITHMIC FAIRNESS

In 2019, Jamie Heinemeier Hansson applied for an Apple Card and received a significantly

lower credit limit than her husband, despite having a better credit score and sharing the

same assets. When the couple reached out to Apple’s customer care, the response was

simply, “It’s the algorithm.”1. This incident sparked widespread concerns around algorithmic

discrimination and gender bias in automated (AI) decision-making systems [32].

Jamie’s case is just one of many – it reflects a larger, ongoing issue. In 2016, a landmark

ProPublica investigation revealed that COMPAS2, a risk assessment tool used across the

United States to predict recidivism, showed significant racial discrimination – black defen-

dants were far more likely to be incorrectly labeled as high risk compared to white defendants

[36].

The healthcare domain is not exempt from such bias either. A widely used algorithm used

to allocate extra care was found to significantly underestimate the needs of Black patients,

cutting their access to care by over half due to biased reliance on healthcare costs as a proxy

for health status [179].

Bias also shows up in the workplace. Amazon’s AI recruiting tool was found to be

systematically biased against women, as it was trained on historical hiring data that reflected

male-dominated recruitment patterns3 [180].

The list goes on. Bias in AI extends beyond these critical systems in finance, criminal

justice, healthcare, and employment to everyday AI-based services. Google Photos’ image

1https://dhh.dk/2019/about-the-apple-card.html

2COMPAS: Correctional Offender Management Profiling for Alternative Sanctions

3Amazon later abandoned this tool after recognizing the problem couldn’t be easily fixed.

https://dhh.dk/2019/about-the-apple-card.html
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recognition algorithm incorrectly labeled photos of Black people as “gorillas” [181, 182].

Facial recognition systems have consistently shown higher error rates for women and people

with darker skin tones [34].

With advancements in generative AI (GenAI) such as ChatGPT and DALL-E, issues of

bias and discrimination remain pervasive despite these models being trained on large volumes

of data (see references in [183, 184, 185]).

These cases make one thing clear – (AI-based) automated systems can, and do, exhibit

harmful biases4 , even without being explicitly programmed to do so. This phenomenon is

known as algorithmic discrimination, when automated systems treat individuals or groups

unfairly based on characteristics such as race, gender, age, or socioeconomic status (also

referred to as sensitive or protected attributes). Algorithmic discrimination can emerge in

automated systems due to complex interactions between historical data and biases, design

choices and deployment contexts, thus amplifying and perpetuating risks and biases further.

In previous chapters, we discussed the critical importance of privacy in AI systems; we

made the case that preserving individuals’ privacy and enabling secure collaborative AI in

distributed environments are essential to building trustworthy AI. However, privacy is just

one pillar of trust.

The cases mentioned above prompt us to broaden our concerns: from simply asking “Is

my privacy preserved?” to also asking “Is the system fair to me?”. Building trustworthy

AI systems requires not just privacy, but fairness too. Even a perfectly privacy-preserving

system can still cause harm if it produces unfair, biased, or discriminatory outcomes. While

privacy ensures that sensitive data is protected and not misused, fairness ensures that the

AI model’s decisions do not discriminate against individuals or groups.

In this part of the thesis, i.e. Chapters 5, 6 and 7, we will build AI systems that address

both pillars of trust – privacy and fairness. Specifically, in this part, we will address Research

4More examples of bias in AI can be found in the keynote by K. Crawford at NeurIPS 2017 https://

www.youtube.com/watch?v=fMym_BKWQzk and the documentation of the FairLearn software library https:

//fairlearn.org/v0.12/user_guide/fairness_in_machine_learning.html#types-of-harms

https://www.youtube.com/watch?v=fMym_BKWQzk
https://www.youtube.com/watch?v=fMym_BKWQzk
https://fairlearn.org/v0.12/user_guide/fairness_in_machine_learning.html#types-of-harms
https://fairlearn.org/v0.12/user_guide/fairness_in_machine_learning.html#types-of-harms
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Question 2 (RQ2) – “How can we achieve fairness with pre-processing or post-processing bias

mitigation techniques when training privacy-preserving ML models in a distributed setting?”

To set the stage, in this chapter, we provide a concise overview of algorithmic fairness in

Section 4.1 and briefly describe the bias mitigation techniques in Section 4.2.

4.1 Introduction to Algorithmic Fairness

AI systems learn patterns from data, and this data often reflects historical, societal, and

institutional biases. These biases may source from underrepresentation, stereotypes, or dis-

crimination embedded in society. When AI model are trained on such data, they can amplify

these biases.

It has been shown that simply curating the data does not resolve this issue [186]. This

is because biases can arise at any stage of the AI pipeline – from data collection and human

annotation to model design, development and evaluation to model deployment strategies

[187, 188, 189, 190]. Even well-intentioned models trained on seemingly neutral data can

produce unfair outcomes due to implicit assumptions in the model architecture, optimization

objectives, or evaluation metrics.

Before we dive into algorithmic fairness, we must first clarify what we mean by bias5. In

the context of this thesis, and AI in general, bias refers to systematic and unfair discrimina-

tion against certain individuals or groups, leading to unequal treatment or outcomes. This

can occur along dimensions such as race, gender, socioeconomic status, age, or geography.

Algorithmic discrimination occurs when AI systems (or any automated systems)6 exhibit

biased outcomes based on sensitive attributes. Note that this discrimination can happen

even when the sensitive attributes are not explicitly included as input features to the model

5The term ‘bias’ carries different meanings across domains, such as statistics, machine learning objectives,

and cognitive science. In the current context, too, it is important to differentiate statistical bias (a technical

property of the model) and social bias (systematic advantages or disadvantages for certain groups).

6Note that not all automated systems employ AI/ML algorithms, but all AI-based systems are considered

automated in general. In this thesis, we focus on AI systems.
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training due to correlations between these attributes and other variables in the data [37].

Just as there are regulations and laws to safeguard individuals’ privacy, there are vari-

ous anti-discrimination laws and regulatory policies to prevent discrimination and resulting

harms such as the Fair Housing Act and the Equal Credit Opportunity Act in the U.S., the

EU AI Act, the Canadian Humans Act Right, the Anti-Discrimination Regime in China,

and Article 14 in Indian Constitution7.

As mentioned in Chapter 1, laws and regulations alone are not sufficient to build trust in

AI systems. Just like privacy, fairness must be embedded into the very fabric of AI pipelines.

All of the above concerns have led to the emergence of the field of algorithmic fairness,

which focuses on developing mathematical formulations and computational techniques to

ensure that algorithmic decisions are equitable and non-discriminatory. The field broadly en-

compasses both technical approaches (e.g. bias detection metrics, fairness-aware algorithms)

and socio-technical considerations (e.g. stakeholder participation, procedural fairness, trans-

parency).

The field of algorithmic fairness has recently aimed at achieving fairness in AI. Fairness

in AI refers to ensuring that an AI systems treats individuals and groups equitably, without

favoritism or unjustified disparities in outcomes. Fairness, similar to privacy, is a multi-

faceted and context-dependent concept, and translating it into mathematical criteria to fit

into AI pipelines is non-trivial.

Many definitions, mathematical constructs, and metrics for the notion of fairness have

been proposed in the literature over time [191]. There is no single agreed-upon definition or

measure because fairness is subjective and relative to a task [192]. Similar to privacy, we will

adhere to the formal definitions of fairness metrics that are widely used in the literature. A

few broad notions have been adapted: (a) direct and indirect discrimination (see Chapter 4

and 8 in [37]) , (b) disparate impact and disparate treatment stemming directly from legal

7Many laws and regulations existed even before the digital era, as discrimination has long been present in

society. With the adoption of AI, these laws are now being expanded to address the context and applicability

of AI systems.
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concepts (see Chapter 6 in [37]), and (c) individual and group fairness [191, 193]. In this

thesis, we focus on the latter notion of fairness and briefly describe it below (see Figure 4.1).

For the formal definitions, we refer to Section 5.2 in Chapter 5, Section 6.1 in Chapter 6 and

Section 7.2 in Chapter 7.

• Individual fairness emphasizes that similar individuals receive similar treatment [193].

This is typically achieved by defining an appropriate similarity metric, which quantifies

how similar two individuals are based on relevant attributes. The key challenge lies

in defining an appropriate similarity metric for individuals. The focus is on ensuring

that individuals who are similar in meaningful ways receive comparable treatment,

regardless of sensitive attributes like race or gender.

Figure 4.1: Individual and Group Fairness

• Group fairness, on the other hand, ensures similar outcomes across predefined groups

based on some sensitive attribute such as gender or race [191]. This is typically achieved

by ensuring that certain statistical measures are the same (or have a small predefined

delta) across the groups. These group fairness criteria focus on outcomes at the popu-

lation level, ensuring that groups defined by sensitive attributes are treated similarly.

Both group and individual fairness approaches have strengths and limitations. Group

fairness is relatively easier to measure and enforce but may allow for unfair treatment of

individuals within groups. Certain group fairness criteria are shown to be mathematically
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incompatible with each other [194]. Individual fairness can provide stronger guarantees at

the individual level but requires defining an appropriate similarity metric, which may be

subjective and context-dependent.

4.2 Bias Mitigation in AI

Like different PETs are available for preserving privacy such as FL, MPC and HE, we have

different techniques to improve fairness in AI systems. These techniques can be broadly

categorized into three kinds, based on when and where they are applied in the AI pipeline

(see Figure 4.2) . We briefly describe these three categories below:

• Pre-processing. Pre-processing techniques aim to transform the training data before
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the model training phase to mitigate bias. These methods modify the feature space,

training instances, or class labels to create a “cleaned” dataset that is expected to lead

to fairer models [195, 196, 197, 198, 199].

A prominent example, a flavor of which we also use in our thesis, is the reweighing

method [199] in Chapter 6. It assigns different weights to training instances based on

their group membership and labels to promote fairness. Some other techniques include

methods such as modifying class labels of specific training examples (selected samples

near the decision boundary) to reduce bias in a strategic way [195] and transforming

features to ensure they have minimal correlation with sensitive attributes [197].

Pre-processing techniques are model- and metric-agnostic, i.e., they can be applied

irrespective of the ML model being trained and the fairness definition and metric

being used. This offers an advantage as these methods can be easily integrated into

existing AI systems. These methods are designed to eliminate the biases at the source

(i.e. the data itself) which can be more effective than mitigating the biases after

training, especially in cases, for example, where the training instances of a certain

group are underrepresented. On the other hand, these methods might not completely

eliminate biases if the data has complex patterns and associations between sensitive

attributes and other features of the dataset. Moreover, pre-processed data does not

ensure that fairness will prevail through out the AI pipeline and the model lifecycle.

Some of the pre-processing techniques, such as those by Kamiran and Calders [195],

do require access to sensitive attributes which are private in nature and that might

not be easily accessible due to privacy regulations. This introduces privacy concerns,

even when the training data itself is public or non-sensitive. When the training data

is non-sensitive, although the model may not require private training, these bias miti-

gation techniques require access to sensitive attributes. When sensitive attributes are

part of the training data, privacy-preserving training is necessary regardless, but pre-

processing adds an extra round of access to these attributes, increasing privacy risks.
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In Chapter 6, we address the challenge of access to sensitive attributes by proposing a

solution that enables the use of pre-processing techniques while preserving the privacy

of sensitive attributes.

• In-processing. In-processing techniques incorporate fairness constraints directly into

the model training process, either by modifying the objective function (such as by

adding a regularization term to penalize deviation from fairness) or by modifying the

optimization procedure (such as by introducing fairness-aware gradient updates or

constraints) [200, 201, 202, 203, 204, 205]. A few methods adapt approaches based on

adversarial debiasing where a predictor is trained to make accurate predictions while

an adversary attempts to predict the protected attribute from the predictor’s output,

thereby encouraging the predictor to be invariant to that attribute [202].

In-processing methods often achieve a better trade-off between fairness and utility,

as they directly optimize for both objectives during training. They can learn complex

patterns and associations between sensitive attributes and other features in the dataset

– capabilities that post-processing techniques typically lack. But, these methods are

often specific to particular model architectures or learning algorithms, which limits

their generalizability. Since they modify the training process, they can increase both

implementation complexity and computational cost. Moreover, they often require care-

ful hyperparameter tuning, which may involve multiple accesses to the same database,

increasing the risk of privacy leakage (see sequential composition in Chapter 2). Some

approaches attempt to adapt in-processing techniques under privacy constraints, such

as using differentially private stochastic gradient descent (DP-SGD), which may still

result in disparate impacts, i.e., amplify the biases [206]. Due to these concerns, we

do not consider in-processing in this thesis. Note that if the training data is public

and does not include sensitive attributes, there are no privacy concerns. If it contains

sensitive attributes, privacy-preserving training is required, with only a single access

to the dataset for training and bias mitigation.
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• Post-processing. Post-processing techniques modify the predicted outcomes to en-

sure fair predictions without modifying the original model or training data [207, 208].

A prominent example is the Equalized Odds post-processing method, which we use in

our thesis in Chapter 6, that adjusts a model’s predictions to satisfy fairness criteria,

i.e., it applies different decision rules (different thresholds for classification or different

decision boundaries [134]) for each group [208]. Another example is the Reject Option

Classification [207], which identifies test instances near the decision boundary and

applies different classification rules to them based on sensitive attributes to achieve

fairness.

A primary challenge with in-processing techniques is their tight integration with spe-

cific model architectures and training algorithms, making them difficult to apply to

existing systems. They also typically require multiple accesses to the training data

during hyperparameter tuning, which increases privacy leakage risks under DP con-

straints.Moreover, they are not easily generalizable across different model types. In

contrast, post-processing techniques offer significant practical advantages: they can be

applied to any existing model without retraining, making them particularly valuable for

legacy systems where neither the training data nor the model can be modified8. This

flexibility, combined with their lower implementation complexity and reduced privacy

risks, makes post-processing methods an attractive choice. While post-processing ap-

proaches may yield somewhat less optimal results both in terms of bias mitigation and

accuracy when compared to in-processing, their practical deployability and compati-

bility with privacy constraints motivates us to use these in our thesis.

Post-processing methods, similar to pre-processing ones, require access to sensitive

attributes. This access is usually independent of the training dataset and typically

involves a single round of access to the sensitive attributes (and the ground truth

8Such legacy systems or systems where neither the training data nor the model are accessible are still prevalent

in production
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labels, in some cases).

Privacy and fairness must go hand-in-hand in trustworthy AI systems. Many bias mitiga-

tion techniques often require access to sensitive attributes – precisely the data that privacy

protections aim to safeguard. These concerns are amplified in distributed environments

where sensitive attributes are spread across multiple devices, as is common in cross-device

FL. In such scenarios, balancing bias mitigation with privacy becomes essential.

When combining fairness and privacy objectives, one must carefully balance three critical

dimensions: utility, privacy, and fairness. In Chapter 3, we demonstrated how DP-in-MPC

can be effectively deployed for model training in FL settings to simultaneously maintain

privacy and utility. While in-processing bias mitigation techniques could, in principle, also

benefit from the DP-in-MPC framework, they typically require tight integration with model

training and iterative gradient updates – operations that are computationally intensive and

less MPC-friendly – leading to significant runtime challenges. In this part of the thesis, we

instead focus on adapting pre-processing and post-processing fairness techniques, which are

more modular and easier to integrate within the privacy constraints of federated setups.

In the following chapters, we explore how biases can be mitigated while preserving privacy

guarantees. In Chapter 5, we develop MPC protocols for auditing ML models for biases,

where both the audit data and the ML model remain private; the only chapter where we rely

solely on MPC without DP. We then shift our focus to bias mitigation techniques in cross-

device settings. Chapter 6 presents privacy-preserving pre- and post-processing protocols

using DP-in-MPC to target group fairness. Chapter 7 extends our approach to information

retrieval and recommendation systems, where we develop techniques based on DP-in-MPC to

ensure fair exposure for content providers (individual fairness) while preserving user (content

consumer) privacy. Throughout these chapters, we demonstrate how we leverage MPC to

provide input privacy enabling bias detection and mitigation.
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Chapter 5

PRIVACY-PRESERVING AUDITING OF
MACHINE LEARNING MODELS

Algorithmic decision making, driven by ML, has become very prominent in applications

that directly affect people’s quality of life, including in healthcare, justice, and finance. ML

models have made discriminatory inferences in recidivism prediction [35], credit card approval

[32], advertising [30] and job matching [33], among others. In the previous chapter, we

discussed how concerns over fairness in ML have prompted research into the establishment

of fairness metrics and techniques to mitigate bias (see e.g. [209, 210, 204, 211, 191] and

references therein). However, mitigating biases in AI first requires detecting biases in AI.

Auditing is a crucial step for detecting biases in existing AI systems. It allows practition-

ers to assess whether the defined fairness criteria, as measured by appropriate metrics, are

met, or whether bias mitigation is necessary. Without systematic auditing, fairness violations

may go unnoticed.

In state-of-the-art approaches based on group fairness measures, audits are typically

conducted by an external investigator (a.k.a. the auditor) by comparing the service provider’s

ML model predictions for different demographic subgroups in an audit data set. For instance,

a classifier satisfies the definition of demographic parity [193] if the subjects in the protected

group and the unprotected group have equal probability of being assigned to the positive

predicted class, e.g. if credit card approval is equally probable for both females and males.

Auditing ML models raises important privacy challenges. In many real-world deploy-

ments, the auditor (who is separate from the service provider and model owner) may use the

audit data may include sensitive attributes – such as race or gender – that must remain con-

fidential [212, 37]. At the same time, the model owner’s (a.k.a. the auditee’s) deployed ML
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model may be proprietary and cannot be exposed [213]. This makes it difficult to evaluate

fairness using traditional auditing approaches, which often assume access to both the model

and the data. To address this, we must develop mechanisms that enable fairness assessments

without compromising the privacy of either the auditor or the auditee.

In this chapter, we bridge the concepts of privacy and fairness by focusing on how to

perform such privacy-preserving audits. Specifically, we propose novel MPC protocols for

securely computing fairness metrics, enabling the auditing of ML models while preserving

the privacy of the audit data (which acts as test data during inference, see Chapter 1) and

maintaining the confidentiality of the model. As part of this work, we implement these

protocols in a practical library, PrivFair, which supports private model auditing. Unlike

the rest of this thesis, which focuses on the training phase using the DP-in-MPC paradigm,

this chapter shifts attention to the privacy at the inference stage of the ML pipeline.

The remainder of this chapter is organized as follows. Section 5.1 introduces the problem

of fairness auditing for of ML models while preserving privacy of both the auditor and the

auditee. Section 5.2 formally defines the group fairness metrics that serve as the basis for

determining whether a model exhibits biased behavior. The corresponding MPC protocols

for computing these metrics are presented in Section 5.3. Section 5.4 provides an empirical

evaluation of the proposed protocols across two data modalities (tabular and image) and

two model types (logistic regression and convolutional neural networks). Finally, Section 5.5

discusses key insights and limitations, and Section 5.6 summarizes the chapter.

5.1 The Problem

In real world scenarios, a proprietary model M held by a company Alice may need to be

audited by an external investigator Bob using sensitive audit data D (see Figure 5.2). For

example, a bank or hospital, represented by Bob, wants to purchase use of a predictive model

and needs to investigate whether the model performs fairly on their data. Alice does not

want to disclose her trained model parameters as this could assist rival companies to benefit

from her technology. Furthermore, ML models can memorize specific examples from the
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training data [151], hence disclosing M, or even giving just black box access through an

API interface, can leak very specific information about the training data, which might be

sensitive in itself. Likewise, Bob does not want to disclose the audit data D to Alice, because

it contains sensitive attributes that are on one hand needed for the fairness audit, while on

the other hand may be subject of anti-discrimination and data protection law.

While substantial research progress has been made in the area of fairness in AI and,

separately, in the area of privacy-preserving ML, there is a gap in literature that addresses

fairness and privacy simultaneously. Existing algorithms for fairness auditing, and their

implementations in libraries such as Fairlearn [214] and AI Fairness 360 [215], operate without

concern for privacy, assuming that the entity performing the fairness audit has unrestricted

access to the modelM as well as the audit data D. This assumes that either Alice is willing

to disclose M to Bob, or that Bob is willing to disclose D to Alice, or that they are both

willing to discloseM and D to some trusted third party. None of these scenarios is realistic

for proprietary models and sensitive audit data.

5.2 Metrics for Group Fairness

Consider the audit data D that contains samples of the form (x, y, a). x is the instance

that needs to be classified (e.g. an image, or a row of tabular data), y is the ground truth

class label, and a indicates whether the instance belongs to an unprivileged demographic

subgroup. a is a value of a binary variable A where A = 0 designates the unprotected group

and A = 1 designates the protected (or sensitive) group. y is a value of a variable Y that

represents the actual outcome. Similarly, we use Ŷ to denote a variable that represents the

predicted outcome according to the modelM.

We recall that by fairness we mean algorithmic fairness as commonly understood in the

ML literature, namely that a person’s experience with an information system should not

irrelevantly depend on their personal characteristics such as race, gender, sexual orientation,

ethnicity, religion, or age [216]. In this chapter, we focus on fairness as defined by group-

based measures. These aim to ensure that different groups of users should receive similar
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Figure 5.1: Confusion matrix and commonly used classification metrics

statistical treatment.

Many different notions of group fairness have been proposed in the literature, some of

them even mathematically incompatible [194]1. In particular, many widely adopted statis-

tical notions of fairness rely on the components of the confusion matrix shown in Figure 5.1

when applying the ML model under investigation to an audit data set. Specifically, these

components include the number of true positives (TP), false positives (FP), true negatives

(TN), and false negatives (FN). These quantities form the basis of computing fairness metrics

that we describe below.

• Equalized odds. By definition, equalized odds is satisfied if Ŷ and A are independent

conditional on Y ,i.e. Ŷ ⊥⊥ A | Y [208]. For a binary classifier, this is equivalent to

Equation (5.1). This implies that the true positive rate TPR = TP/(TP+FN) and the

false positive rate FPR = FP/(FP+TN) are the same for both the unprotected and

the protected groups, i.e. (TPRA=1 = TPRA=0 and FPRA=1 = FPRA=0).

1This inherent incompatibility between fairness metrics and the choice of appropriate metrics is itself a topic

of ongoing research and discussion, and it is not the focus of this thesis.
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An exact equality as in Equation (5.1) may be hard to achieve, so it is common to

compute the left and the right hand sides of Equation (5.1) separately and inspect their

differences, sometimes reported through metrics such as the equalized odds difference.

P(Ŷ = 1 |Y = y, A = 0) = P(Ŷ = 1 |Y = y, A = 1), ∀y ∈ {0, 1} (5.1)

We extend Equation (5.1) to multi-class classification using the one-vs-rest approach.

For a classification task with a label set L = {0, 1, ..., C−1}, for each class label c ∈ L,

we define the equalized odds for class label c as per Equation (5.2). In this case, for

each class label c, we consider two cases with Ŷ = c and Ŷ = ¬c (any other class).

Adapting Equation (5.1) to this gives us Equation (5.2) which implies that the TPR

and FPR for each class should be same for both the protected and unprotected groups.

P(Ŷ = c |Y = y, A = 0) = P(Ŷ = c |Y = y, A = 1), ∀y ∈ {c,¬c},∀c ∈ L (5.2)

• Equal Opportunity. By definition, equal opportunity, [208], for a binary predictor

is satisfied if

P(Ŷ = 1 |Y = 1, A = 0) = P(Ŷ = 1 |Y = 1, A = 1) (5.3)

This implies that the TPR is the same for both the unprotected and the protected

group, i.e. (TPRA=1 = TPRA=0). This fairness notion is a relaxation of equalized odds

in a sense that it focuses only the positive or advantaged outcome.

Equal opportunity can be extended to a multi-class classification task, as shown in

Equation (5.4). This involves computing the TPR for each individual class c for each

group, implying that the TPR for each class should be same for both protected and

unprotected groups.

P(Ŷ = c |Y = c, A = 0) = P(Ŷ = c |Y = c, A = 1), ∀c ∈ L (5.4)
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• Sub-Group Accuracy. This notion of fairness, similar to overall accuracy equality

[217], when the classifier achieves equal accuracy for both the protected and unpro-

tected groups.

We report this metric by computing the accuracy for the protected group, the accuracy

for the unprotected group, and the overall accuracy. These notions are defined as

follows, for a classifierM and an audit data set D with instances of the form (x, y, a):

ACCA=1 =
|{(x, y, 1) ∈ D | y =M(x)}|

|{(x, y, 1) ∈ D}|
(5.5)

ACCA=0 =
|{(x, y, 0) ∈ D | y =M(x)}|

|{(x, y, 0) ∈ D}|
(5.6)

ACC =
|{(x, y, a) ∈ D | y =M(x)}|

|{(x, y, a) ∈ D}|
(5.7)

Equation (5.5)–(5.7) cover both binary and multi-class classifiers.

• Demographic parity. Demographic parity, also known as statistical parity, is one of

the best known and most widely accepted notions of group fairness [193]. A classifier

satisfies demographic parity if

P(Ŷ = 1 |A = 0) = P(Ŷ = 1 |A = 1) (5.8)

This implies that both protected and unprotected groups have equal probability of

receiving positive outcomes [191]. This is equivalent to the ratio of the number of

positive outcomes for the group to the total number of instances belonging to the

group. Note that the number of positive outcomes for a group in the audit data is the

sum of the number of true positives and the number of false positives for that group,

i.e. (POS = TPA=a + FPA=a, where POS is the number of positive outcomes).

5.3 Secure Fairness Auditing Protocols

MPC is an appropriate choice for performing audits for ML biases without revealingM and

the audit data D. It enables the accurate computation of fairness metrics while providing
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strong protection to both inputs, thus meeting both the privacy and auditability goals.

Unlike the rest of the thesis, the focus here is solely on input privacy. Note that a limitation

of this approach is that while the audit data remains protected, the outputs (i.e. fairness

metrics) are revealed to the auditor. This could potentially enable attacks based on those

metrics, as output privacy is not provided in this setup.

Although fairness auditing is inherently a two-party (2PC) task between Alice and Bob,

in practice, either party may lack the necessary infrastructure and prefer to outsource the

computation to the cloud. This motivates our proposal of MPC-as-a-Service (see Chapter 2),

which supports the following two scenarios:

Scenario 1 Alice and Bob have the necessary computational setup to perform MPC com-

putations themselves and proceed by secret-sharing their data with each other directly.

In this case, MPC-as-a-Service consists of only two computing servers, where the MPC

parties, namely Alice and Bob, themselves act as the MPC servers.

Scenario 2 Alice and Bob need to perform computation intensive tasks and outsource the

MPC based computations, thus secret-sharing the data across a set of MPC servers.

Figure 5.2 illustrates this scenario with 3 MPC servers.

To the best of our knowledge, at the time this research was conducted, the use of MPC for

private detection and mitigation of bias in ML models was so far only considered by Kilbertus

et al. [218], for one group fairness measure (statistical parity). Kilbertus et al. focus on

privacy-preserving training of a fair logistic regression (LR) model, in an honest-but-curious

2-server set-up in which the audit data is revealed to one of the servers. The main differences

with our library is that we propose

(a) fairness auditing of a variety of ML models (LR, SVM, convolutional networks (CNNs),

decision trees (DTs), and random forests (RFs)),

(b) against a variety of group fairness metrics (see Section 5.2),

(c) under passive and active security threat models (See Section 2.2.3 in Chapter 2),

(d) while fully protecting both the audit data and the model parameters.
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(a) Secure fairness auditing in the 3PC scenario

Encrypting model parameters... Encrypting audit data

Connecting to servers... Connecting to servers...

Connected to servers... Connected to servers...

secret-sharing parameters with servers... secret-sharing audit data with servers...

Servers running MPC protocol for DP Servers running MPC protocol for DP

Servers running MPC protocol for EOP Servers running MPC protocol for EOP

Finished protocol execution Finished protocol execution

Aggregating results...

Demographic parity - male: 0.24

Demographic parity - female: 0.19

Equal opportunity - male: 0.399

Equal opportunity - female: 0.40

(b) Model owner’s terminal during audit (c) Investigator’s terminal during audit

Figure 5.2: PrivFair. Alice and Bob send encrypted shares of the model M (Alice) and

the audit data D (Bob) to 3 servers. The servers subsequently execute MPC protocols to

measure demographic parity (DP) and equal opportunity (EOP) in a privacy-preserving

manner, i.e. through computations over the encrypted data.
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Furthermore, the MPC protocols that we develop in this chapter can be applied in tandem

with the technique proposed by Segal et al. [219] for certifying that an audited ML model

is fair. In contrast with Segal et al. we propose MPC-based protocols for auditing the ML

models in a privacy-preserving way, with audit data that is not disclosed in an unencrypted

manner to the audit servers (a.k.a. MPC servers).

The parameter values of Alice’s trained modelM, and the feature values of Bob’s audit

data D, are natively often real numbers represented in a floating point format. As is common

in MPC, Alice and Bob convert all data in their inputsM and D into integers in Z2k (See

Section 2.2.1 in Chapter 2) 2.

Next, Alice and Bob secret-share the integers with the MPC servers. These MPC servers

run the MPC protocols that compute the fairness metrics used to audit ML models. privacy-

preserving computation of the components of the confusion matrix forms the basic building

blocks of these MPC protocols. The MPC protocols we develop are generic and can be

adapted to any threat model by substituting the underlying MPC primitives.

Below we describe MPC protocols to compute the metrics in Section 5.2. At the beginning

of these protocols, the servers have secret-shares of the parameters of the model M, as

received from the model owner Alice (see Figure 5.2). Similarly, from the investigator Bob,

the servers have received secret-shares of an audit data set D with N instances, including a

secret-shared vector Y of length N with the ground truth labels and a secret-shared vector

A of length N with the sensitive attributes.

5.3.1 Protocol πEOD for Equalized Odds.

In PrivFair, the left and right hand sides of Equation (5.2) are computed in a privacy-

preserving manner with protocol πEOD, presented in pseudocode here as Protocol 5. Note

that we abuse the notations Y and A here to denote random variables as in Equation (5.2)

as well as vectors with values for those random variables as in Protocol 5.

2k is chosen large enough so that there is no loss of precision that would affect the utility of the ML models.
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Protocol 5: πEOD for computing equalized odds for multi-class classification
Input : The servers have a secret-sharing of trained model parameters [[M]], and a

secret-sharing of a data set [[D]] with N instances and secret-sharings [[Y ]] and [[A]] of

the corresponding ground truth labels (drawn from a set L with C labels) and a binary

sensitive attribute.

Output : A secret-sharing of the equalized odds metrics for each class.

1 [[Ypred]] ← πINFER([[M]],[[D]])

2 for c = 0 to C − 1 do

3 for i = 1 to N do

4 [[grnd]] ← πEQ([[Y [i]]], c)

5 [[pred]] ← πEQ([[Ypred[i]]], c)

6 [[a]] ← [[A[i]]]

7 [[tp]] ← πMUL([[grnd]], [[pred]])

8 [[ta]] ← πMUL([[grnd]], [[a]])

9 [[pa]] ← πMUL([[pred]], [[a]])

10 [[tpa]] ← πMUL([[tp]], [[a]])

11 [[TPA=1[c]]] ← [[TPA=1[c]]] + [[tpa]]

12 [[FNA=1[c]]] ← [[FNA=1[c]]] + ([[ta]] − [[tpa]])

13 [[FPA=1[c]]] ← [[FPA=1[c]]] + ([[pa]] − [[tpa]])

14 [[TNA=1[c]]] ← [[TNA=1[c]]] + ([[a]] − [[ta]] − [[pa]] + [[tpa]])

15 [[TPA=0[c]]] ← [[TPA=0[c]]] + ([[tp]] − [[tpa]])

16 [[FNA=0[c]]] ← [[FNA=0[c]]] + ([[grnd]] − [[ta]] − [[tp]] + [[tpa]])

17 [[FPA=0[c]]] ← [[FPA=1[c]]] + ([[pred]] − [[pa]] − [[tp]] + [[tpa]])

18 [[TNA=0[c]]] ← [[TNA=1[c]]] + (1 − [[grnd]] − [[pred]] − [[a]] + [[tp]] + [[ta]]+ [[pa]] − [[tpa]])

19 end

20 end

21 [[TPRA=1[c]]] ← πDIV([[TPA=1[c]]] ,[[TPA=1[c]]] + [[FNA=1[c]]])

22 [[TPRA=0[c]]] ← πDIV([[TPA=0[c]]] ,[[TPA=0[c]]] + [[FNA=0[c]]])

23 [[FPRA=1[c]]] ← πDIV([[FPA=1[c]]] ,[[FPA=1[c]]] + [[TNA=1[c]]])

24 [[FPRA=0[c]]] ← πDIV([[FPA=0[c]]] ,[[FPA=0[c]]] + [[TNA=0[c]]])

25 return [[TPRA|0,1]] , [[FPRA|0,1]]
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Table 5.1: Logic for evaluating TP, FN, FP and TN

grnd pred Metric Logic

1 1 TP grnd ∗ pred

1 0 FN grnd ∗ (1−pred)

0 1 FP (1-grnd) ∗ pred

0 0 TN (1-grnd) ∗ (1−pred)

On Line 1, the servers perform privacy-preserving labeling of the audit data instances

in D with the modelM using an MPC protocol πINFER for secure inference. Such protocols

have been developed by us and others for logistic regression, neural networks, decision tree

ensembles etc. [220, 221, 222, 223, 108, 224] and can be used in combination with the protocols

in PrivFair. After Line 1, the servers have a secret-shared vector [[Ypred]] with predicted

class labels for each of the samples in the audit data.

Next, on Line 2–19, for each of the classes, the servers compute the number of true

positives (TP), number of false positives (FP), number of true negatives (TN) and false

negatives (FN) for the (un)protected group. To this end, on Line 4, the servers compute a

secret-shared binary variable [[grnd]] representing if instance i belongs to the class c that is

being inspected. To obtain this, the servers run an MPC protocol πEQ for equality testing

that takes as input the secret-shared ground truth class label [[Y [i]]] and the class c itself,

and returns a secret-sharing of 1 if the equality test was positive, and a secret-sharing of

0 otherwise. Next, on Line 5, the servers compute in a similar way a secret-shared binary

variable [[pred]] representing if the predicted outcome for instance i is the class c that is being

inspected. On Line 6, the servers compute a secret-shared binary value [[a]] representing if

the current sample in the audit data belongs to the protected or unprotected group.

The underlying logic for efficiently computing TP, FN, FP, and TN, is derived from the

truth table shown in Table 5.1. Multiplying column 4 in Table 5.1 with a and with 1−a
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respectively gives us the contribution of instance i to the TP, FN, FP, and TN metrics for

the protected and unprotected group respectively. For example, the total number of instances

of the protected group that get incorrectly classified as belonging to class c is

FPA=1[c] =
n∑

i=1

(1− grnd(i)) · pred(i) · a(i) (5.9)

in which grnd(i), pred(i), and a(i) are the secret-shared binary variables computed for instance

i on Line 4–5.

This logic is modified to suit the MPC computations on Line 7–18. To this end, we

rewrote the expressions in the summations as in the right hand side of Equation (5.9) to

reduce the overall number of multiplications as much as possible. As a result, πEOD requires

only 4 multiplications per instance and per class (see Lines 7–10). On Lines 11–14 and Lines

15–18, the servers use these precomputed secret-shared products to obtain secret-shares of

TP, FN, FP, and TN respectively for the protected group and for the unprotected group.

Finally, on Line 20–23 the servers execute a protocol πDIV for division with secret-shared

values, to obtain secret-shares of the TPR and FPR for each class for the protected and

unprotected groups. At the end of the protocol, each server sends its secret-shares to the

investigator Bob who can then combine the shares to learn the TPR and FPR values. The

servers themselves do not learn anything about the real values of the TPR and the FPR,

nor of the TP, FN, FP, and TN metrics computed along the way, and not even the number

of instances of each class in the audit data.

While Protocol 5 is presented for multi-class classification, it can be trivially used for

binary classification as well by removing Line 2 and 19, and running the inner for-loop only

once with a fixed value of c = 1.

5.3.2 Protocol πEOP for Equal Opportunity

Protocol 5 can be modified directly to compute Equation (5.3) resulting in a new protocol

πEOP. This can be done by running the inner for-loop only once, with a fixed value of c = 1

(binary classification) and by removing several lines, i.e. Line 9; the lines that compute FP
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and TN (Lines 13–14,17–18); and the lines that compute FPR (Lines 22–23). Through

executing the resulting protocol πEOP, the servers will only compute secret-shares of TPR

(Line 25) for c = 1.

Protocol 6: πGACC for computing sub-group accuracy for multi-class classification

Input : The servers have a secret-sharing of trained model parameters [[M]], and a

secret-sharing of a data set [[D]] with N instances and secret-sharings [[Y ]] and

[[A]] of the corresponding ground truth labels (drawn from a set L with C

labels) and a binary sensitive attribute.

Output : A secret-sharing of the sub-group accuracy metrics.

1 [[Ypred]] ← πINFER([[M]],[[D]])

2 for i = 1 to N do

3 [[countA=1]] ← [[countA=1]] + [[A[i]]]

4 end

5 [[countA=0]] ← N − [[countA=1]]

6 [[correctA=1]] ← 0

7 [[correctA=0]] ← 0

8 for i = 1 to N do

9 [[corr]] ← [[Y [i]]] − [[Ypred[i]]]

10 [[iscorr]] ← πEQ([[corr]], 0)

11 [[iscorrA=1]] ← πMUL( [[iscorr]], [[A[i]]])

12 [[correctA=1]] ← [[correctA=1]] + [[iscorrA=1]]

13 [[correctA=0]] ← [[correctA=0]] + ([[iscorr]] − [[iscorrA=1]])

14 end

15 [[ACCA=1]] ← πDIV([[correctA=1]] , [[countA=1]])

16 [[ACCA=0]] ← πDIV([[correctA=0]] , [[countA=0]])

17 [[ACC]] ← πMUL([[correctA=1]] + [[correctA=0]], 1/N)

18 return [[ACCA|0,1]], [[ACC]]
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5.3.3 Protocol πGACC for Sub-Group Accuracy

On Line 1 in Protocol 6, the servers perform privacy-preserving labeling of the audit data D

with the modelM. On Line 2-4, the servers “count” how many instances in the audit data

belong to the protected group, i.e. the denominator of Equation (5.5). Note that each of

the servers obtains only a secret-share of the resulting countA=1, i.e. no server finds out how

many instances in the audit data belong to the protected class. Since the total number of

instances N is public information, the servers can straightforwardly retrieve a secret-sharing

of the number of instances belonging to the unprotected group by computing N−[[countA=1]].

This is leveraged in Line 5.

Through Lines 8–14, the servers count how many predictions are correct. To this end,

for each instance, on Line 9 the servers compute the difference between the actual outcome

and predicted outcome. If this difference is equal to zero as per Line 10, it means it was a

correct prediction. Lines 11–13 decide whether this correct prediction is to be accounted for

in the total of the protected or the unprotected group. The right hand side of Line 13 for

the unprotected group is written to take advantage of the multiplication that was already

done for the protected group on Line 11.

On Line 15–16 the servers compute accuracy for the protected and unprotected group

respectively. Line 17 computes overall accuracy by performing secure addition of number of

correct instances for each subgroup followed by secure multiplication with a constant 1/N .

5.3.4 Protocol πDP for Demographic Parity

Protocol πDP can be derived by replacing Line 2 in Protocol 5 with c = 1 (for binary classi-

fication) and retaining only the lines required for computing TP and FP for each subgroup

(Lines 3–10,11,13,15,17). Furthermore, Lines 20-23 are replaced by lines that compute the

sum of TP and FP:

[[POSA=1]] ← [[TPA=1]] + [[FPA=1]]

[[POSA=0]] ← [[TPA=0]] + [[FPA=0]]
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Additionally to compute the ratio, we adopt computations similar to Protocol 6, by including

lines for computing counts of the instances belonging to each group (Lines 2–5), followed by

the lines to compute the ratio

[[DPA=1]] ← πDIV([[POSA=1]] , [[countA=1]])

[[DPA=0]] ← πDIV([[POSA=0]] , [[countA=0]])

At the end, Line 25 in Protocol 5 is replaced with

return [[DPA=1]], [[DPA=0]]

5.4 Empirical Evaluation of Protocols

PrivFair is implemented3 on top of MP-SPDZ [110] and is sufficiently generic to take

advantage of the variety of underlying MPC schemes in MP-SPDZ.

In this section, we empirically evaluated the proposed protocols for secure fairness audit-

ing. We perform all our experiments on virtual machines (host) on Google Cloud Platform

(GCP) with 8 vCPUs, 32 GB RAM and egress bandwidth limited to 16 Gbps. We use

mixed computations [225, 226, 227, 228] that switch between arithmetic (Z2k with k = 64)

and binary (Z2) computations for efficiency. All integer additions and multiplications are

performed over the arithmetic domain and any non-linear functions such as comparisons are

computed over the binary domain.

We report the time taken to execute the MPC protocols in PrivFair under different se-

curity settings in Table 5.2, namely for 2PC and 3PC with passive or with active adversaries.

To perform experiments for binary classification, we audit a logistic regression (LR) model

for credit score classification on the benchmark German credit score data set [229]. The

servers run MPC protocols πDP and πEOP from PrivFair to compute demographic parity

and equality of opportunity, using gender as the sensitive attribute. For multi-class clas-

sification, we demonstrate PrivFair to audit a ConvNet (∼ 1.48M parameters) model for

3https://bitbucket.org/uwtppml/privfair

https://bitbucket.org/uwtppml/privfair
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emotion recognition from images [224]. As audit data, we use 56 images from the RAVDESS

data set [230] corresponding to different emotions, namely neutral, happy, sad, angry, fearful,

disgust, and surprised. Using gender as the sensitive attribute, the servers run MPC protocols

πEOD and πGACC from PrivFair to compute equalized odds and subgroup accuracy.

Regarding utility we note that the LR and ConvNet models were trained in the clear, and

that the πINFER protocol for secure inference with these models infer the same labels as one

would obtain without encryption, i.e. there is no loss of utility (accuracy). The results of the

secure fairness auditing protocols are therefore also the same as one would obtain without

encryption. In the remainder of this section, we therefore focus on the runtimes.

The times reported in Table 5.2 correspond to the entire runtime of the MPC protocols,

i.e. both the so-called offline and online phases4. The offline phase includes any pre-processing

required to begin executing the MPC protocol (such as the generation of the correlated

randomness that is needed for the secure multiplication πMUL) and is independent of the

specific input values; the online phase is where the MPC protocol executes on the specific

inputs.

Furthermore, the times reported in Table 5.2 encompass the time needed to infer class

labels for all the instances in the audit data (such as on Line 1 in Protocol 5 and Protocol 6)

and the time needed to evaluate the individual applicable fairness notions. The substantial

differences in runtime for auditing the logistic regression model (binary classification) vs. the

ConvNet model (multi-class classification) stem from large differences in runtime for the

inference step. For example, auditing 56 images belonging to 7 classes with a ConvNet of

1.48M parameters to report EOD takes 42,745.09 sec in the active 2PC setting. Out of this,

42,515.82 sec were taken to classify the 56 images in the audit data in a privacy-preserving

manner (Line 1 of Protocol 5), while execution of the rest of Protocol 5 to evaluate the

fairness metric itself took 229.27 sec. Nearly all the time taken by PrivFair’s protocols for

auditing the image classifier are spent on inference, while the time taken to evaluate only

4The runtimes reported were recorded at the time of conducting this research. We note that improvements

have since been made to MP-SPDZ, and it is possible to achieve better runtimes with the latest versions.
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Table 5.2: Time taken to execute individual MPC protocols in PrivFair – includes time for

making inferences and fairness evaluation. Binary classification corresponds to credit score

classification on the German credit score data set. Multi-class classification corresponds

to detecting one of 7 emotions in an image using the RAVDESS data set. The times do

not include compile time but include both online and offline times. Times are an average

over 5 runs. 2PC-Passive: [1], 2PC-Active: [2], 3PC-Passive: [3], 3PC-Active: [4]; all with

corruption threshold of 1.

#Samples

(owned

by Bob)

#Model

Parameters

(owned

by Alice)

Passive Active

πDP πEOP πDP πEOP

B
in
ar
y

200
47

(LR)
2PC 3.34 sec 3.36 sec 239.24 sec 238.69 sec

3PC 1.37 sec 1.67 sec 6.41 sec 6.43 sec

πEOD πGACC πEOD πGACC

M
u
lt
i-
cl
as
s

56
1.48M

(ConvNet)
2PC 5,866.47 sec 5,866.46 sec 42,745.09 sec 42,742.00 sec

3PC 29.92 sec 29.84 sec 199.02 sec 198.99 sec
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the fairness metrics given the labels is near real-time and practical.

Our runtime results for the time-consuming inference (the first step in the fairness au-

diting protocols) align with the observations in the MPC literature [108, 4, 224] where there

is also a substantial difference between protocols for passive and active adversarial settings.

Providing security in the presence of active or “malicious” adversaries, i.e. ensuring that no

such adversarial attack can succeed, comes at a much higher computational cost than in the

passive case. The same holds for a dishonest-majority 2PC setting where each party (server)

only trusts itself, versus a much faster 3PC honest-majority setting. We note that unlike in

privacy-preserving inference applications, where fast responsiveness of the system can be of

utmost importance for practical applications [108, 224], in fairness auditing use cases such

as the ones we consider in this chapter, one can typically afford longer runtimes, justifying

the use of the most stringent security settings.

All the above results carry over to any similar, same sized audit data sets and models.

With increase in the size of the data set or the number of parameters of the model, the times

for execution of the MPC protocols will increase linearly [224].

The price paid to preserve privacy during fairness auditing is an increase in runtime,

which stems mostly from the computational and communication cost of the MPC protocols

used for labeling the audit instances in a privacy-preserving manner. We argue that this

is a reasonable price to pay when working with sensitive data. Indeed, unlike in inference

applications – such as real-time speech recognition or video classification for surveillance –

where fast responsiveness of the system is of utmost importance, in fairness auditing use

cases with sensitive data one can typically afford longer runtimes, justifying the use of the

most stringent security settings, even if they come at a higher cost.

5.5 Discussion

The current open-source implementation of PrivFair includes MPC protocols for the well

established fairness metrics of equalized odds, equal opportunity, subgroup accuracy, and

demographic parity. The fairness auditing protocols can be selected based on their suitability
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to the application where fairness is to be guaranteed. PrivFair can be easily used and

extended to report other statistical notions of fairness [191] such as treatment equality [217]

and predictive equality [231]. Furthermore, while we have demonstrated the use of PrivFair

for auditing of logistic regression and ConvNet models, the fairness auditing protocols can

be used for any kind of model architecture for which an MPC protocol for secure inference

is available, including decision tree models, random forests, support vector machines, and

other kinds of neural networks [220, 221, 222, 223, 108].

The applicability and usefulness of PrivFair stretches well beyond the applications

considered in our experiments. AI services that deal with sensitive data such as in healthcare,

banking, predictive policing etc. not only need to protect data but also ensure that unbiased

AI services are available to all. PrivFair is a first step where AI developers and AI end

users can collaborate to aim for unbiased AI services, while protecting their data. As such,

the impact of using PrivFair can be significant in all fields where ML models appear

for automated decision making, e.g. education, housing, law-enforcement, healthcare, and

banking, as well as new application domains yet to be discovered.

5.6 Summary

We presented PrivFair, a first-of-its-kind library for privacy-preserving fairness audits of

ML models. We developed MPC protocols to compute the components of the confusion

matrix. Building on these sub-protocols, we then designed protocols to compute metrics for

group fairness that aid in auditing group fairness violations in ML-based systems.

These protocols in PrivFair allow an investigator Bob with audit data to evaluate the

fairness of a model owner Alice’s ML model without requiring Bob or Alice to disclose their

inputs to anyone in an unencrypted manner. To protect both the trained model parameters

and the audit data, we use MPC. Specifically, MPC-as-a-Service enables 2PC scenarios in

which Alice and Bob act as the 2 MPC servers themselves, as well as nPC scenarios in

which Alice and Bob outsource the fairness audit to untrusted servers in the cloud. The

latter service can be adapted to be used not only for synchronous but also asynchronous
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MPC computations, where servers each store the corresponding secret-shares of the models

that are to be investigated and an external investigator can choose the desired model to

investigate.
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Chapter 6

ACHIEVING GROUP FAIRNESS IN
PRIVATE CROSS-DEVICE SETTINGS

In the previous chapter, we examined how group unfairness can be detected in AI systems

through auditing. As explained in Chapter 4, group fairness – a widely studied notion of

fairness and one often mandated by regulatory bodies in AI applications [232] – aims to

ensure that ML model predictions are not biased against certain groups of people, as defined

by sensitive attributes such as race, gender, or age [191].

After detecting bias, the next step is to apply methods for mitigation. Developing group-

fair ML models in the centralized learning setup where a single entity has access to all data

has been well studied in the literature [193, 208, 233]. In a lot of applications however, data

originates from many different data holders who – out of privacy concerns – may not wish

to, or may legally not be allowed to, disclose their data to a central entity (i.e. distributed

or federated settings). This creates challenges for training fair ML models, particularly in

Federated Learning (FL) settings, where raw data remains decentralized and does not leave

the client’s site (see Section 2.1 in Chapter 2). Fair model training in FL is challenging due

to the intrinsic conflict between bias mitigation algorithms that often require access to data

across clients, while FL is explicitly designed to protect privacy by preventing such access

[234].

The emerging literature on achieving group fairness in federated settings using FL, at the

time of this research, largely assumes a cross-silo setup. In this setup, each client holds data

for multiple sensitive attribute values (e.g. each client represents a bank with data about both

female and male customers) [235, 236, 237, 238]. These approaches often achieve fairness

by sacrificing some degree of privacy. However, many FL applications naturally exhibit
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a cross-device federated setup with horizontally partitioned data, where each client in the

federation has one particular value for the sensitive attribute (e.g. a female client, using a

mobile recommending application, will have user-item interaction data belonging only to the

female group). At the time of this research, there was limited literature on achieving group

fairness with strong privacy guarantees in cross-device settings.

To address this gap, in this chapter we explore how DP-in-MPC can be used to mitigate

group unfairness while offering stronger privacy guarantees than traditional FL approaches,

as discussed in Section 6.2. To this end, we introduce PrivFairFL, a privacy-preserving

technique designed to enforce group fairness while training models using the traditional FL

paradigm, particularly in cross-device scenarios. We do note that PrivFairFL can be easily

adapted to both cross-silo and cross-device FL settings.

After defining the metrics we use in this chapter in Section 6.1, we briefly review existing

literature in Section 6.2. We then develop MPC protocols for pre- and post-processing

techniques in Section 6.3. We present empirical results in Section 6.4 and finally summarize

the chapter in Section 6.5.

6.1 Group Fairness

Group fairness measures how balanced the predicted outcomes are across the groups defined

by the sensitive attribute S. Many different notions of group fairness have been proposed in

the literature [193, 197, 208, 194, 239].

6.1.1 Metrics

In this thesis, we consider popular statistical notions of fairness. These, as mentioned in

Chapter 5, rely on computing the true positive rate (TPRp and TPRu), false positive rate

(FPRp and FPRu), and the number of true positives (TPp and TPu) for the privileged (p)

and unprivileged groups (u) respectively. We briefly outline the specific fairness metrics

used in this chapter below, where Np and Nu denote the number of samples for privileged

and unprivileged group respectively. The lower the values of these metrics, the fairer the



129

predictions made by the model.

• Disparate Impact (DI) measures discrimination in the predictions by computing

the recall (TPR) for the groups [29]. A value DI = 1 indicates discrimination-free

predictions. We report the degree of discrimination using |1−DI|.

|1−DI| = |1−max(TPRu/TPRp,TPRp/TPRu)|

• Equal opportunity (EOP) considers the fairness of the predictions from the perspec-

tive of TPR [208]. This metric focuses only on the positive or advantaged outcome. We

report this metric as equal opportunity difference (∆EOP) by computing the difference

between the TPR of the two groups.

∆EOP = |TPRp − TPRu|

• Equalized odds (EODD) considers the predictions fair if Ŷ and S are independent

conditional on Y [208]. This implies that both TPR and FPR are equal between the

groups. We report this metric as average odds difference (∆EODD).

∆EODD = 0.5 · (|TPRp − TPRu|+ |TPRp − TPRu|)

• Statistical parity (SP) considers the predictions as fair if the number of positive

predictions are the same for the two groups [193]. We report statistical parity difference

(∆SP) as the difference between the ratio of positive outcomes per group.

∆SP = |(TPp/Np)− (TPu/Nu)|
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Recall from Section 4.2 in Chapter 4 that existing unfairness mitigation techniques can

be categorized into three categories based on the stage in the ML pipeline they are incorpo-

rated into, namely, pre-processing, in-processing and post-processing. Unlike in-processing,

the pre- and post-processing techniques are independent of the notions of fairness, learning

objective, and the model being trained.

PrivFairFL extends pre- and post-processing to FL. Model is training done using the tra-

ditional FL paradigm. For pre-processing, we adopt a reweighting method that adjusts the

loss function to penalize incorrect predictions based on weights assigned to training samples,

therefore encouraging the model to learn a fair predictor across groups [240]. Specifically,

it assigns different weights to data from different groups to create a balanced training dis-

tribution. For post-processing, we employ the threshold optimization technique from [208],

which identifies group-specific decision thresholds by constructing ROC curves that satisfy

predefined objectives.

6.2 Literature on Techniques for Group Fairness in FL

Group fairness in FL. Extending bias mitigation techniques from the centralized paradigm

to FL is challenging due to an intrinsic conflict between fair model training and FL [234]:

(i) evaluating the fairness of a model, or mitigating bias, requires access to the data of all

clients; and (ii) FL aims at preserving data privacy by not giving such access. As Table 6.1

shows, methods for training group-fair models have been proposed for cross-silo setups (each

client has data for multiple sensitive attribute values), and for cross-device setups (each

client has data for only one sensitive attribute value). Nearly all methods are based on in-

processing, hence tailored to a specific training algorithm, model architecture, and fairness

notion [238, 241, 237]. Furthermore, as the “privacy” column in Table 6.1 indicates, most of

the emerging literature on group-fair FL tries to work around the conflict between (i) and

(ii) by sacrificing privacy for fairness. Information leaks can occur when the clients send

updated model parameters, gradients, fairness metrics, or the values of sensitive attributes

to the aggregator, or by analyzing the aggregated outputs. For example, during FL train-
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ing, assuming that an adversary A has the model from the previous round and the gradient

updates from the current round, A can infer a private training example [59]. Most works

do not take into account such information leaks in FL [242, 243, 244, 245]. A can also ana-

lyze the aggregated outputs to infer knowledge about a particular client. FairFed [246] and

Rodriguez et al. [247] employ SecAgg [102] to protect data leaks from information sent by

the clients, but fail to protect the aggregated values. Though Rodriguez et al. [247] use a

combination of MPC and DP, they reveal the aggregated gradients to the computing servers

and add noise in-the-clear (i.e. in an unencrypted manner) to publish DP aggregates to the

FL aggregator. Similarly, [248] protect only the discrimination indices sent by clients and

fail to protect any aggregated output and gradient updates.

Private aggregation techniques. Statistics about the underlying data distribution are

commonly used to improve the ML model learning process. Various works have shown that

statistics about the data distribution across clients in FL can improve the utility of models or

make them more fair, especially for clients with imbalanced or non-i.i.d. data [250, 237]. The

challenge is to collect the statistics without infringing upon the clients’ privacy. Solutions for

aggregation with MPC to protect the private input data have been recently employed in FL to

train group-fair models [246, 248]. However, the output of such MPC-based aggregations can

still leak information about the client’s data. In PrivFairFL we go a step further by adding

noise to the aggregated values to provide DP guarantees. Existing works for aggregation do

so by having the clients participate in the noise generation. Such solutions are not resilient

to malicious clients, and require extensive communication between clients and the aggregator

[251, 252]. Our proposal correctly generates the noise in a secure way, inside MPC protocols

that are resilient to corruptions by semi-honest and malicious adversaries (see Section 6.3).
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Table 6.1: Related work on Group Fairness in FL

(* indicates that PrivFairFL can be extended to cross-silo as discussed in Section 6.3.3)

Paper Scenario Privacy Mitigation Alg.

silo dev DP MPC Pre In Post

Abay [236] ✓ ✓ ✗ ✓ ✓ ✗

AgnosticFair [237] ✓ ✗ ✗ ✗ ✓ ✗

FCFL [238] ✓ ✗ ✗ ✗ ✓ ✗

Zhang [241] ✓ ✗ ✗ ✗ ✓ ✗

FairFL [248] ✓ ✗ ✓ ✗ ✓ ✗

FPFL [249] ✓ ✓ ✗ ✗ ✓ ✗

Rodriguez [247] ✓ ✗ ✓ ✓ ✗ ✓ ✗

Kanaparthy [244] ✓ ✗ ✗ ✗ ✓ ✗

GI-FAIR [243] ✓ ✗ ✗ ✗ ✓ ✗

FADE [245] ✓ ✗ ✗ ✗ ✓ ✗

FairFed [246] ✓ ✓ ✗ ✓ ✗ ✓ ✗

Papadaki [242] ✓ ✓ ✗ ✗ ✗ ✓ ✗

PrivFairFL * ✓ ✓ ✓ ✓ * ✓

6.3 PrivFairFL: Privacy-Preserving Group Fairness

We consider a federation with M clients, in which each client k (k = 1 . . .M) holds a dataset

Dk with nk training samples. < Xik, sik, yik > represents the ith training sample held by

the kth client where sik is the value of a sensitive attribute, yik is the value of a class label,

and Xik is the set of remaining feature values. N =
∑M

k=1 nk denotes the total number of

samples. S denotes the sensitive attribute and Y denotes the class label. For the sake of
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simplicity, we focus on the case where S represents a binary sensitive attribute that takes u

(representing the unprivileged group) and p (representing the privileged group) as its values,

and Y takes 0 and 1 as its values. Our proposed methods, however, can be extended to

the case of multiple sensitive attributes, including non-binary, and multi-class classification

(similar to how group fairness metric computations were extended in Chapter 5).

We use C(s, y) to denote the count of all training samples from all the clients with

sensitive attribute value s and class label y:

C(s, y) =
M∑
k=1

nk∑
i=1

#{< Xik, sik, yik > | sik = s ∧ yik = y} (6.1)

For example, C(u, 1) is the number of training samples from all clients belonging to the

unprotected group and with class label 1. The model parameters of client k are denoted as

θk and the aggregated model parameters are represented by θ. The model θ makes predictions

Ŷ .

For MPC-as-a-Service in DP-in-MPC, we consider r ≥ 2 computing (MPC) servers that

execute MPC protocols and perform other computations to aid the clients in model training

in traditional FL paradigm.

We propose two strategies for bias mitigation, namely one that is applied before model

training (PrivFairFL-Pre) and one that is applied after model training (PrivFairFL-Post).

Both strategies are independent of the model training phase, which means that they can be

combined with any technique for model training in FL, including DP-SGD [76]. While all r

servers participate in the MPC protocols for bias mitigation, the aggregation of the weights

or gradients during model training can either be performed by one of the servers – which

then acts like the traditional central aggregator in traditional FL – or it can be implemented

as a straightforward MPC protocol run by all the servers. The methods described in this

section are generic and work with either aggregation setup during the model training phase.

Each strategy is based on the clients in the federation sending secret-shares of their private

information to the r computing servers in an MPC-as-a-Service setting. These servers (1) run

MPC protocols to perform computations for bias mitigation, including an MPC subprotocol
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to add secret-shared noise to the secret-shared results of those computations to provide the

desired DP guarantees1, and (2) publish the outcomes of this process back to the clients. The

two strategies differ in when the MPC protocols are executed (before or after model training),

what the input and output is, and what computations are being performed. Performing bias

mitigation inside MPC protocols yields the same utility and fairness as one could achieve

with global DP, with the added advantage that the clients do not need to disclose their data

to a trusted entity that curates the data.

6.3.1 Privacy-Preserving Pre-processing for Bias Mitigation

In PrivFairFL-Pre, the unified training dataset D is debiased by assigning weights to the

samples based on the values of S and/or Y . Such global assignment of weights on the unified

data addresses the heterogeneous data distributions in cross-device setups.

The reweighing technique, in the centralized paradigm, assigns a weight of 1/C(s, y) to

the the training instance with sensitive attribute value s and label y, where C(s, y) is the

total number of examples in the training data with that sensitive attribute and label value

[240]. We adopt this idea in protocol πRW.

In FL, each client k has its local dataset Dk, and needs to obtain weights for the instances

in Dk that are based on counts C(s, y) across the entire federation. To obtain these weights,

each client k starts by counting the number of negative and positive instances in Dk. We

denote these local counts as LC(0, k) and LC(1, k) respectively, for k = 1 . . .M . Next each

client secret-shares these local counts to the set of MPC servers Pi (i = 1 . . . r), along with

secret-shares of T (k) which denotes whether client k belongs to the protected group T (k) = 1

or to the unprotected group T (k) = 0. None of the MPC servers can derive any information

about the local counts or sensitive attribute values from the received secret-shares .

In Line 1–10 in Protocol 7, the MPC servers compute secret-shares of C(s, y), for all

1Throughout this chapter we consider event-level DP, i.e. an entry or instance corresponds to one training

example of one client in the federation, and D holds the data of all clients combined, i.e. D = ∪Mk=1Dk.
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Client 1 Client 2 Client 4Client 3

Aggregator

MPC servers

Figure 6.1: PrivFairFL. Clients secret-share their sensitive attributes S, ground truth label

Y and predicted label Ŷ with MPC servers. The MPC servers then run MPC protocols

for pre- and post-processing group unfairness mitigation methods. These protocols leverage

DP-in-MPC to compute secret-shares of statistics and ROC curves, and add noise to the

computations.
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Protocol 7: πRW for privacy-preserving reweighing of training data
Input : Total number M of clients; secret-shares of vector T of length M denoting whether client

k belongs to the protected group (T (k) = 1) or to the unprotected group (T (k) = 0);

secret-shares of 2×M matrix LC with local counts of number of negative instances

LC(0, k) and positive instances LC(1, k) for client k; ϵ privacy budget allotted for bias

mitigation

Output: Secret-shares of sample weights for negative and positive instances in protected and

unprotected groups

1 for s in {p, u} and y in {0, 1} do

2 Set C(s, y) to 0.

3 end

4 for k ← 1 to M do

5 for y in {0, 1} do

6 [[LCPr(y)]] ← πMUL([[T (k)]], [[LC(y, k)]])

7 [[C(p, y)]] ← [[C(p, y)]] + [[LCPr(y)]]

8 [[C(u, y)]] ← [[C(u, y)]] + [[LC(y, k)]]− [[LCPr(y)]]

9 end

10 end

11 for s in {p, u} and y in {0, 1} do

12 [[C(s, y)]] ← [[C(s, y)]] + πLAP (1/ϵ)

13 end

14 Set N ′ to 0.

15 for s in {p, u} and y in {0, 1} do

16 [[N ′]] ← [[N ′]] + [[C(s, y)]]

17 end

18 for s in {p, u} and y in {0, 1} do

19 [[W (s, y)]] ← πDIV([[N
′]], 4 · [[C(s, y)]])

20 end

21 return [[W (s, y)]]

values of s and y, from the secret-shares of the clients’ local counts LC(y, k).

As is common in MPC protocols, we use multiplication instead of control flow logic for
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conditional assignments. In this way, the number and the kind of operations executed by the

servers does not depend on the actual values of the inputs, so it does not leak information

that could be exploited by side-channel attacks.

For instance, on (Line 7–8) we rewrite

if T (k) = 1 then C(p, y)← C(p, y) + LC(y, k) else C(p, y)← C(p, y)

as

C(p, y)← C(p, y) + T (k) · LC(y, k)

Similarly,

if T (k) = 0 then C(u, y)← C(u, y) + LC(y, k) else C(u, y)← C(u, y)

is rewritten as

C(u, y)← C(u, y) + (1− T (k)) · LC(y, k)

.

The last expression can be rewritten as C(u, y) +LC(y, k)− T (k) ·LC(y, k), allowing us

to take advantage of the already computed multiplication in Line 6 to arrive at Line 8.

The counts C(s, y) depend on disjoint subsets of the unified dataset D (4 such disjoint

subsets, given that the sensitive attribute and the class label are binary). The results of

the counts can be made public under ϵ-DP guarantee with the Laplace mechanism. The

sensitivity of each count query is 1 resulting in a Laplace noise with magnitude 1/ϵ. Note

that because counts are computed over disjoint subsets with event-level privacy, the parallel

composition property of DP is applicable. To add such noise, on Line 12, the servers call

protocol πLAP to obtain a secret-shared value sampled from the Laplace distribution with

mean 0 and median 1/ϵ. Pseudocode for πLAP is provided separately in Protocol 8.

All the remaining computation in Protocol 7 depend only on the now noisy counts. Be-

cause of DP’s post-processing property, the outcomes of those computations also satisfy
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Protocol 8: πLAP for secure sampling from Laplacian distribution

Input: Scale b

Output: Secret-shared value [[x]] drawn from Laplace distribution with mean 0 and

scale b

1 [[u]]← πGR−RANDOM(−0.5, 0.5)

2 [[sgnu]]← πGTE([[u]], 0)

3 [[absu]]← πMUL([[u]], [[sgnu]]))

4 [[lnu]]← πLN(1− 2 · [[absu]])

5 [[x]]← −b · πMUL([[lnu]], [[sgnu]])

6 return [[x]]

ϵ-DP. The computing servers then execute the MPC-protocol for division πDIV to compute

secret-shares of the weights on Line 19. The multiplication by the constant 4 (which corre-

sponds to the number of sensitive attribute values times the number of label values) and by

N ′ serves to rescale the weights so that they sum up to N ′. Here, N ′ represents the sum of

the noisy counts C(s, y) for all combinations of s and y, and likely differs from the true total

number N of training examples.

At the end of the protocol, the computing servers hold secret-shares of the computed

weights, protected under DP guarantees. These weights are then published so that clients

can use them for model training. πRW not only protects the values of the clients’ labels and

sensitive attributes but also the value of the noise added to the computed weights.

Sampling from a Laplace distribution Lap(0, b) with zero mean and scale b in a privacy-

preserving manner is achieved by letting the servers execute protocol πLAP to compute a

secret-sharing of x = −b · sgn(u) · ln(1 − 2|u|), where u is a random variable drawn from a

uniform distribution in [−0.5, 0.5]2. To obtain a secret-sharing of u, on Line 1 in in Protocol 8,

the servers execute πGR−RANDOM. In πGR−RANDOM, each server generates d random bits, where

2x has distribution Lap(0, b). This follows from the inverse cumulative distribution function for Lap(0, b).
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d is the fractional precision of the power 2 ring representation of real numbers. Then the

servers define the bitwise XOR of these d bits as the binary representation of the jointly

generated random number. The rest of πLAP is fairly straightforward. πLN called on Line 4 is

a known MPC protocol for computing the natural logarithm of a secret-shared value [110].

Extending πRW to other reweighing algorithms. Protocol πRW can be easily extended

to other reweighing techniques [195] by computing the required statistics and adding noise

to them before Line 19, and replacing Lines 11–20 to compute the weights according to the

technique. For example, for reweighing techniques that balance based only on Y , the servers

would compute C(y) =
∑

s C(s, y) after Line 10 (which is straightforward using addition

of secret-shares), which would be followed by a for-loop that iterates over y and computes

[[W (y)]] ← πDIV(N
′, 2 · [[C(y)]]).

Protocol πRW can be easily extended to support other reweighing techniques [195] by

computing the required statistics and adding noise to them before Line 19, and by replacing

Lines 11–20 to compute the weights according to the chosen technique. For example, in

reweighing methods that balance based only on Y , the servers would compute

C(y) =
∑
s

C(s, y)

after Line 10 (which can be done straightforwardly using addition of secret- shares). This

would be followed by a for-loop that iterates over each y and computes the weights as:

[[W (y)]]← πDIV(N
′, 2 · [[C(y)]]).

6.3.2 Privacy-Preserving Post-processing for Bias Mitigation

In PrivFairFL-Post, the predicted outcomes are debiased by finding optimal classification

thresholds for each group. In the centralized paradigm, this is done by constructing ROC-

curves to find thresholds that maximize the given objective [214, 208]. This requires labels

and predictions over the unified training data which violates privacy in the FL scenario.

Below we detail a solution for obtaining ROC-curves and optimal classification thresholds in
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a privacy-preserving manner in FL. PrivFairFL-Post is applied after the training phase, so

we assume that each client has obtained the last model θ. Next:

1. Each client k generates predictions (probabilities) with θ over its local training dataset.

Subsequently each client secret-shares its sensitive attribute value, the predicted prob-

abilities, and the ground truth labels for its local training examples with the MPC

servers . None of the MPC servers can learn of these private inputs from the secret-

shares received.

2. The MPC servers run protocol πROC (see Protocol 9) to construct secret-shares of

the ROC curves for the protected and the unprotected group. Furthermore, noise is

added inside the MPC protocol so that the ROC curves can be made public with ϵ-DP

guarantees.

3. All MPC servers send their secret-shares of the noisy ROC curves to one of the MPC

servers, which then computes optimal thresholds, and sends these to the clients for

further fair inference.

In protocol πROC, the servers construct ROC curves by computing secret-sharings of FPR

and TPR values for a list of predefined candidate thresholds (Line 1 in Protocol 9). On Line

3–19, they compute secret-shares of the TPR and FPR at each threshold, for the protected

and the unprotected group. On Line 5–7, the servers use the comparison protocol πGTE to

determine for each training instance whether it would be classified as positive or negative

based on the jth threshold. This information, along with the ground truth labels Y and the

sensitive attribute values S is then passed to a subprotocol πCF that returns secret-shares of

number of TP, TN, FP and FN for each group based on the jth threshold. The code for πCF

is provided separately as Protocol 10.

The sensitivity of each of the returned counts is 1, and they are based on disjoint subsets

of the data D, so to provide ϵ-DP, on Line 10–11 the servers draw secret-shared noise from
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Protocol 9: πROC for privacy-preserving debiasing of predicted outcomes

Input : Total number of samples N as used for FL , vectors of secret-shares of true

labels Y , predicted probabilities Ŷprob and S each of length N ; privacy

budget ϵ allotted for bias mitigation

Output: Secret-shares of ROC curves for protected and unprotected groups

1 [[thresholds]] ← [[(0.000, 0.001, 0.002, . . . , 0.999, 1.000])]; Set T to 1001

2 Declare [[ROC(p)]] and [[ROC(u)]] as secret-shared 3× T arrays.

3 Declare Ŷth as an N -dimensional vector holds predictions at thresholds

4 for j ← 1 to T do

5 for i← 1 to N do

6 [[Ŷth[i]]] ← πGTE([[Ŷprob[i]]], [[thresholds[j]]])

7 end

8 [[TP(p)]], [[TN(p)]], [[FP(p)]], [[FN(p)]], [[TP(u)]], [[TN(u)]], [[FP(u)]], [[FN(u)]]←

πCF([[Y ]], [[Ŷth]], [[S]])

9 for s in {p, u} do

10 [[TP(s)]] ← [[TP(s)]] + πLAP (1/ϵ); [[TN(s)]] ← [[TN(s)]] + πLAP (1/ϵ)

11 [[FP(s)]] ← [[FP(s)]] + πLAP (1/ϵ); [[FN(s)]] ← [[FN(s)]] + πLAP (1/ϵ)

12 [[TPR(s)]] ← πDIV([[TP(s)]], [[TP(s)]] + [[FN(s)]])

13 [[FPR(s)]] ← πDIV([[FP(s)]], [[FP(s)]] + [[TN(s)]])

14 [[ROC(s)[1, j]]] ← [[FPR(s)]]

15 [[ROC(s)[2, j]]] ← [[TPR(s)]]

16 [[ROC(s)[3, j]]] ← [[thresholds[j]]]

17 end

18 end

19 return [[ROC(p)]], [[ROC(u)]]



142

Lap(0, 1/ϵ) with πLAP (cfr. Protocol 8) and add it to the counts. All MPC servers then send

their secret-shares of the lists of FPRs, TPRs, and corresponding thresholds to one of the

MPC servers that finds the optimal classification threshold for each group, following the

procedure in [214].

Description of πCF. πCF, provided separately as Protocol 10, is built on the logic developed

in Section 5.3 in Chapter 5. It is designed to minimize the number of multiplications and to

avoid control flow statements (if-then-else), which would otherwise make the number of

instructions depend on the input values.

For protocol πCF, the MPC servers receive as input secret-shares of a vector Y with ground

truth labels, secret-shares of a vector Ŷ with predicted labels, and secret-shares of a vector

S with sensitive attribute values. All vectors have length N , which is the total number of

instances. The MPC servers execute protocol πCF to compute secret-shares of TP, TN, FP,

and FN for each group, i.e. the protected group p and the unprotected group s.

We use the logic in the truth table shown in Table 6.2 to compute the values of TP,

FN, FP, and TN and replace control flow statements (if-then-else) by multiplications, as

commonly done in MPC to make the number and kind of computations done during protocol

execution independent of specific values of the data. Multiplying the columns in Table 6.2

with the value S[i] of the sensitive attribute as in the equations below, gives the contributions

of instance i to the TP, FN, FP, and TN scores of the protected and unprotected groups:

We expand the above 8 equations and rewrite them as in Table 6.3 by precomputing the

common products

tp = Y [i] · Ŷ [i], ys = Y [i] · S[i], ps = Ŷ [i] · S[i], tps = tp · S[i]

for each instance to reduce the number of multiplications. Here S[i] ∈ {u, p} is mapped to

S[i] ∈ {0, 1} for mathematical computations (u = 0 and p = 1).

Following the above logic, the servers, on Lines 4–17 of protocol πCF, compute the con-

tribution of an instance towards TP, FN, FP, or TN for the protected or unprotected group.
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Protocol 10: πCF for generation of confusion matrix for protected & unprotected

group

Input : Total number of samples as used for FL N , secret-shares of vectors Y , Ŷ and S

of length N

Output: Secret-shares of confusion matrix for each group

1 for s in {p, u} do

2 Set TP(s), FP(s), TN(s), FN(s) to 0

3 end

4 for i← 1 to N do

5 [[tp]] ← πMUL([[Y [i]]], [[Ŷ [i]]])

6 [[ys]] ← πMUL([[Y [i]]], [[S[i]]])

7 [[ps]] ← πMUL([[Ŷ [i]]], [[S[i]]])

8 [[tps]] ← πMUL([[tp]], [[S[i]]])

9 [[TP(p)]] ← [[TP(p)]] + [[tps]]

10 [[TP(u)]] ← [[TP(u)]] + ([[tp]]− [[tps]])

11 [[FP(p)]] ← [[FP(p)]] + ([[ps]]− [[tps]])

12 [[FP(u)]] ← [[FP(u)]] + ([[Ŷ [i]]]− [[ps]]− [[tp]] + [[tps]])

13 [[FN(p)]] ← [[FN(p)]] + ([[ys]]− [[tps]])

14 [[FN(u)]] ← [[FN(u)]] + ([[Y [i]]]− [[ys]]− [[tp]] + [[tps]])

15 [[TN(p)]] ← [[TN(p)]] + ([[S[i]]]− [[ys]]− [[ps]] + [[tps]])

16 [[TN(u)]] ← [[TN(u)]] + (1− [[S[i]]]− [[Y [i]]] + [[ys]]− [[Ŷ [i]]] + [[ps]] + [[tp]]− [[tps]])

17 end

18 return ([[TP(s)]], [[TN(s)]], [[FP(s)]], [[FN(s)]] | s ∈ {u, p})

On Lines 5–8, the servers precompute the secret-shares of the common products (tp, ys, ps

and tps) for each instance to reduce the number of multiplications.

On Lines 9–16, the servers compute the secret-shares of TP, FN, FP, or TN based on the

formulas in Table 6.3 for the protected and unprotected groups.



144

Table 6.2: Logic for evaluating TP, FN, FP, and TN

true pos. false neg. false pos. true neg.

Y [i] Ŷ [i] Y [i] · Ŷ [i] Y [i] · (1− Ŷ [i]) (1− Y [i]) · Ŷ [i] (1− Y [i]) · (1− Ŷ [i])

1 1 1 0 0 0

1 0 0 1 0 0

0 1 0 0 1 0

0 0 0 0 0 1

TP(p) =
N∑
i=1

Y [i] · Ŷ [i] · S[i] TP(u) =
N∑
i=1

Y [i] · Ŷ [i] · (1− S[i])

FP(p) =
N∑
i=1

(1− Y [i]) · Ŷ [i] · S[i] FP(u) =
N∑
i=1

(1− Y [i]) · Ŷ [i] · (1− S[i])

FN(p) =
N∑
i=1

Y [i] · (1− Ŷ [i]) · S[i] FN(u) =
N∑
i=1

Y [i] · (1− Ŷ [i]) · (1− S[i])

TN(p) =
N∑
i=1

(1− Y [i]) · (1− Ŷ [i]) · S[i] TN(u) =
N∑
i=1

(1− Y [i]) · (1− Ŷ [i]) · (1− S[i])

Table 6.3: Formulas for computing TP, FN, FP, and TN for protected and unprotected

groups per instance

Protected group Unprotected group

TP tps tp − tps

FP ps − tps Ŷ [i] − ps − tp + tps

FN ys − tps Y [i] − tp − ys + tps

TN S[i] − ys − ps + tps 1 − S[i] − Y [i] + ys − Ŷ [i] + ps + tp − tps
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6.3.3 Extensions to PrivFairFL

Extending PrivFairFL to cross-silo setups is straightforward. In PrivFairFL-Pre, the

clients will then instead secret-share local counts LC(y, k, s) for each value of S (the count

can be 0 if a certain sensitive attribute value is not present with the client), requiring only

a small modification in the code for πRW (Protocol 7). PrivFairFL-Post can be used as is

even in the cross-silo setup, as it is independent of the data distribution among the clients

in FL.

A straight-forward technique to extend our defined protocols for multi-class classification

or multi-valued sensitive attributes is to adopt a one-vs-rest approach for each class and/or

each value of sensitive attribute as done in Section 5.3 in Chapter 5. This would then require

the clients to release statistics for each binary combination of S and Y in a pre-defined

sequence.

Our approach can also be utilized in dynamic scenarios with client dropouts and change

in local data distributions, by computing the weights to be assigned to the training samples

after a set of FL rounds. This will lead to a technique that is a combination of the pre-

processing and in-processing techniques.

6.4 Experimental Results

6.4.1 Datasets and Model Training

We evaluate PrivFairFL on two datasets described below.

ADS. The ADS dataset3 is a collection of 300 advertisements explicitly rated by 120 users

[253]. Additionally, the dataset contains demographic information, interests, personality

traits and textual phrases describing the likes and dislikes of each user. The advertisements

are in the form of pictures. Each user rated each advertisement on a 1–5 scale. Following

the categorization in [253], we labeled any ratings above 3 as “positive” and below and equal

3https://www.kaggle.com/groffo/ads16-dataset

https://www.kaggle.com/groffo/ads16-dataset
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to 3 as “negative”.

We extracted features from the advertisements (number of faces, label types, safe cate-

gory, objects) using Google Vision API.4 The features for the users are based on one-hot-

encoded information on their gender, country, interests, and income category, the first two

indices of the zipcode, and their normalized age, along with the word embeddings5 for the

words describing the likes and dislikes of users. Each training sample consists of the features

of a user, features for an ad and the explicit rating provided by the user for the particular

ad, leading to 300 samples for each user. We excluded all the users who had only negative

ratings resulting in a total of 109 users and a total of 32700 training samples. We performed a

stratified split over these users, keeping 80% of their data as training data and the remaining

20% data as the test data.

To predict if a user is interested in an ad (“positive” instance) we trained a dense layer

with 2 units each with sigmoid activation. In the centralized setup (CL), this model is trained

for 630 epochs with a batch size of 64. For FL, the models are trained for 800 rounds with

each client training the local models for 2 epochs per round with a batch size of 24. For the

models that we train with DP-SGD, the micro-batches are set same as the batch size with

clipping threshold as 1 and noise multiplier as 0.7. We use SGD as the optimizer with glorot

initializer and learning rate of 0.1, and binary cross-entropy as loss to train all the models.

All the above models are trained thrice with different values of seeds (47568, 42, 1000), and

the average values of the metrics are reported.

ML-1K. The Movielens dataset contains explicit 5-star movie ratings from 6040 users on

3952 movies. All users have rated at least 20 movies, but the count varies per user. Movie

and user features are available, including demographic user information. The classification

task is to predict whether a user would enjoy a particular movie. For this, we convert greater

than 3 star reviews to a positive rating, and 3 stars or less to a negative rating, as with the

4https://cloud.google.com/vision/docs/object-localizer

5Based on pretrained Glove embeddings.

https://cloud.google.com/vision/docs/object-localizer
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ADS dataset. For movie features, we include one-hot-encoded genre and time between the

user rating and the movie release year. For user features, we include categorical age, gender,

and one-hot-encoded occupation.

We take a sub-sample of 75 users for the experiments, within which the percentage of

positive ratings is similar to the whole dataset (sub-sample: 58.11%, whole dataset: 57.52%),

as is the percentage of female users (sub-sample: 32%, whole dataset: 28.29%). The model

consists of a dense layer with 1 unit and sigmoid activation. In the centralized setting (CL),

the model is trained for 20 epochs with a batch size of 32 and learning rate 0.015. In FL,

the model is trained with 2 local epochs per user, 300 rounds, with a learning rate of 0.03.

The batch size and micro-batch size for DP-SGD are set to the size of the users’ training

set. The clipping threshold is set to 1.0 and the noise multiplier to 1.1. The model is trained

with an SGD optimizer and binary cross-entropy loss. All results are reported on averages

from 3 runs, using random seeds 1, 2 and 3.

Training. We implemented the model training phase in Python using Flower [254] for

FL. We use FedAvg [87] as the aggregation strategy for the weights and add noise to the

model parameters locally to provide DP guarantees during FL. We train some of the FL

models with DP-SGD [76] as specified in Table 6.4. We implemented our MPC protocols in

MP-SDPZ [110].

We recall that our proposed techniques are independent of the model being trained.

The model training times are thus the same as for training any DP-models in FL, and

the cost for privacy-preserving debiasing with PrivFairFL is separate. Our experiments

show that it takes about 32-40 minutes to train a LR model with DP-SGD on 109 clients

with 800 federated runs. We also note that PrivFairFL-Post is independent of any hy-

perparamters, giving the same convergence guarantees as state-of-the-art FL+DP training

techniques. PrivFairFL-Pre might benefit from additional rounds of FL or local epochs of

the clients depending on the dataset. The number of rounds can be set by the aggregator in

FL, who keeps track of the loss and utility on the held-out validation set and has knowledge
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on the kind of data. Additionally, we propose to use early stopping per client and setting

a large maximum number of epochs. The convergence guarantees of PrivFairFL-Pre thus

also follow from the convergence guarantees of FL+DP.

We investigate the following research questions:

Q1: To what extent do our proposed pre-processing and post-processing ap-

proaches in PrivFairFL improve fairness while addressing privacy?

From the results in Table 6.4, we observe that the fairness mitigation techniques aid in

achieving group fairness in FL, and that the best type of technique depends on the dataset.

PrivFairFL-Pre benefits the highly imbalanced data in ADS, while PrivFairFL-Post suc-

cessfully finds optimal thresholds for the almost balanced subset of data in ML-1M. We

also observe that randomization provided by DP guarantees can either aid in achieving a

group-fair model or worsen the bias existing in the datasets. Our DP-in-MPC approaches

not only aid in achieving group fairness while providing privacy guarantees but also improve

the utility of the model when compared to the baseline approach that uses local DP ( [236]).

Table 6.4: Utility and fairness for ϵ = 1 averaged over three runs with different values of

seed

Fairness Privacy ADS ML-1M

Acc. |1-DI| ∆EOP ∆EODD ∆SP Acc. |1-DI| ∆EOP ∆EODD ∆SP

CL − − 85.81% 1.214 0.070 0.037 0.004 62.15% 0.138 0.091 0.141 0.094

FL − − 85.04% 1.654 0.089 0.050 0.018 59.04% 0.096 0.081 0.096 0.091

FL-DP-SGD − DP-SGD 85.21% 6.606 0.070 0.043 0.023 58.30% 0.027 0.026 0.027 0.052

FL-DP-SGD Pre Local DP 83.52% 0.260 0.036 0.033 0.032 58.47% 0.045 0.042 0.052 0.061

PrivFairFL Pre MPC+DP 83.57% 0.122 0.018 0.027 0.036 58.52% 0.045 0.042 0.051 0.063

PrivFairFL Post MPC+DP 85.17% 0.572 0.008 0.005 0.001 58.46% 0.006 0.006 0.014 0.045

The strength of our proposed techniques is using MPC which provides stronger privacy

to the inputs while maintaining the utility. We add noise to the aggregated statistics using



149

event-level DP. These noisy statistics are then further processed to compute outputs that are

protected with DP guarantees due to post-processing property. These outputs see almost no

variation in the ratio of the weights (PrivFairFL-Pre) and ratio of TPR and FPR (generated

for PrivFair-Post). The simplicity of our approach is in secure aggregation of these statistics

that aid in bias mitigation while preserving the utility of the model.

We study the trade-offs between privacy and accuracy/fairness only with respect to the

privacy guarantees provided for the outputs, controlled by the privacy budget ϵ used in our

MPC protocols to ensure differential privacy. Across a range of ϵ values from 0.25 to 50,

we observe almost no loss in utility or fairness, highlighting the strength of DP-in-MPC. In

contrast, for local DP, we find that even at relatively high ϵ values (5 to 50), the generated

weights exhibit large standard deviations. This alters the ratios of computed statistics,

negatively impacting fairness metrics. These findings are consistent with existing literature,

which shows that local DP tends to degrade utility more severely.

Q2: How does PrivFairFL affect performance on real-world datasets?

Based on our evaluation, PrivFairFL can lead to less accurate models as opposed to models

trained in CL and pure-FL. We think this is due to trade-offs for training fair models.

Privacy-preserving techniques like DP can randomly affect the utility of the model, while

our MPC+DP based approaches reduce such trade-offs and, as observed, improve utility over

both the datasets.

Q3: How does PrivFairFL compare with existing work?

As per our evaluation, PrivFairFL provides improvement over the baseline local DP ap-

proach based on [236]6 w.r.t. utility and fairness. PrivFairFL unlike the other techniques in

Table 6.1, not only reduces bias but also protects the data with provable privacy guarantees

with little/no cost in utility.

6Adopted for cross-silo setup where each client adds noise to their local counts and uses randomized response

to publish the value of their sensitive attribute.
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Table 6.5: Runtimes for different MPC schemes for 2PC (dishonest majority) and 3PC/4PC

(honest majority). OTSemi2k is semi-honest adapt. of [1], Replicated2k is [3], SPDZ2k is [1, 2],

SPDZ-wise Replicated2k is [4], Rep4-2k is [4]; all with corruption threshold of 1

ADS ML-1M

MPC scheme Pre-proc. Post-proc. Pre-proc. Post-proc.

passive
2PC OTSemi2k 0.10 sec 43093.79 sec 0.10 sec 13088.52 sec

3PC Replicated2k 0.02 sec 7993.73 sec 0.02 sec 2427.87 sec

active

2PC SPDZ2k 3.55 sec 1199060.00 sec 3.54 sec 364180.50 sec

3PC SPDZ-wise Replicated2k 0.06 sec 16832.09 sec 0.05 sec 5112.27 sec

4PC Rep4-2k 0.02 sec 8673.63 sec 0.02 sec 2634.37 sec

Q4: How does PrivFairFL scale?

We study the scalability of PrivFairFL based on the number of clients and computing servers.

Table 6.5 contains an overview of runtimes of our protocols for different MPC schemes.

The runtime results show substantial difference between passive and active security settings

and between honest (3PC/4PC) and dishonest (2PC) majority settings; these results align

with existing literature ([108, 4]). Our experiments are evaluated over a set of 75 and 109

clients, demonstrating the scalability of our approach. As expected, PrivFairFL-Post takes

much longer than PrivFairFL-Pre to complete. We argue that even the longest runtimes

of PrivFairFL-Post are an acceptable price to pay for training fair models in a privacy-

preserving way. We note that our proposed techniques are independent of the training

phase of the model. The runtimes of the MPC protocols for bias mitigation are a one-time

reasonable price to achieve both privacy and fairness.

PrivFairFL-Pre essentially collects the statistics from each client and aggregates them to

publish DP-weights for further Federated Learning. This is equivalent to collecting one vector

from each client (one datapoint), making the aggregation for bias mitigation dependent only
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Figure 6.2: Runtimes for 3PC passive security setting with 1 corruption threshold for PrivFairFL-Pre

on the number of clients in the federation. Figure 6.2 shows the runtimes to execute πRW

with the number of clients in the federation ranging from 100 to 1,000,000, demonstrating

that the runtimes increase linearly with the number of clients (note that the scale on the

horizontal axis is logarithmic)7. We see that for hundreds of thousands of clients, it takes

about 0.8 seconds to debias the distributed dataset. While these runtimes may only roughly

approximate what one could expect during actual deployment in dynamic environments,

they indicate that our MPC protocol for pre-processing is practical enough to achieve both

privacy and fairness.

PrivFairFL-Post collects the training labels, the inferred labels for the training data

with the (unfair) model, and the sensitive attributes from each client in the federation to

compute DP ROC curves over all the training data from all the clients, where each client

shares multiple datapoints. This makes our postprocessing technique dependent on the

total number of training samples rather than the number of clients. Figure 6.3 shows the

7All the runtimes in Figure 6.2 and 6.3 are averaged over 5 runs. We simulated the large number of clients and

datapoints by making copies of the 109 clients and their training samples that we used for our experiments.
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Figure 6.3: Runtimes for 3PC passive security setting with 1 corruption threshold for PrivFairFL-Post

runtimes to execute πROC for an increasing number of datapoints, ranging from 10 to 100,000,

considered for FL to compute the confusion matrices. We see that for a hundred thousand

training samples contributed by clients in the federation, it takes about 28 hours to find the

optimal classification thresholds for each sensitive group. We argue that this longer runtime

could be acceptable as the thresholds need to be computed only once at the end of the FL

process.

The participating clients split their information (training labels, inferred labels for the

training data with the learned model, sensitive attribute values) into secret shares and send

them to the computing servers. The MPC overhead for the clients to contribute to model de-

biasing is negligible compared to the clients’ model training costs. The MPC computational

and communication overhead is instead carried by the computing servers who execute the

MPC protocol, without requiring continued presence nor active participation of the clients.

The computing servers publish DP ROC curves to the FL aggregator who can then com-

pute the thresholds to make the current model available for inference to the clients, at no

additional cost to the clients.
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For practical deployment, the runtime of our solution can be further improved with

optimizations of a cryptographic nature if we leave the MP-SPDZ framework. Secure mul-

tiplications are the bottleneck of any MPC-based solution. While we purposefully designed

our MPC protocols to reduce the number of multiplications as much as possible, many mul-

tiplications remain. These secure multiplications are implemented using Beaver triples. A

well known improvement is to pre-compute these triples during an “offline phase” (an option

not available in MP-SPDZ at the time of this research) so that they are immediately avail-

able for consumption by the MPC protocols for postprocessing during the “online phase”.

The runtimes reported include both the pre-computations that can be done during an offline

phase (before the computing servers become active) and an online phase (that starts when

the clients send encrypted shares of their information to the computing servers). Performing

the offline computations prior to model debiasing (e.g. during model training), can make our

PrivFairFL-Post more efficient for practical use.

6.5 Summary

We introduced PrivFairFL, a framework that leverages DP-in-MPC to train group-fair mod-

els in FL, particularly in cross-device settings. We developed MPC protocols for both pre-

and post-processing bias mitigation algorithms. We implemented MPC protocols for: (a) col-

lecting ROC curves and computing statistics over label and sensitive attribute distributions

across clients, and (b) releasing these statistics under formal differential privacy guarantees.

Through empirical evaluation, we demonstrated that PrivFairFL-Pre and PrivFairFl-

Post can effectively balance data and generate fair model predictions, without degrading

overall model utility. An interesting future direction of research is incorporating in-processing

bias mitigation techniques into PrivFairFL. While many bias mitigation techniques rely on

aggregated statistics or components of the confusion matrix, not all fairness definitions do.

In particular, a few individual and causal fairness notions do not naturally fit into this

framework. One can extend PrivFairFL to such fairness notions.
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Chapter 7

ACHIEVING PRODUCER FAIRNESS IN
PRIVACY-PRESERVING RECOMMENDATIONS

Information systems such as music recommendation platforms (e.g. Spotify), job recom-

mendations (e.g. LinkedIn), search engines (e.g. Google), or delivery services (e.g. Uber

Eats) often involve multiple stakeholders. There are users who consume the information, and

there are content producers or service providers who generate or supply that information.

In the previous chapter, we addressed how to simultaneously ensure privacy and fairness

for the same stakeholder: the user. In this chapter, we take a different perspective. We

consider settings where privacy is important for one stakeholder, the user (e.g. someone who

listens to music but does not want their preferences to be revealed), and fairness is a require-

ment from another stakeholder (e.g. musicians who want fair exposure or representation in

recommendation systems).

As in the previous chapter, we consider cross-device federated learning (FL) setups, that

naturally arise in many real-world information systems, such as music streaming platforms,

personalized news feeds, or web search engines. We introduce DP-in-MPC in existing feder-

ated information systems to jointly achieve both privacy and fairness.

We detail the problem of fair ranking in Section 7.1. Section 7.2 provides preliminaries

on fair ranking metrics, followed by a discussion of related work on privacy in this context

in Section 7.3. We then present our solution, which leverages DP-in-MPC, in Section 7.4,

along with its evaluation and discussion in Section 7.5. Finally, we summarize the chapter

in Section 7.6.
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7.1 Introduction

Information systems, such as those used for search retrieval and recommendation, have be-

come a ubiquitous part of our daily lives. These systems provide users with curated infor-

mation such as content produced in social media or web pages, or organize the information

in a way that is most relevant to users to aid their decision-making on what to buy, what to

watch, or who to hire. These results are often output in the form of ranked lists. To maxi-

mize the utility of the system for each user, the ranked list is ordered by decreasing relevance

(based on some score or rating) to the user. Users are then susceptible to paying most of

their attention to the highest-ranked items in the ranked list, causing position bias [255, 256].

For a single ranked list (generated for a single user or a single query), the attention given to

each item would decrease at a faster rate than relevance, i.e., lower-ranked items become dis-

advantaged by receiving disproportionately less attention relative to their relevance. When

a sequence of ranked lists is generated in this manner, higher-ranked items reap increasingly

disproportionately more attention relative to their relevance. This results in economic and

social impacts on major stakeholders–the item providers, a.k.a. producers–of the informa-

tion systems, leading to economic disparity, bias toward underrepresented producers, and

unhealthy markets [257, 258].

Methods for mitigating unfairness in rankings have been proposed in the literature

[259, 260, 261, 262, 263]. In this thesis, we focus on post-processing techniques that re-

order ranked lists to distribute exposure fairly [264, 265]. These methods assume that the

rankings or preferences of the users are available to a central entity that can then apply post-

processing techniques to achieve fairness for the items. But, as we have discussed in Chapter

1, centralizing user data can lead to privacy leakage or even intentional privacy violations,

such as when the data is routinely sold when companies undergo bankruptcy [266]. The

need for more stringent user privacy protections, as well as the requirement to comply with

regulations such as the GDPR has prompted the increased use of privacy-enhancing tech-

nologies (PETs) in recommender systems [267, 268, 269, 270, 271]. To the best of our current
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knowledge, no research address the challenge of achieving fairness for producers (a.k.a. items)

while preserving the privacy of consumers (a.k.a. users) in ranking systems. In this chapter,

we explore this under-researched area in the literature.

We address the problem where, in a FL setting, each user (client) ul has a list ρl of

items dl1, d
l
2, . . . , d

l
i, . . . , d

l
n that was generated in a privacy-preserving manner and ranked

according to relevance. During a post-processing phase for bias mitigation, we wish to alter

every user’s ranking ρl to optimize for equity of amortized attention [265] without requiring

any user disclosure of ρl to a centralized entity.

One could achieve this goal with MPC, i.e. by having each client encrypt their data to

send to a set of MPC servers, having the MPC servers perform all computations needed for

reranking over the encrypted data, and then return the results to the client to decrypt. While

this approach would preserve end-to-end privacy and produce the same rankings as the bias

mitigation method from Biega et al. [265] yields in the clear (i.e. without any encryption),

the computational and communication overhead would be prohibitively large for practical

applications. We therefore propose a much more scalable approach by adopting DP-in-

MPC. In our solution, MPC servers store intermediate results and then perturb them with

DP noise, which clients subsequently use to perform local computations. We demonstrate

the applicability of our proposed solution by experimenting on three real-world datasets. We

empirically show that fairness for items can be improved while ensuring the privacy of users,

without making additional sacrifices to the ranking quality.

7.2 Fairness in Ranking Systems

To maximize utility, ranking algorithms generate lists of items sorted by their predicted

level of relevance to a query or user. The most relevant items are positioned at the top

of the list and receive the most exposure. Most work in fairness in rankings has been

studied in the context of fairly distributing exposure to the elements of the ranked list. The

elements of the ranked list could be people or items (e.g., content, products, places). Much

of the work involving exposure has centered around group fairness, where exposure should
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ideally be distributed equally among different groups defined by their protected attributes

(such as gender or race). For example, Yang and Stoyanovich [259] proposed extending

the traditional fairness concept of statistical parity to the ranking system, where being a

member of a protected group does not influence a person’s position in a ranking. Zehlike

and Castillo [262] proposed a fair top-k ranking algorithm following the fairness notion of

affirmative action, where a minimum number of protected group members are guaranteed

in every top-k ranking (top 10, top 20, etc.). Celis et al. [272] proposed an algorithm

addressing the constrained ranking maximization problem, where there is a limit to the

number of sensitive items per protected group in the ranking, and no one group dominates.

Sapiezynski et al. [273] also used statistical parity, but used a geometric distribution to model

user attention as an analogue to exposure. Singh and Joachims [264] introduced fairness of

exposure in rankings and proposed to use linear programming to optimize for the maximum

utility in a ranking, subject to group fairness constraints. However, limited studies have

been done on individual item fairness in rankings.

One such work is Biega et al.’s [265] proposal of equity of attention, which aims to achieve

amortized fairness over a sequence of rankings by distributing attention proportional to item

relevance. Their fairness notion, which we describe below, is based on the idea that attention,

driven by item exposure, should be fairly allocated across items over time.

7.2.1 Equity of Amortized Attention (EOAA)

Biega et al. introduced the fairness notion of equity of amortized attention to achieve amor-

tized individual fairness for a set of items D = {d1, d2, . . . , di, . . . , dn} appearing in a sequence

of relevance-based rankings ρ1, ρ2, . . . , ρl, . . . , ρL for users u1, u2, . . . , ul, . . . , uL, respectively

[265]. The position of item di in ranking ρl influences the amount of attention that di re-

ceives. EOAA is achieved if each item di receives cumulative attention Ai proportional to its

cumulative relevance Ri, when amortized over a sequence of rankings. Biega et al. define a

measure for this notion of fairness by taking the sum of the absolute differences between Ai
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and Ri for i = 1 . . . n as shown in Equation 7.1:

unfairness(ρ1, ..., ρL) =
n∑

i=1

|Ai −Ri| =
n∑

i=1

∣∣∣∣∣
L∑
l=1

ali −
L∑
l=1

rli

∣∣∣∣∣ . (7.1)

For each item di, rli is its relevance score for user ul, and ali is the amount of attention

it receives in ranking ρl. Biega et al. proposed to improve the EOAA of a sequence of

relevance-based rankings ρ1, ρ2, . . . , ρl, . . . , ρL by reranking each of the rankings sequentially

to produce ρ∗1, ρ
∗
2, . . . , ρ

∗
l , . . . , ρ

∗
L. To rerank ρl, taking into account the previously computed

rerankings ρ∗1, ρ
∗
2, . . . , ρ

∗
l−1, the following post-processing linear program (ILP) is solved:

Minimize
n∑

i=1

n∑
j=1

∣∣Al−1
i + ŵj − (Rl−1

i + r̂li)
∣∣ ·Xi,j (7.2)

Subject to
k∑

j=1

n∑
i=1

2r̂
l
i − 1

log2(j + 1)
Xi,j ≥ θ ·DCG(ρl)@k (7.3)

Xi,j ∈ {0, 1},∀i,j and
∑
i

Xi,j = 1,∀j and
∑
j

Xi,j = 1,∀i. (7.4)

This ILP solves for n2 decision variables Xi,j that represent the reranking ρ∗l of the items

in ranking ρl. Al−1
i and Rl−1

i are the accumulated attention and relevance of item di, re-

spectively, over rerankings ρ∗1, ρ
∗
2, . . . , ρ

∗
l−1. ŵj is the normalized attention weight of plac-

ing an item at position j, calculated as ŵj = wj/
∑n

t=1wt, based on the geometric at-

tention model wj = 0.5(0.5)j−1 assumed in [265]. r̂li is the normalized relevance score

of rli, calculated as r̂li =
rli−rmin

rmax−rmin

/∑n
t=1

rlt−rmin

rmax−rmin
. rmax and rmin are the maximum and

minimum relevance scores, respectively, that a user can have for an item. The coefficient∣∣Al−1
i + wj − (Rl−1

i + rli)
∣∣ is the unfairness measure of placing an item di at position j in the

current lth reranking. The constraint in Equation 7.3 bounds the quality of the first k items

in the reranking in terms of its discounted cumulative gain (DCG), such that it is no lower

than 0 ≤ θ ≤ 1 times the DCG of the top-k items of the original relevance-based ranking.

The constraints in Equation 7.4 specify that the n2 decision variables Xi,j are binary, and

that there is a single 1 per j for all i’s, and a single 1 per i for all j’s. Xi,j = 1 indicates item

di is placed in position j, and Xi,j = 0 otherwise.
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The quality of reranking ρ∗l is measured in terms of its divergence from the original

relevance-based ranking ρl. This is quantified as NDCG(ρl, ρ
∗
l ) in Equation 7.5, where

DCG(ρ∗l ) is normalized by DCG(ρl).

NDCG(ρl, ρ
∗
l ) =

DCG(ρ∗l )

DCG(ρl)
(7.5)

The maximum NDCG value is 1, and occurs when either ρl = ρ∗l , or if items of equal relevance

scores are shuffled with each other.

In this chapter, we extend Biega et al.’s [265] reranking framework by incorporating

privacy-preserving mechanisms into the fair ranking process. To the best of our knowledge,

no existing work supports such fair reranking in a privacy-preserving manner.

7.3 Related Work

7.3.1 Privacy-Preserving Ranking Systems

Various PETs have been used in previous works on privacy-preserving learning-to-rank (LTR)

systems. Dehghani et al. [274] used mimic learning, where only a model trained on the

sensitive data is shared, and not the data itself. Furthermore, Laplace noise is used during

aggregation as part of the DP guarantee. Yang et al. [268] used the information-theoretic pri-

vacy approach, which involves obfuscating data in accordance with a data distortion budget.

Kharitonov [275] used a federated learning setup with evolution strategies optimization, and

then incorporated local DP. Wang et al. [276] extended Kharitonov’s work to larger datasets

and found a substantial loss in utility compared to other non-private online learning-to-rank

systems. Wang et al. [277] then used a federated learning setup and local DP, similar to

Kharitonov [275], but incorporated a pairwise differentiable gradient descent (PDGD) opti-

mization approach instead. Ge et al. [267] incorporated the Paillier homomorphic encryption

algorithm in their PrivItem2Vec model. Among these previous works in privacy-preserving

ranking systems, none have exploited the use of MPC together with DP.
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7.3.2 Fair and Privacy-Preserving Ranking Systems

It is evident that both fairness in rankings and privacy-preserving methods in ranking systems

have been well-studied separately; however, there is a dearth of research at the intersection

of fairness and privacy in ranking systems. Resheff et al. [278] used privacy-adversarial

training in their recommender system to obtain user representations that obfuscate users’

sensitive attributes. This approach focuses on improving group fairness and preserves some

user privacy by way of preventing implicit private information attacks. Sato [279] proposed

a local ranking system framework that is independent from the centralized recommender

system, where users can post-process the rankings they receive by themselves by setting their

own fairness constraints to their preferences. Their privacy-preserving method is in each user

developing their own recommender system. However, this is very computationally expensive

and many users’ devices do not have the processing power to maintain these systems. Both

of these works address privacy and fairness with respect to the users’ protected attributes,

yet to the best of our knowledge, there has been no work so far that addresses privacy and

fairness with respect to the amount of attention items receive in relation to their relevance.

7.4 Privacy-Preserving Fair Recommendations

7.4.1 Problem Description

We consider a regression-style recommendation model M that is trained in a privacy-

preserving manner (such as [271, 275]), i.e., the model does not leak any information about

the training data. M is deployed at each user ul to predict their relevance scores rl =

(rl1, r
l
2, . . . , r

l
i, . . . , r

l
n) on a global set of items D, where rli =M(ul, di). In this process, the

users’ raw data – such as their preferences, demographics, embeddings, etc. – are not dis-

closed to anyone. User ul’s relevance-based ranking ρl is its list of items sorted in decreasing

order of their relevance scores.

The post-processing technique described in Section 7.2 assumes that a central server

S accesses the relevance-based rankings ρ1, ρ2, . . . , ρl, . . . , ρL of all users and reranks them
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Figure 7.1: Flow diagram of privacy-preserving fair item ranking algorithm1

into ρ∗1, ρ
∗
2, . . . , ρ

∗
l , . . . , ρ

∗
L to achieve equity of amortized attention without losing the ranking

utility beyond the set threshold. This setup, which we refer to as the centralized setup, causes

leakage of sensitive user information to the central server S, including:

(P1) the preference of the user for all items in the form of relevance scores,

(P2) the top-k items that the user is most likely to be interested in, and

(P3) the order of the top-k items the user is most likely to be interested in.

Below we describe how we adapt the above post-processing method using DP-in-MPC

to address privacy issues (P1)–(P3) in order to achieve individual fairness for the items and

preserve the privacy of the users.

7.4.2 Proposed Method

The key observation underlying our method is that each user ul has all the information

needed to solve the ILP to rerank their original ranking ρl into ρ∗l , except for the values of

Al−1
i and Rl−1

i in Equation 7.2. Al−1
i and Rl−1

i are the accumulated attention and relevance

1Figure adapted from https://sepior.com/mpc-blog

https://sepior.com/mpc-blog
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of item di, respectively, over rerankings ρ∗1, ρ
∗
2, . . . , ρ

∗
l−1, i.e., the values of Al−1

i and Rl−1
i

depend on sensitive information from users u1, . . . , ul−1 which we neither want to disclose to

user ul nor to a central server (as is the case in the centralized setup). In our solution, we

therefore maintain encrypted versions of Al−1
i and Rl−1

i which initially are 0 (see Procedure

Initialize in Algorithm 11), and are updated in a privacy-preserving manner each time a

user completes their ILP computation. More precisely, no entity knows by itself at any point

what the current values of Al−1
i and Rl−1

i are. Instead, these values are split into secret shares

and distributed over MPC servers who can jointly perform operations to update the shares,

without ever learning the true values of the inputs or the results of the computations. Figure

7.1 illustrates the high-level flow of our solution, and Algorithm 11 presents the pseudo-

code, which we explain in more detail below. We use Al−1 and Rl−1 to denote the vectors

[Al−1
1 , . . . , Al−1

n ] and [Rl−1
1 , . . . , Rl−1

n ], respectively.

The users update their rankings in sequence l = 1 . . . L. When the sequence reaches

user ul, ul first requests the current vector of differences A
l−1−Rl−1 from the MPC servers,

prompting the MPC servers to compute a secret sharing [[Al−1−Rl−1]] from their local secret

shares of Al−1 and Rl−1 (Procedure Get Unfairness Metric). In principle, each MPC

server could send their secret shares of Al−1 −Rl−1 to user ul, which ul could combine to

construct the value of Al−1 −Rl−1. However, although Al−1 −Rl−1 consists of aggregated

information only, this value could still leak information about the previous users u1, . . . , ul−1

to user ul, especially if ul is one of the first to rerank. In our solution, this privacy loss

is mitigated by having the MPC servers perturb the value at each index of [[Al−1 −Rl−1]]

with Laplace noise before sending it to user ul (Procedure Get Unfairness Metric). We

denote this perturbed secret sharing as [[ξ]]. The DP guarantee that the MPC servers provide

in this manner is that the probability of returning any specific value of ξ is very similar to the

probability of returning that value if the data of a previous user ui (i = 1 . . . l−1) would have

been left out of the computation of [[Al−1 −Rl−1]] (see Equation 2.1). This entails that the

value of ξ returned to user ul does not leak information about the users who computed their

rerankings before it was ul’s turn. To this end, the MPC servers generate secret shares of
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Laplace noise using the MPC-protocol πLAP for secure sampling from a Laplace distribution

as described in Section 6.3.1 of Chapter 6 and add these secret shares to [[Al−1 − Rl−1]],

effectively emulating the global DP paradigm without having to rely on a central trusted

aggregator. We provide more information about the scale parameter b for the Laplace noise

below.

Algorithm 11: Privacy-Preserving Fair Item Ranking

Achieving EOAA privately over L users

n← number of items per ranking

L← number of rankings to rerank

k ← number of items in quality constraint Equation 7.3

w ← attention weights

ŵ ← Normalize(w)

Initialize()

for each ul, where l = 1 . . . L do

[[ξ]]← Get Unfairness Metric()

[[ŵ∗]], [[r̂]]← Rerank([[ξ]], ul, k)

Update Aggregation([[ŵ∗]], [[r̂]])

end for

User ul subroutine

procedure Rerank([[ξ]], ul, k)

ξ← (ϵ/L)
∑

[[ξ]]

r ←M(ul,D)

r̂ ← Normalize(r)

s← ILP(ξ, r̂, k)

ŵ∗ ← ŵ[s]

return [[ŵ∗]], [[r̂]]

end procedure

MPC servers’ subroutines

procedure Initialize()

∆f ← sensitivity calculated from Equation 7.10

ϵ← privacy budget

[[A]]← [[0]]

[[R]]← [[0]]

end procedure

procedure Get Unfairness Metric()

//MPC protocol for global DP

b← ∆f/(ϵ/(n · L))

[[ξ]]← [[A−R]] + πLAP(b)

return [[ξ]]

end procedure

procedure Update Aggregation([[ŵ∗]], [[r̂]])

//MPC protocol to perform aggregation

[[A]]← [[A]] + [[ŵ∗]]

[[R]]← [[R]] + [[r̂]]

end procedure

Once user ul has received secret shares of ξ from each MPC server, ul can sum up the

secret shares to get Al−1 −Rl−1 + πLAP(b), using this as a proxy for Al−1 −Rl−1, and then

proceed to solve the ILP program in Section 7.2 (Procedure Rerank) for Xi,j (i = 1 . . . n

and j = 1 . . . n). In our implementation, we scaled Al−1−Rl−1+πLAP(b) by a positive factor

ϵ/L so that the solution of the ILP is easier to compute. We note that scaling by a positive
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factor does not affect the outcome in Xi,j. Xi,j can then translate to a vector s of indices to

reorder the normalized attention weights ŵ. ŵ∗ is the vector of attention weights distributed

to each item at each index in the order of s. Thus, ŵ∗ and r̂ make up the reranking ρ∗l .

User ul subsequently encrypts the values in these vectors by splitting them into secret shares

[[ŵ∗]] and [[r̂]], and distributes the shares among the MPC servers. This enables the MPC

servers to update their secret shares of the aggregated values to [[Al]] and [[Rl]] (Procedure

Update Aggregations), which they will need when the next user, ul+1, makes a request.

The whole process is repeated until all users have completed their reranking.

Scale parameter b. To make our algorithm ϵ-DP, the MPC servers answer each query by

adding noise to the true aggregate. To this end, the MPC servers sample noise from a Laplace

distribution with mean 0 and scale b = ∆f/ϵ′ in which ∆f denotes the sensitivity and ϵ′ the

privacy budget per query. Appropriate values for these parameters are described next. In

Algorithm 11, each user ul (l = 1 . . . L) queries the MPC servers for aggregated information

Al−1
i − Rl−1

i about each item di (i = 1 . . . n) through the Procedure Get Unfairness

Metric. The total number of queries to be answered by the MPC servers is in other words

n · L. These queries are executed against overlapping datasets, as ul queries the aggregated

information of users u1, . . . , ul−1; ul+1 queries the aggregated information of users u1, . . . , ul,

etc. Given a total privacy budget ϵ, we therefore allocate ϵ′ = ϵ/(n · L) per query. ∆f is

the sensitivity computed for the aggregate Ai
l−1−Ri

l−1, and is given by Equation 7.10 that

computes the maximum value that can be contributed to this aggregate by any single user.
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r̂min =
rmin − rmin

rmax − rmin

/(
rmin − rmin

rmax − rmin

+ (n− 1)

(
rmax − rmin

rmax − rmin

))
= 0 (7.6)

r̂max =
rmax − rmin

rmax − rmin

/(
rmax − rmin

rmax − rmin

+ (n− 1)

(
rmin − rmin

rmax − rmin

))
= 1 (7.7)

ŵmin =
wn∑n
j=1wj

(7.8)

ŵmax =
w1∑n
j=1wj

(7.9)

∆f = max(|ŵmax − r̂min|, |ŵmin − r̂max|) (7.10)

Equations 7.8, 7.9 are based on the normalized geometric attention model and Equations

7.6, 7.7 are based on the range of the normalized relevance scores that the MPC servers may

receive. Computation of ∆f and b is independent of the users’ data and can be precomputed

by one of the MPC servers in the clear, i.e., without encryption (see Procedure Initialize).

7.5 Results

7.5.1 Datasets

We use three recommender system datasets in our experiments: Amazon Digital Music,2

Book Crossing,3 and MovieLens-1M.4 Each dataset contains information about each user

and item, and ratings that users gave to items. We detail the number of users, items,

ratings, and the range of possible ratings of each dataset in Table 7.1.

7.5.2 Experimental Setup

We trained a singular value decomposition (SVD) model5 for each dataset and predicted

relevance scores for every user-item pair. We assume that these models were trained in a

2http://jmcauley.ucsd.edu/data/amazon/links.html

3http://www2.informatik.uni-freiburg.de/~cziegler/BX/

4https://grouplens.org/datasets/movielens/1m/

5https://surpriselib.com/

http://jmcauley.ucsd.edu/data/amazon/links.html
http://www2.informatik.uni-freiburg.de/~cziegler/BX/
https://grouplens.org/datasets/movielens/1m/
https://surpriselib.com/
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Table 7.1: Statistics of datasets used to train each SVD model

Dataset # Users # Items # Ratings Rating Levels

Amazon Digital Music 478, 235 266, 414 836, 006 1, 2, ..., 5

Book Crossing 77, 805 185, 973 433, 671 1, 2, ..., 10

MovieLens 1M 6, 040 3, 706 1, 000, 209 1, 2, ..., 5

privacy-preserving manner. For our experiments, we select n = 100 items to rerank for

all datasets, and rerank L = 3000 users’ rankings for the Amazon Digital Music and Book

Crossing datasets, and all L = 6040 users’ rankings for the MovieLens-1M dataset. We use

Gurobi6 to solve the ILP in Equation 7.2–7.4. We set k = 100, the quality loss constraint to

θ = 0.8, and calculate the sensitivity based on Equation 7.10 to be ∆f = 1 for all datasets.

We perform an empirical analysis for privacy budget ϵ ∈ {0.5, 1, 10, 100, 1000, 10000, 100000}.

All MPC computations are done in the MP-SPDZ framework [110] and performed over

a ring Zq with q = 264. We perform experiments in a dishonest majority security setting of

2 computing parties (2PC) with passive adversaries and 1 corruption threshold.

We evaluate our approach in terms of unfairness (Equation 7.1) and utility (Equation 7.5)

and study the privacy-fairness-utility trade-offs.

7.5.3 Discussion

Fairness vs. Privacy Trade-offs. We demonstrate the cost on item fairness when pre-

serving the privacy of users in Figure 7.2 (left column; Figures 7.2a, 7.2c, and 7.2e). ‘Central-

ized setup (no fairness)’ are the unfairness measures without any bias mitigation, and ‘Cen-

tralized setup (w/fairness)’ are the unfairness measures when applying the post-processing

technique from Section 7.2 in a centralized setup without any privacy protection. We ideally

need privacy-preserving techniques that result in the unfairness metrics close to the ‘Central-

6https://www.gurobi.com/

https://www.gurobi.com/
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ized setup (w/fairness)’. Our results show that our method can still improve fairness even

with the addition of our privacy-preserving techniques. Specifically, our method preserves

users’ privacy at every step of the process, both when users transfer [[ŵ∗]] and [[r̂]] to the

servers, and when the servers transfer [[ξ]] to the users. We observe a trade-off between pri-

vacy and unfairness in our results, where a decrease in the privacy budget (i.e., more privacy)

imposes a higher cost to the fairness, which is in line with the literature. This is because the

amount of noise added perturbs the values of the unfairness measure, which consequently

affects how well the ILP can compute rerankings when compared to the centralized setup

without differential privacy. We note that our solution is able to preserve input privacy even

with higher ϵ.

Utility vs. Privacy Trade-offs. We show the impact on reranking quality when introduc-

ing privacy for the users in Figure 7.2 (right column; Figures 7.2b, 7.2d, and 7.2f). NDCG = 1

represents the upper boundary of NDCG and indicates no change in the ordering of the rele-

vance scores of the items compared to the original ranking. The dotted line at NDCG = 0.8

represents the quality constraint θ set in the ILP. Our results show that the quality of the

rerankings are always maintained in the set boundary, 0.8 ≤ NDCG ≤ 1, irrespective of the

amount of noise added to preserve privacy. Our study shows that using our approach, the

privacy of users can be preserved without losing utility beyond the threshold θ initially set

in the ILP.

The resulting privacy-fairness trade-offs stem from preserving the output privacy. The utility-

fairness trade-offs are due to the bias mitigation techniques and with and without privacy.

Runtime. All experiments were performed on a 2.6 GHz 6-Core Intel Core i7 with 16 GB

RAM. It takes about 0.67 seconds (averaged over L = 6, 040 users) to rerank a user’s ranking

for n = 100 in a centralized setup. The additional cost in runtime due to added privacy is

less than 5 seconds per client for a 2PC passive security setting with mixed circuits [172].

These runtimes vary across different security settings. With a 3PC passive security setting
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[3] with corruption threshold of 1, this additional runtime can be reduced to less than 1

second. We believe that this increased cost in runtime to rerank a user’s ranking is worth

the gain in privacy. We note that the MPC schemes are normally divided into two phases:

the offline phase and the online phase, and we have reported runtimes for both. The offline

phase performs computations independent of the data and thus can be carried out prior

to the users’ rerankings. By doing so, the responsiveness of our approach can be further

improved to make our approach feasible in practice and near real-time.
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(a) Unfairness Measure on Amazon Digital Music (b) Ranking Quality on Amazon Digital Music

(c) Unfairness Measure on Book Crossing (d) Ranking Quality on Book Crossing

(e) Unfairness Measure on MovieLens-1M (f) Ranking Quality on MovieLens-1M

Figure 7.2: Model performance on each dataset with different values of ϵ



170

7.6 Summary

We presented the novel idea of promoting producer (item) fairness while preserving the

privacy of the consumers (users) in a recommendation ecosystem using post-processing tech-

niques. We leveraged DP-in-MPC and proposed an approach in which users work in tandem

with MPC servers to rerank items, taking into account both relevance scores and attention

weights. The MPC servers receive secret-shares of the user data, and perform all com-

putations over the secret-shares. Furthermore, whenever the MPC servers need to release

aggregated information to a user, they perturb it with noise to provide DP guarantees,

thereby avoiding leakage of the data of any user to any other user.

We demonstrated that the incorporation of DP-in-MPC results in unfairness mitiga-

tion without additional cost to utility, through comparison to the centralized approach in

which all users disclose their data to a central server. This approach can be extended to

other bias mitigation techniques and various other notions of fairness in rankings. We be-

lieve our research promotes research possibilities at the intersection of privacy and fairness

in recommender systems, while also encouraging development of techniques for end-to-end

privacy-preserving and fairness promoting pipelines for both producers and consumers in

multi-stakeholder recommender systems.
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Part III

PRIVACY-PRESERVING SYNTHETIC DATA GENERATION

“The most dangerous phrase in the

language is, ‘We’ve always done it this

way.’”

Grace Hopper
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Chapter 8

SYNTHETIC DATA

In the first two parts of this thesis, we leveraged DP-in-MPC to enable the training of

ML models while preserving privacy and/or improving fairness. This required developing

multiple MPC protocols for specific algorithms.

AI is evolving rapidly, with specialized algorithms emerging across diverse tasks and

domains. Designing new MPC protocols for every algorithm or component in an AI pipeline

is not scalable. As AI continues to be adopted by researchers and practitioners from a

wide range of domains, the burden of adapting Privacy Enhancing Technologies (PETs) –

such as the development of MPC protocols – becomes increasingly challenging. It is an

arduous process that demands expertise and can slow down the pace of innovation. Not

every researcher and practitioner will have the technical capacity to design or integrate

such solutions. This highlights the need for a new perspective, an approach that can ease

the adoption and use of existing AI algorithms without worrying about privacy, thereby

supporting broader and faster adoption of AI.

In this part of the thesis, we explore the possibility of making data available that inher-

ently preserves privacy – data that can be shared or used for ML modeling and data analytics

without the complexity of adopting PETs for every AI task. This leads us to synthetic data

as a privacy-preserving alternative.

8.1 Introduction

As mentioned in Chapter 1, AI’s success is largely driven by the availability of large volumes

of data. AI’s progress in many critical domains, such as in healthcare, has been hindered

by the phenomenon of data silos. In many cases, although vast amounts of data exist, they
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remain locked up in silos, controlled by entities such as hospitals or banks, guarded by privacy

regulations. Prominent examples include the N3C enclave of the NIH’s National Center for

Advancing Translational Sciences (NCATS), which contains COVID-19 patient data [280],

and the “All of Us” program by the NIH, which is collecting genetic and health data from

one million participants across the United States [281].

AI researchers are discouraged and held back by the onerous application and onboarding

processes for each silo they wish to access, limiting their ability to conduct impactful and

reproducible research [282, 283]. All these are due to obvious privacy reasons as mentioned

in Chapter 1.

The solutions we have developed so far in this thesis offer a promising alternative by

enabling privacy-preserving computation on data silos without sharing it. But it does not

make the data itself available. As such, these solutions cannot be easily integrated into

existing AI pipelines or quickly adapted to new algorithms.

Early efforts to publish privacy-preserving data primarily relied on de-identification tech-

niques, which involved removing personally identifiable information (PII) such as names,

addresses, or social security numbers from datasets. Linkage attacks, where adversaries

combine de-identified data with auxiliary information, have shown that individuals can still

be re-identified in such anonymized datasets [284, 285]. Moreover, de-identification in this

manner often compromises the utility of the data, making it less effective for training AI

models or conducting meaningful data analysis.

One approach to enabling secure and privacy-preserving data access that preserves the

utility of data is through the use of secure data enclaves (e.g. N3C Enclave, All of Us). While

secure data enclaves do have value in enabling privacy-aware research, granting limited access

to a select group of researchers is not sufficient to democratize data access or foster a data-rich

environment that accelerates AI advancements in privacy-sensitive domains. Furthermore,

researchers are typically not allowed to combine data from different silos because each silo’s

data needs to be processed within its dedicated enclave. Even importing publicly available

data into a silo is often not allowed.
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This motivates us to explore synthetic data as an alternative mechanism for enabling data

sharing and analysis without compromising privacy. Synthetic data is shareable, flexible, and

applicable across domains and use cases. We briefly explain the concept of synthetic data

next.

8.2 Synthetic Data Generation

Synthetic data (SD) offers a promising alternative to publish privacy-preserving data. Syn-

thetic data is “artificial” data that mimics the characteristics of the real data (i.e. original

data) but, crucially, without replicating any individual’s personal information. This means

that synthetic data retains the distribution and relationships of real data, but does not

contain actual individuals’ information. Rather than removing identifiers from real data,

synthetic data generation (SDG) creates entirely new artificial data points. This makes

it suitable for open publication and for fostering AI research, therefore enabling broader

adoption of AI across domains.

Synthetic data can be generated using a range of techniques. The most effective ap-

proaches are those that learn from real data to capture its underlying structure and statistical

properties. These data-driven generators can be broadly classified into two categories. The

first category is comprised of statistical methods that rely on estimated probabilistic models

of real-world distributions. Examples include multivariate Gaussian distribution modeling

[286], and graphical models such as PrivBayes [287] or probabilistic graphical models (PGMs)

[288]. The other category are AI-based methods that leverage deep-learning models such as

generative adversarial networks (GANs) [289, 290], variational autoencoders (VAEs) [291],

and diffusion models [292] to learn and reproduce complex data patterns. Once the models

have learned the underlying patterns and distributions, they can be used to generate new,

artificial data points (similar to an inference phase in an AI pipeline).

An important characteristic of synthetic data is that the generated data fits any data

processing workflow designed for the original data, allowing a seamless switch between orig-

inal and synthetic data. This means that synthetic data can be used by anyone with basic
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data science skills in the comfort of their preferred AI pipelines and software, even if they

have no technical knowledge about PETs.

As a result, synthetic data has become a common technique to fuel data science compe-

titions. In a recent data challenge organized by the Food and Drug Administration (FDA)1,

for instance, participants were asked to develop AI models to predict cardiovascular health-

related outcomes in Veterans [293]. Phase I participants were evaluated on synthetic data,

with the top contenders invited to deploy their models in the Veterans Affairs (VA) enclave.

Models that performed well on the synthetic data also performed well in the VA enclave

during Phase II.

Data holders with sufficient data can often train their own synthetic data generators and

publish synthetic datasets2. In many real-world scenarios, however, individual data holders

often lack enough representative data to generate high-quality synthetic datasets on their

own [294]. The 2023 U.S-U.K. PETs Prize Challenge, for instance, used synthetic data for

financial fraud detection that was generated based on real data from the global financial

institutions BNY Mellon, Deutsche Bank, and SWIFT3. Another common use case are rare

diseases, with each data holder (clinical site) having data for only a few patients [295].

Many companies now offer “SDG-as-a-Service” (e.g. MostlyAI, Gretel, . . . ) where data

holder(s) upload their private datasets to the service provider’s platform, which then gener-

ates synthetic data on their behalf. For instance, in the PETs Prize Challenge mentioned

above, the original real data from multiple sources was centralized and disclosed to Mostly AI

for synthetic data generation. Such reliance on a trusted third party is not always desirable

and may not even be legally permissible in many privacy-sensitive domains (see Chapter 1).

There is a need for techniques to generate synthetic data based on real, distributed data

held by multiple data holders, without requiring these data holders to disclose their raw data.

This means training generative models in distributed data settings – a setting very similar

1https://precision.fda.gov/challenges/31/results

2This is assuming that data holders have enough resources and/or expertise to do so.

3https://petsprizechallenges.com/

https://petsprizechallenges.com/
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to that in Chapter 3, but now in the context of generative models rather than discriminative

models.

This motivates Research Question 3 (RQ3) – “How can we generate synthetic data with

input and output privacy guarantees when the real data is held by multiple data holders

in an arbitrary way?” that we will address in the final part of this thesis. We note that,

here, input privacy refers to protecting the privacy of the real data held by each data holder

through MPC, while output privacy through DP ensures that the synthetic data does not

leak sensitive individual information.

To address this, we can again leverage DP-in-MPC. Although developing MPC protocols

for different generative algorithms is still necessary, the effort, number of protocols, and PET

adoption burden are significantly reduced compared to what would be required if synthetic

data were not available.

A wide variety of SDGs have been designed for various data modalities (tabular, images,

time-series) and applications (healthcare, finance, mobility). In this thesis, we focus on

tabular data. Tabular data is ubiquitous in many domains ranging from healthcare, to

humanitarian action, education, and socioeconomic studies. DP synthetic tabular data can

be used for ML tasks and data analysis, as well as enable answering an arbitrary number of

statistical queries. Our specific objective is then to generate DP synthetic tabular data in a

distributed setting, where the real data is partitioned across multiple data holders.

Among existing SDGs, statistical models, particularly those that follow the select-measure-

generate template [296, 287, 297, 298], have shown optimal privacy-utility trade-offs in the

centralized paradigm [299]. These SDGs provide DP guarantees under the global DP model.

We briefly describe this template in Section 8.2.1.

8.2.1 Select-Measure-Generate

Consider a dataset D with n instances. D has a set of d attributes (features) denoted by

x = {x1, x2, . . . , xd}. The domain for the attribute xi is a finite, discrete set given by Ωi,

i.e., |Ωi| = ωi. The domain for x is the cartesian product of the domains of the individual
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attributes, i.e. Ω =
∏d

i=1Ωi. Let Q represent a collection of measurement sets where each

set q in Q is a set of attributes to measure, i.e. q ⊆ x.

A marginal on a set of attributes is denoted by q ⊆ x. It refers to a histogram computed

over D for the attributes in q, i.e. it counts the number of occurrences in D for each t ∈ Ωq

where Ωq =
∏

xi∈q Ωi. Example: all 2-way marginals will consist of all q where |q| = 2, i.e. all

2-combinations of features such as {xi, xj} where i, j ∈ {1, . . . , d} and i < j. Informally, one

can for instance think of the 2-way marginal on {Gender,Age} as a histogram over all possible

combinations of gender and age values in D. A k-way marginal is a marginal computed on

k attributes, i.e., |q| = k. We denote the result of the computation of a marginal on q over

D as µq(D), which is basically a vector of counts.4 In what follows, we refer to a set of

attributes as a query.

“Select-measure-generate” SDG algorithms aim to create synthetic tabular data that

preserves key statistical properties, particularly the marginals, of the original dataset in

centralized paradigm [298]. These methods focus on maintaining the accuracy of marginals

for the predefined set of queries (i.e.Q also known as a workload) such that their values on

the synthetic data are as close as possible to those on the real data.

The algorithm typically proceeds iteratively in three steps: select, measure, and generate

synthetic data D̂, as shown in Algorithm 12. The algorithm usually takes the real dataset D

and a workload of queries Q as inputs, and runs for T iterations. It ensures output privacy

through DP (global DP in the centralized setting), using the privacy parameters (ϵ, δ). The

algorithm typically begins with setting up and initializing a generative model/synthesizer

G. During iterations, the algorithm learns a synthesizer G that best represents the data

distribution of D. The learning proceeds in 3 main steps.

1. Select. This step chooses a query qs from the set Q to evaluate on the real dataset.

Since repeatedly using all queries may violate privacy, a differentially private selection

mechanism (e.g. exponential mechanism) is generally used to choose the “most infor-

4We consider µq(D) to be a flattened vector for any k-way marginal.
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Algorithm 12: Select-Measure-Generate Based SDG
Input: Dataset D, set of linear queries Q, number of iterations T , and privacy parameter (ϵ, δ)

Output: D̂,G

1 Initialize synthesizer G

2 for i ∈ {1, . . . , T} do

3 Select: Privately select a query qs ∈ Q using a DP mechanism based on a given selection

criterion

4 Measure: Compute µ̂qs = µqs(D) + Noise(ϵ, δ)

5 Generate: Update G using µ̂qs and generate synthetic data D̂

6 end

mative” query. The goal is to select queries that will most improve the quality of the

synthetic data.

2. Measure. Once a query is selected, its answer (i.e., marginal µqs(D)) is computed on

real data. To preserve privacy, appropriate noise (usually a Gaussian or Laplace noise)

is added to the computed marginal that results in a noisy answer µ̂qs .

3. Generate. This step now uses the noisy answer(s) (previous and current) to update

the model G (e.g. a graphical model like PGM) that learns a joint distribution over

the data.

Once G is learned it can be used to generate synthetic data D̂. This means the synthesizer

samples “artificial” data points from the learned distribution.

In this part of the thesis, we build upon the above descriptions and notations to develop

MPC protocols for this family of generators (a.k.a. synthesizers). In Chapter 9, we develop

MPC protocols to build a generalized framework that enables DP-in-MPC training of this

family of synthesizers in a distributed data setting. Chapter 10 extends this and develops

MPC protocols to build privacy-preserving end-to-end SDG pipeline, which includes secure

pre-processing and secure hyperparameter tuning. Together, these two chapters present a

cohesive framework for private, distributed synthetic data generation using DP-in-MPC.
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Chapter 9

CaPS: COLLABORATIVE AND PRIVATE
SYNTHETIC DATA GENERATION

As discussed in Chapter 8, synthetic data generation (SDG) emerges as a compelling

approach to privacy-preserving data sharing. In particular, SDG with DP has received con-

siderable attention from the research community (see e.g. [287, 289, 298, 299] and references

therein). However, most of the existing SDG approaches operate in the centralized paradigm,

i.e., they assume that the real data needed to train the synthesizer resides with one data

holder, or, if the data originates from different data holders, that the latter are able to send

their data to a trusted aggregator who in turn will use it as input for SDG algorithms. This

raises privacy concerns as motivated in Chapter 1.

There is a substantial gap in the literature on solutions for SDG from distributed data

sources while providing input privacy guarantees. While approaches such as [300, 301], which

are based on FL [59], seem to provide a viable solution for this problem, they work either

for horizontal (HFL) or for vertical (VFL) data partitioning, not both. Moreover, they rely

on a single honest-but-curious aggregator, hence a single point of failure (See Chapter 2).

Ramesh et al. [302] proposed to use MPC combined with specialized hardware (a trusted

execution environment) to generate synthetic data from distributed sources; their approach

still relies on the presence of a trusted entity.

In this chapter, we address the challenge of generating DP synthetic tabular data from

multiple data holders without requiring centralized access to the real tabular data. Specifi-

cally, we propose a framework called CaPS that extends select-measure-generate based SDG

methods (described in Chapter 8) to provide input privacy through the use of the DP-in-MPC

paradigm.
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We begin by reviewing related work in Section 9.1. Section 9.2 introduces our proposed

solution and presents the corresponding MPC protocols. In Section 9.3, we evaluate the

performance and effectiveness of our approach and finally summarize it in Section 9.4.

9.1 Related Work

To the best of our knowledge, there are only a handful of works on generating synthetic data

from multiple private data sources [303, 301, 304, 302, 305, 160]. The research closest to

ours is [156] that focuses on loosely-coordinated federated settings rather than synchronized

horizontal distributed setting. All of these methods either work only for a given data distri-

bution scenario or rely on specialized hardware. In contrast with existing work, we focus on

generating synthetic data with the ‘DP-in-MPC’ paradigm for SDG algorithms that follow

the select-measure-generate template, in a manner that works for any arbitrary distribution

and does not require specialized hardware. In the general modular framework that we will

introduce next, one can plug in other protocols from the MPC literature, including protocols

for sampling noise, see e.g. [306, 307, 308].

9.2 Description of CaPS

9.2.1 Key Idea

We observe that SDG techniques based on the ‘select-measure-generate’ template only need

to perform computations on the private data in the ‘select’ and ‘measure’ steps. The outputs

of these steps are protected with DP guarantees. Computations thereafter, such as the

‘generate’ step, are post-processing steps1.

Following this observation, it is sensible to (1) secret-share the data, (2) carry out the

‘select’ and ‘measure’ steps with DP-in-MPC over the secret-shared data, and (3) publish

the perturbed marginals for consumption by the ‘generate’ step. We capture this idea in a

framework called CaPS (Figure 9.1) to generate DP synthetic tabular data from distributed

1Outputs of differentially private mechanisms are immune to post-processing, see Section 2.3 in Chapter 2.
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data holders that works for any kind of data partitioning (horizontal, vertical, or mixed).

. .
 .

N Data
Holders

Secret
share

COMP SELECT MEASURE

DP

MPC Protocols

. . . . . .

M MPC Servers run MPC protocols
(DP-in-MPC)

GENERATE

Synthetic
Data

CaPS

Secret
share

Secret
share

DP

Figure 9.1: CaPS: A framework that leverages ‘DP-in-MPC’ to collaboratively and pri-

vately generate tabular synthetic data using marginal-based SDG techniques with the ‘select-

measure-generate’ template. Servers run MPC protocols for ‘select’ and ‘measure’. The

‘generate’ step is performed over DP measurements.

We designed CaPS to be modular. The individual algorithms for each of the select,

measure, and generate steps can be replaced. Thus, the MPC protocols for the select and

measure steps can be replaced or switched. This means that CaPS can be easily adapted

to any SDG algorithm by simply replacing or designing the MPC protocols for the given

select and measure steps. To illustrate this, we apply CaPS to create privacy-preserving

collaborative counterparts of the state-of-the-art SDG algorithms MWEM+PGM [309] and

AIM [297]. We design MPC protocols for the select and measure steps of these algorithms

and develop pipelines to generate tabular synthetic data.
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Algorithm 13: CaPS: Generating tabular synthetic data with DP-in-MPC in the

select-measure-generate template
Input: Domain Ω, Queries Q

Output: Synthetic Data D̂

Parameters: Privacy parameters ϵ, δ

Hyper-Parameters: Hyper-parameters for G

1 H: [[µi
q]], [[Di]]← LOCAL COMPUTE( )

2 Initialization by S1: D̂ ← INIT( )

3 COMPUTE ANSWERS: [[µq]]← πCOMP([[µ
i
q]], [[Di]])

4 repeat

5 SELECT: qs ← πSELECT([[µq]], µ̂q) // S1: µ̂q on D̂

6 MEASURE: µ̂s ← πMEASURE([[µqs ]], qs)

7 GENERATE by S1: D̂ ← F (µ̂s, qs)

8 until terminate

Problem Formulation. We consider a set ofN honest data holdersH = {H1, H2, . . . , HN}.

Each data holder Hi holds a dataset Di such that2 D =
⋃N

i=1Di. A marginal-based synthe-

sizer G takes a workload Q and Ω as input and outputs DP tabular synthetic data D̂. G is

as defined for the centralized paradigm. Our goal is to generate D̂ in the distributed setting

with H. To do so, we consider a set of M independent MPC servers S = {S1, S2, . . . , SM}

that perform computations over distributed private data.

Algorithm 13 outlines the flow of our proposed framework CaPS. The key idea is to identify

the steps of the SDG algorithm G that require computations across data from multiple data

holders and invoking the MPC servers to perform such computations. If the output of these

computations is differentially private, the outputs can be revealed and the other steps can

be done in-the-clear to avoid the overhead due to MPC.

2We do not make any assumptions on how exactly the data is partitioned among the data holders, i.e. each

data holder may have (partial) rows and/or (partial) columns of D.
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9.2.2 Setup Phase

The framework begins with a setup phase in which the MPC servers S load and compile the

MPC protocols for the chosen G, the dimensions of the dataset D, and the MPC scheme.

On Line 1 in Algorithm 13, the data holders H perform local computations as defined by

LOCAL COMPUTE(); see below for a brief description. We consider S1 to be the initiating

server that is responsible for generating D̂ and publishing the generated synthetic data to

the required stakeholder. S1 begins with randomly initializing D̂ as defined by INIT() on

Line 2. We note that this initialization is the same as in the centralized version of G.

Description of LOCAL COMPUTE(). Each data holder locally computes answers to the queries

in the workload Q to the best of its ability. We denote the answers computed by Hi as

µi
q,∀q ∈ Q. If data holder Hi does not have all the attributes contained in q, then Hi is

unable to compute a local answer for q, so µi
q is assigned a vector of 0s. All the data holders

then convert their local answers into secret-shares as per the given secret-sharing scheme

as [[µi
q]]. In a non-horizontal distribution scenario, each Hi additionally secret-shares their

private local dataset Di as [[Di]].

The setup phase is followed by the training phase where the MPC servers S run the

MPC protocols for G to generate synthetic data D̂ (Lines 3 – 8 in Algorithm 13). This

phase in general does not require the N data holders to stay online or participate in the

generation process. However, to reduce MPC overhead, one can optimize CaPS depending on

the availability of any of the data holders (See Section 9.2.5). The training phase proceeds

with invoking MPC protocols for computing query answers µq over the (secret-shared) real

data (πCOMP), and then repeatedly selecting a query qs (πSELECT) that needs attention and

measuring/preparing a noisy answer µ̂s (πMEASURE) that can be disclosed.

9.2.3 Computation of Answers on Distributed Data

The MPC servers run πCOMP to compute secret-shares of [[µq]] (Line 3 in Algorithm 13). In an

arbitrary setting, πCOMP can compute [[µq]] by directly performing computations on [[Di]],∀i.
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Such computations do not require data holders to perform local computations of answers,

but does increase the MPC overhead.

To optimize MPC overhead, we propose for each query q that all the data holders who

have all attributes in q perform one-time local computations to compute partial query answers

[[µi
q]] (see Line 1 in Algorithm 13); note that for queries involving only one attribute, i.e. one-

way marginals, many such local computations can be done. The first step in πCOMP is

then to simply add the secret-shares of the locally computed answers from each data holder

[[µi
q]],∀q ∈ Q (Lines 1–5 in Protocol 14). This is then followed by computing secret-shares of

workload answers [[µq∗ ]] on [[Di]] for queries q
∗ that can not be computed locally, i.e. queries

containing attributes that are distributed across different data holders. We call the set of

these queries Q∗. After the execution of πCOMP, the MPC servers S hold the secret-shares of

[[µq]],∀q ∈ Q.

Note that when the data is horizontally partitioned, Q∗ = ∅, and the workload answers

[[µq]] can be fully computed by adding secret-shares of locally computed results, i.e. Lines 1–5

in Protocol 14. This results in a total of (N − 1) · |Q| ·max(ωq) additions in MPC implying

that πCOMP is linear in the number of data holders for a given Q and Ω for horizontally

distributed data. When Q∗ ̸= ∅, secret-sharings of the complete query answers can be

obtained by letting the servers S perform more computation over the secret-shared data of

the data holders, as explained below.

MPC protocol πCOMP. Protocol 14 computes [[µq]] and is optimized for AIM and MWEM+

PGM in an arbitrary distributed setting. The workload Q in these algorithms consists of 1-

way and 2-way marginals. Lines 1–5 aggregate the workload answers from all the data holders

by performing addition of secret-shares of [[µi
q]]. This aggregation accounts for computation

of 1-way marginals for any arbitrary setting and 2-way marginals for the horizontal setting.

If Q∗ ̸= ∅, then S proceed to assemble a secret-sharing of the joint dataset using the

protocol πJOIN on Line 7. πJOIN initializes a matrix [[D]] of dimensions n×d. We assume that
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Protocol 14: πCOMP:MPC Protocol for COMPUTE ANSWERS

Input : secret-shares of locally computed answers [[µi
q]], secret-shares of data [[Di]]

(needed if not horizontal), Queries Q, including queries Q∗ with attributes that

are distributed among data holders, Domain Ω

Output: [[µq]],∀q ∈ Q

1 for i = 1 to N do

2 for each q ∈ Q do

3 [[µq]] ← [[µq]] + [[µi
q]]

4 end

5 end

6 if Q∗ ̸= ∅ then

7 [[D]] ← πJOIN([[Di]]|i = 1 . . . N)

8 end

9 for each q∗ = {a1, a2} in Q∗ do

10 for i = 1 to n do

11 [[x]] ← [[Da1 [i]]]

12 [[y]] ← [[Da2 [i]]]

13 for j ∈ Ωa1 and k ∈ Ωa2 do

14 [[m]]← πMUL(πEQ([[x]], j), πEQ([[y]], k))

15 [[µq∗ [j ∗ |Ωa2 |+ k]]]← [[µq∗ ]] + [[m]]

16 end

17 end

18 end

19 return [[µq]], ∀q ∈ Q

all the data samples are aligned before πJOIN.
3 πJOIN then combines all the secret-sharings

[[Di]] into a secret-sharing [[D]] of the overall dataset D using simple assignment statements.

3This can be achieved using protocols for Private Set Intersection (PSI) available in literature.
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In Protocol 14, πJOIN requires n.d assignment operations and works for any number of data

holders.

S then run Lines 9–18 to compute secret-sharings of 2-way marginals. Consider a 2-way

marginal q∗ ∈ Q∗ which is represented as a pair q∗ = {a1, a2}. [[Da1 ]] denotes the secret-

shares of [[D]] for the a1 attribute and [[Da2 ]] for a2. On Lines 10–17, the MPC servers iterate

over all the n data samples in [[Da1 ]] and [[Da2 ]] to compute the number of occurrences of

all the combinations of values in the domains Ωa1 and Ωa2 . Line 14 in Protocol 14 relies on

MPC primitives for multiplication πMUL and equality testing πEQ to check if a combination

of attribute values occurs in the data. On Line 14, the MPC servers compute [[m]] which is

a secret-sharing of 0 or 1 that adds to the the number of occurrences of the combination of

attributes values held in [[µq∗ ]].

We note that a major MPC overhead is due to Line 14 performed in the loop. This

indicates that for an arbitrary data setting, there are (N−1)·|Q|·max(ωq)+n·max(ωq)
2 ·|Q∗|

additions, 2 ·n ·max(ωq)
2 · |Q∗| equality checks, and n ·max(ωq)

2 · |Q∗| multiplications. Given

a fixed set of queries Q and fixed domain Ω, Protocol 14 grows linearly in the total number

of samples n and the total number of data holders N .

Extending Protocol 2 to compute p-way marginals. MPC protocols are typically

designed as specific circuits, composed of a sequence of addition and multiplication gates.

Therefore, changing the functionality to be implemented in MPC usually requires the design

of a new circuit. Protocol 14 is specifically designed to suit algorithms that consider 1-way

and 2-way marginals. One can extend Protocol 14 to compute p-way marginals. Below we

describe extending πCOMP to compute 3-way marginals in the following ways:

• A direct extension of Protocol 14 to compute p-way marginals is possible. Say the

p marginals are represented by a set M. This requires p conditionals instead of 2

on Line 13 of Protocol 14. Instead of 2 equality checks on Line 14, this requires p

equality checks. This means a total of p · n ·
∏

i∈M ωi equality checks and p ·
∏

i∈M ωi

multiplications. As mentioned earlier, πCOMP can be replaced by other protocols such
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as [310].

For p = 3, change q∗ = {a1, a2, a3} and add [[z]]← [[Da3 [i]]] after Line 12 on Protocol 14.

Change Line 13 to include l ∈ Ωa3 and add a multiplication operation with πEQ([[z]], l

on Line 14. Line 15 should be modified to index accordingly. Please see Protocol 15.

• Another possible way to compute 3-way marginals is by repeated computations of 2-way

marginals. We compute for {a1, a2} first and then get a column with the concatenated

values for the feature a1||a2 and then compute 2-way marginal for {a1||a2, a3}. De-

pending the domain size of each column, this might perform better or worse than the

above method.

Protocol 15: MPC Protocol to compute p-way marginals
Input : secret-shares of data [[Di]] (needed if not horizontal), Queries Q, including queries Q∗

with attributes that are distributed among data holders, Domain Ω

Output: [[µq]],∀q ∈ Q

1 if Q∗ ̸= ∅ then

2 [[D]] ← πJOIN([[Di]]|i = 1 . . . N)

3 end

4 for each q∗ = {a1, a2, . . . , ap} in Q∗ do

5 for i = 1 to n do

6 [[x]] ← [[Da1
[i]]]; [[y]] ← [[Da2

[i]]]; . . . [[z]] ← [[Dap
[i]]]

7 for j ∈ Ωa1
and k ∈ Ωa2

· · · and l ∈ Ωap
do

8 [[m]]← πMUL(πEQ([[x]], j), πEQ([[y]], k), · · · , πEQ([[z]], l))

9 index ← compute the index for marginal vector

10 [[µq∗ [index]]← [[µq∗ ]] + [[m]]

11 end

12 end

13 end

14 return [[µq]], ∀q ∈ Q

Design and optimization of every possible MPC protocols for all scenarios of select-

measure-generate paradigm is task-specific. This chapter provides an important baseline
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framework that can be adapted to particular algorithms. In Chapter 10, we optimize protocol

to compute marginals for a specific use-case.

Discussion on common datasets. CaPS, in principle, works for all the distributed set-

tings due to the modularity offered. This includes scenarios where the data holders hold

common data as shown in Table 9.1-9.2. To illustrate how MPC can be leveraged, Protocol

14 for πCOMP considers disjoint dataset.

πCOMP also works with very little modifications when the data is common across some

of the data holders as shown in Table 9.1-9.2 for two data holders. In such case, the com-

putations in πCOMP begin with executing πJOIN that results in a union of all datasets. This

is followed by computation of all the marginals in MPC (such as computations done on

Lines 9–18 of Protocol 14 to compute 2-way marginals). This requires removing Lines 1–6

in Protocol 14 and having Q∗ = Q. This will of course result in change in the number of

computations performed in MPC.

Table 9.1: Data held by H1

ID a b

Alice 0 1

Bob 1 1

Table 9.2: Data held by H2

ID a b c

Alice 0 1 2

Charlie 1 0 2

9.2.4 Selection of the Query

In the select step, S run the MPC protocol πSELECT to select the query qs based on which

the estimate of D̂ should be improved (Line 5 in Algorithm 13). We note that πSELECT

is independent of the data distribution setting as the set of MPC servers S already have

secret-shares of the computed answers [[µq]] from all the data holders.

Protocol 16 provides a general template for selecting qs. S1 who holds D̂ computes µ̂q and
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provides it as input to Protocol 16. On Line 1 the MPC servers compute a secret-sharing of

the error [[err]] between [[µq]] and µ̂q by taking the sum of absolute differences of the answers

using πERR
4. This is followed by computing secret-shares of the normalized errors [[err]] using

πNORM
5 on Line 2. A secret-shared probability vector over the queries is then constructed

using πPROB on Line 3 which takes the secret-shared normalized errors [[err]], the privacy

parameters – the scale b and sensitivity w – as input.

Protocol 16: πSELECT: MPC Protocol for SELECT
Input : secret-shares of [[µq]], Estimated answer µ̂q, length of domains ωq for each q,

privacy parameter b, sensitivity w

Output: Selected query qs

1 [[err]] ← πERR([[µq]], µ̂q)

2 [[err]] ← πNORM([[err]])

3 [[prob]] ← πPROB([[err]], b, w, ωq)

4 [[s]] ← πRC([[prob]])

5 Reveal s return qs

What happens within πERR, πNORM and πPROB may differ from one SDG algorithm to the

next. We present πSELECT with these subprotocols specifically for AIM and MWEM+PGM

in Protocols 18 and 20 respectively.

Finally on Line 4, S run subprotocol πRC to randomly select the query using exponential

mechanism, thus implementing the DP-in-MPC paradigm. πRC outputs the secret-shares of

the randomly chosen index [[s]], which is revealed to S1. The query with index s is selected as

qs. The MPC overhead due to πSELECT is in the order of |Q| ×max(ωq) of the computations

involved. This means that πSELECT does not depend on the number of data holders N or

the total number of samples n but on he given number of queries |Q| and the domain of the

4πERR computes the secret-shares of error as defined by the given equation between secrets shares of two

vectors.

5πNORM normalizes, either by scaling or computing L1 norm, the secret-shares of the error vector.
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dataset Ω.

MPC protocol for πRC. Protocol 17 takes as input the secret-shares of the computed

probabilities, [[prob]] and chooses the first index of the probability vector for which the prob-

ability value satisfies a condition based on random threshold. Lines 1–8 compute the random

threshold [[t]] using the MPC primitives for multiplication (πMUL), random number genera-

tion (πGR−RANDOM(0, 1)). Lines 10–15 select the index conditioned on the threshold without

exiting the loop, as it could reveal the value of returned index to the adversary. Note that

πRC can be considered as an implementation of the exponential mechanism mentioned in

Chapter 2.

We design Lines 10–15 to prevent such side-channel attacks. To understand this part

of the code, note that we have a list p[1..|Q|] of non-decreasing values, i.e. the cumulative

probability sums, and the MPC servers have to find the first index i in p[1..|Q|] for which

p[i] > t. In a mock example with |Q| = 10, and assuming that the first such p[i] value is at

position 7, the tests on Line 11 will generate the results 0,0,0,0,0,0,1,1,1,1. On Line 12, these

results are accumulated in k, which eventually becomes 4, and the desired index is computed

as N − (k − 1) = 10 − 3 = 7. Lines 14–15 take care of the edge case when p[i] ≤ t for all i

(i.e. k is 0). We protect the value of k by employing MPC primitives for multiplication to

simulate a conditional statement.

Description of πSELECT for AIM. Protocol 18 is the straight forward implementation of the

select step from the centralized algorithm of AIM. Lines 2–7 compute the secrets shares of

errors between the answers from real and synthetic data and form the subprotocol πERR. This

protocol relies on πL1−NORM1 to compute the L1-norm of the errors. Protocol 19 computes

secret-shares of L1-norm of the error vector. This protocol takes the input size m which

is the length of the answer for for query qi, i.e. m = ωqi (this is an implementation details

where we consider the unpadded vector answer). Lines 9–12 normalize the secret-shares

of errors by scaling it with secret-share of maximum error computed using primitive πMAX.

Lines 9–12 form the subprotocol for normalize πNORM. Line 14 computes secret-shares of



191

Protocol 17: πRC: MPC Protocol for random selection

Input : secret-shares of probability vector [[prob]], length of probability vector |Q|

Output: secret-shares of selected index [[s]]

1 sum ← 0

2 Initialize a vector p of length N

3 for i = 1 to |Q| do

4 [[sum]] ← [[sum]] + [[prob[i]]]

5 [[p[i]]] ← [[sum]]

6 end

7 [[r]]← πGR−RANDOM(0, 1) // with protocol for random number generation πGR−RANDOM

8 [[t]] ← πMUL([[sum]], [[r]])

9 k ← 0 for i = 1 to |Q| do

10 [[c]] ← πGT([[p[i]]], [[t]])

11 [[k]] ← [[k]] + [[c]]

12 end

13 [[c]] ← πEQ([[k]], 0)

14 [[s]] ← N − πMUL([[k]]− 1, 1− [[c]])

15 return [[s]]

the probabilities by relying on the subprotocol πSOFTMAX. This is defined as πPROB for AIM.

Finally on Line 16, MPC protocol for exponential mechanism is called πRC that outputs the

selected query based on computed secret-shares of the probabilities.

Description of πSELECT for MWEM+PGM. Protocol 20 is the straight forward imple-

mentation of the select step from the centralized algorithm of MWEM+PGM. Lines 2–9

compute the secrets shares of errors between the answers from real and synthetic data and

form the subprotocol πERR. Lines 11–14 normalize the secret-shares of errors by scaling it

with secret-share of maximum error computed using primitive πMAX. Lines 11–14 form the
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Protocol 18: πSELECT: MPC Protocol for SELECT for AIM
Input : Secrets shares of [[µq]], Estimated answer µ̂q, length of domains ωq for each q, privacy

parameters ϵ, a vector bias b for each q, weight for queries w , max sensitivity s

Output: Selected query qs

1 ********* Compute errors - πERR *********

2 Initialize a vector err of length max(ωq)

3 for i = 1 to |Q| do

4 [[diff]] ← [[µqi ]]− µ̂qi

5 [[err[i]]] ← πL1−NORM1([[diff]], ωqi)// computes L1 norm of the errors

6 [[err[i]]] ← πMUL(w[i], [[err[i]]]− b[i])

7 end

8 ********* Normalize errors - πNORM *********

9 [[max err]] ← πMAX([[err]]) for i = 1 to |Q| do

10 [[err[i]]] ← [[err[i]]]− [[max err]]

11 end

12 ********* Compute probabilities - πPROB *********

13 [[prob]] ← πSOFTMAX(0.5 ·ϵ · (1/s) · [[err])

14 ********* Select random index - πRC *********

15 [[s]] ← πRC([[prob]])

16 Reveal s

17 return qs

subprotocol for normalize πNORM. Line 16 computes secret-shares of the probabilities by

relying on the subprotocol πSOFTMAX. This is defined as πPROB for MWEM+PGM. Finally

on Line 18, MPC protocol for exponential mechanism is called πRC that outputs the selected

query based on computed secret-shares of the probabilities.

9.2.5 Measuring Answer to the Selected Query

In the measure step, S run the MPC protocol πMEASURE to compute the noisy answer to

selected query qs (Line 6 in Algorithm 13). As S holds the secrets shares [[µs]] computed for

any arbitrary data distribution, πMEASURE computes [[µ̂s]] by generating the secret-shares of
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Protocol 19: πL1−NORM: MPC Protocol to compute L1-norm
Input : Input vector [[diff]], length of vector m

Output: Normalized vector [[err[i]]]

1 sum ← 0

2 for i = 1 to m do

3 [[sign]] ← πLT([[diff[i]]], 0)

4 [[abs diff]] ← πMUL(1− 2 · [[sign]], [[diff[i]]])

5 [[sum]] ← [[sum]] + [[abs diff]]

6 end

7 return [[sum]]

noise vector [[γ]] and adding it to the [[µs]]. Once the S compute [[µ̂s]], it is revealed to S1 for

generation step.

The MPC overhead is mainly due to generation of [[γ]]. To reduce MPC overhead in

an arbitrary distributed setting, one can consider the availability of the data holder who

holds the attributes defined in qs and request for generation of the noisy vector (S1 plays the

role of sending request and receiving response). This is a direct optimization in a vertical

distributed setting when the selected query is a 1-way marginal. However, the advantage of

generating noise in MPC is that the noise is added in a correct and private manner, such

that private inputs cannot be reconstructed back (Recall discussion in Chapter 2). One can

also optimize the MPC primitives to generate the secret-shares of noise as we consider in

Protocol 21.

Protocol 21 computes Gaussian noise as required by AIM and MWEM+PGM for ar-

bitrary distributed setting. To do so, we consider Irwin-Hall approximation to generate

Gaussian samples on Lines 2 – 7 as it reduces the MPC overhead considerably. The protocol

for generating noise requires (13.ωs +max(ωq)) additions and 12.ωs random bit generations.

These lines can be replaced by other MPC protocols for other sampling techniques such as

the Box-Muller method for which we developed the protocol πGSS in Chapter 3.

A few algorithms such as MWEM [296] consider adding Laplace noise instead. In such
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Protocol 20: πSELECT: MPC Protocol for SELECT for MWEM+PGM
Input : Secrets shares of [[µq]], Estimated answer µ̂q, length of domains ωq for each q, privacy

parameters ϵ

Output: Selected query qs

1 ********* Compute errors - πERR *********

2 Initialize a vector err of length max(ωq)

3 for i = 1 to |Q| do

4 [[diff]] ← [[µqi ]]− µ̂qi

5 [[sign]] ← πLT([[diff]], 0)

6 [[abs diff]] ← πMUL(1− 2 · [[sign]], [[diff]]) // computes absolute difference of error between

answers on real data and synthetic data

7 [[sum]] ← πSUM(1− 2 · [[abs diff]])

8 [[err[i]]] ← [[sum]]− ωqi

9 end

10 ********* Normalize errors - πNORM *********

11 [[max err]] ← πMAX([[err]])

12 for i = 1 to |Q| do

13 [[err[i]]] ← [[err[i]]]− [[max err]]

14 end

15 ********* Compute probabilities - πPROB *********

16 [[prob]] ← πSOFTMAX(0.5 ·ϵ · [[err])

17 ********* Select random index - πRC *********

18 [[s]] ← πRC([[prob]])

19 Reveal s

20 return qs

cases, Lines 2 – 7 can be replaced by Protocol 22. We breifly describ ethis protocol below.

In Protocol 22, the noise is sampled as b · ln l· c where b is the scale, l is a random value

drawn from the uniform distribution in [0,1] and c is a random value selected from {−1, 1}.

On Lines 3–4 of Protocol 22, the MPC servers straightforwardly compute l and its natural

log. To compute c, the servers, on line 5, generate secret-shares of a random bit [[r]], i.e. a
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Protocol 21: πMEASURE: MPC Protocol for MEASURE using Gaussian noise

Input : Secrets shares of [[µqs ]], length of domain ωs for qs, scale b

Output: Noisy measurement µ̂s

1 Initialize vector [[γ]] of length max(ωr) with 0s

2 for i = 0 to ωqs do

3 [[sum]]← 0

4 for j = 0 to 12 do

5 [[sum]]← [[sum]] + πGR−RANDOM(0, 1)

6 end

7 [[γ[i]]]← [[sum]]− 6

8 end

9 [[µ̂s]]← [[µs]] + b.[[γ]]

10 return µ̂s

value ∈ {0, 1} is chosen, where each value has a chance of 50% to be chosen. On line 6,

the servers transform r to a value ∈ {−1, 1} using the logic c = 2· r −1. Lines 7–10 is

straightforward computation of the noise vector [[γ[i]]] and noisy measurement [[µ̂s]].

One can also replace the Lines 3 – 6 by the MPC protocol πLAP that we developed in

Chapter 6 in Part II of the thesis. Lines 5 – 6 of πLAP will then need to replaced by the

pseudocode below

[[l]]← −1 · πMUL([[lnu]], [[sgnu]])

[[γ[i]]]← [[l]]

9.2.6 Generation of Synthetic Data

S1 takes the noisy measurement µ̂s and runs the estimate algorithm of G to generate D̂. S1

can run this step without the need of MPC protocols as it takes DP input which means that

the privacy of D is preserved due to the post-processing property of DP.
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Protocol 22: πMEASURE: MPC Protocol for MEASURE using Laplacian noise

Input : Secrets shares of [[µqs ]], length of domain ωs for qs, scale b

Output: Noisy measurement µ̂s

1 Initialize vector [[γ]] of length max(ωr) with 0s

2 for i = 0 to ωqs do

3 [[l]] ← πGR−RANDOM(0, 1) // with protocol for random number generation πGR−RANDOM

4 [[ln l]] ← πLN([[l]]) // with secure logarithm protocol πLN

5 [[r]] ← πGR−RNDM−BIT() // with protocol for random bit generation πGR−RANDOM

6 [[c]] ← 2 · [[r]]− 1 [[γ[i]]]← πMUL([[ln l]], [[c]]) // with secure multiplication protocol πMUL

7 end

8 [[µ̂s]]← [[µs]] + b.[[γ]]

9 return µ̂s

9.2.7 Note on Modularity

The protocols πSELECT and πMEASURE can be replaced by custom MPC protocols for the select

and measure steps in one’s SDG algorithm of choice. The modularity of these protocols is

evident from the variety of protocols we presented in previous sections. In this chapter, we

specifically design MPC protocols for AIM and MWEM+PGM (also MWEM). Our choice

of these algorithms is based on the literature showcasing that these are the state-of-the-art

synthetic tabular data generation techniques [297, 311]

CaPS is applicable to workload-based synthetic generation algorithms too such as RAP

[312] that follow the select-measure-generate template. Our πMEASURE protocol can be used

as is for other algorithms such as RAP and MST [298]. If the considered distribution setting

is only horizontal, πMEASURE can benefit in terms of MPC overhead by employing distributed

DP in case of Gaussian noise addition. We also notice that πCOMP is equivalent to computing

joint histograms from all the data holders. This protocol can be replaced in our framework

with other efficient protocols, if available, for the given scheme and datasets distributions

(e.g. [310, 313]).
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The implementations of MPC protocols for differentially private mechanisms can also

be replaced to satisfy different project requirements. For example, the Gaussian sampling

protocol πGSS, which is based on the Box-Muller transform, can be replaced by other methods

[314].

9.3 Evaluation of CaPS

We evaluated CaPS with three centralized algorithms: MWEM, MWEM+PGM, and AIM.

For MWEM, we follow the implementation provided in SmartNoise [5], while for MWEM+

PGM and AIM, we use the implementations from the Private-PGM framework6. Since these

algorithms originate from different software libraries7, we integrated our DP-in-MPC proto-

cols into each library independently. Consequently, we present the evaluations for MWEM

and for MWEM+PGM/AIM in separate sections, using different datasets and metrics. By

preserving these original setups, we ensure fidelity to their experimental protocols while

demonstrating the adaptability of CaPS across different software.

Note: MPC protocols runs in two phases. The offline phase is data-independent; it runs

beforehand to generate “correlated randomness” like multiplication triples, which are essen-

tial cryptographic building blocks. This computationally intensive setup avoids processing

actual inputs. The online phase then efficiently uses this pre-computed material to per-

form the computation on the parties’ private inputs, making it much faster since the heavy

cryptographic lifting is already done.

9.3.1 Evaluation with MWEM

Datasets. We evaluate CaPS using two publicly available datasets, namely the Car and

Adult datasets, which have been featured in previous DP synthetic dataset generation anal-

yses [296, 5].

6https://github.com/ryan112358/private-pgm/

7Each software has a different generate step and different data structures that need to be integrated into

CaPS.

https://github.com/ryan112358/private-pgm/
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Metrics. We empirically validate the utility of the produced synthetic data and measure

performance by training LR models using synthetic data and testing the models on real data,

as in [5]. We evaluate model performance using AUC-ROC. We use a maximum number of

iterations of 1000 (T in Algorithm 12 in Chapter 8) and other default parameters of LR

available in Scikit-learn [315] to train the models. We compare the performance of models

trained on synthetic data generated in the centralized mode, and synthetic data generated

in the distributed mode using MPC where the data is split horizontally across data holders.

We repeat the comparison process for different privacy parameter values.

Evaluation Setup. In all the results below, centralized refers to the setting in which

all data holders disclose their data to a central, trusted curator who runs the MWEM algo-

rithm over all the data combined, while distributed refers to the setting in which the data

holders secret-share their data with MPC servers. The results for the centralized setting are

obtained with an implementation of MWEM in SmartNoise [5]. For the distributed setting,

we implemented our MPC protocols πRC and πLAP in the MPC framework MP-SPDZ [110].

Utility Analysis. In Figure 9.2, we investigate the trade-off between the privacy parame-

ter ϵ and utility of models trained with synthetic data generated by the two different modes

(centralized and distributed). The models perform similarly in terms of AUC-ROC, for the

different values of ϵ. Additionally, the trends are also consistent for both datasets. In the

experiments using the Car dataset we see a upward trend for both modes, whereas for the

adult dataset we see a small spike for ϵ = 1 for both modes. Based on similar trendlines

for both settings, we conclude that DP-in-MPC emulates the centralized mode of operation.

The small differences observed in the plots are a result of the noise introduced by the DP

mechanisms. The results in Figure 9.2 are averaged over 10 runs.

Performance Analysis. We measure runtime for different values of the number of it-

erations T , which is a hyperparameter of MWEM. Previous works have demonstrated the
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(a) (b)

Figure 9.2: AUC-ROC of LR models trained on synthetic data generated by two different

modes (centralized and distributed) with varying privacy budget. The results presented are

averaged over 10 runs.

trade-off between the number of iterations and quality of the synthetic data [296]. Table 9.3

shows the runtime for different choices of T averaged over 3 runs for the centralized setting

and for the distributed setting with 2, 3, and 4 computing servers. All MPC based compu-

tations were done in ring Zq with q = 264. As observed, the runtimes increase with T . We

note that the runtimes further depend on the dimensions of the datasets and the number of

queries, as shown in [296]. The increased runtimes for the distributed setting when compared

to their corresponding centralized setting are due to the runtimes of the MPC protocols. For

example, in a 3PC passive security setting for |T | = 1, each call to πRC adds ∼0.74 secs for

|Q| = 400 and πLAP adds ∼0.006 secs to the synthetic generation process. The differences in

runtime observed across different security settings are in line with existing literature [4]. All

the experiments were run on Azure D8ads v5 8 vCPUs, 32Gib RAM. The runtimes of our

proposed method depend only on the computing servers and the threat model. Our proposed

MPC protocols can be made scalable and efficient by replacing the appropriate and efficient

underlying MPC schemes.
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We measure runtimes of our method for different numbers of MWEM iterations T and

compare with the centralized setting, while keeping other parameters constant8.

We note that our approach works for any partitioning of data – horizontal, vertical

or mixed – with appropriate MPC protocols for any required pre-processing steps. We

demonstrate this in our next evaluations.

Table 9.3: Runtime for different values of T (MWEM iterations) and ϵ = 1. Central:

Centralized setting runs the MWEM algorithm [5]; Other columns: Distributed setting with 2

data holders and MPC protocols run on different number of computing servers with different

security settings: 2PC [1], 3PC [3, 4], 4PC [4]; all with corruption threshold of 1. The

runtimes inlcude online and offline phases of MPC. |Q| is the number of queries, (a x b)

denotes the dataset size (dimension).

Dataset T Central 2PC passive 3PC passive 3PC active 4PC active

Car

(1,728 x 7)

|Q = 400|

10 0.33 sec 12.14 sec 10.09 sec 20.52 sec 11.81 sec

20 0.71 sec 23.50 sec 20.26 sec 43.01 sec 23.98 sec

30 1.30 sec 37.86 sec 31.91 sec 66.40 sec 36.22 sec

40 2.13 sec 51.20 sec 43.60 sec 87.53 sec 51.85 sec

Adult

(12,499 x 12)

|Q = 500|

10 4.03 sec 62.95 sec 56.928 sec 109.56 sec 63.26 sec

20 4.89 sec 152.70 sec 147.42 sec 229.05 sec 127.26 sec

30 6.38 sec 244.80 sec 236.10 sec 428.87 sec 263.54 sec

40 8.43 sec 272.35 sec 232.50 sec 456.50 sec 272.63 sec

8We use the same parameters (such as number of queries, etc.) as in the SmartNoise tutorial notebooks.

Similarly, for the Adult dataset, we use only the categorical columns as per the notebook [5].
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9.3.2 Evaluation with AIM and MWEM-PGM

Datasets. We evaluate CaPS on three privacy sensitive datasets: breast-cancer [316], prison

recidivism (COMPAS)9 [317], and diabetes [318]. We randomly split all the datasets into

train and test in an 80% to 20% ratio. The breast-cancer dataset has 10 categorical attributes

and 285 samples. The COMPAS data consists of categorical data. We utilize the same version

as in [198], which consists of 7 categorical features and 7,214 samples. The diabetes dataset

has 9 continuous attributes and 768 samples. We use the train sets to generate synthetic

data and the test sets to evaluate the quality of the synthetic data.

Metrics. To assess utility, we train classifiers on the generated synthetic data and test the

models on the real test data. For breast-cancer, the task is to predict if the cancer will recur.

For COMPAS, the task is to predict whether a criminal defendant will re-offend. For the

diabetes dataset, the task is to classify a patient as diabetic. We train logistic regression and

random forest models on the generated synthetic datasets and report the AUC-ROC and

F1 score. We also evaluate CaPS for statistical utility of the generated data as the workload

error ∆ [297]:

∆(D, D̂) =
1

|Q|
∑
q∈Q

∥µq(D)− µq(D̂)∥

Evaluation Setup. We implemented the MPC protocols of CaPS in MP-SPDZ [110]. We

evaluate CaPS for horizontal (CaPS(H)) and vertical (CaPS(V)) data distribution scenarios,

and compare against the centralized paradigm (CDP) in which all data holders give their data

to a trusted aggregator (i.e. no input privacy). For the horizontal setup, we distribute the

samples randomly and evenly among the data holders. For the vertical setup, we distribute

the attributes randomly and evenly among the data holders.

9https://www.propublica.org/datastore/dataset/compas-recidivism-risk-score-data-and-analysis

https://www.propublica.org/datastore/dataset/compas-recidivism-risk-score-data-and-analysis
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Utility Analysis. Table 9.4 shows that CaPS can generate synthetic data whose utility is

at par with the CDP in terms of ML utility and statistical utility for both horizontal and

vertical partitions. For the COMPAS and diabetes datasets, CDP and CaPS give similar

ML and statistical utility. We attribute the higher variability observed in the cancer data

experiments (AUC and F1) to the small data size. The variation observed in results in Table

9.4 are due to to randomness resulting from DP.

Performance Analysis. To measure the average time to generate synthetic data in CDP

and CaPS, we run experiments in a simulated environment on Azure D8ads v5 8 vCPUs,

32Gib RAM. We leverage MP-SPDZ to create the simulated environment in a single ma-

chine. In Table 9.5, we observe that, as expected, CaPS takes longer than CDP due to MPC

overhead. For MWEM+PGM, it takes longer to generate synthetic data in a vertical setup

due to overhead of πCOMP. For AIM, the vertical setup takes comparatively less time. This

is because AIM requires computation of one-way marginals before the selection step, which

can be done by the data holders in a vertical distributed scenario.

In the horizontal setup, computation of one-way marginals has to be done in MPC,

generating additional overhead in computation of marginals compared to the vertical setup.

We also note that |Q| ×max(ωq) impacts the runtime for (CaPS(H)), whereas |Q| ×max(ωq)

and n impact the runtime for (CaPS(V)). We believe these runtimes are acceptable since fast

response time is not crucial for SDG. Moreover, the benefits of generating synthetic data

while preserving both input and output privacy surpass this additional cost.

In Table 9.6, we evaluate individual MPC subprotocols for different threat models when

they are run on independent instances of Azure Standard F16s v2 (16 vcpus, 32 GiB memory)

and network bandwidth of 12.5Gbps. The results are in-line with the literature [170]. In

table 9.6, we report online times, as the offline phase can be run in the setup phase of CaPS.

We observe that 3PC passive provides the least MPC overhead. For t iterations of the loop

in Algorithm 13, the additional time due to MPC in a 3PC setting is (2.882 + t·1.1913) sec
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Table 9.4: Utility evaluation. Synthetic data was generated with ϵ = 1.0. For the dis-

tributed scenario with CaPS, N = 2 and M = 3 (3PC passive [3], corruption threshold of 1).

All values are averaged across 3 runs. Abbreviations: CDP = Central Differential Privacy

with trusted aggregator (no input privacy); CaPS = Our proposed approach for arbitrary dis-

tribution; H = Horizontal distribution; V = Vertical distribution; LR = Logistic Regression;

RF = Random Forest; Cat. = Categorical; Cont. = Continuous

Dataset Algorithm Setup LR-AUC RF-AUC LR-F1 RF-F1 ∆

B
re

a
st
-C

a
n
c
e
r(
C
a
t.
)

CDP 0.49 0.58 0.47 0.54 0.30

AIM CaPS(H) 0.49 0.45 0.43 0.44 0.23

CaPS(V) 0.51 0.53 0.48 0.51 0.23

CDP 0.50 0.51 0.48 0.44 0.24

MWEM+PGM CaPS(H) 0.55 0.54 0.49 0.46 0.21

CaPS(V) 0.44 0.49 0.43 0.50 0.21

C
O
M

P
A
S
(C

a
t.
) CDP 0.67 0.65 0.62 0.61 0.017

AIM CaPS(H) 0.66 0.65 0.62 0.61 0.019

CaPS(V) 0.68 0.67 0.63 0.62 0.015

CDP 0.66 0.62 0.62 0.59 0.022

MWEM+PGM CaPS(H) 0.66 0.61 0.60 0.58 0.022

CaPS(V) 0.66 0.64 0.61 0.60 0.022

D
ia
b
e
te
s
(C

o
n
t.
) CDP 0.76 0.74 0.68 0.66 0.14

AIM CaPS(H) 0.77 0.72 0.65 0.463 0.13

CaPS(V) 0.73 0.71 0.66 0.63 0.13

CDP 0.62 0.57 0.55 0.55 0.15

MWEM+PGM CaPS(H) 0.64 0.60 0.52 0.56 0.14

CaPS(V) 0.67 0.63 0.60 0.58 0.14

for AIM and (2.882 + t· 0.0463) sec for MWEM+PGM for the chosen parameters.10 Given

10We note that the number of servers in MPC corresponds to M servers in our framework and not N data
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Table 9.5: Runtime evaluation. Synthetic data was generated with ϵ = 1.0. For the

distributed scenario with CaPS, N = 2 and M = 3 (3PC passive [3], corruption threshold of

1). For CaPS we report runtimes for experiments done in a simulated environment . All

values are in seconds and averaged across 3 runs. Abbreviations: CDP = Central Differential

Privacy with trusted aggregator (no input privacy); CaPS = Our proposed approach for

arbitrary distribution; H = Horizontal distribution; V = Vertical distribution.

|Q| ×max(ωq) CDP CaPS(H) CaPS(V)

Breast-Cancer (n = 228, d = 10)

AIM 57×77 98.065 99.789 98.992

MWEM+PGM 45×77 81.187 82.905 100.295

COMPAS (n = 4120, d = 9)

AIM 45×9 153.383 155.559 301.390

MWEM+PGM 36×9 61.477 61.656 152.153

Diabetes (n = 614, d = 9)

AIM 45×25 97.222 113.909 97.403

MWEM+PGM 36×25 60.926 63.727 91.760

that the one-time additional cost is comparatively much lower than the time it takes to

generate synthetic data itself in-the-clear, CaPS achieves near-practical performance. With

further optimizations of MPC primitives in the future, CaPS has the capability to be deployed

in real-world scenarios. Our results demonstrate a clear path for future research in this

direction and adapting various synthetic data generation techniques smartly in the “DP-in-

MPC” paradigm. The major MPC overhead due to the arbitrary distributed setting in CaPS

is attributed to the computations in πCOMP. The performance of this protocol is impacted

holders.
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Table 9.6: Performance evaluation of MPC protocols for different threat models.

MPC protocols are run with N = 2, n = 614, d = 9, |Q| = 45,max(ωq) = 25. We run

experiments withM = 2, 3, 4 and corruption threshold of 1 in a LAN setup and the mentioned

threat models. We report runtimes in seconds and total communication cost (Comm.) in

MB for the online phase of the MPC protocols. πSELECT(A) refers to the MPC protocol for

‘select’ for the AIM algorithm and πSELECT(M) for the MWEM+PGM algorithm. πCOMP

refers to the computation of 1- and 2-way marginals in a vertical distribution.

Protocol 2PC passive 3PC passive

time(s) Comm.(MB) time(s) Comm.(MB)

πMEASURE 0.020 2.214 0.0043 0.261

πSELECT(A) 2.972 119.053 1.187 0.554

πSELECT(M) 0.783 167.658 0.042 5.341

πCOMP 135.482 30137.40 2.882 696.644

Protocol 3PC active 4PC active

time(s) Comm.(MB) time(s) Comm.(MB)

πMEASURE 0.030 2.140 0.0157 0.714

πSELECT(A) 1.773 11.971 2.169 13.707

πSELECT(M) 0.306 33.946 0.135 4.700

πCOMP 21.612 3830.53 6.00 1615.61

by the total number of samples n in D. We empirically evaluate the scalability for n and N .

Scalability with total training samples n. We run experiments in a 3PC passive setting

and evaluate the scalability of πCOMP in Figure 9.3. This is the only protocol that depends

on the value of total number of samples over all the distributed datasets. We note that

we run experiments for πCOMP which computes 1-way and 2-way marginals in a distributed

setting. The overhead due to the number of data holders (requires only additions) in this

case is negligible when compared to computation of 2-way marginal for large n. This means
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that our findings are independent of the number of data holders N .

250 500 750 1000 1250 1500 1750 2000
Total number of data samples (n)

1

2

3

4

5

6

7

8

Ru
nt

im
e(

s)
 in

 3
PC

 p
as

siv
e 

se
tti

ng

Scalability with total number of data samples

0 1000 2000 3000 4000 5000
Total number of data holders (N)

0.00

0.25

0.50

0.75

1.00

1.25

1.50

1.75

Ru
nt

im
e(

s)
 in

 3
PC

 p
as

siv
e 

se
tti

ng

Scalability with total number of data holders

Figure 9.3: Scalability of πCOMP in a 3PC passive setting. MPC protocols are run with

M = 3 (corruption threshold of 1) , d = 10, |Q| = 36,max(ωq) = 25. On left: Scalability

of πCOMP for different number of total dataset size n. On right: Scalability of πCOMP for

different number of data holders N .

Scalability with data holders N . To illustrate the affect of increase in number of data

holders, we consider a horizontal distributed scenario where each data holder holds equal

number of samples. The overhead in this case is due to only addition of workload answers

from N data holders for a given |Q| and ω.

We note that the scalability of other protocols πSELECT and πMEASURE depend on |Q| and

ω. We think the impact due to |Q| and ω is similar to the impact on centralized algorithms.

Based on literature, runtimes for MPC protocols grow with large M , depending on the MPC

scheme available for M . CaPS adapts MPC-as-a-service scenario, where we can choose the

optimal number of MPC server, M . We think based on the current literature in MPC M = 3

is a better option for CaPS.
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9.4 Summary

We introduced a general framework CaPS that leverages DP-in-MPC for collaborative and

private generation of synthetic tabular data based on real tabular data from multiple data

holders. CaPS is designed for the state-of-the-art family of DP synthetic data generators that

follow the select-measure-generate template and rely on marginal based distributions. We

developed MPC protocols for computing marginals (which is relevant in non-horizontal data

partitioning scenarios), as well as for the select and measure steps. Since the generate step

operates on already privatized data, it can be performed outside of MPC. This chapter is

the first in the thesis where we used or developed MPC protocols for all the DP mechanisms

introduced in Section 2.3 in Chapter 2.

We demonstrated the applicability of CaPS for the marginal based synthetic data gener-

ation algorithms AIM, MWEM and MWEM+PGM. We consider generating synthetic data

using DP-in-MPC for other data modalities and their state-of-the art generation algorithms

as a future research direction.
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Chapter 10

E2E-CAPS: END TO END COLLABORATIVE AND
PRIVATE SYNTHETIC DATA GENERATION

In the preceding chapters, we focused on building privacy-preserving machine learning

(ML) models trained on data distributed across multiple data holders, which included dis-

criminative models (Chapters 3, 6, and 7) and a synthetic data generator (Chapter 9).

However, model training is only one component of the ML pipeline, which typically includes

stages such as data pre-processing, parameter tuning, and post-processing. These stages

often require direct access to private data, introducing additional privacy risks. Therefore,

each step in the ML pipeline must be designed to preserve privacy, as vulnerabilities at any

stage can compromise the overall privacy guarantees of the system. In Chapter 6, we ad-

dressed this challenge by applying DP-in-MPC to the pre- and post-processing stages for bias

mitigation, while in Chapter 4 we focused on privacy-preserving evaluation for bias auditing.

Both chapters address privacy in different stages of ML pipeline but in the specific context

of AI biases rather than general model training.

In this final chapter, we extend that idea further by building end-to-end privacy-preserving

pipelines to train Differentially Private (DP) synthetic tabular data generators (SDGs) using

real tabular data distributed across multiple data holders. Our choice to focus on SDGs,

rather than other tasks, is motivated by the advantages discussed in Chapter 8, most no-

tably, that once privacy-preserving synthetic data is generated and published, it can be

reused across multiple tasks and easily integrated into existing workflows.

To this end, we extend CaPS introduced in Chapter 9 into a more comprehensive system

called E2E-CaPS. As noted earlier in Chapter 8, designing effective MPC protocols requires

tailoring them to each algorithm and task. We, therefore, build upon and optimize the MPC
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protocols introduced in Chapter 9, applying them to the sensitive domain of healthcare by

generating synthetic genomic data for leukemia patients using data held by multiple hospitals.

In Section 10.1, we briefly outline the privacy challenges in end-to-end SDG pipelines

and review relevant existing work. Section 10.2 presents our proposed solution: a general

framework composed of modular and generic MPC protocols. In Section 10.3, we apply

this framework to a specific use case for generating genomic leukemia data, where we de-

velop the necessary MPC protocols and evaluate their performance. We end the chapter by

summarizing it in Section 10.4.

10.1 Introduction

A common limitation across existing solutions for collaboratively generating privacy-preserving

synthetic data from multiple data holders, including CaPS, is that they focus exclusively on

synthesizer training. They assume that the training data has already been pre-processed and

that the optimal training configuration is known. As a result, these approaches are limited to

one-shot synthesizer training and data publication. Generating high-quality synthetic data,

however, often involves a multi-stage process, including data preparation, evaluation of the

synthetic data against real data, and hyperparameter tuning for the SDG algorithm as we

discuss below. In this chapter, we consider a scenario where a fixed privacy budget is allotted

for generating DP synthetic data of a desired quality from multiple data holders.

• Pre-processing. Many SDG algorithms require specific pre-processing steps to generate

synthetic data. For instance, SDGs that follow the select-measure-generate template often

rely on categorical data, hence requiring discretization of continuous features. Existing

solutions such as [156] discretize the entire dataset before distributing it across silos. This

is unrealistic in practical scenarios where the data originates from different sources and

cannot be brought together – the very scenario that federated SDG is supposed to address.

A few methods such as in CaPS uses techniques like equi-width binning, which assumes

knowledge of the range (i.e. potential minimum and maximum values known in advance) of

a continuous feature and divides it into a fixed number of equal-length intervals. Depending
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on the data distribution, this can lead to inferior results compared to equi-depth binning,

such as quantile binning, in which interval boundaries are chosen dynamically based on the

data such that each interval (bin) contains approximately the same number of instances.

Pre-processing techniques, such as normalization or missing data imputation, yield better

results for downstream tasks like training synthetic data generators. These techniques

tend to yield better results when applied to the combined data from multiple data holders

[319], rather than having each holder pre-process their dataset locally, as is typically done

in federated learning (FL). We need a mechanism that enables pre-processing over the

combined data while still preserving input privacy.

• Evaluation. Evaluating synthetic datasets against real data is a crucial step in assessing

the quality of the generated synthetic data. The evaluation results, i.e. evaluation metrics,

help in refining the SDG process by guiding the hyperparameter tuning or retraining of the

SDG model (i.e. the synthesizer). Furthermore, evaluation metrics are often used to decide

whether the generated synthetic data meets the quality standards necessary for publishing

the data. In many cases, evaluation metrics are published alongside the synthetic datasets.

A few FL frameworks even support the local evaluation of synthetic data against real data

during each FL round and allow publishing of the resulting metrics to the aggregator [320].

However, revealing evaluation metrics based on real data has been shown to be vulnerable

to privacy attacks [321]. A straightforward solution to this is to ensure that the evaluation

metrics are DP. But, as discussed in Section 2.3 of Chapter 2 (see Sequential Composition),

each access to real data consumes additional privacy budget. In this case, computing DP

evaluation metrics would consume part of the overall fixed budget that could otherwise be

allocated to improving the SDG itself.

To address this, we need a mechanism that allows computation of evaluation metrics on

real data to guide the SDG process without ever revealing the metrics themselves. This

approach is, of course, applicable in use cases where it is sufficient to publish synthetic
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data that meets the desired quality standards, and where publishing the evaluation metrics

is not necessary.

• Hyperparameter tuning. Hyperparameter tuning for SDG involves systematically searching

for optimal model configurations to maximize the utility of generated synthetic data.

This typically requires multiple iterations of synthetic data generation, evaluation and

potentially pre-processing (if the dataset changes with each iteration). Existing solutions

for generating synthetic data based on data from multiple data holders do not focus on

this hyperparameter tuning of the SDG model. Their primary focus is on publishing either

the trained SDG model or the synthetic data in a single shot, without iterations, implicitly

assuming that optimal model configurations for a dataset are known beforehand.

In practice, this is rarely the case. Hyperparameter tuning often needs to be done specific

to the dataset and typically involves repeated access to real data throughout the process.

Each such access (whether for pre-processing, SDG training, or evaluation) consumes part

of the privacy budget due to the DP property of sequential composition1. Naively repeating

the pipeline can lead to rapid budget exhaustion before the synthesizer is properly tuned,

ultimately degrading the quality of the final synthetic data.

To address this, we need a mechanism that supports hyperparameter tuning while minimiz-

ing unnecessary privacy budget expenditure. Only the final, high-quality synthetic dataset

should be published, while all intermediate steps remain private, thereby preserving the

privacy budget and enabling more effective model development.

The above considerations call for a framework capable of performing privacy-preserving pre-

processing across data silos, and publishing the synthetic data only after parameter tuning

and ensuring that desired quality standards are met. To the best of our knowledge, there is

1This is typically how hyperparameter tuning is done in the centralized setting, where all data resides in one

place. The intermediate steps though they access real data are not published and need not be made DP and

only the final output DP synthetic data is published. Whereas we operate in a distributed setting, where

such an approach is not feasible; every step needs to be made private.
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no work in the open literature that performs the entire pipeline of SDG on data from multiple

data holders while preserving input privacy and efficient use of allotted privacy budget.

10.1.1 Related Work

The primary focus of existing research on privacy-preserving synthetic data generation with

input and (or) output privacy guarantees has been on one shot generation of synthetic

data [322, 304, 323, 324]. There is some literature on efficient parameter tuning with DP

guarantees in the centralized setting [325, 326, 327]. In cross-silo federated settings, recent

work by Mitic et al. introduces PrivTuna, a framework for privacy-preserving hyperparameter

tuning [328]. PrivTuna leverages multi-party homomorphic encryption to share the locally

tuned parameters and performance metrics and focuses only on parameter tuning phase

instead of end-to-end privacy-preserving pipeline with DP guarantees. There is no literature,

to the best of our knowledge, that performs privacy-preserving hyperparameter tuning and

runs the entire SDG pipeline, including pre-processing and evaluation, while providing both

input and output privacy.

10.2 Description of E2E-CaPS

We assume that a fixed privacy budget, say ϵ, is allotted for generating synthetic data of the

desired quality. To effectively use this budget, we adopt an iterative approach where the full

SDG pipeline comprising of pre-processing, synthesizer training, and evaluation is executed

multiple times, each with a different set of hyperparameters.

To streamline this process, we use K-fold evaluation within each iteration to assess the

performance of the synthetic data against the real data. If the average evaluation metrics

across folds do not meet predefined thresholds of quality, we run the next iteration with

a different set of hyperparameters and repeat the process. Since no intermediate outputs

(e.g. models, data, or evaluation metrics) are published during these iterations, the privacy

budget can be “reset” with each iteration. This means that it allows us to reuse the same

budget ϵ across iterations without accumulating privacy loss.
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Once the best set of hyperparameters is identified through K-fold validation, we execute

the final run of the SDG pipeline using the same privacy budget ϵ as if only a single itera-

tion had occurred, thus enabling efficient hyperparameter tuning without additional privacy

cost beyond what would be required for a single run. While this approach is standard in

centralized settings, adapting it to the cross-silo context poses significant challenges.

We propose using DP-in-MPC to run the above process in a cross-silo setting (see Algo-

rithm 23). To this end, we propose modular framework E2E-CaPS for tabular data that we

describe below.

10.2.1 Framework Setup

Consider n data holders C = {C1, C2, . . . , Cn}, who each hold a private dataset Di. For

MPC-as-a-Service scenario, we consider m non-colluding and independent MPC servers S =

{S1, S2, . . . , Sm}. These servers are equipped with MPC protocols to generate synthetic data

D̂ of the desired quality by running the full SDG pipeline, including hyperparameter tuning

described above, over the combined data D =
⋃n

i=1Di. The pipeline includes MPC protocols

for privacy-preserving pre-processing (πpre−proceSS), training of the SDG model (πSDG), and

evaluation of the generated synthetic data against real data (πEVAL).
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Figure 10.1: E2E-CaPS. Extending CaPS for privacy-preserving publishing of synthetic data

with hyperparameter tuning
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10.2.2 Overview of the Framework.

Algorithm 23 provides an overview of our proposed framework, which follows the iterative

process described above for hyperparameter tuning of the SDG. The framework is modular

and composed of MPC sub-protocols that we describe below.

The data holdersC secret share their private data [[Di]] and the desired quality of synthetic

data as thresholds [[Ti]] to MPC servers S on Line 1. On Line 2, the servers set up according

to the underlying MPC scheme, initialize using secret-shared inputs from the data holders,

along with public inputs such as the data dimensions and the set of hyperparameters to be

tuned.

On Line 3, S runs πCONCAT to concatenate the secret shares of data received from all C.

As a result the S now holds the secret shares of the dataset [[D]]. This mimics a centralized

setting, as if all the data resided in a single location.

Parameter tuning is performed iteratively from Lines 5 – 24 until one of the following

conditions is met: the desired quality of synthetic data is achieved (publish ← 1), the

maximum number of iterations is reached (max loops ≥ L), or the hyperparameter set is

exhausted2. Lines 6 – 9 initialize the iterative process, while Lines 10 – 17 execute the K-fold

cross-validation. On Line 11, training and test data splits are obtained for each fold using

getData(), based on the indices computed in Line 73.

The first step in each fold is to pre-process the training data, if any. On Line 12, the

servers S execute the MPC protocol πRW to perform this pre-processing on the secret-shared

training data. Whether or not this step is done with DP guarantees depends on the nature

of the pre-processing and whether its results will be indirectly exposed through the final

synthetic data.

2This can be easily modified to exhaustively search for all parameters, and then choose the best hyperpa-

rameter for which we obtained the best evaluation metrics. This would require a large number of secure

comparisons – comparing with thresholds and comparing with all the sets of averaged evaluation metrics.

3Here, [[Dtest]] is required only if the evaluation metrics involve metrics such as utility scores of ML models

on real test data.
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Algorithm 23: E2E-CaPS: Publishing privacy-preserving synthetic tabular data
Input: Set of MPC servers S, Data holders C, number of folds K, fixed privacy budget (ϵ, δ) for

published synthetic data D̂, Maximum number of loops L, Set H of hyperparameter values

to perform search over for fine-tuning

Output: Synthetic Data D̂

1 Data holders, C, secret share their respective datasets with MPC servers, S, as [[Di]] and thresholds

of data quality [[Ti]]

2 S setup based on MPC schemes

3 [[D]]← πCONCAT([[Di]] | ∀i ∈ |S|)

4 publish ← false; max loops ← 0

5 repeat

6 max loops ← max loops + 1

7 Get random indices for K-fold; Get hyperparameters Hl for this loop

8 Initialize R of length K

9 Set privacy budgets (ϵs, δs) for SDG and (ϵp, δp) for pre-processing // see description

10 for

11 [[Dtrain]], [[Dtest]]← getData([[D]])

12 [[Dtrain]]← πpre−proceSS([[Dtrain]], (ϵp, δp)) or [[Dtrain]]← πpre−proceSS([[Dtrain]])

13 [[D̂train]]← πSDG([[Dtrain]], (ϵs, δs),Hl)

14 [[r]]← πEVAL([[Dtrain]], [[Dtest]], [[D̂train]]) // see description

15 [[R[k]]]← [[r]]

16 end for

17 [[M ]]← πAVG([[R[k]]]|∀k)

18 votes = |C|

19 for every data holder c get threshold [[Tc]]

20 votes ← votes −πLT([[M ]], [[Tc]]))

21 end for

22 publish ← πEQ (votes, |C|)

23 Hs ← Hl

24 until publish or (max loops ≥ L) or no H left to explore

25 If publish

26 [[D]]← πpre−proceSS([[D]], (ϵp, δp)) or [[D]]← πpre−proceSS([[D]])

27 [[D̂]]← πSDG([[D]], (ϵs, δs),Hs)

28 [[D̂]]← πREV−pre−proceSS([[D̂]])

29 Reveal D̂ to C

30 end if
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For instance, if the pre-processing involves tasks that do not need to be reversed or

exposed later, such as missing data imputation that only influence the training phase and

are not visible in the final output, then πRW does not need to be DP. This is typical in

cases where the SDG learns to generate fully complete data in the same format as real data.

However, some pre-processing steps should be made DP if their outputs will influence the

published synthetic data. Consider the case of discretizing continuous values using binning,

and then later applying reverse binning by replacing bin identifiers with the mean of values

in each bin. If these means are computed from real data and appear in the final published

synthetic dataset, they must be protected with DP since they represent additional access to

real data. Whether DP is required for pre-processing is determined during the setup phase

(Line 9), and appropriate portions of the overall privacy budget are allocated accordingly.

If no DP pre-processing is needed, then the full privacy budget ϵs = ϵ can be used for the

synthetic data generation, and πRW is called without a privacy parameter. Otherwise, if DP

is required, πRW is invoked with the assigned privacy budget ϵp on Line 9.

On Line 13, MPC protocol for πSDG is invoked to train an SDG model on secret-shares

of pre-processed training data [[Dtrain]] with the set of hyperparameter Hl chosen for this

loop. Note that generated synthetic data [[D̂train]] is in same format as [[Dtrain]] i.e. it is in

pre-processed format. Here the entire SDG process (training and generation) is carried out

within MPC.

On Line 14, S run πEVAL to compute secret shares of the predefined evaluation metrics [[r]]

([[r]] can be a vector of multiple metrics). Depending on the pre-processing and reverse pro-

cessing techniques and the defined pipelines, πEVAL takes as input (a) the secret shares of the

pre-processed real training data [[Dtrain]] or the reverse processed πREV−pre−proceSS([[Dtrain]])
4,

(b) pre-processed test data πpre−proceSS([[Dtest]]) or test data [[Dtest]], and (c) synthetic data

[[D̂train]] or the reverse processed synthetic data πREV−pre−proceSS([[Dtrain]]). The value of [[r]]

is never published and hence need not be DP. Note that all of the above steps perform

4Reverse pre-processing is done here as it is more appropriate to run MPC protocols for evaluation on the

same format of data that would be published.
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computations on combined real data and hence are done in MPC. On Line 17, S compute

secret-shares of K-fold evaluation [[M ]] using πAVG.

Lines 18 – 22 determine whether the evaluation metrics [![M ]!] meet the quality thresholds

set by all data holders. The process begins on Line 18 by assuming that the thresholds are

met for all data holders, i.e. setting votes = |C|. Then, on Line 20, votes are decremented

for each data holder whose threshold is not met. Finally, Line 22 checks if the number of

remaining votes still equals |C| and if so, the synthetic data is marked for publication, and

the hyperparameters of the loop are selected as the final set Hs on Line 23. The voting is

done in a privacy-preserving way – (a) it does not require release of any evaluation metrics;

and (b) the thresholds of each data holder and the number of votes are kept confidential.

Finally, on Line 26 – 29, if the synthetic data of desired quality could be generated, then

the combined data [[D]] is first pre-processed, and a synthesizer is trained using the allocated

privacy budgets. Depending on the type of pre-processing applied, reverse pre-processing

may be required on Line 28 to ensure the output synthetic data matches the format of the

original real data that was secret-shared. Line 29 then publishes the synthetic dataset, which

by default has the same length as the combined input data, though this can be adjusted in

the framework (e.g. on Line 27).

A key observation is that fixed privacy budget is spent only on Lines 26 – 29, specifically

on Line 29, where the final synthetic dataset D̂ is published. This is the only point in the

framework where any output derived from the real data D is released, and is protected by DP

on Lines 26 – 28. All prior computations, including pre-processing, training, and evaluation

on Lines 12 – 14, though based on privacy parameters (ϵp, δp) and (ϵs, δs), do not consume

any part privacy budget, as their results are never revealed or published, thereby minimizing

budget usage to a single, final publication of synthetic data.

Note on modularity of E2E-CaPS. The framework is modular and can be adapted to

fit any specific SDG pipeline. The order of operations can be modified, and individual

steps can be skipped based on the use case. It is flexible enough to support different pre-
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processing methods, SDG algorithms, and evaluation metrics. With suitable MPC protocols

in place, the framework can also switch from K-fold validation to other hyperparameter

tuning strategies. While our focus has been on tabular synthetic data, the framework can

be extended to other data modalities as well. For example, in the case of images, πpre−proceSS

may not be DP (e.g. for cropping), and reverse pre-processing may not be necessary since

many transformations do not need to be inverted.

10.3 E2E-CaPS for Privacy-Preserving Publishing of Synthetic Genomic Data
for Leukemia

Sharing genomic data is essential for advancing biomedical research with AI; however, such

data is highly privacy-sensitive and hard to access [329]. Concerns regarding privacy and

confidentially of clinical data have recently resulted in stricter NIH controlled-access genomic

data requirements [330], and can expected to become even more important with the collection

of single-cell data. To address the data access bottleneck, researchers are exploring the

potential of sharing synthetic datasets that protect patient privacy [331, 332, 333]. This

existing work is based on the premise that a single data holder has sufficient data to train

a synthetic data generator. In rare disease settings however, existing genomic data is often

spread across multiple clinical sites. While each clinical site by itself may not have sufficient

data to train a synthesizer, together they often do. Our proposed framework is designed for

federated SDG in scenarios like these. Below, we demonstrate the use of our framework to

publish synthetic genomic data for leukemia.

Description of Data. We consider bulk RNA-seq data compiled as a matrix, where each

row represents the specimen of a patient and each column represents a gene expression level

[332]5. It includes samples from 5 disease categories, 4 of which are types of leukemia AML,

ALL, CML, CLL, while the fifth is classified as “Other.” The dataset has 1,181 samples and

5This dataset is openly available on https://github.com/MarieOestreich/PRO-GENE-GEN and is used purely

to demonstrate our solution.
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12K genes, which is reduced to 958 genes based on the L1000 list.

Generating Synthetic Genomic Data with E2E-CaPS. Generating synthetic data for

genomic applications is particularly challenging. We use a select-measure-generate style

SDG method for tabular data, namely Private-PGM [288]6. While Private-PGM does not

explicitly implement the ’select’ step, we categorize it within the select-measure-generate

family due to its structural similarities.

Private-PGM constructs undirected graphical models from DP noisy measurements of

low-dimensional marginals, enabling synthetic data generation through sampling from the

learned graphical model. It works on records with discrete attributes i.e. it takes categorical

data as input and benefits from a small domain size for each feature. Simply put, for each

q, Private-PGM firstly computes DP marginals µq(D) +N (0, σ2
qI), where N (.) is Gaussian

noise with scale σ2
q determined based on (ϵs, δs). This is the measurement step. Then it

estimates the joint marginal distribution that best explains all the noisy measurements.

In parallel, it estimates the parameters of the graphical model using graph inference and

learning algorithms such as belief propagation on a junction tree. The graphical model is

then used to sample marginals and reconstruct the synthetic data set. This is the generate

step, which is also used in the SDGs AIM and MWEM-PGM discussed in Chapter 9. We

refer to McKenna et al. [288] for more details.

In the context of our use case, a sample record is denoted by g = {g1, g2, . . . , gd, y}

where gi is the level of gene expression of the ith gene and y is the label that denotes

the type of leukemia. For the measure step, we compute all 1-way marginals as well as

the 2-way marginals associated with the label attribute (i.e. a total of 959 measurements

with |q| = 1 and 958 measurements with |q| = 2, resulting in 1,917 noisy marginals). The

privacy budget is allocated uniformly across each measurement i.e. ϵq = ϵs/1, 917 following

6Our initial experiments with other SDG methods of the same select-measure-generate template, such as AIM

[297] used in Chapter 9, indicated poor performance. Our initial results with recent SDG techniques based

on diffusion models with DP [292] were not promising.
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sequential composition. For the generate step, a graphical model is constructed based on Q

(see Figure 10.2), and learning is performed to obtain the maximum entropy distribution of

the dataset using mirror descent-based optimization. To evaluate the quality of the synthetic

data generated, we train a logistic regression model to infer the type of leukemia based on

gene expression values, and compute the workload error for 1-way marginals.
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Figure 10.2: Input graph structure. We assume that metadata about the dataset such as

feature columns – gene and label names, graphical model, domain, and dataset dimensions

are known. This assumption does not leak any information about the data itself. The

graph contains 958 nodes, each representing a clique derived from a single gene and the label

column. A total of 1,917 marginals are measured with DP.
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10.3.1 Secure Pre-processing

Chen et al. [332] generate synthetic data based on the leukemia dataset, assuming that it is

available in its entirety with one data holder. They pre-process the data by binning each gene

feature into intervals based on quantiles (0.25, 0.5, and 0.75). Each gene is then assigned

one of the four values in {0, 1, 2, 3}, thereby reducing the domain size to ωi = 4, ∀i ∈ [1, d],

while the label domain size ωy remains 5. Once the final synthetic data is generated, it is

de-binned (reverse processed). De-binning replaces each bin with the computed mean of the

original values within that bin.

We extend this approach to the cross-silo setting by proposing an MPC protocol πBIN,

which is a concrete instantion of πRW from Algorithm 23. We improve upon the de-binning

process proposed in [332] by computing the DP means of each bin. This is necessary to

ensure that the published synthetic data is indeed DP.

Description of πBIN. πBIN bins each column i.e. each gene. It takes as input secret-shares

of a single gene feature g as [[Dg]] and outputs the binned gene column along with the

corresponding mean values [[mg]] to be used during inverse pre-processing. Lines 4 – 8 in

Protocol 24 compute the secret-shares of the quantiles (the cut points) in a straightforward

manner by executing an MPC protocol πSORT to sort the secret shares of the N samples of

one gene (see Bogdanov et al. [334] for an overview of oblivious sorting algorithms). A secret-

shared vector of cut-off points [[Q]] is computed as following on Lines 5 – 8. For each r in

[0.25, 0.50, 0.75]: pos = (N−1)·r and [[Q[r]]] = [[D̃g[⌊pos⌋]]] + f ·([[D̃g[⌊pos⌋+1]]]-[[D̃g[⌊pos⌋]]]).

Lines 9 – 12, then, bin data into 4 bins. On Line 10, the bin is determined by comparing

the secret-shared value of the gene expression for the ith sample [[Dg[i]]] with the secret-

shared cut-off point [[Q[r]]] for each quantile r, using an MPC protocol πLT. On Line 11, we

compute the bin index by leveraging the small finite size of bins to minimize computationally

heavy operations gi = 3− (gi < Q[0])− (gi < Q[1])− (gi < Q[2]). At this point, S hold the

secret-shares of the discretized data.
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Protocol 24: πBIN: Protocol to bin the genomic data (πRW)

Input : Secret shares of one gene feature column of [[Dg]] for gene g, the number of samples N ,

privacy parameter ϵp

Output: Secret shares of one gene feature binned column [[Dg]] for gene g, secret shares of mean

[[mg]] for gene g for inverse discretization done later

1 Compute ϵbin =
ϵp
d·B

2 Set quantiles = [0.25,0.5,0.75] and initialize Q of size 3

3 Create a copy of [[Dg]] as [[Dg
copy]]; Initialize [[Q]] of length 3

4 [[D̃g]]← πSORT([[D
g]]) // Protocol for sorting based on radix sort; see MP-SPDZ [110]

5 for each quantile r in quantiles do

6 pos ← (N − 1) · r ; f ← pos − ⌊pos⌋

7 [[Q[r]]]← [[D̃g[⌊pos⌋]]] + f ·([[D̃g[⌊pos⌋+ 1]]]-[[D̃g[⌊pos⌋]]])

8 end

9 for i← 1 to N do

10 [[c0]]← πLT([[D
g[i]]], [[Q[0]]]); [[c1]]← πLT([[D

g[i]]], [[Q[1]]]); [[c2]]← πLT([[D
g[i]]], [[Q[2]]])

11 [[Dg[i]]]← 3− [[c0]]− [[c1]]− [[c2]]

12 end

13 Initialize [[mg]] and [[ctrg]] each of length 4

14 for i← 1 to N do

15 for b← 0 to 3 do

16 [[c]]← πEQ([[D
g[i]]], b)

17 [[mg[b]]← [[mg[b]] + πMUL([[c]], [[D
g
copy[i]]])

18 [[mg[b]]← [[mg[b]] + πLAP(2 · πMAX([[D
g]])/ϵbin) // πLAP to compute DP mean

19 [[ctrg[b]]]← [[ctrg[b]]] + [[c]]

20 [[ctrg[b]]]← [[ctrg[b]]] + πLAP(2/B · ϵbin)

21 end

22 end

23 for b← 0 to 3 do

24 [[mg[b]]← πDIV([[m
g[b]], [[ctrg[b]]])

25 end

26 return [[Dg]], [[mg]]

Lines 13–25 compute the DP mean values for each bin (required for de-binning process) in

a straightforward manner, using MPC protocols for equality testing πEQ and multiplication
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πMUL of secret-shared values 7. We use πLAP to compute secret-shares of noise to be added to

the sum and count of the mean. Note that [[ctrg[b]]] is used as a secret-shared accumulator

variable for the number of values that fall into bin b.

Note on DP for mean of bins. The privacy budget ϵp is divided equally among all d genes.

Since gene values from the same patient may be correlated, we apply sequential composition

and allocate ϵp/d per gene. Within each gene’s data, values are discretized into B = 4

quantile bins, with each bin requiring a separate DP mean calculation. This further divides

the privacy budget to ϵbin = ϵp
d·B per bin.

The sensitivity represents the maximum possible change in a bin’s mean when a single

data point is added or removed from the dataset. It depends on the value range and the

number of contributing records. With quantile binning, adding or removing a single record

causes cascading effects: (1) bin boundaries shift, (2) records may be reassigned between

bins, and (3) multiple bins’ counts and sums change. This affects the calculation of both bin

sums [[mg[b]] on Line 17 and counts [[ctrg[b]]] on Line 19.

The bin sums are, in the worst case bounded by the maximum value in the dataset,

accounting for both direct value changes and boundary shifts. The sensitivity of bin counts

reflects the 1/B fractional change in bin size plus boundary adjustment effects. We compute

the scale of the Laplace mechanism on Lines 18 and 20 based on this sensitivity. We equally

divide each bin’s privacy budget between bin’s sum and bin’s count 8. Further research

could establish tighter sensitivity bounds based on limited bin edge movement as the the

maximum value typically produces overly conservative estimates. This is because the bin’s

sum is bounded by bin boundaries which are less likely to change to the maximum value.

Description of πINV−BIN. πINV−BIN takes as input secret shares of binned [[D]] and secret

7In the production deployments the multiple πMULs can be invoked in parallel to further improve efficiency.

8When B = 1, this analysis simplifies to standard mean calculation where numerator sensitivity is max value

M that can be added to the dataset, denominator sensitivity is 1, and overall sensitivity approximates M/N

for large datasets, validating our approach while highlighting binning’s additional complexities.
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shares of all DP mean values [[mg]] and outputs the de-binned data. We replace the value gi

with the mean following
∑3

i=0 m
g[b] · (gi == b) on Lines 4–5. We note that Line 4 can be

further optimized by using the indicator polynomials described in Section 10.3.2.

Protocol 25: πINV−BIN: Protocol to inverse discretize genomic data (πREV−pre−proceSS)

Input : Secret shares of binned data of [[D]], the number of samples N , secret shares of mean [[mg]

for all genes

Output: Secret shares of de-binned data [[D]]

1 for i← 1 to N do

2 for every gene g do

3 [[x]]← [[D[i][g]]]

4 [[c0]]← πEQ([[x]], 0); [[c1]]← πEQ([[x]], 1); [[c2]]← πEQ([[x]], 2); [[c3]]← πEQ([[x]], 3)

5 [[D[i][g]]]←

πMUL([[c0]], [[m
g[0]]]) + πMUL([[c1]], [[m

g[1]]]) + πMUL([[c2]], [[m
g[2]]]) + πMUL([[c3]], [[m

g[3]]])

6 end

7 end

8 return [[D]]

10.3.2 Secure SDG

To enable efficient MPC protocols for the use-case, we assume that data-independent meta-

data is publicly available, including the graph structure (Figure 10.2), cliques, feature indices,

dataset attributes (feature and label names, and their domains). This information can be

inferred from domain knowledge and remains independent of patients’ private data.

Secure Measure

While we proposed the protocols for the measurement step in marginals-based SDG algo-

rithms in Chapter 9, here we propose an efficient protocol that leverages the predefined

small domain size. We denote 1-way marginals for gene gi as µgi and the 1-way marginal

for label y as µy. Given Ωgi = {0, 1, 2, 3} (after discretization) and Ωy = {0, 1, 2, 3, 4}, to

compute a marginal, we compute the number of occurrences for all the values of Ωq in D

where q ∈ {g1, . . . , gd, y}. To do so, for example, we need to compare each value in the data
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column Dgi of gene gi to each value in the discretized domain Ωgi . To avoid equality test

operations,9 we define indicator polynomials, denoted by I as follows:

I0(x) =
(1−x)(2−x)(3−x)

6
I1(x) =

x(2−x)(3−x)
2

I2(x) =
x(x−1)(3−x)

2
I3(x) =

x(x−1)(x−2)
6

x 0 1 2 3

I0(x) 1 0 0 0

I1(x) 0 1 0 0

I2(x) 0 0 1 0

I3(x) 0 0 0 1

Using the above equations, we compute µb
gi
=

∑N
j=1 Ib(D[j][gi]), for b ∈ {0, 1, 2, 3}.

The technique with indicator polynomials also works for the label feature with discretized

domain Ωy = {0, 1, 2, 3, 4}:

I ′0(y) =
(y−1)(y−2)(y−3)(y−4)

24
I ′1(y) =

y(y−2)(y−3)(y−4)
6

I ′2(y) =
y(y−1)(y−3)(y−4)

2
I ′3(y) =

y(y−1)(y−2)(y−4)
6

I ′4(y) =
y(y−1)(y−2)(y−3)

24

y 0 1 2 3 4

I ′0(y) 1 0 0 0 0

I ′1(y) 0 1 0 0 0

I ′2(y) 0 0 1 0 0

I ′3(y) 0 0 0 1 0

I ′4(y) 0 0 0 0 1

Then, µb
y =

∑N
j=1 I

′
b(D[j][y]) for b ∈ {0, 1, 2, 3, 4}. We leverage the precomputed polynomials

above to compute 2-way marginals µgi,y. We further optimize this by considering each 2-way

marginal to be a flattened array of fixed size 20 = 4× 5. Then

µbg ,by
gi,y

=
N∑
j=1

Igibg (D[j][gi]) · I lby(D[j][y])

for bg ∈ {0, 1, 2, 3} and by ∈ {0, 1, 2, 3, 4}.

Protocol 26 computes the secret-shared noisy marginals. Lines 2–26 for computing secret

shares of 1-way and 2-way marginals are straightforward, as they directly follow the equations

described above. Once the marginals are computed, we utilize MPC protocols from Chapter

9 to generate and add Gaussian noise on Lines 27 – 29.

9Comparison operations such as “equals to” are computationally heavy operations in MPC.
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Protocol 26: πNOISY−MARG: Protocol to compute noisy marginals for binned ge-

nomic data
Input : Secret shares of binned data [[D]], scale σ, number of patients N , Domain of gene features

Ωg = {0, 1, 2, 3} and classes Ωy = {0, 1, 2, 3, 4}, d number of genes

Output: Secret shares of noisy marginals [[µ]] for 1-way and selected 2-way marginals

1 Initialize matrix [[µg]] of size [d, 4], array [[µy]] of size [5] and matrix [[µg,y]] of size [d, 20]

2 for i← 1 to N do

3 [[x]]← [[D[i][y]]]; Initialize array [[L]] of size 5 // Compute 1-way marginal for the label

4 [[s0]]← [[x]]; [[s1]]← [[x]]− 1; [[s2]]← [[x]]− 2; [[s3]]← [[x]]− 3; [[s4]]← [[x]]− 4

5 [[L[0]]]← πMUL([[s1]], [[s2]], [[s3]], [[s4]], (1/24)); [[L[1]]]← πMUL([[s0]], [[s2]], [[s3]], [[s4]], (1/6))

6 [[L[2]]]← πMUL([[s0]], [[s1]], [[s3]], [[s4]], (1/2)); [[L[3]]]← πMUL([[s0]], [[s1]], [[s2]], [[s4]], (1/6))

7 [[L[4]]]← πMUL([[s0]], [[s1]], [[s2]], [[s3]], (1/24))

8 for r ∈ Ωy do

9 [[µy[r]]]← [[µy[r]]] + [[L[r]]]

10 end

11 for every gene g do

12 [[x]]← [[D[i][g]]]; Initialize array [[G]] of size 5 // Compute 1-way marginals for genes

13 [[s1]]← 1− [[x]]; [[s11]]← [[x]]− 1; [[s2]]← 2− [[x]]; [[s21]]← [[x]]− 2; [[s3]]← 3− [[x]];

14 [[G[0]]]← πMUL([[s1]], [[s2]], [[s3]], (1/6)); [[G[1]]]← πMUL([[x]], [[s2]], [[s3]], (1/2))

15 [[G[2]]]← πMUL([[x]], [[s11]], [[s3]], (1/2)); [[G[3]]]← πMUL([[x]], [[s11]], [[s21]], (1/6))

16 for r ∈ Ωg do

17 [[µg[r]]]← [[µg[r]]] + [[G[r]]]

18 end

19 for r ∈ Ωg do

20 idx ← r ∗ 5 // Compute 2-way selected marginals

21 for f ∈ Ωy do

22 [[µg,y[g][idx+ f ]]]← [[µg,y[g][idx+ f ]]] + πMUL([[G[r]]], [[L[f ]]])

23 end

24 end

25 end

26 end

27 for every value [[x]] in [[µg]], [[µy]], [[µg,y]] do

28 [[x]]← [[x]] + σ · πGAUSS(0, 1) // Adding noise to guarantee DP

29 end

30 return [[µ]]
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Secure Learning of Probabilistic Graphical Model

Unlike Chapter 9, the generate step here is done in MPC as discussed in Section 10.2. After

computing secret-shares of the noisy marginals, the MPC servers compute secret-shares of

the parameters of a probabilistic graphical model (PGM) representing the joint distribution

of all variables involved, i.e. the genes and the label. To this end, we follow the Proxi-

mal Estimation Algorithm from [288], which uses mirror descent optimization to find model

parameters that minimize the loss function between the marginals of the probability distri-

bution represented by the graphical model and the measured noisy marginals as computed

in Section 10.3.2. We refer to McKenna et al. [288] for more details on the algorithm.

MPC protocol for Mirror Descent. Protocol 27 presents the MPC protocol for mirror

descent used to train PGMs. For mirror descent we closely follow the implementation in

[332]. The algorithm iteratively updates model parameters using carefully chosen step sizes

and performs belief propagation at each step to maintain consistent marginal distributions.

Protocol 27 implements this approach with line search to ensure convergence.

Protocol 27 takes as input the graph structure (see Figure 10.2), assumed to be publicly

known, and the secret shares of the computed noisy marginals [[µ]] from πNOISY−MARG. During

execution, the MPC servers initialize potential functions over cliques with random values10,

and iteratively update these potentials and the corresponding belief functions. This process

involves multiple sequential invocations of the MPC protocols πBP for belief propagation and

πLOSS to compute the loss between the measured noisy marginals and the marginals of the

current estimated distribution. At the end of the mirror descent protocol, the MPC servers

hold secret shares of the learned graphical model parameters as ([[µΘ]], [[Θ]]).

Description of πBP. Belief propagation computes marginal posterior distributions through

iterative message passing on the posterior junction tree [335]. In a junction tree, each node

10Potential functions are factor functions of the joint probability distribution. Cliques are fully connected

subsets of nodes.
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Protocol 27: πMIRROR−DESCENT: Protocol to securely train PGM
Input : Metadata of the dataset D, secret shares of noisy marginals [[µ]], number of iterations H, total samples N

Output: Secret shares of optimal marginals ([[µΘ]] and potentials [[Θ]])

1 Setup the graphical model based on metadata – cliques C and Groups G, message order M, inverse of scaled noise ς

computed using budget accounting

2 Initialize potentials [[Φ]]

3 [[B]]← πBP([[Φ]], C,M,Ω, N) // Belief Propagation

4 [[L]], [[∆]]← πLOSS([[B]], [[µ]], C,G, ς) // Marginal Loss

5 α← 1/N2

6 for i← 1 to H do

7 [[ϕ]], [[ν]]← [[Φ]], [[B]]

8 [[l]], [[δl]]← [[L]], [[∆]]

9 αi ← 2α/i // Decreasing step size schedule

10 j ← 1 // Line Search

11 while j ≤ 25 do

12 [[θnew]]← [[ϕ]]− πMUL(αi, [[δl]])

13 [[νnew]]← πBP([[θnew]], C,M,Ω, N)

14 [[lnew]], [[δlnew]]← πLOSS([[νnew]], [[µ]], C,G, ς)

15 [[diff ]]← [[l]]− [[lnew]]

16 [[prod]]← πDOT([[δl]], [[ν]]− [[νnew]])

17 [[cond]]← ([[diff ]], 0.5 · αi · [[prod]]) // Check Armijo condition

18 [[b]]← [[cond]] ≥ 0

19 [[Φ]]← [[b]] · [[θnew]] + (1− [[b]]) · [[Φ]]

20 [[B]]← [[b]] · [[νnew]] + (1− [[b]]) · [[B]]

21 [[L]]← [[b]] · [[lnew]] + (1− [[b]]) · [[L]]

22 [[∆]]← [[b]] · [[δlnew]] + (1− [[b]]) · [[∆]]

23 [[continue]]← 1− [[b]]

24 αi ← αi · (1− [[b]]) · 0.5 + αi · [[b]]

25 j ← j + [[continue]]

26 end

27 [[Φ]], [[B]]← [[θnew]], [[νnew]] // Fallback update if line search exhausted

28 [[L]], [[∆]]← [[lnew]], [[δlnew]]

29 end

30 [[Θ]], [[µΘ]]← [[Φ]], [[B]]

represents a clique (maximal fully connected subgraph) with associated potential function

Φc(xc) encoding local probability information. Message passing involves each clique node c

sending messages µc→s to its neighboring separator sets s, where each message represents



229

the local belief about variables in the separator. Mathematically, a message from clique c to

separator s is computed as:

µc→s(xs) =
∑
xc\xs

Φc(xc)
∏

n∈N(c)\s

µn→c(xn∩c)

where N(c) denotes neighbors of clique c, and xc \ xs represents variables in clique c but

not in separator s. These messages are iteratively updated until convergence, allowing beliefs

to propagate through the junction tree.

To ensure numerical stability, each clique node applies the logsumexp function to the

received message matrix τ as follows:

logsumexp(τ)j = mj + log
∑
i

exp(τi,j −mj); mj = max
i

τi,j

Each message matrix (with dimensions ωi × ωy; 4 × 5 in our use case) requires 20 ex-

ponential and 5 logarithmic operations, making these computations expensive in MPC. We

approximate the exponential function with its Taylor series expansion and evaluate the poly-

nomial with Horner’s method:

poly exp = 1.0 + x ·
(
1.0 + x ·

(
0.5 + x ·

(
1

6
+ x ·

(
1

24
+ x · 1

120

))))

Protocol 28: πEXP−H: Protocol for secure exponential computation using Horner’s

method
Input : Secret share [[x]]

Output: Secret share [[p]] of the computed exponential

1 [[p]]← 1.0 + πMUL([[x]],
(
1.0 + πMUL([[x]],

(
0.5 + πMUL([[x]],

(
1
6 + πMUL([[x]],

(
1
24+ πMUL([[x]],

1
120 )

)))))))
2 return [[p]]

We implemented MPC protocol πEXP−H (Protocol 28) for poly exp. Our empirical eval-

uation shows that using this polynomial for the exponential function introduces minimal

utility loss. The maximum error observed in a single belief computation over 5 runs was
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approximately 2.9 × 10−5. However, applying a similar polynomial approximation for the

logarithm resulted in a higher error (∼172 per belief computation), likely due to a broader

input range.

Protocol 29: πBP: Protocol for secure belief propagation
Input : Secret shares of potentials [[Φc]] for each clique c ∈ C of the input graph, message order

M = {[ci, cj ]} for clique pair ci, cj , domain ωg for gene features and ωy for label, total

number N of samples

Output: Secret shared beliefs [[B]] for all cliques in C

1 Initialize [[B]] with [[Φ]]

// Message Passing

2 Initialize dictionary to hold messages passed M← {}

3 for (i,j) in M do

4 if (j,i) in M then

5 [[τ ]]← [[Bi]]− [[M(j,i)]] // Element wise subtraction

6 else

7 [[τ ]]← [[Bi]]

8 end

9 [[τ ]]← πLNSEXP−VEC([[τ ]], ωy) // Shapes based on input Fig. 10.2

10 [[M(j,i)]]← [[τ ]]

11 [[Bi]]← [[τ ]]

12 end

// Scale beliefs

13 [[logZ]]← πLNSEXP([[B0]]) // See Protocol 31

14 [[logZ]]← log(N)− [[logZ]]

15 for all cliques c ∈ C, i ∈ {1, . . . , ωg}, j ∈ {1, . . . , ωy} do

16 [[Bc[i][j]]]← πEXP−H([[Bc[i][j]]] + [[logZ]]) // Element-wise

17 end

18 return [[B]]

Protocol 29 runs the belief propagation algorithm on secret shares of the potentials,

denoted as [[Φc]], for each clique in the graph and results in secret shares of the computed
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beliefs, [[B]], for each clique node.

Lines 3 – 12 in Protocol 29 implement message passing. Line 9 invokes the MPC protocol

for logsumexp (Protocol 30), which provides the option to use either πEXP−H or πEXP, the

latter being an MPC sub-protocol available in MP-SPDZ [110]. Based on our analysis, a

single call to exp(x) with πEXP−H reduced runtime to 0.005 seconds in the 3PC passive setting,

compared to 0.011 seconds for the default implementation in MP-SPDZ, achieving a ∼55%

reduction in runtime11.

After message passing, Lines 13 – 17 scale the computed secret shares of beliefs using the

following equation in straightforward manner

Bc ← exp (Bc + log(N)− logZ); logZ ← logsumexp(Bc)

Note that logsumexp operates on a matrix, and is computed on Line 13 via Protocol 31.

Remark : Using logsumexp is a standard technique to ensure numerical stability and scale be-

liefs appropriately with dataset size, enabling accurate marginal loss computation in PGMs.

One of the alternative ways for MPC-friendly scaling is to use following equations instead

Bc = exp (Bc −max (Bc)) ; Bc = Bc ·
(

N∑
Bc

)
Using alternative scaling resulted in a statistical utility loss of 0.002 (in terms of workload

error) and an ML utility loss of 0.15, while reducing the MPC runtime by 0.02 seconds

per belief scaling. For 958 beliefs, this yields a total runtime reduction of approximately 19

seconds (measured on a local machine)12. Protocol 32 implements the above mentioned alter-

native scaling. Depending on the acceptable trade-off between error tolerance and runtime,

an appropriate MPC protocol can be selected. .

11For datasets with different ranges where polynomial approximation might be unsuitable, one can use πEXP

from MP-SPDZ. We use πLOG from MP-SPDZ for logarithm computations. All performance analyses were

conducted on a local machine.

12There are several ways to implement MPC-friendly scaling. We experimented with various techniques,

including removing logsumexp and using softmax, but all of them led to higher observed errors, even in the

clear setting.
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Protocol 30: πLNSEXP−VEC: Protocol to compute logsumexp of a vector
Input : Secret shares of a matrix [[τ ]], domain size ωy, polynomial approximation flag poly approx

Output: Secret shares [[s]] of the computed logsumexp

1 Initialize [[amax]] of size ωy

2 [[τT ]]← [[τT ]] // Transpose

3 for i← 1 to |[[τT ]]| do

4 [[amax]]← πMAX([[τT [i]]])

5 end

6 [[τ [i]]]← [[τ [i]]]− [[amax]] ∀ i rows of[[τ ]]

7 if poly approx then

8 [[τ [i][j]]]← πEXP−H([[τ [i][j]]]) ∀ elements of [[τ ]]

9 else

10 [[τ [i][j]]]← πEXP([[τ [i][j]]]) ∀ elements of [[τ ]] // πEXP from MP-SPDZ

11 end

12 Initialize [[s]] of size ωy

13 for j ← 1 to ωy do

14 for i← 1 to |[[τ ]]| do

15 [[s[j]]]← [[s[j]]] + [[τ [i][j]]]

16 end

17 [[s[j]]]← πLOG([[s[j]]]) // πLOG from MP-SPDZ

18 end

19 [[s]]← [[amax]] + [[s]]

20 return [[s]]

Description of πLOSS. Protocol 34, πLOSS, computes the secret shares of the L2 marginal

loss, as defined by the equation below, along with the corresponding gradients for the graph-

ical model. It measures the error between the secret shares of the noisy input marginals [[µ]]

obtained from πNOISY−MARG and the beliefs [[B]] computed by πBP.

L =
∑
c

∑
∀µ,µmarg∈B

ς

2
(µmarg − µ)2 ; ς is constant scaling factor
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Protocol 31: πLNSEXP: Protocol to compute logsumexp of a matrix
Input : Secret shares of a matrix [[B0]]

Output: Secret shares [[x]] of the computed logsumexp of the matrix

1 Initialize [[amax]] of size ωy

2 [[τT ]]← [[BT
0 ]] // Transpose

3 for i← 1 to |[[τT ]]| do

4 [[amax]]← πMAX([[τT [i]]])

5 end

6 [[τ [i]]]← [[B0[i]]]− [[amax]] ∀ i rows of[[B0]]

7 if poly approx then

8 [[τ [i][j]]]← πEXP−H([[τ [i][j]]]) ∀ elements of [[τ ]]

9 else

10 [[τ [i][j]]]← πEXP([[τ [i][j]]]) ∀ elements of [[τ ]] // πEXP from MP-SPDZ

11 end

12 Initialize [[s]] of size ωy

13 for j ← 1 to ωy do

14 for i← 1 to |[[τ ]]| do

15 [[s[j]]]← [[s[j]]] + [[τ [i][j]]]

16 end

17 [[s[j]]]← πLOG([[s[j]]]) // πLOG from MP-SPDZ

18 end

19 [[s]]← [[amax]] + [[s]]

20 return [[s]]

This loss is used to guide the optimization process for learning the graphical model by

minimizing this difference.

Apart from the cliques C of the graphical model, πLOSS also takes G as input which

groups the input marginals according to the structure of the graph. Each group associates

the input marginals [[µ]] with the clique c and its corresponding belief [[Bc]]. Each group is

represented as a tuple containing the input marginal and the type of computed marginal.

The marginal type is enumerated as follows: type 0 represents a 1-way marginal for the gene
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Protocol 32: πSCALEB: Protocol to scale beliefs
Input : Secret shares of computed beliefs [[B]] for all cliques ∈ C, N number of samples

Output: Secret shares of scaled beliefs [[B]] for all cliques ∈ C

// Scale beliefs

1 for all cliques c ∈ C do

2 Initialize [[max]] and [[sum]] each of size ωy

3 for all rows i← 1 to ωy do

4 [[max[i]]]← πMAX([[Bc[i]]])

5 end

6 [[max val]]← πMAX([[max]])

7 for all rows i← 1 to ωy do

8 [[sum[i]]]← πSUM([[Bc[i]]])

9 end

10 [[sum val]]← πSUM([[sum]])

11 for each element i← 1 to ωg, j ← 1 to ωy do

12 [[Bc[i][j]]]← πEXP−H([[Bc[i][j]]]− [[max val]]) // Element-wise

13 [[Bc[i][j]]]← πMUL([[Bc[i][j]]], πDIV(N, sum val)) // Element-wise

14 end

15 end

[[µg]], type 1 represents a 1-way marginal for the label [[µy]], and type 2 represents a 2-way

marginal for the gene-label pair [[µg,y]]. This grouping is independent of the data and can be

performed in the clear and provided as metadata. Example: The root node clique (‘AARS’,

‘label’) will have one corresponding belief and three marginals, namely, (‘AARS’) (type

= 0), (‘label’) (type = 2), and (‘AARS’, ‘label’) (type = 2)13.

Following this, πLOSS computes the secret shares of the loss [[L]] and the secret shares

of the gradients [[∆]] for each clique. It iterates over each clique c on Line 2, fetching the

13Note that since the input graph is a star network, each of the remaining cliques has only two associated input

marginals: the 1-way marginal for the gene and the corresponding 2-way marginal with the root clique. The

1-way marginal for the ‘label’ is already assigned to the root clique.
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Protocol 33: πMARG: Protocol to extract 1-way beliefs from 2-way beliefs
Input: Secret shares [[τ ]], type

Output: Secret shares of marginal [[µmarg]]

1 if type == 1 then

2 [[τ ]]← [[τT ]] // Transpose

3 end

4 n← |[[τ ]]| // Get the dimension

5 Initialize 1 dimensional vector [[µmarg]] of length n

6 for i = 1 to n do

7 [[µmarg[i]]]← [[µmarg[i]]] + πSUM([[τ [i]]]) // πSUM for vector sum

8 end

9 return [[µmarg]]

corresponding belief [[Bc]] of dimension ωg × ωy and group [[Gc]]. On Line 4, we iterate over

each marginal in the group. If it is a 1-way marginal, we extract the corresponding 1-way

belief on Line 6 using Protocol 33 (πMARG). πMARG simply sums up the secret shares of

elements along the rows or columns, resulting in a 1-dimensional output of size ωg or ωy.

If it is a 2-way marginal, we use πFLATTEN to convert it into a 1-dimensional array on Lines

9 – 10. The secret share of the loss is computed on Line 13 using πDOT that computes the

dot product. The secret share of the gradient is computed on Line 14. Secret shares of the

gradients are then reshaped and accumulated for each clique on Lines 15 – 16.

Secure Generate through Model Inference

At this point, the MPC servers hold the secret shares of the learned graphical model [[µΘ]],

which is used to generate the secret shares of synthetic data [[D̂]] using πGEN.

Description of πGEN. Protocol 36 takes as input [[µΘ]], which represents the optimal 2-way

marginals for column pairs (g, y) with dimensions ωg × ωy, along with the ordered cliques.

To generate synthetic data with N ′ samples, πGEN initializes the secret shares of synthetic
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Protocol 34: πLOSS: Protocol for secure loss computation
Input: Secret shares of beliefs [[B]] for all cliques c ∈ C of input graph, noisy marginals [[µ]] grouped

into groups G based on input graph, ς inversed noise scale

Output: Secret shares of marginal loss [[L]], gradients [[∆]]

// Assumption: All inputs are orderly structured based on cliques

1 Initialize dictionary to hold computed gradients for each clique [[∆]]← {} and [[L]]← 0

2 for each clique c ∈ C do

3 Initialize [[∆c]] to a matrix of size ωg × ωy

4 for every ([[µ]], type) ∈ Gc do

5 if type != 2 then

6 [[µmarg]]← πMARG([[Bc]], type)

7 end

8 else

9 [[µmarg]]← πFLATTEN([[Bc]]) // πFLATTEN to flatten matrix in MP-SPDZ

10 [[µ]]← πFLATTEN([[µ]])

11 end

12 [[d]] = ς ∗ ([[µmarg]]− [[µ]]) // Element-wise subtraction

13 [[L]]← [[L]] + 0.5 · πDOT(d, d) // πDOT for dot product

14 [[δ]]← ς · [[d]]

15 [[δ]]← Reshape([[δ]], ωg × ωy) // Reshapes the matrix

16 [[∆c]]← [[∆c]] + [[δ]]

17 end

18 end

19 return [[L]], [[∆]]

data [[D̂]] of size N ′ × (d+ 1) on Line 12.

The key idea is to first extract the marginal distribution for each column individually,

starting with the label column. The number of occurrences for each value in the label’s

domain is determined from the marginal, ensuring that each label value appears the ap-

propriate number of times. Next, for each label value, the corresponding marginal counts

for the associated feature are extracted, and feature values are generated accordingly. This
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Figure 10.3: Example to generate a gene column with domain {0,1} after the label column

with domain {0,1,2} is generated

ensures that the generated feature values align with the given marginals while preserving the

dependencies between columns.

To this end, πGEN begins by generating the label column first14, obtaining counts by ag-

gregating column-wise using πMARG on Line 2. The first clique, indexed at 0, represents the

root node and contains all accumulated beliefs for the label column. Any extracted marginal

is optionally normalized on Line 3 and 11, typically by converting real-valued marginals to

integers to represent occurrence counts accurately (See Protocol 37 in Appendix). Normal-

ization by N ′ scales marginals optimized for N , but since our framework assumes N = N ′,

this step can be skipped. The computed [[µΘ,y]] now holds the frequency of each label domain

value.

14All marginals are conditioned on the label.
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Protocol 35: πGR−COL: Protocol for generating a column conditioned on other

column
Input: Secret shares [[c]]], Secret shares [[p]]]

Output: Secret shares of generated column values [[val]]

1 Initialize [[val]] of size N ′ with values of −1

2 Initialize [[sp]] of size same as [[c]]; [[sp[0]]]← [[p]]]

3 for i← 2 to |[[c]]]| do

4 [[sp[i]]]← [[sp[i]]] + [[c[i− 1]]]]

5 end

6 for k ← 0 to N ′ − 1 do

7 for j ← 0 to |[[c]]]| − 1 do

8 [[st]]← [[sp[j]]]; [[end]]← [[c[j]]]

9 [[ge]]← πGTE((k − [[st]]), 0)

10 [[lt]]← πLT((k − [[end]]), 0)

11 [[rg]]← πMUL([[ge]], [[lt]])

12 [[val[pos]]]← πMUL([[val[pos]]], (1− [[rg]])) + πMUL(j, [[rg]])

13 end

14 end

15 return [[val]]

For example, µΘ,y = [3, 3, 3] indicates that each label value (indexed from 0; assuming

the domain of the label is {0, 1, 2}, hence the size of µΘ,y is 3) should appear in three

rows, resulting in a total of 9 rows. The label column is initialized with −1 to represent

unassigned values: [−1,−1,−1,−1,−1,−1,−1,−1,−1]. The process starts by assigning the

first domain value 0 using its count in µΘ,y, producing: [0, 0, 0,−1,−1,−1,−1,−1,−1]. To

determine where to begin inserting the next domain value 1, we need the cumulative count

of previous values. However, since these counts are secret-shared, they cannot be accessed

directly. πGR−COL in Protocol 35 handles this logic securely, and the resulting secret-shared

label column is produced on Line 4 of Protocol 36 and appended column-wise to [[D̂]] on Line

5.
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Protocol 36: πGEN: Protocol for secure generation of data
Input: Secret shares of optimized marginals [[µΘ]] for all cliques C, domain dimensions ωg, ωy,

Number of rows to generate N ′, number of genes d

Output: Secret shares of generated synthetic data [[D̂]]

// Assumption: All cliques are ordered with first clique being the root node and

ordered in the sequence of generation

1 Initialize [[D̂]] with N ′ × (d+ 1);

// Generate label

2 [[µΘ,y]]← πMARG([[µΘ[0]]]);

3 Convert [[µΘ,y]] to integers and normalize ; // Protocol 37

4 [[vals]]← πGR−COL([[µΘ,y]], [[0]]]);

5 [[D̂[−1]]]← πASSGN([[vals]]) ; // Columnwise assignment

6 for g in C do

7 [[µg]]← [[µΘ[g]]]
T ; // Each gene is associated with a unique clique

8 Initialize array [[vals]] of size N ′;

9 for r ∈ Ωy do

10 [[µrg]]]← [[µg[r]]];

11 Convert [[µrg]]] to integers and normalize ; // Protocol 37

12 if r==0 then

13 [[st pos]]]← [[0]]]; [[pr st pos]]]← [[0]]];

14 end

15 else

16 [[st pos]]]← [[µg[r − 1]]]; [[pr st pos]]]← [[st pos]]];

17 end

18 [[valslg]]← πGR−COL([[µrg]]], [[st pos]]]);

19 [[vals]]← [[vals]] + [[valslg]];

20 end

21 [[vals]]← [[vals]] + (ωy − 1);

22 [[D̂[g]]]← πASSGN([[vals]]);

23 end

24 return [[D̂]];
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Protocol 37: Protocol to convert into integers and normalize
Input: Secret shares of marginal for a single clique [[µΘ,col]], N

′, n rows to generate

Output: Secret shares of normalized integer marginal for a single clique [[µΘ,col]]

1 [[µΘ,col]]← πMUL([[µΘ,col]], πDIV(N
′, πSUM([[µΘ,col]]));

2 [[µZ
Θ,col]]← πFLOOR([[µΘ,col]]);

3 [[diff]]← [[µΘ,col]]− [[µZ
Θ,col]];

4 [[ex]]← N ′ − πSUM([[µZ
Θ,col]]);

5 Initialize [[I]] and [[m]] of size N ′;

6 for k ← 1 to N ′ do

7 [[Ik]]← πRC[[diff]];

8 [[I[k]]]← πMUL([[Ik]], πLT(k, [[ex]]));

9 end

10 for i← 1 to n do

11 [[sum]]← 0;

12 for k ← 1 to N ′ do

13 [[sum]]← [[sum]] + πMUL(πEQ([[I[k]]], k), πLT(k, [[ex]]));

14 end

15 [[m[i]]]← [[sum]];

16 end

17 for i← 1 to n do

18 [[µZ
Θ,col]]← [[µZ

Θ,col]] + [[m[i]]];

19 end

20 return [[µZ
Θ,col]];

The logic behind πGR−COL is to maintain the secret shares of the start and end positions

for each domain value, as computed on Lines 3–6 and Line 9 of Protocol 35. To avoid leaking

index positions and to defend against side-channel attacks, the protocol does not use simple

conditional branching. Instead, it relies on arithmetic expressions on Lines 10–12 to securely

check whether the current index (traversed on Line 7) falls within the valid range for a given

domain value. Only when this condition is satisfied is the column value updated on Line

13. This approach ensures that position checks are data-oblivious and do not reveal any

information about index positions or marginal counts15.

15Although these marginals are already differentially private (DP), the key idea of our approach is to perform

all operations within MPC, avoiding intermediate disclosures and thus preserving the privacy budget until

the final stage.
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This procedure is repeated for each gene column on Lines 6–23 to generate the secret

shares of the gene values corresponding to each label. For every unique label value on Line

9, the corresponding marginals are extracted on Lines 7 and 10 to generate the associated

gene column. Lines 12–17 determine the secret shares of the starting positions in the label

column for each label value, which are then used by πGR−COL on Line 18. Lines 19 – 21 then

generate the secret shares of the gene column.

Figure 10.3 illustrates this process for generating a gene column with domain {0, 1}. For

instance, for label value 0, the extracted counts are [2, 1], and the corresponding column

vals=0,g is generated. Similar procedures are followed for other label values. Note that

invalid ranges are assigned the value −1, which appears (ωy − 1) times in each row. To

eliminate these, all subset columns are summed on Line 35, and (ωy−1) is added on Line 37

to obtain the final gene column. This final column is then appended column-wise to the

secret shares of [[D̂]] on Line 38.

10.3.3 Secure Evaluation of Synthetic Data

We evaluate the quality of synthetic data based on two metrics – (a) the accuracy of a

logistic regression model trained for multiclass classification to identify the disease type, and

(b) workload error. As instantiations of πEVAL on Line 14 in Algorithm 23, we develop MPC

protocols to perform these evaluations within MPC. In this case, [[r]] and [[M ]] in Algorithm

23 are vectors of size 2.

For (a) we use an MPC protocol for training and inference with logistic regression, build-

ing upon the MPC primitives available for Dense and Softmax layers in MP-SPDZ [110]. For

(b), we designed an MPC protocol πWLE that computes secret shares of the workload error

following the equation

e =
1

|Q|
∑
q∈Q

∑
b∈Ωq

|µb
q(D)− µb

q(D̂)|
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Protocol 38: πWLE: Protocol to compute normalized marginal error (πEVAL)

Input : Secret shares of binned data [[D]], Secret shares of binned synthetic data [[D̂]], number of

patients N , Domain of gene features Ωg = 0, 1, 2, 3 and classes Ωy = 0, 1, 2, 3, 4

Output: Secret shares of workload error [[e]]

1 Initialize [[e]]

2 [[µg]] , [[µy]] , [[µg,y]]← Run Lines 1–26 from Protocol 26 on [[D]]

3 [[µ̂g]] , [[µ̂y]] , [[µ̂g,y]]← Run Lines 1–26 from Protocol 26 on [[D̂]]

4 for every value [[x]] in [[µg]] , [[µy]] , [[µg,y]] do

5 [[x]]← πMUL([[x]], (1/N))

6 end

7 for every value [[x]] in [[µ̂g]], [[µ̂y]], [[µ̂g,y]] do

8 [[x]]← πMUL([[x]], (1/N))

9 end

10 for every value ([[x̂]] in [[µ̂g]], [[µ̂l]], [[µ̂g,y]]) and ([[x]] in [[µg]], [[µl]], [[µg,y]]) do

11 [[e]]← [[e]] + πABS([[x]]− [[x̂]])

12 end

13 return [[e]]

Protocol 38 computes µ following the logic in Protocol 26 and the rest of the computations

are straightforward.16 We note that Line 21 in Algorithm 23 decrements [[c]] for a data holder

only if both the metrics meet the given thresholds. The data holders secret-share an array

of thresholds.

10.3.4 Empirical Evaluation

We implemented our framework in MP-SPDZ [110] and leverage the MPC primitives avail-

able therein. We consider the number of iterations in the generate step of the Private-PGM

as the hyperparameter to be tuned. For simplicity we consider H = {10, 15, 25, 30}.

Utility evaluation. We evaluate the framework in Algorithm 23 on the genomic data for

16Our current implementation does not yet optimize to leverage the precomputed marginals for computation

of error in the pipeline; this relatively straightforward step can be done when building a software for this

pipeline. Our focus here is development of individual protocols.
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leukemia17. Table 10.1 reports the quality of synthetic data that is published on line 29

in Algorithm 23 when compared with the real data. While throughout the execution of

Algorithm 23, we use MPC protocols to compute the workload error and to train and test

logistic regression models for πEVAL on line 14, in Table 10.1 we report the workload error

(WLE) as defined in Section 10.3.3 and the accuracy of a logistic regression and a decision

tree model computed in the clear, i.e. without MPC. This allows to assess the fidelity and

the utility of the generated synthetic data without the influence of MPC.

For this experiment, we split the leukemia dataset into train and test datasets. We split

the train dataset further into 2 equal parts, simulating a scenario with 2 data holders |C| = 2,

where each data holder holds a part of the train dataset. Algorithm 23 takes the split train

datasets as input, while the test dataset is kept aside for evaluation. We run our framework

with |S| = 3. Once the synthetic data is published at the end of Algorithm 23, we train a

logistic regression model and a decision tree on the real train data and the generated synthetic

data independently. We then evaluate each model on the test data, and report the absolute

difference between accuracy and F1 score in Table 10.1. To demonstrate the effectiveness

of pre-processing across data silos, we conduct the experiment where data holders perform

binning (pre-processing) independently on their respective portions of the split data and

then secret share, rather than pre-processing the combined dataset (row 1 of Table 10.1).

Our experiments show that this dataset benefits from combined pre-processing for ML tasks,

specifically the ML model and metric for which it was tuned (LR). The evaluation suggests

that we need better SDG algorithms for genomic data. We further note that we considered

a relatively simple format of genomic data.

Performance evaluation. We run our framework for different threat models [3, 4, 1] and

report the benchmarking runtimes for running the MPC protocols for leukemia data in Table

10.2. We run for the similar setup as mentioned above, and therefore the input data size N =

945. For 3PC passive, the parts of the framework with MPC protocol run for a total of ∼ 5.1

17For the results in this section, we include the “generate” step in-the-clear.
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hours to generate synthetic data with parameter tuning (3 search spaces, 5 folds for every

search with protocols in Table 10.218)Table 10.2 reports performance evalaution for different

threat models. The observed runtimes are in-line with the literature and demonstrate that

an MPC based framework is feasible for end-to-end synthetic data generation where privacy

is of utmost importance compared to the computational time required to generate valuable

synthetic data. Future work will focus on optimizing these protocols and proposing new

optimized MPC protocols for the proposed framework. In our experiments, we observed

that if the data is binned without computing means required for debinning, then only the

test data in each fold needs to be binned (example for |d| = 5, the runtime of πBIN improves

from 0.40 to 0.34 on local compute). This improves the performance of individual protocols

and may improve the overall framework’s performance, particularly for high-dimensional

data. For πLR, we report performance with 150 and 300 epochs illustrating that the MPC

protocol scales linearly(applicable to all MPC protocols and threat models).

Table 10.1: Quality evaluation of the generated synthetic genomic data. We run the

framework with |S| = 3. We set k = 5 and tune the number of iterations of the Private-PGM

model with ϵ = 5, δ = 1e−5. Once the final synthetic data is published, we compute WLE between

synthetic and combined real data and report difference of machine learning utility scores (accuracy

and F1 scores with logistic regression ∆LR and decision tree ∆DT) between synthetic and combined

real data (note: this evaluation is not part of the framework). We report averages taken over 3

runs.

WLE |∆LR Accuracy| |∆LR F1| |∆DT Accuracy| |∆DT F1|

Local pre-processing 0.015 0.026 0.141 0.346 0.170

Ours 0.019 0.003 0.135 0.079 0.125

18We estimate it to be at max 6 hours including other parts of the framework. Faster hardware and paral-

lelization can further reduce the runtime.
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Table 10.2: Performance evaluation. We run experiments with |S| = 2, 3, 4 for different threat

models (with corruption threshold of 1) with ϵ = 5, δ = 1e−5 and N = 945. We report runtimes in

seconds and total communication cost (Comm.) in GB for one run of the major MPC protocols of

our framework. The runtimes include both online and offline phases and are averaged over 5 runs.

The experiments were run on TACC Frontera nodes with CPUs.

Protocol 2PC Passive 3PC passive 3PC active 4PC active

Time(s) Comm(GB) Time(s) Comm(GB) Time(s) Comm(GB) Time(s) Comm(GB)

π
R
W πBIN 15669.36 2573.41 105.73 5.63 604.06 25.33 18219.53 87.77

πINV−BIN 348.08 12.37 55.39 4.06 524.11 31.57 84.09 12.01

π
S
D
G πNOISY−MARG 2644.13 92.51 285.58 45.48 2420.30 361.61 814.23 123.42

πBP 95.21 16.18 9.27 0.82 100.83 6.69 27.64 2.20

πLOSS 4.85 0.12 0.51 0.08 3.51 0.63 1.18 0.22

πGEN 12066.34 4242.45 201.77 77.11 1527.31 377.27 573.53 172.21

π
E
V
A
L

πLR (150 ep) 946.54 34.81 62.68 14.58 610.02 109.97 132.66 36.12

πLR (300 ep) 1372.73 66.64 115.81 28.00 1176.55 223.79 272.75 76.93

πWLE 1903.74 72.38 243.75 47.62 2043.83 371.57 524.83 127.41

10.4 Summary

We introduced a general framework, E2E-CaPS, that leverages DP-in-MPC to publish the

desired quality of DP synthetic data from multiple data holders. The framework executes

the full SDG pipeline, including pre-processing, hyperparameter tuning via cross-validation.

To achieve this, E2E-CaPS extends the CaPS framework by incorporating privacy-preserving

hyperparameter tuning, secure pre-processing, and secure evaluation – all while making ef-

ficient use of allotted fixed privacy budget for the entire process. The idea is to not publish

any computations, except for the final output.

We evaluate E2E-CaPS by generating synthetic genomic data for leukemia, and we develop

the necessary MPC protocols to instantiate the framework for this use case. Specifically, we

implement MPC protocols for the end-to-end SDG pipeline using Private-PGM (a measure-

generate SDG approach) for leukemia tabular data. This includes custom protocols for secure
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pre-processing, optimized implementations of the measurement protocols from Chapter 9,

and a MPC protocol for the generate step. Our evaluation demonstrates the feasibility of the

approach in practice. Nonetheless, generating high-quality synthetic genomic data remains a

challenging task, even in non-private settings, and future work is needed to further optimize

the underlying MPC protocols.
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Chapter 11

CONCLUSION

“The power to question is the basis of

all human progress.”

Indira Gandhi

The meteoric rise of Artificial Intelligence (AI) has dramatically transformed how auto-

mated systems and data-driven algorithms have become central to decision-making processes

across healthcare, finance, governance, and digital services. Much of what fuels these mod-

ern AI systems is deeply personal – our online searches, shopping behavior, health records,

financial transactions, and location histories.

AI models are often data-hungry – the more data they have, the better they learn, and

the more accurate and effective they become. But the data they rely on is seldom available

as an aggregated whole in a single, centralized location (i.e., with a trusted central entity).

Instead, it is typically distributed across multiple sources in different ways – referred to as

data holders – such as hospitals, banks, or personal devices, with each holding only a portion

of the overall dataset.

This dissertation advances the state-of-the-art of privacy-preserving AI systems in dis-

tributed data settings, often referred to as federated settings.

When training AI models in federated settings, one must address (a) input privacy:

neither other data holders nor any external entity, including the AI model developer, should

be able to learn anything about a data holder’s private input to the AI pipeline; and (b)

output privacy: outputs of a trained AI model or computations done on the distributed data

should not reveal sensitive information about a data holder’s training data.

Among various Privacy Enhancing Technologies (PETs) proposed in the literature, Dif-
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ferential Privacy (DP) has emerged as the most widely adopted method for output privacy.

In distributed settings, Federated Learning (FL) combined with DP is often used in attempts

to offer some form of both input and output privacy. However, as discussed in Chapter 2,

these approaches have weaknesses, particularly in relation to the accuracy of the AI models,

data distribution constraints, and the reliance on a trusted aggregator.

To overcome these limitations, this dissertation proposed the DP-in-MPC paradigm com-

bining Secure Multiparty Computation (MPC) for input privacy with DP for output privacy.

This paradigm replaces the trusted aggregator of the centralized paradigm with an MPC-as-

a-Service infrastructure enabling: (a) privacy-preserving model training and data analysis

with stronger input and output privacy guarantees; (b) utility comparable to models trained

in centralized settings; (c) elimination of the need for private data disclosure or centralized

trust; (d) support for arbitrary data partitions, including horizontal, vertical, and mixed;

and (e) scalability to a large number of data holders. DP-in-MPC is the central idea of

this thesis, and while it enables strong privacy guarantees across a wide range of tasks, it

also comes with limitations, most notably increased computational cost. A significant effort

was therefore spent on the selection and development of MPC-friendly AI techniques, the

optimization of MPC protocols, and careful consideration of which computation tasks can

be done outside of MPC without loss of privacy.

We leveraged the DP-in-MPC paradigm to address three core research questions outlined

in Chapter 1, organizing the dissertation into three corresponding parts. In the first part we

addressed the privacy-preserving training of AI models in distributed settings. In particular,

we developed MPC protocols for training linear models with output perturbation in Chap-

ter 3, demonstrating how input and output privacy can be preserved without significantly

compromising utility. This approach won the iDASH 2021 Genome Privacy competition,

demonstrating its effectiveness on real-world health data.

The second part explored the intersection of privacy and algorithmic fairness.After re-

calling core fairness concepts in Chapter 4, we proposed novel MPC-based solutions across

Chapters 5 – 7 to audit and mitigate bias in AI systems. These include protocols for privacy-
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preserving fairness auditing (Chapter 5), group fairness in cross-device FL (Chapter 6), and

fair item ranking while preserving user data in cross-device FL (Chapter 7).

Recognizing the challenges and benefits of synthetic data, as discussed in Chapter 8, the

third part of the thesis addressed the training of synthetic data generation (SDG) models

in distributed settings. Chapters 9 and 10 presented frameworks and developed novel MPC

protocols for the select–measure–generate paradigm, enabling collaborative and end-to-end

privacy-preserving SDG pipelines.

To demonstrate their utility and scalability, all proposed DP-in-MPC protocols were im-

plemented and thoroughly evaluated in an empirical manner across a variety of datasets and

real-world use cases – including privacy-preserving emotion recognition, book recommenda-

tions, and cancer diagnosis based on genomics data.

Opportunities, Challenges, and Future Work

The contributions in this dissertation represent significant progress in privacy-preserving

AI, while also illuminating promising directions for future research and shedding light on

remaining challenges in the field.

A long-term perspective for deploying the DP-in-MPC paradigm lies in enabling large-

scale, privacy-preserving collaboration across organizations, regions, and even nations. In

such scenarios, institutions could contribute sensitive data such as healthcare, financial,

or demographic records using DP-in-MPC to collectively train models or generate synthetic

datasets, without ever exposing private data. Beyond cross-silo collaborations, this paradigm

can be extended to cross-device environments involving millions of individuals. For example,

patients could contribute their private data toward generating a shared synthetic dataset or

enabling distributed AI tasks, with strong cryptographic and DP guarantees. This would

pave the way for a practical implementation of “AI-as-a-Service” or “SDG-as-a-Service”,

where sensitive individual data never appears in-the-clear to any entity.

The integration of DP-in-MPC with decentralized technologies such as blockchains opens

up transformative possibilities for privacy-preserving data marketplaces [336]. Such systems



250

would allow untrusted parties to share, audit, and monetize data in a controlled and trans-

parent manner. By leveraging verifiable smart contracts and incentive mechanisms, these

platforms could ensure accountability, enforce privacy policies, and enable collaborative an-

alytics across sectors like healthcare, finance, and public research.

These future applications represent not just technical possibilities for secure data col-

loboration but potentially transformative shifts in how society approaches the fundamental

tension between utilizing the potential of data and privacy protection. However, realizing

this vision requires addressing several critical limitations of current approaches.

A key limitation of DP-in-MPC is its computational overhead, particularly the runtime

and communication cost associated with MPC protocols. While DP-in-MPC enables strong

privacy guarantees without centralizing data, it demands significantly more resources than

centralized computation or in some cases even FL. This restricts its use for time-sensitive

or resource-constrained settings. Accelerating MPC protocols (and MPC primitives) using

hardware accelerators such as GPUs represents a promising direction for improving per-

formance and scalability1. Another direction of future research involves developing MPC

protocols to adapt DP-in-MPC for different use-cases and algorithms.

A broader direction for future work is to develop efficient MPC protocols for a variety of

DP mechanisms, potentially assembling them into a reusable suite within the DP-in-MPC

framework. This includes exploring discrete variants of DP mechanisms and analyzing their

robustness against new classes of attacks.

The discriminative AI training protocols developed in this dissertation focus primarily

on linear models with output perturbation. A natural extension would be to adapt DP-in-

MPC to support more complex training mechanisms such as DP-SGD building over [154] and

teacher-student approaches like PATE. These methods offer different privacy-utility tradeoffs

and could expand DP-in-MPC to more complex model architectures, including deep neural

networks. Moreover, as discussed in Chapter 10, the training pipelines could benefit from

1There has been progress in this direction [337, 338, 339], but not all frameworks support all MPC primitives

and adversarial models.
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custom MPC protocols for pre-processing to improve the model utility.

We focused on privacy-preserving auditing in the context of fairness, but this approach

can be extended to other forms of auditing, such as membership inference attacks (MIA) for

privacy auditing, model quality evaluation, and more. In the context of fairness, expanding

DP-in-MPC to other fairness notions such as counterfactual fairness, casual fairness and

others represents an important avenue for future research.

The interplay between privacy and fairness remains a complex and evolving area of re-

search, as DP can have disparate impacts on different demographic groups, potentially ex-

acerbating algorithmic bias rather than mitigating it. An interesting direction is to study

this interplay systematically and develop mitigation strategies spanning from statistical tech-

niques to more complex reinforcement learning-based approaches. Developing frameworks

that can optimally balance utility, privacy, fairness, and computational cost continues to be

a significant open challenge.

SDG is still an emerging field with numerous opportunities for advancement. Our current

framework addresses tabular data generation, but extending it to other modalities (includ-

ing images, text, and time-series data) represents a promising direction, particularly with

the rise of Generative AI (GenAI). Open questions remain in handling multimodal data,

longitudinal records, data imputation, and ensuring the robustness (such as data and con-

cept shifts) while preserving privacy and utility of SDG. Adapting Large Language Models

(LLMs) and diffusion models to work within our DP-in-MPC framework could significantly

enhance the quality and utility of the generated data for specific cases while maintaining

privacy guarantees. Additionally, developing novel metrics to assess fairness, realism, and

task relevance of synthetic data is underexplored.

While this dissertation addressed two pillars of trustworthy AI – privacy and fairness

– future privacy-preserving systems must be part of a broader vision of trustworthy AI,

one that includes interpretability, robustness, safety, and accountability. For instance, while

PrivFairFL allows for fair and private decision-making, it is still based on black-box AI

models that may lack transparency and are vulnerable to adversarial inputs. Such limitations
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must be considered before deploying these systems in environments where model decisions

directly impact individuals.

Finally, defining privacy alongside other pillars of trustworthy AI, especially in the era of

GenAI such as LLMs and agentic AI, is an increasingly important interdisciplinary challenge.

As foundational models are being adopted by sectors like healthcare, it remains an open

question whether DP-in-MPC can be effectively applied, is necessary, or must be redefined

in these contexts. With exponential trends in AI, privacy will always remain a concern,

and DP-in-MPC offers a strong option for preserving it. However, the contextual nature

of privacy in such systems may require a fundamental rethinking of existing approaches.

Addressing these challenges will demand continued research at the intersection of computer

science, ethics, law, and the social sciences.

In Conclusion

This dissertation advances the field of privacy-preserving AI in federated settings by propos-

ing the DP-in-MPC paradigm, which combines Secure Multiparty Computation (MPC) and

Differential Privacy (DP) to ensure strong input and output privacy guarantees. We demon-

strated the effectiveness of this approach across three applications: training AI models in

cross-silo environments, promoting algorithmic fairness in cross-device setups, and generat-

ing high-utility synthetic data in federated environments, all while providing privacy guar-

antees. To this end, we developed several MPC protocols and empirically evaluated them

across real-world datasets. While these contributions mark a significant step toward enabling

privacy-preserving AI, building a comprehensive, responsible and trustworthy AI – one that

integrates fairness, privacy, robustness, interpretability, and efficiency – remains an open and

vital direction for future research.
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[160] Razane Tajeddine, Joonas Jälkö, Samuel Kaski, and Antti Honkela. Privacy-preserving
data sharing on vertically partitioned data. arXiv preprint arXiv:2010.09293, 2020.

[161] Melissa Chase, Ran Gilad-Bachrach, Kim Laine, Kristin Lauter, and Peter Rindal.
Private collaborative neural network learning. Cryptology ePrint Archive, 2017.

[162] David Byrd and Antigoni Polychroniadou. Differentially private secure multi-party
computation for federated learning in financial applications. In Proceedings of the first
ACM international conference on AI in finance, pages 1–9, 2020.

[163] Stacey Truex, Nathalie Baracaldo, Ali Anwar, Thomas Steinke, Heiko Ludwig, Rui
Zhang, and Yi Zhou. A hybrid approach to privacy-preserving federated learning. In
Proceedings of the 12th ACM Workshop on Artificial Intelligence and Security, pages
1–11, 2019.

[164] Xiaolan Gu, Ming Li, and Li Xiong. PRECAD: Privacy-preserving and robust federated
learning via crypto-aided differential privacy. arXiv preprint arXiv:2110.11578, 2021.

[165] Christopher A Choquette-Choo, Natalie Dullerud, Adam Dziedzic, Yunxiang Zhang,
Somesh Jha, Nicolas Papernot, and Xiao Wang. CaPC learning: Confidential and pri-
vate collaborative learning. In International Conference on Learning Representations
(ICLR), 2021.

[166] Jiabo Wang, Elmo Xuyun Huang, Pu Duan, Huaxiong Wang, and Kwok-Yan Lam.
PSA: private set alignment for secure and collaborative analytics on large-scale data.
arXiv preprint arXiv:2410.04746, 2024.

[167] Xavier Glorot and Yoshua Bengio. Understanding the difficulty of training deep feedfor-
ward neural networks. In Proceedings of the 13th International Conference on Artificial
Intelligence and Statistics, pages 249–256, 2010.



268
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