
TASK FORCE 2017 

Extremist Use of Social Media:  
Balancing Privacy & National Cybersecurity 

BECAUSE THE REALM OF CYBERSECURITY IS CONSTANTLY CHANGING, THERE IS A DISCONNECTION TODAY BETWEEN GOVERNMENT AND 

INDUSTRY ON THE ISSUES OF PRIVACY AND NATIONAL SECURITY. INDUSTRY AND GOVERNMENT MUST BALANCE SOCIAL MEDIA USAGE BY 

ACTIVISTS AND ORDINARY PEOPLE WITH EXTREMIST AND TERRORIST USAGE FOR RECRUITMENT AND COMMUNICATION EFFORTS.  

THE DISCONNECTION BETWEEN GOVERNMENT AND INDUS-
TRIES HAS MADE IT EASY FOR EXTREMISTS TO USE SOCIAL ME-
DIA PLATFORMS TO RECRUIT AND COMMUNICATE.  

 

 International terrorist groups, such as ISIS, use the Inter-
net to great effect, recruiting potential members and 
communicating about attacks. Extremist Internet use in-
cludes savvy social media and mobile technology use. In 
response, the U.S. government has asked technology 
companies to help it manage this problem through use 
of content moderation, content monitoring, and provid-
ing law enforcement with backdoors into products.  

 

 Technology companies have attempted to assist the gov-
ernment in many of its requests, but also often “push 
back” over concerns that the government’s desire to 
monitor potential terrorists will lead to ordinary consum-
ers’ rights to privacy and expression being violated. Law 
in the U.S. around this issue remains undeveloped. 

 

 There is a need of solution to allow law enforcement to 
protect citizens while also protecting the rights of activ-
ists and ordinary people. 

 

 The government should sponsor an ad-campaign that 
outlines how to know when someone is in communica-
tion with extremists via social media and advises individ-
uals on how to approach the situation and report such 
instances. Moreover, early education of children and 
young adults should focus on Internet safety and how to 
recognize the signs of extremism online and in their 
peers.  

 

 Law enforcement and intelligence agencies should be 
given the authority to legally collect the information nec-
essary for national security on any US or non-US person, 
if and only if, the person or persons in question present a 
clear and present danger or have close ties to someone 
who presents a clear and present danger.  
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