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Electrical Engineering

It has become crucial to provide effective solutions to the security issues associated in a

wireless transmission medium. The essential goal of physical-layer security is to enable the

transmission of confidential messages over a wireless medium in the presence of unautho-

rized eavesdroppers. We begin with an overview of the foundations dating back to the

pioneering work on physical-layer security, and the evolution of secure transmission strate-

gies from point-to-point channels to multiple-antenna systems. The explosion of interest in

multi-antenna systems led to the realization that exploiting the available spatial dimensions

could also enhance the secrecy capabilities of wireless channels. Our work analyzes and

optimizes multi-antenna systems under various assumptions on system model and channel

information: transmission only versus joint transmission/jamming, perfect channel state

information (CSI), imperfect CSI, and completely unknown CSI.

With perfect CSI: We first study the problem of joint transmit and cooperative jamming

to maximize the secrecy rate of MISOSE wiretap channels. We reduce the problem of max-

imizing the secrecy rate to the problem of finding the optimal jamming levels, and solve it

by a one-dimensional search that is computationally affordable. We then study MIMOME

wiretap channel with transmit beamforming (the rank-1 constraint on the transmit covari-

ance matrix) and cooperative jamming. We propose an iterative algorithm by relating the

MIMOME channel to the effective MISOSE channel.





With imperfect CSI: assuming the CSI of the receiver and the eavesdropper channel

belong to given uncertainty sets, we optimize the worst-case secrecy rate of the MISOSE

wiretap channel. By proving the saddle-point solution, we transformed the worst-case opti-

mization problem into a quasi-convex optimization problem. Moreover, for jamming-aided

MISOSE channel with imperfect CSI, we propose to approximate the worst-case secrecy

rate as the worst-case SINR-ratio problem. A minimax solution is shown to exist for the

problem, based on which some insightful results of the optimal transmit and jamming co-

variances are obtained. A quasi-convex optimization algorithm that is tractable and efficient

is provided for solving the worst-case SINR-ratio problem.

With no CSI: We study how cooperative jamming helps improve the secure through-

put of large decentralized networks where both the locations and CSI of eavesdroppers are

unknown. The spatial distributions are modeled as Poisson point processes. The help-

ing jammers broadcast artificial noise that confuses eavesdropper but zero-forcing to the

legitimate receiver. A jamming protocol based on IEEE 802.11 RTS/CTS is proposed.

Closed-form results analyze the benefits of jamming on secure communications.

This thesis continues on analyzing large distributed networks using stochastic geometry.

The geometry of the locations of the nodes plays a key role since it determines the signal-

to-interference-plus-noise-ratio (SINR) at each receiver. The advantages of using stochastic

geometry are: 1) performance metric can be exactly derived in some important cases, and

tightly bounded in many others; 2) performance depends on fundamental network parame-

ters, such as the densities of the underlying point processes. Design insights are obtainable

from these performance expressions. Specifically, we study the performance of minimum-

mean-square-error (MMSE) receivers under supposition of multiple Poisson point processes,

non-homogeneous Poisson process and cluster Poisson point process of interferers. We dis-

cover that the SINR outage exhibits a superposition property for multiple homogeneous (or

non-homogeneous) Poisson fields of interferers. Using this property, we extend the outage

analysis to Poisson clustered processes which is formed by Poisson clusters consisting of

Poisson distributed children points.
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Chapter 1

INTRODUCTION

1.1 Information-theoretic Security

The advances of today’s communication networks, both wired and wireless, have dramatical-

ly improved its accessibility and affordability. People have become increasingly dependent

on the ability to stay connected, both in their personal and professional lives. However, the

pervasive access to online services often comes at the expense of security. For instance, the

broadcast nature of wireless communications makes them particularly sensitive to eaves-

dropping. Therefore secure communications has been receiving more and more attention

recently because of high demand for privacy and data protection.

Existing mechanisms to ensure the communication network security largely rely on the

symmetric key and public/private key infrastructures that were developed since 1970s with

the advent of computer networks. While they have been fairly successful in providing

robust security performance against some common security threats, its vulnerability has

also been exploited through various deliberate attacks [30]. For example, RSA-129 Factoring

Challenge Project is successfully attacked in 1994; DES system with a shorter key length

was cracked in 1997; Netscape SSL RC4 was successfully attacked within months of its

release.

These examples are not entirely surprising; these existing security schemes are based

primarily on some unproven hypotheses on the difficulty of certain problems. Even with-

out taking into account potential advances of cryptanalysis, the exponentially increasing

computing power as predicted by Moore’s law kept raising the bar for data security. More

importantly, the emergence of potentially new computing paradigms may completely change

the entire landscape. For example, under the quantum computing regime, factoring prime

numbers requires only polynomial time (i.e., Shor’s algorithm [8]). This will render the

current RSA-based [48] public-key cryptographic primitives obsolete.



2

Therefore, it is imperative for us to give more attention to the notion of information-

theoretic security, where we can assume that adversaries have infinite computing power.

Such notion of unconditional security was pioneered by Claude E. Shannon in 1948 [51] from

an information theoretic perspective. Contrary to existing key primitive based approaches,

security is assured even if the adversary is assumed to have infinite computing power. In

the following, we review related work about the information-theoretic security.

The notion of information theoretic security was first developed by Shannon and first

appeared as a technical paper in [51]. The information-theoretic secrecy [51] model assumes

that a non-reusable private key K is used to encrypt the confidential message M to generate

the cryptogram C, which is then transmitted over a noiseless channel. The eavesdropper

has unbounded computational power, has knowledge of the transmit coding scheme, and has

access to an copy of the signal. The notion of perfect secrecy was introduced, which requires

that the a posteriori probability of the secret message computed by the eavesdropper based

on her received signal be equal to the a priori probability of the message. In other words,

I(M ;C) = 0, (1.1)

where I(·; ·) denotes mutual information. Shannon showed that if an eavesdropper had

perfect knowledge of the signals sent by a transmitter and had unbounded computational

power, then to achieve perfect secrecy, the transmitter and the receiver would have to share

a key whose rate equals that of the data to be sent, H(K) ≥ H(M). Because the required

length of the key increases with the length of the data, which is difficult to implement in

practice, the result in [51] shows that achieving perfect secrecy is impractical in this setting.

This is the reason that research shifted its focus to computation-power-bounded adversaries,

and lead to the birth of the field “cryptography”.

Recently, there is a revival of interest in information theoretic secrecy proposed by

Shannon in [51]. This should largely be credited to Wyner’s work [67]. Wyner, in [67],

found that Shannon’s result showing the necessity of one time-pad for secrecy was overly

pessimistic, if the eavesdropper only had a noisy observation of the signals sent by the

transmitter.

In the wiretap channel, the information signal X is transmitted to the intended receiver
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over the “main channel” which is modeled as a discrete memoryless channel. The receiver

observes Y , which subsequently passes through an additional “wiretap channel” before

being received by the eavesdropper as Z. Under the assumption that the source-wiretapper

channel is a probabilistically degraded version of the main channel [67], Wyner sought to

maximize the transmission rate R in the main channel while making negligible the amount

of information leaked to the wiretapper channel. He showed that a positive rate could

be achieved for transmitting confidential messages without requiring the communicating

parties to share keys beforehand. The essential result for the secrecy capacity CS was the

following:

CS = CM − CW , (1.2)

where CS and CW are the Shannon capacities of the main and wiretap channels, respectively.

It was established that a non-zero secrecy capacity can be obtained if the eavesdropper’s

channel is of lower quality than that of the intended recipient. Note that, different from

cryptography, which is based on computation complexity, information theoretic secrecy is

achieved by assuming the fundamental receiving capability of the eavesdropper is limited.

In Wyner’s case, this is due to the added uncertainty in the channel model the eavesdropper

observes.

The wiretap channel model considered by Wyner [67] [6] [29] has inspired a myriad of

works studying the information theoretic limits of different kinds of wiretap channels. A

set of models follows the classical model of Wyner’s wiretap channel [67], where there is

one external eavesdropper is present in addition to legitimate parties and its channel model

is known to the legitimate parties. This line of work includes the multiple input multiple

output (MIMO) wiretap channel [25] [42] [49], the MIMO broadcast wiretap channel [9],

the multiple access wiretap channel [10, 57, 59, 58], the two-way wiretap channel [59], the

relay channel with an external eavesdropper [28]. In these models, where information leaked

to the eavesdropper is a loss to the legitimate communication system, it was observed that

legitimate parties could aid in enhancing secrecy by introducing intentional interference to

the eavesdropper via cooperative jamming [60, 59]. Another set of models deals with a

more symmetric scenario, where each receiver of an intended message is also modeled as
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an eavesdropper for the remaining unintended messages in the system. This setting has

been considered for the discrete memoryless multiple access channel [36], Gaussian MIMO

broadcast channel [37], and discrete memoryless interference channels [38, 68]. In these

models, one communication pair, in the interest of protecting its own information, may end

up helping the other pair [68].

1.2 Multi-antenna Systems for Secure Communications

The explosion of interest in multiple-input multiple-output (MIMO) systems soon led to the

realization that exploiting the available spatial dimensions could also enhance the secrecy

capabilities of wireless channels.

In a fading MIMO channel where the transmitter, receiver and eavesdropper are e-

quipped with NT , NR, NE antennas respectively, a general representation for the signal

received by the legitimate receiver is

yb = Hbxa + nb, (1.3)

while the received signal at the eavesdropper is

ye = Hexa + ne, (1.4)

where xa ∈ CNT×1 is the transmit signal with covariance E{xax
H
a } = Qx, Tr(Qx) ≤ P ,

Hb ∈ CNR×NT , He ∈ CNE×NT are the MIMO complex Gaussian channel matrices, nb and

ne are the respective zero-mean complex Gaussian additive noise vectors.

Parada and Blahut analyzed a degraded single-input multiple-output (NT = 1, NR, NE >

1) wiretap channel in [43], and obtained a single-letter characterization of its secrecy ca-

pacity via transformation into a scalar Gaussian wiretap channel, and then re-applying

(1.2). The authors also proposed a secrecy rate outage metric for the SIMO wiretap chan-

nel with slow fading, and observed a secrecy diversity gain of order proportional to the

number of receiver antennas. The corresponding MISO case was studied in [32], [50], who

noted that the MIMO wiretap channel is not degraded in general. For the special case

of NT = 2, NR = 2, NE = 1 analyzed by Shafiee and coworkers in [49], a beamforming

transmission strategy was shown to be optimal.
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Understanding the MIMO wiretap channel were given in [42, 25, 18], which considered

the case of multiple antennas at all nodes and termed it the MIMOME (multiple-input

multiple-output multiple-eavesdropper) channel. Khisti et al. [25] developed a genie-aided

upper bound for the MIMO secrecy capacity for which Gaussian inputs are optimal. When

the eavesdropper’s instantaneous channel state is known at the transmitter, it was shown

that an asymptotically optimal (high SNR) scheme is to apply a transmit precoder based

upon the generalized singular value decomposition (GSVD) of the pencil (Hb,He), which

decomposes the system into parallel channels and leads to a closed-form secrecy rate ex-

pression. For the so-called MISOME special case where NR = 1, NT , NE > 1, the optimal

transmit beamformer is obtained as the generalized eigenvector w corresponding to the

largest generalized eigenvalue λ of

hH
b hbw = λHH

e Hew. (1.5)

The MIMO wiretap channel was studied independently by Oggier and Hassibi [42], who

computed a similar upper bound on the MIMO secrecy capacity, and showed after a matrix

optimization analysis that

CS = max
Qx≽0

log det(I+HbQxH
H
b )− log det(I+HeQxH

H
e ). (1.6)

In [38], Liu and Shamai reexamined the MIMO wiretap channel with a more general matrix

input power-covariance constraint Qx ≼ S, and showed that the conjecture of a Gaussian

input U = X without prefix coding is indeed an optimal secrecy capacity-achieving choice.

Negi and Goel described secret communication using artificially added noise in systems

in which the number of transmit antennas exceeds the number of receive antennas [18].

Based on channel information provided by the legitimate receiver, the transmitter places

artificial noise in the null space of the channel matrix associated with the legitimate receiver.

Depending on the eavesdropper’s channel matrix, some component of this noise will be

projected onto its range space, thereby degrading the performance of the eavesdropper.

Subsequently, numerous research contributions emerged that considered a number of

practical issues regarding the MISO/MIMO wiretap channel, of which we enumerate a few

below: Optimal power allocation methods for the artificial noise strategy were presented
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in [72]. If even statistical information regarding the eavesdropper’s channel is unavailable,

then Swindlehurst et al. [40] suggested an approach where just enough power is allocated

to meet a target performance criterion (SNR or rate) at the receiver, and any remaining

power is used for broadcasting artificial noise, since the secrecy rate cannot be computed

at the transmitter. The effects of imperfect channel states information at the transmitter

upon the secrecy rate were examined in [35]. MIMO secrecy capacity has also been studied

for frequency-selective [26] and ergodic [46] channel fading processes.

1.3 Interference Characterization for Large Distributed Networks

A wireless network can be viewed as a collection of nodes, located in some domain, and

can be transmitters or receivers. As wireless networks become more pervasive with denser

deployments, interference management has been becoming a defining issue of wireless net-

work design. At a given time, several nodes transmit simultaneously, each toward its own

receiver. The signal received from the transmitter may be jammed by the signals received

from the other transmitters. The geometry of the locations of the nodes plays a key role

since it determines the signal to interference and noise ratio (SINR) at each receiver.

Stochastic geometry provides a natural way of defining and computing macroscopic prop-

erties of such networks, by averaging over all potential geometrical patterns for the nodes.

The advantages of using stochastic geometry are: 1) performance metric can be exactly de-

rived in some important cases, and tightly bounded in many others; 2) performance depends

on fundamental network parameters, such as the densities of the underlying point processes.

Design insights are obtainable from these performance expressions. It is relatively new to

use stochastic geometry to model communication networks. The first papers appeared in

the engineering literature shortly before 2000. Gilberts paper [16] may be considered as the

first paper on continuum and Boolean percolation and as the first paper on the analysis of

the connectivity of large wireless networks using stochastic geometry. Similar observations

can be made on [17] concerning PoissonVoronoi tessellations. But the number of papers us-

ing some form of stochastic geometry is increasing fast, e.g. models of specific mechanisms

of wireless communications.

Antenna arrays is a promising technique to improve the performance of wireless net-
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works by increasing robustness through diversity, and data rates through spatial multiplex-

ing, beam-forming and interference mitigation. Multi-antenna systems employed in these

networks depend heavily on propagation characteristics and spatial distribution of the in-

terferers scattered in the network. Hence performance analysis of multi-antenna systems in

spatially distributed networks has received significant attention in recent years. Previous

results in the literature that explicitly model the spatial distribution of multi-antenna n-

odes mainly focus on homogenous Poisson point process, i.e. systems where node positions

are independent of one another and are distributed uniformly randomly on a plane. For

instance, [19], [23], [1], [39] have analyzed multi-antenna systems in homogenous Poisson

networks under different assumptions. While simpler and (somewhat) analytically tractable,

homogeneous spatial node distributions may not apply in many scenarios. For instance, in

networks with hotspots or clusters of users, which are often encountered in practice, the

assumption of homogenous Poisson distribution becomes invalid. There are also other sce-

narios where a non-homogenous spatial node distribution is appropriate such as in networks

with physical limitations on user locations.

A number of works such as [65], [13], [12], and [56] have considered single antenna systems

and interference modeling for non-homogeneous Poisson and clustered networks. Relatively

fewer works have analyzed multi-antenna systems in non-homogeneous or clustered net-

works. [61] considered interference-alignment in clustered wireless networks where a partial

interference-alignment protocol is used. While interference-alignment can provide enormous

data rates, it requires significant overhead for the exchange of transmit (Tx) Channel-State

Information (CSI). [22] approximates networks of multiple-input-multiple-output (MIMO)

links with Carrier-Sensing-Multiple-Access (CSMA) using a Poisson approximation for the

spatial node distribution. However, the multiple antennas are not used for interference

mitigation compared to our work. [73] considers non-homogenous Poisson networks.

Our work extends the performance analysis of multi-antenna minimum-mean-square-

error (MMSE) receivers under Poisson point process (PPP) of interferers to that under

more sophisticated Poisson spatial distributions, such as non-homogeneous PPP and Poisson

clustered processes. Our work reveal an important fact that the effective interference caused

by superposition of PPPs is the sum of the responses which would have been caused by each
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PPP individually.

The superposition property is used to analyze the secure performance of how cooperative

jamming helps improve the secrecy throughput of large decentralized networks where the

locations and channel state information (CSI) of eavesdroppers are both unknown. The

spatial distribution of legitimate nodes including transmitter, receiver and helping jammers,

and eavesdroppers are modeled as Poisson point processes. A jamming protocol based on the

RTS/CTS handshake of IEEE 802.11 standard is proposed for decentralized implementation.

Our results show that multi-antenna jammers can significantly increase the secrecy of the

network, compared to single-antenna jammers.

1.4 Dissertation Organization

We first consider perfect CSI and optimize transmit/jamming design for MISOSE and MI-

MOME wiretap channels in Chapter 2. In Chapter 3 and Chapter 4, we consider imperfect

CSI where the channels are assumed to be chosen from given uncertainty sets. Chapter

3 solves the worst-case optimization problem for MISOSE wiretap channel and Chapter 4

solves the problem for jamming-aided MISOSE wiretap channel. Further we consider in

Chapter 5 a large network where both locations and CSI of the eavesdroppers are unknown.

Chapter 6 extends the performance analysis of MMSE multi-antenna receiver under Poisson

field of interferers to that under more sophisticated spatial distribution such as superposi-

tion of Poisson fields, non-homogeneous Poisson fields and cluster Poisson processes. Finally

we conclude this thesis in Chapter 7.
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Chapter 2

JAMMING-AIDED MISOSE AND MIMOME WIRETAP CHANNEL
WITH PERFECT CSI

2.1 Background and Related Work

Recently the physical layer security (or information theoretic security) of wireless commu-

nications emerges as an active research area. It has been shown in the pioneering work

[67, 29] that the transmitter can broadcast signals with a nonzero coding rate to the le-

gitimate receiver without any information being eavesdropped, if the mutual information

between the transmitter and the receiver is higher than that between the transmitter and

the eavesdropper.

The role of multiple antennas in wiretap channels is studied recently in [50, 49, 24, 5, 11,

18, 55, 53]. With multi-antenna systems, assuming the channel state information is available

at the transmitter, the available degree of freedom can be utilized to substantially degrade

the eavesdropper’s effective channel. The secrecy capacity of MISOSE wiretap channels

is derived in [50]. For a MIMO channel wiretaped by a multi-antenna eavesdropper, the

secrecy capacity is considered and derived in [49, 24, 5]. The optimization of transmit

covariance under average power constraint is in general a non-convex optimization problem,

and alternative approaches are given by [5, 11]. A closed-form expression under power-

covariance constraint is derived in [5]. A generalized singular value decomposition (GSVD)

based solution is given in [11].

Another idea of utilizing multiple antennas is to interfere the eavesdropper through arti-

ficial spatial noise, [18, 55, 53, 66], to list a few. The artificial noise can substantially degrade

the eavesdropper’s channel quality with little or no harm to the receiver’s channel. The idea

of using artificial noise at the transmitter to ensure the secrecy of the communication was

proposed in [18] and extended in [55, 53] etc. Many work constrains the jamming noise to

be orthogonal to the message signal seen at the receiver. Although this disable any harm
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to the signal quality at the receiver, the orthogonal design is not optimal to maximization

of the secrecy rate.

This chapter provides optimal solution to cooperative jamming for MISOSE (multiple

input single output single-antenna eavesdropper) wiretap channels and cooperative jam-

ming for MIMOME (multiple input multiple output multi-antenna eavesdropper) wiretap

channels with beamforming contraint.

• Cooperative jamming for MISOSE: Previous works design the artificial noise to be

orthogonal (zero-forcing) to the receiver’s channel. It is pointed out in [25] that the

zero-forcing (ZF) artificial noise is nearly optimal for the secrecy rate at asymptotical

high SNR. However, at arbitrary SNR, the optimal design to the maximization of

the secrecy rate is unavailable. Considering a MISOSE wiretap channel with a multi-

antenna friendly jammer, our contribution is providing a solution that maximizes the

secrecy rate of the MISOME wiretap channels. Specifically, we reduce the problem of

maximizing the secrecy rate to the problem of finding the optimal jamming levels at

the receiver and the eavesdropper. The achievable region of jamming levels and the

region’s boundary where the optimal jamming point is located is obtained. Finding

the optimal jamming levels in the whole region is reduced to finding those on a segment

of the boundary, which is a one-dimensional search problem.

• Cooperative jamming for MIMOME: we consider the model that the transmitter, le-

gitimate receiver, eavesdropper and helping jammer are all equipped with multiple

antennas. The transmitter sends messages to the receiver, while the helping jammer

assists the transmitter by broadcasting artificial noise independent of the messages

to confuse the eavesdropper. The problem of joint optimization of the transmit and

jamming covariances to maximize the secrecy rate is a difficult non-convex optimiza-

tion problem. We propose an iterative algorithm to solving the problem under an

additional constraint that the data stream of the transmitter is only one, i.e. trans-

mit beamforming. Under the constraint of transmit beamforming, we notice that the

MIMOME channel can be related to an effective MISOSE channel, where the effec-

tive MISO channels are the production of the MIMO channels and the beamformers
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Transmitter (Tx) 

Receiver (Rx) 

Eavesdropper (Ev)

rT 

Jammer (Jm) 

eT 

rJ 

eJ 

Figure 2.1: The system model for the MISOSE wiretap channel consisting of a multi-antenna
transmitter and jammer and a single-antenna receiver and eavesdropper.

used at the receiving side. The idea of our proposed algorithm is to use the effective

MISOSE channel to guide the search of the jamming covariance.

2.2 MISOSE: Problem Formulation of Cooperative Jamming

Consider a wireless network model consisting of one transmitter (Tx), one jamming helper

(Jm), one legitimate receiver (Rx) and one eavesdropper (Ev), as shown in Fig. 2.1. The

Tx and the Jm are equipped with multiple antennas, and the Rx and the Ev have single

antenna each. A real-world example corresponding to this model is a scenario that a multi-

antenna commanding unit with the help of a multi-antenna jammer wants to transmit to a

mobile unit equipped with a single antenna while an opponent unit attempts to eavesdrop.

The Tx transmits a narrowband signal sb where b is the information bit, s is the beam-

forming vector, and the transmit covariance is QT = E
{
ssH

}
. At the same time, the Jm

broadcasts an artificial noise n with covariance QJ = E
{
nnH

}
. Suppose the maximum

transmit powers at the Tx and the Jm are PT and PJ , respectively. The channel from the

Tx and the Jm to the Rx are denoted by rT and rJ , and those to the Ev are denoted by

eT and eJ . We assume the Rx and the Ev are not co-located, and thus rT / rJ (not in the
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same one-dimensional space) and eT / eJ .

The received signal at the Rx is given by

yr = rHT sb+ rHJ n+ nr, (2.1)

and that at the Ev is given by

ye = eHT sb+ eHJ n+ ne, (2.2)

where nr and ne are additive Gaussian noise with variance N0.

Suppose all the channels are perfectly known at both the Tx and the Jm. The secrecy

rate is equal to the difference between the rates of the receiver and the eavesdropper channels

[67], and is maximized by jointly optimizing QT and QJ ,

C∗
sec = maxCsec = max

QT≽0,Tr(QT )≤PT

QJ≽0,Tr(QJ )≤PJ

 log (1 + SINRR)

− log (1 + SINRE)


= max

QT≽0,Tr(QT )≤PT

QJ≽0,Tr(QJ )≤PJ

 log
(
1 +

rHT QT rT
rHJ QJrJ+N0

)
− log

(
1 +

eHT QT eT
eHJ QJeJ+N0

)
 , (2.3)

where Q ≽ 0 denotes Q is a positive semidefinite matrix. Problem (2.3) can be written in

terms of trace functions to simplify the expression

2C
∗
sec = max

QT≽0,Tr(QT )≤PT

QJ≽0,Tr(QJ )≤PJ

1 + Tr(RTQT )
Tr(RJQJ )+N0

1 + Tr(ETQT )
Tr(EJQJ )+N0

(2.4)

where Tr(·) denotes the trace and the channel covariances are

RT = rT r
H
T ,RJ = rJr

H
J ,

ET = eTe
H
T ,EJ = eJe

H
J . (2.5)

Previous work such as [18] [55] designs the artificial noise to be orthogonal (zero-forcing)

to the receiver’s channel. The ZF QJ is given by QJ = PJqJq
H
J and

qJ =
Π⊥

rJ
eJ∣∣∣∣Π⊥

rJ
eJ
∣∣∣∣ , (2.6)
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where Π⊥
rJ

= (I − rJr
H
J

||rJ ||2
) is the projection onto the null space of rJ . It is pointed out in

[25] [66] that the zero-forcing (ZF) artificial noise is nearly optimal for the secrecy rate at

asymptotical high SNR. However, at arbitrary SNR, the optimal design to the maximization

of the secrecy rate is unavailable.

Our work is to provide an optimal solution that maximizes (2.4). Specifically, we reduce

the problem of maximizing the secrecy rate to the problem of finding the optimal jamming

levels at the receiver and the eavesdropper. The achievable region of jamming levels and

the region’s boundary where the optimal jamming point is located are obtained. Finding

the optimal jamming levels in the whole region is reduced to finding those on a segment of

the boundary, which is a one-dimensional search problem.

2.3 MISOSE: Optimal Transmit and Jamming Design

2.3.1 Reduction of Problem (2.4)

Under the assumption that hT / hJ , we can first show that C∗
sec > 0. Then we prove Q∗

T

must have the maximum power, i.e. Tr(Q∗
T ) = PT . The proofs are omitted here due to

brevity.

Let

α = Tr (RJQJ) , β = Tr (EJQJ) , (2.7)

denote the jamming interference levels at the Rx and the Ev, respectively. Since we already

know Tr(Q∗
T ) = PT , problem (2.4) can be equivalently written as

2C
∗
sec = max

QJ≽0,Tr(QJ )≤PJ
α,β

max
QT≽0,

Tr(QT )≤PT

Tr
(

I
PT

QT

)
+Tr

(
RT

α+N0
QT

)
Tr
(

I
PT

QT

)
+Tr

(
ET

β+N0
QT

)
= max

QJ≽0,Tr(QJ )≤PJ
α,β

max
QT≽0,

Tr(QT )≤PT

Tr
((

I
PT

+ RT
α+N0

)
QT

)
Tr
((

I
PT

+ ET
β+N0

)
QT

) (2.8)

= max
QJ≽0,Tr(QJ )≤PJ

α,β

λmax

(
I+

PT

α+N0
RT , I+

PT

β +N0
ET

)
, (2.9)

where the optimalQT that maximizes the Rayleigh quotient problem (2.8) isQ∗
T = PTq

∗
Tq

∗H
T ,

q∗
T = P

{
I+ PT

α+N0
RT , I+

PT
β+N0

ET

}
and P {A,B} denotes the eigenvector corresponding



14

0 2 4 6 8 10

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

O A

B

C

β=Tr(E
J
Q

J
), the jamming level at the Ev

α=
T

r(
R

JQ
J),

 th
e 

ja
m

m
in

g 
le

ve
l a

t t
he

 R
x

optimal point

zero−forcing 

α=β× k+d

Figure 2.2: The achievable region of (α, β). The boundary consists of three segments: OA,
OC and AC. OA and OC are two lines radiating from the origin, corresponding to QJ

zero-forcing to the Rx and the Ev respectively. AC is a curve on which Tr(QJ) = PJ .
The optimal point must be on AB, the “southeastern” boundary. Points on AB can be
computed by finding a line α = kβ + d tangent to the boundary.

to the largest generalized eigenvalue1 of {A,B}.

What remains is to find the optimal (α∗, β∗) and the corresponding Q∗
J that maximize

(2.9).

2.3.2 Optimal Jamming levels (α∗, β∗)

Denote the region of all possible (α, β) as

R = {(α, β) |α = Tr (RJQJ) , β = Tr (EJQJ) ,QJ ≽ 0,Tr (QJ) ≤ PJ} . (2.10)

1The generalized eigenvalue-eigenvector pair (λ,u) of (A,B) is the pair satisfying Au = λBu.
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The region R has the following properties. Fig. 2.2 provides an example for helping under-

stand the properties:

1. R is in the first quadrant since α ≥ 0, β ≥ 0,

2. R is a convex set,

3. For every (α, β) ∈ R and 0 ≤ ρ ≤ 1, we have that (ρα, ρβ) ∈ R. The geometric

interpretation for this statement is that R radiates from the origin. The reason is

that for any (α, β) ∈ R with the corresponding QJ , then (ρα, ρβ) , 0 ≤ ρ ≤ 1 with

ρQJ is also an element of (2.10).

Based on these properties, it can be concluded that the boundary of R will consist

of three segments, two lines and a curve. The “southern” and the “western” boundaries

are two lines radiating from the origin, illustrated by OA and OC in Fig. 2.2. Line OA

corresponds to QJ that is ZF to the Rx; line OC is where QJ is ZF to the Ev.

By property (3), the outer boundary (the curve AC) at the “northeast” must be a curve

on which Tr(QJ) = PJ . We prove (the proof is omitted here) the optimal point must be on

the curve AB, where A is the ZF point and B is the most “eastern” point.

Next, all the points on AB can be computed by finding lines {α = kβ + d} that touch

AB, where k is the slope of the line and d is the intercept on the vertical axis. Given a

fixed slope k > 0, the tangent line is the one with the minimum possible d among all the

lines {α = kβ + d, d ∈ R} that intersect R. The minimum d and the corresponding Qn can

be found by solving

min
Qn

d

s.t. Tr (RJQJ) = kTr (EJQJ) + d, (2.11)

QJ ≽ 0,Tr (QJ) = PJ ,

where the constraints of (2.11) ensures that the line intersects R. The solution to (2.11)

is given by QJ = PJqJq
H
J , where qJ is the eigenvector corresponding to λmin (RJ − kEJ).
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Subsequently the tangent point is calculated by substituting the resulting QJ into (2.10).

Varying k from 0 to ∞, we can find QJ corresponding to all the points on AB.

To sum up, the optimal (α∗, β∗) maximizing (2.9) must be on AB, and all points on

AB can be found by solving the tangent line problem (2.11) with different k. The overall

algorithm for the optimal (α∗, β∗) is essentially a one-dimensional search for the optimal

k∗, and summarized in the following table.

Finding the optimal (α∗, β∗) by a one-dimensional search on AB,

or equivalently, finding the optimal k∗ ∈ [0,∞).

1: Given k, compute QJ = PJqJq
H
J , where qJ is the eigenvector corresponding to

λmin (RJ − kEJ). The tangent point is given by α = Tr (RJQJ) , β = Tr (EJQJ).

2: Evaluate λmax

(
I+ PT

α+N0
RT , I+

PT
β+N0

ET

)
.

After obtaining the optimal k∗, together with the resulting Q∗
J and (α∗, β∗), the optimal

Q∗
T is Q∗

T = PTq
∗
Tq

∗H
T where qT is the eigenvector corresponding to

λmax

(
I+ PT

α+N0
RT , I+

PT
β+N0

ET

)
.

Since the outer loop is a one-dimensional search of k∗ while inside the loop is only two

eigenvalue computations, the total computational load is affordable.

2.4 MISOSE: Numerical Examples

This section presents a numerical example for the optimal cooperative jamming. After in-

vestigating many channel realizations, we find that a non-ZF QJ shows little improvement

over the ZF QJ when rT and eT are nearly orthogonal. However, when rT and eT are cor-

related, a non-ZF QJ shows significant improvement. Take two extreme cases as examples.

In an extreme case when rT and eT are orthogonal, transmit beamforming qT = rT
||rT || will

maximize the signal level at Rx and null the signal level at the Ev simultaneously, making

collaborative jamming useless. At the other extreme case when rT and eT are equal, the

signal level at Rx and that at the Ev will be equal, so the secrecy relies highly on jamming

the Ev. The following example shows that a non-ZF QJ can improve Csec significantly.

Suppose the Tx and the Jm are equipped with 2 antennas. Let PT = 2N0 and PJ = 2N0.



17

0 10 20 30 40 50 60 70 80 90
1.5

1.6

1.7

1.8

1.9

2

2.1

2.2

2.3

A

B

slope  k in degree

2C
se

c

optimal point
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Let the channels be

rT =

 1.5139− 0.5026i

0.0856 + 0.7058i

 , rJ =

 0.1197 + 0.4821i

−0.0857− 0.4760i

 , (2.12)

eT =

 2.1170 + 0.8067i

0.0990 + 1.0169i

 , eJ =

 −0.9334 + 0.9850i

1.4725− 0.7467i

 . (2.13)

The achievable region of (α, β) is given in Fig. 2.2. Point A is the ZF jamming point, yielding

jamming levels (αA, βA) = (0, 0.2833). The jamming covariance QJ at A is QJ = PJqJq
H
J ,

where

qJ =
Π⊥

rJ
eJ∣∣∣∣Π⊥

rJ
eJ
∣∣∣∣ =

 0.2558 + 0.0590i

0.2583 + 0.0776i

 . (2.14)

The secrecy rate (2.9) given the jamming levels (αA, βA) is log2 (1.5659).
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Varying the slope k of the tangent line, all the points on the curve AB and the cor-

responding QJ can be found. The secrecy rate (2.9) for each point on the curve AB is

evaluated and plotted in Fig. 2.3, where the horizontal axis is slope k and corresponds to

the tangent point on AB where a tangent line of slope k touches the boundary. The optimal

slope is k∗ = tan(6.8◦) = 0.1192, and the resulting secrecy rate is C∗
sec = log2 (2.1667). By

solving (2.11), the optimal Q∗
J at this optimal point is Q∗

J = PJq
∗
Jq

∗H
J , where

q∗
J =

 −0.0689 + 0.4312i

0.8996

 . (2.15)

The optimal point in Fig. 2.2, where the line α = k∗β + d touches the boundary, is

(α∗, β∗) = (0.5565, 6.8068). Comparing the optimal point with the ZF point A in Fig. 2.2,

it can be seen that at the optimal point the jamming level at Ev increases from βA = 0.2833

to β∗ = 6.8068 only with a small cost of increasing the jamming at Rx by α∗ = 0.5565. The

optimal Q∗
T , at the given (α∗, β∗), is given by Q∗

T = PTq
∗
Tq

∗H
T where

q∗
T = P

{
I+

PT

α∗ +N0
RT , I+

PT

β∗ +N0
ET

}
=

 0.7342 + 0.2367i

−0.6363

 . (2.16)

2.5 MIMOME: Problem Formulation of Cooperative Jamming

As shown in Fig. 2.4 (a), we consider a wiretap system model consisting of one transmitter

(Tx), one cooperative jammer (Jm), one legitimate receiver (Rx) and one eavesdropper

(Ev), with MT , MJ , Mr, Me antennas, respectively. The Tx wants to send a message to

the Rx and does not want the message leaked to the Ev. The cooperative Jm broadcasts

an artificial noise which aims to significantly increase the noise level at the Ev while harm

the received signal at the Rx as little as possible.

The Tx transmits a narrowband signal x ∈ CMT×1 and the transmit covariance is QT =

E
{
xxH

}
. At the same time, the Jm broadcasts an artificial Gaussian noise z ∈ CMJ×1 with

covariance QJ = E
{
zzH

}
. The transmitted signal and the jamming noise satisfies Tx’s and

Jm’s power constraints: Tr(QT ) ≤ PT and Tr(QJ) ≤ PJ , respectively. The channels from

the Tx and the Jm to the Rx are denoted byRT ∈ CMr×MT andRJ ∈ CMr×MJ , respectively,

and those to the Ev are denoted by ET ∈ CMe×MT and EJ ∈ CMe×MJ , respectively.
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The received signals at the Rx and the Ev are given by, respectively

yr = RTx+RJz+ nr,

ye = ETx+EJz+ ne, (2.17)

where nr and ne are additive Gaussian noise with covariance matrix σ2I. Without loss of

generality, we assume σ2 = 1 for simplicity of the expression of secrecy rate.

Assume all the channels are perfectly known at both the Tx and the Jm. The Rx also

knows the covariance matrix of the Jm. At the receiving side, the Rx knows its channel

matrices, and the Ev is aware of all the channel matrices and both the Tx’s and the Jm’s

covariance matrices. The secrecy rate is equal to the difference between the rates of the Rx

and the Ev channels [67], and is maximized by jointly optimizing QT and QJ ,

Csec = max
QT≽0,Tr(QT )≤PT

QJ≽0,Tr(QJ )≤PJ

(2.18)

 log det
(
I+

(
I+RJQJR

H
J

)−1
RTQTR

H
T

)
− log det

(
I+

(
I+EJQJE

H
J

)−1
ETQTE

H
T

)


where Q ≽ 0 denotes Q is a positive semidefinite matrix.

2.5.1 Previous work: no jamming

For no jamming, i.e. QJ = 0, the maximization of the secrecy rate (2.18) is reduced to

Csec = max
QT≽0,Tr(QT )≤PT

 log det
(
I+RTQTR

H
T

)
− log det

(
I+ETQTE

H
T

)
 . (2.19)

Under the average power constraint Tr(QT ) ≤ PT , the solution to this problem is unknown,

to the best knowledge of the authors.

But under a different matrix constraint QT ≼ S, where S is a given positive semi-definite

matrix, the problem is solvable [5]. It is shown that the solution to

Csec(S) = max
0≼QT≼S

 log det
(
I+RTQTR

H
T

)
− log det

(
I+ETQTE

H
T

)
 (2.20)
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Figure 2.4: (a) The system model for the MIMOME wiretap channel with a transmitter, a
jammer, a receiver and an eavesdropper, each with multiple antennas. (b) The equivalent
MISOSE channel of the original MIMOME channel, assuming the Rx and Ev adopt receiving
beamformers w∗

r and w∗
e , respectively.

is given by

Csec(S) =
∑

log (λi) (2.21)

where λi’s are the larger-than-unity generalized eigenvalues of the matrix pair I+ S
1
2RH

T RTS
1
2 ,

I+ S
1
2EH

T ETS
1
2

 . (2.22)

2.5.2 Problem transformation when QJ is fixed

For a given QJ , the artificial noise plus the background noise in (2.17) is non-white Gaussian

noise with variance RJQJR
H
J +I at the Rx and EJQJE

H
J +I at the Ev. Without changing

the secrecy rate, the system model (2.17) can be rewritten equivalently as, after passing yr

and ye into whitening filters,

ỹr = R̃Tx+ ñr =
(
RJQJR

H
J +I

)− 1
2 RTx+ ñr,

ỹe = ẼTx+ ñe =
(
EJQJE

H
J +I

)− 1
2 ETx+ ñe, (2.23)
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where ñr and ñe are white Gaussian noise with variance I. This equivalent system model

(2.23) can be viewed the same as the case of no jamming, except that the channel matrices

RT and ET have been “transformed” by the jamming noise. The secrecy rate of the effective

channels R̃T and ẼT in (2.23) yields (2.18).

Therefore the key to the joint optimization of (2.18) is to find QJ : once QJ is given, a

good solution of QT at the given QJ can be computed accordingly by substituting R̃T and

ẼT into (2.22).

2.5.3 Single data stream: rank(QT ) = 1

In general, the optimal transmit covariance QT for the MIMO wiretap channel is a multi-

rank matrix, meaning multiple data streams are transmitted. A special case is that only

single data stream is sent, that is, rank(QT ) = 1. Although the rank-one QT is generally

not optimal for MIMO channels, it is still of significant interest to solve problem (2.18)

under the additional constraint rank(QT ) = 1. The reasons for the rank-one constraint are

as follows. First, for MT = 2, MJ =arbitrary number, Mr = 2, Me = 1, rank(QT ) must

be 1. For this setting, the equivalent R̃T and ẼT is a 2-2-1 wiretap channel, i.e. MT = 2,

Mr = 2, Me = 1. It is shown in [49] that the optimal QT for the 2-2-1 wiretap channel

must be a rank-one matrix. Second, rank(QT ) will be 1 at low SNR region. It is well-known

that beamforming is optimal for MIMO systems in the low SNR region, explained by the

waterfilling property. Like MIMO channels, beamforming is optimal for MIMOME wiretap

channels at low SNR. Finally, beamforming enables low-complexity design at both the Tx

and the Rx side. Because of these reasons, we study problem (2.18) under the additional

constraint rank(QT ) = 1.

Under the rank-one constraint, problem (2.18) can be simplified to an optimization

problem that contains only QJ . First, it can be proved that Tr(QT ) = PT , as long as

Csec > 0. The proof is omitted here due to page limit. Then problem (2.18) under the

rank-1 constraint can be reformulated so that the part of optimizing QT at any fixed QJ is

a Rayleigh quotient problem, shown as below. The optimal qT is the principle generalized

eigenvector of the matrix pair of (2.24).
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Csec ,rank-1 = max
QT=PTqTqH

T ,∥qT ∥=1
QJ≽0,Tr(QJ )≤PJ

log
det
(
I+

(
I+RJQJR

H
J

)−1
RTQTR

H
T

)
det
(
I+

(
I+EJQJEH

J

)−1
ETQTEH

T

)
= max

∥qT ∥=1
QJ≽0,

Tr(QJ )≤PJ

log
qH
T

(
I+ PTR

H
T

(
I+RJQJR

H
J

)−1
RT

)
qT

qH
T

(
I+ PTEH

T

(
I+EJQJEH

J

)−1
ET

)
qT

= max
QJ≽0,

Tr(QJ )≤PJ

log λmax

 I+ PTR
H
T

(
I+RJQJR

H
J

)−1
RT ,

I+ PTE
H
T

(
I+EJQJE

H
J

)−1
ET

 . (2.24)

The remaining problem (2.24) only need to search QJ . Blindly searching cannot guaranteer

a good solution. Indeed, it will be shown in Section IV that using matlab built-in function

fmincon to blindly search will stagnate at many local optimums. Our contribution is that

we propose a method of iterative 1-dim search guided by the search boundary of MISOSE

wiretap channels.

2.6 MIMOME: Iterative Algorithm

In this section, we first present the result of MISOSE channel that reduces the search region

of QJ to a boundary and yields a 1-dim search algorithm. Then we relate the MIMOME

channel to the MISOSE channel, and propose an iterative algorithm that utilize the search

boundary of MISOSE channel to guide the search of QJ of the MIMOME channel.

2.6.1 1-dim search for MISOSE wiretap channels

Consider a MISOSE wiretap channel shown in Fig. 2.4 (b). The channels from the Tx and

the Jm to the Rx are denoted by rT ∈ C1×MT and rJ ∈ C1×MJ , respectively, and those to

the Ev are denoted by eT ∈ C1×MT and eJ ∈ C1×MJ , respectively. The received signals at

the Rx and the Ev are given by, respectively

yr = rTx+ rJz+ nr,

ye = eTx+ eJz+ ne. (2.25)
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Figure 2.5: The achievable region of (Tr (RJQJ) ,Tr (EJQJ)). The optimal point must be
on AB, the “southeastern” boundary. Points on AB can be computed by finding a line
α = kβ + d tangent to the boundary.

The secrecy rate for this wiretap channel is given by

max
QT≽0,Tr(QT )≤PT

QJ≽0,Tr(QJ )≤PJ

 log
(
1 +

rTQT rHT
rJQJr

H
J +1

)
−

log
(
1 +

eTQT eHT
eJQJe

H
J +1

)


= max
QT≽0,Tr(QT )≤PT

QJ≽0,Tr(QJ )≤PJ

log
1 + Tr(RTQT )

Tr(RJQJ )+1

1 + Tr(ETQT )
Tr(EJQJ )+1

, (2.26)

where RT = rHT rT etc.

Fig. 2.5 shows an example of the achievable region of (α, β) where α =Tr(RJQJ) and

β =Tr(EJQJ). The point yielded by the optimal Q∗
J must be on the “southeast” boundary,

the bold curve in the figure. This is because that decreasing Tr(RJQJ) and increasing

Tr(EJQJ) simultaneously will increase the objective in (2.26). In Fig. 2.5, this corresponds

to moving towards the “southeast”. Therefore the search space of QJ can be reduced to
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the boundary, i.e. a 1-dim search.

Any point on AB can be computed by finding a line {α = kβ + d} that touches AB,

where k is the slope and d is the intercept on the vertical axis. Given a fixed slope k > 0, the

tangent line is the one with the minimum possible d. The minimum d and the corresponding

QJ can be found by solving

min
QJ

d

s.t. Tr (RJQJ) = kTr (EJQJ) + d, (2.27)

QJ ≽ 0,Tr (QJ) = PJ ,

in which the constraints of the above optimization ensures that the line intersects R. The

solution to (2.27) is given by QJ = PJqJq
H
J , where qJ is the eigenvector corresponding to

λmin (RJ − kEJ). Therefore, the search space of QJ for the MISOSE channel is reduced to

a 1-dim search of k that(k,QJ)

∣∣∣∣∣
QJ = PJqJq

H
J ,

qJ = eigenvector of λmin (RJ − kEJ) ,

k ∈ [0,∞)

 . (2.28)

2.6.2 Reducing MIMOME to MISOSE channel

Under the rank-1 constraint, the transmitted vector signal is a beamforming vector x =
√
PTqT b where b is a information bit. Given QT and QJ , the receiving beamformers at

the Rx and the Ev are given by maximizing the received SINR’s of the information bit,

respectively,

wr = arg max
∥w∥=1

wH
(
RTQTR

H
T

)
w

wH
(
RJQJRH

J + I
)
w

= P
(
RTQTR

H
T ,RJQJR

H
J + I

)
, (2.29)

we = P
(
ETQTE

H
T ,EJQJE

H
J + I

)
,

where P(·) denotes the principle generalized eigenvector. When wr and we are used at

the Rx and the Ev respectively, the MIMOME channel is effectively a MISOSE channel

shown in Fig. 2.4 (b), where the effective channel vector from the multi-antenna Tx to the
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equivalent single-antenna Rx is wH
r RT ∈ C1×MT and so on. The secrecy rate in terms of

QT and QJ

log
det
(
I+

(
I+RJQJR

H
J

)−1
RTQTR

H
T

)
det
(
I+

(
I+EJQJEH

J

)−1
ETQTEH

T

) , rank (QT ) = 1

can also be equivalently expressed as

log (1 + SINRr)− log (1 + SINRe)

= log
1 +

wH
r (RTQTRH

T )wr

wH
r (RJQJR

H
J +I)wr

1 +
wH

e (RTQTRH
T )we

wH
e (RJQJR

H
J +I)we

= log
1 +

Tr(RH
T WrRTQT )

Tr(RH
J WrRJQJ)+1

1 +
Tr(EH

T WeETQT )
Tr(EH

J WeEJQJ)+1

, (2.30)

where SINRr and SINRe are the received SINR’s, wr and we are the beamformers for QT

and QJ , and Wr = wrw
H
r and We = wew

H
e are the receiving covariances.

Let Q∗
T and Q∗

J denote the optimal solution to (2.24). Let W∗
r and W∗

e denote the

receiving covariances for Q∗
T and Q∗

J . Assuming W∗
r and W∗

e are known, then Q∗
T and

Q∗
J can be solved by searching on the 1-dim space (2.28) where RJ = RH

J W∗
rRJ and

EJ = EH
J W∗

eEJ . Since W∗
r and W∗

e are unknown, a practical method is to alternatively 1)

search QT on the 1-dim space defined by the inaccurate Wr and We, and 2) update Wr

and We given QT and QJ , and so on, as shown in Fig. 2.6. As Wr and We approach to

W∗
r and W∗

e , the optimal Q∗
T and Q∗

J are obtained.

The detailed algorithm is given in the following table.

2.7 MIMOME: Numerical Results

In the follwing examples, channels are assumed to be independent Rayleigh fading, and the

entries of the channel matrices are i.i.d. distributed as CN (0, 2).

Fig. 2.7 shows the convergence of the proposed algorithm on a MT = MJ = Mr = Me =

3 channel. The secrecy rate monotonically increases and converges within a few iterations.

And all the transmit beamformer qT , the jamming beamformer qJ etc. approach to their

final beamforming vectors.
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Algorithm 1 Iterative algorithm for solving (2.24)

1: INPUT: Channel matrices RT , RJ , ET , EJ , and maximum power PT , PJ .

2: OUTPUT: Jamming covariance QJ and the corresponding QT .

3: Initialization:

Let the iteration index to be n = 0.

Randomly initialize QJ(0) to be a MJ ×MJ positive semidefinite matrix.

Given QJ(0), compute QT (0) to be the beamforming matrix for (2.24).

Given QJ(0) and QT (0), calculate wr(0) and we(0) using (2.29). The receiving covariances are then

given by Wr(0) = wr(0)w
H
r (0) and We(0) = we(0)w

H
e (0).

4: repeat

5: Step 1. Optimize QJ(n) on the 1-dim boundary defined by the given Wr(n) and We(n):

One-dim search on the slope k to maximize the secrecy rate

(k∗,QJ(n)) = argmax

λmax

 I+ PT

(
I+RJQJR

H
J

)−1
RTQTR

H
T ,

I+ PT

(
I+EJQJE

H
J

)−1
ETQTE

H
T

 ,

where the 1-dim search space is(k,QJ)

∣∣∣∣∣
QJ = PJqJq

H
J ,qJ = eigenvector of

λmin

(
RJWr(n)R

H
J − kEJWe(n)EJ

)
,

k ∈ [0,∞)


After QJ(n) is optimized, calculate the corresponding QT (n) to be QT (n) = PTqTq

H
T where

qT = P

 I+ PT

(
I+RJQJ(n)R

H
J

)−1
RTQTR

H
T ,

I+ PT

(
I+EJQJ(n)E

H
J

)−1
ETQTE

H
T

 .

6: Step 2. Update Wr (n+ 1) and We (n+ 1):

Calculate the receiving beamformers at the given QJ(n) and QT (n),

wr (n) = P
(
RTQT (n)RH

T ,RJQJ(n)R
H
J + I

)
,

we (n) = P
(
ETQT (n)EH

T ,EJQJ(n)E
H
J + I

)
.

Update the new receiving covariances as

Wr (n+ 1) = ρWr (n) + (1− ρ)wr (n)w
H
r (n) ,

We (n+ 1) = ρWe (n) + (1− ρ)we (n)w
H
e (n) ,

where ρ = 0.9 is a moving average factor.

7: until the secrecy rate converges at an adequate precision. Otherwise, n ← (n + 1) and repeat Step 1

and Step 2.
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Step 1

optimize QJ on 

the search boundary 

defined by 

Wr and We.

Step 2

Calculate wr and we.

Update Wr and We 

via moving average.

QJ, QT Wr , We

Figure 2.6: The iteration procedure of alternatively 1-dim searching QJ and updating Wr

and We.

Fig. 2.8 compares the secrecy rate obtained by searching (2.24) using the matlab func-

tion fmincon and the proposed algorithm on 20 independently generated channels. The

figure shows that at each trial the proposed algorithm achieves higher secrecy rate than

the function fmincon. We also observe that when starting with different initial points, the

function fmincon arrives at different local optimums. But for the proposed algorithm, the

final result is irrelevant to the initial point.

Finally, we compare the proposed algorithm with the existing artificial noise scheme [18].

The scheme in [18] can only deal with a system model consisting of a Tx, a Rx and a Ev. The

Rx takes the roles of both transmitting and jamming. This is equivalent to say RT = RJ

and ET = EJ in our system model in Fig. 2.4. For simplicity, we assume the transmit

power is equally distributed between the signal and the artificial noise. It is assumed in [18]

that the Tx does not know the Ev channel, so the joint transmit beamforming and artificial

noise scheme only makes use of the channel information on RT . Specifically, the signal is

transmitted along the principal direction of RT and the noise is equally broadcast on the

remaining dimension of RT . The transmitted signal is x =
√
PTqT b + z, where qT is the

right singular vector of RT with the largest singular value, b is an information bit, and z is

an artificial noise equally distributed in the null space of qT .

The histogram of the achieved secrecy rate of MT = Mr = Me = 3 channels by both

the proposed algorithm and the existing artificial noise scheme [18] is compared in Fig.

2.9. Our algorithm achieves higher secrecy rate than [18]. The first reason is that our
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Figure 2.7: A typical iteration of the proposed algorithm on a MT = MJ = Mr = Me = 3
channel shows that Csec ,rank-1 converges and we etc. approach to w∗

e etc. The maximum
power constraint is PT = PJ = 10dB.

algorithm considers the channel information on ET (or EJ), whereas in [18] choosing the

principal singular vector of RT to transmit the signal may not be the optimal transmit

beamforming direction. The second reason is that in [18] the jamming noise is constrained

to be orthogonal to the signal, which may not be optimal. It is explained in [53] that using

a jamming noise that is not orthogonal to the signal may be beneficial to the secrecy rate,

because the non-orthogonal jamming noise may greatly raise the noise level at the Ev with

little noise level increased at the Rx.

2.8 Conclusion

We have studied the problem of joint transmit and collaborative jamming design to maxi-

mize the secrecy rate of MISOSE wiretap channels. The optimal conditions of the transmit

and jamming covariances are shown to be that both the covariance are of full power. We re-

duce the problem of maximizing the secrecy rate to the problem of find the optimal jamming

levels. Moreover, finding the optimal jamming levels can be solved by a one-dimensional
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Figure 2.8: For 20 trials of independently generated MT = MJ = Mr = Me = 3 channels,
the secrecy rate solved by the matlab function fmincon and our proposed algorithm. The
power constraint is PT = PJ = 10dB.

search that is computationally affordable. A numerical example illustrates our proposed

solution, and shows that the optimized jamming significantly improves Csec.

We also have studied the MIMOME wiretap channel with transmit beamforming (the

rank-1 constraint on the transmit covariance matrix) and cooperative jamming. By relating

the MIMOME channel to the effective MISOSE channel, we propose an iterative algorithm

that in each iteration searches the jamming covariance on the 1-dim space defined by the

effective MISOSE channel. Numerical results show that our proposed algorithm converges

within a few iterations. The algorithm achieves higher secrecy rate than the existing artificial

noise scheme.
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Figure 2.9: The comparison between the histograms of the secrecy rates of a MT = Mr =
Me = 3 channels achieved by the existing artificial noise scheme [18] and our proposed
algorithm. The Tx transmits a signal and an jamming noise, whose power is PT = PJ =
10dB.
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Chapter 3

MISOSE WIRETAP CHANNEL WITH IMPERFECT CSI

3.1 Introduction and Motivation

The information theoretic secrecy is first introduced by Wyner in his seminal work [67].

Wyner showed that when the eavesdropper (Ev) channel is a degraded version of the le-

gitimate receiver (Rx) channel, a positive information rate between the transmitter (Tx)

and the Rx can be achieved. The Gaussian wiretap channel was studied in [29], where the

optimality of Gaussian codebooks is established. The security limits for other wireless chan-

nel models have been studied, such as broadcast channels [6] [33], multiple access channels

[36] and interference channels [37] [34]. The role of multiple antennas in wiretap channel is

studied recently in [50], [25], [24] and [38].

In the above works, the channel state information (CSI) is usually assumed to be perfect-

ly known. However, this assumption does not hold in practice, because the non-cooperative

Ev will try to passively listen without being detected and will not feedback its CSI to the

Tx. Even if the Ev is willing to cooperatively feedback its CSI, there always exists CSI

uncertainty due to the mismatch between reciprocal uplink and downlink channels, estima-

tion mismatch, feedback quantization error, and etc. To this end, designing the transmit

strategy under partial CSI is important in practice.

The channel uncertainty is usually assumed to be stochastic and deterministic uncer-

tainties.

• Stochastic uncertainties. Assuming the Gaussian distribution of the channels, the er-

godic secrecy rate and the optimal transmit covariance for MISOSE wiretap channels

has been studied in [31]. Assuming the small channel perturbations and the pertur-

bations’ distribution, the robust beamformer with artificial noise for MIMO wiretap

channels has been designed using perturbation analysis in [41].
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• Deterministic uncertainties. The assumption of deterministic uncertainty is adopt-

ed by [35], where the wiretap channel under the deterministic uncertainty is named

compound wiretap channel. The deterministic uncertainty assumes that the channel

state belongs to a given uncertainty set. During the current transmission duration,

the channel takes a certain fixed state from the uncertainty set and takes another

state during the next duration. The Tx does not have any knowledge about the chan-

nel state realizations but only the set which the channel state belongs to. To ensure

the perfect secrecy of the message irrespective of the channel state realizations, the

optimal transmit strategy is to optimize the worst-case secrecy rate of all channel

states.

In this chapter, assuming arbitrary uncertainty of both the Rx and Ev channel, we

propose a minimax method to solve the problem. Using a minimax theorem, we prove that

the max-min problem is equivalent to its min-max counterpart, and the two problems share

a saddle point solution. This enables us to circumvent the max-min problem by solving the

min-max problem instead. The min-max problem, by solving the inner maximization, is

then reduced to a single minimization problem, which is a convex or quasi-convex problem.

It is shown that the optimal transmit covariance may be multi-rank, in contrast to the

rank-one conclusion in [69] where only spherical uncertainty of the Ev channel is assumed.

Not only does our minimax method solves the problem, but also it enables us to obtain

some interesting insights. The worst-case secrecy rate is in the same eigenvalue form as

the conventional case [50], except that the channel covariances in the conventional case [50]

is replaced by those at the worst case. A relation between the worst-case design and the

average design is also discussed.

3.2 System Model and Problem Formulation

We investigate a MISOSE wiretap channel as shown in Fig. 3.1, where the transmitter (Tx)

is equipped with multiple antennas and the desired receiver (Rx) and the eavesdropper (E)

has single antenna each. The channel response of the intended link from Tx to Rx is denoted

by hR, and the eavesdropper link from Tx to E by hE .



33
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Eavesdropper (E)

hR
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Figure 3.1: The system model for the MISOSE wiretap channel with a multi-antenna trans-
mitter and a single-antenna receiver and eavesdropper.

The secrecy capacity is defined as the maximum rate at which the eavesdropper is

unable to decode any information. Given perfect CSI on hR and hE , the secrecy capacity

Csec is equal to the maximum difference between the capacities of the intended and the

eavesdropper channels [50],

Csec = max
Q≽0,

Tr(Q)≤P

{
log
(
1 + hH

RQhR

)
− log

(
1 + hH

EQhE

)}
= max

Q≽0,
Tr(Q)≤P

log

(
1 + hH

RQhR

1 + hH
EQhE

)
, (3.1)

where Q = E{xxH} denotes the input covariance matrix and Q ≽ 0 denotes Q is a positive

semidefinite matrix. Without loss of generality, assuming the noise variances at both the

Rx and Ev to be 1, and let P denote the maximum transmit power.

If λmax

(
hRh

H
R ,hEh

H
E

)
≤ 1,where λmax (A,B) denotes the largest generalized eigenvalue1

of the matrix pair (A,B), then hH
RQhR ≤ hH

EQhE for any Q ≽ 0. The reason is that

hRh
H
R−hEh

H
E is a negative semidefinite matrix and thus hH

RQhR − hH
EQhE

=Tr
((
hH
RhR − hH

EhE

)
Q
)
≤ 0. This means under any Q the equivalent Ev channel Q

1
2hE

1The generalized eigenvalue-eigenvector pair (λ,u) of (A,B) is the pair satisfying Au = λBu.
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will be better than the equivalent Rx channel Q
1
2hR, and thus it is impossible to transmit

any information with secrecy. The optimal objective and solution in this case are

Csec = log(1) = 0, Q∗ = 0. (3.2)

If λmax

(
hRh

H
R ,hEh

H
E

)
> 1, then the optimal Csec is given by [50]

Csec = log
{
λmax

(
I+ PhRh

H
R , I+ PhEh

H
E

)}
. (3.3)

The optimal Q∗ is rank-one, of full transmit power and is given by [50]

Q∗ = PqqH ,

q = P
{
I+ PhRh

H
R , I+ PhEh

H
E

}
. (3.4)

Formulation (3.2)-(3.4) characterizes the secrecy capacity under the perfect CSI on hR

and hE . However, this assumption is unrealistic, as in general it is difficult to obtain

accurate hE from a non-cooperative eavesdropper. The same for hR due to mismatch

between uplink and downlink channels, estimation error, feedback delay and Rx’s mobility.

Thus it is of significant interest to study the secrecy capacity under the imperfect CSI’s.

Recent works [31][41] investigate the ergodic (or average) secrecy capacity by assuming that

statistical information of the channels is available at the Tx. However, these works do

not guarantee the perfect secrecy which requires that the eavesdropper is unable to decode

under all possible channel realizations. Thus our work focuses on the worst-case secrecy

capacity which ensures the perfect secrecy.

Our assumption is that hR and hE belong to given uncertainty sets ∆R and ∆E , re-

spectively. Only the uncertainty sets are available at the Tx. The uncertainty sets can be

ellipsoids (or spheres) that models a bounded mismatch between the actual and the esti-

mated channel, or discrete sets. The discrete uncertainty sets, ∆R = {hR1 , · · · ,hRN
} and

∆E = {hE1 , · · · ,hEM
}, can model the scenario of multicast with multiple eavesdroppers as

shown in Fig. 3.2, where the Tx wants to send a same message to all the Rx’s and does

not want the message to be leaked to any Ev. At this point we do not assume a particular

shape of ∆R and ∆E . Our minimax method in the next section applies to any shape of

uncertainties. Under the assumption that hR ∈ ∆R and hE ∈ ∆E , the worst-case secrecy
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Transmitter (Tx)

1st Receiver N-th Receiver

M-th Eavesdropper

hR1

1st Eavesdropper

hRN

hEMhE1

Figure 3.2: The system model for the MISOSE multicast secrecy channel with a transmitter
and multiple receivers and multiple eavesdroppers.

rate is defined as the secrecy rate that guarantees the eavesdropper is unable to decode

under any channel realization,

Csec

= max
Q≽0,

Tr(Q)≤P

min
hR∈∆R
hE∈∆E

{
log
(
1 + hH

RQhR

)
− log

(
1 + hH

EQhE

)}

= log

 max
Q≽0,

Tr(Q)≤P

min
hR∈∆R
hE∈∆E

1 + hH
RQhR

1 + hH
EQhE

 . (3.5)

Our objective is to determine the optimal transmit covariance Q to maximize (3.5).

Follwing from that hHQh can be rewritten in a linear form ofQ, i.e. hHQh =Tr
{
hHhQ

}
,

problem (3.5) is rewritten into,

max
Q≽0,

Tr(Q)≤P

min
R∈ΩR
E∈ΩE

1 + Tr {RQ}
1 + Tr {EQ}

, (3.6)

where the channel covariances and the corresponding uncertainties are

R = hRh
H
R ,

E = hEh
H
E ,

ΩR =
{
R|R = hRh

H
R ,hR ∈ ∆R

}
,

ΩE =
{
E|E = hEh

H
E ,hE ∈ ∆E

}
. (3.7)
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The optimization problem (3.6) is non-concave in Q and thus cannot be solved by

standard convex algorithms. In the next section, we will prove that the max-min problem

(3.6) is equivalent to its min-max counterpart and the two problems share a saddle point

solution. Therefore the solution to the min-max problem also solves the max-min problem

(3.6).

3.3 Minimax Solution

3.3.1 Equivalence between (3.6) and its Min-max Counterpart

Problem (3.6) is equivalent to its min-max counterpart by using a minimax theorem with

the aid of two lemmas.

The first lemma proves that problem (3.6) under any ΩR and ΩE is the same as that

under the convex hull conv(ΩR) and conv(ΩE). That is to say,

max
Q≽0,

Tr(Q)≤P

min
R∈ΩR
E∈ΩE

1 + Tr {RQ}
1 + Tr {EQ}

= max
Q≽0,

Tr(Q)≤P

min
R∈conv(ΩR)
E∈conv(ΩE)

1 + Tr {RQ}
1 + Tr {EQ}

. (3.8)

This equivalence follows from Lemma 3.1.

Lemma 3.1:

min
R∈ΩR
E∈ΩE

1 + Tr {RQ}
1 + Tr {EQ}

= min
R∈conv(ΩR)
E∈conv(ΩE)

1 + Tr {RQ}
1 + Tr {EQ}

, ∀Q. (3.9)

Proof :

On the one hand, since ΩR ⊆conv(ΩR) and ΩE ⊆conv(ΩE),

min
R∈ΩR
E∈ΩE

1 + Tr {RQ}
1 + Tr {EQ}

≥ min
R∈conv(ΩR)
E∈conv(ΩE)

1 + Tr {RQ}
1 + Tr {EQ}

, ∀Q. (3.10)

On the other hand, ∀R0 ∈conv(ΩR) and ∀E0 ∈conv(ΩE), there must exist a R ∈ ΩR

such that Tr{RQ} ≤Tr{R0Q} and a E ∈ ΩE such that Tr{EQ} ≥Tr{E0Q}. The reason
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is as follows. For any R0 ∈conv(ΩR), R0 can be expressed as a convex combination of

Ri ∈ ΩR, namely,

R0 = ν1R1 + ν2R2 + · · ·+ νNRN ,∑
i

ν = 1, νi ≥ 0,

Ri ∈ ΩR, i = 1, · · · , N.

By this, Tr{R0Q} can be decomposed as

Tr {R0Q}

= Tr {(ν1R1 + ν2R2 + · · ·+ νNRN )Q}

= ν1Tr {R1Q}+ · · ·+ νNTr {RNQ} . (3.11)

Among R1, · · · ,RN , there is at least one Ri such that Tr{RiQ} ≤Tr{R0Q}; otherwise

the right-hand-side of (3.11) will be strictly greater than Tr{R0Q}. For the similar reason,

to guarantee Tr{E0Q} = µ1Tr{E1Q}+ · · ·+ µMTr{EMQ}, where µj ’s are the coefficients

and Ej ∈ ΩE , there must exist one Ej among E1, · · · ,EM such that Tr{EjQ} ≥Tr{E0Q}.

Therefore,

∀R0 ∈ conv (ΩR)

∀E0 ∈ conv (ΩE)
, and ∀Q

∃Ri ∈ ΩR and ∃Ej ∈ ΩE such that

1 + Tr {RiQ}
1 + Tr {EjQ}

≤ 1 + Tr {R0Q}
1 + Tr {E0Q}

,

and from which we have

min
R∈ΩR
E∈ΩE

1 + Tr {RQ}
1 + Tr {EQ}

≤ min
R∈conv(ΩR)
E∈conv(ΩE)

1 + Tr {RQ}
1 + Tr {EQ}

,∀Q. (3.12)

From (3.10) and (3.12), the lemma is proved. �

Lemma 3.2:

The objective function in (3.6) is quasi-concave in Q and quasi-convex in (R,E).
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Proof :

The linear-fractional function

f(x) =
aTx+ b

cTx+ d
(3.13)

with domain domf = {x|cTx+ d > 0} is both quasi-convex and quasi-concave [4, Chap. 3].

The objective function can be expressed as a linear-fractional function of Q for any fixed

(R0,E0), i.e.

f(vec (Q)) =
1 + Tr {R0Q}
1 + Tr {E0Q}

=

(
vec
(
RT

0

))T
vec (Q) + 1(

vec
(
ET

0

))T
vec (Q) + 1

, (3.14)

and a linear-fractional function of (R,E) for any fixed Q0, i.e.

f

((
vec (R)

vec (E)

))
=

1 + Tr {RQ0}
1 + Tr {EQ0}

=

(vec(QT
0 )

0

)T (vec(R)
vec(E)

)
+ 1( 0

vec(QT
0 )
)T (vec(R)

vec(E)

)
+ 1

(3.15)

where vec(·) denotes the vectorization of a matrix into a column vector. Therefore the

lemma is proved. �

Theorem 3.1 by von Neumann [7, Chap. 1]:

Let X and Y be nonempty compact, convex subsets of Euclidean space, and f be jointly

continuous. Suppose that f is quasi-concave on X and quasi-conex on Y, that is to say,

f (x, y0) is quasi-convex in x for any y0 ∈ Y, (3.16)

f (x0, y) is quasi-convex in y for any x0 ∈ X . (3.17)

Then

max
x∈X

min
y∈Y

f (x, y) = min
y∈Y

max
x∈X

f (x, y) . (3.18)

A saddle point (x∗, y∗) such that

f(x, y∗) ≤ f(x∗, y∗) ≤ f (x∗,y) , ∀x ∈ X ,∀y ∈ Y (3.19)

will be the solution for both problems:



39

f(x∗, y∗) = max
x∈X

min
y∈Y

f (x, y)

= min
y∈Y

max
x∈X

f (x, y) . (3.20)

That is to say, the max-min and the min-max problems share the same optimal solution at

the saddle point (x∗, y∗).

The above minimax theorem indicates the equivalence between the max-min problem

(3.6) and its min-max counterpart. By the two lemmas, the conditions in the minimax

theorem are satisfied and thus problem (3.6) is equivalent to the min-max problem (3.22),

and the two problem share a saddle point solution. That is,

max
Q≽0,

Tr(Q)≤P

min
R∈ΩR
E∈ΩE

1 + Tr {RQ}
1 + Tr {EQ}

= max
Q≽0,

Tr(Q)≤P

min
R∈conv(ΩR)
E∈conv(ΩE)

1 + Tr {RQ}
1 + Tr {EQ}

(3.21)

= min
R∈conv(ΩR)
E∈conv(ΩE)

max
Q≽0,

Tr(Q)≤P

1 + Tr {RQ}
1 + Tr {EQ}

, (3.22)

where the first equality follows from Lemma 3.1 and the second equality follows from the

minimax theorem.

3.3.2 The Worst-case Channel Covariances (R∗,E∗) and the Worst-case Secrecy Rate

The inner maximization problem of (3.22) is to find the optimal transmit covariance given

channel covariances. From (3.2) to (3.4), the solution to the inner maximization problem is

given by

max
Q≽0,

Tr(Q)≤P

1 + Tr {RQ}
1 + Tr {EQ}

=

 1 , if λmax (R,E) ≤ 1

λmax (I+ PR, I+ PE) , if λmax (R,E) > 1

= max {λmax (I+ PR, I+ PE) , 1} . (3.23)
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The above equation is the secrecy capacity at the perfectly known (R,E). Therefore,

problem (3.6) is now reduced to a problem finding (R∗,E∗) that has the worst-case secrecy

rate

(R∗,E∗) = arg min
R∈conv(ΩR)
E∈conv(ΩE)

max {λmax (I+ PR, I+ PE) , 1} . (3.24)

We only need to solve

J∗ = min
R∈conv(ΩR)
E∈conv(ΩE)

λmax (I+ PR, I+ PE) . (3.25)

If J∗ > 1 then (3.24) is the same as (3.25). Otherwise (3.24) has the optimal objective 1

and the optimal Tx covariance is Q∗ = 0.

For only receiver uncertainty or only eavesdropper uncertainty, the problem

min
R∈conv(ΩR)

λmax (I+ PR, I+ PE) (3.26)

or the problem

min
E∈conv(ΩE)

λmax (I+ PR, I+ PE) (3.27)

is a convex optimization problem and thus can be solved efficiently by convex minimization

algorithms. See Appendix 3.A for the convexities of the objective function. For both

uncertainties, problem (3.25) is a quasi-convex but not a convex optimization problem,

because λmax (I+ PR, I+ PE) is quasi-convex but not convex in (R,E). Also see Appendix

3.A for the quasi-convexity. Based on the equivalence between

λmax (I+ PR, I+ PE) ≤ t (3.28)

and

t (I+ PE)− (I+ PR) ≽ 0, (3.29)

problem (3.25) can be solved by solving a sequence of feasibility problems as the following

bisection method shows.
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Bisection method for solving (3.25)

1: Given a lower bound l and an upper bound u, such that the interval [l, u]

is guaranteed to contain the optimal objective J∗.

2: Let t = l+u
2 . Solve the feasibility problem:

find (R,E)

s.t. t(I+ PE)− (I+ PR) ≽ 0

R ∈ conv (ΩR) ,

E ∈ conv (ΩE) . (3.30)

If (3.30) is feasible then u←t, else l←t.

3: Repeat step 2 until the bounding interval [l, u] is small enough.

Until here we have not made any assumption on the uncertainty sets. Next we will discuss

the problem under discrete uncertainties. The first reason is that the discrete uncertainty

is the most general case of uncertainty,

∆R = {hR1 , · · · ,hRN
} ,

∆E = {hE1 , · · · ,hEM
} , (3.31)

since all kinds of uncertainty can be viewed as a set containing either finite or infinite

numbers of discrete elements. The second reason is that by solving (3.25) we obtain (R∗,E∗)

and the associated Ri’s and Ej ’s whose convex combinations yield R∗ and E∗. We only

need to consider the worst-case problems (3.6) and (3.25) under reduced sets Ω̂R, Ω̂E that

contain only the associated Ri’s and Ej ’s. In other words, the problems (3.6) and (3.25)

remain unchanged if the original sets ΩR,Ω are reduced to Ω̂R, Ω̂E .

It is worth noting that the worst-case optimization (3.5) under the discrete uncertainty

(3.31) can also be interpreted by a scenario of secure multicast against multiple eavesdrop-

pers, as shown in Fig. 3.2, where a transmitter tries to send a common message to multiple

receivers in the presence of multiple eavesdroppers, where the receiver channels {hRi}
N
i=1

and the eavesdropper channels
{
hEj

}M
j=1

are perfectly known.



42

By the relation (3.7), the covariance uncertainties are given by

ΩR =
{
hR1h

H
R1

, · · · ,hRN
hH
RN

}
, (3.32)

ΩE =
{
hE1h

H
E1
, · · · ,hEM

hH
EM

}
(3.33)

And conv(ΩR) and conv(ΩE) can be expressed as, respectively

conv (ΩR) =
{
ν1hR1h

H
R1

+ · · ·+ νNhRN
hH
RN

}
conv (ΩE) =

{
µ1hE1h

H
E1

+ · · ·+ µMhEM
hH
EM

}
, (3.34)

where the convex combination coefficients are{
ν1, · · · , νN |0 ≤ νi ≤ 1,

∑
νi = 1

}
,{

µ1, · · · , µN |0 ≤ µj ≤ 1,
∑

µj = 1
}
. (3.35)

Substituting (3.34)-(3.35) into (3.25), the optimal objective is then given by

min
0≤νi≤1,

∑
νi=1,

0≤µj≤1,
∑

µj=1

λmax

 I+ P
∑

νihRih
H
Ri
,

I+ P
∑

µjhEjh
H
Ej

 (3.36)

Comparing (3.36) with (3.3), it can be concluded that the worst-case design is a gen-

eralization of the conventional case. When the uncertainties only contain one element, i.e.

∆R = {hR}, ∆E = {hE}, the worst-case design degrades into the conventional case.

3.3.3 The Optimal Q∗

The optimal Q∗ maximizes λmax (I+ PR∗, I+ PE∗), where (R∗,E∗) is the solution to

(3.25). It is worth noting that the optimal Q∗ may be rank-one or multi-rank, depending

on the uniqueness of the largest eigenvalue of (I+ PR∗, I+ PE∗). If the largest eigenvalue

is unique, then the optimal Q∗ is rank-one and in the form of Q∗=Pq∗q∗H , where q∗ =

P {I+ PR, I+ PE}, the eigenvector corresponding to the largest eigenvalue. If there are

multiple largest eigenvalues, say two largest eigenvalues, then Q∗ must be in the form of

Q∗= [q∗
1,q

∗
2] Q̃ [q∗

1,q
∗
2]
H , where q∗

1 and q∗
2 are the corresponding eigenvectors and Q̃ is a

2 × 2 positive semi-definite matrix. We will show how to determine Q̃ for the multi-rank

case.
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Let J∗ denote the optimal objective of (3.36), let {ν∗1 , · · · , ν∗N} and {µ∗
1, · · · , µ∗

M} denote

the optimal solution to (3.36), and let Q∗ denote the optimal covariance. Those hRi and

hEj such that ν∗i > 0 and µ∗
j > 0 are the worst-case elements for Q∗. That is to say,

1 + Tr
{
hRih

H
Ri
Q∗}

1 + Tr
{
hEjh

H
Ej
Q∗
} = J∗,

for every i, j such that

both ν∗i , µ
∗
j > 0,

(3.37)

1 + Tr
{
hRih

H
Ri
Q∗}

1 + Tr
{
hEjh

H
Ej
Q∗
} > J∗,

for other combinations

of i, j.
(3.38)

The reason of the worst-case conditions (3.37) is given in Appendix 3.B.

The optimal covariance Q∗ may be rank-one or multi-rank, depending on whether the

largest eigenvalue of
(
I+ P

∑
ν∗i hRih

H
Ri
, I+ P

∑
µ∗
jhEjh

H
Ej

)
is unique or not.

If the largest eigenvalue is unique, then Q∗ must be rank-one and is given by

Q∗ = Pq∗q∗H ,

q∗ = P
{
I+ P

∑
ν∗i hRih

H
Ri
, I+ P

∑
µ∗
jhEjh

H
Ej

}
. (3.39)

Note that the above beamforming vector q∗ is in the same generalized eigenvector form

as (3.4), except that the receiver channel covariance hRh
H
R and the eavesdropper channel

covariance hEh
H
E in (3.4) is replaced by

∑
ν∗i hRih

H
Ri

and
∑

µ∗
jhEjh

H
Ej
, respectively.

If there are multiple largest eigenvalues, thenQ∗ may be multi-rank. LetU = [q∗
1, · · · ,q∗

n],

where q∗
1, · · · ,q∗

n denote the multiple eigenvectors corresponding to the multiple largest

eigenvalues. The optimal Q∗ must in the eigen-space U and can be written in the form of

Q∗ = UQ̃U
H
, (3.40)

where Q̃ is a n × n positive semi-definite matrix. To determine Q̃, notice that Q∗ has to

satisfy the worst-case condition (3.37), which can be expressed as linear equations of Q̃,

1 + Tr
{
hRih

H
Ri
UQ̃U

H
}
= J∗

(
1 + Tr

{
hEjh

H
Ej
UQ̃U

H
})

,

for every i, j such that both ν∗i , µ
∗
j > 0. (3.41)
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By solving the set of linear equations including (3.41) and

Q̃H = Q̃,

Tr
{
Q̃
}
= P,

(3.42)

the elements of Q̃ can be determined.

3.3.4 Relation between the Worst-case and Average Design

We first rewrite the worst-case formulation into

max
Q≽0,

Tr(Q)≤P

min
hR∈∆R
hE∈∆E

1 + hH
RQhR

1 + hH
EQhE

= max
Q≽0,

Tr(Q)≤P

1 + min
hR∈∆R

hH
RQhR

1 + max
hE∈∆E

hH
EQhE

= max
Q≽0,

Tr(Q)≤P

1 + SNRR

1 + SNRE

, (3.43)

which SNRR and SNRE denote the worst-case SNR at the Rx and the best-case SNR at the

Ev, respectively. In the following we will relate the worst-case design to a weighted average

design.

Assuming weights {ν1, · · · , νN |0 ≤ νi ≤ 1,
∑

νi = 1} is given for channel states {hRi}
N
i=1,

the average SNRR weighted at different channel states can be written as

ŜNRR =
∑

νiSNRRi =
∑

νihRiQhH
Ri
. (3.44)

Similarly, given weights {µ1, · · · , µM |0 ≤ µj ≤ 1,
∑

µj = 1},

ŜNRE =
∑

µjSNREj =
∑

µjhEjQhH
Ej
. (3.45)

We define the average design as a problem by replacing the SNRs in (3.1) with the average

SNRs,

max
Q≽0,

Tr(Q)≤P

1 + ŜNRR

1 + ŜNRE

. (3.46)
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The optimal objective to the above is given by,
λmax

 I+ P
∑

νihRih
H
Ri
,

I+ P
∑

µjhEjh
H
Ej

 , if ŜNRR > ŜNRE

1 , otherwise

. (3.47)

The relation between the worst-case design and the average design is that the average

one serves as an upper bound for the worst-case one. Because

SNRR ≤ ŜNRR,∀
{
νi|0 ≤ νi ≤ 1,

∑
νi = 1

}
, (3.48)

SNRE ≥ ŜNRE , ∀
{
µj |0 ≤ µj ≤ 1,

∑
µj = 1

}
, (3.49)

we have

1 + SNRR

1 + SNRE

≤ 1 + ŜNRR

1 + ŜNRE

,∀ {νi} , {µj} . (3.50)

Since the above inequality holds true for any {νi}Ni=1 and {µj}Mj=1, the tightest upper bound

can be yield by finding {νi}Ni=1 and {µj}Mj=1 for the minimum 1+ŜNRR

1+ŜNRE

. Thus

1 + SNRR

1 + SNRE

≤ min
0≤νi≤1,

∑
νi=1,

0≤µj≤1,
∑

µj=1

1 + ŜNRR

1 + ŜNRE

= min
0≤νi≤1,

∑
νi=1,

0≤µj≤1,
∑

µj=1

λmax

 I+ P
∑

νihRih
H
Ri
,

I+ P
∑

µjhEjh
H
Ej

 . (3.51)

The result in the previous subsection shows that our solution (3.36) meets the tightest upper

bound (3.51).

In conclusion, both the worst-case and the average design can be viewed as a generaliza-

tion of the conventional case, in that the channel covariances are replaced by combinations

of the channel covariances at different states. Any average design serves as an upper bound

for the worst-case one. And the worst-case design achieves the tightest bound obtained by

the minimum of the average design.
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θ

d

rR

rE

Figure 3.3: The simulation setting illustrates the uncertainty of the locations of the receiver
and the eavesdropper. The receiver (Rx) and the eavesdropper (E) are assumed to be
located within the shaded circles, but their precise locations are unknown.

3.4 Numerical Results

We provide numerical examples to show the impact of imperfect CSI on the secrecy capacity

and demonstrate the effectiveness of the proposed design in combating uncertainty. In

our examples, a multiple-antenna transmitter wants to send messages to a single-antenna

receiver but does not want to leak the message to the eavesdropper. The transmitter knows

roughly the position of the receiver and the eavesdropper, as illustrated by Fig. 3.3. To

achieve secrecy, the approach of the transmitter is to steer its beam along the direction of

the receiver and simultaneously nulls the direction of the eavesdropper.

The transmitter is equipped with N = 4 linear antenna elements spaced half wavelength

apart. The antenna elements are assumed to be omni-isotropic and have unit gains. The

signals arrived at the receiver and the eavesdropper are modeled as far-field signals, so that

the channel at location (d, θ) is expressed as

h (d, θ) =
1

dα

[
1, e−jπ sin(θ), e−j2π sin(θ), e−j3π sin(θ)

]T
, (3.52)

where d is the distance, α = 3 is the path loss exponent, and angle θ is the direction.

In the first example in Fig. 3.4 showing location uncertainties of a single receiver and
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a single eavesdropper, the receiver is assumed to be located within the blue circle and the

eavesdropper the yellow circle. Notice that the worst-case locations will only happen at

the boundary of the circles. The reason is that for any interior location (d, θ), there exist

boundary locations (d1, θ) and (d2, θ) at the same direction θ such that

d1 < d < d2 (3.53)

and hence

hH (d1, θ)Qh (d1, θ)

> hH (d, θ)Qh (d, θ)

> hH (d2, θ)Qh (d2, θ) . (3.54)

Thus the channel at the interior location cannot be the worst-case solution of

argminhR∈∆R
hH
RQhR nor argmaxhE∈∆E

hH
EQhE . For this reason, the uncertainty sets ∆R

and ∆E containing all the channels within the circles can be reduced to the sets containing

only the channels at the boundary. The reduced sets are further discretized into the channels

at discrete location samples on the circles, in order to apply the solution in Section III.B

designed for discrete uncertainty.

Fig. 3.4 plots the SNR distributions under our proposed design and the conventional

design. As shown in Fig. 3.4(b), assuming that the receiver and the eavesdropper are

perfectly located at the centers of the circles, the conventional design has a main beam

pointing to the receiver and a narrow null pointing to the eavesdropper. Whereas in Fig.

3.4(a), our proposed design places two nulls towards the directions of the eavesdropper and

each null has a wider nulling range.

Fig. 3.5 plots the secrecy capacity versus r = rR = rE that is the radius of the circular

location uncertainty. As the uncertainty radius increases, both the worst-case secrecy ca-

pacities of the proposed and the conventional design decreases, but that of the conventional

design decreases at a deeper slope than that of the proposed one. The degradation of the

conventional design is more phenomenal at high transmit power. Fig. 3.5 also plots the av-

erage secrecy capacities when the locations are uniformly distributed within the circles. The
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average secrecy capacity of the proposed design is also higher than that of the conventional

one.

The second example in Fig. 3.6 shows the proposed design in the scenario of multicast

with multiple eavesdroppers. The transmitter wants to broadcast a common message to

everyone of the multiple receivers but none of the multiple eavesdroppers. In Fig. 3.6, three

receivers with location uncertainties are located within the blue circles, and two eavesdrop-

pers within yellow circles. The conventional design is intended for single receiver and single

eavesdropper, and cannot provide a solution to this scenario. The proposed design places

three beams pointing to the receivers and two nulls to the eavesdroppers. Unlike in the first

example that the optimal transmit covariance Q∗ is rank-one, in this case Q∗ is rank-two.

The achievable worst-case secrecy capacity under the proposed design is 1.89bps/Hz.

3.5 Conclusion

We have studied the problem of optimizing the transmit covariance for the worst-case secre-

cy rate of the MISOSE wiretap channel, when the CSI of the receiver and the eavesdropper

channel belong to given uncertainty sets. By proving the saddle-point solution, we trans-

formed the worst-case optimization problem into a quasi-convex optimization problem. The

result of the worst-case optimization problem can be expressed in the form of generalized

eigenvalue, which is the same form as that of the conventional case. We also have shown that

the average design serves as an upper bound on the worst-case design, and the worst-case

design meets the lowest of the average design. Two numerical examples of the receiver’s

and the eavesdropper’s location uncertainties demonstrated the effectiveness of our proposed

design.

3.6 Appendix 3.A: Proof of Quasi-convexity

The properties that λmax (I+ PR, I+ PE) is quasiconvex in (R,E), convex in R for any

fixed E0 and convex in E for any fixed R0 are resulted from those of λmax (R,E), as given

in the following.

The function f(R,E) = λmax (R,E) is quasiconvex in (R,E) ∈ S×S++, but is not con-

vex in (R,E), where S and S++ denote positive-semidefinite and positive-definite matrices
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respectively. For any fixed E0 ∈ S++, fR(R) = λmax (R,E0) is convex in R ∈ S, and for

any fixed R0 ∈ S, fE(E) = λmax (R0,E) is convex in E ∈ S++.

Proof :

Refer to [4, Chap. 3] for that λmax (X,Y) is quasi-convex, λmax (X) is convex and

λmin (X) is concave.

That fR(R) = λmax (R,E0) = λmax

(
E−1

0 R
)
is convex follows from the convexity of

λmax (X).

To prove the convexity of fE(E), we will prove for any E1 and E2 such that fE(E1) = f1

and fE(E2) = f2,

fE(µE1 + (1− µ)E2) ≤ µf1 + (1− µ)f2, µ ∈ [0, 1] . (3.55)

We can rewrite fE(E) into

fE(E) = λmax

(
E−1R0

)
=

1

λmin

(
R−1

0 E
) . (3.56)

Since λmin (X) is a concave function [4, Chap. 3], we have

λmin

(
R−1

0 (µE1 + (1− µ)E2)
)

≥ µλmin

(
R−1

0 E1

)
+ (1− µ)λmin

(
R−1

0 E2

)
(3.57)

=
µ

f1
+

1− µ

f2
. (3.58)

Therefore,

fE(µE1 + (1− µ)E2) =
1

λmin

(
R−1

0 (µE1 + (1− µ)E2)
)

≤ 1
µ
f1

+ 1−µ
f2

≤ µf1 + (1− µ)f2. (3.59)

In the above derivation, the last inequality follows from that

(µf1 + (1− µ)f2)

(
µ

f1
+

1− µ

f2

)
= µ2 + (1− µ)2 + µ(1− µ)

(
f1
f2

+
f2
f1

)
≥ µ2 + (1− µ)2 + 2µ(1− µ) = 1. (3.60)

�
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3.7 Appendix 3.B: Worst-case Conditions

Suppose (Q∗;R∗,E∗) is the saddle point solution under the discrete uncertainty (3.31),

where

R∗ =
∑

ν∗i hRih
H
Ri
,

E∗ =
∑

µ∗
jhEjh

H
Ej
.

Then the worst-case conditions (3.37) holds for every i, j such that both ν∗i , µ
∗
j > 0.

Proof :

Let {αi} denote the indexes of the non-zero elements of {ν∗i }, and let {βj} denote the

non-zero elements of
{
µ∗
j

}
. Let fαi,βj

denote

fαi,βj
=

1 + Tr
{
hRαi

hH
Rαi

Q∗
}

1 + Tr
{
hEβj

hH
Eβj

Q∗
} . (3.61)

First, the problem

max
Q≽0,

Tr(Q)≤P

min
hR∈{hRi}
hE∈

{
hEj

}
1 + Tr

{
hRh

H
RQ∗}

1 + Tr
{
hEhH

EQ∗
} (3.62)

has the optimal objective J∗ and the optimal solution Q∗. Consider the inner minimization

problem of (3.62), we have for any i, j,

fi,j =
1 + Tr

{
hRih

H
Ri
Q∗}

1 + Tr
{
hEjh

H
Ej
Q∗
} ≥ J∗. (3.63)

Second, for (αi, βj) we will narrow down (3.63) into fαi,βj
= J∗. Rewrite (3.61) into a

linear form

1 + Tr
{
hRαi

hH
Rαi

Q∗
}

= fαi,βj

(
1 + Tr

{
hEβj

hH
Eβj

Q∗
})

. (3.64)

Also rewrite f (Q∗;R∗,E∗) = J∗ into the linear form

1 + Tr

{∑
αi

ν∗αi
hRαi

hH
Rαi

Q∗

}

= J∗

1 + Tr

∑
βj

µ∗
βj
hEβj

hH
Eβj

Q∗


 . (3.65)
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For each pair of (αi, βj) multiplying (3.64) by ν∗αi
µ∗
βj
, and then adding up all the multi-

plied (3.64), we have

∑
αi

∑
βj

{
ν∗αi

µ∗
βj

(
1 + Tr

{
hRαi

hH
Rαi

Q∗
})}

(3.66)

=
∑
αi

∑
βj

{
ν∗αi

µ∗
βj
fαi,βj

(
1 + Tr

{
hEβj

hH
Eβj

Q∗
})}

=
∑
αi

∑
βj

{
ν∗αi

µ∗
βj
J∗
(
1 + Tr

{
hEβj

hH
Eβj

Q∗
})}

(3.67)

+
∑
αi

∑
βj

{
ν∗αi

µ∗
βj

(
fαi,βj

− J∗) (1 + Tr
{
hEβj

hH
Eβj

Q∗
})}

. (3.68)

By
∑

αi

∑
βj

ν∗αi
µ∗
βj

= 1,
∑

αi
ν∗αi

= 1 and
∑

βj
µ∗
βj

= 1, (3.66), (3.67)-(3.68) are simplified

into

1 + Tr

{(∑
αi

ν∗αi
hRαi

hH
Rαi

)
Q∗

}

= J∗

1 + Tr


∑

βj

µ∗
βj
hEβj

hH
Eβj

Q∗




+
∑
αi

∑
βj

{
ν∗αi

µ∗
βj

(
fαi,βj

− J∗) (1 + Tr
{
hEβj

hH
Eβj

Q∗
})}

. (3.69)

Comparing (3.69) with (3.65), fαi,βj
= J∗ is proved.

�
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(a) the proposed design

(b) the conventional design

Figure 3.4: Gray-scale image shows the SNR versus location. The transmit power is P =
20dB. (a) Our proposed transmit design. The receiver is assumed to be within the blue
circle of radius rR = 0.1 and center [1, 0] in Cartesian coordinates. The eavesdropper is
assumed to be within the yellow circle of radius rE = 0.1 and center [0.4, 0.7] in Cartesian
coordinates. The worst-case points are shown as the blue point and the yellow points. (b)
The conventional design assumes that the receiver and the eavesdropper to be precisely
located at the centers of the circles respectively.
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Figure 3.5: The secrecy capacity of the MISOSE secrecy channels versus the location un-
certainty radius r, when the transmit power is P = 20dB and P = 10dB. The locations of
the receiver and the eavesdropper are known imprecisely and are assumed to be within the
circles of radius r = rR = rE and centers [1, 0] and [0.4, 0.7].
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Figure 3.6: Gray-scale image shows the SNR versus location under our proposed transmit
design. The transmit power is P = 20dB. The multiple receivers are located in the blue
circles of radius rR = 1 and centered respectively at (d = 1, θ = −60◦), (1,−10◦) and (1, 40◦)
in polar coordinates. The multiple eavesdroppers are located in the yellow circles of radius
rE = 1 and centered respectively at (1,−40◦) and (1, 20◦). The worst-case points are shown
as the blue and the yellow points respectively.
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Chapter 4

JAMMING-AIDED MISOSE WIRETAP CHANNEL WITH
IMPERFECT CSI

In most existing works, the channel state information (CSI) is usually assumed to be

perfectly known or completely unknown. On the one hand, this assumption of perfectly

known channels does not hold in practice, because the non-cooperative eavesdropper will

try to passively listen. On the other hand, the assumption of completely unknown chan-

nel will result in isotropic artificial noise design that is inefficient in jamming a targeted

eavesdroppers. For these reasons, designing the transmit/jamming strategy under partial

CSI is important in practice. There are two types of assumptions of the channel uncertain-

ty: stochastic and deterministic uncertainties. Assuming the Guassian distribution of the

channels, the ergodic secrecy rate and the optimal transmit covariance for MISOSE wire-

tap channels has been studied in [31]. Assuming the small channel pertubations and the

pertubations’ distribution, the robust beamformer with artificial noise for MIMO wiretap

channels has been designed using perturbation analysis in [41]. A beamforming design for

fading wiretap channels is studxied in [15]. The assumption of deterministic uncertainty is

adopted by [35], where the wiretap channel under the deterministic uncertainty is named

compound wiretap channel. The deterministic uncertainty assumes that the channel state

belongs to a given uncertainty set that is known at the transmitter. The secrecy rate of the

compound wiretap channel is a worst-case secrecy rate that guarantees secure communica-

tion under any possible channel state in the uncertainty set.

We study the joint transmit/jamming design of a MISOSE channel with a friendly multi-

antenna jammer and a single-antenna eavesdropper. Assuming arbitrary uncertainty of both

the Rx and Ev channel states, we characterize the worst-case secrecy rate and propose to

solve the approximate SINR-ratio problem. The worst-case SINR-ratio problem, which

is a max-min optimization problem, is non-convex and generally difficult to solve. Two
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Transmitter (Tx) 

Receiver (Rx) 

Eavesdropper (Ev)

hs 

Jammer (Jm) 

gs 

hn 

gn 

Figure 4.1: The system model for the MISOSE secrecy channel with a multi-antenna trans-
mitter and a single-antenna receiver and eavesdropper.

solutions, a minimax solution and quasiconvex solution, are proposed. 1) Using a minimax

theorem, we show that the max-min problem is equivalent to a min-max problem, and the

two problem shares a saddle point solution. The min-max problem can be simplified further

to a single minimization problem, which seeks to find the worst-case performance under all

possible convex combination of the channel states. The minimax solution enables to ease

our analysis and provide some insights. 2) A quasiconvex solution that is easy to implement

but less insightful is provided.

4.1 System Model and Problem Formulation

Consider a wireless network model consisting of one transmitter (Tx), one jammer (Jm),

one legitimate receiver (Rx) and one eavesdropper (Ev), as shown in Fig. 4.1. The Tx and

the Jm are equipped with multiple antennas, while the Rx and the Ev have single antenna

each. While the Tx transmits a narrowband signal x with covariance QT = E
{
xxH

}
,

the Jm broadcasts an artificial noise n with covariance QJ = E
{
nnH

}
. The maximum

transmit powers at the Tx and the Jm are respectively PT and PJ , i.e. Tr(QT ) ≤ PT and

Tr(QJ) ≤ PJ . The channel from the Tx and the Jm to the Rx are denoted by rT and rJ ,

and those to the Ev are denoted by eT and eJ .

The received signal at the Rx is given by

rR = rHT x+ rHJ n+ nR, (4.1)
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and that at the Ev is given by

rE = eHT s+ eHJ n+ nE , (4.2)

where nR and nE are additive Gaussian noises with variance N0.

The secrecy rate Csec is equal to the maximum difference between the rates of the receiver

and the eavesdropper channels [67],

Csec = max
QT≽0,Tr(QT )≤PT

QJ≽0,Tr(QJ )≤PJ

 log (1 + SINRR)

− log (1 + SINRE)


= max

QT≽0,Tr(QT )≤PT

QJ≽0,Tr(QJ )≤PJ

 log
(
1 +

rHT QT rT
rHJ QJrJ+N0

)
− log

(
1 +

eHT QT eT
eHJ QJeJ+N0

)
 . (4.3)

Equation (4.3) characterizes the secrecy rate under the perfect CSI on (rT , rJ) and

(eT , eJ). However, the assumption of the perfect CSI is unrealistic. On the one hand, the

imperfect CSI of (rT , rJ) is due to estimation error at the Rx, the mobility of the Rx, and

quantization error and feedback delay when the Rx feedbacks to the Tx and the Jm. On

the other hand, in general it is difficult to obtain accurate (eT , eJ) from a non-cooperative

eavesdropper. Thus it is of significant interest to study the secrecy capacity under the

imperfect CSI’s.

The worst-case secrecy rate is defined as the secrecy rate that guarantees the eavesdrop-

per is unable to decode under any channel realization,

Csec = max
QT≽0,Tr(QT )≤PT

QJ≽0,Tr(QJ )≤PJ

min
(rT ,rJ )∈∆r

(eT ,eJ )∈∆e

log

(
1 + SINRR

1 + SINRE

)

= max
QT≽0,Tr(QT )≤PT

QJ≽0,Tr(QJ )≤PJ

min
(rT ,rJ )∈∆r

(eT ,eJ )∈∆e

log

1 +
rHT QT rT

rHJ QJrJ+N0

1 +
eHT QT eT

eHJ QJeJ+N0

 . (4.4)

In the sequel, we will consider problem (4.9) with discrete uncertainties,

∆r = {(ri,T , ri,J)}Ni=1 ,

∆e = {(ej,T , ej,J)}Mj=1 . (4.5)

The discrete uncertainty is the most general case of uncertainty, since all kinds of uncertainty

can be viewed as a set containing either finite or infinite numbers of discrete elements.
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Problem (4.4) can be rewritten in terms of channel covariances

Csec = max
QT≽0,Tr(QT )≤PT

QJ≽0,Tr(QJ )≤PJ

min
(RT ,RJ )∈Ωr

(ET ,EJ )∈Ωe

log

1 + Tr(RTQT )
Tr(RJQJ )+N0

1 + Tr(ETQT )
Tr(EJQJ )+N0

 . (4.6)

where the channel covariances are

RT = rT r
H
T ,RJ = rJr

H
J ,

ET = eTe
H
T ,EJ = eJe

H
J , (4.7)

and Ωr and Ωe denote the uncertainty sets of the channel covariances corresponding to ∆r

and ∆e.

Problem (4.6) is discussed on the following two cases that either Csec = 0 or Csec > 0.

(Case 1) The condition for Csec = 0 is that it is impossible to find QT and QJ such

that SINRR >SINRE . Under this condition, problem (4.6) has a trival optimal solution

that Q∗
T = 0 and Q∗

J = 0 and an optimal objective Csec = 0. This solution and objective

means that none secrecey can be guaranteed, and the best strategy is simply not to transmit

anything.

(Case 2) We are interested in the case that Csec > 0, or in other words, there exists QT

and QJ such that SINRR >SINRE . In this case, the optimal Q∗
T to (4.6) must have the

maximum power, i.e. Tr(Q∗
T ) = PT . This is because

f (α) =
1 + SINRR

1 + SINRE
=

1 + Tr(RT (αQT ))
Tr(RJQJ )+N0

1 + Tr(ET (αQT ))
Tr(EJQJ )+N0

(4.8)

is a increasing function when SINRR >SINRE .

A good approximate of (4.6) is to approximate 1+SINRR
1+SINRE

by SINRR
SINRE

. The resulting ap-

proximated SINR-ratio problem is

Ĉsec = max
QT≽0,Tr(QT )≤PT

QJ≽0,Tr(QJ )≤PJ

min
(rT ,rJ )∈∆r

(eT ,eJ )∈∆e

SINRR

SINRE

= max
QT ,QJ≽0,
Tr(QT )≤PT

Tr(QJ )≤PJ

min
(RT ,RJ )∈Ωr

(ET ,EJ )∈Ωe

Tr (RTQT )

Tr (ETQT )

Tr (EJQJ) +N0

Tr (RJQJ) +N0
. (4.9)

Since SINRR
SINRE

≥ 1+SINRR
1+SINRE

when SINRR ≥SINRE ≥ 0, Ĉsec (4.9) is an upper bound for Csec

(4.4).
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In the case of perfectly known channels, a jamming scheme commonly used is an artificial

noise orthogonal to the Rx channel rJ , or in other words zero-forcing to rJ , such as [18] and

[55]. The idea behind is to increase the jamming level seen by the Ev while the channel of

the Rx is not interfered. However, the zero-forcing beamforming methods may be infeasible

in the case of uncertain channels. Especially when the number of Rx’s channel states is

greater than that of the number of Jm’s antennas, it is impossible to find a nullspace that is

orthogonal to all the possible rJ . It should be noted that the worst-case secrecy rate (4.6)

and the approximate SINR ratio (4.9) problems do not constrain that the jamming noise

must be interference free to the Rx.

In the next section, we will analyze problem (4.9) under the minimax framework, which

helps to understand the problem and obtain some insights. After that, we will reformulate

problem (4.9) into a quasiconvex optimization problem.

4.2 Minimax Solution

This section is based on the following minimax theorem, which proves that the min-max

problem is equivalent to the max-min problem. We are going to use the theorem to trans-

fer the difficult problem (4.9) into its max-min counterpart, and by solving the max-min

counterpart we can solve problem (4.9).

4.2.1 Equivalence between the Max-min and the Min-max Problems

In order to apply Theorem 3.1 onto problem (4.9), we provide two lemmas to satisfy the

two conditions of Theorem 3.1.

Lemma 4.1:

The problem (4.9) under any Ωr and Ωe is the same as that under the convex hull

conv(Ωr) and conv(Ωe). That is to say,

max
QT ,QJ≽0,
Tr(QT )≤PT

Tr(QJ )≤PJ

min
(RT ,RJ )∈Ωr

(ET ,EJ )∈Ωe

Tr (RTQT )

Tr (ETQT )

Tr (EJQJ) +N0

Tr (RJQJ) +N0

= max
QT ,QJ≽0,
Tr(QT )≤PT

Tr(QJ )≤PJ

min
(RT ,RJ )∈conv(Ωr)
(ET ,EJ )∈conv(Ωe)

Tr (RTQT )

Tr (ETQT )

Tr (EJQJ) +N0

Tr (RJQJ) +N0
. (4.10)
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This equivalence is proved in Appendix 4.A.

Lemma 4.2:

The objective function in (4.9) is quasiconcave in either QT or QJ , and quasiconvex in

either (RT ,RJ) or (ET ,EJ).

Proof : The linear-fractional function

f(x) =
aTx+ b

cTx+ d
(4.11)

with domain domf = {x|cTx+ d > 0} is both quasiconvex and quasiconcave [4, Chap. 3].

The objective function in (4.9) can be expressed as a linear-fractional function of either

(RT ,RJ) or (ET ,EJ), thus the function is quasi-convex in either (RT ,RJ) or (ET ,EJ).

The function can be expressed as a linear-fractional function of either QT or QJ , thus the

function is quasi-concave in either QT or QJ . �

Using Lemma 4.1, problem (4.9) is first equivalent to problem (4.10). Then using Lemma

4.2 and Theorem 3.1, problem (4.10) is equivalent to the following max-min problem

min
(RT ,RJ )∈conv(Ωr)
(ET ,EJ )∈conv(Ωe)

max
QT ,QJ≽0,
Tr(QT )≤PT

Tr(QJ )≤PJ

Tr (RTQT )

Tr (ETQT )

Tr (EJQJ) +N0

Tr (RJQJ) +N0
. (4.12)

The min-max problem (4.9) and the max-min problem (4.12) shares the same solution which

is the saddle point of the objective function.

4.2.2 SINR-ratio Problem for Perfectly Known Channels

The inner maximization of (4.12) is the problem of maximizing the SINR ratio at given per-

fectly known channels. The inner maximization is two indepedent maximization problems,

that is to say,

max
QT ,QJ≽0,
Tr(QT )≤PT

Tr(QJ )≤PJ

Tr (RTQT )

Tr (ETQT )

Tr (EJQJ) +N0

Tr (RJQJ) +N0

=

 max
QT≽0,

Tr(QT )≤PT

Tr (RTQT )

Tr (ETQT )

 max
QJ≽0,

Tr(QJ )≤PJ

Tr (EJQJ) +N0

Tr (RJQJ) +N0

 . (4.13)
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The goal of QT is to maximize the ratio of the signal power at the Rx to that at the Ev,

and that of QJ is to maximize the ratio of the jamming-plus-noise level at the Ev to that

at the Rx. This is consistent with our intuition that the Tx will transmit along the Rx

channel while avoid leakage to the Ev channel, and the Jm will jam the Ev channel and

avoid interference onto the Rx channel.

Both problems of (4.13) are Rayleigh quotient problems and can be easily solved. The

first problem, the maximization of QT , has optimal objective λmax (RT ,ET ). The reason is

that assuming QT has decomposition that QT = qT1q
H
T1+ · · ·+ qTKqH

TK ,

Tr (RTQT )

Tr (ETQT )

=
qT1RTq

H
T1 + · · ·+ qTKRTq

H
TK

qT1ETqH
T1 + · · ·+ qTKETqH

TK

≤ max
qTi

qH
TiRTqTi

qH
TiETqTi

≤ λmax (RT ,ET ) . (4.14)

The second problem, the maximization of QJ has optimal objective that

max
QJ≽0,

Tr(QJ )≤PJ

Tr (EJQJ) +N0

Tr (RJQJ) +N0
(4.15)

=

 1 , if λmax (EJ ,RJ) < 1

λmax

(
I+ PJ

N0
EJ , I+

PJ
N0

RJ

)
, if λmax (EJ ,RJ) ≥ 1

. (4.16)

If λmax (EJ ,RJ) < 1, the optimal objective to (4.15) is 1 withQ∗
J = 0, because Tr(EJQJ) ≤Tr(RJQJ),

∀QJ . If λmax (EJ ,RJ) ≥ 1, the optimal Q∗
J must have the maximum power PJ since

g (α) =
Tr (EJ (αQ

∗
J)) +N0

Tr
(
RJ

(
αQ∗

J

))
+N0

(4.17)

is an increasing function when Tr(EJQ
∗
J) ≥Tr(RJQ

∗
J). Given that Tr(Q∗

J) = PJ , problem

(4.15) can be reformulated into

max
QJ≽0,

Tr(QJ )≤PJ

Tr (EJQJ) +N0

Tr (RJQJ) +N0
= max

QJ≽0,
Tr(QJ )≤PJ

Tr
((

I+ Pn
N0

EJ

)
QJ

)
Tr
((

I+ Pn
N0

RJ

)
QJ

) (4.18)

which is a Rayleigh quotient problem and has optimal objective λmax

(
I+ PJ

N0
EJ , I+

PJ
N0

RJ

)
.
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4.2.3 Reduction to a Single Minimization Problem

Problem (4.12) is reduced to, by solving the inner maximization,

min
(RT ,RJ )∈conv(Ωr)
(ET ,EJ )∈conv(Ωe)

λmax (RT ,ET )×

max
{
1, λmax

(
I+ PJ

N0
EJ , I+

PJ
N0

RJ

)} . (4.19)

Let (R∗
T ,R

∗
J) and (E∗

T ,E
∗
J) denote the optimal solution to (4.19). Depending on whether

λmax (E
∗
T ,E

∗
J) is greater or smaller than 1, (Case 2) in Section II can be divided into two

cases:

(Case 2-1) If λmax (E
∗
T ,E

∗
J) < 1, then the optimal Q∗

J = 0. It means under any non-

zero QJ the Jm will put less noise onto the worst-case Ev channel than to the worst-case Rx

channel, thus the best strategy for the Jm is merely not to transmit. The problem in this

case is degraded to transmit design without jamming for uncertain MISO channels which

is studied in our previous work [52].

(Case 2-2) If λmax (E
∗
T ,E

∗
J) ≥ 1, the Jm will transmit in full power to maximize the

SINR ratio. Problem (4.19) becomes

min
(RT ,RJ )∈conv(Ωr)
(ET ,EJ )∈conv(Ωe)

λmax (RT ,ET )× λmax

(
I+

PJ

N0
EJ , I+

PJ

N0
RJ

)
. (4.20)

Jm is beneficial to increasing the SINR ratio, if Jm can exert more jamming noise onto the

worst-case Ev channel than onto the worst-case Rx channel.

4.2.4 Relation between the Worst-case and Average Design

Assuming the discrete uncertainty (4.5), averaging weights {ν1, · · · , νN |0 ≤ νi ≤ 1,
∑

νi = 1}

associated with Rx’s states, and weights {µ1, · · · , µM |0 ≤ µj ≤ 1,
∑

µj = 1} associated with

Ev’s states. These weights can also be viewed as probabilities at the random states.

The weighted average of the signal level at the Rx is given by

ŜR =
∑

νi
(
rHi,TQT ri,T

)
= Tr

((∑
νiRi,T

)
QT

)
, (4.21)

and the weighted average of the jamming noise level at the Rx is

N̂R =
∑

νi
(
rHi,JQJri,J

)
= Tr

((∑
νiRi,J

)
QJ

)
, (4.22)
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where RiT ,RiJ are the corresponding channel covariances at different states. Those at the

Ev is given by

ŜE =
∑

µj

(
eHj,TQTej,T

)
= Tr

((∑
µjEj,T

)
QT

)
, (4.23)

and

N̂E =
∑

µj

(
eHj,JQJej,J

)
= Tr

((∑
µjEj,J

)
QJ

)
. (4.24)

The average design aims to solve the problem of maximizing the average SINR ratio,

max
QT ,QJ≽0,
Tr(QT )≤PT

Tr(QJ )≤PJ

ŜR/
(
N̂R +N0

)
ŜE/

(
N̂E +N0

)
= max

QT ,QJ≽0,
Tr(QT )≤PT

Tr(QJ )≤PJ

Tr ((
∑

νiRi,T )QT )

Tr ((
∑

µjEj,T )QT )

Tr ((
∑

µjEj,J)QJ) +N0

Tr ((
∑

νiRi,J)QJ) +N0

= λmax

(
R̂T , ÊT

)
× λmax

(
I+

PJ

N0
ÊJ , I+

PJ

N0
R̂J

)
, (4.25)

where the average channel covariances are

R̂T =
∑

νiRiT , R̂J =
∑

νiRi,J , (4.26)

ÊT =
∑

µjEjT , ÊJ =
∑

µjEj,J . (4.27)

Given the discrete uncertainty (4.5), the worst-case design (4.20) can be written into

min
0≤νi≤1,

∑
νi=1,

0≤µj≤1,
∑

µj=1

λmax

(
R̂T , ÊT

)
× λmax

(
I+

PJ

N0
ÊJ , I+

PJ

N0
R̂J

)
. (4.28)

Comparing (4.28) with (4.25), it can be concluded that the worst-case design (4.28) is

a special case of the average design (4.25). Moreover, the worst-case design has the lowest

objective among all average designs.

4.3 Quasiconvex Optimization Formulation

Although problem (4.9) has been reduced to a simple minimization problem (4.20) (or

(4.28) given discrete uncertainties), it is not straightforward that whether problem (4.20)
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can be written into a convex optimization form. Alternatively, we propose a quasiconvex

optimization formulation for

max
QT ,QJ≽0,

min
(RT ,RJ )∈Ωr

(ET ,EJ )∈Ωe

Tr (RTQT )

Tr (ETQT )

Tr
((

I+ PJ
N0

EJ

)
QJ

)
Tr
((

I+ PJ
N0

RJ

)
QJ

) . (4.29)

Problem (4.29) is a simplified form of (4.9) under (Case 2-2).

First, problem (4.29) can be rewritten into a constrained maximization problem:

max
t,QT ,QJ

t

s.t. QT ≽ 0, QJ ≽ 0, (4.30) min
(RT ,RJ )∈Ωr

Tr (RTQT )

Tr
((

I+ PJ
N0

RJ

)
QJ

)
×

 min
(ET ,EJ )∈Ωe

Tr
((

I+ PJ
N0

EJ

)
QJ

)
Tr (ETQT )

 = t.

Next, notice that (4.29) is independent to Tr(QT ) and Tr(QJ). If Q∗
T ,Q

∗
J are an opti-

mal solution to (4.29), then αQ∗
T ,βQ

∗
J is also an optimal solution where α, β are positive

constants. Following this reason, without changing the essence of problem (4.30), the last

constraint of (4.30) can be replaced by
min

(RT ,RJ )∈Ωr

Tr (RTQT )

Tr
((

I+ PJ
N0

RJ

)
QJ

) = t

min
(ET ,EJ )∈Ωe

Tr
((

I+ PJ
N0

EJ

)
QJ

)
Tr (ETQT )

= 1

. (4.31)

Moreover, the above two equality constraints can be relaxed to inequality constraints

and problem (4.30) is equivalent to

max
t,QT ,QJ

t

s.t. QT ≽ 0, QJ ≽ 0, (4.32)

min
(RT ,RJ )∈Ωr

Tr (RTQT )

Tr
((

I+ PJ
N0

RJ

)
QJ

) ≥ t,

min
(ET ,EJ )∈Ωe

Tr
((

I+ PJ
N0

EJ

)
QJ

)
Tr (ETQT )

≥ 1.
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The only difference between (4.32) and (4.30) is that Q∗
T ,Q

∗
J optimal to (4.32) is a scaled

version of Q∗
T ,Q

∗
J optimal to (4.30).

Finally, (4.32) can be rewritten into a quasiconvex optimization form

max
t,QT ,QJ

t

s.t. QT ≽ 0, QJ ≽ 0, (4.33)

Tr (RTQT ) ≥ t× Tr

((
I+

PJ

N0
RJ

)
QJ

)
, ∀ (RT ,RJ) ∈ Ωr,

Tr

((
I+

PJ

N0
EJ

)
QJ

)
≥ Tr (ETQT ) , ∀ (ET ,EJ) ∈ Ωe.

Problem (4.33) can be solved by solving a sequence of feasibility problems as the following

bisection method shows.

Bisection method for solving (4.33)

1: Given a lower bound l and an upper bound u, such that the interval [l, u] is guaranteed

to contain the optimal objective J∗.

2: Let t = l+u
2 . Solve the feasibility problem: finding QT and QJ such that the constraints

in (4.33) are satisfied.

If a feasible solution can be found, then l←t, else u←t.

3: Repeat step 2 until the bounding interval [l, u] is small enough.

Note that Q∗
T to (4.6) has the maximum power referring to (Case 2), and Q∗

J to (4.6)

has the maximum power referring to (Case 2-2). Thus after obtainingQ′∗
T ,Q

′∗
J to (4.33), we

scale the power of αQ′∗
T , βQ

′∗
J to their full powers and use the scaled solution (αQ′∗

T , βQ
′∗
J )

as the approximate solution to (4.4).

4.4 Numerical Results

We present numerical examples to demonstrate the effectiveness of the proposed cooperative

jamming in combating location uncertainties of the Rx and jamming the Ev’s at multiple

locations.

In the first example, a multiple-antenna transmitter wants to transmit towards a certain

range of desired directions where the Rx might be located, and to jam the other insecure
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directions where the Ev might be. The locations of the Rx and the Ev are as follows. The

distance of the Rx and the Ev are assumed to be dR = 1 and dE = 1. The desired direction

range is θR ∈ [−5◦, 5◦], and the insecure directions is θE ∈ [−90◦,−15◦] ∪ [15◦, 90◦]. The

discretized samples in place of the continuous direction range, shown in Fig. 4.2, are used

to generate the channel uncertainty.

The transmitter is equipped with L = 6 linear antenna elements spaced half wavelength

apart, and has a maximum power P = 20dB×N0. The antenna elements are assumed to be

omni-isotropic and have unit gains. The signals arrived at the Rx and the Ev are modeled

as far-field signals, so that the channel at location (d, θ) can expressed as

h (d, θ) =
1

dα/2

[
1, e−jπ sin(θ), e−j2π sin(θ), · · · , e−j(L−1)π sin(θ)

]T
, (4.34)

where d is the distance, α = 2 is the path loss exponent, and angle θ is the direction.

The discrete samples of Rx’s and Ev’s locations along with (4.2) are used to generate the

uncertainty sets of the channels.

In Fig. 4.2(a), the transmitter plays the roles of both the Tx and the Jm in Fig. 4.1

by transmitting the message signal and the superposing jamming noise. The total power

is P = 20dB×N0, which is allocated into the signal power PT = 30N0 and the jamming

power PJ = 70N0. Fig. 4.2(a) plots the SINR in gray scale as well as beampatterns

of the message signal and the jamming noise, that is, BPT (θ) = hH (1, θ)QTh (1, θ) and

BPJ(θ) = hH (1, θ)QJh (1, θ). The main beam of the message signal points to the Rx’s

direction range. Four side lobes inevitably exists due to the geometry of the linear array.

These side lobes are protected by the jamming noise, whose beams point to the side lobes’

direction and avoid the Rx’s direction range. The overall result of this cooperative jamming

design is that SINRR ≥ 24.5dB and SINRE ≤ −2.6dB. The worst-case secrecy rate under

this cooperative design is Csec = 7.52bps/Hz.

To compare the performance with or without cooperative jamming, Fig. 4.2(b) is the

optimal transmit design without jamming to maximize the worst-case rate. The total trans-

mit powers with or without jamming are the same 20dB×N0 for a fair comparison. Without

jamming, the transmitter sends only the message signal which steers towards the Rx’s di-

rection and simultaneously nulls the direction of the eavesdropper. The optimal transmit
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design maximizes the worst-case secrecy rate

max
QT≽0

Tr(QT )≤PT

min
rT∈∆r
eT∈∆e

log

(
1 + SNRR

1 + SNRE

)

= max
QT≽0

Tr(QT )≤PT

min
rT∈∆r
eT∈∆e

log

1 +
rHT QT rT

N0

1 +
eHT QT eT

N0

 . (4.35)

This non-jamming design is effective when the direction range of the Ev is small. For the

large direction range of the Ev here, as in the case of Fig. 4.2, the non-jammingx design is

not as effective. The side lobes of the message signal exists inevitably and are unprotected,

as shown in Fig. 4.2(b). The worst-case SNR’s are SINRR ≥ 26.7dB and SINRE ≤ 15.3dB.

The worst-case secrecy rate under this non-jamming design is 3.74bps/Hz.

In the second example, the goal is to transmit the signal to a certain region and nulls

the other insecure locations where the Ev might be. A corresponding battlefield scenario is

that a commanding unit and some jamming helpers all equipped with multi antennas wants

to transmit to mobile soldiers that are only able to carry small-sized single antenna and

are located within a certain region. Meanwhile, the signal leaking to the insecure locations

should be protected by the jamming noise. Fig. 4.3 shows a such scenario where a Tx and

two Jm’s each with 4-antenna linear array are at coordinate (0, 0), (−1.2, 1.5) and (1.2, 1.5),

respectively. The total power for the three units is 25dB×N0 = 316N0, which consists of

Ps = 116N0 at the Tx and Pn = 200N0 together at the two Jm’s. In Fig. 4.3, the Tx steers

its main beam to the Rx’s region. The message signal level at the bottom region is higher

than that at the Rx’s region, because the bottom region is closer to the Tx. Cooperatively,

the Jm are able to deploy a lobe of large jamming power towards the bottom region to

make small the SINR at the bottom. The Jm also have two lobes of small power to jam

the upper region where the signal level is low. The SINR result is that SINRR ≥ 19.8dB

and SINRE ≤ 6.7dB. The worst-case secrecy rate under the jamming design is 4.08bps/Hz.

Note that using only the Tx and without the Jm’s at other locations, even if the Tx can

transmit message signal and overlapping jamming noise at the same time as in our first

example, the worst-case secrecy rate will be zero, because the Tx alone can not prevent the

bottom region from having higher SINR than the Rx’s region.
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4.5 Conclusion

We study the worst-case secrecy rate of MISOSE wiretap channels. We propose to solve the

joint optimization of transmit and jamming design for the approximate worst-case SINR-

ratio problem. A minimax solution is shown to exist for the problem, based on which some

insightful results of the optimal transmit and jamming covariances are obtained. We also

show that the worst-case design can be viewed as a special case of the average design, and

is in fact the worst case of the average design. A quasi-convex optimization algorithm that

is tractable and efficient is provided for solving the worst-case SINR-ratio problem. In the

first numerical example, we demonstrate that a linear array successfully transmits towards a

certain direction range and jams the other directions simultaneously. In the second example,

three arrays cooperate to transmit to a certain location and jam the other locations.

4.6 Appendix 4.A: Equivalent between Max-min and Min-Max Problems

Lemma 4.2:

min
(RT ,RJ )∈Ωr

(ET ,EJ )∈Ωe

Tr (RTQT )

Tr (ETQT )

Tr (EJQJ) +N0

Tr (RJQJ) +N0

= min
(RT ,RJ )∈conv(Ωr)
(ET ,EJ )∈conv(Ωe)

Tr (RTQT )

Tr (ETQT )

Tr (EJQJ) +N0

Tr (RJQJ) +N0
, ∀QT ,QJ . (4.36)

Proof :

On the one hand, since Ωr ⊆conv(Ωr) and Ωe ⊆conv(Ωe), the left-hand-side of (4.36)

will be greater than the right-hand-side of (4.36).

On the other hand, ∀ (R0,T ,R0,J) ∈conv(Ωr), there must exist a (RT ,RJ) ∈ Ωr such

that
Tr(Ri,TQT )

Tr(Ri,JQJ)+N0
≤ Tr(R0,TQT )

Tr(R0,JQJ)+N0
. The reason is as follows. Suppose (R0,T ,R0,J) can be

decomposed as a convex combination of {(Ri,T ,Ri,J)}Ni=1 ⊆ Ωr with the coefficients {νi}Ni=1:

 R0,T =
∑

νiRi,T

R0,J =
∑

νiRi,J

 . (4.37)
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Suppose
Tr(R0,TQT )

Tr(R0,JQJ)+N0
= K, and substituting the above into

Tr(R0,TQT )−K (Tr (R0,JQJ) +N0) = 0 yields

∑
i

[Tr (Ri,TQT )−K (Tr (Ri,JQJ) +N0)] = 0. (4.38)

By the above equality, there must exist at least one i such that

Tr (Ri,TQT )−K (Tr (Ri,JQJ) +N0) ≤ 0, (4.39)

and thus

∀ (R0,T ,R0,J) ∈ conv (Ωr) , and ∀QT∀QJ ,

∃ (Ri,T ,Ri,J) ∈ Ωr such that

Tr (Ri,TQT )

Tr (Ri,JQJ) +N0
≤

Tr (R0,TQT )

Tr (R0,JQJ) +N0
. (4.40)

For the similar reason,

∀ (E0,T ,E0,J) ∈ conv (Ωe) , and ∀QT∀QJ ,

∃ (Ej,T ,Ej,J) ∈ Ωe such that

Tr (Ej,JQJ) +N0

Tr (Ej,TQT )
≤

Tr (E0,JQJ) +N0

Tr (E0,TQT )
. (4.41)

From (4.40) and (4.41), we can conclude the left-hand-side of (4.36) will be smaller than

the right-hand-side of (4.36).

Therefore, the left-hand-side of (4.36) will be equal to the right-hand-side of (4.36). �



70

(a) the cooperative jamming scheme

(b) without artificial noise

Figure 4.2: Gray-scale images show the SINR at different locations yielded by a 6-antenna
transmitter, under a) the proposed cooperative jamming scheme and b) without jamming
noise. The transmit power for the both cases is 20dB. The Rx is assumed to be located at
distance dR = 1 and direction θR ∈ [−5◦, 5◦], and its location samples are plotted as “o”.
The Ev is assumed to be at distance dE = 1 and direction θE ∈ [−90◦,−15◦] ∪ [15◦, 90◦],
and its location samples are plotted as “+”. In (a), the beampattern of the message signal
is plotted as the bright curve, while that of the jamming signal the dark curve. In (b), the
beampattern of the message signal is plotted as the dark curve.
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Figure 4.3: Gray-scale image shows the SINR at different locations yielded by the joint
efforts of one Tx and two Jm’s. The Rx is assumed to be in the center region marked by
“o”, and the Ev may be at the rest region marked by “+”. The beampattern of the Tx is
plotted as the bright curve, while that of the Jm the dark curve.
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Chapter 5

DISTRIBUTED JAMMING FOR SECURE COMMUNICATION
NETWORKS

5.1 Motivation

Recently, secure wireless communications at the physical layer is intriguing renewed inter-

ests among research area. Many research areas have been gaining renewed interests by

their applications on the physical layer secrecy. Geol and Negi [18] proposed artificial noise

enhancement to improve security. The secrecy of communication between the legitimate

transmitter-receiver pair is improved by having external helpers simultaneously send inde-

pendent signals to confuse the eavesdropper. Haenggi [20] and Pinto et al. [45] study the

in-degree and out-degree distributions under the security constraints. The independence of

fading channels is exploited to generate noise to suppress eavesdroppers’ channels taking

advantage of cooperative schemes [44]. It is shown in [3] that theoretic information secrecy

can be achieved by fading alone if channel state information (CSI) is available.

Many research focuses on distinctive techniques to enhance the security of a single link.

Security is more expensive and difficult to achieve in large distributed networks, unlike

point-to-point communications. A few work has been carried out to study secrecy impacts

on network performance, especially in large scale wireless networks. Vasudevan et al. [62]

study the secrecy capacity issue in a large-scale network. The impact of secrecy guard

zone or mobility on capacity is investigated by Koyluoglu et al. [27], Zhou et al. [70] and

reference within. All these works are based on the assumption of either the known CSI

information or some pre-known location information of eavesdroppers which can be used

by transmitters to differentiate receivers’ channels from eavesdroppers’. However, since in

real-world scenarios it is difficult to obtain such information, it is of significant interest

to study secrecy improvement, if both the CSI and location information are unknown to

legitimate nodes.
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We study networks having both legitimate and eavesdropper nodes whose locations fol-

low independent homogeneous Poisson point processes (PPPs). The locations and CSI of

eavesdropper are assumed completely unknown, and jammers’ location are also unknown

since we assume they operate in a fairly decentralized manner. We propose a transmis-

sion/jamming protocol modified from the RTS/CTS protocol. During packet transmission,

the nearby jammers within a certain range of the receiver will broadcast artificial noise that

only harms eavesdroppers’ received signal. The performance of the network is assess by a

MAC-level metric called secure throughput. A closed-form expression of the secure through-

put is derived and to allow us to numerically optimize the design parameters. Note that

the major difference between our work and the related works such as [63] and [71], is the

effective usage of multi-antenna systems. The additional degree of freedom of multi-antenna

systems is used to degrade eavesdropping ability without harming the legitimate receiver.

5.2 System Models and Jamming Protocol

Consider an ad hoc network of both legitimate and eavesdropper nodes over a large two-

dimensional area. We model the locations of all legitimate Tx and jammers as a homo-

geneous PPP with density λt and λj , respectively. This assumption of Poisson spatial

distribution is suitable for nodes having substantial mobility. Each Tx has an intended re-

ceiver at a distance dtr in a random direction. In addition, the locations of the Eves are also

drawn according to another homogeneous PPP with density λe. Furthermore, we assume

that the Eves do not collude and, hence, must decode the messages individually.

We assume that Tx, Rx and jammers are drawn from the pool of legitimate nodes and

are equipped with Nl antennas. Eves are equipped with Ne antennas. A single stream of

data is transmitted by each Tx, and let cti and si denote the beamforming vector and the

scalar signal from the i-th Tx. At the same time of transmission, each jammer broadcasts

a single stream of artificial noise, and let cj and zj denote the beamforming vector and the

artificial noise from the j-th jammer. The signal received at the legitimate receiver and the
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Table 5.1: A jamming protocol based on RTS/CTS

Operation at communicating nodes

1) A Tx sends a RTS requesting transmission to a Rx. If available for communica-

tion, the Rx replies with a CTS.

2) After successful RTS/CTS, the channel estimation is performed either at the Tx

or Rx, and this information is feedback to the other end. The channel information

is used to determine the Tx and Rx beamformers.

3) The Rx then broadcasts a packet using the receive beamformer determined in

Step 2, for surrounding jammers to estimate the channel and choose their artificial

noise orthogonal to the receiver.

4) The transmitter sends a data packet.

5) If successfully received, the receiver sends back an ACK to the transmitter.

Operation at jammers

1) Upon reception of a RTS or CTS, the jammer is aware of the intent of transmis-

sion.

2) A jammer, if inside the guard zone of the Rx, estimates the Rx’s channel.

3) Start jamming after either the notifying packet from the receiver is fully decoded

or detected. If channel information can be estimated, the jammer will chose

artificial noise orthogonal to the channel. Else if the jammer has no channel

information, the jammer randomly broadcast artificial noise.

3) Stop jamming after a packet transmission duration.
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k-th eavesdropper are modeled as, respectively,

yR = d
−α/2
t0r

Ht0r · ct0s0 +
∑
i ̸=0

d
−α/2
tir

Htir · ctisi

+
∑
j

d
−α/2
jr Hjr · cjzj + nr,

yEk
= d

−α/2
t0k

Ht0k · ct0s0 +
∑
i̸=0

d
−α/2
tik

Htik · ctisi

+
∑
j

d
−α/2
jk Hjk · cjzj + nk, (5.1)

where subscripts {t0, t1, · · · }, r, {j = 1, 2, · · · } and {k = 1, 2, · · · } represent the Tx’s, Rx,

jammers and eavesdroppers, respectively. To include geometric information, scaling com-

ponents d−α/2 is used to model the pathloss effect, where d denotes distance and α > 2

the pathloss exponent. We also assume the fading channel matrices H is independent of

each other. Assuming Rayleigh fading environment, the elements of H is an independen-

t zero-mean complex Gaussian random variable. The noise received by the receiver and

eavesdroppers nr and nk, k = 1, · · · ,m are complex Gaussian vector with variance σ2
rI and

σ2
eI, respectively.

During the CTS phase, the Rx will reply with pilot symbols for channel estimation

at the surrounding jammers. We assume that the jammers within a guard zone (a circular

region Bb of radius b) around the receiver can successfully decode pilot symbols and perform

channel estimation. The size of the circle Bb is determined by the signal strength of the

CTS packet. After estimating the channel information, the surrounding jammers can choose

their artificial noise to be zero-forcing to the Rx’s. In other words, the receiver are only

affected by the artificial noise from the jammer outside Bb. If a jammer is in multiple Rx’s

guard zone, we assume that a jammer has enough number of antennas to be zero-forcing

to all the Rx’s channel. Let wR and wEk
denote the receive beamformer at the receiver

and eavesdropper respectively. After applying the above assignments of the zero-forcing
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jamming noise, (5.1) can be rewritten as

yR = wH
R

 d
−α/2
t0r

ht0rs0 +
∑

i ̸=0 d
−α/2
tir

htirsi

+
∑

j /∈Bb
d
−α/2
jr hjrzj + nr

 ,

yEk
= wH

Ek

 d
−α/2
t0k

ht0ks0 +
∑

i ̸=0 d
−α/2
tik

htiksi

+
∑

j d
−α/2
jk hjkzj + nk

 . (5.2)

The effective MISO channels are ht0r = Ht0r · ct0and so on. The effective channels ht0r

etc. are still Gaussian random vectors, because a linear combination of rows of H is still

Gaussian.

Assuming the receiver and the eavesdroppers use optimum combining (in other words,

MMSE) to maximize their received SINR, the resulting SINRs can be expressed as the

following well-known form

SINRR = d−α
t0r

Pt · hH
t0r

 Pt
∑

i̸=0 d
−α
tir

htirh
H
tir+

Pj
∑

j /∈Bb
d−α
jr hjrh

H
jr + σ2

rI

−1

ht0r,

SINREk
= d

−α/2
t0k

Pt · hH
t0k

 Pt
∑

i̸=0 d
−α
tik

htikh
H
tik

+

Pj
∑

j d
−α
jk hjkh

H
jk + σ2

eI

−1

ht0k. (5.3)

We will consider interference limited scenario where interference dominantes the SINR out-

ages, so σ2
rI and σ2

eI are omitted in the above expressions.

5.3 Secure Throughput and Main Results

One of the link-level performance metrics of secure communications is secrecy capacity. The

secrecy capacity of a wireless link is the maximum transmission rate at which the source can

communicate with the receiver without the eavesdropper being able to acquire any infor-

mation. For practical scenarios, the recent work [62] defines per-node secure throughput as

a measure of secrecy that relies on simple link-layer parameters, much like the throughput

of a link (defined as the probability of successful transmission) is a link-layer alternative to

the channel capacity (defined as the maximum achievable rate). A successful secure trans-

mission is the event that the transmitted message is successfully received by the legitimate

Rx, and unsuccessfully received by every Eves. This definition leads to the network-level
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secure throughput which is the successful secure transmission that happens in a unit area,

Secure Throughput T

= λt · Pr {Rx can decode} · Pr {all Eves cannot decode}

= λt · Pr {SINRR > v| dt0r} · Pr

{∪
k

{SINREk
< v}

}
.

Here we only consider a fixed Tx-Rx distance dt0r. Extension to the case of random dt0r

can be made by taking expectation of the above equation, if dt0r is assumed to a random

variable.

In the following, we derive the successful transmission probability and outage probability

for all Eves.

5.3.1 Successful transmission probability

Given the jamming protocol shown in Table I, a Rx will be interfered by other Tx’s and

jammers outside of the guard zone. The other interfering Tx’s forms a PPP on the infinite

2-dim plane with the same density λt, conditional on the fixed location of the intended Tx.

The jammer outside of the guard zone forms another PPP with density λj on the region

R2/Bb. Following the SINR outage of a MMSE receiver under multiple interfering PPPs

given in the next chapter, the successful transmission of a MMSE Rx is expressed as

Pr {SINRR > v| dt0r}

=

Nl−1∑
i=0

(
ΩTx +ΩJam + σ2v

)
i!

i

· exp
(
−ΩTx − ΩJam − σ2v

)
(5.4)

=

Nl−1∑
i=0

(
λt∆d2t0rv

2/α + λj∆
′
(
dαt0r

Pj

Pt
v
)2/α

+ σ2v

)
i!

i

·

× exp

(
−λt∆d2t0rv

2/α − λj∆
′
(
dαt0r

Pj

Pt
v

)2/α

− σ2v

)
(5.5)

The other parameters are transmitter density λt, jammer density λj , transmit power Pt,

jamming power λt, and eavesdropper antenna number Ne. The effective interference from

the PPP of interfering Tx’s is



78

ΩTx = λt

(
d2t0rv

2/α
)
∆, (5.6)

where ∆ =
2π

α
Γ

(
2

α

)
Γ

(
1− 2

α

)
, (5.7)

and the effective interference from the PPP of jammers outside the guard zone is

ΩJam = λi

∫∫
R2/Bb

|X|−α
(
dαt0r

Pj

Pt
v
)

1 + |X|−α
(
dαt0r

Pj

Pt
v
)dX

= λ

(
dαt0r

Pj

Pt
v

)2/α

· 2π
α
B


(
dαt0r

Pj

Pt
v
)
b−α

1 +
(
dαt0r

Pj

Pt
v
)
b−α

; 1− 2

α
,
2

α

 (5.8)

= λ

(
dαt0r

Pj

Pt
v

)2/α

∆′, (5.9)

where ∆′ =
2π

α
B


(
dαt0r

Pj

Pt
v
)
b−α

1 +
(
dαt0r

Pj

Pt
v
)
b−α

∣∣∣∣∣∣ 1− 2

α
,
2

α

 . (5.10)

where b denotes radius of the guard zone, and B (x| z, w) denotes incomplete Beta function

with parameters (z, w).

5.3.2 Outage probability for all Eves

Next we derive outage probability of one Eve at fixed distance dt0k away from the Tx and

that of all Eves on the infinite plane. A Eve will be interfered by other Tx’s and jammers

on the whole plane. The SINR outage of a MMSE Eve at distance dt0k is expressed as

Pr {SINREk
< v| dt0k}

= 1−
Ne−1∑
i=0

(
λt∆d2t0kv

2/α + λj∆
(
d
2/α
t0k

Pj

Pt
v
)2/α

+ σ2v

)i

i!
·

× exp

(
−λt∆d2t0kv

2/α − λj∆

(
d
2/α
t0k

Pj

Pt
v

)2/α

− σ2v

)
, (5.11)

where λt∆d2t0kv
2/α represents the effective interference from other unwanted Tx’s and λj∆

(
d
2/α
t0k

Pj

Pt
v
)2/α

the interference from jammers. To ensure that none Eve on the 2-dim infinite plane can
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decode the transmitted message, we consider Poisson distributed Eves on the entire plane

and find the outage probability of all Eves:

Pr

{∪
k

{SINREk
< v}

}

= exp

− πλeNe

∆

(
λt + λj

(
Pj

Pt

)2/α)
v2/α

 , (5.12)

where λe denotes eavesdropper density. The detailed derivation from (5.11) to (5.12) can

be found in Appendix 5.A.

5.4 Numerical Results

A number of numerical results are plotted below to illustrate the impact of Tx/Rx, jammer

and eavesdropper densities, as well as that of the zero-forcing range (guard zone) on the

secure throughput.

Fig. 5.1 shows how the secure throughput varies as Tx/Rx pairs density λt increases.

The effect of λt on the secure throughput is similar to the conventional throughput without

secure consideration [64]. When λt is small, the throughput is limited by the number of

transmission happens per unit area. When λt is large, the throughput is limited by the

excessive interference caused by other Tx’s.

In Fig. 5.2 the effect of jammers density λj is plotted. When λj is small, the secure

throughput increase as λj increases. This is because that the increasing jamming noise helps

block eavesdropping. When λj is large, too much jamming noise decreases the successful

transmission probability of the legitimate nodes so the throughput also decreases.

The effect of Eves density λe is shown in Fig. 5.3. It is straightforward that the secure

throughput drops as λe increases.

Finally, the effect of the guard zone can be seen in the figures. The guard zone plays

an important role in the performance, because the total interference to a Rx is dominated

by a few nearest interferers. However the size of the guard zone is limited by the power of

channel estimation packet, and only nearby jammers are able to estimate channel. The size

is also limited by the number of antennas of jammers, because a jammer inside in multiple
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Rxs’ guard zone might not have enough degree of freedoms for the artificial noise to be

zero-forcing to all Rx’s.

A number of numerical results are also plotted below to illustrate the impact of trans-

mitter, jammer and eavesdropper densities, as well as that of the zero-forcing range on the

secure throughput.
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Figure 5.1: The secure throughput versus density of legitimate transmitters λt. The other
network parameters are densities λj = 1m−2, λe = 0.2m−2, transmit power Pt = Pj = 1,
and number of antennas Nl = Ne = 2.

5.5 Conclusion

We have studied secure communication networks where both the locations and the channels

of eavesdroppers are unknown. We proposed a distributed jamming protocol for secure

communication, in which jammers inside a Rx’s guard zone will broadcast artificial noise

that only harms eavesdroppers. Under the assumption of Poisson spatial distributions, we

have derived the successful transmission probability of a MMSE Rx and outage probability of

all Poisson distributed eavesdroppers. A secure throughput is defined as secure transmission
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Figure 5.2: The secure throughput versus density of jammers λj . The other network pa-
rameters are densities λt = 0.1m−2, λe = 0.2m−2, transmit power Pt = Pj = 1, and number
of antennas Nl = Ne = 2.

happening per unit area, and is expressed in closed form in terms of parameters such as

densities, transmit power, jamming power etc. Numerical results show the effect of densities

and guard zones on the secure throughput. Insights for network design can be obtained from

the closed-form expression or the numerical results.

5.6 Appendix 5.A: Derivation of outage probability of all Eves

Considering a Tx located at the center of a circular area of radius r, the number of Eves in

the area is a Poisson random variable:

Pr [Me = m] =

(
λeπr

2
)m

m!
exp

(
−λeπr

2
)

(5.13)

The SINR outage of one Eve at a distance dtok away from the Tx is given by (5.3). Next

we derive the outage probability of all SINRs of all the Eves.

The outage probability of all the Eves is



82

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
0.01

0.02

0.03

0.04

0.05

0.06

0.07

0.08

0.09

0.1

eavesdropper density λe

se
cu

re
 th

ro
ug

hp
ut

 p
er

 a
re

a jammer zero−forcing zone b=0.5
jammer zero−forcing zone b=1
jammer zero−forcing zone b=2
jammer zero−forcing zone b=0

Figure 5.3: The secure throughput versus density of eavesdroppers λe. The other network
parameters are densities λt = 0.1m−2, λj = 1m−2, transmit power Pt = Pj = 1, and number
of antennas Nl = Ne = 2.

Pr

[∪
k

{SINREk
< v}

]

=
∞∑
k=0

Pr [Me = m] ·
{
Edt0k

[Pr {SINREk
< v| dt0k}]

}m

where the above equation follows from that each Eve is distributed indepedently given the

total number of Eves. Each Eve is independently in the 2-dim circular area, and thus

their squared distances obey uniform distribution: d2t0k ∼ U
[
0, r2

]
. The expected outage

probability of one Eve is
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Edt0k
[Pr {SINREk

< v| dt0k}]

=

∫ r2

0
Pr {SINREk

< v| dt0k} f
(
d2t0k = t2

)
dt

=

∫ r2

0
Pr {SINREk

< v| t} 1

t2
dt

= 1− 1

r2
Ne(

λt + λj

(
Pj

Pt

)2/α)
∆v2/α

+ o

(
1

r2

)
. (5.14)

Therefore, all Eves in an infinite 2-dim plane are in SINR outage with probability

Pr

[∪
k

{SINREk
< v}

]

=
∞∑
k=0

(
λeπr

2
)m

m!
exp

(
−λeπr

2
)

·

1− 1

r2
Ne(

λt + λj

(
Pj

Pt

)2/α)
∆v2/α

+ o

(
1

r2

)
m

→ exp

− λeπNe(
λt + λj

(
Pj

Pt

)2/α)
∆v2/α

 , as r →∞. (5.15)
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Chapter 6

PERFORMANCE ANALYSIS OF MMSE RECEIVERS IN LARGE
NETWORKS

In distributed multiple access networks, such as ad hoc networks, the mutual interference

between nodes poses a fundamental limit on the throughput of peer-to-peer communication.

Antenna arrays is a promising technique to improve the performance of wireless networks by

increasing robustness through diversity, and data rates through spatial multiplexing, beam-

forming and interference mitigation. Multi-antenna systems employed in these networks

depends heavily on propagation characteristics and spatial distribution of the interferers

scattered in the network. Hence performance analysis of multi-antenna systems in spatially

distributed networks have received significant attention in recent years.

6.1 Background and Related Work

For distributed random networks, the number and the locations of interferers are commonly

characterized by a spatial node distribution. The Poisson point process (PPP) [54] is widely

adopted in the literature to model spatial node positions over an infinite plane [65] [2].

For sensor networks , the PPP assumption is usually justified by claiming that sensor

nodes are dropped from aircraft in large numbers; for mobile ad hoc networks , it may

be argued that terminals move and transmit independently from each other. Besides the

spatial distribution, inter-node channel modeling such as pathloss, multipath fading and

shadowing also impacts interference statistics. Once the interference statistics are derived,

system performance measures, such as the SINR outage probability, the average throughput

per unit area or the error probability, can then be analyzed [65] –[21]. Given this spatial

model, the link outage is described as the probability that the SINR of a representative

receiver is below a certain threshold.

The performance of multi-antenna receiver under PPP interferers has been studied in

several works. Lower and upper bounds on the outage probability for sectorized antenna,
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maximal ratio combining and space time coding techniques is derived in [21]. Partial zero-

forcing receiver was considered in [23] and it is possible to linearly increase the area spectral

efficiency by simultaneously increasing the number of antennas and density of simultaneous

transmissions. Ali et. al. [1] found the exact SINR outage for a MMSE receiver under PPP

single-stream interferences. Louie et. al. [39] found the SINR outage of multi-antenna re-

ceiver with maximum-ratio-combining and zero-forcing combining, under PPP multi-stream

interferers. In later works, spatial node distributions are considered non-homogeneous in

order to model more realistic scenarios such as hot-spots. Interference modeling in non-

homogenous single antenna systems have been studied in several works such as [12, 13]

and references within. The performance of multi-antenna systems has also been studied in

relatively fewer works. Interference-alignment in clustered wireless networks was considered

in [61]. [22] considered multi-antenna systems in networks with Carrier-Sensing-Multiple-

Access (CSMA) which induces correlation between actively transmitting nodes and [73] used

an asymptotic analysis to analyze the spectral efficiency of non-homogenous networks with

linear MMSE receivers.

In this chapter, we extend the outage analysis in [1] to that under more sophisticated

Poisson spatial distributions such as multiple PPPs and Poisson clustered networks. Mul-

tiple PPPs arises when the network nodes can not be simply modeled as one PPP, e.g.

coexistence of UWB and narrow-band nodes, coexistence of ZigBee and WiFi nodes, or a

cognitive radio network where primary users form a PPP and secondary users another PPP.

Clustered networks are often seen when the clustering is introduced by geographical factors

such as mobile nodes clustered around a base station, or by some MAC protocols. Our

contribution is summarized as follows.

1. Considering a L-antenna receiver surrounded by multiple PPPs of interferers, the

outage probability is derived in a closed form. Specifically, the outage is expressed

as a probability that a Gamma r.v. with shape parameter L and scale parameter 1

being smaller than an effective interference plus noise. Comparing this expression to

that under a single PPP, a superposition property exhibits such that the net inter-

ference caused by the multiple PPPs is the sum of the interference caused each PPP
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individually.

2. The superposition property is used to extend the outage analysis to Poisson clustered

interferers. Cluster locations (parent locations) are distributed as a homogeneous PPP

and each cluster consists of a Poisson number of i.i.d. children. The net interference of

the whole clustered process is the sum of effective interference caused by each cluster,

and can be treated as a shot-noise r.v. We prove that the shot-noise r.v. has a mean

equal to the effective interference caused by a PPP with the same node density. In

other words, the expected interference depends only on the node density. That the

net interference being a r.v. is consistent with our intuition that by clustering the

net interference depends on the parent locations and fluctuates from realization to

realization, whereas PPP is a more uniform spatial distribution so that the effective

interference of a PPP is a constant. This result reveals that any clustering process is

beneficial than a PPP, which can be explained by that a receiver under opportunisti-

cally low interference has better outage than under constant interference. The more

clustering, such as smaller number of clusters with larger number of children per each

cluster or more compact children distribution, the better outage. Finally to facilitate

simplified calculations, we approximate the shot-noise r.v. as a Gamma r.v. and then

obtain an outage expression in the form of incomplete Beta function.

6.2 Spatial Distributions

6.2.1 Poisson Point Process (PPP)

A stationary Poisson point process (PPP) of density λ is is a random countable collection

of points such that

• The number of points in any set B ⊂ R2 is a Poisson random variable with mean

λ|B|.

• The number of points in disjoint sets are independent random variables.
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An inhomogeneous PPP is defined in a similar manner as the stationary PPP, except

that the number of points in a set B is a Poisson random variable with mean Λ(B). A non-

homogeneous PPP is modeled by a spatial density function which determines the probability

of nodes occurring in a small region. Let Λ (X) describe the spatial density function of the

non-homogeneous PPP. For a region R, the number of nodes is a Poisson random variable

with mean µ =
∫∫

R Λ (X) dX. Each node is distributed independently and the probability

of occurrence in a small region is proportion to Λ (X).

6.2.2 Poisson Cluster Process (PCP)

The assumption of homogeneous Poisson point process for the node distribution is common

and analytically convenient. This assumption may be the case for certain networks, such as

sensor networks where sensor nodes are dropped from aircraft in large numbers and mobile

ad hoc networks where terminals move independently from each other. In many other

cases, the node distribution is not completely spatially random but clustered. For example,

the communicating nodes inside a building or groups of nodes moving in a coordinated

fashion tends to be clustered. On the other hand, some MAC protocols may artificially

induce the clustering. As shown in Fig. 6.1, a cluster process can exhibit a different spatial

characteristic than a homogeneous PPP does.

Neyman-Scott cluster processes [54]. Let {Xk} be a Poisson point process on Rd.

Conditional on {Xk}, associate with each Xk is a finite Poisson point process Zk of points

‘centered’ at Xk and assume that these processes are independent of one another. Then

Z =
∪

Xk∈{Xk}
Zk is a Neyman-Scott cluster process.

Assume that parent point process {Xk} are homogeneously Poisson distributed with

density λp, and c̄ denotes the expected number of children per cluster. The children points

are scattered independently and with identical distribution, around the parent point. The

complete process is given by the union of all children points. Note that the parent points

themselves are not included. The density of the cluster process is λ = λpc̄. We also assume

that the children scattering is isotropic, which makes the cluster process isotropic.

We will focus on two representative cases of the Neyman-Scott processes, namely Matern
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Figure 6.1: (a) A realization of the Matern cluster process with parent density λp = 0.1,
expected children number c̄ = 5 and radius dc = 1. Parent points are plotted in red ’+’
and children in blue ’o’ enclosed in dotted circles. (b) A realization of a homogeneous PPP
with density λ = 0.5. Note that the two processes have the same density λpc̄ = λ.
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cluster process and Thomas cluster process. For the Matern cluster process, the children

are uniformly distributed around the parent within a circle of radius dc. So the children

density function at location Z is given by

ΛMatern (Z −Xk) =

 c̄ 1
πd2c

, |Z −Xk| ≤ dc

0, otherwise.
. (6.1)

In the Thomas cluster process, each child is distributed by a 2-dim symmetric Gaussian

distribution with covariance matrix σ2I. The density function is

ΛThomas (Z −Xk) = c̄
1

2πσ2
exp

(
−(|Z −Xk|)2

2σ2

)
. (6.2)

6.3 System Model and Prior Results

In [14], the paper considers a complex-baseband communication system consisting of a L-

antenna receiver, a desired source s0 and several interfering sources {si}ni=1. Let P0 denote

the received power of the desired sources and Pi, i = 1, · · · , N the power of other sources.

Let n denote an additive vector of Gaussian noise with mean zero and variance σ2. The

received signal is given by

y =
√

P0g0s0 +

n∑
i=1

√
Pigisi + n (6.3)

where g0 and {gi}ni=1 denote channels that are independent zero-mean unit-gain complex

Gaussian random vectors. Assume that the receiver adjusts its combining weights according

to MMSE criterion, i.e. optimum combining in the context of array processing, to maximize

the resulting SINR. The SINR is given by the following well-known expression

SINR = P0g
H
0

(
n∑

i=1

Pigig
H
i + σ2I

)−1

g0. (6.4)

It is shown in [14] that SINR outage, the probability of the SINR below a threshold γ, is

given by

Pr

[
SINR

P0
< γ

]
= 1−

∑L−1
i=1 aiγ

i

exp (σ2γ) (1 + P1γ) · · · (1 + Pnγ)
, (6.5)

where ai is the coefficient of the i-th order in the expansion of the denominator.
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The later work [1] studies the outage probability under a homogeneous PPP of interfer-

ers. In a distributed network, the number and locations of the nodes are usually unknown

to the receiver, but can be characterized as a homogeneous PPP for the simple case of

random access strategy. In a planar network, in a closed region with area A, the number

of transmitters is distributed according to the Poisson distribution with mean λA, where λ

denotes density of the PPP. The locations of these nodes {Xi} are uniformly distributed in

the region.

Assume the receiver is located at the origin without loss of generality. The distance

between the transmitter and the receiver is fixed at d0, and those between the interferers

and the receiver are |Xi|. Each node transmits with a single antenna and unit power. The

channel is represented as a combination of path loss with an exponent α > 2 and independent

Rayleigh fading which is independent among antennas and nodes. The received signal vector

can be represented by

y = d
−α/2
0 g0s0 +

n∑
i=1

|Xi|−α/2 gisi + n (6.6)

where the entries of g0 and gi are independent identically distributed (i.i.d.) complex

Gaussian random variables with mean zero and unit variance. The noise vector consists of

complex Gaussian random variables with mean zero and variance σ2. The resulting SINR

for the MMSE receiver is given by

SINR = d−α
0 gH

0

(
n∑

i=1

|Xi|−α gig
H
i + σ2I

)−1

g0. (6.7)

Furthermore, we leave d0 out of consideration and define normalized SINR as SINRdα0 .

The outage probability F (γ) = Pr [SINRdα0 < γ], assuming that interferers follow from

a homogeneous PPP with density λ on an infinite plane, is given by [1]

F (γ) = 1−
L−1∑
i=0

1

i!

(
Ω(γ) + σ2γ

)i
exp

(
−Ω(γ)− σ2γ

)
(6.8)

where
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Ω (γ) = λ

∫∫
R2

|X|−α γ

1 + |X|−α γ
dx (6.9)

= λγ2/α · 2π
α
Γ

(
2

α

)
Γ

(
1− 2

α

)
. (6.10)

Notice the equality that

1−
L−1∑
i=0

1

i!
xi exp (−x) = 1−

∫ ∞

x

1

L!
tL−1 exp (−t) dt (6.11)

= 1−
∫ ∞

x
fΓ (t;L, 1) dt (6.12)

= Pr
[
Γ(L,1) < x

]
(6.13)

where Γ(L,1) denotes a Gamma random variable with shape and scale parameters (L, 1),

and fΓ (t;L, 1) the probability density function (PDF) of the Gamma random variable.

Consequently, (6.8) can be written as

F (γ) = Pr
[
Γ(L,1) < Ω(γ) + σ2γ

]
. (6.14)

In the above equation, Γ(L,1) reflects the anti-interference ability of the receiver, and the

more antennas the less outage; Ω (γ) can be viewed as expectation of effective interference

exerted by the whole PPP.

6.4 Superposition Property for Multiple PPPs

In this section we extend the outage expression under a homogeneous PPP [1] to that under

multiple PPPs.

Theorem 6.1: Superposition property of multiple homogeneous PPPs. Assume

the interferers are union of K homogeneous PPPs on region Ri each with density λi, i =

1, · · · ,K. The SINR outage for a L-antenna MMSE receiver is given by

F (γ) = Pr
[
Γ(L,1) < Ω1 (γ) + · · ·+ΩK (γ) + σ2γ

]
(6.15)

where the effective interference from the i-th PPP is
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Ωi (γ) = λi

∫∫
Ri

|X|−α γ

1 + |X|−α γ
dX, i = 1, · · · ,K. (6.16)

Additionally, if transmit power and channel shadowing are incorporated in model (6.6),

i.e. a node in the i-th PPP transmits with i.i.d. random power Pi and its channel gain

experiences i.i.d. random shadowing gi, then Ωi (γ) is modified accordingly as

Ωi (γ) = λi

∫∫
Ri

Egi,Pi

{
giPi |X|−α γ

1 + giPi |X|−α γ

}
dX, i = 1, · · · ,K. (6.17)

A proof is given in Appendix 6.A. This theorem states that the net effective interference

caused by two or more PPPs is the sum of the effective interference caused by each PPP

individually.

Next we focus on the superposition property for non-homogeneous PPP. Spatial node

distributions in many systems may not be homogenous, such as in networks with hot-

spots. Performance of single antenna systems under non-homogenous networks have been

studied in several works. Multi-antenna in non-homogeneous networks have been studied

in relatively fewer works [73].

A non-homogeneous PPP is modeled by a spatial density function which determines the

probability of nodes occurring in a small region. Let Λ (X) describe the spatial density

function of the non-homogeneous PPP. For a region R, the number of nodes is a Poisson

random variable with mean µ =
∫∫

R Λ (X) dX. Each node is distributed independently and

the probability of occurrence in a small region is proportion to Λ (X).

Corollary 6.1: Superposition property of multiple non-homogeneous PPPs.

Assume the interferers are union of K non-homogeneous PPPs each with density function

Λi (X) , i = 1, · · · ,K on region Ri, i = 1, · · · ,K. The SINR outage for a L-antenna MMSE

receiver is given by the same equation (6.15) with

Ωi (γ) =

∫∫
Ri

Λi (X)
|X|−α γ

1 + |X|−α γ
dX. (6.18)

Proof : This corollary can be proved in a rigorous way similar to Appendix 6.A. Here we

present a loose but simple proof by directly using Theorem 6.1.
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A PPP on a large region, which can be divided into several small regions, can be viewed

as a union of several PPPs on these small regions. As the segments get fine enough, a non-

homogeneous PPP on the large region can be viewed as many fine segments of homogeneous

PPP with their local fixed densities, which enables us to directly extend the outage results

of homogeneous interferers to non-homogeneous interferers.

For simplicity, first consider the case of one non-homogeneous PPP with density Λ (X)

on region R. Partition the region R into a large number of small regions denoted as

R = R1 ∪ · · · ∪ RN . As the number of the regions increases and the area of each region

decreases, the spatial node distribution on an infinitesimal region Rj can be viewed as a

homogeneous PPP with a constant density λj since the value of Λ (X) is almost constant

on Rj . Using Theorem 6.1, the outage is written in terms of a superposition of the N

homogeneous PPPs:

F (γ) = Pr
[
Γ(L,1) < Ω1 (γ) + · · ·+ΩN (γ) + σ2γ

]
(6.19)

where

Ωj (γ) = Λj

∫∫
Rj

|X|−α γ

1 + |X|−α γ
dX, j = 1, · · · , N. (6.20)

Because Λ (X) on Rj equals the constant λj , the above equation can be rewritten as

Ωj (γ) =

∫∫
Rj

Λ (X)
|X|−α γ

1 + |X|−α γ
dX, j = 1, · · · , N. (6.21)

Noticing that

Ω (γ) =

∫∫
R
Λ (X)

|X|−α γ

1 + |X|−α γ
dX (6.22)

= Ω1 (γ) + · · ·+ΩN (γ) , (6.23)

thus the outage can be rewritten as

F (γ) = Pr
[
Γ(L,1) < Ω(γ) + σ2γ

]
. (6.24)

Second, for multiple layers of non-homogeneous PPPs, partition can be similarly applied

to each PPP. Combining the partitions of each non-homogeneous PPP, it is then straight-

forward to complete the proof. �
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6.5 MMSE Receiver under Clustered Poisson Interferers

Each cluster consists of a Poisson random number of i.i.d. children interferers, and can be

viewed as a layer of Poisson field. Given the number of the clusters and parent locations,

from Theorem 6.1, the conditional outage of the SINR of a L-antenna receiver can be

expressed in the form of

F (γ|K,X1, · · · , XK) = Pr

[
Γ(L,1) <

K∑
k=1

Ω (Xk, γ) + σ2γ

]
, (6.25)

where

Ω (Xk, γ) =

∫∫
R2

Λ (Z −Xk)
|Z|−α γ

1 + |Z|−α γ
dZ (6.26)

represents the effective interference yielded by the k-th cluster located at Xk. Ω (Xk, γ)

can also be written as

Ω (Xk, γ) = c̄Ω̃ (Xk, γ) = c̄

∫∫
R2

f (Z −Xk)
|Z|−α γ

1 + |Z|−α γ
dZ (6.27)

where Ω̃ (Xk, γ) denotes normalized effective interference and f (·) is a PDF function de-

scribing children distribution. The calculation of Ω (Xk, γ) for the Matern and the Thomas

processes can be found in Appendix 6.B.

To obtain the outage F (γ), the only remaining in the above equation is the stochastic

characteristics of
K∑
k=1

Ω(Xk, γ).

Definition 6.1: Shot noise (SN) process and Laplace transform of a PPP SN

[54]. A SN process, a real-valued random process {
∑

h (x)}, is a functional of an underlying

stationary point process {Xi} ⊂ Rd:

∑
h
(x) ≡

∑
i∈{Xi}

h (|Xi − x|) , (6.28)

where h (·) is a impulse response function. The SN random variable
∑

h (o) for a 2-dim PPP

with density λ, where o denotes the origin, has a Laplace transform
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L
[∑

h
(o)
]
(s) = exp

−λ2π
∞∫
0

(
1− e−sh(r)

)
r dr

 (6.29)

for all s ∈ C for which the integral exists.

Because the parent points follows a homogeneous PPP, by Definition 6.1,
∑

Ω ≡
K∑
k=1

Ω(Xk, γ)

in (6.25) can be viewed as a SN random variable with impulse response function Ω (·, γ).

The Laplace transform of
∑

Ω is given by

L
[∑

Ω

]
(s) = exp

−λp2π

∞∫
0

(
1− e−sΩ(r,γ)

)
r dr

 . (6.30)

The Laplace transform of Γ(L,1) is known to be 1
(1+s)L

. The PDF of
[
Γ(L,1) −

∑
Ω

]
can be

computed by inverse Laplace transform

PDF(t) =
1

2πj

c+j∞∫
c−j∞

estL
[
Γ(L,1) −

∑
Ω

]
(s) ds (6.31)

where the integration is in the complex plane, j =
√
−1 is the imaginary unit and c is an

appropriate constant. The CDF of
[
Γ(L,1) −

∑
Ω

]
is given by

CDF(t) =
1

2πj

c+j∞∫
c−j∞

1

s
estL

[
Γ(L,1) −

∑
Ω

]
(s) ds. (6.32)

The Laplace transform of
[
Γ(L,1) −

∑
Ω

]
can be written as

L
[
Γ(L,1) −

∑
Ω

]
(s)

= E

[
e
s

(
Γ(L,1)−

∑
Ω

)]
(6.33)

= E
[
esΓ(L,1)

]
E

[
e
−s

∑
Ω

]
=

1

(1 + s)L
L
[∑

Ω

]
(−s). (6.34)

Substituting (6.34) and (6.30) into (6.32), the outage can be expressed as



96

F (γ) = Pr
[
Γ(L,1) −

∑
Ω
< σ2γ

]
(6.35)

= CDF(σ2γ) (6.36)

=
1

2πj

c+j∞∫
c−j∞

1

s
esσ

2γ 1

(1 + s)L
exp

−λp2π

∞∫
0

(
1− esΩ(r,γ)

)
r dr

 ds. (6.37)

The funtion to be integrated has two poles at s = 0 and s = −1, so c cannot be 0 and −1.

Fig. 6.2 plots the theoretic calculation (6.37) and simulation results using (6.5). The

simulation is averaged over 106 independent runs. The figure shows that the theoretic

calculation is accurate.

6.5.1 Mean of
∑

Ω

Moments of any order can be derived from (6.30). The mean and variance of
∑

Ω
are given

by

E
[∑

Ω

]
= λp2π

∞∫
0

rΩ(r, γ) dr = λpc̄2π

∞∫
0

rΩ̃ (r, γ) dr, (6.38)

var
[∑

Ω

]
= λp2π

∞∫
0

rΩ2 (r, γ) dr = λpc̄
22π

∞∫
0

rΩ̃2 (r, γ) dr. (6.39)

Proposition 6.1: For any children distribution, the mean of
∑

Ω
is equal to the

effective interference of a homogeneous PPP with equivalent density λ = λpc̄:

EK,X1,··· ,XK

{∑
Ω

}
= λpc̄γ

2/α · 2π
α
Γ

(
2

α

)
Γ

(
1− 2

α

)
. (6.40)

A proof is given in Appendix 6.C. This proposition immediately results in the following

conclusion that clustering is always beneficial in terms of SINR outage.

Proposition 6.2: For a Neyman-Scott cluster process with homogeneous Poisson parent

process and arbitrary children distribution function, the outage is strictly less than that

under a homogeneous PPP with equivalent density λ = λpc̄.
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Figure 6.2: Comparison of the simulated SINR outage and the theoretic SINR outage by
Laplace inversion. We fix the density λpc̄ = 0.3 for better illustration (the resulting outage
will vary within a small range). Matern process with dc = 1 is used as the children process.
The SINR threshold is set to γ = 0dB, and antenna number is L = 3. The theoretic results
are plotted in solid curves, and the simulation results in ’+’. The comparison shows that
the theoretic calculation is accurate.
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Proof : The outage under any clustering is given by (6.25), and that under the ho-

mogeneous PPP (6.8). Because
∑

Ω
in (6.25) is a random variable with mean λpc̄γ

2/α ·
2π
α Γ
(
2
α

)
Γ
(
1− 2

α

)
and non-zero variance, the outage for clustering is strictly less than that

for the homogeneous PPP. �

Remark: For a homogeneous PPP, the interfering nodes are more uniformly distribut-

ed, so the receiver is consistently affected by interference. On the contrary, for a cluster

process,
∑

Ω
depends on the realization of clusters’ locations. The amount of

∑
Ω

will

fluctuate from realization to realization. Even though occasionally a cluster is close to the

receiver to block the desired signal, with some chances all the cluster is far away enough for

the receiver to communicate.

6.5.2 Effect of Cluster Parameters on Ω(Xk, γ)

1. Scaling: Consistent with intuition, the effective cluster interference is proportional to

the expected number of children. That is, Ω (Xk, γ) = c̄Ω̃ (Xk, γ) ∝ c̄.

2. Monotonicity and asymptotic decay: Ω (Xk, γ) is strictly decreasing inXk, and strictly

increasing in γ. Bounds are 0 < Ω(Xk, γ) < c̄. Moreover, as Xk → ∞, Ω (Xk, γ) →

c̄ |Xk|−α γ; in other words, at enough distance, the effective interference of a cluster

follows the same pathloss decay as the interference of a node.

3. Effect of cluster scattering: As seen in Fig. 6.3,

• If clusters are very compact, e.g. dc → 0 and σ → 0 for the Matern and the

Thomas processes respectively, then Ω (Xk, γ) → c̄ |Xk|−αγ

1+|Xk|−αγ
. And Ω (Xk, γ)

decays rapidly as the cluster moves away.

• As cluster becomes more scattering, a cluster near the origin produces less inter-

ference, but will maintain for a longer distance as the cluster moves away.

• If clusters have huge children scattering, e.g. dc → ∞ and σ → ∞ for the

two representative processes, then Ω (Xk, γ) becomes irrelevant to the cluster

location. In fact, not only children within the same cluster is i.i.d., but also
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Figure 6.3: Effective interference Ω (Xk, γ) for the Matern and the Thomas cluster process
for different values of dc and σ, respectively. Expected number of children per cluster is
c̄ = 5.
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children among clusters tends to be i.i.d. This means the cluster process becomes

a homogeneous PPP with equivalent density λ = λpc̄.

6.5.3 Effect of Cluster Parameters on
∑

Ω

The effect of cluster parameters is discussed below.

1. Scaling: E
[∑

Ω

]
∝ λpc̄, var

[∑
Ω

]
∝ λpc̄

2. A more general result is that, the n-th

order moment E
[(∑

Ω

)n]
∝ λpc̄

n.

2. With λpc̄ fixed and changing λp, c̄, the conclusion is that more clustering is more

beneficial to the outage, as seen in Fig. 6.4. From the above remark, for fixed λpc̄,

E
[∑

Ω

]
is constant and E

[(∑
Ω

)n]
∝ (λpc̄) c̄

n−1, n ≥ 2.

• As λp → ∞ and c̄ → 0, higher (≥ 2) moments of
∑

Ω
tends to zero, meaning∑

Ω
tends to a constant, which suggests that the cluster process becomes a

homogeneous PPP. On the other hand, intuitively thinking as c̄ → 0, Poisson

number of children per cluster tends to Bernoulli trail: a cluster has one child

with probabilty c̄ and no child with 1 − c̄. Then by the Poisson splitting, this

forms a PPP with density λpc̄.

• As c̄ increases, var
[∑

Ω

]
increases and the outage decreases accordingly. In-

tuitively image that a small number of clusters with large children population

per cluster. Occasionally a cluster is close to the receiver so that the receiver is

completely blocked by nearby cluster. But with some chance all the clusters are

too far away to interfere the receiver.

3. Effect of cluster scattering: another instance of that more clustering is more beneficial,

as seen in Fig. 6.5.

• If clusters have huge children scattering, e.g. dc → ∞ and σ → ∞, the cluster

process tends to a homogeneous PPP, which is undesirable.
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Figure 6.4: Simulated PDF of
∑

Ω
for varying λp, c̄, given fixed λpc̄ = 0.3. The SINR

threshold is set to γ = 0dB, and antenna number is L = 3. Gamma PDF Γ(L=3,1) is also

plotted. As λp increases (c̄ decreases), var
[∑

Ω

]
decreases and results in higher outage.
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• As clusters become more compact, var
[∑

Ω

]
increases and the outage decreases.

This can also be explained by Fig. 6.3. Let us name “high-interference region”

the region where Ω (Xk, γ) is larger than a threshold, and “low-interference zone”

the rest of the 2-dim plane. As seen in Fig. 6.3, Ω (Xk, γ) decays faster for more

compact cluster. Consequently the “high-interference region” gets smaller and

this reduces the outage by increasing the chance that all interfering clusters are

in the “low-interference zone”.
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Figure 6.5: Simulated PDF of
∑

Ω
for varying levels of children scattering (in this figure,

varying dc for the Matern cluster). The dotted curves are for λp = 0.1, c̄ = 3, and the solid
curves λp = 0.5, c̄ = 0.6. The SINR threshold is set to γ = 0dB, and antenna number is
L = 3. As dc increases, children become more scattering, and the resulting outage increases.
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6.5.4 Gamma Approximation

The Laplace transform (6.30) is a full characterization
∑

Ω, but this characterization is

largely numerical and complex. In favor of a simple final expression for the outage, we seek

to approximate
∑

Ω as a tractable distribution. Because each Xk is i.i.d. distributed,
∑

Ω

is a sum of positive i.i.d. Ω (Xk, γ). By the central limit theorem, a large number of i.i.d.

random variables will sum up to approach Gaussian distribution. As early as 1944-1945 it

is shown in [47] that the probability distribution of a SN random variable tends to Gaussian

distribution, as the density tends to infinity. The SN random variable also tends to Gamma

distribution, since Gamma distribution itself with a large shape parameter converges to

Gaussian distribution. Here we choose to approximate
∑

Ω as a Gamma random variable

for the reason that the final expression of the outage can be concisely expressed as an

incomplete Beta function, as seen later.

The parameters of Gamma distribution can be determined by mean and variance. The

mean is given in (6.8). Approximating
∑

Ω to a Gamma random variable Γ(k̂,θ̂), the shape

parameter k̂ and scale parameter θ̂ can be determined as

k̂ =

(
E
[∑

Ω

])2
var
[∑

Ω

] =

(
λpc̄2π

∞∫
0

rΩ̃ (r, γ) dr

)2

λpc̄22π
∞∫
0

rΩ̃2 (r, γ) dr

∝ λp, (6.41)

θ̂ =
var
[∑

Ω

]
E
[∑

Ω

] =

λpc̄
22π

∞∫
0

rΩ̃2 (r, γ) dr

λpc̄2π
∞∫
0

rΩ̃ (r, γ) dr

∝ c̄. (6.42)

This approximation is precise as λp →∞, as shown in Fig. 6.6. Note that c̄ does not affect

the goodness of the approximation, because scaling c̄ will scale
∑

Ω
and Γ(k̂,θ̂) but will not

change the shapes of them.

For the interference limited scenario where interference dominates, by ignoring the noise

term σ2γ in (6.25), the approximate outage is the probability Pr
[
Γ(L,1) < Γ(k̂,θ̂)

]
. It is

known that Beta random variable is the ratio of a Gamma random variable divided by the

sum of itself and another independent Gamma random variable. Then the outage can be
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derived as an incomplete Beta function

F (γ) ≈ Pr
[
Γ(L,1) < Γ(k̂,θ̂)

]
(6.43)

= Pr
[
Γ(L,1) < θ̂Γ(k̂,1)

]
(6.44)

= Pr

[
Γ(L,1)

Γ(L,1) + Γ(k̂,1)
<

θ̂

1 + θ̂

]
(6.45)

= Pr

[
B(L,k̂) <

θ̂

1 + θ̂

]
(6.46)

= I θ̂

1+θ̂

(
L, k̂

)
(6.47)

where B(L,k̂) denotes a Beta random variable with parameters
(
L, k̂

)
and Ix (a, b) the regu-

larized incomplete Beta function. Numerical results in Fig. 6.6 show that this approximation

achieves good precision.

6.6 Conclusion

Previous work characterizing outage in large random networks focused on the homoge-

neous PPP as the node distribution. We have extended the previous results to multiple

homogeneous/nonhomogeneous PPPs and Poisson clustered processes. It is shown that the

resulting total interference under multiple PPPs is a sum of the effective interferences from

each PPP, which is referred to as the superposition property. For Poisson clustered process-

es, the total interference is a sum of the effective interferences from each cluster, and can be

treated as a shot noise model. We have proved that any clustered process is better than a

homogeneous PPP, by showing that the total interference of a clustered process is a random

variable whose mean is equal to the effective interference of the homogeneous PPP. It is

further shown that the more clustering (e.g., smaller number of clusters with larger number

of children, more compact children scattering) leads to the better outage performance. In

fact, as parent density tends to infinity while children number tends to zero, or as children

scattering becomes infinitely large, the clustered process tends to a homogeneous PPP. Fi-

nally we derive a concise expression of the SINR outage for fast and theoretical calculation,

by approximating the total interference as a Gamma random variable.
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Figure 6.6: Goodness of Gamma approximation: (a) comparison of simulated PDF and
Gamma PDF, (b) comparison of the simulated and approximate SINR outage. The SINR
threshold is set to γ = 0dB, and antenna number is L = 3. It can be seen in (a) that PDF
curves differ at small λp but converges at large λp, and in (b) that slight mismatches of
the outage show at small λp. Note that the goodness of approximation depends on λp but
not on c̄. The reason to choose fixed λpc̄ = 0.3 is that the values of the resulting PDF and
outage are close to be shown in a single figure.
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6.7 Appendix 6.A: Proof of the Superposition Property

Here we give a proof for Theorem 6.1 for two layers of PPPs. The proof for three or more

layers is essentially the same and thus omitted for brevity.

Proof : Assume two homogeneous PPPs with density λX , λY on region RX , RY , respec-

tively. Let {N,X1, · · · , XN} and {M,Y1, · · · , YM} denote the number and the locations of

nodes respectively. Assume every node transmit with unit power. The conditional SINR

outage is given as [14]

F (γ|N,X1, · · · , XN ,M, Y1, · · · , YM )

= 1−
∑L−1

i=0 aiγ
i

exp (σ2γ)
∏N

n=1

(
1 + |Xn|−α γ

)∏M
m=1

(
1 + |Ym|−α γ

) , (6.48)

where ai, i = 0, · · · , L− 1 are the first L coefficients of the Taylor expansion of the denom-

inator of (6.48).

The coefficient ai can be expressed by the inverse z-tranform,

ai = Z−1

{
exp

(
σ2z
) N∏
n=1

(
1 + |Xn|−α z

) M∏
m=1

(
1 + |Ym|−α z

)}
(6.49)

=
1

2πj

∮
C

[
exp

(
σ2z
) N∏
n=1

(
1 + |Xn|−α z

) M∏
m=1

(
1 + |Ym|−α z

)]
zi−1 dz (6.50)

where C is a counterclockwise closed path encircling the origin and entirely in the region of

convergence. Replacing ai with (6.50), we have

aiγ
i

exp (σ2γ)
∏N

n=1

(
1 + |Xn|−α γ

)∏M
m=1

(
1 + |Ym|−α γ

) (6.51)

= γi exp
(
−σ2γ

)
× (6.52)

1

2πj

∮
C

exp
(
σ2z
) N∏
n=1

(
1 + |Xn|−α z

1 + |Xn|−α γ

) M∏
m=1

(
1 + |Ym|−α z

1 + |Ym|−α γ

)
zi−1 dz. (6.53)
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Taking expectation of {N,X1, · · · , XN} and {M,Y1, · · · , YM},

EN,X1,··· ,XN

{
N∏

n=1

(
1 + |Xn|−α z

1 + |Xn|−α γ

)}

= EN,X1

{
1 + |X1|−α z

1 + |X1|−α γ

}N

(6.54)

=

∞∑
N=0

(
EX1

{
1 + |X1|−α z

1 + |X1|−α γ

})N
(λXARX

)N

N !
exp (−λXARX

)

= exp

(
λXARX

EX1

{
1 + |X1|−α z

1 + |X1|−α γ

})
exp (−λXARX

)

= exp

(
λXARX

EX1

{
|X1|−α z − |X1|−α γ

1 + |X1|−α γ

})
(6.55)

where equality (6.54) follows from that X1, · · · , XN are i.i.d., and ARX
denotes the area of

RX . Similarly,

EM,Y1,··· ,YM

{
M∏

m=1

(
1 + |Ym|−α z

1 + |Ym|−α γ

)}
(6.56)

= exp

(
λY ARY

EY1

{
|Y1|−α z − |Y1|−α γ

1 + |Y1|−α γ

})
. (6.57)

Substituting (6.55) and (6.57) into (6.53), we have
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1− F (γ)

=

L−1∑
i=0

γi exp
(
−σ2γ

) 1

2πj

∮
C


exp

(
σ2z
)
×

exp
(
λXARX

EX1

{
|X1|−αz−|X1|−αγ

1+|X1|−αγ

})
×

exp
(
λY ARY

EY1

{
|Y1|−αz−|Y1|−αγ

1+|Y1|−αγ

})
 zi−1 dz

=

L−1∑
i=0

γi exp


−σ2γ+

λXARX
EX1

{
−|X1|−αγ

1+|X1|−αγ

}
+

λY ARY
EY1

{
−|Y1|−αγ

1+|Y1|−αγ

}
×

1

2πj

∮
C

exp




σ2+

λXARX
EX1

{
|X1|−α

1+|X1|−αγ

}
+

λY ARY
EY1

{
|Y1|−α

1+|Y1|−αγ

}
 z

 zi−1 dz (6.58)

=

L−1∑
i=0

exp


−σ2γ−

λXARX
EX1

{
|X1|−αγ

1+|X1|−αγ

}
−

λY ARY
EY1

{
|Y1|−αγ

1+|Y1|−αγ

}
 γi

1

i!


σ2+

λXARX
EX1

{
|X1|−α

1+|X1|−αγ

}
+

λY ARY
EY1

{
|Y1|−α

1+|Y1|−αγ

}


i

= e−σ2γ−ΩX−ΩY

L−1∑
i=0

1

i!

(
σ2γ +ΩX +ΩY

)i
where equality (6.58) follows from that

1

2πj

∮
C

exp (bz) zi−1 dz (6.59)

= i-th order coefficient of Taylor expansion of exp (bz) (6.60)

=
1

i!
bi, (6.61)

and

ΩX

= λXARX
EX1

{
|X1|−α γ

1 + |X1|−α γ

}
= λX

∫∫
RX

|X|−α γ

1 + |X|−α γ
dX, (6.62)
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and

ΩY

= λY ARY
EY1

{
|Y1|−α γ

1 + |Y1|−α γ

}
= λY

∫∫
RY

|Y |−α γ

1 + |Y |−α γ
dY. (6.63)

�

6.8 Appendix 6.B: Derivation of Ω(Xk, γ) for the Matern and the Thomas
Processes

For the Matern cluster process, given the expected number of children c̄ and the radius dc,

the effective interference of the k-th cluster is given by

ΩMatern (Xk, γ) =

∫∫
B(Xk,dc)

ΛMatern (Z)
|Z|−α γ

1 + |Z|−α γ
dZ (6.64)

where B (Xk, d) is a ball of radius dc centered at Xk. Representing Z in polar coordination

Z = Xk +

 ρ cos (θ + θ0)

ρ sin (θ + θ0)

 where θ0 is the angle of Xk, the above integral is derived to be

ΩMatern (Xk, γ)

=
c̄

πd2c

∫ d

0

∫ 2π

0

(
ρ2 + |Xk|2 − 2ρ |Xk| cos θ

)−α/2
γ

1 +
(
ρ2 + |Xk|2 − 2ρ |Xk| cos θ

)−α/2
γ

· ρdθdρ

=
c̄

πd2c

∫ d

0

∫ 2π

0

γ(
ρ2 + |Xk|2 − 2ρ |Xk| cos θ

)α/2
+ γ

ρ dθdρ,

where
(
ρ2 + |Xk|2 − 2ρ |Xk| cos θ

)1/2
is the distance from Z to the origin according to the

law of cosine.

For the Thomas cluster process, the children points of the k-th cluster is Gaussian

distributed with density (6.1). In polar representation Z = Xk +

 ρ cos (θ + θ0)

ρ sin (θ + θ0)

, the
density function can be expressed as

ΛThomas (ρ, θ) =
c̄

(2π)3/2 σρ
exp

(
− ρ2

2σ2

)
.
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The effective interference is

ΩThomas (Xk, γ) (6.65)

=

∫ ∞

0

∫ 2π

0

(
ρ2 + |Xk|2 − 2ρ |Xk| cos θ

)−α/2
γ

1 +
(
ρ2 + |Xk|2 − 2ρ |Xk| cos θ

)−α/2
γ

· c̄

(2π)3/2 σρ
exp

(
− ρ2

2σ2

)
· ρ dθdρ

=
c̄

(2π)3/2 σ

∫ ∞

0

∫ 2π

0

γ(
ρ2 + |Xk|2 − 2ρ |Xk| cos θ

)α/2
+ γ

exp

(
− ρ2

2σ2

)
dθdρ. (6.66)

6.9 Appendix 6.C: Proof of Proposition 6.1

For any children distribution, EK,X1,··· ,XK

{
K∑
k=1

Ω(Xk, γ)

}
= λpc̄γ

2/α · 2πα Γ
(
2
α

)
Γ
(
1− 2

α

)
.

Proof : By Definition 6.1, we assume that the children distribution at location Z is

independent of parent location Xk, but only depends on Z −Xk. Thus the children density

function can be written as

Λ (Z) = c̄f (Z −Xk) (6.67)

where c̄ is the expected number of children, f (·) is a probability density function.

By Campbell’s theorem,

EK,X1,··· ,XK

{
K∑
k=1

Ω(Xk, γ)

}
(6.68)

= λp

∫∫
R2

Ω(Xk, γ) dXk. (6.69)

Substituting (6.67) into the above expression, we have

EK,X1,··· ,XK

{
K∑
k=1

Ω(Xk, γ)

}
(6.70)

= λpc̄

∫∫
R2

∫∫
R2

f (Z −Xk)
|Z|−α γ

1 + |Z|−α γ
dZdXk. (6.71)

Exchanging order of the integrals,
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EK,X1,··· ,XK

{
K∑
k=1

Ω(Xk, γ)

}
(6.72)

= λpc̄

∫∫
R2

|Z|−α γ

1 + |Z|−α γ

∫∫
R2

f (Z −Xk) dXkdZ (6.73)

= λpc̄

∫∫
R2

|Z|−α γ

1 + |Z|−α γ

∫∫
R2

f (Y ) dY dZ (6.74)

= λpc̄

∫∫
R2

|Z|−α γ

1 + |Z|−α γ
dZ (6.75)

= λpc̄γ
2/α · 2π

α
Γ

(
2

α

)
Γ

(
1− 2

α

)
(6.76)

where the change of variable is Y = Z −Xk. This completes the proof. �
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Chapter 7

CONCLUSIONS

In this thesis, we have analyzed and optimized multi-antenna systems for physical-layer

security. We have also studied the performance of multi-antenna receivers in large distribut-

ed networks. Our contributions are listed below.

• For MISOSE wiretap channel with perfect CSI, we optimize joint transmit and collab-

orative jamming to maximize the secrecy rate. In particular, we reduce the problem

of maximizing the secrecy rate to the problem of finding the optimal jamming level-

s. Moreover, finding the optimal jamming levels can be solved by a one-dimensional

search that is computationally affordable. The numerical result demonstrates an ex-

ample that the optimized jamming significantly improves the secrecy rate, compared

to the traditional zero-forcing jamming.

For MIMOME wiretap channel with perfect CSI, we study optimal transmit/jamming

under an additional constraint of transmit beamforming (the rank-1 constraint on

the transmit covariance matrix). By relating the MIMOME channel to the effective

MISOSE channel, we propose an iterative algorithm that in each iteration searches

the jamming covariance on the 1-dim space defined by the effective MISOSE channel.

Numerical results show that our proposed algorithm converges within a few iterations

and it achieves higher secrecy rate than the existing artificial noise schemes.

• For MISOSE wiretap channel with imperfect CSI, we have studied the problem of

optimizing the transmit covariance, assuming that the CSI of the receiver and the

eavesdropper channel belong to given uncertainty sets. By proving the saddle-point

solution, we transformed the worst-case optimization problem into a quasi-convex

optimization problem. The result of the worst-case optimization problem can be

expressed in the form of generalized eigenvalue, which is the same form as that of
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the conventional case. We also have shown that the average design serves as an

upper bound on the worst-case design, and the worst-case design meets the lowest of

the average design. Two numerical examples of the receivers and the eavesdroppers

location uncertainties demonstrated the effectiveness of our proposed design.

• For jamming-aided MISOSE wiretap channel with imperfect CSI, we optimize the

transmit/jamming covariances. We propose to solve the joint optimization of transmit

and jamming design for the approximate worst-case SINR-ratio problem. A minimax

solution is shown to exist for the problem, based on which some insightful results of

the optimal transmit and jamming covariances are obtained. A quasiconvex optimiza-

tion algorithm that is tractable and efficient is provided for solving the worst-case

SINR-ratio problem. One application of this method demonstrates that a linear array

successfully transmits towards a certain direction range and jams the other directions

simultaneously. In the second application, three arrays cooperate to transmit to a

certain location and jam the other locations.

In the end, we analyze the performance of multi-antenna receiver under sophisticated

Poisson spatial node distribution. We have extended the previous results for interferers dis-

tributed as an homogeneous PPP to that for interferes as multiple homogeneous/nonhomogeneous

PPPs and Poisson clustered processes. The resulting total interference under multiple PPPs

is a sum of the effective interferences from each PPP, which is referred to as the superposi-

tion property. For Poisson clustered processes, we have proved that any clustered process is

better than a homogeneous PPP. It is further shown that the more clustering (e.g., smaller

number of clusters with larger number of children, more compact children scattering) leads

to the better outage performance. Potential applications of these results include interfer-

ence characterization of femto-cell cellular networks, cognitive radio networks, coexisting

networks etc.
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