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Phishing attacks use deceptive emails to manipulate individuals into revealing sensitive in-

formation or performing harmful actions. They continue to remain a widespread threat

because they exploit human cognitive vulnerabilities rather than technological weaknesses.

Unlike hardware or software weaknesses that can often be patched, human susceptibility to

phishing cannot be intervened with a one-size-fits-all anti-phishing training solution. People

differ in the types of phishing threats to which they are susceptible, which require personal-

ized and adaptive anti-phishing training solutions capable of tailoring learning experiences

to individual needs and context.

Cognitive models could enable analyses of cognitive processes predictive of individuals

susceptibilities to phishing threats. They could enable anti-phishing training solutions to

identify gaps in individuals’ knowledge about phishing threats, assess people’s ability to

recall training when faced with real threats, and estimate how well individuals can gen-

eralize training received to recognize new types of attacks. However, a key challenge in

the developing such cognitive models lies with instance representation. In the context of

models of phishing decision making, it would be the information communicated through

email text. It remains unclear how people encode and recall past email conversations when

making decisions about phishing attacks. This dissertation addresses this critical gap by

investigating how different text representations affect cognitive models of human decision-



making in phishing contexts. Specifically, it explores how people encode and recall textual

information from emails when deciding whether to engage with or ignore them, and how

to generate representations aligned with human memory processes for use in computational

cognitive models.

My research began by integrating existing cognitive models into a simulated environment

emulating user interactions with phishing emails. Early experiments revealed that these

models struggled to capture the processes by which humans recall and interpret complex

email content when making response decisions, highlighting a fundamental limitation in

current modeling approaches.

As a first step toward addressing this gap, I developed a privileged learning framework

that was trained on a set of high-level cues derived from human-labeled data. Once trained,

the model was able to generate similar representation cues for new, unseen emails that lacked

these annotations. This approach demonstrated the potential to bridge the gap between

raw email text and more abstract decision-making features, while also highlighting the need

for deeper analysis of how different representation methods impact cognitive modeling.

Motivated by these findings, I systematically evaluated two broad categories of text

representations within the instance-based learning (IBL) framework. The first category in-

cluded lower-order, text-based representations, such as embeddings of full sentences, embed-

dings of email summaries from generative AI, and recall-based keywords. The second cate-

gory encompassed higher-order, intent-driven representations capturing cues like tone, sen-

timent, and inferred communicative intent—features inspired by speech act theory hypoth-

esized to better reflect how humans remember the intent behind what was communicated

through an email. Through extensive evaluation within the instance-based learning theory

framework, my findings demonstrate that higher-level, abstract representations—such as

inferred intent, sentiment, and tone—more accurately model human decision-making than

full-text embeddings or even embeddings based on email summaries. These representations

not only improved prediction performance but also enhanced robustness when simulating

users whose behaviors were less consistent or dissimilar from the majority, suggesting greater



generalizability across diverse individuals.

In a subsequent exploratory effort, I implemented IF-THEN production rules based on

intent representations within the ACT-R cognitive architecture to examine how rule-based

cognitive modeling could enhance model alignment with human responses. While prelim-

inary, this effort highlighted the potential of explicit rule-guided frameworks to support

future human decision-making modeling directions and offer interpretable decision mecha-

nisms.

Together, these contributions advance our understanding of how cognitively grounded

representations of email content influence the modeling and analysis of phishing decisions.

They underscore the value of aligning computational models with human memory pro-

cesses to support the development of personalized, adaptive, and cognitively-informed anti-

phishing interventions.
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Chapter 1

INTRODUCTION

In today’s information-rich digital landscape, people must make several decisions based

on the information conveyed through unstructured text. From online advertisements to

social media posts and emails, many forms of communication on the Internet are primarily

text, and depending on how people process and recall such information from memory, can

significantly influence their decisions and behaviors, sometimes with serious consequences.

The challenge of modeling and analyzing human decisions in such contexts has become

crucial, particularly in areas such as cybersecurity, where understanding decision-making

processes can directly inform defense and training intervention strategies [132]. One context

where these concerns are particularly relevant is phishing.

Phishing remains a critical security threat despite decades of research because it targets

vulnerabilities in human cognition, as opposed to technological weaknesses [46]. Phishing

attacks employ psychological manipulation to influence individuals into revealing sensitive

personal information, such as login credentials or financial data [7]. These attacks fre-

quently impersonate trusted sources, such as banks, employers, popular technology brands,

or government agencies, making them particularly convincing and difficult to detect.

Falling victim to phishing can have devastating consequences for individuals and organi-

zations alike. According to the FBI’s Internet Crime Complaint Center (IC3) 2024 Annual

Report, Americans reported losses totaling $16.6 billion in 2024 alone, marking the highest

annual losses ever recorded by IC3 and reflecting a significant increase over previous years

[43]. Over the past five years, losses reported to IC3 have exceeded $50 billion, illustrating

the increasing financial impact of phishing and related cyber-enabled fraud. These rising

losses underscore the urgent need for improved defenses and training solutions that address

the human vulnerabilities exploited by phishing attacks.

Spear phishing, a more targeted form of phishing, intensifies this challenge by using
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personalized information about recipients to craft convincing messages, greatly increasing

the likelihood of success [59]. The sophistication of these emails makes them difficult for

detection algorithms to identify, as traditional systems often rely on generic indicators found

in mass phishing campaigns[57]. Spear phishing poses significant challenges for human

users, who may struggle to distinguish carefully tailored malicious emails from legitimate

communications. These factors underscore the urgent need for novel, human-aware anti-

phishing training strategies that incorporate models of human cognition and real-world

decision-making processes.

One approach to addressing this challenge is the development of anti-phishing training

solutions capable of producing personalized training experiences using models predictive of

individual susceptibilities to phishing threats. Such solutions could help identify gaps in an

individual’s awareness, assess their ability to recall different varieties of phishing threats,

assess how well they remember training when faced with real attacks, and determine their

ability to generalize that training to recognize new forms of phishing. Developing these

advanced training systems requires valid models of human response to phishing threats.

Models grounded in cognitive architectures, such as ACT-R and Instance-Based Learning

Theory (IBLT) [48], are particularly attractive because they can be used to analyze, simu-

late, and predict individuals’ susceptibility to various types of phishing attacks [34, 144].

However, a key challenge in the development of such cognitive models lies with instance

representation. In the context of models of phishing decision-making, it would be the in-

formation communicated through email text. It remains unclear how people encode and

recall past email conversations (including other phishing emails and phishing training) when

making decisions about phishing attacks. Real-world emails are context-rich and multilay-

ered, and people may not store or recall such conversations at the text level. Instead, their

memory representations likely emphasize latent structures such as communicative intent,

topic, tone, and entities involved in the conversation. Therefore, this dissertation aims to

address a key research question: how to effectively represent long text emails within cogni-

tive models of human decision-making. To explore this, I combine behavioral experiments

with cognitively grounded models based on IBL principles, focusing on ways to abstract

and represent email content in formats that align more closely with human memory and
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reasoning.

Traditional approaches to representing text in cognitive models often rely on basic

surface-level features, such as words and full sentence embeddings, which may not fully

capture the complex contextual meanings that influence human decision-making [144, 34].

As an initial attempt to find alternatives to modeling full unstructured text, I experimented

with using survey-derived human responses presented as discrete features or “chunks” rep-

resenting key aspects of emails. While this privileged approach demonstrated promising

predictive performance, it also revealed limitations in interpretability and generalizability,

as the fixed and limited set of features made it difficult to comprehensively explain human

thought processes. Motivated by these observations, my research shifted to a systematic

investigation of email representations from two main perspectives: (1) lower-level, text-

based features such as full-text embeddings, summaries, and keywords, and (2) higher-level,

abstract semantic features capturing inferred intent, sentiment, and tone. This compar-

ative analysis aimed to determine which type of representation better aligns with human

decision-making processes when responding to phishing emails.

1.1 Research Questions and Objectives

The primary objective of this dissertation is to identify effective representations of long,

complex emails within cognitive models of human decision-making, with the aim of ad-

vancing our understanding of how different types of features align with human processing

and recall mechanisms when making decisions about phishing emails. Modeling human

responses to phishing emails is uniquely challenging because instance-based learning (IBL)

models, which rely on similarity-based retrieval from memory, work best with higher-order,

semantically meaningful features that create a coherent memory space. In contrast, raw,

unstructured emails are long, variable in length, and context-rich, making it unclear how

individuals encode, recall, and reason over such complex information. This creates a signif-

icant gap in our ability to develop cognitively grounded models that realistically simulate

human email processing and phishing susceptibility.

This research began with a technical goal: integrating existing IBL models into a phish-

ing simulation to automate user responses. However, during this process, it became clear
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that these models did not fully capture how people recall, interpret, and evaluate phishing

emails. This disconnect led to a reframing of the research toward understanding how to

represent long-form, unstructured emails in a way that aligns with human cognitive process-

ing. Building on this realization, the focus shifted from merely embedding existing models

into simulations to systematically investigating which types of text features and cognitive

modeling strategies best reflect human decision-making in phishing contexts.

To address these challenges, this dissertation investigates the following research ques-

tions.

1. Can we learn high-level cognitive cues from labeled data and generalize them to new,

unlabeled emails?

2. Which types of text representations better align with human recall and decision-

making?

3. Can rule-based cognitive models (like ACT-R) effectively simulate phishing decisions

using learned cues?

The efforts in this dissertation contribute to a comprehensive investigation of how dif-

ferent text representations and modeling strategies influence the ability of cognitive models

to simulate human responses to phishing emails. Figure 1.1 illustrates the research flow of

this dissertation.

1.2 Structure

This dissertation is organized into seven chapters, each addressing key components of the

research.

Chapter 2 presents a comprehensive review of the literature on phishing attacks and

cognitive modeling. It covers social engineering techniques, psychological factors contribut-

ing to phishing susceptibility, and prior approaches leveraging natural language processing

and machine learning, with an emphasis on the gaps in modeling human decision-making

processes.
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Chapter 3 introduces the development of an automated simulation environment for

phishing decision-making studies. This environment allowed for the integration and testing

of cognitive models in simulated user interactions.

Chapter 4 serves as a starting point by leveraging an existing annotated dataset in which

participants categorized each email by topic. This chapter explores how these survey-based

annotations can be used to represent emails in cognitive models as an alternative to raw

text, providing an initial step toward building more cognitively meaningful representations.

Chapter 5 then systematically compares alternative text representations, ranging from

lower-level representations such as summaries and keywords to higher-level, abstract seman-

tic features including inferred intent, sentiment, and tone, to evaluate their alignment with

human recall and decision-making.

Chapter 6 explores rule-based cognitive modeling using ACT-R production rules as a

complementary approach, examining whether interpretable, rule-driven models can capture

decision-making patterns observed in human participants. Figure 1.1 illustrates the research

flow of this dissertation and how it connects to human memory and activation processes.

Figure 1.1: Overview of Human Memory Activation and Retrieval in Phishing Response:

Connections between Dissertation Topics
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Together, these investigations aim to advance our understanding of effective text repre-

sentations and modeling strategies for simulating human decision-making when evaluating

phishing emails.

Finally, Chapter 7 provides a discussion of the findings, synthesizing insights from all

chapters, highlighting contributions to the field, and outlining directions for future research

to further advance cognitively informed phishing defenses.
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Chapter 2

LITERATURE REVIEW

2.1 Phishing and Spear Phishing:

Phishing has emerged as a significant threat in the digital landscape, characterized by de-

ceptive practices aimed at acquiring sensitive information such as usernames, passwords,

and credit card details [2]. Phishing attacks usually involve fake emails and websites that

pretend to be from trusted sources, tricking people into giving away private information,

or taking insecure actions like downloading malicious payloads [58]. The success of these

attacks relies heavily on the attackers’ ability to exploit human cognitive biases and weak-

nesses. In contrast, spear phishing targets specific individuals or organizations, making it

a more personalized and dangerous variant of phishing. Spear phishing campaigns are of-

ten meticulously designed, utilizing the information collected about the target to enhance

credibility and increase the likelihood of success [13]. This tailored approach not only im-

proves the effectiveness of the attack, but also complicates detection efforts for potential

victims[56, 87, 17]. Research has indicated that spear phishing poses a greater risk to or-

ganizations, as successful attacks can lead to significant financial losses, data breaches, and

reputational damage [49].

Understanding the psychological mechanisms that underpin susceptibility to phishing

and spear phishing is essential in developing effective countermeasures [47, 134]. The rapid

evolution of phishing techniques requires ongoing research on user behavior and decision-

making processes to enhance security awareness and resilience against such threats. The

intersection of phishing tactics and cognitive mechanisms highlights the need for a deeper

understanding of how people process information and make decisions in response to phishing

attempts [1, 129, 138].

The principles of Instance-Based Learning (IBL) could offer valuable insights into this

phenomenon, suggesting how people rely on past experiences to inform their actions [48].
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By exploring IBL, we can better understand the cognitive underpinnings of phishing vul-

nerability and develop strategies that leverage these insights to mitigate risks [144].

2.2 Instance-Based Learning:

Instance-based learning models describe decision-making as a process of retrieving and gen-

eralizing from past experiences, or instances, that resemble the current situation. Each

instance is stored in memory as a representation of the task context, the decision taken,

and the outcome, enabling the model to adapt relevant prior experiences to guide current

choices[48, 144].This concept is particularly relevant in the context of understanding how

individuals respond to phishing and spear phishing attempts.

2.2.1 IBL Theory and Framework

At the core of Instance-Based Learning (IBL) is the notion that memory is organized around

specific instances rather than generalized concepts [48]. This framework suggests that learn-

ing occurs through the retrieval and evaluation of previously encountered instances in sim-

ilar contexts. One of the key components of IBL is the Instance-Based Learning Theory

(IBLT), which posits that individuals store detailed instances in memory and use them to

make predictions or decisions when faced with new situations [48].

A central concept in IBL is activation, which refers to the process of retrieving stored

instances based on their similarity to the current context, their frequency, and recency.

Activation strength reflects how readily an instance can be accessed, depending on factors

such as frequency of exposure, recency of past encounters, and contextual similarity to the

current situation.

Another essential mechanism is blending mechanism. In instance-based learning mod-

els, actions are generated using a blending mechanism that draws on past instances. This

process retrieves information from multiple memories that share similar contextual features

and produces a consensus value, rather than relying on a single matching memory[67, 48].

This blended value aggregates outcomes of relevant past instances, weighted by how likely

they are to be retrieved, to generate a decision utility for each option. The option with
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the highest expected utility—representing the combination of past outcomes and their prob-

abilities—is selected as the preferred choice.

These processes enable rapid, experience-based judgments, which are particularly rele-

vant in tasks like phishing detection, where users must quickly assess whether a message is

legitimate or suspicious.

Understanding how these cognitive mechanisms operate in phishing contexts can inform

strategies for modeling user responses and designing more effective interventions.

2.2.2 Cognitive Mechanisms in IBL:

Research has demonstrated that IBL is closely tied to various cognitive mechanisms, such

as memory retrieval, pattern recognition, and judgment. The retrieval of instances from

memory is influenced by factors such as recency and frequency of exposure, highlighting

the importance of experience in shaping responses to phishing attempts [88]. Furthermore,

individuals often rely on heuristics—mental shortcuts derived from past instances—to make

quick judgments about the authenticity of messages, impacting their susceptibility to phish-

ing attacks [45]. In the topic of phishing, the role of IBL underscores the importance of

education and training that leverages individuals’ existing experiences. By exposing users

to simulated phishing scenarios and highlighting past instances of successful attacks, it is

possible to enhance their ability to recognize and react to future threats. This approach

aligns with findings that indicate enhanced training methods that emphasize IBL principles

can improve phishing detection and reduce vulnerability [88].

Mathematical Formulation of IBL

In Instance-Based Learning, decisions are guided by estimating the expected utility of each

option, calculated through the process of blending retrieved past instances. The expected

utility for option k at trial t is computed as:

Vk,t =

n∑
i=1

Pi,k,t ×Xi,k,t, (2.1)

where:
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• Xi,k,t represents the outcome (utility) of instance i for option k at trial t.

• Pi,k,t is the probability of retrieving instance i from memory when considering option

k at trial t.

The retrieval probability Pi,k,t is determined by the relative activation of each instance:

Pi,k,t =
eAi,k,t/τ∑n
i=1 e

Ai,k,t/τ
, (2.2)

where τ the softmax temperature parameter, often defined as a function of retrieval noise,

which controls the stochasticity of choice based on activation values.

The activation Ai,k,t quantifies how accessible an instance is in memory, combining the

effects of frequency, recency, contextual similarity, and stochastic noise:

Ai,k,t = ln

(
t−1∑
ti=1

(t− ti)
−d

)
+ MP

∑
k

Sim(vk, ck) + σ ln

(
1 − γi,k,t
γi,k,t

)
, (2.3)

where:

• d is the decay parameter controlling forgetting over time.

• MP is the mismatch penalty scaling the contribution of contextual similarity.

• Sim(vk, ck) measures the similarity between the current cue ck and past instance vk.

• σ scales the Gaussian noise; γi,k,t is a uniformly distributed random variable in (0,1).

These equations formalize how activation influences retrieval probabilities, which

in turn determine the blended expected utility guiding decision-making in IBL. By

capturing cognitive factors like recency, similarity, and stochastic variability, this model

reflects how individuals leverage past experiences to make decisions under uncertainty — a

process highly relevant for understanding susceptibility and responses to phishing attempts.

To effectively model human cognition, it is essential to delve deeper into the underlying

processes of human memory. Understanding how memories are formed, stored, and retrieved

will enhance our comprehension of decision-making in the context of phishing. This section
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will explore the intricacies of human memory, providing insights into its structure and

function, which are vital for grasping how individuals navigate and respond to these digital

threats.

2.3 Human Memory

Human memory is a complex and multifaceted system that plays a critical role in cognitive

processes, including learning, decision-making, and problem-solving. It can be broadly

categorized into three main types: sensory memory, short-term memory, and long-term

memory, each serving distinct functions in the encoding and retrieval of information [11].

2.3.1 Structure of Memory

Sensory Memory is the initial stage of memory, where information from the environment

is briefly stored in its raw form. This type of memory has a very short duration, typically

lasting only a few seconds. Sensory memory allows individuals to process and retain infor-

mation about stimuli in their environment, such as sounds and visual images, for immediate

use [118]. Short-term Memory (STM), often referred to as working memory, holds a limited

amount of information for a short period. STM is essential for tasks that require active

processing, such as reasoning and comprehension. Research has shown that the capacity

of short-term memory is typically around seven items [82]. The temporary nature of STM

necessitates strategies such as rehearsal to maintain information for extended periods. Long-

term Memory (LTM) is a more permanent storage system that can retain vast amounts of

information for extended periods, from days to a lifetime. LTM is further divided into ex-

plicit (declarative) and implicit (non-declarative) memory. Explicit memory encompasses

facts and events that can be consciously recalled, while implicit memory includes skills and

conditioned responses that are typically performed unconsciously [125].

2.3.2 Encoding and Retrieval

The processes of encoding and retrieval are fundamental to the functioning of human mem-

ory. Encoding refers to the transformation of information into a form that can be stored
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in memory. This process is influenced by various factors, including attention, motivation,

and the emotional significance of the information [33]. Effective encoding strategies, such as

visualization and organization, can enhance the likelihood of successful memory retention.

Retrieval involves accessing stored information when needed. The effectiveness of re-

trieval can be affected by contextual cues and the way in which the information was initially

encoded [126]. The retrieval practice effect suggests that frequent retrieval of information

strengthens memory traces, thereby improving long-term retention [102]. Understanding

these retrieval mechanisms is particularly relevant when considering how individuals recog-

nize and respond to phishing attempts.

2.3.3 Memory in Context of Phishing

In the context of phishing, the dynamics of human memory play a significant role in suscep-

tibility to attacks. Users’ past experiences with similar threats are stored in their long-term

memory and can influence their judgment when encountering potential phishing attempts.

For example, individuals who have previously fallen victim to phishing may become more

cautious and employ strategies learned from past experiences to avoid similar traps in the

future [40].

Research has shown that individuals often rely on heuristics—mental shortcuts that draw

upon past experiences—to make quick decisions about the authenticity of messages. These

heuristics, while efficient, can also lead to errors in judgment, especially when users fail to

recognize the subtleties of a sophisticated phishing attack [113]. Therefore, enhancing users’

memory through targeted training and education can significantly improve their ability to

identify and respond to phishing threats effectively.

2.3.4 The Role of Words in Memory Storage

Words are not just symbols but are integral to our cognitive processes, influencing how

information is encoded and retrieved. Port [90] highlights the significance of phonological

representations and how they relate to the mental lexicon—our internal store of words

and their meanings. This lexicon is critical for understanding language and is closely tied
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to memory retrieval. When we encounter written or spoken words, they activate related

memories and concepts stored within our cognitive framework. This activation process is

essential in distinguishing relevant information, particularly in scenarios like phishing, where

familiar linguistic patterns can signal authenticity or deceit.

As we delve deeper into understanding human cognition and memory, it becomes in-

creasingly clear that the processing of textual information plays a vital role in shaping our

decision-making capabilities, particularly in contexts like phishing. Given that much of the

communication in phishing attempts is text-based, leveraging Natural Language Processing

(NLP) tools is essential for analyzing, interpreting, and modeling this data effectively. NLP

techniques, such as word embeddings and advanced models like BERT, enable us to capture

the semantic meaning of words and phrases, facilitating the construction of cognitive models

that can simulate human responses to textual threats. In the next section, I will explore the

key NLP methodologies that enhance our ability to analyze text data, drawing connections

between linguistic features and cognitive processes.

2.4 Natural Language Processing (NLP)

Natural Language Processing (NLP) encompasses a variety of techniques that enable ma-

chines to understand, interpret, and generate human language. As text plays a central role

in phishing communications, NLP becomes an indispensable tool in developing models that

can analyze and respond to these threats effectively. The application of NLP techniques,

particularly in the context of embedding methods and semantic similarity, provides insights

into the underlying cognitive processes that influence how individuals perceive and react to

phishing messages.

2.4.1 Word Embeddings

Word embeddings are a foundational NLP technique that represents words as dense vectors

in a continuous vector space. This representation captures semantic relationships between

words, allowing for the measurement of word similarity based on their contextual usage.

Techniques such as Word2Vec and GloVe have revolutionized the way we understand word

meanings, enabling the encoding of syntactic and semantic relationships in a way that
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computers can process [81, 89]. By transforming words into numerical representations,

embeddings facilitate various NLP tasks, including classification, clustering, and similar-

ity measurements. For instance, when analyzing phishing messages, embeddings can help

identify similarities between malicious content and legitimate communications, allowing for

more accurate detection of phishing attempts.

2.4.2 BERT (Bidirectional Encoder Representations from Transformers)

BERT (Bidirectional Encoder Representations from Transformers) represents a significant

advancement in the field of NLP by introducing a pre-training approach that enables models

to understand the context of words based on their surroundings in a sentence [36]. Unlike

previous models that processed text in a unidirectional manner, BERT considers the entire

context of a word, leading to a more nuanced understanding of language. This capabil-

ity is particularly beneficial in identifying deceptive language patterns commonly found in

phishing communications.

BERT’s architecture allows it to perform well on a variety of NLP tasks, including text

classification, named entity recognition, and question answering. In the context of phish-

ing detection, BERT can be fine-tuned to identify subtle linguistic cues that differentiate

phishing attempts from legitimate messages, enhancing the accuracy of detection systems.

2.4.3 Embeddings in Cognitive Models of Email Decision-Making

Instance-Based Learning (IBL) models rely on comparing new stimuli with stored past

experiences, making the choice of text representation a critical factor in their performance.

Early cognitive models of phishing decision-making used semantic similarity measures such

as Latent Semantic Analysis (LSA) and WordNet to represent email content [34]. These

approaches provided a coarse approximation of semantic relationships but lacked contextual

sensitivity, resulting in limited predictive performance (approximately 50–60% accuracy).

More recent work has incorporated transformer-based embeddings into IBL frameworks,

such as those produced by BERT [144], which improved context awareness but still failed

to exceed 60% accuracy. These results suggest that even advanced embedding techniques,
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if applied on full email texts, cannot fully capture how humans encode and recall email

information.

This performance gap points to a deeper issue: beyond which embedding model is used,

there remains the question of what level of information should be fed into cognitive models.

Prior approaches have predominantly relied on full-text embeddings, implicitly assuming

that humans store and retrieve verbatim representations of email content. However, cog-

nitive psychology offers evidence to the contrary. The Verbatim Effect, a well-documented

phenomenon in memory research, shows that people are more likely to recall the gist of

information rather than its exact wording [103]. For example, after reading a news article,

an individual may remember that a storm hit Florida but not the precise phrasing of the

report. Similarly, when recalling a supportive comment from a friend, they are more likely

to retain the feeling of encouragement than the exact words used.

This suggests that higher-level, abstract representations—such as inferred intent, tone,

and other contextual cues—may better approximate how humans encode and recall email

communications.

In summary, the exploration of phishing, coupled with an understanding of cognitive

processes and memory, lays a crucial foundation for the development of effective defenses

against these deceptive practices. By integrating insights from Natural Language Process-

ing, we equip ourselves with powerful tools to analyze and interpret the textual data that

underpins phishing communications. The intersection of these fields not only enhances our

comprehension of how individuals process information and make decisions in the face of

potential threats, but also informs the design of cognitive models that can simulate these

processes. As I advance to the subsequent chapters, this interdisciplinary approach will

guide my examination of human behavior in phishing contexts and the innovative strategies

I can employ to bolster defenses and improve awareness in an increasingly digital landscape.
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Chapter 3

SPEARSIM-V2: EXPERIMENTAL DESIGN AND ATTACKER
BEHAVIOR ANALYSIS

3.1 Introduction

Phishing attacks, unlike generic spam emails sent for indiscriminate financial gain, are often

crafted with varying levels of sophistication and can involve complex, multi-step strategies.

The creation of effective phishing emails requires decisions about wording, timing, and con-

text, which suggests that attackers themselves may encounter cognitive limitations similar

to those of typical users. Despite this, research on human behavior has largely focused on the

challenges that end-users face when recognizing and responding to phishing attempts, with

comparatively little attention given to understanding the cognitive aspects of adversarial

behavior [37, 38, ?, 58]. Although insights into user difficulties are essential for develop-

ing effective security awareness programs, a deeper understanding of the decision-making

processes involved in crafting phishing attacks can also inform more robust detection and

prevention strategies[1]. Addressing this gap requires tools and environments that enable

systematic study of attacker decision-making and behavior in phishing contexts.

Several testbeds have been developed to support experimental research in cybersecurity.

For instance, CyberVAN [28] is a high-fidelity virtual network testbed that creates realistic

cybersecurity scenarios, making it suitable for testing network security solutions. It has also

been used to study how attackers select network nodes to target [4]. However, operating

these testbeds often requires dedicated teams to manage services and scenarios. Addition-

ally, there are CyberRanges and security games designed for education and training [128],

and comprehensive surveys on cybersecurity testbeds have been conducted, offering tax-

onomies for classifying CyberRanges based on their scenarios and applications [146]. On

the other hand, several testbeds have been created to study how end-users respond to phish-

ing attacks [108, 29]. These simulations mimic email interfaces and expose participants to
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a mix of genuine and phishing emails, measuring their responses under varying conditions.

However, these environments are not designed to study the behavior of attackers crafting

phishing and spear-phishing emails. Similarly, there are some testbeds focused on cyber

defenders, such as abstract environments used to study how defense analysts, both individ-

ually and in teams, detect cyberattacks and the factors that influence their performance

[95, 94]. Yet, these simulations also do not lend themselves to studying the behavior of

attackers.

While many studies focus on end-user behavior in phishing scenarios, it is important

to investigate the behavior of attackers to understand the strategies they employ while

constructing phishing emails. At present, research exploring spear-phishing from an attacker

perspective is scarce, limiting our understanding of attackers’ strategies and the cognitive

challenges they may face. By gaining insights into their behavior, we can develop more

effective defenses against spear-phishing and improve training programs to better address

this threat.

3.2 Objective

In the initial phase of my work, I introduce a testbed designed to study attacker behavior in

phishing attack scenarios. This testbed is built upon a semi-automated simulation environ-

ment based on the SpearSim [143] platform. SpearSim is a multi-player phishing simulation

tool originally developed to study both attackers’ and end-users’ behavior in phishing con-

texts [143, 145]. In this chapter, I will describe the development of SpearSim-V2, which

builds on the previous work by addressing several challenges and limitations.

Running phishing experiments with human participants can be resource-intensive, re-

quiring substantial time and effort for recruitment, scheduling, and coordination. These

challenges also make it difficult to ensure consistency and repeatability across experiments.

To address these issues, SpearSim-V2 replaces human participants with cognitive agents

that simulate end-user targets. These agents are designed to model human decision-making

processes, enabling controlled and realistic experiments on phishing attacks while reducing

the logistical demands of participant management.

Studying attacker behavior at scale is often limited by the availability of human partic-
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ipants, making it difficult to run large numbers of trials or explore varied attack scenarios.

SpearSim-V2 addresses this constraint by using cognitive agents in place of human subjects,

allowing experiments to be conducted without such bottlenecks. The platform’s scalable

design supports testing a wide range of attack and defense configurations in a controlled

setting, enabling researchers to examine how skilled social engineers adjust their tactics

in response to different security measures and to gain insight into the cognitive processes

underlying attacker decisions.

Overall, by developing SpearSim-V2 I aim to provides a robust, scalable, and controlled

platform for studying attacker behavior in phishing attacks, with the ultimate goal of in-

forming the design of more effective defense mechanisms and improving the overall security

posture of end-users.

3.3 Method

3.3.1 Building Blocks

The main idea proposed in this chapter is to substitute human end-users with data-driven

cognitive models, often referred to as cognitive twins, in studies of spear-phishing at-

tacks. These cognitive twins are developed using well-established cognitive architectures

such as ACT-R and Instance-Based Learning Theory (IBLT), combined with natural lan-

guage processing algorithms that can simulate real-time, ”human-like” responses to phishing

attempts.

By integrating advanced cognitive models, researchers can observe how attackers interact

with these virtual targets in a more controlled and scalable manner. This method builds

on prior work in phishing simulations, such as SpearSim [143], as well as cognitive models

of phishing responses based on instance-based learning theory [48]. The result is a more

efficient and realistic framework for studying attacker strategies and behaviors in spear-

phishing contexts.
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Figure 3.1: Integrating Software and the Cognitive Model Procedure Overview

The SpearSim-V2 simulation is composed of four key components: 1) an Attacker Inter-

face to simulate the tasks and actions involved in generating phishing attacks, 2) a Natural

Language Processing Module to represent phishing emails in high-dimensional vectors, 3)

Cognitive Agents to predict human responses to spear-phishing emails, and 4) Software mod-

ules to integrate the attacker interface with the cognitive agents(Figure SpearSim serves as

a human-in-the-loop simulation that recreates spear-phishing tasks, with cognitive models

(IBL Agents) acting as end-user agents. I then discuss how these cognitive agents were

integrated into SpearSim, detailing the technical processes and software elements used to

develop the semi-automated simulation environment.

3.3.2 Phishing Simulation:

SpearSim is a computer-based simulation tool designed to replicate the actions and cognitive

processes involved in executing spear-phishing attacks, a more targeted form of phishing.

In the previous version of SpearSim, conducting lab experiments required four human par-

ticipants, where one acted as the attacker and the other three as end-users. The attacker

would create phishing attempts aimed at the end-users without their knowledge. SpearSim

was specifically developed for studying attacker behaviors in spear-phishing scenarios. For

a detailed description of the software, refer to the original paper [143].

3.1).
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Figure 3.2: Attacker Interface with an example attack

Figure 3.3: Attacker interface after attack deployment
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Figure 3.4: Possible Responses provided by the software

Conducting experiments with SpearSim faced several challenges and limitations. A

significant issue was the need to recruit and schedule four participants for each experiment,

including one skilled in red-teaming and social engineering, and three others for the end-user

roles. This recruitment difficulty often led to using non-expert participants. Automating the

end-user roles with cognitive agents provides flexibility, allowing studies to focus on skilled

attackers. Additionally, using human participants as targets meant excluding malicious

payloads due to safety concerns, a limitation resolved by cognitive twins. Lastly, while

the previous SpearSim version limited attackers to three end-user targets for convenience,

cognitive twins remove this constraint, allowing attackers to engage with multiple agents

and profiles in each experiment.

3.3.3 Cognitive Agent:

SpearCog [144] is a cognitive agent designed to predict human responses to email messages,

particularly in the context of phishing and spear-phishing attacks. The model is based on

Instance-Based Learning Theory (IBLT) [48] and was developed using Python (PyIBL, [84]).

The primary goal of SpearCog was to explore how cognitive processes, specifically memory

activation and retrieval, influence end-user reactions to phishing attempts. While it was

initially developed for theory-building purposes—examining the cognitive mechanisms that

contribute to phishing susceptibility—it is also a computational model capable of simulating
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human responses and can be used for real-time phishing prediction. For a full description,

please refer to the original paper [144].

Natural language models are essential for representing email instances within cognitive

agents. The Bi-directional Encoder Representations from Transformers (BERT, [36]) model

is employed as the primary approach to encode email text into high-dimensional vectors.

BERT’s bi-directional nature allows it to consider the full context of a word by analyzing

both the preceding and succeeding words simultaneously. This is achieved through its use

of a transformer-based self-attention mechanism, as proposed by [131]. To integrate email

representation into the cognitive agents, the Sentence-BERT (SBERT) architecture was

utilized, specifically employing a distil RoBERTa model fine-tuned on the SNLI corpus [21].

The semantic similarity between email pairs was calculated using cosine similarity, a crucial

step for modeling memory activation in Instance-Based Learning (IBL) models based on

similarity.

I integrated SpearSim [143] with cognitive agents, or cognitive twins, designed to model

and predict individual human responses to phishing attacks. Unlike conventional machine

learning models, which typically analyze population-level data, cognitive agents can ac-

count for individual variability in phishing susceptibility. This allows the model to capture

personalized differences, where some individuals are more vulnerable to certain types of

spear-phishing attacks, while others may remain unaffected.

Figure 3.1 illustrates the architecture of the SpearSim-V2 simulation system. In this

setup, a skilled attacker participant, such as a professional red-teamer or social engineer,

can design and launch spear-phishing emails targeting cognitive agents. These agents repre-

sent human profiles created specifically for the experiment, using information about human

behavior and responses drawn from previous studies [143]. Once the attacker crafts the

spear-phishing email, it is stored in a relational database (e.g., MySQL) with a predefined

schema. Based on the agent profile selected by the attacker, the email is forwarded to the

corresponding cognitive agent, which simulates a ”human-like” response to the phishing

attempt (see the central section of Figure 3.1).

The cognitive agent predicts whether the response will be to ”respond” or ”ignore” the

email. This prediction is stored in a .json file that logs the status of each attack trial during
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the experiment. If the cognitive agent ”responds,” it represents a successful phishing attack,

while an ”ignore” prediction represents a failed attack. The attacker interface then provides

feedback, indicating the success or failure of the attack, and updates the attacker’s reward

accordingly. Figures 3.2 to 3.4 depict the spear-phishing console, the simulation of the

attack, and the automatic responses generated by the system.

3.3.4 Procedure

All computations were performed on a system featuring an Intel Core i7-7500U CPU, using

Python 3.7.15. The attacker interface and simulation software were hosted on a local server

environment, running MAMP with PHP 7.1.23. The cognitive agents were developed by

training IBL agents on a dataset of 529 unique emails from a previous experiment. This

dataset included responses from 84 participants and consisted of 210 ham emails, 15 mass

phishing emails, 52 promotional emails, and 252 spear-phishing emails. Cognitive agents

were created to represent the behavior of each participant, enabling near real-time response

predictions within the simulation.

The participants’ original responses were encoded as one of five actions: ”respond im-

mediately,” ”flag for follow-up,” ”leave in inbox,” ”delete,” or ”delete and block sender.”

For each email, the cognitive agents retrieved past similar instances to generate a simplified

response of either ”respond” or ”ignore.” A successful attack was indicated by the first two

responses, while the remaining three represented failed attacks. The cognitive agents were

trained using an 80-20 train-test split ratio for response prediction.

3.4 Results

In this section, I present the evaluation results of SpearSim-V2. In this study, I replicated

the previous experiment, but this time measured the responses of cognitive agents in place

of human end-users. The two versions were compared on the basis of two key metrics:

accuracy and response time.

Accuracy: In this replication, cognitive agents were used to predict the responses of

human participants from the previous experiment. Accuracy was evaluated by determining

the percentage of emails for which the agents’ decisions matched those of the humans. The
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cognitive agents achieved an accuracy of 57. 9%, aligned with human responses for more

than half of the emails.

Response Time: For response time, I measured the duration from the moment the

attacker sent the message until the cognitive agents produced their response. This included

the time required by the NLP module to generate the vector representation of the email and

the time taken by the cognitive agent to make a decision based on previous experiences.

On average, the cognitive agents responded in 16.9 seconds (standard deviation: 0.38),

compared to the human participants, who had an average response time of 45.6 seconds

(standard deviation: 55.2).

A paired t-test was conducted to compare the response times of the cognitive agents

and human participants, showing a significant difference with a p-value of less than 0.001.

Figure 3.5 illustrates the differences in response time distributions between the two groups.

Human participants exhibited greater variability in response times, following an exponen-

tial distribution with a long tail, indicating a higher average, greater variance, and more

outliers. In contrast, the response times of cognitive agents followed a more uniform distri-

bution, reflecting more consistent responses with lower variability, centered closely around

the median.

Figure 3.5: Software and Human Response Time
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3.5 Discussion

This chapter presented SpearSim-V2, a synthetic task environment developed for conduct-

ing experiments on attacker behaviors in the context of spear-phishing attacks. I evaluated

the performance of SpearSim-V2 against its predecessor using two key metrics: accuracy

and response time. In terms of accuracy, SpearSim-V2 delivered encouraging results. The

software responses were approximately 60% aligned with the human responses, and certain

agents outperformed others to accurately predict the behavior of human participants. These

findings indicate that cognitive agents have the potential to effectively replace humans in

end-user roles. However, some agents were less successful in predicting human responses,

suggesting that future versions of the simulation may require alternative approaches to bet-

ter model human behavior. As for response time, SpearSim-V2 significantly outperformed

its predecessor. By substituting human users with cognitive agents, I reduced the average

response time to 16.9 seconds, even with standard computing resources, whereas human

participants averaged 45.6 seconds with high variability. This variability can greatly influ-

ence experiment logistics, as longer wait times could frustrate participants in the attacker

role, potentially leading to higher dropout rates.

The earlier version of SpearSim was a four-player simulation where three participants

took on the role of end-users. In contrast, my updated version offers increased flexibility,

allowing us to incorporate a wider range of agents as end-user targets. This enhancement

enables experiments that are more ecologically valid and scalable. Importantly, this imple-

mentation made it possible to evaluate attacker strategies and model user responses without

requiring human participants for every experiment, a major step forward to conducting con-

trolled repeatable phishing studies in the future.

For this study, I opted to use cognitive models over random models for several reasons.

Although the specific model used may not have been crucial for this initial evaluation,

it is highly significant for future research on this platform. In particular, for upcoming

studies involving skilled social engineers, the cognitive model allows for the creation of

more “human-like” responses. Ensuring that attackers perceive these responses as realistic,

rather than random, enhances the experiment’s credibility and makes it a more accurate
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reflection of real-world spear-phishing scenarios. This realism may also influence the tactics

employed by the attackers during the experiment.

3.6 Limitations and Future Work

While the development of SpearSim-V2 represents a substantial step forward, some limi-

tations emerged that informed the direction of the next phase of my research. First, my

evaluation focused only on the accuracy and response time metrics; Expanding future assess-

ments to include the precision, recall, and F1 scores would provide a more comprehensive

understanding of the software performance.

Second, while the simulation captured basic response patterns, the IBL model showed

limited performance and did not exceed an accuracy of 60%, indicating that it often missed

key decisions humans would make. This gap suggests that current IBL models relying on

full email texts do not fully reflect how humans recall and interpret phishing emails. The

models used in this simulation, rely on memorizing entire texts rather than approximating

the more selective and abstract nature of human memory. This limitation highlights a

critical need: cognitive models must use representations that better align with the way

people encode and recall email content when making decisions.

These observations guided the next phase of my research: developing alternative repre-

sentations of phishing emails using high-level, human-annotated cues derived from existing

survey data. This direction aims to create representations that not only improve model per-

formance but also more closely align with human recall and decision-making processes. This

insight became the motivation for the next chapter, which introduces a privileged learning

framework to leverage human-provided cues for improved cognitive modeling.
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Chapter 4

PRIVILEGED LEARNING FOR MODELING HUMAN
DECISION-MAKING IN PHISHING ATTACKS

4.1 Introduction

The previous chapter demonstrated that Instance-Based Learning (IBL) models can ap-

proximate human responses to phishing and non-phishing emails when using raw email

embeddings as input representations. However, these models achieved only moderate align-

ment with human decision-making, suggesting a critical gap: representing emails as high-

dimensional text embeddings does not fully capture how humans actually recall and evaluate

email content.

Cognitive psychology offers insight into this limitation. People rarely retain verbatim

details of long, complex texts; instead, they encode and recall the gist—the core meaning,

intent, or topic of messages, abstracting away surface-level wordings [103]. This phenomenon

implies that cognitive models may benefit from using human-interpretable higher-level fea-

tures that reflect what people consciously remember about an email conversation rather

than the full raw text of the emails.

This chapter represents a first step toward converting raw email text into lower-dimensional,

cognitively meaningful representations. To achieve this, I use existing survey-derived fea-

tures that capture the perceptions of participants about email topics. These features pro-

vide a condensed representation of emails aligned with how individuals consciously interpret

their content. By integrating these human-informed features into IBL models, this chap-

ter examines whether such representations improve the models’ ability to simulate human

decision-making when evaluating phishing and non-phishing emails.

Specifically, this chapter addresses two key research questions:

1. Do higher-level, survey-derived cues improve the performance of IBL models compared

to using raw text embeddings?
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2. Can we generate these survey-style features for new emails where direct human anno-

tations are unavailable?

Through these investigations, this chapter aims to evaluate whether incorporating human-

informed, cognitively aligned representations can improve predictive accuracy and better

reflect the mental processes underlying email-based decision-making.

4.2 Objective

Building on the limitations identified in the previous chapter, the objective of this chapter

is to investigate whether cognitive agents that use user reported survey-derived features,

reflecting how individuals interpret the objectives and topics of emails, can better predict

human responses to phishing and non-phishing emails. By incorporating privileged infor-

mation from participant surveys into models based on Instance-Based Learning Theory

(IBLT), this work explores whether discrete, human-informed representations can improve

the alignment between model predictions and actual human decision-making. Through this

approach, the chapter seeks to evaluate the potential of using features that capture what

people consciously recall about emails as an alternative to modeling decisions based solely

on raw email text.

4.3 Method

This section describes the methodology used in this study, providing an overview of the

core components of the modeling framework and a clear explanation of the data preparation

process.

4.3.1 Dataset and Experiment

The dataset analyzed in this study originates from a previous laboratory experiment de-

signed to examine how end-users process and respond to a variety of emails in a simulated

decision-making environment [144]. In this experiment, participants were organized into

groups of four, with three participants acting as end-users tasked with evaluating emails

and a fourth participant assigned a different role within the scenario.
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Each end-user was provided with a detailed fictional narrative and instructed to make

decisions on behalf of their assigned character regarding a series of emails. These emails

spanned multiple categories, including legitimate, promotional, mass phishing, and targeted

phishing messages, to offer a diverse range of decision-making contexts for analysis.

The dataset comprises 395 emails, each reviewed by a varying number of participants,

with up to 59 raters evaluating a single email and an average of 18 raters per email. Partici-

pants responded to a series of questions about each email, such as whether they would trust

it or choose to respond. In addition, they completed a survey that assessed their perception

of the topic of each email, covering factors such as whether it requested an action, referenced

a deadline, was perceived as spam or related to a meeting, among other attributes. These

survey responses provide privileged information on what participants consciously noticed

and recalled, offering valuable insights for developing cognitive models that more accurately

simulate human decision-making processes when evaluating emails.

This model integrates cognitive modeling techniques with privileged learning [130], en-

abling it to incorporate higher-order, lower-dimensional representations of email content

based on human perceptions. Traditional approaches often fed the full email text into

cognitive agents to calculate similarity using measures such as cosine similarity [144], but

these methods may not align with how humans selectively recall information when process-

ing emails. In contrast, the approach in this chapter uses discrete representations derived

from survey responses collected from participants, which capture the aspects of emails that

individuals consciously noticed and remembered. By modeling these human-informed fea-

tures within an IBL framework, this method aims to better simulate how people recall and

respond to emails during decision-making.

4.3.2 Feature Extraction and Label Aggregation

In this stage, I aggregated the survey responses for each email applying majority voting

across participants. For each email, a binary matrix is created, where rows correspond to

individual emails and columns represent responses to specific survey items. This matrix

is constructed by comparing the aggregated responses with the total number of raters per
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email, resulting in a set of privileged characteristics that capture the most commonly per-

ceived attributes of each message. This aggregation addresses the multi-label nature of

the dataset, where each email may have multiple labels assigned by different participants.

By consolidating responses into a single feature vector per email - reflecting the dominant

perceptions reported by participants - and determining a consensus label vector through

majority voting, the data set is transformed into a format suitable for modeling within the

instance-based learning framework.

The model developed in this chapter addresses the dataset’s multi-label nature, where

each email can be associated with multiple human-assigned labels reflecting different per-

ceived attributes. By incorporating privileged features derived from aggregated survey

responses, the model represents each email with a vector that captures these key percep-

tions. The instance-based learning framework then uses these representations to simulate

how humans might recall and make decisions about emails, allowing the model to evaluate

its ability to predict participant responses across multiple categories of labels.

4.3.3 Model Architecture

The predictive model is a sequential neural network built using the Keras library[30], de-

signed to estimate human survey responses directly from email content. This network serves

to generate privileged features reflecting what humans consciously notice in emails, which

are later used in the instance-based learning framework.

The architecture consists of three main layers:

• Input Layer: Contains 64 neurons with a ReLU activation function, with the in-

put dimension equal to the length of the email embeddings. The ReLU activation

introduces non-linearity, enabling the model to capture complex patterns in the email

text.

• Hidden Layer: Comprises 32 neurons with a ReLU activation function, allowing the

network to learn deeper, more abstract representations of the input.
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• Output Layer: Includes one neuron for each survey question (column) with a sig-

moid activation function for multi-label binary classification, outputting probabilities

representing the likelihood of each perceived attribute being present in the email.

4.3.4 Neural Network Model Training and Evaluation

The neural network model is trained on the training set for up to 100 epochs using a batch

size of 32. To avoid overfitting and improve the model’s ability to generalize to unseen data,

an early stopping mechanism is implemented. This mechanism monitors the validation loss

during training and stops the process if no improvement in the validation loss is observed

for 10 consecutive epochs. If the validation loss increases, indicating a potential overfit,

the training is stopped and the model weights are restored to those of the epoch with the

lowest validation loss. After training on the privileged survey features, the model is applied

to the test set to generate probability estimates for each feature, reflecting the likelihood

that an email possesses that feature. These estimates represent the model’s inferred survey

responses for use in further analyses. This strategy ensures a well-calibrated model that

generates features closely aligned with human perceptions.

4.3.5 Aggregated Agent Decisions

In this study, one IBL agent is trained for each individual human rater in the dataset,

resulting in a total of 84 agents. Each agent learns from the emails and corresponding

responses of a single participant, capturing the unique decision-making patterns of that

rater. When a new email is presented during testing, each agent independently predicts

a response based on its learned experiences. The final predicted response for the email is

then determined by a majority vote across all agents’ outputs. This approach enables the

model to simulate the diversity of human perspectives and aggregate them into a collective

prediction reflecting broader human decision-making behavior.

The decision to train an individual agent for each human rater was made to capture

the unique decision-making patterns of all participants in the dataset. This resulted in

84 agents, one per rater. While some raters provided extensive responses across many
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emails, others evaluated only a small number of emails, which could limit the predictive

power of their respective agents. Nevertheless, including all raters allows the modeling

framework to account for the full diversity of human perspectives present in the dataset.

By aggregating predictions from all agents through majority voting, the system can balance

individual variability and produce collective predictions that better reflect overall human

decision-making behavior.

Figure 4.1: Procedure

The implementation of each IBL agent in this chapter follows the standard activation-

based retrieval mechanisms established in Gonzalez et al. [48], detailed activation formulas

and modeling parameters are presented in chapter 2, in sub-section 2.2.2.

In summary, this approach combines the strengths of neural networks and instance-

based learning to develop cognitive agents that model human responses to emails. A neural

network predicts survey-derived feature vectors for new emails, simulating the key aspects

humans consciously notice and recall. These predicted features are then used by instance-

based learning agents, each trained on individual raters’ data, to simulate personalized
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decision-making patterns. By aggregating the predictions of all agents through majority

voting, the model produces collective responses that closely approximate human judgment.

This methodology provides a cognitively grounded framework for understanding and pre-

dicting how people interpret and respond to phishing and non-phishing emails. Figure 4.1

illustrates the overall procedure for building the proposed framework.

4.3.6 Prediction and Evaluation

The performance of the cognitive agents is evaluated using two distinct datasets. The

primary dataset, which has been the focus of this discussion, is divided into an 80-20 train-

test split: 80% of the data is used for training the agents, while the remaining 20% is reserved

for testing their ability to predict participant-like responses to emails. This evaluation

framework allows for assessing how effectively the agents, trained on survey-derived feature

representations, can simulate human decision-making patterns when presented with new

email instances. Model performance is quantified using standard classification metrics,

including accuracy, precision, recall, and F1-score, to evaluate how closely the predicted

responses align with actual participant judgments.

In addition to the original dataset, I introduce a second dataset consisting entirely

of new, unseen emails collected from a prior laboratory study [117]. This dataset differs

from the first in format and topical content and comes from a different source. While the

cognitive agents were trained exclusively on the original dataset, they were tested on this

new dataset to evaluate how well the modeling approach generalizes to emails outside the

training domain. This second dataset includes responses from 48 participants, totaling 3,840

responses to 241 unique emails.

On average, each participant responded to approximately 80 emails. The dataset in-

cludes both benign emails (commonly referred to as “ham”) and phishing emails, with 55

labeled as benign and the remaining 186 labeled as phishing. Evaluating the agents on

this new dataset enables assessment of their ability to generalize predictions of participant-

like responses to previously unseen emails. Model performance is measured using standard

classification metrics, including accuracy, precision, recall, and F1-score, to quantify how
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closely the agents’ predictions align with actual participant judgments.

4.4 Results

In this section, I present the findings of my research, highlighting the predictive performance

of the Instance-Based Learning (IBL) agents trained on privileged, survey-derived features.

These results demonstrate the agents’ ability to approximate human decision-making pat-

terns when evaluating phishing and non-phishing emails. The insights gained provide a

deeper understanding of how well different modeling approaches capture participant-like

responses, offering evidence of the alignment between model predictions and actual human

judgments.

Neural Network Performance:

In the initial phase of this study, I evaluated the performance of the neural network

component, which is designed to predict feature vectors derived from surveys for emails.

These predicted vectors serve as privileged features for subsequent modeling within the

instance-based learning framework. Model performance was assessed across multiple epochs

by recording the training and validation loss, as well as the accuracy for each epoch.

I implemented an early stopping mechanism to mitigate the risk of overfitting. This

mechanism monitors the validation loss during training and halts the process if there is no

improvement in the validation loss for a specified number of epochs, which in this case was

set to 10. Consequently, the training was concluded at the 40th epoch due to this early

stopping criterion.

Throughout these 40 epochs, the model demonstrated a steady decline in validation loss,

indicating effective learning from the training data. Accuracy improved consistently over

time, reaching a final training accuracy of 86.97% and a validation accuracy of 87.09%.

These results show that the neural network was able to accurately predict survey-derived

feature vectors for emails in both the training and validation sets. The close alignment

of training and validation accuracies suggests that the model generalizes well to unseen

data, an essential attribute for reliably simulating participant-like responses in subsequent

analyses.
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Figure 4.2: Model Accuracy and Loss for training and validation

Overall, the neural network demonstrated strong performance in predicting survey-

derived feature vectors from emails. The consistent reduction in validation loss and high final

accuracy highlight the model’s effectiveness in transforming high-dimensional email content

into lower-dimensional representations aligned with human perceptions. This transforma-

tion is a crucial component of the methodology, enabling subsequent cognitive modeling

analyses to operate on features that more closely reflect what participants consciously re-

call when evaluating emails. Additionally, the early stopping mechanism contributed to

maintaining both accuracy and robustness, supporting the model’s ability to generalize to

new, unseen data.

4.4.1 Cognitive Agent Performance

Building on the neural network’s predicted survey features, the next phase of the approach

involves incorporating IBL agents. Each agent is trained on a distinct subset of data cor-

responding to a single participant, allowing it to model that individual’s unique decision-

making patterns. This individualized training process enables each agent to develop a fine-

tuned representation of how a specific participant evaluated emails, enhancing the model’s
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ability to capture the diversity of user behaviors and perspectives when responding to both

phishing and benign emails.

The decision-making process for these agents is guided by two primary elements. First,

each agent relies on instances stored in its memory, representing the participant’s previously

observed responses to emails. Second, the agents use the survey-derived feature vectors pre-

dicted by the neural network for new emails. These vectors serve as condensed yet mean-

ingful representations of the emails, enabling agents to generate participant-like responses

without needing to process the full complexity of the raw email content. This streamlined

approach allows each agent to simulate individual decision-making patterns based on both

past experience and new input.

Importantly, these strong performance metrics were achieved without directly incorpo-

rating the full text of the emails into the cognitive models. Instead, lower-dimensional

survey-derived feature vectors were used as alternative representations. This approach

demonstrates the potential of compact representations to capture critical information rel-

evant to human decision-making processes. By transforming detailed email content into

concise vectors aligned with participant perceptions, the model is able to simulate human

responses more effectively while reducing complexity and processing demands.

The cognitive agents’ performance is evaluated using two distinct datasets to compre-

hensively assess their ability to simulate participant-like responses. The primary dataset,

which was used for training, is split 80-20 into train and test sets, enabling evaluation of

the agents’ effectiveness in predicting responses to familiar emails. The second dataset,

consisting entirely of new, unseen emails that were not part of the training phase, adds

complexity to the evaluation. This setup allows for assessing the agents’ capacity to gen-

eralize their learned decision-making patterns to novel email instances, highlighting their

ability to model human responses in previously unencountered scenarios.

The agents’ performance was evaluated using accuracy, precision, recall, and F1 score

metrics. On the first original dataset, he agents achieved an accuracy of 73%, a precision of

63.1%, a recall of 67%, and an F1 score of 65% on the testset. On the second dataset, which

contained entirely new emails from a different source, the agents achieved an accuracy of

62%, a precision of 58%, a recall of 60%, and an F1 score of 59%. These results demon-



37

strate that the cognitive agents, trained on individualized participant data, are capable of

approximating human decision-making patterns with reasonable accuracy, even when ap-

plied to novel emails outside of their training experience. This supports the effectiveness of

the proposed approach in modeling human responses to both phishing and benign emails.

Figure 4.3: Model Performance Metrics on Two Datasets

In summary, these findings highlight the effectiveness of the proposed approach in model-

ing participant-like responses to emails. By combining the predictive capabilities of a neural

network with the individualized decision-making patterns of cognitive agents, this method-

ology captures key aspects of how people interpret and respond to both phishing and benign

emails. While the model demonstrates reliable performance on familiar data, it shows a no-

ticeable drop in accuracy when applied to previously unseen emails, indicating challenges

with generalizability that warrant further investigation. These results nonetheless support

the potential of this cognitively grounded framework for advancing our understanding of

human decision-making in email contexts.
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4.5 Discussion

This study introduces a new approach to understanding how individuals assess emails by

modeling the relationship between new email stimuli and their prior experiences. By com-

bining cognitive modeling with machine learning, this work offers a novel perspective on

simulating human decision-making when evaluating phishing and benign emails. A key

contribution of this research is embedding high-level, lower-dimensional contextual rep-

resentations—derived from human survey responses—into cognitive models, enabling more

manageable yet informative feature vectors. This strategy enhances cognitive agents’ ability

to approximate how humans recall and interpret emails, bridging the gap between cognitive

modeling and machine learning representations. The integration presented in this study

provides an innovative method for representing and processing lengthy texts within cog-

nitive architectures, advancing our understanding of human responses to emails in diverse

contexts.

4.5.1 Key Benefits

This study demonstrated two notable benefits of integrating survey-derived features into

cognitive models:

• Neural networks can generate survey-style responses for new emails with

surprisingly high quality. The model achieved strong performance in predict-

ing participant survey responses for previously unseen emails, showing that machine

learning can effectively extend survey-based annotations to new data.

• IBL models perform better when using these high-level survey features in-

stead of raw full-text embeddings. By replacing full-text inputs with structured,

survey-derived vectors, the cognitive agents more closely approximated participant-

like decision-making.

These findings suggest that alternative text representations can provide cognitively

meaningful inputs for modeling human decision-making processes, while also offering prac-

tical advantages in handling high-dimensional email content.
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4.5.2 Key Limitations

Despite these promising results, the study revealed two critical limitations:

• Label specificity. The survey-derived features were created from a fixed set of labels

tied to a single dataset. These labels primarily captured participants’ perceptions of

email topics but may not fully reflect the range of cues people actually use when

recalling and evaluating diverse emails.

• Poor generalization. When tested on a different dataset, the model’s performance

declined. This drop highlights the challenge of applying narrowly defined survey fea-

tures to new content, limiting the approach’s ability to generalize beyond the original

dataset.

Additionally, the survey responses were encoded using one-hot vectors, which fail to

capture relationships between features and do not align with the gist-based, interconnected

nature of human memory. These representational constraints likely contributed to the

observed performance drop when working with new email content.

4.5.3 Implications and Future Directions

These findings highlight the need for a more systematic and cognitively grounded approach

to email representation. One that:

• Is more generic and is not specific to a single dataset,

• Better reflects how humans encode, recall, and evaluate email content, and

• Captures relationships between features to approximate the interconnected structure

of human memory.

To overcome these limitations, the next chapter systematically explores a variety of

alternative text representations ranging from lower-level features, such as summaries and

keywords, to higher-level abstract features, such as inferred intent, sentiment, and tone.
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These representations are designed to match more closely the way people process and re-

call messages across different topics, ultimately improving the alignment between cognitive

models and human decision making.
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Chapter 5

INSTANCE REPRESENTATIONS THROUGH INTENT MODELING

5.1 Representation Strategies for Modeling Human Recall

Building on insights from the previous chapter, where designing instance representations

with privileged information revealed the importance of aligning instance features with what

humans would encode and recall to memory, this chapter systematically investigates intent

modeling as a methodology for representing email text as instances within IBL models.

Previous experiments with IBL models of phishing decision making indicated that long-

form email representations such as full-text embeddings often degraded the model’s ability to

approximate participant-like responses [144]. Although these embeddings capture detailed

semantic information used in conversation [89], they do not reflect how humans process and

remember conversations [79]; Individuals tend to retain only a few key ideas and impressions

rather than entire messages[82, 64, 9, 78, 22].

This chapter builds on this key idea and addresses the challenge of instance represen-

tation by analyzing the effectiveness of email intent modeling as an approach for instance

representation [139].In this chapter, I systematically compare two broad types of represen-

tations containing:

• Lower-level text-based features, including full-text embeddings, embeddings for email

summaries, and embeddings for keywords.

• Higher-level abstract features, such as perceived intent, sentiment, and tone.

By evaluating how IBL models with each type of representation align with human re-

sponse decisions to emails including phishing and non-phishing emails, this work aims to

advance our understanding of how to represent text-based decision stimuli as instance repre-

sentations in cognitive models, enabling more accurate simulations of human recall processes

when evaluating susceptibilities to phishing threats.
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Previous works built IBL models with emails represented as a single attribute-value pair,

typically using the full message or sentence embedding as the primary feature representing

each email. This “flat” representation limits the model’s ability to model higher-order

similarity patterns that people would use when retrieving related conversations, such as

considering two emails that request a password reset as similar in intent despite using

different words or phrasing. In my previous study, I found that using the responses of the

self-reported surveys of the participants, specifically their perceptions of the topic of each

email, as representations of the emails was effective, highlighting the value of incorporating

features human-interpretable of higher order [79, 144, 34].

Cognitive psychology suggests that human memory does not encode and retrieve text

verbatim but instead relies on hierarchical recall mechanisms based on the gist of informa-

tion [82, 64, 9, 78, 22]. Through processes such as chunking and abstraction, individuals

tend to remember salient elements, such as emotional tone, communicative intent, or key

phrases, while disregarding less relevant details present in text. Based on these findings, I

hypothesize that, rather than recalling the entire text of an email, people are more likely

to retain overarching intentions or a few critical keywords that capture its essence. Conse-

quently, using human-interpretable higher-level features as instance representations should

improve the ability of IBL models to simulate how people recall and respond to emails.

5.2 Intent Modeling

Intent modeling is the process of computationally identifying the underlying communicative

purpose or objective behind a message, such as making a request, offering information, or

expressing urgency [26, 149]. In natural language processing (NLP), intent analysis enables

systems to interpret user goals and provide contextual responses, which is fundamental

to optimize dialogue systems, search engines, and recommendation systems [149, 42]. This

capability is also critical in applications such as email assistants, where understanding intent

improves message prioritization, task automation, and user experience [86, 42].

Intent modeling in the email domain has evolved through both linguistically grounded

and machine learning-based approaches[31, 106, 72]. Early work applied speech act theory

to categorize communicative functions such as request, commit, or deliver within emails,
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demonstrating the feasibility of intent detection based on message-level annotations rather

than sentence-level labeling [31, 106]. Building on this foundation, later studies leveraged

neural network architectures to model actionable email intents such as scheduling or task

management [72]. Others have incorporated contextual information from email threads

to improve intent classification accuracy, showing that message context significantly im-

proves model performance [139]. More recently, weak supervision has enabled the training

of scalable intent classifiers by generating labels from patterns and heuristics rather than

manual annotation [115].In this setting, patterns and heuristics refer to rule-based labeling

functions derived from user interactions—for example, heuristically labeling any email that

receives a reply with an attachment as a request intent—providing noisy but scalable super-

vision signals that complement a small manually annotated dataset” [115]. These diverse

methods underscore the importance of modeling communicative intent in emails to support

prioritization, task automation, and cognitive offloading for users [72].

In this study, I move beyond using intent modeling solely for assigning classification

labels and instead employ the learned intent representations themselves. These representa-

tions encode higher-order communicative features that serve as inputs to cognitive models

of human decision-making.

This chapter evaluates intent modeling as an approach for instance representation for

cognitive models of phishing decision-making supported by prior research demonstrating

that communicative intent influences perceptions of message credibility, urgency, and sus-

ceptibility to phishing [24, 141, 109].

I hypothesize that representing emails using email intents as instances leads to IBL

models that more effectively align with human response decisions, particularly in the context

of phishing and spear phishing emails.

To test this hypothesis, I compare the following two categories of representational ap-

proaches within the IBL framework:

• Lower-Level Text-Based Representations:

– IBL + Full-Text: This is the same approach used in previous studies [144] and

serves as the baseline in this chapter for evaluating whether more cognitively
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aligned representations can improve model performance.

– IBL + Summaries: Using large language model (LLM)–generated summaries

as a more compact alternative to full email texts, providing a reduced represen-

tation while retaining the main informational content.

– IBL + Keywords: Using self-reported keywords that participants identified as

the terms they would use to recall each email in their inbox, reflecting a gist-based

representation of the message.

• Higher-Level Abstract Representations:

– IBL + Intents: Using human-rated communicative intent labels to represent

each email, capturing the overarching purpose or action implied by the message

(e.g., requesting information, confirming an event). This approach aligns with

gist-based memory by abstracting away detailed wording in favor of the core

intent perceived by recipients.

– IBL + Intent, Sentiment, and Tone: Using a combination of human-rated

communicative intent, emotional tone, and sentiment labels to create a richer,

higher-level representation of each email. This multidimensional abstraction cap-

tures not only the perceived purpose of the message but also its emotional and

interpersonal cues, providing a more comprehensive gist-based representation

aligned with how people evaluate and recall emails.

All of these representations—whether text-based or abstract—are converted into embed-

dings before being stored and compared within the IBL framework. Figure 5.1 illustrates

the progression of these representation types, ordered from lower-level text-based inputs to

higher-level abstractions
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Figure 5.1: Hierarchy of email representations ranging from lower-level to higher-level ab-

stract representations

The remainder of this chapter describes the data collection process, modeling setup,

evaluation metrics, and comparative results between the evaluated representation strategies.

5.3 Data Collection:

I conducted a study with human subjects on the Prolific platform to collect features such

as email summary, search keywords, tone, sentiment, and intent that participants reported

being the most salient during recall and email response. In the study, participants received

a series of emails from previous phishing experiments [143] and were asked to evaluate sum-

maries of emails produced using generative AI, self-report keywords they would use to recall

each email, and annotate emails with perceived tone, sentiment, and intent. The data col-

lected from this study was used as features, dimensions along which instance similarity was

computed in the IBL model, as described in Sections Methods (Section 5.4) and Evaluation

(Section 5.5).
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5.3.1 Email Dataset:

The emails the participants received included a mix of primary messages, promotional con-

tent, phishing, and spear phishing emails. These messages were drawn from a previous

study described in [143]. In this previous work, participants made decisions on whether

or not to respond to the emails that were presented to them, resulting in thousands of

email–response pairs. A total of 84 unique users participated in the study. For my study,

I selected a subset of 250 emails from the full dataset due to resource constraints. This

selection involved manually reviewing all emails and removing those that were too short,

lacked meaningful content, or were too similar to others, while still ensuring a balanced mix

of email types.

5.3.2 Pilot Study

The study was conducted in two stages: an initial pilot study followed by a full-scale user

study. The pilot study was used to evaluate the study procedures and identify potential

issues in the study design. During this phase, a small group of participants performed all the

study activities: 1. evaluated two alternative summaries for each email and selected the one

they felt best captured how they remembered the email 2. answered tone, sentiment, and

intent rating questions. Observations from the pilot study provided insight into procedure

design and question design. The pilot study informed the total number of emails included in

the final study, the number of emails shown to each participant, and the optimal sequencing

of the questions to minimize cognitive load.

5.3.3 Full Study procedure

Building on the insights gained from the pilot, I conducted a full study involving 150 par-

ticipants who were recruited via Prolific. All participants were 18 years of age or older and

resided in the United States. The survey was administered using Qualtrics, where partici-

pants reviewed an informed consent form before beginning the study. The study protocol

received approval from the University of Washington Institutional Review Board (IRB).

Each participant was compensated $9 for completing the study, which was advertised as
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a 45-minute session (equivalent to an hourly rate of approximately $12). On average, the

participants completed the study in about 40 minutes.

Each participant received 10 unique emails randomly selected from the dataset. Each

email was reviewed by at least five different raters to ensure diversity of perspectives and

improve the reliability and representativeness of the collected data. For each email, partic-

ipants completed five tasks designed to capture the features necessary to compare the two

categories of representation approaches described above. Below is an overview of the survey

flow. The exact wording of all participant questions is included in Appendix A.

1. Evaluated email summaries produced by generative AI and select the summary that

more closely aligns with how participants recalled the conversation.

2. Provided five keywords that best captured the core content or message of the email,

during a phase in which the email was hidden to encourage recall-based responses.

3. Reported their perception of the tone of the email on a scale ranging from casual to

formal.

4. Rated the overall sentiment of the email as negative, neutral, or positive.

5. Selected the primary intents of the email according to their perception of what was be-

ing communicated. These intent categories were adapted based on established frame-

works in prior work on email intent modeling [72, 105, 115, 139]. See Table 5.1 for

the questionnaire on email intents used in the study.
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Table 5.1: Intent Categories and Descriptions Used in the Questionnaire

Intent Category Description and Example

Request Asking the recipient to take an action and/or provide information

(e.g., password reset, answer a question)

Propose Suggesting a joint action or agreement (e.g., proposing a meeting

or collaboration)

Commit Promising to take a future action (e.g., “I’ll send it tomorrow”)

Deliver Providing information, recommendations, updates, or files (e.g.,

login alert, invoice, subscription confirmation)

Amend Modifying a previous proposal, decision, or plan (e.g., changing

meeting time or correcting info)

Refuse Declining a request or offer (e.g., “I can’t attend,” “Sorry, not

possible”)

Greet Sending a social message (e.g., thank you, congratulations, greet-

ings)

Remind Sending a reminder about something (e.g., upcoming deadline,

follow-up)

Resolve Closing an issue, conflict, or question (e.g., confirming a problem

is fixed, clarifying a misunderstanding, providing a final decision)

5.3.4 Data Format and Usage

The final dataset includes the following components, organized according to the two repre-

sentation categories evaluated in this study which inform memory similarity and retrieval

in the IBL models.

• Human preferences for summaries: Participants rated each summary on a 5-

point scale in response to the question, “On a scale of 1 to 5, how well does this

version of the email summary match how you recall the email?” (1 = not well at all,
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5 = Extremely well). These ratings were used to identify high-quality summaries as

lower-level text-based inputs for the IBL models.

• Human-generated keyword sets: Participants provided exactly five free-text key-

words per email. These were intended to capture the most salient details participants

remembered and were used to model recall-driven features in the IBL framework.

• Annotated tone, sentiment, and intent labels: Categorical labels derived from

human responses:

– Tone = {formal, casual, urgent}

– Sentiment = {positive, neutral, negative}

– Intent = {request, propose, commit, deliver, amend, inquire}

This dataset forms the foundation for evaluating which representation approach - low-

level text-based features, such as summaries and keywords, or higher-level intent-based

features, such as intent, tone, and sentiment - best supports human-aligned modeling of

participant responses to phishing and benign emails.

5.3.5 Summary-Based Representations

Overview

To better align with how humans process and recall messages, I used model-generated

summaries as lower-level text-based representations of each email. Summaries provide a

compact alternative to full text, reducing the complexity and verbosity of lengthy emails

while retaining the main informational content. This approach was motivated by the idea

that people often recall the gist of an email rather than its full wording.

Data Collection

During the study, participants were shown two summaries for each email, generated by

two transformer-based models and asked to rate each summary to determine how well it
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matched how they would recall the email using a 1–5 scale. The original email text was

visible while they evaluated the summaries to ensure that participants could make informed

judgments. The summary with the highest average rating across participants was retained

as the representative summary of that email.

The two summarization models evaluated in this study are:

• T5 (Text-to-Text Transfer Transformer) [93]: A transformer-based encoder-

decoder model designed for a wide range of natural language tasks. T5 has demon-

strated strong performance in generating high-quality summaries by learning to pro-

duce concise, meaningful text. In this study, the base variant of T5 was used to

generate summaries that aimed to capture the key points of each email.

• BART (Bidirectional and Auto-Regressive Transformers) [69]: A denoising

autoencoder that combines a BERT-like bidirectional encoder with a GPT-like au-

toregressive decoder. BART is pre-trained by applying various noising functions (e.g.,

token masking, sentence shuffling) and learning to reconstruct the original text, mak-

ing it well-suited for sequence generation tasks like summarization.

In this study, I used automated summarization models to generate email summaries, as

relying on multiple human-generated summaries could introduce inconsistency and noise.

BART and T5 were evaluated to determine which model produced summaries most closely

aligned with how people recalled the conversation. To ensure the outputs were reasonable

and human-like, the automatically generated summaries were rated by human participants

for quality and alignment with the original email content.

Instance Representation

Once the best summary was selected for each email, embeddings were generated using a

sentence transformer model, specifically all-MiniLM-L6-v2 [140]. This model, part of the

MiniLM family of sentence transformers, is designed for efficient semantic representation

with reduced computational overhead. It generates fixed-size 384-dimensional embeddings

for any input sentence, ensuring that downstream models receive uniform-length vectors
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regardless of the input text length. These embeddings capture key semantic relationships

across sentences, providing a compact and meaningful representation of each email’s con-

tent [99].

By reducing irrelevant content, summarization was hypothesized to improve the focus of

embeddings, thereby enabling the IBL model to retrieve memory traces that better reflect

human recall patterns. This hypothesis is evaluated empirically in subsequent sections of

this chapter.

By using embeddings of summaries instead of embeddings of the full email text, this

representation approach aims to address two main challenges: (1) reducing the complexity

and verbosity of lengthy email texts, and (2) potentially aligning better with human recall

by providing shorter, more focused content than raw email text. In experiments described

in Section 5.5, I compare IBL performance using summaries versus other representations to

evaluate their impact on the model’s ability to approximate participant-like responses.

5.3.6 Recall-Based Keyword Representations

Overview

Another type of text-based representation explored in this dissertation is human-generated

recall keywords. This approach is motivated by the observation that when recalling and

searching for emails, people often rely on a few salient words or phrases rather than full

sentences. Prior work also suggests that people compress information into keywords that

capture the intent or tone of a message, rather than retaining its complete language [82,

64, 104]. This representation therefore provides a cognitively plausible and interpretable

alternative to full-text or summary-based inputs, aligning with gist-based memory processes.

Data Collection

During the study, participants were asked to provide five keywords that represented how

they would recall or search for each email in their inbox. Keywords were given in free-

text format. For each email, keywords from all participants who viewed it were collated,

resulting in a diverse pool of recall cues that captured different interpretations of the same
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message.

To construct a final keyword representation, I used a two-phase selection strategy de-

signed to balance human agreement and semantic diversity:

Phase 1: Frequency-Based Filtering Keywords mentioned by two or more raters were

automatically included as reliable recall cues. If more than five such keywords existed, the

five most frequent were chosen.

Phase 2: Diversity-Based Completion If fewer than five keywords remained after

Phase 1, the set was completed by selecting additional keywords to maximize semantic di-

versity. This step was inspired by the Maximal Marginal Relevance (MMR) framework [25],

which balances relevance with novelty.

The procedure was as follows:

• Sentence embeddings were generated for all candidate keywords using the all-MiniLM-L6-v2

model from the SentenceTransformers library [140].

• Highly similar keywords (cosine similarity ≥ 0.85) were clustered, and only one rep-

resentative was retained from each cluster to reduce redundancy.

• A greedy selection algorithm was then applied:

– The process was seeded with the repeated keywords already included in Phase 1.

– Iteratively, the next keyword chosen was the one with the lowest average cosine

similarity to the already selected set, ensuring semantic diversity.

– Because the initial seed can bias results, the process was repeated with each

candidate as the starting seed. The final set chosen was the one with the lowest

overall pairwise similarity across keywords.

This combined approach ensured that the final five keywords per email reflected both

participant agreement and semantic diversity, aligning with the dual goals of cognitive plau-

sibility and representational breadth. The five-term limit was also consistent with working
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memory research suggesting that short-term memory typically retains 5–9 items [82], as well

as with keyword extraction practices where 5–10 terms are sufficient to capture document

meaning [62].

Figure 5.2 shows the most common recalled keywords across all emails by participants.

Figure 5.2: The most common recalled words across all the emails

Instance Representation

For each email, the final keyword set was treated as a single textual input and embedded

using the all-MiniLM-L6-v2 model. Feeding the keywords together allowed the model’s

self-attention mechanism [131] to capture semantic interactions among them, rather than

treating each keyword in isolation. The result was a single 384-dimensional embedding

vector representing the collective meaning of the keyword set, which served as the memory

trace for that email.

Although keyword-based embeddings shared the same dimensionality as summary em-

beddings, they were derived from a smaller, more focused set of words, reducing semantic

noise and emphasizing cues most salient to human recall. The effectiveness of this represen-

tation was tested by comparing IBL performance with summary-based and other represen-

tations, evaluating which method best approximates participant-like responses to phishing
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and benign emails.

5.3.7 Tone, Sentiment, and Intent Label Aggregation

Overview

In addition to collecting summaries and recall keywords, participants were asked to annotate

each email with perceived tone, sentiment, and intent, capturing the primary communicative

signals that humans rely on when interpreting conversations [61, 150]. These annotations

provided higher-level abstract features for evaluating cognitively aligned representations.

Data Collection

Tone and Sentiment Participants selected one option for each dimension from a prede-

fined set:

• Tone: Casual, Neutral, Formal

• Sentiment: Negative, Neutral, Positive

Each email was rated by multiple participants and the final tone and sentiment labels

were assigned based on the majority vote. In cases of a tie between categories (for example,

equal votes for ’positive’, ’negative’ and ’neutral’), the neutral option (for example, ’neutral’

tone or ’neutral’ sentiment) was assigned to avoid making strong assumptions not supported

by participant consensus.

Intent Participants also selected one or more communicative intents for each email from

a predefined taxonomy of email functions, including Request, Propose, Commit, Deliver,

Amend, Refuse, Greet, Remind, and Resolve. These intent categories are grounded in prior

research on email understanding and classification [72, 105, 115, 139]. The full set of intents

used in this study is summarized in Table 5.1.

To simplify, the final intent representation was limited to a maximum of five intents

per email. For each email, the intentions selected by all the participants who received

it were collated and the frequency of each selected intent was calculated. The five most
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frequently chosen intents per email were retained. If fewer than five intents were selected

by raters, the final list included only the available high-agreement categories. This strategy

enabled the model to consider the most salient intents while avoiding overly sparse or noisy

representations that could undermine interpretability and alignment with human recall.

Figure 5.3 shows the distribution of chosen intents and sentiment labels across emails in

the dataset.

Figure 5.3: Distribution of chosen intents and sentiment labels across emails

Instance Representation

Tone, sentiment, and intent labels were aggregated into structured feature sets that served as

higher-level abstract representations of each email. These categorical annotations provided

the IBL model with cognitively meaningful cues, emphasizing the purpose and interpersonal

qualities of the message rather than surface linguistic detail.

5.4 Method

Building on the instance representations introduced in Section 5.4.2, this section describes

how they were implemented within the IBL framework to model human responses to phish-

ing and benign emails.

For this study, I developed one IBL agent per participant to simulate responses to

emails from the prior laboratory study [143]. Each agent was trained and tested on the
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same emails as its human counterpart, using four variations of instance representations: (1)

summaries, (2) keywords, (3) intent labels, and (4) a combined representation of intent,

tone, and sentiment. These representations, ranging from low- to high-level features, were

implemented as alternatives to the high-dimensional full-text embeddings used in prior work,

aiming to better align with how people

5.4.1 IBL Framework and Activation Formula

As previously described, IBLT is a cognitove framework in which decisions are made by

retrieving the most similar past instance from memory[48]. Each memory trace represents

a prior experience, in this case, an email that a participant previously experienced and made

decisions upon and new email experiences are compared to these traces using a activation

function computed over shared features.

The retrieval strength of each memory instance is determined by the following activation

equation:

Ai,k,t = ln

(
t∑

ti=1

(t− ti)
−d

)
+ MP ·

∑
k

Sim(vk, ck) + σ · ln

(
1 − γi,k,t
γi,k,t

)
,

where:

• The first term represents the base-level activation, which decays as a function of both

the time elapsed and the frequency of past encounters with the memory trace.

• The second term reflects partial matching, computed as the similarity (via cosine

similarity) between the current cue vector vk and the memory feature vector ck.

• The third term introduces stochastic noise into the retrieval process, simulating the

inherent variability in human memory access.

In this study, memory traces are defined using cognitively grounded features: participant-

selected summaries or aggregated keyword vectors, or with tone, sentiment, and intent labels

collected during the during. These cues were embedded to construct meaningful, human-

aligned representations of each email.
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5.4.2 Instance Representations

Building on the framework described above, I developed one IBL agent per participant to

simulate their responses to phishing and benign emails from the prior laboratory study [143].

Each agent was trained and tested on the same emails as its human counterpart, modeling

memory traces based only on that participant’s own experiences.

Four types of instance representations were implemented:

1. Summaries: LLM-generated summaries of each email.

2. Keywords: Self-reported keywords participants identified as useful for recalling each

email.

3. Intent: Human-rated communicative intent labels.

4. Intent + Tone + Sentiment: Combined human-rated labels capturing the email’s

perceived purpose, tone, and sentiment.

All representations, including categorical features, were embedded using the all-MiniLM-L6-v2

sentence transformer to produce fixed-length vectors that preserved semantic relationships

between features. Cosine similarity between embeddings was used for partial matching

during retrieval. This setup enabled a direct comparison of representations ranging from

compressed text (summaries, keywords) to higher-level abstract cues (intent, tone, senti-

ment), evaluating their impact on IBL model alignment with human responses.

5.5 Evaluation

5.5.1 Evaluation Objectives

The objective of this evaluation is to assess how effectively the different representations sup-

port the ability of IBL agents to predict human decision-making when responding to emails.

Each IBL agent models the decision patterns of an individual participant and is evaluated

based on its ability to reproduce that participant’s binary responses (e.g. respond/ignore)

to previously unseen emails.
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5.5.2 Experimental Setup

For each participant, an IBL agent was trained on that individual’s responses, constructing

memory traces based on the emails they experienced during the previous study [143] using

either lower-level text representations (summaries or keywords) or higher-level abstract cues

(intent, tone, sentiment). The agent’s task was to predict the participant’s binary decision

(“Response” or “Ignore”) on previously unseen emails.

Data for each rater was split into an 80/20 train/test partition, ensuring that test predic-

tions were made only on emails not included in the agent’s training memory. This approach

allows a direct assessment of how well different representations predict individual response

on untrained email instances.

5.6 Results

5.6.1 Overview and Objectives

To compare the impact of different instance representation approaches on the performance

of the IBL agent in predicting human response to emails, I report both traditional classifi-

cation metrics - accuracy, precision, recall and F1 score - and metrics relevant to cognitive

modeling such as average log likelihood [121], Akaike Information Criterion (AIC) [5] and

Bayesian Information Criterion (BIC) [111] as indicators of model coplexity. While classifi-

cation metrics quantify predictive performance, log-likelihood offers a more nuanced measure

of how well each model captures an agent’s decision patterns across all emails. These com-

plementary metrics enable direct comparisons in both predictive accuracy and alignment

with individual raters’ behavioral profiles [121].

Additionally, I analyze log-likelihood heatmaps across key IBL parameters such as mis-

match penalty and decay rates to show the trade-offs and optimal combinations of these

parameters, and how model fit changes across different settings. By comparing agent-specific

metrics, this analysis identifies which representations best capture individual variability in

human decision-making patterns when responding to emails.

Overall, this evaluation seeks to determine which type of representation lower-level text

features or higher-level abstract feature more effectively supports IBL modeling of human
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decision-making in email response tasks.

I previously evaluated the IBL model using the full sentences of emails embedded as

representations [79] (originally proposed by Xu and colleagues in [144]), which serves as the

baseline for my analysis in the following sections of this chapter. This baseline achieved the

following overall classification metrics across raters, providing a reference point for assessing

the cognitive models developed in subsequent sections:

Accuracy Precision Recall F1

60.0 55.4 48.3 49.9

5.6.2 Dataset and Evaluation Metrics

The evaluation in this chapter uses the dataset introduced earlier, consisting of 250 emails

annotated by 150 participants. Each participant rated 10 unique emails across five dimen-

sions: response decision, keywords, tone, sentiment, and intent. These annotations provide

the foundation for training and evaluating IBL agents with both recall-oriented text repre-

sentations (summaries, keywords) and higher-level abstract cues (intent, tone, sentiment).

Evaluation metrics include traditional classification measures: accuracy, precision, recall

and F1 score to quantify predictive performance, as well as average log-likelihood to assess

how well each model captures participant-specific decision patterns. Together, these met-

rics provide a comprehensive understanding of the effectiveness of IBL models with each

representation.

In addition to variability in individual response tendencies, participants were exposed to

differing distributions of email types. Figure 5.4 illustrates the number of phishing, primary,

and promotional emails evaluated by each unique rater in the dataset I used in my study.

While the majority of participants rated more primary and promotional emails, phishing

emails were less prevalent overall. This imbalance increases the complexity of the modeling

task, as each IBL agent must learn decision patterns from a unique set of examples with

varying degrees of exposure to phishing content.

These differences in email type distribution highlight the necessity of agent-specific eval-

uation rather than assuming a homogeneous email stream across participants. Modeling
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each rater individually ensures that the learning process and performance assessment accu-

rately reflect the specific context and experience of each user, which is critical for capturing

real-world variability in human decision-making.

Figure 5.4: Distribution of email types (Phishing, Primary, Promotion) across individual

raters.

5.6.3 Evaluation Metrics

To assess model performance, I report average classification metrics (accuracy, precision,

recall, and F1-score) computed across all agents. These provide a baseline view of how well

different representations support IBL agents to predict participants’ responses. Beyond

these metrics, I also used model fit measures relevant to cognitive modeling proposed by

Stocco et al. [121]:

• Log-Likelihood: Quantifies how well an agent’s predictions align with observed hu-

man responses, capturing the probability assigned to actual outcomes under the model.

Following Stocco et al., it is computed as

logL(m, θ | x) =

N∑
i=1

logP (xi | m, θ),

where m denotes the participant-specific IBL agent, θ its parameters, x the sequence

of human responses,and and N the number of emails (trials) for that participant.
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• Akaike Information Criterion (AIC): Evaluates the trade-off between model fit

and complexity, favoring models that achieve good predictive accuracy with fewer

parameters:

AIC = 2k − 2 lnL,

where k is the number of free parameters and lnL is the maximized log-likelihood.

• Bayesian Information Criterion (BIC): Similar to AIC but applies a stricter

penalty for model complexity, defined as

BIC = ln(n) · k − 2 lnL,

where n is the number of data points (trials per agent).

Each metric is calculated individually for each IBL agent, representing the individualized

model of each participant. The final results are reported as averages across agents to capture

overall performance trends. This agent-level evaluation approach provides both population-

level insights and the ability to analyze individual differences, aligning with best practices

in personalized cognitive modeling.

5.7 Overall Performance Comparison

5.7.1 Comparative Evaluation of Cognitive Representations

To evaluate how the different representation approaches influence IBL agent performance,

I compared four model variants spanning two categories of lower level and higher level

representations.

Table 6.1 summarizes their performance across key metrics: accuracy, precision, recall,

F1-score, log-likelihood, and complexity measures (AIC, BIC).

As shown in Table 6.1, models based on higher-level abstract cues generally outperformed

lower-level text representations. Specifically, the Intent-Sentiment-Tone-Based Model

achieved the highest performance overall, with accuracy, precision, and F1-score values

indicating stronger alignment with participants’ responses. This suggests that integrating
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communicative intent with affective cues like tone and sentiment are closer to how people

encode and recall email conversations from memory.

I also observed that the models showed differences in their probabilistic fit. The Intent-

Only Model achieved the best (least negative) average log-likelihood (−5.18), indicating it

produced better-calibrated probability estimates overall. In contrast, the Keyword-Based

Model exhibited the worst log-likelihood (−7.98), despite outperforming the Summary-

Based Model on classification metrics like precision and recall. Meanwhile, the Intent-

Sentiment-Tone Model combined high accuracy (0.79) with a moderately negative log-

likelihood (−6.12), suggesting a trade-off between strong prediction performance and prob-

abilistic calibration.

Table 5.2: Comparison of Model Performance Across Instance Representations

Model Accuracy Precision Recall F1 AIC / BIC Log-Likelihood

Summary-Based 0.65 0.40 0.67 0.54 10830.49 / 10840.93 -5.80

Keyword-Based 0.67 0.50 0.52 0.48 12614.69 / 12665.08 -7.98

Intent-Only 0.72 0.69 0.73 0.68 15243.88 / 15254.27 -5.18

Intent-Sentiment-Tone 0.79 0.62 0.75 0.66 15260.25 / 15275.35 -6.12

To better understand model fit at the individual level, I plotted the per-agent average

log-likelihood (mean across each agent’s evaluation emails) for the four models(Figures 5.5–

5.8). These plots reveal substantial variability in how well the models fit different partic-

ipants, with some agents consistently achieving higher likelihoods than others. This vari-

ability—both across participants and across models—suggests that individual differences in

decision-making may strongly influence model performance and motivated a deeper analysis

to examine why certain participants were harder to model.
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Figure 5.5: Average log-likelihood per agent for the Summary-Based Model.

Figure 5.6: Average log-likelihood per agent for the Keyword-Based Model.

Figure 5.7: Average log-likelihood per agent for the Intent-Based Model.
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Figure 5.8: Average log-likelihood per agent for the Intent + Sentiment + Tone Model.

5.7.2 Clustering Participants by Modeling Performance

The substantial variability in agent log-likelihoods across participants motivated a deeper

analysis to understand whether certain individuals were consistently harder to model and

why. To explore this, I first quantified participant consistency, defined as the proportion

of a participant’s responses that matched the majority decision for the same emails. Higher

consistency values indicate participants whose judgments align more closely with the collec-

tive consensus, whereas lower values reflect more random and inconsistent decision-making.

Next, I clustered participants based on their overall modeling performance. Each cog-

nitive agent was represented by a 20-dimensional feature vector consisting of accuracy,

precision, recall, F1-score, and average log-likelihood across the four evaluated models. All

metrics were standardized using z-scores to ensure equal contribution across dimensions.

KMeans clustering with k = 3 was applied to partition participants, producing three dis-

tinct groups. A principal component analysis (PCA) projection of these clusters is shown

in Figure 5.9.
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Figure 5.9: PCA projection of participant performance profiles. Clusters represent distinct

groups of raters based on model fit metrics.

The three clusters correspond to meaningful differences in participant behavior:

• Cluster 0: High-consistency raters (average agreement ≈ 70%)

• Cluster 2: Moderate-consistency raters (average agreement ≈ 60%)

• Cluster 1: Low-consistency raters (average agreement ≈ 53%)

To examine how model performance varied across these groups, I compared average

F1 scores for each model by cluster (Figure 5.10). Models relying on compressed text

representations (Summary-Based and Keyword-Based) showed steep drops in F1 scores

for low-consistency participants (Cluster 1), suggesting that these simpler representations

are less robust for raters with less predictable decision patterns. In contrast, the Intent and

Intent + Sentiment + Tone models maintained more stable F1 scores across clusters,

indicating greater resilience to participant inconsistency.
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Figure 5.10: Average F1 scores by cluster for each model.

Similar patterns emerged in the log-likelihood analysis: agents for high-consistency raters

achieved less negative likelihoods (indicating better fit), while agents for low-consistency

raters had substantially lower likelihoods, particularly for the simpler models. This con-

vergence between accuracy-based metrics and likelihood evidence suggests that participant

consistency is a strong driver of model fit.

Overall, these results indicate that raters with stable, majority-aligned decision patterns

are easier to model, especially with simpler text-based representations. In contrast, par-

ticipants with more inconsistent or idiosyncratic behavior expose the limitations of these

approaches, while cue-rich models (intent, sentiment, tone) demonstrate greater robustness

across diverse rater profiles.

5.8 Individual Agent Analysis

To better understand how rater consistency affects model fitting, I examined log-likelihood

heatmaps of individual agents representative of Cluster 1 (least consistent) and Cluster 0

(most consistent). Figure 5.11 shows heatmaps for an agent from Cluster 1(least consistent),

while Figure 5.12 shows those for an agent from Cluster 0(most consistent).
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For the inconsistent agent in Cluster 1, summary- and keyword-based models exhibit dif-

fuse or fragmented dark regions in their heatmaps, lacking well-localized optima. This insta-

bility suggests that small parameter adjustments cause large fluctuations in log-likelihood,

underscoring the difficulty of modeling raters whose decisions deviate unpredictably. In con-

trast, the intent-based models, including intent-only and intent-sentiment-tone, still show

relatively structured optima even for this inconsistent agent—indicating that these repre-

sentations are more robust to inconsistency.

Figure 5.11: Log-likelihood heatmaps for an agent from Cluster 1 (inconsistent rater).

For the consistent agent in Cluster 0, heatmaps from summary- and keyword-based mod-
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els display distinct, well-localized optima across mismatch penalty and decay parameters.

These stable optima suggest that for consistent raters, even text based models can reliably

identify parameter configurations that capture their response patterns.

These qualitative assessments reinforce earlier quantitative findings: intent-based models

maintain more stable fits despite rater inconsistency, while summary- and keyword-based

models degrade sharply when faced with unpredictable response patterns.

Figure 5.12: Log-likelihood heatmaps for an agent from Cluster 0 (consistent rater).



69

5.9 Prediction Agreement by Email Type

To investigate how model predictions align with human responses across Phishing, Primary,

and Promotion emails, I visualized correctness patterns for each model. In each plot, green

indicates correct predictions and red indicates errors, organized by email type.

For the Summary-Based model, overall prediction accuracy was 68% for Phishing, 60%

for Primary, and 65% for Promotion emails (Figure 5.13).

Figure 5.13: Prediction agreement for the Summary-Based model across email types.

For the Keyword-Based model, overall prediction accuracy was 70% for Phishing, 65%

for Primary, and 66% for Promotion emails (Figure 5.14).

Figure 5.14: Prediction agreement for the Keyword-Based across email types.

Errors in the Summary-Based model are broadly distributed, particularly among Pri-

mary and Promotional emails, underscoring the difficulty of distinguishing nuanced cate-

gories using summaries alone. In contrast, the Keyword-Based model shows slightly im-

proved performance for phishing emails, suggesting that participant-generated keywords

provide more targeted cues for identifying deceptive content.
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For the Intent-Only model, overall prediction accuracy was 75% for Phishing, 70% for

Primary, and 71% for Promotion emails (Figure 5.15).

Figure 5.15: Prediction agreement for the Intent-Only model across email types.

For the Intent-Sentiment-Tone model, overall prediction accuracy was 82% for Phishing,

78% for Primary, and 77% for Promotion emails (Figure 5.16).

Figure 5.16: Prediction agreement for the Intent-Sentiment-Tone model across email types.

In general these two intent based models show a better performance over phishing cat-

egory with significantly higher accuracy.

Deeper analysis of misclassified emails revealed that phishing messages most frequently

missed by the intent model but correctly detected by intent-sentiment-intent models, were

dominated by intents like Request (approximately 20% of misclassified phishing), followed

by Deliver (17%) and Propose (13%). This pattern highlights that these intentions are

highly context sensitive and require auxiliary cues such as sentiment or tone for an accurate

interpretation. Integrating cues beyond intent significantly improves the model’s ability to

capture subtle patterns of phishing tactics. For example, a “Request” intent could reflect a

benign scenario (e.g., “Please confirm your attendance”) or a malicious one (e.g., “Urgent:

Confirm your bank details”), but intent alone cannot distinguish these possibilities. The
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addition of sentiment and tone helps disambiguate these cases, enabling the model to better

align with human interpretations of suspicious requests.

5.10 Discussion and Future Work

This chapter investigated how different types of instance representations influence the perfor-

mance and interpretability of IBL models in simulating human responses to emails. Specif-

ically, I systematically compared low-level text embeddings with higher-level, cognitively

enriched features, including inferred intent, tone, and sentiment. The results showed that

models using intent-based and other high-level embeddings performed significantly better

than those relying on raw text. This finding suggests that incorporating cognitively mean-

ingful features can enhance the alignment between cognitive models and human decision-

making processes in the context of email evaluation.

One interpretation of this finding is that people may encode and recall email communi-

cations not at the level of raw text but rather based on inferred intent and the associated

actions [82, 64, 104]. Although email text is typically unstructured and varies widely in

length, tone, and writing style, the underlying function of emails often follows common com-

municative patterns, such as requesting information, delegating tasks, confirming events, or

providing updates[31, 106, 72]. Intents therefore introduce a latent structure that is not

always captured by text-level embeddings. Intent-based representations may better reflect

this underlying structure by focusing on what the email is trying to achieve, rather than on

the specific words or style used to convey the message[139, 115]. People may adopt a similar

strategy when recalling email communications—inferring the gist or purpose of a message

and storing this abstracted representation—potentially explaining why intent-based features

improved model performance.

Another explanation relates to how cognitive models, such as IBL, function. IBL re-

lies on similarity-based retrieval from memory, and such similarity-based functions tend

to perform better when input instances are represented using higher-order, semantically

meaningful features like intents. Because intent-based representations are more structured

and less variable than raw text embeddings, they create a more coherent memory space.

This coherence facilitates more accurate retrieval of relevant prior experiences, resulting in



72

decisions that better mirror human memory and judgment processes. This interpretation is

further supported by my cluster analysis, which showed that intent-based representations

performed well across both consistent and inconsistent rater clusters, suggesting that the

improved performance may stem from a more coherent underlying memory structure.

Together, these findings have important implications for future cognitive modeling of

phishing decision-making. They suggest that incorporating techniques such as intent mod-

eling and sentiment modeling can be valuable for automatically generating more human-

aligned instance representations. By abstracting away from the variability of raw text and

focusing on meaningful cognitive cues, such models can achieve greater fidelity in simulating

how humans process, recall, and act on email communications.

Despite these promising findings, several limitations highlight opportunities for future

research. First, the heatmap analyses revealed substantial heterogeneity across raters, in-

dicating that while some individuals benefit significantly from enriched cues, others show

minimal improvement. However, interpreting log-likelihood surfaces at the individual level

remains qualitative and subjective. Future research could address this by incorporating

clustering techniques or computational surface analysis metrics to systematically quantify

topography. Such methods would enable automated identification of rater types based on

their log-likelihood landscapes, providing a more rigorous and scalable approach to under-

standing individual differences in decision-making.

Second, the summary, keyword, intent, and contextual cue features were not collected or

generated uniformly. While summaries were generate by models, intent, tone, and sentiment

labels were annotated by raters and may vary in reliability or granularity. These inconsis-

tencies may have introduced biases affecting predictive accuracy. Future work should aim to

improve representation consistency, either through more rigorous annotation protocols, im-

proved inter-rater agreement measures, or by leveraging fine-tuned models explicitly aligned

with domain-specific cues to reduce noise and enhance feature quality.

Finally, there is potential bias in feature selection. Although the inclusion of keywords,

tone, and sentiment was grounded in cognitive theories of memory and attention, these

choices may have unintentionally biased the models toward emails with emotional or overtly

spam-like characteristics, potentially limiting generalizability to more subtle or professional
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phishing attempts. Future research should expand the feature space to include structural

cues (e.g., email formatting, sender identity), behavioral indicators (e.g., click-through prob-

abilities), or even physiological measures (e.g., eye-tracking) to better approximate human

perception and decision-making in realistic email scenarios.

Overall, this chapter advances our understanding of how cognitively enriched representa-

tions impact the performance of cognitive models in simulating human responses to emails.

By demonstrating the value of intent-based and contextual features, it lays the groundwork

for developing more human-aligned, adaptive modeling approaches. The next phase of this

research builds on these insights, exploring how these enriched representations can be sys-

tematically integrated into cognitive modeling frameworks to improve generalizability and

interpretability.
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Chapter 6

EXPLORING ACT-R BASED PHISHING DECISION MAKING
MODELS

6.1 Motivation

Up to this point, cognitive modeling in this dissertation has primarily focused on similarity-

based retrieval mechanisms (IBL), particularly through Instance-Based Learning. Although

IBL provides a powerful framework for modeling memory-driven decision making, it repre-

sents only one aspect of the broader cognitive processes that underpin how people could be

processing and responding to email conversations.

According to dual-process theories of decision making [60, 136], human cognition oper-

ates through two complementary systems: System 1, which is fast, intuitive and automatic,

and System 2, which is slower, more deliberate, and analytical. In the context of email eval-

uation, System 1 processes may dominate routine and familiar tasks, enabling individuals

to make quick judgments based on learned heuristics or rules, whereas System 2 processes

may be engaged when interpreting novel, complex, or ambiguous content.

This distinction highlights a critical gap in existing IBL-based models: they capture

similarity-based retrieval processes but do not fully explain the rapid, rule-driven judgments

that often occur early in email evaluation. IBL has been proposed as a framework for

studying intuitive decision-making within cognitive architectures [123], yet it does not

account for rule-based intuitive processes, which are considered a core form of intuitive

reasoning [32]. These rule-based shortcuts may precede instance retrieval in familiar or

low-effort decision contexts, and addressing them is a central focus of this chapter.

To address this gap, this chapter explores rule-based cognitive modeling within the Adap-

tive Control of Thought–Rational (ACT-R) architecture. ACT-R provides a well-established

framework for representing knowledge in the form of production rules [8], allowing models

to simulate the fast, heuristic-driven decisions characteristic of System 1 processing. By
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incorporating production rules alongside retrieval-based mechanisms, this approach aims

to capture a more comprehensive range of cognitive strategies used by individuals when

responding to phishing and benign emails.

6.2 Introduction and Background

Adaptive Control of Thought–Rational (ACT-R) is a cognitive architecture developed by

Anderson and colleagues, designed to simulate and explain human cognitive processes [122].

ACT-R provides a unified framework for modeling how knowledge is represented, processed,

and used in the human mind. The architecture combines symbolic components such as

production rules for explicit reasoning with subsymbolic mechanisms that govern memory

activation and retrieval, enabling it to capture both deliberate and automatic aspects of

cognition. ACT-R has been applied to model a wide range of tasks, from simple reaction

time experiments to complex domains like language comprehension, decision-making, and

human-computer interaction [9].

ACT-R consists of multiple specialized modules that correspond to distinct aspects of

human cognition, including the declarative memory module (responsible for factual knowl-

edge), the procedural memory module (for learned rules and skills), the goal module (which

manages current tasks) and perceptual-motor modules (handling sensory input and motor

actions) [20, 9]. These modules communicate through buffers, which act as interfaces be-

tween the memory systems and the central production system. Each buffer can hold a single

chunk at a time, where chunks represent structured units of information such as concepts,

objects, or goals [20, 147].

The procedural system in ACT-R operates by evaluating production rules –IF—-THEN

statements – that match patterns across the buffers[9]. When the conditions of a production

rule match the current buffer contents, the rule can fire and execute actions such as updating

goals, issuing retrievals, or modifying buffer states. This cycle of matching, selecting, and

firing productions forms the core of ACT-R’s decision-making process.

Declarative memory in ACT-R stores chunks that are retrieved based on their activation

level. The activation Ai of a chunk i is determined by a combination of base-level activation

Bi, spreading activation SAi from currently active chunks, and noise ε sampled from a
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logistic distribution:

Ai = Bi + SAi + ε (6.1)

The base-level activation reflects the frequency and recency of use:

Bi = ln
n∑

k=1

(tk)−d (6.2)

where tk is the time since the k-th retrieval and d is the decay parameter.

Spreading activation SAi is computed based on associative links from the goal and other

active chunks:

SAi =
∑

j∈cues
Wj · Sji (6.3)

where Wj is the attentional weight of the source chunk and Sji is the associative strength

from chunk j to chunk i.

Production rules are selected through conflict resolution. When multiple productions

are applicable, ACT-R selects the one with the highest utility Ui, computed as:

Ui = Pi ·G− Ci (6.4)

Here, Pi is the estimated probability that production will achieve the goal, G is the value

of the goal, and Ci is the expected price of taking that action—time, effort, or risk—so the

higher the price, the larger the expected benefit (Pi ·G) must be for that production to be

chosen.This utility-based mechanism allows ACT-R to adaptively learn and refine strategies

over time [44].

In this chapter, I introduce ACT-R and its production rule system as a modeling frame-

work for phishing decision making. Although my overarching aim of modeling human

decision-making remains consistent with earlier chapters, this section explores an alterna-

tive approach that involves the use of production rules alongside similarity-based decision

making. Specifically, I test whether symbolic production rules derived using decision trees

could further enhance the performance of cognitive models of phishing decision-making.

This bridges data-driven modeling with cognitive theory, grounding production rules in

empirically observed behavioral patterns [92].

Production rules in ACT-R are typically constructed using one of three approaches:
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• The first is expert-defined rules, where the rules are manually crafted based on

theoretical insights or insights from experiments on heuristics that people could be

using while making decisions in a context [9]. This approach offers high interpretability

but limited scalability to complex, real-world scenarios.

• The second approach is model-internal learning, in which ACT-R dynamically

adjusts rule utilities or compiles new rules through experience-based mechanisms [9].

While this method captures learning over time, it often requires extensive interaction

traces and detailed task simulations.

• The third approach is data-driven rule induction, where behavioral data are ana-

lyzed to extract condition-action patterns, often through interpretable machine learn-

ing models like decision trees[77]. These patterns can then be translated into produc-

tion rules, bridging empirical observations with symbolic cognitive modeling [101, 74].

The method presented in this chapter belongs to the third category of data-driven ap-

proaches. By translating paths derived from decision tree models into ACT-R production

rules, my goal is to develop interpretable, modular, and cognitively plausible models of

phishing decision making. These production rules capture empirical patterns observed in

individual-level behavioral data, specifically decisions to respond or ignore emails. This

approach enables the grounding of symbolic cognitive models in real-world data, bridging

the gap between statistical machine learning and cognitive theory. Ultimately, this chapter

contributes a hybrid method that integrates data-driven insights with the symbolic reason-

ing capabilities of ACT-R, demonstrating a practical pathway for building cognitive models

that are informed by empirical behavior and rooted in established cognitive architectures.

6.3 Objectives

The objective of this chapter is to develop an interpretable rule-based cognitive model using

the ACTR architecture to simulate human decision-making when responding to phishing

emails. Unlike the similarity-based approaches explored in earlier chapters, this model

encodes decision strategies as symbolic IF–THEN production rules informed by empirical
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data on email intent and related cues. By integrating these rules with ACT-R’s declarative

and procedural memory systems, the chapter aims to create individualized agents capable

of capturing both shared and rater-specific decision patterns in a cognitively plausible way.

6.4 Method

6.4.1 Dataset and Feature Representation

This study uses the same dataset introduced in the previous chapter, consisting of 250

emails annotated by human participants. Each rater provided a binary response (Respond

or Ignore) for every email and annotated several perceptual attributes, including:

• Tone: Casual, Formal, or Neutral.

• Sentiment: Positive, Neutral, or Negative.

• Intent: Categories such as Request, Deliver, or Remind, with multiple selections

allowed per email.

In addition, participants rated the perceived importance of each email on a 0–10 scale.

For modeling, I averaged these scores across the raters and discretized them into two bins:

importance low for scores ≤ 5 and importance high for scores > 5. Two additional binary

features were included:

• link: indicating whether the email contained any hyperlinks.

• spam: indicating whether participants labeled the email as spam.

Together, these perceptual judgments and content-based cues provide a rich set of sym-

bolic features for modeling email evaluation. Each feature was transformed into binary

indicators compatible with ACT-R’s chunk-based representation. For example, tone rat-

ings were encoded as tone casual, tone neutral, or tone formal; sentiment ratings as

sentiment positive, sentiment neutral, or sentiment negative; and intent selections

as binary flags for each observed category (e.g., intent request, intent deliver).
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Finally, the human response label (Respond or Ignore) served as a target variable for

modeling. These structured symbolic representations allowed the derivation of production

rules for ACTR and supported the subsequent evaluation of the models’ ability to represent

participant decision patterns.

6.4.2 Decision Tree Rule Induction

To derive interpretable symbolic rules suitable for integration into ACT-R, I trained a deci-

sion tree classifier using the engineered binary features derived from human annotations and

email content. The objective was to learn mappings from structured email representations

to human response decisions (Respond vs. Ignore). Decision trees were chosen because

they produce human-readable IF–THEN rules that can be directly translated into sym-

bolic ACT-R production rules, bridging empirical data with cognitively plausible decision

processes.

Model Setup: The modeling pipeline was implemented in Python using scikit-learn.

Starting with the data set of annotated emails, I expanded the multi-label categorical fea-

tures (intent, tone, and sentiment) into binary feature vectors through a custom multi-hot

encoding process. Each possible label (e.g., intent deliver, tone formal, sentiment positive)

was represented as a separate binary feature indicating whether that label was present in

the email. The numerical importance ratings were scored with a threshold of 5, producing

a binary flag (importance high) to reflect the high perceived relevance. Binary content

features, including link and spam, were also included to capture the presence of hyperlinks

and the likelihood of the email being perceived as spam.

The input matrix X consisted of these binary features, while the target variable y was the

human response label, which was binarized using LabelEncoder to enable model training.

A DecisionTreeClassifier was trained with a maximum depth of 5 (max depth=5). Each

decision path from root to leaf can be interpreted as a symbolic rule encoding a sequence of

feature-based conditions leading to a predicted behavioral outcome. These paths serve as

candidate ACT-R production rules grounded in empirical behavioral data and structured

representations of email content and perceptual cues.
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Rule Extraction: Each path from the root of the decision tree to a leaf node was inter-

preted as a conjunctive IF condition, representing the sequence of feature-based decisions

along that path. The predicted class label at the leaf node (Respond or Ignore) was treated

as the corresponding THEN action. For example, one learned rule extracted from the trained

decision tree was:

Example Rule

IF importance high = 1 AND tone formal = 1 AND sentiment positive = 0 THEN

Respond

Each such rule provides a human-interpretable description of decision strategies captured

by the model, enabling direct translation into ACT-R production rules. Because each

decision path involves a limited number of binary features (typically 3–5), the resulting

rules remain both interpretable and cognitively plausible.

In total, I selected a small set of representative rules covering a diverse range of percep-

tual and content-based email conditions, with particular emphasis on those that occurred

frequently or reflected psychologically meaningful distinctions (e.g., importance, tone, in-

tent).

Rule Selection Criteria: While the decision tree produced a large number of possible

decision paths, only a carefully selected subset was retained for ACT-R modeling. Rule

selection followed best practices in cognitive modeling, grounded in both empirical prece-

dent and theoretical constraints. Specifically, rules were selected according to the following

criteria:

1. Frequency of Rule Activation: Rules that applied to a substantial portion of the

dataset were prioritized, aligning with ACT-R’s base-level activation theory, which

emphasizes the role of experience in strengthening knowledge traces [74].

2. Cognitive Plausibility: Rules were restricted to a maximum of 3–5 conjunctive

conditions, consistent with ACT-R’s assumptions about bounded working memory

capacity and limits on the complexity of production rules [9].
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This selection process reflects a hybrid methodology that combines data-driven learning

(via decision tree induction) with cognitively grounded model construction. The resulting

symbolic rules serve as a bridge between observed human decisions and ACT-R’s procedural

reasoning mechanisms.

Below are Eight exemplar rules extracted from the trained tree, each represented in

natural language and boxed for clarity:

Rule 1: Important + Formal → Respond

IF importance high = 1 AND tone formal = 1 AND sentiment positive = 0

AND intent amend = 0 THEN Respond

Interpretation: Emails rated as important and formal, but not overly positive in tone,

were typically responded to. These may be interpreted as professional but serious commu-

nications that demand attention.

Rule 2: Friendly Greeting → Respond

IF importance high = 0 AND intent greet = 1 THEN Respond

Interpretation: Even emails not marked as important were likely to receive a response

if they contained a greeting, suggesting a socially driven response pattern.

Rule 3: Casual + Positive → Respond

IF importance high = 0 AND tone casual = 1 AND sentiment positive = 1

THEN Respond

Interpretation: Light, casual messages with a positive tone were often responded to even

when not marked as important, possibly reflecting low-cost social engagement.
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Rule 4: Formal + Amend + Positive → Ignore

IF importance high = 1 AND tone formal = 1 AND sentiment positive = 1

AND intent amend = 1 THEN Ignore

Interpretation: Polished, amendment-related messages—even when important—were

more likely to be ignored, perhaps perceived as non-urgent or purely informational.

Rule 5: Important + Negative Tone → Respond

IF importance high = 1 AND sentiment negative = 1 AND tone formal = 0

THEN Respond

Interpretation: Negative messages marked as important but informal may have conveyed

urgency or concern, prompting responses.

Rule 6: Casual Greetings → Ignore

IF importance high = 0 AND intent greet = 1 THEN Ignore

Interpretation: Casual greetings in unimportant emails were often ignored, likely per-

ceived as friendly but non-essential.

Rule 7: Positive Spammy Proposals → Ignore

IF importance high = 0 AND sentiment positive = 1 AND spam = 1 AND

intent propose = 1 AND link = 1 THEN Ignore

Interpretation: Overly positive emails with proposals and links flagged as spam were

likely seen as promotional or suspicious, leading to non-response.

Rule 8: Spammy Amendments in Formal Tone → Ignore

IF importance high = 0 AND intent amend = 1 AND spam = 1 AND

tone formal = 1 THEN Ignore
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Interpretation: Messages combining formal amendments and spam signals were often

dismissed as boilerplate or manipulative content.

6.4.3 Production Rule Translation into ACT-R

Once symbolic IF–THEN rules were extracted from the decision tree, the next step was to

translate these rules into ACT-R production rules. In ACT-R, production rules represent

procedural knowledge in the form of conditional behavior: each production inspects the

contents of buffers (e.g., goal, retrieval, visual) and, if its conditions match, performs actions

such as modifying the goal, initiating a retrieval, or issuing motor/perceptual commands

[9, 20].

Mapping Structure: In the implemented model, extracted IF–THEN rules were directly

translated into ACT-R productions that match features in the goal buffer. When the model’s

goal chunk contained feature values exactly matching the rule conditions, the corresponding

production would fire immediately, updating the goal’s state and specifying the predicted

decision (respond or ignore).

A representative decision rule such as:

Sample Rule

IF importance high = 1 AND tone formal = 1 AND sentiment positive = 0

AND intent amend = 0 THEN Respond

was implemented in ACT-R syntax as:

(p respond-to-formal-negative

=goal> state decide

importance_high 1

tone_formal 1

sentiment_positive 0

intent_amend 0

==>
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=goal> state done

decision respond)

In this modeling approach, if no production matched the current goal chunk, the model

initiated a retrieval from declarative memory to locate a previously experienced chunk with

features similar to the current email’s cues. A separate fallback production then used the

retrieved chunk’s decision to update the goal, completing the decision process.

This two-stage mechanism—direct rule matching followed by retrieval-based decision-

making—was designed to simulate both explicit, rule-driven strategies and memory-based

reasoning, reflecting ACT-R’s hybrid symbolic and subsymbolic capabilities while staying

faithful to its architectural principles.

Chunk and Buffer Configuration: In the implemented model, each email was encoded

as a chunk stored in ACT-R’s declarative memory. These chunks contained binary at-

tributes corresponding to the engineered feature set (e.g., importance high, tone formal,

sentiment positive, etc.), maintaining consistency with the symbolic representations used

during decision tree training.

The goal buffer held a chunk representing the current decision context, initialized with

the features of the email under consideration and a state slot set to decide. The retrieval

buffer was configured to search declarative memory for previously experienced email chunks

whose features closely matched those in the goal chunk when no production rule fired

immediately. This setup enabled the model to simulate decision-making either through

direct symbolic rule matching or by retrieving relevant past experiences—capturing both

explicit and memory-based processes within ACT-R’s architecture.

Buffer definitions and chunk types were configured following the conventions of the

ACT-R cognitive architecture, implemented in Python using PyACT-R. For example:

model.chunktype("email", [

"importance_high", "action", "meeting", "link",

"tone_formal", "tone_neutral", "tone_casual",

"sentiment_positive", "sentiment_neutral", "sentiment_negative",
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"intent_request", "intent_deliver", "intent_remind"

])

model.set_goal("goal")

model.set_retrieval("retrieval")

These configurations defined the structure of email chunks and established the goal and

retrieval buffers used for modeling decision processes. Although inspired by the official

ACT-R architecture, this implementation was conducted entirely in Python.

In summary, I translated decision tree-derived symbolic rules into ACT-R productions

that directly map email features to response behaviors. Each email was encoded as a chunk

with binary attributes, and the ACT-R model used these chunks to match the conditions

specified in the production rules. Although the ACT-R conflict resolution system was en-

gaged in every cycle, this implementation usually resulted in only one rule matching per

decision state. Utility learning was not applied. This approach enabled a clear and inter-

pretable modeling of how key perceptual and content features influenced human decision

patterns in email responses.

Retrieval Dynamics and Cognitive Plausibility: In this implementation, ACT-R’s

declarative memory retrieval operates through activation-based nearest-neighbor search,

allowing the model to retrieve chunks that best match current cues even when exact feature

matches are absent. Chunk activation reflects both the recency and frequency of prior

retrievals, consistent with ACT-R’s base-level learning mechanism. This ensures that chunks

used more frequently or more recently become more accessible, capturing key dynamics

of human memory. Although the current model uses the default parameters of ACT-R

for partial matching and spreading activation, this set-up effectively enables the system to

handle different patterns of email features by retrieving the closest matching chunks in most

cases. This initial configuration establishes a foundation for future work, such as tuning

mismatch penalties or incorporating associative links to model richer memory interactions.
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6.4.4 Simulation Setup and Evaluation Procedure

To assess the performance of the ACT-R models, a simulation-based evaluation framework

was implemented for each individual rater. Each ACT-R agent was initialized with the

same set of symbolic production rules but trained on rater-specific experience data - chunks

derived from that rater’s own email responses. During the evaluation, each agent was pre-

sented with structured feature representations of emails from the test set, and its predicted

responses were recorded. These predictions were then compared with the actual responses

provided by the corresponding rater to compute accuracy, precision, recall, and other per-

formance metrics. This approach allowed the same cognitive model architecture to capture

individual differences leveraging each rater’s unique interaction history.

Model Initialization: For each unique rater in the data set, a separate instance of the

ACT-R model was created. Although all models shared the same chunk type definitions

and production rules derived from the decision tree, each maintained an individualized

declarative memory containing only the chunks representing emails previously encountered

by that specific rater. This individualized memory allowed the model to simulate how the

unique experiences of each rater influenced their response decisions during evaluation.

Memory Encoding: Each email associated with a given rater was encoded as a chunk

containing binary attributes corresponding to the engineered features (e.g., importance high,

meeting, intent request, etc.). These chunks were added to the model’s declarative mem-

ory using ACT-R’s chunk construction functions in the Python implementation.

Performance Metrics: After simulating all trials for each rater, standard evaluation

metrics, including Accuracy, Precision, Recall, and F1 were computed.

Example Outputs

To illustrate how the ACT-R models generate decisions during simulation, I provide exam-

ples of two types of evaluation cases: matched and unmatched trials.
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Matched Cases: These are trials in which the test email’s features directly satisfied the

conditions of one of the extracted symbolic production rules, leading to an immediate rule

match and firing of the corresponding ACT-R production. Figure 6.1 shows a sample output

trace of this process, including conflict resolution, rule selection, rule firing, and goal state

modification.

Figure 6.1: Example of a matched rule firing directly.

Unmatched Cases: These occur when none of the symbolic production rules exactly

match the cues of the test email. In such trials, the ACT-R model defaults to retrieving the

closest matching chunk from declarative memory to generate a decision. Figure 6.2 shows a

trace of this retrieval-based process, where no rule was initially found, triggering a retrieval

that ultimately guided the predicted response.

Figure 6.2: Example of retrieval-based decision due to no matching rule.

These examples illustrate the two-stage decision-making process implemented in the
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ACT-R model: direct production firing when rules match, and fallback retrieval when they

do not. This combination allows the model to simulate both symbolic decision strategies

and memory-based reasoning.

Overall, the last row of Table 6.1 shows the ACT-R model’s average performance metrics

across all raters compared to the previous approaches:

Table 6.1: Comparison of Model Performance Across Instance Representations

Model Accuracy Precision Recall F1

Summary-Based 0.65 0.40 0.67 0.54

Keyword-Based 0.67 0.50 0.52 0.48

Intent-Only 0.72 0.69 0.73 0.68

Intent-Sentiment-Tone 0.79 0.62 0.75 0.66

ACT-R and Production Rules 0.73 0.68 0.88 0.73

These results demonstrate that, even with a limited symbolic rule set, the ACT-R models

can simulate individual differences in decision behavior with high recall and competitive

precision.

6.5 Discussion

This study demonstrated the feasibility and potential of using ACT-R production rules to

model human decision-making when responding to emails. By combining ACT-R’s rule-

based reasoning with similarity-based retrieval, this approach provided an interpretable

alternative to the purely similarity-driven IBL framework examined in earlier chapters.

One key advantage of the rule-based approach is its interpretability: decision-making

logic is encoded in explicit IF–THEN rules, making it possible to trace and understand

the reasoning behind model predictions. This transparency is particularly valuable for

applications where explaining or auditing model behavior is critical. Furthermore, this

approach aligns with dual-process theory [60, 136] by incorporating both fast, rule-driven
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decisions and slower, retrieval-based responses, offering a more nuanced account of human

decision-making processes.

Performance analysis revealed an important behavioral tendency: all models exhibited

a bias toward predicting “respond,” which increased recall. This bias likely stems from the

class imbalance in the dataset, where “ignore” (typically phishing) emails were substantially

less frequent than “respond” emails. While this bias improved sensitivity, it underscores the

need for future testing on more balanced datasets to better evaluate the model’s robustness.

6.5.1 Limitations

Despite these contributions, several limitations highlight opportunities for future research.

First, the production rules used here were derived from decision trees trained on a single

dataset collected within a controlled study. While effective for modeling observed behavior

in this context, these rules may not generalize well to other datasets, user populations, or

real-world email environments. Future work should explore training on multiple datasets

or integrating domain knowledge to develop rules that capture more universal cognitive

strategies.

Second, the current model uses fixed rule priorities. Although ACT-R’s similarity-based

retrieval supports fallback decisions when no rule matches, the system does not yet assign

or update rule utilities based on experience. Incorporating dynamic utility learning would

allow the model to adapt over time, reflecting how humans refine decision strategies through

feedback and practice.

In summary, this chapter represents an initial step toward symbolic, interpretable cog-

nitive modeling of email decision-making. By integrating production rules with ACT-R’s

memory mechanisms, this work moves beyond purely retrieval-based approaches, provid-

ing a framework that is both cognitively grounded and practically interpretable. Future

research can build on this foundation by improving generalizability, implementing adap-

tive rule learning, and testing on more diverse datasets to fully realize the potential of

rule-based cognitive models for understanding decision-making in complex communication

environments.
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Chapter 7

CONCLUSION

In the face of increasing cybersecurity threats, particularly phishing attacks, there is an

urgent need to train users to recognize and respond appropriately to deceptive emails. Im-

portantly, we need autonomous methods that provide frequent and personalized testing and

training to improve phishing awareness. However, effective training and simulation require

models that can closely mimic how humans actually process, recall past phishing trainings,

and make more accurate decisions on real phishing threats. Despite advances in machine

learning and natural language processing, there remains a gap: Existing anti-phishing sys-

tems fail to model the cognitive mechanisms that shape how people remember and recall

phishing training while making decisions on real threats. This dissertation addresses that

gap by developing cognitively grounded models that align more closely with human memory

and decision-making processes.

The research began by integrating previously developed Instance-Based Learning (IBL)

models into a simulated phishing study environment. These models were intended to au-

tomate human-like responses to phishing emails by drawing on prior experiences stored as

memory traces. However, early evaluations revealed a key limitation: models using raw

or full-text embeddings lacked the fidelity to accurately model and predict how humans

recall and respond to emails. I hypothesized that the models in previous work were not

performing well because they were designed with input instances that capture the selective

and abstract nature of human memory, which prioritizes encoding and recalling high-level

cues over exact text.

Motivated by this insight, I investigated approaches that leveraged higher-order, cog-

nitively meaningful features — such as perceived intent, emotional tone, and key ideas —

as instance representations within the IBL models. Through a pipeline that learned these

representations from human-labeled data, I demonstrated that it is indeed possible to bridge
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the gap between raw email text and the kinds of email features people actually encode and

recall. This marked the first step toward building models that more closely align with the

content and structure of human memory.

Motivated by the limitations of using raw email text as input, I next explored a privileged

learning approach that used human-labeled survey data as lower-dimensional, higher-order

features within the IBL framework. These survey-derived labels, which capture how partici-

pants classified email topics, were used to train neural networks capable of predicting similar

labels for new unlabeled emails, providing a pathway to generalize these features beyond the

original dataset. Although this approach improved model performance and demonstrated

the feasibility of bridging raw text with structured and human-informed features, it also

exposed critical challenges. In particular, the quality and stability of these representations

varied depending on participant consistency, email type, and the degree to which the learned

features generalized across datasets.

These findings motivated a broader and more systematic investigation of which types of

representations are most effective in modeling human email decisions within the IBL frame-

work. In the next phase of my research, I evaluated two main categories of representations:

1. Lower-level text-based features: including full-text embeddings, summary em-

beddings, and keyword-based embeddings.

2. Higher-level abstract features: including perceived intent, sentiment, and emo-

tional tone.

Across participants and email types, I found that models using higher-level features, espe-

cially intent, consistently outperformed those relying on lower-level text-based representa-

tions. These higher-order features allowed the models to generalize across diverse emails

that shared communicative goals, even when their surface language differed.

Furthermore, I introduced a participant-clustering analysis that revealed how represen-

tation effectiveness varies with individual consistency: abstract features provided greater

robustness to variability, while lower-level features were more sensitive to inconsistent rater

behavior. This analysis underscored the importance of accounting for individual differences
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when evaluating model performance and highlighted the benefits of higher-level representa-

tions for improving model stability across diverse participants.

In addition to similarity-based modeling, I explored symbolic modeling as a comple-

mentary approach. I translated decision tree-derived rules into interpretable production

rules within the ACT-R cognitive architecture. This allowed me to simulate human deci-

sions using explicit, rule-based mechanisms grounded in cognitive theory. These symbolic

models demonstrated competitive predictive performance while offering the advantage of

transparency and interpretability. Importantly, they revealed that many human-like deci-

sions could be captured through a small set of generalized rules, especially when those rules

operated over abstract features like intent or urgency.

Together, the IBL and ACT-R models provide two complementary lenses for under-

standing and simulating human responses to phishing emails. The IBL models capture the

nuance of memory-based retrieval and feature similarity, while the ACT-R models illustrate

structured decision strategies based on cognitive rules.

7.1 Contributions

This dissertation makes several key contributions:

• Identifies and addresses the gap in existing knowledge on how to represent text as

input instances to train cognitive models of human decision making.

• Introduces a privileged learning pipeline for learning higher-level email features aligned

with human interpretation.

• Establishes a unified evaluation framework to compare diverse representations within

IBL models, revealing that abstract features outperform surface-level text features.

• Demonstrates how symbolic ACT-R models can simulate human decisions using in-

terpretable production rules derived from data.

• Provides empirical evidence that cognitively grounded features improve both model

performance and interpretability.
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7.2 Future Directions

Some important paths remain for future exploration. Future work should explore scaling

to more naturalistic data by testing these models on real-world email corpora—including

organizational and multilingual datasets—to assess robustness in realistic settings and under

domain shift, while maintaining appropriate privacy protections. Future work should also

examine multimodal behavioral cues by incorporating additional human signals—such as

eye-tracking, response latency, and mouse movement—to provide richer context for modeling

attention and hesitation and to clarify when messages feel convincing or risky. Another

promising direction is hybrid cognitive architectures: combining symbolic (ACT-R) and

subsymbolic (IBL) components in an integrated framework to leverage structured rules

alongside similarity-based memory, potentially yielding more flexible and adaptive decision-

making. Finally, future work should develop adaptive and personalized modeling to build

user-specific cognitive models that update over time as people encounter new emails or learn

new phishing tactics, with attention to calibration, transparency, and changes in attacker

behavior.

7.3 Closing Summary

In summary, this dissertation advances our understanding of how to design cognitive models

specifically for phishing decision making. It however also can be generalized to other deci-

sion making situations involving text processing. It demonstrates that by aligning model

representations with how humans interpret and recall information, we can build more ac-

curate, interpretable, and human-like models. These findings pave the way for developing

cognitively informed models and designing anti-phishing training systems that more ac-

curately reflect human decision-making processes in email interactions and other complex

communication contexts.
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Appendix A

SURVEY QUESTIONNAIRE ITEMS

Screening and Agreement Questions

• Subject’s Statement:

– I am 18 years or older: Yes / No

• Read Consent:

– I have read and understand the information above: Yes / No

• Willing to Participate:

– I want to participate in this research and continue with this activity: Yes / No

Introduction Shown to Participants

This study focuses on evaluating email summaries and collecting your perceptions of tone,

intent, and trustworthiness.

What to Expect: You will be shown 10 emails, one at a time. After each email, you’ll

answer a few questions about it. You will also rate how well two summaries of the email

reflect your recall of the email content.

You will also be asked to recall keywords or phrases of the email you read. The email

will not be shown to you while answering this question. Please try your best to recall from

memory. Please do not record, copy, or photograph the contents of the email.

Your responses will contribute to improving email management systems and understand-

ing how people interpret email communications.
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Survey Questions per Email

1. Keyword Recall Question:

Imagine a few days have passed since you read this email. What keywords would you

use to find this email in your inbox?

Keywords could be any details that you can recall or remember about this email from

your memory. It could be the topic being discussed in the email, specific details in

the message, or information about the sender. Any key piece of information you can

remember about the email.

Example: If the email was about a delayed package delivery, some possible keywords

you may recall about it are: ”package,” ”delivery,” ”delayed,” ”tracking,” and ”ex-

pected date.” Please recall from memory when answering this question.

Please provide 5 such keywords for this email, separated by commas (e.g., package,

delivery, delayed, tracking, expected date).

2. Tone Rating:

How would you rate the tone of this email on a scale from casual to formal?

Options:

• Casual

• Neutral

• Formal

3. Sentiment Rating:

What is the overall sentiment of this email?

Options:

• Negative

• Neutral
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• Positive

4. Intent Selection:

What do you think was the sender’s intent with this email? (Select all the intents

that you can recall.)

• Request – Asking the recipient to take an action and/or provide information

(e.g., password reset, answer a question)

• Propose – Suggesting a joint action or agreement (e.g., proposing a meeting or

collaboration)

• Commit – Promising to take a future action (e.g., “I’ll send it tomorrow”)

• Deliver – Providing information, recommendation, updates, or files (e.g., login

alert, invoice, subscription confirmation)

• Amend – Modifying a previous proposal or decision or plan (e.g., changing meet-

ing time or correcting info)

• Refuse – Declining a request or offer (e.g., “I can’t attend,” “Sorry, not possible”)

• Greet – Sending a social message (e.g., thank you, congratulations, greetings)

• Remind – Sending a reminder about something (e.g., upcoming deadline, follow-

up)

• Resolve – Closing an issue, conflict, or question (e.g., confirming a problem is

fixed, clarifying a misunderstanding, providing a final decision)

5. Summary Evaluation Questions:

This is one version of the summary of this email. Read it carefully and answer the

question below.

On a scale of 1 to 5, how well does this version of the email summary match how you

recall the email?

Scale: 1 (Not well at all) – 5 (Extremely well)
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This is another version of the summary of this email. Read it carefully and answer

the question below.

Evaluate this on its own and do not compare with the earlier summary shown to you.

On a scale of 1 to 5, how well does this version of the email summary match how you

recall the email?

Scale: 1 (Not well at all) – 5 (Extremely well)


