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We live in a world where mobile devices such as smartphones, smart watches and tablets are
commonplace. With rapid strides in technology, we have come a long way from the first main
frame computer ENIAC, which occupied 167m? and consumed 150 kW of electricity. But, we
cannot stand still. We are still ways off from the vision of ubiquitous computing where, devices
permeate our surroundings and function perpetually, without the need for maintenance or any user
interference. Our current devices are either tethered to power cords or use batteries which require
constant supervision and maintenance.

In this work we introduce power, communication and sensing technologies to help us achieve
the vision of ubiquitous computing. We note that batteries are too restricting for a large number
of applications. First, we present RF energy harvesting solutions to replace batteries with power
harvested from ambient RF signals. We show that we can use ambient TV and RFID signals to
power computing and sensing devices. Next we show that we can transform a Wi-Fi router, a
ubiquitous part of the wireless infrastructure into a source of far field wireless power, but without
significantly compromising the performance of the Wi-Fi communication.

For communication, we observe that traditional radio based communication is extremely power
hungry which limits the lifespan of the device and makes energy harvesting impractical. We show
that, using backscatter communication techniques, we can leverage ambient RF signals such as TV

and RFID for power and communication between battery-free devices. This enables ubiquitous



communication where devices can communicate among themselves at unprecedented scales and in
locations that were previously inaccessible. Next, to bring the benefits of backscatter communica-
tion to mainstream applications, we demonstrate that using backscatter, we can synthesize Wi-Fi
packets at 3—4 orders of magnitude lower power than Wi-Fi radios. These Wi-Fi transmissions at
1-11 Mbps data rate can be received on standard Wi-Fi radios, bringing low power connectivity to
the Wi-Fi space.

Finally, we demonstrate that backscatter techniques can also be applied to sensing to reduce
power consumption. We use analog backscatter to directly transmit sensor information to a reader
at zero power and combine this technique with digital backscatter to develop a digital addressable
battery-free microphone.

We believe the technologies developed in this work will bring up a step closer to a world where

we are surrounded by perpetually operating devices.
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Chapter 1

INTRODUCTION

Tiny sensing and computing devices are permeating our surroundings. This phenomenon
known as the internet of things (IoT) or internet of everything (IoE) envisions a world where
numerous such devices will enrich our surroundings and become an integral part of our daily lives.
We are at the forefront of the 0T era; wearable devices such as Google Glass, Jawbone UP, FitBit,
smart watches like Toq, Galaxy Gear, portable medical devices like insulin and blood pressure
monitors are becoming commonplace [23, 25, 31, 51, 58]. Increasingly, buildings, furniture and
appliances (such as smart TV and smart refrigerator) are being equipped with embedded sensing
and computation. Smart home monitoring solutions such as Nest and SmartThings are a few ex-
amples of commercially successful devices [38]. And finally implanted medical devices such as
pacemakers, cochlear implants, retinal implants and neural implants are becoming commonplace

and enabling longer and higher quality life [39,127].
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Figure 1.1: Expected number of connected devices by the year 2050. [41]



Cisco® estimates that by 2020, there will be more than 50 billion connected devices (see
Fig. 1.1) [41]. This exponential rise in number of devices is a culmination of tremendous progress
over the last decades in a wide range of technologies. Digital CMOS scaling, advances in MEMS,
increasingly efficient and reliable wireless protocols, advanced chip packaging, printed circuit
board and assembly solutions have all contributed to reduction in cost and size which has made [oT
feasible and practical (See Fig. 1.3). CMOS technology scaling has resulted in smaller, cheaper
and more power efficient silicon chips. Improvement in MEMS fabrication has enabled smaller
and power efficient sensors. Advanced packaging solutions have led to integration of multiple
sensors, silicon chips, antennas and passive components into a single small form factor solution.
As an example, the FitBit Flex contains a vibration motor, accelerometer, battery, two antennas, a
Cortex M3 micro-controller and a Bluetooth radio all in a half-dollar coin form factor [29].
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Figure 1.2: Energy Efficiency of Computation Historical data of number of instructions per J of energy for

computational platforms [123].

As we look forward towards the future with a billion connected devices, we are must ask the
following question: how are we going to deploy, power and maintain these devices at such large
scales? Wires are often not feasible and too restricting. Batteries add weight, cost, and require
periodic recharging or replacement that adds maintenance cost and are difficult at large scales. To

replace batteries with long term sources of power, we must first understand the characteristics of



typical devices. Most devices have three primary functionalities: computation, communication and
sensing!. The computation core has undergone tremendous improvements over the past 50 years
due to CMOS technology scaling (also known as Moore’s law). In addition to reducing cost and
size, CMOS scaling has reduced the energy consumption of computation. As aresult, in typical IoT
devices, computation has a tiny power footprint. However, unlike computation, communication
front end is primarily analog in nature and analog circuits do not scale with Moore’s law. The power
associated with active radio based communication is prohibitively expensive and drains the energy
storage unit such as a battery or capacitor, limiting its lifespan and making radios impractical for
majority of applications. Even the most energy efficient radio protocols consume milliwatts of
power [56,93] making communication, the major power draw in most devices [65,143]. To enable
ubiquitous connectivity, there is a need for ultra-low power communication protocols.

Lastly, with advancements in MEMS fabrication and packaging technology, sensors have be-
come smaller, more power efficient and easier to integrate. However, despite this progress, the
power associated with ADC operation i.e. digitization of data and, transmission of digital sensor
data is prohibitively high. In energy constrained platforms, this approach requires heavy duty cy-
cling and makes it impractical for high data rate and interactive applications such as audio and
vision.

The goal of the thesis is to solve these challenges associated with power, communication and

high data rate sensing. Specifically, we discuss how we can:

e Power large number of devices at long ranges
e Enable ultra-low power wireless connectivity

e Design ultra-low power high data rate sensing platforms

A positive answer to these questions would enable the deployment of IoT devices at unprece-
dented scale. In the rest of the chapter, we give an overview of the techniques which help us achieve

these goals.

Tn some cases, actuation is also included
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Figure 1.3: Historical trend in improvement in data storage, computation, wireless communication and battery

technology [163].

1.1 Powering large number of devices at long ranges

As the number of devices increase and become more widespread, providing uninterrupted power
to devices becomes a huge challenge. Wires are often not feasible and too restricting. Batteries
are the most popular choice, but they add weight, cost, and require periodic recharging or replace-
ment that increases maintenance cost and are difficult at large scales. But unfortunately, unlike
electronics which has become smaller and more efficient over time, batteries haven’t followed the
same trend. Fig. 1.3 shows the historical trend of different technologies and as the plot indicates,
battery technology is the slowest trend in mobile computing. Battery technology hasn’t seen the
exponential improvements we associate with semiconductors, in fact, the battery energy density

has reached a saturation point [163].

Clearly, there is a need for uninterrupted sources of power which can either replace or at least
supplement batteries. Due to reduction in power consumption of computation, we are at a stage
where devices can be powered using energy from harvesting sources. Fig. 1.2 plots the historical
trends in power consumption (number of instructions per pJ of energy) of computation. The en-
ergy efficiency of digital computation i.e. number of instructions per pJ of energy have doubled

every 1.57 years. This is a consequence of CMOS technology scaling also known as Moore’s law.



Moore’s law states that the number of transistors in a given silicon area double every one and half
years. This is achieved by shrinking the feature size of the transistor, which reduces the gate ca-
pacitance of MOS transistors and consequently reduces switching energy (CV?). In summary, in
addition to reducing cost and size, CMOS scaling also reduces the energy consumption of compu-
tation. As a result, the power requirements for digital computational have drastically reduced and
now the systems can be designed to consume 10-100 Ws of power during active operation [36].2

Given this power budget, it’s now practical to use solar, vibration, thermal and far field RF
harvesting solutions to power tiny sensing and computational platforms and replace or supplement
batteries [67,125,163,166,178,179,186]. In this thesis, the focus will be on harvesting energy from
RF sources due to it’s advantages over other harvesting source. All devices require an antenna for
communication, and in principle, the same antenna can be reused to harvest incoming RF signals
and have negligible impact on the form factor of the device. On the other hand, solar, thermal and
motion based harvesting need additional transducers, which increase size, cost and complexity of
the system [163, 179]. Unlike RF sources, available power from solar, thermal and motion based
harvesting is inconsistent and unpredictable due to the dependence on external factors such as
light, temperature and motion respectively. All these factors make RF signals an attractive source
for harvesting power.

We are constantly surrounded by RF signals such as cellular, TV and Wi-Fi, which are all
potential means to power devices and make them truly pervasive [131, 166, 196]. Due to their
broadcast nature, RF signals can enable power delivery at long distances and can simultaneously
power multiple devices. As a first step towards achieving the goal of ubiquitous power delivery,
Chapters 2, 3 and 6 illustrate the use of ambient TV signals and UHF RFID signals to power devices
outdoors and indoors respectively. The chapters demonstrate how RF harvesting solutions can be
leveraged to design and develop battery-free computation, sensing and communication platforms.

Although a great start, it turns out that in typical indoor environments, there is a paucity of

harvestable TV, cellular and RFID signals. TV signals do not penetrate buildings, cellular signals

2 As mentioned earlier, radio based communication is the major power draw in most systems. In §1.2 we show how
we can replace radios with backscatter communication which consumes pWatts of power.



are too weak and RFID reader infrastructure is too expensive to setup. As a result, long range
wireless power delivery is still a pipe dream for a majority of applications. However, indoor en-
vironments such as homes, offices and public spaces have extensive Wi-Fi connectivity. Wi-Fi
is hugely popular and due to economies of scale, there has been a steady decline in the cost of
Wi-Fi chipsets. Repurposing existing Wi-Fi networks for power delivery can ease the deployment
of RF-powered devices without additional power infrastructure. In fact, it is not unreasonable to
expect that if better Wi-Fi coverage is required, additional Wi-Fi access points can be deployed
with minimal effort and cost overhead. Hence, Wi-Fi presents a unique opportunity to wirelessly
power devices at large scales in indoor environments. However, it turns out there is a fundamental
tradeoff between wireless power delivery and wireless communication. In Chapter 4, we introduce
Power Over Wi-Fi which introduces techniques to enable a standard 802.11 Wi-Fi router to provide
far field wireless power without significantly compromising the network’s communication perfor-
mance. Using this technique, we prototype and power battery free temperature sensor, cameras

and battery recharging devices from standard compliant Wi-Fi radio chipsets.

1.2 Enabling ultra-low power wireless connectivity

Conventional active radio based communication is extremely power intensive. To understand the
reason behind this, consider a typical radio deployment shown in Fig. 1.5. On a high level, the
design choice and architecture of radio based communication has remained more or less stagnant
over the past 30 years. Radio links consist of two nodes communicating with each other with
similar architectures, complexity and power profile. Each node has an RF transmitter chain of
Digital to Analog converter, an up conversion mixer and a power amplifier. Similarly, the RF
receiver has a low noise amplifier, followed by a down conversion mixer and an Analog to Digital
converter. The RF carrier is generated using a frequency synthesizer. All these components operate
at RF frequencies and, are primarily analog in nature and unlike digital circuits, do not scale with
Moore’s law. In summary, traditional radios are based on a symmetric architecture where both
nodes operate a power hungry RF front end. This architecture is unsuitable for energy constrained

systems.
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Figure 1.4: Energy Efficiency of Communication: An overview of the energy efficiency of wireless communica-
tion systems from literature. The bottom right corner of the graph represents the highest energy efficient performance

(a combination of low power and high data rate). The circles represent backscatter communication systems.
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Figure 1.5: Active radios based communication. Two active radios communicate with each other using conven-

tional means.

The key to reducing the power consumption of communication is to break this symmetry by
eliminating the power hungry RF front end from one node i.e. the energy constrained device.
Instead of every device in a network being identical, we delegate the complex and power hungry

transceiver to a single device called the reader. Other devices in the network called the tags have



no RF transceiver and use backscatter for communication with the reader. The reader transmits
an RF carrier wave and the backscatter tags use a switch to toggle the impedance of the antenna
between different states which modulates the signal reflected by the tag’s antenna. The reader uses
a full duplex radio to suppress self-interference and demodulate the reflected RF signals to decode
bits transmitted by the tag. Since backscatter systems only require a switch (typically a digital
FET), they are orders of magnitude more energy efficiency than active radio communication. The
topology of a system with a powered reader and a battery-free/energy constrained backscatter tag is
shown in Fig. 1.6. Fig. 1.4 shows a comparison of the energy efficiency of various communication
protocols. It can be seen that the red circles representing backscatter communication are orders of

magnitude more energy efficient than active radios such as Wi-Fi, ZigBee and Bluetooth.
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Figure 1.6: Communication between a reader and backscatter tag. The reader transmits a continuous wave and

the backscatter tag selectively controls the signal reflected by it’s antenna to send data back to the reader.

However, the need for special purpose hardware such as (RFID) readers limits the usability
of backscatter systems. RFID readers use full duplex radio architecture and consequently are
expensive and hard to deploy. Instead, if can use existing infrastructure and protocols such as
Wi-Fi, we can bring the benefits of backscatter communication to a wide range of applications.
In Chapter 5, we introduce Passive Wi-Fi where backscatter techniques are used to synthesize
Wi-Fi packets which can be decoded on standard Wi-Fi routers and smartphones. Fig. 1.7 shows
the network topology where a single transmitter generates a continuous wave carrier signal and
backscatter tags backscatter this continuous wave signal to synthesize Wi-Fi packets which can be

decoded on standard Wi-Fi receivers. We eliminate the need for a full duplex radio by physically



separating the continuous wave generator and the receiver. This technique requires a deployment
of a single continuous wave generator and can enable devices to transmit 1-11 Mbps Wi-Fi packets
using only 15-60 uWs. A power comparison of Passive Wi-Fi to traditional Wi-Fi radios is shown

in Fig. 1.4.
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Figure 1.7: Backscatter communication using a dedicated RF generator and standard receiver. The dedicated
RF signal generator transmits a continuous wave and the tag transmits information by selectively reflecting the signal

to synthesize standard complaint digital packets which can be decoded on unmodified receivers.

Finally, there are scenarios where the need for any dedicated transmitter or receiver is too lim-
iting. In Chapter 2 and 3 we show that ambient TV signals or ambient RFID transmissions can be
backscattered to enable communication between battery-free devices. Fig. 1.8 illustrates the sce-
nario where two battery-free devices communicate with each other using a backscatter transmitter
and a passive ultra-low power receiver. Ambient backscatter and full duplex backscatter techniques
can enable 100 bps to 10 kbps data rates between battery-free devices with extremely high energy

efficiency (See Fig. 1.4).
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nicate by backscattering ambient RF signals and decoding them using a passive receiver.

1.3 Designing ultra-low power high data rate sensing platforms

Finally, sensor technology has rapidly progressed in the last decade. With advancements in MEMS
fabrication and packaging technology, sensors are becoming smaller, more power efficient and eas-
ier to integrate. As an example, Invensense Nine-axis MEMS motion tracking device integrates a
Gyro, accelerometer and compass in a single 3x3x1mm package with ultra low power consump-
tion (8 pA in sleep mode) [30]. The common approach to sensing is to use an ADC to sample the
analog data and then transmitted it as digital packets. ADC based sampling in combination with
duty cycling has been very successful with slowly varying quantities such as temperature, humid-
ity, pressure, light, acceleration, etc. However, for applications such as audio and vision which
require interactivity and high duty cycles, digital approaches are impractical on battery-free and

energy constrained platforms.

In Chapter 6, we build on the RF energy harvesting and backscatter communication techniques
and develop, a battery-free high data rate acoustic sensing platform. We introduce analog backscat-

ter, a technique to continuously transmit high data rate audio data from a battery-free platform to
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a reader. We combine analog backscatter with a digital platform to design, a digitally addressable

hybrid analog-digital battery-free sensing platform.

1.4 Contributions and Organization of the Thesis

In this thesis, we present power, communication and sensing solutions for energy constrained plat-
forms. We introduce novel hardware techniques and build on this hardware to design the network
stack and application layer and develop system level solutions. The outline of the thesis is as

follows.

e Chapter 2 introduces Ambient Backscatter, a new communication primitive where devices com-
municate by backscattering ambient RF signals. The chapter describes the concept of ambient
backscatter, the hardware design, the network stack to enable battery-free devices to share the
wireless channel and sample applications to illustrate the use cases for ambient backscatter

communication.

o Chapter 3 builds on ambient backscatter and introduces full-duplex backscatter, which enables
instantaneous feedback between two battery free devices with no additional power penalty.
We describe the hardware design of the full-duplex prototype and use the feedback channel
to design a network stack which minimizes the energy wastes that occur due to collisions and

packet errors making deployment of battery-free systems robust and practical.

e Chapter 4 presents the first power over Wi-Fi system that delivers power to low-power sen-
sors and devices using existing Wi-Fi chipsets. First we describe techniques which enables
the Wi-Fi router, a ubiquitous part of wireless communication infrastructure, to provide far
field wireless power without significantly compromising the network’s communication perfor-
mance. Building on this design, we prototype battery-free temperature sensors, camera and

battery charging prototypes which are all powered using 802.11 Wi-Fi chipsets.

e Chapter 5 discusses Passive Wi-Fi, the first system to demonstrate that 802.11b Wi-Fi packets

can be synthesized using backscatter communication while consuming 3—4 orders of magni-
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tude lower power than traditional Wi-Fi chipsets. Passive Wi-Fi transmissions can be decoded
on any standard complaint Wi-Fi device. The chapter describes the principle behind Passive
Wi-Fi, as well we the hardware design and network stack design that enables Passive Wi-Fi
transmitters to coexist with other devices in the ISM band, without incurring the power con-

sumption of carrier sense and medium access control operations.

e Chapter 6 introduces hybrid analog-digital backscatter sensing mechanism which enables battery-
free high data rate acoustic sensing. We describe the principle behind analog backscatter, ana-

lyze, optimize and integrate analog backscatter with digital platform.

e Chapter 7 concludes the thesis and outlines some areas of future research.
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Chapter 2
AMBIENT BACKSCATTER COMMUNICATION

2.1 Introduction

Small computing devices are increasingly embedded in objects and environments such as ther-
mostats, books, furniture, and even implantable medical devices [127, 142, 156]. A key issue is
how to power these devices as they become smaller and numerous; wires are often not feasible,
and batteries add weight, bulk, cost, and require recharging or replacement that adds maintenance
cost and is difficult at large scales [203].

In this chapter we describe how we can enable devices to communicate using ambient RF
signals as the only source of power? Ambient RF from TV and cellular communications is widely
available in urban areas (day and night, indoors and outdoors). Further, recent work has shown
that one can harvest tens to hundreds of microwatts from ambient RF signals [166,186]. Thus, this
system would enable ubiquitous communication at unprecedented scales and in locations that were
previously inaccessible.

Designing such systems, however, is challenging as the simple act of generating a conven-
tional radio wave typically requires much more power than can be harvested from ambient RF
signals [166]. We introduce ambient backscatter, a novel communication mechanism that enables
devices to communicate by backscattering ambient RF. In traditional backscatter communication
(e.g., RFID), a device communicates by modulating its reflections of an incident RF signal (and
not by generating radio waves). Hence, it is orders of magnitude more energy-efficient than con-
ventional radio communication [77].

Ambient backscatter differs from RFID-style backscatter in three key respects. Firstly, it takes
advantage of existing RF signals so it does not require the deployment of a special-purpose power

infrastructure—like an RFID reader—to transmit a high-power (1W) signal to nearby devices. This
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Figure 2.1: Ambient Backscatter: Communication between two battery-free devices. One such device, Alice, can
backscatter ambient signals that can be decoded by other ambient backscatter devices. To legacy receivers, this signal

is simply an additional source of multi-path, and they can still decode the original transmission.

avoids installation and maintenance costs that may make such a system impractical, especially
if the environment is outdoors or spans a large area. Second, and related, it has a very small
environmental footprint because no additional energy is consumed beyond that which is already
in the air. Finally, ambient backscatter provides device-to-device communication. This is unlike
traditional RFID systems in which tags must talk exclusively to an RFID reader and are unable to
even sense the transmissions of other nearby tags.

To understand how ambient backscatter works, consider two nearby battery-free devices, Alice
and Bob, and a TV tower in a metropolitan area as the ambient source, as shown in Fig. 2.1.
Suppose Alice wants to send a packet to Bob. To do so, Alice backscatters the ambient signals to
convey the bits in the packet—she can indicate either a ‘0’ or a ‘1’ bit by switching her antenna
between reflecting and non-reflecting states. The signals that are reflected by Alice effectively
create an additional path from the TV tower to Bob and other nearby receivers. Tv and cellular use
radio based receivers and are designed to compensate for multi-path wireless channels, and can

potentially account for the additional path. Bob, on the other hand, can sense the signal changes
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caused by the backscattering, and decode Alice’s packet.

Designing an ambient backscatter system is challenging for at least three reasons.

e Backscattered signals are weak and traditional backscatter uses a constant signal [153] to facil-
itate the detection of small level changes. Ambient backscatter uses uncontrollable RF signals
that already have information encoded in them. Hence it requires a different mechanism to

extract the backscattered information.

o Traditional backscatter receivers such as RFID readers use coherent radio based architecture
which use power-hungry components such as oscillators and ADCs and decode the signal with
relatively complex digital signal processing techniques. These techniques are not practical for

use on a battery-free device.

e Ambient backscatter lacks a centralized controller such as an RFID reader to coordinate all
communications. Thus, it must operate a distributed multiple access protocol and develop

functionalities like carrier sense that are not available in traditional backscattering devices.

Our approach is to co-design the hardware elements for ambient backscatter along with the lay-
ers in the network stack that make use of it. The key insight we use to decode transmissions is that
there is a large difference in the information transfer rates of the ambient RF signal and backscat-
tered signal. This difference allows for the separation of these signals using only low-power analog
filtering operations which can be implemented using resistors, capacitors and comparators. Sim-
ilarily, we are able to realize carrier sense and framing operations with low-power components
based on the physical properties of ambient backscatter signals. This in turn lets us synthesize
network protocols for coordinating multiple such devices.

To show the feasibility of our ideas, we have built a hardware prototype, shown in Fig. 2.2, that
is approximately the size of a credit card.! Our prototype includes a power harvester for TV signals

and backscatter which are tuned to communicate using UHF TV signals centered at 539 MHz. The

"We design and build a COTS (commercial off-the-shelf) prototype. An integrated circuit would achieve better
results and be of an much smaller form factor (down to 1 mm? plus the antenna).
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Front

Figure 2.2: Ambient Backscatter Prototype: A photo of a PCB prototype that can harvest, transmit and receive
without needing a battery or powered reader. It also includes touch sensors (the A, B and C buttons), LEDs (placed

near the two arrows) and programmable microcontroller that operate using harvested energy.

harvested energy is used to provide the small amounts of power required for ambient backscatter
and to run the microcontroller and the on-board sensors. Our prototype also includes a low-power

flashing LED and capacitive touch sensor for use by applications.

We experiment with two proof-of-concept applications that show the potential of ambient
backscatter in achieving ubiquitous communication. The first application is a bus pass that can
also transfer money to other cards anywhere, at any time. When a user swipes the touch sensor
in the presence of another card, it transmits the current balance stored in the microcontroller and
confirms the transaction by flashing the LED. The second is a grocery store application where an
item tag can tell when an item is placed in a wrong shelf. We ask 10 tags to verify that they do not

contain a misplaced tag and flash the LED when they do.

The system is evaluated in both indoor and outdoor scenarios and at varying distances between
the transmitter and receiver. To account for multi-path effects, we repeat our measurements with
slight perturbations of the receiver position for a total of 1020 measurements. Results show that our
prototypes can achieve an information rate of 1 kbps between two ambient backscattering devices,
at distances of up to 2.5 feet in outdoor locations and 1.5 feet in indoor locations. Furthermore,
we test a variety of locations and show that our end-to-end system (which includes communica-
tion, an LED, touch sensors and a general-purpose microcontroller) is able to operate battery-free

at distances of up to 6.5 miles from the TV tower. Finally, we test the interference of ambient



17

backscattering and find that, even in less favorable conditions, it does not create any noticeable
glitches on an off-the-shelf TV, as long as the device is more than 7.2 inches away from the TV

antenna.’

Our Contributions: We make the following contributions:

e We introduce ambient backscatter, the first wireless primitive to let devices communicate with-
out either requiring them to generate RF signals (as in conventional communications) or reflect

signals from a dedicated powered reader (as in RFID).

e We develop a network stack that enables multiple ambient backscattering devices to co-exist.
Specifically, we show how to perform energy detection without the ability to directly measure

the energy on the medium and hence enable carrier sense.

e We present designs and a prototype which show how all of the above, from ambient backscatter
through to the multi-access protocols of our network, can be implemented on ultra-low-power

devices using simple analog components.

While the performance of our prototype is a modest start, we hope that the techniques we
present will help realize ubiquitous communication, and allow computing devices embedded into

the physical world to communicate amongst themselves at an unprecedented scale.

2.2 Background on TV Transmissions

In principle, ambient backscatter is a general technique that can leverage RF signals including
TV, radio and cellular transmissions. In this paper we have chosen to focus on demonstrating the
feasibility of ambient backscatter of signals from TV broadcast sources.

TV towers transmit up to 1 MW effective radiated power (ERP) and can serve locations more
than 100 mi away from the tower in very flat terrain and up to 45 mi in denser terrain [2]. The

coverage of these signals is excellent, particularly in urban areas with the top four broadcast TV

2 At such close distances, it is in the near-field of the TV antenna.
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channels in America reaching 97% of households and the average American household receiving
17 broadcast TV stations [11]. It is this pervasive nature of TV signals that make them attractive
for use in our first ambient backscatter prototype.

There are currently three main TV standards that are used around the world: ATSC (N. Amer-
ica and S. Korea), DVB-T (Europe, Australia, New Zealand, etc.) and ISDB-T (Japan, most of
S. America) [19]. While our prototype targets ATSC transmissions, our method for communi-
cating using ambient signals leverages the following properties of TV signals that hold across all
standards:

Firstly, TV towers broadcast uninterrupted, continuous signals at all hours of the day and night.
Thus, they provide a reliable source of both power and signal for use in ambient backscatter.
Secondly, TV transmissions are amplitude-varying signals that change at a fast rate. For example,
in ATSC, which uses an 8-level vestigial sideband (8VSB) modulation to transmit one of eight
amplitude values per symbol, symbols are sent over a 6 MHz wideband channel, resulting in a very
fast fluctuation in the signal.

Lastly, TV transmissions periodically encode special synchronization symbols that are used by
the receiver to compute the multipath channel characteristics [63]. In ATSC, the 8VSB symbols
are organized first into data segments of 832 symbols and then fields of 313 segments. Before
every data segment, the transmitter sends a data segment sync that consists of four symbols and
is intended to help the receiver calibrate the 8VSB amplitude levels. Before every field, the trans-
mitter sends a field sync data segment that is also used by the receiver to compute the channel
information. Since ambient backscatter effectively creates additional paths from the transmitter to
the TV receiver, the existing ability of TV receivers to account for multipath distortion make them
resistant to interference from backscattering devices that operate at a lower rate than these sync
segments. We note that the other common TV standard in the world—DVB-T, which uses OFDM
modulation—includes cyclic prefixes and guard intervals, and hence has an even higher resistance

to multipath distortion compared to the ATSC standard [3].

Legality: In general, it is illegal to broadcast random signals on spectrum reserved for TV (or

cellular) channels. However, battery-free backscattering devices (e.g. RFID tags) are unregulated
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and not tested by FCC because the emission levels from such devices is very low [40] and because
they are only modulating their reflection of a pre-existing signal rather than actively emitting a
signal in reserved spectrum. Ambient backscatter also falls into this category, and would therefore
be legal under current policies.

In the rest of the chapter, we show how ultra-low-power devices can communicate by backscat-

tering these ambient signals.

2.3 Ambient Backscatter Design

Ambient backscatter is a new form of communication in which devices communicate without the
need for any infrastructure such as a dedicated reader. An ambient backscattering device reflects
existing RF signals such as broadcast TV or cellular transmissions to communicate. Since the
ambient signals are pre-existing, the added cost of such communication is negligible.

Designing such devices, however, is challenging for three main reasons: First, the ambient
signals are random and uncontrollable. Thus, we need a mechanism to extract the backscattered
information from random ambient signals. Second, the receiver has to decode these signals on a
battery-free device which significantly limits the design space by placing a severe constraint on
the power requirements of the device. Third, since there is no centralized controller to coordinate
communications, these devices need to operate a distributed multiple access protocol and develop
functionalities like carrier sense. In the rest of this section, we describe how our design addresses

the above challenges.

2.3.1 Overview

Fig. 2.3(a) shows the block diagram of the ambient backscattering device design. The design
consists of an RF harvester and power management unit, receiver, backscatter transmitter, digital
logic unit and peripherals such as LEDs and user capacitive touch button. The digital control unit
is implemented on a programmable microcontroller and is powered by harvested RF energy. The

digital control unit implements the backscatter communication protocol and controls the LEDs and
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(a) Block diagram of ambient backscattering device. (b) RF front end of ambient backscattering device.

Figure 2.3: Architecture of the ambient backscattering device. An ambient backscattering device consists of a
power harvester, receiver and transmitter, all connected to a single antenna. These form the RF front end. The digital
logic unit is implemented on a microcontroller and runs on harvested power. The digital logic runs the communication

protocols and controls peripherals such as LEDs and user touch buttons.

capacitive touch input buttons.

A more detailed configuration of the RF front of the ambient backscatter device shown in
Fig. 2.3(b). The backscatter transmitter is directly interfaced with the antenna to maximize the
changes in the backscattered signal. The RF energy harvester and the receiver are impedance
matched to the antenna using an LC matching network. The harvester extracts energy from ambient
TV signals to provide small amounts of power required for ambient backscatter communication,
sensors and the digital logic units (e.g., microcontroller). The harvester is based on a 5 stage
Dickson charge pump topology from [186] and, has a sensitivity of -9 dBm. Since the receiver
and harvester are directly connected to the antenna, the transmitter and receiver/harvester operate
independently. When the transmitter is active and backscattering signals, the receiver and harvester
cannot capture much signal/power and vice-versa. Next, we describe our design of the ambient

backscattering transmitter and receiver in more detail.

2.3.2  Signal Propagation

We use Friss path loss equation to model RF signal propagation to understand the ambient backscat-
ter scenario [153]. The coverage of ambient backscatter is a function of the distance between the

TV tower, Alice and Bob. As shown in Fig. 2.1, consider that the TV transmitter is at a distance of



21

d, from Alice and d, from Bob. Alice and Bob are separated by a distance D. In typical scenarios,
the distance between Alice and Bob D < d,,d, and we can safely assume that d; ~ d; = d. So,
for a TV transmitter operating at an output power P, with an antenna gain G,, the power density of

ambient TV signals at a distance d from the tower can be written as

PG
- And?

2.1

Battery-free devices Alice and Bob with an antenna gain G, will receive a direct path TV signal

whose signal strength is given by

NG, PG, NG,
P irect, Alice =P irect,Bo =S =
directAl directBob =2 4n T And® Arm

(2.2)

(2.2) shows that the signal strength at Alice and Bob’s location is inversely proportional with the

distance from the tower i.e. a location closer to the TV tower will have a higher signal strength.

2.3.3 Ambient Backscattering Transmitter

In order to backscatter ambient TV signals, ambient backscattering transmitter builds on con-
ventional backscatter communication techniques. Communication is achieved by changing the
impedance connected to the antenna in the presence of an incident signal. A switch connected
to the antenna modulates the impedance between two states and causes a change in the amount
of energy reflected by the antenna. More formally, given an incident power density S (2.1) and

assuming a 50 % duty cycle for transmitted bits, the power of the differential backscattered signal

is given by
NG |AT|P PG, NG? AT
P backscatier = S =] = - = 2.3
A backscart 4 | 2 dnd® 4m | 2 3)
where
zZ —Z zZ —Z
Al =T; T} = (— “) - (— ”) (2.4)
ZF+ 7 2+ 7

Z, denotes the impedance of the antenna and Z;; and Z;, are the two impedance states that are

connected to the antenna corresponding to bit 0’ and bit *1°. In our implementation, when the
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input is zero, the transistor is off and the impedances Z;; is close to Z, i.e. a matched state to
maximize the energy captured by the RF energy harvester. When the switch input signal is one,
the transistor is on and the impedance Z;, is close to zero, shorting the antenna which maximizes
the signal scattered by the antenna. Thus, the switch toggles between a matched and short states to
convey bits to the receiver.

The transmitter is implemented using the ADG902 RF switch [4] connected directly to the
antenna. In this design, we use a 258 millimeter dipole antenna. The antenna is tuned for the
539 MHz UHF band and has a 50 MHz bandwidth. Other antenna topologies such as mean-
dered antennas [181] and folded dipoles [174] can result in smaller dimensions, and further design
choices can be made to increase the bandwidth of the antenna in order to make it capable of utiliz-
ing a larger frequency band. However, exploring alternate antenna designs is not within the scope

of this work.

2.3.4 Ambient Backscattering Receiver

Consider the scenario shown in Fig. 2.1 where Alice is backscattering ambient TV signals to trans-
mit bits to Bob. The RF signal at Bob’s receiver can be written as combination of the direct signal
from the TV and backscattered signal from Alice. Mathematically, we can represent this by com-

bining (2.2) and (2.3)

1 MG,
P ob — P irect,Bo P iff backscatter \ T ~5 2.5
Bob direct.Bob 1 L diff backscat ( AnD? an ) (2.5)

PG, NG, PG NGHAT] [ 1 NG,
C dnd? A 4And? An 4 4rD? Ar

(2.6)

The challenge here for Bob’s receiver is to decode bits backscattered by Alice on top of ambient
signals which already encode information. Secondly, as we can see from (2.6), the backscattered
signal is very weak compared (attenuated as a function of &) to direct path TV signal. Finally,
Bob’s receiver is severely power constraint and cannot use power-hungry hardware components
such as ADCs and oscillators. Since, there is no oscillator, the receiver cannot recover phase

information and has access to only amplitude information. Bob uses an envelope detector based
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receiver design to decode the backscattered bits by tracking changes in the amplitude of the incident
signal. To understand this in detail, we can rewrite the received RF signals shown in (2.6) in terms

of electric fields

Bob = Edirect.Bob + Ebackscarter
e /8D
= Edirect,Bob + Edirect,AlicekT (1 + FT/Z)
e /8D

= Edirect,Bob (1 +k D (1 + FT/Z))

Here k£ models the scattering phenomena at Alice’s antenna. Now assuming that Bob’s receiver is
matched to the antenna, the received voltage for the two cases when Alice transmits *0’ bit and a

"1” bit can be written in terms of voltages.

0 le €_j5D N
Vo = EEdirect,Bob (1 +k 5 (1+ F1)>
1 le e_jBD .
VBob = EEdirect,Bob (1 + k D (1 —+ F2)>

where [, is the electrical length of the antenna. In the rest of the section, we will show how we
can decode the bits from the received RF signal in the presence of strong ambient TV signals
(Edirect.Bov)- First we will illustrate technique using conventional digital receiver and then, describe

how to implement it in hardware using an ultra-low-power receiver.

Extracting Backscatter Information from Ambient Signals

Ambient signals like TV and cellular transmissions encode information and hence are not con-
trollable. To illustrate this, Fig. 2.4(a) shows an example of the time-domain ambient TV signal
captured on a USRP operating at 539 MHz. It can be seen that amplitude of the ambient TV signal
varies significantly with time. This is expected because the captured ATSC TV signals encode
information using 8 VSB modulation, which changes the instantaneous voltage of the transmitted
signal. Thus, the receiver should be capable of decoding the backscattered signals in the presence

of these fast changing signals.
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Figure 2.4: Comparison of TV signals. We show the ambient TV signals incident on the receiver without any

backscatter data, with backscatter data and with averaging of the backscattered data.

Our key insight is that if the transmitter backscatters information at a lower rate than the am-
bient signals, then one can design a receiver that can separate the two signals by leveraging the
difference in communication rates. Specifically, ambient TV signals encode information at a band-
width of 6 MHz, so if we ensure that the transmitter backscatters information at a larger time-scale
than 6 MHz, then the receiver can extract the backscattered information using averaging mecha-
nisms. Intuitively, this works because the wideband ambient TV signals change at a fast rate and
hence adjacent samples in TV signals tend to be more uncorrelated than the adjacent samples in
the backscattered signals. Thus, averaging the received signal across multiple samples effectively
removes the variations in the wideband ambient TV signals, allowing the backscattered signals to
be decoded.

Formally, we can describe this using a digital receiver that samples the received signal at
Nyquist-information rate of the TV signal. The received samples, y[n|, can then be expressed

as a combination of the wideband TV signals and the backscattered signals, i.e.,
y[n] = x[n] (1 + aB[n]) + w[n]

where x[n|s are the samples corresponding to the TV signal as received by the receiver (cor-

responding to Egji.cr.05), @ 18 the complex attenuation of the backscattered signals relative to the

;BD), Bln] are the bits transmitted by the backscattering transmitter

e

TV signals (corresponding to

(corresponding to I’} ) and wn] is the noise. Since the receiver samples at the TV Nyquist rate,
the adjacent samples in x[n| are uncorrelated. Now, if the backscatterer conveys information at a
fraction of the rate, say %, then B[Ni + j]s are all equal forj = 1 fo N.

For the design of the receiver we have two primary choices. We can use an energy detector
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(square law model) and recover bits by comparing the energy of the incoming signal [96]. Al-
ternatively, we can use an envelope detector where absolute value of the voltage of the incoming
signal [145] is used to decode bits. We use the later since it corresponds to the hardware used in
this work.

If the receiver averages the instantaneous absolute voltage in the N receiver samples corre-

sponding to a single backscattered bit, then we get:

where B is either ‘0’ or ‘1’. Since the TV signal, x[n], is uncorrelated with noise, w(n|, we can

rewrite the above equation as:

1 < 1+ aB| & 1 &
N;\y[n]\ = T;\x[H]HN;W[H]

Say V., is the average of the absolute value of the voltage in the received TV signal, i.e., V,,, =
N

]%,Z |x[n]|. Ignoring noise, the average voltage at the receiver is |1 + «|V,,, and V,,, when the
i=1

transmitter is in the reflecting and non-reflecting states, respectively. The receiver can distinguish

between the two voltage levels,

1 + |V, and Ve, to decode the information from the backscat-
tering transmitter. Thus, even in the presence of changes in the TV signal, the receiver can decode
information from the backscattering transmitter. We apply the above mechanism to the ambient
ATSC TV signals [3]. Specifically, we set our ambient backscattering transmitter to transmit an
alternating sequence of ones and zeroes at a rate of 1kbps. Fig. 2.4(b) plots the received signal
on an USRP that is placed one foot from the transmitter. Fig. 2.4(c) plots the effect of averaging
every 100 received samples. As the figure shows, averaging reduces the effect of the fast-varying
ambient TV signals. Further, the receiver can now see two average power levels which it can use
to decode the backscattered information.

We note that ambient backscatter can either increase or decrease the average voltage of the re-

ceived signal. Specifically, the channel, o, corresponding to # is a complex number and hence
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|1 + o can be either less than or greater than one. This means that a zero bit can be either a lower
voltage or can have a higher voltage than the average. Intuitively, this is because the additional
multi-path created by the backscattering transmitter can either constructively or destructively in-
terfere up with the existing signal. We use differential coding to eliminate the need to know the

extra mapping between the power levels and the bits (see §2.4.1).

__Single Stage __ 100
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(a) Architecture of the receiver (b) Bode plot of the filter on the receiver

Figure 2.5: Circuit diagram and filter response for the receiver: The receiver has two stages: an envelope detector
with filter which computes the average envelope of the signal, and a threshold stage that compares averaged signal with
a threshold value to output bits. The frequency response of the passive filter is also shown which illustrates the low

pass nature of the receiver.

Decoding on an Ultra-Low-Power Device

The above design assumes that the receiver can get digital samples on which it can perform opera-
tions like averaging and comparison of power levels. However, acquiring digital samples requires
an analog-to-digital converter (ADC) which can consume a significant amount of power and is typi-
cally avoided in ultra-low-power designs [206]. In this section, we implement the above operations
in analog hardware by selecting an appropriate analog circuit topology.

The architecture of the receiver is shown in Fig. 2.5. It has two stages. First an envelope
detector and a filter smoothens out the natural variations in the TV signal to output two voltages: an
average envelope signal and a threshold voltage. Then a comparator circuit takes the two voltages

as inputs to compute the difference and output data bits.

Envelope detector and filter: This circuit is implemented using a diode charge pump based
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topology. The filters are implemented using a passive resistor and capacitor network as shown
in Fig. 2.5(a). We use a single stage Dickson charge pump based voltage doubler as our enve-
lope detector. We model the envelope detector using first order analysis. Given that the envelop
detector is terminated by a low pass filter, we can assume that the output of the envelope detector
varies very slowly or is near constant as compared to the input RF signal. For an input RF signal

(l + aB /1) Azycos(2nft), the average current flowing through the diode can be written as [145]:
Liiode = k% | (1 + aBo1) Ary|

Here By and B, correspond to 0’ and "1’ bit respectively. The diode current follows into the filter

with the input impedance given by

1 1
Zi,=—I|| R Ry||— 2.7
SC[H( 1+ 2HSC1> ( )

Next, the two voltages V;, and Vpc can be written in the frequency domain as

1 1
Viig = LiioaeZin = k * | (1 + aBo1) Ary| EH (Rl +R2HE)

(R +Roll)

VDC:Vsig | |
1 (R + Ral )

The bode plots for the frequency characteristics of the two voltages is shown in Fig. 2.5(b). Vi,
is a first order low pass filter which attenuates the natural amplitude variations in the TV signal
but passes the backscatter data. V¢ is a second order low power filter which attenuates both the
natural amplitude variations in the TV signal and the backscatter data to determine the threshold
voltage. By choosing the right values of the passive components the frequency response of the

filter can be optimized for different data rates.

Comparator stage: The output of the envelope detector and filter outputs two voltages V;, and
Vpe. In principle, an ADC can be used to distinguish between the two signal levels by processing

the digital samples. However, ADC’s are power hungry and instead we use a 1-bit ADC i.e. a
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comparator which takes V., = |Vi| — |Vbc| as the input and outputs *1° if V,,,,, is positive
and "0’ if negative. Fig. 2.5(b) shows the frequency response of V,,,,, which exhibits a band pass
filter response. The band pass filter eliminates the low frequency components which correspond to
channel variations and high frequency components of the amplitude variations in the ambient TV
signals. It only passes the frequency components corresponding to the backscattered bits.

We note that the bit rate of the prototype dictates the choice of values for the RC circuit elements
(e.g., a receiver operating at 10 kbps requires different RC values than one at 1 kbps). This is
because the V,,,, bandpass filter needs to be optimized for the frequency response corresponding
to the bit rate. We use TS881 [59], as the ultra-low-power comparator in our design. We implement
different bit rates by setting the capacitor and resistor values, R;, R, Cy, and C; in Fig. 2.5, to
(150 k2,10 M2, 27 nF,200 nF) for 100 bps, (150 k2, 10 M,4.7 nF, 10 nF) for 1 kbps, and
(150 k2, 10 MS2, 680 pF, 1 p F) for 10 kbps. Finally, while in theory we can distinguish between
any two power levels by sufficient averaging, each comparator has a minimum threshold below
which it cannot distinguish between the two voltage levels. The threshold determines the maximum

distance at which two devices can communicate with each other.

2.4 Network Stack Design

The network stack design for ambient backscatter communication is closely integrated with the
properties of the circuits and the hardware described so far. In this section, we explore the physical

layer and the link layer design for ambient backscatter.

2.4.1 Physical Layer

The physical layer for ambient backscatter communication addresses questions such as what mod-

ulation and coding to use, how to perform packet detection, and how to find bit boundaries.

Modulation and Bit Encoding: Since a backscattering transmitter works by switching between
reflecting and non-reflecting states, it effectively creates an ON-OFF keying modulation. However,

as described earlier, the backscattered signal could either constructively or destructively interfere
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with the ambient TV signal. Thus, depending on the receiver’s location, a ‘1’ bit could appear as
either an increase or a decrease in the received power. To address this issue, the physical layer uses
FMO coding [132]. FMO coding turns every bit into two symbols and encodes information using
symbol transitions [132]. FMO has a symbol transition at the beginning of every bit period along
with an additional mid-bit transition to represent a ‘1’, and no such transition in the ‘0’ bit. Thus,
bits are encoded using transitions in the voltage level, rather than the actual voltage levels; further,

it guarantees an equal number of ‘0’ and ‘1’ symbols.

Detecting the Beginning of a Packet Transmission: At the beginning of each packet transmission,
an ambient backscattering transmitter sends a known preamble that the receiver detects using bit-
level correlation on the digital hardware (in our case, the microcontroller). However, unlike RFID
communication, where the tags correlate only when they are powered by a nearby reader, an ambi-
ent backscatter device does not know when nearby devices will transmit and hence might have to

continuously correlate, which is power-consuming and impractical for a low-power device.

We avoid continuous correlation by only activating the relatively expensive correlation process
when the comparator detects bit transitions. The comparator hardware takes very little power and
has a built-in threshold before it detects bit transitions (in our implementation, this threshold is
2.4 mV). It is only when the power difference crosses this threshold that an interrupt is sent to
the digital hardware to wake it up from its idle state (to perform correlation). Since the averaging
circuit eliminates the large variations in the ambient TV signal, it is unlikely that ambient signals

alone create changes in the power level in the absence of a packet transmission.

To provide the hardware with sufficient leeway to wake up the digital hardware, as shown in
Fig. 2.6, the transmitter sends a longer preamble that starts with an alternating 0-1 bit sequence
before sending the actual preamble. The alternating bit sequence is long enough (8 bits in our
implementation) to wake up the digital hardware, which then uses traditional mechanisms to detect

bit boundaries and perform framing.
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Figure 2.6: Packet Format: Each packet starts with an alternating sequence of ‘1’s and ‘0’s followed by a preamble
that is used by the receiver to detect packets. The preamble is followed by a header and then the data, which both

include CRCs used to detect bit errors.
2.4.2 Link Layer

Next we describe the following aspects of an ambient backscatter link layer design: error detection,
acknowledgments, and carrier sense for mediating access to the channel.

Fig. 2.6 depicts the high-level packet format for ambient backscatter systems. The packet starts
with a few bits of the preamble that are used to wake up the receiver’s hardware; the rest of the
preamble is then used by the receiver to detect the beginning of a packet. The preamble is followed
by a header containing the type of packet (data/ACK), destination and source addresses, and the
length of the packet. This is followed immediately by the packet’s data. Both the header and the
data include CRCs, which the receiver can use to detect bit errors in either field. Data may also be
protected using simple error correction codes that do not consume significant power, e.g., hamming
codes, repetition codes, etc. [187]. The receiver successfully receives a packet when both the CRC
checks pass. It then sends back an acknowledgment within a pre-set time that is determined by the
time it takes to successfully decode the packet at the receiver and switch to a transmitting state.
In the rest of this section, we design carrier sense to arbitrate the wireless medium between these

backscattering transmitters.

Carrier Sense

The discussion so far focuses on the communication aspects of a single ambient backscattering
transmitter-receiver pair. However, when many of these devices are in range of each other, we

need mechanisms to arbitrate the channel between them. In traditional RFID, a centralized, pow-
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ered reader acts as the arbitrator for the wireless medium. Ambient backscatter communication,
however, cannot rely on such a powered reader and thus requires a different set of mechanisms to
provide media access control.

The advantage we have over traditional backscatter is that ambient backscattering devices can
decode each other’s transmissions. Thus, they can potentially perform carrier sense: detect the
beginning of other packet transmissions (preamble correlation), and detect energy in the middle of
a packet transmission (energy detection). Preamble correlation for carrier sense is operationally
similar to that performed by the receiver for decoding packets. Energy detection, however, is
challenging because the digital hardware does not have access to the power levels.

To see this, let us look at communication systems like Wi-Fi where energy detection is per-
formed by computing the average power in the signal and detecting a packet when the average
power is greater than a threshold. Such operations require a full ADC to get the digital samples
on which to operate. Since an ambient backscattering device does not have access to a full ADC it
does not have access to these power levels.

We show that one can perform energy detection by leveraging the property of the analog com-
parator. Specifically, unlike a traditional receiver where, even in the absence of nearby transmitters,
it sees random changes in the received signal due to environmental noise; the bits output by our
analog comparator is constant in the absence of a backscattering transmitter. This is because, as
described in §2.4.1, the analog comparator has a minimum threshold below which it does not reg-
ister any changes. Since the averaging circuit smoothens out the variations in the ambient signals,
they typically do not create signal changes that are above this threshold. This means that in the
absence of a nearby backscattering transmitter, the comparator typically outputs either a constant
sequence of ones or a constant sequence of zeros. A nearby transmission, on the other hand, re-
sults in changes that are greater than the comparator’s threshold and therefore bit transitions at the
comparator’s output. Since the transmitted bits have an equal number of ones and zeros (due to
FMO encoding), the comparator outputs the same number of ones and zeros. Thus comparing the
number of ones and zeros allows the receiver to distinguish between the presence and absence of

a backscatter transmission. More formally, the receiver performs energy detection by using the
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following equation:
|#ones — #zeros|

D=1
Hones + #zeros

where #ones and #zeros denote the number of zeros and ones seen at the receiver over some time
interval. In the presence of a backscattering transmitter, the average number of ones and zeros is
about the same, and hence D is close to one. But in the absence of any close-by backscattering
transmitters, the bits output by the comparator are either mostly ones or mostly zeros; thus, D is
close to zero. Our results in §2.6 show that the above ideas hold even with mobility and in dynamic
environments.

We note that the transmitter performs carrier sense only when it has data to transmit and before
it starts transmitting. Upon detection of a competing transmission, microcontrollers (including the
one used in our prototype) are able to sleep for the duration of the packet by masking interrupts

caused by bit transitions.® Thus, the power drain of the above operations is minimal.

2.4.3 Further Discussion

So far we described the key functionalities (carrier sense, start-of-frame detection, etc.) required
to build a network out of ambient backscatter devices. However, there are optimizations that can

increase the performance of such systems; We outline some of them:

(a) Multiple bit-rates: Our current prototypes operate at a specific bit rate (either 100 bps, 1 kbps
or 10 kbps). In principle, one can design a single device that has demodulators for different rates
and switches between them. Further, one can design rate adaptation algorithms that adapt the rate

to the channel conditions and can significantly increase the performance.

(b) Collision Avoidance: Carrier sense enables MAC protocols like CSMA that allow devices
to share the medium. One can further reduce the number of collisions by designing collision
avoidance mechanisms. Prior work on random number generation on low-power RFIDs [88] can,

in principle, be leveraged to achieve this.

3To further minimize power, the microcontroller can sleep through the entire back-off interval, if we use non-
persistent CSMA [121].
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(c) Hidden Terminals: The devices can, in principle, use the RTS-CTS mechanism to address the
hidden terminal problem. The overhead of RTS-CTS can be reduced by stripping the RTS-CTS
messages of the data and header information, and having the transmitter send a unique preamble
to denote the RTS message; the receiver sends back another unique preamble as a CTS message.
Any nodes that hears these messages will not transmit for a fixed pre-determined amount of time,

i.e., the time required to transmit the data packet and receive the ACK.
2.5 Prototype Implementation

We implement our prototype on a 4-layer printed circuit board (PCB) using off-the-shelf circuit
components. As shown in Fig. 2.2, the prototype uses a dipole antenna that consists of two 2
sections of 5.08 in long 16 AWG magnetic copper wire. The prototype’s harvesting and commu-
nication components are tuned to use UHF TV signals in the 50 MHz band centered at 539 MHz*.

The packets sent by the transmitter follow the format shown in Fig. 2.6. Further, it is capable
of transmitting packets at three different rates: 100 bps, 1 kbps, and 10 kbps. We also implement
both preamble correlation and energy detection in digital logic to perform carrier sense at the
transmitter. Our implementation currently does not use error correction codes and has a fixed
96-bit data payload with a 64-bit preamble.

On the receive side, we feed the output of the receiver circuit (described in §2.3.4) to the
MSP430 microcontroller which performs preamble correlation, decodes the header/data and veri-
fies the validity of the packet using CRC. We implement different bit rates by setting the appropriate
values for the capacitor and resistor as described in §2.3.4.

Table 2.1 compares the power consumption of the analog portion of our transmitter/receiver
with that of the WISP, an RFID-based platform [187]. The table shows that the power consumption
numbers for ambient backscatter are better than the WISP platform, and almost negligible given
the power budget of our device. This is because ambient backscatter operates at lower rates (10

kbps) when compared to existing backscatter systems like the WISP, which operates at 256 kbps.

4To target a wider range of frequencies, one can imagine using a frequency-agile, auto-tuning harvester that au-
tonomously selects locally available channels, with a design similar to the dual-band RFID tag in [189].



34

Table 2.1: Power Consumption of Analog Components

Tx Rx

Ambient Backscatter 0.25uW | 0.54uW

Traditional Backscatter (WISP [187]) | 2.32uW | 18uW

So, we were able to optimize the power consumption of our prototype and achieve lower power

consumption values.

Our prototype also includes two sensing and 1/O capabilities for our proof-of-concept appli-
cations that are controlled by the microcontroller: low-power flashing LEDs and capacitive touch
buttons implemented on the PCB using a copper layer. However, these sensors as well as the mi-
crocontroller that drives them can significantly add to the power drain. In fact, in the smart card
application (see §2.7.1), the transmit modulator consumed less than 1% of the total system power,
while the demodulator required another 1%; demonstrating that ambient backscatter significantly
reduces the communication power consumption. The power management circuitry required an
additional 8% of the total power. Flashing the LEDs and polling the touch sensors at the inter-
vals used in §2.7.1 consumed 26% of the total power. The remaining 64% was consumed by the

microcontroller.’

We note that in scenarios where the TV signal strength is weak, our prototype uses duty cycling
to power the sensors and the microcontroller. Specifically, when the prototype is in the sleep mode,
it only harvests RF signals and stores it on a storage capacitor. Once enough energy has been
accumulated on the capacitor, it goes into active mode and performs the required operations. In
hardware, the duty cycle is implemented by a voltage supervisor that outputs a high digital value

(indicating active mode) when the voltage on the storage capacitor is greater than 1.8 V.

>We note that the high power consumption for the digital circuit (i.e., microcontroller) is an artifact of our prototype
implementation. Specifically, the microcontroller is a general-purpose device that is not typically used in commer-
cial ultra-low-power devices. Instead, commercial systems use Application-Specific Integrated Circuits (ASICs) that
can consume orders of magnitude less power than general-purpose solutions [169, 187]. In ASIC-based low-power
devices, the power consumption of the analog components often dominates that of the digital circuit [74].
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2.6 Evaluation

We evaluate our prototype design in the Seattle metropolitan area in the presence of a TV tower
broadcasting in the 536-542 MHz range. We ran experiments at six total locations to account for
attenuation of the TV signal and multipath effects in different environments. The TV signal power
in the 6MHz target band for the given locations ranged between -24 dBm and -8 dBm. These

locations consist of:

e Location I (Indoor and near): Inside an apartment 0.31 miles away from the TV tower. The
apartment is on the seventh floor of a large complex with 140 units and is located in a busy

neighborhood of a metropolitan area.

e Location 2 (Indoor and far): Inside an office building 2.57 miles away from the TV tower. The

office tested is on the sixth floor of the building.

e Location 3 (Outdoor and near): On the rooftop of the above apartment.

e Location 4 (Outdoor and far): On the rooftop of the above office building.

e Location 5 (Outdoor and farther): On a street corner 5.16 miles away from the TV tower.

e Location 6 (Outdoor and farthest): On the top level of a parking structure 6.50 miles away

from the TV tower.

We evaluate the various aspects of our design including our ambient backscattering transmitter
and receiver, carrier sense, and interference at TV receivers. Most of our experiments were limited
to locations 1-4 due to limited extended access to space in locations 5 and 6. The latter two
locations, however, were included to demonstrate that ambient backscatter can operate at longer
ranges and were tested using our smart card application.

Those test verified that we were able to get our end-to-end system to operate battery-free up to

6.5 miles away from the TV tower. Note, however, that the operational distance of our prototype
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is dependent on the operating voltage of the device. In our prototype, the bottleneck was the
microcontroller, which requires 1.8 V. In principle, an ASIC-based design should work with much

lower voltage requirements and hence can operate at farther distances.

2.6.1 Effectiveness of Ambient Backscattering

The effectiveness of a backscattering transmitter is determined by the extent to which it affects
the received signal. To quantify this, we compute the ratio of the received power, after averaging,

between the non-reflecting and reflecting states of the transmitter. Specifically, if P; and P, P; >

Py

s B A ratio close to

P,, are the two average power levels at the receiver, we compute the ratio
one means that the receiver cannot distinguish between the two power levels; while a higher ratio

increases the ability of the receiver to distinguish between them.

Experiments: We configure our prototype to send an alternating sequence of bits—switching be-
tween reflecting and non-reflecting states—at a rate of 100 bps. The results are similar for the
other bit rates. Since our receiver prototype does not provide the exact power values, we instead
use an USRP-N210 as a receiver to compute the power ratio between the two states. The USRP
is connected to the same dipole antenna used by our receiver prototype to ensure that the antenna
gains are identical. We configure the USRP to gather raw signals centered at 539 MHz using a
bandwidth of 6.25 MHz—the bandwidth of the ambient TV signals. We average the received sig-
nal, and compute the ratio between the two average power levels (which corresponds to square root
of the voltage). We repeat the experiments for different distances (from 0.5 feet to 3 feet) between

the transmitter and the receiver in locations 1-4.

Results: Fig. 2.7 plots the CDF of the observed power ratios at the receiver. The CDF is taken
across both indoor/outdoor and near/far locations to provide an overall characterization of ambient

backscatter that we delve into next. The figure shows the following:

e The median power ratio is about 1.4, which is in the range targeted by traditional backscatter
communication in RFID devices [199] and is a favorable ratio. To get an intuition for why

this is the case, consider a hypothetical scenario where the transmitter and a receiver see the
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Figure 2.7: Performance of an ambient backscattering transmitter: The x-axis plots a CDF of the ratio of the
average power received during the reflecting and non-reflecting states of the backscattering transmitter. The CDF is

taken across multiple positions in both indoor/outdoor and near/far scenarios.

same ambient TV signal strength and the transmitter backscatters all its incident signals in the
direction of the receiver. In this case, even if the transmitter and receiver are placed next to
each other, the average received power with backscatter is twice the received power without
backscatter, i.e., the power ratio is 2. In practice, however, the ratio is often much lower than
this idealized value, as a transmitter reflects only a fraction of its incident signal in the receiver’s

direction; larger distances further attenuate the signal strength.

e The power ratio can be as high as 4.3. This is due to the wireless multipath property. Specif-
ically, because of multipath, nodes that are located at different locations see different signal
strengths from the TV tower. So when the transmitter is in locations where it sees a much
higher TV signal strength than the receiver, its backscattered signal can be significantly higher

in amplitude than the direct TV signal.

2.6.2 BER at the Ambient Receiver v/s Distance

Next, we evaluate our low-power receiver described in §2.3.4.

Experiments: We repeat the previous experiments, but with our prototype ambient receiver re-
ceiving from the backscattering transmitter. We measure the bit error-rate (BER) observed at the
receiver as a function of the distance between the transmitter and the receiver. For each distance

value, we repeat the experiments at ten different positions to account for multipath effects; the
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Figure 2.8: BER v/s Distance. BER for transmitter-receiver pairs in a range of environments, both outdoor and

indoor, close to the TV tower, and far away. We show BER for distances of over three feet and three different rates.

transmitter sends a total of 10* bits at each position. The BER is computed by comparing the

transmitted bits with the bits output by the prototype’s demodulator circuit. Since the total number

of bits transmitted at each position is 10*, we set the BER of experiments that see no errors to

10~* (the upper bound on the BER for these experiments). Finally, since the BER depends on the

transmitter’s bit rate, we evaluate three different prototypes that are designed to work at 100 bps,

1 kbps, and 10 kbps. We note that, in total, we perform 1020 measurements across bit rates and

locations.

Results: We plot the results in Fig. 2.8. The figures show that:

e As the distance between the transmitter and receiver increases, the BER across bit rates and lo-

cations increases. Further, the BER is better in outdoor locations than in indoor locations. This

is because TV signals are significantly attenuated in indoor locations and hence the ambient

signal strength is much lower.

e Locations 1 and 3 perform slightly worse than locations 2 and 4, even though they are closer
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Figure 2.9: Performance of Carrier Sense: These figures show that we can effectively perform energy detection

and preamble correlation—the two main components of CSMA—on ambient backscattering devices.

to the TV tower. This is due to the fact that the TV tower is not an ideal isotropic antenna: the

radiated power is less at low angles, and thus the signal strength is less at the near locations.

e For a target BER® of 1072, the receiver can receive at a rate of 1 kbps at distances up to
2.5 feet in outdoor locations and up to 1.5 feet in indoor locations. Such rates and distances
are sufficient to enable ubiquitous communication in multiple scenarios, including our proof-

of-concept applications.

2.6.3 Evaluating Carrier Sense

We implement carrier sense using both energy detection and preamble correlation. Energy detec-

—1_ |#ones—#zeros|

tion is performed by computing D SFones T #zeros

, where #ones and #zeros denote the number
of ones and zeros seen at the receiver, within a 10-bit interval. Preamble correlation is performed
by correlating with a known 64-bit preamble.

We place a transmitter and receiver, both designed for 1 kbps, in random locations within two
feet of each other in both of the indoor locations. These distance are enough to include configura-
tions where a 1 kbps receiver can hear the transmitter, but experiences high bit error rate (>10%).
This is corroborated by the fact that the BER observed across the tested locations is in the range of

10~* to 0.17. The experiments are performed both in the presence and absence of backscattering

from the transmitter. We repeat the experiments at 300 locations and for three different scenarios:

The packet size is 96 bits and hence can tolerate a 10~2 BER with simple repetition coding [172].
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Figure 2.10: Interference with TV Receivers: CDF of the minimum distance at which ambient backscatter trans-

mitters of various rates do not interfere with traditional TV receivers.

no motion near the receiver, human motion near the receiver, and a human holding the receiver and

waving her hand in front of it.

In Fig. 2.9(a) we plot the CDF of the computed energy detection values (Ds). The plot shows
the following: Firstly, in the absence of backscatter, D is exactly zero in more than 98% of the
experiments. This happens because, as described in §2.4.1, the analog comparator used in the re-
ceiver, typically, outputs either a constant sequence of ones or a constant sequence of zeros in the
absence of a backscattered signal. Thus, the receiver sees the same bit during a 10-bit interval.
Secondly, human mobility does not create statistically significant differences in the computed D
values. This is because while motion can change the signal strength at the receiver and the corre-
sponding bits output by the comparator, it is unlikely that it either creates bit changes at the rate of
1 kbps or creates an equal number of bit changes in a 10-bit interval. Finally, the plot shows that
in more than 99% of the experiments there is a clear distinction between the presence and absence

of a backscattering transmitter.

We also plot in Fig. 2.9(b) the CDF for preamble correlation both in the presence and absence
of a packet that starts with a preamble. The correlation values are normalized by the length of
the preamble (64). The plot shows a clear distinction between the presence and absence of a
preamble, in more than 99.5% of the experiments. This is again because of the property of the
comparator which outputs sequences of either constant one bits or constant zero bits in the absence

of backscatter, which are unlikely to be confused with a pseudo-random preamble.
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2.6.4 Interference with TV Receivers

Since the backscattered signals are reflections of existing TV signals, in theory, one could either
synchronize ambient backscatter with the TV transmissions or modulate data at a slow enough rate
that TV receivers would be immune to interference. However, even without these constraints, the
backscattered signals are weak enough that they do not affect TV receivers except in less favorable
conditions. In this section, we stress-test ambient backscatter to get a sense for the upper bound
of its effects on TV receivers. To that end, we tested very small antenna-tag distances (less than a
foot) and performed the experiments inside the office building of location 2, which has the weakest
TV signal power.”

We use an off-the-shelf Panasonic Plasma HDTV (Model No: TC-P42G25) connected to a
cheap tuner (Coby DTV102) and a basic RCA indoor antenna (Model No: ANT111). We tune
the TV channel to the transmissions at 539 MHz. To evaluate the worst case behavior where the
transmitter always backscatters information, we connect the transmitter to a power source and set
it to continuously transmit random bits. The transmit antenna is placed parallel to the TV antenna
to maximize the effects of backscatter on the TV receiver. The transmitter is placed at a random
location one foot away from the TV antenna. It is then moved towards the TV antenna until we first
notice visual glitches in the video; we measure the distance at which this happens. Note that, in
digital television, interference is relatively easy to quantize as errors result in corrupted portions of
the image, rather than just noise as is the case in analog television. To quantify visually observable
glitches, we had two users simultaneously looking for any momentary, visually observable artifact
(including misplaced squares of pixels) on the screen.

Fig. 2.10 plots the CDF of the glitch distance for different bit rates at the transmitter. The CDF

is taken across multiple experiments. The plots show the following:

e A 100 bps backscattering transmitter does not create any noticeable glitches at the TV receiver

unless it is less than 2.3 inches from the TV antenna. This is because the backscattered signal

"Results from locations that have stronger TV signals show that the TV receiver was more resilient to interference.
The majority of the time, there were no visual artifacts for distances above 1 in, and we never observed any glitches
for any bit rate at distances above 3 in.
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effectively creates a new path from the transmitter to the TV receiver. Since TV receivers are
designed to compute the multi-path channel parameters, they can estimate the effects of this
new path and decode the TV transmissions without interference. However, for small distances
(Iess than 2.3 inches), the near-field effects dominate and hence the linearity model, typically

assumed while estimating the multi-path channel, does not hold; resulting in video glitches.

e The distance at which the video glitches are noticeable is larger for higher transmission rates:
the median distances is about 4.1 inches and 3.7 inches for 1 kbps and 10 kbps respectively. At
high transmission rates, the transmitter changes the multipath channel at a higher rate; hence,

making it difficult for the TV receiver to estimate the fast-changing multipath channel.

e Across bit rates, the TV receiver does not see any noticeable glitches for distances greater than

7.2 inches.

2.7 Proof-of-Concept Applications

Ambient backscatter enables devices to communicate using only ambient RF as the source of
power. We believe that this opens up a new form of ubiquitous communication where devices can
communicate by backscattering ambient RF signals without any additional power infrastructure.
In this section, we demonstrate proof-of-concepts for two applications that are enabled by ambient
backscatter: a bus card that can transfer money to other cards anywhere and a grocery store appli-
cation where item tags can tell when an item is placed in a wrong shelf. These proof-of-concepts
are similar to existing RFID applications, but differ in ways that were previously impossible—they
are able to function anywhere and with no maintenance. They are only a glimpse into the possibil-
ities opened by this technique, and we consider fully exploring the potential uses and addressing

issues such as security or usability to be out of the scope of this paper.
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2.7.1 Smart Card Application

We use our prototype design to evaluate a smart card application where passive cards can com-
municate with each other anywhere, any time, without the need for a powered reader. Such an
application can be used in multiple scenarios, such as money transfer between credit cards, paying
bills in a restaurant by swiping the credit card on the bill or to implement a digital paper technology
which can display digital information using e-ink [212] and transfer content to other digital paper

using ambient backscatter.

In this section, we implement and evaluate a simple proof-of-concept of the smart card appli-
cation. We leverage our prototype that comes complete with an ambient backscattering transmit-
ter/receiver, MSP430 microcontroller, capacitive touch sensor, and LEDs. When a user swipes the
touch sensors (marked by A, B, C in Fig. 2.2), in the presence of another card, it transmits the
phrase "Hello World”. The receiver on the other card decodes the transmission, checks the CRC,
and confirms a successful packet decoding by flashing the LED. We perform this experiment at

three different locations including the two locations farthest from the TV tower.

Experiments: We place the cards 4 inches from each other and have the user perform the swipe. The
transmitter and receiver communicate at a bit rate of 1 kbps. The microcontroller is programmed to
detect changes at the touch sensors and trigger transmissions. The transmitter backscatters a packet
with a 96 bit "Hello World” payload and a 4-bit CRC. The receiver decodes the packet and if the
CRC check passes, blinks the LED (for 1 ms) to provide a visual confirmation to the user. The
devices are powered completely by harvested TV energy. The user performs the swipe 100 times
at an interval of three seconds between the swipes. Since blinking the LED drains the capacitor
in the harvester, the three second time interval allows the harvester to duty-cycle and accumulate

charge on the capacitor to perform the LED blinking operations again.

Results: Fig. 2.11(a) plots, for locations 5 and 6, the number of retries required by the user to
successfully perform the whole operation: the user swiping the touch sensors, the card transmitting
the packet, and finally, the LED blinking on the other card. The plot shows that in 94% of cases,

the user only had to perform one swipe to see the LED blink on the other card, and even in the
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Figure 2.11: (a) Smart Card Application: The number of retries necessary to successfully communicate between
two battery-free smart cards. 94% of tests were successful without any retries. (b) Grocery Store Application: The

CDF of the time it takes for the out-of-order item to blink its LED.

worst case, the user did not require more than two retries to successfully complete the operation.
Furthermore, automation of communication startup (i.e., removing the user and touch sensor from
the process) decreased the failure rate to nearly zero, indicating that it was not the communication

mechanism that was failing, but rather user input error.

2.7.2  Grocery Store Application

Ambient backscatter can also be used to tell when an item is missing or out of place on a shelf
in a grocery store. In this section, we use our prototype to evaluate a proof-of-concept for this
application. The algorithm we use is simple: each device broadcasts its ID periodically (every 5
sec). Neighboring tags listen to these transmissions and store the successfully decoded IDs. Each
tag determines on its own if it is out-of-place by computing the difference between its ID and that
of the overheard IDs. If the tag has at least two different stored IDs that have this distance to be

greater than a threshold, it concludes that it is out-of-place and flashes the LED.

Experiments: We attach ten of our prototype tags to ten cereal boxes, and place those boxes next to
one another on a shelf. We set the IDs for nine of these tags to be between 201 and 209 and place
them in-order. We then set the ID for the tenth tag to be 100 and place it in the 8 locations between
the in-order tags, for a total of 40 experiments. A nearby antenna broadcasts an RFID signal, and

we measure the time it takes for the out-of-place tag to flash the LED.
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Results: We plot the results in Fig. 2.11(b). The plot shows that in about 50% of the experiments,
the out-of-place tag requires less than 20 seconds to flash the LED. Further, in the worst case,
the out-of-place tag starts blinking within 190 seconds. We note, however, that the results in this

section are not optimized and are only presented to demonstrate the application’s feasibility.

2.8 Discussion

The proposed architecture has certain implementation-dependent limitations which impact the
practicality of the system. We will discuss three of them here: frequency selectivity of the RF
harvester, operating distance from an ambient source, and the constraints imposed by the duty

cycling behavior of the system.

2.8.1 Frequency selectivity

Like many existing RF energy harvesting systems, the RF front end used by our prototype operates
over arelatively narrow frequency range, and is pre-tuned to cover a single, target TV channel. That
channel may not be present in all areas, which may hinder the potential for ubiquitous deployment.
To address this frequency selectivity, we describe two possible solutions. The first is the use
of a wideband harvesting system that efficiently converts RF energy to DC power over a large
range of frequencies. For instance, one existing system claims a 160% fractional bandwidth in
the microwave band [104]. A second possible solution is the use of a frequency-agile, auto-tuning
harvester which autonomously selects and “tunes in” locally available channels. [189] describes
such an architecture that could be repurposed for ambient backscatter. Wideband and/or frequency-
agile RF front ends will improve the ability of the system to both harvest energy and communicate

in more diverse locations.

2.8.2 Operating range

At a minimum, a device’s harvester must produce a voltage across the charge storage capacitor that

meets or exceeds the device’s required operating voltage (in our prototype, 1.8 V). The minimum
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ambient power required to achieve that voltage is called the harvester sensitivity, and determines
how far from a TV tower the device is able to operate. Harvester sensitivity determined by the
voltage gain of the harvester and amount of leakage present in the system. Trends in IC manufac-
turing are producing devices with increasingly low operating power, and thus, improved operating
range [191]. Leakage must be addressed both at a system level by shutting off unused components
and at a component level in the harvester/charge storage design. When application components are
disabled, the primary source of leakage in this system is the storage capacitor itself. Reductions in
power consumption of the system will reduce the size requirement for this storage capacitor and

thereby reduce the leakage, further increasing operating range.

2.8.3 Duty cycling behavior

If less power is available than the active power consumption of the device, it must duty cycle (i.e.,
enter an inactive or idle state periodically). Ideally, this allows the device to operate with arbitrarily
small amounts of incoming power. In the prototype tests and example applications shown, the
duty cycle was typically 100% as sufficient power was available to sustain continuous operation.
However, in cases when the device needs to duty cycle, it must be able to complete a minimal
task—an atomic workload—prior to suspending or shutting off again. This atomic workload can be
made smaller by implementing opportunistic checkpointing as described in [180], allowing delay
tolerant applications to be practical even at a very low duty cycle. In short, for many applications

it is possible to trade duty cycle for operating range to an arbitrary extent.

2.9 Related Work

Prior work mainly falls in the following two domains:

(a) Wireless Communication: Today, wireless communication is limited to two main approaches:
radio communication and backscatter communication. Conventional radio communication requires
devices to generate radio signals. This approach is problematic from a power perspective since it

requires power-hungry analog components such as digital-to-analog converters (DACs), mixers,
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oscillators and power amplifiers at the transmitter [128, 182] and low noise amplifiers, mixers,
oscillators and ADCs at the receiver [128, 182]. While prior research has focused on reducing the
power consumption of these analog components [21,74, 98,162, 177], backscatter communication
is two orders of magnitude more power-efficient than state-of-the-art radio communication [77,
169, 199]; and hence is more appropriate for battery-free devices [185,208].

Traditional backscatter communication (e.g., RFID), however, requires a powered device called
the reader to generate a high-power constant signal which battery-free devices backscatter back to
the reader. These battery-free devices are rendered unusable in the absence of the powered reader
and hence require an infrastructure of powered readers that can be expensive and infeasible.

This paper introduces ambient backscatter, a new approach to communication where devices
can communicate without either generating signals (as in radio communication) or backscattering
from a dedicated reader (as in traditional backscatter). Ambient backscatter eliminates the need for
a power infrastructure and hence can enable new forms of ubiquitous communication at locations
and scales that were previously infeasible.

The closest to our work is recent work in [152] that demonstrates direct communication be-
tween two RFID tags placed 25 mm away from each other. However, it works only in the presence
of a dedicated RFID reader that generates a constant high-power signal. Our work is orthogonal
to [152] in that we enable devices to communicate using ambient RF signals. We note, however,
that in principle the techniques in this paper can also be used to enable RFID tag-to-tag communi-

cation at much larger distances than 25 mm.

(b) Power Harvesting: In this domain, our work is most directly related to wireless power and
ambient RF power harvesting. Wireless power aims to wirelessly charge and power devices by
transmitting energy from a dedicated power source [187]. Ambient backscatter is complementary
to this work. Specifically, it focuses on enabling communication using ambient RF as the only
source of power, without requiring any additional power sources.

Recent work on ambient RF power harvesting demonstrated that one can harvest useful amounts
of power from ambient TV [186] and cellular signals [166]. Our work is motivated by this work

and takes it one step further. Specifically, we introduce a new communication system that enables
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devices to communicate with each other using ambient RF. We achieve this by introducing ambient

backscatter where devices communicate by backscattering ambient RF signals.
2.10 Conclusion

For the first few decades of their existence, computers were fundamentally limited by the infras-
tructure on which they rely. Computers were tethered by their power cords and were rendered
useless without a nearby power outlet. Wireless communication combined with battery packs
liberated these devices for short periods of time so that they could compute and communicate,
untethered, as long as their batteries were occasionally recharged or replaced.

In this work, we introduce ambient backscatter, a new form of communication that provides
connectivity between computers out of what is essentially thin air. In this technique, TV signals
and other source of RF signals serve as both the source of power and the means of communication.
Because ambient backscatter avoids the maintenance-heavy batteries and dedicated power infras-
tructure of other forms of low-power communication (e.g., RFID and NFC), it enables a bevy of
new applications that were previously impossible or at least impractical. We believe that ambient
backscatter provides a key building block that enables ubiquitous communication (with no restric-
tions except the existence of ambient RF signals) among pervasive devices which are cheap and

have near-zero maintenance.
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Chapter 3

ENABLING INSTANTANEOUS FEEDBACK WITH FULL-DUPLEX
BACKSCATTER

3.1 Introduction

Backscatter communication is a promising technique for low-power computing devices. RFID, for
instance, has enabled a multitude of useful applications [185,208] that take advantage of the fact
that one side of the link can be completely battery-free. More recently, researchers have shown
the feasibility of using backscatter to communicate directly between two low-power devices [131].
The power draw of this technique is such that both devices can operate solely off of harvested
energy. By creating a network of battery-free devices that can communicate with each other, this
can enable the types of applications envisioned by the Internet-of-Things (e.g., smart homes).
Unfortunately, existing link- and network-layer protocols are ill suited for such communication
networks. Extreme power constraints not only magnify the effects of collisions and failed trans-
missions; they also make it difficult for these devices to use multi-round protocols like RTS-CTS as
storing increasing amounts of energy becomes exponentially hard. In this chapter, we explore the
feasibility of an instantaneous feedback channel where a receiver can simultaneously send feed-
back information while still receiving the original transmission. Such a feedback channel could

address the following problems facing these devices:

o Packet Collisions: Instantaneous feedback could be used to terminate transmission as soon as a
collision is detected. Because recharge time dominates transmission time [187], enabling early

termination increases throughput by orders of magnitude.

e Rate Adaptation: Instead of waiting for packet drops to adjust rate, a feedback channel allows

us to gather bit error rate statistics and use them to change rate at the level of bits rather than
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Figure 3.1: Full-duplex Backscatter Prototype: A photo of our Full-duplex Backscatter prototype. This top side

contains the transmitter switch, while the receiver is implemented on the bottom side.

packets. This is particularly important for backscatter devices, as their transmission rates are
orders of magnitude lower than traditional radio communication (e.g., Wi-Fi). Thus, they take
significantly longer to transmit the same amount of data—long enough that the channel may

change within the span of a single packet.

e Retransmissions: In the same way, we can use a feedback channel to inform transmitters of bit-
level errors. Thus, the transmitter only needs to retransmit the subset of bits that were incorrect,

rather than throwing away the packet entirely and trying again.

Traditional radio communication designs have explored the idea of adding a feedback channel,
but none of those existing approaches are applicable to backscatter systems. They mainly fall into
two categories: frequency-division duplexing and full-duplex communication. Frequency division
is not practical because battery-free backscattering tags use simple analog envelope detectors for
reception and switches for transmissions. They therefore cannot be designed to be frequency selec-
tive while maintaining low power consumption [187]." Similarly, recent work on full-duplex com-
munication [72,86] does not apply, because these devices do not have the computational or energy
resources to implement complex interference cancellation techniques or include space-consuming
arrays of antennas. In fact, existing full-duplex designs are prototyped on software radios, each

of which consumes more than 1-2 Watts of power [53, 107]. More importantly, these designs use

'RFID tags can not decode in the presence of concurrent transmissions in non-overlapping frequency bands.
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Figure 3.2: Full-duplex Backscatter: Two battery-free devices, Alice and Bob, communicate by backscattering
signals from the RF source. Alice transmits to Bob at a high rate on the data channel and receives instantaneous

feedback from Bob on the feedback channel.

components such as ADCs and oscillators that are power-consuming and hence are not applicable

for backscatter devices [77].

We introduce a novel technique called Full-duplex Backscatter with which backscatter devices
can obtain instantaneous feedback on the same frequency as that of the transmission, without the
need for multiple antennas or power-consuming cancellation hardware. Our technique uses fully-
passive analog components in order to enable devices to simultaneously maintain a data channel
and a low-rate feedback channel in the opposite direction. By using simple analog components

such as diodes and resistors, we incur near-zero power cost.

To understand Full-duplex Backscatter, consider the ambient backscatter setup from Chapter
2 shown in Fig. 3.2 with two battery-free devices, Alice and Bob. Alice communicates with Bob
by backscattering the transmissions from the RF source; she does so by reflecting or absorbing the
incident signals to convey a ‘0’ bit and ‘1’ bit, respectively. Bob decodes these bits by tracking the

changes in the average amplitude of the received signal.

The challenge in creating a simultaneous feedback channel from Bob to Alice is that the act
of backscattering at Bob creates large changes in Bob’s received signal amplitude that greatly
degrades his decoding capabilities. Conceptually, since Bob uses the same antenna to receive and

transmit, the amplitude of his received signal will change significantly based on whether he is
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reflecting (sending a ‘0’) or absorbing (sending a ‘1”) on the feedback channel.

Our intuition to create a full duplex communication is as follows: Since Bob’s receiver de-
codes by tracking the amplitude of the received signal, if Bob can backscatter information without
changing the amplitude, he will not create any self-interference.> Our approach is therefore to re-
flect and absorb a fixed amount of signal, such that the amplitude of the received signal is constant.
To achieve this, Full-duplex Backscatter changes the impedance of the antenna to create phase
shifts to the received signal while maintaining the same amplitude. Two reflections with different
phases will interfere with the ambient signal at Alice to create two different amplitude levels that
Alice can decode using a standard, amplitude-tracking backscatter receiver. We note, however, that
while in theory one can pick the impedance values to create equal-amplitude signals with different
phase shifts, practical circuits have small impedance mismatches that result in residual interfer-
ence. In §3.3, we describe how Full-duplex Backscatter leverages the low rate of the feedback
channel to eliminate the effect of this residual interference.

To demonstrate the feasibility of our techniques, we built the prototype in Fig. 3.1 using off-
the-shelf components. Our prototypes communicate with each other by backscattering continuous
wave transmissions from an RF source in the 920 MHz range. We configure the devices to transmit
at 100 bps on the feedback channel and 1 kbps on the data channel; the latter is the state-of-the-art
for device-to-device backscatter communication [131]. Our evaluation shows that our hardware
reduces the self-interference close to the noise floor across the frequency range and for a range of
received power levels, while consuming only 0.25 ¢W and 0.54 ;W of transmit and receive power
respectively.

We also integrate the feedback channel provided on our prototype into the backscatter network
stack in order to perform collision detection, implement rate adaptation at sub-packet granularities,

and reduce retransmissions by performing in-frame error correction. Our results are as follows:

e By terminating colliding transmissions early, we reduce transmitter recharge time by two orders

of magnitude for small 64-byte packets across the operational range of receive power levels.

?Decoding both amplitude and phase information requires power-consuming oscillators [114] that are avoided in
backscatter devices. Thus, phase is a free-parameter that is available for our purposes.
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The reduction is higher for longer packet sizes.

e By performing in-frame error correction, we reduce the number of retransmitted bits by an

order of magnitude, for a range of bit error rates on the data channel.

e Performing in-frame rate adaptation can increase the throughput of a backscatter communi-
cation system by about 33% compared to an idealized, SNR-based, packet-level adaptation
algorithm. We note that existing backscatter systems do not have access to SNR information

and thus the benefits of our system are likely greater.

Contributions. In this chapter, we make the following contributions:

e Introduce the first design that enables an instantaneous feedback channel on battery-free backscat-
ter devices. We do so by leveraging the properties of backscatter communication to perform

self-interference cancellation using only passive analog components.

e Develop and integrate the feedback channel with the network stack to address collisions, fine-

grained rate adaptation, and error-correction on battery-free devices.

e Design and build hardware prototype that demonstrates the feasibility of our techniques and

protocols in practice.

Network designers have traditionally believed that a full-duplex feedback channel is difficult
to achieve on battery-free devices. We not only demonstrate the feasibility of such a channel but
also show that it can enable link-layer and network-layer mechanisms that can significantly benefit
backscatter communication. This is an important step towards creating a practical network of

backscatter devices that can communicate with each other.
3.2 Motivation for Feedback in Backscatter Systems

A feedback channel has multiple benefits for both traditional backscatter (between a battery-free

device and a powered reader) as well as ambient backscatter communication (between two battery-
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free devices). The key operational challenge for these devices is that they may not have enough
energy to transmit multiple packets back-to-back due to the fact that they largely rely on harvested
power—a resource that is both limited and unpredictable. *

Below, we provide three illustrative examples of core issues in backscatter communication, and
discuss how an instantaneous feedback channel can help address these issues.

Wireless Collisions. Collisions in power-constrained scenarios are problematic because the
power used to transmit the packet is essentially wasted. This problem is aggravated when backscat-
ter communication is used in general scenarios beyond traditional RFID/NFC systems that read and
write small bits of information. As the packet sizes increase in general backscatter communication,
the amount of power wasted in transmitting an undecodable packet increases proportionally. The
problem is even worse in scenarios like ambient backscatter communication [131] where a net-
work of battery-free devices communicate with each other without a central coordinator. In such
networks, the presence of hidden terminals can aggravate the collision problem.

Multi-round protocols such as RTS-CTS are not attractive in this domain because the devices
may not have enough power to transmit and receive multiple packets in succession.

An instantaneous feedback channel can help alleviate the problem of collisions and hidden
terminals. Specifically, the receiver can send a message back to the transmitter informing it of the
presence of a collision. Since the feedback arrives at the transmitter while it still is transmitting,
the transmitter can terminate transmission immediately and avoid wasting power.

Rate Adaptation. Rate adaptation enables devices to adapt to changing channel conditions
to achieve optimal throughput. The problem with backscatter devices is that they generally have
low transmission rates. So low, in fact, that traditional rate adaptation reacts too slowly to be
effective—channel quality can change significantly within the span of a single packet. This is
important because, whereas maximum transmission time for an 802.11g packet is 542 ps [129],
backscatter devices such as those proposed in [131] can take twice as much time to transmit a

single bit. These devices can take up to 2s to transmit a 256-byte packet. Even an environment

30One might think that a solution to this problem would be to simply gather enough energy for multiple packets; in
§3.4.1, we explain why storing more energy is not straightforward due to leakage issues.
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that changes at a modest rate (e.g., a person walking) can create changes within that time frame.
Note that reducing the packet size is not a desirable solution since it increases the overhead of the

preambles and the headers significantly.

An instantaneous feedback channel can address this problem by delivering feedback about
channel conditions within the duration of a single packet transmission. This is beneficial in scenar-
ios like that of wearable devices [157], which can experience channel changes as the person moves

in the environment.

Retransmissions. Finally, we consider the issue of retransmission. While forward error cor-
rection, which may include rate adaptation, can effectively decrease the frequency of failures, there
are inevitably cases where certain bits are unrecoverable. This traditionally requires retransmission

of the entire packet.

The challenge in backscatter communication is that retransmissions are very undesirable—
more than in traditional communication. Not only is the penalty of failed/wasted transmissions
much higher in these types of devices, so is the probability of errors. As an example, consider the
problem presented in the preceding case. In dynamic channels, packets take so long to transmit
that it is likely that the channel will change or interference will occur during the course of a single
transmission. Even if only a single bit is unrecoverable, retransmitting an entire packet means that

the energy spent in the transmission of the original packet was wasted.

An instantaneous feedback channel can be used to address the above issue by allowing the
transmitter to only retransmit the set of bits that are incorrectly received. Specifically, the receiver
can use the feedback channel to transmit checksums of small subsets of bits [214] during the
packet transmission. The transmitter can use these checksums to identify subsets of bits that are
incorrectly received. Note that since these checksums are transmitted on the feedback channel at
the same time as the packet transmissions, they do not add additional transmission overhead to the

system.
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3.3 Full-duplex Backscatter Design

We introduce Full-duplex Backscatter, a novel communication technique that creates a low-rate,
instantaneous feedback channel for backscatter devices. Our goal is to design a feedback channel
that uses a single antenna for transmit and receive and consumes a negligible amount of power.
Full-duplex Backscatter builds on the ambient backscatter communication technique intro-
duced in Chapter 2. However, creating such a feedback channel on backscatter devices is chal-
lenging. First, conventional backscatter transmitters actively change the amplitude of reflected
signal to encode data. This is bad for the receiver, which relies on changes in the amplitude of the
received signal to decode transmissions. Since the transmitter and receiver share a single antenna, a
device’s transmitter will create a great deal of interference for it’s own receiver. Second, backscat-
ter transmitters and receivers must share the same signal. Conservation of energy means that there
is a fundamental tradeoff between the strength of the signal scattered by the transmitter and the
strength of the signal received by the receiver. Finally, backscatter devices have severe power,
area, and cost constraints that rule out traditional interference-cancellation techniques including

multiple antennas and complex adaptive cancellation techniques.

3.3.1 Overview

Our approach has two key ideas. (1) The design of a transmitter that can backscatter information
with minimal changes in the amplitude of its reflections. We show that such a design provides sig-
nificant cancellation on our hardware prototypes. However, in practice we observe some residual
interference. (2) To deal with the residual interference we exploit the rate difference between the
data and feedback channels to design custom receiver circuits for the data and feedback channel
receivers respectively. At a high level, the receiver of the feedback channel sees high-frequency
residual interference, whereas the data channel receiver sees low-frequency residual interference.
We use low-pass and band-pass filters designed using passive components to eliminate this inter-
ference. We describe these ideas in more detail below.

Traditional backscatter transmitters as discussed in Chapter 2 modulate the amplitude of re-
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Figure 3.3: Full duplex transmitter design: In conventional backscatter transmitter, the antenna impedance
switches between matched state (S;) to a short impedance state (S,). Instead in full-duplex backscatter design, we

switch impedances between states S3 and Sy4.

flections to transmit bits. Instead, a Full-duplex Backscatter transmitter reflects/absorbs a fixed
amount of signal, such that the amplitude of the received signal is constant. The device transmits
information by switching between two impedances that modulate the phase of the reflected signal

instead of the amplitude.

To formally, understand this design consider the Smith chart shown in Fig. 3.3. The transmitter

switches between two conjugately-matched impedance states corresponding to S3 and Ss. The two

— *
- ‘FS4

impedance states S3 and S, are chosen such that |1“§3 and I's, = I's,. Hence the magnitude

of the signal reflected in the two states is equal and the reflected signals are out of phase.

The two reflections with different phases from the transmitter will interfere with the ambient
signal at the corresponding receiver to create waves with two different amplitude levels. We revisit
the model developed in Chapter 2 to formalize this. When Alice transmits 0’ and ’1’ bits by
toggling the antenna impedance between S; and Sy states, the absolute value of the voltage received

on the Bob’s receiver can be written as.
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Figure 3.4: Calibration procedure: Signal flow graph for the one port calibration model. The error box models the
errors introduced by the components which have to be de-embedded using OSM (Open-Short-Matched) calibration

procedure.
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where [, is the electrical length of the antenna. The two voltage levels Vy , and V3, will be
unique and Bob’s receiver can decode the bits using an amplitude-tracking receiver. We note that
the use of complex impedances to change the phase does not necessarily degrade the quality of
transmissions. The quality of the transmitted signal is a function of the distance between the two
impedance states on the Smith chart. Thus, the above approach can achieve equal or greater signal

quality than traditional backscatter transmitters.

3.3.2  Full-duplex Backscatter Transmitter Design

The Full-duplex Backscatter transmitter consists of a switching network which modulates the
impedance seen by the antenna between two conjugately matched impedance states corresponding
and |T'5,

to }Fj‘% . Achieving these impedance states however, on a device whose architecture is

shown in 3.4(a), is not straightforward. The antenna is connected to the receiver and a single pole

double throw (SPDT) switch. The two output ports of the switch are connected to the two different
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impedance networks corresponding to I'; and I',. The challenge is that the reflection coefficients at
the antenna port, I'y;; and 'y, are respectively not equal to I'; and I',. This is because the antenna
is connected to a receiver in parallel to a non-ideal switch. The switch has losses and parasitics
which transforms the impedance network. Secondly, the impedance seen by the antenna is a par-
allel combination of the receiver and the input impedance of the switch. Finally, the layout of the
switch will add additional electrical length. As a result of all these effects, the impedance network
is transformed and the reflection coefficient at the antenna port is not equal to I'; and I'; in the two

states.

and |I';,

In order to achieve the desired impedance states ‘F;} , we have to first model this
transformation. We use a one port error model which consists of three components: directivity
(eelyp), port match (e;;) and tracking (A, = ejpepr) and is shown in Fig. 3.4(b). Given these three

parameters, the following transformation can be used to compute Iy, from I' and vice-versa.

eoo — A I'v — eqo

F = = _ —
M 1 —e, Cyenn — A,

3.1

To estimate the parameters of the error box, we use the OSM (open, short and matched) calibra-
tion method used in VNA calibration. We connect open (I'y), short (I';) and load (I';) impedances
at the switching network and measure the impedance states seen by the antenna I'y;q, I'y, I'as3

respectively. Then we use the following transformation to compute the error box parameters.

—1

€0 I Il =14 Lt
en| = |1 Il —1IN Y
A, 1 Iy —I Ve

Now, that we have the model for the impedance transformation, we can use (3.1) to determine
the impedances that are required at the output port of the switch. Specifically, we set I'y;; = ['s3
and I'y; = I's4 and use it to compute ['; and I'; and set the corresponding impedances at the output
ports of the switch. We use the ADG919 RF switch [5] as the SPDT switch in our transmitter

design. To show how the impedance transformation modeled by the error box affects the design,
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Figure 3.5: Impedance states at antenna and switch port. Smith chart with impedance states for Alice’s transmit-

ter measured at the antenna terminal and switch port.

we consider the data channel, i.e. transmitter at Alice. I'; impedance states are implemented using
a series combination of a 10 € resistor and a 1 nH inductor, while the I', state is implemented
using a 1.8 pF capacitor. All the four impedance states are shown on the smith chart in Fig. 3.5.
We can see that the two impedance states have undergone a linear and rotational transformation at
the antenna port. Similarly, for the feedback channel on Bob, the transmitter’s I'; impedance state
is implemented using a parallel combination of a 6.8 nH inductor and a 50 €2 resistor, while the I',
state is implemented using a series combination of a 15 €2 resistor and a 0.8 pF capacitor. Note that
these impedance values are specific to the implementation of the switch, receiver and PCB design.

The static power consumption of the analog transmitter design (i.e. the switch) is about 0.25 pW.

In theory, the above technique should result in perfect cancellation; however, in practice,
impedance mismatches occur due to component tolerances, and temperature variations which
change the impedance of the receiver. These mismatches result in residual interference. We de-

scribe how our receiver addresses such residual interference in the next section.
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3.3.3 Full-duplex Backscatter Receiver Design

The Full-duplex Backscatter receiver is based on the architecture described in Chapter 2. It consists
of an envelope detector followed by a comparator, which performs either a low-pass filter or a band-
pass filter operation. The envelope detector is used to remove the RF carrier frequency and extract
amplitude information. The impedances at the output of the envelope detector and the comparator
implement the passive filter and output a digital value. The goal of the receiver in Full-duplex
Backscatter system is to remove the effect of the residual interference. We do so by leveraging
the fact that the two devices are transmitting at different rates. As an example, consider Bob from

Fig. 3.2 whose received signal is illustrated in Fig. 3.6(a).
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(a) Bob’s transmitter and receiver architecture. (b) Gain of passive filter on Bob’s receiver.

Figure 3.6: Bob’s Transmitter and Receiver: Bob switches between Z; and Z, at a low rate to transmit data
to Alice. Bob’s receiver consists of three main components: an envelope detector to remove the carrier frequency,
a low pass filter to isolate the low frequency residual self-interference and a comparator to cancel the residual self-
interference from the output of the envelope detector and decode the received bits. In effect, by doing so, Bob is
implementing a high pass filter by using a low pass filter to track the residual interference and subtracting it from the
envelope signal using a low power comparator. The high pass operation cancels the low rate self-interference from the

desired high rate signal.

We can use a low-pass filter consisting of resistors Ry, R,, capacitors C; and C, and a compara-
tor to track the slowly-varying self-interference and compute a time-varying threshold as shown
in the Fig. 3.6(a). We feed the received signal to the positive terminal and the computed slowly

varying threshold to the negative terminal of the comparator. This essentially performs a band-pass
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Figure 3.7: Alice’s Transmitter and Receiver: Alice switches between Z; and Z, impedances at a high rate to
transmit data to Bob. The receiver on Alice consists of two main components: an envelope detector/low pass filter to
remove the carrier frequency and self-interference and another low pass filter to track the average value. These two

signals are fed to a comparator to threshold the received signal and decode the digital bits sent by Bob.

filter operation that subtracts the low rate interference from the received signal and enables Bob
to efficiently decode Alice’s transmissions. The bode plot of the band-pass filter implemented on
Bob’s receiver is shown in Fig. 3.6(b). We use a TS881 [59] as the ultra-low power comparator.
The capacitor and resistor values R, R,, Cy, and C, on Bob are set to 100 k€2, 10 M(2, 4.7 nF and
1.47 nF, respectively.

The operations at Alice, as shown in Fig. 3.7(a), are analogous but different. Specifically,
we implement an envelope detector using different C3, Cy4, R3, and R, that suppresses both the
RF carrier and the high-frequency self-interference. We then use a low pass filter consisting of
R4 and Cy4 to compute the long-term average of the envelope and subtract this average from the
output of the envelope detector to decode the low-rate feedback transmissions from Bob. From the
perspective of receiving data at 100 bps, this is a low pass filtering operation and the corresponding
bode plot is shown in Fig. 3.7(b). The capacitor and resistor values Rz, R4, C3, and C, on Alice are

set to 100 k€2, 10 M€2, 27 nF, and 220 nF respectively.

The analog prototype receiver (including the comparator) on both Alice and Bob consume
0.54 pW. We note that in principle, it is possible to use a conventional amplitude modulating

transmitter in combination with the presented residual interference cancellation techniques to en-
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able a simultaneous feedback channel. However, in practice, use of such conventional transmitters
results in a residual interference of about 100 dB (relative to the noise floor). In order to eliminate
such residual interference, we need to implement high-order filters. Given the losses associated
with passive components such as capacitors and resistors and loading effects of cascaded passive
filters, a practical implementation of such filters using only passive components is not a feasible in
practice. Hence, we believe that our proposed phase modulating transmitter architecture followed
by the residual cancellation technique is essential to the design of an instantaneous backscatter

feedback system.

3.3.4 Integrating Transmitter and Receiver on the device

Thus far we have described Alice and Bob’s designs separately. In reality, every device must take
on multiple roles depending on whether it has a packet to send, wants to receive a packet, or is
simply stay idle. So, we need to consolidate the two design illustrated in Fig. 3.7 and Fig. 3.6 and
engineer the system to maximize receive and harvesting efficiency.

A straightforward way to consolidate the designs is to include hardware for both forward and
feedback channels and the device can opportunistically switch based on its operating state. In par-
ticular, the transmitter needs to have four impedance values—two for the forward channel and two
for the feedback channel. Similarly, devices also need two receive chains for each target transmis-
sion rate in order to implement the low-pass and band-pass filters. However, for the receiver in an
ASIC or COTS implementation, tunable resistors and capacitors can be used to eliminate hardware
redundancy between the different states.

For both reception and harvesting, efficiency is highest when the matched impedance is close
to S; in Fig. 3.3 (where it reflects the least amount of energy back on the antenna). Since the
transmitter design on the feedback channel picks impedance values S; and S, that are necessarily
distinct from S, the receiver efficiency of the data channel is lower than existing backscatter re-
ceivers. To address this issue, we jointly optimize the impedance values at the transmitters of both
the data channel (Alice) and feedback channel (Bob) to ensure that the efficiency (receive BER)

of the data channel remains the same. This translates into impedance values that are closer to the
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Figure 3.8: Alice and Bob’s transmitter impedance states: The conjugately matched impedance states for Alice
and Bob’s transmitter represented on a smith chart. Alice’s impedance states are optimized for a higher data rate

transmitter whereas Bob’s impedance states are optimized for higher data receiver.

origin for Bob’s feedback transmissions and those that are further from the origin for Alice’s data
transmissions a shown in Fig. 3.8. In our prototype implementation, this results in a feedback rate

that is one-tenth of the data rate.

Additionally, the design can have an additional impedance value for the case when there are
no ongoing transmissions. During this state, the device does not need to transmit any signals and
therefore can fully optimize for receive/harvesting efficiency by staying in the S; state. This is
important because during transmission, the forward channel has a harvesting efficiency of 44.83%
compared to 50% in a traditional backscatter system. Because communication periods are typically
very short in energy-constrained systems, staying in a matched state during idle periods makes

these losses negligible.

The Full-duplex Backscatter prototype shown in Fig. 3.1 was implemented on four-layer printed
circuit boards (PCB) using off the shelf components. We uses a dipole antenna consisting of two
sections of 3-inch long 16 AWG magnetic copper wire. We implemented prototypes with 1 kbps
transmission on the data channel and 100 bps on the feedback channel. The hardware is tuned
to operate at frequencies in the 3 MHz band centered at 920 MHz. Since the bit rates used by

backscatter data communication are significantly lower than traditional radio communication (e.g.,
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Wi-Fi), a 3 MHz data bandwidth does not limit the underlying RF source bandwidth. Specifically,
as long as the data bandwidth is less than 3 MHz, the system would work even with an underlying
RF source with higher bandwidth (e.g., TV signals). This is because the circuit would low-pass

filter out the higher frequency components.
3.4 A Link-layer Design for Full-duplex Backscatter

The hardware design in the preceding section enables an entirely new set of protocols for general-
purpose backscatter devices. In this paper, we explore one example instantiation of a link-layer
protocol for backscatter communication. In particular, our protocol tackles the three problems
described in §3.2: wireless collisions, error correction, and rate adaptation.

In this section, we first explain how RF power harvesting can affect protocol design. We then

describe our link-layer protocol that uses the feedback channel to address the above problems.

3.4.1 Design Principle

Our protocols strive to minimize the amount of energy required to transmit a single packet suc-
cessfully. To see why this is desirable, we need to look at the workings of an RF energy harvester.

The purpose of a device’s harvesting circuitry is to charge up a capacitor that can be discharged
whenever the device needs to perform computation, sensing, or communication.

At a high level, harvesting happens in two stages: rectification and energy storage. When a
signal arrives through the antenna, it translates into a voltage value, say, V(). The rectification
stage, in addition to converting the time-varying AC signal to a DC voltage, also acts as a voltage
multiplier, i.e., it raises the voltage of the signal by trading off current. The resulting DC voltage
is applied to the storage capacitor in order to charge it up.

In an ideal world, one could convert arbitrarily weak voltage signals into arbitrary amounts of

energy in two ways:

o [ncreasing the voltage value. Adding more stages to the rectification stage will increase the

voltage multiplication effect [210]. This can potentially be used to increase the voltage applied
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to the capacitor and therefore the total energy stored by the capacitor.

e Increasing the capacitor size. Increasing the capacitance of the capacitor increases the amount

of charge it can hold for a given voltage according to Q,,,, = CV.

Unfortunately, in practice, both of the above approaches come with significant tradeoffs that
limit their applicability. First, adding more stages to the voltage multiplier decreases harvesting
efficiency and also significantly increases power losses due to parasitic capacitances and leakage
effects [130]. Second, increasing the size of the capacitor increases the charge time dispropor-
tionately. For instance, doubling the size of the capacitor would increase the time to fully charge
by more than 8x. Furthermore, larger capacitors generally have greater leakage currents which
decreases the sensitivity of the harvester and increases the charge time even further.

The above discussion implies that we need to leverage our feedback channel to minimize the

need for multiple packet transmissions that requires significant amount of energy.

3.4.2 Link-layer Protocol

An instantaneous feedback channel allows us to design a MAC protocol that minimizes the amount
of energy required to send a packet. Our protocol reduces the penalty associated with collisions
and aids in detection of hidden terminals, all with minimal energy requirements. It is inspired
by a variety of related work including CSMA/CD [144], busy tones [109], tACKs [214], and
others [146], but the underlying mechanism is simple: use the feedback channel to acknowledge
data transmissions at a fine granularity.

For ease of exposition, we describe the feedback and data channels separately. We begin by
describing the feedback channel operation in the common case; we later describe how the data

channel takes advantage of feedback.

Feedback Channel

Our system uses the feedback channel to acknowledge ongoing data transmissions. We consider

a source sending a packet using the format shown in Fig. 3.9. The destination uses the feedback
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Figure 3.9: Packet format. The packet format used on the data channel. At the end of every packet, the transmitter

can optionally append retransmissions of bit chunks and their positions.
channel to perform the following operations:

e The destination first decodes the transmitted preamble and the first field of the header (i.e.,
the destination address). As soon as the destination realizes that it is the intended recipient, it

begins transmitting a preamble on the feedback channel.

e The destination will then divide the packet (including header) into chunks of b bits. For each
group of b bits, it computes a c-bit checksum. The destination transmits the checksum back to

the source on the feedback channel.

The ratio of b to ¢ is determined by the difference in transmission rate between the data and
the feedback channels. For instance, a 1 kbps data channel with a 100 bps feedback channel, must
satisfy the following condition: lL—’, = 10. The time for both the data and feedback transmissions are
therefore approximately equal, with the feedback channel lagging behind the data channel slightly.

Our prototype implementation uses 40 and 4 bits for b and c¢ respectively.

Data Channel

The source uses the above feedback channel to adapt its own transmissions to errors and collisions.

In particular, it performs the following protocol:

e The source first listens on the wireless medium to ensure there are no existing transmissions.*
If the channel is empty, it begins to transmit the preamble, header, and payload. Otherwise, it

exponentially backs off before retrying. See §3.4.3 for details.

“In backscatter-style communication, this can be effectively implemented by simply checking the output of the
receive chain for bit transitions [131].
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e While transmitting, the source continues to listen on the feedback channel for errors. It uses the
incoming checksums to change rates at the level of bits rather than entire packets. If it detects
a collision, it will terminate the transmission and back off accordingly. See §3.4.4 and §3.4.3

for details.

o At the end of the packet, any failed groups of bits are retransmitted along with a short header

denoting their position in the original stream. See §3.4.5 for details.

3.4.3 Dealing With Collisions

There are two places where collisions can occur: (a) at the beginning of the packet, during the
preamble or destination address and (b) in the middle of the packet. Collisions at the beginning of
the packet can occur when two nodes start to transmit simultaneously or when the new transmitter
cannot hear the existing connection. These collisions can either interfere with the forward channel
or the feedback channel, but in both cases, no feedback will return and the data channel transmitter
will assume a collision has happened. If the collision happens in the middle of a packet, we leverage
our bit-level rate adaptation to account for the resulting bit errors. Further, devices assume that a
collision has occurred after multiple consecutive drops happen in the data rate during our bit-level
rate adaptation.

Back off is implemented similarly to existing protocols: the detecting transmitter will wait for
a random number of time slots between 0 and 2", where r is the number of retries attempted by the
device. Our link-layer protocol detects collisions, even from hidden terminals, and minimizes their
effects. We note the following about the effect of collisions in our system.

Firstly, by terminating the packet as soon as a collision is detected, our design can minimize
the energy penalty associated with collisions. Specifically, recharging the energy spent during the
short amount of time before collision detection at the transmitter takes significantly less time than
recovering the energy required for an entire packet.

Secondly, the transmitter that detects the collision does not need to jam/inform the any other

transmitters because bit-level error correction can correct from any collision-related errors. As
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long as the preamble and header are decoded correctly, any subsequent bit errors can be corrected

as long as the network ends up with a single active transmitter-receiver pair.

Thirdly, the feedback channel is compatible with our collision detection technique because
transmitters should see a checksum of their own transmissions. Any competing transmission will
cause the bits on the feedback channel to differ from the expected bits significantly, allowing the

transmitter to detect a collision.

Finally, we note that false positives in detecting collisions can occur due to bit errors; however,

a conservative collision detection estimate is preferable to retransmission of the entire packet.

3.4.4 Adapting Rate at a Fine Granularity

Rate adaptation proceeds in a fashion similar to existing techniques, except at the level of b-bit
chunks rather than entire packets. The exact algorithm used is orthogonal to our work, but we
take [192] as a baseline. At a high level, the goal of the rate control algorithm in [192] is to maxi-
mize throughput while occasionally testing alternative rates (~10% of the time). Throughput for a
particular rate is defined by (Probability of success * Transmission rate), where the probability of
success is based upon an exponentially-weighted, moving average of chunk-level success rates. If
through the occasional probes, we find an alternative rate with a higher throughput, we will switch

to that rate. If the line code is self-clocking, the receiver will adjust to rate changes automatically.

The above protocol allows us to adjust rates at the level of chunks of b bits, rather than entire
packets. Adjusting the rate at a fine granularity gives devices the ability to react very quickly to
changes in channel state. More importantly, we can react within the span of a single packet—a
useful benefit since bit rates are often very low in backscatter systems. It also allows us to react
after fewer packet drops, as looking at small chunks of bits gives us a much greater sample size for

rate adaptation rather than just coarse packet drops.
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3.4.5 In-Packet Error Correction

Finally, the source can use the feedback channel to decrease the energy penalty of bit errors. Specif-
ically, error correction in our system proceeds in a manner similar to that of [214]: the transmitter
resends failed bit sequences at the end of each packet along with their position in the original
stream.

This type of error correction is necessary to make the above bit-level rate adaption useful—
without it, errors in the packet would make the entire packet useless. The additional benefit to
being able to tolerate bit errors in this fashion is (as mentioned above) that collisions no longer

necessarily cause all transmissions to be wasted.

3.5 Evaluation

Next, we evaluate various practical aspects of our Full-duplex Backscatter prototype. In particular,
we first measure the effect of our low-power backscatter cancellation technique described in §3.3.2
as a function of the input power level. Next, we evaluate the effect of the feedback channel on the
bit error rate (BER) of the data channel at the receiver. We also evaluate the bit error rate (BER)
achieved on the feedback channel as a function of the distance between the backscatter devices.

Finally, we evaluate the feedback channel with collisions, retransmissions, and rate adaptation.

3.5.1 Full-duplex Backscatter Cancellation Effectiveness

In this section, we evaluate how well our design in §3.3.2 reduces the self-interference from the
feedback channel.

Experiments: To do this, we examine the degree to which we decrease self-interference at
the destination (i.e., the device sending the feedback) using the transmitter cancellation (described
in §3.3.2) and the residual cancellation techniques (described in §3.3.3). We place the Full-duplex
Backscatter prototype device in the presence of a continuous wave transmission from an RFID
reader at 920 MHz and configure it to continually transmit an alternating sequence of bits at 100

bps. Note that this is one feedback bit for every 10 data bits on an ambient backscatter commu-



71

nication system, which, as we show later, is sufficient to address the networking issues described
in §3.2. We then tap into the outputs of the envelope detector and the low pass filter on our proto-
type board and connect it to an ADC to get direct access to the voltage values.

Results: Fig. 3.10 shows the magnitude of the voltage values (in dB) across the frequency
spectrum. Each plot shows the frequency-domain representation of the received voltage values
with just the transmitter cancellation technique, with both transmitter and receiver cancellation
techniques (to cancel the residual interference as described in §3.3.3) and without our cancellation
technique. They also depict noise values when there is no transmission on the feedback channel.
We plot the results for three different received power levels of the RFID continuous wave signals

at the receiver. The graphs show the following:

e In the absence of our cancellation circuit, the plots show spikes at frequencies corresponding
to the odd multiples of 100 Hz. This is expected because the bit rate on the feedback channel
is 100 bps which results in a spike at 100 Hz. Further, since the transmitted signal on the
feedback channel is approximately a square wave, we also see spikes at frequencies that are

odd multiples of 100 Hz.

e Our technique reduces the interference from the feedback channel to the noise floor of our
device across the frequency range. This is very significant and impressive since, this approach

requires near-zero power compared to a conventional device.

e The reduction in self-interference is similar for different power levels of the received signal.
This results in higher power levels having higher residual interference (in comparison to noise).
In the next section, we will demonstrate how this cancellation technique results in comparable

receive bit error rates for systems with and without the feedback channel.

e The self-interference reduction varies by about 5-8 dB across time and also the 3 MHz oper-
ational bandwidth. This variation is expected because the conjugate impedance network used
for the cancellation is implemented using off the shelf resistors, capacitors and inductors that

have tolerances and variations that change with environmental conditions.
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Figure 3.10: Self-interference Cancellation in Full-duplex Backscatter: The graphs show the strength of the

voltage signal received over a frequency spectrum due to the device’s own 100 bps transmissions. Our technique

reduces the self-interference from the feedback channel down to the noise floor of the device across the frequency

range. We note that the typical power level at the receiver is less than -15 dBm.
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3.5.2 Effect on Data Channel BER

Experiments: We place two prototype devices at different distances from each other. The devices
are both configured to transmit an alternating sequence of bits at the same time—the sender trans-
mits data bits at a rate of 1 kbps, and the receiver of the data packet transmits bits at a rate of 100
bps on the feedback channel. We place the two devices in the presence of an RF signal source that
broadcasts continuous wave RFID signals centered at 920 MHz. The source has a dipole antenna
and is placed equidistant from both the tags. To analyze the BER, we connect an NI myDAQ to
the output of the receiver’s receive chain. We capture 100 seconds of data at each distance value,
which corresponds to a total of 10° bits; when no bit errors occur, we set the BER to 107°. We
consider distance values of up to 1.5 meters, which spans the communication range of the ambient
backscatter devices in [131]. We also vary the RF power to span the receive power levels from

-18 dBm to -4 dBm; the lower value is the minimum power level at which the harvester [166]

works.
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Figure 3.11: Data BER versus power: BER as observed by the receiver of the forward data channel. We show
the variation in BER versus power at the tag for three different tag-to-tag distances. The plots show that the feedback

channel does not significantly affect the data BER.

Results: Fig. 3.11 shows BER versus the average received power at our prototype devices for
three different tag-to-tag distances. We also plot as a baseline the bit error rate results for the

ambient backscatter prototype that we replicate from [131] that does not have a feedback channel.

The results show the following:



74

e For both Full-duplex Backscatter and existing backscatter systems, as the distance between
the devices increases the BER increases. Similarly, BER reduces as the RF power level at the

prototype devices increases.

e We do not observe any bit errors for both the systems when the distance between the tags is less
than or equal to 1 m. As the distance increases to 1.5 m, we start observing bit errors for lower
power values. We note that in these cases, the observed bit error rate for our system across all

three distances is comparable to conventional backscatter.

e In some cases, the bit error rate for our system is worse and in other cases better than existing
backscatter systems. This is because existing backscatter systems modulate information by
changing the amplitude of the transmission (i.e., using ASK modulation). In contrast, we
encode information in phase values (i.e., effectively use PSK modulation). Thus, the signals in
our design interfere differently than those of a traditional backscatter system and hence exhibit
the above noted behavior. The key point however is that, the feedback channel in our results

does not significantly affect the performance of the forward data channel.

3.5.3 BER of the Feedback Channel versus Distance

Next, we evaluate the performance of the feedback channel. Specifically, we measure the bit error
rate (BER) on the feedback channel.

Experiments: As before, we place two prototype devices in the presence of an RF source
broadcasting an RFID continuous wave transmission at 920 MHz. The data rate and feedback rate
are set to 1 kbps and 100 bps, respectively. We vary the distance between the two devices and
measure the bit error rate on the feedback channel. We again measure the BER with the assistance
of an NI myDAQ and compare the received feedback bits with those transmitted. We transmit a
total of 10~* bits in each experiment. Note that this value is less than that of the previous set of
experiments since the feedback channel has a lower bit rate than the data channel. We set the bit

error rate to 10~* in experiments which do not see any bit errors. We run the experiments at a fixed
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transmit power of 7.5 dBm at the RF source. The BER trends are similar at other power levels.
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Figure 3.12: Feedback BER versus distance: BER observed on the feedback channel. We show the variation in

BER versus distance between the two devices.

Results: Fig. 3.12 shows the BER of our feedback channel at different distances between the
two prototype devices. The figure shows that the feedback channel sees bit errors as we approach
2 meters between the transmitter and receiver. There are no bit errors even at distances greater than
1.7 meters. Further, the observed feedback BERs match very well with the observed BERs on the

data channel. This implies that the feedback channel is reliable enough to not be a limiting factor.
3.6 Evaluating Full-duplex Backscatter’s Network Stack

Finally, we evaluate how our feedback-channel-enabled network protocol addresses collisions, re-

transmissions, and rate adaptation.

3.6.1 Recharge-time Reduction during Collisions

As described in §3.4.3, a feedback channel allows our prototype device to terminate its transmission
as soon as it detects a collision. We will use the metric of recharge time to evaluate the benefit of
this feature. Terminating wasteful transmissions can result in a reduction in the recharge time at
the transmitter since it can conserve power that is otherwise wasted in transmitting an undecodable
packet. Furthermore, the same principle applies on the receiver and the receiver can also conserve
power as it does not to spend energy on decoding collided packets. This metric is very useful
because recharging and duty cycling tend to be the bottleneck in virtually all energy-constrained

systems.
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Experiments: To evaluate the benefits of Full-duplex Backscatter in this context, we measure
the time it takes to recover from a collision. Our prototype devices use a preamble length of eight
bits and transmit at a rate of 1kbps on the data channel (similar to the design in [131]). The
feedback channel also uses a preamble length of eight bits and has a bit rate of 100 bps. We
measure the time it takes for the transmitter to detect an existing transmission and then terminate
its own. We then calculate the total delay from the beginning of the canceled transmission to the
time at which the device has enough power to retry transmitting the packet, given a packet size of
64 bytes. We repeat the measurements for both scenarios, with and without the feedback channel.
In the absence of the feedback channel the transmitter continues transmitting the whole packet

even in the presence of the collision.
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Figure 3.13: Recharge time reduction: The time needed to recover from a packet collision in Full-duplex Backscat-
ter versus conventional transmitters. The x-axis plots the available power at the device. Our system reduces the

recharge time by two orders of magnitude.

Results: Fig. 3.13 shows results for the above experiments. We plot the recharge time it takes
to collect enough power to retransmit the collided packet as a function of the power level received
at the prototype device. The figure shows the graphs for both our system and conventional systems.

The results show the following:

e Our system decreases the time between retries by two orders of magnitude. The savings are
expected to be higher for packet sizes longer than 64 bytes. This is because recharge times

are nonlinear—as the number of wasted bits grows, the recharge time non-linearly increases.
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Thus terminating the transmission earlier minimizes the recharge time it takes to collect enough

energy for packet retransmissions.

e The recharge time is higher at lower power levels. This is expected because in power-constrained
scenarios, the capacitor takes longer to collect the required energy. This is further complicated
by leakage issues as explained in §3.4.1. We note that Full-duplex Backscatter can provide
orders of magnitude reduction across all power levels, specifically in power-constrained sce-

narios.

3.6.2 In-frame Error Correction

We next look at the effectiveness of our feedback channel in achieving in-frame error correction.
The error correction mechanism described in §3.4.5 decreases latency and increases throughput.
This is because it allows us to recover from bit errors by sending a few extra bits at the end of a
packet, rather than re-sending the entire packet. We evaluate these benefits in practice.

Experiments: The backscatter transmitter sends bits at a bit rate of 1 kbps using a packet size
of 64 bytes. The receiver computes a 4-bit checksum for every chunk of 40 received bits. It then
transmits these checksum bits on the feedback channel to the transmitter. The transmitter uses the
checksum to detect when chunks of bits are incorrectly decoded at the receiver. The transmitter
then retransmits these chunks at the end of the packet as described in §3.4.5. We change the
distance between the transmitter and the receiver to span a range of bit error rates. We calculate
the additional bytes of data that are necessary to deliver a fully correct packet using our prototype.
We also repeat the experiments for existing backscatter systems that have to retransmit complete
packets until at least one is successfully decoded.

Results: Fig. 3.14 shows the results of our experiments. The figure plots the overhead, i.e., the
number of extra bytes necessary to deliver a single, correct packet as a function of the bit error rate
observed on the data channel. The average overhead is plotted in log-scale. The figure shows the

following:

e The average overhead incurred by our system is at least an order of magnitude less than in
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Figure 3.14: Overhead of transmitting a single packet: This graph shows the average number of extra bits trans-
mitted for a given error rate. The extra bits are either in the form of a retransmitted packet in the case of conventional
receivers or retransmitted bit sequences in the case of Full-duplex Backscatter. Our system reduces the overhead by at

least an order of magnitude.

conventional systems, even for low error rates. This is because, for a single error, our system
would need to transmit an additional 47 bits. On the other hand, a conventional system would
need to retransmit the entire packet (i.e., 64 bytes), assuming the second packet arrives error-

free.

e Further, as the average bit error rate on the data channel increases, the overhead for exist-
ing backscatter systems increases much faster than the overhead incurred on our system. In
Fig. 3.14, the Full-duplex Backscatter system has an order of magnitude less overhead for low
error rates, but as the BER increases to 0.005, the overhead increases two orders of magnitude.
This is due to the fact that the probability that a 64-byte packet is correctly decoded becomes
increasingly small at higher BERs. On the other hand, the probability that a chunk of 40 bits is

decoded without error grows at a much slower rate.

e We note that Full-duplex Backscatter’s advantage over conventional backscatter systems in
both of the above points increases with larger packet size. We also note that the actual cost of
this overhead in terms of time, energy, and throughput is much higher than shown here. The
underlying issue is recharge time. As we saw in the previous section, charge time magnifies the

penalty associated with retransmission of extra bits. Full-duplex Backscatter can reduce this
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charge time and hence alleviate these issues.

3.6.3 Rate Adaptation

Finally, we evaluate our intra-packet rate adaptation.

Experiments: We place a transmitter and a receiver in the presence of our 920 MHz signal
source. We adapt the rate of the transmitter between three rates of 100 bps, 1 kbps, and 10 kbps.
We compare three rate adaptation strategies: “slowest”, which always chooses 100 bps; “packet-
level”, which models an idealized algorithm that chooses the best rate for the SNR at the beginning
of the packet; and “bit-level”, which implements the algorithm described in §3.4.4. Since we
would like to compare the three algorithms in the same scenarios, we connect our receiver to a
myDAQ that continually takes measurements of the received voltage values. The transmitter is
set to continuously transmit bits as we move the receiver in the area around the transmitter at
an average speed of about 3m/s. From the captured traces, we compute the SNR at every time
instance. Since the SNR determines the achievable bit rate, we use it to compute the achievable
throughput of the three algorithms given the captured voltage traces.
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Figure 3.15: Effect of Rate Adaptation: A graph of the throughput for different rate adaptation algorithms. The

throughput is calculated using real channel traces with an average mobility of 3 m/s.

Results: In Fig. 3.15, we plot the throughput of each rate adaptation strategy. Our results show

the following:

e Bit-level rate adaptation increases performance by ~33% compared to an idealized SNR-based

packet-level algorithm. Further, when compared to the slowest-rate strategy, the speedup is
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almost 3x. This is because devices can take advantage of and protect against channel changes.
We also note that since backscatter devices do not have ADCs, they do not have SNR informa-

tion. Thus, we can expect higher throughput gains in practice.

e We note that about 30% of packets in the packet-level strategy failed due to changes in the
channel within the span of a single packet. This is due to the fact that transmission rates are

extremely low in these types of systems.

3.7 Related Work

There has been recent interest in improving the performance of backscatter systems [79,122,180].
Prior work has also proposed coding techniques to address the problem of collisions and increase
the efficiency of RFID networks [77, 148,209]. More recently, work on ambient backscatter [131]
enabled two battery-free devices to communicate by backscattering signals from an RF source. Our
work builds on these foundational works and achieves the first instantaneous feedback channel for
backscatter communication systems.

Our work is also related to recent research on full-duplex communication that uses passive can-
cellation techniques [109], active cancellation (both in the analog and digital domain) [72, 190],
or a combination of the above [86, 87]. While these approaches are effective for traditional radio
communication, their reliance on space-consuming antenna arrays and/or power-hungry cancella-
tion techniques are not applicable to ultra-low power backscatter communication, that has a power
budget which is orders of magnitude lower. We note that our goal is not to design a full-duplex
radio. Instead, we set out to create a low-rate feedback channel for backscatter devices that can
address many of the higher-layer issues facing these devices.

Similarly, there has also been previous work on implementing full-duplex communication
through clever combinations of signal processing, modulation and coding techniques [71,102,136].
Like the above approaches, these assume that at least one of the participants are powered and can
therefore perform relatively complex synchronization and decoding that are not applicable to the

types of devices that we investigate in this paper.
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Full-duplex Backscatter is also related to prior work that implements QAM transmissions on
RFID tags by using complex impedances [199]. Our work is similar in that we also use complex
impedances to adjust the phase of the reflected signal; however, the purpose of our system is com-
plementary and is to enable a feedback channel between the backscatter devices and demonstrate
the benefits of such a channel for the link- and the network-layers.

Finally, there is a large body of work related to network-layer protocols for wireless sensor net-
work or other types of mesh networks. Some of these works deal with half-duplex mesh networks
and how to implement MAC protocols [194], rate adaptation [117], and hidden terminal detec-
tion [193]. Others are designed for duplex communication [109]. In contrast, the focus of this
paper is to enable an instantaneous feedback channel for battery-free backscatter devices, which is

a goal that is complementary to prior efforts.

3.8 Conclusion

Energy, and specifically the energy required for communication, is a key bottleneck in the design
of computing devices. Recent developments in backscatter communication promise to remove this
bottleneck. Specifically, they promise to provide a way for devices to send bits to one another using
orders of magnitude less power than is required today. However, an essential question remains:
how do we design link- and network-layer protocols for these networks? Existing protocols are
ill-suited to these devices where even the transmission of a single packet can exhaust all available
energy.

In this work, we introduce a novel technique called Full-duplex Backscatter that enables almost-
zero-power, instantaneous feedback and use it to implement a network stack tailored for battery-
free devices. Our technique uses passive, analog circuitry in order to allow for a low-rate feedback
channel that operates alongside any data transfer. In addition, we presented a network stack that
uses Full-duplex Backscatter to minimize the energy wastage associated with MAC protocol, rate
adaptation, and error correction. We believe that our technique improves the practicality of battery-
free devices and brings us closer to having a practical, generalized backscatter communication

system.
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Chapter 4
POWERING THE NEXT BILLION DEVICES WITH WI-FI

In the late 19th century, Nikola Tesla dreamed of eliminating wires for both power and commu-
nication [198]. As of the early 21st century, wireless communication is extremely well established—
billions of people rely on it every day. Wireless power, however, has not been as successful. In
recent years, near-field short range schemes have gained traction for certain range-limited appli-
cations, like powering implanted medical devices [207] and recharging cars [83] and phones from
power delivery mats [82, 108, 133]. More recently researchers have demonstrated the feasibility
of powering sensors and devices in the far field using RF signals from TV [131, 186] and cellu-
lar [166,205] base stations. This is exciting, because in addition to enabling power delivery at
farther distances, RF signals can simultaneously charge multiple sensors and devices due to their
broadcast nature.

In this work, we show that a ubiquitous part of wireless infrastructure, the Wi-Fi router, can
provide far-field wireless power without significantly compromising network performance. This is

attractive for three key reasons:

e In contrast to TV and cellular transmissions, Wi-Fi is ubiquitous in indoor environments and
operates in the unlicensed ISM band, where transmissions can be legally optimized for power
delivery. Repurposing Wi-Fi networks for power delivery can ease the deployment of RF-

powered devices without additional power infrastructure.

e Wi-Fi uses OFDM, an efficient waveform for power delivery because of its high peak-to-
average ratio [201,202]. Given Wi-Fi’s economies of scale, Wi-Fi chipsets provide a cheap

platform for sending these power-optimized waveforms, enabling efficient power delivery.

e Sensors and mobile devices are increasingly equipped with 2.4 GHz antennas for communi-
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Figure 4.1: Key challenge with Wi-Fi power delivery. While the harvester can gather power during Wi-Fi transmis-
sions, the stored energy leaks during silent periods, limiting Wi-Fi’s ability to meet the minimum voltage requirements

of the PoWiFi.

(a) Battery Free Camera (b) Temperature Sensor (c) Li-Ion Battery Charger  (d) NiMH Battery Charger

Figure 4.2: Prototype hardware demonstrating PoWiFi’s potential. The prototypes harvest energy from Wi-Fi
signals through a standard 2 dBi Wi-Fi antenna (not shown). The low gain antenna ensures that the device is agnostic
to the antenna orientation and placement. The prototypes use the harvested energy to (a) capture pictures, (b) measure

temperature, and (c)/(d) recharge batteries.

cation via Wi-Fi, Bluetooth or ZigBee. We can, in principle, use the same antenna for both

communication and Wi-Fi power harvesting with negligible increase in the size of the device.

The key challenge for power delivery over Wi-Fi is the fundamental mismatch between the
requirements for power delivery and the Wi-Fi protocol. To illustrate, Fig. 4.1 plots the voltage at a
tuned harvester in the presence of Wi-Fi transmissions. While the harvester can gather energy dur-
ing Wi-Fi transmissions, the energy leaks during silent periods. In this case, Wi-Fi transmissions
cannot satisfy the platform’s minimum voltage requirement. Unfortunately for power delivery,
silent periods are inherent to a distributed medium access protocol such as Wi-Fi, in which mul-
tiple devices share the same wireless medium. Continuous transmission from the router, while
optimal for power delivery, would significantly deteriorate the performance of Wi-Fi clients and
other nearby Wi-Fi networks.

We introduce PoWiFi, the first power over Wi-Fi system that delivers power to energy-harvesting
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sensors and devices while preserving network performance. We achieve this by co-designing har-
vesting hardware circuits and Wi-Fi router transmissions. At a high level, a router running PoWiFi
imitates a continuous transmission while minimizing the impact on its Wi-Fi clients and other
Wi-Fi networks. The key intuition is that it is unlikely that all Wi-Fi channels are simultaneously
occupied at the same instant. Thus, POWiFi opportunistically injects superfluous broadcast traffic
(which we call power packets) on non-overlapping Wi-Fi channels to maximize the cumulative
occupancy across the channels. To harvest this energy, we introduce the first multi-channel har-
vester that efficiently harvests power across multiple Wi-Fi channels and generates the 1.8-2.4 V
necessary to run microcontrollers and sensor systems (see §4.2.2).

To be practical, PoOWiFi must not significantly degrade network performance. So our second
component is a transmission mechanism that minimizes the impact on Wi-Fi performance while
effectively providing continuous power delivery to harvesters. Specifically, to minimize the impact
on associated Wi-Fi clients, PoWiFi injects power packets on a channel only when the number
of data packets queued at the Wi-Fi interface is below a threshold. Further, the router transmits
power packets at the highest Wi-Fi bit rate. Since higher-rate transmissions occupy the channel for
a smaller duration, POWiFi achieves per-channel occupancies that are fair to other Wi-Fi networks.

To further minimize its impact on neighboring Wi-Fi networks, PoWiFi uses two key tech-

niques.

e Rectifier-aware transmissions. The intuition is that when there are packets on the air, a har-
vester’s rectifier charges exponentially, but it also discharges exponentially during silent peri-
ods. To balance power delivery and channel occupancy, PoWiFi must minimize the energy loss
due to leakage. We achieve this by designing an occupancy modulation scheme that jointly
optimizes the rectifier’s voltage behavior and the Wi-Fi network’s throughput to ensure that

harvesting sensors can meet their duty-cycling requirements (see §4.2.1).

e Scalable concurrent transmissions. The goal is to maintain good network performance when
there are multiple POWiFi routers in an area. Because PoWiFi’s power packets do not contain

useful data, our insight is that transmissions from multiple PoOWiFi routers can safely collide.
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Further, by making each PoWiFi router transmit power packets with random data payload,
we ensure that concurrent packet transmissions do not destructively interfere to reduce avail-
able power at sensors. Fig. 4.5 shows our transmission structure that enables multiple PoWiFi

routers to co-exist.

We build PoWiFi prototypes using Atheros chipsets and build our multi-channel harvester with

off-the-shelf components. Our results show the following:

e Power packets from the PoWiFi router do not noticeably affect TCP or UDP throughput or web-
page load times [7] at an associated client. Meanwhile, POWiFi achieves an average cumulative

channel occupancy of 95.4% across the three non-overlapping 2.4 GHz Wi-Fi channels.

e PoWiFi’s unobtrusive transmission strategy allows neighboring Wi-Fi networks to achieve
better-than-equal-share fairness, because a POWiFi router transmits power packets at the high-

est bit rate to minimize its channel occupancy.

e Our rectifier-aware transmission mechanism further reduces the effect on the neighboring net-
work — it reduces the required average per-channel occupancy from 40% to 4.4%, while de-

livering power to a sensor 16 feet away that reads temperature values once every minute.

e We perform a proof-of-concept evaluation of our concurrent transmission mechanism with 1, 3
and 6 PoWiFi routers. While the variance of neighboring Wi-Fi networks’ throughput increases
slightly, their mean throughput does not differ statistically. This shows the feasibility of scaling

our design with multiple PoWiFi routers.

To demonstrate the potential of our design, we use our harvester to build two battery-free, Wi-
Fi—powered sensing systems shown in Fig. 4.2: a temperature sensor and a camera. The devices
use Wi-Fi power to run their sensors and a programmable microcontroller that collects the data
and sends it over a UART interface. The camera and temperature-sensor prototypes can operate

battery-free at distances of up to 17 and 20 feet, respectively, from a PoWiFi router. As expected,
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the duty cycle at which these sensors can operate decreases with distance. Further, the sensors can
operate in through-the-wall scenarios when separated from the router by various wall materials.

We also integrate our harvester with 2.4 V nickel-metal hydride (NiMH) and 3.0V lithium-
ion (Li-Ion) coin-cell batteries. We then build battery-recharging versions of the above sensors
wherein PoWiFi trickle charges the batteries using Wi-Fi. The battery-recharging sensors can run
energy-neutral operations at distances of up to 28 feet.

Finally, we deploy PoWiFi routers in six homes in a metropolitan area. Each home’s occupants
used the PoWiFi router for their Internet access for 24 hours. Even under real-world network

conditions, PoWiFi efficiently delivers power while having a minimal impact on user experience.

Contributions. We make the following contributions:

e Introduce PoWiFi, a novel system for power delivery using existing Wi-Fi chipsets. We do so

without compromising the Wi-Fi network’s communication performance.

e Co-design router transmissions and harvesting hardware circuits to balance power delivery and
network performance. Our novel multi-channel harvester can efficiently harvest power from

multiple 2.4 GHz Wi-Fi channels.

e Prototype the first battery-free temperature and camera sensors that are powered using Wi-Fi
chipsets. We also demonstrate the feasibility of recharging NiIMH and Li-Ion coin-cell batteries

using Wi-Fi signals.

e Deploy our system in six homes in a metropolitan area and demonstrate its real-world practi-

cality.

Limitations. Given today’s FCC limits in the ISM band (1 W), power over Wi-Fi is limited to
low-power sensors and devices and can not recharge smartphones (5 W). Further, the range of our
system is determined by the sensitivity of our harvester hardware, which is built with off-the-shelf

components. We believe that an ASIC design would be able to improve the sensitivity and double
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PoWiFi’s power-delivery range. Finally, while our current design does not account for MIMO,
in principle, we can use multiple antennas to focus more power toward a sensor and increase the

range, but such optimizations are beyond the scope of this work.

4.1 Understanding Wi-Fi Power Delivery

To understand the ability of a Wi-Fi router to deliver power, we run experiments with our organi-
zation’s router and a temperature sensor. The router is an Asus RT-AC68U access point operating
at 2.437 GHz with a transmit power of 23 dBm on each of its three 4.04 dBi gain antennas. The
temperature sensor is battery free and uses our RF harvester to draw power from Wi-Fi signals.
A typical RF harvester has to provide a minimum voltage at the sensor or microcontroller to run
meaningful operations. This is typically done using a rectifier that converts the carrier signal to DC
and a DC-DC converter that increases the voltage level of the DC signal to match the requirements
of the sensor or microcontroller. The key limitation in harvesting power is that every DC-DC con-
verter has a minimum input voltage threshold below which it cannot operate. We use a DC-DC
converter with the lowest threshold of 300 mV [50].

We place the sensor ten feet from the router for 24 hours and measure the voltage at the recti-
fier’s output throughout our experiments. We also capture the packet transmissions from the router
using a high frequency oscilloscope connected through a splitter. Over the tested period, the sensor
could not reach the 300 mV threshold. Fig. 4.1 plots both the packet transmissions and the rectifier
voltage. It shows that while the sensor can harvest energy during the Wi-Fi packet transmission,
there is no input power during the silent slots. The hardware power leakages during these durations
ensure that it does not cross the 300 mV threshold.

Fig. 4.1 is a snapshot of router transmissions during peak network utilization. More gener-
ally, the router’s channel occupancy was in the 10-40% range, mostly at the lower end of this
range. Note that clients such as smartphones typically transmit at lower power than the router.
Our measurements show that, to save energy, smartphones such as Nexus S, Nexus 4 and iPhone
5 reduce their per-packet transmission power to between 0—2 dBm. Thus, efficient power delivery

specifically requires high channel occupancies at the router.
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4.2 PoWiFi

PoWiFi is a novel system, which provides power over Wi-Fi using existing Wi-Fi chipsets. It
combines two elements: (1) a PoWiFi router injects small amounts of unobtrusive power traf-
fic on multiple Wi-Fi channels to increase channel occupancy with minimal impact on network
performance and (2) energy-harvesting hardware that can efficiently harvest from multiple Wi-Fi

channels simultaneously.

4.2.1 PoWiFi Router Design

Our goal is to maximize power-delivery efficiency that requires maximizing channel occupancy. A
naive solution is to continuously transmit packets at the lowest Wi-Fi bit rate, i.e., 1 Mbps. Since
such transmissions occupy the Wi-Fi channel for the longest duration, they maximize the channel
occupancy. However, such an approach would significantly deteriorate the performance of the
Wi-Fi network, as our evaluation confirms (see §4.3.1).

Our key insight is that, at any moment, it is unlikely that all Wi-Fi channels will be occupied.
Thus, PoWiFi opportunistically injects power packets across multiple Wi-Fi channels with a goal
of maximizing cumulative occupancy. Our idea is to inject small amounts of traffic on multiple
Wi-Fi channels at the router to ensure that cumulative occupancy is high. The rest of this section
first describes how we can inject additional packets while minimizing the effect on Wi-Fi clients
and then describes design choices that ensure fairness with other Wi-Fi networks.

Our harvesting hardware does not decode Wi-Fi signals and as a result, from its perspective, all
router transmissions look identical. Thus, it can harvest similar amounts of power from artificial
packets as well as traffic to Wi-Fi clients and beacon transmissions. We leverage this property to
design a system that balances client traffic and additional power traffic.

At a high level, our design injects UDP broadcast packets' at the highest Wi-Fi bit rate to
transmit power on each of the Wi-Fi channels. However, PoWiFi drops these broadcast packets

when the number of packets in the wireless interface’s transmit queue is above a threshold. This

"UDP broadcast packets do not require acknowledgments from clients, either at the PHY or the higher layers.
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ensures that when the router queue has client traffic, we do not add additional packets and hence
can minimize the effect on the client delay and throughput.

Specifically, we implement a user-space program that injects 1500-byte UDP broadcast data-
grams with a constant inter-packet delay. We use a selective transmission mechanism that hoists

information from the MAC layer to the IP layer. Our mechanism has three main components:

e Power_Socket: A standard UDP broadcast socket with the addition of a custom IP option,

IP_Power, to distinguish its outgoing IP datagrams from other traffic.

e Power_MACshim: A shim interface between the IP stack and the mac80211 subsystem that
enables the IP stack to query the Wi-Fi subsystem for the queue status of individual channels.
On socket creation, the user-space program sets an additional IP option with an integer that

uniquely identifies the corresponding wireless interface at the router.

e TP_Power: A mechanism in the IP stack that checks for our power packets on the outgoing IP

datagrams and uses our shim interface to decide when to drop the packets.

The decision to drop packets is performed on a per-packet basis in the packet transmission logic
of the IP stack, i.e., ip_local_out_sk (). We check whether the pending queue depth is above
a threshold value. This check is channel specific; it is applied after the kernel has determined a
route and therefore an interface for the packet. If the queue depth is indeed at or above a threshold
value, then there are already enough power and Wi-Fi client packets in the queue to maximize
channel occupancy. In this case the router drops the packet before transmitting it and returns the
corresponding error code to user space. On the other hand, if the queue depth is below the threshold
value, then 1P_Power queues the packet for transmission at the MAC layer. We note that in our
evaluation, the router is configured to provide Internet connectivity on only one 2.4 GHz Wi-Fi
channel. Thus, on other Wi-Fi channels, there are no client packets in the queue and hence, we do
not drop any UDP broadcast packets.

Finally, we summarize some of our design decisions.
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Figure 4.3: Effect of inter-packet delay on occupancy. Results in the absence of client traffic for different queue
depth thresholds.

i) Queue threshold value. After extensive testing, we set a fixed queue depth threshold of five
frames. Specifically, our tests showed that for thresholds less than five, occupancy decreases since
the queue is repeatedly drained and the user-space program that sends UDP broadcast packets was
unable to keep the queue full. Larger threshold values, on the other hand, required more frequent

transmissions, resulting in increased slowdown for client traffic.

ii) UDP broadcast data rate. If the UDP broadcast rate is high, then frames pile up in the queues
and affect the kernel’s responsiveness. On the other hand, a low rate significantly reduces the
occupancy across Wi-Fi channels. Fig. 4.3 shows the occupancy on a single Wi-Fi channel for
different inter-packet delays as well as queue thresholds, in the absence of client traffic. The figure
shows that varying the queue-depth threshold does not significantly affect occupancy in the absence
of client traffic as long as inter-packet timing is less than the length of the corresponding frames
on the air. Our implementation uses 1500 byte packets transmitted at the highest 802.11¢ bit rate
of 54 Mbps. These packets occupy around 160 us on the wireless channel, and so we pick an

inter-packet delay of 100 us to balance occupancy and kernel responsiveness.

iii) Fairness with other Wi-Fi networks. PoWiFi is compliant with the 802.11 MAC protocol to
ensure that active Wi-Fi devices get equal access to the wireless channel. In practice, PoWiFi pro-
vides better than equal-share fairness to transmissions from other Wi-Fi devices. Specifically, the
UDP broadcast packets are transmitted at the highest Wi-Fi bit rate. These transmissions occupy

the channel for a shorter duration than transmissions at lower Wi-Fi bit rates. Thus, for the average
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transmitter bit rate in the network, we achieve better than equal-share fairness. This is validated in
our experiments in §4.3.1.
The rest of this section describes two techniques that further reduce PoWiFi’s effect on neigh-

boring Wi-Fi networks.

Rectifier-aware PoWiFi transmissions

When PoWiFi knows a harvester’s electrical characteristics, it can tune its transmission strategy to
precisely fit the device’s power requirements. For example, suppose we need to read a temperature
sensor once per minute. PoWiFi can modulate its occupancy to deliver energy to the harvester
so that the sensor reaches its required voltage of 2.4V just in time, minimizing the total channel

occupancy subject to this goal and thereby minimizing its effect on other networks.

Empirically modeling rectifier voltage. A rectifier converts incoming Wi-Fi transmissions into
DC voltage to charge a storage capacitor. Once the voltage on the capacitor reaches the required
threshold (V,, = 2.4,V for the temperature sensor), a reading occurs. Suppose the average power
at the harvester after multi-path reflections and attenuation is P;, and the channel occupancy of
the PoWiFi1 router packets is C. To a first approximation, the harvester’s behavior can be modeled
as a DC voltage source charging a capacitor through a resistor. The difference, however, is that
the approximated resistance value depends on the impedance of the harvester’s diodes, which is a

function of P;, and C. We can write the voltage as a function of time as
V(t)=Vy* e T Ly (P, C) * (1 - ef'/T(P""'C)) ,

where V) is the initial voltage, 7 is the time constant, and V,,,, is the maximum achievable voltage.
Note that both 7 and V,,,, are functions of P;, and the channel occupancy.

Given the non-linearitys of diodes, it is difficult to obtain closed-form solutions for 7(P;,, C)
and V. (Pin, C). We instead connected the harvester through a cabled setup to a Wi-Fi source
with variable input power and channel occupancy and measured the output voltage. We fitted the
resulting data with the proposed exponential model to estimate how 7 and V,,,, vary with input

power and channel occupancy. The properties of our model fitting are: 1) V,,,, is non-linearly
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Figure 4.4: Rectifier-aware power Wi-Fi transmissions and corresponding rectifier voltages. The plot shows
the optimized rectifier aware power Wi-Fi transmission and the corresponding voltage at a temperature sensor’s storage

capacitor (dotted line).

proportional to the input power and channel occupancy; 2) the time constant 7 is exponentially
proportional to the input power and/or the channel occupancy; and 3) it takes exponentially more
time for the same increment in the voltage at a higher voltage value than at a lower one.

We next describe how PoWiFi can modulate its channel occupancy using this empirical model,

while minimizing its effect on neighboring Wi-Fi networks.

Joint optimization for efficient power delivery. To reduce the impact of power packets on neighbor-
ing Wi-Fi networks, POWiFi must minimize the total number of power packets required to collect
a sensor reading. Our key intuition is that when there are packets on the air, the capacitor charges
exponentially. However, when there are no packets, the voltage on the capacitor discharges ex-
ponentially. To maximize the effectiveness of power delivery, PoWiFi must minimize capacitor
leakage. We achieve this by using the channel-occupancy modulation scheme described shown
in Fig. 4.4. In every sensor update time window (7'), the router transmits no power packets for a
period (T — 0t), then transmits power packets for a period of ¢z, targeting a channel occupancy of
0 < C < 1. When the channel occupancy is zero, the voltage on the capacitor is very low and there
is no leakage. However, when a sensor update is required, a high channel occupancy continuously
charges the capacitor (minimizing leakage) to maximizes the effectiveness of power delivery. Our
goal is to find 6¢ and C to minimize the mean of the power packet occupancy given by C x %.

We find these values by substituting different C and d¢ in our empirical model and finding the

minimum value. We reduce the search space by noting that for a given P;,, there is a minimum
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Figure 4.5: Energy pattern for concurrent power packet transmissions. PoWiFi transmissions consists of the
short packet with a 1-byte payload transmitted at 54 Mbps followed by DIFS period and then followed by the power

packet transmission.

value of C below which the threshold voltage is not achievable. Further, given a channel occupancy,
we know the time constant that limits the value of 07 to a maximum value of 7(P;,, O). Finally, we
limit the granularity by which channel occupancy can be modulated to 10%. Using these values,
we were able to reduce the search space to 75 points.

We note two main points. First, the above description assumes that the router can estimate
the available power, P;,, at the sensor. To bootstrap this value, PoWiFi initially transmits power
packets at a high occupancy of around 90% and notes the times when the sensor outputs a reading.
PoWiFi uses our empirical model to estimate P;, for the next cycle. At the end of every cycle
it re-estimates P;, to account for wireless channel changes. Second, in the presence of multiple
sensors, we can optimize the parameters to satisfy the minimum duty cycle requirement across all

the sensors, but we omit this simple extension for brevity.

Scaling with concurrent PoWiFi transmissions

A practical issue with each PoWiFi router independently introducing power packets is that such a
system would not preserve network performance in the presence of many PoWiFi routers. Useful
Wi-Fi capacity would degrade at least linearly with the number of PoWiFi routers.

To address this scaling problem, we enable concurrent transmissions from PoWiFi routers that
are in decoding range of one another. Our key insight is that since power packets do not contain
useful data, transmissions from multiple PoOWiFi routers can safely collide. Further, if each PoWiFi
router transmits a random power packet, we can ensure that concurrent packet transmissions do not

destructively interfere to reduce the power available to harvesters.
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Specifically, in our system, we have a leader PoWiFi router that transmits the energy pattern
shown in Fig. 4.5. The pattern consists of a short packet with a 1-byte payload transmitted at
54 Mbps, followed by a DIFS period and then a power packet. Other PoWiFi routers decode this
short packet and join the packet transmission of the leader router within the DIFS period. This
strategy ensures that all nearby PoWiFi routers transmit power packets concurrently and hence do
not reduce the Wi-Fi network’s capacity.

Similar to [97], we enable concurrent transmissions from the follower routers in software by
setting CW,,,;,, and CW,,,,, to 1, preventing carrier sense back off by setting the noise floor registers to
“high” and placing their power packets in the high-priority queue. PoWiFi could not turn around
and begin transmission with the current software access within a DIFS duration. However, we
believe that with better access to the router’s hardware queues, PoWiFi can turn around within
a DIFS period. Finally, one can design distributed algorithms to find the leader router whose
transmissions can be decoded by all other PoWiFi routers, but we consider this to be outside the

scope of this paper.

4.2.2  Multi-Channel Harvester Design

The first goal of our harvester design is to efficiently harvest across multiple 2.4 GHz Wi-Fi chan-
nels. A related goal is to achieve good sensitivities across these channels. Sensitivity is the lowest
power at which the harvester can boot up and power the sensors and the microcontroller. In theory,
one can wait for a long time and harvest enough power to boot up the sensors. In practice, however,
because of power leakage, a harvester cannot operate below a minimum power threshold. This is
important because the power available at the sensor decreases with the distance from the Wi-Fi

router; thus, the harvester’s sensitivity determines its operational range.

itChallenge: The key challenge is the impedance mismatch between the Wi-Fi antenna and the
harvester. To understand this, consider a wave entering a boundary between two different medi-
ums. If the impedance of the two mediums differs, a fraction of the incident energy is reflected.

Similarly, when the antenna and the harvester have different impedance values, a fraction of the
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Figure 4.6: RF Harvester Architecture. An antenna receives RF signals, which a rectifier converts into DC power

and feeds into a DC-DC converter that increases the voltage to match the sensor and microcontroller’s requirements.

RF signal is reflected back, reducing the available RF power.

Fig. 4.6 shows the architecture of a typical RF harvester. A receiving antenna is followed
by a rectifier that converts the 2.4 GHz signal into DC power. This power is fed into a DC-DC
converter that increases the voltage of the DC signal to match the voltage requirements of the sensor
and microcontroller. The problem is that the rectifier hardware is extremely non-linear with input
power, operational frequency and the parameters of the DC-DC converter, making it challenging
to achieve good harvester sensitivity and efficiency across the 72 MHz band that spans the three

Wi-Fi channels.

Our Approach: As shown in Fig. 4.6, we design a matching network to transform the rectifier’s
impedance to match that of the antenna. This is, however, not straightforward because the rectifier’s
impedance varies significantly with frequency and is dependent on the DC-DC converter. Our
approach is to co-design all the components in the harvester—the matching network, rectifier, and
DC-DC converter—to achieve good impedance matching across the 72 MHz Wi-Fi band. Our
intuition is that the input of the DC-DC converter affects the input impedance of the rectifier.
Thus, if we can co-design the rectifier with the DC-DC converter, we can relax the constraints on

the matching network.

Design Details: The rest of the section describes each of the above components—rectifier, DC-DC

converter, and matching network—in detail.

1) Rectifier Design. The key design consideration for rectifiers is that DC-DC converters cannot

operate below a minimum input voltage. Thus, the rectifier must be designed to maximize its
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Figure 4.7: PoWiFi harvester schematic. PoWiFi co-designs the matching network, rectifier, and DC-DC con-
verter to achieve good impedance matching across Wi-Fi bands. The figure shows the optimized DC-DC converters

for both battery-free and battery-recharging versions of our harvester.

output voltage. Fig. 4.7 shows the various components used in our rectifier design. At a high
level, our rectifier tracks twice the envelope of the incoming signal and converts it into power.
Specifically, it adds the positive and negative cycles of the incoming sinusoidal carrier signal to
double the amplitude. To do this, it uses a specific configuration of diodes and capacitors as shown
in Fig. 4.7. However, in practice, diodes and capacitors have losses that limit the output voltage
of the rectifier. We use SMS7630-061 diodes by Skyworks [52] in ultra-miniature 0201 SMT
packages since they have low losses, i.e., loss threshold voltage, low junction capacitance and
minimal package parasitics. We also use high—quality-factor, low-loss UHF-rated 10 pF capacitors

that minimize losses and maximize the rectifier’s efficiency and sensitivity.

2) DC-DC converter design. In our design, a DC-DC converter serves two purposes: i) boost
the voltage output of the rectifier to the levels required by the microcontroller and sensors, and ii)
make the input impedance of the rectifier less variable across the three Wi-Fi channels. The key
challenge is the cold-start problem: in a battery-free design, all the hardware components must boot
up from O V. Practical DC-DC converters, however, have a nonzero minimum voltage threshold.
We use the SZ882 DC-DC converter from Seiko [50], which is the best in its class: it can start
from input voltages as low as 300 mV, which our rectifier can provide, and boost the output on a

storage capacitor to 2.4V. Once the 2.4 V threshold is reached, the Seiko charge pump connects the
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storage capacitor to the output, powering the microcontroller and sensors.

A DC-DC converter can be further optimized while recharging a battery. Specifically, the bat-
tery can provide a minimum voltage level and hence the hardware components need not boot up
from O V. We use the TI bq25570 energy-harvesting chip [13] that contains a boost converter, a bat-
tery charger, voltage monitoring solutions and a buck converter. We connect the rechargeable bat-
tery to the battery charging node, V,,,, of the bq25570. We use the boost as our DC-DC converter
to achieve the voltage required to charge the battery. Finally, we leverage the maximum power
point tracking (MPPT) mode of the TI chip to tune the input impedance of the DC-DC converter
so as to minimize the variation of the rectifier’s impedance across Wi-Fi channels. Specifically, we

set the buck converter’s MPPT reference voltage to 200 mV.

3) Matching Network Design: With our rectifier and DC-DC converter designs, we have relaxed
the constraints on the impedance-matching network. The resulting circuit can match impedances
between the rectifier and a 50 €2 antenna across Wi-Fi channels, using a single-stage LC matching
network. In LC matching networks, inductors are the primary source of losses. To mitigate this, we
use high-frequency inductors in 0402 footprint which have minimal parasitics and a quality factor
of 100 at 2.45 GHz [1]. The resulting matching network consumes less board area than traditional
transmission lines and distributed-element—based matching networks and can be modified to meet
different system parameters without any loss. We use 6.8 nH and 1.5 pF as the LC matching

network for our battery-free harvester, and 6.8 nH and 1.3 pF for our battery-recharging harvester.

4.3 Evaluation

We build the rectifiers for our harvester prototypes using 2-layer 20 mils Rodgers 4350 substrate
printed circuit boards (PCBs). We use the Rodgers substrate because unlike FR4 [49], it has low
losses at 2.4 GHz and does not degrade the sensitivity and efficiency of our harvester. The DC-
DC converter and sensor applications however were built using a 4-layer FR4 substrate PCBs and
connected to the harvester using 10 mil headers. The PCBs were designed using Altium design

software and were manufactured by Sunstone Circuits. A total of 40 PCBs were ordered at a
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total cost of $2500. The off-the-shelf circuit components were hand-soldered on the PCBs and
individually tested, requiring a total of 200 person-hours.

We implement a PoWiFi router using three Atheros AR9580 chipsets that independently run
the algorithm in §4.2.1 on channels 1, 6, and 11 respectively. The chipsets are connected to 6 dBi
Wi-Fi antennas via amplifiers; the antennas are separated by 6.5 cm, which is approximately half
a wavelength at 2.4 GHz. Our prototype router provides Internet access to its associated clients on
channel 1 via NAT and transmits at 30 dBm, which is within the FCC limit for communication in
the ISM band. Since the Atheros chipsets operate independently, the cumulative occupancy across
the three Wi-Fi channels can be greater than 100% in under-utilized networks. One can implement
simple algorithms that would scale back the transmission rate for power packets to ensure that the
cumulative occupancy remains less that 100%. We do not currently implement this feature. Note
however that all our sensor and harvester benchmark evaluations were performed in a busy office

network where the average cumulative channel occupancy was around 90%.

Measuring the router’s channel occupancy. One of our key metrics is the router’s channel occu-
pancy that includes both the power packets and packets to its clients. To measure this, we use
aircrack-ng’s airmon—ng tool to add a monitor interface to each of the router’s active wireless
interfaces. To measure the router’s channel occupancy on a specific interface, we start t cpdump
on the monitor interface to record the radio—tap headers for all frames and their retransmissions.
At the end of the duration, we stop t cpdump and use t shark to extract frames sent by the router,

recording the corresponding bitrate and frame size (in bytes). We then compute the average channel

size;

occupancy as Zieframes rate; X total _duration ®

4.3.1 Effect on Wi-Fi clients

Our system is designed to provide high cumulative channel occupancies for power delivery while
minimizing the effect on Wi-Fi traffic. To evaluate this, we deploy a PoWiFi router and evaluate
its effect on Wi-Fi traffic. We use a Dell Inspiron 1525 laptop with an Atheros chipset as a client

associated with our router on channel 1.
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Figure 4.8: Effect on Wi-Fi traffic. The figures show the effect of various schemes on TCP and UDP throughput

as well as the page load times of the top ten websites in the United States [7]. The plots show that PoWiFi minimizes

its effect on the Wi-Fi traffic.
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Figure 4.9: PoWiFi channel occupancies. The plots show the occupancies with PoWiFi for the above UDP, TCP,

and PLT experiments.

We compare four different schemes:

Baseline. PoWiFi is disabled on the router, i.e., the router introduces no extra traffic on any of

its interfaces.

BlindUDP. The router transmits UDP broadcast traffic at 1 Mbps so as to maximize its channel

occupancy.

PoWiFi. The router sends UDP broadcast traffic at 54 Mbps and uses the queue threshold check

in §4.2.1.

NoQueue. The router sends UDP broadcast traffic at 54 Mbps but disables the queue threshold

check.
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We evaluate PoWiFi with various Wi-Fi traffic patterns and metrics: the throughput of UDP
and TCP download traffic, the page load time (PLT) of the ten most popular websites in the United

States [7], and traffic on other Wi-Fi networks in the vicinity of our benchmarking network.

(a) Effect on UDP traffic. UDP is a common transport protocol used in media applications such as
video streaming. We run iperf with UDP traffic to a client seven feet from the router. The client sets
its Wi-Fi bitrate to 54 Mbps and runs five sequential copies of iperf, three seconds apart. We repeat
the experiments with target UDP data rates between 1 and 50 Mbps, and measure the achieved
throughput computed over 500 ms intervals. All the experiments are run during a busy weekday at

UW CSE, with multiple other clients and 43 other Wi-Fi networks operating at 2.4 GHz.

Fig. 4.8(a) plots the average UDP throughput as a function of the eleven tested UDP data rates.
The figure shows that BlindUDP significantly reduces throughput. With NoQueue, the router’s
kernel does not prioritize the client’s iperf traffic over the power traffic. This results in roughly
a halving of the iperf traffic’s data rate as the wireless interface is equally shared between the
two flows. With PoWiFi, however, the client’s iperf traffic achieves roughly the same rate as the
baseline. This result demonstrates that PoWiFi effectively prioritizes client traffic above its power

traffic.

For the PoWiFi experiments above, Fig. 4.9(a) plots the CDFs of individual channel occupan-
cies on the three Wi-Fi channels. The figure shows that the individual channel occupancies are
around 5-50% across the channels. The mean cumulative occupancy, on the other hand is 97.6%,
demonstrating that PoOWiFi can efficiently deliver power even in the presence of UDP download

traffic.

(b) Effect on TCP traffic. Next we run experiments with TCP traffic using iperf at the client. The
router is configured to run the default Wi-Fi rate adaptation algorithm. We run experiments over
a duration of three hours with a total of 30 runs. In each run, we run five sequential copies of
iperf, three seconds apart, and compute the achievable throughput over 500 ms intervals, with all

the schemes described above.

Fig. 4.8(b) plots CDFs of the measured throughput values across all the experiments. The plot
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shows that BlindUDP significantly degrades TCP throughput. As before, since NoQueue does
not prioritize the client traffic over the power packets, it roughly halves the achievable through-
put. PoWiFi sometimes achieves higher throughput than the baseline. This is because of channel
changes that occur during the three-hour experiment duration. The general trend however points

to the conclusion that PoWiFi does not have a noticeable effect on TCP throughput at the client.

Fig. 4.9(b) plots the CDFs of the channel occupancies for PoWiFi during the above experi-
ments. The figure shows that POWiFi has a mean cumulative occupancy of 100.9% and hence can

efficiently deliver power.

(c) Effect on PLT. We develop a test harness that uses the PhantomJS headless browser [45] to
download the front pages of the ten most popular websites in the US [7] 100 times each. We clear
the cache and pause for one second in between page loads. The traffic is recorded with tcpdump
and analyzed offline to determine page load time and channel occupancy. The router uses the
default rate adaptation to modify its Wi-Fi bit rate. The experiments were performed during a busy

weekday at UW CSE over a two-hour duration.

Fig. 4.8(c) shows that BlindUDP significantly deteriorates the PLT. This is expected because
the 1 Mbps power traffic occupies a much larger fraction of the medium and hence increases
packet delays to Wi-Fi clients. NoQueue improves PLT over BlindUDP, with an average delay
of 294 ms over the baseline. PoWiFi further minimizes the delay to 101 ms, averaged across
websites. This residual delay is due to the computational overhead of PoWiFi from the per-packet
checks performed by the kernel. This slows down all the processes in the OS and hence results
in additional delays. However, increasing processing power and moving these checks to hardware
can help further reduce these delays. In our home deployments (§4.5), the users did not perceive

any noticeable effects on their web performance.

For completeness, we plot the CDFs of channel occupancies for PoWiFi in Fig. 4.9(c). The

plot shows the same trend as before, with a mean cumulative occupancy of 87.6%.
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4.3.2 Effect on neighboring Wi-Fi networks

(a) High cumulative channel occupancy transmissions. POWiFi leverages the inherent fairness of
the Wi-F1 MAC to ensure that it is fair to other Wi-Fi networks. As a worst-case evaluation, we
consider a situation where PoWiFi always tries to achieve high cumulative channel occupancies at
all times. To do this, we place our POWiFi router in the vicinity of a neighboring Wi-Fi router—
client pair operating on channel 1. We configure the PoWiFi router to transmit power aware packets
at the highest achievable channel occupancies using our algorithm on all three channels. We run
iperf with UDP traffic on the neighboring router—client pair at the highest data rate and measure
the achievable throughput as before. We repeat the experiments for different Wi-Fi bit rates at
the neighboring Wi-Fi router—client pair. We compare three schemes: BlindUDP where our router
transmits UDP packets at 1 Mbps, EqualShare where we set our router to transmit the UDP packets
at the same Wi-Fi bit rate as the neighboring router—client pair, and finally PoWiFi. EqualShare

provides a baseline when every router in the network gets an equal share of the wireless medium.

Figure 4.10(a) shows the throughput for the three schemes, averaged across five runs. As ex-
pected, BlindUDP significantly deteriorates the neighboring router—client performance. Further,
this deterioration is more pronounced at the higher Wi-Fi bit rates. With PoWiFi, however, the
throughput achieved at the neighboring router—client pair is higher than EqualShare. This is be-
cause PoWiFi transmits power packets at 54 Mbps; transmissions at such high Wi-Fi bit rates
occupy the channel for a smaller duration than, say, a neighboring router transmitting at 16 Mbps.
This property means that PoWiFi provides better than equal-share fairness to other Wi-Fi networks.
We note that while our experiments are with 802.11g, PoWiFi’s power packets use the highest bit
rate available for Wi-Fi. Thus, the above fairness property would hold true even with advanced

protocols such as 802.11n/ac.

(b) Rectifier-aware power transmissions. Next we evaluate the potential of our rectifier-aware
technique to significantly reduce the average channel occupancy of the power transmissions, while
efficiently delivering power to the sensors. To do this, we place our battery-free temperature sensor

close to its maximum operational range at 16 feet from a PoWiFi router; the sensor is set to transmit
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Figure 4.10: Effect of PoWiFi, rectifier aware and concurrent power transmissions on neighboring Wi-Fi net-
works. (a) show that POWiFi power transmissions provide better than EqualShare throughput performance. Rectifier
aware power transmissions further improve the throughput by reducing the per channel occupancy by a factor of 10.
Additionally, increasing the number of concurrently transmitting PoWiFi devices does not degrade the performance of

neighboring Wi-Fi devices.

a temperature value over a UART interface once every 60 seconds. The router implements the

joint-optimization algorithm from §4.2.1.

We ran the experiments for a total of ten minutes and observed that the temperature sensor
achieves a mean update rate of 59.93s with a 0.43s variance. More importantly, in contrast to
transmitting at high channel occupancies (> 90%) all the time, our algorithm estimated that the
router should transmit for a duration of 9s every 60s with a 80% cumulative occupancy and stay
quite for the remaining time. Fig. 4.10(b) shows the throughput of a ongoing TCP flow in a neigh-
boring Wi-Fi router-client pair, which shows that the average throughput for rectifier-aware power
transmissions significantly improves over high-occupancy PoWiFi and is much closer to the base-

line throughput without any power packets. Fig. 4.10(c) shows that rectifier aware transmissions
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have an average per-channel occupancy of 3.3%, compared to 40% per-channel occupancy for

PoWiFi transmissions — a 10x reduction in average occupancy.

(c) Scalable concurrent power transmissions. Finally, we provide a proof-of-concept evaluation of
our concurrent transmission mechanism. Wi-Fi hardware is designed to turn around between de-
coding a packet and transmitting within a SIFS duration and hence can in principle, easily achieve
the timing requirement in Fig. 4.5(d). Since we currently only have software access to the router,
we are limited to using high-speed timers and high-priority queue. Our current software system
has 36.15 s mean turn around time with 4.61 us variance.

Using the above mean turn around time as the silence period, we do a proof-of-concept evalua-
tion. To simplify implementation, we setup a USRP N210 to transmit the pattern in Fig. 4.5 at 30%
channel occupancy. The PoWiFi routers join this USRP transmission and concurrently transmit
power packets. We evaluate the impact on the TCP throughput of a neighboring Wi-Fi router-
client pair as we increase the number of POWiFi routers. Fig. 4.10(d) shows that as the number of
devices increases, the throughput variance increases slightly. This is because as the number of de-
vices increases, the variance in the turn-around time between Wi-Fi power transmissions increases.
However, the figure shows that; the mean throughput is statistically unaffected as the number of
PoWiFi devices increases from 1 to 6. This demonstrates the feasibility of scaling with multiple

PoWiFi routers.

4.3.3 Evaluating the Harvesting Hardware

The harvester’s performance is determined by: 1) impedance matching at the antenna interface to
maximize the RF energy delivered to the rectifier, and 2) the rectifier’s ability to convert RF energy

into useful DC power.

(a) Impedance matching versus frequency. If the antenna’s impedance differs from the harvester’s,
a portion of the incident RF signal will be reflected back and cannot be converted into DC power.
The amount of reflection is determined by the impedance difference, which our matching network

aims to minimize across all three Wi-Fi channels. Impedance matching performance is measured
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Figure 4.11: Harvester return loss. This is the ratio of reflected power to the incident power. Across the 2.4 GHz

Wi-Fi band, the return loss is less than -10 dB. This translates to less than 0.5 dB of lost power, which is negligible.

using return loss: ratio of reflected power to the incident power.

We compute the return loss by connecting the harvester to a vector network analyzer that trans-
mits RF signals across the entire Wi-Fi band. We analyze the power reflected at each frequency
to compute the return loss. Fig. 4.11 plots the return loss of the battery-free and battery-charging
versions of our harvester. Across 2.401-2.473 GHz, both of our harvesters achieve a return loss of
less than —10 dB, which is acceptable for most RF circuits and systems [171]. This translates to

less than 0.5 dB of lost power, which is negligible.

(b) Available power at the rectifier output. The rectifier converts the RF signals at the harvester
into DC output voltage. This conversion is typically inefficient due to the inherent nonlinearities
and threshold voltage drop of diodes. To measure the available power, we use a cable to connect
our hardware to the output of a Wi-Fi transmitter and a continuous wave transmitter. We found that
compared to continuous wave, Wi-Fi transmissions have 0.5 dB higher sensitivity which increases
the operating range by 6%. Next we vary the output power and the operational frequency of the

Wi-Fi transmitter and measure the power available at the rectifier’s output.

Fig. 4.12 shows the output power at the rectifier as a function of input RF power. The results

are plotted for both our battery-free as well as battery-charging harvesters, across the three Wi-Fi
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Figure 4.12: Available output power at the harvester. The battery charging harvester operates at -19.3 dBm
compared to -17.8 dBm for the battery free harvester which results in a higher operating range for the battery charging

harvester.

channels. The plots show the following:

e The harvester’s output power scales with the input power. For instance, at a distance of 2 feet
the battery charging system has 100 W available, compared to 10 W at 10 feet. This means

that as a harvesting sensor moves farther from the router, it operates at a lower duty cycle.

e The battery-charging harvester operates down to -19.3 dBm, compared to -17.8 dBm for the
battery-free harvester. This is because the battery-charging harvester does not have the cold
start limitation. Specifically, a battery-free harvester has to start all its hardware components
from cold start (0 V). In contrast, a battery-charging harvester can use the connected battery to

provide a non-zero voltage value, allowing for greater sensitivities.

e Our harvesters perform efficiently across Wi-Fi channels 1, 6 and 11. This is a result of our

optimized multi-channel harvester design that ensures efficient power harvesting.

4.4 Sensor Applications

We integrate our harvesters with sensors at two ends of the energy-consumption spectrum: a tem-
perature sensor and a camera. We build both battery-free and battery-recharging versions of each

SENSsor.
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Figure 4.13: Update rate of temperature sensors. The battery-free sensor can operate up to 20 feet and the

battery-recharging sensor can operate in an energy-neutral manner up to 28 feet.

4.4.1 Wi-Fi powered Temperature Sensor

The battery-free temperature sensor uses our harvester to power an LMT84 temperature sen-
sor [32] and an MSP430FR5969 microcontroller to read and transmit sensor data [36]. The
MSP430FR5969 requires at least 1.9 V to run at 1 MHz and boots in less than 2 ms. When the
storage capacitor’s voltage reaches 2.4 V, the microcontroller boots, samples the temperature sen-
sor, and transmits the reading through a UART port. The microcontroller’s firmware is optimized
for power: the entire measurement and data-transmission operation uses only 2.77 pJ.

The battery-recharging sensor, on the other hand, consists of our rectifier followed by the TI
bq25570 power-management chip [13] to wirelessly recharge two AAA 750 mAh low discharge
current NiMH batteries at 2.4 V [44]. We connect the batteries to the TI chip’s V,, node. The
temperature sensor and microcontroller are powered from the Vi, node of the chip, which is

internally connected to the NiMH battery. The energy per operation is 2.77 pJ as above.

Experiments. We evaluate the effect of distance on the update rate of the temperature sensor.
Specifically, we use a PoWiFi router and place both the battery-recharging and battery-free sensor
at increasing distances. In the battery-free case, we measure the update rate by computing the
time between successive sensor readings. In the battery-operated case, we measure the battery

voltage and the charge current flowing into it from the harvester. Since, each temperature sensor
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Figure 4.14: Camera prototype results. The battery-free camera operates at up to 17 feet and the battery-recharging

camera has a range of 23 feet for energy-neutral operations. This enables applications where low-rate cameras can be
left in hard-to-reach places, such as walls, attics, and sewers for leakage and structural integrity detection, without the

need to replace batteries.

measurement and data transmission takes 2.77 uJ, we compute the ratio of the incoming power
to this value to ascertain the update rate of the sensor for energy-neutral operation. The average

occupancy across the Wi-Fi channels in our experiments was 91.3%.

Results. Fig. 4.13 plots the results for both our sensors. The update rates decrease with distance
from the router. This is a result of less power being harvested and agrees with the harvester bench-
marks in §4.3.3. At closer distances, both harvesters have similar update rates. Beyond 15 feet,
however, the battery-powered sensor, optimized for lower input power, has a better update rate and
extended operational range: it can operate up to 20 feet from the router. The battery-recharging

sensor can operate in an energy-neutral manner to greater distances of up to 28 feet.

4.4.2  Wi-Fi powered Camera

We use OV7670, a low-power VGA image sensor from Omnivision [42], and interface it with
an MSP430FR5969 microcontroller. The image sensor requires a minimum voltage of 2.4 V and
consumes 60 mW in active mode operation. We program the sensor to operate in gray-scale QCIF

image capture mode with (176 x 144) pixel resolution. The microcontroller initializes and provides
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Figure 4.15: Battery-free camera in through-the-wall scenarios. The figure on the left is a picture of a Rubik’s
cube taken with our camera prototype. The plot shows the inter-frame time with different wall materials at a five feet

distance from the router.

timing signals to the image sensor. We transfer the sensor data at 48Mbps and store it on the 64 KB
non-volatile FRAM on the microcontroller. We optimize our firmware code for power and achieve

a per-image capture energy of 10.4 mJ.

On our battery-free camera, we use an ultra-low leakage AVX BestCap 6.8 mF super-capacitor
as the storage element [12]. The image sensor and microcontroller are powered by the buck con-
verter of the TI bq25570 chip, which provides 2.55 V regulated output voltage. The TI chip ac-
tivates the buck converter when the super-capacitor voltage reaches 3.1 V and is active until it
discharges to 2.4 V. Our battery-recharging camera consists of the same hardware as before, but

uses our wirelessly rechargeable 1 mAh lithium-ion coin-cell battery at 3.0 V [35].

Experiment 1. We evaluate the time between frames as a function of distance for both our camera
prototypes. As before, we use a PoWiFi router with an observed average cumulative occupancy of
90.9% across experiments. At each distance from the router, we wait for the camera to take at least
six frames and measure the time interval between consecutive frames. For the battery-recharging

camera, as before, we ascertain the inter-frame duration for an energy-neutral image capture.

Result 1. Fig. 4.14 shows that the battery-free camera can operate at up to 17 feet from the router,

with an image capture every 35 minutes. On the other hand, the battery-recharging camera has an
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extended range of 23 feet with an image capture every 34.5 minutes in an energy-neutral manner.
Both the sensors have a similar image capture rate at up to 15 feet from the router. We also note
that Fig. 4.14 limits the range to 23 feet to better display smaller values. Our experiments, however,
show that the battery-recharging camera can operate up to 26.5 feet with an image capture every

2.6 hours.

A key question the reader should ask is: would cameras with such low image-capture rates
be useful in practice? Taking a picture periodically, as above, is an artificial construct of our
experiment. In practice, we could integrate our camera with motion-detection sensors that consume
orders of magnitude lower power [114] and turn on the camera only when motion is detected.
Another application is to use these cameras in hard-to-reach places such as walls, attics, pipes and
sewers for leakage and structural-integrity detection. In these scenarios, replacing batteries can be

cumbersome, and our low rate camera sensor would be an effective solution.

Experiment 2. Motivated by the above applications, we next evaluate our camera in through-the-
wall scenarios. We place our PoWiFi router next to a wall and place our battery-free camera
prototype 5 feet away on the other side of the wall. We experiment with walls of four different
materials: a double-pane glass wall of one inch thickness, a wooden door with thickness 1.8 inches,
a hollow wall with thickness 5.4 inches, and finally a double sheet-rock (plus insulation) wall with

a thickness of 7.9 inches.

Result 2. Fig. 4.15 shows the mean time between frames, averaged over five frames, as a function
of the material. The plot shows that as the material absorbs more signals (e.g., double sheet-rock
versus glass), the time between frames increases. However, the key conclusion is that PoWiFi can
power battery-free cameras through walls and hence enables applications where the cameras can
be left in hard-to-reach places such as walls, attics, and sewers, without the need for replacing

batteries.
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Table 4.1: Summary of our home deployment

Home # ‘ 1 2 3 4 5 6
Users 2 1 3 2 1 3
Devices 6 1 6 4 2 6

Neighboring APs | 17 4 10 15 24 16

4.5 Home Deployment Study

In §4.3.2 we showed that the channel occupancy of PoWiFi can be optimized for different sensor
applications and minimize impact on neighboring Wi-Fi devices. However, POWiFi’s ability to
efficiently deliver power depends on the traffic patterns of other Wi-Fi networks in the vicinity,
as well as the router’s own client traffic, both of which can be unpredictable. So we deploy our
system in six homes in a metropolitan area and measure PoWiFi’s ability to continuously achieve
high channel occupancies.

Table 4.1 summarizes the number of users, devices and other 2.4 GHz routers nearby in each
of our deployments. We replace the router in each home with a PoWiFi router, and the occupants
use it for normal Internet access for 24 hours. Our router uses the same SSID and authentication
information as the original router, which we disconnect. We place our router within a few feet of
the original router, with the exact location determined by user preferences. In all six deployments,
we set our router to provide Internet connectivity on channel 1 and to transmit power packets on
channels 1, 6, and 11 using the algorithm in §4.2.1. We stage our deployment over the period of a
week— the first two homes in Table 4.1 over a weekend and the rest on weekdays.

We log the router’s channel occupancy on each of the three Wi-Fi channels at a resolution of
60 s. Fig. 4.16 plots the occupancy values for each Wi-Fi channel over the 24-hour deployment

duration. We also plot the cumulative occupancy across the channels. The figures show that:

e We see significant variation in per-channel occupancy across homes. This is because when the

load is high on neighboring networks, our router scales back its transmissions on that channel
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Figure 4.16: PoWiFi channel occupancies in home deployments. We see significant variation in per-channel

occupancy values across homes. This is because PoWiFi uses carrier sense that reduces its occupancy when the

neighboring networks are loaded. The cumulative occupancy, however, is high across time in all home deployments.

We note that, in principle, one can modify PoWiFi’s algorithm to reduce the per-channel occupancy of the power traffic

and keep the cumulative occupancy less than 100%, which is sufficient for harvesting purposes.

and has lower channel occupancy. However, when the load on neighboring networks is low, the

router occupies a larger fraction of the wireless channel. This is because PoWiFi uses carrier

sense to enforce fairness with other Wi-Fi networks.
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Figure 4.17: Battery-free temperature sensor across homes. The computed update rates ten feet away from our

router, shows that we can deliver power via Wi-Fi with real-world network conditions.

e The cumulative occupancy is high over time in all our home deployments. Specifically, the
mean cumulative occupancies for the six home deployments are in the 78-127% range. We
note that some of these occupancies are much greater than 100%, which might not be necessary
for power delivery. One can however reduce the per-channel rate of the power traffic based on

the cumulative occupancy value to ensure that it is below 100%. Our current system does not

implement this feature.

e The users in homes 1-4 did not perceive any noticeable difference in their user experience.
The user in home 5, however, noted a significant improvement in page load times and better
experience on streaming sites including Hulu, Amazon Prime and YouTube. This was primarily
because home 5 originally was using a cheap low-grade router with worse specifications. A user
in home 6 noted a slight deterioration in YouTube viewing experience for a 30-minute duration.
Our analysis showed that our router occupancy, including both client and power traffic, dipped

during this duration. This points to external causes including interference from other devices

in the environment.

Finally, Fig. 4.17 plots the CDFs of the computed update rates for our battery-free temperature
sensor placed ten feet from the router in the homes. The plots show that we can successfully deliver

power via Wi-Fi in real-world Wi-Fi network conditions.
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Figure 4.18: Wi-Fi power via USB. The charger consists of a 2 dBi Wi-Fi antenna attached to our harvester. Using
this, we charge a Jawbone UP24 device in the vicinity of the PoWiFi router from a no-charge state to 41% charged

state in 2.5 hours.

4.6 Router as a charging hotspot

In addition to powering custom temperature and camera sensors, POWiFi can transform the vicinity
of a Wi-Fi router into a wireless charging hotspot for devices such as wearable activity trackers. To
demonstrate feasibility, we design the general-purpose USB charger shown in Fig. 4.18. It consists
of a 2 dBi1 Wi-Fi antenna attached to a custom harvester that we optimize for higher input power.
We then connect our USB charger to a Jawbone UP24 device and place it 5-7 cm away from the
PoWiFi router. We observe that the charger supplied an average current of 2.3 mA and charge the
Jawbone UP24 battery from a no-charge state to 41% charged-state in 2.5 hours. This demonstrates
the potential of our approach. We are currently working on designs that would directly integrate
our harvester with the antenna of the wearable device. Further, we are exploring the use of a custom
battery charging solution, similar to those demonstrated in this paper, to achieve higher efficiencies

and longer-distance wireless charging for these devices.

4.7 Related Work

Wireless power delivery techniques can be primarily divided into two categories: near-field mag-
netic resonance/inductive coupling [82, 124] and RF power transmission systems. Of the two, RF
power delivery is the truly long-range mechanism and hence we focus on the latter category.
Early RF power delivery systems were developed as part of RFID systems to harvest small
amounts of power from dedicated 900 MHz UHF RFID readers [187]. The power harvested from

RFID signals has been used to operate accelerometers [187], temperature sensors [187], and re-
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Table 4.2: Comparison of our harvester with the state of the art

RF Source Sensitivity Bandwidth Startup Application\ Evaluation

PoWiFi Wi-Fi -17.8dBm @ 2.4 V 100 MHz Cold start Temperature/camera

PoWiFi Wi-Fi -19.3 dBm @ 2.4/3.0 V 100 MHz Self start Recharge battery
[101] CW -25 dBm @ 2.4V N/A Push button Recharge battery
[66] CwW -20dBm @ 100 mV 75 MHz Cold start Rectifier loaded by 8.2 k2
[159] CW -20 dBm @ 125 mV 100 MHz Cold start Rectifier loaded by 10 k€2
[111] | Microwave oven -10dBm @ 150 mV N/A Cold start Rectifier loaded by 10 k€2

cently cameras [149]. Our efforts on power delivery over Wi-Fi are complimentary to RFID sys-
tems. In principle, one can combine multiple ISM bands including 900 MHz, 2.4 GHz, and 5 GHz
to design an optimal power delivery system. This paper takes a significant step towards this goal.

Recently, researchers have demonstrated the feasibility of harvesting small amounts of power
from ambient TV [112,131] and cellular base station signals [166,205] in the environment. While
TV and cellular signals are stronger in outdoor environments, they are significantly attenuated
indoors, limiting the corresponding harvesting opportunities. The ability to power devices using
Wi-Fi can augment the above capabilities and enable power harvesting indoors.

Researchers have also explored the feasibility of harvesting power in the 2.4 GHz ISM band [66,
84,91,103,106, 111, 158-160,204]. These efforts have demonstrated power harvesting from con-
tinuous wave (CW) transmissions” and none have powered devices with existing Wi-Fi chipsets.
Further, [103, 106, 111] harvest from incoming signals in excess of -5 dBm and can operate only
in close proximity of the power source. [66, 160] design a rectifier that outputs voltages around
100 mV for continuous wave transmissions at specific frequency tones. It is unclear how one may
transform this into 1.8-2.4 V required by microcontrollers, sensors and batteries. [84] discusses
an IC implementation of a 2.45 GHz continuous-wave RFID tag. [91] has recently analyzed the
impact of the bursty nature of Wi-Fi traffic on the rectifier and optimizes the size of the rectifier’s

output capacitor based on Wi-Fi burstiness. However, similar to [66, 160], this work is focused

2Continuous wave transmissions are special signals that have a constant amplitude and a single frequency tone.
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on rectifier design and does not power sensors and microcontrollers or recharge batteries. We also
note that our work takes a different approach to the problem: we mask the burstiness in Wi-Fi traf-
fic and instead create high cumulative channel occupancy at the router. [101] designs an efficient
2.4 GHz rectenna patch and battery charging solution which requires a mechanical push button for
startup. The system is evaluated with continuous wave transmissions in an anechoic chamber, and
not Wi-Fi signals. In contrast, PoOWiFi is the first power over Wi-Fi system that works with exist-
ing Wi-Fi1 chipsets and minimizes its impact on Wi-Fi performance. Table 4.2 shows a summary
comparison of our harvester with the state of the art 2.4 GHz harvesters.

Our work is also related to efforts from startups such as Ossia [18] and Wattup [60]. These
efforts claim to deliver around 1 W of power at ranges of 15 feet and charge a mobile phone [22].
Back-of-the-envelope calculations however show that this requires continuous transmissions with
an EIRP (equivalent isotropic radiated power) of 83.3 dBm (213 kW). This not only jams the Wi-Fi
channel but is also 50,000 times higher power than allowed by FCC regulations part 15 for point
to multi-point links. In contrast, our system is designed to operate within the FCC limits and has
minimal impact on Wi-Fi traffic. We note that in the event of an FCC exception to these startups,
our multi-channel design can be used to deliver such high power without having significant impact
on Wi-Fi performance.

Finally, recent work on Wi-Fi backscatter [113] enables low-power connectivity with existing
Wi-Fi devices. Backscatter communication is order of magnitude more power-efficient than tradi-
tional radio communication and hence enables Wi-Fi connectivity without incurring Wi-Fi’s power
consumption. However, [113] is focused on the communication mechanism and to the best of our
knowledge, does not evaluate the feasibility of delivering power using Wi-Fi. Our work is comple-
mentary to [113] and can in principle be combined to achieve both power delivery and low-power

connectivity using Wi-Fi devices.

4.8 Conclusion

There is increasing interest in the Internet-of-Things where small computing sensors and mobile

devices are embedded in everyday objects and environments. A key issue is how to power these
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devices as they become smaller and more numerous; plugging them in to provide power is incon-
venient and is difficult at large scale. We introduce a novel far-field power delivery system using
existing Wi-Fi chipsets. We do so while minimizing the impact on Wi-Fi network performance.
While this is a first step towards using Wi-Fi chipsets for power delivery, we believe that with
subsequent iterations of the harvester design we can significantly increase the capabilities of our

system.
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Chapter 5
BRINGING LOW POWER TO WI-FI COMMUNICATION

5.1 Introduction

Wireless Fidelity popularly known as Wi-Fi, is one of the most successful and widely used wireless
protocols. Currently, there are about 6.8 billion active Wi-Fi devices including but not limited
to enterprise and home routers, PCs, smartphones, tablets, cellphones, making Wi-Fi one of the
most prolific technologies around the world [61]. However, Wi-Fi suffers from one key downside,
it is extremely power hungry. A typical Wi-Fi radio consumes around 600-700 mW, making it
impractical for most energy constrained applications such as IoT and wearable devices [24, 48].
Over the past few years, researchers have explored backscatter to reduce the power consumption
of Wi-Fi communication. Wi-Fi backscatter [113] and BackFi [168] create additional narrowband
data stream to ride on top of existing Wi-Fi signals. Wi-Fi backscatter decodes this narrow band
data on existing Wi-Fi receivers by leveraging CSI and RSSI values. BackFi takes a different
approach, it uses a full-duplex radio to suppress self-interference and decode backscattered bits
using a custom receiver. While promising, these designs either achieve very low data rates (100s
of bps) at close by distances (2-4 feet) [113] or use custom full-duplex hardware that are not
available on any existing Wi-Fi devices [168].

In this work, we take a different approach — instead of backscattering existing Wi-Fi signals
to send an additional data stream, we use backscatter communication to directly generate Wi-Fi
transmissions that can be decoded on any of the billion existing devices with a Wi-Fi chipset. To
this end, we introduce Passive Wi-Fi that demonstrates for the first time that one can generate 1-11
Mbps 802.11b transmissions using backscatter communication, while consuming 4-5 orders of
magnitude lower power than existing Wi-Fi chipsets. Our work is related to [90] where authors

generate 1 Mbps BLE packets using backscatter and receive them on Bluetooth radios.
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Figure 5.1: Passive Wi-Fi architecture. The passive Wi-Fi devices perform digital baseband operations like coding,

while the power-consuming RF functions are delegated to a plugged-in device in the network.

Traditional Wi-Fi radios consists of two main components: digital baseband and the analog
RF front end. Due to CMOS technology scaling, the digital baseband has experienced exponential
reduction in size and power consumption. However, the analog RF front end, which is necessary for
generating and receiving RF signal for Wi-Fi communication, has not seen similar power scaling.
As a result, Wi-Fi transmissions on sensors and mobile devices still consume hundreds of mill
watts of power [135, 138, 147]. To get around this problem, passive Wi-Fi uses backscatter to
decouple the baseband Wi-Fi digital logic from the power-consuming RF components, as shown
in Fig. 5.1.

In our architecture, the passive Wi-Fi devices perform digital baseband operations like coding
and modulation, while the power-consuming RF components such as frequency synthesizers and
power amplifiers are delegated to a single plugged-in device in the network. This device provides
the RF functions for all the passive Wi-Fi devices in the vicinity by transmitting a single-frequency
tone. The passive Wi-Fi devices create 802.11b transmissions by reflecting or absorbing this tone
using a digital switch running at baseband frequency of 10’s of MHz. Since the passive Wi-Fi

devices have no analog RF components, they consume less silicon area and would be smaller and
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cheaper than existing Wi-Fi chipsets. More importantly, their power consumption would be orders
of magnitude lower since they only perform digital baseband operations. To realize this, however,

we need to address three main challenges.

(a) How can Wi-Fi receivers decode in the presence of interference from the plugged-in device?
The Wi-Fi receiver receives the backscattered signal in the presence of a strong interference from
the tone transmitted by the plugged-in device. Traditional backscatter systems [153, 168] use a
full-duplex radio to cancel this strong interfering signal, which is not possible on existing Wi-Fi
devices. Bistatic backscatter radios use band-pass filters to filter the data packet from the single
tone interference [90, 119, 120, 183]. We leverage the key observation that Wi-Fi receivers also
have out of band interference rejection components such as band pass filters to ensure functionality
even in the presence of interference in the adjacent band that is 35 dB stronger [28]. Further, as
Wi-Fi and Bluetooth radios are being integrated onto a single chipset [16], Wi-Fi hardware is
being designed with stringent band pass filtering to make it work in the presence of out-of-band
Bluetooth interference. Thus, we set the plugged-in device to transmit its tone at a frequency that
lies outside the desired Wi-Fi channel; this ensures that existing Wi-Fi chipsets can suppress the

resulting out-of-band interference.

(b) How can we create 802.11b transmissions using backscatter? Our design leverages two key
ideas. 1) 802.11b Wi-Fi packets can be generated using only digital logic. 2) We can use sub-
carrier modulated backscatter [85,90,92,119, 120] to create 802.11b Wi-Fi packets at a frequency
offset from the single tone. 802.11b uses DSSS and CCK encoding with DBPSK and DQPSK
modulation. The encoding operation is digital in nature and to create the phase changes required
for DBPSK and DQPSK, we approximate a digital square wave as a sinusoid and modulate its
phase by changing the timing of the square wave (see §5.2.3). Thus, we can generate baseband Wi-
Fi packet using only digital logic. Next, to up convert baseband Wi-Fi packet to RF frequencies, we
leverage sub-carrier modulation, a standard technique in backscatter systems [85,90,92,119,120].

First we multiply the Wi-Fi packet with a square wave of Af frequency which creates two mirror
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copies of baseband Wi-Fi packet at Af frequency offset on either side of DC (see Fig. 5.2)'. Then
we input this data to the backscatter switch which mixes the baseband data with the RF carrier to
up convert the mirror copies to RF. In §5.2.4, we show how we can eliminate the mirror copy and
create a single side band Wi-Fi packet using a novel sub-carrier modulation technique and complex

impedance backscatter switch.

(c) How do passive Wi-Fi devices share the Wi-Fi network? Traditional Wi-Fi devices shares the
wireless medium using carrier sense. However, this requires a Wi-Fi receiver that is ON before ev-
ery transmission. Since, Wi-Fi receivers require power-consuming RF components such as ADCs
and frequency synthesizers, this would eliminate the power savings from our design. Instead, we
delegate the power-consuming task of carrier sense to the plugged-in device. At a high level, the
plugged-in device performs carrier sense and signals the passive Wi-Fi device to transmit. §5.3 de-
scribes how such a signaling mechanism can also be used to arbitrate the channel between multiple
passive Wi-Fi devices and address other link-layer issues including ACKs and retransmissions.

To show the feasibility of our design, we build backscatter hardware prototypes and imple-
ment all four 802.11b bit rates on an FPGA platform. Our experimental evaluation shows that
passive Wi-Fi transmissions can be decoded on off-the-shelf smartphones and Wi-Fi chipsets over
distances of 30—100 feet in various line-of-sight and through-the-wall scenarios. We also design a
passive Wi-Fi IC that performs 1 Mbps and 11 Mbps 802.11b transmissions and estimate the power
consumption using Cadence and Synopsis toolkits [14,54]. Our results show that 1 and 11 Mbps

passive Wi-Fi single side band transmissions consume 14.5 and 59.2 /W respectively.

Contributions. We make the following contributions:

e We demonstrate for the first time that one can generate 802.11b transmissions using backscatter
communication. We present backscatter techniques that synthesize 22 MHz DSSS and CCK

spread spectrum transmissions that can be decoded on existing Wi-Fi devices.

e We introduce single side band backscatter technique to eliminate the mirror copy generated

VsinftsinAft = cos(f — Af)t — cos(f + Af)t.
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using traditional sub-carrier modulation. Using single side band backscatter we synthesize
802.11b 22 MHz DSSS and CCK spread spectrum transmissions that have the same spectrum

efficiency as traditional Wi-Fi radios.

e We design a network stack for the passive Wi-Fi transmitters to coexist with other devices in
the ISM band. Further, we present a detailed analytical model to understand the operational

range of passive Wi-Fi transmissions in different deployment scenarios.

e We build a hardware prototype on an FPGA platform and evaluate it in various scenarios. We

also design a passive Wi-Fi IC and present its power numbers.

5.2 Passive Wi-Fi Design

Our design has two main actors: a plugged-in device and passive Wi-Fi devices. The former
contains power consuming RF components including frequency synthesizer and power amplifier
and emits a single tone RF carrier. It also performs carrier sense on behalf of the passive Wi-Fi
device and helps coordinate medium access control across multiple passive Wi-Fi devices. The
passive Wi-Fi device backscatters the tone emitted by the plugged-in device to synthesize 802.11b
transmissions that can be decoded on any device that has a Wi-Fi chipset.

In the rest of this section, we first provide a quick primer for 802.11b physical layer and
backscatter communication. We then explain how the passive Wi-Fi devices generate 802.11b
packets using backscatter communication. We then theoretically analyze the range of our trans-

missions in various deployments scenarios.

5.2.1 Primer for 802.11b Transmissions

802.11bis a set of Wi-Fi physical layer specifications that use spread spectrum modulation. 802.11b
uses DBPSK/DQPSK at the physical layer and achieves four bit rates using different spreading
codes. The lower two bit rates of 1 and 2 Mbps use direct-sequence spread spectrum (DSSS) while

5.5 and 11 Mbps use complementary code keying (CCK). DSSS uses a single code to spread the
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Figure 5.2: Generation of Wi-Fi packets using backscatter. The plot on the left shows the 22 MHz main lobe and
the side lobes of the baseband 802.11b packet in the frequency domain. The plot on the right illustrates the backscatter
operation at the passive Wi-Fi device. The two main lobes are shifted by Af with respect to the constant tone emitted

by the plugged-in device to generate the Wi-Fi packet (in red) at f,,;s and a mirror image (in blue) at f,;5 — 2Af.

information over 22 MHz, while CCK uses a set of multiple code words to both encode bits and
also achieve a 22 MHz spread spectrum signal. We outline how each of the 802.11b bit rates are

encoded.

1 and 2 Mbps DSSS transmissions. To generate this, 802.11b first creates coded bits from the in-
coming data using a 11-bit barker code [173]. Specifically, 802.11b uses a single barker sequence,
10110111000, that is generated at a baseband frequency of 11 MHz to spread the spectrum over
22 MHz. To create the coded bits, 802.11b XORs each of the data bits with the barker sequence.
Thus, the coded bits for a ‘1 data bit are 10110111000 and that for the ‘O data bit are 01001000111.
Each of these coded bits is encoded using DBPSK and DQPSK modulation to achieve 1 and 2 Mbps
transmissions respectively. At a high level, this is achieved by setting the phase of the carrier, sinf.
DBPSK modulation encodes a 0 and 1 bit by setting 6 to either O or 7, while DQPSK encodes pairs
of bits by modulating the phase between 0, 7/2, 7 and 37 /2.

5.5 and 11 Mbps CCK transmissions. Instead of using a single barker code, CCK uses a set of 8-bit
code words. At a high level, to generate 5.5 Mbps transmissions, the incoming data bit stream is
divided into blocks of 4 bits. The first two bits are used to pick the DQPSK phase and the last
two bits are used to pick a spreading code amongst four 8-bit code words. To generate 11 Mbps
802.11b transmissions, the incoming data bits are instead divided into 8 bit blocks where the first

two bits determine the DQPSK phase shift and the last 6 bits are used to pick a spreading code
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amongst 64 8-bit code words.

To summarize, 802.11b requires generation of the coded bits using either DSSS or CCK and
then modulating these bits with DBPSK or DQPSK. The first operation is typically implemented
in digital baseband logic while the second requires changing the phase of I and Q components.
Finally, we also note that since the RF energy is spread across a wide band, spread spectrum trans-

missions are resilient to narrowband interference both within and outside the Wi-Fi channel [173].

5.2.2 Backscatter Communication Primer

Unlike traditional active radio communication that requires generating RF signals, devices us-
ing backscatter communicate by modulating the radar cross-section of their antenna to change
the reflected signal. To understand how backscatter works, consider a device that can switch the
impedance of its antenna between two states. The effect of changing the antenna impedance is
that the radar cross-section, i.e., the signal reflected by the antenna, also changes between the two
different states. Now, given an incident signal with power Pi,cizens» the power in the differential
backscattered signal can be written as,

I — I3
P backscatter — P incidem% (5 1)

Here I'] and I'; are the complex conjugates of the reflection coefficients corresponding to the
two impedance states. Thus to maximize the power in the backscattered signal we need to maxi-

ri-r[’

mize the difference in the power of the two impedance states which is given by |AT|> = 1

Ideally, to maximize the power in the backscattered signal, we set |AT'|? to 4 which can be achieved
by modulating the reflection coefficients between +1 and —1. In practice, however, backscatter
hardware deviates from this ideal behavior and incurs losses; our hardware implementation has a
loss of around 1.1 dB for double side band backscatter and 2.2 dB for single side band backscatter

design.
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5.2.3 Generating 802.11b Wi-Fi packets using backscatter

Generating a Wi-Fi packet using backscatter is challenging for two main reasons. First, the
backscattered signal is much weaker than the tone transmitted by the plugged-in device. A Wi-
Fi receiver would suffer significant in-band interference from this tone, thereby preventing it from
decoding. Second, the passive Wi-Fi device has a single digital switch that toggles between two
impedance states, resulting in a binary signal. It is unclear how one may generate Wi-Fi transmis-
sions using such a binary system.

We outline how to address these challenges. We first describe the signal transmissions from the
plugged-in device and then the operations at the passive Wi-Fi device that allow us to synthesize

802.11b transmissions.

Transmissions at the plugged-in device. It transmits a tone outside the desired Wi-Fi channel.
Our key intuition is that Wi-Fi receivers are designed to function in the presence of out-of-band
interference: 802.11b receivers are required to ensure that the sensitivity is reduced by no more
than 6 dB in the presence of interference in the adjacent band that is 35 dB greater than the in-band
signal [28]. Further, as Wi-Fi and Bluetooth radios are being integrated onto the same chipset [16],
Wi-Fi frontends are being designed to function in the presence of out-of-band interference from
Bluetooth devices. Since the tone from the plugged-in device is narrower in bandwidth than Blue-
tooth, this would further help suppress the tone if it is outside the desired Wi-Fi channel.

‘We note however that excessive out-of-band interference, which occurs when the Wi-Fi receiver
is right next to the plugged-in device, can saturate and/or compress the RF front end resulting in
significant degradation of Wi-Fi performance. This is called the input 1 dB compression point
which is around 0 dBm for commercial Wi-Fi devices [33]. Passive Wi-Fi inherently avoids this
issue by ensuring that the Wi-Fi receiver (e.g., smartphone or router) is not next to the plugged-in

device.

Backscatter operations at passive Wi-Fi devices. At a high level, passive Wi-Fi uses sub-carrier
modulation technique [85,90,92,119,120] from backscatter communication to create DBPSK and

DQPSK modulated 802.11b Wi-Fi packets. Sub-carrier modulation is a commonly used technique
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and has been demonstrated for amplitude shift keying (ASK) [85,92], phase shift keying (PSK) [85,
92] and frequency shift keying (FSK) [90,119,120] modulation in backscatter communication. The
key idea behind sub-carrier modulation is to shift the baseband data to a frequency offset from the
single tone. By doing so, we ensure that the single tone transmission is out of the frequency band of
the transmitted data and can be easily filtered out by the receiver. In this work, we use sub-carrier
modulation to shift the 802.11b Wi-Fi packet from the tone transmitted from the plugged-in device
to lie at the center of the desired Wi-Fi channel. To do this, we leverage three key facts: (1) Using
sub-carrier modulation i.e. multiplying the baseband data with a sinusoidal signal, we can create a
frequency shift. From basic trigonometry, 2sin(ft)sin(Aft) = cos(f — Af)t — cos(f + Af)t. (2) All
bit rates in 802.11b are differentially phase modulated using DBPSK or DQPSK. We implement
phase modulation by simply modulating the phase of the sub-carrier sinusoidal signal sin(Aft). (3)
Backscatter switch implements mixing operation i.e. the switch multiplies the baseband data with
the incoming RF signal. Thus, by just modulating the antenna with the baseband data, we can up
convert the baseband data to RF. Since the baseband Wi-Fi packet is at a frequency offset of Af
from DC, the up convert RF signal has the Wi-Fi packet at a frequency offset of Af from the single

tone transmitted by the plugged-in device.

Step 1. Baseband sub-carrier modulation. Let’s say that the plugged-in device transmits a tone
cos (27 (fis — Af)t) outside the Wi-Fi channel. Passive Wi-Fi devices use a square wave at a
frequency of Af for sub-carrier modulation. From Fourier analysis, we can write the square wave

as,

[e.e]

4 1
Square (Aft) = = Zsin (2mnAft)
n=135..

Here the first harmonic is a sinusoidal signal at the desired frequency Af. Note that the power
in each of these harmonic scales as niz So the third and the fifth harmonic are around 9.5 dB and
14 dB lower than the first harmonic. Thus, we can approximate a square wave as just the sinusoidal

signal, %sin (2w Aft). Now, in digital logic, we multiply the baseband data with the square wave and
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considering only the first harmonic of the square wave, we can write the output of this operation as

Sgp (1) * Square (Aft) ~ Spp (1) * %sin(27rAft)

2 2
Ssub—carrier (£) = S 1) *x — A S 1) *x — —2mAft
sub (t) = Sgg (1) 7U.e B8 (1) 7T]e

In the frequency domain we can write this as

2 2
Ssub—carrier (f) = 7T_jSBB (f - Af) - ﬂ__jSBB (f + Af)

So using sub-carrier modulation, we create two copies of the baseband Wi-Fi packet, one centered

at Af and the other at —Af.

Step 2. Synthesizing baseband 802.11b packets. Now that we know that we can shift the baseband
packet using sub-carrier modulation, the next step is to create 802.11b transmissions. 802.11b uses
DSSS and CCK encoding which are both digital operations and hence can be performed using
digital logic at the passive Wi-Fi device. To implement DBPSK and DQPSK modulation, Passive
Wi-Fi notes that DBPSK and DQPSK use a sine wave with four distinct phases: 0,7 /2, 7,37 /2.
Since the square wave Square(Aft) generated by our digital switch can be approximated as a sine
wave, we can generate the required four phases by changing the timing of our square wave. Specif-
ically, shifting the square wave by half of a symbol time, effectively creates a phase change of 7.
Phase changes of 7/2 and 37 /2 can be achieved by shifting the square wave by one-fourth and
three-fourth of a symbol time respectively. Thus, passive Wi-Fi devices can fully operate in the
digital domain while running at a baseband frequency of a few tens of MHz and synthesize 802.11b

transmissions.

Step 3. Mixing operation at the backscatter switch. Finally, the sub-carrier modulated baseband
Wi-Fi packet is fed to the backscatter switch. The backscatter switch mixes the single tone

cos (27 (fuis — Af) t) transmission from the plugged-in device with the baseband data to generate
Sr (1) = Ssub—carrier (1) * cos (27 (fuin — Af) 1)

= <SBB (1) * g.ehAﬁ — Spp (1) * E,e_z”Aﬁ) * <162”<f’”"ﬁAf)t + —62”(-fwf’zA~f)’)
mj mj 2

1 1 1 . o
= S (1) <—.€27rﬁ""ﬁt + —.e_ZWﬁ”ﬁ’) — Sgs (1) (—.€2ﬂ(ﬁ”'if’2Af)t + —.672ﬂ(f”"f’ 2Af)t>
] j T ]

—_ N =
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In the frequency domain, this can be written as

1
Srr (f) = p {Sss (f — fuir) + S (f + fuin) }
— le {Sas (f = fuiri + 2Af) + Ses (f + fuis — 20/)}

We note the following about our design.

In addition to creating an 802.11b transmission centered at f,;4, as shown in Fig. 5.2, our
backscatter mechanism also creates a mirror copy centered at f,;; — 2Af on the other side of the
tone. Thus, we use twice the bandwidth of a traditional 802.11b transmission. This is the tradeoff
we make to achieve orders of magnitude lower power consumption. We note that such a tradeoff is
common in 802.11n systems which use channel bonding of adjacent Wi-Fi channels to double the

throughput.

e 802.11b transmissions have side lobes (Fig. 5.2); the side lobes of the mirror copy create in-
terference for the desired Wi-Fi signal. We plot the signal to interference ratio for different
frequency shifts, Af, at the passive Wi-Fi device. Fig. 5.3(a) plots the results for all four
802.11b bit rates and shows that the interference from the side lobes of the mirror copy reduces
as Af increases. This is because, as Af increases, the mirror copies are further separated in

frequency, resulting in lower interference.

e An effect of this interference, however, is that it adds additional noise to the Wi-Fi signal,
reducing the noise sensitivity at which each of the 802.11b bit rates can be decoded. Fig. 5.3(b)
shows the loss in sensitivity for the four 802.11b bit rates, as a function of the frequency offset,
Af. The plots show that the sensitivity loss is slightly larger for higher 802.11b bit rates. This is
because higher bit rates require a cleaner signal to successfully be decoded. Our system sets Af
to 12.375 MHz, where the sensitivity loss is less than 2 dB across all 802.11b bit rates. This also
ensures that the passive Wi-Fi transmissions only occupy two adjacent Wi-Fi channels. Note
that Wi-Fi applies filters to remove the interfering side lobes. Our implementation however

does not do this.



129

25

1 Mbps | 1 Mbps ——
2 Mbps 2 Mbps ——
5.5 Mbps 4 |- 55Mbps ——
20 + 11 Mbps F‘V o 11 Mbps ——
z
o //V'V-V ”/VA @ 3
2 5 Al 2
o =
5 vy s
2
]
° | " 1 - “‘\Av
5 0 :
10 12 14 16 18 20 22 10 12 14 16 18 20 22
Af (MHz) Af (MHz)
(a) Signal to Interference ratio (b) Sensitivity Loss

Figure 5.3: SIR and loss in receiver sensitivity. The plot shows the effect of different Af’s on the quality and the

sensitivity of the synthesized Wi-Fi packets.

5.2.4 Generating 802.11b Wi-Fi packets using single side band backscatter

The technique described in §5.2.3 generates two copies of the Wi-Fi packet, one at f,,;; and another
one of f,,;s — 2Af. This is problematic because we are using twice the bandwidth which reduces the
spectral efficiency of Wi-Fi by half and creates interference on neighboring channels in the crowded
2.4 GHz ISM band. Additionally, the mirror copy creates self-interference which degrades the
sensitivity of the Wi-Fi packet as shown in Fig. 5.3. To improve the spectral efficiency of Wi-Fi,
we present the first single sideband backscatter architecture that produces a single copy of Wi-Fi

packet using complex sub-carrier backscatter modulation.

In traditional radios, 2.4 GHz oscillators are used to generate the orthogonal signals, cos2ft
and sin2nft. These are multiplied with digital in-phase, I(¢) and quadrature phase components,
Q(1) to create I(t)cos2nft +jQ(t)sin2nft. This generates the Wi-Fi packet at RF without any mirror
copies. The challenge is that we cannot use oscillators running at 2.4 GHz since they consume
significant power. Our insight is that mathematically we can imitate the above operations using

complex impedances on the backscatter device without 2.4 GHz oscillators.

Let’s assume that we could create the following complex signal, ¢>™*/ and use it as our com-

plex sub-carrier. If we mix this signal with the baseband Wi-Fi packet, in the frequency domain
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we can write
T (Spp (1) * €)= Spg (f + Af) (5.2)

The above operation creates the desired shift without a mirror copy. So if we can create the complex
signal ¢ using backscatter, we can achieve single-sideband backscatter modulation. We can

write the complex sinusoid as,
P — cos (2 Aft) + jsin (2T Aft) (5.3)

Step 1. We approximate the sin/cos terms in (5.3) using a square wave going between the two
values, +1 to -1,> As described in §5.2.3, we approximate the square wave as j—rsin (2w Aft). For

the cosine term, we time shift the square wave by a quarter of the time period.

Step 2. In §5.2.3, we showed that the baseband Wi-Fi packet can be generated in the digital domain.
The next step is to implement DPSK and DQPSK modulation using the complex sub-carrier. We
can write the Wi-Fi packet in terms of in phase and quadrature phase Spp (f) = (S;(f) +jSo(?)) and

substitute this to (5.2) to get

(S1(2) +jSo(1)) &*™" = (S;(t) +jSo(1)) * (cos2mAft + jsin2m Aft) (5.4)
= Sjcos (2w Aft) + jSisin (2w Aft) + jSocos (2w Aft) — Spsin (2w Aft)
= {Sicos (2mAft) — Spsin (2nAft)} + j{Sisin 2w Aft) + Socos (2w Aft)}

In digital baseband we independently generate the the real and imaginary part shown in (5.4).
We note that 802.11b Wi-Fi uses DBPSK and DQPSK modulation schemes. For DBPSK, §; can
take +1 and -1 values and S, is set to zero. The sine and cosine waveforms also take +1 and
-1 values which translates to (5.4) taking values in the set {/+j, I-j, -1+j, -1-j}. For DQPSK,

Si(t) + jSo(t) are set to one of the values of the set {/,-1,j,-j}. Again, the complex sub-carrier

2Since digital operations are on 0 and 1 bits, in practice we perform step 1 using a square wave between 1 and
0 instead of +1 and -1. This is however a straightforward mapping with a DC offset. For simplicity however, we
explain our design using +1 and -1.
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modulated baseband Wi-Fi signal shown in (5.4) can take one of the following values: {I+j, I-j,
-1+j, -1j}.
Step 3. The final step is the mixing operation at the backscatter switch. For a constant tone of

&2 (b =81 from the plugged-in device, we can represent the complex mixing operation as

S (1) * P2 ejzn(ﬁvm—Af)t = S (1) * /2t

So, the baseband Wi-Fi packet is translated to the desired Wi-Fi channel using backscatter.
However, to accomplish this we must map the {I+j, 1-j, -1+j, -1-j} set of complex values to RF
frequencies using a backscatter switch. We note that the set is a QPSK constellation map and we
can create the complex values by changing the impedance of the backscatter switch [200]. Addi-
tionally, since the information is contained in the phase domain, first we normalize the constellation
map to { (1 +7)/vV2, (1 —j)/V2,(=1+j)/vV2, (=1 —j)/v/2 }. Next, we note that the signal

backscattered by the antenna is proportional to (1 + I'*) where

zZ— 7,

a

I =
Za +Zin

Z, represents the impedance of the antenna and Z;, is the impedance state connected to the
antenna. We set the Z;, to four impedance states corresponding to j(1 — v/2)Z, , j(—1 4+ V2)Z, ,
j(=1 = +/2)Z, and j(1 + /2)Z, respectively to achieve the four desired QPSK complex values, {
(14))/vV2,(1=/)/V2,(=1+))/v/2, (=1 —j)//2 }. The antenna impedance, Z,, is typically 50
ohms. By switching between these impedance states, we can generate the desired complex signal
Sgg (1) €™ and hence achieve single-sideband backscatter modulation.

Fig. 5.4 shows the frequency spectrum for the backscatter generated Wi-Fi signals at 1 Mbps
using single-sideband backscatter with an arbitrary frequency shift of 22 MHz. For comparison,
we also plot the spectrum using double side band backscatter approach [115]. The plots show that
double sideband backscatter design creates a strong mirror copy on the other side of the single

tone. However, single-sideband backscatter, introduced in this section, eliminates this mirror copy.
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Figure 5.4: Comparing single sideband backscatter (blue signal) to prior double sideband backscatter approach (red

signal).

5.2.5 Analyzing Passive Wi-Fi’s Range

In passive Wi-Fi, the communication range depends on two parameters: the distance between the
plugged-in device and the passive Wi-Fi transmitter and the distance between the passive Wi-Fi
transmitter and the Wi-Fi receiver. Specifically, the signal strength at the receiver, P,, can be
modeled using Friis path loss [90, 153] as follows,

P Pth /\szassive |AF|2 1 /\zGr
r = Qlyify
4rd? 4 4 ) \drd? 4n

This equation has three key parts: the term in first parenthesis models signal propagation from the
plugged-in device, with an output power P, and an antenna gain G, to a passive Wi-Fi transmitter
at a distance d; away. The third term, similarly, models the signal propagation from the passive Wi-
Fi transmitter to a Wi-Fi receiver with an antenna gain G, and at a distance d, away. Here, A is the
wavelength of the RF signal been transmitted. Finally, the middle parenthesis models the fraction
of incident signal from the plugged-in device that is backscattered by a passive Wi-Fi transmitter

with an antenna gain Ggqive- ]AF|2 is the backscatter coefficient which is a measure of the ef-
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ficiency with which passive Wi-Fi can generate backscatter signals. As described in §5.2.2, this
is 1.1 dB for double side band and 2.2 dB for single side band hardware prototypes. Finally,
models the loss in energy due to synthesis of Wi-Fi signals using backscatter. This is around 4.4 dB
in double side band and includes half the power lost in the mirror copy generated by backscatter
and the losses due to the side lobes as described in §5.2.3. For single side band, ideally this loss is
1.1 dB but in practice we see a loss of around 4 dB due to additional losses due to higher frequency
switching in our COTS hardware implementation.

To gain a better intuition, consider the scenario in Fig. 5.5 where we place the plugged-in device
and the Wi-Fi receiver separated by 45 feet. We move the passive Wi-Fi transmitter between these
devices, along the line connecting them. We set P;, G;, G, and G v to 30 dBm, 6 dBi, 0 dBi, and
2 dBi respectively. Fig. 5.5 shows the received signal strength, P,, as we move the passive Wi-Fi

transmitter between the plugged-in device and the Wi-Fi receiver. The plots show two key points.

(1) The received signal strength increases as the passive Wi-Fi transmitter gets close to either the
Wi-Fi receiver or the plugged-in device. This is because, maximizing the signal strength requires

minimizing the product d,d,, which is achieved either by reducing the distance d; or d,.

(2) The mid-point between the plugged-in device and Wi-Fi receiver has the lowest strength.
Fig. 5.5 shows this mid-point signal strength, as we change the distance between the plugged-in
device and Wi-Fi receiver. The plot shows that this decreases with distance between the plugged-in

device and the Wi-Fi receiver. As expected, it increases with plugged-in device’s transmit power

(Py).

Understanding Deployment Scenarios

1. I want to deploy passive Wi-Fi devices in my home. Where do I place the plugged-in device
so as to maximize their range? Fig. 5.6 shows the theoretical signal strength at the Wi-Fi receiver
as a function of its distance from the passive Wi-Fi transmitter. We show the results for different
distances between the passive Wi-Fi transmitter and the plugged-in device. We set G;, G, Gpgssives

P, to 6 dBi, 0 dBi, 2 dBi, and 30 dBm respectively. The plot shows that, in general, as the distance
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Figure 5.5: Passive Wi-Fi’s analytical received signal strength. The passive Wi-Fi device moves along the line

connecting the Wi-Fi router and plugged-in device.
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Figure 5.6: Signal strength versus distance between passive Wi-Fi transmitter and Wi-Fi receiver.

between the passive Wi-Fi transmitter and Wi-Fi receiver increases, the received signal strength
reduces. More importantly, as the distance between the passive Wi-Fi transmitter and plugged-
in device decreases, the coverage range increases. This is because, from our analysis, the signal
strength can be increased either by reducing the distance between the passive Wi-Fi transmitter
and the plugged-in device or that between the passive Wi-Fi transmitter and the Wi-Fi receiver.
Since our goal is to maximize range, we should reduce the distance between the passive Wi-Fi

transmitter and the plugged-in device. In the presence of multiple passive Wi-Fi devices, this would
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Figure 5.7: Theoretical coverage maps for different distances between the plugged-in device and the Wi-Fi
router. The black dots denote the positions for these devices. The red region represents points in the 2D space where a

passive Wi-Fi transmitter can be located, while ensuring that the signal from it to the Wi-Fi router is at least -85 dBm.

translate to minimizing the worst-case distance between the plugged-in device and all passive Wi-

Fi transmitters.

2. Where do I place my Wi-Fi router and the plugged-in device, so that I can have passive Wi-
Fi devices work from anywhere in my home? Fig. 5.7 shows the 2D coverage maps for different
distances between the plugged-in device and the Wi-Fi router. The red region represents points in
the 2D space where a passive Wi-Fi transmitter can be located, while ensuring that the signal from
it to the Wi-Fi router is at least -85 dBm. These maps show that the coverage area is a union of two

circles centered each at the Wi-Fi router and the plugged-in device. So, as a general rule of thumb,
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Figure 5.8: Structure of the signaling packet.

it is better to deploy the plugged-in device and the Wi-Fi router at either ends of the coverage
area. Note however that at very large distances between the plugged-in device and Wi-Fi router
(Figs. 5.7 (c) and (d)), we end up getting two islands of coverage. Such large distance deployments
are suitable only when the passive Wi-Fi transmitters are going to be close to either the plugged-in

device or the Wi-Fi router.

5.3 Passive Wi-Fi Network Stack Design

We first describe how passive Wi-Fi devices share the ISM band. We then address the issue of
ACKSs and retransmissions and finally, present our protocol to associate passive Wi-Fi devices with

the network.

5.3.1 Sharing the ISM band

Wi-Fi uses carrier sense to share the ISM band. This however requires a Wi-Fi receiver that is ON
before every transmission. Since Wi-Fi receivers require power-consuming RF components like
LNA, frequency synthesizers, mixers and ADCs, this would eliminate the power savings from our
design. Instead, we delegate the task of carrier sense to the plugged-in device, which also arbitrates
access between multiple passive Wi-Fi devices.

We illustrate this with an example. Say a passive Wi-Fi transmitter wants to sent a packet on
channel 6 and the plugged-in device transmits its tone between Wi-Fi channels 1 and 6. Before
any of the above transmissions happen, the plugged-in device first uses carrier sense to ensure that
there are no ongoing transmissions on any the frequencies including and in between channel 1 and
6.

Once the channels are found free, the plugged-in device sends a packet signaling a specific

passive Wi-Fi device to transmit. This signal is sent and decoded using the ultra-low power receiver
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described in §5.3.1. The packet starts with an ID unique to each passive Wi-Fi device (see Fig. 5.8).
When the passive Wi-Fi device detects its ID, it transmits within a SIFS duration at the end of the
signaling packet. The signaling packet is sent at the center of channel 1 and 6 as well as in between
them. This prevents other devices in the ISM band from capturing the channel before the passive
Wi-Fi device gets to transmit. The packet has 16 bits and adds a fixed overhead of 100 us for every
passive Wi-Fi transmission.

The above description assumes that the plugged-in device knows when to send the signaling
packet to each of the passive Wi-Fi devices in the network. To see how this can be achieved let us
focus on our target IoT applications. A device sending out beacons is configured to send them at a
fixed rate. Temperature sensors, microphones and Wi-Fi cameras (e.g., Dropcam [20]) have a fixed
rate at which they generate data. Similarly, motion sensors have an upper bound on the delay they
can tolerate. The passive Wi-Fi devices convey this information to the plugged-in device during
association (and can update it later using the protocol in §5.3.3). This information is used by the

plugged-in device to signal each passive Wi-Fi device in accordance to its desired update rate.

Ultra-low power receiver design

The plugged-in device encodes the bits using ON-OFF keying. We use a passive energy detector
with analog components and a comparator to distinguish between the presence and absence of
energy. Our design is the same as that used in our prior work [113, 114] and we skip it for brevity.
We implement the receiver using off-the-shelf components and it consumes 18 W, while achieving

a bit rate of 160 kbps.

5.3.2 ACKs and Rate Adaptation

ACKs and retransmissions. The plugged-in device listens to the ACKs and conveys this infor-
mation back to the passive Wi-Fi sensor. Specifically, if the ACK is successfully decoded at the
plugged-in device, it sets the ACK bit in the signaling packet shown in Fig. 5.8 to 1 and sends it to

the passive Wi-Fi sensor, by piggybacking it during the next period when the sensor is scheduled to
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Figure 5.9: Passive Wi-Fi association procedure.

transmit. If the ACK is not received at the plugged-in device, it immediately performs carrier sense
and sends a signaling packet with the ACK bit set to 0. When the passive Wi-Fi sensor receives
this, it retransmits its sensor value. In our implementation, the plugged-in device detects an ACK

by detecting energy for a ACK duration at the end of the passive Wi-Fi transmission.

Rate adaptation. Wi-Fi bit rate adaptation algorithms typically use packet loss as a proxy to adapt
the transmitter bit rate. In our design, we delegate this function to the plugged-in device. Specifi-
cally, the plugged-in device estimates the packet loss rate for each of its associated passive Wi-Fi
devices by computing the fraction of successfully acknowledged packets. It then estimates the best
802.11b bit rate and encodes this information in the bit rate field of the signaling packet. Since the
plugged-in device knows the bit rate as well as the packet length (from association as described
in §5.3.3), it knows how long the transmissions from each of its passive Wi-Fi devices would oc-
cupy on the wireless medium. Thus, it stops transmitting its tone at the end of the passive Wi-Fi

transmission and listens for the corresponding ACKs.
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5.3.3 Network Association

Finally, we describe how the passive Wi-Fi transmitters associate with the plugged-in device as well
as with the Wi-Fi router in the network. The key challenge is that since the plugged-in device does
not have a full-duplex radio (the lack of which is desirable to make it practical and low cost), there is
no direct communication channel from the passive Wi-Fi device to the plugged-in device. Instead,
as shown in Fig. 5.9, the plugged-in device associates with the Wi-Fi router with two MAC address
(MAC:1 and MAC:2). The plugged-in device then broadcasts a discovery packet using ON-OFF
keying modulation that contains these two MAC addresses and starts with a broadcast ID. The new
passive Wi-Fi device then transmits a Wi-Fi packet with the source and destination addresses set
to MAC:2 and MAC:1; this packet gets routed through the Wi-Fi router to the plugged-in device.
The packet payload includes the sensor update rate, packet length, supported bit rates and its MAC
address, MAC:3. The plugged-in device spoofs MAC:3 and associates it with the Wi-Fi router. It
then picks a unique ID and sends it to the passive Wi-Fi device along with other Wi-Fi network
credentials. Finally, the passive Wi-Fi device responds with a Wi-Fi packet with the source and
destination addresses set to MAC:3 and MAC:1; this packet gets routed through the Wi-Fi router
and confirms association at the plugged-in device.

After association, the passive Wi-Fi transmitter can send Wi-Fi packets to the plugged-in device
through the router, and change its parameters including update rate and packet length. Note that
the credentials for the spoofed MAC addresses could be sent securely using a manufacturer set
secret key shared between the passive Wi-Fi devices and the plugged-in devices. Exploring this in

detail however is not in the scope of this work.

5.4 Hardware Implementation

We first describe our implementation of passive Wi-Fi using off-the shelf components on an FPGA
platform. We use this to characterize passive Wi-Fi in various deployment scenarios. We then

present our IC design which we use to quantify our power consumption.

Off-the-shelf implementation. We implement a passive Wi-Fi prototype using off-the-shelf com-
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Figure 5.10: Smith chart showing the achieved constellation point for single side band backscatter design and the

corresponding EVM as a function of frequency.

ponents for backscatter and an FPGA for digital processing. The backscatter modulator consisted
of HMC190BMS8 SPDT RF switch network on a 2-layer Rodgers 4350 substrate [26]. The switch
for double side band was designed to modulate between open and closed impedance states and had
a 1.1 dB loss. For single side band, we used a cascaded SPDT switch network to connected to
the four impedance states corresponding to QPSK constellation. The four impedance states corre-
sponding to the QPSK constellation map and the corresponding Error Vector Magnitude (EVM) of
the implementation for single side band backscatter implementation is shown in Fig. 5.10. All the
required baseband processing including data scrambling, header generation, DSSS/CCK encod-
ing, CRC computation and DBPSK/DQPSK modulation were written in Verilog. The Verilog code
was synthesized and programmed on a DE1 Cyclone II FPGA development board by Altera [8].
We implement four different frequency shifts at the passive Wi-Fi device of 12.375, 16.5, 22 and
44 MHz. The digital output of the FPGA was connected to the backscatter switch to generate the
Wi-Fi packets from the tone emitted by the plugged-in device. A 2 dBi omnidirectional antenna
was used on the passive Wi-Fi device. The plugged-in device was set to transmit an equivalent

isotropic radiated power (EIRP) of 30 dBm.

Integrated circuit implementation. CMOS technology scaling has enabled the exponential scal-

ing in power and area for integrated circuits. Wi-Fi chipsets have tried to leverage scaling but with
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Figure 5.11: Passive Wi-Fi’s IC architecture for double side band backscatter. The frequency synthesizer
generates baseband clock. The baseband processor processes incoming data into Wi-Fi packets and the backscatter

modulator performs phase modulation and backscatters using the RF switch.

limited success due to the need for power hungry analog components that do not scale in power
and size with CMOS technology. However, baseband Wi-Fi operations are implemented in the
digital domain and tend to scale very well with CMOS. For context, Atheros’s AR6003 [10] and
AR9462 [47] chipsets that were released in 2009 and 2012 use 65 nm CMOS and 55 nm CMOS
node implementations respectively. For passive Wi-Fi devices integrated circuit implementation,
we chose the 65 nm LP CMOS node by TSMC, which gives us power savings of baseband pro-
cessing and ensures a fair comparison with current industry standards. The IC architecture of the
passive Wi-Fi device for double side band backscatter is shown in Fig. 5.11 and has three main

components:

Baseband frequency synthesizer. It generates the 11 MHz clock required for baseband processing as
well as four phases at 12.375 MHz offsets required for DBPSK and DQPSK. We phase synchronize
the 11 MHz and 12.375 MHz clocks to avoid glitches during phase modulation. We used an integer
N charge pump and ring oscillator-based PLL to generate 49.5 MHz clock from a 12.375 kHz
reference. The 49.5 MHz clock is fed to a quadrature Johnson counter to generate the four phases
with the required timing offsets (corresponding to 0, 7, 7 and 37” phases). The same 49.5 MHz

carrier is divided by 4.5 to generate the 11 MHz baseband clock.

Baseband processor. 1t takes the payload bits as input and generates baseband 802.11b Wi-Fi
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Table 5.1: Passive Wi-Fi’s IC Power Consumption

1 Mbps | 11 Mbps

Baseband Frequency Synthesizer | 5.6 uW | 5.6 uW

Baseband Processor 5.0uW | 48 uWw
Backscatter Modulator 39 uW | 5.6 uWw
Total Power 14.5 uW | 59.2 uW

packet. We used the Verilog code that was verified on the FPGA and use the Design Compiler by

Synopsis to generate the transistor level implementation of the baseband processor [54].

Backscatter modulator. It mixes the baseband data to generate DBPSK and DQPSK and drives the
switch to backscatter the incident tone signal. The baseband data are the select inputs to a 2-bit
multiplexer which switches between the four phases of the 12.375 MHz clock to generate the phase
modulated data. The multiplexer output is buffered and used to drive the RF switch, which toggles

the antenna between open and short impedance state.

Table 5.1 shows the power consumption of our design at 1 Mbps and 11 Mbps which was
computed using the Cadence spectre and Synopsis Design Complier toolkits [14, 54]. Passive
Wi-Fi’s double side band IC implementation for 1 Mbps and 11 Mbps consumes a total of 14.5
and 59.2 W of power respectively. The digital frequency synthesizer is clocked for DQPSK and
consumes a fixed power for all data rates. The power consumption of the baseband processor that
generates the 802.11b packets scales with the data rate and consumes 30% and 80% of total power
for 1 and 11 Mbps respectively. The backscatter modulator consumes the rest of the power for

performing phase modulation and running the switch.

5.5 Evaluation

We first evaluate passive Wi-Fi s physical layer performance and then evaluate its network perfor-

mance.
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5.5.1 Efficacy of single sideband backscatter

We compare the single sideband backscatter design with the double sideband backscatter hardware
design [115] that create a mirror copy on the unintended side of the single tone. We use a USRP
to transmit a single tone at 2.5085 GHz and set the backscatter devices to generate Wi-Fi packets
at 2.462 GHz. In the case of prior double sideband backscatter designs, this creates a mirror copy
on Wi-Fi channel 6. We configure a Wi-Fi transmitter-receiver pair on channel 6 and run an iperf
connection using TCP with the default Wi-Fi rate adaptation algorithm. We use a Linksys WRT45g
Wi-Fi AP as the Wi-Fi transmitter and a Nexus 4 smartphone as the Wi-Fi receiver and separate
them by 10 feet. We set the backscatter device to generate 2 Mbps Wi-Fi packet with a 32-byte

payload, at a distance of 2 feet from the Wi-Fi receiver.

Fig. 5.12 shows the iperf throughput in the presence of single and double-sideband backscatter
hardware. The x-axis shows the rate at which Wi-Fi packets are generated using backscatter. For

comparison, we show the baseline throughput in the absence of backscatter. The plot shows that,

e When the backscattering device generates a small number of packets (50 pkts/s), it has negli-
gible impact on the concurrent iperf flow. This is true with both single-sideband and double
sideband backscatter designs. This is expected because the backscattered packets are small and
are transmitted at a very low rate that they do not affect the throughput of concurrent Wi-Fi

connections.

e When we backscatter Wi-Fi packets at a higher rate, the iperf throughput reduces with prior
double sideband backscatter hardware. This is because it creates a mirror copy on Wi-Fi chan-
nel 6 that reduces the throughput of any other Wi-Fi connection. However, we see negligible
impact on the iperf throughput with our single-sideband hardware. This demonstrates that our

single-sideband backscatter design can double spectral efficiency.
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Figure 5.12: Efficacy of single sideband backscatter. We compare our design with double sideband backscatter
designs on the throughput of an iperf flow on a concurrent Wi-Fi transmitter-receiver pair. Baseline is the throughput

in the absence of any backscatter device.

5.5.2 Single side band evaluation

In the following sections we will evaluate the operating range of passive Wi-Fi in various deploy-
ment scenarios. The operating range of passive Wi-Fi is a function of the power of scattered Wi-Fi
packet. We have introduced both single side band and double side band designs for generating
Wi-Fi packets. In our hardware implementation, the single side band and double side band designs
have similar output power. In theory, the single side band should have 3 dB higher power. How-
ever, 1.1 dB is lost in the additional switch required for QPSK constellation and we lose additional
power due to switching attributed to complex sub-carrier modulation. To verify the spectrum and
behavior of single side band backscatter, we connected the single side band backscatter switch,
the transmitter and an RF scope using a circular and measured the spectrum. Fig. 5.13 shows the
spectrum of single side band Wi-Fi packet and the measured in-band power in the Wi-Fi Channel 1
is within 0.5 dB of the power in double side band design. Since, the operating range of single side
band and double side band systems would be similar, in subsequent sections, we will use double

side band design to characterize the operating range of passive Wi-Fi.
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Figure 5.13: Measured spectrum of single sideband backscatter. We use a high frequency RF scope to measure

the spectrum of the single side band backscattered Wi-Fi.

5.5.3 Physical Layer Performance

We first evaluate the range in various scenarios. We then evaluate the effect of the frequency shift

used in our system on the packet loss rate. Finally, we present results for all four 802.11b bit rates.

RSSI in Line-of-sight scenarios

We run experiments in two line-of-sight scenarios.

Deployment scenario 1. We fix the distance between the passive Wi-Fi device and the plugged-
in device. We then move the Wi-Fi receiver away from the passive Wi-Fi device and measure the
RSSI of the passive Wi-Fi transmissions as seen by the receiver. We run the experiments in the CSE
atrium where the maximum distance possible when the passive Wi-Fi device and Wi-Fi receiver
were placed on either end was around 100 feet. In our experiments, we set the passive Wi-Fi device

to generate 802.11b beacon packets at 1 Mbps. These packets have a payload of 68 bytes where
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Figure 5.14: RSSI in deployment scenario 1. We move the phone away from the passive Wi-Fi device.
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Figure 5.15: RSSI in deployment scenario 2. d, is the distance between the passive Wi-Fi transmitter and plugged-
in device. d, is the distance between the passive Wi-Fi device and Wi-Fi receiver. The passive Wi-Fi device moves

alone the line joining the other two devices.

the SSID is set to WiLab_0000 and are transmitted every 15 ms. We set the plugged-in device to
transmit its tone 12.375 MHz from the center of Wi-Fi channel 1 between channel 1 and 6. We
use an HTC One (M7) phone as our Wi-Fi receiver. Since the passive Wi-Fi device is transmitting

Wi-Fi beacons, it appears as a Wi-Fi AP at the smartphone. To measure the RSSI values of these
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Figure 5.16: Snapshot of the Wi-Fi analyzer app. WiLabAP_0000 corresponds to the beacons transmitted by a

passive Wi-Fi device.

packets, we use a third party Android app called Wifi Analyzer [9]. The app provides the RSSI
value computed by the Wi-Fi chipset at the smartphone using all the Wi-Fi beacon transmissions

on the wireless medium as shown in Fig. 5.16.

In each experiment, we hold the smartphone in our hand and measure the reported RSSI values
as we walk away from the passive Wi-Fi device. The measurements are taken at increments of
4 feet. Fig. 5.14 plots the results for three different values of the distance between the passive
Wi-Fi transmitter and the plugged-in device. The x-axis plots the distance between the passive
Wi-Fi transmitter and the Wi-Fi receiver while the y-axis plots the reported RSSI values. The plots
show that as expected, the RSSI values reduce as the phone moves away from the passive Wi-Fi
device. Further, as predicted by our analysis in §5.2.5, the range of our passive Wi-Fi transmissions
reduce with the distance between the passive Wi-Fi transmitter and the plugged-in device. When
the separation between the passive Wi-Fi transmitter and the plugged-in device is 3 or 6 feet, the
range of the passive Wi-Fi transmissions spans the entire length of the CSE atrium. The range
is around 55 feet when this separation is 12 feet. This reduced range is due to a combination of

multipath and a weak backscatter signal.

Deployment scenario 2. Next we place the plugged-in device and the Wi-Fi receiver at a distance
dy + d>. We move the passive Wi-Fi transmitter along the line connecting these two devices. As

above the passive Wi-Fi transmitter is set to generate 802.11b beacon packets at 1 Mbps and the
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Figure 5.18: RSSI in deployment scenario 2 in the presence of walls. The brown blocks denote the position of
the walls. d; is the distance between the passive Wi-Fi transmitter and plugged-in device. d, is the distance between

the passive Wi-Fi device and Wi-Fi receiver.

plugged-in device transmits its tone at 12.375 MHz from the center of Wi-Fi channel 1. We collect
the RSSI values from a HTC One (M7). Fig. 5.15 plots the results for three different values of
the distance between the plugged-in device and the Wi-Fi receiver (d; + d»). Each point on the
x-axis denotes the distance between the passive Wi-Fi device and the plugged-in device (d;). The
plots show that the RSSI values are the highest when the passive Wi-Fi transmitter is either close
to the Wi-Fi receiver or the plugged-in device. Further, the RSSI values are lower at the mid point

between the two devices, confirming our theoretical analysis.

RSSI in Through-the-Wall Scenarios

We rerun experiments in the above deployment scenarios but now in the presence of walls. In the

first deployment, we place the passive Wi-Fi device and the plugged-in devices at distances of 1
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and 6 feet from each other. As the Wi-Fi receiver moves away from the passive Wi-Fi device, it is
separated by multiple double sheet-rock (plus insulation) walls with a thickness of approximately
5.7 inches. As before, we use an HTC One (M7) phone as our Wi-Fi receiver and set the plugged-in
device to transmit with a 12.375 MHz frequency offset from channel 1. The passive Wi-Fi device
periodically transmits Wi-Fi beacons at 1 Mbps and we measure the RSSI values as reported by
the Wi-Fi receiver. Fig. 5.17 shows that the range is now around 28 feet when the distance between
the passive Wi-Fi device and the plugged-in device is 6 feet. This is expected because the signals
get attenuated by two walls before arriving at the Wi-Fi receiver.

In the second deployment, we fix the location of the plugged-in device in the first room and
place the Wi-Fi receiver in the third room at a distance of 25 feet. We then move the passive Wi-Fi
device along the line connecting the above two devices and measure the RSSI reported by the Wi-
Fi receiver. Fig. 5.18 plots the RSSI results and show that they follow a similar trend as before and

work even in the presence of attenuation from walls.

Effect of different frequency shifts

We evaluate how different frequency shift values affect passive Wi-Fi performance. To do this,
we place the passive Wi-Fi transmitter and plugged-in device 6 feet from each other. We move
a Wi-Fi receiver away from the passive Wi-Fi device in a 50 foot long space. The passive Wi-Fi
device transmits 1 Mbps Wi-Fi packets with a payload of 512 bytes on channel 1. We use the
Intel 5350 chipset as a Wi-Fi receiver which runs tshark to log all the packets that are successfully
decoded by it. The passive Wi-Fi transmitter consecutively transmits 200 unique sequence numbers
in a loop using which we compute the packet error rate at the Wi-Fi receiver. We repeat these
experiments for three different frequency shifts of 12.375, 16.5 and 44 MHz.

Fig. 5.19 plots the PER observed at the Wi-Fi receiver as a function of distance between the
passive Wi-Fi transmitter and the Wi-Fi receiver. The figure shows that the PER is consistently
around 20% when we use frequency shifts of 44 and 16.5 MHz. For comparison, we measured the
PER for a conventional Wi-Fi transmitter placed 10 feet away and observed similar PER values.

The interesting observation however is that when the frequency shift is 12.375 MHz, we see a large
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Figure 5.19: Effect of different frequency shifts. The PERs are very stable with 16.5 MHz and 44 MHz offsets.

variation in the PER as the location of the Wi-Fi receiver changes. This is because of two related
reasons. First, when the frequency shift is small, the tone from the plugged-in device is very close
to the desired Wi-Fi channel. Second, because of multipath, different locations see different signal
strength differences between the passive Wi-Fi device and the out-of-band interference from the
plugged-in device. When the frequency shift is small, this out-of-band interference can still be
significant in certain locations to create losses. We note that while a 44 MHz shift is too high to be
within the ISM band, a 16.5 MHz shift has PERs that are stable across locations and yet is small

to be within the ISM band while generating Wi-Fi packets on channels 1, 6, and 11.

Higher 802.11b bit rates

Finally, we show that passive Wi-Fi can generate all four 802.11b bit rates. We place the passive
Wi-Fi device and plugged-in device 6 feet from each other. We change the location of the Wi-Fi
receiver to five different spots in a 15x24 ft office room. The plugged-in device is set to use a
12.375 MHz offset. For each Wi-Fi receiver location, the passive Wi-Fi device transmits 802.11b
packets at 1, 2, 5.5 and 11 Mbps on channel 1. For each bit rate, the passive Wi-Fi transmitter
is configured to send 200 packets with a 512-byte payload with different sequence numbers. The
Wi-Fi receiver is configured to compute the effective PHY goodput achieved by multiplying the

transmitted Wi-Fi bit rate with the fraction of packets that are decoded. We use an Intel 5350
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Figure 5.20: All 802.11b bit rates. Our design can generate 802.11b transmissions across all four bit rates

chipset as our Wi-Fi receiver as before. Fig. 5.20 plots a CDF of the PHY-layer goodput across the

five locations. The plots show that our design can indeed be used to generate 802.11b transmissions

across all four bit rates.
5.5.4 Passive Wi-Fi Network Performance

As described in §5.3.1 to coexist in the ISM band, the plugged-in device first performs carrier sense

and then signals the passive Wi-Fi device to transmit. In this section, we first evaluate how well

the signaling mechanism works. We then describe how our overall carrier sense mechanism works
in the presence of other Wi-Fi devices.

Evaluating the signaling mechanism
The plugged-in device transmits a packet with a 10-bit ID that is unique to each passive Wi-Fi

device. We evaluate two aspects: (1) the probability with which the signal from the plugged-in
device trigger transmissions from the correct passive Wi-Fi device and (2) the probability that
it would trigger the wrong passive Wi-Fi device. To evaluate this, we consider the worst-case
scenario: two devices that have IDs that differ by just one bit. We set the plugged-in device to
transmit the signaling packet with the ID of the first device. We move the two passive Wi-Fi devices
away from the plugged-in device. At each distance value, the plugged-in device is configured to
transmit the signaling packet for a total of 1890 times. The passive Wi-Fi devices use an envelope

detector to correlate for their specific ID. We compute the fraction of the 1890 signaling packets
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Figure 5.21: Passive Wi-Fi network performance.

that are decoded and match the ID of the passive Wi-Fi device. We run these experiments in the
UW CSE atrium for increasing distances from the plugged-in device. Fig. 5.21(a) show the fraction
of signaling packets that match the ID of the two passive Wi-Fi devices as a function of the distance
from the plugged-in device. The plot shows that neither device incorrectly decodes the ID. This is
because our receiver builds on our prior work [113,114,131, 187] and has gone through multiple

iterations to improve its reliability.

Evaluating passive Wi-Fi s carrier sense

The plugged-in device performs carrier sense and signals a specific passive Wi-Fi device to trans-
mit. The signaling mechanism adds a constant overhead of 100 us to each passive Wi-Fi transmis-
sion. To compare how our mechanism compares to standard Wi-Fi, we compare the performance
of a concurrent Wi-Fi transmitter-receiver pair in the presence of a passive Wi-Fi transmitter with
that of a traditional Wi-Fi transmitter. We use two Intel 5350 Wi-Fi chipsets to transmit and receive
Wi-Fi packets using iperf. The devices use the chipsets default bit rate adaptation. We run exper-
iments in two scenarios: 1) we use a Ralink RT2070 Wi-Fi chipset to transmit Wi-Fi packets at
1 Mbps every 15 ms and 2) we set our passive Wi-Fi transmitter to transmit its packet every 15 ms

at 1 Mbps using our carrier sense mechanism. We measure the throughput achieved by a concur-
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rent Wi-Fi transmitter-receiver pair in the presence of these two devices. Fig. 5.21(b) plots the TCP
throughput and shows that passive Wi-Fi has a similar impact on the ongoing flow as a traditional
Wi-Fi transmitter. This is because, passive Wi-Fi adds only a small fixed 100 us overhead. This

small overhead is however overshadowed by transient changes in network conditions.

5.5.5 Applications

To understand how passive Wi-Fi can be used to reduce the power consumption of sensors with
wireless connectivity, we analyze the power budgets of two kinds of applications. First we will
consider low latency sensing platforms such as microphones and cameras that continuously trans-

mits sensor information. We then analyze duty-cycled sensors that sporadically transmit data.

1) A low power microphone consumes 17 W [6] and an ADC digitizing the microphone output
would consume an additional 33 W [6] resulting in a total power consumption of 50 uW for the
sensing subsystem. If we use an IoT Wi-Fi chipset by Gainspan or TI to continuously transmit
audio, the active Wi-Fi transmitter will consume 670 mW [24,57]. This results in a total power
budget of 670.05 mW which is dominated by the Wi-Fi chipset. However, if we substitute the
active Wi-Fi chipset with passive Wi-Fi operating at 1 Mbps, the power budget of the system drops

to 65 W, a 1000x reduction in the total power budget of a wireless microphone.

2) A low power camera like OV7690 operating at VGA resolution and capturing one image per
second consumes an average of 10 mW [43]. The camera outputs raw data at 2.45 Mbps which can
be transferred wirelessly without the need for power hungry on-board compression. Using an [oT
Wi-Fi chipset from Gainspan or TI, brings the total power consumption of the system to 680 mW.
If we substitute an active Wi-Fi chipset which consumes 670 mW of power with 11 Mbps passive

Wi-Fi, we can improve the battery life of Wi-Fi video camera by at least 50x [24,57].

3) Finally, let us analyze duty cycled sensors such as iBeacons [27] and home proximity sen-
sors [46] which periodically transmit data using Bluetooth Low Energy and ZigBee protocols re-
spectively. iBeacons and proximity sensors typically transmit beacons/data packets a rate of 100 ms

to 900 ms and last for 3 months to 3 years respectively on a coin cell battery [27]. If we replace the
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active BLE/ZigBee transmitter which consumes 35 mW [55] in transmit mode with passive Wi-Fi
consuming 15 pW, the battery life can be extended well beyond 10 years, which is the lifetime of
a typical battery. Furthermore, the battery can be supplemented with harvested energy from RF
signals such as Wi-Fi using systems such as power over Wi-Fi [196, 197], to develop beacons and

sensors which would never require battery replacement.

5.6 Related Work

RFID systems. RFID tags backscatter the signal back to a dedicated 900 MHz RFID reader. The
use of backscatter as a general communication mechanism, however, has been limited to RFID
systems for two key reasons. First, to decode the weak backscattered signals, the reader eliminates
the strong signal from the reader using full-duplex radios [116,211]. This requires expensive com-
ponents such as circulators and highly linear analog RF front end at the reader which contribute to
the high cost of typical RFID readers (1000s of dollars). In contrast, chipsets for conventional radio
technologies such as Wi-Fi do not require the specialized components, can be fully integrated in
silicon and hence, are orders of magnitude less expensive. Second, enabling backscatter communi-
cation with existing devices such as smartphones, routers and laptop, requires a complete hardware
change to their chipsets and incorporating a dedicated fully duplex radio; this is a high bar that has

limited the adoption of backscatter below RFID systems.

Sub-carrier modulation in backscatter systems. Sub-carrier modulation is a widely used tech-
nique in backscatter systems. Commercial RFID readers use the EPC Gen2 protocol, and Miller
based sub-carrier modulation with 2-ASK and 2-PSK is part of the EPC Gen2 RFID specifica-
tion [92]. Additionally, [119, 120] and [90] have demonstrated the use of sub-carrier modulation
for 2-FSK backscatter communication. In this work, we build on prior approaches of sub-carrier
modulation to implement for the fist time, DBPSK and DQPSK modulation with DSSS/CCK en-
coding and synthesize 802.11b Wi-Fi packets. We also characterize the in-band and out of band
interference as a function of the offset frequency. Finally, we introduce single side band backscat-

ter which eliminates the mirror copy of backscatter data and increases the spectral efficiency of
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backscatter.

Bi-static backscatter systems. Our work is also related to bi-static backscatter systems. In such
systems, the transmitter of the carrier signal and the receiver of the backscattered signal are physi-
cally separated [90,118-120,183]. The use of this configuration, reduces out of band interference at
the receiver, thereby eliminating the need for full-duplex radio and reducing the cost and complex-
ity of the receiver. [119,120] uses a bi-static configuration to receive 2-FSK modulated backscatter
signals on software defined radios. In [90], authors used a similar deployment but instead receive
2-FSK BLE packets synthesized using backscatter on Bluetooth radios. In this work, we use the
bi-static configuration with interference resilient DSSS/CCK encoded DBPSK and DQPSK mod-
ulated signals which can be reliably received on Wi-Fi radios. We leverage the fact that Wi-Fi
receivers have out of band interference rejection components and work even in the presence of
interference in the adjacent band that is 35 dB stronger [28]. We analyze the operating range and
the performance of passive Wi-Fi in various deployment scenarios. We also design a network-layer
stack design that enable us to operate in the presence of multiple passive Wi-Fi transmissions as

well as with existing devices in the ISM band.

Wi-Fi and ambient backscatter systems. In ambient and Wi-Fi backscatter [113, 131, 165],
battery-free devices communicate with each other by backscattering ambient signals such as TV
and Wi-Fi transmissions. The basic difference between these designs and passive Wi-Fi is that
Wi-Fi backscatter systems create an additional narrowband data stream to ride on top of existing
Wi-Fi signals. In contrast, passive Wi-Fi aims to use backscatter to generate 802.11b transmissions

that can be decoded by billions of existing devices with Wi-Fi chipsets.

In particular, Wi-Fi backscatter [113] demonstrated that existing Wi-Fi chipsets can decode
backscattered information from a tag using changes to the per-packet CSI/RSSI values at 1 kbps
bitrates and a 2 m range. [168] improved the rate of this communication using a full-duplex radio to
cancel the high-power Wi-Fi transmissions from the reader and decode the weak phase-modulated
narrowband backscattered signal at the reader. This has allowed them to achieve data rates of up

to 5 Mbps at a range of 1 m and 1 Mbps at a range of 5 m. A recent news release [37] claims to
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achieve 330 Mbps Wi-Fi backscatter communication at 2.5 m using a custom IC that implements a
full-duplex radio. The challenge with these full-duplex designs is that they have the same problem
as conventional RFID designs— they require a custom full-duplex radio to be incorporated at
the receiver and hence the backscattered signals cannot be decoded on any of the existing Wi-Fi

devices.

Finally, [90] builds on Wi-Fi backscatter and uses subcarrier modulation to create 2 MHz nar-
rowband 2-FSK signals. Instead, we create 22 MHz DSSS/CCK transmissions using backscatter
and enable Wi-Fi transmissions at 10000x lower power than existing Wi-Fi systems. We also
present a network-layer stack design that enable us to operate in the presence of multiple passive

Wi-Fi transmissions as well as with existing devices in the ISM band.

Duty-cycled radios. Over the past decade, there has been significant work in the academic com-
munity to develop ultra-low power radios [176]. The key idea in these systems is to design a custom
low power radio transmitter front end and use a wakeup receiver to duty cycle the transmitter and
reduce the average transceiver power consumption. The power consumption of such transmitters
at sub-milliwatt output power is in the order of 100 W [162,213] to few mWs [69, 161, 175].
Further, such radios use custom protocols supporting 10-100 kbps data rates that require deploy-
ment of special purpose receivers and hardware. In contrast, passive Wi-Fi demonstrates that we
can generate Wi-Fi transmissions at tens of microwatts of power; given the ubiquity of Wi-Fi, this
significantly lowers the bar for adoption. We also note that, the duty cycle operation is orthogonal
to passive Wi-Fi transmissions and can be used to further reduce the overall power consumption of

a system employing passive Wi-Fi.

Low power Wi-Fi transceivers. The Wi-Fi industry has designed Wi-Fi chipsets for IoT appli-
cations including QUALCOMM QCA4002 and QCA4004 [48]. These designs reduce the power
consumption by decreasing the transmit power by up to a half when in proximity of another device.
They also optimize the power consumption of their sleep mode to be less than 1 mW. Additionally,
Gainspan and Texas Instruments also sell Wi-Fi chipsets for IoT applications which incorporate

standby/hibernate modes with power consumption of less than 20 ;¢ W and can switch to active
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mode within 10’s of milliseconds [24, 57]. However, the power consumption during active trans-
mission is around of 600 mW [24, 57] which is orders of magnitude higher than passive Wi-Fi.
Efforts including Intels Moores radio [17] design digital versions for RF components such as fre-
quency synthesizers. This is targeted at reducing the cost and size of the RF chipset rather than its
power consumption — a digital Wi-Fi frequency synthesizer consumes 10-50 mW [17,99] which
is similar in power consumption to its analog counterpart.

Finally, recent low power Wi-Fi receiver designs use techniques like dynamic voltage and fre-
quency scaling [134] and compressive sensing [135]. In particular, SloMo [135] leverages the
sparsity inherent to 802.11b DSSS signals using compressive sensing to operate the radio at a
lower clock rate. Enfold [134] extends this to work with OFDM modulation. Our work on en-
abling ultra-low power Wi-Fi transmissions is complimentary to this work and can in principle be

integrated together.

5.7 Conclusion

Wi-Fi has traditionally been considered a power-consuming communication system and has not
been widely adopting in the sensor network and IoT space. We demonstrated for the first time that
802.11b transmissions can be generated using backscatter communication, while consuming 3—4
orders of magnitude lower power than existing Wi-Fi chipsets. Passive Wi-Fi transmissions can
be decoded on any Wi-Fi device including routers, mobile phones and tablets. We built prototype

hardwares and evaluated our design in various deployment scenarios.
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Chapter 6

HYBRID ANALOG-DIGITAL BACKSCATTER: A NEW APPROACH
FOR BATTERY-FREE SENSING

6.1 Introduction

Radio Frequency Identification (RFID) systems are widely used for identification and tracking in
supply chain management, access management and transit systems. The RFID industry led this
effort and developed long range and inexpensive tags, standardized protocols (EPC Gen2) and
RFID reader infrastructure. Due to the progress made in this field, the sensing community has
started to investigate RFID technology to develop wireless sensing platforms and solutions [185].
Traditionally, wireless sensors have batteries which are bulky, expensive, short lived and need
frequent maintenance. However, with passive RFID, devices can now harvest power from the
electromagnetic waves transmitted by the reader and use backscatter to send information to the
reader thereby eliminating batteries. Due to their small form factor and battery free operation,
passive RFID sensors have longer lifetime and can be widely distributed and embedded virtually

everywhere.

6.1.1 Digital backscatter sensing

Digital backscatter is the conventional approach to sensing. Sensor output is sampled using an
analog-to-digital converter (ADC) and the sensor values are wirelessly transmitted as digital pack-
ets to the reader. A digital temperature sensor using a custom integrated circuit operating in UHF
frequency band has been reported in literature [164]. An alternative approach to custom IC, is the
use of programmable platforms such as the Wireless Identification and Sensing Platform (WISP)
which enable flexibility in the choice of sensing applications. Using WISP, a multitude of sensing

applications such as accelerometer, light sensor, temperature sensor and strain gauge have been
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reported [187]. Although digital backscatter provides noise immunity and enables the use of exist-
ing protocols (and features such as addressability and control) and reader infrastructure, the typical
power requirements of active sensors and ADCs are higher than what is available from the reader
at long distances. This limits the operating range and/or results in low duty cycles for the digital
backscatter platform. Finally, existing protocols (such as EPC Gen2) are optimized for identifica-

tion and are not suited for high data rate streaming of sensor data [185].

6.1.2 Analog backscatter sensing

Analog backscatter is an alternative sensing approach where the sensing quantity (e.g. temperature)
directly modifies some characteristics (such as quality factor or resonant frequency) of a resonat-
ing structure or an antenna. For example, Theremin’s cavity resonator (also known as the Great
Seal Bug [15]) uses capacitive changes in a flexible metallic membrane to detect sound waves. In
[95] electromagnetic and magneto mechanical resonance is to develop position and force sensors.
Recent work in RFID sensing has focused on utilizing the antenna of commercial RFID tags as
a sensor. RFID tag antennas coated with a sensing film or when brought in proximity of metal-
s/dielectric result in changes in the read rate, operating range and turn-on power of the tag. These
changes can be detected to develop humidity sensors [110], displacements sensors, and tempera-
ture sensors [73]. However, tag antenna based sensing has limited resolution and is only applicable
to slowly varying quantities. Furthermore, a common drawback in tag based antenna sensing is the

need for continuous calibration of the RF channel to mitigate path loss and multipath effects.

6.1.3 This work: hybrid analog-digital backscatter sensing

As described above, traditional analog backscatter requires specialized antennas/resonant struc-
tures which are incompatible with standard digital backscatter. In this work, we implement analog
backscatter by directly connecting the antenna to a sensor whose impedance varies as a function of
the sensed quantity. Using this approach of analog backscatter, first we undertake a comparative

study of analog vs. digital backscatter. We conclude that the optimal solution for high data rate
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Figure 6.1: (a) A typical RFID system (b) Equivalent model of antenna

sensing is a hybrid platform that combines addressable digital backscatter with selectable sensors
which use analog backscatter for high data rate sensing. We demonstrate our approach of hybrid
backscatter by augmenting a digital RFID platform (WISP) with a microphone to develop the first

digitally addressable battery free microphone.

The first prototype of the hybrid approach and preliminary results were presented in [195].
In this chapter, we undertake a comparative study of analog vs. digital backscatter to motivate
the use of hybrid backscatter platforms. We also conduct an in-depth analysis of the working
of the backscatter microphone. Based on this analysis, we optimize the backscatter microphone
design and report substantial improvements in performance (compared to [195]). The outline of
the paper is as follows. In §6.2 we discuss the basics of backscatter communication followed by
a comparative study of analog and digital backscatter sensing in §6.3 and hybrid backscatter in
§6.4. In §6.5 we discuss a backscatter microphone and in §6.6 we describe our implementation
of hybrid backscatter platform. We evaluate our system in hybrid backscatter platform in §6.7 and

conclude the paper in §6.8.

6.2 Background on Power Harvesting and Backscatter Communication

Figure 6.1(a) illustrates a typical RFID system which consists of an RFID reader transmitting elec-

tromagnetic waves with RFID tag(s) located in its vicinity. The power density of electromagnetic
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waves incident on a tag placed at a distance r from the reader is given as

PG,
S —
47y

6.1

where P, is the power transmitted by the reader and G; is the gain of the reader antenna.

The incident power is collected by the aperture of the tag antenna and delivered to the termi-
nating impedance. At the same time, a fraction of the incident power is scattered by the antenna.
We use the Thevenin equivalent circuit model shown in Figure 6.1(b) to analyze the received and
backscattered power. Here, V, is the open circuit voltage on the antenna terminals, Z4 = Ry + jX4
is the complex antenna impedance and Z; = Ry + jX7 is the impedance across the antenna ter-
minals [70]. Although it has been shown in [81] that Thevenin equivalent circuit model do not
represent the true behavior of antennas, in cases such as thin wire antennas like dipole which is the

topic of our study, the equivalent circuit model is sufficiently accurate.

6.2.1 Power Harvesting and Duty Cycle Operation

The RF power collected by the tag is determined by the effective aperture of its antenna (A,) and

is given by

P G,
l‘Gt G |:1 o |F‘2i|

Preceive = SAe = .
d 4mr? 4

(6.2)

where, G, is the gain of the receive antenna, ) is the wavelength and I', the reflection coefficient

is defined as

Zr —7Z;
r-4r=% (6.3)
Iy +Zr
For maximum power transfer (]I'| = 0), the antenna should be terminated by the complex

conjugate of its impedance i.e. Zy = Z;. This represents the matched impedance state which is
optimal for power harvesting.

As seen from (6.2), the power received by the tag drops rapidly as the distance between the tag
and the reader increases. Typical sensing platforms have significant power consumption and they
operate by duty cycling their operation [187]. During the sleep/off state, the circuit continuously

harvests energy while consuming minimal power. Once sufficient energy is available, the system
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wakes up and executes a task (sensing, computation and communication). By equating the energy
harvested with the total energy consumed over each operating cycle and using (6.2), the duty cycle

(D) of the system can be estimated as

D — T()n o P received * Tlharvester — P leakage
T()n + Tsleep P load
PG, NG, 2
471”,5-? |:1 - |F| :| * Nharvester — Pleakage (6 4)
P load

where 7pamesier 18 the efficiency of the power harvester, P . 18 leakage power consumption
(during sleep/off mode) and P, is the average power consumption of the active mode (excluding
leakage power). It can be seen that the maximum operating range of the system is the distance at
which the harvested power is equal to leakage power and the duty cycle drops to zero. Note that
the maximum operating range is a function of leakage power and is independent of active power

consumption.

6.2.2 Backscatter Communication

Passive RFID tags modulate the impedance across the antenna terminals which causes a change
in the field backscattered by the tag. These changes in the field are detected by the reader and are
used to decode the bits transmitted by the tags. For thin wire antennas such as dipoles which are
used in RFID tags, the re-radiated can be computed using the equivalent circuit model [70] shown

in Figure 6.1(b) and can be written as

_ PG, NG
4t Arx

11— (6.5)

P backscatter — So
where, o, the scalar radar cross section (RCS) of the antenna is defined as

N2 G?
- 4

o

-1 (6.6)

The backscattered field from the tag antenna undergoes path loss in the reverse direction and

the signal power received by the reader located at a distance r from the tag is given as
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Figure 6.2: (a) Digital backscatter sensing platform (b) Analog backscatter sensing platform (c) Hybrid analog-
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where o is defined in (6.6). Subsequent analysis of backscatter communication will consider

that all antennas are operating at their resonant frequency i.e. the frequency at which Z, = R,4.

Digital Backscatter Sensing

A typical digital backscatter sensing platform (shown in Figure 6.2(a)) uses an ADC to sample the

output of the sensor. The digitized sensor data is then processed and transmitted as binary data
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packets by using a FET to switch the impedance across the antenna between matched (Zy; = Ry)
and short (Zy, = 0) states. This switching operation implements binary amplitude/phase shift
keying and maximizes the difference in the power backscattered by the tag (while being able to
simultaneously harvest in one state). The difference in the backscattered digital power received by
the RFID reader is typically analyzed using differential radar cross section [155], and in the ideal
case of switching between matched and short states can be written as

PG\ Ao ol A
Preader.a = W = P,G;G; Iy (6.8)

Analog Backscatter Sensing

Analog backscatter generalizes the concept of backscatter by continuously varying the terminating
impedance of the antenna. Traditional approaches to analog backscatter use the antenna as the
sensing element [73, 110]. However, our approach to analog backscatter sensing (as shown in
Figure 6.2(b)) consists of a sensor (passive or active) directly connected to the terminals of the
antennas. The impedance of the sensor (Z,,,,,) varies as a function of the sensing quantity, thereby,
modulating the backscatter power with sensor information. Using (6.3), (6.6) and (6.7), the analog
backscattered power as a function of the impedance of the sensor can be written as
\NP.G2G? 4R
(@4rr)* |Ra + Zoensor|”

= f (Zsensor) (6.9)

P reader.a —

The reader captures the backscattered power and uses (6.9) to decode, digitize and process the
sensor information. Under certain conditions (as shown in Section 6.5) the decoding process can

be as simple as a band pass filter.

Hybrid Analog-Digital Backscatter Sensing

Analog and digital backscatter can be combined to develop a hybrid backscattering platform. Fig-
ure 6.2(c) shows a schematic and equivalent circuit model for a hybrid backscattering platform
which time multiplexes digital and analog backscatter modes. In the digital backscatter mode,

the analog switch (Sy) is turned off, disconnecting the sensor from the antenna, and the platform
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behaves as a normal digital backscatter platform as described in §6.2.2. In analog backscatter
mode, the analog switch (Sy) is turned on, connecting the sensor (in parallel with the terminating
impedance, Z7;) to the antenna. The backscattered power as a function of the impedance of the
microphone (Z;,,s,,) sensor can be written as
4p 22 2
\'P,G; Gy 4R;

Preadern = (6.10)
(471'}’)4 ’RA + ZTI || Zsensor‘2

6.3 Analog Backscatter versus Digital Backscatter

A comparative study of analog vs. digital computation has been reported in literature which shows
that for a given bandwidth (set by the specifications of the task), analog performs better (in terms
of both chip area and power) for low signal to noise ratios whereas digital has better performance
for high signal to noise applications [188]. It was concluded that for any given task, the opti-
mal solution was neither analog nor digital alone, but a combination/hybrid of both analog and
digital computation. In this section, we undertake a similar qualitative study to understand the
performance of analog backscatter sensing and digital backscatter sensing in terms of power con-
sumption, duty cycle and signal to noise ratio. We have discussed analog backscatter and digital
backscatter techniques for sensing platforms. However, it is not apparent which technique is best
suited for a particular application. Each sensing application has certain specifications in terms
of sampling frequency/data rate and operating distance from the reader. In this section we will
qualitatively study the performance of RF powered analog and digital backscatter systems. The
analysis is intended to be generic and serve as a guideline to understand the trends and inherent

tradeoffs of analog and digital backscatter sensing.

6.3.1 Power Consumption

The power consumption (Pyigirr) Of a digital backscatter platform (in Figure 6.2(a)) consisting of

an active sensor (including amplifiers and anti-aliasing filters), ADC, digital core and the switching
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Figure 6.3: (a) Tradeoff between power consumption and sampling rate (b) Tradeoff between SINAD and distance

transistor can be written as

Pdigital = Psensor + Peore + Papc

= Ppc + CVppfs + FOM x 2ENOP « f,

6.11)

where, Ppc is the static power consumption of the sensor (and associated amplifiers and anti-

aliasing filters). C represents the effective capacitance switching at sampling frequency (f;) in the

digital core and FET. FOM is the figure of merit of the ADC and ENOB represents the ADC’s

effective number of bits [206].

A typical analog backscatter sensing platform (Figure 6.2(b)) consists of a passive sensor (such

as thermistors, light dependent resistor, microphone) directly connected to the antenna. However,

for completeness let us express the power consumption as

Panalog = Pyensor = PanalogDC

(6.12)

In analog backscatter, sampling and subsequent filtering of sensor data is done by the reader.

This enables the sensor data to be sampled and filtered/processed at high rates independent of the



167

power constraints of the sensing platform. Hence, the power consumption of an analog backscatter
platform is independent of sampling frequency.

Figure 6.3(a) shows a comparison of the power consumption in terms of sampling rate. The
power consumption of the digital system increases linearly with increasing sampling frequency
whereas the power consumption of the analog system is constant. Hence, analog backscatter is a
more power efficient technique for sensing. Please note the preceding analysis does not take into

account the loss in the harvested power during backscatter communication.

6.3.2 Signal to Noise and Distortion Ratio (SINAD)

In typical digital backscatter systems, as long as the tag is within the operating range of the reader,
the digital communication from the tag to the reader can be considered error free. In such a sce-
nario, the noise is limited by the ADC front end and the signal to noise and distortion ratio (SINAD)

of digital sensor data is a function of ENOB and can be written as [206]
SINAD igirar = ENOB % 6.02 + 1.76dB (6.13)

For analog backscatter systems, the sensor information is modulated with the backscattered
power. Using (6.7), SINAD of sensor data as a function of distance between the reader and the tag

can be written as

P
SINADanalog =10 % lOgl() (NTO—F]V)) (614)

where, P is the backscatter power received at unit separation, P, is the distortion and N is the
noise floor of the RF front end of the reader.

Figure 6.3(b) shows a comparison of SINAD between analog and digital backscatter systems
across a range of operating distances. It can be seen that SINAD of analog backscatter drops at
the rate of 40 dB/decade with increase in distance (equivalently 10 dB/decade drop with path loss)
whereas digital backscatter has a near constant value till the maximum operating range. So, for
applications which require high signal to noise ratio, digital backscatter is better suited (assuming

there is no power constraint).
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6.3.3 Duty Cycle

As shown in Section 6.2.1, the high power consumption of digital backscatter systems requires
that RF powered digital backscatter systems be duty cycled. Using (6.4), the duty cycle of digital

backscatter systems can be expressed as

P DC_received _ P DC _received
2P igital r2 (Ppc + CV3pfs + FOM % 2ENOB x f)

where, Ppc receivea 18 available DC power from the harvester at unit distance. As sampling

Ddigital =

frequency increases the power consumption of digital systems increases, which forces a reduction
in the duty cycle of digital systems. Similarly, the power available from the reader reduces with
increase in distance, which results in reduction of duty cycle for the digital backscatter system.
On the other hand, typical analog backscatter systems are passive, consuming zero/minuscule
power. For the distances under consideration, analog backscatter systems are always active or in
other words they operate at 100% duty cycle. Hence, for applications which require high duty

cycles (response rate), analog backscatter is better suited (neglecting SINAD of sensor data).

6.3.4 SINAD for reconfigurable ADCs

Typical digital backscatter systems have ADCs with fixed resolution (ENOB) which determines the
SINAD of digital sensor data. This has been the premise in previous sections. Here we will consider
the scenario where the resolution of the ADC can be modified. This could be accomplished in the
design phase of the ADC, or in the case of reconfigurable ADC'’s, the digital core can modify the
resolution (and hence the power consumption) on the fly. This enables us to study the maximum
achievable SINAD for digital backscatter as a function of sampling frequency and distance. (6.15)

can be rearranged and the ENOB of the ADC can be written as
P receive
ENOB = log, (DCZ—D”’ — Ppc — cvgn]g) — log, (f,FOM)
r

Using (6.13) and (6.15), SINAD of digital backscatter system can be ascertained. Note that

ENOB is a function of three parameters (r, f; and D) which complicates the analysis. Since duty
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cycle was analyzed above, we will assume a fixed duty cycle digital backscatter system for this

analysis.

Digital Backscatter
B Analog Backscatter

100

2

- 10
< 1
100 10° 0 Sampling Rate

Figure 6.4: Study of tradeoff between SINAD, distance and sampling rate for analog and digital backscatter sensing

For analog backscatter system, (6.14) can be used to determine SINAD as the function of dis-
tance and sampling rate. Figure 6.4 plots the variation of SINAD of analog and fixed duty cycle
digital backscatter systems with distance and sampling frequency. As discussed above, SINAD of
analog backscatter is independent of sampling rate but drops with increasing distance. For digital
backscatter systems, since power received from the reader decreases with increases in distance,
SINAD has to be decreased to reduce power consumption. Similarly, as sampling frequency in-
creases, the power consumption of digital backscatter increases which has to be compensated with
a reduction of SINAD. Hence, in terms of SINAD, digital backscatter performs better at low sam-
pling rates whereas analog backscatter is preferred for high sampling rates.

In conclusion it can be seen that digital backscatter is better suited for low sampling rate and/or
low response rate sensing applications, whereas, analog backscatter is better suitable for high sam-
pling rate applications. Note that the above analysis is generic and device independent and has
been performed to understand the inherent tradeoffs and trends in analog and digital backscatter

sensing. The actual regions of tradeoff depend on the characteristics of the sensor employed and
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the specific requirements of the sensing application.

However, it should be acknowledged that as technology scales, digital computation becomes
more power efficient [123]. This implies that digital backscatter sensing platforms will be able to
operate at higher sampling rates, at higher duty cycles and at farther distances from the reader. Un-
fortunately, analog sensors and analog backscatter do not follow the same trend. Additionally, new
digital signal processing techniques such as compressing sensing could potentially enable digital
platforms to accomplish the sensing goal at lower sampling rates. Hence, trends in semiconductor

technology and signal processing favor digital backscatter for sensing applications.

6.4 Hybrid Sensing

In addition to the quality (SINAD) of sensor data, typical applications require multiple sensors (with
a wide range of sensor data quality and sampling rate specifications), addressability, selectivity
and control. Unfortunately, all the requirements cannot be satisfied by either analog or digital
backscatter independently. The optimal solution is to use digital backscatter for addressability,
control and low sampling/update rate sensing and analog backscatter (addressed and controlled
digitally) for high data rate sensing. This can be accomplished by combining analog and digital
backscatter into a hybrid backscatter platform. Another advantage of hybrid sensing is that hybrid
backscatter utilizes the same quasi-static RF channel (for typical switching periods) for digital and
analog backscatter communication. Since digital backscatter switches between two pre-determined
states, it can be used to estimate the characteristics of the channel and in turn calibrate analog

backscattered signal/sensor data.

6.5 Real Time Battery Free Microphone

Audio or speech is a very popular sensed quantity which finds numerous applications in human
smart spaces. Battery free wireless detection of heart sounds (250 Hz bandwidth) has been re-
ported in [137]. However, wireless transmission of speech on RF powered systems has been a
challenge due to the sampling rate (> 6.8 kHz) requirements. These are relatively high rates for

backscatter sensing. Typical applications (such as speech recognition) require a minimum time
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Electret Caﬁacﬁor = 2SK3722 <
(WM-61A)

Figure 6.5: (a) Equivalent model of the WA61A microphone connected to antenna to transmit audio data using

analog backscatter (b) Equivalent model for analog backscatter analysis

duration (typically 75 ms or more) of continuously sampled data for processing. This implies that
each operating cycle must capture, process, packetize and transmit 75 ms long samples. Such
high cumulative power consumption severely cripples the duty cycle of the digital system. As an
example, let us consider integrating an off the shelf low power digital microphone (MP45DT02)
with the WISP. The active power consumption of WISP is 1.12 mW and MP45DT02 has an addi-
tional power consumption of 1.17 mW (650 pA at 1.8V). At a nominal distance of 2 m from the
reader, ignoring protocol limitations, the maximum achievable duty cycle for the system is 7.8%
i.e. the WISP can transmit one cluster of samples (75 ms long) every second. Moreover, this rate
rapidly drops with each increase in distance. Such low and varying data rates are impractical for
current implementations of typical applications (such as speech recognition and event detection).
Although the use of WISP and MP45DT02 is not the optimal approach, it illustrates the limitations
of digital backscatter platforms in transmission of speech.

Analog backscatter systems can transmit continuously at high data rates in real time. Further-
more, human ears and speech recognition software are capable of processing noisy speech data.
Taking these factors into account, analog backscatter which can accommodate high data rates (at

near zero power), albeit at distance-dependent SNR, is a good candidate for transmission of speech
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on RF powered platforms.

To demonstrate analog backscatter of speech, we chose an electret condenser microphone
(WMG61A by Panasonic). Electret condenser microphones (ECM) use electret material (which has
a quasi-permanent electrostatic charge) as the microphone’s diaphragm. The electret diaphragm is
separated from a fixed metal back plate by an air gap, forming a capacitor. As sound waves move
the diaphragm, the distance between the electret diaphragm and the metal back place changes, re-
sulting in a change in the capacitance. Since the charge stored on the electret diaphragm is fixed,
this results in small signal voltage change. We can model the electret capacitor as a capacitive volt-
age source (Vgey) in series with a 2 ~ S5pF capacitor (Cgcy) as shown in Figure 6.5(a). Because
the output impedance of the electret capacitor is very high, a high input-impedance (modeled as
Rp) device such as a JFET (2SK3722) is connected to its output.

Let P4, be the pressure of the audio waves striking the diaphragm. The voltage induced at

the drain source terminal can be written as
Vs = keem * Paudio (6.15)

where kgcy, accounts for the transducer gain of the electret diaphragm and the voltage transfer from
Vece to Vgs. In traditional applications, the JFET is biased in saturation region using an external
DC bias and a load resistor to operate as a common source amplifier. However, to implement
analog backscatter, we directly connect the source terminal of the JFET to the antenna (using an
L-C tuning network) as shown in Figure 6.5. Since there is no DC voltage on the drain terminal,
the voltage across the drain and source terminals of the JFET, Vpg ~ 0, biasing the device in the
triode region. In triode region, the impedance looking into the drain terminal of the JFET can be

written as
Rps on
_ Vs
(1-4%)

where, V,, is the pinch-off voltage and Rpg on 1s the impedance looking into the drain terminal

Rps = (6.16)

for Vs = 0. In order to tune the input impedance of the JFET to the impedance of the antenna, an
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L-C tuning network is employed and for typical values of quality factor (> 4), the impedance of

the microphone as seen by the antenna can be written as

212 V.
Rsensor - (J';e L= Rs (1 - %) (617)
DS P

where, R; is the impedance seen by the antenna for zero audio/speech input. The signal received
by an RFID reader is typically analyzed in the voltage domain. Using the equivalent circuit model
shown in Figure 6.5(b) and combining (6.17) and (6.9), the backscatter signal (in terms of scalar

voltage) received at the reader can be written as

K
Vreaderﬂ -
R+ R (1- %)
4
K V R,
R 1+-Z
Ry + R, V, \Ri+R,

= + Pau io (618)
Ri+R 'V, (Ryt+R) ™

where K incorporates the gain of the RF front end, path loss, transmit power and antenna
parameters. For typical values of Vg (10’s of mV), the binomial approximation can be used to
write the voltage as a linear function of the sound input (as shown in (6.18)). For maximum
gain/sensitivity, we should set R; = R, i.e. the impedance of microphone for zero input should be
matched to antenna impedance. Compared to the un-optimized system first reported in [195], this
matching increases the sensitivity of the microphone by at least 15 dB.

Similarly, for a hybrid microphone using (6.17) and (6.10) wherein Z;; = R, (for optimal
power harvesting), the backscatter signal (in terms of scalar voltage) received at the reader can be

written as

K (Ry + Ry) keem KR,
Ry (R4 + 2Ry) Vo (Ra + 2Ry)

In case of a hybrid microphone, maximum sensitivity is achieved for R; = R, /2. Note that the

Vreaderjz —

D) Paudio (6 19)

hybrid microphone is less sensitive than pure analog backscatter microphone by a factor of 3 dB.
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However, given the additional benefits of hybrid backscatter, the loss in sensitivity is acceptable

for typical sensing applications.

6.6 Hybrid Analog-Digital Backscatter Sensing Platform

To demonstrate the concept of hybrid backscatter, we developed a hybrid analog-digital backscat-
ter platform by leveraging the micro-controller based Wireless Sensing and Identification platform
(WISP) [187]. WISP is an RF-powered platform featuring a fully programmable 16-bit micro-
controller (MSP430) and an array of sensors, that communicates with commercial RFID readers at
915 MHz using the EPC global Class-1 Generation-2 (Gen 2) protocol. We integrated the backscat-
ter microphone discussed in section 6.5 with the WISP to design a hybrid WISP. The hybrid WISP
by default operates in digital mode and switches into analog mode to backscatter analog audio

sensor data.

Analog
Microphone

Hybrid
Tag

Figure 6.6: Experimental Setup consists of a USRP based RFID reader and the backscatter microphones

6.6.1 Hybrid WISP Design

As shown in Figure 6.2(c), the RF front end of the hybrid WISP consists of a dipole antenna
connected to the digital backscatter MOSFET (BF1212WR) in parallel to the microphone. The

microphone is switched in and out of the backscatter network using an RF switch (ADG902). The
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RF switch and the digital backscatter MOSFET are both controlled by the output ports of the WISP
micro-controller. WISP implements the Gen 2 protocol completely in firmware, and we modified
its state-machine so that it transitions into analog backscatter mode when it receives a Gen 2 READ
command that is addressed to it. After a configurable amount of time, the firmware switches the
microphone out of the antenna network and returns to digital mode. During the analog mode, al-
though the microphone consumes zero power, the MSP430 micro-controller operates in low power
mode (LPM3) consuming 4.5 yW. This power consumption is miniscule and only fractionally
more than the leakage power (2.9 W) of WISP which enables the hybrid WISP to remain in

analog mode for substantial period of time (e.g. few seconds for 100 pF storage capacitor).

6.6.2 Custom RFID Reader Design

To experimentally demonstrate our approach to hybrid backscatter, we extended a software-radio
based Gen 2 reader previously developed using the Universal Software Radio Peripheral and GNU
Radio [76]. The RFID reader and the hybrid WISPs by default operate in digital mode, where the
reader continuously executes inventory rounds to query for WISPs that are present in the vicin-
ity. During a query round, the reader can selectively transition a given WISP to analog mode by
transmitting Gen 2 READ command addressed to that WISP. Once in analog mode, the hybrid
WISP backscatters sensor (audio) data for a predetermined period of time and the RFID reader
logs the digitized sensor data. At end of this time, the WISP transitions back to digital mode and
the reader continues to query for other WISPs. The sensor (audio) data is recovered by passing the
logged data through a band pass filter (300 Hz-3.4 kHz in case of speech) using GNU Radio signal

processing blocks on the reader.

6.7 Results and Discussion

Figure 6.7 shows a communication cycle between the hybrid WISP and the software defined RFID
reader. The reader initiates a query round and receives the WISP ID as a part of the EPC code.

The reader then issues a READ command upon which the hybrid WISP transitions into the analog
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Figure 6.7: The signal trace of a communication cycle between the hybrid WISP and the software defined RFID

reader

mode, backscattering analog sensor (audio) data. The inset on the left shows the EPC Gen2 com-
mands transmitted between the reader and the WISP. The right inset shows a magnified image of

the recovered speech by the reader.

The experimental setup shown in Figure 6.6 was used to evaluate the performance of the
backscatter microphone. The analog/hybrid microphone and the reader antennas were placed 0.5
m apart at a height of 1 m from the ground and the reader was configured to transmit at maxi-
mum power (26.7 dBm). To minimize multipath effects, path loss was introduced using variable
attenuators in the forward and return path. A constant tone at mid band frequency (1.75 Khz at
90 decibels) and a reference audio clip (at 90 decibels) were played as input to the microphone to

evaluate SINAD and Perceptual Evaluation of Sounds Quality (PESQ) scores [64] respectively.

Figure 6.8 shows the quality of speech received from the analog and hybrid microphone as a
function of RF signal strength and Friis equivalent distance. The SINAD of received speech de-
creases linearly (at rate of 10 dB/decade) with signal attenuation which agrees with our hypothesis.

Analog backscatter microphone performs better than the hybrid backscatter microphone by a factor
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Figure 6.8: Performance of analog backscatter and hybrid backscatter microphone

of 4 dB which is along expected lines. 3 dB difference was predicted in §6.5 and the additional 1
dB can be attributed to loss in the switch and impedance mismatch. However, for short distances
(up to 1 m), the power received by the tag is very high, which introduces non-linearity in the JFET
and results in saturation. Lastly, as path loss increases, hybrid backscatter starts to degrade at a rate
higher than the predicted 10 dB/decade. This is most likely due to mismatches introduced by the

non-linear variations in the input impedance of the harvester.

Since the quality of the received audio is a function of distance, the maximum operating range
of the system is determined by the minimum acceptable SINAD and/or PESQ by the application.
As an example, for human hearing, PESQ > 1.0 is decipherable and the expected operating range
of analog microphone in this case is 7.4 m. The hybrid microphone works up to 2.7 m which is
the maximum operating range of the WISP for 26.7 dBm reader output power. However, if the
microphone is integrated with an RFID platform with larger operating range, extrapolating the

graph, the expected operating range of the hybrid microphone would be 4.7 m.

Although the use of USRP as RFID reader provides flexibility, it has some limitations. The

maximum transmit power of USRP is 26.7 dBm which is 3.3 dBm lower than the limit imposed
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by FCC (for 36 dBm EIRP). Increase in transmit power of the reader to 30 dBm would result in
a 20% increase in the operating range of the analog backscatter microphone and 40% increase
in the operating range of hybrid backscatter microphone. The RF front end of the USRP is not
optimal and has higher noise floor than commercial RFID readers, which results in significant
signal degradation. Use of a lower noise factor RF front end can substantially increase the SINAD

of received audio and extend the operating range of the microphone.
6.8 Conclusion

We have undertaken a comprehensive study of analog and digital backscatter sensing. After careful
analysis, we concluded that the optimal strategy for high data rate battery free sensing is a hybrid
of analog and digital backscatter sensing. This approach combines the addressability and control
of digital backscatter with high data rate (and low/zero power) analog backscatter sensing. We
have demonstrated a practical implementation of hybrid backscatter and developed an addressable
real-time battery free microphone. The battery free hybrid microphone operates at a distance upto
2.7 m with a 26.7 dBm transmit power reader. Use of a 30 dBm output power reader should extend
the operating range to 4.5 m (operating range of WISP). Such battery free microphones can be used
to develop battery free voice communicators, audio event detectors and audio based localizers for

pervasive computing applications.
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Chapter 7

THESIS CONCLUSION AND FUTURE WORK

The computer revolution began with the main frame computer ENIAC in 1946. In the 1950’s
and 60’s, mainframe computers used to occupy rooms and were available to a very tiny subset of
population. The invention of the transistor followed by the CMOS integrated circuits ushered in a
technology revolution. The PC revolution began in the 1970’s which gave us the personal computer.
Development of wireless communication, CMOS scaling and batteries led to laptops, cellphones,

smart watches, wearable devices and other portable devices which have become commonplace.

Although we have made tremendous progress, our current devices are still either tethered to
power cords or use batteries which require constant supervision and maintenance. We started with
the goal of designing systems which defy this rule. We introduced ambient backscatter, a new
communication primitive where devices leverage ambient RF signal to harvest power and commu-
nicate with each other. Next, we designed full-duplex backscatter, which enables instantaneous
feedback between two battery free devices. We used full-duplex backscatter to design a network
stack which minimizes the energy wastes that occur due to collisions and packet errors making
deployment of battery-free systems robust and practical. In addition to this, we also introduce hy-
brid analog digital backscatter where we demonstrated the first battery-free microphone. Although
these projects were intellectually challenging and rewarding, the solutions were tailored to only

niche applications.

We turned our attention to Wi-Fi, one of the most popular standard in the world, which is
found ubiquitously in indoor environments such as homes, offices and public spaces. If we can
develop solutions using the Wi-Fi standard, we can impact a wide range of applications. This
realization led to power over Wi-Fi, the first system that delivers power to low-power sensors

and devices using existing Wi-Fi chipsets. We use the Wi-Fi router, a ubiquitous part of wireless
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communication infrastructure to provide far field wireless power to a range of sensors and batteries
without significantly impacting the Wi-Fi network performance. Next, we used Wi-Fi to tackle
the issue of providing connectivity at low power. We introduced Passive Wi-Fi, the first system
to demonstrate that 802.11b Wi-Fi packets can be synthesized using backscatter communication
while consuming 3—4 orders of magnitude lower power than traditional Wi-Fi chipsets. Passive
Wi-Fi transmission can be decoded on any standard complaint Wi-Fi device and coexist with other
devices in the ISM band, without incurring the power consumption of carrier sense and medium
access control operations. We showed that Passive Wi-Fi brings low power connectivity to all
devices and could be a game changer in bringing Wi-Fi connectivity to the Internet of Things.
Moving forward, we believe that the approaches that have been proposed in this thesis could

be basis for future research. Some of the potential avenues are listed below.

7.1 Wireless Power Delivery

(b) High sensitivity RF rectifiers. We have demonstrated the use of TV, RFID and Wi-Fi signals
for delivering far field wireless power to devices. However, all the prototype implementations in
this thesis are based on commercial off the shelf components which limit the performance of the
RF harvester. Specifically, we note that we were able to achieve sensitivity in the range of -15 to
-20 dBm which greatly limit the scope of wireless power delivery. For wireless power to be truly
ubiquitous, there is a need for an integrated circuit solution which can push the sensitivity lower
and increase the coverage range of wireless power transfer [101]. Specifically, the holy grail would
be to achieve high sensitivities (-30 dBm or lower) for cold start/boot up operation (when every
node starts at 0V) where battery free systems can harvest power. In addition to the obvious need
for lower threshold and lower leakage Schottkey diodes for the rectifier, the key to solving this
challenge will be an integrated circuit DC-DC or boost converter optimized to efficiently convert

the output DC output of the RF rectifier to usable voltages in the range of 1-1.8 V.

(b) Wireless power delivery with MIMO. The PoWi-Fi system uses multiple antennas to transmit

concurrently on different Wi-Fi channels. In principle, we can reuse the PoWi-Fi architecture and
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use MIMO techniques such as beam forming to deliver higher power to devices. Specifically,
using beam forming techniques, we can counter the multi-path fading effects and provide a more
uniform coverage for wireless power delivery. However, the challenge with using beam forming for
wireless power delivery is estimation of the channel without incurring a power penalty. Traditional
beam forming estimates the channel by transmitting sounding packets which are extremely power
intensive. In [68] authors showed that backscatter communication in combination with an extensive
characterization of the non-linear behavior of the rectifier can be used to estimate the wireless
channel. Techniques on similar lines adapted for the Wi-Fi protocol could potentially open 802.11

MIMO power delivery to low power devices.

(e) Future clean-slate designs. The PoWi-Fi is a general design for power delivery in the ISM
bands. As Wi-Fi access and densities continue to grow in the ISM band, solutions that deteriorate
Wi-Fi performance by jamming any specific frequency are not desirable. Our power delivery
solution is integrated with the Wi-Fi protocol and hence can deliver power while having minimal
impact on Wi-Fi traffic. Future designs would generalize our multi-channel approach to operate
across multiple ISM bands (e.g., 900 MHz, 2.4 GHz and 5 GHz). We believe that this paper takes
a significant step towards that goal. Furthermore, our design was limited by kernel levels access to
a Wi-Fi chipset. If we can get access to the firmware on the Wi-Fi chipset, the PoWi-Fi system can

be further optimized for power delivery.

(d) Security implications of wireless power delivery. As networks capable of delivering both power
and data become prevalent, one can imagine a “power denial-of-service” (PDoS) attack in which
a rogue device causes power starvation for other members of the network by generating signals
designed to cause carrier sense events at the router. This opens up interesting research opportunities
for understanding the tradeoffs for security mechanisms that protect against such attacks in an

efficient manner.
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7.2 Low Power Connectivity

(a) Rate adaptation for communication between battery-free devices. Ambient backscatter and full-
duplex backscatter systems support data rates ranging form 100 bps to 10 kbps for communication
between battery-free devices. However, during the prototype evaluation we manually set the filter
components at the receiver to optimize the system for a single data rate. But in practice one could
imagine that as the operating range changes, the tags would adapt their data rate. Algorithms
to determine the optimal data rate and hardware design techniques which can switch between
different filter components values are interesting areas for future research to develop robust tag to
tag communication systems.
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Figure 7.1: Architecture of a passive receiver. The circuit implementation and the corresponding noise model of a

passive receiver is shown.

(b) Theoretical analysis of operating range of tag to tag communication. In this thesis, we have
experimentally demonstrated the operating range of tag to tag backscatter communication sys-
tems. In literature, the limits and tradeoffs in the design of traditional RFID backscatter has been
extensively studied [80]. However, such an analysis on the limits and inherent tradeoffs in other
relatively new backscatter configurations of tag to tag communication is missing. As an exam-
ple, let us consider the passive receiver used in ambient backscatter (and tag to tag RFID) and its

equivalent noise model as shown in Fig. 7.1. Similar to the analysis of a radio receive chain, the



183

noise model of a passive receiver can be analyzed analytically or in a circuit simulator to determine
the signal to noise ratio (SNR) and noise figure (as a function of received signal strength) of the
front end. Furthermore, this model can be used to minimize the noise figure by the redesign of
the voltage multiplier and/or the passive elements of the filters. The SNR in combination with
modulation schemes and coding techniques can be used to maximize and ascertain the maximum
operating range of ambient backscatter and tag to tag RFID communication. Similarly, the down-
link communication in Passive Wi-Fi can be analyzed and optimized to enable greater operating
ranges. The noise model of the passive receiver (described above) can be used to minimize the

noise figure and maximize the downlink communication.

(c) Antenna design. In our work, we limited our prototypes to dipole antennas for ambient backscat-
ter and full duplex backscatter systems. The goal of the work was to demonstrate the novel tag to
tag communication systems and use of standard dipole antennas eliminated the risk associated with
new antenna topologies. In future design, one can imagine using PCB antennas such as PIFA and
investigating the effect of antenna orientation between the tags and with respect to the signal source

on the performance of the backscatter communication.

(d) Security for Passive Wi-Fi. The passive Wi-Fi devices could use WPA/WPA?2 and ensure that
their Wi-Fi transmissions comply with the Wi-Fi security specifications. Since these are digital

operations, these could be easily implementable on the IC using baseband processing.

7.3 Low Power Sensing

(a) Microphones optimized for analog backscatter. In our work we used commercially available
electret microphones wherein, the JFET is designed and optimized for active signal amplification.
Instead, for analog backscatter, we reused the JFET for impedance modulation. If one custom
manufactures microphones such as capacitive membranes, these can be directly interfaced with the

antenna to greatly improve the performance of analog backscatter microphones.

(b) Increasing the range of analog backscatter. Our design was limited to the use of inherently

noisy FLEX 900 daughter boards with 27 dBm output power on USRP1. If we upgrade our design
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to the latest lower noise figure daughterboard and increase the transmit power to 30 dBm we can
improve the quality of the audio and extend the operating range of analog backscatter based sensing

systems.

(b) Exploring additional sensors for analog backscatter. The concept of analog backscatter can be
extended to other sensing quantities as well. We can interface sensors such as thermistors and light
dependent resistors to antenna and decode the sensor information using the backscattered signal.
This technique however, requires using digital backscatter to calibrate the wireless channel prior to

each sensor measurement.
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