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In teleoperated robotic applications such as robotic surgery, search and rescue robotics, bomb
disposal, remotely operated aircraft and underwater vehicles, robots primarily serve as extensions of
people. Human operators, often geographically distant, interact with robots through a communica-
tion network that may consist of diverse components. It is expected that these teleoperated robotic
systems will generate immediate relief in scenarios where it is inappropriate or too dangerous for a
human operator to fulfill in person, or simply because there is no experienced operator locally.

The benefit of having geographically distant teleoperators comes, however, with a new set
of problems that are not present in traditional settings. In many envisioned scenarios, including
under-developed rural areas, disasters, and battlefields, network infrastructure may be limited. We
may have to resort to a communication channel consisting of several components, including publicly
available wireless or satellite networks, or even UAV-based ad hoc networks to exchange audio,
video and other sensory information between the operator and robot. The open and relatively
uncontrollable properties of these networks make teleoperated robotic systems more vulnerable to
various kinds of attacks. Moreover, the uniqueness of teleoperated robotic systems introduces a
tension between security and usability, which potentially makes existing techniques inapplicable.

Therefore, it is crucial to develop specific tools and techniques for the teleoperated cyber-
physical systems to make them secure without affecting their usability. In doing so, in this work, we

focus on the human component in a teleoperated cyber-physical system and investigate the way to



use the uniqueness of how each human user interacts with the teleoperated cyber-physical system in
order to enhance security and reliability.

In doing so, we focus on following two tasks:

1. Initial Authentication: Authenticate user’s access to the teleoperated system. Minimize the

probability of spoofing forgery passwords getting authenticated.

2. Continuous Authentication:

i Guarantee it is the authenticated user who is operating the teleoperated system without

affecting the system usability.

i1 Allow the detection of any abnormal action that caused by attacks.

These tasks are fulfilled in the context of Haptic Passwords and Continuous Operator Authenti-

cation for Teleoperated Systems.
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Chapter 1
INTRODUCTION

In telerobotic applications such as robotic surgery, search and rescue robotics, bomb disposal,
remotely operated aircraft and underwater vehicles, robots primarily serve as extensions of people.
Human operators, often geographically distant, interact with robots through a communication
network that may consist of diverse components. It is expected that these teleoperated robotic
systems will generate immediate relief in scenarios where it is inappropriate or too dangerous for a

human operator to fulfill in person, or simply because there is no experienced operator locally.

1.1 Teleoperated Robotic Systems

As depicted in Figure [I.1] a teleoperated robotic system can be defined as a system where a
human operator interacts with a local control console in order to send the command through a
communication channel to control a remote robot that is inaccessible or in a dangerous environment
at a distance. Typically, the remotely teleoperated robot consists of one or more robotic arms and

end effectors controlled by a human operator to fulfill certain tasks.

\( ~
A
Operator Control console & Communication Robot Actuator
Local Computation center Channel

[Picture credit:SRI] [Picture credit: Intuitive] [Picture credit: Intuitive]

Figure 1.1: Teleoperated Robotic System



Today, teleoperated robots are being widely used in many fields, including bomb disposal, space
and underwater exploration, search and rescue in disasters and robotic surgery. There are many
benefits of using teleoperated robots. The ability to be operated at distance make it possible for a
human operator to fulfill the tasks that can not be done in person, either because it is too dangerous
for a human operator to act in person, such as in radioactive and chemical environments and disaster
scenarios, or when there is no appropriate personnel available locally. Additionally, with different
size and format of teleoperated robots, they also allow us to perform the operation in inaccessible

areas, as well as in extremely small or large areas.

1.2 Problem:Teleoperated Robots Security

The benefit of having geographically distant teleoperators comes, however, with a new set of
problems that are not present in traditional settings. In many envisioned scenarios, including
under-developed rural areas, disasters, and battlefields, basic infrastructure may be limited. Remote
robots are expected to operate in harsh and challenging conditions. We may have to resort to a
communication channel consisting of several components, including publicly available wireless or
satellite networks, or even UAV-based ad hoc networks, to exchange audio, video and other sensory
information between the operator and robot. Under these conditions, we recognize two feasible

attack modes|[11]:

1. Endpoint compromise: Either an operator’s control console or a remote robot is compro-

mised;

2. Communication-based attacks: An attacker intercepts the existing network traffic, inject

new malicious traffic, or both.

Endpoint compromises are less interesting, as the physical accesses to both operator and
robot sides are most likely strictly monitored. Therefore, communication-based attacks are more
feasible to compromise the system. Moreover, the open and relatively uncontrollable properties

of networks in many envisioned scenarios makes teleoperated robotic systems more vulnerable to



various kinds of attacks. Due to the uniqueness of teleoperated robotics system, mitigating and
preventing these attacks is likely to be challenging. In this dissertation, we will focus on developing
tools and techniques to detect and mitigate attacks against teleoperated robotic systems through

communication channels.

1.3 Attack Models

Based on whether the commands from human operators are modified or not, we classify possible

attacks on teleoperated robotics systems into two categories:

1. Passive attacks,

2. Active attacks.

Passive attacks occur when an attacker intentionally jams or interrupts the communication
channel between the operator and the remote-controlled robot in order to cause communication
latency, packet delays and losses or even devices failures. These attacks include denial-of-service
(DoS) attacks and delay attacks. They are relatively easy to launch and may severely degrade the

usability of the teleoperated robotic system.

Active attacks occur when an attacker acts in an intermediary role between the operator and
the remote robot and is able to modify the information transferred between the benign parties. A
typical example of this type of attack is a man-in-the-middle (MitM) attack. In the case of MitM, an
attacker is able to modify the operator’s intended actions by altering his/her command messages
while packets are in-flight, and the operator has no control over them. An attacker can also corrupt
the sensory feedback data in order to mislead the operator. Since the feedback is assumed to be
valid, an operator may unintentionally harm the environment or even people under this kind of
attack. Most severely, an attacker can hijack the robot, making it completely ignore the intention of

an operator, to perform some other actions follow the commands from an attacker.



1.4 Related works

1.4.1 Teleoperated robotics system security

Recently, motivated by the Raven II extreme operation experiments [42][30], researchers have
recognized the importance of teleoperated robotics system security and several attempts to enhance
system security have been made. K. Coble et al. developed a lightweight software tool to verify the
robot-side code [16]. G. S. Lee et al. propose the use of the Transport Lay Security (TLS) protocol
to ensure confidentiality, authentication, and authorization of the Interoperable Telesurgery Protocol

(ITP)[41].

1.4.2  Preventing passive attacks

In order to prevent and mitigate the effect of passive attacks, especially DoS attacks, there are some

existing preventing methods, including:

1. Intrusion Detection Prevention Systems(IDPS) [[70]
Intrusion Detection Prevention Systems (IDPS)-based approaches require a known attack ’sig-
nature’ in order to be able to stop the attack. These attack’s signatures are normally obtained
by analyzing a packet’s content and network behavior as features of interest. However, by
simply capturing one legitimate message between operator and robot, an attacker is able to
flood the network with multiple copies of that message. Moreover, IDPS is unable to prevent

distributed DoS, since the attack task is spread over a large number of computers.

2. Blackholing [53]
The strategy of blackholing is to reroute all the traffic from an attacking network entity to
a non-existent server, which is referred to as the "black hole". However, the problem of
the blackholing approach is when rerouting all the traffic from an attacking network entity,
legitimate traffic may be rerouted as well thus blocking the communication between an

operator and a remote robot.



3. Pipes cleaning [4]
In the pipe cleaning approach, all the traffic is passed through a "pipe" where all the packets
are inspected and only legitimate ones can pass through the pipe. The major problem with
this approach is that it will cause communication delays. This can not meet the real-time

requirement for the teleoperated robotic systems.

1.4.3 Preventing active attacks

While preventative strategies for teleoperated robotic system against active attacks have been less
explored, it has been shown that some types of attacks against networked control systems can be
mitigated by relying on the system’s dynamics[[13[][45]. In [[14][45][44], the authors showed that by
using an optimal controller and a Kalman filter, the desired probability of detecting attacks, such
as replay, false data injection and integrity attacks, can be guaranteed given a certain model under
the linear dynamic assumption. However, the linear dynamics assumption may not hold in most
teleoperated robotic systems and thus these techniques may not be readily applicable to prevent

attacks against teleoperated robotic systems.

1.5 Prior Work

In our prior work [11][12], we conducted an experimental study to identify and evaluate the effects
of various types of attacks, based on an evaluation of a real technology, the Raven II, an advanced
teleoperated robotic surgery system. For each type of attack, we assessed the level of impact on a
surgical process through a series of human subject experiments.

We quantitatively analyzed the impact of delay and DoS attacks against teleoperated robotic
surgery by introducing Fitts’ law as a novel way to quantify the impact of attacks on cyber-physical
systems. Moreover, we also demonstrated that some of the existing cryptographic methods may
be applicable to mitigate the effect of intent modification and hijacking attacks, without negative
impacts on system performance and real-time operation requirements.

This work also exposes a security challenge that is unique to the teleoperated robotic sys-



tem, namely the tension between security and usability. The real-time operation constraints of
teleoperated robotic systems render many existing security techniques infeasible.
Therefore, the specific problem of teleoperated robotic systems is: How to secure teleoperated

system without affecting its usability?
1.6 Specific Solution for a Teleoperated Robotic Systems

In order to develop specific techniques that meet the requirements described above, we focus
on the uniqueness of teleoperated robotic systems. The fundamental difference between classic
cyber systems and teleoperated robotic systems is the human component (operator) in the loop.
Human users (operators) have a unique way of interacting with a cyber-physical system. It has
been recently shown that users have a unique way of interacting with haptic-based and touch-based
devices[i84]. The users’ unique traits and ways of interacting with a system can be used to identify
and authenticate the user and thus increase the system’s security, privacy and usability properties.

Therefore, in this work, we investigate ways to use the uniqueness of how each human user
interacts with the teleoperated cyber-physical system in order to enhance the security and reliability
of teleoperated cyber-physical systems.

In doing so, we focus on following two tasks:

1. Initial Authentication:
Authenticate user’s access to the teleoperated system. Minimize the probability of spoofing

forgery passwords getting authenticated.

2. Continuous Authentication:

(1) Guarantee it is the authenticated user who is operating on the teleoperated system

without affecting the system usability.

(2) Allow us to detect any abnormal action that caused by attacks.

These tasks are fulfilled in the context of Haptic Passwords and Continuous Operator Authenti-

cation for Teleoperated Systems.



1.7 Haptic Passwords

Most existing cyber-physical systems rely on the use of passwords to identify and authenticate
human users [80]]. For most kinds of passwords systems, there are three concepts to authenticate the
user, based on 1) what you know, 2) what you have and 3) who you are. Existing identification and
authentication methods can broadly be classified into those that depend on alphanumerical passwords
(what you know), and those that use classical biometric properties of a user (who you are), such as
fingerprints, voice data, and iris recognition. Alphanumerical passwords are most widely used since
they are easy to implement and the updating process is simple. However, there are drawbacks to
the use of alphanumerical passwords. Alphanumerical passwords have a limited possible password
space and thus are vulnerable to dictionary and brute-force search attacks [36][82]. Additionally,
users often struggle to find a good tradeoff between security and memorizability when dealing with
the alphanumerical passwords. People tend to: (1) use overly simplistic passwords that are easy
to memorize, but also easy to break; (2) reuse their passwords across different systems; (3) not
update their passwords regularly[2][47]. On the other hand, biometric passwords release the burden
of memorizing password from users since they are physically a part of the user. However widely
used biometric passwords, such as fingerprint and iris recognition, have shortcomings including (1)
potential privacy issues that may arise from the use of these passwords; (2) relatively low accuracy
rates; (3) limited ability to update[S6]. There are also recent concerns about the security of some
biometric passwords. For example, there are reports showing that it is simple to break the iPhone

fingerprint verification system with just a photo of a fingerprint on a glass surface[/1]].

These drawbacks motivate the creation of new password systems. Therefore, we propose a novel
identification and authentication system which is based on the haptic interaction. In Chapter 2, we
develop the novel haptic interaction based password system - Haptic Passwords[84][83]], which
uses both ‘what you know’ and ‘who you are’ to authenticate the user. We demonstrated that each
individual user interacts with a force feedback (haptic) device in a unique way, which can be used as
a basis for a new type of biometric identification and authentication. We also showed that the extra

force (haptic) information helps generate better authentication performance compared to solely use



position and orientation information. It significantly increases the space of possible passwords,
making the dictionary and brute force attacks much harder to accomplish. In addition, unlike other
biometric-based identification and authentication methods, haptic-based passwords can be updated
if the need arises.

Based on our experimental analysis on multiple platforms, we demonstrated that the proposed
password system is secure and user-friendly. The advantages of our proposed haptic password
system over conventional password systems are that: (1) it is easy to memorize; (2) there are no
privacy concerns; (3) the space of possible password (haptic alphabet) is significantly larger than in
alphanumerical passwords, so it cannot be guessed and dictionary search attacks will not work; and
(4) it is resistant to forgery attacks (5) the authentication process is fast.

Partial content of Chapter 2 has been published in [[84] and [83]].
1.8 Continuous Operator Authentication for Teleoperated Systems

Teleoperated robots have been playing an increasingly important role in many scenarios including
search and rescue in disasters[48]], deep underwater[68] and outer space[34]] exploration. Addition-
ally, many researchers[43][28] have envisioned that teleoperated surgical robots will emerge which
will offer huge medical relief in battlefields, disasters, and rural areas. However, due to the lack of
basic network infrastructure in many envisioned scenarios, the teleoperated robots will be expected
to use a combination of existing publicly available networks and temporary ad-hoc wireless and
satellite networks to send video, audio and other sensory information between operators and remote
robots[43]. The open and uncontrollable nature of these communication channels makes these
teleoperated robotic systems under these scenarios vulnerable to a variety of possible cyber attacks.
The communication between surgeon and robot can be interrupted or even taken over[12]]. In most
cases, such as teleoperated surgery and disaster search and rescue task, any abnormal operation or
discrepancy between the authorized operator and the robot received command will cause severe
negative outcomes.

Therefore, to guarantee the security of teleoperated robotic procedures, we need to be able

to realize continuous operator authentication. In Chapter 3, we propose a novel approach to



continuously authenticate human operator when using teleoperated systems based on the analogy
between speech recognition and the operator gesture recognition. We use a Hidden Markov Model
to model operator’s gestures and applied the Token Passing Algorithm [835] to concatenate gesture
models to obtain recognition of operator’s gesture sequence and continuous operator authentication.

In Chapter 3, we build a simulated VR environment using an HTC Vive and PhantomOmni. It
allows the user to fulfill a simulated teleoperation task with haptic feedback, which offers the user
both visual and tactile sensation during the operation process. In order to explore the performance
of the proposed continuous authentication method, we conducted a human subject experiment
with 5 subjects. The performance of the model is evaluated based on the continuous (real-time)
classification and authentication accuracy. The results suggest that our proposed method is able to

achieve 77% continuous classification accuracy with as short as 1 second sample window.

1.9 Contributions

Focusing on the human component in the teleoperated cyber-physical systems, this work makes
the fundamental contribution towards developing mitigation and prevention strategies which are
based on the uniqueness of human component within a cyber-physical system to enhance the system

security. Specific contributions of this work are:

1. Haptic Passwords - novel biometric-based approach to identification and authentica-
tion for teleoperated cyber-physical systems: In Chapter 2, we propose a novel biometric
technology, based on human operator’s interaction with a haptic (force sensitive) device. Our
technique uses wavelet-based analysis to extract operators’ unique haptic interaction features.
The extracted features are then further analyzed and then classified to perfors operator identi-
fication and authentication. Our experimental results show that the proposed haptic-based
authentication system has a high identification accuracy and that it is resistant to forgery

attacks.

2. Continuous Operator Authentication - novel monitoring and detection technique for

teleoperated cyber-physical systems: In Chapter 3, we utilize an analogy between speech
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recognition and operator gesture recognition. We use a Hidden Markov Model to represent
an operator’s gesture and apply the Token Passing Algorithm [85] to concatenate gesture
models to realize operating sequence recognition and continuous operator authentication.
This approach is based on the assumption that each operator interacts with a teleoperated
robotic system in a unique way, thus generating a unique biometric (signature), which can be
extracted and used for authentication. We built a simulated VR teleoperation environment
with haptic feedback and conducted a human subject experiment on it. The experimental
results show that the proposed continuous authentication method is able to generate above

77% accuracy rate with as short as 1 second sampling window.
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Chapter 2

HAPTIC PASSWORDS

2.1 Authentication Techniques for Cyber-Physical Systems

Existing cyber and cyber-physical systems largely rely on the use of passwords to identify and
authenticate human users [80]. Most password-based systems rely on some combination of fol-
lowing concepts to authenticate an user: 1) what you know, 2) what you have and 3) who you are.
Current identification and authentication methods can broadly be classified into those that depend on
alphanumerical passwords (what you know), and those that use conventional biometric properties
of a user (who you are), such as fingerprints, facial recognition, voice data, and iris recognition.
Alphanumerical passwords are most widely used since they are easy to implement and the updating
process is simple. However, there are drawbacks to the use of alphanumerical passwords. Alphanu-
merical passwords have a limited possible password space and thus are vulnerable to dictionary
and brute-force search attacks [36][82]. Additionally, users often struggle to find a good tradeoff
between security and memorizability when dealing with such password systems. More specifically,
people tend to: (1) use overly simplistic passwords that are easy to memorize, but also easy to break;
(2) reuse their passwords across different systems; (3) not update their passwords regularly|[2/][47/].
On the other hand, biometric passwords release the burden of memorizing password from users
since they are physical parts of the user. Nonetheless most widely used biometric passwords, such
as fingerprint and iris recognition, also have limitations including: (1) potential privacy issues that
may arise from the use of these passwords; (2) relatively low accuracy rate; (3) limited ability to
update[56]. There are also recent concerns about the security of some biometric passwords. In [66],
the authors suggest that smartphones can easily be fooled by fake fingerprints digitally composed of

many common features found in human fingerprints.

These drawbacks motivate the creation of new password systems. Therefore, we propose a
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novel identification and authentication system which is based on the haptic interaction. In [84], we
demonstrated that each individual user interacts with a force feedback (haptic) device in a unique way,
which can be used as a basis for a new type of biometric identification and authentication, namely
haptic passwords. We also showed that the extra force (haptic) information helps generate better
authentication performance compared to solely use position and orientaion information. Haptic
passwords use both ‘what you know’ and ‘who you are’ to authenticate the user. They significantly
increases the space of possible passwords, making dictionary and brute force attacks much harder to
accomplish. In addition, unlike other biometric-based identification and authentication methods,
haptic-based passwords can be updated if the need arises.

In [83], relying on recent technologies, such as force sensitive touchscreens on smartphones
and tablets, we built our haptic passwords system on an iPhone 6s. We performed a study with
29 participants of mixed demographics. All subjects enrolled their signatures as their passwords.
We then developed a maximal overlap discrete wavelet transform (MODWT)[79] based feature
extraction and combined it with a customized classification strategy to fulfill the authentication task.
We also developed an adaptive template update scheme to accomodate user’s variation over time.
We tested our authentication technique and collected detailed data on the authentication accuracy
and how different writing postures (i.e. hand and device position), and day-to-day variation affects
the system performance. We simulated skilled forgery attacks and tested the proposed system’s
vulnerability to such attacks.

The contributions of the haptic passwords work in this dissertation are:

1. The development of a haptic passwords system that combines ‘what you know’ (user’s
signature or user defined pattern) and ‘who you are’ (user’s unique way to haptically interact

with the touch screen) to realize the user identification and authentication.

2. Demonstration that this haptic password system is forgery-resistant and robust over time.

3. Demonstration that haptic passwords are user friendly. It is easy to memorize and update the

password and the authentication process is fast.
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2.2 Related Work

Chiasson et al.[15]], Jablon et al.[36]] and Wiedenbeck et al.[80] proposed to use graphical based
password systems to authenticate users. The main idea of these systems is to let the user click on a
few chosen regions of an image and, based on the clicked location, to authenticate the user. Such
systems provide benefits over alphanumeric and biometric passwords. In general, users are able
to better memorize graphical passwords. Additionally, the possible graphical passwords space is
much larger than that of alphanumeric passwords. One major concern, however, is that graphical

passwords are still vulnerable to forgery attacks (i.e. shoulder surfing attacks) [40].

To overcome this issue and increase the possible password space, several studies have been done
to authenticate the user by implementing haptic-based information. Bianchi et al. [8][9] proposed
authentication schemes that combine both visual and haptic/audio cues, such as vibration or specific
sound effect, as password input. There are two major limitations in their work. They rely on extra
hardware, such as a tactile wheel or earphones, to generate cues. Moreover, the authentication
speed is relatively low (more than 10 seconds). Krombholz et al. [39] developed a force-PINs
technology that enhances traditional 4-digits or 6-digits PINs with tactile features using pressure
sensitive touchscreens as found in modern consumer hardware. Besides 0-9 for each digit, they
enrich the password information with force pressure. While their approach offers an "invisible"
force layer to the password, the possible password space is limited as the force is discretized into
"deep" and "shallow" press only. If an attacker learns the PIN, such as through shoulder-surfing, the
password can be hacked through brute-forcing. Additionally, the haptic channel introduced in both

aforementioned work adds extra memorization burden on the user.

Another way to authenticate the user is through their graphical signature[[19][31][49][50]. With
the development of force sensing technology, not only the position information about the signature
but also the ‘hidden’ haptic (force) information can be captured. This extra dimension of data
enhances the security of these systems. Currently, most signature verification algorithms are based
on dynamic time warping (DTW) to realize user identification and authentication[35]. For an input

signal and a template of different lengths, the DTW algorithm is able to find the best matching path,
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in terms of the least global distance, based on dynamic programming (DP)[69]. However, DTW has
several drawbacks when applied in online signature verification. First, DTW is a computationally
expensive algorithm[20]. This is because the DTW performs non-linear warping on the entire signal.
The computational cost is proportional to the square of the signal length[[69]. Second, the DTW
algorithm is required to store the raw signature signal as a template to fulfill the matching process
for a test signature signal. In case the malicious party hacks the database, the malicious party
will be able to obtain complete information of each user’s signature. Aware of this issue, in [33]]
[ST[S20[6] [671], global statistical properties such as mean, variance, correlation of the recorded
signature data[33]] [S1][52][6] and histogram of trajectory direction and location [67] were used as
password features to classify the user. The drawbacks of the aforementioned techniques are the loss
of signature transient properties in the feature extraction process.

In [24]], a continuous authentication based on how a user interacts with the touch screen
is proposed. The author investigated the user’s touch actions during navigation maneuvers to
continuously authenticate the user. The major limitation of this work is that it requires a relatively
long enrollment period and the experimental evaluations disqualify this method as a stand-alone
authentication mechanism for long-term authentication.

In 3] [18]], the discrete wavelet transform (DWT) is implemented to extract features from the
user’s signature in order to realize user authentication. The key benefit of the DWT is that it captures
both frequency and localized (in time) information. However, there is a constraint for DW'T that the
length of the signal has to be a multiple of a power of two. We had to resample the signature to meet
this requirement. This requirement inevitably alters the original properties of the given signature
signal and potentially increases the similarity between genuine signatures and forgeries (since the
length of genuine signatures and forgeries is most likely different, while after resampling, they will
be the same).

Additionally, in most prior works, conventional classification algorithms, such as neural net-
work, support vector machine or random forests, are implemented. One major limitation of these
classification algorithms in signature verification applications is that in the training phase, they

heavily rely on the choices of both positive and negative samples. Although the choices of positive
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samples are straightforward as we can use the genuine signatures, how fo choose negative samples
to train the classifier is a tricky problem. First, using forgeries (as in [38]]) as negative samples to
train the classifier is not applicable in the real-life scenario, since the forgeries require extra effort to
generate. On the other hand, although using different subjects’ signatures or predefined patterns
as negative samples is feasible, this may lead to the classifier under-estimate the difficulty of the
classification problem, since different signatures can easily be classified graphically while it is more
challenging to classify genuine signature and its forgery. One major contribution of this dissertation
is to develop a customize classification strategy to train the classifier with only positive samples.

Another limitation of the conventional classifiers is a lack of adaptivity. Galbally et al. [25]
demonstrated that the dynamic property of a human’s signature may vary over time. Therefore,
in order to achieve reliable long-term use of the signature based password system, it is crucial to
develop a mechanism to account for this variation. However, for these conventional classifiers, a
new training set has to be reconstructed to address the signature variation over time and the entire
training process for the classifier needs to be performed again.

Recently, Harbach et al. [29] conduct a detailed real-world study of the smartphone unlocking
and provide a benchmark of current smartphone authentication mechanisms. In their study, it
is shown that on average, participants unlock their phones more than 40 times per day. Also
according to the subjective survey, most participants put high emphasis on the authentication speed
of unlocking the system. These results indicate that in practical applications, the time needed to

fulfill the authentication process is a critical factor regarding the usability of the password system.

2.3 Problem Statement and Challenges

2.3.1 Problems

Problem 1: Forgery attacks.

The general structure of a biometric authentication system is depicted in Figure 2.1[|81]]. Various

types of attacks can be launched to compromise the system at different stages.
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Figure 2.1: Attacks on biometric authentication systems

In this work, we focus on demonstrating that our proposed haptic password system is resistant
to various forgery attacks. The haptic information, such as force and velocity, is able to classify
and authenticate user and prevent forgery attack. Our proposed feature extraction technique can
mitigate template attacks. As discussed later, the feature extraction process is non-invertible, so

even if the template is hacked, a malicious party still has no information about the genuine password.

Problem 2: The lack of negative samples to train the classifier.

During the classifier training phase, only positive samples (genuine password from the user)
are available, thus conventional classifiers, whose training procedures depend on both positive and
negative samples (forgeries), are not appropriate for this application. Customized classifiers need to

be developed to classify different users while achieving forgery attack resistance.

Problem 3: Randomness of Haptic Interaction.
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The randomness of a human during haptic interaction also introduces extra challenges to the
authentication system. First, during the enrollment phase for each user, the system must be trained
based on the training set of the given user and generate a template database. However, there
potentially will be ‘bad’ or ‘inconsistent’ training sets in the enrollment phase. Moreover, the
dynamic properties of how a human haptically interacts with the device may vary over time [235]].
It is crucial to develop a method to adaptively update the template database to accommodate the
variation over time so that the authentication system does not become stale.

In order to solve the problems mentioned above, we pursued a series of projects as follows.

2.4 Haptic Password System on Haptic Interface Device

In this project, we implement the haptic password approach on a haptic interface device (the Sensable
PHANToM Omni). We mainly deal with Problem 1: forgery attacks. We propose a novel haptic
password approach which uses a discrete wavelet transform-based feature extraction technique in
conjunction with an artificial neural networks classifier as a secure haptic password system. The
advantages of our proposed haptic password system over alphanumerical passwords and classic
biometric passwords are that: (1) it is easy to memorize; (2) there are no privacy concerns; (3)
the space of possible passwords (haptic alphabet) is significantly larger than in alphanumerical
passwords, thus complicating guessing and dictionary search attacks will not work; (4) it is resistant

to forgery attacks.

2.4.1 Discrete Wavelet Transform

The discrete wavelet transform (DWT) is a modified wavelet transform for which wavelets are
discretely sampled to deal with discrete signals. The main idea of the DWT is to represent a
time series as a linear combination of a set of functions generated from a mother wavelet. The
weighting parameters are called wavelet coefficients. A key benefit of the DWT is that it captures
both frequency and localized (in time) information. This facilitates the feature extraction process

later on [[77].



18

The DWT coefficient of signal x is calculated by passing it through a series of filters generated
from a mother wavelet filter. The mother wavelet filter g is a low-pass filter that satisfies the standard

quadrature mirror condition [71]
G(x)G(z ) +G(—2)G(—z ") =1 (2.1)

where G(z) denotes the z-transform of the filter g. Its complementary high-pass filter can be obtained

as

H(z) =2G(~z") (2.2)

)Gi(z) (2.3)

Gis1(z) = G(Z2)Gi(z) (2.4)

with initial condition Go(z) = 1. Equivalently, these filters can be expressed in the time domain as
hig1(k) = [hlyor X gi(k) (2.5)

gi+1(k) = gl x gi(k) (2.6)

where the notation [-]4,, denotes upsampling by a factor of m. Figure shows the block
diagram of the DWT process.

Level 1 Detail
Coefficient

Level 2 Detail
Coefficient

Level 3 Detail
Coefficient

Figure 2.2: DWT sub-band decomposition
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At each level in the above diagram, the signal is decomposed into low and high frequencies. The
high frequency component of each level is regarded as the detail coefficient of that corresponding
level. In this work, we use the DWT as the first stage of real time analysis of the haptic signal

generated by a user. This is then used as the basis of the password.

2.4.2 Haptic Password System

There are three main parts of our haptic password system: data collection, feature extraction and

classification, as shown in Figure[2.3]

Haptic Interface Training «| Feature Extraction

User [ Device Ed data ”|wavelet decomposition
A\ 4
Testing data
VL \ 4
Feature Extraction 3 Authentioation Authentication Result

Wavelet decomposition il ANN Classifier >

Figure 2.3: Haptic Password System on PHANToM Omni

Data Collection

In our haptic-based identification and authentication system, we collect the following data:
1) Position of the pen tip in virtual environment (x,y, z)
2) Applied forces (fx, f)
3) Stylus orientation (6p;rch, Oro115 Oyaw)

The state vector is constructed as v = (X, ¥, 2, fx, fz, Opirchs Orotl» Oyaw). All data is recorded at a
30 Hz sampling rate. The software starts recording data when the pen tip makes contact with the

virtual paper and stops when no more contact is detected.
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Feature Extraction

Feature extraction is the next step in the classification problem. The choice of elements in the
feature vectors significantly affects the performance of classifier. Because the recorded haptic
signals contain transient and localized features, the DWT is chosen to extract the feature vector
because it, like all wavelet methods, can capture signal frequency properties while conserving its
local features. The feature vector for each trial is obtained in the following steps [37]:

1. The position data (x,y,z) is differentiated to obtain the velocity data(vy,vy,v;).

2. The data set of each trial is resampled to 128-point length (i.e. for each trial the data size
is 8128, where 8 is the dimension of the data). This resampling makes the data amenable to the
discrete wavelet transform process.

3. The DWT is applied to each channel separately. The mother wavelet is the Duabechies
Wavelets order-4. For each channel, seven levels of detail coefficients, D; ~ D7, are obtained

4. For Dy ~ Ds, the following statistical features are used to represent the time frequency

distribution:

 Maximum of the wavelet coefficients in each level.

¢ Minimum of the wavelet coefficients in each level.

¢ Mean of the wavelet coefficients in each level.

¢ Standard deviation of the wavelet coefficients in each level.

Since the length of D¢ and D7 are 2 and 1 respectively, they are inserted into the feature vector
directly. Therefore, the feature vector of each dimension is f; = [vi,Vv2,v3,v4,vs,Dg,D7], where
v; = [max(D;),min(D;),mean(D;),std(D;)]. The length of f; is 23. Then the feature vector of
each trial is obtained by combining all 8 vectors together. F = [f}, f>, ..., f3]. The length of F is
23 x8=184.
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Classification

Based on the obtained feature vector, an artificial neural network is implemented to complete the
classification task. This includes an ANN with 184 inputs, one hidden layer with 500 neurons and
N outputs for the user identification, where N is the number of users. The output O is a vector with
length N. Each element of the output vector is between 0 and 1, where a zero-value i’ element
indicates that the data is least likely to be generated from user i, while a value of 1 means the
data is most likely from user i. We use a scaled conjugate gradient backpropagation supervised
learning method to train the network. All training parameters used default settings. In order to
obtain satisfying training results, the stop criterion is set to minimize the mean square error before

validation failures reach 100 or the performance gradient is less than 1 x 10710,
2.4.3 Experimental Setup

Experiment Environment

In this part, our haptic-based method is evaluated in an experiment where human users interact with
a virtual 3D environment via a 3 degree of freedom haptic device, the Sensable PHANToM Omni.
As shown in Figure [2.4] the user interacts with the haptic device to manipulate the configuration of
a virtual pen in order to write on a virtual paper. It is depicted visually and force feedback rendered
haptically, thus allowing subjects both to see and feel the virtual paper. The virtual paper is slightly
tilted (15 degrees) towards the user. In this environment, the user’s pen tip position is visually

rendered as a red cursor and a shadow is used to represent the projection of the pen tip on the paper.

Experiment Task

Before each experiment, subjects were asked to explore the environment and get used to the haptic

device and the sensation of its force feedback. There are 4 different tasks. There are:

* L-shaped pattern

* Word 'SEAHAWK’ (all in uppercase)



Figure 2.4: Haptic Password System Virtual Environment

]

Figure 2.5: L-shape Pattern
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* The subject’s own signature
» Forging a pre-defined signature

Subjects were given a practice period before each task type in order to gain sufficient proficiency,

and to limit learning effects. After practice, then each task was repeated 10 times per user.

In task 4, subjects were shown an image of the signature to be forged, as shown in Figure [2.6

The first three tasks test the performance of different types of haptic passwords in user identification

Figure 2.6: Pre-defined Signature

and authentication. The last task simulates a forgery attack and examines the haptic password’s

resistance to such an attack.

Subjects Demographics

Our analysis is based on data collected from experiments involving nine participants. This study
was approved by the University of Washington Institutional Review Board approval (#46946 -
EB). All of our subjects were undergraduate and graduate students from the Electrical Engineering

department, ranging in age from 22 to 35 years. There were eight right-handed participants and
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one left-handed participant. Most of the subjects had not used a stylus haptic device prior to the

experiments.

For the forgery task, a genuine signature to be forged was provided. Thirty sets of genuine

signature data were collected on three different days.

2.4.4 Results
Relative Password Variation

To evaluate the performance of the proposed password system, using the collected experimental data,
we consider the relative variation of the different types of passwords. The level relative variation for

each task is defined as N _
=1 |[Fij = Fil[2 1

X —
N min ||F; — Fj||2
JFl

PV, = (2.7)

where

PV: Password Variation

N: Number of trials

F; j: Feature vector of user i, trial j

F;: Mean feature vector of user i.

The relative password variation is the variation of one subject’s password relative to the distance
to its most similar subject’s password. The smaller the variation is, the better identification and
authentication (classification) performance will be.

Table shows the relative password variation among 9 subjects for the first three tasks. We
notice that among these, the signature task varies the least. Probably the main reason for this
outcome is that most subjects are familiar with signing their own signatures and the mental effort
required to finish the task is lower than the other two. The intra-subject performance and execution
of this task is thus more consistent. Therefore, in a password verification scheme, signature data

generates better performance than the other two methods examined.
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Table 2.1: Relative Password Variation

Task subjl subj2 subj3 subj4 subj5 subj6 subj7 subj8 subj9
L-shape 1.108 1.011 0.356 0.659 0464 1.138 0.553 0.746 0.866
Seahawk 0.671 1.164 0.231 0.884 0.765 0.683 0.872 0.897 1.017
Signature 0.632 0.572 0.321 0.619 0.456 0.503 0.622 0.580 0.710

User Classification and Authentication

For user classification and authentication, the ANN network was trained using M trials of each
subject while the remaining 10 — M trials were used for evaluation of the method. All (11‘2) traning
and testing sets combinations were examined. Classification performance was obtained by averaging
all combinations results.

As mentioned in Section V, the input of the neural network is the feature vector of each trial and
the output O is a 9 dimensional vector, with each element representing the likelihood that the data is
from a particular subject.

In the classification task, the data is classified as generated by subject i if

i =argmax O(j) (2.8)
J

In the authentication task, the data will be authenticated if the likelihood is greater than threshold
t; that is, if
o(i) >t (2.9)

The classification performance, when the number of training sets used M varies from 3 to 7
for the first three tasks is shown in Table [2.2] Even for the simplest task, the L-shape pattern, the
classifier successfully classified more than 90% of data when 4 or more training sets are used.
When the tasks (writing the word 'SEAHAWK’ and the subject’s personal signature) becomes more
complex and personalized, the method successfully classifies almost all subjects when 4 or more

training sets are used.
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Table 2.2: Classification Performance

Number of Training Sets
Task

3 Sets 4 Sets 5 Sets 6 Sets 7 Sets

L-Shape 87.35% 90.24% 91.26% 93.29% 95.46%
Seahawk 93.02% 96.25% 97.57% 98.73% 98.89%
Signature  99.19% 99.26% 99.86%  100% 100%

The ANN classifier training was done on a Macbook Pro with 2.2 GHz Intel Core i7 and 16 GB

memory. Matlab R2014b Neural Network toolbox is used. The average training time (in second) for

each training setting is shown in Table 2.3

Table 2.3: Classifier Training Time

Number of Training Sets
Task

3 Sets 4 Sets 5Sets 6Sets 7 Sets
L-Shape 2.92s 5.11s 5.88s 8.08s 9.15s

Seahawk 2.43s 3.06s 3.32s 3.63s 4.64s
Signature 4.60s 5.08s 6.99s 10.79s 12.60s

Figure shows the Receiver Operating Characteristic (ROC) curve of the authentication
performance for one training and testing set combination (first 7 trials as training set and last 3

trials as testing set). We notice that both the 'SEAHAWK and signature task have generated ideal

performance and the performance of L-shaped pattern is acceptable.

Our experimental results indicate that even though all subjects used similar looking patterns in
task 1 and task 2, they can still be identified and authenticated. It is how the user interacts with the

haptic password system, rather than the shape of the password, that makes the user identifiable.
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Figure 2.7: Authentication ROC Curve for 3 Tasks

Forgery Attack Resistance

Next, the resistance of the haptic password system to forgery attack is analyzed. Subjects were given
an image of a genuine signature to simulate a forgery attack. They were then instructed to forge the
signature while an image of the genuine signature was presented to them. The network was trained
by using all genuine signatures (10 data sets per subject), including the data from the user whose
signature was to be forged. The testing data was obtained from forged signatures generated by 9

subjects (10 forged signatures each) and 20 genuine signatures.

In order to explore the attack resistance of the haptic-based identification system, three different
feature vector sets were used. The first one is the original data that contains all 8 dimensional
features. In the second, only pen tip velocity features (Vi = (f1, f2, f3)) are used. Finally, for the
third, only the force and stylus orientation features(V, = (f7, ..., f5)) were used. Practically, for a
password system, certain levels of false negative (genuine signature regarded as fake) are acceptable

(requiring a repeat attempt to authenticate) while false positives (fake signature regarded as genuine)



28

should be prevented. Therefore, we are focusing on the intercept on the y-axis of the ROC curve.

ROC Curve of Signature Authentication

1R
e
0.9 e
|
0.8 .I 4
0.7 i
o 06 |
§ 05 i
k]
=
04 -
03 e
nz — Al Data H
0 — — velocity&Force
' — velocity [l
1 1 1 1
0 0.z 04 0e ns

False Positive

Figure 2.8: Authentication ROC Curve for Forgery Attack

As shown in Figure [2.8] using only velocity data generates the worst performance (50%) while
using all of the 8 dimensional data perform the best (90%), which is slightly better than the using
velocity and force data only (80%). This demonstrates that extra information obtained from the
haptic interaction increases resiliance against forging signatures. With just an image of the victim’s
signature picture, it is possible for one to forge a signature that is similar looking to the original.
However, the latent information of force applied and orientation of the stylus is unique to the user.

This provides protection against forgery attacks.

Handedness Detection

Although there was only one left handed subject involved in our experiment, we observed an
interesting difference between right handed subjects and the left handed subject. We performed

principal component analysis (PCA) on stylus orientation features ( fg, f7, fg) and extracted first two
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Figure 2.9: PCA of Orientation Feature Vectors

principal components. The result is shown in Figure [2.9] where different color and dots shape are
feature vectors obtained from different subjects. The top left red asterisk points are obtained from a

left handed subject while all the bottom right points are from right handed subjects.

2.5 Haptic Password System on Force Sensitive Mobile Device

In this section, we extend the haptic password approach and develop the application on a force
sensitive mobile device - iPhone 6s. We focus here on the Problem 2: The lack of negative samples
to train the classifier, and Problem 3: The randomness of haptic interaction. Moreover, we also
quantitatively analyze how the password complexity affects the authentication performance. We
propose to use a maximal overlap discrete wavelet transform (MODWT) based feature extraction
along with customized classifier and adaptive password update scheme in order to achieve a new

secure behavior based haptic password system.

The proposed haptic password system is shown in Fig. [2.10] (training process) and Fig [2.11]
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(authentication process). The proposed haptic password system consists of three main parts: 1)
real-time data collection, 2) feature extraction, and 3) user authentication. In the training process, a
user will enter the passoword (i.e. signature) 10 times in order to train the authentication classifier.
The mobile app will collect position and force data in real time and extract corresponding features.
A classifier will be trained based on the extracted features. In the authentication process, we then
use the trained classifier to fulfill the user authentication. We also developed an adaptive template

update scheme to accomodate a user’s password variation overtime.

User M \/L, ] Feature
|| Template
De,\\fiZZIIAe Password signal Feature
op Vector
Real-time Feature Repeat
Data Collection Extraction 10 times

Figure 2.10: Haptic Password System Training Process

2.5.1 Experiment and Data Collection

We conducted human subjects experiments on an iPhone 6s where subjects used their signature as
passwords by using their finger to sign on an iPhone (as shown in Fig. [2.12). We also simulated a
forgery attack where each subject was asked to forge 4 previous subjects’ passwords and tested the

proposed system’s resistance to such attack.



| User [

31

Mobile Device
App

Authentication Classifier

b Feature ‘ Result
Template
Testing
Feature
Feature :
Extraction Adaptive
Template Update

Figure 2.11: Haptic Password Authentication Process

3 o iR
Train  Loose \_J

Figure 2.12: Experiment: User Sign Signature in the Static Posture (Left) and the Holding Posture

(Right)
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Experiment Setup

In this experiment, subjects used their signature as a password. First, subjects were asked to explore
the app environment and practice their passwords for 5 to 10 times in order to get used to the
interface, get rid of the learning effect and generate consistent passwords.

Each subject was asked to fulfill following tasks:
1) Sign the signature with the phone being on the desk (flat surface); (referred as static signature in
the following context)
2) Sign the signature with the phone being held in hand; (referred as holding signature in the
following context)
3) Forge other subjects’ signatures with the phone being on the desk (flat surface);

4) Forge other subjects’ signatures with the phone being held in the hand;

Task 1) and 2) aim to test how different postures affect the authentication results and task 3)
and 4) simulate a forgery attack and test system resistant to such type of attack. The detailed attack
model will be discussed in the following section.

For each subject, the experiment is completed in two consecutive days to examine the system
authentication performance over time. In day 1, the subject completed all tasks listed above, while

on day 2, only task 1) and 2) were completed.

Attack Model

The goal of attacks against authentication system is to impersonate a specific user. In this work,
we mainly focus on the forgery attack where malicious individual pretends to be someone else by
providing a forged password of a legitimate user.

Forgery Attack: The malicious individual is able to watch how the victim enters the password
and generate forgeries based on the observation.

In order to simulate such an attack, all genuine passwords are video recorded in real time. Each

subject (simulated ‘malicious individual’) will be able to watch videos of previous subjects entering
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their password and forge those passwords based on the observation. In this way, the simulated
‘malicious individual’ has access to not only the static and graphical property but also the dynamic

property of each password.

Data Collection

In this experiment, we use an iPhone 6s to collect user haptic passwords data. The 3D touch
technology allows us to collect not only the contact position information but also how much force is
applied when the users enter their haptic password.

We collect the following data in real time:
1) Position of contact position on screen (x,y);

2) Applied forces (f);

All data is recorded at 60 Hz. The iPhone 6s app starts recording data when the user makes
contact with the screen and stops when the user press the ‘save’ button. Each password signal data
is then truncated to the point where the last contact happens.

Besides the data collected as shown above, we generate a set of extra information from the
contact position data (x,y) at time ¢ as follows:

1) Signature trajectory velocity

V() =x(t) —x(t —1),v(0) =0 (2.10)
vy (1) = (1) — y(t — 1),,(0) = 0 (2.11)

2) Stroke Acceleration
alt) =\ +3(0) — A= 1) +93(—1),a(0) =0 (2.12)

3) Trajectory direction
0(t) = aran( 2\, 0(0) = 0 (2.13)
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4) Trajectory direction change
o(t)=06()—0(t—1),0(0)=0 (2.14)

The state vector is then constructed as s = (x,y, f,Vvy,y,a,0, ).
In summary, for each subject, the experimental data collected includes:
1) 30 genuine static signatures (Day 1: 20 sets, Day 2: 10 sets)
2) 30 genuine holding signatures (Day 1: 20 sets, Day 2: 10 sets)
3) 20 static signature forgeries (from 4 different subjects, 5 forgeries per subject)

4) 20 holding signature forgeries (from 4 different subjects, 5 forgeries per subject)

More specifically, for the simulated forgeries attacks, each subject will be asked to watch videos
of the previous 4 subjects’ genuine signatures, and generate corresponding forgeries. 5 forgeries per
subject per posture(i.e. i’ subject will forge (i —4)" ~ (i — 1) subject’s signatures). In this way,

each subject’s genuine signatures in each posture will be forged 20 times by 4 different subjects.

Training, Testing and Evaluation

Given the experiment dataset, we aim to answer the following questions:

1) How does a user’s password day-to-day variation affect the authentication performance?

2) Can we achieve similar authentication performance when the user enters the password in
different postures?

3) How resistant is the authentication to forgery attacks?

In order to answer the question above, we divide the dataset into a training set and a testing set.

The first 10 static/holding signatures in day 1 are used to train the corresponding classifiers and
tune their parameters.The rest 10 static/holding signatures on day 1 are used as the same-day testing
set while 10 static/holding signatures on day 2 are used as the second-day testing set. This allows us

to explore the effect of passwords day-to-day variation on the authentication accuracy.
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Subjects Demographics

Our analysis is based on data collected from experiments involving 29 participants. The detailed
demographics of all subjects is shown in Table The subject racial and signature language
distribution are shown in Fig. [2.13] and Fig[2.14]respectively.

Table 2.4: Subjects Demographics

Sample Size 29
Sex 14 Females; 15 Males
Age Range 18 to 62
Age (Mean + SD) 26.5 £ 8.7
Handedness 4 Left; 25 Right

2.5.2 Feature Extraction

In order to realize user authentication given the haptic passwords, the first step is to extract features.
The choice of elements in the feature vector significantly affects the performance of the classifier.
In our previous work [84], we implemented discrete wavelet transform (DWT) to fulfill the feature
extraction of the signature signal. The key benefit of the DWT is that it captures both frequency and
localized (in time) information. However, there is a constraint for DWT that the length of the signal
has to be multiples of a power of two. If we resample the password signal to meet this requirement,
this inevitably alters the original property of the given password signal and potentially increases the
similarity between genuine passwords and forgeries (since the original length of genuine passwords
and forgeries is most likely different, while after resampling, they will be the same). To avoid this
problem, in this work, we use the maximal overlap discrete wavelet transform (MODWT)[54], a
modified discrete wavelet transform, to deal with the signature signals. Unlike the DWT, MODWT

is defined naturally for all signal lengths. This allows us to perform feature extraction on the original
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signature signal without resampling.

Additionally, in order to enhance the stored feature template security, the proposed feature
extraction process is non-invertible. In this way, even if the malicious party is able to hack the
template database via template attack, it is impossible to reconstruct the original password from the

features. This property mitigates the template attack against the proposed haptic password system.

Maximal Overlap Discrete Wavelet Transform

In this section, we briefly review the general concept of MODWT. Similar to the DWT, the MODWT
coefficient of signal X is calculated by passing it through a series of filters generated from a mother
wavelet filter. The mother wavelet filter g is a low-pass filter that satisfies the standard quadrature

mirror condition [[54][71]

G(z)G(z ")+ G(—2)G(—z ) =1 (2.15)

where G(z) denotes the z-transform of the filter g. Its complementary high-pass filter can be obtained

as

H(z) =2G(-z") (2.16)

These mother wavelet filters are then used to generate the series of scaling filters H and wavelet

filter G
Hi1(2) = H(Z)Gil2) (2.17)

Gis1(2) = G(Z)Gil(2) (2.18)

with initial condition Gy(z) = 1.
Let hj(k) and g;(k) be the time-domain representation of H;(z) and G;(z) respectively. The
MODWT scaling filter h j(k) and wavelet filter g;(k) are:

hj(k) = =2 (2.19)
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506 = gé’;

Let X be a time series of length N. Similar to standard DWT, the MODWT scaling coefficient

(2.20)

Vj(k) and wavelet coefficient Wj(k) at the j' level is calculated as shown in (12) and (13)

j—1
W;(k) = ZZO hi(D)X((k—1) mod N) (2.21)
_ Li—1
V(k) = l;) gi(DX((k—1) mod N) (2.22)

where L; is the width of ;" level filter. Here L; = (2/ — 1)(L— 1) + 1, and L is the width of the
initial mother wavelet filter. Figure[2.15|shows the block diagram of the MODWT process.

Level 1 Detail
Coefficient

Level 2 Detail
Coefficient

Level 3 Detail
Coefficient

Figure 2.15: MODWT sub-band decomposition

The input signal X is decomposed into high and low frequency components at each level and they

are regarded as detail coefficient and approximate coefficient of that corresponding level respectively.

Feature Vector

The feature vector for each signature signal is obtained in the following steps:
1. The MODWT is applied to each channel (position, velocity, the force applied, acceleration,

direction and direction change) in the state vector s separately. For each channel, 5 levels of
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decomposition are accomplished and we obtain 5 levels of wavelet coefficients W ~ W5 and level 5
scaling coefficients Vs.
2. The following statistical features are used to represent the time-frequency distribution of the

signature signals:

¢ Mean of the absolute values of the coefficients in each sub-band.

Standard deviation of the absolute values of the coefficients in each sub-band.
¢ Maximum of the absolute values of the coefficients in each sub-band.

* Ratio of the absolute mean values of adjacent sub-bands.
More specifically,for i = 1,2,3,4,we define

vi = [mean(|Wi), std(|Wi), max(|Wi[), mean(|Wi[) /mean(|Wi11])] (2.23)
fori = 5,6, we define

vs = [mean(|Ws|),std(|Ws|),max(|Ws|), mean(|Ws|) /mean(|Vs])] (2.24)

vs = [mean(|Vs|), std (|Vs|), max(Vs)] (2.25)

Therefore, the feature vector of each channel in signature signal s is f; = [v1,v2,V3,V4, Vs, Ve].
The length of f; is 23. Then the complete feature vector of each signature signal is obtained by
concatenating all 8 channels together as F = [f1, f2, ..., f3]. The length of F is 23 x 8 = 184.

The statistics of wavelet coefficients in each sub-band are calculated as features for haptic
passwords. Our assumption is that the statistical analysis is non-invertible as it is impossible
to reconstruct the complete sub-band coefficient from the statistics stored in the feature vector.
Therefore, the feature extraction process non-invertible, which means even if the adversary party
hack the feature database, they are unable to reconstruct users’ original password information. This

provides an extra level of security protection against attacks for the haptic password system.
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2.5.3 User Authentication

As mentioned in Problem Statement section, in order to realize user authentication, we need to deal
with the following three problems: 1) the lack of negative samples to train the classifier; 2) the
randomness of the human, and 3) the forgery attacks.

First, we need to develop a classifier to authenticate users based on the obtained feature vectors.
However, most classic classifiers, such as support vector machines (SVM), artificial neural networks
(ANN) and decision trees, are highly dependent on both positive and negative samples in the training
process. On the other hand, in our application scenario, only positive samples (genuine signatures)
are available. It is inappropriate to use forgeries as negative samples because it is not feasible to
obtain forgeries of each user’s signature in the real-life application due to the confidentiality of
the users’ passwords. Additionally, although using other people’s genuine signatures as negative
samples is feasible, this will potentially make the classifier underestimate the difficulty of the
classification problem and thus be unable to achieve good forgery-proof performance.

Therefore, in this work, we develop an authentication classifier without using negative samples.
The authentication result is based on the distance between the testing feature vector and the feature
vectors in the template set. The template set is generated in the training process. The authentication
process based on two distance metrics, Euclidean distance and Hamming distance, are developed

and tested.

Euclidean Distance

In this section, we propose to calculate the matching score based on the Euclidean Distance between
the testing password and the password template.

First, the given user’s training password feature set is normalized, and the mean and standard
deviation of the training feature set is stored to normalize the testing data. Because the dimensionality
of the feature vector is large (23 per channel), simply treating each dimension equally for all different
users is not appropriate. We formulate the following optimization problem to find the weighting for

each dimension such that for a given user, the signature features in the training set are weighted in
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such a way that makes the features most consistent to his/herself.

First, given vector X = [x,X2,...,X,],Y = [y1,¥2...,¥x], we define operation ® as X ® Y =

[X1Y1,X2)2, - . ., X,yn). Let the weighting parameter for the s user be w; = [Ws,1,Ws25 oy W]
N N
minimize Z Z d(ws @ Fyj,ws @ F; )
§ i=1j=i+1

subjectto w,; >0,i=1,...,n.
n
ZWSJ' =1
i=1

where N is the number of signatures in training set, n is the dimensionality of the feature vector
and Fj ; is the i'" feature vector in the training set of the st user. d (X,Y) calculates the Euclidean
distance between vector X and Y.

For the password authentication, we use the passwords in the training set as templates and
match the testing password to the templates in order to obtain the matching score A. For the user s
authentication, given the genuine password template set {Fy;} and testing password Fy.y, we are
able to obtain d; = d(ws ® Fiest,ws ® Fy ;) and Dg = [dy,d>, ...,dy]. The distance set Dg contains
the Euclidean distance between the testing password and each template password. We can then
generate the matching score based on the distance set Dg.

However, due to the random changes in human signatures, simply calculating the matching
score by summing all the distance together may not be able to generate a reliable result. ‘Bad’
passwords can be generated during the training process. We anticipate that users may enter poorly
in some of the passwords in the training set which is inconsistent with the genuine ones. When
calculating the matching score, if we use the entire training set as templates, those poorly entered
passwords will potentially increase the matching score of a genuine testing password and degrade
the authentication performance.

Therefore, to overcome this issue, we define the matching score as follows. We define operation
Findmin(S,k) as find a subset of S that contains k smallest elements in S. The matching score A of

the given testing password is calculated as in (17)
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A =Y Findmin(Dg,k) (2.26)

where k € [1,2,...,N] is a tuning parameter. Smaller A means that the testing password is more
similar to the genuine ones in the template set. The testing password will be authenticated when the
matching score is below the predefined threshold 7p,. .

With the tuning parameter k, testing passwords will be matched to those ‘good’ templates. By

doing so, we will be able to mitigate the effect of the human’s randomness in the training phase.

Hamming Distance

In this section, we propose to calculate the matching score based on the Hamming Distance between
the testing password and the password template.

Hamming distance between two vectors of equal length is defined as the number of positions at
which the corresponding symbols are different. Therefore, in order to use hamming distance, the
definition of "different" between features in the testing password feature vector and the password
template needs to be defined.

First, the mean and standard deviation of the given user’s training password feature set is
obtained as u = [u, U, ..., U] and ¢ = 01, 02, ...0,|, where n is the dimensionality of the feature
vector. We then update the mean and standard deviation in the following ways in order to mitigate
the effect of the ‘Bad’ training password as mentioned in the previous section. We assume that
features from those ‘Bad’ training passwords are outliers. Therefore, for each feature obtained
from the j** training password fi.j» if | fij — 4i| > 205, the corresponding feature is discarded. The
updated mean fI and standard deviation & is calculated by using the remaining features.

The testing password feature vector F.s = [f1, f2, .-, fn] is normalized based on fl and 5 asin
(2.27)

z  Ji— Ml

F;est: [.flvflv"wfn] (227)
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If |fi| > Ty, the corresponding feature in the testing password is regarded as different from
the password template, where T is a pre-defined threshold for feature difference. The Hamming
distance Dy between a feature vector of a testing password and the password template set is
defined as the number of features that can be regarded as different. The testing password will be

authenticated when the Hamming distance Dy is below the predefined distance threshold Tp,,

Adaptive template update

Another issue in the user authentication is the user’s password variation over time. In order to
address this issue, we developed two adaptive template update schemes for Euclidean distance and

Hamming distance based authentication process respectively.

1. Euclidean Distance

The adaptive template update scheme for the Euclidean distance based authentication consists
of the following steps:

1) Calculate the matching score A between the given testing password and the password
templates as in (17).

2) If matching score is greater than the threshold Tp,, reject the given testing password.

3) If the matching score is smaller than the threshold 7p,, authenticate the given testing password.
Meanwhile, find the password template in the template set that has the largest distance to the current
testing password, and replace it with the current new one.

In this way, we will be able to adaptively update the signature template set to accommodate the

user’s password variation over time.

2. Hamming Distance

The adaptive template update scheme for the Hamming distance based authentication consists
of the following steps:

1) Normalize the testing password feature as shown in (2.27) and obtain Fjos. Calculate the

Hamming distance Dy between the given testing password and the password templates.
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2) If Dy is greater than the threshold Tp,,, reject the given testing password.

3) If Dy is smaller than the threshold 7p,,, authenticate the given testing password. Let
A= Fieq — 1

4) Update [l = [l +NA, where 1) is a tuning parameter that represents the adaptive rate.

By doing so, the template mean is shifted toward the feature that generated from the new
authenticated password. This allows us to accommodate the user’s password variation over time.
We keep the standard deviation 6 unchanged through the adaptive update process because it is
obtained from the training set which is generated by the corresponding user within a short period
of time and it represents the size of the user’s password interval. Our assumption is that the user’s
password interval will not change over time and thus only the template mean is updated through the

process.

2.5.4 Results
Parameter Tuning

For the user authentication, we first focus on tuning the parameter in both Euclidean distance
based and Hamming distance based methods in order to achieve best authentication performance.
Therefore, a leave-one-out cross-validation is conducted for both tasks (static signature, and holding
signature) by using the training data only for both distance based methods. We use the authentication
accuracy when the false acceptance rate (FAR) is 0 % (no forgery is authenticated) as a metric to
determine the parameter.

First, for both methods we need to determine which mother wavelet to use in the feature
extraction process. Therefore, we tested Haar wavelet, Daubechie wavelet (DB4 and DBS), least
asymmetric wavelet (LA8 and LA16) and coiflet wavelet (C6 and C12) as the mother wavelet.

Next, for Euclidean distance based method, the number of nearest template feature set k used
(as shown in (17)) is varied from 2 to 9. The corresponding cross-validation results for all 3 tasks
are shown in Fig2.16]-

We notice that for both static and holding signature when we use Coif12 as mother wavelet and
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k = 3, the best authentication performance can be obtained as the accuracy rate is largest. Therefore,
we keep these settings for both tasks respectively in the remaining context.

For the Hamming distance based method, we also need to determine the threshold T to define
feature difference. T} is varied from 0 to 5 and the corresponding cross-validation results (around
peak) for all 3 tasks are shown in Fig. 2.1§]- 2.19]

In this case, we notice that for both tasks, when we use Coif12 as mother wavelet and 7y = 1.59,
best authentication performance is achieved. Therefore, we keep the setting for Hamming distance

based method in the remaining context.

Authentication performance

To evaluate the authentication performance, we evaluate on the genuine testing sets and the cor-
responding forgeries. Our evaluation metric includes the false acceptance rate (FAR), the false
rejection rate (FRR), and the equal error rate (EER). FAR is the percentage of the forgeries from
malicious individuals that are accepted as genuine passwords by the authenticator. FRR is the
percentage of the genuine passwords from a legitimate user that are rejected by the authenticator.
In most classification and authentication system, there is a trade-off between FAR and FRR. By
adjusting the threshold so that the classifier is more strict and sensitive, one can reduce the FAR
since fewer forgeries will be accepted by the system. However, FRR will increase inevitably as more
genuine passwords will be rejected due to the strict classifier. Therefore, in order to address this
trade-off, we use EER to represent the authentication performance. The equal error rate is the rate
at which both FAR and FRR are equal. Additionally, as an authentication system, especially when
dealing with life-critical systems, false accepts are far more detrimental than false rejects. Therefore,
we also include the authentication accuracy when FAR is 0 as a performance metric. Table [2.5{and
2.6 represent the authentication performance for Euclidean distance based and Hamming distance
based method respectively.

First, when no adaptation is applied to the authentication process, the authentication performance
in the day 2 session degraded significantly comparing to day 1 session for all cases. This shows

that human haptic passwords do vary overtime due to the human’s randomness and it is necessary



48

Table 2.5: Euclidean Distance Based Authentication Performance

W/O Adaptive W/ Adaptive
Task Session Day
EER  Accuracy w/ FAR=0 EER Accuracy w/ FAR =0
Static Signature Day 1 2.07% 84.83% 1.38% 94.14%
Static Signature Day 2 5.17% 45.86% 2.07% 87.24%
Holding Signature Day 1 3.79% 81.03% 2.07% 90.00%
Holding Signature Day 2 8.97% 40.00% 4.83% 74.48%

Table 2.6: Hamming Distance Based Authentication Performance

W/O Adaptive W/ Adaptive
Task Session Day
EER  Accuracy w/ FAR=0 EER Accuracy w/ FAR =0
Static Signature Day 1 2.84% 83.79% 0.96% 95.86%
Static Signature Day 2 6.71% 60.34% 3.26% 88.97%
Holding Signature Day 1 4.47% 78.97% 2.33% 90.34%

Holding Signature Day 2 9.95% 43.79% 6.09% 77.24%
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to compensate for it. On the other hand, the proposed adaptive template update schemes enhance
the authentication performance for both Euclidean distance based and Hamming distance based
methods, especially for the day 2 sessions. This outcome demonstrates that the proposed template
adaptation schemes for both methods are able to compensate for the user’s password variation over

time and enhance the system authentication performance.

The Hamming distance-based method generates slightly better authentication performance than
Euclidean distance-based method. The reason for this may be because the Hamming distance
based method handles the following 2 scenarios better than the Euclidean distance-based method.
First, consider a simplified example as shown in Fig. [2.20| where the circle represents the genuine
template feature vector from one user, the red cross represents the genuine testing feature vector and
the red asterisk represents a forgery feature vector. When using Euclidean distance-based method,
since we use the parameter k = 3, both the genuine testing feature vector and the forgery testing
feature vector will be matched to 3 templates in the top right and similar matching score will be
generated. However, intuitively, the genuine testing feature should be considered as more similar to
the template feature. On the other hand, by using Hamming distance based method, both dimensions
of the genuine testing feature are within the range of 7 so the distance to the template is 0, while
the distance between the forgery testing feature and the template is 2 as both dimensions of the

forgery feature is outside the range of 7.

Second, Hamming distance based method is less sensitive to a single (or few) dimension of
feature that has extremely large offset comparing to the template features. This property well fits the
proposed authentication method. Since the wavelet-based feature extraction captures both frequency
and localized (in time) information, a feature vector, which has only one (or few) dimension of
feature with the large offset to the template, can still be a genuine one, as the user might do
something not consistent locally. On the other hand, if multiple dimensions of a testing feature have
medium offset, the testing feature is more likely generated from a forgery, since medium offset in
multiple dimensions of features implies the global difference. However, when using the Euclidean
distance based method, both testing features mentioned above will generate similar matching score

as the Euclidean distance between both features and the template features are similar. On the other
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Figure 2.20: Simplified Example

hand, the Hamming distance based method is able to distinguish these two cases. The Hamming
distance between the testing feature with a single (or few) large offset and template features is small,
while the hamming distance between the testing feature with multiple medium offsets and template
features is large. This helps improve the authentication performance.

Lastly, static signatures slightly outperform holding signatures (static means the device is on a
flat surface) in authentication accuracy and it is because the phone is less stable when being held by
the using during the password entering phase. We observed that user may vary the way how they

hold the phone and inconsistency will degrade the authentication accuracy.

Effect of password complexity

In this section, how the password complexity affect each individual subject authentication perfor-
mance is analyzed. Similar to alphanumerical passwords, we anticipate that the complexity of

the user’s haptic password will affect the authentication performance. Therefore, to quantitatively
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evaluate the effect of the password complexity on the performance of the haptic passwords system,

the signature complexity 8 of the user i is defined as

i ; i d;
0 = S I (2.28)

Smax  Xmax Omax  Omax

where

1) s represents the average number of strokes in the given user’s password in the training set;

2) x represents the average number of trajectory intersections in the training set;

3) a represents the average number of acceleration zero crossings in the training set;

4) d represents the portion of curved trajectory in the password. The reason to add d to the signature
complexity is that many subjects in our experiments expressed that it is more difficult to mimic
curved lines, compared to straight lines and vertices (i.e. sharp turnings). The portion of curved tra-
jectory in the signature is calculated by averaging the number of medium trajectory direction changes
in the training set. The medium trajectory direction change is defined as |w(¢)| € [7/6,7/4];

5) [-]; represents the corresponding value of user i and [-],,,4, represents the largest value across all

users within the same task.

The password complexity 6 € [0,4], as all 4 metrics listed above are rescaled to [0, 1] based on
the maximum value in the corresponding metric among all subjects. The larger the complexity is,
the more complex the user’s signature will be.

Fig. 2.21] shows the complexity histogram of static signature and holding signature tasks.

Intuitively, a simple password is more likely to be forged. In order to prove this intuition, we first
define the forging difficulty of each user’s password as the smallest Hamming distance any forgery
can achieve among all 20 forgeries in the corresponding task. The smaller the forging difficulty is,
the more likely the corresponding password can be forged.

Table illustrate how the password complexity affects the corresponding forging difficulty.
We notice that for both static and holding signature password, the forging difficulty increases when

the password complexity increase. Therefore, this result indicates that in order to achieve good
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Table 2.7: Average Signature Forging Difficulty within Each Complexity Range

Complexity Range
[0,0.5) [0.5,1) [1,1.5) [1.5,0)
Static Signature  111.50 119.50 120.11 136.00
Holding Signature 105.67 114.50 121.00 129.50

Task
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authentication performance, it is crucial to guarantee that the original passwords in the training set
are complex enough. The lack of complexity will increase the probability of the given password
being forged. In practical applications, to deal with this issue, if a person’s signature is too simple,
they could also include writing some numbers, since people do that consistently, in order to increase

the password complexity.

Password Entropy

The possible password space and scalability is crucial for the password system application. There-
fore, in this section, we investigate the password entropy of the haptic password system as an indica-
tor of the system scalability. For a password of Length L, the definition of password entropy[22] is

shown in (2.29), where S; is the number of possible symbols at " location.

L
H=Y logS (2.29)
=1

i=

The haptic password entropy is calculated in the following steps.

1. Find uncorrelated features to calculate the password entropy. Since velocity, accelera-
tion, trajectory direction and trajectory direction change as shown in (1) - (5) are generated from the
position, we only consider the position and force features. We then calculate pairwise correlation
among the selected features and discard those feature with average correlation above 0.3 to obtain
uncorrelated features.

2. Calculate possible symbol size for each uncorrelated feature. First, for each feature f;,

we find the value range R; among all user as (2.30).

R; = fi,max - fi,min (230)

We then calculate the standard deviation o; for each feature f; for each subject and obtain the
largest standard deviation among all the subject as 0; juqx. The possible symbol size S; for feature f;

is defined as in (2.31)
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R;
3 Gi,max

(2.31)

i

3. Calculate Password Entropy. Given the possible symbol size of each feature, the password
entropy can be calculated as shown in (20)

By following the above steps, we obtain the haptic password entropy for signature based
passwords are 67.45 bits. Compared to the human alphanumerical password with average entropy

as 40.54 bits[22]], the password entropy of the haptic password is much larger.

2.5.5 Discussion

In this section, we discuss several critical points and limitations in the design of our experiments
and study. We also raise possible extensions for the proposed method.

Cross posture authentication. As investigated in the previous section, the authentication
performance of the signature based password is good within static posture and holding posture. An
interesting question is can we generate a unified template that can be used to authenticate users
in both postures. However, our analysis shows that when we use the static signature template
to authenticate testing holding signature (and vice versa), we are unable to achieve as good an
authentication performance as within each posture. The reason for such outcome is two-fold. First,
when holding the mobile phone in the hand, the mobile phone position is less stable which makes
the signature trajectory deviates from those static signatures. Second, the force applied to the touch
screen is different in each posture. For the static signature, the phone is put on a rigid surface while
for the holding signature, the phone is held by the user in hand, which can be regarded as an elastic
surface. This difference will affect the force applied to the screen as the holding posture will work
as a low-pass filter and filter out local force details. Moreover, given the difference between static
and holding posture, the proposed adaptive template update scheme might not fit. Nevertheless,
however, there is a possible way to overcome this difficulty. With the gyrometer and accelerometer
data on the mobile phone, it is relatively easy to determine the posture of the user and the user can

be authenticated using the corresponding template based on the posture determined.
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Long term adaptive template update. In the proposed experiment study, we were only able
to conduct a 2-day experiment. We showed that the adaptive template update compensates users’
variation over time on the second day. However, we notice the degradation across days still exists.
How users’ passwords vary over long-term and can the proposed password adaptive template update
scheme accommodate the variation is worth further investigation.

Different forms of the password. A possible extension of our work is to investigate other
forms of passwords besides signatures. Every user potentially has a unique way of handwriting.
Therefore, as long as the person does some writing tasks, such as a word, a series of digits or even a
doodle of a cat, frequently so that they are consistent, they can be a password. Extra experiments

need to be conducted to examine the password authentication performance of various forms.

2.5.6 Conclusion

In this work, a haptic password system on mobile device platform was developed. We investigated
whether and how the way a user haptically interact with a force-sensing touchscreen can serve
as a behavioral biometric for user authentication. We designed and conducted a human subject
experimental study to collect signature based passwords of 29 subjects. We developed a MODWT
feature extraction along with customized classifiers to fulfill the user authentication process. In
order to accommodate users’ password variation over time, we also developed an adaptive template
update scheme. The authentication process is able to achieve robust authentication results for
the signature-based password, with equal error rates 0%-5% and 75%-96% accuracy with 0 FAR
under forgery attacks depending on the experiment setting. Moreover, we investigated the effect of
password complexity on the authentication performance and quantitatively demonstrated that the
more complex a password is, the less likely it can be forged. We also showed the good scalability of
the haptic passwords as the password entropy is much larger than alphanumerical passwords. The
results indicate that the developed method is able to generate robust forgery-proof authentication
performance for user authentication on the force sensing mobile devices.

Future work, might involve analysis how users’ haptic passwords vary over the long term and

exploration of the authentication performance of different forms of haptic passwords.



56

2.6 Summary

In this chapter, we develop a haptic password system on multiple platforms. By implementing
wavelet based feature extraction and authentication algorithm, good performance is obtained.
Compared to classic alphanumeric password systems, the possible password space is much larger
using the haptic information. Furthermore, this method affords the user a way of intuitively
memorable passwords that are also complex, modifiable and secure. Additionally, this haptic
password system provides resistance to forgery attacks, which is a problem for other security and
authentication systems. The development of adaptive template set update also further enhance the
system authentication performance by addressing the user haptic password signal variation over
time. With the adaptive template set update method, we are able to achieve good authentication
accuracy on the genuine signatures without letting any forgery pass the authentication process.
Our experiment results indicate that this haptic password system is secure and robust. Moreover,
this system is practical and user friendly. For both platforms, interaction with haptic device and
touch screen devices is intuitive for most users. Additionally, the entire process of obtaining the
password’ took only several minutes per user. This included data collection and feature extraction,

and the verification process can be done within seconds.
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Table 2.8: Summary of notation from Chapter 2.

Symbol Definition
0 Signature Complexity
A Matching Score

Trajectory Direction at time ¢

Trajectory Direction Change at time ¢

Trajectory Acceleration at time ¢

Wavelet: Detail Coefficients of level i

Feature Vector of i Channel in the Haptic Password

Feature Vector of the Complete Haptic Passoword

Time Domain Expression of the Mother Wavelet Filter
Frequency Domain Expresssion of the Mother Wavelet Filter
Time Domain Expression of the Complementary High-pass Filer
Frequency Domain Expresssion of the Complementary High-pass Filer
Password Variation

Wavelet: Scaling Coefficients of level i

Signature Variation

Weighting Parameter for Subject s

Wavelet: Wavelet Coefficients of level i
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Chapter 3

CONTINUOUS OPERATOR AUTHENTICATION FOR
TELEOPERATED SYSTEMS

3.1 Introduction

Teleoperated robotic systems have become an emerging and popular technology, largely due to
several salient benefits of teleoperation. Critically, teleoperation provides a means to extend human
capability to spaces in which humans are unable to fulfill the task. The task may, for example, be
too dangerous, such as in radiation and chemical environments and disaster scenarios. The task
may be at a scale too large or too small for a human to physically accomplish. Finally, consider the
case where a human’s particular expertise is required immediately but not within proximity, e.g. a
specialized surgeon is needed on another continent. In these cases, the use of a remote robotic proxy
controlled at a distance via a human operator provides practical benefits that could not be achieved
with humans alone. However, the benefit of having geographically distant teleoperators comes
with its own set of problems: what if the security of teleoperated robotic systems is compromised?
Especially in many envisioned high-reward scenarios, basic infrastructure may be limited. Remote
robots may have to operate in a harsh environment. The open and relative uncontrollable nature
of the communication link between the operator and the robot potentially makes the teleoperated
robotic system more vulnerable to various kind of attacks. Moreover, in our prior work [[12][11],
we discovered that the tension between real-time operation (usability) and security for teleoperated
robotic systems may render many existing security techniques infeasible. Many teleoperated robotic
systems deal with delicate or critical tasks. It is therefore crucial to make them secure without
affecting their usability. The specific solution we found lies in the fact that there is a human operator
in the loop. Human operators have unique ways of interacting with teleoperated robotic system[84],

and this unique operating signature can be used to identify and authenticate the operator, thus
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enhancing the security and privacy properties of teleoperated robotic systems. In chapter 2, a new
password system based on the user’s behavior biometric is developed to fulfill the initial login
authentication task. However, if the malicious party targets the postauthenticated session, such as

through communication channel jamming or ‘hijacking’, initial authentication may not be sufficient.

Therefore, continuous authentication needs to be developed in order to secure the teleoperated
robotic system. Behavior biometric-based continuous authentication has emerged recently to
mitigate the security problems and attacks that target the postauthenticated session after the initial
login for computer systems[7][/6]][46] and mobile deivices [24][73][21][10][65]. In these works,
instead of authorizing a user through a one-time login challenge, the continuous authentication
system continuously examines the user’s behavior biometrics (i.e. key stroke/mouse dynamics, touch
screen usage, device dynamics etc.) in order to gurantee the identity of the initially authenticated

Uuser.

Nevertheless, in the aforementioned work, the authentication results are based on the analysis
of relatively simple user actions. In [7] and [76l], features of user key stroke action, such as key
code, press time and interval time between strokes when a user interacts with a desktop computer,
are analyzed. Touch actions on mobile devices, such as tapping, scrolling and flinging, are used
for authentication purposes. Due to the simplicity of these actions, using single actions to fulfill
the authentication is highly volatile. In most cases, to increase the robustness of the authentication
method, multiple consecutive actions are used for the final decision. However, the operator’s
motions and actions during a teleoperated procedure are far more complex than a single simple
action. The methods developed in the above work is unlikely to suit this case. Moreover, in most
of the aforemention approaches, conventional classifiers, such as k-Nearest Neighbour, Support
Vector Machine, Neural Network or Random Forest, are implemented. The major limitation of
these classification algorithms is that they heavily rely on the choices of both positive and negative
samples during the training process. Although the choices of positive samples are straightforward in
our case, as we can use data obtained from the genuine operator, negative samples are not so easily
acquired. It is intractible to let someone imitate every operator and generate the corresponding

negative sample as it requires tremendous extra effort. On the other hand, if we suppose that using
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different operators’ data as negative samples is feasible, choosing the negative samples to train the
classifier is in and of itself another issue to solve as it will significantly affect the performance of
the classifier.

In this work reported here, by making the analogy between human language and operator
motion, we present a Hidden Markov Model (HMM) based method for continuous teleoperator
authentication. The HMM can be trained with only the operators data (positive samples)[65] and it
has been widely used in speech recognition[32] and human motion modeling [[74][72], which fits
the teleoperator continuous authentication task well. To determine the feasibility of out approach,
we performed an experimental study with 5 participants. All subjects carried out a block transfer
task in a simulated virtual reality environment with haptic feedback and virtual fixtures enabled.

In summary, the main contributions of this work are:

1. The development of a continuous teleoperator authentication method that uses Left-Right
HMM][86] to model an operator’s gestures followed by a Token Passing algorithm [85]] that

concatenates gesture models.

2. The development and demonstration of a VR simulated teleoperation environment and the

experimental user study evaluation with 5 participants.

3. Experimental demonstration that the proposed continuous teleoperator authentication is able

to achieve high accuracy and impersonation attack resistance.

3.2 Related Work

HMMs have been extensively used in surgical skill assessment [S9][60][61][62][63]. In most of
these works, it is assumed that the entire surgical process is generated from a single HMM model
while each surgical gesture is represented by a single state in the HMM. In [63], it is assumed that
each surgical gesture can be represented by samples from a Gaussian distribution. In [S9], Short
Time Fourier Transform (STFT) followed by K-Means is used to discretize the surgical process data

into gestures (states in HMM). Discrete HMMs are then trained to fulfill the skill evaluation. Linear
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discriminant analysis (LDA) is applied to the surgical data to perform dimension reduction in [[/8]
before HMMs are trained. In [[75]], a Sparse HMM approach is proposed, where a sparse dictionary

learning technique called K-SVDI3] is used to model the surgical gesture states in the HMM.

However, representing a surgical gesture by a single state in HMMs potentially has limitations
with regard to fully capturing the dynamic and complex properties of each gesture. Moreover, it may
not be applicable for continuous surgeon authentication. In all aforementioned work, the analysis is
performed offline given the entire kinematic data of the surgical procedure. However, as shown in
Fig. @, in continuous authentication, a sample window is used instead and authentication of the
operator is based on the analysis of data in that window. In this case, unlike the offline scenario, the
data in the sample window will contain only partial gestures. The kinematic properties of a partial
gesture are different from the complete gesture. This may cause some problems using a single state

in the HMM to represent the operator’s gesture.
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Figure 3.1: Comparison Between Offline Analysis and Continuous Authentication
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Figure 3.2: Continuous Operator Authentication Training Phase

3.3 Continuous Operator Authentication for Teleoperated Systems

In order to achieve continuous operator authentication for teleoperated systems and overcome
the limitations present in existing methods, we developed a novel scheme as shown in Figure [3.2]
(training process) and [3.3] (continuous authentication process). In the training phase, a user will
perform the simulated teleoperation in the VR environment by using a haptic input device. Real-time
kinematic data (i.e. velocity,orientation, and force applied) of the entire teleoperation process is
collected. We then manually segment the teleoperation process into several basic gestures. The
corresponding user’s gesture HMM models are trained based on the segmented gesture pieces. In
the testing phase, a user will perform the simulate teleoperation task while we use a moving sample
window with width 7 to collect kinematic data from ¢ — T to ¢ where ¢ is the current time. An HMM
likelihood analysis is then performed on the data within the sample window based on the trained

operator gesture HMM models and this generates the continuous authentication result.
3.4 Experiment

3.4.1 Experiment Setup

In this work, we first built a VR environment within the Unity Game Engine[l17] to let subjects

perform a simulated teleoperation task. As shown in Figure [3.4] the user was asked to use the
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Figure 3.3: Continuous Operator Authentication Testing Phase

Sensable PHANToM Omni[55] to control the 6 degree of freedom (DOF) configuration of a virtual
ring in order to transfer it through the virtual pegs on the board in a predefined sequence. In the
experiment, each user wore the HTC Vive headset for 3D visual feedback about the VR simulated
task. Meanwhile, haptic feedback via virtual fixtures[64]] was enabled during the entire operation
as the user provided motion commands with the Sensable PHANToM Omni. Two types of virtual
fixtures were introduced: 1) Forbidden region around the pegs and base board and 2) Guidance
toward the next peg tip. The guidance virtual fixture was only activated when the ring was out of
the peg and being transferred toward the next peg. The haptic feedback offers the user a sense of
touch and helps improve the operational performance. Moreover, in [84]][83], we found that humans
have unique ways of interacting with haptic interfaces and that haptic feedback can be used for

continuous authentication.

In this experiment, subjects were first asked to explore the VR environment to get used to the
interface and practice the simulated teleoperated task 10 to 15 times until they gained enough
familiarity with the task. The goal of this process is to eliminate any learning effects to the

continuous authentication performance.

Each subject was then asked to perform the task 5 times, while the following data were collected

in real-time.
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Figure 3.4: Experiment: The VR Environment (Left) and The user and PhantomOmni Controller
(Right)

1. Position of the center of the ring (x,y,z)

2. Orientation of the ring (Qy, Oy, Q;, Oy, in quaternion)

3. Force applied (fx, fy, f2)

All data was recorded at 60 Hz. In each trial, the app starts recording data when the user starts
moving the ring and stops when the user pulls the ring out of the last peg.
Since the position and force data is highly correlated due to the influence of the virtual fixtures,

we generate extra velocity information from the gathered position data as follow.

va(1) = x(1) = x(t = 1),vx(0) = 0 3.1
vy(1) = y(1) =y(t =1),v,(0) =0 (3.2)
ve(1) = 2(t) = z(t = 1),v:(0) = 0 (3.3)

The state vecor at time ¢ is then constructed as s = (vy, vy, vz, Ox, Qy, Oz, Ow, fx, fy, f2)-
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3.4.2 Gesture Segmentation

In order to make the analogy between human motion and language, we first need to find the ‘word’
in the teleoperation process, which is the operator’s gesture. In this work, we segmented the entire
process into 3 basic gestures as listed below.

1) Gesture 1: Transfer the ring toward next peg tip;

2) Gesture 2: Insert the ring;

3) Gesture 3: Pull out the ring.

The segmentation is based on the position of the ring and the corresponding status of the

teleoperation process.

3.4.3  Subject Demographics

Our experimental results are based on our study involving 5 participants. The demographics of all

participants are shown in Table

Table 3.1: Subjects Demographics

Sample Size 5

Sex 2 Females; 3 Males
Age Range 18 to 28
Handedness 1 Left; 4 Right

3.5 Proposed Method

As discussed in previous sections, there are two major challenges to achieve continuous opera-
tor authentication. First, the lack of negative samples to train the classifier makes conventional

classification strategies such as SVM, neural networks and random forests inappropriate for this
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application. Moreover, unlike offline operator motion analysis, where the entire operation process
data are available, we only have partial motion information within the sample window for continuous
operator authentication.

Therefore, in order to overcome these challenges, we propose the use of a Left-Right HMM|[38]]
to model operators’ gestures followed by a Token Passing algorithm [85]] to concatenate the gesture
models, thus achieving continuous authentication. The major advantage of using HMMs is that
in the training phase, only positive samples are required. Also, HMMs are able to capture local
dynamic properties of the operator’s gestures[65] which serves the purpose of continuous operator
authentication. In the following sections, we will briefly review the Left-Right HMM Model and
Token Passing Algorithm and demonstrate how we implement them for the proposed continuous

authentication task.

3.5.1 Left-Right HMM Model

Left-Right HMMs have been widely used in speech recognition[26][S7][86]. Generally, it is
assumed that the sequence of speech vectors corresponding to each word (or phoneme) is generated
by an HMM model. In the proposed continuous operator authentication method, an analogy
between word (phoneme) and gesture is made, by which each gesture from an individual operator is
represented by a unique HMM.

The proposed Left-Right HMM structure is shown in Figure [3.5] Each state i is associated with
an emission probability distribution b;(o; ), which defines the probability of generating observation
o; at time ¢. Additionally, the transition probability between each pair of states i and j is determined
by transition probability {a;;}. Furthermore, the entry (first) and exit (last) states of the proposed
HMM are non-emitting. These two states are used to facilitate the concatenation between surgeme
models as explained in more detail later. The rest states are emitting states associated with emission
probability distributions. The transition matrix is N x N, where N is the number of states. The sum
of each row will be one except for the last row which is zero since no transition is allowed from the
final state.

We assume that for each emitting state i that the emission probability distribution is a Gaussian
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Figure 3.5: Left-Right Hidden Markov Model with Non-emitting State

mixture as shown below. For state i, the probability b;(o;) of generating observation o, is given by
M;

bi(O,) = Z Cimt/t/(ot;.uiM7Zim) 3.4)
m=1

where M, is the number of Gaussian mixtures in state i, ¢, is the weight of the m™ mixture and
N (+; Wim, Xim) is the probability density function of a multivariate Gaussian distribution with mean

UWim and covariance matrix X;,,.

In the training phase, Baum-Welch re-estimation [58] is used. Segmented pieces of gesture
sequences from each operator (as mentioned in section 3.4.2) are used as ground truth and the
Baum-Welch algorithm is applied to obtain the maximum likelihood estimation of the model
parameter state transition probability matrix {;;} and emission probability distribution b;(o;) for

i,j=1,...,N.
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3.5.2 Token Passing Algorithm

Given the observation sequence, to achieve gesture recognition and continous authentication, the
first step is to determine the hidden state sequence. This can be done using Viterbi Decoding
Algorithm [23]. In this work, an alternative formulation of the Viterbi Algorithm called the Token
Passing Algorithm[85]] is used. It is able to realize single gesture recognition while simplifying

concatenating gesture models for continous operator authentication.

First, for the base case of single gesture recognition, the Token Passing algorithm works as
follows. Let y;(t) denote the maximum log likelihood of observing operation signal 01, and being
in state j at time 7. In the Token Passing algorithm, it is assumed that each state j of a HMM at time
t holds a single movable token that contains partial log likelihood (). At each time frame ¢, the

following algorithm is executed:

fort=1to T do

for each state i do
Pass a copy of the token in state i to all
connecting state j, incrementing y;(t) by
log(aiy) +Log(b;(o())):

end

Discard the original tokens;

for each state i do
Find the token in state i with the largest
y;(¢) and discard the rest

end

end

In this way, with the gesture piece Oy = 01.7, let Y,ax(T| Oy, gij) denote the log likelihood held

by the remaining token at time 7" given that the gesture model is from operator i and gesture j, the
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correpsonding operator i and gesture j can be recognized as

(1, j) = arg max{Yinax(T|Os, 8ij)} (3.5)
Next, in order to realize continuous operator authentication, individual gesture models need to

be concatenated. Moreover, similar to human language, there is grammar in the teleoperation task

as well, which defines how the gestures can be connected. In our proposed simulated teleoperated

task, the grammar is shown in Figure 3.6]

Figure 3.6: Gesture Grammar

The structure of concatenating the gestures based on the grammar is show in Figure The
non-emitting entry and exit states now work as glue to join gesture models together.

For connected gesture recognition, besides overall log likelihood, we also want to know the best
matching gesture sequence. Therefore, now tokens are assumed to hold a path identifier as well as
the path log likelihood. The path identifier is used to record gesture boundary information which
will be called Gesture Link Record (GLR). At each time 7, extra steps shown as follows are taken in

addition to the individual gesture recognition algorithm listed above:

for each token entered EXIT state at time t do
create a new GLR containing;
<token contents, ¢, identity of emitting gesture model>;
change the path identifier of the token to point to this new record

end

By doing so, potential gesture boundaries are recorded in a linked list, and on completion at

time 7', the path identifier held in the token with the largest log likelihood can be used to trace back
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Figure 3.7: Token Passing Algorithm

through the linked list to find the best gesture sequence and the corresponding gesture boundary

locations.

3.5.3 Continuous Operator Authentication

In this way we will be able to fulfill the continuous operator authentication as shown. We put
an additional constraint on the aforementioned gesture recognition scheme by mandating that
consecutive gestures must come from the same operator.

At time ¢, given the observation from the sample window with width 7" as O;_7.;, operator
recognition is done by solving W;,..(#) and checking the gesture labeling /,_7... The observation

sequence will be recognized as operated by user i if
ly €Lijto=t—T,....t (3.6)

where i is the operator ID and L; is the corresponding gesture label set for the /" user.
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3.6 Results

3.6.1 Authentication Result

In this work, we used the leave-one-trial-out strategy to train and test the proposed method.

First, in the training phase, the gesture models from each subject are trained based on the
segmented individual gesture pieces in those training trials. In this way, 3N subject gesture models
were obtained where 3 is the number of gestures and N is the number of the subjects. We varied the
hyperparameters of the HMM to test the corresponding authentication performance. We varied the
number of states from 3 to 6 and the number of mixtures in each state from 1 to 3.

In the continuous authentication phase, we also tested moving sample windows with widths of
5 seconds, 3 seconds and 1 seconds. The continuous authentication accuracy rate is evaluated as
shown below:

Lt

A = 3.7
couraey Liot — Lyindow G0

where Lj;; is the number of sample windows in which the subject is correctly recognized, Ly, is
the total length of the teleoperation process and L,,;,40y 1S the size of the moving sample window.
The corresponding results are shown in Figure [3.8]to[3.10]

We found that when we choose the hyperparameter of the HMM which models each gesture
as 5 states with 1 Gaussian mixture for each state, we were able to achieve the best authentication

accuracy, and the result is listed in Table|3.2

Table 3.2: Continous Authentication Accuracy with Multiple Sample Window Width

Window Width | 5 sec 3 sec 1 sec

Accuracy 88.47% | 85.27% | 77.26%

When we used a sample window width of 5 seconds, we were able to authenticate the operator

in realtime with almost a 90% accuracy rate, while with a 1-second sample window we achieved
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Figure 3.8: Continuous Authentication Accuracy with 1-Second Sample Window
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Figure 3.9: Continuous Authentication Accuracy with 3-Second Sample Window
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Figure 3.10: Continuous Authentication Accuracy with 5-Second Sample Window

77.26% continous authentication accuracy. This shows that the proposed method works and is
promising for continuous authentication performance. We set the hyperparameter as 5 states with 1

mixture in the following sections.

3.6.2  Simulated Impersonation Attack Resistance

In this section, we simulated an impersonation attack in the following steps. First, we picked two
subjects (represented as User 1 and User 2 in the following context) and use the leave-one-trial-out
strategy to train the model for the gestures of each subject. In the testing phase, instead of using the
remaining testing trial to examine the authentication performance, we now split the test trial from
User 1 and User 2 into 2 half pieces and connect the User 1’s first piece to the User 2’s second piece
and vice versa. In this way, we generated two artificial teleoperation process observation sequences,
where user 2 (user 1) impersonate user 1 (user 2) during the second half of the teleoperation task.
Figure [3.11] shows one of the results in detail. The blue and red lines represent the likelihood
that the data within the corresponding sample window is operated by user 1 or user 2 respectively.

The orange dashed line is the point where the simulated impersonation attack takes place. First,
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the proposed method is able to detect the impersonation attack as the likelihood of the original
user drops significantly after the simulated attack launches. Moreover, we notice that with a longer
sample window, it is easier to distinguish two operators as the differences between the likelihood
of the two users are significantly larger at various points when the size of the sample window
increases. On the other hand, the response time for the continous authentication system to detect
the impersonation attack increases when the sample window size becomes wider. Denoting the
response time as the time between the time of the impersonation attack and the likelihood cross
point between two users, the average response time is shown in Table [3.3]
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Figure 3.11: Simulated Impersonation Attack

Therefore, when choosing the size of the sample window, there is tradeoff between the accuracy
of the continuous authentication and response time to attacks. A wider sample window is able to
generate more stable continuous authentication accuracy, however it takes more time to respond

to the attack. On the other hand, shorter sample windows offer the ability to react quickly to
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Table 3.3: Average Response Time to Impersonation Attack with Multiple Sample Window Widths

Window Width 5 sec 3 sec 1 sec

Response Time | 2.35 sec | 1.51 sec | 0.49 sec

impersonation attacks, but the authentication accuracy is less stable.

3.6.3 Authentication Performance on Physical Telerobotic Data

In this section, we tested the continuous operator authentication method on JHU-ISI Gesture and
Skill Assessment Working Set (JIGSAWS)[27] and explored the authentication performance of the
developed method on a physical telerobotic system. In JIGSAWS, the dataset is obtained through
da Vinci Surgical Robot, where subjects were asked to perform several surgery tasks. Data of
three basic surgical tasks (suturing, needle passing and knot tying) performed by 8 study subjects
are included. Each task was performed 3-5 trials for each subject. Each teleoperation process is

manually labeled as a sequence of surgical gestures.

Given the data, for each surgical task, we keep the leave-one-trial-out setting to train and test the
continuous operator authentication. In the training phase, we obtain MN gesture models, where M is
the number of gesture types and N is the number of subjects. We test the sample window with width
as 5 seconds, 3 seconds and 1 second. We use the same setting as discussed in the previous session
to evaluate the continuous authentication accuracy. In this section, the grammar of the teleoperation
process is simplified that any pair of gestures can be connected during the continuous authentication.

We then obtain the following result as shown in Table[3.4]

From these results, we note that even with 1-second observation sequence, the continuous
operator authentication accuracy to detect the surgeon is above 80% for all three tasks. This
shows that the developed continuous authentication method also works for the teleoperated robotic

surgeries.



Table 3.4: Continous Authentication Accuracy with Multiple Sample Window Width

Task 5 sec 3 sec 1 sec
Suturing 95.18% | 94.47% | 93.40%
Needle Passing | 85.36% | 84.77% | 81.24%
Knot Tying 91.36% | 91.95% | 91.75%
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3.7 Disccussion

In this section, we will discuss several limitations of this project and also raise possible extensions

of the proposed method.

Inexperienced Experimental Subjects In this project, most subjects had never interacted with
VR and/or haptic input devices. Although we conducted a training session to familiarize them with
the system, we still noticed that there was a learning effect during the data collection, whereby the
subject became better in handling and operating the system. Also, in some cases, subjects were
less patient towards the end of the experiment, which influenced their motion to deviate from the
original model. All these factors might have undermined the authentication performance result in
our experiment. However, in most real-life applications, the genuine operators are usually well
trained and have sufficient familiarity and experience with the teleoperated system. Therefore, it is
more likely that the operator has a unique operating ‘pattern’ which makes it easier to accomplish

the continuous operator authentication.

Teleoperation Task Complexity In this work, our experimental results were also based on a
relatively simple and straightforward teleoperation task. In real-life scenarios, some teleoperation
tasks, such as robotic surgery, are more complex. It would be interesting to explore whether
the proposed method are able to achieve good continuous authentication performance in these
applications. We anticipate that better gesture segmentation as well as gesture grammar is needed to

better generalize the teleoperation process.
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3.8 Summary

In this chapter, we develop a continuous operator authentication method by making an analogy
between human motion and human language (gesture to word and operation process to sentence).
We use HMMs to model each operator’s gestures and then concatenate them by using the Token
Passing Algorithm based on a predefined operation grammar to achieve continuous authentication.
We built a VR simulated environment and conducted a human subject experiment where the subjects
conducted a simulated teleoperation task within the VR environment. Our experimental results
indicate that the proposed continuous teleoperator authentication method works and is able to

achieve above 77% accuracy rate with as short as a 1-second sample window.
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Table 3.5: Summary of notation from Chapter 3.

Symbol Definition
X, 9,2 Position of the ring
Vi, Vy, Vz Velocity of the ring
Ox,0y,0;,0, Orientation of the ring in Quaternion
Jo o 1z Force applied by the operator ¢
bi(oy) Emission Probability of state i given observation at time ¢
ajj State transition probablity between state i and j
Lior Total length of the teleoperation process
Lyvindow Length of the moving sample window
Lpi The number of sample windows in which the subject is correctly recognized
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Chapter 4

CONCLUSIONS AND FUTURE WORK

In this dissertation, we focus on enhancing the security of teleoperated system based on the
human component in the loop. This dissertation focuses on the security risks that have recently
arisen with cyber-physical systems, and propose that the fact every human have a unique way
to interact with a teleoperated system can be used to increase the system’s security, privacy and
usability properties. We have developed several ways to solve the specific challenge in the security
of teleoperated systems, which is the tension between usability and security. In doing so, this
dissertation proposed two methods to authenticate the human operator 1) Initial authentication:

Haptic Password and 2) Continuous Operator Authentication.

In Chapter 2, we proposed a new behavior biometric-based password system: Haptic Passwords.
We experimental tested and analyzed the authentication performance of the Haptic Password System
on multiple platforms, including PhantomOmni and mobile devices, such as iPhone. Our results
indicate that the proposed Haptic Password System is able to achieve good authentication accuracy
(above 90% with 0 FAR). Moreover, we also showed that the Haptic Password is able to generate
robust forgery-proof authentication performance as well as good scalability (the possible password

space is much larger than the human alphanumerical password).

In Chapter 3, we further developed a continuous operator authentication scheme to focus on
detecting any attack that takes place after the initial authentication. We made an analogy between
human language and human motion and modify a speech recognition based method to model the
operator motion and achieve continuous authentication. Experimental demonstration is conducted
through a human subject experiment where subjects were asked to fulfill a simulated teleoperation
task in VR environment with haptic feedback enabled. It allows the subject to obtain both visual and

tactile sensation during the experiment. The experimental result shows that the proposed method is
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able to achieve above 77% continuous authentication accuracy with as short as 1-second sample
window. Moreover, the proposed continuous operator authentication method is able to detect a
simulated impersonation attack in real time.

In both chapters, operator authentication is based on the operator’s behavior biometric and the
unique traits that how the operator interacting with the teleoperated systems. These methods offer
us a tool to identify the genuine user and detect possible attacks toward the teleoperated systems
without affecting the system usability.

Possible next steps to extend this work include:

* Investigation of haptic passwords with long-term performance and various password forms

other than the signature.

* Investigation and experimental evaluation of continuous operator authentication on more
complicated, practical and physical telerobotic systems, rather than solely in simulation, in

terms of its response speed, accuracy, and robustness.

* Investigation and development of mechanisms to prevent and reduce the harm caused by
attacks. These mechanisms may lead to the development of methods that involve switching to
a temporary autonomous operating mode once any anomaly or malicious activity has been

detected.
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