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Abstract
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Chair of the Supervisory Committee:
Professor Radha Poovendran
Electrical and Computer Engineering

Deep neural networks have achieved remarkable success over the last decade in a variety of tasks.
Such models are, however, typically designed and developed with the implicit assumption that
they will be deployed in benign settings. With the increasing use of learning systems in security-
sensitive and safety-critical application, such as banking, medical diagnosis, and autonomous cars,
it is important to study and evaluate their performance in adversarial settings.

The security of machine learning systems has been studied from different perspectives. Learn-
ing models are subject to attacks at both training and test phases. The main threat at test time is
evasion attack, in which the attacker subtly modifies input data such that a human observer would
perceive the original content, but the model generates different outputs. Such inputs, known as
adversarial examples, has been used to attack voice interfaces, face-recognition systems and text
classifiers.

The goal of this dissertation is to investigate the test-time vulnerabilities of machine learning
systems in adversarial settings and develop robust defensive mechanisms. The dissertation covers
two classes of models, 1) commercial ML products developed by Google, namely Perspective,
Cloud Vision, and Cloud Video Intelligence APIs, and 2) state-of-the-art image classification al-
gorithms. In both cases, we propose novel test-time attack algorithms and also present defense

methods against such attacks.
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Chapter 1

INTRODUCTION

Deep neural networks have shown remarkable performance in a variety of tasks such as visual
classification, translation and game playing [99, 155, 120]. Such models are typically designed
and developed with the implicit assumption that they will be deployed in benign settings. Learning
systems are, however, increasingly applied in security-sensitive and safety-critical systems such
as banking, medical diagnosis, and autonomous cars. Hence, it is important to study and evaluate

their performance in adversarial settings.

The security of machine learning (ML) models has been studied from different perspectives
[16, 15, 22, 8, 132]. Learning models are subject to attacks at both training and test phases. The
main threat during training is poisoning attack, which is injecting fake samples into the training
data or perturbing the training samples in order to influence the model [87, 23]. During test time,
the adversary may try extract private training data, e.g., medical data, from the trained model [152].
To protect the training data, several papers have proposed algorithms for privacy preserving ML
models [151, 5]. A related threat is extracting model parameters by querying the model multiple
times [172].

It has been shown that ML models can be deceived when tested by perturbed inputs or out-
of-distribution samples [21, 103, 166, 65, 125, 131, 191]. This property has been used to attack
voice interfaces [34], face-recognition systems [148] and text classifiers [139]. Such attacks can
be classified according to the adversary’s access to the system. In white-box model, the adversary
is assumed to have some information about the learning algorithm, while the black-box model
assumes that the adversary only has an oracle access to the system [132]. One attack approach in
black-box scenario is to generate adversarial data based on a substitute model and transfer them to

the target model [129].



We investigate the vulnerabilities of machine learning systems in adversarial settings and de-
velop robust defensive mechanisms. Specifically, we explore techniques to manipulate input data
in order to cause the model to make a mistake. We study two classes of models, 1) commercial ML
products developed by Google, namely Perspective, Cloud Vision, and Cloud Video Intelligence
APIs, and 2) state-of-the-art image classification algorithms. We show that an adversary can subtly
modify input data in such a way that a human observer would perceive the original content, but
the model generates different outputs. We then propose selective classification approach for re-
jecting adversarial examples. We show that using an adversarial training procedure for classifying
adversarial examples into an “outlier” label improves the trade-off between standard accuracy and

adversarial robustness. In the following, we review our works and summarize our contributions.

1.1 Attacking Real-World Machine Learning Systems

In recent years, ML techniques have been extensively deployed for a variety of applications. Suc-
cess of ML algorithms has led to an explosion in demand. To further broaden and simplify the
use of ML algorithms, cloud-based services offered by Amazon, Google, Microsoft, BigML, and
others have developed ML-as-a-service tools. Thus, users and companies can readily benefit from
ML applications without having to train or host their own models. To assess the robustness of cur-
rent commercial machine learning systems, we analyzed Google cloud APIs, namely Perspective
API developed for detecting toxic language, Cloud Vision API developed for image classification,
and Cloud Video Intelligence API developed for video annotation. In the following, we review our
attacks on Google APIs.

Attacking Google Perspective API. Social media platforms provide an environment where people
can freely engage in discussions. Unfortunately, they also enable several problems, such as online
harassment. In 2017, Google and Jigsaw started a project called Perspective, which uses ML to au-
tomatically detect online insults, harassment, and abusive speech. The API enables the developers
to use the toxic detector running on Google’s servers, to identify harassment and abuse on social
media or more efficiently filtering invective from the comments on a news website. Jigsaw has

partnered with online communities and publishers to implement this toxicity measurement system.



Table 1.1: Demonstration of the Attack on Perspective Toxic Detection System. All phrases in the

first column of the table are chosen from the examples provided by the Perspective website.

Original Phrase (Toxicity Score)

Modified Phrase (Toxicity Score)

Climate change is happening and it’s not changing
in our favor. If you think differently you’re an id-

iot. (84%)

Climate change is happening and it’s not changing
in our favor. If you think differently you’re an idi-

iot. (20%)

They’re stupid, it’s getting warmer, we should en-

joy it while it lasts (86%)

They’re st.upid, it’s getting warmer, we should en-

joy it while it lasts (2%)

They are liberal idiots who are uneducated (90%)

They are liberal i.diots who are un.educated

(15%)

idiots. backward thinking people. nationalists.

not accepting facts. susceptible to lies. (80%)

idiiots. backward thinking people. nationaalists.

not accepting facts. susceptible to Lies. (17%)

They are stupid and ignorant with no class (91%)

They are st.upid and ig.norant with no class (11%)

It’s stupid and wrong (89%)

It’s stuipd and wrong (17%)

If they voted for Hilary they are idiots (90%)

If they voted for Hilary they are id.iots (12%)

Anyone who voted for Trump is a moron (80%)

Anyone who voted for Trump is a mo.ron (13%)

Screw you trump supporters (79%)

S ¢ r e w you trump supporters (17%)

A demonstration website! has been launched, which allows anyone to type a phrase in the
Perspective’s interface and instantaneously see how it rates on the “toxicity” scale, where toxic
is defined as ““a rude, disrespectful, or unreasonable comment that is likely to make one leave a
discussion.” The Perspective website has also open sourced the experiments, models and research
data in order to explore the strengths and weaknesses of using machine learning as a tool for online
discussion.

One type of the vulnerabilities of machine learning algorithms is that an adversary can change

'https://www.perspectiveapi.com
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the algorithm output by subtly perturbing the input, often unnoticeable by humans. Such inputs are
called adversarial examples. In our paper [79], we demonstrated the vulnerability of the Google’s
Perspective API against adversarial examples. In the text classification task of Perspective API, ad-
versarial examples can be defined as modified texts that contain the same highly abusive language

as the original text, but receive a significantly lower toxicity score from the learning model.

We applied our attack on sample phrases provided in Perspective website and showed that we
can consistently reduce the toxicity scores to the level of non-toxic phrases, by introducing modi-
fications such as misspelling abusive words or adding punctuations between the letters (Table 1.1).
The existence of such adversarial examples is very harmful for toxic detector systems and seriously
undermines their usability, especially since these systems are likely to be employed in adversarial

settings.

Attacking Google Cloud Vision API. In 2017, Google introduced the Cloud Vision API for image
analysis. A demonstration website?> has been launched, where for any selected image, the API
outputs the image labels, identifies and reads the texts contained in the image and detects the faces
within the image. It also determines how likely is that the image contains inappropriate contents,

including adult, spoof, medical, or violence contents.

In our paper [86], we evaluated the robustness of Google Cloud Vision API to input perturba-
tions. In particular, we investigated whether we can modify an image in such a way that a human
observer would perceive its original content, but the API generates different outputs for it. For
modifying the images, we add either impulse noise or Gaussian noise to them. Such images might
be generated naturally, since real-world image sensors often suffer from noise, blur, and other

imperfections.

Our experimental results showed that by adding sufficient noise to the image, the API is de-
ceived into returning labels which are not related to the original image. We showed that the attack
is consistently successful, by performing extensive experiments on different image types, includ-

ing natural images, images containing faces and images with texts. Figure 1.1 illustrates the attack

https://cloud.google.com/vision
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Original image Original image Original image

Output Label: Teapot Output Label: Property Output Label: Airplane

Noisy image (10% impulse noise) ~ Noisy image (15% impulse noise) ~ Noisy image (20% impulse noise)

Output Label: Biology Output Label: Ecosystem Output Label: Bird

Figure 1.1: Illustration of the attack on Google’s Cloud Vision API. By adding sufficient noise to
the image, we can force the API to output completely different labels. Captions are the labels with
the highest confidence returned by the API. For noisy images, none of the output labels are related

to corresponding original images. Images are chosen from the ImageNet dataset.

by showing original and noisy images along with the most confident labels returned by the API.
Our findings indicate the vulnerability of Google cloud vision API in real-world applications. As
an example, an autonomous car may wrongly identify the objects in rainy weather. Moreover, the
API can be subject to attacks in adversarial environments. For example, a search engine may sug-
gest irrelevant images to users, or an image filtering system can be bypassed by adding noise to

inappropriate images.

We also evaluated different methods for improving the robustness of the system. We only have



a black-box access to the API and cannot change the algorithm. Hence, we assessed whether noise
filtering can improve the API performance on noisy inputs, while maintaining the accuracy on
clean images. Our experimental results showed that when a filter is applied on input images, the
API generates mostly the same outputs for restored images as for original images. This observation
suggests that the cloud vision API can readily benefit from noise filtering, without the need for

updating the image analysis algorithms.

Attacking Google Cloud Video Intelligence API. With the growth of online media, surveillance
and mobile cameras, the amount and size of video databases are increasing at an incredible pace.
Therefore, there is a need for automatic video analysis to handle the growing amount of video
data. Automatic video analysis can enable searching videos for a specific event, which is helpful
in applications such as video surveillance or returning video search results on the web. It can be
also used for pre-scanning videos, e.g., in YouTube and Facebook platforms, where distribution of

certain types of illegal content is not permitted.

Following the success of deep learning-based visual classification research, there has been a
surge in research for video annotation. Internet companies such as Facebook and Twitter are also
developing products for analyzing the videos on their platforms. In 2017, Google introduced the
Cloud Video Intelligence API for video analysis. A demonstration website®> has been launched
which allows anyone to test the API with videos stored in Google Cloud Storage. The API then
quickly returns the video labels (key objects within the video), shot changes (scene changes within
the video) and shot labels (description of every shot). By detecting the video shots and labeling
them, the API can make videos searchable just as text documents. Thus, users can search for a

particular event and get related videos along with the exact timings of the events within the videos.

In our papers [85, 82], we examined the robustness of video analysis algorithms and proposed
targeted attacks against two fundamental classes of algorithms, namely video classification and
shot detection. We then applied the attacks on Google Cloud Video Intelligence API and showed

that by periodically inserting an image within the video at a very rate, the API will return the

Jhttps://cloud.google.com/video—-intelligence
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Figure 1.2: Illustration of image insertion attack on video classification algorithms. The adversary
modifies the video by placing her chosen image in the sampling locations of the algorithm. As a

result, the generated video labels are only related to the inserted image.

adversary’s desired outputs. Such vulnerability seriously undermines the applicability of the video
analysis system in real-world applications. For example, a search engine may wrongly suggest
manipulated videos to users, a video filtering system can be bypassed by slightly modifying a
video which has illegal content, or a video search algorithm may miss the important events in
surveillance videos. The image insertion attack is illustrated in Figure 1.2. We provide the attack

details in Chapter 2.

1.2 Assessing Robustness of Neural Networks Against Input Transformations

Humans have an incredible capability in recognizing unfamiliar objects, by identifying their impor-
tant features, mainly their shapes. They can also identify objects in various forms such as different
scales, orientations, colors or brightness. One of the features of human visual system is the “shape

bias” property, i.e., they weight shape more heavily than other dimensions of perceptual similarity,



such as size, texture or color. Convolutional Neural Networks (CNNs) are also designed to take
into account the spatial structure of image data. In fact, experiments on image datasets, consisting
of triples of a probe image, a shape-match and a color-match, have shown that one-shot learning
models display shape bias as well [140].

In our papers [83, 84, 81], we studied how CNNs compare to humans in recognizing shapes
and analyzed their capability of “semantic generalization.” In doing so, we first examined the
performance of CNNs on negative images in different settings. We then extended our work by
designing adversarial color-shifted images that can fool state-of-the-art models with high accuracy.

In the following, we review our approaches of evaluating the generalizability of CNNss.

1.2.1 Analyzing Shape Bias Property of CNNs

In order to evaluate shape bias property in CNNs, we proposed to train and test CNNs with specifi-
cally designed images that represent the same object, but with different colors. One simple way of
generating such images is applying image complementing transformation. The transformed image,
called negative image, is an image with reversed brightness. Unlike typical transformations used
for training or testing machine learning models, image complementing causes a large pixel-wise
perturbation to the original images. It, however, maintains the structure (e.g., edges) and semantics
of the images, as negative images are often easily recognizable by humans.

In [83], we studied the role of data augmentation, network depth, diversity of training data
and complexity of features in the capability of model in recognizing negative images. We show
that when training on regular images and testing on negative images, the accuracy of CNNs is
significantly lower than when they are tested with regular images. Specifically, we found that
the accuracy on negative images is relatively good, only if there is significant diversity within the
training data.

In [84], we showed that it is possible to design different CNNs that achieve similar accuracy on
original images, but perform significantly differently on negative images, implying that CNNs do
not intrinsically require shape bias property to achieve high accuracy on test data. We also showed

that, when negative images of some classes are included in training data, CNNs can correctly



recognize negative images of other classes. This is however true, only if the model is trained with
batch normalization. Hence, CNNs can indeed learn to be invariant to color, when properly tuned.

We then examined the role of initialization and demonstrated that a different initialization can
significantly affect the generalization. Specifically, a model that is initialized by training with
original and negative images of a dataset shows shape bias on another dataset as well. Moreover,
the shape bias property does not fade away after fine-tuning only with original images of the second
dataset. Our results can help better understand the performance of CNNs and develop techniques
that more closely imitate the human vision system. The details of experiments are provided in
Chapter 3.

The results of our research indicate that current deep leaning models underperform when test
data is not exactly distributed as the training data, a scenario that frequently happens in practice.
We argue that this is due to the fact that current training methods cause the network to memorize
the inputs and, thus, put the burden on the training data to be rich. As a result, the model does not
effectively learn the structures of the objects and cannot semantically distinguish between classes.
We also suggest that merely computing the accuracy on the test data, that is distributed similarly
as the training data, is not representative of the behavior of machine learning models in the wild.

For a particular transformation, we can train the model also on the transformed data to get high
accuracy on them. However, relying on training data to cover all aspects of possible novelties at the
inference time poses a fundamental limit in adaptation of machine learning systems in real-world
applications. While many computer vision problems are data rich, for some critical applications,
e.g., training autonomous cars, gathering diverse training data is costly. In essence, learning to
reason is the key to “semantical generalization” and can compensate for the lack of diversity in

training data.

1.2.2  Semantic Adversarial Examples

Deep neural networks are known to be vulnerable to adversarial examples, i.e., images that are
maliciously perturbed to fool the model. Over the past several years, many techniques have been

proposed to generate adversarial examples by finding a small perturbation that can fool the model.
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Original ; J l ‘~ .
Original Labels: alrplane automobile bird deer frog horse ship truck
Adversarial I l # .

e ﬁ
Predicted Labels: dog frog ship bird horse shlp automobile airplane automobile

Figure 1.3: Samples of CIFAR10 original images (top) and semantic adversarial examples (bottom)
on VGG16 network. Adversarial images are generated by converting original images into the HSV
color space and randomly shifting the Hue and Saturation components, while keeping Value the

same. All images in first row are correctly classified by the model.

Such techniques, including Fast Gradient Sign Method (FGSM) [65], DeepFool [121], Projected
Gradient Descent (PGD) [100], and Carlini and Wagner attacks [37], usually involve an optimiza-
tion problem that solves for a perturbation that maximizes the model prediction error. Generated
images, however, contain artificial perturbations that make them somewhat distinguishable from
natural images. This property is used by several defense methods to counter adversarial examples
by applying denoising filters or training the model to be robust to small perturbations.

In practice, however, the adversary may not be constrained with slightly modifying the image.
In our paper [81], we introduced a new class of adversarial examples, namely “Semantic Adver-
sarial Examples,” as images that are arbitrarily perturbed to fool the model, but in such a way
that the modified image semantically represents the same object as the original image. We formu-
late the problem of generating such images as a constrained optimization problem and develop an
adversarial transformation based on the shape bias property of human cognitive system.

In our method, we first convert the image from RGB into the HSV color space, composed of
Hue, Saturation and Value color channels. We then randomly shift the hue and saturation compo-
nents, while keeping the value the same. This approach generates images that contain the original
object with different colors and colorfulness. Our experimental results on CIFAR10 dataset show

that the accuracy of VGG16 network on adversarial color-shifted images is 5.7%. Figure 1.3 shows
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samples of original images and their corresponding color-shifted images that are misclassified by
the model. As can be seen, the original object is recognizable in all of the adversarial images. The

attack details are provided in Chapter 3.

1.3 Selective Classification for Rejecting Adversarial Examples

Adversarial examples are inputs to machine learning models that an attacker has intentionally
designed to cause the model to make a mistake [63]. In security-sensitive and safety-critical appli-
cations, misclassifying or even accepting adversarial samples can lead to a harmful situation and,
hence, it is crucial to be able to reject malicious data points. For example, in medical diagnosis
applications, the cost of rejecting a sample might be additional medical tests, which is far more
acceptable than taking the risk of deciding based on a potentially perturbed sample. As another
example, the vision system in self-driving car can quickly notify the human driver to take over if
it identifies that the input is not trusted. Such a classifier that “abstains” from classifying certain
inputs is called selective classifier [60].

In our paper, we analyzed the binary classification problem presented in [173] and proved that
selective classification improves the robustness. Particularly, we showed that in a setting where
the robustness of standard (non-selective) classifier cannot be improved, i.e., when adversarial
examples are inevitable, selective classification provides a trade-off between standard accuracy
and robustness. We then examined a setting where input features contain both robust and non-
robust features and hence robustness of standard classifier can be improved by assigning higher
weights to robust features. We showed that in this case selective classifier achieves better trade-off
between standard and adversarial accuracy compared to any non-selective classifier.

We then adapted adversarial training procedure to train a selective classifier with an extra class
called outlier. During training, adversarial examples are generated with perturbation sizes uni-
formly chosen in range of zero to the maximum perturbation size. The model is trained to classify
examples with small perturbations into their true label. Examples with large perturbations are,
however, first evaluated by the model. The model is then trained to retain its confidence in the true

label and assign the rest of the probability to the outlier label.
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We performed experiments on convolutional networks trained with MNIST and CIFAR10
datasets. The models are trained and tested with adversarial examples generated using projected
gradient descent (PGD) method [100]. In our selective classifier, an attack is successful if the ad-
versarial image is classified into any label other than the true or outlier labels. On MNIST dataset,
we show that our proposed method achieves state-of-the-art adversarial accuracy of 99.2% and
99.6% in white-box and black-box settings respectively, while reaching 99.3% standard accuracy.
On CIFAR10 dataset, we implement selective classification on the VGG network and show that
the model achieves 81.0% standard accuracy and state-of-the-art adversarial accuracy of 52.4%
and 94.7% in white-box and black-box settings, respectively.

Finally, we evaluated the models against characteristic behaviors of gradient masking provided
by [13]. In particular, we showed that the models perform well in black-box setting and also
against a random attack. Moreover, adversarial accuracy in white-box setting decreases to zero
by increasing perturbation size. The results indicate that our defense mechanism does not cause

gradient masking.
1.4 Organization of this Thesis

This thesis is organized as follows. Chapter 2 presents the attacks on Google video intelligence
API. Chapter 3 investigates the robustness of deep convolutional networks against input transfor-
mations and presents the concept of semantic adversarial examples. Chapter 4 proposes a method

for detecting adversarial examples based on selective classification framework.
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Chapter 2

ATTACKING AUTOMATIC VIDEO ANALYSIS ALGORITHMS: A CASE
STUDY OF GOOGLE CLOUD VIDEO INTELLIGENCE API

2.1 Introduction

With the growth of online media, surveillance and mobile cameras, the amount and size of video
databases are increasing at an incredible pace. For example, in 2015, YouTube reported that over
400 hours of video are uploaded every minute to their servers [184]. Therefore, there is a need for
automatic video analysis to handle the growing amount of video data. Automatic video analysis
can enable searching the videos for a specific event, which is helpful in applications such as video
surveillance or returning the search results on the web. It can be also used for prescanning user
videos, for example in YouTube and Facebook platforms, where distribution of certain types of
illegal content is not permitted.

Following the success of deep learning-based visual classification research, there has been
a surge in research for video annotation [90, 93, 194, 126]. Internet companies such as Face-
book [137] and Twitter [25] are also developing products for analyzing the videos on their plat-
forms. Recently, Google has introduced the Cloud Video Intelligence API for video analysis [109].
A demonstration website [88] has been launched which allows anyone to test the API with videos
stored in Google Cloud Storage. The API then quickly returns the video labels (key objects within
the video), shot changes (scene changes within the video) and shot labels (description of every
shot). By detecting the video shots and labeling them, the API can make videos searchable just as
text documents. Thus, users can search for a particular event and get related videos along with the
exact timings of the events within the videos.

In this chapter, we examine the robustness of video analysis algorithms. Specifically, we pro-

pose targeted attacks against two fundamental classes of video analysis algorithms, namely video
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classification and shot detection. We then apply the attacks on Google Cloud Video Intelligence
API. ! We show that an adversary can subtly manipulate a video in such a way that a human ob-
server would perceive the content of the original video, but the API will return the adversary’s
desired outputs. Such vulnerability will seriously undermine the performance of video analysis
systems in real-world applications. For example, a search engine may wrongly suggest manip-
ulated videos to users, a video filtering system can be bypassed by slightly modifying a video
which has illegal content, or a video search algorithm may miss the important events in surveil-
lance videos. Our findings further indicate the importance of designing ML systems to maintain
their desired functionality in adversarial environments.

Our contributions are summarized in the following:

e We develop a model for state-of-the-art video classification and shot detection algorithms.
We then formulate the adversary’s objective function for mounting targeted attacks on black-

box video analysis systems and discuss different approaches for video modification.

e We propose different methods for deceiving video classification and shot detection algo-
rithms and demonstrate the effectiveness of our attacks on Google Cloud Video Intelligence
API. In our experiments, we queried and tested the API with different videos, including our
recorded and synthetically generated videos, videos downloaded from web, and the sample
videos provided by API website. Selected videos vary in content, length, frame rate, quality

and compression format.

e Through experiments, we show that the API’s algorithm for generating video and shot labels
processes only the first frame of every second of the video. Therefore, by inserting an image
at the rate of one frame per second into the video, the API will only output video and shot

labels that are related to the inserted image.

e We also show that the pattern of shot changes returned by the API can be mostly recovered

by finding the peaks in the vector of histogram changes of consecutive frames. Based on our

'The experiments are performed on the interface of Google Cloud Video Intelligence API’s website in April 2017.
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equivalent model, we develop a method for slightly modifying the video frames, in order to

deceive the API into generating our desired pattern of shot changes.

e We propose countermeasures against our attacks. We show that introducing randomness to

video analysis algorithms improves their robustness, while maintaining the performance.

2.2 Preliminaries

In this section, we first provide a background on digital video data and then describe the Google

Cloud Video Intelligence API.

2.2.1 Video Data

A digital video consists of audio data and a series of frames (still images) that are displayed in rapid
succession to create the impression of movement. The frequency (rate) at which consecutive frames
are displayed is called Frame Rate and is expressed in frames per second (fps). Modern video
formats utilize a variety of frame rates. The universally accepted film frame rate is 24 fps. Some
standards support 25 fps and some high definition cameras can record at 30, 50 or 60 fps [118].
Digital videos require a large amount of storage space and transmission bandwidth. To re-
duce the amount of data, video data are typically compressed using a lossy compression algorithm.
Video compression algorithms usually reduce video data rates in two ways: 1) Spatial (intraframe)
compression: Compressing individual frames, and 2) Temporal (interframe) compression: Com-
pressing groups of frames together by eliminating redundant visual data across multiple consec-
utive frames, i.e., storing only what has changed from one frame to the next [118]. We refer
to compression and decompression algorithms as encoder and decoder, respectively, and call the

concatenation of encoder and decoder as codec.

2.2.2 Google Cloud Video Intelligence API

Success of ML algorithms has led to an explosion in demand. To further broaden and simplify the

use of ML algorithms, cloud-based service providers such as Amazon, Google, Microsoft, BigML,
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and others have developed ML-as-a-service tools. Thus, users and companies can readily benefit

from ML applications without having to train or host their own models.

Google has recently launched the Cloud Video Intelligence API for video analysis [88]. The
API is designed to help better understand the overall content of the video, while providing temporal
information on when each entity was present within the video. Therefore, it enables searching a
video catalog the same way as text documents [109]. The API is made available to developers to
deploy it in applications that require video searching, summarization or recommendation [109].
The API is said to use deep-learning models, built using frameworks like TensorFlow and applied

on large-scale media platforms like YouTube [109].

A demonstration website has been also launched which allows anyone to select a video stored
in Google Cloud Storage for annotation [88]. The API then provides the video labels (objects in
the entire video), shot changes (scene changes within the video) and shot labels (description of
the video events over time). As an illustration, Figure 2.1 shows the screenshots of API’s outputs
for the video “Animals.mp4,” provided by the API website. Through experiments with different

videos, we verified that the API’s outputs are indeed highly accurate.

In our experiments, we queried and tested the API with different videos, including our recorded
and synthetically generated videos, videos downloaded from web, and the sample videos provided
by API website. Selected videos vary in content, length, frame rate, quality and compression
format. For mounting the attacks, we modify videos, store them on Google cloud storage and then
use them as inputs to the API. In one of our attacks, we insert images into the videos. Figure 2.2
shows some of the sample images that were used in our experiments. If not said otherwise, the
manipulated videos are generated with frame rate of 25 fps, where each frame is a color image of

size 300 x 500.
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Video Labels

Detect objects, such as dog, flower, human, in the entire video.

Animal 99%
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(a) Screenshot of the video labels.
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Detect scene changes within the video.
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Shot Labels

Detect objects, such as dog, flower, human, shot-by-shot in the video.

Animal 98%
Wildlife 92%
Tiger 90%
Terrestrial animal 68%

(b) Screenshot of the shot changes and shot labels. The shot changes are the white bars appeared within the

green strip. Shot labels are generated for each shot.

Figure 2.1: Screenshots of the API’s outputs for “Animals.mp4” video, provided by API website.
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(©) (d)

Figure 2.2: Sample images of (a) a car, (b) a building, (c) a food plate, and (d) a laptop, used in

experiments.

2.3 Video Analysis Methods

In this section, we review the current methods for video classification and shot detection and pro-

vide a system model from the adversary’s perspective for each task.

2.3.1 Video Classification Methods

With the proliferation of mobile devices, video is becoming a new way of communication between
Internet users. Accelerated by the increase in communication speed and storage space, video data
has been generated, published and spread explosively. This has encouraged the development of

advanced techniques for various applications, including video search and summarization [187].
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However, due to the temporal aspect of video data and the difficulty of collecting sufficient well-
tagged training samples [200, 180], using machine learning for videos classification has remained
a challenging task. Automatic video annotation would be a breakthrough technology, enabling a
broad range of applications. It can help media companies with quickly summarizing and orga-
nizing large video catalogs. It can also improve video recommendations, as it enables the search
engines to consider video content, beyond the video metadata. Another use case would be in video
surveillance, where many hours of videos must be searched for a specific event. Moreover, Inter-
net platforms, such as YouTube and Facebook, would be able to automatically identify and remove

videos with illegal content.

Following the successful use of deep neural networks for image classification [99, 155, 73],
researchers have attempted to apply deep learning techniques to the video domain. In recent years,
several new datasets have been published to help advancing the field [93, 32]. Most recently, a new
large dataset [6] and a competition [41] is announced by Google to further promote the research
in video classification methods. The current research for video analysis has mainly focused on
selecting the network architectures and also the inputs to the networks. From network architecture
perspective, convolutional neural networks [90, 194], recurrent neural networks [197], and tempo-
ral feature pooling [93, 197] are viewed as promising architectures to leverage spatial and temporal
information in videos.

For network inputs, a simple approach is to treat video frames as still images and apply ML
algorithms to recognize each frame and then average the predictions at the video level [197]. How-
ever, processing all video frames is computationally inefficient even for short video clips, since
each video might contain thousands of frames. Moreover, consecutive video frames significantly
overlap with each other in content and not all frames are consistent with the overall story of the
video. Therefore, in order to learn a global description of the video while maintaining a low compu-
tational footprint, several papers proposed subsampling the video frames [197, 175, 163, 55, 187].
Hence, the focus of recent research is mostly on developing advanced ML techniques, such as deep
neural networks, on subsampled frames. Figure 2.3a illustrates the model of video classification

algorithms.
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To compensate for the loss of motion information, [154] suggested incorporating explicit mo-
tion information in the form of optical flow images computed over adjacent frames. Optical flow
encodes the pattern of apparent motion of objects and is computed from two adjacent frames sam-
pled at higher rates than the video frames [198]. It has been however observed that the additional
gain obtained by incorporating the optical flow images is very small [197]. Also, in [186], the
authors proposed using audio spectrogram along with the visual data to improve the video under-

standing.

2.3.2  Shot Detection Methods

Shot detection is used to split up a video into basic temporal units called shots, which is a series
of interrelated consecutive pictures taken contiguously by a single camera and representing a con-
tinuous action in time and space. Shot detection is widely used in software for post-production of
videos. Itis also a fundamental step of automatic video annotation and summarization, and enables
efficient access to large video archives [71]. In film editing, two methods are usually used to jux-
tapose adjacent shots: 1) Abrupt Transitions: A sudden transition from one shot to another, i.e. the
last frame of one shot is followed by the first frame of the next shot, and 2) Gradual Transitions:

The two shots are combined so that one shot is gradually replaced by another [71].

Shot detection algorithms try to find the positions in the video, where one scene is replaced
by another one with different visual content. Conventional approaches for shot detection usually
involve the two steps of measuring the similarity of consecutive frames and then determining the
shots’ boundaries. Two simple methods for measuring the similarity of frames are sum of absolute
values of pixel-wise difference of frames and the difference between the histograms of frames.
Compared to computing the pixel-wise difference of frames, the histogram-based method is more
robust to minor changes within the scene. After scoring the difference of consecutive frames,
typically a fixed or adaptive thresholding is used for localizing the shot changes [71]. Once a shot
is detected, it can be treated as a short clip and the same algorithm for video classification can be

applied for annotation. Figure 2.3b illustrates the model of shot detection algorithms.
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Figure 2.3: Models of video analysis algorithms. a) Video classification algorithm takes a video
file, decodes it to obtain video frames, samples some of the frames and then processes subsampled
frames to generate the video labels. b) Shot detection algorithm takes a video file, decodes it to

obtain video frames and then processes the frames to generate the pattern of shot changes.

2.4 Threat Model

We assume that the video analysis system takes a video file and outputs video labels and the
pattern of shot changes. We further assume that the system can only be accessed as a black-box.
That is, the adversary possesses no knowledge about the training data or the specific ML models or
video processing algorithms used, and can only query the system with any video of her choice and
obtain the outputs. The goal of the adversary is to mount targeted attacks, i.e., given any video,
the adversary intends to manipulate the video in such a way that the system generates only the
adversary’s desired outputs. The modification to the video should be very small, such that a human
observer would perceive the content of the original, unmodified video. The proposed attacks are

as follows:



22

e Targeted attack on video labeling algorithm: Deceiving the system to only output the adver-

sary’s desired video labels,

e Targeted attack on shot detection algorithm: Deceiving the system to output the adversary’s

desired pattern of shot changes.

The adversary’s problem can be formulated as follows. Let ' be the video analysis algorithm
and {X,},—1.1 be the sequence of video frames, where X; is the i-th frame. For simplicity, we
write { X, },—1.7 as X. Let y* denote the adversary’s desired output. Adversary’s goal is to cause
the algorithm to yield her desired outputs by making minimal changes to the video. Therefore, the

adversary’s objective function is as follows:
Find X* s.t. F(X*) =y  and | X — X¥|| <,

where X * is the modified video. The term || X — X*|| represents the amount of perturbation made
to the video and ¢ is the maximum allowed perturbation, for which a human observer would still
be able to perceive the content of the original video.

A video file can be modified in different ways. In the following, we review some methods of

video modification and explain the maximum allowed perturbation corresponding to each method.

Inserting images within video frames at a low rate: The adversary can insert images of her
choice within the video frames. However, the insertion rate must be low, so that the content of the
original video would be perceivable. Moreover, it is preferable that the inserted image would be
unnoticeable to a human observer. Speed of processing in the human visual system largely depends
on the contrast of successive images shown [169, 135]. Empirical studies have shown that human
visual system needs about 50 ms to process and comprehend every single image [44]. Therefore,
in a video with frame rate of more than 20 fps, individual frames cannot be distinctly understood
by humans. As a result, if an adversary inserts images at the rate of 1 fps within frames of such a

video, the human observer would not perceive the content of inserted images.

Removing video frames at a low rate: Consecutive video frames are typically highly correlated,

especially for videos with high frame rates, e.g., greater than 30 fps. Therefore, it is possible to
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remove video frames at a low rate (and replace them with adjacent frames) without significantly
reducing the video quality. It is known that with frame rates greater than 20 fps, human visual
system is fooled that the sequence of frames represents an animated scene, rather than being a
succession of individual images [33]. Therefore, to preserve the video smoothness, removing

video frames should not cause the rate of distinct video frames to drop below 20 fps.

Slightly modifying individual frames: Instead of adding or removing frames, the adversary can
modify individual frames. The modification to each frame can be quantified by the PSNR value of
the modified frame with respect to the original frame. For images = and x* of size d; X dy X 3,

PSNR value is computed as follows [182]:

2552
T ds 2o (Tigk = T i)

where (i, j) is the image coordinate and k € {1, 2, 3} denotes the coordinate in color space. PSNR
value is measured in dB.

Due to the inherent low-pass filtering characteristic of humans visual system, humans are capa-
ble of perceiving images slightly corrupted by noise [17], where acceptable PSNR values for noisy
images are usually considered to be more than 20 dB [7]. However, similar to image insertion, an
adversary is allowed to add high-density noise to video frames, but at a low rate, e.g., one frame
per second. In contrast, the succession of noisy images corrupted even by low-density noise is
very disturbing, especially when the video is passed through a lossy video codec. The reason is
that video compression algorithms rely on similarity of consecutive frames to compress the video.
A random uncorrelated noise added to frames increases the difference of consecutive frames. As
a result, the compression algorithm reduces the quality of individual frames to achieve the same
compression ratio.

In our attacks, we modify videos by low-rate image insertion within the frames or slightly
perturbing frames, e.g., by adding low-density noise to frames at a low rate or smoothing some of
the frames. The modifications are done in such a way that the content of the original video would

be perceivable. In the following, we describe the attacks.
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2.5 Targeted Attack on Video Classification Algorithms

In this section, we first present different approaches of attacking video classification algorithms

and then describe our attack on Google Cloud Video Intelligence API.

2.5.1 Attack Approaches

For attacking a video classification algorithm, the adversary slightly manipulates the video. As
shown in Figure 2.3a, the manipulated video passes through three blocks of codec, subsampling and
frame processing. In the following, we discuss adversary’s considerations for modifying videos.

For deceiving the system, the adversary can target the frame analysis algorithm. In this case,
the adversary slightly modifies video frames such that, after subsampling, a human observer would
classify the subsampled video as its original label, but the frame analysis algorithm yields ad-
versary’s desired labels. This attack type can be thought to be a form of generating adversarial
examples [166] for frame analysis algorithm. However, as stated in Section 2.2.1, video files are
typically compressed using lossy compression algorithms. The compression algorithm is likely to
filter out the adversarial noise and thus render this approach ineffective. Therefore, the modification
to video should be done in such a way that it would “survive” the codec operation. Moreover, even
without the codec operation, this attack approach is challenging due to the adversary’s black-box
access to the model.

Another approach is to modify the video such that, after subsampling, a human observer would
classify the subsampled video as adversary’s desired label. This approach is preferable, since
it is effective, regardless of frame analysis algorithm. For mounting this attack, the adversary
inserts images with her desired content within the video frames, in locations where the subsampling
function will sample. The subsampling locations need to be determined by querying the system
with several specifically chosen videos. The success of inferring the subsampling function and
the required number of queries depend on the function randomness and how it is related to video
characteristics, such as video length, frame rate, codec, etc.

We demonstrate the effectiveness of this approach by attacking the video and shot labeling
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algorithms of Google Cloud Video Intelligence API. Through experiments, we first infer the API’s
algorithm for sampling the video frames and then mount the image insertion attack. While the
proposed attack is demonstrated on the Google API, this approach is applicable against any video
classification system that is based on deterministic subsampling, e.g., [197, 175, 163, 55, 187] to

name a few.

2.5.2 Inferring API’s Algorithm for Sampling Video Frames

In order to infer the API’s sampling algorithm, we first need to determine whether it uses deter-
ministic or stochastic algorithms. For this, we queried the API with different videos. We found
that when testing the API with the same video several times, it generates exactly the same out-
puts, in terms of the video and shot labels, the corresponding confidence scores, and the pattern
of shot changes. Our observations imply that the API’s algorithms for processing the input videos
are deterministic. Knowing that API’s algorithms are deterministic, we designed an experiment
for testing the API with videos which are different from each other on certain frames. We first
generated a one-minute long video with all frames being the same image of a “building.” We then
modified the video in two different ways: 1) replacing the first frame of every second with an image
of a “car,” and 2) replacing the second frame of every second with the same image of the “car.”
Table 2.1 provides the set of labels for generated videos. As expected, all labels of the original
video are related to “building,” since it only contains images of a building. However, all labels of
the first modified video are related to “car.”” In contrast, all labels of the second modified video
are related to “building.” We also tested the API with modified videos for which the i-th frame,
3 <1 < f, of every second is replaced by image of the “car,” where f is the number of frames per
second. We observed that, for all of them, the API outputs video labels only related to “building.”
We selected videos with different characteristics and repeated the above experiments. We found
that, regardless of the video content, length, frame rate, quality or compression format, the API’s
algorithm for generating the video labels can be reduced to a function that gets as input only the
first frame of every second of the video. This suggests that the subsampling function samples video

frames at the rate of 1 fps. Specifically, it samples the first frame of every second of the video.
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Table 2.1: Video labels generated by Google Cloud Video Intelligence API for different videos.

The results suggest that the API’s algorithm for generating video labels processes only the first

frame of every second of the video.

Video

Video labels returned by API

Original Video: A one-minute long video
with all frames being the same image of a

“building.”

Building, Classical architecture, Neighbourhood,
Facade, Plaza, Property, Apartment, Architecture,

Mansion, Courthouse

Modified Video 1: Replacing the first frame
of every second of the original video with an

image of a “car.”

Audi, Vehicle, Car, Motor vehicle, Land vehicle,
Luxury vehicle, Sedan, Audi A6, Wheel, Mid-size

car, Audi A4, Bumper, Family car, Audi RS 4

Modified Video 2: Replacing the second

frame of every second of the original video

with an image of a “car.”

Building, Classical architecture, Neighbourhood,
Facade, Plaza, Property, Apartment, Courthouse,

Mansion, Architecture

Then, we examined how the API samples video frames for generating the shot labels. Similar

to the case of video labels, we tested the API with a one-minute long video with all frames being

the same image of a “building,” and with modified videos, for which the i-th frame, 1 < ¢ < f,

of every second is replaced by image of the “car.” For the original video, there is only one shot

and the shot labels are related to “building.” As expected, the API generated 60 shots (one shot per

second) for each of the modified videos, because each replaced frame is different from the adjacent

frames and thus triggers a shot. For the first modified video, where image of the “car” is replaced

in the first frame of every second, all shot labels were related to “car” for all 60 shots. In contrast,

for 2 <1 < f, all the shot labels were related to “building.” Our observations suggest that, similar

to video labels, the API generates shot labels by processing only the first frame of every second of

the video. Figure 2.4 illustrates the API’s sampling algorithm.
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Figure 2.4: The video and shot labeling algorithm of Google Cloud Video Intelligence API sub-
samples the video frames uniformly and deterministically. Specifically, it samples the first frame

of every second of the video.

2.5.3 Image Insertion Attack on API

Now, we describe the image insertion attack for changing the video and shot labels returned by
the Google Cloud Video Intelligence API. The goal is to mount a targeted attack on the video
classification algorithm. That is, given any video, the adversary intends to slightly manipulate the
video, in such a way that a human observer would perceive the content of the original video, but
the API outputs the adversary’s desired video and shot labels. The attack procedure is as follows.
The adversary is given a video and the target video label. She selects an image which represents
the desired label, and inserts it into the first frames of every second of the video.

For validating the attack on the API, we generated manipulated videos, stored them on Google
cloud storage and used them as inputs to the API. Table 2.2 provides the API’s output labels for the
manipulated videos of three videos “Animals.mp4,” “GoogleFiber.mp4” and “JaneGoodall.mp4,”
provided by API website (the table shows only the label with highest confidence score). As can

be seen, regardless of the video content, the API returns a video label, with a very high confidence
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Table 2.2: Results of Image Insertion Attack on Google Cloud Video Intelligence API. Sample
videos are provided by API website [88]. Images are inserted in the first frame of every second of

the video. The table only shows the video label with the highest confidence returned by API.

Video Label Returned by API
Video Name Inserted Image
(Confidence Score)
“Car” Audi (98%)
“Building” Building (97%)
‘“Animals”
“Food Plate” Pasta (99%)
“Laptop” Laptop (98%)
“Car” Audi (98%)
“Building” Classical architecture (95%)
“GoogleFiber”
“Food Plate” Noodle (99%)
“Laptop” Laptop (98%)
“Car” Audi (98%)
“Building” Classical architecture (95%)
“JaneGoodall”
“Food Plate” Pasta (99%)
“Laptop” Laptop (98%)

score, that exactly matches the corresponding inserted images. We tested the API with several
videos with different characteristics and verified that the attack is consistently successful. We also
mounted the image insertion attack for changing the shot labels returned by the API and verified
that, by inserting an image in the first frame of every second of the video, all the shot labels returned

by the API are related to the inserted image.
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2.5.4 Improving Attack on API

In proposed attack, the image insertion rate is very low. For example, for a typical frame rate of
25, we insert only one image per 25 video frames, resulting in an image insertion rate of 0.04.
Therefore, the modified video would contain the same content as the original video. Nevertheless,

the attack can be further improved using the following methods.

Lower insertion rate. We found that the attack still succeeds if we insert the image at a lower
rate of once every two seconds, i.e., by inserting the adversary’s image into the video once every
two seconds, the API outputs video labels that are only related to the inserted image. However, by
further lowering the insertion rate, for some of the videos, the API’s generated video labels were

related to both the inserted image and also the content of the original video.

Averaging with the original frame. Instead of replacing the video frame, the adversary can
superpose the image with the frame. Let zy be a video frame and x4 be adversary’s image. We
generate z1, = axy + (1 — a)x 4 as the new frame and replace it for xy. We found that by setting
a = 0.75, we can deceive the API to only output the video labels that are related to the inserted
image. As an illustration, Figure 2.5a provides an example of a video frame averaged with the
image of a car, presented in Figure 2.2. The weighted averaging of the adversary’s image with the
video frame significantly reduces the visual effect of the inserted image in the video, yet the API

annotates the video as if it only contains the adversary’s image. >

Misclassification attack by adding noise. In misclassification attack, the adversary’s goal is to
cause the API to output different video labels then the original labels. For mounting the misclassi-

fication attack, it is enough to just add noise to video frames. We performed the experiments with

ZWe also tested the API with videos comprising of adversarial examples [166] and observed that the API is robust
to this attack.
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(a) (b)

Figure 2.5: Illustration of superposed and noisy images used for replacing original video frames.
a) The video frame is averaged with the image of a car, presented in Figure 2.2, where the weight
of video frame is 0.75 and the weight of the car image is 0.25. b) The video frame corrupted by

5% impulse noise. In both cases, there is only a small modification to the video frame.

impulse noise. Impulse noise, also known as salt-and-pepper noise, is commonly modeled by [78]:

0 with probability £
Tijk = \ Tijk with probability 1 — p

255 with probability £

\

where x, 2 and p are the original and noisy frames and the noise density, respectively. This model
implies that each pixel is randomly modified to one of the two fixed extreme values, 0 or 255, with
the same probability. Through experiments, we found that by adding only 5% impulse noise to
the first frame of every second of the video, we can deceive the API to generate entirely irrelevant
video labels. Figure 2.5b provides an example of a video frame corrupted by 5% impulse noise. As
can be seen, the noise effect is hardly noticeable. We performed the experiments with other image
noise types as well and found that impulse noise is the most effective one, i.e., it can cause the API

to misclassify the input video by introducing very small perturbation to the video frames.
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2.5.5 Applications of Image Insertion Attack

We showed that by inserting an image at the rate of 1 fps into the video, the video labels and all
the shot labels generated by the API are about the inserted image. Instead of periodically inserting
the same image, an adversary can replace the first frame of every second a video with frames from
the corresponding positions of another video. The API then generates the same set of video labels
for both videos, although they only have one frame in common in every second. In other words,
the adversary can replace one frame per second of a video with the corresponding frame of another
video and the API would not be able to distinguish the two videos.

Such vulnerability of video classification systems seriously undermines their applicability in
real-world applications. For example, it is possible to poison a video catalog by slightly manip-
ulating the videos. Also, one can upload a manipulated video that contains adversary’s images
related to a specific event, and a search engine wrongly suggests it to users who asked for videos
about the event. Moreover, an adversary can bypass a video filtering system by inserting a benign
image into a video with illegal content. Therefore, it is important to design video analysis algo-
rithms to be robust and perform well in presence of an adversary. In the following, we provide a

countermeasure against the image insertion attack.

2.5.6  Countermeasure Against Image Insertion Attack

One approach to mitigate the effect of the attack is to introduce randomness into the algorithms. In
essence, inferring an algorithm that generates different outputs for the same input would be sub-
stantially more challenging, especially in the black-box setting. For video classification algorithms
that subsample the video frames, an obvious countermeasure to the image insertion attack is to
sample the frames randomly, while keeping the sampling rate the same.

Assume that the algorithm randomly samples the video frames at the rate of 1 fps and the
adversary replaces K video frames per second with her chosen image. Let the frame rate be r fps.
Thus, a fraction of % sampled images are the inserted images by the adversary, which is equal

to 4% for r = 25 and K = 1. Suppose further that the system chooses L samples out of the r
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frames, uniformly at random and without replacement for analysis. We compute the probability
that at least one of the adversary’s images is chosen by the system, as well as the expected number

of sampled adversary’s images.

Probability of sampling an adversary’s image. Let Y denote a random variable representing the
number of images that are sampled from the adversary’s images. We are interested in computing
Pr(Y > 1), or equivalently 1 — Pr(Y = 0). Let x; denote the event that the i-th sample is from

original video frames. We have

1—-Pr(Y=0) = 1—=Pr(xxN---Nxg)
L

= 1_HPT(X1’|X17--->X1‘71) (2.1)

i=1

() e

i=1

where (2.1) follows from the conditioning on the x;’s and (2.2) holds since the probability of
choosing a valid sample, given that the first (: — 1) samples are valid, is equal to the number of
remaining valid samples (r — L — (i — 1)) divided by the total number of remaining samples
r — (i — 1). For K, L < r, this can be approximated by Pr(Y > 1) ~ 1 — ¢+, which can
be further approximated by Pr(Y > 1) =~ %, when KL <« r. Also, for L = 1, we have
Priy =1) = %, meaning that the chance that adversary’s image will be sampled increases

linearly by the number of replaced images.

Expected number of selected images from adversary. Let T(L, K,r) = E(Y) denote the ex-
pected number of adversary’s images that are chosen, and let x; be defined as above. Let y; denote

the complement of x;. We have that

T(L,K,r) = E(X[x1)Pr(xi)+EX[x)Pr(x:)

K K
= T(L-1,Kr—1)(1—-=)+T(L-1,K—1,r—1)
T

7.
where T(L, K, K) = min{L, K}. Hence, the expected number of adversarial samples can be

computed recursively. For K, L < r, we have E(Y) ~ % With larger L, the number of frames
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sampled from adversary’s image increases, however the ratio of adversarial frames to all sampled
frames remains approximately the same.

Analyzing the exact effect of sampling a small fraction of frames from adversary’s images
would require knowledge about the frame analysis algorithm and can be an interesting direction
for future works. However, the process of the adversary uniformly replacing the video frames and
the system randomly subsampling them is equivalent to the process of the adversary randomly
replacing and the system uniformly sampling. Therefore, we can evaluate the performance of
randomly subsampling the video frames using the current system, by randomly replacing the video
frames with adversary’s image. Through experiments, we found that even by randomly replacing
two video frames every second, the API outputs mostly the same video labels as for the original
video and none of the labels are related to the inserted image. The results imply that the video
classification algorithm can benefit from randomly subsampling the video frames, without losing

the performance.

2.6 Targeted Attack on Shot Detection Algorithms

In this section, we first present our approach of attacking shot detection algorithms and then de-

scribe our attack on Google Cloud Video Intelligence API.

2.6.1 Attack Approach

For attacking a shot detection algorithm, the adversary needs to modify the video such that the
algorithm detects a shot only at the adversary’s desired locations. Since we assume that the ad-
versary only has a black-box access to the system, for every video, she needs to query the system
multiple times, each time with the video modified differently. This approach may require a large
number of queries to the system, which can make the attack ineffective in real-world applications.

However, we noticed that different shot detection algorithms usually yield similar pattern of
shot changes. Therefore, the adversary can rely on transferability of manipulated videos, i.e.,

a specific modification to a video causes different algorithms to detect the same pattern of shot
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changes. Hence, the adversary can first design her own shot detection algorithm and try to deceive
it by manipulating the video. The adversary then uses the manipulated video as input to the target
algorithm. We demonstrate the effectiveness of our approach by attacking the shot detection al-
gorithm of Google Cloud Video Intelligence API. We first develop a histogram-based method for
shot detection and then propose an attack for deceiving the algorithm to output our desired pattern

of shot changes. We show that the manipulated videos can successfully deceive the API.

2.6.2 Histogram-Based Algorithm for Shot Detection

We first develop a method for shot detection and then compare the results with the ones generated
by the API. Since shot changes are usually detectable on the gray-scale video, for simplicity, we
transform the frames to gray-scale images. We adopt a histogram-based algorithm, where his-
togram of a frame is a vector that, for each gray-value, contains the number of pixels with that
value. In this method, we first compute the difference between histograms of consecutive frames.
If a frame has a large histogram difference with its previous frame, we declare that a shot is ini-
tiated at that frame. For measuring the difference of two histograms, we compute the L; norm of
their difference, i.e., the sum of the absolute values of histogram changes.

Our method is described more formally in the following. Let {X;};—1.r be the set of video
frames and { H, },—;.7 be the set of histograms of gray-scale frames. We denote by  H;, = H,— H;_;
the element-wise difference of the histograms, which represents the change in statistics of the
consecutive frames. Let v be a vector of histogram changes of the video, obtained as the L; norm
of the difference of histograms, i.e., v; = ||0H¢||1,2 < t < T. We locate the shot changes by
finding the local maxima of the vector v, for which the amplitude of the histogram change is more
than a threshold. The threshold is set to be greater than the typical histogram change of consecutive
frames within a shot.

Through experiments with different videos, we explored whether the output of our method can
resemble the pattern of shot changes returned by the API. Figure 2.6 provides the results for three
sample videos, “Animals.mp4,” “GoogleFiber.mp4” and “JaneGoodall.mp4.” For each video, the

figure shows the vector v and the corresponding shot changes generated by the API (green pattern)
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and our histogram-based algorithm (red pattern). For our method, we set the threshold of 3 x 10%
for declaring the shot change, which is determined by manually checking the histogram plots of
several videos. We also discard very small shots (less than 10 frames). As can be seen, our method
declares a shot change when there is a large local maximum in the vector of histogram changes.
Also, the shot changes generated by our algorithm are mostly aligned with the API’s generated
pattern of shot changes. The results imply that the API’s algorithm of detecting shot changes
can be reduced to an algorithm of finding the large peaks in the pattern of histogram changes of

consecutive frames.

2.6.3 Shot Altering Attacks on API

In this section, we present shot removal and shot generation attacks with the goal of deceiving the
shot detection algorithm to miss real shot transitions and detect fake shots, respectively. Using
the combination of shot removal and shot generation attacks, an adversary can deceive the API to

output any desired pattern of shot changes for any video.

Shot Removal Attack. To force the API to miss a shot change, we need to modify an abrupt
transition in the video to a gradual transition. For this, we apply a local low-pass filter on the
frames located on the shot boundaries. We iteratively smooth those frames so that their histogram
difference becomes less than the pre-specified threshold of our shot detection algorithm. Once we

can deceive our histogram-based algorithm, we test the smoothed video on the API.

The smoothing attack is described more formally in the following. To remove the shot transition
between the frames X; and X;,,, we first smooth them as follows: X = %Z?:_h X¢ti and
X = %Zfth Xii14i, where h = 1. We then compute v;, the L; norm of the difference of
histograms of X} and X/ _,. If v; is greater than the threshold, we increase h by one and repeat the
process. We continue smoothing the frames, until the histogram change of the two frames becomes

less than the threshold.
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Figure 2.6: The histogram changes of consecutive video frames (blue curve), the shot changes gen-
erated by Google Cloud Video Intelligence API (green pattern) and our histogram-based method
(red pattern). The shot changes returned by our method are located at large local maxima of the

vector of histogram changes and are mostly aligned with API’s output.
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Figure 2.7: The histogram changes of consecutive frames for the smoothed videos. For the sake of
comparison, we keep the y-axis of subfigures the same as the ones for Figure 2.6. All the peaks of
the histogram changes are now smaller than our threshold of detecting a shot (3 x 10%). Therefore,
our histogram-based method does not detect any shot change. We verified that the Google Cloud

Video Intelligence API also generates only one shot for the entire smoothed video.

Through experiments with different videos, we examined whether the smoothed videos transfer
to the API, i.e., the API also fails to detect the shot changes. We present the results on three sample

videos, “Animals.mp4,” “GoogleFiber.mp4” and “JaneGoodall.mp4,” where the attack goal is to
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remove all shot changes, i.e., we want to deceive the API to believe the entire video is composed
of only one shot. Figure 2.7 shows the histogram changes of the smoothed videos. For the sake of
comparison, we keep the y-axis of subfigures the same as the ones for Figure 2.6. As can be seen,
all the peaks now are smaller than the threshold of 3 x 10%. Hence, our histogram-based method
does not detect any shot change. We verified that the API also generates only one shot for the
smoothed videos. Since our attack only smooths few frames on the shot boundaries and keeps the
rest of the video the same, the perturbation to the video is hardly noticeable. Figure 2.8 illustrates
an example of two frames on a shot boundary and their corresponding smooth frames. Unlike the

original frames, the API does not detect any shot change between the smoothed frames.

Shot Generation Attack. The goal of shot generation attack is to slightly modify the video such
that the API wrongly detects a shot change at a specific frame. As explained in Section 2.5,
inserting an image in between the video frames causes the API to declare a shot change at that
frame. However, we do not need to insert an entirely different image within the frames to fake
a shot change. We found that even by slightly increasing or decreasing all the pixel values of a

frame, the API is deceived to detect a shot change at that frame.

As an example, we generated a one minute long video, where all frames were the same image
of a building. As expected, the API outputs only one shot for this video. We then selected one of
the video frames and increased all the pixel values by 10. When testing the API with the modified
video, it detects a shot change at that frame. Figure 2.9 shows the original and modified frames.

Notice that the frames are hardly distinguishable.

2.6.4 Applications of Shot Altering Attacks

Shot detection is important for temporal segmentation of the video and enables applications such as
video searching and summarization. Fragility of the shot detection algorithm seriously undermines
the benefits of the video analysis system. We showed that by slightly manipulating the video, an
adversary can cause the API to generate her desired pattern of shot change. Shot altering attacks

disrupt the functionality of the API by preventing it from correctly indexing and annotating the
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(b) First frame of next shot

(c) Smoothed frame of (a) (d) Smoothed frame of (b)

Figure 2.8: An Illustration of shot removal attack. Original frames represent an abrupt shot transi-

tion, while smoothed frames form a gradual shot transition.

video content. Essentially, without correctly detecting the individual shots, the system cannot
reliably produce the story of the video by cascading the proper shot labels. As an example of the
attack, an adversary can prevent the API from finding important events in video surveillance data.

In the following, we provide a countermeasure against shot altering attacks.

2.6.5 Countermeasure Against Shot Altering Attacks

Several papers have proposed methods for gradual shot detection in videos [71, 157, 9]. We are
however interested in robust techniques for adversarial inputs, i.e., videos that are maliciously

modified to deceive the algorithm. Similar to the image insertion attack, the system robustness can
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(a) (b)

Figure 2.9: An Illustration of shot generation attack. We generate a video, where all frames are
an image of a “building” (subfigure (a)). We then select one of the video frames and increase all
pixel values by 10 (subfigure (b)). When testing the API with the modified video, it detects a shot

change at the location of the modified frame.

be improved by introducing randomness to the algorithm, e.g., random subsampling of the video
frames and measuring the difference of sampled frames as an indicator for whether the shot has
changed. However, compared to the task of video labeling, the system needs to subsample video
frames at higher rates, e.g., 10 fps, to be able to detect small shots. Also, since the scene may
change within the shot, samples within the shot may have large differences. Therefore, compared
to consecutive frames, a higher threshold needs to be set when measuring the difference of sub-
sampled frames. Moreover, the accuracy can be improved by running the randomized algorithm
several times and detecting the shot changes by averaging the results.

There is a trade-off between accuracy and robustness of the shot detection algorithm. Sampling
at lower rates increases the robustness to spurious changes within the shots, but causes the algo-
rithm to potentially miss the small shots occurred between the two consecutive sampled frames.
Moreover, with subsampling, the information of the exact moment of shot transition will be lost;
but, since the intersampling times are less than one second, the estimated time suffices for most
applications. Random subsampling, however, will not affect the shot labels; therefore, the overall

description of the video remains mostly the same.
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Chapter 3

ASSESSING ROBUSTNESS OF NEURAL NETWORKS AGAINST INPUT
TRANSFORMATION

3.1 Introduction

It has been shown that state-of-the-art Convolutional Neural Networks (CNNs) trained with stochas-
tic gradient descent (SGD) have enough capacity to “memorize” the training data, even when
training images or labels are randomized [201]. Memorization is often associated with overfitting
training data and, hence, large generalization error, defined as the difference between training error
and test error. Yet, CNNs are known to be able to generalize well to images that are similarly
distributed as training data.

For an image classifier, the space of possible inputs is much larger than the size of training data.
Hence, models with identical performance on samples that are similarly distributed as training
images can perform qualitatively differently on other distributions. Of course, most of possible
inputs are random images that the model is not expected to recognize. Therefore, it remains to
be determined what distributions we expect the model to generalize to and how different training
methods affect generalization capability.

The distributions that we are interested in can be determined according to the human cognitive
system. It is known that humans display “shape bias” when assigning a name to new items [102],
1.e., they weight shape more heavily than other dimensions of perceptual similarity, such as size or
texture. In [140], the authors studied shape bias property in CNNs by performing experiments
on small datasets, in which images were arranged in triples of a probe, a shape-match and a
color-match. It was shown that state-of-the-art one-shot learning models display shape bias as
well, although the magnitude of bias varies greatly with different initializations and also fluctuates

throughout training.
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In order to conduct larger scale experiments, we propose to train and test CNNs with specifi-
cally designed images that represent the same object, but with different colors. One simple way of
generating such images is applying image complementing transformation. The transformed image,
called negative image, is an image with reversed brightness. Image complementing maintains the
structure (e.g., edges) and semantics of images, as negative images are often easily recognizable by
humans. Figure 3.1 shows representative samples of original and negative images of MNIST [106],
notMNIST [31] and CIFAR10 [98] datasets.

We then examine the shape bias property of CNNs, by training and testing them on negative
images. Through extensive systematic experiments on MNIST, notMNIST and CIFAR10 datasets,
we assess the role of different factors, such as training data, network architecture, initialization
method and regularization techniques, on the ability of model in generalizing the shapes. Our

contributions are summarized in the following.

e We show that it is possible to design different CNNs that achieve similar accuracy on original
images, but perform significantly differently on negative images. For instance, we designed
three CNNs that achieve 0%, 28.3% and 99.5% accuracy on MNIST negative images, while
yielding the same accuracy of 99.5% on original images. The results suggest that CNNs do

not intrinsically require shape bias property to achieve high accuracy on test data.

e We then show that, when negative images of some classes are included in training data,
CNN s can correctly recognize negative images of other classes. This is however true, only
if the model is trained with batch normalization. For instance, we trained the CNN with
all MNIST regular images and also negative images of 9 classes, and tested it on negative
images of the excluded class. The test accuracy is 0% and 97.7% respectively without and
with batch normalization. Hence, CNNs can indeed learn to be invariant to color, when

properly tuned.

e We also investigate the effect of augmenting training data with original and negative images

of an unrelated dataset. We show that such data augmentation also significantly improves
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generalizability to negative images. For instance, the CNN accuracy on negative images of
MNIST training data increases from 29.1% to 99.8%, when MNIST training data is aug-
mented with original and negative images of notMNIST dataset. The results suggest that
augmenting training data with unrelated datasets that even have unrelated labels can help the

model to learn better image representations.

e We examine the role of initialization and demonstrate that a different initialization can sig-
nificantly affect the generalization. Specifically, a model that is initialized by training with
original and negative images of a dataset shows shape bias on another dataset as well. More-
over, the shape bias property does not fade away after fine-tuning only with original images
of the second dataset. For instance, when initialized by a CNN that is trained on original and
negative images of notMNIST dataset, the accuracy on MNIST negative images increases

from 29.1% to 95.4%.

e We finally show that CNNs do not learn the shape bias property from a dataset that lacks
any structure, e.g., a dataset with random images. Moreover, a model with shape bias cannot
generalize this property to random images, i.e., it does not perform similarly on random
images and their negatives. The results imply that, although CNNs can fit any training data,

they only learn and generalize the structures.

3.2 Related Works

Recently, there has been an interest in exploring various aspects of the generalization of CNNs
by both theoretical and empirical analysis [201, 10, 123, 113, 189, 192]. It has been shown that
CNNss trained with SGD are capable of memorizing the training data, contradicting their low gen-
eralization error [201]. In [10], however, the authors argued that networks trained with SGD learn
structures before memorizing. This follows the works suggesting that SGD generally results in
simpler models [156, 195].

Deep neural networks are known to be capable of approximating any measurable function given

sufficient capacity [43, 76]. These works determine the set of hypotheses a model can express, but
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Figure 3.1: Examples of regular images and their corresponding negative images of datasets

MNIST, notMNIST and CIFARI0.

Negative Images

do not specify what hypothesis can be reached by training a network on a dataset using a particular
method [124, 95]. We assess the capability of CNNs in generalizing shapes when color information
is lost, a property known as shape bias [102, 140].

From the practical perspective, it is important to determine how CNNs perform on related
distributions as of the training data. This problem has been studied in literature of transfer learn-
ing [127, 196] and domain adaptation [18, 143, 66, 47]. The goal is to use models and features
learned on one dataset/domain for another dataset/domain with minimal fine-tuning [127]. We ex-
amine transferability of features from original to negative images. To the best of our knowledge,

generalizing to negative images is not studied in transfer learning or domain adaptation literature.

3.3 Setup for Simulations

Experiments are performed on image datasets MNIST [106], CIFAR10 [98] and notMNIST [31].
MNIST is a dataset of handwritten digits. CIFAR10 dataset consists of natural color images in
10 classes. notMNIST is a dataset similar to MNIST with 10 classes of letters A-.J taken from
different fonts. notMNIST dataset contains more than 500, 000 images, from which we randomly
select 60, 000 images for training and validation.

In [140], the authors studied the shape bias property in CNNs by performing experiments on
images that were arranged in triples of a probe, a shape-match and a color-match. Images were
chosen from a cognitive psychology probe data and also a real-world dataset consisting of 150 and

90 images, respectively. In order to conduct larger scale experiments, we propose to train and test
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CNNs with negative images. A negative image is defined as the complement of the original image,
in which light pixels appear dark and vice versa. Let X be an image and X, ,, € [0, 1] be the i-th
pixel in the n-th color channel. The negative image is defined as X*, where X7, =1 — X ,.

Image complementing is a simple transformation that preserves the shape and semantics of im-
ages, as negative images are often easily recognizable by humans. In fact, it has been shown that
human accuracy on negative images of German Traffic Sign Recognition Benchmark decreases
only about 1% compared to original images [83]. Moreover, since in MNIST, notMNIST and CI-
FARI10 datasets, classes are very distinct, image complementing is unlikely to change the ground-
truth label. In the rest of the chapter, we refer to original images as regular images.

We consider a small version of VGG-16 model [155], namely sVGG, with 6 convolutional
layers followed by two fully connected layers. Similar to VGG-16, we use 3 x 3 convolution kernels
and 2 x 2 max-pooling. ! For MNIST, we also consider multi-layer perceptrons (MLPs) with 1 or 2
layers, ReLU activation function and 1000 hidden nodes per layer. Models are trained using SGD
and, unless otherwise stated, with batch normalization in all layers. In all experiments, 20% of
training data are held out and used for validation. We stop training, when validation accuracy is the
highest and training accuracy is 100%. In cases that training accuracy does not reach 100%, models
are trained for 500 epochs. When validation accuracy is not meaningful (e.g., training with random

images), we report test accuracy of the last epoch. Results are averaged over five experiments.

3.4 Testing on Negative Images

In this section, we consider the following questions: 1) Do CNNs display shape bias by designs?
and 2) Do they need to achieve shape bias at all in order to yield high accuracy on test data? To
answer these questions, we examine the performance of CNNs on negative images by designing
three experiments on MNIST and CIFAR10 datasets. The experiments on MNIST are illustrated
in Figure 3.2 and the results on CIFAR1O0 are provided in Table 3.1.

'The sSVGG structure is as follows: (conv 3 x 3 x 16, ReLU, conv 3 x 3 x 16, ReLU, max pool 2 x 2, conv
3 x 3 x 32,ReLU, conv 3 x 3 x 32, ReLU, max pool 2 x 2, conv 3 x 3 x 48, ReLU, conv 3 x 3 x 48, ReLU, max
pool 2 x 2, FC-128, ReLU, FC-128, ReLU, FC-10, softmax).
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Figure 3.2: Illustration of the three experiments on MNIST. The figure shows one image and
the corresponding label as a representative of each class. For example, in experiment 3, regular
training images of digit 0 and negative training images of digit 9 are mapped to class zero, and the
accuracy on negative test images with correct labels is 0% and accuracy on negative test images

with modified labels is 99.5%. In all cases, accuracy on training data is 100%.

In the first experiment, we train the sVGG model only with regular images. As can be seen
in Figure 3.2 and Table 3.1, the accuracy on negative test images is significantly lower then the
accuracy on regular images. We repeated the experiment without using batch normalization in
training, and obtained 12.2% and 21.4% accuracy respectively on MNIST and CIFAR10 negative
test images, which signifies the importance of batch normalization in generalization. We will
explore the role of batch normalization more in next section. We also performed the experiment
with MNIST and using a softmax classifier and 1- and 2-layer MLP models and achieved 0% and
around 8% accuracy on negative images, respectively for softmax classifier and MLPs. Hence,
regarding generalization to images with similar shapes and different colors, CNNs (with batch

normalization) indeed perform better than MLPs.
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Table 3.1: Accuracy of sVGG model on regular and negative images of CIFARIO0 test data. In
experiment 1, the model is only trained with regular images. In experiment 2, the model is trained
with both regular and negative images. In experiment 3, the model is also trained with both regular
and negative images, but the labels of negative images are changed to (i + 1) mod 10, where i is

the ground-truth label. In all cases, accuracy on training data is 100%.

Test Data Experiment 1 Experiment 2 Experiment 3
Regular images 79.7% 78.3% 75.4%
Negative images 38.7% 78.5% 4.2%

Negative images with NA NA 75.7%
modified labels

In the second experiment, we train the models with both regular and negative images. In
this case, the accuracy of CNN model on negative images is similar to the accuracy on regular
images. We again did the experiment with MNIST and using a softmax classifier and the MLP
models. For the softmax classifier, the accuracy even on training data is about 15%, since the data
is not linearly separable. The two MLP models, however, yield high accuracy on both regular and

negative images.

In the third experiment, we train the models with both regular and negative images, but the
labels of negative images are changed to (i + 1) mod 10, where i is the ground-truth label. In this
case, the model cannot classify images solely based on the shape pattern, since training images
in separate classes have the same shapes. Therefore, while the model can certainly achieve 100%
training accuracy, the question is whether it can generalize to regular images and also to negative
images with modified labels. The answer is yes for both MNIST and CIFAR10 datasets. Specifi-
cally, for MNIST, the accuracy on regular and negative test images (with original labels) is 99.5%
and 0%, respectively, and the accuracy on negative images with modified labels is 99.5%. We did

the experiment with MNIST and MLP classifiers and obtained similar results.
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The results on CIFAR10 is similar to MNIST. Note that, unlike MNIST, CIFAR10 consists of
natural images. Therefore, it is interesting that the CNN model generalizes to both regular test im-
ages and negative test images with modified labels. For instance, negative images of “automobile”
class can be classified as “bird,” yet the model would achieve high accuracy on both classes of “au-
tomobile” and “bird.” Specifically, compared with the case where the model was only trained on
regular images, the accuracy on regular test images decreases only about 4%, with most of newly
misclassified images are labeled as (i + 1) mod 10. Similar result holds for negative test images,

i.e., only about 4% of negative test images are classified as their true label. 2

To conclude, we designed three CNNs that perform similarly on regular images, but very dif-
ferently on negative images. The results show that CNNs do not intrinsically display shape bias.
Specifically, in the second and third experiments, we guided the models to respectively weight
shape and color more, and yet they can achieve similar accuracy on regular test images. The
results also suggest that accuracy on images that are distributed similarly as training data is not
representative of the behavior of machine learning models in the wild. That is, models with iden-
tical performance on regular images can behave qualitatively differently on a distinct yet related

distribution.

3.5 Training with Negative Images

In this section, we investigate whether CNNs can learn to be “invariant to color.” That is, if negative
images of some classes are included in training data, does the CNN model correctly recognize
negative images of other classes? To answer this question, we first train the sVGG model with all
regular images and also negative images of some classes, and test it on negative images of excluded
classes. We then extend the experiments by combining two datasets and examine whether the CNN
model can transfer features learned on one dataset to another. The latter experiment is conducted

on MNIST and notMNIST datasets, since they contain images of similar types.

2The possibility for the model to yield high accuracy both on regular test images and on negative test images with
modified labels can be attributed to the dataset bias discussed in [170].
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Figure 3.3: An illustration of partially training the model with negative images. BN is batch
normalization. We train the CNN with all regular images and also negative images of 9 classes,
and test it on the negative images of the excluded class. The experiment is conducted on all classes

and the average accuracy is reported. In all cases, accuracy on training data is 100%.

3.5.1 Experiments on One Dataset

For both MNIST and CIFAR10 datasets, we train the sVGG model with all regular images and
negative images of 9 classes of training data. We then test the model on negative training images
of the excluded class. We do the experiment on all 10 classes and report the average accuracy.

Figure 3.3 illustrates the experiment.

Recall from Figure 3.2 that, for MNIST dataset, when the model is only trained with regular
images, the accuracy on negative images is 28.3%. By including negative images of 9 classes
into the training data, the accuracy on negative images of the excluded class jumps to 97.7%. We
repeated the experiment with MNIST and with 1- and 2-layer MLPs. For MLP models, when
including negative images of 9 classes in training data, the accuracy on negative images of the
excluded class is 0%. Therefore, unlike MLPs which classify inputs based on raw pixel intensities,

CNNss are able to classify objects based on their shapes.

To gain an insight into intermediate feature layers, we visualized the outputs of convolutional

layers of the sVGG model trained on MNIST. Two cases are considered: 1) training only with
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(a) CNN model only trained with regular images.  (b) CNN model trained with all regular images

and also negative images of classes 0 to 8.

Figure 3.4: Visualizations of outputs of second convolutional layer. Out of 16 outputs, five of them
with most number of active neurons are shown. In each figure, top and bottom rows show outputs
on a regular image of digit 9 and its negative, respectively. As can be seen, by simultaneously

training with regular and negative images, the model becomes invariant to color.

regular images, and 2) training with all regular images and also negative images of classes 0 to 8.
The trained models are then tested with a regular and a negative image of digit 9. Figure 3.4 shows
outputs of second convolutional layer with the most number of active neurons. As can be seen, the
outputs of the first model are different for regular and negative images. However, for the second

model, the first two convolutional layers already provided the invariance to color.

The results on CIFAR10 is similar to MNIST. The accuracy of sVGG on negative images of
the excluded class jumps from 38.7% to 75.8%, when negative images of 9 classes are included in
training data. Essentially, by including some of negative images in training data, the model learns
to weight edge patterns more then the color information. Hence, it can generalize significantly

better to other negative images as well.

Role of regularization and batch normalization. We examined the effect of L, and Dropout [161]
regularizations on model ability to generalize to negative images of the excluded class. Our experi-
mental results show that regularizing the model slows down and stabilizes the training process, but

does not affect the generalization.

We also evaluated the role of batch normalization [89] and found that it fundamentally impacts
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Table 3.2: Accuracy of different models with and without batch normalization (BN). In case 1,
models are trained with regular images and tested on negative images. In case 2, models are trained
with all regular images and also negative images of 9 classes, and tested on negative images of the

excluded class.

Case 1 Case 2

Dataset Model w/o BN with BN w/o BN with BN

MLP 8% 8% 0% 0%

MNIST
CNN 12.2% 28.3% 0% 97.7%

CIFAR10 CNN 21.4% 38.7% 15.6% 75.8%

the model behavior on negative images. Essentially, in our experiment, since the model is trained
and tested on different distributions, it must deal with the covariate shift problem [149]. Batch
normalization is specifically designed to reduce the internal covariate shift of deep neural networks,
by fixing the means and variances of layer inputs within each mini-batch. Table 3.2 summarizes the
results of the role of batch normalization on model capability to generalize shapes. As can be seen,
CNNs display shape bias only when batch normalization is used. This behavior was consistent
across all of our experiments that involved training and testing on different distributions. In the

rest of the chapter, we only report the experimental results with batch normalization.

Role of diversity of training data. We now examine whether enhancing the diversity of negative
images improves the generalization. For this, we train the sVGG model with all MNIST regular
images and also 10, 000 negative images, in two cases: 1) negative images chosen from classes 0
to 3, and 2) negative images chosen from classes 0 to 7. Figure 3.5 illustrates the results. As can be
seen, increasing the number of classes while keeping number of negative images the same improves
the generalization performance. Essentially, more number of classes enhances the diversity of

negative images, and hence helps the model to better recognize negative images of unseen classes.
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Figure 3.5: Evaluating the effect of diversity of negative images in training data on accuracy on
negative images of excluded classes. The sVGG model is trained with all MNIST regular images
and 10, 000 negative images. In experiment a, negative images are chosen from classes 0 to 3, while
in experiment b, negative images are chosen from classes 0 to 7. More number of classes with same

number of negative images improves generalizability to negative images of unseen classes.

3.5.2 Experiments on Two Datasets

We extend the experiments by combining two datasets and training on negative images of one of
them. The sVGG model is trained with regular and negative images of notMNIST and regular im-
ages of MNIST. The model has 20 number of classes, i.e., each class in the two datasets is assigned
to a unique label. The experiment is illustrated in Figure 3.6a. When tested on MNIST negative
images, the model accuracy reaches 99.8%, almost as if it was also trained on them. In essence, the
model learns the class representations using MNIST images and improves its basic understanding

of objects, e.g., the shape bias property, using regular and negative images of notMNIST.

Accuracy versus different number of negative images. We also investigate whether any number
of notMNIST negative images will always lead to better generalization to MNIST negative images.
Figure 3.7 shows the accuracy on MNIST negative images versus different number of notMNIST

regular and negative images included in training data. As can be seen, training with few negative
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(a) Images of MNIST and notMNIST datasets are mapped to different labels.
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(b) Images of MNIST and notMNIST datasets are mapped to same labels.

Figure 3.6: An illustration of simultaneously training the model with regular and negative images

of notMNIST and regular images of MNIST dataset.

images causes the accuracy to decrease. As an example, recall from Figure 3.2 that, when trained
with regular images, the accuracy on MNIST negative images is 28.3%. By including only 10 to
100 notMNIST negative images in training data, the model accuracy on MNIST negative images
drops to 0%. The accuracy, however, reaches 99% when the model is trained with 10000 notMNIST
regular and negatives images. This implies that the CNN model learns to classify objects by their

shapes, only when it is trained with a large enough number of regular and negative image pairs.

3.6 Role of Data Augmentation and Initialization on Shape Bias

In this section, we examine the transferability of features from one dataset to another, by studying
the effect of augmenting MINIST dataset with notMNIST dataset and the role of initialization on
model generalizability. We also investigate whether the features can be transferred to or from a

dataset with random images.
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Figure 3.7: Accuracy of sVGG model on MNIST negative images versus number of notMNIST
negative images included in training data. The model is trained with regular and negative images

of notMNIST and regular images of MNIST.

3.6.1 Role of Data Augmentation

Similar to Section 3.5.2, we train the sVGG model with regular and negative images of notMNIST
and regular images of MNIST, but with 10 number of classes. That is, all images are mapped to
labels 0 to 9, e.g., images of digit 0 of MNIST and images of letter A of notMNIST are assigned
the label 0. The experiment is illustrated in Figure 3.6b. In this case, we essentially augment the
MNIST dataset with regular and negative images of notMNIST. Similar to the case of training with
20 labels, when tested on negative images of MNIST, the model accuracy reaches 99.8%.
Assigning images of the two datasets to the same labels has a practical implication. Most data
augmentation techniques include transformed version of images into the training data. Our results,
however, show that one can augment a target dataset with another dataset that contains similar type
of images, though with unrelated labels. Moreover, in the case that the two datasets do not have
common classes, each class of the external dataset can be randomly labeled. Augmenting a target
dataset with unrelated data is especially helpful, when the dataset size is small and it is difficult to

obtain samples from the classes of target dataset.
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Generalization to/from random images. We examine whether the CNN can learn the shape bias
property from a dataset that lacks any structure, e.g., a dataset with random images. We also
investigate how a model with shape bias property performs on random images and their negatives.
In experiments, we generate a dataset, with the same size as MNIST, consisting of random images
with uniform distribution in [0, 1]. Images are labeled randomly between O to 9.

For answering the first question, we train the sVGG model with random images and their
negatives and with the regular images of MNIST. The model is trained with 10 labels, i.e., random
images and MNIST images are mapped to the same set of classes. Our experimental results show
that the model accuracy on MNIST negative images is about 30%, implying that including random
images and their negatives in the training data does not improve the model generalization to MNIST
negative images. In the second experiment, we train the sVGG model with notMNIST regular and
negative images and also with random images. The test accuracy on negatives of random images is
10%. In conclusion, although CNN models can fit any dataset, they only learn and generalize the

structures.

3.6.2 Role of Initialization

Now, we examine the effect of initialization on the ability of CNNs to generalize to negative im-
ages. For this, we first train the sVGG model with regular and negative images of notMNIST
dataset for 100 epochs, and then fine-tune with MNIST regular images for another 100 epochs. We
consider two cases for the first phase of training: 1) training with notMNIST regular and negative
images with correct labels, 2) training with notMNIST regular and negative images, with labels of
negative images being modified to (i + 1) mod 10, where i is the ground-truth label.

Figures 3.8a and 3.8b show the model accuracy on MNIST regular and negative images versus
epoch number for the two cases. While accuracy on MNIST images in not meaningful during the
first phase of training, notably for the first case, it is similar for both MNIST regular and negative
images. This implies that, when correctly trained with regular and negative images of one dataset,
the model performs similarly on regular and negative images of another dataset as well. In the first

case, after fine-tuning the model with MNIST regular images, the accuracy on negative images
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increases and remains on par with the accuracy on regular images, i.e., the shape bias property
does not fade away when the model is fine-tuned only with regular images. In the second case, the
model accuracy on MNIST negative images converges to about 30%, which is similar to the case

where the model was initialized randomly.

We also use KL-divergence metric to measure the similarity of the model output probability
vectors on regular and negative images. Let P(X) be the model output probability vector for an

image X. The KL-divergence from P(X) to P(1 — X)) is defined as follows:

LX)

Di(P(X)||P(1 - X ZP 10gm.

We define D = Ex[Dky,(P(X)||P(1— X))], i.e., the average KL-divergence of model outputs
on all pairs of regular and negative images. Figure 3.8c shows the value of D versus epoch number
for the two cases. As can be seen, in the first case (training with correct labels) and during the first
phase of training, the KL divergence remains low and on par with the KL divergence in the second
phase. This further demonstrates that CNN learns to be invariant to color. However, in the second
case (training with notMNIST negative images with wrong labels), the average KL divergence is
significantly higher throughout the training. In conclusion, a different initialization can lead to a
qualitatively different model, e.g., in the first case, it is as if the shape bias property is encoded into

the model at initialization.

The experiments also show that data augmentation yields better results compared to fine-tuning,
as the model seems to fully retain features of the first dataset. Specifically, with fine-tuning and
data augmentation, we obtained about 95.4% and 99.8% accuracy on MNIST negative images,
respectively. The proposed approach of data augmentation can also mitigate catastrophic forgetting
in neural networks [64], a phenomenon in which models “forget” how to perform the first task,

when retrained on a second task.
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Figure 3.8: Role of initialization and fine-tuning on shape bias. The CNN model is trained with
notMNIST regular and negative images for 100 epochs and then fine-tuned with MNIST regular
images for another 100 epochs. Two cases are considered for the first phase of training: 1) training
with notMNIST images with correct labels, and 2) training with notMNIST images with labels of
negative images being modified to (i + 1) mod 10, where i is the ground-truth label. Throughout
training, we test the model on MNIST regular and negative images. Only in the first case, the
model performs similarly on MNIST regular and negative images, implying that it learns to be

invariant to color.
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3.7 Semantic Adversarial Examples

Image classifiers are vulnerable to adversarial inputs, i.e., it is possible to carefully modify an
image such that the model will classify it into a wrong label, while a human observer perceives
the original object [21, 166]. Generating adversarial examples has been mostly limited to finding
small perturbations that maximize the model prediction error [65, 121, 100, 37]. Such modified
images, however, contain artificial perturbations that make them somewhat distinguishable from
natural images. This property is used by several defense methods to make deep learning models
robust against small perturbations [171, 116] or to map the perturbed image back into the space of
natural images by applying preprocessing filters [159, 70].

In practice, however, the adversary may not be constrained with slightly modifying the image.
That is, the adversary may perturb the image a lot, but in such a way that the modified image
semantically represents the same object as the original image (because otherwise, we cannot ex-
pect the model to classify it correctly). To construct such images, we need to identify the types
of transformations that human vision is invariant to and investigate how do start-of-the-art deep
learning models compare to humans. We develop a method for constructing adversarial examples
based on the shape bias property. Specifically, we introduce a new class of adversarial examples,
namely semantic adversarial examples, as images that are arbitrarily perturbed to fool the model,

but semantically represent the original objects.

3.7.1 Problem Statement

Adversarial Examples. We consider the misclassification attack. Current techniques for gener-
ating adversarial examples try to find a perturbation that maximizes the network prediction error.
Let F' be the machine learning classifier and x be the given image. The adversarial perturbation is

typically found by solving the following optimization problem [166]:

min ||4]| 3.1)

st. F(z +0) # F(x).
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The added perturbation in adversarial examples is usually small and, hence, the modified image
is likely to belong to the same class as the original image. The image, however, does contain an
artificial perturbation that makes it somewhat distinguishable from natural images. This property is
used by several defense methods to counter adversarial examples by explicitly applying denoising
operations [159, 70] or training the model to do so implicitly [171, 116].

Semantic Adversarial Examples. In practice, the adversary may not be constrained with slightly
modifying the image. That is, the image can be modified by any transformation, conditioned that
the transformation preservers the semantics of the image. Let {2 be the human vision system. The

problem of generating semantic adversarial examples is stated as follows:

find z* (3.2)
s.t. Q(x*) = Q(z) and F(x*) # F(x).

The problem (3.2) can be seen as mapping any given image into the space of natural images that
are misclassified by the model, but contain the original object. In this sense, wrongly-classified
clean images are adversarial examples with zero perturbation.

Identifying and studying adversarial transformations is important from the learning perspective,
since it helps to investigate how the model compares to human visual system and also to analyze
the model generalization performance. Moreover, such adversarial transformations will be able to
evade state-of-the-art defense methods that try to reverse the added perturbation. Therefore, it is
important also from the security perspective to identify the attack space and develop more robust

defense mechanisms.

3.7.2  Proposed Method

In this section, we first review the shape bias property of human cognitive system. We then provide
a background on HSV color space and finally propose a method for generating semantic adversarial
examples by shifting the image color components.

Shape Bias Property of Human Cognitive System. To construct semantic adversarial examples,

we need to identify the properties of human vision system. One such property is the “shape bias,”
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stating that humans prefer to categorize objects according to their shape rather than color [102].
Therefore, we expect machine learning models to also correctly classify images that contain the
original object with different colors. In the following, we propose a method to generate such
images.

HSYV Color Space. HSV (Hue, Saturation and Value) is an alternative to RGB (red, green and blue)
color space and is known to more closely represent the way human vision perceives color [97]. The
hue channel corresponds to the color’s position on the color wheel. As hue increases from 0O to 1,
the color transitions from red to orange, yellow, green, cyan, blue, magenta, and finally back to
red. Saturation measures the colorfulness, i.e., setting saturation to 0 yields a gray-scale image and
increasing it to 1 generates the most colorful image with same colors. Value shows the brightness,
which is maximum value of red, green and blue components.

Color-Shifted Images as Semantic Adversarial Examples. HSV can be seen as a color space, in
which color components (hue and saturation) are decoupled from the object structure (brightness).
Therefore, by changing the hue and saturation components and keeping the value the same, we can
generate images that contain the original object with different color and colorfulness. Let 7, xg
and xy respectively denote the hue, saturation and value components of image z. The problem of

generating semantic adversarial examples by changing the image color can be stated as follows:

find z* (3.3)

s.t. 2}, = xy and F(z*) # F(z).

For solving (3.3), we can generate random images, set their value component to xy, and then
choose the ones that are misclassified by the model. Equally, we can start from the given image
and randomly perturb the hue and saturation components in such a way that the modified image
can fool the model. These methods, however, will generate images with visible noise.

In order to generate smooth and natural-looking images, we shift the hue and saturation com-
ponents of all pixels by the same amount. This approach generates an image where all pixels
are equally colored if the shift in saturation is positive or decolored if the shift is negative. The

color of all pixels (the hue component) is also shifted by a fixed amount. We call such images as
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color-shifted images.

We also note that significantly decreasing or increasing the saturation component generates
gray-scale or too colorful images, respectively, and hence causes the image to be less like a natural
color image. To generate better looking images, we add a requirement that the saturation com-
ponent be minimally shifted. Figure 3.9 shows a sample image of CIFAR10 dataset and several
color-shifted images. The center image is the original one. As can be seen, images differ in color
and colorfulness across variations in hue and saturation components, respectively. Also, while the
original object is recognizable in all images, images closer to the middle column look more like

natural color images.

Saturation

Hue

Figure 3.9: Illustration of shifting color components (hue and saturation) in HSV color space on
a sample image of CIFAR10 dataset. The center image is the original one. Shifting hue and sat-
uration components changes the color and colorfulness, respectively. As can be seen, the original

object is recognizable in all images.
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Let 0y and 0g denote the shifts in hue and saturation components, respectively. Adversarial

color-shifted images can be generated by solving the following problem:

min [dg| (3.4)

xy = (vg + 0y) mod 1

s.t. §z% = clip(zs + ds,0,1)

and F'(z*) # F(x).

Note that 5 and dg are scalars. The color in hue component changes in a circle, i.e., hue of 1 is
equal to hue of 0. Hence, we compute the modulo of hue component with 1 to map it to [0, 1]. The
saturation component, however, should be clipped to the interval of [0, 1].

Algorithm. To solve (3.4), we do a random search over parameters 6y and dg, and obtain the mod-
ified image as described in first constraint of (3.4). We continue generating color-shifted images
until the modified image is misclassified by the model or the maximum number of trials, denoted
by N, is reached. The shift in hue component is chosen as §y ~ U(0, 1), where U(a,b) denotes
uniform distribution in [a, b]. However, to find adversarial images with smaller saturation shift, 5

is chosen as §g ~ U(—x, 1), Where i is the iteration number. That is, we start with g = 0 and

linearly increase the interval after each trial. Algorithm 1 describes the method.

3.7.3 Experimental Results

Experiments are performed on image dataset CIFAR10, which consists of natural color images
in 10 classes of airplane, automobile, bird, cat, deer, dog, frog, horse, ship and truck [98]. We
apply the attack on the pretrained VGG16 network [155], a robust network proposed by Madry et
al. [116], and the VGG16 network trained with both original and color-shifted images. In experi-
ments, we set maximum number of trials N = 1000.

Table 3.3 provides the results for different models. The accuracy of pretrained VGG16 network

drops to 5.7% when tested on adversarial color-shifted images. Figure 3.10 shows attack success
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Algorithm 1 Generating Adversarial Color-shifted Images

1: Imput: Classifier F', Image x, Maximum number of trials N

2: Output: Adversarial color-shifted image x* or ()

3: xyg,xg,xy < Hue, Saturation and Value components of image x, respectively.

4: ¥ 4~

5: fort=0,....N —1do

6: dp < anumber uniformly chosen in [0, 1]

7: ds < a number uniformly chosen in [— %, +]
8: i = (xg + o) mod 1

9: xy = clip(xs + 0s,0, 1)

10: if F(z*) # F(x) then

11: return z*

12: end if

13: end for

14: return ()

rate versus number of trials. For more than 14% of images, the model can be fooled by trying
only one modified image, obtained by randomly shifting only the hue component. The results
show that although the model achieves accuracy of 93.6% on test data, it is fragile to images with
maliciously-shifted color components.

We also applied targeted attack on VGG16 network. In our method, the attack space is limited,
since we search over only two parameters. Nevertheless, we could achieve 35.4% success rate on
images that are correctly classified by model, i.e., adversarial color-shifting can change the model
prediction to an average of more than three classes. Figure 3.11 shows sample images of CIFAR10
dataset, each with three color-shifted versions classified into different labels.

The model proposed by Madry el al. yields the state-of-the-art results against adversarial ex-
amples [13], by providing robustness against worse-case perturbations [116]. We apply our attack

also on this model to ensure that our method does not add noise-like perturbation to the image.
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Table 3.3: Accuracy of different CNNs on test data and adversarial color-shifted images. The

VGG-augmented is a VGG16 network trained with both original and color-shifted images.

Network

Accuracy on test images

Accuracy on adversarial

color-shifted images

Pretrained VGG16 [155] 93.6% 5.7%
Madry et al. Model [116] 87.3% 8.4%
VGG-augmented 89.9% 69.1%

We observed that the accuracy of the robust CNN is 8.4% on adversarial color-shifted images,

implying that even if the model is robust to perturbations around data points, it does not provide

robustness to semantic adversarial examples.

We also applied the attack on a VGG16 network which, at each epoch, is trained with original

and color-shifted images with 0y ~ U(0,1) and §g ~ U(—1,1). The accuracy on adversarial

color-shifted images is 69.1%, indicating that the model shows more robustness when trained with

same types of images. However, as pointed out in [91], robustness achieved by data augmentation

may not be an indication that the model has learned higher level semantic features in the dataset.

That is, the network is likely to be vulnerable to other types of semantic adversarial examples. We

will explore other attack and defense methods in future works.



65

o
e

o
o

©
N

Attack Success Rate

o
[N
‘

0 200 400 600 800 1000
Number of Trials

Figure 3.10: Attack success rate versus number of trials. For more than 14% of images, the model is

fooled after trying only one color-shifted image, obtained by randomly shifting the hue component.
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truck airplane automobile frog

Figure 3.11: Sample images of CIFAR10 dataset, along with three color-shifted versions classified

into different labels by VGG16 network. The leftmost-column shows original images.



67

Chapter 4

SELECTIVE CLASSIFICATION FOR REJECTING ADVERSARIAL
EXAMPLES

4.1 Introduction

Adversarial examples are inputs to machine learning models that an attacker has intentionally
designed to cause the model to make a mistake [63]. One particular method for generating adver-
sarial examples for image classifiers is adding small perturbations to legitimate inputs such that
the modified image is misclassified by the model, but a human observer perceives the original
content [21, 166].

Several methods have been proposed for developing robust algorithms that classify adversar-
ily perturbed examples into their ground-truth label, but later broken using adaptive iterative at-
tacks [35, 13]. One promising direction for defending against adversarial examples is adversar-
ial training [65], which has produced state-of-the-art results on robustness of deep neural net-
works [116]. The obtained adversarial accuracy is, however, significantly lower than the standard
accuracy. Moreover, it is observed that adversarial robustness is improved at the cost of a reduction
of standard generalization [173].

In security-sensitive and safety-critical applications, misclassifying or even accepting adver-
sarial samples can lead to a harmful situation and, hence, it is crucial to be able to reject malicious
data points. For example, in medical diagnosis applications, the cost of rejecting a sample might
be additional medical tests, which is far more acceptable than taking the risk of deciding based
on a potentially perturbed sample. As another example, the vision system in self-driving car can
quickly notify the human driver to take over if it identifies that the input is not trusted. Such a
classifier that “abstains” from classifying certain inputs is called selective classifier [60].

In this chapter, we propose a selective classification method for rejecting adversarial examples
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with bounded L, perturbation. Our contributions are summarized in the following.

e We first analyze the binary classification problem presented in [173] and prove that selec-
tive classification improves the robustness. Particularly, we show that in a setting where the
robustness of standard (non-selective) classifier cannot be improved, i.e., when adversarial
examples are inevitable, selective classification provides a trade-off between standard accu-
racy and robustness. We then examine a setting where input features contain both robust and
non-robust features and hence robustness of standard classifier can be improved by assign-
ing higher weights to robust features. We show that in this case selective classifier achieves
better trade-off between standard and adversarial accuracy compared to any non-selective

classifier.

e We then adapt adversarial training procedure to train a selective classifier with an extra class
called outlier. During training, adversarial examples are generated with perturbation sizes
uniformly chosen in range of zero to the maximum perturbation size. The model is trained
to classify examples with small perturbations into their true label. Examples with large
perturbations are, however, first evaluated by the model. The model is then trained to retain

its confidence in the true label and assign the rest of the probability to the outlier label.

e We perform experiments on convolutional networks trained with MNIST and CIFARI10
datasets. The models are trained and tested with adversarial examples generated using pro-
jected gradient descent (PGD) method [100]. In our selective classifier, an attack is success-
ful if the adversarial image is classified into any label other than the true or outlier labels.
On MNIST dataset, we show that our proposed method achieves state-of-the-art adversarial
accuracy of 99.2% and 99.6% in white-box and black-box settings respectively, while reach-
ing 99.3% standard accuracy. On CIFARI10 dataset, we implement selective classification
on the VGG network and show that the model achieves 81.0% standard accuracy and state-
of-the-art adversarial accuracy of 52.4% and 94.7% in white-box and black-box settings,

respectively.
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e We evaluate the models against characteristic behaviors of gradient masking provided by [13].
In particular, we show that the models perform well in black-box setting and also against a
random attack. Moreover, adversarial accuracy in white-box setting decreases to zero by
increasing perturbation size. The results indicate that our defense mechanism does not cause

gradient masking.

4.2 Preliminaries

In this section, we provide an overview on the iterative optimization-based method for generating

adversarial examples and the adversarial training approach for defending against them.

4.2.1 Notations

Let F' : X — Z be a function that takes an image X € R?, where d is the number of pixels, and
outputs the vector Z € R¥, where k is the number of classes and > Z; =1 Letalso f: X — ybe
a classifier that takes the image X and outputs the label y € {0, --- , k—1}, where y = argmax; Z;.
Let /(X y;6) denote the loss of the classifier with parameters ¢ on (X, y). When holding 6 fixed
and viewing the loss as a function of (X, y), we simply write /(X,y). We alternatively write

((X, Z) for the loss of the classifier on input X and output probability vector Z.

4.2.2 Adversarial Examples

We consider a class of adversarial examples for image classifiers where small (imperceptible) per-
turbations are added to images to force the model to misclassify them. Similar to [116], we consider
the case where the L., norm of the perturbation is bounded. Formally, the attacker’s problem is

stated as follows:
given X, find X’ 4.1)

st [ X' — X|oo < €max and f(X') # y,

where X and X' are the clean and adversarial samples, respectively, y is the true label, and €, is

the maximum allowed absolute change to each pixel.
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Several optimization-based attacks have been proposed for generating adversarial examples,
including fast gradient sign method [65], iterative gradient method [100], DeepFool [121], and
Carlini and Wagner attacks [37]. It has been observed that the specific choice of optimizer is less
important than choosing to use iterative optimization-based methods [116].

We generate adversarial examples using the Projected Gradient Descent (PGD) method [100,
116], which provides a unified framework for iterative attacks independent of the specific opti-
mization function. Let n be the number of steps and X7 be the image at step j. We have X" = X

and X’ = X™. At step j, the image is updated as follows:
XTTH =Tyt 5(X7 + €stepsign(V7)), (4.2)

where V7 is the attack vector at step 7, €step 18 the added perturbation per step, and IIx,s is
the projection operator where S is the set of allowed perturbations. In the case of bounded L,
constraint, projector clips each pixel of the image within €, of the corresponding pixel of original
image X. Instead of starting with clean image X, the attacker can start from a randomly chosen
pointinside X +8, i.e., X = X+V, where V; ~ U|—€max, €max] [171, 116]. We characterize PGD
attacks with the tuple (€yax, €step, 12, random_start), where random start € {False, True} determines
whether the attack is started from the original or noisy image.

The attack vector takes different forms depending on the attack goal. Generally, the attacker’s
goal is to maximize the loss on the defender’s desired output probability vector or alternatively
minimize the loss on attacker’s desired probability vector. These approaches lead to two common
attacks respectively known as misclassification and targeted attacks, for which attack vectors are

specified as follows:

o VI =Vxl(X,y), for misclassification attack,

o Vi=—-Vxl(X7 y), for targeted attack,

where y; # y is the attacker’s desired target label.
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4.2.3 Adversarial Training

One countermeasure against adversarial examples is to modify the training procedure to reflect the
fact that perturbations of each training sample should be classified as the original class. This ap-
proach is known as adversarial training [65] and is formulated as a min-max optimization problem

as follows [116]:
min E(xy)~p| max (X +0,y;0)] 4.3)

where D is the underlying data distribution over pairs of images X and corresponding labels y and
S is the set of allowed perturbations. This approach iteratively generates batches of adversarial
examples and trains the model to correctly classify them. It has been shown that the modified

objective function makes the classifier more robust to adversarial examples [116].

4.3 Rejecting Adversarial Examples

Natural images are highly compressible and hence reside in low-dimensional subspace of input
space. However, while training datasets occupy only a small fraction of input space, image classi-
fiers are allowed to be tested with any input. This causes classifiers to be vulnerable to maliciously
perturbed and out-of-distribution inputs, such as adversarial or fooling images [166, 125]. Hence,
one approach to defend against adversarial examples is to design a classifier that, in addition to
learning the boundaries of different classes, learns the distribution of training data so as to reject
invalid inputs at inference time.

In this paper, we propose a method for training a selective classifier to reject adversarial ex-
amples. We augment the set of classes with an outlier class, which is the class number k£ and
also denoted by @, and train the model to classify adversarial examples into either their true label
or outlier, while mapping clean images to their ground-truth label. The standard and adversarial
accuracy of the selective classifier is defined in the following.

Definition 1: Let f : X — y be a selective classifier that takes an image X € R? and outputs the

label y € {0,--- k}, where y = k is the outlier label. The standard accuracy is defined as the
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probability that clean samples are classified correctly, i.e.,

Declean = Pr(XJJ)ND(f(X) =y). 4.4)

Let A be an algorithm that given X generates adversarial example A(X) subject to ||A(X) —
Xloo < €max- Adversarial accuracy is defined as the probability that an adversarial example is

classified into either the true label or outlier; i.e.,

Pady = Prixy~p(f(A(X)) =y or f(A(X)) = k). (4.5)

4.4 Improving Accuracy-Robustness Trade-off by Selective Classification

The empirical observations of difficulty of defending against adversarial perturbations have led to
studies of fundamental limitations of robustness of machine learning classifiers [53, 146, 173]. It
has been argued that no classifier can be made robust [53] and that reduction in accuracy on clean
data is the inevitable price of robustness [173]. We argue that by augmenting the classifier with the
reject option, one might be able to improve the trade-off of accuracy on clean data and robustness
on adversarial data. In the following, we present our analysis by extending the example given

by [173].

4.4.1 Setup

Consider a dataset consisting of input-label pairs (z,y) sampled from the following distribu-

tion [173]:

y {1,413, (4.6)
+y7 w.p. D, i..d

T, = Loy g ~ N(ny, 1),
-y, wp.l-p

where N (1, 0?) is a normal distribution with mean p and variance 02 and €. € [0,1) is the

maximum allowed adversarial perturbation. We assume 7 > €pax.
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The adversary’s goal is to perturb z so as to reduce the accuracy on adversarial data. Let x’
denote the adversarial input. Since |z1| > €pax, the sign of first feature remains the same after
perturbation, i.e., z; = sign(z;) = sign(z). As a result, the first feature is robust to perturbation.
The rest of features are positively correlated with y. Hence, the adversary’s optimal strategy is to
perturb them along the direction of —y, i.e., adversarial features are obtained as =, = &; —€yaxy, i €
{2,--+,d + 1}, and distributed as N'((n — €max)y, 1).

Let px = Apglean+(1—A)pady. Where A € [0, 1] balances the standard and adversarial accuracy.
A normal classifier is designed to maximize the accuracy on clean data, i.e., assuming A = 1. The
robust optimization framework of (4.3), however, trains the model to correctly classify the worst
perturbation, hence assuming A = 0. For A € [0, 1], the optimal classifier is obtained according to
the following Lemma.

Lemma 1. Let py = A\pgjegn + (1 —N)Pgady- The optimal classifier for maximizing py on the dataset
defined in (4.6) is

g = sign(wiz1 + S5 w;), *7)

where wy = log(1%) and w = 2(n — (1 — A)€max)-

Proof. For the dataset defined in (4.6), we have

Pr(y=1fz) _  Pr(zly =1)Pr(y =1)/Pr(z)
Pr(y = —1llz)  Pr(zly = —1)Pr(y = —1)/ Pr(z)
_ Pr(aly=1)
Pr(zly = —1)

Since features are independent random variables, Pr(z|y) is computed as follows:

Pr(ely) = Pr(xay) - I3 Pr(aly)
1

= (5 +ump— ) T PV (1) = ).

where p1 = (7 — a€max)y and a is a Bernoulli random variable corresponding to each sample that

indicates whether the sample is adversarial or not, i.e., a = 1 if and only if the sample is adversarial.
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Hence,

log(Pr(z[y))
d+1

=105 (5 + yma(p — ) + D los(Pr(N (1) = )
i=2
d+1 i — 2

= log (% +yx1(p — %)) + Z (12M) —d - log(V/27).
i=2

Let r(z) = 1Og<1°r(y;1lm))) = log(%). We have

Pr(y=—1[z zly

r(zla) = log(Pr(zly = 1,a)) —log(Pr(zly = —1,a)))

1 1 d+1
s tnp—3)
= log (% ? ) + Z 2(77 aemax)x
2 1(p—3) i—2
d+1
— log(5 fp)xl + ; 2(1) — Amar)Ti. 4.8)

We also have r(z) = Ar(z]a = 0) + (1 — A\)r(z]a = 1). Replacing r(x|a) from (4.8), we obtain

33'1 + Z 6max>xi'

Therefore, the optimal classifier is obtained as follows:

r(z) = log(3

d+1

)= sign( log(r(x))) = sign(wyzy + Z w;),

i=2
where the weights are w; = log(7%) and w = 2(1 — (1 — A)éax). B
A selective classifier can reject the sample if it is suspected to be altered by an adversary to
cause misclassification. The selective classifier is defined as follows:
R sign(z), if |z| > h,
Y= ; 4.9)
, otherwise
where 2z = wyxr; + Z 2 wx; and h is the threshold. In adversarial setting, we have 2/ =

w1Ty + Z _g wx = 2z — dwepay. The standard and adversarial accuracy of selective classi-
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fier are obtained as follows:

= Pr(yz > h), (4.10)

S
Pclean

Pagy = Pr(yz’ > —h) = Pr(yz > dweme — h). @.11)

In the following, we investigate two cases of p = 0.5 and A = 0.5 to show how selective

classification improves the trade-off between standard accuracy and robustness.

4.4.2 Case I: On Existence of Robust Classifiers

Let p = 0.5, thus we have w; = 0 in (4.7), and hence the classifier must only rely on non-robust
features to predict the output. Since w > 0 regardless of the value of A, both normal and robust
classifiers are obtained as § = sign( Zf;l xz) In this case, we cannot assign higher weights
to certain features to increase robustness, since all features are equally fragile. As a result, the

adversarial accuracy cannot be improved. The corresponding standard and adversarial accuracy

are computed as follows:

Pelean = Pr(yS&z; > 0) = Pr(N (nVd, 1) > 0), (4.12)
Padv = Pr(yE (z: — €maxy) > 0) (4.13)

= Pr(N(nVd, 1) > epaxVd).

A selective classifier, however, rejects the sample if it is too close to the decision boundary.

The standard and adversarial accuracy of selective classifier are obtained as follows:

h
pcszlean = Pr(yzgiélwxi > h) = PF(/\/(U\/&, 1) > 7)7 (4.14)
w\/g
P = Pr(ySE w(zi — emaxy) > —h) (4.15)
h
=Pr(N(nVd, 1) > emaxVd — ——).
(N(n ) - \/3)

The threshold, h, provides a trade-off between accuracy and robustness. Setting h = 0 yields the
normal classifier and, with A = dwe,,x, no adversarial input is misclassified because of adversary’s

perturbations. The following theorem determines the optimal threshold for any A € [0, 1].
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Figure 4.1: Value of py = Apctean + (1 — \)pagy versus A for the dataset defined in (4.6) assuming
p = 0.5. Results are shown for dataset parameters 7 = 0.5 and d = 5 and different €,,,,. The
advantage of selective classifier over normal classifier increases with more powerful adversary, i.e.

with smaller A and larger €.

Theorem 1. Consider the dataset defined in (4.6) with p = 0.5. Let px = Apgjpan + (1 — N)Daav-
Let h = adwényay, a € [0,1]. The optimal threshold for maximizing p, for the selective classifier

defined in (4.9) is obtained by setting o as:

n 1 | 1—A
(6]
demax(277 - 6max) 8 )\

af = clip(% ,0, 1). (4.16)

Proof. Assume p = 0.5, thus we have w; = 0 in (4.7). Let px = Apglean + (1 — A)pagy- For
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selective classifier, standard and adversarial accuracy are computed as follows:

Pclean = Pr(z/zgli%w'xl > h’)

= PHNGVEL 1) > =) = Qo+ ),

- h
wvd
Padv = Pr(yzgi%w(xz - Emaxy) > _h)

= Pr(N(npvVd, 1) > emaxVd — wL\/E)

= Q(_n\/a"“fmax\/g ),

__h
wVd
where Q(-) is the Q-function defined as Q(z) = Pr(Z > z) with Z being the standard normal

distribution.

Let h = adwéyay, @ € [0, 1]. We have

Pa :)\Q(—n\/c_l + aemaxx/g)
+ (1= NQ(—nVd + (1 — a)emax V).

Since (—nVd + aemaxVd) < 0 and (—1vd + (1 — @)émaxv/d) < 0 and Q-function is concave for
negative inputs, the maximum of p, is obtained by setting p, = 0 with respect to . The derivative

of  function is computed as Q'(z) = —cz'e”*"/2, where ¢ = 1/v/2. Therefore:

p;\ — C)\emax\/a6_(_77\/8+a€max\/8)2/2

+ C(l — A)emax\/C_Z6_(_n\/3+(1_a)emax\/a)2/2'

Setting p}, = 0, we obtain o* = log 152 + 3. Since threshold is non-negative, we

1
demax (21 —€max)
have o > 0. We also have h < dwep,., and, hence, a < 1. The reason is h = dwey,,y is equal to
the maximum contribution of adversarial perturbation, i.e., with & = 1, no adversarial example is
misclassified due to adversary’s perturbation. Thus, a* is clipped between 0 and 1. The proof of
Theorem 1 is complete. B

The theorem implies that for A € [0, \g], where \g > 0.5, the optimal threshold is positive and,

hence, selective classifier strictly outperforms normal (and robust) classifiers for maximizing p,.
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This case shows that in a setting where adversarial examples are inevitable, selective classification
provides a trade-off between standard accuracy and robustness. Figure 4.1 shows p, versus A for
different dataset parameters and for normal and selective classifiers. As can be seen, selective
classifier outperforms normal classifier and is more advantageous with more powerful adversary,

i.e., with smaller A and larger €.

4.4.3 Case II: On Price of Robustness

Now assume p # 0.5. We define the attack success rate as the probability that adding adversarial
perturbation causes a correctly classified clean sample to be misclassified. For the classifier defined

in (4.7), the attack success rate, ¢, is computed as follows:

q = Pr(yz > 0and y2’' <0) 4.17)
= Pr(yz > 0 and yz < dwépay)

= Pr(wy 1y + wVdN (nVd, 1) € (0, dwepay)).-

From (4.17), it can be seen that attack success rate is zero only if w = 0. In this case, the clas-
sifier discards all normally-distributed features and yields standard and adversarial accuracy of
max(p,1 — p). In general, attack success rate decreases by decreasing w to zero, causing the
contribution of non-robust features to diminish.

Similarly, the attack success rate in selective classifier is obtained as follows:

q="Pr(yz > hand yz' < —h) (4.18)
= Pr(yz > hand yz < dwépx — h)
= Pr(wy 1y +wVdN (nVd, 1) € (h, dwemay — h)).

In this case, regardless of w, attack success rate of zero can be achieved by setting h = dweyay /2.
Hence, in contrast to robust classifier, in selective classifier no feature is discarded, indicating that
the model uses some degree of representational power of all features. Selective classifier, however,

might wrongly reject clean samples, thus causing standard accuracy to drop. In the following,
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we show that selective classifier indeed yields better trade-off between accuracy and robustness.
Assume A = 0.5, i.e., we intend to maximize p.jean + Pady- Lhe following theorem determines the
optimal threshold for the classifier.

Theorem 2. The optimal threshold for the selective classifier defined in (4.9) for maximizing

Pelean T Pady 18 I = demax (N — €max/2).
Proof. Assume p # 0.5. We have

Pr =Aclean t (1 — A)Pady
=A(p-Q(m1) + (1 —p)-Q(my))
+ (1 =N Q(ms) + (1 —p) - Q(ma)),

where

(

my = _wl/(w\/a) - 77\/3 + CYEmaX\/aa
Mo = wl/(U)\/E) - T]\/C_l + Oéﬁmax\/aa
my = —wi /(wVd) —nVd + (1 — a)emaxVd,

W wl/(w\/a) —m/d+ (1 — a)émaxVd.

The derivative of p) is computed as follows:

P\ :)\(—pcemax\/ae_m%/2 —(1— p)cemax\/ae_m%m)

(1 = A)(peemaxVde ™% + (1 — p)cemaxVde1/?).
Setting A = 0.5, we obtain

Py = 0.5(1 — p)cemaxVde /201
. (€2w1(0.57o¢)6max/w + 1) (e(anemax)(o.L%fa)emaxd _ 1)_

Note that py is symmetric around @ = 0.5. Also, p} > 0 for a € [0,0.5) and p) = 0 for
a = 0.5. Hence, a* = 0.5 maximizes p, for A = 0.5. With A = 0.5 and = 0.5, we obtain

h* = démax(N — €max/2) and the proof is complete. H
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Figure 4.2: An illustration of decision boundaries of a binary classifier (only adversarial directions
from class O to class 1 are shown). Selective classifier improves the trade-off between standard
accuracy and robustness. The reason is adversarial examples are more likely to occur around the
decision boundary compared to clean examples and, hence, are more likely to be rejected by the

model.

Since n > enayx, the optimal threshold is positive, indicating that selective classifier achieves
better trade-off between standard and adversarial accuracy compared to any non-selective classifier.
Figure 4.2 illustrates decision boundaries of normal and selective classifiers. Intuitively, adversarial
examples are more likely to occur around the decision boundary compared to clean examples and,
hence, are more likely to be discarded by the model. As a result, selective classifier increases the

adversarial accuracy at the cost of decreasing standard accuracy by a smaller value.

4.5 Threat Model

We consider an attack against a selective classifier to be successful if a given image can be per-
turbed within the maximum allowed perturbation such that the perturbed image is classified to

neither ground-truth label nor outlier. Therefore, the attacker’s problem of (4.1) is modified as
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follows:

given X, find X’ (4.19)
s.t. | X" — Xloo < €max,

FX') # y and f(X') # 2.

We consider white-box and black-box attack settings described in the following.

White-Box Setting. The adversary knows training data, training procedure and weights of the
target classifier.

Black-Box Setting. The adversary knows training data, model architecture and training procedure
of the target classifier but, unlike the white-box setting, does not have any access to the trained
model itself.

In black-box setting, the adversary relies on the transferability property of adversarial examples
to attack the target classifier [166], i.e., she trains an independently initialized classifier with the
same architecture, training data and training procedure as the target model. The attacker then
generates adversarial examples on the source classifier and uses them on the target classifier [130].
Despite the weaker adversary model compared to the white-box setting, defending against black-
box adversaries has remained a challenging task. Indeed, [171] has pointed out that “black-box

security is a reasonable and more tractable goal for deployed ML models.”

4.6 Proposed Method

Adversarial training (4.3) is shown to cause the model to gradually overfit to adversarial exam-
ples of training data and to not fully generalize to adversarial examples of the validation set [116].
Misclassified adversarial examples are, however, distributionally distinguishable from their corre-
sponding clean samples (since they are classified differently by the model). Hence, during training,
the model can be trained to classify currently misclassified adversarial examples into the outlier
class. In order to maintain the accuracy on clean samples, the outlier probability is set to 1 — Z,,

where Z,, is the model’s confidence on true label. The new model will be, however, still vulnerable

to new adversarial perturbations. Hence, we need to iteratively generate adversarial examples and
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Figure 4.3: Illustration of accuracy versus perturbation size for models trained with adversarial

training (Left) and selective classification (Right). Adversarial training causes the model to overfit
to adversarial examples of training data, i.e., accuracy on adversarial validation samples is low and
decreases as perturbation increases. Selective classifier, however, is trained to split the probability
between true and outlier classes such that it retains its confidence on the true label and assigns the

rest of probability to the outlier class.

train the model to classify them into outlier class with appropriate probability. Figure 4.3 illus-
trates accuracy versus perturbation size for models trained with adversarial training and selective

classification.

Choosing perturbations during training. Let 6 = X — X’. We train the model with clean im-
ages as well as adversarial examples with ||0||cc ~ U(0, dmax], Where the maximum perturbation
size, Omax, 1S Set to a value greater than €, to account for a slight distribution shift of test data.
Assigning a nonzero outlier probability to adversarial examples regardless of the perturbation size
results in sharp decision boundaries. That is, by adding a small noise to input, the model’s predic-
tion abruptly changes from the true label to outlier, causing a reduction in standard generalization.
Hence, to smooth out the loss surface around the training data points, we train the model to classify

examples with small perturbations, for which ||0||oc < mid; Omia € (0, €max ), into their true labels.
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Generating adversarial examples. To solve (4.3), [116] generated adversarial examples based on
the misclassification attack. With a model that is trained to classify perturbed images to an outlier
class, this approach quickly results in examples that are misclassified by the model into that label.
Such examples, however, are not adversarial, because the attacker intends to avoid both the true
and outlier labels. Moreover, since the model already classifies such generated examples as outlier,
retraining with them does not effectively update the parameters and the model remains vulnerable
to attacks that take the outlier class into account.

To adapt the attack to selective classifier, we propose selective misclassification attack, in which
the adversary maximizes the loss on both the true and outlier classes. The adversary’s loss function
is required to be zero if the input is classified into either the true label or outlier and, hence, is

defined as the product of corresponding losses. Thus, the attack vector is obtained as follows:
VI = Vx(U(X7,y) - 0(X7, k). (4.20)

Training formulation. The training procedure of selective classification is formulated as the fol-
lowing alternative optimization problem:

)
07 = argmaxgeg, (X +6,y;0%) - £(X + 6, k;0%),

05 = argmax UX +6,y;0%) - (X 4+ 0,k; 0%),
5 sesy U ) - ) 42

f* = argming E(Xy)ND[)\ﬁ(X, Y, 9)

HFHUX +67,30) + (X + 05, Z"0))],

where S and S, are the set of perturbations with ||0]lc € [0, 0mia] and ||0]lcc € [Omid; Omax)s
respectively, and A € [0, 1] balances the training on clean and adversarial samples. Also, Z' is a
probability vector defined as Z, = F'(X + 03),, Z;, =1 — Z, and Z; = 0 fori ¢ {y, k}, where I
is the model on which adversarial examples are generated.

Adversarial examples are generated using PGD attack with cross-entropy loss function. To
prevent the model from overfitting to adversarial examples of training data, we apply the attack

on randomly perturbed images with ||0]|cc € [0, 0mia]. Adding more perturbation causes initial
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random images to be classified as outlier, on which it is difficult to successfully apply the selective
misclassification attack. Also, to speed up the training in early epochs, at each epoch we generate

adversarial examples only on samples that are correctly classified by the model.
4.7 Experimental Results

In this section, we provide the experimental results on MNIST and CIFAR10 image datasets. We
compare selective classifier with robust model trained using adversarial training approach [116],
which is shown to achieve state-of-the-art adversarial accuracy [13]. We also provide the results
on models that are trained only on clean data, which we refer to as normal models.

Training Setup. We use the same architecture for normal and selective classifiers. For CIFAR10
dataset, VGG16 network [155] is used. For MNIST dataset, we train a convolutional network
with three convolutional layers with 16, 32 and 64 filters and one fully connected layer of size
128. Perturbation sizes are reported for pixel values in range of [0, 1]. Adversarial examples are
generated using PGD attack with maximum L., perturbation of €,,,. Following [116], we use
€max = 0.3 = 76.5/255 for MNIST and €,,,,, = 8/255 for CIFARI10. For training the selective
classifier on MNIST, we set dypiq = 10/255, dmax = 80/255, €step = 1/255 and n = 4 - ||0]| 00 / Estep-
For CIFAR10, we set dyiq = 4/255, Omax = 10/255, €step = 1/255 and n = 2 - ||0| o/ €step-

We set a target accuracy on standard validation data and output the model for which standard
accuracy is greater than the target value and adversarial accuracy on validation data is highest.
The target validation accuracy of selective classifier is set to 99.0% for MNIST and 80.0% for CI-
FAR10 dataset. Table 4.1 shows the test accuracy of normal, robust and selective models. Selective
classification causes a reduction in accuracy with respect to normal training, but performs better
compared to adversarial training.

Test Setup. We generate adversarial examples on test data using selective misclassification and
targeted attacks. In white-box setting, for each sample, we first inspect the classifier’s output
and then add the perturbation only if it is correctly classified. We follow the same approach in
black-box setting as well, i.e., clean examples that are wrongly classified by the source model

are transferred to the target model without adding any perturbation. In experiments, we observed
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Table 4.1: Standard and adversarial accuracy of different classifiers on MNIST and CIFAR10
datasets. Maximum perturbation size for adversarial examples is set to 0.3 for MNIST and 8/255

for CIFAR10. Bold numbers indicate the best performing classifiers.

Standard White-box Black-box
Dataset | Training Method Model
Accuracy Accuracy Accuracy
Normal Training ConvNet 99.4% 0.0% 8.7%
Adversarial
ConvNet [116] 98.5% 92.0% 97.5%
MNIST Training
Selective
ConvNet 99.3% 99.2% 99.6%
Classification
Normal Training VGG 92.5% 0.0% 4.6%
Adversarial
Resnet [116] 79.4% 43.7% 57.7%
CIFAR10 Training
Selective
VGG 81.0% 52.4% 94.7%
Classification

that such examples are indeed more likely to fool the target classifier when not distorted. Also,
in targeted attack, although the attacker intends to cause the model to output a specific label, we
consider the attack to be successful if the perturbed example is classified to any label other than

the true label or outlier.

The models are tested against PGD attack with cross-entropy and CW loss functions [37]. As
stated in Section 4.6, we found that setting random start = True causes adversarial examples to
be classified as outlier. Hence, we present the results only for the case of random start = False.
For misclassification attack on selective classifier, the CW loss function is modified to minimize
the average of logits of true and outlier classes, while maximizing the largest value of other log-

its. Table 4.1 summarizes attack results on different models in white-box and black-box settings.
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Table 4.2 provides detailed results of the PGD attack on selective classifier.

Results on MNIST. In white-box setting, the model achieves state-of-the-art adversarial accuracy
of 99.2% against the strongest PGD attack with parameters (€max, €step, ) = (0.3,0.01, 10000).
In comparison, robust classifier gives 92.0% adversarial accuracy against PGD attack [116]. For
black-box attack, we transferred adversarial examples from a normal and an independently ini-
tialized classifier with the same architecture and training method as the target model. Adversarial
accuracy of selective classifier on samples that are generated on normal model is 100% regard-
less of attack parameters. For samples that are transferred from a selective model, the classifier
achieves state-of-the-art adversarial accuracy of 99.6% against the best attack.

Results on CIFAR10. In case of CIFAR10 dataset, before inference we add a small noise to images
as follows. Given an image X, we obtain the noisy image as X’ = X + ¢ -V, where V' is a random
vector which takes values of {—1,+1} with equal probability, i.e., V; ~ Rademacher(0.5). The
value of ¢ is set to the largest value for which validation accuracy is greater than the target value.
Since the model is trained to be robust against small perturbations, adding noise only slightly
reduces the standard accuracy, but increases adversarial accuracy by a larger value and, hence,
improves the trade-off of accuracy and robustness. We also observed that adding noise at each step
of PGD attack reduces the attack success rate. Thus, we run the attacks without noise.

In white-box setting, selective classifier achieves state-of-the-art adversarial accuracy of 52.4%
against the strongest PGD attack with parameters (€max, €step; 72) = (8/255,0.01/255,10000). In
comparison, a VGG network trained with adversarial training is reported to achieve 80.3% and
37.0% standard and adversarial accuracy, respectively [114], and a robust Resnet model achieves
standard and adversarial accuracy of 79.4% and 43.7%, respectively. [116] also applied adversarial
training on a wider version of Resnet, in which layer widths were increased by a factor of 10,
and achieved 87.3% standard accuracy and 45.8% adversarial accuracy. The results show that,
when comparing models with similar capacity, selective classifier provides better standard and
adversarial accuracy compared to robust models.

In black-box setting, similar to MNIST, the accuracy of selective classifier on examples that

are transferred from a normal model is 100% regardless of attack parameters. The classifier also
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Figure 4.4: Adversarial accuracy versus maximum perturbation size on MNIST (Left) and CI-

FARI10 (Right) datasets.

achieves state-of-the-art accuracy of 94.7% on examples that are generated on an independently
initialized selective model. The results show that, in both MNIST and CIFAR10 datasets, the
black-box attack success rate is almost zero and the small misclassification rate is mostly due to
the model’s error on clean data.

Investigating Gradient Masking. [130] noted that some defenses break gradient-based attacks
by causing the gradients to not to be “useful”. [13] discussed some characteristic behaviors of such
defenses. In the following, we address each point and argue that the robustness provided by our

method is not due to gradient masking.

e One-step versus iterative attacks. We ran PGD with different number of steps and verified

that iterative attacks significantly outperform one-step attacks.

o Attacks with large distortion. Figure 4.4 shows adversarial accuracy versus maximum
perturbation size for MNIST and CIFAR10 datasets. As can be seen, in both adversarial
training and selective classification methods, white-box adversarial accuracy monotonically
decreases with larger perturbation and tends to zero when the maximum perturbation size is

increased to 1.

e Black-box versus white-box setting. As can be seen in Figure 4.4, attacks in white-box



1.01

0.8

Probability

0.0 A

88

o
o
L

[=}
IS
L

169 Normal Classifier
1.4 Robust Classifier
—— Selective Classifier
1.24
—— Normal Classifier 1.0
Robust Classifier 2
—— Selective Classifier (true label) g 0.8 1
—— Selective Classifier (outlier label) b
—— Selective Classifier (true+outlier) 0.6 1
0.4
0.2
=
0.0
0 20 40 60 80 100 120 0 20 40 60 80 100 120
epsilon epsilon
(a) (b)
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setting are consistently better than those in black-box setting. In fact, for both MNIST and
CIFAR10 datasets, our method maintains high adversarial accuracy in black-box setting even
with large perturbation sizes. With perturbation size of 1, any image can be transformed into
any other image (though, such an image is not adversarial, since the ground-truth label has
changed). Hence, no model can achieve better accuracy than 0%. We, however, observed
that generated images contain artificial perturbations that do not resemble clean examples

and, hence, are classified as outlier by the target classifier.

Random attack. We examine the selective classifier against random attack as follows. For
each example, we test the model with 10000 randomly perturbed images and consider the
defense to be successful if all perturbed images are classified into either the true label or out-
lier. For both MNIST and CIFAR10 datasets, the models achieve 100% adversarial accuracy
against the random attack, i.e., none of the random perturbations of test samples could fool

the selective classifier.
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4.8 Analyzing Adversarial Examples of Selective Classifier

In this section, we empirically analyze the behavior of different models on random and adver-
sarial perturbations. We provide the results on normal, robust and selective classifiers trained on

CIFAR10 dataset.

Analyzing behavior of classifiers against noise. Given an image X, we generate noisy image
X' = X + ¢V for different values of ¢, where V' is a random variable which takes values of
{—=1,+1} with equal probability, i.e., V' ~ Rademacher(0.5). We have | X’ — X/, = €. Fig-
ure 4.5a shows the average confidence of different classifiers on true label, Ex y [Z(X"),], versus
e. For selective classifier, we also plot the average confidence on the true and outlier labels com-
bined, i.e., Ex v [Z(X'), + Z(X');]. Figure 4.5b shows the average entropy of output probability
vector, Ex v[H(Z(X'))], versus e.

In normal model, by increasing the perturbation size, the confidence in true label gradually
decreases. The entropy, however, first increases and then decreases, implying that the probability is
transiting from correct label to a wrong label and the model eventually classifies the noisy sample
into another label with high confidence. Showing high confidence on wrong labels for invalid

samples is a known failure of deep learning algorithms [125].

The robust model is less confident on clean samples and more robust to noise compared to the
normal model. Moreover, by increasing the perturbation size, the entropy increases, indicating that
the model spreads the probability across all classes. Showing less confidence on clean samples
is analogous to label smoothing method [165] which is shown to improve robustness to simple
attacks [183]. Also, spreading probability to all classes is a feature of models with the so-called
“rubbish class,” where the classifier is trained to assign a uniform distribution to invalid data and
discards samples with low confidence at test time [27]. These two observations might provide
insights into designing alternative approaches for adversarial training.

In selective classifier, by adding a small perturbation, the model’s confidence on true label
drops to zero and the outlier probability increases to 1. Thus, the entropy first increases and then

decreases (to zero). Moreover, the sum of probabilities of true and outlier labels is always near
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1. The results show that selective classifier rejects noisy images, while maintaining high accuracy
on clean samples. Similar pattern is observed when adding noise to adversarial examples, i.e.,
selective classifier rejects noisy adversarial examples even when noise magnitude is small. The
sensitivity to noise enables the classifier to reject adversarial examples transfered from other mod-
els, since such examples can be thought to be slightly perturbed versions of the true adversarial
examples generated on target model itself.

Visualizing Loss Surface. Let R; and R, be the directions of adversarial and random perturbations
of a data point X, i.e., Ry = X'— X and Ry = ¢V, where V' ~ Rademacher(0.5) and ¢ = E(| R, |).
Let W, 3 = X+a-R1+3-R,, for a, § € [—2,2]. We obtain the output probability vector, Z(W, ),
and compute the probability of the true label, Z(WV, 3),, as well as the attack success probability
definedas 1 — Z(Wo )y — Z(Wa,8)k-

Figure 4.6(a-b) shows the results for one of CIFAR10 test images that the model classifies
correctly and an adversarial example can be obtained. As can be seen, the probability of true label
decreases when « approaches 1. Around the adversarial point with « = 1 and 8 = 0, attack success
probability is high. However, by slightly moving along the random or adversarial directions, attack
success probability drops to zero.

Now, we evaluate the target classifier on data points ¥, 3, obtained from the source model.
Figure 4.6(c-d) shows the results. As can be seen, the true probability decreases similarly along
random and adversarial directions, implying that the adversarial direction of source classifier looks
like a random direction to the target classifier. Also, the attack success probability is almost zero at
points around the adversarial example, meaning that the adversarial example of the source classifier

fails to transfer to the target classifier.
4.9 Related Work

Robustness of classifiers to adversarial examples has been studied from theoretical perspective.
[54] derived an upper bound on robustness to adversarial perturbations. [53, 146, 46, 117] showed
that under certain conditions on data distribution, any classifier is vulnerable to adversarial per-

turbations. [162] empirically observed a trade-off between accuracy and robustness of several
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ImageNet models. [173] showed this fundamental trade-off on an example dataset. We further
extended the example setting and proved that selective classification improves the trade-off of ac-
curacy and robustness.

Detecting out-of-distribution examples has been explored in various contexts [144, 20, 75,
108, 60]. These methods, however, are not designed for adversarial settings. Several methods
for detecting adversarial examples have been proposed [190, 56, 67, 119, 110, 136, 115], but
later broken [35, 74, 13]. A recent competition on defending against adversarial examples allows
classifiers to “abstain” from classification [28].

Adversarial training is shown to be an effective approach for improving robustness of classi-
fiers [65]. [100] provided observations on adversarial training on ImageNet. [171] showed en-
semble adversarial training improves robustness in black-box setting. [116] formulated adversarial
training as a minmax optimization problem and showed it can successfully increase model ro-
bustness. Several other defenses have been broken with adaptive iterative attacks [37, 74, 35, 36,
174, 13, 12, 49]. In this paper, we adapted adversarial training for selective classification and
showed it increases robustness. Recent works improved adversarial training using spectral normal-
ization [52] and Bayesian neural networks [114]. These approaches are orthogonal to ours and can

be incorporated in the selective classification framework as well.
4.10 Conclusion

We analyzed selective classification framework both in theory and practice and showed that it
improves the trade-off between standard accuracy and adversarial robustness. Specifically, we first
investigated a binary classification problem and proved that rejecting low-confidence examples
increases the robustness. We then proposed a model that classifies adversarial examples into either
their true label or outlier. The experimental results on MNIST and CIFAR10 datasets against
powerful iterative attacks show that the proposed method achieves state-of-the-art accuracy in both

white-box and black-box attack settings.
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Table 4.2: Adversarial accuracy of selective classifiers trained on MNIST and CIFAR10 datasets in white-

box and black-box settings and for misclassification and targeted attacks. xent stands for cross-entropy loss

function. CW is the loss function proposed by [37]. Bold numbers indicate the best performing attacks.

PGD Attack Parameters: Adversarial Accuracy
Dataset Loss type, (Emaxa Estep: n) White-box Setting Black-box Setting
Misclassification | Targeted | Misclassification | Targeted
xent, (0.3,0.01, 100) 99.3% 99.8% 99.7% 99.9%
xent, (0.3,0.01, le3) 99.3% 99.8% 99.7% 99.9%
xent, (0.3,0.01, le4) 99.3% 99.8% 99.7% 99.9%
MNIST xent, (0.3,0.001, 1ed) 99.2% | 99.7% | 99.6% | 99.9%
CW, (0.3,0.01, 1e3) 99.3% 99.8% 99.7% 99.9%
Random perturbation, NA NA 100% NA
€max = 0.3, 10000 Trials
xent, (8/255,1/255,100) 85.9% 94.6% 96.6% 96.9%
xent, (8/255,1/255,1000) 83.3% 94.2% 96.5% 96.9%
xent, (8/255,1/255, 1ed) 81.5% 93.1% 97.1% 97.2%
xent, (8/255,0.1/255,1000) 58.5% 82.5% 94.7% 95.1%
xent, (8/255,0.1/255, 1e4) 55.6% 77.9% 95.7% 96.6%
xent, (8/255,0.01/255, 1e4) 52.4% 78.5% 96.0% 96.9%
CIFAR10 CW, (8/255,1/255,100) 94.3% 95.1% 97.2% 97.5%
CW, (8/255,1/255,1000) 94.1% 94.2% 97.5% 97.9%
CW, (8/255,1/255, 1e4) 91.6% 93.7% 97.6% 97.8%
CW, (8/255,0.1/255,1000) 60.4% 83.3% 94.9% 95.7%
CW, (8/255,0.1/255, 1e4) 58.7% 81.9% 96.3% 97.5%
CW, (8/255,0.01/255, 1e4) 53.6% 78.1% 97.0% 97.6%
Random perturbation, NA NA 100% NA
€max = 8/255, 10000 Trials
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(c) Ground-truth probability of target model. (d) Attack success probability on target model.

Figure 4.6: Visualization of ground-truth probability as well as attack success probability, defined
asl—Z2Z,—Zy,on X +a- R+ Ry, € [—2,2]. By = X' — X is the direction of
adversarial perturbations for the source classifier and R, = €V is a random direction, where
V'~ Rademacher(0.5) and ¢ = E(|R;]|). For the source classifier, attack success probability is
high for &« = 1 and 8 = 0, and drops to zero by slightly moving along the random or adversarial
directions. For target classifier, the true probability drops similarly along random and adversarial
directions, implying that adversarial direction of source classifier looks like a random direction

to the target classifier. Also, attack success probability is almost zero at all points, meaning that

adversarial example of source classifier fails to transfer to target classifier.
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