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Biological events pose serious threats to public health, national security, and global stability. Identifying
the origins of a biological event is critical for effective response and prevention of future events. However,
biological attribution remains underdeveloped, lacking a conceptual framework and trusted investigatory
processes internationally. This dissertation advances thinking about evidence for biological attribution by
examining how diverse stakeholders perceive, interpret, and weigh evidence in the context of biological
event investigations and by developing a conceptual framework to guide future efforts.

Using a mixed methods approach, this research draws on expert interviews in the scientific, public
health, nonproliferation, and policy domains, as well as scenario-based exercises that tested how partici-
pants evaluated and prioritized different types of evidence. The findings reveal that across disciplines there
are different views on the scope, feasibility, and the role of international organizations for biological attribu-
tion. Results highlight tension between scientific complexity and political realities, particularly concerning
evidence collection, laboratory analysis, and communication of findings. Scenario exercises demonstrate
that while genetic and laboratory data are often considered highly probative, other forms of evidence, such
as epidemiological patterns or intelligence reports, are critical in shaping perceived credibility, intent, and
actionability.

From these insights, a conceptual framework is proposed that integrates technical capabilities, investi-

gation strategies, and contextual social and political factors. This framework underscores that attribution is



not only a scientific determination, but a multidisciplinary endeavor that requires the convergence of diverse
evidence streams, transparent processes, and international confidence building.

By systematically exploring the evidentiary, social, and policy dimensions of attribution, this dissertation
contributes to filling a critical gap in global biosecurity scholarship. The work offers practical guidance
for designing future attribution investigations, informs ongoing debates about deterrence and accountability,
and lays the groundwork for developing international norms and frameworks that can enhance preparedness,

trust, and resilience in the face of biological threats.
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Chapter 1

Introduction

Biological risks, such as infectious diseases, pose a threat to public health, national security, and economies
worldwide. The World Health Organization (WHO) reports over 7 million deaths from COVID-19 in 5
years. The International Monetary Fund (IMF) estimated there was a 5.2% shrinkage of global gross do-
mestic product attributable to the COVID-19 pandemic (1). The risks posed by infectious agents must be
minimized. As biotechnology advances and becomes more accessible, the risk of biological agents be-
ing misused also grows. Tools for minimizing the risk of a deliberate or accidental biological event, both

technical and policy based, must continue to be developed as the risk potential grows.

Attribution refers to identifying the source of a biological agent, whether it be a laboratory the agent
was manipulated in or actors that supported its development, storage, or dissemination. In chemical and
nuclear nonproliferation, attribution is a deterrent for developing or using a weapon. Attribution in the
biological context has not been well studied due to technical limitations, but recent advances in molecular
biology and machine learning are being explored to advance attribution capabilities (2). However, there is
no framework for using these new technologies in an investigation were a biological event to occur. There is
similarly a lack of scholarship into how an investigation could be conducted to maximize trust in the process
across disciplines and nationalities. While other categories of weapons of mass destruction have entire
bodies dedicated to preventing risks associated with these materials through international treaties, there is
no such international body for the implementation of the treaty preventing biological agent misuse. As such,

attribution for biological agents has not been well studied and there is no clear implementation mechanism
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for an investigation into the origins of an accidental or deliberate biological event, creating a dire gap in our

ability to prevent a biological event with severe health, economic, and societal consequences.

Frameworks for forensic activities exist for cybercrime, nuclear activity, and chemical forensics (3-8).
There are no conceptual frameworks specific to investigating the deliberate or accidental use of biological
agents. This dissertation explores current views on the feasibility and potential of biological attribution,
assesses how the evidence will be weighed by stakeholders, and understand how different factors could
affect the credibility and willingness to act on results of an investigation. The results of this work will
provide evidence and bounds for technologists and policy makers to guide their efforts to develop novel
tools and policy initiatives for biological attribution investigations. The goal of this scholarship is to inform
the development of a usable framework for conducting biological attribution investigations to better deter

and prepare for biological events.

This dissertation uses a multi-method approach to investigate factors that will impact biological attribu-
tion including expectations of stakeholders, trustworthiness and reliability of evidence, and the relationships

between different types of evidence. The following are the research questions that motivate this scholarship.

Research Question 1: Would an investigation into a biological event be understood, believed, and

actionable?

Aim 1: Identify the attitudes of the international community concerning the current state of biological

attribution and biological event investigations.

In Chapter 3, findings from key informant interviews with experts in various fields related to public
health, microbiology, microbial forensics, international relations, and non-proliferations are presented. The
goal of the interviews was to understand how biological attribution could help minimize risks of biologi-
cal events, current capabilities for biological attribution, and expectations for how biological investigations
should be done. The experts’ expectations of biological attribution, evidence for attribution, and investiga-
tions are organized and categorized by stage of the investigation. Key pitfalls that could derail an investiga-

tion are identified. Implications for investigation design and best practices are included.

Research Question 2: Are different types of evidence generated in an investigation inherently

weighted more heavily than others?

Aim 2: Assess beliefs and understanding of experts towards different evidence presented in fictious case

18



studies.

In Chapter 4, results from an exercise asking experts to judge evidence developed during an investiga-
tion are reported. Two fictious scenarios describing biological events were developed. Experts from different
fields were asked to consider evidence found in investigating these events and respond to a survey assessing
how they used different types of evidence when drawing a conclusion about the biological events. Partic-
ipants were asked to rank the evidence. Through this exercise, we gain an understanding of how different
types of evidence are judged and weighted. Considerations that could impact the trustworthiness, weight,
and actionability derived from different types of evidence are highlighted in this chapter.

Research Question 3: What factors influence the actionability and acceptability of an investiga-
tion?

Aim 3: Examine the relationship between the social, technical, and legal aspects of biological investi-
gations.

Chapter 5 considers the relationships between factors influencing biological investigations and the evi-
dence they generate. Results from the interviews and scenarios informed a conceptual framework illustrating
the relationship between technical, social, and political factors influencing perceptions and trust of evidence
and investigations for attribution. This information can inform the development of protocols for investiga-

tions and guide investigatory teams in how to proceed through an investigation.
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Chapter 2

Literature Review

2.1 Biological Events

When a disease spreads among human, animal, or plant populations, there can be significant impacts on
population health. Communicable diseases caused by microbial organisms can enter a population through
natural transmission pathways or anthropogenic means, such as an accidental or deliberate event. Under-
standing how the biological agent entered the population can be important in preventing future events and

implementing interventions to mitigate further harm (9).

Regardless of how a biological event begins, the role of public health in response is critical. A key goal
will be to find out how the disease is entering the population. This is important for several reasons, such as
control and prevention of further transmission, information about treatment options, and preparedness for

future events (10).

Understanding how a disease emerges and spreads within a population helps us understand transmission
pathways and spillover risks, enabling better risk assessments to prevent future events (11). Origins of a
pathogen can also inform treatment options (12). Part of understanding where a pathogen came from is
understanding the evolutionary history of the agent. This information can help determine whether there are
existing medications that could be effective against the new agent on the basis of its similarity to a prior

agent.
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2.1.1 Naturally Occurring Events

There are different characteristics that help determine the origin of an event. For example, how it was
detected may indicate whether it was natural, accidental, or deliberate (13).

Naturally occurring outbreaks arise from the interaction between pathogens and their natural hosts
within ecosystems. These outbreaks can be caused by viruses, bacteria, fungi, or parasites, and they of-
ten emerge due to ecological changes, population dynamics, or genetic mutations within the pathogen.
Outbreaks arising from consuming contaminated food or water, bites from infected animals or vectors, or
person-to-person transmission are all naturally occurring outbreaks.

Notable naturally occurring outbreaks include the Black Death in Europe and Asia from 1347-1351,
the 1854 cholera outbreak in London, the 1918 Influenza Pandemic, the HIV/AIDS pandemic starting in
the 1980s, and the West African Ebola outbreak from 2014-2016. For each of these outbreaks, there were
challenges with identifying the origin of the outbreak.

The identity of the agent causing the Black Death was not known in the 14" century. Yersinia pestis
wasn’t even discovered until 1894 and it was only in 2010 that Y. pestis DNA was isolated from bones
of individuals who died during the Black Death to definitively confirm that it was the agent causing the
pandemic (14; 15). Only in 2022 did researchers publish their determination that the strain of Y. pestis that
caused the Black Death evolved in what is today Kyrgyzstan (16). During the pandemic, people had many
ideas about where the disease had come from including divine punishment, astrological origins, and fumes
from bad air, known as the miasma theory (17). Lack of technology and knowledge of microbiology and
epidemiology were major barriers to identifying the origin of the Black Death at the time of the pandemic.

During the 1854 cholera outbreak in London, the initial two theories of where the sickness was coming
from was the miasma theory and what would later be known as germ theory. Physician John Snow famously
mapped the homes of people who died from the disease on a map and traced it back to a water pump,
concluding that the disease was coming from something in the water from that pump and founding the field
of epidemiology (18). Meanwhile, the bacterium Vibrio cholerae was isolated for the first time the same
year, but not widely accepted as the cause of cholera for many years after the outbreak (19).

The origins of the 1918 influenza pandemic continue to be a point of debate. The first recognized

outbreaks of this pandemic occurred in March 1918 in US military camps. However, there are some who
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argue that outbreaks occurred earlier in other regions of the world, including France or China (20). Prior
to March 1918, there had been a severe respiratory illness circulating among workers on the Western Front
of World War I. At the time of the pandemic, there were no viral isolates taken and studied, which has
complicated efforts to identify the pandemic’s origin. Researchers today rely on historical records and
genetic reconstruction of the virus from preserved tissues (21; 22). The pandemic was named the “Spanish
flu” because Spain was neutral in the war, which allowed more free reporting about the pandemic in countries

participating in the war, illustrating how geopolitics can impact response to public health emergencies (23).

In modern times, epidemiologists have looked for a patient zero to determine the “origin” of an outbreak
(24-26). By identifying the first infected patient, it can be easier to trace where the initial person became
infected. However, there are ethical questions surrounding how this individual is identified and discussed
(27). There are also challenges with identifying a true patient zero when modeling outbreaks that were not
immediately detected (28). Even if a patient zero is identified, finding the source of their infection can be
challenging. Travel history, contact tracing, and ingestion logs can help narrow down potential sources of
infection for the individual. If a source of infection for patient zero can be identified, there may still be a
question of how the pathogen evolved or emerged (29). Did it evolve in an animal and spillover into the
human population? If so, what is the reservoir animal? If there is no direct contact between the reservoir and
humans, then how did it jump from the animal population to the human population? Is there an intermediate
host and, if so, what is it and what is the transmission cycle between all three animals (30)? It can be very

complex to determine an origin.

Additionally, as technical capabilities expand or more data is gathered, attribution theories may
change. In the early 2000s, there was debate among scientists over the origins of the pathogen respon-
sible for most severe form of malaria, Plasmodium falciparum. One team suggested it has an ancient
human origin after isolating ancient DNA of the parasite from Egyptian mummies (31). Another
team suggested the pathogen had evolved in gorillas (32). Since then, scientists have come to agree
on a gorilla origin based on more sampling and analysis of samples from gorillas (33). While this
is a normal part of the scientific process, attribution for biological events will not just be a scientific
endeavor. Public health, which touches the lives of most people much closer than general research, is

also impacted by attribution. Evolving attribution theories can therefore be vulnerabilities for public
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health. In high pressure situations, like health threats, a changing theory of where the pathogen came
from can be a prime target for bad actors to exploit fears or uncertainty. Mis- and dis-information

can thrive in these environments.

2.1.2 Accidental Events

Accidental outbreaks are typically the result of human activities or errors that lead to the release of harmful
agents beyond the laboratory. Accidental outbreaks can arise from laboratory-acquired infections (LAIs)
and accidental pathogen escape from laboratory settings (APELS) from breaches in containment protocols,
unsafe handling of hazardous materials, or technological failures (34). Accidental outbreaks could also
occur due to a natural disaster causing a failure of containment or from unintended consequences of benign
use of a pathogen. A 2024 literature review found reports of 309 LAIs and 16 APELS (35). The APELS were
primarily attributed to procedural errors such as using expired disinfectants when manufacturing vaccines,
which would fall under the category of an unintended consequence of a benign use of a pathogen.

One key distinction between naturally occurring and accidental outbreaks lies in their predictability and
controllability. Naturally occurring outbreaks, while unpredictable in terms of timing and magnitude, are
often influenced by identifiable ecological, epidemiological, and climatic factors. Surveillance systems,
early warning mechanisms, and public health interventions can help detect and mitigate these outbreaks,
although challenges may arise from the complexity of natural ecosystems. In contrast, accidental outbreaks
are often preventable and attributable to specific human actions or lapses in safety protocols (36). These out-
breaks highlight the importance of risk assessment, regulatory oversight, and adherence to best practices in
various domains such as laboratory safety, industrial hygiene, and transportation security. Effective preven-
tion and response to accidental outbreaks require robust emergency preparedness measures, rapid detection

capabilities, and coordinated response efforts across multiple stakeholders.

2.1.3 Deliberate Events

A deliberate event, often referred to as a bioterrorist or intentional act, involves the deliberate release or
use of biological agents, such as bacteria, viruses, or toxins, with the intent to cause harm, instill fear, or

disrupt societal functions. These acts may be perpetrated by individuals, groups, or state actors seeking
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to achieve political, ideological, or strategic objectives. A deliberate event could include an assassination,
terrorist attack, warfare, intentional experimentation on an individual or population with a biological agent,

or another criminal act.

One of the key distinctions between deliberate and accidental outbreaks lies in their underlying motives
and intent. Deliberate outbreaks are characterized by malicious intent and premeditated actions with the
goal of causing harm. Objectives of a deliberate event could include causing terror and chaos, undermining
public confidence, or exerting political pressure. In contrast, accidental outbreaks result from unintended
consequences or unforeseen circumstances, often stemming from human fallibility, system vulnerabilities,
or natural phenomena. Furthermore, deliberate outbreaks are typically orchestrated with secrecy, planning,
and coordination to maximize their impact and evade detection, whereas accidental outbreaks occur spon-
taneously or because of isolated incidents, lacking the intentional design and coordination associated with

deliberate acts (37).

Examples of deliberate events include the 2001 Amerithrax letters, intentional food poisoning of salad
bars to influence local elections by the Rajneeshee community in Oregon in 1984, and actions of so-called
Unit 731 of the Japanese military during World War II. In the 2001 Amerithrax letters case, it is believed that
scientist working for a government laboratory at Fort Detrick, Maryland stole anthrax from the laboratory
and sent it through the mail to senators and members of the media (38). Seventeen people were exposed
and five died in connection to the letters. The FBI lead a several years long investigation into the letters,
followed by a National Academies of Sciences report that questioned the science justifying the findings of

the FBI, to which the FBI responded, but to date some people still do not consider the matter settled.

The Rajneeshee cult in The Dalles, Oregon wanted to gain political control over their local circuit county
court so before the local elections in 1984, they put salmonella on ten local salad bars across the county.
There was a total of 751 people who got salmonellosis in connection with the cult’s actions. Initially, it
was believed that the outbreak was caused by poor hygiene from food handlers. However, one congressman
continued pressing and argued three circumstantial points on the floor of the US House of Representatives
to keep an investigation going. He argued that the abnormally large size of the outbreak, the presentation of
cases in two waves, and the fact that there was more than one source where people were infected suggested

there was an intentional aspect to the outbreak (39). Months later he was proven right by the investigation.
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Unit 731 was a Japanese military unit in World War II that conducted experiments on primarily Chinese
and Russian citizens that were kidnapped or prisoners of war (40). Among the many types of experiments
done on the kidnapped were injections of pathogens including syphilis, gonorrhea, smallpox, V. cholerae,
and others. Following infection, the effects of the infections were studied and, in some cases, published in
peer-reviewed literature (41). The experiments done by Unit 731 were used to develop biological weapons

for the Japanese military to use in China during World War II.

2.2 Biological Weapons

Biological weapons have two components, an agent and a delivery mechanism. Unlike conventional weapons,
biological agents can be administered through various means, including ingestion, inhalation, or contact with
contaminated surfaces, allowing perpetrators to evade detection and attribution (42).

Biological weapons can be used as instruments of terrorism to instill fear, panic, and social disruption
by causing mass casualties, illness, or economic damage. Terrorist groups or individuals may seek to exploit
the accessibility and lethality of biological agents to achieve ideological, political, or religious objectives.
Biological terrorism poses unique challenges due to the potential for indiscriminate harm, psychological
impact, and the difficulty of detecting and preventing covert attacks. Examples of biological terrorism
include the 1995 Aum Shinrikyo cult’s attempt to release anthrax in Tokyo and the 2001 anthrax attacks
in the United States (38; 43; 44). Toxins like ricin and botulinum have been used to assassinate political
dissenters (45; 46).

Like their use in terrorism, biological weapons can similarly serve as tools of psychological warfare to
demoralize, intimidate, or coerce adversaries by exploiting fear, uncertainty, and vulnerability. The mere
threat of a biological attack or the perception of biological hazards can have profound psychological effects
on individuals, communities, and societies, undermining confidence in government institutions, eroding
social cohesion, and exacerbating public anxiety (47). Psychological warfare tactics involving biological
threats may include propaganda, disinformation campaigns, or simulated bioattacks designed to manipulate
perceptions and behavior.

Biological weapons have been employed as instruments of warfare several times, often in conjunction

with other forms of military force to achieve strategic or tactical objectives. Biological warfare involves
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the deliberate use of biological agents to incapacitate or kill enemy combatants, disrupt military operations,
or undermine civilian morale and infrastructure. Biological weapons offer several advantages in warfare,
including their potential for mass casualties, low cost of production, and covert delivery methods (48). His-
torical examples of biological warfare include the use of plague-infected corpses during sieges and conflicts

in ancient times (49).

Biological weapons can also be used for criminal purposes, such as extortion, sabotage, or financial
gain. Biocrime involves the illicit acquisition, production, or dissemination of biological agents to perpetrate
criminal acts, such as targeted attacks on individuals or businesses, sabotage, or bioterrorism for personal
or organizational motives (50). Biocrime poses challenges for law enforcement and public health authori-
ties due to the clandestine nature of these biological threats and the potential for criminal organizations or

individuals to exploit vulnerabilities in biosecurity and biosafety protocols (51).

Biological weapons are inherently unique compared to the other non-conventional weapons. Unlike
chemical and nuclear materials, many biological agents are infectious or capable of spreading beyond the
control of humans, like gene drives. Biological agents are also capable of evolution, which complicates our
understanding of how such agents function and change, the potential for detecting and tracking of agents,
and applicability of countermeasures (52). Creating a biological weapon also doesn’t necessarily require
a facility that satellite images can monitor (53). Because of these characteristics, it is hard to detect a

biological weapons program or respond to the use of a biological weapon.

Also challenging for the biological weapons space is determining what is or is not a biological weapon.
Biological sciences and technology are inextricably linked to public health and medicine, much more than
nuclear and chemical sciences. There are also other peaceful purposes for biology like environmental re-
mediation, agriculture, and the bioeconomy. The links to health, the environment, and food means there
will always be significant peaceful purposes for pursuing advancements in this field. Life sciences touch all
aspects of day-to-day life, generating many opportunities for economic development and solving challenges
via biology. With all these peaceful uses of biology, the existence of a biological agent or the research activ-
ities themselves doesn’t necessarily mean a biological weapon exists or is being created (54). Determining
biological weapons status therefore becomes a question of intent, rather than of activity or product, which

can be much more challenging to determine (55).

27



2.3 Nonproliferation

The proliferation of WMD poses a significant threat to international security and stability. Acquisition,
production, stockpiling, or use of such weapons (including nuclear, chemical, and biological weapons) by
state and non-state actors continue to be challenges for the international community. There are fundamental
differences between each of the types of WMD. Biological weapons have the potential to spread widely
between people after initial release (56). Nuclear weapons can have devastating effects for decades follow-
ing use, but it is generally limited to the area surrounding deployment of the weapon over the long term.
Chemical weapons can similarly cause massive damage acutely but typically do not travel from person to
person. Weather patterns and payload sizes can affect how far ranging and long lasting nuclear and chemical
weapons can be dangerous, but neither has the potential for sustained, long term continuous transmission
unlike some biological agents (57).

There are several international treaties dedicated to nonproliferation of WMD. In 1928, the Geneva
Protocol (formerly known as the Geneva Protocol for the Prohibition of the Use in War of Asphyxiating,
Poisonous or Other Gases, and of Bacteriological Methods of Warfare) entered into force and banned the use
of chemical and biological warfare. Notably, this convention banned the use but not research nor production
of such weapons and allowed for the use of such weapons against non-signatory states (58). The Biological
and Toxins Weapons Convention (BWC) from 1972 banned states from developing, producing, acquiring,
or stockpiling biological or toxin weapons entered into force in 1975 (59).

International treaties govern nuclear and chemical nonproliferation as well as biological nonprolifera-
tion. The Nuclear Non-proliferation Treaty (NPT) opened for signature in 1968, entered into force in 1970,
and currently has 191 signatories. There are three main objectives of the treaty: prevent the spread of nu-
clear weapons and other nuclear explosive devices by preventing states that don’t currently have nuclear
weapons from pursuing them, disarmament of nuclear weapons in states with such weapons, and affirming
the right of all signatories to use nuclear technology for peaceful purposes like energy production (60). The
International Atomic Energy Agency (IAEA), an independent international organization that works in co-
operation with the UN to promote the peaceful use of nuclear energy while preventing the proliferation of
nuclear weapons, monitors compliance with nuclear non-proliferation treaties such as the NPT. IAEA also

implements safeguards agreements with member states to verify the peaceful use of nuclear materials and
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facilities, conducts inspections, and provides technical assistance to strengthen nuclear security and safety
standards (61).

The Chemical Weapons Convention (CWC) opened for signatures in 1993 and entered into force in
1997. The CWC includes provisions for eliminating the use of chemical weapons, destroying existing
stockpiles of such weapons, and promoting peaceful use of chemistry in areas such as medicine or agricul-
ture. The Organization for the Prohibition of Chemical Weapons (OPCW) was created by the treaty and
verifies compliance with the CWC through inspections, monitoring, and verification activities, and it assists
member states in destroying chemical weapons stockpiles and related facilities. The OPCW also promotes
international cooperation and assistance to strengthen chemical safety and security measures (62). Both the
NPT and CWC apply to nation states. In 2004, the United Nations Security Council Resolution 1540 (UN-
SCR 1540) was agreed to with the aim of prohibiting the use of nuclear, chemical, and biological weapons
by non-state actors (63).

The United Nations Secretary-General’s Mechanism for Investigation of Alleged Use of Chemical and
Biological Weapons is a vital component in the international framework for nonproliferation and disarma-
ment efforts. Established in 1987, this mechanism provides for the prompt investigation of allegations of
the use of chemical or biological weapons at the discretion of the UN Secretary General. Once triggered,
the mechanism allows for a thorough investigation into allegations of use of chemical or biological weapons
(64). The United Nations Office for Disarmament Affairs (UNODA) serves as the focal point within the UN
Secretariat for disarmament matters, including nuclear, chemical, and biological disarmament, including
activation of the UNSGM. UNODA promotes multilateral negotiations, facilitates dialogue among member
states, and provides substantive support for disarmament efforts, including the implementation of relevant

treaties and agreements.

2.3.1 Verification

Verification is a key piece of nonproliferation strategy. Verification refers to processes designed to confirm
compliance with relevant treaties and norms. Verification may include inspections, monitoring, surveillance,
or exchange of scientific research and best practices (65). When successful, verification is meant to increase

transparency amongst states, increase confidence in safety and security measures, and improve trust between
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states and the nonproliferation regime. In the nuclear and chemical disarmament area, there have been many
programs dedicated to verification that nuclear or chemical materials have not been misused.

On the nuclear side, to meet NPT requirements, there are IAEA inspectors who will inspect facilities
and verify there are not weapons grade materials in a facility. Non-nuclear states submit a comprehensive
safeguards agreement with the IAEA in which they declare all nuclear material and facilities in their country
(66). The TAEA then conducts inspections and investigates to determine if nuclear material is being used for
weapons. Inspectors will use on-site inspections, environmental sampling, satellite imagery, records review
for material accountancy, and tamper-proof seals to determine if a country is in compliance with the NPT.
For the five recognized nuclear armed states under the NPT (USA, UK, France, Russia, and China), the
verification methods are more focused on transparency and confidence building. Military sites do not have
be to be inspected, but civilian facilities can inter voluntary offer agreements to support transparency (67).
Nuclear armed nations have additional arms control agreements, mostly bilaterally, that may have additional
verification requirements (68; 69).

The CWC similarly has inspectors through OPCW that can look for evidence of weapon production.
Countries are supposed to declare what chemicals are used, their purpose, and quantity to OPCW (70).
OPCW then sends inspectors to verify the information in the declarations. For both nuclear and chemical
weapons use, the inspectors from IAEA and OPCW, respectively, can be tasked with investigating a chemical
weapons use event if needed (71).

Unlike with chemical and nuclear verification, there is no formal verification mandate in the BWC (72).
State parties are encouraged but not required to submit annual reports on activities that could be relevant
to the BWC, like national legislation on biosafety or the presence of high containment laboratories. There
was an effort to add a verification protocol to the BWC, known as VEREX, but that effort fell apart in 2001
when there was concern that inspections could threaten national security. There are efforts to increase trust

in other ways, such as confidence-building measures (73).

2.3.2 Deterrence

Within the WMD community, significant work is done to advance deterrence of the production or use of a

weapon. Deterrence is a strategy to dissuade actors from using a WMD, typically by making the cost of us-
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ing such a weapon outweighing potential benefits (74). Deterrence may make choosing a more conventional
weapon that has a lower potential for destruction more appealing to a bad actor by making the consequences
if caught using a WMD much greater than a traditional weapon. Deterrence therefore supports nonprolifer-
ation efforts by changing the behavior of bad actors (75).

In nuclear security, attribution is considered a deterrent to using nuclear weapons. If actors considering
using a nuclear weapon know there is a good chance authorities will be able to trace the weapon back to
them, then they are less likely to use that weapon (76). The same theory could be applied to biological
weapons, though it is unclear how strong a deterrent attribution is; there remains a potential that the adver-
sary won'’t care if the action is attributed to them. However, even if the perpetrators of an attack don’t care if
the attack can be traced to them, attribution can still be beneficial to others (77). Just as there is a potential to
determine who is responsible, there is also a potential to demonstrate someone else is not responsible (78).
Attribution could result in evidence demonstrating an accused entity is not at fault. In this way, attribution
can be used to build trust, especially between countries on the international stage. If attribution does con-
clusively identify the responsible party, the evidence gathered in the attribution investigation can be used
for criminal proceedings to hold the responsible party accountable, though there is risk of a sophisticated
actor spoofing attribution by designing an agent to look like something another entity made. Looking for
a convergence of evidence from many different sources will therefore be important. Finally, results from

attribution can be used to inform interventions to mitigate the potential for repeat events.

2.4 Defining Attribution

Despite growing interest in attribution in different venues, there is not a standard definition for the term or
common agreement on the breadth of activity included in attribution. In public health, source attribution
often refers to identifying the specific source of an infectious disease outbreak, most often with foodborne
illnesses (79). Within the biosecurity literature, definitions have varied from “being able to determine, in
the wake of a human-caused biological event, who was responsible,” which includes the human-caused
qualifier, to “determining who is responsible and culpable,” which has no qualifier about the type of event
(13; 80). The 2022 Biodefense Strategy mentions “timely and effective biological material characterization

to support investigations, origin determination, and attribution,” implying attribution is different from either
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an investigation or origin determination (81).

Attribution could cover all the following questions: Where did the agent come from? Who created and/or
manipulated the agent? Who funded the creation, storage, or dissemination of the agent? Who released the
agent? Was the agent released on purpose? If all these questions are included in attribution, then any type of
event should be covered (natural, accidental, deliberate). There is also the question of what activities may be
included in attribution. Does attribution include initiating an investigation, sample collection, analysis, and
reporting? Microbial forensics, which is often considered to be a discipline related to analyzing microbial
evidence for attribution, is not a stand in term for attribution but could be considered part of attribution (82).
If attribution was limited to microbial forensics, then this would exclude other types of evidence that could

help determine where a biothreat came from such as intelligence signals or public health data.

Clarifying what is or is not included in attribution is important for strengthening the capability; funding
decisions, appropriate stakeholder inclusion, and authority to conduct attribution are all affected by defining
what is or is not attribution. For example, if attribution includes identifying a point source regardless of the
type of event, then public health should be included in attribution. If attribution includes sample collection
and analysis, then laboratories with expertise in different types of biological agents need to be included in
planning for attribution. If entities are not aligned on their understanding of the term, there could be turf

wars between agencies about who is responsible for attribution.

By clarifying what counts as attribution, frameworks for advancing the capability can begin to form.
Without a shared understanding, it will be challenging to create new legal measures or policy frameworks
to enable this work to be done. Defining what is included or not in attribution helps determine who should
be responsible for leading research into advancing the capability and developing improved frameworks for

implementing attribution.

The extent to which attribution can be effective on the international scale may be impacted by its def-
inition. If attribution is narrowly defined as only applying to deliberate events and only determining who
is responsible, it is likely to be considered something primarily done by law enforcement and intelligence
entities (83). In such a case, countries may be less inclined to share their information or results from attri-
bution with other countries, which could diminish the possible trust that could be built between countries. If

attribution is considered a national security issue more than a public health issue, then public health agen-
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cies that house critical data for determining source may be reluctant to participate as participation in law
enforcement or intelligence activities could erode public trust in public health. For WHO, whose funding
is highly dependent on voluntary contributions of different states, if one state finds WHO’s activities to be

inappropriate, they risk losing critical funding (84; 85).

The word attribution could be used to refer to the activities related to identifying a source and responsible
parties following detection up until reporting. Acting upon results of attribution should be considered a
different step because decisions concerning appropriate action will be based on much more than the results
from attribution, such as politics and morals, and involve a much broader set of stakeholders, such as voters.
Detection should also be a different step because detection will rely on a different set of tools. However, data
from detection will be helpful in informing attribution, especially as we move towards more threat agnostic
methods of detection (that instead of relying on the identity of the threat, rely on characterizing the host
response, which could lead to faster treatment of patients in a biological event). Microbial forensics
should be considered a tool for attribution and one piece of the puzzle. Intelligence signals, traditional
criminal investigatory techniques, public health and medical records, and comparisons to ‘normal’ behavior
for laboratories should all be considered as evidence to inform attribution in addition to microbial forensics.
Looking for a convergence of results from each of these types of evidence will lower the risk of an adversary

successfully “tricking” authorities.

To strengthen our national and international capability for attribution, we need to fund more research into
microbial forensics and agent characterization, public health surveillance (including the networks of public
health, clinical, and reference laboratories), and understanding the ‘normal’ behavior of laboratories. If
this is to be used as a deterrent, we need to do better at talking about it so potential adversaries know we have
the capabilities. We need to create frameworks that clearly define what is attribution and who is responsible
for doing it and when, as well as identifying other entities that will be involved. There must be strategies
to handle data generated that cover data security, sharing, and publishing. For the USG, there needs to
be money given to agencies to research this area and organize the agencies around a common understanding

of what attribution is.

The 2022 National Biodefense Strategy and Implementation Plan and 2022 National Security Strategy,

both from the Biden- Harris Administration, both mention attribution of biological agents as goals for biode-
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fense (81). Attribution is an important consideration for biodefense: attribution can be a deterrent from using
a biological weapon, it can be used to build trust amongst the international community, through attribution
we can learn new measures to prevent future events from happening, and results from attribution may be
used for accountability. Despite the potential benefits of attribution, there are substantial gaps at both the

international and national level related to implementing attribution (38; 82).

2.5 COVID- 19 Origins

Determining the origins of COVID-19 is a recent example of why attribution is important and the conse-
quences of ambiguity in determining origin. Despite the pandemic beginning over five years ago, there
continues to be contentious debates about the origins of the pandemic (86).

One of the first scientific publications to address possible origins of the SARS-CoV-2 virus was the
“Proximal Origins” paper released in early 2020 (87). Here, viral genomes from early patients were com-
pared to other coronaviruses. The authors concluded that the virus was unlikely to have been engineered and
that features of the virus were consistent with naturally occurring evolution. Another 2020 paper identified
high similarity between SARS-CoV-2 and a coronavirus previously isolated from bats, RaTG13, suggesting
there could be a bat reservoir for SARS-CoV-2 (88). Both these papers support a natural occurrence hy-
pothesis for the pandemic. Importantly, these papers were authored by experts in viral evolution, virology,
molecular genetics, and microbiology. Subsequent publications have further studied SARS-CoV-2 evolution
and found typical evolutionary patterns (§89-92).

In response to the quick proliferation of conspiracy theories about COVID-19 origins, scientists who
were experts in viral genetics and evolution wrote why naturally occurring origin was the most likely. In
2021, The joint WHO-China investigation released a report that assessed zoonotic spillover from an inter-
mediate host to be “likely to very likely” and considered a laboratory origin to be “extremely unlikely” (93).
However, this report was criticized for not giving adequate consideration to a possible lab leak and being
heavily influenced by the Chinese government, who have a vested interest in not being blamed for causing
a pandemic that killed millions of people (94).

There were additional publications that raised questions about transparency concerning data relevant to

COVID-19 origins. One such paper revealed that early SARS-CoV-2 sequences had been deleted from the
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NIH’s Sequence Read Archive (95). Other papers were published that stressed that both the natural and

laboratory origins should remain hypothesizes worthy of study (96).

Outside of the scientific literature, there was heated debate on social media that the origin could be an
accidental laboratory escape or more nefarious, a bioweapons experiment gone wrong. Even the President
of the United States suggested the virus was “made” in China in early 2020, without providing any evidence
(97). These theories were repeated by politicians, conspiracy theorists, and some scientists, often tied to
xenophobic remarks about China (98). Among scientists who publicly suggested COVID-19 was an acci-
dental or deliberate event, most were not experts in virology, viral genetics, or viral evolution. One loud
voice was a scientist who specialized in gene therapy and cell engineering, which does have some similar
overlap to virology, but is ultimately not the same (99). Viruses, which must infect other cells to replicate,
evolve very differently than multicellular organisms or even unicellular organisms (100-103). Another loud
proponent of the lab leak theory was a molecular biologist who initially thought the lab leak theory couldn’t
be ruled out, but then went on to say a natural origin was impossible and called people who published

evidence of a natural origin “provably coauthors of fraudsters and perjurers (104)."

Intelligence agencies also did analyses of the origins of COVID-19 (105). US intelligence assessments
released under the COVID-19 Origin Act of 2023 showed a divided view amongst the intelligence com-
munity. The Department of Energy and the FBI considered a lab-related accident plausible, while other
agencies leaned toward natural spillover, though all with low or moderate confidence (106). The report,
released by the Subcommittee on the Coronavirus Pandemic, concluded that COVID-19 “likely originated”
from a lab leak in Wuhan. However, in 2025, the CIA noted they had “low confidence” in their assessment

that the lab leak occurred in Wuhan and added that China continues to impede origin investigations (107).

The COVID-19 origins debate was impacted by the long-standing debate about dual use research and
gain of function (GoF) research. For years, there had been debate in the US concerning if GoF research
should be allowed and what safeguards should be in place for conducting such research (108; 109). Because
one of the primary theories for COVID-19 origins was a lab release, the debate on COVID-19 origins was
often conflated with the GoF debate (110). In September 2025, Donald Trump said "Just a few years ago,
reckless experiments overseas gave us a devastating global pandemic, yet despite that worldwide catastro-

phe, many countries are continuing extremely risky research into bio-weapons and man-made pathogens.
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This is unbelievably dangerous (111)." People who strongly condemned GoF research, without having a
reliable definition for what was or was not GoF, tended to become sympathizers of the lab leak theory
(112-114).

In 2025, the White House released a “report” blaming the WHO, the Department of Health and Human
Services, and former leaders of science policy, among others for “failures” during the pandemic (115). The
report has no evidence included to back it up and, in several sections, includes statements that are completely
contradicted by most research. The evidence cited in the report to support the assertion that the virus came
from a lab in Wuhan are as follows (copied verbatim, including emphases):

1. The virus possesses a biological characteristic that is not found in nature.

2. Data shows that all COVID-19 cases stem from a single introduction into humans. This runs contrary

to previous pandemics where there were multiple spillover events.

3. Wuhan is home to China’s foremost SARS research lab, which has a history of conducting gain-of-

function research (gene altering and organism supercharging) at inadequate biosafety levels.

4. Wuhan Institute of Virology (WIV) researchers were sick with COVID-like symptoms in the fall of

2019, months before COVID-19 was discovered at the wet market.

5. By nearly all measures of science, if there was evidence of a natural origin it would have already

surfaced. But it hasn’t.

The report does not say what biological characteristic is not found in nature. There are no peer reviewed

citations that suggest there is something in SARS-CoV-2 that is not found elsewhere in nature.

First, scientists believe there were 2 spillover events for SARS-CoV-2, so statement 2 is false (116).
Furthermore, there can be multiple spillover events to seed a pandemic or epidemic, but there are also sev-
eral cases where scientists believe it was a single spillover that started the pandemic. In the case of HIV, it
is believed that different strains of simian immunodeficiency viruses (SIVs) were spread from primates to
humans on several occasions, but transmission chains beyond the initial infections were limited. The AIDS
pandemic is believed to have started with one transmission of a SIV to humans, which led to the HIV-1 group
M virus that could sustain transmission in humans, which caused the pandemic (117). Somewhat similarly,
both the original SARS pandemic and MERS outbreaks post 2012 are believed to have occurred from re-

peated zoonotic introductions, but with most introductions leading to limited transmission. This means that

36



only a fraction of spillover events for MERS and the SARS-CoV are leading to sustained human-to-human
transmission chains (118). The 1918 influenza pandemic may have been started from one spillover event or
several, scientists aren’t sure, but either is plausible (119). The 2009 HIN1 pandemic was believed to start
from a single spillover event because many of the early genomes sampled from patients were homogenous
(120). Each cross -species transmission event is a bottleneck event for a virus. A new host species means
new tissues with different pressures the virions must contend with to seed an infection, creating a bottleneck
for a virus population (121). A viral population that has undergone a bottleneck can have a lowered fitness

level than the original population, which can impact its ability to create a sustained transmission chain (122).

GoF research is not a well-defined term nor concept. There are thousands of experiments done every
year that alter a gene, some of which is done on purpose, and some is just the nature of working with a
microbe in a laboratory. Intentional changes are often done using site directed mutagenesis for research,
therapeutic, or commercial purposes (123—126). Simply passaging a virus can lead to random alterations in
genes (127). This is the nature of biology. Gene altering, even when done intentionally, does not equate to

nefarious intent. Additionally, “supercharging” is not a scientific term.

COVID-19 symptoms are similar to many respiratory tract infections, such as influenza, RSV, or the
common cold in adults (128). The symptoms of COVID-19 are not unique to the SARS-CoV-2. The pres-
ence of symptoms that are similar across several diseases is not strong evidence for concluding a laboratory
origin. Additionally, even if these laboratory workers were infected with COVID-19, that does not mean it
came from the laboratory. They could have been infected in their community. Without looking at broader
epidemiological data from Wuhan in the fall of 2019, it would be premature to conclude that these infections

were from the laboratory.

As detailed above, there are many papers that detail evidence of a natural origin. Cherry-picking data or

completely ignoring studies does not equate to there being no evidence.

Also in 2025, the WHO’s Scientific Advisory Group for the Origins of Novel Pathogens (SAGO) re-
leased their final report on COVID-19 origins. The Interim Report from 2022 stressed that both hypotheses
remained open, while the final 2025 report concluded that the “weight of available evidence” favors zoonotic
spillover, either directly from bats or via an intermediate host, but also emphasized that critical gaps remain

(129; 130). The absence of definitive evidence for an intermediate animal host, the lack of unrestricted
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access to early case data, and unresolved biosafety questions at laboratories in Wuhan continue to sustain

alternative interpretations for the origins.

2.6 Mis- and Disinformation

Misinformation, or information that is false or misleading and spread unwittingly by people unaware
it is false, and disinformation, or information that is false and intentionally spread knowing it is false,
have both impacted responses to health threats. During the COVID-19 pandemic, the WHO declared
an "infodemic" based on the amount of mis- and disinformation being spread about COVID-19 that
was severely impacting response efforts (131). Misinformation has similiarly harmed outbreak re-
sponses for Ebola (132), Zika (133), and malaria (134). Both forms of incorrect information can
impair response efforts by eroding trust in public health efforts leading to decreased willingness to
follow guidelines. Outbreaks, especially pandemics, are particularly vulnerable to misinformation
due to enhanced uncertainty and inherit elevated sensitivities when discussing health.

Trust in science and public health is vital to outbreak response. Mis- and disinformation un-
dermine trust by exploiting gaps in scientific knowledge (such as origins of a pandemic pathogen),
amplifying uncertainties and presenting them as a failure of science or public health, and presenting
false information from people who are not experts. Risk communication is already a vulnerability
of disaster response because effective communication is highly dependent on context and audience.
As events grow in size and fear increases, vulnerabilities also grow (135). This is most evident on
social media websites. Social media has enabled unprecedented speed of information dissemination.
Algorithms amplify emotionally charged content, such as information about pandemics, rapidly and
with little moderation (136). Conspiracy theories can proliferate, especially when bots are utilized to
manipulate algorithms to artificially amplify the message. Usage of bots during COVID-19 has been
correlated with willingness to ignore mask-mandates (137), illustrating the real life impact of disin-
formation campaigns on outbreak response. When inaccurate narratives persist concerning highly
technical and possibly incomplete information, there is significant opportunity for mis- and disinfor-
mation. Using partial truths, such as drawing on legitimate questions concerning laboratory safety

and oversight, but connecting them to unsupported causal claims can generate very engaging conspir-
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acy theories that persist even as more information accumulates to refute the claims. This can distort
risk assessments by elevating implausible but dramatic events over more common and less nefarious
threats, which could redirect resources to the wrong vulnerabilities. It also creates openings for mali-
cious manipulation of the situation by state or non-state actors who may want to exploit a politically

sensitive topic to sow discord or obstruct investigations.

2.7 Advances in Technology

Technology relevant for biological attribution has been advancing rapidly, especially related to sequencing
capabilities (138). High-throughput sequencing methods, often called Next-Generation Sequencing (NGS),
have made it feasible and increasingly affordable to sequence thousands of samples simultaneously and
allowed for complete genome coverage. Improved methods for sample preparation, long-read sequencing,
and bioinformatics allows scientists to rapidly analyze not only the genomes of pathogens but also the host
and environmental DNA present in complex samples. Beyond traditional DNA sequencing, a wide array of
-omics approaches are expanding ability to characterize pathogens (139). Transcriptomics, proteomics, and
metabolomics are enabling a more holistic view of biological samples, identifying functional genes, protein
expression profiles, and metabolic pathway changes that could suggest adaptation, engineering, or selective
pressures (140).

Older methods, such as DNA profiling, relied heavily on short tandem repeat (STR) analysis and were
highly dependent on intact, uncontaminated samples. These approaches offered limited sensitivity and strug-
gled with degraded or mixed material, which is often what is found in the environment or if there is a delay
in sampling (141; 142). High-throughput sequencing has overcome these barriers by directly reading the
entire genome, tolerating partial degradation, and generating sufficient data to separate mixed genetic ma-
terial. For attribution, this means that even challenging samples can yield meaningful data. Bioinformatics
pipelines can then process massive sequence datasets to disentangle signals from multiple organisms, detect
rare variants, and reconstruct evolutionary relationships.

Another significant scientific advancement lies in metagenomic sequencing, which does not rely on prior
knowledge of the organism being sought. Unlike targeted PCR assays that test only for known pathogens,

metagenomic approaches survey all genetic material in a sample. This enables unbiased detection of novel
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or engineered agents. For attribution, this allows investigators to identify not only the pathogen responsible
for an outbreak but also signatures of laboratory manipulation, such as unusual codon usage, synthetic vector
sequences, or traces of cloning backbones (143). Emerging computational tools, such as machine learning
algorithms, further enhance this capability by detecting genomic patterns or anomalies that may distinguish

natural evolution from deliberate engineering.

The ability to analyze mixed and environmental samples has also transformed attribution. Environmen-
tal DNA (eDNA) and RNA sampling from soil, wastewater, air filters, and surfaces provides contextual
information about where and how a pathogen circulates (144; 145). For example, the presence of viral
sequences in market surfaces, wastewater treatment plants, or specific geographic reservoirs can indicate
whether a pathogen was present in an environment prior to human cases. Attribution investigations can
therefore leverage environmental sampling to determine whether a pathogen was circulating undetected be-
fore detection, or appeared abruptly, possibly suggesting a laboratory or accidental source. Key questions
include whether the pathogen was previously detected in the sampled environment, whether its genetic char-
acteristics differ from earlier or geographically distant isolates, and how its prevalence compares across

locations.

Beyond sequencing, other -omics technologies play a growing role. Proteomic analysis can reveal the
presence of unique protein modifications or expression signatures associated with genetic engineering (146).
Metabolomics can identify unusual metabolic profiles in hosts or pathogens, pointing to selective pressures
or adaptations not expected under natural conditions (147). Structural biology tools, such as cryoelectron
microscopy, can be used to characterize engineered protein domains, such as those found in viral spike
proteins. These methods provide a multidimensional fingerprint of a biological agent beyond simple RNA

or DNA sequencing.

Equally important are advances in portable and field-deployable technologies. Hand-held sequencers,
such as Oxford Nanopore’s MinION, allow real-time pathogen sequencing outside traditional laboratories,
supporting rapid sample processing and reducing delays in investigations. These tools are especially valu-
able in resource-limited or high-risk environments, where transporting samples to secure labs may be im-
practical. Rapid diagnostic platforms, such as CRISPR-based biosensors, could also contribute by enabling

quick on-site screening for genetic markers of engineered pathogens if more widely used (123; 148).
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2.8 Evidence for Attribution

Evidenced from a biological weapons investigation spans multiple domains, including genetics, epidemiol-
ogy, intelligence, and forensics (traditional and microbial forensics). There should be genetic analysis of
sample from victims and the environment. Not only should the pathogen be analyzed, but host and micro-
bial communities should be assessed. Epidemiological patterns would be important to assess what could
be naturally occurring compared to accidental or deliberate. Any delivery mechanism should be analyzed.
Surveillance videos and social media should be included in an investigation. Intelligence should be gath-
ered. These are some of the types of evidence expected for biological attribution. They are broad and
require expertise from many different domains. Microbial forensics is concerned with collecting evidence
from pathogens for investigatory purposes.

Microbial surveillance involves identifying, and sometimes characterizing, bacteria, viruses, fungi, ar-
chaea, and/or protozoans collected in a sample. Microbial surveillance programs have different goals and
protocols depending on the setting and motivation. For example, during the COVID-19 pandemic, mi-
crobial surveillance is being used to monitor sewage to monitor incidence of COVID-19 in a community
(149). This is an example of a public health motivated program. There are more examples of biodefense
motivated surveillance programs, in part because microbial surveillance relies upon technologies that are
prohibitively expensive for public health, which is chronically underfunded, unlike national security (150—
152). Following the 2001 anthrax attacks in the United States (US), the US government implemented the
BioWatch program to monitor the air in 30 metropolitan areas in the country for microbial agents that could
pose a threat to human health (153). Intelligence Advanced Research Projects Activity (IARPA) is invest-
ing in research to detect if microbial organisms have been genetically engineered, regardless of where they
are found, in their Finding Engineering-Linked Indicators (FELIX) program (154). Similarly, the Func-
tional Genomic and Computational Assessment of Threats (Fun GCAT) program at IARPA is researching
methods to advance detection, identification, and characterization of pathogens that could threaten national
security (155-157). Microbial surveillance relates to microbial forensics and attribution because results
from surveillance can indicate an event has occurred or become a key element in analysis.

Most microbial surveillance programs identify pathogens based on their genetic information, either by

sequencing the pathogen’s genome or using polymerase chain reaction (PCR) to check for the presence of
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a gene an organism of interest is known to have. Programs meant to monitor for bioterrorism threats or
naturally occurring threats will not be effective if limited to only one pathogen, or even several pathogens
on a list (158). For bioterrorism threat reduction, there needs to be broad surveillance for anything in order
to find something, because we don’t know what agents a bioterrorism plot might use or the identity of the
next newly emerged disease.

Notably, the evidence for biological attribution will include scientifically complex samples and analysis.
Traditional forensic training does not cover all the methods that would be required to get a wholistic picture
of microbial samples. For example, a key piece of evidence will likely be analyzing the genome of the
microbe in question. To sufficiently do that analysis, there must be an understanding of microbial ecology
and evolution. It could be easy to see a mutation in a genome and make incorrect assumptions concerning
the nature of the mutation. Was it deliberately engineered into the genome or did it occur naturally? Studies
might need to be conducted just to understand if the mutation has an impact on the phenotype of the microbe.
These efforts could fall well outside the capabilities of a normal forensics lab, even those that regularly
assesses other biological samples, such as human tissue samples.

In addition to technical concerns over conducting the investigation, there will be challenges with present-
ing the evidence. Most attorneys and judges are not trained to assess these types of evidence. While there
are evidentiary standards in jurisdictions, such as materiality, relevance, probative force, and admissibility,
it may not be clear how scientific standards compete or address those standards.

Additionally, there could be challenges with how evidence is weighed in the mind of a decision-maker.
This could be particularly worrisome when people without scientific training are being asked to judge scien-
tific evidence that appears to contradict. They could ignore technical data in favor of evidence more familiar
to them, or they may rely too heavily on someone claiming to be an expert without being able to judge if

that individual is, in fact, an expert.

2.9 Gaps in Biological Attribution

There have been several improvements to technology that are making biological attribution more feasible,
like improved genetic sequencing and -omics technologies. However, there are several gaps in technology

and implementation before the full potential of biological attribution can be met. These gaps broadly fall
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into four categories: jurisdictional, political, technical, and ethical.

Attribution efforts often involve multiple agencies, including public health, intelligence, law enforce-
ment, and defense. Without clear frameworks defining roles and responsibilities, turf wars and confusion
over authority can impede a timely investigation. Before an event, different agencies need to coordinate to
make these frameworks and practice implementing the frameworks in exercises. Critically, each stakeholder
must understand the capabilities and primary objectives of each of the other groups. While law enforce-
ment’s primary goal will be to identify and apprehend a perpetrator, public health’s primary goal will be to
inhibit transmission. There could be situations where the actions of one group inhibit the work of another,

if there isn’t adequate planning or communication.

International attribution is hampered by limited trust between nations and geopolitical sensitivities.
Countries may resist sharing data for fear of reputational harm or sanctions. The history of trying and
failing to get a verification mechanism under the BWC could make it harder for countries to work together
in good faith for an investigation. Realistically, contributing to an attribution investigation will be largely

voluntary for many states.

While sequencing and -omics tools are powerful, challenges remain in distinguishing natural from en-
gineered mutations, ensuring chain of custody, and integrating diverse data sources. Spoofing, or deliberate
attempts to mislead attribution by disguising and agent’s origin, remains a vulnerability. Resource asymme-
tries between national security and public health agencies also hinder the availability of cutting-edge tools to
build up national attribution capacity. Technological advances must be paired with robust data management
and evidentiary frameworks. Attribution requires maintaining a defensible chain of custody, reproducibility
of results, and transparent bioinformatics pipelines. Standards for metadata, such as sample provenance, se-
quencing parameters, and computational workflows, are increasingly important to ensure that evidence can
withstand scrutiny. Integration of diverse data streams requires interoperable platforms and standardized

reporting to enable convergence of evidence.

Attribution raises concerns about stigmatization and mis-attribution. Prematurely labeling a country,
laboratory, or community as the source of an outbreak can have serious social and diplomatic consequences.
Patient zero investigations may violate privacy and increase stigma. Ethical frameworks are needed to

balance transparency, accountability, and the protection of vulnerable populations.
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Addressing these gaps requires integrated governance structures, sustained investment in public health
and microbial forensic capacity, international agreements on evidence standards, and stronger safeguards

for ethics and human rights in the attribution process.
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Chapter 3

Attitudes and Expectations of Biological

Investigations and Attribution

This chapter is adapted from: Warmbrod, K. L., and Gronvall, G. K. (2023). A playbook on investigations

into biological events of ambiguous origin. The Nonproliferation Review, 30(1-3), 61-81.

https://doi.org/10.1080/10736700.2024.2383815

3.1 Introduction

This study sought to understand the various expectations and attitudes of relevant stakeholders toward in-
vestigations and evidence for attribution of biological events. The debate over COVID-19 origins seemed
to divide people by expertise and often, the evidence that was considered when people formed their opin-
ion was different depending on the side with which they agreed. These differences in what evidence people
would consider and engage with, how they weighed the evidence, and their assessment of the evidence based
on areas of expertise was the inspiration for this project. Stakeholders from a wide range of disciplines were
interviewed about their thoughts on evidence for attribution. This aim presents responses from participants

on both the evidence itself and the processes surrounding its collection, analysis, and interpretation.
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3.2 Methods

Between February and May 2022, 41 semi-structured interviews were conducted virtually with key infor-
mants representing a wide variety of expertise relevant to biological attribution. Areas of expertise repre-
sented include microbial forensics, molecular biology, microbiology, bioinformatics, genetic engineering,
virology, bacteriology, biochemistry, public health, epidemiology, international security, non-proliferation,
international relations, intelligence, law, biosafety, and biosecurity. Perspective interviewees were identi-
fied based on a literature review and snowball sampling. The interviews explored participants’ opinions
concerning the types and characteristics of evidence potentially collected for attribution, processes possibly
utilized in an investigation, feasibility of attribution, and perceived barriers and enablers to attribution. All
interviews were conducted on a not-for-attribution basis due to the potentially sensitive nature of the topic

and audio recorded following participant consent.

Recordings of the interview were transcribed and analyzed using a mixed-methods approach. Transcrip-
tions of the interviews were qualitatively coded using NVivo qualitative coding software (Release 1.6.2) by
an individual coder. The initial thematic coding framework was developed after the tenth interview was com-
pleted and added to as new themes emerged in subsequent interviews. The final thematic coding framework
was used to code all interviews following the last interview and included categories such as investigatory

steps, evidence, barriers and facilitators, and roles.

Following coding, a quantitative analysis was conducted to identify priority topics. NVivo and Microsoft
Excel were used to generate quantitative metrics for all the codes in the framework to assess how frequently
the topic was mentioned. Codes or co-coded pairs present in at least 10 interviews were considered priority
themes for the final targeted thematic analysis. The targeted thematic analysis was conducted on the coded

text corresponding to the priority themes.

This work was conducted under the purview of the Johns Hopkins Institutional Review Board as human

subjects research (IRB number IRB0O0018728).
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3.3 Results

3.3.1 Defining attribution

Participants were asked to describe what “attribution” for a biological event entailed. There was a broad
range of answers; some participants considered attribution to include both determining the type of event
(naturally occurring, accidental, or deliberate) and who, if anyone, was responsible for the event, while
others considered only the latter question to be attribution.

Twenty-two participants noted that determining the responsible party is highly complicated. There are
multiple possibilities for who could be considered responsible in different context; responsibility may lie
with the person who physically released an agent, the people who created or manipulated the agent that
was released, or the people who funded the work. Furthermore, other actors may have indirectly enabled a
biological event, which may be enough for some observers to find them responsible. The process for deter-
mining responsibility across these different roles will vary depending on the context of the event; a funder
might have unknowingly funded the development or creation of a weapon, or they may have directed money
specifically for this purpose. Investigators may or may not be responsible for assigning fault following fact

gathering.

3.3.2 [Expectations during different stages of investigations

The methodologies and protocols used in an investigation and evidence collection were discussed with par-
ticipants. While some aspects of an investigation were nearly universally mentioned by participants as
critical, other areas gave rise to more divergent opinions. Considerations for attribution shared by partici-
pants were organized into groups by stage of the investigation and theme. Table 3.1 includes some of these

considerations organized by stage and factor.

Mechanisms for initiating investigations

Most of the policy-oriented participants mentioned the challenges of initiating an investigation. In general,
participants felt an investigation would be more plausible at the national level than the international level

due to geopolitics and existing investigatory and legal structures. In the context of biological attribution,
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Stage of Investigation

Factor Initation Gathering Evidence | Analyzing Evidence | Reporting

Accessibility Host country not Access to evidence Techologies for All countries have
blocking entry War analysis access to information
zones

Timeliness Political willpower Access to site(s) Sample viability Publicly available
Public interest information

Trust Scientist, not Safety of witnesses Validated Accountability of
politician, leading and investigators methodologies investigatory team,
investigation laboratories, and
Potentially, no involved
people with P5 organizations
nationality

Coordination Creating Viablility of Triplicate analysis Interventions
investigatory team potential samples
Travel to site

Cooperation Between nation and Standardized Ownership of data Include controls and
investigators methods for validations

collection

Neutrality Geographically Onsite vs remote Including uncertainty | Just the facts, no
diverse Appropriate collection measurments opinons
expertise on
investigatory team

Perception Diversity of Chain of custody Between Accuratly reflect
investigatory team investigators and disagreements
Appropriate laboratories
justification

Flexibility Negotiationing Logistics of travel Between agencies Privacy vs
investigatory team involved transparency
membership

Procedures Appropriate Ownership of Between members of | Trained
authority initiates samples investigatory team spokesperson
Allowable scope appointed and all

communications
filtered through them

Politics Selection of Access to all Between One designated
mechanism to necessary sites investigators and spokesperson
initiate investigation laboratories

Table 3.1: Matrix of factors impacting attribution and investigations of biological events identified by par-

ticipants.
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at the national level, law enforcement would lead the investigation in many countries. Some nations have
members of law enforcement with specialized knowledge in biological events, as well as mechanisms to
bring in government experts who may have additional specialized knowledge. However, many countries
have never had to investigate biological events, a fact that may pose a challenge to investigating in an

emergency.

At the international level, there are limited options for initiating an investigation. Two participants stated
that an initiation of action under Article VI of the BWC would be equivalent to the UN secretary-general
activating the UNSGM. Others stated that an Article VI of the BWC investigation could coincide with but
remain separate from an UNSGM investigation. The United States, the United Kingdom, and Canada previ-
ously presented this latter view in a working paper at BWC meetings.(159) Under the UNSGM mechanism,
a country may request that the UN secretary- general launch an investigation into a potential chemical- or
biological-weapons event. To date, this mechanism has been used for chemical weapons investigations but
not a biological weapons investigation. Two benefits of the UNSGM pathway are that the secretary-general
has sole discretion to decide if an investigation will be initiated, rather than needing consensus from the UN
Security Council, and there are established guidelines for how to conduct UNSGM investigations.(160; 161)
However, seven participants expressed doubt about how prepared the individuals on the UNSGM roster
would be if called upon to join an investigation. The list is maintained by the UN Office of Disarmament
Affairs (UNODA) and currently has 530 qualified experts but is not publicly available nor is it clear how
often the list is reviewed for adding new experts or removing retired or deceased experts. (162)Some partic-
ipants were concerned that those on the roster may be too senior and may not work in the laboratory or field

on a day-to-day basis, making them less effective or prepared to be investigators.

Another option for investigation of biological events at the international level is Article VI of the
BWC, which allows a state to request that the UN Security Council investigate alleged breaches of the
convention.(59) Participants were wary of this option for two reasons. This pathway relies on the Security
Council, which means an investigation could be blocked by one of the permanent members. Additionally,
this mechanism has been used once, in a situation that illustrated how easily the mechanism could be mis-
used for political gain by a nation. The only use of Article VI to date was by Russia in 2022 when they

accused Ukraine of creating biological weapons with the US in US funded laboratories in Ukraine. Special
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sessions of the BWC were held to allow Russia to make their accusations and the US and Ukraine to re-
spond. However, there was no formal investigation by the UN into the allegations. The Ukrainian and US
governments denied the allegations and the WHO and UN said they had no evidence of biological weapons
in Ukraine. Independent journalists also found no evidence. It was surmised that Russia was attempting to
justify their invasion of Ukraine or distract from their own activities. This situation highlights the weakness

and vulnerability of Article I'V.

Nineteen participants, all of whom were scientists by training, suggested the WHO take on the role of
investigating any biological events, but 20 other participants (primarily those with expertise in public health
or international policy) strongly felt WHO should not be tasked with such a responsibility. Only two partic-
ipants suggested the WHO could investigate a deliberate event. Most participants stated the WHO should
not or could not investigate such an event, though many stated that the WHO would still be responsible for
coordinating a public health response to a deliberate biological event. The WHO currently has the mandate
to respond to public health events and has in the past investigated origins of outbreaks to implement public
health measures to prevent further events. However, it is not within the WHO mandate to investigate known
deliberate events, and some participants worried that if the WHO were to begin investigating deliberate
events, it could undermine the credibility and neutrality the body needs to achieve its public health mission.
If a public health event (such an outbreak) is ambiguous in source at the beginning, meaning there is no
clearly identified source of the agent being transmitted to humans, the WHO likely will be the entity coor-
dinating the response. As soon as evidence arises suggesting the event is not natural, however, the WHO
no longer has jurisdiction to investigate the event’s origin. Even if there is no evidence of an accidental or

deliberate event, WHO must still ask permission of a member state before sending a team to investigate.

Further clarity is needed regarding who determines that the evidence is sufficient for the investigation
to fall outside the WHO’s mandate, as well as who would then have responsibility for pursuing the investi-
gation. Current evidence overwhelmingly suggests the COVID-19 pandemic is a naturally occurring event.
(163). Despite this, challenges arose with initiating an investigation into where SARS-CoV-2 came from,
with the WHO needing to negotiate with the Chinese government to gain permission for a WHO-supported
team to study the virus’s origin in China; notably, the WHO was not allowed to call the study an investiga-

tion.
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Forming investigatory teams and defining mission

All participants spoke about the importance of the investigatory team comprising individuals with diverse
expertise and diverse geographic origins. For investigations being conducted by or on the authority of an
international agency, 36 participants felt geographic diversity was crucial for the investigation team to avoid
undue charges of bias. If a team were composed entirely of people from one allied group, the integrity of the
team would be questioned internationally. Five participants felt that citizens of countries that are permanent
members of the UN Security Council should be entirely excluded from the investigatory team to decrease
perceived conflicts of interest due to national politics or avoid rejection of the investigation results based on

the composition of the investigatory team.

In addition to geographic diversity, 31 participants encouraged the inclusion of diverse types of exper-
tise on any investigatory team to provide further credibility. Commonly mentioned areas of expertise or
experience were microbiology sub-specialties (the particular sub-specialty needed would vary according to
the nature of the event), epidemiology, pathology, medicine, bioinformatics, biostatics, international law,
biosafety, biosecurity, environmental health, social science, law enforcement, and public relations/commu-
nications. Participants also listed other areas of expertise that may be appropriate to include, depending on
the situation such as expertise in a particular geopolitical region. Participants emphasized that the investiga-
tory team should be composed of people with subject-matter expertise rather than politicians or exclusively
composed of law enforcement. Three participants noted that it may be beneficial to ensure at least some
members of the investigatory team actively work in the field doing sample collection, even if they are not
considered to be senior experts in their discipline, due to the importance of sample collection during inves-

tigations.

Participants were asked to describe who they thought should be the head of an investigatory team.
Respondents were split on whether they thought the head of the investigation should be a well-respected
scientist with technical knowledge or someone with a career in international relations who is well seasoned
in dealing with international politics. Notably, there was consensus that the head of investigation must be
considered a neutral party and widely respected in the international community. Thirty-three participants
also stated that the head of investigation should be well equipped to effectively communicate with the public,

politicians and policymakers, and scientists.
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Laboratories involved in investigation. Because there is no single international agency responsible for
investigating biological events, especially those that may not be naturally occurring (that is, those that re-
sult from accidents or deliberate acts), there is not one laboratory that is predesignated to handle analysis
of samples collected in such an investigation. Instead, laboratories whose primary purpose is something
other than analyzing samples for an investigation will need to be used to assess samples the investigatory
team collects. Participants were asked to describe how they thought relationships between an investigatory
team and laboratories should be handled. Twenty-eight participants said the investigatory team should not
be expected to conduct the analysis themselves in a new laboratory established for that sole purpose, nor
should they be analyzing collected samples in their own home laboratories. Instead, laboratories that have
been pre-screened, such as those on the UNSGM roster, should be used to analyze collected samples. Par-
ticipants diverged, however, as to the level of autonomy the laboratories should have in conducting their
analysis. Seven participants, many of whom were practicing scientists, felt laboratories should have lee-
way to conduct the tests they feel are most appropriate using methods they feel are most appropriate. The
logic behind this is that the laboratories would be well-respected institutions and recognized leaders in their
fields and, as such, would know best what should be done with samples. Conversely, 26 participants felt
strongly that laboratories should conduct tests using only the methodologies ordered by the investigatory
team to maintain order and ensure samples are not wasted. Three of the participants who stated the lab-
oratory should only do ordered tests were scientists who said that by only doing analyses directed by the
investigatory team, the laboratory would be less likely to be harassed or targeted for their involvement in
the investigation. Fifteen participants fell somewhere in between these extremes and thought balance could
be reached between ensuring the conduct of necessary tests while also allowing labs discretion to conduct

additional testing.

According to the UNSGM protocols for investigations, at least three laboratories should be chosen to
assess samples for any investigation. These laboratories do not have to be accredited, just vetted by
UNSGM. Two labs would run tests as directed by the investigatory team and a third lab would receive but
not test the samples unless directed by the investigatory team if the first two labs found disagreement in
their results.(161) When asked if they thought the selected labs should be allowed to communicate with one

another, participants again were split—although more evenly than when asked about autonomy of the labs.
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About half of participants felt the labs should be allowed to communicate to optimize protocols and share
information, while others felt there should be total separation of the laboratories to maintain independence

in results.

Investigation Scope. Many participants, especially those with experience working in international agen-
cies, said determining an investigation’s scope and ensuring it falls within the authority of the ordering entity
were vital factors. Twenty-nine participants felt that any investigation would be subject to politically mo-
tivated criticisms, as in the cases of the 2013 UNSGM investigation into allegations of chemical-weapons
use in Syria and the investigation into the 2018 Salisbury Novichok poisonings.(164; 165) Most participants
said that clearly defining the scope of an investigation and ensuring that the investigative body has the au-
thority to investigate at the level of the stated scope would reduce the chances that a country could ignore
or object to the investigation based on procedural grounds. One of the most frequently identified barriers
to investigations and attribution was politically motivated actions to undermine, discredit, or sabotage the
activity. Participants frequently emphasized the need to minimize opportunities for politically motivated

attacks, especially related to the perceived integrity of the investigation or its results.

Participants often pointed to the 2013 Syria UNSGM investigation as a good example of the importance
of defining scope and ensuring investigations stay within those bounds. In the 2013 Syria investigation, the
mission team was instructed to investigate potential chemical weapons use but not to assess attribution due
to political sensitivities. Participants familiar with the specifics of the Syria investigation described how
difficult it was to stay within the prescribed scope, given how information about use of a chemical weapon
could simultaneously point to who used the weapon. As an example, participants cited the difficulty in
separating these two topics when examining a chemical weapon’s delivery method. The Syria investigation
team determined that rockets were used to deliver sarin, which is important for illustrating a chemical
weapon was intentionally used against a specific population rather than being accidentally or randomly
released. However, in doing a thorough investigation of the rockets, the team also conducted a trajectory
analysis, which includes information that could be used for attribution of who shot the rockets and therefore
used chemical weapons. Some trajectory information was included in the final report of the mission team,
though participants familiar with the matter stated there was much deliberation and consternation among

OPCW leadership and international diplomats concerning the topic.
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Evidence gathering and handling

Participants reported evidence gathering to be a critical point in investigations and one that is particularly
complex for biological events compared to others. For example, taking samples in triplicate is the standard in
the UNSGM protocol, but the definition of a replicate is not as straightforward for investigating a biological
event. A replicate could mean using two different swabs next to each other to collect a sample or using one
swab cut into multiple pieces. Either option has weaknesses. Thirty-two participants noted there needs to be
more guidance and discussion on best practices for evidence gathering, especially related to environmental
sampling.

A near-universal comment from participants was the importance of maintaining evidence integrity, par-
ticularly through a strong chain of custody from collection to destruction or storage. Many participants
suggested that all steps that could contribute to maintaining evidence integrity, such as filming the life cycle
of the evidence or using barcodes to electronically geolocate and track samples, should be pursued. Partici-
pants often said that despite the relative lack of guidelines for biological-attribution investigations, especially
considering that the technology used for such an investigation is continuously advancing, using established
standards for how to handle evidence and investigations is important. Protocols used by the International
Criminal Police Organization (Interpol), the US Federal Bureau of Investigation (FBI), and the UNSGM
were often cited as standards that should be used for investigations even if conducted outside the respective
organizations’ jurisdiction.

Who collected the evidence was also widely cited as an important factor contributing to evidence quality
and integrity. Samples collected by the investigatory team were commonly said to be the most trustworthy.
Thirty-one participants considered samples collected by a nongovernmental organization less trustworthy
than those collected by national authorities.

Types of Evidence. Participants were asked to describe the types of evidence they expected to see during
an investigation. For many participants, there was a list of the types of evidence they wanted to see for
any type of event, regardless of the type. Commonly listed evidence broadly falls into three categories:
biological samples, witness accounts, and documentary evidence. Evidence types mentioned by participants

can be found in Table 3.2.

Event-specific considerations. When asked about how the type of event could impact the evidence
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Types of Evidence Mentioned
Epidemiological Data

Medical Records

Eyewitness Statements

Victim Statements
Whistleblower

Transcriptomic Analysis
Genetic Analysis of Victim
Fingerprints

Surveillance Video

Isotopic Analysis
Histopathology

Prox Card Access

Cell Phone/Wearable Tech Tracking
Cell Phone History

Search History

Financial Data

Intelligence Signals
Laboratory Order History
Environmental Sample Analysis
Genetic Analysis of Agent
Weather Records

Table 3.2: Types of evidence named by participants as important for attribution listed in order of frequency.
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of the investigation, participants offered a wide range of responses. Within the deliberate-event category,
participants noted there are three main types of events—assassination, war, and terrorism—with each of
these event types having different challenges associated with it. For example, gaining access to the site could
be exceptionally challenging for investigators in a war or conflict zone. In the case of terrorism or warfare, an
actor claiming responsibility for an event could complicate an investigation. If responsibility is unclaimed,
then officials may be unaware something has happened until healthcare or veterinary professionals are called
upon to provide medical care to people or animals, by which point vital evidence may have been lost. In
an assassination, local law enforcement officials will likely be the first people to arrive at the scene and to
collect evidence, which may be a point of scrutiny (for example, suggestions of cover-ups) if an international

investigation is initiated later.

Within the accidental-event category, participants mentioned two main types of events—agents acci-
dentally being allowed to escape from a laboratory (via unintentional infection of a laboratory worker or
unknown escape of an infected laboratory animal) or a stockpiling or production accident (where the acci-
dent is identified immediately but not able to be contained before affecting the wider community). Sixteen
participants felt that determining if an event was accidental would be easier than determining if the event
was deliberate because an accidental event should have facilities with more evidence for a positive compari-
son showing there was justified work with the agent in the facility, rather than a deliberate event where there
may not be any samples in a facility to use for comparison. One participant felt the opposite would be true;
with an accidental event, there may be significant interest in trying to cover up the event, which could drive

people or institutions to destroy evidence before investigators can collect it.

Some participants suggested that all types of biological events should be considered and investigated,
regardless of the initial evidence. This way, potentially relevant evidence for any scenario would be collected
through the rigorous methods used by the initial investigatory team, reducing the chance of only collecting
samples that could point toward one scenario over another and avoiding the introduction of bias in analyses.
Additionally, 18 participants thought by starting any investigation with the understanding that the event
could be natural, accidental, or deliberate, investigators would be more open-minded and more likely to find
“the truth.” Eight participants stated that regardless of the suspected type of biological event, investigators

must assess the breadth of ramifications of the event because its implications could point to potential motives
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if it were a deliberate event. Participants were very clear, however, that assessing an event’s impact and
potential motivations should be used to develop hypotheses that direct further investigation but that such
hypotheses should never outweigh physical evidence pointing toward a different conclusion.

Access to Evidence. Thirty-three participants stated that access to information is one of the key barriers
to a successful investigation. Again, using the 2013 Syria example, several participants pointed to the
challenges of collecting information and samples when there is limited access to a site. In the Syrian case,
the rebel groups controlling the area in which the site allocated allowed the investigatory team only a few
hours to access the site safely and collect as many samples as it could. Sixteen participants discussed
potential evidence that can be collected remotely, but fourteen of those participants felt that onsite evidence
was stronger than remote evidence. Another consideration mentioned for investigations in conflict zones
was the ability to safely interview witnesses when the group controlling the area is closely monitoring the
investigators and people with whom they speak, which could sway witness responses.

Participants said timing is another critical element impacting access to evidence. Thirty-four noted how
quickly evidence could be degraded or otherwise lost, especially the initial biological samples that many
felt are vital for determining origin. Twenty-eight participants cited moving an investigatory team onsite as

quickly as possible as a priority to increase the chance of being able to collect the most useful samples.

Evidence assessment and interpretation

Once a sample is collected, the investigatory team needs to conduct analysis and interpret results. This
investigatory stage—known as evidence assessment and interpretation—elicited the most diversity in opin-
ion from participants. Nearly all reported this stage to have a variety of significant potential pitfalls, but
there were significant differences in opinion about the details of how evidence assessment and interpretation
should be conducted.

In the life sciences, even slight variations in protocols can lead to drastically different results for some
methodologies.(166; 167) There are also often several slight modifications that could be made to a protocol,
any of which can produce a slightly different result. For example, there are dozens of protocols to sequence
one pathogen. While this is helpful for generating data for scientific exploration, it is a challenge for an

investigation. Just as participants cited chain of custody as critical for evidence integrity, many said having
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validated and trusted methodologies is similarly vital for integrity. Twenty-seven participants felt that an
investigation should stick to methods that are well known and widely used, as these are methods that are
more easily assessed by and familiar to the broader scientific community and easier to validate. Based
on these results, using tools and methods that are more understandable and accessible may increase the
willingness of policy makers to accept results and decrease opportunities for critics to attack an investigation.
Alternatively, 12 participants said using cutting-edge methods may improve an investigation because they

could provide highly relevant information that more traditional methods could not.

To increase trust and validity, twenty-nine participants remarked that having guidelines on the conduct
of evidence assessment and interpretation would be helpful. However, opinions diverged over the content of

such guidelines or standards. One participant stated:

"We have to be careful when talking about guidelines. We need to be specific about the type of testing
that is going to be appropriate under different circumstances, without being so specific to say what you must
do. Because number 1, that will timestamp our recommendations and not allow innovation to happen if
something more effective comes along. Number 2, it would undermine those who are leading the inves-
tigation, and who will be working in the labs to use their best judgment of what is going to be the most

appropriate under the circumstances."

Thirteen participants stated that gold-standard methodologies should be identified and any investigation
should prioritize these methodologies over others, with some also suggesting further methodologies (such
as those on the cutting edge) could be used alongside the gold-standard methods. Six participants felt no
cutting-edge methodologies should be used because they might risk producing results that are not well under-
stood, creating room for questions and doubts. Eight participants suggested that instead of listing methods
that should or should not be used in an investigation, having the international community agree upon and
create parameters for selecting or modifying protocols for evidence analysis prior to an investigation would
be useful. Additionally, 33 participants said the development of guidelines on how to demonstrate and report

validation of methodologies, including appropriate controls, would be helpful.

In addition to the breadth of protocols for sequencing and other evidence-analysis steps, there exist
many options for subsequent bioinformatic analysis. Typically, scientists conducting analyses must decide

on the parameters to include in a model, values for those parameters, methods of cleaning data, and many
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other issues. Changes to any of these aspects can produce different results. Some participants highlighted
the diversity of choices available for analyzing data as a key area needing assessment and said decisions on
these methods prior to the start of an investigation could alleviate wide disagreement concerning selection of
methods, even among the scientific community. Nine participants expressed a desire reach more clarity and
agreement on which parameters, models, and databases could be used in an investigation prior to initiating
an investigation. There were concerns about data security if an investigation used previously published
information, such as using common genome repositories for assessing possible natural origins of an agent.
Such previously published data could have been intentionally planted or falsified. Thirty participants noted
that the sensitive nature of an attribution investigation may be leveraged by some people looking to discredit
the process; therefore, it is of utmost importance that those wishing to discredit the investigation are unable
to point to the investigation’s science to achieve their goals. Highlighting the importance of appropriate
analysis and reporting of results, one participant stated, “If the science is wrong, if the science is reported

misleadingly, if the report overstates the science, the investigation is dead.”

Weighing evidence. Understanding how people weigh different types of evidence and how that weighting
affects interpretation and evidentiary conclusions is of great importance for informing future investigations
of biological events. Not all evidence is equally informative; direct evidence is stronger than circumstantial
evidence. Evidence that commonly is part of criminal investigations and trials, such as fingerprints or
surveillance footage, may be more readily accepted and understood by the public than evidence collected
using more unfamiliar and complex methods. This could lead to more familiar types of evidence being more

heavily weighted, even if they constitute less direct evidence.

Participants were asked what factors they considered when comparing different types of evidence.
Thirty-five participants could not cite inherent qualities that made them value one type of evidence, such
as biological samples, over another, such as surveillance footage. Rather, participants named the source of
the information or evidence as the top characteristic, followed by validation (controls used in tests, proof the
methods were validated against other methods, etc.). The source of the evidence often was described as the
most important attribute because “if the source isn’t broadly trustworthy, it’s junk.” Nearly all participants
who specifically mentioned trustworthiness of sources/collectors of evidence during their interview (a total

of 17) ranked them from high to low trustworthiness as follows: investigatory team, United Nations agency,
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well-respected international nongovernmental organization, national health or public health agency, local
health-care provider or clinic, military, national law enforcement, and local police. The first four sources, in
the order listed here, were the same for all 17 participants who offered a ranking of sources. For 14 of the 17
participants, national health or public health agency ranked above military, national law enforcement, and
local police. For the remaining three participants, national-level authorities or organizations ranked above

local ones.

Fifteen participants discussed difficulties with trusting evidence collected from law enforcement com-
pared to public health or medical providers. While law enforcement was widely considered to have the
experience and expertise to collect evidence, some participants stated they were less likely to trust evidence
from law enforcement or the military because such organizations were perceived to be more likely to be bi-
ased than public health or medical practitioners. Additionally, nine participants said their ranking of sources’
trustworthiness might change depending on the type of evidence or country in question. One participant said
ranking sources for trustworthiness was impossible because different sources potentially could offer differ-
ent types of evidence, and the trustworthiness of those evidence types could not be meaningfully separated

from the trustworthiness of the source.

Thirty-five participants said they would be most convinced by a convergence of several different ev-
idence types. For example, participants found that the strongest case for evidence results when multiple
-omics methods, video surveillance, and intelligence signals all support the same conclusion. Participants
were split on whether they would trust a conclusion drawn entirely from circumstantial evidence; 22 felt
there must be biological samples to support a conclusion while others said there may be situations in which
they would have to trust results based entirely on circumstantial evidence because that may be all that is
available. However, for those in the latter group, many stated that epidemiological and medical data, at a

minimum, would be necessary if no biological samples were available.

When asked if there was a single piece of evidence that would be weighted most heavily, eight respon-
dents said that a definitive delivery mechanism would be the most important evidence to them, as it indicates
not only the occurrence of a biological event but also the intent behind it. However, no participant felt that
identification of a delivery mechanism alone could be used to conclude an event was deliberate in nature

or who (if anyone) was responsible for the event; the respondents said they would still need to see several
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pieces of evidence supporting that conclusion to believe that the event was deliberate.

Other than a delivery mechanism, the only other type of evidence participants named as most impactful
or important was genomic evidence. Thirty-two considered genome comparisons vital for biological events.
One participant stated, “The only way to definitively state beyond a reasonable doubt that something is nat-
urally occurring would be to find the exact genetic match in an animal somewhere. Even then, I would need
to see evidence for how it jumped to humans. It’s not enough on its own, but it is the single most impor-
tant piece if it can be done.” Phylogenetic analysis for tracing transmission or inferring evolutionary history
was considered by some to be less impactful than direct comparisons of genomes. One participant noted
that more models and assumptions are needed for phylogenetic analysis compared to matching genomes,
thus weakening the level of certainty that could be derived from a phylogenetic analysis, which is why they

considered the genome matching the most impactful analysis.

Addressing uncertainty and disagreement. Unlike other WMD, biological agents can evolve and are
ubiquitous in the environment with dynamic populations. Such characteristics mean that one sample taken
at one time may not be identical to another sample taken in the future. Additionally, evolution is not pre-
dictable, and our current technologies are not capable of continuously monitoring or measuring microbial
populations at the organism level. The rapidity of the changes, the limited resolution available to measure
changes, and the inability to predict changes mean there are several ways in which uncertainty may be

introduced into biological measurements.

In addition to the uncertainty inherent in biology, there is uncertainty introduced through the method-
ologies for sample analysis (both physical lab methods and bioinformatics methods). The -omics methods
likely to be used for attribution rely on statistics and report likelihood scores or confidence intervals or both,
as these methods rely on assumptions built into the statistical method. Such uncertainty has complicated
the use of genetic information in courtrooms in other types of cases, particularly those relying on a single

sample of DNA from a crime scene compared to a suspects DNA.(168)

Participants agreed that, where possible, an investigatory team should take steps to decrease the un-
certainty introduced in the investigation and be transparent about where uncertainty does exist. However,
participants diverged in how they thought this would best be accomplished. Fifteen participants, primarily

those with training in a scientific discipline, said an investigatory team should quantify uncertainty within
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their investigation and results by reporting a number that expresses certainty in their result. Twelve par-
ticipants, primarily those whose expertise was in policy or law, said simply explaining where and why
uncertainty exists would be sufficient to avoid unnecessary confusion. One participant went so far as to say
that reporting a specific number for certainty would “be the downfall of the entire investigation.” The scien-
tific literacy of the audience was of concern to 33 participants, as many politicians who would be making
decisions about what to do with the results of the investigation are not trained in science or statistics. They
were concerned that a report too heavy with technical, scientific, or statistical detail would lead to confusion
and make decision makers less likely to act on the results, even if given an executive summary written for a

non-expert audience.

Reporting results

Participants frequently discussed the importance of having a strong strategy for communications with both
politicians and the public. Many participants mentioned the importance of not leaking information and
speaking to the media only if authorized by the head of mission, as there needs to be very clear and structured
messaging surrounding the investigation. Twenty-five participants warned that an attribution investigation is
likely to spark mis- and disinformation from those with political or economic motivations to undermine the
results of the investigation. It was suggested that to combat the spread of false narratives, an investigatory
team would need to include a highly trained spokesperson capable of clearly discussing technical details
while also navigating the political environment. One participant felt this spokesperson role was the single

most important position in the entire investigation.

Many participants cited the controversy over the origins of COVID-19 as an example of the enormous
amount of mis- and disinformation that may circulate in response to an investigation or attribution. Twenty-
seven participants felt any biological event, regardless of the type, origin of the agent, or amount of evidence,
would be subject to at least some conspiracy theories, in part because of how intimately health threats affect
individuals and societies. Fifteen participants who discussed mis- and disinformation often described a
phenomenon in which the amount of evidence publicly available would inversely correlate to the quantity
of mis- and disinformation and conspiracy theories; events with little evidence—particularly those that

most experts believe to be naturally occurring—were speculated to be highly vulnerable to disinformation.
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To prove something is not deliberate or accidental in origin, and thus naturally occurring, likely would
require proving a negative. Alternatively, twelve other participants speculated that events that have large
amounts of evidence would be the most highly susceptible to an increase in conspiracy theories and mis-
and disinformation. Events with plentiful evidence were believed to be vulnerable because those so inclined
could create more narratives to promote false contradictory evidence or otherwise poke holes in official
stories. While no participant suggested limiting the amount of evidence made available to the public, twenty-
six expressed extreme concern over the potential misuse of evidence for such purposes and stressed the

importance of a communications plan with considerations for dealing with mis- and disinformation.

Fourteen participants said that policy, social-science, and communications experts on an investigatory
team should be involved into writing the report. These participants noted that scientists often are trained to
write for an audience of other scientists, and that is not the sole audience of an investigation report. There
was a division, primarily along disciplinary lines, in the responses to the question of how best to report
results. People who identified as scientists often said reporting results should include a quantification of
uncertainty or confidence in results, such as stating an exact percentage of confidence in different hypotheses
covered in the report. People who self-identified as policy, legal, or international-relations experts often said
that having specific confidence numbers would create serious problems for those needing to act based on
the report. These experts said instead of exact numbers, the report should be clear about which results are
ambiguous and should use language that is clear about what is known or not known, without overstating

what the evidence and subsequent analysis concludes.

Thirty-four participants felt it would not be possible to conclusively state the exact origins of an agent
causing a biological event. Rather, the goal should be a “convergence and preponderance of evidence that
paints a picture” of what happened. There should not be an expectation that every piece of evidence will
prove a theory or that any one piece of evidence alone will prove a theory. Instead, all the evidence should
be considered together. There was wide acknowledgment among participants that interpreting evidence
would be a challenging, “murky” process as many pieces of evidence, if considered individually, could be

interpreted to support multiple different hypotheses.

People seeking to discredit the investigation or to support a specific agenda are likely to cherry-pick evi-

dence. The investigatory team cannot be seen as also cherry-picking evidence. This drives the need for clear,
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transparent, and fact-based reporting of the results. Some participants said there could be a temptation for
an investigatory team to present only evidence that supports their proposed narrative, but these participants

emphasized that evidence supporting all theories should be collected, analyzed, and reported.

3.3.3 Technologies to enable attribution

While there was no consensus regarding the likelihood of an investigation being successful in identifying a
perpetrator, most participants felt the potential for success of attribution was increasing with technological
advancements. In fact, many participants felt that technology was not a limiting factor for attribution;
instead, legal, political, and social factors were considered greater barriers. One participant stated, “Science
has advanced rapidly, and we are ready, but politics, laws, and policy hold us back.” High-throughput -
omics methods, such as genomics, proteomics, and transcriptomics, and computational advancements were

the most mentioned technologies believed to contribute to increasing feasibility of attribution.

Genetic technologies

Genetic sequencing was widely reported as vital for attribution of microbial agents. These results are im-
portant because by using sequencing, investigators can identify the pathogen and look for signals that could
point to origins of the agent. Having the genetic sequence of an agent enables investigators to make compar-
isons between various samples collected as part of the investigation (such as samples collected from different
victims or locations) or between a sample in evidence and sequences in repositories (such as Genbank or
Addgene). Such comparisons are particularly helpful for assessing whether a common agent is causing dis-
ease, comparing evidential samples to environmental samples to assess the possibility of natural occurrence,
and comparing samples gathered from victims to samples collected from laboratory or other spaces being
investigated as potential origins. Genetic sequences also can be analyzed to consider genetic signatures that
may indicate whether the agent was genetically manipulated; help delineate between a naturally occurring,
accidental, or deliberate event; or provide information that may indicate if a particular laboratory supplied or
manipulated the agent. Additionally, if the biological event is causing disease in multiple individuals, infor-
mation on the pathogen’s genetic sequencing can be used for molecular epidemiology to better understand

transmission patterns and evolutionary history, both of which could point to attribution. Quantification of
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genetic material can also be useful for attribution by indicating if there was trace amounts or more
significant concentrations of a pathogen present, which could point to deliberate activity.

Thirteen participants also discussed the limitations of using genetic sequences for attribution. Genetic
sequencing is useful for identifying pathogens based on differences in DNA or RNA genomes but is not
particularly useful for understanding functional differences in how those genes are expressed, which are the
basis for pathogenesis and other signals that are used to monitor and categorize an event. Seven participants
mentioned that genetic sequencing often is cited as the primary data needed for attribution, but in practice,
sequence data alone are insufficient for attribution. While the genetic sequence can be used to infer helpful
information, such data have limited ability to demonstrate whether any intent underlies an event. Even if
an agent were determined to be genetically modified, additional information would be needed to understand
the motivation leading to such modification.

Participants were split about whether environmental surveillance for microbial agents would produce
useful information for attribution. Environmental surveillance entails the broad collection of microbial
agents in a given environment and the cataloguing of the results. Seven participants felt catalogued environ-
mental samples could be compared with samples collected from an investigation site, to possibly identify
a geographic location of origin. One participant mentioned that the practice of environmental surveillance
alone could be useful as it could act as a deterrent; even if the information produced is not useful in an
investigation, if potential adversaries think environmental surveillance produces useful information, it could
decrease their interest in pursuing a bioweapon. Ten participants felt that environmental surveillance would
not be useful for attribution because investigators would have to be sampling constantly from all locations
to have sufficient data to track an agent’s origin. They argued that because biological agents evolve and
microbial population structures can change frequently, one-time collection would have limited utility for

attribution.

Other -omics-based technologies

While genetic sequencing was the single most common technology reported as important for attribution,
other -omics-based approaches, particularly transcriptomics and proteomics, were also regularly mentioned.

Because these methods assess molecules that are directly involved in function of the agent, they can provide
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different information than genetic sequencing. Proteomics, for example, can provide signatures that indicate
different pathways of pathogenesis or virulence between different strains (169). In roughly the same way
that genetic sequences can be used as comparators, protein signatures may also shed light on where or
how an agent was created or manipulated, such as if it was cultured in a certain animal or cell line (170).
Proteomic signatures may also help point toward intent or motivation, more so than genetic signatures, as
proteomic signatures refer to a function or characteristic directly. In addition to proteomic signatures to
assess identity or unique functions, four participants also mentioned using mass spectrometry for isotope

analysis, which could provide information about the geographic location where an agent was created.

Computational tools

Participants also frequently suggested computational tools for advancing attribution. Some participants
mentioned the use of algorithms designed to identify potential source laboratories but were skeptical this
approach would be feasible. Other computational tools that were suggested included programs that would
comb through computer or institutional purchasing histories to look for evidence of malicious intent or
abnormal behavior, programs to analyze social-media histories looking for evidence of past locations or
possible motivations, or programs that combine different types of data sources to assess behavioral patterns.
Like the other technologies, computational tools were considered to have limitations. The most common
one mentioned was the reliance on quality data needed to develop and use such algorithms. There was doubt
among five participants that the repositories used to collect sequence information would be sufficiently
reliable for attribution, given the relatively small sample size of data included in the repositories and lack
of security measures protecting many public repositories. For other data sources, a few participants noted

concerns about the depth of surveillance feeding such algorithms and the potential for invasion of privacy.

3.4 Discussion

This research was inspired by the diversity of viewpoints surrounding the origin of COVID-19 debate; ex-
perts frequently and strongly disagreed with each other over the validity of evidence, how it was collected,
and even what counted as evidence. In many cases, it appeared that experts in microbiology, especially vi-

rology, were using genetic and phylogenetic analysis of environmental samples, early patient samples, and

66



samples collected animals in making their determination that COVID-19 was naturally occurring. Propo-
nents of an accidental or deliberate origin for COVID-19 were often not virologists and came from other
scientific disciplines or were not scientists at all. This group frequently referenced the proximity of a labo-
ratory doing research on coronaviruses in China to the first cases of COVID-19 and spots in the genome that
they said could be evidence of genetic engineering of the virus. The divergence in conclusions regarding
COVID-19 origins between specialties, especially in how these specialties were weighing different pieces
of evidence, inspired the questions asked of interviewees and the breadth of experts that were interviewed.
Unsurprisingly, the results from interviews conducted here in many ways mirrored the divergence across

disciplines seen with the origins debate for COVID-19.

Sample collection and analysis were the two areas with the most divergence among interviewees, which
often stemmed from competing demands between rigorous science and expectations of an investigation.
While everyone agreed that the science used in an investigation must be sound, the balance between best
scientific practices and best investigative practices varied drastically between different disciplines. Differ-
ences between interviewees often followed a pattern of scientist versus security or public policy expertise.
Scientists most frequently advocated for laboratories to have leeway in choosing how they analyze a sam-
ple, using whatever tools were available to analyze samples, and including more detailed information in
reports. Non-scientists consistently advocated for less autonomy of laboratories, using fewer methodolo-
gies, and less technical information included in reports. In an attribution investigation, the investigatory
team will need to understand this dichotomy when designing their investigation. Messaging to the scien-
tific community about concerns for investigation validity and messaging for non-scientists about rigors of
the scientific method, validation strategies, and methodology strengths and weaknesses may help address
competing concerns during an investigation and ultimately help people accept results without falling prey to

mis- or dis-information.

Scientific training involves a heavy focus on examining appropriate methodologies for addressing a
question. Scientists often innovate on prior methods to better study their topics or use their samples. Method-
ologies undergo rigorous validation through repeated testing and peer review. Especially in biology, where
samples can be very different, an iterative process is often helpful to optimize methods for analysis. For

those unfamiliar with what the validation process entails, it may appear that changes to protocols or new
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methodologies could be short-cuts. They may prefer methods that are older that they may remember hearing
about from a science class long ago or one that is more basic and easier to understand without expertise in
the field. Such methods may be easier to trust for those not working in that field. In this work, participants
frequently talked about trusting science and the investigation process, but much less frequently did that trust
apply to the scientists as well. By focusing on the methodologies and protocols, these participants could be
avoiding needing to trust the scientists. Trust in scientists and people with traditional academic training has
eroded among the public since the COVID-19 pandemic. Non-scientist participants could be reflecting this
societal shift away from trusting science. Alternatively, biology is a field with complex, evolving systems.
There is an inherit amount of uncertainty in biology. People who are not trained to understand and accept
that these are dynamic systems can be uncomfortable with not having definitive answers immediately, which
could contribute to a willingness to accept something like geographic location as a strong indicator of origins

over genetic analysis.

Sample collection will be a very challenging part of any investigation since everything downstream relies
on good sample collection. The UNSGM guidelines don’t have jurisdiction over non-UNSGM investiga-
tions. The FBI has their own protocols for how to conduct sample collection and they are not identical to
the UNSGM guidelines. The UNSGM has guidelines for how to collect samples, such as taking all samples
in triplicate, but even that has limitations. Given the nature of microorganisms, taking samples in triplicate
isn’t perfect. If trying to assess the microbial population composition on a surface, you could use three
swabs side by side to get three different samples from the same general area. However, each swab will cover
a slightly different area, and the microbial populations won’t perfectly match. Alternatively, one swab could
be used and then the sample from one swab split into three. However, there could be a low concentration of
the microbe on the swab and splitting it into three could result in the microbe being below the limit of detec-
tion for a test in all three split samples. There isn’t a clear answer for how to take replicates of samples that
meet standards for both scientific rigor and evidentiary gathering for law enforcement. The backgrounds of
those making decisions based on evidence will likely determine how willing they are to accept and heavily
way nuanced data that has a confidence interval. Those looking for a black and white solution may not find

it in biological data.

Once samples are collected, determining what methodology to use to test the samples will also not be
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clear in all cases. While there was clearly a difference in opinion among responses in these interviews,
determining which methodologies to use during an investigation will rely heavily on the context. For a
high visibility, international investigation, the priority may be to convince heads of state internationally
of the results. In this case, using gold standard methodologies over newer, less well known but possibly
more powerful tests may be the best choice since gold standard methods may be more trusted and familiar
globally. Alternatively, if the US is investigating an event and only the President and Congress need to
be convinced of results of the investigation in order to act, then investigators likely have more leeway to
approach researchers developing cutting edge methodologies, especially for methods developed at institu-
tions in the US. Investigators will need to assess the context of the investigation, especially considering who
the primary audience of the report will be and who will be responsible for taking action after based on the

results, when determining the best course of action concerning sample processing.

Any international investigation will be a huge endeavor across many laboratories and scientists. There
will be several steps taken to maintain chain of custody and evidence admissibility in court. However, these
steps will take time and likely require samples to be shipped to different areas of the world. Not only will
logistics of planning the movement of samples being challenging, but preserving the samples themselves
in transit and within laboratories will be a critical step. Many biological samples are sensitive and samples
may be altered by transportation. A sample going to Asia could be affected differently than a sample sent
to Europe based on the conditions and time of travel. Additionally, samples may be processed at different
speeds or under slightly different conditions once in the laboratories, which could affect results. Reagents,
equipment, and slight variations in researcher’s techniques could differ and further lead to differences in
analysis. Validating across laboratories will be another massive task. There could be ways to minimize
differences between investigators, such as requiring every laboratory to use the same reagents from the
same suppliers, using robots to do sample preparation, or having all researchers come to one location but
work independently, but there will still be opportunities for small differences. Part of the investigatory
team’s job will need to be determining how much difference of results could be expected from failures in
sample preservation of validation across labs. There must be a balance between the need uniformity across

labs and what is possible within budgets, logistics, and available resources.

Following COVID-19, there has been a lot of discourse around environmental sampling and cataloging
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microbial populations outside of an investigation or before an investigation is needed. Some, especially
those without microbiology expertise, have stated that environmental sampling poses too high of a risk to
public health. They worry that by sampling more microbes, there is a higher chance of accidental infections
in the laboratory or during sampling, which could then start a new pandemic. However, environmental
sampling has been done for decades with low risk to researchers or the public. Additionally, the wealth of
information that could be gained from analyzing such samples can help prepare for future outbreaks and
enable better therapeutic development for different infections. Environmental sampling, which was not a
contentious topic before COVID-19, has unfortunately been roped into the gain of function research debate,
which is another area where people without expertise in virology or microbial genetics are often trying to

tell people with expertise in those areas what research they can or can’t conduct.

In many cases, the first sign that something is amiss is disease presentation to a health care provider.
The initial samples for the event may be the most informative for determining who is responsible, but they
are also the least likely to be collected by the investigatory team. Samples collected by medical practitioners
or public health officials are collected using protocols established with the aims of those organizations in
mind, rather than law enforcement or investigatory goals. The chain of custody likely would not be as
stringent as the standard used for law enforcement. Additionally, samples taken for public health purposes
may be anonymized to decrease the risk of privacy invasion, but this would impede an investigation. Any
investigatory team will have to reconcile their need for certain samples with the limitations of the sample

source.

There will be jurisdictional concerns in the event of an attack. A country is not going to want to give up
its right to investigate an event within its own borders or to be forced to work in tandem with an international
agency without control over the situation. Events that affect citizens of multiple jurisdictions could create
situations where countries do not want to share information or samples with the other countries, even if
that limits the investigation. There have been examples of jurisdictional issues between agencies within the
same country inhibiting non-biological event related investigations, such as different parts of the intelligence
community investigating al-Qaeda before September 11, 2001 and not sharing their information with one
another. Biological events are more rare than other types of naturally occurring or human-influenced events

and often more complex, which is likely to exacerbate complications with jurisdictional issues.
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Any investigation will have to develop a report of the findings. There will be different philosophies on
how to do so; create something simple that is easily understood by a wide audience but lacks nuance and
detail, create something highly technical that includes all data but could be misinterpreted by non-experts,
or find a middle ground between these two extremes. Which is most appropriate will change by situation. At
no time should information be included that is inaccurate, but there may be times when a slightly simplified
result is included. Investigators must know their audience and understand what the decision-makers expect
as a deliverable. Will the decision makers be utilizing an entirely independent group experts to interpret
results or will the decision makers themselves be interpreting? In an ideal world, scientists would be able to
write the report with all results and detail that would normally be included in the report and those responsible
for interpreting the report and making decisions based on the report would understand it in that format. In the
real world, scientific literacy is low and many decision makers are willing to use their version of “science” to
justify decisions that are not supported by science. An investigatory team will need to be adept and skilled in
understanding the broader societal context in which they are working and find ways to report truthful results

that are not easily misrepresented.

In most scientific endeavors, the scientific community champions being inclusive with data. While
publishing often does not support a system of reporting non-significant or negative results, such results are
important for understanding the systems being studied. There is movement toward changing the current
publishing paradigm to be more supportive of such results to be more aligned with the goals of science.
In this vein, including all results, even those that are not easily interpretable or fitting of a given narrative,
should be included for an investigation report. Determining error rates and confidence intervals from each
type of test or across laboratories or methodologies should be included in the report. Any results coming
out of laboratories should include all information about methods and tools used, results from controls, raw
data, and accounting for the original sample itself over its lifetime in the laboratory. The final investigation
report should indicate that all details included from the laboratories were reviewed, but doesn’t need to have
raw data or all of details about controls and validating tools. Instead, the investigation report should focus

on analyzing results from across laboratories and interpreting their meaning.

For example, if there is an investigation where three labs analyze an environmental sample believed to

contain a pathogen of concern, then the investigatory team should receive results from all three laboratories.
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Those results should include details about the exact protocols they used, lot numbers for reagents, exact
recipes for any media, name and proof of validation of machines used (like a sequencer), and the raw data
from samples and controls (such as sequence reads or pictures of growth plates). The investigatory team
should review all information given, request any further information that may be missing, and then compare
across laboratories. The investigatory team report should specify the type of information they received and
indicate where there were differences between labs. The investigatory team report should include the results
of the tests across the laboratories without relying on all raw data. A list of what was found in the sequencing
across samples would be appropriate whereas including all sequences themselves would not be appropriate.
It could be appropriate to make the raw data available beyond the investigatory team in some context (there
could be privacy issues if human DNA is in any sample), but there will likely be too much and too technical
of information to include all information in a report meant for politicians. It may also be appropriate for
the investigatory report to include some interpretation or contextualization of results, such as indicating if

results were abnormal for the environment from which they were sampled.

The investigatory report should include some indication of confidence in results. Presumably, the inves-
tigatory team includes experts. There must be some level of trust in their ability and knowledge to make
judgment calls relating to their area of expertise and gage how much they believe in the results. The exact
method of reporting confidence could change with audience. The report should clearly delineate between
results with low level of confidence and results where the investigatory team is not confident in the interpre-
tation of the result. Lack of being easily interpretable should not automatically mean that result or evidence
should be ignored or weighed less that other evidence, but it should be noted where there is not a clear
interpretation or disagreement among investigators on the interpretation. People making decisions will need
to be able to handle uncertainty or ambiguity in results either for themselves or based on trusted counsel,

which will require some science literacy.

Scientists will be needed for a valid investigation. While some scientists may be uncomfortable being in
a position where they are involved in a contentious or political practice, there must be some that are willing
and trained to do so. There also needs to be an effort to rebuild trust among the public and politicians in
science. Without more trust, an investigation may be ignored or be limited to evidence gathered by other

sources that are more trusted in the eyes of the public, which may lead to incorrect conclusions. The stakes of
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an origins investigation will be high because the potential consequences for someone at fault, or perceived to
be at fault, can range from prison to potentially starting a war. Russia attempted to justify invading Ukraine
on allegations of biological weapon production in Ukraine. Beyond geopolitics, there will be some who seek
to use origins to limit science or push for other far-reaching policies that could negatively affect societies.
Part of the importance of picking the right mission leader is picking someone who knows their audience
and the science. A scientist with limited experience working with politicians or policy makers without a
science background may be inclined to go with the cutting-edge methodologies if they feel this will produce
better results. However, many politicians and policy makers rely on advisors who may have some under-
standing of the science but are not as familiar with the most up to date methods. If these advisors don’t
trust the methods used, that will impact the politicians. The mission/investigation leader needs to know who
they are targeting with their report. Will the politicians getting this report have advisors familiar or open
to new technologies or are they more traditional? In international relations and politics, networking and

understanding who you are talking to is vital.

3.5 Conclusions

Results from the interviews conducted here highlight the diversity of opinions surrounding attribution and
investigations of biological events. Beliefs that are strongly held and considered obvious to someone with
one background sometimes were directly contradictory to beliefs held by others with different backgrounds,
such as on the question of whether an investigatory team should use standard methods exclusively or also
use more cutting-edge technology. Results from this research demonstrate why effort must be put into
developing consensus and clarity on protocols for attribution before an event happens.

Identifying the origins of biological agents responsible for threatening human, animal, or environmental
health is critical for developing and implementing effective interventions to prevent repeat events. Devel-
oping clear guidelines and tools for investigation and attribution before they are needed is vital for their
successful use during an emergency. Notably, however, efforts to identify a biological agent’s origin likely
will always be a sensitive exercise. There will be many nuances specific to each scenario, and those respon-
sible for responding must prepare for uncertainty and clarity, especially when discussing results with the

public or non-scientists. The nature of biology means there will always be some uncertainty when analyzing
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a biological event. This uncertainty can be minimized, but it will never be eliminated. Investigatory teams
will have to recognize and reckon with uncertainty from many sources over the course of the investigation.
If uncertainty is not adequately addressed or represented to decision makers, many of whom probably will
not be scientists, could have long lasting consequences for the investigation and world politics. Stakeholder
attitudes and opinions will evolve over time, whether over the course of a single investigation or between
events. Flexibility, adaptation, and scientific literacy will be vital characteristics for all stakeholders, includ-

ing investigators, those responsible for acting on the results of the investigation, and the public.

There must be greater clarity on what policies and pathways are available for international investigations.
Clarifying what agencies have authority to investigate different types of events, especially those that have
ambiguous sources, is an immediate priority. The WHO, in particular, requires clarity about the point
at which it is not responsible for investigating a disease outbreak and at what point another entity, and
which one, will take over an investigation. Clarifying who has the authority and responsibility to conduct
investigations is not only a logistical imperative. Leading or even participating in an investigation can leave
an organization vulnerable to mis- and disinformation and other attacks that could degrade public trust in
the organization. For entities like the WHO, whose mission in the public health space is dependent on trust
from governments and the public, participating in an investigation has potentially grave consequences that
could impede its ability to fulfill its mission. Certain nongovernmental organizations that provide health
care or other necessities could similarly be blocked from continuing to provide aid if they participate in an
investigation or provide samples or evidence. Such groups require more clarity on what they are legally

obligated to do to develop their own policies and procedures for investigations.

There also should be an international effort to gain consensus on methodologies that would be accept-
able in an investigation. Even without consensus on all types of methods that could be used, identifying
gold-standard methods that could be used to validate new methods would be useful. When seeking such
consensus, there must be representation from multiple disciplines and nationalities for the results of such
work to be seen as acceptable and fair. It is critical to ensure that any established guidelines on analysis
techniques and investigatory protocols are accepted and validated across stakeholders and regions. The ex-
istence of broadly endorsed or accepted standards is likely to blunt criticism levied by a country or other

entity against an investigation on the basis of methods or conduct. Additionally, standards can help an
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investigatory team make decisions, rather than having to guess acceptable or best options. Additionally,
guidelines about communications strategies, including how to manage mis- and disinformation, are impor-
tant. As new technologies are developed and become available, stakeholders should regularly review them
to determine if they warrant any alterations in protocol.

The science and technology of biological-event attribution investigations are solid, but policy, political,
and implementation barriers are inhibiting this work. Understanding expectations for evidence and the
investigations to collect evidence is the first step in creating a usable and viable attribution framework.
Developing a playbook for attribution could help identify areas of uncertainty and necessary research, such
as assessing how different types of evidence are interpreted and how the factors identified here may influence

decision making and action following an investigation.
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Chapter 4

Assessing Evidence from Biological Events

in Fictional Scenarios

4.1 Introduction

In any investigation into a biological event, there will be many different types of evidence, some of which
will probably involve complex genetic analysis. Different people will use collected evidence differently
when drawing conclusions. The goal of this project was to examine how different people assess and interpret
evidence for attribution. What evidence is considered more impactful for decision making compared to
others? What factors could impact that trustworthiness? Results from aim 1 provided the types of evidence
people would expect to see for attribution, but given incomplete and imperfect information, how is the

evidence available considered?

Fictious scenarios and evidence were developed for participants to consider. Scenarios were chosen to
ensure each participant had the same information in the same format and to make the exercise less theoreti-
cal. Scenarios were fictious to avoid participants having prior knowledge of the event. Two scenarios were
devised for this exercise. They were designed to not have one clear answer and the evidence included in
each scenario was selected to leave uncertainties. The goal was not to have one “right” answer and see who
got it right, but instead to assess how people used different and possibly contradictory evidence when there

wasn’t a clear answer.
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Scenario 1 is broken up into 2 parts: did something deliberate occur using a biological weapon and can
we determine who did it. This scenario is meant to be more focused and have a specific, identifiable event in
question. Follows a more well recognized investigatory pathways (murder or possible terrorism). Scenario
2 is meant to be more nebulous and represent a situation where an ongoing event with an unknown origin is
being investigated, such as the beginning of a naturally occurring pandemic.

Participants were asked to complete a survey following reading each scenario. The survey asked for

evidence provided to be ranked, perceived credibility of the evidence, and confidence in conclusions.

4.2 Methods

4.2.1 Scenario Development

Two scenarios were designed for this exercise, first by writing a prompt of what “really happened” and then
creating evidence that may be collected for such an event. An assassination was chosen as the focus for
one scenario because it was more similar to a traditional police investigation that many people would be
familiar with to some extent, through personal experience or pop culture. A widespread change in health
status scenario was meant to reflect a biological event of unknown origin and type, such as the early days of
a pandemic from an unknown pathogen or a long-term contamination of the environment affecting health.
The evidence selected for inclusion in the scenarios was chosen based on responses from experts interviewed
in the work completed in Chapter 3.

The goal for writing the evidence in each scenario was that the evidence be at least partially understand-
able to a broad audience, but to avoid biasing participants by over-explaining what the evidence meant. To
do this, we stated what the evidence was, how it was gathered, and the fact of what it showed. For example,
in Scenario 1, the “Samples collected from the IOM rabies lab” evidence was reported as, “the highest nu-
cleotide sequence similarity between any sample from the rabies lab and the Salle samples was 83.2.” The
percent similarity between genomes was reported but there was no context provided for how this percentage
compared to other rabies genomes.

Limiting the evidence to ten briefly described pieces of evidence per section was done for feasibility

of this study and to represent high level findings that may be reported to decision makers based on a more
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thorough investigation report. Participants were asked to interpret results provided to them rather than to act

as investigators themselves.

Scenario 1

Scenario 1 focuses on the death of a rich CEO named James Salle who is trying to build an unpopular oil
pipeline through a foreign country. The entirety of Scenario 1 is included in the appendix.

This scenario was sectioned into two parts; the first asked participants to determine if Salle was delib-
erately killed with a bioweapon and the second asked participants to assume he was intentionally killed and
determine who threw the dart that hit him. Rabies was chosen as the biological agent because it has a clear
natural transmission pathway, and it has a relatively low incidence of human cases making it less probable
that he picked it up outside of the event described in the scenario. Rabies also has a long enough incuba-
tion time that an infection could plausibly be missed for weeks, delaying the start of collecting biological
samples. Finally, rabies is an RNA virus that can make a quasispecies, which makes it more important to
understand the viral population in a sample as a whole rather than a single consensus sequence.

Evidence presented in the first section of the scenario was selected based on if it required a laboratory
or scientific expertise to collect and analyze or not. Five types of evidence were included that would require
such expertise to collect or analyze and five pieces of evidence that more traditional law enforcement or
investigatory training would be required to collect and analyze were included. Environmental sampling was
included based on the frequency at which interviewees mentioned the importance of such evidence in the
prior aim. The delay in collecting these samples was added to mirror the latency in collecting environmental
samples that often occurs due to delays in recognizing there is something spreading and where to look for
samples. Postmortem samples were split into two groups, the original samples and the re-analysis, to see if
participants judged the samples differently based on who did the analysis. Genomic and metagenomic evi-
dence from other samples was included to assess how participants interacted with highly technical genetics
data compared to more traditional types of data. The genetic analysis evidence was also included to compare
how people interacted with the analysis of samples versus the samples from which the analysis was based
(postmortem samples).

Part 2 of Scenario 1 was designed to make participants consider evidence specific to two suspects. One
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suspect was written as having less direct access and expertise to genetically engineer a virus but more motive
while the other suspect was written the opposite. Evidence for both suspects was made as close to equal
as possible to avoid pointing guilt at one suspect more than the other. Facility inspections were included
based on the importance of these inspections stated by participants in Aim 1. The thoroughness of these
inspections was different for each facility to see if participants had different levels of trust based on the
inspection depth. Because of the attention potential genetic engineering signatures had gotten during the

COVID-19 origins discourse, signatures were included as evidence for this scenario.

Scenario 2

Where Scenario 1 was made to highly specific on one event, Scenario 2 was designed to be nebulous and
represent a biological event that is long-term, not detected immediately, and of unknown origin. The same
evidence was used for both parts of the survey for Scenario 2. Each section of the survey for Scenario 2
had a central question; in Part 1, participants were supposed to focus on determining whether they thought a
naturally occurring, deliberate, or accidental event was being described. Part 2 asked participants to assess
who or what may be responsible for the biological event occurring. The entirety of Scenario 2 is included
in the appendix.

The scenario was not supposed to represent a clearly natural, deliberate, or accidental event. Dioxin
was selected as the agent directly causing disease because it has been observed to cause health problems in
humans before via diet. Other details such as the ASF vaccine plant and Nyx pesticide factory were included
to offer possible explanations for an accidental contamination or deliberate actor. Details about geopolitics
and misinformation were included to see if such details would impact participants analysis of the evidence.
The same evidence was used for both parts of the scenario to see if interpretation of evidence changed based

on asking what happened versus who did it.

4.2.2 Pilot Studies

The scenarios and two surveys were sent to volunteers to participate in a small pilot study. Results from the
pilot study were used to determine if the scenarios were sufficiently understandable and to make sure they

weren’t too obviously pointing to one outcome. Based on feedback from pilot participants, the surveys were
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updated.

4.2.3 Recruitment

Participants were invited to participate via email. Participants were chosen based on areas of expertise that
would likely be picked to investigate a biological event. Ten participants who were interviewed in for the
work completed in Chapter 1 were included as a participants in this work. Participants were offered a $200

honorarium for completing the survey.

4.2.4 Data Collection

A mixed-methods approach was used to design a survey to assess how participants interacted with the ev-
idence presented in the scenarios. The questionnaire consisted of following types of questions: yes/no
questions, ranking questions, multiple choice, and open-ended questions. The survey was designed to cap-
ture quantitative data through closed-ended questions and qualitative insights through open-ended questions.
A copy of the survey can be found in the appendix.

The survey was created in Microsoft Forms. Participants were sent a link to the survey and PDFs of
Scenario 1 and Scenario 2 via email after agreeing to participate. Participants were made aware that they
could quit at any time and that their answers would be completely anonymous. Participants were given the
option to voluntarily provide information on their area of expertise, nationality, years of experience, and
gender. Informed consent was obtained from all participants, and their privacy and confidentiality were
protected throughout the data collection and analysis process. Any identifying information was anonymized
to ensure the confidentiality of participants’ responses. This work was conducted under the purview of the

Johns Hopkins Institutional Review Board as human subjects research (IRB number IRB00018728).

4.2.5 Survey Analysis

Three broad groups were made for comparison between areas of expertise, physical scientists, public health,
and security/international relations/law (shortened to security going forward). Participants were given a list
of areas of expertise and asked to select which areas they self-identified. Participants could select more

than one area. Anyone selecting evolutionary and/or molecular biology, biotechnology, microbiology, or
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environmental sciences was added to the physical scientists group. Anyone selecting public health or food
safety was added to the public health group. Participants that selected international relations and/or diplo-
macy, forensics, biosecurity, chemical or nuclear security, or nonproliferation was added to the security
group. Of the people who selected social science, they all picked at least one other area of expertise as well
which was the basis of their groupings. All participants fit into at least one of these categories based on their
self-identification. Some participants fit into two or all the categories.

R software was used for statistical analysis of quantitative data. For yes/no questions, responses were
tabulated and the frequency of participants selecting each response was recorded. Descriptive statistics such
as mean and standard deviation were calculated. Ranking questions were analyzed by assigning numerical
values to each evidence option based on the rank provided by participants. The mean rank for each option
was calculated to determine its relative importance among respondents. Thematic analysis was used on
open-ended questions to identify recurring patterns, themes, and insights within the responses. Responses

were coded and categorized based on common themes or topics using manual coding techniques.

4.3 Results

A pilot study was conducted followed by the main study. Results from the pilot studies conducted in June
and July of 2022 informed the development of the main study. A total of 41 respondents participated in the

main study between August 2022 and February 2023.

4.3.1 Pilot Study

After each scenario was developed, a pilot study was conducted using the scenario and a draft of the response
survey. The purpose of the pilots was to determine if the scenarios and subsequent survey made sense
to people who were not involved in their development and determine if the survey would generate the
data needed to address the study’s hypothesis. Twelve participants were included in the pilot for the first
and second scenarios. Pilot participants were individuals with training and experience in public health,
microbiology, communications, medicine, and/or the law. Participants were selected to mirror intended
participants of the main study.

For the first scenario’s pilot, nine participants stated Salle was killed with a biological weapon and three
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stated Salle cause of not be attributed to the deliberate use of a biological weapon. When asked who was
responsible for Salle’s death, six of the twelve participants concluded that Roy Smith was responsible for
throwing the dart, four participants selected Jim Little, and two participants selected the “Other” option.
One participant who selected other stated in comments later in the survey that they didn’t know who to pick

and suggested adding an option choice to reflect that, which was done for the final survey.

In the survey for the second scenario, five participants stated they thought a deliberate event had oc-
curred, four participants thought a natural event had occurred, and three participants said they did not know
if it was deliberate or naturally occurring. In the second part of the scenario in an open ended question
(rather than selecting from a list of options), six participants thought North Sol Cartel was responsible, three
participants thought an the farmers responsible for taking care of animals were responsible for allowing the
dioxin levels to be high, two participants said no organization or individual was responsible because it was

entirely accidental, and one participant stated the vaccine manufacturing plant was at fault.

Because there was diversity in responses to both what occurred and who was responsible questions in
the pilots for both scenarios, the authors determined that the scenarios were adequately nebulous for the

purpose of this research.

Participants in both pilots reported the scenarios were clear and easy to follow. Many suggestions were
given to improve the survey and clarify instructions for the exercise, which were then incorporated for the
main study. Pilot participants were asked if they thought the included evidence was appropriate and all said

they did find the evidence included in the scenarios appropriate.

Some participants in the pilot noted that they didn’t know what the “correct” answers were and didn’t
have enough data given in the scenarios to make a confident conclusion about what happened. Along with
the results from questions about what happened and who was responsible, the reported uncertainty was
interpreted to mean that the scenarios were appropriate for the purposes of this study given that a scenario
that was too obvious could have limited how people assessed each piece of evidence. Pilot study participants

also reported that the evidence provided for each scenario was understandable and appropriate.

Following the pilot study, more questions were added to the survey to better assess how people were
using the evidence in their analysis of the scenario. Pilot participants were not asked to provide a confidence

level in their conclusion on a scale, but many tried to explain their confidence level in written responses. A
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question asking participants to rank confidence was added for the main study based on the evident impor-
tance of relaying relative confidence in their assessments by the pilot participants.

Participants in the pilot frequently suggested they would feel more confident in making a decision if
they “just had” one more piece of evidence. A question was then added for the main study asking what, if
any, additional piece of evidence would have been helpful for their assessment.

Some pilot participants provided information about how they assessed credibility in their responses to
other questions on the pilot survey while others did not touch on credibility and instead talked about their
personal limitations in understanding the type of evidence or implications of a piece of evidence. Two areas
of interest in this body of work are exploring how people assess credibility of evidence and determining
how an individual’s personal knowledge and understanding of a particular type of evidence contributes to
how much weight that evidence holds in drawing a conclusion. To better address these areas, two additional
questions were added to the main study, one asking for participants if there were any pieces of evidence
that were difficult to assess or incorporate into their decision making and another asking how the participant
assessed credibility of the evidence.

Following the pilot studies, the scenarios were not changed, and the survey instrument was updated

before recruitment for the main study began.

4.3.2 Participant Demographics

Forty-one people participated in the main study between August 2022 and February 2023. Participants were
asked to self-select their area(s) of expertise and were allowed to choose more than one area and write in
other areas. The self-selected areas of expertise are reported in Table 4.1. Eight participants chose to write
in other areas of expertise including evidence collection/preservation, demilitarization, conflict-zone inves-
tigations, cybersecurity, bioinformatics, plant pathology, agricultural sciences, emergency management, and
pandemic preparedness, and emergency medicine. Participants were also asked to report their years of
experience in their area(s) of expertise (Table 4.2).

Participants were given the option of reporting their gender identity and nationality. Twenty-one partici-
pants identified as a woman and 20 identified as a man. Nationalities included American, Argentinian, Aus-

tralian, British, Bulgarian, Canadian, Chinese, Indian, Nigerian, Portuguese, Swiss, Rwandan, and Ugandan.
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Area of Expertise Number of Respondents

Evolutionary and/or Molecular Biology 6
Biotechnology 15
Microbiology (bacteriology, virology, etc.) 14
Social Science 8
Public Health 9
International Relations and/or Diplomacy 11
Law 0
Forensic Sciences 7
Biosecurity 28
Biosafety 13
Chemical or Nuclear Security 5
Nonproliferation 17
Food Safety 5
Environmental Sciences 4
Other 8

Table 4.1: Self-reported areas of expertise of participants in the evidence analysis exercise.

Years of Experience Number of Respondents

Oto5 4
6to 10 13
11to 20 13
21 to 30 8
31to 40 2
41 to 50 1
Over 50 0

Table 4.2: Self-reported years of experience of participants in their area(s) of expertise.

4.3.3 Scenario 1

Scenario 1 was about the death of James Salle. The first set of questions asked participants to explore if
evidence suggested Salle was deliberately killed with a biological weapon. The second set of questions

asked participants to assume that he was killed with a bioweapon and determine who was responsible for

his death.

85



Determining if there was an Assassination via Bioweapon

The participants were given ten different pieces of evidence to consider in determining if James Salle had
been deliberately killed using a biological weapon. Five pieces of evidence would require a laboratory
analysis and five pieces of evidence were more traditional types of evidence, such as witness statements,
surveillance footage, or medical records. Each participant had to rank the ten pieces of evidence based on
the influence of the evidence in their determination about whether Salle was killed with a bioweapon. No
two pieces of evidence could receive the same rank. No two participants had identical rankings. The mean
rank for each piece of evidence is reported in Table 4.3. A graphical representation of the distribution of

ranks for each piece of evidence can be found in Figure 4.1.

Evidence Category Evidence Mean Rank SD of Mean Rank Aggregate Rank
Metagenomic sequencing of swabs 2.15 1.50 1
from dart

Lab Derived Genomic analysis of post-mortem sam- 2.22 1.50 2
ples
Postmortem samples collected from 3.88 1.21 3
Xenon Medical Examiner
Postmortem samples reanalysis 4.00 1.70 4
Environmental sampling of venue 7.32 1.94 7
Medical records from the hospital 4.39 2.09 5
where Salle died

Non-lab Derived Interviews with Salle’s personal staff 6.90 229 6
and close contacts
Witness statements 7.39 1.56 8
Event venue surveillance video record- 7.51 1.53 9
ing
Surveillance footage from Argon Cap- 8.66 1.44 10
ital City CCTV

Table 4.3: Mean and aggregate rank of different types of evidence’s influence on determining if Salle was
assassinated with a bioweapon.

A Shapiro- Wilk Test was done to determine if the ranking data fit a normal distribution. The test
statistic was 0.98 and the p value was 0.00023, so the null hypothesis that the data fit a normal distribution
was rejected. Because the data did not follow a normal distribution, a Kruskal-Wallis Test was used to

determine if there was a significant difference in mean ranks of the ten pieces of evidence. The test statistic
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Figure 4.1: Distribution of rankings of evidence relative influence on determining if Salle was deliberately
killed with a bioweapon.

H was calculated to be 264.5 with 9 degrees of freedom and a p value of less than 2.2x107'6, so the null
hypothesis that the rankings for each piece of evidence originated from the same distribution was rejected.
We conclude that at least one type of evidence has a median ranking different from the other pieces of

evidence.

A Wilcoxon Sign Ranked Test with continuity correction was used to determine which pieces of ev-
idence had significant differences in their median rankings. The pairings of evidence with significantly
different median ranks were determined based on which pairings had a test statistic W less than the p value

of 0.005. Test statistics for each pairing are reported in the appendix (Table A1l).

Of the 41 participants, a total of 34 said there was enough evidence to conclude Salle died from a
deliberate attack using a biological weapon. Five of the remaining seven participants stated that there was a
lot of evidence pointing this conclusion, but they could not definitively say that Salle’s death was a deliberate
act because not all other potential causes of his death had been ruled out. The final two responses did not

indicate they thought there was any evidence pointing to this conclusion.

The percentage of respondents identifying as experts in each of the three overarching areas (physical
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sciences, public health, and security) who responded that there was enough evidence to conclude Salle
was deliberately killed with a bioweapon was compared to the percentage of participants not identifying
as an expert in the given area. For physical scientists, 81% of physical scientists said ‘yes’ while 82.4% of
non-physical scientists said ‘yes’. For public health, 84% of public health experts said ‘yes’ and 78% of non-
public health experts said ‘yes’. In the security group, 90% of these experts said ‘yes’ and 81% of people
not identifying as a security, international relations, or law expert said ‘yes’. For each of these comparisons,
a chi-square test was done to test for significant differences between those identifying as an expert in the
area versus those who did not identify as an expert in the area. No area had a significant difference in the

percentage of ‘yes’ responses between expert versus non-expert (Table 4.4).

Area of Expertise Experts Saying ‘Yes’ (%) Non-Experts Saying ‘Yes’ (%) Chi-Square Statistic P Value
Physical Sciences 82 84 2.01 x 10730 1
Public Health 84 78 1.29 x 1073¢ 1
Security 90 81 0.04 0.84

Table 4.4: Comparison of experts vs. non-experts in each major area of expertise responding ‘yes’ to
whether there is enough evidence to conclude Salle was deliberately killed using a bioweapon.

Participants were asked to rank on a scale of zero to ten how confident they felt in concluding if Salle’s
death was a deliberate assassination with a bioweapon. Answers ranged from two to ten with an average
of 8.2 (standard deviation of 1.6). There were only two scores below a six; a two and a five, which were
from the same two people who did not express there was evidence pointing towards concluding Salle was
deliberately killed with a bioweapon in a previous question. The individual that ranked a two on this question
identified as an expert in international relations and nonproliferation. The participant that ranked a five on
this question identified as an expert in biosecurity and biosafety. The distribution in scores is shown in
Figure 4.2.

When asked to expand on why they thought Salle was assassinated or not, the most common reason
stated for believing it was a biological attack were the genetic analyses of the rabies virus from the dart
and postmortem samples, which is reflected in the ranking data. The degree of similarity between rabies
sequences from the dart and the postmortem sample were “past the point of coincidence” for many partici-
pants. Fifteen participants pointed out that multiple copies of a pathogenicity glycoprotein gene in addition

to multiple mutations known to increase pathogenicity in both copies were enough to confirm someone had
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Figure 4.2: Distribution of confidence level of participants when determining how confident they were that
James Salle had been assassinated with a bioweapon.
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genetically engineered part of the virus.

Of respondents that were not confident in concluding Salle had deliberately been infected, they univer-
sally mentioned that there were too many other pathways for infection that had not been ruled out. Relia-
bility and accuracy of Salle’s contacts’ interviews was questioned frequently. Medical records from before
the event was also requested five times to determine if there were any prior signs of disease pre-dating the
event where a dart was thrown at him. One participant who did not think there was enough information to
conclude a deliberate event stated the biggest reason they didn’t think it was deliberate was because there
was no way a rabies virus would be environmentally robust enough to survive on a dry dart at an outdoor
venue long enough.

Of the two participants that had confidence less than 6, one gave a low score because they felt there was
not enough evidence to eliminate other potential routes of rabies exposure for Salle, such as if he had an

exotic wildlife trafficking hobby. However, the same participant said the evidence provided in the scenario:

“point(s) towards an Occam’s Razor-esque conclusion: given that a dart which was found
to contain fragments of rabies nucleic acid appeared was used in an attack on James Salle, who
then ended up dying from rabies...there seems to be a clear connection between the dart, the
victim, and the manner of death. This would indicate that this COULD be an example of the
use of a biological weapon. However, the evidence provided in this scenario alone does not
provide enough information to eliminate other potential situations where Salle may have been

exposed to rabies in another fashion.”

The most cited evidence supporting the conclusion that this was an assassination with a bioweapon was
the genetic engineering signatures in the rabies genome. Many participants assumed that the pathogenicity
mutations were evidence of genetic engineering. However, these mutations could arise naturally for a virus.
Only one participant pointed out that the mutations could be naturally acquired by the virus. This participant,
who self-identified as a microbiologist, was also the only one to discuss the possibility of a virus population
being able to sustain double copies of the glycoprotein gene within their genome. While many participants
were using possible evidence of genetic engineering as proof of intent, this participant was very careful
to do the opposite in their analysis. They stated that these changes in the genetic of rabies virus could be

indicative of unique selection pressures on the virus population that had not been observed before, which
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could mean there are changes in the expected natural transmission of the virus that could account for Salle’s
infection. This individual gave a six when asked for their confidence that this was a deliberate event.

Twelve participants seemed to focus on the potential viral engineering entirely as evidence of delib-
erate based on their written explanations. These participants ranked the genomic analysis of the samples
(which included the information about increased pathogenicity mutations and double copy of the glycopro-
tein gene). Of these twelve participants, they ranked the genomic and metagenomic evidence options in first
and second place or vice versa, followed by the five more traditional evidence types, then the postmortem
samples and environmental samples. Of the other 22 participants who were confident a deliberate event had
occurred, all of them ranked at least three of the five lab-based evidence samples in their top five for the
ranking. Many of these 22 participants focused on the fact that there was no evidence of a rabies bite from
an animal (according to interviews with Salle’s contacts) in their written responses and that the incubation
time for rabies fit for the event described. Four of these 22 participants stated that the metagenomic analysis
of the dart was worthless as evidence because there was no way to tell if Salle was infected by the dart or if
the virus got on the dart from an already infected Salle.

Eight participants noted the environmental samples were irrelevant because too much time had passed
between the event and sample collection (43 days according to the scenario); many of these individuals
ranked the environmental samples in the bottom 3 in their rankings. Two participants mentioned the possi-
bility of evidence falsification, but both also felt it was unlikely given that samples taken from two different

sources (dart and autopsy) had similar results.

Credibility of Evidence

In addition to asking participants about the overall impact the evidence in the scenario had on their determi-
nations, they were also asked about credibility of the evidence. The overall attitude of the responses can best
be summed up by this quote, “witness statements and statements by personal contacts are notoriously unre-
liable. Very little credibility. Surveillance footage is credible but not particularly useful. The genomic and
meta-genomic analysis (and re-analysis) is most credible and trustworthy.” Thirty-six participants mentioned

these hierarchical levels of evidence credibility in their responses.

Ten participants said credibility was high because samples had been collected and/or analyzed by mul-
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tiple teams. One participant highlighted this by saying, “many pieces of evidence were corroborated with
independently and repeatedly verifiable documentation and testing results.” Another participant emphasized
the agreement between analyses as being critical for credibility; *“ knowing that the results of many of the
analyses agree with each other, I am assigning higher credibility than if they disagreed.” Three participants
mentioned they would consider the credibility of the evidence to be high overall if the chain of custody of
the samples could be validated.

Fifteen participants said the genomic data was credible and convincing over all other evidence Five par-
ticipants stated that the genomic data was either not credible or not convincing due to inability to determine
when the rabies RNA got on the dart and the low sequence similarity. While one participant called the se-
quences on the dart a “smoking gun”, another called it a “red herring.” Table 4.5 includes exemplary quotes

participants wrote in response to how credible they found the evidence.

“Genomic data seems like it has the potential to provide concrete evidence, but I don’t know enough about it to
understand what I'm reading. For example, I don’t know how much of a difference there is between 83% and 99% in
terms of the degree of confidence that specimens match. Or how much it matters that he dart specimens were 99.2%
similar to the consensus sequence while the two analyses of the Salle specimens were only 98.7% similar. Is the
86-97% similarity between the University Labs rabies specimens and the Salle specimens conclusive enough? How
much better is that than the 83% in the IOM lab? If you took a random natural specimen of rabies, what would the
similarity be? What is this acceptable range? I have no idea.”

"Where I find challenges in terms of associating specific suspects with the attack is based on the variability in the
sequencing data. While I am not familiar with the intra-patient stability of the rabies virus, it seems odd that only 90
of the genome’s sequences had 2 G-protein copies. Assuming that we were starting from a clonal rabies virus and
this mutation helps infectivity, why the drop off in % ? Similarly, why the difference in the results between the post
mortem analysis (98.7%) and metagenomic sequencing (99.2% )? Is this perhaps an issue with the diagnostic NGS
process? For the 4 SNPs, could we be sure that they were all from a single virus based on the reads, or is it possible
there was a mix of different viruses in the individual? A thorough analysis of the sequencing approaches and analysis
I think would need to be done to avoid potential analysis artifacts.”

“Sequence variabilities are a little higher than I might expect.”

“After sequencing, samples from the IOM rabies lab grouped separately from those taken from Salle’s body, and
their sequence similarity was only 83%), suggesting that they were not from the same source.

“The metagenomic sequencing of swabs from the dart which showed 99.2% nucleotide sequence similarity with the
consensus sequence created from the autopsy samples. The genomic evidence is quite convincing and the research
seems very thorough.”

“We had the sequence from rabies, done almost simultaneously by different entities. One is the Advisory Group
created after the event, by subject matter experts, and then the lab where he was hospitalized. Having a coincidence
of almost 99% between both entities, makes the evidence to be credible.”

Table 4.5: Exemplary responses from participants concerning how they interpreted the crediblity of the
evidence in the scenario.
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Additional Evidence

When asked what single piece of additional evidence they would like in order to determine if a deliberate
event occurred, 29 participants said they wanted more details about the dart, such as its structure, how it
would carry a payload, and the manufacturer of the dart. Four participants asked for metagenomic analysis
of samples from Salle to compare to the metagenomic analysis taken from the dart. One additional person
asked for a quantification of human to viral RNA found on the sample. Confirmation that infectious rabies
was on the dart, whether or not the metagenetic analysis from the dart showed two copies of the glycoprotein
gene, and information on the likelihood of how likely rabies virus is to be found on a dart that punctures
skin, if the person punctured already has asymptomatic rabies were each requested by a participant. Three

participants asked for more extensive medical records from Salle.

Determining Who was Responsible for the Assassination

For section 2 of Scenario 1, participants were instructed to assume a deliberate event had occurred and focus
on who may be responsible for the assassination. Participants were first asked to select who they thought
threw the dart based on the next set of evidence. Approximately 22% of participants picked Jim Little, 37%
picked Roy Smith, 37% said another person, one person said no one threw a dart and one person didn’t
answer the question (Tables 4.6 and 4.7). Interestingly, when broken down by areas of expertise, 63.1%
participants identifying as scientists chose an individual suspect whereas only 54% of non-scientists chose a
suspect. The overall group average for choosing a specific suspect was 59%. The percentage of public health
to non-public health experts choosing a named suspect was 55% to 59.5%, respectively. The percentage of

public health to non-public health experts choosing a specific suspect was 58.1% to 60%, respectively.

Suspects Number of Participants  Overall Percentage
Jim Little 9 22%
Roy Smith 15 37%
Another person 15 37%
No one threw a dart 1 2.4%

Table 4.6: Participant choices of who threw the dart at Salle.

Certainty in choice of suspect was low. When describing their confidence in selecting who threw the

dart, 32 participants said there wasn’t enough information to feel confident in any choice, as reflected when
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Suspects Scientists/Non-Scientists Public Health/Non-Public Health  Security/Non-Security

Jim Little 36.8% / 9% 11.1% / 25% 12.9% / 50%
Roy Smith 26.3% / 45.5% 44.4% | 34.4% 45.2% 1 10%
Another person 31.6% / 40.9% 44.4% [ 34.4% 35.5% / 40%
No one threw a dart 5.4% 1 0% 0% /3.1% 3.2% 1 0%

Table 4.7: Difference in percentage of people choosing a given suspect by self identified areas of expertise
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Figure 4.3: Distribution of confidence level of participants when determining how confident they were in
choosing a suspect for who threw the dart.

asked to describe their confidence on a scale of zero to ten (Figure 4.3). The average confidence level was

4.44 (standard deviation of 2.95) and the range of responses was zero to ten.

One of these 32 chose not to answer the question, one said no one threw a dart because they didn’t have
an option to say, “I don’t know,” and fourteen said another person threw the dart. Of the participants who
chose another person as the dart thrower, three said they chose that option because statistically unlikely that
it was either Smith or Little who threw the dart out of the pool of 68 people who were not filmed at the event.
Twelve people said there wasn’t enough evidence to choose Little or Smith, so they chose another person.
Seven participants also stated that while Little or Smith may have been involved with the assassination
plot, that did not mean they threw the dart themselves. Highlighting the potential difference between being
involved and throwing the dart, one participant stated, “there is little evidence connecting these two persons

to the dart and very little evidence connecting them to the act of projecting the dart into Salle.” Another
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statement about Smith said, “if Smith was involved, it seems that he is plausibly not the engineer, but rather

knew the engineer.”

Overwhelmingly, participants focused on a suspects’ access to rabies viruses and the genetic compar-
isons of that virus to the samples taken from Salle and the dart when considering suspects. Thirty-five
respondents mentioned access or similarity of viral RNA when describing how they came to their con-
clusion on who threw the dart and of those 35, 25 stated the similarity between strains was their primary

motivation for either choosing Jim Little or Roy Smith or specifically not choosing one of them.

Six participants mentioned motivations of the suspects in their reasoning with two participants saying
they would have chosen Little but there wasn’t evidence of a motive for him beyond disparaging remarks on
social media, unlike Smith. When discussing Smith’s possible motives, five participants noted that Smith
was belligerent in his interviews and highly vocal in his opinion about Salle’s pipeline and the potential im-
pacts on the environment. One participant said, “Roy [Smith] probably sees death from a disease associated

with wild animals as some sort of pyric justice... Nature getting back at Salle... or something.”

Participants were again asked to rank ten pieces of new evidence based on how influential the evidence
was in their determination of who threw the dart. No two pieces of evidence could receive the same rank.
No two participants had identical rankings. The mean rank for each piece of evidence is reported in Table

4.8 and the distributions of rankings are illustrated in Figure 4.4.

Evidence Mean Rank Standard Deviation of Mean Rank
Genetic Engineering Signatures in the Rabies Lab Samples 3.23 2.23
University Laboratory Inspection 3.54 2.44
Samples Collected from the IOM Rabies Lab 3.9 1.98
Samples Collected from Little’s Lab 4.62 2.11
IOM keycard logs and security footage 4.62 3.01
Biotech Facility Inspection 6.59 1.79
Rabies epidemiology records 6.67 2.74
Interview with Jim Little 6.72 2.89
Interview with Roy Smith 6.79 242
Social Media Analysis 8.33 1.96

Table 4.8: Mean of different pieces of evidence’s influence on determining who was responsible for throw-
ing the dart that killed Salle.

A Shapiro- Wilk Test was done to determine if the ranking data fit a normal distribution. The test
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Figure 4.4: Distribution of rankings of evidence relative influence on determining who threw the dart at
Salle.

statistic was 0.99 and the p value was 0.01058, so the null hypothesis that the data fit a normal distribution
was rejected. Therefore, a Kruskal-Wallis Test was used to determine if there was a significant difference
in mean ranks of the ten pieces of evidence. The test statistic H was calculated to be 126.68 with 9 degrees
of freedom and a p value of less than 2.2x107!6, so the null hypothesis that the rankings for each piece of
evidence originated from the same distribution was rejected. Therefore, at least one piece of evidence has a
median ranking different from the other pieces of evidence.

A Wilcoxon Sign Ranked Test with continuity correction was used to determine which pieces of ev-
idence had significant differences in their median rankings. The pairings of evidence with significantly
different median ranks were determined based on which pairings had a test statistic W less than the p value
of 0.005. Test statistics for each pairing are reported in the appendix (Table A2).

Participants identifying as scientists all had either one of the laboratory inspections, the lab keycard
access logs and security footage, or analysis of one of the samples as their top ranked evidence. For people
not identifying as a scientist, if their top rank was not one of the five listed above, then it was an interview

with one of the suspects.
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When describing what evidence, if any, were exonerating for any suspect, seventeen participants said
there was no evidence exonerating either suspect. Twelve of these participants also felt there was weak
or no evidence pointing towards either named suspect. Two participants didn’t answer the question. Of
the remaining 22 participants, four participants said the genetic difference between samples and different
number of glycoprotein genes together was exonerating of Little. One participant said the genetic difference
between samples and different number of glycoprotein genes together exonerated both Smith and Little.
Three participants said the genetic distance between samples from Salle and the IOM lab were exonerating of
Little while one participant said the genetic distance between Salle’s samples and the university laboratory’s
publications exonerated Smith. Two people said the lack of a double glycoprotein gene in the IOM lab
samples exonerated Little, one person said the lack of a double glycoprotein gene in the biotech facility
stocks exonerated Smith, and two people said the lack of the double glycoprotein gene in both samples

exonerated both men.

One person said the epidemiological data concerning rabies in the area exonerated both men because
the records showed it was possible that Salle already had rabies and the viral genome got on the dart when

it pierced his skin.

Three participants said facility inspections exonerated Smith. However, three participants specifically
stated that the facility inspections were not adequate for drawing any conclusions, especially the university
laboratory inspection. The reliance on an online database for sequences to compare to those from Salle was
highlighted as a serious flaw in the investigation by one participant. Five participants mentioned that there
needed to be more searching for alternative work sites for both men; personal DIYbio labs were mentioned
as possible sites where either man could have genetically modified the virus. When ranking top evidence for
making their decision on attribution, twelve participants ranked the university laboratory inspection as their

most influential choice.

When discussing the genetic analysis from samples collected following facility inspections, four par-
ticipants said samples needed to be collected from the university laboratory. There were also several com-
ments about the genetic distance between viral sequences from the university laboratory and Salle. Two
participants noted that 96.9% homology is impossible from chance. In describing their thought process in

determining fault, one person wrote,
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“the number of degrees of freedom of possible pathogenesis enhancing mutations is HUGE.
That one suspect is associated with all four of those same mutations (through a friend) is statis-
tically impossible, add in that the friend has the relevant expertise, access to a lab, and would
know how to clean that lab to make sure it sampled negative later, and it’s a much clearer case

of MEANS.”

Three additional participants said it would be too difficult to engineer a rabies virus with considerable
divergence from a baseline strain, therefore they thought the strain used to kill Salle must have come from
the university laboratory.

Keycard access to the IOM lab was ranked as the number one piece of evidence by ten people, seven
of which identified as scientists, two as a security-related area expert, and one as a public health expert.
Fifteen people mentioned the keycard access when considering if Little or an associate of his could have
been responsible for generating the virus on the dart. Others were dismissive of the keycard data. One
participant said the visit frequency and duration from the key card data was not a long enough time to do
viral engineering, so either he was picking up a sample someone else produced or he was just visiting and

chatting with friends. Another participant said,

“Were there security irregularities? Yes... there are ALWAYS some irregularities. That
little tried to enter a door that he wasn’t allowed to open... Who cares? They wouldn’t have
these doors locked if researchers could be expected to keep track of where they are and aren’t
allowed to go. Similarly the unidentified bag... who can account for every article they carried

just YESTERDAY?”

Evidence Credibility

Attitudes towards credibility of evidence in this section differed among participants. Of the participants that
answered the question, nineteen found the evidence credible in large part due to the IOM keycard logs and
security footage, inspections of facilities, and nature of genetic analysis (“genetics doesn’t lie”) and most
excluded the interviews from their conclusion of overall credibility. Eight of these nineteen said that while
the evidence was credible, it was not conclusive or comprehensive. Ten respondents said the evidence was

partially or mildly credible and two said the evidence was not at all credible. For the two individuals stating
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the evidence was not credible, both pointed out that there was more subjective evidence included in this
section of Scenario 1 than the previous section. Both also said the overall investigation, but especially the

inspections, were not thorough enough to be considered credible.

According to one participant who stated they were an expert in law enforcement policy, it was chal-
lenging to assess the technical evidence and therefore they were unable to comment on its credibility. Two
respondents mentioned they would feel more confident in evidence credibility if there was more information
about chain of custody and standard procedures used by investigators included in the scenarios. Interest-

ingly, one respondent mentioned the unique situation of biological events in their response,

“Contrary to other criminal investigations, crimes using biological agents do not comply
with Standard Operational Protocols (SOP). The investigations must be conducted based on
previous expertise and reported cases and depend highly on the agent and the conditions. The
credibility assessment was based on my knowledge of previous criminal cases and focused on

the analysis performed and on the timely application of such techniques.”

Additional Evidence

When asked what single additional piece of evidence participants would want to see, all had at least one
request. The most common request (from eight participants) was additional searches of property associ-
ated with the suspects including their homes, workplaces, and any laboratory space for which they or their
contacts had access. Five participants wanted more in-depth interviews and investigations into contacts of
suspects. Further analysis of the dart and fingerprints from the dart each had four requests. Alibies or loca-
tion logs for the suspects, investigations into rabies virus natural sequence space and mutability, and more
CCTYV were requested by three participants each. Sequences of naturally occurring rabies cases in the area,
information on the suspects’ dart throwing ability, and searches for the missing badge and a dark hoodie
were requested two times each. Order records from the facilities related to rabies primers, an admission
of guilt, testing for preventative vaccination of suspects, and background checks on everyone were each

requested by one participant.
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Overall Comments on Scenario 1

The survey asked participants to describe any evidence they found inappropriate or difficult to analyze in
either section of the scenario. Eight people said the genetic analysis components were difficult for them
to incorporate into their thinking for their respective sections. Eight people also said the environmental
sampling data was inappropriate because it was taken too late after the event occurred. Seven people said
the social media analysis was not difficult to use for their analysis because it was hard to verify. The most
common concern stated throughout the survey with this scenario was that the pool of suspects was narrowed
down too quickly to Little and Smith and that the narrowing to these two individuals was problematic
because it heavily relied on weak evidence (the social media analysis).

Generally, participants felt it was possible to identify with confidence the agent causing Salle’s death
but not the origin of the agent. One participant stated that because there was strong evidence that Salle
had rabies when he died, they were confident in that part of the investigation, but all other conclusions
were questionable because, “the forensic analysis and the criminal investigation process would need to be
integrated and not consecutive or separated from each other.”

Three participants said their ability to consider the questions asked in the survey would be strengthened
by inclusion of background check information on suspects and their contacts, information of the political
climate in the region, and intelligence reporting from the region.

Thirty-five participants stated that they prioritized genetic analyses over all other types of evidence when
assessing credibility, even if this evidence wasn’t the most influential in their decision making, because
genetic evidence was entirely objective.

When discussing how the scenario could reflect a real-life investigation, seven participants mentioned
the importance of “which labs that undertook the sequencing and having trust in the analysis locations would

probably be important in real world.”

4.3.4 Scenario 2

Scenario 2 revolves around the countries of Sol, Nyx, and Hemera and unusual disease trends in animal
and human populations in these countries. The cause of the increased morbidity and mortality is eventually

believed to be associated with dioxin exposures. The origin of the dioxin in the food supply is unknown
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Figure 4.5: Distribution of confidence levels of participants when determining how confident they were in
determining the nature of the event described in Scenario 2.

but rumors of the cause being due to a bioweapon spread and lead to a multilateral investigation. This
scenario included ten pieces of evidence and participants were first asked to use the evidence to assess if a

man-influenced event had occurred followed by a second part looking at possible attribution.

Determining the Nature of the Event

The first questions participants were asked for this scenario was if they thought the scenario described an
event that was a man-made event or naturally occurring. Thirty-five participants selected, “at least some
of the cases of disease are associated with a deliberate or accidental event.” The remaining six participants
selected the option stating all cases of illness were due to naturally occurring events. Of the 35 people be-
lieving there was an anthropogenic cause for the observed illnesses, fourteen suspected it was an accidental
event and 21 suspected it was a deliberate event. On a scale of zero to ten, the average confidence level in

their conclusion was 4.8 (standard deviation 2.16) with a range from zero to nine (Figure 4.5).

Naturally occurring verses man-made

Participants were asked to describe their reasoning behind picking each type of event. Of the six participants

who thought the scenario described a naturally occurring event, one person said they chose naturally occur-
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ring because the environment described in the scenario sounded like the “environment of middle-income
countries where the type of development led to things like incinerating waste or industries without enough
contamination control.” Another respondent suggested that it was a natural event that could be explained by
differences in wild verses farmed pigs’ genetics, where pigs raised on a farm are more susceptible to some-
thing. The other four participants said there wasn’t enough data to suggest anything other than a naturally
occurring event.

The most cited reason for not believing the event was naturally occurring was the disparity in the dis-
ease rates between farm-raised pigs and wild pigs with 20 participants. A lack of elevated dioxin levels
in the environment was the next most mentioned reason for picking an anthropogenic cause with eleven
participants. A lack of a natural source of dioxin and the apparent association between the ASF vaccine and
cases in pigs were both mentioned four times in the reasoning. Intelligence suggesting abnormal behavior
from the North Sol Cartel, the abnormal disease clusters, and severity of disease in humans were each stated
three times. Other reasons for determining the event were man-made include the temporal relationship of
increases in dioxin-related consequences, transcriptomic markers of dioxin exposure in humans, interviews
with the local vets and intelligence signals suggesting suspicious activity, and the initial unwillingness of
Nyx to participate in a multilateral investigation. Additionally, one participant stated that because three

different countries were each facing the same problem, it could not be a naturally occurring event.

Accidental versus Deliberate

Of the respondents who did believe there was evidence that some of the cases could be caused a man-made
event, six of them said it was a “toss up” between deliberate and accidental but without more evidence to
suggest either way, they would default with accidental. Another two participants said that without explicit
evidence of a deliberate event, they would not select deliberate. A lack of apparent targeting of disease
among humans was cited twice. Lack of acute toxicity with proximity to a suspected origin of the event was
another reason for concluding accidental. Three people suggested there may be accidental feed contamina-
tion with one person even referencing a time when dioxin levels were increased in pigs in Ireland due to

contaminated feed. One respondent clearly laid out their deliberations as follows,

“The general elevation of new cases across Year 1 and 2 across all areas indicates actual
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cause has wide geographic spread and lacks targeting. The year 3 dop off for Sol is inconclusive
given the focus on stringent health practices identified in some of the evidence. Additionally,
the river flow would likely remove a one-off environmental contaminant from the Nyx region
first, potentially contributing to the early drop off rate across year 3-4. However, there is low

confidence in this data as it was reported by Nyx to WHO. “

One respondent stated they would not be able to make a conclusion about accidental verses deliberate
without “video footage of someone purposefully contaminating a pesticide supply or the like.”

The most frequently cited reasoning for determining an event was deliberate was because of the behavior
of the North Sol Cartel, such as the precautions they took to keep their pigs separate and only eat their pigs,
which was listed in the reasoning of fourteen participants. Four participants also stated that in addition to
their behavior, the cartel had clear motive, like to expand influence, or undermine the Sol government, which
further suggested a deliberate event. The disparity in dioxin levels in wild compared to farm raised pigs was
cited three times as evidence of a deliberate rather than accidental event.

Four participants said the difference in impact was crucial in their determination with one saying, “weak
but suggestive evidence that the North Sol Cartel was not affected,” implying that the disproportionate
amount of impact was itself suggestive of a deliberate event. Another participant suggested that because
dioxin linked genes were upregulated and transcription profiles altered in humans, it was a deliberate event.
Three participants noted that there seemed to be an association between the ASF vaccine and pathogenicity,
but doubted a vaccine could cause as widespread cases as reported in the scenario without an entire batch
of vaccine being affected, and an entire batch wouldn’t be affected without deliberate action. The lack of
environmental exposure was cited as evidence of a deliberate event as well.

Participants were given ten different pieces of evidence to consider when determining which type of bio-
logical event was occurring. Each participant had to rank all ten pieces of evidence based on how influential
the evidence was in their determination of event type. No two pieces of evidence could receive the same
rank. No two participants had identical rankings. The mean rank for each piece of evidence is reported in
Table 4.9. A graphical representation of the distribution of ranks for each piece of evidence can be found in
Figure 4.6.

A Shapiro- Wilk Test was done to determine if the ranking data fit a normal distribution. The test statistic
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Evidence Mean Rank Standard Deviation of Mean Rank

Surveying pigs for dioxin bioaccumulation 3.45 2.42
Environmental sampling for dioxins 4.85 2.55
Transcriptomic analysis of samples from current patients 5.00 2.68
Medical records from patients in Hemera, Nyx, and Sol 5.28 2.61
Satellite images of Sol’s cartels’ territories 5.30 2.73
Intelligence Signals in the Region 5.58 2.88
Epidemiological data from national authorities 5.92 2.68
Interviews with local veterinarians 5.92 2.68
Satellite imagery analysis of chemical processing plants and other 6.92 2.60
facilities in Nyx

Previous published research article 7.05 3.14

Table 4.9: Mean rank of different pieces of evidence’s influence on determining the type of biological event
occurring in Scenario 2.

was 0.98 and the p value was 3.72x10®, so the null hypothesis that the data fit a normal distribution was
rejected. Because the data did not follow a normal distribution, a Kruskal-Wallis Test was used to determine
if there was a significant difference in mean ranks of the ten pieces of evidence. The test statistic H was
calculated to be 46.5 with 9 degrees of freedom and a p value of less than 4.94x1077, so the null hypothesis
that the rankings for each piece of evidence originated from the same distribution was rejected. At least one

type of evidence has a median ranking different from the other pieces of evidence.

A Wilcoxon Sign Ranked Test with continuity correction was used to determine which pieces of ev-
idence had significant differences in their median rankings. The pairings of evidence with significantly
different median ranks were determined based on which pairings had a test statistic W less than the p value
of 0.005. Test statistics for each pairing are reported in the appendix (Table A3). Only three pairings of
evidence were found to have significantly different mean ranks: the pig survey data compared to the satellite
images, the pig survey data compared to the previous research, and pig survey compared to interviews with

vets.

Unsurprisingly given the prior explanations of how participants determined the type of event, the pig
surveying data had the highest mean rank and was the most frequently picked top rank. However, there
was not a significant difference in rank between any other types of evidence. There was clear overlap in
the second and third quartiles for all evidence comparisons other than the pig survey data compared to the

previous research.
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Figure 4.6: Graphical representation of the distribution of rankings of evidence relative influence on deter-
mining the type of biological event described in Scenario 2

Additional Evidence

Participants were asked to suggest one additional piece of evidence that would have helped them determine
what type of biological event may have occurred in Scenario 2. Four participants did not respond to the
question. Seven participants requested an investigation into the ASF vaccine manufacturing facility, its
processes, and the staff. Six people requested testing of the ASF vaccine itself. Six people requested pig
feed across the countries be analyzed, with one participant providing citations for past occurrences of feed
contamination leading to adverse human health outcomes (171). Six participants requested more information
from intelligence sources, including requests for intelligence about the cartels, geopolitical landscape of the

region, trade (particularly pork trade), and even weather and climate trends in the area.

Four participants requested more sampling of pigs in the different areas of Sol, including the territory
that is government controlled. Two additional participants requested genetic testing of the pigs in Sol with

one specifying they wanted the testing done pre- and post-ASF vaccination of the pigs.

Two participants requested environmental sampling including other livestock in the region, plants, other
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wild ungulates, and soil microbes for dioxin levels. Two participants requested more thorough epidemio-
logical data, one specifying data on human health outcomes and the other requesting data on human and
ungulate health. One person wanted information on pork intake for people in each country. One person

requested the full report from the WHO/FAO investigation mentioned in the scenario.

Determining Who is Responsible

The second phase of the survey for Scenario 2 asked participants to consider who or what was responsible
for the biological event observed in the scenario. The same pieces of evidence used in the first part were
used again for this part of the survey in hopes of seeing if usage of the evidence changed depending on
the question. Participants were first asked who or what they thought was responsible and to explain their
response. Four participants chose not to answer the question. Of the ones who answered, their response
to who or what was responsible can be found in Table 4.10. When the participants were then asked their

confidence level, the mean confidence level was 4.73 (standard deviation 2.25), as illustrated in Figure 4.7.

Responsible Party Count
ASF Vaccine Factory 4
Feed 4
Hemera 1
Naturally occurring 3
North Sol Cartel 16

North Sol Cartel and ASF Vaccine Factory
Not enough information

Nyx

Nyx, Hermera, Sol, or a cartel

_—— O\ W

Table 4.10: Responsible party for the biological event in Scenario 2 chosen by participants.

Participants were given ten different pieces of evidence to consider when determining which the respon-
sible party for the biological event in Scenario 2. Each participant had to rank all ten pieces of evidence
based on how influential the evidence was in their determination. Only one participant had an identical
ranking between each section of Scenario 2. No two participants had identical rankings. The mean rank for
each piece of evidence is reported in Table 4.11. A graphical representation of the distribution of ranks for
each piece of evidence can be found in Figure 4.8.

A Shapiro- Wilk Test was done to determine if the ranking data fit a normal distribution. The test statistic
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Figure 4.7: Distribution of confidence levels of participants when determining how confident they were in
determining the responsible party for the biological event described in Scenario 2.
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Figure 4.8: Graphical representation of the distribution of rankings of evidence relative influence on deter-
mining the responsible party of biological event described in Scenario 2.
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Evidence Mean Rank | Standard Deviation of Mean Rank
Surveying pigs for dioxin bioaccumulation 3.58 2.51
Environmental sampling for dioxins 5.42 2.5
Transcriptomic analysis of samples from current pa- 5.68 2.64
tients

Medical records from patients in Hemera, Nyx, and 6.02 2.66
Sol

Satellite images of Sol’s cartels’ territories 4.65 3.14
Intelligence Signals in the Region 4.82 3.06
Epidemiological data from national authorities 542 2.33
Interviews with local veterinarians 5.78 2.6
Satellite imagery analysis of chemical processing 6.4 2.6
plants and other facilities in Nyx

Previous published research article 7.22 3.25

Table 4.11: Mean rank of different pieces of evidence’s influence on determining the responsible party for
the biological event occurring in Scenario 2.

was 0.98 and the p value was 1.84 x107, so the null hypothesis that the data fit a normal distribution was
rejected. Because the data did not follow a normal distribution, a Kruskal-Wallis Test was used to determine
if there was a significant difference in mean ranks of the ten pieces of evidence. The test statistic H was
calculated to be 43.8 with 9 degrees of freedom and a p value of less than 1.52 x107, so the null hypothesis
that the rankings for each piece of evidence originated from the same distribution was rejected. At least one

type of evidence has a median ranking different from the other pieces of evidence.

A Wilcoxon Sign Ranked Test with continuity correction was used to determine which pieces of ev-
idence had significant differences in their median rankings. The pairings of evidence with significantly
different median ranks were determined based on which pairings had a test statistic W less than the p value
of 0.005. Test statistics for each pairing are reported in the appendix (Table A4). Seven pairings of evidence
were found to have significantly different mean ranks.

Several theories based on the evidence were put forth by participants concerning attribution for Scenario
2. Participants quickly assumed the health outcomes in humans were tied to dioxin accumulation in pigs.
One stated, “it is obviously through the food - animal fat accumulation of dioxins.” However, participants
were split on how dioxins were getting into the human food supply, with the most common theories sur-
rounded feed or ASF vaccines. Pollution was also a pathway suggested albeit as an afterthought in most

cases.
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Sixteen participants theorized that North Sol Cartel was responsible for the event, with nine of those
participants suggesting the mechanism was the vaccine and the other seven theorizing pig feed. Four addi-
tional participants thought the ASF vaccine was the mechanism but did not attribute responsibility to North
Sol Cartel. Of those who believed the vaccine was the pathway for increased dioxin levels and attributed
responsibility to the North Sol Cartel, the intelligence signals and satellite images suggesting North Sol Car-
tel abnormal behavior and low mortality rates after Year 1 were commonly cited as evidence that supported

their theory. When explaining their theory, one participant stated,

“The simultaneous emergence of ASF in vaccinated pigs in South Sol is consistent with
North Sol cartels deliberately tampering with the ASF vaccine as a means of delivering a
bioweapon. While the deliberate threat could also have been created by a nation-state, and
then been taken advantage of by the cartel, intelligence signals are consistent with a biological
event being consistent with a cartel’s interests, but not consistent with the interests of any of the

other identified players in the region.”

Participants who did not recognized ASF vaccine as the mechanism but did not assign blame to North
Sol Cartel suggested fault lied with the vaccine manufacturing facility either intentionally or unintentionally
altering the vaccine. The timeline, interviews with veterinarians, and prior paper were listed as relevant
in their reasoning explanation by these four participants. One participant explicitly blamed Hemera for
the event because the vaccine facility was located in that country, though they did not think it was a state
sponsored bioweapon.

Participants who thought the feed was the source of increased dioxins reported using the environmental
sampling data and the survey of dioxin levels in pigs as key in forming their theories. One participant picked

the feed route over the vaccine route due to their analysis of the timeframe given in the scenario,

“I do not believe this event is related to the vaccine schedule; the vaccine was "given to
farmed pigs in the region for 4 years prior to Year 1" with the final dose "at age 1 year". Farmed
sows are usually kept for less than 10 parities, and can farrow 3 times a year, so it just doesn’t
seem plausible to me that you would start seeing effects after 4 years, unless the ASF vaccina-

tion campaign has increased in scope in major ways.”

109



Respondents that thought North Sol Cartel was responsible for tampering with feed also noted the in-
telligence signals and satellite data suggesting abnormal behavior as contributing to their theory. They also
noted that North Sol Cartel may be interested in gaining influence and territory or disrupting the legitimate
government of Sol through a bioweapon.

Intelligence signals and the prior paper from a laboratory in Hemera helped three participants develop
a theory that the North Sol Cartel was collaborating with the Hemera laboratory, which possessed the ge-
netically engineered bacteria that can modulate dioxin synthesis, to alter the ASF vaccine sent to all other
pig farms. One of these participants also said the information from the veterinarians contributed to their
development of this hypothesis, though at a lesser extent than the intelligence signals. They also said that
the low incidence of elevated dioxin in wild pigs and the incidence of disease in North Sol Cartel in Year 1
was indicative of vaccine tampering as the source of the biological event.

One participant theorized that Nyx was responsible via pollution. Their reasoning was that Nyx was
slow to agree to participate in the investigation, they had a facility that made dioxin as a byproduct of
pesticide manufacturing, and that the event heavily impacted the pork production industry in other countries,
but Nyx was the only country in the region that didn’t have a robust pork industry but was accused of using
bioweapons. The participant thought it could be an accidental environmental exposure from pollution related
to the pesticide manufacturing, except for the fact that all other affected countries have an economic hit
whereas Nyx doesn’t and Nyx wouldn’t cooperate in the beginning, and thus concluded Nyx was involved in
a state-sponsored bioweapon program. Another participant thought any of the countries could be responsible
based on the economic impact of first decreased pork output and strain on the human health system in
addition to the impacts of terrorism were people to believe a bioweapon had gotten into their food supply.

There was one participant who mapped out not just what they believed to be the case for determining if

a deliberate event occurred and who did it but also included how they wanted to verify their hypothesis,

“There is a plasmid sequence for a biosynthetic pathway for dioxin. Insofar as there is
any case for a deliberate event that event basically has to look like this: North wants Pork-
Monopoly. —> Uses Hemera research, and maybe Hemera researchers to make bioagent with
dioxin biosynthetic pathway. —> Uses experimental ASF vaccine as initial vector for delivery,

but agent is likely somewhat contagious as North has enhanced contagion protocols in place. If

110



that is the case, pigs with bioaccumulation of dioxin ought to have somewhere in their system,
or their feed, sequences associated with dioxin biosynthesis. If not, the whole hypothesis falls
apart. So, develop PCR primers for essential invariant components of the dioxin biosynthetic
pathway, and verify that the AGENT ACTUALLY EXISTS! Such an agent, regardless of the
rest of the scenario, simply CAN NOT be natural... maybe it’s an accidental lab-release from
the Hemera lab, maybe it’s more deliberate but without an isolated agent, epidemiology is

insufficient to completely identify motive vs. accident.”

Overall Conclusions and Comments on Scenario 2

The primary comment from participants when discussing the appropriateness of evidence presented in Sce-
nario 2 was that the evidence overall was weak. Twenty-three respondents said the evidence was weak,
particularly related to the epidemiological data and intelligence reports having too many gaps. Seven par-
ticipants also mentioned the satellite imagery and prior report to be hard to use in their analyses. Three
participants said the transcriptomics data was hard to interpret.

Participants were split when discussing credibility of the evidence. Eighteen said the evidence was less
credible because it was vaguer than evidence in Scenario 1 and largely circumstantial and speculative. One
participant even said the only non-speculative evidence was the pig dioxin level survey. These respondents
frequently said they primarily determined credibility based on how much the evidence relies on speculation
verses objectivity. Six participants stated that the evidence was less credible because more came from
national authorities, which they did not think could be taken at face value.

One participant gave a breakdown of evidence credibility as follows,

“The evidence that the biological event is caused by dioxin accumulation in farmed pigs is
quite trustworthy: no obvious gaps, clear report of the key features (1, 2, 3, 4, 5, 6). The satellite
imaging of cartel territories (7) is difficult to evaluate, since I don’t know how reliable it is to
draw the given conclusions from satellite imaging. The interviews and associations (8,9,10) are

suggestive and consistent with the conclusions, but are too sketch to be definitive.”

Ten participants stated that having a multilateral investigation, the WHO investigation, or the UNSGM

standards guiding the investigation as positives for credibility of the evidence. These individuals said who
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was doing the investigation or how the investigation was conducted (such as how much control the investi-
gatory team had in collecting information) was the key factor in determining credibility.

Participants felt much more uncertain in Scenario 2 than Scenario 1. One stated, “much lower trust-
worthiness and credibility than Scenario 1, resulting in much higher uncertainty.” Seven participants felt the
vagueness of Scenario 2 would be reflected in a real-life scenario; “Just enough data to get participants to
bite on a deliberate event but not enough to conclusively point the finger. Often, that’s how it goes in real
life. Solving incidents conclusively is easier said than done.” Three people felt the opposite and that real life
would be much clearer than the scenario.

Participants were asking for any closing thoughts. Two responses reflected on how these scenarios would
compare to a real-life event. One stated, “The data presented is, barely, enough to call for an international
team to come and further investigate. International is good because it removes bias. Without an isolated

agent, however, it’s just supposition and circumstantial evidence.” Another response was,

“1 think this, again, shows that peoples’ different perspectives can make it very difficult to
know exactly what is an accidental, natural, or deliberate biological event. Unfortunately, there
are so many gaps that need to be filled with "reasonable" assumptions, but those assumptions

may change based on the information available as well as the composition of the group.”

4.4 Discussion

4.4.1 Limitations

Results from this research should be interpreted with caution due to several limitations, most notably sam-
pling and ability to replicate a true investigation. The sample size of 41 participants is much smaller than
the population of people who would be involved in investigating or acting on an investigation of a biological
event and is likely not truly representative of the worldwide population. Efforts were made to gain exper-
tise, gender, racial, and cultural diversity in participants of the study. Survey materials were only made in
English and therefor all participants had to speak English, biasing results. Additionally, response rate and
agreement to participate was higher among experts from the US and UK, likely in part due to name recog-

nition of the US based study team. The scenario and survey were developed by the US research team and
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therefore influenced by cultural biases from the US perspective. Future research in this area would benefit
from collaborations with researchers from other countries and cultures to reassess the scenario and improve
participation among non-American participants.

This study was exploratory. Results must be validated with reproducibility in other studies. Different
scenarios and participants could generate different trends in responses. Additionally, the methodology used
in this study attempts to replicate a true investigation of a biological event. However, due to time constraints
on participants the quantity of data that would be expected for an investigation, it is not practical to attempt
to perfectly replicate an investigation. The methodology employed for this study was designed to extract
key components of an investigation report, such as identifying who collected or analyzed the data, and
representative pieces of evidence to compare biological samples versus more traditional intelligence and
evidence. Limited detail about the evidence was provided to avoid over-explaining or interpreting evidence
to limit bias imposed from how the study team wrote the scenarios. Future work that creates a more realistic
and immersive experience could provide more robust and representative results.

This exercise was designed to provide information that could be broadly applicable to a real-life situa-
tion. However, participants may react differently when a situation is real and not an exercise and the impact
of world events and politics will inevitably impact how individuals view any given situation. Ideally, the
way in which people would approach attribution would not change drastically in a real situation or in sce-
narios with different details. Conclusions may vary but how an expert goes about examining evidence and
their expectations for how an investigation is conducted should be stable. A repeat of this experiment could

provide valuable information concerning changes in attitudes on these topics.

4.4.2 Pilot Study

The results from the pilot study revealed several key findings that were important for guiding further re-
search efforts. Results from the pilot studies of both scenarios suggested that the chosen methodology was
appropriate for testing how stakeholders would be assessing and interpreting evidence during a biological
event. The scenarios and survey were produced data that could feasibly be analyzed and were well-received
by participants. Given that pilot participants reported uncertainty in their conclusions and there was diversity

in answers about who was responsible for the events, the scenarios were not altered as the goal was to avoid
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the scenarios being obvious. In real life events, there will be great uncertainty in what has happened, and
people will have to assess evidence, credibility, conclusions, and reporting on the incident for themselves.
After the pilot was conducted, the authors were confident they had succeeded in replicating a situation with

an appropriate amount of uncertainty.

4.4.3 Scenario 1

Scenario 1 focused on the death James Salle. Participants were asked to respond to the scenario in two parts,
the first part focused on exploring if Salle was deliberately killed with a biological agent and the second part
focusing on who may have been responsible for killing Salle. Participants were more uniform in responses

for part one compared to part two.

Assessing Laboratory Evidence

Biological evidence is a type of physical evidence, which is routinely assumed to be more objective and
therefore reliable than testimonial evidence (172). Evidence types that required a laboratory for analysis
were typically ranked higher than evidence from more traditional investigatory processes that did not involve
the laboratory, with four of the five laboratory-based evidence types being ranked higher than any of the more
traditional forms of evidence based on the aggregate rankings. As was noted in the subsequent question,
some participants felt biological evidence “couldn’t lie” and was therefore more trustworthy than other
types of evidence, like interviews and witness statements. This may account for the why the biological
evidence was generally ranked higher than non-biological evidence. However, other types of evidence
that are also generally considered to be “the truth” (in a pre-generative Al world), such as surveillance
footage, had a lower aggregate ranking than other types of evidence that can be considered unreliable, like
witness statements. The participants were asked to rank the evidence based on how influential it was in
relation to the other evidence. “Influential” was picked because it could include considerations such as
trustworthiness, reliability, accuracy, and importance for decision making. Open ended questions following
the initial ranking asked participants to discuss trustworthiness and tease apart what was considered by the
participant in determining influence on decision making.

Evidence included in the scenario was given a brief description. For evidence requiring laboratory anal-
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ysis, a quick description of the results was provided. Sequence similarity, number of copies of a particular
gene, mutations in a gene, and descriptions of clade groupings were included to assess how participants
interacted with these types of genetic analyses. Rabies virus is a negative sense RNA virus that relies on
an RNA dependent RNA polymerase (RdRp) to replicate. The rabies virus RdRp has a high mutation rate,
leading to the virus existing as a quasispecies (173). The percentages of similarity provided to participants
were designed to be plausible for a quasispecies producing virus, as were the descriptions of clades and
the number of gene copies. Participants had different levels of familiarity with genetic analysis. The sce-
narios did not include a primer on how to interpret results. Instead, the type of genetic analysis included
was designed to be simple enough for people with high school biology to be at least somewhat comfortable
understanding. In a real-life scenario, levels of education and backgrounds will differ. Participants were
welcome to use the internet or textbooks as a resource to better conceptualize the evidence provided, just as

decisions makers will be free to seek their preferred advisors.

Sequence similarity is reported by a percentage and was considered as the most straight forward genetic
analysis provided because percentages are used in many fields. Nucleotide sequence similarity percentages
were provided comparing sequences from the dart to samples taken from Salle (99.2%) and between anal-
yses of samples from Salle (98.7%). The degree of similarity between sequences was chosen to not be a
perfect match to reflect differences that could be due to degradation of the sample over time, differences
in sequencing protocols and reagents, and how the viral population itself could evolve within different host
tissues. The relatively small differences were meant to see if these were big enough differences for partici-
pants to question if the dart was the source of rabies for Salle or if the investigatory team compared to initial
medical examiner samples were suspect or one sample potentially less valid than the other. Interestingly, the
metagenetic analysis from the dart was interpreted very differently amongst participants. For some people,
it was the most important and clear evidence that a deliberate event had occurred. For others, it was at best
ambiguous and at worst meaningless because it was impossible to determine directionality of transmission:
did Salle get rabies from the dart or did an already infected Salle get rabies on the dart? Additionally, the
similarity in sequence between the dart sample and postmortem samples was highly impactful for some peo-
ple with some participants reporting not only was the similarity enough to determine a deliberate event had

occurred but also to attribute the crime to one suspect. Others thought it was odd the sequence similarity was
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“so low” between the dart analysis and postmortem samples, while even more participants didn’t know how
to interpret any of the sequence similarity data. Given that these were the two most highly ranked pieces of
evidence in part 1, it is surprising that there is such diversity in how people used them in their analysis. This
highlights how one piece of evidence that some think is straightforward and critical might not be to others.
A potential vulnerability of an investigation could be such pieces of evidence where there is great emphasis
on a given piece of evidence but vast differences in how people interpret the evidence. Such differences
in interpretation could be major candidates for exploitation for misinformation or disinformation. In part
2, some participants said the sequence similarity alone was enough to determine Smith was responsible.
Other people stated they didn’t have a good idea of how to interpret the percent similarity numbers between

sequences, and they typically ranked such evidence lower in this section, unlike in part 1.

However, in the next section of the scenario, when discussing samples taken laboratories connected
to suspects, nucleotide similarity of 86.1% to 96.9% and 83.2% are provided. These lowers percentage
similarities did make some participants, including some who did not identify as scientists, question if there
was a true match between the rabies on the dart and the samples taken from laboratories. 86.1% to 96.9%
was meant to indicate there were many samples of rabies virus in the laboratory that had either come from
different sources or been passaged extensively enough cause such a difference in sequence similarity. In
either case, this would suggest a laboratory that has many vials of rabies available and that some vials
contain rabies virus very similar to what was found to infect Salle. The other facility was reported to have a
rabies lab, but the highest degree of similarity was only 83.2%. Some participants did report this 86.1% to

96.9% range of similarity to be influential in their decision making, especially compared to the 83.2%.

Scenario 1 included evidence that found there were two copies of the glycoprotein gene found in rabies
virus population sampled from Salle after death. In the evidence description, participants are told the sci-
entific literature suggests multiple copies of the gene could increase infectivity and that two copies of the
gene have not be found in a rabies isolate. The scenario also stated there were mutations in the duplicated
gene at 4 sites and that these mutations were reported to enhance viral pathogenesis in the literature. In
their analysis, most participants assessed the mutations to mean there had been genetic engineering of the
virus that killed Salle (than thus intention to harm him). Interestingly, the presence of mutations in both

genes, but not the presence of a double gene itself, was considered to indicate genetic engineering by most
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participants. Mutations may be better understood by participants compared to gene duplications and the

capacity for viruses to handle multiple copies of a gene.

One piece of evidence included a description of a phylogenetic tree comparing samples taken from
Salle to samples taken from a laboratory connected to a suspect. The isolates from the laboratory grouped
together while Salle samples created their own clade. Only one participant mentioned the phylogenetic tree
when describing how they analyzed their evidence, suggesting the concept of a phylogenetic tree is less
impactful for a broad audience compared to the percent sequence similarity. The evidence including the
phylogenetic tree was paired with the 83.2% sequence similarity, so the phylogenetic tree alone can’t be
compared to these other types of genetic analysis to assess how the different types of information ranked
in consideration for participants. However, the participant above noted that while most people do not
have the expertise needed to fully read a phylogenetic tree, they can be very useful for attribution,

especially when considering a phylodynamic tree.

Importantly, a single number for sequence similarity will not be an adequate description for comparing
two viral populations. It is one of the simplest metrics, and an approachable one for non-scientists, but it does
not adequately describe the viral quasispecies or indicate the impact of the differences in the viral population.
In a real investigation, growth curves, phylogenetic trees, and detailed descriptions of the quasispecies traits
will be needed. However, this information will not be nearly as ingestible to the public as a sequence
similarity. If there is a case where sequence similarity could point to one conclusion, but this other data
more comprehensively suggests an alternative conclusion, this could be an opportunity for exploitation by

conspiracy theorists or supporters of the first conclusion.

Environmental samples were included in the evidence list because environmental sampling has been
used to determine points of origins for outbreaks in the past. The scenario says entrances, exits, handrails,
and the stage were swabbed. These swabs were used for PCR testing to detect rabies virus fragments. How-
ever, the scenario specifies that testing took place 43 days after Salle died. The delay in testing was included
because rabies was not known to have infected Salle immediately after the dart hit him. This evidence was
included to show there was not a continuous presence of rabies virus at the venue. Unsurprisingly, this en-
vironmental testing was ranked the lowest of the laboratory derived evidence. Participants stated they didn’t

think the environmental sampling from the facility was done soon enough after the event. Had the environ-
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mental sampling been done sooner after the attack, some participants may have found it more impactful for
their assessment. However, it was the only type of laboratory derived evidence that multiple participants
suggested was “useless”. In open ended questions, multiple respondents suggested environmental sampling
would not have any place in such an investigation. This attitude may stem from an ongoing controversy at

the time of this experiment related to environmental sampling of viruses (174).

There are different types and reasons for environmental sampling. Such sampling can be done on water,
air, soil, or other surfaces in a built or natural environment. Sometimes sampling is done for disease surveil-
lance, such as wastewater surveillance for a particular pathogen causing disease in that community. While
environmental sampling for public health surveillance has some drawbacks, such as concerns for privacy, it
is not particularly controversial among politicians or the public in Western countries. Alternatively, since
the origin of COVID-19 became a highly politized topic, environmental sampling for research purposes or
“virus hunting” has become controversial, with some people suggesting such work doesn’t provide enough
benefit for the cost and potential risks involved. While the example of environmental sampling given in
this scenario was not for research, some participants did suggest any environmental sampling would be use-
less and a safety risk. The conflation of all environmental sampling and associated controversy could be a
problem for investigations in the future. This is another area where an investigatory team will need to be
cognizant of the general opinions and attitudes at the time of the investigation to avoid their work being

inappropriately targeted or rejected.

Participants overwhelmingly found biological evidence the most credible, followed by film/photo evi-
dence, then statements from individuals. However, much of the biological evidence was genetic analysis
that many participants stated they did not fully understand yet still ranked it higher than other evidence they
did understand. This could be a problem in a real investigation if the genetic evidence is also the most
divergent in terms of how people interpreted it. Many people inherently trusted genetic information more
than other types of evidence, taking it at face value without fully understanding the results or the methods
required to get the results. Genetic information was also the most divergent as far as credibility and interpre-
tation from other biological and non-biological evidence. This contradiction of high perceived credibility
but low understanding makes it another vulnerability for exploitation by those wishing to undermine the

investigation.
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There are different types and reasons for environmental sampling. Such sampling can be done on water,
air, soil, or other surfaces in a built or natural environment. Sometimes sampling is done for disease surveil-
lance, such as wastewater surveillance for a particular pathogen causing disease in that community (175).
While environmental sampling for public health surveillance has some drawbacks, such as concerns for pri-
vacy, it is not particularly controversial among politicians or the public in Western countries. Alternatively,
since the origin of COVID-19 became a highly politized topic, environmental sampling for research pur-
poses or “virus hunting” has become controversial, with some people suggesting such work doesn’t provide
enough benefit for the cost and potential risks involved (176). While the example of environmental sampling
given in this scenario was not for research, some participants did suggest any environmental sampling would
be useless and a safety risk. The conflation of all environmental sampling and associated controversy could
be a problem for investigations in the future. This is another area where an investigatory team will need to
be cognizant of the general opinions and attitudes at the time of the investigation to avoid their work being

inappropriately targeted or rejected.

Participants overwhelmingly found biological evidence the most credible, followed by film/photo evi-
dence, then statements from individuals. However, much of the biological evidence was genetic analysis
that many participants stated they did not fully understand yet still ranked it higher than other evidence they
did understand. This could be a problem in a real investigation if the genetic evidence is also the most
divergent in terms of how people interpreted it. Many people inherently trusted genetic information more
than other types of evidence, taking it at face value without fully understanding the results or the methods
required to get the results. Genetic information was also the most divergent as far as credibility and interpre-
tation from other biological and non-biological evidence. This contradiction of high perceived credibility
but low understanding makes it another vulnerability for exploitation by those wishing to undermine the

investigation.

Willingness to rely on the biological evidence, specifically the sequence similarity, when determining
the type of event was higher compared to when assessing a guilty party. It was not clear from participant
responses why some changed their willingness to use sequence similarity data between parts 1 and 2, or
even if they acknowledged they had done so. Such a switch could be caused by the different nature of these

questions and implications of deciding. The first question was asking what happened but didn’t place blame
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whereas asking participants to decide who was responsible would likely lead to severe consequences for that
individual. Participants may have been less willing to use evidence they didn’t understand when there was

such high potential consequences associated with a decision.

Determining if there was an Assassination via Bioweapon

The first part of this scenario asked participants to determine the nature of Salle’s death. First, they had to
consider if he was deliberately killed. Second, they had to decide if a biological agent was used to kill him.
Of the participants that thought a deliberate event had occurred from the beginning of the exercise, there
were two main approaches in reaching that conclusion. Some participants were looking for lack of a natural
transmission pathway to indicate a deliberate event while others were looking for evidence of nefarious
intent. Those that were looking for nefarious intent often used terms like “smoking-gun” when referring to
the genetic data and heavily relied on that data compared to all others. Participants who seemed to be looking
to rule out natural causes first before considering a deliberate cause of death were more likely to mention
more types of evidence in their written responses and more likely to rank all the biological evidence above
other types of evidence. This bifurcation in how participants were approaching deciding could impact not
only what evidence is collected but also confidence in a conclusion. Participants who determined there was
a deliberate event were more confident in their conclusion than those selecting the inconclusive option. One
participant looking for a lack of a natural transmission pathway and who ultimately selected “inconclusive”
said they were trying to “prove a negative.” Proving a negative is much harder than proving a positive
claim because it requires more exhaustive searching. If some experts are going into attribution expecting an
investigation to prove a negative, they may never accept the results of an investigation because it will never
be thorough enough. Understanding and managing expectations from both investigators, decision makers,
and the public will become a critical responsibility.

When determining if a biological event is naturally occurring or caused by a human behavior, genetic
analysis may not be the most helpful evidence. Genetic information will change as organisms replicate and
importantly, evolve. While scientists know of factors influencing evolution, such as environmental pressures,
and can guess how those pressures will impact the population, we can’t predict the exact genetic changes.

Scientists can use site directed mutagenesis to insert specific mutations to get a known outcome. Scientists
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can passage a microbe under specific environmental conditions to get a population with a specific phenotype,
such as resistance to the mutagen. Scientists can also introduce a lot of random mutations. However, there
is no way to know the exact genetic changes that will occur in response to a given environment without
prior study. If there is an artificial nucleic acid analogue present, it there will be strong evidence for genetic
engineering.(177) A sequence that appears to have a full gene from a different organism or has markers of
using a gene editing technology could also be indicative of genetic engineering. But there will be many
situations where anomalies found in a genome could be naturally occurring and you can’t determine if it has

been genetically modified or not.

Looking at phenotypic expression may help when genetic analysis isn’t definitive. Understanding the
baseline growth kinetics, infectivity, pathogenesis, and other characteristics of a pathogen and comparing
to samples in question can shed light on if there has been modification to the agent. However, changes
could still be a product of evolution. Additionally, while it may be possible to collect genetic information
for sequencing, there may not be samples for passaging to study the phenotype. Passaging itself will cause

evolution of the pathogen, so even phenotypic expression will need carful and restrained analysis.

Even if there is evidence of genetic modification, that may not correlate to nefarious intent. Bacteria
and viruses are genetically modified in labs to create vaccines and treatments or to study the diseases they
cause. Sometimes bacteria are modified to produce a product like spider silk or something people can eat.
These modifications are not nefarious and there are typically extensive biosafety measures in place to prevent
these organisms from harming someone. If someone was infected by one of these organisms, samples would
indicate genetic modification but not intent. Genetic analysis alone cannot determine intent. Other types of

evidence would be required to make such a determination.

Interestingly, one person said, “while the rabies virus was altered, I would not necessarily call it a
bioweapon. The perpetrator used a strain that was more infectious to lessen the chance of survival, and
it was a deliberate attack. That does not necessarily mean it was a bioweapon. It was a targeted attack
on one individual using a biological agent.” Such nuance in terminology may impact how decision makers
would react to a report. Using “bioweapon” in a situation like this scenario could be seen as sensationalist
or fearmongering, leading to less willingness to act on the information. Using the term “bioweapon” could

also change how international law and norms are applied to the situation.

121



Determining Who was Responsible for the Assassination

In the second part of Scenario 1, participants were asked to find the party responsible for Salle’s death. The
evidence for this section was written to cast an equal suspicion on the two main suspects while also leaving
room for the possibility of it being neither suspect. Roy Smith was written to have a clearer motive and
being more aggressive with police but does not currently work in a laboratory working with rabies. Jim
Little was cooperative with the police, works in a facility with a rabies laboratory, and has some suspicious
behavior going into that lab but lacks a motive. Smith had the most votes with higher confidence than Little

or the “another suspect option”.

From the ranking data, scientists more frequently choose the samples from labs in their top three pieces
of evidence compared to others. Familiarity with viruses and sequencing may be leading scientists to value
these types of evidence more whereas people less familiar with the technology could be more reliant on
other types of evidence that are more familiar to them. In contrast to the scientist group, those that identified
as being in one of the security-related areas of expertise chose Jim Little at a much lower rate than those
not in a security related area of expertise. In their descriptions of why they picked a particular subject,
participants identifying as an expert in a security related field exclusively mentioned motivation as part
of their decision making. This difference in response could be due to training in investigations by fields of
practice. It would be interesting to see how conclusions would change if given the opportunity to collaborate

on the investigation.

Scientists were more likely to choose a named suspect than other areas of expertise, particularly choosing
Jim Little. Scientists picked Jim Little at a higher rate than non-scientists (36.8% versus 9%). Conversely,
scientists picked Roy Smith at lower rates than non-scientists (26.3% versus 45.5%). Little was described
as a scientist. Many participants who identified as scientists described Little as having expertise to engineer
a virus, access to a stock virus, and access to the tools and knowledge needed to take the samples from his
workplace that were 83.2% similar to the Salle post-mortem samples and create the virus that killed Salle.
Scientists picking the scientist suspect at higher rates than other professions could be due to scientists being
exposed to biosafety training at a higher rate than other professions. Even the most basic biosafety trainings
will touch on potential misuse of biological agents or chemicals from the lab. Alternatively, scientists are

more familiar with how laboratories run and may have been more suspicious of the unauthorized entry
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into the rabies lab by Little compared to non-scientists. Scientists may have been quick to discount Smith as
responsible for the assassination because they didn’t think he had the training required to do the engineering,
as multiple participants who identified themselves as scientists stated in their reasoning. One participant who
is a scientist mentioned they thought Little was likely to have access to and the skills to find and interpret
literature that could point to which mutations to engineer whereas they didn’t think Smith had the same
access and skills. Further work is needed to understand if there is a bias by scientists towards other scientists
and if so, how this bias could impact an investigation. As DIYbio becomes more popular, biases against
people who don’t have formal scientific training should also be explored. In this scenario, some scientists

were quick to dismiss Smith for not being a professional scientist.

Confidence in conclusions was much lower when considering who was responsible for throwing the
dart compared to determining if Salle had been intentionally killed. A similar phenomenon in seen when
comparing variances amongst rankings between the two sections of Scenario 1; participants were more
confident and more uniform in thinking when determining what had happened compared to determining
attribution. Based on participant statements, the lack of confidence in a conclusion for this section is caused

by confusion or dissatisfaction with the evidence.

Participants were split on the impact of facility inspections. Several participants ranked the university
laboratory inspection as one of their top two pieces of evidence while others ranked it in the bottom two,
stating the inspection wasn’t adequate for drawing conclusions. Alternatively, participants were widely
in agreement that the social media analysis was a weak piece of evidence and the interviews with suspects
were typically ranked low, though there were some participants ranking one of the interviews in their top two
positions. The difference in attitudes towards facility inspections could be attributed to level of familiarity
with laboratory spaces; those with more familiarity with laboratories wanted more information from the
inspections and more samples collected. Social media is more widely known by the public which could

make it easier for all participants to judge for quality and impact.

Participants stated trust in the investigatory team and process as important factors for this scenario. Inter-
estingly, several participants said this was more impactful for determining attribution than determining if the
event was deliberate. This could again be due to the potential consequences to an individual if determined

to be at fault.
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4.4.4 Scenario 2

Scenario 2 featured a public health crisis of ambiguous origin in the fictional countries of Sol, Nyx, and
Hemera. Participants were asked to determine first what the nature of the event was and then who may be
responsible for the event. Scenario 2 was designed to mimic a nebulous event; no one knows exactly when
it started or why, but overtime it becomes clear that something is happening. The evidence for this scenario
was deliberately created to be more vague and high level to replicate a long-term event that is not initially
detected. Scenario 2, unlike Scenario 1, is a collection of disease cases across a region and time. There isn’t
one specific case to focus on in this scenario and participants were forced to analyze intentionally vague
evidence to assess the overall situation. Confidence in conclusions drawn from the provided evidence, and

satisfaction with the evidence itself, was lower with this scenario compared to the previous.

Determining the Nature of the Event

Most participants (35) selected that the event described in the scenario was accidental or deliberate while six
participants chose naturally occurring. However, confidence in this conclusion averaged low at 4.8. Those
choosing a natural event over man-made were less confident than their counterparts with an average confi-
dence of 3.3 compared to 4.6 for accidental and 5.4 for deliberate. The challenge of “proving a negative”
was mentioned again for this scenario, however it was mentioned in relation to both natural and acciden-
tal. For both cases, some participants described their thinking as if they defaulted to natural first and then
if enough to suggest there was something not totally natural, then an accidental cause before considering
deliberate. In this scenario, some participants considered the fact that there was severe disease in humans
that could not be traced back to a known source was sufficient for concluding the event was not naturally
occurring. While other participants thought the human disease could be explained by natural factors, even
if such factors were not readily identifiable. Multiple reasonings suggested a participant would not move
from natural or accidental unless there was evidence to not only prove deliberate but also disprove natural
or accidental. There may be an inclination to stick to natural or accidental because such events happen more
frequently than deliberate events. Alternatively, there may be a hesitation for choosing deliberate due to
the potential consequences to an individual or a fear of being labelled a conspiracy theorist. Some partici-

pants stated that independent of evidence, they would default to naturally occurring automatically and only
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once natural was disproved would they consider accidental and deliberate. This again makes a high bar for

attribution in a real-world scenario and indicates managing expectations will be critical.

There was little significant difference in mean rankings. The survey of dioxins in pigs was statistically
different from the bottom ranked evidence, satellite imagery and previous research, but there was otherwise
no significant difference in mean rankings. Participants repeatedly stated how inadequate they found the

evidence and requested many types of evidence that they recognized would be impossible to provide.
Determining Who is Responsible

Several different potential responsible parties were identified by participants, all with relatively low
confidence. In Scenario 1, participants had to choose between three options, two of which were named
individuals. In Scenario 2, participants were free to pick any actor in the scenario as being at fault. North
Sol Cartel had the most votes with sixteen individual votes and four more votes in combination with the
ASF vaccine factory. Whereas Scenario 1 had specific evidence that evenly pointing to different people,
Scenario 2 is highly ambiguous. Giving participants less direction on possible suspects likely contributed
to the breadth of suspects identified and contributed to the overall lower confidence in the conclusion as

compared to Scenario 1.

Mean rankings differed between sections of this scenario, most notably with the satellite imagery having
a wider distribution in mean rank. Participants didn’t think this imagery helped determine the nature of the
public health crisis but did think it helped determine who could be responsible. Satellite imagery could show
changes in behavior or suspicious behavior, which could be used to determine motive. Interestingly, despite
being helpful in determining fault, it didn’t have a major relative impact on determining if a deliberate event
occurred. This suggests people were not considering who could have done it when considering if something

was intentionally done.

The most common comment from participants in both sections of Scenario 2 was a request for more in-
formation. Participants did not like the uncertainty, and some reported getting frustrated and uncomfortable
with Scenario 2. There may be an unconscious expectation to know to nature of a major event and when that
doesn’t happen, it is uncomfortable. Several psychological studies have addressed the need humans have for
control and understanding of their environment (178—180). Studies also suggest that during the heightened

stress of a pandemic or outbreak, desperation for this control and understanding will increase (181). Such
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desperation will make people more amenable to mis- and disinformation which will make it harder for an
investigation to move forward. It could also affect how willing people are to trust an investigation report,
use the report for decision making, and the safety of those involved in the investigation.

Participants sometimes would not engage with the evidence provided and said they couldn’t do anything
without more or better evidence. While it would have been impossible to have a full-scale investigative report
for an exercise of this size based on a fictional scenario, there was intentionally only a few pieces of high-
level evidence included. For many events, especially those with international geopolitical considerations or
taking place over long periods of time or conflict-ridden regions, it is going to be hard to collect evidence.
In a real investigation, there would be considerably more information provided to decision makers and the
investigatory team, but there would not be all the evidence someone wanted. Investigators would have to
do the best they could with whatever information they could collect. Decision makers and the public would

have to accept the limitations to what could be collected.

4.4.5 Implications for Research

Overall, participants felt more confident making conclusions about Scenario 1, which was anticipated since it
was the more specific event. However, something ambiguous, like Scenario 2, is the bigger threat. Scenario
2 reflects the start of many naturally occurring events; something is happening, but it is undetected for some
length of time and there are gaps in data. Naturally occurring threats are more common that anthropogenic
caused events, but it is easy to find ways to blame a group when there are gaps in data and tensions are high.
Scenario 2 also affected more people and multiple species. With more people affected, there is a higher
quantity of data, but also more imperfect data. Sometimes imperfect data is conflated with intentional
misleading, which can be exploited by bad actors. Situations like Scenario 2 would rely on more sources
for data, each of which could be questioned for credibility or targeted. Scenario 2 requires more inter-
professional work to mitigate the threat and investigate the event. Ambiguous events like scenario 2 are
bigger, scarier at the population level, harder investigate, and have a greater impact on geopolitics and
everyday lives. Scenario 1 was much more straight forward but there were still large differences in how
participants responded to attribution in that scenario. Situations like Scenario 1 will be important for learning

and building protocols and best practices for ambiguous situations like Scenario 2.
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All sections had large differences in how people interpreted the same pieces of evidence, even within
the section with the most agreement among participants (Part 1 of Scenario 1). This was most evident when
looking at the genetic sequences. Some people exclusively used the genetic analysis data to make their
determination while a small set of others said they didn’t use it at all. Both camps had participants that
said they didn’t understand the genetic evidence. Several people said they heavily relied on the genetic
analysis because it was entirely objective and the most accurate evidence. However, only one participant
questioned what methods were used or quality control of the sequencing and only two others mentioned that
the genetic analysis could be wrong. Participants repeatedly placed high importance on biological samples,
especially genetic analysis, regardless of if they understand it or not, suggesting this type of evidence will
be expected and critical in an attribution context. However, if genetic evidence is routinely found to be
the most trustworthy and impactful evidence but there are widespread differences in interpretation of that
evidence, there could be problems when it comes time to draw conclusions as a group. This phenomenon
was seen during the COVID-19 origins debate when there were people pointing to parts of the SARS-CoV-2
genome as evidence of genetic engineering or the sequence similarity between different samples. There was
an agreement that genetic information was important, but how people interpreted the information differed.
People with and without training on viral genetics were confidently claiming opposing conclusions based
on the genetic information. Just as demonstrated here, people will use evidence without understanding the
science behind the evidence. People don’t know what they don’t know. This experiment didn’t allow people
to work in teams, but future work exploring how people of different backgrounds work together to assess the
situation would be enlightening. If Scenario 1 was run again but participants were paired security expert with
scientist, the groups with the most divergent conclusions regarding attribution, results might change. Results

could also be impacted based on if the pair have a prior, respectful relationship or if they are strangers.

Understanding and managing expectations of an investigation and evidence from investigators, decision
makers, and the public will become a critical responsibility if a biological event occurs. Clear communi-
cation about what is possible, what gaps exist and why, and who is doing the investigation will be vital to
protect the integrity of the investigation and gain credibility. There isn’t going to be perfect data available
nor all the data some would desire. There will also be the problem of “proving a negative” and people will

require different levels of prove to disprove their pre-conceived defaults.
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Evidence analyzed using laboratory methods requires someone with specialized training in science do
the analysis physically in the laboratory and analyze results to draw a conclusion. The scientist is an integral
part of this process as that evidence is reliant on those skills sets to be useful. While participants in this
experiment were overall mostly willing to trust that the scientist analyzing the data was correct and a reliable
source, the same may not occur in a real-life situation. Given widespread mistrust in science today, people
may not be willing to trust not only scientists commenting on data that is publicly available, but trust in this

nature of evidence may erode.
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Chapter 5

Developing a Conceptual Framework for

Biological Attribution

5.1 Introduction

Investigations into potential weapons of mass destruction use will be highly politicized and complex opera-
tions. The officials responsible for initiating an investigation and those tasked with conducting the investi-
gation will be under high global scrutiny. This will be especially apparent for biological agents, especially
if the suspected agent is still circulating in human or animal populations. Therefore, it will be critical for
officials to prepare for such investigations before they begin. Preparation should include creating guidance
documents and protocols, as well as including as many contingency plans as possible. During an inves-
tigation, the investigation team will definitely need to adapt as the investigation proceeds. The guidance
documents should help guide the team through a challenging and likely changing landscape. A conceptual
framework illustrating the factors that will influence an investigation can help in the development of such
guide documents.

Biological events can encompass a wide range of events. The type of agent used (bacterial, viral, toxin),
the delivery mechanism, the intention of the perpetrator(s), and even the nature of the event (accidental,
deliberate, or naturally occurring) can vary. The guidelines must be specific to the needs of biological

events, while being flexible enough to cover the range of possible scenarios. The fundamental stages of the
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investigation, such as detection/initiation, gathering evidence, analysis, and reporting findings, should not
change over events. Understanding the factors influencing each stage and identifying how these factors can
evolve over the course of the investigation or differ between investigations can help shape the road map for
investigations.

Results from the prior two aims and a literature review are used to identify, categorize, and map fac-
tors that would influence an investigation of a biological event. A conceptual framework for theoretical
biological investigations is proposed that incorporates a comprehensive set of factors and the relationships
between these factors. The goal of this framework is to aid responders and agencies with an investigatory

mandate in planning for a biological investigation.

5.2 Methods

In Chapter 3. a list of factors that influence biological attribution and investigation of biological events was
identified. Chapter 4 began to assess how these factors could interact with each other in an investigation.
To supplement these findings, a literature review was conducted to assess other factors that could impact a
biological investigation. Other types of WMD investigations were included in the search, as were studies
assessing the use of biological evidence for non-WMD investigations, such as analyzing bodily fluid for
metabolites of illegal drugs. A qualitative scoping literature review is used to obtain a full list of factors that
could impact a biological investigation.

A preliminary literature search was conducted to identify existing frameworks for investigations. Frame-
works for epidemiological investigations and chemical and nuclear event investigations were found, but no
frameworks specific to investigating deliberate or accidental biological events were identified.

The scoping literature search was conducted in October 2024. The existing literature was searched using
PsychInfo, Web of Science, and PubMed. Keywords for the search were obtained based on the preliminary
literature review and include: [(chemical weapon) AND (investigation)], [(chemical weapons) AND (at-
tribution)], [(nuclear weapon) AND (investigation)], [(nuclear weapons) AND (attribution)], [(biological
weapon) AND (investigation)], [(biological weapons) AND (attribution)], [(biological forensics) AND (in-
vestigation)], and (microbial forensics). This approach identified 3,151 unique articles published between

1992 and 2024. Article titles were screened to ensure relevance to the investigation of crimes. Articles
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exploring genealogy, identification of remains, or perpetrator psychology were excluded. This left 2,284
articles for abstract screening. Articles identifying specific biomarkers, vaccine candidates, or metabolites
were excluded. The articles included detailed challenges with sample storage, quality, or transport; de-
scribing investigations of radiological, biological, chemical, or nuclear events or materials; or describing
methodologies for analyzing biological, chemical, radiological, or nuclear samples collected from the en-
vironment or a crime scene in the context of an investigation. A total of 920 articles were included from
this pool. The content analysis of the articles included assessing the articles for significant relevance to the
framework, leaving 134 articles. Articles were categorized for thematic coding which was combined with
the coding done in Chapter 3 of this dissertation. The model was built using the codes from these combined

sources.

5.3 Model

Each phase of an investigation will be affected by technical, policy, and social considerations. Based on the
results of the prior aims, we have a list of characteristics that will impact the investigatory process. Figure
X lists these considerations.

Factors identified in Chapter 3 were supplemented with the results of the literature review to build a
framework for biological attribution and investigations. There are three main components to the framework:
contextual factors, attribute capabilities, and the investigation strategy. Each of these main parts of the
framework interacts to enable attribution and biological event investigations. The framework is illustrated

in Figure 5.1.

5.3.1 Contextual Factors

Five main contextual factors were identified for biological attribution: governance/policy, ethics, legal, lo-
gistics, and politics. Each of these aspects will determine how an investigation is shaped and should be
considered when planning or training for an eventual investigation. Ultimately, any of these factors could
lead to the failure of an investigation. Importantly, each of these contextual factors can be considered and at

least partially addressed with adequate planning before an investigation is initiated.
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Figure 5.1: Proposed framework for biological event investigations and attribution.
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Policy

The governance framework within which an investigation will be conducted will determine who has au-
thority to conduct the investigation, the criminal system in which the case will be tried (if applicable), the
standards for evidence gathering, and many other aspects of the investigation. Protocols, procedures, inves-
tigators, and available resources will also depend on the policies of the relevant jurisdiction. For example, if
a biological event happens within the US and cases occur across state lines and there is evidence to suggest
it is a deliberate event, then the FBI will have the leading role in the investigation, and the WMD coordina-
tors for the affected jurisdictions will likely lead the investigation for the FBI. However, if the event crosses
state lines but does not have signs of a deliberate event, the CDC will coordinate with state health depart-
ments to lead the investigation and respond to the event. If the event appears deliberate, but is contained
in one state, then the state’s investigation bureau could lead the investigation with the support of the FBI
in certain circumstances. In each instance, there would be slightly different protocols and procedures in
place. Larger differences in procedure would be highlighted in the case of an international event, when there
could be multiple countries affected, each with their own unique procedures, resources, and policies regard-
ing evidence gathering, sharing, and analysis. Preservation of evidence under international legal standards,
cooperative agreements, multilateral organization input, international norms and regulations, intelligence
sharing allowances, and judicial readiness will all affect multilateral investigations. International norms will

also play a key role in multilateral investigations.

The impact of different policies could have far reaching consequences. For example, differences in pro-
tocols for evidence gathering could greatly impact downstream conclusions. If one jurisdiction’s protocols
dictate gathering samples in triplicate by using three different swabs on the same surface while another juris-
diction’s policy is to use one swab that is then cut into thirds, there will be differences in results, and it could
be difficult to assess how impactful such differences will be on overall findings. Differences in equipment
could similarly have impacts that are difficult to quantify.

Multi-jurisdictional planning before an event will be vital for assessing differences in policies and either
streamlining policies or addressing where such differences could cause problems for an investigation. If an
investigation is started, it will be critical to appoint someone to make sure all policies are being followed

appropriately and to list where differences have affected the investigation.
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Ethics

Ethical considerations will be key when planning and conducting an investigation. Questions may arise
about consent, especially if samples are needed from a local population to check for exposure when they are
not exhibiting symptoms currently. Biases could impact the interpretation of results. Lack of understanding
for a particular culture could lead to incorrect assumptions. There could be privacy issues. Environmental
sampling, including wastewater sampling, which may be used in an investigation, comes with privacy con-
cerns for local populations as personally identifiable data could be generated. If such data are generated,
there will need to be built-in protections for handling, storing, and reporting such information. If the ex-
pectation is that an investigatory team will hand over all the data generated in the investigation to another
body, there could be a conflict between the privacy of individuals and the expectations for transparency for
an investigation.

There will be a question of priority for an investigation; at what point does the search for “truth” and
transparency outweigh privacy concerns or bystanders, victims, or people living in the area. The risk of
harm to individuals will be context specific but must be considered in any investigation.

Findings from attribution, or even the existence of an investigation, can impact the lives of a population
or individuals. Within a community, there could be blowback against individuals who cooperate with the
investigation. An entire population could be discriminated against based on results of an investigation. If an
investigation looks into one group over the course of an investigation but later clears that group, the group
could be subject to mis/disinformation campaigns. An investigation team will need to be cognizant of these

risks and work to minimize potential harm.

Logistics

All parts of in investigation will be heavily impacted by logistics. Logistics will include accessibility and
availability of samples, laboratories, supplies, and investigators, access to areas of interest and victims, lab-
oratory capacities, transport of samples and investigators, and coordination between stakeholders. Any type
of WMD investigation includes logistical challenges, but a biological event investigation will be especially
challenging given the time constraints for collecting and processing biological samples. Time constraints

will put immense pressure on an investigatory team to overcome logistical challenges. A support team
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focusing on logistics would be helpful for investigators.

In addition to the time considerations, a particular challenge for a multilateral investigation will be
coordination between countries, relevant international bodies such as UN agencies, and the investigators. In
the case of an UNSGM investigation, there will be a centralized investigatory team, which will lower the
burden of having to coordinate between investigatory teams. However, if there is not a centralized team, then
there will be another layer of logistical challenge to coordinate between each unique team. In the case of the
UNSGM system, the investigatory teams will have to coordinate communications between laboratories and
from laboratories to the investigatory team. Given the complexities of biological investigations, there will

be several players in any scenario, each of which will add to logistical complexity.

Politics

Geopolitics will heavily impact if, how, when, and by whom a biological event is investigated. Countries
with strained international relations may not report suspicious cases or events to other countries or interna-
tional bodies. Countries that do not trust or want international involvement may decline to participate in
an investigation with other countries or deny entry to international organizations, like WHO. Some coun-
tries may have sovereignty or national security concerns, which could dictate who they are willing to share
evidence and information with. Competing political agendas will also influence accessibility to data and
evidence. Countries could restrict visas or use sanctions to affect an investigatory team composition or in-
timidate a team in hopes of influencing final findings. Politics is a driver of mis- and disinformation and
could be employed by political operatives to control a narrative around a biological event. While the geopo-
litical landscape can change, there are several areas of planning that could be undertaken before an event.

Bilateral and multilateral trainings between allies can help set a foundation for future investigations.

5.3.2 Attribution Capabilities

Two overarching capabilities were identified for biological attribution: scientific capabilities and investiga-
tory capabilities. Scientific capabilities refer to technology and scientific knowledge for attribution while the

investigatory capabilities refer to all other capabilities needed to conduct the investigation for attribution.
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Scientific Capabilities

Scientific capabilities include technology available for analysis, sample collection, or processing. There
are many ways to improve scientific capabilities for attribution. Advances in sequencing capabilities or
algorithms for attribution would fall under this category. Improved sensitivity and specificity of for tests
or improved yield would increase the scientific capabilities for attribution. Increased samples available in
databases or improved cataloguing within databases can also increase this area of capability for attribution.

Auvailability of appropriate controls or validated protocols falls here as well.

Investigatory Capabilities

Investigatory capabilities include workforce availability, laboratory infrastructure, a support structures such
as administrative and logistical support. Availability of individuals with training in investigations and the
technical requirements is vital for any investigation but not a given. The availability of laboratories with
the appropriate tools and regents to run required tests will similarly affect the ability of the investigation
to move forward. Other notable factors for investigatory capabilities include available budget and secure

telecommunications resources.

5.3.3 Investigatory Strategy

Several components were identified for the investigatory strategy. The components can span all or parts of
the investigatory process, as illustrated in Figure X. Each of these components of the strategy will be key
considerations for implementing an investigation for attribution. These will be major decision points for an
investigatory team, where prior planning can provide insight into different options, but a final decision will

be dependent on the event itself and can change from one event to another.

Investigatory Team Composition

The composition of the investigatory team will be a critical factor for any investigation but will need to be
unique to the situation. The type of agent will determine if a bacteriologist, mycologist, toxicologist, or
virologist is better suited for the team. Where the event occurred will impact the nationalities of the team

members. Ensuring all team members have appropriate training for not just the technical considerations
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of the investigation but also skills such as public speaking or familiarity with relevant jurisdictions will be
important. Language barriers will need to be considered and addressed. Ensuring all necessary areas of

expertise will be critical for the direction and legitimacy of the investigation.

Time Since Event

The time it takes to recognize there is an abnormal health condition or epidemiological pattern will heavily
impact the strategy for an investigation. If too much time has passed, there may not be viable samples at the
origin site. Time since event directly impacts sample availability and degradation, which will likely be the
foundation of an investigation. Time since the event could also impact public perception of the investigation,

which could lead to challenges with misinformation or obtaining statements from witnesses.

Epidemiological Context

Historical rates of disease, ongoing outbreaks, prevalence data will be important for identifying if an event
has occurred and will be important evidence to demonstrate if the event is naturally occurring or not. Epi-
demiological data will be critical evidence for assessing the nature of the event and contextualizing results.
Epidemiological data could include sensitivity and specificity of test of diagnostic tests, rates of use of test
(to demonstrate how easily could the agent be spreading and missed by health care system/public health),
novelty of agent, demographics of affected people, historical outbreak patterns, exposure history, zoonotic
considerations like presence of known host or intermediate species in area or reservoir species, and ecolog-

ical changes happening before or at time of event that could impact disease patterns.

Training

Laboratories and individuals that could be utilized in an investigation will need training to ensure they are
familiar with protocols and standards. There will likely need to be a balance between technical expertise and
level of training for investigations. The leading expert in a given pathogen may not be the best pick for an
investigatory team if they have no training or familiarity with evidence collection standards or working with
international organizations. There is a wide breadth of trainings that could be relevant for attribution. Train-

ing could include formal education in a technical area as well as certifications in a skill set or participation
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in exercises related to attribution.

Sample Quality, Handling, Storage, and Transport

A key factor impacting evidence for attribution will be the availability and quality of samples. All down-
stream efforts will hinge on the samples collected. Type of sample (urine, CSF, blood, sputum, etc.), environ-
mental sample availability, and timing of sample collection directly relates to evidence quality and therefor
investigation quality. Ensuring samples are handled properly and follow all relevant protocols, especially
related to chain of evidence, will impact validity of the investigation. Storage of samples for re-analysis or
quality controls will be important for trust in the investigation. All aspects of handling samples can impact

results generated from those samples.

Forensics

Forensic analysis of evidence will be the central feature of any investigation. The strategy for forensics will
be highly dependent on the type and nature of samples collected. While different weights may be given to
different types of evidence, there must be capabilities to collect, analyze, and interpret all different types
of evidence that exists for a given event. There are three categories of forensics that will be relevant for
biological attribution.

Biological Agent Forensics: This category refers to forensics of the agent(s) at the center of the event.
The agent could be a bacterium, virus, fungi, or toxin produced by a biological agent. Forensics on these
agents will require different protocols and safety measures than most criminal investigations require. Spe-
cialized infrastructure like specialized laboratory space built for containment or elevated biosafety strategies
may be required. The types of analysis will be unique for these samples as well and may include assess-
ing phylogenetic models, molecular clock estimates, selection pressure and genetic drift analysis, ability to
culture the agent, mutational signatures, mobile genetic elements (plasmids, phages, resistance genes), and
markers of engineering, purity, or origin within an organism.

Conventional Biological Sample Forensics: Conventional biological samples include biological samples
that are regularly and routinely analyzed in most forensic laboratories and therefore there are many facilities

and experts available to handle this type of evidence. This category includes analyzing trace DNA, bodily
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fluids, fingerprints, testing biological samples for noninfectious agents that could be causing disease like
heavy metals or other toxic chemical exposures, examine autoimmune markers of affected individuals, rule
out genetic disorders, or compare medical records to look for consistency or unique clinical markers amongst
victims.

Conventional Non-Biologic Sample Forensics: This category refers to analysis of evidence that is not
biologic in nature. For example, CCTV, witness statements, supply chain analysis, human and signal in-
telligence sources, geospatical mapping, delivery system analysis, potential actor capability and motivation
assessments (including technical capabilities, history of threats, political or ideological motivations), analyz-
ing physical remnants (e.g., dispersal devices, bomb fragments), analyzing lab access, dual use technology
assessment and availability analysis, or evaluate potential for false flag operations or framing are all conven-

tional non-biologic sample forensics.

Data Interpretability

The results from analyzing samples and interpretation and reporting of such results heavily relies on the
interpretability of the data. A good investigatory strategy will consider data interpretability when choosing
methods for analysis of sample. Data interpretability will also encompass how results are construed into the
overall findings and subsequently reported. Incorrect or overstated interpretations of one piece of evidence
could lead to the entire investigation being discounted. Statistical methods utilized, baseline data availability,
use of models and their associated parameters, and statements relaying confidence measures are all part of
data interpretability. Deciding how much contextualization or interpretation of results, compared to just
reporting raw results, will be a key challenge for the investigatory team. The team will have to determine
the line between what is included and what is not included in final reports. Determining which hypotheses
are addressed and tested, if alternative scenarios are assessed, and narratives about evidence convergence

will be crucial decisions.

Media Strategy

Understanding that many people will not read the report directly and will instead hear results through media

sources will be critical for the investigation. There must be a media strategy in place for reporting results.
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Questions such as how will results be published and to whom, if different versions of the final report will be
necessary, at which points in an investigation will an update be publicly provided, and strategies for com-
bating mis/disinformation will be important to consider throughout an investigation. Implications of how,
when, and where results are reported could have severe consequences for those impacted by the event. Re-
porting of results could lead to retaliation by suspects or deter would-be actors. The investigatory team will
need to consider how much evidence is enough to share to support their findings while protecting privacy of
those affected or ensuring dangerous information is not irresponsibly disseminated. A media strategy will
need to include plans for monitoring social media and other websites to monitor for conspiracy theo-
ries or misuse of information from the investigation. Plans should be built for addressing significant
theories that persist or rapidly amplify, especially those that appear to be pushed by bots. Results from
an investigation may impact response to an event that is ongoing and determining the right time to share that

information could save lives.

5.3.4 Relationships Between the Components of the Framework

Relationships between elements in the model are labeled alphanumerically, with C1-3 representing rela-
tionships between contextual factors, attribution capabilities, and the investigatory strategy. Relationships
between elements within the investigatory strategy category are represented S1-13.

Relationship C1 (between contextual factors and attribution capabilities) is bidirectional. Contextual
factors will drive capabilities in several ways. Political factors influence science through funding and prior-
ities for research, which directly impacts the scientific capabilities for attribution. All contextual factors can
impact the investigatory capabilities; politics will determine budget, logistical factors will influence who can
investigate and when, policy factors will impact which tools are available to investigators. However, knowl-
edge of the scientific and investigatory capabilities can impact the contextual factors as well. Attribution
itself is considered a deterrent for biological weapons use, which impacts the political context. Understand-
ing capabilities can drive policy improvements or changes. Capabilities can improve, causing contextual
factors to change, or contextual factor changes could directly or indirectly impact capabilities.

Relationships C2 and C3 represent the connection between contextual factors to investigation strategy

and attribution capabilities to investigatory strategy, respectively. The strategy for conducting the investi-
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gation will be heavily influenced by the contextual factors and the available capabilities. Major changes to
contextual factors or capabilities over the course of the investigation could require the investigatory plan to

be overhauled, which would make the endeavor vulnerable.

Contextual factors will influence strategy for the investigation in several ways. Policy, including inter-
national norms and jurisdictional regulations, will dictate how an investigation is designed, its audience, and
the scope of the investigation. Ethical considerations will impact how the investigation is designed, who is
involved, and how the results are reported. Logistical constraints will have to be factored into the design of
the investigation and could impact strategy determinations, especially related to the initiation of the inves-
tigation and evidence collection. Finally, political considerations will heavily dictate how the investigation

moves forward and how it is reported.

Attribution capabilities will determine the limits of an investigation and must be factored into the strat-
egy. Scientific capabilities will determine what is possible to determine from the evidence and, in some
cases, what evidence it is possible to obtain. Investigatory capabilities will determine the resources avail-
able to make the investigation possible. A strategy must consider both capabilities when designing the

investigation as both areas of capability impact all components of a strategy.

The elements of the investigatory strategy will influence one another. The investigatory team should
be comprised of people with the relevant expertise and sufficient training for an investigation (S1). The
epidemiological context will impact the composition of the investigatory team (S2) as different epidemio-
logical contexts will determine the types of expertise needed to thoroughly understand the nature of an event
and assess potential trends in disease across a population as part of a forensic analysis (S8). The time since
the event occurred will impact how much information about the epidemiological context is available (S3)
and the possible evidence available for forensic analysis (S4). The investigatory team will determine which
forensic methods are chosen and how results are interpreted, so initial understandings of what forensics
methodologies will be needed should be considered when creating the investigatory team (S5). The inves-
tigatory team should be familiar enough with both technical considerations for sampling and investigatory
needs to be ensure sample integrity and quality through all stages of a sample’s life cycle (S6), recognizing
that the sample quality and how the sample is handled will directly influence the forensics analysis on the

sample (S7). Quality of samples will directly impact how readily the results can be interpreted (S9). The
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forensic methods chosen will also determine interpretability of the data and assessing interpretability needs
can direct forensic methodologies chosen (S10). Findings from forensic analyses (S11) and the broader con-
text within which individual findings are interpreted (S12) will impact how the data is shared to the public
via the media. Recognizing the importance of communicating with the media, the investigatory team should

include people trained and comfortable relaying highly technical or contentious data with the media (S13).

5.4 Conclusion

This framework was developed to better conceptualize biological attribution. In doing so, areas of sig-
nificant impact for attribution and key decision-making points are identified. Such knowledge can aid in
identifying priority areas for planning, training, or research to strengthen attribution. This framework re-
mains theoretical. Future work should challenge the model through simulations, tabletop exercises, or real
investigations.

Contextual factors and capabilities will determine the limitations of an investigation. They will define
the broad outline of an investigation while the investigatory strategy determines the details. Major changes
in contextual factors or capabilities will fundamentally alter the environment in which the investigation is
conducted. As such, the investigatory strategy must be flexible and resilient to withstand such changes.
Planning for attribution should heavily focus on contextual factors and capabilities as they will provide
the foundation for an investigation. The investigatory strategy will be different for every event and therefore
difficult to sufficiently plan. However, contextual factors and capabilities can be targeted well before an event
and by strengthening capabilities and understanding contextual factors, appropriate investigation strategies
can be built better.

To further strengthen attribution abilities, this framework could be used to develop a model to enable
formal assessment for attribution planning and readiness. Formal assessments for attribution can help de-
velop strategies to aid funders and other stakeholders in determining where resources should be allocated to

maximize readiness for an biological event.
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Chapter 6

Conclusion

6.1 Summary of Findings

A mixed methods approach was used in this dissertation to examine how different stakeholders interpret and
weigh evidence for attribution, exploring how investigatory processes might be perceived as credible and

actionable, and developing a conceptual framework to guide future attribution efforts.

Chapter 3 included interviews with 41 experts from a range of disciplines showed little consensus on
what constitutes “attribution.” While some viewed it as determining whether an event was natural, acci-
dental, or deliberate, others defined it narrowly as assigning culpability for intentional misuse. Factors
impacting the experts’ views on attribution were identified. Trust, legitimacy, and international cooperation
were recurring concerns, alongside recognition of technical and organizational constraints. Findings show
that credibility depends less on the technical rigor of evidence alone and more on whether the process is
transparent, inclusive, and insulated from politicization. Beliefs that are strongly held and considered obvi-
ous to someone with one background sometimes were directly contradictory to beliefs held by others with
different backgrounds, such as on the question of whether an investigatory team should use standard meth-
ods exclusively or also use more cutting-edge technology. Results from this research demonstrate why effort

must be put into developing consensus and clarity on protocols for attribution before an event happens.

Chapter 4 assessed variability in evidence interpretation. Scenario-based exercises revealed striking

differences in how participants weighed evidence. Genetic data was often perceived as highly probative,
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yet interpretations diverged widely, even among experts. Some relied heavily on sequence analysis, while
others discounted it entirely. Epidemiological, contextual, and intelligence evidence, though often seen
as less definitive, significantly shaped participants’ judgments. Overall, the weight and interpretation of
evidence was different between specialties. All subspecialities expected a convergence of multiple streams
of evidence to perceive the investigation as credible.

Chapter 5 developed an integrated conceptual framework. The framework developed in Chapter 5 maps
three domain: contextual factors (geopolitics, institutions, resources), capabilities (technical and organiza-
tional), and investigatory strategy (evidence handling, reporting, communication). The framework illustrates
how technical advances, while critical, are insufficient on their own; the credibility and actionability of at-
tribution depend equally on governance, communication, and social trust. The framework also provides a
roadmap for planning and capacity-building before a biological event occurs. Actionability depends on clear
governance, communication strategies that manage uncertainty, and international trust. Without these, even
strong scientific evidence may fail to achieve legitimacy. While technical advances are critical for feasibility

of attribution, the context of the investigation is more likely to cause the endeavor to fail.

6.2 Implications for Future Research, Policy, and Practice

The findings of this dissertation underscore that biological attribution is not a purely scientific or technical
process, but a multidisciplinary effort shaped by politics, law, communication, and ethics. The implica-
tions extend across research, policy, and practice, pointing to several areas where further work is needed to

strengthen readiness for future biological events.

6.2.1 Future Research

Research should continue to probe how different stakeholders interpret, prioritize, and act upon evidence.
The scenario exercises in this study revealed wide variation in how even experts use genetic, epidemio-
logical, and intelligence data. Future work should examine how interdisciplinary teams negotiate these
differences in real-time settings, such as simulations or tabletop exercises, to better capture the dynamics
of group decision making. Research should also expand beyond technical experts to include perspectives

from legal professionals and community representatives, especially those less familiar with biosecurity, as
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attribution processes will ultimately be judged by diverse audiences. Tabletop exercises with elected of-
ficials would also be key, as elected politicians are most likely going to be the people making decisions
about what to do with results from an investigation. Understanding how comfortable elected politicians are
with different types of reporting, such as a report heavy with statistics versus a summary report that lacks
granular detail but is written for a non-scientific audience, will be helpful for future investigatory teams.
Additionally, understanding how elected officials expect to be use their own staff and advisors to approach
results will be important.

Another priority is the evaluation of emerging technologies. High-throughput sequencing, -omics plat-
forms, and machine learning tools hold promise for attribution, but questions remain about their repro-
ducibility, interpretability, and vulnerability to manipulation. Systematic studies should assess not only
technical performance but also how these tools are perceived in judicial, diplomatic, and public arenas. Fi-
nally, research should explore ethical frameworks for attribution, particularly mechanisms to balance trans-

parency with protections against stigmatization and premature conclusions.

6.2.2 Policy Implications

At the policy level, the findings highlight the urgent need for clear governance structures that delineate roles
and responsibilities across public health, law enforcement, intelligence, and international organizations. At-
tribution efforts risk delay or conflict without established frameworks for coordination. Policymakers should
prioritize the development of protocols and legal agreements that enable rapid, cooperative investigations
while safeguarding due process.

Internationally, attribution remains hampered by limited trust and voluntary cooperation. Strengthening
global capacity will require not only investment in laboratories and expertise but also mechanisms for data
sharing, joint investigations, and dispute resolution. Policymakers should consider expanding the mandate
of existing mechanisms, such as the United Nations Secretary-General’s Mechanism, or developing new
institutions specifically focused on biological attribution. Establishing international standards for evidence
collection, chain of custody, and data interpretation would enhance credibility and comparability across
investigations.

Finally, policies must anticipate the communication challenges that accompany biological attribution.
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Misinformation and politicization can undermine even the most rigorous investigation. Developing strate-
gies for transparent, timely, and audience-appropriate communication should be a core policy priority, sup-

ported by training for investigators and spokespeople alike.

6.2.3 Implications for Practice

For practitioners, the findings emphasize the importance of capacity-building and preparedness before a
crisis occurs. Exercises and simulations should be used to test investigatory protocols, practice interdisci-
plinary collaboration, and identify gaps in resources and expertise. Building relationships across agencies
and nations in advance will be critical for ensuring cooperation during high-pressure investigations.

Practitioners must also prepare to engage with the public and media. The credibility of attribution efforts
depends not only on technical accuracy but also on the perceived legitimacy of the process. Training inves-
tigators to communicate uncertainty responsibly and to manage expectations will be essential for sustaining
trust.

Taken together, these implications suggest that strengthening biological attribution will require an ap-
proach that integrates technical innovation, institutional reform, and public engagement. Future research can
provide the evidence base, policy can establish the structures and standards, and practice can operationalize

these insights in real world investigations.

6.3 Final Reflections

This project was conceptualized during the early months of the COVID-19 pandemic. The world changed
in a matter of months and people were scared. Within a month of the WHO being notified of the first
cases, there were already conspiracy theories circulating online about where the virus had come from. The
conspiracy theories quickly made it to the mouths of politicians, who were also scrambling to figure out
how to respond to the threats posed by a pandemic. Even five years later, the origins of COVID-19 are being
debated and used to justify policy. The 2025 “report” from the White House demonstrates why it is critical
to study origins of pandemics thoroughly and within trusted and well-developed systems (115). The origin
of a biological event can easily be politicized, leading to ripple effects that lead to decreased trust in science,

medicine, and public health. When this mistrust is allowed to grow through a wide enough population, the
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government is able to make decisions that are counter to decades of evidence and harm the people they are
supposed to be serving (182). If COVID-19 origins had not been so ambiguous, there might not have been
as large of an anti-vaccination campaign. Without the anti-COVID vaccine push, anti-vaccinators might not
be as powerful of an entity today.

I believe that if there had been a more transparent and thorough investigation for COVID-19 origins,
there wouldn’t have been as big an opportunity for conspiracy theorists to reach the mainstream. While most
scientists with training in viral genetics and evolution agree on the origins, their word was not enough for
scientists and others who did not understand the limits of their own knowledge. They didn’t know what they
didn’t know. They were experts in their own field, but not in the highly specialized field of viral genetics and
evolution. Instead, many of these people were left to use circumstantial evidence. The lack of transparency
from China, the first cases being in the same providence as a virology lab working on coronaviruses, and
missing data combined to make a compelling story that the virus could have come from a laboratory. When
the more technical genetic evidence is ignored or misunderstood, then the story of a laboratory escape seems
plausible.

Because there were people trusted in fields related to virology claiming the lab escape hypothesis was
the most likely answer, it paved the way for conspiracy theories to grab a greater foothold in public health
areas. Trust eroded in public health as increased doubt was cast on public health agencies and practitioners,
with COVID-19 origins being one of many areas where the public lost confidence. Now, in the US, we
have seen defunding of public health agencies and declining access to COVID-19 vaccines (183; 184). The
kneecapped public health system and defunded biomedical science research is a threat to everyone’s health.

I don’t think the debacle of COVID-19 origins is solely responsible for the current state of public health
in this country, but I do think it played a part in allowing us to get to this point. This is a prime example
of why it is so important to continue to research and strengthen attribution capabilities. Building stronger
implementation systems and planning ahead for how to communicate about origins, investigations, and

attribution, will be critical for repairing trust in our public health institutions.
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Chapter A

Appendix

A.1 Scenario 1

Death of James Salle

A.1.1 Text of Scenario

Background James Salle was the billionaire CEO of HSH, a multinational oil and diamond company head-
quartered in the country of Xenon. Salle was an international celebrity who made inflammatory comments
on social media, had flashy relationships with models half his age, and was often accused of questionable
business dealings. Recently, Salle was the subject of protests after announcing HSH plans to build an oil line
through several countries. Construction of the line would displace Indigenous populations and, according
to some environmental experts, place 3 bodies of water vital to local economies and livelihoods at high risk
of pollution. Salle was rumored to give significant amounts of money to national-level politicians set to
vote on whether to allow HSH to build the oil line. Politicians from adjacent countries strongly opposed the
project and condemned HSH and Salle. Environmental groups with a history of violent attacks against other
corporations, as well as several anonymous online figures, made threats against Salle and HSH.

April 5: James Salle was speaking at an outdoor environmental stewardship event in Argon Capital City,
Argon, when a dart was shot from the audience area and hit Salle, piercing his upper right arm. The event

was immediately stopped, but a perpetrator(s) was not found.
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May 3: Exactly 28 days after the event, HSH announced James Salle died of rabies in Xenon, where he

lived.

Theories of how Salle contracted rabies began to circulate. Several prominent figures publicly suggested
Salle was assassinated with a bioweapon/rabies laced dart. Officials from Xenon publicly called on the event

host nation, Argon, to share evidence on the dart incident.

May 11: Argon shared the collected evidence with Xenon. The information from the Argon Capital City
Police Department showed the dart that hit Salle had genetic fragments of rabies virus on its surface. The
evidence was quickly leaked, prompting international calls to investigate the potential use of a bioweapon

for an assassination and identify the perpetrator(s).

May 12: Xenon and Argon announced they created a 16-member joint task force to investigate the event.
Over the course of the investigation, the Joint Argon- Xenon investigatory team visited Argon Capitol City
and collected surveillance video footage, environmental samples, and witness statements, as well as evidence
previously gathered by the Argon Police Department. They also traveled to Xenon, where James Salle died.
Working with the hospital and medical examiner, the team examined post-mortem analysis and previously

collected samples.
Evidence

1. Event venue video surveillance. Video recording of the event shows the stage and Salle being hit by
the dart but does not show who threw the dart. All entrances and exits were recorded throughout the event.
Using various sources—surveillance footage, facial recognition software, social media profiles, visas, and
national databases from Xenon and Argon—the team identified 369 of the 437 confirmed event attendees
who entered or exited the venue on April 5. Overall, 68 event attendees were not identified on footage from

the venue.

2. Surveillance footage from Argon Capital City CCTYV. The movements of the 68 people who were
in the camera blind spots immediately before and after the dart hit Salle were identified using Argon Capital
City CCTV footage from April 5. Based on the video, none of those individuals engaged in activity deemed

suspicious that day.

3. Environmental sampling of venue. The team swabbed the stage, entrances, exits, and handrails

in the event venue. More than 200 samples underwent PCR testing to detect rabies nucleic acid, but none
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of the tests were positive. Notably, this environmental sampling occurred 43 days after Salle died. This

environmental testing was conducted to assess if there was an ongoing source of rabies virus at the venue.

4. Witness Statements. The Argon Capital City Police Department interviewed attendees— including
venue staff and event organizers. Eight witnesses near where the dart was likely to have originated reported
seeing a person in a dark hoodie running by them around the time Salle was hit but none could provide

additional details on the person’s identity.

5. Medical records from the hospital where Salle died. Salle’s medical records show he was diag-
nosed with rabies and medical care consisted of palliative care. The records confirm Salle died of rabies.

The records also contain the genetic sequencing results of the samples collected at the hospital.

6. Post-mortem samples collected by Xenon Medical Examiner. Cerebrospinal fluid (CSF), serum,
and saliva samples from Salle’s body were sequenced for rabies virus and tested positive. The medical

examiner shared both the samples and the sequencing results with the investigatory team.

7. Post-mortem samples reanalysis. The investigatory team conducted its own analysis of the pre-
viously collected CSF, serum, and saliva samples from Salle’s body. They sequenced the rabies virus and
conducted metagenomic sequencing. The sequencing results from the investigatory team’s sequencing were
98.7% similar to the results from the Xenon Medical Examiner’s office sequencing. The sequences collected
from these autopsy samples were used to generate a consensus sequence for comparative analysis to other

samples collected later in the investigation.

8. Genomic analysis of post-mortem samples. The investigatory team’s bioinformaticist and virolo-
gist analyzed all the sequences collected from samples taken from Salle. Analysis indicated there were 2
copies of the rabies virus glycoprotein (G) gene present in more than 90% of the virus genomes sequenced,
suggesting the virus had been genetically engineered to contain 2 copies of the G gene rather than the single
copy that is present in rabies virus samples isolated to date. Based on prior rabies virus research, 2 copies
of the G protein may increase infectivity. Sequencing also indicated that over 70% of the sequences had
mutations in both copies of the G gene at 4 sites that papers in the literature report lead to enhance viral

pathogenesis.

9. Metagenomic sequencing of swabs from dart. The investigatory team conducted its own testing

of the dart, confirming the Police Department’s findings that found fragments of rabies nucleic acid. Those
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fragments are sequenced, finding a 99.2% nucleotide sequence similarity with the consensus sequence cre-

ated from the autopsy samples. Salle’s DNA also is detected on the dart.

10. Interviews with Salle’s personal staff and close contacts.The investigatory team interviewed
members of Salle’s personal and household staff, including his personal assistant and house manager, as
well as his close contacts. None of these individuals reported Salle mentioning or exhibiting symptoms of
illness prior to his speech. Additionally, none of the individuals said they were aware of Salle being bit by

any animals in the months preceding his death.

11. Social media analysis. The investigatory team analyzed social media posts from the event, including
videos and photos. No image was found of someone throwing a dart. Of the 437 attendees, 148 had made
positive or negative public comments about James Salle or HSH. Additionally, 53 attendees had posted using
broadly threatening language toward a person, government, or company. Of the 68 people in camera blind
spots when Salle was attacked, 2 previously posted disparaging comments about James Salle or HSH: Jim

Little and Roy Smith.

The investigatory team identified 2 suspects: Roy Smith and Jim Little. Details about these individuals

and subsequent evidence from investigations are as follows.

Information collected about Roy Smith: Roy Smith is a communications director for a non-profit organi-
zation that aims to save animals from climate change threats. He studied molecular biology and communi-
cations as an undergraduate in college and previously worked as a technician in a tuberculosis lab. He lives
in a large city in Xenon with 2 male roommates who work in laboratories. The facilities employing Smith’s
roommates, Biotech Facility and University Lab, allowed the investigatory team to conduct inspections. It
is noted that Smith’s cousin, who lived in the same area, died of rabies 2 years earlier after being bitten by a

fox.

Information collected about Jim Little: Jim Little is a scientist in a pharmacogenetics laboratory that
specializes in hepatitis A treatments at the Argon Institute of Medicine (IOM). Little has worked with live
viruses and targeted viral gene modification. He reports being friends with Jasper Bill, a researcher who
worked in the IOM’s rabies lab but who died earlier this year in a car accident. The investigatory team
inspected the IOM facility, including its security systems. The upper floors of the building, where all the

labs are located, require the use of ID badges to enter and are closely monitored via security cameras.
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Employees are only given access to floors with their own labs or shared equipment.
Specific evidence on Roy Smith:

12. Interview with Roy Smith.Smith was aggressive in his interactions with the investigatory team.
He repeatedly stated his distrust and dislike of governments, corporations, and wealthy people. He said the

world is better off without James Salle in it but continually stated he is not responsible for Salle’s death.

13. Rabies epidemiology records. An epidemiologist on the investigatory team reviewed information
provided by the Xenon Centers for Disease Control concerning recent rabies cases in foxes and humans.
There were 6 instances of rabies in foxes in the last 4 years in Smith’s hometown and 2 fatal cases in
humans, one of whom was Smith’s cousin. Both fatal human rabies cases were caused by bites from the
same fox, which was eventually captured, euthanized, and tested. Through a public health surveillance effort
initiated after the first fatal human case of rabies, public health and animal control officials identified 5 more

cases of rabies in foxes, all in animals located on the Western side of the city where Smith lives.

14. Biotech Facility inspection. The facility is run by a non-profit organization that specializes in
creating diagnostics for zoonotic pathogens. A reference lab run by the same organization and employing
one of Smith’s roommates holds 3 stocks of rabies virus. Sequence analysis of all 3 strains indicated none
had 2 copies of the G gene. Biotech Facility records indicate it has not conducted experiments with rabies
viruses nor sent rabies virus samples to other labs in the last 5 years. Biotech Facility made 2 shipments of
rabies virus within the last 10 years, one 8 years ago and another 6 years ago. Notably, both shipments were
made to a rabies lab at University Laboratory, and both shipped strains were isolated from wild animals: one

from an infected bat and the other from a fox.

15. University Laboratory inspection. University Laboratory is associated with a university in Xenon.
It has a robust biomedical research program that includes research with several high consequence pathogens.
Smith’s other roommate works in a University Laboratory that specializes in flaviviruses and conducts re-
search in mice and non-human primates. The investigatory team tested the flavivirus lab, the animal facility,
and the animals for rabies virus, but all samples came back negative. Staff, including Smith’s roommate,
are interviewed, and while none report suspicious activity, all staff reported experience with viral genetic
engineering. The team reviewed several projects conducted by 2 different University Laboratory groups

working on rabies. Two of these projects resulted in the enhanced pathogenicity mutations identified in the
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samples taken from James Salle, including one project on which Smith’s roommate previously worked. Us-
ing sequences posted on a publicly available database, the investigatory team compared the rabies sequences
published from University Laboratory to the sequences from Salle’s samples. The nucleotide similarity be-

tween these samples and those from Salle ranged from 86.1% to 96.9% nucleotide similarity.
Specific evidence on Jim Little:

16. Interview with Jim Little. Little and his legal team cooperated with investigators. Little repeatedly
denied throwing the dart or genetically modifying rabies. In interviews, Little reported he let Jasper Bill
borrow his gym bag in the last year, and Little had gone to theIOM rabies lab where Bill worked to pick it
up one day prior to Bill’s death. Little acknowledged he knew he was not supposed to enter the rabies lab
but said it was an easy place to chat with his friend. Little said he has extensive experience working with

CRISPR and viruses.

17. Samples collected from Little’s lab. In the IOM pharmacogenetics lab where Little works, the
investigatory team used PCR to test surfaces and randomly selected freezer tubes for rabies. No samples

were positive for rabies virus.

18. Samples collected from the IOM rabies lab. The team conducted genetic sequencing of rabies
samples collected from the IOM rabies lab and compared those sequences to the samples collected from
Salle. When a phylogenetic tree was created using these samples, the isolates from the IOM lab grouped
together while the isolates from Salle created their own, distinct clade. The highest nucleotide sequence

similarity between any sample from the rabies lab and the Salle samples was 83.2%.

19. Genetic engineering signatures in the rabies lab samples. The IOM rabies lab samples contained
evidence of genetic engineering, but the virologist on the investigatory team determined all such signatures
are consistent with the signatures expected based on the experiments documented in the lab’s notebooks.
All the samples contained only 1 copy of the G gene, no samples included the enhanced pathogenicity

mutations, and none of the genetic manipulation signatures were in the G gene.

20. IOM keycard logs and security footage. The IOM shared 10 years’ worth of badge-swipe records
from the entire building with the investigatory team. Although Little did not have access to the rabies lab
floor, he attempted to access that floor, as well as 2 others to which he did not have access, at least 18

times over the 10-year period. Following the 11 times Little attempted to use his card on the rabies floor,
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the badges enabling the first door opening following his attempts belonged to 5 different individuals, with
Jasper Bill being responsible for 6 of the openings. Security camera footage from the last year shows Little
entering the rabies lab on 2 occasions: one visit lasts 5 minutes, 42 seconds,and the other lasts 25 minutes,
18 seconds. On both occasions, Little entered the lab with Bill. In footage of the second visit, Little left the
rabies lab with a bag he did not have when he entered. Little cannot produce the bag when asked to do so.
Conclusion Based on the evidence obtained during the investigation, the investigatory team concluded
unanimously that the dart thrown at James Salle on April 5 was purposely contaminated with rabies virus
with the intent to harm him. However, the investigatory team is not unanimous in their beliefs about who

may have thrown the dart.

A.1.2 Table Al
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Pairwise Wilcoxon test with BH correction

Groupl Group2 p_adj Significance
SurveillanceCCTV Genomic 0.000 **%*
Genomic EventVideo 0.000 **%*
Witness Genomic 0.000 **%*
SurveillanceCCTV PMXME 0.000 ***
SurveillanceCCTV Metagenomic 0.000
Genomic Environmental 0.000 **%*
Witness Metagenomic 0.000 ***
Metagenomic EventVideo 0.000 ***
Witness PMXME 0.000 ***
SurveillanceCCTV PMSR 0.000 **%*
Metagenomic Environmental 0.000 ***
PMXME EventVideo 0.000 **%*
Interviews Genomic 0.000 ***
Metagenomic Interviews 0.000 #**
SurveillanceCCTV Records 0.000 **%*
Witness PMSR 0.000 **%*
PMXME Environmental 0.000 **%*
PMSR EventVideo 0.000 ***
Witness Records 0.000 **%*
PMSR Environmental 0.000 **%*
Records EventVideo 0.000 **%*
PMXME Interviews 0.000 ***
PMXME Metagenomic 0.000 *#*
PMSR Metagenomic 0.000 **%*
Records Environmental 0.000 **%*
PMSR Interviews 0.000 **%*
Records Metagenomic 0.000 ***
Records Genomic 0.000 ***
PMXME Genomic 0.000 ***
PMSR Genomic 0.000 **%*
Records Interviews 0.000 **%*
SurveillanceCCTV Interviews 0.000 ***
SurveillanceCCTV EventVideo 0.001 **%*
SurveillanceCCTV Environmental 0.001 **
Witness SurveillanceCCTV 0.027 *
Witness Interviews 0.057 ns
Witness Environmental 0.159 ns
Records PMXME 0.176 ns
Witness EventVideo 0.247 ns
Records PMSR 0.267 ns

Interviews EventVideo 0.296 ns



Groupl
Interviews
EventVideo
Metagenomic
PMXME

Group2
Environmental
Environmental
Genomic
PMSR

p_adj Significance
0.494 ns
0.664 ns
0.845 ns
0.845 ns



A.1.3 Table A2
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Pairwise Wilcoxon test with BH correction

Groupl

Social media analysis

Social media analysis

University Laboratory Inspection
Social media analysis

Genetic Engineering Signatures in the
Rabies Lab Samples

Samples Collected from the IOM Rabies
Lab

Interview with Roy Smith
Social media analysis
Rabies epidemiology records

University Laboratory Inspection
University Laboratory Inspection

Samples Collected from the IOM Rabies
Lab

Interview with Jim Little

University Laboratory Inspection
University Laboratory Inspection

Samples Collected from the IOM Rabies
Lab

Samples Collected from the IOM Rabies
Lab

Samples Collected from Little's Lab
Samples Collected from Little's Lab
Social media analysis

Samples Collected from Little's Lab
Samples Collected from Little's Lab
IOM keycard logs and security footage
Social media analysis

IOM keycard logs and security footage

Samples Collected from Little's Lab

IOM keycard logs and security footage
Rabies epidemiology records

Social media analysis

Social media analysis

University Laboratory Inspection

Group2

Genetic Engineering Signatures in the
Rabies Lab Samples

Samples Collected from the IOM Rabies
Lab

Social media analysis
Samples Collected from Little's Lab

Biotech Facility Inspection

Biotech Facility Inspection

Genetic Engineering Signatures in the
Rabies Lab Samples

IOM keycard logs and security footage

Genetic Engineering Signatures in the
Rabies Lab Samples

Biotech Facility Inspection
Interview with Roy Smith

Interview with Roy Smith

Genetic Engineering Signatures in the
Rabies Lab Samples

Rabies epidemiology records
Interview with Jim Little

Rabies epidemiology records

Interview with Jim Little

Biotech Facility Inspection
Interview with Roy Smith
Biotech Facility Inspection
Interview with Jim Little
Rabies epidemiology records
Interview with Roy Smith
Interview with Roy Smith
Interview with Jim Little

Genetic Engineering Signatures in the
Rabies Lab Samples

Biotech Facility Inspection

IOM keycard logs and security footage
Rabies epidemiology records
Interview with Jim Little

Samples Collected from Little's Lab

p_adj Significance

0.000 s

0.000 ***

0.000 ***
0.000 *s#*

0.000 *s#*

0.000 *s**

0.000 *s**
0.000 *s#*
0.000 3

0.000
0.000 **3

0.000 ***

0.000 ***

0.000 ***
0.000 s

0.000 *s**

0.000 s

0.000 *s**
0.000 s
0.000 ***
0.002 **
0.002 **
0.002 **
0.002 **
0.004 **

0.004 **

0.005 **
0.005 **
0.008 **
0.008 **
0.040 *



Groupl
IOM keycard logs and security footage

Samples Collected from the IOM Rabies
Lab

University Laboratory Inspection

Samples Collected from the IOM Rabies
Lab

Interview with Roy Smith
University Laboratory Inspection

Interview with Jim Little

Samples Collected from the IOM Rabies
Lab

Rabies epidemiology records
University Laboratory Inspection

Interview with Roy Smith

Samples Collected from Little's Lab
Rabies epidemiology records
Rabies epidemiology records

Group2

Genetic Engineering Signatures in the
Rabies Lab Samples

Genetic Engineering Signatures in the
Rabies Lab Samples

IOM keycard logs and security footage
Samples Collected from Little's Lab

Biotech Facility Inspection

Samples Collected from the IOM Rabies
Lab

Biotech Facility Inspection
IOM keycard logs and security footage

Biotech Facility Inspection

Genetic Engineering Signatures in the
Rabies Lab Samples

Interview with Jim Little

IOM keycard logs and security footage
Interview with Jim Little

Interview with Roy Smith

p_adj Significance
0.078 ns

0.088 ns
0.167 ns
0.167 ns
0.346 ns
0.359 ns
0.362 ns
0.452 ns
0.719 ns
0.743 ns

0.774 ns
0.798 ns
0.941 ns
0.996 ns



Table A.1: Summary of test statistics from the Wilcoxon Sign Ranked Test to determine which pairings of
evidence have a significant difference in median rank when considering if Salle was deliberately killed with
a bioweapon.

Table A.2: Summary of test statistics from the Wilcoxon Sign Ranked Test to determine which pairings of
evidence have a significant difference in median rank when considering who threw the dart that hit Salle.

A.2 Scenario 2

Potential Use of Biological Weapons in Sol, Nyx, and Hemera

A.2.1 Text of Scenario

Background Sol, Nyx, and Hemera are adjacent middle- income countries. Significant portions of Sol are
controlled by rival cartels.

Year 1: Starting in November of Year 1, health officials in Sol noticed a sharp increase in the number
of non-Hodgkin’s lymphoma and hepatic cancer cases in the Northern region controlled by the North Sol
Cartel. They also noted increases in new cases of birth defects, influenza, and foodborne illness in children
and elderly adults living near North Sol Cartel territory.

Year 2: In November of Year 2, health officials in Sol again reported increased case numbers of hepatic
cancer and birth defects, as well as severe cases of various infectious diseases. Public health officials sus-
pected dioxin exposure is contributing to the increased disease incidence. Dioxins are carcinogenic chemical
compounds generated by certain industrial practices, such as incinerating waste or chemical manufacturing,
as well as natural events like volcanic eruptions or forest fires. For most people dietary intake of animal fat
is the primary route of exposure to dioxins. An investigation did not reveal significant findings, but rumors
circulated that the problem is caused by pesticide production in Nyx, an adjacent country to the north and
northwest of Sol.

Year 3: By mid-Year 3, Hemera, an adjacent country to the east of Sol, also reported increased cases of
birth defects, severe infectious disease, and hepatic cancers. Hemera’s Centers for Disease Control (CDC)
initiated a study of the unusual hepatic cancers/tumors and found that the tumor transcriptional signature

was similar to scientific studies investigating dioxin exposure. The findings led officials to confirm earlier
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rumors that dioxins might be causing the increase in cancer cases. Hemera CDC undertook further studies
and found that farmed pigs had elevated dioxin levels. Notably, Nyx reported no increase in incidence of
cancers, birth defects, or infectious disease to the World Health Organization (WHO) in Year 3. During a
speech, the Deputy Minister of Agriculture in Sol accused Nyx of creating a pesticide bioweapon, leading
to bioaccumulation in livestock. Additionally, the Government of Sol accused Nyx of making food danger-
ous for human consumption, claiming dioxins found in the meat caused cancer and other adverse events.
However, Hemera leaders believed Sol’s accusations were premature. Instead, Hemera CDC expanded its
study to survey dioxin levels in both wild and farmed pigs. They found that bioaccumulation of dioxin
was affecting about 90% of farmed pigs but only 2% of wild pigs. Once the potential link to pigs was
established, public health authorities in the region worked with the World Organisation for Animal Health
(formerly the OIE), the Food and Agriculture Organization (FAO), and the WHO to investigate potential
associations between elevated dioxin levels in pigs and increased incidence of human diseases. Part of the
work included assessing past swine disease outbreaks in the region. The collaborative team found there was
an outbreak of African Swine Fever (ASF) in the region about 10 years prior to Year 1. Since then, intense
efforts to develop and produce ASF vaccines for pigs have been underway. One vaccine was developed and
produced in a facility in Hemera, near the borders of Sol and Nyx. This vaccine was given to farmed pigs
in the region for 4 years prior to Year 1, with one dose given at age 6 weeks, another dose at age 6 months,
and a final dose at age 1 year. Investigators assessed the original formula of the vaccine and did not find any

components that could lead to high dioxin concentrations in pigs.

Year 4: Sol continued to maintain that a biological weapon was used. Nyx maintained they are not to
blame for the increased dioxins in swine and strongly refuted allegations they created a biological weapon.
Public sentiment in the region, including in Hemera, shifted to widely support the biological weapon theory,

though there was widespread disagreement over who might be the responsible party.

Sol and Hemera got Nyx to agree to partner to investigate potential bioweapon use. They initiated
an investigation into the increased cases of human disease and increased dioxin bioaccumulation in pigs.
During the investigation, Hemera and Sol culled their farmed pigs. Nyx does not farm pigs and therefore
had none to cull. The South Sol Cartel did not announce a farmed pig cull, but the cartel abruptly stopped

swine sales. The North Sol Cartel did not cull their pigs and continued swine sales, though demand was
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drastically reduced.

Investigation Overview The investigatory team used the procedures set forth in the United Nations
Guidelines and Procedures for the timely and efficient investigation of reports of the possible use of chemical
and bacteriological (biological) or toxin weapons (A/44/561) to guide its investigation. The team collected
a wide range of evidence, some on-site and some off-site. While the investigatory team had fairly open
access to Hemera and Nyx, and the government-controlled 2 parts of Sol, they were not able to enter the
cartel-controlled areas of Sol. Therefore, they were not able to collect samples in Sol’s cartel territories and
instead relied on information provided by the cartels, samples from nongovernmental organizations (NGOs)

working in the area, and satellite imagery.
Evidence

1. Environmental sampling for dioxins. The investigatory team sampled rivers, lakes, wetlands,
and the ocean, indoor and outdoor air, and soil across the 3-nation region. Those samples did not have
significantly elevated levels of dioxins or its derivatives compared to environmental samples taken 10 years

prior by national authorities in these countries or levels reported by academic groups 8 years prior.

2. Epidemiological data from national authorities. The investigatory team collected epidemiological
data from NGOs working in the area, as well as national and local public health agencies. The epidemi-
ologists on the investigatory team analyzed this data and concluded there was an increase in new cases of
cancers, birth defects, and certain infectious diseases in the first half of Year 1 in the northern region of
Sol. The epidemiologists also found increases in new cases of cancers, birth defects, and infectious diseases
in the rest of Sol in Year 2, followed by increases in the same conditions in Year 3 in Nyx and Hemera.
The epidemiologists noted that the same types of cancers (primarily non-Hodgkin’s lymphoma and hepatic

cancers), birth defects, and infectious diseases were elevated in each of the regions.

3. Medical records from patients in Hemera, Nyx, and Sol. The investigatory team obtained
anonymized medical records from the NGOs in Northern Sol that treated patients in Years 1 and 2. The
medical professionals on the investigatory team reviewed these files and found there were elevated numbers
of new cases of non-Hodgkin’s lymphoma or hepatic cancers, new cases of foodborne and flu-like illnesses,
and an increased number of birth defects in people in the northern region of Sol in first half of Year 1 and

in the other areas of Sol in Year 2. The medical professionals on the investigatory team determined the
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Figure A.1: Map of Sol, Nyx, and Hemera for Scenario 2
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recorded cases were diagnosed appropriately.

The investigatory team also obtained anonymized medical records from hospitals in Hemera, Nyx, and
government-controlled areas of Sol that treated patients in Years 1 through 4. The team’s medical profes-
sionals reviewed these files and found there were also elevated numbers of new cases of non-Hodgkin’s
lymphoma or hepatic cancers, new cases of foodborne and flu-like illnesses, and birth defects in patients
from government-controlled areas of Sol starting in Year 2, and in patients from Hemera and Nyx starting
in Year 3. The investigators noted that while Sol and Hemera had hundreds of cases more per year in Years
3 and 4 compared to Years 1 and 2, Nyx only had about 10 more cases in Years 3 and 4 compared to Years

1 and 2.

4. Transcriptomic analysis of samples from current patients. The investigatory team collected
samples from patients currently experiencing non-Hodgkin’s lymphoma or hepatic cancers in government
controlled areas of Sol, Nyx, and Hemera. Samples were also collected from patients experiencing non-
Hodgkin’s lymphoma or hepatic cancers in other parts of the world. RNA sequencing was used to assess
the transcriptomes of the patients in a transcriptome-wide association study. The investigatory team found
transcription levels of 14 genes significantly elevated in at least 90% of the Sol, Nyx, and Hemera patients
but in fewer than 10% of patients from other countries. In some cases, transcription profiles can indicate if
different tumor developed from a common exposure source. The geneticists and epidemiologists on the in-
vestigatory team conducted a literature review and found that 9 of these genes were linked to dioxin exposure

in prior research studies.

5. Surveying pigs for dioxin bioaccumulation. The investigatory team conducted a survey of wild and
farmed pigs in Hemera, Nyx, and government-controlled areas of Sol where possible. Nyx reported having
no farmed pigs and would not provide access to farms for the investigatory team to verify this information.
Results of the survey in pigs found elevated levels of dioxin in 85% to 91% of farmed pigs over 6 months
old in Hemera and government-controlled areas of Sol and in 2% to 4% of wild pigs in Hemera, Nyx, and

government-controlled areas of Sol.

6. Satellite imagery analysis of chemical processing plants and other facilities in Nyx. The in-
vestigatory team gathered satellite imagery from Years O to 4 of the areas around herbicide and chemical

manufacturing research and development facilities in Nyx. Based on the satellite images, there were no
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changes in activity level or facility growth during this time. No evidence of dumping at the facilities or
their immediate surrounding areas is apparent in the satellite images. Additionally, no pigs (wild or farmed)
appeared to be in the vicinity of any of these facilities at any time. The animals and habitats surrounding the

facility did not have significant changes across the period observed.

7. Satellite images of cartel territories in Sol. The investigatory team gathered satellite imagery of the
cartel-controlled areas of Sol from Years O to 4. Wild and farmed pigs were seen in each of the territories.
Investigators noted that while each cartel had pig farms, the North Sol cartel had abnormally stringent
practices to keep their cartel- owned pigs away from all other pigs in the area. Images also suggested that
cartel members only slaughtered and processed pigs from their own farms. Additionally, the healthcare
facilities, mortuaries, and funeral homes in the North Sol cartel territory did not appear to have an increase
in visitors or activity other than in early Year 1, whereas the same facilities in the South Sol cartel territory

did have sustained increases from Year 2 onward.

8. Previously published research article. The investigatory team uncovered a research paper published
by a lab in Hemera that designed bacterial plasmids that could break down environmental dioxins. In the
process of creating the plasmids that break down dioxins, the lab also created plasmids that contained a
series of genes that when expressed, created a synthesis pathway for dioxins. The authors of the paper
were from Hemera and Sol, but when the team interviewed them and investigated their backgrounds, no

suspicious behavior or activities were found.

9. Interviews with local veterinarians. The investigatory team interviewed veterinary professionals in
Sol, Nyx, and Hemera. Veterinarians reported they had been giving the ASF vaccine per protocol since it
became available to all farms in Hemera and government-controlled areas of Sol. They also said they had
started seeing signs of disease in pigs starting in late Year 1 in Sol and Year 2 in Hemera. The veterinarians
said they did not know of any pig farms in Nyx, but all the cartel-controlled areas of Sol contained farms
with pigs. The investigatory team secretly interviewed 2 veterinarians who worked on farms in the South
Sol cartel regions. Both reported using the ASF vaccine on a normal schedule, but they had seen disease in

the pigs on their farms in Year 1.

10. Intelligence signals in the region.The investigatory team reached out to intelligence agencies in the

region for briefings related to the cartels, environment, pigs, health, and bioweapons. There were intelligence
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signals suggesting the cartels were looking to expand territory and gain money. There was no intelligence
suggesting Nyx or any other state was interested in using a bioweapon or intentionally trying to pollute the
environment. However, there was evidence that members of the North Sol cartel were in regular contact with

individuals living in Hemera, including individuals working at the facility that produces the ASF vaccine.

A.2.2 Table A3
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Pairwise Wilcoxon test with BH correction

Groupl Group2 p_adj Significance
Surveying_Pigs Satellite_ChemProcessing 0.000 ***
Surveying_Pigs Previous_Research 0.000 ***
Surveying_Pigs Interview_Vets 0.002 **
Satellite_ChemProcessing Environmental_Sampling 0.006 **
Previous_Research Environmental_Sampling 0.007 **
Surveying_Pigs Epi_Data 0.007 **
Surveying_Pigs Intel_Signals 0.007 **
Surveying_Pigs Medical_Records 0.009 **
Transcriptomic Satellite_ChemProcessing 0.012 *
Surveying_Pigs Satellite_Sol 0.012 *
Transcriptomic Previous_Research 0013 *
Previous_Research Medical_Records 0.015 *
Satellite_Sol Previous_Research 0017 *
Satellite_ChemProcessing Medical_Records 0.019 *
Satellite_Sol Satellite_ChemProcessing 0.019 *
Transcriptomic Surveying_Pigs 0.019 *
Surveying_Pigs Environmental_Sampling 0.033 *
Previous_Research Intel_Signals 0.056 ns
Previous_Research Epi_Data 0.066 ns
Satellite_ChemProcessing Intel_Signals 0.082 ns
Previous_Research Interview_Vets 0.095 ns
Satellite_ChemProcessing Epi_Data 0.110 ns
Interview_ Vets Environmental_Sampling 0.132 ns
Satellite_ChemProcessing Interview_Vets 0.138 ns
Transcriptomic Interview_ Vets 0.179 ns
Epi_Data Environmental_Sampling 0.357 ns
Intel_Signals Environmental_Sampling 0.434 ns
Medical_Records Interview_ Vets 0.434 ns
Satellite_Sol Interview_ Vets 0.493 ns
Transcriptomic Epi_Data 0.525 ns
Transcriptomic Intel_Signals 0.553 ns
Satellite_Sol Environmental_Sampling 0.575 ns
Satellite_ChemProcessing Previous_Research 0.575 ns
Medical_Records Environmental_Sampling 0.659 ns
Satellite_Sol Epi_Data 0.659 ns
Medical_Records Epi_Data 0.683 ns
Transcriptomic Satellite_Sol 0.683 ns
Interview_ Vets Epi_Data 0.730 ns
Interview_ Vets Intel_Signals 0.730 ns
Transcriptomic Medical_Records 0.730 ns

Medical_Records Intel_Signals 0.732 ns



Groupl
Satellite_Sol
Transcriptomic
Intel_Signals
Satellite_Sol

Group2 p_adj Significance

Intel_Signals 0.760 ns
Environmental_Sampling 0.932 ns
Epi_Data 0.932 ns
Medical_Records 0.942 ns



A.2.3 Table A4
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Pairwise Wilcoxon test with BH correction

Groupl Group2 p_adj Significance
Surveying_Pigs Previous_Research 0.000 ***
Surveying_Pigs Satellite_ChemProcessing 0.001 **%*
Surveying_Pigs Medical_Records 0.001 **
Surveying_Pigs Epi_Data 0.003 **
Surveying_Pigs Interview_Vets 0.003 **
Satellite_Sol Previous_Research 0.003 *3*
Transcriptomic Surveying_Pigs 0.003 **
Surveying_Pigs Environmental_Sampling 0.005 **
Previous_Research Intel_Signals 0.005 **
Previous_Research Environmental_Sampling 0.014 *
Previous_Research Epi_Data 0016 *
Transcriptomic Previous_Research 0.025 *
Satellite_Sol Satellite_ChemProcessing 0.032 *
Previous_Research Interview_ Vets 0.035 *
Satellite_ChemProcessing Intel_Signals 0.055 ns
Previous_Research Medical_Records 0.075 ns
Satellite_Sol Medical_Records 0.097 ns
Satellite_ChemProcessing Previous_Research 0.106 ns
Satellite_ChemProcessing Epi_Data 0.136 ns
Medical_Records Intel_Signals 0.139 ns
Satellite_ChemProcessing Environmental_Sampling 0.150 ns
Surveying_Pigs Intel_Signals 0.168 ns
Satellite_Sol Interview_Vets 0.182 ns
Transcriptomic Satellite_Sol 0.208 ns
Interview_ Vets Intel_Signals 0.240 ns
Transcriptomic Intel_Signals 0.299 ns
Satellite_Sol Environmental_Sampling 0.324 ns
Transcriptomic Satellite_ChemProcessing 0.324 ns
Surveying_Pigs Satellite_Sol 0.330 ns
Satellite_Sol Epi_Data 0.336 ns
Satellite_ChemProcessing Interview_Vets 0.376 ns
Intel_Signals Epi_Data 0.388 ns
Intel_Signals Environmental_Sampling 0.388 ns
Medical_Records Environmental_Sampling 0.388 ns
Medical_Records Epi_Data 0.399 ns
Interview_ Vets Epi_Data 0.537 ns
Satellite_ChemProcessing Medical_Records 0.639 ns
Transcriptomic Medical_Records 0.653 ns
Interview_Vets Environmental_Sampling 0.678 ns
Transcriptomic Environmental_Sampling 0.684 ns

Transcriptomic Epi_Data 0.700 ns



Groupl
Satellite_Sol
Medical_Records
Transcriptomic
Epi_Data

Group2
Intel_Signals
Interview_ Vets
Interview_ Vets

p_adj Significance
0.757 ns
0.757 ns
0.920 ns

Environmental_Sampling 0.977 ns
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Assessing Evidence from
an Investigation of Biological Events

Fo

Survey from the Johns Hopkins Center for Health Security

Consent

We are conducting a research study about perceptions of evidence for attribution of biological
agents. You have been sent two fictious scenarios describing a possible biological event. Each
scenario includes background information, a description of the event, and provides a list of
evidence gathered when investigating the event. Each piece of evidence is briefly described. This
survey will ask questions about the evidence and what you believe happened in the scenario,
followed by brief demographics questions.

We expect the activity to take approximately 2 hours total to complete. All survey responses will

be on a not-for-attribution basis. Responding to this survey request is voluntary; it is your choice.
You may choose not to answer any question that we ask. Completing this survey and submitting
it to us means you consent to participate in the study.

https://forms.office.com/pages/designpagev2.aspx?auth_pvr=0rgl...R9ZDB5FOpUNjhRSTNWOUJIMjRTNU4AWTFFESkJJWjAwUC4u&analysis=false Page 1 of 23
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Instructions

Please refer to the PDFs attached to the email that provided you with the link to this survey.

For this exercise, you are an advisor to a decision maker who has ordered an investigation into a
biological event. An investigatory team has conducted the investigation and provided the decision
maker with a report of their findings (summarized in the PDFs attached to the email). The
decision maker has asked you to review the results of the investigation in order to give advice
concerning next steps. Please answer the questions in this survey as this decision maker's
advisor.

You have been given two scenarios. The first scenario focuses on the death of James Salle. The
second scenario assess a potential bioweapon use in Sol, Nyx, and Hemera. For both scenarios,
you will be asked to rank the evidence reported by the investigatory team by relative influence
on drawing your conclusion. You will also be asked to answer questions regarding your
conclusions of the investigation and your opinions on the evidence.

Please refer back to the PDFs provided in the email for these scenarios as needed while
completing this survey.

https://forms.office.com/pages/designpagev2.aspx?auth_pvr=0rgl...R9ZDB5FOpUNjhRSTNWOUJIMjRTNU4AWTFFESkJJWjAwUC4u&analysis=false Page 2 of 23
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Scenario 1: Death of James Salle

Please refer to the PDF titled "Scenario 1" for the next three sections.

https://forms.office.com/pages/designpagev2.aspx?auth_pvr=0rgl...R9ZDB5FOpUNjhRSTNWOUJIMjRTNU4AWTFFESkJJWjAwUC4u&analysis=false Page 3 of 23
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Scenario 1: Was this a deliberate biological attack?

Please refer to the Scenario 1 PDF attached to the email.

1. Please rank the following evidence in order of most influential for
determining if a biological weapon was used.

Event venue surveillance video recording.

Surveillance footage from Argon Capital City CCTV.
Environmental sampling of venue.

Witness statements.

Medical records from the hospital where Salle died.

Post- mortem samples collected from Xenon Medical Examiner.
Post-mortem samples reanalysis.

Genomic analysis of post-mortem samples.

Metagenomic sequencing of swabs from dart.

Interviews with Salle’s personal staff and close contacts.

https://forms.office.com/pages/designpagev2.aspx?auth_pvr=0rgl...R9ZDB5FOpUNjhRSTNWOUJIMjRTNU4AWTFFESkJJWjAwUC4u&analysis=false Page 4 of 23
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2. Is there enough evidence included in this report for you to conclude
James Salle died from a deliberate attack using a biological weapon?
Please explain why or why not.

3. How confident are you that this was a deliberate biological attack?

0 1 2 3 4 5 6 7 8 9 10

Not at all confident Extremely confident

4. How credible and/or trustworthy did you find the evidence included in
this section and why?

5. If you could request one additional piece of evidence in order to
determine if this was a deliberate attack using a biological weapon,
what would that piece of evidence be?

https://forms.office.com/pages/designpagev2.aspx?auth_pvr=0rgl...R9ZDB5FOpUNjhRSTNWOUJIMjRTNU4AWTFFESkJJWjAwUC4u&analysis=false Page 5 of 23
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Scenario 1: Who threw the dart?

Please refer to the Scenario 1 PDF attached to the email.

6. Who do you believe is responsible for throwing the dart?

() Roy Smith

() Jim Little
O Another person

O No one threw a dart

7. Please explain why you selected the answer you chose for Question 5
'Who threw the dart?'.

8. How confident are you that you have identified the correct suspect?

0 1 2 3 4 5 6 7 8 9 10

Not at all confident Extremely confident

https://forms.office.com/pages/designpagev2.aspx?auth_pvr=0rgl...R9ZDB5FOpUNjhRSTNWOUJIMjRTNU4AWTFFESkJJWjAwUC4u&analysis=false Page 6 of 23
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9. Please rank the following evidence in order of most influential for
determining who threw the dart.

Social Media Analysis

Interview with Roy Smith.

Rabies epidemiology records.

Biotech Facility inspection.

University Laboratory inspection.

Interview with Jim Little.

Samples collected from Little's Lab.

Samples collected from the IOM rabies lab.

Genetic engineering signatures in the rabies lab’s samples.

IOM keycard logs and security footage.

10. Which evidence, if any, did you find exonerating for a suspect and
why?
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11. How credible and/or trustworthy did you find the evidence included in
this section and why?

12. If you could request one additional piece of evidence in order to
determine who threw the dart, what would that piece of evidence be
and why?
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Scenario 1: Overarching questions.

13. Was there any evidence that you found difficult to assess or
incorporate into your thinking about this scenario?

14. How did you assess credibility when considering the evidence? What
factors or characteristics contributed to your conclusion(s) concerning
credibility?

15. Are there any types of evidence you would have liked to see but were
not included in the scenario? Was there any evidence included that
you found inappropriate for the scenario?

https://forms.office.com/pages/designpagev2.aspx?auth_pvr=0rgl...R9ZDB5FOpUNjhRSTNWOUJIMjRTNU4AWTFFESkJJWjAwUC4u&analysis=false Page 9 of 23
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16. Do you have any additional thoughts related to evidence in Scenario 1
you would like to share?
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Scenario 2: Possible Bioweapon in Nyx, Sol, and Hemera.

Please refer to the PDF titled "Scenario 2" for the following 3 sections.
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Scenario 2: What type of event is this?

Please refer to the Scenario 2 PDF attached to the email.

17. Do you believe any of the trends in disease described in the scenario
are due to non-natural events?

Q Yes- at least some of the cases of disease are associated with a deliberate or
accidental event.

O No- none of the cases of disease are associated with a deliberate or accidental
event.

18. Why do you believe the event is naturally occurring or non-naturally
occurring?

19. Do you believe this is accidental or deliberate? (skip if you believe
naturally occurring)

Q Accidental

O Deliberate
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20. Why do you believe the event is deliberate or accidental in nature?
What evidence did you use to come to your conclusion? (skip if you
believe naturally occurring)

21. How confident are you in your assessment of the origins of this event?

0 1 2 3 4 5 6 7 8 9 10

Not at all confident Extremely confident

https://forms.office.com/pages/designpagev2.aspx?auth_pvr=0rg...R9ZDB5FOpUNjhRSTNWOUJIMjRTNU4WTFFESkJJWjAwUC4u&analysis=false
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22. Please rank the following evidence in order of most influential for
determining if an intentional biological event has occurred.

Environmental sampling for dioxins.

Epidemiological data from national authorities.

Medical records from patients in Hemera, Nyx, and Sol.

Transcriptomic analysis of samples from current patients.

Surveying pigs for dioxin bioaccumulation.

Satellite imagery analysis of chemical processing plants and other facilities in Nyx.
Satellite images of Sol’s cartels’ territories.

Previously published research article.

Interviews with local veterinarians.

Intelligence signals in the region

23. If you could request one additional piece of evidence in order to
determine what type of event is occurring, what would it be and
why?
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Scenario 2: Who is responsible?

Please refer to the Scenario 2 PDF attached to the email.

24. Who or what do you believe is responsible for this event and why?
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25. Please rank the following evidence in order of most influential for
determining who or what is responsible for the biological
event.

Environmental sampling for dioxins.

Epidemiological data from national authorities.

Medical records from patients in Hemera, Nyx, and Sol.

Transcriptomic analysis of samples from current patients.

Surveying pigs for dioxin bioaccumulation.

Satellite imagery analysis of chemical processing plants and other facilities in Nyx.
Satellite images of Sol’s cartels’ territories.

Previously published research article.

Interviews with local veterinarians.

Intelligence signals in the region

26. How confident are you in your assessment of who or what is
responsible for this event?

0 1 2 3 4 5 6 7 8 9 10

Not at all confident Extremelv confident
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27. If you could request one additional piece of evidence in order to
determine who or what is responsible for this event, what would it be
and why?
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Scenario 2: Overarching questions.

28. Was there any evidence that you found difficult to assess or
incorporate into your thinking about this scenario?

29. How credible and/or trustworthy did you find the evidence included in
Scenario 2 and why?

30. How did you assess credibility when considering the evidence? What
factors or characteristics contributed to your conclusion(s) concerning
credibility?
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31. Are there any types of evidence you would have liked to see but were
not included in the scenario? Was there any evidence included that
you found inappropriate for the scenario?

32. Do you have any additional thoughts related to evidence in Scenario 2
you would like to share?
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Demographics

33. Which field(s) reflects your area of expertise?

L)

T o I B 0 A B B A B R A

)

https://forms.office.com/pages/designpagev2.aspx?auth_pvr=0rg...9ZDB5FOpUNjhRSTNWOUJIMjRTNU4WTFFESkJJWjAwUC4u&analysis=false

Evolutionary and/or Molecular Biology
Biotechnology

Microbiology (bacteriology, virology, etc.)
Social Science

Public Health

International Relations and/or Diplomacy
Law

Forensic Sciences

Biosecurity

Biosafety

Chemical or Nuclear Security
Nonproliferation

Food Safety

Environmental Sciences

Other (please specify in next question)

11/7/22, 10:44 AM
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34. If you selected "Other" in the previous question, please name the
field(s) you feel best reflect your area of expertise.

35. How many years of experience do you have in your field?

21 to 30

31 to 40

O
O
() 41to050
O

Over 50 years
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36. What is your gender?

O Woman

Man
Non-binary

Other

O O O O

Prefer not to say

37. What is your nationality?
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Thank you for filling out this survey!

We look forward to sharing results from this work in the coming months.

- Lane Warmbrod and Gigi Gronvall

This content is neither created nor endorsed by Microsoft. The data you submit will be sent to the form
owner.

S Microsoft Forms
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Table A.3: Summary of test statistics from the Wilcoxon Sign Ranked Test to determine which pairings of
evidence have a significant difference in median rank when considering the nature of the biological event in
Scenario 2.

Table A.4: Summary of test statistics from the Wilcoxon Sign Ranked Test to determine which pairings of
evidence have a significant difference in median rank when who may be responsible for the biological event
in Scenario 2.
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