On Internal Interfaces in Machine Learning Systems

Jonathan Hayase

A dissertation
submitted in partial fulfillment of the

requirements for the degree of
Doctor of Philosophy

University of Washington

2026

Reading Committee:
Sewoong Oh, Chair
Noah A Smith
Pang Wei Koh

Program Authorized to Offer Degree:

Computer Science & Engineering



©Copyright 2026

Jonathan Hayase



University of Washington

Abstract

On Internal Interfaces in Machine Learning Systems

Jonathan Hayase

Chair of the Supervisory Committee:
Sewoong Oh
Computer Science & Engineering

Machine learning systems are often studied through the standard interfaces they expose, such
as image classification or text generation. While these interfaces are central to evaluation
and deployment, they can obscure internal structure that is essential for understanding how
models are trained, how they fail, and how their behavior can be controlled. In this thesis, I
study such hidden structure in two settings: backdoor attacks in supervised learning, and
tokenization in large language models.

In the first part, I study how small adversarial changes to training data can induce targeted
changes in model behavior. I first present the detectable signature poisoned training examples
leave in the trained model’s hidden representations, and develop a defense based on robust
covariance estimation that amplifies these traces, removing poisoned examples even when
previous spectral methods fail. I then switch roles and approach the same phenomenon from
the attacker’s perspective, showing that neural tangent kernels can be used to approximate
training dynamics, enabling the construction of substantially stronger few-shot backdoor
attacks.

In the second part, I study the tokenizer—sequence-model decomposition of language models.
[ first show that the merge lists of byte-pair encoding tokenizers reveal systematic information
about the data on which they were trained, and formulate this as a new inference problem

called data mixture inference. I then examine how tokenization shapes model behavior at



inference time, giving rise to the prompt boundary problem, in which the standard prompting
interface imposes token boundaries that distort the model’s completions. To address this, I
introduce ByteSampler, an inference-time method that converts a BPE-based autoregressive
language model into an equivalent byte-level model, eliminating the prompt boundary problem
and enabling cross-tokenizer ensembling and behavior transfer.

Together, these results show that internal structure beyond a model’s standard interface
can be exploited for defense and attack analysis, inference about training, and improved

control over model behavior.
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Chapter 1

INTRODUCTION

One of the most appealing features of many machine learning systems is the simplicity
of the interfaces they provide. An image classifier may take an image and return class
probabilities; a language model may take a prompt and return a possible continuation. This
simplicity is more than just aesthetic; it is a major functional convenience because it promotes
modularity: models that share a common interface can be easily compared, combined, and
substituted. For example, the common prompt — completion format shared by nearly all
language models allows them to be evaluated using the same datasets, served using the same

APIs, and deployed interchangeably in production.

This uniformity has been a major catalyst for progress in machine learning. Simple
interfaces make it easier to compare to prior work and provide a consistent target for
development. They provide a powerful abstraction because the systems underneath these
interfaces are far from simple. Modern machine learning models are large, diversely structured
objects trained on vast datasets, and their scale and complexity have only increased over time.
A common interface allows researchers to test ideas across many different models, making it
easier to distinguish broadly applicable techniques from ones that depend on the details of a

particular system.

Why look beyond the canonical interface at all? One reason is security. Adversaries are
not constrained to interact with machine learning systems only through the interfaces they
were designed for. They may exploit the model’s hidden representations or training dynamics
or make powerful inferences from the model itself in ways that are not practical with only
queries. Defending against such threats therefore requires more than observing a model’s

behavior from the outside. It requires identifying and reasoning about the hidden structure



through which such attacks operate. As in traditional computer security, defending against
adversarial behavior often requires looking beyond the intended interface and reasoning about
lower-level mechanisms through which failures arise. In the same way, securing machine

learning systems often requires a detailed understanding of how they operate.

A second reason is capability. The standard interface exported by a model may be useful,
but it does not always provide the behavior one would like. If the desired behavior can’t be
reduced to the original model’s signature, then it will be necessary to go beyond it. At the
same time, this is often fruitful because models often possess latent capabilities. For example,
an image classification model may learn internal features that are useful for segmentation, a

task requiring a completely different interface.

This thesis explores what becomes possible when we look beyond the standard interface.
Across several settings, it studies alternative interfaces exposed by the internal mechanisms of
machine learning systems and uses them to defend, control, interrogate, and augment models
in new ways. Although the technical settings vary, a common theme is that the black box
is not empty: once opened, it reveals structures that are both scientifically informative and

algorithmically useful.

This perspective is developed in two different settings in this thesis. The first half focuses
on training-time structure, using backdoor attacks and defenses as a case study in how small
changes to training data can induce dramatic changes in resulting model behavior. This part
shows, from both the defender’s and the attacker’s perspective, that internal information such
as hidden representations and gradients are useful tools for understanding this phenomenon.
The second half turns to language models and focuses on the discrete internal representations
through which they represent text. By separating tokenization from the underlying sequence
model, it shows that tokens are not merely a preprocessing convenience, but a structured
representation that can both reveal information about a model’s training and clarify how it

behaves at inference time.
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Figure 1.1: Standard image backdoor attack setup: An attacker poisons a small number

of training examples by adding a fixed trigger and changing their labels to a target class.
After training, the model predicts clean inputs normally, but inputs containing the trigger

are classified as the target class, including triggered inputs not seen during training.

1.1 Backdoor Attacks in Vision

Backdoor attacks provide a particularly clear example of the broader perspective developed
in this thesis. In a backdoor attack, an adversary modifies a small fraction of the training
data so that the resulting model behaves normally on ordinary inputs, but produces an
attacker-chosen prediction when a specific trigger is present [95]. For example, in an image
classification setting, an attacker might add a small patch to a subset of training images and
relabel them as some target class. After training, the model may still classify clean images
correctly, yet misclassify any image containing that patch as the attacker’s chosen label. We
depict this setup visually in Fig. 1.1. Because the model remains accurate on standard inputs,

this kind of compromise can be difficult to detect through ordinary evaluation alone.

This type of attack is particularly concerning because machine learning datasets have
grown dramatically in size over time, with modern vision and multimodal datasets often
spanning billions of examples [211, 82|, making it difficult to manually confirm that they

contain no adversarial data. The two chapters in this part examine this phenomenon from



opposite directions: first by using hidden representations to detect poisoned examples, and

then by using gradients and training dynamics to make poisoned examples more effective.

1.1.1 Hidden Representations Expose Adversarial Data

Backdoor attacks for classification models are naturally difficult to detect using the poisoned
model’s standard classification interface because evading detection is explicitly an objective
of the attack. Backdoor attacks only surface when triggered by a pattern known only to
the attacker, while maintaining normal behavior on other queries. Thus, discovering the
backdoor by studying the model’s classification behavior requires information that is not
available to defenders. To address this, backdoor defenses often consider white box signals to
detect backdoor behavior, including hidden representations [241, 48].

Hidden representations are the intermediate activations of the model. In this case, they
are obtained by passing images to the model and capturing the output after running the first
n layers (out of a total of N > n). The core idea of this chapter is to inspect the structure
of the hidden representations carefully. We will take a model that is potentially poisoned,
and collect its hidden representations on its own training data. When we do so, we find that
poisoned examples are often outliers along specific directions in the representation space in
certain layers. Thus, if you know the direction and the layer, you can identify the poisoned
examples. Interestingly, we find that later layers mix the poison distinguishing directions with
other directions used for classifying natural images. This means that if the layer is chosen too
late, the signal will be lost. On the other hand, if the layer is chosen too early, the model will
not have developed the features required to identify the poisoned examples in the first place.

The first primary contribution of this work is the observation that multiple simultaneous
backdoor attacks are often anomalous in different directions in the representation space.
This breaks prior defenses which assume that a single direction distinguishes all poisons. To
address this, our second contribution is to apply robust covariance estimation to “whiten” the
data using an approximation of the covariance of only the clean points. Perhaps surprisingly,

this can be done efficiently and in an unsupervised manner, leveraging recent advancements



in the field of robust statistics. Once the hidden representations have been re-scaled, we can
weigh each direction by an outlier score and aggregate them to remove poisons along many
directions at once. We find that this defense was able to neutralize all known attacks at the

time it was proposed.

1.1.2 Gradients Describe the Interaction Between Data and Models

A critical parameter in backdoor attack design is the number of poisoned examples required
for successful execution of the attack. In many settings, the number of poisoned examples
required is directly related to the “cost” of the attack. For example, gaining a greater degree
of control over the training set may involve compromising more data sources, where each
compromised source comes at a certain cost to the attacker (e.g. buying internet domains). A
different perspective is that the density of poisoned examples is related to the stealthiness of
the attack: the more poisoned examples there are, the more signal there is for the defender to
pick up on. This could take the form of manual inspection, where a human observes the data
and notices a pattern in some corrupted data, but it also applies to automated defenses like
the one discussed in Chapter 2, where more poisoned examples cause their outlying direction
to have a greater spectral signature.

However, designing poisoned data is difficult because the data is related to the attack
objective (the poisoned model predictions) by a complex and expensive function: model
training. Prior works designed backdoor attacks by hand to maximize their effectiveness.
In this chapter, we introduce the first end-to-end system to optimize the effectiveness of
poisoned data. The result is an attack which is significantly more efficient, achieving the
same results as prior attacks with roughly an order of magnitude fewer poisoned examples.

How is this done? The approach of the chapter is to use the theory of the Neural Tangent
Kernel (NTK). The NTK is an object of theoretical interest which arises in the limit when
a neural net’s width is taken to infinity. Under a certain initialization of the weights, it
can be shown that the distance the weights travel during training goes to zero as the width

goes to infinity [113]. In this regime, training collapses to kernel regression with a specific



infinite-dimensional kernel function known as the NTK, and that kernel function is defined
by gradients of the model output with respect to the model weights. Interestingly, the kernel
products can be evaluated in closed form despite the infinite dimension, allowing predictions

to be made in this limiting regime.

The core technical innovation of the chapter is to use the so-called “empirical NTK” (the
kernel induced by the gradients of a trained, finite-width model) as a proxy for the end-to-end
training of the original neural network. The empirical NTK allows us to approximate the
predictions of a trained model on an arbitrary dataset and the quality of that approximation
is related to the similarity between the original dataset used to train the kernel and the
dataset used to train the kernel machine. This is a good fit for the backdoor attack setting
because the whole point was to find small perturbations of the original dataset that induce

the desired model behavior.

In addition to being a good proxy of the original backdoor objective, the empirical NTK
makes the poison design tractable because it is possible to differentiate the backdoor data
with respect to the predictions of the empirical NTK trained on that data using implicit
differentiation. We develop an efficient system to evaluate these gradients using higher-order

automatic differentiation, allowing direct optimization of the backdoor data.

1.2 Tokenization in Language

Although there are many tasks that fall under the umbrella of language modeling, the most
common by far is generating a completion given a preceding prompt. This is the interface
through which language models are most often evaluated, served, and deployed. Commercial
providers such as OpenAl and Anthropic expose their models through standardized APIs
built around this pattern, and open-weight models are typically used in much the same way.

In this setting, it is natural to think of language models as consuming and producing text.

However, this view hides an important structural junction. A language model is not a

monolithic text-to-text system, but a combination of a tokenizer and an underlying sequence



model. Text is first mapped into sequences of discrete tokens!, that sequence is processed
by the sequence model, and the resulting token-level outputs are mapped back to text. We
depict this in Fig. 1.2.

For ordinary use, this decomposition is easy to ignore. A user may interact with the model
entirely at the level of text and never need to reason about how that text is represented
internally. For understanding the model, however, the tokenizer—sequence-model junction is
especially informative because it lies between two systems with very different characters: a
discrete, deterministic tokenizer and a large, opaque sequence model. This makes it a natural
place from which to look deeper into the structure of the model as a whole.

The two chapters in this part examine language models from complementary directions.
The first looks backward from this junction and asks what the tokenizer reveals about the
data on which it was trained. The second looks forward from the same junction and asks
how the token representation shapes the behavior of the sequence model at inference time.
Together, they show that tokens are not merely a preprocessing convenience, but an internal
representation through which both the construction and the behavior of a language model

can be analyzed more directly.

1.2.1 BPEFE Merges for Data Mizture Inference

In this chapter, we directly analyze the tokenizer to see what it reveals about the model’s
training data. Although there is a significant body of prior work attempting to infer properties
of language model training data from the model itself [42, 43, 218], this work is inherently
difficult due to the nature of language model training. For many language models, the
algorithmic details of the training are not known, the training itself is extremely costly, and
the entire process is also highly nondeterministic. In contrast, for tokenizer training we know

exactly what training algorithm was run, we can train our own tokenizers cheaply using

'More precisely, the entries of a tokenizer vocabulary are token types, while a token appearing in a
particular sequence is an occurrence of such a type. We use the more familiar term “token” throughout
except where the distinction matters.
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Figure 1.2: Language modeling decomposed into tokenization and sequence predic-
tion: the text is first segmented into tokens, after which the preceding tokens are provided

to the sequence model, which outputs a probability distribution over possible next tokens.

CPU-only machines, and the most popular tokenizer training algorithms are deterministic
and yield deterministic tokenizers as well. This makes tokenizers an attractive target for

analysis.

In this chapter, we analyze byte-pair encoding (BPE; [83, 215]), the most popular to-
kenization method in use today, and find that the merge list which defines the tokenizer
contains information about the relative frequencies of substrings in the tokenizer’s training
data. Motivated by this, we define a new data inference problem we call data mixture
inference, where we are given a tokenizer trained on a mixture of different data distributions

(e.g. languages, sources, etc.), and the goal is to infer their relative mixture ratios.

Interestingly, we find that this problem can be reduced to a large linear program and
we give a fast solver which leverages the sparsity structure inherent to BPE to solve these
programs to optimality in a matter of hours. We then use this system to report our findings for
a number of tokenizers that have been published. In many cases, this information represents
the only publicly available information about the data used to train these tokenizers, as many

companies do not publish any details on how their tokenizers were trained.



1.2.2  Tokenization Boundaries for Byte-Level Inference

In the second chapter of this part, we turn from what the tokenizer reveals about the
construction of a language model to how it influences the behavior of the sequence model
built on top of it. The central observation is that the standard text-level interface hides
a discrepancy between the objects users manipulate and the objects the sequence model
actually assigns probability to. A language model is typically presented as generating text,
but its learned distribution is defined over token sequences, not directly over strings. This
distinction is usually harmless, but it matters at the end of the prompt, where the standard
interface forces the prompt to terminate at a token boundary, even when that segmentation
is not the one most typically associated with that prefix. The result is the prompt boundary
problem: seemingly superficial changes in how a prompt ends can distort the distribution
over completions [195, 248, 204]. In English this is sometimes visible in simple cases such as
trailing spaces, but the problem is more general, and is especially pronounced in settings such
as code generation and languages like Chinese where token boundaries do not align cleanly
with linguistic ones.

This chapter addresses the prompt boundary problem by revisiting the same structural
decomposition introduced above. Rather than treating the language model as a monolithic
text-to-text system, it separates the tokenizer from the sequence model and works directly at
the junction between them. That junction is exactly where the mismatch becomes visible:
the tokenizer fixes a segmentation of the prompt into tokens, while the sequence model
assigns probability only after that segmentation has been chosen. To correct this, the chapter
introduces ByteSampler, which constructs a tree of token sequences consistent with the
given prompt and evaluates the sequence model over that tree. The resulting procedure
exactly recovers the induced string-level behavior that is obscured by the standard prompting
interface, thereby eliminating the prompt boundary problem. In this sense, the tokenizer—
sequence-model junction is not merely where the problem becomes explicit, but also the

natural place from which to resolve it.
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Chapter 2

SPECTRE: DEFENDING AGAINST BACKDOOR ATTACKS
USING ROBUST STATISTICS!

2.1 Introduction

Large-scale machine learning, such as federated learning [118], requires training data collected
from multiple sources. As not all sources can be trusted and sanity checking the data is
expensive, this opens an opportunity for an adversary to inject poisoned data into the training
set. A particularly concerning scenario is the backdoor attack; the attacker attempts to embed
a hidden backdoor into the trained model such that its prediction is maliciously changed
when activated by samples with an attacker-defined trigger. As the model behavior on clean
data is unchanged, such backdoored models may be deployed unnoticed.

Starting with the seminal work of [95], there has been an active line of work on designing
backdoor attacks that use more stealthy triggers [53, 156, 139, 157| or that can pass human
inspection [246, 281]. Empirical evidence in these works suggests that a small fraction of
poisoned data is sufficient to successfully create backdoors in trained neural networks. For
example, CIFAR-10 data has 5,000 training examples for each of the ten classes. When
the pixel attack [95] is launched with only 125 poisoned samples injected during training,
the pixel attack succeeds in planting a backdoor in the trained model, achieving an attack
accuracy of 63% (shown in Fig. 2.1 in blue triangles).

Recently, Tran et al. [241] proposed what we call the PCA defense, using the representations
at the intermediate layers of such neural networks trained on a corrupted dataset. It is based
on the observation that poisoned examples have special spectral signatures that can be used to

filter them out. Concretely, given the intermediate representations {h;}; of all the training

!This chapter was first published as Hayase et al. [101].
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Figure 2.1: SPECTRE succeeds where PCA fails: Under the pixel attack, the PCA
defense fails to produce a clean model when the number of poisoned examples is between 64
and 256 (red circle). In fact, it removes clean data samples resulting in a model with higher
accuracy on the poisoned test examples than when no defense was applied (blue triangle).
SPECTRE produces clean models with the backdoor completely removed in all regimes (green

square).

data, each sample is assigned an outlier score 7; = |(h;, v})|, which is its magnitude in the
top PCA direction vy, of the representations. Those with high scores are removed from the

training data, and a fresh model is trained on the filtered data.

When there is a sufficient number of poisoned samples (> 512) this PCA defense correctly
detects poisoned samples and removes the backdoor completely; attack accuracy drops down
to 0% when we retrain a model after removing samples detected as poisoned (shown in red
circles). However, there is a wide gap between where the pixel attack becomes ineffective
(around 64 poisoned examples) and where the PCA defense stops working (around 256

poisoned samples), in this example.

Contributions. We introduce SPECTRE (Spectral Poison ExCision Through Robust

Estimation), a novel defense for general backdoor attacks. The key insight, illustrated in
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Fig. 2.2, is that we can significantly amplify the spectral signature of the poisoned data by (i)
estimating the mean and the covariance of the clean data using robust statistical estimators
and (ii) whitening the combined data with the estimated statistics. The resulting top PCA
directions are well-aligned with the subspace that separates the poisoned samples from the
clean ones (illustrated in Fig. 2.2). However, detecting those poisoned examples can still be
challenging as the distribution of the (whitened) representations can vary widely depending
on the types and strengths of the attacks. To adapt to such profiles of the representations,
we propose a variation of the recently introduced QUantum Entropy (QUE) outlier scoring.
We show in Section 2.4 that SPECTRE is able to eliminate the backdoor (e.g., shown in
green squares in Fig. 2.1) under a broad range of attacks, significantly improving upon the
state-of-the-art baselines. We show that every component of SPECTRE is crucial in achieving

this performance gain with an ablation study in Section 2.5.

2.1.1 Related Work

We focus on training-time attacks and refer readers to [164, 110| for a survey on inference-time

attacks.

Data poisoning attacks and defenses. Data poisoning refers to attacks that insert
poisoned examples into the training data. There are two types depending on the goal:
reducing model quality or creating a backdoor. Model quality attacks have been studied in
feature selection [259], PCA [205], neural networks [268], general models [177|, and general
function classes [120]. These attacks have been successfully launched in deployed systems, as

shown in [181, 133, 34, 254].

Backdoor attacks. Backdoor attacks create backdoors in trained models that change
the model’s prediction to an attacker-specific target label when the sample has a specific
attacker-chosen trigger. The most common attack is to embed triggers in a subset of training
samples from a source label and change the label to the target label. [95] first demonstrated

that stamping an image with a small pattern can successfully create a backdoor. To design
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triggers that can pass human inspection of the image x, subsequent work mixed a pattern
with the features [53], used periodic patterns to exploit convolutional layers [283], used
intermediate layers of a neural network [156], minimized ¢, norm of the perturbation [283],
used perceptual similarity scores [139], applied reflection to the image as the trigger [157],
and leveraged a downscaling pre-processing step common in image classification tasks [200].
However, these approaches share a weakness that a human inspecting both the image «x
and the label y can easily detect a poisoned example, as it is perceived to be mislabelled
as target y. [246, 281| propose embedding triggers in images that interpolate between the
source and target labels. This can pass as being correctly labelled with the target label, while

successfully creating backdoors.

Defenses against backdoor attacks. As the defender is not assumed to have clean
validation data, several approaches do not apply to our setting. Defenses using outlier
detection require clean validation data [144, 135, 223, 246]. [153] requires clean data to
retrain a poisoned model to make it forget the backdoor. [123| requires a model trained on
clean data to design a litmus test that detects poisoned models.

Some other defenses [253, 20, 252, 256, 60] rely on triggers having a small norm, and are
known to fail on attacks with large perturbations. Neural Cleanse [253] finds perturbations
that change the label of a training sample. The smallest such perturbation is declared as the
trigger. Randomized smoothing proposed in [252, 256] ensures that all bounded perturbations
are consistently labelled, forcing a clean image and its poisoned version to have the same
label.

SentiNet [60] uses saliency maps to detect triggers corresponding to small connected
regions of high salience over multiple images. Other types of defenses protect against
model quality attacks, including outlier detection without clean data (224, 223, 37, 197] and
Byzantine-tolerant distributed learning approaches [37, 11, 50].

Robust estimation. There has been significant progress in robust mean and covariance

estimation under Gaussian samples in R%. [52] gives the first exponential-time algorithm that
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accurately estimates the covariance matrix with 2(d) sample complexity under adversarial
corruptions and proves a matching information-theoretic lower bound. [69, 130| give the first
polynomial-time algorithm with no (or very weak) dependency on the dimensionality in the
estimation error (close to the one in [52]), however at the cost of Q(d?) sample complexity. A
statistical query (SQ) lower bound is later shown in [68], indicating that a polynomial time
algorithm with Q(d"%) sample complexity is unlikely. Recent works [56, 137] improve the
time complexity to match the matrix multiplication time, which nearly matches the time

needed for the non-robust version of the problem.

2.2 Threat Model and Diversifying the Attacks

2.2.1 Threat Model

We assume the threat model of [241]. The adversary has the training data and knows the
user’s neural architecture and training method. However, the adversary does not train the
model herself. The user trains the model on training data that might be corrupted by the
adversary, whose goal is to create a backdoor in the user’s trained model. The purpose of
a backdoor is twofold. First, in order to avoid suspicion, the classification accuracy on the
clean training data and clean test data should not decrease due to the presence of poisoned
data (hence the name backdoor). Second, when a clean test example (whose label is not the
target label) is corrupted by an attacker-defined trigger, the backdoor should be activated
and the example should be classified as the attacker-defined target label.

To create a backdoor, the adversary injects poisoned data into the training set. We test
our defense against the pixel attack, periodic attack, and clean label attack. We vary the

fraction of injected poisoned examples, denoted by

N # of poisoned examples injected

€ )
# of uncorrupted examples with target label
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2.2.2  Pizxel Attacks and m-Way Pizel Attacks

One of the first successful demonstrations of a backdoor attack used a simple pixel attack [95].
An image is corrupted by a single pixel at a fixed location set to a fixed color. At training,
images from a label different from the target (e.g., “truck”) are corrupted and injected into
the dataset with the target label, e.g., “deer”. On the CIFAR-10 dataset, each label has 5,000
clean examples. The pixel attack only requires as few as 250 poisoned examples (¢ = 5%) to
succeed in achieving 92% test accuracy on clean data and 89% test accuracy on poisoned
data (see Fig. 2.1).

A downside of the pixel attack is that it leaves strong spectral signatures, such that
it can be easily detected by the PCA defense of [241], which successfully removes 94% of
poisoned data when ¢ = 10%. However, as the PCA defense relies on a single principal
direction, an m-way attack introduced in [260] diversifies the watermark such that the spectral
signature is hidden in the lower PCA subspaces. The corrupted training data is separated
into m partitions and a group-specific pixel attack is applied to each group. We compare the

state-of-the-art defenses on various attacks and their m-way variations.

2.3 Algorithm

The pipeline of our approach is to train a model and extract a representation from a middle
layer, then identify the target label with Algorithm 4, detect and remove the poisoned
examples with Algorithm 1, and retrain (see Fig. 2.4). In this section, we assume that the
representations have been extracted and that the target label has been correctly identified,
and we focus on the robust poison detector. We refer to Section 2.4.5 for the details on
identifying the target label.

We propose the following three steps in SPECTRE (Algorithm 1). We first project the
given representation data down to a k-dimensional space using its top left singular vectors. We
next apply robust estimation to get the approximate mean and covariance of the clean data.

After whitening the data with the estimated mean and covariance, the spectral signature of
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the poisoned data is amplified such that it can be detected more effectively. Finally, we use
QUantum Entropy (QUE) scores to find those with strong spectral signatures. Note that
the sensitivity of the algorithm is tuned by the choice of removing 1.5en suspicious samples,
following the same choice from [241]. We show that the performance is not sensitive to this

choice in Section A.6.

Algorithm 1: SPECTRE
Input: representation S = {h; € Rd}?zl, dimension k, parameter «, poison fraction &

p(S) + & 3, hi

Center the data: Sy < {h; — u(S)}n,es
U, A,V < SVD.(S))

Ty < {U h;}nes

f}, < ROBUSTEST(TY, €) [Algorithm 17]
Whiten the data: 75 < {2*1/2(@ — )} hoer,
{r:} + QUESCORE(T5, «v) [defined in Eq. (2.1)]

return 1.5en samples with greatest QUE-scores

2.3.1 Step 1: Dimensionality Reduction with SVD

Robust estimation of the mean and covariance in d dimensions with an ¢ fraction of poisoned
data requires Q(d?/e?) samples, which we do not have in real data. On CIFAR-10 experiments,
the representations are 4,096 dimensional and the number of samples per label is 5,000. We
propose projecting the data down to a k-dimensional space using the top left singular vectors
U € R™*  With a choice of k that is too small, the subspace U might not include the
direction separating the poisons, thus losing statistical power for detection. If we choose a k
that is too large, then the subspace U might contain directions where the clean data is not
well-behaved and follows a heavy-tailed distribution, thus misleading the robust covariance

estimation due to the small sample size. Hence, we propose an algorithm to find an effective
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dimension k in Algorithm 3 and use it in all our experiments. This achieves performance close

to the best performance one can achieve by enumerating all £ as we show in Section 2.4.4.

2.3.2 Step 2: Robust Estimation

The PCA defense fails when the direction the algorithm checks (which is the top PCA
direction of the combined data) is not aligned with the spectral signature of the poisoned
examples (which is the direction that separates poisoned from clean data). This happens
when the covariance of the clean data has a large condition number such that the variance
along the spectral signature direction is much smaller than the variance along the top PCA
direction, as shown in Figs. 2.2 and 2.5. In real data, the spectral signature commonly hides
in such low-variance directions, causing the PCA defense to fail under most of the attacks we
tested.

If we know the true mean and covariance of the clean data, we can whiten the combined
data to ensure that the clean data has the same variance along the spectral signature direction
as along any other direction, thus amplifying the hidden spectral signature. We propose
using the recently introduced robust mean and covariance estimator, which is guaranteed
to accurately estimate the true mean and covariance when we have enough samples from a

Gaussian distribution.

Theorem 2.1 ([67, Theorem 3.2 and Theorem 3.3]). Let G ~ N(u,X) be a Gaussian
in d dimensions, and let € > 0. Let S be an c-corrupted set of samples from G of size
Q((d?/e?) poly log(d/e)). ROBUSTEST(S, ), returns S and i, so that with probability at
least 9/10, it holds that || I —%~255712||p = O(elog(1/¢)) and ||p' — pl|2 = O(e+/log(1/e)).

Under the assumption that the clean data is drawn from a Gaussian distribution, this
provides the best known guarantee for joint mean and covariance estimation and also matches
the known fundamental limit on the achievable accuracy up to a logarithmic factor. However,
in practice, we do not have enough samples to do robust estimation of the d = 4,096-

dimensional covariance in real data with CIFAR-10, where each label has 5,000 samples. It is
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critical to use an appropriate choice of k in reducing the dimensionality of the samples down
to k in the pre-processing. In fact, a moderate choice of £ = 60 can completely fail as we
illustrate in Fig. 2.8. To this end, we propose Algorithm 3 to identify the dimensionality k.

For completeness we also provide ROBUSTEST from [67] in Algorithm 17 in Section A.2.

2.3.3 Step 3: Quantum Entropy Score Poison Detection

We want to assign an outlier score 7; to each data point and remove those with high scores.
Once we whiten and center the representation according to the approximate mean and
covariance of the clean data (denoted by {h; € R¥}), the poisoned samples tend to be
separated from the clean ones and are left with a spectral signature. Natural measures
of this signature are the squared norm Ti(o) = (1/k)||h;||? and the squared projected norm
7 = (v"h;)? on the top principal direction v of the whitened representation {f;}7,
including both clean and poisoned samples. In practice, either choice can fail as shown in

Table 2.1. To this end, we propose using a variation of QUantum Entropy (QUE) scoring
from [73].

Algorithm 2: QUantum Entropy scoring (QUESCORE) based on |73, Algorithm 2]
Input: T = {h; € R*}"_ | parameter o

I
hi Quhi
7@ D gy 2.1
T QL) [n] (2.1)
where Q, = exp(ﬁz(ﬁ:i) and 3 = Ly hi:h]

return {r\*}

note on a: we use o = 4 in all experiments

The QUE score defined in (2.1) recovers 7O = (1/k)||h;||?> when o = 0 and recovers

(o) _

T

; (’UTiLi)2 when a = oco. For intermediate «, this gracefully interpolates between these

extremes, thus improving over both as shown below.
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Attacks \ Scores A0 ;@ @ 6 ()

3 7 (2 3 3

I-way € = 0.1 3 0 0 6 118
2-way € = 0.05 69 40 30 49 97
3-way € = 0.0124 22 8 5 ) 5

Table 2.1: QUE score sensitivity to a: Number of remaining poisoned samples after re-
moving 1.5en examples with largest outlier scores Ti(a) for various choices of o € {0, 2,4, 8, 00}.

The proposed QUE score robustly achieves the best performance with oo = 4.

The name quantum entropy scoring comes from the fact that the matrix exponential
Qo/ Tr(Q.) is a solution of a particular linear maximization with a quantum entropy regular-
ization. This matrix weighs the top and bottom principal directions differently, and the choice
of o controls how aggressively we want to emphasize the top principal directions. This allows
the QUE score to naturally adapt to the effective dimensionality of the spectral signature in
poisoned samples. The squared norm TZ»(O) fails when this effective dimension is small, which
happens when the signature is weak, i.e. large m and small €. The squared projected norm
TZ-(OO) fails when the effective dimension is large, which happens when the signature is strong,
i.e., small m and large . The experiments support this intuition and we provide details in
Section A.5. The performance of the score is not sensitive to the choice of o and we set it to
4 for all our experiments. The QUE score also plays critical roles in identifying the target

label (Algorithm 4) and in selecting the dimensionality & (Algorithm 3).

2.8.4 Possible Extensions to SPECTRE

In the dimensionality reduction step, we could have used robust principal component analysis
[124, 114] to replace U with the estimated principal subspace of the clean data. Further,
theoretically, we should partition the data into two groups S; U .S; = S, and project the data

from one group onto the subspace learned from the SVD of the other group. This ensures
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that the learned subspace does not overfit the data. In practice, these two variations did not

give any improvement in performance.
2.4 Experiments

In our pipeline (Fig. 2.4) for removing poison and retraining, we replace our proposed SPEC-
TRE with two competing state-of-the-art approaches and compare the resulting performances.
Following [241], in all experiments, we set the sensitivity so that 1.5en data points are removed
in total, use “deer” as the target label, and use images of trucks to create poisoned samples
(unless otherwise stated). In all experiments shown in this section, we use Algorithm 3
(explained in Section 2.4.4) to find the effective dimension k£ adaptively and automatically,
and use Algorithm 4 (explained in Section 2.4.5) to identify the target label. Due to space
constraints, we only report the attack accuracy on the backdoored test examples on the final
re-trained model. The accuracy on the clean test examples is always between 92.5% and
93.5% unless otherwise stated, and is omitted from the results.

We compare three defenses: the proposed Algorithm 1, the PCA defense of [241], and the
Clustering defense of [48]. The Clustering defense uses standard 2-means on the representa-
tions, and we allow access to the oracle to determine one cluster and randomly select 1.5en
data points to remove from that cluster. Detailed descriptions are provided in Section A.1.

We evaluate them on three popular families of backdoor attacks.

2.4.1 m-Way Pixel Attacks

We test the defenses on the m-way pixel attacks described in Section 2.2.2 with examples
shown in Fig. 2.3. Following the experiments of [241], we use a poisoned CIFAR-10 dataset to
train a 32-layer ResNet? model composed of three groups of residual blocks with 16, 32, and
64 filters respectively and 5 residual blocks per group. Details of the training are provided in
Section A.3.

2We modified the implementation at https://github.com/akamaster/pytorch_resnet_cifar10 to
match that used in [241].
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Attack PCA Clustering SPECTRE
M EN  ACCpr  ACCp.  ACC accy,.
1 500 0.942 0.004 0.820 0.000
1 250 0.890 0.880 0.904 0.001
1 125 0.627 0.834 0.842 0.000
2 500 0.987 0.914 0.901 0.000
2 250 0.888 0.817 0.808 0.002
2 125 0.106 0.139 0.325 0.000
3 500 0.990 0.970 0.963 0.000
3 250 0.908 0.367 0.914 0.000
3 125 0.616 0.348 0.547 0.000

Table 2.2: m-way pixel attack results: Test accuracy acc,. on the backdoor examples
of the model retrained with each defense. SPECTRE consistently eliminates the backdoor
completely (achieving poison accuracy near zero), in all regimes including those where existing
methods fail. The attack accuracy acc,- on a model trained without any defense is shown as

a reference.

The PCA defense succeeds when the spectral signature is strong (m = 1, = 500) but fails
when we diversify the attack, keeping the same number of poisons or reducing the number of
poisons, because the spectral signature is weaker. Robust covariance estimation consistently
amplifies these signatures, eliminating the backdoor in all cases. The clustering defense fails

to separate poisons from clean ones.

2.4.2 m-Way Periodic Attacks

Proposed in [26], the periodic attack adds a periodic signal to the image as a trigger, as shown

in Fig. 2.6. We chose signals with amplitude 6 and a frequency of 8. We design an m-way
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periodic attack by choosing m different (frequency, direction) pairs. Algorithm 1 consistently

removes the backdoors completely, whereas competing defenses fail.

Attack PCA Clustering SPECTRE
M EN aCCpr  ACChe  ACC) accy.

1 500 0.975 0.976 0.987 0.004

1 250 0.961 0.968 0.933 0.001

1 125 0912 0916 0.889 0.000

2 500 0.996 0.995 0.988 0.001

2 250 0.982 0.986 0.961 0.000

2 125 0.881 0.868 0.829 0.000

Table 2.3: m-way periodic attack results: Results use the notation from Table 2.2. The
attack accuracy of SPECTRE shows that the backdoor has been completely eliminated.

2.4.8 Label Consistent Attacks

The obvious discrepancy between the image and the target label (e.g., a truck labelled as a
deer) in previously presented attacks makes it trivial for a human to detect the poison. The
label consistent attack, which was proposed in [246], designs images that are consistent with
the target label, but can still create backdoors.

Concretely, three transforms are proposed to create images of the target label that are
more difficult to classify: ¢ and ¢, bounded adversarial perturbations and interpolation via
the latent space of a Generative Adversarial Network (GAN). A watermark, which in our
case is a 3x3 patch of black and white pixels on each corner, is then added to the transformed
images. During training, the network may come to rely on the watermark to classify the

poisoned examples, as classifying them without the watermark is difficult. At test time, the
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network outputs the target label whenever it detects the watermark. Examples are shown in
Fig. 2.7.
We used the same experimental setup as [246]. For our experiments, we ran the provided

implementation.®> Accuracy on clean data was between 91% and 92.5% in all experiments

and is omitted in the table.

Attack PCA Clustering SPECTRE
type €N accp Prm Prm Prm
Uy 250 0932 250 140 250
Uy 125 0.843 1 17 125
lo 62 0.856 0 ) 62
lso 250 0.894 250 245 250
lso 125 0.744 0 24 125
loo 62 0.472 0 ) 62
GAN 250 0.584 47 78 250
GAN 125 0.680 28 20 125
GAN 62 0.261 0 2 62

Table 2.4: Label consistent attack results: Each defense detects 1.5en candidates to
remove, out of which p,,, are actual poisoned examples. This matches the total number of

poisoned examples en for SPECTRE.

Algorithm 1 removed all poisoned examples in every instance, guaranteeing that the
backdoor was eliminated. However, in a wide regime, the PCA and Clustering defenses

removed a small fraction of the poison or none at all.

3https://github.com/MadryLab/label-consistent-backdoor-code
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2.4.4 Finding the Effective Dimension k

Algorithm 1 takes a parameter k, which is the number of dimensions to use for covariance
estimation. Comparing Figs. 2.8 and 2.9, note that no fixed value of k£ works well for all
experiments. A small choice of k fails when the spectral signature is not in the top £k PCA
directions, which happens when the attack is weak (Fig. 2.9). A large choice of k fails when
the clean data is not well-behaved (resilience property fails) in the lower PCA subspaces,
causing robust covariance estimation to fail (Fig. 2.8).

A major challenge in selecting the appropriate k is that we do not have oracle access to
the performance of our SPECTRE (in red), as in practice we do not know which samples are
poisoned. We therefore propose selecting k that maximizes the mean QUE score (in blue).
Concretely, for each k£ we run SPECTRE to remove 1.5en data points. We use the covariance
of the remaining cleaned examples (in the representation space) to whiten all the data, and
compute the mean QUE score of all the data points after whitening. The idea is that if
poisons were correctly identified, then the mean QUE score will be large as poisons have a
strong spectral signature. We write the algorithm explicitly in Algorithm 3. Table 2.5 shows
that Algorithm 3 selects nearly optimal values of k.

2.4.5 Identifying the Target Label

The defenses require representations from the target label, which is not known. To identify
which label is being targeted, we extend Algorithm 3, which identifies the effective dimension
k, to identify both k and the target label [, giving Algorithm 4. Figs. 2.10 and 2.11 show that
the mean QUE scores obtained for the target label are clearly larger (for appropriate values
of effective dimension k) compared to those obtained for untargeted labels. This follows from
the same intuition as Algorithm 3, where a higher mean QUE score indicates the presence of
poisoned data samples. We run Algorithm 4 against all attacks with poison test accuracy
acc, over 0.33; the correct target label was identified in all those experiments with 100%

accuracy.
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Algorithm 3: k-IDENTIFIER

Input: representation S = {h; € R4}"_, parameter «, poison fraction &
p(S) 5 30, hi

Center the data: Sy < {h; — p(S) }th,es

U, A,V < SVDy,..(S1)

for k € [kmax] do
Sremoved — SPECTRE(S, k, a, €) [Algorithm 1]

Y =Cov({U h | h € S\ Siemoved})
{7} + QUESCORE({X"Y2UTh | h € S})
[Algorithm 2]

1 n
B quZilei

return k£ corresponding to the maximum ¢ and the maximum ¢

Algorithm 4: Target label identifier

Input: representations S; = {h; € R?}" | for each label [ € [L], parameter a, poison

fraction ¢

for [ € [L] do
| k,q < k-IDENTIFIER(S), €) [Algorithm 3]
return [ corresponding to the maximum gq.

2.5 Ablation Study

SPECTRE combines several steps to effectively detect poisoned examples.

1. Adaptive dimension reduction using Algorithm 3.

2. The covariance of the clean samples is estimated using Algorithm 14.

3. The samples are whitened using the estimated covariance.

4. We compute QUE scores using Algorithm 2 to determine which samples to discard.
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metric / choice of k 20 100 Kkorace Alg. 3

mean ppy,/(en) (%) 765 86.8  98.6 98.2
min pma/(en) (%) 0.0 40 903 87.1

Table 2.5: Dimension selection results: Fixed choices of k result in failure in some
examples, as shown by low min % of poisons removed (pym/(en)). The minimum is over
different attacks. Algorithm 3 achieves consistently reliable performance, close to the instance-

wise optimal choice of kgracle-

Here we perform an ablation study to demonstrate that none of these steps can be omitted.
We show that Step 1 is necessary in Section 2.4.4, where we show that no constant choice of
k is sufficient to detect the majority of the poison across multiple experiments. Note that
choosing k = d is equivalent to performing no dimension reduction. In our experiments, we
found that checking values of £ which are substantially smaller than d sufficed. This also gave
us a substantial computational speedup since the runtime of Algorithm 1 scales with k. We
show that Step 4 is important in Section 2.3.3. In particular, in Table 2.1 we show that two
other natural choices for outlier scoring can fail under certain conditions. For Steps 2 and 3,
we provide Table 2.6, which shows the performance of Algorithm 1 on a variety of experiments
where Step 3 has been omitted (removing the need for Step 2) and where Step 2 is omitted
and the whitening is done using the sample covariance. The results in Table 2.6 justify the

use of Steps 2 and 3.
2.6 Conclusion

While existing backdoor attacks are powerful enough to corrupt the trained model with a
small fraction of injected poisoned training data, existing defenses fail under a broad regime
of backdoor attacks. The reason is that the spectral signatures that those methods build

upon are challenging to detect for a wide range of attacks. We therefore introduce a novel
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defense algorithm that we call SPECTRE by combining the ideas from robust covariance
estimation and quantum entropy outlier detection. Whitening with the robust covariance
amplifies the spectral signature of the poisoned samples. The quantum entropy score can
robustly detect that signature, adapting to the spectral profile of the poisoned examples.
We demonstrate the superiority of our defense in several popular backdoor attacks, and the
results suggest that the proposed defense is successful in all regimes we tested, including
those where the state-of-the-art baseline approaches fail. The empirical success of SPECTRE
opens several new research directions, two of which we discuss in the following.

SPECTRE requires the trainer to have access to the corrupted training dataset. In some
scenarios we might not have direct access to the training data, for example due to privacy
constraints. Identifying the statistical signatures in such settings is an interesting direction
to make SPECTRE more widely applicable. A concrete direction is to design a decentralized
and differentially private version of SPECTRE under the setting of federated learning [197].
Recent advances in differentially private and robust estimators in [154] provide promising
directions.

[86] proposes a different paradigm for defending against backdoor attacks. The defense,
called STRIP, mixes each training sample with multiple other samples and measures the
entropy of the resulting prediction. This leverages an aspect of common backdoor attacks
that is different from spectral signatures. Understanding how these different types of defenses
perform against different types of attacks, such as the hidden backdoor attacks from [209], is

an important research question.
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Figure 2.2: Robust whitening amplifies the spectral signature: Plots of the 5,000 clean
training examples and 125 poisoned examples bearing the target label under the 3-way pixel
attack. Figs. 2.2a and 2.2d show the ¢ norm of the images and representations, respectively.
Figs. 2.2b and 2.2e show the absolute inner product of the images and representations,
respectively, with the top eigenvectors v, and vy, of their covariances. Figs. 2.2¢ and 2.2f show
the absolute inner product of the robustly whitened images and representations respectively
with the top eigenvectors v/, and vj, of the covariances of the whitened data. Fig. 2.2f shows
how robust whitening amplifies the spectral signature of the poisoned samples and separates

them out along the direction of top principal components.
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(a) 15¢ pixel (b) 274 pixel (c) 3™ pixel (d) all three

Figure 2.3: Pixel triggers for multi-way attacks: During training, the m-way pixel attack
partitions the data and applies a group-specific pixel attack to each. At test time, all m

pixels are applied to strengthen the trigger.

Train & extract ] {(hi, i) HL, | Identify the
representations ’ ‘ target label

{(wi,yi)}fil

{h’z | Yi = ytarget}

Retrain on | | Detect poisoned
cleaned data ’ {(wuyz)}z]\; A\T ‘ representations

clean model

Figure 2.4: The defense pipeline: We first train a model on the poisoned data {(z;, y;)} ¥,
and extract the activation h; € R? of a hidden layer of the trained neural network as the
representation of the data a;. Then, this representation is used in Algorithm 4 to identify
the target label. Algorithm 1 uses the representations {h; | i = Yiarget } Of the target label to

detect and remove suspicious examples T'. Finally, we retrain a model with the cleaned data.
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Figure 2.5: Poison directions can hide from PCA: When we project onto the top
PCA directions of the representations {h;} of the combined data on the left, the poisoned
examples are indistinguishable from the clean ones. On the two-dimensional subspace that
best separates the poisons (right), on the other hand, the representations have smaller variance,

making those directions challenging to find. This example uses the 2-way pixel attack with

en = 250.
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(a) horizontal (b) vertical

Figure 2.6: Periodic triggers for multi-way attacks: At training, each poisoned sample
is corrupted by a single periodic signal to better hide the spectral signature. At test time,

we combine all m triggers to boost the spectral signature and improve the accuracy of the

attack.

0 5 10 15 20 25 30

(b) ¢ perturbation (¢) GAN interpolation

(a) ¢2 perturbation

Figure 2.7: Example training samples for label consistent attacks: The samples are

visually consistent with the target label “deer”, while succeeding in creating backdoors that

are triggered by the watermark in the corners.
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Figure 2.8: QUE-based dimension selection for GAN poisons: Under the GAN-based
label consistent attack with en = 500, we want to choose k < 55 as we want the fraction of
poisons removed by SPECTRE (in red) close to one. We propose selecting k& with the highest

mean QUE score (in blue), as it closely matches the true (unknown) detection accuracy.
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Figure 2.9: QUE-based dimension selection for pixel poisons: Under the 2-way pixel
attack with en = 31, we want to select £ > 85. We propose selecting k with the highest mean
QUE score.
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Figure 2.10: Identifying the GAN attack target label: GAN-based label consistent
attack with en = 500. We select the (k,label) pair that maximizes the mean QUE score.
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Figure 2.11: Identifying the pixel attack target label: 3-way pixel attack with en = 125.
We select the (k,label) pair that maximizes the mean QUE score.



35

Attack 1+4 14344 14+2+3+4
type m en  acCpx  Prm Prm Prm
pixel 1 500 0.942 471 471 500
pixel 1 250 0.894 131 203 249
pixel 1 125 0.627 0 51 124
pixel 3 500 0.990 153 336 490
pixel 3 250 0.908 0 119 245
pixel 3 125 0.616 0 37 123
periodic 1 500 0.975 19 421 493
periodic 1 250 0.961 2 105 248
periodic 1 125 0.912 0 67 124
periodic 2 500 0.996 457 407 493
periodic 2 250 0.982 10 115 248
periodic 2 125 0.881 0 0 124
Uy 1 500 0.881 500 500 500
ly 1 250 0.932 250 250 250
ly 1 125 0.843 1 125 125
GAN 1 500 0.633 500 500 500
GAN 1 250 0.584 246 239 250
GAN 1 125 0.680 79 124 125

Table 2.6: SPECTRE ablation results: Performance for various combinations of: 1.
adaptive dimension reduction, 2. robust covariance estimation, 3. whitening, 4. QUE scoring.

Note: 1+2+3+4 is SPECTRE, which performs better than the other combinations.
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Chapter 3

FEW-SHOT BACKDOOR ATTACKS VIA NEURAL TANGENT
KERNELS!

3.1 Introduction

Modern machine learning models, such as deep convolutional neural networks and transformer-
based language models, are often trained on massive datasets to achieve state-of-the-art
performance. These datasets are frequently scraped from public domains with little quality
control. In other settings, models are trained on shared data, e.g., federated learning [118],
where injecting maliciously corrupted data is easy. Such models are vulnerable to backdoor
attacks [95], in which the attacker injects corrupted examples into the training set with
the goal of creating a backdoor when the model is trained. When the model is shown test
examples with a particular ¢rigger chosen by the attacker, the backdoor is activated and the
model outputs a prediction of the attacker’s choice. The predictions on clean data remain
the same so that the model’s corruption will not be noticed in production.

Weaker attacks require injecting more corrupted examples into the training set, which
can be challenging and costly. For example, in cross-device federated systems, this requires
tampering with many devices, which can be costly [224]. Further, even if the attacker has
the resources to inject more corrupted examples, stronger attacks requiring fewer poison
training examples are preferred. Injecting more poison data increases the chance of being
detected by human inspection with random screening. For such systems, there is a natural
optimization problem of interest to the attacker. Assuming the attacker wants to achieve a
certain success rate for a trigger of choice, how can they do so with the minimum number of

corrupted examples injected into the training set?

!This chapter was first published as Hayase and Oh [100].
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For a given choice of a trigger, the success of an attack is measured by the Attack Success
Rate (ASR), defined as the probability that the corrupted model predicts a target class,
Ytarget, 10T an input image from another class with the trigger applied. This is referred to as
a test-time poison example. To increase ASR, train-time poison examples are injected into
the training data. A typical recipe is to mimic the test-time poison example by randomly
selecting an image from a class other than the target class, applying the trigger function,
P : R¥ — R* and labeling it as the target class, Yarger |26, 95, 157]. We refer to this as
the “sampling” baseline. In [26], for example, the trigger is a periodic image-space signal
A € R* that is added to the image: P(@iuek) = e + A. Example images for this attack
along with the label consistent attack of [246] are shown in Fig. 3.2 with yareet = “deer”. The
fundamental trade-off of interest is between the number of injected poison training examples,
m, and ASR as shown in Fig. 3.1. For the periodic trigger, the sampling baseline requires

100 poison examples to reach an ASR of approximately 80%.

E _-— 7
////////"//—//,, ‘
-o-NTBA (ours) R n I I H

-o-sampling
-o-label consistent

label: “truck” label: “deer” label: “deer”

attack success rate

(a) clean (b) clean (c) poison

1 10 100 1000
number of poisons m

Figure 3.2: Backdoor poisoning example: A

Figure 3.1: The trade-off between typical poison attack takes a random sample from

the number of poisons and ASR the source class (“truck”), adds a trigger A to it,

for the periodic trigger. and labels it as the target (“deer”). Note the faint

vertical striping in Fig. 3.2c.

Notice how this baseline, although widely used in robust machine learning literature,

wastes the opportunity to construct stronger attacks. We propose to exploit an under-
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explored attack surface for designing strong attacks by carefully designing the train-time
poison examples tailored to the choice of the backdoor trigger. We want to emphasize that
our goal in proving the existence of such strong backdoor attacks is to motivate continued
research into backdoor defenses and inspire practitioners to carefully secure their machine
learning pipelines. There is a false sense of safety in systems that ensure a large number of
honest data contributors keep the fraction of corrupted contributions small; we show that it
takes only a few examples to succeed in backdoor attacks. We survey the related work in

Section B.1.

Contributions. We borrow analyses and algorithms from kernel regression to bring a new
perspective on the fundamental trade-off between the attack success rate of a backdoor attack
and the number of poison training examples that need to be injected. We (i) use Neural
Tangent Kernels (NTKSs) to introduce a new computational tool for constructing strong
backdoor attacks for training deep neural networks (Sections 3.2 and 3.3); (7) use the analysis
of standard kernel linear regression to interpret what determines the strength of a backdoor
attack (Section 3.4); and (iii) investigate the vulnerability of deep neural networks through

the lens of corresponding NTKs (Section B.5).

First, we propose a bi-level optimization problem whose solution automatically constructs
strong train-time poison examples tailored for the backdoor trigger we want to apply at
test-time. Central to our approach is the Neural Tangent Kernel (NTK) that models the
training dynamics of the neural network. Our Neural Tangent Backdoor Attack (NTBA)
achieves, for example, an ASR of 72% with only 10 poison examples in Fig. 3.1, which is an
order of magnitude more efficient. For subtasks from the CIFAR-10 and ImageNet datasets
and two architectures (WideResNet and ConvNeXt), we show the existence of such strong
few-shot backdoor attacks for two commonly used triggers: the periodic trigger (Section 3.3)
and the patch trigger (Section B.3.1). Our ablation study shows that every component of
NTBA is necessary in discovering such a strong few-shot attack (Section 3.2.5). Secondly,

we provide an interpretation of the poison examples designed with NTBA via an analysis of
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kernel linear regression. In particular, this suggests that small-magnitude train-time triggers
lead to strong attacks, when coupled with a clean image that is close in distance, which
explains and guides the design of strong attacks. Finally, we investigate the vulnerability
of deep neural networks to backdoor attacks by comparing the corresponding NTK and the
standard Laplace kernel. Compared to the Laplace kernel, NTKs allow far-away data points

to have more influence, and few-shot backdoor attacks exploit this.

3.2 NTBA: Neural Tangent Backdoor Attack

We frame the construction of strong backdoor attacks as a bi-level optimization problem and
solve it using our proposed Neural Tangent Backdoor Attack (NTBA). NTBA is composed of

the following steps (with details referenced in parentheses):

1. Model the training dynamics (Section 3.2.2): Train the network to convergence
on the clean data, saving the network weights and using the empirical neural tangent

kernel at this choice of weights as our model of the network training dynamics.

2. Initialization (Section 3.2.3): Use greedy initialization to find an initial set of poison

images.

3. Optimization (Sections B.2.1 and 3.2.4): Improve the initial set of poison images

using a gradient-based optimizer.

3.2.1 Bi-Level Optimization with Kernels

Let (X4, ya) and (X, yp,) denote the clean and poison training examples, respectively, (X, y)
denote clean test examples, and (X,, y.) denote test data with the trigger applied and the
target label. Our goal is to construct poison examples, X,,, with target label, Yy, = Yiarget, that,
when used for training together with clean examples, produce a model that (i) is accurate on

clean test data X; and (i7) predicts the target label for poison test data X,. This naturally
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leads to the following bi-level optimization problem:

H)l(ill Ebackdoor (f(Xta; argming L(f(Xdpa 0)7 ydp)) ) yta)7 (31)

P

where we denote concatenation with subscripts XdTp = [ el XPT} and similarly for Xi,,
Ydp, and yi,. To ensure our objective is differentiable and to permit closed-form kernel
predictions, we use the squared loss £(¥,y) = Liacdoor (U, Y) = ||¥ — yl|3/2. Still, such bi-
level optimizations are typically challenging to solve |24, 25]. Differentiating directly through
the inner optimization argming £(f(Xap; ), yap) with respect to the corrupted training data
X, is impractical for two reasons: (i) backpropagating through an iterative process incurs a
significant performance penalty, even when using advanced checkpointing techniques [251] and
(7i) the gradients obtained by backpropagating through SGD are too noisy to be useful [107].
To overcome these challenges, we propose to use closed-form kernel linear regression to model

the training dynamics of the neural network

f(Xta; argmin@ ‘C(f(Xdp; 0)7 ydp)) ~ f(Xta; Xdpa ydp) = ygler(j_p{dedp,ta (32)

where K (X, X') denotes the |X| x [X'| kernel matrix with K (X, X'); ; = K(X;, X}), and we
use subscripts as shorthand for block matrices, e.g. K, 4, = [K(Xm Xq) K(X., Xp)}. This

dramatically simplifies and stabilizes our problem, which becomes
.5 5 1, = 2
II)l(lH £<Xdptaa ydpta) where ‘C(Xdptm ydpta> £ 5 Hf(Xta7 Xdp7 ydp) - yta”Q (33>

which is a single-level optimization due to the closed-form of f . This simplification does not
come for free, as kernel-designed poisons might not generalize to the neural network training
that we desire to backdoor. Empirically demonstrating in Section 3.3 that there is little loss

in transferring our attack to neural networks is one of our main goals (see Table 3.2).

3.2.2  Modeling Training Using the Empirical Neural Tangent Kernel

The NTK of a scalar-valued neural network f is the kernel associated with the feature map

¢(x) = Vo f(x;0). The NTK was introduced in [113], which showed that the NTK remains
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Figure 3.3: Attack training curve: Plot showing asry, ¢ vs. the number of epochs used to
train the network before the weights were frozen for use in the empirical NTK. The weights

are chosen at the beginning of the epoch, so 10° corresponds to no training.

stationary during the training of feed-forward neural networks in the infinite-width limit.
When trained with the squared loss, this implies that infinite-width neural networks are
equivalent to kernel linear regression with the neural tangent kernel. Since then, the NTK has
been extended to other architectures [143, 76, 10, 269], computed in closed form [143, 185],
and compared to finite neural networks [134, 17]. The closed form predictions of the NTK
offer a computational convenience which has been leveraged for data distillation [182, 183,
meta-learning [285], and subset selection [38]. For finite networks, the kernel is not stationary
and its time evolution has been studied in [80, 159, 214]. We call the NTK of a finite network
with @ chosen at some point during training the network’s empirical NTK. Although the
empirical NTK cannot exactly model the full training dynamics of finite networks, |75, 74|
give some non-asymptotic guarantees.

In our main experiments, we chose to use the weights of the network after full convergence
for use with the empirical neural tangent kernel. In Fig. 3.3 we show the results obtained when
using the network weights at other points along the training trajectory. At the beginning
of training, there is a dramatic increase in ASR after a single epoch of training, and longer
training is always better until we reach convergence. At 500 epochs the loss of the network

falls below 1 x 1077, and the network effectively does not change from then on. These results
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mirror those of [80, 159], which find that the empirical neural tangent kernel’s test accuracy
on standard image classification rapidly improves at the beginning of training and continues

to improve as training progresses.

3.2.3 Efficient Greedy Poison Set Selection

Our approach will be to solve Eq. (3.3) using gradient methods, but first we must choose
some initialization X,. Empirically, we find that the optimization always converges to a
local minimum that is close to the initial choice of X,,. This is motivated by our analysis
in Section 3.4, which suggests that Eq. (3.3) encourages poisons with small perturbations.
Accordingly, we must choose our initialization carefully, so that there is a good local minimum
nearby.

We propose a greedy algorithm to select the initial set of images. The algorithm proceeds
by applying the trigger function P(-) to every image in the training set and incrementally
selecting the image that has the greatest reduction in the backdoor loss when added to the

poison set in a greedy fashion. We write this procedure in detail in Algorithm 5.

Algorithm 5: Greedy subset selection

Input: Data (Xapta, Ydpta), number of poisons m € N.
Output: m poison data points X/, yy.
Initialize XISO) and yI()O) to be an empty matrix and vector, respectively.

for i € [m] do

o . . x5 yy "
(m7 y) = argmln(w,y)e(){pyp) £ thaa Xp = ) ydta7 yp =
T Yy
| D | (i-1)
XI()Z) — "7 and yr(f) — v
x Y

return X/ = xim, Y, = yim

The key to a practical implementation of Algorithm 5 is a method to quickly solve the
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selection in Algorithm 5. Writing out the Schur complement after adding one row and column

to the kernel matrix K (X, X) and adding one dimension to y and K (X, x) in Eq. (3.2) gives

Now we note that the computationally expensive term K (X, X)~! does not depend on (z,y)
so we may compute it only once. Therefore, we can evaluate the predictions for the entire
set X, under the addition of each poison in X, in O(n® + mn?) time where n = |Xq4| and
m = | X,|. With careful vectorization, the selection in Algorithm 5 can be performed in a few

seconds.

3.2.4  Efficiently Differentiating the Backdoor Loss

In order to efficiently minimize the loss £ defined in Eq. (3.3) with respect to X, we require
the gradient 9Z/sx,. Once we can compute the gradient, we will use L-BFGS-B [286] to
minimize £ with respect to Xp. One straightforward way to calculate the gradient is to
rely on the JAX autograd system to differentiate the forward process [39]. Unfortunately,
this does not scale well to large datasets as JAX allocates temporary arrays for the entire
calculation at once, leading to “out of memory” errors for datasets with more than a few

dozen examples.

Structural Optimization of the Backward Pass

Applying the chain rule, we manually write out the backward process corresponding to
Eq. (3.3) in the style of [183] as shown in Algorithm 6.

First, we note that the kernel matrix Kgq 4, does not depend on X, and so we calculate it
once at the beginning of our optimization. Since this matrix can be quite large, we use a
parallel distributed system that automatically breaks the matrix into tiles and distributes

them across many GPUs. The results are then collected and assembled into the desired
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Algorithm 6: Backdoor loss and gradient

Input: Kernel matrix Kg gta, data (Xata, Yata) and (Xp, yp)-
Output: Backdoor design loss £ and gradient %.
Compute the kernel matrix K, pata from Xgi, and X, using [186].

Compute the loss £ via Eq. (3.3).

Compute the gradient matrix aKaEdt by automatic differentiation of Eq. (3.3).
p,pdta

Compute the tensor M@PT*’;‘“‘@

Compute the tensor contraction 63—)fp — (6Kff)dta)i7j<8[;;3(?;&1)7;7]'7[.

return L, %.
P

matrix. We use the technique of [186] to compute the kernel matrix tiles, which gave a 2x
speedup over the direct method of computing the inner products of network gradients.
Additionally, the form of Algorithm 6 admits a significant optimization where Algorithm 6
can be fused, so that slices of ?Kp.pata/ox, are computed, contracted with slices of 9£/oK,, a1,
and discarded in batches. Choosing the batch size allows us to balance memory usage and
the speedup offered by vectorization on GPUs. Additionally, these slices are again distributed
across multiple GPUs and the contractions are performed in parallel before a final summation

step.

Efficient Empirical Neural Tangent Kernel Gradients

In Algorithm 6, the vast majority of the total runtime is spent in the calculation of slices
of Kppatafox, on Algorithm 6. Here we will focus on calculating a single 1 x 1 x k slice of
9Ky pata fox,. Letting D, denote the partial Jacobian operator with respect to argument @, the

slice we are computing is exactly
D.K(x,y) where K(x,y)= (Dgf(x;0),Dof(y;0)) (3.4)

for some x,y € R*.2

2Extra care must be taken to compute 9Kp.»/ox,. These details are omitted for simplicity.
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ablation ASR

1 +2+3 721%
1+ 3 12.0%
1 + 2 16.2%
1" +2+3 11.3%
1”7 +2+3 231%

Table 3.1: NTBA ablation study: Results under the setting of Fig. 3.1 with m = 10.

Let D’ and DY respectively denote that the Jacobian will be computed using forward or
reverse mode automatic differentiation. Since K is scalar-valued, it is natural to compute
Eq. (3.4) as D5 (Dg f(x;0),Dg f(y; 0)). However, this approach is very slow and requires a
large amount of memory due to the intermediate construction of a k x d tensor representing
Dg Do f(x;0). Instead, assuming that f is twice continuously differentiable, we can exchange
the partial derivatives and compute (Dy’ DS f(;0))" (D§ f(y; 0)), which runs the outermost
derivative in forward mode as a Jacobian vector product (JVP). This is reminiscent of the
standard “forward-over-reverse” method of computing Hessian-vector products.

Our final optimization is to exploit the linearity of the derivative to pull the JVP
(Dy’ DS f(x;0))7 outside the contraction in Algorithm 6, ensuring that we only need to
compute a total of |X,| second derivatives. In our experiments, this optimization gave a
speedup of over 50x while also using substantially less memory. We expect that further
speedups may be obtained by leveraging techniques similar to those of [186] and leave this

direction for future work.

3.2.5 Ablation Study

We perform an ablation study on the three components at the beginning of this section

(modeling the training dynamics, greedy initialization, and optimization) to demonstrate that
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they are all necessary using the setting of Table 3.2. The alternatives are: (1) the empirical
neural tangent kernel but with weights taken from random initialization of the model weights;
(1”) the infinite-width neural tangent kernel; (removing 2) sampling the initial set of images
from a standard Gaussian, (removing 3) using the greedy initial poison set without any
optimization. The ASR values for various combinations are shown in Table 3.1. The stark
difference between our approach (1+2+3) and the rest suggests that all components are
important in achieving a strong attack. Random initialization (1+3) fails because coupled
examples that are very close to the clean image space but have different labels are critical in
achieving strong attacks as shown in Fig. 3.5. Without our proposed optimization (1+2), the
attack is weak. Attacks designed with different choices of neural tangent kernels (1’4243
and 1”+2+3) work well on the kernel models they were designed for, but the attack fails to
transfer to the original neural network, suggesting that they are less accurate models of the

network training.
3.3 Experimental Results

We attack a WideResNet-34-5 [276] (d ~ 107) with GELU activations [105] so that our
network will satisfy the smoothness assumption in Section 3.2.4. Additionally, we do not
use batch normalization which is not yet supported by the neural tangent kernel library we
use [185]. Our network is trained with SGD on a 2-label subset of CIFAR-10 [125]. The
particular pair of labels is “truck” and “deer”, which was observed in [101] to be relatively
difficult to backdoor since the two classes are easy to distinguish. We consider two backdoor
triggers: the periodic image trigger of [26] and a 3 x 3 checker patch applied at a random
position in the image. These two triggers represent sparse control over images at test time in
frequency and image space, respectively. Results for the periodic trigger are given here while
results for the patch trigger are given in Section B.3.1.

To fairly evaluate performance, we split the CIFAR-10 training set into an inner training
set and validation set containing 80% and 20% of the images, respectively. We run NTBA

with the inner training set as Dy, the inner validation set as Dy, and the inner validation set
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with the trigger applied as D,. Our neural network is then trained on Dy U D, and tested on
the CIFAR-10 test set.

We also attack a pretrained ConvNeXt [158] fine-tuned on a 2-label subset of ImageNet,
following the setup of [209] with details given in Section B.3.2. We describe the computational

resources used to perform our attack in Section B.2.2.

3.3.1 NTBA Makes Backdoor Attacks Significantly More Efficient

Our main results show that (i) as expected, there are some gaps in ASR when applying
NTK-designed poison examples to neural network training, but (#) NTK-designed poison
examples still manage to be significantly stronger compared to the sampling baseline. The
most relevant metric is the test result of neural network training evaluated on the original
validation set with the trigger applied, asrp,t. In Table 3.2, to achieve asry,te = 90.7%,
NTBA requires 30 poisons, which is an order of magnitude fewer than the sampling baseline.
The ASR for backdooring kernel regressions is almost perfect, as it is what NTBA is designed
to do; we consistently get high asryy . with only a few poisons. Perhaps surprisingly, we show
that these NTBA-designed attacks can be used as is to attack regular neural network training
and achieve ASR significantly higher than the commonly used baseline for WideResNet
trained on CIFAR-10 subtasks and ConvNeXt trained on ImageNet subtasks, with NTBA
tailored for patch and periodic triggers, respectively (Table 3.2, Figs. B.2 to B.4 and 3.1).

ASR results are percentages and we omit the % symbol in this section.

3.3.2  Transfer and Generalization of NTBA

Fig. 3.4 illustrates two important steps which separate the performance achieved by the
optimization, asry +r, (Which consistently achieves 100% attack success rate) and the final
attack success rate of the neural network, asrp, . in Table 3.2: transfer from the NTK to the
neural network and generalization from poison examples seen in training to new ones. We
observe that the optimization achieves high ASR for the NTK but this performance does not

always transfer to the neural network.
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ours sampling sampling
M aSTptktr ASTntkte @STnntr  STnnte  aSThpte m  asTypte
1 100.0 85.2 0.2 11.0 5.9 0 5.5
3 100.0 92.8 5.6 35.2 7.6 100 79.1
10 100.0 95.2 65.2 72.1 21.3 300 89.3
30 100.0 96.4 94.2 90.7 49.6 1000 95.0

Table 3.2: NTBA attack success rates: ASR results for NTK and NN (asr. 4 and asr. ;)
at train and test time (asry, . and asre . ). The NTBA attack transferred to neural networks
is significantly stronger than the sampling-based attack using the same periodic trigger across

a range of poison budgets m. A graph version of this table is in Fig. 3.1.

Interestingly, we note that the attack transfers very poorly for training examples, so much
so that the generalization gap for the attack is negative for the neural network. We believe
this is because it is harder to influence the predictions of the network near training points.

Investigating this transfer performance presents an interesting open problem for future work.

3.3.8 The Attacker Does Not Need to Know All the Training Data

In our preceding experiments, the attacker has knowledge of the entire training set and a
substantial quantity of validation data. In these experiments, the attacker is given a /3 fraction
of the 2-label CIFAR-10 subset’s training and validation sets. The backdoor is computed
using only this partial data and the neural network is then run on the full data. NTBA
degrades gracefully as the amount of information available to the attacker is reduced. Results

for m = 10 are shown in Table 3.3.
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5 aSI'nn,te
asT asT
1.0 96.3 ntk,tr generalize (ntk ntk;te
=4 =4
0.75 947 : :
05 785 z B
generalize (nn)
0.25 73.4 aST'nn tr aSI'nn te

Table 3.3: Partial data access results: Figure 3.4: Relationship between the

ASR decreases gracefully with the attacker columns of Tables B.1 and 3.2.

knowing only a 3 fraction of the data.

3.3.4  FEvaluation Against SPECTRE

SPECTRE [101] is a representation-based defense against backdoor attacks, and is the subject
of Chapter 2. We evaluate NTBA-designed poisons against SPECTRE in two settings:
CIFAR-10 trained from scratch with the periodic trigger as in Section 3.3.1, and fine-tuning
ImageNet with the periodic trigger as in Section B.3.2. Following [101], we give SPECTRE a
fixed budget of [1.5m] points to remove and report the fraction of poison examples remaining
after filtering.

In the CIFAR-10 setting, SPECTRE leaves 96.7% of NTBA-designed poisons in the
training set while removing more of the sampling baseline. In the ImageNet fine-tuning

setting, SPECTRE removes all poison examples for both NTBA and the sampling baseline.

3.3.5 Backdoors for Neural Tangent Kernel vs. Laplace Kernel

Given the extreme vulnerability of NTKs (e.g., asry te = 85.2 with one poison in Table 3.2),
it is natural to ask if other kernel models can be similarly backdoored. To test this hypothesis,
we apply the optimization from NTBA to both the NTK and the standard Laplace kernel on
the CIFAR-10 sub-task, starting from a random initialization. Although the Laplace kernel
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NTBA sampling NTBA sampling
m 30 300 m 10 100
asTyn te 90.7% 89.3% asI'yn te 96% 100%
SPECTRE  96.7% 35.0% SPECTRE 0.0% 0.0%
(a) CIFAR-10, setting of Table 3.2 (b) ImageNet, setting of Table B.2b

Table 3.4: SPECTRE filtering results: Percentage of poison examples remaining after
filtering by SPECTRE.

m  kernel aCCy  ASTiy

1 NTK 93%  100%
10 Laplace 93% 11%

Table 3.5: Direct attacks on NTK and Laplace kernels: Results for directly attacking
the NTK and Laplace kernels on CIFAR-10 with a periodic trigger. accy, refers to clean

accuracy after training on corrupted data.

is given ten times more poison points, the optimization of NTBA can only achieve 11% ASR,
even on the training data. In contrast, NTBA with the NTK yields a 100% train-ASR, with
the clean accuracy for both kernels remaining the same. This suggests that the Laplace
kernel is not able to learn the poison without sacrificing the accuracy on clean data points. In

Section B.5, we further investigate what makes the NTK (and hence neural networks) special.
3.4 Interpreting the NTBA-Designed Poison Examples

We show the images produced by NTBA in Fig. 3.5. Comparing the second and third rows of

Fig. 3.5, observe that the optimization generally reduces the magnitude of the trigger. Precise
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measurements in Figs. 3.6 and 3.7 further show that the magnitude of the train-time trigger

learned via NTBA gets smaller as we decrease the number of injected poison examples m.

Figure 3.5: Images produced by NTBA for the periodic trigger and m € {1, 3,10}:
The top row shows the original clean image of the greedy initialization, the middle row shows
the greedy initialization that includes the trigger, and the bottom row shows the final poison
image after optimization. Duplicate images, for example the first poison image for m = 3,

have been omitted to save space.

We analyze kernel linear regression to show that backdoor attacks increase in strength as
the poison images get closer to the manifold of clean data. This provides an interpretation of
the NTBA-designed poison examples. Given training data Dg = (Xq € R™* y4 € {£1}7)
and a generic kernel K, the prediction of a kernel linear regression model trained on Dq and

tested on some x € R” is

f(x;Dg) & yi K(Xq, Xq) 'K (Xq, ), (3.5)

where K (-, -) denotes the kernel matrix over the data. For simplicity, suppose we are adding

a single poison example D, = {(x,, yp)} and testing on a single point x,. For the attack to
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succeed, the injected poison example needs to change the prediction of x, by ensuring that

$(@p)(I — P)p(xa)"

f(xa; Dy U{(p,y - f(xa; D = Yp — f(@p; D 3.6
(@ DU l(mp w)l) —  fl@n Do) = Sy Sy D) (36)
poisoned model prediction clean model prediction

is sufficiently large, where ¢ : X — R? is a feature map of kernel K such that K(z,y) =
(¢(x),o(y)), and P = &7 (®DT)~1® is the hat matrix of ® (i.e. P projects onto the span of
the rows of ®) where ® is the matrix with rows ¢(x) for € X4. Equation (3.6) follows from
the Schur complement after adding one row and column to the kernel matrix K (Xq4, Xq) and
adding one dimension to each of yq and K (Xg4, ) in Eq. (3.5). We assume that both x, and

A~ A~
=T, —xp,and A, =, —x,

x, are small perturbations of clean data points, and let A,
respectively denote the train-time perturbation and the test-time trigger for some clean data
points Z,, Z, € Xq4. In the naive periodic attack, both A, and A, are the periodic patterns
we add. Our goal is to find out which choice of the train-time perturbation, A, would make

the attack stronger (for the given test-time trigger A,).

The powerful poison examples discovered via the proposed NTBA show the following
patterns. In Fig. 3.6, each pixel shows the norm of the three channels of the perturbation A,
for a single poison example with the same closest clean image; the corresponding training
examples are explicitly shown in Fig. 3.5a. The pixel-norm range of 0.2 is measured after
data standardization, with values normalized by the standard deviation for each pixel. In
Figs. 3.6a to 3.6d, we see that the A, aligns with the test-time trigger A, in Fig. 3.6e,
but with reduced amplitude and some fluctuations. When the allowed number of poisoned
examples, m, is small, NTBA makes each poison example more powerful by reducing the
magnitude of the perturbation A,. In Fig. 3.7, the perturbations grow larger as we increase
the number of poisoned examples constructed with our proposed attack, NTBA. NTBA uses
smaller training-time perturbations to achieve stronger attacks when the number of poison
examples is small, which is consistent with the following analysis based on the first-order

approximation in Eq. (B.1). We study these phenomena in more detail in Section B.4.
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3.5 Conclusion

We study the fundamental trade-off in backdoor attacks between the number of poisoned
examples that need to be injected and the resulting attack success rate, and bring a new
perspective on backdoor attacks, borrowing tools from kernel methods. Through an ablation
study in Table 3.1, we demonstrate that every component in the Neural Tangent Backdoor
Attack (NTBA) is necessary in finding train-time poison examples that are significantly
more powerful. We experiment on CIFAR and ImageNet subsets with WideResNet-34-5 and
ConvNeXt architectures for periodic triggers and patch triggers, and show that, in some
cases, NTBA requires an order of magnitude fewer poison examples to reach a target attack

success rate compared to the baseline.
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Next, we borrow the analysis of kernel linear regression to provide an interpretation of the
NTBA-designed poison examples. The strength of the attack increases as we decrease the
magnitude of the trigger used in the poison training example, especially when it is coupled
with a clean data point that is close in the image space. Although this attack may be used for
harmful purposes, our goal is to show the existence of strong backdoor attacks to motivate
continued research into backdoor defenses and inspire practitioners to carefully secure their
machine learning pipelines. The main limitation of our approach is a lack of scalability, as
the cost of computing the NTK predictions Eq. (3.3) scales cubically in the number of data
points. In the future, we plan to apply techniques for scaling the NTK [168, 206, 277] to our
attack. We would also like to extend our method to support batch normalization [111] and

networks that are not twice differentiable.
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Chapter 4

DATA MIXTURE INFERENCE: WHAT DO BPE TOKENIZERS
REVEAL ABOUT THEIR TRAINING DATA?!

4.1 Introduction

Pretraining data is at the heart of language model development, yet it remains a trade
secret for today’s strongest models. While it has become more common for model-producing
organizations to release model parameters, they rarely share the pretraining data or important
details about its construction. In particular, little is known about the proportion of different
languages, code, or data sources present in the data; these design decisions require extensive
experimentation that few organizations have the resources to perform, and have a significant
impact on the resulting LM [9, 163, 138, 160, 213, 261].

While a long line of membership inference attacks [42, 218, 176, 220, 43, 59| aim to reveal
information about the model’s pretraining data, they typically focus on testing whether
particular instances or authors contributed to the data. In this work, we tackle a different
task we call data mixture inference, which, given a set of disjoint categories that cover the
training data (e.g., the set of natural and programming languages), aims to uncover each of
their proportions.

To this end, we identify a previously overlooked source of information: trained byte-pair
encoding tokenizers (BPE; [215]), which are the near-universal choice for modern language
models. Our key insight is that the ordered merge rules learned by a BPE tokenizer naturally
reveal information about the frequency of tokens in the tokenizer’s training data. During
training, the BPE algorithm iteratively finds the ordered pair of tokens with the highest
frequency, adds it to the merge list, and applies the merge to the dataset. Therefore, if the

!This chapter was first published as Hayase et al. [102].
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English D¢, Python Dp,
Normalize the digits, then x = logits.softmax # get probs
ensure that they sum to 1. assert x.sum( ) .item == 1 # compare
mixture ratios
DPY ﬂpy
DEn DEn
Given data, BPE & .
learns an ordered - Given ordered merge
list of merge rules ~th rules, can we solve for
_th e _ t the mixture ratios?
su u
. _#
merge list

The learned merge list is sensitive to the mixture ratios!

Figure 4.1: Illustration of our problem statement: On a simple example where two
tokenizers are trained on different mixtures of English and Python data. During training,
the BPE algorithm iteratively finds the pair of tokens with the highest frequency in the
training data, adds it to the merge list, then applies it to the dataset before finding the
next highest-frequency pair. To encode text at inference time, the learned merge rules are
applied in order. The resulting order of merge rules is extremely sensitive to the proportion
of different data categories present. Our goal is to solve for these proportions, a task which

we call data mixture inference.

pair (;,\n) was merged in the 52%¢ step (as is the case for GPT-40), then it must be the
most frequent pair in the data after applying the preceding 51 merges; in this case, it is a
signature of substantial code data. Note that at inference-time, new text is tokenized by
applying the learned merge rules in-order. Open-source models require open tokenizers; even
closed models often have open tokenizers for the purpose of estimating query cost.

Our method builds a linear program where the constraints are derived from the true most-

frequent merge at every step in the merge list, and solves for the proportions of each category.
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We first demonstrate its effectiveness in controlled experiments where we train tokenizers
on known mixtures of data. We consider three kinds of data mixtures: natural languages,
programming languages, and data sources. Our method is highly effective, achieving accuracy
between two and five orders of magnitude better than baselines based on tokenizer efficiency

or inspection of the vocabulary.

Then, we apply our method to infer previously unknown distributional information about
off-the-shelf, commercial tokenizers. We consider all tokenizers released with GPT, LLAMA,
and MISTRAL model families, as well as GPT-NEOX, GEMMA, and CLAUDE, which we will
refer to later using their associated model names. We corroborate reported information
and public intuition about these tokenizers with exact numbers — GPT-2 is trained on
predominantly English (99%), GPT-3.5 is the first in the GPT family to be trained extensively
on code (63%), and LLAMA trains only on languages that use Latin or Cyrillic scripts. We
also make several new inferences: GPT-40 is much more multilingual than its predecessors,
training on 39% non-English text, with 68 languages that make up at least 0.1% of the data.
LLAMA 3 extends GPT-3.5’s tokenizer primarily for multilingual use, using 48% non-English
text (and 30% code data). Finally, we surprisingly infer that all tokenizers we study are
trained on 7% — 26% book data, potentially because books use a more standard vocabulary

compared to the web.

Inferring tokenizer training data mixtures has several important implications. Ideally, the
tokenizer training data is representative of the LM’s pretraining data [257]; disconnects can
lead to poor encoding of the pretraining text [6] and potential for “glitch tokens” that trigger
degenerate model behavior [207, 91, 132|. Additionally, the tokenizer can be seen as a leading
indicator of the model developer’s priorities, as it is often designed to accommodate future
models. Tokenizer training mixtures may also be used to accelerate model-based attacks,
for instance by suggesting data categories to prioritize for membership inference. Finally,
it can enable external auditing of training data for biases, by identifying under-represented

languages or data sources.
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4.2 Background: BPE Tokenizers

Byte-pair encoding (BPE), introduced by Sennrich et al. [215] for NLP,? is a tokenization
algorithm that learns subword-based encodings from training data. At a high level, the
algorithm iteratively merges frequently co-occurring pairs of tokens until the desired vocabulary
size is reached.

More precisely, the training text is first split into words, a process called pretokenization.
These words limit the extent of tokenization: merges cannot bridge these words, so the final
learned tokens will be parts of these words. Pretokenization can be as simple as splitting on
whitespace, so that common sequences of words (e.g., “it is”) do not become a single token.

After pretokenization, the words are split into bytes, which form the starting vocabulary.
Then, the BPE algorithm iteratively counts the frequency of each neighboring pair of tokens
and picks the most frequent to be merged next. This merge is added to the merge list and
applied to the entire text, and the merged token is added to the vocabulary. For instance, if
the merge is (th, e), then all instances of the token sequence th, e will be replaced with the,
which is added to the vocabulary. BPE then updates the frequencies of all pairs, and identifies
the next most frequent. This continues until the desired vocabulary size is reached. At the
end of training, the algorithm has learned an ordered list of merge rules m®, ... m®),

To tokenize new text, the tokenizer splits the text into bytes and applies the learned
merge rules, in order. As we will see, the merge list reflects rich distributional information

about the training data.
4.3 Data Mixture Inference Attack

Suppose we have a set of n data categories of interest, and data distributions {D;}! ; for
each one. Then suppose we receive a BPE tokenizer, which was trained on a large sample of
text from the mixture Y ", afD; with non-negative weights o € R" satisfying Y | o = 1.

Given corpora {D;}? ; sampled from each of the D; respectively, the goal of data mizture

21t originated in 1994 in the field of data compression [83].
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Figure 4.2: Training data mixture predictions for several commercial tokenizers:
Complete results over 112 languages and 5 domains are given in section C.3; categories are
grouped here for readability. We confirm that GPT-2 was trained overwhelmingly on English
(99%), while GPT-3.5 is the first model in the GPT series to train on substantial code data
(63%). GPT-40 is much more multilingual than its predecessors, with 39% of its corpus
being non-English text. LLAMA is also multilingual, but focuses on languages using Latin or
Cyrillic scripts (note this category in the figure excludes English). LLAMA 3* results are only
based on the last 27,744 merges (the first 100K are copied from GPT-3.5), which we observe

was primarily for multilingual adaptation.
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inference is to produce a good estimate & of o*.
Now we describe how to set up the set of constraints that make up a linear program whose
solution is this estimate (subsection 4.3.1), reduce the storage requirements (subsection 4.3.2),

and improve efficiency (subsection 4.3.3, subsection 4.3.4).

4.3.1 Data Mixture Inference via Linear Programming

We build a linear program (LP) with variables a and constraints derived using information
from the tokenizer and our sample corpora. The given tokenizer can be represented by an

ordered list of merge rules m™ ..., m®™). For each time step ¢ € [M], we apply all preceding
(t)

merge rules m®, ..., m®Y to our corpora D; and use ¢;, to denote how many times the
token pair p occurred in the partially merged text. We know that when the tokenizer was

trained, the pair m® was more frequent at time ¢ than any other pair. In other words,
n n
Z Oéicz('fr)n(t) 2 Z ozicff; for all p £ m®.
=1 i=1

Collecting these constraints for all £ and p defines a set of possible a’s.

Of course, because we only have samples from the category distributions and not the
exact data the tokenizer was trained on, the above linear program may not be feasible, as
the counts will include some sampling noise. To address this, we relax the constraints by
introducing new non-negative variables v for all ¢t € [M], and v, for all pairs p, which
represent the degree of constraint violation for each merge and pair, respectively. We replace

our constraints with new ones of the form
v® 4 vp + Z aicgt;(t) > Z aicgg for all p # m®,
i=1 i=1

In general, we expect v to be large when m® is over-represented in the tokenizer training
data and v, to be large when p is over-represented in the mixture defined by «. This new

system of constraints is guaranteed to be feasible, as the v’s can be made arbitrarily large. To

3Technically, the elements of the vectors should be normalized by the size of the language data, but in
this case they are the same for the two languages so we show the unnormalized counts for readability.
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Figure 4.3: Illustration of our method: On a simple example. We know that after applying
the first ¢ — 1 merges to the training data, the " merge must be the most common pair.
More explicitly, this means that «; should give a vector in which the value corresponding to
the true next merge is the maximum. Our attack collects these inequalities at every time

step to construct the linear program.?

produce the best possible estimate, our objective is to minimize the total constraint violation
M 0@ 4 >, Up- We call the resulting linear program LP1. To estimate o, we solve LP1
and report the optimal value of « as a.

As written, LP1 can be prohibitively large. If our vocabulary has size V', the total number
of constraints scales like O(V?) since there are O(V) time steps ¢ to consider and O(V?)
competing byte pairs p # m®). Additionally, there are O(V?) variables v,. The first step to
reduce the size is to limit ¢ to the first 7" merges. We will call this truncated program LP17.
However, even for modest choices of T', LP17 can still have millions of variables and tens of
billions of constraints. In the following sections, we will describe how to efficiently solve LP1p

using simultaneous delayed row (constraint) and column (variable) generation [28, 66].

4.8.2  Efficient Storage of Pair Counts

First, as a preprocessing step, we apply the target tokenizer to each language corpus D;,

recording the pair counts cgf; after each merge is applied for later use. Naively, this would
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require a large amount of space, since the number of possible pairs p scales like O(V?).

t+1)

» only when p overlaps with m®. In other words, pairs with no

However, note that cz(?, # cz(

overlap with the most recent merge will have unchanged counts. Thus, there are only O(V)
(t)

T,

t+1)

differences between ¢, and cg . In practice, the number of changes caused by a single

merge is usually a few hundred at most. By saving only the incremental changes from each
set of pair counts to the next, we can efficiently record the pair counts at every iteration of

the tokenization process.

4.3.3  Efficient Constraint Violation Detection

Our plan is to solve LP17 using only a subset of its constraints, giving a potential solution
(a,v). We then check whether («, v) violates any of the constraints of LP1y and add any such
constraints to the subset. This requires an efficient method to detect violated constraints,
which we describe below.

For convenience, let sz(f) =y aicgf; and recall that, for a given time step ¢, we want to

check whether v® + Sii)(t) > maxp(sg) — v,). Naively, we would do so by iterating over all

possible p # m® to see if the constraint is violated, which can be quite costly. Moreover,

we must do this for all £ < T'. However, by taking advantage of the structure of the s,(f) as t

varies, we can reduce our work substantially.

The first step is to take each initial pair p and add it to a priority queue with priority

51(,0) — v,. This can be done in aggregate in O(V?) time using a fast heap building algorithm.

(0)

Now, we can iterate through the pairs in descending s,” — v, order using the queue’s

delete-min operation. For each pair p, we can check whether v(® + 5$20> > 51(70)

— v, and,
if not, mark the corresponding constraint as violated. Once we find a pg, satisfying the
constraint, we stop, since all pairs remaining in the queue must satisfy their constraints. If
there were k pairs before pg, in the queue, then the total time taken is O(klogV').

Crucially, we can quickly update the priority queue to reflect the state at ¢ = 1. Since we

©) 46 U

i t0 ¢, we know what queue entries need to be updated

precomputed all count changes from ¢

or inserted. If k., new pairs were created and kqq pairs had their counts changed when the
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) was merged, then we can update the priority queue using kney insert operations

pair m/(
and k.q decrease-priority operations, which can be done in O((kyew + kola) log V') time.
Now that we have updated the priority queue, we can repeat the above procedure to check
for any constraint violations for ¢ = 1. By iterating this process, we can quickly check for

violated constraints for all ¢t < T

4.8.4  Lazy Variable and Constraint Generation

Now we are ready to efficiently solve LP17. We begin by guessing uniform proportions for
a, and v = v, = 0 for all ¢,p. Then we use our constraint checker to identify violated
constraints of LP1, and construct a lazy version of LP1,, which we denote LP2¢, using only
those constraints and the variables they contain. We then solve LP27, which gives us a new
guess for a. We repeat the above steps, adding progressively more constraints (along with
their variables) to LP2y until we find a solution that is also feasible for LP1y. It follows that
this solution is optimal for LP1; since the two programs share the same objective. This
is guaranteed to happen eventually because there are a finite number of constraints and

variables to add.

In practice, the constraint violation detection can typically check 7" = 30000 merges in less
than 10 seconds. On difficult instances, such as those for commercial tokenizers in section 4.5,
the full solve can take up to a day to complete. Easier instances like those in Table 4.1 can

be solved in a few minutes.

4.4 Experiments

In our initial experiments, we train tokenizers on known data mixtures and measure the
accuracy of our attack’s prediction. We consider mixtures of natural languages, programming

languages, and data sources (which we also refer to as domains).
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4.4.1  Setup

Because BPE tokenizers operate on bytes, we measure the proportion of each category in
terms of bytes. Each tokenizer is trained on a mixture of n categories, where n varies from 5
to 112. We randomly sample the n categories and their weights from the unit simplex (using
the algorithm from Smith and Tromble [222]), and train 100 tokenizers on 10 GB of data. The
data for each category is sampled from the corresponding corpus; if there is not enough data
for any category (e.g., we have many low-resource languages), we duplicate the data until
the necessary amount is achieved, to preserve the desired mixture ratio. We train tokenizers
using the HuggingFace tokenizers library with a maximum vocabulary size of 30,000, and
apply a minimal set of common pretokenization operations: we split on whitespace and only
allow digits to be merged with other contiguous digits.

After training the tokenizers, we apply our attack. We estimate merge frequencies for each
category by sampling 1 GB of data per category, or less if there is not that much data. Note
that the data used for training the tokenizer and estimating pair frequencies are sampled
from the same distribution, but are not necessarily the same data. We use mean squared
error to evaluate the estimated proportions, MSE = L ™" (&; — a})?. In practice, we
report log,,(MSE).

In subsection C.2.4, we analyze how our attack’s performance varies with the amount of

data used and the number of merges T' considered from the merge list.

Natural Language Mixtures We use the Oscar v23.01 corpus [1|, which is based on the
Nov/Dec 2022 dump from Common Crawl. We consider the 112 languages with at least 1
MB of data.

Programming Language Mixtures We use the GitHub split of RedPajama [64]. To
determine the programming language for each record, we map the file extension to its

associated language (e.g., .py — Python). This leads to a total of 37 programming languages.



n Method Languages Code Domains
Random  —1.394¢.36 —1.394036 —1.3940.36
TEE —2.0240.41 —2.541042 —1.6940.29

’ TC —2124049  —1.921036 —1.6410.35
Ours —7.3041 31 —6.461079 —3.T419.094
Random  —1.8441¢.23 —1.8440.93 -
TEE —2.294026  —2.5940.24 -

0 TC —2.554036  —2.38+0.20 -
Ours —7.661104 —6.301064 -
Random  —2.701013  —2.704013 -
TEE —3.0710.16 —3.1540.13 -

0 TC —3.424023  —2.38+0.20 -
Ours —7.7311.12 —5.984111 -
Random  —3.821¢.07 - -
TEE —4.1540.08 - -

112
TC —4.46.£0.12 - -
Ours —7.6941.98 - -

66

Table 4.1: Experimental results for controlled experiments: The settings we consider

are mixtures of natural languages, mixtures of programming languages, and mixtures of

domains. n denotes the number of categories in the mixture, which are drawn from 112

natural languages, 37 programming languages, or 5 domains. In each cell, we report the mean

and standard deviation of log;,(MSE) over 100 trials; note that a decrease by 1 corresponds to

a 10x improvement in the MSE. In addition to a Random-guessing baseline, we implement

two alternative approaches to the problem: TEE (Tokenizer Encoding Efficiency) uses the

tokenizer’s encoding efficiency on each data category, and TC (Token Classification) assigns

each token in the vocabulary to a data category based on frequency.
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Domain Mixtures We consider the following five English domains (adapted from [160]),
instantiated by data from the RedPajama dataset: Wikipedia, containing English Wikipedia
dumps from Jun-Aug 2022, Web, Common Crawl data that was de-duplicated and filtered
for English, Books from the Gutenberg Project and Books3 of The Pile, Code from GitHub,
and Academic, which contains LaTeX files of scientific papers on ArXiv.

For dataset details, e.g., the full list of categories and data sizes, please see section C.2.

4.4.2 Baselines

We construct two intuitive baselines: one based on tokenizer encoding efficiency and one
based on analysis of tokens in the vocabulary. Neither takes the BPE training algorithm into

account.

Baseline based on tokenizer encoding efficiency (TEE) Intuitively, we expect bigger
data categories in the training data to be encoded more efficiently by the resulting tokenizer.
To capture this, we calculate a given tokenizer’s byte-to-token ratio on each category (a
more efficient tokenizer will encode more bytes per token), then normalize it by that of a
reference tokenizer trained on only that category, to control for different categories being
inherently easier or harder to encode. Then we learn a log-log linear model to predict each
category’s true proportion given the encoding efficiency. To ensure correctness, we normalize

the resulting set of predictions into a probability distribution.

Baseline based on token classification (TC) We also consider a baseline that assigns
each token in the vocabulary to a data category based on its empirical frequency in the
sample data. Intuitively, we expect that if there is a large proportion of English data in the
training data, then there will be more “English” tokens. For each token in the vocabulary, we
count its occurrences in data sampled from each category, and assign it to the one in which it
is most frequent (we find that hard assignment outperforms all variations of soft assignment).

Then we count the number of tokens assigned to each category, and normalize the counts to
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produce an estimate of the data mixture.

4.4.83 Results

Shown in Table 4.1, our attack is highly effective. Over all mixture types and values of n, we
achieve mean MSE between two and six orders of magnitude better than random guessing.
In contrast, the baselines based on tokenizer efficiency (TEE) and token classification (TC)
do not come close to the kind of precision possible with our attack, achieving at best one
order of magnitude better than random.

We observe that the setting with the highest attack success is mixed languages, whereas
the most challenging is mixed English domains. This is perhaps unsurprising when considering
the source of signal for our attack, which is the different token pair frequencies in different
data categories. Intuitively, we would expect these to be very different for different natural
languages, which have distinct vocabularies. In contrast, programming languages can share
many syntactic features, such as using indents, curly brackets {}, and English variable names.
Even more so, English data from different domains (e.g., books vs. Wikipedia) will largely
share the same vocabulary but have subtle differences in token frequencies due to style, topic,
and formatting. Nonetheless, even in this most challenging setting, we achieve accuracy 100 x

better than either baseline.
4.5 Attacking Commercial Tokenizers

After validating our attack in synthetic experiments (§4.4), we apply it to infer training data
mixtures of off-the-shelf commercial tokenizers. We refer to tokenizers by the name of the
model they were first released with, whose pretraining data they most likely reflect. We
consider GPT-2 [201], GPT-3.5 [189], GPT-40 [191]|, LLAMA [239], LLAMA 3 [170], MISTRAL
[116], MISTRAL NEMO [235|, GPT-NEOX [32], CLAUDE [14], and GEMMA [228]. While
many of these are closed models, their tokenizers are publicly available so that customers can
estimate the cost of queries ahead of time. We note that the LLAMA, GEMMA, and MISTRAL

tokenizers use characters instead of bytes as the base vocabulary for the BPE algorithm; this
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does not affect our attack, but we discuss the distinction in subsection C.3.4.

In these experiments, we aim to infer the proportion of different natural languages, code,
and English domains, for a total of 116 categories. We consider code as a single category (not
split into separate programming languages) because some languages like Markdown and Pod6
are almost entirely English, and we do not expect the distribution of programming languages
in pretraining to differ substantially from that of GitHub, the largest public code hosting
platform. To infer the distribution of English domains, we replace the English category with
the four English domains from section 4.4 (web, books, Wikipedia, and academic), which we
expect to approximately cover the English data.

Our predictions are shown in Figure 4.2. Below, we discuss our findings in comparison

with publicly disclosed information about these models.

4.5.1 GPT models

All tokenizers accompanying GPT models are open-source on tiktoken.* There are three

such tokenizers, released with GPT-2, GPT-3.5, and the very recent GPT-40.°

GPT-2 GPT-2 was trained on WebText, consisting of text scraped from outbound links
from Reddit and filtered to be English-only. The GPT-2 tokenizer was reused for GPT-3.
Indeed, we confirm the training data consists of 99.1% English. However, we surprisingly
estimate that only 83.6% of the data was web, with another 15.4% being books, which were
not explicitly included in WebText. In a data contamination analysis, the authors indeed
report that they find books in WebText, but our estimate suggests the contamination may be
deeper. We note that books were a popular source of pretraining data for early Transformer

LMs, with GPT-1 being trained entirely on BooksCorpus [287].

‘https://github.com/openai/tiktoken/blob/main/tiktoken/model .py

5Technically GPT-3’s tokenizer has a distinct identifier from that of GPT-2, but it differs only in 24
extra tokens at the end of the vocabulary; these tokens are made up entirely of spaces. Indeed, the GPT-3
technical report states that it “reusfed] the tokenizer of GpT-2.”


https://github.com/openai/tiktoken/blob/main/tiktoken/model.py
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GPT-3.5 The GPT-3.5 family of models is known to depart from its predecessors by training
on large amounts of code: the first model in this family was code-davinci-002, trained
on text and code. In fact, some evidence suggests that GPT-3.5’s large leap in reasoning
abilities comes from this code data, which intuitively requires similar procedural skills [81].
The GPT-3.5 tokenizer was reused for GPT-4.

Indeed, we estimate that GPT-3.5 is trained on 62.6% code. In the domain breakdown,
27.3% of the data is web, 6.8% books, and 0.2% academic articles. The substantial represen-
tation of books (though lower than GPT-2) is consistent with findings that this model has

memorized a wide collection of copyrighted books [46].

GPT-40 GPT-40 is a multimodal model announced as more multilingual than its prede-
cessors; its tokenizer achieves a better compression rate on non-English languages, and the
model has notably better non-English performance.

Our findings support this. GPT-40 is trained on 39.0% non-English text, compared to
only 3.2% for GpT-3.5. The language distribution has a thick non-English tail, with 68
languages that make up at least 0.1% of the data: the most common are French (2.9%),
Russian (2.8%), Spanish (2.8%), Portuguese (2.3%), Dutch (2.0%), German (1.8%), Arabic
(1.6%), and Hindi (1.4%). Additionally, GPT-40 was trained on 7.4% books.

4.5.2 LLAMA MODELS

LLAMA The training data for LLAMA is known to be primarily English, though the
Wikipedia split “covers 20 languages which use either the Latin or Cyrillic scripts: bg, ca,
cs, da, de, en, es, fr, hr, hu, it, nl, pl, pt, ro, ru, sl, sr, sv, uk”. The training data is
reportedly sourced from Common Crawl (67% of examples), C4 (15.0%), GitHub (4.5%),
Wikipedia (4.5%), Books (4.5%), ArXiv (2.5%), and StackExchange (2.0%). The LLAMA
tokenizer was reused for LLAMA 2.

We corroborate that LLAMA is indeed primarily made up of the stated languages; when

combined with code, this sums to 95.7% of the training corpus. Indeed, other generally high-
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resource languages, such as Chinese, Arabic, and Hindi, have 0.0% representation. However,
we predict a very different domain distribution compared to what is reported in the paper for
LLAMA’s pretraining data. We predict that the tokenizer is trained on 23.1% books, 11.3%
web, 6.7% Wikipedia, and 8% ArXiv. The high representation of books is surprising — we
hypothesize that the tokenizer was trained on a different distribution than the LM, primarily

focusing on books, which use a more standard vocabulary compared to web data.

LLAMA 3 We observe that LLAMA 3, rather than training a new tokenizer, extends GPT-
3.5’s merge list (of 100,000 merges) with an extra 27,744 merges. Thus, we apply our attack
to these new merges to infer what data was used to extend the LLAMA 3 tokenizer. It is
reported that LLAMA 3 is trained on more than 5% of “high-quality non-English text that
covers over 30 languages.” We find that LLAMA 3 is extended with primarily non-English
text (48.5%) and code (30.2%), indicating that the goal of extending GPT-3.5’s tokenizer

was primarily for multilingual use.

4.5.8 MISTRAL

MISTRAL MISTRAL models “handle English, French, Italian, German and Spanish” [8];
indeed, we find that these are the top five languages in the training data. There is a long tail

of other languages, but they predominantly (97%) use either the Latin or Cyrillic script.

MiSTRAL NEMoO In contrast, MISTRAL NEMO was “designed for global, multilingual
applications, bringing frontier AI models to... all languages.” It introduces a new tokenizer
(based on tiktoken instead of sentencepiece), which is the most multilingual of the
tokenizers we study, training on 46.6% non-English text. French (6.3%) and Arabic (4.8%)

are the most common non-English languages.
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4.5.4 GPT-NEOX

The tokenizer of GPT-NEOX [35] was trained on the Pile [85] with “certain components...
upsampled.” 1t is popularly re-used in open-source model development, including by OLMo
[94], PyTHIA [32], and DcLM [136]. Though our domains do not map neatly onto the
constituent datasets of the Pile, our inference is generally consistent, with a prediction of

43.7% web, 26.3% books, 12.1% academic, 15.2% code, and 2.7% non-English text.

4.5.5 GEMMA

GEMMA [228] is reported as training on “primarily-English data from web documents, mathe-
matics, and code.” Gemma uses a subset of the Gemini tokenizer; we believe it is likely that
this subset was obtained by truncation, which would make our inferences valid for Gemini as
well. We predict that GEMMA is trained on 45.7% English, which comes from 25.6% web,
12.8% books, 4.3% academic, and 3.0% Wikipedia. It is also trained on 28.4% non-English
text, which explains its large multilingual vocabulary of 256,000 tokens. However, compared
to GPT-40, the multilingual representation is more skewed toward languages that use Latin

or Cyrillic scripts.

4.5.6 CLAUDE

Very little is known about models from the CLAUDE family, but a remark in the Anthropic
SDK suggests that CLAUDE 1 [14] and CLAUDE 2 [15] share the same tokenizer, which is
open-source, while CLAUDE 3 [16] uses a different (closed) tokenizer. Our attack predicts that
CLAUDE was trained on 57.5% code, 38.8% English, and 3.7% other languages. Moreover, half
of its data (17.4% overall) comes from books, with substantial contributions from Wikipedia
(3.7%) and academic text (5.1%) as well. The lack of multilingual training data likely explains
why a new tokenizer was trained for CLAUDE 3, which boasts “increased capabilities... in

non-English languages” [16].


https://github.com/anthropics/anthropic-sdk-python/blob/8e3d8a68d309424238ae54e03ee962f7147cfc60/src/anthropic/_client.py#L276
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Figure 4.4: Performance remains much better than random even with large amounts

of unknown data.
4.6 Robustness Analysis

4.6.1 Is the Attack Robust to Distribution Shift?

We measure the impact of using out-of-distribution data instead of data from the tokenizer’s
training distribution to count merge frequencies. Note that in the main experiments, we
show that the attack is effective at separating English domains, so performance degradation
under distribution shift is expected. To empirically measure this, we train tokenizers on
mixtures of n = 10 languages using web data from Oscar, but estimate merge frequencies
using corresponding language splits of Wikipedia, a substantially different domain. Using the
same settings as the main experiments (section 4.4), we achieve log MSE of —3.53, compared
to —7.66 with no shift. Thus, the attack performance drops considerably under this extreme

distribution shift, while remaining 100x better than random.

4.6.2 Is the Attack Robust to Unaccounted-For Categories?

In a typical attack setting, the attacker may not have explicitly accounted for every source of
data used to train the tokenizer. To show that our approach is robust in the presence of such
data, we modify our n = 112 languages experiment from our main experiments (section 4.4).
We withhold a random subset of 1 to 50 languages from the solver and measure the resulting

prediction error on the remaining languages. Results are shown in Figure 4.4. Although
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the performance of our method does worsen as the amount of unknown data increases, the

predictions remain substantially better than random.
4.7 Related Work

Attacks on LMs Membership inference, the task of inferring whether a particular example
was part of the training data, has been studied in great depth for language models [42, 43,
166, 175, 78, 218]. Attacks commonly use model-assigned probabilities, potentially with
another reference model, to make an inference. The problem remains extremely difficult, with
a recent survey finding that many attacks perform near random when pretraining data is
deduplicated, as in common practice |78§].

Closely related to this, some memorization attacks aim to extract memorized examples
from the pretraining data via prompting attacks [44, 179]. Recently, there has even been
progress in recovering the parameters of black-box LMs through model stealing attacks

[79, 45].

Distribution inference In contrast to membership inference, distribution inference is
concerned with inferring global properties of a model’s training data, but has not previously
been studied for LM pretraining data. In early works, these attacks were successful against
machine learning classifiers [18, 84|, CNNs [225], and GANs [284]. More recently, some
works show that multi-party machine learning can leak property information such as which
authors contributed to the data [169, 280]. All previous distribution inference attacks take a
meta-classifier approach, where models are trained on datasets with different properties, then

a meta-classifier is trained using those models.
4.8 Conclusion

In this work, we present a data mixture inference attack that solves for the distributional
make-up of a tokenizer’s training data, which is commonly representative of the language

model’s pretraining data. Beyond the properties we study, we believe there is still a wealth
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of information hidden in tokenizer merge lists. This can shed light on the secretive and often
contentious design decisions surrounding pretraining data today, potentially enabling external
auditing for safety, copyright issues, and distributional biases. We hope our work will inspire
continued research into inferring more global properties of training data, for tokenizers and

language models more generally.
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Chapter 5

SAMPLING FROM YOUR LANGUAGE MODEL ONE BYTE AT
A TIME!

5.1 Introduction

Tokenization is a crucial component of modern language models: it allows them to efficiently
consume and produce arbitrary streams of text using finite vocabularies. The vast majority of
tokenizers in use today, such as those based on Byte-Pair Encoding (BPE) [215] or Unigram
[127], feature tokens spanning multiple bytes or characters, allowing them to represent text
more efficiently than purely byte-level or character-level tokenization [63, 266, 255|. Users of
LMs are generally unaware of the tokenization and expect LMs to operate on strings over
an alphabet > (e.g. bytes), consuming a prompt € %" as a string and producing a string
completion € >* thereof.

Tokenized LMs emulate this by (i) encoding the prompt into a sequence of tokens
(t1,...,tx) = encode(prompt), (i) sampling a continuation as a token sequence 51, ..., 1,

from the LM using

P(thrl',"-vtn | tlw"atk)

- ﬁ P(ti | th, . ti), (5.1)

i=k+1

and (74) decoding the generated token sequence back into text.?

completion < decode(ty 1, ..., 1,).

!This chapter was first published as Hayase et al. [103].

2P represents the token-level distribution of the model and encode: ¥* — V* and decode: V* — 3*
translate between strings and token sequences over vocabulary V.
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> olmo.generate(tok.encode("This is a tes"))
"erstor" X
> ByteSampler (olmo, "This is a tes")
e v
Japan's capital is Tokyo China’s  capital
> quen.generate (tok.encode (" H AR EAE R, FEMEH"))
> ByteSampler(qwen, "HZARMWEHERT, PEITEH")
> olmo.generate(tok.encode("document.getElement"))
"('div')" X
> ByteSampler (olmo, "document.getElement")

"ById('button')" ¢

Figure 5.1: ByteSampler resolves the prompt boundary problem: This is exhibited
in the output of generate(). In this example, _test, #bs&, and .getElementByld are all

single tokens in the respective tokenizers.

While sampling this way is easy, it can also lead to distorted predictions due to the

conversion to and from token space [161, 248, 195].

The Prompt Boundary Problem (PBP). In the above procedure, the final token
sequence can be written as 7T.ouc.¢ = encode(prompt) 4 encode(completion) (where +# de-
notes concatenation). This means that, by construction, no token can cross the boundary
between the prompt and completion, as the end of the prompt forces a token boundary
there. The prompt boundary problem then arises when the tokenization of the combined text,
encode(prompt 4 completion), differs from the concatenated token sequence, 7oneat. This
is problematic because LMs are trained on the output of encode; among all the possible
token sequences that represent the same text, LMs are trained on only one of them! This
effectively means LMs are trained not to produce completion given prompt (and crucially,
this has nothing to do with whether or not completion is actually a reasonable continuation
of prompt).

As a concrete example, consider OLMO02-1B and suppose the user’s prompt is “Hello wor”

(["Hello" (9906), " wor" (4191)] as tokens): Given the context, the user likely expects
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the next token to be "1d" (509). However, OLMO2 has never seen “ _world” tokenized as
the sequence [ wor", "1d"]3 and thus assigns P("1d" | ["Hello", " jwor"]) a5 x 10~
On the other hand, P(" world" | ["Hello"]) = 3 x 1072 — so giving less information
in the prompt actually makes the desired string more likely!* This phenomenon can be
made more precise using the notion of token-sequence validity [195]. In the example above,
["Hello", " wor", "1d"] is invalid while ["Hello", " ,world"] is valid, even though
both decode to “Hello world”. We formalize this in Definition 5.3.

While this example may seem contrived, there are many situations where this problem

arises naturally (Fig. 5.1 shows a few more examples):

1. In languages that do not separate words with whitespace, such as Chinese and Japanese,
tokens can span multiple words, so this issue can arise even when the prompt ends with a

complete word [262].

2. Any tokenizer that features multi-word tokens, which can bring gains in encoding efficiency

[88, 129, 151, 226], suffers from the same problem as tokenizers for Chinese and Japanese.

3. When completing code, it is common to request completions while in the middle of an

identifier [112, 27].

4. This issue also occurs when performing constrained generation from language models

[204, 30].

Contributions. In this paper, we propose ByteSampler, a system that can condition
LMs on arbitrary byte-prefizes. This can be used to solve the PBP and can also be applied to
convert the (tokenized) LM into a byte-level LM. Compared to prior work (Table 5.1), our

method is the first to simultaneously achieve the following objectives:

3In fact, as we will show (in Section 5.3.4), the tokenizer will never output token 509 following token 4191.

4If we sample two more tokens greedily from the ["Hello", " wor"] prefix, we get ["1" (75, p =
0.2), "," (11, p = 0.1)], which is probably not what the user wanted.
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1. Exact. Our method preserves the model’s output distribution, up to probability mass
on invalid token sequences. We empirically show that our method preserves language
modeling loss in Section 5.4.2 and preserves utility in downstream tasks (Sections D.5.5

and D.6).

2. Efficient. Our method is faster and uses fewer inference tokens than all methods of

comparable quality (Sections D.5.1, D.5.2 and 5.4.1).

3. Compatible. Our method supports BPE tokenizers with future-dependent pretokeniza-
tion, making it applicable to the vast majority of current open-weight LMs (Table 5.1
and Section D.3.7).

5.2 Background

In this section, we give essential background regarding tokenization as well as prior work
addressing the Prompt Boundary Problem. We discuss additional related works in Section D.1.

Pretokenization and Byte Pair Encoding. BPE was originally presented as a form
of data compression in Gage [83] and was proposed for use in NLP in Sennrich et al. [215].
However, modern tokenizers augment BPE with a pretokenization stage, which splits the
input text into chunks, called pretokens. We show the combined pretokenization and BPE
inference in Algorithm 7.

As a result, no token may cross the boundary between pretokens. In some cases, pretok-
enization boundaries may depend on future bytes, so we use a branching model to handle all
possible ambiguities. We discuss this in Section D.3.3.

Prompt Boundary Problem. Issues surrounding tokenization have been extensively
documented in prior work. The prompt boundary problem was presented for maximum
prefix encoding in Phan et al. [195] and for BPE tokenizers in Vieira et al. [248] and Ribeiro
[204]. Many methods have been proposed to address the prompt boundary issue. One
line of heuristic techniques, including token healing [204] and its generalizations |65, 19|,

performs “backtracking” by (i) removing one or more of the most recent tokens, followed by
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Tokenizers Exact Orchestration (CPU) Inference tokens (GPU)

Backtracking Any No 0(1) O(1)
K-Beam Summing [248] Any No O(Kn) O(Kn)
Prefix Covering [248] Any Yes 20() 20()
Back Tokenization [245] S Yes*  O(n) O(1)
Exact Byte-Level [196] S Yes*  O(n) O(1)
ByteSampler (ours) H Yes*  O(1) O(1)

Table 5.1: Comparison of various mitigations for the prompt boundary problem:
we list tokenizers supported (S for SentencePiece BPE and H for HuggingFace ByteLevel
BPE, see Section D.3.7 for details and exceptions) and complexity (for both CPU and GPU)
when sampling each new character while generating an n character string. Our method has
the same complexity as backtracking methods [204, 65, 19] while remaining exact. The *

indicates that exactness is modulo probability on invalid token sequences (see Section 5.2).

(71) sampling a continuation of the partial prompt using the language model, constraining the

newly generated tokens to match the remaining prompt.

Exact methods, which preserve the sampling distribution of the original language model,
have also been proposed. Vieira et al. [248] gave an exact method which requires exponential
time as well as an approximate solution leveraging beam search. Turaga [245] proposed a
method that combines backtracking with the exponential-time method of Vieira et al. [248],
adding a “back tokenization” step that significantly reduces the number of necessary calls
to the language model, but still requires exponential overhead. Additionally, Phan et al.

[195, 196] proposed an exact method which requires only linear time.

Exactness. The goal when solving the PBP is to sample text from an LM conditioned
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Algorithm 7: BPE with pretokenization
Input: byte string x, ordered merge list M

Output: token sequence 7’
(1, .., %] < PRETOKENIZE(x);
T [J;
foreach pretoken z; do
T; < bytes of z;;
foreach (¢;,t,,t,) € M do
while there exists adjacent 1,1, in T, do

t merge the first match ¢;,7, in 7} into ;,;

T+ T+ T;

return 7

on a byte prefix. Given an LM over tokens, this conditioning can be expressed as

P(completion | prompt) (5.2)
B P(prompt  completion = decode(ty, .. .,t,))
N P(prompt C decode(t, ..., 1,)) ’

where 7,,...,t, ~ LM and C denotes the prefix relation. This is the probability that a
generation 1, ..., ¢, under the LM starts with prompt + completion, given that it starts with
prompt. Crucially, as we saw earlier, this is not the same distribution as the one obtained by
simply tokenizing the prompt, then sampling a completion as in Eq. (5.1), precisely due to
the PBP.

Following Phan et al. [195], we consider a method “exact” if its outputs match Eq. (5.2) up
to the probability mass the LM assigns to invalid token sequences. Although LMs are trained
not to produce such sequences, they may still do so erroneously. We measure the probability
mass placed on invalid token sequences in Section D.5.4 and discuss this assumption and

implications for utility when it does not hold in more detail in Section D.4.
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5.3 Method
: ten — use ... . ten —
h— ypo = h—ypo —
thesis ... thesis ...
€r —— space ...
<bos> —— hyp — oten — use ... <bos> —— hyp — oten — <bos> —— hyp — oten
oth — esis ... oth — oth
an —— agrams ...
ban
B anas ...
(a) Initial (infinite) tree (b) Prune by prefix (c) Prune invalid pairs

Figure 5.2: Construction of the Valid Covering Tree: For string prefix “hypot”, (a)
starting with the infinite tree of all possible token sequences (many edges not shown), we
prune branches that (b) do not match the given prefix or begin after the prefix ends or (c)

contain invalid contiguous pairs of tokens.

In this section, we describe the core mechanism behind ByteSampler. In Section 5.3.1 we
define the Valid Covering Tree (VCT), an object containing all of the token sequences that
cover a prompt. In Section 5.3.2, we show how the VCT can then be used to perform standard
language modeling tasks: computing prefix probabilities, sampling completions while avoiding
the prompt boundary problem, and computing next-byte distributions. In Section 5.3.3, we
show that the VCT has bounded size, leading to low inference costs. Finally, Sections 5.3.4

and 5.3.5 shows how to update the VCT incrementally as new bytes are generated.

5.8.1 Valid Covering Trees

Definition 5.1 (Valid Covering Tree). Let P be a byte string and let decode be the tokenizer’s
decoding function.” The Valid Covering Tree of P, denoted VCT(P), is the tree of all finite

token sequences 7" = [ty,. .., t,] such that:

°In our convention, every sequence begins with BOS, and decode(BOS) is the empty string.
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1. P is a prefix of decode(7),
2. decode(ty, ..., t, 1) is a prefix of P, and

3. T is a valid token sequence.

Condition 1 ensures that the token sequence covers the prompt; Condition 2 ensures that
it minimally covers the prompt (i.e., only the final token straddles the end of the prompt);
and Condition 3 enforces token sequence validity (i.e., that it is in the output space of encode).
As we will later see in Proposition 5.4, it is sufficient to establish token sequence validity via

token pairwise validity.

5.3.2  Language Modeling with the Valid Covering Tree

The VCT T for a given byte string S can be used to efficiently perform various byte-level

language modeling tasks. We use “ByteSampler” to refer to this collection of routines.

1. To compute the probability of S (as a prefix) under the LM, we sum the cumulative
probabilities the LM assigns to the sequences represented by all leaves of 7.

2. To sample a completion of S while avoiding the PBP, we compute the probability
(as above) of every leaf in 7" and sample one of them accordingly. We are then free to
continue sampling a continuation from that leaf using normal token-level sampling because
sampled tokens induce token boundaries selected by the model. This one-time operation

can be used to solve the PBP without paying the cost of byte-level sampling.

3. To compute the next byte distribution following S, we group the leaves of 7" by
their corresponding next byte and sum the probabilities of the leaves in each group, as
illustrated in Fig. 5.3. By repeatedly sampling from this distribution, we can generate
text one byte at a time. Naturally, this will generate text more slowly than sampling at

the token level. We quantify this overhead in Section 5.4.2.
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prefix: h y p o t next byte

tla|c p=0.02

hypo

tlhle t 1 ¢ p=0.12

Distribution

o tle|n p=o0.21
<bos>

hyp

o t|h|p=005

hypothles is p=030

)

Figure 5.3: Next-byte probabilities from a Valid Covering Tree: Computing the
next-byte distribution after prefix hypot using its Valid Covering Tree. Leaves are grouped
by their next byte after the prefix. Their probabilities are summed to obtain the byte-level

distribution.

5.3.83 Properties of the Valid Covering Tree

The tree depicted in Fig. 5.2b corresponds to the cover described in Vieira et al. [248|, which
notes that it will generally have exponential size in the length of the prefix. In contrast, the

VCT is a much smaller subtree with a useful trunk-and-branches structure.

Proposition 5.2. Let P be a byte string and let T'= VCT(P). Then there exists an integer
L < Ly, where Ly depends only on the tokenizer, and a decomposition P = P H Psufix

with | Pamy| = L, such that:

1. every path in T shares the prefir encode( Pk ), and

2. the number of edges of T outside this shared trunk is bounded by a constant depending only

on the tokenizer.

The proof is given in Section D.4.1. Intuitively, Berglund and van der Merwe [29] show

that BPE tokenization needs only a constant amount of lookahead to determine the next
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output token. Once we are more than Lj bytes away from the end of the prompt, the
tokenization is therefore forced, so the VCT decomposes into a deterministic trunk plus a
bounded branching suffix.

This compactness has an immediate algorithmic consequence. If the shared trunk has

length |encode( 7|, then the entire VCT can be scored using at most
lencode(Punk)| + L < |encode(P)| + Lo

LM forward passes, because each branching prefix can score all of its possible final-token
continuations in one pass. Thus solving the prompt boundary problem adds only constant
overhead in token evaluations relative to standard token-level sampling.

The VCT therefore has several properties which will prove useful:

1. Correctness: By Definition 5.1, the tree represents exactly the set of valid token sequences

whose decodings have the prompt as a prefix. (See also Sections D.4 and 5.3.4.)

2. Compactness: By Proposition 5.2, the tree is composed of a deterministic trunk of tokens

plus a finite branching suffix whose size is bounded by a tokenizer-dependent constant.

Additional implementation details and optimizations are presented in Section D.3.

5.3.4  Pairwise Validation

We begin by formalizing the notion of validity for token sequences, following Phan et al. [195].

Definition 5.3 (Valid token sequence). For a token sequence 7' = [t1,1o,... ,1,] € V" we
say that 7' is valid if encode(decode(T")) =T.

The correctness of the pairwise pruning depends on the following proposition regarding

validity under BPE tokenization. (We give a proof for completeness in Section D.4.2.)
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Proposition 5.4 (Pairwise validity, van Antwerpen & Neubeck [2025]). Let (encode, decode)
denote a BPE encoder and decoder pair corresponding to some merge list M and vocabulary
V. Let T =ty to,....t,] € V". Then T is valid if and only if [t; t;.1] is valid for all
ie{l,...,n—1}.

To see that this proposition is true, consider two valid token sequences 7 = encode(.S;)
and T, = encode(5;) and note that the concatenation 7 + T is valid if and only if there
is no merge applied that crosses the boundary between S; and S5 while tokenizing S; - 55.
We depict an example of both cases using OpenAT’s cl100k tokenizer [190] in Fig. 5.4.5

If there is no such merge, then the two strings are effectively tokenized separately, so
encode(S] # Sy) = T7 + T3 and thus 7} 4 75 is valid. On the other hand, if there is such a
merge, then encode(S; 4 55) must feature a token crossing the boundary (since no merge
can be undone), which means 77 4 75 cannot be valid since it has no such token.

This implies a fast method to test whether a pair of tokens is valid: we inspect the merge
trajectory along the boundary between the tokens and check if any conflicting merges would
be applied. The worst-case merge tree depth is fixed by the tokenizer, so this check can be

done in constant time.”

5.8.5 Incrementally Updating the Valid Covering Tree

We can use the Valid Covering Tree as the basis for a streaming algorithm by incrementally
updating it to reflect newly sampled bytes. Given a stream of input bytes, we will use
Algorithm 8 to update “branches” of the Valid Covering Tree, while writing the fully determined
“trunk” of tokens to an output stream.

This routine is efficient because the tree T always has a bounded size (as shown in

Section D.4.1). This means that both expanding nodes to extend the tree and pruning nodes

6Tt’s worth noting that the analogs of Proposition 5.4 do not hold for either Unigram [127] or Wordpiece
[212] tokenizers.

"We generally expect the depth of the merge trees to scale with the logarithm of the vocabulary size V,
although we ignore scaling with respect to the tokenizer’s parameters for brevity.
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p e r m u t e p e r m u t e

i M6

/ M6 / \

My460 M460
— mg32
\ mg32 mM9o0p252 ;
M20252 C
53058
(a) Valid pair: no merge crossing boundary (b) Invalid pair: merge mogas2 crosses boundary

Figure 5.4: Example of valid and invalid token pairs: We show the initial string’s bytes
and the merges m; € M that are applied to the string (in order of ¢) to tokenize the string.
In the invalid case, merge ms3058 cannot occur because a conflicting merge 159250 was applied
earlier. The key observation is that we only need to consider the trajectory at the boundary

(in blue) to decide if the pair is valid.

that do not match the new byte can be done in constant time. For concrete results, see

Section 5.4.1, where we show that the tree has only 0.72 extra non-leaf nodes on average.

5.3.6 Other Tokenizer Features

Modern tokenizers are often complex pipelines consisting of many stages and additional
features. To ensure the VCTs we generate are valid, we must carefully consider each
feature’s impact on the tree of possible valid token sequences. We consider pretokenization in
Section D.3.3, special tokens in Section D.3.4, conversion of merge lists to normal form in

Section D.3.5, and miscellaneous other tokenizer features in Section D.3.6.
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Method Inference Tokens Overhead vs. BPE
No mitigation (plain BPE) 23.51 0
Prefix Covering [248| 2.12 x 103 +2.12 x 10%
Phan et al. [196] 72.99 +49.47
Phan et al. [196] with prefix caching 25.61 +2.09
ByteSampler (ours)® 24.24 +0.72

Table 5.2: Inference cost of various exact solutions to the prompt boundary
problem: Our method has 65% less overhead than the next best method. Overhead vs.
BPE measures the average additional tokens of inference required by the method, compared
to plain BPE. Importantly, the overhead is paid for each byte when sampling at the byte

level, making low overhead crucial for efficient sampling.

5.4 Experiments

In our experiments, we apply ByteSampler at inference time to off-the-shelf language models.
In Section 5.4.1 we show that our method has less computational overhead compared to other
exact methods. Next, in Section 5.4.2, we show that exact methods perform better than
heuristics in character-level language modeling. Finally, we present several applications of our
method to enable higher-level functions such as ensembling (Section 5.4.3) and proxy-tuning

(Section 5.4.4) models with mismatched tokenizers.

5.4.1 Efficiency

As discussed in Section 5.2, there are several existing methods which are also “exact.” Although
each technically corresponds to a different sampling distribution, we do not expect there to
be any significant differences between them in practice. Therefore, the main distinguishing

factor to consider is the method’s computational cost.
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Algorithm 8: Streaming BPE tokenization maintaining a tree matching Fig. 5.2¢
Input: Branching tree T', new byte b

Output: stream of fully determined tokens
for every node N that ends before b begins do
add all valid next tokens as children of V;
// See Fig. 5.2c
end
Prune branches that do not match b;
// See Fig. 5.2b
while the root of T' has only one child do
Add the root token to the output stream and make its only child the new root;

end

Solving the PBP. To estimate the overhead of solving the PBP in a realistic setting,
we sample a random 100-character substring from the OLMO2 pretraining corpus [188| and
estimate how many inference tokens (according to the OLMO2 tokenizer) each method needs
to solve the PBP.!? Note that the substring is sampled uniformly, so it is about 80% likely to
end in the middle of a word. We report the average inference cost in tokens, averaged over
10,000 samples, for several methods in Table 5.2.

Byte-level sampling. In Section D.5.1, we compare the performance (speed) of Byte-
Sampler with the method of Phan et al. [196]. We find that we use 2.7x less wall-clock time
and use 3.3x fewer inference tokens to sample the same number of bytes. In Section D.5.2,
we compare with the Beam Summing algorithm of [248]. We find that, even with beam
size K = 1, we sample bytes at roughly the same speed, but process prompts 8.6x faster.

Compared to standard token-level sampling (Section D.5.3), PBP correction has negligible

10For ByteSampler, calculating the probability of the string as a byte prefix has the same cost.

8We believe Back Tokenization [245] should match our method when it comes to required inference tokens.
However, its worst-case exponential overhead limits its practicality.
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Prediction unit Method Loss per unit Bits per character®
Token Plain BPE 2.67 0.85
Character No mitigation (plain BPE) 4.81 6.94
Character ByteSampler (ours) 0.60 0.87

Table 5.3: Language modeling loss of OLMo02-1B on English text using various
methods: We compare three settings: (i) the original token-level cross-entropy loss when
predicting the next token; (7i) the character-level loss when predicting the next character by
directly tokenizing the prompt and calculating the next character distribution; and (%ii) the
character-level loss obtained using ByteSampler to predict the next character. The higher
loss per unit for token-level prediction is to be expected, as tokens are harder to predict
than bytes. Once the loss is normalized to bits per character, our method and the original
model achieve similar results, which demonstrates that our method does not degrade language

modeling quality.

overhead, and full byte-level sampling operates near the intrinsic bytes-per-token cost.

5.4.2  Character-Level Language Modeling

In this section, we will focus on converting off-the-shelf language models into character-level
language models.!? We then evaluate the character-level prediction performance using the
standard cross-entropy loss as well as next-character prediction accuracy in two languages:

English in Section 5.4.2 and Chinese in Footnote 13.

Ve choose character-level modeling for this section, even though our method supports byte-level
predictions, because some related methods can only operate on character strings.
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OLMOo?2 for English Text

In this setting, we sample a document randomly from the OLMO2 pretraining corpus [188] and
choose a random prefix of length at most 1000 characters. We then compute the next-character
distribution according to OLM02-1B [236] using various methods. To allow comparison with
the original token-based model, we also truncate the prefix to the nearest token boundary and
perform next-token prediction with the original model. We can compare the character-level
and token-level losses via bits per character [171], which normalizes the loss to account for
the fact that tokens are more difficult to predict due to their greater information content.

We report the average loss of the predictions over 100,000 such documents in Table 5.3.

We can clearly see the effect of the prompt boundary problem: naively predicting the next
character by directly applying the tokenizer to an arbitrary string prefix as in Eq. (5.1) leads
to poor performance (“no mitigation” in Table 5.3). In contrast, ByteSampler nearly matches
the performance of the original token-based model (“plain BPE”) in bits per character, as

expected for exact methods.

For backtracking methods, it is not easy to compute the probability of any particular next
character. This prevents us from calculating the cross-entropy loss as in Table 5.3. For our
experiments, we compare to the Token Alignment method of Athiwaratkun et al. [19], which
is the most advanced of the proposed backtracking methods and also includes token healing
as a special case. We use it to directly predict the next character by sampling greedily and

report the average accuracy over 100,000 samples in Table 5.4.

Interestingly, we find that too much backtracking hurts the performance of the Token
Alignment method. We believe this is because the sampling step often segments the remainder

of the prompt in a non-standard way, which may harm the performance of the model.

9For token-level prediction, calculated using a conversion rate of 4.518 characters per token (average over
an independent 25M-character sample from the data).
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Method Next character accuracy Overhead vs. BPE
No mitigation (plain BPE) 29.490 0
1 Token Backtracking (Token Healing) 71.634 +0.43
2 Token Backtracking (Token Alignment) 76.281 +0.53
4 Token Backtracking (Token Alignment) 75.407 +1.08
ByteSampler (ours) 81.560 +1.72

Table 5.4: Next character prediction accuracy of OLMo02-1B on English text
using various methods: We compare three settings: (i) directly tokenizing the prompt
and greedily sampling until the first character of the completion is determined!?; (7) using
backtracking with Token Alignment (of which Token Healing is a special case) to predict the
next character; and (%ii) using ByteSampler to predict the next character. Overhead vs. BPE

measures the average additional tokens of inference required by the method, compared to ().

QWEN3 for Chinese Text

Since Chinese writing does not use whitespace, ending the prompt with a complete word does
not generally provide a reliable token boundary. This makes it more difficult to heuristically
avoid the PBP. Similar to Section 5.4.2, we sample a random prefix of length at most 500
characters of a random document from the Chinese subset of the MADLAD-400 dataset
[128]. We then compute the next-character distribution according to QWEN3-1.7B-BASE
[238] using various methods and report the average cross-entropy loss over 100,000 documents

in Table 5.5.

Once again, the naive method fails while our method achieves similar normalized loss to
the original token-level model. We also report next character prediction accuracy to allow
comparison with backtracking methods. Note that Chinese has much higher entropy at the

character level, so the average accuracies are proportionally lower.
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Prediction unit Method Loss per unit Bits per character®®
Token Plain BPE 3.43 3.50
Character No mitigation (plain BPE) 3.79 5.47
Character ByteSampler (ours) 2.38 3.43

Table 5.5: Language modeling loss of QWEN3-1.7B-BASE on Chinese text using
various methods: We use the same settings and metrics as Table 5.3. Similarly to our
English results, ByteSampler achieves a similar normalized language modeling loss (in bits

per character) to the original model which can only perform next-token prediction.

5.4.3 Byte-Level Ensemble

Another application enabled by byte-level sampling is the ensembling of language models with
different tokenizers. In general, when vocabularies between LMs are the same, their next-token
probability or logit distribution can be combined via arithmetic into a single distribution,
but this cannot be done directly when the vocabularies differ. Several works have proposed
methods to combine LM predictions despite mismatching vocabularies [119, 162, 152, 263],
but these may introduce bias into the sampling distribution. Our method makes the direct
ensemble possible by converting models with BPE tokenizers into byte-wise models, thus

unifying their vocabularies.

In our experiment, we consider an ensemble of three small base language models: QWEN3-
1.7B [238], OLM02-1B [188, 236|, and LLAMA3.2-1B [233]. We combine the predictions by
computing the average Pensemble = %Z?:l p; where py,...,p, are the next-byte probability
distributions for each model. We evaluate the models on a suite of seven tasks and report the

results in Table 5.7.
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Method Next character accuracy Overhead vs. BPE
No mitigation (plain BPE) 32.8 0
1 Token Backtracking (Token Healing) 49.2 +1.82
2 Token Backtracking (Token Alignment) 49.6 +2.98
4 Token Backtracking (Token Alignment) 49.0 +5.30
ByteSampler (ours) 52.7 +1.60

Table 5.6: Next character prediction accuracy of QWEN3-1.7B-BASE on Chinese
text using various methods: We use the same settings and metrics as Table 5.4. Similar to
our English language results, ByteSampler achieves the best prediction accuracy, but unlike
in English, ByteSampler also requires the least overhead of all methods. This highlights that
languages with multi-byte characters'* can behave differently than ones which typically use a

single byte for each character.

5.4.4 Byte-Level Proxy-Tuning

In addition to additive ensembles over probabilities, the logit-level predictions of multiple LMs
can be combined via arithmetic, with individual LMs acting as “experts” (if their predictions
are combined additively) or “anti-experts” (if subtractively) [149, 141, 219, 92, 62, 217|.
In particular, this form of ensembling can be used to achieve the effect of tuning a large
pretrained LM without accessing model weights. To see how this can be done, note that

clearly for logit vectors

'etuned = ’ebase + ('etuned - 'ebase)-

The idea of prozy-tuning [150] is to approximate the term £iyneq — £hase using the difference
between a pair of tuned and base proxy models Lexpers — Lanti-expert- 11 OUr experiments, we
proxy-tune a strong base model, LLAMA-3.1-8B, using OLMo02-1B-INSTRUCT and OLMO02-

1B as the expert and anti-expert, respectively, which together represent a strong post-training
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Task QWEN3 OLMO2 LLAMA3.2 Average | Ensemble
Arithmetic [40] 0.974 0.838 0.831 0.881 0.978
DROP [77] 0.470 0.409 0.299 0.393 0.479
Jeopardy [244| 0.274 0.327 0.264 0.288 0.347
LAMBADA [193] 0.727 0.628 0.510 0.622 0.755
SQuAD [202] 0.845 0.802 0.694 0.780 0.836
TriviaQA [117] 0.389 0.535 0.443 0.456 0.526
WikidataQA [33] 0.689 0.643 0.658 0.663 0.719

Table 5.7: Byte-level ensemble results: We report the performance (accuracy) of a byte-
level ensemble of three models on downstream evals, along with the individual performance of
each model. We see that the ensemble is competitive with the best individual model on each
task and consistently outperforms the average performance across the three models. All 95%
confidence intervals are smaller than £0.014. We give more details regarding the evaluation

in Section D.2.2.

recipe [188, 131].

As shown in Table 5.8, we find that the proxy-tuned LLAMA 3.1 [232] model consistently
outperforms the base model alone as well as the small tuned expert. This highlights a practical
application of ByteSampler to “apply” post-training to base models without actually training

them, thus disentangling the quality of the base model from that of the post-training recipe.

12This is necessary because, for byte-level BPE, a token might be a partial character.

13For token-level prediction, calculated using a conversion rate of 1.415 characters per token (average over
an independent 25M-character sample from the data).
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Task Metric LramMa3.1 OLMoO2 INsT. LrAMA3.1 (Proxy-Tuned)
AlpacaFval 2 LC winrate 0.88 £ 0.18 33.5 £ 09 33.5£09
GSMS8K 5 ICE, CoT, EM  55.3 £ 2.6 51.9 £ 2.7 76.6 + 2.2
MMLU 0 ICE, CoT, MC  27.8 £ 0.7 35.2 £ 0.8 59.5 + 0.8

Table 5.8: Proxy-tuning results: We report performance on downstream evaluations (with
95% confidence intervals) when proxy-tuning LLAMA3.1-8B using OLMO02-1B-INSTRUCT as
the expert and OLMO02-1B as the anti-expert. We see that the proxy-tuned model gains the
instruction-following capability (AlpacaEval 2) and chain-of-thought capabilities (GSMS8K,
MMLU) of OLM02-1B-INSTRUCT while also benefiting from its larger size, allowing it
to surpass the expert’s individual performance. For details regarding the evaluation, see

Section D.2.3.

5.5 Conclusion

In this work, we introduced ByteSampler, an algorithm that eliminates the Prompt Boundary
Problem by converting any BPE tokenizer-based language model into a byte-level model
while preserving its generative distribution at the text level. Interesting extensions of this
method include automatic support for arbitrary pretokenizers (discussed in Section D.3.3),
and generalization to other tokenization schemes (such as Unigram [127], Wordpiece [212],

and other variants of BPE [199, 58]).

Beyond correcting sampling artifacts at the prompt boundary—which is useful in its own
right in many situations—the ability to unify vocabularies at inference time enables many
forms of model composition, including ensembles of (and post-training transfer between)
models with different tokenizers. Other applications of this technology include (i) byte-
level knowledge distillation to transfer skills more effectively between models with different

tokenizers, (ii) rapid post-training research leveraging the fact that a post-training recipe
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(represented by a pair of proxy-tuning experts) can be applied to any number of models
without additional training, (4ii) routing dynamically between models [282] during generation
without requiring matching tokenizers, and potentially (iv) more convenient LM-powered
compression of byte streams.

In general, whenever (mismatching) tokenizers represent an obstacle or inconvenience,
our method has the potential to completely bypass it at the cost of (minimally) increased

inference compute. We hope that this will prove useful to LM researchers and users alike.

14Chinese typically uses three bytes for each character when encoded using UTF-8.
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Chapter 6

CONCLUSION

In this thesis, I studied internal structure in machine learning systems beyond their

standard interfaces in two different settings.

In the setting of backdoor attacks in vision, I demonstrated that defenders can the hidden
representations of data to detect poisoned examples, while attackers can use model gradients
to optimize the poisoned data for stronger attacks. In both cases, the inherent nature of
backdoor attacks as a form of model corruption which is deliberately intended to be hard to
detect through the model’s classification emphasizes the utility of these alternative interfaces.
This is symptomatic of a larger pattern in machine learning security, where higher-level
objectives involving models demand low-level observation and control of those models to

achieve them.

In the setting of language modeling, we studied the junction of the tokenizer and the
corresponding sequence model. By studying the tokenizer in isolation, we were able to
infer previously hidden information about tokenizer training data, leveraging the fact that
tokenizers have more predictable behavior, both during training and inference, than the
large transformers they usually accompany. Then turning my attention to the influence the
tokenizer has on the underlying sequence model, we fix a long-standing problem in tokenized
language modeling by carefully considering the interaction between the tokenizer and the
sequence model, enabling an efficient solution. This approach can also be used to convert a
tokenized language model into a byte-level one at inference time, a capability with several

interesting applications in model fusion and control.

In these settings, careful study of the hidden structures abundant in machine learning

systems gave rise to new methods for defense, attack analysis, inference about training,
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and improved control over model behavior. More broadly, these results suggest that many
important properties of machine learning systems become accessible only once one moves

beyond their standard interfaces and analyzes their internal structures.
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Appendix A

SPECTRE: DEFENDING AGAINST BACKDOOR ATTACKS
USING ROBUST STATISTICS

A.1 Previous Approaches

For completeness, we write the algorithms we used for comparisons here.

A.1.1 Principal Component Defense

The principal component defense was proposed in [241|. They analyze the representations by
projecting them onto the top eigenvector of their covariance and then removing points that

are far from the mean. This algorithm is shown in Algorithm 9.

Algorithm 9: PCA Defense [241]
Input: representation S = {h; € R4},
p(S) < %Z?:l h;
Center the data: Sy < {h; — pu(S)}n,es
v, /\, u <— SVDl(Sl)

return 1.5en samples with greatest |(h;, v)]

A.1.2  Clustering Defense

The clustering defense was proposed in [48|. They analyze the representations produced by
the network by reducing the dimension using principal component analysis and running a

clustering algorithm on the result. The exact algorithm is shown in Algorithm 10.
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Algorithm 10: Activation Clustering [48]

Input: representation S = {h; € R4}™,, dimension k
u(s) « L0, b,

Center the data: Sy < {h; — p(S) }n,es

U, A,V < SVD,(S))

C1,Cy + 2-means({U" h | h € S})

return clusters C7, Cy

Chen et al. [48] propose several methods to determine which clusters, if any, contain
poisoned representations. To avoid these complexities, we equip the algorithm with an oracle,
CLUSTERORACLE, which given two clusters returns the cluster with the greatest fraction
of poisoned examples. The algorithm which returns the best cluster out of Cy, Cs give by
the oracle should perform at least as well as any heuristic to determine which clusters to
return. There are two other concerns which make it difficult to compare this defense with
Algorithm 1: first, there is no way to control how many examples are removed and second,
the performance of the clustering varies with the initialization of k-means, which is random.
Therefore, we use a second step which repeatedly runs Algorithm 10 and samples the cluster
with the highest fraction of poison according to the oracle in order to build the set of samples
to remove. The algorithm is shown in Algorithm 11.

Algorithm 11 should perform well whenever the clustering is able to effectively separate
the poisoned examples from clean ones and its performance should have relatively low variance
as R is built using many independent clustering runs. Although this process is not guaranteed

to terminate, we found that it did in all of our experiments.
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Algorithm 11: Activation Clustering with Cluster Oracle

Input: representation S = {h; € R4}™,, dimension k
R+ @

while |R| < 1.5en do
C1, Cy <= ACTIVATIONCLUSTERING(S, k) [Algorithm 10]

C' + CLUSTERORACLE(CY, Cs)

Sample h uniformly from C

AddhtoRifh¢ R

return samples corresponding to R

A.2 Robust Estimation

We reproduce details from [67] which are relevant to the implementation and usage of
Algorithm 1 here for completeness. First, we introduce some notations. Given two sets A
and B, A(A, B) is the size of their symmetric difference [(A\ B) U (B \ A)|. Given a matrix
M € R4 we write M” to denote the flattened vector v € R built by concatenating the
columns of M. Similarly, given a vector v € R¥, we write v? to denote the matrix M € Ré*d

with v; as columns, where v is split into d contiguous vectors in R¢.

A.2.1 Robust Mean Estimation

There exists a practical robust mean estimation algorithm ROBUSTMEAN which is given
explicitly in Algorithm 12.

Understanding Algorithm 12 requires the definition of an (e, 7)-good set with respect to a
Gaussian, which is given in Definition A.1. The key feature of (e, 7)-goodness is that a set of
independent samples from the Gaussian of sufficient size is (e, 7)-good with high probability

as stated in Lemma A.2.

Definition A.1. |67, Definition A.4]| Let G be a sub-gaussian distribution in d dimensions

with mean pu(G) and covariance matrix I and let €,7 > 0. We say that a multiset S of
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Algorithm 12: Robust mean estimation (ROBUSTMEAN) [67]
Input: A multiset S” such that there exists an (e, 7)-good set S with A(S,5") < 2¢

Output: A vector p' such that ||p' — p(G)||2 < O(e4/log(1/¢))

repeat
| S” + GAUSSIANMEANFILTER(S’) [Algorithm 13]

until GAUSSIANMEANFILTER returns p'

return p’

elements in R? is (g, 7)-good with respect to G if the following conditions are satisfied:

1. For all € S we have ||z — pu(G)|]2 < O(y/dlog(|S]/T)).

2. For every affine function L : RY — R such that L(z) = v - (x — u(G)) = T, ||v]]. = 1,

we have that

3

Poce,slEOY) 2 0 = Pl 2 0] £ s

3. We have that |p(S) — p(G)l]2 < e.

4. We have that | M, — I <e.

Lemma A.2. [67, Lemma A.6] Let G be a sub-gaussian distribution with parameter v =
O(1) and identity covariance and let e,7 > 0. If the multiset S is obtained by taking
Q((d/e*) poly log(d/eT)) independent samples from G, it is e-good with respect to G with
probability at least 1 — 7.

Now we give the definition of the filter used in Algorithm 12 in Algorithm 13, which shows
that the sets S” in Algorithm 12 approach the e-good set S with respect to the size of their

symmetric difference.
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Algorithm 13: Filter algorithm for a Gaussian with unknown mean. [67, Algo-

rithm 2|
Input: A multiset S’ such that there exists an (g, 7)-good set S with A(S,S") < 2¢

Output: Either a set S” with A(S,5") < A(S,5") — e/a where

o = dlog(d/et)log(dlog(d/eT)) or a vector u satisfying
I = p(G)]l2 < O(e4/log(1/e))
Compute the sample mean p(S") = Exunir(s) [ X]-
Compute the sample covariance matrix $(S") = Eyeumit(sn [(X — p(S")) (X — p(S")T].
Compute an approximation of the largest absolute eigenvalue of ¥ — I, \* ~ || X — I|2
and an approximate associated eigenvector v*.
if \* < O(elog(1/¢)) then
return p(S’)
Let 6 = 3v/eA*. Find a T > 0 such that
2

T
PXeUnif(S’)(|v* (X = p(S)] > T +0) > 8exp (_5> * T2 log(

8¢
dlog(Z))

return S = {z € S" : [v* - (x — p(S")| < T + 6}

A.2.2 Robust Covariance Estimation

The structure of this subsection mirrors that of Section A.2.1. Theorem 2.1 states the
existence of a practical robust covariance estimation algorithm ROBUSTCOV which is given
explicitly in Algorithm 14.

Understanding Algorithm 14 requires the definition of an e-good set with respect to a
Gaussian, which is given in Definition A.3. The key feature of e-goodness is that a set of
independent samples from the Gaussian of sufficient size is e-good with high probability as

stated in Proposition A.4.

Definition A.3. |67, Definition A.27| Let G be a Gaussian in R? with mean 0 and covariance
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Algorithm 14: Robust covariance estimation (RoBusTCoOV) [67]
Input: A multiset S’ such that there exists an e-good set S with A(S,S") < 2¢

Output: A matrix ¥’ such that || — £7/25/87V2||p = O(elog(L))

repeat
| S’ + GAUSSIANCOVARIANCEFILTER(S’) [Algorithm 15]

until GAUSSIANCOVARIANCEFILTER returns Y/

return Y’

Y. Let € > 0 be sufficiently small. We say that a multiset S of points in R? is e-good with
respect to G if the following hold:

1. Forallz € S, 2"Y 'x < d + O(v/dlog(d/<)).
2. We have that |X7Y2Cov(S)S~Y2 — Il = O(e).
3. For all even degree-2 polynomials p, we have that Var(p(x)) = Var(p(G))(1 + O(e)).

4. For p an even degree-2 polynomial with E[p(G)] = 0 and Var(p(G)) = 1, and for any
T > 10log(1/e) we have that
Pp(a)] > T) <~y
T2 log™(T')
Proposition A.4. [67, Proposition A.28] Let N be a sufficiently large constant multiple of
(d?/?)log®(d/c). Then a set S of N independent samples from G is e-good with respect to G

with high probability.

Now we give the definition of the filter used in Algorithm 14 in Algorithm 15, which shows
that the sets S’ in Algorithm 14 approach the (g, 7)-good set S with respect to the size of
their symmetric difference.

Note that a naive implementation of Algorithm 16 requires 2(nd?) space to store the y;

and Q(d*) space to store Ts». Additionally, the matrix multiplication performed by OpenBLAS
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to produce T requires Q(nd?) time. By representing the linear operator T implicitly, we
can reduce these requirements substantially. First, the product —I°(1 bTv) can be computed in
O(d?) time and space. Next, if Y and Z are the matrices with columns y; and z; respectively,
then Z is the Khatri-Rao product Y © Y. This means we can use the vec tricks for the
Khatri-Rao and transpose Khatri-Rao vector products of [194] to calculate ZZ v in O(nd?)
time and O(nd + d*) space. We can then calculate the eigenvector v* of the implicitly
represented linear operator T using Krylov methods, requiring the evaluation of a small
number of products Tgv. For our experiments, this provided a speedup of several orders of
magnitude and a substantial reduction in the required amount of system memory versus the

naive implementation.
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Algorithm 15: Filter algorithm for a Gaussian with unknown covariance matrix.

|67, Algorithm 4]

Input: A multiset S’ such that there exists an e-good set S with A(S,S") < 2¢
Output: Either a set S” with A(S,5”) < A(S,5) or a matrix ¥’ such that
| = 512512 = O log(1))
Let C,C" > 0 be sufficiently large universal constants.
S ¢ Exes[XXT], G < N(0,%)
if there exists an x € S" such that ' ¥'"'x > Cdlog(10|S’|) then
return S” = S’ \{x € &' : "Y1z > Cdlog(10]5’])}
Let L be the space of even degree-2 polynomials p : R¥ — R such that
Ex e [p(X)] = 0.

Define two quadratic forms on L:

(i) Qor(p) = Ex~cr [P2<X)]

(ii) Qs/(p) = Exoumit(s)[p*(X)]

Compute maxper (0} Qs (p)/Qc (p) and the associated polynomial p*(z) normalized
such that Q¢ (p) = 1 using Algorithm 16.
if Qs (p*) < (1+ Celog®(1/€))Qc(p*) then
return Y’
i < the median value of p*(X) over X € 5
Find a T" > " such that

Pxer (Ip"(X) — p| > 3) < Tail(T, d, ¢),

where

Teil(T, d. ) = 3e/(T?1og*(T)) if T > 10In(1/e) |

1 otherwise

return S" = {x € 5" : [p*(U'"x) — u| < T}
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Algorithm 16: Algorithm to compute the polynomial with maximum variance

relative to a Gaussian [67, Algorithm 4]

Input: A multiset S’ = {z;}, C R? and a Gaussian G’ = N (0,Y)
Output: The even degree-2 polynomial p*(x) with Ex.e[p(X)] =~ 0 and Q¢ (p*) =~ 1
that approximately maximizes Qg (p*) and this maximum is \* = Qg (p*)
for i € [n] do
Y; < 2;1/2:81-
zi — (yiy! )
TS’ — —]bIbT + ﬁ Z?:l ZZ‘ZiT
Approximate the top eigenvalue \* and eigenvector v* of T

p* () < (S oSy Pe) — Tr(v*))

return p* and \*
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A.2.83 Robust Joint Mean and Covariance Estimation

Note that Algorithm 12 requires the inputs to have identity covariance and Algorithm 14
requires the inputs to have zero mean. Here we show how to combine them to estimate both
the mean and covariance of an arbitrary Gaussian, as described in [67, Section 4.5]. The
key idea is to split the dataset into two halves, pair off samples from each half, and subtract
them. The resulting vectors have zero mean and double the original covariance. This allows
us to use Algorithm 14 to whiten the samples, which then allows us to use Algorithm 12. We

reproduce the exact procedure in Algorithm 17.

Algorithm 17: Algorithm to robustly learn an arbitrary Gaussian [69, Algorithm 6]

Input: A multiset S’ = {x;} ; C R?, corruption fraction ¢
Output: A matrix X' such that [|[[ — X7/25'S72||p = O(elog(1)) and Aavector p/
such that ||p' — p(G)|]2 < O(e/log(1/¢))
for i € [[n/2]] do
L ) (T = T{nj2) 1)/ V2
5« RoBusTCoV({z}},¢) [Algorithm 14]
for i € [n] do
L x! S12g,
p < ROBUSTMEAN({z},¢) [Algorithm 12]

return ¥ and SV25

A.3 Experiment Details

For each poisoned dataset, we performed one training run to produce each poisoned model.
For the pixel and periodic attacks, we performed one retraining run for each defense. Training
for our experiments was done on a server with a Xeon Gold 6230 CPU and eight Nvidia
2080 Ti GPUs. The training and retraining for our experiments took approximately 100 GPU

hours. Running all defences for our experiments took approximately 200 CPU-core hours.
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Using the thermal design power of these components to estimate of our required power, we

estimate that our experiments required a total of 28 kW h of energy.

A.3.1 m-Way Pizel Attacks

For pixel attacks, we reproduce the experimental setup of [241]. For our ResNet-32, we used
a leaky ReLLU with a negative slope of 0.1 for the nonlinearity and trained it using stochastic
gradient descent with momentum for 200 epochs, dividing the learning rate by 10 every 75
epochs. Both data standardization and augmentation were used.

Although a fixed pixel is used for watermarking, data augmentation may ensure that the
network is sensitive to pixels of the chosen color at multiple locations in the image. Using the
standard random horizontal flip and random crop with 4 pixels of padding used for CIFAR-10,
the pixel may end up in as many as 9 x 9 x 2 = 162 distinct pixels in the transformed image,
representing about 16% of the image’s total area.

To implement an m-way pixel attack, m pairs of locations and colors are chosen. Only one
of the m pixels is used for each poisoned training example, but all m are used simultaneously
at test time. We ran experiments for m € {1,2,3}. We used the same backdoor pixel Tran
et al. used for their experiments, along with two more arbitrarily chosen. The exact locations

and colors are shown in Table A.1.

m location color

1 (11, 16) #650019
2 (5,27)  #657BT9
3 (30,7) 4002436

Table A.1: Pixel watermarks used for the m-way pixel attacks: Location is a pixel

coordinate in (x,y) format and color is a 24-bit hexadecimal color in HTML format.
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A.3.2 m-Way Periodic Attacks

For periodic attacks, we used the same network architecture and training environment used
for pixel attacks. Although the phase of the signal is fixed for watermarking, the signal will
be shifted by a random amount at training time due to the random flip and random crop and
pad, in a manner similar to the pixel attack. Because our signals have a period of 4 pixels,
which equals the maximum translation produced by the data augmentation, the backdoored

network should be sensitive to signals with any phase.

A.3.8 Label Consistent Attacks

For label consistent attacks we used the experimental setup of [246] which is provided at
https://github.com/MadrylLab/label-consistent-backdoor-code. The setup of [246|
appears to be very similar to that of [241]. The same ResNet-32 architecture is used, albeit
with a normal (i.e. not leaky) ReLU. Data standardization was enabled by default. Data
augmentation was disabled by default, but we enabled it to ensure greater consistency with
our previous experiments. We also enabled patch placement on all four corners to ensure
the watermark would not be cropped out. For this family of attacks, we did not make any

changes to the training system of [246], which does not provide retraining.
A.4 Analysis of Poisoned Representations

Here we include Figs. A.1 to A.4, which illustrate some relevant properties of the hidden
layer activations of examples bearing the target layer under a successful backdoor poisoning

attack.


https://github.com/MadryLab/label-consistent-backdoor-code
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Figure A.1: Scatter plots of the representations of the 3-way pixel attack with
¢ = 0.1 before any whitening: The whitened representations are projected onto their top
eight PCA directions. Plots along the diagonal are Gaussian kernel density estimate plots
after projecting onto that PCA direction (of the combined data including the representations
of both the poisoned and the clean samples). Off-diagonal plots are scatter plots of the data
projected onto the subspace spanned by the corresponding pair of PCA directions. This
shows that the poisoned samples (in orange) are not separable from the clean ones (in blue),
if we only focus on these top PCA directions; the spectral signature is hidden. We propose
using robust covariance estimation to fine the approximate covariance of clean data and
whiten the entire data with the estimated covariance. This enhances the spectral signature

as we show in the next figure.
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Figure A.2: Scatter plots of the representations of the 3-way pixel attack with
¢ = 0.1 after whitening using the covariance of the clean samples: The whitened
representations are projected onto their top eight PCA directions. Plots along the diagonal
are Gaussian kernel density estimate plots after projecting onto that PCA direction (of the
combined data including the representations of both the poisoned and the clean samples).
Off-diagonal plots are scatter plots of the data projected onto the subspace spanned by the
corresponding pair of PCA directions. This shows that the poisoned samples (in orange) are
now separable from the clean ones (in blue) using the top PCA direction after whitening, for

example.
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Figure A.3: Scatter plots of the representations of the 3-way pixel attack with
¢ = 0.1 after whitening using the robustly estimated covariance: The whitened
representations are projected onto their top eight PCA directions. Plots along the diagonal
are Gaussian kernel density estimate plots after projecting onto that PCA direction (of the
combined data including the representations of both the poisoned and the clean samples).
Off-diagonal plots are scatter plots of the data projected onto the subspace spanned by the
corresponding pair of PCA directions. This shows that the poisoned samples (in orange)
remain separable from the clean ones (in blue) even when whitening using the estimated

covariance instead of the true covariance of the clean samples.
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Figure A.4: Scatter plots of the representations of the 2-way pixel attack with
¢ = 0.1 after whitening with the true covariance of the representation of the clean
samples: The whitened representations are projected onto their top eight PCA directions.
Plots along the diagonal are Gaussian kernel density estimate plots after projecting onto that
PCA direction. Off-diagonal plots are scatter plots of the data projected onto the subspace
spanned by the corresponding pair of PCA directions. This shows that the poisoned samples
(in orange) have split into multiple distinct clusters, resulting in a weakened spectral signature.
Nevertheless, whitening enhances the spectral signature and bring the direction of separation

to the top principal components.
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A.5 Analysis of QUE Scores

In Section 2.3.3, we showed that the squared norm scoring T,L-(O) = ||h;||? and squared projected

norm scoring 7o) = (v, h;)|? can both fail under certain conditions. Here we will explain

those conditions in greater detail.

In our experiments, squared norm scoring 7'1-(0) = HﬁlH2 fails for the 3-way attack with
e = 0.0124. For this attack, the poisoned representations have high variance along a single
direction, and relatively low variance along all other directions, as seen in Fig. A.5a. Because
there are few poisoned examples relative to clean ones, the resulting spectral signature of
the poisoned examples is weak. The directions where the variance of the clean data was
amplified, as seen in Fig. A.5b, dominate all but one of the directions where the poison
had high variance. This can be seen in Fig. A.6, where only the top PCA direction, which
corresponds to projected norm scoring, is suitable for removing the poisoned examples. Using
the squared norm scoring TZ-(O) — ||h;||? here causes the top PCA direction to be mixed with
the less useful directions, diluting its utility as a metric for removing the poison.

Squared projected norm scoring TZ-(OO) = |(v, i~11>|2 fails for the 1-way attack with e = 0.1.
Here the spectral signature of the poisoned examples is very strong. The poisoned examples
have high variance along many directions, as seen in Fig. A.5c. The resulting top PCA
direction v is not well aligned with the direction of the separation gt(Spoison) — H(Sciean)- In fact,
the angle between them is cos™ ((v, p(Spoison) — H(Sciean)) /|| 16(Spoison) — (Sectean)||) = 35.7°.
The consequence of this misalignment can be seen in Fig. A.7, where it is clear that v does not
separate the poisoned examples from the clean ones. On the other hand, squared norm scoring

works well here because the poisoned examples have large variance along many directions,

which is apparent in Fig. A.7.
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Figure A.5: Plots of the top 10/100 singular values of the covariances of the poison
and clean representations after whitening with the robustly estimated covariance

in order of decreasing magnitude.
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Figure A.6: Scatter plots of the representations of the 3-way pixel attack with
¢ = 0.0124 after robust whitening; whitening the representations of the data with
the estimated covariance of the clean samples: The whitened representations are
projected onto their top eight PCA directions. Plots along the diagonal are Gaussian kernel
density estimate plots after projecting onto that PCA direction. Off-diagonal plots are scatter
plots of the data projected onto the subspace spanned by the corresponding pair of PCA
directions. This clearly shows that the top PCA direction is aligned with the direction of
separation between the poisoned samples (in orange) and clean samples (in blue), hence the
squared projected norm scoring works. However, the variance of the poisoned examples are

generally smaller, making it hard to distinguish using the squared norm scoring.
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Figure A.7: Scatter plots of the representations of the 1-way pixel attack with
¢ = 0.1 after robust whitening; whitening the representations of the data with the
estimated covariance of the clean samples: The whitened representations are projected
onto their top eight PCA directions. Plots along the diagonal are Gaussian kernel density
estimate plots after projecting onto that PCA direction. Off-diagonal plots are scatter plots
of the data projected onto the subspace spanned by the pair of PCA directions. This clearly
shows that the top PCA direction is not aligned with the direction of separation between the
poisoned samples (in orange) and clean samples (in blue), hence the squared projected norm
scoring does not works. However, the variance of the poisoned examples are generally larger,

making it easy to distinguish using the squared norm scoring.
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A.6 Sensitivity to Number of Removed Examples

Following [241], we choose to remove the 1.5en samples with the highest QUE scores from
the (1 + €)n total samples bearing the target label. We show in Fig. A.8 that our defence
performance is not overly sensitive to this choice. In particular, the fraction of poisoned
samples removed does not vary substantially with the total number of removed samples after

the first en samples are removed.

| |—1 pixel, en = 500
2 pixel, en = 250
— 3 pixel, en = 125

fraction of poison removed
o
ot
o

0.0 0.5 1.0 1.5 2.0
examples removed/(en)

Figure A.8: Fraction of all poisoned samples removed vs. the total number

of samples removed by SPECTRE, for three pixel attacks featuring spectral

signatures of varying strength.
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Appendix B

FEW-SHOT BACKDOOR ATTACKS VIA NEURAL TANGENT
KERNELS

B.1 Attack Model and Related Work

We survey relevant train-time attacks.

B.1.1 Threat Model

We consider the following train time attack known as the backdoor attack. We assume that
the attacker has a trigger function of choice and their goal is to corrupt the training of a
model such that the corrupted model outputs a prediction of a target label when shown an
example with the trigger function applied to it. The attacker can inject a small number
of arbitrarily corrupted examples to the training set to achieve this goal. The success will
be measures by Attack Success Rate (ASR), which is the probability of the prediction of a
trigger-applied test example being the target label. One attack, which consists of a set of a
fixed number of injected corrupted examples, is said to be stronger than another if the ASR

is higher than the other given the same number of injected corrupted examples.

We assume that the attacker has knowledge of the target model’s architecture and training
data, and can and leverage this information to increase the ASR of the backdoor attacks. In
Section B.1.2 we list several prior works make similar assumptions for both data-poisoning
and backdoor attacks. We believe knowledge of the training architecture can be motivated
by the widespread usage of popular architectures such as ResNets [104]. We also perform an
ablation study in Section 3.3.3 indicating that our method degrades gracefully when only a

small subset of the training data is known.
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B.1.2 Backdoor Attacks

Backdoor attacks as presented in Section 3.1 are introduced in [95]. In backdoor attacks, the
two most important design choices are the choice of trigger P and the method of producing
the poison data X,. Many works design P to appear benign to humans |95, 26, 157, 184| or
directly optimize P to this end [140, 71]. Poison data X, has been constructed to include no
mislabeled examples [246, 281| and optimized to evade detection through visual inspection
[209] and statistical inspection of latent representations [221, 70, 258, 53]. Such backdoor
attacks have been demonstrated in a wide variety of settings, including federated learning
[254, 21, 224], transfer learning [271, 209|, and generative models [210, 203]. However, our
goal of designing strong few-shot backdoor attacks has not been addressed with an exception
of an influential earlier work of [122]. We consider the same threat model as in [122] where
the attacker has information about the network’s architecture and training data. However,
our results are incomparable to those of [122] which focuses on linear models. The KKT
attack of [122] leveraging decoy parameters cannot be used when the input dimension is far
smaller than the parameter dimension and the influence attack of [122] cannot scale to large

models, such as the WideResNet we use in our experiments.

Few-shot data attacks have been studied in contexts other than backdoor attacks. In
targeted backdoor attacks, the attacker aims to control the network’s output on a specific test
instance [216, 26, 98, 5, 108|. Data poisoning attacks are similar to backdoor attacks with the
alternate goal of reducing the generalization performance of the resulting model. Poison data
X, has been optimized to produce stronger data poisoning attacks using influence functions

[122, 268|, back-gradients [178|, and the neural tangent kernel [275].

Following [95], there has also been substantial work on detecting and defending against
backdoor attacks. When the defender has access to known-clean data, they can filter the data
using outlier detection [145, 135, 223|, retrain the network so it forgets the backdoor [153],
or train a new model to test the original for a backdoor [123|. Other defenses assume P is

an additive perturbation with small norm [253, 61], rely on smoothing [252, 256], filter or



123

penalize outliers without clean data [86, 224, 223, 37, 197, 241, 101] or use Byzantine-tolerant
distributed learning techniques [37, 11, 50]. Backdoors cannot be detected in planted neural

networks in general [93].
B.2 Implementation Details

In Section 3.2, we give a brief description of the Neural Tangent Backdoor Attack. Further

details regarding the implementation are given here.

B.2.1  Optimization Details

We use L-BFGS-B by adapting the wrapper of [250] for use with JAX. We found that simple
first order methods such as gradient descent with momentum and Adam [121] converged very
slowly with small learning rates and were unable to achieve good minima with larger learning
rates. In contrast, the strong Wolfe line search of L-BFGS-B appears to choose step sizes

which lead to relatively rapid convergence for our problem.

B.2.2  Computational Resources

All neural networks were trained on a single Nvidia 2080 Ti. We ran NTBA optimization on a
machine with four Nvidia A100 GPUs for a duration between 5 hours and 12 hours depending
on the number of poisons being optimized. Before optimization begins, we precompute the

K4 gt matrix using Nvidia A100 GPUs, requiring a total of 2 GPU hours for double precision.

B.2.3  Details for NTK and Laplace Kernel Comparison

In these experiments, we compare the NTK of a 3-layer feed-forward neural network with a
Laplace kernel with bandwidth tuned to match the NTK in the small-distance limit. This is
the same setup used in Section B.5. For the attack, we use the same parameters as for our
main experiments in Table 3.2, except we do not report transfer numbers since the Laplace

kernel has no associated neural network.
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B.2./ Details for Label Consistent Attack

In Fig. 3.1, we compare the NTBA to the sampling baseline as well as the label consistent
attack of [246]. To produce the label consistent numbers, we use the precomputed poisoned
datasets provided in the paper for the ¢, adversarial perturbations with ¢ = 8 and GAN
latent interpolation with 7 = 0.3. The line reported is the best poison test accuracy obtained

over these two attacks.
B.3 Supplementary Experimental Results

We report further experimental results complimenting those of Section 3.3.

B.3.1 Results for Patch Trigger on CIFAR-10

We repeat the experiments of Section 3.3.1 using a 3 x 3 checkered patch as the backdoor
trigger. Example images for this attack are shown in Fig. B.1. We plot the ASR vs. the

number of poisoned images in Fig. B.2 with numerical results reported in Table B.1.

Figure B.1: NTBA poison images for patch triggers: Images produced by backdoor
optimization for the patch trigger and m € {3,10}. The top row shows the original clean
image, the middle row shows the image with the trigger applied, and the bottom row shows

the poisoned image after optimization. Duplicate images have been omitted to save space.
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We note that for some images in Fig. B.1, the trigger becomes partially faded out after
optimization while for other images the trigger remains unchanged. We believe this may be
due to the optimization getting stuck in a local minima nearby some images, preventing it
from erasing the triggers as we would expect according to the analysis in Section 3.4. This
may partly explain why the attacks computed for the patch trigger are not as strong as those

computed for the periodic trigger.

IS = o0
. - T

attack success rate

o
-
e

Y

100
number of poisons m

Figure B.2: The trade-off between the number of poisons and ASR for the patch
trigger.

B.3.2  Results for Periodic Trigger on ImageNet

We also use NTBA to attack a ConvNeXt-tiny [158] (d ~ 2.8 x 107) trained on a 2 label
subset of ImageNet. We use “slot” as the source label and “Australian terrier” as the target
label following the examples from [209]. We consider both the case where the ConvNeXt is
initialized randomly and trained from scratch and the case where it has been pretrained on
ImageNet and fine-tuned as in [209]. The results for these two settings are shown in Figs. B.3
and B.4 respectively. When trained from scratch, the clean accuracy of the ConvNeXt remains
above 90% in all cases. When pretrained and fine-tuned, the ConvNeXt achieves at least 99%
clean accuracy in all cases.

We note that ConvNeXt is surprisingly vulnerable to backdoors when trained from scratch,
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ours sampling sampling
M aSTptktr ASTntkte @STnntr  STnnte  aSThpte m  asTypte
3 99.9 74.1 0.9 13.8 7.1 0 6.2
10 99.0 79.8 37.7 36.0 9.8 1 6.3
30 93.8 82.3 66.8 65.5 20.6 100 73.4
300 94.3
1000 98.5

Table B.1: NTBA attack success rates for patch triggers: ASR of NTBA (asryte) is
significantly higher than the ASR for the baseline of the sampling based attack using the
same patch trigger, across a range of poison budgets m. Clean accuracy accpyte remains

above 92.6% in all cases.

as even a single random poisoned image is sufficient to achieve 50% ASR and NTBA is able
to achieve 100% ASR with a single image. With pretraining, the ConvNeXt becomes slightly
more resistant to backdoors, but the periodic attack remains quite strong. We give numerical

results in Table B.2.
B.4 Analysis of Backdoors for Kernel Linear Regression

To explain the phenomena observed in Section 3.4, we take Taylor approximations of ¢ at x,

and x, and obtain,

f(@a; Da U {(2p, 4p) }) — f(@a; Da)
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Figure B.3: The trade-off between the number of poisons and ASR for ConvNeXt

trained from scratch.

where D¢(2) denotes the Jacobian of the feature mapping ¢ at € and w.l.o.g. we assume that
yp = 1 and f(x,; Dg) &~ —1. The last step follows because (I — P)¢(x,) = (I — P)¢(x,) = 0.
Note that if A =1, then f(xa; Dg U {(xp,¥p)}) = yp which would imply a succesful attack
for @,. Since the goal of the attack is to control the prediction whenever A, is applied
to any clean point &, there may exist some  where D¢(x,)A, does not align well with
D¢(x,)A,, which would make the numerator of A small. For the backdoor to succeed for
these points, |[Dé(x,)Apl|(7—p) must be small enough to overcome this misalignment, since the
denominator of A scales as [|[D(Z,,) A, |, py while the numerator scales as [|[Do(@,) A || (1-p).

In particular, for the attack to succeed on a set of poisoned data points X,, we need

Do(x,) Ay
|D¢(£p)ApH(I—P)

Ta€Xa

IDG(F) Ayl 1-p) < € < min <‘ ,D¢(5c’a)Aa>( )) . (B

for some constant ¢ > 0. Note that the test-time trigger A, and therefore the distribution of
x,’s is fixed. Therefore Eq. (B.1) can be satisfied by choosing the train-time perturbation A,
to have small enough norm on the LHS of Eq. (B.1). This implies that smaller perturbations
in the train-time poison data are able to successfully change the predictions on more examples

at test-time, and hence they correspond to a stronger attack. We can make this connection



128

| |-e-NTBA (ours)

-0~ sampling

=1

-~

t
T

attack success rate
(e (e
) o
ot o

0.00be= ‘ ‘
1 10 100
number of poisons m

Figure B.4: The trade-off between the number of poisons and ASR for ConvNeXt

pretrained on ImageNet.

more realistic by considering multiple poisoned examples injected together. As the size
m = |D,| of the injected poisoned dataset D, increases, we may distribute the poisoned
examples so that each test point x, is covered by some poison point x, € X, that aligns
well with it. Since the worst-case alignment between poison and test data will be higher,
the RHS of Eq. (B.1) will be larger so the LHS may be larger as well. This means that for
each poison, the size of the trigger ||Do(x,)Apl|(7—p) may be larger (and still achieve a high

attack success rate) when we are adding more poison data.

Two further insights from Eq. (B.1) shows the strengths of NTBA. First, Eq. (B.1) suggests
that there is potential for improvement by designing train-time perturbations A, that adapt
to the local geometry of the feature map, represented by D¢(x,), Dé(Z,), around clean
data points &, £,. We propose using a data-driven optimization to automatically discover
such strong perturbations. Second, our analysis suggests that we need the knowledge of the
manifold of clean data to design strong poisoned images that are close to the manifold. Since
the manifold is challenging to learn from data, we explicitly initialize the optimization near
carefully selected clean images x,,, allowing the optimization to easily control the size of the

difference A,. We show in our ablation study in Section 3.2.5 that both components are
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m NTBA sampling
m NTBA sampling

0 0

0 10
1 0 0

1 100 46
3 60 16

3 78
10 96 74

10 94
30 100 92

30 96
100 100

(a) trained from scratch
(b) pretrained

Table B.2: ConvNeXt ImageNet results: asry, results for ConvNeXt on ImageNet.

Numbers are percentages over the 50 examples from the source label.

critical for designing strong attacks.
B.5 Why Are NNs so Vulnerable to Backdoor Attacks?

NTBA showcases the vulnerability of DNNs to backdoor attacks. We investigate the cause of

such vulnerability by comparing the infinite-width NTK with the standard Laplace kernel.

NTK gives more influence to far away data points. Recently, [90, 49| showed that
the neural tangent kernel of feed-forward neural networks are equivalent to Laplace kernels
K% (z,y) = exp(||x — y|| /o) for inputs lying on the unit sphere. The Laplace kernel gives
more influence to points that are closer. For example, Laplace-kernel linear regression
converges to a l-nearest neighbor predictor in the limit as the bandwidth ¢ — 0, which
is naturally robust against few-shot backdoor attacks. In contrast, we demonstrate that
the NTK gives more influence to points as they become more distant. We confirm this by
visualizing the two kernels with matched bandwidths in the normal and tangent direction to

a unit sphere. In Figs. B.5a and B.5b, we consider the infinite width neural tangent kernel of
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a 3 layer feed-forward neural network with ReLLU activations. For our choice of NTK, we
compare against a Laplace kernel with o ~ 6.33, that closely matches the NTK around x = 0

in Fig. B.5b. For inputs that do not lie on the sphere, the kernels behave differently.

ntk
laplace

kernel value
kernel value

[N

(a) Kernel behavior normal to unit sphere. (b) Kernel behavior tangent to unit sphere. The
The plot shows K(ej,yeq) for both the NTK plot shows K(ej, e; + xes) for both the NTK
and Laplace kernels where e is a unit vector. and Laplace kernels where e, eo are orthogonal
Note that the NTK increases with gy, while the unit vectors. The two kernel behave similarly

Laplace kernel peaks at y = 1. near x = 0 but diverge rapidly away from 0.

Figure B.5: Kernel behavior off the unit sphere shows that the NTK approaches
oblique asymptotes as either |z| or y, increases, while the Laplace kernel decreases

in the same limit.

NTK is more vulnerable to few-shot backdoor attacks. We demonstrate with a
toy example that NTK is more influenced by far away points, which causes it to be more
vulnerable to some few-shot backdoor attacks. We use a synthetic backdoor dataset in
3 dimensions (x,y, z) consisting of clean data ([ZE 1 ()}T ,1) and ([’f -1 O}T ,—1) for
T € {—100,—-99,...,100}. Here, the z dimension represents the diversity of the dataset, the
y dimension represents the true separation between the two classes, and the z dimension is
used to trigger the backdoor attack. We choose test-time trigger P(v) = v + [0 0 1} ! for
a clean negative labelled point v and add a single train-time poison data point (0, —1,2).

For the Laplace kernel, we compute the best choice of z which is 2 = 1. For the NTK, the
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backdoor increases in strength as 2 — 07 (we chose 2 =1 x 107°).

o |

f o

100 50 0 50 100 T 100 50 0 50 100 T
(a) NTK, decision boundary at z =0 (b) NTK, decision boundary at z = 1
1 y 1 y
0 v 0
v
100 50 0 50 100 x 100 50 0 50 100 x
(c) Laplace, decision boundary at z =0 (d) Laplace, decision boundary at z = 1

Figure B.6: Synthetic backdoor decision boundaries: The decision boundaries at z = 0
(black solid line) and corresponding predictions (background shading) on the z = 0 plane
are similar for NTK and Laplace kernel, explaining the similar clean accuracy in Table 3.5.
The decision boundary at z = 1 shows that the trigger fails to generalize to test examples for
Laplace kernel. All points in the training dataset are shown regardless of their z-coordinate.
Note that the solid bars are actually discrete points with overlapping markers and the yellow

point at (0, —1) is the single poison point.

In Fig. B.6d we see that the backdoor is not successful for the Laplace kernel, only
managing to flip the prediction of a single backdoor test point. This is because the influence
of the poison point rapidly drops off as |z| increases. For |z| > 10 the poison has a negligible

effect on the predictions of the model. In contrast, we see in Fig. B.6b that the NTK was
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successfully backdoored and the predictions of all test points can be flipped by the trigger

P(-). This is due to the influence of the poison point remains high even from a great distance.
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Appendix C

DATA MIXTURE INFERENCE: WHAT DO BPE TOKENIZERS
REVEAL ABOUT THEIR TRAINING DATA?

C.1 Discussion of Possible Defenses

We discuss some possible approaches for defenses to our attack.

Post-hoc changing the order of merge rules Model producers may consider changing
the order of merge rules, which is the source of signal for our attack, after the tokenizer is
trained. However, naively re-ordering merge rules for a tokenizer would be damaging, as it
can lead to unfamiliar encodings of words as well as entirely unreachable tokens. The only
functionally-equivalent re-ordering would be within contiguous sections of merge rules, where
each token appears exclusively on the left or right side of all merges it appears in. In this case,
we can easily adapt our method by working at the level of contiguous non-conflicting sections
instead of individual merge rules, as we know that each section has higher frequencies than

the next.

Hiding pretokenization rules Our method relies on a reasonable reconstruction of the
pretokenization rules, which control what kinds of merge rules are considered. It is not
necessary to share pretokenization rules, as they are not strictly necessary for inference.
However, we find that important pretokenization rules (like whether to pre-tokenize on spaces,

digits, and punctuation) are easy to infer from manual inspection.

Not using BPE tokenizers Model producers may choose to forgo BPE tokenizers entirely
in future models. Despite the current popularity of BPE, there is a lively area of research into

alternative methods of tokenization [255, 270, 146, 7]. While we only explore BPE tokenizers
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in this paper, it is plausible that any tokenizer learning algorithm will leak information about

its training data, as they are specifically developed to best encode the given data.
C.2 Experiment Details & Additional Results

C.2.1 Data Details

The full set of categories that we use in section 4.4 and the amount of data available for each

category are shown in Table C.1, Table C.2, and Table C.3.

Language mixtures We use OSCAR-23.01, which is the January 2023 version of the
OSCAR Corpus based on the November /December 2022 dump of Common Crawl. We only
keep languages with at least 1 MB of data.

Code mixtures We use the GitHub split of RedPajama-Data-1T, which is an open

reproduction of LLAMA’s training data.

Domain mixtures We use five splits of RedPajama, namely Wikipedia, Common Crawl,
Books, Github, and ArXiv. To reduce disk usage, we download only 8% of the CC URLs.

Below, we enumerate the licenses for these datasets.

e Oscar: CCO 1.0 Universal

e RedPajama has different licenses for each subset

— C4: ODC-BY
— GitHub: MIT, BSD, or Apache

Books3: MIT

— Project Gutenberg: Apache 2.0

ArXiv: CCo 1.0

— Wikipedia: CC-BY-SA-3.0


https://huggingface.co/datasets/oscar-corpus/OSCAR-2301
https://huggingface.co/datasets/togethercomputer/RedPajama-Data-1T
https://huggingface.co/datasets/oscar-corpus/OSCAR-2301
https://huggingface.co/datasets/togethercomputer/RedPajama-Data-1T
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C.2.2 Compute Details

We run all of our experiments on CPUs. For training tokenizers and calculating pair
frequencies, we use 16-32 CPUs and a variable amount of memory (ranging from 4 GB to 64
GB) depending on the data. Training a tokenizer on 10 GB of data (as in our experiments)
usually takes around 10 minutes, while calculating pair counts takes between 1 minute and 2

hours, again depending on the data. To solve our linear programs, we use Gurobi [99].

C.2.3 Baseline Further Discussion

For the baseline based on tokenizer efficiency, we plot the relationship between the true training
proportion and tokenizer efficiency (as the normalized byte-to-token ratio) in Figure C.1. As
expected, the more data for a particular language there is in training, the more efficiently
the tokenizer encodes that language. However, the correlation is clearly imprecise, with the
true proportion (z-axis) varying up to an order of magnitude given the encoding efficiency
(y-axis).

Between the baselines based on tokenizer encoding efficiency (TEE) versus vocabulary
item categorization (VIC), we find that TEE performs better for mixtures of code, while VIC
performs better for mixtures of languages. This makes sense, because different languages
have very distinct vocabularies, while vast inherent differences between languages may make

encoding efficiency hard to compare, even when using normalization.

C.2.4 Scaling Analysis

Using our setup for controlled experiments (section 4.4), we analyze how our attack’s
performance varies with the amount of data used (section C.2.4) and the number of merges

we consider from the merge list (section C.2.4).
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Figure C.1: Relationship between a language’s proportion in training and the
resulting tokenizer’s encoding efficiency on that language: Shown for mixtures of
n = 10 languages. The encoding efficiency is defined as the byte-to-token ratio of a given
tokenizer on a given language, normalized by that of a tokenizer trained only on that language.
While more training data leads to better encoding efficiency, the correlation is not strong
enough to recover a prediction nearly as precise as our attack. A baseline based on this

relationship achieves log,, MSE of —2.22, compared to our attack’s —7.66.
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Figure C.3: Scaling the top 7" merges
used in the merge list: section C.2.4.
For mixtures of more categories (larger n),

considering more merges (larger 7') becomes

produces more precise inferences. more useful.

How Many Data Samples Should We Use from FEach Category?

We explore how the attack’s performance scales with the amount of data sampled from each
distribution D; for calculating pair counts. For each type of mixture considered in section 4.4,
we train 100 new tokenizers considering only categories with at least 10 GB of data available.
For our attack, we compare sampling 1 MB, 10 MB, 100 MB, 1 GB, and 10 GB of data
for each category, and use 7' = 3000 merges. Shown in Figure C.2, more data consistently

improves the accuracy of predictions.

How Many Merges Should We Consider?

Next, we investigate how performance scales with the number of merges 7' that we apply
from the merge list. Using the same 100 tokenizers from section 4.4, we solve for the data
mixture using various choices of 7' € [30,30000]. Shown in Figure C.3, we find that when
there are more categories, it is useful to consider more merges. This makes sense because

more constraints may be needed to bound the solutions in higher dimensions.
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Scaling Analysis Under Distribution Shift

Here, we repeat the distribution shift experiments in subsection 4.6.1 while varying the
amount of data and merges used. Shown in Figure C.4 and Figure C.5, we find a U-shaped
curve for how performance scales with the amount of data used for calculating pair frequencies,

unlike our main experiments in section 4.4.
C.3 Commercial Tokenizers

In this section, we provide more detailed results and discussion of commercial tokenizers.

C.3.1 Handling Redundant Merges

We observe that the merge list of LLAMA, LLAMA 3, GEMMA, and MISTRAL contain clusters
of redundant merge rules. For instance, in the LLAMA 3 merge list, we see the sequence of
merges _ the, _t he, and _th e, as well as _ and, _a nd, and _an d. Because the merge
path for every token is unique, it is impossible for more than one of these merges to ever be
used, and we empirically verify this by applying the tokenizer to a large amount of text.

We find that this is an artifact of the conversion from sentencepiece to Huggingface
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tokenizers format. To construct the merge list, the conversion algorithm naively combines
every pair of tokens in the vocabulary, and then sorts them by token ID, which represents order
of creation. While this is functionally correct, because the redundant merges are not products
of the BPE algorithm (i.e., they do not actually represent the most-likely next-merge), we
need to remove them to apply our algorithm. To do this, we do some simple pre-processing:
for every cluster of redundant merges, we record the path of merges that achieves each merge;
the earliest path is the one that would be taken, so we keep that merge and remove the rest.

As an aside, this means that a tokenizer’s merge list can be completely reconstructed
from its vocabulary list ordered by token creation. Given only the resulting token at each

time step, we can derive the corresponding merge.

C.3.2 Manual Merges in GEMMA

We notice that the first 1,395 merges in GEMMA consistent entirely of merges of consecutive
\n, followed by merges of consecutive \t, and finally merges of consecutive whitespace
characters _. They appear to be placed there manually and are not organically learned by the
BPE algorithm, and do not correspond to increasing vocabulary IDs. Therefore, we remove
these merges so that the remaining ordered merge rules align with monotonically increasing
vocabulary ID.

We note that LLAMA and GEMMA, the two other tokenizers based on sentencepiece,
also contain manually inserted merges of whitespace, but at the end of the merge list instead
of the top. Since they are not within the top T" = 30,000 merges we consider, we do not

perform any special pre-processing.

C.3.3 GPT tokenizers

While GPT tokenizers are open source on tiktoken, they are not released in a format
compatible with HuggingFace tokenizers. We used the tokenizers-compatible files uploaded
by a HuggingFace user named Xenova. For instance, the GPT-40 tokenizer can be found at

https://huggingface.co/Xenova/gpt-4o.


https://huggingface.co/Xenova/gpt-4o
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C.3.4 Discussion of Sentencepiece tokenizers

The LLAMA and GEMMA tokenizers are trained with the sentencepiece library, which uses
the same BPE algorithm, except the units of the base vocabulary are characters rather than
bytes. In other words, the merge rules learned will apply to pairs of characters instead of
pairs of bytes. While byte-level tokenizers always start with the same base vocabulary of 256
bytes, character-level tokenizers determine the base vocabulary using a character coverage
hyperparameter (usually set to ~0.9995), which determines what proportion of characters
that appear in the training text will be in the base vocabulary. Byte fallback is used to

represent the out-of-vocabulary characters using bytes.

To empirically test our attack on character-level BPE tokenizers, we train 100 sentencepiece
tokenizers on mixtures of n = 10 natural languages. We apply our attack using the top

T = 3000 merges, but otherwise use the same settings as section 4.4.

With character-level tokenizers, we achieve an average log MSE of —4.09 compared to
—1.39 for random guessing and —7.65 for byte-level tokenizers. That is, character-level
tokenizers are harder for our algorithm to reverse than byte-level tokenizers! We believe this
is because different languages have widely varying numbers of characters in their writing
systems. For languages with many characters, their merges will appear lower in the merge
list due to their lower average frequency compared to languages with fewer characters. This

leads to a bias in representation among the first 7" merges considered by our approach.
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Language Size Language Size Language Size Language Size
Chinese 776494.9 Bangla 19055.4  Icelandic 2194.7  Sanskrit 56.3
English 666955.4  Hebrew 17970.6  Slovenian 1398.1  Ossetic 50.7
Russian 531902.4  Tamil 15776.8  Punjabi 1377.2  Chuvash 42.3
Spanish 424143.2  Catalan 15346.5 Basque 1195.9 Cebuano 41.1
French 371967.1  Danish 14843.6  Tajik 1028.4  Afrikaans 37.2
German 356683.7  Lithuanian 14518.6  Tatar 834.1 Breton 31.4
Italian 214768.2  Georgian 8388.2  Central Kurdish 773.1  South Azerbaijani 28.4
Japanese 181299.8  Estonian 8026.9  Filipino 719.4  Croatian 26.5
Hungarian 150134.4  Serbian 7666.2  Odia 543.2  Eastern Mari 22.9
Polish 146001.9  Latvian 7411.5  Tibetan 531.6  Luxembourgish 18.4
Vietnamese 139298.4 Malayalam 5815.1  Ambharic 513.0 Uzbek 15.3
Dutch 135078.1  Mongolian 5777.3 Kyrgyz 489.5  Chechen 13.9
Arabic 110728.5  Gujarati 5593.9  Esperanto 475.1  Malagasy 11.2
Portuguese 105065.0  Nepali 4950.5 Lao 472.3 Low German 10.7
Greek 95750.9  Armenian 4884.7  Assamese 412.2  Mingrelian 6.1
Persian 93225.0 Macedonian 4745.4  Bashkir 363.9  Bishnupriya 5.4
Thai 91968.7  Marathi 4478.3  Welsh 333.1 Newari 4.0
Czech 76987.1  Telugu 3873.8 Pashto 261.7  Minangkabau 3.8
Turkish 72207.2  Urdu 3761.3  Galician 255.9  Egyptian Arabic 3.7
Swedish 50001.1 Kazakh 3325.4  Uyghur 219.8 Norwegian Nynorsk 3.7
Romanian 45590.6  Albanian 3224.9 Divehi 200.2  Turkmen 3.3
Ukrainian 44746.7  Khmer 3155.2  Kurdish 174.2  Piedmontese 3.1
Bulgarian 44118.5  Azerbaijani 3038.3  Yiddish 171.8  Malay 2.6
Finnish 41143.7 Burmese 3035.4  Sindhi 131.7  Goan Konkani 2.3
Korean 38158.4  Sinhala 2599.3  Western Panjabi 105.8 Latin 2.0
Hindi 32615.5  Norwegian 2583.2  Western Frisian 70.5 Lojban 1.5
Indonesian 23416.0 Kannada 2574.4  Sakha 68.8  Maltese 1.3
Slovak 21460.7  Belarusian 2339.5 Irish 63.2  Swahili 1.0

Table C.1: Natural language categories: The 112 natural languages considered in
section 4.4. Sizes are reported in MB. The data is from Oscar v23.01, which performs

language identification at the document level.
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Language Size (in MB) Language Size (in MB)
Java 29493.0  Haskell 547.6
JavaScript 279104 TSQL 489.5
HTML 25864.1 Lua 393.4
XML 18804.0  Dockerfile 272.7
CH++ 15543.1  Makefile 265.7
Python 12970.1 TeX 256.9
Smalltalk 11580.5 XPixMap 248.7
Objective-C 10909.5  PowerShell 240.7
PHP 9837.4 CMake 118.5
Go 6287.2 Raku 106.9
Markdown 6137.3 Hack 79.1
C 6045.0  Julia 72.3
CSS 4084.9  Batchfile 60.9
Ruby 3381.4 Pod6 46.6
Scala 1376.8  FortranFreeForm 40.8
Smali 978.3  Fortran 31.2
reStructured Text 891.4  Motorola68KAssembly 22.7
VisualBasic. NET 563.0  Perl 2.0
Shell 551.6

Table C.2: Programming language categories: The 37 programming languages considered
in section 4.4. Data is sourced from the Github split of RedPajama, and classified into a

language based on the file extension.



Domain  Size (in MB)
Web 305139.9
Code 196506.0
Books 104975.0
Academic 89044.9
Wikipedia 20505.8
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Table C.3: Domain categories: The 5 domains considered in section 4.4. Data is sourced

from RedPajama.
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Appendix D

SAMPLING FROM YOUR LANGUAGE MODEL ONE BYTE AT
A TIME

D.1 Related Work

Byte-level language models Although our method is able to convert a model using a
traditional BPE tokenizer into a byte-level model, allowing it to be used in situations where
byte-level models are required, it may not enjoy the benefits of being trained natively at the
byte level. Training byte-level models are an active area of research |63, 266, 255]. However,
byte-level language models may still implicitly aggregate multiple bytes into a single “patch”
to help reduce the required sequence length. These patches can be segmented either statically
[227, 273] or dynamically [180, 192, 7|, which may lead to issues analogous to the Prompt
Boundary Problem at the patch level, depending on the architecture.

Tokenizer transfer Methods to adapt a model to use tokenizers other than the one they
are trained with have been proposed. These methods may rely on interventions during
training [54], continued training for a subset of the model with the new tokenizer [165], using
self-distillation [174], careful initialization of a new embedding matrix, followed by fine-tuning
[172, 87, 242, 155, 72|, or zero shot transfer using a hypernetwork [173]. While these methods
can, in principle, be used to convert any model into a byte-level model, they will inevitably

introduce some distortion into the model’s sampling distribution.

Ensembles of language models Many methods to address the mismatching vocabularies
one encounters when ensembling models have been proposed. These include bridging the
vocabularies using a mapping based on model features [109] or edit distance [167] as well as

sampling from the union [274] or intersection [264] of multiple vocabularies. There are also
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several methods that sample multiple tokens of continuation from each model and then select
the best one using a scoring metric [152, 265, 162]. For a survey of such methods, including
ones that require training or additional data, see Chen et al. [55]. However, unlike our exact

method, all of these methods may introduce distortion into the model’s outputs.

Word level probabilities The popular decision to include whitespace with the following
word in most modern tokenizers presents a challenge when computing the next word probability

[187, 198], which is closely related to the Prompt Boundary Problem.

Nondeterministic tokenizers Our analysis crucially relies on the determinism of BPE,
however nondeterministic tokenizers such as Unigram [126] and BPE dropout [199] are of
interest to the community. Lundberg [161| remarks that nondeterministic tokenizers may
reduce the severity of the prompt boundary problem, but it cannot do so perfectly. It is
possible that more advanced techniques may be able to fully correct the PBP for these

tokenizers as well.
D.2 Experimental Details

In this appendix, we report additional experimental details.

D.2.1 Calculation of the Naive Method

The naive method is simple to state. We merely report the average probability that the
next character sampled after the prompt will be the correct one. However, some complexity
arises when considering multibyte characters, which occur occasionally in English text and
essentially constantly in Chinese. A multibyte character may correspond to multiple tokens
under a byte-level BPE tokenizer, which means that multiple sampling steps may be necessary
to form the next character. To handle this properly, we compute the tree of all token sequences
which start with the desired character (depicted in Fig. 5.2b) and score the log-probability of

all of its leaves to determine the exact probability that the desired next character will be
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generated. Note that we do not perform the pairwise pruning in this step, as we describe
in Fig. 5.2c¢ and Section 5.3.4. It is not strictly necessary, since a single character can be at
most four bytes under UTF-8, so the size of the tree will always be small, and omitting the

pruning step presents the baseline in the best light.

D.2.2  Details for Ensemble Evaluations

For the ensemble evaluations we use few-shot prompting with five in-context examples for
each query. We choose the few-shot examples randomly to avoid any bias and ensure that
the question being tested is not among the examples. We sample the continuation greedily

and test whether the resulting text contains the correct answer.

1. Arithmetic contains simple arithmetic problems [40].! We use the 2da, 2dm, and 2ds

splits for addition, multiplication, and division of (up to) 2-digit numbers.

2. DROP contains questions about passages, potentially requiring reasoning over multiple

pieces of information in the passage |77].
3. Jeopardy contains open-ended questions from the “Jeopardy!” quiz show [243].

4. LAMBADA contains narratives without the last word, which is inferrable given the
context [193]. This task requires models to attend to the full narrative instead of only

the local context.

5. SQuAD contains passages paired with questions about the passage [202|. The answer

is always a span from the passage.
6. TriviaQA contains open-ended questions about world knowledge [117].

7. BIG-bench WikidataQA require models to complete factual statements with the

correct continuation [33].

https://huggingface.co/datasets/EleutherAl/arithmetic


https://huggingface.co/datasets/EleutherAI/arithmetic
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To save compute, we randomly subsample large datasets down to 5,000 examples.

D.2.8 Details for Proxy-Tuning Evaluations

Following Liu et al. [150], we use the proper instruct template for OLMO2-INSTRUCT and use
a basic Question/Answer format for the base models. Unlike in the previous section, we use

a more varied evaluation setup.

1. For AlpacaEval 2, we prompt using the instruction as the question and take the
response as the answer. This is done with no chain of thought prompting or in-context
examples. We use the default AlpacaEval 2 judge and report the length-controlled

win-rate in our results.

2. For GSMS8k, we use five in-context examples, which naturally cause the model to
produce chains of thought. We extract the final number produced by the model and

test if it exactly matches the answer (removing any commas).

3. For MMLU, we use no in-context examples and use the chain-of-thought prompt from
Lambert et al. [131] to elicit chains of thought resulting in a multiple-choice answer.
Unlike with the other datasets, we do not truncate MMLU to 5,000 examples since
its examples are distributed across various domains. We report the multiple-choice

accuracy in our results.

These evaluations were intended to benefit from instruction-following capabilities and

general knowledge model performance.

D.3 Implementation Details and Optimizations

In this appendix, we report implementation details that improve efficiency and ensure

correctness.
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D.3.1 Inference Optimizations

To ensure that our method is practical we employ a number of optimizations. In order to
quickly compute the Valid Covering Tree, we maintain a cache of token masks which are
valid following a given token and a separate cache for masks specifying tokens that begin
with certain common byte prefixes. Then given a node of the tree, we can quickly expand it,
as described in Algorithm 8 by fetching the relevant masks from both caches and intersecting
them on the GPU to find the valid children to add.

When evaluating the probabilities of the leaves of the Valid Covering Tree, we use 4D
attention masks [208] to perform inference for the entire tree in a single query. Additionally,
while sampling we use KV-caching to avoid redundant computation. Combining these two
techniques can lead to excessive memory usage because tokens corresponding to branches
that are ultimately not selected by sampling take up space in the KV cache. To address
this, we implement a copying garbage collector for the KV cache which discards such tokens
from the cache. Since the GC can be run one layer at a time, its total memory overhead is
negligible. When using the GC, the KV cache will store exactly one set of keys and values
for each token in the current Valid Covering Tree, reducing the memory overhead compared
to naive sampling to a constant.

We also implement batching, allowing one to sample multiple sequences of bytes in parallel,

which permits better utilization of GPU resources.

D.3.2  Byte-Level Vs Character-Level BPE

Throughout this work, we assume that BPE is carried out at the byte level. However, the
alternative, performing BPE at the character level, is also a popular choice. Our method
can be extended to character-level BPE merges in a natural manner. In particular, one can
perform our method at the character level instead. All the analysis we provide, including
the guarantees for the Valid Covering Tree in Section 5.3.4, continue to hold regardless

of the choice of base vocabulary. The only additional logic that needs to be implemented
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revolves around the handling of byte fallback, which is a feature that allows the tokenizer
to represent characters that were not included in the base vocabulary explicitly using their
Unicode encoding. To handle this properly, we will need to “reset” the tree whenever we
encounter a character encoded using byte fallback, since BPE merges do not interact with
byte fallback (essentially the byte encoded character acts as a pretokenization boundary).
In order to condition on an arbitrary byte sequence, we must consider the possibility that
a partial character will be completed to form one not in the base vocabulary, necessitating
the addition of a “byte fallback” branch to the Valid Covering Tree. In all other regards, the

approach is the same as the one we outline in Section 5.3.

D.3.3 Handling Pretokenization

So far, we have focused on correctly handling BPE itself, while ignoring the pretokenization
conventionally applied beforehand. To illustrate why this step is important, recall that
pretokenization is often used to ensure that tokens cannot span multiple words and that
whitespace separating words is merged with the following word and not the preceding
one. In order to correctly handle all aspects of modern tokenizers, we must also perform
pretokenization in an online fashion, which is challenging in its own right.

Pretokenization is typically implemented using a regular expression: beginning at the start
of the text, the longest prefix matching the regular expression is found greedily. This prefix
is then extracted into a pretoken and the process is repeated on the suffix. This continues
until the entire string has been processed. In order to properly handle pretokenization, we
must also perform this splitting online. Due to the expressivity of regular expressions, this
requires maintaining a tree of possible splits, which are resolved once enough text is observed,

to conclude whether the regex will match or not.

General Solution

In principle, the implementation of this idea is straightforward. We can convert any splitting

regular expression into a finite automaton, which allows us to detect matches incrementally. By
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performing connectivity analysis on the automata’s state graph, we can infer (i) whether there
exists a suffix that could produce a regex match (which would mean that the pretokenization
might not end up splitting at this point) and also (i7) whether there exists a suffix which would
cause the regex to stop matching at this point (which would mean that the pretokenization
might end up splitting at this point). This analysis can be precomputed for each state in the
automaton, allowing these checks to be performed in constant time for each new byte.

If the verdict is ambiguous (both splitting and not splitting are possible), then we add
an additional subtree to the Valid Covering Tree which assumes that the split has indeed
happened. The portion to the left of the split can only be tokenized one way (since its
endpoint is fixed), while the portion to the right of the split will be isomorphic to a new Valid
Covering Tree for the portion of the prefix following the hypothetical split. As we continue
to add new bytes, we maintain both branches of the tree, just as we would normally. Once
enough bytes are added, we can determine conclusively which option was taken, allowing us
to discard the subtree corresponding to the opposite possibility.

Of course, it is possible that a new position may occur where the splitting cannot be
determined conclusively before the first one is resolved. This will necessitate further splitting
of the tree (potentially in both subtrees). In general, this may lead to trees of exponential
size, but for typical pretokenizers in use today, we can still guarantee that the tree will have

finite size.

Practical Solution

Unfortunately, the general solution we outlined in the previous section is difficult to implement
in practice. First, most regular expression engines in use today support matching features that
are not strictly regular, which makes the conversion of its regexes into automata impossible in
the general case. While these features are not used by any pretokenizer we are aware of, this
possibility has made it difficult to find routines that can perform this conversion for existing
regex engines.

Our implementation therefore takes a more direct approach. We maintain a streaming
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pretokenization state alongside the streaming BPE state. When the current byte prefix
determines a unique pretokenization, we simply continue extending this state online. When
the pretokenizer admits multiple possible split decisions at the current suffix, we temporarily
branch the state, continue BPE independently on each branch, and emit only the token prefix
shared by all active branches. Once enough text has been observed to determine which split
actually occurs, we discard the inconsistent branches and continue with the surviving one.
To implement this efficiently, we do not attempt to support arbitrary regexes in full
generality. Instead, we observe that most pretokenization rules used in practice are closed
under prefiz: whenever a string matches the rule, every prefix of that match also matches. For
such rules, possible split points are easy to detect online, since once the regex stops matching,
no suffix can make the current prefix match again. The remaining ambiguity comes from
a small number of practically important non-prefix-closed behaviors, for which we provide

dedicated handlers:

e Most tokenizers have a lookahead rule which stops matching whitespace one before
the last whitespace. Thus given three spaces in a row, followed by a letter, the first
two spaces would be one pretoken and the last space and letter would form a second

pretoken.

e Many tokenizers have a “contraction merging” rule which forces contraction suffixes
such as (ve) to be individual pretokens. This is tricky because (’ve) is considered a

match but (’v) is not.

e Some tokenizers align digit groups from the right, so the correct split may depend on

how many additional digits arrive.

These handlers cover the unstable split patterns we have observed in modern tokenizers, while
the prefix-closed case handles the rest. This is enough to correctly support all pretokenizers we
are aware of, including the HuggingFace ByteLevel BPE tokenizers used by major open-weight

models. See Section D.3.7 for a list of models tested.
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D.3.4 Handling Special Tokens

Special tokens are tokens that are assigned special meaning and are not used simply to
represent text. These tokens can have a variety of uses, including marking the beginning
or end of documents or separating turns in a dialog. It is easy to handle special tokens in
the prompt: when we see a special token, we terminate the tree at that point (discarding
potential continuations), output the ID of the special token, and then start a new tree.

To handle special tokens in the output, we consider the special token distribution on
the branch of the tree that ends exactly at the end of the prompt and add those tokens as
generation options with the corresponding probabilities alongside the 256 possible next bytes.
When composing multiple models which have different sets of special tokens, we require a
mapping to specify which tokens have the same meaning. This mapping is automatically

detected for BOS and EOS tokens, but must be manually specified for others.

D.3.5 Converting Merge Lists to Normal Form

Throughout this work, we have assumed that the tokenizer is constructed using the BPE
training algorithm, which proceeds by iteratively merging the most frequent pair in the
partially tokenized training corpus. This assumption leads to merge lists that have three
desirable properties: (i) every token has a unique merge that forms it, (ii) every token can
be achieved as the tokenization of some string, and (7i7) the merges always appear in the
order they are merged. We assume that these properties are true in the analysis we present
in Section 5.3.

However, in practice, some models use “BPE” tokenizers with merge lists that are not
directly produced by the BPE training algorithm. One example of this is the tokenizer of
LLAMA 3 [170], which appears to be constructed by extending OpenAl’s cl100k tokenizer
[190] with additional merges intended to add multilingual capabilities. Because of the way
this extension is done, the LLAMA 3 tokenizer does not have any of the three properties

we outlined above. Despite this, inference with the tokenizer is still possible because some
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tokenization libraries such as HuggingFace Tokenizers?

employ a heap-based algorithm which
simply applies the earliest merge available until no more merges can be applied, which permits

the merges to be applied out of order.

Fortunately, it happens to be the case that every merge list can be converted into a
functionally equivalent one in “normal form” which has identical behavior while also satisfying
the three properties above. This is done using a two step process: (1) for each token, we
run the heap-based algorithm on it as a string and track which merges are used during the
tokenization process. If the resulting token sequence is not just the single corresponding
token id, then we mark the token as “unreachable” and drop it (this ensures property (ii)).
Otherwise, we check which merge was applied last and drop any other merges which form the
same token since they are also unreachable (this ensures property (i)). Then (2), for every
merge we check the position of the merges forming its two inputs and move it to immediately
after the later of the two if it appears after the original merge (this ensures property (7ii)).
This procedure allows our method to be used with any tokenizer that can be specified using

a merge list, even if it was not trained using BPE.

D.3.6 Other Tokenizer Features
Ignore Merges

Some tokenizers have a feature called ignore_merges, which skips BPE when a pretoken is
in the vocabulary, emitting the token directly instead. This was meant to be an optimization,
but some tokenizers (like the one of LLAMA 3) have tokens which are unreachable using the
BPE merges. These tokens can still be reached using the ignore_merges feature, so we ensure
that these tokens are considered for continuation at any point where the pretokenization

handler thinks a split is possible.

2https://github.com/huggingface/tokenizers


https://github.com/huggingface/tokenizers
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Normalization

Some tokenizers also feature a normalizer, which converts multiple byte encodings of the
same character into a canonical form. For these models, we invoke the normalizer on the
prompt and also normalize characters dynamically as they are generated to ensure the input

distribution matches the one the LM expects.

Added Tokens

Added tokens are matched just like special tokens (using string matching before BPE or even
pretokenization), but they represent plain text strings instead of “events.” To handle these
correctly, we build an Aho-Corasick style automaton which can efficiently determine all of
the partial added token matches. We then carefully build the tree corresponding to these

matches, splitting the tree whenever there are overlapping potential matches.

D.3.7 Model Support

In Table 5.1 we sort tokenizers into two primary categories: SentencePiece BPE and Hugging-
Face ByteLevel BPE. These categories cover the vast majority of modern models, including

(but not limited to):
1. SentencePiece BPE: Llama 1/2 239, 240|, Mistral [116], Yi [272]

2. HuggingFace ByteLevel BPE: GPT-OSS [4], Llama 3/4 [170, 234|, DeepSeek
V1/V2/V3/R1[31, 147, 148, 97|, Qwen 1/2/3 [22, 237, 267], GPT-NeoX /Pythia [35, 32,
Mistral NeMo [235], OLMo 1/2 [94, 188], SmolLM 1/2/3 [12, 13, 23|, Phi 1/2/3/4
[96, 142, 115, 2|, GLM 4 [278], Nemotron H [36]

3. Neither: Gemma 1/2/3 228, 229, 230|, Kimi K2 [231], Nemotron 3/4 [279, 3]

Shown in Table 5.1, different exact approaches support different sets of tokenizers. Beyond

implementation details, this is because Turaga [245] and Phan et al. [196] make an assumption



155

about tokenizer behavior (e.g. Proposition 1 in Phan et al. [196]) that any prefix of a valid
token sequence is also a valid token sequence. However, HuggingFace tokenizers almost
universally use pretokenizers that do not satisfy this assumption. In these tokenizers, the
correct split at the current suffix can depend on future bytes, so the corresponding VCT
requires additional branches to cover all possibilities.

For example, consider the OLMO2 tokenizer, which has tokens " ;" (220) (one space),
"L u" (256) (two spaces), and "0" (15) 15 (digit 0). In this tokenizer we have

encode(decode([220, 220])) = [256],
so 220, 220] is thus invalid. However, we also have
encode(decode([220, 220, 15])) = [220, 220, 15],

so 220,220, 15] is valid!

ByteSampler correctly handles these pretokenizers by maintaining candidate pretokeniza-
tion states online, branching only over unresolved split decisions, and committing any token
prefix shared across all active branches (see Section D.3.3). ByteSampler has been tested
on all of the listed HuggingFace ByteLevel BPE tokenizers using at least 1 GB of randomly
sampled fragments from The Pile [85] to ensure the computed Valid Covering Trees are

correct.

D.4 Technical Details and Proofs

D.4.1 Proof of Compactness of the Valid Covering Tree
We restate Proposition 5.2 for convenience.

Proposition 5.2. Let P be a byte string and let T'= VCT(P). Then there exists an integer
L < Ly, where Ly depends only on the tokenizer, and a decomposition P = P 4 Psufix

with | Pamy| = L, such that:

1. every path in T shares the prefiz encode( Pk ), and



156

2. the number of edges of 1" outside this shared trunk is bounded by a constant depending only

on the tokenizer.

Proof of Proposition 5.2. By Berglund and van der Merwe [29], there exists a tokenizer-
dependent constant Lg such that the next output token of the BPE encoder can always be
determined using at most Ly bytes of lookahead. Let L < Ly be the smallest amount of
lookahead needed to determine the first token of the encoding of P whose end position lies

within the final Lo bytes of P. Write P = Py i 4 Pausix Where | Poygi| = L.

Item 1. Consider any sequence 7' € VCT(P). Let S = decode(T"). By definition of the
VCT, P is a prefix of S, and since 7" is valid we have 7" = encode(S). Now every token of
encode(S) whose decoded span ends before the suffix Pi.m, is determined using only bytes
from P, because at least L bytes of lookahead remain within the known prefix P C S. Hence
those tokens are the same as in the canonical encoding of P, namely encode( P ,,x). Thus

every path in the VCT shares the same trunk.

Item 2. After removing the shared trunk, every remaining path can be written as
Tovetix A [tena), where decode(7ex) is a prefix of Pmy. Indeed, by definition of the VCT,
only the final token may extend past P, so after the trunk is removed the remaining decoded
string consists of a prefix of P, g, followed by one final covering token 7,4, whose decoded

span reaches the end of P, .

For any fixed decoded prefix string, there is at most one possible valid token sequence
Trefix, because a valid sequence is exactly the canonical encoding of its decoded string. Thus
there is at most one such prefix node for each prefix length of P, ., including the empty
prefix, so the number of such nodes is at most L+ 1. Each of these nodes can have at most |V/|
outgoing final-token continuations, where V' is the tokenizer vocabulary. Hence the number
of edges outside the trunk is bounded by (L + 1)|V|, which depends only on the tokenizer

because L < L. O
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D.4.2  Proof of Proposition 5.4
First we will prove the following lemma.

Lemma D.1 (Boundary crossing merges). Let S and Sy be strings and let T} = encode(Sy)
and T, = encode(Sy) be their respective token sequences. Then T 4 T is valid if and only
if there is no merge applied that crosses the boundary between S, and S5 while tokenizing

Sy 4 5s.

Proof. Let M, = mgl), . ,mgnl) and M, = mgl), . ,mg”) be the sequence of merges applied
by BPE during encode(S;) and encode(S,) respectively. Every merge is represented by a
tuple (¢,7) where t is the index of the merge in the merge list and 7 is the position in the
token sequence where the merge is applied and let merges be ordered lexicographically. Let
My = m%), e ,m§§1+”2) be the sorted union of merges M; and merges from M, shifted to
align with the S, portion of S| 4 55 (so each (t,7) € My becomes (t,i + |51]) in Mi2).

Let the merge list M = m® ... m be called invalid if there exists a merge m’ which

satisfies either

1. m® < m/ <m0l and m’ matches the partially merged token sequence after m(¥,
2. m' < mM and m’ matches the initial token sequence, or

3. m™ < m’ and m’ matches the final token sequence.

If no such merge exists, the merge list is valid. If a merge list is valid, then it represents exactly
the sequence of merges chosen by BPE, since the BPE algorithm takes the lexicographically
smallest available merge at every step. Therefore, by definition M; and M, are both valid
merge lists.

Now, if My is invalid, it must be due to a merge m/, that was not available while
tokenizing S, or S, otherwise that merge would make M; or M, invalid. The only such
merges are those that cross the boundary between S; and S; in S; # S5. The only such

merges are those that cross the boundary between S; and S5 in S; +# 55.
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If M, is valid then we will have encode(S; + S5) = 7 + 75 and so T + 75 is valid.
On the other hand, if M, is invalid then BPE will apply the invalidating merge m/,
which must cross the boundary. Then, since 77 75 has no token that crosses the boundary

it cannot be valid. OJ

Now, recall the statement of Proposition 5.4,

Proposition 5.4 (Pairwise validity, van Antwerpen & Neubeck [2025]). Let (encode, decode)
denote a BPFE encoder and decoder pair corresponding to some merge list M and vocabulary
V. Let T'=|t|, ty,....t,] € V". Then T is valid if and only if [t;,t;.1] is valid for all
ie{l,...,n—1}.

Proof. Let T'=[ty,...,t,] and write S; = decode(t;) for the string decoded by token #;.

First assume [t;,¢;,4] is valid for all i € {1,...,n — 1}. We prove by induction on i that
every prefix [t;,...,#;] is valid. The base case i = 1 is immediate. For the inductive step,
suppose [{1, ..., 1;] is valid and consider appending ;.. Since [t;, ;.| is valid, Lemma D.1

implies that no merge crosses the boundary between 5; and S;,; when encoding S; # S; .
Because a BPE merge combines adjacent symbols, any merge crossing the boundary between
decode([ty, ..., 1;]) and S;;; would in particular induce a merge crossing the boundary be-
tween S; and S;, ;. Therefore no merge crosses that boundary, and Lemma D.1 shows that
[ty .ot i) s valid.

Conversely, suppose |[{;,%;,1] is invalid for some i. By Lemma D.1, there exists a merge
crossing the boundary between S; and S;,; when encoding S; + S;. ;. Let m’ be the earliest
such boundary-crossing merge. By definition of m’, no earlier merge crosses that boundary,
so all earlier merges act entirely within the left or right side and cannot eliminate the
adjacency required for m’. Hence the same merge m’ is still available when encoding the
full string decode(7’) = S; # -+ - 4 5,,. Therefore a merge crosses the boundary between
decode([t1, ..., t;]) and decode([t;11,...,t,]), so Lemma D.1 implies that 7" is not valid. O
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D.4.3 Differences in Exact Methods

In this work, we consider a method exact if it samples according to the distribution in Eq. (5.2)
modulo the probability mass placed on invalid sequences, which we defined in Section 5.3.4.
Here we describe exactly how these methods differ in their handling of invalid sequences. The
method of Turaga [245] and our method condition on a valid covering of the prompt. This

corresponds to the distribution

ol prompt C decode(q, ..., t,),[t1,. .., ;] is valid | (d.1)

where k£ = min{i | prompt C decode(t,...,%;)}
While difficult to notate, this simply means that the portion of the sequence overlapping
the prompt is required to be valid. This is roughly similar to common practice described in
Eq. (5.1) of directly tokenizing the prompt and sampling a continuation while avoiding the

PBP. Meanwhile, Phan et al. [195] consider a relaxation of the above, which does not require

the last pair to be valid. This corresponds to

orompt C decode(ty,...,1,), t1,... 11| is valid
Ple,. .o | V= L . (D.2)
where k = min{i | prompt C decode(t,....%;)}
The less strict conditioning explains why this method has greater overhead, as seen in
Section 5.4.1.

It may seem desirable to sample from the distribution
P(t1,....t, |prompt C decode(ty, ..., t,),[t, ..., tx] is valid), (D.3)

where the entire sequence is required to be valid. However, it is not clear how to efficiently
sample from this distribution. Vieira et al. [249] highlights this difficulty and proposes several
alternative approaches, including approximations of Eq. (D.3) and architectural modifications
that make it easier to sample from Eq. (D.3).

When applying ByteSampler iteratively, the validity of the sequence is enforced con-
tinuously. Since this is done locally, the resulting distribution corresponds to the “locally
canonicalized approximation” of Eq. (D.3) described in Vieira et al. [249], Chatzi et al. [47]

additionally conditioned on a prompt.
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D.4.4 Significance of Invalid Segmentations

For the most part, we have ignored the contribution of invalid sequences to the language
model’s distribution. This is done out of necessity, since the number of invalid sequences
scales exponentially with the prompt length [248|. However, it is worth considering whether

these segmentations could contribute meaningfully to the model’s capabilities.

This is closely related to the concept of marginalization [41]: the idea that calculating
the probability of generating a string with a language model requires summing over all
segmentations of the string, (including invalid ones). Of note, Chirkova et al. [57] found that
P([t1,...,t,] is not valid) makes up a negligible fraction of the language model’s distribution,

however later works [89, 249| came to the opposite conclusion.

D.4.5 Proofs of Exactness

First we show that the prefix probability calculation is exact.

Proposition D.2 (ByteSampler prefix probability exactness). Given a byte-string P with
VOT T. Letly, ...l be the leaves of T and let ", . .. ,pg'""’) denote the path from the root
of T to l;, then

P(P C decode(ty, ..., 1,)) = Z PO, )

where = denotes equivalence up to the probability mass placed on invalid token sequences.

Proof. We expand the desired probability in terms of the prefix cover of Vieira et al. [248]
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and then remove the invalid sequences

P(P C decode(ty, ..., t,))

> P C decode(ty, ..., t,)
- Z Z P(ty,....t,)1

n=1t, ..t P IZ decode(ty, ... t, 1)

. P C decode(ty, ..., t,)
= Z Z P(ti,....t,)1| P £ decode(t,... 1, 1)

n—11t1,...tn

(t1,...,t,) is valid

¢
-3 RO)

i=1

The last line follows from the definition of the Valid Covering Tree in Section 5.3. m

The correctness of the completion sampling and byte-level sampling follow because every
valid sequence that begins with the prefix must begin with a sequence from the Valid Covering
Tree, and Proposition D.2 shows that we have properly accounted for every (valid) sequence

that overlaps the prompt.
D.5 Extra Experimental Results

In this appendix, we report additional experimental results that did not fit in the main text.

D.5.1 Detailed Efficiency Comparison with Phan et al. [196]

Comparing the efficiency of ByteSampler with that of Phan et al. [196] is difficult because
there is no model that is supported by both methods. In this section we make an approximate
comparison using OLMo 2 7B with our method and Llama 2 7B with the method of Phan
et al. [196]. These models have very similar size (7.30B and 6.74B respectively) and both
use a standard dense transformer architecture without employing multi-query attention
or grouped-query attention. Our benchmark setting is to sample 100 byte completions to

questions from MMLU.
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Method Model Inference tokens Throughput
Phan et al. [196] Llama 2 7B 637 £ 518 13.8 &+ 0.4 bytes/sec
ByteSampler (ours) OLMo 2 7B 190 £+ 177 37.1 + 0.8 bytes/sec

Table D.1: Efficiency metrics for ByteSampler and the method of Phan et al. [196]:
We report the total number of model inference tokens consumed by the method as well as the
average number of bytes generated per second for each method. ByteSampler is significantly
faster and requires fewer inference tokens. OLMo 2 7B is slightly larger than Llama 2 7B, so

we expect ByteSampler to be at a slight disadvantage in this comparison.

D.5.2  Detailed Comparison with Beam Summing Vieira et al. [248]

We compare ByteSampler against the Beam Summing algorithm of Vieira et al. [248]. We
evaluate on 10,000 document prefixes of 100 bytes sampled from the OLMo 2 training set.
Because the beam summing implementation does not support OLMo 2, we use Llama 3 1B

for all methods and run all methods on the same vLLM backend for a fair comparison.

Method Loss (nats/byte) Speed (bytes/sec) Error rate (%)
ByteSampler 0.986 + 0.003 620 0.0
Beam Summing (K = 1) 1.022 + 0.003 153 25.6
Beam Summing (K = 3) 0.986 £ 0.003 118 1.47
Beam Summing (K = 10) 0.986 £ 0.003 48 1.42
Beam Summing (K = 128)  0.986 + 0.003 4.7 1.42

Table D.2: Beam Summing comparison results: Byte-level cross-entropy, speed, and

error rate for beam summing vs. ByteSampler.
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Regime Method Prompt bytes Sampled bytes Time (s)
Sampling heavy ByteSampler 0 500 14.2
Sampling heavy Beam Summing (K = 1) 0 500 13.1
Sampling heavy Beam Summing (K = 3) 0 500 15.5
Sampling heavy Beam Summing (K = 10) 0 500 21.1
Prompt heavy  ByteSampler 1000 100 2.95
Prompt heavy ~ Beam Summing (K = 1) 1000 100 25.4
Prompt heavy =~ Beam Summing (K = 3) 1000 100 29.6
Prompt heavy =~ Beam Summing (K = 10) 1000 100 35.2

Table D.3: Beam Summing speed comparison: Speed comparison of ByteSampler and

Beam Summing.

Shown in the table, we find that ByteSampler is significantly faster than even a beam size
of 1, while achieving similar loss to much larger beam sizes. It’s worth noting that the beam
summing algorithm can fail when the beam becomes empty due to a lack of valid continuation
tokens; this occurs for 25% of prefixes when using beam size = 1. We have recorded the error

rate here, but the loss numbers are based on examples where no method failed.

D.5.8 Wall-Clock Overhead Compared to Standard Sampling

We also compare ByteSampler directly to standard token-level sampling on the same model.
Using LLAMA-3.1-8B, we sample 512-byte completions from a 127-token / 636-byte prompt
and collect 30 runs for each method.

These results show that correcting the prompt boundary problem alone introduces neg-
ligible wall-clock overhead. For exact byte-level sampling, the measured slowdown is close

to the bytes-per-token factor, suggesting that ByteSampler is operating near the intrinsic
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Method Total time (s) Sampling speed Ratio
Normal sampling 2.85 182.7 £ 1.8 1.00x
ByteSampler PBP Mode 2.84 182.5 + 1.8 1.00x
ByteSampler Byte Sampling 13.7 371 £ 0.2 0.21x

Table D.4: Wall-clock overhead relative to standard token-level sampling: “PBP
mode” conditions on arbitrary byte prefixes while still sampling tokens, whereas “Byte

Sampling” generates one byte at a time.

cost of querying the model once per byte rather than once per token, with little additional

overhead from the algorithm itself.

D.5.4  Probability Mass on Invalid Token Sequences

We measure the cross-entropy loss of the normal token-level model and compare it to the loss
when invalid next tokens are masked out (local canonicalization, Vieira et al. [249]), using

the same dataset as in Table 5.3.

Metric OLMo2 1B OLMo2 7B
Token level 1.056142 0.792348
Local Canonicalization 1.055851 0.792140
Difference (><10*4) 2914018 2.08+0.11

Table D.5: Effect of masking invalid next tokens on cross-entropy: All columns are

reported in nats/byte.

The results show that the probability mass assigned to invalid next tokens is small for

both models, and that it decreases with model scale: the larger OLM02 7B model shows a
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smaller gap between token-level and locally canonicalized loss than OLMo02 1B.

D.5.5 Code Completion

To demonstrate the importance of the prompt boundary problem to longer generative tasks,
we measure performance on HumanEval Random Span [27], a FIM (“Fill in the Middle”)
code-completion variant of HumanEval [51]. The dataset is made of examples with a prompt
and a suffix. The original task, given a prompt and suffix, is to generate a string middle
such that the code prompt 4 middle 4 suffix will pass the tests. To make this task more
suitable for our setup, we discard the suffix and ask the model to directly extend the prompt
into a valid solution. In HumanEval Random Span, the prompt is selected to include the
instructions for the code as well as a random prefix of the solution code itself, which makes
this setting likely to exhibit prompt boundary issues. We report the results for Qwen3 1B in
Table D.6.

Method pass@1

Naive 0.565
1 Token Backtracking (Token Healing)  0.716
1 Token Backtracking (Token Healing)  0.741
1 Token Backtracking (Token Healing) 0.738
ByteSampler (ours) 0.824

Table D.6: HumanEval Random Span (prefix only): Results for naive sampling,
backtracking, and ByteSampler.

D.6 Advanced Decoding Methods

In Section 5.3, we focused on showing that our method is “exact.” To be precise, this means

that sampling bytewise using our method and sampling normally give exactly the same
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distributions of output text (modulo invalid token sequences, as we discussed in Section D.4).
However, an important distinction arises when applying popular decoding techniques such as
greedy decoding, top-k, top-p [106], or even temperatures other than 1. Applying these at
the byte-level does not produce the same result as applying them at the token level. This is
because these transformations have different effects when applied with different granularities
(clearly, greedily selecting the most likely next byte is not the same as greedily selecting the
most likely next token).

When sampling with ByteSampler, we can apply greedy decoding, top-k, top-p, and
temperature, at the byte-level using the normal method. However, we can also apply it at the
token level by transforming the logprobs of the Valid Covering Tree prior to the aggregation
into byte probabilities. This preserves exactness in these settings and is able to support any
kind of transform that can be applied to the log-probabilities produced by the model.

To explore the difference between these settings, we repeat the code completion experiments

from Section D.5.5 using different sampling parameters.

Sampling transform Transform level pass@l Avg. completion length

Greedy Byte 0.824 163 + 191
Greedy Token 0.820 165 £ 194
Top-p = 0.95 Byte 0.800 170 £+ 193
Top-p = 0.95 Token 0.787 163 + 186
Temperature = 0.7 Byte 0.810 164 £ 189
Temperature = 0.7 Token 0.790 162 + 181

Table D.7: HumanEval Random Span sampling parameters: Results using ByteSampler

with various sampling parameters.

Interestingly, we find that the byte-level sampling transforms tend to slightly outperform

the corresponding token-level sampling transforms. We think exploring the cause of this
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difference in performance is an interesting direction for future work.
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