©~Copyright 2022

Zerina Kapetanovic



Low-Power Communication for Environmental Sensing Systems

Zerina Kapetanovic

A dissertation
submitted in partial fulfillment of the
requirements for the degree of

Doctor of Philosophy

University of Washington

2022

Reading Committee:
Joshua R. Smith, Chair
Ranveer Chandra
Payman Arabshahi
Miguel Morales
Adrienne Fairhall

Program Authorized to Offer Degree:
Electrical and Computer Engineering



University of Washington

Abstract

Low-Power Communication for Environmental Sensing Systems

Zerina Kapetanovic

Chair of the Supervisory Committee:
Prof. Joshua R. Smith
Computer Science and Engineering,
Electrical and Computer Engineering

Over the last decade, the Internet of Things (IoT) has been changing the world, from en-
abling connected electronics, smart homes, to smart agriculture. Today, [oT systems have
the potential to make a significant impact when it comes to environmental monitoring, which
has become increasingly relevant in the times of the climate change crisis and the need to
achieve biodiversity conservation. Imagine being able to use passive wireless communication
and deploying battery-less sensors for remote environmental monitoring. This dissertation
aims to advance and empower these efforts and presents new methods of low-power wireless
communication and sensing systems. First, I introduce FarmBeats, an 10T system for data
driven agriculture that solves key challenges related to power, connectivity, and cost. Next,
I discuss low-power downlink solutions for ambient backscatter systems. In particular, Wire-
less Quantization Index Modulation and ’Glaze’, which build upon data-hiding techniques
to enable downlink communication using existing infrastructure and occupied RF spectrum.
Lastly, I present Modulated Johnson noise, a new wireless communication system that uses

Johnson noise to enable very low-power wireless communication.
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Chapter 1

INTRODUCTION

The Internet of Things (IoT) plays a critical role in connecting society to the digital world.
Today there are billions of connected devices spanning all industries, from transportation
and manufacturing to healthcare. These IoT devices have been shown to provide significant
benefits, including increased productivity, reduced costs, and even improving our overall
health and wellness. Now, imagine being able to further increase the application domain
of IoT systems and use them to solve pressing issues in today’s world, particularly when it
comes to the climate change crisis.

Sensing devices can be deployed in remote forests to track deforestation and poaching or
used to identify detrimental issues causing the population decline of insect pollinators. Even
consider the agriculture industry, which is one of the biggest contributors to greenhouse
gas emissions. Instead of continuing with traditional farming practices, IoT systems can
be used to enable data-driven agriculture, which has shown to increase yield, reduce cost,
and ensure sustainability. However, to use [oT for such scenarios requires us to deal with
major challenges focused on resource constraints and scale. In this work, we present new
approaches to wireless communication and sensing to solve the aforementioned challenges

and help achieve the vision of ubiquitous computing.

1.1 Overview of Challenges

Enabling wireless sensing systems for resource-constrained applications requires us to address
major challenges focused on power, connectivity, and cost, which are all interconnected.
Devices often need to be deployed in the wild for long periods of time and in locations that

lack power and Internet connectivity. This becomes even more challenging when considering



the vast size of forests, farms, and oceans, all requiring large-scale deployments in order to

be monitored.

e Power: In a wireless sensor network, the endpoint devices are often power constrained.
Typically the device is powered by a battery that requires routine replacement. In many
IoT applications (e.g., homes) this is not a bottleneck. However, it does become an
issue when deploying such devices in remote locations at large-scale. In these scenarios,
devices are not easily accessible and need to be deployed long-term (e.g., years) to
collect various forms of data ranging from temperature and C'O, measurements to
capturing images. It is critical to minimize the overall power consumption of the
endpoint devices in order to increase the lifespan of the sensing system and enable

long-term data collection.

e Connectivity: In many sensing scenarios, there is little to no Internet connectivity.
For example, monitoring a farm field in a rural area or wildlife monitoring in remote
forests. There are many connectivity solutions that are used to enable IoT systems,
such as LoRa, Wi-Fi, Cellular, or BLE. Still, they are often unsuitable for large-scale
and remote deployments. These systems require long-range connectivity, minimal in-
frastructure, and low power consumption. Consider, LoRa, which is popular 1oT con-
nectivity solution. With LoRa, we can achieve roughly 3 miles of communication range
between the base station and endpoint devices [171]. However, in real-world deploy-
ments this is not the case due to many obstructions (e.g., building, tree or crop canopy).
Moreover, imagine deploying devices to monitor an area that spans 10s of thousands
of acres. This would require 100s of sensing devices and 10s of base station, which

quickly scales cost and maintenance.

e Cost: Both power and connectivity play a critical role in the overall cost of a system.
Long-rage connectivity is needed to minimize the number of base stations required to

support a sensor network and low power consumption is needed to minimize overall



maintenance. Moreover, designing cost-effective wireless sensing systems is needed in

order to enable widespread adoption of the technology.

Over the last decade, there have been several advances in very low-power wireless com-
munication and sensing techniques that take important strides to realizing the vision of ubiq-
uitous computing. For example, backscatter communication is ultra-low-power and enables
devices to be battery-free. Devices can leverage existing RF signals to for both power and
communication. This has led to several promising applications of battery-free sensing, includ-
ing battery-free cameras, phones, and even underwater sensing [110, 131, 82, 189]. However,
a major practical limitation with such solution is dependence on a generated or ambient RF
source. Commercial RFID tags are one example, which relies on an RFID reader for power
and communication at a relatively short range. Similarly, ambient backscatter uses existing
RF signals which limits the use cases of the solution. For instance, in remote locations where
there are no TV or FM broadcast signals that that devices could utilize for backscatter com-
munication. Lastly, the majority of the proposed ambient backscatter systems only enable
peer-to-peer or uplink communication. They lack solution to enable downlink communication
as well. In this work, I propose new approaches to wireless communication and sensing that
tackle the aforementioned challenges and new designs for end-to-end IoT systems targeted

for large-scale environmental monitoring.

1.2 Designing an end-to-end IoT system for resource constrained environ-
ments

A major step forward would be to enable an end-to-end IoT system in remote and resource
constrained environments that addresses the aforementioned challenges. In Chapter 2 I
present our first step towards this by developing FarmBeats, an IoT platform for data-
driven agriculture. FarmBeats enables seamless data collection from various sensor types
(e.g soil sensors, cameras, drones) and is able to ensure system availability even in harsh
weather conditions. For instance, when faced with power or Internet outages, scenarios that

are common in farming areas. FarmBeats solves tough challenges such as access to power



and connectivity, automating long-term data collection, and demonstrating the feasibility of

long-term deployments in the wild.

1.3 Downlink Communication for Ambient Backscatter Systems

Environmental monitoring extends to urban areas as well, such as monitoring pollution in
cities. In these scenarios, it can be challenging to deploy large-scale IoT systems simply
due to maintenance. Most, if not all, mainstream IoT solutions require endpoint devices to
rely on batteries. In these scenarios, 1000s of devices would require routine maintenance
for battery replacement, becoming costly and unsustainable over time. Ambient backscat-
ter communication (ABC) is a promising solution because it operates at ultra-low power
allowing devices to be battery-less [4]. ABC uses existing RF signals to encode bits of infor-
mation by reflecting or absorbing the ambient signal. This enables peer-to-peer and uplink
communication at ultra low-power. However, to have an end-to-end backscatter IoT system,

downlink communication is necessary.

First, in Chapter 3, I present Wireless Quantization Index Modulation (QIM), a tech-
nique that uses existing infrastructure to embed information into existing wireless signals to
communicate with IoT devices with negligible impact on the original signal and zero spec-
trum overhead. We explore the design space for wireless QIM and evaluate the performance
of embedding information in TV, FM and AM radio broadcast signals under different con-
ditions. We demonstrate that we can embed messages at up to 8-200 kbps with negligible
impact on the audio and video quality of the original FM, AM and TV signals, respectively.

In Chapter 4, we build upon Wireless QIM and present Glaze, a new system that utilizes
occupied spectrum to create a new channel for downlink communication. In particular,
Glaze uses a new technique that introduces small perturbations in the form of attenuation
to existing signals to convey data. We design transmit and receive hardware to evaluate the
performance of Glaze and show how it can be used across wireless standards such as FM, TV,

or Wi-Fi to communicate with devices with minimal impact on existing data transmissions.



1.4 Wireless Communication using Thermal Noise

Each of the aforementioned solution take important strides in enabling IoT systems for
environmental monitoring, but there are still several challenges that remain. For example,
how do we maintain large-scale deployments in forested areas? Tree canopy makes solar
power limited, routine battery replacement at large-scale is both costly and unmanageable,
and enabling connectivity is difficult because of natural obstructions. Battery-free sensing
solutions are promising for these scenarios, but backscatter communication has a practical
limitation due to its dependence on existing or generated RF signal sources. In Chapter
5, we present the design of a new passive wireless communication method that does not
rely on ambient or generated RF sources. Instead, we exploit the Johnson (thermal) noise
of a resistor to transmit information bits wirelessly. By switching the load connected to
an antenna between a resistor and an open or short circuit, we can achieve data rates of
up to 26bps and distances of up to 7.3 meters. This communication method is orders of
magnitude less power consuming than conventional communication schemes and presents
the opportunity to enable wireless communication for power and connectivity-constrained

applications.

1.5 Contributions and Organization of Thesis

In this thesis, we present new low-power wireless communication and sensing solutions for
energy-constrained platforms. Additionally, we design and implement end-to-end IoT sys-
tems that tackle key challenges related to resource-constrained environments. The outline

of the thesis is as follows:

e Chapter 2 presents FarmBeats, an end-to-end IoT system for data-driven agriculture.
FarmBeats enables seamless data collection from various ground sensors, cameras, and
drones. The system solves key challenges related to power, connectivity, and cost in

order to enable data-driven agriculture techniques. FarmBeats has been shown to boost



agricultural productivity and has been deployed on numerous farms across the United

States.

Chapter 3 introduces Wireless Quantization Index Modulation, a technique that uses
existing infrastructure to embed information into existing wireless signals to commu-
nicate with IoT devices, while having negligible impact on the original signal and zero
spectrum overhead. We explore the design space for Wireless QIM and evaluate the
performance of embedding information in TV, FM, and AM radio broadcast signals
under different conditions. We demonstrate that we can embed messages at up to 8-200
kbps with minimal impact on the audio and video quality of the original FM, AM, and
TV signals.

Chapter 4 presents Glaze, which builds upon Wireless QIM. Glaze is a system that
overlays data on existing wireless signals to create a new channel for downlink com-
munication for IoT backscatter devices. In particular, Glaze uses a new technique
that introduces small perturbations to existing signals to convey data. We describe
the hardware design, evaluate it’s performance, and show how it can be used across
wireless standards such as FM, TV, or Wi-Fi to communication devices with minimal

impact on existing data transmissions.

Chapter 5 presents Communication by means of Modulated Johnson noise, the first
experimental realization of a new, ultra-low power communication method that works
by selectively connecting or disconnecting an impedance matched resistor and an an-
tenna. This modulates microwave frequency Johnson noise emitted by the antenna.
The data transmission hardware is similar to that of an RFID tag, which communi-
cates by reflecting RF signals; the crucial advantage of the present system is that it
requires no pre-existing RF signal. An interesting feature of the system is that all com-
ponents of the system are at the same physical temperature, but it functions because

they have different noise temperatures. The method may also have practical utility:



the elimination of the RF carrier simplifies the system architecture and the reader

hardware.

e Chapter 6 concludes the thesis and discusses some future areas of research.



Chapter 2

FARMBEATS: AN AI AND IOT SYSTEM FOR DATA-DRIVEN
AGRICULTURE

2.1 Introduction

The demand for food is expected to double by 2050, primarily fueled by an increase in
population and upward social mobility[196]. Achieving this increase in food production
is even more challenging because of receding water levels, climate change and shrinking
amount of arable land. According to International Food Policy Research Institute, data-
driven techniques can help us achieve this goal by increasing farm productivity by as much

as 67% by 2050 and cutting down agricultural losses [64].

In fact, field trials have shown that techniques that use sensor measurements to vary
water input across the farm at a fine granularity (precision irrigation) can increase farm pro-
ductivity by as much as 45% while reducing the water intake by 35%[7]. Similar techniques
to vary other farm inputs like seeds, soil nutrients, etc. have proven to be beneficial [95, 128].
More recently, the advent of aerial imagery systems, such as drones, has enabled farmers to
get richer sensor data from the farms. Drones can help farmers map their fields, monitor
crop canopy remotely and check for anomalies. Over time, all this data can indicate useful
practices in farms and make suggestions based on previous crop cycles; resulting in higher
yields, lower inputs and less environmental impact.

While these techniques for agriculture have shown promising results, their adoption is
limited to less than 20 percent farmers owing to the high cost of manual sensor data collec-
tion (according to US Department of Agriculture [113]). Automating sensor data collection
requires establishing network connection to these sensors. However, existing connectivity

solutions [40, 58] require a cellular data logger to be attached to each sensor (see Table 2.1



for a detailed comparison). These loggers cost around $1000 each in equipment cost with
over $100 in subscription fee. Further, they are limited in the amount of data that they can
send to few kilobytes per day. Clearly, these solutions do not scale up for large farms and
cannot support high bandwidth sensors like cameras and drones, which rely on sending all
their data to the cloud for processing[173, 38]. This situation is further worsened by the
fact that farms typically have limited cellular coverage [92] and are prone to weather-based

Internet outages.

In this paper, we present FarmBeats, an end-to-end IoT platform for data-driven agricul-
ture, that enables seamless data collection from various sensor types, i.e., cameras, drones
and soil sensors, with very different bandwidth constraints. FarmBeats can ensure system
availability even in the face of power and Internet outages caused by bad weather; scenarios
that are fairly common for a farm. Further, FarmBeats enables cloud connectivity for the
sensor data to enable persistent storage as well as long-term or cross-farm analytics. We have
deployed FarmBeats in two farms in the US over a period of six months and used FarmBeats
to enable three applications for the farmer: precision agriculture, monitoring temperature
and humidity in food storage, and monitoring animal shelters. In designing Proteus, we solve

three key challenges.

First, to enable connectivity within the farm, FarmBeats leverages recent work in un-
licensed TV White Spaces (TVWS) [56, 13, 154] to setup a high bandwidth link from the
farmer’s home Internet connection to an IoT base station on the farm. Sensors, cameras and
drones can connect to this base station over a Wi-Fi front-end. This ensures high bandwidth
connectivity within the farm. However, due to the lack of power on the farm, the base station
is powered by battery-backed solar power which suffers from power unreliability depending
on weather conditions. As shown in past work [75, 176], cloudy weather can reduce solar
power output significantly and drain the batteries of the base station to shut it down. To
solve this problem, FarmBeats uses a novel weather-aware [oT base station design. Specifi-
cally, it uses weather forecasts to appropriately duty cycle different components of the base

station. To the best of our knowledge, this is the first weather-aware IoT base station design.
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Second, Internet connection to the farm is typically weak making it challenging to ship
high bandwidth drone videos (multiple GBs) to the cloud. Furthermore, farms are prone
to weather-related network outages that last weeks. Such system unavailability impedes a
farmer’s ability to take adequate preventive actions, do UAV inspections and leads to loss
of valuable sensor data. Thus, FarmBeats uses a Gateway based design, wherein a PC at
the farmer’s home serves as a gateway for the farm data. The FarmBeats Gateway serves
two purposes: a) it performs significant computation locally on the farm data to consolidate
it into summaries that can be shipped to the cloud for long-term and cross-farm analytics,
and b) the gateway is capable of independent operation to handle periods of network outage,

thus leading to continuous availability for the farmer.

Finally, while drones are one of the most exciting farm sensors today, they suffer from
poor battery life. Getting aerial imagery for a farm requires multiple drone flights and a long
wait time in between when the batteries are being charged. We use the fact that farms are
typically very windy, since they are open spaces. Thus, we incorporate a novel path planning
algorithm in the FarmBeats gateway, that leverages wind to help the drone accelerate and
decelerate, thereby conserving battery. This algorithm is motivated by how sailors use winds

to navigate sailboats.

We use the FarmBeats system to enable precision agriculture applications on two farms:
one in Washington state and the other in upstate New York. While traditional farming treats
the farm as a homogeneous piece of land, precision agriculture adapts the farm inputs over
different parts of the farm depending on the requirement. Precision agriculture techniques
require a precision map with information about each location in the farm, for example, the
soil temperature, soil moisture, nutrient levels, etc. To construct this precision map, existing
solutions for precision agriculture require a dense deployment of in-ground sensors [113]. A
dense deployment of sensors becomes expensive (as well as cumbersome to manage) as the
size of the farm grows. Unless these sensors are deployed densely within a farm, the estimated
precision map can be very inaccurate, as we show in Section 3.5. Since FarmBeats’ gateway

has access to both the drone videos and sensor data, it enables a novel low-cost mechanism
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that uses drone videos in combination with sparse ground sensors to generate precision maps
for the farm. To the best of our knowledge, this is the first system that can combine the
temporal data from sensors, with the spatial data from drones to construct an instantaneous
precision map of the farm, such as the one in Figure 2.4.

Beyond FarmBeats’ application in precision agriculture, farmers have so far used Farm-
Beats for two other applications. First, the farmers have been using FarmBeats to monitor
temperature and humidity in storage spaces to ensure that the produce does not go bad.
Second, the farmers have plugged in cameras at different locations, to monitor cow sheds,
selling stations etc!.

Contributions: To summarize, FarmBeats makes the following key contributions:

e Long-term large scale deployment: Our deployments have run over 6 months in
each of the farms and collected over 10 million sensor measurements, 1 million camera

images and 100 drone videos

e Novel Weather-Aware IoT Base Station Design: Adding weather awareness into
the IoT base station reduced the base station down time to zero as opposed to greater
than 30% downtime during the same month in the previous year in an earlier version

of our deployment

e Novel Inference Techniques for Compression of Aerial Imagery Data: Farm-
Beats’ gateway achieved a median compression of 1000 times from an aerial drone video
to the sensor summaries sent to the cloud. Further, the gateway remained available

even when the Internet connectivity to the farm faced a week-long outage

e Wind-Assisted Drone Flight Planning Algorithm: FarmBeats’ flight planning
algorithm improves the area covered by a single drone flight by 30%

2.2 IoT Platform: Objectives

In building FarmBeats, we target the following goals:

!Supplementary Material includes detailed description of FarmBeats applications and usage.
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e Availability: The platform should have negligible downtime. When there is an outage
(for example, due to power or network failure), data collection from the sensors should

not stop and the platform should continue to deliver services to the farmers.

e Capacity: It should support sensors with widely varying requirements: pH sensors
reporting few bytes of data to drones sending gigabytes of video. Similarly, the system
should be capable of supporting end-user applications with varying needs: from a
precision irrigation application that needs the latest sensor data for the entire farm to
a crop suggestion application that needs just high level productivity data but across

several growing seasons

e Cloud Connectivity: Several farming applications, such as crop cycle prediction,
seeding suggestions, farming practice advisory, etc. rely on long term data analytics.
Besides, a farmer may want to access some applications even when he is not on the

farm. Thus, the IoT platform must enable pushing data to the cloud.

e Data Freshness: Stale sensor data from the farm can make applications suggest
incorrect courses of action to the farmer. Gaps in historical data can also cause ap-
plications to misbehave. Moreover, stale data leads to bad user experience. Thus, the

platform must strive to maintain maximum data freshness.

2.3 The FarmBeats IoT Platform

While these objectives have been fairly successfully achieved by home I[oT platforms like
Amazon Echo, achieving these objectives in an agricultural setting introduces several chal-
lenges for two main reasons: access and environmental variability. As discussed before (and
as shown in Table 2.1), farms do not have access to power and high-bandwidth Internet
connectivity unlike indoor IoT systems. Furthermore, energy harvested from the environ-

ment and weak network connectivity to the farm is susceptible to failures due to weather
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Figure 2.1: FarmBeats System Overview
Technology Cost Data Restriction

Cellular Connection | Per Sensor: 1000$ + 100$ annual fee Restricted to sensor data; Up-

(Decagon Devices) loads every 15 mins at best

Mesh Networks (Ranch | Base station: 35008 + 7508 annual fee; | Maximum 25 mesh nodes per
Systems) Per Sensor: 1100$ + 60$ annual fee base station
Satellite (Iridium) Per Sensor: 800$ + 1008 monthly fee Restricted to 2.5 Kbps

Table 2.1: Cost Comparison of Farm Sensor Networking Solutions

variability. So, the key question for the design of FarmBeats is: how does one design an IoT

platform to meet the objectives in a highly variable, resource constrained environment?

2.3.1 Design Decisions

An overview of the system is given in Figure 2.1. Here, we discuss the main design decisions.

To achieve farm connectivity over long range, we leverage recent work in the TV White
Spaces [13, 154, 56| to setup a high-bandwidth connection from the farmer’s home to the
farm. However, sensors, drones and cameras typically do not support TVWS. Thus, in order
to maintain compatibility with sensors along with long-range high bandwidth connectivity,
we deploy a two-layer hybrid network. We use a TVWS link to connect the farmer’s home
Internet connection to a few IoT base stations on the farm. Since it is a high bandwidth

backhaul link, each base station can accommodate sensors, as well as cameras and drones.
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At the second layer, the IoT base station provides a Wi-Fi interface for connections from
sensors and other devices. The Wi-Fi interface ensures that the farmer can not only connect
most off-the-shelf farming sensors, cameras and drones; but they can also use their phone to
access farming productivity apps. 2

Variability in harvested solar energy leads to IoT base station downtime in overcast
conditions. In fact, in our early deployments, power failures due to environmental factors
were the major cause of unavailability. While past work has dealt with this problem in
the context of single sensors [75, 200, 176] by duty cycling the sensors, the same approach
does not work for a base station. Specifically, the base station has multiple components
with different power requirements and duty cycling costs. For example, a farmer is typically
inactive at night and is unlikely to check the farm data. So, turning the TVWS device
off (which consumes 5x more power than the rest of the base station) can enable the base
station to collect data (in a cache) from the sensors more frequently. Further, FarmBeats
enables the farmer to turn the base station on to access Wi-Fi for productivity applications,
while they are on the farm. This adds another layer of uncertainty in the duty cycling plan.
Thus, we propose a novel duty cycle policy (in Section 2.4) wherein the different components
of the base station are duty cycled at different rates; while explicitly accommodating these
constraints.

Finally, given the weak internet connectivity to the farm, a naive approach of pushing all
the data to the cloud does not work. We make the key observation that the data requirements
of the farming applications can be broadly classified into two main categories: immediate
detailed data and long-term summarized data. Table 2.2 summarizes how the industrial
and research applications of farm data can be classified into these two categories. This
categorization enables a gateway based IoT design for Proteus. The local gateway sits at
the farmer’s home at the other end of the White Space link and performs two functions: a)

creates summaries for future use and ships them to the cloud and b) delivers applications

2Future iterations of the systems would add multiple interfaces to the base station to enable compatibility
with more sensor types.
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Data Requirement Applications

Immediate Descriptive Data Precision irrigation, virtual walkthroughs, pro-

ductivity apps, farm monitoring, ...

Long-term Summarized Data Crop suggestions, seed distribution, yield mon-

itoring, financial management, animal health

statistics, ...

Table 2.2: Application classification based on requirements

that can be provided locally. The summaries are several orders of magnitude lower in size
than the raw farm data (3-4 orders of magnitude smaller in case of the precision agriculture

application discussed later) and hence, respect the harsh bandwidth constraints.

2.3.2 Architecture

The FarmBeats system has the following components:

Sensors & Drones: FarmBeats uses off-the-shelf sensors for its applications. Each sensor
measures specific characteristics of the farm, such as soil moisture and soil pH, and reports
this data to the IoT base station over a Wi-Fi connection. In addition to soil sensors, Farm-
Beats supports cameras for farm monitoring and drones. The cameras are either connected
to the IoT base station over Ethernet or report data over Wi-Fi. They take periodic snap-
shots and transmit this data to the IoT base station. UAV flights are either periodically
scheduled or manually initiated using the FarmBeats app on the farmer’s phone.

IoT Base Station: The IoT base station on the farm is powered by solar panels, backed

by batteries and has three components:

e The TVWS device ensures that the base station on the farm can send the data to the

gateway, which then, sends it up to the cloud.

e The sensor connectivity module establishes a connection between the base station and
the sensors deployed on the farm. In FarmBeats’ current implementation, this module

is just a Wi-Fi router.
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e Finally, the Base Station Controller is responsible for two functions. First, it serves as

a cache for the sensor data collected by the sensor module and syncs this data with

the IoT gateway when the TVWS device is switched on. Second, it plans and enforces

the duty cycle rates depending on the current battery status and weather conditions.

IoT Gateway: As mentioned before, the goal of the IoT gateway is to enable local services

and create summaries from existing data to be sent to the cloud. We use a PC form factor

device as the FarmBeats gateway, which is typically placed in the farmer’s house or office,

whichever has Internet access. The gateway provides an interface for applications to run

and create summaries to be sent to the cloud as well as to post data to the local web server.

Furthermore, it includes a web service for the farmer to access detailed data when they are on

the farm network. This also ensures that FarmBeats remains available even when the cloud

connection is not present. Finally, it includes built-in algorithms for drone path planning

and for compressing drone data before being sent to the cloud (described in Section 2.5).

We illustrate in Section 2.5.3 how applications function on the gateway with the example of
precision agriculture applications.

Three aspects of the FarmBeats gateway differentiate it from prior IoT gateways. First,
the FarmBeats gateway implements a web service, providing unique services that are different
from the FarmBeats web service in the cloud. Second, the gateway can operate offline, and
still offer the most important services. Finally, as shown later in the context of precision
agriculture, having access to data from multiple types of sensors enables unique feature-based
summarization technologies for the drone videos and sensor data.

Services & the Cloud: The Gateway ships data summaries to the cloud, which provides a
storage system for long-term data and a web interface for the farmer. The cloud enables three
functions: data access outside the farm network (e.g. when traveling), long term applications

like crop suggestions, and cross-farm analytics.

2.3.3 Architecture

The FarmBeats system has the following components:
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Sensors & Drones: FarmBeats uses off-the-shelf sensors for its applications. Each sensor
measures specific characteristics of the farm, such as soil moisture and soil pH, and reports
this data to the IoT base station over a Wi-Fi connection. In addition to soil sensors, Farm-
Beats supports cameras for farm monitoring and drones. The cameras are either connected
to the IoT base station over Ethernet or report data over Wi-Fi. They take periodic snap-
shots and transmit this data to the IoT base station. UAV flights are either periodically
scheduled or manually initiated using the FarmBeats app on the farmer’s phone.

IoT Base Station: The IoT base station on the farm is powered by solar panels, backed

by batteries and has three components:

e The TVWS device ensures that the base station on the farm can send the data to the

gateway, which then, sends it up to the cloud.

e The sensor connectivity module establishes a connection between the base station and
the sensors deployed on the farm. In FarmBeats’ current implementation, this module

is just a Wi-Fi router.

e Finally, the Base Station Controller is responsible for two functions. First, it serves as
a cache for the sensor data collected by the sensor module and syncs this data with
the IoT gateway when the TVWS device is switched on. Second, it plans and enforces

the duty cycle rates depending on the current battery status and weather conditions.

IoT Gateway: As mentioned before, the goal of the IoT gateway is to enable local services
and create summaries from existing data to be sent to the cloud. We use a PC form factor
device as the FarmBeats gateway, which is typically placed in the farmer’s house or office,
whichever has Internet access. The gateway provides an interface for applications to run
and create summaries to be sent to the cloud as well as to post data to the local web server.
Furthermore, it includes a web service for the farmer to access detailed data when they are on
the farm network. This also ensures that FarmBeats remains available even when the cloud

connection is not present. Finally, it includes built-in algorithms for drone path planning
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and for compressing drone data before being sent to the cloud (described in Section 2.5).
We illustrate in Section 2.5.3 how applications function on the gateway with the example of
precision agriculture applications.

Three aspects of the FarmBeats gateway differentiate it from prior IoT gateways. First,
the FarmBeats gateway implements a web service, providing unique services that are different
from the FarmBeats web service in the cloud. Second, the gateway can operate offline, and
still offer the most important services. Finally, as shown later in the context of precision
agriculture, having access to data from multiple types of sensors enables unique feature-based
summarization technologies for the drone videos and sensor data.

Services & the Cloud: The Gateway ships data summaries to the cloud, which provides a
storage system for long-term data and a web interface for the farmer. The cloud enables three
functions: data access outside the farm network (e.g. when traveling), long term applications

like crop suggestions, and cross-farm analytics.
2.4 Duty Cycling the Base Station

As discussed before, FarmBeats” solar-powered [oT base station on the farm is duty cycled
to explicitly account for weather forecasts and current charge state of the batteries. Two
aspects of the base station make this problem challenging: a) The sensor connectivity mod-
ule has significantly lower power requirements than the TVWS device. Thus, we need to
intelligently proportion power between these components to achieve optimum performance.
b) FarmBeats allows farmers to manually turn the base station on to connect to the In-
ternet to use productivity apps on their phone. This adds a variable component to power

consumption.

2.4.1 Duty Cycling Goals

The key goals for the duty cycling algorithm are:

e Energy Neutrality: Like past work in the context of duty-cycling sensors backed by
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energy harvesting sensor systems [75, 200], FarmBeats aims to achieve the objective of
energy neutrality. For a given planning period, the goal is to consume at max as much

power as can be harvested from the solar panels.

e Variable Access: FarmBeats allows farmers to access Wi-Fi connectivity on-demand.
This power consumption is usage-driven and varies across days. FarmBeats must plan

ahead for this variable delay.

e Minimize Data Gaps: We use the term ‘Data Gaps’ to denote continuous time-
intervals with no sensor measurements available. Such gaps need to be minimized to
avoid missing out on interesting data trends. So, FarmBeats’ duty cycling algorithm
aims to minimize the length of the largest data gaps, under the constraints of energy

neutrality and variable access.

2.4.2 Power Budget

The sole power source for the base station is a set of solar panels (backed by a battery). The
solar power output varies with the time of day and the weather conditions. We use standard
methods [176] to estimate the output of the solar panels, given the weather conditions. Let
us say that the energy output from the solar panels over the next planning period is S;.
Because the estimation is not perfect and there is usage variability, there maybe some credit
or debit from the previous planning period. Let us denote this credit by C;. So, the total

power budget for the base station over the next planning period is S; + Cf.

2.4.8 Duty Cycling Approach

The duty cycle decisions are made on the order of a planning period, 7},. Since our deploy-
ments use solar powered base stations, we set T}, to be one day. We define the average energy
loss due to battery leakage and the very low power base station controller during one 7T}, to be

Ep. For the farmer to have on-demand Wi-Fi access, we allocate a fixed time budget of T,,.
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If we denote the power consumption of the TVWS device by Pr and the power consumption
of the sensor connectivity module by Pg, then, we need to allocate T, (Pr + Ps) for variable
Wi-Fi access. Now the key question is, how do we proportion the remaining power budget?
Duty Cycling the TVWS device: The
TVWS module is needed to sync the data

in the base station cache with the gateway.
Let us assume that we have a schedule, S,
the set of sync times advised for the base- I Minimum Data-Gap Parameters
station to sync with the FarmBeats gateway.

This could depend on the farmer’s usage pat- //

terns, sensor types and can be either manu-

ally programmed or automatically inferred.

The sync times in the set S have a corre- Toff

di t of weights gi by set W. A
SPOTCING SEL O WEISHS SIVER By 5¢ " Figure 2.2: Duty Cycling Approach: The

example of a high-weighted sync time could
amp 1sHwels YHe He cot shaded region shows the feasibility region of

be sunrise, as that is when the farmer begins
& Equations 2.2 and 2.4. The latency is mini-

their day. Thus, they would like to access
v ’ Y mized when both the equations are satisfied

the latest sensor data when the activities of )
on the boundaries.

the day are planned.

To ascertain the subset of syncs that
need to be performed, we make a simple observation. If the sensors haven’t sent any data to
the base station, the base station need not turn on the TVWS device. Specifically, it uses the
following greedy algorithm to identify the syncs to be executed. Let us denote by, S; C S,
the subset of syncs that are to be executed. This subset is initialized as an empty set. Farm-
Beats starts by adding the highest priority sync to S;. After it has done that, it subtracts
|S1|PrTs from the power budget, where |.| denotes set cardinality and T denotes the time
to perform a sync operation. Then, FarmBeats computes the corresponding duty-cycle rate

for the sensor connectivity module. If this rate ensures that the second highest weighted
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sync in S will have additional data from the sensors to sync with the gateway, it adds this
sync operation to the set S;. It repeats this process in decreasing order of weights until it
reaches a state where one of the syncs in S; has no new data to share. As we add more sync
operations to Si, the power budget for the sensor connectivity modules decreases. With a
lower power budget, the sensor connectivity module can collect data from the sensors less
often and hence it becomes less likely for frequent syncs to see new data. Thus, the algorithm
implicitly regulates the sync operations between the gateway and the base station.

Duty Cycling the Sensor Connectivity Module: We denote the duty cycling rate for
the sensor connectivity module by 7. In particular, it is turned off for a time period, T,y,
followed by an on period of, T,, and v = T, /T,¢¢. Using the notation we have established so
far, the energy expenditure of the system is Ep + (Ps+ Pr)T, + PrTs|S:|+ PsT,7. Since the
goal of the planning algorithm is to estimate 15, and T,¢ such that the energy expenditure

does not exceed the energy budget during the planning period, this imposes the following

constraint:
Sy + C; > Ep + (Ps+ Pr)T,, + PrTs|S1| + PsTyy (2.1)
S Cr—Ep— (P Pr)T, — PrTg|S
— oy < 1+ 01 p — (Ps+ Pr) rTs|Sh| (2.2)
PsT,

Let us denote T,.pneet as the time taken for the sensor connectivity module to turn on and
establish a connection to the sensors. Further, let T, be the time that it takes for all the
sensors to wake up and transmit to the base station. Since the ON time of the module has
to be long enough for the sensors to be able to communicate their data to the base station,
this imposes a further constraint:

TON > Teonnect + TtransfeT (23)

= 7Toff > Tconnect + Ttransfer (24)

Since our goal is to minimize the data gap under the power constraints imposed by
Equations 2.2 and 2.4, we aim to minimize T,f;. The inequalities from Equations 2.2 and
2.4 define a convex region in the 2-dimensional space of (v, T,ff), shown as the shaded region

in Figure 2.2. Since the cost function 7, is linear, the minimum occurs on a corner of the
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intersection region defined by the two inequalities. Specifically, the minimum latency is
achieved when the two inequalities are exactly met. The solution is shown graphically in

Figure 2.2.

2.4.4 Discussion

At this point, it is worth noting that:

e By explicitly accounting for the credit term, C7, the formulation absorbs the variability
in on-demand Wi-Fi usage patterns. If the on-demand Wi-Fi usage patterns are stable,

the term C} goes down to zero.

e By incorporating flexibility in sync times between the gateway and the base station,

FarmBeats can easily adapt to farm applications with different requirements.

e We have not yet discussed the duty cycling of sensor nodes. In our implementation,
we set the duty cycle off time for sensors to be less than Ti,qnsfer to ensure that the
sensor can transfer data when the sensor connectivity module is on. An alternative
implementation would allow the base station to send wake-up times to sensors. Our
design choice was motivated by the availability of very low-power sensors that consume

3-4 orders of magnitude less power than the base station on average.
2.5 The FarmBeats Gateway

In this section, we discuss two key components of the FarmBeats gateway: UAV path plan-
ning and stitched imagery (orthomosaic) generation from UAV videos. We also illustrate

how the FarmBeats gateway implements a precision agriculture application.

2.5.1 UAV Path Planning

Most UAVs operate in line sweep patterns. Specifically, given a sequence of waypoints defined

by their GPS coordinates, they move from one waypoint to the next, in order. However, in
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the context of agriculture, our objective is to optimize for the area covered in a single flight.
Thus, we aim to minimize the time taken to cover a given area. To that end, we make the
observation that increasing the number of waypoints to cover the same area increases the
time taken to cover it, even though the total path length may be the same. This is because
the quadrotor has to decelerate at each waypoint and come to a halt before it can turn
around and accelerate again. We present a novel flight planning algorithm that minimizes

the number of waypoints required to cover a given part of the farm.
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Figure 2.3: FarmBeats’ path planning algorithm uses the asymmetry in front and side profiles

of a drone like DJI Inspire 1 (in (b)) to leverage wind to its advantage

Existing commercial systems like Pix4D [141], DroneDeploy [50], etc. offer area coverage
services, these systems cover a given area using an east-to-west flight path, without any
regards to the number of waypoints required. Recent research proposals like [57] do not
guarantee the minimum number of waypoints either. Our area coverage algorithm Min-
waypoint described below guarantees that the UAV covers an area with the minimum number

of waypoints:

e Given an area, construct its convex hull.

e Determine the direction of sweeping lines. For each edge and its antipodal (diametri-
cally opposite) vertex [175], draw two parallel lines and measures the distance between
them. The slope of the edge corresponding to the minimum distance between the edge
and the antipodal vertex becomes the direction of the sweeping lines.

e Determine the waypoints depending on the flight altitude, the camera’s field of view,
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and desired image quality.
e Given a start-point and end-point of the flight path, order the waypoints to minimize

the total travel distance.

Adaptive Wind-assisted Yaw Control: Since farms are large open spaces and typi-
cally very windy, we observed that quadrotors that have an asymmetric physical profile can
exploit the wind either for more efficient propulsion or deceleration. Figure 2.3(b) shows
an example of a quadrotor (DJI Inspire 1) that has an asymmetrical profile, where its front
and the side are considerably different; thus, it can exploit the wind similar to sailboats.
Intuitively, when the quadrotor is flying downwind (i.e. wind is helping the quadrotor), the
side profile of the quadrotor should face the wind since the side profile has a larger area and
hence, will be able to extract the maximum assistance from the wind. In our experiments on
the farm, the quadrotor requires significantly more energy (80% higher at 4m/s) to maintain

its speed upwind in comparison to the downwind flight.

To leverage this observation, we designed a novel yaw control algorithm to exploit the
wind energy on the farm. Specifically, yaw is the angle of the quadrotor with respect to the
vertical axis. While we don’t describe the algorithm in detail, on a high level, Figure 2.3
describes how the yaw control algorithm would operate for a quadrotor that has a larger area
on the sideways profile. For the downwind segment from the start point to the first waypoint,
the adaptive control starts by making the yaw perpendicular to the flight path, thereby
maximally utilizing the favorable wind as the quadrotor accelerates. However, as the velocity
increases, the air drag generated by the quadrotors profile also increases. Consequently, once
the quadrotor accelerates the yaw is reduced so as to maximally exploit the wind, while
minimizing the parasitic drag due to the side profile. Similarly, the deceleration phase can
very effectively exploit the air drag by making its yaw perpendicular to the flight path. This

action is analogous to the action that a skier takes to stop.



25

Water puddle Cow excreta Cow Herd Stray cow

Figure 2.4: Orthomosaic Generation: The high resolution orthomosaic generated by
FarmBeats for a 5 acre patch in the large farm reveals important visual details to the farmer,
such as those shown in the insets — puddles that can make part of the land unavailable for
agriculture, cow excreta that becomes manure and enriches the soil, location of individual

cows grazing on the farm and their distance from the nearby electric fence.

2.5.2  Generating Orthomosaics from UAV Videos

UAVs generate a prohibitive amount of video that is difficult to transfer to the cloud due to
poor network connectivity on farms. For example, a 4 minute flight with a UAV capturing
1080p video at 30 frames per second generates almost a Gigabyte of video data. We make
the observation that the unit of interest for the farmer is not the drone video itself, but an
overview of the farm that can be provided by a geo-referenced panoramic overview, which
is one-two order of magnitude more compact than the full resolution video (see Figure 2.4).
The stitched orthomosaic generated from the drone video provides a high resolution visual
summary of the farm from a low altitude vantage point, revealing minute details. In fact,
existing agricultural drone solutions ([38, 173]) ship the videos to the cloud and convert them
into orthomosaics to show to the farmer. Thus, we incorporate the orthomosaics processing

pipeline into the FarmBeats Gateway, to process the drone videos locally.
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Broadly speaking, the panoramic views can be constructed from the UAV video using
two approaches, based on either (i) aerial 3D mapping [141, 172] or (ii) image stitching and
mosaicking [124, 11, 23, 185, 178]. While the aerial 3D mapping is a general-purpose method
to reconstruct high resolution 3D surface maps of the environment from aerial videos, the
image stitching methods treat the world as planar and simply stitch the different images

together by finding their relative positions.

Computing high-resolution surface maps is both compute and memory intensive and is not
suitable for the resource-constrained farm gateway. On the other hand, while image stitching
methods can be incorporated into the gateway, the planar terrain assumption becomes invalid
on the farm. Uneven ground geometry, trees, animals or man-made structures observed in
the video generates parallax which cannot be handled by the image registration algorithms
that assume a planar scene. As we show later in Section 3.5 and as observed in prior work
[109], existing image stitchers — Microsoft ICE [124], AutoPano [11] tend to produce distorted
orthomosaics in such scenarios. This presents us with an uncomfortable tradeoff: either fly
high such that the farm appears planar and sacrifice fine details of the farm, or ship the large

aerial videos to the cloud for processing.

Our approach: In order to break this tradeoff, we have developed a hybrid technique
which combines key components from both 3D mapping and image stitching methods. On
a high level, we use techniques from the aerial 3D mapping systems, just to estimate the
relative position of different video frames; without computing the expensive high resolution
digital surface maps. Since this process can be performed at a much lower resolution, this
allows us to get rid of the harsh compute and memory requirements, while removing the
inaccuracies due to non-planar nature of the farm. Once these relative positions have been
computed, we can then use standard stitching software (like Microsoft ICE) to stitch together
these images. The performance achievements of this hybrid approach are evaluated further

in Section 3.5.
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2.5.83 Generating Precision Maps

As discussed before, precision agriculture relies on accurate precision maps of the farm that
indicate the distribution of a specific characteristic throughout the farm. The FarmBeats-
gateway naturally enables a novel approach to precision map generation that can use the
aerial imagery from drones to perform spatial inference of sensor values from sparsely de-
ployed sensors.

Specifically, FarmBeatsuses the orthomosaic generated from the drone videos together
with the sensor values observed by the sensors planted in the soil, and generates predictions
for the entire farm. For example, sensors that observed soil temperature at the discrete
locations can inform the machine learning pipeline to make predictions about every location
in the farm by considering spatial proximity as well visual similarity of the locations to the
sites with the sensors.

Proteus’s gateway embeds a machine learning pipeline that draws on probabilistic graph-
ical models that embed Gaussian processes [148]. The key intuition in the proposed model is
spatial and visual smoothness: areas that are similar should observe similar sensor readings.

Specifically, the model relies on two kinds of similarities:

e Visual Smoothness: Areas that look similar have similar sensor values. For example,

a recently irrigated area would look darker and hence, has more moisture.

e Spatial Smoothness: Since we are measuring physical properties of the soil and the

environment, the sensor readings for locations that are nearby should be similar.

We encode these two intuitions into a graphical model using standard techniques and for-
mulate it as a Gaussian process regression model [148].

In our current design, FarmBeatsuses the precision maps as units of summarization for the
UAV data and ships them to the cloud. This has two advantages over the using orthomosaics
as the unit of summary. First, they incorporate sensor data from the farm into drone videos.
Second, they can be compressed to two to three orders of magnitude smaller size than a

orthomosaic. So, while the orthomosaic is good for giving the farmer a detailed overview of
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the farm, precision maps are better for long term storage and shipping. We envision that for
other machine learning applications as well, feature maps like the precision maps of the field
would be the summaries that get shipped to the cloud, while the descriptive data delivers

short-term applications on the gateway.

2.6 Deployment

We deployed FarmBeats in two farms located in Washington (WA) state and in upstate New
York (NY), with an area of 5 acres and 100 acres, respectively. The farmer in WA grows
vegetables that he sells in the local farmers market. The farm in upstate NY follows the
community supported agriculture (CSA) model, and grows vegetables, fruits, grains, as well
as dairy, poultry, and meat. Our deployments consist of: sensors, cameras, UAV, the IoT
base station, a gateway PC, the cloud service and a dashboard (mobile app and a web page).
Sensors: Each farm was equipped with sensors that measure soil temperature, pH, and
moisture. In case of sensors without Wi-Fi support, we interfaced them with Arduinos,
Particle Photons or NodeMCUs to add Wi-Fi capability. While the exact number of sensors
varied over the deployments and the application of interest, we have deployed over 100
different sensors. Additionally, We deployed Microseven IP [119] cameras in different parts
of the field to monitor the farm, as well as to capture IR images of crops. To avoid potential
damage from environmental impacts, each sensing platform was encased in a weatherproof
box. An example of a sensor deployment can be seen in Figure 2.5(a).

Drones: We used the DJI Phantom 2, Phantom 3 and Inspire 1 for our drone flights.®> We
created an auto-pilot application using the DJI Mobile SDK [45] to interface with Proteus.
The user can use the app to first select the flight altitude and determine the area to be
covered on an interactive map. FarmBeats” app then plans a flight path using the algorithm
proposed in Section 2.5.1. After the drone completes its mission, it automatically returns to

its home position and transfers the video recording during the flight to the gateway, through

3We received an exemption from the FAA to fly the UAV.
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the IoT base station.

IoT Base Station: At each IoT base station deployment, we set up a TVWS network
using the FCC certified Adaptrum ACRS 2 radios [4] operating at 20 dBm, and 11 dBi
directional antennas with 90 degree sectors. The internet connectivity was provided by
the home internet connection of the farmers. To power the base station we setup a solar
charging system, which comprised of two 60 Watt solar panels connected to a solar charge
controller. The powering system is backed by four 12V-44Ah batteries connected in parallel.
The power output goes through an 8-port Digital Logger PoE switch[111]. This provides us
the capability to turn on or off individual components of the base station. A Raspberry Pi
3 with 64 GB SD card serves as the base station controller. The sensors interfaced with the
base station through a 802.11b router, with a range of over 100 m.

Gateway: The gateway is a Lenovo Thinkpad in the WA farm and a Dell Inspiron laptop
in the upstate NY farm.

Cloud: We use the Azure IoT Suite ([120]) for FarmBeats. The sensor readings, camera
images, and drone video summaries are populated through the Azure IoT Hub ([121]), to
storage. We use blobs for images, and tables for the sensor readings. Although in our current
implementation, the different farms share the Azure account, with table-level access control,

we plan to have different cloud service accounts for the different farms, as FarmBeats scales

up.

2.7 Results

We evaluate the components of FarmBeats below:

2.7.1 Weather Aware Base Station

The FarmBeats base station leverages the algorithm in Section 2.4 to duty cycle different
components. It uses the OpenWeather API[137] to get the weather forecasts and plans

the duty cycling scheme for the next day. The weather information gives us the cloudiness
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Figure 2.5: (a) A weather-resistant, solar-powered FarmBeats sensor module.(b,c,d) Drone
Flight Planning: (b) FarmBeats’ flight planning algorithm minimizes the number of way-
points to cover a region. (c¢) Depending on the aspect ratio of the field, flights without
FarmBeats’ algorithm take upto 42% more time. This improves the time by a factor of 1.26
in the average case for our farms. (d) In addition, the yaw control algorithm described in

Section 2.5.1 achieves a gain of up to 5% based on the wind velocity.

percentage for each period of three hours. The cloudiness percentage over three days is
plotted in Figure 2.6(a).

Over this set of three days, we compare three power-awareness schemes. We define the
start of the day as 6AM local time. We periodically record the state-of-charge of our solar
power backed batteries. First, we let the base station be always on. As shown in Figure
2.6(b), the battery charge goes up during a sunny day and down during the night. While
the base station remains energy neutral during the first day, during subsequent days its
battery drains because of cloudy weather, leading to unavailability on the third day. Then,
we evaluate the alternate approach. We set the base station to a conservative duty cycling
period. While this ensures that the base station is available on cloudy days, the base station
battery charges up to 100% during the sunny days thus wasting solar power that could have
been utilized. Moreover, its duty cycling interval collects 15 times less data than the optimal
FarmBeats solution, plotted in 2.6(d).

FarmBeats collects data on the first two days more frequently owing to high availability

of solar power. However, on the third day, it switches to a conservative duty cycling schedule
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to save power. Of the 15x gain in data collection frequency achieved over a fixed duty cycle,
a factor of 2 is because of the TVWS client being duty cycled at a different rate than the
Wi-Fi router. An earlier version of our deployment which did not duty cycle the base station
faced a downtime of 30% in a cloudy month as opposed to zero downtime for our power-
aware design in the same month. Thus, FarmBeats’ power-aware design achieves its goal of
maximizing data-freshness while maintaining energy neutrality.
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Figure 2.6: Power-aware Base Station: The cloudiness percentage over 3 days. (b) With
no duty-cycling, the base station shuts down on a cloudy day. (b) A fixed conservative
duty cycle can prevent the base station from going down, but it collects 15 times less sensor
data. (d) FarmBeats’ Power-aware base station can keep the base station on by reducing

the duty-cycling on days are expected to be cloudy.

2.7.2 UAV Flight Planning

As mentioned in Section 2.5.1, we use an efficient area coverage algorithm in addition to
leveraging wind assistance to extend drone battery life. To understand the impact of area
coverage algorithms on drone flight time, we compare performance of FarmBeats in covering
a given area as compared to the state-of-the-art Fast-to-west algorithm (used by Pix4D,
DroneMapper, etc.). As shown in Figure 2.5(b), the east-to-west algorithm generates sweep-
ing patterns from the east to the west or vice-versa regardless of the area shape. However,
FarmBeats generates a path that minimizes the number of waypoints.

Next, we compare the time taken to complete flights planned by the two algorithms to

cover a given area. The maximum speed was set to 10m/s and the altitude was set to
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20m. Figure 2.5(c) plots the time taken to complete a flight with the two algorithms in
different area geometries defined by their height to width ratio, where height is the distance
along the North-South direction and width is measured along East-West. As expected, the
gain achieved by FarmBeats increases as the height-width ratio increases. This is because
FarmBeats algorithm generates fewer waypoints to cover the same area. In general, for the

average case of our deployments, FarmBeats reduced the time taken to cover an area by 26%.
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Figure 2.7: Orthomosaic Generation: (a) The Google Earth image for the farm in Figure

2.4. (b) Microsoft ICE image stitching pipeline fails to reconstruct it accurately. (c¢) Pix4D

takes about 2.2x longer on average compared to our approach.

Finally, we evaluate the impact of our yaw control algorithm under different wind con-
ditions. The maximum speed was set to 10m/s and the altitude was set to 30m. For every
flight, we fully charged the battery. We measure the percentage of time saved by FarmBeats’
yaw control algorithm for each flight and plot it in Figure 2.5(d). As seen in the figure,
FarmBeats can save up to 5% time depending on the wind velocity. Moreover, as the north-
south component (the principal direction of motion for this set of experiments) of the wind

increases, FarmBeats can leverage it better.

2.7.8 Orthomosaic Generation

The novel orthomosaic generation algorithm proposed in this paper advances the state-of-the-
art on two fronts. First, our approach of combining sparse 3D reconstruction techniques from
video with image stitching techniques is more robust than existing techniques based on either

aerial 3D mapping or aerial image stitching. In addition, our approach is computationally
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more efficient and runs considerably faster than Pix4D [141], an aerial 3D mapping-based
tool catering to Precision Agriculture.

Qualitative Results: We show two representative orthomosaics constructed by FarmBeats
and Microsoft ICE in Figure 2.4 and 2.7(b) respectively. Figure 2.7(a) shows what the farm
looked like in Google Earth in the past. The orthomosaic generated by Microsoft ICE failed
in this case, while our result is consistent and accurate. Our geo-referenced image covers
about 5 acres of farmland and provides a detailed visual summary to the farmer. By visually
inspecting the high-resolution image, they can discover anomalies such as the water puddle
that can render a part of the field unsuitable for agriculture for a couple of seasons. Moreover,
the farmer can see where cows are grazing during the day and make a decision about whether
they want to move them to another spot for the next day. The decision is based on how
much grass they want to leave on the field to be converted into manure.

Processing Time: As shown in Figure 2.7(c), our implementation is 2.2 times faster than
Pix4D on average. Specifically, our method took 14 minutes to construct an orthomosaic on
average whereas Pix4D took 32 minutes on average on a set of videos captured by our drones
at 1080p resolution at 30 frames per second. This demonstrates the improved running time
of our method.

Finally, the orthomosaic generated by our system are approximately 5 times smaller than
the original video size at full resolution (in .png format) before applying lossy compression.
A single pixel in the geo-referenced orthomosaic is about 2 ¢m in size which is equivalent to
a single penny on the ground. The image resolution and compression quality are parameters

that can be tuned to meet any target file size.

2.7.4 Generating Precision Maps

As described in Section 2.5.3, FarmBeats uses the visual features from the orthomosaic
overview to extrapolate the sensor values and generate precision maps for soil temperature,
soil moisture and pH.

Qualitative Evaluation: We show a representative set of these precision maps in Figure
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Figure 2.8: FarmBeats Applications (a) FarmBeats’ precision maps are more accurate
than standard sensor based interpolation techniques. (b) Temperature (measured in F) in
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Figure 2.9: Precision Maps: (a) A 40 MPixel orthomosaic created from a 3 minute flight
over 2 acre area of a farm. Our system infers dense sensor measurements from very few
sensors deployed on the farm (indicated by white circles). (b) The predicted soil moisture
map (our sensors measures moisture on a scale of 1 to 5). Note that the top left region in
the image where the ground appears wet was correctly predicted to have high moisture even
though no moisture sensors were present in that part of the farm. (c¢) The predicted pH map
(pH is measured from 0-14, 7 is neutral and 0 is the most acidic). Our system identified that
the whole field is slightly acidic, but the bottom left/center is more acidic than the rest. (d)

The predicted soil temperature map (in Fahrenheit scale).
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2.9. As shown in the figure, based on sensor values in the rest of the farm, the moisture
prediction pipeline can estimate that the top left part of the farm has high moisture content
even though that part has no sensor there. Similarly, the pH map generates an actionable
input in the sense that the bottom left and center of the farm have very low pH and are
highly acidic. As a result of this map, the farmer applied lime to enhance the pH and make
the soil more neutral.

Note that the pH of the farm varies within the farm at fine granularity. As seen in
Figure 2.9, within a couple of acres, the pH can vary from 4 (very acidic) to 7 (neutral).
Soil moisture variance is even higher, with variance seen within a few meters. Precision
maps generated by FarmBeats capture this variance accurately, by using the drone videos to
extrapolate the sensor data.

Quantitative Evaluation: In order to evaluate the accuracy of the precision maps gener-
ated by FarmBeats using the approach described in Section 2.5.3, we evaluated our system
on 5 datasets constructed from the drone videos and sensor data. Each dataset corresponds
to a drone flight over the farm (covering 2 acres) and one set of sensor measurements from
the sparse sensor deployment. The hyperparameters are learned by doing 5 fold cross valida-
tion. As an accuracy metric, we measure the correlation between the predicted sensor values
and the ground truth sensor values to see how well the variations in the field are captured
by Proteus. We compare against two techniques, which do not use the drone video based

extrapolation of the sensor values:

e Nearest Neighbor (SensorsNN): We assign the value from the nearest sensor to
each point in the field.

e Inverse Distance based Interpolation (SensorsInterp): We linearly interpolate
known sensor values in the field, by using inverse distance as a weight. This technique

has been previously been proposed in the context of precision agriculture [182, 47].

For all the analysis, we use leave-one-out evaluation, i.e., we generate a precision map after

leaving one of the sensors out of the training set and evaluate the map on the left out sensor.
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We repeat this process for all the ground sensors and report the averaged results.

The comparison of correlation across the different schemes is shown in Figure 2.8(a). As
shown in the figure, FarmBeats outperforms existing sensor based interpolation techniques.
In particularly, FarmBeats can accurately estimate the variations of the different sensor
values in the field. While sensor based methods do not mirror the variations and hence
have nearly zero correlation with the sensor values, FarmBeats’ estimates have high positive
correlation with the true sensor values, thus indicating the utility of using the drone video in
conjunction with the drone estimates. Finally, the precision maps generated by FarmBeats
are 3 orders of magnitude smaller in size on average than the video and can be easily shipped

to the cloud during periods of connectivity.

2.7.5 Other Applications

Figure 2.8 highlights two other applications that the farmers used FarmBeats for. First, the
farmer in NY used FarmBeats sensors to monitor his storage freezers. The temperature in
these freezers is carefully regulated below 10° F to prevent produce from going bad. As shown
in Figure 2.8(b), an employee leaving the door open could lead to this temperature going
up causing loss to the farmer. This problem is solved by FarmBeats by enabling automated
notifications based on these sensor readings in the FarmBeats phone application.

Second, the farmers plugged in cameras at different locations like cow sheds and connected
them to the nearest FarmBeats base station. One frame of the camera is shown in Figure
2.8(c). While the intent of the current application is to manually monitor the cows, one
can potentially build an application that can detect anomalies in cow behavior or use cow
motion to track animal health[132]. As a preliminary result, we ran a deep neural network

based cow detector on the data. The identification boxes are overlaid on the figure.

2.7.6 End-to-end Deployment Statistics

Data Aggregation: FarmBeats’ deployments at both farms have been running for over

six months. Over these deployments, FarmBeats interfaced with around 10 different sensor
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types, three different camera types, three versions of drones and the farmers’ phones. It
collected more than 10 million sensor measurements, half million images and 100 drone
surveys.

Resilience to Outages: FarmBeats’ deployments faced one week-long Internet outage
due to a thunderstorm and several smaller term Internet outages. The FarmBeats gateway
continued to be available during these times.

Cost: The TVWS client radios cost $200,* and there are no additional data charges, than
the farmer’s existing internet connection. The Particle Photons cost about $20 and can add
Wi-Fi support to each sensor. Thus, use of the hybrid networking approach reduces the
system cost by an order of magnitude as compared to existing systems which cost over $1000
in equipment cost per sensor and over 100$ annual subscription fee (see Table 2.1).
Applications: Farmers used FarmBeats” precision agriculture system to guide their preci-
sion irrigation units. The precision pH maps generated were used by farmers to apply lime
in the more acidic regions. As mentioned before, farmers also used FarmBeats for storage
monitoring with sensors and animal shelter monitoring, selling station monitoring with cam-
eras. Beyond that, farmers also used FarmBeats base stations to access Wi-Fi while on the

farm to run productivity applications like Trello.

2.8 Case Study

Since the initially deployments of FarmBeats starting in 2015, the system has been deployed
on farms worldwide and has shown significant benefits. As a case study, we focus on the
FarmBeats deployment on Nelson Farm located in Eastern Washington. Nelson farm spans
approximately 7500 aces across 45 miles and has a growing season that runs between the
months of March and July. The primary crops being grown include dry-land wheat, lentils,

peas, and garbanzo beans.

4With the standardization of IEEE 802.11af [1] standard, we expect the price to the client and base
station to be similar to Wi-Fi, of less than 10$. We are testing one such multi-mode TVWS/Wi-Fi chip
from a major Wi-Fi vendor.
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Figure 2.10: Nelson Farm Deployment. A TV whitespace base station and FarmBeats

sensor box deployed on Nelson Farm.

In this particular deployment, the farmer has Internet connectivity at their home but it is
not capable of providing full coverage on the farm. To address this issue, a broadband TVWS
network is deployed to enable backhaul connectivity to the cloud. FarmBeats sensor boxes
are deployed across the farm that talk to a base station using either narrowband TVWS or
LoRa depending on the application scenario. With narrowband TVWS, the sensor boxes can
send data to the base station while being as far as 18 miles away. Every sensor box is powered
by a single battery and backed by solar power, which helps minimize overall maintenance
of the system. Moreover, the FarmBeats sensor box is designed to be modular and can be
integrated with various types of off-the-shelf sensors, both analog or digital. This includes
sensors such as soil moisture and temperature, C'O,, wind speed and direction, ambient
temperature, and much more. In Figure 2.10 we show a picture of the TVWS broadband
deployment and a sensor box.

The FarmBeats system has been operating at Nelson Farm since 2019 and has provided
numerous insights to the farmer to improve productivity. Panorama overviews of the farm
and precision heatmaps help the farmer make intelligent decisions when it comes to day-
to-day tasks. For instance, they enable precision pesticide or herbicide application, where

chemicals are only applied where they are needed, which saves cost and improves overall plant
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health. Specifically, the application of the most expensive chemicals was reduced by 90%
and cost savings increased by 15% [86]. FarmBeats also provides micro-climate predictions
of temperature and wind speed and direction, which has immediate impact on the farm. The
micro-climate across Nelson farm can have temperature differences of over 10 degrees. When
the temperature drops below freezing within 24 hours of some field operations, it can cause a
decrease in crop yield by up to 50% and significant revenue loss. Being able to predict such
freezing temperatures accurately was crucial in May 2019. The farmer was able to change his
plan of action in time when the FarmBeats system predicted below freezing temperatures and
his weather apps did not. Moreover, wind microclimate predictions have proven beneficial
in running operations, where equipment can be sent to locations that have the least amount

of wind and keep conducting field operations rather than completely halting all tasks.

2.9 Conclusion

FarmBeats is a low-cost, highly available IoT platform for agriculture. It supports high
bandwidth sensors using TVWS, which is a low-cost, long range technology. FarmBeats uses
a weather-aware solar-powered IoT base station, and an intelligent Gateway that ensure
that services are available in the Cloud and offline. It also incorporates new path-planning
algorithms that extend drone battery life. We have deployed the system in two farms, and the
farmers are already using it for three applications: precision agriculture, animal monitoring,
and storage monitoring. Moving forward, we are working with the farmers to develop several
other applications on top of FarmBeats. Further, we plan to make anonymized data available

for researchers to enable more agricultural applications.
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Chapter 3
WIRELESS QUANTIZATION INDEX MODULATION

3.1 Introduction

Over the last decade, we have witnessed a rapid growth in the deployment of IoT devices.
By some estimates, there will be more than 26 billion connected IoT devices by the year
2020 [62]. However, as more devices connect to wireless networks, available spectrum is
msufficient and existing wireless protocols are ill-equipped to support the growing number of
devices. To understand the challenge, consider a home with wireless cameras, security sensor,
smart watches, fitness trackers and wireless speakers. These devices use Wi-Fi/Bluetooth or
proprietary wireless in the 2.4 GHz ISM band and operate alongside Wi-Fi routers, smart-
phones, laptops and tablets. As more devices share the wireless channel, wireless interference
and packet collisions increase, negatively impacting the throughput and latency [129] [65].
As wireless spectrum (such as the 2.4 GHz ISM band) becomes crowded, conventional
wisdom dictates that we migrate to new protocols in less congested wireless channels. New
protocols such as 802.11ah, LoRaWAN [191], SIGFOX [177] operate in 915 MHz ISM band,
high speed 802.11 n/ac Wi-Fi is moving to 5.8 GHz ISM band, NB-IoT operates in the
licensed cellular bands and TV white space networking [14] operates in unused channels in
the TV UHF spectrum. Although these solutions are a step in the right direction, let’s

discuss these approaches in terms of cost and spectrum utilization.

o Infrastructure and Maintenance Costs: Migration to new protocols such as LoRaWAN;
SIGFOX or 802.11ah require setup, deployment and maintenance of dedicated expen-
sive gateways and base stations. Instead, if we can reuse existing wireless infrastructure

for communication, we could develop a far simpler and cost effective solution.
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o Spectrum Utilization: Wireless spectrum is an extremely valuable and highly regulated

resource. TV white space networking uses allocated but otherwise under-utilized TV

spectrum for wireless communication. However, more often than not the availability of

unused TV channels in urban areas are scarce and it is very cumbersome and expensive
to deploy a TV whitespace network [55]. New protocols such as LoRaWAN, SIGFOX,
and 802.11ah are moving to the less crowded 915 MHz ISM band, but over time as

the number of devices increase, they are going to run into familiar interference and

capacity issues: as the number of devices increase, the spectrum is going to become

more crowded and eventually saturate. Unless new spectrum is made available, using

traditional methods, it is impossible to scale beyond a certain point.

In this paper, we propose a new cost and
spectrally efficient solution for wireless com-
munication. Consider an urban city envi-
ronment as shown in Fig. 3.1 with existing
deployments of AM, FM, TV, and cellular
base stations. These base stations have been
setup with tremendous infrastructure cost,
undergo periodic maintenance and pay li-
censing fees to transmit at pre-assigned li-
censed frequencies. The base stations are
designed and geographically located for op-
timal signal coverage. For example, a typical
FM tower can be received up to 100 kms.

We introduce Wireless Quantization In-
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existing wireless signals to communicate with

IoT devices.

dex Modulation (QIM), a communication technique which leverages existing infrastructure

and reuses broadcast signals to provide additional communication channels for IoT devices.

To understand Wireless QIM, without the loss of generality, let’s consider a broadcast TV
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station. A TV transmitter can use the QIM technique in its baseband to embed a message
into the broadcast TV signal by introducing small perturbations while having a negligible
impact on the broadcasted TV signal. Legacy TV receivers in the coverage area decode the
broadcasted signal as before while IoT devices with a QIM receiver can decode the embed-
ded message without any prior knowledge of the broadcast signal. So, in summary with a
small modification to the baseband of the broadcast station, Wireless QIM reuses infrastruc-
ture, spectrum and broadcast signals to simultaneously communicate with QIM enabled IoT

devices and legacy AM/FM/TV /cellular devices.

Wireless communication requires both uplink and downlink. However, more often than
not, it’s asymmetric i.e. depending on the application, either uplink or downlink commu-
nication dominates. In this paper, we focus on downlink heavy applications and design a
Wireless QIM system for downlink communication. Our target application is a smart city
where using Wireless QIM, existing wireless infrastructure provides connectivity for real-time
update of electronic bus schedule displays, billboard signs and advertisements, traffic alerts
to name a few. With a minimal change in the baseband of existing broadcast towers, we can
embed data to wirelessly update devices with a QIM receiver in real-time. These applications
would require a minimal uplink channel to send acknowledgement messages, however such
a low bandwidth and infrequent task can be accomplished using traditional LoRa, SigFox
or cellular radios for the time being. In future work, we will extend the Wireless QIM tech-
nique to uplink communication and develop a bi-directional communication system which
can leverage existing infrastructure and communicate with smart devices with zero spectrum

overhead and minimal additional cost to target a broader set of applications.

To demonstrate the efficacy of Wireless QIM for these applications, we extensively eval-
uate the design space and explore various tradeoffs between performance of the message and
host signal. We implement Wireless QIM on three existing infrastructure broadcast signals:
AM, FM, and TV and show that information can be reliably embedded with negligible im-
pact on audio (AM and FM) and video (TV) quality of the host signals. Our results show

that using Wireless QIM, we can embed messages for IoT devices at up to 8 kbps in AM
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Figure 3.2: QIM embedding model, where a message m is embedded in a host signal s using
the QIM embedding function. The signal passes through a noisy channel and the decoder

retrieves the estimated message m from the received signal, y.

radio signals and 200 kbps in FM signals.

3.2 (Quantization Index Modulation

Quantization Index Modulation (QIM) was originally introduced as a scheme for information
hiding and digital watermarking [27]. In these applications, a message signal is embedded
inside another signal called the host signal such that the embedded message is robust to
common degradations, while the host signal suffers minimal degradation. QIM technique
achieves an efficient tradeoff between the data rate of the message signal, distortion, and
robustness of embedding.

In this work, we use QIM for wireless communication. We show how to embed messages
for TIoT devices inside existing wireless signals at existing wireless transmitters such that IoT
devices with QIM receivers can decode the messages while the broadcasted wireless signal
experiences minimal degradation. Fig. 3.2 shows the block diagram for a typical Wireless
QIM system. At the AM/FM/TV /cellular broadcast, data d needs to be transmitted and is
passed through the host transmitter to generate a baseband host signal s. The host signal
can be of any form, for instance, a frequency modulated signal from a FM station. Now, we

also want to embed a message m intended for IoT devices. The host signal is passed through
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Figure 3.3: Block diagram of a QIM enabled transmitter.
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a baseband QIM transmitter that uses a quantizer ()(s) to embed the message inside the
host signal. This generates a composite signal = that propagates through the (noisy) channel
and signal y is received at the receiver. A legacy device would use standard compliant host
receiver to decode the host signal, while an IoT device would use a QIM receiver to decode
the embedded message m. QIM is designed to ensure that both the IoT and legacy devices
can decode the desired signals with minimal degradation.

A Wireless QIM system consists of a QIM transmitter at the base station and a QIM
receiver at the IoT device. To understand how Wireless QIM works, we will first describe

the QIM transmitter followed by the QIM receiver.

3.2.1 QIM Transmitter

On a high level, a QIM transmitter embeds information by using a form of quantization to
introduce small perturbations in the host signal. Fig. 3.3 shows the block diagram of a QIM
transmitter, where data d is passed through the baseband host modulator to generate the
host signal s. Then the host signal and message m are passed through the QIM encoder
to generate a composite signal x in baseband. Finally, the composite signal is upconverted
to carrier frequency f. and transmitted. The implementation of the baseband QIM encoder
depends on the host signal. For analog systems such as AM radio, QIM encoder consists of
the digital baseband followed by the ADC, a standard component. Whereas in digital FM
radio and TV systems, the QIM encoder can be integrated into pre-existing digital baseband.
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In the following section we explain how the QIM embedding process works. First lets define

a uniform quantizer @ (s) as

Q(s) =A- T0und(§) (3.1)
where A is the quantization step size and is defined as
2 - max(s)
A — 2
a (32

Here N is the number of quantization levels. The step size and number of levels determine
the embedding resolution for the host signal. Quantizer @(s) can now be used to define the

QIM embedding function,

where d,, is the dither, a function of the message m that is applied to the host signal. d,,

can take one of the two following values to represent embedding of either a 0-bit or 1-bit.

A di+%5, ifd <0
d1 = j:Z and do = (34)

di — %, otherwise

The equation shows that if the 1-bit dither is negative, d; = —4/4, then 0-bit dither, dy
= A/4, will be a positive value. Similarly, for a positive 1-bit dither, the 0-bit dither would
be a negative value. So, in summary we create two dithered quantizers to embed data in the
host signal which is dependent on the bit value of the embedded message m.

Fig. 3.4 illustrates this QIM embedding process for a positive 1-bit dither d; with N =4
levels, represented by solid horizontal lines. The dashed horizontal lines represent quantiza-
tion levels for the 1-bit dithered quantizer and dotted lines for the 0-bit quantizer, defined
by Eq. 3.3. We can see that because the dither for a 1-bit is defined as 2/4, the dashed lines
are shifted up by 4/4 from the original set of levels and vise versa for 0-bit quantizer.

Each sample point of the host signal (dashed green line) is perturbed to the appropriate

level depending on the message m (shown at the top of the figure). For instance, at the first
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Figure 3.4: Embedding using QIM for d; = 2 and dy = =2

highlighted sample point (green dot) we encode a 0-bit and the composite signal (solid blue
line) goes down to —54/4, the nearest 0-bit level (blue X). Similarly, at the second highlighted
point we embed a 1-bit, which jumps up to 54/4, the nearest level for a 1-bit. We can see from
the example that the distance between quantization points is uniformly distributed between
[Af2, =A/2]. As a result, the mean error due to embedding is equal to 4%/12.

Finally, we characterize the impact of the QIM encoder on the host signal. We define
distortion in the host signal by comparing the original host signal to the composite signal

generated by embedding and can be expressed as,

1 K
_ 2
D, =— ;21 Is; — 2 (3.5)

3.2.2  QIM Receiver

Fig. 3.5 shows the block diagram of a QIM receiver. A QIM receiver is based on standard
RF architecture and is similar to a commodity receiver in terms of complexity and power

consumption. The QIM decoder is implemented in digital baseband and we simply apply the
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Figure 3.5: Block diagram of a QIM receiver

same QIM embedding function to the received signal for both 0 and 1 bit messages to obtain
two quantized signals gy and ¢;. These are passed through a minimum distance decoder to

compare with the original received signal y to obtain estimated /received message,

m = arg min dist(y, Ym) (3.6)
3.3 QIM Techniques

In this section we describe different QIM techniques that can be used to embed messages in

a host signal.

3.8.1 Scalar QIM

Scalar QIM is the primary QIM technique which was described in the previous section and
can be applied to a real valued or scalar signal.

3.3.2  Distortion Compensated QIM

Distortion compensated QIM (DC-QIM) is an extended version of the QIM method that re-
duces the distortion in the host signal and significantly improves the distortion to robustness
trade-off [27]. The robustness of QIM is a function of the distance between the quantization

points. If we increase the distance, robustness of QIM would also increase. This operation
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is the same as scaling the QIM embedded signal by a factor, a. For example, if a sample
point s; is shifted to a point, x, then by scaling it by «, the sample point s; would now be
at #/a. However, this increases the distortion of the host signal by a factor 1/a? and results
in a 4%/12a2 mean distortion. We compensate for the distortion by adding back a fraction,
1 — « of the host signal. This operation can be represented by the following QIM embedding

function,

Qm(as) = Qas — dy) + (1 — a)s + dn, (3.7)

The parameter « is defined as 0 < o < 1 where 1 represents the original QIM method.
Since, a determines the distortion, a component of noise in the composite signal due to
embedding, we can determine the optimal value of @ maximizing the signal to noise ratio

SNR.

di
SNR(a) = 0= 0) ot
(3.8)
—QSNR(Q) =0 gives o = —DS
Ja 8 - D, +0?’

where, 2 is the noise power. Hence, the optimal factor a* is a function of distortion and

noise.

3.3.3  Lattice QIM

The QIM technique can be extended to higher dimensional signals by using a lattice form [27].
We can arrange the quantization points to be an integer lattice, Z%, in an N-dimensional
Euclidean space R™. Let’s consider a simplified case of a complex or two-dimensional signal
which has both in-phase and quadrature phase components. For N=2, we will have two
grids to quantize to either a 0-bit or 1-bit representation. As an extension of scalar QIM,

the quantization points for a 0-bit and 1-bit can be represented as co-sets of the lattice,
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Figure 3.6: Constellation diagram for Lattice QIM with a grid representation. The Xs are
quantization points for 1-bit and Os for a 0-bit.

A A A A
Ay = (T — jZ) +n; and A; = (Z +jz) + (3.9)

where n; = 1,2, ...,1 and [ represents the total number of quantization levels. Fig. 3.6
illustrates the quantization grid for N = 2. In lattice QIM, the quantization levels are
separated by 4/2 distance in in-phase and quadrature components resulting in an overall
distance of &/v2. However, the mean error due to embedding is still %2 and because of

larger distance between data points, lattice QIM should perform better than scalar QIM. To
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implement lattice QIM for complex wireless signal, we quantize both the real and imaginary

parts of the signal. We use the same embedding function and modify the dither as

A A d+ (3 +7%), ifd <0
di==+j= and dy = S (3.10)

4 4 di — (5§ +j%5), otherwise

Finally, we note that the distortion compensation technique described above can be
applied to the real and complex values of the signal to implement distortion compensated

lattice QIM.
3.4 Evaluating the QIM Wireless Link

Evaluation of an embedded communication system (such as QIM) significantly differs from
conventional communication systems. Traditional systems deal with only one signal whereas
embedded communication systems operate on two signals: the host signal and the embedded
signal. We need to evaluate the impact of QIM on the performance of both the host and the
embedded message signal: what is the rate and robustness of the embedded signal, and how
much did the embedded process distort the host signal and its impact on the output of the

host (legacy) receiver.

3.4.1 Performance of Embedded Message

We start by defining the capacity for QIM embedded message in a Gaussian channel. The
output of the channel is the sum of the input host signal and Gaussian white noise. Let o2
be the average power of the host signal and channel noise follows a Gaussian distribution
with variance 02. We can express information capacity, i.e., the supremum of the achievable

rate for a real value one dimensional signal as [34]

1 o?
Chost = 5 log, (1 + a—‘;) (3.11)

where 2 /02 denotes the signal-noise ratio (SNR) and assumes that the input also follows

Gaussian distribution. Since embedded QIM signal is distortion in the host signal, we can
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re-write the capacity expression in terms of distortion by treating the embedded QIM signal

as a form of power-limited communication over a Gaussian channel:

1 D
Clyim = 3 log, <1 + —28) bps/sec/Hz, (3.12)
o

n

where the distortion constraint is given by Eq. 3.5. The capacity equation, Cl;,,, shows
that the performance of the embedded message is directly proportional to distortion expe-
rienced by the host signal. The QIM technique maximizes the capacity of the embedded
message for a given distortion of the host signal. The capacity is also a function of the band-
width of the host signal and a higher bandwidth host signal would enable a higher data rate
embedded message. Finally, we note that the capacity in Eq. 3.12 is the maximum achiev-
able data rate per unit bandwidth with arbitrarily small error probability. Practical QIM
implementation would require error correction coding mechanisms to achieve performance

close to the limits promised by channel capacity.

3.4.2  Impact on the Host Signal

The host signal experiences distortion due to perturbations introduced by the embedded
signal which was described in Eq. 3.5. For a fair comparison across host signals, we introduce
normalized distortion which is independent of the signal strength of the host signal and is

defined as follows,

N |2
D" = Zi=lN‘31 f’| + 100% (3.13)
> izt Isil

Finally, in addition to computing the distortion, we will also analyze the quality of the
multimedia signal at the output of the host receiver to ensure that QIM embedding operation

has minimal impact on the performance of the host signal.
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3.5 Simulation Results

The Wireless QIM technique is independent of the host signal and is universally applicable.
Here we consider three host signals: AM, FM and broadcast TV which are ubiquitous in

cities. We start with a short primer on the host signals.

TV. In the United States, Digital TV (DTV) operates in the UHF band from 470-614 MHz
with 6 MHz wide channels and follows the Advanced Television System Committee (ATSC)
standard [32]. ATSC uses 8-level vestigial sideband (8-VSB) modulation to transmit data. 8-
VSB is a digital modulation technique which uses eight amplitude levels to represent symbols

on a 6 MHz channel. Transmissions from a TV tower can be typically received up to 50 miles.

FM Radio. FM radio operates in the 87.8-108 MHz frequency band with 200 kHz wide
channels. FM uses analog frequency modulation to encode audio and data i.e. information
is transmitted by varying the frequency of the transmitted RF signal. Most FM stations can

be heard up to 100 miles from the transmit tower.

AM Radio. In the United States, AM radio operates in the 525-1705 kHz band with 10 kHz
channel spacing. AM radio uses amplitude modulation to encode data i.e. information is
represented in the amplitude of the signal. AM signals propagate long distances and have
been reported to have been received 200 miles away from the station.

We evaluate wireless QIM on recorded AM, FM, and TV signals. The USRP X300 [151]
was used to record TV signals centered at 539 MHz (UHF channel 25) with 6.25 MHz
sampling rate and FM signal centered at 106.1 MHz with 200kHz sampling rate. We use a
WebSDR [204] to record an AM signal centered at 1630 kHz with 8kHz sampling rate. We
implement QIM methods described in Section 3.2 and simulate different channel conditions
and data rates using MATLAB.

We embed pseudo-random message bits and implement scalar QIM and scalar DC-QIM
for real valued AM and FM radio signals. For complex TV signals in addition to scalar QIM,
we also evaluate lattice QIM and lattice DC-QIM. In DC-QIM, we set o« = 0.7, the optimal

value as per Eq. 3.8. We introduce additive white Gaussian noise to simulate different
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Figure 3.7: Evaluation of distortion for each host signal

channel conditions. Finally, a QIM receiver recovers the transmitted message bits using
the algorithm described in Section 3.2.2. The value of A, the QIM embedding parameter
is known at the receiver. This is a reasonable assumption since it can be either pre-set or
periodically updated. We evaluate the system by measuring the impact of QIM on both the
host signal and the performance of the embedded QIM signal for different QIM methods at

different channel conditions and number of quantization levels (affects distortion).

3.5.1 Impact on the Host Signal

The distortion experienced by the host signal is a function of number of levels N used in
the QIM embedding process. We vary the number of quantization levels from 2 to 45 for
embedding random messages in TV, FM and AM host signals and measure the normalized

distortion and its impact on the performance of the legacy host signal receiver.

Normalized Distortion. Fig. 3.7 shows the percentage of distortion experienced by each
host signal as a function of number of levels for scalar DC-QIM technique. The AM signal
experiences the most distortion followed by TV and FM. This is expected since AM uses
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Figure 3.8: Spectrum of the baseband FM signal before and after QIM embedded data.

analog amplitude modulation to encode data and QIM introduces amplitude perturbations,
which distorts the information carrying amplitude of the AM signal. Similarly, TV also
uses 8 level (digital) amplitude modulation and amplitude perturbations would impact the
digital TV signal but since digital amplitude modulation is more robust compared to analog
modulation, QIM introduces less distortion in case of TV compared to AM.

The FM signal is the most robust among evaluated signals with less than 8% for four
quantization levels since amplitude perturbations introduced by QIM have minimal impact
on the frequency modulated FM signal.

Distortion in the Frequency Domain. Next, we evaluate impact of embedding data
using QIM in the frequency domain. Fig. 3.8 shows the spectrum of the baseband FM signal
before and after the QIM embedding process. The two signals are passed through pulse
shaping low pass filters to comply with spectral mask requirements. Our results show that
there is small distortion in the in-band spectral characteristics of the baseband signal which

corroborate the time domain distortion analysis. The out of band frequency components for
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Figure 3.9: Evaluation of the quality of the host signal multimedia after QIM embedding.

both before and after QIM embedded baseband FM signal are atleast 35 dB below the main

lobe thereby having minimal impact on any side channels.

Impact on Host Signal Multimedia. The next step is to translate the distortion to the
quality of the multimedia audio and video signal carried by AM, FM and TV signals. This
is the key to understanding how QIM impacts the information carried by the host signal.
We use the Perceptual Evaluation of Speech Quality (PESQ) metric to quantify the quality
of demodulated audio from AM and FM signals. The results model a mean opinion score
(MOS) that ranks the quality of speech from 1(bad) to 5(excellent). As a reference, a PESQ
> 1 is sufficient for human hearing [76]. We evaluate the PESQ as function of the SNR of
the host signal and distortion introduced by scalar DC-QIM technique. Fig. 3.9(a) shows
the audio quality of an AM signal as a function of SNR of the host signal and the number
of quantization levels. We can see that even at the lowest SNR of 6 dB, PESQ is greater
than 2.8 which is sufficient for most applications. As we increase the SNR and number of
quantization levels, the audio quality improves. The results confirm that QIM has minimal
impact on the audio quality of AM signals. We perform similar analysis for FM signal and
Fig. 3.9(b) shows the audio quality of a demodulated QIM embedded FM signal at different
host signal SNR and quantization levels. Since the FM signal is more robust to QIM, we
evaluate the scalar DC-QIM technique for 2-6 quantization levels (42%-2% distortion) in
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the FM baseband. However, due to the robustness of frequency modulation, even at the

worst-case SNR of 6 dB and 42% distortion, PESQ is close to 2, which is satisfactory.
Finally, we evaluate the video quality of the QIM embedded TV signal, using the peak

SNR (PSNR) metric which is the ratio of maximum possible power of a signal to the power

of the distorting noise [195]. The PSNR is computed as follows

(maz(s))”

PSNR = 10l0910< D

) (3.14)

where Dy is distortion defined in Eq. 3.5. For typical applications, PSNR values between
20-25 dB are acceptable for wireless systems [195].

To evaluate the PSNR of the video signal, we first extract the video by demodulating the
QIM embedded TV host signal. We use a software defined radio (USRP X300) to re-transmit
the QIM embedded TV signal at different SNR to a TV tuner card by Hauppauge to recover
the video. The TV signal was embedded with 20-36 quantization levels which translates to
0.9%—-0.3% distortion in the TV baseband signal. In Fig. 3.9(c) we plot the PSNR of the
video output of the TV tuner card as a function of SNR of the host TV signal and number
of levels. The PSNR of the recovered video was around 34 for majority of the cases expect
for the lowest SNR of 16 dB at the highest distortion. However, even the lowest values of
28 dB PSNR is acceptable for most applications. Our analysis considers TV signals above
an SNR of 16 dB, a constraint placed by the sensitivity of the TV tuner card. The TV tuner
was only able to play video from original distortion free TV signal above an SNR of 16 dB
which placed the limit on the SNR of the TV signal evaluated in this work.

To give readers an intuition about the quality metric used in the evaluation, we created
a composite video of audio and video clips for AM, FM and TV host signals for different
SNR and distortion in the host signal which can be found at the following web link:

https://youtu.be/gKn09ctIFMA.
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Figure 3.10: A comparison of performance of all three host signals.

3.5.2  Performance of the QIM Embedded Message

The next step is to evaluate the performance of the QIM embedded message signal. We
only consider scenarios where the distortion and impact on the host multimedia is within

acceptable bounds described in Section 3.5.1.

In Section 3.4 we showed that the information carrying capacity of QIM, like any com-
munication system, is directly proportional to the bandwidth of the host signal. To have a
fair comparison across different signals, we normalize the embedded message data rate to the
bandwidth of the host signal and evaluate performance for all three host signals. Specifically,
we embed at the rate of 1 bps for 10 kHz bandwidth AM signal, 20 bps for 200 kHz bandwidth
FM signal and 625 bps for 6.25 MHz bandwidth TV signal. Fig. 3.10 shows the BER of the
embedded message using 22 level scalar DC-QIM for the three host signals which translates
to 1%, 0.3% and 0.7% distortion respectively in the AM, FM and TV signals. We can see
that there is a 4 dB difference between AM and TV and a 7 dB difference between AM and
FM. This can be attributed to the fact that for the same number of levels, the AM signal

experiences 0.35% more distortion compared to TV and 0.76% more distortion compared to
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Figure 3.11: We evaluate the performance of embedding message using QIM on each of the

three host signals.

FM. Since distortion is the embedded signal, a higher distortion translates to higher signal
strength for the embedded message signal and better performance. We empirically note an
approximate 1 dB increase in performance for every 0.1% increase in distortion.

Next, we individually analyze each of the three host signals by evaluating the BER of
embedded message as a function of the SNR of the host signal and the signal strength of
the embedded message. We evaluate the AM signal for 8-16 levels at 200bps embedded
message rate for both scalar QIM and scalar DC QIM. Fig. 3.11(a) shows that the BER
decreases with decrease in number of levels which translates to an increase in distortion of
the host signal or signal strength of the embedded signal. Specifically, for every decrease in
two quantization levels, there is a 2 dB increase in the performance. Finally, the distortion
compensation technique improves the performance by about 2 dB and this is true for all host
signals and both scalar and lattice DC-QIM methods.

For the distortion tolerant FM signals we embed message at 20 kbps and use 2-6 quan-
tization levels which translates to a distortion of 42% to 4%. Fig. 3.11(b) shows the perfor-
mance of scalar and scalar DC QIM for the host FM signal. We observe a 2 dB increase in
performance for every unit decrease in number of quantization levels.

Finally, we evaluate the TV signal for both scalar and lattice DC-QIM techniques. Since
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Figure 3.12: We evaluate the achievable throughput using Scalar-DC QIM with high and

low distortion in host signals.

TV signals are susceptible to distortion, we embed messages at 250 bps and use 22-48
quantization levels which translates to a distortion of 0.7% to 0.1% in the host TV signal.
Fig. 3.11(c) plots the performance of an embedded QIM message in a host TV signal and we
can see that performance increase with decrease in number of levels or increase in distortion.

Additionally, lattice DC-QIM outperforms scalar DC-QIM by about 2 dB.

3.5.83 Achievable Throughput

We analyze achievable throughput for high and low distortion in the host signal. For low
distortion in a host signal, we consider the 10 kHz wide AM radio signal and embed messages
using scalar DC-QIM method at different data rates using 8-16 quantization levels (8%-3.5%
distortion). Fig. 3.12(a) shows the throughput as a function of SNR for different quantization
levels. We can see that QIM embedded message achieves the maximum throughput of
8 kbps for SNR of 20 dB for 8 quantization levels (8% distortion). Every decrement in
two quantization levels increases the throughput by a factor of 1.5 and every 2 dB increase

in SNR increase the throughput by an average factor of 3. We can scale these results for
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FM and TV signals by respectively multiplying the AM data rates by 20 and 625. For a
high distortion case, we consider the 200 kHz wide FM radio signal and embed messages
using scalar DC-QIM method with 2-6 quantization levels (42%-4% distortion). We plot
throughput as a function of SNR for different quantization levels in Fig. 3.12(b). We achieve
a maximum throughput of 200 kbps.

3.6 Related Work

Our work is related to recent efforts in spread spectrum watermarking of RF signals [208].
Spread spectrum is a promising technique because it is robust against interfering noise. How-
ever, it is a linear method and is susceptible to host signal interference. On the other hand,
QIM is a non-linear techniques which is aware of the host signal and therefore efficiently man-
ages host signal interference, resulting in better overall performance. Wireless QIM is also
related to inter-protocol communication techniques which enable communication between
[oT devices using different wireless standards. This is especially beneficial in the crowded
2.4GHz spectrum where devices with a software modification can using existing hardware
to communicate between different devices employing different standards. For instance, the
WiZip system uses the presence and absence of packets to encode information for transmis-
sion from a Wi-Fi device to a ZigBee device [67]. FreeBee uses variance in timing of regular
Wi-Fi beacons to transmit information to ZigBee devices [96]. B2*W? uses presence and
absence of packets to enable BLE to Wi-Fi communication while concurrently supporting

existing Wi-Fi and BLE communication [29].

All of these techniques are promising, but they are limited to low data rates, are short
range and spectrally inefficient since Wi-Fi and ZigBee use drastically different bandwidths.
Instead, the Wireless QIM technique can achieve data rates up to 8 kbps with only a 10 kHz
wide host AM signal which is 52, 470, and 5.5 order of magnitude higher when compared to
WiZig, FreeBee, and B*W? which use a significantly wider bandwidth (20 MHz) signal.
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3.7 Conclusion and Future Work

We have introduced Wireless QIM technique to embed information into existing signals and
communicate with smart devices while having negligible impact on the host signal. We
have demonstrated communication at up to of 8 kbps for low bandwidth distortion sensitive
AM signals and 200 kbps for higher bandwidth, but distortion resilient FM signals. To
the best of our knowledge, this is the first work to use QIM technique to embed messages
into wireless signals. We believe Wireless QIM presents a new and exciting opportunity
for the radio/TV /cellular providers to enable smart cities and IoT applications by reusing
their existing infrastructure and deliver additional value with connectivity at zero spectrum
overhead.

In this paper, although we have evaluated data rate and reliability of the embedded mes-
sage, we haven’t explored errors correcting codes. Development of error correcting codes for
Wireless QIM to achieve data rates closer to the theoretical capacity of the channel is an ex-
citing avenue for future research. Finally, this work was focused on downlink communication
and in the future work we will extend the Wireless QIM technique for uplink communication

as well.
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Chapter 4

GLAZE: OVERLAYING OCCUPIED SPECTRUM WITH
DOWNLINK IOT TRANSMISSIONS

4.1 Introduction

Over recent years there has been a rapid growth in the deployment of IoT devices. These
devices are used in home, cities, even large industries such as agriculture. However, deploying
current solutions for IoT systems at large scale has two key drawbacks: cost and maintenance.

Mainstream IoT solutions require the setup of additional equipment, such as a base sta-
tion to transmit data. Setting up the antenna, tower hardware, tower space and management
for the base station quickly increase the cost of the IoT deployment. Furthermore, many of
these IoT devices have high power consumption and rely on single use batteries, making it
difficult to maintain at a large scale. Imagine deploying a large network, tens of hundreds
of devices, to collect data. These devices would require routine maintenance just to replace
batteries, negatively impacting productivity and increasing overall cost.

Recent breakthroughs in ambient backscatter technology make improvements in reducing
the cost and power consumption of IoT systems by enabling both peer-to-peer and uplink
communication for IoT devices by utilizing existing wireless signals. For example, devices
can communicate peer-to-peer by backscattering TV broadcast signals or Wi-Fi signals can
be modulated by a Wi-Fi tag to send uplink data to a base station [110] [93]. Other examples
such as FM backscatter, demonstrate that devices can communicate by backscattering FM
broadcast signals as well [203]. These techniques have been used to develop devices that
can even operate at ultra low power, allowing them to be completely battery-free [160] [131].
While these ambient backscatter solutions are very promising they still lack reliable downlink

communication to enable a fully end-to-end IoT system.
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A more promising solution that has been

proposed for Wi-Fi backscatter, is using the

presence and absence of Wi-Fi packets to convey downlink data [93]. However, this solution

is constrained to Wi-Fi systems and requires modifications to the Wi-Fi access point.

In this work we bridge the gap by introducing a new system called Glaze, a general
paradigm for downlink communication that can be applied to any preexisting wireless signal
to enable downlink transmissions to IoT endpoint devices. Since TV transmissions already
exist, they could carry downlink data for IoT endpoint devices. Similarly, FM transmissions,
Wi-Fi or Bluetooth signals could carry this information as well. If this data can be decoded at
low-power at the endpoint device, it can be used to enable an end-to-end ambient backscatter
communication system. However, there are three main challenges in directly reusing existing
wireless signals and infrastructure. First, requiring backscatter devices to have TV, FM,
Wi-Fi or other receivers would be very power consuming and expensive. Second, it is non-
trivial to modify the hardware, firmware, or encoding pipeline of existing transmitters to
overlay additional IoT data. Lastly, we must not degrade the performance of the existing

communication channels. We solve these challenges as follows.

To transmit additional data using existing wireless signals, for example Wi-Fi, without
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requiring a Wi-Fi receiver at the backscatter device to decode the signal, we overlay a low
rate data transmission on top of the existing wireless signal. The IoT backscatter device then
needs only a very simple low-power radio to decode the low rate Glaze downlink message.

To avoid making changes in the transmitting radio hardware or firmware, we propose
connecting a Glaze module to the antenna port of wireless radios to overlay data on top
of the RF signal. For instance, a Glaze module can be connected to the antenna port of a
Wi-Fi access point to encode downlink data transmissions for ambient backscatter devices,
while Wi-Fi packets are still being transmitted and received by legacy receivers, as shown in
Figure 4.1.

Lastly, to minimize interference towards existing communication channels our data em-
bedding technique stems from the domain of digital watermarking and information hiding.
There have been several proposed techniques to hide messages in media such as images or au-
dio, with minimal distortion impact. One example is additive spread spectrum modulation,
where many small increases and decreases in pixel brightness are introduced in an image to
embed additional data while being imperceptible to the human eye [180]. We extend some of
these concepts to wireless communication to send additional data while introducing minimal
interference. We propose an encoding scheme that introduces small amounts of attenuation
to the existing wireless signals to overlay additional data. The key insight to this approach
is that most wireless receivers are built to tolerate a small amount of noise in the wireless
signal, allowing us to convey additional data to the IoT endpoint devices.

In the remainder of this paper we will explain how downlink communication can be
enabled for ambient backscatter systems by leveraging existing wireless signals and infras-

tructure. Specifically, we go over the following key contributions,

o We present Glaze, a data overlay system for preexisting wireless signals that enables
downlink communication for ambient backscatter systems. Glaze uses a data encoding
scheme that can be applied to most wireless signals to convey additional data to IoT

endpoint devices, without disrupting existing communication links. The Glaze mod-
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ule can be added to an existing wireless transmitter without modifying hardware or
firmware components.

o We show that Glaze can be applied to packetized data networks, such as Wi-Fi. Such
networks do not continuously transmit data and the module would need to predict the
Wi-Fi downlink activity to successfully embed data.

o We design and implement hardware prototypes for the Glaze module and receiver. The
Glaze module and receiver operate at low-power and are compatible with existing
backscatter uplink solutions. Specifically, we show that downlink communication can
be achieved at rates up to 10 kbps and distances of up to 3.5 meters for Wi-Fi signals.
Moreover, we demonstrate that with FM and TV broadcast signals the Glaze system
can achieve rates of up to 10 kbps at distances of 9 meters when the transmit power is

set to 20dBm.
4.2 Challenges

Ambient backscatter communication is a promising approach to enable communication for
[oT systems because it is a low-cost and low-power solution, however current implemen-
tations are still limited to uplink or peer-to-peer communication. While most [oT data is
uplink, for instance sensor data sent to the edge or base station, all control and signaling
data is downlink. This includes information such as the reporting rate (e.g. how frequently
the sensor should send data), updates (e.g. a latest version of the firmware), acknowledge-
ments, diagnostic data, among others. In order to enable an end-to-end IoT system using
ambient backscatter communication techniques there must be a downlink channel as well.
For example, ambient backscatter leverages existing infrastructure to send data from tag
to tag. However, sending any downlink data still requires dedicated infrastructure. With
these limitations, IoT endpoint devices are unable to take full advantage of the cost benefits
offered by backscatter techniques since they would still need an expensive IoT radio receiver
for downlink communication.

Glaze solves this problem by removing the need for dedicated infrastructure or high power
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receive radios and instead, overlays downlink [oT transmissions on existing RF signals that
can be received by backscatter devices. Furthermore, because of its modular design Glaze
can be used with any wireless transmitter without requiring modifications to the hardware
or firmware. To bring Glaze to fruition there are several challenges that need to be addressed

and can be broken down into two categories: broadcast and data networks.

4.2.1 Broadcast Networks

Broadcast networks account for signals such as digital TV or FM and AM radio, that stream
data continuously. Applying the Glaze system to such signals is challenging for two reasons.
First, it is inevitable with any data overlay technique that the embedded message will cause
distortion towards the wireless signal. While small amounts of distortion are acceptable,
we do not want to exceed a threshold that will cause channel degradation. The Glaze
system must adapt to these constraints depending on the wireless signal and optimize the
performance of the embedded message. In particular, for broadcast signals, the modulation
scheme used by the broadcast transmitter plays a key role in defining the data overlay
technique parameters.

The modulation scheme of the wireless signal used to encode its own data will also
determine how resilient the signal will be to distortion caused by the data overlay technique.
We mentioned previously that the Glaze system introduces small amounts of attenuation to
embed data on top of the wireless signals. This can be viewed as introducing small shifts
in amplitude, which means a signal that uses frequency modulation will be more resilient in
comparison to a signal that uses amplitude modulation. A specific example would be that
a digital TV broadcast signal would be more susceptible because it uses 8-VSB (a form of
amplitude modulation) in comparison to analog FM broadcast signals, which would be much
more robust.

Lastly, since the major appeal of ambient backscatter communication techniques is the
capability of being a low-cost and low-power solution for IoT systems, the Glaze system must

also maintain these characteristics. In particular, the Glaze receiver needs to operate at very
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low-power and be compatible with existing ambient backscatter uplink solutions. To enable
this, we must design hardware that can decode the additional embedded data without the
need for power consuming component such as ADCs or RF oscillators. Moreover, we need
a low complexity data overlay scheme that is also resilient to channel noise in order for the

Glaze receiver to decode the transmitted data without expensive computation.

4.2.2  Data Networks

Integrating the Glaze system with data networks is even more challenging. Data networks
account for wireless signals such as Wi-Fi or BLE, which instead of continuously transmitting,
send data intermittently. Take Wi-Fi as an example, which uses packetized protocols to
transmit data to clients. In order to reliably overlay data on top of Wi-Fi or other signals
using packetized protocols, the Glaze system must be aware of incoming packet transmissions
and the duration of the packets. These two insights will determine when the Glaze module
should begin to overlay data and if an entire Glaze packet can be overlaid during the duration
of the packet transmission. Specifically, if the packet transmissions are very short, then the
Glaze system might need to overlay data across several packets. Thus, not only do we need
to know the aforementioned parameters, we also need an adaptive data overlay scheme to

accommodate the varying signal characteristics.

Another challenge with applying Glaze to data networks is that the distance between the
wireless transmitter and receiver plays a role in how much distortion can be introduced to a
wireless signal. In the case of Wi-Fi, clients can be very close or much further away from the
Wi-Fi access point (AP). A client that is further away from the AP cannot tolerate as much
distortion introduced to the signal in comparison to a client that is closer in proximity. Thus,
the Glaze system must be aware of an APs associated clients along with their proximity to

adapt the data overlay technique and in turn avoid channel degradation.
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Figure 4.2: Glaze Module Design. The Glaze module connects to the antenna port of

wireless transmitters to overlay additional data.

4.3 Glaze System Overview

Glaze is a novel communication system that enables a new channel of communication for
ambient backscatter devices by overlaying data on existing wireless signals. By utilizing
existing infrastructure and spectrum, we envision Glaze to be used as a low-power and low-
cost modular solution for downlink backscatter communication. As shown in Figure 4.1,
Glaze has two key components: a Glaze module and receiver. The module is connected
to the antenna port of a wireless transmitter, which can be anything from a Wi-Fi AP
to FM or TV broadcast tower. It overlays data on top of wireless signals and outputs a
composite signal to be transmitted and received by legacy receivers and Glaze receivers. In
the remainder of this section, we describe the components of the Glaze module and receiver

necessary for the system to be compatible with both broadcast and data networks.



69

4.3.1 Glaze Module

The Glaze module overlays data by introducing small amounts of attenuation to the wireless
signals. For example, it can modify a Wi-Fi transmission by changing the signal in a way
that Wi-Fi receiver’s performance is not affected, yet the signal carries additional data for
ambient backscatter devices.

Achieving the above is non-trivial. One approach to add additional data to an existing
signal is to modify the firmware of existing radios. For instance, a Wi-Fi transmitter could
be modified to carry additional information in the guard bands or pilot tones. Although
this can be implemented on software defined radio platforms, implementing such techniques
on commercial off-the-shelf Wi-Fi radios would require hardware changes. Furthermore,
modifying guard bands and pilot tones might affect the reception of existing signals. Instead,
we use a different approach in Glaze, which does not require hardware or firmware changes to
the radio platforms. Our system operates as a module that is added to the antenna ports of
existing transmitters. It does not need to decode the original signal, yet it is able to overlay
data to enable downlink transmissions for IoT endpoint devices. This is accomplished by

using the following components in the Glaze module:

e Signal Detector: The Glaze module should only overlay data when there is a signal
being sent by the wireless transmitter. A FM transmitter always transmits a signal,
while a Wi-Fi transmitter might only transmit a packet when it has something to
send. Instead of trying to decode the transmissions, the Signal Detector monitors for
incoming signal transmissions and activates the rest of the Glaze module pipeline.

e Parameter Optimizer: Before overlaying the data, the Glaze system must define
the data encoding parameters to avoid degrading the original wireless signal. The
Parameter Optimizer takes into account the modulation scheme, channel power and
bandwidth of the wireless signal. Moreover, it considers the distance between the
wireless transmitter and its associated clients for data network scenarios. All of these

inputs are used to optimize the data embedding parameters. For instance, how much
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attenuation can be introduced to the wireless signal or the rate of embedding.

e Traffic Predictor: Since some wireless transmitters, for instance Wi-Fi APs, use
packetized protocols, the Glaze module must be aware of the start of a packet trans-
mission and its duration. The Signal Detector can detect the packet transmissions,
however having some knowledge of packet duration is needed because the Glazed data
might not always fit in a single transmission. For example, if a low bit rate is being
used to overlay the additional data it would need to be embedded across several Wi-Fi
packets. The Traffic Predictor is used to estimate the likelihood of signal transmissions
for a select unit of time. In turn, the Glaze module can make intelligent decisions
when overlaying data, such as optimizing data rate and choosing the ideal time to
begin embedding.

e Glaze Embedder: Finally, the data is overlaid by the Glaze Embedder. It overlays
the Glaze data on the RF signal based on the parameters determined by the Parameter
Optimizer. At a high level, the Glaze Embedder introduces small perturbations to the
RF signal in the form of attenuation, but in a way that does not degrade the reception
of the preexisting wireless signal. All the while, being able to be received by the IoT

endpoint devices.

4.3.2  Glaze Receiver

The Glaze receiver needs to be very low-power and yet should be able to receive and de-
code the Glaze signal transmissions. Typically in wireless systems, data is encoded in the
frequency domain and in turn, receivers require power hungry components to perform high
complexity tasks needed to decode. One approach to avoid power consuming components
would be to overlay data on the baseband of the wireless signal in the time domain. This
would enable the Glaze receiver to decode without needing power consuming hardware com-
ponents to perform tasks such as Fast Fourier Transforms. However, this would instead
increase complexity at the Glaze module. That is, the module would need to downconvert

the wireless signal to the baseband frequency, overlay the Glaze data, then upconvert back
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to the RF frequency. While this approach is possible, it would not be a very practical im-
plementation. Instead, overlaying data directly on the RF signal avoids these changes to the

Glaze module and enables the Glaze receiver to have a low-power design.

4.4 Glaze Physical Layer

To realize the Glaze system described in the previous section, we need to implement the
network physical layer. This includes two key components. First, defining an encoding and
decoding algorithm used to overlay data on the existing wireless signals. Second, defining a

scheme to detect Glaze packets, perform synchronization, and decode data at the receiver.

4.4.1  Modulation and Bit Encoding

We define Glazing, a data embedding technique for RF signals. It introduces small amounts
of attenuation to RF signals to encode additional data. The technique is built upon the key
intuition that most receivers are designed to withstand some amount of noise in the signal.
As long as we can convey data in the noise we can send downlink transmissions to ambient
backscatter devices, and as long as we add very little noise to the RF signal we can reduce
the impact on receiver performance. To understand the Glazing technique, we first start by

defining the data embedding function,

L_ ifm=0
X(s) =s*ay,, where, =1}V 101 (4.1)
1, ifm =1

where s is the RF host signal (eg. Wi-Fi, TV, or FM) and A is the amount of change
introduced to the signal in the form of attenuation to overlay a data message, m. Specifically,
if we want to overlay a 0-bit then A will equal the maximum amount of attenuation allowed
for any particular host signal. Moreover, if we want to overlay a 1-bit then no change will
be made and A=0. The maximum amount of attenuation allowed for data embedding can
be determined by taking into account the minimum signal strength seen at an associated

client device, P. and the typical client receiver sensitivity, Pmn, for any particular wireless
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signal and protocol. Thus, A = P, — Pj,,i:. Furthermore, to improve the robustness of the
overlaid data we implement a Manchester encoding scheme where a 0-bit is represented as
a zero to one transition and vice versa for a 1-bit. Lastly, to decode the overlaid data the
Glaze receiver compares the received signal with and average of itself to distinguish between

two data levels.
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Figure 4.3: Glazing technique. An example of the Glazing technique applied to Wi-Fi

packet transmissions at the Glaze module and decoding at the Glaze receiver.

An example of the above data overlay mechanism is shown in Figure 4.3, where the
encoding and decoding scheme are applied to Wi-Fi packet transmissions. First, Figure 4.3(a)
shows Wi-Fi packet transmissions over 20ms and Figure 4.3(b) shows those same Wi-Fi

packets after applying the Glaze embedding technique with A=4dB attenuation. The Wi-
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Figure 4.4: Packet Structure for Glaze Embedding. The Glaze system uses a short

and long training field, followed by data, to overlay packets on top of existing signals.

Fi signal is then transmitted and received at the Glaze receiver. Figure 4.3(c) shows the
received signal after passing through an envelope detector. The Glaze receiver decodes the

the overlaid data and outputs the estimated message shown in Figure 4.3(d).

4.4.2  Packet Detection and Synchronization

To be able to decode a Glaze packet transmission the receiver must perform a series of tasks
to identify an incoming packet, which includes synchronization and extracting important
parameters needed for decoding. The Glaze system uses the packet structure shown in
Figure 4.4 to perform packet detection and synchronization. There are three main fields:
short training field (STF), long training field (LTF), and data. The short training field
includes a 7-bit wake-up signal that is a bit sequence of redundant 1s and 0s used to trigger
the Glaze receiver to wake-up from sleep mode. The last two bits of the STF carry the bit
rate used to encode data, which has four possible values. For instance, in a Wi-Fi scenario the
bit rate can be 3bps, 200bps, 5kbps, and 10kbps corresponding to the binary representation
00, 01, 10, and 11. The second field is the LTF, which is a 13-bit Barker code preamble. The
preamble is used for synchronization and enables the Glaze receiver to identify the start of
the data in the received packet and begin decoding. Finally, the last field is data and can
carry up to 25 bits. To enable coexistence of multiple receivers associated with one Glaze
module, a device ID field can be added to the packet structure as well. In other words, each

device will have a unique ID, which would be included as a header in the packet.
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4.5 Glaze System Design

In Section 4.3 and 4.4 we described the Glaze system and the components necessary to
overlay data on existing wireless signals. Moreover, we detailed challenges with ensuring
there is minimal distortion impact on the wireless signals all the while being able to decode
the overlaid data at the IoT endpoint devices. In the following subsections we go over the

design of the Glaze module and receiver needed to realize the Glaze system.

4.5.1 Glaze Module Design

The Glaze module consists of several components all needed to enable overlaying data with
minimal distortion towards the wireless signal. First, the module must be able to detect a
signal transmission to know when to start overlaying data. Second, it needs to optimize the
data overlay parameters to ensure that the Glaze data does not interfere with the existing
communication channel. Lastly, the module needs to adapt the Glazing technique when
overlaying data on wireless signals that use packetized protocols (eg. Wi-Fi). We address

each requirement as follows.

e Signal Detector: The Signal detector is used to to detect incoming signal transmis-
sions and trigger the remainder of the Glaze module pipeline. This can be achieved
by using a simple energy detector. The energy detector is always measuring the signal
strength of the wireless signal and when the signal strength exceeds a predetermined
power threshold the rest of the Glaze module pipeline is enabled. The Signal Detector
can be implemented by using an off-the-shelf energy detector.

e Parameter Optimizer: The solution to achieve parameter optimization is twofold.
Input parameters such as modulation scheme, channel power, and bandwidth can be
programmed in software for the Glaze module. However, we also need to know the
distance between the wireless transmitter and associated clients to determine the max-
imum amount of distortion that can be introduced without disrupting any communi-

cation link. We address this by using the energy detector to sense both incoming and
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outgoing packet transmissions. The Glaze module uses the output of the energy de-
tector to measure the signal power of incoming packets. Each time the module senses
a received packet, it immediately begins to sense for an outgoing packet transmission
as well. The key intuition with this approach is that every time a Wi-Fi access point
receives a packet from an associated client it will always send an acknowledgement
within a fixed time frame. We use this Wi-Fi characteristic to determine if the client
is associated with the AP. If so, the signal strength of the received packets are used to

determine how much distortion can be introduced when overlaying data.
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ing transmitted or not.

Figure 4.5: Wi-Fi Traffic Occupancy Model. A two state Markov model shown on
the left is used to predict short-term Wi-Fi traffic occupancy. On the left, an example is

illustrated of how Wi-Fi occupancy prediction is implemented.

e Traffic Predictor: As mentioned above the energy detector is used to sense incoming
and outgoing signal transmissions. The detection of an outgoing signal transmission
is also used to trigger the rest of the Glaze module pipeline when using the Glaze
system in data network scenarios. However, challenges with data networks (eg. Wi-Fi)
still persist. That is, since Wi-Fi packets are transmitted in bursts, the Glaze module

needs to have an idea of when to begin overlaying data and determine the optimal data
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embedding rate for any given unit of time. A simple approach would be to embed each
bit using a very low data rate (few bps), spanning many Wi-Fi packets, to ensure that
there is always enough energy per bit to be decoded at the Glaze receiver. However,
this approach would greatly limit the performance of Glaze. If there is a way to know
the total Wi-Fi downlink traffic occupancy in a short time frame, then we can optimize
the data embedding rate to improve throughput and choose the optimal time to begin
overlaying data.

A useful characteristic of Wi-Fi traffic that can help address this challenge is that it
is very persistent. That is, typically if Wi-Fi traffic occupancy is high, then it is likely
to stay high for a very long time. Similarly, if it is low then it is likely to stay low.
This has been modeled in several studies by using the Hurst exponent [16, 37]. At
a high level the Hurst exponent is a calculated value used to measure the long-term
memory of a time series. The exponent can be used to classify the predictability of a
time series. Specifically for Wi-Fi time series data, studies have show that the Hurst
exponent ranges from 0.75 to 0.90 and data is considered persistent if it has a Hurst
exponent greater than 0.5 [115]. The key takeaway from the mentioned results is that
in most cases Wi-Fi traffic has a high Hurst exponent and in turn we should expect
very persistent traffic flow. We leverage this trait and develop a promising approach
to estimate short-term downlink Wi-Fi traffic occupancy by using a two state Markov
model. In fact, using Markov models to forecast time series data has shown to be a
promising approach in the wireless networking domain. For instance, improving the
estimation of expected transmission count (ETC) in wireless links or a slight variation
by using Interrupted Poisson Processes to model Wi-Fi traffic [15] [97].

Figure 4.5 shows the model where the two states represent a Wi-Fi AP transmitting
packets (ON) or not transmitting (OFF). Using this method we can predict the likeli-
hood of having a very long OFF period and also the average downlink Wi-Fi traffic per
unit of time. With this knowledge, the data embedding rate can be optimized when

using the Glazing technique. For example, when the downlink Wi-Fi traffic occupancy
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is predicted to be very high we can use a higher bit rate when overlaying data. On the
other hand, if the Wi-Fi traffic is expected to be low we wait to overlay data. If the
low Wi-Fi traffic occupancy persists for a predetermined time frame (eg. 100ms) then
we switch to low bit rate to overlay the next Glaze packet.

To implement the Traffic Predictor, the energy detector is used to determine the total
ON and OFF time of the Wi-Fi AP for a select unit of time. The data is then used
to generate a transition matrix that gives the probability of staying in each state or

transitioning,

l-a « a=Pony — P
T = where, on ore (4.2)

g 1-p B = Porr — Pon

where « is the probability of transitioning from ON to OFF and ( is the probability
of transitioning from OFF to ON. With this, the probability of staying in each state
is represented by 1 - o or 1 - 5. We use the transition matrix, 7, to estimate the total
amount of Wi-Fi packet transmissions in the next unit of time. To perform the data
processing and occupancy prediction a low-power microcontroller (MCU) can be used.
Figure 4.5(b) shows an example of this process. The time unit 7 is used to generate
the transition matrix. The MCU keeps track of total ON and OFF times during the
select time unit by using a power threshold. If the power of the incoming signal exceeds
the threshold, this is considered ON, otherwise it is treated as OFF. After monitoring
the incoming signal transmissions, the transition matrix, 7', is generated and used to
predict the Wi-Fi downlink traffic activity of the next time unit, ¢ + 1.

Using the Traffic Predictor, the Glaze module can make intelligent decisions for the
data embedding scheme. However, there still may be scenarios where the predicted
Wi-Fi traffic occupancy is greater than what is actually seen during the time of data
embedding. In these cases, the Glaze receiver might not be able to decode the packet
and would result in increased error rates. To supplement the Wi-Fi traffic occupancy

model, we also use the energy detector monitor the total amount of energy per unit of
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Figure 4.6: Glaze Module Pipeline. The Glaze module pipeline goes through a process

of performing occupancy prediction and parameter optimization before beginning to embed

data.

time during the data overlay process. If it senses that the total occupancy per time
unit is less than what was predicted the Glaze module will re-transmit the packet and
update the data embedding rate.

Glaze Embedder: The Glaze Embedder is the last component in the Glaze module
pipeline, which is used to perform the Glazing technique. The design consists of a
microcontroller and digital attenuator. The microcontroller controls the digital atten-
uator by defining how much attenuation to apply to the wireless signal as well as the
data rate. The output of the Parameter Optimizer and Traffic Prediction blocks define
how much attenuation is acceptable for the wireless signal at hand and also what data

embedding rate should be used for the packet that is to be overlaid.

Figure 4.2 shows the Glaze module implementation. The energy detector is connected to

monitor outgoing and incoming signal transmissions. The output of the energy detector goes

to the MCU. The MCU uses the power measurements from the energy detector to perform

parameter optimization, packet prediction, and adaptive rate embedding. Moreover, the

MCU makes decisions using a look up table to pick the best data rate and the attenuation

amount that can be used given the input parameters. The look-up table is generated by

having prior evaluation of the impact of Glaze embedding for different signal characteristics.

In Section 4.7 we demonstrate this by evaluating the impact of the Glaze system on Wi-Fi,
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Figure 4.7: Glaze Receiver Design. A high level circuit diagram of the Glaze receiver.

TV, FM signals. Lastly, the digital attenuator takes input from the MCU and performs the
data embedding. Depending on the wireless signal that the Glaze module will be overlaying
data on, certain components of the Glaze module would be disabled. For example, the
signal detector, adaptive rate embedding, and occupancy prediction are only necessary for
intermittent signals. Figure 4.6 illustrates the the process that each component of the Glaze

module performs.

4.5.2  Glaze Receiver Design

Next we describe how the Glaze receiver achieves a low-power design and decodes the Glazed
data. Figure 4.7 shows the design of the Glaze receiver, which has four stages: 1) impedance
matching 2) envelope detection 3) threshold compute and comparator 4) microprocessing

unit.

e Impedance Matching: An impedance matching circuit is passive and consists of
inductors and capacitors used to tune the receiver to a specific radio frequency. For
each wireless system that Glaze is integrated with, the Glaze receiver must be tuned
to the appropriate frequency to have optimal performance. For instance, if we are
overlaying data on TV broadcast signals then the Glaze receiver should be tuned to
one of the channels in the UHF or VHF bands. Similarly, for Wi-Fi or FM the matching

network of the receiver would need to be modified.
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e Envelope Detector: The task of the envelope detector circuit is to remove the high
frequency carrier from the received signal (eg. 2.4GHz for Wi-Fi). It is completely
passive by using only diodes and capacitors, in turn allowing it to operate at very
low-power. We choose specific values for each one of the circuit components to remove
the carrier frequency and only the amplitude of the signal remains.

e Threshold Compute and Comparator: In principle, an ADC can sample the
output of the envelope detector and distinguish between two signal levels. However, to
enable a low-power receiver, we should not use the ADC to decode data. Instead, we
design a RC circuit to compute a dynamic threshold based on the input signal. Then a
comparator compares this threshold with the input signal and outputs the embedded
data. The RC circuit is equivalent to a single-bit ADC that has a dynamic threshold
based on the input signal.

e Microprocessing Unit: Similar to the Glaze module, the Glaze receiver also uses a
microcontroller (MCU). In this case, the MCU performs only one task. It takes the
output of the comparator and decodes the received data. Then based on the data tasks
can be performed. This can be anything from provisioning the IoT endpoint device or

triggering a sensor to collect data.

4.6 Implementation

In order to perform an evaluation of the Glaze system we implement prototypes of the Glaze
module and receiver described in Section 4.5. The Glaze module is implemented using off-
the-shelf components as shown in Figure 4.8(a). Specifically, an LTC5505 Analog Devices
energy detector, MSP432 microcontroller (MCU), and an HMC1119 Analog Devices digital
attenuator. The energy detector is used to enable the Signal Detector and Traffic Predictor.
The microcontroller enables the Parameter Optimizer and coupled with the digital attenuator
to enable the Glaze Embedder.

A 4-layer printed circuit board (PCB) was developed to prototype the Glaze receiver



81

Microcontrollel
i

Coupler

s s

ol T
(a) Glaze Transmitter Prototype. (b) Glaze Receiver Prototype. The
Off-the-shelf components used to im- Glaze receiver printed circuit board.

plement the Glaze module.

Figure 4.8: Prototype Implementations. The Glaze module and receiver prototype hard-

ware.

design using off-the-shelf components. The receiver is implemented using a MSP430F5310
microcontroller and NCS2200 TI comparator. The prototype receiver board is shown in Fig-
ure 4.8(b). To receive data, the MCU needs to sample the output of the comparator, perform
cross-correlation to find the preamble, and finally, decode the Manchester encoded data. The
maximum achievable throughput with this receiver is limited to 10kbps, a constraint set by
the MCU and its power consumption. That is, the MCU needs to sample the output of the
comparator, performs an if-else statement and saves the results in the memory. This pro-
cess can be done for data rates less than 10kbps . However, running the MCU with higher
frequency crystals would increase this limit but also the power consumption. By increasing
the frequency, the MCU would be able to sample the output of the comparator and save the
results in the memory faster and as result the data rate could be higher. The Glaze receiver

prototype uses an 8MHz crystal and this limits the data rate to 10kbps.

Fundamentally, there is a trade-off between power consumption and performance. For the
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Glaze receiver to operate at low-power, we use less power consuming components such as the
completely passive envelope detector and comparator to decode data. However, these design
choices also limit the sensitivity of the Glaze receiver to -25dBm. To improve sensitivity,
other design approaches can be taken. For instance, we can add a Low Noise Amplifier
(LNA) to the Glaze receiver to amplify the input signal. Another approach to improve
the sensitivity is by using the ADC of the MCU rather than the comparator and threshold
compute components. Since the ADC has better sensitivity or in other words it is able to
detect signals with lower signal strength, we would be able to achieve a higher communication
range at the receiver. While these approaches improve sensitivity they also increase the power
consumption of devices and would not be practical for low-power or battery-free systems.
With the current topology of the Glaze receiver, we achieve very low-power consumption.
The Glaze receiver consumes only 504W in listening mode and 800uW when decoding data
at bkbps. This amount of power consumption allows us to have a battery-free design that

can harvests the required energy from ambient light or ambient RF signals.

4.7 Results

In this section, we focus on evaluating the Glaze system for three different RF signals: Wi-Fi,
TV, and FM. Specifically, we first evaluate the impact that the Glaze system has towards

each wireless signal, followed by the performance of the Glaze system itself.

4.7.1 Impact towards the Wireless Signals

We are interested in the impact that the Glaze system has on the original wireless signals to
determine the upper bound for introduced distortion and to ensure that we do not degrade
any communication links when overlaying Glaze packets. Distortion impact towards Wi-
Fi packet transmissions is evaluated by measuring packet error rate for different amounts of
attenuation used for Glaze embedding. Moreover, the impact towards FM signals is gathered
by measuring the quality of audio. Similarly, for the TV signals the distortion impact is

measured by evaluating video quality. For each evaluation we setup bench-top experiments,
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where a software defined radio (SDR) is configured as the wireless transmitter, the Glaze
module is connected to the antenna port of the SDR to overlay data, and off-the-shelf legacy
receivers are used to receive the transmitted signals. The distortion impact for each RF signal
was evaluated for A = 4, 6, and 8dB attenuation used to embed data. Lastly, the insights
gathered from this evaluation are used to formulate the look-up table stored at the Glaze
module. The Glaze module uses the look-up table to tell the Glaze embedder how much
attenuation can be used to embedded date and a what rate. For instance, the maximum
amount of attenuation that can be used per signal type. Moreover, for data networks such

as Wi-Fi, how much attenuation can be used depending on the RSSI of associated clients.

Wi-Fi Packet Transmissions

To evaluate distortion impact for Wi-Fi signals we overlay Glaze data on top of Wi-Fi packet
transmissions and analyze the PER as a function of RSSI. A USRP X300 is configured as
a Wi-Fi AP to send 802.11g Wi-Fi packets with a data rate of 9Mbps and packet length of
346 bytes. We transmit 200 consecutive packets with an interarrival time of 25us. A Dell
laptop PC is used as a Wi-Fi receiver to receive the Wi-Fi transmissions. Finally, the total
packets received are used to determine the PER. Figure 4.9(a) shows a plot of PER versus
RSSI ranging from -20 to -90dBm with different amounts of attenuation applied. For a fair

comparison, we also plot the baseline of the PER for our experimental setup.

Intuitively, we expect that as the RSSI decreases the PER will increase and as more
attenuation is introduced to overlay data, we expect the PER to increase further. This trend
is evident when the attenuation is A=6 dB or greater, however, the distortion impact is still
minimal. For instance, when A is greater than 4 dB the average deviation from the baseline
is approximately 8%. The key takeaway from this experiment is that when the Glaze module
uses A < 8dB the system does not need to be concerned about degrading the Wi-Fi packet
transmissions, even at low RSSI. However, if a larger A is to be used, the RSSI of associated

clients must be taken into account.
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Figure 4.9: Distortion impact of Glaze on wireless signals. The distortion impact on
Wi-Fi, FM, and TV signals was evaluated for different amounts attenuation used for Glaze

embedding.

Analog FM Broadcast Signals

The distortion impact towards FM broadcast signals is evaluated by using the Perceptual
Evaluation of Speech Quality (PESQ) metric to measure the quality of audio after data
embedding. The PESQ metric models a mean opinion score (MOS) that ranks the quality of
speech from 1 being very bad to 5 being excellent. As a reference, a PESQ score greater than
1 is considered sufficient for human hearing [77]. A real FM broadcast signal was recorded

using a USRP at 91.7MHz for 15 seconds. The signal recording was retransmitted using



85

the USRP, with the Glaze module connected to the antenna port to embedded data. The
signal is received by a FM radio and the audio was recorded to then calculate PESQ as a
function of RSSI. Figure 4.9(b) shows the results for PESQ versus RSSI ranging from -25
to -75dBm. The PESQ results show that FM broadcast signals are resilient towards Glaze
embedding for attenuation ranging from A=4-8dB, even at very low RSSI. Furthermore, the
PESQ maintains a value greater than one up until -80dBm, even using very high amounts

of attenuation.

Digital TV Broadcast Signals

We evaluate the impact Glaze has on digital TV signals by measuring the quality of audio
using the Peak Signal-to-Noise (PSNR) ratio. PSNR is the ratio of the maximum power of a
signal to the power of the distorting noise [195]. Typically in wireless systems a PSNR ranging
from 20-25dB is considered sufficient for image quality [195]. Similarly to FM, a real TV
signal was recorded at 539MHz for 10 seconds. The signal recording was re-transmitted using
a USRP with the Glaze module connected to the antenna port to embedded data. The signal
was received using an off-the-shelf TV tuner. We recorded 10 second videos for different Glaze
embedding scenarios as function of RSSI. Figure 4.9(c) shows the measured PSNR versus
RSSI for a TV broadcast signal. We see the impact that the Glaze embedding has on the
video the TV signal was carrying almost immediately. At an RSSI of approximately -45dBm
the PSNR begins to deviate from the baseline results. However, when applying attenuation
ranging from A=4-8 dB the PSNR maintains a value greater than or equal to 20 dB, even
at very low RSSI.

Impact in the Frequency Domain

Evaluating the impact that the Glaze system has on an RF signal in the frequency domain
in necessary to ensure spectral mask requirements are maintained. Figure 4.9(d) shows an
FM signal before and after overlaying data using 4dB attenuation. We can see that the the
FM signal with overlaid data is attenuated uniformly across the entire 200kHz bandwidth.
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Figure 4.10: Markov Model Evaluation. The accuracy of the two state Markov model to
predicted Wi-Fi traffic occupancy.

This resulted is expected because the digital attenuator at the Glaze module is designed to
apply attenuation across the entire channel bandwidth. Moreover, a minimum of 25dB is

maintain between the main and side lobes of the signal.

4.7.2  Glaze System Performance

To evaluate the performance of the Glaze system, we first look at how well the Glaze module
can optimize the Glazing technique for Wi-Fi signals. We discussed in previous sections that
the module can adapt the bit rate for data embedding and optimize parameters to achieve
the best performance. To gather the feasibility of this implementation, we first evaluate the
performance of the two state Markov model to predict Wi-Fi traffic occupancy and discuss
how the Glaze module can use these inputs, among others, to optimize performance. Lastly,
we evaluate the performance of the Glaze receiver. In particular, we are interested in the bit
error rate at varying distances from the Glaze module. Moreover, we evaluate the bit error
rate for the overlaid Glaze data when using different amounts of attenuation to overlay data.

In the following sections, we detail the results of each evaluation.



87

Modeling Wi-Fi Traffic Occupancy

A two state Markov model is used to predict the total Wi-Fi traffic occupancy per unit
of time, as described in Section 4.5.1. These insights can help the Glaze module determine
the best bit rate per packet and in turn enable adaptive rate embedding. To evaluate the
accuracy of the model, we collect Wi-Fi traffic data in a home setting where there is a single
Wi-Fi AP using 802.11b/g/n protocols and four active clients. The clients are all performing
different tasks ranging from simple web browsing to video or music streaming. We use the
Wi-Fi traffic data to generate transition matrices and make predictions for expected Wi-Fi
traffic occupancy in the next time frame. For example, the first 5ms seconds of Wi-Fi traffic
data is used to generate a transition matrix, and this set of probabilities are used to predict
the total Wi-Fi traffic occupancy in the next 5ms and so on. To evaluate the model we run
7500 trials and compare the predicted occupancy to actual occupancy in the Wi-Fi traffic

data set collected and calculate the accuracy percentage.

Figure 4.10(a) shows the accuracy of the model when predicting occupancy for units of
time ranging from 0.5-10ms. Furthermore, Figure 4.10(b) shows an example of the actual
occupancy and predicted occupancy for a 10 ms unit of time and for 200 trials. The accuracy
of the model ranges from 80-85%), where predicting occupancy for very short units of time, for
instance 0.5ms, is not as accurate in comparison to longer units of time, 5-10ms. Intuitively,
it makes sense that units of time that are 0.5ms or less have lower accuracy. The reasoning is
that typically the duration for Wi-Fi packet transmissions are very short. For instance, high
throughput protocols (eg. 802.11g/n/ac) have packet durations that are in the us range. In
this case, if we continue to decrease the time unit used for the occupancy model then the
accuracy would eventually be equivalent to a coin toss. In other words, decrease towards

50%.

These results show that using the two state Markov model to predict short-term Wi-Fi
traffic occupancy can help the Glaze transmitter choose the optimal parameters to begin

embedding and also the best data rate to use for any given unit of time. Figure 4.11(a)
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Figure 4.11: Achievable throughput for data overlay on Wi-Fi transmissions. The
achievable throughput for Glaze embedding for Wi-Fi scenarios using adaptive rate embed-

ding.

shows an example of bit rate as a function of time with and without occupancy prediction
for real Wi-Fi traffic. If occupancy prediction is enabled at the Glaze transmitter the bit rate
used to overlay data can be adapted to higher rates when there is high occupancy. However,
without having any knowledge of the channel occupancy the Glaze transmitter would need

to fall back to the baseline data rate of 3bps.

Achievable Throughput

In order for the Glaze module to optimize data overlay parameters, it also needs to know the
achievable throughput for different amounts of Wi-Fi traffic occupancy during a select unit of
time. To gather this information we applied the Glaze data overlay technique to Wi-Fi trans-
missions for occupancy varying per 1ms unit of time. For each occupancy we overlaid Glaze
data using data rates ranging from 0.03-10kbps and attenuation of A=8 dB. Figure 4.11(b)
shows a plot of the achievable throughput as a function of Wi-Fi traffic occupancy rang-

ing from 65-100%. We can see that at 100% Wi-Fi traffic occupancy we can achieve the
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Table 4.1: Comparison to other Downlink Backscatter (BS) solutions. A comparison

to other backscatter solutions in enabling downlink communication.

’ Solution ‘ Downlink ‘ Signal Compatibility ‘ Device Modification ‘ Downlink Throughput ‘ Range
Ambient BS [110] X X X X
FM BS [203] X X X X
Wi-Fi BS [93] v Wi-Fi v 20, 5kbps 2.2, 3m
Glaze v Wi-Fi,FM, TV X 10kbps 3.5m

maximum data rate of 10kbps and as the occupancy decreases the achievable throughput
decreases to the baseline data rate of 3bps. It is important to note that the upperbound
on achievable throughput of the Glaze system is limited by the prototype implementation.
Specifically, the MCU used at the Glaze receiver can only decode data at rates up to 10kbps.
In future implementations, this can be improved by using higher frequency crystals at the
MCU. Table 4.1 compares the performance of Glaze to other backscatter solutions in terms
of downlink capability, signal compatibility, modification to the hardware/firmware of ex-
isting wireless transmitters, throughput, and range. Solutions such as Ambient and FM
Backscatter do not have downlink capabilities. On the other hand, Wi-Fi backscatter en-
ables downlink communication for IEEE 802.11- protocols, but also requires modification to
Wi-Fi APs. Wi-Fi backscatter achieves data rates of up to 20kbps at distances <2.2m and
5kbps at 3m, whereas, Glaze reaches data rates of up to 10kbps at 3.3m. Given these results,
the two systems are not directly comparable in terms of throughput performance. Moreover,
referring back to Section 4.6, the achievable throughput of Glaze is limited by the 8MHz
crystal in the prototype implementation and can be further improved with minor hardware

modification to the Glaze receiver.

Lastly, this throughput analysis is utilized at the Glaze module, along with results from
Section 4.7.1 and 4.7.2, to perform parameter optimization and adaptive rate embedding to
ensure that we maximize performance while minimizing the interference towards the original

wireless signals.
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Figure 4.12: Performance of the Glaze System. The achievable throughput and BER

performance for the Glaze system when overlaying data on Wi-Fi, TV, and FM signals.

Bit Error Rate versus Distance

Next, we evaluate the bit error rate (BER) as a function of distance between the Glaze
module and receiver. We perform our experiments on Wi-Fi packet transmissions in an
indoor lab setting and FM and TV broadcast signals outdoors on a university campus. Each
wireless transmitter is placed in a fixed position with the Glaze module attached to the
antenna port. The Glaze receiver is placed at a varying distance from the transmitter. To
evaluate the Glaze system for Wi-Fi signals, we use an 8dBi directional antenna at the
transmitter and a 3dBi omnidirectional antenna at the Glaze receiver. The transmit power
at the wireless transmitter was set to 20dBm. In the case of evaluating the system for FM
and TV broadcast signals, we also used an 8dBi directional antenna at the transmitter and
3dBi omnidirectional antenna at the Glaze receiver. Since it is impractical to emulate FM
and TV broadcast tower, we transmit TV and FM broadcast signals at 915MHz with a
transmit power of 20dBm.

Figure 4.12(a) shows the BER as a function of distance for Glaze packets overlaid on Wi-

Fi packet transmissions. We performed a controlled experiment with a bit rate of 10 kbps for

Wi-Fi traffic occupancy approximately 100% to demonstrate the the maximum performance
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of the Glaze system. The results show that with an attenuation of A=4dB the Glaze system
can achieve data rates of up to 10 kbps at a distance of 2.5 meters and when the attenuation is
further increased to 6 and 8dB the distance improves to 3.5 meters. Figure 4.12(b) compares
the performance of the Glaze system for all three RF signals. Similarly to Wi-Fi, Glaze
packets were overlaid on TV and FM broadcast signals using a bit rate of 10 kbps for
varying amounts of attenuation. We can see that FM has the best performance with range
up to 10 meters, followed by TV at 9 meters, and Wi-Fi at 3.5 meters.

Fundamentally, Wi-Fi has a shorter communication range in comparison to FM and TV
just by considering the carrier frequency. In other words, as the carrier frequency increases
the path loss increases as well, in turn decreasing the communication range of a wireless
communication system. We see this in our results, where the communication range for the
Glaze system is approximately half in comparison to the FM and TV broadcast signal results,
which where transmitted at 915MHz. This makes sense because 915MHz is approximately
half of the carrier frequency for Wi-Fi, 2.4GHz. While the evaluation for FM and TV was
performed at 915MHz, we would expect in a real-life scenario the communication range for
broadcast signals to be significantly larger. The reasoning behind this is twofold. First,
digital TV operates in the UHF and VHF band in the United States, which is much lower
than 915MHz. Similarly, FM broadcast signals in the United States are transmitted at
carrier frequencies ranging from 87.8-107TMHz. Second, the transmit power at TV and FM
broadcast towers are drastically higher than 20 dBm. An estimate of communication range

for real-life FM and TV broadcast scenarios is 125km and 75km, respectively.

4.7.8  Proof of Concept

For proof of concept, we integrated the Glaze system with a commodity FM transmitter.
Figure 4.13 shows the proof of concept implementation. The Glaze module is connected to
a commodity FM transmitter and a laptop PC is used to provide an audio input to the
FM transmitter. The FM signal is broadcast at 108MHz and received by a commodity

FM radio. Meanwhile, the Glaze receiver is able to decode the overlaid packets. To give
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readers an intuition of FM audio quality with Glaze embedding and performance of the Glaze
receiver we provide a video clip demonstrating the Glaze system in the following web link,

https://youtu.be/FI1JPrj2Pt04

ze Module

Figure 4.13: Proof of Concept. The Glaze system integrated with a commodity FM

transmitter.

4.8 Conclusion

We introduced Glaze, a new communication system that overlays data on existing wireless
signals to enable downlink communication for ambient backscatter systems while having
minimal distortion impact towards preexisting communication channels. In this section, we

highlight several future research directions for the Glaze system.

e Improving Throughput and Sensitivity. We have shown that Glaze can be inte-
grated with a variety of wireless transmitters to overlay downlink data transmissions.

However, the performance for certain scenarios can still be improved. For instance,
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the range in Wi-Fi scenarios is currently limited to 3.5m. This can be improved by
using better performing hardware, for instance replacing the MCU, but a possibly
more power conscious approach would be exploring different coding techniques to in-
crease throughput and sensitivity. In relation to throughput, performing multilevel
embedding can be implemented. For instance, multiple states of attenuation can be
used to embed multiple bits per symbol. Developing protocols to perform adaptive
multi-level embedding based on channel conditions would also help boost performance.
This would require the Glaze receiver to have knowledge of the data rate and number
of attenuation states used for encoding data, requiring a more complex physical layer

implementation.

Forecasting Wi-Fi Traffic. A two-state Markov model was implemented to aid in
predicting the short-term downlink Wi-Fi traffic occupancy and in turn optimizing
Glaze embedding. While this technique has proven to perform well, there are many
other approaches that can be explored to further improve the the performance of Glaze
embedding. For instance, recurrent neural networks can prove to provide in-depth
insights about Wi-Fi traffic. One example is the long short-term memory model and
can be used to forecast Wi-Fi traffic, predict interarrival times, or average packet size

with presumably better accuracy.

Multi-band Glaze Receiver. The current topology of the Glaze receiver requires
modifying the impedance circuit depending on what wireless signal is being used to
overlay data due to the varying carrier frequency. A potential research direction to
solve this problem is to explore implementing a multi-band Glaze receiver that could

operate at ISM, UHF, and VHF bands.
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Chapter 5

COMMUNICATION BY MEANS OF MODULATED JOHNSON
NOISE

5.1 Introduction

In passive wireless communication, an energy-constrained data transmitter sends informa-
tion by modulating an RF signal generated by an RF source that is not power constrained.
Because the data transmitter does not have to generate an RF signal, the power necessary
to send data is orders of magnitude less than in conventional RF communication. In Modu-
lated Backscatter Communication, a continuous wave RF carrier is generated by a dedicated
device on the high-power side of the link, and the low power side encodes data by selectively
reflecting this RF signal [184]. Ambient Backscatter is another form of passive communica-
tion that makes use of pre-existing, ambient RF signals such as those generated by broadcast
TV or radio towers [110]. While the low-power of the data transmission side is attractive,
both methods rely on a pre-existing RF signal.

This paper introduces a new form of passive wireless communication, Modulated Johnson
Noise, in which the signal to be modulated is the Johnson noise in an unbiased (un-powered)
resistor. This scheme retains the benefits of prior passive wireless communication schemes
while eliminating the need for an external RF signal. This has the potential to reduce
the overall energy consumption of the system, to allow more stealthy and low-interference
operation, and to allow operation in areas where no ambient RF signals are available.

Consider the frequency spectrum measurements shown in Fig. 5.1A, which shows the
measured signal of a 5082 terminator and open circuit terminator connected to the input of
a receiver. We can see that there is a clear difference between the two measurements, which

can be exploited to enable wireless communication. By selectively connecting and discon-
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Figure 5.1: Johnson Noise Communication. Wireless communication can be enabled by
modulated Johnson noise. (A) shows the measured frequency spectrum at 1.42GHz, which
compares measurements when a 50¢2 load is connected to a receiver and an open circuit load.
(B) shows what a received signal looks like when wirelessly transmitting a data packet by

modulated Johnson noise and (C) shows the received data packet after demodulation.

necting an impedance matched 50¢2 resistor to an antenna, information bits can be wirelessly
transmitted. For example, in Fig. 5.1B we show the received signal of a data packet that was
wirelessly transmitted by modulating Johnson noise. While this looks like a noisy signal,
after performing demodulation, the data packet can be extracted as shown in Fig. 5.1C.
While thermal noise communication has been proposed from a theoretical perspective [99],
we present the first system that enables wireless communication by modulating Johnson
noise. In this paper, we discuss the design and experimental implementation of the system
and evaluate the overall performance of the wireless communication scheme that relies on

modulated Johnson noise. The contributions of the paper are summarized below:

e We introduce wireless communication by means of modulated Johnson noise, the first
wireless system that enables devices to communicate without reliance on generated or

ambient RF signals.

e We present the designs and prototype of hardware that enables Johnson noise commu-



96

nication. Moreover, we demonstrate the transmitter can be designed to be battery-free.

e We evaluate the performance of the wireless system in terms of achievable throughput
and communication range. The performance evaluation shows that data rates of up to

26bps can be achieved at distances of up to 7.3 meters.
Overview of Johnson Noise

Johnson noise is caused by the thermal vibrations of charge carriers inside of an electrical

conductor (e.g., resistor) and is characterized by its mean-squared voltage,

V2 =4kTBRe(Z) (5.1)

where k is Boltzmann’s constant, T is temperature, B is bandwidth, and Re(Z) is the

the real part of the electrical conductor’s impedance [? ]. A resistor with Johnson noise can

be modeled as a Thevenin equivalent circuit that includes a noiseless resistor and a noise

voltage generator with voltage given by Eq. 5.1. With a matched load resistor connected,
the maximum noise power provided by the noisy resistor is

V2

P, = ﬁ% =kTB (5.2)

which is independent of resistance [143]. The thermal noise power is a function of temperature

and bandwidth. As an example, a resistor at room temperature (296K) with a system

bandwidth of 500MHz would result in P, = -86.9 dBm. We also note that Johnson noise

is a white noise noise source and therefore independent of frequency (within the system’s

bandwidth). Since it is white, Johnson noise has a Gaussian distribution.
5.2 Design and Implementation

We design and implement a transmitter (TX) and receiver (RX) to enable wireless commu-

nication by modulating Johnson noise. First, the transmitter requires an RF switch and a
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Figure 5.2: Design and Implementation.

switches between a 50§2 load and short circuit (or open circuit) to modulated information

(A) shows the transmitter design, which

bits. (B) shows the receiver, which is composed of two low noise amplifiers (LNA) who’s

output is fed into a software defined radio. The bandpass filter between the two LNAs is

added to prevent feedback oscillation and the data received by the SDR can be processed

by laptop PC or small-form factor computer (e.g. Raspberry Pi). (C) and (D) show the

prototype implementation of the transmitter and receiver, respectively.
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processing unit to control switching between an open or short circuit, and resistor load con-
nection shown in Fig. 5.2A. On the receive side, shown in Fig.5.2B, two high gain, low noise
amplifiers (LNA) amplify the very low-power signals being transmitted while maintaining a
good signal-to-noise ratio. Between the two LNAs is a bandpass filter to prevent feedback
oscillation. The entire system is designed to operate at 1.42GHz with 502 impedance. In
Fig. 5.2C and 5.2D we show the prototype implementation of the transmitter and receiver.
The transmitter uses an RF switch and switches between a 500 RF terminator (with 50
impedance) and an open circuit terminator, both of which are very well shielded [43]. On
the receive side there are two LNAs with combined gain of approximately 84dB, a 50MHz
bandpass filter, and a software defined radio (SDR) [126, 133, 125]. We constructed pyrami-
dal horn antennas for both the TX and RX side. The antennas were characterized to have

approximately 13.6dBi of gain.

Data Encoding and Modulation

Since the transmitter is switching between two states, data can be modulated by performing
ON-OFF keying. A 0-bit is transmitted by simply staying in the OFF state (open circuit)
and a 1-bit is transmitted by switching between both ON and OFF states (open circuit and
502) using a square-wave subcarrier frequency. Mathematically, the transmitted signal is

written as,

Sra = m - sgn(sin(27 fut)) (5.3)
where m represents the bit to be encoded and takes on a 0 or 1 value. The subcarrier
frequency is defined as f,..
Packet Detection and Demodulation

Our system assumes that the f. is known on the RX side, which allows us to perform

heterodyne detection. Our demodulation is inspired by techniques used in radio astronomy,
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in particular, the Dicke radiometer [? ]. We can view our entire system as a distributed
Dicke radiometer, where the switching between two states occurs on the TX side, while
the amplification and integration occurs on the RX side. The receiver performs heterodyne
detection which allows the system to reject noise by filtering out any received signal power
that is outside the narrow bandwidth of the subcarrier. In other words, the receiver generates
the same square-wave subcarrier signal with amplitude values of +1 and -1, multiplies the
received signal with this receive-side subcarrier, and accumulates (integrates) the product
values for a duration that is less than or equal to that of the duration of one bit. This process

results in a demodulated signal intensity and is given by,

(50 520) = / Sralt)s0c 1)t (5.4)

where T is the total integration time. The demodulated signal intensity is compared to
a threshold value to determine whether a 1 or 0-bit was transmitted. In Fig. 5.1B we show
an example of a received data packet before demodulation that was wirelessly transmitted,
and in Fig. 5.1C we show the data packet after demodulation and its binary format after

performing thresholding.

5.3 System Validation

With this method of wireless communication comes two key questions that must first be
answered: (1) Are we indeed modulating Johnson noise and not another source (e.g., ambient
RF or control signal feedthrough)? (2) How does modulated Johnson noise work if the entire

system is at thermal equilibrium?

5.3.1 Fvaluating Feedthrough

One concern that comes up with this system is whether there is feedthrough from the control
signal used for the RF switch. We have performed control experiments to evaluate signal

isolation. If the system is truly using thermal noise, then if it is configured to switch between
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Figure 5.3: Feedthrough Evaluation. To ensure the system has proper signal isolation,
we evaluate the possibility of feedthrough from the control signal used for the RF switch
in the transmitter. In (A) the histogram distribution of 0 and 1-bit transmissions after
demodulation when switching between two identical open circuit loads is shown. Similarly,
(B) shows the results when switching between to identical 502 loads at room temperature.
In (A) and (B), the 0 and 1-bits are clearly not distinguishable. However, when switching
between an open circuit and 5012 load, shown in (C), there is a clear difference between 0

and 1-bit transmissions.

two open circuit loads or two 50€) loads at room temperature, it should not be possible to
decode data transmissions. We evaluate these two scenarios and compare the results to that

of switching between 502 and an open circuit.

An additional potential concern is that we might not truly be using Johnson noise. Per-
haps some pre-existing RF signal, such as 60Hz, broadcast TV, or even galactic emissions
from neutral hydrogen, are being picked up in our apparatus, and then being modulated
by our two different load resistances, resulting in different outputs from our TX antenna.
To control for this, we tested our data transmission method by switching between two 5052
loads at drastically different temperatures inside an anechoic chamber. If we truly are using

Johnson noise, and not some other mechanism related to the different impedances, then two
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identical impedances at different temperatures should also work. We demonstrate that data
can be modulated by switching between a 5012 load at room temperature (296K) and a 502
load submerged in liquid nitrogen (77K).

(1) Control Experiment: Feedthrough

A cabled benchtop experiment is set up to evaluate the three different scenarios. Data bits
(1 and 0) are transmitted and then demodulated by the receiver. The demodulated data is
presented in the form of histogram distributions which show the signal intensity of demod-
ulated 1 and 0-bits. The open circuit and 502 loads used were RF shielded terminators. In
Fig. 5.3A we show the system evaluated when switching between two open circuit loads. In
Fig. 5.3B we show the system evaluated when switching between two 502 loads. We compare
this to the results shown in Fig. 5.3C, where the system is switching between open circuit
and 50€). From these results, we can see that when switching between two open circuit states
or two 502 states, the distribution of 1 and 0-bits look nearly identical. On the other hand,
when switching between open circuit and 50€) this is a clear difference between 1 and 0-bit

transmissions.
(2) Control Experiment: Temperature Modulation

Using the same hardware setup as for the feedthrough experiments, we modulate information
bits by switching between two 5082 loads that are at two different temperatures. A 50§2 load
is submerged in liquid nitrogen (77K), while the other 5082 load is at room temperature
(296K). With this setup, we transmit data packets. In Fig. 5.4A we show the demodulated
data and in Fig. 5.4B we show the distribution of 1 and 0-bits after demodulation. Here,

data is transmitted using a data rate of 5bps and a subcarrier frequency of 100Hz.

5.3.2  Fvaluating Noise Temperature

One may worry that if the entire experiment is done at a single temperature (e.g. room

temperature) then it should not be possible to observe modulated thermal signals due to
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Figure 5.4: Temperature Modulation. Since Johnson noise power is a function of tem-
perature, it should be possible to transmit information by switching between two 50€2 loads
that are at drastically different temperatures. We modulate information bits by switching
between two 502 loads, where one load has a temperature of 296K and the other has a tem-
perature of 77K. (A) shows the histogram distribution of 1 and 0-bits after demodulation
and (B) shows a demodulated data packet.

a lack of contrast between the resistor and its surroundings. The question can be refined
further and there are two separate potential issues. First, the transmit side and the receive
side are at the same temperature and second, the two loads on the transmit side (502 and
open circuit) are at the same temperature as one another. In the following sections we
address these concerns by first discussing the temperature contrast between TX and RX,
as well as 502 and open circuit loads. We then present experimental measurements that
estimate the noise temperature of each load and compare the measured noise of each load to

a theoretical analysis.

(1) TX-RX Contrast

If the receive side and the transmit side of the system are at the same temperature, does this
mean that our method should not work? If this was the case, then by the same argument,

it would not be possible to observe Johnson noise with a room temperature oscilloscope,
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which in fact is easily observed. Furthermore, it is straightforward to perform a benchtop
experiment that is analogous to our communication scheme: if one connects or disconnects
a room temperature resistor (e.g 1M{2) to an oscilloscope with a 1M input impedance,
one sees a much larger signal in the connected case than in the disconnected case. This is
analogous to our communication set up, but in the communication scheme the scope lead
has been replaced by a pair of antennas. In the disconnected case, the oscilloscope’s LNA is
poorly matched, and one is left seeing just the amplifier’s internal noise. In the connected
case, the noise from the resistor is much larger than the amplifier’s internal noise.

Active amplifiers, such as those found in an oscilloscope or the low noise amplifiers (LNA)
in our receiver, are not in thermal equilibrium and are characterized by a noise temperature
(Ty) that is ”"cold”: lower than the physical temperature (Tp) of the apparatus itself. This
means that the radiation emitted by the receive antenna coupled to the LNA is equivalent

to that of a colder 5012 resistor.

(2) 50Q2-Open Contrast

The two loads we switch between for signaling are at the same temperature. Furthermore,
the Johnson noise power is independent of the value of the resistance. Thus one might worry
that no useful contrast can be generated. The Johnson noise mean squared voltage on the
other hand is proportional to the value of the resistance. We analyze this quantitatively
below, but in summary this is because the 5082 load is well matched to the LNA input, and
the open and short are poorly matched.

To evaluate this explanation quantitatively, we first measure the impedance of the open,
short, and 502 loads at our operating frequency of 1.42GHz. Fig. 5.5 shows the impedance
of the open, short, and 502 loads. As expected the open circuit has a high resistance,
approximately 17k(2, and the short circuit has a low resistance, approximately 0.25¢2. To
predict the mean squared Johnson noise voltage across the load resistor, we plug these
measured impedance values into the expression for the mean squared Johnson noise voltage

defined by Eq. 5.1. Now, we need to model the effect of the LNA, in particular the effect
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of its input impedance on the measured signal. The input impedance of the LNA is 50¢2,

meaning that it can be modeled as an equivalent circuit with a 50€2 resistor to ground and an

infinite input impedance amplifier observing the voltage at the junction between the LNA’s

input and this 502 shunt resistor. Fig. 5.6 shows the voltage divider formed by the noise

resistor and LNA input. The mean squared voltage observed by the amplifier, (V?), is given

by

(V?) =(V})-¢> = 4kTBR; - ¢°

where

9

" R+ R

(5.5)

(5.6)

is the gain of the voltage divider. As shown in Fig. 5.5, R; represents the resistance of
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V2 Predicted V2 Calculated .
Load Tr (K) | Ty (K) | Grx | B (Hz) | Offset V? Measured
from Measured Tp | from Extracted Ty

50Q (Room Temperature) 296 296 0.0676 - 0.0676
509 (Liquid Nitrogen) T 7 0.0332 - 0.0333
Open Circuit 296 46 2.3ell 1le6 0.0212 0.0217 - 0.0274

Short Circuit 296 40 0.0221 - 0.0283

LNA Input - 39.5 - 0.0274 0.0273

Table 5.1: Computing Theoretical Gaussian Distribution. This table shows the pa-
rameters used to compute the theoretical 72 for each load. The theoretical V2 values can be
compared with the measured V2 in the last column of the table. In the theoretical Gaussian
distributions later in the paper, the variable V2 from this table is renamed o2. The Tp values
above are measured physical temperatures. The T values for the 50¢) loads are assumed,
to produce the linear calibration curve shown in Fig.5.7. The other Ty values in the column

are extracted by applying this linear calibration curve to the measured V2 values.

the Johnson noise source and Ry, = 5012 is the LNA’s input impedance. The infinite input
impedance amplifier block in Fig. 5.6 measures the voltage V' at the node where R and R,
connect. The mean squared input voltage to the amplifier is given by Eq. 5.5. Expressed as
multiples of kT'B, the mean squared noise voltages (V?) for our open, short, and 5092 loads

are predicted to be

(V2. ) =058-kTB

open

(V2 ) =10-kTB

(Va) =50 - kTB

The varying constants in front of k7B demonstrate that the impedance matching differ-
ences lead to small signals from the open and short, and larger signals from the 502 load.

Later (after addressing calibration) we provide a detailed comparison of predicted mean
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Figure 5.7: Noise Temperature. The measured mean square noise voltage and noise
temperature for each load. The three 5012 loads at known temperatures were used to calibrate
the noise temperatures for the other loads. Here the linear fit equation is, (me> = 0.000159-
T+ 0.0212

squared noise voltages to experimentally measured values for each of the loads of interest,
shown in Table 5.1. Note that the experimentally observed contrast between the loads is less
than the theoretical differences here, because of degradation in SNR caused by noise added

by the receive signal chain.

(8) Experimental Measurements and Calibration Overview

We measure the noise produced by each load of interest in a cabled benchtop experiment, and
use this to compute the corresponding noise temperature along with calibration parameters
(i.e., receiver noise offset and gain). In addition to measuring the noise of the 5092 load
at room temperature, we also evaluate the 502 load when submerged in ice water (273K)

and liquid nitrogen (77K). The three different temperatures for the 502 load are considered



107

to be known temperatures. One special load of interest we evaluate in addition to the
communication loads is an LNA input, in order to characterize its effective temperature.
We collected 60 million measurements of the noise generated by each of the loads and

found for each the mean squared voltage <‘Z€x) using

(V2,) = % D s (5.7)

where s, is the received signal.! The hat (such as in V.

Srx

) indicates that the voltages
are in arbitrary SDR units. Voltages without a hat are in physical units (Volts). Using
measurements of the 50€2 load at the three known temperatures, we performed a linear fit of
(IA/S%OL) versus temperature. Using this linear fit, we extracted the noise temperature of the

remaining loads (LNA Input, open, and short) from the observations of V.. Fig. 5.7 shows

the results, which indicate that the LNA’s noise temperature is cold (39K), much colder than
a 50(2 load at room temperature (296K). The open and short circuit loads also appear colder
than room temperature. The short circuit terminator has a physical temperature of 296K,

but its noise temperature is 46K. The open circuit has a noise temperature of 40K.

(4) Comparing Theoretical and Observed Noise Distributions

To compare our experimental measurements with expected theoretical values, we also need to
perform some calibration. In particular, we need to find the baseline or offset noise produced
by the receive chain, as well as the gain value that converts between the SDR’s arbitrary
units and volts. This calibration of arbitrary SDR units to volts will allow us to compare
the theory and experiment for the less obvious loads, namely the open and the short. Using
our results from Fig. 5.7, we know that the receive chain introduces noise equivalent to an
offset of 0.0212 in arbitrary SDR units. In other words, the offset is the (XA/SQM> value at
the y-intercept of the linear fit. The gain, which is constant across all measurements, can

be computed by determining the ratio of the measured data for any particular load to the

'In particular, it is the real part of the complex values provided by the SDR; the imaginary part has the
same statistics.
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expected theoretical value, and then using this same value for all other datasets. The gain

is given by,

(V2) —of fset
(V2)

Gry = (5.8)

Now we can compare our theoretical model (based on impedance mismatch of Johnson
noise) to measured values. For each load, we compare the histogram of our observed noise

measurements with the theoretical distribution.

To find the distributions, recall that Eq. 5.5 predicts (V2) as a function of Temperature,
Bandwidth, Johnson resistor value, and LNA input impedance. Since thermal noise is white,
the distribution of the real or imaginary voltages is Gaussian with = 0 and o = /(V?) =
Vrus. We know from the results in Fig. 5.5 that Ry (short) = 0.254(2 and R;(open) = 17k
at our frequency of interest. We also must account for the gain and offset of the receive
chain. As previously mentioned, the receive chain introduces noise equivalent to an offset of
0.0212 in arbitrary SDR units. We can also compute the receiver gain using Eq. 5.8. Now,
the variance o2 (which we also refer to as (17823)) can be related to the theoretical value of

(V?) using

0? = (V?) - Grx + of fset (5.9)

The Gaussian distribution is then computed for each case:

2
r) = —]/8——— - € <f/;%) 5].0
f(z) V2ryao? (5.10)
Fig. 5.8 shows the histogram distribution of the measured data for each load and the the
corresponding theoretical distribution. The bandwidth is determined by the bandwidth of

the SDR, and in particular its anti-aliasing filters.
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Figure 5.8: Theoretical noise distributions compared to data. For each load, the
Noise Temperature T and Physical Temperature Tp is indicated at the top of the plot. (A):
histogram distribution of the real component of the measured data for the 502 terminator
at room temperature (296K). The theoretical Gaussian distribution is overlaid on the data.
(B): 5092 terminator in liquid nitrogen (77K) (C): the LNA input has a noise temperature
Ty=39K. Its low temperature is important to the operation of the system. (D): the short
circuit terminator has a low effective temperature Ty=46K because it is poorly matched to
the LNA (E): the open circuit terminator has a low temperature of Tx=40K, also because
of mismatch. (F): a comparison of the average measured power of each load in dBm after

amplification.

5.4 Performance

The performance of the wireless communication system is evaluated in terms of achievable

throughput and communication range by conducting wireless experiments using the previ-
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Figure 5.9: Performance Evaluation. (A) shows the achievable throughput with respect
to distance, which was evaluated wirelessly inside of an anechoic chamber. (B) shows the
bit-error-rate with respect to distance for three different data rates: 5bps, 10bps, and 20bps.
Here, the communication range was evaluated wirelessly in an outdoor setting as shown in
(C). (D) and (E) show a battery-free transmitter prototype that collects ambient tem-
perature data and transmits the information by means of modulated Johnson noise. The
temperature plot in (F) shows the data that was collected wirelessly across 5 consecutive

days in a residential building.

ously described hardware. Additionally, we demonstrate the potential for battery-free sens-
ing by implementing a battery-free transmitter that transmits data by modulating Johnson

noise.

5.4.1 Achievable Throughput

To evaluate achievable throughput, the measurements were performed inside of an anechoic

chamber. This allows us to test the system in an interference free environment and to
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achieve best possible performance given our hardware implementation and the modulation
and demodulation scheme. Measurements were taken every 1.5 meters and up to 4.5 meters
inside the anechoic chamber, and at each distance data packets were transmitted wirelessly.
The data packet structure includes a 7-bit Barker code as the preamble, followed by a 13-bit
data payload. At each distance, the maximum achievable throughput was determined by
measuring which data rate would allow us to achieve a bit-error-rate (BER) less than or
equal to 1%. Fig. 5.9A shows that the maximum achievable throughput is 26bps at 1.5
meters and goes down to 22bps at 4.5 meters. Moreover, the number of samples per bit was
fixed to 5 while the subcarrier frequency was varied, which in turn varies the data rate. For
example, at 2.3 meters the achievable throughput was 26bps and data was modulated by
using a 130Hz subcarrier frequency. At 4.6 meters the achievable throughput was 22bps and

data was modulated by using a 110Hz subcarrier frequency.

5.4.2  Communication Range

The wireless communication range is evaluated in an outdoor environment, as shown in
Fig. 5.9C. Here, measurements were taken starting from 1.8 meters and up to 7.3 meters
for three different data rates. We evaluate the communication range using data rates of 5,
10, and 20bps. Fig. 5.9B shows the range performance results. As expected, a higher data
rate results in a short communication range. For example, with a data rate of 20bps the
maximum communication range is approximately 6.1 meters. Whereas, using a data rate of
5bps the communication range increases to approximately 7.3 meters while having a BER =

0.15%.

5.4.3 Battery-free Transmitter

We demonstrate the potential for battery-free sensing using modulated Johnson noise, by
developing a battery-free transmitter, as shown in Fig. 5.9D and E. The transmitter includes
an ADG901 RF switch and a custom PCB that integrates a low-power MCU, temperature

sensor, and solar energy harvester [91]. The custom PCB is used to collect temperature data,
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packetize the data, and control the RF switch to modulate data. The transmitter is powered
using a small 2.54cm. x 6.35cm. solar cell that charges a supercapacitor. We deploy the
battery-free transmitter inside a residential building to monitor ambient temperature data
and transmit the information by means of modulated Johnson noise. The data was received
using the receiver hardware previously described. In Fig. 5.9F, we show the temperature
collected across five days. Note that no error correcting codes were implemented which

resulted in some anomalies in the ambient temperature data collection.
5.5 Conclusion

This paper opens up a new direction for low-power wireless communication by demonstrating
for the first time that information bits can be wirelessly transmitted by modulating Johnson
noise. By selectively connecting and disconnecting an impedance matched resistor to an
antenna, data can be wirelessly transmitted with no active oscillator on either the transmit
or the receive side, and no pre-existing RF carrier, as in backscatter and ambient backscatter
communication. We have demonstrated that our system can achieve data rates up to 26bps
and communication range as far as 7.3 meters. This method has many attractive features
compared to previous passive communication schemes such as ambient backscatter or RFID,
because it is not reliant on ambient or generated RF sources. One of the challenges faced
by backscatter communication is the increased system complexity: conventional half-duplex
radio transmission requires just two entities, a transmitter and a receiver. Backscatter re-
quires three entities because it needs a carrier generator in addition to the data transmitter
and receiver. (In a monostatic backscatter reader, the carrier generator is packaged with the
receiver, but the system architecture is still more complex.) In addition to the deployment
benefits of the simplified system architecture, the absence of a carrier means that the reader
device does not need to contend with self-jamming caused by the carrier, which is a key
driver of RFID reader complexity and cost. While the performance of the prototype system
is modest, we hope that the techniques presented will lead to a new avenue of research and

help realize the vision of ubiquitous computing.
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Chapter 6

CONCLUSION AND FUTURE WORK

In conclusion, this dissertation presents several technological innovations that take im-
portant strides towards solving major challenges in order to enable ubiquitous computing.
We focus on two key aspects: (1) designing reliable and affordable end-to-end wireless sens-
ing systems and (2) pushing the boundaries of low-power wireless communication that can
lead to new applications of intermittent and battery-free sensing. We first presented Farm-
Beats, an IoT platform for data-driven agriculture. Data driven agriculture techniques can
help alleviate the world’s food problem by reducing waste in resources, increasing yield, and
ensuring sustainable farming practices. In particular, studies have shown that precision irri-
gation techniques can increase yield by 45% all the while reducing water intake by 37% [6].
Such results extend to other precision agriculture techniques as well. While the efficacy of
data driven agriculture has been demonstrated, these techniques are sparsely adopted in
today’s farming practices. This is primarily due to the expensive cost of data collection
and the challenging environment of typical farming locations. FarmBeats is an end-to-end
AT and IoT system for agriculture that helps address these challenges and enable precision
agriculture techniques. In particular, FarmBeats gathers data from sensors, cameras, and
drones, to produce actionable insights for farmers. Moreover, it can extend Internet cover-
age to the farm and is resilient towards weather related outages or power variability. Thus
far the FarmBeats system has been deployed world wide, including locations in the United
States, India, Africa, and China to name a few. FarmBeats is being used for a variety of
agriculture applications such as storage monitoring, generating precision sensor maps of crop

fields, animal monitoring, and much more.

Next we focused on challenges related to connectivity, and discussed new methods for
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low-power wireless communication. We present new methods to enable downlink communi-
cation for ambient backscatter systems. In Wireless QIM, we leverage data hiding techniques
typically used for watermarking and apply them to wireless communication to create a new
'hidden’ channel for downlink communication. We further extend this work by develop-
ing Glaze, an end-to-end system to enable downlink communication by introducing small
amount of attenuation to an RF signal in order overlay additional data. Glaze can be in-
tegrated with existing RF systems without hardware modification and enabling a downlink
communication for ambient backscatter systems, without interfering with existing trans-
missions and maintaining low power consumption. Finally, we looked beyond conventional
methods for wireless communication and demonstrated that noise sources can be leveraged
to modulated information bits. Conventional communication techniques view noise sources
as something that harms wireless communication capacity and something that needs to be
eliminated. On the contrary, it is possible to use noise to enable low-power communication
on resource-constrained devices. We presented the design and implementation of the first
system that uses modulated Johnson (thermal) noise to enable wireless communication. We
wireless transmit information bits by selectively connecting and disconnecting an impedance
matched resistor to an antenna. Compared to other passive wireless communication methods
such as backscatter, this is system is not dependent on ambient RF sources.

Going forward there are several avenues for future research that build upon the work

presented in this thesis. Some potential avenues are presented below.

e New Methods for Wireless Communication: Modulated Johnson Noise has
opened new avenues of research for low-power wireless communication. Aside from
resistors, other electronic components or networks of components can be utilized to
enable zero-power or low-power communication. Beyond electronic components, there
are many other sources of noise that we often seek to minimize or eliminate and in-
stead could be leveraged to enable new forms of communication. These new methods of

communication can lead to promising solutions in many different fields, from biomedi-
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cal and stealth communication to space or satellite communication. Imagine enabling
passive wireless communication in space. Satellites could potentially communicate
amongst each other using existing noise sources while consuming minimal amounts of

power.

Smart Agriculture and Food Systems: With climate change underway, enabling
widespread adoption of data-driven agriculture techniques has become increasingly
relevant. FarmBeats has shown that affordable and seamless data collection systems
for agriculture can be enabled. By utilizing many technological innovations from TV
White Spaces to new machine learning and vision algorithms we can pave the way
to more efficient and sustainable food production. Existing systems can be further
improved by utilizing low-power communication and sensing techniques that can with-
stand long-term deployments. Moreover, using these low-power techniques in the con-
text of robotics for agriculture is another promising area to explore. For example,
robots are used to pick apples from trees or enable precision spraying of herbicides.
Many of these applications require the use of sensors and with power consumption
being a key constraint for such systems, enabling low-power sensing is relevant. Simi-
larly, robots can be equipped with low-power wireless communication systems, such as
passive thermal noise communication, to collect data from nearby battery-less sensors.
For instance, daily drone flights are often necessary to monitor crops. These drones
could be equipped with hardware to collect sensor data across the entire farm field as

well.
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