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The role of neural networks in various tasks has exploded in recent years, becoming prevalent
in many safety-critical applications. However, improving neural network robustness has be-
come a challenge due to the existence of adversarial examples—imperceptible perturbations
to the inputs of machine learning models that mislead classifiers into producing incorrect
outputs. While there have been numerous advancements in crafting adversarial attacks and
defenses, research on the basis of adversarial examples has notably lagged behind, largely
due to the computational difficulty of analyzing high-dimensional spaces. This inherent
difficulty has led researchers to construct models for understanding adversarial examples
divergent from conventional paradigms, with some relying on commonly used frameworks
while others utilize their own tailored frameworks to meet their unique needs. Consequently,

replicating and building upon research in this field presents a significant challenge.



In this paper, we present a modular, lightweight framework to assist researchers in ad-
dressing these challenges by providing a comprehensive approach to evaluating machine
learning models through a standardized experimentation platform. We present several po-
tential hypotheses regarding the basis of adversarial examples and utilize our framework to
verify them more robustly under complex attacks and datasets through controlled experi-
ments. Our experimental results indicate that geometric causes directly affect the robustness
of machine learning models, while statistical factors amplify the effects of adversarial attacks.
This framework provides a baseline for further studies to better understand the phenomenon

of adversarial examples, allowing researchers to design more robust machine learning models.
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GLOSSARY

ADVERSARIAL ATTACK: The deliberate manipulation of input data, typically impercep-
tible to humans, with the goal of causing a machine learning model to make incorrect
predictions or classifications.

ADVERSARIAL DEFENSE: Encompasses techniques employed to mitigate the impact of
adversarial attacks on machine learning models.

ADVERSARIAL EXAMPLE: A sample of input data crafted to cause a machine learning
model to misclassify or produce an incorrect output with high confidence.

CURSE OF DIMENSIONALITY: The phenomenon where the computational and statistical
challenges of working in high-dimensional spaces increase dramatically as the number
of dimensions increases. See [Appendix A.1}

HYPERPARAMETER: A configuration parameter external to a model that influences its
performance during training.

MODEL: A structure that is trained on data to make predictions, classify input, or un-
derstand patterns in data.

MULTI-LAYER PERCEPTRON: A type of artificial neural network composed of multiple
layers of nodes. Each node in one layer is connected to every node in the subsequent
layer.

NEURAL NETWORK: A computational model inspired by the structure of the human
brain, capable of learning complex patterns from data through interconnected layers
of neurons.

PERTURBATION: Refers to a small, intentional modification applied to input data, often
imperceptible to humans, aimed at influencing the behavior of a machine learning
model, particularly in the context of adversarial attacks and defenses.

ROBUSTNESS: The ability of a model to maintain its performance when subjected to
variations in the input data, such as adversarial attacks.
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Chapter 1

INTRODUCTION

Recent years have shown a sharp increase in the use of machine learning and artificial
intelligence across a variety of domains. For example, as the role of epidemiologists in health-
care has expanded, the amount of complex health data that can be analyzed by machine
learning models has likewise increased. Machine learning has been utilized in that respect to
speed up the process of drug discovery and reduce false positives and false negatives in au-
tomated disease diagnosis [47]. Machine learning algorithms power recommendation engines
behind much of the e-commerce sector [14]. They also can analyze text data from various
online sources through natural language processing to extract insights and power virtual as-
sistants [3]. Research into machine learning for autonomous vehicle research has shown that
machine learning will have a predominant role in building the perception system supporting
autonomous and semi-autonomous vehicles [37]. With machine learning being continually
applied to new domains and industries, it is imperative that these machine learning models

are secure.

Adversarial examples are inputs specifically crafted with imperceptible perturbations to
an original input such that a classifier is misled to making an incorrect output. Since the

emergence of [19], researchers have continued a cat and mouse game between adversarial



attacks and adversarial defenses meant to increase the robustness of machine learning models
to adversarial attacks. Although there is a great amount of work being put into the creation
of new attacks and defenses, few studies exist that focus on why adversarial examples have

such an effect on machine learning models [9].

There are several difficulties in defining such a study on the effect of adversarial examples.
For a single such hypothesis, all dimensions of the input space for a sample must be examined
[10]. However, there currently exists no such resource for researchers to visualize the geometry
of a high dimensional image space. Known as the “curse of dimensionality,” the sheer
number of variables that can be collected from a sample can be problematic [30]. In [55],
the authors test the impact of different numbers of output features on classification accuracy
using ResNet50 [22] on the FaceScrub dataset [34] and similarly find a marked decrease in
classification performance after exceeding a certain number of features. As the number of
dimensions increases, any given neighborhood of that space becomes more likely to contain
no data and thus be sparse, causing difficulty in the collection of data samples that are
a sufficient representation of the population, and causing difficulty for machine learning
models to detect accurate patterns in the data. Therefore, studies are often constrained by
computational resource limitations. There exist several proposed strategies to conduct such
studies to elucidate the reasons for the existence of adversarial examples [27]. With these
studies as a basis, in this paper, we design a framework to allow researchers to design their

own controlled experiments to verify the basis of adversarial examples.

This paper does not contain any state-of-the-art adversarial attacks or defenses. This



framework and the analysis of the experiments instead provide a useful starting point for the
future analysis of the basis of adversarial examples and more adversarially robust machine

learning models.

1.1 Problem definition

As the prevalence of machine learning in safety-critical applications increases, it becomes
increasingly more important that these systems are properly secured against adversarial
attacks. Machine learning has been successfully utilized in a variety of applications [37, [3]
A7, [14]. However, research has shown that models remain vulnerable to adversarial examples.
For example, a malicious user can create a physical adversarial example by placing stickers
on a stop sign to cause an autonomous vehicle to misclassify a stop sign as a speed limit
sign [15]. Such instances underscore the importance of fortifying machine learning systems
against adversarial manipulation. While efforts to develop robust defenses against adversarial
attacks are crucial, understanding the fundamental mechanisms behind why machine learning
models are vulnerable to adversarial examples is equally important for the development of

effective solutions.

Adversarial attacks have often been considered an auxiliary task to the standard machine
learning pipeline, often requiring the integration of additional libraries such as the Adversarial
Robustness Toolbox [35]. This approach introduces dependencies and possible compatibility
issues across different versions of software packages. Recent papers have instead focused on

creating their own unique framework, causing difficulty for others to replicate and modify



their work [31]. By designing a modular framework with adversarial attacks and defenses

built into the modules, researchers may tailor the architecture to fit their specific use cases.

1.2 Goals

In this paper, we develop a modular framework based on strategies used to conduct studies

into the basis of adversarial examples and answer the following questions:

e Do adversarial perturbations get magnified by linear coefficients in the model? (Section|

3.2.9) [0

e Do classifiers tend to be less robust to adversarial examples because output probabilities

must add up to 1?7 (Section 3.2.4]

e Do adversarial examples occur more easily in classifiers trained on a greater number of

target categories due to a greater number of classes creating more boundaries between

classes that can be shifted? (Section 3.2.5|

1.3 Contributions

In this work, we expand the scope of existing studies on adversarial examples by integrating
the strategies and designs developed to conduct empirical studies into the basis of adversarial
examples to create a lightweight modular framework tailored to investigate adversarial ex-
amples. This framework is then employed to more rigorously examine a series of hypotheses
concerning the basis of adversarial examples through the use of a broader range of datasets

and adversarial attack methods. To illustrate the efficacy of our approach, we establish



a performance benchmark against TensorFlow, a widely used machine learning framework.
Furthermore, we ensure the practicality and user-friendliness of our framework by conducting

a comprehensive usability test.

1.4 Outline

contains a brief introduction to machine learning, neural networks, and hyperpa-
rameters. Then, summaries of related work and current research into adversarial attacks and
defenses are presented. details the methodology for framework development and
hypothesis verification. presents the results of the conducted experiments. This is
followed by discussing the results, a comparison to TensorFlow, and limitations of
the framework. We conclude in with practical implications and future directions

of this work.



Chapter 2
BACKGROUND

In this chapter, we briefly introduce machine learning, the concept of neural networks,
single and multi-layer perceptrons, hyperparameters, adversarial attacks and defenses, ad-

versarial robustness, and related work.

2.1 DMachine learning

Modern machine learning can be categorized into four types:

Supervised learning

e Semi-supervised learning

Unsupervised learning

Reinforcement learning

Supervised learning: A method in which given input data is used to reach given output

data. There are two types of supervised learning: classification and regression.

e (Classification: Distribution of data into disparate categories defined on the data set
according to their specific features. A mapping function f takes input variables X and

maps them to a discrete output label y.



e Regression: Prediction of other features of the data based on currently available fea-
tures. A mapping function f takes input variables X and maps them to a continuous

output variable y.

Semi-supervised learning: A method used when obtaining sufficient labeled data is pro-
hibitively difficult or expensive, but unlabeled data is easy to acquire. In such scenarios,

neither supervised nor unsupervised learning methods will provide adequate solutions.

Unsupervised learning: In contrast to supervised learning, the output data is not given to
the model. Unsupervised learning models are given unlabeled data and discover patterns and
insights within the data without any explicit guidance. These are often useful for categorizing
data. One technique in unsupervised learning is dimensionality reduction, where the goal is
to reduce the number of features in a dataset while preserving its essential characteristics.
This involves techniques such as principal component analysis or t-distributed stochastic

neighbor embedding [42].

Reinforcement learning: A method that mimics the trial-and-error process to achieve a
goal. They use a reward and punishment paradigm to process data. The model builds a set
of if-then rules as it trains, helping it decide what action to take next for optimal cumulative
“reward.” The exploration process is continuously validated and improved to increase the

probability of reaching the end goal of training the model [45].



2.2 Neural networks

Research into neural networks has grown explosively over the last several years. The strategy
for this research has been to develop mathematical models defining brain-like systems, then
utilize these models to understand how computational problems can be solved through such
methods. This field has garnered the attention from a multitude of fields, including neuro-
scientists, physicists, computer engineers, computer scientists, psychologists, philosophers,
and many others.

The inspiration for neural networks comes originally from studies on the mechanisms of
information processing in biological nervous systems [40]. In more practical applications, a
neural network can be regarded as a nonlinear mathematical function that takes a set of
input variables and outputs a set of output variables. This transformation is governed by
weights in the network that are determined through another process called model training.
Alongside high processing speed, neural networks have the capability of learning general

solutions to problems in a domain given a set of specific example inputs.
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Figure 2.1: A depiction of an artificial neuron, the most basic unit of neural networks.

2.3 Multi-layer perceptron and back-propagation

Multi-layer perceptrons are one of the most widely used kinds of neural networks. They are
formed by units that take an input, add a constant term, summed, then passed through a
nonlinear activation function. These are most often connected in a feed-forward manner. For
some kinds of applications using non-feed-forward neural networks, interconnections instead
form loops. Training of such a network involves a backward propagation through the network

being trained.
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The classic multi-layer perceptron with back-propagation consists of five parts:

A linear function that aggregates input values

A sigmoid function, also called the activation function

A threshold function for classification or an identity function for regression

A loss function that computes the overall error of the network, also called the cost

function

A learning procedure to adjust the weights of the network, also called back-propagation

The non-linearity introduced in the activation function can be any differentiable function.
The kind of non-linearity that is most used takes the form of a sigmoid function, with
two horizontal asymptotes and is monotonically increasing. Some of the most common

mathematical expressions for this function are:

1 1+tanh(s/2)

S(s) = e = 5 (2.1)
S(s) = tanh(s) (2.2)
S(s) = arctan(s) (2.3)

Several different methods exist for minimizing an error function. Among those, one of

the simplest is the gradient method. Iteratively take steps in weight space proportional to
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the negative gradient of the function to be minimized. In other words, iteratively update

weights according to:

Wpy1 = Wy, —NVE, (2.4)

where w,, is the old weight, 7 is the learning rate, VE is the gradient of the error vector,
and w1 is the new weight.

Back-propagation then takes the error between the predicted output and the actual target
output via a loss function and propagates it backwards through the network to update the
weights of connections between neurons. The gradient of the loss function with respect to
each weight in the network is calculated through the chain rule, indicating the direction and

magnitude of the change in weights necessary to minimize the error.

2.4 Hyperparameters

Machine learning algorithms for regression and classification involve several parameters that
must be set before running them, known as hyperparameters. These tuning parameters often
must be carefully optimized to achieve optimal performance [6]. To select an appropriate
hyperparameter configuration for a specific task and model, users can resort to default values
specified by software packages or manually configure them based on literature recommen-
dations, experience, or trial and error. Alternatively, there exist hyperparameter tuning
strategies that are optimization processes that minimize the generalization error of the ma-

chine learning model over the hyperparameter search space of candidate configurations, often
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utilizing grid or random search [IJ.

2.5 Adversarial attacks

Adversarial attacks are inputs intentionally designed to mislead machine learning models
[7]. Given a model F' and an input image z € X with the ground truth label y € Y, an

adversarial example x,4, satisfies

f(aaw) #y st ||z — 2ag|| < e (2.5)

where ||z — Zq40|| is a distance metric measured by the £,-norm p € (1,2,00) and € is the

limit of the magnitude of the adversarial perturbation.

Adversarial attacks can be divided into three classes: white-box attacks in which adver-
saries have complete knowledge and access to the target model, black-box attacks where ad-
versaries have limited knowledge and access to the target model, and grey-box attacks where
the attacker possesses partial knowledge about the target model, such as certain aspects of
the model architecture, its training data, or its output responses. By adding well-designed
perturbations to clean inputs that are imperceptible to humans, attackers can manipulate
the predictions of a model. Such instances are called adversarial samples. Approaches to
crafting adversarial samples have been proposed in a multitude of tasks, most often on im-
age data [19], but also seen in various other data types. A non-exhaustive list of examples
include: text [4], graph data [50], object detection [53], video data [49], and fraud detection

5.
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2.5.1 Fast gradient sign method

The Fast Gradient Sign Method (FGSM) is a simple method for creating adversarial example
[19]. As FGSM is a white-box attack, the attacker must have knowledge of the pre-trained

model. Any given adversarial sample generated will be of the form:

Tady = T + 1, (26)

where x,4, is the adversarial sample, x is the original input, and 7 is the adversarial pertur-

bation added to the original input. This adversarial perturbation is defined as:

n =€ x sign(VyJ(0,2,y)), (2.7)

where y is the target vector associated with the input vector x, J is the loss function, 4 is
the set of parameters, and ¢ is the magnitude of the perturbation step in the direction of the
gradient [2§].

While FGSM is a very fast method for generating adversarial examples, it was not in-
tended to be an attack for evaluating the robustness of a neural network. There are many
defenses that achieve close to perfect success in defending against this type of attack. How-
ever, evaluation against FGSM can be a good component of an overall robustness evaluation

when used in conjunction with other attacks.
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True Label: frog Perturbed Image

0 5 10 15 20 25 30 0 5 10 15 20 25 30

Predicted Label (Original): frog Predicted Label (Perturbed): deer

Figure 2.2: FGSM applied to an image in CIFAR-10 [38] using the framework proposed in
this paper. The original image is correctly classified as a frog. The perturbed image looks

the same to a human viewer and is incorrectly classified as a deer.

2.5.2  Projected gradient descent

The projected gradient descent (PGD) attack does not attempt to find the smallest adversar-
ial perturbation, but instead aims for robust optimization by maximizing the loss function.
The goal is to generate perturbations that cause a target model to misclassify inputs. It
iteratively computes gradients of a chosen loss function with respect to the input data and

updates the perturbation in the direction that maximizes this loss while constraining the
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perturbation within a specified epsilon bound. The foundation of perturbation applied by

this attack is updated in each iteration and given by:
8« [ 16 + rsign(VaL(x + 6, 9))], (2.8)
s

where 4 is a randomly initialized perturbation ¢ € S, = is the input, y is the corresponding
label for each put, and 7 is a fixed step size [29]. It is inferred that strong fluctuations in

the gradient help the attack escape sub-optimal local minima and maxima.

2.5.8 Momentum iterative method

The momentum iterative method (MIM) is a technique for iteratively accelerating gradient
descent algorithms by accumulating a velocity vector in the gradient direction of the loss
function. By memorizing previous gradients, it allows the optimizer to not get stuck on poor
local minima or maxima, allowing for effective locating of global minima and maxima. A non-
targeted adversarial example x,4, from an original input image x, satisfying the £,,-norm

bound, solves the constrained optimization problem given by:
argmax J(Toa,y), || — Taa|| <, (2.9)

where J is the loss function, y is the ground truth label, and e is the size of the adversarial
perturbation. This can also be easily generalized to other attack settings. For example,
by replacing the current gradient with the accumulated gradient of all previous steps, any

iterative method can be extended to its momentum variant [13].
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2.6 Adversarial defenses

There are a multitude of proposed defense strategies against adversarial attacks. The basic

idea for common strategies are introduced in this subsection.

2.6.1 Input denoising

Adversarial attacks add a type of perturbation in the form of human imperceptible noise to
inputs. One natural solution to this would be to filter it out or add additional random noises

to offset such perturbations.

2.6.2 Model robustification

Making models more robust to prepare against potential adversarial threats is also widely ap-
plied. This is often achieved in the following ways: adversarial training [43], hyperparameter

optimization [6], model distillation [18], and layer discretization [36].

2.6.3 Adversarial detection

Given an instance, the goal of adversarial detection is to identify whether the instance is
adversarially perturbed. The idea is to build another binary classifier such that it success-
fully predicts whether an input has been adversarially perturbed. While input denoising
and model robustification are proactive responses to adversarial perturbation, adversarial

detection is a more reactive response to such inputs.
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2.7 Robustness

Robustness metrics are a measure of the vulnerability of a classifier with respect to adver-
sarial attacks, often used to assess the effectiveness of adversarial defenses. Existing metrics
typically quantify the amount of perturbation required to cause a model to make a misclas-
sification. In a more general sense, it measures the sensitivity of model outputs to changes
in their inputs.

One issue behind the slow progress into the field of adversarial attacks and defenses is
the shortage of tools to reliably evaluate the robustness of machine learning models. While
research into novel attacks and defenses adds to the collective knowledge of the field, research
in this field has essentially remained a cat and mouse game with researchers creating new
attacks and defenses to prove that the current state-of-the-art is ineffective. For example,
in [2], their machine learning models appeared robust because standard adversarial attacks
could not find the true minimum adversarial perturbations. Attacks such as projected gra-
dient descent or Carlini & Wagner may have many reasons for failing to converge on a true
minimum adversarial perturbation, such as setting sub-optimal hyperparameters, having too

few optimization steps, or due to gradient masking.

2.8 Related work

Investigation into how machine learning models behave within adversarial environments con-
tinues to be a popular topic of research. Several studies have delved into poisoning attacks,

those in which specially crafted attack points are injected into the training data [35], evasion
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attacks, in which an adversary creates purposefully perturbed inputs that are misclassified
by a classifier [11], 50}, 19], and privacy-aware machine learning, in which researchers propose
a multitude of strategies to preserve the privacy of data while performing model training

[46].

Adversarial defenses have also been a large problem within the adversarial machine learn-
ing community. Researchers have made many attempts for hardening machine learning sys-
tems through various means, including a method to introduce randomness in the selection
of classification boundaries [48], reducing the feature sets on classifiers under adversarial
attack [54], and adversarial training, where a model is intentionally trained on both benign
examples and their corresponding adversarial counterparts to enhance its overall robustness

and generalization capabilities [I9]. This remains a hot topic in the research community.

Several studies have created their own frameworks to further elucidate the basis of ad-
versarial examples. In [21], the authors present a framework to systematically assess the
robustness of deep learning models. They focus on comprehensive evaluation metrics to fully
evaluate model robustness and provide insight into building more robust machine learning
models, primarily on image classification tasks with respect to £,-norm bounded adversaries.
They conduct the effectiveness of their evaluation framework by conducting experiments on
a multitude of data sets, including CIFAR-10 [38] and SVHN [33], through which they con-
clude that some defenses are weak to more rigorous metrics though they show promise on
simple metrics, and alongside £..-norm adversarial examples, they recommend more diverse

attacks be used to conduct comprehensive evaluations.
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Another such study involves the design and implementation a generic adversarial testing
framework for recurrent neural networks that focuses on diversity of adversary orientations
and test coverage. RNN-Test introduces the idea of evaluating the robustness of recurrent
neural networks by generating adversarial inputs that expose weaknesses in model behavior
by systematically perturbing input sequences to better understand model vulnerabilities that
may not be apparent under normal testing conditions [20].

Due to the difficulty in uncovering vulnerabilities in systems that are deployed in complex
environments, such as autonomous vehicles, the authors of [39] introduce ANTI-CARLA, a
framework for assessing the adversarial robustness of autonomous vehicles. This framework
employs diverse adversarial attack strategies to better identify the reasoning behind the
vulnerability of these models. Similarly, another study approached this problem by proposing
a framework that identifies and prioritizes tests that are statistically more likely to expose

vulnerabilities in the model behavior of deep neural networks [17].

2.9 Applications

There are many real-world applications of adversarial attacks and defenses across a variety

of fields. We discuss several such applications below.

2.9.1 Spam filtering

SpamBayes [32] is a content-based statistical spam filter that classifies emails using token
counts. It computes a score for each token in an email based on its occurrence in spam

and non-spam emails. This model was trained on a smoothed estimate of the posterior
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probability that an email containing the token is spam. This score is compared against two
thresholds to select the label spam, not-spam, or unsure. After performing several such
adversarial attacks on these models, the authors found that their adversarial attacks were

highly effective even when contaminating only a small percentage of the training data.

2.9.2  Anomalous network traffic detection

In anomalous network traffic detection, researchers have shown that the injection of adver-
sarial samples during training can poison a detector such that it cannot detect a subsequent
denial of service attack. They circumvent detection by slowly poisoning the training data for
the model over several weeks. Over several weeks, researchers slowly increased the magnitude
of the adversarial perturbation so that the detector acclimates to the changes and fails to
identify the large amount of poisoning. This caused the detector to learn a distorted set of
principal components that were unable to effectively differentiate between denial-of-service

attacks [25].

2.9.3 Printing adversarially perturbed images

Another researcher studied whether adversarial examples generated under FGSM (see[Section]
can be printed and remain adversarial in the physical world. This was evaluated by
capturing pictures of printed adversarial examples using a cellphone camera and classified
using the Inception-v3 model [24]. From their experiments, they found FGSM to be robust

in the physical world but only seem to work in limited settings, and have yet to be evaluated
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on more diverse and extreme sets of 2D and 3D transformations.

(a) Image from dataset (b) Clean image (c) Adv. image, e = 4 (d) Adv. image, e = 8

Figure 2.3: Demonstration of a black box attack on a phone app for image classification

using physical adversarial examples. Taken from [24].

2.9.4 Adversarial sunglasses

It has also been demonstrated how a printable adversarial eyeglass can fool facial recognition
systems. When tested on various facial recognition models, including the state-of-the-art
facial recognition model at the time, they showed that the adversarially perturbed, printed

eyeglasses fooled various models, including the state-of-the-art [44].
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Figure 2.4: Example of the printed adversarial eyeglass attack. The top row shows input

images and the bottom row shows the misclassified labels. Taken from [44].

2.9.5 Road signs

Another proposed attack is one called the Robust Physical Perturbation (RP;), showing that
adversarial samples could be crafted to be robust to changes in angle, distance, and lighting.
This was specifically testing on road signs [I5]. The authors collected pictures of the same
road signs under various conditions and used them as part of the adversarial example gen-
eration process. RP, was used to generate two attacks: poster-printing and sticker attacks.
Poster-printing is a scenario where an attacker prints an adversarially perturbed image of a
road sign at full size and overlays it on top of the real road sign. Sticker attacks are scenarios
where an attacker prints stickers containing adversarial perturbations and places them on

a real road sign. They successfully show how the generated road signs can be physically
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realizable and fool a model in a controlled environment.

Figure 2.5: An example of a sticker attack that caused the stop sign to be misclassified as a

speed limit 45 sign. Taken from [15].

2.9.6  Adversarial patch

Many attacks on image classifiers tend to focus on modifying an image such that adversarial
images look like the original instance. It has been demonstrated that they are able to
generate an adversarial patch that is input-agnostic that causes a classifier to misclassify an
input whenever the patch is present in the image [§]. This was shown to be robust in fooling

various ImageNet classifiers in both white-box and black-box settings. The following figure
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illustrates how the adversarial patch fools the target model into thinking that the image

contains a toaster as opposed to a banana.

Classifier Input Classifier Output

—
banana slug snail orange

Classifier Output

W—
toaster banana piggy_bank spaghetti_

Figure 2.6: A real-world attack on VGG16 using a physical patch with adversarial pertur-

bations. The bottom photograph is classified as a toaster with 97% confidence. Taken from

.
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Chapter 3
METHODS

In this section, we discuss the hypotheses to be tested, proposed method for evaluation,
attacks, metrics, software versions and hardware used, and usability test. Additionally,

reasoning for the selection of each element will be analyzed.

3.1 Proposed framework

The primary objective of this paper is to develop a modular testing framework to assist with
standardization of the tools researchers use to analyze adversarial examples. This arises
from the multifaceted nature of adversarial attacks and defenses that require comprehensive
evaluation metrics to fully assess their efficacy and robustness. The modularity of such a
framework allows researchers to easily integrate and build upon novel attack and defense
strategies as the field continues to evolve.

Prior research on the foundations of adversarial examples has encountered some challenges
in replication and modification. Moreover, the predominant focus on FGSM and MNIST
in existing studies limits the exploration of alternative methodologies. To address these
limitations, we propose the development of a structured modular machine learning framework
tailored to facilitate the testing of hypotheses and extend our study to more complex attacks

and datasets.
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This framework is subdivided into eight sections: network, dataset loaders, layers, acti-
vation functions, loss functions, metrics, optimizers, and adversarial attacks. In addition, we
perform a usability test to evaluate the accessibility and user-friendliness of the framework
on its target audience.

The file structure of the framework is visualized in Figure 3.1 and interactions between

framework components are visualized in Figure 3.2:

L isTAR/
I— to_excel/
| — save_metrics_to_excel
I— activation/
I— relu
I— softmax
|— sigmoid
L— linear
sample_datasets/
I— mnist
|— cifarie
L cifarie0
layers/
I— dense
— dropout
losses/
I— categorical_crossentropy
|— binary_crossentropy
L meansquarederror
metrics/
I— regression
|— categorical
— binary
network/
L model
optimizer/
L adam

I
I
I
I
|_
I
I
I
|_
I
I
i
I
I
i
I
I
i
i
L

adversarial attacks/
|— fgsm

I— mim
L

ped

Figure 3.1: Directory tree of the LSTAR framework.
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LSTAR Framework

Data Loader Application Layers Activation
- data: array + dataset_loader(string: optional_file_path) : (array, array) Dense() ReLU()
 labels: array + add_layer(layer: Layer, input_size: int, output_size: int) : void

+set_loss(loss: Loss) : void

- mnist_data() : (array, array) [€|+ set_optimizer(learning_rate: float, decay: float)  void
- cifar1d_data() - (array, array) |+ set_acc(accuracy - Accuracy) - void
o N + frain{epochs: int, batch_size: int, print_every: int, validation_data: array : (fleat, float)

- cifar100_data() - (array, array)

+ input_data(str) - {array, array) + evaluate(data: array) ° float

+ create_adv(data: array, epsilon: float) - array

+weights : array
+ biases © aray
-w_reg_I1: float
-w_reg_|2 : float
- b_reg_I1 : float
- b-reg_I2: float

+ forward(inputs: array, training: bool) * void
+ backward(dvalues: array) ° void
+ predictions(outputs: array) - armay

Softmax()

Adversarial Attacks

fgsm()

+ model” Mode!
+ X array
+y: amay
+ epsilon: float

- calculateGradient(adv_examples: array, y: array)
- sign(gradient: float) : int

podi)

+ model: Model
+ X array

=y aray

+ epsilon: float
+ alpha: float

+ iterations: int

+ backward(dvalues: ndarray) : void

+ forward(inputs: array, fraining: bool) : void

__init__(inputs: int, neurons: int, w_reg_I1: float. w_reg_I2: float, b_reg_I1: float. b_reg_I2: float): void | 4|+ backward(dvalues: array) : void
+ forward(inputs: ndarray, training: bool) : void

|e———|+ predictions(outputs: array) - armay

Dropout()

Sigmoid()

- rate : float
- binary_mask : array

+ p array, training: bool
+ backward(dvalues: array) : void
+ predictions(outputs: array) : array

- __init__(rate: float)
+ forward(values: ndarray) : void
+ backward(dvalues: ndarray) : void

Linear()

+ forward(inputs: array, fraining: bool]

Network

layers - list
- loss: Loss
- optimizer. Optimizer
- frainable_|ayers: list

- output_layer_acfivation: string

+ backward(dvalues: array) - void
+ predictions(outputs: array) - array

Optimizer

Adam()

- learning_rate : float
- decay : float
- iterations: int

- calculateGradient(adv_examples: array, y: array)
- sign(gradient: float) : int
- clip(adv_examples: array, min_eps: float, max_eps: float) : array

mim()

+ model: Model

+ X: aray

+y: anay

+ epsilon: float

+ alpha: float

+ iterations: int

+ decay_factor. floal

- calculateGradient(adv_examples: amray, y: array)

- sign(gradient: float) : int

- clip(adv_examples: array, min_eps: float, max_eps: float) : array

- ,_factor: float, : fioat, sign: int) : float

+__init__{): void
+add_layer(layer: Layer) : void

+ sef_loss(loss: Loss) : void
+set_optimizer(Ir- float, decay: float) : voi
+ forward(X: array, training: bool) : void

+ backward(output: array, y: array) : void
+ compile_model() : void

+ train(epochs: int, batch_size: int, print_every: int, validation_data: array) : (fleat, float)
+ calculate_gradient()

- evaluate(X: array,

array) : float

- epsilon: float
- beta_1: float
- beta_2: float

Metrics

- calculate(predictions: array, true: array) - float

Regression()

__init__(true: array) : void
‘compareReg(predictions: amray, true: array) : float

Categorical()

- __init__(true: array) : void
- compareCat(predictions: array, true: array) : float

Binary()

__init__(true: array) : void
- compareBin(predictions: array, true: array) - float

+ __init__(leaming_rate: float, decay: float, terations: int, epsilon: float, beta_1. float, beta_2, float) : void
+ pre_update_params() - voi
+ update_params(layer: Layer) : voit
+ post_update_params() : void

Loss

- frainable_layers - List

+ __imit__() : void
+ regularization_loss(layer. Layer) . floal

+ network_regularization_loss() : float
=+ remember_trainable_layers(trainable_layers
+ calculate(output: float, y- array, include_regulariz:

Categorical_CrossEntropy()

+ forward(y_pred: array, y_true: array) : float
+ backward(dvalues: aray, y_true - array) - void

nary_CrossEntropy()

+ forwardiy_pred: array, y_true: array) : float
+ backward(dvalues: array, y_true : array) - void

MeanSquaredError()

+ forward(y_pred: array, y_true: array) : float
+ backward(dvalues: array, y_true : array) : void

UML diagram for the LSTAR framework.

Figure 3.2
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A user may add custom modules to each class by following the same format they are set
up in. Users may run individual modules through Google Colab requiring a CuPy import

and setting the hardware accelerator to T4 GPU.

3.1.1 Datasets

We utilize four publicly available datasets for image classification as sources of example data:
MNIST [26], CIFAR-10 [38], CIFAR-100 [38], and ImageNet [12]. This module is set up to
return training and testing data for the relevant dataset when called. A user may import

another dataset through the data loader module if desired.

Datasets
Property
MNIST CIFAR-10 CIFAR-100 ImageNet
Size 70000 images | 60000 images | 60000 images | 14197122 images

Image dimensions | 28x28 32x32x3 32x32x3 Varies

Color channels Grey-scale RGB RGB RGB

Image format IDX PNG PNG JPEG & PNG
Label categories | 10 10 100 21841

Label encoding || Integer Integer Integer Integer

Table 3.1: Properties of utilized datasets
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MNIST

The MNIST dataset is a widely used collection of 28x28 grey-scale images of handwritten

digits (0-9), commonly employed for training and evaluating the image classification capa-

bility of machine learning models (see [Appendix A.2.1|) [26].

CIFAR-10

The CIFAR-10 dataset is a collection of 60,000 32x32 color images across 10 different classes
of common objects with each class containing 6,000 images [23, [38]. This dataset is widely

used as a benchmark for evaluating image classification algorithms and computer vision

models (see [Appendix A.2.2)).

CIFAR-100

Bearing similarities to CIFAR-10, this dataset instead contains 100 classes containing 600
images each. There are 500 training images and 100 test images per class. The 100 classes
within CIFAR-100 are further subdivided into 20 super-classes, with each image containing
a “fine” label, the class to which it belongs, and a “coarse” label, the super-class to which it

belongs [23, [38].

ImageNet

The ImageNet dataset is one of the largest publicly available datasets for image classification,

consisting of over 14 million labeled images spanning thousands of categories (see |[Appendix]
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A.2.3)) [12]. While used for testing hypotheses, it is not included in the dataset loader module

due to its 150 GB size.

3.1.2 Network

The Network class is the core of the framework and serves as a container for organizing and
managing the layers of the neural network. It instantiates an empty list to store model layers
which can be added using the “add” method. The “set” method configures the loss func-
tion, optimizer, and accuracy metrics to be used. After configuration, the “compile_model”
method sets up internal connections between layers, thus establishing the forward and back-
ward propagation paths. The "train” method manages the training process by iterating over
epochs and batches, performing the forward and backward passes, and updating parameters
using the specified optimizer. Accuracy and loss are monitored and displayed periodically

to assess model performance and convergence.

3.1.3 Layers

This subsection details the construction and functionality of the dense and dropout classes

associated with the Layer module.

Dense

The Dense class is introduced as a fundamental building block of a multi-layer perceptron.

It is initialized with input size, number of neurons, and regularization strengths for L; and
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L, weights and biases. It also contains a backwards pass method to calculate gradients on
parameters and input values. This takes an input of number of inputs, number of neurons,
and optional inputs on weight and bias L, and Ly regularizers. The constructor for this class

defaults to a regularization strength of 0 if none is passed.

Dropout

The Dropout class is presented as a means of introducing randomness during the training
process to mitigate overfitting. The forward pass generates a binary mask to randomly
disable neurons while the backwards pass applies the mask to gradients on input values.
This takes an input of a proportion corresponding to the number of neurons the user would

like to disable.

3.1.4 Activation functions

This subsection details the construction and functionality of the classes associated with the

Activation module.

Rectified linear unit (ReLU)

The forward method of the ReLLU activation function computes the output by taking the
element-wise maximum between 0 and the input values, thus ensuring non-negative outputs.

In the backwards pass, it nullifies gradients where the output is less than or equal to zero.
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Sigmoud

The forward method of the sigmoid activation function calculates the output using a sigmoid,
squeezing input values to the range [0,1]. In the backwards pass, it adjusts the gradients

based on the derivatives of the sigmoid function.

Linear

This function maintains the input values as the output. The linear activation function caches

and propagates input values and gradients respectively.

3.1.5 Loss functions

The parent class Loss contains common functionalities related to loss calculation, including
regularization loss computation and memorization of trainable layers. Specific loss func-

tions such as categorical cross entropy, binary cross entropy, and mean squared error are

implemented as subclasses (see |[Appendix A.3]).

3.1.6 Metrics

The parent class Metrics provides several tools to assess the performance of classification
and regression models. It provides a generic method to compute the accuracy of predictions
given both the predictions and ground truth values. There are separate methods available
for regression, categorical classification, and binary classification tasks. These methods take

an input of predictions and correct labels, then returns a float32 containing the proportion
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of correct predictions.

3.1.7 Optimizers

This subsection details the functionality of the Optimizer parent class. This class optimizes
the network parameters during the training process to accelerate the convergence of the
training process, provide smoother training, and contributes to the generalization capability

of the trained model.

Adam

The Adam class implements the Adam optimization algorithm, an adaptive learning rate
optimization algorithm combining ideas from both the momentum and RMSprop methods
[51]. Key features of the Adam optimizer include adaptive learning rates for each parameter,
momentum-like behavior to accelerate convergence, and RMSprop-like behavior to normal-
ize gradients. Upon instantiating, the optimizer is initialized with default or user-defined
parameters such as learning rate, epsilon, first moment exponential decay rate, and second
moment exponential decay rate. During parameter updates, it computes new parameter
values based on the Adam optimization algorithm, maintaining momentum estimates and
caches of gradients for each parameter. Bias correction accounts for initialization bias. These

updated parameters are then used to adjust the weights and biases of the model.
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3.1.8 Adversarial attacks

This subsection details the functionality of the adversarial attack module. This module
contains a set of adversarial example generation methods. These techniques are aimed at
evaluating the robustness of machine learning models against adversarial perturbations to
better understand their vulnerabilities and develop more robust defense mechanisms to mit-
igate potential risks. While there are a limited number of attacks provided, users may easily

extend the module to cover additional attacks.

Fast gradient sign method

The FGSM function takes a model, input data, corresponding ground truth labels, and
magnitude of perturbation as input parameters. The gradient of the model’s loss function is
calculated with respect to the input data and ground truth labels. It then computes the sign
of the gradient and generates a perturbation by scaling the gradient sign with the epsilon

value. The perturbation is then added to the input image and returned.

Projected gradient descent

Similarly, the PGD function takes a model, input data, corresponding ground truth labels,
and magnitude of perturbation. It additionally takes step size and number of iterations as
input parameters. The function iteratively applies small perturbations to the input image in
the direction of the gradient sign while ensuring that the perturbed examples remain within

a limit bounded by the magnitude of perturbation. The process is repeated for a specified
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number of iterations and returned.

Momentum iterative method

The MIM function is an extension of PGD with momentum. It takes similar input parameters
to PGD, adding a decay factor to control the momentum’s influence over time. In addition
to perturbing the input data based on the sign of the gradient, it accumulates the gradient
sign over iterations to guide the direction of the perturbation. The decay factor allows for

greater convergence stability.

3.1.9  Default hyperparameter selection

The default hyperparameters chosen for each component of the framework were determined
through a combination of known best practices, theoretical justifications, and practical con-
straints. These hyperparameters have demonstrated robust performance across many sce-
narios. Further, several default hyperparameters were set based on theories showing the
ability of models to converge more effectively. Practical constraints, such as computational

efficiency and ease of use, also guided selection of default hyperparameters.

3.2 Experimental setup

With our experimental framework, we define three hypotheses regarding the basis of adver-
sarial examples and aim to more rigorously prove or disprove these hypotheses. This section
is composed of several subsections containing the software version for the framework, hard-

ware used, an overview of each hypothesis regarding the basis of adversarial examples, and
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the processes that were used to verify each hypothesis.

3.2.1 Software versions

The framework and evaluation methods proposed by this paper are built on Python 3.11.5,
Nvidia CUDA Compiler driver version 12.1, CuPy version 13.0.0, TensorFlow version 2.15.0,

cuTENSOR version 2.0, and cuDNN version 8.8.

3.2.2 Hardware

This framework and comparison models were evaluated on two machines. To ensure fairness,

evaluation is performed using the time on the GPU as a metric.

Machine | Operating System Processor Graphics Processing Unit

A Windows 10 AMD Ryzen 9 5900X Nvidia RTX 2080 Ti

B Ubuntu 22.04.4 LTS | Intel Core i7-6850K Nvidia RTX 2080 Ti

Table 3.2: Machines for model evaluation

3.2.83  Classifier linearity

We ask whether adversarial perturbations are magnified by linear coefficients in the model,
resulting in high misclassification probability. To weaken the linearity of model classifiers,
we decrease the scale of the linear coefficients through Ly normalization.

Four multi-layer perceptrons with back-propagation are created and trained on MNIST,
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CIFAR-10, and CIFAR-100, with a weight decay of 0.2 in optimizer settings. Each model
consists of the standard 784 (MNIST), 3072 (CIFAR) input, or 65536 (ImageNet) input, two
200 neuron hidden layers, and 10 neuron output. This utilized categorical cross entropy as
the loss function. Each classifier was trained for 10 epochs with a batch size of 64 using the
Adam optimizer with a learning rate of 0.01. We then test FGSM, MIM, and PGD on each

model to evaluate both the prediction accuracy on the generated adversarial test samples.

3.2.4  One-sum probability space

We ask whether classifiers are less robust to adversarial examples due to the need for output
probabilities to sum to 1. Due to the need for a classifier to select a class, a classifier must
select the category with highest confidence once it rules out all impossible classes. Rather
than learning the features of the dataset, the model may instead be learning the posterior

probability that an input belongs to one of the remaining categories.

To break the one-sum constraint, we switch the softmax activation function in the final
layer for a sigmoid activation corresponding to each class. In doing so, each output proba-
bility instead belongs in the range [0, 1] making the sum of probabilities instead range from
[0,n] where n is the number of classes. We once again train three multi-layer perceptrons
with back-propagation on the three adversarial attacks and follow the constraints previously

described.
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3.2.5  Fxcessive number of classes

We ask whether classifiers trained on fewer target categories tend to be more robust than
those trained on more target categories. This follows a similar idea to the curse of dimen-
sionality in that it is more difficult for a model to learn patterns in data when there are
too many dimensions to find patterns in. Due to the tendency of neural networks to clas-
sify an input space into path-connected regions, categories tend to overlap with each other
as the number of categories increases. This overlap creates a large attack vector to create
adversarial examples for. We train 9 classifiers using subsets of categories from MNIST and
CIFAR-10.

The first classifier contains 2 classes {0, 1}, the second classifier contains 3 classes {0,
1, 2}, and so forth. The number of training samples is kept constant and the number of

neurons in the final layer is kept equal to the number of categories on which the model is

trained. The robustness of the classifier is then evaluated on FGSM, PGD, and MIM.

3.3 Usability test setup

The “thinking aloud” paradigm was utilized for this usability test. Due to the target audience
of this framework being researchers in machine learning, the selection criteria for participants
required they be a computer science student. Participants agreed to having their screen and
audio recorded over a call and performed the test remotely. All materials required to run
the framework were provided to the participants or available for free online. The framework

source code and documentation were provided. Participants were asked to perform a series
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of tasks using the framework running on Google Colab utilizing Python 3.11.5 with a T4
GPU for hardware acceleration.
Prior to conducting the usability test, participants were asked a series of pre-test ques-

tions:

e How familiar are you with the concept of adversarial examples?

e What are your expectations from a modular test framework?

e What factors contribute most to your willingness to invest time into learning a new

framework?

The tasks asked of the participants were as follows:

e Create a MLP with back-propagation, train it on MNIST, and evaluate the model.

Leave parameters at their default values.

e Extend the previously built model by evaluating it on adversarial examples generated

using FGSM with default parameters.

e Create a new MLP classifier trained on CIFAR-10 instead. Use the following parame-

ters: 10 epochs, 32 batch size, le-4 learning rate, and 1e-8 decay.

e Utilizing documentation on the Basic Iterative Method adversarial attack, implement
a custom adversarial attack within the framework. Evaluate on the CIFAR-10 dataset

with e = 0.1.
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After conducting the usability test, participants were asked a series of post-test questions.
Scale questions were evaluated on a scale ranging from strongly positive, positive, neural,

negative, and strongly negative:

e How would you rate your overall experience with the adversarial machine learning

framework and corresponding documentation? Why?

e What aspects do you feel were done well?

e What aspects do you feel could use improvement?

e One alternative to this framework involves using Keras and the Adversarial Robustness
Toolbox (ART) together [35]. Read through the corresponding documentation. How

would you compare this framework to Keras and ART?

e For a student who may be learning the basics of machine learning for the first time,

do you think this would be a good first resource to learn from? Why or why not?
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Chapter 4
RESULTS

In this section, we analyze whether the impact of linear coefficients in classifiers results
in low adversarial robustness using a more robust testing method utilizing multiple adver-
sarial attacks and datasets that more closely reflect real-world data. Using the same testing
methodology, we evaluate whether classifiers tendency to select adversarial samples is due
to the one-sum constraint of its probabilities. Additionally, we evaluate whether models
trained on a high number of target categories tend to be less robust to adversarial attacks
than those trained on fewer target categories. We assess the results from our usability test
on the LSTAR framework and analyze the findings to determine the effectiveness and areas

of improvement for the framework.

4.1 Classifier linearity

Figure 4.1 plots the average accuracy for multi-layer perceptron classifiers with back-prop-
agation trained on the MNIST dataset on the framework. We also perform the same test
on the TensorFlow framework in Figure 4.2. Figure 4.3 shows this test performed under
MNIST, CIFAR-10, CIFAR-100, and ImageNet. As the adversarial perturbation increases,
we note that the error bars indicating minimum and maximum range tend to increase in

size, indicating varying degrees of susceptibility to adversarial perturbation. When applying
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regularization to break classifier linearity, the difference in the accuracy curves between the
baseline and the regularized models indicates that the decrease in accuracy is as a result of
the linearity of the classifier.

We note an inflection point occurring around ¢ = 0.10. This inflection point reflects the
shift of the model decreasing its confidence in the correct class below a threshold and an
increase in confidence of incorrect classes. Prior to reaching this threshold, the model displays
an acceptable level of performance in correctly identifying the input data. As the attack
strength surpasses this range, the curvature becomes concave up, indicating a threshold at

which the model has been significantly compromised.
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Comparison of Datasets for Hypothesis 1 on Framework
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Figure 4.1: Graph depicting the relationship between classifier accuracy and adversarial
strength across different adversarial attacks on LSTAR. Baseline without forcing linear co-

efficients.
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Comparison of Adversarial Perturbation Methods for Hypothesis 1 on Framework
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Figure 4.2: Graph depicting the relationship between classifier accuracy and adversarial per-

turbation strength across different adversarial attacks on LSTAR. Forced linear coefficients.
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Comparison of Datasets for Hypothesis 1 on Framework
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Figure 4.3: Graph depicting the relationship between classifier accuracy and adversarial

perturbation strength across different datasets on LSTAR.
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Comparison of Adversarial Perturbation Methods for Hypothesis 1 on TensorFlow
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Figure 4.4: Graph depicting the relationship between classifier accuracy and adversarial
perturbation strength across different adversarial attacks on TensorFlow and the MNIST

dataset.
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4.2 One-sum probability space

With no pooling class for situations where models are unable to achieve high confidence
in any one target category, the classifier must pick the category that it has the highest
confidence in, even if that confidence is comparatively low due to adversarial attacks. We
notice a similar situation to the classifier linearity hypothesis. We note an inflection point
around € = 0.12. Under attacks with low perturbation strength, as adversarial perturbation
increases, the attack tends to decrease the probability in the correct category until the output
classification is shifted. Under the one-sum constraint, this forces an increase in probability
in another category.

Adversarial attacks can be assumed to have two generally distinct phases. In the first
phase, attacks primarily decrease the probability of selecting the correct output class until
the output is shifted. In the second phase, the prediction confidence on some incorrect
class is shifted up. Thus, the one-sum constraint inherent in softmax activation and cross
entropy loss accelerates the decreasing of confidence in the correct target class. As the
attack strength increases, the classifier is required to push predictions into incorrect class
categories that sum to one in phase 2. However, under binary cross entropy and sigmoid
activation on each neuron, the prediction confidence for each class can be shifted without
consideration for other classes. This in turn causes models to be more robust in that the
effects of adversarial attacks only affect a small number of classes rather than affecting

multiple classes simultaneously.
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Comparison of Adversarial Perturbation Methods for Hypothesis 2 on Framework
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Figure 4.5: Graph depicting one-sum constrained models on LSTAR. Baseline for compari-

SOIl.
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Comparison of Adversarial Perturbation Methods for Hypothesis 2 on Framework
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Figure 4.6: Graph depicting the relationship between one-sum constrained models and those

without constraints on adversarial robustness using LSTAR.
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Comparison of Adversarial Perturbation Methods for Hypothesis 2 on TensorFlow
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Figure 4.7: Graph depicting the relationship between one-sum constrained models and those

without constraints on adversarial robustness using TensorFlow.
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4.3 Excessive number of classes

We train a total of 9 classifiers on subsets of categories on the MNIST and CIFAR-10 datasets
by removing all but the first two classes and adding categories sequentially. The total number
of training samples per class is kept constant. The number of neurons in the last layer is
changed to be equal to the number of classes being trained on.

With more classes to differentiate between, the complexity provides adversaries with
more surface area upon which they may exploit model vulnerabilities. Further, due to the
dimensionality of the input space increasing with the addition of more classes, it creates
further challenges for the model to generalize well to unseen data due to the sparsity of data
within the high dimensional input space. This also creates a higher likelihood of ambiguity
between similar classes which may be exploited by a subtle shift of the decision boundary
between closely related classes. Figure 4.8 indicates a significant loss in robustness as the

number of classes increases.
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Accuracy vs Adversarial Perturbation on Different Class Counts using FGSM on Framework
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Figure 4.8: Graph depicting the relationship between accuracy vs adversarial perturbation

on varying number of classes on the CIFAR-10 dataset under FGSM on LSTAR.
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Accuracy vs Adversarial Perturbation on Different Class Counts using PGD on Framework
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Figure 4.9: Graph depicting the relationship between accuracy vs adversarial perturbation

on varying number of classes on the CIFAR-10 dataset under PGD on LSTAR.
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Accuracy vs Adversarial Perturbation on Different Class Counts using MIM on Framework
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Figure 4.10: Graph depicting the relationship between accuracy vs adversarial perturbation

on varying number of classes on the CIFAR-10 dataset under MIM on LSTAR.
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4.4 Usability test

4.4.1 Description of participants

12 computer science students agreed to take part in this usability study. All participants
participated in all parts of the study.

From the pre-test questionnaire, observations are as follows:

e Responses indicated a range of familiarity with adversarial examples. Some partici-
pants indicated a strong understanding, while others had limited to no exposure to the

topic.

e A variety of expectations were expressed, including flexibility and customization sup-

port.

e Major factors influencing willingness to learn a new framework include: ease of use,

intuitive design, and availability of learning resources.

4.4.2  Presentation of findings
e Create a MLP with back-propagation, train it on MNIST, and evaluate the model.

Leave parameters at their default values.

e Extend the previously built model by evaluating it on adversarial examples generated

using FGSM with default parameters.
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e Create a new MLP classifier trained on CIFAR-10 instead. Use the following parame-

ters: 10 epochs, 32 batch size, le-4 learning rate, and 1le-8 decay.

e Utilizing documentation on the Basic Iterative Method (BIM) adversarial attack, im-
plement a custom adversarial attack within the framework. Evaluate on the CIFAR-10

dataset with ¢ = 0.1.

Task completion time (mins) | Average | Minimum | Maximum
Task 1 16.86 6.90 31.65
Task 2 7.41 3.80 21.30
Task 3 5.66 4.20 11.80
Task 4 38.08 21.90 78.15

Table 4.1: Average, minimum, and maximum completion time for each task across all par-

ticipants in the usability test.

4.4.83  Observations

Based on the usability test, participants demonstrated varying levels of efficiency and pro-
ficiency across the four tasks. In this section, we analyze observations from each task. All

participants were able to complete all sections of each task.
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Task 1

e Most participants utilized the example section from the documentation to perform this

task.

e Few participants relied solely on the documentation. Those that did took longer to

complete task 1, but completed tasks 2, 3, and 4 more quickly comparatively.

e About half of the participants expressed surprise that metrics output does not have

visuals such as a graphs or charts.

e Several participants expressed confusion regarding what values to put for the number

of neurons and inputs for each layer.

Task 2

e Participants easily found the FGSM section within the documentation and were able

to implement it quickly.

e Participants with little to no exposure to adversarial examples tended to ask for more

context regarding what the FGSM, MIM, and PGD methods do to image inputs.

Task 3

e Participants utilized documentation to perform this task with relative ease.
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e Several participants expressed a desire for further explanations regarding what each

hyperparameter changes within the optimizer function.

e Participants encountered difficulties in selecting what value to use for each hyperpa-

rameter.

Task 4
e Participants experienced varying levels of difficulty in implementing an additional ad-

versarial attack.

e Participants were able to use existing adversarial attack implementations as a guidepost

for how to implement the BIM attack.

e There were many participants who struggled with the format of image inputs and

getting CuPy to successfully read the images into GPU memory.

e The long average completion time reflects the difficulty required to understand and
implement an adversarial attack. This highlights the need for additional support for

users attempting these tasks within the framework.

4.4.4  Comparison to hypotheses and expectations

It was expected that participants would predominantly rely on the example section of the

documentation to perform tasks as its code snippets were very easy to understand and
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modify as necessary. The observations align with the expectations as most participants relied
on this section to perform various tasks on the framework. This was particularly evident
on tasks 2 and 3, where participants were able to complete the tasks relatively quickly.
However, participants not utilizing the examples section performing better on subsequent
tasks was unexpected, signaling a need to focus more on documentation readability. The
long completion time on task 4 was expected due to the relative difficulty of the task. The
largest problem was ensuring that CuPy would properly send input data to GPU memory.
Due to the precise nature of inputs required by CuPy, participants found it relatively difficult
to implement BIM, even with FGSM, MIM, and PGD examples. This possibly signals a need
to create a method to move away from using CuPy or have a helper method to automatically

convert inputs into those accepted by CuPy.

4.4.5 Post-test questionnaire

Using +2 for strongly positive, +1 for positive, 0 for neutral, -1 for negative, and -2 for
strongly negative, the average user experience was averaged to 0.4167 indicating slightly
positive sentiment overall. This suggests positive aspects of the framework and several areas
of improvement.

All participants found the examples to be very helpful. However, they wanted more
thorough explanations on the functionality of each module. Improvement of documentation
and supplementary material was suggested. Participants found the parts of this framework

that had equivalencies to Keras and ART to be relatively equal, indicating the framework
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offers comparable functionality to existing tools and libraries in a much more lightweight
fashion.

Responses averaged 0.6 towards using this framework as a first resource to learn from,
suggesting that while there may be areas for improvement, the framework has the potential

to serve as a valuable first resource for beginners in the field.
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Chapter 5

DISCUSSION

Our work presents two major contributions. We first robustly evaluate three hypotheses
regarding the basis of adversarial examples through using datasets that more closely resem-
ble real-world data and by using more advanced adversarial attacks. Further, we implement
these evaluations through a novel modular framework that allows standardization of tests
for adversarial robustness. With research into the basis of adversarial examples being under-
developed compared to research into adversarial attacks and defenses, our framework serves

as a valuable starting point for advancing this area of study.

From our tests in hypothesis 1, we evaluated whether classifier linearity results in greater
misclassification. In doing so, we train a multi-layer perceptron with back-propagation on
several datasets and plot the average accuracy for each classifier at various adversarial per-
turbation strengths. Based on the accuracy curves, we see a correlation between a loss
of accuracy on adversarial examples and misclassification, but based on this alone, we are

unable to draw a conclusion regarding whether it is a direct cause.

Hypothesis 2 asked whether classifiers tended to default to adversarial examples due to
the need for output probabilities to add up to 1. Rather than learning the general features of

the dataset, the classifier may instead be learning a probability that an input must belong to
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one of the target categories. We train a new multi-layer perceptron with back-propagation
on several datasets and switch the loss to binary cross-entropy which forces each output class
to output between [0, 1]. The results of this test revealed a much slower accuracy loss under
weaker adversarial perturbation. However, when the attack becomes stronger, there is an
inflection point in which the accuracy begins dropping considerably more quickly. Thus, we
can treat these adversarial attacks as having two phases. The first phase tends to decrease
the probability of selecting the correct category until the output label is changed. Under the
one-sum constraint, this must increase the probability of selecting other categories. However,
when this constraint is broken, we see a slower phase 1 in the new model. The second phase
then occurs when model prediction confidence for incorrect classes has become higher than

that for the correct class.

The third hypothesis is essentially a question of the curse of dimensionality: does a high
number of target categories cause a model to become less robust? As expected, as a network
classifies the input space into regions, their boundaries tend to be close to each other. As
such, more categories create more boundaries between different classes, and this in turn

creates more surface area upon which adversarial attacks can occur, as evident in Figure 4.6.

We performed a usability test as part of our study with the goal of assessing the practi-
cality and user experience of our framework. With the help of 12 computer science students,
we had them perform various tasks using the framework to glean insights into expectations,
usability issues, and directions of improvement. Feedback from the participants showed the

importance of comprehensive documentation, with a strong need for improved user guid-
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ance regarding module functionality and hyperparameter settings. Despite these challenges,
participants generally found the framework to be helpful and indicated a positive overall

experience.

The modular nature of the framework opens possibilities for its use in various other
applications beyond adversarial testing. For example, the architecture could be leveraged
for tasks such as distributed computing, where modules could be parallelized across multiple

computing nodes to improve efficiency.

5.1 Comparison to TensorFlow

We performed the same tests on our framework as we did on TensorFlow to have a fair
comparison between the two frameworks. We found that both frameworks achieved similar
levels of accuracy and performance across the various datasets. They exhibited comparable
levels of robustness against adversarial attacks. TensorFlow performed marginally worse
when scaling up to the size of the ImageNet dataset, though the difference in execution time
over multiple trials was negligible. Our framework allowed greater flexibility in understanding
what exactly is occurring within the code. It also allows users to easily share modules.
However, due to the framework’s reliance on CuPy, it is more difficult for users to extend

upon our framework in comparison to TensorFlow.
Due to high variance at higher adversarial perturbation levels for both the framework

and TensorFlow, we removed the upper third of the adversarial perturbation data for this

analysis. Based on a MANOVA analysis conducted at a confidence level of 0.1, we found
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there to be no statistically significant differences between the performance metrics of models
trained on our framework compared to TensorFlow. The absence of statistically significant
differences suggests that both options are viable choices for conducting machine learning

research.

5.2 Limitations

While our framework provides a good starting point for building upon, it has several weak-
nesses that must be addressed before considering its adoption. As of now, the framework
only supports multi-layer perceptrons. Incorporating other architectures such as convolu-
tional neural networks and others would provide more options to users. The framework also
only implements a few adversarial attacks. Including a much broader range of attack meth-
ods would help provide a more thorough environment for users to test in. There is a lack of
any implemented adversarial defense mechanisms in the framework which would allow users
to evaluate their effectiveness against adversarial attacks. While the framework provides
metrics output, there is room for improvement in visualization. Methods to display confu-
sion matrices and ROC/AUC curves would allow users to better understand the behavior of
their models. While the reliance on CUDA is expected within the field, the framework relies
on CuPy which necessitates a Nvidia GPU due to the lack of a proper equivalent on AMD or
Intel platforms. Providing alternative GPU-accelerated libraries could improve accessibility
across different hardware configurations. Further, this framework operates on a single-node

architecture unless the modules are operated on separately, which limits scalability.
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Chapter 6
CONCLUSION

We propose a modular framework for adversarial testing. The proposed framework com-
bines the advantages of being easy to add to with being easy to share between researchers.
We verify or partially verify several possible causes of adversarial example vulnerability:
model linearity, one-sum constraints, and excessive target classes. Experimental results on
benchmark tests demonstrate that the proposed approach achieves equivalent performance to
widely used frameworks. Our framework provides a streamlined and user-friendly approach
to image classification that stands out for its simplicity and modularity. We also perform
a usability test to evaluate the usability of the framework for researchers with varying lev-
els of expertise, indicating that novice researchers can adapt to and utilize the framework

effectively.

6.1 Practical implications

This framework offers a versatile tool for exploring and evaluating various research questions
related to adversarial machine learning. By providing a modular platform, our framework
enables researchers to focus their efforts on experimental design and analysis rather than
getting slowed by technical implementations inherent in particularly unique models. It fa-

cilitates easily reproducible research by providing standardized modules and workflows for
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conducting experiments, promoting transparency in research practices. Additionally, the
modularity of the framework allows researchers to easily customize and extend its function-
ality to suit their specific research needs. It can be leveraged as a flexible tool for conducting
experiments into the state-of-the-art in adversarial machine learning. Our usability test indi-
cated good effectiveness across users with varying levels of expertise, suggesting it can serve

as an accessible and practical tool for both novice and experienced researchers alike.

6.2 Future work

Beyond the limitations in section 5.2, several possible directions exist for further development
of our modular framework. One method involves extending the framework to support a
broader range of network architectures beyond multi-layer perceptrons to address a wider
range of research questions. Modules could be extended to accommodate diverse types of
data, such as text, audio, or time series data, to allow researchers to study adversarial
impacts on various kinds of data. Efforts to enhance the usability of the framework through
improvements to the user interfaces and graphical metrics outputs would make the framework
more accessible to researchers.

This framework serves as a starting point to provide researchers with a modular frame-
work to focus on experimental design and analysis. By offering an adaptable platform, we
hope that it will inspire researchers to build upon this framework to explore a wider range
of research questions on the basis of adversarial examples and empower researchers with

varying levels of expertise to engage on adversarial machine learning research.
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Appendix A
APPENDIX

A.1 Curse of dimensionality

As the number of dimensions being studied increases, many phenomena arise. The term for
these phenomena is the “curse of dimensionality” coined by Richard Bellman [5]. In high
dimensions, the volume of the space being studied grows exponentially. Assume there is a
graduated line in one dimension from 1 to 10. There will be 10 integers on that line. Ex-
tending that to two dimensions, it now has 100 points with integer coordinates. Considering

08, a number of points equal to the estimate of the number of

up to 80 dimensions reaches 1
atoms in the observable universe. As the dimension increases, the exponential growth of the
space causes data to become increasingly sparse.

The curse of dimensionality is closely related to the principle of overfitting. Because of
the exponential growth of the volume of the space being studied, it is necessary to have large
datasets to adequately capture and model high-dimensional patterns. The number of samples
required to overcome this limitation grows exponentially. This scenario, characterized by its
many features yet relatively few data points, is prone to overfitting.

Occam’s Razor suggests that simpler models are generally better than complex ones be-

cause they are less likely to overfit. This principle is particularly relevant in high-dimensional
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contexts as it encourages the reduction of model complexity. Application of the Occam’s
Razor principle can mean applying dimensionality reduction to the problem through meth-
ods like PCA, t-SNE, feature selection, and others to mitigate the effects of the curse of

dimensionality.

A.2 Datasets

A.2.1 MNIST

This dataset is constructed from the National Institute of Standards and Technology (NIST)’s
Special Database 1 and 3 containing handwritten digit images ranging from 0 to 9. The
creators judged that the suitability of the original datasets was insufficient due to the training
data originating from American Census Bureau employees and the test data originating from
American high school students. Further, the normalization process introduced grey-scale
levels that had to be remedied. With two sets of approximately 30000 samples each, the
researchers combined the datasets to create a full set with 60000 images for training and
10000 images used as the test set, 5000 belonging to Special Database 1, and 5000 belonging
to Special Database 3.

The original images were normalized to fit within a 20x20 pixel box while preserving the
aspect ratio. The images used in this dataset are centered in a 28x28 image by computing
the center of mass of the pixels and translating the image to position the center of mass in

the middle of the 28x28 field [26].
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Figure A.1: Size-normalized examples from the MNIST dataset, taken from [26].

A.2.2 CIFAR-10

The CIFAR-10 dataset is a labeled subset of the “80 million tiny images” dataset and was
collected by Alex Krizhevsky, Vinod Nair, and Geoffrey Hinton. It contains 60000 32x32
color images corresponding to 10 classes with 10000 images per class. There are 50000

training images and 10000 test images. The classes are as follows: airplane, automobile,
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bird, cat, deer, dog, frog, horse, ship, and truck [38] 23].
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Figure A.2: Example images from the CIFAR-10 dataset, taken from [23].

A.2.8 ImageNet

ImageNet is a large visual database designed for object recognition research containing more
than 15 million images. ImageNet is an image dataset organized by the WordNet hierarchy.

Each concept in WordNet is described by possibly multiple phrases in WordNet called a syn-
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onym set. ImageNet aims to provide approximately 1000 images to illustrate each synonym
set [12]. This dataset, while used for testing, is not entirely included with the framework.
This is due to the 150 GB size of ImageNet being too large to justify bundling with the

framework.
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Figure A.3: Random selection of images from the ImageNet dataset [41].
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A.3 Loss functions

A.3.1 Categorical cross entropy

The CategoricalCrossEntropy class computes the categorical cross entropy loss for multi-class
classification tasks. The forward pass computes the categorical cross entropy loss for given
predictions and true labels. It then adds a small epsilon value to avoid division by zero in
the logarithmic terms. The total loss is computed as the sum of the negative log-likelihoods
across all samples divided by the number of samples. The backwards method computes the
gradients of the categorical cross entropy loss with respect to the input values in the final
layer of the network. The gradients are divided by the number of samples to facilitate error

back-propagation.

A.3.2 Binary cross entropy

Similarly, the BinaryCrossEntropy class computes the binary cross entropy loss for binary
classification tasks. It computes the loss for given predictions and compares it to the true
labels, then adds a small epsilon value to avoid division by zero in logarithmic terms. The
mean loss across all samples is returned. In the backwards method, it computes the gradients
of the binary cross entropy loss with respect to the input values in the final layer of the
network, representing how much the predicted probabilities need to be adjusted to minimize

the loss, and back-propagates them to update network weights.
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A.8.8 Mean squared error

The MeanSquaredError class computes the mean squared error loss for regression tasks. The
forward pass takes the mean of the squared differences between each predicted value and the
true label across all samples in the batch and returns the average squared difference between
predicted and true values across the batch. The backwards pass computes the gradients of the
mean squared error loss with respect to the input values and back-propagates them. These
gradients represent how much the predicted probabilities need to be adjusted to minimize

the loss.
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