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Abstract

WideScatter:Toward Wide Area Battery-Free Wireless Sensor Networks

Ali Saffari

Chair of the Supervisory Committee:

The vision of ubiquitous battery-free sensing has run into the practical limitations of wire-
less communication networks. To address this, we design the first wide-area and scalable
backscatter network with multiple receivers(RX) and transmitters(TX) base units to com-
municate with battery-free sensor nodes. Our system circumvents the inherent limitations of
backscatter systems - including the limited coverage area, frequency-dependent operability,
and sensor node limitations in handling network tasks- by introducing several coordination
techniques between the base units starting from a single RX-TX pair to networks with many
RX and TX units.

We build low-cost RX and TX base units and battery-free sensor nodes with multiple
sensing modalities and evaluate the performance of the WideScatter system in various de-
ployments. Our evaluation shows that we can successfully communicate with battery-free
sensor nodes across 23400 ft? of a two-floor educational complex using 5 RX and 20 TX
units, costing $569. Also, we show that the aggregated throughput of the backscatter net-

work increases linearly as the number of RX units and the network coverage grows.
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Chapter 1

INTRODUCTION

Recent advances in energy harvesting, physical sensors, wireless networks, data process-
ing, and machine intelligence picture a future where billions of everyday objects turn into
smart, connected devices that can sense their surroundings, communicate their data, and
react to human interactions and other environmental stimuli. This vision, however, has run

into practical limitations of wireless communication networks.

An ideal wireless technology for a battery-free or self-powered ! sensor network should
possess two essential qualifications: the sensor nodes should consume very little energy since
the harvested energy is scarce, and the infrastructure to communicate with the sensor nodes
should be low-cost to make widespread adaptation feasible. Current commercial wireless
technologies do not satisfy these two objectives simultaneously. Active radios, such as BLE,
Zighee, or LoRa compliant radios, consume too much energy and are not suitable for battery-
free solutions, while passive RFID systems are expensive and result in high infrastructure

cost to cover a practical setting [9].

Recent bistatic backscatter systems [23, 30, 33, 77, 56] have shown promise to find a
middle-ground to this challenge by employing the backscatter technology to reduce the energy
burden of wireless communication, while leveraging the economies of scales and ubiquity of
industry-standard protocols such as WiFi, Bluetooth, ZigBee, and LoRa to reduce the cost of
reader infrastructure. Bistatic backscatter systems still suffer from a shorter communication
range than conventional active radios, and a single receiver (RX)-transmitter (TX) pair is

insufficient to cover a multi-bedroom or multi-floor house. The limited coverage of bistatic

LA system that harvests enough energy for its operation, but might use a rechargeable battery to store
the energy.



Figure 1.1: We deploy several RX (red squares) and TX (blue circles) base units
to extend the coverage of low-cost bistatic backscatter networks and deliver

seamless connectivity to battery-free sensor nodes.

backscatter systems complicates the user experience and limits the use cases for backscatter

systems.

In this work, we present WideScatter, the first scalable bistatic backscatter network for
battery-free sensing, where a network of low-cost RX and TX base units is employed to
deliver backscatter connectivity to many battery-free sensor nodes over a wide area. This
seamless coverage addresses one of the remaining challenges in using backscatter systems
and creates many new opportunities in smart homes and smart buildings by enabling pe-
ripheral, wearable, and medical devices such as pill bottles [51] and insulin pens [17, 38] to
use backscatter to transfer their data to the cloud. To the best of our knowledge, this is the
first work that discusses and implements a bistatic backscatter network with multiple RX

and TX base units.

Using multiple base units to cover a larger area has been implemented in cellular [57, 5]
and WiFi [55, 10] networks for a long time. To understand the difference between these
solutions and our backscatter solution, we need to take a closer look at how the bistatic
backscatter works. In a backscatter deployment, a transmitter generates the carrier, a sensor
node synthesizes packets by reflecting the carrier, and a receiver demodulates the backscat-

tered packets. Thus, the base units could be divided into two groups in bistatic backscatter



systems, TX units, and RX units. Coordination between TX and RX units is necessary to
implement features such as frequency hopping, time-division multiplexing, etc. Furthermore,
the wireless signal propagates twice in a backscatter system, from TX to sensor node and
from the sensor node to RX, resulting in a significantly higher propagation loss and reduced
communication range than active radios. Also, the TX carrier signal appears as a strong
interference to the RX. The high propagation loss and strong interference further complicate
the bistatic backscatter deployments, especially in rich multipath indoor environments. Fi-
nally, the sensor nodes in backscatter systems have strict energy limitations, while the base
units have higher computational and energy resources. This imbalance requires the system
to push the network management tasks to the base units while keeping the sensor nodes as

simple as possible.

We notice that unlike a cellular base station that covers a circle around itself, the coverage
area of the backscatter system is almost entirely limited to the area between the TX and
RX units (see Fig. 2.1). This difference means that we do not need another TX-RX pair to
double the coverage area of a bistatic backscatter system. We only need to add a second
TX unit and share one RX unit between the two TX units (or vice versa). We extend this
idea of sharing TX units and RX units among one another, to form a network of many TX
and RX units that covers more extensive areas, as shown in Fig. 1.1. This solution still
uses backscatter to communicate with the sensor nodes, which reduces the energy harvesting
barrier for a practical solution. Although this solution needs multiple base units similar to

an RFID solution, each TX or RX base unit is significantly cheaper than an RFID reader.

In this work, we equip the RX units with more processing and communication capabilities
and rely on them to manage the operation of TX units and sensor nodes. RX units receive
the sensor data and have direct access to the data and channel information, which gives
them a clear advantage over the TX units for managing the network. In the simple case
of one RX and one TX unit, we use the RX unit to select the frequency and carrier power
for each backscatter attempt to maximize communication reliability with the sensor nodes

and overcome frequency-selective fading. RX units also manage the time to communicate



with multiple sensor nodes through time-division multiplexing. In the case of one RX and
several TX units, the RX also needs to track which TX-sensor node combinations result in
a successful communication to select the best TX unit for communicating with each sensor
node. Finally, in the multiple RX and multiple TX case, the RX units coordinate with
each other to assign sensor nodes amongst themselves, and keep track of the movements and
variations in the network. We implement RX units, TX units, and sensor nodes that support
these functionalities to achieve large-scale backscatter coverage.

Our primary motivation in using backscatter is to relax energy harvesting requirements
on the sensor nodes. Previous works have shown the possibility of battery-free solutions by
combining backscatter with low-power sensors such as microphones [71] and cameras [65, 22].
However, these works use analog modulations tailored for the specific sensor data. This work
presents a sensor node platform that communicates with our base units through 802.15.4g
packets and can accommodate many different sensors, including cameras, microphones, and
environmental sensors such as temperature, humidity, and illuminance sensors. Our sensor
nodes are equipped with an ultra low power radio to wake them from sleep mode, which
allows them to operate entirely on the energy harvested from a 2in? solar cell under indoor
light intensity levels.

Previous long-range backscatter deployments have been proposed in [70, 73, 56, 23].
These implementations use a single TX-RX pair and extend the communication range by
lowering the receiver sensitivity. However, this is not a desirable solution since it reduces
the communication data rate and throughput of the system. In this work, we extend the
backscatter deployment coverage while maintaining the high data rate for sensor nodes.

We implement the WideScatter system using COTS components and deploy it in several
indoor environments. Our evaluation shows that the sensor node consumes 9 uA in the
listening mode and 802 uA in backscatter mode while communicating with RX and TX base

units 150 ft away. Results are summarized below:

e WideScatter covers an 800 ft? single bedroom apartment with 125 Kbps backscatter links

using 1 RX unit and 4 TX units, for a total cost of $114 at low volumes. It can cover a



23400 ft? educational complex using 5 RX units and 20 TX units for a total cost of $569.

e The modular battery-free sensor node accommodates multiple sensors, including image and
audio sensors. It can send the temperature, humidity, and illuminance data every second

using the energy harvested from a 2 in? solar cell.

e We show that the aggregated throughput of the backscatter network increases by using
more RX units. Using 5 RX units, our backscatter network collects data from multiple
sensors at an aggregated rate of up to 375 Kbps, 4.17 times faster than a single sensor node

throughput.



Chapter 2

BACKSCATTER PRIMER

Backscatter sensor nodes rely on reflecting external RF signals for data transmission
instead of generating a local RF signal. This reduces the power consumption and cost
of wireless communication significantly and enables battery-free sensing systems [33, 30,
70]. Unlike conventional wireless networks where the communication happens between two
devices- an access point and a mobile device- three devices are involved in a backscatter
communication; a TX unit that generates the carrier signal, a backscatter sensor node that
modulates and reflects the carrier, and an RX unit that listens to, and decodes the sensor

node data.

One of the main challenges in backscatter systems is the strong interference at the receiver
due to the carrier signal. Bistatic, or half-duplex, backscatter systems rely on physical
separation of the TX and RX units to reduce the carrier interference [33, 30, 70], while
monostatic, or full-duplex, backscatter systems rely on self-interference cancellation circuits
for this purpose [32, 8, 12]. Another popular technique to mitigate the carrier interference
is using sub-carrier modulation at the sensor node [33, 30, 70, 32, 12, 77, 73, 24] to generate
the backscatter packet at a frequency offset from the carrier signal. This technique pushes
the carrier signal out of the desired band at the receiver and reduces the receiver’s sensitivity

loss, since receivers can tolerate out-of-band interference.

The coverage of a bistatic backscatter system depends on the relative distance of the
RX and TX units[33, 31]. We use the free-space signal propagation model to plot the
backscatter coverage in four different cases in Fig. 2.1. The RX and TX locations are shown
with circles of the same color in each case. When the TX and RX are too close to each

other, they completely cover the area between themselves, but the carrier interference limits
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Figure 2.2: The effect of multi-path fading on backscatter link. Frequency bands
with lower carrier power and higher backscatter power are most suitable for

backscatter communication.

the coverage area (red plot). As the RX-TX distance increases, the coverage area expands
to reach its maximum (brown plot). If we further increase the RX-TX distance, first the
coverage width at the center starts to shrink (purple plot), and finally, we lose the coverage
at the center and the coverage map becomes disjoint (blue plot). Although we use the free-
space propagation model for this analysis, it highlights the importance of RX and TX units
placement in covering large spaces with backscatter connectivity.

The wireless propagation in indoor environments is subject to multipath fading. To show
the effect of the multipath fading, we perform a simple experiment. We set a transmitter

to generate a CW carrier signal, and a backscatter node, placed 10 ft away from the TX,



to reflect the TX signal at 1.7 MHz offset frequency, as shown in Fig. 2.2(a). We use a
spectrum analyzer, placed 10 ft away from the backscatter node, to measure the carrier and
corresponding backscatter signal powers. Fig. 2.2(b) shows the carrier and backscatter signal
power as we sweep the carrier frequency from 902 MHz to 928 MHz. The backscatter (i.e.,
desired) signal power varies 10dB in this experiment, while the carrier (i.e., interference)
signal power varies 15dB. The two signal powers are independent of each other, and their
peaks and valleys happen at different frequencies. The best frequency bands for backscatter
communication are the ones with maximum backscatter signal power and minimum carrier
signal power. If the RX blocker tolerance at 1.7 MHz frequency offset is 35 dB, we can
see that only some of the frequency channels are operative for backscatter links, as shown
with green strips in Fig. 2.2, which could be enough for most narrow-band, low data rate
applications. This experiment shows the importance of selecting communication parameters,

such as frequency, to minimize communication error rates for low-power sensor networks [14].



Chapter 3
SYSTEM DESIGN

This section describes the backscatter network architecture used to cover a wide area
and communicate with many sensor nodes. We start with one RX-TX pair and extend the
coverage first by adding more TX units and finally by including more RX units. Throughout
this section, we assume that each sensor node has a unique identification number (ID), and

the backscatter network has prior knowledge of the sensor nodes’ IDs.

3.1 Single RX - Single TX

In the simplest form, a bistatic backscatter system consists of one RX unit, one TX unit,
and one or several sensor nodes. The RX and TX should coordinate with one another to
achieve three main functionalities: improving the link reliability, time-frequency alignment,
and handling retransmissions. We use a wireless back-channel between the RX and TX units
to communicate and coordinate between the two devices.

The communication cycle of the system is shown in Fig. 3.1. It starts with selecting the
optimum parameters for the frequency channel and carrier power to maximize link through-
put and minimize the error rate in communicating with the specified sensor node. The RX
uses scores calculated based on the results of previous communication cycles for this pur-
pose. The RX selects the frequency channel with the highest score that satisfies the frequency
hopping requirements of the regulatory mandates. It also finds the carrier power with the
highest success rate and uses it as the center of probability distribution to select the carrier
power (Fig. 3.1(a)). After selecting the communication parameters, the RX shares them with
the TX unit. The TX unit has been in listening mode until it receives an activation packet

from the RX unit on the back-channel. The activation packet also specifies the duration of
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Figure 3.1: Backscatter Communication cycle.

the carrier signal that the TX unit has to generate, as well as the sensor node identification
number and the command for the sensor node (Fig. 3.1(b)). Once the TX unit receives the
activation packet, it sends a packet to the sensor node, which contains the sensor node ID
and the requested command, to wake the sensor node (Fig. 3.1(c)). Finally, the sensor node
wakes up, receives the command, and responds appropriately by transmitting one or several
backscatter packets. During this period, the TX generates the carrier signal, and the RX
listens for the backscatter packets (Fig. 3.1(d)). When the backscatter duration is over, the
RX unit analyzes the received packets based on the command issued to the sensor node and
decides whether retransmission is required or not. It also updates the frequency and power
score vectors based on the communication cycle results. The devices follow the same cycle

for the subsequent communications between them.

The first step of the communication cycle is to select backscatter frequency and power

level. This step is vital to improve the overall throughput and reliability of the system since
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backscatter and carrier signal strengths at the receiver vary significantly at different frequency
channels due to the multipath in indoor environments, as mentioned in sec. 2. Similarly, the
carrier power could affect the performance of the backscatter communication too. Increasing
carrier power increases both the backscatter signal power and TX carrier interference at
the RX unit at the same time, and might improve or deteriorate the performance of the
backscatter link [31]. We assign a success score to each communication cycle based on the
ratio of the successfully received packets to the total expected packets, and update the score
for the frequency channel and power level used in the cycle with a moving average formula.
To explore the entire space of possible frequency and power values, we set an exploration
probability based on the error rate over a predefined number of previous communication

cycles. In exploration mode, we select the two parameters randomly [30].

The communication cycle allows the RX unit to control the TX carrier frequency, start
time and duration through the activation packet. This control is essential for two reasons.
First, the TX unit can not generate the carrier signal indefinitely since it would waste energy
and generate too much interference for other wireless users in the vicinity. The TX unit
should only generate the carrier when required by the sensor node, which means the devices
should be time-aligned to utilize the spectrum and energy resources efficiently. Furthermore,
the TX has to hop between different frequencies in the ISM band to satisfy regulatory
mandates. Since the desired signal frequency at the RX is equal to the TX frequency plus
the subcarrier modulation frequency of the sensor node [33, 30, 70|, the RX needs to know
these two values in order to frequency align itself with the other devices. Using the activation
packet to initiate and control the TX operation guarantees time and frequency alignment

between the devices.

In the proposed communication cycle, the RX unit sends the sensor node command to
the TX unit, and the TX unit passes the command to the sensor node. Thus, the data
communication effectively happens between the RX unit and the sensor node, with the
TX unit facilitating the data transfer between them. The two base units have different

capabilities in a bistatic backscatter network. The RX unit demodulates the backscatter
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Figure 3.2: Selecting a TX unit in a single RX - multiple TX scenario. We select
the TX unit based on the assigned confidence score to each TX unit - sensor

node combination.

signal and detects whether the desired packet is successfully received or failed, and the TX
unit can communicate with the sensor node. By using the TX unit as a relay, the RX unit

has complete control to ask for retransmissions.

3.2 Single RX - Multiple TX

The system described in sec. 3.1 highlights the fact that the data exchange happens between
the RX unit and the sensor nodes. Thus, adding more TX units to the system improves the
backscatter system coverage without significantly affecting the system architecture. The RX
unit still controls the operation of the system, and it must select one more parameter, the
TX unit, at the start of each communication cycle.

To compare the performance of different TX nodes in communicating with each sensor
node, we assign a confidence score to each TX unit. The confidence scores are initialized to
1 and updated with an exponential moving average formula using the cycle success rate each

time the TX unit-sensor node combination is used. Fig. 3.2 shows sample confidence tables
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in the single RX - multiple TX arrangement for two sensor nodes. The RX unit uses the
frequency and power score vectors to prioritize and select channels with superior performance
in communicating with the backscatter sensor nodes. The scores depend on the geometrical
placement of the devices with respect to each other and change based on the selection of
the TX unit. Thus, it needs to record one set of these score vectors for each TX unit-sensor
node combination.

We follow the following procedure to select a TX unit based on the confidence table at
the start of the communication cycle. First, we select the TX units with confidence scores
higher than 0.9. If the set has more than one member, we use a weighted random selection
to select one of them. If the set has no member, we filter out the TX units with confidence
scores less than 0.2 times of the maximum confidence score, and use a weighted random
selection to select one of the remaining TX units. Once the TX unit is selected, we follow
the communication cycle, as explained in sec. 3.1, with the selected TX unit. We assign a
unique ID to each TX unit and include the transmitter ID in the activation packet.

Similar to the single RX-single TX architecture, the TX units are in listening mode until
they receive the activation packet. The TX units only move forward with transmitting the
carrier if their ID is matched to the one in the activation packet. Otherwise, they discard

the activation packet and return to the listening mode.

3.3 Multiple RX - Multiple TX

Increasing the number of TX units around one RX unit allows us to expand the backscatter
coverage around the RX unit in different directions. However, we can only achieve a truly
scalable system and cover areas beyond the reach of a single RX-TX pair by employing more
than one RX unit. In the Multiple RX - Multiple TX arrangement, we break the area that
we need to cover into several sections and use one RX unit with one or multiple TX units to
cover each section.

Similar to cellular networks, a sensor node might move between these sections. Since

the backscatter sensor nodes do not have the hardware or energy resources to determine the
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link quality metrics, the base units have to handle the handover. We add a central unit, or
server, that assigns the sensor nodes to the RX units and updates these assignments as the
sensor nodes move. We equip the RX units with WiFi and use it as the backhaul link to
communicate with the server.

Once a sensor node moves from section A to section B, we need to change its assigned RX
unit. For this purpose, first, the RX 4 must detect that the sensor node is missing, and then,
the RXp must search for the sensor node and successfully communicate with it. A sensor
node could move to any other section between two communication cycles in a backscatter
network, since the sections are small and the time interval between communication attempts
could be long.

We use the number of consecutively dropped packets as the metric to detect a sensor node
is disconnected from its assigned RX unit since once a sensor node leaves a given section,
all backscatter communication attempts with that sensor would fail. There is a trade-off
in selecting the threshold to announce the disconnection to the server. Higher thresholds
waste network resources by trying to communicate with a sensor node that has left the
section. On the other hand, lower thresholds result in false disconnection alarms, which
have a high penalty because they result in unnecessary search events in other sections of the
backscatter network. Also, moving the sensor within the boundaries of a section could result
in multiple consecutive dropped packets since the base units have to find a different subset of
operatable frequencies for the new location as described in sec.3.1. This further complicates

the threshold selection.
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To find the number of consecutive packets that could drop when the sensor node moves
inside a section, we perform an experiment by moving the sensor node within the boundaries
of one section 100 times in 5 different environments. Fig. 3.3 shows the distribution of more
than three consecutive dropped packets during these movements. Based on this plot, sensor
node movements within a section cause less than 20 consecutive dropped packets with a
probability of 99.5%. Therefore, we set the threshold for detecting a missed sensor node at
20 consecutive dropped packets, which results in a false alarm rate of less than 0.5%.

An ideal search procedure should be fast and accurate. Due to the lack of existing
knowledge about channel properties, the RX units have to try different frequency channels
to increase the likelihood of successful communication with the sensor node at the new
location. However, increasing the number of frequency channels in the search procedure
would increase the search duration. Previous studies [41, 35] show that the multipath fading
loss in indoor environments becomes uncorrelated as the frequency separation increases. To
find the optimum number of frequency bands for the search procedure, we set up TX-RX
base units at 12 different locations with 20 sensor node testing points (240 total) around
them. For each setup, we set the carrier power at the maximum and try all the frequency
bands between 902 MHz and 928 MHz with 400 KHz channel spacing to communicate with
the sensor node at each point.

Fig 3.4(a) shows the distribution of number of operative bands over the 240 points, with
35% of the points not responding on any frequency and 13% of the points responding on
all of them. We consider the points which respond on at least 10% of the frequency bands
(150 points) as the target group and plot the probability of communicating with the sensor
at these target points based on the number of attempted frequency channels in Fig 3.4(b).
The figure shows that trying 9 channels results in 99% search accuracy. We consider some
margin for errors in these experimental results and use 12 equally spaced frequencies in our
search routine.

The server tracks the assigned RX unit for each sensor node. Once one of the RX units

detects a missing sensor, it notifies the server. The server then randomly notifies one of the
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Figure 3.4: Selecting the number of frequency bands for the search procedure.

other RX units to search for the missing sensor node and waits for the search result. If the
search fails, the server notifies another RX unit, and this procedure continues until one of
the RX units successfully communicates with the sensor node. The server holds a predefined

period before notifying the same RX unit twice.

3.4 Base Units Placement

The primary target of the WideScatter system is residential and commercial buildings, where
the area is most often divided into several sections with walls, partitions, or other obstacles.
The RF signals attenuate as they pass through different materials. It is essential to consider
the effect of these obstacles in the placement of the RX and TX units to achieve optimal

performance. Here we suggest a few simple guidelines to place the base units and sensor

nodes in the building.

e The RX and TX units should be far from each other to maximize the coverage area between
them, but not too far to result in blind spots, as shown in Fig. 2.1. Backscatter coverage
equations in [31] and propagation and attenuation measurements in [63, 7, 6] can be used

for an initial starting point.

e It is best to keep the base units out of each other line-of-sight, as that would increase

the carrier interference at the RX. The best performance is achieved if the sensor node is in
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line-of-sight with both base units.

e The multipath in indoor environments helps the backscatter systems by creating a frequency-
dependent non-flat attenuation profile, resulting in enough operative frequency bands for
backscatter communication. Placing the base unit closer to walls or other large objects

could improve backscatter performance.
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Chapter 4

SENSOR NODE DESIGN

Our goal is to design a battery-free sensor node platform that can accommodate different
sensors and communicate with the base units. We reduce the wireless power consumption of
the sensor node by using low-power backscatter for the sensor node uplink and an ultra-low-
power wake-up radio for the sensor node downlink. The wake-up radio allows the sensor node
to stay in idle mode until the base units activate it. We also implement the gating technique
to reduce the energy burden of power-hungry sensors by adding low-power auxiliary sensors.
For example, a motion sensor is used to gate the operation of the camera. Finally, we use a
low-power microcontroller with several communication protocols in our sensor node platform,

which can easily interface with various commercial sensors.

FSK Backscatter. The sensor node transmits the data to the receiver using Frequency-
Shift Keying (FSK) backscatter communication. In FSK backscatter, bits '0’ and "1’ are
transmitted by changing the state of the RF switch connected to the antenna at frequencies
fo and fi. This results in a backscatter packet with (fy 4+ f1)/2 subcarrier modulation and

|fo — fi]/2 frequency deviation.

We use a temperature-compensated VCO to generate the variable frequency signal that
controls the RF switch. A resistor sets the oscillator frequency, and we use two NMOS
switches to control this resistance, as shown in Fig. 4.1. Switch Q1 controls the backscatter
subcarrier modulation frequency, and switch Q2 sets the transmitted bit to 1" or '0’. We
use the micro-controller SPI interface derived by the MCU crystal oscillator to generate
accurate bit periods. Compare to using two individual oscillators to generate fy and f;
frequencies [73], using a single controlled oscillator to generate both frequencies reduces the

power consumption and ensures phase continuity in switching between the two frequencies.
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Figure 4.1: Sensor node block diagram.

Low Idle Power Consumption. The sensor node operates in the idle mode until it is
activated by the base units to enable one of its sensors or report its latest recorded data.
Therefore, our sensor nodes must be power efficient in the idle mode. Although the FPGAs
allow us to implement custom communication protocols, they consume more power in the
idle mode than the MCUs. We use a low-power MCU with several low-power idle modes in

this work.

To wake up the MCU from the idle mode, we use a low-power and low-frequency wake-
up radio [30]. While the MCU is in the idle mode, the wake-up radio listens to the packets
transmitted by the TX units. If the received packet matches the sensor node’s 16-bit ID, the
radio generates an interrupt to the sensor node MCU and passes the received command to
it.

Sensor Gating. We use low-power auxiliary sensors to gate the operation of the power-
hungry sensors. For instance, a motion sensor can enable the operation of an image sensor
when there is movement in the room. This helps us reduce the power consumption of
the sensor node by limiting the operation of the power-hungry sensor (image sensor) to

informative events. Similarly, the microphone activates only when the sound intensity passes

a defined threshold.
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We also implement second gating criteria by monitoring the energy storage element of
the sensor node. The MCU measures the voltage of the energy storage element and sends it
back to the base units in response to each sensor enable command. The base units monitor
this voltage and use it to gate the commands issued to the sensor node. If the voltage
falls below a defined threshold, the base units bypass the sensor readings requests from that
sensor node and allow the energy harvesting unit to charge the storage element. The base
units continue to monitor the energy storage voltage with a more extended reading period

and resume regular operation once the voltage reaches a certain level.

Energy Harvesting. The energy harvesting unit of the sensor node collects energy from
ambient light and stores it on an energy storage element. The energy storage element con-
nected to each sensor node should store enough energy to support reading the physical sensors
connected to the sensor node and transmitting their data to the base units. While superca-
pacitors have longer life cycles and can be employed to build truly battery-free sensor nodes,
rechargeable batteries have higher energy capacity and can tolerate longer energy drought
periods [78, 58]. Our energy harvesting unit can work with both types of energy storage

elements.

Modular Design. We follow a modular design approach to building our sensor nodes.
The MCU, wireless communication units, temperature, humidity, and illuminance sensors
are placed together as the basic sensor node. The energy harvesting unit, camera, and
microphone sensors are designed as add-on boards that mount on top of the basic sensor
node through 5 power and 12 Input/Output (IO) pins (see Fig. 5.1(c)-(e)). The modular

design allows us to support more sensors without redesigning the communication section.

Regulatory requirements limit the channel dwell time to 400 ms at each frequency hop.
However, sensors such as image sensor might require more time to transmit their entire data.
Our firmware implementation breaks down the sensor data into multiple packets- the total
number of the packets depends on the length of data- and transmits them to the receiver

using backscatter communication. Also, in cases where one sensor node is equipped with



multiple sensors, the base units can separately request each sensor information.
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Chapter 5
IMPLEMENTATION

We implement the WideScatter, consisting of the RX base units, TX base units, and
sensor nodes, for operation in 902-928 MHz ISM band on 4-layer FR4 PCB. The system uses
FSK modulation and 802.15.4g packet structure with seven preamble bytes, 16 CRC bits,

and no whitening for communication between devices.

5.1 Base Units

Receiver Units. The RX unit has two parts, a communication board with the CC1352R
wireless MCU, and a Raspberry Pi 4B single-board computer (RPi) with 2GB RAM for pro-
cessing and backhaul. The two boards are connected to each other, as shown in Fig. 5.1(a),
and communicate through a 1Mbps serial link. The CC1352R is a flexible receiver that sup-
ports FSK modulation with data rates from 0.3 to 1985 Kbps and RX filter bandwidths from
4.3 to 3767 KHz. The RX filter bandwidth determines the carrier attenuation and should be
set accurately considering the data rate, frequency deviation, and subcarrier modulation fre-
quency. The RPi board runs the Raspbian operating system. It processes the received data
from the sensor nodes and determines the activation packet parameters. The RPi sends out
this information to the CC1352R MCU to start the communication cycle, and the CC1352R
MCU passes the received backscatter packets to the RPi as they are received. We implement
the data handling and communication control protocols explained in sec. 3 using Python 3.7,

which runs on the RPi.

Transmitter Units. Each TX unit consists of a CC1312R sub-GHz wireless MCU that
receives the activation packet and generates the carrier signal, and a SKY65313-21 power

amplifier (PA) that amplifies the carrier signal up to 28 dBm. The board ground planes
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distribute the heat generated by the PA and limit the PA surface temperature to 65°C' in
continuous operation at maximum output power in room temperature. Fig. 5.1(b) shows the

fabricated TX unit.

Server. One of the RX units also handles the server tasks. We use the python socket.io

protocol to handle the communication between the RX units and server.

Data Collection Scheduling.  The data collection process from each sensor initiates
when the sensor node marks the availability of new data or when a pre-defined timeout is
reached. The data collection might take one or several iterations. At each iteration, the RX
unit first checks all the ongoing data collection processes for completion. If a portion of the
data is missing, the RX unit generates the commands to read the missing parts and stores
them in a queue. Next, all the commands in the queue are executed, and the responses to
each command are processed. Once the queue is empty, the iteration is completed. We use
time-division multiple access to accommodate multiple sensor nodes. Each sensor node has
a unique ID, and only one sensor node responds to the command from the RX unit at each

cycle.

Cost Analysis. We design the WideScatter intending to reduce the infrastructure cost of
a wide area backscatter network. Our analysis using pricing data from Octopart shows that
at low volumes of 1,000 units, the TX and RX base units costs $16.1 and $49.6 (including
$35 for the RPi), respectively. The number of base units required to cover a specific building

depends on its floor plan. We provide two sample cases in sec. 6.

5.2 Sensor Node

We select STM32L071C8, an ultra-low-power ARM Cortex-M0+ MCU with 20 KBytes
RAM, as the sensor node MCU. The memory capacity is enough to store one image frame or
one second of audio recording. A 4 MHz external crystal generates the MCU clock. We use
AS3933 wake-up radio for downlink, and LT6990 VCO for generating the backscatter uplink

signal. The sensor node is also equipped with HDC2080 humidity and temperature sensor,
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Figure 5.1: Prototype hardware.

and opt3002 ambient light sensor. The sensor node is powered up using a 2.5 V regulator.
We set the MCU core voltage to 1.2 V to reduce its power consumption. The antenna is
shared between the wake-up-receiver downlink and backscatter uplink via the AS213-92LF
RF switch, as shown in Fig. 4.1. A 47pF capacitor is chosen for Z1, which has a small

impedance at the carrier frequency.

The sensor node supports four uplink data rates, 31.25 Kbps, 62.5 Kbps, 125 Kbps, and
250 Kbps. We use 1 MHz subcarrier modulation with 25 KHz frequency deviation for the
two lower data rates, and 1.79 MHz subcarrier modulation with 80 KHz frequency deviation
for the two higher data rates, by setting the values of R1, R2 and R3 to 26.7 K, 22.1 K}
and 2.5 K, respectively.

In each communication cycle, the sensor node receives a one-byte command from the
base units. Some commands invoke an action, such as taking a picture, while others request
specific information, such as a portion of the recorded image. The sensor node includes the

received command in its response to the base units for verification.

Energy Harvester. We design the energy harvesting unit with the BQ25570. We use a

100 mF super-capacitor and a 12 mAh Li-ion rechargeable battery as the energy storage
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elements.

Camera. We use a Himax HM01B0 image sensor running in 160 x 120 pizel QQVGA mode
as the main sensor, and a Panasonic EKMB1104111 motion sensor as the auxiliary gating
sensor. Once the motion sensor is activated, or a take-picture command from the base unit
is received, the MCU turns on the image sensor and enables its internal Phase-Locked Loop
(PLL) to generate a 3 MHz clock for the image sensor. Once an image is captured, we turn
off the motion sensor to avoid image overwrite and inform the base unit that an image is
available. For data transmission, we divide one image into 12 large sections or 120 small
sections, and the base unit can request a large or small section with a dedicated command as
needed to complete reading the image. Once the base unit successfully receives the image,

it re-activates the motion sensor.

Microphone. Our microphone board is designed with a VM1010 microphone sensor. The
microphone has two operational modes, wake-up sound mode, and normal mode. In wake-up
sound mode, which we use to gate the normal mode, it waits for an acoustic event to trigger
the normal mode. The microphone records data for 1 second at 8 KS/s in normal mode.
The transition between gating and normal modes and data transmission to the base unit are

similar to the camera.
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Chapter 6
EVALUATION

We perform several experiments to demonstrate the performance of the WideScatter sys-
tem. First, we measure the power consumption of the sensor node with the camera module
and evaluate the maximum sensor update rates using two solar cells with different sizes.
Next, we evaluate the communication range of our system in line-of-sight and demonstrate
the scalability of our solution in covering a two-floor educational complex. Also, we examine
how deploying multiple RX and TX units affects the achievable aggregate throughput of the
system. Finally, we show the handover performance when sensor nodes move in the network.

We use omnidirectional whip antennas for all devices in our evaluations.

6.1 Power Consumption

We evaluate the sensor node power consumption using the camera module since it is the most
power-hungry sensor. Our setup consists of one RX-TX pair and a sensor node. Fig. 6.1(a)
shows the measured power that the camera consumes while capturing and transmitting one
picture.

The operation of the camera starts in deep sleep mode, where it consumes 36 W on
average. At time = 0.06 second, the sensor node is activated to take a picture and transfer
it to the MCU. This process takes 1.2 second, and the average power is 5.04 mW. PLL
operation at the start and end of the process causes peaks in the power plot. Next, the RX
unit requests transmission of the first section of the image, indicated with the blue rectangle
in Fig. 6.1(a), at time = 2.1 second. This is followed by requests for transmission of the
other 11 sections to complete the picture. The image transmission takes 1.69 second, and

the average power during this time is 2.26 mW.
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Figure 6.1: Battery-free camera evaluation results.

Fig. 6.1(b) breaks down the energy that the sensor node consumes in transmitting a 38
bytes backscatter packet. The MCU core consumes 23.8%, and 28.3% of the total energy
(4.21 pJ) during CRC calculation and data transfer, while the MCU clock accounts for
another 22.2%. The LTC6990 oscillator plus the RF switch consume the remaining 25.7%.
In our prototype, the MCU consumes three-quarters of the total energy in backscatter mode,
highlighting the vast efficiency potentials in designing custom ASICs for backscatter sensor
nodes.

Fig. 6.1(c) shows two sample images captured with our battery-free camera.

6.2 Energy Harvesting

We use AM-1801 and AM-1816CA solar panels, designed for indoor operation with areas of
2 in? and 17 in? respectively, to supply the energy harvester board and evaluate the battery-
free sensor nodes update rates. We set up the solar-powered sensors in an office building
with fluorescent ceiling lights. The illuminance at the solar cell is 300 lux. We record data
for 6 hours using each solar panel and sensor. Table 6.1 lists the achieved average update
rates using each solar panel, as well as the idle power consumption, sensing energy, and
communication energy for each sensor. The small solar cell supplies enough energy to read

the environmental sensors, including temperature, humidity, and illuminance, every second.
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Figure 6.2: Line-of-sight communication range.

6.3 Range

We set up the system in a 300 x 5 ft hallway with floor plan shown in Fig. 6.2(a) to evaluate
the communication range of the WideScatter system in line-of-sight. The sensor node is in
the middle of the hallway (indicated with the green star). In each measurement, we place
the RX and TX units at the same distance from the sensor node and measure the Packet

Error Rate (PER) of backscatter communication over 1000 packets.

Fig. 6.2(b) shows the PER for four data rates as we increase the RX and TX distances
from the sensor node, from 10 ft to 150 ft. Our results show that the WideScatter system
can operate up to 150 ft (length of the hallway) at the data rate of 31.25 Kbps (PER | 10%)
with an average RSSI of -95 dBm. The maximum achievable range reduces to 100 ft when

the sensor node transmits data at 250 Kbps with the average reported RSSI of -80 dBm.

Fig. 6.2(c) shows that the RSSI values at 10 ft for 31.25 Kbps and 62.5 Kbps data rates
are less than the next several measuring points, although the distance is increasing. This
happens due to the carrier power tuning in the WideScatter system, as explained in sec. 3.1.
At this short distance between the devices, the backscatter link achieves low PER with lower

carrier power.
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Table 6.1: Power consumption measurements for camera, microphone, and envi-

ronmental sensors.

Measurement Cam. | Mic. | Env.
Idle Power (1 W) 39 51 25
Sensing Energy (mJ) 6.05 | 3.51 | 0.025
Communication Energy (mJ) 3.82 | 2.84 | 0.014
Solar-Powered 2 in’panel | 280 | 268 1
Update Rate (sec.) |17 in*panel | 17 11 0.2

6.4 Coverage

To evaluate the performance of WideScatter in a non-line-of-sight scenario, we set up the
system in a two-floor educational complex, covering multiple rooms separated by glass and
wood doors, as well as concrete walls, with a total area of 23400 ft>. Fig. 6.3(a) and (b)
show the floor plan of the ground and first floor of the building. In our setup, we have 5
RX units (red squares) placed at the height of 3 ft from the floor, and 20 TX units (blue
squares) attached to the concrete walls at 6 ft height. This combination of base units costs
$569 at low volumes based on our cost analysis (see sec. 5). We place the sensor node at 5 ft
height and move it between 130 test points (green circles), while it communicates with the
base units at 125 Kbps.

The sensor node transmits 1000 backscatter packets at each test point, and we measure
the PER and RSSI of the backscatter packets. Our results show that all test points have
PER less than 15 %, and the median of RSSI is -77 dBm (Fig. 6.3(c)), which demonstrates
that the WideScatter system is fully capable of covering the entire building.

Also, we evaluate the performance of WideScatter in a 800 ft? single bedroom apartment
(Fig. 6.4(a)) using 1 RX unit and 4 TX units, with an estimated cost of $114. Similar to the

other evaluation, the sensor node transmits 1000 packets at 18 test points while maintaining
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Figure 6.3: Backscatter coverage in a two-floor educational complex. RX units,
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and green circles, respectively.

.+ 1
0.8 /.
w 0.6 r~
A~
004 /

0.2

Pt

0
-85 -80 -75 -70 -65 -60 -55
RSS! (dBm)

(a) Floor plan (b) RSSI.

Figure 6.4: Single bedroom apartment coverage.

PER of less than 10 % and median RSSI of -72 dBm as shown in Fig. 6.4(b).

6.5 Throughput

We deploy 5 RX, 20 TX, and 10 sensor node units operating at 125 Kbps in the building
shown in Fig. 6.3 to evaluate the performance of WideScatter in a multi-RX multi-TX
scenario. The RX and TX units are placed as shown Fig. 6.3(a) and (b), while the sensor
node location is shown in the same figures with numbers 1 to 10. In this experiment, we
assign two sensor nodes to each RX unit, select a subset of the sensor nodes with 1 to 5
members, command them to transmit data to their assigned RX units, and measure the
achieved data rate at each RX unit. To calculate the aggregate throughput, we add up the
individual throughput of all RX units involved. Each point in Fig. 6.5 shows the results of
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Figure 6.5: Aggregate throughput with multiple RX.

one measurement, where the numbers in the parenthesis indicate the location of the sensor

nodes involved in the measurement.

Our results in a single RX setup show that the maximum achievable throughput using
one sensor node is 90 Kbps. All sensor nodes achieve a throughput close to this nominal
data rate when they operate alone. Comparing the nominal data rate to the physical data
rate of 125 Kbps shows a 28 % overhead. Our analysis shows that 10 % of this overhead
is caused by the TX activation and sensor wake up in the communication cycle. The other

18 % is due to wasted time interval between backscatter packets.

The aggregated throughput of the network also increases linearly as the number of RX
units and sensor nodes in the measurement increases. The measurement with sensor nodes
placed at locations (1-5) achieves an aggregated throughput of 375 Kbps using 5 RX, which
is 4.17 x faster than a single sensor node. This result shows that multiple backscatter sensor

nodes can operate simultaneously and share the spectrum resources among themselves.

In cases where two close sensor nodes communicate with two different RX units, such
as (7,8) and (9,10), we observe a lower aggregated throughput compared to the cases where
sensor nodes are placed further away from each other, such as (2,3) or (7,10). Our analysis
shows that this is mainly due to interference in waking up the sensor nodes since the sensor

node wake-up radio uses amplitude modulation.
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6.6 Handover

To demonstrate that WideScatter can manage the movement of sensor nodes between RX
units, we set up the system in an office building with three isolated rooms, walk within these
rooms at an average pace while carrying the sensor node. We repeat the experiment 10 times
for each scenario where the system uses 3, 4, and 5 RX units.

Our results in Fig. 6.6 show that the average time difference between the last successfully
received packet at the previous location and the first one at the new location is 13, 12.4,
and 12.4 seconds when our setup has 3, 4, and 5 RX units, respectively. This time includes
both the relocating time, 8.2 seconds on average, and assigning a new RX unit to the sensor
node placed in the new location. This result suggests that the RX assignment process is not

significant compared to the movement time in our experiments.
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Chapter 7
RELATED WORK

Our work is related to prior efforts in backscatter communication, battery-free sensing,

and wireless sensor networks.

Backscatter Communication. Our work builds on recent efforts in advancing bistatic
backscatter solutions to deliver ultra-low-power wireless connectivity. These efforts were
focused on designing backscatter solutions compatible with existing wireless standards [13,
76, 30, 33, 24, 1, 80, 77, 45, 70, 56, 18], and improving backscatter throughput [47, 23, 82, 84],
range [70, 73], reliability [64, 30] and deployability [15, 32]. While these works use a single
RX-TX pair in their deployments, we use multiple RX and TX base units to realize wide
area and scalable bistatic backscatter systems.

A wireless protocol to handle the concurrent transmission of backscatter devices was pre-
sented in [23], which uses chirp spread spectrum modulation to share the channel bandwidth
between many devices communicating with a single monostatic backscatter access point.
The access point can cover a wide area since each backscatter node has a low data rate that
allows the backscattered signals to be recovered at very low signal powers. In this work, we
use a network of backscatter base units to extend the coverage at data rates up to 250 Kbps.
Although we use 802.15.4g standard with FSK modulation and time-division multiplexing
in this work, the techniques presented can be combined with other modulation and multiple
access methods.

A scalable backscatter sensor mesh was introduced in [81] that uses distributed excitation
to enable multi-hop backscatter between sensor nodes. Although this solution enables the
sensor nodes to communicate with each other at longer distances, it requires an excitation

source close to each sensor node resulting in significant deployment limitations. In our
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architecture, the sensor nodes only communicate with the base units. The network of base
units handles the tasks that allow the sensor nodes to move freely inside the coverage area

without adding any complexity to the sensor nodes.

Battery-free sensing. Battery-free solutions rely on the harvested energy from RF [67, 53,
71, 65, 52|, solar [74, 49, 11}, vibration [54, 44], motion [69], thermal [49] and magnetic [20]
energy sources for their operation. [79] lists mean energy generated by 50 activities in residen-
tial buildings. Applications such as video [65, 22, 26] and audio [71] streaming, gaming [11],
full-body temperature mapping [20], food quality monitoring [59], pulse oximetry [36, 75],
structural health monitoring [48], flying insects EMG telemetry [72], indoor acoustic local-
ization [83], eye-tracking [43], visible light sensing [74] and many others [69, 46, 40, 19, 42]
have been realized with battery-free platforms. In this work, we develop a modular battery-
free sensing platform based on bistatic backscatter wireless communication, and use camera,
microphone and environmental sensors as example case studies to show the platform capa-
bilities.

Wireless Sensor Networks. Advances in wireless communication, embedded electronics,
and physical sensors have fueled the adaptation of wireless sensor networks (WSN) over the
past decades [3, 68, 39, 4, 28, 37, 21]. WSN deployments are reported in various applications,
including health care monitoring [66, 29, 16], precision agriculture [25, 27, 50], environmental
monitoring [34, 60, 2|, and industrial monitoring [62, 61]. We design a wireless sensor network
based on low-power backscatter technology, which allows us to develop battery-free sensor

nodes and further expands the WSN applications.
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Chapter 8
CONCLUSION

We present the first wide-area bistatic backscatter system with multiple base unis for
battery-free wireless sensor networks. We start from a single RX - single TX backscatter
system and expand the network coverage by introducing multiple TX and multiple RX units.
We propose techniques to maintain backscatter communication reliability and throughput as
the network size grows. We build low-cost hardware using COTS components and prototype
proof-of-concept battery-free sensor nodes for capturing images, audio, and environmental

parameters.
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