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Abstract

Networked Authoritarianism in the Russian Federation:
Domestic Internet Policy and the 2018 Election

Catherine Peterson

Chair of the Supervisory Committee:
Scott Radnitz

Jackson School of International Studies

The Kremlin’s strategy toward the internet has evolved markedly over the past decade,
leading to the adoption of a variety of legislative and regulatory measures designed to exert
increased control over the Russian internet. This paper analyzes the internet control strategies
employed by the Kremlin to repress Alexey Navalny’s 2018 presidential campaign and their
impact. It first addresses how domestic internet policy has changed in recent years before turning
to data from Agora and the Levada Center to assess specific mechanisms of internet control used
by authorities over the course of the Navalny campaign. Findings indicate that the government
relied largely on six main mechanisms of repression, most of them being legislative and non-tech
specific. Data also indicate such efforts likely made attracting additional support difficult for the
campaign. These findings are consistent with signs that the Russian government is making
deliberate efforts to control information within its borders and raises questions regarding the

future of internet policy both within Russia and across the globe.
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Introduction

Following the 2016 presidential election, the United States government released a series
of reports detailing Russian efforts to interfere with the American electoral process. According to
the Senate Intelligence Committee report Russian Active Measures, Campaigns and Interference
in the 2016 U.S. Election, Russia-affiliated actors carried out a variety of cyberattacks against
internet-connected election infrastructure and “used social media to sow disinformation and
discord among the American electorate” (Russian Interference, 2019, p. 67). However, the
Russian Federation’s manipulation of digital tools is not merely a foreign policy strategy. Efforts
to interfere with both international and domestic democratic practices using the internet and
social networking sites reflect the larger issue of the Kremlin’s embrace of networked
authoritarianism, defined as the use of digital communications technologies to consolidate power
(MacKinnon, 2010, p. 3). Indeed, the rise of networked authoritarianism within the Russian
Federation merits a closer look: how the Kremlin has adapted domestic policies to the internet
age will provide insight into how governments seek to erode democracy across the globe.

Democracies such as the United States have typically advocated for freedom of
expression online and other digital rights, touting the internet as a free and open global network
(Clinton, 2010; Internet Freedom Section, 2017). American policymakers initially hoped that
expanding internet access would aid in democratization efforts across the globe (Kalathil &
Boas, 2002, pp. 1-2) with the idea that increased internet access provides opportunities for
broadening political space and promoting democratization (Tkacheva et al., 2013, pp. 204-210).
However, the Russian elite have come to regard the internet as a tool of U.S. hegemony and
domestic political disruption (Nocetti, 2015b). Fearing the subversive nature of networked

technologies, the Kremlin seeks to control, and by extension, de-Americanize the internet



(Nocetti, 2015b). Domestically, this has led to increasingly stringent levels of legislation
allowing the government to censor and surveil their citizens.

Previous literature has centered on the period surrounding the 2011-2013 civil unrest and
has not addressed how reactions to more recent events have contributed to networked
authoritarianism in the Russian Federation. As such, | focus on the period following Putin’s 2012
return to the Kremlin by conducting a case study of the 2018 presidential election. More
specifically, | examine how the government leveraged state control of the internet to repress
Navalny’s 2018 presidential campaign and subsequent impact on said campaign. Since most
current scholarship focuses on the Kremlin’s use of digital technologies prior to and during the
2012 elections, this study will provide insight into how methods of control may have impacted
Russian citizens and opposition movements since Putin’s return to office.

This research seeks to contribute to current conversations regarding ways in which
authoritarian governments seek to erode democratic norms through interference in global
information systems. | review the literature on issues of internet sovereignty, the Russian concept
of information security (as opposed to the Western idea of cybersecurity) and how Russian
citizens utilize digital technologies for social mobilization and political change. | then address
my case selection of the 2018 election, including key moments of the Navalny campaign as well
as more details on post-2012 internet policy. | follow with a description of the design and
methodology of the case study. Building on data from Agora and the Levada Center, | find that
the Russian government relied on non-technical legislative measures in addition to harassment of
RuNet users to repress campaign activities, which contributed to difficulty in attracting
additional Navalny supporters. Finally, I will address how legislation has evolved further since

the 2018 election and issues related to global internet governance. Domestic internet control is



part of the larger effort to territorialize information flows and ensure the Russian Federation’s
sovereignty in cyberspace. This is reflective of a larger global trend, and this study will provide

some elucidation regarding the effects of the digital sovereignty movement.

Literature Review

In the three decades since the establishment of the Russian Federation, the government
has adopted a variety of controls to regulate the Russian internet (RuNet). While these are
domestic policies, there are connections to be drawn to Russia’s foreign policy as well: current
President Vladimir Putin regards the internet as a geopolitical weapon of U.S. hegemony
(Nocetti, 2015b). Indeed, according to Julien Nocetti, the Kremlin perceives the West as
manipulating digital technologies to instigate social unrest in countries where opposition parties
are otherwise unable to mobilize supporters themselves (Nocetti, 2015a, p. 114). In other words,
Putin is keenly aware of the internet’s potential for enabling regime change, as evidenced by the
Arab Spring uprisings, and Putin’s belief has led to the Duma passing a series of laws seeking to

exert increased control of domestic internet use since Putin’s return to power (Nocetti, 2015b,

pp. 2-3).

The goal of this literature review is to understand the origins and evolution of domestic
internet policy in the Russian Federation, particularly its role in the development of networked
authoritarianism within Russia. Current scholarship focuses on the Kremlin’s reframing of
domestic internet policy as a national security issue, the Russian concept of information security,
and Russian citizens’ efforts to leverage the internet to mobilize and advocate for political

change.



Internet Sovereignty

Digital technologies and the internet have ushered in an era of global interconnectivity
and borderless information flows. However, Milton Mueller posits that nation-states increasingly
perceive internet policy through the lens of national sovereignty and are seeking to partition
cyberspace much like the physical world by passing legislation designed to align information
flows with territorial boundaries (Mueller, 2017). The Russian Federation has largely adopted the
aforenamed territorial approach when it comes to internet governance, and the government
prioritizes national borders when it comes to creating policy regarding internet infrastructure and
the online information space (Kovaleva, 2018, pp. 141-142). According to Mueller, such efforts
to realign states and cyberspace rely in part on calls for national securitization (Mueller, 2017, p.
73). DeNardis explains that this shift of the political into the technical is tied to the governmental
loss of control over information, whether classified national security materials or global media
communications (DeNardis, 2014, p. 10).

As noted by Ermoshina and Musiani, the Russian government began utilizing such
narratives as early as 1998 with the implementation of surveillance measures designated as
System of Operative Investigative Measures (SORM) (pp. 43-44). SORM-I and later SORM-11
(implemented in 2005) allow government services such as the Federal Security Services (FSB) to
intercept communications via the telephone and internet. Per Nocetti, the Kremlin justifies such
measures as necessary to combat “extremism” (Nocetti, 2015b). Authorities contend, through
consistently fear-based language (Ognyanova, 2010, p. 9), that integrating into the global
information space exposes Russia to foreign interference. Nocetti argues further that intelligence
services openly underscore the potential for national security emergencies as a result of being

connected to the Internet (Nocetti, 2018, p. 186).



The Information Threat

The American concept of cybersecurity focuses on the protection of networks and
physical infrastructure to ensure the confidentiality, integrity and availability of information
(What Is Cybersecurity?, 2019). Russian officials, however, view cyber and information as one,
encompassed within the concept of information security (informatsionnaya bezopasnost’).
According to Nocetti, while the Kremlin sees information as including the “thoughts in one’s
head and information in books and documents,” cyber has become the technical representation of
information (Nocetti, 2018, p. 184). He posits that the Russian “view of security of information
includes therefore several dimensions: human, social, spiritual, and technical factors” (Nocetti,
2018, p. 184). Indeed, the Russian government views information security as defending both
citizens and the State against both internal and external threats using a range of legal,
investigative, intelligence and technological measures (Doctrine of Information Security, 2016)

Scholars overwhelmingly agree that two events in particular helped solidify this
perspective. The 2011 Arab Spring protests—organized thanks to digital platforms such as
Twitter—sparked Kremlin fears of possible domestic social unrest engineered from abroad
(Nocetti, 2015b). While such events in the Arab world stoked Kremlin fears of the internet’s
potential to facilitate regime change, Edward Snowden’s 2013 revelations on American
electronic surveillance fanned the flames further. According to Nocetti, Snowden’s leaks
strengthened the Kremlin belief that domestic internet access and the accompanying information
revolution had become one of “most pervasive components of U.S. expansionism in the post-
Soviet sphere” (Nocetti, 2018, p. 188). Maréchal agrees that Putin associates the internet with the
U.S. government and its “unique role in internet governance and [as] a major funder of the global

digital rights movement” (Maréchal, 2017, p. 35).



Social Media and Social Mobilization

While the basic technology behind the Internet and the concepts around which it was
conceived—connectivity and information sharing—lend themselves to the process of
democratization and the development of an informed, participatory electorate, authoritarian
regimes have also understood the internet’s potential to censor and surveil citizens. Denisova
posits that the government’s focus on internet regulation both confirms the importance of the
online protest movement as well as leads to the potential for additional oppression of digital
activism (Denisova, 2017). The Kremlin has recognized that digital technologies can be used to
intimidate activists, spread disinformation and otherwise disrupt opposition movements,
ultimately precipitating their dissolution (Deibert & Rohozinski, 2010, p. 16). Therefore, the
Russian government has sought to implement control strategies that manipulate how and when
netizens receive information (Deibert & Rohozinski, 2010, p. 16). Authors White and McAllister
add that authoritarian leaders have responded to social media challenges through information
monitoring and information denial, e.g. shutting down the internet “at crucial times” (White &
McAllister, 2014, p. 74). This in turn has led to what Ermoshina and Musiani refer to as an
“infrastructural battle” between the Russian government who seeks to control internet
infrastructure and users and providers who attempt to reconfigure infrastructure to evade
government control (Ermoshina & Musiani, 2017, p. 52). They contend that the ways in which
the Russian government co-opts internet infrastructure have encouraged individual mobilization,
the results of which have in turn affected the geopolitics of the Russian internet.

Despite government efforts to maintain control over political narratives, the internet and
social networking sites have provided Russian citizens with unprecedented opportunity to change

political agenda-setting. As noted by scholars Deibert and Rohozinski, the internet has surpassed



other types of mass media when it comes to boosting free speech and facilitating social
mobilization (Deibert et al., 2010, p. 19). White and McAllister concur and explain that, while
political elites have traditionally maintained significant control over traditional media, thereby
conditioning the public to react to events in a foreseeable manner, social networking sites are
more difficult for elites to regulate and allow dissidents to bypass official media and avoid
censorship (White & McAllister, 2014, p. 73). Indeed, Russian opposition leader Alexey
Navalny has gained in both notoriety and popularity thanks to his online presence and leveraging
of social networking sites in spite of rarely being mentioned through state-run media (Kazun,
2019, p. 313). Further, the opposition’s use of both Twitter and Facebook were integral in
disseminating information on protests following the disputed 2011 Duma elections and Putin’s
2012 re-election (Placek, 2019, p. 498).

Government attitudes toward the information space have evolved significantly beginning
in 2012, and the Duma continues to pass legislation which further strengthens internet
regulations and internet control. This review examined the origin and evolution of these policies
and regulations as part of the digital sovereignty movement, the Russian concept of information
security and the internet as a tool for social mobilization. The reviewed literature suggests that
efforts to control the domestic digital space through surveillance and censorship reflect the
Kremlin’s view that the internet and information are dangerous weapons, representing both
internal and external threats to the current regime. Domestic internet policy and its enforcement
are, therefore, intimately tied to the Russian Federation’s foreign policy, and understanding the
development of networked authoritarianism within Russia will provide greater insight into the
Russian Federation’s interference in global information systems. Accordingly, this study seeks to

understand how the Kremlin leveraged state control of the internet to repress Navalny’s 2018



presidential campaign and the impact of said efforts. By exploring the impact that internet
controls have had on opposition parties, we will gain a better understanding of how networked

authoritarianism has developed within the Russian Federation.

Research Design

Case Selection

The question of how domestic internet policy and regulations have contributed to the
development of networked authoritarianism within Russia can be answered by looking at the
2018 presidential election, specifically opposition politician Alexey Navalny’s campaign starting
in December 2016. As an electoral or hybrid regime, Russia is a combination of democratic and
non-democratic components, meaning the state uses elections to disguise oppression and provide
a sense of regime legitimacy while restricting freedoms, ignoring civil liberties and allowing
corruption to flourish (Upadhyay, 2018, p. 273). To limit electoral challenges to the regime, the
state relies on “targeted repression, surveillance, and selective prosecution against opposition
activists” (Dollbaum et al., 2018, p. 619). Navalny’s campaign is a pertinent case study given the
opposition leader’s involvement in the 2011-2012 protests that contributed the Kremlin’s threat-
oriented approach to information and the internet (Dollbaum et al., 2018, p. 619). Previous
scholarship has focused on the 2011-2012 Duma and presidential elections, yet, considering the
government’s stance on internet policy has since changed, a case study looking at the
ramifications of these transformations will provide additional insight into how the Kremlin is

evolving in their use of digital technologies to exert control over Russian citizens.

Post-2012 Internet Governance



Prior to Putin’s reelection, the RuNet remained largely unfettered by government control,
in part due to low internet penetration rates as well as an underestimation of its political
relevance (Alexanyan et al., 2012; Kazun & Semykina, 2020; Sivetc, 2019; Treisman, 2018).
This allowed a “remarkably free,” robust internet culture to establish itself (Alexanyan et al.,
2012, p. 10). During this unregulated—though not unsurveilled—time, RuNet infrastructure
became enmeshed with overall global internet infrastructure, and RuNet users became
accustomed to forming online civic groups and accessing international content such as YouTube
(Alexanyan et al., 2012).

In autumn 2012, 48.6 million Russians, or 40% of the population, were daily internet
users (Internet v Rossii 2012, 2012), and by the end of the year there were 4.21 million .ru
domains (Domeny Rossii, n.d.). The government seemingly wanted to facilitate citizens’ internet
access as in January of 2013, Prime Minister Medvedev initiated plans to lower the cost of
connecting households to the internet (“Medvedev,” 2013). During this time, human rights
activists reported 1,197 internet freedom restrictions for the year, a fairly low number relatively
speaking (Gainutdinov & Chikov, 2013, p. 2). Despite such seemingly positive news of
expanding internet access, internet regulations began occupying an increasingly more significant

amount of legislative and political agenda setting.

A reliance on international infrastructure (Ermoshina et al., 2021, p. 12) and users’
habituation to a free RuNet have made outright filtering and blocking technically and politically
complicated. The RuNet currently depends on international Domain Name System (DNS)
infrastructure as well as global cloud services such as Amazon Web Services, Google and
Microsoft, which makes backward engineering internet architecture difficult (Jee, 2019).

Corruption and lack of expertise also contribute to the complexity of introducing and enforcing



more technically restrictive internet controls (Ermoshina et al., 2021, p. 12). Authorities in the
Russian Federation have, therefore, generally avoided direct censorship of content as seen in
other countries: first generation internet controls focused on denying access to information by
directly blocking resources via technical means, akin to Chinese-style filtering, remain largely
unused (Deibert & Rohozinski, 2010, pp. 16-17). (The 2012 ‘internet blacklist law’ seeking to
ban content related to drug abuse, suicide and child pornography is perhaps the exception to this
and a step toward more stringent internet-specific restrictions (“Russia Internet Blacklist Law
Takes Effect,” 2012).) Rather, second and third generation controls, involving legislative and
regulatory measures meant to encourage self-censorship, are preferred (Deibert & Rohozinski,
2010, p. 17). Second generation controls rely on legal justifications for information access
denial, generally involving the implementation of non-internet related laws to the online space,
and are generally applied when the information in question has the most value, e.g. before an
election (Deibert & Rohozinski, 2010, p. 24). Third generation controls focus on surveillance,
data mining, and direct physical action to disrupt users (Deibert & Rohozinski, 2010, p. 28).
Multiple types of controls can coexist, as seen in Russia (Deibert & Rohozinski, 2010, p. 23).
Comparable internet control measures are observed in other post-Soviet states as well.
Belarus and Kazakhstan employ measures most similar to those seen in Russia, including the
creation of a normative environment for information control, warrantless surveillance and taking
direct action against users (Deibert & Rohozinski, 2010). Ukraine and Georgia have the fewest
controls in place, relying solely on developing a legal and normative control system, while
Uzbekistan and Turkmenistan rely on first generation controls like internet filtering in addition to

measures similar to those seen in Russia (Deibert & Rohozinski, 2010).
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Within Russia, surveillance measures originated in 1998 with the introduction of SORM,
or System of Operative Investigative Measures, which allows law enforcement and intelligence
agencies direct access to the information stored on commercial databases (Ermoshina & Musiani,
2017, p. 43). SORM-1 implementation required that telecommunications operators install
hardware allowing the FSB access to telephone calls, and in 2005, SORM-2 extended these
capabilities to email and web browsing traffic by compelling ISPs (internet service providers) to
install devices allowing the FSB to intercept data. Finally, SORM-3, implemented in 2014,
encompasses all telecommunications data, including “SMS, MMS, forums, blogs, and social
networks” (Bourgelais, n.d., p. 8). While most Western countries require law enforcement
agencies to seek warrants before being able to ask that an ISP lawfully intercept and deliver data,
SORM architecture allows the FSB to bypass contacting ISPs. SORM control stations are located
in regional FSB offices, and the hardware and software used to access data are able to do so
remotely, meaning that ISPs may not realize what data is extracted and inspected (Ermoshina &
Musiani, 2017, p. 44). Additionally, SORM-3 requires that ISPs and network providers store data
for three years, and maintenance of SORM equipment remains the responsibility of the ISPs.

In February 2014, the “Lugovoy Law” was entered into force, allowing for the blocking
of websites “if they contain “extremist” content, call for mass riots, or call for participation in
unsanctioned public gatherings (Russia, 2014). Later that year, a data localization law was
signed, compelling ISPs to store the personal data of Russian citizens on the territory of the
Russian Federation. ISPs must guarantee the storage, modification and extraction of data using
databases within Russia. Web services must also allow intelligence and security services high

level, or ‘backdoor,” user access to data (Ermoshina & Musiani, 2017, p. 46).
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Efforts to increase control of the information space accelerated even more dramatically in
2016. “At least 97 legislative initiatives related to Internet regulation were announced and
approved in Russia in 2016. There were only five in 2011” (Russia’s Social Networks, 2017).
Allegedly in an effort to bolster public safety, the Yarovaya Law was signed and came into force
over the course of 2016. Building on previous laws, it included new surveillance measures
requiring telecom operators to save traffic and related meta data for three years (Ermoshina &
Musiani, 2017, p. 45). Authorities claimed the law was designed to boost anti-terrorism measures
and strengthen punishment for extremist activity (The Yarovaya Law: One Year After, 2017, p.
3). This explanation is in line with the government’s evolving policy towards the internet, which
“has been in fact characterized by the words ‘attack’, ‘campaign’, ‘enemies’, and has practically
turned into a military campaign against the free RuNet” (Gainutdinov & Chikov, 2017, p. 19).

In light of this mentality, the government published an updated Doctrine of Information
Security of the Russian Federation on December 5, 2016. The Doctrine represents the

2 13

government’s “official views on ensuring the national security of the Russian Federation in the
information sphere” (Doctrine of Information Security, 2016). It focuses on perceived internal
and external threats such as
the possibility for cross-border information exchange, the use by foreign
intelligence services of the Internet to exert ‘informational-psychological
influence’ aimed at the destabilization of the domestic and social situation, as well
as an increase of materials in foreign media containing biased assessment of the
State policies of the Russian Federation. (Gainutdinov & Chikov, 2017, p. 19).
Such national security concerns are a pretense to exert ever more control over the information

space and internet users.

Alexey Navalny and Social Media
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Despite harsh criticism of the president, Alexey Navalny has become Russia’s leading
opposition politician and “one of only two individuals in Russia with substantive political
autonomy — the other one being Putin” (Ferrari, 2018, p. 69). The creator of the Anti-Corruption
Foundation (FBK), an organization that “investigates, reveals and prevents corruption among
high-ranking Russian government officials” (The Anti-Corruption Foundation, n.d.), Navalny
shares the results of his investigations—which include exposés on both former president Dmitry
Medvedev and current president Vladimir Putin—on social media platforms, notably his
YouTube channel. Thanks to this active social media presence, Time Magazine even named him
as one of 2017’s most influential people on the internet (25 Most Influential People, 2017).
However, online fame doesn’t necessarily translate to notoriety at large in Russia. Indeed,
Navalny is considered a persona non grata by the state, and government officials and state-run

media refuse to mention him by name on television (Kazun, 2019, p. 313).

In late 2011, “For Fair Elections” (FFE) protests erupted in Moscow and across Russia,
prompted by rigged parliamentary elections, and social networking sites such as Facebook,
Twitter and Russia-based VKontakte became essential in organizing and financing protests.
Navalny himself participated in the demonstrations and was subsequently arrested. However, it
was the 2013 Moscow mayoral elections, in which he received a surprising 27% of the vote, that
established him “as the most credible threat to the political status quo” (Dollbaum et al., 2018, p.
620). Navalny’s increasing popularity and such widescale social mobilization correspondingly
rekindled Kremlin suspicion regarding the Internet and its role in facilitating civil unrest
(Nocetti, 2018, p. 188), and in the ensuing years the Duma began enacting a series of

increasingly restrictive internet regulations.
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By 2016, internet penetration in Russia had increased to 57% or 66 million daily users
(Internet v Rossii 2016, 2016), and, as of December that year, there were 5.42 million .ru
domains (Domeny Rossii, n.d.). Despite RuNet growth, most Russians still preferred television to
stay informed. According to 2016 Levada Center data, 86% of Russians preferred to receive their
news via television, while only 23% relied on social media (Channels of Information, 2018).
Additional 2016 data reveal that, although 44% of Russians used the internet either every day or
almost every day, 27% never did (The Number of Internet Users, 2018). Nonetheless, somewhat
miraculously, 47% of survey respondents knew who Navalny was as of February 2015 (data for

2016 not found) (Aleksey Navalny, 2017).

Timeline of the 2018 Election

In December 2016, Navalny announced his intention to run for president in 2018, and his
campaign had a decidedly American spin with a country-wide network of volunteers, logo-
emblazoned sweatshirts and uniformly designed pamphlets (Dollbaum et al., 2018, p. 622). As
part of their street campaigning, volunteers were tasked with helping to gather the 300,000 votes
needed for Navalny to register as an independent presidential candidate (Dollbaum et al., 2018,
p. 620). Since state-run television prohibited any Navalny coverage on their platforms, his
campaign relied on social media to get the message out. In March 2017, Navalny and the FBK
posted a YouTube video—On vam ne Dimon—describing corruption of then-prime minister
Dmitry Medvedev. According to a Levada poll, 30% of respondents had heard of the
documentary, making it “an ideal anchor for what appeared to be a central part of the campaign’s

strategy: street protests” (Dollbaum et al., 2018, p. 620).

The first big rallies of the campaign occurred on March 26, 2017, and the Navalny

campaign sought to attract large crowds in order to project an image of strength to both the
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public as well as the Kremlin. Authorities arrested over 1,000 participants in addition to
Navalny. In the fall he was again detained yet again—this time for thirty days—while on a cross-
country electoral tour. Navalny’s troubles culminated on December 25, 2017 when the central
electoral commission announced that Navalny could not participate in the election due to an
earlier criminal conviction. Notably, the European Court of Human rights had already
determined this was an “arbitrary” ruling (Human Rights Court Says Navalny Unfairly Convicted
In “Yves Rocher Case,” 2017). Navalny subsequently encouraged supporters to boycott the

election, which would lower turnout and diminish any sense of electoral legitimacy.

Many of the campaign’s 199,836 volunteers were teenagers and young adults (Navalny’s
Campaign 2018. How It Was, n.d.), which corresponds with higher internet and social media—
platforms at Navalny’s disposal—use among this population. Despite the campaign’s extensive
volunteer network and crowd-sourced funding, Navalny volunteers, supporters and activists had
to deal with significant harassment including arrests, lack of premises for campaign activities,

and raids on people’s offices and homes (Dollbaum et al., 2018, p. 622).

Hypotheses

Russian internet penetration and digital media use—from social networking sites to blogs
and independent news sites—have steadily increased over the past several years, during which
time Navalny has become Russia’s most prominent opposition leader, largely thanks to his active
online presence. However, the Kremlin has also proved itself adept at media manipulation, and
even digitally experienced RuNet users may engage with content confirming pre-existing views

consistent with high approval ratings for and overall satisfaction with government officials
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(Volkov & Goncharov, 2014). As such, | propose the following two hypotheses when it comes to

assessing how government control of the internet may have impacted Navalny’s campaign:

Hypothesis 1: Internet restrictions and repression efforts led to an extension of Navalny’s
follower base.

Protest activism during 2011-2012 affirmed the digital world’s power in allowing citizens
to circumvent censorship and promote dissent discourse in an otherwise restrictive media
environment (Denisova, 2017). Moreover, Soviet history reveals that content restrictions can
encourage creativity in exploring new means of communication and expression, meaning that
government repression efforts may galvanize public participation in activism (Denisova, 2017).
Indeed, research has shown that increasing censorship has encouraged RuNet users to explore a
variety of resistance tactics, including petitions, reorientation towards products and services
beyond government purview, subversive error messages on blocked sites and technical
countermeasures like VPNs and the Tor network, i.e. software that enables anonymous
communication (Ermoshina & Musiani, 2017). RuNet users also post content to multiple
platforms, including Western ones, which allows for easier subversion of government control
measures (Denisova, 2017).

Government attempts to silence opposition parties can also become a tool for activists,
and Navalny’s campaign shrewdly began integrating repression efforts into their campaign
strategy (Dollbaum et al., 2018). That is to say, government repression provided his campaign
with evidence to validate their overall message—that honest, everyday Russians were resisting
systemic corruption coming from a callous, incompetent elite who rely entirely on intimidation

and extensive power abuse to advance their own self-interests (Dollbaum et al., 2018). In
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contrast, Navalny’s campaign was run by capable, earnest people with fewer resources and for
the benefit of Russian society at large.

Given the above, it could theoretically be expected that internet repression efforts would
encourage solidarity, increase networking opportunities across societal boundaries, facilitate
positive involvement in collective action and boost Navalny’s popularity, leading to an increase
in support for the opposition leader.

Hypothesis 2: Internet restrictions and repression efforts led to a contraction in Navalny’s
follower base.

While repression efforts confirm the internet’s growing role in promoting dissent and
may energize some supporters, activists need to be able to connect with a wide audience in order
to spread their message (Denisova, 2017). Individual internet users also need some level of
supplementary organization to overcome disengagement, misunderstandings and possible
alienation from other users (Denisova, 2017). Repression efforts that reduce opportunities for
opposition activists to disseminate their message and collaborate online may isolate individuals.
If users fear coming into conflict with their social surroundings by expressing political dissent,
this may in turn encourage a cycle of self-censorship and further isolation. Additionally, despite
routine complaints about corruption and economic inequality, many Russians distrust politicians
and perceive of politics as inherently ‘dirty,” meaning that, for many, the risks associated with
collective action exceed any possible benefits (Dollbaum et al., 2018). Government control of the
information space may, therefore, minimize willingness to participate in campaign support
activities, online or in-person, by increasing exposure and liability for those who do engage.

Considering the above, it could theoretically be expected that internet repression efforts

would dilute online activist organization, cause activists and supporters to lose their motivation,
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and discourage additional voters from participating in campaign activities or from seeking
information from diverse or unconventional sources, thereby leading to a decrease in support for

Navalny.

Data and Methods

Data was obtained from the Agora International Human Rights Group to assess both the
specific internet control measures used by authorities as well as their frequency during Navalny’s
presidential campaign. Founded in 2005 by lawyer Pavel Chikov, Agora is a Russia-based
human rights organization known for its pro-bono work defending activists, journalists and
bloggers. Also a member of the International Network of Civil Liberties Organizations (INCLO),
an international group of independent human rights organizations, Agora is currently defending
160 cases before the European Court of Human Rights (International Human Rights Group
Agora, n.d.). Added to the government’s blacklist of ‘foreign agents,” or organizations receiving
foreign funding and engaging in political activity, Agora was banned in early 2015 before re-
organizing later the same year (Chikov, 2016; Smirnov, 2015). One of Russia’s most well-known
experts on human rights issues, Chikov is a former member of the Presidential Council on Civil
Society Development and Human Rights, an advisory body established to inform the president
on human and civil rights issues, serving from 2012 until 2019 (Kozenko, 2016; Pavel Chikov,
n.d.). Notable Agora clients have included 2012 protestors, Pussy Riot and Alexsey Navalny
himself (Kozenko, 2016). Indeed, Agora lawyers have worked with opposition activists for
several years (Bushuev, 2020), representing a possible source of bias in Agora reporting. Agora
has not specifically made note of any possible conflicts of interest when it comes to their

reporting and opposition parties. Despite this, no evidence of explicit political support on the part
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of Agora or Chikov for Navalny was identified. Further, Navalny has not been Agora’s principal
client as they have worked with a wide range of individuals (Kozenko, 2016).

Since 2011, Agora has published an annual report on internet freedom in the Russian
Federation (Suleimanov, 2018). Reports consist of two main parts, the first of which provides an
assessment of the overall internet landscape in Russia and the second which presents quantitative
data on the number of identified instances of restrictions to internet freedom. This second section
also provides qualitative data on some of the more flagrant acts of restriction. Reports for 2017
and 2018 also include, via an Excel file (Soshnikov et al., 2019; Suleimanov, 2018), “an annexed
summary table with the date, source, region and type of restriction in each case about which
information is available” (Gainutdinov & Chikov, 2017). Because Roskomnadzor—the federal
body supervising media and telecommunications—has not published official statistics regarding
court cases, all information included in the summary tables was open-source, generally news
articles and blog postings. Since Agora data originate from such open-source material, it may be
incomplete as other instances of restriction or repression may have occurred but were not
reported on in the media, whether independent or state-controlled. Despite extensive searching,
the summary table for 2016 was not located. It should be noted here that all Agora reports
referenced in this paper were found via third party news sites such as Meduza.io: for the duration
of this project, the agora.legal and en.agora.legal sites were “temporarily closed for technical
reasons.”

This study relies primarily on reports from 2016, 2017 and 2018, since Navalny
announced his campaign in December 2016, the campaign spanned 2017, and the election took
place in March 2018. Summary tables for 2017 and 2018 were used to identify instances of

restriction related to Navalny. Considering Navalny announced his campaign in December 2016
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and the election took place in March 2018, no filtering of dates was needed for the 2017
summary table. The 2018 summary table was first filtered for dates through March 31, 2018
since the election took place on March 18, 2018. Then the Excel file was searched by the
following key terms in Russian: Alexey Navalny (Aleksei Naval’nyT); opposition party
(oppozitsionnaia partiia); election (vybory); and voting/polling (golosovannie). Once these
Navalny-related instances were identified, provided sources (i.e. links to news articles, blogs or
social media posts) were then double-checked to confirm the instance was indeed related to
Navalny. Those that were not relevant were discarded. After having been collected, articles and
blog posts were read to identify methods of internet control and were accordingly categorized
into thematic groups. Data from GoogleTrends and the Levada Center were used to assess the

impact of government controls.

Results

Of the 1,018 instances of internet restrictions recorded by Agora between January 1, 2017
and March 31, 2018, 51 (5%) were identified as related to Navalny and his campaign. This is a
significant percentage considering that no other person or entity was noted as having more than
one or two instances of associated internet restriction during this period. Other instances of
internet restrictions not related to the Navalny campaign were directed at individual journalists,
bloggers, activists and member of the general public.

In conducting this analysis, six main mechanisms of repression were identified from the

29 ¢

corpus of data. These categories included “protest events,” “offensive or extremist material,”
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“website content,” “coercion/harassment,” “campaign laws,” and “other.” These topics will be

discussed in the following section.
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Instances of Repression
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Figure 1: Instances of Repression by Mechanism Type

Further, each case of repression tied to Navalny’s campaign fell into either second or
third generation internet controls. Neither generation of controls is particularly high tech, relying
instead on soft means of control. Second generation controls focus on creating a “legal and
normative environment” that allows for the denial of access to information resources as needed
(Deibert & Rohozinski, 2010, p. 24). Second generation controls do not require that regulations
be specific to the internet. Indeed, means of control may instead rely on the arbitrary application
of criminal, financial or other laws (Ognyanova, 2019, p. 1781). Third generation controls
involve a more complex approach than either first- or second-generation controls. Rather than
deny access to online information or resources, third generation controls seek to “to effect
cognitive change” (Deibert & Rohozinski, 2010, p. 28). This generally involves encouraging

self-censorship through verbal or physical harassment.
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Five of the six themes identified in this study could be categorized under second-
generation controls.
Protest events

Protests and rallies were characteristic of the Navalny campaign. Accordingly, one of the
most common legal mechanisms for repression was the application of Article 20.2 of the
Administrative Code (“Violating the Established Procedure for Arranging or Conducting a
Meeting, Rally, Demonstration, Procession or Picket”) (Kodeks RF, 2001). In one instance, a
blogger was arrested for having organized a public event without submitting the proper
notifications after simply posting a video online in support of a Navalny rally (“Blogera v
Krasnodare,” 2017).

Leonid Volkov, Navalny’s campaign chief of staff, was also accused of calling for an
unauthorized public event after tweeting the links to two blog posts on Navalny’s website. In the
first blog post, he encourages supporters to continue protesting despite Navalny’s arrest, stating
that “The election campaign must continue. Meetings with Navalny can be held without
Navalny’* (“Navaln’nomu dali 20 sutok aresta,” 2017). In the second, Volkov invokes
supporters to put forth their political demands, both online and in-person:

On October 7, write via any of your social networks, tell the media, or just call
your grandmother to say that you personally put forward two main political
demands:

a) | demand political competition

b) I demand the admission of Navalny and any other candidates who are

able to collect the necessary 300,000 signatures.

We say this on the Internet. And we say it in the streets.? (“Chto proiskhodit i chto
delat’,” 2017)

! Translation my own. Original text: “U36uparenbHas kaMnanus J0JDKHA POIOIDKUTECS. Berpeun ¢ HaBanbHbIM
MOJKHO TIPOBOJNTE U 6e3 HaBanpHOTO.”

2 Translation my own. Original text: “7 okT6ps HanumuTe B OGO CBOEH COMANBLHOM ceTn, ckaxute B CMU, Hy
WITH IPOCTO N0 TenieoHy cBoeil 6adyIlKe, YTO JIUYHO BbI BBIABUTACTE JBa INIABHBIX MOJUTHYSCKUX TPEOOBAHHUS: )
g TpeOyIo TMONUTHYECKOW KOHKYpeHIH 0) s TpeOyro Aomycka Ha BEIOOpsI HaBanbHOTO M MIOOBIX APYTHX
KaHAUIATOB, CIOCOOHBIX coOpaTh Heooxoaumsble 300 000 moanucei. MbI roBOpHUM 3TO B HHTEpHETE. M TOBOPUM 3TO
Ha ynaunax.”
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Here, Volkov draws a direct connection between online activism and activism via street protests.
The blog post continues with details on an organized protest in the coming days.

Campaign laws

Beyond protest related legislation, campaigning laws were another means of government
control. Early in the campaign, the electronic payment service Yandex.Money disabled Volkov’s
account which had been used to collect campaign funds. Without specifying specific legal
prohibitions, the service asserted that new rules prohibited individuals from using
Yandex.Money to raise money for political purposes (“‘Iandeks.Den’gi,”” 2017). Map and
navigation service 2GIS removed the addresses of Navalny’s campaign headquarters from their
maps, since Navalny was not a representative of the government and was therefore unable to
have a registered headquarters (Riabova, 2017).

Website content

Laws related to defamation and slander are other popular second generation controls.
Over the course of his campaign, Navalny was involved, directly or indirectly, in civil lawsuits
related to FBK investigations. Businessman Alisher Usmanov filed a claim against Navalny for
“the protection of honor and dignity” related to an FBK investigation on luxury real estate and
land transfer between Usmanov and Prime Minister Medvedev (“Alisher Usmanov,” 2017). The
court determined the FBK video contained defamatory material and ruled in Usmanov’s favor,
requiring Navalny and the FBK to remove the video and associated publications. They were later
fined for non-compliance (“Pristavy oshtrafovali Naval’nogo,” 2018).

In a second example, Navalny was impacted by another civil suit, despite not being a

defendant in the case. Businessman Oleg Deripaska sued two other individuals for spreading
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information about his private life. This information had been the basis for an FBK report, and
other media outlets picked up the story. In association with the lawsuit, Roskomnadzor required
that materials related to the FBK investigation be removed from media outlets, Instagram and
YouTube. They also blocked Navalny’s website (“Blokirovka saita Naval’nogo,” 2018). It
should be noted that Deripaska has close ties with Putin (Stone, 2019). Deripaska’s civil suit, and
associated information removal requests, was yet another way for the government to repress
Navalny’s campaign.

Offensive or extremist material

After protest events, the second largest category was offensive or extremist material. This
echoes the Doctrine of Information Security in that said document cites the free flow of
information as an opportunity for the spread of extremism (Doctrine of Information Security,
2016). Russian extremism legislation is ambiguous and loosely qualifies extremism as anything
justifying terrorism, stirring up social or other discord, obstructing lawful activities and
spreading propaganda, among other activities (Roudik, 2020). During the course of the
campaign, authorities classified everything from rally photos published on VKontakte to videos
in support of Navalny as extremist material (“Lidera PARNASa,” 2017).

Laws related to the display of fascist symbols and the incitement to hatred were also
enforced. In one incident, following an attack on Navalny during which he was doused with an
antiseptic that stained his face green, a campaign volunteer posted an image to VKontakte of the
statue “The Motherland Calls!” photoshopped with a green face and hand. Authorities
subsequently searched his Volgograd campaign headquarters and ultimately submitted a case
under Article 354.1 for the “dissemination of information about the days of military glory and

memorable dates of Russia related to the defense of the Fatherland, as well as desecration of
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symbols of military glory of Russia, insult to the memory of defenders of the Fatherland or
humiliation of the honor and dignity of a veteran of the Great Patriotic War”® (UK RF Stat 'ia
354.1, 2014).
Other

While most incidents of repression were related to the above, authorities also resorted to
more unconventional legislation. A student from Tyumen was detained after being caught
putting up FBK leaflets. Authorities initially attempted to charge the student with extremism but,
after some confusion, preferred a regional code related to the violation of landscaping regulations
(Sulim, 2017).

The remaining theme identified in this study, “coercion/harassment,” is categorized under
third-generation controls.

Coercion/harassment

On March 26", students around the country attended Navalny rallies, often posting
questions about and photos of rallies online. While social media permitted students to organize
and share information, it also allowed authorities to track their activities. A Kazan Federal
University student who attended a March 26" rally received a request from a university
administrator that she avoid participating in any rallies or demonstrations (Sulim, 2017). This
was after her mother received a call from another university employee threatening to have the
student expelled for leading an active political life in support of Navalny. The same student
relayed that classmates had been forced to remove rally-related comments from the university’s

VKontakte page.

3 Translation my own. Original text: “PacnpocTpaneHue BBHIPaXKAIONINUX SBHOE HEYBAKEHHE K OOIECTBY CBEJIEHHUH O
JIHSX BOMHCKO# CITaBbI M IAMSITHBIX qatax Poccuu, CBSI3aHHBIX C 3amuToi OTeuecTBa, a pPABHO OCKBEPHEHHUE
CHMBOJIOB BOMHCKO# ciiaBbl Poccuu, 0CKOpOIeH e maMsTH 3aiuTHAKOB OTedecTBa 00 YHIKCHUE YECTH U
JIOCTOMHCTBA BeTepaHa Benukoii OTedecTBEHHOW BOWHBI.”
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In yet another example of youth activist harassment, the deputy director of a school in
Vladimir threated to have students who posted such photos removed from their families for
having attended Navalny rallies. According to the deputy director, the students’ parents were
failing to fulfill their duties by allowing their children to become members “of an extremist
group™ (“Zamdirektora shkoly,” 2017). In Cheboksary, a teacher attempted to dissuade students
from joining social media groups in support of Navalny, warning that “an investigation almost
always ends at the level of the FSB”* and that they should think twice before joining any
VKontakte groups (53 stol ko raz, 2017).

Journalists and bloggers faced pressure from those in positions of power, as well. The
editor-in-chief of an online Novosibirsk magazine resigned in September 2017 after one of his
articles covering a Navalny rally was removed from the site after its publication. According to
him, “(The decision was made) that we do not write about the rally, and I’d had enough. I think,
in general, it was decided to pretend that Navalny does not exist at all”® (Tsoi, 2017b). This
effort to repress campaign information is perhaps not surprising, given Russian media traditions
of censorship. Indeed, “Internet censorship mechanisms are often indistinguishable from the ones
used in traditional media” (Ognyanova, 2010, p. 2).

Even those not directly involved in campaign activities or protests were subject to
harassment by authorities. A bystander filming a conversation between police officers and an

activist distributing campaign leaflets was detained and questioned by police (Tsoi, 2017a).

Impact

4 Translation my own. Original text: “rpyrmrbl 5KCTPEMHUCTCKOMN HANPABJIEHHOCTH.”

® Translation my own. Original text: “pa36upareibCcTBO 3aKaHUMBAETCS Yy Th JIM He Ha yposHe DCB.”

& Translation my own. Original text: “(Peienue Ob110) O TOM, YTO HE MMIIEM O MUTHHIE, U MHE 3TOTO XBATUJIO.
Jymaro, BooOI1ie ObIITO pelIeHo ceiarh B, 4To HaBamsHOTO HE CYIIECTBYET B IpUpoae.”
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This analysis identified six predominant categories related to internet controls utilized to
repress opposition activity during the 2018 election. The instances detailed above highlight the
government’s use of second and third generation internet controls in their effort to stifle
Navalny’s campaign. What was the impact of these efforts? Government repression efforts
seemed to have played a role in preventing him from gaining further support from the general
public, though they did not seem to have caused him to lose supporters, an outcome which
confirms neither an extension nor a contraction of his follower base as hypothesized. A closer
look reveals that, despite an increase in RuNet users and an only selectively censored online
ecosystem, the internet has been unable to compete with messaging from state media; internet
repression efforts are tied to the broader efforts of the Putin regime to control the larger
information space—both digital and analog—in order to secure and legitimize power.

GoogleTrends data reveal that from March through June 2017, there was a spike in both

Google and YouTube searches for Navalny (Google Trends, n.d.-a; Google Trends, n.d.-b). This
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N
D .0 T ¥ 0 T T @ ) W IR e NN 0 TN ¥ O @ ) IO o O e I 0 O T B N @ TR o T e N 0 BN ¥ O S @ ) IR o R e A ' O T B @ TR T e A 0 TN ' Y @ ) R o B e N 0 N ¥ IO N @ ) T |
RRLLYILGT QOO QO OQQd0 Q0 Qdo 000 dooQoQdoooo o« d
NN AN AN ANANOOONDOND S IS S TSN NN NN N0 OO OO ONDNNSNDNIDNOOOGOKO O O 0
D e e e e I e e e e, O e e B e, O, O R e O e A e, O SO e O e O e, O e, O O e N e N e, A e, O O e O e, A e, A, O e O e, B e, A e, O, O e O e, A e O o |
O O O O O O O OO0 0O OO0 000000000000 0000000000000 OO0 OO oo
N AN AN AN AN AN AN AN AN AN AN AN AN A AN AN AN AN AN AN AN AN AN N AN NN NN AN AN AN NN NN NN NN
e\ outube —Goog|e

27



was during the time of the campaign’s initial protests and reflects a similar spike prior to the
2013 Moscow mayoral election in which Navalny ran. (See figure 2.)

According to Levada Center data, the 2013 search spike correlates with an increase in
recognition. However, the increase in searches for Navalny in 2017 seems to be correlated to
smaller increase in name recognition amongst those polled (See figure 3) (Aleksey Navalny,
2017). Indeed, ordinary voters know little about politicians who are not mentioned in state-run
media (Volkov & Goncharov, 2014). Even then, state-promoted smear campaigns and otherwise
hostile treatment by the mass media mean that greater recognition does not necessarily equate to

greater electoral support (Dollbaum, 2020).

DO YOU KNOW WHO ALEXEY NAVALNY IS?
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Figure 3: Navalny name recognition from the Levada Center

Authorities applied broad interpretations of laws from the Administrative and Criminal

Codes in an attempt to stifle campaign rallies and messages. The second largest category of

7 “Numbers represent search interest relative to the highest point on the chart for the given region and time. A value
of 100 is the peak popularity for the term. A value of 50 means that the term is half as popular. A score of 0 means
there was not enough data for this term” (Google Trends, n.d.-a)
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repressive actions overall was related to offensive and extremist material (12 of 51 instances).
Prior to October 2017, most legal mechanisms used to stifle campaign activities were related to
offensive and extremist materials or campaign laws in addition to coercion and harassment of
supporters. Articles 280 and 282 of the Criminal Code (Public Appeals for the Performance of
Extremist Activity and Incitement of Hatred or Enmity, as Well as Abasement of Human
Dignity) were two popular ways to repress campaign related activity. Authorities also cited
Articles 20.29 and 20.3 (Production and Dissemination of Extremist Materials and Displaying
Fascist Attributes and Symbols) as further reasons to punish Navalny volunteers and supporters.
Again, the Doctrine of Information Security classifies the internet as a means of spreading
extremist or unlawful material detrimental to national security (Doctrine of Information Security,
2016).

Of 11 instances of repression between March and June 2017, five were related to
extremism or offensive material, and, during this time, public opinion also seems to be
preoccupied with national security related concerns. In March and June 2017, 28% and 30% of
Levada survey respondents believed that Navalny was publishing FBK investigations in the
interest of the West while only 12% believed he did so in the interest of Russia (Protesty i
Naval’nyi, 2017). In December of that year, a month which also saw authorities use extremism
laws as a method of electoral repression, 2% of Levada respondents affirmed that Russia’s
enemies included “the political opposition/the fifth column/Navalny” (Enemies, 2018). This is
the first year Navalny was mentioned by respondents, who were asked this question only if they
believed Russia had enemies and provided names without prompting. It is largely reflective of
the Kremlin’s ability to manipulate public opinion in the broader information space. Throughout

his campaign, Navalny presented himself as modern and Westernized, a position in direct
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contrast with the Kremlin’s anti-American media strategy (Cottiero et al., 2015; Dollbaum &
Semenov, 2021; Pomerantsev, 2015).

18 instances of repression were related to protest activity, with half being specifically tied
to Article 20.2 of the Administrative Code (Violating the Established Procedure for Arranging or
Conducting a Meeting, Rally, Demonstration, Procession or Picket). Article 19.3. (Failure to
Follow a Lawful Order of a Police Officer) was another frequent charge. Other instances
referenced activity that had not been formally coordinated with officials without naming specific
laws or articles of the Administrative Code. The majority of these instances occurred from
October 2017 onward, corresponding with Navalny’s October arrest and call for an election
boycott in January. In November of that year, 10% of Levada survey respondents stated they did
not trust Navalny, while 2% did (Political Trust, 2019). In May 2016, August 2017 and January
2018—dates for which there is available data—voters willing to cast a ballot for Navalny
hovered around 1% (Russian Presidential Elections, 2019).

Despite an overall upward trend beginning in 2013 of Russians getting their news from
either internet publications or social networking sites, from July 2016 to March 2018, there was a

slight decrease in survey respondents claiming to stay informed via these sources (Istochniki

INFORMATION SOURCES
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Figure 4: Information Sources from the Levada Center

30



informassii, 2020). This is problematic since mainstream media shun Navalny and his support
originates from online campaigning.

Overall, Navalny’s name recognition increased by eight percentage points early in his
campaign but was still within ranges seen in previous years. At one point, around 30% of survey
respondents believed Navalny was acting in the interests of the West, and, for the first time,
survey takers listed Navalny as an enemy of Russia.10% of voters distrusted Navalny, and, per
polling data, the percentage of voters willing to vote for him remained stable throughout the
campaign. Over the course of his campaign, the number of Russians getting news from online
sources—the media platform most accessible to him—decreased. Given this data, it seems that
there is an association between government internet controls used to repress his campaign and

his ability to attract more supporters.

These findings seem to indicate that networked authoritarianism in Russia is part of a
larger, overall information control policy needed to consolidate power, and Russian citizens
themselves are complicit in the Kremlin’s efforts. Rather than resort to outright violent
repression, Putin has sought to persuade Russian voters that it is external forces at the root of
social and economic problems versus regime corruption and ineptitude (Treisman, 2018, p. 14).
As noted by scholars Guriev and Treisman, “competent dictators do not need to use repressions,”
as doing so publicly exposes the dictator’s incompetence and brings into question his regime
legitimacy (Guriev & Treisman, 2015, p. 33; Treisman, 2018, p. 14). Putin has instead sought to
shape public perception through control of political information flows (Treisman, 2018, pp. 13—
14). By limiting negative press rather than the supply of information itself (Morgus, 2018, p. 90),
the Putin regime is able to cultivate an environment ostensibly free of restrictions in which it is

possible to access a range of content, including that which may be critical of the government,
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while at the same time promoting government narratives (Kerr, 2018). Russia is adept at pro-
regime content production and narrative manipulation (Kerr, 2018, pp. 67—68), which seems to
have had positive effects regarding Putin’s approval ratings (Lipman et al., 2018, p. 185).

By reclaiming control over the internet, the state is able to limit alternative agendas and
benefit from greater opportunities to manipulate public opinion (Kazun & Semykina, 2020).
Although the information space remains less controlled than traditional media, coverage of
current events is strikingly similar both online and in the press, and Vladimir Putin maintains a
greater online presence than Navalny, the former being mentioned nearly four times as often as
the latter (Kazun & Semykina, 2020). Despite more people turning to the internet to inform
themselves, alternatives to state media have far lower readership, and users aren’t necessarily
turning to sources with views differing from state-sponsored ones (Denisova, 2017; Kazun &
Semykina, 2020).

Furthermore, Russian citizens play an integral role in this effort to expand information
control. Through their media choices, Russians help “to legitimize and normalize authoritarian
power” (Robertson & Greene, 2017). Citizens’ media choices are often determined by what are
considered socially acceptable media consumption habits and political attitudes, which
ultimately reinforce support for Putin (Robertson & Greene, 2017).

Government control of the information space and the reluctance of ordinary Russians to
change their media consumption habits make attracting larger numbers of the general public to
digital politics more difficult for opposition leaders and activists (Denisova, 2017). Navalny has
been an outlier in that he was able to gain a stalwart online following despite a state-media ban
and pro-government framing online and in the press. Yet, for digital resistance to connect with

more people and truly take hold, opposition activists need greater media resources and
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opportunities in addition to a societal shift in the majority’s disinclination to seek out alternative

points of view.

Limitations

Here it must be recognized that there are limitations to this study. First, data collection
was conducted using open-source material. Only 51 instances of internet repression tied to the
Navalny campaign were identified, but it is possible that others occurred and were never publicly
reported. It is also conceivable that, given the types of repressive actions taken, some instances
related to the Navalny campaign were not identified as such. The nature of second and third
generation controls make their impact difficult to judge, considering their more abstract nature.
Another limitation regarding the use of open-source data is that controlling for other factors that
may have influenced voters was not possible. Additional factors swaying voters may have
included disinterest in or dislike of Navalny’s platform or a general increase in voter apathy.
Moreover, when it comes to survey data, there is the issue of nonresponse bias and social
desirability bias: it is impossible to know if Levada survey respondents answered sincerely.
Moreover, under an authoritarian regime, some may have wished to respond differently but

feared reprisals or other potential risks associated with giving a non-regime conforming answer.

Conclusion

This research aimed to identify how the Russian government leveraged state control of
the internet to repress Navalny’s 2018 presidential campaign as well as the impact of such
control on said campaign. Based on open-source information collected from news articles and
blogs as well as public opinion data, it can be concluded that the government relied on second

and third generation internet controls, which likely contributed to Navalny’s inability to attract
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additional supporters from the general public. Here I identified five legal mechanisms used by
authorities to stifle campaign activities in addition to the harassment of RuNet users. Most legal
justification for repressing campaign activity was tied to protest activity and the dissemination of
extremist or offensive material. The government was also able to “outsource” repression efforts
via civil litigation. Navalny received a slight uptick in recognition in the early part of his
campaign, but the percentage of citizens willing to vote for him remained steady throughout the
course of the campaign. While this study was able to identify the major mechanisms of internet
control used by the government, it was unable to control for certain factors such as overall voter
apathy and opinions regarding Navalny’s platform.

The Russian model of networked authoritarianism, part of the state’s overall information
control policy, continues to lean heavily on non-technical measures such as legislation,
intimidation, and self-censorship norms to hinder opposition movements and limit dissent. The
government’s creation of a legal environment in which access to information can be restricted
has been more subtle than outright filtering and aims to legitimize information control.
Authorities also seek to discredit or demoralize opponents through coercion and harassment,
ultimately leading to an overall climate of self-censorship. This confirms previous literature
regarding government control of the RuNet (Deibert & Rohozinski, 2010; Maréchal, 2017;
Morgus, 2018) and indicates that effective internet control does not require sophisticated
technology. Further, exerting authority over the digital space is yet another way for the Putin
regime to manipulate public opinion, control information flows and bolster regime legitimacy.

Since the 2018 election, the Russian government continues such attempts to exert control
over the RuNet, and in some ways seems to be moving toward more first-generation style bans

through blacklists (Maréchal, 2017, p. 36). In April 2018, authorities moved to block the popular
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messaging app Telegram after the app refused to cooperate with the FSB by providing
encryption keys needed to access user data, thereby violating anti-terrorism laws. Despite the
ban, the app remained popular in Russia, and authorities were unable to block it fully for
technical reasons (Lyons, 2020). The ban was lifted in 2020. However, this is indicative of the
government’s more serious tone regarding information control and a strengthening of Russian
networked authoritarianism. Indeed, Russian authorities are seeking to create a political
environment in which the Internet is carefully regulated so that citizens have the impression of
being able to express themselves in limited ways without allowing dissent to take hold
(Maréchal, 2017, p. 36).

Through the end of 2018, control of the internet in Russia followed a largely
decentralized model, with a variety of political bodies promoting their own agendas and
enforcing regulations (Nocetti, 2015, p. 118). Entities involved in internet governance include

the presidential administration, the Ministry of Internal Affairs, Roskomnadzor, intelligence

services, and local governments. In many ways, this has allowed for more flexible application of

laws and other repressive measures, while also rendering user resistance and circumvention more

difficult (Ramesh et al., 2020, p. 13). Inconsistency in the application of laws may contribute to

the development of self-censorship norms as methods of safely bypassing regulations become
unclear.

Nevertheless, this decentralized approach may be changing. At the end of 2018, Putin
signed legislation reforming Article 282 of the Criminal Code (‘“Putin Signs Law,” 2018). A

significant increase in Article 282 prosecutions raised questions within civil society regarding

legal procedures and free speech, while simultaneously making authorities seem overly paranoid

instead of capable and decisive (Pomeranz & Smith, 2018, p. 7). Reforms demonstrate that Putin
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maintains far-reaching influence over legislative processes, while other references to extremism
in Russian law still allow for significant flexibility in criminalizing online activity.

Additionally, in 2019, the Russian government passed several amendments to existing
federal laws that ostensibly aim to protect the RuNet from external threats. These amendments
require telecom operators to install state-owned equipment for traffic analysis and filtering
within Russia, allow for Roskomnadzor to take over centralized control of telecommunications
networks and lay the legal foundation for the creation of a separate Domain Name System
(DNS), which would necessitate its own infrastructure. While authorities claim such measures
are needed to protect Russian users and infrastructure from foreign, especially American,
cyberattacks, they facilitate mass surveillance and censorship (“Struktura FSB predupredila ob
ugroze,” 2021). If attempts to create a “sovereign” RuNet are successful, perhaps this will be the
fourth generation of internet controls.

Navalny himself continues to be a target of the government’s repression efforts. In
January 2021, Navalny returned to Russia after spending five months in Germany for medical
treatment related to a nerve-agent poisoning. He was arrested upon his arrival, and protests began
soon after. On January 21%, the Prosecutor General's Office of the Russian Federation released a
statement regarding the upcoming protests, indicating that access to illegal information would be
restricted. NetBlocks, a global internet monitor, subsequently reported a six-hour disruption in
internet connectivity on January 23", the first day of the protests (“Internet Disrupted in Russia,”
2021). Since then, Navalny’s political network has been blacklisted for terrorist or extremist

activity (Perechen’ OrganizagiiiFizicheskikh Lizs, n.d.; Sauer, 2021).

While this study centers on the development of networked authoritarianism in the

Russian Federation, this research also contributes to broader conversations about internet policies

36



across the globe. Unlike other networked authoritarian states, the expanding RuNet was long
unaccompanied by strict online censorship and technical control measures (Tkacheva et al.,
2013). This is in contrast to China, where early anticipation of online activism prompted the
government to leverage more technical control much sooner (MacKinnon, 2012). Authorities are
able to block sites directly thanks to the limited number of gateways where the global internet
and the Chinese internet connect, and routers are configured to filter out politically sensitive
terms or specific websites; Western online platforms such as search engines or social media sites
are either unavailable or highly monitored (MacKinnon, 2012). Contrary to the RuNet, the
Chinese internet has developed enough that there is little objection when it comes to restricting
access to the global internet (MacKinnon, 2012). While Freedom House ranks both countries as
“Not Free” in their Freedom on the Net 2020 report, China ranks 20 points below Russia (China:
Freedom on the Net, 2020; Russia: Freedom on the Net, 2020). Both countries have seen
decreasing levels of internet freedom since 2016, but Russia has seen a yearly point-by-point
drop from 35 to 30 (out of 100), while China has fluctuated between 10 and 13. This indicates
that, while more forward-thinking authoritarian governments, such as China’s, have been able to
maintain tighter control over the digital space for longer, it is possible for countries with wider
internet freedoms to backslide into networked authoritarianism. Indeed, Russia’s non-technical
methods of internet control are more easily adoptable than more technical ones.

Although surveillance is often associated with authoritarian or hybrid regimes,
democratic governments also seek to maintain some control over their citizenry, often in the
name of national security. The French government has recently sought the authority to force
telecommunications companies to monitor telephone and internet traffic to aid in anti-terrorist

measures (Meichtry & Schechner, 2021). In the United States, the 2001 Patriot Act expanded
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government authority to monitor telecommunications data, and the Biden administration has
recently indicated it may partner with private companies to gather information from private
messaging apps to monitor extremist groups (Cohen & Williams, 2021).

While not within the scope of this paper, such developments offer additional avenues for
future research on networked authoritarianism and global internet policies at large. Government
efforts to control the online space are reflective of the internet’s far-reaching role in facilitating
information exchange and promoting resistance. Although efforts to restrict internet freedoms
may dissuade some RuNet users, others may feel more motivated to mobilize and advocate for
political change. At the government level, Russian policy may influence the policies of other
authoritarian governments, whether former Soviet republics or not. Finally, in what ways may
the policies of democratic governments mirror those of authoritarian regimes and what does this

mean for the future of free speech or other civil liberties?
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