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Abstract

Supporting a Diversely Connected World via Community Cellular Networking

Matthew W. Johnson

Chair of the Supervisory Committee:
Assistant Professor Kurtis Heimerl
Paul G. Allen School of Computer Science and Engineering

Community cellular networks (CCNs), small-scale cellular networks owned and operated by
members of the communities they serve, have the potential to provide sustainable wide-area
coverage across a diverse range of contexts on the margins of the Internet. This dissertation first
characterizes some of the operational challenges observed in an existing CCN, and then develops
new designs for future community cellular systems to address the identified challenges.

To ground the research, I gather a unique dataset characterizing the operation of a remote,
expensive, data-only community LTE network. Through tight integration with the operator’s
infrastructure, the dataset has visibility to drill down to individual user behaviors in terms of
both network traffic and prepaid credit purchases and transfers. I find that despite the network’s
constrained capacity, use is still highly unbalanced, with a handful of heavy consumers providing
an outsized portion of network revenue. A large portion of the userbase only has intermittent
access in this model. 45% of users are offline more days than online, and the median user consumes
only 77 MB per day online and 36 MB per day on average, limiting consumption by frequently
“topping up” in small amounts. The network is also only somewhat reliable, with downtime caused

by software failures, network failures, and the generally harsh conditions on the rural edge.



To address the reliability challenge, I observe that multiple hotspot providers were already
operating in the area, and propose a new authentication architecture to allow fallback to an
overlapping provider even when the user’s home network is offline. This system, dAuth, is
fully backwards compatible with standard off-the-shelf devices, making it feasible for immediate
deployment. I design, prototype, and evaluate dAuth against existing private edge-core and cloud-
core architectures, and find it comparable to the status quo while providing robust operation in
the presence of failures and good scaling properties as the number of small operators increases.

To address the challenge of providing sustainable access while avoiding intermittent availability
for low-income users, I explore the design of community-based congestion-management policies
and network management mechanisms through the lens of network capacity as a common pool
resource. I present qualitative insights from a series of workshops and interviews exploring designs
for community-scale networks with resource sharing. Participants expressed conflicting desires
for preserving individual privacy while collecting longitudinal data to track the network’s impact
on the community, prioritization of high-value applications, equal link allocation between users,
and human-mediated congestion management in lieu of automated enforcement.

Overall my work provides new directions for the design of next-generation community cellular
networks that can be more reliable and operate with a wider range of governance structures to

sustainably serve a wider range of communities.
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Glossary

5G:  The 5th generation of ETSI/3GPP cellular network standards, providing more flexibility in
the Radio Access Network than LTE and moving to a service-based core network architecture.

5GC: The core network of a 5G cellular network, providing user management and traffic
control. The 5GC is made of several components, including the AMF, SMF, UPF, AUSF, SEAF,
and many other functions.

ACCESS AND MOBILITY FUNCTION (AMF): The 5GC component responsible for managing the
users’ mobility as they move between different RAN elements in the 5G network.

AUTHENTICATION SERVER FUNCTION (AUSF): The 5GC component responsible for anchoring
user authentication in the home network. It communicates with the serving network’s SEAF
during roaming.

CITIZEN’S BROADBAND RADIO SERVICE (CBRS): A three-tiered spectrum access regime currently
operational in the USA covering spectrum from 3.55GHz to 3.7GHz. Access is mediated
between existing incumbent users, priority access users, and general access users by an
automated spectrum access system. Now marketed under the trade name “OnGo.

vii



COMMON POOL RESOURCE (CPR): A resource capable of being drawn sustainably up to some
rate, but vulnerable to over-use and collapse if the rate is exceeded.

COMMUNITY CELLULAR NETWORK (CCN): A cellular network owned and/or operated by the
users it serves.

CORE NETWORK: The part of the cellular network architecture responsible for coordinating
multiple RAN elements and managing the UE’s long term state as it moves through the
network. Traditionally core network elements were physically centralized in the “core” of
the network at central offices and regional switching centers.

ENODEB: An individual radio basestation in the LTE RAN, possibly connected to multiple
antennas and providing multiple cells of service. While logically fulfilling the same function,
can range in size from a small cell implemented as a single physical box to a macro cell
comprising multiple racks of equipment.

EVOLVED PACKET CORE (EPC): The core network of an LTE network, providing user manage-
ment and traffic control. The EPC is made of several components, including the MME, HSS,
SGW, PGW, and other network functions.

GEOSYNCHRONOUS ORBIT (GEO): The orbit at exactly 35,786Km, with the property that the
satellite’s orbital period exactly matches to rotational period of the earth. This allows for
a stationary ground antenna but at the expense of high latency due to the speed-of-light
propagation delay across the large distances involved.

GNODEB: An individual radio basestation in the 5G RAN, possibly connected to multiple
antennas and providing multiple cells of service. While logically fulfilling the same function,
can range in size from a small cell implemented as a single physical box to a macro cell
comprising multiple racks of equipment.

HOME SUBSCRIBER SERVER (HSS): The EPC component responsible for holding long-term state
for each user and handling user authentication. It serves as the source of truth for the user’s
last known location when new data for the user is received in the EPC.

INTERNET SERVICE PROVIDER (ISP): An entity or organization responsible for providing down-
stream Internet service to end users or other organizations.

LONG TERM EVOLUTION (LTE): The 4th generation of ETSI/3GPP cellular network standards,
defining the radio protocol between a user’s mobile device and the cellular network and the
signalling traffic for managing communication on the network. LTE is a notable departure
from previous standards since all communication is handled as packet-switched data.
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LOW EARTH ORBIT (LEO): The set of orbits ranging from 100Km to 2,000Km above the surface
of the earth. New communications satellite constellations are being built in these orbits,
which are relatively close to the earth and allow for communication with latency similar to
existing terrestrial infrastructure.

MOBILE NETWORK OPERATOR (MNO): The organizational entity responsible for operating a cel-
lular network. Traditionally a large and heavily regulated organization.

MOBILITY MANAGEMENT ENTITY (MME): The EPC component responsible for managing the
user’s connection state as they move between different RAN elements in an area of a
cellular network.

PACKET DATA NETWORK GATEWAY (PGW): The EPC component responsible for receiving and
de-encapsulating the user’s dataplane traffic from the SGW. The PGW is the user’s mobility
anchor in LTE and is responsible for managing the user’s IP address.

RADIO ACCESS NETWORK (RAN): The part of the cellular architecture responsible for connecting
to users to the network. The RAN is traditionally physically distributed throughout the
environment to provide ubiquitous coverage and support mobility.

SECURITY ANCHOR FUNCTION (SEAF): The 5GC component responsible for anchoring user au-
thentication in the serving network.

SERVING GATEWAY (SGW): The EPC component responsible for tunneling the user’s dataplane
traffic from the RAN into the EPC and towards the user’s current PGW.

SESSION MANAGEMENT FUNCTION (SMF): The 5GC component responsible for managing and
updating the user’s data sessions in conjunction with the AMF as they move between
different RAN elements in the 5G core network.

USER EQUIPMENT (UE): The end-user device in the cellular architecture. Often it takes the form
of a mobile phone, but could also be a standalone WiFi hotspot or embedded radio.

USER PLANE FUNCTION (UPF): The 5GC component responsible for forwarding, measuring, and

policing user dataplane traffic. The UPF is the mobility anchor for a particular slice of the
user’s traffic in the 5G architecture.

ix
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Chapter 1

Introduction

At the close of 2021, the ITU estimates that 62.5% of people globally use the Internet, and 95%
are covered by a wired or wireless mobile broadband network (3G, 4G, or 5G) [26]. Yet as has been
well-documented, the exact nature and definition of use can vary widely, and challenges remain
in providing meaningful capabilities to all users of the network [48]. Furthermore, while 95%
coverage is a great achievement, the expansion of Internet connectivity has slowed in recent years
as relatively easier to serve markets, with dense populations and supporting infrastructure like
roads and grid power, saturate [184]. This leaves hundreds of millions of people still uncovered,
mostly in rural, remote, and small communities which are difficult to serve with traditional
centralized communications infrastructure [79, 74, 149].

My lab and I have explored community networks as one possible solution to facets of these

infrastructural challenges. Community networks are networks deployed, operated, and maintained



by and for the community members they serve [150]. Researchers have proposed that community-
based networks could help to bridge the coverage gap by providing access to new areas by changing
the economic balance of providing connectivity [148, 101], and the connectivity gap by allowing
locally engaged organizations to reach sub-populations excluded by traditional networking systems
and structures [21]. Community network operators can take advantage of local knowledge, social
connections, and existing community resources to provide connectivity with substantially lower
capital and operational costs than traditional operators [18, 120].

My work focuses on community cellular networks, a type of community network built with
cellular networking technologies (2G GSM/EDGE, 3G UMTS, 4G LTE, and now 5G). Community
Cellular Networks (CCNs) blend the organizational affordances of community networks with
the technological affordances of wide-area cellular networks. Cellular networks offer several
compelling advantages over other community networking technologies, particularly in the case of
wide-area access at rural scales (see Section 2.1 [The Case for Cellular]).

Notably and in contrast to existing work on GSM-based CCNs though, my work specifically
dives into the challenges and opportunities provided by IP-based CCNs built with LTE and 5G
technologies. GSM provides a different authentication architecture and GSM CCNs classically only
support voice and SMS services, leading to very different operational and management affordances
than the secure, IP-based, and Internet-first networks provided by LTE and 5G networks. While
bringing new challenges, my works finds that these challenges can be largely overcome, and that
these networks can provide high-speed data connectivity across wide areas that makes them a

promising candidate for future community cellular network deployments.

1.1 This Thesis

Next-generation LTE and 5G community cellular networks can provide a set of affordances and

scalability to enable economically sustainable and reliable connectivity in communities otherwise



poorly served by existing Internet access technologies.

1.2 Summary of Work

The overarching goal of my work is to begin to understand and address the challenges of managing
and sharing resources in data-based community cellular networks. I hope that this research can
help to realize the vision of CCNs extending new backhaul connectivity to provide truly universal

access. In it I address three primary research questions:

a) How are rural community cellular networks used for Internet access today?

b) How can cellular technologies be extended in a backwards-compatible way to facilitate
redundancy and reliability across individually unreliable operators?

c) What design affordances are necessary to facilitate value-sensitive management of shared
network resources in a small community setting?

Taken together, I hope that the answers to these questions will not only be of academic interest,
but also help facilitate the creation of new community-scoped network deployment models to
allow users currently outside the margins of the Internet to gain affordable, acceptable, and reliable

connectivity.

1.2.1 Mixed Methods

In order to better understand this nuanced problem space, my work leverages a relatively wide
variety of methods. These vary from customized Internet measurement and data science, to systems
development and artifact performance evaluation, to value sensitive design and participatory
design. My overall goal has remained consistently focused on building a holistic understanding of
the role IP-based community cellular networks can play in the broader connectivity ecosystem and
building tools to support their use in this domain. Leveraging multiple different methodologies
has let me approach the problem space from more angles than would be possible with a single

methodological toolset.



1.2.2 How are rural community cellular networks used for Internet access today?

To explore this first question, I undertook a longitudinal measurement study of a production rural
community cellular network. The network uses LTE small cells and provides service to handsets
across a 2km diameter area. The gathered study dataset spans a full year of operations, containing
aggregated and anonymized Internet traffic logs as well as anonymized transaction data (the
network operates with a prepaid credit model) to draw conclusions about both traffic and financial
patterns of the network. My and my collaborators’ findings that most users connect intermittently,
while financial sustainability hinges on a small subset of heavy users, motivate my following
projects to explore alternative resource sharing approaches. Additionally, with permission from
the operator, we anonymized, packaged, and published this unique dataset for future analysis by

the wider networking research community.

Methods

This project leverages methods drawn from Internet measurement and data visualization/data
science. I built a custom data gathering pipeline appropriate for use on an extremely constrained
rural edge network, and integrated this pipeline with our partners’ infrastructure to collect
longitudinal aggregated measurements in the network. The gathered dataset is non-trivial in size,
with tens of millions of rows and over 30GB of data in memory, requiring care in its analysis. Once
the data was collected and anonymized, I leveraged a variety of data analysis and visualization
techniques to understand the gathered dataset and explore the traffic patterns and economics of

the network.

Core Contributions

This part of my work contributes:

+ A methodology for gathering and analyzing traffic data from remote edge networks with



constrained uplinks

+ A unique dataset gathered, anonymized, and publicly released from a remote constrained
network with both financial transactions and information about the traffic generated in the
network

+ Analysis discovering a wide range in the frequencies that individual devices used the network
and had credit stored for on-demand use

« Analysis discovering the skewed and uneven role video played in this type of network

+ Analysis showing the financial support of the network came from relatively few users, and
that a large population of users used the network consistently but in small amounts

More details are provided in Chapter 3 [CCN Traffic Measurement: Whale Watching in Inland

Indonesia] and Chapter 4 [CCN Traffic Measurement: COVID-19].

1.2.3 How can existing cellular technologies be extended to facilitate redundancy and

reliability across a diverse set of individually unreliable operators?

To explore this second question, I designed the dAuth system, which adds redundancy to cellular
authentication by allowing a network to delegate limited authentication capability to a set of
semi-trusted backup networks. The system uses threshold key shares and a manipulation of how
SIM cards manage authentication vectors to remain backwards compatible with off-the-shelf radio
equipment and user devices. With my lab mates, I developed a fully functional prototype of dAuth
and integrated it with the open source Open5GS cellular core network. We confirmed dAuth
is backwards compatible through a test deployment with off-the-shelf CBRS radio hardware in
partnership with the Seattle Community Network. We then evaluated our prototype against the
current state of the art, a hosted cloud core, with a simulated large-scale RAN to test its scaling
properties. We found that at low levels of load our system does add approximately one RTT of
latency, but that at medium and high load its superior scaling properties outperform a cloud core

while providing additional redundancy and resiliency to system failures.



Methods

In order to uncover the challenges of realizing my vision of multiple independent network operators
collaborating to co-operate, I designed dAuth and co-developed a working implementation of the
design which operates with off-the-shelf cellular hardware. This required developing a technical
understanding of the constraints imposed by the cellular standards, developing an operational
system following the standardized protocol and meeting protocol time constraints, and then
methodically evaluating the performance tradeoffs of the design against related solutions in a

realistic environment.

Core Contributions

This part of my work contributes:

«+ A novel application of threshold key sharing to the cellular authentication process

+ An existence proof that such a system can be realized while maintaining backwards compat-
ibility with off-the-shelf hardware and without compromising the link security of the LTE
and 5G network architectures

More details are provided in Chapter 5 [dAuth: Distributed Authentication for CCN Federations].

1.2.4 What design affordances are necessary to facilitate value-sensitive management

of shared network resources in a small community setting?

To explore this final question, I led a series of workshops and informal interviews with participants
in a small town in Oaxaca, Mexico in collaboration with the NGO Rhizomatica. The community
has a history of communal resource management, and strong sets of values which make traditional
pricing-based management inappropriate for a community organized network. After analyzing
the workshop transcripts and notes, my collaborators and I were able to extract concrete design

elements absent from existing tools available to manage and operate the network. Among others,



we found needs to enable community-wide monitoring of total use without revealing individual
use, integrate with “professional” interfaces like Diameter and Gx for resource management,
prioritize high-value applications, ensure equal link sharing between users, and support mediated

dispute resolution outside the network.

Methods

In order to explore the design constraints and feasibility of implementing community-based
congestion policies and mechanisms in a CCN context, this part of my work relies on a qualitative
research methodology operationalizing elements of Participatory Design and Value Sensitive
Design. With Rhizomatica and the Santa Inés community telecom operator, I facilitated three
public workshops to both educate the community about congestion in the LTE network and gather
ideas for how to manage it, held two formal meetings with town leadership, and conducted two
opportunistic interviews. I adopted mainly empirical and technical VSD, using knowledge of
cellular network affordances, combined with participatory methods, to reveal users’ preferences
and concerns and explore a wide space of possible congestion management strategies. I generated
transcripts from the interviews and workshops, and then coded and analyzed the transcripts and

my field notes to identify themes in the responses across participants.

Core Contributions

This part of my work contributes:

+ The qualitative insight that current network management tools are not sufficient to directly
meet the needs of the study participants in managing congestion in the LTE network, but
that a value compatible tool could likely be developed for this use case

+ The design parameters for such a value-compatible tool

+ The qualitative insight that participants valued the ability to prioritize different types of
traffic, coupled with the technical insight that this is difficult, if not impossible, to accomplish



reliably in today’s Internet ecosystem without resorting to intrusive and value-incompatible
deep packet inspection and flow classification tools

More details are provided in Chapter 6 [Network Capacity as Common Pool Resource].

1.3 Sites and Context

Through my PhD I have undertaken a set of interrelated user studies, systems developments,
and subsequent evaluations. This work leverages established partnerships with three operational
community cellular networks in Bokondini, Indonesia, Oaxaca, Mexico, and the Puget Sound, USA.
Collaborating with deployed networks has been an important component of my work, grounding
it in the realities of real-world network operation. I have been fortunate to be able to work in the
field with each network, and continue to maintain relationships with each organization. None
of this work would have been possible without the support and inspiration provided by these
networks.

Each site is unique, and taken together they span a diverse set of different network architectures,
organizational structures, and user demographics that have helped me identify both common
challenges across sites and unique strengths and weaknesses within each site. Each chapter of
this document referencing a field deployment contains a “context” section with more detailed
information about each partner organization, the research sites, and their influence on the research

(See sections 3.3, 5.2, and 6.3).

Network Architectures

All of the networks I have collaborated with are relatively constrained, with only a few low-
powered “small cells” for their radio access networks and simple control planes co-located with
the radio access at the edge. Figure 1.1 shows a set of hardware typical of these types of networks.

There are many different types of CCN deployment though, as diverse and customized as the



Figure 1.1: Edge CCN hardware. An eNodeB small cell (left) providing coverage over the town
center in Santa Inés, and the standalone edge EPC computer (right) serving as the network control
and data plane connected to it from the main office. For more information about this network,
see Section 6.3

communities they serve, and I present a high-level overview of CCNs and some of the different
CCN deployment architectures in Chapter 2 [An Overview of Community Cellular Networks
(CCN)s].

Positionality

My own positionality as a researcher undoubtedly colors my understanding and lead me to choose
these particular research topics of interest. These biases influence the results of my work reported
here. I am from a relatively affluent urban area, got my first cellphone in the 7th grade when SMS
was expensive, generally avoid social media, and cannot remember a time when I was not able to

access and afford some form of Internet connectivity. I have a set of expectations around Internet



10

performance, an inherent interest and learned understanding of the underlying technology, and

notions of the utility of connectivity that are my own.
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Chapter 2

An Overview of Community Cellular Networks (CCN)s

My work specifically focuses on Community Cellular Networks, a type of community network
built with cellular networking technologies (2G GSM/EDGE, 3G UMTS, 4G LTE, and now 5G). CCNs
blend the organizational affordances of community networks with the technological affordances

of wide-area cellular networks.

2.1 The Case for Cellular

Several factors differentiate CCNs relative to other types of community networks (based on WiFi
or wired connections) that make them a promising area of study. Firstly, while device ownership
is far from universal, cellphones are pervasive and are often present even in areas without existing
connectivity [10, 168, 81]. Building a community network compatible with cellular standards
allows the network to leverage these existing user devices, supply chains with economies of scale,

and repair ecosystems [91].
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Secondly, and particularly in the context of rural access, cellular networks offer the advantage of
mainstream device availability in bands with wide-area propagation, and a waveform designed for
long links with non-negligible propagation delay. In contrast to WiFi-based community networks,
community cellular networks can provide blanket coverage over an entire settlement from a small
number of basestations (often one). This allows the maintenance burden to be centralized [74,
90], provides continuous coverage for mobile users, and crucially reaches community members
with limited mobility (or agency) who may not have been able, comfortable, or allowed to visit a

central WiFi hotspot or cyber cafe [25].

Equipment in Diverse Frequency Bands: LTE and 5G support over forty different bands
encompassing both licensed and unlicensed frequencies. Cellular small-cell basestations and
clients are available at reasonable prices in bands with better propagation and higher allowed
power than the ISM and U-NII bands used by WiFi. The range of band options already available
allows operators to use frequencies appropriate for rural access without being confined to the

limits of the unlicensed bands or needing expensive custom hardware.

LTE and 5G Waveforms Support Longer Range: Cellular technologies like LTE and 5G-New
Radio (5G-NR) can outperform WiFi over the more tenuous links common in rugged areas. They
are explicitly asymmetric, optimizing for an advantaged basestation and a low-power handset.
Modern cellular’s SC-FDMA uplink modulation allows higher efficiency transmission from mobile
devices than WiFi’s OFDM, and hybrid ARQ increases throughput under weak signal conditions.
LTE and 5G-NR’s schedulers also handle longer links by explicitly compensating for propagation
delay. These characteristics map well to rural deployments, where a single basestation can be
deployed on existing structures with reliable power (like barns or grain silos) to cover a large
area with a single point of maintenance. Technologies designed for local area networks in urban

areas have insufficient range for rural areas [185]; “wide area” technologies operate at scales more
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appropriate to farms, ranches, and fields.

2.1.1 Spectrum Access

Despite cellular’s advantages and appropriateness for extending access, deploying cellular equip-
ment previously required access to limited frequencies licensed to national incumbents that
strongly limited availability. Particularly since 2019, cellular spectrum has become more accessible
to small organizations and community networks.

On one front, 3GPP Release 16 standardized NR-U, the operation of 5G New Radio in unlicensed
bands, either with a licensed carrier anchor or standalone [61]. The Citizen’s Broadband Radio
Service (CBRS) also allows small operators a straightforward path to access licensed spectrum
with good propagation characteristics. Lun et al. argue that the CBRS band’s wide bandwidth
and amenability to massive MIMO antennas of reasonable size make it an choice ideal for rural
access from existing towers [110]. CBRS in the United States uses a novel three-tiered licensing
scheme for the mid-band spectrum between 3.55GHz and 3.7GHz. Access to the spectrum is
controlled by a “Spectrum Access System” automated database, where navy radar receives priority,
followed by priority access license holders, and ultimately general authorized access users [11].
CBRS grants are leased out on a 10 minute basis and are accessible by API to certified devices.
Commercial turnkey basestations using this spectrum are now readily available for self-hosted
cellular networks.

Looking forward, researchers and activists have long been arguing to expand secondary use
licensing regimes for more frequencies in rural areas too [142, 31]. Strict licensing is critical
for urban areas, where spectrum is highly occupied, yet most spectrum in remote areas lacking
network coverage is, by definition, available. Sankaranarayanan et al. observed that licensed
cellular spectrum is often under-utilized, and proposed a standalone mac protocol for secondary

users to communicate in slots unused by a primary GSM network [156]. Hasan et al. later proposed
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a different solution, where secondary GSM networks detect empty channels via the neighbor
cell sensing primitives built in to the GSM protocol, that has the advantage of being backwards
compatible with standard UEs [76]. Baig et al. explored the specific question of how to deploy
LTE in TV white space for rural Internet coverage [17], and developed a practical system, CellFi,
to allow LTE deployments in secondary use spectrum with a coordinating spectrum database
for channel allocation and intra-channel resource sharing. Hasan et al. in collaboration with
a large MNO built tools to allow MNOs to share unused spectrum resources with community
networks [74].

While spectrum access and spectrum policy continues to be an important and contentious
issue for community wireless networks, options exist today to allow widespread deployment and
experimentation with community cellular networking hardware. In my work I assume that users
already have access to spectrum, and focus on the operational constraints encountered running

their networks.

2.2 Cellular Architecture

Every community cellular network is unique, but all must implement the functionality required
by the general cellular network architecture to remain compatible with standards-compliant user
devices. The cellular architecture is broken into several parts, with a separation of concerns
between components. The “User Equipment” (UE) is the user’s device connected to the network,
often a mobile phone or hotspot. The “Radio Access Network” (RAN) is physically distributed
through the environment and is responsible for the actual radio communication with the user’s
device. The RAN is connected to a “Core”, a logically (and often physically) centralized component
that coordinates the RAN’s operation. The connection between the core and the RAN is the
“backhaul,” and in modern cellular can be implemented with any IP-capable technology. The

radio-emitting components (UE + RAN) in a deployed network must be certified for safe and legal
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operation, limiting the amount of experimentation that can be done outside a lab setting. My
work uses existing off-the-shelf UEs and RAN basestations, but explores how they can be uniquely

adapted for the community network use case.

2.2.1 Deployment Architectures

There are a variety of different ways to assemble these components, which have ramifications on
the way community cellular networks are physically built and perform in different deployment
scenarios. In the traditional cellular architecture, the user’s traffic is encapsulated over the backhaul
and through the core network to allow the core to enforce quality of service guarantees on the
traffic, provide precise traffic accounting, and allow legal intercept. The core is implemented
with specialized physical hardware. Figure 2.1 shows the architecture of a traditional MNO
deployment. This architecture allows masking mobility, makes it easier to coordinate between
many basestations, and gives the operator strong control over their network.

For smaller organizations though, the overhead of establishing their own physical sites to
host the core network pushes them towards alternative architectures. Many use a “cloud core”
architecture (Figure 2.2), where the core network functions run virtualized in the cloud, either
managed as a turnkey vendor solution or self-managed by the organization themselves [101, 122,
127, 8]. Due to the economies of scale with cloud networks, many large tier-1 operators are moving
towards this type of architecture as well [160, 15, 189]. With a cloud core, the user plane data can
be split off either at the edge for scalability and low latency, or tunneled through the core to mask
mobility depending on the deployment’s requirements.

A cloud core provides an easy on-ramp to operating a CCN, but in areas with a constrained
uplink or where keeping the data local is important, an “edge core” architecture is often used
instead (Figure 2.3). Pulling the core functions out to the edge keeps all of the cellular control

traffic local, decreasing the overhead on the constrained backhaul link and improving control
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Figure 2.1: Traditional MNO architecture: Many RAN elements are connected via backhaul, often
owned by the operator, to a small number of region-scale core networks which coordinate the
RAN’s operation. Both control (thin line) and user dataplane traffic (bold line) passes through the
core for quality of service management and accounting.

plane responsiveness and performance [167, 83]. Keeping the core local also allows the edge
network to continue to provide local service even if the backhaul link goes down [74]. All of
the community cellular networks I have collaborated with have used this architecture, either for

performance or data locality reasons.

2.3 The Impact of New Backhaul Technologies

Today small and extremely remote sites are typically served by tightly constrained backhaul
links (the connection between the site and the wider Internet), utilizing geosynchronous (GEO)
very small aperture terminal satellite (VSAT) or point-to-point microwave infrastructure [84].
Supporting disconnected and asymmetric operation where the local “radio access network” (RAN)
has much more capacity than the backhaul has been a consistent thread through my and my
collaborators’ prior work [167, 96, 74, 79, 95]. Many initiatives have attempted to provide affordable

high quality backhaul to remote areas with a wide range of approaches, and until recently all have
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dataplane traffic (bold line) can either be forwarded through the core (Community A) or broken
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Figure 2.3: Edge core architecture: When the backhaul link is constrained, moving many of the
core network functions to the edge of the network near the RAN improves performance. In this
architecture all control traffic stays local. The user’s dataplane traffic is plain IP at the point it
traverses the backhaul connection, and can be routed directly to the Internet. Some systems add
an asynchronous management layer to consolidate configuration and status reporting of multiple
edge nodes in one place, but importantly the edge nodes can continue to operate fully if this
connection is not available. The community networks I have collaborated with predominantly
used this architecture.
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failed to see meaningful sustainable deployment.

Yet after decades of high-profile failure!, new networks incorporating large constellations of
low earth orbit (LEO)? satellites are poised to begin truly offering high-bandwidth and low-latency
global connectivity. In contrast to traditional GEO satellites orbiting at an altitude of 35,786km,
LEO communications satellites orbit at only 500~2000km. These lower orbits require hundreds
or thousands of satellites for continuous connectivity, but allow reduced round trip latencies
(bounded by the speed of light, ~20-40ms) and higher capacity (due to shorter links and improved
spatial re-use, ~100-1000mbps). Bhattacherjee et al. find that “this new breed of satellite networks
could potentially compete with today’s ISPs in many settings, and in fact offer lower latencies

than present fiber infrastructure over long distances” [23].

This begs the question: have these networks finally “solved” global connectivity? I argue that

while undeniably amazing feats of engineering, a panacea they are not.

High-bandwidth access to LEO satellite networks currently requires investment in a specialized
ground terminal with a large phased antenna array (~$500USD) which must be independently
powered, secured, environmentally protected, and placed outside in an area with a wide line of
sight to the sky (LEO satellites transit the field of view quickly). Also, due to the weight, power,
and thermal constraints of satellite operations, and the spectrum used for these networks, it is
unlikely that this upcoming generation will ever be able to serve end-user devices, especially

indoors, with a broadband-quality connection directly from orbit.

Hridium: bankrupt 1999 [175], CDMA-450: failed to see wide adoption [147], Facebook’s Aquila Drone: shutdown
2018 [115], OneWeb: bankrupt 2020 [49], Alphabet’s (Formerly Google) Loon: shutdown 2021 [194], among others

?New medium earth orbit (MEO) constellations are also coming online [128]. MEO is defined as the range of
orbits between LEO and GEO (from 2000km to 35,786km). Throughout this document I focus on LEO networks since
they are more revolutionary, while the new MEO networks represent a more gradual evolution from existing services.
In practice this work is applicable across backhaul technologies.
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Community Cellular Networks Can Enable Wider Reach

Acknowledging the limitations of these new satellite networks alone, I see an opportunity for a
deployment model leveraging the strengths of community cellular networks to complement the
revolutionary backhaul capacity of LEO satellite networks. In this model members of a community
share a smaller number of terminals, amortizing the cost and maintenance burden, while using
medium range terrestrial wireless to distribute connectivity at the town/village scale. As a first
order approximation, fewer than 10% of accounts in the dataset detailed in section 3.5.1 have data
purchases sufficient to offset the monthly cost of their own next-generation satellite subscription.
Many users consistently used the network at extremely low levels, purchasing just enough data to
exchange text-based messages and/or accessing the network inconsistently. Without some way to
share connectivity, these users can not be sustainably served by the deployment models used for
these new satellite networks today.

Sharing a terminal introduces new challenges around resource coordination and management
though, and the propagation of low-band cellular spectrum means the chance that multiple
community cellular access points could have overlapping coverage is high. Rather than assume
the access points must be independent, I envision them exchanging information to coordinate
their operation regardless of who may deploy and maintain each one. Taking advantage of the
small size and limited scope of community networks, it becomes feasible to build systems that can

allow more optimized operations through human mediated coordination.

Coverage Beyond Convenience

The physical coverage of the network has implications beyond just allowing for more convenient
access for existing users. In her ethnographic work characterizing operations in a range of commu-
nity networks, Nicola Bidwell found that the networks based on wide-area cellular technologies

allowed for more flexible access for a different demographic subset of the population than those
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based on physically-limited WiFi hotspot networks [25]. Specifically women users with work
duties that prevented them from spending time near the hostspot or with limited mobility due
to social expectations were able to access community network services much more easily with
mobile devices they could use at home or on the move in town while tending to other tasks.

Yet the current crop of next-generation satellite networks are all focused on providing access
either only to large businesses (eliminating small community organizations) or to end users via
WiFi attached to the terminal. Providing wide-area coverage via small community organizations,
instead of just single-point access near the terminal, is about more than just improved economics
and connection pooling. It is truly a matter of equity in reaching all types of people who may not

have the freedom of mobility to use a low-range shared access point.
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Chapter 3

| CCN Traffic Measurement |
Whale Watching in Inland Indonesia: Analyzing a Small, Remote,

Internet-Based Community Cellular Network

Executive Summary

The goal of this project was to gain a grounded understanding of how an Internet-based community

cellular network is used in the context of today’s Internet device and service ecosystem.

Hypothesis

I hypothesized that due to the constraints of the backhaul link in our partner’s network, that
the network would be saturated most of the time, that many users would have similar levels of

consumption capped at saturation, and that users would not consume high-bandwidth services
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due to poor performance.

Summary of Key Findings

I found the network is profitable, but that average-based metrics fail to capture on-the-ground
reality with a small population size. I observed individual use is highly intermittent; users elect to
purchase many small amounts of data rather than one lump sum, and many are offline for days at a
time. Use was also unequal. Heavy “whale” users contributed disproportionately to the network’s
financial sustainability, and light and heavy users differed both in the way they use the network
as well as by how much. Video dominated the backhaul link, but video consumption was driven
primarily by a small subset of users. Large platforms (Google & Facebook) sourced the majority of

traffic and reached all users, but I found local trends also had strong effects on the network.

Next Steps & Connections

The findings from this project have helped inspire and inform my follow-on work. Finding that a
small number of heavy consumers were effectively enabling on-demand access for the majority (by
keeping the network profitable) led me to consider the potential impacts of next generation LEO
satellite systems on the connectivity ecosystem. These systems currently market target toward
individuals, and have the potential to capture the anchor users without a means to easily share

connectivity with the rest of the community outside WiFi hotspot range.

3.1 Introduction

The GSMA published in 2017 that traditional mobile networks have largely expanded their footprint
to all areas where service is profitable, that new deployments are slowing, and that new paradigms
are needed if Internet access is to reach those who remain unconnected [184]. Community

Networks, networks owned and operated by the community members that they serve, are a
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promising paradigm that changes the economics of sustainable deployment [79, 51, 19, 141].
Community Cellular Networks, Community Networks based on mobile access technologies like
GSM, UTMS, LTE, (and now 5G-NR), offer advantages relative to technologies like WiFi mesh
networks in performance or TV-Whitespace in device availability, but at the cost of more complex
licensing and deployment [96, 74, 167, 118]. Community Cellular Networks are particularly well
suited to remote rural use cases, where spectrum is readily available (if secondary use is allowed)
and wide-area coverage is desirable. Due to their remote nature, these networks often operate
with satellite-based backhaul links, limiting performance in terms of both latency ( 500ms RTT,
although this is changing- see 7.3) and throughput (1-10Mbps aggregate for all users). While these
conditions are constrained, they are the reality of “access” to the demographics currently on the

frontier of the Internet.

In this work, we explore a modern, extremely remote, data-only, Community LTE Network in
Bokondini, Indonesia. The network is run by a nonprofit affiliated with a school situated in the
town center, and covers most of the town. We were able to tightly integrate with the operator’s
systems to gather a dataset integrating both technical and business information, allowing us to
analyze user traffic as well as how users purchase and spend prepaid balance in the network. Our
data collection spans over a year of the network’s operation, covering 53 weeks from midnight
March 10, 2019 to midnight March 15, 2020 (local time UTC+9). We ask whether a prepaid,
satellite-based, data-only, mobile network can be profitable without subsidies, what applications
will be used in such a network, how frequently will users interact with the network, and how will

users manage their prepaid credit?

We find the network is profitable, but that average-based metrics fail to capture on-the-ground
reality with a small population size. We observe individual use is highly intermittent; users elect
to purchase many small amounts of data rather than one lump sum, and many are offline for

days at a time. Use is also unequal. Heavy “whale” users contribute disproportionately to the
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network’s financial sustainability, and light and heavy users differ both in the way they use the
network as well as by how much. Video dominates the backhaul link, but video consumption is
driven primarily by a small subset of users. We also note widespread use of over-the-top(OTT)
messaging and calling apps like WhatsApp, Facebook Messenger, and QQ, and note that UDP
streaming protocols consume a large fraction of the uplink bandwidth. Large platforms (Google &
Facebook) source the majority of traffic and reach all users, but we find local trends can also have
strong effects on the network.

We analyze how the network can remain profitable despite a relatively small number of users
and an Average Revenue Per User (ARPU) of less than $1USD per day, and hope to offer a detailed
characterization of the unique and understudied properties of an extremely remote network at the

outer reaches of the mobile Web.

3.2 Related Work

3.2.1 Community Networking

This research builds on a long history of work on community networking. Community networks,
networks owned and operated by users in some sort of collaborative way, have long been viewed
as a promising mechanism for increasing access among rural and disadvantaged populations [59].
Community networks can operate using a variety of technologies including standard telephony [7],
802.11 WiFi [19], or cellular protocols [79] and examples exist in both rural [74] and urban
environments [141], and developing [79, 74, 99] and developed countries [141, 151, 19, 51].

With the variety of community networks, there are similarly a variety of engagements with
them in the networking literature. For example, the team behind Guifi.net, operating the preemi-
nent community network with over 35000 nodes in Catalonia [19], has explored a wide swath
of issues including topologies [187], cloud services [162], and sustainability [18]. Works related

to other networks have explored appropriate network architectures [74, 118], licensing [151],
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and many other issues in community networking. A notable consistent thread is the importance
of human factors in the operation of the network. This is echoed in Jang et al. which explored
leveraging local actors to conduct maintenance and repair [90] and Moreno et al. discussing the
importance of user engagement for sustainability of community networks [150].

Most similar to this paper, there is a body of measurement studies in community networks.
Heimerl et al. [79] presented measurements of inbound versus outbound traffic in an Indonesian
2G community network, finding outbound traffic was much more significant. They also explored
the sustainability of the network, finding that it was economically viable. Follow-on research
explored phone adoption in the same community [81]. Cerda-Alabern et al. explored the financials
of the Guifi network [34]. Lertsinsrubtavee et al. [108] recorded Web usage in a Thai community
network, finding that usage behavior was similar to that of commercial networks in significant
ways, such as a focus on social networks. Unfortunately, they also found that user apps performed
similarly (e.g. downloading lots up updates) despite the limited bandwidth available. This is
supported by Johnson et al. [94], where a rural Zambian WiFi network saw similar behavior. Our
work expands this literature to explore 1) the specifics of service utilization in data-only LTE
networks, 2) service use combined with service utilization, 3) addition of techniques for mitigating
the operational difficulties of data collection behind limited backhaul for studies like these, and 4)

a more modern (2020) look into the operation of these networks.

3.2.2 Rural and Developing Networks

Outside of community networks (comprised of both developing and developed regions) [94,
108, 34, 79], there is also a body of network measurement literature in rural and developing
regions. Often utilizing traces from telecoms, ISPs, or regional IXPs, these works explore the
unique circumstances of rural networks. These include studies on broadband performance and

adoption in Nepal [100], Pakistan [16], or South Africa [41]; cellular performance in India [170]
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and Pakistan [14]; censorship in Pakistan [6]; mobile phone properties in a Pakistani cellular
network [9], and web latency in Ghana [198]. These have scaled up to continent-wide analyses,
such as IPv6 adoption [109], interdomain routing [54], and inter-country latency [58] in Africa.
World-wide studies exist as well, such as Schinkler et al’s work on the performance of Facebook’s
edge caching [158].

The massive diversity of these works, inclusive of multiple continents, scales, technologies,
populations, and venues, demonstrates the value of breadth in network measurement research.
While each individual research agenda is not (and does not claim to be) “representative” of the
Internet in whole, together they provide a holistic, diverse perspective on Internet use throughout
the world. Our work contributes to this whole with the perspective of an extremely remote,
data-only cellular network. In addition, we provide new insights by analyzing network traces

together with records of user spending and the network’s finances.

3.2.3 Small-scale Network Measurements

Lastly, a body of research focuses on small-scale networks, servicing households or small groups
of people but not in an explicitly community-oriented fashion. One example is Maitland et al’s
exploration of Internet use in a refugee camp [116], where the network is run by the UN Refugee
Agency. They found a wide range of experiences with the Internet in the camp, contributing to
a set of barriers to access. Another set of works focus on tribal Internet, with Vigil et al. [190]
explicitly focusing on failures in the use of apps like YouTube in the context of a TVWS deployment
in US tribal lands. Even some of the community networking work cited above (notably Hasan et
al. [74] and Martinez-Fernandez et al. [118]) involved partnerships with outside organizations,
such as telecoms for spectrum, limiting the extent of the community participation. These works
similarly broaden the range of measurements possible and inform elements of the novelty of our

work.
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We also note a large body of home and consumer Internet measurement [63, 179, 66]. While
relevant in that community networks often leverage consumer Internet connectivity, their needs

and expectations differ greatly from networks serving customers directly.

3.3 Context

3.3.1 Deployment Location

Bokondini, Indonesia, is a community of ~2,000 located a two hour drive (on a rough muddy road)
from Wamena in the highlands of Papua. Bokondini, a central location for missionary activities for
decades, still has limited infrastructure. There is a small airstrip, but no community-wide water or
reliable power. The local regency government moved to Bokondini two years ago, and the town
has been growing quickly. A national carrier has provided 2G coverage via a satellite-based small
cell through a universal access program for about 4 years, but there was no Internet access until
recently. During the final weeks of this study the carrier began offering LTE service nearby, still
served by satellite. Mobile phones are common, with a critical number of LTE-capable devices

already present [168].

3.3.2 Network

The network in Bokondini is an instance of a Community Cellular Network, owned and operated
since 2013 by a missionary group whose primary function is running an elementary school in the
area. They manage the day-to-day operations, including maintenance, credit sales to resellers,
power management, and repairs. They operate a 5000KW microhydro and solar installation which
powers the network as well as the school’s lighting and computers. Unfortunately, the microgrid
does not have enough reserve power to operate 24 hours a day, so the network is shut down
manually between 11pm-5am (extended to 12-4:30am part way through the trial) to conserve

power.



(a) The network’s hardware deployed on a radio mast
on top of the school gym.

(c) The shaded area indicates a rough estimate of the
most populated areas in Bokondini at the time of the
deployment. Map data from OpenStreetMap [132]
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(b) The cell site location and the orientation of the
two antenna sectors in Bokondini. The town sits on
a small plateau with a steep hill to the southwest
and a ravine to the north and east. Map data from
OpenStreetMap [132]
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(d) Interpolated coverage map from walk testing. The
hashed green area indicates measured satisfactory
coverage (-110dBm RSRP “two bars” or greater), ca-
pable of saturating the satellite backhaul link. Map
data from OpenStreetMap [132]

Figure 3.1: Images and maps of the network deployment in Bokondini. The network uses two
33dBm small cells with 18dBi antennas arranged in two sectors to provide coverage over most of

the area.
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Figure 3.2: Network Activity vs. Time. The amount of traffic per day(Left) is highly variable and
enveloped by the operational events detailed in table 3.2. Internet traffic eclipses local traffic
by two orders of magnitude. The monthly online user count holds steady at around 60 users
except for an extended outage in the summer and a peak in early 2020 as many new users join the
network. Which users are online on particular days is variable and intermittent.

My collaborators and I have nearly a decade of experience working with them to explore
different approaches to rural connectivity. The current iteration is a rural-optimized LTE network
I helped design and install in 2018. Demand has fluctuated, serving between 40 and 80 users when
operational. Its topology is relatively simple, with Radio Access (RAN) provided by a commodity
eNodeB installed on the top of the school’s gymnasium, connecting existing user handsets. An
x86 mini-computer hosts an Open Source EPC to terminate all LTE signaling from the eNodeB,
connected to a generic IP router with NAT, and ultimately a consumer-grade VSAT providing
Internet backhaul. The site originally connected to another community via wireless relay to share
a 3Mbps/1Mbps 8:1 (downlink/uplink & contention ratio) VSAT, but the relay was destroyed by
lightning and a dedicated 1Mbps/256K 8:1 connection was temporarily established. This dedicated

connection was later upgraded to 3Mbps/1Mbps 4:1.

Despite being an LTE network, no voice or SMS services are provided. The network operator
encourages users to employ “over the top” (OTT) services like WhatsApp, Facebook Messenger,

or Viber which are already extremely popular. Most users have dual-sim phones, and register
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themselves via SMS on the national carrier 2G network. Providing only generic IP data greatly
simplifies the network architecture and reduces associated costs and liabilities from interconnect

and identity (phone number) management.

Credit Model

The operator uses a prepaid model, where users pay cash to a reseller in 1:1 exchange for “credit”
on their account denominated in the local currency. Users later use a locally hosted web applica-
tion to convert their credit into “data,” denominated in bytes, allowing Internet access until the
corresponding amount of data has been transferred and the balance falls to zero. The country’s
main commercial carriers also use prepaid models, and they are well-understood by local users. For
distribution, the operator first generates credit via an admin interface and sells it to three different
resellers in the community at a wholesale rate. The resellers own small stores, selling basic goods
like rice, oil, and candy, and are open for most of the day. They pass credit on to end-users with a
small margin using a locally hosted mobile web-interface developed by the researchers for the
network.

Users can purchase arbitrary amounts of credit from resellers, and transfer it between users
accounts. After loading their credit, there are three data packages available: 10MB, 100MB, and
1GB. Data pricing is flat, at Rp250,000(~$10USD)/GB. Local services are zero-rated, and all external

traffic is billed equally.

Utilization

The Bokondini community network had ~50 users active at any point across the study period,
where active means traffic to or from the user was measured in the network or the user made a
credit transaction. Figure 3.2 shows the amount of traffic each day during the study period, the

number of users active active at different aggregation levels, and the cumulative number of SIM



Table 3.1: Dataset summary statistics

Log Count % GB %
Internet Flows 56,001,999 74.5 | 1,324.9 98.9
Intranet Flows 19,179,804 25.5 15.1 1.1
Internet DNS Mapped 53,755,278 96.0 | 1214.6 91.7
Internet Org. Assigned 47,077,375 84.1 | 1250.7 944
Internet Categorized 46,826,941 83.6 | 12199 92.1
Transactions 40,450 100 - -

cards registered with the network. We expected some attrition as SIMs are lost and replaced or
users leave town. The combination of school break and several community members streaming a
religious conference led to particularly high usage in late December and early January. During the
last month of the study, a national operator began offering LTE service nearby, at a lower price
point than the community network. This is correlated with the drop in traffic and active users

observed in late February and early March. Despite the drop in activity, the network remained

profitable.

3.4 Dataset & Methodology

We leverage two collected datasets: 1) network credit transaction logs, and 2) fused logs of IP and

31

DNS metadata. We tightly integrated our instrumentation with the operator’s existing systems to

avoid overhead and gain access to ground-truth per-device information, but this required accepting

the availability limitations of these existing systems detailed in section 3.3.2.
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3.4.1 Data Collection

Credit Transactions

The credit transaction log records (1) when an administrator adds credit to the system, (2) when
credit is transferred between users, and (3) when a user ultimately purchases data with their
credit. Each entry contains a timestamp, user ID, transaction type (see section 3.3.2), amount,
and for transfers, a destination user ID. It is implemented as an asynchronous Javascript module
extending the network’s existing admin application. This analysis contains 40,450 transaction logs

(see table 3.1).

Data Flows

The data flow log records an entry for each flow in the community cellular network. Flows are
defined by their “five-tuple”, consisting of the IP source and destination address, the transport
layer protocol, and transport layer port numbers if applicable. The data was collected IPv4/IPv6
agnostically, and we use the term “IP” here to refer to either IPv4 or IPv6. The system aggregated
individual packets from each flow into 20 minute intervals, and at the end of the interval recorded
the five-tuple, the interval start and stop timestamps, and the total number of bytes transferred
in uplink and downlink. A shorter interval was not used due to anonymization concerns (see
section 3.4.3) and limited local storage. By integrating with the network’s policy control and
billing system, our instrumentation could map each flow to a SIM card and user account. A
post-processing step replaced the flow’s local address with a scrambled user ID, coded with the
same key as the credit transaction log to associate flows and transactions with the same entity.

The raw data contains 75,181,803 flow logs.
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Figure 3.3: Data Collection Instrumentation Points. Instrumentation for flow collection occurs in
the edge EPC deployed in Bokondini. Flows are aggregated and anonymized locally before being
uploaded for privacy and to save on constrained upload bandwidth.
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Intermediate DNS Responses

DNS establishes a likely mapping between observed destination IP addresses and the domain
name a user is contacting. To augment the flow data with domain information, we collected an
intermediate dataset of response timestamps, requesting scrambled user ID, domain requested, dns
server response code, list of IP addresses returned from the DNS server, and list of address TTLs.

In post-processing we reconstructed the likely DNS state at each user’s client over time,
modeling each user as a single device with a shared DNS state, and iterating through the combined
raw DNS and flow logs by time for each user. Each DNS response updates the client state to map
the response IP addresses to the requested domain name. Since multiple DNS entries may point to
the same IP address, the mapping can be ambiguous. We record the set of possibly ambiguous
names and select the most recent for annotation. For each flow encountered, the current client
DNS state is consulted. If the IP address has a known mapping, it is assigned from the DNS state.
If the IP is not in the client state, we attempt a reverse DNS lookup for the IP address. Only if the
reverse DNS lookup fails, we mark the host as unknown. For each flow we record the name, type
of mapping (Client DNS or reverse DNS), and the count of possible ambiguities. While simplistic,
we find this model mostly sufficient for this dataset, with 50,676,332 of flows covering 90.5 % of
bytes coming from observed client DNS responses, and 41.1% of flows and 31.7% of bytes having

an unambiguous mapping.

3.4.2 Data Processing

Once collected and anonymized, the data was uploaded to a central server for analysis. We
periodically uploaded subsets of the data during off-peak hours to minimize the impact on user
traffic. Before analysis, we removed users who join the network less than one week before the end
of the data collection period (N=0) or who were active for less than one day (N=3). After filtering

the final dataset contains 168 users and 72,278,238 flows.
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Table 3.2: Notable events impacting network operation.

July 2017 Initial site visit and surveys
October 21, 2018 Initial launch of network with pilot users
October 31, 2018 Scaling of network by adding 10 new users

Feb 18, 2019 Transition to open network

March 10, 2019 Beginning of dataset

July 12-26, 2019 Extended outage due to relay lightning strike
July 26, 2019 Reconnected directly to school’s VSAT

July 26-Sept 1, 2019 | No credit sold while working with school
November 22, 2019 | Operation extended to 4:30am to Midnight
December 1, 2019 | VSAT Upgrade to 3/1 Mbps at 4:1 contention
February 20, 2020 | National carrier begins operating 4G nearby
March 15, 2020 End of dataset

Classifying Domain Names

Through manual inspection we hand-built rules to classify domain names and tag them with an
“organization” and “category.” We built the classifiers by iteratively grouping flows by domain,
sorting by the total bytes transferred, and looking for patterns in the top domains. As passive
observers in the network, our methodology provides no ability to accurately determine the ground
truth contents of encrypted flows. We consulted the domains themselves, whois data, publicly
available documentation in the case of APIs, and sites hosted at the domain to determine the
parent organization responsible for each domain and its contents. We classified all domains and
IP addresses with 200MB total transferred in the network or more, assigning an organization and
category to over 83 % of flows covering over 92 % of the total traffic.

We have made a best-faith effort to categorize traffic as thoroughly and faithfully as possible,
preferring more detailed categories like “video” or “messaging” over generic ones like “social media”
or “software and updates” where possible. We fully acknowledge the limitations of this approach,
discussing them in more detail in section 3.4.4. Ultimately we mapped 98 organizations and 20

categories. We provide these artisanal classification rules and processing scripts for independent
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scrutiny and reuse, see section 3.4.3.

Detecting Peer-to-Peer Flows

We found peer-to-peer flows facilitated by ICE (Interactive Connectivity Establishment) account
for a notable fraction of traffic, particularly in the uplink. We separate these flows into their own
category by reconstructing the ICE state at each client and in the network NAT/firewall. ICE
works by having each peer open a connection from the client to a common server, establishing
an open port in each peer’s NAT at the NAT’s public IP address, which is visible to the server.
The server then shares the each peer’s public port and address with their counterpart, which the
peers attempt to re-use to establish direct connections if their NATs/firewalls allow it. If a direct
connection cannot be established, the server falls back to relaying connection packets on behalf of
the peers.

We reconstruct the ICE state by iterating through the flow logs for each user, and tagging any
flows to the well-known STUN/TURN listening ports (UDP:3478 or TCP:5349) as likely ICE. After
an ICE flow is detected, if a new flow starts within 1 minute to an unknown IP address but with
the same client ephemeral port, we reclassify the flow as “Peer to Peer” instead of “Unknown.”
Due to port reuse, there is a low but nonzero probability of false-positive detection, so we do not

reclassify flows already classified by domain.

3.4.3 Ethics

This work utilizes anonymized per-user flow metadata and network transaction history to better
understand the dynamics and economic sustainability of Community Cellular Networks. In
consultation with our institution’s IRB and per locally applicable Indonesian data protection law,
we determined that this work did not need explicit end-user consent since users were aware that

this information was accessible to the network operator, there is low risk of harm, and a consent
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Figure 3.4: Visualization of Online vs. Active Days. For each user, we count an “Online” day when
the user transferred at least one byte that day. We define the number of “Active” days as the span
between their first and last interaction with the network.

process would require us to collect identifiable user information which we would not gain access
to otherwise. Insights from this analysis have been shared with the network operator to improve

the quality of service in the community.

Anonymization and Data Access

During data collection the operator scrambled all network IDs and transaction IDs with a key,
which remained in the community and was destroyed after data collection. The key scheme allows
correlations between the flow and transaction logs over the study period only. In generating flow
metadata, only L3 addresses, the L4 protocol number, L4 ports, payload size, and unencrypted
DNS responses were collected. Packets were binned into 20 minute flow chunks and aggregated
before storage, preventing fine-grained timing analysis. All traffic to organizations with N<5
unique users was grouped and references to the original domains were dropped from downstream

analysis. The dataset is available open-access at https://doi.org/10.6084/m9.figshare.13116740.


https://doi.org/10.6084/m9.figshare.13116740
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3.4.4 Limitations
Flow aggregation

Using aggregated logs instead of per-packet traces limits the analysis resolution and obfuscates
protocol-level performance. In particular, we cannot comment on the efficiency of individual flows
at the transport level, leverage deeper packet inspection to verify which higher-level protocols are

in use, or use ML-based timing analysis to predict the flow contents.

Domain and IP-Based Classification

The process of content categorization is subjective by its nature, but essential for high-level
analysis, since modern CDNs and distributed edge infrastructures mean that large numbers of
unique domains map to the same organization and service. Our dataset’s limitation to aggregated
flows only adds uncertainty to this process. As an example, we categorize general infrastructure
from traditional social media providers like Facebook or Twitter as general “social media,” ex-
cept if the subdomain explicitly indicates it hosts video (video.*. fbcdn.net), messaging traffic
(mqtt-edge-*.facebook.com), or advertising (1ithium. facebook.com). While some organiza-
tions have an infrastructure more amenable to categorization, which uses different domains for
different types of content, others do not. For example, all TikTok content appears to come from
one set of converged media servers, even though the platform supports both video and messaging.
We classified converged services by their predominant category (“video” in the case of TikTok),
or a mixed category if there is no dominant content type. In the cases of Google and Facebook,
it is difficult to distinguish traffic from different user-facing applications but that are part of the
same corporate conglomerate. For example, it appears that WhatsApp and Instagram use media
CDNs hosted at fbcn.net subdomains, and YouTube pulls content from video.google.com. All
users connected to IP addresses in Google-owned blocks that had no publicly queryable DNS

information. We attempted to break applications into their own classes when possible, but were
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not able to in all cases.

Generalizability

We partnered with the network in Bokondini due to its extreme remoteness and its uniqueness as a
standalone satellite-backed LTE network with an approachable operator. All places are unique, but
Bokondini is geographically and culturally similar to others in the remote highlands of Indonesian
Papua. We don’t claim to show generalizability due to the limitations of our dataset, but see no

reason why our findings should be site specific.

3.5 Results

In this section we detail the major results of our analysis. Contrary to our expectations given
the network’s low throughput (3/1Mbps D/U shared across all users), we find highly unequal
consumption between users, that many users consume with intermittent access rather than frugal
access, and that video and major platforms still play a large role in the network. Additional non-
essential information and supplementary plots can be found at https://github.com/uw-ictd/ccn-

traffic-analysis-2020.

3.5.1 Inequality & Sustainability
A Wide Range of Spending

Network use was highly skewed, with some users spending 5.5x the average amount, and 8.3x
the median. Figure 3.6 shows the distribution of total network revenues from each user. While
over 20% of users spent less than $10USD and 50% less than $100USD, three spent over $1000USD
equivalent, generating an outsized portion of total revenue. Figure 3.5 normalizes spending by the
amount of time users are active. The three heavy spenders are visible as outliers in the top right

of the chart, spending a large amount per day on average and connecting consistently.


https://github.com/uw-ictd/ccn-traffic-analysis-2020
https://github.com/uw-ictd/ccn-traffic-analysis-2020
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Figure 3.5: Daily Purchase vs. Days Active. Total purchased amount is encoded in the size and
color of each point. The x-axis indicates how many days a user was active in the network, and the
y-axis indicates the average amount of credit spent by the user when they were active. Most users
make small purchases independently of how long they have been active, and thus contribute little
to overall revenue (as indicated by their small dots) despite many being long-term customers.
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Figure 3.7: Relative use of data packages. The small (10MB) was most popular, but most bytes
were purchased with the medium (100MB). The large (1GB) package was used rarely.

The heaviest users average over 300MB per day online, while the median consumes only 76.6MB.
This disparity surprised us, since we hypothesized the network was bandwidth constrained, would
not meet demand, and would have many users at the ceiling of available capacity. This has

implications for the planning and operation of remote networks, further discussed in section 3.6.3.

Frequent Data Topups, But Sporadic Credit

The network billing system offers 3 data packages: 10MB, 100MB, and 1GB to purchase with
account credit at a uniform price per MB (see 3.3.2). Examining the transaction logs, we found
the 10MB package is the most popular, while most "bytes" are purchased in the 100MB sized
package. The 1GB package is rarely used (see figure 3.7). The network’s flat pricing schedule does
not incentivize purchasing large packages, and users will often quickly purchase several small
packages to synthesize the exact amount they want. We grouped the chains of purchases which
occur within one minute from one to the next, and plot them in figure 3.8. Synthesized packages

are still often small, with the bulk of packages coming in at 200MB or below. The network’s
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Figure 3.8: Amounts of data purchased in a single “chain”. Amounts which occurred more than
1000 times are marked with red diamonds. The predefined 10MB and 100MB amounts were most
popular, but users frequently synthesized non-standard packages to better suit their needs.

interface is designed to minimize friction for this workflow, requiring only two taps to make a
data purchase.

Users tended to make frequent small data purchases through the web portal multiple times a
day, even after accounting for purchase chaining. Figure 3.9 shows a CDF of the time between data
purchase chains across users. 95% of users make a purchase every 10 hours or less on average, and
over 90% of users have a 90th percentile inter purchase time of 10 hours or less as well. Frequent
purchasing could help manage overall consumption and provide a sense of control over spending
and background processes.

We hypothesized there would be a clear distinction observable between users who maintain a
store of credit in the network for on-demand data purchasing and users who do not, but we found
the reality to be much more ambiguous. 23.8% of users maintain a positive credit balance more

than 95% of the time, but they tend to be new to the network. Of users active for more than 30
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Figure 3.9: Time between user data purchase “chains”. Most users commonly purchase data
multiple times a day.

days, only 19.3 % have a positive balance more than 95% of the time. Figure 3.10 plots the fraction
of time that each user had no credit while active versus the number of days they were active. We
observe a wide variety of ratios at all time scales, indicating that the amount of time a user has
zero balance may be more random and situational rather than a strategic choice.

Having a zero balance means that the user does not have data available on demand (in case
of emergency or otherwise), and would need to visit a physical reseller to get access. In other
contexts researchers have noted that users may prefer to not carry a digital balance to avoid
pressure from friends and family to loan them data [197], or to keep reserves in more flexible cash

with different affordances for bargaining and negotiation [105].

Intermittent Use

Network use, even among the heaviest users, is highly intermittent. Comparing the number of

days a user is online to the number of days they are active (see figure 3.4), we find that the median
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Figure 3.10: A cluster of new users tends to have nonzero balance most of the time, but a wide
variety of ratios can be seen across both long-time and relatively new users. Orange square users
were already members at the beginning of logging and have a manually adjusted start balance.
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Figure 3.11: CDF of online ratios. The fraction of days users connect is highly variable. ~8%
connect most days, but the remaining ~90% are distributed across a range of online ratios, even
conservatively ignoring days with unplanned outages.
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user is offline 53% of the days in their active time window. Only 7.7% of users access the network
more than 95% of the days they are active. Figure 3.11 shows a CDF of the user Online Day/Active
Day ratio, showing a roughly uniform distribution of the fraction of time online after accounting
for the small number of users always online.

This itermittency impacts the operator’s network planning and business operations, and is
reflected in top-level statistics about the network. Figure 3.2 demonstrates this, where the count
of unique daily, weekly, and monthly users differs substantially.

This intermittency combined with the varied amounts of time users spend without data-on-
demand reflects on the core use-cases of the network. For the majority of users, their connection
is not an always-available lifeline, but rather more sporadic and asynchronous. This may be partly
due to the pace of life in general in the community, where residents are used to tasks taking days
or weeks due to infrastructural limitations, or the availability of the national carrier’s 2G network

for small urgent messages, making the LTE network less essential.

The Network Is Financially Sustainable

Despite intermittent use and a relatively small number of users, the Community Cellular network
in Bokondini is financially sustainable without an external subsidy. Re-use of local infrastructure
and local installation labor kept the install capital expenses below Rp150M (~$10,000USD). Regular
maintenance, mostly related to the power system, averages Rp1.3M (~$95USD)/month, and the
satellite subscription costs $300USD/month (~Rp4.3M). Repairing the backhaul after the lightning
strike cost two months of lost revenue and $1000USD (~Rp14M) in repair costs, but was covered
by existing backup funds. Even with the downturn in use in February, revenues exceed costs, and
are being invested in expansion to surrounding communities.

Figure 3.12 visualizes the network’s cumulative revenue over the study period (ignoring early

revenue from the pilot). Calling attention to the role of anchor users, we plot the revenue curves
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Figure 3.12: Revenue and Costs vs Time. The Bokondini network is financially sustainable, with
top users contributing a large share of revenue. The costs line includes the upfront capital expense
to deploy the network, regular operational expenses of monthly maintenance and backhaul, and
the incidental operational expense to repair the network after lightning damage. User support is
handled informally at the network’s small scale and not accounted.
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Figure 3.13: Uplink/Downlink Ratio vs. Consumption. Many light users have relatively more
uplink traffic than heavy users, placing a different workload on the network.

excluding the top 5, 10, 15, and 20 overall users. The commonly quoted “ARPU (Average Revenue
Per User)” metric does not capture the diversity of the underlying user population, and the impact
that losing even a handful of these anchor users would have on the network. Without the top 15
users the network would still be sustainable after a year of operation, but a typical rural small cell
site, with capex costs on the order of $40,000 USD [172], would not be. We discuss sustainability

further in section 3.6.3.

3.5.2 Whales Engage Different Parts of the Web

We expected users would be limited similarly by the tight constraints of the Bokondini network
on the modern web, but we find structural differences in the traffic of heavy and light users. Light

users tend to have more balanced uplink/downlink ratios than heavy users, less video traffic, and
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also to abstain from games, content uploading, and dedicated antivirus. This indicates that rather
than just using the network less, lightweight users are actually using the network differently,
consuming a different mix of content, likely encountering different performance constraints, and
placing a different burden on the network. Figure 3.13 plots the uplink/downlink ratio of each user
vs. their average consumption. There is a weak but significant overall correlation (P < 0.0001,

R? =0.19).

Video

Examining the categories of flows attributable to heavy and light users, we find that video traffic
makes up a disproportionate fraction of content from heavy users, while other categories stay
relatively constant. All users have at least some traffic in the video category, but figure 3.14 shows
the explosive growth of the video category between light and heavy users, concentrated in the top
10% of users overall. General social media use increases for the top 50% of users, but does not see
the dramatic increase video does. We note that video from mainstream applications like Youtube,

Facebook, and TikTok significantly outweighed adult video sites (~9:1).

In the network as a whole, video (both adult and non-adult) only consumes 37% of the download
bandwidth, compared to the global mobile Internet market where video makes up 65% of mobile
download traffic [46]. Examining only the 10 heaviest users, video still only makes up 49% of
download bytes. All users in Bokondini consume less video than the average global user, and
the median user consumes significantly less (~1/3) as a share of her total consumption. The
under-representation of video overall compared to global trends could indicate that prices are too
high to support carefree video streaming and the media rich Web, or the network may not have

sufficient capacity to meet demand.
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Hotspotting: NBD

While anecdotally most users connect to the network via a smartphone, we observe traffic
to domains commonly associated with computers, such as update.microsoft.com (Users=5),
download.adobe. com (Users=7), and cdn.mozilla.net (Users=16). Although we expected PC
users to consume significant traffic, and these users all fell into the top 50%, they were not the
heaviest users in the network. Any educational outreach and/or tool development to manage

network traffic will need to focus on mobile media consumption for the greatest impact.

3.5.3 Platforms, Reach & Utilization

Breaking traffic down by organization, we see that some organizations interact with almost all
users, while others communicate with only a small subset. Unsurprisingly Facebook and Google
receive traffic from all users, and WhatsApp from almost all, but TikTok, QQ Messenger, Twitter,
Sharelt Games, W Share, and USharelt are also popular, even though they account for a smaller
share of overall traffic. Compressed web content, consisting of AMP pages or sites served through
the UC browser, was also relatively common. All users interacted with local services to purchase

more Internet data from their credit balance.

Large Platform Dominance

Traffic to and from Facebook owned properties (Facebook, WhatsApp, Instagram) made up 39.9 %
of bytes, exceeding the Asia-Pacific regional average of 35 % [46]. Google and Google-affiliated
services account for 31.5 %. Taken together, these two platforms alone account for 71.4 % of traffic
in the network, supporting observations that large platforms (Facebook in particular) have wide

reach in remote contexts.
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Messaging Universality

While video and content consumption account for the most bytes on the network, we found
that a significant amount of network resources go to messaging traffic and realtime UDP flows,
particularly in the uplink. 90 % of users have some UDP uplink traffic facilitated by ICE (see
section 3.4.2), and ICE or peer to peer bytes make up 6.1 % overall and 26 % of the uplink.
Widespread messaging and communication via the Bokondini community network is surprising
given how intermittently most users are connected and the availability of competing 2G voice and
SMS services. Intermittent messaging use offers an example of how technology can be adapted to
the constraints of remote edge networks in distinct ways from how it is used in well-connected

areas. We discuss OTT applications and peer-to-peer communication further in section 3.6.2.

Local Trends

Due to the small number of users, local phenomena can cause large operational impacts to the
network. In December and January we observe 22 users start streaming sessions from a month-long
conference, consuming ~20 % of the network’s resources for most of the month. The conference
site was the 8th heaviest destination for the year overall, even though it was only visited for a
little over a month by a small set of users. Ways to cache or "re-stream" content on the local side

of the satellite link could greatly mitigate the impact of similar local phenomena.

Resource Utilization

The total data transferred per day had high variance, with a mean of 3.82GB and standard deviation
of 2.15GB. There are some notable outlier days, where the network saw more than twice as much
traffic as usual. Within each day, visualised in figure 3.16, there tends to be a slight bump in
utilization around 12 noon (lunch time) and a stronger increase in use in the early evening from

6-10, peaking at around 9.
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Figure 3.16: Bytes per time of day. The network is usually powered down at night, but it is a
manual process and is skipped some days if there is power to spare.

Although the operator maintains a symmetric infrastructure internally, their satellite backhaul
is asymmetric with a 3/1 mbps down/up ratio. Observed traffic actually exceeds this ratio, with an
overall down/up ratio of 8.5:1 (but which varies per user, see Figure 3.13). This indicates downlink

is the likely bottleneck for the system workload, and the uplink could be better utilized or reduced.

Local Services and Local Only Traffic

The network has two zero-rated local services: one is a portal where members can view their
balance, purchase more data with credit, or transfer credit to another user, and the other is a local
media server stocked with material from the school hosting the network. All users interact with
the portal, but it is a basic web application and does not contribute much to the total traffic. The
media server is heavier, serving video and other rich content, but sees much less regular demand.

While the network allows peer-to-peer communication within the community, there is only



54

2,000 direction

@ Download from Local Server
@ Peer to Peer
@ Upload to Local Server

1,800

1,600

Ly = =
[=) ~n Ey
[=) o [=]
o s] S
| I |

800

600

Sum of Amount Per Week(MB)

400~

200

April June August October December February
Time

Figure 3.17: Local Traffic. The amount of local traffic is bursty, but relatively small in magnitude
compared to Internet traffic, even though local traffic is zero-rated (free).

very sparse peer-to-peer traffic. Almost all local interactions are between a network user and
one of the two provided services. This may be due to a lack of knowledge that peer-to-peer is
available, or assumptions built into the wider ecosystem that most LTE networks do not allow
local connectivity. The widespread use of sharing apps indicates that there is demand for sharing,
but almost all sharing activity in our dataset is mediated by Internet services rather than relying
on direct discovery in the local network. This is supported by prior work [79] that found that

community cellular networks are used disproportionately for external communications.

3.6 Discussion

3.6.1 Practical Challenges Measuring Small Nets

This study presents a longitudinal deep-dive into the operations of a small Community Cellular

Network providing sustainable data services in an area only recently reached by other operators.
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Conducting this study required significant multi-year effort to coordinate and integrate new
systems, which does not scale down proportionately with network size. By web standards our
dataset is miniscule, and a similar level of integration effort with a larger network would have
yielded a much more statistically powerful result, just due to the scale of the targeted network. Yet
small operators play a large role in rural access [75], and face unique constraints and challenges.
Tools and techniques, both technical and organizational, that lower the burden of conducting
research and developing technologies for these environments will likely play an important role in

expanding Web access over the next decade.

3.6.2 Network Design for Content

Video and Social Media in Constrained Networks

Despite operating at the extreme edge, we saw video and social media weigh heavily in the
composition of the network’s traffic. Video is delay tolerant and resource intensive, but currently
peaks at the same time as real-time communication flows. Prior studies have found that media
often circulates locally in close-knit communities, and is delay tolerant by nature [190]. Traffic
shaping tools to identify heavy flows and prioritize realtime traffic on the satellite backhaul
downlink could improve the experience of a large number of light users at the expense of only
a minor delay in a video download. Incentives to demand-shift video consumption (by marking
videos to download in the early morning), or encourage local peer-to-peer sharing could also be

explored.

Policy around video opens interesting ethical questions about the values embedded in the
network’s operations. Is video more or less important than other types of traffic, and is it acceptable

that video consumes such a large fraction of the link?
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Messaging Applications & Peer To Peer

A key differentiator between the network profiled in this research and prior work is that it is a
data only LTE network. The Bokondini network operates neutrally, charging a price per byte
independently of the type of traffic. This forefronts the primacy of flexible over-the-top messaging
services, such as WhatsApp, Messenger, or Viber, over in-network protocols like Voice-over-
LTE (VoLTE). While an all-data approach eschews traditional network-based quality of service
differentiation, our experience in Bokondini shows IP-based designs to be a massive success in the

context of rural networks with extremely limited backhaul, even for voice.

Anecdotally the network operator reports users think the call quality of WhatsApp over the
community network substantially exceeds the quality of calls via the national operator’s existing
2G network and new 4G network, yet it is not immediately clear why this is the case. Telecom
standards by their nature lack flexibility to adopt new technologies, and can lag behind state-of-the-
art techniques than be quickly pushed out to OTT applications. OTT services, unlike centralized
telecom voice services, also naturally support peer-to-peer communication, and transparently
establish low-latency connections within the community when possible. WebRTC extends this
capability to browser-based Web applications as well [192]. While local call routing is possible in
LTE, it is inconsistently implemented since it adds signalling complexity and limits the telecom’s
ability to correctly track calls. Peer-to-peer may be a nice-to-have feature in well-connected areas,

but it can be the difference between usability and frustration on the extreme edge.

In future work, we hope to rigorously measure the impact of OTT app design on service quality,
digging into the anectdotal evidence that OTT apps are both less expensive and more performant

in extreme-edge conditions despite the lack of network integration.
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3.6.3 Sustainability & Whales

The sustainability of rural networking solutions is a hot topic in many policy circles. A host of
models exist, leveraging measurements such as the network ARPU (average revenue per user)
to show where networks are and are not viable. Our analysis provides a more thorough look
into user behavior, specifically the distribution of subscribers in an area. Figure 3.5, in particular,
shows that these networks have a wide range of types of subscribers, perhaps more akin to the
“whales” present in the freemium games literature [171]. In our case, three users dominate revenue
generation, pushing the network ARPU (Rp190,308/mo) significantly above the country average
reported by Telkomsel (Rp47,000/mo in April 2019 [33]). Coarse metrics like ARPU, and even
average installation costs, obscure the reality that each community is a unique location with
unique citizens. While the network is still sustainable without these three individuals, we believe
it is important to understand that “there is no average user” [30].

In terms of building models for future deployments, a survey of the community may not
find these individuals or may find just them. This variance, inherent in operating where the
overall number of residents is low when compared to dense urban situations, makes predicting the
sustainability of these networks more difficult. Because of this, we argue that bottom-up decision
making, likely via local entrepreneurs interested in providing connectivity to their communities,

is a more efficient and sustainable way to allocate resources on the edge.

3.7 Future Work

Edge Measurement

The practical difficulty in gathering measurements from the network was surprising. Part of this
was due to the fact that we were not colocated with the network, but with nearly 30GB of data

to analyze, being present in Bokondini would have stripped us of the ability to investigate the
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data at scale using cloud resources. Our group is currently running or assisting in the operation of
networks in the Philippines, Mexico, Hawa’ii, and the Arctic, so we expect this issue will continue
to manifest.

We hope to develop a network-side application which could perform an efficient, potentially
streaming, first-pass analysis and transfer only compressed results to a longitudinal telemetry
service. This approach could draw from advances in federated learning [27], to keep sensitive
data in the community while improving the quality of high-level analysis. This application could
take into account network behavior and patterns, optimizing compute and network utilization
against demand in the network. Optimizing the size and structure of the produced model given

the expectation of future bandwidth availability will be a focus of our research.

Edge Caching

One result from this work is the importance of reducing backhaul reliance through caching
and local loops. This is not a new topic in community networks; Guifi.net has done extensive
work in local services [161] (though due more to political desires than backhaul limitations) and
others have explored novel caching schemes in the developing world (notably Raza et al. [145]).
Siskin [178], from Google, is a similar initiative to enable peer-to-peer connectivity in disconnected
environments.

While these efforts bring novel ideas, there is no satisfactory answer for edge caching yet
in an HTTPS world [57]. We do want to call attention to WPack [107], one particular effort
that we find intriguing. WPack is a proposed standard for downloading and signing web content
explicitly providing support for redistribution and caching. WPack seems well-suited to the remote
community network environment and could re-enable network caching, while also supporting
secure service utilization, if included in browsers. We are tracking WPack development closely

and hope to eventually use it to implement a media cache for remote networks.



59

COVID-19 Analysis

While this chapter limits its analysis to only the time period before the wider onset of the global
COVID-19 pandemic, we were able to collect data over the course of the lockdowns and following
months. It is difficult to draw meaningful conclusions from traffic data without a clear picture of
how the situation evolved on the ground, but in the following chapter I provide some high-level

results observable from the network-level data over this time period.

3.8 Conclusion

Through integration with a local operator’s infrastructure, I gathered a unique dataset to character-
ize and report a year of finances and utilization in a, remote, data-only Community LTE Network.
With visibility of single users, I found use highly unbalanced and the network supported by only
a handful of relatively heavy consumers (“whales”). 45% of users were offline more days than
online, and the median user consumed only 36 MB per day on average, making frequent purchases
in small amounts. This data shows that Internet-only Community Cellular Networks can be
profitable despite most users spending less than $1 USD/day, and provided a characterization of
some of the unique properties of the network that make it distinct from other large-scale Internet

measurement datasets.
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Chapter 4

| CCN Traffic Measurement |

COVID-19

Executive Summary

This line of inquiry reports on an opportunistic observational measurement of the impact of

COVID-19 restrictions on network operations in a small, remote community cellular network.

Hypothesis

I hypothesized that the Bokondini network would see an increase in demand and utilization,
similar to those seen in larger upper-income country datasets, as pandemic restrictions were put

in place on travel and work in the community.
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Summary of Key Findings

My collaborators and I found no significant difference in total utilization of the network before and
after lockdown restrictions were put in place. Any variation was dominated by seasonal variation

already visible in the network.

Next Steps & Connections

This work further supports the conclusion from chapter 3 that behavior in this extremely remote
community cellular network is distinct along many dimensions from more general Internet
networks, and that takeaways drawn from general Internet trends do not always apply in these
more remote and constrained contexts. Many questions remain due to the limited nature of this
study, and I wonder if there could have been ways for the network to provide more utility to its

users during the pandemic crisis that would have measurably increased utilization.

4.1 Introduction

The importance of robust and performant Internet connectivity has become much clearer with the
onset of the global COVID-19 Pandemic. Work, education, and social interaction moved online for
many with the onset of lockdowns and travel restrictions for social distancing to slow the spread
of the virus. According to the International Labour Organization, COVID-19 resulted in a loss of
8.23% world-wide labour income to lost working hours, and global unemployment increased by 33
million in 2020 [85]. Their study shows an even more significant impact on lower-middle income
countries, which experienced greater losses in working hours than upper income countries, well
above the global average by as much as 11.3%.

Many Internet organizations in upper income countries measured and released data showing
significant changes in network demand and performance with the onset of the pandemic [44,

146, 112, 56, 28]. Given the unique characteristics of the network in Bokondini and our ongoing
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measurement partnership with the community cellular network there, my lab mates and I wondered
if we would see similar clear trends in the utilization and transfer data in the network. To our
surprise, we found little to no measurable change in network utilization in Bokondini with the
onset of pandemic travel restrictions in the area. I characterize our measurements and results in

this short chapter, which can be seen as a supplement to Chapter 3.

4.2 Related Work

4.2.1 Community Network Measurement

Existing work has measured many technical aspects of community network operations, exploring
the implications of the community network organizational models on the design and performance
of the network. These analysis include the types of traffic and overall network resource utilization
in particular networks [108, 79, 94, 74, 118], the types of devices present in the networks [81, 168],
and the finances and sustainability of networks, large [34] and relatively small [95]. Our work
builds from this existing measurement literature to explore the impact of a specific shock, the

global COVID-19 pandemic and lockdowns, on the observed traffic in a small community network.

4.2.2 Measurements in Non-Community Small and Rural Networks

Outside of community networks (comprised of both developing and developed regions), a body
of network measurement literature focuses specifically on rural and developing regions. Often
utilizing traces from telecoms, ISPs, or regional IXPs, these works explore the unique circumstances
of rural networks. These include studies on broadband performance and adoption in Nepal [100],
Pakistan [16], or South Africa [41]; cellular performance in India [170] and Pakistan [14]; censorship
in Pakistan [6]; mobile phone properties in a Pakistani cellular network [9], and web latency
in Ghana [198]. These have scaled up to continent-wide analyses, such as IPv6 adoption [109],

interdomain routing [54], and inter-country latency [58] in Africa. World-wide studies exist as



63

well, such as Schinkler et al’s work on the performance of Facebook’s edge caching [158].

A body of research also focuses on explicitly small-scale networks, servicing households or
small groups of people but not in an explicitly community-oriented fashion. One example is
Maitland et al’s exploration of Internet use in a refugee camp [116], where the network is run by
the UN Refugee Agency. They found a wide range of experiences with the Internet in the camp,
contributing to a set of barriers to access. Another set of works focus on tribal Internet, with Vigil
et al. [190] explicitly focusing on failures in the use of apps like YouTube in the context of a TVWS
deployment in US tribal lands.

Unlike these existing studies focusing on typical networks operations, our work explores
the specific implications of the global response to COVID-19 and ensuing lockdowns on a rural
network. Our analysis focuses on comparing the characteristics of the network before and after

COVID-19 responses begin, rather than attempting a general characterization or broad snapshot.

4.2.3 COVID-19 Lockdown Network Measurement

Following the COVID-19 response, researchers and industry practitioners have reported initial
findings on how COVID-19 impacted the operations and traffic of Internet networks. Feldmann
et al. characterized the impact of lockdowns in Europe and the United States by examining
anonymized flow traces provided by partnering Internet service providers (ISPs), Internet exchange
points, and academic institution networks [56]. They find an increase in overall traffic following
regional lockdowns, a change in the daily timing of network traffic towards a more “weekend-like”
pattern spanning all days of the week, increased use of both network-based entertainment and
productivity applications, and a shift in traffic towards consumer ISPs and away from places of
work like universities. Lutu et al. provide complementary insights from the vantage point of a
major mobile network operator in the UK, finding a substantial decrease in mobile data traffic

as demand shifted to home broadband networks coupled with a large increase in cellular voice
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as users rely more on digital communication technologies amid lockdown restrictions. Candela,
Luconi, and Vecchio use the global-scale RIPE Atlas platform [176] to observe an increase in latency
and packet loss corresponding to increased strain on ISP networks. Bottger, Ibrahim, and Vallis
report the observations of network demand changes at a global scale through instrumentation
of Facebook’s global edge infrastructure, confirming the global increase in traffic demand with
lockdown, particularly for livestreaming and messaging services [28]. Many non-academic reports

and posts from major Internet infrastructure groups corroborate these findings [146, 88, 44].

In contrast to these studies and reports, our work zooms in to focus on the impact of the local
COVID-19 response on a small community network in a remote area at the edge of the Internet. As
noted in Chapter 3, these rural edge networks have different, constraints, use-cases, and behaviors
that can be lost in the noise of global-scale analysis. This work provides a characterization of the
impact of COVID-19 from this missing remote perspective and finds results contrasting those

reported by existing work.

4.3 Context

The data collected for this study also comes from the same community LTE network in Bokondini,
Papua, Indonesia as discussed in Chapter 3. Bokondini is a small mountainous village with ~2,000
residents, located on the highlands of Papua province. Members of my lab have engaged with a
local wireless Internet service provider and school for the last decade to explore unique solutions
to rural access, with an original deployment of a 2G voice and SMS community cellular network in
the early 2010s [79], followed by an upgraded LTE-based Internet-capable network in 2018 [167].
The network operates on extremely constrained resources, with energy from a local renewable
micro-grid, and backhaul Internet connectivity provided via a shared 3Mbps satellite link. A more

thorough overview of the context in Bokondini is provided in Chapter 3, Section 3.3.
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4.3.1 Covid Response

Due to limited healthcare capacity, the local government took aggressive action to quarantine area
communities beginning on March 25, 2020. This began with closing schools, then all roads and
markets the following week. The local school hosting the cellular network shifted to a homeschool-
based system in the last week of March. The network ecosystem in the community also changed
drastically; the operators of two competing hotspot installations left town without providing
infrastructure (e.g., network credits) for continued operation, and person to person contact within
Bokondini was extremely limited. In practice restrictions slowly eased, but I do not have clear

specific dates for when different services and travel became available.

4.4 Dataset & Methodology

In this section, we list the details of the data collection process and the information collected.
Multiple anonymization steps were taken both prior and after data collection to protect user

privacy.

4.4.1 Data Collection and Preparation
Data Collection

The data reported is collected from a small community cellular network in rural Indonesia, using
the same process detailed in section 3.4, but extended to include data during the height of pandemic
restrictions.

The network measurement system aggregated the individual Internet packets in each flow
into 20-minute binned intervals, associating each flow with a user account and SIM card. The
measurement framework inspects unencrypted DNS requests to associate particular flow addresses

with a corresponding destination domain. Additionally, the network’s credit billing system was



Table 4.1: Notable events impacting network operation across COVID-19.

March 10, 2019
July 12-26, 2019
July 26, 2019

July 26-Sept 1, 2019
November 22, 2019
December 1, 2019
February 20, 2020

Beginning of dataset

Extended outage due to relay lightning strike
Reconnected directly to school’s VSAT

No credit sold while working with school
Operation extended to 4:30am to Midnight
VSAT Upgrade to 3/1 Mbps at 4:1 contention
National carrier begins operating 4G nearby

66

Schools closed due to COVID
Road to Capital closed due to COVID

March 25, 2020
April 1, 2020

May, 2020 Travel possible within town but external travel still limited
May 24, 2020 Free credit exploit first used
June 9, 2020 Credit exploit in wide use and detected by operator

June 10, 2020
June 13, 2020
February 7, 2021

Credit exploit loophole closed
Exploit credits traced and removed from exploiting users
End of dataset

instrumented to record when users purchase or transfer network credits between accounts. All
user identifiers in both the flow and transaction logs are anonymized by the operator within the
community before information was collected by the research team. See sections 4.4.1 and 3.4.3 for
details. Data collection was conducted in accordance with Indonesian data protection law, and
the data collection protocol was reviewed and approved by the researchers’ Institutional Review

Board.

Flows

Each of the flow logs records an entry for each flow in the network and consists of the flow
“five-tuple”; the IP (either IPv4 or IPv6) source and destination address, the transport layer protocol,
transport layer port numbers if available, timestamp of the flow, and number of bytes transferred
in the uplink and downlink. Before processing, the flow source address is replaced with its

anonymized user identifier and the associated domain, if available, is appended to the flow record.
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The raw data contains a total of 205,220,004 flows.

Anonymization

All network IDs and transactions IDs were anonymized by the operator with a random key, which
was destroyed after the data collection process was completed. A key was required to consistently
associate the network flows with the transactions logs during data collection. To avoid fine-grain
timing analysis, packets were binned into 20-minute flow blocks and aggregated before being
stored for further processing. Additionally, rare organizations, IP addresses, and domains with
fewer than 5 unique users in the dataset were grouped into an “other” category and replaced

before the analysis to additionally protect user privacy.

4.4.2 Data Processing
Flow Domain Classification

To analyze the impact on specific types of traffic, we categorized flows from domains possibly
related to telehealth and the pandemic. All domains which contained any (case-insensitive) entry
from a pre-compiled list of health keywords (see Appendix B.1) were hand-inspected to confirm
if they contained health information. The initial candidate set of domains contained 169 domains
from 38 primary domains, which after inspection was narrowed to 53 domains from 12 primary

domains.
4.4.3 Limitations

Free Credits

During the study, we detected an implementation issue in the network’s billing system. The
defect allowed a subset of users to double their number of network credits when they transferred

credits back to themselves. Exploits of the flaw began on May 24, and were in widespread use by
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Figure 4.1: A heatmap of the number of users connecting to particular health-related domains
versus time. Week 0 indicates the time lockdown restrictions were first instituted in the community.

June. The operator detected the issue on June 9th and the defect was corrected by early June 10th.
Even though the tainted credits were traced and removed from all users June 13, 2020, the data
purchased from the exploited credits continued to be consumed for several following weeks and

continued to impact the overall traffic volume through July.

4.5 Results

In this section, I describe the results from my brief analysis. Additional information and analysis
source code can be found in our GitHub repository at https://github.com/uw-ictd/ccn-covid-
analysis. My lab mate Firn also led a different line of inquiry on the user transfers collected as
part of this dataset. The results are omitted from this dissertation, but can be found in The Low

Impact of COVID-19 on Rural Community Network Traffic [182].


https://github.com/uw-ictd/ccn-covid-analysis
https://github.com/uw-ictd/ccn-covid-analysis
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4.5.1 The use of telemedicine and digital health resources

We found that telemedicine resources were already been in-use prior to the coronavirus pandemic
and lockdowns. The weekly unique users to various well-known telehealths in Indonesia, such
as alodokter.com, increased only slightly, but received visits regularly through the observation
period. Some health domains even saw a decrease in the number of users per week after the
lockdown restrictions were put in place (such as doktersehat.com). Figure 4.1 shows a heatmap
of the count of distinct users per week to each relevant domain prefix. Unlike in well-developed
regions with plentiful in-person healthcare infrastructure, residents of Bokondini were already

using telemedicine services for basic healthcare in lieu of traveling to a nearby city to see a doctor.

A cluster of users of the app bersatulawancovid (“United Against Covid”) was detected, although
usage decreased over time. I was unable to detect any usage of the official government contact
tracing app, PeduliLindungi, but this may be due to the app’s implementation. I did not detect many
users visiting the coronavirus digital resources that were provided by the Indonesian government,
such as covid19.go.id. A cluster of users did begin visiting the national department of health

website near the end of the study, correlated with the beginning of vaccine availability.

4.5.2 Minimal change in traffic volume

While other large-scale datasets show clear dramatic differences in the Internet traffic demand
corresponding to the institution of regional lockdown orders, there is no clear change present in
our dataset. Seasonal variation in demand around the winter holidays dominates any difference
correlated with the institution of lockdown orders. Figures 4.2 and 4.3 show the network’s overall

traffic vs. time.


alodokter.com
doktersehat.com
covid19.go.id
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Figure 4.2: The total weekly traffic in the network versus time. The black bar on April 1, 2020
indicates the beginning of regional lockdown measures. The green area from May 24, 2020 to June
14, 2020 shows when a bug in the network’s billing system was exploited to get free credits for a
subset of users. These credits were removed on June 13, but data purchased with the free credits
continued to be consumed over the next several weeks. Seasonal variation and the impact of the
free credits dominate the impact of the lockdowns on the observed traffic volume.

4.6 Conclusion

As countries transition out of COVID-19, the unexpected crisis will likely leave lasting economic
and social scars across the world. In this chapter I leveraged my existing relationship with the
rural community cellular network in Bokondini, Indonesia to report on the pandemic’s impact
to our measured network metrics. I found national digital health resources from the Indonesian
Government were not popularly visited until the beginning of vaccine availability, but that some

well-known telemedicine services showed regular usage throughout the pandemic.

Contrary to other datasets, in this network the overall traffic volume did not significantly
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Figure 4.3: The total bytes transferred per day versus time. Despite the availability of free and
zero-rated educational resources on the school’s local media server, traffic to the local server was
dominated by general Internet traffic even while schools were closed.

change before and after lockdown, and any shift was completely overshadowed by seasonal
variation. In contrast, a dramatic shift was clearly visible when credits were accidentally free
in the network, providing a natural, if unintended, control case. The lack of utilization change
in the network with the institution of pandemic restrictions implies it likely was not providing
enough additional utility to justify more use at its current pricing structure. Future work could
explore why this was not the case, and what about the context in Bokondini made the network

less essential than as seen in other measured contexts where utilization increased.
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Chapter 5

dAuth: Distributed Authentication for CCN Federations

Executive Summary

This study explored the feasibility and constraints of making cellular authentication and the
cellular roaming process more redundant for the community cellular network setting. With my
lab mates I developed a system, dAuth, using secret sharing and a division of concerns between
sensitive data stored with backup networks and non-sensitive public directory data to securely
scale authentication across multiple redundant nodes in different organizations via federation.
The system allows a collection of preconfigured backup networks to authenticate users on behalf

of their home network while the home network is unavailable.
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Hypothesis

I hypothesized that it should be possible to break up the cellular authentication process using
multiparty computation in a way that allows for a more robust authentication process in the
presence of individual network failure, while still maintaining its security properties with a subset

of malicious nodes.

Summary of Key Findings

My collaborators and I designed the dAuth protocol and built a prototype of the system for testing.
We evaluated its backwards compatibility through testing with an off-the-shelf LTE RAN and
UEs, and performance using a simulated 5G RAN. We found that it performed comparably to a
standalone cloud-based 5G core at low load, and outperformed a centralized core at high load due

to its innate load-sharing properties.

Next Steps & Connections

The existence proof of dAuth shows us that cellular technologies can be extended in backwards-
compatible ways to facilitate redundancy and reliability across individually unreliable operators.
This lowers the threshold to running cellular infrastructure for smaller anchor institutions and

lays the foundation of building a larger reliable network from many individually operated nodes.

5.1 Introduction

Researchers have proposed that community-based networks could help to bridge the internet
usage gap, both by providing access to new areas by changing the economic balance of providing
connectivity [148], and by allowing locally engaged organizations to reach sub-populations
excluded by traditional networking systems and structures [21]. In particular, community-based

cellular networks offer affordances well-suited to bridging the access gap, including wide-area
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coverage [80], a design focused on concurrently serving many users [167], a robust market for user
handsets (UEs), and the ability to provide indoor coverage to reach people who may not have the
ability to come to traditional access locations like cyber-cafes or public hotspots [25]. Private edge
deployments of cellular access network infrastructure, marketed as “neutral host” architectures
when the hardware extends access for existing large-scale carriers, or “private LTE”/“private
5G” solutions when the provided connection is local, appear at first glance a perfect fit for the
community cellular network use case. Yet while new licensing regimes (CBRS) are beginning to see
success in allowing general community-driven deployment of infrastructure in cellular spectrum,
challenges remain in enabling a broad swath of small local organizations to independently deploy

and operate their own cellular networks.

Unfortunately the design of the cellular device/network authentication process limits the
utility of the private edge approach for community networking, requiring each edge network to
either register every individual or rely on the roaming process to authenticate with the user’s
home network as new users appear. Furthermore, assumptions embedded in the design of the
cellular roaming architecture limit the total number of networks and require the home network to
be highly available to authenticate roaming users on demand. The cellular network architecture
divides functions between a radio access network, a logically distributed set of access points, and
a “core network,” a logically centralized set of operational functions for managing long-term user
state and routing user traffic. The architecture requires that the core network have high-availability
and reachability (discussed in Section 5.2.2), which drives small networks to use managed core
networks provisioned by a traditional telecom service provider (Telco) or cloud provider in practice.
Yet this outsourcing approach removes the agency of the local networks, requires users to put their
trust in an external entity, and results in coupling that harms resiliency in the face of an outage
at the central service provider. In one well-publicized example, a physical infrastructure outage

(due to an explosion) at a single site caused a multi-day regional outage of telecommunications
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services across the southeastern USA [183].

In this work, we propose a design based agreements between many operators that takes
advantage of the decorrelated operations of the local actors to provide a robust and resilient
service to end-users even in the face of individual operator unreliability. We envision a diverse
collection of local institutions, grounded in physical-world relationships, serving as the anchor
for their local users and use the number of registered nonprofits registered in the USA (1.5M) as
a benchmark for the number of operators we would expect in such a network[177]. Unlike the
traditional cellular architecture, our design allows the network to more gracefully tolerate transient
unavailability of its individual components, making it more feasible that less professionalized
organizations operate the networks themselves. This architecture would allow local organizations

to outsource operations to an external provider if desired but not require it by design.

Specifically, we define a community-based federated trust model that allows organic scaling of
a wide-area network deployment with only incremental trust between partner organizations, and
then build an authentication and authorization scheme using this model for granting access on a
serving network (even when the user’s home network may be offline). Unlike traditional roaming,
we introduce an additional layer of abstraction which removes the need for each network to have a
pre-existing relationship with the serving network and allows our system to scale to larger number
of organizations. Our design, dAuth, takes great pains to remain compatible with off-the-shelf
devices, without requiring changes to device firmware or the over-the-air radio interface, to take
advantage of the existing install base of cellular devices and robust manufacturing and repair
ecosystems around these devices originally designed for nation-scale carrier networks. While
our goal could possibly be achieved more efficiently with a completely new protocol, we believe
that “Greenfield” approaches requiring low-level changes to the UE’s interface are not realistic for
deployments of such a network over the next decade. The initial 5G standard was frozen in 2018

and is only now seeing wider deployment.
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We develop a prototype of dAuth to evaluate its performance, and demonstrate its compatibility
and technical feasibility with a testbed deployment in partnership with the Seattle Community
Network, a regional federation of community cellular networks in an urban area in the USA. We
evaluate our system’s performance against the status quo of a centrally hosted “cloud core” and a
non-roaming “edge core” private network.

In addition to allowing for organic decentralized growth of a mobile access network based on
federation, we believe that the benefits of our proposed architecture go beyond this use case and

offer opportunities for the design of more resilient cellular networks in general.

5.2 Background & Context

Our work is situated at the intersection of work on community-based networks and cellular

networks. In this section we provide background context for both of these domains.

5.2.1 Community Networks

Community networks are physical instantiations of networks built, owned, and operated by the
community the serve. There are a huge diversity of different types of community networks as
diverse as the varied communities they come from.

This project was motivated by work with the Seattle Community Network (SCN), a network
founded to explore the use of community cellular in urban contexts and connect marginalized
populations who have not been able to or do not want to receive service from traditional providers.
SCN has a strong organizational mandate to empower local users and seeks to de-mystify cellular
infrastructure through co-ownership.

SCN currently has 6 deployed sites (with 2 more in deployment) with a variety of partners
including two public libraries, the local school district, two cultural community centers, and a

hackerspace. The sites are diverse and have a variety of different backhaul connections from
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Org Backhaul Availability
Hackerspace P2P to University Campus Fiber 99.02%
School 1 Fiber ISP A 98.998%
Community Center 1 Fiber ISP A 95.815%
Library 1 Fiber ISP A 91.821%
School 2 P2P to University Hospital Fiber 89.562%
Community Center 2 Fiber ISP B 87.171%

Table 5.1: Deployed sites in the Seattle Community Network, sorted by their observed uptime. The
sites use a variety of backhaul technologies and providers. Uptime in practice has been determined
more by site equipment than any particular ISP. No sites have achieved “3 nines” of availability
(corresponding to less than 8 hours and 47 minutes of downtime in a year).

various Internet Service Providers. Table 5.1 lists details for each site. Importantly, all sites are
maintained and operated by volunteers or available staff at each organization, and see a range of

uptimes which are individually not sufficient for a reliable service.

5.2.2 Cellular Networks

This work focuses on cellular networking technologies, which are heavily standardized and have
a specific set of roles and functions divided between the “Radio Access Network” (RAN), the
actual radio basestations providing access across the network, and the “Core Network” (Core),
the set of more centralized systems connecting together the RAN elements. The cellular network
architecture evolved in the context of wide-area telecommunications services, and core network
functions are responsible for city or region-scale sets of resources operated by a professional
“mobile network operator” (operator/MNO) of region, city, or even national scale.

Cellular networks have standardized interfaces for “roaming”, the ability to use a device from
one operator’s network via another operator’s network [1]. In cellular roaming, a connection

from the “visited” or “serving” network is made back to the “home” network to establish the user’s
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Figure 5.1: A map of the sites in the Seattle Community Network. The sites span a wide area, and
the network already provides some overlapping coverage in the dense mid-part of the network.
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identity. The home network completes the Authentication and Key Agreement (AKA) with the UE
based on the secret key held by the operator and stored in the user’s SIM card. At the conclusion
of the AKA procedure the serving network is provided a key to communicate with the UE, and
the user can be confident that their home network has approved of the operations of the visited
network they are communicating with.

There are many variations of roaming architectures between operators, and in some cases the

user’s traffic is tunneled all the way back to their home network [117].

5.2.3 LTE & 5G Networks

Starting with 4G-LTE (3GPP Release 8+) and continuing with 5G (3GPP Release 15+) modern
cellular networks have moved to an ip-centric design where packet-switched services are used to
provide both plain data and QoS-enhanced voice/sms/video/emergency services to end users over
a common substrate.

Partly due to the ease of IP interconnect and partly due to the availability of new hardware in
lightly-licensed regimes like CBRS or general secondary use [12], researchers have explored smaller
and more standalone deployments of cellular networks for community connectivity over a town-
scale area from a single tower [167, 87, 101]. These networks have either operated independently
in a standalone mode, with no roaming capability, or relied on a third-party service to hold user

keys and serve as a broker for authentication [111].

The importance of network auth

While most higher-level user traffic is end-to-end encrypted on modern mobile devices, they
are still vulnerable if connected to a compromised access network. In addition to blackholing
or redirecting the encrypted user traffic, a fully authenticated mobile network has much more

control over the user’s device than in more distributed standards like WiFi.



80

Along one dimension, the RAN has tight control over the UE radio, and can cause it to tune to
different frequencies and transmit at different power levels, potentially turning the UE into an
unwitting jammer or quickly draining its battery. Along another, in LTE (which a 5G network can
downgrade a connection to for most phones) the network also has the ability to craft and intercept
SMS messages from arbitrary numbers, creating spam or more malicious phishing messages
from sensitive protected numbers the user trusts. Additionally, the cellular standards allow an
authenticated RAN to query sensitive information from the device like permanent hardware
identifiers in the UE baseband or the user’s current precise location. Even at the application layer,
the cellular network provides time and coarse location data which can be spoofed and consumed
by a phone’s operating system and/or user applications.

The importance of a non-malicious serving network in particular for off-the-shelf cellular
technologies drives dAuth to not immediately dismiss link authentication like some other prior

works.

5.3 Design Elements

In this section we explain the constraints driving dAuth’s design and how it fits into the wider
design space of cellular core networks. As discussed in 5.2.1, the primary purpose of dAuth is to
allow a wider variety of smaller anchor community organizations to control and operate mobile

access networks in a municipality-scale federation.

5.3.1 Key design goals

Our goals break down along these three major axes, which we detail below.

Tolerate Failures: Tolerate temporary failure of a subset of nodes without losing liveness or

safety of the overall system.
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Figure 5.2: The high-level design of dAuth versus traditional cellular roaming. dAuth factors some
non-sensitive information into a distributed public directory service, and allows home networks
to proactively distribute shares of key material to backup networks to improve resiliency in a
semi-trusted environment.

Tolerate Malicious Nodes: Tolerate the presence of malicious nodes outside the user’s home

network without compromising the user’s security.

Compatibility: The system must operate with existing off-the-shelf hardware built for stan-
dardized 4G and 5G networks and without requiring a dAuth-specific upgrade from the

manufacturer or new certifications.

Tolerate Failures

To lower the threshold to include organizations in the federation with a wide-range of networks
operations experience and technical sophistication, the overall federation must be resilient to
small hiccups in operation of any particular organization’s network. This greatly reduces the
operational burden on individual anchor institutions, and allows for operational shortcuts like
planned maintenance windows and system reboots with minimal disruption to end users. Specif-

ically dAuth should allow a user to gain access through an alternative serving network in the
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federation even when the user’s home network core is temporarily unavailable. We parameterize

our prototype around an expectation of home network outages lasting on the order of 1 day.

Tolerate Malicious Nodes

Driven by our desire to increase the number of operating organizations and lower the trust barrier
to entry, our system needs to tolerate the presence of a subset of malicious nodes in the overall
federation. It is even possible that some previously trusted nodes could become malicious over
time due to compromised security. While we assume a specific user can always trust their own
home network, dAuth should provide a way to prevent a user from attaching to untrusted serving
networks and tolerate the compromise of a subset of backup networks. From the serving network’s
perspective, dAuth should also provide a strong guarantee that the authenticating user is indeed a

member of their claimed home network for compliance and accounting.

Compatibility

Deploying and exploring the non-technical challenges of the SCN vision without losing the
economies of scale of the existing cellular equipment ecosystem requires a design that can be
realized with unmodified off-the-shelf hardware built for standards-compliant 4G and 5G networks.
Long-term real-world deployment also requires radio hardware with certification from the relevant
standards bodies for radio emissions and devices rugged and robust enough to support everyday
use by non-experts, which is difficult to achieve with most research prototypes.

In 4G-LTE there was only a single authentication scheme (4G-AKA) required for user devices,
and while 5G does specify additional optional support for the IEEE Extensible Authentication
Protocol (EAP), the only authentication all devices are required to support is 5G-AKA [3]. 5G AKA
is very similar to 4G AKA, with an additional round of confirmation that the user is present in the

serving network before exchanging the session key. In order to support the broadest number of
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devices possible, we have designed dAuth to look exactly like 4G/5G AKA from the basestation
and handset’s perspectives. We do assume that the core network functions (in software) can be

modified at will and the user’s SIM card is under the operator’s control.

5.3.2 Refactoring Auth For Trust at Scale

In order to allow dAuth to scale, the system design distinguishes between non-sensitive public
information, like the user’s public key and home networking mapping, from sensitive personal
information like when and where the user has authenticated and which traffic they send. dAuth
factors out the non-sensitive global information to allow using a traditional large distributed
directory like a verifiable key directory, DNS, or a distributed ledger. This directory can scale up
publicly with very low overhead as demonstrated by DNS and other public ledgers.

dAuth leaves the sensitive information about authenticating the particular user and making
authorization decisions for that user onto a particular serving network to a much smaller set
of trusted entities. These entities communicate directly, limiting the exposure of the user’s
more sensitive telemetry to only the nodes participating in the current authentication. While
authentication information is split across multiple backup networks, the fan-out of information
from each home network is limited to a constant factor (at most 31 in the current design). This
constant factor, independent of the total number of networks, allows the overall system to scale

naturally as the number of participating networks increases.

Community-based Federated Trust Model

Decentralized and federated systems allow users to limit the scope of who they trust with their
information. With dAuth, we envision a model where users can establish a real-world relationship
with an organization they trust. This trusted organization is the user’s home network, and serves to

anchor their identity in the wider dAuth ecosystem. The dAuth home network fulfills the role of a
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traditional operator home network, holding the user’s AKA private key, generating authentication
vectors for the user, and serving as the anchor the user’s identity when they roam onto a different
serving network.

Our desire to enable resiliency in the face of home network failure (to allow a wider scope of
organizations to serve as home networks) is at odds though with the interactive authentication
between the home HSS/AUSF and the serving network in traditional 3GPP roaming. To navigate
this tension, we define a third intermediate level of trust in between the home network and the
untrusted serving network, the backup network. In our trust model, the set of backup networks
can cooperate with a dAuth serving network to complete the interactive portion of 5G-AKA while
the home network is down, but never have access to the user’s root key or the derived key used by
the serving network to provide access within its security context. Additionally, unlike a traditional
3GPP home network, dAuth backup network grants are revokable, allowing the user or the user’s

home network to remove trust from a backup network through a revocation procedure.

5.3.3 System Entities

UE The user’s off-the-shelf device.

SIM The user’s SIM card, issued by the user’s home network. It can be customized but must
maintain compatibility with the UE baseband interface. The SIM holds K, the user’s
milenage key, (SQN)“, the user’s vector of used SQN values, SQN% . and the user’s current

max’>

identity GUTI*

Home Network The user’s home network, which in dAuth is run by a small community network
at a single community organization. Runs the dAuth service, and optionally fulfills the
role of a serving network for this user, or a backup network or serving network for other

users. It holds the signing key Sky, for its published Pkj, and key material for all of its users
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(K SON[oVo € SIM])Vu € HNet

Serving network An off-the-shelf Radio Access Network with a customized software-defined
core network and dAuth service, providing coverage to the user when away from the home
network. The SNet holds a private signing key Sk, corresponding to its published public
key Pk;.

Backup Network(s) A set of networks semi-trusted by the home network to collectively hold
single-use key material for the user. The backup network holds a signing key Sk; cor-
responding to published Pk;, a set of assigned auth vectors for each backed up user
(AUTH, H; (HRes"), RAND); ,,, and the key shares corresponding to auth vectors held by

other backups Share(Res, Kqeaf/asme )H, (HRes*)in

Directory Visible to all participants, and can be based on existing verifiable public key directory
schemes [119, 36], or a hierarchy like DNSSEC [13]. All information in the directory is
public information with no controlling organization. The directory contains Pk, and an
address for each Network. It also contains a mapping from user to home network for each
user, and a set of backup networks for each home network. Entries in the directory are

signed by their respective parties, and are assumed to change rarely.

5.3.4 Specific Protocol Components
Sequence Number Handling

In 4G and 5G AKA, there is a sequence number associated with each authentication attempt to
prevent replay attacks against the symmetric ciphers used in the network. The SIM is responsible
for storing a record of the used sequence numbers and ensuring that no sequence numbers are

ever repeated. The 3GPP recommends an implementation in TS 33.102:Annex C [2] where the SIM
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tracks the greatest sequence number seen across 32 independent slices. dAuth takes advantage of
this behavior to allocate independent authentication vectors to each backup network that do not
have to be synchronized across the backup networks at authentication time, lowering coordination
overhead between the networks. It also takes advantage of the ability for new sequence number
to supersede older issued sequence numbers within a slice to allow the home network additional
control to revoke published auth tuples from backups at a later time. See 5.4.3 for details on the

revocation procedure, and C.1 for more general information on SIM card behavior.

User Identifiers & Privacy

While other work has explored modifications to cellular networks to anonymize users and enhance
privacy, dAuth is focused on operational networks where some form of user identity is necessary
for compliance and to prevent abuse of the network. dAuth leverages the existing cellular identity
architecture, but does come with the privacy advantage that by spreading access across many small
operators in independent organizations, any one serving operator will only be able to identify the
user while they are connected to their particular network.

In 5G there are two identifiers which can be used to authenticate to a network: the GUTI, a
globally unique temporary identifier assigned by the last network to serve the user, and the SUPI,
a long-term permanent identifier corresponding to the user’s SIM. In the event that a GUTI cannot
be converted to a permanent identifier because the current serving network cannot communicate
with the previous one, 5G supports requesting the user’s permanent identifier directly. In order to
protect the user’s identity from passive over-the-air sniffing though, the SUPI is encrypted into
the SUCI with asymmetric cryptography and a key corresponding to the home network. dAuth
currently requires that this identity key be shared with the backup networks, although we hope
to explore ways to also protect it with threshold cryptography or a multi-party computation in

future work.
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Key Shares

The dAuth protocol leverages threshold-protected key shares to provide resistance a subset of
compromised backup networks. The key shares are constructed with Shamir secret sharing [169],
originally described by Adi Shamir in 1979. The shares are constructed together by the home
network, and then split up among the different backup networks as part of key dissemination.

Shamir secret sharing provides the guarantee that if M or more of N total shares are combined,
the original secret (in dAuth Ky, ) can be losslessly recovered. If fewer than M shares are available,
no information is leaked about the underlying secret. We leave the threshold M configurable on a
per-network basis, since there is a tradeoff in the robustness of the level of protection provided
by a high threshold against the performance and availability of the network when some backup
networks are slow or unreliably online.

Shamir secret sharing also does not inherently provide a way to validate a received share is
valid, and is subject to tampering if a node contributes a malformed share. There are extensions to
Shamir sharing that do provide validation at the expense of extra overhead [55, 138], but we use
simple Shamir sharing in dAuth because the shares are always part of larger messages already

signed by the home network.

5.4 Operation

In this section we detail the design of a basic scheme which allows mutual authentication, and
then extend this scheme to allow the user to continue to authenticate when the home network is

down for an extended multi-hour period.

5.4.1 Basic Authentication Scheme

When the home network is online, dAuth functions similarly to standard 5G roaming but with

special handling of the authentication sequence number to not interfere with existing generated
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Figure 5.3: The basic authentication flow used between a serving network and the home network
when the home network is available.
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backup authentication vectors (see 5.3.4). The authentication process starts once the UE synchro-
nizes its radio with the serving network and sends an attach request message. The attach request
message contains the user’s ID in the form of an IMSI/SUPI, SUCI, or GUTI depending on the UE’s
previous connection. If the ID is an IMSI/SUPI the serving network can query the public directory
service directly to look up the user’s home network. (Recall that the public directory does not
change often, so it can be implemented as a widely distributed system with relatively low latency
like DNS.) If the ID is a SUCI, the home network ID is directly embedded in the message. If the ID
is a GUTIL the serving network receives a pointer to the prior serving network it can contact for
the user’s identity and home network. If this contact fails, the serving network can request that

the UE provide a long-lived identifier and receive an IMSI/SUPI or SUCL

Regardless of which ID lookup path is taken, once the user’s home network identity is estab-
lished, the serving network opens a direct connection to the home network and requests to begin
authentication. At this time the home network and serving network validate each other’s identity
via Internet standards (TLS and PKI). The home network still has no way to know yet if their user
is present at the serving network, but if it trusts the serving network to provide access to the user,
it generates a one-time-use authentication challenge and a hashed version of the user’s expected
response from the user’s secret key K; and a reserved slice of the sequence number space. It then
sends the auth challenge and hashed expected response to the serving network, which stores the

hashed expected response and forwards the challenge along to the UE.

If the UE is indeed the user, they can validate the challenge using K; to confidently determine
it came from their home network, and send back the correct response. Upon seeing the UE’s
response, the serving network can validate it is a preimage for the hash it received from the home
network, and have confidence the UE does belong to the home network. It then forwards the
response back to the home network, who can also validate it and gain confidence that its user

is indeed present at the serving network. Only at this point does the home network generate a
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session key for the user’s connection and send it to the serving network, allowing the serving
network to establish a validated control connection to the UE to manage its radio and serve the

user’s traffic.

5.4.2 dAuth Backup Authentication Scheme

When the home network is not online, dAuth nodes can seemlessly fall back to the backup scheme.
It has three phases: key material dissemination (while the home network is online), backup
authentication (while the home network is offline), and reporting (when the home network is

online again).

Key Material Dissemination

In this phase the home network generates a set of AKA authentication vectors, a hash of the
expected UE response, and corresponding key shares for each user to be backed up. The vector
sequence numbers are chosen carefully so each backup network’s sequence numbers are in
independent dimensions of the sequence number space. Once generated, the auth vector, hashed
expected response, and random salt from the hash are serialized into a binary bundle, signed by
the home network, and sent to a specific backup network. The corresponding key shares are also
added to bundles with the hashed expected response (used as in index) and random salt value, and
each key share bundle is also signed by the home network. The key share bundles are split up,
with each being sent to a different backup network.

The backup network must generate N? key shares and N auth vectors to provide a single auth
vector to all backup networks. In practice N is limited by the number of practical backup networks
and the number of sequence number slices in commonly available SIM cards (32, with one reserved
for the home network), so the N? scaling is not an issue in practice since the maximum number of

backups is limited to a relatively small constant factor.
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Additionally, if 5G ID encryption is used by the home network, the home network shares the

ID decryption key with the backup networks.

Backup Authentication

Backup authentication occurs between the set of backup networks and a serving network when the
home network is unavailable. After determining the user’s home network via the same procedure
as basic auth, the serving network looks up the backup networks elected by the home network
from the directory. It then opens a secure connection to the closest backup network and sends the
user id (IMSI/SUPI or SUCI) to request an auth vector. If the ID is a SUCI the backup decrypts it

with the id key shared by the home network.

After obtaining or receiving a plaintext ID from the serving network and ensuring the serving
network is of sufficient reputation, the backup network looks up the next corresponding auth
vector in the series assigned to it for that user, and returns the home-network-signed auth vector
bundle to the serving network. The serving network validates the home network’s signature, and
then forwards the authentication vector to the UE. Upon reception the UE validates the vector as
in the basic scheme and returns its response to the serving network. The serving network then
can validate the response against its received hash as in the basic scheme.

After validating the response, the serving network creates and signs a bundle of the H; (HRes™)
and salt it originally received with the auth vector, and the received response from the UE that is
a preimage for the hash. This bundle serves as the proof that the UE was indeed present at the
serving network, and is forwarded by the serving network to all backup networks in the next
stage to request the key share for the corresponding auth.

Upon receiving the key request from the serving network, the backup networks validate the
serving network signature and the hash preimage. If valid, each looks up the key share it has

stored at the H; (HRes") index. The backups store the received bundle from the serving network
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in persistent storage to report to the home network later once it is back online. Each backup then
forwards its key share bundle to the serving network, which after receiving and validating enough
bundles to meet the network’s configured threshold assembles the session key and completes the

authentication process with the UE.

Event Reporting

Once the home network is online, the backup networks report authentication events to the home
network and request new auth material to replace used vectors and shares. This triggers the
home network to update any backup networks that were not part of the authentication event to
replace their now obsolete key shares. The home network is also able to validate if there is any
inconsistency between backup network reports, and potentially stop trusting particular backup

networks or serving networks involved with inconsistent authentication attempts.

5.4.3 Revoking a Backup Network

dAuth allows the home network to revoke a backup network’s ability to authenticate a particular
user in the future in the event a backup network is ever compromised or otherwise becomes
untrustworthy. The auth vectors given to the backup network are revoked by initiating a special
authentication within the revoked network’s sequence number slice at a value greater than the
greatest sequence number ever disseminated to the now-revoked network. If the user is currently
attached to a serving network, the home network contacts the serving network directly and
requests the network perform a network-initiated reauthentication immediately. The serving
network returns the UE’s authentication response to prove it completed the handshake. The home
network can then notify the remaining backups to delete the now obsolete key shares.

If the user is not currently attached, the home network sends a “flood vector” request to all

remaining backup networks, providing the vector and key shares to be used for the next auth for
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ConfirmKeyRes {Hash(XRES_j),share_j}

ConfirmKeyReq {ServeNet, SUPI, Hash(XRES), RES}

ConfirmKeyRes {Hash(XRES_j),share_j}

UE Serving Network Backup Network 1 ... Backup Network N Home Network

Figure 5.4: The dAuth authentication flow when the home network is offline. dAuth allows a
(sub)set of backup networks to authenticate a user on behalf of the home network when the home
network is unavailable. As long as one of the participating backup networks follows the protocol,
the home network will receive confirmation of where the user was authenticated and can detect
malicious or suspicious activity. Additionally, a serving network of insufficient reputation will not
be able to establish radio control over the UE as long as one of the threshold backup networks
faithfully enforces the user’s trust preferences.
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the user instead of the backup’s usual series of vectors. This alone does not guarantee that the
user will not initiate an authentication with the now-revoked backup. At the same time, the home
network instructs all backup networks to invalidate and delete their key shares corresponding to
the vectors given to the deleted backup network. Even if the now-revoked network were to be
selected by a serving network and provide its auth tuple, as long as N — threshold of the user’s
N backup networks have received the revocation notice, the untrusted backup will be unable to

complete UE registration since it will not be able to assemble the session key:.

5.5 Implementation

We developed an open-source prototype of the dAuth system as a proof of concept of its feasibility

and to evaluate its performance characteristics. Our prototype consists of three main components:

+ A dAuth daemon running on each edge-core, responsible for tracking state relevant to each
particular network and interfacing with the local core network, the directory service, or

other dAuth daemons.

« A modified version of the Open5GS core network stack which interfaces with the dAuth

daemon when new users are authenticating to the network.

« A directory service for initial prototype testing.

5.5.1 dAuth Service

The dAuth daemon is implemented as an asynchronous gRPC server written in Rust with the
ToNIC gRPC framework. The server provides three endpoints, a Local Auth endpoint to interface
with the edge-core, a Backup Network endpoint to provide key shares and accept authentication

proofs when acting as a backup network, and a Home Network endpoint to distribute key shares
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to backup networks and accept asynchronously reported authentication proofs. The Backup
Network and Home Network endpoints communicate with other instances of the dAuth service
running in other networks. It uses SQLite to store persistent state (user keys as and sequence
number state as the home network, and any delegated auth information as a backup network).
Each backup network stores any authentication events pending to report to the home network,
and periodically polls the home network availability when any events are pending.

While only a proof of concept and not heavily tuned or optimized, our implementation does
include 3 notable optimizations: the ability to cache and re-use gRPC connections across RPCs,
local in-memory caching of directory information, and the ability to race concurrent requests to
multiple backup networks when getting auth vectors and assembling the final threshold key. We
found these optimizations significantly improved the performance of the network, particularly
for repeat requests as would be expected for a network operating in a local area with a set of

consistent users.

5.5.2 Modified Open5GS

Our prototype is integrated with the Open5GS (the core network currently used by SCN), although
it should be portable to other core network implementations. Open5GS is written in C/C++,
and we use Google’s open-source C++ gRPC client implementation to communicate with the
dAuth service. We modified the AUSF, the function responsible for authentication information
in Open5GS, to query the dAuth daemon via the Local Auth endpoint for new authentications
for 5G connections, and the MME to query the Local Auth endpoint for 4G connections. Our
implementation allows the AUSF and MME to concurrently answer other queries while waiting
for a response from dAuth. We also modified the PCF, UDM, and PCRF functions to provide a
default network slicing and QoS configuration to dAuth UEs not otherwise present in the Open5GS

database.
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5.5.3 Directory Service

The last component of our prototype is a simple directory service to emulate the public directory.
We also implement the directory service with Rust and the ToNIC gRPC server. The prototype
directory stores its information in SQLite, and contains functions to query and update network

keys public keys, addresses, and the mapping from users to the networks and backup networks.

5.6 Evaluation

To evaluate dAuth’s feasibility, we tested its performance across 4 scenarios informed by our
experience operating community cellular networks. We explore how dAuth performance scales
as the security parameters of the system change and load increases in each of the four scenarios,
comparing dAuth to both a local “edge-core” which does not allow roaming, and a cloud-based
centralized core emulating a traditional network deployment. We used Open5GS v2.4.7 for all core
network instantiations (both on the edge and in the cloud) to avoid confounds from performance

optimization of a particular core network stack.

5.6.1 Test Network

Our test network consists of 12 nodes with a variety of processors, memory, and disk configurations
matching the diversity of machines seen in production community networks. Two machines are
actual nodes in the Seattle Community Network open to us running experiments from them. Four
nodes are cloud machines at four different major cloud providers, three nodes are low-power edge
computers deployed on residential cable Internet connections, and the last three nodes are in a
university lab with a high-quality Internet backbone. Table C.3 provides details of each machine.

Due to the presence of NAT on some connections and to mitigate risks of deploying our

prototype software on the SCN network nodes, we used Tailscale [139] to establish a mesh VPN

'the irony of this phrase is not lost upon the authors
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between all endpoints for testing, and run dAuth over the Tailscale connection. We characterized
the overhead of Tailscale versus a direct IP connection, and found it to be comparable with a slight

fixed latency penalty of ~3ms RTT and a throughput penalty of <10%.

5.6.2 Physical Testing

To validate dAuth’s ability to interface with off-the-shelf equipment, we integrated it with produc-
tion hardware loaned from the Seattle Community Network. The physical testbed RAN was a
Baicells Nova 233 CBRS eNodeB with 20MHz of bandwidth and a CBRS-compatible TDD duplex
mode, deployed in a university lab. We conducted two types of physical tests, a compatibility test,
with an off-the-shelf phone and sim, and performance tests, with an instrumented software-defined

UE where we could measure precise authentication timing.

Physical Compatibility Testing

For the compatibility test UE, we used an unmodified Google Pixel 4 running Android 12 with
an off-the-shelf sim conforming to TS 33.102:Annex C [2]. We tested all three configurations of
dAuth, including local authentication to the home network, roaming authentication to the home
network, and backup authentication when the home network was offline. In all cases the UE was
able to connect with no issues. Figure 5.5 shows the off-the-shelf UE successfully authenticated

via backup networks.

We also validated that the UE was unable to connect if fewer than the key share threshold of
the backup networks approved of the authentication request from the serving network, and that

authentication attempts were promptly reported to the home network when it returned online.
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Figure 5.5: dAuth Off-The-Shelf Operation: This figure shows a successful authentication with an
off-the-shelf UE to a dAuth federation using backup networks, where the phone’s home network
is offline. In the background of the image is the log output from the dAuth daemon processing the
received key shares. A video demonstration is available at https://youtu.be/obpgBO60AV8
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Physical Performance Testing

To test the system’s performance, we turned to the srsRAN UE [174], a software-defined UE
implementation which can operate with common software-defined radios like the Ettus USRP.
We started with the latest released version 22_04, and modified it to capture fine-grained timing
measurements during the attach and network authentication process. We used a USRP B210
as the SDR controlled by srsRAN. Our USRP did not have a functioning GPSDO and suffered
from clock instability, so 39 of 1986 samples (1.96%) were excluded from further analysis due
to synchronization loss during the authentication process. Since this SDR-based system is not
approved for the CBRS bands, tests had to take place in an rf-isolated environment.

During each test, the srsUE continuously attached and detached from the test core network and
recorded each attach duration. The LTE and 5G protocols include optimizations for re-attachment,
so to accurately test the performance a UE new to the dAuth network would see, we additionally
modified srsUE to discard its connection state information and start attaching from scratch in
every iteration. For each test we collected at least 250 attach samples, and repeated this process
with an edge deployment of Open5GS, dAuth when the home network was online, and dAuth
when using 6 backup networks in SCN at various key share thresholds (excluding the four cloud-
based test networks and two UERANSIM host nodes). Figure 5.6 shows the results form this
test. Overall dAuth performed well, adding less than 50ms of additional latency for the backup
authentication process when the authentication threshold was low. At the highest threshold,
the authentication process was limited by the least performant node, a low-powered atom-based

device with a relatively high latency backhaul connection.

5.6.3 Simulation Performance Testing

While srsUE allows us to make precise authentication timing measurements, we are unable to

generate more than one authentication at a time. To test the scaling performance of dAuth,
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we used the UERANSIM open-source 5G-RAN emulator (v3.2.4) to programatically generate a
configurable number of authentication events in each test [67]. UERANSIM has both a gNB and
UE component, and simulates connection overhead and the full 5G connection state machine
to appear to the core network as a fully-functional 5G RAN. We modified the UE component to
record a high-precision timestamp when it starts the connection process and when the connection
is complete. We then programatically launch new UEs at a regular interval for each load level to
simulate new users entering and authenticating to the network, possibly overlapping, and analyze

the recorded timestamps to determine the connection latency experienced by each UE.

Connection Scenarios

We identified four scenarios of interest for testing representing different styles of community

network endpoint. We provide results for each scenario.

1. An “edge core” deployment on an embedded computer at a site with high-quality Internet
access. This corresponds to the majority of sites in SCN. For dAuth tests in this scenario we
configure the RAN emulator to be attached to the serving network directly, and communicate
with other dAuth instances via the backhaul connection. For Open5GS tests in this scenario
we run a local instance of Open5GS on the edge with no roaming support, emulating a

private 5G network.

2. An “edge core” deployment on an embedded computer at a site with residential-quality
Internet (asymmetric, higher latency, typically cable). dAuth and Open5GS are configured

the same as in scenario 1.

3. A managed “cloud core” deployment at a site with high-quality Internet, representing an
approachable turnkey deployment solution for less technical organizations. For dAuth tests

in this scenario we configure the RAN emulator to attach to a serving network hosted in
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the closest datacenter of the 4 providers in the test network. For Open5GS tests we run

Open5GS in the cloud, emulating a cloud provider or major operator’s hosted core network.

4. A managed “cloud core” deployment at a site with residential-quality Internet. dAuth and

Open5GS are configured the same as scenario 3.

General Performance

Overall our dAuth prototype performed well relative to the baseline of Open5GS, and shows that
the additional capabilities for inter-site roaming and backup authentication provided by the dAuth
architecture do not significantly impair performance.

In our first test we compare the latency of dAuth when a home network is available to a
standalone Open5GS core. Results are shown in Figure 5.7. The additional overhead of dAuth
relative to the standalone core is noticeable but acceptable at low load levels. At higher load
levels dAuth actually outperforms the standalone Open5GS core and is able to maintain relatively
consistent performance due to how load is distributed across machines in the network.

In our second general performance test we explored how dAuth behaves when operating in
the backup network mode. The ability to authenticate when the home network is offline is a new
capability relative to existing cores and comes with additional communication and cryptographic
overhead, so we expected performance to degrade. We do see that overall the backup mode
is slower than both standalone Open5GS and dAuth in the home mode at low load levels. As
load increases each serving network has to communicate with multiple backup networks for
each authentication, so there is less gain from load sharing across the network and performance
degrades similarly to the centralized core. Figure 5.8 shows the detailed backup network test
results.

We do observe that dAuth in backup mode still marginally outperforms Open5GS at higher

load, and anticipate this is due to there being more nodes in the network than UEs were configured
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to back up to, still allowing for some level of load sharing. This leads us to believe that as the
number of participating nodes grows larger than the number of backups, the load will reach a

steady state per node while the total network capacity can continue to scale.

5.6.4 Impact of Security Parameters

The level of security given by dAuth is directly related to the threshold of collaborating backups
required to reconstruct the key share. The system is more resistant to collusion as the threshold
increases, but at high thresholds serving networks must wait for many responses before proceeding
with authentication. Similarly, the total number of backup networks also impacts performance
and is interrelated with the threshold. A wide gap between the number of backups and the
threshold gives the most flexibility to the serving network, but adding additional backup networks
requires trusting them to not collude and adds additional message overhead (since messages will
be concurrently sent to all available backups during auth).

In the single UE case, Figure 5.6 shows how the latency increases as the threshold is increased
given a fixed set of available backup networks. In the many UE case though, the threshold does not
have a consistent impact on latency, likely indicating the bottleneck at higher load is elsewhere in
the system. Figure 5.9 shows the performance at varying load levels and thresholds with a fixed
total number of backup networks.

While the threshold alone does not significantly change the system’s performance under
the simulated load, increasing the total number of backups does have a measurable impact as
load increases. In particular, the system saturates and tail latency degrades for a given threshold
level as the number of backups decreases. The backups are queried in parallel for both initial
authentication vectors and key material, but only the key material requires a threshold response,
so having more backup networks allows more opportunities for the auth vector to be received

quickly and the auth handshake to proceed. While the RAN and UE are processing the auth
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Figure 5.7: Attach latency of dAuth to a nearby home network vs Open5GS in a (~5ms rtt) data-
center region. At low load the inter-core communication for dAuth roaming gives the advantage

to Open5GS, but as load increases dAuth spreads processing across multiple machines.
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Figure 5.8: Attach latency of dAuth using backup networks vs Open5GS hosted in a nearby (~5ms
rtt) datacenter region. At medium and high load the scaling behavior of dAuth outperforms the
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class Internet connection. For multiple samples at each load dAuth is reconfigured with 8 random

backups and a key threshold of 4.
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Figure 5.9: dAuth Loaded System Performance vs. Threshold. This figure plots the authentication
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relative performance, neither in median performance nor tail performance.

vector and preparing the RES, gRPC connections are still being established to the lagging backup
networks, and all backup networks can proactively read key shares into memory, making the key

share query following receipt of the RES from the RAN much faster in the normal case.

5.7 Discussion

5.7.1 Why not eliminate the home network?

The main benefit of dAuth is that the home network no longer needs to be online to allow a UE to
authenticate to a serving network. This opens up an interesting possibility of actually eliminating
the home network entirely, and implementing the home network functionality on the user’s device
itself. In this mode the secret key would only exist on the user’s device, and would be used to
generate auth tuples and key shares then proactively distributed across the backup networks.

After the UE is initially bootstrapped to provide its own keys to a set of backup networks, the UE
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Figure 5.10: dAuth Loaded System Performance vs. Backup Count. This figure plots the authenti-
cation latency at different load levels for different numbers of configured backup networks. In all
cases the key share threshold is fixed at 2 nodes. Tail latency degrades as the number of backup
networks decreases and there are fewer nodes available for natural load balancing.
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itself has all of the data necessary to act as a home network with only one user. This would raise
challenges in the provisioning enough network IDs for every user, but could be surmounted by
aggregating multiple UEs together into a virtual pseudonetwork, while still keeping the secret

keys only ever present on the UE.

5.7.2 Future Work

This work raises implications for how to design fallback to allow connectivity when networks
inevitably fail, even within the status quo of a few large networks, and we’re excited to see this
research continue. In particular we hope to dive into the nuances of how to better handle the SUCI
key, and do a more thorough and formal analysis of how reputation could be managed and correct
behavior incentivize in a production dAuth network. We also think there is interesting work to be
done in applying the same ideas from dAuth to explore how to perform handover between small
networks in our envisioned federation.

Another interesting direction could be extending this work to explore how to handover, not
just roam, between networks operated by different organizations. Allowing for performant and
secure inter-organizational handover likely requires additional changes to the cellular standards
that were out of scope for dAuth, but solving it would make a large-scale dAuth system much

more performant and suitable for more rapid mobility scenarios.

5.8 Related Work

5.8.1 Community Networks

dAuth is motivated by the wider body of work building and characterizing community networks,
networks owned and operated by users in some sort of collaborative way. Community networks
have long been viewed as a promising mechanism for increasing access among rural and disad-

vantaged populations [140, 149]. They come in as many diverse forms as there are communities
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to host them, ranging from large urban areas [141, 98] to small rural sites [74], in the global
north [141, 18] and global south [108, 83]. Examples of operational community networks include
Guifi.net [20], Digital Tribal Village [155], TakNet [108], and many others.

Community networks span a wide spectrum of organizational structures [120], with some
growing organically as user-to-user meshes [45, 50], while others adopt more centralized but
still community-oriented structures [167, 19]. Researchers from the Universitat Politécnica de
Catalunya, Barcelona, Spain in particular have thoroughly characterized many aspects of the Guifi
community network from both technical [186] and operational [19] perspectives. In dAuth, we take
advantage of the natural decorrelation that can occur in more decentralized community networks
with multiple owning and operating organizations with different supporting infrastructure, and

motivate our assumptions by this existing body of work.

Community Network Resiliency and Repair

There is a long history of research across the networking and HCI communities in the design [187,
131, 94], operation [151, 68, 19], and resiliency [50, 90] of community networks. In their early work
in the space, Surana et al. find that real-world rural community networks face many operational
challenges, primarily from backhaul reliability, power, and system configuration [180]. I note
that the characteristics of many of these failures are isolated to single sites, further motivating
dAuth’s approach to building system resiliency from individually less reliable networks. Bidwell
characterizes the social repair ecosystems around community networks extensively [25, 24], Dye
et al. documents the person-to-person repair practices in Havana’s StreetNet [50], and Garrison
et al. find that repair and operation of a community network often times is used as a pretense
for maintaining social connections and bonds between operators of different network nodes. The
dAuth system design leverages these qualitative findings to build a practical system based on the

existing trust relationships between different small operators that often exist in the community
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networking context.

Community Cellular Networks

Community networks can grow using a variety of technologies from 802.11 WiFi [37], to legacy
non-Internet cellular protocols [79], to analog telephones bridged over wireless [7], to 5G [101,
113]. dAuth focuses on Community Cellular Networks due to their unique blend of affordances
and the rapidly evolving cellular device and spectrum access ecosystem that makes them a timely
area for further research (see Section 2.1 [The Case for Cellular]). Most existing CCN research
has focused on the challenges of building and deploying CCNs in a single network context [101,
166, 79], focusing on rural access and coverage. dAuth builds from this work’s development of
community-appropriate cellular technologies, but targets a different operational point where there
are multiple coexisting operators in an area rather than a single operator. This brings additional
challenges and a different trust model in the protocol design. Such an operating point is likely
more realistic in urban and suburban settings in the short term, but could feasibly extend to small

rural towns in the future.

5.8.2 Shared Cellular

Others are also exploring different models for shared networks in the cellular context. FreedomFi
is a startup in the United States building hardware and software to enable individuals to deploy
basestations and receive credit on the Helium blockchain for providing service [5]. Through
partnerships with existing network operators, they allow for both private users and capacity offload
from national networks to individually-deployed basestations. While this model decentralizes the
RAN, it still relies on centralized authentication and billing infrastructure from the partner MNO,
leaving the same single points of failure as existing traditional cellular networks.

Hasan et al. developed Community Cellular Manager, a system which allows an anchor
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MNO to leverage federation with community cellular network more easily than permitted by
existing 3GPP protocols [74]. Its architecture accounts for backhaul unreliability by pushing core
network functions to the edge like dAuth, but assumes a setting where either nodes are trusted
and authentication information can be shared directly with the edge nodes, or they are not and the
authentication information must remain with the anchor operator. Some of the original authors
of CCM went on to work on Magma, a 4G/5G-capable distributed core network with a similar
high-level architecture [181]. Neither CCM nor Magma directly address the challenge of safely
distributing security information across edge nodes when edge nodes cannot be independently
trusted. dAuth addresses this problem directly, and the techniques developed for dAuth could be

applied in the FreedomFi or CCM/Magma federated network architectures.

5.8.3 Cellular Core Reliability and Performance

Beyond community networks, general reliability in cellular networks has received considerable
attention from the networking community. In Skycore, Moradi et al. sought to build a reliable
UAV-based network, and arrived at an architecture where each UAV runs its own core network
stack at the edge, similarly to CCM, Magma, CoLTE, and dAuth [123]. Additionally, to address the
power and capability constraints of lightweight UAV hardware, they pioneered pre-computing
and pre-distributing the authentication and security information tuples, not just the key material,
ahead of time to lower the processing overhead on each UAV. dAuth builds on this work in a
very different operational domain, and adds additional guarantees to safeguard the pre-computed
authentication information in the event that a subset of backup nodes are compromised.

Much attention has also focused on possibilities for refactoring and redesigning cellular
core networks for increased performance, both in terms of scalability and latency/throughput.
Moradi et al. decomposed the monolithic cellular core into smaller pieces with better support for

reconfiguration to improve flexibility, resiliency, and performance [124, 122], Qazi et al. proposed
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re-architecting the protocols between core network components for better state locality [144],
and Mohammadkhan et al. completely redesign the division of concerns between core network
components, again to improve performance [121]. In the context of large-scale networks on
virtualized platforms, Katsarakis et al. developed rVNF to make it possible to implement reliable
stateful cellular core network functions more efficiently on cloud infrastructure through a cellular-
optimized replicated data store [102], and Nguyen et al. re-allocated the responsibility for particular
pieces of state between the core and the edge to allow implementing the core on performant but
unreliable cloud infrastructure [127]. While these systems for the most part improve reliability
and performance within an individual network, and are backwards compatible, none of them
address the natural correlation inherent in the operations of single-operator systems and are still
vulnerable to configuration or software rollout failures. By allowing for collaboration between
multiple organizations, dAuth provides an additional layer of resiliency and decorrelation beyond
single-operator approaches, which could theoretically be combined with these proposed intra-

operator architectures in future work.

5.8.4 Alternative Authentication Schemes

Researchers have explored alternative authentication schemes for cellular networks, seeking to
also bring more flexibility into the authentication process. Johnson et al. proposed a network
architecture based on publicly releasing the symmetric keys for all user SIM cards, effectively
removing any authentication protections and relying on over-the-top services to provide security
via VPN connections or TLS [96]. Schmitt and Raghavan propose using the same SIM credentials
for all users in the network to preserve anonymity at the link-layer, and use signed tokens at
the application layer to pay for service while remaining relatively anonymous [159]. Both of
these approaches are backwards-compatible with the existing device ecosystem like dAuth, but

by relinquishing control over the connection between the UE and the basestation, leave the user



113

vulnerable to attacks abusing the basestation’s trust in the device ecosystem to cause the UE to
behave maliciously, potentially illegally interfering with other networks, draining the device’s
battery, or spamming the user with spurious alerts and messages. dAuth provides additional
guarantees to the user that the serving network is trusted by their home organization while still
remaining fully backwards compatible with off-the-shelf devices.

In Cellbricks, Luo et al. outline a vision similar to ours, were many small organizations are
capable of joining together into a federated cellular network [111]. Unlike dAuth, their approach
relies on a centralized data broker to be online to validate user credentials (leaving users vulnerable
to an outage at a single organization), and requires modifying the baseband of the user device to
use asymmetric cryptography. Jover and Lackey similarly propose a non-backwards-compatible
architecture based on asymmetric cryptography with a coordinating blockchain in dHSS [97]. In
contrast to these works, dAuth avoids asymmetric cryptography to maintain compatibility with
existing 3GPP standards. This allows for immediate and incremental deployment in today’s CCNs

with unmodified off-the-shelf user and RAN hardware.

5.9 Conclusion

Our system, dAuth, enables real-world deployment of small cellular networks with standards-
compliant Commercial Off The Shelf (COTS) user devices widely available today. We take advan-
tage of the details of the battle-tested AKA authentication scheme to allow networks to proactively
share authentication material to allow redundancy in the case of local failure and share the load

of authentication across multiple nodes through natural sharding of user state.
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Chapter 6

Network Capacity as Common Pool Resource: Community-Based

Congestion Management in a Community Network

Executive Summary

In this work I conducted an initial study of the feasibility and appropriateness of applying es-
tablished CPR governance principles (see Section 6.2.4 [Common Pool Resource Governance]
and Table 6.1) to community network congestion management. My collaborators and I drew
our methodology from elements of both Value Sensitive Design and Participatory Design, solicit-
ing participants’ feedback on a range of possible congestion management system designs while

probing the value tradeoffs embedded in each.
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Hypothesis

Drawing from my lab’s collective experience building and working in community networks, my
collaborators and I hypothesized that existing economic theories of Common Pool Resource (CPR)
Governance, formalized by Elinor Ostrom and the Bloomington School of Economics [135, 43],

could apply to congestion management in community cellular networks.

Summary of Key Findings

Among participants, my collaborators and I confirmed a preference to avoid pricing-based mecha-
nisms when allocating network resources and find desires to non-neutrally prioritize person-to-
person communications, support local human-mediated management tools, and balance respect
for individual data privacy with informed, community-based network governance. Our initial
results support that Ostrom’s CPR governance principles are compatible with the values of local
users and could help structure efforts to achieve the goals identified by the workshop participants

for the network.

Next Steps & Connections

Building from this work I prototyped a user-facing system for managing bandwidth in community
cellular networks according to the principles outlined above, and am continuing to work with
Rhizomatica to support their deployment of values-compatible cellular networks in Oaxaca. This
project also inspired me to re-think the sets of privacy tradeoffs and assumptions which become
embedded in low-level protocol designs, connecting to my work examining how networks can

collaborate to provide more reliable service.
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6.1 Introduction

As communities build and begin operating networks, physical limitations such as device power,
legal limitations such as spectrum availability, and financial limitations, such as equipment cost,
lead to practical constraints of the materialized network. Network congestion, the state of one
or more of the network’s links being insufficient to support the traffic generated by end-user
applications, is a common phenomenon that results in poor quality of service and poor experiences
using the network. In Internet Protocol (IP) networks, congestion causes packet delay and loss,
experienced as slow page loads, stutters and drops in audio calls, or in extreme cases, resource
timeouts that make entire sections of the modern web unavailable to these users [64].

We draw a distinction between congestion control, the automatic scaling-back of traffic to
coordinate multiple devices on a network at machine-appropriate timescales (nanoseconds to
seconds), and congestion management, the process of allocating bandwidth between users and
tasks at human-appropriate timescales (minutes to years). Commercial Internet Service Providers
(ISPs) traditionally perform congestion management through pricing, where users pay a higher
price for a greater amount, faster rate, or increased Quality of Service (QoS) [47, 163, 114, 164, 193,
78, 53]. These policy decisions are then enforced through changes to network parameters which
impact machine-level congestion control and ultimately users’ traffic.

“Data plans” with a fixed speed (i.e. 10Mbps) and/or quantity (i.e. 5GB) are straightforward
and common, but lead to under-utilization and wasted capacity. Dynamic “smart data pricing”
mechanisms are economically efficient [163], but are complex, can have adverse side-effects
on real users who rarely act completely rationally [129], and break incentives when networks
face divergent short and long-term objectives [152]. Managing congestion through pricing also
introduces practical challenges to billing and payment collection [18]. Importantly, allocating
resources via pricing in a community network can contradict the values inherent to that particular

network [120], which may be modeled by its community as a public or common good inappropriate
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for pricing.

Drawing from our group’s collective experience building and working in community networks,
we hypothesized that existing economic theories of Common Pool Resource (CPR) Governance,
formalized by Elinor Ostrom and the Bloomington School of Economics [135, 43], could apply to
congestion management when pricing is inappropriate. While Ostrom’s work focuses on physical
resources such as fisheries or watersheds which are vulnerable to tragic long-term collapse [135,
133, 136], persistent network congestion collapse can lead to frustration and an inability to
accomplish productive or time-sensitive tasks. Network congestion emerges when the collective
demand of local users exceeds the carrying capacity of the network, mirroring how shared physical
resources collapse in the existing economics literature. The research team has observed multi-hour
outages where although a connection was available, even relatively lightweight mobile-optimized

applications timed out and failed due to excessive congestion despite congestion control.

In this work we conduct an initial study of the feasibility and appropriateness of applying
established CPR governance principles to community network congestion management. Manage-
ment of a network with the principles outlined by Ostrom requires rules for access and allotment
of resources in the face of scarcity that carry embedded values. As primarily ICTD researchers,
we are sensitive to the centrality of the Global North to the design of existing tools for network
management. We draw our methodology from elements of both Value Sensitive Design and
Participatory Design, and solicit the users’ feedback on a range of possible designs while probing

the value tradeoffs embedded in each.

Working with a local partner, we held a series of workshops and interviews in Santa Inés,
a small community with a history of communal resource management in Oaxaca, Mexico near
Asuncion Nochixtlan. We identify concerns held by members of the community around privacy
and information in a locally owned IP network, explore values around how their community would

define fair sharing of network throughput, and gather opinions for how such sharing should be
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structured. Community network management presents a unique challenge since operators often
lack deep technical knowledge of how IP networks function [90], but are tasked with managing a
network serving the entire town. At the same time, their responsibilities cross privacy and trust
boundaries more typical of wide-area networks, serving a variety of users with whom they may
have very different relationships.

We do not claim to establish which approach is best for this community or other communities
in general, but identify directions for the design of future systems in this context which diverge
from existing approaches. Among participants, we confirm a preference to avoid pricing-based
mechanisms when allocating network resources and find desires to non-neutrally prioritize person-
to-person communications, support local human-mediated management tools, and balance respect
for individual data privacy with informed, community-based network governance. Our initial
results support that Ostrom’s CPR governance principles are compatible with the values of local
users and could help structure efforts to achieve the goals identified by the workshop participants

for the network.

6.2 Related Work

6.2.1 Community Network Operations

A significant volume of work from CSCW, HCIL, ICTD, and other non-academic contexts has
explored the challenges of building and maintaining community networks. Examples of com-
munity networks include Guifi.net [20], Digital Tribal Village [155], TakNet [108], and many
others. Community networks span a wide spectrum of organizational structures [120], with some
growing organically as user-to-user meshes [45, 50], while others adopt more centralized but still
community-oriented structures [167, 20].

Previous literature has explored long-term maintenance and upkeep of these networks, with

Surana et al. describing early technical challenges in network maintenance [180], Bidwell ex-
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amining the role of women in sustaining community networks in the Global South [25], Dye
et al. documenting the care and inter-personal coordination of maintaining Havana’s organic
StreetNet [50], and Jang et al. exploring crowdsourced local repair [90]. In contrast to work focused
on construction or repair, we consider the day-to-day resource management in an operational
network, but which is constrained even in its fully operational state. Dye et al. do briefly discuss
bandwidth management and conflict remediation practices implemented within the StreetNet
organizational hierarchy, but in a very different context than Santa Inés. Our work additionally

builds on theirs to explore a wider design space of possible management practices.

Prior work has also characterized how resource management impacts sustainable long-term
operation of community networks. In African community networks, Rey-Moreno et al. [148] found
that backhaul (the connection between the community network and the public Internet) bandwidth
was a significant part of operational costs. This is the case in Santa Inés as well. Rey-Moreno et
al. note the importance of local services to remove some pressure on the backhaul, but did not
explore the details of how the limited bandwidth and network congestion was managed. Baig et
al. [18] recounted the challenges scaling and managing resources within Guifi.net, the largest and
most successful community network in the world. The Guifi.net model relies on a complex set of
accounting and cost sharing agreements between operators and maintainers, and uses a traditional
monthly billing model for end-users. In contrast, the network in Santa Inés operates at a much
smaller scale and faces fundamentally different challenges since there is only one operator (the
community’s telecom coop) that operates much closer to its users. Additionally the dominating
financial constraint in Santa Inés is the operational cost of a long-distance Internet connection

rather than capital cost of new infrastructure.
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6.2.2 Existing Approaches to Wide-Area Congestion Management

Pricing

Much scholarship has been dedicated to the question of how to price Internet and mobile phone
services in the face of limited capacity and users’ quality of service expectations. A first wave
of Internet pricing research in the ’90s and early 2000s focused around the challenges of using
pricing to control demand and maintain service quality in rapidly growing Internet and mobile
networks. A variety of pricing mechanisms based on auctions [114], congestion marking [62],
priority bands [130], flows [137, 92], and hybrid approaches [195] were proposed, but Internet
providers predominantly continued to use basic pricing schemes [129]. DaSilva [47] and Falkner

et al. [53] survey this era of research.

A second era of pricing research began in the early 2010’s and continues today. Sen et al. and
Chiang et al. argue that “smart data pricing” is still relevant for congestion management in modern
networks [164, 163, 42]. Ha et al., Joe-Wong et al., and Sen et al. argue for time dependent pricing
in both fixed and mobile networks [93, 69, 165]. Ha et al. additionally developed a user-facing
application, TUBE [71], to help end users manage the complexity of optimizing use under these

time varying schemes.

While pricing has the advantage of good scaling properties, pricing may not always be ap-
propriate in all contexts, particularly in close-knit communities like Santa Inés. In all of the
research on economic means of network congestion management, relatively little exploration has
been done towards non-pricing-based mechanisms. MacKie-Mason and Varian note as an aside:
“There are many ways to deal with congestion externalities. One way is to establish social norms
that penalize inappropriate behavior. Such norms can work well in small groups where there is
repeated interaction, but they often do not scale well to a system with millions of users” [114].

In this work we explore whether non-pricing congestion control mechanisms and policies can
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apply to medium-sized groups of hundreds, not millions, and allow small community networks a

different way to manage available capacity.

Embedded Automatic Protocols

“Congestion Control” is a well-studied technical domain in computer networking essential to the
more general task of congestion management. In the Internet architecture, end-to-end transport
protocols like TCP [35] or QUIC [106], using congestion control algorithms like CUBIC [70]
or BBR [32], sense network congestion through packet loss or delay and then scale back the
amount of data transmitted by each client until the congestion is resolved. These protocols are
fundamental to the stability of Internet and largely operate automatically outside the knowledge
of end users. Yet on extremely constrained links, like those found in remote networks like in
Santa Inés, automatic congestion control protocols can only divide the limited resource so much.
In a network serving tens to hundreds of users with only a few megabits per second of Internet
throughput, this can result in per-flow allocations of 100Kbps or less, insufficient for the modern
Internet. Higher level decisions about what traffic should be allowed when, and by whom, are
required. We see low-level automatic techniques as compliments to, rather than replacements for,

higher-level logic to manage network demand as explored in this work.

6.2.3 Existing Approaches to Home and Personal Connection Management

Insights from home and personal network management can also apply if we model a community
network as an entity managed by a group of non-experts with a shared commercial backhaul
connection and many connected devices. The CSCW and HCI communities have explored some
of the approaches taken by individual users to manage their home connections. Grinter et
al. [65] make a case for CSCW researchers to pay attention to how home networks are used,

the maintenance and operations work that they generate, and their impact on the overall home



122

environment. Yang et al. [196], Chetty et al. [38, 39], and Mortier et al. [125] develop and deploy
several different home network management tools, delving into the social implications of revealing
network status and giving network control to users in a shared space. These tools could be
deployed as mobile applications or as views in a central management interface, but would not
be appropriate for a context like the Santa Inés network (violating privacy values discussed in
section 6.5.1). Chetty and Mortier both note social tensions and conflict caused by the information
made visible and the control capabilities provided by their technologies. We anticipate that these
issues would be exacerbated in the community network setting, where users have looser social
connections and less frequent direct interaction, and designed our line of inquiry to explore these

tensions.

Researchers have also examined how individual users manage their personal connections and
developed a range of applications to assist in managing them under different network regimes.
Chetty et al. developed uCap to help users plan for data caps in the home [40], Sambasivan
et al. [153] developed SmartBrowse for managing mobile data consumption, and Ha et al’s
TUBE [71] allows users to automatically optimize consumption with time-varying prices. Im et
al’s AMUSE [86] helps users plan for when low-cost connections will likely be available, time
shifting non-essential traffic. Similar tools could be deployed in the community networking context
to help make users more aware of their consumption, smooth demand, and provide visibility to
more effectively conserve network resources. While these applications give power and control to
end-users, they all assume the network itself is fixed and that users interact with it independently.
Community networks offer an additional opportunity, unconsidered in existing tools, for users to
collectively optimize network policies that could lead to higher performance than individual-level

optimizations alone.
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6.2.4 Theoretical Framings

Throughout our work, we operationalize Ostrom’s theory of Common Pool Resources (CPRs) [135]

as well as Participatory and Value Sensitive Design (VSD) methodologies [60].

Common Pool Resource Governance

Within economics, significant study and theoretical work has been dedicated to the management
and sustainability of common pool resources (CPRs), resources which can be appropriated (used)
communally without private ownership, but can be overused without management and coordina-
tion. Elinor Ostrom’s Nobel Prize-winning work [135] characterized successful and unsuccessful
approaches to the management of common resources and popularized a framework for under-
standing how communities can effectively manage CPRs over time through collective action. Prior
to her work, it was widely believed that the only ways to sustainably manage CPRs were external
government regulation or privatization, but she finds stable counterexamples from a wide variety
of real-world institutions, and devises game-theoretic models for how these counterexamples

operate [134].

We conceptualize community network bandwidth as a Communal Pool Resource in Santa Inés,
where network users are appropriators and network congestion corresponds to states of overuse.
Prior works from Bernbom [22] and Hess [82] explore modeling the macro-scale Internet as a CPR
using Ostrom’s principles, but neither explore design implications nor consider how Ostrom’s

principles could be scaled appropriately to the community network context.

Ostrom outlines common principles shared by successful institutions (summarized in table 6.1),

which we explore applying to community network congestion with the members of Santa Inés.
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Table 6.1: A brief summary overview of Ostrom’s design principles of CPR governance, detailed
in Chapter 3 of Governing the Commons [135]. We find that congestion in the LTE network in
Santa Inés could be managed in a way compatible with community values and all 8 principles,
and discuss this further in sections 6.5.4 and 6.6.4.

CPR Design Principle Summary Description

1. Clearly defined The boundaries of the resource and those allowed to use

boundaries it are defined and enforceable.

2. Congruence between The way the resource is actually used is reflected in any

appropriation and provision | rules applied, and those rules are responsive to changes

rules and local conditions in local conditions “on the ground”.

3. Collective-choice Most users impacted by operational rules can participate

arrangements in rule modification.

4. Monitoring Monitors are able to track use, and are accountable to
local users or are local users themselves.

5. Graduated sanctions Punishments for breaking rules are contextual and
flexible given the seriousness of the offense.

6. Conflict-resolution Inevitably arising conflicts can be resolved quickly and at

mechanisms low cost.

7. Minimal recognition of The rights of users to organize and self-regulate are not

rights to organize challenged by external authorities.

8. Nested enterprises If the CPR is part of a larger system, activities are

organized in multiple layers.

Participatory & Value Sensitive Design

Value Sensitive Design (VSD) methodologies as outlined by Friedman, et al. are an attempt at
supporting ethical technology design by investigating the relationship between human values and
designs that may align or conflict with those values through their functions or affordances [60].
VSD proposes three major lines of investigation: conceptual, focusing on forming theories about
stakeholders and their values; empirical, focusing on observing and clarifying stakeholders’

competing values, practices, and motivations around use; and technical, focusing on properties and

mechanisms of technology and the values that they support or hinder. We conduct participatory
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Figure 6.1: From left to right: the trial LTE hardware, the view of the centro in Santa Inés, and the
town hall and community telecom office.

design workshops [103] with the help of our partner Rhizomatica to elicit Santa Inés network
stakeholders’ values and desires for network management, which will inform future technical

designs for their network.

6.3 Context

This research is part of a long-term collaboration between the researchers and Rhizomatica/TIC, a
nonprofit organization specializing in rural connectivity and community media, to develop new
forms of Internet-capable community networks. Here I outline the context to understand the com-
munity’s current Internet access, unmet technical needs, and relationship with Rhizomatica/TIC.
Rhizomatica has a multi-year relationship with Santa Inés, and they jointly run a sustainable GSM
(2G) (voice + messaging only) community cellular network. Rhizomatica introduced the research
team as a possible partner in exploring management options for a new Internet-capable LTE (4G)
network, and Santa Inés let the researchers stay for two months of field work and helped organize
public workshops in exchange for assistance soliciting and organizing ideas for managing the LTE

network.
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6.3.1 Rhizomatica/TIC

Rhizomatica/TIC has operated in the Oaxaca region for the past 12 years, offering technical and
legal support for the development of Community Cellular and Radio Networks. Rhizomatica/TIC’s
mission is “to increase access to and participation in telecommunications by supporting commu-
nities to build and maintain self-governed and owned communication infrastructure,” through
“regulatory activism and reform, critical engagement with technology and the development of
decentralized telecommunications infrastructure, and direct community involvement and par-
ticipation.” They explicitly encourage local, value-sensitive governance of telecommunications,
with implicit political biases towards local autonomy, sovereignty, and community solidarity.
These biases come into play through Rhizomatica/TIC’s role in workshop facilitation, subtly
impacting themes and results. However, we perceive that Santa Inés’s long-standing relationship

with Rhizomatica/TIC has also led to general alignment on values and goals.

Santa Inés

Santa Inés can be broadly considered rural, which shapes residents’ access to the Internet and other
technical infrastructure. I follow Hardy, Wyche, and Veinot’s recommendation [73] to characterize
the research context’s rurality along descriptive and sociocultural dimensions.

Santa Inés is a primarily agricultural area with around 1000 residents located 30km from
Asuncion Nochixtlan, the nearest larger town with a petrol station, supermarket, and high-speed
connectivity. The surrounding terrain is rugged, with sharp hills and mountains on all sides.
Regular communal taxis go between Santa Inés and Nochixtlan, 25 minutes each way (plus wait
time to collect a full car).

There is a strong sense of shared identity in Santa Inés, reinforced by multi-generational
familial, economic, and geographic ties. A rotating local government is elected every 3 years to

manage day-to-day operations, but all large decisions are put to a vote before “la asamblea,” a



127

monthly meeting of all heads of household. Multiple participants mentioned a sense of duty to the
community’s welfare, for example to prioritize local over distant sales of corn in times of scarcity.

Wireless ISPs offer Internet connectivity for ~$50USD/Mbps/month, but few purchase a home
connection since the links are expensive and unreliable. A shop and small cyber cafe in the town
center sell hourly WiFi access ($0.50USD/hour), and there is a free connection and computer lab
at the town hall. The free connection is time-limited per person per week since it is provided by
the national government with an expensive satellite link. Santa Inés residents are not new to the

Internet, but must travel to the town center or Nochixtlan for the services they need.

6.3.2 Existing Cellular Networks
2G Network Providing Congestion Management Experience

Santa Inés owns and operates a nonprofit GSM (2G) cellular network serving ~400 users, with
technical assistance and training from Rhizomatica/TIC. The access point (or basestation) is located
on a tower on a tall hill, covering the centro and many of the surrounding ranchos. The network
provides calls and texts, both locally and with long-distance interconnect to the global phone
network. Users pay a small monthly fee to become network “members,” which grants unlimited
local calling and texting, as well as the ability to receive calls from outside the community.
Outbound long-distance calls are charged per minute depending on the destination, but rates are
set as low as possible while covering costs. The network is a nonprofit, and the rates are generally
considered reasonable by the residents.

The Santa Inés network only supports 15 simultaneous calls, and is commonly saturated
since local calls are unlimited and free. Rather than putting a price on local calls, the community
addresses congestion by limiting local calls to 5 minutes when the network is busy. This: a) breaks
up long calls to allow new users to connect, and b) reminds local callers talking for a long time

that they should consider continuing the conversation face-to-face. We revisit this alignment of
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policy and values in the context of IP networks in section 6.5.2:Embodiment of Local Values.

LTE (4G) Network Trial and Adapting to Internet Congestion

Santa Inés community telecom and Rhizomatica/TIC are running a trial of a new LTE network to
eventually provide high-speed Internet over a similar coverage area as their GSM network. The
LTE network currently runs at low power due to limitations in the trial equipment, covering only
the centro. It initially served ~15 users, and had expanded to ~40 by the end of this study. Rhi-
zomatica/TIC has not decided how they would recommend Santa Inés manage network congestion
in the LTE network and users had not yet considered the problem.

At the start of this research the trial network was operating as designed, but was already
suffering from Internet congestion issues though the community had not identified them. The LTE
and GSM networks shared their backhaul connection, and excess traffic from the LTE network was
congesting this link, leading to packet loss which manifested as stuttering and dropout of long-
distance GSM voice calls. Without management tools to make the problem visible or networking
expertise to intuit what was happening, the president of the cooperative consulted the backhaul
provider, who “fixed” the problem by disconnecting the LTE network. The LTE network was later
reconnected by Rhizomatica/TIC and the research team, with a coarse rate limit in place to avoid

future interference for the duration of the trial.

6.3.3 A History of Communal Operations

Santa Inés has a history of communal resource management and established values around
appropriate and inappropriate allocation of shared resources. For example, water resources are
collected in a communally managed reservoir and a rotating committee is charged with allocating
water fairly between different families based on the size of the household and each family’s needs.

Distribution is based around perceived fairness, rather than a cost per liter. Similarly, communal
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taxis charge a low flat price and pride themselves on delivering essential transportation to the
community.

Funding to build the 2G cellular network’s tower and purchase radio equipment was provided
by the Santa Inés government, and the network occupies communal land and office space. Residents
view the network as a shared resource which should be operated altruistically to the benefit of
all. These values inform the network’s management and pricing structures: the fixed monthly
fee equally distributes the costs of maintenance and operations across all users, users pay at cost
for long-distance calls, and local resource utilization is managed through the 5 minute local call
limit applied equally to all when the network is busy. While there is a desire to apply the same
high-level principles in the new LTE network, it is unclear how best to rectify the nature of modern

Internet congestion with these existing values.

6.4 Methodology

Operationalizing elements of Participatory Design and Value Sensitive Design (see 6.2.4: Theoreti-
cal Framings), we sought viewpoints from multiple stakeholders, encouraged participants to think
about community-wide interests and policy preferences, and explicitly elicited values associated
with the network. Ostrom’s principles informed our line of inquiry and helped structure our results.
We adopted mainly empirical and technical VSD, using knowledge of cellular network affordances,
combined with participatory methods, to reveal users’ preferences and concerns and explore
a wide space of possible congestion management strategies. In our analysis we synthesize our
observations to develop a conceptual understanding of the values expressed and distill concepts
to high-level themes such as privacy of usage data and equality regardless of financial means.
With Rhizomatica and the Santa Inés community telecom operator, we facilitated three public
workshops to both educate the community about congestion in the LTE network and gather ideas

for how to manage it. We also held two formal meetings with town leadership and conducted two
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opportunistic interviews. All interactions were in Spanish; the research team leads speak proficient
Spanish and Rhizomatica staff are a mix of fluent and native speakers. Over the course of this
research, one researcher lived in Santa Inés for a month and facilitated workshops 1 and 2. Two
other researchers joined for two weeks at the end of the study for all meetings, interviews, and
workshop 3. Even though it was not a research outcome, the researchers present in the community
made themselves available to the network operator for direct assistance with the trial network,
troubleshooting several technical issues and helping implement a rate limit in coordination with

Rhizomatica at the operator’s request.

6.4.1 Workshops

The workshops extended from the residents’ existing understanding of management strategies
used for different resources in Santa Inés, network management experience with their existing
2G cellular network, and exposure to commercial prepaid and postpaid plans used when outside
Santa Inés. Two facilitators from Rhizomatica were present for all workshops in addition to the
researchers. The workshops took place in an outdoor gathering space near the town hall, and
were planned for an hour of content but tended to run long due to questions and discussion. The
Santa Inés network’s leadership suggested that the most people would be able to attend if the
workshops were held in the early evenings on weekdays, and they scheduled each workshop.
Participants were not monetarily compensated, but refreshments were provided to attendees. The
workshops were approved by our University IRB.

Rhizomatica indicated that some participants would likely be illiterate, so the workshops were
designed to not require individual literacy. All written artifacts pictured were discussed verbally
and written by identified scribes. Consent to participate was gathered verbally as well, and written
demographic surveys were not conducted. Audio recordings and the researchers’ field notes are

the primary outcomes of each workshop.
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Table 6.2: The count of participants in each workshop, their gender presentation, and the number
of participants who were returning to participate in a second workshop.

‘ Total ‘ Female Male ‘ Returning

Workshop 1 | 18 7 11 N/A
Workshop 2 6 4 2 2/6
Workshop 3 | 15 3 12 4/15

Workshop 1

Workshop 1 covered background of how the LTE network operates, how congestion impacts
Internet networks, and generated initial use cases and ideas for congestion management. Partic-
ipants were recruited from the general population of Santa Inés via a broadcast SMS message
sent to all members of the 2G network two days beforehand. The operator also sent a broadcast
reminder message and made a loudspeaker announcement in the town square half an hour before
the workshop. 18 people participated (7 women & 11 men) and the workshop lasted for 1 hour

and 40 minutes.

The workshop contained two parts, an overview of the network and congestion concepts
introduced in a brief lecture, followed by an interactive question and answer session and large
group discussion. Network congestion was explained (and discussed later) with both road traffic
and carrying weight analogies to give an approachable way to relate to the abstract concept of
congestion. Facilitators did not attempt to teach the details of how low-level protocols operate,
but did offer feedback throughout the discussion that some strategies may be easier or harder
to implement due to the types of information available in the network. Participants already
understood that networks have a capacity limit from their experiences with the 2G network,
and intuitively grasped the relative burdens different types of traffic place from experience with

prepaid plans on commercial networks in larger cities.
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The open discussion began by answering participants’ questions about congestion and the
differences between the new LTE network and the existing GSM network. After answering these
questions, the facilitators steered the discussion towards the more open-ended topics of Which
applications and use cases are most important in Santa Inés? and What are some ideas for how the
community could/should manage the network? Facilitators emphasized that the network would
belong to the people of Santa Inés at the end of the technical trial and that they had the agency to

decide how they would like to operate it.

Workshop 2

Workshop 2 followed later in the same week as workshop 1, with the goal of generating more ideas
for congestion management and making a rough rank order of the appeal of different policies.
Participants were recruited through an announcement at the end of workshop 1 and a targeted
SMS to residents using the trial LTE network or who had explicitly expressed interest in the LTE
network to the telecom administrator. Workshop 2 had only 6 participants (4 women & 2 men),
including 2 return participants from workshop 1, and lasted for 1 hour and 20 minutes. Workshop
2 was accidentally scheduled in conflict with a church service and following party which we

believe limited participation in combination with the more focused recruiting.

Workshop 2 was structured as a group brainstorming session to explore possible network
management approaches. The workshop began with a review of concepts from workshop 1 given
by one of the returning participants with help from the facilitators. Afterwards the participants
reviewed the ideas from workshop 1 and additional example proposals from the researchers, and
then brainstormed new ideas together. For each idea, facilitators elicited the participants’ thoughts
about Do you think this approach is a good or bad idea? Why? and How would this policy help or
hinder using the network? At the end of the workshop the participants came to a consensus on the

top 3 ideas they would most like to see implemented.
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Figure 6.2: Two of the five personas created for workshop 3. Personas contained basic demographic
information, as well as a freeform “legend” section where participants could describe important
parts of the persona’s life, including how the persona interacts with the network.

Workshop 3

Workshop 3 followed two weeks later, and was designed to gather feedback and opinions on the
proposals from a wide variety of participants. Participant recruiting was done via a broadcast
SMS message one day in advance, with a personalized followup reminder message targeting users
of the LTE trial network the afternoon before the workshop. Workshop 3 had 15 participants, 3
women and 12 men, and lasted 1 hour and 35 minutes. Three participants had been present during

workshop 1, and one returned from workshop 2.

Workshop 3 began with the generation of 5 user personas [143], which were then used to

evaluate sets of theoretical network policies. Participants divided into 5 groups, where each group
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represented a persona in addition to themselves. The researchers generated 5 sets of policies
concretely implementing the ideas gathered in workshops 1 and 2, and presented these policies
for evaluation. Unlike in workshops 1 and 2, the facilitators did not attempt to explicitly explain
congestion, but provided a short practical example justifying each policy and then asked the
participants Is your profile in favor of this policy? Are you in favor of this policy? Why? and Does
your profile thing this policy is fair and effective? Do you think this policy is fair and effective? Why

or why not? This sparked followup questions and debate, which the facilitation team encouraged.

6.4.2 Other Interactions

In addition to the main workshops, the field researchers arranged two meetings with Santa Inés’
government authorities and the telecom coop leadership, and conducted two informal interviews.
Only notes were taken during these conversations and after each interaction the research team
met to debrief and record detailed notes. The researchers invited participants from workshops 1
and 2 to contact them through the telecom with any questions or if they wanted to share additional

opinions, but none reached out.

Leadership Meetings

The first meeting took place between workshop 2 and workshop 3, and was attended by the mayor,
two other government representatives, the cooperative president and treasurer, and the researchers.
All non-researchers were male, and the meeting lasted for about half an hour. The researchers
reviewed the policies gathered from the first two workshops to gauge their acceptability to these
key stakeholders, and sought input from the leaders about what information they would want
from the network to evaluate its utility to the community.

The second meeting took place in the afternoon before workshop 3 to include representatives

from Rhizomatica who had come to facilitate the workshop. The mayor, two other government
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representatives, the cooperative president and treasurer, the cooperative network administrator,
two residents, and two representatives from Rhizomatica were present. All non-researcher partic-
ipants except the administrator were male, and the meeting lasted for approximately one hour.
This meeting focused on setting boundaries for metadata collection, planning for future Internet
health workshops hosted by Rhizomatica, and finalizing commitments between all parties for how

results would be shared and next steps decided since the current study was coming to a close.

Impromptu Interviews

The field researchers interviewed one resident, a middle-aged woman and mother of three, who
had befriended the researchers but was unable to attend the workshops. The interview focused
on how she and her family would like to use the network, her opinions on the proposed policies
from workshops 1 and 2, and her experience as a user of the current GSM network. The interview
lasted approximately 40 minutes.

The field researchers also interviewed the telecom network administrator, a middle-aged
woman. The interview focused on her experiences running the GSM network, and the processes
and tools she uses for network management. The research team presented some of the metadata
that could be gathered and used for administration of the LTE network, and sought her feedback

on what information she felt would be most useful. The interview lasted approximately one hour.

6.4.3 Analysis

Transcripts were generated from the audio recordings of workshops 1 and 2, but the audio from
workshop 3 was unfortunately unintelligible due to a microphone misconfiguration. My co-author
and I conducted thematic analysis on the transcripts and field notes, ultimately generating 103
codes grouped into relevant high-level themes. We then examined the themes according to how

they inform implementing Ostrom’s CPR governance principles in this context. All participant
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responses in the paper are translated to English by the research team with names anonymized.
Some responses from workshop 3 are paraphrased from field notes instead of quoted, indicated by
italic text with no quotation marks. We shared a draft of this paper with Rhizomatica, who agreed
it is a faithful representation of the field outcomes. We also shared a translated summary with the

community via Rhizomatica, but have not received direct feedback.

6.4.4 Limitations

This study only includes one site, with a somewhat small sample size (33 unique participants)
skewed towards men. Additionally, only a fraction of participants had direct experience with the
LTE network at the time the study was conducted, and their views could change with experience
and once possibilities are no longer hypothetical. The workshops were scheduled and advertised by
the Santa Inés telecom authorities, and power dynamics and politics unobserved by the researchers
and Rhizomatica could have impacted who chose to attend. There is also likely some bias introduced
by Rhizomatica’s participation in the workshop execution, since their existing relationship with

Santa Inés would influence which topics participants chose to broach and elaborate.

Transferablity & Reproducibility

The confluence of experience with communal infrastructure management (see 6.3.3) and ongoing
engagement in community-based telecommunications (see 6.3.2) distinguishes Santa Inés as a
research partner. Directly reproducing this study in another context will likely require additional
capacity building prior to conducting workshops, but we believe that most insights from this work
are not tightly coupled to Santa Inés and could be applied to designs for other community-area
networks. Nevertheless, many of the insights in this study are particular to mid-sized “community-
area” networks like the one in Santa Inés, which fall technologically and organizationally between

wide-area networks (commonly operated by a third party provider) and local-area networks (com-
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Figure 6.3: Policy ideas generated and evaluated by participants in workshop 2. The top three
policies are circled.

monly operated privately). Ostrom’s principles may not be an appropriate model for understanding
the dynamics of these distinct network structures, which have different sets of stakeholders and

power dynamics.

6.5 Findings

In this section we highlight common themes to inform the design of future community-based

congestion management tools in Santa Inés and the values embedded within them.

6.5.1 Tradeoff between Individual Privacy and Collective Awareness

As in any network or platform, community networks’ generated metadata is both a powerful tool
for understanding the network and a liability to individual privacy. Participants understood this

tradeoff and were willing to explore compromises between these two extremes.
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Value of individual privacy

Many participants felt it was important that their individual usage not be exposed or recorded.
There was some confusion about how much information could be seen by the network operator,
but even when it was clear that the operator could not read individual messages due to encryption,
these participants preferred that their individual app usage history not be recorded !. One
participant offered (paraphrased) I am a taxi driver, and some of my competitors live in this town. I
don’t just want everyone to be able to see how I am using my phone, what sites I visit, what messages
I send. Maybe someone could use this information to steal my business secrets or my customers!
Participants were willing to allow an administrator to see the aggregated amount of data they
use as long as it did not show specific sites and apps. This would allow identifying network hogs,
but still provide some privacy. This arrangement is analogous to the policy used in Santa Inés’s
2G billing system, where the administrator sees the total number of SMS and calls per user, but
not the full call data record. In the LTE network people did not want any per-person statistics
to be stored for longer than a month or two. The length of the telecom membership cycle is one
month, so a short holding policy would allow investigation of any issues without preserving data

unnecessarily.

Importance of collective awareness

The community in Santa Inés has an interest in understanding the long-term benefits or detriments
of the network, since they are ultimately responsible for its operation. Yet the need for informative
longitudinal data runs counter to the value placed on individual privacy discussed above. In
traditional ISP networks, the disjoint nature of the user and the operator hides this tension, but it

is readily apparent in the context of the Santa Inés network. We discuss this further in section 6.6.2.

We believe it is worth noting that when asked directly, participants express a desire for individual privacy, but
that most participants are using mainstream Internet applications which conduct substantial background tracking
and hidden data collection [199].
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Participants were open to gathering aggregate statistics about usage of specific sites for the
purposes of making decisions about the network, as long as they were for the whole community
and not individuals. Participants suggested that this data could even be useful in developing

workshops customized for Santa Inés to teach the tradeoffs of applications that see wide use.

6.5.2 Embodiment of Local Values

Since the network is owned and operated by the community, local values inform a locally appro-

priate definition of network fairness.

Allocate resources for each user

Participants discussed models for fairly allocating bandwidth in all three workshops. There was
general agreement that all else being equal, instantaneous bandwidth should be divided per-user,
not per-application as occurs naturally in IP networks. A user with a heavy application should not
take up more of the link than other users with light-weight ones. In one representative exchange
between a facilitator and a participant: “How would you want to share the connection? If there are
200 people who want to use the half megabyte, should it be all equal? / Yes, everyone equal. / Per
person, or per application? / It should be per person... yes, per person.” While dividing bandwidth
per user is an intuitive high-level concept, implementing it requires explicit traffic shaping in the

network, and the community and Rhizomatica were previously unaware of these requirements.

Tradeoff between fairness and waste

Participants were more divided on the best way to define a fair distribution of data on longer
timescales. Some advocated for daily or weekly data caps as is done in many commercial networks,
since this is easily measurable, familiar, and treats everyone’s data equally. Other users argued

this would not be fair, since it would penalize those who want to use the network heavily when it
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is otherwise lightly loaded, leading to wasted resources. One participant in particular strongly
advocated against data caps. Paraphrasing her argument: it’s not fair to have a daily quota if I
am only in town on the weekend when there are not so many people. I hardly use the network at
all during the week, and would lose that data. Even with a weekly quota, it’s not fair. If the road is
empty, why should someone have to pay extra to use it just because they already used their quota?
It’s a waste. Others suggested that after exceeding the cap users should not be disconnected, but
rather just deprioritized. Even this was controversial though, since responsible heavy use in the
morning when the network is lightly loaded could make it harder to accomplish everyday tasks
later in the day. In general, there was no clear consensus on whether it is fair to have someone’s

use (or lack of use) prior to the current moment impact the instantaneous allocation of bandwidth.

Opposition to paid priority

Some participants were in favor of allowing people to pay for extra capacity on the constrained
backhaul link as long as this capacity did not come from the fixed capacity shared by the entire
community. The distinction between whether a user is paying for extra backhaul or whether
they are cutting in line on the shared communally purchased resource is subtle but extremely
important. This point was debated extensively during workshop 3 due to a misunderstanding.
Once participants realized that the facilitator was trying to propose that “paid priority” simply
meant that the payer’s traffic went first on the existing link, all participants immediately united
to oppose the policy. One explained (paraphrased): Just because someone has money, that doesn’t
mean that they can get special treatment or are more important than anyone else. This proposal
goes against our values as a community. An arrangement where additional funds went towards
additional resources without taking away from the common allocation would be acceptable to
some, but would require a new arrangement with the backhaul provider (who currently only offers

a fixed rate service).
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Concern for existing WiFi providers

Several participants expressed concerns about how a community data network would impact
existing local businesses selling WiFi or computer access. The workshop attendees did not come to
a conclusion about the best course of action, but did want to consider the impacts of any network
on their fellow neighbors’ businesses as the details of the network are finalized. One participant
noted, ‘Tt seems to me that the people who sell Internet, like Luis and Jose, are not going to stay
in business. It won’t work because people are going to prefer to pay monthly [with the community
network], but currently have to pay per package (one hour session).”

Some options discussed were explicitly restricting the community IP network to critical traffic
to allow businesses to serve users seeking entertainment, or limiting the public network throughput
to only a basic level. Limits on the public network would leave the businesses to offer higher
speeds for a better browsing experience to those who need it. Another suggestion offered by
Rhizomatica would be to involve these businesses in the operations and maintenance of the
community network, since they already have some IP networking experience and could offer
customer support. Participants did not come to a conclusion since details about the costs and

capabilities of the community network after the trial have not been finalized.

Capacity building and preparedness

At several points during the workshops and in the meetings with leadership, the community
expressed a desire for additional workshops and resources to better understand the network and
how to be safe online. User education can be an important tool for long-term network health, and
integration of information from the network with education could open up opportunities to better
achieve the community’s goals than could be done with network management alone. One resident
elaborated, “You know, the best thing you could do in the workshops, for example, would be to explain

each app, if there are consequences to the application. For example, Youtube, gives this benefit, brings
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this cost, and Facebook, everything... we want to know really what each application brings to us.”
Participants suggested that locally accessible videos of any workshops or other educational
materials would be useful. One community member proposed requiring all users complete some
form of training before receiving full access to the network. This training could give users both an
understanding of how their use impacts others in the community, and also resources to protect

themselves and their families on the Internet.

6.5.3 Use Cases and Application Prioritization

The goals of the Santa Inés network’s users shape the design of an appropriate network manage-
ment approach. Participants identified calling or chatting with friends and family, listening to
music, watching videos, using social networks, and searching for information as common tasks.
Video streaming services like Youtube were mentioned as both a source of entertainment and
educational content. Wikipedia was also commonly cited as an example of a useful information
service, and one participant explicitly mentioned searching for concepts to help her son with his

homework.

Importance vs. priority

Entertainment and media were clearly important use cases in the community; one participant
noted (paraphrased): a network that didn’t support videos would be ineffective. Even so, participants
were enthusiastic about de-prioritizing bandwidth-hogging media applications if doing so would
improve performance for high-value, if rarer, traffic such as emergency calls. While opposed to
paid priority (see 6.5.2), participants were open to applying task-based prioritization equally across
all users. Participants who discussed both prioritization and application blocking tended to prefer
prioritization as a more flexible approach to traffic balancing. As a concrete example, in workshop

2 one participant proposed blocking video streaming during busy hours. Others responded that
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only de-prioritizing those applications would be better, since if the network were full they would

be blocked, but if there was extra capacity it could be used and not go to waste.

Supporting person-to-person communication

Above all other use cases, participants consistently stressed that the network must provide reliable
telecommunications for the community- that voice calls and messages are the most important
function of the network. Calls and messaging allow community members to maintain social
connections with far away family members as well as accomplish practical tasks like calling a
taxi or ordering supplies from town. One participant put it plainly: “What is the point of giving
data to the whole community if we can’t make a long distance call? Understand, most people just
want to communicate with their family and friends.” When asked to select their top three desired
features in the network, participants in workshop 2 agreed that prioritization of telephony was the
single most important feature, and there was unanimous agreement in workshop 3 that telephony

prioritization would be a good general policy.

Small applications

Most participants thought it would be a good idea to give preferential treatment to lightweight
traffic that places a low burden on the network, especially after discussing the relative traffic
magnitudes of different Internet activities. Participants grasped that prioritizing lightweight traffic
makes it easier to interactively search and browse text information, while only slightly delaying
heavy tasks like media streaming or file downloading. One facilitator was explaining, “You can
decide which applications are limited and which get more data...” and a participant interrupted “Ah,

so for example Youtube could be last? ... This would be a good idea.”
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Supporting education

Several participants raised the point that students often receive homework requiring the Internet
for research or to watch an educational video, and that supporting education is one of the primary
goals of the network. According to one, “And here we need the [general] Internet connection above
all, for the students.” A parent recounted that she and her school-aged son live in an outlying
rancho, and they sometimes have trouble completing his homework if it requires the Internet.
Either she has to wait in the town center after school while he completes the assignment, or if no
computers are available, attempt to return later. Returning is a heavy cost in terms of both time
and resources (in the form of gasoline with the family car or a taxi fare), and sometimes she tells

him that he just won’t be able to finish his homework that day.

Implementability

Not all proposed ideas are easily or sustainably implementable, and coming up with feasible
approaches that can approximate or functionally replace other solutions is an important part of
real-world system development. While control of the network is powerful, it is also limited by
features of the modern Internet (https + encryption) that restrict the information available at the
network layer. After learning about these restrictions, participants identified that it would be
difficult to prioritize an important task (such as doing doing homework) when all the network
can see is which addresses and sites are being accessed. One of the participants responded to a
proposed deprioritization of Youtube: “But then, let’s say that we have done this and are watching
Youtube, how slow is it? Can you? Now you can’t. If one might want to look for information, then,

you have to wait.”
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6.5.4 Design for CPR Governance

In this section we synthesize our findings to identify design opportunities for supporting network
congestion management compatible with the values and ideas expressed during the workshops
while satisfying Ostrom’s Principles for CPR Governance (see Table 6.3). Successful governance
will enable the citizens of Santa Inés to control their own network, applying the resources of the
network where they see them as most beneficial.

Santa Inés already has established practices and technology for maintaining boundaries (1),
time-tested collective choice arrangements (3), and a recognized right to organize (7). The network
is independent and small enough that nested enterprises (8) are not yet required. To support the
remaining principles in a value-compatible manner, we see a need for new technical systems in the
community network context enabling the creation and testing of network traffic policies, ethical

data collection and monitoring, flexible sanction application, and efficient conflict resolution.

Congruence Between Appropriation and Provision Rules and Local Conditions (2)

Ostrom’s second principle addresses the ability to craft and adapt rules appropriate for changing
local conditions. Participants proposed a wide range of theoretical policies, from priority access
for attending training, to application bans, to quiet hours with limited speeds, among many
others. However, with today’s tools, it would be difficult for non-expert users to craft, experiment,
and deploy arbitrary management policies. There is an opportunity to build functionality into
the management system to support users in crafting new policies and testing their effects in a
controlled setting. There is also an opportunity to support ongoing efforts in training, education,
and capacity building by making network operation and status more transparent.

Data about collective use of the network will be needed to inform rule changes over time, but
its collection should balance respect for individual privacy. Community leaders expressed a desire

for operational data, but models for collecting useful longitudinal data for non-expert users, while
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maintaining individual privacy, agency, and data sovereignty, remain to be developed. Specifically,
any deployed analysis tools must avoid storing detailed individual metadata traces, and will need

to be flexible to support current use cases without precluding future policy evolution.

Supporting iterative, responsive decision-making aligns well with Ostrom’s principles, but
presents challenges when developing software. Current design best practices streamline infor-
mation flow to preserve attention, but this assumes the designers can know what information is
relevant, and often comes at the expense of adaptability to future unforeseen use cases. When
discussing plans for the network, local leaders were hesitant to commit to a plan, preferring a
flexible ad-hoc approach. The cooperative president remarked: “We don’t get even a megabyte with
what we have right now, in the 4G [network], but it’s the Internet... I don’t know who it matters to, but
if you all want to add a megabyte, it will be faster, I'll tell them [the provider] to add more Internet.”
It will be important to build tools with flexibility in mind that communicate ground truth data in a

way that could be applicable to a wide variety of policies and questions years down the road.

Monitoring (4)

Monitoring resource appropriation is critical for preventing or penalizing excessive use. Par-
ticipants desired a monitoring framework that could identify persistently heavy users while
maintaining appropriate privacy safeguards, and supported establishing a position similar to the
network admin in the 2G network. The admin would have privileged access to the monitor, and
would rotate with the changing government duties in the town. Certain aspects of monitoring in
the Santa Inés community network could be simpler than in a natural CPR (such as a fishery or
forest), due to the ability to directly measure network traffic. Like the statistical data collection
tool discussed in the previous section, a network monitoring tool will need to thoughtfully to
preserve end-user values towards privacy and autonomy while still providing enough data to

enforce flexible community rules.
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Graduated Sanctions (5) & Dispute Resolution (6)

Rather than attempting to encode strict rules in the network software, participants suggested
deferring decisions when possible to a human administrator, as is done in the existing 2G network.
The human in the loop can reach out via SMS to inform users if they are hogging or abusing the
network, and apply rate limits or disable access only if they are non-responsive and continue bad
behavior. An admin tasked with monitoring conditions during peak hours can identify problems,
gather information both in-band and out-of-band, and implement reasonable, timely solutions
taking into account all available context. Extending their toolkit for monitoring LTE network
utilization and placing rate limits or bans on bad actors would be relatively straightforward, and
allow more flexibility in enforcement than hard-coded rules.

There is also a design opportunity to facilitate communication and dispute resolution between
the admin and users. On the management side, any tools should provide a means for the admin to
save some kind of record of the behavior in question to consult when mediating a dispute. On the
user side, network management tools should provide status to end users, allowing them to see if
they are being sanctioned and why. A record should be kept of sanctions applied, so end users can
appeal to higher authorities if they are being treated unfairly. While the admin is available in a
physical office in the town center, sanctions should not prevent the user from using their phone to
contact the admin or make an emergency call, since they may not be able to easily travel to the

town center to otherwise discuss the problem.

6.6 Discussion

6.6.1 Net Neutrality versus Network Ownership

Many of the congestion control/avoidance strategies discovered and discussed in the workshop

run afoul of the principle of net neutrality: that network providers should not prioritize or block
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traffic based on the destination, application, or service [52]. For example, workshop contributors
clearly indicated a preference for voice and messaging over other traffic. We believe these results
speak strongly to the limitations of net neutrality policies in backhaul-limited and congested
rural access networks. In these networks, there are both critically important services and limited
capacity to handle all traffic. This combination requires network providers to have prioritization
schemes (or congestion management) to resolve this conflict.

We aim to move away from simplistic notions of net neutrality, primarily a policy designed to
keep powerful ISPs from engaging in business practices that harm customers, to network ownership,
which is when users can decide network policies based on their needs. In this case, assuming
ongoing community participation and ownership, traffic prioritization can be done in service of
improved network performance and user experience. With network ownership, we believe that
non-net neutral policies can be explored in more depth, especially mechanisms to ensure they

remain in control of, and support, their users.

6.6.2 Privacy in Community Networks

Privacy is an important counterpoint to the above discussions on mediated access and community
control. A strange advantage of the traditional ISP model is that service is provided by a large
corporation which has (or should have) little interest in your daily life. With tight bonds between
members of small communities, other users may have an unhealthy personal interest in your use
(or non-use) of the network.

This will be a key challenge going forward, as the tension between providing a rich dataset
for the community to use for decision making is inherently at odds with anonymous Internet
access. For example, a power user may be downloading too many movies via YouTube and need
to be throttled. While inherently innocuous, this may cause the organizing committee to ask what

videos are being seen and, even though the content in anonymized, they could continue to limit
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Internet access until that information is received.

This issue has come up before in our partner’s GSM (2G) community networks. In a separate
network, the community asked for the ability to gather call logs from the access point to monitor
youth and shared accounts. This was not implemented by the partner, who was concerned it
would create an incentive and means to monitor romantic relationships, specifically romantic

partners.

6.6.3 Differing Scales of Congestion Control

Network congestion can happen at a number of time scales. It can happen at the millisecond scale
when two competing services require more network capacity than is present. It can happen in the
span of hours as multiple users, with services that require reasonable amounts of data, all sum to
more than the network can handle. It can also happen over the course of a week, as the backhaul
link temporarily fluctuates in capacity due to network failures outside of the community.

Each scale may require different congestion control mechanisms with differing levels of au-
tomation. The rapid microsecond congestion control remains the domain of traditional congestion
control protocols such as TCP. At longer human-appropriate time scales, it may make more sense
to allow operators to selectively disable or enable classes of service or switch entirely from one
automated prioritization regime to another. We believe building usable network administration
tools that embrace the time-varying nature of rural edge networks, at human time scales, could be
an interesting new direction for research.

While participants proposed many automated mechanisms, such as the prioritization of certain
content, there was also a repeated suggestion to designate a person “in charge” who could serve
as a point of contact and leverage outside context and human sensibility in management decisions.
Mediated access has a long history of research in ICTD [154], but in this case maps closely to

governance structures already present in the community. In Santa Inés, individuals are given
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control over key community resources with the expectation that they are trained to maintain and
support the infrastructure until their time has passed. Santa Inés uses a similar strategy to manage
water resources, where trusted members of a water control committee have the authority to
disperse allocations from a communal reservoir and responsibility to manage overall consumption
to avoid a shortage. As such, developing congestion management mechanisms with a “human-in-
the-loop,” but that are compatible with individual Internet privacy and security expectations, is an
exciting area of future research. We anticipate developing novel systems that both provide “knobs”
for operator control as well as mechanisms for users to observe and interact with the operator’s

choices, such as network status and views into currently applied rules.

6.6.4 Technologies for Community-area Networks

Supporting infrastructure, both technical and non-technical, for community networks falls into
an under-explored middle-ground between wide-area networks (e.g., regional ISPs), and local-
area networks (e.g., home WiFi). In wide-area networks, powerful tools cater to professional
network operators [157], providing advanced monitoring, filtering, and shaping capabilities. Yet
they fall short in the community setting because they have a high usability threshold, gather
and make visible too much data about individual users (see section 6.6.2), and assume a highly
asymmetric power relationship between the operator and the end-user. They also lack affordances
for transparent sanctions or dispute resolution like user-accessible sanction logs or a privacy-
respecting means to store evidence of bad-behavior. In local-area networks, home-targeted tools
have a lower usability threshold, but often lack facilities for flexible traffic shaping and don’t
integrate with commercial-grade cellular equipment (via DIAMETER and the Gx interface) to
enforce radio resource limits or identity primitives like SIM-card authentication. Local-area tools
also gather and make visible too much data about individuals, assuming all users are part of the

same trust circle (whether it be a family or small business), and do not consider auditing and
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dispute resolution in their designs.

Building an effective community-area network management tool simultaneously compatible
with Ostrom’s Principles and the values expressed by workshop participants in Santa Inés will
require re-evaluating design assumptions around the relationship between the network operator
and end-users. Such a tool would require a mix of affordances from today’s wide-area and local-
area tools, while adding capabilities to support dispute resolution and balance end-user privacy

with collective awareness of network operation.

Collateral Damage from the Surveillance/Privacy Arms Race

During the workshops, participants commonly desired high-level task-based policies, like prioritiz-
ing realtime voice calls, education, and messaging applications while deprioritizing entertainment
videos. In practice though, Transport Layer Security (used by HTTPS) masks task information from
the network, severely restricting what can be made visible for the sake of congestion management.
The tension between privacy of content, and privacy of general task, is an important tradeoff in the
community-area network setting rarely considered in wider Internet privacy discourse.

Quality of Service (commonly referred to as QoS) tags theoretically allow applications to signal
how packets should be handled by the network, and can differentiate realtime communication
traffic from background bulk transfers, but are often not implemented and subject to abuse. In a
sample of three end-user devices in the Santa Inés LTE network, none consistently tagged packets
from popular communication applications WhatsApp and Signal. Heuristics or Al-based classifiers
on flow characteristics like protocol, address, packet size, and frequency can be developed for
some tasks, but would be subject to errors which could exclude traffic the community would
ideally want to prioritize and visa-versa.

Ultimately, reconsidering how much information is revealed to the network and fixing QoS

tagging would require long-term changes across the device and application stack, but would open
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up new classes of enforceable management policies. Such changes do not preclude development
of community management tools now, as long as such tools are flexible enough to make QoS, or

some other type of task information, visible if it were to provide a meaningful signal.

6.7 Future Work

This study is part of a long term collaboration between the researchers, Rhizomatica, and Santa
Inés. While we have identified several directions for future work, we plan to focus immediately
on the co-design and development of appropriate tools to support an administrator in managing a
small to medium sized community LTE network. In the long run I think there is much potential
to explore additional social mechanisms to improve the collective management of community IP
networks, inspired by Ostrom’s principles for common resource management and social-based

conservation efforts.

6.8 Conclusion

In this work we conducted initial design explorations of community-based systems for congestion
management in a rural community LTE network. Through a series of participatory workshops,
interviews, and discussions, we gathered a wide range of policy proposals and feedback on their
feasibility and appropriateness to Santa Inés. Among participants, we found a desire to non-
neutrally prioritize person-to-person communications, an aversion to pricing-based mechanisms
for allocating network resources, support for human-in-the-loop local management tools, and an
aspiration to balance respect for individual privacy with informed network governance. We see
an opportunity to apply collective-action approaches, informed by Elinor Ostrom’s Principles for
CPR Governance, effectively in the community cellular network context for a more humanistic
and flexible approach to community network governance than traditional pricing and automated

congestion control.
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Table 6.3: This table details how Ostrom’s principles can be operationalized for management of
the Santa Inés community LTE network as a CPR. Asterisk entries (*) mark principles with a
technological component, and bold entries indicate areas where the researchers hope to offer
support through the participatory design process. We identify design opportunities to support
rule creation (2) and enforcement mechanisms (5) in the network, as well as tradeoffs in providing
a local admin with data and visibility into the network to facilitate monitoring (4) and conflict
resolution (6) while respecting community privacy values.

CPR Design Principle

Santa Inés LTE Community Network as CPR

1. Clearly defined boundaries*

Potential users can be clearly delineated via possession of
a network-specific SIM card required for access, and also
blocked based on SIM card identity.

2. Congruence between
appropriation and provision
rules and local conditions™

Through participatory workshops and local governance
structures, the community could craft rules such as cost
structures and usage policies based on their needs and

values. The rules could be updated as conditions change.

3. Collective-choice
arrangements

Santa Inés has established governance structures for the
telephony network, and users can modify management
rules through collective action via the local government.

4. Monitoring*

A network admin, employed by and a member of Santa
Inés, could observe others’ usage through a management
portal in a manner consistent with local privacy values.

5. Graduated sanctions”

Rules for sanctions, such as temporary blocking or de-
prioritization, can be decided by the community along
with other policies. A network admin can apply a range
of sanctions on a case-by-case basis.

6. Conflict-resolution
mechanisms*

The network admin can be consulted for minor conflict
resolution, or serious issues can be escalated through
existing community governance structures.

7. Minimal recognition of rights
to organize

Independently managed community cellular networks
in rural Mexico have been granted special permission to
operate by the national government.

8. Nested enterprises

The community network operates independently and is
small enough to be approachable.
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Chapter 7

Concluding thoughts

Throughout my research and this dissertation I have been able to work with a wide range of
collaborators who have taught me how to bring an equally wide range of different methodologies
to the problem space. My work has varied from traditional data science, to systems development,
to human-centric design, but all focused on building a holistic understanding of the role IP-
based community cellular networks can play in the broader connectivity ecosystem. Community
networking and ICTD in general is such a vibrant field partly because of this broad scope for
relevant work and the value the field places on a wide range of methodologies. I would not have
wanted to work any other way:.

In my experience, building sustainable and appropriate connectivity solutions is not something
that can be done in a one-size-fits-all manner. The rich history of ICTD and HCI in diving into how
technology is used, adapted, tolerated, or opposed by all the humans around a particular technology

has helped guide my work and shaped the way that I understand the problem. Much remains to be
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done to build a diverse set of robust and performant connectivity solutions for everyone, especially
as the ecosystem to continues to evolve and develop over the next decade(s). In particular, there is
a large gap in both product and spectrum availability for small vs. large operators. Many systems
and processes in connectivity have ossified to the point that starting a new service is a bureaucratic

and regulatory challenge that doesn’t scale down to small organizations.

In writing this conclusion I spent a fair amount of time looking at my early writing and
reflecting on how my understanding of the problem space has changed over time. Unlike the prior
sections, this chapter does not attempt to make a rigorous argument, but rather documents my
observations and reflections throughout the process, hopefully to the benefit of those reading this

document and continuing this work.

7.1 Threads

7.1.1 Distinctly Targeting the “Smedium” Scale

A common thread through my work has been the intentional embrace of the limited scale of small
community networks at the protocol and technology level. By explicitly giving up on large scale
and a one-size-fits-all objective, my work allows challenging the assumptions that individual
nodes cannot come together to make cooperative agreements, and that all issues of fairness
must be resolved mechanically. At the same time, my work explicitly targets operation between
“economic entities,” who are not part of the same family, business, or organization, and where
complete transparency is not appropriate. This middle scale manifests a blend of the challenges,
opportunities, requirements, and responsibilities of small and large networks, and I think there
is an opportunity for interesting research leading to both novel organizational structures and
technologies that could make a real impact on how medium-sized networks are used, managed,

and understood.
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7.1.2 Humans and networks

In the follow-on to my work in Oaxaca, I was planning to focus on the co-design and development
of appropriate tools to support an administrator in managing a small to medium sized community
LTE network. Partly as a result of covid and partly due to the general difficulty of field work,
I didn’t get a chance to finish this research. In the long run, I think there is lots of room to
explore additional social mechanisms to improve the collective management of community IP
networks. Beyond just community networks, increasing densification of networks leading to tough
questions about network ownership and responsibility in general. Tools that help community
networks operate could also be leveraged to apply to “neutral host” operators and federations of
independent access points too. There is a lot of quality work in other fields analyzing common
resource management and social-based conservation efforts to build on and adapt to the computer

networking domain.

I think it would also be interesting to extend this work to investigate network ownership and
user education. “How can systems give more control over the Internet back to the communities
they serve?” is a difficult and nuanced question. To begin with, should systems do such a thing,
or is it important that the Internet strives for a more individual-centric notion of neutrality? As
every community is a collection of individuals, how should the network’s affordances help or
hinder the community in establishing and enforcing local norms? These types of discussions are
not insulated from the question of power, and implementers will need to consider who will be able
to use these enabling technologies to enforce their view of what is appropriate in the network.
Coming to a single answer is likely impossible, but it does seem like there could be promising
directions here for maintaining a community’s shared culture and values while still providing

additional utility through Internet connectivity.
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All in balance: One thing I did take away from my field work though is an appreciation for
how precious attention is, and the importance of letting the network get out of the user’s way
when it can. Given the possibility for many different failure modes in edge networks, applications
for measurement and network understanding for end users should be able to provide a more
useful status than “bars” to aid users in fixing or adapting to the problem at hand, without being
overwhelming during normal operation. Such tools might also help users grok the increasing
complexity of networks in the 5G era outside rural access.

There is an important tradeoff between giving enough information that users feel like they
understand the network and would feel comfortable fixing or modifying it, while being considerate
to the fact that most people are not networks researchers, don’t love networks, and just want to
use the network to accomplish their other goals. Robust research into this tradeoff seems like it
would be challenging to conduct, but could have significant impacts on the design of user-facing

networked systems going forward.

7.2 Challenges

While I believe that CCNs have an important role to play in the portfolio of connectivity options
needed to solve practical access challenges, they are not on their own a perfect, or even sufficient,
standalone solution. Other important challenges outside my work remain that will need to be

solved for CCNis to be effective.

Backhaul

Most immediately, CCNs only address the “radio access” part of the connectivity puzzle. The
backhaul connection from the community back to the wider Internet is taken as a given in CCN
research, and it is up to each community to acquire a sufficient and economically sustainable

backhaul connection. While many communities are able to creatively piece together backhaul,
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many others still are not, and CCNs are silent on addressing the technical challenges of establishing
a backhaul connection in remote or challenging areas. Low-earth-orbit satellite networks and
other aerial platforms may help to address this challenge from a technical perspective for remote
areas, but other technically and operationally creative solutions could be explored. In urban
areas where the challenges often stem from empowerment and economics rather than physical
access, partnerships with municipal fiber or wireless point-to-point or mesh networks could
yield interesting possibilities for cross-layer optimization and customization of the network’s

characteristics to provide quality cellular access.

Operations

Everyone I have met in ICTD maintains “field work is hard,” and my experience has been no
different. Supporting operational networks as a researcher is a big challenge on its own. Supporting
operational networks while maintaining work-life balance and research progress is a monumental
one. Much of my learning through grad school is not reflected directly in this thesis, since it’s all
operational. I now know how to manage python dependencies, build and deploy debian packages
securely through the repository infrastructure, update keys, ship software updates across 256K
satellite links, roll back software updates over 256K satellite links, and back up three different
kinds of database. Leaders and long-term participants in the field must continue to push for new
and creative ways to maintain projects and support institutional capacity and knowledge transfer

for collaborating with partner networks in the long term, beyond the tenure of a single student.

Device ecosystem and costs

There is a substantial capability gap between the traditional telecommunications equipment
vendors and the smaller vendors willing to sell to community network organizations. These

vendors’ equipment offers lower performance equipment in terms of peak bandwidth, power



159

efficiency, scheduler performance, and radio sensitivity than the equipment available from the
major RAN vendors. While the traditional vendors offer high performance small-cell hardware
that would be technologically appropriate for community networks, they do not have sales and
support structures that allow small operators to purchase and operate this equipment. There is no
way to buy the equipment at a listed price in small quantities, and no way to get basic support
(like firmware upgrades) without an expensive negotiated support contract. Furthermore, while
the hardware is capable, these current carrier systems are designed to only integrate with large-
scale customized Operations and Management (O&M) software suites developed for region-scale
networks with many nodes. While theoretically possible to scale them down, these systems are
onerous to license and deploy, and are often very expensive.

Further complicating the issue is that while there are projects in progress to better standardize
RAN components for modularity and lower costs through competition [173] and new deployment
models [5], there is not yet a robust, modular, or open-source RAN ecosystem. This means there’s
no open source baseline to bound costs, and no foundation to allow smaller players to compete
and push the market towards customer focused products. Compared to the more diverse WiFi
device ecosystem, cellular is improving but still relatively unhealthy. Devices are full of attempts
at vendor lock-in via incompatible software and feature licenses, there is no stable open source
firmware, and minimal transparency in pricing and features makes it hard to even understand

what is available as a small player.

7.3 Towards Future Networks

The late 2010s and early 2020s have seen substantial developments in the wider connectivity
ecosystem. Several companies (OneWeb, Amazon, and SpaceX, among others) are actively working
to send thousands of satellites into low-earth orbit (LEO) with the promise of high-quality, low-

latency global connectivity. As noted in Kleanse et al. [104] “Constellations of hundreds to
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Figure 7.1: Bokondini Network Affordability. In this figure the total purchased amount is encoded
in the size and color of each point. The x-axis indicates how many days a user was active in the
Bokondini network, and the y-axis indicates the average amount of credit spent by the user per
day when they were active. The yellow hashed area indicates accounts whose consumption would
not directly justify a standalone satellite subscription. While consumer preferences and spending
power naturally change over time, as a rough first-order estimate, very few of the accounts in

Bokondini spent enough on network services to afford their own next-generation satellite terminal
and subscription.



161

thousands of satellites promise to offer low-latency Internet to even the most remote areas.”
In other domains, the vision of ubiquitous machine to machine connectivity via the Internet
of Things and low-power wireless is also coming to fruition [77, 72]. The development of the
IoT ecosystem is bringing with it extremely efficient waveforms and low power [188], or even
completely batteryless [89, 4], devices with new use cases for rural networks [185]. While the
ICTD community has lately focused on creative applications of mature technologies, I think there
is a timely opportunity to influence the rollout and applications of these new technologies in a

way that could benefit from the more holistic perspective of ICTD research.

New Options in Low-band Spectrum

Wide area coverage for rural access benefits from the propagation and penetration characteristcs
of (relatively low frequency for broadband applications) UHF and VHF spectrum. Due to its good
propagation, this spectrum is highly sought after and relatively scarce. As a consequence of
its physical properties, this spectrum is also the spectrum being targeted by Internet of Things
protocols and the wider IoT device ecosystem. As discussed in Section 2.1 [The Case for Cellular],
remote CCNs benefit from their ability to access this spectrum, but come with challenges in global
deployment due to the need to negotiate secondary use spectrum access and address regulatory
concerns to avoid interference with incumbent mobile network operators. In contrast the IoT
device ecosystem, built from the ground up for end-user deployment, offers hardware in the
(admittedly very constrained) UHF and VHF unlicensed ISM bands.

Combining community cellular in easier to license “mid-bands” for high-speed town-scale
coverage with IoT protocols for coverage extension and continuity of access around the periphery
of the area could allow for significantly more coverage at a capacity supporting messaging
and photo sharing. In the ICTD and community networking space, researchers have already

developed systems for mixed cellular/WiFi connectivity before the availability of high-speed
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cellular connections [29]. Vigil-Hayes et al. recently built a system exploring a cross-layer model
specifically for hybrid IoT and broadband connectivity using LoRaWAN for coverage extension of
the mobile web beyond a wireless LAN [191]. There’s a lot of opportunity to explore other models
for how to expose this type of mixed connectivity to end users and effectively take advantage of

the growing IoT device ecosystem for access extension.

New Options From Orbit

Given how much of my work, and community cellular networking work in general, focuses on
the challenges of operation behind a backhaul-limited satellite link, these are exciting times. I
am cautiously optimistic that the upcoming generation of low earth orbit satellite networks will
finally deliver on the promise of service in remote areas with fiber-like latency and orders of
magnitude more throughput than existing geostationary VSATs. Moving from a design regime of
bandwidth scarcity to bandwidth abundance, on-par with metropolitan connections, invites new
applications to remote areas while also bringing new challenges.

For one, formerly connectivity-limited communities and their local cultures will have to grapple
with the availability of the media-rich modern Internet, no longer isolated by physical remoteness.
This will be a problem soon, and is increasingly moving from a hypothetical to a real practical
challenge that needs creative and powerful solutions, both technical and social, to address.

In addition to the possible cultural impacts, widely available high-performance satellite net-
works will directly and profoundly impact the sustainability and operations of community net-
works. While less expensive and more performant links are a huge advantage in building a remote
network, it’s also possible that the individual-focused nature of satellite connections could actually
have the counter-intuitive effect of eroding access availability by poaching the highest value users
from existing networks. Losing these users removes the implicit cross-subsidization of lighter

users on existing shared infrastructure. Figure 7.1 is a re-render of the graph from Figure 3.5, with
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a dividing area added to distinguish the accounts in Bokondini whose spending would support
a personal satellite connection at current advertised prices, and those whose would not. The
network would be much more challenging to operate sustainably without the contributions from
the “whale” users.

Ubiquitous LEO satellite brings more uncertainty beyond impacts to culture and network
economics too. Operating a community network takes work [50]; will an option to buy an
individual high quality connection that solves their immediate problems erode the motivation of
anchor users to invest time and skills in CCNs? Will LEO networks be able to continue to improve
speeds and reliability to keep up with advances in urban networks, or will they soon feel as slow
as VSAT feels today? Will rural site economics change such that traditional national operators
networks cover the entire world? Will the satellite networks develop technology to directly reach
end-user devices without a terminal after all [126]? The long-term costs, real-world performance,
reliability, and market/regulatory impact of the LEO networks remain to be determined, but their

nascent presence is already having an outsized impact on the state of rural and remote access.

A bright, and quickly approaching, future: Despite the looming challenges sparked by
any substantial technological development, I think that these new tools are on their way to
revolutionizing connectivity and bringing high-quality global access tantalizingly close to in
reach. Now is the time to make sure they are built with affordances to enable the type of broader

connectivity ecosystem we want to see in the world and leave for our children.
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APPENDIX A

Whale Watching in Inland Indonesia Supplemental Information

This appendix contains additional data collected but omitted from the main manuscript.
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Figure A.1: Heatmap of the amount of bytes
transferred between different organizations
and the users who communicate with them.
Some organizations communicate with most
or all users, while others communicate with
only a small subset.
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Figure A.2: Heatmap of the amount of bytes in each category transferred by each user. The
majority of users have at least some P2P traffic and traffic to a known advertising network. All
users interact with the local administration portal. Contrary to prior work, only a small subset of
users interact with known antivirus providers, but all receive software and/or application updates
from device manufacturer or operating system providers.
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APPENDIX B

CCN Traffic Measurement: COVID-19 Supplemental Information

Telemedicine Keywords

corona
covid
dokter
doktor
health
infeksi
kemkes
kesegaran

kesehatan

kewarasan
korona
lindungi
medical
medicine
mengobati
merawat
oba

peduli

pedulilindungi
pengobat
penyakit
telemedicine
vaccine

vaksin

virus

who
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APPENDIX C

dAuth Supplemental Information

C.1  SIM Detalils

The sequence number, or sqn, is a component of the authentication process that prevents re-
authentication using old authentication data.

When considering sqn as a single monotonically increasing value, determining a valid sqn
number could be done by choosing any sqn larger than what has already been used. However,
SIM cards can maintain a set of independent sqns by dividing the range of possible sqn values
into a fixed number of ‘slices’. Each slice is the set of all numbers that share the same modulo:

slice = sqn%number of total slices

The 3GPP specifies an informative implementation suggestion in TS 33.102 [2] where the SIM
card maintains counters for each slice. Consider a SIM card that maintains 32 slices. For slice 1
out of 32 (zero indexed), the slice counter would keep track of sqns 1, 33, 65, and so on. Table C.1
below shows this breakdown:

In the SIM Slices table C.1, note that the counters operate independently. It is possible to use
a smaller sqn following a larger sqn, provided that the smaller sqn is on a different slice and is
the largest seen of that particular slice. For example, a sqn of 33 (slice 1) would be valid, while 64
(slice 0) would be invalid. Table C.2 shows an example valid SIM state in the 3GPP informative
implementation.

C.2 Test Network Details

See Table C.3.



SIM Slices
%32=0 %32=1 %32=2 %32 = 31
0 1 2 31
32 33 34 63
64 65 66 95

Table C.1: Table showing sequence of values from 0 and on, separated into slices

SIM Slices
%32=0 %32=1 %32=2 %32 = 31
96 1 66 31

Table C.2: Table showing an example valid state for internal SIM slice counters
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