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University of Washington

Abstract Decentralized Object Finding
Using Forwarding Addresses

by Robert Joseph Fowler

Chairperson of the Supervisory Committee: Professor Richard Ladner

Department of Computer Science

A problem that must be solved in designing a large distributed computing system
is ensuring that processors can “find” all of the “objects” that they have the right to
access. To avoid the potential reliability problems and bottlenecks that can be introduced
by -centralized services it is desirable that object finding be decentralized and allow
any group of processors to proceed independently and autonomously. Given a model
of a decentralized system in which objects are analagous to moveable physical objects
and in which access rights are carried only by proper names, we examine in detail the
implications of using forwarding addresses for finding objects. Special emphasis is placed
on the issues of performance, active resource management, and high availability through
distribution.

We analyze the cost of using each of several object finding protocols based on for-
warding addresses, deriving ammortized worst case upper and lower bounds as well as
estimates for the average case. The average case costs of two simple protocols are ana-
lyzed using Markov chains, revealing that the mean cost per access is order of the square

root of N, where N is the number of distinct processors that an object visits. The worst



case costs of a path compressing protocol are determined to be order of log N. If the
object is accessed a times and moves m times, then all cost estimates are decreasing
functions of a/m.

We provide a detailed specification of a possible implementation of the PCacc pro-
tocol. One extension of the basic implementation involvés the addition of a mechanism
called an inezact reference set. This extension enables a processor to actively manage its
resources, both enabling it to reclaim the storage occupied by forwarding addresses and
to control the use of storage occupied by objects. Another extension that we describe
is that of allowing forwarding addresses to point to the multiple processors that host
distributed objecté. We show that this extension ensures enhanced accessibility in the

presence of processor faults.
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Chapter 1

Introdriction.

One of the more signiﬁca’nt developments in the area of computer systems in the last
decade has been the emergence of practical computer networks and the construction of
decentralized applications upon them. The same erz has also witnessed the emergence
of “object—oriented” programming and of systems and languages to support it. It is
natural to try to extend the “object—orientgd” approach to decentralized systems.

This dissertation is an investigation of a fundamental problem that must be solved in
order to have large, practical decentralized “object-oriented” systems: What mechanism
should we build into the system to allow any processsor in such a system to “find” all
of the “objects” that it can legally name? Conversely, which objects must it be able to
find? To answer these questions is to define and solve what we call the “object finding
problem”.

We percieved the use of forwarding addresses tc be a natural mechanism for object
finding and therefore chose to investigate in depth the implications of using them. Em-
phasis is placed on the issues of performance, resource management, and high availability
through replication. While forwarding addresses are naturally used in a decentralized
way they can also efficiently emulate centralized mechanisms such as directories. While
a directory can be accessed in constant time we will show that even in the decentralized
case, the worst case ammurtized cost to find an object is O(log N), where N is the num-
ber of processors that the object visits in its lifetime. In addition, we extend the basic

forwarding address mechanism to provide support for active resource management and



for accessing replicated objects reliably.

There are simple and efficient mechanisms for decentralized object finding for some

special cases:

o If objects never move then one can use a naming system that encodes the location
of an object in its name. The object finding problem reduces to the problem of
finding a route to a known location. If an object is able to anchor part of itself
in a fixed location while the rest of it moves around the system then finding the
anchored part also finds the rest of the object.

o If the ijects that move cannot be referenced remotely then the question is moot.

e If the number of processors is not very large and obj'ects don’t move very often,
then a combination of caching the last known address of an object combined with

an exhaustive search may be a reasonable approach.

e If the population of objects is sufficiently small and static then a global database
that has a known location, or is otherwise easy to find, can be used to keep track of
object locations. This can be extended somewhat to larger systems by distributing
the database. Further extension is possible by partitioning the name space and

delegating responsibility for each partition to a sub-database.

These approaches work under the assumptions stated. We are interested, however,
in the specific object finding problem that would exist in a completely decentralized
system in which there is a very large number of processors, in which each processor may
be creating and destroying small objects at a.high rate, in which objects may be freely
moved from processor to processor, and in which there is a mechanism for remotely
referencing and accessing objects.

The ability to move and and remotely access resources in a distributed system
promises many potential benefits with respect to performance and availability. For this
reason, if the mechanisms to economically support the movement of remotely accessible

small objects are developed then we expect them to become common in decentralized



object—oriented programming environments. While we do not know for sure that this
will occur it is certain that if these operations are not efficient then they will definitely
not be used. Until efficient support for these operations is provided we have no way of
knowing how or how much they will be used.

An examgle of an environment in which we expect there to be a lot of object motion
is the proposed Oz system. This system is being designed to support objects with
widely ranging sizes, including small, mobile ones. For instance, its language, Emerald
[BHJLS85, Hut85], has a “call by move” mode in which the objects that are arguments
to an operation on a remote object will be moved to that object’s processor so that locai
references can be used to access them. )

Object finding is a restricted form of what has been called “name resolution”. To
paraphrase Saltzer [Sal78], name resolution is the process of locating an object given a
name and a context. A stage of the resolution process maps a name in a context to a new
name in a new context. It may take many stages. Name resolution includes the interpre-
tation of addresses in virtual memory systems, the organization of hierarchical directory
structures, the resolution of symbols by compilers and linkers, and the functioning of
name servers.

Name resolution is a very broad topic. To focus‘our efforts of a more manageable
problem we use “object finding” to refer to the abstract but specific problem of deter-
mining which processor has the representation of an object, given a symbol that can
be thought of as a proper name for that object. Objects are constrained to be entities
that behave in a way that is intuitively analagous to physical objects, as opposed to
other abstractions such as properties, classes, or abstract mathematical objects. Object
finding does not include other forms of name resolution such as the use of databases for
resolving descriptive names into proper names, nor does it deal with the issue of name
resolution within a single processor.

We use “object finding” rather than “object location” because the latter term is easily

misinterpreted to refer to the problem of choosing where to locate objects.
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1.1 Other Aspects of Name Resolution.

There are many aspects of name resolution which we recognize as important but which
we do not address. There will ba abstract entities in a system other than objects and
there will be naming schemes other than our proper names. We explicitly do not deal
with these issues. |

We will not deal with routing messages between pairs of processors. We will assume
the existence of a logical network abstraction in which a processor that learns the name
of another processor can send it a message. The logical network handles the problem of
finding efficient and reliable routes over which to send the message.

We do not deal with the problem of resolving names that can be passed between
processors by mechanisms outside the system. In particular, we do not deal with the
problem of resolving names that can be typed or otherwise entered by humans. This is
the domain of conventional name services [Ter85]. Name services can be constructed on
top of or in parallel with the model of objects and proper names.

Similarly, we do not deal with the issue of finding objects that are referenced by
descriptions in the form of sets of well publicized attributes. That is the domain of
distributed databases.

1.2 An Example

In order to make our presentation more concrete we will use an extended example, the
Humongous Widget Corporation, a fictional manufacturing firm of the future. Humon-
gous has implemented a company—wide, object—oriented, decentralized computer system.
The Humongous Object Programming System (HOPS) emphasizes the analogy between
its objects and physical entities. Objects can come in all sizes. The mobility of an
object depends upon its size and function. Small ones can be transmitted in a single
inter-processor message. Large ones can represent entities as large and immobile as a
factory.

The company has facilities at many sites world wide and each site may be the location
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of Qeveral departments from each of the corporation’s many administrative units. Each of
these units enjoys a degree of decentralized authority. Each unit is internally responsible
for accounting for its own resources.

We will concentrate on three kinds of application that coexist on this system.
1.2.1 Automated Manufacturing.

Humongous ‘manufactures its widgets in automated factories. In these factories the
processors in the robots are connected to the network and are programmed in HOPS.

'Each tool in the factory has a corresponding object that records its history. As the
tool is moved from location to location its history object accompanies it. Thus, the
robot using the tool will record each operation it performs with it and send it to the
toolmakers’ shop for maintenance when appropriate.

Humongous prides itself on its quality control. While small parts may be anonymous,
complex machined parts and assemblies are each given a unique identity. As the parts
and assemblies progress through the factory a record is kept of each operation and
inspection as they are performed. These records are part of a traveller, a HOPS object
that represents the part. The traveller is sent to the part’s next destination when each
robot completes its operation. When the robot at the destination is ready to perform
the next operation it retrieves the part from a holding area. Some stations assemble
parts into larger assemblies. Sometimes when this happens the individual components
lose their identities and are replaced by a larger object. Sometimes the larger object is
represented by an aggregation of its components. .

The manufacturing operation is very large. The manufacturing control application
exhibits extreme concurrency. The travellers and tool histories are updated each time
an operation is performed. This makes centralized databases for these items infeasible.

Most of the .time the operations on ti1e travellers and tool histories are strictly local.
Only the robot performing the current operation need know where an object is and what
'its state is.

Occasionally, there is a need to remotely find and access these objects. If a part fails



an inspection then it may be because a tool is misaligned. That tool and all of the parts it
has operated on may need to be found for special handling. Periodically it is necessary to
perform an inventory of tools and parts. Sometimes this is done for accounting purposes,

but it is also necessary in order to schedule and control the manufacturing process.
1.2.2 Automated Offices.

Humongous has automated its offices. Bureaucrats no longer push paper, rather they
process HOPS objects that serve as analogues of the documents that they replaced. The
methods used to process these document objects are extensions of the methods used
for the decentralized processing of paper documents. They are passed from workstation
processor to processor and at each they are manipulated locally, either with or without
human intervention. Copies can be made, filed, and circulated, but consistent with the
physical analogy each copy has its own distinct identity as an object.

Some document objects are secure in that they protect themselves against unautho-
rized access, copying, and printing. Other documents can route themsslves automatically
as they collect digital signatures. Others record the identities of copies as they are made.
The manufacturing division uses HOPS documents to represent engineering drawings.
When a master drawing is replaced all of its copies can be found and replaced also.

In order to ensure long term reliable storage of important document objects they can
be kept at central locations and can be acceésed remotely using a database query lan-
guage. The sheer volume of documents processed, however, necessitates that in general
they be handled in a decentralized way.

For example, an employee needing to go on a business trip might begin by creating a
blank “travel requisition” object. After completing a section justifying the trip she would
forward the requisition to her supervisor’s work station. The supervisor might approve
the trip and forward the requisition to the purchasing department which would add its
approval and send it on to an automated travel agent which would communicate directly
with airline and hotel computers to make the necessary arrangements. The requisition

then gets routed to accounting for approval and the generation of a iravel advance. The



advance and a travel expense report object are sent to the employee. After the trip the
expense report is completed and it is automatically routed through the workstations of
supervisors, secretaries, and accountants. If all of this happens in a timely fashion then
the documents are accessed only locally by each of the processors they visit. If, on the
other hand, there are delays then it may be necessary to track them down. If approval
for the trip is slow in coming then the employee may want to discover the source of the
problem. If the final report is slow in coming then the accounting department may have
to track it down.

Some documents might last a long time and others will be destroyed as soon as
their useful lives are completed. The travel requisition and final report forms can be
permanently filed, but a lot of the information within them is not of long term interest. It
is more likely that soon after the accounting for the trip is completed that the information
with long term interest will be transferred to other documents kept in database storage

and the once mobile originals be deetroyed..
1.2.3 Scientific Computation.

Humongous Research Laboratories is the research and development arm of the corpora-
tion. As part of its operations HRL does a lot of scientific computation. Its scientists and
engineers build very large finite element models of Humongous Widgets. Their object~
oriented approach to this is an extension of the object—oriented simulation methodology
of Simula 67 [DMN70]. Each model is constructed hierarchically out of HOPS objects
that represent the subassemblies of the widget. Ultimately each part is représented as
an HOPS object and finite element models of small volumes of the part are in turn
represented by HOPS objects.

The Humongous Labs operations research and industrial engineering departments
also do large combinatorial optimizations and simulations in attempts to improve the
operation of the corporation’s automated factories.

These intensive computations are decentralized. The laboratory maintains a large

pool of processors that are willing and capable of performing these computations. A
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load sharing algorithm automatically moves the sub-task objects to processors that are
willing to work on them.

1.3 Objects.

While there have been several “object—oriented” computer architectures proposed and
built [Lev84], we make no special assumptions about the logical processors m our hypo-
thetical system. They may be implemented by ordinary sequential processors, “object—
oriented” machines, multi-processors, or even local area networks. We assume only that
each processor appears to be a single site with respect to the network as a whole.

The underlying logical processors compute by manipulating data values and storing
them in local memory. We will call the concrete data structures defined in terms of
values and cells data itef;za. On top of this level a decentralized operating system kernel
together with an object—orientedfprogramming environment implemented on top of it
defines and implements various kinds of abstract entities. In particular, we assume that
they define an “object” abstraction.

We intend that these objects behave in a way that allows us to use our intuition of
the beha\lrior of everyday physical objects to help us understand and manipulate them.
Ordinary physical objects have an identity of their own that is more basic than any
naming system we may have for them. The only way of affecting a physical object is to
interact directly with it. That interaction is'local. Physical objects do not interact over a
distance without mediation by other entities. Ordinary physical objects appear to move
continuously without dematerializing and reappearing elsewhere. Our insistence on the
analogy between objects and instances of physical entities distinguishes them from other
abstractions within the system and distinguishes our definition of “object” from others.
Of the models of distributed “object-oriented” computing that have appeared in the
literature, the closest in spirit to ours is Hewitt’s Actors formalism [HBS73, HB77].

Saltzer [Sal78] defines “object” as “a software (or hardware) structure that is con-
sidered to be worthy of a distinct name”. In our model there will be abstract entities

other than objects and there will be methods for naming them. Many abstractions are



9

defined desériptively in terms of the roles they play. For example, on a Unix (TM) sys-
tem the entity whose role is “the standard C compiler” is accessed using the path name
“/usr/bin/cc”. If the old compiler is replaced with 2 new one then using that path name
will access the new one. Although they perform the same role at different times we do
not say, however, that the new compile-r is identically the same object as the old one.

Similarly, the referent of the de@pion “the processor (or processors) with the best
response time” is not an object. At any cne time the description will 1;efer to some set of
physical objects, but over time the referent will jump discontinuously and unpredictably
around the network. .This abstraction cannot be an object.

In “object-oriented” programming environments such as Simula67 [DMN70] and
Smalltalk [GR83] a major emphasis, is placed upong the data abstraction aspect of ob-
jects. In theee.monolithic environments an object is an instance of an abstraction called
a class and it inherits many of its properties from a chain of other entities in what is
termed a class hierarchy. Changing an element in the class hierarchy instantaneously and
simultaneously affects everything below it. In .contrast, a physical object, once created,
is changed only by direct interaction. If the creator of a class of physical object discovers
an improved way of making them, then the changes do not retroactivély affect instances
created in the past. For instance, when General Motors upgrades their automobiles the
changes do not automatically affect previous models. Changes to those items can be
affected only through an expensive and explicit recall and repair proéess. A mechanism
for such an ubgrading process can be built on top of the underlying objects but it is not
an inherent part of their definition.

In our modsl of objects as physical analogues, the only way to affect an object is to
interact directly with its representation. This defines the identity of the object. Since
an abstract object is represented by data items, if changing a data item can change the
state of an object or conversely if changing the abstract state of an object can change
the data item, then that data item is currently part of the representation of the pbject.
These properties constitute an operational criterion for deciding what is and is not part

of a particular object’s representation. For example, if an object can be moved by storing
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a value in a data Qtructure such as an entry in a directory, then that entry must be part
of the object’s representation. ’

I all of the data items in an object’s representation must be located at a single
processor whenever that object is accessed or otherwise observed then we will call it an
atomic object or atom. Objects can also be distributed. It may be that while an atom is
* being moved that it is represented by data items on more than one processor, but it can-
not be accessed or otherwise observed in this condition. An object, perhaps distributed,
whose components are themselves atoms we will call a molecule. A distributed object

whose components are not themselves objects with their own independent identities we
will call an emoeba [Lam78a).

1.4 A Large Decentralized System.

The major difficulty in dealing with distributed computation is that one must take into
account the physical effects of distribution. Because components that are physically
separated can fail independently, reliability is an issue. Because communication is not
instantaneous, the effects of communication delay must be taken into account. Processors
compute asynchronously and concurrently. It is in general not possible for short lived and
physically separated entities to learn of each others’ existence much less communicate. A
processor can have at most partial information about the state of another. The models of
computation used for the study of large distributed systems must be able to incorporate
these phenomena.

We assume that the underlying system is very large and decentralized. At any time
it is composed of a very large number of processors and a communication network. For
the sake of generality we do not assume that the network is necessarily connected. As
the system evolves it changes its configuration. New processors are added and old ones
fail and are junked. New network conections are added and old ones break.

This system exhibits considerable parallelism. In particular, the rate at which objects
are ciea.ted, accessed, moved, and destroyed is directly proportional to the number of

processors.
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The system is “open” in the sense that it will be impossible for any one processor to
interact with all of the other processors let alone all objects even within one connected
component of the network. The sheer number of objects combined with the high rate at
which they are created and destroyed ensures this. This means that in generel computa-~
tions that depend upon knowing global states of the system cannot be guaranteed to be
correct. Predicates such as “no object in the system (or my connected component) has
property X” where X is not trivial can be impractical or impossible to evaluate. If X
is the property “can refer to object Y” and the naming system zllows the unrestricted
distribution of names then the use of global garbage collection to manage the storage of
objects and data structures used to find them may also be impractical or impossible.

The processors will not all be owned by the same administrative organization. A
corollary of this is that there will not be any single administrator. The system will be
partitioned into a set of administrative domains that exhibit some degree of autonomy.

The physical resources of the system are real economic goods that in the end need
to be purchased with real money. This, with the automomy of administrative domains,
means that accounting or at least accountability is important. Applications that cross
administrative boundaries need to define the obligations of all parties involved to the
application. The administrator of a processor should be able to control the use of its
resources. The use of resources should be the result of the negotiation of agreements
between administrations. There should be no “open-ended” commitments. A Processor.
needs to be able to re-negotiate the allocation of its resources. The SPICE Buticr [Dan82)
addresses some of these issues.

An application in this system is characterized by the set of objects that embody
its processes and data. Objects can join and leave an application and they can be
moved between processors. Many applications‘will be localized within the administrative
domains. Some applications will span a small number of administrative domains. There
will be other applications that will be system wide.

We expect that applications on this system will exhibit reasonable locality properties.
The vast majority of objects will be small and will be created, used, and destroyed entirely
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on one processor without any other processors needing to learn of their existence. There
will be a smaller but still very large number of objects each of which will be shared by a
small set of processors. Of these the greatest number will be created on one processor and
move to only one other proces'éor during its lifetime. For example, in the Emerald “call
by move” [Hut85] an object may be created at one processor and passed in a message
to another as an argument to an operation on an object at the latter. The sender and
the receiver of the request are the only two processors that need to be able to refer to
it, and in many cases neither processor will have reason to refer to it again.

The set of objects that a large number of processors will be able to reference and
therefore need to find will be smaller still. R

The mobility of an object will usually be negatively correlated with the number of
processors that need to access it. We expect that important and well-known system
resources tend to be large and not move around or move in a very restricted way. On the
other hand, objects that move frequently, even if they visit a large number of processors,
are typically be of interest only to a small set of processors over any short interval of
.time.

Programmers of applications on the system will have a uniform view of objects.
Whether they are large or small, nomadic or sedentary, there should be a single uniform

mechanism for finding and accessing them.

1.5 Proper Names.

There are several ways of denoting an object. Ostentive reference [Kri72] is the direct
manipulation of an object’s state. It includes primitive symboliem such as touching or
pointing. Since computer systems are compos'ed of a rich hierarchy of symbolic abstrac-
tions we are faced with the problem of choosing a level to regard as primitive and to
regard as “directly manipulating” objects. Because we are interested in distribution we
will regard as primitive a.ll aspects of object finding within an individual processor. We
define a handle for an object to be a data item that is part of its representation and

which ostentively names (perhaps indirectly) all of the other data items in the object’s
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representation. The finding of an object is thus reduced to the problem of finding a
handle for that object.

Symbolic reference is the use of a symbol called a term to denote to an object. Some
terms are in the form of descriptions in an appropriate language. There are several

difficulties with using descriptions to denote objects.

e If the language used to encode descriptions is too powerful then it may be difficult
or impossible to resolve them. We wish to rule out descriptions such as “an object
whose representation is an encoding of a Turing machine that does not halt whea
given itself as input”.

e A processor may describe objects that it should not reasonably be expected to
access. It may describe local objects hidden on other processors, objects which it is
specifically prohibited from accessing, and objects that are spatially and temporally
separated from it in such a way as to make access a practical impossibility.

e A description can refer to different objects or sets of objects at different times. The
extension of a description can.thus appear to move in unpredictable and discon-
tinuous ways. In such cases the referent could not be thought of as an object. For
example, consider the description “the processor with the instantaneously shortest
response time” .

In order to avoid these difficulties we restrict our discussion of object finding to use
a restricted form of term that intuitively plays the role of a proper name. We require

that proper names have the following properties:

® A proper name must refer to a unique individual. We call that individual its
referent. This property has been called univocality [Car56]. Each individual ma.y
have many proper names.

# A proper name must be persistent. If it refers to an individual at one time then
it must always refer to that individual. Scott [Sco70] makes the point that indi-
viduality is a property of an object that necessarily must persist in all possible
futures. As the state of the object changes, its identity should remain invariant.
Descriptive terms such as “the Chairman of the Computer Science Department”
or “/usr/bin/cc” may refer to a unique individual at any time, but these are de-
scriptions of (terms for) the abstract roles played by these individuals rather than
their proper names. In time a new Chairman or an improved C compiler will be
installed and these terms will then refer to the replacements. The roles denoted
by these descriptions are not objects.
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o For our purposes the most important aspect of proper names is that they refer to
or denote their referents. We do not care about the connotation (sense, intension)
of a proper name. For example, “Morning Star”, “Evening Star”, and “Venus” all
refer to the same planet and it is important to poets and philosophers which of
these is used in a particular situation. We specifically do not want to make this
kind of distinction.

o Because proper names are persistent and connotations are ignored, if a term is a
proper name and if in resolving it we discover other proper names for its referent,
then all of these proper names are in a sense equivalent. Because we are using
proper names only for finding and accessing their referents it does not matter
which of the equivalent names we use. We call this property persistent referential

. transparencey. It has also been called interchangeability [Car56]. Naming schemes
involving arbitrary indirection in which intermediate contexts can be arbitrarily
changed do not satisfy our model of proper names because they do not have the
interchangeability property.

o Strawson [Str59] made a comment that we do not require users of natural language
to necessarily be able to resolve all of the names they can use, nor do we require
them to remember why a name refers to a particular object. In contrast to this
we do require that processors in our systeia be competent about what they know.
Given a proper name a processor should be able to efficiently resolve it, either.
finding the referent or discovering that it no longer exists or is inaccessible. Given
the representation of an object and a proper name a processor should be able to
efficiently decide whether the name refers to the object. It may need the help of
other processors to decide this but it will not have to perform any computations
that depend upon the global state of the system. A processor possessing two proper

names should similarly be able to decide efficiently whether they refer to the same
object or not.

These i)roperties constitute an operational criterion for deciding whether a particular
naming scheme should be regarded as implementing proper names. While there may be
many naming schemes that are consistent with these concepts, we adopt a version of
what has come to be known as the causal moéel of proper names [Don7%, Kri72]. The
model is based upon the observation that while a proper name can be described in terms
of the details of its implementation, its most important property is that there is a chain
of causally connected events in the history of the system that link the event of using
the name with the current state of its referent. It is this causal chain rather than the

description of the implementation that is important.
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In a similar vein, Morris [Mor73] argued that an abstract data type should not be
thought of as a predicate that extensionally describes a set of data structures. If it were,
then any data structure that satisfies that predicate may be thought of as an object of
that type. Instead he argued that a data structure’s history is more important than its
structure. For the purposes of type checking, it is more important to know ... where it
came from or who created it.”

In the causally connected model of proper names a processor P can come to legiti-.
mately possess a proper name n of an object z in only three ways.

e Object z may have been located at P and P bound n to z.

e The name n was passed to P by another processor that legitimately possessed it.

e P created n as a synonym for another name m which it legitimately possessed.

Of these three ways of possessing & name we will only use the first two. While
nicknames and aliases appear in some systems, our requirement that processors be able
to efficiently compare proper names greatly diminishes their usefulness here.

To ensure that a processor that possesses a proper name will be considered competent
it must maintain a data structure called a contezt to help resolve it. A context may do

its job in one of several ways.

e The context at a processor at which an object is located must contain an ostentive
reference for it in the form of a handle.

e The context at processor P can identify the processor from which it obtained the

name. If this is allowed then that processor must also maintain a context for
resolving the name.

e The context can identify a processor that is guaranteed to have a context containing
“better” information than P about the object’s current location. For instance,
when an object moves, the old location can remain competent by 1dent1fymg the

location to which it moved.
The events of beptising objects, moving them, and passing proper names between
processors are all causally connected to one another. A processor cannot pass a proper

name unless it has received it in some previous event. Similarly, a properly named object
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cannot be moved from a processor unless there wa;s a prior event at that processor in
which the object was baptised or in which the object was moved to it. Contexts with
the above properties are witnesses to the existence of these causally connected chains
of events. They provide at least one path from every processor that possesses a proper
name to the processor at which the referent is currently located.

We chose the causal model of proper names because it is particularly well suited to
our model of very large decentralized systems. It ensures that no processor can try to use
" a proper name to refer to any object that it could not communicate with, either because
they are in different connected components of the network, or because. of physical and
temporal separation.

Since no two objects ever have the same representation at the same time their han-
dles at that time must be different. A data structure containing a processor identifier,
a handle, and a timestamp is therefore a viable candidate for a proper name. To decide
whether two identifiers created in this way refer to the same object might require addi-
tional information. To make the comparison of proper names local and efficient we define
a particular proper name called the Canonical Identifier, or CID, of an object to be the
temporally first such proper name used to refer to it. We require that all proper names
and contexts for an object have copies of its CID encoded within them. Furthermore
we require that the object’s representation be accompanied by a copy of the CID as it
moves. We refer to the event of assigning a CID as an object’s baptism.

The definition of CID’s is for the sake of efficiency and simplicity in our exposition.
Other schemes for implementing proper names [CM84, Sol85] could be used as well,
but because these schemes allow the creation of nicknames and aliases the l;roblem of
deciding whether a name refers to a particular object or deciding whether two names are
equivalent would be more difficult.

Because we are using a causally connected model of proper names, any consistent
scheme for implementing them must be capable of sending a CID or a forwarding address
when a proper name is passed betweer processors. Any such naming scheme could

therefore use forwarding addresses for object finding. -
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1.6 Orgémization of the Dissertation.

This dissertation has three major parts.

The first part introduces objects, proper names, and the object finding problem. We
review mechanisms that have been used for name resolution. We propose the use of
forwarding addresses as a natural and efficient mechanism for object finding within the
framework of our model. -

The second major part is a series of analyses of the cost of using forwarding addrsss
protocols. We assume that in a real system most applications will be naturally structured
so that the mechanism is used in an efficient way. This remains an assumption and for
some applications may prove to be incorrect. To investigate the implications of this we
perform average and worst case cost aﬁa.lyses for sevefa.l object finding protocols using
forwarding addresses.

The third part is & presentation of model implementations of forwarding address
protocols. These model implementations are presénted in order to make specific the re-
lationship between naming and the definition of objects. In addition, we explore methods
for extending the basic forwarding address mechanism to improve storage management
and provide fault tolerance through replication.

The original contributions of this dissertation are the development of the model
of objects and naming to make explicit the object finding problem and expose it to
examination, the proposal that forwarding addresses are the natural and perhaps ouly
‘ viable general mechanism for object finding under such a model, the analyses of the
costs of using forwarding addresses, and finally the extensions of the basic forwarding
address mechanism to deal with issues suck as storage management, administration,

reconfiguration, and reliability.

1.7 A Chapter by Chapter Synopsis.
Chapter 1. This introductory chapter.

Chapter 2. We review the known methods for name resolution in general. We advance
the idea that forwarding addresses are a good mechanism to use for object finding
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as we have defined it. The disciplined use of forsvarding addresses can simulate
directories and lending libraries. In addition, the mechanism can be used in other,
more generzl, ways.

Chapter 3. The disciplined use of forwarding addresses is no more expensive than any
other method of finding objects. On the other hand, the undisciplined use of for-
warding addresses can make some operations relatively expensive. In this chapter
we analyze the costs of using forwarding addresses protocols, both in average cases
-and ammortizing the worst case costs over the lifetime of an object. One of the
simple protocols that we examine generates random trees of forwarding addresses
and our average case analysis technique improves upon the published estimate for
the average depth of nodes in random labeled trees. The worst case analysis of
another technique tightens the best published analysis of a sub-cptimal algorithm
for the set union problem [TvL84j.

Chapter 4. The costs cannot be dealt with entirely by analysis, This chapter supple-
ments the previous one by presenting some numerical and simulation results.

Chapter 5. We add detail to the model of Chapter 1 in preparation for presenting
model implementations.

Chapter 6. We present a model implementation of a basic forwarding address mecha-
nism for finding atomic objects in a system in which processors have stable transac-
tional storage that is not destroyed by faults. Of special interest is the relationship
between the definition of the identity of an object and the object naming and
finding sub-system.

Chapter 7. With the basic mechanism it is difficult to reclaim the storage occupied by
a forwarding address if the object it points to still exists. We explore extensions
to the basic mechanism that enhance our ability to reclaim storage. One such
extension, the use of inezact reference sets, explicitly represents the obligations of
a processor to store things “or other processors. It is particularly attractive because
it is efficient and it gives a processor the ability to actively administer its resources.

Chapter 8. Distribution and replication are important for reasons of performance and
reliablity. We discuss the extension of the previously presented mechanisms to
handle reliably and efficiently distributed objects.

Chapter 9. We recapitulate our results and discuss open problems and possible future
work in the area.



Chapter 2

Mechanisms for Object Finding.

In this chapter we review mechanisms for name resolution, both in the general case
and when the problem is restricted to use only causally connected proper names. One of
the techuniques, the use of forwarding addresses, is particularly well matched to our model
of objects and proper names. We define a generalized forwarding address mechanism and

introduce several policies with which it can be used.

2.1 PBasic Mechanisms for Name Resolution.

We begin by presenting the mechanisms by themselves. Real systems use name resolution
and object finding strategies composed of a combination of mechanisms. We will review

some of those combinations in the next section.

2.1.1 Addresses Encoded in Names.

If an object never moves and if causally connected proper names are used then the
location of the object can be encoded in tke name or sent along with it. Moveable
resources in the system are implemented at more abstract levels of naming and resource

definition.

2.1.2 Searching the Network for the Object.

A processor with a name or description can attempt to use that term by zearching the

network for an object to which it refers. The search can be done by polling the cther



20

processors, by broadcasting, or by a combination of these methods.

In a very large system the cost of a global broadcast is extremely high. On the other
hand, local area networks such as Ethernet have been designed to make local broadcast
relatively efficient. A technique kriown as directed broadcast [Bog82] allows a searcher to
search the global network by polling each local area net in o.ae message with a broadcast.

In the worst case, searching used alone can cost up to N — 1 messages where N is
the number of processors in the system. The average cost depends upon the kinds of

locality assumptions that are made.

2.1.3 Posting the Name and Location of the Object. .

An object can post its name or a concise description of itself together with its current
location to all the processors that may want to access it. The latter store these pairs -
in an associative table for later use. If any of these processors wish to access the object
then its location can be discovered by looking it up using this context. If this posting
is a necessary part of the act of creating or moving an object then by our definition of
“object” these table entries must be regarded as part of the objects’s representation. If
thé table entries are regarded as merely hints and can therefore be done after the object’s
location changes then this is not the case.

By itself posting requires at least N — 1 messages to inform all of the processors in

the system of the object’s location.
2.1.4 Establishing a Rendezvous.

Searching and posting can be combined. The processor at which the object is located
can post its name and location to a number of intermediary processors willing to respond
to attempts to access it. The searcher and the object establish a rendezvous when the
searcher interrogates a processor to which the the object’s name has been posted.

The cost of establishing a rendezvous depends upon how much information each

processor has about the rest of the system:

e Whether the participating processors have established a priori conventions to select
specific rendezvous locations or the order in which they will be selected.



21

o Whether or not they have knowledge of the connectivity of the network and are
allowed to form conventions for the use of this knowledge.

e Whether or not they are allowed to perform computations on names and processor
identifiers to decide where to rendezvous.

In the case in which processors are allowed none of these the only strategy available is
to choose intermediaries at random. The object’s name and location are first posted to p
different processors. The searcher then polls randomly chosen processors until a positive
response is received. Because an efficient searcher never polls another processor twice
the problem of establishing the rendezvous is one of sampling without replacement. The
probability of having established a rendezvous is given by a hypergeometric probability
distribution. If we let s be the number of processors polled, and N be the total number
of processors and if we assume that p is a small fraction of N and that A = & is “of
moderate magnitude” then the probability that a rendezvous has not been established is
approximated by the Poisson distribution p(0; \) = e~ [Fel68, p. 172]. This probability
is reduced to less than 1/e¢ for any constant € when ps > eN.

If processors are allowed to establish conventions that use computations on processor
identifiers then they can cstablish the rendezvous in a constant number of messages. For
instance each can simply send a message to the processor in the system with the lexico-
graphically least identifier. In effect, they tur;x it into a “rendezvous server”. Although
each rendezvous costs a constant number of end-to-end messages, a difficulty with this
strategy is that there will be very high traffic at the “well known” processors that serve
as rendezvous. In a very large, highly concurrent system the rendezvous will have to
occur at a large number of processors in order to avoid bottlenecks.

The burden of serving as a potential rendezvous point can be spread out by pre-
arranging to choose rendezvous processors based on a function of the name of the object.
Mullender and Vitini [MV85] explore the complexity of this problem for a variety of

strategies and constraints upon the storage each processor is willing to commit to the

problem.
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Figure 2.i: The resolution of name and a context yields another name and context.
Resolution can be iterated until a primitive, or ostentive, reference is found.

One problem with using rendezvous as an object finding strategy is that it uses re-
sources at the rendezvous processors. This requires the cooperation of the administrator
of that processor. If the rendezvous processor is not an interested participant in the

application then some form of compensation for that cooperation is appropriate.

2.1.5 Chained Contexts with Known Addresses.

One way of viewing name resolution is that it consists of a sequence of stages, each of
which is the translation (mapping) of a symbol and a context in which it is used into yet
another symbol and a context in which the new symbol can be resolved [Wat81] (Figure
2.1). To access the referent there may be a sequence of such resolution stages ending in
one whose result i3 some kind of primitive symbol for the object. Comer and Peterson
[CP85] present a formal model for describing naming systems based upon this resolution

strategy.

If the contexts are represented as concrete data structures that never move then
their names can contain their locations. Each stage of name resolution can proceed by
going directly to the location of the context for that stage. The contexts form a chain
of indirection to the object. i

Arbitrary directory, or index, structures can be constructed using this form of indi-

rection to chain multiple contexts.
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2.1.86 Caching Recent Locations.

One thing that can always be done is for a processor to cache information about objects
that it has accessed recently. By caching locations of objects and contexts one can avoid
repeating an expensive search. '

The locations of the rendezvous processors for each object can be cached as can the

object’s last known location.

2.1.7 Forwarding Addresses

A particular case of using chained contexts for finding moveable objects is the use of
chains of forwarding addresses for each object. This approach has been used tc find
migrating processes in DEMOS/MP [PM83] and Halstead [Hal79] proposed using them
in a lattice-connected distributed system. A forwarding address held by one processor
that points to another may be thought of as a directed edge between them, and the
collection of forwarding address chains can be viewed as a distributed directed graph.

In Halstead’s work each processor maintains a single forwarding address for each
object it can reference so the forwarding address graph for an object is a tree. All
communication related to that object is routed over the bidirectional edges of that tree.
All routing information is distributed over the tree and a processor accessing a remote
object does in general not learn its location. No attempt is made to modify the tree to
improve the efficiency of access. Thus, even if the the object is located at a processox:
adjacent in the lattice to the processor secking it, messages between the two may still
take a circuitous route determined by the pattern in which the the object has moved and
the pattern of name distribution.

In DEMOS/MP when a process is migrated from one processor to another it leaves
behind a forwarding address. When the migrated process is accessed the originator of
the operation learns of the new location and updates its information. | .

Forwarding address mechanisms can be distinguished from cached information in
that the latter is regarded as a “hint”. The cached information can be invalid and the

system can be forced to revert to another strategy for finding the object. On the other



24

hand, we regard a forwarding address to be a form of proper name that identifies the
.location of the context in which it is to be resolved. In particular, the processors to
which forwarding addresses point and at which they can be resolved are constrained to

be past locations of the object they name.

2.2 Name Resolution in Real and Proposed Systems

Real systems use a combination of these basic techniques. We review a few here and

point out how the techaiques are combined.

2.2.1 Distributed File Services.

In some models of distributed file services the location of an object is not a processor
but rather a storage module such as 2 disk pack. In the Cambridge File Server [Dio80,
MD81] each file is represented as a tree of disk blocks with the leaves containing data
and the non-leaf nodes serving as indices to their children. The unique identifiers for
files stored in this system identify not only the disk upon which the file is stored but
also the physical location on the disk of the root of the tree representing the file. A file
can be moved from processor to processor only by physically moving the disk. The file
* cannot even be relocated on the same disk.

In the Xerox Distributed File Server [SMI80] the unique identifier used as the proper
name of a file contains the manufacturer and serial number of the disk pack upon which
the file resides. Again, objects (files) are moved only by physically moving the disk pack
on which they reside. The file servers keep an index of the the names of the currently
mounted disk packs for all the file servers currently part of the file storage service: Thus,
. once an application has found a server by performing a search, that server has a context
that enables it to redirect a request to the correct server.

Closely associated with each file server is a directory verver that implements the
notion of user directories that contain user sensible, descriptive string names for the files
that have been cataloged in the directory. The higher level abstraction created by the

directory allows one to define entities that can move arouad.
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In these systéms a combination of searching and posting is used by a processor to
learn the addresses of the file and directory servers. )

In the Apollo Domain (TM) system [LSHL82] objects (files) are internally named
with unique identifiers (UIDs) that contain the name of the processor at which they
were created. On top of this is a network-wide hierarchical directory system that maps
string names into UIDs. At the level of the programmer interface an object can be
“moved” from one processof to another, but this is implemented by creéting a copy
with a different UID at the destination processor and modifying the directory to reflect
this change. As in the other file services we described, it appears that the only way for
an object to move from one processor to another and retain its UID is for the physical
medium on which it is located to be moved. This is a very rare occasion.

Because object motion is rare and because looking up an object in a local table usually
incurs the cost of one or more disk accesses, the method used for finding an object given
its UID is to first interrogate the processor named in the UID. If this processor no longer
has the object but knows where it is then respondé to the request.with a forwarding
address pointing to the current location. Otherwise, the access attempt fails and the

processor originating the operation may consult a local “hints” database to find other

processors to interrogate.

2.2.2 Generalized Name Services.

Our model of causally connected proper names requires that the passing of proper names
between processors be internally witnessed by tli= aystem. While a human user of this
system could refer to an entity by picking its proper name out of a menu, a text string that
a user types on keyboard is not regarded as a proper name within the narrow context of
the model. The model does not differentiate between randomly (or nondeterministically)
generated text strings and those that are passed outside the system or are otherwise not
witnessed. For example, a user at one location might telephone another user to inform
the latter of the name of some entity, perhaps the login name of some account and its

corresponding password. The system cannot differentiate between this case and the case
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in which a system cracicer guesses the same information.

Text string names are, however, important to distributed computation. Databases
called indices, catalogs, or directories that map text strings into addresses or other forms
of proper name will continue to be needed. As such databases have grown, incorporated
authentication checking, and become distributed they have come to be known as name
aervices. To paraphrase Lampson [Lam85], a name service is a name resolution database
optimized to provide very reliable and efficient accessibility to objects that move about
as often as an electronic mailbox of a user of a computer system.

Grapevine [BLNS82, SBN84] is a message delivery service that contains a name
service for its users. Némes are of the form “user.registry”. Each registry is a replicated
database that serves as a context for resolving the name “user”. When the address of
a named object is changed the changes are posted to all Grapevine servers that store
copies of the registry encoded in the name. Furthermore, all Grapevine servers store a
copy of a “root” registry to which the adddresses of all Grapevine servers are posted.

A processor attempting to send a message may have cached the.address of the ad-
dressee. If so then the first thing tried is to send a message there. If that fails then the
address needs to be gotten from the Grapevine service.

A Grapevine server can be found either by using a cached address or by searching.
Once one server is found the name is resolved by following the posted contexts. First a
server that stores a copy of the approptiate registry is found and then the object itself
is found from its posted address.

The Clearinghouse {OD83] is another distributed name service that uses the mech-
anism of partitioning the name space among various authorities to achieve a degree of
decentralization. _

Terry, in his dissertation [Ter85], dlscusses the performance of these name services

with an emphasis on the effects of caching and of locality on performance.
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2.2.3 Eden.

Eden [LLA*81, ABLN83]| is a distributed object—oriented system in which objects known
as ejects are named with capabilities that contain a unique identifier for the eject as well
as a vector of “rights”. In general, each eject is compcsed of two parts. There is an
active part that can handle requests to access it, and there is a passive part consisting of
a passive representation of the object as of the last time it was checkpointed. An object
that has never been checkpointed will not have a passive part. An object can passivate
itself by deleting its active part. If a request to access a passivated object is made an
active part is reconstructed from the checkpointed representation.

To find an eject a processor p first looks in a cache to determine where the active
part of the eject was last seen by p. If this fails then it looks in the eject’s capability for
an Eden host identifier. This is used as a hint for finding the host (called a checksite)
at which the passive part is stored. If this fails then the seeker sends a multi-cast to all
checksites. Finally. if no reply is received the sceker broadcasts the request to all other
processors. This last resort is included to ha.ndle the case in which the seeker has been
given a capability for a newly created object that has not created a passive representation
by checkpointing itself [San85].

The causal connection between Eden capabilities and their referents is used only as
a hint for findingthe eject’s checksite.

2.2.4 Gifford’s Decentralized Storage System.

Gifford [Gif82] proposed a paper design for a decentralized storage system. A structure
called an indez provides a level of indirection by mapping from string names to internal
identifiers called references. Indices are objects similar to Unix directories and can be
used to build similar hierarchies. Unlike Unix directories they can be implemented as
replicated databasea.

The root of the hierarchy is not at any fixed location and can be found only by
séé.rching for it. Once the root is found all othér objects in the system can be found by

following an appropriate chain of indices.
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2.3 Methods for Object Finding with Proper Names.

We turn now to the problem of object finding in a very large and dynamic system.
Our assumptions about the extreme size of the system and the dynamic nature of the

population of objects make some of the above mentioned techniques unsuitable for object
finding: '

e Searching a very large network for a large number of small, mobile objects is far too
expensive. Similarly, the cost of posting the name of a small, mobile object to any
significant number of processors far outweighs the cost of moving and accessing it.

e Applications must be able to proceed autonomously. The mechanism for object
finding should therefore be fully decentralized. If a small object can be sent from
one processor to another in a single message then it shouldn’t be necessary to
automatically inform a third of the object’s existence and motion. In this case
requiring the use of intermediaries as rendezvous points is inefficient, and increases
the application’s vulnerability to faults. Another problem with using system-—
assigned rendezvous processors is that it is necessary to pay for the service they
render and they can become bottlenecks.

o Our assumption that objects will move precludes the use of fixed addresses encoded
in their names.

On the cther hand, the causally connected model of objects and proper names ensures
us that in the absence of faults there will always be a chain of events connecting any
instance of a proper name and the current state of its referent. By requiring that
processors be competent about what they know about proper names we ensure that
these chains of events are represented as chains of contexts that can be used to find the
referent. The existence of these chained contexts means that it is not necessary to use
arbitrary searching and posting. Furthermore, the processors in these causal chains are
by definition participants in the application and are therefore in a sense “interested”
in the object. Because they are willing participants in the application there should be
less of a problem with paying for their cooperation in helping to find the object. The
problem of processors that “lose interest” is, however, important and we will discuss it
in Chapter 7.
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It is nec;essary to be able to manage these chains of contexts so as to make ob-
ject finding efficient and to avoid bottlenecks. Our insistence on persistent referential
transparency means that if a processor P possessing a proper name X for some object
discovers another proper name Y for the same object then P can correctly use either X
or Y. P is free to make this choice based upon an estimate of the reliability or cost of
resolving each of the names. We can make the comparison of proper names both efficient
and local by requiring that all proper names for an object contain a canonical identifier
(CID) for that object. '

2.3.1 A Generalized Forwarding Address Mechanism.

To focus on the problem of efficiently maintaining causal chains we will concentrate
on the use of forwarding addresses to name objects. As described above a forwarding
address is a proper name that contains the name of a processor that has a context within
which that name can be resolved. That coﬁtext ie either another forwarding address of
a handle for the referent. Unlike more general schemes of chained contexts, forwarding
addresses are constrained to point only to processors at which the representation of the
named object has been located. Usually each forwarding address either points to the
processor at which the named object is now located or it points to a processor that has
a more recent forwarding address for it. The exception occurs when the object no longer
exists. In this case a forwarding address can point to a processor that has no information
about the object. From this it can be inferred that the object has been deleted so we
can interpret the absence of a forwarding address as being a special NULL forwarding
address that signifies that the object no longer exists.

Our generalized forwarding address contains the following information.

e It must contain a copy of the CID of the named object. This is so that a processor
can decide whether two forwarding addresses refer to the same object or not.

e It contains a non-empty ordered set of processor identifiers L. In the simplest case
for.atomic objects L will name exactly one processor. The location of a distributed
object is, by definitior, the set of processors that simultaneously hold handles for
it. In this case the contents of L names a subset of the location.
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e Given two forwarding addresses for a single objeci a processor must be able to
distinguish which of them is more recent. To do this a forwarding address contains
a timestamp T'. The timestamps for each object must increase monotonically, but
they need not be correlated with the timestamps of other objects.

o A forwarding address may contain the identifiers of other processors at which the
object has been located and which cortinue to bear a special relationship to it.
For example, it might name the creator of the object, a processor that the object
expects to visit often, or a processor that the object expects to communicate with

regularly.

e A forwardiﬁg address may contain additional information to facilitate efficient stor-
age management.

The interpretation of a forwarding address is: “At time T the set of processors L had
handles for the object named by this CID. Furthermore, if that object still exists then the
members of L will have a forwarding addresses for it.” We require that each processor
that has a proper name for an object also have forwarding address for it. This car be
enforced by sending a forwarding address along with every proper name transmitted
between processors. We also require that each processor p at which the object has been
located keep a forwarding address for the object for as long as there is a possibility that
some other processor may have a forwarding address that points to p.

In most cases each processor will keep a single forwarding address for each okject it
can name. In addition they may choose to keep others in reserve for the purposes of
fault tolerance.

When an object moves a new forwarding address pointing to the new location is
created with an updated timestamp and copies of this forwarding address are kept by
all of the processors involved in the move, reiﬂacing their old forwarding addresses for
that object. A processor at which an object is Iocateti is thus guaranteed to have a copy
of that object’s most recent forwarding address.

A new forwarding address need only be created when there is an attempt to move
an object. For that reason it is sufficient to use a count of the number of times an object
has attempted to move as the source of timestamps for that object. Timestamps that

more closely mimic physical time may, however, be desirable for purposes of identifying
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old and probably obsolete information.

From time to time a processor will receive new forwarding addresses for objects it can
name. It may choose to keep new ones and/or delete an old one as a result. We require
that no forwarding address be deleted by a processor unless it is replaced by a more
recent one for that object. Because the information at each processor can only become
more current, the most recent forwarding address at processor P for an object that has
been located at P is guaranteed to be at least as current as the most recently created
forwarding address for that object that points to P. This implies that a processor pointed
to by a forwarding address F must have a forwarding address F' at least as recent as F.
The only case in which F! = F is that in which the processor named is still the location of
the object. Thus, the timestamps along any chain of “most recent” forwarding addresses
increase monotonically until reaching the processor(s) at which the object is located.

We can view the structure of the forwarding addresses for an object X as a directed
graph G = (P, E) where the vertices P are processors and ordered pair of processors
(p,q) is in the set of edges E if and only if processor p has a forwarding address that
points to ¢q. Processors that currently store the representation of X have self-loops that
point to themselves,

Since the timestamps along any chain of forwarding addresses increase monotoni-
cally until the current location of X is reached, G must consist of a single connected
component containing all processors that can refer to X, and a set of singletons that
cannot. Furthermore, the monotonicity property ensures that all cycles in the graph are
contained entirely within the set of processoré at which X is currently located. .

In the simple case in which each processor keeps at most one forwarding address
per object and in which all forwarding addresses name exactly one processor, the graph
of forwarding addresses for each object is a tree rooted at the current location of that
object. We call this a forwarding address tree.

The forwarding addresses we have defined are a decentralized mechanism that can
be used to ensure that all processors that can use a proper name to refer to an object

will be able to find it. Each of these processors will have a forwarding address and in
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the absence of failures there will be at least one path of forwarding addresses from the

object to the current location of the object.

2.4 Policies for Using Forwarding Addresses.

The forwarding address mechanism is decentralized and, given the rules for creating new
forwarding addresses when an object moves and for replacing old forwarding addreéses
only with newer ones, it correctly ensures that all processors with proper names for an
object will be able to find it. While correctness depends upon the basic mechanism,
performance will depend upon the policies with which it is used. For instance, the naive

" use of forwarding addresses may cause some operations to be expensive. For example, an
object could visit V different processors in turn to create a path of forwarding addresses
of length N — 1. There can therei'ore be an object finding operation that requires that
N — 1 messages be transmitted. Because of this it is important that policies for the
efficient use of forwarding addresses be deveioped. This can be done by preventing such
expensive operations from occuring or by ensuring that they occur rarely and that the
ammortized or average costs of using the mechanism are kept low.

_ These policies ;:an be implemented in two places: in protocols defined by the system
and thus applicable to all applications, or in the applications themselves. Some of these
policies we discuss introduce a form of centralization. In these, some processors will take
on service roles with respect to the object and will' be required to use an abnormally
large part of their resources to help others to find it. There is a potential that these
processors could become bottlenecks. The decision whether or not to use these strategies
should therefore be left to the applications themselves. Other policies for the efficient
use of forwarding addresses occur as a natural part of the application and require no

special effort to implenent.

2.4.1 Forwarding Address Distribution

In the basic mechanism introduced above forwarding addresses are transmitted between

processors whenever proper names are. This applies both to the case in which they are
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sent by themselves and when they are encoded in the state of an object that moves. In

what other circumstances should forwarding addresses be sent?

Path Compression

Cne possibility is that when a processor replaces a forwarding address F with a newer
one F' that a copy of F' be sent to the processor(s) pointed to by F. If this rule is
applied by each processor along a path of forwarding addresses then the effect will be
to replace all forwarding addresses in the path that are older than F'. This induces
a form of path compression as illustrated in Fﬁgure 2.2. In Chapter 3 we analyze the
effects of adding path compression on the cost of using forwarding addresses. Beca:use
this mechanism does not assign a special role to any processor this is a policy that can

be implemented by the system for all applications.

Keeping Certain Processors Well-Informed.

Applications may want to make sure that the forwarding addresses held by certain pro-
cessors are current. For instance, an object X might want to make sure that the processor
that holds object Y will be guaranteed that it can find X by following a path of at most
two forwarding addresses. To do this X can send Y a message containing its name im-
mediately after each move. This will cause an up-to—date forwarding address to be sent
from X’s location to Y’s location. Usually Y’_s.location will know X’s current location.
When the move and the attempt to access are so close together in time that the infor-

mation aBout the move has not yet propagated back to Y’s location the access may have
" to follow a path of length 2.

We generalize this strategy to guaranteeing that a processc;r p need only follow a
path of length k where k > 2. To ensure this we need only to have the object report its
location to p after every k£ — 1 moves.

This strategy might be used in the object-oriented system of the Humongous Cor-
poration. An intelligent document may report back to its originator each time it takes

a significant step as it makes its rounds of the automated bureaucracy. The originator



34

28

Figure 2.2: Processor 7 receives a forwarding address pointing to processor 2 and con-
. taining timestamp 28. (Edges representing forwarding addresses are labeled with the
appropriate timestamp.) By passing the new forwarding address along the original path
to 2, the path to the object is compressed.
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thus knows where it is and can access it efficiently in order to expedite its progress or
to monitor the operations that have been taken on it. In Figure 2.3 the originator is
appraised of a travel requisition’s progress.

Another way of ensuring that a particular processor knows the location of object X
is for the processors that access X to designate one of themselves to be a repository of
a recent forwarding address for X. Whenever a processor discovers that X has moved
it informs the repository by sending it a copy of the new forwarding address. Note that
the repository is not guara.ntéed to know the “truth” about the X’s location, rather it

is guaranteed only to have recent information.

Using Knowledge of Well-Inforrned Processors.

If an application chooses to ensure that a particular processor H will be able to find
object X with a constant number of messages then this fact can be used by all processors
participating in the application. Soon after each time X moves H is sent the latest
forwarding address for it. All processors can first attempt to access X at the procsssor
named in the forwarding address they have stored. If X has moved they can then thus get
a newer forwarding address from H. With this strategy an application can guarantee
that all processors can find X using a constant number of messages. This protocol
is illustrated in Figure 2.4. In this example, each processor keeps an old forwarding
address that points to processor H, in this case, the processor at which X was created.
In addition, each keeps a copy of the most up~to-date forwarding address it has seen.
These are represented by the heavier edges. After the object moves, a message is sent to
H informing it that the move has occured. The figure illustrates t}.xe worst case situation
in which the object has just moved to processor p and the path to p from g through H
is of length 3. The total number of edges used is 4.

This is analagous to what happens when people move. Relatives, close friends, finan-
cial institutions, and employers are typically informed when one changes one’s address.
Other acquaintances and institutions may have to rely on forwarding addresses or on

knowing the identity and location of some one, such as a parent or employer, that is
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“Leaving purchasing and heading
for the travel agent at t=3."
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Figure 2.3: An intelligent travel requisition form reports its bureaucratic progress to its
originator.
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Figure 2.4: If H is kept informed of the object’s location then in the worst case processor
q can find it with 4 messages.
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likeiy to have the correct a.ddresé.

This strategy uses the stored forwarding address as a form of cached location. It
is more than a hint because if H has failed then X can still be found by following the
path of the most up-to-date forwarding addresses. This works as long as X is not at
H and there is a forwarding address path in which dpes ﬁot appear. The reliability

properties of forwarding address mecha.nismg will be discussed in more detail in Chapter
8.

2.4.2 Decentralized Objects.

Some decentralized objects may have parts of themselves that move slowly if at all. For
example, in Eden an eject may be activated at many different hosts during its lifetime.
The checksite of that eject, however, almost never moves. It can be much cheaper to
find an object by finding its slowly moving parts than to try to find the rapidly moving
parts directly. The extreme example of this strategy is to place one or more handles for
an object in fixed locations. : o

Recall that all data structures that can affect or can be affected by a change of an
object’s abstract state are defined to be part of the object’s representation. An object’s
handle is part of its representation because it encodes the truth about its current location.
These properties of our model of objects distinguish the case in which a handle is known
to be in a fixed location from that in which the location of a recent forwarding address
is known. In the latter case the object can move witl}out sending any messages to the
location of the forwarding address. The transmission of the new forwarding address after
the move has completed is an independent operation. In the case of the handle at a fixed
location the handle must be updated as part of the move.

Similarly, if a directory or catalog data structure contains entries which, like handles,
partially define an object’s location then they must be regarded as part of the object’s
representation. This distinguishes processors that are known to have recent forwarding
addresses from other forms of servers whose states actually defines tlie location of the
objects they help find. )
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2.4.3 Object Motion.

The pattern in which an object moves also affects the cost of using forwarding addresses.
Efficient patterns may occur naturally as an inherent locality property of the application
or they may be used deliberately in order to ensure that it is cheap to find objects.
As in the case of deciding to keep certain processors informed of an object’s location
these patterns can introduce a form of centralization within the application and should

therefore be chosen by the application rather than being imposed by the system.

Homes, dﬁces, and Libraries.

In many applications it will be natural for an object to visit particular processors on a
regular basis. For instance, in our example the Htimongous Corporation’s aﬁtomé.ted
factories have depots known as tool cribs that act like lending libraries for tools. A
typical pattern of motion for a tool will be from the tool crib to a manufacturing robot,
back to the tool crib, to another robot, back to the tool crib, to the toolmakers’ shop
for maintenance, back to the tool crib, etc. The maintenance record for that tool will
accompany it from processor to processor around the factory, always returning to the
processor that keeps the tool crib inventory.

Other examples of this pattern of object motion can be found in database applications
in which centralized repositories hold collections of objects that can be checked out of the
database by the workstations of persons wishing to work on those objects. Engineering
data.basgs for complex projects such as VLSI chip design [Kat82] or software development
[Sch82] are prime examples of this mode of operation. A chip design or a software release
is represented by a collection of objects, each of which is a version of a component
module. Version objects are checked out of the database, manipulated at engineering or
programming work stations, and are then checked back into the repository.

These patterns of motion have an effect similar to some of the forwarding address
distribution strategies. They ensure that there are one or more processors that are

guaranteed to be able to find the object using a chain of forwarding addresses of constant
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length. Knowledge of this fact can then be used by other processors to ensure that they
in turn can access it with constant cost. Even if other processors do not explicitly use
this knowledge, the fact that the object will be “seen” often at the repository can keep

the average length of a chain of forwarding addresses short.
2.4.4 Adding Maintenance Operations.

Another strategy that can be used to ensure that forwarding address paths used by
attempts to access an object will be short is to add additional operations for maintenance
purposes. Such operations can be performed during periods of low usage. One reason for
using timestamps that approximate physical time is that they make it easy to identify
forwarding sddresses that haven’t been updated recently. Processors can attempt to
follow their paths specifically to discover where the referent currently is rather than to
access it. This can also be done to discover which forwarding addresses are completely
useless because their referents no longer exist. Such forwarding addresses can themselves
be discarded. )

The use of path compressing maintenance operations can have the effect of increasing
the total amount of work done over an object’s lifetime in exchange for decreasing the
amount done during periods of high demand. ' '

Path compression can be delayed by giving the messages containing forwarding ad-
dresses for path compression a low priority. The possible effects of this upon system

performance is discussed in Chapter 3.

2.4.5 Arbitrary Use of Forwarding Addresses.

The policies that we have been discussing are available to an application that uses the
generalized forwarding address mechanism to find its objects. Some of these policies
introduce forms of centralization with respect to the application. Choosing which pro-
cessors will play a special role in this centralization should be decided autonomously by
the individual application and not be imposeé by the system.-

T 4

If these policies are made available then each application can pick and choose among .
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them to put together an appropriate policy for finding its objects. Some applications
might choose to use only the basic mechanism without using additional performance
enhancing policies. It is interesting to analyze this situation because it gives us a basis
against which we can evaluate the efficacy of using enhanced protocols. We analyze the

arbitrary use of forwarding addresses in Chapter 3

2.5 Summary.

Of the techniques that have been used for name resolution, the use of chained contexts
in fixed and known locations is the one most suited to object finding using proper names
in our physical analogue model of objects. In particular, we require that objects move
“continuously” in a causally connected chain of events and proper names be propagated
only through similar chains. These causal chainc of cbject motion and name passing
events can be witnessed by chains of forwarding addresses.

The use of forwarding addresses as an object finding mechanism is further encouraged
by the fact that it is decentralized and localized to the processors participating in an
application. The cost of using it is therefore independent of the total size of the system.
This is especially important in our anticipated world of very many small and mobile
objects.

There are various policies that an application can choose to use to enhance the
performance of the basic mechanism. Because n;any of them introduce a form of ad
hoc centralization to the object finding process the choice to use them should be made
internally by the application itself rather than being imposed externally by the system.
Since many applications exhibit an inherent centralization these policies may occur as a
natural part of the application rather than as the result of a consci'ous decision.

One enhancement to the basic mechanism that does not introduce centralization is
the use of an updating operation that compresses paths of forwarding addresses. It may
be a reasonable strategy therefore to include path compression as an optional part of the

basic mechanism provided by the system.



Chapter 3

The Cost of Using Forwarding
Addresses.

We have argued thus far that forwarding addresses constitute a simple and natural
decentralized mechanism for ﬁn_ding moveable objects using causally connected proper
names. Whether a location service using a forwarding address protocol can really be
practical, however, depends upon many issues, not the least of which is performance. In
Chapter 2 we discussed several policies that introduce a form of ad hoc centralization
and ensure that in the absence of faults an object can be found using a small constant
number of messages. For a variety of reasons I;Ot all applications will choose to use these
policies.

In this chapter and the one following we investigate the performance of simple for-
warding addreas protocols used in an arbitrary way. In this one we define the protocols
and derive some analytic bounds on the cost of using them. In Chapter 4 we present

numerical evaluations of those bounds graphically and compare them with the results of

simulations.

3.1 An Abstract Object Finding Problem.

.To study the complexity of object finding using forwarding addresses we first define a
more abstract and formal version of the problem. In the abstract problem there is a

single atomic object R, a resource, that is shared among a subset of cardinality N of the
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processors in the system. Each of the N processors can access R and R can move to
each processor. Let S = (V, E), an undirected graph, be our abstraction of that part of
system that shares R. The vertices V' of S represent the processors and are labeled with
the integers frora 1 to N. The edges F C V X V represent a network of bidirectional,
logical communication channels connecting these processors.

As stated in Ckapter 1 we assume that at the level of the logical network any pair
of processors can directly exchange messages. S is the complete graph on N vertices..
While the physical interconnection structures 6f large distributed systems are usually
partially connected, the model presented to an application program is usually that of
a completely connected logical network. Even though the actual cost of transmitting
messages between pairs of processors may vary greatly depending upon the distances
between them and the routes chosem, in our simplified model we will treet them as
though all the costs are the same. _ '

At any time R is located at exactly one of the processors. A move(z) operation
moves R from its current location to processor z. Initially R is located at processor 1
and all other processors have forwarding addresses for R that point there. An access(y)
operation causes processor  to attempt a remote access of R by dispatching a message
into the network with the intention that the system deliver it to the processor at which
R is located.

A particular abstract object finding problem is the abstraction of a distributed ap-
plication program running on the set of processors S. It is a mechanism that generates
sequences of move and access operations that the system is required to execute on-line.
An instance of an object finding problem is a particular sequence generated by that mech-
anism. A object finding protocolis a specification of how move and access operations are
to be performed in S, along with a specification of the initial states of the processors.
The protocol is not allowed to change or augment the sequence of operations generated -
by the application. This prevents the protocol from introducing ad hoc centralization.

Our measure of the cost of an operation is the number of (logical) network edges over

which messages are transmitted in performing that operation. Each of the protocols



44

we analyze transmits a small, fixed number of messages over each of these edges in
each operation. Our cost measure therefore approximates the number of point-to-point
messages transmitted without getting into the details of low level message transmission
protocols. The cost of executing a sequence of operations is the sum of the costs of the
individual operations as though they were executed sequentially.

The abstract problem uses the simplest form of the forwarding address mechanism.
Each processor keeps a single timestamped forwarding address for R. Each timestamp
is the number of times that R had moved when the forwarding addreas was created.
A forwaraing address containing timestamp ¢ thus points to the processor to which R
moved on its tth move. When R moves from processor z to processor y, at least two
forwarding addresses must be changed: both z’s and y’s forwarding addresses must point
to y. Whenever a processor is sent a forwarding address in a message it compares time |
stamps to decide whether or not to replace its old forwarding address with the newly
arrived one. Even if it can perform this replacement, certain protocols may choose not
to.

Using these rules the current location of R always has a forwarding address pointing
to itself. By the replacement rule any other processor z has a single forwarding address
pointing to a processor at which R was located after the last time it visited z (if ever).
The time stamps along any directed path of forwarding addresses thus increase mono-
tonically and there are therefore no cycles. Since the out degree of each processor is
1 the resulting graph is a rooted tree Ty = (V, E;) where (z,y) € E; iff processor z’s
forwarding address for R points to y. The root is the current location of R. In the
initial state of the abstract problem the object has been created at processor 1 and all

N processors have been given the appropriate forwarding address. In the initial state

the tree is therefore of height 1.

3.1.1 Ad Hoe Centralization.

We saw in Chapter 2 that there is nothing to prevent an application from using the for-

warding address mechanism in a disciplined way to create a kind of ad koc centralization
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Figure 3.1: S = K5, the complete Figure 3.2: A forwarding address
graph on 5 vertices. tree in S and rooted at 3.

_ that achieves a constant cost per operation. This can be done as long as it can find a
processor wﬂhng to tolerate increased ﬁxessage traffic and possible congestion.

In order to study the decentralized use of forwarding addresses we prevent the system
itself from assigning a distinguished role to a processor. In our abstract version of the
problem this takes the form of a prohibition aéainst implementations of the move(z) and
access(z) operations that involve processors other than those on the path of forwarding

addreases from z to the (old) location of R.

3.1.2 Three Forwarding Address Protocols.

Reasonable protocols for using forwarding addresses will allow each processor to freely
update its forwarding address for R whenever it receives new information. In addition,
they may or may not choose to induce path compression by having.processors send new
forwarding addresses to processors that were pointed at by old ones.

The updating of the forwarding address of a processor initiating an access occurs
at the successful completion of that operation. It is possible therefore that there will
be other operations that will not be able to take advantage of that update. The access
might fail before the originator learns the location of R. Shﬁilarly, if several accesses are
initiated concurrently then it may be that none of these operations can take advantage
of c}xa.nges to the forwarding address tree {riggered by the others.

In addition to the circumstances that might prevent or delay the updating of the
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forwarding address of a processor in.itiating an access, path compression may be delayed
further by the slow propagation of maintenance messages. For instance, since path
compression can double the actual number of messages sent compared to a simpler
protocol it may be reasonable to send maintenance messages at a lower priority than
others. The completion of path compression might therefo;e Be delayed untii a period
of low system utilization. If this occurs, then a path compressing protocol would behave
like a non-path compressing protocdl during periods of high utilization.

Our analytic techniques are not able to deal with concurrency and delayed main-
tenance directly. In order to investigate the consequences of the concurrent execution
and the delay of maintenance we instead analyze three basic protocols that incorporate
varying amounts of maintenance on the forwarding address tree between operations. All
three protocols we analyze use a simple move(z) operation that moves R from its cur-
rent location, y, to processor z along an edge of S. Since only z and y know that the
operation has been performed this changes exactly two of the edges of the tree: y now
points to z, and z points to itself. Although two edges of the tree are changed, data is
transferred over only one. The cost of a move is therefore 1 unit.

The simple move(z) does not initiate a path compression from the processor to which
z’s forwarding address used to point.

For example, let S be the complete graph on 5 vertices (Figure 3.1). If R is currently
located at processor 3 then a possible forwarding address tree in S is shown in Figure
3.2. Figure 3.3 illustrates the effect of a move(4) operation on the forwarding address
tree of Figure 3.2. Figure 3.4 is a schematic representation of a move, emphasizing the

fact that only two forwarding addresses are changed.

The three basic protocols differ in how the information learned in an access is used
to update the forwarding address tree. We use the following three implementations of
access. We will refer to each of the protocols by the name of the access operation it
uses.

Lacc: In a lazy access operation, denoted Lacc(x),-processor z dispatches a message
along the path of forwarding addresses from z to the current location of R. The
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Figure 3.3: The rutation of the tree in Figure 3.4: The operation move(x) rep-

Figure 3.2 by a move(4) command. resented schematically.
y Y, X . Ts PCacc(z)
J gi_cgp)
_ " T2 T
T1
Figure 3.5: The operaticn Jace(p). Figure 3.6: The effect of a PCace(z).

cost of the object finding part of operation is the length of this path. The messages
sent on the edge between z and R’s location are part of the access itself and are
not charged to object finding. Processor z is lazy and ignores any information it
receives in the course of the access about the current location of R. The forwarding
address tree is therefore not modified by Lacc(z).

Jace: A successful access would usually entail z learning the current location of R.
With no additional communication z can thus update its forwarding address for
R, jumping from wherever it is in the forwarding address tree to being a child of
the root. We denote this implementation by Jacc(z). Figure 3.5 is a schematic
representation of the effects of this operation on a forwarding address tree.

PCacc In a path compressing PCacc(z) operation z updates its own forwarding address
and sends a maintenance message containing the new address to the processor to
which its old forwarding address pointed. This maintenance message is propagated
along the original path as long as the new forwarding address replaces older ones.
If there has been no concurrent activity in the system each processor on the path
except for the last two update their forwarding addresses and the original path is
completely compressed. Figure 3.6 illustrates the effect of a PCacc(z) operation.
Since messages are only sent along the original path the cost of a PCacc is, like
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the other operations, the length of the path.

Protocol | Lower Bound Upper Bound Average Case
Lace a(N -1) a(N -1) ~ay/FN
Jacc GLMJ a(N - 1), BEM o[

a+m(N-1), a>m a+m)

PCacc | a+allog(iya/m)) N] a+3alogyiam N

Table 3.1: Summary of the total cost of access operations when there are N processors

and a total of g accesses and m moves. These are the asymptotic results for a,m >> N.
The bounds for PCace assume a > m.

Table 3.1 summarizes our results for the total cost of executing the access operations
in a problem instance consisting of a accesses and 1 moves for each of these forwarding
address ;Srotocols. The upper bound for PCacc quoted in the table is not our best,
rather it is a weaker bound chosen because it is easily compared with the lower bound.
Note that the bounds quoted are for asymptotically large problem instances.

We expect that most objects will be accessed more often than they move. Further-
more, as the number of processors “interested” in an object grows we expect that the
" ratio of accesses to moves will grow. Given these expectations our results are very en-
couraging. For both Jacc and PCacc as the ratio A = a/m grows the cost pel; access
decreases. In fact, if A grows at least as fast as €N for some constant ¢, then the worst
case cost per access for Jacc remains constant as N grows. In contrast, to ensure a
constant ammortized cost per access, A need grow only as fast as N? for any constant
6 > 0 if PCacc is used.

Notice that we have not quoted an analytic estimation of the average cost of using
PCacc. The derivation of such an analytic result remains an open problem. Numerical

results derived by simulation are discussed in Chapter 4.

3.2 Complexity of protocols using Lacc and Jacc.

Let N be the number of processors that appear in the problem instance. Let a be the

number of accesses and m be the number of moves. Let A = a/m be the ratio of accesses
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to moves. We are primarily concerned with analyzing behavior of the protocols when
the a and m are large compared to N. We will therefor: tend to ignore the effects of
“start-up transients” and concentrate on cost per operation by analyzing the cost per
operation for a fixed A and N as a and m get very large.

Thie protocols using Lacc and Jace exhibit poor worst ¢ase behavior. When Lace
is useci a constructive lower bound is obtained by generating a problem instance which

starts with fewer than N moves to build a forwarding address tree in the form of the

q
>

linear graph on N vertices. Since Lacc does not modify the forwarding addres
every Lacc can originate at the vertex furthest frqm the root and thus cost N — 1. Sincs -
there are N — 1 edges in a tree on N vertices this is also the upper bound on the cost of
a problem instance.

Lewer bounds for the protocol using Jace are also easy to construct. When A < 1
there are enough moves in the problem instance to reconstruct the linear graph after
each Jacc. The matching upper and lower bounds on the cost per access is therefore
N -1 in this case.

In the case in which A > 1 there are no longer enough moves in the problem instance

to ensure that every access costs N — 1. To-derive our lower bound we first need the

following Lemma.

Lemma 1 Let T be any forwarding tree on N processors. There is a sequence of at
moat 2(N-1) moves that can construct T starting from any initial forwarding address

tree configuration on N processors.

Proof: We exhibit the recursive program buildtree (Figure 3.7) which, when given a
specification of T' and invoked with the root of T as its argument, executes a sequence
of at most 2(N — 1) moves and produces T from any starting configuration.

Buildtree(z) does a recursive traversal of the sub-tree of T rooted at z. Since the
last thing that an invocation buildtree(z) does is a move(z) at either of lines A or C,
when it returns it leaves the resource at processor z. The move(z) at line C builds the

edge in T from y to z, its parent in T. If busldtree is initially invoked with the root of T
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procedure busldtree(z: processor);
begin
if (z € leaves(T)) then
move(z) { line A}
else for (y € { children of zin T}) do
busldtree(y); { line B }
move(z) { line C}
end;
return
end;

Figure 3.7: Procedure buildtree creates the edges of a sub-tree in an arbitrary forwarding
address tree.

as its argument, then it is called at line B exactly once for each of the other processors in
V. Each edge of T is therefore created. Furthermore, since there are no further moves
to y it can never be removed.

The number of moves that buildtree uses to construct T is equal to the number of

leaves in T (line A)) plus the number of edges (line C). In the worst case this is 2(N ~1).00

Theorem 2 Let X' = |a/(m — 2N +2)|. If X' > 2 then there iz a problem instance in

which every access in the Jacc protocol costs | ¥52| + 1.

Proof: We explicitly construct such a problem instance. We begin by using an
initial set of fewer than 2N — 2 moves to construct the forwarding address tree of height
J illustrated in Figure 3.8. This tree has single vertices at depths 0 and 1. At depth 1,
where 2 < ¢ < 7, there are exactly \' vertices. Because this tree has N or fewer vertices
we have ( — 1)\ < N — 2 The construction can therefore be done with 7 = | ¥52| + 1.

Starting in this configuration we can originate Jacc’s from the "A’ vertices at depth
7. This decreases their depth from j to 1, leaving a total of A' + 1 vertices at depth 1.
A move to one of these results in a forwarding address tree thai is isomorphic to the
starting configuration. This sequence of ' Jacc’s followed by a single move can therefore

be repeated indefinitely. O
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i2 o

Figure 3.8: Constructive lower bound for the Jacc protocol. A forwarding address tree

isomorphic to J is constructed from J using A accesses and m moves.
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The upper bound on the total cost of using the Jace protocol is similar.

Theorem 3 The total cost of executing the Jaccs in a problem instance with a accesses

and m moves is less than or equal to a +m(N - 1).

Proof: Let A be the set of accesses executed in the problem instance. Define c;,
where § € A, to be the cost of executing access {. In a move the depth of a processor
in a forwarding address tree can be increased by at most 1. Each move can therefore
increase the sum of the processor depths by at most N — 1.

Access § costs ¢; and decreases the depth of its originator from ¢; to 1. It therefore
decreases the sum of the depths by at least ¢; — 1. The initial forwarding address tree
has the minimum possible sum of processor depths so the sum of the decreases cannot
exceed the sum of the increases.. We therefore have m(N — 1) > T;ca(ci — 1), or
a+m(N-1) 2 Tieqcie O

In contrast to these worst cases, applications using ad hoc centralization can achieve
constant cost per access. In practice the actual performance will lie somewhere between

these two extremes. We therefore turn to an average case analysis.
3.2.1 TVUsing Lacc Generates Random Labeled Trees.

In analyzing the protocol using Lacc we need only consider the effect of moves on the for-
warding address tree. We assume that the application that generates problem insta.nqes
chooses the destination of each move from a uniform probability distribution. We call
this the Uniform Random Move process, abbreviated URM. Using this assumption we
analyze the protocol using Lacc as a Markov chain using each of the of the M def yN-1
distinct rooted, labeled trees as a distinguishable state of the process. We show first that
this chain is irreducible and aperiodic and therefore has a unique equilibrium state dis-
tribution. We then show that the chain is doubly-stockastic. It follows directly from this
statement [Par67] that in equilibrium each of the trecs ic equiprobable with probability
1/M.

The states are the rooted, labeled trees on N vertices and they are numbered from

1 to M using a standard scheme for enumerating them [Knu68).
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Let p}i be the probability of going from state j to state ¢ in exactly t moves. By the
definition of the URM process,

P =

1 { 1/N, if§ one of the N trees reachable from j in a single move.
0, otherwise.

We chose to allow the null move because it does not change the analysis and allows the
results to be expressed a little more compactly than otherwise. Because we allow the
null move each tree is a possible successor to itself.

Let fi(t), 1 < ¢ < M, be the probability that after exactly ¢ moves the state is the

ith tree. Thus, f;(0) = 1 when tree 1 is the initial configuration. The distribution after
the (¢ + 1)st move is

fit+1) = f:lp},.f,-(t) "1<i<M
i=

In matrix notation, the state distribution at time ¢ is the column vector F(t) &
[£:(£),. - ., far(t)]!, the single step transition matrix is P 4 i;), and the t-+1st transition
is expressed as F(t + 1) = PF(t). To refer to a Markov chain we will use the name of
its transition matrix. ‘

We review some standard terminology used to describe Markov chains [Par67]. State
¢ is reachable from state j if and only if there is some ¢ such that pﬁj > 0. A Markov
chain is irreducible if and only if any state is reachable any other state. The period of
a state s is the greatest common divisor of the set of integers {t | p%, > 0}. A Markov
chain is aperiodic if and only if all of its states have périod 1. In an irreducible Markov
chain any state having period 1 implies that all states have period 1. A Markov chain
is said to be doubly-stockastic if and only if the sum of the conditional probabilities for

entering each state sum to 1.
Lemma 4 Markov chain P g irreducible.

Proof: The procedure buildiree is an ekplicit contstruction for transforming any

forwarding address tree into any other. P is therefore irreducible. O
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Lemma 5 P 1s aperiodic.

Proof: We allow the null move and therefore pf, > 0 for all ¢ > 1. Since the greatest
common divisor of 1 and any integer is 1 the chair is aperiodic. O

If we disallow the null move then for N = 2 the chain becomés periodic because
there are only two possible states. For all N > 3 it is an easy exercise to show that it is
aperiodic by displaying cycles of length-2 and 5 for states with 2 or more children of the
root and of length 2 and 3 for states in which the root has only one child.

The two conditions of irreducibility and aperiodicity ensure that the chain has a
unique steady stete or equilibrium distribution IT such that IT = PIT.

Let z be a vertex and T be a forwarding address tree. Let subtree(z,T) denote
the sub-tree of T rooted at z and let |subtree(z,T)| denote the number of vertices in

subtree(z, T) (including z). The set of children of z in T is denoted by children(z, T).

Lemma 8 P i3 doubly-stochastic.

Proof: All the non-zero conditional probabilities p}; are equal to 1/N. We now show
that each state (tree) has NV predecessors and therefore that the sum of the conditional
probabilities for entering that state sum to 1.

Let the tree generated after the tth step be denoted by T} and let the root of T; be
denoted by root;. We will count the number of trees that could have been T;_;, Ti’s

predecessor.

Case 1: T;—; = T¢. That is, T; was its own predecessor. There is exactly one way that
this occurs.

Case 2: Ti-1 # T:. Recall that a move(z) (where z = root;) mutates tree T;—; into T}
by disconnecting the sub-tree rooted at z from T;_;, and making root;—; a child
of z. (See Figure 3.4.) All other edges of T;-1 are left undisturbed. We will count
the number of ways that this could have been done to create Tg.

Suppose that y € children(z,T;), was root;—;. This implies that all the other
children of z in T; were also children of z in T;—;. The parent of = in T}..; therefore
had to have been one of the vertices in the sub-tree of T} rooted at y. The number
of possible predecessors to T; in which y was the root is therefore |subtree(y, Tt)|.
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Since any vertex in children(z,T;) could have been root;—; and since each of
the N — 1 vertices other than z is in exactly one of the sub-trees rooted at
children(z, T;), the number of possible predecessors of T not rooted at z is N —1.

The total number of possible predecessors of T} is N. Since all of the non-zero entries
of P are 1/N, the sum of conditional probabilities leading to each treeis 1. P is therefore
doubly-stochastic. O

Theorem 7 In the equilibrium distribution of P each of the M &t yN-1 rooted, labeled

trees with N vertices occurs with equal probability.

Proof: The lemmas prove that the P is irreducible, aperiodic, and doubly-stochastic.
The first two properties guarantee that P has a unique equilibrium distribution. The last
property means that it is verifiable by inspection that the vector IT = [1/M{,...,1/M]t
satisfies /T = PII and is therefore the equilibrium distribution. O

3.2.2 The Distribution of Vertex Depths in Rooted Labeled Trees.

In this section we again analyze the protocol using Lace as a Markov chain, but this
time using a different state space. The depth of a vertex in a rooted tree is the number
of edges in the path from that vertex to the root. We choose an arbitrary vertex z and
let the state of the process at time ¢ be the depth of z in the forwarding tree created by
the tth step of the URM process. When there are N vertices the depth of z can range
from 0 to N — 1. In Figure 3.9 the depth of vertex z is k.

Assume that after step ¢t — 1 that the depth of = is k. What are the conditional
probabilities that z will be at depth 5 after the tth step of the URM process? There are

three distinct cases:

0 < g £ k : This can occur only if the tth step is a move(y) where y is the unique vertex
located 5 edges above 2 on the path to the root. The probability of this occuring
is 1/N.

J =k +1: Whenever the tth move is to a vertex not on the path from z to the root the
depth of z is increased by 1. The probability of this occuring is (N ~ (k+ 1))/N.
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1 1 1 1\
k edges 1 N-1 1 1
= depth(z) | Q=% 0 N-2 1
0 0 1 1

Figure 3.10: The transition matrix Q us-

ing depth(z) as the state.
_Figure 3.9: Vertex z at depth k will be at

depth j if a move(y) is executed.

k+1<j< N —1: There is no way for the depth of z to increase by more than 1 in a
single step so the probability of this occuring is 0.

Since the conditional transition probabilities depend only upon the depth of z, the
URM process analyzed with this state space is again a Markov chain. The single step
transition matrix Q is illustrated in Figure 3.10.

* As in the previous analysis, the chain @ is irreducible and aperiodic and therefore has
a unique equilibrium distribution © such that © = @8, where 8 = [f,,..., 0N..1]*'a.nd
each §; is the probability that z will be at depth ¢. We can solve the system (Q —I)© =0
" by noting that the first equation of the system normalizes the §’s to sum te 1 and each

of the remaining equations is of the form
. N-1
(N=8)ia1+(1-N)O;+ ) 6;=0 1<i<N-1, (8.1)
=i+l
recursively defining 8;_; in terms of the §’s with larger indices. It is easily verified by

substitution into Equation 3.1 that

ON bz = (%ﬂ’-) (N - k)%f 0<k<N-1 (3.2)

is the closed form solution. This can also be rewritten as

oo (=D i+1
T =i-nINT

0<i<N-1
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The expected value of the depth of a vertex is computed by evaluating d = (N —

k — 1)0x..k1 using Equation 3.2. Simple manipulations of the right hand side yield the

form :
2o M

NN = Iil
This formula is the power series for eV truncated to N — 1 ferms and normalized. The
function @(n) [Knu68] (pages 112-113, equations (2) and (4)) is the same formula but
truncated to N terms. Noting that the Nth term when normalized is equal to 1, we use

Knuth’s asymptotic approximation of Q(n) (page 117) to obtain the result

~_f*N 4 1 [ 91 1 [7* —
d=\%-3"E\Vzx ~son T msVae t O ) (3:3)

By examining the ratio d;;1/d; the mode of the distribution of vertex depths is found
to be at /N + 1.

The height of a tree is the maximum depth of any vertex in that tree. Renyi and
Szekeres [RS67)] have shown that the expected value for the height of a rooted labeled
tree is asymptotically /27 N.

Meir and Moon [1\1M70; MMT78] have published the distribution

_ N! i+1
T (N-1)(N-i-1)I N1

for the probability that a vertex in a random rooted, labeled tree will be at depth i.

b;

Each value in this distribution differs from our result by a factor of N/(N — 1). This is
explained by noting that they neglect the event that z will be the root of the tree and
have depth 0. (This occurs with probability 1/N.) They also derived estimates for the

expected depth of a vertex and our analysis improves upon their results. .

3.2.3 Average Case Analysis of the Cost of Using Jacc.

We now consider the more general case in which at each step the application chooses with
probability « to execute an Jacc(y) and with probability 1 — & to execute a move(y).
In both cases processor y is chosen from a uniform distribution. Once again, we wili use

the depth of node z as the state of the process. .
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A=~]0 0 N-1
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Figure 3.11: The transition matrix A for a Jacc chosen from a uniform distribution.

The parameter A used previously is the ratio of accesses to moves in a problem
instance. We will relate a and A using the approximations A ~ a/(1 — @) and a =~
A/(1+A).

The effect of a single Jace{z) on 2 forwazding addicoss tres Is Mustrated in Figure 3.5.
If node z is at the root of the tree then any Jacc will leave it there. Otherwise, if z is at
depth ¢ # O then for 0 < j < 1 the probability that a randomly chosen Jacc will leave z
at depth j is 1/V and the probability that the depth remains unchanged is (N —{)/N.
Figure 3.11 is the transition probability matrix A for an single J. ace operation. A has

two absorbing states corresponding to z being the root and being a child of the root.

Since the application chooses to make a move with probabilif.y 1—a and an Jace with
probability o, its transition probability matrix is C(a) = (1-a)Q+aA where 0 < a < 1.
As long as < 1 (that is, the probability of a move is non-zero) this process is irreducible
and aperiodic. It therefore has an equilibrium solution ®(a) = [go(a),...,dn-1()]
that satisfies the system of equations (C(a) — I)®(c) = 0. As in the previous section,
the first equation expresses a normalization condition and the rest recursively define each

of the components of ®() in terms of the higher indexed components.

N-1
(1 - a)(N = i)i-1(a) + [N ~ §) + 1 - N] ¢i(e) + leta) =0 (3.4
: j=i+

When a = 0 Equatior 3.4 reduces to Equation 3.1 so ®(0) = ©. We have not found
a closed form solution when a # 0. Since C(a) — I is almost upper triangular, numerical

solutions for fixed values of N and o are easily computed. The expected value of the
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Figure 3.12: The expected cost of using Jacc. Numerical solutions for the expected
depth of a vertex (d = E(d)) as a function of N and a. Each curve represents a different

choice of a.
depth of a vertex for several values of N and « are plotted in Figure 3.12.

If at some time node z is at depth j then the expected depth after the next step, the
conditional ezpectation of the depth, is defined as

N-1
ri(a) = Z icij(a) 0<j<N-1
1=0
This evaluates to
.2 -
rj(a)=—;—N+(Egz—N—1-+l)i+1—a 0<j<N-1L

The point 7(c) such that ri(e) = 7(e) is a convergence or regression point of C(c) in the
sense that if the depth d of z is larger than (c) then the expected depth after the next
step will be smaller than d and conversely if d is smaller than ; (c) then the expected
depth after a step will be larger than d. Asymptotically, j(a) ~ v/2(1 — @)N. Although
7(c) bears no direct relation to the mean of ®(a), it is in a sense a measure of the central
tendency of the distribution. Taking a hint from the functional form of j(c:) we observe
that d(a) = \/m is a very good approximation to the numerically computed

expected depth of a vertex when « is in the range of the values used in Figure 3.12.
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Using this approximation as the expected cost of an Jacc the average cost per operation

of a stream of moves and Jacces is

1-a+ a,/ga - a)N. (3.5)

For fixed N this is at its maximum when a = 2/3.

We leave as open problems the derivations of a closed form for ®(c) and the compu-
tation of its mean. )

Doyle and Rivest [DR76] analyzed the set union algorithm corresponding to our Lace
protocol and derived an O(1) average cost bound for a certain restricted set of assump-
tions. Our results of this section indicate that using our uniform choice assumptions that
neither the Lace nor the Jace protocols exhibit constant cost per operation behavior.
We leave as an open area of research the problem of deciding which sets of average case

assumptions result in constant cost results and which do not.

3.3 Worst Case Bounds Using PCacc.

In this section we analyze the worst-case performance of the protocol using PCace. As
in the case of the other two protocols an adversary can usz N — 1 moves to build a linear
chain of forwarding addresses. The worst case cost of any single PCacc is therefore
N —1. Not all PCacc’s can cost this much so we will analyze the total cost of executing'
an entire problem instance, the entire sequence of mpue’s and PCacc’s that are executed
in R’s lifetime.

We characterize a problem instance with three parameters: N, the cardinality of the
set of processors that R visits or that access it; m, the number of move(z) operations
in the problem instance; and @, the number of PCacc(z) operations. Let C(N,a,m)
denote the worst case cost of running an instance with those parameters. Because we
are interested in the practical application of the protocol we attempt to make our analyses
as concrete as possible.

We will concentrate on the case in which objects are accessed remotely at least as

often as they are moved. We are also concerned with the long term behavior of the
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Figure 3.13: Biﬁomia.l trees.

protocol so we will concentrate on the cases in which a zad m are both much larger than
N.

3.3.1 Lower Bounds.

The lower bounds on the worst case performance of the protocol are obtained by ex-
hibiting a method for constructing arbitrarily long sequences of move’s and PCacc’s in
which the PCacc’s are relatively expensive. The general idea is to use an initial sequence
of between 3N/2 and 2(N - 1) move’s to construct a forvzrding address tree T with
the “self-reproduction” property that starting with T' there is a sequence of relatively
“expensive” PCacc’s followed by a single move that leaves a forwarding address tree
isomorphic to T'. This is the same technique we used for constructing the lower bound
on the cost of the Jacc protocol. We adapt a construction due to Fischer [Fis72] and
refined by Tarjan and Van Leeuwen [TvL84]. We begin by discussing the adaptation of
Fischer’s construction in detail.

The construction is based on the remarkable properties of a recursively defined family
of trees called binomsal trees. The binomial tree By is an isolated vertex and B;, >0
is constructed recursively by taking two copies of B;_; and joining them by making the

root of one copy a child of the root of the other. See Figure 3.13. The binomial tree
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Figure 3.14: Horizontal (a) and vertical (b) decomposntlons of Bk Vertex z is the grip
and y is the handle,

B, contains 2 vertices of which exactly half are leaves. In B;, the number of vertices at
depth j is the binomial coefficient (f) The height of By is exactly k and there is exactly
one vertex at that depth, called the handle. We call the single leaf at. depth 1 Bg’s grip.

Because of its recursive definition, a binomial tree of order k contains many disjoint
copies of binomial trees of lesser order. In particular, Fischer noted two particularly
useful decompositions of By (Figure 3.14). The horizontal decomposition of B (a) is
obtained by distinguishing the sub-trees rooted at children of By’s root. Similarly, the
vertical unrolling is obtained by counting the sub-trees rooted on the path to the handle.
Using these decompositions he showed that if one starts with a tree containing a copy of
By, embedded anywhere but at the root and do a path compression beginning at its handle
then the resulting tree will have a copy of By embedded at its root. Fufthermore, the
handle of the original By will be a child of the root but will not be in the embedded copy
of By. Binomial trees are therefore in a sense “self-reproducing” under path-compressing
operations. Figure 3.15 illustrates a forwarding address tree that is reproduced by the
pair of operations consisting of a PCacc of cost k + 1 originating at the current handle
of the embedded B tree followed by a move to that processor. The total number of

processors used is 2%+ 1. To obtain the self-reproducing property with one fewer vertex
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x x t

Figure 3.15: The self-reproduction of By.

we begin by transforming a Bj tree into what we call a B, tree by executing a move
to its grip. The R} tree therefore has 2! — 1 leaves and its handle is at depth k + 1.
Executing a PCacc originating at the handle converts the R; tree into a new Bj tree

with the handle of the original tree becomming the grip of the new one.

Theorem 8 Letm > 3(N —1)/2+a—1. There is a sequence of m moves and a PCaccs
on N processors such that every PCacc costs at least |log, N| + 1.

Proof: By Lemma 1 an adversary can consiruct a copy of Ry where k = |log, N] in a
forwarding address tree using at most 3(N — 1)/2 — 1 moves. Each PCacc is from Ry’s
handle, costing k+1 and producing a copy of Bi. Of the remaining moves a—1 are used
to transform the Bj back into a copy of Ri. The total cost of executing the problem
instance is therefore m + a(|log, N| +1). O

The self-reproduction sequence for binomial trees consists of a single PCacc followed
by a move. In order to derive a lower bound for the case in which after the initial
construction phase there are k = || times more PCaccs than moves it is sufficient to
find a family of trees with a self-reproduction sequence consisting of k PCaccs followed by
a single move. Tarjan and van Leeuwen [TvL84] defined T}‘, a family of trees with exactly
this property. The cost of each path compression in the self-réproducing sequence is §
where j = tk. Let m' be the number of move’s remaining after the the initial construction
phase. TF contains fewer than (k + 1)*"! nodes so choosing i = |logg,; N] + 1 and

k= |;%] yields a j such that |T¥| < N. The cost of constructing T is at most 2N — 1
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and may be as little as 3N/2. With this choice of the parameters the total cost of the
PClacc’s is at least a [log(l_*_a /mt) N + 1] .

Theorem 9 Define the quantity m' such that m—2N < m' < m~3N/2. This represents
the number of move operations left after the startup phase. If m' > 0 and a > m', then

C(N,a,m) 2 m+a+ a|log(|a/m) N]-

Proof: (Sketch) The Tarjan and van Leeuwen trees are similar to binomial trees and

they are used in a similar way. O
3.3.2 Upper Bounds.

To derive a worst-case upper bound on the cost of executing the resource finding protocol
using PCacc on a problem instance with IV vertices, m moves, and a PCaccs we refine
a technique attributed to Paterson [FM77, Yao85]. The idea is to put an upper bound
on the total cost attributable to expensive accesses, those that cost more than pln N
where p is a parameter of the analysis and may be chosen as a function of N, m, and
a in order to optimize the analysic. The bound on the total cost is obtained by adding
this to the possible cost of all of the inexpensive accesses. .

Let = be a vertex and define o, the weight of z, to be the number of vertices in
the sub-tree rooted at z. We define the quantity H = }__.y plno, to be the entropy
of the the forwarding address tree. Although it is not the same as the entropy defined
in information theory, it is a measure of the disorder of the system. H is reduced by
PClacc operations and it can be increased by moves.

When all of the processors know R’s location, i.e. the height of the tree is 1, then H
takes its minimum value of pIn N. The execution of the protocol starts in this minimal
entropy configuration. All other configurations of the forwarding address tree have a
larger value of H, but less than pNIn N.

Lemma 10 The operation move(z) can increase H by at most pIn N. -

Proof: The only vertex whose weight is increased by move(z) is z. Since z’s weight can
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be increased by at most N this can increase H by at most pln N by the definition of H.
The decreases to the weights of other vertices can only decrease H. O
Define AHj to be the amount by which H is decreased by a PCacc that uses a path

of [ 4 2 processors and whose cost is therefore I - 1.
Lemma 11 AH; > lph piLl Jor a value of 8 depending on l, where 0 <Inpg < lﬂf!

Proof: (Sketch, after Yao [Yao85]) Let T be the tree before the path compression and
let T' be the tree afterwards. Let the vertices along the path be vg, vy, ..., v, V141, Where

141 is the root of T. The change in entropy is expressed by

l
H(T)- H(T) =p)_(lnoy, —In(ow, — 0, _,)) .

i=1
The weights are defined with respect to 7. Each term in the summation is the contribu-
tion due to the change in the weight of v;. Thg weights are constrained to be monotonic,
ie. 1< 0y, <0y, <...<0y,,. Under this constraint the sum is minimized when the
weights are minimized when they are in a geometric sequence, oy, = aft, a > 1. The

result follows by straighforward manipulation. [0

Theorem 12 Let C(N,a,m) denote the total cost of ezecuting a sequence of m moves
and a PCacc’s with N processors. Then
InN
C(N,a,m)<m+a(1+plnN)+-'—n—;1—/'—, (3.6)
In =
where p > 0 is a parameter of the analysis and may be chosen based on N, m, and a to

minimize the right side of the inequality.

Proof: Let ¢ be the number of “cheap” PCacc operations where “cheap” is defined as
costing no more than 1+ pln N. There is thus a set E of a — ¢ “expensive” operations
each of which costs more than 1+ pIn N. We consider separately the costs accrued by
moves, the ¢ “cheap” PCaccs and the a — ¢ “expensive” PCaccs.

Each move is charged one cost unit so the total charge to moves is m.
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The ¢ “cheap® PCacces each cost less than 1+ pln IV so their contribution to the
total is bounded by ¢« (1 4 pln N).

The cost accrued by i, an “expensive” PCace, can be written as 1 + [; where [; >
pln N. The total cost accrued by the “expensive” operations is therefore Ticp (1 + 1)
ora—c+ Yiecplk.

Let | = l;; By Lemma 11, AH; > Ipln 3%1-, where 0 < plnpg < L‘“IE Since
[ > pln N by the definition of “expensive”, pIn8 < 1 and therefore 1 < 8 < e/, Thus,
pln 325 > pln 7% and AH > lpln 522 '

By Lemma 10, the total entropy created by executing m moves is no greater than
mpln N. Since the PCacces cannct reduce H- below its initial value we have

o S < S AH, < mplnN.
-l TG
The total cost accrued by the “expensive” PCacces is therefore less than

mln N
a—-c+ ___ﬁ,/_’_—l .
Adding the upper bounds on the costs accrued by each type of operation gives us
the desired result. O '
Making the substitutions m = a/ and noting that In(z) —In(z— 1) > £in(2) = 1/z
we obtain the weaker but simpler bound,

1/p
C(N,a,m)<m+a+ (p+ _e_,\_) aln N, (3.7)

which is optimized by choosing p such that Ap? = !/, Define g(),p) = (p + e—!X{:) It
we set p = 2/In (1 + A) we obtain g(}, p) = 2/In (L + A) + (A+ 1)*/2/A. Thus,

1/2
C(N,a,m) < m+a+ (2alogyy N) + (-(—}‘—-L,\l)—) alnN. (3.8)
This compares favorably with the lower bound. For A > 1 the last term of 3.8 is
less than ‘alog;,, N. For moderately large A, such as A > In® N, this term becomes
less than a and upper bound on the ammortized cost per access is thus about twice the

corresponding lower bound.
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The restricted case in which R never revisits a processor can be analyzed by doing a
direct reduction of an execution of the PCacc protocol to an execution of the algorithm
for the set union problem that executes m “naive” link operations and a path compress-
ing find’s. If ¢ < m an upper bound of m + a (1 + 2[log, m]) applies [TvL84] . When
a > m our improvement of Paterson’s technique applied to this set union algorithm
results in an upper bound of m+a+3a l0g14a/m M, a/m > 1, improving in several ways

the upper bound for this algorithm reported in [TvL84]-
3.3.3 The Average Case Cost of Using PCacc.

For the protocol using PCacc we do not know of any analytically derived average case
bounds that are any better than our worst case bounds. The simulations discussed in
Chapter 4 indicate that when a > m and the move’s and PCaccs are chosen from a

uniform distribution that for A > 1 the average case cost is at least one half of the lower

bound.

3.3.4 Tree Maintenance as a Part of a move.

The protocols that we have analyzed have used the simplest legal implementation of a
move. A reasonable conjecture is that we could make one or more of our protocols more
efficient by somiehow improving the move operation.

Our discussion of ad hoe centralization suggests one way of doing this. If the system
were allowed to break the symmetry in‘the roles played by processors by designating
a “home” processor h then it could double the cost of a move by transforming every
occurence of “move(z)” in a problem instance to the pair “move(h); move(z)”. If Lacc
is used with this strategy then the maximum possible length of a forwarding address
chain is 2.

If either Jacc or PCacc are used then there is no such guarantee. Long paths can
still be constructed in the worst case. If R is at processor y before a move then the
lower bound constructions can be modified by adding an access(y) after each move. If

h is a special processor that otherwise does not participate in the problem instance,
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then the combined effects of the system and the adversary are to change “move(z)” into
“move(h); move(z); access(y);”. The original accesses cost the same 2= they did in the
original consiruciion. The m new moves each have unit cost and the m new accesses
each cost 2 units.

Another possible strategy is use a path compressing move, PCmove(z), that com-
presses the path from 2’s parent at the start of the operation to z, the new root of the
tree. Unfortunately, this augmentation has only a minor effect on the lower bounds. All
of the moves in the lower bound constructions for Jacc and PCacc are to processors
that are at that moment children of root of the forwarding address tree and path com-
pressions would have no effect at all. To prevent the attempted path compressions from
having any effect during the initial phase of the construction all that is needed is modify
the busldtree program in Figure 3.7 so that the move(a) in “line A” is alsc executed for
the interior nodes of the tree under construction. This has the effect of increasing the
cost of constructing any tree to 2N regardless of the number of leaves. Using PCmove
can therefore produce at most a minimal worst case impfovement in performance when
az>m.

The average case analyses of these strategies are left for future work.

3.4 Refining the Definitition of V

Our analyses have taken N to be the number of processors “interested in R”. This
includes all processors that R can visit and those that can refer to it over its lifetime.
We can refine our analyses by improving the definition of N.

For the purposes of our worst case analysis of PCacc N could have been restricted
to be the set of processors that R visits. This is because processors that can refer to
R but which are never visited will always be leaves of the forwarding address tree. An
access originating at one of these leaves will traverse one more edge than one originating
at the interior vertex to which it is attached. Furthermore, the same path compression
occurs on the interior vertices. Thus, by redefining N we add at most a single unit of

cost per access. If R visits much fewer processors than access it this can improve the
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analysis substantially.

Similar improvements are easily obtained for the other analyses. Restricting N to
be the number of processors visited decreases the depths of the forwarding address trees
that are created by the processes generating the problem instances.

Using the Lace protocol a processor never visited by R always keeps its original
forwarding address. It’s average depth in the tree will thus be exactly one more than
that of the processor it points to.

The analyses for Jacc is not so easy. They must be parameterized not only in terms
" of the number of visited processors and the number of operations of each type that they
originate, but also in terms of the number of never visited processors and the number
and pattern of their accesses. Using the Jace protocol an access originating at a leaf of
the tree does not modify the interior of that tree. An access originating at a never visited
processor does not therefore shorten the paths potentially traversed by other processors.
The costs of the accesses originated by the visited processors are therefore independent
oi'.the never visited processors and their behavior. The cost of an access originated by a
never visited processor can be at most one unit more that the cost of a potential access

from a visited one. This is true both of the worst case and the average case analyses.

3.5 The Effects of Concurrency Upon Cost.

Thus far we have analyzed the protocols as though the operations in a problém instance
were executed serially. In practice, however, there will be some amount of concurrency.
If the processors keep enough state to know that they expect to receive an updated
forwarding address for an object, then they can delay other access requests until that
information is received. This will occur when the processor has originated a not yet
completed Jacc or is on the path taken by a PCacc. The effect of this will be to
possibly increase the delay seen by the later operations, but to keep the same costs as
would be seen in a serial execution of the protocol.

If the processors do not maintain this extra state then the effect of concurrency will

be to increase overall costs because there will be access messages traveling over paﬁhs
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that would have already been shortened, eiﬁher through a Jacc or a PCacc. We have
no direct analytic estimate of the magnitude of this effect.

The path compressing phase of a PCacc is a maintenance operation on the forward-
ing address tree and is not needed to ensure the correctness of the protocol. We might be
tempted to reduce congestion during peak hours on the system by makiné path compres-
sion a low priority activity. This has the effect of increasing the effecfive concurrency of
the protocol. The effect to deferring all path Eompressions until a period of low system
utilization would be to turn all PCacc’s into a Jace’s during the period of high utiliza-
tion. If the costs of using Jacc are acceptable for a short period of time then delaying

path compression could be a reasonable idea. In general, however, this appears to be a

poor strategy.

3.6 Discussion and Concluding Comments.

The worst case average cost per operation when we use PCacc can érow as O(log, N) for
an arbit;}i.ry application. We know of no way of improving on this without introduéing
some form of centralization. We speculate that this is the cost penalty of using our
particular definitions of autonomy and decentralization.

In their study of the cost of using a rendezvous mechanism Mullender and Vitanyi
[MV85] defined decentralization in terms cf the frequency with which each processor
can serve as a rendezvous between another pair of processors. In the fully decentralized
case this frequency distribution is uniform across ali processors. Using this model they
preved an Q(\/.V) messages lower bound for the cost of establishing a rendezvous, where
N is the number of processors in the system. While some part of the difference between
the costs of using forwarding addresses versus rendezvous may in fact be attributable to
the mechanisms themselves, they cannot really be compared unless they are analyzed
under the same model. We leave as an open problem the development of a model general
enough to subsume both our work and theirs.

An unexplored facit of the analysis is the study of the actual behavior of large, de-

centralized, object—oriented systems in which there are large numbers of small, mobile
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objects. Such systems do not as yet exist. Many applications on decentralized systems
will themselves be inherently centralized and can use centralized generalizations of for-
warding addresses. We speculate that the locality properties of real applications wauld
introduce forms of ad hoc centralization that would result in actual performace much
better than our analyses predict.

One such locality property -may~ be an inverse relation between the number of pro-
cessors that may want to access an object and the rate at which it moves. As we saw
above, if A = a/m grows at least as fast as a fixed fraction of N, the number of pro-
cessors that can name an object, then the ammortized cost of an access using the Jacc
protocol will be constant. If A grows only as fast as a fixed power of N', where N’ is the
number of processors the object visits, then using PCacc will result in a constant cost
per operation.

Our cost measure is crude. By choosing to count the network edges used in an
operation we are attempting to approximate in one measure both the number of messages
sent and the number of forwarding addresses that need to be looked up in the local
databases of the processors. Without detailed knowledge of the actual implementation
of some of the low level operations and of the underlying hardware, we do not know
which of these will be more important. For instance, the cost of looking up a forwarding
address may be dominated by the cost of accessing secondary storage. This can be
several orders of magnitude greater than the cost of sending a single packet message in
a local area network.

We used the number of edges traversed by an access request as the measure of its
cost. We did not count the edges that may be created by that operation. In a path
compressing protocol the second traversal of the path will entail both the transmission
of messages and the updating of the local forwarding address databases along it. If we
assume that the costs of lookup and update in these databases are similar and that
the results of the lookup on the first traversal are cached until the path compressing
traversal, then a path compressing access costs about twice as much as the simpler

implementations. If A is sufficiently large compared to N for a particular application
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then it may be reasonable to forego path compression.

We leave as open problems the closed form solution for the Jace protocol’s average
case as well as the problem of deciding what kind of average case assumptions lead to
improved performance. In the next chapter we argue that under the uniform choice
average case assumptions that we have been making that there will not be an average
case analysis that improves substantially the worst case lower bound for the PCacc
protocol. Nevertheless, it is still an open problem to find such a bound. Finally, an area
that we have not touched upon is an analysis of the effects of concurrency on the cost

of executing these protocols.



Chapter 4

Numerical and Simulation
Results.

In Chapter 3 we analyzed the costs of using various forwarding address protocols.
The formulae with which these results are expressed are difficult to evaluate and use
analytically. In this chapter we present numerical evaluations of those results in graph-
ical form and compare them with the output of Monte Carlo simulations of the same

protocols.

4.1 Simulations.

We used a Monte Carlo simulator capable of simulating each of the three protocols
analyzed in Chapter 3. Each data point presented in this section is the result of running
the simulator on a problem instance consisting of k operations where k > maz(50000, 4N-
maz(), 1/))), where N is the number of processors participating in the protocol and X is
the ratio of accesses to moves in the problem instance. The method by which the sequence
of operations in an instance is generated is equivalent to sampling without replacement
from a set of operations containing Ak/(1 + A) accesses and k/(1 + A) moves. The
source processor of each access in this set is chosen from a uniform random distribution.
Similarly, the desfination processor of each move is also chosen uniformly. In addition to
computing the mean and standard deviations of the cost of the accesses, the simulator

also keeps track of the maximum cost incurred by any single access.
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Figure 4.1: Results of simulating the Lace protocol with A = 1. “MAX” is the the
maximum cost of an access. “Mean” is the mean cost of an access. “o” is the standard
deviation of the cost. Our estimation (V7 N72) of the mean is plotted for the purposes
of comparison as is /27N, the height of a random tree.

The average case problem simulated for Jacc is slightly different from the one ana-
lyzed in Chapter 3. In those analyses we assumed that the probability « that a particular
operation will be an access is independent of all other such choices. This corresponds to
a process that samples with replacement. On the other hand, the worst case bounds for
both Jacc and PCacc are expressed in terms of A, the actual ratio of accesses to moves.
In order to make the results of the simulations, including those of Jace, comparable with
the worst case bounds we used sampling without replacement. This forces the actual
ratio of accesses to moves in each simulation run to be A exactly.

Figure 4.1 presents the results of simulating the Lacc protocol. The results of the
simulation are consistent with the analytic bounds derived in Chapter 3. The mean cost
per access converges rapidly to \/m as N grows. Furthermore the cost of the most
expensive access operation operation is bounded from below by v/2xN, the expected

height of a random rooted, labeled tree. The actual maximum cost seems to be predicted
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Figure 4.2: Results of simulating the Jacec protocol with A = 1. “Max” is the the
maximum cost of an access. “Mean” is the mean cost of an access. “o” is the standard

deviation of the cost. Our estimation (v/7N/2{X +1)) of the mean is plotted for the
purposes of comparison. '

well by twice this figure. When N = 16384 the standard deviation of the cost, of an access
was measured to be o = 84.6. Since k = 65536 the estimation of the standard error in
measuring the mean, o/v/k — 1, is 0.33. This is the largest estimated standard error of

any of the data points we present.

Figure 4.2 presents the results of simﬁlating the Jacc protocol with A = 1. Our
-numerically derived estimate of the mean (/7 N/2(X -+ 1)) is also plotted for comparison.
Unlike the Lacc protocol, an access in the Jace protocol modifies the forwarding address
tree and thus costs are affected by A. In Figure 4.3 we plot the mean cost of an access
for various values of N and A. Figure 4.4 presents the maxima of the access costs
encountered in those executions of the simulator.

Figures 4.5, 4.6, and 4.7 present the results of similar simulations using the PCacc
protocol. Because the costs grow much more slowly in this case than for the other two

protocols a linear rather than logarithmic scale is used for the costs in the latter two
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Figure 4.3: The simulated mean cost per access using Jacc is plotted as a function of N
for various values of A.
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Figure 4.4: The maximum cost per access encountered in simulations using Jacc is
plotted as a function of N for various values of A.
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Figure 4.5: Results of simulating the PCacc protocol with A = 1. “Max” is the the
maximum cost of an access. “Mean” is the mean cost of an access. “o” is the standard
deviation of the cost.

graphs. In the next section we will compare these results with our analytically derived

bounds on the cost of using PCace.

4.2 Evaluating the bounds for PCacc.

In Chapter 3 we derived a worst case upper bound of the ammortized cost of the path
" compressing protocol. In order to compare it with the lower bound we simpliﬁed and
weakened it. Here we evaluate the function numeriqa.lly and compare it with the approx-
imations, with our worst case lower bound, and with the simulation results.

The first issue is the comparison of the three bounds that we derived. The tightest
bound that we derived, inequality 3.6 can be written as

aln N
H
Aln ££725)

where p is a free parameter that can be chosen to minimize the right hand side of the

C(N,a,m)<m+a(l+plnN)+

inequality. Henceforth we will call this UB1. We numerically optimized the right hand
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Figure 4.6: The simulated mean cost per access using PCacc is plotted as a function of
N for various values of A,
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Figure 4.7: The maximum cost per access encountered in simulations using PCacc is
plotted as a function of N for various values of A.
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Figure 4.8: Our tightest upper bound of the worst case ammortized cost per access for
the PCacc protocol, UB1, is numerically optimized and plotted as a function of N for
several values of A. .

side of this inequality and the results are presented in Figure 4.8. Noiice that when
A <1 and N is small that UB1 is worse than the trivial upper bound of N — 1.

A weaker but simpler bound,

31/ [

C(N,a,m)<m+a+ (p+ 3

)alnN,

was obtained from UBI where again p can be chosen to minimize the right side of the

inequality. We call this UB2 Choosing p such that Ap? = e'/? optimizes UB2. For

neither UB1 nor UB2 do we have an analytic solutions for choosing an optimal p.
Finally, by setting p non-optimally to to p = 2/ln(1+ A) we obtained the even

weaker upper bound of
C(N,a,m) <m+a+(3alog;,., N), A>1

We refer to this weakest bound as UBS.
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Figure 4.9: Three upper bounds, the lower bound, and simulation results for the PCacc
protocol with A = 1.
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Figure 4.10: Three upper bounds, the lower bound, and simulation results for the PCacc

protocol with A = 64.
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Figures 4.9 and 4.10 present these three bounds graphically for the particular cases
in which A = 1 and A = 64, respectively. UB1 and UB2 were optimized numerically.
For purposes of comparison we also plotted the corresponding lower bounds as well as
the simulation results. Notice that as claimed in Chapter 3 that UB2 is an excellent
approximation to UBI when X is reasonably large.

Recall that in Chapter 3 we did not present an analytic average case analysis for the

. PCacc protocol. The simulation results plotted in Figures 4.9 and 4.10 indicate that
given the assumption that operations are chosen uniformly that the average case cost of
an access cannot be constant but instead grows proportionally to log N. When A =1
the mean cost per access appears to be about half of the worst ca.Qe lower bound. When
A = 64 it appears to be an even larger fraction and for very large N the mean cost may
approach or even exceed the lower bound. This is consistent with a simulation of the set
union algorithm done by Sedgewick and reported by Yao [Yao85].

These comparisons of the results of our simulations with our analytic results lead us
to believe that an average case analysis of the PCacc protocol that uses our uniform
choice assumption will not be able to improve much upon our worst case lower bound.
Average case analyses for set union algorithms have been done under certain restrictive
assumptions [DR76, Yao85], but no general analysis has yet been published. As in the
case of the set union algorithm the average case analysis of the PCacc protocol remains
an open problem.

Despite the lack of a general analysis we remind the reader that there are assumptions
which do imply constant worst case cost per access. If it is the case that A > eN for
some fixed ¢ then all of the bounds for both Jacc and PCacc become constant. We leave
as an open problem the investigation of other assumptions involving bounded values of

A that might lead to similar results.



Chapter 5

A Framework for Discussing
Model Implementations.

In the preceding chapters we argued that, given our model of objects and naming,
forwarding addresses are an obvious and natural mechanism for decentralized object
finding. Given the forwarding address mechanism most applications w111 use it in an
efficient way. In our model of costs, an object that visits N different processors over its
lifetime can be accessed using the PCacc protocol with a worst caée ammortized cost
bounded by a small constant times log N. We judge this to be acceptable performance.

In addition to the question of cost, there are other issues that bear upon the question

of whether it is reasonable to use forwarding addresses in a real system:

o The implementation should faithfully emulate the intuitive model of objects and
proper names introduced in Chapter 1. If a processor possesses a proper name
then it should be able to access the referent if it still exists.

o Other resources should be used efficiently. In particular, storage should be managed
in such a way that uncollectable garbage does not accumulate. While it is beyond
the scope of our work to decide which objects are no longer needed, we do need to
concern ourselves with recovering the storage of useless forwarding addresses.

o It should be possible to exercise reasonable administrative control over the proces-
sors in the system. Each processor should be able-to account for its own resources.
If a processor takes some action that commits it to future obligations then the cost
of those obligations should be known.

e It should be possible to reconfigure the system. If there are obligations between
processors then they should be explicitly represented by “contracts”. It should be
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possible to reconfigure the system by renegotiating these contracts.

e Reliability is important. There are many different sets of assumptions about failure
modes in distributed systems. Multiple levels of enhanced reliability should be
possible for each of these. The replication of objects and forwarding addresses
should be straightforward.

These are properties that depend upon a more detailed model of the system than
the simple abstraction that we used for the performance analyses. This chapter adds
that detail. Aspects of system design that do not bear directly on the problem of ﬁndin?gw |
objects as they move from processor to processor are actively and blatently avoided.

In this and the following chapters we explore these and other issues by presenting
pseudo-code fragments that might be found in object finding services that use forwarding
address mechanisms. They are not intended to convey all of the detail that would be
present in actual implementations. They are instead offered as heuristic models with
wl;iph to explore the ideas behind those implementations.

- We remind the reader that the model we present is not the interfg.ce seen by the pro-
grammer of an application in this system, rather it is seen by the implementer of that
interface. The application programmer’s model might resemble Smalltalk 80 [GR83],
Eden [ABLN83], Argus(Lis84], or some othetl “object-oriented” programming environ-

ment. The user interface might not even be recognizable as an object-oriented system.

5.1 Processor Organization.

An object location service occupies a small but fundamentally central position within
the distributed system of which it is part. If we were to present pseudo-code that fully
describes a location service and how it is used we would have to describe a large part
of the higher levels of the system and thus appear to make architectural decisions that
are not directly relevant to the problem of finding objects. We therefore present the
location service as implemented on each processor as an Object Finding Package (OFP).
It is a collection of procedures and code fragments that are invoked by thc_e_ higher levels

of the system to access the object finding mechanism. If object finding were done by a
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Figure 5.1: A simplified view of the software architecture of a processor in the system.

logically centralized service then the OFP would serve as the interface to that service. It
is common to call such an interface an agent. Since the forwarding address mechanism
is completely decentralized we avoid this usaée.

From the point of view of an Object Finding Package, the system of the processor
on which it is located is composed of three major parts. (See Figure 5.1.) First, there is
the OFP itself. Second, there is a layer below the OFP that implements an underlying
virtual machine that supports the language in which the OFP is implemented. This
includes network communication primitives and the implementation of local permanent
storage. We call this component the kernel. The third mé.jor component consists of
everything else. One way of looking at this is that it consists of the run-time support
for the language in which applications are programmed together with the applications
themselves. We will lump this all together under the title of the Application Programming
Environment or APE.

From the point of view of an application programmer the kernel, the OFP, and a
large part of the APE together comprise the operating system of the processor.

The kernel provides facilities that are used both by the OFP and the APE. The APE
calls the facilities of the OFP and may be required to implement procedures that are in
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turn called by it.

Note once again that we are not attempting to describe a model of the system as
seen by the programmers of applications, rather we are describing it from the point of
view of implementing the OFP. We explicitly and-actively avoid aspects of system design
that do not bear directly on the problem of finding objects as they move from processor

to processor.

5.2 A Pseudo-Code Language.

The language we use to present pseudo-code is loosely based on the CLU [LAB*81] pro-
gramming language. We chose CLU because the language’s data and control abstractions
are conducive to concise presentation.

In order to suppress detail we represent elided pieces of code as comments enclosed
in curly braces {like this}. The content of these comments are descriptions of program
fragments expressed in meta-languages such as English or non-algorithmic mathemat-
ical notation. Braces are also used to denote mathemaiical sets and are used in the

construction of CLU objects.

5.2.1 An Event Driven Control Abstraction.

The Object Finding Package is embedded in a larger Application Programming Envi-
ronment. The correctness of an object finding protocol depends not only on the imple-
mentation of OFP itself but also upon it being used appropriately by higher levels of the |
system. .

An Object Finding Package is “event driven” in the sense that certain events in the
APE must cause the invocation of OFP primitives. To capture this without having to
present a hypothetical implementation of the higher level that explicitly detects these
events, we present the usage of the OFP primitives in a form similar to that of guarded
statements. If event is a description of an event occuring on processor P and action is a

description of an action that P can take, then the code fragment:

event — action;
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means that whenever an event occurs on P that satisfies the description event then P
should execute the code action in reaction to that event. The details of how events are
detected and how the execution of the actions are scheduled are left unspecified. We
require only that the APE implementation should somehow detect all events matching
our descriptions and it should react to them by executing the appropriate action.

If a variable appears in event and is free (not declared) in action then it has the same

binding in both occurences.

5.2.2 An Example.

To illustrate our style of exposition we present an example, the definition of a queue of
messages as might appear within the APE.

; CLU comments begin with a semicolon and end at
; the end of the line. These are comments.
Mgqueue = cluster is create, insert, next, empty

; A cluster is the definition of an abstract data type.
rep = { a pointer to an appropriate
data structure for a queue}

create = proc(size: int) returns (cvt)
{Create a new queue data structure that can hold ‘size’ messages
and return a pointer to it.}
end create

insert= proc(msg: Message, q: cvt) returns (Bool)
{Insert ‘“msg’ at the end of ‘q’ and return true if successful.
Otherwise, there wasn’t space and return false.}
end insert

next = proc(q: cvt) returns (Message)
{X ‘q’ is not empty then remove the first element and
return it. Otherwise return a null Message.}
end next

empty = proc(q: cvt) returns (Beol)
-{Return true if and only if ‘q’ is empty.}
end empty '
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end Mqueue

This example illustrates the definition of an abstract data type ‘Mqueue’. Such a
definition is called a cluster. The first line lists the names of the abstract operations
on an ’Mqueue’. The keyword rep is used as a synonym for the data structure used
internally by the cluster to represent the abstract data type being defined. Because we
are not interested in the details of the implementation we use meta~code to say that a
pointer to any appropriate data structure will suffice. .

The definitions of the operations defined by the abstract data type follow the defini-
tion of the representation. For instance, the operation ‘create’ takes a single a.rgumeﬁt,
an integer specifying the maximum size of the queue to create. ‘Create’ builds a new data
structure that can hold that number of messages and returns an encapsulated pointer
to it. The keyword cvt is used to denote this encapsulation operation and its inverse.
When an object is returned from the cluster that defines it cvt prevents the recipient
from manipulating the underlying representation. In this case, the return statement in
‘create’ takes an object of type rep and converts it to an object of the abstract data type
‘Mqueue’. Similarly, cvt in a parameter list at the interface to the cluster decapsulates
the object to make the underlying representation accessable. For example, the procedure
‘insert’ is called with a ‘Message’ and a ‘Mqueue’. The invocation protocol converts the
latter into its representation. .

There is an alternative infix syntax that can be used on certain common operations.
If a cluster defines these operations then they can be called using an infix expression For
instance the call ‘Mqueue$equal(ql, q2);’ can also be made using the expression ‘ql =
q2’.

The message queue may be used to buffer messages as they arrive on a processor
until some time later when they can be acted upon. To capture this notion we would

ey 3

use a pseudo-code iragment like:

{m : Message := Net$receive() A P(m)} —

if ~mqueueSinsert(m, q} then
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{Handle message queue overfiow.}

In this case the description of the event is intended to mean that the processor
executed a statement in which the variable ‘m’ is declared to be a ‘Message’ and it is
assigned as a value the ‘Message’ returned from an invocation of the operation ‘receive’
declared in the cluster ‘Net’. Furthermore the predicate ‘P’ is true of ‘m’. The action
to be taken in response to this is is to enqueue ‘m’ in ‘q’. Since exception handling is not
the focus of the exposition, the handling of the exceptional condition of queue overflow
is described informally.

5.2.3 Kernel Primitives.

The kernel component implements low lev;l facilities that are used by the higher level
components. These include:

e The kernel implements a reasonable virtual machine on top of which the rest of the

system can be built in a straightforward way. We assume that it implements com-

mon facilities such as processes, virtual memory management, and inter-process
communication between processes on the same processor.

o In addition, we assume that the kernel implements stable atomic storage. This is
storage that can survive all of the common faults expected on the processor.

o The kernel incorporates a low level interface to the communication network. This
includes a mechanism for uniquely identifying processors and routing messages
between them.

Storage Abstractions.

In some models of processor faults it is appropriate to assume that there will be several
classes of storage, each of which is affected differently by a fault. We assume that
processors have only one kind of fault called a crash. When a crash occurs the processor
performs no incorrect computations, but it does interrupt the current computation and
destroys some memory. The part of the processor’s storage that is erased by a crash will
be called its volgtile memory. In contrast the kernel also implements a class of stable

storage [Gra79, Lam81] whose content is guaranteed to be reconstructible after a crash.
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The existence of stable storage means that although data stored in it may be made
unavailable by crash that there is a recovery procedure that guarantees that it is not
really lost.

With respect to stable storage, an important concept is the notion of local atomic
actions. They exhibit what is called failure atomicity. This means that if a crash occurs
while the atomic action is executing then after recovery it must either appear with respect
to stable storage to have completed or to have never been started. The effects on stable
storage of atomic actions that have completed before the crash must not be undone by
the crash. All operations on stable storage must exhibit such failure atomicity. Note
that this is defined only with respect to local stable storage. A crash cannot retroactively
undo any interprocessor communciation that may have been initiated while in the atomic
action.

Another concept is that of an operation having transactional atomicity. An operation
has the transactional atomicity property if no other operation can ever “see” its partially
completed results. A transaction appears to be indivisible. In the presence of crashes
a transaction needs to exhibit failure atomicity. In addition, it needs some form of
concurrency control o protect the data it accesses from being accessed by concurrently
scheduled tasks on the same processor.

We assume that the kernel implements a stable storage abstraction and that it is
accesaible through our exposition language by using a stable cluster declaration. This
will guarantee that copies of all data structures declared to be own in the cluster will
be kept in stable storage.

A block of pseudo—code that exhibits both kinds of atomicity can be declared by
using the keyword atomic. This can be applied to both ‘begin; end’ blocks and to
procedures. This denotes a mechanism for ensuring that all of the modifications to stable
storage that occur syntactically within that block occur simultaneously if and only if the
block is exited normally. Note that atomic actions may be invoked from within other
atomic actions. These are not nested transactions in the sense used by Moss [M0381]'.

As each of the nested actions is completed its effect on stable storage is made permanent
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and it is not undone if a crash occurs during the execution of an enclosing atomic action.

In order to simplify the exposition we allow the pseudo—code to cause a crash by
executing a fail statement if it encounters an exceptional condition. In a real implemen-
tation the processor would invoke an exception handler.

We assume that atomic actions exhibit appropriate mutual exclusion. The simplest
method for implementing this would be to force mutual exclusion among all outermost
atomic actions. Other implementations may allow concurrent execution of atomic ac-
tions that access disjoint data structures. We care only that reasonable implementations
exist, ‘

We reiterate that a local atomic action executes and accesses data solely on a single
processor. Although communication primitives may appear within an atomic action
they in no way implement atomic actions that involve more than one processor. Multiple-

processor atomic actions must be implemented on top of these primitives.

Communication Primitives.

Another facility provided by the kernel level of the system is a simple interface to the
inter-processor communication network. We assume tha.t;. each of the processors on the
network is given a unique name when it is connected to the system. Processor names
are instances of the abstract type ‘ProcID’. A processor can send a message to any other
processor whose identifier it has. The routing of messages from processor to processor is
handled automatically by the kernel and is hidden from higher levels of the system.

The low level interface to the network provides only an “unreliable datagram” service.
Reliable message passing, remote procedure calls, and virtual circuits are not provided at
this ievel, but may be implemented at 2 higher level. While we do not maintain the state
necessary to maintain a true virtual circuit, we do, however, assume that the underlying
network serially numbers the messages from one processor to another to ensure that all
messages it delivers are also delivered in order. Messages arriving out of order are simply
discarded.

The network transmits ‘Messages’ that are defined by
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Message = cluster is {appropriate list of operations}

rep = record|
dst, src, origin: ProcID,
type: TextString,
body: any]

{definitions of the operations}
end Message.

A ‘Message’ is a record beginning with three ‘ProcID’ fields: ‘dst’, the destination for
this message; ‘src’, the processor that is actually sending the message to ‘dst’; and
‘origin’, the processo;' that originated the message and to which a reply (if any) should
be directed. The message’s type is represented by a text string. Finally, the type of the
body of the message is unspecified. A new instance of the ‘Message’ data type can be
created using a “constructor”. For example, the constructor
Message${src,origin: Q, dst: P, type: “Howdy”,
body: record${x: a, y: b, z: ¢}}

creates a new message in which the ‘src’ and ‘origin’ fields are set to the value Q, ‘dst’ is
set to P, ‘type’ is set to the string “Howdy”, and ‘body’ is set to the result of constructing
a record containing the three fields ‘x’, ‘y’, and ‘z’ that are set to the values ‘a’, ‘b’, and
‘z’ respectively. (This is an abuse of the notation of CLU. There should be a named
deciaration for tyi)e of the record that is assigned to ‘body’.)

The network primitives are defined by the cluster Net.

Net = stable cluster is send, receive {, others}

own {Data structures for routing tables, incoming message
buffers, etc.}
send= proc(msg: Message)
{Send ’msg’ unreliably.}
end send

receive= proc() returns(msg: Message)
{Removes a Message from the input buffer if one exists.
Otherwise, return the null Message.
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A side éffect may be the updating of the routing table.}
end receive

{definitions of other operations and internal routines.}

end Net

The assumption h;zre is that messages a1:e sent asynchronously and wind up in a
buffer in the re_ceiy‘ihg processor. The exact details of this are not important since the
OFP does not di;ectly call receive. Instead it relies on parts of the APE to recognize
messages meant for the OFP and for the APE to call the appropriate OFP operation.

5.3 Sufnmary.

An decentralized object finding service that uses a forwarding address mechanism is
represented on each processor in the system by an Object Finding Package or OFP.
The OFP is an abstract data type that implements that mechanism. It appears to the
Application Programming Environment (APE) to be the data structures for keeping
track of all forwarding addresses that are “interesting” to that processor together with
the operations necessary to manipulate it.

In order to facilitate the description of an OFP we assume that there is an underlying

system that implements stable storage and network communication primitives.



Chapter 6

A Location Service for Atomic
Objects.

In this chapter we present a simple model implementation of a forwarding address

protocol for atomic objects as defined in Chapter 1. While most of exposition is the

routine presentation of the pseudo-code that one might expect a priors to find in such

an implementation, there are several points of particular interest.

e The implementation does not assume that multi-processor transactions are avail-
able as primitive operations. Modifications to the forwarding address tree of each

object are instead performed as local atomic actions. The code that implements
these operations is concise.

The identity of a remotely—accessible object is defined by its interaction with the
system of proper names and forwarding addresses. A particularly revealing aspect
of this is the way that various concrete data structures are included or excluded
from an object’s representation as the protocol to move it is executed.

The protocol for moving an atomic object implements a two processor transaction
in which the “commit record” for the transaction is embedded in the forwarding
address graph. This ensures that although the possibility of lost messages means
that we cannot guarantee that the transaction will be committed or aborted in any
fixed time, we can guarantee that it will be committed or aborted before it is next
accessed.

Refinements of the model implementation dealing with improved storage management

and fault tolerance through replication are dealt with in later chapters.

The pseudo-code of our model implementation differs from a real implementation

in two méjor ways. The code necessary for handling exceptions and for performing
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consistency checks would be a mi#jor part of a real impleinentation. For the purposes of
exposition we have ignored most of this with the intention of making the essence of the
protocols more intuitively accessible to the reader. The penalty for using this strategy is
that rigorous arguments about the correctness of the protocols, especially in the presence
. of lost messages and processor crashes, are not possible because the protocols themselves
are not strictly correct without all of the apprcpriate exception and consistency handlers.
Another major difference Between our pseudo—code and a real implementation is the
issue of ‘efficiency. Our model implementatior is intended to be compact and relatively
straight-forward. A real implementation would entail considerable refinement in order
to achieve efficiency. In particular, there would be considerable use of unstable caches

that mirror the information in stable data structures. We have ignored this issue.

6.1 Data Structures.

We begin by describing the data structures used by our model Object Finding Package

for atomic objects.
6.1.1 Time Stamps.

The data structures that refer to object locations will contain fields of type TimeStamp.
The requirement of this implementation is that the TimeStamps associated with a par-
ticular object increase monoténica.lly with physical time. Since new forwarding addresses
need only be created when we attempt to move an object, its TimeStamp need only be
updated at that time. This, together with the fact that TimeStamps of different ob-
jecfs are never compared, means that it is sufficient to let each object’s TimeStamp be
a count of the number of times that we have attempted to move it. In our exposition
TimeStamps are implemented by positive integers.

An alternative to the simple counter scheme is to derive the TimeStamps from a
global clock that approximates physical time. The advantage of this is that processors
can use TimeStamp values to identify data that has not been updated in a long time.

If this is done then they must be globally consistent with the causal ordering of events
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in the system [Lam78b)]. Independent local clocks are not sufficient because we must be
assured that the TimeStamps associated with each object increase monotonically. The

disadvantage of this strategy is that it requires a larger amount of storage.
6.1.2 Canonical Identifiers.

In presenting our model of causally connected proper names we argued that any processor
that has a proper name for an object could as well have a Canonical Identifier (CID)
for it. To ensure the competence of all processors to decide whether two names refer
to a single object we mandated that all proper names that are transmitted between
processors contain CIDs. The APE is free to hide existence of CIDs from applications
programmers. It is also free to define other systems of naming and description. We
only require that proper names contain CIDs and that all interaction with an OFP be
in terms of CIDs. It is not necessary that all objects be baptised with CIDs, merely that
all objects known to an OFP be so baptised.

Each processor needs access to a souz;ce of Canonical Identifiers. In distributed
computer systems a common method for a processor to locally generate a sequence of
unique identifiers is for it to concatenate its own unique processor identifier with elements
from a sequence of integers that increases monotonically with real time such as values
taken from a reliable local clock or counter.

The network interface of each processor guarantees the existence of unique processor
identifiers. The existence of stable storage guarantees the ability to generate a monotone
sequence of integers irrespective of the existence of a monotone local clock. Although
an implementation may not use these, their existence does mean that it is possible to

generate CIDs. The CID abstraction can be defined as follows.
CID = cluster is create, equal, less, copy
| rep = {an appropriate representation}
create = proc() returns(cvt)

return({create a new CID and return it.})
end create
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equal = proc(a,b: cvt) returns(Boolean)
return(a = b)
end equal

less = proc(a,b: cvt) returns(Boolean)
return(a < b)
end less

copy = proc(s: cvt) returns(cvt)
return(rep$copy(s))
end create

end CID

In order to use CIDs as keys for efficiently searching data structures the abstraction
defines an ordering for them based on an ordering relation for the underlying represen-
tation. In most object oriented systems it is necessary to protect unique identifiers from
unauthorized manipulation by the user. Since the OFP is insulated from the user by the
APE we do not worry about these protection issues.

Although a CID may contain within it some location information, in particular the
identifier of the ;;rocessor at which an object was baptised, we do not provide an operation
to examine this field. The forwarding address entries for the objects will contain more

recent information as to the object’s location.

6.1.3 Local Object Maps.

The Object Finding Package on processor P uses two data structures to keep track of
objects that can be referenced using CID’s. The first of these is a stable table called
a Local Object Map or LMAP. Processor P uses its LMAP to translate the CID of an
object located at P into a handle so that P can ostentively manipulate its representation.
The LMAP thus contains an entry for each object located at P. In addition, it contains
entries for objects that are in the process of moving to or from P.

An LMAP entry is defined as
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LMAPentry = record|
name: CID,
ts: TimeStamp,
handle: {pointer to the representation of the object},
reallyHere, inMotion: Boolean].

The ‘TimeStamp’ field ‘ts’ is used v determine when the object’s representation was
(or will be) moved to P. The Boolean field ‘reallyHere’ is used to distinguish the case
in which the object is really located at P from the case in which the data structure is
a copy of the representation of an object actually located elsewhere. The Boolean field
“inMotion” is used to mark those objects that are at P, but which are in the process
of being moved elsewhere. It serves as a lock to freeze the representation of the object
while it is in motion.

| The LMAP itzelf is defined as

LMAP = stable cluster is create,Jookup,insert,delete,update,elements

rep = { a table of LMAPentry }

own lmap: rep

create = proc
{ Create and initialize the table ‘lmap’. }
end create

lookup = proc(name: CID) returns(LMAPentry)
{ Use ‘name’ as a key to search the LMAP for a matching
entry and return a copy of it.
If no entry exists then return NULL.}
end lookup

insert = proc(ent: LMAPentry)
{ If an entry with key ‘ent.name’ does not exist then
insert ‘ent’ in the table.
Otherwise fail.}
end insert

delete = proc(name: CID)
{ If an entry with key ‘name’ exists then delete it.
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Otherwise fail.}
end delete

update = atomic proc(ent: LMAPentry))
{ If an entry with key ‘ent.name’ exists then
replace it with ‘ent’.
Otherwise fail.}
end update

elements = iter () yields(LMAPentry)
: j: LMAPentry;
for j € lmap do
yield(j);
end
end elements

end LMAP.

The entry for an object ‘handle’ in an LMARP is as close as we will get to the actual
representations of objects. Note that the definition of the LMAP contains an iterator
called ‘elements’ that allows the APE to enumerate its members. While we do not

use ‘elements’ in our presentation it is included because it is useful for housekeeping

operations.

6.1.4 Forwarding Addresses and Forwarding Address Tables.

In this model implementation each processor keeps a single forwarding address for each
atomic object it can reference. Each forwarding address points to a single processor.

Forwarding addresses are represented by data structures defined as follows.

FA = struct|
name: CID,
loc: ProcID,
ts: TimeStamp].

In CLU a ‘struct’ is an immutable entity. A forwarding address can be copied, but

once created its components cannot be modified.
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The forwarding addresses at each processor are kept in a Forwarding Address Table
(FAT). A FAT is used to map from CIDs to forwarding addresses for the objects they
name. The Forwarding Address Table on processor P contains an entry for each CID that
can be used by applications running on P. In addition, it also required to maintain other
entries in order to help other processors. By definition the only way that a forwarding
address pointing to a particular processor can exist is if the named object has been
located at that processor.. P is therefore also required to keep a forwarding address for

any object z with these three properties:

1. z has been located at P. '
2. Another processor has had a forwarding address for z that points to P.
3. z might still exist.

The entries in a Forwarding Address Table are forwarding addresses augmented with
a Boolean field called “seenHere”. This field is set to true on processor P if and only
if the corresponding object has been located at P and another processor can have a
forwarding address that points to P.
FATEntry = record|

fa: FA,
seenHere: Boolean]

The Forwarding Address Table itself is defined as:
FAT = stable cluster is create, add, delete, lookup, update, elements
rep = { an appropriate concrete representation }
own fat: rep
create = proc() .
{Create and initialize the table ‘fat’.}

end create

delete = proc(f: FA)
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{Delete ‘f’ from the FAT.
Otherwise fail.}
end delete

lookup = proc(id: CID) returns(FA)
{Return the forwarding address for ‘id’ if it is in the FAT.
Otherwise returns the NULL forwarding address.}
end lookup .

update = proc(f: FA, always, setSeenHere: Boolean) returns(Boolean)
{ Look up the entry for ‘f.name’. (Call it ‘ent’).
If it exists then the timestamps are compared and
if ‘f’ is newer than ‘ent’ then replace it with ‘f’.
If ‘always’ and no entry exists then create one using ‘f’.
If ‘setSeenHere’ then set ‘seenHere’ in the entry to true.
If the table was modified then return true.
Otherwise return false.}
end update ‘

elements = iter () yields(FATEntry)
j: FATEntry;
for j € fat do
yield(i);
end
end elements

end FAT

The representation of the table should be chosen with an eye towards efficiency.
Because reading from stable secondary storage is comparatively expensive the underly-
ing implementation of the FAT should attempt to minimize disk accesses by uging an

appropriate caching strategy.

6.2 Local Manipulations of OLjects

The Object Finding Package is not directly concerned with the semantics of accessing
and manipulating objects as they appear to the programmer of an application. This is

the domain of the Application Programming Environment.
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The OFP becomes involved only when the APE is using proper names containing
CID’s to reference objects, or when CID’s or objects are being moved or copied between

processors.

6.2.1 Local Access to Objects

A processor can ostentively manipulate any local object. If an object will only be refer-
enced locally then there is no need to give it a CID or to inform the location service of its
existence. The programming system can use a “compiler style” rather than an “operat-
ing system style” implementation for these objects. There are considerable performance
advantages to this approach.

If processor P has a CID z it can use its LMAP to determine whether the referent
of z is local and if so, then it can get an ostentive reference to it.

Remote access of an object named by a CID involves sending a request message to
the processor that has its representation. The semantiqs of the manipulation are in the
province of the APE. The OFP’s responsibility for the access ends when the request

message i8 delivered to the correct processor.
6.2.2 Baptising Objects.

We will call the act of binding a CID to an object its “baptism”. This has the effect of
registering it with the OFP. Before being baptised an object will have been created and
then perhaps manipulated ostentively at the processor P at which it was created. To

baptise it the APE on P calls the procedure ‘baptise’ with a handle for the object.

baptise = atomic proc(obj: OHandle) returns(CID) .

c: CID := CID$create() ; Get a new CID for the object.

t: TimeStamp := 0 ; Get a zero TimeStamp.

if LMAPSinsert(LMAPentry${name: c, ts:t, handle: obj,

reallyHere: true, inMotion: false})

then if FATSupdate( FA${name:c, loc: P, ts: t}, true, true)
then return(c)
else fail
end

end baptise
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In this fragment a CLU “constructor” is used to build an LMAPentry that is inserted into
the LMAP. Note that this version of ‘baptise’ is conservative in that it sets ‘seenHere’
as soon as the chiect is baptised under the assumption that the CID will eventually be
exported. Other implementaiicns might actually wait until then to set this flag.

- 6.2.3 Deleting an Object

Bapﬁism is the act of creating LMAP and FAT table entries for an object. Destroying
those entries at the object’s location is the inverse operation. The object’s representation
may continue to exist but it will never again be accessable through its former CID. While
the CID is now a dangling reference it will never be usable in the future to refer to a
.different object.

Our assumption that Forwarding Address Tables and Local Maps are kept in stable
storage unaffected by processor crashes means that if an attempted access following a
chain of forwarding addresses ends with a processor that replies “Unknown Object” then
the object itself was deleted. A processor that receives this reply can delete its forwarding
address for the object. It can also inform other processors of the fact that the object
does not exist.

The decision to delete an object can be made only by the processor at whizh it is
located. We do not specify the rules for deletion rather we leave that for the definition
of the user interface defined by the APE. Object deletion could be done as a result of
garbage collection or as a result of an explicit deletion operation.

{It is consistent with the APE’s semantics to delete
the referent of CID z} —»

objectDelete(z)

The operation ‘objectDelete’ could be implemented as follows.

objectDelete = atomic proc(name: CID) returns(Boolean)
Ime: LMAPentry:= LMAP8$lookup(name)
if Ime.reallyHere then ; Only works if object is local.
LMAPS$delete(name)
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FAT$delete(name)
return(true)
else return(false) end
end objectDelete

6.3 Moving an Atomic Object.

When an atomic object is stationary its identity is defined and protected by the pro-
cessor at which it is located. The APE at that processor is responsible for this. It can
take any actions consistent with the data abstraction aspects of the object and with the
requirement that the object be analagous to a single physical entity with a unique iden-
tity. It can relocate the object locally, change the implementation of its representation,
and manipulate it in any appropriate manner. All that we require is that if the object
has been baptised that the ‘handle’ stored in the processor’s LMAP be a valid local
(ostentive) reference to it.

When an object is moved between processors its identity must be preserved. In
particular, the move operation must ensure thag all proper names that refer to the object
continue to do so. An encoding of the representation of the object must be transferred
between the pi'ocessors and the system of proper names be manipulated in such a way
as to guarantee that the object is neither lost nor inadvertently replicated.

In order to meet these conditions the moving of an atomic object must be a multi-
processor atomic operation, or transaction involving both the old and new locations.
There are two atomicity properties that are relevant. Failure atomicity means that
when the system recovers from a failure that occurs during a move then it must appear
either that the move was completed or that it was not started. A failure cannot result
in the loss of the object, the creation of a clone, or having the object appear to be in
some intermediate state. Synchronization atomicity means that while the move operation

is in progress that intermediate states of the object cannot be seen by a concurrently

executing operation.
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6.3.1 Using Forwarding Addresses as Commit Records.

A standard method for implementing multi-processor transactions in a system in which
individual processors are capable of local atomic actions is the “two-phase commit”
protocol [Gra79, Lam8l]. In the first phase of the protocol all of the participating
processors attempt to take local atomic actions that record the results of the transaction
if it should be completed successfully, or committed. If a processor succeeds in the ﬁfst
phase then it reports this fact to a processor that serves as the transaction coordinator.
Eventually the coordinator completes the transaction in a single local atomic action by
writing what is known as a commit record for the transaction. If all processors reported
success in the first phase then the commit record can record that the transaction was
successfully committed. Otherwise it must record that it was aborted. E;rentually all
processors participating in the transaction learn the content of the commit record, even
in the presence of failures. Only when it learns that the transaction has committed can
a processor make the results permanent and visible.

' We present a protocol in which the forwarding address mechanism is used easily and
naturally to implement a two processor transaction for moving an atomic object. Recall
from Chapter 1 that if changing a data item affects the abstract state of an object then
it must be considered to be part of the object’s representation. If an object z is located
at processor P then the FAT and LMAP entries at P must be consistent with z being
located there. Because of this property these two data items must be regarded as part of
z’s representation. We use this to commit the move. In phase one of a protocol to move z
from P to @ the representation is frozen at P and a copy is sent to Q. @Q stores the copy
in stable storage and reports the success of phase one to P. If phase one is succeasful
then phase two consists of changing the LMAP and FAT entries to be consistent with
a successful move. The move is committed when the FAT and LMAP entries at P are
changed to be consistent with the move of z to Q. In taking this local atomic action these
entries cease to be part of z’s representation. P can abort the transaction by advancing
the timestamp in its FAT entry for z. At that point it is free to unfreeze its copy of the

representation.
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At this point in the protocol @ has a stable copy of the representation, but does
not yet know whether the object has really moved. It will discover this fact whenever it
receives a message containing a new forwarding address for 2 claiming that z is at Q@ and
is thus consistent with the success of the move. When this occurs Q can finally create
"FAT and LMAP entries pointing to itself. At this time these entries become part of z’s
representation. @ will learn that the move failed when it receives a message containing
a forwarding address for z that is inconsistent with the success of the move. This
information can find its way to Q in a variety of ways. P may send a “Bulletin” message
to @ immediately after a move is committed. Q may query P using a “Whereis” message
if the move is not completed in a reasonable time. Finally, some processor, including P
and Q, may wish to access z. Until Q has updated its FAT entry for z all forwarding
dddress paths for x will go through P.

6.3.2 The Move Protocol in Detail

The key to the move protocol is the interpretation of FAT and LMAP entries. A named
object z is really at processor P if and only if the forwarding address in the FAT entry
for z at P pointa to P. Furtheremore, there must be an LMAP entry for z at P. Since
there will also be LMAP entries used to keep track of copies of the representations of
objects being moved to P, the Boolean field ‘reallyHere’ in the LMAP entry is used to
distinguish these two cases. If the object is in the process of being moved to P then the
FAT points to the old location and ‘reallyHere’ in the LMAP entry is set to false. P
can thus scan its LMAP to discover object moving transactions that have not completed
either by commiting or aborting. When an object is being moved from P the Boolean
.ﬁeld ‘inMotion’ in the corresponding LMAP entry is set to true. This locks the local
copy of the representation until the transaction is either commited or aborted. Breaking
the lock causes an abort.

Because messages can be delayed, it is necessary that each attempted move of an
object be distinguishable from all others. We enforce this by advancing the TimeStamp

in the FATEptry at the object’s old location every time there is an attempt to move it.
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Figure 6.2: Moving z from Pto Q. A finite state diagram for the transitions at Q
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The possible changes to these data structures at P, the old location of z, during
the course of an attempt to move it to Q are represented in Figure 6.1 as a finitc state
transition diagram. The corresponding changes at @ are represented in Figure 6.2. This
method of representing the transitions in the transaction protocol is well known [SS81].
Any code that implements these transitions as local atomic actions can serve as an
acceptable implementation of the the protocol. In our model implementation much of it
is distributed through the protocols for accessing objects and for locally maintaining the

FAT and LMAP tables.

To initiate an attempt to move an obje"t a processor can execute the procedure
‘initMove’.

{Processor P wants to move the referent of z to Q} —

initMove(x, Q)

initMove = proe(x: CID, Q: ProcID)
Ime: LMAPentry :== LMAPS$lookup(x)
atomic begin
if (- Ime.reallyHere V Ime.iMotion) then

{ “Inappropriate to initiate a move” exception. }
else

Ime.inMotion := true
LMAPS$update(lme) ; x’s representation is now locked.
now: TimeStamp := FAT$lookup(x).fa.ts
end
end ; of the atomic action
while now = FATS$lookup(x).fa.ts do
; Retry periodically until the transaction terminates.
Net$send(Message${src, origin: P, dst: @, type: “initMove”,
body: record${f: FAT$lookup(x),
rep: {x’s representation}}})
delay({an appropriate timéout period})
end
end initMove

The procedure ‘initMove’ begins by executing the first transition of the move pro-
tocol as a local atomic action. This locks z’s representation and locally identifies the

transaction with the TimeStamp ‘now’. It then periodically tries to send an “initMove”
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message to Q as long as ‘now’ is the current TimeStamp. When it is no longer current
transaction has terminated, one way or another. Note that we assume that the other
actions associated with the move can be executed concurrently with the while loop of
‘initMove’.

Processor Q reacts to the receipt of an “initMove” message in the following way.

{ m := Net$receive() & m.type = “initMove” } —»

if { Q does not want to accept z. } then
Net$send(Message${src,origin: Q, dst: m.origin, type: “rejectMove”,
body: record${f: m.body.f}})
elgse atomic begin -
x: CID := m.body.f.name
FAT$update(m.body.f, false, false) ; Point to where z is coming from.
h : handle := {Copy m.body.rep to stable storage and return a handle.}
now : TimeStamp := m.body.f.ts .
LMAPS$insert(LMAPentry${name: m.body.f.name, ts: now, handle: h,
reallyHere, inMotion: false})
end ; of the atomic action
; We assume that the atomic action was successful
while FAT$lookup(x).ts = now do
Net$send(Message${src,origin: Q, dst: m.origin, type: “acceptMove”,
body: record${f: m.body.f}})
delay({an appropriate retry period})
end
end

When P, the originator of the move receives an “acceptMove” message it can execute

the following fragment to commit the move.
{ m:=N t$receive() & m.type = “acceptMove” }—

atomic begin
tfa: FA := m.body.f ; Copy it into a temporary.
ime: LMAPentry := LMAPS$lookup(tfa.name)
if Ime # NULL & Ilme.inMotion & lme.ts = tfa.ts then
; This transaction is still active. Commit it.
newfa: FA := FA${name: tfa.name, loc: m.origin, ts: tfa.ts + 1}
FAT$update(newfa)
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LMAP$delete(tfa.name)
end )
end ; of the atomic action
; No matter how the transaction turned out send Q an FA for z.
Net$send(Message${src,ongm P, dst: m.origin, type: “Bulletm s
body: FATS$lookup(tfa.name)})

Processor P uses its LMAP entry for z to decide whether it is attempting to move
it and whether this “acceptMove” message is part of the currently active attempt. If it
is, then the transaction is committed. In any case, Q is informed of z’s current status.

Until the transaction is commited P may decide to abort it. This may occur for
several reasons. P may receive a “rejectMove® message. There might be a timeout for
the transaction. P might receive a request to access the object and decide to service that
request rather than complete the move. In all of these cases, P executes the following

fragment to abort the move.

{P decides to abort the move of object z.}—

atomic begin

f: FA := FATS$lookup(x)

Ime: LMAPEntry := LMAP$lookup(x)
newtime: TimeStamp = fits + 1
Ime.inMotion := false

f.ts, Ime.ts ;= newtime
LMAP$update(lme)

FAT$update(f)

end ; of the atomic action

These code fragments implement all of the transitions in the transition diagram of the
two—phase commit protocol for moving an atomic object = except for the transitions in
which the new location of the object, processor Q, learns whether or not the transaction
has been committed. These transitions are triggered by the arrival at Q of a forwarding
address for z with an appropriately new TimeStamp. If the new forwarding address

names @ as z’s location then the transaction was committed, otherwise it was aborted.



110

The logic for these transitions is embedded in the code of ‘registerFA’, a procedure that

is invoked for all newly arrived forwarding addresses.

registerFA = atomic proc(f: FA, always: Boolean)
Ime: LMAPentry := LMAP$lookup(fname)
if Ime#ANULL & f.ts>lme.ts& —lme.reallyHere then

; A move to Q is in progress and ‘f’ can complete it.

if floc = Q then ; Q is the ID of this processor.
; Commit the move.
Ime.reallyHere := true
Ime.ts := f.ts
LMAPSupdate(lme)
FAT$update(f, true, true)

else ; Abort the move
LMAP$delete(f.name)
FATSupdate(f, always, false)
end

elgeif Ime = NULL then
; an ordinary update of the FAT FATSupdate(f, always, false)

else

. {Q has an LMAP entry for ‘€.name’,
* but ‘£’ does not complete a move.

‘f* might be out of date or there might be inconsistencies.
Handle it as an exception.}

end registerFA

Whenever a forwarding address is received at Q it should execute the ‘registerFA’
procedure. If the argument ‘always’ is true then a new ‘FATEntry’ will be created if
none exists. Otherwise ‘registerFA’ will only update the FAT as appropriate. It returns
true if and only if the FAT was modified. We will illustrate the actual usage in the
following sections. As we noted above, our pseudo—code is organized for the purposes of
exposition rather than efficiency. A real implementation would probably integrate the

functionality of ‘registerFA’ with the implementations of the FAT and the LMAP.
6.3.3 Discussion.

A decision that must be made in the design of any transaction protocol using two—phase

commit is how perform recoveries from lost messages and processor crashes. That is,



111

after a crash the protocol should designate the processor or processors responsible for
initiating the actions that will cause a pending transaction to commit or abort and
cause all participating processors to learn the outcome. By embedding the protocol to
move an object at a low level within the mechanism that defines the binding between
proper names and the data structures representing objects we have a simple and natural
resolution to this issue. Any subsequent att'empt to refer to the object being moved
must drive the transaction to completion if it is to succeed. Furthermore, any attempt
to refer to the object at the new location with a forwarding address containing a new
timestamp conveys the information that the transaction has completed. Although lost
messages and crashed processors may indefinitely delay the completion of the move, it
is thus forced to be correctly serialized with attempts to access it.

I the object being moved is an active object capable of spontaneously waking up
then it may be that it will never be accessed by other objects. This can be handled
by stably scheduling a wakeup operation as part of the protocol for transmitting the
object’s representation.

Hewitt’s “Actors® formalism [HBS73, HB77] is an object oriented model of dis-
tributed computation in which spatially separated objects called actors can commu-
nicate and interact only by moving intermediary actors between them. This is the basic
computational step out of which more complex actions are built. In a similar vein our
object moving transaction could be used as a building block for more complex reliable

distributed computations. We leave the investigation of the practicality of this for the

future.

6.4 Managing CID’s.

A processor must have a valid forwarding address for a CID in order for it to be useful.
If an application causes a CID to be sent between a pair of processors then it must be

accompanied by a forwarding address. This can be appended to the message containing
the CID.
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When an application receives an appended forwarding address from another proces-
sor, it is the responsibility of the APE to use the ‘registerFA’ operation defined above
to register the new information in the forwarding address table.

{CID ‘x’ appears in an outgoing message ‘m’.} —»
{Append ‘FAT$lookup(x)’ to the end of ‘m’.}

{Forwarding Address ‘f’ arrives appended to message ‘m’} —
registerFA(f, always: true)
{Strip ‘f’ from ‘m’.}

Note that the parameter ‘always’ to ‘registerFA’ is set to true to create a FAT entry if
one did not previously exist.

Our exposition of the model implementation does not specify how the APE manages
the storage of CID’s. We do, however, require that it implement a procedure called
‘possiblyKnownLocally’ that the OFP can call to decide whether it might be able to
discard useless forwarding addresses.

possiblyKnownLocally = atomic proc(c: CID)
if { No local application has access to a copy of ‘c’.}
.then return(faise) end

else return(true) end
end possiblyKnownLocally

The APE should use a strategy for storing CID’s so that ‘possiblyKnownLocally’ can
be evaluated effectively. Candidate strategies include tagged memory architectures and
the use of C-lists [Lev84]. If applications are allowed to hide CID’s within their data
structures in a way that the APE cennot be guaranteed to recognize them then it must
always return true from ‘possiblyKnownLocally’.

Given an implementation cf ‘possiblyKnownLocally’ that can correctly return false
a processor can delete truely useless FAT entries. A maintenance process may want to

execute the following loop.

for fae: FATEntry in FAT$elements() do
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atomic begin :
if - possiblyKnownLocally(fae.fa.name) & — fae.seenHere then
FAT$delete(fae.fa)
end
end ; of the atomic action
end

6.5 OFP-Specific Communication.

While most of the communication in the system is initiated by applications, an APE and

its OFP can send information and requests to the OFP’s on other processors.
8.5.1 The “Bulletin” and “Where is” Messages.

At any time a processor P is allowed to send a “Bulletin” message to another processor.
This “Bulletin” message contains copies of the forwarding addresses from P’s Forwarding
Address Table for some set of objects. It is intended for use only by the OFP and the
APE of the receiving processor should pass it on without examining its contents. It is
identified by the string “Bulletin” in the message type field and its body is a forwarding
address.

The receiver of a “Bulletin® message updates existing FAT entries but it does not
create any new ones. It does this by calling ‘registerFA’ with the paramater ‘aiways’ set
to false. As discussed above this may have the effect of completing a move transaction.

A processor may send a “Wherels” message to another in order to provoke the return
of a “Bulletin” message for some object. The body of the message consists a CID. The
expected reply is a “Bulletin® message containing a forwarding address for that CID
request. If the replying processor does not have a FAT entry for it then it sends back a
forwarding address with a TimeStamp of 0 that names the NULL processor ID as the

object’s location.
A processor F wanting to send one of these messages to @ constructs it as follows.

bulMess: Message := Message${src,origin: P, dst:Q, type: “Bulletin”,
body: {a FA goes here}}
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whMess: Message := Message${src,origin: P, dst:Q, type: “Wherels”,
body: {a CID goes here.}}

6.5.2 Path Compression.

Assume that processor P has a forwarding address for object z that points to processor
Q. If P learns that = was subsequently located at Q' then it can initiate one stage of path .
compression by sending a message of type “PathUpdate” to Q. The informally stated
meaning of a “PathUpdate” message is: “I, processor P, used to have a forwarding
address for z that pointed to you, processor Q. I will no longer use that forwarding
address because I have received f, a more recent forwarding address, that points to Q'.”
A “PathUpdate” message is constructed us follows:

puMess: Message := Message${src,origin: P, dst:Q, type: “PathUpdate”,
body: {A FA goes here.}}.

“Bulletin” and “PathUp::‘: " messages contain similar information. They are given
distinct types because the former can contain forwarding addresses that are useless to
the destination processor. The content of a “Bulletin” is strictly advisory information.
In contrast, a “PathUpdate” message conveys the added information that one stage in a
path compression has been performed and serves specifically as an invitation to continue

the path compression if possible.
A processor P reacts to a “PathUpdate” message as follows:

{m := Net$receive() & m.type=“PathUpdate”’} —
g = FAT$lookup(m.body)
if m.body.Jloc = NULL thexn ; Propagate obJect deleted”
FAT$delete(f)
Net$send(Message${src, origin: P, dst: g.loc, type: “PathUpdate”,
body: m.body})
elself FAT$update(m.body, false) then
; The update was successful because ‘m.body’ is newer than ‘g’.
; Propagate the path compression.
Net$send(Message${src, origin: P, dst: g.loc, type: “PathUpdate”,
body: m.body})
end
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If the “PathUpdate” messages contains a NULL forwarding address indicating that
the iject has been deleted then it is propagated as far as it can be. Otherwise the path
compression is propagated as long as each processor along the path succeeds in updating
its forwarding address. )

Note that this code fragment is not made atomic. The atomicity of ‘FAT$delete’
and ‘FATS$update’ are all that are required to maintain the integrity of the local FAT.
Lost messages and crashed processors can still cause a path compression as a whole to
fail, but this is no problem because path compression is necessary only for efficiency, not
for correctness. The correctness of the protocol dependé only upon maintaining local

consistency.

6.6 Remote Object Access.

As stated above, we are not specifying the semantics of object access as seen by a
programmer using the system. At the level of our exposition an access is initiated by
a processor sending an “Access Request” message that will eventually be delivered to a
processor at which a handle for the object is located. We say “a processor” rather than
“the processor” because it is possible that an object be in motion at the time that a

processor initiates an attempt to access it.
6.6.1 Originating an Access.

Suppose that processor P wishes to originate an an “AccessRequest” message for an
object named by CID ‘x’ and wishes to pass it ‘argBlock’, a data structure specifying
the operation to perform on ‘x’ and an appropriate list of arguments for that operation.

The APE at P should execute the following code fragment:

1: LMAPentry := LMAPS$lookup(x)
if 1 #£ NULL & l.reallyHere then
{Access ‘x’ locally using ‘1.handle’.}
{Don’t forget to check ‘l.inMotion’.}
else ; Originate a remote access operation.
f: FA := FAT$lookup(x)
ar: Message := Message${dst: f.loc, src,origin: P,
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type: “AccessRequest”,

body: record${fa: f, args: argBlock}}
Net$send(ar)
end

Note that it may be that z is in the process of being moved to this processor. This
is detected when there is an LMAP entry for z but ‘reallyHere’ is false. In this case the
processor begins by treating the access as remote. If all of the reievant processors do not
fail during the access then it will cause the move to eithér be commited or aborted. I it is
commited then the “AccessRequest” will eventually be forwarded back to P. Otherwise,

some other processor will handle it.
Because the network has not been assumed to be reliable it will be appropriate for

the APE to put some or all of this code fragment inside a loop that implements a retry
strategy.

6.6.2 Reacting to an “Access Request” Message.

A processor @ that receives .1 “accessRequest” message should perform the following
action: '

{ar := Net$receive() & ar.type=“AccessRequest” } —

f: FA := FATS$lookup(ar.body.fa.name)
if f = NULL then
Net$send{Message${src,origin:Q, dst:ar.origin, type=“AccessReply”,
body: record${status: “UnknownObject”,
currentFA: ar.body.fa}})
elgeif f.loc = @ then
{@ has the object. Participate in object end of access.}
elseif f.ts < ar.body.fa.ts then ]
; The object successtully moved to Q, but Q has not
; completed the transaction.
registerFA (ar.body.fa, always)
{ Participate in object end of remote access.}
else ; Forward the request. :
ar.sre := Q ; Update ‘ar’ to reflect forwarding.
ar.body.fa ;= f
Net$send(ar) ; Pass it on.
end
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6.6.3 Completing an Access.

We are not making any specific assumptidns a._bout;. the implementation or the semantics
of an access operation. The APE must implement mechanisms for matching replies with
requests and for retrying requests that receive no response. It must specify the actual
protocols used for transmitting information between the requesting and accessed objects
and for synchronizing them. . '

We do require, however, that by the time that the operation is complete that the
originating processor’s OFP be informed of the location at which the object was found
or the reason for the failure to find it. This information is conveyed in an “AccessReply”

message. When the object is found this takes the following form.

ar: Message := Message${ src, origin: @, dst: P, type: “AccessReply”,
body: record${status: “Success”,
currentFA: { an FA naming the current location },
{information for the APE and application}}}

When P, the originator of an “AccessRequest”, receives an “AccessReply” it performs

the following action.
{m = Net$receive() & m.type="“AccessReply”} —

obj: CID := m.body.currentFA.name
g := FATS$lookup(obj)
if m.body.status = “Success” then
{ Perform APE—defined actions for completing the access.}
if g.loc 3 m.body.currentFA.loc then
if FAT$update(m.body.currentFA, true)
; This succeeds unless an update occured since the lookup.
Net$send(Message${src,ongm P,
dst: g.loc, type: “PathUpda.te”,
body: m.body.currentFA})
end
end
end
elseif m.body.status = “UnknownObJect” then
; ‘obj’ has been deleted.
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{ Perform APE—defined actions for a deleted target object.}
FAT$delete(obj)
Net$send(Message${src, origin: P, dst: g.loc, type: “PathUpdate”,
body: FA${name: obj, loc: NULL, ts: NULL})
else ; Something exceptional has happened
{ Handle the exception. }
end

This action has the effect of initiating a path compression if P discovers that the

object is at a location other than where it was last seen or if the object has been deleted.
6.6.4 Other Remote Access Protocols.

The model implementation passes “AccessRequest” messages along a chain of forwarding
addresses and later initiates a path compression by passing a “PathUpdate” message
along that same path. This is but one of several alternative protocols to achieve the
same end. We inention some of these here.

An alternative to forwarding an “Access Request” message when an object has moved
is to use “Wherels” and “Bulletin” messages. Suppose P wishes to access = and has a
forwarding address for it that points to processor Q. P polls Q by sending it a “Wherels”
message. If the “Bulletin” message received from Q in response to this indicates that Q
is still the location of z then the rest of the access is begun. Otherwise, P updates its
forwarding address for z using the information in the “Bulletin” and repeats this process
until z is found.

If the network is reliable and “AccessRequest” messages to not require acknowl-
edgements at the level of the APE and OFP then this protocol doubles the number of
messages used to find the object. In exchange, the originator knows which processor
has the request. This has better reliability properties than the model implementation.
If there is an appreciable probability that messages are lost then the originator knows
exactly which processor to retransmit to. Furthermore if processors fail then the lack
_ of response to a request can be used to help trigger the recovery of that node. Partial

compression of forwarding address paths is possible even in the presence of failures. The
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choice of which method to use depends upon- the probability of failure. If the network
and the processors are usually reliable then our model implementation can be used as the
primary mechanism. It can be backed up with the other implementation implemented
implemented using “Wherels” and “Bulletin” messages.

One philosophical advantage to using “Wherels” and “Bulletin” messages is that the
act of successfully sending the “Bulletin” is that it guarantees that the sender will not
attempt to use that particular forwarding address again. The sending of the “Bulletin”
message thus splices the sender out of at least one path of forwarding addresses. Given
that there is a “social contract” that obligates processors to participate in the object
finding protocol, the sending of the “Bulletin” message is in a processor’s “enlightened
self-interest” because it decreases the amount of work that it is obligated to do in the
future.

Yet another alternative form of path compression can be implemented by redefining
the “AccessRequest” message so that it accumulates a list of the processors that have
forwarded it. The processor currently holding the object is thus in a .position to control
the compression of the path. It can re-direct each processor along the path to point to
it. This has good properties with respect to storage management and will be discussed
in more detail in Chapter 8.

There are other techniques for shortening paths of pointers. Some of these are dis-

cussed in [T'vL84]. Not all of them are suitable for use in managing forwarding addresses.
6.7 Summary

This model implementation is correct under our restricted model of failure. The protocol
for moving an object guarantees that it is neither lost nor cloned as long as system failures ,
are restricted to be either lost messages or processor crashes. Objects may be inaccessable
because of processor crashes, either of the proéessor at which an object is located or of a
processor on a forwarding address path. The postulation of the existence of stable storage
together with the fact that forwarding addressés are kept there, however, guarantees that

when the failed processors recover that the object will again be accessable. The set of
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processors whose failure can make an object inaccessable is restricted to be a subset of
those processors that it visits. )

There are two major failings of the model implementation:

If an object x visits a processor then it may be necessary for it to keep a forwarding
address for z for z’s lifetime. Under our assumtions about reasonable system behavior
this will not pose too much of a problem. We assume that long lived objects that visit
a lot of processors will be very important and that the processors it visits will continue
to want to access it as long as it exists. Nevertheless, in Chapter 7 we explore the
modification of the implementation so that a processor tha.t. has held the representation
can get rid of unwanted forwarding addresses to it.

The other problem is in the assumption of stable storage. This is a common but
perhaps inadequate assumption. There will be some crashes from which processors will
not be able to recover. In addition some applications will need uninterruptable access
to distributed objects. In Chapter 8 that we will explore techniques for ensuring that

distributed objects will continue to be accessible even in the presence of processor failures.



Chapter 7

Improved Storage Management
‘and Administration.

Iz the model implementation of the previous chapter a processor at which an object
has been located cannot delete its Forwarding Address Table (FAT) entry for it until
it learns that the object no longer exists. This is because such a processor has no way
of learning whether or not there are in fact any other processors dépending upon the
existence of that FAT entry.

In this chapter we discuss some extensions to the model implementation that allow a
processor to discard those entries while still fulfilling its obligations to store other FAT
_ entries and objects.

In our example of the Humongous Widget Corporation, we postulated an office au-
tomation system in which a HOPS (Humongous Object Programming System) object
may represent a document. Early in its lifetime that object may make the rounds of
several processors, but eventually the information in that document will be put in a
database for long term storage. We postulated that the information would be trans-
ferred to a new object in the database and that the ;riginal would be destroyed. This
allowed all of the processors that it had visited to delete their FAT entries for it. If
instead of transferring the information to a copy the original is incorportated into the
database then these processors would have no way of deleting those FAT entries.

In contrast with the problem of deleting FAT entries, the issue of deciding when
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to delete objects is difficult. Problems arising from cycles of objects that mutually
reference one another are compounded in systems such as ours in which it is possible
that an object may be an active entity that may spontaneously awaken. We assume that
the management of object storage is handled by the APE. I is outside the scope of the
current work.

We define passive storage management to mean that for each data item at a processor
there are certain locally defined conditions that inform that processor whether it is
allowed to recover the storage of that data item. The processor must, however, wait
passively for for those conditions to be satisfied. It does not have the means to force
them to become true. Another way of expressing this is that while the processor has
certain obligations with respect to the use of its storage, it cannot actively attempt to
discover them, nor can it renegotiate them. It must passively wait for other pfocessors
to inform it as to the status of those obligations.

In comparison we use active storage management to mean that a processor has the
ability to perform an action which, if successful, guarantees that it can recover a par-
ticular piece of storage. In other words, it has the ability to actively renegotiate its
obligation to store a particular data item. In our context this means that a processor
P mav have the ability to force an object in which it has no further interest to move to
some other processor. Furthermore, it means that P can force all other processors to

"update. their FAT entries for an object not at P so that P can get rid of its own FAT
entry for that object. '

If the system provides a mechanism that allows the active management of FAT entries
and objects then processors can actively administer the allocation of their own resources.
Dannenberg’s work on the Spice Butler [Dan82, DH85] is an exposition of one approach
to these issués. With these mechanisms processors can negotiate among themselves as
to where resources should be., Furthermore, brocessors can negotiate their way out of
specific applications. This is useful not only for controlling the allocation of resources, but
it means that the system can be reconfigured in an orderly way under administrative .

control. Because of our assumptions about the degree of administrative autonomy of
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parts of very large decentralized systems we believe that the ability to actively manage
a processor’s resources is very importimt.

A surprising result of our work is the conclusion that for forwarding addresses a
mechanism supporting active storage management can be more efficient and easier to

implement while providing the same level of reliability than a mechanism for passive

management.

7.1 DPassive Storage Management.

The classical methods of storage management are reference counting schemes and garbage

collection. The arguments in favor of garbage collection over reference counting usually
take two forms:

o If the objects of interest are small then reference counting can be comparatively

expensive. If the objects are very small then the addition of a reference count to
its representation is a considerable burden.

o Reference counting schemes are not able to recover cycles of passive items that
reference each other but which are not accessible from outside the cycle.

In the context of managing the storage of FAT entries the first objection is not
important since a FAT entry will be many times larger than the size of an integer
needed to count references to it. '

The second objection is similarly not a problem for forwarding addresses. In the
model implementation for atomic objects each forwarding address contains a pointer to
a single other processor. As long as the cbject referenced is not in motion then the graph
of forwarding addresses will be acyclic except for the self-loop at the processor at which
the object is located. With this exception the graph of forwarding addresses is a tree.

In the generalized case in which an object is distributed each forwarding address will
point to a set of processors at which the object was simultaneously located. (This will
be discussed in detail in Chapter 8.) The processors at which the object is currently
located will all point to each other. The monotonicity of the timestamps along a path
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of forwarding addresses once again guarantees that the graph will be acyclic with the
exception of the strongly connected component of the object’s current location.

Since the forwarding addresses at the current location of an object are guaranteed
to be useful, we do not have to worry about not being able to recover the storage of a
useless forwarding address because it is in a cycle. '

In contrast to the potential problems with referenée counting, the big disadvantage
of using garbage collection as a storage management mechanism is that it is potentially
global in scope. The cost of determining whether there is a processor that possesses a
name for an object or a forwa.rdiné address that points to a particular processor increases
with the number of processors that might. Furthermore, as the number of processors
rises the probability that at least one of these processors will be unavailable at any time
also rises. For these reasons we do not believe that a general garbage collection scheme
will be viable on a very large distributed system. It may, however, still be possible and
desirable within a single local area network or other well defined sub-systems.

Based solely on these arguments the use of reference counts for managing forwarding
addresses appears to be potentially worthwhile. Once we begin to look at possible
implementations and to compare them with the model implementation of Chapter 6 we
begin to see problems. The primary among these is the increased complexity of the
protocols for modifying the FAT.

The registration of a newly arrived forwarding address can entail a pair of two-
processor transactions. Because reference counts must be guaranteed consistent one

transaction is necessary to stably store the newly arrived forwarding address and to

simultaneously and reliably incrament the reference count at the processor to which it

points. A second transaction is necessary to simultaneously and reliably delete the old
forwarding address from stable storage and d=crement the corresponding reference count.
Two separate transactions seem preferable to a single three~processor one because the
two functions being performed are logically separate. The second transaction can be
performed as part of the path compression protocol and can be run at a lower priority

than the first one.
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This necessity of using multiple processor transactions to correctly maintain refer-
ence counts multiplies the cost of making a modification to the forwarding address graph
by a factor of as much as eight. Changing a FAT cntry in the model impiementation
of Chapter 6 involved changing the FAT only at the processor holding the forvi;a.rding
address. This involved writing to stable storage once. If we use reference counts then
the change entails modifying the reference counts for the FAT entries at both the pro-
cessor pointed at by the old forwarding address as well as the processor pointed at by
the new one. Since each of these involves a two-processor transaction and since each
proéessor in a transaction writes to stable storage at least once in each of two phases,
a straightforward implementation of reference counts would cost about eight times as
much as our model implementation of the simple protocol. This factor can be reduced
by replacing the two—~processor transactions with larger ones. For instance, the pair of
transactions implementing a single stage of path compression can by replssz by a sin-
gle three-processcr transaction. If each processor in the three pr'oce'ssor transaction no
more than once during each phase of the protocol, then the total number of writes is
reduced from eight to six. By turning several stages of path compression into a single
transaction the factor could be reduced further. For a very long path that is compressed
in a single transaction the factor asymptotically approaches two. This negates, however,
the consid'erablt'a advantages of being able to incrementally and concurrently modify the
forwarding address graph.

Because the passing and registering of a forwarding address entails the added expense
of the transaction to increment a reference count it makes little sense to register any
forwarding addresses other than one pointing to an object’s current location. This adds
an additional traversal of a forwarding address path for each time a processor receives a
new forwarding address.

All-in-all, the use for reference counts for the passive management of the storage
of forwarding addresses is comparatively expensive and difficult. The disadvantages of
using reference counts will become more apparent in the discussion of active storage

management.
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7.1.1 Counted Forwarding Addresses as Objects.

If, despite our negative comments about the use of reference counted forwarding ad-
dresses, one still feels compelled to use them we offer the following suggested implemen-
tation. This scheme is an adaptation of a technique proposed by Gifford [Gif82].

The .reference count for an entity is the cardinality of a set of objects of a certain
kind, the set of existing references to it. This count must be guaranteed to be correct.
This can be guaranteed if both the count and the objects are kept reliably in stable
storage. '

We start by assuming the existence of the model implementation of Chapter‘ 6. We
augment.it with two other notions of forwarding address. Ordinary forwarding addresses
are those of the model implementation. These are also called uncounted forwarding
addresses because they convey no guaante as to their usefulness. To form a counted
forwarding address we encapsulate an uncounted one within an object created specifically
for that purpose. Ti1e reference count kept by processor P for each object is the number
of existing counted forwarding addresses for that object.tha.t point to P.

To ensure that the reference count is aécura.te, an object encapsulating a counted for-
warding address can be created and destroyed only at the processor to which it points.
Thus the creation of a counted forwarding address and the incrementing of the cor-
responding reference count can be done éimulta.nesously within a local atomic action.
Similarly, another local atomic action can both destroy the object and decrementing the
count.

Uncounted FA’s can be created by copying the contents of counted ones. They can
be used to find and access the objects they name, but they convey no guarantee as to
their usefulness. A processor can obtain that guarantee only by obtaining a counted FA.
This can be done either by moving one from another processor or by requesting that
the processor pointed to create a new counted FA and send it back. It relinquishes the
guarantee by sending the counted FA to some other processor. That processor is then
free to destroy it and decrement the corresponding reference count.

The attraction using this approach to implementing reference counts is that it takes
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advantage of the existence of the simple prc;tocol for reliably moving an object, thus
obviating the need to create a special form of distributed transaction for incrementing
and decrementing reference counts.

Since the counted FA’s are themselves objects that are findable using ordinary FA’s,
the processor they point to could retain a list of their CID’s and could track them down.
For example, it could use this ability to request that a particular counted FA object be
returned so that it can be destroyed. A processor can thus obtain a degree of active
control over its obligations to other processors.

Because this implementation is based on the idea of reference counts it is still overly
cumbersome. It entails the use of object moving transactions to manage the counted
FA’s and the use of ordinary FA’s to keep track of them. We will see in the next section
that this is overly complicated and unnecessary.

7.2 Active Storage Management: Control of Obligations.

When the ‘seenHere’ flag in a FATEntry is set to true it means that the processor
holding that entry is obligated to keep it because there may be some other processor
that depends upon it. A reference count means that there are exactly that number of
outstanding obligations, but the identities of the processors (or objects) to which they
are owed are unknown.

Both of these represent nebulous commitments of a kind not generally acceptable
outside of computer systems. For example, suppose that you run a warehouse. Further-
more, suppose someone stores a physical object such as a trunk in your warehouse. What
sorts of obligations will appear in the contract to store the ochject? Firss the enstomer
agrees to pay some amount to store the object in return for which you agree to keep
and protect it. The contract will be for some specified time. Within that time period
the warehouse agrees to deliver the object on demand to the individual that stored it
or to an individual bearing the origiﬂal contract. If, while the object is being stored,
the original owner wishes to transfer its ownership, all of the obligations of the ware-

house do not automatically get transferred. The seller has a contractual obligation to
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deliver the object to the buyer that is distinct from the warehouse’s obligation to the
seller. To establish a direct obligation of the warehouse to the buyer the warehousing
contract must be renegotiated in a separate but related {ransaction. The warehouse’s
obligations cannot be arbitrarily reassigned to other individuals by a third party without
its knowledge.

If during the active period the buyer of the object shows up with the warehousing
contract then he may retrieve it or renegotiate a new contract for its storage. This
is evidence of a transfer of ownership. Consider, on the othef hand, what happens if
the object has not been reclaimed at the end of the contract period? Even though the
contract has expired, you as the warehouse owner will probably not have the right .to
immediately and arbitrarily dispose of the object. You may be under an obligation to
expend a reasonable effort for a reasonable length of time to find the other party to the
lapsed contract. Because the contract explicitly names its parties this is easy to do. If
the original owner of the object has sold the rights to it and then disappeared, however,
there is no way of knowing that he has sold it, or to whom.

In the real world we generally do not have obligations to specific, but unknown in-
dividuals. We know wha? obligations we owe and to whom they are owed. Obligations
cannot be arbitrarily transferred and multiplied. In light of this observation, we con-
sider a form of active storage management in which the o_l?_ligations of a processor are

represented explicitly.
7.2.1 Reference Sets.

The ‘seenHere’ field of a FATEntry in the model implementation can be interpreted
as meaning that there is a possibly non-empty set of processors that depend upon this
FATEntry and for that reason the processor is obligated to keep it. Similarly, a reference
count can be interpreted as the cardinality of that set. The next step in this progression
is to actually store at each processor the identifiers of the set of processors that could
depend upon the existence of the FATEntry. This set of processor identifiers represent
back pointers in the forwarding address graph. We call it the reference set at that
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processor for the object referenced. Halstead [Hal79] used such back pointers in his
reference trees.

‘The use of reference counts requires that the processors at each end of an edge in the
forwgrding address graph communicate with each other in a multi-processor transaction
each time an edge is created or destroyed. Because that communication and updating
of stable storage is already necessary to maintain reference counts there would be little
added communication and computation cost to keep reference sets. The main penalty
would be to approximately double the total amount of local storage devoted to finding
objecis in the worst case.

While we believe that this is a relatively small price to pay to obtain active admin-
istrative control of the system, it may still present difficulties. Consider an object that
is widely known to be at a particular processor. The reference set for that object may
be huge, occupying much more storage at that processor than the representation of the

object itself. It may be economical to handle such instances as a special case.
7.2.2 Inexact Reference Sets.

The reason that multi-processor transactions are necessary for the maintenance of ref-
erence counts is that they must be kept exa;:tly. The processor can delete the corre-
sponding entity only when the count goes to zero. I it is accidentally incremented when
it shouldn’t be then the count will never be decremented to zero and the entity can
never be destroyed. If it is accidentally decremented when it shouldn’t be then the count
may go to zero prematurely and the entity will be prematurely destroyed. The reference
count must be kept accurately and reliably because the brocessor holding the entity has
no direct knowledge of to whom it is obligated. In has no method of actively determin-
ing the ext;ent of its obligations. Instead it can only wait passively, incrementing and
decrementing the count until it goes to zero.

If reference sets are used = processor can take active steps to reduce its obligations.
Because storage management can be done actively there is little problem if the reference

set for z at P contains the identifier of » proceszor @ to which P does not have an
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obligation. P can poll Q to find out whether or not the obligation in fact exists and
if s0 to renegotiate it. P can still manage its storage as long as the reference set that
P maintains i3 a superset of the set of identifiers of processors to which it does have
obligations. Since the reference set and the outstanding obligations no longer have
to be in exact agreement protocols that use them can use weaker but more efficient
methods than multi—processor transactions to ensure correctness. As in Chapter 6 we
are assuming that each processor has local stable storage that will survive any processor
crash.

Active storage managemcnt can have additional advantages. When a processor is
given the ability to actively manage its storage it gains the power to reconfigure itself.
This power to reconfigure can be used for administrative reasons as well as in response
to failure. |

In the remainder of this section we explore the use of inexact reference sets by ex-

tending the model implementation of Chapter 6. This is the extend_ed definition of an
entry in the forwarding address table.
FATEntry = record|
fa: FA,
refSet: Set[ProcID],

guarantors: Set{ProcID],
gLock: int).

We assume that the abstract data type ‘Set’ implements mathematical sets in such a
way that all the usual operations on sets can be denoted using conventional mathematical
notation. In extending the basic model implementation we replaced the Boolean flag
‘seenHere’ with two sets of processor identifiers (‘ProcID’s). The set ‘refSet’ names a
superset of the set of processors which depend upon the existence of ‘FATEntry’ for
the cbject at this processor and to which this processor is thus under obligation. The
cardinality of ‘refSet’ is thus at least as large as a reference count would be. The set
‘guarantors’ names a subset of the processors that believe themselves to be obligated to

this processor to keep a FATFntry for the object.
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Our definition of “obligation” is that Processor P is obligated to processor Q to keep
a ‘FATEntry’ for object z if and only if the forwarding address in Q’s ‘FATEntry’ for
points to P. .

To ensure that ‘refSet’ is indeed a superset of the processors to which P is obligated
a ‘Procld’ can be added to the ‘refSet’ at any time, but in particular it must be added no
. later than the establishment of an obligation to that processor. To ensure correctness,
‘the attempt to write an entry into Q;s FAT pointing to P is begun only after it is
known that the local atomic action at P that adds Q to P’s ‘refSet’ for Q has completed
successfully. Because exact agreement is not required there is no need for a multi-
processor transaction to perform this pair of actions simultaneously and reliably.

A processor @ can be removed from a ‘refSet’ no earlier than the release from the
obligation at to Q. A multi-processor transaction is not required to do this, but there is
a need for synchronization to prevent an attempt to release P from an obligation to Q
at the same time that it is possible that there is simultaneously an undelivered message
in the network which, when delivered, will re—establish the same obligation. We use the
assumption that the messages from any processor to any other are received in order (if at
all) to establish that synchronization. The field ‘gLock’ (an abbreviation of “guarantee
lock”) is a counter used to distinguish different requests from P to confirm the release
of an obligation. While ‘gLock’ has a positive value P may not extend any new guaran-
tees about that FATEntry. Furthermore, it will also react only to “ReleaseObligation”
messages for z that mention that specific value. While ‘gLock’ is not positive P can
extend all the new obligations it wants to but it cannot act on any “ReleaseObligation”
messages at all. The absolute value of ‘gLock’ is a count of the number of times that P
has begun a phase of trying to get rid of its obligations towards this ‘FATEntry’.

We anticipate that in a real system that the need for such synchronization will be
rare. As we have writteq the pseudo—code, a processor never extends a new guarantee for
an object unless it is in fact the current location. A reasonable processor will not often
be simultaneously attempting to distribute forwarding addresses that point to itself at

the same time that it has decided that the object is not interesting and is attempting to
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reclaim the storage occupied by its ‘FATEntry’. It would instead wait until the object
had moved elsewhere and its “interest” in it had waned before attempting to be released
from these obligatipns. Nevertheless, these synchronization problems can arise and must
be dealt with. Note that a determined attempt to reclaim a ‘FATEntry’ for an object not
currently at P will usually succeed so.the number of bits necessary to represent ‘gLock’
will be small. |

To make sure that ‘guarantors’ names no processor that. is not obligated to @ the
identifier for P cannot be added until the obligation is in fact established by storing a
forwarding address pointing to P. P may be removed from ‘guarantors’ at any time,
but it must be removed before F learns that it has been released Z:om th> corresponding
obligation represented. ‘Guarantors’ is included here stricly for the purposes of efficiency.
The correctness argument for the protocol is consistent with ‘guarantors’ always being
empty. It could therefore be removed from the definition.

The Forwarding Address Table itself is redefined as:

FAT = stable cluster is create,entRea.d,entWrite,delete,lookﬁp,elements

rep = { an appropriate concrete representation }

own fat: rep

create = proc() returns() .
{Create and initialize the table ‘fat’.}
end create

entRead = proc (x: CID) returns(FATEntry)
{ Read the entry for ‘x’ and if it exists return a copy.
Otherwise return NULL. }
end entRead

entWrite = atomic proc(fe: FATEntry) -
{ Write ‘fe’ to the FAT, replacing any old entry
for ‘fe.fa.name’.}
end entWrite

delete = atomic proc(x: CID)
{Delete the entry for ‘x’ from the FAT.}



133

end delete

lookup = proc(id: CID) returns(FA)
{Return the forwarding address for ‘id’ if it is in the FAT.
Otherwise returns the NULL forwarding address.}
end lookup

elements = iter () yields(FATEntry)
; Returns each of the elements in the FAT.
j: FATEntry;
for j € fat do
yield(j);
end
end elements

end FAT

Because of the added complexity of using reference sets the operations ‘add’ and
‘update’ have been replaced with ‘entRead’ and ‘entWrite’. The functionality of ‘update’

has been moved to a higher level.

Local manipulations of objects are mostly unaffected by the addition of reference

sets. The ‘baptise’ procedure is modified to initialize ‘refSet’, ‘guarantors’, and ‘gLock’.

baptise = atomic proc(obj: OHandle) returns(CID)
c: CID := CID$create() ; Get a new CID for the object.
t: TimeStamp := 0 ; Get a zero TimeStamp.
if LMAP$insert(LMAPentry${name: c, ts:t, handle: obj,
reallyHere: true, inMotion: false})
then :
FAT$entWrite(FATEntry${fa: FA${name:c, loc: P, ts: t},
refSet, guarantors: ¢,gLock: 0});
return(c)
else fail ; Couldn’t baptise, handle as exception.
end
end baptise

As before, we make no. assumptions as to when an object can be destroyed. The

existence of reference sets may be useful to the Application Programming System (APE)
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for managing object storage. If an object z is located at processor P then the ‘refSet’
for z at P can be used by P to decide whether destroying z could leave any dangling
references for it. If the ‘refSet’ at P is empty or can be made empty by getting the
processors in it to release P from its obligations then the APE at P is free to deal
with z as it pleases. Even if this condition is not obtainable the APE may be able to
"run a garbage collection protocol for cyclic structures localized to the processors in the
transitive closure of the ‘refSet’ for z at P obtained by including its elements together
with elements of the ‘refSet’s for z at all processors named in that closure. Thus, the
garbage collection of an object in a cycle can be localized to the set of processors that

actually have references for it.

The protocol for moving an object is unchanged except for ensuring that the new
and old locations are included in each other’s ‘refSet’ no later than the end of the the
first phase of the two—phase commit protocol. Both processors can also add the other to
their ‘guarantors’ set at the appropriate times.

The sending and receiving of forwarding addresses is modified to reflect the fact that
when initially received a forwarding address may not be guaranteed to be useful for
finding an object.

When a CID (or forwarding address) is sent in an application message to another
processor the sending processor P should guarantee the forwarding address if it is the
current location of the object. It must also check to see if it is attempting to reduce its

obligations.
{CID ‘x’ appears in an outgoing application message ‘m’ to Q.} —»

atomic begin
fe : FATEntry := FAT$entRead(x);
if fe.fa.loc = P then
if fe.fa.gLock > O then
fe.fa.glock := —fe.fa.glock ; Break the lock

end
fe.refSet := fe.refSet U {Q}
FAT$ent Write(fe)

end
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end ; of the atomic action
{Append ‘f’ to the end of ‘m’.}

In this implementation we have assumed that sending the application message takes
absolute priority over the ongoing effort to reduce the processor’s obligations. It therefore
negates ‘gLock’, breaking the lock against extending new guarantees and allows the
message to be sent. Other strategies such as one that waits a reasonable time for the
obligation reduction phase to complete could be used instead.

When a forwarding address is received in a message it may be necessary to get a
guarantee as to the usefulness of a forwarding address before it is stored in the FAT.
The précedure ‘registerFA’ is modified as follows.

registerFA = atomic proc(f: FA, always: Boolean) returns(Boolean)
; Return true iff the FAT is modified.
; Return false iff the FAT is not modified.
; Fail if no FAT entry can be created.
lme: LMAPentry := LMAPS$lookup(f.name)
fe: FATEntry := FAT$entRead(f.name)
if fe = NULL then ; Build a real one
fe:= FATEntry${fa: NULL, refSet, guarantors: ¢, gLock: 0}
end
if (lme#NULL & f.ts>lme.ts& —lme.reallyHere) then
; A move to Q is in progress and ‘f’ can complete it.
if f.loc = Q then ; Q is the ID of this processor.
; Commit the move.
Ime.reallyHere := true
Ime.ts ;= {.ts
LMAP$update(lme)
fefa:=1f
{ Optionally remove some elements from fe.guarantors. }
FAT$ent Write(fe)
return (true)
else ; Abort the move
LMAP$delete(f.name)
fefa:=f ’
FAT$ent Write(fe)
return (true)
end
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elseif Ime = NULL then
; an ordinary update of the FAT.
if fe.fa = NULL & - always V
fe.fa # NULL & f.ts < fefa.ts then
; There was no old entry and no imperitive to create one, or
; No update because f is older than fe.fa is old
return(false) ; No entry in FAT.
end
if floc = m.sre V floc = fe.faloc v
f.loc € fe.guarantors then
; If m was received from either f.loc or fe.fa.loc, or
; £loc i8 in guarantors,
; then the guarantee is already established.
fefa:=f
FAT$ent Write(fe)
return (true)
else ; It is necessary to get a guarantee for f.
f2: FA := getGuaranteedFA(f)
if £2 2 NULL then
fefa :=f2
{ Optionally add f2.loc to fe.guarantors. }
FAT$entWrite(fe)
return (true)
alge ; No guerantee was cbtained.
if fe.fa = NULL then fail
else
return(false)
; Even though no new guaranteed FA could be gotten
; the old one is still usable.
end
end
end
else .
{ @ has an LMAP entry for ‘name”
Treat it as an exception.}
end
end registerFA

This is a long but straightforward extension of the ‘registerFA’ of Chapter 6. Note
that in this version ‘registerFA’ can fail because it is unable to get a guarantee for a newly

arrvived FA. This occurs when Q did not have an existing ‘FATEntry’ for the object and
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it was unable to get a guarantee on the new one. At this point Q should attempt to
access the object using the unguaranteed forwarding address. Reasons for a failure to
guarantee ‘f’ include that the object itself has been destroyed and the possibility that
the processor that originally had ‘f* did not have it guaranteed or allowed the guarantee
to be released. Whatever the reason for the failure to guarantee ‘f>. The problem must
be resolved at a level higher than the Object Finding Package. The APE at @ should
have a further dialogue with the processor that gave it ‘f’ to.resolve this problem.
The procedure ‘getGuaranteedFA’ as executed at Q is defined as follows.

getGuaranteedFA = proc(f: FA) returns(FA)
while true do
Net$send(Message${src,origin: Q, dst: f.loc,
type: “GuaranteeRequest”, body: f})
select ; Wait for one of the guard conditions to become true.

{m:=Net$receive() & m.type=“GuaranteeReply”
& m.body.fOld=f} —
begin ; This is a reply to our message.

if m.body.fNew.loc = m.src then ; Success
; m.body.fNew.loc is a guaranteed FA.
; it must be more recent than f.
return(m.body.fNew.loc)

else ; Failure
return(NULL)

end ; of this action

{ The message times out. Try again. } — continue
{ Give up. } — return (NULL)
end ; the select statement

end ; the while loop
end

A processor P responds to a “Gua.ranteeRequest” using the following protocol.
{m = NetSreceive() & m.type = “GuaranteeRequest” }—

atomic begin .
fe: FATEntry := FAT$entRead(m.body.name)
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if fe = NULL then
; Never heard of it. Can’t help guarantee it.
Net$send(Message${src,origin: P, dst: m.origin,
type: “GuaranteeReply”,
body: record${fOld: m.body, fNew: NULL}})
bf elseif fe.fa.loc # P then
; The object is not here.
; Forward the request.
m.gre ;= P
m.dst := fe.fa.loc
m.body := fefa
Net$send(m)
else ; Guarantee the request.
if fe.glock > O then
fe.gLock := -fe.gLock ; Guarantee has priority, break lock.

end
fe.refSet, := fe.refSet U m.origin
FAT$entWrite(fe)

Reply with the latest FA.
Net$send(Message${src,origin: P, dst: m.origin,
type: “GuaranteeReply”,
body: record${fOld: m.body, fNew: fe.fa}})
end

end ; of the atomic action

While it would be correct for P to reply positively to any valid request to guarantee
a forwarding address, in this imple;menta.tion it does so only if the object it names is
located at P. Otherwise it forwards the request using the current entry in its FAT.
The procedure ‘getGuaranteedFA’ looks at the reply to its request and if the forwarding
address it receives points to the same processor that sent it then it knows that the
returned forwarding address has been guaranteed. It passes it back to ‘registerFA’ which
installs it in the local FAT. Failure can be the result either of receiving a NULL forwarding
address meaning that no one will guarantee it or as a result of waiting for too long
and giving up on the attempt. As mentioned above the refusal to get a processor to
guarantee a forwarding address means either that the object has been destroyed or that

the forwarding address mechanisn has been misused. In either case the resolution of the
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problem must be done at a higher level in the system.

One way of looking at a successful attempt to guarantee a forwa.rdi'ng address is that
it is a kind of access operation on the object ngmed. The protocol for passing the “Guar-
anteeRequest” message is exactly the same as that for passing an “AccessRequest”. As
we have written the example a “GuaranteeRequest” does not trigger a path compression,
but it could.

While the remote access and path compressing primitives of Chapter 6 can be used
in unmodified form we note that since the processors along the path will eventually all

point to the current location of the sought object that they will all eventually have to

communicate with that processor in order to guarantee their newly acquired forwarding -

addresses. If the length of the path is k then if the current location of the object
distributes guaranteed copies of the most up to date forwarding address for it then the
number of messages needed to compress the path is k — 1. On the other hand, if we
use the incremental path compression strategy combined with the “GuaranteeRequest”
protocol sketched above, the number of messages used is (k—1)(k—2)/2. For this reason
the variation of path compression in which the access request message accumulates the
identifiers of the processors it encounters on its travels should probably be the one used
in conjunction with referenc: sets.

One thing that the impleimentation of Chapter 6 did not have is the notion of releasing
of a processor from an obligation. If processor P wishes to reduce its obligations with
respect to a particular object it can execute the procedure ‘beginReleasePhase’ to begin

a phase of attempts to reduce them.

beginReleasePhase = proc(x: CID)
fe: FATEntry
lock: integer
atomic begin :
fe : FATEntry := FAT$entRead(x);
if fe = NULL V fe.gLock > 0 then
; Either no obligations or a phase is already in progress.
return
lock, fe.gLock := —fe.gLock + 1 ; Set lock for a new phase.
FAT$ent Write(fe)

w
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end; of the atomic action
for ¢: ProcID € fe.refSet do
Net$send(Message${src,origin: P, dst: Q, type=“ReleasePhase”,
body: record${ currrentFA : fe.fa, phase: lock })
end
end

Note that the “ReleasePhase” message i scuds contains its forwarding address for =
rather than just x itself. This is to promote the active reduction of P’s obligations. If z
is not at P then the forwarding address contains the information the destination of the
message needs to release P from its obligation.

When processor Q receives a “ReleasePhase” message it can iry to reply construc-

tively as follows.
{m := NetS$receive() & m.type = “ReleasePhase” }—

atomic begin
x: CIR := m.body.name
fe: FATEntry := FAT$entRead(x)
if myFA = NULL Vv myFA.locm.origin then
; There was no genuine obligation.
if fe £ NULL then
; Remove m.origin from fe.guarantors.
; ‘\’ denotes set difference.
fe_guazantors :== fe.guarantors \ {m.origin}
end
; The release will be successful
elseif myFA loc=m.origin & m.body.f.loc # m.origin then
; There’s a current obligation that might be removed.
if registerFA (m.body, false) then
fe.guarantors := fe.guarantors - {m.origin}
; The release will be unsuccessful
end
else ; Unable to remove the obligation.
; The release will fail.
; It may be useful to do something here.
end
end
;Send a release message containing @’s current FA in any case.
Net$send(Message${src,origin: Q, dst: m.origin, type="“ReleaseFA”,
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body: record${f: fe.fa, phase: m.body.phase}
end ; of the atomic action.

In this action @ first determines whether there is in fact an obligation to the sender
of the “ReleasePhase” message. If so then it tries to remove that obligation by register-
ing the forwarding address sent in the message. The reply to a “ReleasePhase” message
is a “ReleaseFA” message whose body contains Q’s finel forwarding address for z to-
gether with the phase number from the “ReleasePhase” message it is responding to. If
the forwarding address points to ‘m.origin’ then the obligation has not been rele:ased.

Otherwise it has been.
Given the ability to actively reduce its obligations processor P can eventually get rid
of the FAT entry. It can check to see if it can do this each time it receives a “releaseFA”

message.
{ m := Net$receive() & m.type = “releaseFA”}—

atomic begin .
if m.body.floc = P then
; The obligation was definitely not released.
Make note of this and perhaps begin a negotiation to move
else '
fe: FATEntry := FAT$entRead(m.body.f.name)
if fe = NULL then
; If we’re Liere then we’ve already thrown away the FATEntry.
{Handle this exceptional condition.}
elseif m.body.phase = fe.gLock then
; Remove the comitment from the refSet.
fe.refSet := fe.refSet \ {m.src}
if fe.refSet = ¢ & —possiblyKnownLocally() then
; The entry is deletable
FAT$delete(m.body f.name)
else
; Save the modified entry.
FAT$entWrite(fe)
end ’
end
end
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7.2.3 An Informal Correctness Argument.

The key to the correctness of the use of inexact reference sets to control the obligations
of each processor with ;espect; to each object for which it has a forwarding address lies
in establishing the invariant that the reference set is at all times a superset of the set of
processors that depend upon the existence of that forwarding address. If the guarantors
set is ever not empty then it is also necessary to establish the invariant that if a p.rccessor
is named in a ‘guarantors’ set for an object then it is obligated to keep its FAT entry for
z by virtue of the facf; that P is named in its ‘refSet’. .

In our partial psendo—code implementation no forwarding address that points to P
can be stored in processor @’s FAT until P has first added Q to P’s ‘refSet’. This can be
verified by inspecting the ‘registerFA’ and ‘gétGuaranteedFA’ procedures and the code
fragment that reacts to the receipt of a “GuaranteeRequest” message. The protocol for
moving an object also establishes this condition. All forwarding addresses appearing in
FAT’s are therefore guaranteed.

Once appeariné in the ‘refSet’ the only way that Q can be removed is in the action
responding to the receipt of “releaseFA” message to P from Q. The precondition for the
sehding of this message is that the obligation has in fact been released.

When P receives the “releaseFA” message it knows that the obligation had been
released, but it does not know whether or not there might be undelivered messages in
the system that could restore the obligation without P’s knowledge.

To prove that there cannot be we first note that the obligation cannot be re-
established without a message sent from P arriving at Q. This may be verified by
inspecting the pseudo—code implementation. Furthermore, recall that we have assumed
that the network will deliver the messages from P to Q in order although it may lose
some. If the “ReleaseFA” message was in response to a “BeginPhase” message whose
guarantee lock (‘gLock’) has not been broken then the following conditions must be true:

e Any messages carrying guarantees that were sent from P before the sending of the
“ReleasePhase” message must arrive at @ before it if at all. The atomic action at
@ that sctually ensures that the obligation is gone begins after the receipt of this
message. These earlier messages cannot restore the obligation.
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o If the guarantee lock is still in place inside the atomic action executed in response
to receiving a “releaseFA” then we know that no new guarantees could have been
extended in the time interval between the setting of the lock and when we exit
from the atomic action.

Together, these two conditicne imply that if the guarantez lock is still set then P’s
obligation to @ can not be restored by a message from P to Q that was sent prior to the
enclosing atomic action. This is illustrated in Figure 7.1. It is therefore safe to remove
Q from the ‘refSet’. -

7.3 Discussion.

The jump from the simple model implementation of Chapter 6 to doing passive storage
management using reference counts is fairly large. It entails the use of a multi-processor
transaction every time an edge in.the forwarding address graph is modified. In addition
to the increased computational burden it greatly increases the number of times stable
storage must be written. From there going to active storage management using exact
reference sets requires only the use of some additional memory to represent the back
pointers in the graph. There is no additional communication load. The administrative
benefits of having active storage management make the use of reference counts to keep
track of forwarding addresses seem to expensive in relation to what you get.

The use of inexact reference sets further increases the amount of local storage needed
since each processor stores not just backpointers, but potential backpointeré. The fact
that the reference set is kept inexactly means that we can eliminate the need to use
multi-processor transactions, relying instead on a more primitive and efficient protocol
that relies upon the ordering of local atomic actions and of message delivery. Because
the inexact reference set allows a pr;acessor to take an active part in the administration
of its stora.ée, the inconsistencies between the inexact reference set and the obhligations
it represents can be efficiently discovered and eliminated. Even so the protocol is more

expensive than the simpler implementation.
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Figure 7.1: A phase of attempting to release obligaticns. Guarantees made by P before
the beginning of phase j must arrive before the “ReleasePhase(;)” message. No new
guarantees are extended during the phase. Therefore the obligation has really been
released and no undelivered message can re—establish it.
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The enhancements to the basic forwarding address mechanism discussed in this chap-
ter are of interest only for a specific, perhaps small, subset of the objects and processors
in the system. These are the very long lived objects that move among processors that
do not keep a long term interest in them. The enhancements will not help other objects
OF processors.

To eliminate the cost of i:aving to establish guarantees for short-lived objects we
could resurrect the ‘seenHere’ flag in the FATEntry together with a ‘alwaysGuaré.nteed’
flag in a forwarding address. The meaning of the latter Sag is that if it is true then the
processor pointed to guarantees to keep its FATEntry until the object is deleted. The
‘seenHere’ flag represents that guaraniee. Thus, within the inexact reference set protocol
‘seenHere’ can be interpreted as representing the universal set of processors. Not only is
this more efficient for short lived objects, but in the case in which ﬁhe object is extensively
known it relieves the processor hosting the object from the burden of keeping a very large

reference set for it.



Chapter 8

‘Enhanced Reliability and
Distributed Entities.

The model implementations of forwarding address mechanisms that we have discussed

thus far have had the following reliability properties.

¢ The processor model upon which they are based assumes that the only processor

faults are crashes and that there is a class of storage that is stable in the sense

that it is neither corrupted nor destroyed by a crash. While a crash may make

- entities stored in stable storage temporarily unavailable, we assume that processors

cventually recover from a crash with its stable storage intact. This reliability model
allowed us to assume that processors can execute local atomic actions.

e Our model implementation of the basic forwarding address mechanism relies upon
the existence of local atomic actions for its correctness. Processors may crash
making certain objects inaccessible, but after they recover the graph of forwarding
addresses for each object will be in a consistent state. The storage management
enhancements of adding reference counts or exact reference sets depend upon using
simple two-processor atomic transactions. These can be implemented using the
move protocol of the basic mechanism.

o These protocols do not depend upon reliabie message delivery fcr their correctness.
They do require, however, that although messages may be lost that the messages
from any processor to any other that are delivered are received in order. We have
assumed that the underlying system implements a logical network that appears to
be completely connected. This logical network provides adaptive point—-to-point
message routing facilities. Because our protocols provide their own “end-to-end”
[SRC84] consistency the underlying system need not be completely reliable. The
network can therefore choose to provide only that level of reliability that it can
implement efficiently.
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o The accessibility of object = from processor P can be affected only by failures of the
network to deliver messages or by the failure of a processor at which = has been
located since P last accessed it. The more often a processor accesses an object
the less probable it is that an attempted access could be affected by the failure
of a processor on a forwarding address path. Each application is sensitive only to
failures of the processors that participate in it.

For many applications these properties will be sufficient. Others may require en-
hanced reliability and accessibility properties. In this chapter we extend the basic for-
warding address mechanism for atomic objects so as to provide enhanced accessibility
for distributed objects. If an object itself has enhanced reliability then we will extend
the forwarding address mechanism to match.

One form of enhanced reﬁabﬁity requirement is that a distributed object be accessible
from any functioning processor even though an arbitrary set of up to k processors may
have crashed and not yet recovered. Another enhancement is to strengthen the fault
model by adding “fail-stop” failures. This model allows a processor to have a crash from
which it never recovers. We will call this a disaster. A disaster is considered to start
at some particular event and to last for ever without recovery. The application may
require that a functioning processor still be able to access an object even if k disasters
have occured.

To capture some appropriate notions of impraved f::lt tolerance we will zay thai
an entity is k~fault accessibie if it can continue to be accessible from any non-failed

processor in the presence of any combination of no more than k simultaneous crashes
and disasters.

8.1 Reliability at Other Levels of the System.

It is our goal to illustrate forwarding address based object finding mechanisms that

provide k—fault accessibility For this to be meaningful we require that other levels of the
system be able to tolerate k-faults.
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8.1.1 Reliability and the Logical Network.

The logical network implemented by the underlying system needs to be implemented so
that even in the presence of k failures it can still transmit messages between any pair of
functioning processors that appear at the ends of an edge in a k~fault tolerant forwarding
address graph.

We assume that the logical network uses a routing algorithm such that it can find
a route between any pair of processors if one exists [Tan81]. With this assumption
the requirement that the logical network be able to tolerate k failures is equivalent to
requiring the underlying physical network provide k 4 1 vertex disjoint paths between
all pairs of processors that can reference the object. An abstraction of the underlying
network is that it is a graph in which each processor is represented by a vertex and
there is an edge between each pair of processors that can communicate directly. We
assume the communication is bi—directional so the edges are undirected. We say that an
undirected graph is j—com}ected if 7 is the minimum number of vertices that have to be
removed from it in order to leave more than one connected component behind.

If the graph representing the underlying network is less than j-connected then by
definition there is a set of fewer than j vertices that can be removed to leave at least
two connected components that cannot communicate with one another. If the logical
network is to be k~fault tolerant then clearly the underlying physical network must be
at least (k + 1)—connected. Dolev [Dol81] pointed out that one way of stating Menger’s
Theorem [Tut84] is that if a graph is at least j—connected then there are at least j vertex
disjoint paths betweeen any pair of vertices. For the logical network to be k fault tolerant
it is therefore a necessary and sufficient condition that the physical network be at least
k + 1 connected .

It is not necessary that the entire network be k + 1 connected. What is required
however is that k—fault tolerant applications be constrained to sub-networks with this
éonnectivity. Local networks are examples of densely connected sub~networks which
provide complete connectivity. Reliable applications on such networks are a possibility.

Long-haul networks tend to be less densely connected. For instance, the University of
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Washington is connected by only two edges to the rest of ARPANET. Highly available
applications that span the less densely connected parts of such a network are therefore

impossible.
8.1.2 Reliable Distributed Objects.

It does little good to provide a mechanism guaranteed to find some object in the presence
of any k faults if the object itsclf is not k-fault tolerant. The distributed object must
be defined in such a way that it can function in the presence of k failures. This implies
that it needs to be distributed among at least k 4 1 processors. If it designates k4 1
components at which it is willing to receive access requests then we we will guarantee
that with up to k failures that an access request message can be delivered to at least
one of these components that is still functioning. It is the responsibility of the object’s
implementation to guarantee that the request can be served under these conditions.
The forwarding address protocols for atomic objects that we presented in the previous
chapters could fail to find an object even if the processor at which it is located is in fact
functioning. A minimal kind of fault tolerance that we could add is to ensure that we
be able to learn the location of the atomic object even if it is down. The protocol could
at least reply with a message meaning “Object z is at processor P which is down at the
moment”. If a processor can truthfully send this reply then it must have a data item
that contains the current truth about the object’s location. Since this data item must
be modified when the object is moved it must be considered part of its representation.
This data item is one of the object’s handles. We have an object distributed among k+1
processors, but in order *o really access it a particular one of these must be functioning.
Instead of providing only this limited form of fault tolerance, the designer of the
object could use a scheme that ensures that the attempt to access the object can be
handled in a more meaningful way, Rather than attempt to invent our own strategy for
implementing reliable distributed objects, we refer the reader to the several techniques
[Gif79, Lam78a, Tho79] that have appeared in the literature. Any of these could be
adapted for our purposes. We note that to provide availability in the presence of k faults
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these techniques typically distribute the object over more than k + 1 processors.

One of the major concerns with building reliable distributed entities is that they
be kept consistent in the presence of faults. The techniques that have appeared in the
literature are particularly cqncerned with the case in which faults partition the network
so that functioning components of the object are left on processors that are unable
to communicate with one another. Because our definition of accessibility is that any
functioning processor be able to access the replicated object we required that k faults
not be able to partition the network. In our model all of the functioning components of
the distributed obje;:t will still be able to find and communicate with one another. It
is therefore possible use a weaker scheme for ensuring the object’s internal consistency
than those cited.

Since our concern is how to find a distributed object reliably rather than how tc im-
plement it we will leave the discussion of how to implement a highly available distributed
object at this point. We assume that if an object is going to be k—fault tolerant that
it will designate a set at least k + 1 handles and that if an “AccessRequest” message
can be delivered to a functioning processor with a handle then the object will be able
to respond in a reasonable way to it. To find such an object in the presence of k faults
requires that we define an forwarding address mechanism that provides at least & + 1
vertex disjoint forwarding address paths to that set of handles.

8.1.3 Amoebae and Molecules.

With respect to implementing an Object Finding Package (OFP) we distinguish two dif-
ferent ways of implementing reliable distributed objects. In one scheme the distribution
is implemented entirely by the Application Programming Environment without modi-
fying the Object Finding Package. In this scheme the components of the distributed
objects are atomic objects, each with its own identity. We call such distributed objects
molecules. While the APE might implement another level of naming for distributed ob-
jects at the level of the interface between the APE and the OFP a distributed object is

referenced by referencing its component atoms.



151

In the alternative scheme the components of a distributed object not have their
own identities as objects. We call objects implemented this way emoebac (efter Lamport
[Lam78a]) to emphasize a biological analogy. An object of this sort can move by crawling
around the system by moving its components around like a biological amoeba extending
its pseudo~pods. Furthermore, like a single—celled organism the individual components of
these objects would not necessé.rily be ‘ﬁliable’; by themselves. A large enough collection
would, however, be able to function and perhaps repair itself.

" If reliable distributed objects are implemented as amoebae then the Object Finding
Package-of Chapter 6 must be extended to support them. Rather than simple forwarding
addresses that point to a single processor, it would use the generalized forwarding address

mechanism introduced in Chapter 2.

8.2 Finding Molecules: Independent Forwarding Address
Update.

The simplest approach to finding molecules is to not modify the Object Finding Package
for atomic objects at all. Each processor treats the molecule as a collection of independent
atoms and it independently updates its forwarding addresses for each of the molecule’s
components as it discovers that it has moved.

To ensure k-fault accessibility the molecule must be composed of at least k + 1
component atoms located at k + 1 different processors. Each processor that wants to
access the molecule needs to keep at least one forwarding address for each component.
To ensure that the failure of processors on the forwarding address paths cannot make all
of the component atoms inaccessible from a functioning processor the forwarding address
paths to them must be disjoint.

Recall that the only processors that appear in the interior of a forwarding address
path are the processors at which the object has been located. If any component atom
of a distributed object is constrained never to be located at a processor that another
component has visited then their forwarding gddress paths will be forever disjoint. The

APE can enforce this condition when an object proposes to move to a processor by
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checking the ‘seenHere’ flags at that processor of all the molecule’s component atoms.

This constraint on the object’s ability to move is the result of allowing the OFP
to continue to update each component atom’s forwarding address in a separate atomic
action. Rather than explore the implications of the strategy of forcing a processor to
update all forwarding addresses for a molecule simultaneously we jump directly to the
issue of finding an amnoeba using generalized forwarding add;esses. The same strategy
could be simulated by the APE at a higher level.

8.3 Finding Amoebae: Generalized Fowarding Addresses.

An amoeba that is k-fault accessible must have at least k + 1 handles through which it
can be accessed. To find these handles we use generalized forwarding addresses as defined

in Chapter 2. For each object that it can name a processor keeps a single forwarding
address defined as follows:

FA = struct[name: CID,
loc: sequence[ProcID),
ts: TimeStamp).

The extension is that instead of being located at a single processor the location
of an amoeba is defined to be the collection of processors at which its handles are
simultaneously located. Some of the handles might play special roles with respect to
the object so we allow them to be distinguished from one another by the places they
occupy in ‘loc’. When one or more handles are moved then the new location of the
amoeba is the new collection of processors. Even though the new location may contain
many of the processors in the old location they should be thought of as distinct entities.
A new forwarding address is created whenever an amoeba moves any of its handles and
all processors participating in the move must store a copy of that new address. This
includes all processors from which handles were moved plus all of the processors in
the new location. As in the basic forwarding address mecharism any other processor

may discard a forwarding address only by replacing it with a newer one for the same
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object. These two conditions ensure that the graph of forwarding addresses for the object
remains connected and that any processor identifier within a forwarding address points
to a processor that is in the object’s current location or that has a more recent forwarding
address. This implies that there are no cycles in an object’s forwarding address graph
that are not contained entirely within its current location.
The various operations on forwarding addresses defined in Chapters 6 and 7 can be
"extended in the obvious wey to use generalized forwarding addresses containing £+ 1
processor identifiers. We claim that such an extension results in k-fault accessibility.

This is reétated in the following theorem.

Theorem 13 Let z be an amoeba and let P be a processor with a (generalized) forward-
ing address for x. If k processors other than P fail then for there to be an unaffected
forwarding address path to a non-fatled processor that holds one of z’s handles it is nec-
essary and sufficient that z always have k+1 handles on distinct processors and that the

‘loc’ field in all forwarding addresses for x point to such a configuration.

Proof: The case in which P holds one of z’s handles is special. P’s forwarding
address for z points to itself and P does not fail by assumption.

If P does not hold one of z’s handles then its forwarding address does not contain a
pointer to P. If z’s handles are on fewer that k4 1 processors and if they all fail then no
processor can find a handle on a non-failed processor. Similarly if P has a forwarding
address for z that points to fewer than k41 distinct processors then if these a'all fail then
P is cut off from z’s handles. This establishes necessity.

We now show that k + 1 handles and pointers in forwarding addresses are sufficient
by showing how to construct the required path. Let @ be any non—failed processor with
a forwarding address for z. As above, if @ holds one of z’s handles then the forwarding
address points to Q. By assumption, @ does not fail. If Q@ does not hold one of z’s
handles then because there are k4 1 pointers in the forwarding address but only k failed
processors at least one of the processors to which Q’s forwarding address points must

also not fail. Call this processor @’. The rules for moving amoebae and for updating
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forwarding address tables imply that @’ either holds a handle for z or has a more recent
forwarding address for it than Q. In other words, if Q is not the holder of one of z’s
handles then there is an extension of every forwarding path for = through Q to a non~
failed processor. Because the time stamps must increase monotonically Q’ is not already
in the path. By transitivity there is thus a forwarding address path involving only non—
failed processors from any non~failed processor P to a non—failed processor in the current
location of z. O

- The proof suggests a possible implementation of a protocol to remotely access an
amoeba. Each processor aloxig the forwarding address path need only be sure that it
passes “AccésRequut” messages to non—failed processors. It is still pbssible that a
processor will fail after.receiving an “AccessRequest” and before passing it on, so care
must be used in designing the low-level protocol so that there are appropriate acknowl-
edgements and a reasonable retry strategy. Because we normally expect the system to
be reliable a reasonable scheme might be to first just forward the “AgcessRequest” with
minimal handshaking to ensure that at each step it has been sent to a non-failed proces-
sor. If this has not succeeded after a reasonable time then the originator of the request
can try to track down the object using a sequence of “Wherels” messages at each step.
We leave the detailed design of such a protocol as an exercise.

The statement of the theorem is in terms of the static structure of the forwarding
address graph. If z moves while the “Acce.ssRequest” message is being forwarded then it
may move to a processor that the message has already passed. This has the effect of re-
placing the forwarding address at that processor so the new forwarding address graph will
remain acyclic except amorg the holders of z’s handles. The time stamps of forwarding
addresses along the path taken by‘t.;he message is guaranteed to increase monotonically.

Thus, the message will eventually catch up with z as long as it is forwarded faster than

T moves.
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8.4 Reconfigurability.

A stronger notion than accessibility is reconfigurability. When a disaster occurs a pro-
cessor together with its stable storage becomes permanently unavailable. It is desirable
that the system be able to reconfigure itself after a disaster. Within the context of this
discussion a reconfiguration has two components. A distributed object that has been
affected by a crash or disaster must be repairable by restoring lost redundancy so that
it will be able to tolerate further failures. Similarly, the object finding mechanism must
also be reconfigured to replace the data items lost on the destroyed processors.

Lamport [Lam78a] discusses the issue of the reconfiguration of an amoeba and pre-
sented a set of conditions under which it is possible.

The inexact reference sets defined in Chapter 7 can be added to the generalized
forwarding addresses introduced in this chapter. All non—failed processors will have ref-
erence sets that include all non—failed processors that have forwarding addresses that
point to them. Since the processor identifiers represent back pointers along the edges of
the forwarding address graph a corollary of Theorem 13 is that the non-failed proces-
sor(s) holding z’s handles will be able to find all non-failed processors that can reference
z and inform them of the nature of the reconﬁguraﬁion. Care must be used with a pro-
cessor that has crashed rather than been destroyed. The reconfiguration scheme may
optionally help it to recover from its crash, destroy it so thai it never recovers, or allow
it to recover on its own if it can be determined that it will be safe to do so.

Note that there is no advantage to trying to use exact reference sets. In the presence
of crashes and disasters they will become inexact anyway. Such sensitivity to failures is
a major weakness of the reference count technique. General forms of garbage collection
exhibit similar problems.

8.5 Other Aspects of Distributed Objects.

In addition to being used to enhance reliability distributed objects can also be used

to increase efficiency. Replicated items can allow more concurrent access than atomic
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objects. For instance, Gifford’s weighted voting scheme [Gif79] can be used to tune the
object for both efficient concurrent access and enhanced availability.

Another way that distribution can be used to increase efficiency is to improve the
cost of finding an object using forwarding addresses. If an object is distributed by giving
it a handle that never moves, then the cost of finding it through that handle will be
constant. This is essentially what happens when an object has an entry in a directory
that is required to have the truth about its location. Because the directory entry mmst
be updated every time the object is moved it is part of the representation. This is one

way of implementing such directories using a forwarding address mechanism.



Chapter 9

Recapitulation and Conclusion.

In the first two chapters we introduced an object finding problem. It can be viewed as
a restricted case of the name resolution problem. One way that it is differentiated from
other forms of name resolution is that the objects that are to be found are analagous

to physical entities. These objects can move from processor to processor in a sequence

these events can witness the path of the object on its travels. Another way that our
object finding problem is different from other name resolution problems is that it uses
only proper names that are defined in such a way thails there is a chain of events that
leads back from every instance of such a name to the object it references. Records of
this chain of events witness the validity of the name and can be used to help find the
object given the instance of the name. '

Within this model of the object finding problem we identified the use of forwarding
addresses as an obvious and natural mechanism for finding objects in a large distributed
computer system. The forwarding address mechanism has the advantages that it is
completely decentralized, it allows a set of processors cooperating in an application to
autonomously go about their business without interference or help from outside, and, if
used judiciously, can be as efficient as any other mechanism for finding objects.

When used in an arbitrary way some individual operations involved in the use of
forwarding addresses can be made expensive if the object being sought visits a large

number of processors. In Chapter 3 we performed analyses of the costs of using some
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simple forwarding address protocols. These analyses show that the average case cost of
using forwarding addresses is reasonable. If path compression is used then the ammor-
tized cost of accessing an object is ©(log V), where N is the number of processors the
object visits in its lifetime. Note that for all protocols we analyzed the cost of finding
an object does not depend upo'n the total size of the system, rather on the number of
processors that can name that object.

The analyses of these protocols are interesting in their own right. The average case
analyses of two of the protocols are done by modeling the state of the forwarding address
tree as a Markov chain. Under the assumption that the destination of an object move
is taken from a uniform random distribution, one of these protocols generates random
labeled trees. Our analysis of it improves upon the previously pubiished results for the
probability distribution of the depth of the verticesin such a tree. The worst case analysis
of the protocol that uses path compression also tightens the best published analysis of &
sub-optimal algorithm for the set union problem [TvL84].

There are other issues besides cost that need to be considered in evaluating whether
a mechanism is suitable for use in a real system. These include the need for reasonable
storage management, reliability, and a degree of administrative control. To explore how
these issues can be dealt with using forwarding addresses we presented pseudo-code
implementations of some model object finding services that use forwarding addresses.

We presented the first of these in Chapi:_er 6. This was a model implementation
for atomic objects in a system that has stable transactional storage. One motivation
for presenting this was to elaborate on the model of proper names and objects that
we presented in Chapter 1. Of particular interest from this standpoint is the inter-
relationship between object identity and the naming system that is revealed by our
suggested implementation of the move operation for objects.

Another motivation for presenting the model implementation of this basic forwarding
address mechanism was to fill in much of the detail missing from the simple models of
forwarding address protocols used in Chapter 3.

One possible objection to the use of forwarding addresses is the problem with the
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management of storage occupied by forwarding addresses. Chapter 7 deals with storage
management issues. The inezact reference set extension is the major contribution of this
chapter. It explicitly represents the contractual obligations to which each processor may
have committed itself. Using this mechanism a processor can not only discover which
obligations do in fact exist, but it can re-negotiate those obligations. This ensures that

not only can storage be recovered when an obligation is removed, but also that the
system can be reconfigured under administrative contrel,

Because inexact reference sets have a weaker consistency condition than reference
counts they -can be cheaper to use than reference counts. In particular they do not require
the use of multiple-processor transactions. Another advantage of the weak consistency
condition is is that inexact reference sets can be used in the presence of processor failures.
This is not the case for reference counts.

Global garbage collection ont l&ge distributed systemns is a difficult and unsolved
problem. This is because if any processor in a system can refer to an object then
all processors must participate in garbage collection. This can be very expensive and
unreliable. By using inexact reference sets for objects referenced by proper names a
processor can efficieatly learn which oiher processors might be able to refer to an object
whose representation it has. This information can be used to localize the attempts to
reclaim storage.

Another possible objection to the use of forwarding addresses is that the failure of
a processor along a path of forwarding addresses might prevent a funtioning procéssor
from finding a functioning object. Most of the time this will be no problem. On the
other hand there will be applications that demand continuing accessibility, even in the
presence of faults that not only halt the processor but destroy all data stored there. In
Chapter 8 we deal with this issue. Whilt.e it is possible to implement distribution for
reliability at a higher level, we present an implementation based on a generalization of
forwarding addresses to include not just a single processor identifier, but the identifiers

of the collection of processors simultaneously cccupied by the distributed object. This
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generalization guarantees the accessibility of such a distributed object from any non-

failed processor and it does not restrict the motion of the object.

9.1 Open Problems

While we have argued that forwarding addresses are an excellent mechanism for use in
a very large decentralized system to find mobile objects given causally connected proper
names for them, no such System yet exists. We do not know whether the paradigm used
in the fictitious Humongous Corporation’s “Humongous Object Programming System”
would in fact be a viable mechanism for creating a very large system that contains many
autonomous distributed applications. We do know, however, that without a good method
for finding objects that such systems cannot be successful. Experimental systems such
as Eden [ABLN83] are a step in the right direction, but they are not yet large enough
nor are their objects small and mobile ciough to use this paradigm. We would like
to see further experiments in which objects are made more mobile and we believe that
forwarding addresses wounld be appropriately used there.

The interaction between routing and object finding can use more investigation. Be-
cause of the sheer number and small size of the objects in our postulated system we do
not believe that it is appropriate for the underlying network to know about them and
to route messages to them. This is in contrast to Halstead’s proposed system [Hal79] in
which all of the physical routing information is stored in the tree of forwarding addresses.

Some of the techniques presented in Chapters 7 and 8 might be used in reliable
adaptive routing algorithms.

There is an open question as to whether there is a more efficient decentralized algo-
rithm for finding objects in the abstract model we use for our analyses. As we pointed
out in Chapter 3 the dispatching of a path compression when a move is performed does
not result in a smaller lower bound. In contrast, if we allow the protocol to use one of
various forms of what we called ac hoc centralization then object finding can be done in
constant time.

Mullender and Vitanyi [MV85] used a different model of naming and a different notion
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of decentralization in their analyses. We leave as completely open the issues of trying to
systemetize and unify these disparate models of naming, objects, and of decentralization.

There are, of course, the various open problems that were brought up in the analyses
of costs. In particular, we still have no analytic solutions to the average case analysis of

the Jacc protocol.
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