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Abstract

A Multi-Domain Trojan Detector for Deep Neural Networks

Surudhi Asokraj

Chair of the Supervisory Committee:
Radha Poovendran
Electrical and Computer Engineering

Backdoor attacks have been demonstrated to compromise the functioning of machine learning
models that utilize deep neural networks (DNNs). An adversary carrying out a backdoor attack
embeds a predefined perturbation called a Trojan trigger into a small subset of input samples. The
DNN can then be trained in a manner such that the presence of the trigger in the input results in
an output label that is different from the correct label. At the same time, outputs of the DNN cor-
responding to inputs without the trigger remain unaffected. Backdoor attacks, where an attacker
can negatively affect the DNN’s behavior, might have severe repercussions in safety-critical appli-
cations. Existing defenses in the literature against backdoor attacks involve pruning or retraining
DNN models, which can be computationally expensive. In addition, researchers have demon-
strated the success of these solutions on input domains based on images. The performance of such
defenses on other inputs needs to be understood better.

In this thesis, we propose and develop MDTD, a multi-domain Trojan detector. MDTD for
DNNs has several distinguishing characteristics, including (i) not requiring retraining DNN mod-
els (ii) not requiring knowledge of the trigger or the embedding strategy of the attacker, (iii) is
computationally inexpensive (iv) capable of being applied to image and graph-based inputs. To the
best of our knowledge, MDTD is the first Trojan detection mechanism proposed for graph-based
inputs. MDTD uses the insight that input samples containing a Trojan trigger are located rela-

tively further away from a decision boundary than clean input samples. Initially, MDTD estimates



the distance to a decision boundary using adversarial learning methods. These methods estimate
the smallest magnitude of noise required for the model to misclassify a sample. MDTD uses this
information to infer whether a given sample is Trojaned or not. More precisely MDTD learns a
threshold for the distance to the decision boundary using a small set of clean labeled samples and
uses this threshold to flag a sample as possibly Trojaned.

We evaluate MDTD against state-of-the-art (SOTA) Trojan detection methods across five image-
based datasets - CIFAR100, CIFAR10, GTSRB, SVHN and Flowers102- and four graph-based
datasets - AIDS, WinMal, Toxicant and COLLAB. Our results show that MDTD effectively iden-
tifies samples that contain different types of Trojan triggers. We also show that an adversary who
trains robust DNN models using a combination of clean and Trojaned samples does not cause a
significant deterioration in MDTD performance without significantly reducing the classification

accuracy of the DNN model.
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GLOSSARY

ADVERSARY: an attacker who attempts to exploit vulnerabilities in a DNN for malicious pur-
poses.

BACKDOOR ATTACK: an attack designed to cause the model to produce a specific output or be-
havior when presented with input data that contains the trigger, without affecting its normal
behavior on clean data.

CERTIFIED RADIUS: the maximum distance an input can be perturbed while still maintaining
its original label, guaranteed by a rigorous mathematical proof, providing robustness against
adversarial attacks.

DECISION BOUNDARY: the line or boundary that separates the regions in a dataset where differ-
ent categories of data points are classified differently by a machine learning model.

HYPERPARAMETERS: the settings or configuration parameters that are set before training the
model, such as learning rate, number of layers, activation functions, batch size, regulariza-
tion, and others that determine the model’s behavior and performance.

MAXPOOLING LAYER: a down-sampling technique that reduces the spatial dimensions of the
input data by retaining only the maximum value in each local region of the input, extracting

the most important features from the input data and improving computational efficiency.

NEURAL NETWORK: a type of artificial intelligence algorithm composed of many layers of in-
terconnected nodes, used for processing and analyzing complex data sets.

PENULTIMATE LAYER: the second-to-last layer responsible for learning high-level representa-
tions of the input data, which are then passed on to the output layer for classification or
regression.

PERTUBATION: the deliberate introduction of small changes or noise to the input data.

ROBUSTNESS: the ability to maintain accurate predictions despite perturbations or noise in the
input data.

Vi



TROJAN TRIGGER: a hidden pattern or feature that has been intentionally inserted into the train-
ing data used to train the model.

T-SNE VISUALIZATION: t-distributed stochastic neighbor embedding (t-SNE) visualization is a
technique for visualizing high-dimensional data in a lower-dimensional space.
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Chapter 1

INTRODUCTION

Machine learning (ML) based systems — particularly, in recent years, deep neural networks
(DNNs) — have found a wide range of applications, from the military [11], industrial [52], med-
ical [21], multimedia [53], and scientific to the political, social, and legal [7] spheres. Advances
in cost-effective storage and computing have resulted in the widespread use of DNNs to solve
complex tasks. Examples of such tasks include image classification [71], text generation [78], and

safety-critical applications such as autonomous driving [23].

However, the success of DNN models in reasoning about unseen inputs relies on the models
being trained on large and diverse data sets. Training DNNSs can be challenging for several reasons.
Firstly, it requires large amounts of data that has been tagged or annotated with one or more labels
or categories that indicate the characteristics or features of the data called labeled training data.
These labeled data can be expensive and time-consuming to obtain. Additionally, training DNNs
is computationally intensive and requires powerful hardware, such as graphics processing units

(GPUs), for both training and inference.

Two popular approaches to overcome the challenge of requiring significant computational re-
sources to train such models are (i) using publicly shared pre-trained DNN models [32] and (ii)
training large models on online machine learning platforms [1-3]. Integration of DNNs into
the infrastructure of the modern world makes them an increasingly alluring target for attackers
[16,22,37] such as individual hackers, criminal organizations, and government intelligence ser-
vices who may try to break them. Losing control during training at the expense of convenience
could increase the security risk associated with training DNNs. Attacks on DNN models perform-
ing classification tasks can be carried out at the inference stage or during the training phase. The

training of DNNSs entails a number of steps, many of which are not present in the inference stage.



The additional steps involved during training provide attackers more opportunities to exploit the
system.

An adversarial learning attack [9,59] involves an adversary generating or estimating the mini-
mum amount of noise for misclassification such that the input sample does not change perceptually
for humans. The attack mechanism involves the deliberate creation of input data that is designed
to mislead the target model’s (model that the attacker wants to compromise) decision-making pro-
cess. By exploiting weaknesses in the model’s algorithms, adversarial learning attacks can cause
the model to misclassify or produce an incorrect output. These attacks can take various forms,
including input data modification, parameter manipulation, and the introduction of noise into the
input data. The resulting impact can be significant, and even minor alterations to input data can
cause a significant change in the model’s output. These perceptually similar samples were mis-
classified by well-trained DNNs [9,59]. When the end-user of a DNN is different from the entity
that trained the model (e.g., in online ML platforms [1-3]), it is possible for an adversary to train a
model and share it for use by the public.

One class of training-time attack is a backdoor attack [37], where a predefined perturbation
called a rrigger is inserted into a small set of input samples. The DNN models can then be trained
so that the presence of the trigger in an input will result in an output label that is different from the
correct label (including the existing classes or a completely new class not known to the user [37]),
while output labels corresponding to clean inputs (inputs without the trigger) remain unaffected. A
DNN model that misclassifies input samples that contain a trigger is termed Trojaned.

Backdoor attacks are highly effective when only the classification output labels of the models
are available to the users. For example, DNN models used for traffic sign detection [24] have been
shown to produce an incorrect output label when the traffic sign has a trigger- for e.g., a STOP sign
with a small sticker on it is identified (incorrectly) as a ‘speed limit” sign. Backdoor attacks with
different types of triggers is illustrated in Fig. 1.1. The top row of the figure shows the different
types of Trojan triggers that we examine for image-based inputs in this paper. The bottom row
shows the image of a bird embedded with the trigger. The presence of the trigger in the input

sample results in the DNN model classifying the image of the bird as a frog. This necessitates
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Figure 1.1: Different types of Trojan triggers and their embedding in the image of a bird that are

examined for image-based inputs.

the development of defense mechanisms to mitigate the impacts of backdoor attacks. that will
effectively identify and/or remove backdoors embedded into DNN models by an adversary.

Given the increasing reliance on machine learning technology, the importance of safeguarding
against adversarial learning attacks is growing significantly. Hence, developing robust countermea-
sures to mitigate such attacks has become an essential area of research. Defenses against inference
stage attacks were proposed in [8, 18,68,69], which use gradient-based methods [51] to enable de-
tection of adversarial examples. Defenses against training-time backdoor attacks involve pruning
or retraining the DNN (e.g., Fine-Pruning [40]) or developing Trojan model detectors (e.g., Neural
Cleanse [64]) to detect an embedded backdoor.

A third approach presented in [61] used spectral signatures to train a clean DNN model by
filtering out samples suspected to contain a trigger during the training phase. These methods (i)
are computationally expensive, (ii) assume that the user of the model has adequate resources to
(re)train the DNN model [40,61] or to compute an embedded trigger [64], or (iii) have been shown

to be practical only when the intended model user is also the one who trains the model [37].

1.1 Summary of Research Contributions

By providing an illustration of the insight that values of features at intermediate layers of the

DNN corresponding to clean and Trojaned samples are different using t-SNE visualizations [62],



we demonstrate that embedding a Trojan trigger can be qualitatively examined through the lens
of feature values at intermediate layers of the DNN. In order to quantifiably distinguish between
clean and Trojaned input samples, we make use of adversarial learning methods [22] to estimate
distances of given samples to a decision boundary in a computationally efficient manner. Following
this, the smallest magnitude of adversarial noise that causes misclassification of any given sample
is computed and is used to infer whether the given sample contains a Trojan trigger. Our insight
is that a given sample containing a Trojan trigger will typically be located relatively farther away
from the decision boundary than a clean sample. Thus, a larger magnitude of noise needs to be
added to a Trojaned sample for the DNN model to misclassify that sample.

The proliferation of publicly available datasets (e.g., CIFAR100 [30], GTSRB [27]) makes it
reasonable to assume that a user of the DNN model will have access to clean input samples. MDTD
uses statistical parameters estimated from a small number of clean samples to learn a threshold on
the distance to the decision boundary. It then determines whether a new input sample is clean if
its distance to the decision boundary is comparable to the threshold learned and Trojan otherwise.
When the end user differs from the entity that trained the DNN model but only has access to
DNN outputs, MDTD uses black-box adversarial learning methods such as HopSkipJump [14] to
estimate a threshold of the distance to the decision boundary. MDTD does not require DNNs to
be retrained and provides a unified framework for Trojan detection in the image and graph-based
inputs.

The main contributions of this thesis are:

* We propose MDTD, a unified framework to detect Trojaned inputs in the image and graph-

based input domains in a computationally inexpensive manner.

* We demonstrate the effectiveness of MDTD through comprehensive evaluations and compar-
isons with SOTA Trojan input detection methods for different types of Trojan triggers across
five image-based input datasets: CIFAR100 [30], CIFAR10 [30], GTSRB [27], SVHN [49],
and Flowers102 [50].



* MDTD is the first known Trojan detection mechanism for graph-based datasets. We examine
the performance of MDTD on four graph-based input domains: AIDS [54], WinMal [19],
Toxicant [12], and COLLAB [34].

* We empirically show that an adversary that trains robust DNNs using a combination of clean
and Trojaned samples does not cause a significant deterioration in the performance of MDTD

without significantly reducing the classification accuracy of the DNN model.

1.2 Related Work

We give an overview of defenses against backdoor attacks on DNN models for image and graph

inputs.

1.2.1 Image-based inputs

Defenses against backdoor attacks on DNN models for image-based inputs fall into one of three
categories: (i) eliminating the backdoor from the model, (ii) detection mechanisms to identify
Trojaned models, and (ii1) detecting inputs into which a Trojan has been embedded. Eliminating
the backdoor from the DNN model is typically accomplished by pruning the model [5, 40] to
remove a Trojan trigger or using a small number of samples to retrain the model [63]. Detection
mechanisms to identify Trojaned models involve exhaustively examining a set of models using
adversarial learning methods to reverse engineer a trigger, e.g., Neural Cleanse [64]. The authors
of [55] proposed an optimization strategy to overcome the challenge of exhaustively examining the
set of DNN models.

A generative adversarial network (GAN) - based method to synthesize Trojan triggers was
proposed in [77], which reduced the number of samples required in order to detect the trigger.
Methods to detect input samples into which a Trojan trigger has been embedded filter out suspi-
cious samples at training or inference time. The authors of [61] proposed using the singular value
decomposition of a covariance matrix associated with sample representations to compute an out-

lier score. A technique called STRIP was proposed in [20], where the outputs of a DNN model



were used to distinguish clean samples from Trojan samples. A discrete cosine transform (DCT)
- based detector in [73] used frequency-domain analysis to distinguish between clean and Trojan
samples. The above methods are either computationally expensive or are restricted to image-based
input domains. In comparison, MDTD requires limited computational resources and applies to a

wide variety of input domains.

1.2.2  Graph-based inputs

Defenses against backdoor attacks on graph neural netwoks (GNNs) have been less explored. A
smoothed classifier was used in [75] to generate multiple subgraphs by sampling a subset of ver-
tices and edges from the original GNN. A majority-based rule was then used to determine the label
associated with each subgraph. A preprocessing step was used to identify nodes of the graph into
which an adversary had embedded a Trojan trigger in [66]. This thesis used the insight that the
presence of an edge between two ‘dissimilar’ nodes was an indication that one of the nodes was
Trojaned. Different from these works, MDTD updates features associated with nodes in a GNN
whenever nodes and edges of a Trojaned subgraph are altered. Another approach to determin-
ing whether a GNN has been Trojaned is using an explainability score [29]. This method uses a
small set of clean samples to determine a threshold explainability score; input to the GNN is then

classified as Trojan if its explainability score is more significant than this threshold.

1.3 Thesis Outline

Chapter 2 provides the necessary background on deep neural networks, graph neural networks,
and backdoor attacks an adversary can carry out on these models. Chapter 3 of this dissertation
describes the threat model and user and attacker capability assumptions. We motivate and describe
the design of MDTD in Chapter 4. We evaluate MDTD and discuss its strengths and limitations
in Chapter 5. Lastly, the Chapter 6 provides a detailed discussion on the future directions that can

potentially improve the performance of MDTD and presents concluding remarks.



Chapter 2
PRELIMINARIES

This chapter summarizes the technical background required to follow this thesis. The remainder
of this chapter is organized as follows. Section 2.1 provide a brief overview of DNNs along with
a discussion of the pertinent backdoor attacks that can compromise these models. Section 2.2
introduces GNNs and describes how an adversary can carry out a backdoor attack on these models.
Several adversarial backdoor approaches are detailed in Section 2.3. Finally, metrics to evaluate

the effectiveness of the attack and the proposed defense MDTD is discussed in Section 2.4.

2.1 Deep Neural Networks and Backdoor Attacks

DNNs are a type of artificial neural network that has multiple layers of interconnected nodes.
DNNSs are complex machine learning models (ML) developed for tasks that have high-dimensional
input spaces such as image and speech recognition [42], natural language processing [35], and de-
cision making [76]. They are designed to automatically learn representations of data by iteratively
processing it through multiple layers of non-linear transformations, allowing them to automatically
discover useful representations of the data.

The architecture of a DNN consists of multiple layers of interconnected nodes. Each node
receives input signals from other nodes and computes a weighted sum, which is then passed through
a non-linear activation function. The output of each neuron is then passed to the next layer of
neurons, creating a hierarchy of representations that capture increasingly complex features of the
input data. These models take an input z, compose the input through several layers (f(z) :=
l10ly0- - -oly(x)), and return an output y which is the network’s prediction or decision. For example,

(WxH)

in image classification, x € [0, 1] is an image, and the DNN returns y € {1,---,C'} where

W x H is the resolution of 2 and C' is the number of classes.



DNN models for classification tasks are vulnerable to backdoor attacks [37]. A backdoor attack
results in a DNN returning a different output label when a trigger is embedded into the input sample
by an adversary, while recognizing clean samples (without the trigger) correctly. We categorize
the backdoor attack into two categories of (i) Adversarial embedded backdoor, and (ii) Natural
backdoor attacks [60].

An adversary can carry out an embedded backdoor attack by corrupting training data [15,24] or
manipulating weights in layers of the DNN to induce erroneous behavior at test time for inputs that
contain the trigger. In embedded backdoor attacks, the attacker manipulates the hyperparameters
of the victim model (e.g., by corrupting the training data [15,24]) to induce an erroneous behavior
at test time for inputs containing a predefined trigger. For example, in image classification, the
adversary manipulates the model f to return a desired label y? (Class 6 in Fig. 1.1) that is different
from the true label (Class 2) for inputs that contain a predefined trigger.

Unlike embedded backdoor attacks which embed a predefined trigger in Trojan model, natural
backdoor attack requires learning an optimized target perturbation that makes the clean victim
model classify the perturbed samples to a target class (y¢, the desired output of the attacker).
Fig. 1.1 indicates a clean sample from class bird of CIFAR10 dataset misclassified to class frog
by a clean model after adding a natural trigger (an adversarial noise). This trigger is trained over
the clean model and causes any sample containing this trigger to be classified to class frog. There
are several methods for learning natural backdoors [46, 64]. Such a scenario occurs when the
users deploy publicly available pre-trained DNNs due to lack of training set or computational

resources [65] to train one. Both backdoors can be harmful for users of the model.
2.2 Graph Neural Networks and Backdoor Attacks

Graph Neural Networks (GNNs) are a type of neural network designed to operate on graph-
structured data [25], such as social networks, biological networks, or knowledge graphs. Unlike
traditional neural networks that operate on structured data such as images and sequences, GNNs
are capable of modeling complex relationships between nodes in a graph. The input to a GNN is a

graph G = (V, E)) where V is the set of individual nodes, and F is the set of edges between pairs of



nodes. Each node v € V has an associated set of d features, denoted x,, € R%. We let X € RIVIxd
be the feature representation matrix associated with graph G. The network iteratively updates the
feature vectors of each node by aggregating and processing the features of its neighboring nodes,
enabling the network to model complex relationships between nodes. The final output of the net-
work can be used for various tasks, such as node classification, link prediction, and graph-level
classification.

This thesis focuses on a recently proposed backdoor attack on GNNs that use a message pass-
ing paradigm [26], and graph classification tasks where the goal is to predict the class that an
input graph belongs to. Under the message passing paradigm, at each iteration ¢, z, is updated
as follows: 2" = U(z{™", A(zY™V, Yu € N(v))), where N (v) is the set of neighbours of v, A
is an aggregate function that takes the feature representations of each node from v’s neighbors as
input, and U/ is an update function that takes x, at iteration ¢ — 1 and the output of the aggregate
function A as inputs. After 7' iterations, individual node representations are pooled to generate
a graph representation xg = f(G, X). The graph classification task can then be expressed as
h:f(-,-)—=A{12,...,C}.

An attacker carrying out a backdoor attack on GNNs uses a subgraph (a subset of vertices and
edges associated to vertices) of G as the trigger. We adopt the Graph Trojan Attack (GTA) proposed
in [67] to generate a Trojaned versions of GNN models. GTA uses trigger-embedded graphs to
update parameters of the GNN. The updated GNN model is passed on to a trigger generation
network which generates the trigger for the next iteration of the message passing procedure. The
trigger generation network consists of a topology generator that updates the subgraph nodes and
edges, and a feature generator that updates features associated to nodes in the Trojaned subgraph.
The objective of GTA is to ensure that the Trojaned GNN model will return a desired label 3¢ that

is different from the true label for graph inputs that contain the predefined ‘triggered’ subgraph.
2.3 Adversarial Learning Methods

In this thesis, we employ different adversarial learning methods to measure the minimum noise re-

quired for misclassification of clean samples and Trojan samples (stamped with the trigger). Mod-
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ern adversarial attacks can be categorized into gradient-based attacks and query-based attacks [44]
as well as a white-box setting where the adversary can access the internal data of the attacked mod-
els and a black-box setting where the adversary can only access the output returned by the attacked
models.

We choose two SOTA white-box gradient-based adversarial learning methods of Fast Gradient
Sign Method (FGSM) [22] and Basic Iterative Method [31]. The white-box setting is able to
estimate the minimum noise for classification more accurately and consequently we use them to
verify our intuition of Trojan samples are located far from the decision boundary.

To perform the adversarial attack directly in a black-box setting, query-based attacks have
been proposed to generate adversarial examples without requiring gradient information from the
affected models. They send numerous queries to update their optimization step. Similar to [16],
we use Gaussian noise to estimate the minimum noise required for misclassification in a black-box
setting.

In general, adversarial learning methods tend to find the minimum amount of noise make DNN

model (f(+)) to misclassify a given input sample (z):
min —L(f(z +0),y) + (0], 2.0

where y and 0 are the true labels of x and adversarial noise respectively. Also, £(-) is a loss

function which measures the difference of the output of the model and the true label of samples.

* Fast Gradient Sign Method (FGSM) is a computationally efficient algorithm for adversar-
ial example generation that causes the output of the model to be misclassified. It is a one step
method wherein the algorithm perturbs a given input € R? in the direction of the gradient

by a variable step size € as following.
Taay = T + € X sign(V,L(f(x),y)) (2.2)

To ensure that x,4, gains a different label from = on DNN model, the value of € needs to

be sufficiently large. To learn the minimum adversarial noise, we start from small values,
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and increase this value gradually till misclassification occurs. The amount of perturbation is

calculated as |62 = || x sign(V.L(f(x),y)]]2 .

Basic Iterative Method (BIM) extends FGSM to a finite number of iterations. At each iter-
ation k, the algorithm generates a perturbed input 2%, = 2" + ¢ x sign(V,L(f(z"2.1), ),

k—1 -

xl " is the perturbed input generated in the (k — 1) iteration. The algorithm is initialized

0

with the given input =,

:= x for which the adversarial example is required to be generated,
and a constant step size € is used in every iteration. Intuitively, every iteration of BIM is
equivalent to the one step FGSM. This method returns a smaller amount of adversarial noise
than FGSM, since it uses very small ¢ and iterates till misclassification occurs. Note that for

a small value of e more iteration is needed to find an adversarial example for sample x. The

perturbation is computed as the /5 norm of the difference between the input at 0-th iteration

T _
adv

and the perturbed input at the last iteration (7)), i.e. § = ||z 29, ||l2. The advantage of
using BIM is that one can carefully choose the step-size €, and total number of iterations, say

N'T, for improving the success rate over FGSM.

HopSkipJump is a query-based attack for learning adversarial noise with black-box access
to the victim model. It is a strong and query efficient decision-based attack originally de-
signed for deterministic classifiers. This attack only needs to observe the label returned by
the model (not confidence values) to estimate the gradient direction. This method needs
fewer queries compared to SOTA black-box adversarial learning methods. Consequently, it
is a benchmark method for estimating the distance of a sample to decision boundary [16,38].
Note that FGSM and BIM both needs to have access to the model and consequently they
achieve better estimation of minimum adversarial noise required for misclassification, while
HopSkipJump is suitable real-world application in which only the predicted label is available

to users.
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2.4 Metrics for Evaluation

We describe metrics used to evaluate the effectiveness of backdoor attacks and of Trojan sample
detection methods. We assume that defense mechanisms return a positive label if they identify a

sample as Trojan.

* True Positive Rate (TPR) is the fraction of Trojan samples that received a positive label to
the total number of Trojan samples. This metric measures the accuracy of a Trojan detection
method in detecting the Trojan Samples. A high TPR is desirable in detecting backdoor
attacks as it indicates that the detection mechanism is effective in identifying compromised
samples. However, a high TPR must be balanced with a low false positive rate to avoid

mistakenly flagging clean samples as Trojaned.

* False Positive Rate (FPR) is the fraction of clean samples that incorrectly received a positive
label to the total number of clean samples. This metric measure utility loss associated with
a Trojan sample detection method. A low FPR is desirable in detecting backdoor attacks as
it indicates that the detection mechanism is not generating many false alarms, which can be

costly in terms of resources and time spent investigating false positives.

* Area Under the Receiver Operating Characteristic (ROC) Curve (AUC) is a graph de-
rived from TPR and FPR and shows the performance of the inference for a binary classifier
e.g., defense mechanisms here are binary classifiers that assign a sample to either Trojan or
clean classes. AUC measures the area under this curve and provides a measure of the ability

to distinguish the data. In this sense, the higher the value, the better the performance.

* F} score is widely used to compare Trojan detection methods, and a higher Fi-score is
better [13]. An effective Trojan detection method has a high detection accuracy (TPR) and
low utility loss (FPR). The F}-score combines these two metrics as:

P 2+«TPRx (1 — FPR)
'~ TPR+(1-FPR)

(2.3)
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A higher Fi-score indicates better Trojan detection rate with lower utility loss. To compare

two Trojan detection methods, we use F}-score.

» Attack Success Rate (ASR) is the fraction of Trojan samples that result in the DNN model
returning the attacker’s desired output [37]. ASR measures the fraction of Trojan samples

bypassed a defense mechanism to the total of Trojan samples (FNR).

# successful trials

Attack S Rate (ASR) =
ack Success Rate ( ) # total trials

2.4)
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Chapter 3
USER AND THREAT MODELS

In this chapter, we first introduce the threat model in Section 3.1 and then describe our assump-

tions on the capabilities of the attacker and user/defender in Sections 3.2 and 3.3.

3.1 Threat Model

Collecting large amounts of training data and obtaining the computational resources required to
train large DNN models can be difficult for a user with limited resources. Deploying pre-trained
DNN models and using cloud-based ML platforms and services are becoming increasingly popular
to overcome these barriers. However, the trustworthiness of publicly available models, training
data, and computational resources is a challenge since an adversary could leverage these to launch

a backdoor attack [28]. Specifically, we consider scenarios where

* the users lack access to sufficient computational resources to train their own model and must
rely on pre-trained models or untrusted platforms to train their model. In such a scenario,
an adversary trains a Trojan model by poisoning the user’s training dataset by embedding

triggers into a subset of training samples

* an adversary makes users deploy a Trojaned model by making such models accessible to the

Uuser.

Because the adversary is aware of the Trojan trigger’s identity, it can manipulate input samples so
that the model returns a desired output that differs from the correct or true output. In our thesis, we

consider the backdoor attacks that are caused due to the first scenario.
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3.2 Attacker Capability

The adversary is assumed to have access to publicly available datasets in order to poison a subset of
samples. We also assume that the attacker has sufficient computational resources to train a Trojan
model. The attacker also does not share the attack strategy and keeps the identity of the target class

(desired output) secret.
3.3 User Capability

The user has limited computational resources, and cannot train a large DNN. However, the user
has sufficient resources to use a simple adversarial learning method [22] to compute the magnitude
of adversarial noise that will result in misclassification of an input sample. We further assume that
the user is aware of the possibility that the input sample or the model can be Trojaned, and aims to
detect and remove malicious inputs. However, the user has no knowledge of the attacker strategy,
and identities of the Trojan trigger and target class. On the other hand, the user is assumed to have
access to a set of clean samples whose labels are known. The user has either white-box access
(access to weights of the DNN model) or black-box access (access to only outputs of the DNN
model). In each case, our objective is to develop a method to identify input samples that contain a

Trojan trigger without retraining or pruning the DNN model.
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Chapter 4
MULTI-DOMAIN TROJAN DETECTION: MOTIVATION

This chapter focusses on the motivation behind the development of MDTD by demonstrating
that values of features at intermediate layers of the DNN corresponding to clean and Trojaned
samples are different. As a consequence, clean and Trojaned input samples will behave differently
when perturbed with noise. By employing the concept of a certified radius as described in [17],
we are able to verify our hypothesis through the calculation of an estimated radius. This allows us
to effectively differentiate between Trojan and clean samples, even when a user only has access to

a limited number of clean samples.

4.1 Feature Value Visualization using t-SNE

For a DNN model with K layers, the first ' — 1 layers map an input z to the feature space, which
typically has a lower dimension than the high-dimensional input space. The last layer of the DNN
then uses the values in the feature space to make a decision about the input. For example, in an
image classification task, the decision will be the identity of the class that the input is presumed
to belong to. Thus, the output of the penultimate layer (layer K — 1) of the DNN can then be
interpreted as an indicator of the perspective of the DNN about the given input sample.

We use a t-distributed stochastic neighbor embedding (t-SNE) [62] to demonstrate that for the
same output of the DNN model, values in the feature space for clean and Trojan samples are dif-
ferent. The t-SNE is a technique to visualize high-dimensional data through a two or three dimen-
sional representation. For the CIFAR10, CIFAR100, GTSRB, SVHN, and Flowers102 datasets, we
collect 200 samples corresponding to each of six different Trojan trigger types that are classified by
the DNN model as belonging to the class y? = 6 due to the presence of the trigger. We additionally

collect 200 clean input samples that do not contain a Trojan trigger for whom the output of the



DNN model is y = y%.

GTSRB CIFARI10 CIFAR100

SVHN

Flower102
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Figure 4.1: t-SNE visualizations for outputs of the penultimate layer of the DNN model for clean

samples (blue dots) from the target class and Trojaned samples (red dots) misclassified to the target

class.

Fig. 4.1 shows t-SNE representations of the feature values of these samples, i.e., the outputs

at the penultimate layer of the DNN. We examine the CIFAR10, CIFAR100, GTSRB, SVHN, and
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Flower102 datasets, and six different types of Trojan triggers for each dataset. The first X — 1
layers of deep neural network map the input to feature space (a compressed variant of input) and
then the last layer makes a decision using feature values generated by K — 1 first layers for the
input. More precisely, the output of the penultimate layer (the last fully connected layer before
the output layer) indicates the viewpoint of a deep neural network about the input. Therefore, we
obtain the feature values generated by the penultimate layer for 200 clean that truly belong to the
class 3¢ and Trojan samples assigned to y? due to the presence of the trigger, then we visualize
these feature values in 2D using t-SNE.

We observe that the 200 clean samples (blue dots) from the target class (Class 6) can be easily
distinguished from the 200 Trojan samples (red dots) for each of the Trojan trigger type in all five
datasets. In each case, we observe that although the DNN model classifies both clean and Trojaned
samples to the same class (Class 6), it generates different values for features in its penultimate
layer. While the t-SNE visualization provides qualitative indicators of clean and Trojaned sample
behavior, we are also interested in quantitative metrics. We use the notion of certified radius to
distinguish between clean and Trojaned input samples. This result motivates an analysis of other
properties of these samples in order to effectively distinguish between clean and Trojan samples.

The certified radius [17] is computed by estimating the distance to a decision boundary by per-
turbing samples with Gaussian noise. The certified radius is the radius of the largest ball centered
at each sample within which the DNN model returns the same output. Table 4.1 presents the aver-
age certified radii for 200 clean samples and 200 Trojan samples with six different Trojan trigger
types for the CIFAR10, CIFAR100, GTSRB, SVHN and Flowers102 datasets. We observe that the
certified radius is higher for Trojaned samples than for clean samples.

Certified radius method finds the largest /5 ball with radius of  around each sample in which
DNN classifier f classifies any sample in that ball to the same class of the sample most likely.
For example, in Table 4.1 we observe that for CIFAR100 dataset, the certified radius of clean
samples on average is 0.005, while for a Trojan sample with badnets trigger is 0.65. Samples
with higher certified radius are more robust to noise. Consequently, the minimum magnitude of

noise required to make the DNN model misclassify a Trojan sample will be larger than the noise
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Dataset Clean Badnets Blend Nature Trojan SQ Trojan WM L2 inv
CIFAR100 | 0.005 (0.045) | 0.657 (0.132) | 0.103 (0.131) | 0.880 (0.017) | 0.759 (0.047) | 0.893 (0.0001) | 0.596 (0.036)
CIFARI10 | 0.015 (0.046) | 0.875 (0.035) | 0.308 (0.216) | 0.893 (0.000) | 0.893 (0.0001) | 0.893 (0.0001) | 0.648 (0.059)

GTSRB | 0.308 (0.326) | 0.663 (0.234) | 0.749 (0.227) | 0.882 (0.068) | 0.857 (0.106) | 0.499 (0.235) | 0.239 (0.148)

SVHN | 0.255 (0.268) | 0.727 (0.178) | 0.651 (0.271) | 0.887 (0.035) | 0.879 (0.083) | 0.882 (0.062) | 0.893 (0.0001)
Flower102 | 0.038 (0.173) | 0.189 (0.163) | 0.634 (0.302) | 0.875 (0.07) | 0.893 (0.001) | 0.893 (0.001) | 0.269 (0.148)

Table 4.1: Average (standard deviation) of certified radii for 200 clean and 200 Trojan samples for

various datasets with 6 different Trojan trigger types.

addition required for a clean sample. We leverage this insight to inform the design of MDTD, a
mechanism to distinguish clean and Trojan samples by using the minimum adversarial noise for

misclassification without making any assumptions on the attacker’s strategy.

4.2 Challenges in using t-SNE and Certified Radius

Although t-SNE and certified radius computation provide interesting insights into differences be-
tween clean and Trojan samples, there are two significant challenges which limit their use. Obtain-
ing outputs at intermediate layers of the DNN requires access to model weights. This may not be
feasible for users who only have black-box model access (i.e., access to only outputs of the model).

Certified radius generates many noisy variants of an input with different Gaussian noise distri-
bution hyperparameters (variance) to estimate the distance of the input to the decision boundary.
The process of computing the certified radius is also computationally expensive [17] since for each
input sample, we will need to examine outputs for multiple perturbed variants of the sample with
different hyperparameter values (variance of Gaussian), and then carry out an optimization proce-
dure to calculate the certified radius. Even though both feature space and certified radius values
can be used to distinguish Trojan samples from clean ones, they are not practical for the real world
application.

MDTD overcomes these challenges by using adversarial learning techniques to estimate the

distance of samples to a decision boundary, and then computing the smallest magnitude of adver-
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sarial noise required to misclassify the input sample to infer whether the sample is Trojaned or
not. MDTD is computationally inexpensive, effective against a variety of Trojan triggers across

different input domains, and can be adapted for users with black-box model access.

4.3 Design and Working of MDTD

In this section, we describe the working of MDTD, a unified mechanism to detect Trojan triggers
for a wide range of input domains. We first provide insight into the relationship between the
distance of a sample to a decision boundary and a confidence value returned by the DNN model.
Then, we explain how MDTD leverages this insight to effectively distinguish between Trojan and

clean samples.

4.3.1 Insight

In Sec. 4.1, we showed that Trojan samples were more robust in that they required a larger mag-
nitude of noise in order for the DNN model to misclassify them. We show that the distance of
a sample to a decision boundary is proportional to the level of confidence of the DNN model in
classifying the sample.

Consider a binary logistic regression model h(x) := m The distance of a sample
 to the decision boundary is given by (w”x + b)/||w]||2. Samples that are classified with higher
confidence have h(z) — 1, which corresponds to (w”z + b) — oco. This indicates the presence of
a direct relationship between the distance of a sample to a decision boundary and the confidence of
the model in classifying the sample. The relationship can be extenced to more complex classifier
models including DNN classifiers.

For a DNN model with K layers, each of the first K — 1 layers is a nonlinear function that maps
the high-dimensional input to a lower dimensional feature space. The layers of Ly,--- , Lx_1 can
be interpreted as a complicated function mapping the input-space to a feature-space and the layer

L is a linear classifier which maps feature-space to classes. The last layer is a linear classifier that

maps the feature space to classes. DNN models were shown to classify input samples containing a
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Trojan trigger more confidently in [20]. Our insight is that as a result, since DNN models classify
input samples that contain a trigger more confidently [20], the feature values generated for these
samples should be farther away from a decision boundary than for clean samples. We describe
how MDTD estimates the distance of samples to a decision boundary and then applies an outlier
detection technique to distinguish between Trojan and clean samples. This indicates that Trojan
samples have more robustness to noise and DNN models hardly change their decision on Trojan
samples in presence of noise. Also, in [20], it has been demonstrated that DNN models classify
the Trojan sample more confidently compared to clean samples. Here, we demonstrate that the
confidence of the model for a sample is proportional to the distance of the sample to the decision

boundary.

Consequently, we aim to answer the following questions:

* Since the samples containing a trigger are classified confidently, do these samples result in

distinguishable feature values in DNN models?

* How more robust are samples containing a (natural/Trojan) trigger to adversarial noise com-

pared to clean samples?

To answer the first question, we analyze the feature values generated by DNN models for both
clean and samples containing a trigger using t-SNE method, and for answering the second question,
we assess the minimum noise required for misclassification for both clean and samples containing

a trigger.

4.3.2 Design

MDTD first estimates the distance of a given input sample to the decision boundary. Then, distances
estimated in the previous step and the distance of a small number of clean samples to the decision

boundary are used to identify whether the sample contains a Trojan trigger or not.



22

Estimating distance to decision boundary

MDTD uses adversarial learning techniques [22,46] to estimate the minimum magnitude of noise
perturbation, denoted ¢, that will cause the DNN model to misclassify the sample. For an input
sample z, the value of 0 is obtained by maximizing a loss function £(-, -) that quantifies the dif-
ference between the output label of the DNN model for a perturbed variant of the input, denoted
f(xz 4 ), and the true label of the input y. At the same time, we want the magnitude of § to be
small. This objective can be expressed as a regularized optimization problem with regularization

constant \ as:

min —L(/(z +8),y) + ]| @1

For a user with white-box access, we use the Fast Gradient Sign Method (FGSM) and Iterative Fast
Gradient Sign Method (IFGSM) to solve Eqn. (4.1) due to their low computational cost [22,31].
When a user has only black-box access, we apply a SOTA adversarial learning method called
HopSkipJump [14] to estimate the minimum magnitude of noise required for misclassification of

the input sample.

Outlier detection

Following our assumptions on user capability described in Sec. 3.1, information about the iden-
tity of the Trojan trigger and the target output class for Trojan samples is not available. Hence,
the user will not be able to generate Trojan samples and estimate the distance of these samples
to the decision boundary. However, due to the widespread availability of datasets, we assume
that the user has access to a limited number of clean samples. We denote this set as D, =
{(z1,91), (x2,92), -+ , (xn,yn)}. The user is assumed to have the ability to use the methods in
Step 1 above to estimate the minimum magnitudes of noise {01, ds, - - - , 0 } required to misclassify
these samples.

In order to determine whether a given input sample contains a Trojan trigger, we use an outlier
detection technique first proposed in [57]. This method assumes that the distances of a clean

sample (non-outliers) to the decision boundary follows a Gaussian distribution § ~ A (u,o?).
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MDTD estimates the values of p and o using the values of {01, 02, - ,dx} determined from the
set Dyser. Then, for a threshold « on the maximum tolerable false positive rate, any sample whose
distance to the decision boundary satisfies |§ — p| > «o will be identified as containing a Trojan
trigger (outlier). A small value of « results in a lower rate of detection of Trojan samples; a large

value results in more clean samples being incorrectly identified as Trojan.

Choice of a:

We show how to choose «, given the maximum tolerable false positive rate, v for a user of the
DNN model.

When the size of D, is sufficiently large, a can be expressed using the tail distribution of a
standard Gaussian Q(-) and the complementary error function erfc(-) [4]. With y and o2 denot-
ing the sample mean and sample variance of entries in D, Q(a) = %erfc(\%) and erfc(z) =

\/%7 fzoo e~"dt, we choose « such that 2Q(a) < 7, which gives the minimum value of « as:
o =2 erfc™ (7). (4.2)

If the size of data set D, (denoted V) is quite small, then the sample mean x can be estimated
using a t-distribution with v = N — 1 degrees of freedom [33]. For a user-defined choice of v, we
denote the critical t-value as T(,_.3),,. This represents the 1 — % quantile of the ¢-distribution. In

order to satisfy the maximum tolerable false positive rate, the parameter a will need to satisfy:

oo > T(H/zwi

VN’
which gives us

_ p
a = (1—7/2)7VU\/N'

While Eqns. (4.2) and (4.3) provide a mathematical characterization of the threshold on the

4.3)

maximum false positive rate, this threshold can also be determined using ROC curves (Figs. 5.5 and
5.6), which provide a graphical representation of the relationship between true and false positive

rates.
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4.4 Mathematical Analysis of Proposed Mechanism

This section quantifies the worst-case false positive rate for an arbitrary clean sample x when using

MDTD. We formally state this result below.

Theorem 4.4.1. Assume that the function f in Eqn. (4.1) is differentiable, and that its gradient V, f

is Lipschitz. For any clean sample z, the worst-case false positive rate of MDTD is given by

P(MDTD identifies  as Trojan) < 2e~(¢+0)*/20%, 4.4)

LIV L|llz—2|

where ( = DLV T -

Proof. We first quantify the range of values of the distance of a clean sample x to a decision
boundary in terms of its certified radius 6. We then use these range of values to determine the
worst-case false positive rate of MDTD.

Let & =pcp,... ||[#' — x|, and 6 be the certified radius of Z. Since f is differentiable, § and 0

must be critical points of the following:

—V LV o flass + 206 =0,
VLV, flops+20 =0,

respectively. We thus have that

12X6 — 2)d]|1 (4.52)
= [IVLV o flors — VLV fl;45l0 (4.5b)
<|IVLILWL|E — x4 6 — b)), (4.5¢)
<V LI L2 = 2l + (10 = 6]]x) (4.5d)

where inequalities (4.5¢) and (4.5d) hold by the assumption that V, f is Lipschitz and the triangle
inequality, respectively. Rearranging Eqn. (4.5) yields

LHVfﬁule - 55”1 N

§— bl <
1=l < =X 2w,z

(4.6)
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Given parameters ;. and o which are estimated using the clean data set D,,,.,, we can quantify the

worst-case false positive rate for clean sample = as P(MDTD identifies x as Trojan)

=P(|6 — p| > ao) 4.7)

<P(16 — ¢ — | > ao). (4.8)

Eqn. (4.8) follows from Eqn. (4.6). Using the tail bound of Normal distribution [45], we have that
P(|6 — ¢ — p| > ao) < 2e(CHao)*/207,
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Chapter 5
MULTI-DOMAIN TROJAN DETECTION: EVALUATION

In this chapter, we evaluate MDTD against SOTA Trojan detection methods on multiple image
and graph-based input datasets by performing classification tasks. For each input domain, a brief
description of the datasets employed, experimental setups used for evaluation, and the results of

these experiments are presented.
5.1 Image-based Datasets

5.1.1 Datasets

We consider the following five datasets: CIFAR10 [30], CIFAR100 [30], SVHN [49], GTSRB [27],
and Flower102 [50]. The CIFAR10 and CIFAR100 datasets each consist of 60000 color images that
belong to one of 10 or 100 classes respectively. SVHN contains 600000 images of house numbers
obtained from Google Street View. GTSRB is a dataset containing 52000 images of traffic signs,
and Flower102 contains images of 102 commonly found flowers in the United Kingdom. In all our
experiments, we use an image resolution of 32 x 32, and partition the dataset into 80% for training
and 20% for test. For each dataset, we train one clean and six Trojan models with different trigger
types (see Fig. 1.1). We assume that the desired output class of the DNN model for an adversary
carrying out a backdoor attack is y? = 6. Our experiments reveal that the classification accuracy

and attack success rate is not affected by the choice of target class.

5.1.2 Network Structure

For CIFAR100, CIFAR10, and Flowers102 datasets, we used WideResnet deep neural networks [72].
For the GTSRB and SVHN datasets, we used a DNN with 4 convolutional layers with kernel sizes

of 32,32,64 and 64 respectively followed by a maxpooling layer and a fully connected layer of
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size 4096. We train the models for 100 epochs with batch size of 64 using a stochastic gradient
descent (SGD) optimizer. We set the learning rate to 0.001 and momentum to 0.9. For training ro-
bust DNNs, we use the robust learning technique proposed in [35]. We set the step size to 0.00784
and examined two different noise levels ( = 0.01, 0.1). We used identical model 52 structures,

parameters, and setup reported in [20] for our experiments on GNNs for graph-based inputs.

Datasets Clean BadNets Blend Nature Trojan SQ Trojan WM L2 inv

Acc. | ASR | Acc. | ASR | Acc. | ASR | Acc. | ASR | Acc. | ASR | Acc. | ASR | Acc. | ASR

CIFARI100 | 55.69 | NA | 53.01 | 95.51 | 52.30 | 99.99 | 53.88 | 100 | 53.71 | 100 | 53.8 | 100 | 51.96 | 99.98
CIFARI0 | 82.57 | NA | 81.18 | 97.4 | 81.11 | 99.95 | 81.52 | 99.99 | 81.69 | 100 | 81.63 | 100 | 81.46 | 99.95

GTSRB | 88.57 | NA | 84.19 | 91.91 | 88.5 | 95.45 | 87.41 | 99.98 | 88.31 | 99.03 | 85.24 | 99.76 | 87.89 | 90.06
SVHN 89.63 | NA | 89.46 | 95.59 | 89.79 | 99.28 | 90.44 | 99.92 | 90.26 | 99.72 | 90.48 | 99.84 | 91.36 | 99.69

Flower102 | 50.59 | NA | 47.25 | 89.61 | 46.18 | 99.12 | 46.37 | 100 | 46.67 | 100 | 48.14 | 100 | 44.71 | 97.16

Table 5.1: Classification accuracy (Acc. in %) for clean samples and attack success rate (ASR in

%) of Trojan samples for six different Trojan triggers on five image-based datasets.

5.1.3 Trojan Triggers

We consider six different types of Trojan triggers that an adversary can embed into the image
inputs provided to the DNN model: a white colored square (BadNets) [24], an image of a coffee
mug (Nature) [15], a ‘Hello Kitty’ image blended into the background (Blend) [15], a multicolored
square (Trojan SQ) [41], a colored circular watermark (Trojan WM) [41], and an ‘invisible’ trigger
based on an L2-regularization of the input image (L2 inv) [36].

Table 5.1 compares the classification accuracy (Acc.) at test time of clean samples (input
samples without a Trojan trigger) and attack success rate (ASR) for samples embedded with six
different types of Trojan trigger. We observe that the Acc. values of Trojaned models is comparable

to a clean model, while simultaneously achieving a high ASR value.
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5.1.4 Setup

We evaluate MDTD against two SOTA Trojan input detection methods (i) DCT-based detector [73],
and (i1) STRIP [20]. Both these methods aim to detect Trojan input samples without any informa-

tion on attacker strategy.

DCT-based detector: This method uses the discrete cosine transform (DCT) to analyze the different

frequencies present in the image. The authors of [73] showed that clean and Trojan samples consist
of signals of different frequencies, which could then be used to effectively distinguish between
them. We follow the experiment settings suggested in [73]- we use the complete set of training
samples for each dataset and perturb clean samples by adding the BadNets Trojan trigger and
Gaussian random noise. However, DCT-based detection requires using the entire training set,

which is computationally expensive.

STRIP: The authors of [20] demonstrated that inputs containing a Trojan trigger were more robust
to noise than clan inputs. Therefore, DNN classifiers will be less likely to change their decisions
when these inputs are ‘mixed’ with other clean samples. We follow the setup from [20] in our
experiments. We select 20 clean images at random, and ‘mix’ these with each input sample before
providing it to the DNN classifier. An input is considered Trojan if the classifier returns the same

output for at least 10 of the ‘mixed’ variants of the input, and is considered clean otherwise.

MDTD: MDTD uses estimates of distances to the decision boundary in order to distinguish be-
tween clean and Trojan samples. We consider cases when the user has white-box and black-box
access to the DNN model. In the white-box setting, MDTD uses FGSM and IFGSM [22] adver-
sarial learning methods to compute the minimum magnitude of noise ¢ required to misclassify a
sample. In the black-box setting, MDTD uses the HopSkipJump adversarial learning method [14]
to estimate distances to the decision boundary only based on outputs of the DNN model. Since the
user does not have information about the Trojan trigger or target output class, MDTD uses a set
of 500 clean samples randomly selected from the training set to determine a threshold distance to
the decision boundary. A sample is identified as Trojan if the estimated distance § is beyond this

threshold.



Attack DCT-based | STRIP | MDTD (FGSM) | MDTD (IFGSM) | MDTD (HSJ)
CIFAR100 | BadNets 0.88 0.94 0.95 0.94 0.86
Blend 0.93 0.95 0.97 0.98 0.96
Nature 0.93 0.95 0.98 0.98 0.98
Trojan SQ 0.93 0.96 0.98 0.97 0.97
Trojan WM 0.94 0.95 0.96 0.98 0.8
L2 inv 0.94 0.95 0.98 0.97 0.97
CIFARI10 BadNets 0.69 0.81 0.78 0.77 0.82
Blend 0.70 0.84 0.92 0.91 0.84
Nature 0.7 0.81 0.94 0.92 0.91
Trojan SQ 0.7 0.84 0.91 0.93 0.9
Trojan WM 0.7 0.83 0.91 0.91 0.93
L2 inv 0.7 0.84 091 091 0.85
GTSRB BadNets 0.83 0.79 0.88 0.9 0.82
Blend 0.71 0.74 0.75 0.83 0.76
Nature 0.84 0.76 0.76 0.9 0.76
Trojan SQ 0.94 0.79 0.8 0.89 0.79
Trojan WM 0.99 0.76 0.87 0.92 0.91
L2 inv 0.93 0.74 0.7 0.74 0.12
SVHN BadNets 0.99 0.87 0.8 0.87 0.82
Blend 0.99 0.76 0.76 0.89 0.83
Nature 0.99 0.76 0.78 0.94 0.82
Trojan SQ 0.99 0.74 0.71 0.91 0.82
Trojan WM 0.99 0.76 0.83 0.93 0.89
L2 inv 0.99 0.63 0.87 0.86 0.91
Flower102 | BadNets 0 0.48 0.09 0.08 0.5
Blend 0 0.45 0.78 0.84 0.65
Nature 0 0.45 0.89 0.93 0.9
Trojan SQ 0 0.88 0.93 0.92 0.92
Trojan WM 0 0.75 0.92 0.92 0.92
L2 inv 0 0.79 0.4 0.7 0.03
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Table 5.2: Fi-scores for DCT-based detectors [73], STRIP [20], and MDTD for six different Trojan

triggers on five image-based datasets.
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5.2 Evaluation of MDTD against Image-based Datasets

Table 5.2 shows the Fi-scores obtained for images embedded with different types of Trojan triggers
when using the DCT-based detector [73], STRIP [20], and MDTD. We observe that MDTD obtains
the highest Fj-scores in almost all cases. This indicates that MDTD is simultaneously able to
achieve high true positive rates and small false positive rates (Eqn. (2.3)). We further observe
that the Fj-score is higher for the variant of MDTD that uses the FGSM or IFGSM adversarial
learning methods compared to HopSkipJump. This is because when using HopSkipJump, MDTD
has access only to outputs of the model (black-box access). The lower F-scores for STRIP and for
the DCT-based detector in the Flowers102 dataset is due to high false positive rates. The values of
true and false positive rates for each case is shown in Fig. 5.1 - 5.4. We observe that DCT-based
detectors are able to simultaneously achieve high true positive and low false positive rates for the

SVHN and Flowers102 datasets.

o o
IFARLO GTSRB SVHN lower102 IFAR100 IFARLO GISRB  SVHN  Flowerloz  °  CIARLOD

Badnets Blend Nature

Figure 5.1: Trojan detection rate (true positive rates) in percentage for 5 datasets of CIFAR100,
CIFAR10, GTSRB, SVHN and Flower102 and 3 backdoor attacks of Badnets Blend Nature.

The DCT-based detector obtains the highest Fj-score for all Trojan triggers in the SVHN
dataset. This is because each image in this dataset contains only a few colors, which makes fre-

quency components in these images easily separable. Consequently, the DCT-based detector is able
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Figure 5.2: Trojan detection rate (true positive rates) in percentage for 5 datasets of CIFAR100,
CIFAR10, GTSRB, SVHN and Flower102 and 3 backdoor attacks of Trojan SQ Trojan WM L2

inv.
W DCT-Based STRIP  mEE ABC (FGSM) mE ABC (IFGSM) AABC (HopSkipjump) = DCT-Based STRIP  WEE ABC (FGSM) W ABC (IFGSM) AABC (HopSkipjump) = DCT-Based STRIP WEE ABC (FGSM) mEE ABC (IFGSM) 'ABC (HopSkipjump)
CIFAR100 CIFAR10 GTSRB SVHN lower102 o CIFAR100 CIFAR10 GTSRB SVHN lower102 0 CIFAR100 CIFAR10 GTSRB. SVHN lower102

Badnets Blend Nature

Figure 5.3: False positive rates in percentage for 5 datasets of CIFAR100, CIFAR10, GTSRB,
SVHN and Flower102 and 3 backdoor attacks of Badnets Blend Nature.

to simultaneously achieve large true positive and small false positive rates. However, DCT-based

detection requires using the entire training set, which can be computationally expensive. Lower
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Fi-scores of MDTD for the SVHN and GSTRB datasets can also be explained by the fact that the
difference in magnitudes of the certified radii for clean and Trojaned samples is smaller for these
datasets (see Table 4.1). To distinguish between clean and Trojaned samples for these datasets,

more computationally complex adversarial learning methods such as [10,47] might be required.

= DCT-Based STRIP  mmm ABC(FGSM) mmm ABC (IFGSM) ABC (Hopskip) Jump) | = DCTBased STRIP  mmm ABC (FGSM) mmm ABC (IFGSM) ABC (HopSkip) Jump) = DCTBased STRIP mmm ABC (FGSM) mmm ABC (IFGSM) ABC (HopSkipjump)

20 ko
L o L o L
CIFARL00 CIFARLO GTSRB SVHN lower102

oooooooooooooooooooooooooooooooooooooooooooooo

Trojan SQ Trojan WM L2 inv

Figure 5.4: False positive rates in percentage for 5 datasets of CIFAR100, CIFAR10, GTSRB,
SVHN and Flower102 and 3 backdoor attacks of Trojan SQ Trojan WM L2 inv.

Fig. 5.5 shows ROC curves showing change in the true positive rate (Trojans being correctly
identified as Trojan) with the change in the maximum tolerable false positive rate threshold « for
MDTD using FGSM, IFGSM, and HopSkipJump adversarial learning methods for different types
of Trojan triggers for five image-based input datasets. As noted earlier, the value of « plays a
critical role in determining values of the true positive rate. Low values of true positive rates despite
higher thresholds o when samples in the Flowers102 dataset are embedded with a BadNets (white
square) or L2 inv Trojan triggers could be because clean input samples in this dataset might have
white-colored flowers. This observation is also exemplified in the last row of Table 1 where values
of the average certified radius for clean samples in the Flowers102 dataset and Trojan samples with

the BadNets and L2 inv triggers are comparable and their variance is high.
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Figure 5.5: ROC curves showing change in accuracy of Trojan sample detection (True positive)
with change in o for MDTD using FGSM, IFGSM, and HopSkipJump adversarial learning methods
for different types of Trojan triggers for CIFAR100, CIFAR10 and GTSRB image-based datasets.
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5.3 Graph-based Datasets

5.3.1 Datasets

We consider four graph datasets [67,70]:

AIDS: This dataset consists 2000 graphs representing molecular compounds which are constructed
from the AIDS Antiviral Screen Database of Active Compounds. The chemical structure of com-
pounds is used to identify whether a patient belongs to one of the following three categories:
confirmed active (CA), confirmed moderately active (CM), and confirmed inactive (CI).

WinMal: This dataset consists of 1361 call graphs of Windows Portable Executable (PE) files. Each
file belongs to one of two categories: ‘malware’ or ‘goodware’. Individual nodes of a call graph
represent a function and edges between nodes are function calls.

Toxicant: This dataset captures molecular structures (encoded as a graph) of 10000 compounds
studied for their effects of chemical interference in biological pathways. Effects are classified as
‘toxic’ or ‘non-toxic’.

COLLAB: is a scientific collaboration dataset composed of 5000 graphs of ego networks of re-
searchers in 3 fields- High Energy Physics, Condensed Matter Physics, and Astro Physics. The

graph classification task is to identify which of the three fields an ego network belongs to.

5.3.2  Network Structure, Triggers and Setup

We use identical network structures, parameters, and GNN setups reported in [25] for our experi-

ments with graph-based inputs.
5.4 Evaluating MDTD against Graph-based Datasets

Table 5.3 shows true positive rate, false positive rate, and Fi-score for the AIDS, COLLAB, Win-
Mal, and Toxicant datasets. We use MDTD with the FGSM and IFSGM adversarial learning
methods to estimate distances of samples to a decision boundary using 100 — 500 clean samples
(depending on the size of the dataset), and a threshold of o = 0.15 on the false positive rate. We
compute the smallest value 0* € RIVI*? such that h(f,(G, X)) # h(f,(G, X + §*)). We observe
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that the [ -score when using IFGSM is typically higher than when using FGSM due to the iterative
nature of the IFGSM adversarial learning technique [31]. For the COLLAB dataset, the F-score
is 1 since neither method could determine a value of adversarial noise that would misclassify input

graphs embedded with a Trojan.

MDTD (FGSM) MDTD (IFGSM)

Task TPR | FPR | F;, | TPR | FPR | F
AIDS | 84.07% | 14.49% | 0.85 | 96.29% | 12.88% | 0.91
WinMal | 96% |10.53% | 0.93 | 100% | 7.89% | 0.96
Toxicant | 25.10% | 16.17% | 0.39 | 100% | 12.77% | 0.93
COLLAB | 100% | 0% 1 | 100% | 0% 1

Table 5.3: True positive rate (TPR), False positive rate (TPR), and F}-score of MDTD for four

graph datasets.

Fig. 5.6 shows ROC curves showing change in the true positive rate (Trojans being correctly
identified as Trojan) with the change in the maximum tolerable false positive rate threshold «
for MDTD using the FGSM and IFGSM adversarial learning methods for four graph-based input
datasets. We observe that MDTD (IFGSM) is more effective in distinguishing between clean and
Trojan samples than MDTD (FGSM). This behavior is possibly due to the iterative nature of the
IFGSM algorithm [22,31].

Fig. 5.7 shows the t-SNE representations of feature values of these samples, i.e., the outputs
at the penultimate layer of the GNN. We collect 200 clean graph inputs and 200 graph inputs
embedded with a Trojan trigger for the AIDS, COLLAB, WinMal, and Toxicant datasets. Similar
to our observations for image-based inputs in Fig. 2, our experiments reveal that clean samples
(blue dots) can be easily distinguished from Trojan samples (red dots) in all four graph datasets as

they have different feature values in the penultimate layer.
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Figure 5.6: ROC curves showing change in accuracy of Trojan sample detection (true positive)
with the change in maximum tolerable false positive rate o« for MDTD using FGSM and IFGSM

adversarial learning methods for four graph-based datasets.
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Figure 5.7: t-SNE visualizations for outputs of the penultimate layer of the GNN model for 200

clean (blue dots) and 200 graph inputs embedded with a Trojan (red dots) for graph-based datasets.
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5.5 Robust DNNs and MDTD Performance

Although MDTD estimates the magnitude of adversarial noise required to misclassify an input
sample and uses this to determine whether the sample contains a Trojan trigger or not, this infor-
mation can be potentially exploited by an adversary. Specifically, an adversary that has additional
knowledge of the defense mechanism deployed by the user could use DNN models that are trained
on both, clean samples and samples that are perturbed with adversarial noise [43]. Such DNN mod-
els are termed robust DNNs. The use of such models has been shown to provide improved levels
of robustness to noise, but at the cost of a lower classification accuracy for clean samples [43, 74].
We carry out experiments to investigate the effect of using robust DNN models on the performance
of MDTD. We use the robust learning technique proposed in [43]. We set the step size to 0.00784
and examine two noise levels (e = 0.01,0.1).

Table 5.4 shows the classification accuracy, ASR, and F-scores for DNN models trained with
two levels of adversarial noise perturbations e for different types of triggers on the CIFAR10
dataset. We observe that smaller values of ¢ is not effective in deteriorating the performance of
MDTD (compare F) scores for CIFARI10 in Table 5.2 for ¢ = 0 and ¢ = 0.01 in Table 5.4).
Increasing the value of € to 0.1 causes a significant drop in the values of Fj-scores of MDTD.
However, this comes at the cost of significantly lower classification accuracy, which demonstrates

a much lower utility for the attacker when using such a large magnitude of adversarial noise.
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€ Attack Acc. ASR | Fy: MDTD (IFGSM)
0 BadNets 81.18 974 0.77
Blend 81.11% | 99.95% 0.91
Nature 81.52% | 99.99% 0.92
Trojan SQ | 81.69% | 100% 0.93
Trojan WM | 81.63% | 100% 0.91
L2 inv 81.46% | 99.95% 0.91
0.01 BadNets 79.23 96.03 0.79
Blend 80.19% | 99.88% 0.74
Nature 80% 100% 0.93
Trojan SQ | 80.06% | 100% 0.91
Trojan WM | 79.81% | 100% 0.90
L2 inv 80.47% | 99.98% 0.81
0.1 BadNets 36.35 53.74 0.53
Blend 40.25% | 86.88% 0.42
Nature 40.32% | 100% 0.85
Trojan SQ | 33.62% | 100% 0.82
Trojan WM | 26.51% | 100% 0.68
L2 inv 35.28% | 51.90% 0.58

Table 5.4: F-scores of MDTD (IFGSM) for DNN models trained with different levels of adver-
sarial noise level robustness (e = 0,0.01,0.1) for the CIFAR10 dataset with six different types of

Trojan triggers.



40

Chapter 6
CONCLUSIONS AND FUTURE DIRECTIONS

Sections 6.1 of this chapter discuss the possible improvements that can be done for the proposed
MDTD mechanism (introduced in Chapter 4.1) and Section 6.2 presents the concluding remarks

of this master’s dissertation.
6.1 Future Work
We list the following research directions for my dissertation research:

* Black-box Adversarial Learning for DNNs with Graph Inputs:

Multiple black-box adversarial learning techniques have been proposed for DNN models
with image inputs [10, 14,47]. For DNNs with graph inputs, to the best of our knowledge,
the only black-box adversarial learning method was presented in [48]. This approach con-
sidered the removal or addition of nodes and edges as a ‘noise’ term, which does not apply
to our framework, since we assume that triggers are embedded into feature values of nodes.
Adapting SOTA black-box adversarial learning methods such as HopSkipJump [14] beyond
image-based inputs to use MDTD for Trojan input detection is an interesting direction of

future research.

* Expanding MDTD input detection to other input domains:

Sequence-to-sequence (seq2seq) text models [58] map an input sequence = = {xy,...., 2}
to an output sequence y = {y1, ...,y }, possibly of different length. A backdoor attack on

a text model consists of using a specific term or word in the input sequence as the trigger.
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Similar to Trojaned models for images and graphs, the adversary’s objective is to ensure that
the Trojaned text model behaves normally for text inputs that do not contain the trigger word
or phrase, and produces an adversary-desired output for inputs that contain the trigger word
or phrase. The authors of [6] showed that Trojan triggers could be embedded into seq2seq
text models that perform text summarization tasks. The presence of a trigger in the input
produced a summarized output that had different properties than desired. For e.g., a trigger
in the input text caused the output text to have a different ‘sentiment’ than in the case when
the trigger was absent (clean input). A metric that is widely used to determine the quality
of text summarization is the ROUGE score [39], which compares the output of a text model
with a human-written summary. Although the trigger word in a text summary can be iden-
tified by brute-force, such a procedure will be computationally expensive. Further, SOTA
in Trojan detection for text models focus on text classification tasks [56]. We believe that
MDTD can be used in conjunction with ROUGE scores to efficiently detect the presence of
a trigger word in inputs to text models when a user has access only to a small number of
clean inputs. This can be accomplished by using adversarial learning methods to estimate a
threshold on the number of words removed that results in the maximum change in ROUGE

SCOres.

Choice of learning methods:

The choice of adversarial learning method used to estimate the minimum required magnitude
of noise for changing the output of the model has a significant impact on the performance of
MDTD. For example, in the black-box setting, MDTD (HopSkipJump) obtains a lower F}-
score, since it cannot estimate this noise well-enough. On the other hand, in the white-box
setting, we use BIM and FGSM which are computationally inexpensive methods that allow
effective estimation of this noise parameter. Other white-box adversarial learning methods
with higher computational complexity that can estimate the minimum required noise with

greater precision can be studied and formal guarantees on their performance should be ex-
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plored.

¢ Natural Backdoor Attacks:

Our focus so far has been on embedded backdoor attacks in which an adversary embeds
a predefined trigger into inputs given to DNN models. However, an attacker who has knowl-
edge of the user’s model can learn an adversarial noise which can then be used as a natural
backdoor [60] that can be used to ensure that the DNN model output is the adversary-desired
target class. Such an adversarial noise is also termed a universal perturbation, and it was
shown in [46] that it was possible for an adversary to learn a universal perturbation and use
it to simulate behavior similar to a backdoor attack. We further observed that the certified
radii of samples perturbed with the universal noise is higher compared to clean samples. We
propose to investigate the development of a variant of MDTD that will be able to distinguish

between clean samples and samples with a natural Trojan trigger.

6.2 Conclusion

In this dissertation, we explored the challenges against training DNNs, the most significant one
being the potential for adversarial attacks, which can be carried out against both image and graph
input datasets. Adversarial attacks are intentional modifications to input data that are designed to
trick the DNN into making incorrect predictions. Leveraging the insight that input samples con-
taining a Trojan trigger are typically located farther away from a decision boundary than clean
samples, we proposed MDTD - a multi domain Trojan detector for deep neural networks. Trojan
triggers are hidden patterns or features that have been inserted into an input sample with the in-
tention of causing the DNN to misclassify the sample when the trigger is activated. Such triggers
can be inserted into the training data by an attacker, leading to a Trojaned model. MDTD did not
require knowledge of attacker strategy, which may not always be available, in order to detect Tro-
jans in image and graph-based input datasets. By using adversarial learning techniques to estimate

the distance of a sample to a decision boundary, MDTD then computed the smallest magnitude
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of adversarial noise required for the DNN model to misclassify the sample. This was then used
to infer whether the sample was Trojaned or not. MDTD was shown to be more effective than
SOTA methods in identifying Trojaned samples through extensive evaluations on five image and
four graph datasets. Moreover, MDTD was able to determine if an input sample contained a Trojan
trigger even when a user of the DNN model had access to only a small number of clean samples.
This is a significant advantage, as it reduces the amount of data required for Trojan detection and
makes it easier to detect Trojan triggers in real-world applications. This research contributes to
the ongoing efforts to improve the security and reliability of DNNs, which are essential for their

adoption in critical applications.
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Appendix A

T-SNE VISUALIZATIONS FOR DNN MODELS EMBEDDED WITH A
NATURAL BACKDOOR

Fig. A.1 shows that DNN models containing natural backdoors also generate different values
in the feature space at intermediate layers for clean and Trojaned samples. We further observe
that the certified radii of samples perturbed with the universal noise is higher compared to clean
samples. However, our experiments reveal that Trojan detection methods, including DCT-based
detection, STRIP, and MDTD have high false positive rates for the natural backdoor attack. This
is exemplified by the fact that clean and Trojan samples are not easily separable from the t-SNE

visualization for the GTSRB dataset in Fig. A.1.

Clean Trojan Clean Trojan

CIFAR100 GTSRB

Figure A.1: t-SNE visualizations for the output of the penultimate layer of the DNN model for 200
clean samples (blue dots) from the target class and 200 Trojaned samples embedded with a natural

backdoor (red dots) misclassified to the target class for the CIFAR100 and GTSRB datasets.



	List of Figures
	List of Tables
	Glossary
	Introduction
	Summary of Research Contributions
	Related Work
	Thesis Outline

	Preliminaries
	Deep Neural Networks and Backdoor Attacks
	Graph Neural Networks and Backdoor Attacks
	Adversarial Learning Methods
	Metrics for Evaluation

	User and Threat Models
	Threat Model
	Attacker Capability
	User Capability

	Multi-Domain Trojan Detection: Motivation
	Feature Value Visualization using t-SNE
	Challenges in using t-SNE and Certified Radius
	Design and Working of MDTD
	Mathematical Analysis of Proposed Mechanism

	Multi-Domain Trojan Detection: Evaluation
	Image-based Datasets
	Evaluation of MDTD against Image-based Datasets
	Graph-based Datasets
	Evaluating MDTD against Graph-based Datasets
	Robust DNNs and MDTD Performance

	Conclusions and Future Directions
	Future Work
	Conclusion

	Bibliography
	t-SNE visualizations for DNN models embedded with a natural backdoor

