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Abstract

Kernel Mechanisms for Efficient GPU Accelerated Deep Neural Network Inference
on Embedded Devices

Hemant Nigam

Chair of the Supervisory Committee:
Professor Michael Stiber, Ph.D.
Computing & Software Systems

Embedded platforms with integrated graphics processing units (GPUs) are popular choices, for
use-cases, like Autonomous machines, to run the Deep Neural Networks (DNNs) inference
workload. However, due to a rapid increase in data volume, DNN inference is becoming even
more computationally intensive and memory sensitive, which necessitates a mechanism for

improving DNN inference efficiency on existing embedded systems.

This Master’s thesis investigates the memory sensitivity of DNN inference — specifically, the
impact of off-chip memory (DRAM) contention on DNN inference performance. It demonstrates

a prototype GPU aware memory isolation mechanism: a locking mechanism in the GPU driver to

il



reduce DRAM contention caused by multicore CPUs, thus improving DNN inference efficiency.
Experiments performed on a Jetson TX2 board running the Linux4Tegra OS shows the benefits
of our proposed mechanism, with up to 13.5% speedup of a micro-benchmark and up to 41% and

86% speedup of two object detection benchmarks.
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Chapter 1. Introduction

1.1 Motivation

Deep Neural Networks (DNNs) are increasingly deployed in many artificial intelligence
applications, like computer vision [37] [57] [69], speech recognition [70], and other prediction
tasks [22]. This has been mainly due to an increase in the prediction accuracy of DNNs, which has
been made possible by the availability of large data-sets and the substantial computational power
in the form of hardware accelerators, like Graphics Processing Units (GPUs). DNN accuracy has
either exceeded traditional approaches [4], or it has increased to human level accuracy for tasks,

like conversational speech recognition [3].

Given their high accuracy, there is an increasing demand to embed DNN inference in applications
running on embedded devices used in domains, like consumer electronics (mobile phones,
AR/VR), robotics, autonomous driving and surveillance (drones). These embedded devices are
constrained by limited memory, computational capabilities and power budget [1]. As such, they
cannot easily cope with the associated computational complexity of a DNN model, like VGGnet
[13], which typically consists of more than 100 million parameters and memory footprint ranging
between 200-500 MB. Similarly, AlexNet [10], a popular Deep Convolutional Neural Network
(CNN) model, requires 1.45 billion operations per input image with 240MB weights [8]. That’s

why DNN inference efficiency has become the focus of NN researchers and industry experts.

Hardware accelerators (e.g. GPUs [40] [77], Field Programmable Gate Arrays (FPGAs) [14] [80],
and Application Specific Integrated Circuits (ASICs) [1] [41]), Quantization techniques [71] -
[75], DNN model optimization techniques, like Pruning [76] - [79], and Software accelerators, like
Nvidia's TensorRT [19] have been utilized to improve the efficiency of the DNN. Broadly, the
aforementioned approaches can be categorized as follows 1) Improving computational efficiency,

2) Improving memory efficiency, or 3) Improving both computational and memory efficiency.
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GPUs combined with quantization, pruning and SW accelerators, like TensorRT are the most
widely used techniques to improve the inference execution, attributed to GPUs’  high throughput
and memory bandwidth. Therefore, common off the shelf (COTS) embedded systems with
integrated GPUs, like Jetson TX2 [38] are becoming increasingly popular for DNN inference
deployment. Such embedded systems are typically designed as heterogeneous systems; a system
comprising of more than one kind of compute units, like CPU, GPU, DSP', etc. for better energy
efficiency, sharing single off-chip memory® (DRAM). However, shared hardware resources, like
off-chip memory are prone to contention when accessed by multiple tasks running on multi-core

CPUsgs, leading to performance degradation of GPU accelerated DNN inference tasks.

To illustrate the problem stated above, we evaluate two GPU accelerated object detection
benchmarks - YOLO and DetectNet, executed on Jetson TX2 embedded platform (6 CPU cores +
256 core GPU). Figure 1 shows the result of an experiment using YOLO benchmark (left side of
the image) and DetectNet benchmark (right side of the image) in 6 different test scenarios labeled
as solo and corun[1-5] on X-axis. Y-axis shows the performance (recorded as the number of
megapixels processed by benchmark in a second (MPS)) relative to performance reported in Solo.
Solo reports the performance when the benchmark is run in isolation (without any CPU application
(co-runner) running on other CPU cores) on core 0. Corunl shows the relative performance when
the benchmark is co-scheduled with one memory intensive CPU application running on Core 1.
Similarly, Corun2, Corun3, Corun4 and Corun5 show relative performance when the benchmark
is co-scheduled with two, three, four and five memory intensive CPU applications (co-runners)
running on CPU core[1-2], core[1-3], core[1-4] and core[1-5] respectively. From the figure, we
can observe that benchmark performance of both YOLO and DetectNet degrades by ~50% when
co-scheduled with five other memory intensive CPU applications (CorunS5). The primary cause of
performance degradation is the single DRAM shared between CPU and integrated GPU on Jetson
TX2 platform.

Our study found that the impact of DRAM contention on DNN inference workload running on the

embedded platform has been largely overlooked. This context motivates us to investigate the

1 DsP is an abbreviation for digital signal processor

2 The terms “memory” and “DRAM” have been used interchangeably in this document



3

impact of DRAM contention on DNN inference efficiency running on COTS embedded system
(Jetson TX2) and design OS kernel mechanism that will improve the inference efficiency on

embedded systems.

(A) YOLO
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Figure 1. Example performance analysis of YOLO (A) and DetectNet (B) benchmarks.
Performance is measured in terms of megapixels of an image processed, abbreviated as MPS, in
a second. MPS worst shows the worst-case performance, MPS_avg shows the average
performance.



1.2 Research Goal and Contribution

The main objective of this thesis is to investigate how OS kernel-based mechanisms can be used
to increase the efficiency of Deep Neural Network (DNN) inference by reducing DRAM

contention on multi-core embedded systems with integrated GPU.
This thesis makes following main contributions:
— Investigates the DNN inference benchmarks on Jetson TX2 embedded platform.

— Examines the correlation between DRAM contention and compute-intensive Winograd kernel

used in convolution layers of DNNSs.

— Extends the memory (DRAM) bandwidth isolation mechanism “MemGuard” [45] to Jetson
TX2 (An ARM-based embedded platform with integrated Nvidia GPU)

— Evaluates the impact of DRAM (memory) bandwidth isolation mechanism on DNN inference

benchmark executing on Jetson TX2.

— Documents the inference execution flow at the system level (includes both hardware (HW) and

software (SW)).

1.3 Thesis outline

This thesis has been structured in such a way that the background concepts are discussed first, so

the reader has necessary foundation required to understand the methodology and analysis results.

Chapter 2 introduces the concepts used in this thesis - Neural Networks and Embedded Systems
running Neural Network inference tasks. First, DNNs are introduced, followed by a discussion
about training and inference. Later, Convolutional Neural Networks (CNNs), a variant of DNNSs,

are presented, followed by a discussion about target embedded system used in this thesis.

Chapter 3 discusses related work by reviewing software mechanisms for increasing efficiency of
GPU accelerated tasks, which forms the foundation of our work on improving DNN inference

efficiency by reducing DRAM contention.

Chapter 4 introduces two object detection benchmarks, a micro-benchmark, and a synthetic traffic

generator, used for evaluation of the proposed mechanism.
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Chapter 5 discusses the preliminary investigation done using the benchmarks discussed in Chapter
4.

Chapter 6 presents the design and implementation of a GPU aware bandwidth isolation mechanism

to reduce DRAM contention causing DNN inference slowdown.

Chapter 7 provides the detailed testing and evaluation results of the proposed GPU aware
bandwidth isolation mechanism. It begins with a summary of experiment setup, followed by

performance analysis in terms of reduction in Instruction per cycle (IPC) slowdown.

Chapter 8 summarizes the observation and issues encountered during the thesis followed by the

suggestion on future work.



Chapter 2. Background and Concepts

The discussion below is based upon Deep Learning [24] book by Goodfellow, Bengio and
Courville, Neural Network Design [25] book by Hagan et al. and Stanford’s CSS23 /n: Convolution
Neural Network for Visual Recognition course material [26]. The aforementioned materials would

be a great starting point for anyone interested in DNN.

2.1 Artificial Neural Networks

Artificial neural networks, and, deep neural networks, in particular, have been researched for over
three decades. In fact, the earliest research in the field of the neural network can be traced back to
as early as 1943 when Warren McCulloch, a neurophysiologist, and Walter Pitts, a mathematician
wrote a paper on how neurons might work using electrical circuits. Since then several key research

developments happened which formed the foundation of DNNs being used today (Figure 2).

Deep Neural Network

(Pretraining)
Multi-layered m y
3

Perceptron

ADALINE XOH 7
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Figure 2. History of Neural Network (Image adapted from [89])

However, it was not until 2012, when DNN went from a just a research topic to being so
mainstream. This was made possible primarily because of the availability of massive amount of
compute power in the form of GPU computing, required to train and execute these DNNs and the

availability of massive labeled datasets required for training.
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Before discussing DNNS, it is essential to understand what is a Neural Network, or more precisely
an Artificial Neural Network (ANN). ANNs are a complex network of artificial neurons initially
inspired by biological functioning and structure of the human brain. The human brain is
responsible for utilizing sensory inputs from surrounding environment to make complex day-to-
day decisions, to learn and remember an event for a period. The human brain can be thought of as
a complex computational system, consisting of approximately 100 billion biological neurons,
connected by 10-100 trillion synapses [27]. Each neuron consists of a cell body which receives
input signals from its dendrites and produces output signals at its axon. Axons are further
connected to dendrites of other neurons via synapses. Synapses are responsible for the transfer of

output signal from one neuron to the other by tweaking the signal intensity [27].

dendrites

X \
cell body {, X /
/s Y, n

terminal axon

Figure 3. Biological Neuron (Left) vs. Artificial Neuron (right) (Image adapted from [87])

The artificial neuron (shown in Figure 3) is the basic unit of ANNSs. It consists of an activation
function which is analogous to synapses (shown in Figure 4) found in a biological neuron. An
artificial neuron receives several input signals X; from other artificial neurons in the ANN. The
input signal could be an image pixel or audio samples based on the domain of problem to which
ANN is applied. Each neural input is assigned a configurable weight also known as synaptic
weight ;. The neuron sums the product of each neural input and corresponding synaptic weight.
The resultant sum is offset with a bias value b to make the ANN model more general. This neuron

output is further fed into activation function f'to generate the final output p.

p=fX;* W, +b) 1)
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The weight ; can be thought of as tuning parameter that controls the behavior of the neuron when
subjected to external stimuli. The weight parameter can be tweaked to approximate desired final

output value [26].

hidden layer

input layer
output layer

synapse synapses

Figure 4. Biological synapse (left) vs. Artificial synapses in ANN (right) (Image adapted from
[87])

Activation function f could be a sigmoid function (shown in Figure 5) that maps input in range {-

oo, +oo} to output in range {0,1}

X

)

Sigmoid(x) = P

or it could be a rectified linear unit (ReLu) (shown in Figure 5) which filters all negative values

and passes all positive values as output.

ReLu (x) = max (0, x) 3)

Figure 5. Activation Functions- Sigmoid (Left) vs ReLu (Right)



2.2 Deep Neural Networks

The neurons in an ANN are organized in the form of a layer. For instance, Figure 4 (right) shows
an ANN with one input layer, one output layer, and two hidden layers. An ANN with one layer
can approximate only simple function of the inputs. To model complex neural network, more
intermediate layers would be required. These intermediate layers are known as hidden layers. An
ANN with multiple hidden layers is popularly known as a DNN. There is no consensus, however,

on how many hidden layers are required for ANN to qualify as DNN.

2.2.1 DNN Training

DNN parameters, i.e., synaptic weights W; and bias B; are not fixed values, but they are learned
during DNN training phase. The goal of training phase is to tune the weights and biases so that the
training error £ of the entire DNN model is minimum. Training error £ can be calculated using
loss function which varies according to the task being performed. Intuitively, the loss function
calculates how much the model output deviates from the desired output. Mean square error (MSE)
is one of the popular loss functions. It is calculated by summation of the square of the difference

of expected output ¥; and actual model output X;.

n-1

1
MSE = — > [V = X,

i=0

4)

2.2.1.1 Backpropagation with Gradient Descent

Stochastic Gradient Descent (SGD) employed with the back-propagation algorithm is one of the
most popular optimization techniques used for DNN training. Before starting the DNN training
process, an input image is fed to the first layer of DNN. The training starts by assigning random
values to the DNN network parameters (weights and biases). The output is calculated for each
neuron layer by layer. This process is the forward pass of the back-propagation algorithm. The
resulting final output at the last layer is compared against the desired output using loss function,
like MSE to calculate training error E. This training error is minimized using SGD optimization
technique. SGD does so by calculating the 0E/OW which is the effect each weight W has on the
computed training error. The gradients are calculated during the backward pass which involves

back propagating training error from last or outermost layer to the first or innermost layer.
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Equations 5 and 6 show the calculations that happen in a loop where each synaptic weight is
updated by a small value AW which is proportional to the gradient of the training error £ with

respect to weight .
AW = OE/OW (5)

Whew = Woiqa — a * AW (6)

« is a constant value also known as learning rate. The higher learning rate can reduce the training
time in some circumstances, but can also lead to unstable behavior when network parameters (W
and B) change too much in each iteration, preventing the learning algorithm from converging on

an optimal solution [25] [26].

2.2.2 DNN Inference

The inference is the stage where a pre-trained model; a DNN model which is already trained using
the training process described earlier in Section 2.1.1.3, is used to infer or predict the unseen test
samples. The inference stage includes the same forward pass as the training stage to predict the
final values. Unlike training, the inference stage doesn’t include a backward pass for computing
the training error and updating the weights. As Figure 6 illustrates, DNN training, unlike inference,
involves a backward pass which propagates the error calculated after the forward pass through the

DNN layers and updates their weights.

TRAINING VS INFERENCE

A forward “car”
p« ‘;x,,- - ‘
. B ?
v o 8
AN |
~ backward error

- ‘x; ‘.}\.:l» ¢ forward
i y j% o “car”
3 ),
e / Smaller, 9,700
varied N 4

Figure 6. Training vs. Inference (Image adapted from [19])
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2.3 Convolution Neural Networks

A convolutional neural network (CNN) is inspired by visual cortex, part of the brain which is
responsible for visual cognition. The visual cortex appears to have multiple regions devoted to
visual processing, which to a coarse approximation can be thought of as a sequence of operations
that extract features of increasing complexity from visual input. This was first demonstrated in
experiments by David Hubel and Torsten Wiesel in 1962. Their experiment showed that certain
neurons in the visual cortex respond to only features of certain orientation [28]. Similarly, CNNs
use several neuron layers, and feature extractors called filters to extract various attributes, like

edges from an image.

CNNs have been widely used for image classification task where an input image is classified as
one of the target classes. It can also be implemented to generate probabilities of each target class.
For example, a CNN for animal image classification might predict the likelihood of an image as

follows: Cat = 0.7, Dog=0.2, and Goat=0.1.

CNN can also be thought of as a specialized form of feedforward neural networks. The main
difference is that instead of using a flat array as input, CNN uses the actual 3D (2D if the color
channel is excluded) image as an input and performs several operations including convolutions to

generate output.

2.3.1 CNN Layers

A typical CNN consists of the following layers:
2.3.1.1 Convolution Layer

Convolution layers are one of the most compute-intensive layers in a CNN, and a standard setup
can account for 90% of CNN total compute time [30]. A convolution layer accepts raw image
pixels as input in the form of a 2D matrix of dimension NxP. During forward propagation, the
convolution layer performs element-wise multiplication between the input image and a 2D weight
matrix filter (sometimes also referred as kernel). The filter is essentially a 2D matrix which is
designed based on the type of image features being extracted. For instance, Figure 7 illustrates
convolution operation between an input image (I) and Sobel vertical edge detection kernel (K)

[97], which extracts vertical edges from the input image. The input image shown in blue color is a
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6x6 matrix, and the edge detection kernel shown in green color is a 3x3 matrix. During convolution
operation, the kernel is slid across the spatial dimension (width and height) of the input image, and
per-element multiplication between entries of the kernel and the corresponding entry of the input
image is calculated and added. In Figure 7, orange sub-matrix in the input image shows the current
sliding window of the kernel for entry 5 (element /; ; of input image matrix) located at the center
of the orange matrix. The output of per-element multiplication of orange sub-matrix and kernel is
a 3x3 matrix shown in purple color. The elements of the 3x3 purple matrix are added to generate

the convolution output corresponding to element /3 ; shown in red color.

Figure 7. Convolution of input image and kernel (Sobel edge detection)

A convolutional layer can also be configured to capture more than one feature at once by deploying
multiple filters. For example, one filter may be used for detecting horizontal edges in an input

image; and another filter may be used for detecting vertical edges.
2.3.1.2 Max-Pooling Layer

A max-pooling layer is generally inserted between successive convolution layer in a CNN. It is
responsible for down-sampling input features, received from preceding convolution layer, along
the spatial dimension (width and height) without doing any actual learning, like convolution layers.
Down-sampling (reduced number of features) is done for two main reasons — 1) Reduce the

computation required in the succeeding convolution layer 2) Reduce probability of overfitting.
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During forward propagation, the pooling layer takes MxM region of input feature and generates
single value S, the maximum value in the MxM region. So, for input feature of dimension NxN,

the pooling output will be of dimension (N/M) x (N/M).
2.3.1.3 Fully Connected Layer

Fully connected (FC) layer is based on traditional Multi-Layer Perceptron (MLP), a class of
feedforward neural network with at least one hidden layer, where each neuron in the previous layer
is connected to every neuron in the next layer. The FC layer can be thought of as a reasoning layer
which takes high-level features generated by previous layers, which could be a convolution,
pooling or another FC layer, and tries to learn a non-linear combination of these features to classify
the input images into different categories based on training dataset [29]. A typical CNN for image
recognition uses alternating convolution and max-pooling layers followed by a couple of fully

connected layers.

2.4 Winograd Algorithm

As discussed in the Section 2.3 , convolution is the most compute-intensive layer in CNN. Though
direct convolution operation is simple; it performs poorly on GPUs [65]. Therefore, researchers
have focused on developing alternative methods for convolution operation, and the Winograd
minimal filtering algorithm is one of them. It was initially proposed by Copper Smith Winograd
in 1980 [32]. The Winograd minimal filtering algorithm has been adapted for DNN convolution
operation and is available in popular DNN libraries, like cuDNN. Winograd-based convolution
reduces the computational requirement by reducing the number of multiplication operations and
compensating it with more addition operations and intermediate products [65]. This leads to an
increase in the memory storage requirement of the Winograd based convolution operation,
eventually increasing the pressure on off-chip DRAM [66]. To understand the memory sensitivity
of Winograd based convolution kernel running on the embedded platform, we created a micro-

benchmark which is discussed in Section 4.2 .

A Winograd convolution, represented by C(m x n, r x s), using Winograd’s minimal filtering
algorithm, requires (m+r-1) * (n+s-1) multiplication operations for computing convolution of a
(m x n) image with a (7 x s) filter [103]. Whereas, a direct convolution, represented by M(m x n, r

x s), using matrix multiplication method requires (m*n*r*s) multiplication operations for
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computing the same convolution [103]. So, C(6 x 6, 3 x 3) uses (6+3-1)*(6+3-1) = 64
multiplication operations, whereas M(6 x 6, 3 x 3) uses (6*6*3*3) = 324 multiplication operations.
This is an algorithm complexity reduction of ~5 (324/64). More discussion about algorithmic

complexity of Winograd’s minimal filtering based algorithm can be found in [103].

2.5 DNN on Embedded Systems

2.5.1 Embedded SoC Architecture with integrated GPU vs. discrete GPU

The NVIDIA Jetson TX2 [68] is a heterogeneous SoC featured in the NVIDIA Jetson
Development board series. It is the first embedded processor to have same advanced features and

architecture as a modern desktop GPU while still using the low power draw of a mobile chip’.
2.5.1.1 Specification

As shown in Figure 8, the Jetson TX2 employs a heterogeneous SoC (“Parker”) comprising of a
CPU subsystem with a quad-core 2.0-GHz 64-bit ARMv8 A57 processor; a dual-core 2.0-GHz 7-
way superscalar* ARMv8 Denver processor configured in a heterogeneous multiprocessor® (HMP)
configuration, and an integrated Pascal GPU with 256 CUDA cores. Memory subsystem consists
of two 2-MB L2 caches, one shared by the four A57 cores and one shared by the two Denver cores.
Both L2 caches support coherency and connect to off-chip DRAM memory through a proprietary
coherent interconnect fabric (CPU switch fabric in Figure 8). The GPU has two streaming
multiprocessors (SMs), each providing 128 1.3-GHz CUDA cores that share a 512-KB L2 cache.
The six CPU cores and integrated GPU share 8 GB of 1.866-GHz LPDDR4 DRAM memory.
Apart from the CPU subsystem, the memory subsystem, and the GPU, the Jetson TX2 SoC
comprises of few other cores and hardware accelerator (HWA). For instance, there are ARM
Cortex R5%-based cluster for providing always-on and advanced security functionality. Then there

are HWAs, like Camera ISP, Video encodes (nvenc), Video decodes (nvdec), 2D Graphics and

? Jetson TX2 achieves 1 TFlops single precision peak performance at < 11 W) [38]
4 Superscalar processor can execute more than 1 instruction per clock cycle
> Processor with heterogeneous CPU cores

® Cortex RS is a real-time microprocessor from ARM
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Display controllers, all sharing the same memory bus (Memory fabric and arbitration in Figure 8)

for access to off-chip DRAM.

{MCPUPower Rail | | BCPU Power Rall PR { — )
: Clock & Reset] Cortex-R5 SPE 2, > CANCEMC:
i | Denver2 Cortex-AS7 : 23| 12c 8Pl
‘ CPU Cluster CPU Cluster Gic ’ > - Timers. CAN 2!\}113@8”)’ ‘§ @ DMIC. GPIO
rrrrrr y ; : Mailboxes, : >
i Always On Power Rail N
o Semaphore, st b TRl NERORUN { B SIS L (D L
§ Config Reg, N
[ CPU switch fabric (Coherent) CoreSight [ Sys Config i LIJDATT/TSE(I:
A l_ v GPIO Fuses,
BPMP, APE, Controller ThrmSnsr,
SysRAM P SFE, 208 . PWFM
TZRAM Cortex-R5 BPMP A 4 3
iRAM . ®
Boot, Power Mgmt. System fabric @
Q.
=]
A A ]
DMA
¥ XusB
— Cortex-AS APE eAVB,
Cortex-R5 SCE P— . : General tcﬂ Audio Processor ;’ UFS,
Safety Cluster [ ! Power i | purpose ‘| somme,
Lock-Step pair | Rail v DMA Audio 10 5| SATA
H \ J .
HSM DMA
v

Host Command buffer and Synchonization

J
| T T R

: csl camera|| Video || Video || JPEG ||Security 2D Display
i |camera ISP encode || decode TSECs (| graphics || 3x heads
%’ : | input & SE
Memory Controller 5] ] | decompress [ gecompress
WECC B I [ SOOI WO
=
g v A 4 v v v v \A A/ ‘ \AA/ v

Memory fabric and arbitration

32/64/128b
LPDDR4

Figure 8. Jetson tx2 (Parker SoC) Architecture (Image taken from [68])

2.5.2 Challenges in Embedded SoC

Modern embedded SoCs integrate numerous computational cores and hardware accelerators
(HWA) on a single chip to increase the energy efficiency of the overall system [84] [85], unlike
desktop systems that have discrete accelerators or engine communicating over the PCI-E bus. In
case of Jetson TX2, the GPU is integrated onto the same chip with CPU clusters and shares the
same off-chip DRAM. This avoids the overhead of moving data between system DRAM and
dedicated GPU DRAM, like in the case of a system with discrete GPU [64]. However, integrated
GPUs may cause other overheads arising due to shared DRAM. For instance, Jetson TX2 has a
single DRAM shared between 2 CPU clusters — quad-core A57 cluster and dual-core Denver2
cluster with their own Last level cache (LLC), Pascal GPU and HWAs, like nvenc, nvdec, etc.
Each of these DRAM clients can cause contention at DRAM.
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Figure 9 shows a simplified view of the Jetson TX2 architecture with notable contention points
indicated using circles. Contention point (1) is caused by CPU and GPU instructions triggering
shared L2 cache misses or memory transactions initiated by HWAs, like nvenc using system DMA.
Point (2) is another probable contention point caused at the memory fabric shared between
integrated GPU and HWAs. Both these contention points can cause significant delays during
execution of GPU accelerated tasks, like DNN inference that triggers multiple DRAM accesses in
parallel. Unlike SoCs with integrated GPU shown in Figure 9, a system with discrete GPU, like
the one shown in Figure 10 does not have this issue as discrete GPUs have their own dedicated
DRAM. However, they may still experience contention at point 1 and 2 (shown in Figure 10)
during initial movement of data from system DRAM to dedicated DRAM.

ARM CORTEX A57 QUAD CORE CLUSTER DENVER 2 DUAL CORE CLUSTER
2 GHZ 2 GHzZ

...

SHARED L2 CACHE SHARED L2 CACHE

|'©®

(1)

1G2) 1)
HER
A

INTEGRATED GPU NVENC/ oT
NVDEC HW

SMP O SMP 1
128 CORE 128 CORE

CUDA l ' CUDA l l
core core copy
ENGINE

GP10B 2 SHARED L2 CACHE

Figure 9. Jetson TX2 Embedded SoC with integrated GPU

2.5.3 DNN Pipeline at System Level

This section presents an overview of DNN inference pipeline at system level depicting HW as well
as SW stack. The Nvidia GPU software stack consists of the GPU device driver (nvgpu), the
memory manager (nvmap), the CUDA driver, the CUDA runtime, and userspace libraries, like

cuDNN, cuBLAS, etc.
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Figure 11 illustrates the system level view of a typical DNN inference execution on Jetson TX2
platform using an object detection application as an example. Object detection application is
responsible for detecting objects in input image fed from video file or camera sensor. Internally it
utilizes a pre-trained’” DNN model whose parameters (weights and biases) are already optimized
for object detection task. In the first step, object detection app invokes GPU accelerated CUDA
kernels corresponding to different layers of DNN, like convolution or pooling layer using API®
calls. These CUDA kernels can be hand-coded, or they can be part commercial off the shelf
(COTS) libraries, like Nvidia cuDNN [40] [58], a userspace library of highly optimized primitives
for DNN operations, like convolution, pooling, normalization, etc. One of the benefits of using
cuDNN routine is that it works with arbitrary input dimension, i.e., based on input dimension and
other configurations appropriate kernels are launched which maximizes occupancy, throughput,
etc. This way the cuDNN library allows researchers to focus on tuning neural network architecture
instead of low-level GPU performance tuning [58]. All benchmarks used in this thesis use the

cuDNN primitives.

INTEL QUAD CORE BROADWELL

CORE O CORE 3
[ reLsared 2 cacre | [ e siareo 2 cace | DISCRETE GPU
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INTEL SHARED L3$ (LAST LEVEL CACHE) 64CORE 64CORE

eee
CUDA CUDA l
COPY core core

ENGINE

| SHARED L2$ (LAST LEVEL CACHE) |

Figure 10 Reference Intel CPU with discrete GPU

7 pre-trained model is a DNN model which is already trained (i.e., network parameters, like weights and bias
are already optimized for a particular application), and it can be deployed in the form of binary on target
machines, like mobile.

8 API refers to application programming interface
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In the second step, CUDA kernels internally call CUDA runtime® (using APIs) to submit GPU

specific commands to the GPU compute core (also referred as CUDA core). CUDA runtime acts

as an interface between userspace program and underlying OS kernel.
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Figure 11. DNN Pipeline at System Level

At the OS kernel level, the GPU software stack provides a set of GPU commands (OS level

representation of CUDA kernels found in userspace application) and IOCTL system calls to enable

interaction between device driver (CUDA, nvgpu, nvmap) and the CUDA runtime engine to

manage memory allocation, data movement, and the GPU command execution on the CUDA core.

The GPU device driver is responsible for three main high level hardware operations — the GPU

register configuration, data structure setup in the DRAM, and the GPU command submission. The

® CUDA runtime engine is a set of software libraries enabling general purpose computing (GPGPU) on CUDA

supported Nvidia GPUs. It allows programmers to execute highly parallel algorithms, like convolution on

thousands of compute cores on supported GPUs It provides APIs for context management, thread

management, and memory management.
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GPU register configuration is done using MMIO™® for enabling or disabling a feature on the GPU
hardware. The GPU device driver creates one or more GPU contexts, a data structure used by the
device driver to maintain GPU state in DRAM. The GPU state contains information, like page
table mapped to the GPU’s virtual memory space in the OS kernel and the GPU fifo which is
mapped to GPU channels in hardware. The GPU channels are directly attached to scheduler unit
inside the GPU. The GPU scheduler unit is responsible for dispatching the GPU commands to the
appropriate unit which could be a CUDA compute core or a GPU copy engine. In case of CUDA
kernel launch, corresponding GPU command at OS driver level is submitted to one of the GPU
channels associated with the corresponding GPU context. The GPU channel submits the GPU

command to the scheduler which dispatches command for execution on one of the CUDA core.

2.5.4 Memory Management in Jetson TX2 using NVMAP

Nvidia provides “nvmap”: a memory management driver for its Jetson platform running L4T OS.
Nvmap coordinates with the existing Linux memory subsystem for virtual memory management
including cache management, MMU handling, etc. It also supports features, like GPU page
faulting and demand paging introduced in Nvidia's pascal-based GPUs (the one in Jetson TX2).
These features make GPU programming a lot easier by eliminating the need for a developer to

manage memory programmatically.

A GPU program typically starts by allocating memory in user-space virtual memory which is
mapped to kernel space virtual memory using the Linux mmap** system call. Users can use this
mapped memory to copy data buffer to the OS kernel efficiently. The driver also provides virtual
memory for each GPU channel to support multi-tasking, and address of this device virtual memory

is visible to user-space so that they can handle where to send data for computation.

10 MIMIO refers to memory mapped input/output (I0) operation which is used by OS drivers to access

hardware registers.

u Mmap is a POSIX compliant system call for mapping file or device to memory
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Chapter 3. Related Work

Recently, a lot of research has been focused on using SW mechanisms to improve the performance
of CPU or GPU accelerated tasks by improving memory efficiency of multi-core SoCs augmented
with hardware accelerators, like GPU. These SW mechanisms can be broadly divided into three

categories.

The first category is focused on cache aware partitioning technique [63] to reduce the impact of
interference from co-running CPU applications by providing performance isolation of caches. In
general, cache partitioning technique consists of following two steps. First, measurement of task
or CPU core performance in terms of Instruction Per Cycle (IPC): average number of CPU
instructions executed for each CPU clock cycle, or cache miss rate. Performance data is used to
determine the cache set quota that needs to be allotted for a given optimal performance.
Measurement is done via profiling [91] or monitoring [92]. Second, the optimal cache partition
determined in the first step is enforced via cache ways partitioning [93] or cache level quota
enforcement [94]. Cache Way partitioning works by allocating units of cache resource in terms of
cache ways. For instance, a 16 ways set-associative cache can be divided into four equal partitions
of 4-ways and allotted to each core of a quad-core CPU resulting in 25% bandwidth reservation
for each core. The above mechanism can be enforced by modifying the cache replacement policy
to make sure that a particular core or tasks (depends on partitioning granularity level) don’t exceed
the allotted quota. Similar to cache partitioning, DRAM partitioning technique [62] [95] works by

allocating exclusive access of DRAM bank to a particular core or task.

The second category is focused on arbitration mechanism for providing deterministic memory
access. For instance, Forsberg et al. presented GPUGuard [43], a memory arbitration mechanism
to provide deterministic memory access to CPUs and integrated GPUs. GPUGuard is based on the
PREM [44] execution model in which program execution is divided into compute and memory
phases. These phases are scheduled at different time intervals to avoid any memory interference
caused by the co-scheduled process. This approach requires an additional mechanism for global
scheduling of compute and memory phases resulting in significant overhead. This approach also

requires significant restructuring of existing application code.
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The third category is focused on using HW performance counters for coarse-grained control over
a task’s memory bandwidth consumption. For example, Yun et al. proposed a memory
performance isolation technique called MemGuard [45]. MemGuard is implemented as a Linux
kernel module (LKM). It works by monitoring the per-core memory usage calculated by using
HW performance counters. Once a CPU core exceeds its allotted memory bandwidth budget, an
interrupt is generated causing suspension of all tasks running on that core. The tasks remain

suspended until the interrupted core is allowed to use more memory bandwidth.

MemGuard incurred significant overhead due to coarse-grained control over task’s bandwidth
consumption. The overhead issue was addressed in BWLOCK [46] mechanism, an extension of
MemGuard technique, which provides user-assisted fine-grained control over memory bandwidth.
BWLOCK works by explicitly specifying a memory performance critical section in each
application by using a lock API. On encountering the locks, the non-real-time (NRT) tasks are
throttled based on pre-defined bandwidth allotted to them.

Even though MemGuard combined with BWLOCK reduces the overhead involved in bandwidth
control, their practical applicability is limited because it has been verified on a server grade
platform with Intel CPU and no integrated GPU. All the analysis was focused on the impact of co-
running non-real-time (NRT) CPU threads on the target real-time (RT) CPU threads.

This thesis aims to apply MemGuard to high performance embedded SoC with ARM cores and
integrated GPU, like Jetson TX2 and evaluates its impact on GPU accelerated bandwidth sensitive
micro-benchmark (discussed in Section 4.2 ) and Neural Network inference benchmarks

(discussed in Section 4.1 ).

3.1 MemGuard Overview

MemGuard is an OS kernel-level mechanism to isolate DRAM bandwidth available to a CPU core
on a multicore platform. It does so by simulating a system that is comprised of N smaller uni-core
subsystems, each core having its own dedicated memory subsystem. With the notion of the
dedicated memory subsystem, each core is guaranteed a portion of overall system bandwidth based

on user input.
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MemGuard achieves bandwidth isolation by monitoring the aggregated memory request made by
each CPU core. Memory requested by each core is counted by using the HW performance counter
“PERF_COUNT HW _CACHE MISSES” available through Linux perf event [67] interface.
Yun. et al. demonstrated that memory bandwidth can be guaranteed by ensuring that the aggregate

of memory requests from all core is less than the maximum achievable DRAM bandwidth.

v ! v v
B/wW B/wW B/wW B/wW
Regulator Regulator Regulator Regulator
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DRAM Controller Multicore Processor

DRAM

Figure 12. MemGuard Architecture (Image adapted from [45])

Figure 12 illustrates the original architecture of MemGuard. MemGuard consists of two main

components - Bandwidth Regulator and Reclaim manager.

Bandwidth*? regulator (labeled B/W Regulator in Figure 12) is responsible for monitoring system
wide and per core memory bandwidth usage. It makes sure that system-wide memory usage does
not exceed the DRAM bandwidth budget B; reserved for each core C; Budget B; is a system
dependent parameter, which can be set by the user based on empirical data collected beforehand
using a micro-benchmark discussed in [45]. Per-core bandwidth regulator is called at every
scheduler tick (1ms). It adjusts the memory budget for each core and registers a performance
counter (labeled PMC in Figure 12) based overflow interrupt handler called whenever a core C;
has exhausted its assigned memory budget. Interrupt handler de-queues all the running tasks from

run-queue of core C;. The de-queued task can be rescheduled during the next tick when fresh

12 Bandwidth refers to memory bandwidth, the rate at which data can be read from or stored into off-chip
memory (DRAM).



23

memory budget is assigned to the core C;. The overhead of programming PMC and de-queuing/en-

queuing task is around 0.2% (2 microsecond (overhead) / 1 millisecond (scheduler period)).

Reclaim manager is responsible for dynamically adjusting the memory budget of each core based
on a statistical method called Exponentially Weighted Moving Average. More discussion about

the reclaim manager can be found in the paper [45].

3.2 Other Related Work

Below is a quick survey of literature on improving DNN inference efficiency by using techniques,
like quantization, network pruning, and memory access acceleration. In this thesis, we explore the
option of augmenting these techniques to improve DNN inference efficiency in the presence of

memory intensive CPU applications.

¢ Quantization — a collection of techniques focused on using lower precision data formats,
like FP16 for data storage and computation on embedded platforms without having a

significant impact on DNN inference accuracy [15] [71] - [75].

e DNN network pruning — this technique is focused on removing redundant weights in the

network resulting in reduced memory footprint [15] [76] - [79].

e Memory access acceleration — a collection of hardware optimization technique focused on

the reduction of memory access time by bringing computation closer to the storage [41]
[42] [56].
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Chapter 4. Methodology

This thesis uses a micro-benchmark (WMB) based on Winograd kernel, two DNN based object
detection benchmarks: DetectNet [33] and YOLO [34], and a synthetic traffic generator (STG)

for evaluation of the proposed GPU aware memory isolation mechanism.

4.1 Benchmark Models

The two object detection benchmarks are representative of different memory access patterns and
resource requirements of real-world DNN application deployed on embedded platforms, which

makes them good candidates for demonstrating the wide applicability of proposed mechanism.

On the one hand, DetectNet is a small CNN model based on GoogleNet [37] and trained using
multiped-500 dataset [33] to detect only two object categories — pedestrian and luggage in an
image. It is compatible with Nvidia’s TensorRT inference acceleration engine (TensorRT) and
supports 16-bit precision for both computation and storage of network parameters. On the other
hand, YOLO is a more sophisticated CNN model based on a fully convolution network*® (FCN
[88]) and trained using the COCO object detection dataset [35] to detect more than 80 object
categories. It is not compatible with TensorRT and supports only 32-bit precision for computation
and storage of network parameters. Both DetectNet and YOLO supports Nvidia’s cuDNN library

and uses Winograd based kernel in the convolution layer.

Both DetectNet and YOLO benchmark model comes with demo application source code and pre-
trained weights available online at [52] and [102] respectively. In case of DetectNet, the demo
(detectnet-camera) application’s source code was modified to take video stream from a file as input
instead of the onboard camera installed on Jetson TX2. The modified version required installing
OpenCV version 3.0. OpenCV was configured as per instruction on [53] and built natively on

Jetson TX2". In case of YOLO, demo application (Darknet) works with a video file by default.

13 Fully convolutional network is a regular CNN with last fully connected layer replaced by another
convolutional layer capturing the global context of the scene in the image. For instance, FCN can also provide
a rough idea of the location of the objects in the image along with their labels.

14 Note that Nvidia provides pre-built opencv4tegra, but it is based on OpenCV 2.4 which doesn't work with

the gstreamer pipeline used in the modified detectnet-camera application.
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Darknet is compiled with OpenCV, GPU and cuDNN options enabled. The cuDNN option is
required to enable convolution using Winograd kernel instead of SGEMM kernel in the
convolution layer. Darknet provides a command line option to set the detection threshold value.
Threshold value allows the user to control which detected object is displayed based on their
confidence score (or probability). An object detected with a confidence score ¢=0.25 will be
displayed only if threshold value t <= 0.25. In this thesis, all the experiments were conducted with
a threshold value of 0.5.

4.1.1 Test Data

The DetectNet benchmark uses a video™ of passengers with their luggage at an airport terminal
(as shown in Figure 13) as test data for object detection. And YOLO uses a video capture® of

objects, like table, chair, utensil, etc. in a house (as shown in Figure 13) as test data for object

detection.

EE—

Figure 13. Reference input frame from test video file [96] [97]. DetectNet (Left) and YOO
(Right)

4.2 Micro-Benchmark

This thesis uses a synthetic micro-benchmark called WMB for detailed analysis of Winograd
kernel available in Nvidia’s cuDNN library. WMB is designed in such a way that it mimics the

behavior of compute-intensive and time-consuming DNN convolution layer and provides

15 The video resolution is 340x480 and consist of total 375 frames.

16 The video resolution is 340x480 and has 112 frames.
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performance isolation by avoiding any memory contention occurring due to child threads spawned
during execution of DNN benchmarks (discussed in Section 4.1 ). Child threads often perform
tasks, like input video decoding and video rendering using the HWA and therefore resulting in
additional memory pressure over the DRAM bus. WMB enables us to study the impact of DRAM

bandwidth contention on the performance of Winograd kernel.

The main loop of WMB program is shown in Algorithm 1.

Algorithm 1 Winograd Micro-benchmark (WMB)

1: procedure WMB (input; output, kernel, size, count) /*The convolution of
input and kernel */

2. r«0

3:  whiler <countdo

4 output «— WinogradConvolution(input, kernel, size)

5: r<r+1

6: end while

7 return output /* The convolved image is output */

8: end procedure

4.3 Traffic Generator

A synthetic traffic generator inspired by Bandwidth Bandit [17] [18] is created to quantitatively
analyze the performance degradation that maybe caused by shared DRAM contention in the

benchmarks discussed in Section 4.1 and 4.2.

4.3.1 Bandwidth Bandit

Bandwidth bandit [17] [18] is a profiling tool that works by executing the benchmark application
whose performance analysis is required and a Bandit application which steals memory bandwidth
from the benchmark application, simultaneously. The amount of bandwidth stolen can be varied
(by changing the number of instances of traffic generator) to analyze the correlation between
bandwidth and benchmark slow-down. The slowdown is measured in terms of IPC: average
number of instructions executed in a clock cycle. A graph is plotted for IPC as a function of its
available bandwidth. Figure 14 below shows the graph from the original paper [18], where the
author [18] has demonstrated the performance degradation of application milc running on Intel
Xeon E5520 core. The x-axis shows the Bandit bandwidth, the y-axis (left) shows milc’s
bandwidth and total bandwidth (milc + Bandit) and Y-axis (right) shows milc’s IPC. When the
Bandit does not steal any bandwidth, milc’s bandwidth is around 2.7 GB/s and IPC around 0.7.
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However, as the Bandit starts stealing the bandwidth, milc’s bandwidth and IPC starts decreasing

gradually. This means that the milc application is sensitive to the available memory bandwidth.

433.milc
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Figure 14. Bandwidth Bandit observation from original paper [18]

4.3.2 Traffic Generator Design

Eklov et al. demonstrated in [17] [18] that DRAM bandwidth consumed by a program is directly
proportional to the number of LLC misses generated by the same program. In other words, DRAM
contention can be created by having a program executing in a way that it triggers LLC misses.
Traffic generator is designed on the same concept. As shown in Algorithm 2, it uses an integer
array of size 16MB and iterates over the array in a loop. In each iteration, an index from the
successive cache line is read/written causing an LLC miss. Since ARM v§8 cores (Cortex A57 and
Denver) in Jetson TX2 supports out-of-order processing, multiple outstanding memory requests
can be generated in parallel. In fact, Denver 2 core in Jetson TX2 can handle up to 64 outstanding
reads and 30 outstanding write requests at a time [68]. Traffic generator exploits this feature and
results (in Figure 15) show that it can generate up to 11 GB/s bandwidth. The result is verified by
counting the number of LLC misses caused by the traffic generator. LLC misses are counted using

Linux perf tool compiled manually from source code on Jetson TX2 platform.
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Algorithm 2 Traffic Generator Main Loop

1: #define CACHE_LINE_SIZE 64
2: #define MEMORY_SIZE 16384 /*16MB*/
3: int mem_size = MEMORY_SIZE * 1024;
4: int *ptr = 0;
5: int loop()
6: {
7: register int i;
8: for(i=0;i < mem_size/sizeof(int); i+=(CACHE_LINE_SIZE/sizeof(int)))
9: {
10: ptr[i] = i;
11: }
12: data_written += mem_size;
13: return 1;
14:}
12 11.08 11.03
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Figure 15. Memory bandwidth consumed by traffic generator when running in isolation on each

core [1-5]
4.4 Metrics

This thesis uses following metrics for evaluation of proposed GPU aware memory isolation

mechanism.
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Execution time — This metric represents the total execution time of the GPU kernel as

reported by nvprof profiling tool.

RET — Execution Time of Reference Kernel o
~ Execution Time of Baseline Kernel

Frames per second (FPS) - This metric shows how well an object detection application is
performing in a given scenario. FPS is calculated in the main loop of object detection
pipeline by using below equation.

1 (8)
Time elapsed in seconds

FPS =

MegaPixels Per Second (MPS) - Like FPS, this metric is also used for evaluating the
performance of object detection application. It shows the number of megapixels of the
image that can be processed by object detection application in a second. MPS is calculated

using equation (9).

MPS = Image size in Megapixels 9)

Time elapsed in seconds

Instruction Per Cycle (IPC) - IPC refers to the number of instruction executed by GPU in
a clock cycle. It is a simple metric that helps evaluate the throughput of GPU achieved
while executing a kernel. For a fixed clock frequency, a higher IPC means GPU is
performing better. A drop in IPC value means GPU is under-performing due to some

resource constraint.

Average DRAM Throughput (ADT) - This metric is used to understand the throughput
performance of GPU kernels. Since Pascal GPU on Jetson TX2 platform does not provide
metric for LLC miss which is required for calculation, therefore, this thesis uses

performance events (listed in Table 1) recorded using nvprof tool to calculate the

throughput achieved by a GPU kernel. DRAM throughput is calculated using Eq. 10-12.
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e Stall Reason Memory (SRM) - This metric shows the percentage of time GPU streaming
multiprocessor (SMP) is stalled due to either memory throttling or due to the outstanding
memory request. This metric is the sum of two GPU metric stall memory_throttle and

stall memory_dependency collected using Nvidia profiler nvprof.

Table 1 GPU Performance Events

GPU Event Name Keyword Description
12 _subp0 write sector misses L2WMO Cache store miss
12 _subpl write sector misses L2WMI1 Cache store miss
12_subpO read sector misses L2RMO Cache load miss
12_subpl read sector misses L2RM1 Cache load miss

Aggregate clock cycles of all
elapsed cycles sm CYCLE streaming multiprocessor (SM)

when a single warp was active

h ot = Data Transferred (in GB) (10)
rougnput = Time elapsed
Cache miss = L2ZWMO + L2ZWM1 + L2ZRMO + L2RM1 (11)

Cacl/e miss * cache line size (12)

Data Transferred = 1024 * 1024 = 1024

CYCLE (13)
Number of SM

GPU Clock Frequency(in HZ)

Time Elapsed (s) =
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Chapter 5. Preliminary Investigation

Although research on the topic of faster convolution is active, it has been focused on high-end
systems used in desktops or datacenters. There isn't enough performance data available for faster
convolution algorithms, like Winograd executed on embedded systems which is the target platform
of this thesis. To fill this gap, we conducted a preliminary investigation of benchmarks and micro-

benchmark with the aim to answer the following questions:
e What is the impact of bandwidth contention on object detection benchmarks?
e What is the impact of bandwidth contention on Winograd kernel based micro-benchmark?

The analysis data also serve as a base line for further evaluation of the proposed GPU aware

bandwidth isolation mechanism.

5.1 Experiment Setup

The embedded platform used in the evaluation is Nvidia Jetson TX2 development board [38] [68].
The Jetson board is connected over LAN/WLAN to the Intel-based host machine running Ubuntu
16.04 which serves as a primary development machine. Jetson board is flashed with Nvidia Jetpack
SDK 3.0 which includes L4T: a Linux based OS for Nvidia's Tegra processor-based boards and
compatible driver packages. It also consists of all developer libraries required for Al and computer
vision-based application development. In this thesis, following libraries were required to be

installed — Nvidia Tensor RT, cuDNN, CUDA and Jetson Multimedia API.

Apart from other libraries, Nvidia visual profiler (nvvp) is installed on the host machine for
remotely profiling the benchmarks and other test programs running on target Jetson platform.
Nvvp provides insight into various low-level performance metrics which is collected from GPU

performance counters.

5.1.1 Power Mode Setting

Jetson TX2 supports multiple preset performance modes, like Max Q, Max P, and Max N through
a binary utility called “nvpmodel”. However, this utility was not used because it does not disable

the frequency regulators and this leads to inconsistent results over a period of time.
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Effect of frequency regulator on CUDA kernel execution time
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Figure 16. Effect of Frequency Regulator

Figure 16 shows the effect of frequency regulator on CUDA kernel (Winograd) execution time.
When frequency regulator is enabled, the runtime initially ranges above ~800 ms for the first few
iteration, then dropping to ~160 ms for next 400 iterations and finally dropping to ~90ms for
remaining iterations. This sharp change is due to the frequency regulator adjusting the clock speed
of CPU, GPU, and other power domains dynamically, based on task load. To avoid any
inconsistency in the results, all the experiments were run in maximum performance mode by
turning off the frequency regulators for CPU and GPU. The script used for setting performance
mode is listed in Appendix A.

5.2 Traffic Generator Data

Traffic generator is used to characterize the memory sensitivity of the benchmarks and micro-
benchmark discussed in Section 4.2 . To facilitate this characterization, we calculated the
maximum bandwidth that can be consumed while executing multiple instances of the traffic
generator, each instance running on a specific core. Since the benchmark and micro-benchmarks
used in this thesis are always pinned'” to CPU core0 of the Jetson TX2 platform, traffic generator

instance is executed only on the remaining CPU core [1-5], and corresponding bandwidth data is

1 Programs are pinned to a specific CPU core using the sched_setaffinity() Linux APl [90]
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calculated.

Figure 17 shows the bandwidth data generated. The x-axis shows the number of traffic generator

instances running on Jetson TX2 while the y-axis shows the bandwidth consumed in GB/s.

e corunl shows the bandwidth consumed by one instance of the traffic generator running
on corel

e corun2 shows the total bandwidth consumed by two instances of the traffic generator
running on corel and core2

e corun3 shows the total bandwidth consumed by three instances of the traffic generator
running on corel, core2, and core3

e corun4 shows the total bandwidth consumed by four instances of the traffic generator
running on corel, core2, core3, and core4

e corun5 shows the total bandwidth consumed by five instances of the traffic generator
running on corel, core2, core3, core4, and core5

We can notice that corunl consume maximum bandwidth of ~11 GB/s while corun2 consumes
maximum bandwidth of ~13.62 GB/s. We can also notice that bandwidth consumption has
plateaued around ~14.4 GB/s in case of corun3, corun4 and corun5 suggesting that the saturation
bandwidth limit has been reached. Saturation bandwidth is the maximum bandwidth that can be

consumed by running five instances of traffic generator.
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Figure 17 Aggregate memory bandwidth of traffic generator

5.3 Benchmark Analysis

Figure 18 and Figure 19 show the relative execution time (RET): the ratio of the execution time of

the target kernel to the execution time of the baseline kernel (the least time-consuming CUDA



34

kernel), of top 4 time-consuming CUDA kernels invoked during execution of DetectNet and

YOLO benchmarks. In case of DetectNet, trtwell scudnn_ 128x128 relu interior nn is the
baseline CUDA kernel, and add bias kernel is the baseline CUDA kernel in case of YOLO.
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Figure 18. DetectNet: Relative execution time comparison of Top 4 CUDA kernels
normalized to trtwell scudnn_128x128 relu_interior nn (baseline) kernel with different CPU

CO-runncers

Solo

Corunl

Corun2

Corun3

Corund

Corun5

B maxwell_scudnn_winograd_128x128
_ldgl_ldga_tile148n_nt
B generateWinogradTilesKernel

B normalize_kernel

add_bias_kernel (Baseline)

Figure 19. YOLO: Relative execution time comparison of Top 4 CUDA kernels
normalized to add bias kernel (baseline) kernel with different CPU co-runners

The x-axis label solo shows the RET when the benchmark is executed in isolation on core0. corunl

shows the RET when the benchmark is co-scheduled with a synthetic traffic generator (also

referred as co-runner in this document), described in Section 4.3.2 , running on corel. corun2

shows the RET when the benchmark is co-scheduled with two co-runners on corel and core2.

Similarly, corun3, corun4 and corun5 show the RET when the benchmark is co-scheduled with

three, four and five co-runners, executing on core [1-3], core [1-4], core [1-5] respectively.
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As shown in Figure 18 and Figure 19, Winograd based CUDA kernels':
trtwell _scudnn_winograd 128x128 Ildgl ldg4 mobile relu tilel148t nt (referred as K1 in rest of
the document) in DetectNet and maxwell scudnn_winograd 128x128 ldgl Ildg4 tilel48n nt
(referred as K2 in rest of the document) in YOLO are the most time-consuming kernels in all the
scenarios. K1 and K2 take up to 5x and 19x more time than the baseline kernel in DetectNet and
YOLO benchmark respectively. It can also be noticed that RET of K1 and K2 along with other
kernels varies with different CPU co-runners. For instance, RET of K1 increases from 2.5 in solo
to ~5 in corun3. Similarly, RET of K2 increases from 14 in solo to ~18 in corun4. The variation in
RET can be attributed to the degree of memory bandwidth contention caused by different co-

runners running on core [1-5].

5.3.1 Performance Degradation

Figure 18 and Figure 19 demonstrated that RET changes as we increase the number of memory
intensive co-runners causing memory bandwidth contention. However, it was not clear which
kernel was impacted most by the increase in memory bandwidth contention. Therefore, we plotted
another graph (Figure 20) to show the impact of memory intensive co-runners on the performance
of different CUDA kernels. Relative performance is the ratio of the execution time of the target
kernel when co-scheduled with co-runners (represented by label corun [1-5] on X-axis) to the
execution time of the target kernel when running in isolation (represented by label solo). It is clear
from Figure 20 that Winograd based CUDA kernels K1 and K2 are one of the most impacted
kernels. In case of DetectNet benchmark, K1 performance degrades by almost 60 % (compared to
baseline solo) when executed with five co-runners, while the next most impacted kernel slows
down by only 40%. Similarly, in case of YOLO benchmark, K2 performance degrades by 45%

approximately (compared to baseline solo) when co-scheduled with 5 CPU co-runners, next only

18 Winograd based CUDA kernels are provided by Nvidia’s cuDNN and TensorRT library.
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to generateWinogradTilesKernel kernel whose performance degrades by 50% approximately.
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Figure 20. Performance degradation of CUDA kernels due to CPU co-runners (normalized to
baseline solo)
DetectNet (A) and YOLO (B)

5.4 Micro-benchmark Analysis

During benchmark analysis, we found that Winograd based kernels are the most time-consuming
and the most impacted due to memory intensive co-runners. To analyze the memory sensitivity of
Winograd kernel, we ran a micro-benchmark (discussed in Section 4.2 ) with input images of

resolution 256p, 512p, 1024p and 2048p.
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Figure 21. Correlation between IPC and SRM for four different image resolution
- 256p, 512p, 1024p, 2048p (Average of 1000 iteration)

Figure 21 shows the performance (IPC) of Winograd kernel (based on 1000 iterations for each
experiment) for input image sizes ranging between 256p — 2048p and how it relates to GPU SRM:
stall reason memory (a GPU metric that shows the fraction of total instances when a GPU warp*®
was stalled due to memory throttling, or other memory dependencies). We can see that the IPC of
the Winograd kernel degrades and SRM increases with increasing input size, indicating a negative
correlation between IPC and SRM. In other words, the Winograd kernel is sensitive to memory
bandwidth. To further validate our hypothesis, we ran micro-benchmark along with co-runners for

each image resolution mentioned earlier.

Figure 22 shows the raw data collected using Bandwidth Bandit method. The graph shows
Winograd kernel’s IPC (the right y-axis), Throughput achieved in GB/s (the left y-axis) as a
function of bandwidth (in GB/s) stolen by co-runners for four different image resolution 256p-
2048p. Result for each image resolution is shown using the label in format IPC_#resolution and
KT #resolution. For example, IPC 256p and KT 256p shows Winograd kernel’s IPC and
throughput achieved in GB/s respectively for image resolution 256p.

YA GPU warp is the most basic unit of scheduling on Nvidia GPUs



38

When the co-runner does not consume any DRAM bandwidth, the throughput achieved by
Winograd kernel ranges between 5 GB/s to 6.9 GB/s, and baseline IPC varies between 1.62 to 1.67
for different image size. However, when co-runner (single instance running on corel) steals ~11
GB/s bandwidth, both IPC and throughput achieved by Winograd kernel drops sharply to ~1.56
and ~4.8 GB/s respectively, in case of image size 512p. The IPC and throughput achieved by
Winograd kernel continue to decrease as the memory bandwidth stolen by co-runner increases.

Similar observation can be made for other image sizes 256p, 1024p and 2048p.
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Based on above data, we can conclude that Winograd kernel is sensitive to off-chip DRAM
bandwidth. As the available DRAM bandwidth reduces due to DRAM contention caused by CPU
co-runners (synthetic traffic generator discussed in SectionChapter 1. 4.3 ), the IPC and throughput

achieved by Winograd kernel are reduced.
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Chapter 6. Design, Implementation and Verification of GPU
Aware Memory Bandwidth Isolation Method

The experiment described in Chapter 4 demonstrated that Winograd kernel running on GPU is
sensitive to off-chip DRAM bandwidth?® contention caused by interference of co-running CPU
applications even though they are running on different CPU cores. The main cause of bandwidth
contention can be attributed to the lack of dedicated DRAM memory for GPU in Jetson TX2
platform. In Jetson TX2, there is only one DRAM which is shared among multiple masters, like
CPU subsystem, GPU and other HWAs, like nvenc, nvdec, etc. All these masters contend for the
DRAM bandwidth which prevents GPU from utilizing maximum DRAM bandwidth available on
the platform, thus affecting the performance of DRAM bandwidth sensitive CUDA workload, in
our case Winograd kernel, executing on GPU. Since Winograd kernel has the most impact on
DetectNet and YOLO inference benchmarks, their overall performance is impacted due to the

Winograd kernel slowdown.

So, the DNN inference slowdown can be reduced, or in other words, the DNN inference efficiency
can be improved by reducing DRAM contention. One way to reduce DRAM contention is to isolate
memory bandwidth available to the DNN inference task. The memory isolation technique used in
this thesis is based on MemGuard [45] and BWLOCK [46] by Yun et al. MemGuard achieves
bandwidth isolation by monitoring aggregated memory request made by each CPU core. Memory
requested by each CPU core is counted by using HW performance counter
“PERF_COUNT HW_ CACHE MISSES” available through Linux perf event [67] interface.
BWLOCK extends MemGuard by providing a mechanism for regulating memory bandwidth from
a userspace application. The detailed architecture of MemGuard and BWLOCK is discussed in
Chapter 3.

6.1 Limitations of MemGuard and BWLOCK

Both MemGuard and BWLOCK suffer from few limitations. First, both mechanisms have been
implemented and verified for a server grade Intel-based multicore platform with no integrated

GPU. In other words, they have not been implemented keeping GPU workload in mind. Second,

20 The rate at which data can be read from or stored into DRAM (off-chip memory)
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BWLOCK suffers from system level slowdown caused by the userspace application level
bandwidth locking approach which incurs performance overhead due to communication between
userspace component and bandwidth regulator (MemGuard component). Third, BWLOCK
requires instrumentation of user application code. This thesis proposes a GPU aware memory

1solation mechanism to address the limitations.

6.2 GPU Aware Memory Isolation Mechanism

The proposed GPU aware memory isolation mechanism addresses the limitations discussed in
Section 6.1 issues by extending MemGuard and BWLOCK to embedded SoCs with integrated
GPUs, like Jetson TX2. Unlike BWLOCK, it uses OS kernel level locking mechanism to isolate
bandwidth for GPU tasks. As a result, there is no performance overhead caused by userspace
component, and all GPU tasks are automatically guaranteed memory bandwidth. Also, it doesn’t

require any modification in the user application code.

6.2.1 Design and Implementation

Figure 23 illustrates the architecture of proposed GPU aware memory isolation mechanism. The
proposed mechanism is based on MemGuard. However, it does not use the Reclaim manager

module. As shown in Figure 23, the proposed mechanism includes two main components:

1) Per-CPU** GPU aware memory bandwidth regulator (referred as MEMORY BW
REGULATOR in Figure 23) kernel module and

2) Modified nvgpu driver module with memory locks

Both modules are discussed in detail in Section 6.2.1.1 and 6.2.1.2 . PMU shown in Figure 23
refers to performance monitoring unit, a hardware module present in ARM-based cores (A57 and
Denver) responsible for monitoring hardware performance events, like cache miss events. PMU

was referred as PMC in the original paper [45].

The execution flow of GPU accelerated inference application with GPU aware memory isolation

mechanism shown in Figure 23 is summarized below.

21 . . .
Per-CPU means one instance of program or function running on each core
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When GPU accelerated inference application, like object detection is executed in userspace, it calls
the optimized CUDA kernels, from the cuDNN and TensorRT libraries, corresponding to DNN
layers, like convolution. The CUDA kernel, in turn, calls the CUDA runtime which interacts with
the OS kernel space components, like NVGPU driver, CUDA driver and NVMAP driver for
submitting the CUDA kernel to the GPU hardware. NVGPU driver informs per-cpu GPU aware
memory bandwidth regulator to throttle CPU cores, not executing the GPU accelerated task, so
that GPU encounters less memory contention. The GPU aware bandwidth regulator throttles the
CPU cores, with the help of PMU and CPU scheduler driver, by limiting the memory bandwidth

available to them.
6.2.1.1 GPU Aware Memory Bandwidth Regulator

GPU aware memory bandwidth regulator is based on MemGuard’s bandwidth regulator kernel
module. However, the core algorithm has been simplified for GPU. Algorithm 3 lists the
pseudocode of key methods used in the GPU aware bandwidth regulator module. Function

scheduler tick handler() is called at every scheduler tick to check for following two conditions:

1) If bandwidth lock is acquired (using bw_lock API discussed in Section 6.2.1.2 ) by a GPU
task (line 4)

2) If GPU is busy (using gpu busy() API discussed in Section 6.2.1.2 )) in executing a task
(line 12)
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Figure 23. GPU Aware Memory Isolation Mechanism Architecture

If either of the above two conditions is true, then a memory bandwidth budget bw_limit is assigned
to all the cores except the one assigned that is GPU task, which is assigned unlimited budget (line
7-15). Unlike MemGuard, where bw_[imit is calculated using statistical method EWMA, the
bandwidth budget bw limit is static and is user configurable using a sysfs node** called

param_bw_limit*®, exposed by bandwidth regulator kernel module.

Memory budget (in MB/s) is converted to cme_[limit (line 17), the number of cache miss events
(an estimate of memory bandwidth) that a CPU core can exhaust before it is being throttled.
Memory bandwidth budget consumed by any CPU core is converted to the number of cache miss

events by using equation 14.

2 Sysfs node is a pseudo file system which exposes kernel module’s configuration parameter to user space
(98]

2 param_bw_limit is available at /sys/kernel/debug/gpubwlock/ after loading bandwidth regulator kernel

module
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o Bandwidth (in MB per second) , ) (14)
cme_limit = - - * scheduler_tick_period
Cache_line_size

Once cme_limit is calculated, an overflow interrupt handler cme_interrupt handler is registered
using register interrupt_handler (Internally, it calls Linux kernel’s perf event interface API
“perf event create kernel counter” [67]) (line 17). On registering the interrupt handler, the Linux
perf_event interface starts monitoring a raw”* performance counter L/D CACHE_REFILL using
PMU (Performance monitoring unit is shown in Figure 23). PMU generates a cache miss event
overflow interrupt once cme_[limit is reached. On receiving the overflow interrupt, the overflow
interrupt handler cme_interrupt _handler is called where interrupting core is determined, and Linux
kernel scheduler is called to de-queue all tasks from interrupted CPU core’s running queue. The

de-queued tasks are rescheduled in next scheduler tick (line 22-24).

Algorithm 3 GPU Aware Memory Bandwidth Regulator

1: function scheduler_tick_handler

2: {

3: task = current_task;

4. lock_acquired = check _bandwidth_lock();

5: if (lock_acquired) then

6: {

7: if (task->bw_locked)

8: memory_budget = unlimited_budget;

9: else

10: memory_budget = bw_limit;

11: }

12: else if (gpu_status_busy())

13: memory_budget = bw_limit;

14: else

15: memory_budget = unlimited_budget;

16:

17: cme_limit = convert_budget_to_cme(memory_budget)
18: register_interrupt_handler(cme_interrupt_handler,cme_limit);
19:}

20:function cme_interrupt_handler()

21:{

24 . . e .
RAW performance counters are micro-architecture specific counters that can be read using raw event IDs
in the Linux perf_event interface.
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22: core = find_cpu_core();

23: task_list = dequeue_all_cpu_task(core);

24 schedule_task_for_next_scheduler_tick(task_list);
25:}

6.2.1.2 Memory Locks in NVGPU driver

GPU aware memory bandwidth regulator module discussed in the previous Section 6.2.1.1
depends on memory locks, a simple API which tells memory bandwidth regulator module to
trigger bandwidth throttling of CPU cores. Unlike BWLOCK, which reserves memory bandwidth
for CPU tasks, the proposed implementation uses bandwidth regulator for isolating memory
bandwidth for GPU accelerated tasks only. Therefore, it is crucial to introduce locks in the memory

critical section of CUDA kernel (compute unit of GPU accelerated application) execution pipeline.

The memory locks can be introduced in the CUDA kernel execution pipeline either at userspace
level or OS kernel level (in the GPU driver). The former approach would require inserting locks
in userspace application code just before the CUDA kernel execution launch. However, this would
incur additional communication overhead between userspace code and kernel space memory
bandwidth regulator module. Also, each GPU application must be instrumented in order to take
benefit of bandwidth regulator. GPU aware memory isolation mechanism avoids above issues by

introducing locks in the memory critical section of the GPU driver.

Figure 23 illustrates three high-level GPU operations (numbered as 1,2,3 in the Figure) performed
(at the driver level) during execution of CUDA kernel on GPU and Figure 24 lists the low-level
GPU driver function calls associated with each GPU operation. The low-level driver execution

flow can be summarized as below:

During the first operation, the GPU device is opened and configured using the
gk20a_ctrl dev ioctl and gk20a_ctrl dev open methods. These methods are called as soon as
GPU application is scheduled by the OS. During the second operation, GPU’s virtual memory is
initialized using the gk20a_as dev ioctl and gk20a_init vm methods, and appropriate data
structures, like GPU context, etc. are created in memory (DRAM). During the third operation, the
gk20a_channel_ioctl method is used to create and manage GPU channels and use these channels

to submit CUDA kernels launched from user-space application to the CUDA cores.
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Based on above information, memory bandwidth regulator module can benefit from following two
kinds of event scenarios to decide when to throttle CPU cores — First event indicating memory
bandwidth regulator that GPU is busy (but not necessarily executing memory critical section)
during the first operation discussed before. This would provide coarse-grained control over
memory bandwidth. Second event indicating memory bandwidth regulator that GPU is executing
memory critical section i.e., CUDA kernel execution in the third operation discussed before. This

would provide more fine-grained control over memory bandwidth compared to the first event.

We created two sets of APIs gpu_busy/gpu_not _busy and bw_lock()/bw_unlock() for the two event
scenarios discussed above to indicate bandwidth regulator module when to throttle bandwidth limit
of CPU cores. First set of APIs, gpu busy /gpu_not _busy is called during first operation while the

second set of APIs, bw _lock / bw_unlock, is called during the third operation shown in Figure 24.

{ngOa_ctrI_dev_open() gk20a_channel_open_ioctl()

u_busy() { bw_lock()
: gpu_bousy gk20a_as_dev_ioctl() / gk20a_open_new_channel()
gk20a_init_vm() ~gk20a_channel_get() :
gk20a_ctrl_dev_release() gk20a_submit_channel_gpfifo()
{ - - = _gk20a_channel_put()

gpu_not_busy() bw_unlock() }

}
Figure 24 GPU driver function calls associated with GPU operation
6.2.1.3 Implementation Issue

While implementing GPU aware memory bandwidth regulator, it was found that hardware event
used in MemGuard [45] is mapped to L1 cache instead of L2 cache, which is the last level cache
in Jetson TX2, required for estimating DRAM bandwidth. Also, the alternative raw performance

event L2D CACHE REFILL? is currently not supported by Linux perf interface. Therefore, we

25 . .
Performance event reflecting L2 cache miss
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evaluated next available raw performance event LID CACHE REFILL?, supported by both
ARM Cortex A57 and Nvidia Denver core.

We designed a simple experiment with the assumption that no hardware performance optimization
techniques, like cache pre-fetcher® is available on Cortex A57 and Denver core. In the light of
this assumption, traffic generator program, designed to generate DRAM traffic by causing L2

cache misses should cause the same number of L1 data cache misses because cache line size is

same (64 bytes) for both L1 and L2 cache.

As part of the experiment, the number of L1ID CACHE REFILL events were counted for Cortex
AS57 and Denver cores while executing the traffic generator program discussed in 4.3 in a given
time period. The average bandwidth (Bg) of each core number was estimated from
L1D CACHE REFILL count using equation 15. Estimated average bandwidth (Bg) was
compared against the average memory bandwidth (Br) reported by traffic generator. Table 2
reports data captured during the experiment. The first column shows the CPU core on which
experiment was done. The second column shows the bandwidth reported (Br) by traffic generator
based on total data written in given time (10s in this case). The third column shows the number of
L1D cache miss reported by Linux perf tool. The fourth column shows the average bandwidth
estimated (Bg) based on L1D cache miss using equation 15. The fifth column shows the estimation
accuracy calculated using equation 15.
L1DCacheMiss * L1 Cache Line Size (15)

1024 x 1024
TimelnSecond

Bandwidth (MB/s) =

where L1 cache line size, in this case, is 64 and TimelnSecond is 10. As we can see in Table 2,
estimation accuracy for all A57 cores is almost 100%, while estimation accuracy in case of Denver
core is ~87% and ~93%. L1D cache miss based bandwidth estimation method underestimates the
actual bandwidth reported by traffic generator in case of Denver core. One of the plausible reasons

for the bandwidth underestimation could be hardware performance optimization mechanisms, like

26 . .
Performance event reflecting L1 cache miss

275 cache prefetcher is a hardware technique for improving the performance of a system by prefetching
cache lines
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cache prefetching on the Denver Core which is causing fewer L1 cache misses. This contends the

assumption made earlier that no such mechanism is available for the Denver Core.

Since bandwidth estimation was accurate up to 93% in Denver and 100% in ARM core, we decided
to go ahead and use L1D cache miss event (mapped to L1ID CACHE_REFILL performance event)
in our proposed GPU aware memory bandwidth regulator module.

Table 2. Comparison between bandwidth (Bg) reported by traffic generator and bandwidth estimated (Bg)
by using L1D cache misses reported by Linux perf tool (All data accurate to single decimal place)

Bandwidth (B Bandwidth estimated (B . .
CPU Core reported by tg‘al;i)ic Llll)v[(i:s?he using L1D cache mi(ss 0 l?:g:ﬁ:;‘:yn
generator (MB/s) (MB/s)
Corel (Denver) 11263.3 1617706056 9873.7 87.7%
Core2 (Denver) 11331.5 1725391784 10530.9 93%
Core3 (A57) 4000.7 657298199 4011.8 100.2%
Core4 (A57) 4012.0 659625351 4026.0 100.3%
Core5 (A57) 4000.7 656640215 4007.8 100%

6.2.1.4 Verification

For verification, we enabled GPU aware memory isolation mechanism on Jetson TX2 and ran
GPU accelerated micro-benchmark (discussed in 4.2 ) within infinite loop on core0 and executed
traffic generator (discussed in 4.3 ) in parallel, on the remaining core[ 1-5] one at a time. Figure 25
illustrates data reported during verification. The y-axis shows the data reported by the traffic
generator in megabytes per second (MB/s). The x-axis shows the CPU core on which the traffic
generator was executed. Label “NO_BW_LIMIT” reports data when GPU aware memory isolation
mechanism was disabled and no micro-benchmark was running on core0. Label
“BW_LIMIT 3000” and “BW_LIMIT 1000 reports data when GPU aware memory isolation
mechanism was enabled, and bandwidth limit was set to 3000 MB/s and 1000 MB/s respectively.
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Figure 25 Memory bandwidth reported by the traffic generator
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Chapter 7. Evaluation and Results

This chapter investigates the performance impact of GPU aware bandwidth isolation mechanism

on various benchmarks (discussed in Section 4.1 4.2 ).

7.1 Experiment Setup

The environment setup used here is same as the setup described in Section 5.1 . The only difference
is that Linux kernel running on Jetson platform is patched with modified NVGPU driver. The steps
used for patching Linux kernel source, cross-compiling patched Linux kernel on the host machine
and flashing the patched kernel on Jetson TX2 can be found at [81]. Once the modified kernel is
up and running on Jetson TX2, GPU aware bandwidth regulator kernel module is loaded from
userspace using Linux insmod?® command. Once loaded, the kernel module exposes the kernel

module configuration parameter param_bw_limit via a sysfs node to the userspace.

7.2 Effect of Memory (DRAM) Bandwidth Limit

The objective of this experiment is to quantitatively analyze the impact of throttling CPU cores
(not running GPU tasks) by varying the memory bandwidth budget (also referred as budget)
assigned to each core on the performance of proposed GPU aware memory bandwidth isolation
mechanism. The performance will be measured in terms of improvement in benchmark

performance after bandwidth isolation mechanism is applied.

Figure 26 reports the performance improvement experienced by micro-benchmark (discussed in
Section 4.2 ) when GPU aware memory isolation mechanism is enabled. Data are reported for

following test-cases —
1) Solo — micro-benchmark is run in isolation

2) Corun [1-5]) — micro-benchmark is run with 1-5 CPU co-runners (traffic generator

discussed in Section 4.3 )

28 . . . . .
insmod is a Linux utility for loading kernel modules from userspace
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Results for image resolution 256p, 512p is shown in graph A, while results for image resolution
1024p and 2048p is shown in graph B. The result of each test case and image resolution is labeled
using “#test-case #image resolution” format. For instance, Solo _256p reports result for Solo test
case and image resolution 256p. The y-axis shows IPC speedup, change in IPC when micro-
benchmark is run with memory isolation mechanism enabled with respect to IPC when micro-
benchmark is run with memory isolation mechanism disabled, of the Winograd kernel. The x-axis
shows memory bandwidth limit assigned to CPU cores running co-runners (i.e., core[1-5]) in
MB/s. Label inf on the extreme right of the x-axis represents baseline performance when the IPC
is measured with memory isolation mechanism disabled; hence it is always 0 (no speedup). Label
10 shows the IPC speedup when memory bandwidth limit is set to 10 MB/s. Similarly, labels 100,
512, 1000, 10000, 28000 and 56000 shows the IPC speedup when bandwidth limit is set to 100,
512, 1000, 10000, 28000, 56000 MB/s respectively.

Following observations can be made based on data reported in Figure 26. First, the bandwidth
isolation mechanism performs best when bandwidth limit is set to 100MB/s. The performance
improvement can be seen ranging up to 13.5% in case of corun5 for image size 256p and bandwidth
limit set to 100MB/s. Similar performance improvement can be seen when bandwidth limit is set
to 10 MB/s in all test cases except for corun5 when improvement is ~7%, 5%, 9% and 3%for image
size 256p-2048p respectively which is less compared to performance improvement noticed when
bandwidth limit is set to 100MB/s. As the bandwidth limit is increased above 100MB/s, the
performance improvement seen earlier starts diminishing. This performance degradation is due to
increase in memory contention caused by increasing the bandwidth limit of the CPU cores
executing CPU co-runners. For instance, when the bandwidth limit is set to 100MB/s, the
approximate aggregate memory bandwidth generated by in test-case corun5 (running five co-
runners) is 500 MB/s. However, when the bandwidth limit is increased from 100 MB/s to 512
MB/s and 1000MB/s, the aggregate bandwidth stolen in case of corun5 increases to 2560MB/s
(2.5GB/s) and 5000 MB/s (5 GB/s) respectively, causing significant memory contention, therefore,
reducing the performance of bandwidth isolation mechanism when compared to bandwidth limit
of 100MB/s. As we increase the memory bandwidth limit from 1000 MB/s to 10000MB/s, the
performance improvement due to bandwidth isolation mechanism is almost reduced to zero. This
is because the aggregated bandwidth stolen in case of corun5 reaches to the maximum possible

value of ~14.45GB/s (based on data reported in Figure 15).
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Figure 26. Effect of varying memory bandwidth limit on performance (Speedup) of Winograd
kernel based micro-benchmark.
The performance is normalized to IPC measured while bandwidth isolation mechanism is
disabled. Top graph (A) shows the results for input image resolution 256p and 512p. Bottom
graph (B) shows the results for input image resolution 1024p and 2048p.
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Figure 27. Average IPC (left Y-axis) and Variance (right Y-axis) as a function of memory
bandwidth limit

To further validate our observation, that bandwidth isolation mechanism performs best when
bandwidth limit is set to 100MB/S, we analyzed the average IPC (mean of IPC achieved during
solo, corunl, corun2, corun3, corun4 and corun5), and variance of IPC (same as statistical
variance) for each bandwidth limit. Low variance signifies that there is low variation in
performance when micro-benchmark is run either in isolation or it is co-scheduled with other co-
runners (corun [1-5]). Similarly, high variance means there is higher variation in the performance
when micro-benchmark is run in isolation, or it is co-scheduled with other co-runners (corun [1-

5]). Average IPC signifies overall performance of micro-benchmark in various scenarios.

Figure 27 illustrates the average IPC (shown on the left y-axis) and variance (shown on the right
Y-axis) for image resolutions 256p-2048p. The X-axis labels are same as Figure 26. IPC and
variance for different image resolutions are labeled using format “IPC_ #resolution” and
“Variance #resolution”. For instance, IPC_256p shows average IPC for image resolution 256p.
Similarly, Variance 256p shows variance for image resolution 256p. We can notice in Figure 27
that average IPC is maximum when bandwidth limit is set to 100MB/S for all image sizes 256p-

2048p. We can also notice that variance is always very small; therefore changes in variance with
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respect to bandwidth limit are insignificant. Based on average IPC and IPC speedup, we can

conclude that I00MB/s is the optimal bandwidth limit for the micro-benchmark.

Like Figure 26, Figure 28 reports the impact of varying bandwidth limit on the performance of
bandwidth isolation mechanism in case of DetectNet and YOLO benchmarks. The y-axis shows
the performance (MPS: megapixels of image processed by benchmark in a second, discussed in
more detail in 4.4 ) speedup, the change in performance (MPS) when bandwidth isolation
mechanism is enabled with respect to performance when bandwidth isolation mechanism is
disabled. The x-axis labels are same as Figure 26 which shows the bandwidth limit applied to CPU
cores executing a non-GPU task. Label inf on the extreme right of the x-axis shows the baseline
performance when MPS is measured with the memory isolation mechanism is disabled; hence it

is always 0 (no speedup).

The following observation can be made based on data reported in Figure 28. First, the bandwidth
isolation mechanism performs best when bandwidth limit is set to I00MB/s in case of DetectNet
and 512MB/s in case of YOLO. The performance is improved by approximately 45% in case of
YOLO. While in case of DetectNet, performance is improved by 86% in case of Corun5.

The second observation that can be made from Figure 28 is that the bandwidth isolation mechanism
is effective when memory bandwidth limit is in the range 512-1000MB/s for YOLO and 100-
1000MB/s for DetectNet.

A third observation we can make from Figure 28 is that the performance of both DetectNet and
Yolo benchmark reduces by approximately 70% and 90% respectively when memory bandwidth
limit is set to 10MB/s. This significant performance degradation can be explained by the fact that
a portion of the DNN inference pipeline in the benchmark application, like fetching and rendering
video frames, still runs on the CPU. When the bandwidth limit is set 10MB/s, the aggregate
bandwidth available to all CPU cores combined is 60MB/s. Out of this, CPU co-runners executing
on core [1-5] consumes SOMB/s. The remaining 10MB/s is the actual bandwidth available to CPU
portion of benchmark applications, like fetching, rendering, etc. which may be too low, hence

causing the slowdown of the CPU portion of the benchmark.
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Figure 28. Effect of varying memory bandwidth limit on the performance (speedup) of YOLO
(A) and DetectNet (B) benchmark.
The performance is normalized to MPS measured while bandwidth isolation mechanism is
disabled.

Since, metric MPS reflects the performance of complete DNN inference pipeline, which includes
both GPU accelerated detection task and non-GPU accelerated tasks running on CPU, the

slowdown in CPU portion of DNN inference pipeline reduces the overall performance of



56

benchmark application. To further investigate the slowdown, we analyzed and compared the
execution time of individual GPU accelerated kernels with the baseline kernel execution time and
found that there is no significant slowdown. Thus, we can say that slowdown is not caused by the
GPU accelerated portion of the benchmark application. However, more investigation would be
required to validate our hypothesis that performance slowdown of benchmark application is caused

by CPU portion of the DNN inference pipeline.

Like micro-benchmark, we analyzed the average performance (MPS) and variance to validate our
observation that optimal bandwidth limit for bandwidth isolation mechanism in case of YOLO and
DetectNet benchmark is 512MB/S and 100MB/S respectively. Based on data reported in Figure

29, we can make following observation.

First, in case of YOLO, changing bandwidth limit does not affect the variance much. However,
the average MPS varies significantly with a maximum of ~0.9 MPS when bandwidth limit is set
to 512MB/s. In case of DetectNet, the variance is minimum, and average MPS is maximum when

bandwidth limit is set to 100MB/s.

The second observation we can make from Figure 29 is that variance in case of DetectNet is much
higher, almost factor of 10 when compared to YOLO. Some of the larger variances can be
attributed to the fact that MPS of DetectNet is ~3x compared to YOLO, so one could reasonably
expect the variance to be 3x higher. Another possible reason of high variance could be Nvidia’s
TensorRT inference optimization engine used in DetectNet, which essentially performs graph
optimization to make efficient use of available resources, like GPU compute resource and system’s
memory bandwidth, etc. It is possible that this graph optimization is introducing high variance in

the inference task.

Based on average performance (MPS), variance and slowdown we can conclude that optimal

bandwidth limit in case of Detectnet and YOLO is 100MB/s and 512MB/s respectively.
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7.3 Timing Analysis of GPU Aware Memory Isolation Mechanism
using Micro-Benchmark

As DNN inference performance on embedded system is improving, there has been growing interest
in applying it to real-time systems. However, DNN inference is often characterized by
unpredictable performance, making it unsuitable to the performance guarantees (in terms of
reliability and predictability) of real-time systems. Performance of real-time system is evaluated
using timing analysis [99] [100] [101] in terms of WCET; the longest execution time observed
when a program is run on target hardware, average execution time (same as statistical mean),
variance and range (same as statistical variance and range). WCET helps in determining the upper
bound of tasks’ execution time [99] on a real-time system. Similarly, variance and range are found

useful in understanding the reliability by determining the variance in the system [101].

In this experiment, we measure the impact of GPU aware memory isolation mechanism using
timing analysis of micro-benchmark (discussed in Section 4.2 ) when running in isolation. We
collect data for 100,000 iterations for two cases — 1) when memory isolation mechanism is disabled
and 2) when memory isolation mechanism is enabled with memory bandwidth limit (of CPU cores

not running GPU task) is set to optimal value, i.e., [00MB/s.

Figure 30 illustrates the result of this experiment. The x-axis shows sample number, and the y-axis
shows execution time in microseconds recorded for each sample. We can notice that the average
execution time (shown in the top right of the Figure) of Winograd kernel (used in micro-
benchmark) does not change much when memory isolation mechanism is enabled. However, we
can notice the reduction in spikes which shows the WCET of Winograd kernel. WCET of
Winograd kernel when memory isolation mechanism is disabled (referred as WCETp in Figure
30) is around ~1775 microsecond whereas WCET when memory isolation mechanism is enabled
(referred as WCETg in  Figure 30) reduces by ~20% to ~1410 microsecond. Not only this, the
variance and range (of execution time) in the case when memory isolation mechanism is disabled

is around 7x and 4x respectively when compared to the case when memory isolation mechanism

1s disabled.

Above data indicates that GPU aware memory isolation mechanism can improve the predictability

of real-time systems running GPU accelerated inference tasks by reducing WCET and variance.
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Figure 30. Effect of memory isolation mechanism on worst-case performance of Winograd
kernel

(used in micro-benchmark)

7.4 Other Experiments

In another experiment, we measured the impact of including L1D cache miss events caused by
Linux kernel (by default it is excluded by the Linux perf interface) on the performance of GPU
aware memory isolation mechanism and found that it has almost no impact on the proposed

mechanism. Detailed results of this experiment can be found in Appendix B.
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Chapter 8. Conclusion

8.1 Summary

In this master thesis, we investigated the performance of DNN inference task running on ARM-
based Jetson TX2 embedded platform with integrated Nvidia Pascal GPU. Our experiments
demonstrated that memory intensive tasks running on CPU cores can significantly slow down the
DNN inference task. In our experiment, DetectNet inference benchmark experienced a
performance slowdown (reduction in inference speed) by 45%, while YOLO inference
benchmark’s performance was reduced by 55% in the presence of five CPU applications running

on remaining cores.

We designed a micro-benchmark using the most time-consuming CUDA kernel "Winograd
convolution" observed during YOLO and DetectNet inference performance analysis, to further
analyze the impact of running memory intensive CPU task on CUDA kernel execution. Using this
micro-benchmark, we successfully demonstrated that the IPC: average number of GPU
instructions executed per GPU clock cycle, of the Winograd based kernel reduces with increase in
memory bandwidth consumption from CPU co-runners indicating that the Winograd based

convolution kernel is sensitive to DRAM (memory) bandwidth contention.

We implemented a GPU aware memory isolation mechanism (based on “MemGuard” [45], a
bandwidth isolation mechanism for the Intel-based platform) to reduce the impact of bandwidth
contention on DNN inference performance. The memory isolation mechanism uses a locking
mechanism in low-level GPU driver to trigger CPU core throttling and as a result, reduces DRAM
contention caused by CPU applications. Using this memory isolation mechanism, we improved
the performance (IPC) of the micro-benchmark by 13.5% in case of five co-running CPU
applications, bringing the performance on par with baseline (when micro-benchmark is run in
isolation). Similarly, the performance of YOLO and DetectNet benchmark was improved by 41%
and 86% respectively. However, we also identified a limitation in the proposed approach. It omits
the bandwidth requirement of the CPU portion of the DNN inference pipeline, which negates the
performance improvement of GPU accelerated stages in some cases, thus reducing the overall
DNN inference benchmark performance. Therefore, enough memory bandwidth needs to be

allocated to the CPUs to support the computational requirement of the CPU portion of the DNN
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inference pipeline.

8.2 Future Work

As for future work, we plan to focus on improving GPU aware memory isolation algorithm using
following. First, we will extend current mechanism by incorporating a statistical approach to
estimate the GPU load and corresponding bandwidth requirement in real-time by continuously
monitoring the GPU hardware performance counter. The statistical approach will allow to
dynamically set the memory bandwidth limit based on real-time bandwidth requirement. Second,
we plan to add the capability of estimating memory bandwidth requirement of CPU portion of the
DNN inference application and adjust the bandwidth limit accordingly to improve overall
application performance. Finally, we plan to validate GPU aware memory isolation mechanism on

other embedded platforms with integrated GPU.
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APPENDIX A.

SCRIPT USED FOR SETTING FREQUENCY REGULATOR ON
JETSON TX2

#!/bin/bash
if [[ $(id -u) -ne © ]]; then
echo "must be root"
exit 1
fi
echo userspace >
/sys/devices/17000000.gpl0Ob/devfreq/17000000.gplOb/governor
cat /sys/devices/17000000.gplob/devfreq/17000000.gploOb/max_freq >
/sys/devices/17000000.gpl0Ob/devfreq/17000000.gplOb/userspace/set_freq
echo @ > /sys/module/qos/parameters/enable
echo @ > /sys/kernel/debug/tegra cpufreq/M_CLUSTER/cc3/enable
echo @ > /sys/kernel/debug/tegra cpufreq/B_CLUSTER/cc3/enable
echo 2000 > /sys/kernel/debug/tegra_cpufreq/freq_compute_delay
echo "userspace" | tee
/sys/devices/system/cpu/cpu*/cpufreq/scaling governor > /dev/null
cat /sys/devices/system/cpu/cpud/cpufreq/scaling max_freq >
/sys/devices/system/cpu/cpu@/cpufreq/scaling setspeed
cat /sys/devices/system/cpu/cpul/cpufreq/scaling max_freq >
/sys/devices/system/cpu/cpul/cpufreq/scaling setspeed
cat /sys/devices/system/cpu/cpu2/cpufreq/scaling max_freq >
/sys/devices/system/cpu/cpu2/cpufreq/scaling setspeed
cat /sys/devices/system/cpu/cpu3/cpufreq/scaling max_freq >
/sys/devices/system/cpu/cpu3/cpufreq/scaling setspeed
cat /sys/devices/system/cpu/cpud/cpufreq/scaling max_freq >
/sys/devices/system/cpu/cpud/cpufreq/scaling setspeed
cat /sys/devices/system/cpu/cpu5/cpufreq/scaling max_freq >
/sys/devices/system/cpu/cpu5/cpufreq/scaling setspeed
cat /sys/kernel/debug/bpmp/debug/regulator/vdd _core/max_uv >
/sys/kernel/debug/bpmp/debug/regulator/vdd_core/override
cat /sys/kernel/debug/bpmp/debug/regulator/vdd_sram/max_uv >
/sys/kernel/debug/bpmp/debug/regulator/vdd_sram/override
cat /sys/kernel/debug/bpmp/debug/regulator/vdd_cpu/max_uv >
/sys/kernel/debug/bpmp/debug/regulator/vdd_cpu/override
cat /sys/kernel/debug/bpmp/debug/regulator/vdd_aon/max_uv >
/sys/kernel/debug/bpmp/debug/regulator/vdd_aon/override
cat /sys/kernel/debug/bpmp/debug/regulator/vdd_gpu/max_uv >
/sys/kernel/debug/bpmp/debug/regulator/vdd_gpu/override
if [[ -e /sys/kernel/debug/tegra cpufreq/auto_cc3 ]] ; then
echo @ > /sys/kernel/debug/tegra_ cpufreq/auto_cc3
fi



echo 1 | tee /sys/kernel/debug/bpmp/debug/clk/*/mrq_rate locked >
/dev/null

#GPU power/clock gating controls

echo @ | tee /sys/devices/gpu.0/aelpg enable > /dev/null

echo @ | tee /sys/devices/gpu.0/elpg enable > /dev/null
echo @ | tee /sys/devices/gpu.09/blcg enable > /dev/null
echo @ | tee /sys/devices/gpu.0/slcg enable > /dev/null
echo @ | tee /sys/devices/gpu.@/elcg enable > /dev/null
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APPENDIX B.

a) Effect of OS kernel memory access

Linux perf interface provides the option to include or exclude HW events caused by OS kernel.
By default, GPU aware bandwidth isolation mechanism excludes L1D cache miss event caused by
OS kernel memory access. In this experiment, we measure the effect of including L1D cache miss
event caused by OS kernel memory access on the performance of GPU aware Memory Bandwidth
Isolation Mechanism. The performance will be measured in terms of relative IPC normalized to
IPC recorded when minimum bandwidth is set to its optimal value (discussed on page) for

corresponding benchmark.

As per Figure 31, relative IPC lies in the range ~{0.997, 1.002}, ~{0.999, 1.005}, ~{0.9984,
0.9995} and ~{1.0002, 1.0008} for image 256p, 512p, 1024p and 2048p respectively. Similarly,
when minimum bandwidth is set to 5S12MB/S, the relative IPC lies in the range ~{0.985,1},
~{0.9995,1.0005}, ~{0.9982,0.9989} and ~{0.9993,1.0012}for image 256p, 512p, 1024p and
2048p respectively. We can notice that relative IPC change is minimal. We can conclude that effect

of kernel memory access is minimal on the performance of bandwidth isolation mechanism.

1024p 2048p

~=8==|INC_100 ==®=INC_512 ~=@==|NC_100 INC_512

Relative IPC

512p 256p

§
)

Figure 31. Effect of kernel memory access on the performance of bandwidth isolation
mechanism.
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INC 512 shows result when minimum bandwidth is set to 512MB/s. INC 100 shows results
when minimum bandwidth is set to 100MB/s.



