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Wireless video streaming has recently become an exciting topic of research in IoT, computer
vision, and security systems. However, for some of these applications, power consumption of
wireless video camera systems is a bottleneck. The issue can be addressed in two separate
sections: 1- optimizing the power for wireless data transfer; since the data size in video-related
applications is typically larger compared to other sensors, and 2- sensing power optimization,
wherein we aim to improve video resolution while keeping the power consumption of the
system low.

In the first part, we focus on communication and aim to design a reliable and power-
efficient wireless network of low-resolution wireless image sensors using backscatter commu-
nication technology. Also, we show that our network of low-resolution and solar-powered
cameras can be used in security applications and human occupancy detection systems in
buildings.

Once we show that our wireless network is power-efficient, we will improve the video
resolution. To enable low-power high-resolution video capturing, we use a dual-mode cam-
era system, which switches between low-resolution gray-scale and high-resolution color video
recording modes. We stream low-resolution image sensor data (gray-scale) with occasional
high-resolution reference frames to the basestation. Our machine learning model imple-

mented at the basestation generates high-resolution color frames from the low-resolution



video data based on the reference frames.
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Chapter 1

INTRODUCTION

Power-efficient video recording and streaming are major requirements in developing battery-
free IoT sensors, from wearable cameras to smart home monitoring systems and smart agri-
culture applications. To enable this, we must find a low-power and reliable commutation
technology for an energy-efficient wireless data transfer. As seen in Fig. 1.1, active radios
typically are too power-hungry to be supported by harvested ambient light energy (up to
a few mW). This becomes a bigger problem in video systems with huge data sizes. To ad-
dress this challenge, we propose to use backscatter communication for data transfer. In a
backscatter deployment, a transmitter generates the carrier, a sensor node synthesizes pack-
ets by reflecting the carrier, and a receiver demodulates the backscattered packets. Thus,

the sensor does not consume any energy to generate the RF signal for data transmission.

In the second chapter, we use a (112 x 112) analog image sensor to record gray-scale video.
In order to transfer the video data to the basestation, Pulse Width Modulation (PWM)
backscatter technology is used. Next, we show that our system can operate as a security
camera. Finally, this chapter shows analog sensors and PWM backscatter face multiple
issues, such as low-quality images, compared to digital sensors with similar resolution and
power consumption. They also suffer from low dynamic range. These issues will eventually

force us to switch to digital image sensors and Frequency Shift Keying (FSK) backscatter.

Next, we design and implement a digital camera system using FSK backscatter communi-
cation technology and perform several experiments to verify the range of the communication
system under different operating conditions. Adding a low-power downlink radio to the new
camera design enables a two-way link between the sensors and basestation. The basestation

can address each sensor in the network via a unique ID and receive data from them using
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Figure 1.1: Power consumption comparison for active radios (left), and image

sensors (right).

time division multiplexing. In contrast, the analog design does not have a down-link com-
munication connection; therefore, only one sensor can be used in the network. The fourth
chapter uses a digital system, explores the human occupancy detection application in more
detail, and verifies that our design can be deployed for multiple weeks in a building to detect
human presence.

Finally, in Chapter 5, we address the second challenge, improving the image resolution
while keeping power consumption low. As mentioned, throughout the first four chapters,
we focus on power optimization and reliability of the communication system and explore
applications for gray-scale low-resolution video cameras. However, color and higher image
resolutions are sometimes essential to satisfy a minimum set of requirements. Using a high-
resolution image sensor with the FSK backscatter design (developed in the previous sections)
faces two challenges: 1- as seen in Fig. 1.1, power consumption increases as the image size
improves, and 2- higher image resolution means more pixels, which results in larger data
sizes and ultimately higher communication energy consumption. This chapter shows that
a dual-camera image sensor can provide high-quality VGA (480p) images while consuming

2.1 mA of current.



Chapter 2

BATTERY-FREE WIRELESS ANALOG VIDEO STREAMING
CAMERA SYSTEM

2.1 Introduction

Battery-free wireless sensors have been actively researched for many years. Advancements in
this area have led to the development of battery-free low throughput/low-power sensors for
temperature, light and pressure [1,2] as well as high throughput/more power hungry sensors
such as cameras. Over the past few years, researchers have shown that we can harvest
sufficient power from ambient energy sources such as Wi-Fi and RFID readers to power
off-the-shelf low resolution cameras. While harvested power can capture still images, it is
insufficient for video streaming [3].

The critical obstacle preventing systems such as the WISPCam [3] from streaming live
video is the camera’s high power consumption. Conventional camera architectures consist
of an array of photo-diodes that sense the image, a high bandwidth and low-noise amplifier
(LNA) that amplifies the signal generated by the photo-diodes, and a high rate analog-to-
digital converter (ADC) that digitizes the amplifier output. For many digital video streaming
applications, a video compression module is also necessary to reduce required communication
bandwidth. Note that most camera power consumption results from the use of power hungry
components including the LNA, ADC and compression module [4,5].

More recently, researchers have redesigned the conventional camera architecture to re-
move power hungry components from the camera and delegate them to a wireless access
point (AP) in an asymmetric wireless communication setting such as backscatter [6]. In [6],
the raw analog voltage generated by the pixels is converted into a pulse width modulated

(PWM) signal and then fed into the backscatter module, avoiding the power hungry compo-



RF
Harvester

Backscatter
Communication

Power
Combiner

Controller

Figure 2.1: Battery-Free Wireless Video Streaming Architecture. We design a

battery-free video streaming camera that harvests both RF and solar power.

nents of a camera such as the ADC and amplifier. Although this design is very low power,
the prototype built in [6] does not operate based on harvested energy. Therefore, building
an end-to-end system that can harvest its energy from ambient sources and stream video to
a wireless AP remained an unsolved challenge.

Further, although the redesigned camera architecture reduces the power a conventional
camera consumes by a few orders of magnitude, existing off-the-shelf cameras [7] that best
match the proposed architecture still burn more power than is harvestable from an FCC-
compliant RF source at useful ranges. In reality, we can harvest micro-watt level power
from an FCC-compliant RF source at medium to far distances (a few feet to a few tens of
feet); however, aforementioned cameras burn a few mW. Bridging the gap between available
harvested power and required power would enable the design of security and monitoring
cameras that do not require wires, thereby significantly reducing infrastructure installation
and maintenance costs. A battery-free video streaming camera can also provide a monitoring
system for hard-to-reach areas and energy-constrained applications, such as Kilobots and
insect-scale robots [8,9].

This paper presents the first battery-free camera that streams live video to a wireless AP

and harvests all of its energy by aggregating ambient light and RF. Fig. 2.1 shows our system



Figure 2.2: Prototype for Our Battery-Free Video Streaming Camera with Dual
Power Harvester. The FPGA is located behind the solar cell.

architecture. We evaluated the video streaming camera in indoor and outdoor environments
under different lighting conditions. In outdoor scenarios on a sunny day, our camera can
stream 13 fps live video to the AP using a 2.2 ecmx0.7 cm solar cell. In indoor scenarios
under normal office lighting conditions (about 500 lux), our camera can stream at > 5 fps live
video at a distance of up to 10 ft, leveraging both RF and ambient light energy harvesting,
and 3 fps at a distance of up to 150 ft, mainly relying on light energy harvesting.

To show the feasibility of our video streaming camera for real applications (e.g., a surveil-
lance or monitoring camera), we build a battery-free camera that streams video to a nearby
AP. We set up our camera outside a building on a sunny day and record video frames
backscattered by the camera for eight hours. We show that our camera can backscatter
video frames at 1 to 9 fps during a day when light intensity remains between 300 and
3000 lux. We implement a prototype of our battery-free video streaming camera using a
112x112 image sensor controlled by an IGLOO nano FPGA, as shown in Fig. 2.2.

Our Contributions. Here, we list our main contributions:

e We develop the world’s first battery-free and wire-free live video streaming system.

e We design and evaluate a dual energy harvester that aggregates energy from both

ambient light and RF signals.

e We demonstrate a dual antenna architecture one used for energy harvesting and the



other for communication that increases wireless communication and RF power harvest-

ing range compared to a single antenna counterpart.
2.2 Related Work

Related work falls into two categories, backscatter communication and power harvesting,
which we now describe.

Backscatter communication. Previous research in backscatter [10-13] shows high data
rate backscatter communication using Wi-Fi, Bluetooth or TV broadcast signals. Some
research [14] designs a high data rate QAM backscatter modulator that works in the UHF
band. Other work [15,16] focuses on optimizing data flow operation from a sensor to a
backscatter communication module to reduce power consumption. These works use an ADC
to convert a sensor’s analog output to digital information that is transmitted using digital
backscatter. As noted in the last section, for high throughput sensors such as cameras, ADCs
are the primary power-consuming component of the system.

More recent research [17,18] is demonstrating that backscatter is a feasible vehicle for
wide-area, low-power communication. This work focuses on low data rate communication
optimized for Internet-of-Things applications, which can scale to hundreds of devices in wide-
area scenarios. However, it provides a throughput that is far too low for an application like
video streaming.

In this work, we leverage a technique called analog backscatter [19,20]. This technique
transmits raw analog signals generated by a sensor, here an image sensor, and hence does
not require key power consumers like an ADC. Furthermore, analog backscatter is viable for
high-throughput applications such as video streaming. We build on previous works [6, 21]
to design a battery-free video streaming camera that removes the power-hungry components
from the sensor node and delegates them to a plugged-in access point.

Power harvesting. In the RF power harvesting domain, some research [22,23] harvests
energy from ambient TV signals. Other work [24] presents a power harvesting system that

uses RF signals from Wi-Fi transmissions or prototypes a wireless sensing platform that



Matchi
Y Na _— Rectifier \V}
etwork V. Reg
HO0 N -— Ba2ss70 |,

I——
||I—(|nn

I
L

Figure 2.3: RF Harvesting Circuit.

harvests energy from TV broadcast signals and cellular base transceiver stations [25]. In [20],
researchers design a battery-free cellphone that harvests energy from either RF or ambient
light, but it does not combine both. Previous work on low-power camera design [3,26, 27|
builds battery-free wireless cameras that capture still images and backscatter the pixels to a
nearby RFID reader. These works, based on the WISP [28] platform, send a frame every ten
seconds when the camera is about one foot from the RF source and every tens of minutes at
longer distances.

Finally, researchers in [29] demonstrate a large form-factor low-resolution camera that
harvests energy from incident light and captures one frame per second. The image is sent
via cable to a computer. In contrast, our work shows a fully wireless, battery-free video
streaming camera that harvests energy by combining power from both an RF signal and

ambient light.

2.3 System Design and Implementation

Our battery-free camera contains five key components, as shown in Fig. 2.1: 1) an RF and
a solar power harvester, 2) a power combiner, 3) a controller, 4) an image sensor, and 5) a
backscatter communication system. The camera harvests energy from both the RF signal
and ambient light and combines the energy. The AP generates a single-tone RF signal, which
the camera uses for RF energy harvesting and backscattering the video frames. This section
explains each design component.

RF power harvester. As Fig. 2.3 shows, the RF harvester includes three key components:



1) a matching network, 2) a rectifier, and 3) a power harvester. The matching network
matches the antenna impedance to the conjugate of the rectifier impedance. We use a
single-stage high-frequency LC network with the values of L = 33 nH and C = 5.1 pF.
After this matching, the RF signal goes to a full-wave rectifier, which converts the RF signal
to DC voltage [24]. We use 33 pF capacitors and HSMS-285C diodes to implement the
rectifier.

Finally, the rectifier’'s output connects to a TT BQ25570 energy harvester. To provide
energy for the camera, this buck/boost charger IC operates in a forced duty-cycling mode
that corresponds to the input power. As shown in Fig. 2.4, the harvester accumulates energy
on a storage capacitor. When the voltage of the capacitor, V.. in Fig. 2.3, reaches a
programmable threshold (V},,:), the buck converter activates and supplies power from the
storage capacitor to the camera until the capacitor discharges to another programmable
threshold (V). Thus, the amount of stored energy during one cycle can be calculated
from equation (2.1)

_1 2 2
E_2CS<V _v

e = Vi) (2.1)

Considering the minimum voltage for camera operation and the voltage drop on the buck
converter, we set V,,;, > 3.4V. Capacitor leakage current increases as its voltage increases;
therefore, to preserve harvested power, we set V,,;, = 3.4V. We now have two knobs that
can change the amount of energy supplied to our battery-free video streaming camera in
each duty cycle, V.. and Cs.

The harvester begins from a cold start until V.. reaches 1.8 V', after which, the maxi-
mum power point tracking (MPPT) inside the IC begins to operate. The MPPT enhances
RF power harvesting efficiency by optimizing the IC input impedance. During the cold start,
the minimum rectified voltage from which the IC can still harvest energy is 600 mV. When
Vitore crosses 1.8 V', the MPPT activates and reduces the minimum required rectified voltage

to 100 mV.
Dual RF-Solar power harvester. As shown in Fig. 2.8, relying only on RF energy
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Figure 2.4: Power Harvesting Duty Cycle. The power harvester IC stores energy on
the capacitor. Once the voltage reaches V,,.., the harvester powers the camera until the

capacitor discharges to V.

harvesting from an FCC-compliant RF source forces the battery-free video streaming camera
to be located within 17 ft of the AP. In addition, the camera cannot produce frames at a rate
that exceeds 1 fps for distances beyond 9 ft, which limits the camera’s utility and potential
applications. As a result, RF power energy harvesting alone cannot unleash the potential
that battery-free video streaming can provide.

To solve this problem, we combine RF with solar energy harvesting. For the latter,
we use the same boost charger IC but without a rectifier since solar cell output is already
a DC voltage. In an outdoor environment, our dual power harvester mainly relying on
an unexposed-to-direct-sunlight solar cell with dimensions of 3.5 cmx4.2 ¢m can provide
enough power for continuous video streaming at 13 fps. In an indoor environment, a dual
power harvester provides sufficient power to achieve a frame rate that exceeds 5 fps at a
distance of up to 10 ft from the access point using both the RF power harvester and a solar
cell (9 ecmx7.9 cm). This harvester also maintains a steady frame rate (3 fps) at farther
distances, leveraging solar power harvesting in an indoor environment.

The key challenge to dual power harvesting is coordinating operation of two boost charger
ICs in order to store energy from two different sources. As shown in Fig. 2.5, both ICs connect
to the camera using an ADG774 analog multiplexer. The harvesters work independently.

Whenever any harvester stores enough energy, multiplexer selects that harvester to power the
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Figure 2.5: Dual Power Harvesting Architecture. A dual power harvesting circuit that

stores RF and solar power for our battery-free video streaming camera.

camera, giving the higher priority to the RF harvester. Thus, if both harvesters concurrently
have enough energy, the camera first gets powered by RF harvested energy; and once this
energy is consumed, the power source switches to harvested solar energy.

The BQ25570 IC activates a signal, named Vp, when the harvester accumulates enough
energy on the storage capacitor (Cg). We use Vog here for the address input of the mul-
tiplexer. We use a fast multiplexer alongside a small capacitor at the input of the camera
power supply to ensure negligible drops in camera supply voltage when switching between
two harvesters. This guarantees that the camera does not brown out when switching occurs.
Image sensor. We use a 112x112 resolution gray-scale random pixel access image sensor
from CentEye, which provides raw analog readout access to all the pixels. The image sensor
has two internal row and column registers, which let the user output the raw analog voltage
of a specific pixel. The analog voltage of this image sensor is a function of light intensity.
We use this image sensor functionality to design our analog backscatter communication.
Controller. We use IGLOO nano, AGLN250V2 FPGA to implement our controller state
machine. To capture video frames, the FPGA sweeps through the pixels by setting the row
and column registers’ value in a raster-scan (row-by-row and left to right) mode. To generate
the master clock for our battery-free camera state machine, we use an SiT802 oscillator. This

oscillator consumes only 180 W of power in active mode, however, there is a 70 ms latency
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between oscillator power-up and when it outputs a clock signal. During this start-up period,
FPGA operation is paused, and the image sensor remains in shut-down mode to save power.
To design this part of our control system, we analyze two approaches and pick the one that
lessens energy loss during oscillator start-up. We show the architectures for both approaches
in Fig. 2.6.

First approach. Our goal here is to decrease the oscillator’s start-up delay by never turning
it off, instead forcing the oscillator to enter a standby mode when no operation is required.
The SiT802 oscillator’s standby mode consumes 4 pW of power and becomes active 3 ms
after exiting from standby. In this approach, we supply power continuously to the oscillator
but keep it in standby mode until the storage capacitor has reached V., voltage. When the
harvester accumulates enough energy on the storage capacitor to power up the camera, it
outputs an enable signal (Vo ), which we use to enable the oscillator. As noted, switching
between active and standby mode takes 3 ms, and, once the oscillator starts working, the
FPGA initializes the image sensor. To do this, we must power: a voltage regulator to supply
a regulated voltage to the oscillator, an inverter gate to invert the polarity of (Vo) used to
control the oscillator’s operation mode, and the oscillator in standby mode. The regulator,
inverter and oscillator in standby mode consume 2.5 pW, 3.5 uW, and 4 uW, respectively.
The total energy consumed by these components when our system does not transmit any

video frames is shown in equation (2.2)
El = (Pregulator + Ijinverter + Posc) X Zfstb =10 x tstb ,UJ (22)

where tg, is the standby time.

Second approach. Here, to conserve energy during oscillator power up, we power the image
sensor after the oscillator’s 70 ms delay. To do this, we use a switch that is controlled by the
FPGA and gates the power to the image sensor. We use an ADG774 as the switch which
consumes 3.3 pW. During the 70 ms delay, the FPGA is paused because the clock signal
is not available; during this period, the FPGA consumes 240 pW. The oscillator’s power

is 180 uW in active mode. Equation (2.3) shows the energy consumption of this approach,
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Figure 2.6: Proposed Architectures. Alternative approaches for saving energy during

oscillator start up.

where Prpga is the FPGA’s power consumption when it is powered up with no clock source,

and tgeqy is the oscillator’s delay.

E2 = (Pswitch + PFPGA + Poscillator) X tdelay ~ 29.6 ,UJ (23)

Equating E; and E5 provides the boundary condition that suggests which approach is
more efficient in terms of energy loss. As a result, ty, = 2.96s (equivalently, frame rates
> (.34 fps) is the threshold below which first approach has a lower energy loss.
Backscatter communication. To transmit video frames to the access point, we use
backscatter communication. A naive solution would connect image sensor output directly
to an analog RF switch and use analog backscatter [19] to send video frames. However,
the problem here is that the low dynamic range of the pixel voltages maps to a very small
subset of radar cross-sections at the antenna. Assuming that both channel and receiver add
noise to the signal, we would receive a low Signal to Noise Ratio (SNR) at the AP, which
means that the communication range between the camera and the AP would be limited to

short distances. Solving this dynamic range problem could be done using an Automatic Gain
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Af
Figure 2.7: Pulse Width Modulation Backscatter Architecture.

Control (AGC). However, this typically involves a power-hungry linear amplifier. Another
approach could use a high-resolution ADC to convert the image sensor’s analog voltage to
a digital signal and send the video frames digitally, leveraging digital backscatter [3]. How-
ever, this alternative faces the same issues as the AGC approach and cannot meet our power
constrains.

We choose to solve this problem using Pulse Width Modulation (PWM) to send video
frames to the AP. This is equivalent to a single-bit ADC using PWM, whereby our analog
data translates to the timing information of the pulses. In other words, the duty cycle of
the pulses is defined by the analog voltage of raw pixel values. We design our PWM module
using a passive RC block and a comparator.

Fig. 2.7 shows our PWM design. One way to generate a PWM encoded signal uses
a triangular wave with a primary frequency of f as the reference and compares it to the
raw information-containing signal [6]. Comparator output is a PWM signal with a primary
frequency of f and a time-varying duty cycle proportional to the amplitude of the raw input
signal.

Here, we use the FPGA to generate a square wave with a primary frequency of f and
amplitude of A, which is then low-pass filtered to generate an approximated triangular wave.
We can adjust the triangular wave’s V., and V,,;, by tuning Ry, Ry, C and A according
to equations (2.4) and (2.5). During charging period, the capacitor’s voltage increases from

an initial V,,;, with time constant 7 = (R1||R2)C to the maximum voltage of V.. <
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Vir = ARy /(R1 + Rs). During discharge, the capacitor’s voltage decreases from the initial

Vinaz With the same time constant, 7.

‘/charging(t) = (VM - szn)(l - e%t) + len (24)

Vvdischarging (t) = ‘471(136‘97?15 (25)

Vma:c = VM(]- - 62}%) + szneﬁ (26)

Vinin = Vmameﬁ (27)

By setting ¢ = 1/2f, the triangular wave’s maximum and minimum voltage can be

calculated using equations (2.6) and (2.7). Viuae and Vi, should be set to ensure the image
sensor’s analog output falls within the V,,,, and V,,;, range. Finally, the triangular wave is
compared to the image sensor’s analog output. The comparator’s output is a PWM signal
whose duty-cycle is proportional to the analog voltage of the raw pixel. Equation (2.8) shows

the duty cycle corresponding to analog pixel value P.

VM - P % Vmax

PWM(P) =05+ f 7 In( ) (2.8)

A conventional challenge in backscatter-based communication systems is in-band inter-
ference caused by the transmitted single-tone RF signal. The receiver picks up this very
strong signal and, if it falls in the communication band, its phase noise can completely over-
whelm the received signal. To solve this problem, sub-carrier modulation is used to shift the
backscattered information frequency spectrum. In our system, we use an XOR gate to shift
the backscattered data frequency spectrum by Af. We input our PWM signal and a square
wave with the primary frequency of Af to an XOR gate and the output is an up-converted
version of the PWM signal. This technique addresses the self-interference problem, which
increases the signal-to-noise ratio (SNR) and thus the operating range of our backscatter

communication.
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Figure 2.8: RF Harvesting Evaluation. Frame rates of our video streaming camera at
different distances when it is powered only by the RF harvester. Note that we define the

frame rate as average number of frames over a short period of time (a few minutes).

Dual antenna architecture. Our system uses two antennas: one connected to the RF har-
vester to harvest RF energy, and the second connected to an RF switch to enable backscatter
communication. Previous design [3] uses a single antenna for both energy harvesting and
backscatter communication, and loading of the antenna switches between short and matched
impedance when backscattering. In our dual antenna design, loading of the backscatter an-
tenna switches between open and short impedance, which are farther apart on the Smith
Chart [30]. This results in a higher Delta Radar Cross-Section, improving the SNR and thus
communication range of our dual antenna approach relative to a single antenna implemen-

tation.
2.4 Evaluation and Application

We now evaluate multiple aspects of our battery-free video streaming camera. First, we
assess our RF and solar power harvesting circuits. Next, we characterize the performance
of our battery-free video streaming camera using our dual harvester design. We then show
the video quality of our video streaming camera. Finally, we evaluate our system in a real
application deployment.

RF harvesting evaluation. We deploy our video streaming device in a lab environment.

We use a USRP X300 software-defined radio connected to a power amplifier to generate a
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Figure 2.9: Time Domain Comparison of Video Frame Generation Using Different

Capacitor Sizes. A large capacitor produces bursts of frames, while a small one produces

single frames at shorter intervals.
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Figure 2.10: Solar Harvesting Evaluation. The frame rate of our video streaming camera
at different lighting conditions for three different solar cell sizes. We collect data for light

intensity of luz < 750 in an office building and the rest in outdoor environment.

single-tone RF signal. We set the power amplifier output to 30 dBm and connect it to a 6 dBi
patch antenna to comply with FCC regulations for the 900 MHz ISM band. We evaluate
our RF harvester for both single and dual antenna approaches.

For the single antenna approach, we use a 2 dBi whip antenna for both energy harvesting
and backscatter communication and tune the matching network to ensure the antenna is
matched to a 50 €2 load. We also evaluate RF energy harvesting in a dual antenna approach,
assigning one antenna for backscatter communication and the other for energy harvesting.

Fig. 2.8 shows the update rate of our battery-free video streaming camera at different
distances from the AP. This plot shows that as distance increases, frame rate decreases.

We also evaluate the RF harvester using a small or large storage capacitor. As shown in
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Fig. 2.8, using a large storage capacitor increases the frame rate in both cases. According to
equation (2.1) increasing capacitor size results in storing more energy and therefore sending
more video frames once the capacitor discharges. As a result, the controller must initialize the
image sensor only once. In contrast, using a small capacitor results in repeated image sensor
initialization for lower numbers of video frames. Thus, using a large capacitor increases the
frame rate slightly; however, a large capacitor produces bursts of frames, while a small one
produces single frames at shorter intervals. Fig. 2.9 shows the distribution of video frames
over time.

We can achieve up to 12 fps at close distances when we use two antennas; in contrast,
we achieve only 8 fps when we use the single antenna architecture. This is because during
backscatter communication in the single antenna approach, the load connected to the antenna
is modulated between a matched and short-circuit, causing reflection of some incident RF
power rather than full absorption. In other words, during backscatter, RF to DC efficiency
drops due to antenna load impedance modulation. However, at longer distances, the frame
rates of the dual and single antenna approaches converge because the frame rate is very low
and the battery-free camera spends a negligible period of time in backscatter mode.

Solar power harvesting. We next evaluate the performance of our video streaming camera
powered by the solar power harvester. In this experiment, we use a small capacitor. We
evaluate our system indoors and outdoors under different lighting conditions. Fig. 2.10 shows
the results for three different solar cells with dimensions of 2.2 ¢m x 3.5 em, 3.5 ecm x 4.2 c¢m,
and 7.9 cm x 9 em. In indoor scenarios, under normal office lightning conditions (luz = 500),
our camera transmits up to 3 fps video frames. However, in an outdoor environment with a
light intensity of lux > 4500 (not exposed to direct sunlight), our video camera backscatters
8 fps video using the solar cell with the smallest surface area.

Dual power harvesting. To evaluate our dual harvester video streaming camera, we use
a USRP X300 software-defined radio connected to a power amplifier to generate a 30 dBm
single-tone signal at 900 MHz into a 6 dBi antenna and to receive the backscattered video

frames from the camera. We use two 2 dBi whip antennas for RF harvesting and backscatter
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Figure 2.11: Dual Power Harvesting Evaluation. Video streaming camera operating
with a single or dual power harvesting source. Note that we show this plot up to 40 ft to
better represent our results at near distances. This result will persist up to 150 ft with the

same trend as we see after 20 ft.

communication. For the solar harvester, we use a halogen lamp to provide a light intensity
of 500 lux at the surface of the solar cell. We connect a 9 cm x 7.9 ¢m solar cell to our solar
power harvester and use separate small capacitors for each power harvester to ensure the
camera sends only one frame when the storage capacitor is charged to V4.

To perform this evaluation, we vary the distance between the camera and the AP and
measure the frame rate of our battery-free video streaming camera which is powered by the
dual power harvester. Fig. 2.11 shows the frame rate of the camera at different distances;
we also show the frame rate of the camera when it is powered by the solar harvester at fixed

500 lux and by the RF harvester. We learn the following from this plot:

e Up to a distance of 18 ft, where the RF power harvester stops working, we observe a
monotonically decreasing frame rate as the distance increases. After the distance of
18 ft, the frame rate becomes almost constant because the camera is being powered
only by the solar cell, which is independent of the distance from the AP. At very close
distances (less than 8 ft), the camera harvests a considerable amount of energy from

the RF source, bringing the frame rate up to about 13 fps at 2 ft.

e The frame rate of the dual harvester is greater than the sum of the frame rate of indi-
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Figure 2.12: Sample Video Frames. Video frames from our video streaming camera at

different PSNR values.

vidual harvesters because individual harvesters must initialize the image sensor every
time they power up the camera; thus, they use some of the stored energy for initial-
ization. In contrast, for the dual harvester, the time during which the RF harvester
provides energy can overlap with the time during which the solar harvester powers up
the camera. Therefore, the camera remains active and does not need to initialize the

image sensor. Instead, it uses initialization energy to send more video frames to the

AP.

Analog video quality. To evaluate the video quality of our backscatter communication
system, we power our video streaming camera with a battery. We use a USRP connected to
a power amplifier as the AP to transmit 30 dBm single-tone signal at 900 MHz into a 6 dBi
antenna and receive the backscattered video frames from the camera. We vary the distance
between the camera and AP and, at each distance, we send a 20 second video clip at a rate
of 13 fps. To collect the ground-truth video, we record the camera’s output with a National
Instrument USB-6361 DAQ. We use the PSNR metric to evaluate our received video quality
using PWM backscatter communication. We calculate PSNR using received video frames at
the AP and recorded data with the DAQ. As a rule of thumb, video frames with a PSNR

of 25 dB or higher are considered to be acceptable frame quality compared to the ground-
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Figure 2.13: Analog Video Quality. The quality of backscattered video frames over

distance using the PSNR metric.

Frame Rate
(fps)

8:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00
Time

Figure 2.14: Application Deployment. Video streaming frame rate achieved by our

battery-free video camera over the course of eight hours.

truth. We plot snapshots of video frames for a gray-scale ramp image in Fig. 2.12, which are
recorded with our video streaming camera along with corresponding PSNR values to show
the quality of our recorded video.

Fig. 2.13 shows PSNR at different distances in a room with low lighting conditions (lux =
100 — 200). In general, as distance increases, PSNR decreases as well. However, due to
multipath effects, at some locations the PSNR increases as distance increases. The average
PSNR of the received signal is greater than 22.5 dB at a distance of up to 150 feet from the
AP. Beyond this distance, the USRP cannot decode the frames reliably since the SNR, of
backscatterd video from the camera falls below the minimum required SNR at the receiver
input.

Application deployment. Wireless cameras are very popular for security applications and
smart home monitoring systems. However, existing wireless cameras must either be plugged

in or require frequent battery replacement/recharging. To demonstrate our battery-free



21

video camera’s applicability for surveillance and home monitoring applications, we deploy
our dual-harvester battery-free camera in an outdoor environment, connect a solar cell with
dimensions of 4.5 cmx2.2 cm to the solar harvester, and use a USRP X300 as the AP. We set
up our camera at the distance of 10 ft from the AP and record video frames from 8 AM to
4 PM during a sunny day where light intensity changes over time. Fig. 2.14 shows the frame
rate of our battery-free video streaming camera during this eight hours of operation. The
camera provides video at frame rates that vary between 1 fps and 9 fps depending on power
availability. We expect that the solar harvester provides power that varies at a lower rate
than the power provided by the RF harvester, because the AP is placed in a lab environment
with people moving around. Thus, jitters observed in the frame rate are caused by abrupt
changes in the RF power absorbed by the RF harvester.

Before 8 AM and after 4 PM, the amount of available solar energy is insufficient and the
camera is powered only by the RF harvester. In this case, since the distance between the
camera and the AP is 10 ft, our battery-free video streaming camera sends video frames to

the AP with the frame rate of 0.4 fps.
2.5 Conclusion

This paper presented the first battery-free video streaming camera with a dual power har-
vester that combines energy from both light and RF sources. By combining RF and light
power, we achieved a higher frame rate at short distances compared to an RF-only power
harvester. In addition, the use of solar power harvesting increased the operating range of
our battery-free video camera to the point where it was no longer limited by RF power
harvesting. We proposed a video streaming architecture with two separate antennas for
backscatter communication and RF power harvesting to increase the efficiency of our RF
power harvester and improve the range of backscatter communication. Finally, we deployed
our video streaming camera for a day-long experiment, showing its potential for surveillance

and monitoring applications.
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Chapter 3

MULTISCATTER: MULTISTATIC BACKSCATTER
NETWORKING FOR BATTERY-FREE SENSORS

3.1 Introduction

Recent advances in energy harvesting, physical sensors, wireless networks, data processing,
and machine intelligence picture a future where billions of everyday objects turn into smart,
connected devices that can sense their surroundings, communicate their data, and react to
human interactions and other environmental stimuli. This vision, however, has run into

practical limitations of wireless communication networks.

An ideal wireless technology for a battery-free or self-powered sensor network should
possess two essential qualifications: the sensor nodes should consume very little energy since
the harvested energy is scarce, and the infrastructure to communicate with the sensor nodes
should be low-cost to make widespread adaptation feasible. Current commercial wireless
technologies do not satisfy these two objectives simultaneously. While recent works have
demonstrated battery-free BLE [31,32], Sub-GHz [33], and LoRa [34] networks, these radios
may consume too much energy to support applications demanding update rates of multiple
packets per second [35]. On the other hand, passive RFID readers are expensive and suffer
from a short communication range, resulting in high infrastructure cost to cover a practical
setting with passive RFID readers [36]. In addition, RFID does not typically support the
use of arbitrary sensors such as cameras and microphones.

Recent bistatic backscatter systems [11,17,37,38] have shown promise to find a middle-
ground to this challenge by employing the backscatter technology to reduce the energy burden
of wireless communication, while leveraging the economies of scales and ubiquity of industry-

standard protocols such as WiFi, Bluetooth, ZigBee, and LoRa to reduce the cost of reader
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infrastructure. Bistatic backscatter systems still suffer from a shorter communication range
than conventional active radios, and a single receiver (RX)-transmitter (TX) pair is insuf-
ficient to cover a multi-bedroom or multi-floor house at practical data rates. The limited
coverage of backscatter systems complicates the user experience and limits their use cases.

To extend the coverage of a wireless network, the idea of using multiple base units is
suggested and implemented in cellular [39,40] and WiFi [41,42] networks for a long time.
However, high propagation loss, strong interference, frequency-dependant operation and non-
homogeneous base units complicates the deployment of a backscatter network with multiple
base units (see §3.2 for a primer on backscatter systems).

Furthermore, the battery-free sensor nodes have strict energy limitations, while the base
units have higher computational and energy resources. This imbalance requires the system
to push the network management tasks to the base units while keeping the sensor nodes as
simple as possible.

We notice that unlike a cellular base station that covers a circle around itself, the coverage
area of the bistatic backscatter system is almost entirely limited to the area between the TX
and RX units (see Fig. 3.2(a)). This difference means that we do not need another TX-RX
pair to double the coverage area of a bistatic backscatter system. We only need to add
a second TX unit and share one RX unit between the two TX units (or vice versa). We
extend this idea of sharing TX units and RX units among one another, to form a multistatic
network of many TX and RX units that covers more extensive areas, as shown in Fig. 3.1.
This solution still uses backscatter to communicate with the sensor nodes, which reduces the
energy harvesting barrier for a practical solution. Although this solution needs multiple base
units similar to an RFID solution, each TX or RX base unit is significantly cheaper than an

RFID reader.

3.1.1 MultiScatter

In this work, we present MultiScatter, the first multistatic backscatter network for battery-

free sensing, where a network of multiple RX and TX base units is employed to deliver
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Figure 3.1: We deploy multiple RX (red squares) and TX (blue squares) base
units and introduce several coordination techniques to extend the coverage of
low-cost backscatter networks and deliver seamless connectivity to battery-free
sensor nodes (green circles).

backscatter connectivity to many battery-free sensor nodes over a wide area. We extend
the idea of bistatic backscatter with a single RX-TX pair to multistatic backscatter with
multiple RX and TX base units, where any RX-TX pair can communicate with any sensor
node in its vicinity. We introduce a MAC layer for the multiscatter backscatter network
that performs two critical tasks: first, it selects the best RX-TX pair, carrier power, and
frequency in communicating with each sensor node to maximize the throughput, and second,
it handles the handover between base units as the sensor node moves inside the coverage area.
This seamless connectivity addresses one of the remaining challenges in using backscatter
systems and creates many new opportunities in smart homes and smart buildings by enabling
peripheral, wearable, and medical devices such as pill bottles [43] and insulin pens [44] to

use backscatter to transfer data to the cloud.

Summary of architecture

Fig. 3.1 shows the architecture of the system. The RX units manage the operation of the
TX units and sensor nodes. We make this design choice since, unlike the TX units, the RX

units have direct access to the backscatter channel state information.
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The RX units support three different wireless communication interfaces. They can receive
backscattered packets from the sensor nodes (dashed green line in Fig. 3.1). The RX units
can also actively send packets to the TX units; we call this the backchannel link (dashed
gray line). The RX units use the backchannel link to activate the best TX unit for each
sensor node and set TX parameters like carrier frequency and power. Finally, a backhaul
link (dashed red line) allows RX units to communicate with other RX units to share network
state information, including the sensor nodes’ connection states.

The TX units support two wireless interfaces: they receive active packets from the RX

units, and transmit the commands and carrier signal to the sensor nodes (dashed blue line).

Deployment design support tool

To handle the complex coverage scenarios of a multistatic backscatter system in indoor
environments, we develop a deployment planning tool to assist us in finding the optimum
placement of RX and TX base units. While using two different base unit types is a major
factor in lowering the cost of backscatter infrastructure, it complicates the deployment.
The backscatter coverage depends on several factors, including the carrier source power,
receiver sensitivity, and receiver blocker tolerance [45], and the objects and obstacles in
indoor environments further complicate the coverage of a multistatic backscatter system.
Our tool takes into account the backscatter range equations, attenuation through obstacles

in indoor environments, and possible base unit coordinates and suggests the best spots for

RX and TX units.

Improved Power-Coverage-Data rate trade off

Our system design provides high data rate and wide coverage area for sensor nodes that
are low-power enough to operate from harvested energy. The power reduction is achieved
by using backscatter communication. Previous work has demonstrated battery-free micro-
phones [20] and cameras [21,46,47]. However, these early results are not general: they relied

on special-purpose analog modulation schemes that were custom designed for the specific
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sensor data. This work presents a general-purpose sensor node platform that can backscat-
ter arbitrary digital sensor data as 802.15.4g-compliant packets. The demonstrated sensors
include cameras and microphones, as well as sensors for temperature, humidity, and illumi-
nance. Our sensor nodes are equipped with an ultra low power radio to wake them from
sleep mode and receive commands. The sensor nodes can operate entirely on the energy
harvested from a 2in? solar cell under indoor light intensity levels.

Previous long-range backscatter deployments such as [17,18,38,48] used a single TX-RX
pair and extended the communication range by using very sensitive, low data rate protocols.
However, this technique is not scalable. The coverage area of one base unit has an upper
limit, and one would need more than one base unit to extend the coverage beyond that.
In this work, we provide wide area backscatter deployment coverage using a larger number
of multi-statically defined small cells, which allows us to maintain higher data rates for the

battery-free sensor nodes.

3.1.2 Contributions

Our main contributions are summarized below:

e We present the first multistatic backscatter network for battery-free sensing. Our system
relies on three different wireless links and uses several coordination techniques between the
base units to deliver a high throughput seamless connectivity over a wide area to battery-free
backscatter sensor nodes. Our MAC layer implementation selects the best RX-TX pair in
communicating with each sensor node to maximize the throughput and handles the handover

between base units as the sensor node moves inside the coverage area.

e We develop a deployment planning tool to assist us in finding the optimum placement for
RX and TX base units to maximize the coverage in indoor environments. Our tool considers
the backscatter range equations, attenuation through obstacles in indoor environments, and

potential base unit coordinates and suggests the locations for RX and TX units.

e We build the MultiScatter system, including the RX and TX base units, and sensor nodes
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Figure 3.2: Backscatter coverage map (a). Effect of multi-path fading on backscat-
ter link (b,c).

and evaluate it in different scenarios. Our evaluations show that the MultiScatter can cover
a 23400ft? educational complex using 5 RX units and 20 TX units for a total cost of $569.
Furthermore, the aggregate throughput of the backscatter network increases by using more
RX units. Using 5 RX units, our backscatter network collects data from multiple sensors at
an aggregate rate of 375 Kbps, 4.17 times faster than a single sensor node throughput.

Platform availability. MultiScatter’s design files are available at:

https://github.com/MultiScatter /Hardware
3.2 Backscatter Primer

Unlike conventional wireless networks where the communication happens between two devices-
an access point and a mobile device- three devices are involved in a bistatic backscatter

communication; a TX unit that generates the carrier signal, a backscatter sensor node that
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modulates and reflects the carrier, and an RX unit that listens to, and decodes the sensor
node data.

One of the main challenges in backscatter systems is the strong interference at the receiver
due to the carrier signal. Bistatic, or half-duplex, backscatter systems rely on physical
separation of the TX and RX units to reduce the carrier interference [11,18,37], while
monostatic, or full-duplex, backscatter systems rely on self-interference cancellation circuits
for this purpose [49-51]. Another popular technique to mitigate the carrier interference is
using sub-carrier modulation at the sensor node [11,12,18,37,48,49,51,52] to generate the
backscatter packet at a frequency offset from the carrier signal. This technique pushes the
carrier signal out of the desired band at the receiver and reduces the receiver’s sensitivity
loss, since receivers can tolerate out-of-band interference.

The coverage of a bistatic backscatter system depends on the relative distance of the
RX and TX units and characteristics such as receiver sensitivity and blocker tolerance,
transmitter output power, backscatter node conversion gain and antenna gain as described
in [11,45]. We use the signal propagation model to plot the backscatter coverage in four
different cases in Fig. 3.2(a). The RX and TX locations are shown with circles of the same
color in each case. When the TX and RX are too close to each other, they completely cover
the area between themselves, but the carrier interference limits the coverage area (red plot).
As the RX-TX distance increases, the coverage area expands to reach its maximum (brown
plot). If we further increase the RX-TX distance, first, the coverage width at the center
starts to shrink (purple plot), and finally, we lose the coverage at the center and the coverage
map becomes disjoint (blue plot). Although we use a hypothetical backscatter system and
the free-space propagation model in this analysis, the coverage variation trend is similar
in all bistatic backscatter systems, and it highlights the importance of RX and TX units
placement in covering large spaces with backscatter connectivity.

The wireless propagation in indoor environments is subject to multipath fading. To show
the effect of the multipath fading, we perform a simple experiment. We set a transmitter to

generate a continuous wave carrier signal, and a backscatter node, placed 10 ft away from the
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TX, to reflect the TX signal at 1.7 MHz offset frequency, as shown in Fig. 3.2(b). We use a
spectrum analyzer, placed 10 ft away from the backscatter node, to measure the carrier and
corresponding backscatter signal powers. Fig. 3.2(c) shows the carrier and backscatter signal
power as we sweep the carrier frequency from 902 MHz to 928 MHz. The backscatter (i.e.,
desired) signal power varies 10dB in this experiment, while the carrier (i.e., interference)
signal power varies 15dB. The two signal powers are independent of each other, and their
peaks and valleys happen at different frequencies. The best frequency bands for backscatter
communication are the ones with maximum backscatter signal power and minimum carrier

power as shown in Fig. 3.2(c) with green strips.
3.3 System Design

This section describes the backscatter network architecture used to cover a wide area and
communicate with many sensor nodes. We start with one RX-TX pair and extend the
coverage first by adding more TX units and finally by including more RX units. Throughout
this section, we assume that each sensor node has a unique identification number (ID), and

the backscatter network has prior knowledge of the sensor nodes’ IDs.

3.3.1 Single RX - Single TX

In the simplest form, a bistatic backscatter system consists of one RX unit, one TX unit,
and one or several sensor nodes. The RX and TX should coordinate with one another to
achieve three main functionalities: improving the link reliability, time-frequency alignment,
and handling retransmissions. We use a wireless backchannel between the RX and TX units
to communicate and coordinate between the two devices.

The communication cycle of the system is shown in Fig. 3.3. It starts with selecting the
optimum parameters for the frequency channel and carrier power to maximize link through-
put and minimize the error rate in communicating with the specified sensor node. The RX
uses scores calculated based on the results of previous communication cycles for this pur-

pose. The RX selects the frequency channel with the highest score that satisfies the frequency
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Figure 3.3: Proposed Communication cycle.

hopping requirements of the regulatory mandates. It also finds the carrier power with the
highest success rate and uses it as the center of probability distribution to select the carrier
power (Fig. 3.3(a)). After selecting the communication parameters, the RX shares them with
the TX unit. The TX unit has been in listening mode until it receives an activation packet
from the RX unit on the backchannel. The activation packet also specifies the duration of
the carrier signal that the TX unit has to generate, as well as the sensor node identification
number and the command for the sensor node (Fig. 3.3(b)). Once the TX unit receives the
activation packet, it sends a packet to the sensor node, which contains the sensor node ID
and the requested command, to wake the sensor node (Fig. 3.3(c)). Finally, the sensor node
wakes up, receives the command, and responds appropriately by transmitting one or several
backscatter packets. During this period, the TX generates the carrier signal, and the RX
listens for the backscatter packets (Fig. 3.3(d)). When the backscatter duration is over, the
RX unit analyzes the received packets based on the command issued to the sensor node and
decides whether retransmission is required or not. It also updates the frequency and power

score vectors based on the communication cycle results. The devices follow the same cycle
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for the subsequent communications between them.

The first step of the communication cycle is to select backscatter frequency and power
level. This step is vital to improve the overall throughput and reliability of the system since
backscatter and carrier signal strengths at the receiver vary significantly at different frequency
channels due to the multipath in indoor environments, as mentioned in Sec. 3.2. Similarly, the
carrier power could affect the performance of the backscatter communication too. Increasing
carrier power increases both the backscatter signal power and TX carrier interference at
the RX unit at the same time, and might improve or deteriorate the performance of the
backscatter link [45]. We assign a success score to each communication cycle based on the
ratio of the successfully received packets to the total expected packets, and update the score
for the frequency channel and power level used in the cycle with a moving average formula.
To explore the entire space of possible frequency and power values, we set an exploration
probability based on the error rate over a predefined number of previous communication
cycles. In exploration mode, we select the two parameters randomly [37].

The communication cycle allows the RX unit to control the TX carrier frequency, start
time and duration through the activation packet. This control is essential for two reasons.
First, the TX unit can not generate the carrier signal indefinitely since it would waste
energy and generate too much interference for other wireless users in the vicinity. The
TX unit should only generate the carrier when required by the sensor node, which means
the devices should be time-aligned to utilize the spectrum and energy resources efficiently.
Furthermore, the TX has to hop between different frequencies in the ISM band to satisfy
regulatory mandates [53]. Since the desired signal frequency at the RX is equal to the TX
frequency plus the subcarrier modulation frequency of the sensor node [11,18,37], the RX
needs to know these two values in order to frequency align itself with other devices. Using
the activation packet to initiate and control the TX operation guarantees time and frequency
alignment between the devices.

In the proposed communication cycle, the RX unit sends the sensor node command to the

TX unit, and the TX unit passes the command to the sensor. Thus, the data communication
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effectively happens between the RX unit and the sensor, with the TX unit facilitating the
data transfer between them. The two base units have different capabilities in a bistatic
backscatter network. The RX unit demodulates the backscatter signal and detects whether
the desired packet is successfully received or failed, and the TX unit can communicate with
the sensor node. By using the TX unit as a relay, the RX unit has complete control to ask

for retransmissions.

3.3.2  Single RX - Multiple TX

The system described in Sec. 3.3.1 highlights the fact that the data exchange happens be-
tween the RX unit and the sensor nodes. Thus, adding more TX units to the system improves
the backscatter system coverage without significantly affecting the system architecture. One
approach to developing such a network with multiple TX units is to command all units
simultaneously to generate a carrier signal at a specific frequency. However, this method
faces two major challenges: first, using multiple transmitters would not guarantee better
performance because signals from different transmitters might combine destructively and
decrease the backscatter signal power at the receiver. Second, it would increase the system
energy consumption and interference to other wireless systems in the vicinity. Thus, the
communication system must select one TX unit for each communication cycle to maximize
the throughput. We use the RX unit to control the system’s operation and set the TX unit
at the start of each cycle.

To compare the performance of different TX nodes in communicating with each sensor
node, we assign a confidence score to each TX unit. The confidence scores are initialized to
1 and updated with an exponential moving average formula using the cycle success rate each
time the TX unit-sensor node combination is used. Fig. 3.4 shows sample confidence tables
in the single RX - multiple TX arrangement for two sensor nodes. The frequency and power
score vectors depend on the geometrical placement of the devices with respect to each other
and change based on the selection of the TX unit. Thus, the RX unit needs to record one

set of these score vectors for each TX unit-sensor node combination.
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Figure 3.4: TX unit selection in a single RX - multiple TX scenario based on

assigned confidence scores.

We follow the following procedure to select a TX unit based on the confidence table at
the start of the communication cycle. First, we select the TX units with confidence scores
higher than 0.9. If the set has more than one member, we use a weighted random selection
to select one of them. If the set has no member, we filter out the TX units with confidence
scores less than 0.2 times of the maximum confidence score, and use a weighted random
selection to select one of the remaining TX units. Once the TX unit is selected, we follow
the communication cycle, as explained in Sec. 3.3.1, with the selected TX unit. We assign a

unique ID to each TX unit and include the transmitter ID in the activation packet.

Similar to the single RX-single TX architecture, the TX units are in listening mode until
they receive the activation packet. The TX units only move forward with transmitting the
carrier if their ID is matched to the one in the activation packet. Otherwise, they discard

the activation packet and return to the listening mode.



34

0.8
L 0.6
004

0 13 26 39 52 65
# Frequency Bands

(a) Distribution of number of operative bands at 240 locations.

4 6 8 10 12 14
# Attempted Frequncy Bands

Success Prob.
ocooo
ON PO —

o
N

(b) Probability of communication with a sensor node based on number of equal-

distant frequency bands attempted.
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3.3.83  Multiple RX - Multiple TX

Increasing the number of TX units around one RX unit allows us to expand the backscatter
coverage around the RX unit in different directions. However, we can only achieve a truly
scalable system and cover areas beyond the reach of a single RX-TX pair by employing more
than one RX unit. In the Multiple RX - Multiple TX arrangement, we break the area that
we need to cover into several sections and use one RX unit with one or multiple TX units
to cover each section. Similar to cellular networks, a sensor node might move between these
sections. Since the backscatter sensor nodes do not have the hardware or energy resources
to determine the link quality metrics, the base units have to handle the handover. We add a
server role to the network that assigns the sensor nodes to the RX units and updates these

assignments as the sensor nodes move. The server could be one of the RX units, or a separate
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device. We equip the RX units with WiFi and use it as the backhaul link to communicate
with the server.

Once a sensor node moves from section A to section B, we need to change its assigned RX
unit. For this purpose, first, the RX 4 must alarm that the sensor node is missing, and then,
the RXp must search for the sensor node and successfully communicate with it. A sensor
node could move to any other section between two communication cycles in a backscatter
network, since the sections are small and the time interval between communication attempts
could be long.

We use the number of consecutively dropped packets as the metric to detect a sensor node
is disconnected from its assigned RX unit since once a sensor node leaves a given section, all
backscatter communication attempts with that sensor would fail.

We define the re-assignment cost (Costga) as the average number of communication
cycles that the system needs to correctly assign a new RX unit to a relocated sensor node. We

can calculate the re-assignment cost in number of communication cycles using equation 3.1:

S S
1 — PFA

where T'hrgyqps is the threshold for consecutive dropped packets that is used to flag a missing

COStRA = (Th/r'drops + 0.5 x NTX X Nch) X ( (31)

node, Nrx is the number of TX units in the network, N, is the number of communication
cycles that an RX-TX pair needs to search for the sensor node, and PF' A is the probability
of false alarm. There is a trade-off in selecting the threshold to announce the disconnection
to the server. Higher thresholds waste network resources by trying to communicate with
a sensor node that has left the section. On the other hand, lower thresholds increase the
probability of false alarm. To select the optimum threshold that minimizes the cost, we need
to know the N, for a reliable search procedure and model the probability of false alarm at
different T'hrgyqps values.

Search Procedure (N, selection). An ideal search procedure should be fast and accurate.
Due to the lack of existing knowledge about channel properties, the RX units have to try

different frequency channels to increase the likelihood of successful communication with the
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sensor node at the new location. However, increasing the number of frequency channels
in the search procedure would increase the search duration (N.;). Previous studies [54,55]
show that the multipath fading loss in indoor environments becomes uncorrelated as the
frequency separation increases. To find the optimum number of frequency bands for the
search procedure, we set up TX-RX base units at 12 different locations with 20 sensor node
testing points (240 total) around them. For each setup, we set the carrier power at the
maximum and try all the frequency bands between 902 MHz and 928 MHz with 400 KHz
channel spacing to communicate with the sensor node at each point.

Fig 3.5(a) shows the distribution of number of operative bands over the 240 points, with
35% of the points not responding at any frequency and 13% of the points responding at all
of them. We consider the points which respond at least at 10% of the frequency bands (150
points) as the target group and plot the probability of communicating with the sensor at
these target points based on the number of attempted frequency channels in Fig 3.5(b). The
figure shows that trying 9 channels results in 99% search accuracy. We consider some margin
for errors in these experimental results and use 12 equally spaced frequencies in our search
routine, which means the search procedure takes 12 commutation cycles.

Threshold Selection. The probability of false alarm (PFA) is the ratio of false alarms
to total alarms. The main cause of successive dropped packets that leads to a missing node
alarm is the movement of the sensor nodes. Ideally, we would like the RX unit to generate an
alarm only when the sensor node is moved to a different section. However, moving the sensor
within the boundaries of a section could result in multiple consecutive dropped packets, too,
since the RX units have to re-tune the score vectors for the new sensor location as described
in Sec. 3.3.1. This further complicates the threshold selection. We can calculate the false

alarm rate using equation 3.2:

PFA = Pinside X PFAinside + Poutside X PFAoutside (32)

where P;, 4. and P,.siqe are the probability of a sensor moving inside and outside of a given

section respectively, and the PF A;,sqe and PF A,usiqe are the probability of generating an
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alarm as a result of those moves. Based on our definition, any alarm generated when the
sensor moves outside the section is true, and hence, PF A, ;540 18 equal to zero. Also, we
assume an 80%-20% split between the probabilities of moving inside and outside a section.
Thus, to estimate the PF A, we must model the probability of false alarm caused by moving
a sensor inside a section for different thresholds.

We perform an experiment by moving the sensor node within the boundaries of one section
100 times in 5 different environments. Fig. 3.6 (blue line) shows the probability of generating
an alarm for different thresholds in these experiments. If we apply these probabilities to
equation 3.2 and assume Npx and N, are equal to 10 and 12 in equation 3.1, we can
calculate the re-assignment cost for different threshold levels as shown in Fig. 3.6 (red line).
Based on this plot, the optimum threshold of consecutive dropped packets for a system with
10 TX units is 22 packets.

Server. The server tracks the assigned RX unit for each sensor node. Once one of the RX
units detects a missing sensor, it notifies the server. The server then randomly notifies one
of the other RX units to search for the missing sensor node and waits for the search result.
If the search fails, the server notifies another RX unit, and this procedure continues until
one of the RX units successfully communicates with the sensor node. The server holds a

predefined period before notifying the same RX unit again.

3.3.4 Base Units Placement

Selecting the number of base units to cover an area and finding their optimum placement
could be challenging, especially in residential and commercial buildings, which are the pri-
mary target of the MultiScatter system. Thus, we need a tool to help us plan the de-
ployment and estimate the coverage area for a given placement of base units without the
time-consuming process of deploying the units in the field. Although several RF propaga-
tion simulators are available [56,57], to the best of our knowledge, none of them supports
backscatter systems.

Several factors complicate the placement of base units in indoor environments. First,
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thresholds.

the coverage of a single RX-TX pair of our multistatic network is a complex function of
the RX-TX relative distance, as shown in Fig. 3.2(a), as well as other factors such as TX
carrier power, RX sensitivity, and blocker tolerance [45]. Furthermore, indoor areas are most
often divided into several sections by walls, partitions, or other obstacles. The RF signals
attenuate as they pass through different materials. It is essential to consider the effect of
these obstacles in the placement of the RX and TX units to achieve optimal performance.
Finally, the base units have high energy consumption and need a permanent energy supply
such as a wall power outlet. This adds another limit to the placement of the base units since

we prefer to keep the base units closer to the wall power outlets and avoid long wires.

Our tool uses the Friis formula [58] to estimate the backscatter signal and carrier inter-
ference power levels at the receiver. We use the backscatter coverage equations in [45] to
determine the backscatter coverage at each point in the environment. We estimate the at-
tenuation through walls and other obstacles using the proposed models in [59-61]. Although
our simulator is limited to path loss and absorption loss models in two dimensions and does
not consider RF propagation effects such as reflections, diffraction, and scattering, it still
provides valuable insight for placing the target area’s base units.

Our deployment tool takes the geometry of the area and coordinates of the base units
as the inputs and calculates the maximum backscatter signal power amongst all the RX-TX

pairs at each point to generate a coverage map. We follow a manual trial-and-error process
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to find the number and position of the base units required to achieve the desired coverage.
In each iteration, we move the base units and add more units, if needed, to get the desired
coverage. More enhanced features, such as automatic placement of the base units to achieve
defined coverage goals, are left for future work.

We can use a hard threshold coverage function that outputs one when backscatter signal
power is above RX sensitivity and the carrier interference is below the RX blocker tolerance,
and zero otherwise, or a soft threshold coverage function that transitions smoothly between
zero and one.

We use our simulator to plot the backscatter signal power in a 900 sq? two-bedroom
apartment unit in two different cases, a single RX - two TX (Fig. 3.7(a)), and a single RX
- three TX (Fig. 3.7(b)) configurations, where a brighter color shows a stronger backscatter
signal power. In this simulation, we assume all devices use antennas with 0 dBi gain, and fre-
quency band, carrier power, backscatter conversion loss, path loss exponent, and attenuation
through internal walls are equal to 915 M Hz,25 dBm,4 dB, 2 and 15 dB, respectively. The
results clearly show that adding one more TX unit and placing the base units appropriately
have a significant effect on the performance of the MultiScatter system.

During our evaluations (Sec. 3.6), we notice that placing the base units closer to walls or
other large objects could improve backscatter performance. The strong multipath resulted
from such large objects could help the backscatter systems by creating a frequency-dependent
non-flat attenuation profile, resulting in enough operative frequency bands for backscatter
communication. Improving the simulator to model these higher-order effects and creating a

more accurate coverage map is left for future work.
3.4 Sensor Node Design

Our goal is to design a battery-free sensor node platform that can accommodate different
sensors and communicate with the base units. We reduce the wireless power consumption of
the sensor node by using low-power backscatter for the sensor node uplink and an ultra-low-

power wake-up radio for the sensor node downlink. The wake-up radio allows the sensor node
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Figure 3.7: Simulating the backscatter signal power for a two-bedroom apartment

using the deployment planning tool.

to stay in idle mode until the base units activate it. We also implement a gating technique
to reduce the energy burden of power-hungry sensors by adding low-power auxiliary sensors.
For example, a motion sensor is used to gate the operation of the camera. Finally, we
use a low-power micro-controller with several communication protocols in our sensor node

platform, which can interface with various commercial sensors.

FSK Backscatter. The sensor node transmits the data to the RX unit using Frequency-
Shift Keying (FSK) backscatter communication. In FSK backscatter, bits 0" and ’1’ are
transmitted by changing the state of the RF switch connected to the antenna at frequencies
fo and fi. This results in a backscatter packet with (fy 4+ f1)/2 subcarrier modulation and

| fo — f1]/2 frequency deviation.

We use a temperature-compensated VCO to generate the variable frequency signal that
controls the RF switch. We use two NMOS switches to control the resistor that sets the
oscillator frequency, as shown in Fig. 3.8. Switch Q1 controls the backscatter subcarrier
modulation frequency, and switch Q2 sets the transmitted bit to 1" or 0. We use the
micro-controller SPI interface derived by the MCU oscillator to generate accurate bit periods.
Compare to using two individual oscillators to generate fy and f; frequencies [48], using a
single controlled oscillator to generate both frequencies reduces the power consumption and

ensures phase continuity in switching between the two frequencies.



41

____________________________

R1

]
External
Sensor Pins
LT6990

. Oscillator
]
[ SPSUORORRppp J R
I l'
1
[]
1
|
]

FSK Backscatter

RF Switch
_—CJ—__— A |
1
]
1

_______

Matching
Network

1
|
Downlink Radio |
]
1
1

e e e R e

Figure 3.8: Sensor node block diagram.

Low Idle Power Consumption. The sensor node operates in the idle mode until it is
activated by the base units to enable one of its sensors or report its latest recorded data.
Therefore, our sensor nodes must be power efficient in the idle mode. Although the FPGAs
allow us to implement custom communication protocols, they consume more power in the
idle mode than the MCUs. We use a low-power MCU with several low-power idle modes in

this work.

To wake up the MCU from the idle mode, we use a low-power and low-frequency wake-
up radio [37]. While the MCU is in the idle mode, the wake-up radio listens to the packets
transmitted by the TX units. If the received packet matches the sensor node’s 16-bit ID, the
radio generates an interrupt to the sensor node MCU and passes the received command to
it.

Sensor Gating. We use low-power auxiliary sensors to gate the operation of the power-
hungry sensors. For instance, a motion sensor can enable the operation of an image sensor
when there is movement in the room. This helps us reduce the power consumption of
the sensor node by limiting the operation of the power-hungry sensor (image sensor) to

informative events. Similarly, the microphone activates only when the sound intensity passes

a defined threshold.

We also implement second gating criteria by monitoring the energy storage element of

the sensor node. The MCU measures the voltage of the energy storage element and sends it
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back to the base units in response to each sensor enable command. The base units monitor
this voltage and use it to gate the commands issued to the sensor node. If the voltage falls
below a defined threshold, the base units bypass the sensor reading requests from that sensor
node and allow the energy harvesting unit to charge the storage element. The base units
continue to monitor the energy storage voltage with a more extended reading period and

resume regular operation once the voltage reaches a certain level.

Energy Harvesting and Storage. The energy harvesting unit of the sensor node collects
energy from ambient light and stores it on an energy storage element. The energy storage
element connected to each sensor node should store enough energy to support reading the
physical sensors connected to the sensor node and transmitting their data to the base units.
While supercapacitors have longer life cycles and can be employed to build truly battery-
free sensor nodes, rechargeable batteries have higher energy capacity and can tolerate longer
energy drought periods [62,63]. Our energy harvesting unit can work with both types of

energy storage elements.

Modular Design. We follow a modular design approach to building our sensor nodes.
The MCU, wireless communication units, temperature, humidity, and illuminance sensors
are placed together as the basic sensor node. The energy harvesting unit, camera, and
microphone sensors are designed as add-on boards that mount on top of the basic sensor
node through 5 power and 12 Input/Output (IO) pins (see Fig. 3.9(c)-(e)). The modular

design allows us to support more sensors without redesigning the communication section.

3.5 Implementation

We implement MultiScatter, consisting of the RX base units, TX base units, and sensor
nodes, for operation in 902-928 MHz ISM band on 4-layer FR4 PCB. The system uses FSK
modulation and 802.15.4g packet structure with seven preamble bytes, 16 CRC bits, and no

whitening for communication between devices.
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3.5.1 Base Units

Receiver Units. The RX unit has two parts, a communication board with the CC1352R
wireless MCU, and a Raspberry Pi 4B single-board computer (RPi) with 2GB RAM for
processing and backhaul. The two boards are connected to each other, as shown in Fig. 3.9(a),
and communicate through a 1Mbps serial link. The CC1352R supports FSK modulation with
data rates from 0.3 to 1985 Kbps and RX filter bandwidths from 4.3 to 3767 KHz. The RX
filter bandwidth determines the carrier attenuation and should be set accurately considering
the data rate, frequency deviation, and subcarrier modulation frequency. Our CC1352R
board consumes 30 mW for its operation on average. The RPi board runs the Raspbian
operating system. It processes the received data from the sensor nodes and determines the
activation packet parameters. The RPi sends out this information to the CC1352R MCU
to start the communication cycle, and the CC1352R MCU passes the received backscatter
packets to the RPi as they are received. We implement the data handling and communication

protocols explained in Sec. 3.3 using Python 3.7, which runs on the RPi.

Transmitter Units. Each TX unit consists of a CC1312R sub-GHz wireless MCU that
receives the activation packet and generates the carrier signal, and a SKY65313-21 power
amplifier (PA) that amplifies the carrier signal up to 28 dBm. Our TX unit consumes up
to 3.3 W while transmitting carrier at 28 dBm and its ground planes distribute the heat
generated by the PA to limit the PA surface temperature to 65°C. Fig. 3.9(b) shows the
fabricated TX unit.

Server. One of the RX units also handles the server tasks. We use the python socket.io

protocol [64] to handle the communication between the RX units and server.

Data Collection Scheduling. The data collection process from each sensor initiates when
the sensor node marks the availability of new data or when a pre-defined timeout is reached.
The data collection might take one or several iterations. At each iteration, the RX unit
first checks all the ongoing data collection processes for completion. If a portion of the

data is missing, the RX unit generates the commands to read the missing parts and stores
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Figure 3.9: Prototype hardware.

them in a queue. Next, all the commands in the queue are executed, and the responses to
each command are processed. Once the queue is empty, the iteration is completed. We use
time-division multiple access to accommodate multiple sensor nodes. Each sensor node has
a unique ID, and only one sensor node responds to the command from the RX unit at each

cycle.

Cost Analysis. We design MultiScatter intending to reduce the infrastructure cost of a
wide area backscatter network. Our analysis using pricing data from Octopart shows that
at low volumes of 1,000 units, the TX and RX base units cost $16.1 and $49.6 (including
$35 for the RPi), respectively. The number of base units required to cover a specific building

depends on its floor plan. We provide two sample cases in Sec. 3.6.
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3.5.2 Sensor Node

We select STM32L071C8, an ultra-low-power ARM Cortex-M0+ MCU with 20 KBytes
RAM, as the sensor node MCU. The memory capacity is enough to store one image frame or
one second of audio recording. A 4 MHz external crystal generates the MCU clock. We use
AS3933 wake-up radio for downlink, and LT6990 VCO for generating the backscatter uplink
signal. The sensor node is also equipped with HDC2080 humidity and temperature sensor,
and opt3002 ambient light sensor. The sensor node is powered up using a 2.5 V regulator.
We set the MCU core voltage to 1.2 V to reduce its power consumption. The antenna is
shared between the wake-up-receiver downlink and backscatter uplink via the AS213-92LF
RF switch, as shown in Fig. 3.8. A 47pF capacitor is chosen for Z1 (see Fig. 3.8), which has
a small impedance at the carrier frequency.

The sensor node supports four uplink data rates, 31.25 Kbps, 62.5 Kbps, 125 Kbps, and
250 Kbps. We use 1 MHz subcarrier modulation with 25 KHz frequency deviation for the
two lower data rates, and 1.79 MHz subcarrier modulation with 80 KHz frequency deviation
for the two higher data rates, by setting the values of R1, R2 and R3 to 26.7 K, 22.1 K

and 2.5 K, respectively.

In each communication cycle, the sensor node receives a one-byte command from the
base units. Some commands invoke an action, such as taking a picture, while others request
specific information, such as a portion of the recorded image. The sensor includes the received

command in its response to the base units for verification.

Energy Harvester. We design the energy harvesting unit with the BQ25570 IC. We use
AM-1801 and AM-1816CA solar panels, designed for indoor operation with areas of 2 in?
and 17 in? respectively, to supply the energy harvester board. The energy harvested from
the solar cells is stored on a 100 mF super-capacitor to support sensors such as a camera

and a microphone.

Camera. We use a Himax HM01B0 image sensor running in 120 x 120 pizel QQVGA

mode as the main sensor, and a Panasonic EKMB1104111 motion sensor as the auxiliary
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gating sensor. Once the motion sensor is activated, or a take-picture command from the base
unit is received, the MCU turns on the image sensor and enables its internal Phase-Locked
Loop (PLL) to generate a 3 MHz clock for the image sensor. Once an image is captured,
we turn off the motion sensor to avoid image overwrite and inform the base unit that an
image is available. For data transmission, we divide one image into 12 large sections or
120 small sections, and the base unit can request a large or small section with a dedicated
command to complete reading the image. Once the base unit successfully receives the image,

it re-activates the motion sensor.

Microphone. Our microphone board is designed with a VM1010 microphone sensor. The
microphone has two operational modes, wake-up sound mode, and normal mode. In wake-
up sound mode, which we use to gate the normal mode, it waits for an acoustic event to
trigger the normal mode. The microphone records data for 1 second at 8 KS/s in normal
mode. Transition between gating and normal modes and data transmission are similar to

the camera.

Size and Cost Analysis. While we use commercial-off-the-shelf components to build our
sensor node, recent works on integrated energy harvesters [65,66], wake up radios [67,68],
and backscatter radios [69] clearly show the feasibility of integrating all electronics sections
of our backscatter sensor node in an ASIC to significantly reduce its size and cost. In
this case, the sensor node cost and size would be limited by the energy harvesting (i.e.,
solar cell) and the energy storage (i.e., supercapacitor) elements. In this work, we use a
100 mF supercapacitor to support sensors such as cameras and microphones. However, a
3.2 mm x 2.5 mm 47uF capacitor stores enough energy to read the low-power sensors such
as temperature and humidity sensors and transmit the data via a backscatter packet 3 times.
Furthermore, recent advances in solar cell design [70] have shown 4.5 X energy harvesting
efficiency under indoor lighting conditions compared to the solar cells used in this work,
which means a 0.45 in? solar panel would generate enough energy to power up our sensor

node.
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Energy Efficiency. The sensor node consumes 2.26 mW while transmitting backscatter
packets, which is comparable to the commercial Sub-GHz active radios. However, we should
note that this prototype is built with COTS components, while the commercial active radios
are specifically optimized for low-power operation. Our evaluation in section 3.6 shows
that the MCU consumes 74% of the energy in backscatter mode, which highlights the vast

potential for improving energy efficiency by designing backscatter ASICs.
3.6 Evaluation

We perform several experiments to demonstrate the performance of the MultiScatter system.
First, we measure the power consumption of the sensor node with the camera module and
evaluate the maximum sensor update rates using two solar cells with different sizes. Next,
we evaluate the communication range of our system in line-of-sight and demonstrate the
scalability of our solution in covering a two-floor educational complex. We verify the accuracy
of our planning tool by comparing its outputs with measurements taken in an apartment unit.
Also, we examine how deploying multiple RX and TX units affects the achievable aggregate
throughput of the system. Finally, we show the handover performance when sensor nodes

move in the network. We use omnidirectional whip antennas for all devices in our evaluations.

3.6.1 Power Consumption

We evaluate the sensor node power consumption using the camera module since it is the most
power-hungry sensor. Our setup consists of one RX-TX pair and a sensor node operating at
250 Kbps. Fig. 3.10(a) shows the measured power that the camera consumes while capturing
and transmitting one image. The operation of the camera starts in the idle mode, where it
consumes 39 uW on average. At time = 0.06 second, the sensor node is activated to take a
picture and transfer it to the MCU. This process takes 1.2 second, and the average power is
5.04 mW. MCU PLL operation at the start and end of the process causes peaks in the power
plot. Next, the RX unit requests transmission of the first section of the image, marked with

the blue rectangle in Fig. 3.10(a), at time = 2.1 second. This is followed by requests for
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Figure 3.10: Battery-free camera evaluation results.

transmission of the other 11 sections to complete the picture. The image transmission takes
1.69 second, and the average power during this time is 2.26 mW.

Fig. 3.10(b) breaks down the energy that the sensor node consumes in transmitting a
38 byte backscatter packet. The MCU core consumes 23.8%, and 28.3% of the total energy
(4.21 pJ) during CRC calculation and data transfer, while the MCU clock accounts for
another 22.2%. The LTC6990 oscillator plus the RF switch consume the remaining 25.7%.
In our prototype, the MCU consumes three-quarters of the total energy in backscatter mode,
highlighting the vast efficiency potentials in designing custom ASICs for backscatter sensor
nodes.

Fig. 3.10(c) shows sample images captured by our battery-free camera.

3.6.2 FEnergy Harvesting

We use AM-1801 and AM-1816CA solar panels to supply the energy harvester board and
evaluate the battery-free sensor nodes update rates. We set up the solar-powered sensors in
an office building with fluorescent ceiling lights. The illuminance at the surface of the solar
cell is 300 lux. We record data for 6 hours using each solar panel and sensor. Table 3.1
lists the achieved average update rates using each solar panel, as well as the idle power

consumption, sensing energy, and communication energy for each sensor. Our evaluation
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Table 3.1: Power consumption measurements for camera, microphone, and envi-

ronmental sensors.

Measurement Cam. | Mic. | Env.
Idle Power (1 W) 39 51 25
Sensing Energy (mJ) 6.05 | 3.51 | 0.025
Communication Energy (mJ) 3.82 | 2.84 | 0.014
Solar-Powered 2 in’panel | 280 | 268 1
Update Rate (Sec.) |17 in?panel | 17 11 | 0.2

shows that the sensing energy is 62%, 56%, and 65% of the total consumed energy for the
camera, microphone, and environmental sensors, respectively, which shows that the sensing
energy is the most power-consuming part of the sensor and limits the sensor nodes update

rate.

The 2 in? solar cell can provide enough power for the operation of the camera and
microphone sensors every 280 and 268 seconds. This is made possible by reducing the sensor
node power consumption in idle mode using the gating sensors. We can increase the camera
and microphone update rate to 17 and 11 seconds by using the larger solar panel. The sensor
node 100 mF super-capacitor stores enough energy to transmit 21 images or 36 seconds of
audio with a single charge (3.6 v-4.5 v). The small solar cell supplies enough energy to read
the environmental sensors, which include the temperature, humidity, and illuminance sensors,
every second. The system in [71] uses the CC2650 wireless MCU to read a temperature and
humidity sensor and transmit the result via a BLE packet. The evaluation in [71] shows that
the setup consumes an average of 4.04 mA from a 3 v battery over 30 ms which results in a
total energy consummation of 363.3 pJ per measurement transfer. This energy includes the
energy required to wake the MCU from the low-power mode, communicate with the sensor,
activate the radio, and transmit the data. In comparison, our sensor node consumes 39 pJ

per measurement transfer, which is 9 x lower than the BLE packet transfer implemented in
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Figure 3.11: Line-of-sight communication range.

71].

3.6.3 Range

We set up the system in a 300 x 5 ft hallway with floor plan shown in Fig. 3.11(a) to evaluate
the communication range of the MultiScatter system in line-of-sight. The sensor node is in
the middle of the hallway (indicated with the green star). In each measurement, we place
the RX and TX units at the same distance from the sensor node and measure the Packet
Error Rate (PER) of backscatter communication over 1000 packets. We place the sensor
node at the same distance from TX and RX units since it is the most challenging setup in
backscatter deployments [45,72]. If the sensor is placed closer to one base unit, the other
base unit could be placed further away while maintaining the same PER. Fig. 3.11(b) shows
the PER for four data rates as we increase the RX and TX distances from the sensor node,
from 10 ft to 150 ft. Our results show that the MultiScatter system can operate up to 150 ft
(length of the hallway) at the data rate of 31.25 Kbps (PER < 10%) with an average RSSI of
-95 dBm. The maximum achievable range reduces to 100 ft when the sensor node transmits
data at 250 Kbps with the RSSI of -80 dBm. Fig. 3.11(c) shows that the RSSI values at 10
ft for 31.25 Kbps and 62.5 Kbps data rates are less than the next several measuring points,
although the distance is increasing. This happens due to the carrier power tuning in the
MultiScatter system, as explained in Sec. 3.3.1. At this short distance between the devices,

the backscatter link achieves low PER with lower carrier power.
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Figure 3.12: Backscatter coverage in a two-floor educational complex. RX units,
TX units and tested sensor node spots are shown with red squares, blue squares

and green circles, respectively.

3.6.4 Coverage

To evaluate the performance of MultiScatter in a non-line-of-sight scenario, we set up the
system in a two-floor educational complex, covering multiple rooms separated by glass and
wood doors, as well as concrete walls, with a total area of 23400 ft?. Fig. 3.12(a) and (b)
show the floor plan of the ground and first floor of the building. In our setup, we have 5
RX units (red squares) placed at the height of 3 ft from the floor, and 20 TX units (blue
squares) attached to the concrete walls at 6 ft height. This combination of base units costs
$569 at low volumes based on our cost analysis (see Sec. 3.5). We place the sensor node at
5 ft height and move it between 130 test points (green circles), while it communicates with
the base units at 125 Kbps. The sensor node transmits 1000 backscatter packets at each test
point, and we measure the PER and RSSI of the backscatter packets. Our results show that
all test points have PER less than 15 %, and the median of RSSI is -77 dBm (Fig. 3.12(c)),
which demonstrates that our system is fully capable of covering the entire building.

Also, we evaluate the performance of MultiScatter in a 34.5 ft x 21 ft single bedroom
apartment (Fig. 3.13(a)). We use our deployment planning tool to determine the location of
base units. To verify our tool model, we repeat the experiment using one RX unit and one

to three TX units. In each test, we move the sensor node to 18 points around the apartment
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Figure 3.13: Verifying the planning tool in a single bedroom apartment coverage.
The simulated coverage map, shown in green in three different cases, is a close
estimate of the measured PER results at 18 different points around the apart-

ment.

and calculate the PER over 500 packets. Fig. 3.13(b)-(d) show the simulated backscatter
coverage using a soft threshold coverage function, where the darker points have a higher
chance for successful backscatter coverage. The measured PER at each of the selected points
is also specified in the figures. Our experiment results verify that our planning tool is a close

estimate of the measured coverage.

3.6.5 Throughput

We deploy 5 RX, 20 TX, and 10 sensor node units operating at 125 Kbps in the building
shown in Fig. 3.12 to evaluate the performance of MultiScatter in a multi-RX multi-TX
scenario. The RX and TX units are placed as shown in Fig. 3.12(a) and (b), while the
sensor node location is shown in the same figures with numbers 1 to 10. In this experiment,
we assign two sensor nodes to each RX unit, select a subset of the sensor nodes with 1 to
5 members, command them to transmit data to their assigned RX units, and measure the
achieved data rate at each RX unit. To calculate the aggregate throughput, we add up the
individual throughput of all RX units involved. Each point in Fig. 3.14 shows the results of
one measurement, where the numbers in the parenthesis indicate the location of the sensor
nodes involved in the measurement.

Our results in a single RX setup show that the maximum achievable throughput using
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Figure 3.14: Aggregate throughput with multiple RX units.

one sensor node is 90 Kbps. All sensor nodes achieve a throughput close to this nominal
data rate when they operate alone. Comparing the nominal data rate to the physical data
rate of 125 Kbps shows a 28 % overhead. Our analysis shows that 10 % of this overhead
is caused by the TX activation and sensor wake up in the communication cycle. The other

18 % is due to wasted time interval between backscatter packets.

The aggregate throughput of the network also increases linearly as the number of RX
units and sensor nodes in the measurement increases. The measurement with sensor nodes
placed at locations (1-5) achieves an aggregate throughput of 375 Kbps using 5 RX, which is
4.17 x faster than a single sensor node. This result shows that multiple backscatter sensor
nodes can operate simultaneously and share the spectrum resources among themselves. In
cases where two close sensor nodes communicate with two different RX units, such as (7,8)
and (9,10), we observe a lower aggregate throughput compared to the cases where sensor
nodes are placed further away from each other, such as (2,3) or (7,10). Our analysis shows
that this is mainly due to interference in waking up the sensor nodes since the sensor node
wake-up radio uses amplitude modulation, which is more susceptible to interference. The
second factor affecting the throughput is the interference caused by the carrier signals from
other backscatter links. As the number of RX units increases, the number of simultaneous

carrier signals increases too which contributes to data loss, especially where the sensors from
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multiple RX units are deployed near each other.

Although we test with a maximum of ten sensor nodes due to the limited hardware we
have at our disposal, there is no strict limitation on the number of sensor nodes in the
proposed network stack. We use 16-bit IDs for the sensor nodes in this work which limits
the number of sensor nodes to 65535, but that limitation can be relaxed by using 32-bit IDs.
In the current implementation, each backscatter cycle takes a minimum of 10ms. Therefore,

each RX unit can communicate with up to 100 sensor nodes each second.

3.6.6 Handover

To demonstrate that MultiScatter can manage the movement of sensor nodes between RX
units, we set up the system in an office building with three isolated rooms, walk within these
rooms at an average pace while carrying the sensor node. We repeat the experiment 10 times
for each scenario where the system uses 3, 4, and 5 RX units and 2 TX units for each RX
unit. We use a threshold of 20 consecutive dropped packets in all three measurements.

Our results in Fig. 3.15 show that the average time difference between the last successfully
received packet at the previous location and the first one at the new location is 13, 12.4,
and 12.4 seconds when our setup has 3, 4, and 5 RX units, respectively. This time includes
both the relocating time, 8.2 seconds on average, and assigning a new RX unit to the sensor
node placed in the new location. This result suggests that the RX assignment process is not
significant compared to the movement time in our experiments, and once the sensor node is

settled in its new location, the network successfully reassigns it to a new RX unit.
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3.7 Related Work

Our work is related to prior efforts in backscatter communication, and battery-free sensing.

Backscatter Communication. Our work builds on recent efforts in advancing bistatic
backscatter solutions to deliver ultra-low-power wireless connectivity. These efforts were
focused on designing backscatter solutions compatible with existing wireless standards [11,
12,18, 37,38, 52, 73-78], and improving backscatter throughput [17,79-81], range [18, 48],
reliability [37,82] and deployability [49,83]. While these works use a single RX-TX pair in
their deployments, we use multiple RX and TX base units to realize wide area and scalable
bistatic backscatter.

A wireless protocol to handle the concurrent transmission of backscatter devices was pre-
sented in [17], which uses chirp spread spectrum modulation to share the channel bandwidth
between many devices communicating with a single monostatic backscatter access point.
The access point can cover a wide area since each backscatter node has a low data rate
that allows the backscattered signals to be recovered at very low signal powers. Using a
single access point is not a scalable solution. In this work, we use a network of backscatter
base units to extend the coverage at data rates up to 250 Kbps. Although we use 802.15.4¢g
standard with FSK modulation and time-division multiplexing in this work, the techniques
presented can be combined with other modulation and multiple access methods.

A scalable backscatter sensor mesh was introduced in [84] that uses distributed excitation
to enable multi-hop backscatter between sensor nodes. Although this solution enables the
sensor nodes to communicate with each other at longer distances, it requires an excitation
source close to each sensor node resulting in significant deployment limitations. In our
architecture, the sensor nodes only communicate with the base units. The network of base
units handles the tasks that allow the sensor nodes to move freely inside the coverage area

without adding any complexity to the sensor nodes.

Battery-free sensing. Battery-free solutions rely on the harvested energy from RF [3,

20, 28, 46, 85], solar [86-88], vibration [89,90], motion [91], thermal [87] and magnetic [92]
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energy sources for their operation. Researchers in [93] list mean energy generated by 50
activities in residential buildings. Applications such as video [21,46,94] and audio [20]
streaming, gaming [88], full-body temperature mapping [92], food quality monitoring [95],
pulse oximetry [96,97], structural health monitoring [34], flying insects EMG telemetry [98],
indoor acoustic localization [99], eye-tracking [100], visible light sensing [86] and many oth-
ers [91,101-104] have been realized with battery-free platforms. In this work, we develop a
modular battery-free sensing platform based on bistatic backscatter wireless communication,
and use camera, microphone and environmental sensors as examples to show the platform

capabilities.
3.8 Conclusion

We present the first wide-area multistatic backscatter network for battery-free wireless sen-
sors. We discuss the limitations of backscatter systems, such as the limited coverage area,
frequency-dependent operability, and sensor node limitations in handling network tasks. Our
MAC layer implementation is designed to overcome these limitations by selecting the best
RX-TX pair, carrier power, and frequency in communicating with each sensor to maximize
the throughput and handling the handover between base units as the sensor moves inside
the coverage area. We build low-cost hardware using COTS components and prototype
proof-of-concept battery-free sensors for capturing images, audio, and environmental data.
This work is a first step toward, and a sample implementation of wide-area low-cost
backscatter networks. There are many opportunities to improve the system in future work.
Techniques such as joint sensing and communication, coherent transmission of carrier sig-
nals and detection of backscatter packets, localizing and tracking the movements of sensor
nodes for faster hand over, and many more can be employed to further extend the through-
put, coverage, and reliability, and reduce the energy consumption and latency of wide area

multistatic backscatter networks.
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Chapter 4

BATTERY-FREE CAMERA OCCUPANCY DETECTION
SYSTEM

4.1 Introduction

Recent advances in sensors, wireless networks, and computer vision have enabled us to design
smart devices that sense their surroundings and interact with humans and other intelligent
objects. For instance, recent efforts in the development of smart surveillance systems have
improved the accuracy of automated security systems wherein smart sensors are used to
detect human presence. However, deployment of these automated systems is limited to sce-
narios where plug-in sensors communicate with a powerful processor for occupancy detection.
An ideal human occupancy detection system must satisfy two major requirements: first, the
wireless sensors should be maintenance-free and do not require battery charging or replace-
ment. Second, a low-cost processor should be able to detect human presence by using a fast

and accurate algorithm.

Outdoor occupancy detection systems typically use high-resolution solar-powered cam-
eras for human presence detection. However, these systems might require battery charging
if the harvested energy could not support the operation of the camera [105]. Implementa-
tion of solar-powered cameras is even more challenging in indoor cases as the solar panels
harvest less energy indoor. To address this challenge, researchers have studied other sensors
such as carbon dioxide, temperature and humidity [106, 107], and passive infrared (PIR)
sensors [108,109] to replace the camera with a low-power sensor. However, these systems
still need batteries for operation. Furthermore, environmental data is susceptible to abrupt
pattern changes due to external factors such as an opened window or door and is generally

restricted to an enclosed environment.
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Image data, on the other hand, can provide a clear visual indication of a human pres-
ence. However, due to the limited computational resources on an embedded device, human
detection commonly relies on shallow models such as Support Vector Machine [110-112] to
perform real-time detection on images. Object detection and image classification models
such as You Only Look Once (YOLO) networks [113-116], Single Shot MultiBox Detector
(SSD) [117], Few-shot models [118,119] and RetinaNet [120] are generally too computation-
intensive to perform real-time detection on an embedded system without GPU. In many
cases, to perform inference or detection using a deep learning model, we require a computer
with considerable computation capacity or an expensive device such as Jetson TX2 [116] to
be able to handle the streaming images captured by the cameras. These examples show a
contradicting trade-off between computation resources and detection performance. On the
one hand, we want to reap the benefit of high detection accuracy from deep learning mod-
els. Still, ideally, on the other hand, we want to achieve that without expending excessive
computation resources.

In this work, we design an occupancy detection system that uses a lightweight yet accu-
rate algorithm implemented on a low-cost processor to analyze data from battery-free
cameras and detect human presence. In this system, cameras capture low-resolution images
and transmit them to a hub equipped with a low-cost processor for occupancy detection. We
use a low-power communication system called backscatter to send data to the hub in the
implementation of battery-free cameras. Since the required energy for data transmission
is low, a solar panel in an indoor setup can harvest enough energy from ambient light to
support the camera’s operation.

The contributions of this paper are listed below:

1. Implementation of wireless battery-free cameras that harvest energy from ambient

light.

2. Deployment of occupancy detection YOLOvV5 model on an embedded system.
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3. Demonstration of inferencing speed, detection accuracy, and reliability of the proposed

system.

4.2 Related work

We review the prior efforts in battery-free sensing and detection algorithm in this section.

Battery-free sensing. To enable battery-free sensing, two conditions must be satisfied;
first, operation of the sensor node, sensing and communicating, should be power efficient, and
second, a harvester should provide enough energy to support this power-efficient operation.
Backscatter communication technology has addressed the first challenge and has been used to
design and implement battery-free sensors. In [28], a wireless sensing platform is developed
using RFID readers. The reader in RFID technology uses backscatter communication to
receive data from the battery-free sensors in the network. Researchers in [3,26,27], introduce
a battery-free camera that captures still images and transmits them via RFID backscatter
communication. Since the required energy for the operation of this camera is provided by
harvesting energy from the RFID reader, the operating range is only limited to a few meters.

In [21,46], a wireless battery-free camera is designed. This system uses an analog image
sensor to stream video. The authors use Pulse Width Modulation (PWM) to convert the
analog pixels value to digital for backscatter data transmission.

As mentioned, energy harvesting is a major obstacle in implementing battery-free sen-
sors. To address this challenge, researchers have been trying to improve the efficiency of ex-
iting harvesters and design novel boards capable of harvesting energy from multiple sources.
In [46], a dual harvester board provides power for the camera’s operation by collecting energy
from ambient light and RF signals simultaneously, allowing the camera to operate at longer
distances. Researchers in [88] design the first battery-free personal gaming device powered
by collected energy from sunlight and the user actions. Other sources of energy are used to

power battery-free sensors such as thermal [87], vibration [90], and motion [91].

Detection algorithm. In the realm of object detection, or specifically, in human detection,
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many techniques and algorithms are proposed in previous literature. For example, the com-
bination of feature extraction using Histogram of Gradient (HOG) and the Support Vector
Machine (SVM) as the classifier [110-112] are frequently used. In these papers, HOG is
used to effectively extract the human feature and contour from an input image, and these
extracted features are then fed into an SVM for classification. On top of that, with the
small model size and inferencing speed, it becomes a suitable candidate to be deployed on
an embedded system to perform real-time detection.

In [110,111], the detection is performed on relatively more straightforward human posture
like standing or walking, and the whole human body is perfectly visible. In [112], the test
cases presented in the paper are slightly more challenging. The images are captured in a
certain angle of depression, and the humans’ figures appear smaller in the images. However,
the performance of the detection algorithm under occlusion cases is still not discussed in the
papers.

On the other hand, with the recent advances in deep learning, there are also papers
that use deep learning models such as YOLO [114-116] to detect person for occupant den-
sity detection, human behavior, and motion analysis. In [115], the authors claim that the
YOLOv3 model is performing better in cases of partial occlusion. In terms of inferencing
speed, however, in [114], the authors mention that the algorithm would require a GPU to
perform inferencing in a real-time fashion. An example of this is shown in [115], whereby
using a Jetson TX2 and TensorRT optimization, the system can achieve 10 FPS of processing
speed. While deep learning models offer a more robust detection performance, deploying a

deep learning model on an embedded system for real-time detection remains a challenge.
4.3 Sensor design

Our goal is to design a battery-free camera that captures low-resolution images and transmits
them to a hub via wireless communication. To enable this, we use a low-power microcon-
troller to read images from the image sensor and send them to the receiver using backscatter

communication technology. Our solar harvester stores enough energy to support the oper-
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Figure 4.1: Prototype hardware.

ation of the camera. Figure 4.1 shows the block diagram of our system and our camera

prototype.

4.3.1 Image Sensor

We use a Himax HM01B0 low-power image sensor that outputs gray-scale video with a bit
depth of 8 per pixel to capture 120 x 120 pictures. This image sensor has the lowest power
consumption among the low-resolution sensors since it consumes only 1.1 mW to stream
video at 30 frames per second. The process of capturing an image starts with enabling the
image sensor. Next, the microcontroller unit (MCU) reads the image row by row and saves
it in memory. Once the picture is recorded, the MCU disables the image sensor to keep the
camera’s power consumption in sleep mode low.

To improve the image quality, we remove the static noise in the images. A white paper
is placed in front of the camera’s lens, and hundreds of images are recorded to estimate this

noise. Taking an average across these images provides an estimate of the static noise. We
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Figure 4.2: Image sample after (left) and before (right) enhancement.

remove this offset by subtracting the per-pixel average from each pixel of the image that we

record. Figure 4.2 shows a sample image before and after the noise removal process.

4.8.2  Microcontroller and Energy Harvester

We use STM32L071CS8, an ultra-low-power MCU with a clock frequency of 4 MHz, to ini-
tialize the image sensor, receive images from it, and transmit them in multiple packets to the
hub using backscatter communication. In the following paragraphs, we explain the process
of capturing an image and transmitting it to the receiver in more details.

To save energy, we keep our system in sleep mode and wait for the hub to request an image.
Our camera is equipped with the low-power Amplitude Shift Keying (ASK) receiver used
in [37] to enable this down-link communication. The ASK receiver listens to the commands
from the hub and wakes the microcontroller from sleep mode upon detection of the image
request command.

Once the command is received, the microcontroller’s Phase-Locked Loop (PLL) generates
a 3 MHz clock signal for the operation of the image sensor and initializes it via the [2C bus.
Next, the image sensor captures an image and uses the SPI bus to transfer each row’s pixels
value to the MCU. This process is finished when the MCU reads all of the 120 rows. Finally,
to transmit the image to the hub, the MCU breaks down the image into 12 portions or
120 rows. The hub can request transmission of a portion or row by sending the dedicated

command to the camera.
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The MCU uses the backscatter block for image data transmission. We stream the raw
data to the hub and do not perform any compression on the camera board because the power
and time required for compression are higher than the needed time and energy to stream raw
data [121]. Moreover, compression becomes more critical where in contrast to our system,
the communication cost is high, so the data size must be as small as possible. To make our
communication system more robust, the microcontroller computes the Cyclic Redundancy
Check (CRC) of each communication packet and transmits it at the end of the packet. If
this CRC does not match the CRC that the hub calculates, the hub requests re-transmission
of the packet.

We use a TT BQ25570 solar energy harvesting Integrated Circuit (IC) to power the
camera’s operation. The amount of energy that this IC stores in the supercapacitor depends
on the size of the solar panel and light intensity in the experiment room; using a larger solar

panel or deployment in a room with higher light intensity results in a higher update rate.

4.8.83  Backscatter Communication

Backscatter communication is a low-power wireless technology wherein a transmitter unit
generates a carrier signal, a sensor node reflects the carrier, and a receiver unit decodes the
sensor node data [21,23,45,49]. Since the sensor does not need to generate any signal to
communicate with the receiver and only reflects the carrier, the power consumption for data

transmission is low.
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We implement a Frequency Shift Keying (FSK) backscatter unit to transmit the images
to the hub at the data rate of 125 Kbps. In our design, the microcontroller changes the
state of the RF switch connected to the antenna at two frequency rates to reflect the carrier.
Figure 4.3 shows the carrier signal and bit 1, and bit 0 with frequency offset of f; and f; from
the carrier, respectively. Our communication system allows the camera to communicate with
the receiver while there is up to 130 ft distance between them [122]. Our custom-designed
receiver board equipped with a Raspberry Pi 4 for data processing and the transmitter

prototype are shown in Figure 4.1.
4.4 Algorithm

This section discusses the algorithm that we use to perform occupancy detection on the

embedded system.

4.4.1 YOLOwv5 Network

To detect human presence, we implement a recent state-of-the-art detection algorithm,
YOLOv5 [113]. Similar to most single-stage object detection models [117,120], YOLOv5
consists of three components, each with an essential role in the model.

The first component of the model, known as the model backbone, is a feature extractor
network that extracts rich and useful features from the input images. Many model backbones
are developed over the years, such as Cross Stage Partial Network (CSPNet) [123] and
Residual Network [124]. In YOLOVS5, the former is used as the model backbone. The
next component is the model neck, whose primary function is to generate feature pyramids.
Feature pyramids are an essential block that allows the model to detect objects at different
sizes and scales by constructing multi-scale feature maps. Similar to YOLOv4, YOLOv5
uses the Path Aggregation Network (PANet) [125] which combines the top-down and bottom
structure as the model neck. The last component of the model is the model head, which
generates the predictions for bounding boxes and object classes.

The output tensor dimensions for YOLOv5 can be expressed as d x (b+ n), where d is
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the number of detection layers, b = (x,y, w, h, ¢) representing the predicted bounding box’s
coordinates, width, height and the prediction confidence, and n is the number of classes.
The model has three detection layers in our application, and since we are only interested
in a single class, human presence detection, the output tensor dimensions are updated to
3x (54+1) = 18. The models are introduced with four different sizes; small (s), medium (m),
large (1), and extra-large (z), with the model sizes sorted in ascending order. The model
sizes are increased by increasing the model height and width multiplier, which will increase
the number of layers and layer channels. Considering the small input image size and the
limited computation resources on Raspberry Pi, we choose the s model with a 0.33 height

multiplier and 0.5 width multiplier for our application. The resulting model weight is merely

14 MB with 7.25 M parameters and 16.8 GFLOPs in the model.

4.4.2  Training

Collected images by the cameras are labeled and annotated with bounding boxes around
the occupants. We employ several data augmentation techniques such as brightness varying,
image flipping, and mosaic data augmentations to generate a richer training image variation.
These data augmentations procedures are essential to enhance the robustness of the trained
model to various scenarios such as different illuminance levels and human position in the
images. For this single-class detection implementation, we generate up to 4,308 images after
augmentations(excluding mosaic augmentation), and we use 3,016 images for training, 430
images for validation, and 862 images for testing. In the next step, these images are fed into
the YOLOvV5 network for model training. The model is trained on Google Colab using a
Tesla T4 GPU for 300 epochs. After training the model, the model weight and architecture

are saved for inferencing purposes.

4.4.3  Deployment

The model weights are first converted into Tensorflow Lite (TF-Lite) format before deploying

the saved model on Raspberry Pi. As a result, we can efficiently perform model inferencing
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on the Raspberry Pi using the TF-Lite Interpreter. TF-Lite Interpreter is a lightweight
model interpreter library dedicated to model inferencing on various embedded systems. This
essentially reduces the required memory size on the embedded system as it exempts the need

to install a full-blown deep learning library to run the model.

4.5 FEvaluation

We perform several experiments to demonstrate the performance of our system. First, we
measure the power consumption of the camera. Second, we deploy our camera in different

locations to evaluate the accuracy of the model.

4.5.1  Camera Power Consumption

As mentioned in section 4.3.2, the MCU breaks down the image data into 12 portions or 120
rows to transmit data to the hub. Figure 4.4 shows the power that the camera consumes to
send one portion of an image to the hub. Each portion is composed of 60 communication
packets. The peaks in the power consumption plot are caused by the MCU computing the
CRC of each packet. To measure the camera’s power consumption, we use a 2.2 {2 resistor
in series with the camera and measure the voltage of the resistor, which is 2.2x the current
the camera and the resistor consume. We analyze the voltage data that the oscilloscope
records to report the power numbers. Since the resistor value is small, we can assume that
the camera consumes the total current. We list the energy that the camera needs to capture

and transmit an image in Table 4.1.

To evaluate the harvester’s performance, we use AM-1801 and AM-1816CA solar panels
with areas of 2 in? and 17 in?, respectively, in an office with the light intensity of 300 lux for
collecting energy. Table 4.1 lists the average update rates that we can achieve using these

solar panels.
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Figure 4.4: Camera’s power consumption during transmission of a portion of the

image.
Sleep Power (1 W) 30
Sensing Energy (mJ) 6.05
Communication Energy (mJ) 3.82
Solar-Powered 2 in*panel | 280
Update Rate (sec.) |17 in*panel | 17

Table 4.1: Power consumption measurements for camera.

) Lab (Cam. 1) ) Lab (Cam. 2) ) Kitchen d) Living Room

Figure 4.5: Sample detection results for each experiment zone.

4.5.2  Ezxperiment Setup

The system setup consists of two camera nodes, a transmitter, and a receiver attached to a

Raspberry Pi. During the system testing, the cameras are installed in each zone to capture
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images from different directions and angles. The system is tested at two indoor locations, a
residential unit, and a computer lab. For privacy concerns, the system is only set up in the
common areas such as the kitchen and the living room in the residential unit. These selected
testing locations are chosen to provide diverse indoor testing scenarios. For example, in the
kitchen, occupants are often standing and walking as they are cooking or cleaning the dishes,
while in the living room, occupants are usually sitting on the couch watching television or
using their laptops. These scenarios produce images with different human postures, lighting
conditions, and occupants’ distance to the camera (human figure size in pictures), enabling
a more comprehensive system performance evaluation.

In each location, we run the system for ~10 hours from sunrise to sunset, with 0 ~ 2
occupants in the zone throughout the experiment period. Moreover, to evaluate the reliability
of the system, a final experiment is performed with an extended period, where we run the
system uninterrupted for up to 5 days, with the camera nodes installed in two zones (kitchen
and living room) simultaneously. This experimental setup allows the system to cover a large
area in the residential unit, with up to a ~30 ft euclidean distance between the receiver and

camera sensor nodes.

4.5.3  FExperiment Results

In this section, we discuss the performance of our system at locations mentioned in Sec-
tion 4.5.2. Figure 4.5 shows four sample images wherein the YOLOv5 model detects occu-
pants and annotates them with bounding boxes.

Each example image shown in the figure depicts a different zone/background or posture.
For example, in Figure 4.5 (a), the image shows the person in a sitting position and far away
from the camera. In contrast, another camera at the same location captures a picture of the
person walking toward the door from a different angle. The model can detect the person
in both scenarios despite the different posture and distance from the camera. Moreover, in
Figure 4.5 (c), the image shows that our model can detect multiple people in one image.

Finally, in Figure 4.5 (d), the image shows a scenario where the occupant is looking at the
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laptop in the living room with only the top half of the body visible. This example shows
that the model can detect the person despite the occlusion of the lower half body and it is
robust to a small angle of depression.

On top of the output illustrations, Table 4.2 also provides a summary of the outcome
of the performed experiments. In each zone, the camera captures and inferences up to
~3,000 images, and in the last experiment, the system records more than 30,000 images,
with an inference time of only ~100ms per image. To simplify results presentation, we use
a 0.5 confidence threshold in the inferencing, and each frame with a detected person(s),
will be labeled as occupied, and otherwise, as unoccupied. After evaluating these occupied
and unoccupied frames, each experiment achieves an accuracy of >90%, including the last
experiment with two zones and an extended experiment period. This shows that the system

can accurately detect human presence and operate reliably in a large area for a long duration.

Zones Total Num. Images | Accuracy(%)

Lab 2,951 99.56
Kitchen 3,508 99.72
Living Room 3,082 92.53
Kitchen and
Living Room 32,914 92.72
(5 days)

Table 4.2: Table shows the detection accuracy rates for different testing locations and the

total number of camera images collected using the developed system.

Every system has its advantages and shortcomings. In our case, since our proposed
detection system is vision-based, the images captured by the camera are inherently reliant
on the surrounding illuminance. Under the low light condition, images captured appear much
darker with small pixel intensity values, as shown in Figure 4.6. The red circle in Figure 4.6

indicates an occupant in the frame, but the image captured does not contain enough contrast
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Figure 4.6: A sample image captured in a dark environment with the occupant

circled in red.

that shows the human figure in the image. The combination of low-resolution and dark
images causes human detection to become a challenging task. This situation can potentially
be remedied by equipping the detection system with simple motion detection and image
enhancement algorithms. In our future work, the adaptation of this system in low light

conditions will be further addressed in more detail.
4.6 Conclusion

This paper proposed a power-efficient and high-performing occupancy detection system de-
ployed on an embedded system with a low-cost processor. Using a solar energy harvester
and backscatter communication, we successfully powered the low-power camera sensor and
transmitted the captured images to the receiver. The power consumption of the camera for
sensing and transmitting an image was discussed in detail. For the detection algorithm, we
deployed a state-of-the-art detection model, the YOLOvV5 network, on the Raspberry Pi to
detect occupants accurately. Multiple indoor experiments were performed to demonstrate
the performance of the proposed system. The experiments showed promising results with

> 90% detection accuracy and a fast inferencing time of ~100ms.
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Chapter 5
LOW-POWER COLOR VGA CAMERA SYSTEM

5.1 Introduction

Streaming high-quality video from low-power wireless devices across a range of applica-
tions from battery-powered and battery-free security cameras [6,46], wearable cameras (e.g.,
Google glasses), as well as insect-scale robots [121], is a challenging problem. State-of-the-art
low-power systems can only stream 112x 112 monochrome video at 13 frames per second (fps)
while consuming 3.3 mW [46]. Higher-quality streaming is difficult due to the significantly
larger data rates involved that consume much higher power. A popular solution is to employ
dedicated codec hardware and compress the video stream to reduce the transmission data
rates. While this approach reduces the energy required for communication to manageable
levels, it comes at the cost of increased power consumption for data processing. For instance,
a codec-based design results in the system power consumption of around 1 W for streaming
720p video at 30 fps [6]. Thus, so far, there has been a strict tradeoff between wireless video
quality and system power consumption.

To enable high-quality video streaming, we need to use high-resolution image sensors,
but they typically use hundreds of mW, which is beyond the power budget of IoT sensors
(see Fig. 5.1). To address this issue, we propose a dual-camera system, wherein a low-power
gray-scale image sensor is always active and streams video to a nearby basestation; a duty-
cycled high-resolution color image sensor sparsely transmits one frame to the basestation
as the reference frame. Our machine learning model implemented at the basestation will
use the reference frame to upsize and colorize the low-resolution images. Fig. 5.2 shows the
proposed dual camera system.

In our dual-camera system, we can duty-cycle the operation of the power-hungry sensor
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Figure 5.1: Power consumption of RGB and monochrome image sensors vs. image

size.

and mostly rely on the data from the low-resolution sensor, which eventually are up-sized
and colorized by the machine learning model using the reference frames. This design allows
us to implement a low-power camera system that captures high-quality color video while
consuming a few mWs. This design is low-power enough to enable many applications in
computer vision, security systems, [oT, and wearable devices.

In the following sections, we focus on the hardware design of this project and show how
we design and implement our dual camera system. Next, we deploy our system, capture
low-resolution (160 x 120) video and VGA key-frames (640 x 480), and show that our model
can generate high-quality color VGA video frames. Finally, we evaluate the system’s power

consumption and compare the results with the state-of-the-art camera systems.
5.2 System Design and Implementation

We aim to design a wireless low-power camera system for streaming VGA color video at 15{ps.
In our system, a low-power QQVGA (160x120 pixels) image sensor streams gray-scale video
to the basestation with a frame rate of 15. To upsize and colorize the QQVGA frames, we

use a powerful color VGA sensor that transmits one color VGA frame to the basestation per
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Figure 5.2: Overview of our dual camera system. We use low-resolution gray-scale
frames and reconstruct high-resolution color frames using color inferred from the

periodic high-resolution key-frames.

second. Our machine learning model implemented at the basestation receives 1 VGA and 15
QQVGA frames as inputs in one second and generates 15 frames of VGA color video. This
approach allows us to keep the power-hungry sensor active for a short time (duration of a
frame) and duty-cycle its operation, ultimately enabling us to build a more power-efficient
VGA camera system than a single VGA image sensor camera system wherein the power-
hungry image sensor is always active. Fig. 5.3 shows the block diagram of the system; two
sensor nodes capture videos and transmit them to the basestation. The following subsections

explain how the system is designed and implemented.

5.2.1 Low-resolution gray-scale image sensor

We use a low-power STM32L.496 microcontroller to initialize a Himax HM01B0 image sen-

sor in QQVGA mode and record 15 frames of gray-scale video in one second. Our MCU
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Figure 5.3: Dual camera system block diagram. The system comprises two key parts: 1-
a basestation and 2- a dual camera sensor node; the sensor node is built with low-resolution

and high-resolution image sensors.

(Microcontroller Unit), operating at 80 MHz, uses its PLL (Phase Locked Loop) module
to provide a 10 MHz clock for the image sensor operation. Once the image sensor clock is
ready, the MCU uses the 12C (Inter-Integrated Circuit) module to initialize the image sensor
in streaming mode and send commands to the Himax camera. Next, the MCU uses the SPI
module (Serial Peripheral Interface) in slave mode to receive the 8-bit pixels value from the
image sensor (SPI master). A DMA (Direct Memory Access) channel is enabled to transfer
the data from the sensor (peripheral) to the MCU (memory). This allows us to leave the
MCU central core out of the reading process and keep it in sleep mode, which results in
lower power consumption. Finally, to transfer the collected data to the basestation, we can
use a TT CC2640R2F radio in 8-FSK mode with a maximum throughput of 2.5 Mbps. The
radio operates in the 2.4 MHz band and generates RF signal at 0 dBm power level. Our
STM321L.496 MCU uses a DMA channel to transfer the video data to the TI radio’s memory

via a UART (Universal Asynchronous Receiver Transmitter) connection.

5.2.2  High-resolution color image sensor

We use a STM32U575 MCU plus an OmniVision OV7692 color VGA image sensor to record
one key-frame per second. The MCU, operating at 160 MHz, generates a 12 MHz clock
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signal for the image sensor’s operation and initializes it in YUV 4:2:2 mode through an 12C
connection. In this mode, the image sensor outputs 16 bits of data per pixel, resulting in a
frame data size of 5 Mb, which is smaller than our MCU’s RAM capacity. After the initial-
ization process, the sensor captures a picture; the MCU uses the digital video port (DVP)
interface with 8 data lines and three synchronization signals (horizontal reference, vertical
reference, and pixel clock) to transfer the image. A DMA channel of the microcontroller
is activated to transmit 8 bits of data on the positive edge of the pixel clock signal until a
frame is complete. The central MCU core is mainly kept in sleep mode during image reading
to preserve energy. To reduce the energy consumption even more, we keep the VGA image
sensor active only for 40ms which is the duration of the initialization and reading processes.
As mentioned above, by the time t = 40 ms, the MCU has stored one frame in memory and
deactivated the image sensor. Now, the MCU has to transfer the recorded image to the radio
for wireless data transmission to the basestation. As mentioned above, the data size of the
high-resolution camera system is 5 Mb, while the radio’s maximum throughput is 2.5 Mbps.
Therefore, we can divide the data into two sections and use two separate T1 radios operating
at two different center frequencies to transfer the data. Our STM32U575 MCU can enable
two DMA channels and two UART modules (one for each radio) to send the video data to
the radios’ memory. The UART transfer happens from time t = 40 ms to t= 990 ms. After

data transmission, the MCU prepares the system for capturing the next frame.

5.2.8  Synchronization and Lens Alignment

In this subsection, we explain: first, how the laptop program finds the end and start of a
frame, second, how we locally assign a synchronized timestamp to each frame captured by
the low-resolution and high-resolution systems, and finally, how we deploy the dual-sensor
system to minimize the misalignment between the lenses.

In order to recover the transferred images, the basestation must be able to find the first
pixel of each frame. To enable this, we add a specific three-byte footer at the end of every

frame (13, 0, and 10) and transfer it alongside the image data (see Fig. 5.4). Our python
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#—————————— |Image data 32-bit timer Footer

First Pixel | Second Pixel || LastPixel | Timer[31:24] | Timer[23:16] | Timer[15:8] | Timer[7:0] 13 | 0 | 10 |

Figure 5.4: Packet structure of the dual camera sensor node. Each cell has a byte of
data. Our sensors record the image data and add the timer value and footer to the end of

the packet. Timer data and footer are used to synchronize the sensors with the laptop.

program implemented at the basestation looks for the first footer in the coming data to find
the start pixel and reconstruct the images.

Our machine learning model must know when each frame is captured to sort the input
frames correctly. We implement a 32-bit timer on the low and high-resolution MCUs with a
precision of 1 ms. To synchronize the low-resolution and high-resolution timers, the laptop
program sends a command to the MCUs to start the timer. After capturing a frame, the
MCU reads the 32-bit timer value and appends it to the image data (Fig. 5.4). As a result,
the basestation receives a frame with time information embedded in the data array. As men-
tioned, these two timers (low-resolution and high-resolution MCU timers) must be triggered
simultaneously to benefit from the time information and prevent any mismatch between the
values. This is enabled by the basestation sending a start signal to the MCUs.

Finally, we build a prototype for evaluation. We use this prototype to capture low-
resolution, high-resolution, and ground-truth image frames and transfer them to the bases-
tation (laptop) for data processing. The ground-truth camera helps us compare our recon-
structed video with a regular VGA sensor video. To reduce the misalignment between the
three lenses, we place the image sensors close to each other as much as possible. This ap-
proach helps us capture frames with a similar field of view. Fig. 5.5 shows our prototype

hardware.

5.2.4  Machine learning model

Note: since I was responsible for the hardware development of this project, I focused on

the implementation and testing of the prototype throughout Chapter 5. This subsection
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Figure 5.5: Prototype of our dual camera system. We use Raspberry Pi cameras for

ground truth. The flex PCB cable (FPC) allows us to place the two cameras close with

super-glue.

briefly reviews the machine learning model. For more information, please refer to the archive
paper [126].

We propose Recurrent Key-Frame Network (RKFN) for keyframe-based super-resolution
and colorization. Similar to many RNN architectures, our method is based on a recurrent
element called Frame Memory. We train two versions of our model, one for the keyframe-

based video super-resolution (KeyVSR) and the other for the key-frame-based video super-
resolution and colorization (KeyVSR-C) task.

5.3 Evaluation

We perform multiple experiments in this section to measure the power consumption of our
dual-camera system. Also, we qualitatively compare our generated frames with state-of-the-

art machine learning models. For quantitative results, please refer to the archive paper [126].
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Table 5.1: Power consumption of the low-resolution camera.

Components Current Consumption (mA) | Supply Voltage (V)
STM32L.496 MCU 4.57 1.8
Himax HMO01B0 Sensor 0.97 2.8
TT CC2640R2F Radio 7.14 2.8

5.8.1 Power Analysis

In this section, we measure the average power that our system needs for capturing video and

transferring the data to the basestation via a wireless connection.

Low-resolution Sensor. We use Himax HM1B0 in QQVGA mode to record video at
15fps. The image sensor consumes 2.72 mW. We mostly keep our STM32L.496 MCU in sleep
mode, and the average power consumption is 8.23 mW. TT CC2640R2F radio in 8-FSK mode
with a maximum throughput of 2.5 Mbps and operating in the 2.4 MHz band can be used to
transfer the data to the basestation via a wireless connection. The radio consumes 20 mW
when it outputs a signal at 0 dBm. Therefore, the total power consumption for the wireless

low-resolution camera system is 30.95 mW.

High-resolution Sensor. We use the OmniVision OV7692 color VGA sensor to capture
a frame per second. Enabling the image sensor and recording data takes 40 ms, and the image
sensor consumes 77.06 mJ during this period. Once the image is entirely received by the
STM32U575 MCU, we turn off the image sensor to save power. Thus the average power
consumption of the image sensor is 3.08 mW. The MCU’s average power consumption is
32.4 mW. To transfer the key-frame to the basestation, we can use two TI CC2640R2F
radios for wireless data transmission; therefore, the total required power for the transmission
process is 40 mW (2x20 mW). The wireless high-resolution camera system requires 75.48

mW for its operation.
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Components Current Consumption (mA) | Supply Voltage (V)
STM32U575 MCU 18 1.8
OV7692 Sensor 1.10 2.8
2 (TI CC2640R2F Radio) 2% (7.14) 2.8

Table 5.3: Comparison of existing wireless video streaming systems. Note that we

report active power when the system is ON and streaming.

Active Power Resolution Frame rate  Color Comms
BackCam [127] 9.7 mW 160 x 120 1 fps greyscale backscatter
BeetleCam [121] 4.4-18 mW 160 x 120 1-5 fps greyscale radio
Analog CentEye [46] 3.3 mW 112 x 112 13 fps greyscale backscatter
Blink [128] 700-1800 mW 640 x 480/740p  7.5-30 fps color radio
Our prototype 106 mW 640 x 480 15 fps color radio

Power Comparison. Our system can achieve color 640x480 wireless video streaming at

15 fps while consuming only 106 mW. The active power is much lower than existing wireless

video streaming systems at comparable frame rates and resolution (Table 5.3). Please note

our dual-mode design, where the high-resolution camera is heavily duty-cycled, only 5.8 mW

of this power is from our cameras (13x reduction), realizing our goal of making the camera

sensor power negligible. The rest is consumed by the microcontrollers and radios, which we

do not currently optimize in our system.
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5.8.2  Video Quality Analysis

In this subsection, we qualitatively compare our results with state-of-art super-resolution
methods. In the next paragraph, we use existing datasets (Vid4) to generate output frames
for different models. Fig. 5.6 shows the generated frames. Next, we place our prototype
(Fig. 5.5) in the lab and record video with the sensors. Our machine learning model uses

the collected data to generate high-quality videos (Fig. 5.7).
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Figure 5.7: Qualitative comparison on real-world data.
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Chapter 6

CONCLUSION

In conclusion, this dissertation presents low-power wireless video streaming techniques
and applications. We designed an analog video streaming camera system that captures low-
resolution and gray-scale images and transfers them to the basestation via analog backscatter
technology. This camera harvests energy from ambient light and RF signals for its operation.
Next, we mentioned that analog sensors and analog backscatter cause multiple problems
that affect the data quality and limit the applications of analog backscatter. Instead, we
designed a modular digital backscatter communication system that can cover a wide area and
accommodate many sensing modalities. We used a digital low-resolution sensor alongside
other sensors (audio, temperature, humidity, and illuminance) to detect human presence in
buildings. This was the primary motivation behind developing a low-power wireless video
streaming system for low-resolution cameras. Finally, we designed a dual-camera system that
consumes 106 mW to stream VGA video at 15 fps. In this design, we heavily duty-cycled the
VGA sensor (power-hungry) operation and relied on the frames captured by the QQVGA
image sensor (low-power). Our model can generate high-quality frames using low-quality
images and occasional VGA reference frames.

The work presented in this dissertation can be followed up along these directions.

Dual-Camera sensor node MCU power optimization As mentioned in the last
chapter, we focused on optimizing the system’s power consumption by duty-cycling the
power-hungry sensor. However, there is a significant opportunity to optimize the power that
MCUs consume. It may make sense to use a single MCU in the system that can control two
sensors and multiple radios.

Dual-Camera system and backscatter communication. We presented an FSK
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backscatter communication system with a maximum data rate of 250 Kbps in Chapter 3.
Still, we did not use this communication system in developing the dual camera design since
we needed more bandwidth (higher data rate). One could improve the communication system
to increase the data rate or use off-the-shelf backscatter radio ICs from Jeeva Wireless Inc.
to optimize the radio’s power consumption. This could help us significantly decrease the
total power of communication(10-1000x reduction).

Dual-Camera system ASIC design. To build our system, we used off-the-shelf com-
ponents. One could design a single chip that performs the same tasks as our system. Since
this chip is designed for this specific application, it will be exceedingly power-efficient. This
design can enable many applications where the form factor, battery life, and heating are
crucial. For example, we can develop smart glasses that capture high-quality images while

powered by a small battery.
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