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Satellites are becoming increasingly intertwined in our daily lives, whether we are aware of

it or not. As the importance and prevalence of satellites continues to increase, so do the

implications on the privacy, security, and safety of humans on Earth and in space. These

risks are not limited to a particular type of satellite nor a particular adversary. They span

the entire satellite ecosystem. For example, state adversaries may seek to damage satellites

launched by a competing country for financial gain, or to destroy a portion of satellite-

facilitated critical infrastructure as part of cyber warfare. Or, even without a security

compromise, individuals could purchase increasingly affordable commercial satellite images

for interpersonal surveillance.

This dissertation identifies and addresses security and privacy challenges across the

satellite ecosystem that have previously received little attention. First, this work surveys

the possible threats of commercial imaging satellites to individual privacy. Commercial

imaging satellites pose both possible benefits and privacy harms, and this work explores

these tradeoffs through a survey of 99 participants, followed by a discussion of possible

solutions that still maintain utility benefits. Second, this work looks at the importance of

smaller satellites and argues why they must still practice good security. Because of the

cyberphysical effects of satellites, one insecure satellite has the capacity to damage other

satellites in the ecosystem. This interconnectedness necessitates careful analysis of security



and other possible harms among all satellite operators of every satellite in orbit. This work

puts forth possible threats posed by university smallsats, along with barriers to building

them securely through a combination of in-depth interviews and open-source code analysis.

Lastly, this work focuses on emerging threats to more complex satellites or fleets of satellites.

This work identifies the risks of a compromised peripheral on a large complex satellite. This

work demonstrates through simulation that current resiliency techniques do not handle the

case when a satellite peripheral is malicious rather than just faulty. Then, the final portion

of this work proposes and experimentally tests a novel technique that identifies and takes

action on malicious peripherals. Together, this work makes steps toward a safer satellite

ecosystem that benefits those on the ground.
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Chapter 1

Introduction

Satellites are becoming increasingly intertwined in our daily lives, whether we are aware

of it or not. An unprecedented number of commercial satellite launches [155] has recently

led to the emergence of space systems as an unofficial category of critical infrastructure.

These commercial systems provide high-speed, low-latency communications [104], position,

navigation, and timing (PNT) [70], weather forecasting [108], military defense [153], and

geospatial imagery [90], among other applications. Satellites range in size from centimeters

to sizes capable of holding humans (for example, the International Space Station). Many

satellites on the smaller end are run by universities through academic research labs or for-

fun clubs run by undergraduates, while governments or commercial entities typically operate

larger satellites.

All satellites big and small, commercial and noncommercial, make up this satellite

ecosystem. By satellite ecosystem, I mean the set of satellites in all orbits in space, along

with ground components used to send commands up and receive downlinked data. This

ecosystem is intertwined into the lives of every person on the ground. Satellites underlie

much of our critical infrastructure. Through GPS, the world navigates the seas and ground

and also uses precise timing data of GPS for financial transactions. With or without our

knowledge, sensing satellites collect shockingly high resolution images on the ground and

even into backyards.

As the importance and prevalence of satellites continues to increase, so do the implications

on the security, privacy, and safety of humans on Earth and in space. These risks are

not limited to a particular type of satellite nor a particular adversary. Rather, they

span the entire satellite ecosystem. For example, state adversaries may seek to damage
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satellites launched by a competing country for financial gain, or to destroy a portion

of satellite-facilitated critical infrastructure as part of cyber warfare. This threat to

the satellite ecosystem is not theoretical; Russia attacked ground segments in Viasat’s

satellite communications system, leading to thousands of Ukrainian modems to go offline

during Russia’s invasion of Ukraine [106]. Other attacks on the communications link

and ground stations have occurred, and there has been suspicion that actual satellite

space components have also been targeted [126]. In addition, privacy threats exist given

the impressive data collection capabilities of many satellites. Even without a security

compromise, individuals could purchase increasingly affordable commercial satellite images

for interpersonal surveillance, an emerging threat identified in this dissertation.

All of the threats listed above are important to consider, but why can’t we just apply

traditional security techniques used on the ground into the space domain? There are

differences for both security and privacy challenges for satellites. We can take a drone as an

example of a similar technology of an embedded system that flies and, like some satellites,

can take images. First, consider the privacy concerns of drones. Like commercial imaging

satellites, a drone can capture bird’s eye view images any time each day. If someone flies

a drone, they may likewise have access to raw, unedited images of the Earth. But unlike

imaging satellites, most drones in the commercial market are detectable through at least

sight, potentially alerting those who can see the drones of their presence and thus temporarily

affecting how they behave while a drone is nearby. Next, consider the security concerns of

drones and how they differ from satellites. Drones are a common platform used for testing

sensor attacks and associated recovery techniques [34,35,98]. Compared to drones, satellites

must handle a much longer mission, taking up to multiple years. Satellites must be able to

handle very stealthy attacks that may only cause measurable impacts over periods longer

than a single drone mission. A satellite’s location must be precise to stay in the correct orbit

while pointing its communications module and sensors in the correct direction, whereas a

drone might be able to land many meters away from its target landing destination while still

executing a safe mission.
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Securing satellites poses difficult challenges. One issue is their possible vulnerability to an

increased rate of hardware faults compared to terrestrial hardware due to radiation in orbit.

In addition, the complexity of multiple control systems and sensors operating on a machine

with limited power and computation to put towards attack detection makes building any

solution to an onboard attack difficult. Satellites also face temporal and physical contact

constraints. In low Earth orbit, satellites take around 90 minutes to orbit Earth. Single

ground stations can typically only contact a satellite for 7-10 of those minutes [39]. And

if the satellite were to enter an unrecoverable state, there is no feasible way to physically

access the satellite to reboot it. Another challenge is latency constraints. Satellites may need

to respond in real-time for tasks like collision-avoidance or ADCS [75]. Adding encryption

and other security measures could increase the amount and size of packets needed when

communicating. Yet another challenge is that many satellites are largely bespoke systems,

with custom protocols, operating systems, and hardware components. This makes it difficult

to use existing security tools, such as fuzzing [162]. Building defenses to any sort of threat

onboard a satellite must also not violate timing constraints of a real-time system.

Past and concurrent academic work has enumerated and taxonomized threats to satellite

security and the corresponding harms [32,43,45,73,83,84,103,126]. While many papers have

focused on threat enumeration, more recently some work has taken a more experimental

approach [57, 74, 75, 91, 107, 163] through building systems and analyzing existing satellite

code. Yet there still remain gaps in the empirical analysis, threat enumeration, and towards

finding solutions. Work in this dissertation addresses gaps in all three of these areas,

described in more detail below.

Contributions

Below, I describe how this dissertation addresses satellite security and privacy research gaps.

Then, I go over motivating threats and an overview for each chapter.
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Research Gaps Addressed

Gap 1: Empirically Grounded Methodology for Satellite Ecosystem Protection

In order to build better protections for satellites, we first need to deeply understand the

barriers and challenges. Most of my work takes an empirical approach to understanding

these challenges. Chapter 2 surveys people on how they weigh the benefits and possible

privacy harms of commercial satellite imagery. These surveys, along with discussions with

collaborators in geography, a panel of security and privacy experts, and ordering real

satellite images, informed my proposals for future approaches to make satellite imagery

useful while mitigating the harms to individual privacy. Chapter 3 also takes an empirical

approach through a two-pronged methodology. Using a combination of in-depth interviews

of satellite developers and analysis of their open source satellite code, Chapter 3 identifies

practical barriers that small and amateur satellite developers face to building satellites

securely. Chapter 4 likewise uses a hands-on, empirical approach, this time through a realistic

satellite mission simulation. Through the simulation, this chapter characterizes the impact

of a malicious satellite peripheral microcontroller on a flight computer, then shows that

traditional defensive techniques do not work. Lastly, Chapter 4 builds a proof-of-concept

technique atop the simulation to demonstrate a novel sensor diagnosis technique, aimed at

identifying and then shutting off a malicious peripheral.

Gap 2: Underexplored Satellite Ecosystem Threats The empirical methodologies

above aid in finding gaps in the threats listed in previous work. The results of expert panels

and the survey itself in Chapter 2 identify possible individual privacy harms. Chapter 3

elicits emerging threat models during interviews. Chapter 4 identifies possible motivations

and impact of a malicious peripheral, described further in the chapter overview below.

Gap 3: Towards Solutions to Satellite Ecosystem Threats Taken together, these

empirically grounded results on barriers and challenges, along with threats to the satellite

ecosystem that previously received little attention, provide a stronger foundation for
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proposing and building better mitigations. Chapter 2 poses possible mitigations to privacy

harms that can be used by commercial satellite imagery stakeholders. Chapters 3 and 4

discuss solutions to overcoming security barriers and to mitigating threats. Chapter 4 also

builds a proof-of-concept solution that can be adapted to other satellites and cyber-physical

systems.

Chapter Overviews

Next, I provide descriptions and contributions of each chapter.

Chapter 2: Privacy Threats and Concerns of Commercial Satellites Earth

observation satellites have been around for decades, but they have expanded in availability

and number in the past decade. The impressive data collection capabilities of these

commercial satellites, along with their decreasing costs and increased availability to

customers motivated Chapter 2. Commercial satellite imaging is used for diverse applications

in a wide range of sectors, from agriculture to the military. As satellite images continue to

become more widely available and detailed in resolution, the potential for individual and

population-level monitoring increases and raises new privacy concerns compared to previous

Earth observation technologies. These technologies may become even higher resolution in

the near future. For example, a person that happens to become the subject of popular media

may now face increased attention. With this attention, individuals or other entities might

misuse satellite imagery to inspect images of their target’s neighborhood, taken multiple

times a day, to infer behavior and whereabouts.

To better understand privacy threats and concerns of commercial satellite imagery, this

chapter reports on a survey of 99 participants from the United States. The survey found

that most respondents were not aware that commercial imaging satellites existed, and once

informed about the capabilities of commercial satellites, most are not comfortable with

how good the current state-of-the-art satellite imaging capabilities are. Few respondents

want satellite imagery cost-free and widely available, which conflicts with current trends in
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geospatial data. In addition to aiding our understanding of the public’s current perception

and relationship with remote sensing technologies, this chapter uses the survey results to

propose possible new satellite image legislation, regulation, and technological mitigations

that can serve as discussion for stakeholders beyond this dissertation.

Chapter 3: Security of Small and Amateur Satellites This chapter pivots to a

security lens of the satellite ecosystem. This chapter is motivated by the increasing number

of satellite clubs at universities that are launching their own small satellites (smallsats).

These clubs launch up handcrafted satellites with other academic projects, or their own for-

fun payloads, attached to them. At first impression, it might seem unwarranted to focus on

securing small satellites that have less capabilities and monetary value than more complex

satellites. But there are multiple reasons as to why their security should be considered.

Firstly, these satellite clubs are a training ground for those who enter the space industry,

so security practices and perceptions of satellite clubs will to an extent inform security in

industry. Second, these satellites can be used as a kinetic weapon to damage other objects

in orbit. For example, what if a state actor compromised a United States university satellite

with propulsion and then caused it to knock into the International Space Station, then

blamed it on the country of the satellite club for not properly controlling their satellites?

This and more threats are surfaced in Chapter 3.

This chapter explores the security practices and preferences of small satellite teams,

particularly university satellite teams, to understand what barriers exist to building satellites

securely. Through a combination of interviews and code audits, this chapter finds that

security practices vary widely across teams, but all teams studied had vulnerabilities available

to an unprivileged, ground-based attacker. Interview participants foresee many risks of

unsecured small satellites and indicate security shortcomings in industry and government.

Lastly, this chapter identifies a set of considerations for how to build future small satellites

securely, in amateur organizations and beyond.
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Chapter 4: Security Impacts and Defenses of Compromised Satellite Peripherals

As society increases its reliance on satellites as part of critical infrastructure, the risk of

attack only increases, particularly from high-resource adversaries. At the same time, satellite

fleets and building satellites at scale are becoming more popular. More fleets and scaled

production means more shared hardware and software across hundreds of satellites or more.

This increases the attack impact—and thus, attack likelihood—for attacks aimed at satellite

hardware. Suppose there is a high-resource adversary that wants to target many satellites

all at once. The adversary could sell a malicious peripheral to a startup at an affordable

price purportedly in exchange for gaining flight heritage in space, a common practice in the

aerospace industry. Once the adversary succeeds in having these malicious peripherals on

board, the malicious peripheral code could be triggered under some condition while in space

to achieve negative physical effects.

Chapter 4 demonstrates that common satellite architectures today are poorly equipped

to handle malicious peripherals. Using NASA’s popular open source core Flight System

software (cFS) with current software and hardware reliability techniques, a system designer

will inevitably confront a dilemma: Either the system deploys countermeasures against

malicious components and suffers degraded nominal performance, or the system cannot

survive malicious components.

Next, the chapter proposes a new sensor diagnosis technique, called ControlPhoenix,

aimed at being able to identify and shut off a malicious peripheral on a satellite system. We

show how ControlPhoenix can be applied to other cyber-physical systems as well, discussed

more in-depth in the chapter.

Together, Chapters 2-4 fill in threat and defense gaps across the satellite ecosystem, making

it safer for all. Chapter 5 summarizes these contributions and concludes.
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Chapter 2

Privacy Threats and Concerns of Commercial Satellites

This dissertation first explores the implications of increased availability and decreased

cost of commercial satellite imagery. Individuals are now allowed to buy images with little

oversight, as my collaborators and I empirically confirmed through ordering multiple images.

The ease of access, combined with high spatiotemporal resolution, leads to new questions

about the potential for individual surveillance by non-government entities. Chapter 2

explores these emerging threats through a survey of 99 participants in the United States,

followed by a discussion of possible regulatory, legislative, and technical approaches towards

mitigating these threats. This chapter initially appeared as a paper titled “Over Fences and

Into Yards: Privacy Threats and Concerns of Commercial Satellites” at Privacy Enhancing

Technologies Symposium in 2024 [112]. Results are current to the time of the study in 2023.

2.1 Motivation

Space exploration in the 20th century opened the ability to observe and measure Earth from

a completely new perspective. While offering numerous benefits, this vantage above the

planet also creates new potential avenues of human surveillance, including satellite imagery,

which can surveil the Earth’s entire surface. As satellite imagery resolution continues to

improve, its providers have also expanded access to these images beyond just governments.

Since the 1990s, many governments, including the United States, have permitted commercial

satellite companies to sell imagery to both governmental and non-governmental customers.

Commercial satellite companies collect images from satellites and sell these images to

customers, and can even sell to individual people. These customers use the images for a

variety of applications, including agriculture, scientific research, identifying illegal activity
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(e.g., cannabis farming and illegal, unreported, and unregulated (IUU) fishing), defense,

and even finance [131]. International and U.S. space law embody a web of complex

legislation [114] that is continuously evolving [157], but U.S.-based restrictions on spatial

resolution of imaging devices have relaxed in recent years.

Compared to platforms like Google Earth and Google Maps, which purchase and

sometimes post-process commercial satellite and aerial imagery, direct-to-consumer

commercial satellite imagery introduces unique privacy and security challenges. In addition

to being able to purchase unaltered images on-demand directly from a commercial satellite

company, another key difference is the temporal resolution of commercial satellite companies,

or the frequency at which they image: whereas Google Earth provides undated high-

resolution images that are not frequently updated, commercial firms collect imagery of

any given location of Earth up to multiple times a day, sometimes dependent on customer

requests [127,128]. This high temporal resolution can allow individuals to be tracked across

time at a higher granularity. Abstractly, drones might represent a similar technology to

satellite imagery in that they can capture bird’s eye view images any time each day. If

someone flies a drone, they may likewise have access to raw, unedited images of the Earth.

But unlike satellites, most drones in the commercial market are detectable through at least

sight, potentially alerting those who can see the drones of their presence and thus temporarily

affecting how they behave while a drone is nearby (discussed further in Section 2.2).

This chapter is motivated by the observation that (1) commercial satellite image

resolution continues to improve in spatial, temporal, and spectral resolution (the

minimum portion of the electromagnetic spectrum that it can resolve), (2) these images

are simultaneously becoming cheaper and more widely available, which has important

implications to individual privacy, and (3) satellite images might not be post-processed

from a privacy-protecting and anti-surveillance perspective. Our research is the result of

a cross-disciplinary collaboration spanning computer security and privacy (two authors),

social psychology (one author), and political geography with a focus on remote sensing

(one author). We aim to understand what current and future individual privacy threats
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commercial satellites pose, so that we can better consider possible mitigations to these privacy

risks. It is important to understand the risks before commercial satellite capabilities improve

further.

To guide our study and analyses, we formulated two research questions. Our first research

question is:

• RQ1: What factors influence privacy versus utility considerations of satellite imagery?

As noted earlier, there are numerous commercial satellite imagery use cases that offer

significant positive benefits. However, there are also privacy risks. RQ1 is designed to

help understand how people consider and weigh privacy versus utility, and what those

tensions between privacy and utility are. Foreshadowing our results, and as we hypothesized

at the outset of this project, we find privacy and utility to be in tension both within

individual respondents’ reasoning and between respondents. Given the significant investment

in commercial satellite imagery, we believe that it is inevitable that commercial satellite

imagery will continue to decrease in cost and increase in spatial and temporal resolution.

Thus, absent significant forethought, the risks to people of privacy invasion and surveillance

may heighten. Ultimately, our goal is not simply to acknowledge that tensions exist between

privacy and utility, and that the risks of privacy and surveillance harms may increase in the

future, but to provide guidance on how to navigate those tensions. With this in mind, and

informed by our findings with respect to RQ1, we formulate our second research question

below:

• RQ2: What possible regulatory, legislative, and technological approaches are there

to protect individual privacy against commercial satellite imagery, and how do those

approaches address the factors and tensions identified in RQ1?

To answer our research questions, we conducted a survey of 99 U.S. residents. We focus

on respondents in the U.S. so that we can understand possible U.S.-specific legislation

recommendations, though many of these could extend internationally, particularly as

many technological standards set in the U.S. end up being adopted in other national



11

and international contexts. The U.S. has also already demonstrated initiative in setting

pioneering regulations to govern satellites, as with its commitment to not perform direct-

ascent-anti-satellite missile testing [67] promulgated in 2021.

Our survey responses directly inform our analysis of RQ1. Elements of our survey

also contribute directly to our answer to RQ2, though we reach beyond just our survey’s

responses as we answer RQ2. Namely, our answer to RQ2 is a result of the synthesis of

our survey’s answers, additional reflection, and the perspectives brought by our diverse

backgrounds (political geography, psychology, and computer security and privacy). We pose

key considerations for legislators and regulators, as well as possible technological protections

to individual privacy (Section 2.7). By raising awareness among researchers and practitioners,

we hope that future research and communication with the public will help inform future

decisions in how to manage commercial remote sensing technologies as they proliferate

worldwide.

2.2 Background and Related Work

Spatial and Temporal Resolution. Spatial resolution is the smallest dimension on the Earth’s

surface represented by one pixel in an image, e.g., a 3m spatial resolution means that one pixel

in the captured satellite image represents a 3 x 3m square of the Earth’s surface. Temporal

resolution is the frequency at which images are taken. A 1 day temporal resolution means

satellite images are taken of a particular location on Earth up to once per day.

Satellite Capabilities. Commercial Earth observation satellites have been on the market since

the late 1980s [147], and are now offered by a variety of companies. Commercial satellites’

spatial resolution has drastically improved from tens of meters to now centimeters, with

some commercial satellite companies boasting resolutions of 15cm [51], shown in Figure 2.1.

Public documents suggest that U.S. government military satellites may offer 10cm resolution

or better [121]. Thus, there is potential for commercial satellite companies to offer higher

resolution in the future. Some satellite imagery provides both high spatial and temporal
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Figure 2.1: Example of 15cm resolution satellite image from Maxar [51]

resolution; satellite “videos” stitch discrete satellite images into videos that last between 30

seconds and two minutes [132]. Although not available yet, startup EarthNow aims to create

a real-time video stream of the whole Earth [6, 14]. For satellites taking more than a short

video clip, temporal frequency capabilities are lower, but are still high at up to 15 times per

day [109].

In addition to visible wavelengths, satellite imagery captures other spectral bands. For

example, healthy vegetation reflects near infrared wavelengths, which can be measured to

help determine crop health and deforestation [130]. There are also different forms of radar,

including Synthetic Aperture Radar (SAR). SAR imaging allows for observation at night and

cloud cover penetration [50], making it highly useful in military and surveillance contexts.

While many satellite images are taken at an angle perpendicular to the ground, some are

also capable of imaging many degrees off this angle, known as “off-nadir”. We include a real

example in Figure 2.2 to demonstrate the capabilities of this type of spaceborne imaging. As

a first work to study privacy and utility tensions with commercial satellite imagery, we focus

on today’s most common commercial satellite image form: perpendicular to the Earth.

Related Technologies. Prior work has raised privacy concerns in related technologies that

can measure images from a bird’s eye view, including drones, Google Earth and Google
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Figure 2.2: Example of a 60◦ off-nadir satellite image from Planet Labs [82]

Street View. Google Earth provides the public with free, undated, high-resolution overhead

images of most locations on Earth. Google Earth Pro, with its timeslider function, offers

more historical satellite imagery, yet it still is typically only available at time intervals of

one year apart or longer and thus is less of an individual privacy threat than purchasing

commercial satellite images at a high temporal resolution.

In the U.S, there are concerns that Google Earth and other similar services violate

reasonable expectations of privacy [94]. In France, the French government used Google Earth

data and artificial intelligence to detect undeclared pools that were circumventing French tax

laws in residents’ backyards in 2022 [21]. To foreshadow our findings in Section 2.6.4, many

people were uncomfortable with imaging backyards, even to capture illegal activity. Although

these practices may become more commonplace, some may see them as an invasion of privacy,

which will be important for regulators, legislators, and commercial satellite providers to

consider.

Multiple works explore how users view drones as a privacy concern [24, 159]. Concerns

such as drones recording without consent [24] and stalking [159] also apply to potential

surveillance through commercial satellites. Drones are similar to satellites in that they can

take high-resolution bird’s eye images. From the perspective of an adversary, using drones

and satellites to violate individual privacy have different tradeoffs. Drones require a one-

time purchase and will cost less money upon taking multiple images compared to current
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satellite imagery prices. Most drones would be detectable while in the air, at least visually,

and thus the adversary would risk exposing their presence. With satellites, most people are

not aware of when one is taking images over their area. Satellite images are currently lower

resolution than drones but with time, the difference between their spatial resolutions may

decrease. Further, whereas a purchaser of a commercial satellite image does not need to be

physically near the surveilled location, the pilot of a drone (or at least the drone itself) must

be physically in the same vicinity.

In Google Street View, there have been privacy concerns and efforts to blur out humans,

license plates, and other personal information [49, 53, 119]. Google allows people to request

to blur their face or home in Google Street view [60]. It is unclear what satellite companies

blur and how it differs by company. Even still, the update frequency of Street View images

is lower than the temporal resolution capabilities of commercial satellites.

Commercial Satellites Security and Privacy. Privacy concerns surrounding commercial

satellite imagery have existed for decades and remain a topic of concern [14, 124, 134, 147].

Atluri et al. construct an authorization model for those using satellite data, which provides

different spatial resolutions for different authorization levels [10]. Black discusses privacy

concerns of commercial satellite imagery [18], though the focus is more on protecting privacy

of U.S. military efforts and protecting national security than individual privacy. Concrete

examples of satellites in use have affected other countries’ privacy and have benefited the U.S.:

an off-nadir photo was used to discover a North Korean submarine docked in North Korea

that was hidden from perpendicular angle photos by an awning [144]. To our knowledge, no

previous research has deeply investigated individual privacy concerns for commercial satellite

imagery; our work fills this gap.

Democratization of Access to Satellite Imagery. There are movements in industry and the

geography field overall to democratize access to imagery, i.e., to make satellite images more

widely available and lower cost (and even no-cost). Skyfi, a startup whose app launched in

early 2023 [172], states that its mission is to “democratize satellite film and imaging. What
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was once a high-tech process is now simple, affordable and accessible to everyone.” [145].

Many geographers support democratization efforts, such as aiding in armed conflicts [15]

and scientific research [166]. The Consortium for Execution of Rendezvous and Servicing

Operations (CONFERS) [30] recommends that “the U.S. government should declare the

space domain as a public space and the ability to conduct [imaging from space] as the

equivalent of taking photos of public activities on a public street” [29].

Satellite Regulation/Legislation. Laws surrounding remote sensing are complex, and have

even been described as “byzantine” [114]. They also have changed dramatically over the

past several decades. While the U.S. government previously limited spatial resolution of

U.S.-based commercial satellite companies to only have as good of spatial resolution as

the best resolution of foreign competitors [141], the Licensing of Private Remote Sensing

Space Systems rule of 2020 removed this restriction [122]. Then, in 2023, in a move to

ensure the U.S. commercial satellite sector’s continued international dominance, the National

Oceanic and Atmospheric Administration’s Commercial Remote Sensing Regulatory Affairs

office ended temporary restrictions which had limited rapid revisit over certain areas. The

regulatory change also enables imaging and distribution for 99% of the Earth’s surface and

removes previous limitations on X-Band Synthetic Aperture Radar capabilities [76]. There is

also an ever-growing number of foreign commercial satellite companies that are not governed

by U.S. restrictions, such as China’s GaoFen satellites and France’s SPOT Images [151] (with

a previous spot satellite sold in 2014 to Azerbaijan [37]), to name just a few.

2.3 Pre-Survey Methodology

Before creating our survey on people’s threat perceptions and concerns, we took the following

steps:

1. Conducted a brainstorming exercise among security and privacy experts and non-

experts to generate a set of privacy concerns of satellite imagery (Section 2.3.1);
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2. Purchased real satellite images to better understand the current state of commercial

satellite imagery processes (Section 2.3.2).

2.3.1 Brainstorming Exercise

We conducted a collaborative brainstorming exercise among 25 colleagues to explore the

space of potential privacy threats and concerns of commercial satellite imagery. Our goal in

understanding these threats was to inform the questions we constructed in our survey. We

developed two separate codebooks based on these brainstorming sessions:

1. A private activity image metric codebook: aspects of images that if observed, could

violate individual privacy (discussed in Section 2.3.1);

2. A privacy threats and concerns codebook: a summary of themes that emerged of types

of activities that might violate privacy if imaged (discussed in Section 2.3.1).

Brainstorming Exercise Methodology

We discussed privacy concerns of commercial satellite imagery across multiple sessions where

half of the volunteer colleagues were security and privacy experts; the other half were outside

of the security and privacy field, including a geographer. This methodology was inspired by

Hiniker et al [64]; we complement this expert panel with colleagues outside of security and

privacy to offset possible biases within the security and privacy field. Our sessions took

the form of individual brainstorming and writing of ideas, a group discussion to surface

potentially even more ideas, or both in that order during the same brainstorming session.

For all of our brainstorming sessions, we used the following two prompts: “What activities

might someone do near their home that they do not want captured with satellite images?

Please list as many as possible, including activities that you don’t do but someone else might”,

and the second prompt was the same except it asked about activities away from someone’s

home. Lastly, one author went through a structured brainstorming threat modeling exercise

based on brainstorming cards from Denning et. al [38], and then discussed these results with
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a second author, who is an expert in security and privacy.

While the pre-study activities were not the focus of our research, we sought to maximize

the potential of pre-study activities to positively influence the content and format of our

actual study (Section 2.4). Thus, we adopted qualitative study best practices as we analyzed

our pre-study data. Through notes and written responses collected from these brainstorming

sessions, one author developed two initial codebooks and performed thematic analysis [20]

of all ideas that were surfaced in the brainstorming sessions. The main coder updated and

discussed with a second author throughout the process of coding, and also met once to discuss

all notes collected during the process, as well as discussing coding and theme construction.

We used this process for both codebooks.

Brainstorming Exercise Analysis

Both codebooks that we produce through our analysis are meant to be a guide for our study

and not a generalizable taxonomy.

Privacy Threats and Concerns Codebook. We constructed an activities type codebook to

generate content for a subset of questions in the user study. For this codebook, we coded for

types of private activities that could potentially be captured by satellite imagery. From our

brainstorming notes, we categorized everything into the following three activity types:

1. “Innocuous”: activities that we believe many United States residents deem culturally

acceptable and legal. Brainstorming session examples include going to a bank and

shopping.

2. “Doxxing/Non-universal acceptance”: activities which are legal in the United States,

but might not be widely accepted in United States society. These include visiting

sensitive locations such as a mental health clinic or going somewhere instead of work

when claiming to be sick.

3. “Illegal”: any activity that is illegal in at least some part of the United States, such as

speeding or growing marijuana.
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Private Activity Image Metric Codebook. We used the private activity image metric

codebook to map private activities to aspects of images that would need to be observable

in order to see that private activity. The metrics were based on the privacy concerns

people brought up in the brainstorming session. The full codebook diagram is included

in Appendix A.3 for reference. An example metric is being able to observe “people body

position”, from which someone can infer whether someone is doing a particular activity,

such as running. Another example metric is “which car” which could be used to distinguish

between cars and track someone’s car location across time. We use this codebook to help

construct some of our survey questions, such as asking about choosing between two scenarios

that require being able to observe the same type of image metric, or metrics that require

around the same spatial resolution to observe.

2.3.2 Ordering Commercial Satellite Images

To understand what the commercial satellite image purchasing process is like for civilians,

we shopped for images from three U.S.-based vendors, which we anonymize as A,B and C,

and one Chinese vendor, D. Vendor C was the least expensive and the easiest to purchase,

so we only purchased from them. Purchasing on-demand 75cm spatial resolution images

over our institution’s campus from Vendor C cost around $175 each time. Vendor C did

not require any human interaction. We ordered an image twice, and each time we received

our photos within a couple days of requesting them. This simple process contrasts with two

older companies, A and B, that we inquired. Company A offered a sales option of $15,000,

and company B required a minimum purchase of $5000. Company A required filling out a

form. They never responded to one author but did respond when another author requested

photos separately. Company D offered on-demand 30cm spatial resolution imagery for a

minimum of $5600, but the company was based in China and it was only possible to pay

via WeChat; the complexity of getting permission to purchase from company D precluded

us from proceeding. We expect that the trend of decreasing price and increasing ease of

purchase of satellite images will continue, which also increases the possibility for people to
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potentially misuse these purchases.

2.4 Survey Methodology

We developed a study to answer our underlying research questions RQ1 and RQ2. The

entire survey is included in Appendix A.1 for reference. Through this survey, we sought to

understand respondents’ awareness, privacy perceptions, and privacy concerns surrounding

commercial satellite imagery, as well as their perspectives on balancing privacy with utility.

We conducted a pilot study of 15 participants. We read through and studied every response.

Because we thought the participants were interpreting the questions how we expected, we

did not adjust any of the survey structure following the pilot study.

2.4.1 Participants

We recruited participants from Amazon Mechanical Turk. We recruited them from only the

United States because we wanted to understand how United States residents’ responses and

concerns compared to current United States commercial satellite regulation. To increase the

likelihood of high-quality responses, we filtered for an Mturk approval rating of over 98%

and an Mturk Masters Qualification. Through an a priori power analysis for a one-sample

t-test using G*Power, we determined that 90 participants were needed to detect a small-

moderate effect size (d = 0.30) at 80% power with a criterion of α = .05. We oversampled

to allow for possible exclusions based on inattention or falsely entering a code on MTurk.

Our final results consisted of 99 complete survey responses. They were compensated $5 for

an estimated survey time of 20 minutes. On average, participants took around 30 minutes

to complete the survey. Other demographic details are included in Table 2.1.

2.4.2 Survey Structure

MTurk workers were told that we wanted to understand their thoughts about satellites. We

purposely avoided discussion on privacy or harms to avoid priming them to think negatively
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Table 2.1: Breakdown of participant demographics by gender, age, race/ethnicity, and

political affiliation.

Gender Age Race/Ethnicity US Political Affiliation

Man 64.6% 25–34 16.2% White 82.9% Democrat 62.6%

Woman 35.4% 35–44 51.5% Black or African

American

8.1% Independent 19.2%

45–54 20.2% Asian 5.1% Republican 17.2%

55–64 10.1% Mixed 4.0% Libertarian 1.0%

65+ 2.0%

about satellites. Participants first read the consent form including a description of the

study. We then provided definitions of satellite-view imagery and filtered for understanding

of these definitions by asking them to label three images as a “satellite view” image or not

a “satellite view” image. Secondly, we filtered for visual impairment since some questions

involve evaluating images. After filtering, there were 99 respondents.

Awareness and Initial Perceptions. Participants read a brief description of how commercial

satellites are used today. To assess overall awareness, we asked whether people have heard

about commercial satellites based on that definition. Next, to begin to evaluate how

people weigh privacy risks versus utility, participants responded to two open-ended questions

evaluating (1) what they think are the possible benefits of satellite images, and (2) what they

think are the possible harms of satellite images. These questions came first in the survey

to promote creativity in responses and to avoid priming with specific scenarios of privacy

violations. We asked several other questions assessing awareness of satellite image practices,

including what they thought the current spatial resolution, temporal resolution, and cost of

satellite imagery is. For spatial resolution, we showed drone images that we took at different
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spatial resolutions, ranging from 15cm (the highest commercial satellite resolution today) to

10m resolution (see Ethics Section 2.5 for our drone imaging practices).

Weighing Benefits and Privacy Harms. To help evaluate how people weigh personal privacy

compared to the benefits satellite imagery could bring, we asked participants to consider

possible pairs of scenarios. Participants could choose to allow either both scenarios or neither

scenario, but not one or the other. This “would you rather” question formulation was inspired

in part by the methodology from Simko et al. [143]. We chose to allow only “both” or

“neither” responses to the scenario pair questions to require participants to choose whether

they value privacy or utility more for the given scenario pair. We constructed scenarios

based on the image privacy metric codebook, as discussed in Section 2.3 and presented in

more detail in Appendix A.3. For each question, we paired a scenario with clear benefits

and a scenario with privacy implications that both require a similar spatial resolution in

order to be detected. For example, the first question contained two scenarios where the

car presence metric is observed: one where a satellite would detect the existence of cars

in hospital parking lots to estimate disease levels over time (beneficial), and one where an

employer takes an image over their employee’s home to ensure their car is there after the

employee called in sick (privacy implications). To understand the factors involved in why

people chose to allow both or neither scenario, we also asked them to explain each answer in

a free response box. Table 2.2 presents each scenario pair, along with the results, which we

return to in Section 2.6.3.

Comfort. We asked additional questions to understand the factors that might influence

people’s consideration of privacy and utility. We gave participants examples of locations

satellites might image, activities that satellites might image, and entities who might have

access to satellite imagery. The majority of our examples were inspired by the concerns

people brought up in the brainstorming session (Section 2.3.1). Participants were asked to

sort each activity and location into whether they thought it was acceptable or unacceptable

to be imaged by satellites. For entities, they were asked to sort each entity into whether that



22

entity should have access or not have access to satellite imagery. We aimed to evenly split

locations and activities across the three activity types (“innocuous”, “doxxing”, “illegal”)

per our private activities codebook.

Next, we asked participants to choose a statement about satellite imagery access that they

most agreed with out of four possible statements: (1) “Satellite images should be available to

everyone for free”, (2) “Access to satellite imagery should cost money and depend on what

the user is requesting the imagery for”, (3) “The U.S. government should be the only ones

allowed to access satellite imagery”, and (4) “No one should have access to satellite imagery”.

Statement (2) corresponds with the typical practices of commercial satellite imagery today,

and Statement (1) corresponds with current trends in geospatial data (Section 2.2). We

then showed a set of photos taken with a drone over a parking lot ranging from 1cm to 1m

spatial resolution, and participants indicated the highest spatial resolution that they would

be comfortable with being taken of them. We then asked what temporal resolution they were

comfortable with assuming their previous choice of spatial resolution, ranging from “every

second” to “never”.

Demographic Section. We included an attention check right before the demographic section,

which every participant passed. Full lists of options are included in the full survey instrument

in Appendix A.1.

2.4.3 Analysis Techniques

For all free responses, we used grounded theory to first take shorthand notes of all

conceptually new ideas people brought up, then sorted these into a set of more overarching

themes. One author proposed a codebook based on these notes, and then two additional

authors (along with the first) discussed themes until consensus was reached. The codebook

can be found in Appendix A.2. Two authors coded each qualitative analysis for which we

discussed results, and had an inter-rater reliability of 95.5% agreement. Cohen’s kappa was

k = 0.885, indicating strong agreement [28].
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2.4.4 Limitations

Crowdsource responses do not necessarily represent society as a whole, or even a specific

region, like the United States. Rather, crowdsource responses at most represent the

population participating in the crowdsourcing platform. Additional considerations and

tensions might arise if studying other demographic groups. We recommend the study of

additional populations in the future, including residents outside of the United States and

historically marginalized populations.

MTurk is the only crowdsourcing platform allowed for use by our institution at this time,

and hence we used MTurk. While we were initially skeptical about the use of MTurk, given

prior anecdotes as well as our own prior experience with MTurk, all authors were impressed

by the quality, relevance, and thoughtfulness of all free-responses in our survey. To increase

the likelihood of high quality responses, we filtered for above 98% approval ratings on MTurk.

To further indicate that participants were engaged, every participant passed the attention

check at the end of the survey, which we designed to not be obvious for those skimming.

Since there was not an option on MTurk to choose a demographically representative sample,

the MTurk demographics were not representative of the overall demographic proportions in

the United States. Our respondents were skewed toward men, white, and Democrat political

affiliation.

For the drone images we showed participants in the survey, we could not show past 5cm

spatial resolution on some images due to drone image quality at the height needed to capture

the necessary physical space. This limited what set of images we could show participants,

while attesting to the impressiveness of the high spatial resolutions of commercial satellite

imagery.

2.5 Ethical Considerations

Performing the survey was determined to be exempt by our institution’s IRB. Our

participants were kept anonymous, and the most sensitive questions we asked were the
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demographics questions. Our IRB had access to a summary of the survey protocol. Taking

drone images to include in our survey was determined to not be human subjects research by

the IRB. We obtained all necessary permissions for using drones and followed all relevant

Federal Aviation Administration (FAA) regulations. We only took drone images in confined

spaces, so no unintentional bystanders’ privacy was violated while imaging. We provided

each car owner and human participant an individual waiver to sign.

2.6 Satellite Survey Results

We now turn to presenting our results. For each subsection of results, we include key

considerations that we incorporate into our suggestions for future satellite imagery practices

(Section 2.7). Analysis of demographic differences is included in Section 2.6.6.

We present descriptive data and statistical analyses in order to describe the factors

influencing privacy versus utility considerations for the sample studied here. We do not

suggest all populations would have the same responses. Instead, even if these considerations

and tensions only apply to a subset of people, those people are important and must be

considered.

2.6.1 Satellite Image Awareness

Before turning to our specific research questions, we first sought to establish a baseline

understanding of the degree to which respondents are aware of satellite images and their

practices. Only 32% of respondents knew that commercial imaging satellites existed. Given

a set of options between once a second and once a year, 58% of respondents thought that a

satellite company could image the same location every day at most (either daily, weekly,

monthly, or yearly). As stated in Section 2.2, some commercial satellites have already

exceeded this once per day capability; some can image locations up to 15 times a day [109]

and others can create a real-time video for up to two minutes [132]. Given a set of images of

resolution options, 91% of respondents correctly guessed that the best commercial satellite
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spatial resolution is around 15cm. This could be because 15cm was the highest resolution

option we presented to participants due to drone imaging limitations.

Guesses about how much one satellite image costs ranged from $US1-20,000,000. The

median guess was $100, which is similar to the current cheapest prices; it cost us around

$175 for a 75cm resolution image of over 9 square miles (Section 2.3.2), but the cheapest

imaging that were less recent and lower resolution were under $50.

Consideration 1: Lack of awareness of temporal resolution capabilities of satellite

imagery means some privacy expectations do not align with possible privacy violations.

2.6.2 Benefits and Harms

We next explore how respondents discuss the benefits and harms of satellite images to begin

to answer RQ1. Recall from Section 2.4 that to avoid priming, we ask about benefits before

harms and do not mention privacy.

We first examine the harms participants considered, and find that the majority of

participants consider the privacy risks of this technology in their responses. In particular,

52% of respondents explicitly used the words “private” and “privacy” in their responses as

potential harms. Overall, our qualitative analysis (described in Section 2.4.3) led to the

following categories of harms :

• Invasion of privacy. This includes monitoring day-to-day activities or specifically on

personal property.

• Security. Participant 17 (P17) believed that satellite images “being in the possession

of third parties means that any information that can be captured by a commercial

satellite is no longer safe, secure, or private.”

• Facilitating Crimes. Respondents mention facilitating both terrorism and burglaries.

• Military Operations. One respondent mentioned that it could help the military plan

out a bombing.
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• Surveillance. This theme includes monitoring of activities by the US government,

foreign governments, and civilians. Stalking was specifically mentioned as a potential

risk.

• Law enforcement Abuse. P14 was concerned that law enforcement “could get

images without having to get a warrant.”

• Natural Resource Misuse. Specifically, companies using satellite imagery to find

natural resources.

• Unwanted Advertising. Companies could target advertisements based on what is

in someone’s backyard, such as a pool-cleaning service for pool owners.

• Incorrect Identification. Misidentifying items based on satellite images.

• Compliance. An example is “homeowners being fined for the condition or reshaping

of their roofs” (P53). As seen in Section 2.2, the French government has already carried

out one such application, fining its citizens for unregistered pools.

• AI Integrations. This means using AI to facilitate the above harms. Only one

respondent mentioned this.

Possible benefits of satellites mentioned tended to be more varied and specific than the

harms posed. It is clear that respondents were able to consider the possible utility of these

satellite images along with their harms. We split benefits into the following categories:

• Mapping. 21% of people mentioned mapping use cases as a potential benefit, such as

for improved map accuracy, logistics, or “to see if an attraction is crowded so we know

to go another day” (P66).

• Real Estate and Infrastructure. Providing additional information for purchasing

real estate, facilitating city planning, evaluating housing density, and understanding

traffic patterns are some examples people mentioned. 35% of respondents mentioned

this type of benefit.

• Government Accountability. Some respondents mentioned how more access

helped prevent government abuse, including this response: “deforestation ramped
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up drastically in Brazil during Bolsonaro’s reign. I think satellite images from

commercial enterprises could keep people informed so maybe they could put pressure

on governments” (P14).

• Legal Compliance and Crime Detection. P79 explained that some of their

previous tasks on MTurk were to evaluate satellite imagery, including looking for illegal

oil refineries.

• Targeted Advertising. Some respondents discussed how looking at people’s

backyards could help companies sell products, such as solar panels.

• Emergency Response. Respondents mentioned how satellite images could help

locate missing entities such as ships, people, and cars. P79 explained that some of

their previous tasks on MTurk were to find “illegal oil refineries, whales and even that

missing Malaysian airliner”. Others mentioned using images to check structures for

damage or respond to natural disasters.

• Studying Natural Phenomena. Examples include climate change, biodiversity, and

volcanoes.

• More Information. This includes information in general and not about a specific

topic, as P45 states: “Any data is good data. The more I see, the more I know”.

• Surveillance. Either government or civilian entities collecting information about

government or non-government entities.

• Agriculture. Examples given include planning out land use and monitoring crops.

Some benefits and harms overlap, highlighting how privacy and utility can be in tension

between respondents. For example, advertising, government surveillance and information

gathering all fall under both potential benefits and harms.

Consideration 2: Privacy violation is a concern of potential satellite harms.
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Consideration 3: There is disagreement between whether some applications are

harmful or beneficial.

2.6.3 Privacy versus Societal Benefits of Satellites

We further investigate RQ1 through analysis of the would-you-rather questions. Quantitative

analysis of participants’ choices, along with qualitative analysis of their explanations, allowed

us to more deeply explore how they weigh privacy versus utility, and whether there are

tensions between the two. The results, along with the scenario questions, are summarized

in Table 2.2. For each pair of scenario questions, we ask “Would you rather satellites have

both of these capabilities, or neither of these capabilities?”.

Scenarios Question 1

This first question addresses activities that are measurable from satellites images if car

presence is observable in the images: “Consider scenarios A and B. A: Satellite images are

used to track the number of cars at a hospital, which helps with predicting levels of disease

in the area. B: Someone calls in sick to work. To check whether they are at home, their

employer takes a satellite image over their home and observes whether their car is there.”

Only 21% chose to allow both. An example of why someone chose both is for “the greater

good” (P60). Others cited that there is no reasonable expectation of privacy: “Public is

public. Get a garage if you don’t like it” (P79). Of the 79% who chose that neither should

be allowed, many deemed monitoring employees unethical or the privacy violation to be too

high. For example, one response was that “The benefits of A do not outweigh the invasion

of privacy afforded by B” (P17).

Scenarios Question 2

Scenarios in this question require observing the presence of humans or objects, with scenario

D posing monetary benefits: “C: Someone wants to know whether their former romantic
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Table 2.2: Scenarios with individual or societal benefits versus scenarios that violate privacy.

Percent of respondents who chose to allow both, organized by demographic. Full scenario

questions are included in Section 2.6.3.

Scenario Pairs Overall Women Men Democrat Republican

Scenario A: Detecting cars in hospital 21% 14% 25% 19% 35%

to track disease.

Scenario B: Employer checks

employee’s car who calls in sick.

Scenario C: Former romantic partner 26% 26% 27% 16% 65%

looking into backyard for visitors.

Scenario D: Confirm items lost during

fire for insurance.

Scenario E: Detecting celebrity’s 57% 60% 56% 45% 94%

activities.

Scenario F: Locating a missing hiker.
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partner is having any visitors to their house, and uses a satellite image to detect how many

people are gathered in their former romantic partner’s backyard. D: Someone’s backyard

catches fire, and their insurance provider uses a satellite image to confirm the items that

were lost due to the fire, which ends up giving the fire victim more money than expected”.

Only 26% chose to allow both. Someone didn’t believe that the privacy infringement could

hurt the victim: “The spying in this case will not lead to a privacy infringement that can

hurt someone and the fire damage issue is relevent” (P3). Another respondent argued that

“Gathering information about an ex and settling insurance claims are both important” (P84).

The 74% who chose to deny both cited the threat of stalking and/or spying. Others cited

their personal stance on privacy: “I would rather give up the ability of an insurance company

to better pay out losses than give out private information” (P25).

Scenarios Question 3

Both scenarios in the third question require observing and identifying individuals: “E:

Satellite images are used to detect what a well-known celebrity is doing in their backyard.

F: Satellite images are used to locate a hiker that went missing in the mountains.” 58%

of respondents chose to allow both scenarios, with reasoning such as the value of saving a

human life, as well as the current privacy expectations of celebrities: “A celebrity does not

expect privacy” (P84). Some of those who disagreed mentioned the high value of privacy,

such as: “Satellite images to find a hiker would be good, but not if it comes with violations

of other people’s privacy” (P14).

Scenario Question 4

We included a fourth scenario question that wasn’t as closely tied to individual privacy

asking about using satellite imagery for conservation versus people using it to find species

for illegal hunting. There was overall 53% agreement to allow both. This question was used

as reference to compare with the scenario pairs that tied more to individual privacy. This

fourth question was the most evenly split in responses across all scenarios.
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Scenario Commonalities

Across all scenarios, there were several commonalities in how people weighed privacy concerns

versus potential benefits. For example, respondents justified allowing both or neither

scenarios by saying that there are better and cheaper ways to achieve the same goal.

Respondents cited privacy in choosing either option for each scenario, saying that the social

benefits of a scenario are more important than privacy or vice versa.

Consideration 4: There exist temporal and spatial resolutions and application

domains such that there is no consensus on whether that resolution of satellite imagery

should be allowed.

Consideration 5: Whether people prefer satellites to be allowable at a given

resolution depends heavily on the use case in question. If not possible to conditionally

choose which satellite use cases are allowable, potential privacy threats may outweigh

societal benefits of satellites at certain resolutions.

2.6.4 Comfort with Satellite Imagery

We gauged the commercial satellite capabilities and use cases that respondents were

comfortable with to further understand what factors influence privacy versus utility tradeoffs

(RQ1).

Resolution Capabilities

We showed respondents drone images we took of volunteers that were downsampled at

different spatial resolutions, ranging from 1cm to 1m. Most respondents said they were

comfortable with images being taken of them between 1cm and 15cm, which is equivalent

or higher than current commercial satellite capabilities [51]. However, 84% of respondents

were not comfortable with these spatial resolutions being taken more than once a day. And
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36% of respondents were not comfortable with the images being taken more than once a

year. In other words, people are comfortable with current spatial resolution capabilities but

not when combined with current temporal resolution capabilities. See Appendix A.4 for a

summary of resolution comfort results.

In general the higher the temporal resolution comfort, the higher the spatial resolution

comfort as well. We expected that those who chose higher spatial resolution would choose a

lower temporal resolution, but these results show that this is not the case. We hypothesize

that this is simply due to people’s general privacy preferences or expectations: someone who

has lower privacy expectations or less of a preference for privacy is comfortable with having

both high spatial and temporal resolution images taken of them.

Consideration 6: Many people are not comfortable combining very high spatial

resolution with very high temporal resolution. Temporal resolution and spatial

resolution should be considered in unison.

Consideration 7: Those who are comfortable with higher temporal resolution also

tend to be more comfortable with higher spatial resolution.

Use Cases

Results from the bucket-sorting activity further illustrate how different factors, such as the

use case, affect evaluations of privacy. Tables 2.3 to 2.5 summarize these results, showing

what percent of respondents deemed each bucket acceptable to image or be imaged by.

The bucket deemed least acceptable on average was imaging people while sunbathing

(4%), and the most acceptable was imaging a rainforest (96%). Even in the case of illegal

activities, not everyone thought it was acceptable for satellites to image them; only 19%

overall found it acceptable to image people doing illegal drugs in their backyard. 64% thought

it was acceptable to image people doing illegal drugs in public, which attests to the privacy

expectation people have in their backyards. Overall, only 11% thought it was acceptable
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Table 2.3: Percent of respondents who think it is acceptable for entities to have access

to satellite images. Overall percentage along with percentages by demographic (political

affiliation and gender). W is women, M is men, D is Democrat, R is Republican.

Entity Overall W M D R

Agriculture Industry 82% 74% 86% 76% 100%

US Government 79% 71% 83% 77% 82%

Police 71% 69% 72% 61% 94%

Non-profits 61% 51% 66% 56% 71%

World governments 47% 23% 61% 53% 35%

Finance industry 37% 29% 42% 32% 53%

Employers 19% 9% 25% 16% 41%

Romantic partners 16% 6% 22% 8% 47%

Children 8% 6% 9% 8% 6%

Convicted criminals 7% 6% 8% 6% 6%
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Table 2.4: Percent of respondents who think it is acceptable for locations to be imaged by a

satellite.

Location Overall W M D R

Rainforest 96% 91% 98% 97% 94%

Illegal business 84% 77% 88% 81% 94%

Grocery store 59% 37% 70% 55% 76%

Native lands 54% 46% 58% 50% 71%

The White House 53% 57% 50% 48% 53%

Religious center 33% 23% 39% 32% 47%

Adult-only store 31% 17% 39% 27% 59%

Mental health clinic 28% 17% 34% 24% 47%

Playground 15% 20% 13% 6% 29%

Backyards 11% 6% 14% 8% 24%
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Table 2.5: Percent of respondents who think it is acceptable for activities to be imaged by a

satellite.

Activity Overall W M D R

Car accidents 95% 94% 95% 92% 100%

Illegal fishing 81% 74% 84% 85% 76%

Building w/o permit 78% 74% 84% 85% 76%

Driving 67% 60% 70% 66% 59%

Illegal drugs (public) 64% 60% 66% 56% 76%

Visiting jewelry store 26% 26% 27% 21% 47%

Illegal drugs (backyard) 19% 20% 19% 15% 35%

Extramarital affairs 12% 9% 14% 6% 35%

Meeting friends & family 9% 6% 11% 6% 18%

Sunbathing 4% 3% 5% 3% 12%
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to image backyards. Whereas legal activities that could be seen as doxxing material was

on average acceptable by 33% of respondents, imaging illegal activities was on average

acceptable by 65%. In fact, satellites are already used to detect illegal activity, such as IIU

fishing [131], and as one respondent said, illegal oil refining. In the “innocuous” category

of activities, imaging of satellites was still not deemed acceptable by all respondents. On

average, these activities were deemed acceptable by 46% of respondents.

Consideration 8: Acceptability of imaging varies by use case, but there is no

universal agreement on any category of activity, whether or not it’s illegal.

2.6.5 Should We Democratize Satellite Image Access?

We begin to explore RQ2 by investigating respondents’ preferences for regulatory or

legislative approaches to protect individual privacy against commercial satellite imagery.

Results are summarized in Table 2.6. 68% respondents most agreed with Statement 2, that

access to satellite imagery should cost money and depend on the use case, which is the

common-practice today. Only 12% agreed with making imagery widely available; this low

agreement with Statement 1 goes against movements from the geography field to increase

image access [15, 29, 30, 166]. The remaining 20% didn’t want commercial satellites to be

allowed at all, either choosing that only the U.S. government should have access or no one

should have access. Some factors respondents mentioned in making their decisions were:

• Whether there could be conditional access, such as not being able to image private

property.

• The societal benefits outweighing the harms (and vice versa).

• Privacy expectations.

• The value of information.

• Which entity a respondent does not trust.
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Table 2.6: Agreement of different satellite image access statements, per Section 2.6.5.

Scenario Pairs Overall Women Men Democrat Republican

Statement 1: Satellite images should be 12% 3% 17% 11% 12%

available to everyone for free.

Statement 2: Access to satellite 68% 66% 69% 65% 88%

imagery should cost money and

depend on what the user is requesting

the imagery for.

Statement 3: The U.S. government 13% 20% 9% 15% 0%

should be the only ones allowed to

access satellite imagery.

Statement 4: No one should have 7% 11% 5% 10% 0%

access to satellite imagery.
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• Preventing abuse.

• Fairness. For example, “let the market value it fairly” (P62). Others thought it would

be most fair to give everyone access so that it was not only accessible to the rich and

powerful.

Consideration 9: Some people believe that we should regulate who has access to

satellites by charging money for images or granting access based on use case.

Consideration 10: Some people believe there should be additional specifications and

rules in place to prevent misuse of satellite imagery.

Consideration 11: Some people believe that paywalls on imagery may prevent abuse

by civilians but promote abuse by the government and other powerful and wealthy

entities.

2.6.6 Demographic Differences in Responses

On an exploratory basis, we also investigated how respondents’ demographics might

impact their perceptions of satellite imagery. Before suggesting legislative, regulatory, and

technical solutions, we wanted to understand whether differences in privacy preferences vary

significantly by people’s lived experiences and personal ideologies. If one groups’ lived

experience leads them to experience a privacy harm much more than another, then this

difference should be considered.

We chose to investigate demographic differences by gender and political affiliation because

we had theoretical reason to believe there might be relevant experiences or ideologies that

affect perceptions of privacy amongst these groups [13, 152]. Within political affiliation, we

compared between Democrats and Republicans. We excluded Independents from analyses

because this group may lack a common ideology, and we had less theoretical motivation to

investigate this group. Within gender, we compared between men and women only since
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there were no responses for other genders.

Commercial Satellite Imagery Awareness by Gender and Political Affiliation. 39% of men

claimed to be aware of commercial satellites before taking the survey, versus only 20% of

women. 29% of Democrats and 35% of Republicans were aware. We ran 2 independent-

samples t-tests total to understand differences in acceptance labels across demographics.

Use Case Acceptability by Gender and Political Affiliation. Tables 2.3 to 2.5 show use case

responses organized by demographics. There are notable differences in responses by gender

and by political affiliation. Overall, men found 48% of all buckets acceptable, compared to

women who found 39% of buckets acceptable. We performed a t-test and found that the

average acceptance level between genders across all buckets was statistically significantly

different (p < 0.05). Some use cases produced especially pronounced gender differences in

acceptability. For instance, 70% of men found imaging grocery store parking lots acceptable

versus only 37% of women. While we do not know the cause, it could be because that among

heterosexual couples, women spend more time grocery shopping and thus would me more

affected by imaging grocery stores [140]. The most pronounced difference in entities deemed

appropriate was that 61% of men thought it was acceptable for other world governments to

access this imagery, as opposed to just 23% of women.

Republicans on average found 56% of buckets acceptable, while Democrats found 42%

of buckets acceptable. We performed a t-test and found that the average acceptance

level between political affiliation across all buckets was statistically significantly different

(p < 0.05). Between Democrats and Republicans, the largest difference in opinion was

whether romantic partners should have access to satellite images; 47% of Republicans found

it acceptable versus 8% of Democrats. Democrats and Republicans disagreed more than men

and women in what is acceptable to image (17% average disagreement versus 11%).

Policy Recommendations by Political Affiliation. For the statement questions in

Section 2.6.5, shown in Table 2.6, 88% of Republicans most agreed with Statement 2,
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which is to control satellite image access by price and use case. In contrast, only 65% of

Democrats chose this statement.

Scenario Pair Acceptability by Political Affiliation. The largest differences in scenario

acceptability were between Republicans and Democrats. Republicans were dramatically

more likely than Democrats to say both scenarios are acceptable. There was almost a 50%

difference in acceptability between Republicans and Democrats on scenario questions 2 and

3 (Table 2.2).

Resolution Acceptability by Gender. For assessing comfort of spatial and temporal

resolutions, results followed similar patterns of women wanting more privacy (lower spatial

and temporal resolutions) than men. There was not as clear of a pattern in resolution comfort

between Democrats and Republicans.

Consideration 12: People’s lived experiences and personal ideologies affect their

privacy perceptions of satellite imagery. For example, overall, women wanted more

privacy (lower spatial and temporal resolutions) than men.

Consideration 13: An average perception of acceptability is not enough;

demographics that are affected most for each use case should be considered, as well as

the distribution of political affiliations of citizens.

2.6.7 Study Participants’ Solutions

Throughout the survey, study participants brought up possible legislation, regulation, and

other limitations for satellite imagery in the free responses. One participant suggested that

there should be public records of requests along with every image request. Another said

there should be increased punishment of people if they use satellite imagery to commit a

crime, such as stalking. With the insurance scenario, someone said it should be allowed with

consent. One participant who said that satellite images should be available depending on
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use case said that “satellite imagery could be super useful, but there need to be guidelines.

For instance, you cannot buy satellite imagery to someone’s private home” (P1). Another

participant suggested image requesters must pass background checks. Others suggested

location-based controls, such as preventing imaging of schools, parks, and personal property.

We discuss some of these solutions further in Section 2.7.

Consideration 14: Listening to residents might yield ideas for regulatory and

technical solution to prevent satellite image privacy harms.

2.7 Synthesizing Recommendations

Informed by the results in Section 4.6, we now turn to RQ2 and our synthesis of regulatory,

legislative, and technological recommendations, as well as future directions. As exemplified

by survey respondents in Section 2.6.2, commercial satellites offer many existing and potential

benefits. It is both unhelpful and unrealistic to prohibit their use in the United States or

internationally. But there are some approaches that multiple stakeholders could take to

prevent or respond to possible misuse. We refer up to considerations mentioned in Section 2.6

by mentioning the Xth consideration as “CX”. While our expository focus is on the United

States, we believe that all countries and jurisdictions should consider similar issues.

2.7.1 For Regulators and Legislators

Spatial and Temporal Constraints. There is an argument to be made for most temporal

and spatial resolutions. For example, legislators may decide that the resolution at which

you can identify cars outweighs the potential harms of some privacy issues, but that a

resolution sufficient to identify humans is too high. In 2014, U.S. legislators relaxed limits

on commercial panchromatic (black and white) imagery to 25cm [97]. As pressure from

the commercial sector may grow to further lower this limit, legislators should seek input

from citizens when deciding on any new regulations (C2, C12-14). Non-resolution-based
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methods for protecting privacy and sensitive information include blurring specific portions

of high-resolution satellite imagery, such as individuals’ faces or military bases. We also

propose mosaicking multiple images together (e.g., [142]) over a region so that it does not

exactly depict a specific place and moment in time as a means to protect privacy.

As mentioned in C6, it is not enough to just consider spatial resolution; temporal

resolution should also be considered. Whether the public—anyone who purchases or views

satellite imagery for something other than governmental purposes— should have access to

daily, weekly, monthly, or annual imagery are all questions to consider. As imagery at more

frequent time intervals is collected, making near-real-time imagery of Earth a possibility,

legislators should also consider the utility of delayed release of images. This can help avoid

instrumentalization of data for near-real-time combat or intelligence purposes, as suggested

by geographers [15]. However, desirable exceptions to time delays and spatial/temporal

resolution constraints might include emergencies, natural disasters, and search and rescue,

such as locating a missing person, ship, or other entity (Section 2.6.2). In such situations,

tiered user systems, as with Norway’s International Climate and Forests Initiative Satellite

Data Program, which makes available 3m Planet imagery available to vetted users, may

make sense [129].

Other possibilities for restricting access include a Geospatial Authorization Model

(GSAM), which limit access to view, zoom-in, overlay, and identification modes (e.g., [5]), or

virtual data enclaves in which users access and analyze data in a virtual/remote environment

as opposed to on their own local desktop [59].

Other Constraints. It is also not enough to just consider resolution constraints as if satellite

imagery is in its own data silo. Geolocation data separate from satellite imagery, such as that

which is gathered from people’s mobile phones and sensing devices such as smartwatches,

can augment the inferences that can be made about individuals from satellite imagery. The

analysis of such data is sometimes referred to as “social sensing” [158], drawing parallels

with remote sensing. Artificial intelligence-assisted analysis of big Earth observation and
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social sensing data, a field called GeoAI, is generating increasing interest from scholars [71],

particularly in China [16], where government and police agencies demonstrate high interest in

new surveillance technologies. Within the security and privacy community, it is well-known

that information from multiple sources can be combined to learn information not available in

either source directly (e.g., [149]). Whether or not satellite imagery can resolve an individual,

other markers, such as a vehicle, may be identifiable and then combined with social sensing

data to profile and track someone. We recommend that legislators work with researchers

to understand what additional information leakage there may be when combining satellite

imagery with social sensing data.

Conditional Access. Most respondents preferred that access to satellite imagery vary by use

case and cost (C9, C10), but there is disagreement in what constitutes beneficial or harmful

applications (C3, C4, C8). Differences in responses among individuals and statistically

significant differences in responses by demographic group (Section 2.6.6) indicate that it

could be helpful for legislators to hear feedback from a diverse set of perspectives and lived

experiences (C7, C12-14). If conditional access or blurring out only some information,

like private property, is not possible, then possible privacy harms may outweigh beneficial

satellite imagery use cases at certain resolutions (C5).

Logging Information. When satellite imagery becomes available to the public, the

government could require that resolutions are below a certain threshold, and that there

be a centralized, freely available repository of all non-governmental image requests as

recommended by a survey participant (Section 2.6.7). As with other computer security

and privacy domains, the awareness that adversarial actions may be logged could serve as

a deterrent to some adversarial actions and thus could be a component in a multi-pronged

approach for protecting individual privacy.

Paywalls. The state of commercial satellites today may support the idea that “we should

just give up on privacy”, at least in the context of remote sensing; because militaries in other
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states are using it anyways, there may be no way to protect people. However, if data is free

and publicly available, this minimizes costs for adversaries (C9-11). The barrier of image

cost may mitigate some harms, such as incentives for using satellite images as a tool for

burglary. For example, free information about whereabouts on social media page aided in

burglaries of high-profile celebrities [89]. Some survey respondents also mentioned how they

preferred a paywall (C11). Privacy researchers and geographers should communicate their

differing viewpoints for and against making satellite imagery free and widely available. We

aim to begin this conversation with this work and also with our own follow-on discussions

with geographers.

2.7.2 For Companies and Designers

When developing higher spatial, temporal, and spectral resolutions in future satellite imaging

technologies, both governments and industries should weigh whether these higher resolutions

are necessary to achieve goals people have for their satellite imagery use case, and if that use

case might itself violate individual privacy.

2.7.3 For Researchers and Privacy Advocates

Increasing Awareness and Consent. Per C1, people should be made more aware of the

current capabilities of satellites, as well as that purchasing commercial satellite imagery is

possible for individuals. If not to fix the problem of surveillance and privacy threats, knowing

that an image can be taken over backyards and even at night will help people change their own

expectations of privacy and possibly their behavior. Informed by the security and privacy

community’s general advocacy for the value of informed consent, we suggest that there be a

way for people to sign up to be notified or have their property blurred out when a satellite

takes images over their area (or warning them before). More research on implementation

and user interest is needed.
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Future Research. Our work focuses on RGB images that are perpendicular to the ground.

Future work should explore the spectrum of additional privacy concerns introduced by off-

nadir, SAR, and near infrared imagery (discussed in Section 2.2), as well as complementing

satellite imagery data with other data (Section 2.7.1).

Researchers currently use machine learning (ML) to evaluate satellite imagery for myriad

purposes, from predicting poverty [72] to evaluating shorelines [110] to detecting disease

activity [120]. However, with benefits also comes possible privacy violations; it is already

possible to identify cars and groups of people in satellite imagery using ML [58]. Future

research could explore both the possible harms that ML brings in the context of satellite

imagery, but also how to use it as a tool to automatically blur or otherwise obfuscate satellite

imagery without simultaneously revealing important information, as a company accidentally

did by only blurring out sensitive military locations [85]. Future work could also explore what

aspects of imagery are private in what contexts, since external circumstances such as war can

change what is deemed private for a given time and location. For another application of ML,

the ambiguous potential of deepfakes, which may paradoxically protect individual privacy by

exacerbating doubts regarding photorealistic information, should also be considered carefully.

We also encourage the security and privacy research community to consider new technical

defenses. Extending the previously-discussed notion of virtual data enclaves [59], one

defensive strategy might be the creation of services that answer queries about geographic

locations without revealing raw imagery. More challenging, though of potential intellectual

interest, is the study of ways to protect (encrypt) satellite imagery such that recipients of

those protected images can perform some computations over those images (e.g., detect if an

animal is present) on their own devices without simultaneously having access to the entire

contents of the raw image; such a direction is akin to research focused on other forms of

search over encrypted data, e.g., [3, 31,146].

Finally, the emergent subfield in geography of Critical Remote Sensing can also be

expanded to build on analysis of not only the politics and economics of the growing

commercial remote sensing industry [7], but its ethics and norms, too. Comparative work



46

examining the regulatory and cultural contexts surrounding satellite imagery and individual

privacy in other countries [16] could also prove illuminating and help identify areas of

international consensus.

2.8 Summary

In this chapter, we explored privacy threats and concerns of commercial satellites in multiple

phases; first, we brainstormed and qualitatively analyzed possible threats of commercial

satellite imagery. Second, we surveyed people living in the U.S. about their awareness

and concerns towards satellite imagery. We found that there was insufficient awareness

about commercial satellites and that people’s privacy expectations and preferences often

conflicted with current commercial satellite practices, and may conflict even more with

future commercial satellite practices. Third, we proposed possible mitigations of potential

privacy violations addressed to multiple stakeholders. Although not considered later in this

dissertation, these mitigations will hopefully serve as discussion points among commercial

satellite imagery stakeholders. High-resolution commercial satellites may change how we

understand surveillance and our expectations of privacy. Before spatial and temporal

resolution improve even more, it is crucial to study these topics and begin holding

conversations with legislators, industry, and the public that is being watched from above.
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Chapter 3

Security of Small and Amateur Satellites

This chapter looks at another element of the satellite ecosystem, this time from a security

perspective. In particular, small satellites run by clubs. The democratization of space

through decreased hardware and launch costs has enabled students to build and launch their

own satellites. While this may seem harmless currently, the increasing capabilities of many

of these club satellites, such as propulsion, make them a possible target for use in future

space cyber warfare. Compromising university smallsats could be used to target other assets

in space or create excessive amounts of debris through their destruction, which can then

collide into other space objects.

Through a combination of interviews and code audits, this chapter identifies barriers to

building small satellites securely, poses directions to resolve some of these security barriers,

and brings attention to emerging threats to the satellite ecosystem. A shortened version

of this chapter initially appeared as a paper titled “Unencrypted Flying Objects: Security

Lessons from University Small Satellite Developers and Their Code” at the Usenix VehicleSec

workshop in 2025 [111].

3.1 Motivation

Satellites have increased in popularity and magnitude in the past decade [1]. Satellites face

a multitude of security challenges that differ from hardware on the ground today, such as

the impossibility of physical access post-launch and limited contact periods as they orbit

the earth. The decreasing cost of launching satellites [4] has enabled more small players to

launch, including amateurs and university teams. These amateur university teams typically

operate smaller satellites, called “smallsats.” Academic smallsat use cases include testing
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university researchers’ scientific payloads and giving students hands-on learning experiences.

Despite being small projects and not-for-profit, university smallsats still face risks in space.

One oft-cited risk is the Kessler Syndrome [80,81], where debris caused by satellites colliding

with other objects could grow exponentially after reaching a particular threshold and thereby

make future space exploration hazardous. Unsecured amateur satellites could harm the

ability for emergency response given that amateur satellites can aide in this process [93]. Or

smallsats might be used as “kinetic weapons”, as discussed by interview participants and

by Kurzrok et al. [88]. Smallsats could even incite international incidents or cause physical

harm to humans, as we elaborate on in our results. Therefore, for the space ecosystem to be

safe overall, we argue that amateur smallsats must also be secure.

Research Questions To gain insights into computer security practices with smallsats,

and with our focus on university satellite clubs as a window into the broader space, our first

research question is:

• RQ1: What are the security goals and practices of university satellite teams?

To understand whether and how to improve smallsat team security, we first need to

understand existing goals and security practices. We analyzed this first through interviews

with the leaders of 4 satellite clubs 1 (8 interviews in total, an average of 2 leader interviews

per club) since club leaderships’ perspectives on security affects the entire club’s priorities.

The aim was to surface concerns and practices across different teams rather than to make

claims about generalizability. Thus, we chose qualitative methods and consistent analytical

choices designed to summarize and describe our data. In other words, our research intends

to uncover a richer and more nuanced understanding of the practices within this particular

sample, rather than to make inferences about generalizability to other samples [17].

Second, we performed an audit over dozens of repositories from 3 of the teams we

interviewed, parsing through code, design diagrams, and documentation. We focused on

15 clubs met our search criteria; 1 club did not respond to inquiries for research, resulting in interviewing
4 clubs overall
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understanding the high-level security designs and choices of each club and club member, and

comparing the designs in the code to their stated threat models in the interview; this type of

design-level reconstruction and analysis on bespoke systems is not possible with automated

tooling, therefore our analysis was manual. We detail our approach in Section 3.6. To

foreshadow our findings, security practices varied widely across teams, with none of the code

we analyzed meeting all security measures needed to prevent malicious actors from sending

commands up to the satellite while it is in orbit.

• RQ2: What barriers to building satellites securely do smallsat teams face?

We identify a variety of barriers to building satellites securely. Club members weigh tradeoffs

between other goals (e.g., launching on time) and security. We also identify gaps in security

knowledge, threat modeling, and implementation that serve as barriers to secure satellite

implementations. For example, we find that security goals/non-goals vary greatly not only

between clubs but among club members, highlighting a non-uniform approach to security.

Understanding these barriers can help us recommend solutions.

• RQ3: What processes and tools can we recommend to improve smallsat team security?

Through a combination of interviews and our own knowledge as security researchers (4 of the

authors), members of a university satellite club (2 of the 4), and as a leader within a satellite

club (1 of the 4), we identify design recommendations and tools. These recommendations aim

to bridge the gap between current satellite security practices and a more thorough security

posture for smallsats appropriate to the university satellite context, i.e., groups with limited

time, budget, and security expertise. We anticipate that some of these recommendations

will apply to industry, as multiple participants indicated limited security considerations in

industry. Additionally, many satellite club members end up working in the space industry (as

we observed in our sample of leaders and our own satellite club experience), so understanding

and addressing the security barriers at the university level may equip future space industry

professionals with tools to build more secure industry space vehicles.
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Emerging Technology Security Research It is well-known in the field of computer

security research that computer security often lags technology innovations. For example, the

modern automobile became computerized long before the automotive industry embraced

computer security as a practice [86]; likewise, the medical device industry incorporated

computation and wireless communications before embracing computer security [63]. The

goal of our work is to contribute to the study of the emerging smallsat computer security

domain — a domain that, like automobiles and medical devices before, is exploding in

innovation [1, 4] but, to our knowledge, has not yet ubiquitously embraced the need for

strong and universal computer security practices.

Whether today’s smallsats are presently at risk of exploitation is speculative, but hacking

enthusiasts have already demonstrated the ability to compromise government satellites [105],

and commercial satellite communications networks have also been targeted [106]. We return

to assessing possible present and future risks in Section 3.5. Studying university smallsats

not only helps us explore the challenges and risks that these specific non-profit smallsats

face, but given the proprietary nature of many smallsat manufacturers [43, 103, 163] these

open-source smallsat groups may be the closest possible window into satellite security overall.

3.2 Background and Related Work

3.2.1 Satellite Applications and Overview

Though government-owned and commercial satellites are the most widespread today,

hundreds of university satellites have launched since the 1980s, with launches increasing

each decade [148]. Even high school and middle school students have built and launched

satellites [52, 138].

University satellites support educational goals such as testing scientific payloads, hands-

on learning experiences for students, and collecting space or Earth data. Some also

serve as communication relays for amateur radio satellites (amsats). Amsats facilitate

ham radio communications, which can sometimes aid emergency response [93]. These
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emergency response utilities are another reason we believe that amateur smallsat security

should be further studied. University teams often use amateur radio frequency bands for

communication with their satellite. While ham radio usually requires communications to be

unencrypted, it allows satellite command encryption [48].

Amsats are often supported by open-source infrastructure and volunteers who collect and

relay telemetry using their own ground stations. One such example of this infrastructure

is SatNOGS, an open-source ground station network [139]. Multiple clubs we interviewed

used SatNOGS to get data from their satellites from parts of the earth not accessible with

their own ground stations. Many satellite clubs have open-source code repositories that are

publicly accessible before and after their launch, which we discuss further in Sections 3.5

and 3.6. Another common resource is the the suite of communication protocols established

by the Consultative Committee for Space Data Systems (CCSDS) [23]. These protocol

specifications cover a number of protocols across the network stack, some but not all of

which include security measures in their specs.

3.2.2 Satellite Architecture

Figure 3.1: Overview of components in a generic smallsat. Ground station communicates

with the satellite radio (comms). The flight computer communicates with all subcomponents,

including power, ADCS, the satellite’s payload, and comms.

At a high level, a smallsat consists of a few subcomponents, shown in Figure 3.1:
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Ground station The ground station is composed of a radio, antenna, and computer to

send commands up to a satellite. A satellite might only receive commands from a single

ground station, or a network of ground stations in different locations could help increase

contact time with the satellite. The portion of communication sent from the ground station

to the satellite is called the uplink, and the inverse is called the downlink.

Communications space segment (Comms) The comms segment on the satellite

receives commands from the ground station via the uplink, and sends back telemetry (data

about the satellite’s state) and other command responses via the downlink. Some satellites

have the ability to communicate directly with other satellites, especially if part of a fleet of

satellites, but this is less common with university satellites.

Flight computer The flight computer schedules and facilitates communication between

each subcomponent.

Attitude determination and control system (ADCS) ADCS helps control the

orientation of the satellite, which is critical for keeping the satellite stable and ensuring that

the satellite’s solar panels are pointed toward the sun. Some satellites use propellant to

maneuver, while others just use magnetorquers and reaction wheels.

Payload Payloads are the “purpose” of the mission. Examples include cameras and

novel batteries to test in space.

3.2.3 Satellite Security Challenges

Securing satellites poses difficult security and reliability challenges, including:

Contact constraints In low Earth orbit, satellites take around 90 minutes to orbit

Earth. Single ground stations can typically only contact a satellite for 7-10 of those

minutes [39]. And if the satellite were to enter an unrecoverable state, there is no way

to physically access the satellite to reboot it.

Latency constraints Satellites may need to respond real-time for tasks like collision-

avoidance or ADCS [75]. Adding encryption and other security measures could increase the

amount and size of packets needed when communicating. With the very limited bandwidth
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that many smallsats have, added packet size/count could lead to slower communications, ore

even violate real-time constraints.

Processing constraints To meet their size and weight constraints for launch, smallsats

typically have a limited power supply. Due to this, they have minimal processing power.

Every processing step, including encryption and decryption, takes up valuable power and

compute time [103].

Custom Systems Many satellites are largely bespoke systems, with custom protocols,

operating systems, and hardware components. This makes it difficult to use existing security

tools, such as fuzzing, as supported by Willbold et al. [162]. Our security analysis in

Section 3.6 was therefore manual.

3.2.4 Satellite Security Research

A wide body of academic work has enumerated and taxonomized security and privacy threats

of and to satellites [32,43,45,73,83,84,103,112,126]. Pavur et al. compiled a set of satellite

threats enumerated in previous work and explained the history of satellite security incidents

by decade [126]. This threat modeling aided in our own threat modeling in Section 3.6.

While many papers have focused on threat enumeration, increasingly work has taken

a more experimental approach [57, 74, 75, 91, 107, 156, 163]. Willbold et al. [163] analyzed

firmware security of various satellites and surveyed industry members about security

practices, highlighting a need for improved security among industry satellites. We build

upon this work by more deeply exploring the university satellite security space, surfacing

unique security barriers and needs.

Some work has highlighted the need for more security on university and other

smallsats [79, 88, 137]. Kurzrok et al. explored the theoretical extent that a hacked

smallsat could travel under different propulsion methods [88], showing the physical danger

of unsecured ADCS telecommands. Kurzrok et al. also mentioned informal conversations

among the smallsat community suggesting university teams often do not encrypt their

telecommands and highlighted the need for a systematic analysis on university satellite
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Table 3.1: Interview participants by identifier. Security knowledge ranged from 1 (novice)

to 5 (expert). Knowledge was based on self-reported scores except for D1. A * next to their

score means that the respondent did not give a specific number, and therefore the score was

an estimate based on their interview responses.

ID Club Industry Security

Experience Knowledge

A1 A ✓ 3

A2 A × 4

B1 B ✓ 3

B2 B × 3

C1 C ✓ 2

D1 D × 1*

D2 D ✓ 2

D3 D ✓ 5

security. Our work intends to fill this gap.

3.3 Methodology

We used a combination of interviews and code analysis to explore the security practices of

university smallsat teams. Our methodology involved five steps: 1) identifying university

clubs online, 2) selecting clubs to interview and analyze based on publicly available code,

3) assessing the code to identify code-specific interview questions, 4) conducting interviews,

and 5) analyzing the security of the code, cross-referenced with interview responses, based on

our satellite-specific threat model. We interviewed 8 participants across 4 clubs and looked

through all publicly available repositories for 3 of those clubs.
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3.3.1 Finding Clubs to Analyze

We used a search engine to identify as many university satellite clubs as possible, resulting in

41 overall. We then filtered for clubs with public code repositories and documentation. This

resulted in 7 clubs, 5 of which are in the U.S. We chose public code repositories 1) because we

did not wish to pressure clubs into revealing their code that could then lead to the possibility

of them becoming de-anonymized, 2) avoiding conflict with their funders or institutions

who might require that the code remain private, and 3) preventing violation of any ITAR

guidelines, since many satellites have ITAR restrictions where certain implementation details

cannot be shared to non-U.S. citizens. We chose not to interview members from the 2 clubs

outside the U.S. because our research team is within the U.S. and regulations and policies

may vary by country. Focusing on clubs within the U.S. allowed us to minimize variables

including regulations and local educational cultures. Further, 1 of the 5 U.S.-based clubs

did not respond to requests for interview and thus is not included in analyses. Finally, we

interviewed Club D but excluded a code analysis after determining the available repositories

corresponded to previous satellites our interviewees had not worked on (whereas more current

code was not yet publicly available). We determined this only after Club D interviews started,

so we still report their interview responses in Section 3.5. While this may be a small set of

clubs, there are not many clubs in the first place that have actually launched satellites per

our searches, and a smaller set of those that have their code open source.

3.3.2 Interviews

Our interviews take a standard approach by surveying developers to understand how security

and privacy are treated in practice [133, 135, 165]. This approach allows us to understand

gaps between research and practice and pose solutions towards reducing these gaps. We

interviewed participants from 4 clubs.
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Recruitment and Screening

To help answer RQ1, we especially recruited for members who worked on (and preferably

led) satellite software. We also recruited satellite club leaders because their preferences likely

affect satellite security implementation downstream. We found contact information through

websites and public documentation. We reached out by email to each club and relevant club

leaders, members, and alumni. Table 3.1 summarizes our interview participants.

Developing Interview Questions

We constructed a set of interview questions based on our research questions. The first author

constructed a semi-structured interview script, with pre-determined questions but allowing

for flexibility (e.g., omitting questions, rewording, or asking follow-up questions as necessary

depending on an interviewee’s responses). This interview script was evaluated and revised

by the authors and an external security expert. Two authors piloted the interview script

with another author and an external colleague in robotics.

Interview Procedure

Interview questions below are labeled with their corresponding research questions.

Two authors led the interviews virtually over Zoom meetings. The first author asked

questions from the script while the second interviewer took notes, and both asked follow-up

questions as necessary. We did not mention security until the security-specific questions

to avoid biasing participants’ responses about their goals and concerns when building a

satellite [56,92,136]. The interview script is included in Appendix B.1.

General Questions. To get a better understanding of participants’ club experience, we

asked about the satellites they worked on, what years they were in the club, and whether

they had worked on satellites outside of the club.

Mental Models. We asked participants to draw a high-level diagram of how their

satellites worked, and asked those with software experience to focus most on the software
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components. We used this diagram to help the participants and us as interviewers visualize

further potential security threats. We did not yet mention security in this or the previous

sections. We asked what goals they have when building satellites (Research Question 1)

and what scenarios they were concerned about. These scenarios revealed whether security

issues were a concern at the top of their mind (RQ1). We also asked about goals to further

understand what tradeoffs to security they might be willing to make, which may serve as a

barrier for implementing security (RQ2). Some of the wording and questions in this section

and the following security-specific questions were inspired by Zeng et al.’s exploration of

security and privacy perceptions of IoT users [169].

Security-specific Questions. We next asked whether they had any security-related

concerns, or if they had other security concerns that they hadn’t mentioned yet (RQ1,

RQ2). We asked what they think the worst thing that could happen is if the satellite is not

secure, who might attack a satellite, what discussions the club had about security, and how

much they discussed security compared to reliability (RQ1, RQ2). These questions assessed

participants’ overall threat models by asking implicitly about assets (worst-case outcomes),

adversaries (who might target the satellite), and vulnerabilities (what their security concerns

were). We then asked what security tools they already used (RQ1) and what they wish

existed (RQ3).

Demographics. We asked about the participant’s area of study, satellite team size and

budget, their satellite industry experience, and their cybersecurity knowledge.

Closing Questions. We asked if there was anything else the participants wanted to

share and whether they expected us to ask anything else, a recommended practice in HCI

research [92]. We also asked several participants code-related questions relevant to their

club’s repositories to gain further insight into their procedures.

Data Analysis

For each interview transcript, both interviewers used emergent coding [92] to note concepts

that arose in each transcript. We compared themes that came up, then used axial coding to
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categorize these themes into groups. We translated these axial codes into a final codebook

(Appendix B.2). For the frequency results in this chapter, both interviewers coded based

on the videos and the transcript. We coded these frequencies independently and calculated

initial agreement using Cohen’s Kappa, with substantial agreement between coders (κ = 0.75,

SE = 0.08). We then further refined our codes and discussed differences in coding to reach

agreement.

3.3.3 Software Analysis

Our analysis of the clubs’ satellite software was split into two parts. First, two authors

identified and analyzed repositories (along with public documentation and diagrams)

belonging to each satellite club. As mentioned in the introduction, these analyses were

entirely manual due to the goal of analyzing whether clubs implemented the high-level

security goals that they stated in their interview, as well as the inherent difficulty in running

automated tooling on disparate embedded platforms [2, 162]. From these analyses, we

then derived high-level block diagrams (like Figure 3.2) of each satellite’s architecture and

system functionality. Second, four authors (all security and privacy experts) synthesized a

threat model for each evaluated satellite based on these high-level diagrams. If our threat

model differed from the threat model of the participants (as expressed in the interviews and

corroborated by the software), we evaluated whether the code met the security requirements

of our threat model. We argue that this code analysis methodology serves as both a

barometer on if the clubs’ perceptions of their security postures are accurate (i.e., the

satellites behave how their clubs expect them to based on their mental models of the satellites,

other interview responses, and comments in their code), as well as an indication of threat

model suitability (i.e., whether the threat models are appropriate for the satellite’s goals, as

judged by security and privacy experts).

Our manual code analysis was primarily guided by two authors’ experience with satellite

software. After identifying the clubs’ Github organization and associated repositories, we

filtered for security-relevant repositories. Since many of the repositories were for hardware
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designs or design collateral (Appendix B.3.1), the most relevant repositories tended to include

software for ground stations, communication systems, and flight computers. For each of these

repositories, we read the code at a high level to understand its intent and how it fits together

with other subsystems. Rarely, we were able to additionally execute code that did not

depend on bespoke embedded hardware (such as for Satellite C). Based on these insights,

we made diagrams for each satellite that describe (at a high level) how the security-critical

components interact.

We then specified a general threat model (Section 3.6.1) to guide a more in-depth security

analysis for each satellite. This threat model defines a remote adversary who can reverse-

engineer the satellite’s communication protocol and send arbitrary commands to the satellite.

Our in-depth code analyses therefore typically began at each satellite’s communication

subsystem, specifically the handling function for received messages. We explored the threat

surface of available commands, noting any reachable commands that might violate our

participants’ threat models, or confirm/deny any of their perceived risks or goals (Section 4).

If the participants noted that they implemented encryption or authentication, we verified

whether this was the case. Finally, we also traced backwards from the participants’ security

and safety goals, and checked whether any internal state could lead to a violation of these.

3.3.4 Scope and Limitations

Our goal is to understand the computer security practices, barriers, and opportunities within

the small yet growing community of university satellite clubs and their members. Our sample

size was limited, in part because we recruited from a small and specific population (on the

order of dozens of clubs based on our searches), which is itself a valuable endeavor [17] and

aligns with our broader research goals. Though our goal is not generalizability, qualitative

methods can afford transferability [33], such that lessons and recommendations uncovered

here may be valuable in understanding other university satellite teams. Further, security

vulnerabilities in only a few launched smallsats still have the capacity to cause harm to

the entire space ecosystem, which is why it is so important to study this overlooked group
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of satellite operators. All participants interviewed were subsystem leads or heads of their

clubs, so our results speak to club leaderships’ perspectives on computer security and privacy.

While there might be members within a club with different security knowledge than those

that we interviewed, their existence does not detract from our findings with club leadership.

Nevertheless, like any interview study, the results may suffer from self-reporting bias. We

attempted to mitigate this through cross-referencing discussions of security with our manual

code audit (except for Club D).

In terms of code analysis, it is possible that we missed relevant vulnerabilities given the

scope of the repositories and the difficulty of using any automated tools on heterogenous,

bespoke embedded systems. Because our security analysis focuses on the design-level, we

attempted to mitigate this by anchoring our code analysis on the satellite-specific threat

model we developed based on each payload, rather than analyzing for as many potential

vulnerabilities as possible.

3.3.5 Our Perspective

Our team of authors has experience with both attack-focused and defensive research. Two

of our authors are members of a university satellite club and have experience developing

components for a satellite. One author has experience as the lead of multiple subsystems

within a satellite club. Three authors have expertise in participant-focused studies, including

one author who is a social psychologist. Two authors have amateur radio communications

experience. Multiple authors have embedded systems hardware and software expertise.

3.4 Ethical Considerations

Our institution’s IRB approved the interview study under the exempt research category.

Before each interview, we shared a consent form that participants agreed to verbally.

Participants optionally consented to video recording through the Zoom recording

functionality so that we could have an accurate script and record any drawn diagrams.
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All participants agreed to the recording option. One interviewer manually transcribed

participant responses during each interview.

We paid each interview participant $75 for their responses with an expected time of 1

hour per interview. This pay rate is higher than usual for interview studies; we wanted our

pay to reflect an estimate of the time it would take out of an industry job to participate

in our interview, since some of our participants were in industry. All questions were

clarified to be optional. We anonymized study participants; the goal of this study is not

to focus on individual clubs, but rather to understand what the range of security practices,

preferences, and security barriers might be for university and other smallsat teams. To further

protect participants, we sometimes obfuscate which anonymous participant said what in the

combined results when we believe that it would not affect the interpretation of the response.

For security vulnerabilities that we found that satellite clubs were not already aware of, we

disclosed our findings to them. We offered our help to answer any questions or help resolve

the vulnerabilities if needed.

3.5 Interview Results

We present below our interview results combined across clubs. Based on these results, we

note strengths of security practices among teams, as well as specific barriers that might

lead to difficulty implementing appropriate security measures. These results then inform our

discussion of potential tools to help smallsat teams build more securely (Section 3.7).

3.5.1 Participants

We interviewed 8 former and current university satellite club members about their satellite

club experience across 4 clubs. See Table 3.1 for a summary of participants. Participants

consisted of club leaders, subsystem leads, software leads, or a combination of the above. 4

members were current and 4 were former members, graduating 2018 at earliest. 5 out of 8

members had experience in the space industry, both through internship and full-time roles.
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Security knowledge ranged from 1 (novice) to 5 (expert). Interviews lasted between 30 and

75 minutes.

3.5.2 Satellite Goals

To understand what tensions between security and other factors might exist, we asked

participants about what overall goals they had when building their satellites. As a reminder,

we did not mention security prior to the security-specific questions later in the interview.

Answers fit broadly into the following categories: scientific missions, educating club members,

educating community and other clubs, building the satellite cheaply, and building the satellite

reliably.

Clubs’ scientific missions included taking images of Earth, testing battery systems in

space, and relaying sensor data from remote regions. Clubs prioritized hands-on satellite

development to educate club members, while outreach activities and payloads were often

used to educate communities.

Some clubs tried to build cheaply to stay within their own budget, while others also tried

to build cheaply so that other clubs could replicate their designs in the future on a limited

budget. They did this by relying minimally on off-the-shelf components, instead opting to

build their own components from scratch or from open-source software and hardware. One

such example was using the (unencrypted-by-default) OpenLST transceiver, a component

with high manual cost to integrate but costing under $100 per radio.

Barrier 1: Low-budget and education goals can lead to using homebrewed designs,

which might influence the security tools used.

3.5.3 Difficulties faced

Non-technical difficulties were emphasized the most. Participants discussed a

wide range of difficulties within the club, both technical and non-technical. One of the

most common categories of difficulties was non-technical issues relating to lack of various
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resources, with 7 participants bringing up difficulties in this category. Resource deficits

included insufficient time for development, lack of people, limited experience, insufficient

documentation within the club to transfer knowledge, insufficient public documentation to

help clubs figure out what and how to build, difficulty finding materials and materials being

discontinued, limited budget, and limited access to expensive physical testing infrastructure.

Technical Difficulties Varied. Technical difficulties mentioned varied by club and

depended on both scientific missions and hardware used, though creating good software

testing infrastructure and simulations was mentioned as a difficulty by 4 participants.

Participant A2 provided a concrete example of this when they happened to find a memory

corruption error:

While our attack surface was pretty limited, the worst case I suppose would

be someone managing to gain remote code execution via a malicious uplink

command entry point. . . I discovered an array out of bounds issue at one point

while testing myself when I noticed some data was corrupted and fixed it; we

didn’t have good automated tests to catch that kind of stuff even at the beginning.

Most microcontroller code is written in C which is notorious for letting you

shoot yourself in the foot with memory issues. . . That combined with amateur

software engineers is a potentially dangerous combo, especially for missions where

a malicious actor could do more damage. (A2)

Barrier 2: Insufficient testing — potentially due to lack of time and other resources

— can lead to missing important satellite security flaws.

3.5.4 Security Discussions During Development

The remaining portion of our interview focused on security. Only 1 participant mentioned

insufficient security as a potential scenario of concern in our interviews before we explicitly
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asked about security concerns. 6 participants across 3 clubs said that security was discussed

in the club once we asked.

Security perceptions differed across and within individual clubs. Whereas some

clubs did not authenticate or encrypt their commands, others did. However, the differences

in security practices did not correspond with actual threats. For example, Satellite B had

a propulsion system but did not have encryption, while D3 said they would implement

encryption even though all participants from Club D felt that there was minimal risk for

their satellite.

There was also disagreement within individual clubs about whether a security protection

was employed (Club A, Club B) and whether security was discussed at all (Club D). We

discuss this more in the code analysis section of individual clubs in Section 3.6. D3 said

that reliability “is mainly how I sold my [security] research and thesis.” Their research was

mainly on fuzzing, so this meant that finding security issues, such as memory corruption,

was important for reliability as well. However the Club D leader said that there was no

security discussion or security concerns with their satellite.

Barrier 3: Inconsistent security goals and discussions within a club can lead to non-

uniform implementation of security across the entire satellite system. One subsystem

or code segment might have considered security while others have not.

Some clubs employed aspects of threat modeling in their design phase. Both

Club A participants said that security was discussed. A2 mentioned that their team met

to whiteboard all the things that could go wrong. One design point they discussed in

whiteboarding sessions was whether or not to allow software updates. On the plus side,

being able to fix a bug after launching could save the mission. The downside is that this is

complex and could introduce additional risk if incorrectly implemented. Thus, they decided

not to include a software update mechanism. While software updates were discussed, the

participant did not explicitly mention their value from a security perspective. Another
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example of at least partial threat modeling is participant D3’s security fuzzing project; they

mentioned using fuzzing to find bugs that would prevent the satellite being taken over and

having firmware flashed onto it.

Strength 1: Some clubs practice threat modeling in their satellite development

process.

3.5.5 Satellite Threat Models

Participants discussed negative outcomes but mostly thought they were unlikely.

Participants brought up a wide array of potential threats to their satellite. 6 believed that

these outcomes were unlikely, which often affected their security practices. For example, D1

believed that the satellite’s sensor data was not sensitive and thus would not be a target.

We do not wish to imply that their risk assessments are misguided; based on our interview

discussions, we have no evidence to suggest any club that has already launched their satellite

was targeted by attackers. However, as threats change in the future and as the capabilities

of university satellites change over time, these threat models may not hold. We see theories

of this changing threat landscape, including space warfare, further into these results.

Both club members and third parties had concerns. For example, participants

said that NASA was concerned that the lights on Club B’s satellite could harm astronauts.

The participants framed the blinding concerns as a safety issue rather than security issue.

B1 recalled that some outside groups, though they could not remember who, required

Club B to think about security. B2 as club leader needed to ensure that all systems complied

with International Traffic in Arms Regulations (ITAR [123]), which sets some controls over

how advanced various technologies on the satellite can be while still being open source, such

as the propulsion and star tracking system. ITAR is enforced for national security and safety

reasons rather than preventing the satellite itself from being exploited.
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Of Note 1: In some cases, security considerations might have been imposed from the

outside, though the reasons may have been for safety.

Some threats were discussed during the design process while others were only

discussed in the interviews. Throughout our questions about security, club members

mentioned a variety of possible ways to attack a satellite and potential security issues. These

issues include sending up malicious commands, exploiting memory corruption vulnerabilities,

performing remote code execution, denying service, unintentionally using malicious third-

party code, and physical access pre-launch allowing someone to upload malicious code onto

the satellite. However, some concerns only came up in the interviews and not while building

the satellite. Remote code execution, third-party code, or physical access pre-launch were

not discussed amongst club members while building the satellites. Some participants had

industry experience where they were required to think more about security, which may have

helped them with their threat modeling during the interview. The limited discussions of

security within clubs despite many current members being aware of other potential security

issues corroborates that security was not a main priority when building the satellites. We

discuss what tools were used to mitigate these risks in Section 3.5.6.

Barrier 4: A lack of extensive threat modeling prior to launch means that some attack

vectors were not considered.

Worst-case outcomes. For satellites that had propellant, one outcome that

participants mentioned included sending malicious commands to ADCS to wreck their

satellite, causing space debris. Even worse, B2 mentioned how the satellite might hit another

satellite or the International Space Station (ISS). Some participants who worked on satellites

without propellant or believed their propellant was not sufficiently powerful were not as

concerned, with 1 participant mentioning that hackers could only retrieve public sensor

data, and 2 others saying that they could lose communication with the satellite or otherwise
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be denied service. The above concerns were only considered during the interview, not prior

to launch.

Physically harming astronauts Club B had an extremely bright flashing light on their

satellite. Club B participants mentioned blinding astronauts as a key concern in their design

phase since their satellite was planned to launch from the ISS and would thus start out next

to astronauts. Section 3.6.2 shows what preventative measures they took to mitigate this

risk. Club B participants mentioned that third-party providers who were helping launch the

satellite were also concerned of this risk. This physical safety concern is the only threat

considered prior to launch in this section of worst-case outcomes.

Violating Regulations C1 mentioned that attackers could use satellites to violate

regulation. For example, they could violate FCC guidelines and broadcast messages when

they are not supposed to, or use a satellite’s on-board camera to violate regulations and take

images of other satellites rather than images of Earth [65].

Inciting International Incidents Another concern that came up was that some foreign

government could take hold of a university satellite from the U.S., use it to cause harm, and

then blame it on the U.S. to limit U.S. presence in space, or to incite an incident. This

concern came up without any prompting other than the interview script, and it shows an

example of what the future of space warfare might look like:

The worst case that I can think of is that a foreign adversary takes control of

the satellite and [causes it] to run into the International Space Station. . . [or]

crash into some sort of satellite that’s part of an international collaboration.

At that point, the amount of paperwork that you’re going to have would build a

mountain high enough to get into orbit. . . Any time that you have a satellite with

a propulsion capability. . . , you effectively have a kinetic weapon that can destroy

other satellites. . . A traditional adversary to the United States could take control

of some U.S. satellite and say “The student satellite is malfunctioning and it has

crashed into our satellite . . . This is a big international incident . . . The United
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States can’t control their satellites.” (B2)

This threat implies that any satellite with sufficient propulsion systems should consider

its security, even if it’s a university smallsat. Thus, teams should be aware about how this

kind of threat might become more likely in the future as more warfare involves space [116].

Barrier 5: Incomplete threat models about why an adversary may target a club in

the future (for example, to incite an international incident) can lead to differences

between real threats and implemented threat mitigations.

Potential Adversaries. When we asked from whom the clubs’ satellites might need

protection, answers ranged from those hacking out of curiosity and boredom, to foreign

government adversaries. Again, there was no indication that most of these adversaries or

the adversaries below were considered prior to the interview. Some participants explicitly

mentioned adversaries that they thought would not target their satellites, including foreign

governments. Some explicitly mentioned intentions that adversaries would not have towards

university satellites, including not wanting money and that there would be no national

security benefit to hacking them.

Environmental Advocacy Groups Some participants based potential adversaries off their

experience. Club B received a letter from an environmental advocacy group against light

pollution asking them to stop development of the satellite, and proposed that this group

could be a potential adversary.

“Space Pirates” Some participants posed that future space warfare might include

“satellite pirates” or “space pirates”. While this does have an existing definition regarding

piracy of satellite-distributed content like satellite television, D2 had heard of satellite pirates

as for-fun hackers who try to decode messages and use it against people. D3 heard of “space

pirates” through previous work on a government-funded satellite security project. D3 defined

space pirates as a satellite hacker that will become more important as space warfare becomes

more prevalent [116]. D3 said that space pirates could even refer to someone with physical
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access to the satellite in the future: “someone could have a spacecraft where they can

approach your satellite or grab it out of space and modify its hardware.”

Barrier 6: Conducting an informed risk analysis of adversarial threats in space may be

challenging, since discussion of some risks and predictions of risk, like “space pirates”,

require information not readily accessible in the open literature and therefore not as

accessible to university satellite clubs.

3.5.6 Security Strategies and Tools Used

Clubs used a variety of tools and techniques, both effectively and ineffectively to try

to implement security. In addition to whiteboarding out worst-case scenarios (Club A),

participants said that they did manual security audits of code, are building fuzzers, and

doing “hardware debugging” (Club D). As we will see in Section 3.6, some security protections

employed were partially incorrect. 4 participants did not know what security tools were used

or said that none were used. One tool for encryption mentioned was “frequency modulation,”

so there was likely confusion about the term encryption. Based on participant ideas and

our own analysis, we discuss potential future tools to help improve security in Section 3.7.

Another security choice was to “scrub commands” from the public code (Club B). The

command scrubbing in Club B was not effective for preventing adversaries from knowing the

commands; see Section 3.6.2 for more details.

Barrier 7: Clubs may not be currently equipped with sufficient security tools and/or

understanding of the security tools to effectively secure their satellite.

3.5.7 Security Tradeoffs

All clubs made tradeoffs that directly impacted security, as any organization must do.

Some clubs chose to forego confidentiality since they intended the communications downlink

(satellite sending info to ground station) to be public for educational purposes, or were
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required for it to be public if they were within an amateur radio frequency band. One

participant believed they could not encrypt the commands to the satellite in the uplink due

to amateur radio laws, but this is not the case. Based on the authors’ own experience in

satellites clubs, this misconception is not uncommon.

Barrier 8: Misunderstanding in regulations might lead to implementing less security

protections.

Club A chose not to encrypt their uplink because they were concerned that they might

implement it incorrectly and had seen other clubs “shoot themselves in the foot” when trying

to implement encryption (A2). Club A decided it was a reasonable tradeoff because they did

not think there was enough of a threat to justify encryption. Another participant said they

cared a lot about maintaining simplicity of their software, which in turn would help with

maintaining reliability (D2).

Barrier 9: If a security solution has potential real or perceived negative reliability

impacts, there may be resistance to the adoption of the security solution.

3.5.8 Security Issues in Industry

5 out of 8 participants had industry experience specific to satellites or in the space industry

overall. 4 out of 5 only had industry experience after leaving the club, while 1 had industry

experience during undergrad through internships. 4 participants said that industry takes

security more seriously than their university satellite team (though one of these participants

works now on rockets and not satellites). 2 participants said that there were insufficient

security practices in industry. Some responses show a lack of priority in security in

government satellites and possibly beyond:

Any internships that I’ve applied for that have involved testing . . . has been

mainly on a reliability basis. (D3)
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Not my specific company, but the space industry as a whole is hilariously bad

at cybersecurity. It is comical and also terrifying, with the scope of projects in

industry that have absolutely zero encryption. They’re waking up to that now

. . . and it is being taken more seriously. . . Cyber warfare has become much more

of a concern in general (C1)

D3 was going to be involved in developing the security of a government-funded satellite

communications project that their university was involved in, until the funding for the

security initiative was cut (at least for D3’s institution):

We were involved with [the satellite project] in the very early phases. . . I think our

group was chosen to do the security portion and then a month later when they

were getting the cybersecurity budget sorted out for this project, they decided

the budget would be $0. (D3)

D3 worked on another satellite project outside of Club D:

I was in integration testing on [a government satellite communications system].

As far as I could tell. . . , they did no unit testing, no fuzzing, no security auditing.

All the testing for catastrophic failures was done by people. . . I was there for one

or two potentially disastrous problems with the flight software that almost ended

the project. I think most security stuff is left up to chance and most of these

projects trust encryption as their only way to prevent hacks. (D3)

Of Note 2: Security practices of satellites in industry and government may be

insufficient relative to the satellites’ capabilities.

3.6 Code Analysis

We now report on a code analysis of 3 clubs’ satellite implementations, and compare and

contrast these with security perceptions from our interviews. This code analysis encompasses
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dozens of repositories and many thousands of lines of code; Appendix B.3 lists statistics about

these repositories.

3.6.1 Threat model

To inform our code analysis and satellite-specific threat models, we first establish a more

general threat model. We assume an adversary on the ground who only has access to public

documentation about the satellite, i.e., is not an insider to the club. Public documentation

includes all open-source code repositories, documentation within those repositories, or any

other information about the satellite available on the internet. Public documentation also

includes network traffic, since adversaries could reconstruct the protocol based on observing

commands sent from the ground station [19]. The adversary can construct their own ground

station or use a ground station as a service company and send commands up with a software-

defined radio or other tool.

We intentionally exclude pre-launch physical access to satellites and their underlying

hardware by the adversaries from our analysis; therefore, supply-chain attacks and physical

access are not part of our threat models. We are not saying that these two threats could

not compromise the operation of a university satellite. Rather, given that building satellites

to handle supply chain adversaries is an emerging area of research [75], we do not expect

(and did not see) any defenses for these threats in the code that we analyze, and hence we

define it as out of scope in our analysis. Second, all satellites analyzed were vulnerable to

a much less privileged remote adversary, making whether the satellite could defend against

supply chain attacks not relevant. To clarify, excluding these results does not impact our

interview results, as the participants were not told to consider a certain threat model. Still,

we explicitly acknowledge that future works should consider supply-chain attacks, especially

as satellites become more ubiquitous and capable.
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3.6.2 Satellite A

Satellite A launched in 2018 and decayed from orbit in 2020. Satellite A had two main

science missions: 1) to test a battery technology in space and 2) to implement a “flashsat”

using a 40000 lumen LED panel, designed to be seen from space by the naked eye. For the

rest of this section, we use the term “flash” to refer to the LED panel, rather than persistent

storage or the process of installing software updates into that storage.

We find that the Satellite A designers were primarily focused on mitigating flash panel

safety concerns, which they did successfully via precise state transitions (Figure 3.2).

However, we identify availability and confidentiality issues.

System Overview

Bootloader The command/control/communications (C3, aka flight computer) software

component consists of a low-level bootloader and the main real-time OS (RTOS). The

bootloader is a tiny program which runs when the C3 first starts up. Its main task is

to interface with an external MRAM (magnetoresistive random access memory) chip to

load the larger operating system image. MRAM is inherently tolerant of radiation (i.e., not

prone to bit flips), and is therefore a safe place to store the large, mission-critical operating

system.

Operating System The main OS is built on FreeRTOS 9.0.0, a widely-used RTOS

with a broad range of hardware support. The OS performs low-level hardware initialization,

bootstraps the scheduler and other core subsystems, and finally launches RTOS tasks to

manage individual hardware components. These tasks include battery charging (BATT),

antenna deployment (ANT), and (of note) flash panel activation (FLASH), among others. The

RTOS schedules these tasks based on the satellite’s current state as shown in Figure 3.2.

Ground station Satellite A used two distinct ground station networks to collect

downlink telemetry for portions of orbit not reachable by the club’s own ground stations.

At first, the club solicited amateur radio observations by offering an online upload portal
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Figure 3.2: Satellite A state transition diagram. The satellite can only flash during the

IDLE FLASH state, which is only reachable after a wait period of 26 orbits for safety reasons.

State names correspond closely with satellite actions taken during those states, except for

HELLO WORLD which acts simply as an idle state. The LOW POWER state is activated any time

the satellite detects that the battery levels are too low.
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for observations. Later, the club began using a new local decoding feature in the SatNOGS

open source ground station network, which required them to have their downlink protocol

be publicly accessible. Based on comments in the code and interviews, the club thought of

these ham radio operators as honest-but-curious.

Threat Model Comparison

Participant Threat Models As reported in Section 3.5.5, Satellite A designers and NASA

had safety concerns related to the flash panel. Satellite A’s designers also had confidentiality

concerns with the satellite’s comms protocol, mentioning that they “scrubbed commands”

from their public repositories as an “operational security measure.” The interviewees

discussed various potential adversaries, including an environmental advocacy group who

sent them a letter prior to launch and honest-but-curious ham radio operators. Another

threat that A2 mentioned was sending commands in such a way that their battery system

payload would explode.

Does Participant Threat Model and Code Match? Satellite A’s designers

successfully mitigated the astronaut-blinding threat by ensuring that the satellite is far

enough away from its launch vehicle and the ISS before it can begin flashing. We show

the implementation of this mitigation in Figure 3.2. We find evidence in the code that the

authors thought about the safety of every state transition. The satellite’s “flash immediately”

command, for example, does not activate the flash panel unless the satellite is in the

IDLE FLASH state.

However, the club’s confidentiality expectations were not met. All commands were still

available in the code, and all information necessary to build Satellite A’s ground station

was publicly available during its lifetime. Even if commands were scrubbed, a motivated

adversary could reconstruct the protocol based on their unencrypted uplink network traffic.

Since the satellite commands are not authenticated, adversaries could have interacted with

the satellite, although neither we nor the participants saw evidence that this occurred. We

were unable to verify whether sending up a certain set of commands could cause the satellite
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to explode.

Does our Threat Model Match? We also believe the most significant risk is

physical harm to astronauts, and this outcome is successfully mitigated by precise state

transitions. While we do not evaluate the feasibility of the exploding satellite attack,

we do think that there are other ways to deny service not discussed by participants.

Available commands included simple pinging, rebooting the satellite, enabling/disabling

radio responses (presumably to comply with amateur radio laws), enabling/disabling the

flash panel, and sending a command to flash the panel immediately. An attacker with a

ground station could arbitrarily disable both radio responses and the flash panel, as well

as reboot the satellite. If the club does not think to re-enable radio responses or the flash

panel they may believe that the satellite has failed in some more severe way, affecting the

satellite’s perceived availability.

Before the satellite decayed, we count several reported CVEs 2 for FreeRTOS 9.0.0. While

we did not evaluate whether these CVEs were applicable for Satellite A’s configuration,

dependence on external code that is not updated regularly is a well-known security risk.

Satellite A also lacks a firmware update mechanism, which increases this risk.

3.6.3 Satellite B

Satellite B launched in 2020 and decayed in 2023. This satellite tested a propellant system

and a second payload that we omit since it is not relevant to our study and revealing it could

facilitate de-anonymization of the club.

Satellite B’s security posture heavily relies on obfuscation. While the satellite’s source

code was public during its lifetime, B2 mentioned that extensive protocol layering made

it “pretty impossible to send commands.” Additionally, the radio implementation (which

was provided to the club by amateur radio collaborators) was not public for our analysis.

Focusing instead on the satellite’s bus architecture, we find that the radio broadcasts packets

2https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=freertos

https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=freertos
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directly on a CAN bus for consumption by subsystems. These packets are implicitly trusted

by all subsystems, indicating that the radio was the main security boundary for the satellite.

System Overview

Satellite B was constructed out of many individual microcontrollers implementing various

subsystems, such as ADCS and propellant control, and connected via a shared CAN bus.

The radio system was provided by AMSAT (the Radio Amateur Satellite Corporation [8]),

and was also connected to the satellite’s CAN bus; received uplink packets were written

directly to CAN and filtered/interpreted by the subsystems, while telemetry packets were

downlinked as they were generated by the microcontrollers. The satellite used an open-source

high-level operations tool to issue commands that get translated to lower-level messages on

the CAN bus.

Threat Model Comparison

Participant Threat Models B1 was in Club B while their satellite launched, while B2

only started after the launch. Both mentioned concern about the thrusters and propellant

on-board. B1 did not think that the thruster was strong enough to be used as a projectile.

Instead, they were concerned with denial-of-service through the attacker sending up many

messages to the satellite, either to flood the comms system or to send commands to use and

drain the propellant. B1 thought that the adversary would be a “for-fun hacker.”

B2 on the other hand does believe that the propellant could have been a problem, and

that the worst case was inciting an international incident by either moving the satellite

to cause debris or to knock into space vehicles owned by other countries (See Section 4).

Because of this threat, B2 thought an adversary might be a foreign nation.

Does Participant Threat Model and Code Match? Satellite B’s architecture

implicitly places all security expectations onto the radio. The satellite’s internal bus is a

broadcast CAN bus where every node can see every message, but filters only for messages

it can handle. The radio writes all received packets to the CAN bus, presumably after
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unwrapping some link-layer framing information. As such, the AMSAT radio would have

been our primary focus for code analysis had it been made public. We instead checked

AMSAT’s documentation for this line of systems and Satellite B’s open-source ground

station, and did not see evidence of security mechanisms in either. Our participants did

not recall there being comms link encryption, further supporting this assumption.

To meet Club B’s threat models for propulsion system safety, we believe that command

authentication would be necessary to prevent either denial-of-service or an international

incident, as envisioned by our interviewees. A2 said that radio sequence numbers could

make it harder for adversaries to “patch in a command,” but we did not find evidence

of sequence numbers being used in either AMSAT’s public documentation or Satellite B’s

ground station. Therefore, there is a mismatch of safety expectations between Satellite B’s

designers and their code.

Based on interview responses, we believe Satellite B’s complex and layered comms

protocol led club members to mistakenly believe it was confidential ; one participant said

it was “encrypted by obfuscation” but “not industrial-grade encryption.” However, their

perceived threats did not necessarily require confidentiality to be successfully mitigated.

Does Our Threat Model Match? We find evidence that the Satellite B repositories

were public during its deployment. Since we found no authentication or encryption of

commands, we argue that a motivated nearby adversary could have discovered which

commands exist and how to send them.

We agree with our interviewees that denial of service and causing an international

incident are the worst-case scenarios. We find commands primarily for changing the ADCS

magnetorquer settings, powering on/off various subsystems, and pulsing the propulsion

system. An adversary on a limited budget (Section 3.6.1) could use these commands to

harm availability, e.g. by tumbling the satellite, turning off subcomponents, or exhausting

propellant.
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3.6.4 Satellite C

Club C implemented a complete open-source amateur satellite system, used so far in two

launched satellites. The most recent satellite was launched in 2024.

We find that the main security boundary for Satellite C is the comms subsystem, and

that authentication (rather than obscurity) is the primary security mechanism. We identify

two small implementation errors in their authenticity mechanisms and a lack of defense-in-

depth. Beyond the comms subsystem, we find advanced functionality enabled by Satellite C’s

Linux-capable C3. Unique among the satellites we analyzed is a software update capability.

System Overview

Satellite C’s architecture consists of a variety of interconnected ARM-based processing units,

ranging from microcontrollers running an embedded RTOS to Linux-capable CPUs. These

processors are all attached to their relevant subsystems (ranging from ADCS to solar panels)

and a central CAN bus for intercomponent communication. The C3 is built as a standard

Python application running on Linux, enabling advanced functionality such as software

updates.

Satellite C’s payloads are a novel high-speed comms link and a camera. As part of

the club’s outreach goals, they want to take images with the camera from space and then

transmit them to mobile ground stations built by local high schools.

Communications Satellite C’s comms protocol follows the official CCSDS protocol of

the Unified Space Link Protocol (USLP). They use a keyed HMAC built on 256-bit SHA3 for

authenticity. Sequence numbers are used to attempt to prevent “repeat attacks,” (we believe

they meant replay attacks) as noted in their public documentation. Their high-speed comms

system, operated by the C3, is separate from the main comms link. Commands for taking

photos and quickly transmitting them first go through the main C3 computer (following the

packet structure), then are immediately routed to and handled by the high-speed subsystem.



80

Threat Model Comparison

Participant Threat Models C1 identifies both confidentiality and regulatory concerns,

stating they did the “bare-minimum of encryption and due diligence”. They also expressed

concerns related to the camera [65] violating NOAA regulations by taking images of space

(and orbiting objects) rather than Earth. Command integrity is required to prevent the risk

of an adversary sending a malicious camera command.

Does Participant Threat Model and Code Match? C1’s stated threat model is

partially addressed in the code. Command integrity concerns are addressed in the comms

uplink aside from two implementation issues. We saw no evidence of uplink encryption,

contradicting C1. However, based on their concern about violating regulations, uplink

confidentiality is unnecessary; only uplink authenticity is needed.

We find that Satellite C developers consider the comms subsystem to be the satellite’s

main security boundary. Each message includes both an HMAC and a sequence number to

prevent replay attacks, though there were two slight errors.

First, we found an off-by-one error on packet sequence numbers, allowing for replay of

the last received packet an arbitrary number of times until another authentic command

increments the internal sequence number. We confirmed that this replay attack works by

running the C3 software locally and successfully sending the same packet multiple times.

We argue that sequence numbers only protect commands which change the system state

independently of the number of times they are invoked (idempotent commands). Our code

analysis revealed a rich set of nonidempotent commands, ranging from component- and

system-level resets to real-time clock updates. We did not fully investigate the idempotency

of every command (since there are very many), but did check some of the more sensitive

ones related to availability. For example, we verified that the magnetorquers are configured

via “setpoint” commands that indicate the desired torque level along each axis, rather than

specifying changes to these levels; this makes the magnetorquer commands idempotent and

mitigates against the effects of a potential replay attack.
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The other issue is a timing vulnerability on the packet HMAC check due to a non-

constant-time comparison operator. An attacker with sufficiently precise timing information

could possibly deduce the expected HMAC for an arbitrary packet. We did not check the

feasibility of this attack since there are some major limitations, such as the HMAC’s 32-byte

length and a lack of prior work on ground-to-space timing side channels. Nevertheless, we

reserve establishing practical exploitability for future work.

Additionally, we did not find evidence of specific security measures that were taken in

the rest of Satellite C’s code, indicating that defense-in-depth was not a concern for the

developers (which also matches C1’s threat model). For example, we found that no integrity

or authenticity checking is done on update files beyond the HMAC/sequence number checks

as update packets are received. Therefore, if an attacker were able to bypass these checks

they may be able to establish persistence on Satellite C via a malicious software update.

Similarly, we find no specific security measures taken to prevent illicit imaging of other

satellites. Instead, the camera is simply triggered by a command from the C3 when a

corresponding radio command is authenticated.

Does our Threat Model Match? We agree that regulatory concerns in space are

important to consider. Like other satellites, another potential threat is denial of service.

The replay attack vulnerability could harm satellite availability.

3.7 Security Recommendations for Smallsats

Informed by our interviews, code analysis, and our own satellite club experience, we

discuss approaches that could help improve security practices among university and smallsat

teams. Some recommendations apply to other amateur satellites and even industry, as our

participants and prior work [163] show industry security also needs enhancement.
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3.7.1 Open-Source Tools and Techniques

Software/Hardware Any tool should consider the incentives impacting the satellite

development process, including the particular emphasis on satellite systems’ reliability

(Barrier 9). Any proposed smallsat security tool would ideally have reliability benefits. An

example of an effective security and reliability tool is updating the hardware of a commonly

used smallsat component. We found that multiple university clubs rely on the open-source

OpenLST transceiver package3 for their communications. One comment in OpenLST code is

“TO-DO: handle encryption”. In their documentation they say that they do not implement

encryption. A future project could be to fork this repo and update it with encryption and

authentication. Since OpenLST is on longer maintained, hardware updates alongside security

improvements would increase reliability and thus likelihood of adoption.

As university clubs prioritize learning, a fully-furnished secure smallsat framework may

have limited appeal. However, an out-of-the-box cryptographic comms solution could be

valuable, as comms systems often define security boundaries. Authentication-only tools may

also be useful as confidentiality is not applicable to every club’s threat model.

Checklists Security considerations in smallsat repositories are incomplete. B2 suggested

a security checklist. This could include recommendations for cryptographic libraries, secure

reference code, design guides, and organizational security practices. A2 raised concerns

about cryptographic techniques affecting reliability, so the checklist could integrate lessons

from embedded software and network security.

3.7.2 Operational

Actions Within Club We saw partial threat modeling in Club A and Club C. Satellite

clubs could incorporate more thorough threat modeling into the design stage. Clubs could

use tools such as threat modeling cards [38,115]. Though suggesting tools does not diminish

the time constraints clubs face.

3https://github.com/OpenLST

https://github.com/OpenLST
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Third-party Actions To address these competing incentives, a trusted third party, such

as NASA, could recommend or require security measures before launch. NASA’s Cubesat

Launch Initiative Program [117] would be a particularly good location to promote good

security practices in educational and non-profit satellites, since they are involved in the

process of many universities’ smallsat development. NASA could provide some information

about the importance of smallsat security in their educational resources, such as their

Cubesat 101 book [26], or even incorporate the secure design checklist suggested above.

For those not involved in NASA CSLI, launch providers could also set some requirements for

satellites. Trusted third parties could also offer threat modeling support or serve as security

contacts for university teams.

A “No Encryption, No Fly Rule” was proposed by authors based on their analysis of the

damage propulsive systems on smallsats could cause [88]. We propose expanding this rule to

cover integrity and authentication, since these are even more important than confidentiality

for many amateur smallsats.

3.8 Summary

In this chapter, we examined the security practices and perspectives of university smallsat

teams through interviews and code analysis. While teams implemented some security

measures, they were neither systematic nor complete. We observed impressive engineering

efforts and believe improvements in tools, organizations, and third parties involved in launch

can improve smallsat security. These changes will hopefully align with teams’ goals of

reliability and education while mitigating risks to the broader space community.
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Chapter 4

Security Impacts and Defenses of Compromised

Satellite Peripherals

The vast majority of satellites in the past used to be highly bespoke systems. Now,

more and more satellites are manufactured as parts of fleets (such as with satellite internet)

or via companies that sell buses at scale to customers. Thus, more hardware and software

is being shared across satellites than ever before. This increases efficiency, but also makes

these complex satellites an even more enticing target for adversaries if one attack were

to be able to take down multiple satellites at once. Now, high-resource adversaries like

states might be more likely to invest resources into a supply chain attack to ensure that

a compromise gets on a group of target satellites. For example, a state adversary could

sell compromised peripherals to a customer looking for affordable components. Spurred by

this trend of satellite software and hardware at scale, Chapter 4 addresses two main questions:

1. Can today’s satellites effectively respond to a malicious peripheral attack?

2. If today’s satellites cannot handle such an attack, is it possible to develop a solution

that can?

Part I of this chapter aims to answer this first question. This chapter uses a malicious

star tracker to show that existing telemetry anomaly detection systems, like the NASA cFS

limit checker, are not built to handle malicious cases. This part investigates attacks along

two axes—maliciously incorrect timing of data and maliciously incorrect content of data—

and shows that these attacks can cause mission failure and lead the satellite to tumble, or

rotate uncontrollably. The work from Part I initially appeared at NDSS SpaceSec in 2026
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as the paper “The Compromised Satellite Peripheral Dilemma” [113].

Part II addresses the second question. We propose ControlPhoenix, a novel sensor

diagnosis approach aimed at identifying and responding to malicious peripheral attacks on

satellites and other cyber-physical systems. We instantiate ControlPhoenix in an attitude

determination and control loop on an extensive, high-fidelity satellite simulation, and show

that it correctly handles multiple types of stealthy attacks with minimal space and developer

overhead. The work from Part II is in collaboration with Tadayoshi Kohno, Samuel

Mergendahl, and Richard Skowyra.

Chapter 4 Part I: The Compromised Satellite Peripheral Dilemma

4.1 Motivation

An unprecedented number of commercial satellite launches [155] has recently led to

the emergence of space systems as an unofficial category of critical infrastructure.

These commercial systems provide high-speed, low-latency communications [104], position,

navigation, and timing (PNT) [70], weather forecasting [108], military defense [153], and

geospatial imagery [90], among other applications. Commercial satellites deploy most

frequently into Low Earth Orbit (LEO) due to lower launch costs [68] as well as the desire to

use commercial-off-the-shelf (COTS) components, which are less suited to the longer mission

lifespans and harsher conditions of higher orbits [22].

Given the critical nature of space systems, cybersecurity is of utmost importance.

Satellite security has traditionally focused on the protection of communication links [150],

but more expansive threat models have been proposed recently [32, 75]. For example, the

threat of memory corruption should concern satellite designers since attackers can leverage

these common vulnerabilities to launch advanced code reuse attacks and circumvent many

defenses.

One understudied aspect of satellite system security is the inherent trust of the micro-

controller software found in satellite peripheral subsystems. As space companies increasingly
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rely on outsourcing components to decrease cost and development time, the risk of software

supply-chain attacks originating from peripheral subsystems also increases. Common satellite

peripherals include star trackers, reaction wheels, or other sensors and actuators, and the

software running in these peripheral subsystems is often proprietary and treated as a black-

box by mission designers. This can lead to situations where the flight computer places undue

trust in the code and data of the peripheral subsystems. While some satellite security work

has touched on the risk of software supply chain attacks on satellites [75], as well as the

risk of external physical disruption of satellite sensors [32], the impact of a compromised

peripheral subsystem on the flight computer has not been experimentally evaluated. At the

same time, adversary incentives for such attacks have increased due to emergence satellite

fleet and bus companies that produce at-scale. A supply chain attack on satellites could now

impact an entire fleet at once.

In this chapter, we explore the impact of a compromised peripheral subsystem on a

satellite. We investigate a typical Guidance, Navigation, and Control (GNC) subsystem on

a spacecraft that uses a star tracker sensor peripheral, an Attitude Determination and Control

(ADCS) feedback loop, and reaction wheels as actuator peripherals. We demonstrate that

without any protections, a malicious star tracker peripheral can cause GNC failure through

easily executed attacks. Specifically, we demonstrate that the ADCS software component on

the on-board computer acts erroneously when the sensor peripheral either sends corrupted

data or nominal data at unexpected frequencies.

Additionally, we show that two commonly deployed software resiliency strategies are

insufficient against a malicious peripheral. Namely, we study the detection of anomalous

sensor input against configurable thresholds, and secondly, the use of sensor fusion with a

redundant set of sensor peripherals. Historically, these strategies are believed to provide

resilience against faulty components. However, we find that neither strategy is effective

against malicious components.

We observe a design trade-off for system configuration on satellites given these resiliency

strategies: Either the system deploys countermeasures against malicious peripherals and
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pays a cost in nominal mission performance, or the system cannot survive against malicious

peripherals. This dilemma suggests that satellite operators face significant challenges if they

use existing tools to defend against malicious peripherals.

Previous work has mentioned the dilemma of attack detection sensitivity and its impacts

on reliability and runtime [167], but this problem has yet to be considered in the satellite

context. Lu et al. highlights the need for more domain-specific work on cyber-physical system

attacks and recovery research, as each domain has its own constraints and challenges [101],

and we aim to address this gap by providing evaluation of possible attack scenarios in the

satellite domain. The satellite domain poses different constraints compared to other robotic

vehicles like drones, a common platform for testing sensor attacks and associated recovery

techniques [34, 35, 98]. Compared to drones, satellites must handle a much longer mission,

taking up to multiple years. Satellites must be able to handle very stealthy attacks that may

only cause measurable impacts over periods longer than a single drone mission. A satellite’s

location must be precise to stay in the correct orbit while pointing its communications

module and sensors in the correct direction, whereas a drone might be able to land many

meters away from its target landing destination while still executing a safe mission. Other

unique considerations for satellites are their possible vulnerability to hardware faults due to

radiation in orbit, and the complexity of multiple control systems and sensors operating on

a machine with limited power and computation to put towards attack detection.

After we provide the relevant background necessary in Section 4.2 and introduce our

studied threat model in Section 4.3, our work makes several contributions:

• We introduce a series of malicious behaviors that a compromised peripheral can employ

as an attempt to degrade a satellite mission in Section 4.4. We show these for the first

time on a satellite system within the emulated system described in Section 4.5.

• We characterize the impact of a malicious satellite peripheral micro-controller on the

on-board flight computer in Section 4.6.

• Further, in Section 4.6, we implement and evaluate two resiliency strategies commonly
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used in satellite missions and highlight their limitations.

• We argue that existing anomaly detection and recovery systems are insufficient for the

satellite context in our attack model.

4.2 Background

Satellite System Architecture. Satellite systems typically consist of a central flight computer

that interfaces with several peripherals. The flight computer orchestrates communication

between each of the peripheral subsystems, hosts software to perform soft real-time

control loops, and performs command and data handling tasks. Peripherals may have

responsibilities ranging from non-volatile storage to mission-specific sensors and actuators.

As separate hardware components connected to the on-board computer over a serial link,

these peripherals contain their own microprocessors which manage the low-level, hard real-

time control loops specific to that peripheral. Many peripherals on a satellite interface to

sensors and actuators to enable the flight software on the central flight computer to interact

with the physical environment.

Guidance, Navigation, and Control. Star trackers are sensors which are employed on satellite

buses to gather information about the spacecraft’s attitude (orientation). A star tracker is an

optical sensor which is purpose-built for capturing starfield images and computing attitude

solutions using a database of known celestial bodies. The result of a star tracker measurement

is an attitude quaternion describing the orientation of the spacecraft. This is used to inform

an attitude estimate as part of a sensor fusion strategy, which combines data from one or

more star trackers and other sensors to reject noise and achieve higher precision. Moreover,

reaction wheels are often deployed to adjust the satellite orientation as needed. See Figure 4.1

for a high-level view of how a star tracker might work, with potentially malicious actors in

the sensor data pipeline.
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NASA core Flight System. The core Flight System (cFS) [41] is a modular flight software

framework developed by NASA. cFS is written in C and uses a message passing architecture

over a software bus to facilitate communication between applications. Each application in

cFS is separately compiled and runs in a dedicated thread. The modular design of cFS

contrasts sharply with traditionally designed flight software systems, which typically have

monolithic architectures. The modular nature of cFS benefits mission reusability.

The limit checker is an optional cFS application that monitors software bus telemetry

for anomalous values according to a configurable set of watchpoints and action points [42].

The watchpoints define which application messages (and their associated values) to monitor.

The action points define what conditions indicate anomalous values and specify the relevant

remedial actions to take under any met conditions, such as ignoring future packets from the

anomalous source.

Satellite Security Research. There exist many challenges to implementing security in the

satellite context, including the inability to physically access the satellite post-launch,

emphasis on safety and availability over confidentiality, and handling radiation faults [75].

Recent work has shown that satellites in industry and academia practice insufficient

security [111, 163]. Jero et al. propose future approaches to a more in-depth security

posture beyond communication security, such as reverting to a “safe mode” [75]. However,

safe mode typically does not prevent malicious peripheral attacks, as it may inherently trust

important sensors like the star tracker.

While previous satellite security research has touched on supply chain security [44,75,126],

to our knowledge none have evaluated the details of what such a supply chain attack entails,

including whether firmware or software is compromised, how and when the satellite might

be compromised, or the persistence of such a compromise. For example, Pavur et al. list a

“threat matrix” toolbox through synthesis of previous satellite security research [126]. This

toolbox does not include any mention of malicious peripherals or the impact of incorrect

sensor data through stealthy attacks. However, Pavur et al. does highlight institutional
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barriers leading to the fact that “almost no technical research exists on the defense and

monitoring of systems in orbit”, and that this is likely “due to substantial logistical barriers

involved in accessing and conducting research with representative space hardware” [126].

We overcome this barrier through extensive effort in building out a representative satellite

simulation using NASA cFS along with configurations for different peripheral attacks and

detection methods.

4.3 Threat Model

We assume a typical satellite system architecture in which an on-board computer deploys

flight software such as cFS in order to manage multiple peripherals connected to the on-board

computer over a serial link. Specifically, there exists three COTS star trackers and multiple

reaction wheel hardware peripherals each with their own micro-controllers connected to the

on-board computer that operates the Attitude Determination and Control (ADCS) soft real-

time loop for Guidance, Navigation, and Control (GNC). To improve the reliability of the

system, the ADCS component performs sensor fusion on the redundant star tracker data, and

a limit checker application monitors the star tracker data for signs of anomalies. Additionally,

we assume one star tracker to be compromised. This could be due to a malicious supply

chain attack given the increasing reliance on blackbox COTS components, or some other

external force such as sensor spoofing [32]. From the compromised star tracker peripheral,

the adversary attempts to degrade the overall attitude of the satellite. See Figure 4.1 for

more details.

In a compromised supply chain scenario—which is the main threat scenario for this

project—the peripheral has access to the true sensor measurements. Because of its malicious

firmware onboard, the peripheral can construct its measurements based on knowledge of the

true sensor values. This enables a finer-grained attack that differs from an honest but faulty

setting, where the sensor values or timing at which values are sent are not intentionally

constructed.
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Figure 4.1: Threat model of malicious peripheral.

4.4 Attacks and Common Mitigations Overview

In this section, we introduce two types of attacks that a compromised satellite peripheral

could launch, as well as two resiliency strategies commonly deployed in space system software.

As mentioned in Section 4.3, we contextualize these attacks and defenses with respect to the

GNC subsystem of a satellite.

Attack Impact. In a real satellite mission, incorrect attitude data can cause the satellite to be

incorrectly positioned, thereby moving the payload and communications module away from

where they should be relative to Earth. This can ruin the mission by preventing collection

of the correct data (e.g., if the payload is a sensor collecting images), preventing the satellite

from pointing its solar panels properly to the sun and thus losing power, or causing the

satellite to lose communication with its ground station due to incorrect radio positioning.
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Incorrect sensor data can not only cause the satellite to point in the wrong direction, but

can also cause the satellite to tumble (i.e., spin uncontrollably).

Studied Attacks. We separate our attacks into two axes: attacks related to manipulating

time without any malicious data manipulations, and attacks sending incorrect data without

any malicious time manipulations. The first attack we evaluate is a Manipulated Data

Attack, where the compromised star tracker peripheral sends incorrect data values. The

second attack we evaluate is a Manipulated Time Attack, where the star tracker data is

correct, but sent at an unexpected frequency. Specifically, in each time period, we withhold

the N star tracker data points and instead send them as close together as possible in a burst

of size N . Of course, an adversary could combine these two attack techniques (e.g., flooding

maliciously crafted data), but we study the disjoint version of the attacks in order to ensure

one technique does not influence the impact of the other technique.

Satellite Reliability Techniques. When a satellite developer is preparing for a mission, they

often value reliability over security [111]. In particular, the nominal behavior of a satellite

must work extremely reliably, but developers must also prepare for issues such as radiation-

induced faults. To survive faults and increase overall reliability, satellite developers often

use multiple approaches. The first common reliability approach on satellites is to use

redundancy. For example, a GNC subsystem might deploy three different sensors each

separately determining orientation, and fuse together measurements from all three sensors

to output a more robust estimate of the true orientation of the satellite. Indeed, in our

evaluation (Section 4.5), we simulate data from three star trackers, where only one is

malicious. While redundancy is useful for recovering from faults in the nominal case, using

redundancy when at least one sensor is malicious can be ineffective, as shown later in Section

4.6.

The second reliability approach commonly used is a threshold-based limit checking scheme

to monitor sensor data for analogous conditions. For example, the NASA cFS flight software

contains the Limit Checker application for this purpose. The limit checker is used to detect



93

when values are out of range and trigger action on those detections. For example, the limit

checker can have a watchpoint that detects when the temperature of a satellite’s battery

is too high, and can trigger an action to cool the satellite. Or, a watchpoint could verify

that the satellite’s star tracker data is within the expected range for its unit of measurement

(between -1 and 1 for quaternions), and shutdown the sensor if that range is not met, with

the assumption that a temporary fault may lead to an out-of-range value. While useful in

honest settings, we show in our results that a limit checker is poorly suited for handling

malicious peripherals.

4.5 Experimental Setup

In this section, we describe our satellite emulation environment and test flow for launching

the attacks introduced in Section 4.4.

4.5.1 Emulation Framework

We emulate a typical GNC subsystem using a software-only test harness that deploys cFS

on Linux as the flight software for the on-board computer. The spacecraft is instantiated

within the Basilisk astrodynamics framework [78], actively used in research and industry for

testing, which simulates the rigid body dynamics of the vehicle in Low Earth Orbit (LEO).

Additionally, cFS deploys custom applications from Basilisk that implement a simple attitude

control loop using emulated sensors and actuators to create a closed-loop emulation of the

satellite.

In particular, a star tracker application ingests attitude state information from the

simulation to model the behavior of a physical star tracker sensor. The sensor data is

forwarded to the ADCS application, which uses an attitude control algorithm from Basilisk

to compute the reaction wheel torques necessary to maintain an attitude reference. A

reaction wheel application consumes the torques and forwards them to the simulation,

where they are integrated into the rigid body dynamics to emulate the behavior of physical
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reaction wheels. The simulation feedback loop through cFS executes at a rate of 1 Hz and

achieves stabilization to a given reference attitude within 30 seconds under honest (nominal)

conditions. This simple attitude control test harness allows for the execution of maneuvers

by sending a command to change the attitude reference.

Because we are more interested in the impact of a compromised peripheral—rather than

how it became compromised—the test harness also includes commands to trigger attacks

from the malicious star tracker, as well as system configurations to adjust the settings for

the deployed resiliency mitigations.

4.5.2 Attack Setup

The procedure is as follows for both manipulated time and manipulated data attacks:

1. Step 1: Ensuring limit checker metrics meet honest sensor requirements. Before

performing any attacks, we first define the limit checker configuration based on the

distribution of expected nominal data and the level of acceptable risk for the mission

(e.g., tighter min and max limit thresholds are more conservative against faults, but

may cause degradation of nominal performance). This procedure represents the actions

a satellite developer might take to improve the satellite’s reliability. We only tune the

limit checker for star tracker data so as to only focus on one satellite subsystem.

2. Step 2: Perform attacks. We then perform attacks that 1) operate within these limit

checker thresholds so as not to trigger any action, and 2) operate slightly out of those

thresholds to show the impact of detecting an attack that is not stealthy. We show that

operating within these thresholds can still lead to mission failure, and even detection

of non-stealthy attacks has performance slowdowns.

We evaluate these limit checker settings and attacks both with and without sensor

redundancy, and show that redundancy cannot necessarily help survive attacks, even if only

one out of three star tracker sensors are malicious.
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4.5.3 Testing

The test flow is as follows. First, a maneuver is triggered by an attitude change command

to reach a target attitude after starting from a different initial attitude. Then, after a time

delay, a command triggers the attack. If the satellite has not achieved the reference attitude

to a given tolerance after 120 seconds, the simulation is terminated. In particular, our tests

attempt an attitude maneuver from starting quaternion values of

q0 = [1, 0, 0, 0]T

to the target quaternion values of

q1 = [0.6002842, 0.4617571,−0.4617571,−0.4617571]T

This target orientation was chosen without loss of generality and at random.

4.6 Attack Results

In this section, we leverage the emulation framework from Section 4.5 to report the impact

of the data manipulation and timing attacks. Additionally, we report how typical resiliency

defenses will affect honest (nominal) and malicious (attack) mission scenarios. Results are

averaged over 5 trials for all tables, where each entry of the table is the area under the curve

of the attitude error metric described below. A smaller value in a table entry means a more

successful defense as it represents less cumulative attitude error. The reader can refer to the

appendix for example-based visualizations of attack impacts.

4.6.1 Attitude Error Metric

Attitude error is defined as the angular displacement in radians of the satellite’s SO(3)

orientation relative to the goal orientation, q1. Error is computed by finding the magnitude

of the axis-angle representation [161] of the quaternion quotient between current and goal

orientation, as follows:
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∆q(t) = q(t)q−1
1

Θ(t) = 2acos(∆qw(t))

Where:

q(t) : Quaternion attitude time series

q1 : Goal orientation

∆q(t) : Orientation relative to goal

Θ(t) : Angular displacement (radians)

The attitude error is taken as Θ(t), the angular displacement relative to goal. For coarse-

grained evaluation of three-axis stabilization performance under various attack scenarios, an

additional area-under-the-curve (AUC) metric is defined as Θ(t) integrated through time:

AUC =

∫ T

t0

Θ(t)dt

Where t0 is the fixed time offset into the maneuver at which the cyber attack is launched.

T is a predefined timeout value at which the satellite is known to achieve its goal orientation

under nominal conditions, with no cyber attack taking place. AUC is computed using

rectangular Euler integration for each simulated scenario. It is assumed that AUC takes on

some ideal, minimal value under nominal conditions when the satellite converges smoothly

to the goal orientation. Given that Θ(t) is non-negative by definition, any sub-optimal

deviation from the expected trajectory manifests as an increase to AUC. Therefore, AUC

may be taken as a metric for evaluating the degree of disruption to the three-axis stabilization

in the presence of a cyber attack. We use the AUC measurement in Tables 4.1 through 4.10.
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Table 4.1: Honest case: turn star tracker off if quaternion difference is smaller than δmin for

n consecutive times. NO redundancy defenses

Consecutive limit checker alarms before response

δmin 2 4 6 8 10

0.00001 5.127 5.127 5.126 5.127 5.127

0.0001 5.126 5.127 5.127 5.127 5.127

0.001 5.127 5.127 5.127 5.127 5.127

0.01 118.369 5.127 5.127 5.127 5.126

0.1 168.598 118.369 5.127 5.127 5.127

Table 4.2: Honest case: turn star tracker off if quaternion difference is smaller than δmin for

n consecutive times. WITH redundancy defenses

Consecutive limit checker alarms before response

δmin 2 4 6 8 10

0.00001 5.133 5.132 5.132 5.132 5.133

0.0001 5.133 5.133 5.132 5.132 5.132

0.001 5.132 5.133 5.133 5.133 5.132

0.01 117.794 5.133 5.132 5.132 5.133

0.1 168.677 117.801 5.133 5.132 5.133
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Table 4.3: Honest case: turn star tracker off if quaternion difference is bigger than δmax for

n consecutive times. NO redundancy defenses

Consecutive limit checker alarms before response

δmax 2 4 6 8 10

0.00001 168.598 118.368 5.127 5.127 5.127

0.0001 168.599 118.370 5.127 5.127 5.127

0.001 168.595 118.368 5.127 5.127 5.127

0.01 168.592 5.126 5.127 5.127 5.127

0.1 5.127 5.127 5.126 5.126 5.127

Table 4.4: Honest case: turn star tracker off if quaternion difference is bigger than δmax for

n consecutive times. WITH redundancy defenses

Consecutive limit checker alarms before response

δmax 2 4 6 8 10

0.00001 168.669 117.801 5.133 5.133 5.133

0.0001 168.672 117.809 5.133 5.133 5.133

0.001 168.664 117.806 5.133 5.133 5.132

0.01 168.677 5.133 5.133 5.133 5.133

0.1 5.132 5.132 5.132 5.132 5.132
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Table 4.5: Data attack: turn star tracker off if quaternion difference is bigger than δmax in

columns or smaller than δmin in rows. Consecutive failures=6. NO redundancy defenses.

N/A if δmin ≥ δmax

δmax

δmin 0.0001 0.001 0.01 0.1

0.00001 161.188 162.500 191.670 228.594

0.0001 N/A 162.813 192.109 228.641

0.001 N/A N/A 194.488 226.909

0.01 N/A N/A N/A 229.570

Table 4.6: Data attack: turn star tracker off if quaternion difference is bigger than δmax in

columns or smaller than δmin in rows. Consecutive failures=6. WITH redundancy defenses.

N/A if δmin ≥ δmax

δmax

δmin 0.0001 0.001 0.01 0.1

0.00001 156.508 151.699 74.316 80.627

0.0001 N/A 151.111 74.528 80.626

0.001 N/A N/A 107.254 79.744

0.01 N/A N/A N/A 109.540
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4.6.2 Data Manipulation Attack Results

We evaluate the impact of malicious sensor values on the attitude of the satellite. We study

two defense strategies against this attack: first, redundancy of three star trackers (where only

one is malicious), and second a defense of detecting when the variation between consecutive

quaternion values is too high or low. In this section, we primarily study how an operator

sets and applies limit checks to flag any unsafe variation of quaternion values. Each test also

applies a limit check to ensure the raw quaternion values are sensible (i.e., any quaternion

values outside the range of [−1, 1] are flagged). These are reasonable thresholds to set on

a mission, as nonsensical attitude values or dramatic attitude shifts both could damage the

satellite and represent faulty behavior.

Determining Thresholds for Honest Case

We first run functional tests on different possible limit checker configurations and redundancy

scenarios when the star tracker(s) are honest. Table 4.1 shows the attitude error after running

the functional test without any redundancy and only one single honest star tracker. The

table rows correspond to the limit checker settings of triggering an alarm if the data values

changed by less than the threshold δmin. The columns correspond with how many times in

a row this threshold δmin is seen before the limit checker marks the star tracker as malicious

and turns it off. Most configurations in the table didn’t impact nominal operations, but

assuming δmin of less than 0.1 or less than 0.01 led to mission failures when the consecutive

failure count was too low. Thus, it would make sense for the mission operator to set the

δmin values to something like 0.001 or smaller. This is the most sensitive these thresholds

could possibly be; in a real mission, the satellite developer would likely have to relax these

thresholds even further to handle all nominal operations, making possible attacks that work

within these scenarios easier to execute in a real mission setting. The results in Table 4.2

are similar given that the data is the same across star trackers, aside from noise applied to

the quaternions that was sampled from a normal distribution with a standard deviation of
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0.1.

On the other end, Table 4.3 and Table 4.4 correspond to the limit checker settings of

triggering an alarm if the data values changed by greater than the threshold δmax, without

and with redundancy respectively. The safest bet for detecting faults while still handling the

nominal setting would be to set σmax >= 0.1, and set the consecutive failure configuration

to ≥ 6, though higher would likely be better to avoid being too sensitive for other nominal

attitude maneuvers. As in the case with δmin configurations, redundancy does not make a

noticeable difference in the response to different thresholds since the data across star trackers

is close to the same given the amount of data noise in the simulation.

Data Manipulation Attacks within Honest Thresholds

Next, we perform a manipulated data attack that stays within the allowable honest

limit checker settings derived from the previous step. Given the results in Table 4.1

through Table 4.4, we show the limit checker consecutive failures setting of 6 for Table 4.5

and Table 4.6. However, we note that regardless of how many consecutive failures the

operator allows, the attack is able to evade detection completely. To perform a stealthy

attack, the malicious star tracker increments or decrements each quaternion value by

the average threshold between the big and small threshold: δattack = (δmin+δmax)
2

. It

continues incrementing by δattack until it reaches the limit of quaternion value 1, then begins

decrementing by δattack until it reaches −1. This attack leads to failure of every functional

test, i.e., the satellite is never able to achieve its target orientation. Tables 4.5,4.6 show

the effectiveness of this attack. Despite tight constraints tuned for the honest setting, the

stealthy attack achieves full mission compromise.

Limit Checker and Redundancy are Insufficient for Manipulated Data Attack

In the manipulated data attack, the limit checker flags a star tracker as anomalous only if

its reported values are outside of normal (e.g., not between −1 and 1), or if the change in

quaternion values are greater than a certain threshold between time t and t+1 or less than a
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certain threshold. Of course, this particular installation of the manipulated data attack could

be defended against if we also implement a defense that checks that the pairwise difference

between star trackers is within a certain range [125].

However, we argue that continuously adding more static limit checker policies in a “cat-

and-mouse” game with the attack is generally ineffective. Whatever thresholds do get set

in the limit checker, a malicious star tracker could just send data that is above the minimal

threshold and below the maximal threshold. This motivates the need of a new anomaly

detection technique for satellite operators that extends the capabilities of today’s limit

checker applications. For the scenario of pairwise differences, this would only work if only

one of the three star trackers is compromised. Additionally, redundancy techniques often

have a variety of sensor types, such as determining satellite orientation through fusing data

from a star tracker, sun sensor, and earth tracker. And Park et al. note that the pairwise

difference defense they propose may not hold up in stealthy attack scenarios [125].

Additionally, the limit checker has a maximum table size, as it must react to every single

message and determine actions for every single watchpoint. The limit checker default size is

not large enough to write multiple threshold values for every single sensor value and possible

anomalous scenario. Even if the limit checker were large enough, writing possible thresholds

for many different attack scenarios would put far too much burden on the developer for it

to be a practical defense.

4.6.3 Time Manipulation Attack

Next, we investigate the Time Manipulation Attack where the compromised satellite

peripheral withholds and then bursts (non-manipulated) data. In particular, we show that

bursty communication from a malicious peripheral causes either 1) failure to successfully

adjust the attitude of the satellite or 2) degradation of attitude maneuver performance on

the satellite. We also elaborate further in this section that the limit checker works poorly

for time frequency thresholds.



103

Determining Timing Thresholds for Honest Case

Timing inconsistencies under no malicious adversary could be caused by different factors.

One issue more likely in space than on Earth are radiation-induced faults [40]. Another

issue is hardware aging [9]. A satellite developer may try detecting faults by monitoring the

frequency at which data is sent. We thus test the limit checker at various levels of frequency

at which to take action on the star tracker on differing levels of timing noise in the honest

setting.

Tables 4.7 and 4.8 show results of honest sensors at different noise levels and different

limit checker thresholds. Timing noise in actual star tracker peripheral hardware is difficult

to quantify, especially due to the variety of star tracker options at different price points,

changes in timing behavior as hardware ages during a multi-year mission, and the difficulty

of determining the exact impact of radiation on different hardware. Therefore, we test on a

subset of possible honest noise values.

The columns of Tables 4.7 and 4.8 correspond with how much timing noise the honest

star tracker exhibits. The standard deviation is a half-normal distribution starting at 1 and

truncated at 6. In other words, the burst amount can be between 1 (normal 1hz data timing)

and 6, where the data would be sent in a burst of 6 data points in a row after 6 seconds.

Based on experimentation, 0.1 seemed like the most reasonable standard deviation to set

an honest, non-faulting star tracker to. This noise amount was low enough that a burst of two

data points or higher in the honest noise setting did not occur during testing, though it might

experience multiple bursts over a multi-year satellite mission. The following timing attacks

thus considered scenarios where the honest star trackers were set to a noise standard deviation

level of 0.1. While timing jitter is less likely under low noise conditions, a developer would

still want to tolerate small levels of noise so as not to trigger a star tracker shut-off/restart if

the timing jitter is only temporary. Therefore, in the honest setting, a developer might not

want to trigger an automated limit checker response after a burst of two data points at once,

but may want to respond if there is a burst of three. We next perform manipulated time
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Table 4.7: Honest case: turn star tracker off if there is a burst of n or more data points,

where row is n. Column is standard deviation of burst size . NO redundancy.

Burst Timing noise standard deviation

threshold 0.1 0.25 0.5

2 5.127 4.828 172.859

3 5.127 4.828 5.189

4 5.127 4.828 5.189

attacks and show that this burst of three limit threshold can lead to unacceptable mission

slowdown, despite the attacker only being able to stealthily send bursts of two at a time.

Time Manipulation Attacks under Honest Thresholds

The manipulated data attack sends a burst of n data elements after n seconds, and no other

data from the malicious star tracker in between those n seconds. Table 4.9 and Table 4.10

show the effect of bursty attacks at different burst sizes when there is a single peripheral or

multiple, respectively. The burst size in each column represents at what burst frequency a

limit checker flags the star tracker. The rows correspond with the actual burst size of the

attack occurring.

Even for attack burst size 2, performance degrades in both Table 4.9 and Table 4.10.

Even when there is a majority of honest star trackers as in Table 4.10, a burst size of higher

than 3 allows the single compromised peripheral to degrade the satellite. The runtime for

the functional test even with two other honest star trackers is increased by ≈ 3.4%. Due

to realtime constraints of the satellite, even a 3.4% increase in runtime can sometimes be

catastrophic for a mission.
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Table 4.8: Honest case: turn star tracker off if there is a burst of n or more data points,

where row is n. Column is likelihood of a burst (standard deviation). WITH redundancy.

Burst Timing noise standard deviation

threshold 0.1 0.25 0.5

2 5.133 4.971 5.125

3 5.132 4.933 4.970

4 5.132 4.933 4.970

Table 4.9: Timing attack: turn star tracker off if there is a burst of n or more data points,

where row is n. Column is what frequency triggers star tracker shutoff. NO redundancy. For

example, the first row shows results for error area-under-curve of a bursty attack of size 2,

where the burst frequency threshold shuts the star tracker off if it bursts in size 2 (leftmost

column) to size 4 (rightmost column).

Burst Burst limit checker threshold

size 2 3 4

2 191.979 5.645 5.645

3 175.372 175.376 38.605

4 179.370 179.383 179.382
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Table 4.10: Timing attack: turn star tracker off if there is a burst of n or more data points,

where row is n. Column is what frequency triggers star tracker shutoff. WITH redundancy.

Burst Burst limit checker threshold

size 2 3 4

2 5.176 5.170 5.170

3 5.193 5.192 5.199

4 5.232 5.235 5.236

Limit Checker and Redundancy are Insufficient for Manipulated Time Attack

Neither redundancy nor the limit checker are adequate to fully prevent the impacts of

manipulated time attacks, while also handling temporary timing jitter in the honest setting,

leading to a dilemma for the developer of whether to prioritize reliability or security.

Perhaps this could be fixed by having the limit checker check consecutive sets of bursts.

For example, let us assume the operator thinks more than two messages per second should

lead to immediate action. The operator could add custom code to check this, as we did in

our limit checker tuning. They may deem one or two bursts in a row as honest and no action

is needed, but they may want to take action if there are more bursts in a row. Unfortunately,

consecutive failures for timing attacks will not be detectable due to the way the cFS limit

checker is architected. Given that the limit checker must evaluate every star tracker message

if it is subscribed, it must return a pass or fail for each data point when a watchpoint is

encountered. This means that if n − 1 data points are seen in a second, the limit checker

counts this as a pass. When n data points in a burst are seen, this is one failure. But then

when the next data point is seen, this is n seconds after the previous burst, which means that

the limit checker would return a pass, and therefore the consecutive failure count returns

back to 0. Therefore, the satellite developer can only trigger action upon a single burst, or
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trigger no action at all.

4.6.4 More Limit Checker Security Challenges

The NASA cFS limit checker is set to listen to the message id’s that a developer specifies.

It watches for these message id’s, and compares these to threshold values. As the table

of watchpoints scales up, simply having watchpoints and possible responses may lead to

performance impacts, especially for smaller satellites. In the case of our limit checker

thresholds, we had to write custom comparison functions for both checking the difference

between data values and the timing frequency of values. By default, the limit checker is only

designed to handle very simple checks, such as checking that the star tracker quaternion

values are in range. Writing these custom functions, not to mention thinking through all

possible peripheral attacks, becomes burdensome for the satellite developer.

The limit checker becomes even more “limited” when this test setting is scaled up into

reality. With the redundancy and the custom thresholds we included in our limit checker

watchpoint table, we already used up 51 out of 176 possible watchpoints for the default

cFS watchpoint table size, or almost a third of watchpoint slots. This does not yet include

watchpoints for any other subsystem, such as the power system or thermals, both of which

require careful monitoring so as to not lead to physical destruction of the satellite. Thus, not

only is using the limit checker to handle possible security issues burdensome on the developer,

there may be size, power, and runtime constraints on constructing a more carefully-tuned

limit checker.

4.7 Part I Summary

In this chapter part, we demonstrated that common existing spaceflight software platforms

are ill-equipped to handle malicious satellite peripherals. In particular, we demonstrated

a dilemma for space systems in which either the system deploys countermeasures against

malicious components and suffers potentially unacceptable nominal performance, or the
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system cannot survive malicious components. We show this along two axes: manipulation

of data and manipulation of time, and show that these axes of attacks avoid detection

while leading to unacceptable slowdown or mission failure. We demonstrated this satellite

peripheral dilemma on the core Flight System from NASA in a state-of-the-art emulated,

closed-loop environment.

Chapter 4 Part II: Addressing the Compromised Peripheral
Dilemma

4.8 Additional Motivation

Many cyber-physical systems (CPS) underpin essential infrastructure, including power grids,

chemical processing plants, agriculture, and nuclear facilities. CPS also form the foundation

of much emerging technology, including space systems and robotics. As CPS continue to

increase in importance and complexity, the likelihood of attacks against them only increases.

Previous attacks on cyber-physical infrastructure have already demonstrated severe physical

and financial impacts, such as the Stuxnet attack targeting nuclear centrifuges [46], the

German steel mill attack causing extensive physical damage [95], or the irreparable damage

to sun sensors on the ROSAT satellite that has been speculatively attributed to cybersecurity

incidents [126]. And the recent discovery of the fast16 malware targeting demonstrates the

decades-long attention on targeting CPS and their simulation software [77].

Since Stuxnet, the security community has made progress on understanding and

improving CPS security, including for cars [86], improving security of satellite flight

computers and communication links [75, 160], security for drones and other robotic

vehicles [34,35], medical devices [62], and even DNA sequencers [118].

One threat model receiving insufficient attention is a high-privileged compromised

peripheral, where a sensor is compromised either via a firmware trojan or through exploiting

some vulnerability later in development. This malicious periphal can send data at any value

or time period. In particular, there is an increasing risk of blackbox COTS devices making
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their way onto important systems, such as space vehicles, industrial control systems, and

other critical infrastructure. Thus, CPS operators must trust that the output is honest

without knowing the inner workings of the device. We explore potential defenses to this

threat in this paper, with a focus on satellites specifically.

Previous work has made strides towards securing the controllers of CPS (the main

software portion that commands actuators and receives sensor input), such as improving

the flight computer component of satellites [55]. However, there has been less attention on

defending against malicious peripheral attacks, especially when the attacker is assumed to be

persistent. Chapter 4 Part I evaluated the impact of such a persistent attack on a satellite;

Chapter Part II aims to fill in the gap of finding an onboard defense towards such an attack.

The increasing risk of compromised peripherals stems from CPS industry trends. Many

industries, including the space industry, have seen more distribution in suppliers of third-

party commercial-off-the-shelf components. Many of these COTS components are blackbox

and thus cannot be fully verified for lack of security vulnerabilities or malicious firmware.

In addition, the development cycles of these cyber-physical systems continue to speed up,

allowing even less time and lowering incentives for companies to do in-depth supply chain

validation for each of their products. Thus, there is a need for defense in-depth, where

peripherals are assumed to be possibly malicious or otherwise faulty.

Sensor diagnosis, also known as sensor attribution, is an emerging area of system security

research aimed at identifying malicious peripherals on a CPS [36,54]. Our work aims to find

effective sensor diagnosis techniques against malicious peripherals.

Our contributions are the following:

• We motivate a compromised peripheral threat model and establish characteristics of

systems that might benefit from an automated sensor diagnosis technique

• We propose ControlPhoenix, a novel sensor diagnosis technique. We instantiate

ControlPhoenix in an ADCS control loop within an extensive, high-fidelity satellite

simulation. ControlPhoenix uses mission requirements to detect possible attacks,
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Figure 4.2: Threat model of a malicious peripheral on a satellite. This is the attitude

determination and control subsystem (ADCS). In this case, the only malicious component

is the star tracker peripheral. Data flows from the sensors into the sensor fusion algorithm

component, which leads to the move command, which leads to attitude maneuvers of the

satellite by its reaction wheels actuators. Since this control algorithm is a combination of

software computation and physical action, the malicious peripheral data may slow down the

change in orientation movement, lead to the wrong orientation, or possible other negative

effects.

wherein approaching a violation of mission requirements triggers the attack diagnosis

procedure.

4.9 Problem Description & Threat Model

In this section we describe in-depth the compromised peripheral attack. We first describe

a motivating scenario that would require sensor diagnosis, explain what the threat model

is and what the malicious component capabilities are, then enumerate what assumptions a
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CPS should meet to be a candidate for sensor diagnosis.

4.9.1 Motivating Scenario

Suppose a state adversary wants to target a fleet of satellites with shared common hardware

and software, such as a fleet of internet satellites, or a company that sells satellites at

scale to many different government customers. Both these company models are popular

today. Such a high-resourced adversary may seek to initiate space warfare, for example

causing satellite fleets to hit other objects and achieve cascading debris effects, or hit other

manmade space objects and blame the mistake on whoever owns the satellite, as warned

in previous work [111]. Or, in the case of satellites that facilitate ground communications

or internet use, an adversary may want to take a timed attack that cuts off important

communication infrastructure all at once. Ample previous work has enumerated possible

threats to a compromised satellite [32, 43, 45, 73, 83, 84, 103, 111, 126, 126], and these threats

are only multiplied when targeting more than one satellite at once.

4.9.2 Threat Source and Capabilities

We consider a supply chain attack on a CPS with a persistent hold in a blackbox peripheral.

This peripheral, or set of compromised peripherals, exists within a larger control system in

a CPS. See Figure 4.2 for an example compromised peripheral on a satellite.

A malicious peripheral may have access to real sensor measurements, and can send

whatever sensor measurements they want from the peripheral at any frequency. Peripherals

are assumed to send only malicious data or take malicious action without compromising any

other parts of a system. For example, a satellite flight computer can meet security properties,

but the sensor values it takes in could lead to incorrect actions, given that the flight computer

assumes that the sensor readings are honest or faulty, not malicious.

In addition, we assume that the adversary knows the anomaly detection and/or recovery

algorithms in the system, but does not have access to individual defense system parameters

that are specific to a satellite mission.
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4.9.3 CPS Assumptions

In order to be a candidate for sensor diagnosis in the threat model of a compromised

peripheral, the CPS must meet the following set of assumptions.

1. The CPS is made up of one or more closed-loop control systems. These are loops of

sensors, controllers, and actuators achieving physical effects that do not require human

intervention. See Section 4.10 for a more detailed description and figure.

2. There is peripheral redundancy. For any sensor diagnosis approach to work with this

threat model, the misbehaving sensor(s) need to be able to be shut off permanently,

or temporarily if an honest fault. If there are multiple malicious peripherals, there

must be backup components that enable the CPS to continue its behavior, even if at

degraded quality. In the case of a satellite, having both a compromised star tracker

and a compromised IMU sensor does not necessarily spell mission failure, as many

advanced satellites are equipped with a copy of the IMU, and there is also typically

attitude sensor redundancy.

3. Honest sensors/supply chain diversity. Complementing Assumption 2, any

compromised peripheral defense would not work if each sensor in a redundant set

is malicious. There must exist honest components at each segment of the control loop,

even if the majority of peripherals are compromised. To decrease the likelihood that all

sensors are malicious, it would be preferable to purchase different COTS components

from different vendors. Per Figure 4.2, the satellite developer would ideally purchase

their attitude sensors from at least two different vendors.

4. Any automated sensor diagnosis approach is most useful when the CPS cannot be

completely shut off when an anomaly occurs. Either the system is difficult or impossible

to access, such as a satellite in orbit, or the system needs to maintain availability, such

as a power grid or for financial reasons. In absence of the possibility for immediate

and accurate human intervention, an automated sensor diagnosis system is needed to

identify and respond to anomalies.
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Figure 4.3: Control system at a high level. Sensors generate an estimate of the current state,

then the controller commands an actuator to take action based on that state.

5. A set of measurable cyber-physical requirements for the CPS is an important

component of our specific sensor diagnosis approach. We describe further the reason

for this in the design section, but the CPS needs to have a set list of requirements that,

if violated, do not meet safety, availability, or reliability constraints. As described

further below, many CPS already have this, including satellites.

4.10 Background

Control Systems. Control systems, as shown in Figure 4.3, take in some inputs through

sensors, process them with a controller, and produce some physical outputs [69]. For example,

the attitude determination and control system (ADCS) on a satellite takes in measured

orientation data from sensors as input, determines the orientation based on “fusing” sensor

data from multiple sensors, then outputs some physical movement. Or, consider a satellite’s

thermal control system where the inputs are heat from the environment and from onboard

processing, and the outputs are temperature adjustments, such as dissipating heat in warm

environments or heating up systems in cold environments. Both of these systems are

considered closed-loop control systems, meaning that based on inputs, the system can adjust

itself to a desired state. Control systems typically have time requirements. Either there is a

hard requirement, and getting delayed can damage the system and cause physical harm, or

there is a soft requirement, and slowdowns to the expected control flow can cause degraded

performance.
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Satellite System Architecture. A satellite is comprised of multiple control systems, including

ADCS and thermals. The main “brain” of the satellite is the flight computer (acting as the

controller across multiple control systems on the satellite). The flight computer interfaces

with multiple peripheral hardware components, which are typically connected to the flight

computer through a serial link.

Satellites traditionally emphasize resiliency in order to maintain a multi-year long mission

without any physical access. Traditional resiliency techniques include sensor redundancy and

a limit checker. Sensor redundancy means there are multiple sensors on board the satellite

that aim to measure the same property, and one getting damaged should not impact the

ability to complete the mission. A limit checker is a tool that monitors flight computer

messages to check that the values are in preconfigured threshold ranges. If a value exceeds

a threshold, the limit checker may take some automated action. Chapter 4 Part I showed

that these existing resiliency techniques are insufficient for defending against a compromised

peripheral attack.

Sensor Attacks & Detection. Past work has shown that during sensor fusion, a malicious

sensor can achieve devastating physical effects by evading sensor smoothing patterns and

triggering an incorrect state estimation [12,61,87,99,100,102,170,171]. Other prior work has

attempted detection and mitigation techniques to prevent malicious sensors from attacking

systems using Kalman filters [25, 47]. One such mitigation technique is to evaluate the

difference between a sensor reading and the model-predicted state, where the model is often

a Kalman filter. However, this relies on the model of the system and the sensor itself being

very accurate, which is often not the case, particularly in nonlinear systems like satellite

attitude determination or thermals. And prior work shows that Kalman filters can be evaded

with stealthy attacks and lead to drifting of state over time.

Park et al. proposed pairwise sensor comparisons across redundant sensors, though they

note that their detection system does not take into account stealthy attacks [125]. Pairwise

comparisons are one check in a toolbox that can be used for sensor diagnosis, though its
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impact may be limited when different sensor types are fused together or if more than one

sensor is compromised.

Urbina et al. summarize work on industrial-control system attacks, including stealthy

attacks where attackers have full control of sensors and/or actuators [154]. They use physics

models to tightly control the sorts of attacks that stealthy attackers can do. This requires

that the physics models be sufficiently accurate, which is much more difficult in complex,

nonlinear systems such as thermal control systems or satellite attitude determination where

the sensors themselves do not operate under perfect conditions (for example star tracker

camera sensors being impacted by sun or radiation). Chapter 4 Part I showed that tightly-

controlled anomaly detection thresholds could not support nominal, non-attack cases, leading

to a dilemma in whether to set thresholds to handle malicious peripherals or nominal mission

conditions [113].

Satellite Fault Detection. Many satellites have some form of fault isolation, detection, and

recovery (FIDR) mechanism on board [66, 168]. To detect sensor faults, systems may use a

Sensor Built-in Test (BIT), where the sensor itself reports whether a fault may be occurring.

This would not be effective against a malicious peripheral given that it is in control of the

output of the BIT. Another approach is the pairwise sensor comparison mentioned above,

which would not be effective necessarily in stealthy attacks, diverse sensor types, or when

the majority of sensors are malicious. Operators may also use hard-coded values to detect

a fault [66], such as tracking the temperature and seeing if it goes out of range, though

this still does not handle the diagnosis portion of which sensors or actuators are malicious.

Lastly, traditional fault detection in satellites may use residual analysis, where the sensor

measurements are thrown out if they exceed some threshold of difference predicted by the

mathematical state model [66,168]. However, as described above, this is evaded via stealthy

attacks, and runs into the limitation of requiring a sufficiently accurate state model.

Sensor Attack Recovery & Sensor Diagnosis. Previous recovery techniques assume sensor

readings are being attacked from physical channels and that they are recoverable from such
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attacks [27, 36]. Our work considers an expanded threat model, where the attack can be

persistent, which means it can perform long-term, stealthy attacks, and must be shut off

completely for the CPS to recover from any attack impacts. Unlike other work, we also

assume there is sensor redundancy as this is the norm for many complex CPS. PID-Piper is

effective on robotic vehicles (RV’s) due to its ability to accurately model the RV’s direction

control loop [35]. Similarly, DeLorean diagnoses sensors through factor graph calculations,

where likelihood of a sensor being malicious is tied to the difference between expected state

and measured state [36]. These solutions run into the same challenge as other attack detection

and recovery solutions listed above, as it relies on a highly accurate state model.

Lu et al. summarize existing recovery techniques for CPS, calling for more work on sensor

diagnosis and more recovery work for specific domains, such as healthcare [101]. Our work

on sensor diagnosis for CPS, starting specifically with the satellite domain, aims to address

this gap.

4.11 ControlPhoenix Design

A new recovery and sensor diagnosis technique is needed for CPS enduring a long-term

malicious peripheral. We propose ControlPhoenix, an approach for sensor attribution that

handles many cases for malicious peripheral attacks on CPS.

Below, we list a set of design requirements that a sensor diagnosis system would need to

meet given our threat model and CPS assumptions from Section 4.9.3. Then, we propose

ControlPhoenix, a generic model for sensor diagnosis that handles many cases for malicious

peripheral attacks on CPS, with special attention to the needs of satellites.

4.11.1 Design requirements

1. Lightweight: Limited Compute/Realtime Constraints. The amount of memory and

power for a sensor attribution system is limited. Sensor diagnosis on a satellite should

ideally be able to fit on a moderately complex satellite in the 100kg - 500 kg range
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without violating any hard or soft control loop time constraints.

2. Minimal Developer overhead: In order for a sensor diagnosis approach to be adapted

by industry, developer overhead should be minimal. They should not have to spend

much time doing any types of model training or parameter tuning.

3. Chapter 3 of this dissertation found evidence that reliability in satellites is valued over

security [111]. The approach should not have excessive false positives that hamper

nominal, non-malicious conditions.

4. Handles multiple types of peripheral attacks: It is not possible to anticipate what

peripheral or what type of attack an adversary will employ. Thus, the solution should

assume that any sensor or actuator on the CPS is a possible malicious target, and not

anticipate what malicious values an attacker might send, or malicious actuations an

attacker might take.

4.11.2 Generic Design

In this section, we describe the general approach for ControlPhoenix. In the section after,

we show a concrete of ControlPhoenix instantiation on a satellite simulation.

ControlPhoenix consists of the following steps:

1. A health monitor continuously runs and analyzes data across the CPS. The health

monitor makes use of specific CPS mission requirements and sub-requirements, and

these are used as rules to test whether in range, out of range, or outside of the safety

margin.

2. If a health monitor metric is out of range (or close to out of range), the attack diagnosis

step is activated.

3. Attack diagnosis. Thus far, there is only knowledge that a requirement is violated,

not the source peripheral(s). The attack diagnosis step runs a series of randomized

functional actuation-based tests to identify malfunctioning sensors by ignoring the

measurements of one or a subset of sensors at a time. By evaluating these test results
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on key metrics like runtime and power usage and other health metrics, ControlPhoenix

diagnoses which periperhals cause the requirement deviations.

System Requirements Health Monitor

The first portion of ControlPhoenix is the health monitor. The health monitor checks over

a set list of thresholds specified by the CPS developer in a table. The table can be up to

size N , dependent on the CPS constraints. There are up to N requirements specified in

the health monitor. Each requirement must have a range specified of both a minimum and

maximum value, along with a percent safety margin. If there is only a minimum or only

a maximum value, this can also be configured. Then, if a value exceeds a margin but is

still within the requirement range, sensor diagnosis starts. An example rule that could exist

on a satellite is “thermals shall ensure that the on-board computers shall be maintained

within their operating temperature range −X to Y °C.” If the temperature reading goes into

a margin close to −X or Y , the sensor diagnosis will start turning relevant peripherals off

and on.

Peripheral Representation

In order to run the sensor diagnosis algorithm, there needs to be a way to know which

peripherals are candidates for being malicious or faulty. Luckily, the structure of control

loops themselves allow for some level of separation between requirements and control loops.

See Figure 4.4 for an example with satellites. If a temperature requirement is violated,

the sensor diagnosis algorithm will first test only the peripherals involved in the thermal

subsystem, not the ADCS loop. This allows the problem of sensor diagnosis for a complex

system to be achievable, as increasing complexity of a CPS might not lead to explosion of

state in the number of peripherals to test during diagnosis since each requirement will not

connect to every single control loop (but every control loop should have a requirement that

monitors it).
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Figure 4.4: Control systems within a CPS can be seen as disconnected graphs. If a

requirement is violated, it is typically linked to a specific control system, from which the

problem of searching for malicious peripherals can be constrained.

Diagnosis Algorithm

There are many possible approaches to the choice of which peripherals to turn off first,

and for how long. Some of these parameters depend on the physical properties of a control

system. For example, in the satellite scenario below, when turning a sensor off, we check

that within a short period the requirement starts trending back inward, then take further

action if it starts to maintain its requirements again.

4.12 ControlPhoenix on a Satellite

4.12.1 Implementation

We instantiate and evaluate ControlPhoenix on a representative satellite mission from the

perspective of a malicious star tracker in its ADCS control loop. The ADCS control loop

is an essential part of all satellite functionality, as it controls how the satellite is oriented.



120

This ensures that the payload, radio, and possibly solar arrays are pointed properly. If the

satellite is not pointed properly, or it begins to spin uncontrollably, i.e., tumble, the satellite

could become unrecoverable and the mission could fail.

We focus on satellite ADCS (compared to other control systems on a satellite) for multiple

reasons: 1) it is possible to simulate with sufficient fidelity to evaluate our tool without having

to test it on a real satellite, 2) ADCS has existing public research papers that give insight

into common practices in industry and government, and 3) there exists well-developed open-

source tooling to simulate astrodynamics in space [78].

The mission represents an ADCS loop that uses three redundant star trackers, one IMU

(one gyro each on the x,y, and z axis), a Kalman filter that ingests IMU and star tracker

data to output an attitude estimate, and then reaction wheel simulations that represent the

attitude actuators.

We simulate our peripherals using the Basilisk astrodynamics simulation framework [78],

specifically a star tracker for estimating attitude and an IMU to simulate gyroscopes in the

x,y, and z axis for angular velocity. These peripheral simulations are ingested into the satellite

simulation, which we built using NASA cFS, a common flight software framework used across

industry and government. cFS is built on top of Linux. We built and incorporated multiple

applications atop cFS, including a star tracker application, IMU application, limit checker for

the health monitor portion of ControlPhoenix, a reaction wheel application, and an ADCS

application for taking in attitude sensors and sending off a command to the reaction wheels

on how they should move. We use three redundant star trackers, an IMU, and simulate

reaction wheels. See Figure 4.2 for the control loop we use.

The requirement rules that we use in ControlPhoenix are translated directly from real

satellite design documentation into paramaters appropriate for our simulation. We also use

an industry-standard extended Kalman filter for attitude determination logic, as well as use

industry-realistic peripheral setups of star trackers, an IMU, and reaction wheels. Lastly,

we simulate a camera payload, inspired by examples of real satellite payloads. The camera

payload is intended to be a “cheaper” version of the star tracker, and also less accurate. We
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also simulate this with Basilisk, but add higher noise than the actual ADCS loop.

Another aspect of simulation realism is that the simulation enables two separate modes

for the satellite: experiment mode and nominal mode. Experiment mode is when the payload

is being tested, which will be the bulk of the mission. Experiment mode should hold at a

specific orientation the whole time so that the experimental star tracker payload it can take

test images of the star field. Nominal mode is when the satellite is orbiting and not in

experiment mode. In nominal mode, the orientation may not be still, and the satellite can

maneuver from any orientation A to any orientation B.

Attitude Estimation: Kalman Filter. To estimate attitude, most satellites in industry use

an Extended Kalman Filter (EKF). We derive our EKF parameters and dimensions from

NASA [96], but made choices on individual parameters based on our simulation design, such

as the amount of star tracker noise we added to the simulation. The derivation of our EKF is

extensive. We include a more thorough description in Appendix C.2. To handle multiple star

trackers at once, we use an adapted version of the sensor fusion technique called sequential

filtering [164]. All EKF code was written as a C library and integrated into the NASA cFS

ADCS application.

4.12.2 Satellite Health Monitor

Our ControlPhoenix instantiation makes use of the NASA cFS limit checker as a tool

to monitor messages on the cFS software bus. We adapt four requirements from real

satellite documentation across multiple anonymized satellites. It is industry-standard to

design satellites around mission requirements, so every satellite has requirements for every

subsystem (and thus each control system on the satellite). These are all real requirements

for ADCS subsystems. The requirements are adapted to be as follows:

1. Attitude stability < 1 deg/s in experiment mode. The reason the small satellite

with the camera payload needs this requirement is that this prevents the camera

payload from taking blurry photos in experiment mode. If the angular rate gets close to
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this through an attack, something might be wrong. This is tracked by having the limit

checker listen to the IMU data and check the angular rate for each gyro on the x,y,z

axis. Angular stability is calculated as
√
g2x + g2y + g2z . After some parameter testing,

we also derived an attitude stability metric for nominal mode: Attitude stability <

13 deg/s in nominal mode.

2. The bus shall have point stability relative to payload deck: X arcseconds per y

milliseconds at Zσ in experiment mode. This requirement is more about short-term

jitter, and is useful for high-precision payloads. This requirement uses a rolling

window jitter metric based on Zσ. This requires measuring the random variation in

the y milliseconds time window. Then, compute the standard deviation σ and check

that Z ∗ σ ≤ X arcsec.

Because star tracker data only sends at 1hz, this requirement uses IMU jitter as

a proxy since it comes in at 10hz. After some experimentation around what amounts

of jitter showed up holding at the origin both with and without attacks, the following

parameters made most sense to use for this simulation:

The bus shall have point stability relative to payload deck: 7000 arcseconds

per 10 seconds at 3Zσ in experiment mode.

3. Cameras pointed ≥ 70 deg away from sun when cameras on (in experiment

mode). This requirement prevents damage of cameras and enables the payload camera

to actually collect its target data without being blocked by the sun. Each test in

evaluation assumes a constant sun location relative to the payload body, so the sun

location is hardcoded in and then compared to the current orientation estimated by

the extended Kalman filter.

4. The payload star tracker attitude shall agree with the ADCS attitude

estimate within 20 degrees. The camera payload, which is a novel star tracker

sensor, should be within 20 deg of its target attitude.
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The requirement values are then forwarded to our custom cFS ControlPhoenix application

for diagnosis logic and checking in with the health monitor thresholds. ControlPhoenix listens

on the software bus for requirement messages from the limit checker, then refers to a health

monitor table in the ControlPhoenix app directory. Each health monitor table element has

the requirement id, lower limit, upper limit, lower margin, upper margin, and flag for whether

the requirement check is enabled.

4.12.3 Diagnosis Algorithm Parameters

Based on observation prior to running all functional tests, we decided on the following sensor

diagnosis approach for the satellite simulation:

• Requirement Triggered: A requirement exceeds the safety margin, so ControlPhoenix

checks that it exceeds that margin for three more data points. If it doesn’t, it goes

back to idle mode. If the requirement exceeds the safety margin for 3 seconds or

more, a peripheral in the ADCS loop at random is chosen and ControlPhoenix enters

try sensor mode.

• Try sensor: The evaluation currently chooses from three star trackers. The candidate

star tracker is turned off for 20 seconds. If within those 20 seconds, the trend of the

requirement begins to go inward through a sliding-window least squares test of 5 data

points, the candidate star tracker enters recovery mode.

• Attempt Recovery: In recovery mode, ControlPhoenix waits for 45 seconds to see

whether 5 straight data points exist where all requirements for the ADCS control loop

are met. If they are all met for 5 straight points, ControlPhoenix enters the confirm

mode.

• Confirm Malicious Sensor: To be confirmed as a malicious sensor, all ADCS

requirements must be met for 30 seconds straight. If they are not, ControlPhoenix

picks another sensor and goes back to try sensor mode for that sensor.
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4.13 ControlPhoenix Satellite Evaluation

Table 4.11: Honest Scenario: ControlPhoenix running when no attack is occuring. Results

averaged across 6 trials, where each trial is a permutation of the ordering of star trackers

being turned off for testing. AUC results are shown alongside the percentage of trials in

which each star tracker was correctly identified, accounting for both false positives and false

negatives. Nominal mode of jitter only and camera-sun angle only are N/A because no such

requirement exists in nominal mode.

Experiment mode (still) Nominal mode (moving)

Enabled requirements AUC Correctly identified AUC Correctly identified

ST1 ST2 ST3 ST1 ST2 ST3

No requirements enabled 0.053 100% 100% 100% 3.672 100% 100% 100%

Jitter only 0.052 100% 100% 100% N/A N/A N/A N/A

Payload accuracy only 0.052 100% 100% 100% 3.671 100% 100% 100%

Attitude stability only 0.054 100% 100% 100% 3.671 100% 100% 100%

Camera-sun angle only 0.055 100% 100% 100% N/A N/A N/A N/A

All requirements enabled 0.052 100% 100% 100% 3.671 100% 100% 100%

4.13.1 Experimental Setup

We run a set of functional tests on the ADCS in both experimental and nominal mode,

with and without ControlPhoenix turned on. We show that ControlPhoenix defends

against multiple types of attacks that previously evaded traditional satellite resiliency

techniques [113]. The experiment mode test attempts to hold at a fixed orientation for four
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Table 4.12: Data attack type 1: Non-stealthy attack. Random quaternions between -1 and

1 (in proper quaternion range) at each timestep, then normalized. Results averaged across 6

trials, where each trial is a permutation of the ordering of star trackers being turned off for

testing. AUC results are shown alongside the percentage of trials in which each star tracker

was correctly identified, accounting for both false positives and false negatives. Nominal

mode of jitter only and camera-sun angle only are N/A because no such requirement exists

in nominal mode.

Experiment mode (still) Nominal mode (moving)

Enabled requirements AUC Correctly identified AUC Correctly identified

ST1 ST2 ST3 ST1 ST2 ST3

No requirements enabled 26.252 0% 100% 100% 29.203 0% 100% 100%

Jitter only 26.665 100% 100% 100% N/A N/A N/A N/A

Payload accuracy only 27.410 100% 100% 100% 30.911 100% 100% 100%

Attitude stability only 27.986 100% 100% 100% 34.777 0% 94.444% 88.889%

Camera-sun angle only 21.593 100% 100% 100% N/A N/A N/A N/A

All requirements enabled 28.378 100% 100% 100% 35.561 72.222% 100% 100%
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Table 4.13: Data attack type 2. Semi-stealthy attack. Malicious star tracker increases its

quaternion values by 0.3 at each timestep, then normalized.

Experiment mode (still) Nominal mode (moving)

Enabled requirements AUC Correctly identified AUC Correctly identified

ST1 ST2 ST3 ST1 ST2 ST3

No requirements enabled 31.534 0% 100% 100% 32.057 0% 100% 100%

Jitter only 61.956 100% 100% 100% N/A N/A N/A N/A

Payload accuracy only 69.851 83.333% 100% 100% 49.153 88.889% 100% 100%

Attitude stability only 60.591 100% 100% 100% 38.481 22.222% 100% 100%

Camera-sun angle only 59.851 100% 100% 100% N/A N/A N/A N/A

All requirements enabled 65.651 83.333% 100% 100% 58.489 66.667% 100% 100%

Figure 4.5: Time versus attitude error in honest scenario in experiment mode. CP is never

triggered and the star tracker holds close to the origin.
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Table 4.14: Data attack type 3. Stealthy attack. Malicious star tracker increases its

quaternion values by 0.05 at each timestep, then normalized.

Experiment mode (still) Nominal mode (moving)

Enabled requirements AUC Correctly identified AUC Correctly identified

ST1 ST2 ST3 ST1 ST2 ST3

No requirements enabled 139.074 0% 100% 100% 134.355 0% 100% 100%

Jitter only 90.717 100% 100% 100% N/A N/A N/A N/A

Payload accuracy only 90.434 100% 100% 100% 105.787 88.889% 100% 100%

Attitude stability only 91.347 100% 100% 100% 109.264 88.889% 100% 100%

Camera-sun angle only 50.374 100% 100% 100% N/A N/A N/A N/A

All requirements enabled 90.273 100% 100% 100% 104.205 83.333% 100% 100%

Figure 4.6: Stealthy attack with no defenses.
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Figure 4.7: Stealthy attack with malicious star tracker (ST1) being turned off first.

Figure 4.8: Stealthy attack with malicious star tracker (ST1) being turned off second.
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Figure 4.9: Stealthy attack with malicious star tracker (ST1) being turned off third.

minutes, in this case the origin of q0 = [1, 0, 0, 0]T . The nominal mode tests three different

attitude maneuvers, where the starting attitude is the origin and the target attitudes were

chosen at random:

q1 = [0.822,−0.329, 0.329, 0.329]T

q2 = [0.928, 0.216, 0.216, 0.216]T

q3 = [0.600, 0.462,−0.462,−0.462]T .

4.13.2 Honest Scenario

We first test ControlPhoenix in an honest scenario to confirm that it does not cause any

false positives. See Table 4.11 for more details. Across all trials with the mission-specific

parameters, ControlPhoenix never triggers in an honest scenario. This is useful for adoption,

as the satellite industry values reliability more than security [111].
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4.13.3 Non-stealthy Attack

We next evaluate the first attack type, which sends data completely at random at each

timestamp, yet still within range of a quaternion attitude measure (normalized and with

each quaternion between -1 and 1). Despite being completely random data, the AUC values

tended to be lower than those in the stealthier test. This is likely a feature of the extended

Kalman filter, as the trust value of the sensors goes down the further away it is from the

model’s expectation. Therefore, the model component of the filter is relied on higher, which

works as a smoothing approach in simulation but will be slightly less effective in real-world

noisy scenarios. Still, the malicious star tracker is detected correctly always in experiment

mode, which is what mode the satellite would be in the bulk of its mission time. See

Table 4.12.

4.13.4 Semi-stealthy Attack

We evaluted a semi-stealthy attack type aimed at drifting the sensor away from its truth

value but not in a way as extreme as truly random values. Malicious star tracker increases

its quaternion values by 0.3 at each timestep, then normalized. See Table 4.13 for detailed

results.

4.13.5 Stealthy Attack

We evaluted a stealthy attack type aimed at drifting the sensor away from its truth value in a

way that varies only slightly each timestamp. Malicious star tracker increases its quaternion

values by 0.05 at each timestep, then normalized. See Table 4.14 for detailed results.

4.14 Part II Summary

In this paper, we proposed ControlPhoenix, a novel approach to sensor diagnosis for

persistent peripheral attacks in cyber-physical systems. We engineered an instantiation

of ControlPhoenix on a satellite attidue determination and control loop, and showed that
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malicious peripherals were mostly correctly identified after attacking. We hope this serves

as a foundation for further work on sensor diagnosis that can be adapted in the satellite

industry and beyond.



132

Chapter 5

Conclusion

Satellites form an unofficial category of critical infrastructure, and this makes them an

important technology to consider from a security perspective. While there has been increased

attention on satellite security in the academic community prior to and concurrent with this

dissertation, gaps remained. These gaps included understanding the practical barriers and

challenges to protecting the satellite ecosystem, considering threat models that either did

not exist in previous work or were not thoroughly explored, and finding solutions to the

aforementioned threats, barriers, and challenges.

To better understand practical barriers and challenges, this dissertation used empirically

grounded methodology. This includes surveys in Chapter 2 on understanding concerns and

threats to individual privacy of commercial satellites, in-depth interviews and code analysis

in Chapter 3 to understand barriers university smallsat developers face, and experimentally

evaluating compromised peripheral threats along with a defense in Chapter 4.

To work towards filling any possible gaps in threat models, this dissertation considered

threat models in all chapters that have previously received little attention. In Chapter 2, this

dissertation brought attention to the threat model of a malicious non-government entity using

satellite imagery to infringe upon individual privacy. In Chapter 3, this dissertation explored

the possible threats of and to amateur smallsats, and how even a smallsat can damage the

satellite ecosystem. Chapter 4 considered a compromised peripheral on a complex satellite.

Lastly, this dissertation made steps towards finding solutions to many of the threats

identified in this dissertation. Chapter 2 posed possible mitigations to privacy harms from the

perspective of regulators, legislators, and developers. Chapter 3 discussed possible solutions

to the barriers identified earlier in the chapter in order to improve smallsat security. And
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Chapter 4 Part II proposed and experimentally evaluated ControlPhoenix, a way to overcome

the malicious peripheral dilemma identified in Chapter 4 Part I. Together, this dissertation

works towards better protecting the satellite ecosystem.
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Appendix A

Chapter 2

A.1 Survey Questions

[Consent Form] We are researchers at the University of Washington (UW) studying the

relationship between people and satellites in space. This study was reviewed by the UW

Institutional Review Board (IRB) and deemed exempt because it involves no more than

minimal risk and meets other criteria. Your responses to this survey will be anonymized.

Data from this survey will be stored securely and kept confidential. Your participation in

this study is voluntary. You may withdraw your participation at any time. If you have

questions about this study, you may contact the PI at satellites@cs.washington.edu. You

may also contact the UW Human Subjects Division (HSD), which manages IRB review, at

hsdinfo@uw.edu.

I am at least 18 years old, I have read and understood this consent form, and I agree

to participate in this online research study. ◦ Yes ◦ No [End survey if no]

Are you an employee of the University of Washington, family member of a UW employee,

or UW student involved in this particular research? ◦ Yes ◦ No [End survey if yes]

[Filtering] For this survey, we require participants to be above a certain level of corrected

vision and computer screen quality, since some later questions involve evaluating images.

How many people are there in the image below? (Answer in the empty box below the

picture) [Photo shown is Figure A.1] [End survey if answer is not 5]
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Figure A.1: Photo we show to respondents to filter for vision impairments

[Introduction] This study has 8 sections and we estimate it will take 20 minutes or less

[Filters for definition comprehension] In the following questions, we will consider imagery

taken from directly above (perpendicular to) the ground, such as what satellites in outer

space might capture. We define this as the “satellite view”. We list some examples below of

images that are ”satellite view” and images that are not ”satellite views”. This is a satellite

view, since the image is taken directly above (perpendicular to) the ground: [Survey includes

example of an image taken from satellite view] This is not a satellite view: [Survey includes

example of an image taken not from satellite view]

Is the image below a ”satellite view” image? (To move on to the remaining questions,

you must answer this question correctly.) [Image shown that is not a satellite view] ◦ Yes ◦

No [End survey if yes]

Is the image below a ”satellite view” image? (To move on to the remaining questions,

you must answer this question correctly.) [Image shown that is a satellite view] ◦ Yes ◦ No

[End survey if no]

Is the image below a ”satellite view” image? (To move on to the remaining questions,
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you must answer this question correctly.) [Image shown that is not a satellite view] ◦ Yes ◦

No [End survey if yes]

[Awareness and Perception] Commercial satellite companies collect images from satellites

in space and sell these images to non-governmental individuals, non-governmental

organizations, and governments for a variety of applications, including agriculture, defense,

and scientific research. Individuals, such as you, are allowed to purchase these images.

Before this survey, had you heard of commercial satellites selling images of the Earth

to non-governmental individuals and organizations? ◦ Yes ◦ No

Do you see any ways that the use of commercial satellite images could be beneficial? Please

list them below. (If you cannot think of any, please enter ”None”). [Free-response text]

Do you see any ways that the use of commercial satellite images could cause harms? Please

list them below. (If you cannot think of any, please enter ”None”). [Free-response text]

Below is the same image of a parking lot but at different resolutions. Which of the following

images do you think represents the highest-resolution commercial satellite camera when the

satellite is taking the image from space? ◦ [Image of cars in parking lot downsampled to 10m

resolution] ◦ [Image of cars in parking lot downsampled to 3m resolution] ◦ [Image of cars

in parking lot downsampled to 1m resolution] ◦ [Image of cars in parking lot downsampled

to 15cm resolution]

Suppose someone wants to see how the parking lot from the previous question changes

across time. How often do you think a single commercial satellite company can take an

image of the same parking lot? ◦ Every year ◦ Every month ◦ Every week ◦ Every day ◦

Every hour ◦ Every minute ◦ Every second
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How much do you think it costs for an individual to buy one satellite image (in US dollars)?

For reference, one satellite image could be over 10 square miles of the earth. [Number]

[Scenarios] Satellite images have a variety of capabilities to capture different activities,

places, and people. Below, you will see pairs of hypothetical satellite capabilities. For each

pair, decide whether you would prefer satellites to have both capabilities, or whether you

would prefer satellites to have neither of these capabilities.

Consider scenarios A and B. A: Satellite images are used to track the number of cars

at a hospital, which helps with predicting levels of disease in the area. B: Someone calls in

sick to work. To check whether they are at home, their employer takes a satellite image over

their home and observes whether their car is there. Would you rather satellites have both

of these capabilities, or neither of these capabilities? ◦ Both scenarios should be allowed ◦

Neither scenario should be allowed

Why did you choose your answer to the previous question? [Text box]

Consider scenarios C and D. C: Someone wants to know whether their former romantic

partner is having any visitors to their house, and uses a satellite image to detect how many

people are gathered in their former romantic partner’s backyard. D: Someone’s backyard

catches fire, and their insurance provider uses a satellite image to confirm the items that

were lost due to the fire, which ends up giving the fire victim more money than expected.

Would you rather satellites have both of these capabilities, or neither of these capabilities?

◦ Both scenarios should be allowed ◦ Neither scenario should be allowed

Why did you choose your answer to the previous question? [Text box]
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Consider Scenarios E and F. E: Satellite images are used to detect what a well-known

celebrity is doing in their backyard. F: Satellite images are used to locate a hiker that went

missing in the mountains. Would you rather satellites have both of these capabilities, or

neither of these capabilities? ◦ Both scenarios should be allowed ◦ Neither scenario should

be allowed

Why did you choose your answer to the previous question? [Text box]

Consider scenarios G and H. G: Satellite images are used to detect and find endangered

species based on tracks the species leave on the ground, which helps with conservation

efforts. H: Satellite images are used to detect and find endangered species, based on tracks

the species leave on the ground, which people use to illegally hunt the endangered species.

Would you rather satellites have both of these capabilities, or neither of these capabilities?

◦ Both scenarios should be allowed ◦ Neither scenario should be allowed

Why did you choose your answer to the previous question? [Text box]

[Comfort] Imagine that there were commercial satellites that could take images that capture

fine-grained details, and could take images multiple times per hour. Imagine that these very

high resolution satellite images do not cost any money. Consider these very high resolution

satellites when you answer the bucket-sorting questions on the following pages.

Move the following location boxes based on whether you think it is appropriate for very

high resolution satellites to image them. (Boxes will automatically expand as needed to fit

additional entities) [Respondents must sort the following options into “Yes appropriate” and

“Not appropriate”]: Mental health clinic parking lot, Grocery store parking lot, Kindergarten

playground, Location of illegal business, Religious center parking lot, Rainforest, Backyards,

The White House and surrounding areas, Native lands, Adult-only store parking lot
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Move the following entities into two buckets for whether they should have access to

very high resolution satellite imagery. (Boxes will automatically expand as needed to fit

additional entities) [Respondents must sort the following options into “Yes Access” and “No

Access”]: The United States government, Governments around the world, All children,

Agriculture industry, Finance industry, Non-profit organizations, Convicted criminals,

Romantic partners, Police, Employers

Move the following activities into whether you think it is appropriate for powerful satellites

to image them. (Boxes will automatically expand as needed to fit additional entities)

[Respondents must sort the following options into “Yes appropriate” and “Not appropriate”]:

Driving, Building without a permit, Sunbathing, Someone using illegal drugs in their

backyard, Someone using illegal drugs in public, Car accidents, People having extramarital

affairs, Fishing illegally, Meeting with friends or family, Visiting a jewelry store

Choose the statement that you most agree with. Statement A: Satellite images should

be available to everyone for free. Statement B: Access to satellite imagery should cost

money and depend on what the user is requesting the imagery for. Statement C: The U.S.

government should be the only ones allowed to access satellite imagery. Statement D: No

one should have access to satellite imagery. Which statement do you agree with the most?

◦ Statement A ◦ Statement B ◦ Statement C ◦ Statement D

Why do you agree the most with the statement that you chose? If you cannot articulate a

reason, please enter ”Uncertain”. Text box

Below is an image of people standing, at varying image qualities. Suppose a commercial

satellite took images of you from this angle. Select the most detailed image quality you are

comfortable with being publicly available. ◦ [Image of people in parking lot downsampled to
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1m resolution] ◦ [Image of people in parking lot downsampled to 50cm resolution] ◦ [Image

of people in parking lot downsampled to 15cm resolution] ◦ [Image of people in parking

lot downsampled to 5cm resolution] ◦ [Image of people in parking lot downsampled to 1cm

resolution]

Consider the most detailed image quality you chose from the previous question. What

is the most frequent you would be comfortable with a satellite of that image quality taking

pictures of you? ◦ Never ◦ Every year ◦ Every month ◦ Every week ◦ Every day ◦ Every

hour ◦ Every minute ◦ Every second

[Attention Check] For this survey, it is important that you read the instructions carefully to

ensure the results are accurate. If you are reading these instructions, please type 10 into the

answer box below. [Image shown similar to Figure A.1 but this time of 8 people]

[Demographics] Almost done! This final page contains some demographic questions.

In which state do you currently reside? [Drop-down of all 50 states, Washington D.C.,

and Puerto Rico]

Which of these best describes your current gender identity? ◦ Man ◦ Woman ◦ Non-

binary/third gender ◦ Other ◦ Prefer not to say

Choose one or more races that you consider yourself to be ◦ White or Caucasian ◦ Black or

African American ◦ American Indian/Native American or Alaska Native ◦ Asian ◦ Native

Hawaiian or Pacific Islander ◦ Other ◦ Prefer not to say

How old are you? ◦ Under 18 ◦ 18-24 years old ◦ 25-34 years old ◦ 35-44 years old ◦

45-54 years old ◦ 55-64 years old ◦ 65+ years old ◦ Prefer not to say
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What is your present religion, if any? ◦ Protestant ◦ Roman catholic ◦ Mormon ◦ Orthodox

(such as Greek or Russian Orthodox) ◦ Jewish ◦ Muslim ◦ Buddhist ◦ Hindu ◦ Atheist ◦

Agnostic ◦ Something else ◦ Nothing in particular ◦ Prefer not to say

Generally speaking, do you usually think of yourself as a Republican, a Democrat, an

Independent, or something else? ◦ Republican ◦ Democrat ◦ Independent ◦ Other [Text

box] ◦ No preference ◦ Prefer not to say

[End of Survey] [Message showing MTurk code]

Thank you for taking this survey! If you want to learn about current satellite capabilities

and use cases, here is a webpage for one of the many commercial satellite companies:

https://www.planet.com

A.2 Survey Codebook

These themes are based on all free response questions in the survey. The benefits and

harms section of the codebook are from the questions in results Section 2.6.2. The access

considerations section summarizes responses to the scenario questions (Section 2.6.3) and

statement questions (Section 2.6.5). The adversaries/untrusted parties category combine

free responses from all questions.

A.2.1 Potential Benefits

• Mapping

• Real Estate and Infrastructure

• Government accountability

• Legal Compliance and Crime Detection
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• Targeted Advertising

• Emergency Response

• Studying Natural Phenomena

• More Information

• Surveillance

• Agriculture

A.2.2 Potential Harms

• Invasion of privacy

• Security

• Facilitating Crimes

• Military Operations

• Surveillance

• Law enforcement Abuse

• Natural Resource Misuse

• Unwanted Advertising

• Incorrect Identification

• Compliance

• AI Integrations

A.2.3 Access considerations

This list includes any factors respondents mentioned when they explained why to give/not

give access to satellite imagery.

• Adversaries

• Technical Logistics

• Personal utility

• Conditional access
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• Social benefit

• Privacy expectations

• Legality

• Fairness/ethics

• Innovation

• Slippery slope

• Preventing abuse

• More knowledge

• Public safety

A.2.4 Adversaries/Untrusted Parties

This includes any group respondents specifically mentioned that they didn’t want to give

access to satellite imagery or that they didn’t trust to not misuse the satellite imagery.

• United States government

• Other world governments

• The public

• Stalkers

• Exes

• Law enforcement

• Employers

• Insurance companies

A.3 Private Activity Image Metrics Codebook

See Figure A.2 for how we grouped image metrics based on privacy concerns that people

brought up. The codebook is represented in a graph (tree) format. The concerns people

brought up fell under 5 high-level categories: cars, text, pets, equipment, and people (these

are five child nodes under a root “entity” node in the tree). Within the people category, we
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Figure A.2: Summary of private activity image metrics. Nodes that are not shaded are

categories that are not themselves observable metrics. Shaded nodes are image metrics.

included a sub-category of movement (a child node). Within each category were aspects of

images that would need to be observable in order to distinguish a particular activity that

was deemed private by at least one person during the brainstorming session.

Each child node requires equal to or more resolution than its parent node metric. For

example, knowing what clothes someone is wearing requires a better spatial resolution than

knowing that a person is in the image. For another example, in the people node, the most

specific movement to measure based off the brainstorming sessions is the finger position. The

people movement branch of the tree could be used to predict activity type, such as running

if the body position is known, and if the finger position is known, it could be used to predict

as specific as finger swiping patterns on a phone.

A.4 Spatiotemporal Resolution Comfort

See Figure A.3.
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Figure A.3: Percentages of respondents who are comfortable with the given spatial and

temporal resolution combinations. The most common choice was allowing 1cm spatial

resolution satellite images to be taken monthly of themselves.
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Appendix B

Chapter 3

B.1 Interview Protocol

Introduction Good morning/afternoon. Our names are [Researcher 1] and [Researcher

2] and we’re working with [Institution 1] and [Institution 2] on this study. Thank you for

coming. You are one respondent in our sample who has been asked about their university

satellite club experience. We’re doing this so that we can understand the challenges and

complexities of building university satellites, and our ultimate goal is to have these interviews

help us come up with and build future open-source tools for small satellites.

[Other introduction, recording consent.]

Experience/Background

• What satellite clubs are you a member of or have you been a member of? What years?

• What role or roles do/did you perform at the Satellite Club? For example, electrical,

structures, admin, communications, etc.

• How many years of experience do you have working on satellite-related projects?

• Which satellites have you worked on developing? You can count ones that are still in

progress and have not gone into space yet.

Mental Models

• For this next part, I’d like you to pick one satellite you worked on if you worked
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on multiple. I’d like you to spend 3-5 minutes drawing a diagram of how all of the

subcomponents of the satellite are connected together, including the ground station. I

will open up a whiteboard on Zoom. If you don’t want to do a Zoom whiteboard, you

can draw on your preferred format instead. This doesn’t have to be perfect.

• Could you walk us through the diagram?

• What goals do you have when building your satellite?

• What are the most difficult aspects of building your satellite?

• If they haven’t already talked about engineering/technical details in the previous

question: What are the most difficult technical aspects of building a satellite?

• Are there any scenarios you’re concerned about when building and/or launching a

satellite?

If yes:

– How do you address these concerns?

– If satellite was launched: Did any of those scenarios end up happening?

– If scenarios did end up happening: If you were to advise your past self about

preparing for different scenarios, what advice would you give?

Security-Specific Questions

• If they have not brought up security: One type of concern we’re interested in is

cybersecurity concerns. From this point on, when we use the word secure or security,

we mean in terms of cybersecurity. Do you or did you have any concerns related to

security about your satellites? You might not have any such concerns – that’s fine, and

we’d like to hear about that too.

• If they brought up security organically: From this point on, when we use the word

secure or security, we mean in terms of cybersecurity. Do you or did you have any

other security concerns that you haven’t mentioned yet?
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• What do you think is the worst thing that could happen if the satellite is not secure?

• If adversaries not already discussed: From whom do you think satellites might need

protection in the worst case?

• Satellite teams have many reasons to not focus on security. Was security discussed? If

so, how much?

– What were/are the conversations often about?

– If adversaries were not already discussed: Did you discuss what entities your

satellites might need protection from?

• How much was security discussed compared to reliability?

• What tools or techniques, if any, does or did your team already use to help with

security?

• If satellite groups have tried to make their satellites secure: Have you experienced any

challenges in trying to incorporate security into your satellite?

• If technicaly challenges not mentioned in previous question: What technical challenges

did you have trying to incorporate security into the design or implementation stage?

• Do you think there are tools or practices your team could incorporate to help improve

security for future university satellites? These tools do not need to exist yet. The

answer to this question can also be no.

• How confident are you that you are able to build a satellite that is secure on a scale of

1 to 5, with 5 being the most confident? Why did you rate yourself that number?

• How would you rate your knowledge of computer security on a scale of 1 to 5, with 1

being a novice and 5 being an expert? Why did you rate yourself that number?

Demographics

• What is/was the size of your satellite team?

• What is/was the team’s budget?

• What is your major / what was your major in college?

• Have you taken a security course or learned about cybersecurity? Before or after you
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worked on a satellite?

• Have you worked on satellites in industry?

– If yes: What differences, if any, did you notice in the security practices and tools

between university and industry satellites?

– If there were differences: Based on your experience, if you were to work in your

satellite club again, is there anything from a security standpoint that you would

do differently?

Closing Questions

• (Ask club-specific questions)

• Are there any other questions you expected us to ask?

• Is there anything else you want to tell us about your satellite-building experience?

B.2 Interview Response Codebook

• Goals when building satellite

• Reliability

• Scientific missions

• Education of club members

• Education/Outreach outside of club

• Building cheaply

• Difficulties

• Non-technical

• Safety/harm to themselves

• Access to resources

• Time
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• People

• Experience

• Communication/Knowledge transfer

• Money

• Existing external documentation

• Materials

• Physical Testing

• Technical

• Specific subsystem implementation

• Integrating subsystems together

• Building from scratch

• Reliability

• Getting design stage correct

• Minimizing complexity

• Testing

• Security

• Was security discussed in the interview before we explicitly asked?

• Yes

• No

• Was security discussed within the club?

• Yes

• No

• Respondent perceived threat likelihood

• “Unlikely”

• Who was concerned
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• Third-party concerns (launch provider, NASA)

• Within club

• When did security concerns come up?

• Security concerns discussed in club

• Security concerns only came up when we asked in interview

• Security Issues

• Denial of service

• Malicious commands

• Memory corruption

• Remote code execution

• Physical access pre-launch

• Malicious third-party code

• Security Impact/Outcomes

• Wrecking own satellite

• Harming other satellites

• Propelling the satellites

• Blinding astronauts

• Hitting International Space Station (ISS)

• Violating regulation

• International incident

• Crash causing debris

• Adversary

• “Hacker”

• “Satellite pirates”

• Environmental advocacy group (specific group anonymized)

• Foreign adversary
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• Amateur radio operator

• Personal vendetta

• For-fun hackers (curiosity, boredom)

• Non-Adversary (when people specifically mentioned adversaries they were not

concerned about)

• Foreign adversary

• Security choices

• No encryption

• Protections other than encryption

• Exploring worst-case scenarios

• Encrypting uplink

• Obfuscation

• Of code (not public)

• Of commands

• Security Tradeoffs

• Intended public downlink

• Open-source implementation

• Maintaining simplicity

• Maintaining functionality

• Challenges Incorporating Security

• None/not sure

• Misunderstanding of regulation (e.g., thinking you cannot encrypt amateur

radio telecommands to satellites)

• Monitoring code across systems/people

• Time/effort
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• Expertise

• Security Tools Used

• None/not sure

• Fuzzers

• Manual auditing

• “Hardware debugging”

• Encryption

• “Frequency modulation”

• Obfuscation

• Industry Security Practice Differences

• Equal practices between university and industry

• Industry more secure

• Lack of good security practices in industry

• No satellite industry experience

• Future Security Ideas

• None/not sure

• Non-technical

• Check organizational security (e.g., document access)

• Technical

• Check security of third-party software libraries

• Vulnerability testing

• “Public key/private key hashing”

• Fuzzing tools

• Encryption tools

• More secure versions of existing tools (e.g., OpenLST)
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• Documentation

• Example code

• Best practices descriptions

B.3 Repository Information

B.3.1 Repository Statistics per Satellite Club

Tables B.1, B.2, and B.3 show repository statistics for each satellite club where we

performed a code analysis. For each group, we manually categorize repositories based

on both the subsystem they are for and the type of design collateral they contain. We

collect this information by first cloning each repository from the satellite clubs’ GitHub

organizations. Then, we manually categorize each repository and parse the Git histories to

extract author/commit information. Note that totals may not sum up across the rows, since

repositories may address multiple subsystems or design collateral types.

Entries marked with asterisks (*) represent outliers which we can explain in the data:

• Table B.1 (miscellaneous commits): this satellite club used an automated script to

update some of their repositories, hence the high commit count.

• Table B.3 (flight computer authors): this satellite club forked an industry-standard

boot firmware into their organization. Our Git author counts also include all (non-

satellite club) committers who contributed to the fork’s upstream repository.

B.3.2 Number of Files per Software Type

We now focus on only the repositories we categorized as containing ”software”. Tables

B.4, B.5, and B.6 show the number of source code files for each of the satellite club’s most

commonly used languages. This data was collected by using the commonly used cloc 1

1https://linux.die.net/man/1/cloc

https://linux.die.net/man/1/cloc
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Satellite A Hardware Software Infrastructure Documentation Total

R A C R A C R A C R A C R A C

Ground Station 0 0 0 11 35 786 0 0 0 2 7 280 13 35 1066

Sensors 0 0 0 5 10 63 1 2 4 0 0 0 6 10 67

Communications 1 3 24 5 13 217 1 1 8 0 0 0 7 16 249

Bus 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Power 3 3 9 0 0 0 0 0 0 0 0 0 3 3 9

Flight Computer 1 14 256 9 38 1145 1 1 2 0 0 0 11 51 1403

Actuators 0 0 0 1 4 39 0 0 0 0 0 0 1 4 39

Educational 0 0 0 3 9 62 0 0 0 2 3 67 5 10 129

Website 0 0 0 8 32 330 2 9 34 2 6 24 12 39 388

Miscellaneous 0 0 0 4 146 6339* 3 115 5782* 0 0 0 7 146 12121

Total 5 19 289 40 244 8732 8 125 5830 6 15 371 53 270 9135

Table B.1: Number of Repositories, unique Authors, and Commits per subsystem and type

for Satellite A.

utility, which counts the number of source lines for a large array of recognizable programming

languages.

For all satellite clubs, but especially Satellite A, we see a high number of C/C++ headers.

This is because these satellite clubs vendored various SDKs for embedded devices directly

into their repositories. Satellite A also implemented a mobile app, the repository for which

includes vendored Objective-C libraries.

B.3.3 Number of Code Lines per Software Type

Tables B.7, B.8, and B.9 use the same underlying data from cloc, but instead display the

number of lines characterized as ”source code” (as opposed to ”blank lines” or ”comments”).

Again, C/C++ headers from vendored SDKs comprise a large proportion of the overall
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Satellite B Hardware Software Infrastructure Documentation Total

R A C R A C R A C R A C R A C

Ground Station 0 0 0 1 13 462 0 0 0 0 0 0 1 13 462

Sensors 4 4 62 7 32 521 1 1 31 0 0 0 12 35 614

Communications 1 1 11 2 5 27 0 0 0 0 0 0 3 5 38

Bus 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Power 5 6 79 2 5 45 1 1 11 0 0 0 8 7 135

Flight Computer 3 6 54 5 40 2199 1 1 3 1 37 2138 10 44 4394

Actuators 8 11 75 7 10 131 4 10 62 0 0 0 19 18 268

Educational 1 8 12 3 10 49 0 0 0 3 7 20 7 20 81

Website 20 0 0 0 0 0 2 2 9035 1 7 78 3 9 9113

Miscellaneous 3 8 62 4 22 546 2 12 63 0 0 0 9 29 671

Total 24 22 328 30 88 3518 11 22 9205 5 47 2236 60 107 12916

Table B.2: Number of Repositories, unique Authors, and Commits per subsystem and type

for Satellite B.

codebase. Satellite C also includes two huge Rust files which appear to be automatically

generated libraries for interfacing with specific microcontrollers.
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Satellite C Hardware Software Infrastructure Documentation Total

R A C R A C R A C R A C R A C

Ground Station 1 19 282 2 19 292 0 0 0 0 0 0 3 19 574

Sensors 6 43 920 16 73 3285 3 22 1848 2 4 10 27 99 6063

Communications 5 35 1266 10 50 1255 1 2 2 0 0 0 16 72 2523

Bus 9 71 2443 3 15 573 6 49 668 1 2 7 19 83 3691

Power 5 30 817 2 9 167 4 17 355 0 0 0 11 30 1339

Flight Computer 4 36 930 10 3444* 97028* 5 31 1986 1 2 7 20 3463 99951

Actuators 2 11 109 1 17 1757 1 17 1757 1 2 3 5 29 3626

Educational 0 0 0 0 0 0 0 0 0 5 26 175 5 26 175

Website 0 0 0 4 14 128 1 2 10 1 2 5 6 15 143

Miscellaneous 2 33 617 6 19 368 4 13 317 1 1 2 13 52 1304

Total 32 157 7172 50 3571 102745 22 100 5172 9 29 192 90 3664 109584

Table B.3: Number of Repositories, unique Authors, and Commits per subsystem and type

for Satellite C.
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Satellite A C C++ C/C++ Header* Java Javascript Objective-C* Python Total

Ground Station 16 230 13472 148 120 884 610 15480

Sensors 60 0 264 0 0 0 6 330

Communications 0 0 0 0 131 0 24 155

Bus 0 0 0 0 0 0 0 0

Power 0 0 0 0 0 0 0 0

Flight Computer 268 0 1115 0 0 0 4 1387

Actuators 0 0 0 0 0 6 0 6

Educational 35 0 199 0 0 0 0 234

Website 3 211 13427 148 547 884 0 15220

Miscellaneous 52 32 250 0 77 0 0 411

Total 330 262 14786 148 757 884 644 17811

Table B.4: Number of source code files per subsystem and language for Satellite A.

Satellite B Arduino Sketch C C++ C/C++ Header Python Ruby Total

Ground Station 0 0 0 0 8 88 96

Sensors 3 27 49 113 20 24 236

Communications 0 0 0 0 35 0 35

Bus 0 0 0 0 0 0 0

Power 6 0 0 0 0 0 6

Flight Computer 6 216 16 275 21 216 750

Actuators 1 5 11 21 3 0 41

Educational 0 4 7 8 0 0 19

Website 0 0 0 0 0 0 0

Miscellaneous 2 2 5 14 8 88 119

Total 18 254 88 431 87 275 1153

Table B.5: Number of source code files per subsystem and language for Satellite B.
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Satellite C Assembly C C++ C/C++ Header Python Rust Total

Ground Station 0 22 0 300 2 0 324

Sensors 274 554 20 1076 110 2* 2036

Communications 0 130 3 395 22 18 568

Bus 0 25 0 18 68 0 111

Power 0 0 3 4 10 0 17

Flight Computer 0 48 0 45 108 3 204

Actuators 0 132 2 176 5 0 315

Educational 0 0 0 0 0 0 0

Website 0 0 0 0 0 0 0

Miscellaneous 1 1 0 0 36 0 38

Total 275 728 26 1217 311 23 2580

Table B.6: Number of source code files per subsystem and language for Satellite C.

Satellite A C C++ C/C++ Header Java Javascript Objective-C Python Total

Ground Station 5850 49144 1703803 33883 7455 113530 142245 2055910

Sensors 12532 0 128926 0 0 0 771 142229

Communications 0 0 0 0 6014 0 1857 7871

Bus 0 0 0 0 0 0 0 0

Power 0 0 0 0 0 0 0 0

Flight Computer 59954 0 448973 0 0 0 245 509172

Actuators 0 0 0 0 0 771 0 771

Educational 3630 0 108735 0 0 0 0 112365

Website 4773 47687 1702967 33883 110853 113530 0 2013693

Miscellaneous 4539 6591 114756 0 151790 0 0 277676

Total 71825 55735 2209085 33883 268059 113530 145118 2897235

Table B.7: Number of source code lines per subsystem and language for Satellite A.
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Satellite B Arduino Sketch C C++ C/C++ Header Python Ruby Total

Ground Station 0 0 0 0 1645 1776 3421

Sensors 203 15640 8045 60076 1069 264 85297

Communications 0 0 0 0 3515 0 3515

Bus 0 0 0 0 0 0 0

Power 325 0 0 0 0 0 325

Flight Computer 700 45408 10893 44224 1224 11888 114337

Actuators 60 1142 568 971 114 0 2855

Educational 0 209 174 203 0 0 586

Website 0 0 0 0 0 0 0

Miscellaneous 63 274 114 14429 1645 1776 18301

Total 1351 62673 19794 119903 7567 13522 224810

Table B.8: Number of source code lines per subsystem and language for Satellite B.

Satellite C Assembly C C++ C/C++ Header Python Rust Total

Ground Station 0 6018 0 72450 80 0 78548

Sensors 85802 234261 3633 1059330 8804 449665* 1841495

Communications 0 37138 268 77353 1120 8145 124024

Bus 0 4016 0 442 5113 0 9571

Power 0 0 515 238 1146 0 1899

Flight Computer 0 5741 0 7338 10239 364 23682

Actuators 0 26041 43 45936 509 0 72529

Educational 0 0 0 0 0 0 0

Website 0 0 0 0 0 0 0

Miscellaneous 140 6 0 0 3591 0 3737

Total 85942 274719 4416 1068598 26935 458174 1918784

Table B.9: Number of source code lines per subsystem and language for Satellite C.
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Appendix C

Chapter 4

C.1 Attack Visualization

C.1.1 Example Attack Visualizations

In order to conceptualize the attacks, in this section, we provide a set of visualizations of the

impact of the attacks. Figure C.1 shows a visualization of the simulation under a manipulated

data attack, as well as the honest scenario, without any defenses. The attack clearly causes

the satellite to tumble uncontrollably, whereas with an honest star tracker, the satellite can

always orient itself properly relative to Earth.

Additionally, in Figure C.2, we show the difference between the current and target

quaternion values over time. In particular, Figure C.2g and Figure C.2h show an example of

the manipulated data attack when the satellite uses multiple star trackers or only one star

tracker, respectively. However, in either case, the quaternions never converge to the goal

orientation.

In the case of a burst size of 3 with no defenses in place, interesting behavior is visible

through time series plots. Figure C.2b and Figure C.2e show the difference across time

between the current quaternion (orientation) values for the satellite and the target quaternion

values, which can be seen as an error metric simpler than the one we describe above.

With redundancy, there is slight performance degradation, as convergence happens longer

compared to nominal timing conditions. When there is no redundancy, the satellite achieves

“marginal stability”, meaning it is not completely unstable or completely stable. This could

still cause negative effects, such as requiring the reaction wheels to do extra physical work

to attempt to achieve convergence, or failure of the mission entirely due to the inability to
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(a) Malicious star tracker: 0s (b) Malicious star tracker: 3s (c) Malicious star tracker: 6s

(d) Honest star tracker: 0s (e) Honest star tracker: 3s (f) Honest star tracker: 6s

Figure C.1: A malicious star tracker can cause a satellite to tumble using the Data

Manipulation attack (top), whereas, with an honest star tracker, the satellite would maintain

its attitude (bottom).

orient properly.

C.2 Kalman Filter

Below we describe in detail the components in our satellite attitude determination extended

Kalman filter. This Kalman filter will be used to enhance the realism of our simulation

since many complex satellites use them in their guidance, navigation, and control systems

(GNC). The Kalman filter will take as inputs each relevant ADCS sensor that we simulate,

specifically three star trackers and one IMU (a set of three-axis gyroscopes) to the mission,

all of which input into an attitude determination Kalman filter similar to what might exist

on a real mission for a government or commercial satellite. Gyros are commonly used in

addition to attitude sensors [96].
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C.3 What is a Kalman Filter?

A Kalman filter is used to generate an estimate of the true state of a control system by

combining sensor input, a mathematical model of system dynamics, and hardware-specific

parameters.

The main two steps in every Kalman filter are the prediction and update steps. Before

receiving a measurement of the attitude state from star trackers, the prediction step

calculates what its guess as to the next state will be. Then, the update step takes into

account the sensor measurement. The amount to trust the sensor measurement versus the

state estimated in the prediction step is determined by a variable called the Kalman Gain.

This gain amount is calculated dynamically at each timestep, as the Kalman filter is designed

to be able to trust the prediction versus measurements can differently across time.

At each timestep, the Kalman filter keeps track of two state vectors. The first is a vector

of the attitude and angular rate estimate. The second is the error state, i.e., how much we

should trust our estimate.

C.4 Extended Kalman Filters

The most common form of state estimate for satellite attitude sensors is an extended Kalman

filter. In linear systems, the traditional Kalman filter can be used. But because attitude

dynamics are a nonlinear system, the Kalman filter linearizes the physics estimation around

the current timestamp.

More specifically, the most common EKF for satellite attitude determination is the

multiplicative extended Kalman filter (MEKF). This means that unlike additive filters, the

quaternion uses a multiplicative update to update its state.

C.5 EKF Components for ADCS

Below we show how an EKF works for an attitude determination algorithm, using three star

trackers and one IMU (three-axis gyro).
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C.5.1 Prediction step

At each timestamp t, the prediction step predicts what the next state will be before the star

tracker measurements are even considered.

Covariance prediction:

P−
k+1 = ΦP+

k ΦT + C∆t

State prediction:

x−
k+1 = f(q+k , ωk+1)

Below are the variables and equations involved in predicting the covariance and state.

Quaternions are predicted based on a linearized, discretized mathematical model. The gyro

bias state prediction is assumed to be constant, so bias only changes in the correction step

of the Kalman filter.

The State Equation

Attitude is not the only part of the state we’re dynamically estimating. We will use

gyroscopes to help with estimating the attitude through their angular rate measurements.

The full state vector xk will be 7x1, where the first four components are the quaternions

(attitude state) and then the last three components are gyro drift-rate bias in the x, y, and

z directions. Note that for our evaluation, we did not include bias estimation for proof-of-

concept tests in ControlPhoenix, but we plan to add this IMU and bias noise back in in

future work. Therefore, the three bias terms here are held to 0’s.
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xk =



q0

q1

q2

q3

bx

by

bz



Attitude State

Attitude state vector. The attitude state qk is a 4 x 1 vector representing 4 attitude

quaternions. This is a subcomponent of the whole 7x1 state equation, which also includes

the 3x1 set of biases, which tracks a bias for each of the three gyros.

Attitude state prediction. In the first step, the quaternion at time k + 1 is predicted by

integrating the angular rate, and adding it to the formerly computed quaternion. Because

there is no close-formed solution to this, an approximation is instead required. This is like

taking a small step in the direction of the derivative of the most recently measured angular

rate.

The time derivative of the quaternion would be d
dt
q−k+1 =

1
2
Ω(ωk+1)q

+
k , where

Ω =


0 −ωx −ωy −ωz

ωx 0 ωz −ωy

ωy −ωz 0 ωx

ωz ωy −ωx 0


After discretizing and linearizing, we get the following matrix for how much the quaternion
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is expected to rotate [11]:

F =


1 −∆

2
ωx −∆

2
ωy −∆

2
ωz

∆
2
ωx 1 ∆

2
ωz −∆

2
ωy

∆
2
ωy −∆

2
ωz 1 ∆

2
ωx

∆
2
ωz

∆
2
ωy −∆

2
ωx 1


The ω components are from the gyroscope readings.

Putting this together, the quaternion state is predicted as:

q−k+1 = Fkq
+
k

Error and Covariance

The Kalman filter keeps tracks of error estimates in the state prediction, which affects the

state that it outputs. The error state is the estimate of the current error in the state, which

is used in the update step to correct the state after the state has been predicted and the

measurement has been received. The covariance matrix represents the level of uncertainty

in the system. The covariance matrix changes over time. It usually grows or changes shape

during prediction, and shrinks during measurement update.

State-error vector. The error state can be represented by a 6 x 1 vector. It represents an

estimate of how far off the filter’s current estimate is from the true state:
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δxk =



δΘx

δΘy

δΘz

δb0

δb1

δb2



Initialization: This state-error vector is only used in the update step, as shown below. It

is re-initialized after each Kalman filter update step back to 0’s.

Error Covariance Matrix. This matrix P 6x6 represents how uncertain the error state is. It

describes uncertainties of each component, as well as how the components are correlated. [96]

P =

σ2
θ,0I3 0

0 σ2
b,0I3


Initialization: Initialization can be a diagonal matrix, where the first three components

are initial attitude-error variances, in rad2. The last three are initial gyro-bias variances,

in (rad/s)2. Because we are assuming there is no information about the state during

initialization, we should initialize the covariance to be very high.

Error State Transition Matrix. A 6x6 matrix describing error transition

Θ =

I3 − [ωk]x∆t −I3∆t

0 I3

, where

[wk]x =


0 −ωz ωy

ωz 0 −ωx

−ωy ωx 0


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Process Noise Matrix. The process noise matrix C 6x6 is uncertainty added to the current

timestep. The diagonal components correspond with gyro white-noise intensity and bias

random walk. The top right and bottom left are cross-correlation between the two. We can

set these to the following:

C =

σ2
gI3 0

0 σ2
bI3


Since this is the prediction step before measurements are received, star tracker noise is

not considered here. It is considered later in the covariance update step in the form of the

measurement noise matrix R.

Error State Covariance Prediction. P−
k+1 = ΦP+

k ΦT + C∆t

where Φ is the error state transition matrix above, and C is the process noise.

C.5.2 Update Step

The update step updates the attitude state, attitude error state, and the error-state

covariance.

Measurement noise covariance R. A discrete Gaussian white noise process based on sensor-

specific capabilities.

Measurement sensitivity matrix H. Represents what state errors impact the difference

between the actual quaternion measurement and the predicted quaternion. This difference
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is directly sensitive to the attitude error and not bias error:

H =


1 0 0 0 0 0

0 1 0 0 0 0

0 0 1 0 0 0



Kalman Gain. The Kalman gain is a variable used to determine how much to trust the

prediction versus the measurement in the update step, and is recomputed at each timestep.

The Kalman gain is calculated as:

Kk = P−
k H⊤

k (HkP
−
k H⊤

k +R)−1

Intuitively, the gain variable (trust amount) goes up with less sensor noise, less process

noise, and lower error covariance.

The dimensions are 6 x 3, because there are 6 components where the attitude is represented

in 3 components and then the gyro bias error is 3 components.

Updating Covariance. Updating covariance relies on the Kalman gain and measurement

sensitivity matrix H:

P+
k+1 = (I −KkHk)P

−
k

Intuitively, the uncertainty in the state estimate decreases directly after a measurement.

Updating Nominal State

Receiving Measurement. The measurement from a star tracker, zk+1 is a 4x1 vector in the

form of quaternions.
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Innovation. The innovation is the difference between the actual quaternion measurement

zqk+1 and the predicted state. First, the difference is calculated on the two 4 x 1 vectors:

δqmeas = zqk+1 ⊗ q−k+1,

where the ⊗ symbol means a special quaternion multiplication.

Then, this 4 x 1 relative quaternion is converted into a 3 x 1 innovation yk+1 to be used in

the MEKF:

yk+1 = 2vec(δqmeas).

The vec function is used to convert the 4 x 1 quaternions to a 3 x 1 attitude representation.

It simply takes the last three components of the quaternion, chopping off q0.

Error-state Correction. The error-state correction amount is the innovation weighted by the

Kalman gain. A higher Kalman gain means it trusts the measurements more, which is why

the correction is higher if the gain is higher.

δx+
k = Kk+1yk+1

Dimensions: 6 x 3 gain times a 3 x 1 innovation is 6 x 1 correction, because this correction

is done for both attitude and gyro bias parameters.

The first 3 parameters of the 6 x 1 error state are attitude. We want to convert this 3

x 1 attitude representation back to quaternions to update the quaternion state:
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δq+k ≈

 1

1
2
δΘ+


δq+k is now a 4x1 vector.

What about the bias error state correction? The bias error state correction is also estimated

with the above equation despite only multiplying the Kalman gain with the quaternion

innovation and not any sort of gyro bias innovation. At a high level, this is because a high

innovation (difference between measurement and estimation) is inherently dependent on

the accuracy of the gyro states, and the accuracy of the gyro states are dependent on the

accuracy of the bias estimates. Thus, a higher quaternion innovation implies a higher error

in the gyro bias component.

Final Update Step. Finally, update the nominal quaternion by moving it by the error

correction amount:

q+k+1 = δqk+1 ⊗ q−k+1

The gyro bias update is calculated as:

b+k+1 = b−k+1 + δbk+1

Handling Redundant Sensors. Because there are multiple star trackers, we must decide on a

sensor fusion technique to take all of the star tracker messages into the EKF. Our approach,

in the case where the star trackers are all sending data at very similar times (which is the

case for our non-attack scenarios), is pretty similar to the sequential filtering approach [164].

At every ADCS poll period, it drains all messages from the queue. Within that poll period,

the EKF will do one singular prediction step and then number of updates steps equivalent

to however many star trackers were received in that period. E.g., star tracker 1 message
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is received, which creates a new quaternion estimate after updated, q+1,k+1 based on the

quaternion in the prediction step, q−k+1. Then, q+1,k+1 is input into the next update step,

along with star tracker 2 message received, to output q+2,k+1, and so on. The timestamps for

all star trackers received in the same poll period are treated as equal.
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(a) Honest. δmax=0.1. No

redundancy

(b) Burst size 3. With

redundancy. No LC thresholds.

(c) Burst size 6. With

redundancy. No LC thresholds

(d) Honest. δmax=0.0001. No

redundancy

(e) Burst size 3. No redundancy.

No LC thresholds.

(f) Burst size 6. No redundancy.

No LC thresholds.

(g) Data Manipulation.

δmax=0.1. Redundancy

(h) Data Manipulation.

δmax=0.1. No redundancy.

Figure C.2: Time versus attitude error of different cases of attacks. The four lines are the

four quaternion values making up the satellite’s orientation. The attitude error for each

quaternion is the current quaternion value subtracted by the target quaternion value. The

red dotted vertical line marks when the attack starts. If the quaternion lines end before the

x-axis limit, this means that it passed at that point and exited the test.
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