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Advanced Persistent Threats (APTs) are stealthy and long-term attacks on cyber systems that
threaten the security and privacy of sensitive information. The interactions of APTs with a victim
system introduce information flows which are recorded in system logs. Dynamic Information
Flow Tracking (DIFT) is a promising mechanism that examines the usage of information flows
for detecting APTs. DIFT taints (tags) information flows originating at system entities that are
susceptible to an attack, tracks the propagation of tainted flows, and authenticates the tainted flows
at certain system components (traps) according to a pre-defined security policy. The deployment
of DIFT to defend against APTs in cyber systems is limited by heavy resource and performance
overhead. The effectiveness of detecting APTs depends on the False-Negatives (FNs) and False-
Positives (FPs) associated with DIFT’s security analysis. FNs and FPs of DIFT arise due to the
inability of DIFT’s pre-defined security policies to detect stealthy behavior of APTs.

In this dissertation, we use game theory to develop an interaction model between DIFT and
APT. We use this model to study the trade-off between resource efficiency and the effectiveness
of detection. Our game-theoretic framework incorporates several parameters that characterize the
interaction, including costs of performing security analysis, false positives, and false negatives.
We make use of the system log data information and postmortem/offline analysis of the data

and construct an Information Flow Graph (IFG) to capture the victim system’s events during the



execution time. We model and evaluate our game-theoretic frameworks on the IFGs extracted from

a set of real-world attack datasets. We summarize the contributions of this dissertation below.

First, we consider simplified models for DIFT and APT in-order to draw insights on their
interactions. Specifically, we assume DIFT does not incur any false-negatives and false-positives
when performing a security analysis on a tagged information flow. The objective of DIFT is
to identify the best set of system locations for tagging information flows that incur minimum
resource overhead and enable high probability of APT detection via ensuring the tagged flows
reach a set of predefined traps. We consider an APT whose goal is to evade detection and reach
its target(s) in the victim system (single-stage attacks). We formulate a nonzero-sum, imperfect
information game (DIFT-APT game) that models the interactions between the DIFT and APT.
We characterize equilibrium strategies for both the defense and adversary, and design efficient

algorithms for computing the strategies.

Then, we extend the DIFT-APT game model to incorporate multi-stage APT attacks where
adversary sequentially passes through a set of intermediate targets in the system before reaching
its final target. We model the best responses of the DIFT and APT using a shortest path problem
and a submodular optimization problem, respectively. For a special case of the problem where
the attack is a single-stage attack, we show a Nash equilibrium can be computed using a min-cut
problem. We provide a polynomial-time algorithm to compute a correlated equilibrium for the
multi-stage attack case. An equilibrium policy of DIFT identifies the best set of tag sources, trap
locations, and pre-defined security rules that incur minimum resource cost while enabling high

detection probability of an APT.

Next, we model the detection of multiple APTs using resource constrained DIFT. Given the
attackers’ strategies, we prove that finding an optimal defense strategy is equivalent to maximizing
an increasing DR-submodular function. Given a defense strategy and strategies of other attackers,

we show that finding an optimal attacker strategy is equivalent to solving a shortest path problem.

Then, we incorporate the false-negatives and false-positives associated with DIFT’s security



analysis by modeling the strategic interactions between DIFT and APT as a stochastic game.
We prove that the best response of the APT is a maximal reachability probability problem. We
formulate the best response of the defense as a linear optimization problem. We present a nonlinear
programming based polynomial-time algorithm to find an e-Nash equilibrium (NE) of the discounted
stochastic DIFT-APT game.

Next, we provide a model-free reinforcement learning algorithm to compute an NE of the
discounted stochastic DIFT-APT game when the underlying false negatives and false positives of
the DIFT are unknown. Specifically, we use an actor-critic algorithm that combines value-based
and policy-based methods for faster convergence rates and smaller convergence errors.

Then, we formulate the interactions between DIFT and APT as an average reward stochastic
game to capture the long-term behavior of the APTs. We show the existence of an Average
Reward Nash Equilibrium (ARNE) in DIFT-APT game. We propose a reinforcement learning
algorithm, RL-ARNE, to learn an ARNE of DIFT-APT game and prove the convergence of RL-
ARNE algorithm to an ARNE of an average reward stochastic game.

Finally, we study the problem of Instruction Set Architecture (ISA) identification using partial
binaries to facilitate DIFT in detecting known malicious patterns recorded in the program binaries.
We use two different datasets with binaries from 12 ISAs and 23 ISAs to show that byte-level
(1,2, 3)-gram TF-IDF features yield high accuracy (~ 98%) compared to the existing byte-histogram
and signature-based features (~ 91%). Additionally, we show that character-level (1,2, 3)-gram
TF-IDF features extracted from encoded binaries yield high accuracy with 16x fewer features
compared to the number of byte-level (1,2, 3)-gram TF-IDF features.

For future research, we propose to investigate interpreting a Nash equilibrium of the average-
reward stochastic game between DIFT-APT using graph-theory. Additionally, we provide insights
on integrating signature and anomaly-based detection into our game framework. We believe this

line of research is a promising endeavor to enable resource efficient DIFT for detecting APTs.
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Chapter 1

INTRODUCTION

Advanced Persistent Threats (APTs) are an emerging class of cyber threats that victimize
governments and organizations around the world through cyber espionage and sensitive information
hijacking [62, 137]. Unlike ordinary cyber threats (e.g., malware, Trojans) that execute quick
damaging attacks, APTs employ sophisticated and stealthy attack strategies that enable unauthorized
operation in the victim system over a prolonged period of time [131]. The ultimate objective of
an APT typically aims to sabotage critical infrastructures (e.g., Stuxnet [49]) or exfiltrate sensitive
information (e.g., Operation Aurora, Duqu, Flame, and Red October [24]). APTs follow a multi-
stage approach to achieve the goal of the attack. Each stage of an APT is customized to exploit
a set of vulnerabilities in the victim system to achieve a set of sub-goals (e.g., stealing user
credentials, network reconnaissance) that will eventually lead to the end goal of the attack [140].
The stealthy, sophisticated and strategic nature of APTs makes detecting and mitigating their
impact challenging using conventional security mechanisms such as firewalls, anti-virus software,
and intrusion detection systems that rely heavily on the signatures of malware or anomalies observed

in the benign behavior of the system.

Although APTs operate in a stealthy manner without inducing any suspicious abrupt changes,
the interactions of APTs with the victim system introduce information flows. Information flows
consist of data and control commands that dictate how data is propagated between different system
entities (e.g., instances of a computer program, files, network sockets) [41,97]. Dynamic Information
Flow Tracking (DIFT) is a mechanism developed to dynamically track the usage of information
flows during program executions [97, 124]. Operation of DIFT is based on three steps. (i) Taint
(tag) all the information flows that originate from the set of system entities susceptible to cyber

threats [97], [124]. (ii) Propagate the tags into the output information flows based on a set of



predefined tag propagation rules which track the mixing of tagged flows with untagged flows at the
different system entities. (iii) Verify the authenticity of the tagged flows by performing a security
analysis at a subset of system entities using a set of pre-specified tag check rules. When a tagged
(suspicious) information flow is verified as malicious through a security check, DIFT makes use of
the tags of the malicious information flow to identify victimized system entities of the attack and
reset or delete them to protect the system. Since information flows capture the footprint of APTs
in the victim system and DIFT allows tracking and inspection of information flows, DIFT has been

recently used as a defense mechanism against APTs [31], [47].

Tagging and tracking information flows in a system using DIFT adds additional resource costs
to the underlying system in terms of memory and storage. In addition, inspecting information flows
demands extra processing power from the system. Since APTs maintain the characteristics of their
malicious information flows (e.g., data rate, spatio-temporal patterns of the control commands)
close to the characteristics of benign information flows [135] to avoid detection, pre-defined security
check rules of DIFT can miss the detection of APTs (false-negatives) or raise false alarms by
identifying benign flows as malicious flows (false-positives). Typically, the number of benign
information flows exceeds the number of malicious information flows in a system by a large
factor. As a consequence, DIFT incurs a tremendous resource and performance overhead to
the underlying system due to frequent security checks and false-positives. The high cost and
performance degradation of DIFT can be worse in large scale systems such as servers used in

data centers [47].

There have been approaches that perform system log data-based postmortem analysis to reduce
the resource and performance cost of DIFT [31, 64]. However, widespread deployment of DIFT
across various cyber systems and platforms is heavily constrained by the added resource and
performance costs that are inherent to DIFT’s implementation and due to false-positives and false-
negatives generated by DIFT [63], [99]. An analytical model of DIFT needs to capture the system
level interactions between DIFT and APTs, and cost of resources and performance overhead due
to security checks. Additionally, false-positives and false-negatives generated by DIFT also need

to be considered while deploying DIFT to detect APTs. At present, however, no such framework



exists.

A key property of APTs is that they operate in the victim system for long periods of time
while achieving their malicious goals (e.g., data ex-filtration) [131], [36]. System logs record the
behavior of the APTs in the system. Record-replay is a widely used offline mechanism used to
detect APTs by postmortem analysis of system log data in batch-processing manner using DIFT
[30, 65, 66,74,75,78]. Our goal is to model the detection of APTs via postmortem analysis of
system log data using DIFT. We provide game-theoretic models that enable the study of trade-
off between resource efficiency and effectiveness of detection of DIFT. Strategic interactions of an
APT to achieve the malicious objective while evading detection depends on the effectiveness of the
DIFT’s defense policy. On the other hand, determining a resource-efficient policy for DIFT that
maximizes the detection probability depends on the nature of APT’s interactions with the system.
Non-cooperative game theory provides a rich set of rules that can model the strategic interactions
between two competing agents (DIFT and APT). We capture the victim system’s events during
the execution time in a form of a graph called Information Flow Graph (IFG) constructed using
the system log data information and postmortem/offline analysis of the data. We model our game-
theoretic framework on the IFG of the system and propose data-driven algorithms to compute

defense policies that maximize APT detection and minimize the resource cost of DIFT.

1.1 Summary of Research Contributions

A DIFT defense taints and tracks suspicious information flows across the network in order to
identify possible attacks, at the cost of additional memory overhead for tracking non-adversarial
information flows. Hence, in our initial modeling framework, we consider a DIFT defender whose
goal is to identify the best set of system locations to tag information flows that incur minimum
resource overhead and enable high probability of APT detection for a set of predefined system
locations (traps) where tagged information flows are inspected for their authenticity. We assume
any tagged adversarial information flow inspected at a trap location leads to perfect detection.
We assume there are no false negatives and false positives associated with the DIFT’s security

analysis at the trap locations. We consider a single-stage APT whose goal is to evade detection



and reach its target(s) in the victim system. We formulate a nonzero-sum, imperfect information
game (DIFT-APT game) that describes the interactions between the DIFT-based defense and APT’s
adversarial information flows. We develop efficient algorithms for computing the equilibrium
strategies for DIFT and APT for the cases where APT has a single target and multiple targets
in the victim system. We evaluate our approaches through a simulation study on a real-world
dataset, ScreenGrab [65]. Chapter 3 presents the details of the game-theoretic model, the proposed

algorithms and the simulation results, which appeared in our paper [116].

We extend the DIFT-APT game model to capture multi-stage APT attacks where adversary
sequentially passes through a set of intermediate targets in the system before reaching its final
target. Additionally, we consider a generalized DIFT-based defender model whose goal is to choose
a set of best tag sources, trap locations, and pre-defined security rules that incur minimum resource
and performance overhead while enabling high detection probability of an APT. We show the best
response of an APT can be obtained as a solution to to a shortest path problem on a directed
graph such that the shortest path corresponds to a path of maximum probability of reaching the
final target. We exploit the submodularity property of the defender’s payoff function to propose a
polynomial time algorithm to find the best response of the defender with 1/2-optimality guarantee.
For the single-stage attacks, we characterize the set of Nash equilibria of the DIFT-APT game
using a min-cut problem. We provide a polynomial-time iterative algorithm to compute a local
correlated equilibrium of the game for the multi-stage attack. We simulate our game model and
algorithm on real-world nation state attack dataset [65]. In Chapter 4 we detail the game framework
and related results, which appeared in our paper [91].

We model simultaneous detection of K attackers in a system using DIFT by incorporating
the different resource costs associated with detecting different types of attackers (e.g., APT vs.
malware). We prove that finding an optimal defense strategy against given attackers’ strategies is
equivalent to maximizing an increasing DR-submodular function subject to a polytope constraint.
Using the equivalence, we provide a polynomial-time algorithm to compute an (1—1/e)-approximate
optimal strategy of the defender that provides the best known bound for submodular optimization.

We show that finding an optimal attacker’s strategy, for given strategies of other attackers and the



defender, is equivalent to solving a shortest path problem. We evaluate our approach on the day
one attack data of the nation state attack [65]. Chapter 5 presents the details of the game theoretic
model and the related results, which appeared in our paper [114].

We model the strategic interactions between DIFT and APT as a two-player nonzero-sum
stochastic game to incorporate the false negatives and false positives associated with DIFT. We
relate the best response of the APTs to a maximum reachability probability problem and formulate
it as a linear program. We formulate the best response of the DIFT as a linear program and
present a polynomial-time algorithm to calculate a deterministic optimal policy of the DIFT. We
formulate discounted version of the game to perform approximate equilibrium analysis and present
a value-iteration algorithm with guaranteed convergence and prove that the algorithm returns an e-
Nash equilibrium for the undiscounted game in polynomial-time. We evaluate our approach using
NetRecon dataset [65]. In Chapter 6 we detail the game framework and the related results, which
appeared in our paper [115].

We present a model-free, actor-critic, reinforcement learning algorithm to compute a Nash
Equilibrium (NE) of the discounted stochastic DIFT-APT game formulated in Chapter 6. The
proposed algorithm enables computing an NE of the game through simulated DIFT and APT on
the system’s IFG when the underlying false negatives and false positives of the DIFT are unknown.
Actor-critic algorithms combine value-based and policy-based methods for faster convergence rates
and smaller convergence errors [53,73,126]. We evaluate our approach using nation state attack
dataset. Chapter 7 presents the details of the actor-critic algorithm and the related results, which
appeared in our paper [113].

We model the interactions between DIFT and APT as an average reward stochastic game to
capture the long-term behavior of APTs. The long-term behavior of APT provides DIFT with
more opportunities to perform security analysis on adversarial information flows at multiple system
locations. Therefore, long-term behavior of APTs can be exploited by the DIFT to increase
the chances of successfully detecting APTs while minimizing the resource cost. We show that
our model of the DIFT-APT game contains an an Average Reward Nash Equilibrium (ARNE).

We take a data-driven approach to learn an ARNE of a nonzero-sum stochastic games called



RL-ARNE, an actor-critic-based reinforcement learning algorithm that learns an ARNE using
Temporal Difference (TD) error minimization. We prove the convergence of RL-ARNE algorithm
to an ARNE of the game using stochastic approximation. We evaluate the performance of our
approach via an experimental analysis on real-world, large-scale attack data corresponding to
ransomware and nation-state attacks implemented by US DARPA red-team during the evaluation
of Refinable Attack INvestigation (RAIN) [65] system log recording system. Chapter 8 presents

the details of the game model, RL-ARNE algorithm, and the related results.

DIFT’s security rules often comprise of identifying control paths, data flows, and data types
required for assessing content of program binary files (malicious/benign). This process requires
knowledge of Instruction Set Architecture (ISA) of the binary file which is recorded in the file
header. However, APTs have been observed to tamper with the meta-data fields in file headers to
remain hidden during the attacks [44, 88]. Modern computer systems consist of large amount of
multi-architecture binary files for initiating virtual machines and connecting to hardware peripherals
such as GPUs, external storage devices, cameras, and printers. Hence, the absence of trustworthy
ISA information in binary file headers thwart the DIFT’s detection capabilities. Therefore, we
study the problem of ISA identification using partial binaries to enhance DIFT’s detection capabilities.
We observe that successive bytes in binaries have co-occurring patterns specific to the ISA. We
propose two N-gram TF-IDF-based binary code feature extraction methods to identify ISA from
partial binaries. We evaluate the performance of our methods using two different datasets with
binaries from 12 ISAs [9] and 23 ISAs [7]. Our experiments show that the proposed methods
yield high accuracy (~ 98%) compared to the existing byte-histogram and signature-based features
(~ 91%). Chapter 9 presents the details of the proposed binary code feature extraction methods

and the related experimental results, which appeared in [112].



1.2 Related Work

1.2.1 Game Theory for Modeling Cyber Security Problems

Game theory has been widely used in the literature to analyze and design security in cyber systems
against different types of adversaries [127], [13]. For instance, the Fliplt game in [132] captures
all the interaction between APTs and the defender when both the players are trying to take control
of a cyber system. In [132], APT and defender both take actions periodically and pay a cost for
each of their action. Lee et al. in [76] introduced a control-theoretic approach to model competing
malwares in the Fliplt game. Game models are available for APT attacks in cloud storage [90]
and cyber systems [109]. The interaction between an APT and a defender that allocates Central
Processing Units (CPUs) over multiple storage devices in a cloud storage system is formulated as a
Colonel Blotto (zero-sum) game in [90]. Another zero-sum game model is given in [109] to model
the competition between APT and defender in a cyber system.

Often in practice, the resource costs for the defender and the adversary are not the same, hence
the game model is nonzero-sum. In this direction, a nonzero-sum game model is given in [61] to
capture the interplay between the defender, the APT attacker, and the insiders for joint attacks. The
approach in [61] models the incursion stage of the APT attack, while our model in this dissertation
captures the lateral propagation stages of an APT attack. More precisely, we provide a multi-stage
game model that detects APTs by implementing a data-flow-based DIFT detection mechanism

while minimizing resource costs.

1.2.2  Stochastic Games

Stochastic games introduced by Shapley generalize Markov decision processes to model the strategic
interactions between two or more players that occur in a sequence of stages [121]. Dynamic nature
of stochastic games enables the modeling of competitive market scenarios in economics [14],
competition within and between species for resources in evolutionary biology [52], resilience of
cyber-physical systems in engineering [145], and secure networks under adversarial interventions

in computer science [84].



Study of stochastic games is often focused on finding a set of Nash Equilibrium (NE) [94]
policies for the players such that no player is able to increase their respective payoffs by unilaterally
deviating from their NE policies. The payoffs of a stochastic game are usually evaluated under
discounted or limiting average payoff criteria [50, 123]. Discounted payoff criteria, where future
rewards of the players are scaled down by a factor between zero and one, is widely used in
analyzing stochastic games as an NE is guaranteed to exist for any discounted stochastic game
[89]. Limiting average payoff criteria considers the time-average of the rewards received by the
players during the game [123]. The existence of an NE under limiting average payoff criteria for a
general stochastic game is an open problem. When an NE exists, value iteration, policy iteration,
and linear/nonlinear programming based approaches are proposed in the literature to find an NE
[50,106]. These approaches, however, require the knowledge of transition structure and the reward
structure of the game. Also, these solution approaches are only guaranteed to find an exact NE
only in special classes of stochastic games, such as zero-sum stochastic games, where rewards of

the players sum up to zero in all the game states [50].

1.2.3  Multi-Agent Reinforcement Learning Algorithms

Multi-agent reinforcement learning (MARL) algorithms have been proposed in the literature to
obtain NE policies of stochastic games when the transition probabilities of the game and reward
structure of the players are unknown. MARL algorithms can be grouped into three categories based
on the objectives of the players [144]: (1) Cooperative games where players coordinate to achieve
a common goal. (ii) Competitive games where players compete against each other, and for any
set of strategies the sum of the rewards to all players is zero (referred to as zero-sum stochastic
games). (ii1) Mixed games where each player tries to maximize its individual payoff function and
the rewards of the players may not necessarily add up to zero (referred to as nonzero-sum stochastic
games). In this dissertation we focus on mixed MARL algorithms since the interaction between
DIFT and APT forms a nonzero-sum stochastic game (details in Section 7.2). A survey on MARL
algorithms is presented in [144].

The authors of [79, 80] introduced a Q-learning algorithm (Nash-R) to learn an NE of average



reward stochastic games. Nash-R was empirically shown to find an NE of a nonzero-sum game
by ensuring the players always use the same NE value for updating their Q-values. However,
convergence guarantee of Nash-R requires an assumption that the game has a unique NE value.
The DIFT-APT game that we study in this dissertation has nonzero-sum payoff structure due to the
resource costs incurred by DIFT in performing security analysis. In general, nonzero-sum games
have been observed to have multiple NE values [50]. Nash-R also requires solving a matrix game
corresponding to a state of the game at each iteration of the algorithm which is PPAD-complete
[38,45] and incurs a memory complexity that is exponential in number of players for storing the
Q-tables.

Q-learning algorithms proposed in [60, 82] for discounted stochastic games require solving
matrix games and similar conditions as in Nash-R for the convergence. To enhance the scalability
of MARL algorithms for nonzero-sum discounted stochastic games, recent works in [16, 103, 104]
developed actor-critic algorithms. The convergence of the algorithm in [16] was guaranteed for
weakly acyclic games. The algorithms in [103, 104] used minimization of temporal difference
(TD) error i.e., Bellman residual error, and provided guarantees on the convergence to an NE
using stochastic approximation. While our work also uses TD error minimization and stochastic
approximation, our focus is on designing a scalable MARL algorithm for nonzero-sum average
reward stochastic games. Recent work in [86, 101, 118] present efficient MARL algorithms for
learning NE in zero-sum stochastic games. However, these algorithms are not applicable to nonzero-

sum DIFT-APT game that we study in this dissertation.
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1.3 Dissertation Outline

The remainder of this dissertation is organized as follows: Chapter 2 presents the preliminaries
about DIFT, IFG, and APT models considered in this dissertation. Chapter 3 presents DIFT-
APT game model for detecting single-stage cyber attacks. Chapter 4 presents DIFT-APT game
model for detecting multi-stage cyber attacks. Chapter 5 presents DIFT-APT game model for
simultaneously detecting multiple single-stage cyber attacks. Chapter 6 presents stochastic DIFT-
APT game model. Chapter 7 presents a reinforcement learning algorithm for computing a Nash
Equilibrium of discounted stochastic DIFT-APT game. Chapter 8 presents average reward stochastic
DIFT-APT game model and RL-ARNE algorithm for computing average reward Nash equilibrium
policies of stochastic games. Chapter 9 presents natural language processing-based feature extraction
methods for instruction set architecture identification using partial binaries. We conclude this

dissertation and present promising future directions in Chapter 10.
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Chapter 2
PRELIMINARIES

2.1 Dynamic Information Flow Tracking (DIFT)

DIFT is a taint analysis system that dynamically monitor the operation of a system. It consists
of three components: (i) taint sources, (ii) taint propagation rules, and (iii) taint sinks. Taint
(tag) sources are processes and objects in the system that are considered as untrusted sources
of information, i.e., A\. All the information flows originating from a taint source are labeled or
tagged and then its use is dynamically tracked using the taint propagation rules [134]. Taint
propagation rules define how to propagate tags into the output information flows when tagged flows
are used with untagged flows at the system processes and objects. Finally the tagged flows undergo
security analysis at dynamically generated security check points called as faint sinks (traps) when
an unauthorized use is observed. Tag propagation rules and tag check rules at the traps are defined
by systems security experts and often called as the security policy of the DIFT. When a tagged
(suspicious) information flow is verified for its unauthorized use at a trap process, DIFT marks
it as a malicious flow and trace back to its entry point in the system to terminate the victimized

process.
2.2 Information Flow Graph

An information flow graph (IFG) is a directed multigraph that represents the history of a system’s
execution in terms of the spatio-temporal relationships between processes and objects (files and
network endpoints) [64]. Processes and objects are nodes in the graph and the directed edges
describe interactions and information flows between the nodes. Using provenance-enhanced auditing
is heavily desired by large enterprises and government agencies due to its ability to answer two key

questions, how an attack infiltrated their systems and what are the ramifications of the attack.
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Unfortunately, classical auditing systems cannot efficiently answer these questions; this is because
they cannot effectively embed the causal relationships into uniform records, like provenance-
enhanced systems. When causal relationships are embedded into audit logs, security-experts
can run provenance-dependent queries to derive the origin of an attack and the ramifications
of an attack. Identifying the origins of an attack is completed by doing a backward traversal,
which analyzes the ancestral dependencies of the attack. Additionally, forward analysis techniques
traverse through the graph in the forward direction, which effectively determines the ramifications
of the attack [64]. In order to detect APTs we use the IFG obtained from the system log.

Let G = (Vg, Eg) represents the IFG of the system. Vg = {si,...,sny} consists of the
processes (e.g., an instance of a computer program) and objects in the system and Fg C Vg x Vg
represents the information flows (directed) in the system from one node to the other. We model our
game-theoretic framework on the IFG of the system to capture the strategic interactions between

DIFT and APT.

2.3 Advanced Persistent Threats (APTs)

Advanced persistent threats (APTs) are sophisticated attackers, such as groups of experienced
cybercriminals, that establish an illicit, long-term presence in a system in order to mine valuable
information/intelligence. The targets of APTS, which are very specifically chosen, typically include
large enterprises or governmental networks. The attacker spends time and resources to identify the
vulnerabilities that it can exploit to gain access into the system, and to design an attack that will
likely remain undetected for a long period of time. These attacks are stealthy and differ from the
conventional cyber attacks in complexity and their ability to evade the intrusion detection systems
by adopting a nominal system behavior. We can break down a successful APT campaign into the

following key stages:

1. Initial Compromise: During the initial compromise stage, the attacker’s goal is to gain
access to an enterprise’s network. In most cases, the attacker achieves this by exploiting

a vulnerability or a social engineering trick, such as a phishing email.
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2. Foothold Establishment: Once the attacker has completed the initial compromise, it will
establish a persistent presence by opening up a communication channel with their Command

& Control (C&C) server.

3. Privilege Escalation: Next, the attacker will try and escalate its privileges which may be
necessary in order to access sensitive information, such as proprietary source code or customer

information.

4. Internal Reconnaissance: During the reconnaissance phase, the attacker will try to gain
information about the system, such as what nodes are accessible on the system and the

security defenses, such as an IDS, that are being used.

5. Lateral Movement: The attacker will increase its control of the system by moving laterally

to new nodes in the system.

6. Attack Completion: The final goal of the attacker is to deconstruct the attack, hopefully in a
way to minimize his footprint in order to evade detection. For example, attackers may rely

on removing the system’s log.

Let A C Vj be the possible entry points of the adversary and D; C V; be the set of targets,

refereed to ad destinations, of stage j of the attack.
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Chapter 3

DIFT-APT GAMES FOR DETECTING SINGLE-STAGE CYBER
THREATS

3.1 Motivation

The idea behind DIFT is to tag (taint) untrusted information flows and track their propagation at
byte or word-granularity through the system. Use of DIFT across a large-scale system, however,
also involves tainting and tracking a large number of valid information flows, imposing a significant
overhead in memory consumption as additional bits must be allocated to each memory address
for tainting. In [48] it has been shown that tainting all information flows can incur 2-20 times
slowdown for the system. In order to reduce this performance overhead and enable widespread
deployment of DIFT, one possible approach is to only taint a subset of information flows that pass
through specific system processes. The choice of which processes to taint will depend on which
processes are likely to be traversed by adversarial information flows, which will in turn depend on

the interaction between the adversary and the targeted system.

An analytical model of DIFT and its interaction with adversarial information flows would
enable evaluation of the performance cost and effectiveness of flow-tainting strategies, as well
as design of optimal tainting policies to enable resource-efficient DIFT. At present, however, no
such framework exists.

In this chapter we present such an analytical modeling framework for DIFT. Our framework is
based on the following insights. First, the effectiveness of the defense depends on the adversary’s
strategy, while the adversary’s probability of avoiding detection will be determined by the defense
policy. This strategic interaction motivates a game-theoretic approach. Second, the game unfolds
at multiple stages as the attack transitions between different system processes between the source

and destination of the information flow. We therefore formulate a game model that is played
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on a system call graph that describes the feasible transitions between processes. At each stage,
the adversary decides which process to transition to at the next stage, while the defense decides
whether to taint the information flow or not, at the cost of performance overhead due to tainting of

valid flows that pass through the same process. We make the following specific contributions:

* We formulate a game describing the interaction between the DIFT-based defense and an
adversarial information flow. The game describes the goals of both adversary and defense,
as well as the information asymmetry between the players, and is valid for any APT that can

be detected via DIFT.

* In the case where there is a single destination for the attack that is known to both players, we

characterize the equilibrium stationary strategies of both players.

* In the case where there are multiple destinations with different values for the attacker, we
derive an efficient algorithm for computing the equilibrium stationary strategies for both

players.

* We evaluate our approach through simulation study on a real-world dataset describing the
ScreenGrab attack, which was gathered using the Refinable Attack Investigation (RAIN)
system [65]. Our simulation study provides insight into the predicted behaviors of both

adversary and defense under our model, as well as where traps should be located.

We observe that, while we focus on equilibrium strategies in this chapter, sudden changes
in the cyber environment or adversary capabilities may prevent the interaction from reaching an
equilibrium. The information flows, however, will persist over a longer period of time even after

such changes occur, making equilibrium a meaningful concept for this class of games.
3.2 DIFT-APT Game Formulation

The game unfolds in a series of stages ¢t = 1, 2, .. .. The set of game states is defined as follows. Let

S denote the set of nodes in the provenance graph [65]. The state space is given by S = S x {0, 1}.
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The 0 represents the case where the flow has not been tainted, while 1 represents the case where
the flow has been tainted. We write 5, = (s, b;) where s; € S and b; € {0,1}. We let 7 denote a
set of trap locations.

The set of actions are defined as follows. For the DIFT system (i.e. the defender), the set of
actions at a state 5 = (s,0) is given by A,(5) = {0, 1}, i.e., the defender can choose to tag or
not tag the flow at that point. At a state s = (s, 1), the set of actions is A;(3) = () and the state
b; = 1 for all subsequent steps. Once the flow is tagged as a spurious flow, DIFT keeps track of the
tagged flow and this will incur memory and performance overhead for the defender [65]. For the
adversary, the set of actions A,(3) is a subset of S, and represents the next state that is reached by
the flow. For a state s € S, the set of feasible next states is denoted N (s). The adversary can also
end the game by choosing to transition to a null state ), corresponding to dropping the information
flow.

The state transitions are defined as follows. Let s; denote the state at stage ¢, and let a; (), ax(t)
denote the actions of the defender and adversary at the stage ¢, respectively. Then the state at the
stage (¢ + 1) will be given by

(ax(t+1),a1(t+ 1)), 5 = (s,0) for some s
St+1 =

(az(t+1),1), S: = (s,1) for some s

There are N destinations D = {ds,...,dy} for the adversary’s information flow. The game
terminates when one of the following conditions hold: (i) the flow reaches a state (s, 1) € T x {1};
(ii) the flow reaches a state s € Dx{0, 1} (ifd; ¢ T)ors = (d;,0) (if d; € T); or (iii) the adversary
chooses to transition to the null state. Condition (i) represents the case where the adversary reaches
a trap and is caught, condition (i1) represents the case where the adversary reaches its destination,
and condition (iii) represents the case where the adversary drops out of the game. We let 7' denote
a random variable equal to the time when the game terminates.

The player utilities are defined as follows. The defender utility has three components, namely,
a memory cost associated with tagging flows, a cost 8%, < 0 incurred if the adversary successfully

reaches the destination d;, and a benefit ap > 0 for catching the adversary. We assume that the
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cost of tagging flows is independent of the adversary’s strategy, since it is assumed that most flows
are benign, and hence the memory cost is dominated by the cost of tagging valid flows. This cost is
therefore only incurred at the first state when tagging occurs at a time denoted t;,4, and is denoted
Cp(s4,,,); note that the cost can depend on the state when tagging begins. The defender utility is
therefore given by

Up = Cp(84,,,) + Vp(57), (3.1

where

BiDa §T — dzad’b ¢ T

or Sp = (dl,O),dz eT
Vi) =

ap, St e7T x {1}

0, else
\

The adversary utility consists of a benefit 3% > 0 for successfully reaching the destination d;
and a cost a4 < 0 if the adversary is tagged and trapped. We assume without loss of generality that
BY > .-+ > BY. The adversary’s utility function is given by U4 = V4(57), where V4 is defined
analogously to Vp with parameters 3% and a4.

The players also have different information sets. The defender knows the full state 5,, while the
adversary does not know b, i.e., the adversary does not know whether the flow has been tainted or
not.

We observe that the set of possible strategies for the defender and adversary can be very large,
due to the fact that both players can use information obtained from previous game stages (i.e., the
previous state transitions) to determine their action at each stage. To reduce complexity and model
the fact that both tagging and adversarial information flow are lower-level processes with limited

computation capability, we restrict the set of strategies to stationary strategies, defined as follows.
Definition 1. A player strategy is stationary if it depends only on the current state.

A stationary strategy by the defender can be represented by a set of probabilities {p(s) : s € S},
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representing the probability that the defender will tag a particular flow at node s if it has not been
tagged already. A stationary strategy by the adversary can be represented by a set of probabilities
{pa(s,s') : s € S,s € N(s)U{0}}, representing the probability of transitioning from node s
to node s'. We define p = {p(s) : s € S}, pa = {pa(s,s’) : s € S,s € N(s) U{0}}, and let
Up(p,pa) (resp. (Ua(p, pa)) denote the utility to the defender (resp. attacker) arising from the

strategies (p, pa). The solution concept of the game is defined as follows.
Definition 2. Let the best response sets BR(p) and BR(pa) be defined by
BR(p) = argmax{Ua(p,pa)}
BR(pa) = argmax{Up(p,pa)}
A solution (equilibrium) to the game is a pair of stationary strategies p*, p’ such that
P € BR(p*), p" € BR(p)).

For nonzero-sum, imperfect information games, solving for optimal strategies as in Definition
2 is computationally difficult. In what follows, we focus on solving for locally optimal solutions,
in which neither the defender nor the adversary can improve its utility by changing its strategy at

any single state.
3.3 Solution to DIFT-APT Game

In this section, we provide a solution framework for the flow tracking game. We first focus on the
special case where there is only a single destination, and then propose an algorithm for computing

the equilibrium when there are multiple destinations.

3.3.1 Solution to Single-Destination Case

We first consider the case where there is only a single destination, and let d denote the destination
throughout. While we assume that there is a single destination for ease of exposition, this approach

is also valid if there are multiple destinations and all have the same value of 3% = 34. We define
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the additional notation Up(s) (resp. U4(s)) to denote the utility of the defender (resp. adversary)
when the game starts in state (s,0). By definition, for stationary policies p and p4, the utilities

satisfy

Un(s) = p(s)Cp(s) + p(s)r(s)ap + p(s)w(s)Bp
+(1=p(s) Y pals,sUn(s)

s’€N(s)
Ua(s) = p(s)r(s)aa + p(s)w(s)Ba

H1=p(s) Y pals,sHUa(s)

s'eN(s)

where 7(s) denotes the probability that a flow originating at the source s will reach a trap before
reaching its destination, and w(s) is the probability that a flow originating at s will reach its
destination before reaching a trap. We have that r(s) = 1 if s is a trap and 0 if s is a destination.

Otherwise

r(s) = ZpA(s, sHr(s).

Similarly, w(s) = 1 if s is the destination and is 0 if s is a trap. Otherwise
w(s) = ZpA(s, sHw(s).

The functions Up and U4 have boundary conditions given by Up(s) = Vp(s) and Uy(s) =
V4(s) at the terminating states of the game (destination and traps).

The following lemmas allow us to reduce the space of possible strategies further.

Lemma 1. Suppose that there is a path from s to d that does not pass through a trap. Let
(S0,51),(81,52), - (Sm—1,8m), wWith s = s and s,, = d, denote the path. Then the optimal
strategy for the adversary at a state s is to choose a policy with pa(s;,s;+1) = 1. The resulting

utility is U(s) = Pa.

Lemma 1 states that if the adversary can avoid traps altogether, then the adversary will choose

a path that avoids traps and win the game with probability 1. The proof is straightforward.
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Lemma 2. For any equilibrium strategies p* and p%, p*(s) < 1 for all s.

Proof. If p(s) = 1, then the adversary’s utility is given by r(s)as + w(s)Ba. If there is a path
from s to the destination such that the adversary avoids all traps, then r(s) = 0, w(s) = 1, and the
adversary will collect utility 34, while the defender will have utility Cp(s) + Sp. The defender
can then increase its utility by decreasing p, contradicting the assumption that p* is optimal.

On the other hand, suppose that there is no path such that the adversary avoids all traps. Then
the adversary’s utility is 84 < 0, implying that the adversary can improve its utility by choosing the
null state and dropping out of the game. Hence all equilibrium strategies will have pa(s, ) = 1. If
pa(s,0) = 1, however, the defender can improve its utility by reducing p(s), again contradicting

the assumption that p*(s) = 1 is optimal. O

Motivated by Lemma 1, we define S C S to denote the set of states such that the adversary will
have utility 34, i.e., the adversary is guaranteed to reach the destination undetected with probability
1, under all equilibrium policies. Equivalently w(s) = 1 (and hence r(s) = 0) forall s € S. By
definition, S contains d, provided d ¢ T.

By Lemma 1, the set S contains the set of states that are reachable to d in the residual graph
obtained by removing all nodes from 7. We let 68 = {s : N(s) NS # 0}. The following
proposition characterizes the Nash equilibrium stationary strategies at a state s € 6S. As a

preliminary, let ¢(s) =1 — pa(s, 0).

proposition 1. Suppose that s is a state such that Ua(s") = [ for some s" € N(s). Then there is

a unique equilibrium strategy for the defender and adversary given by

B Cp(s) Cp(s)
([3,4:\01,4’ /BDIiaD) ! ﬁDD*DlD < (0’ 1)

(p*(s),q"(s)) = (3.2)
(0,1), else
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Proof. The utility of the adversary is given by

Ua(s) = p(s)r(s)aa + p(s)w(s)Ba
+(1 = p(s)) > pals, s)Ua(s)

= p(s)q(s)aa+ (1= p(s) > pals,s)Ua(s)

We have that Uy (s') < 4 = Ua(s”), and hence the adversary’s optimal strategy is to move to
state s’ with probability ¢(s) and to exit the game with probability (1 — ¢(s)). Furthermore, since
s ¢ S, each path from s to d contains at least one trap, and hence the flow will be detected if the
adversary transitions to state s” and will be undetected if the flow is dropped at s. The adversary’s

utility can then be written as

Ua(s) = p(s)g(s)aa+ (1 —p(s))q(s)Ba (3.3)
= q(s)(p(s)(ova — Ba) + Ba) (3.4)

Similarly, the defender’s utility can be written as

Up(s) = p(s)Cp(s) +p(s)a(s)ap + (1 —p(s))g(s)Bo
= p(s)(Cp(s) + q(s)(ap = Bp)) + ¢(s)Bp-

By Lemma 2, p*(s) < 1 for any equilibrium policy. In order to have p*(s) € (0, 1), we must have
Cp(s) + q(s)(ap — Bp) = 0, and hence ¢*(s) = 2L Since Cp(s) < 0, fp < 0 and ap > 0,

Bp—ap’

this value is positive, although it may exceed 1.

Now, considering the adversary’s utility, we have that ¢*(s) € (0,1) only if p*(s) = 24

T Ba—aa’

Since 4 > 0 and oy < 0, this value is in the interval (0, 1).

Ba—aa’ Bp—ap

Combining these, we have that there is an equilibrium ( Ba_ Cp(s) > if B(;D (i)D < 1. If this
result does not hold, then the optimal strategy of the defender is to set p*(s) = 0, and hence the
equilibrium is (p*(s), ¢*(s)) = (0, 1). O

Proposition 1 suggests the following procedure for computing the set S. For each s € 68,
compute the Nash equilibrium (p*(s), ¢*(s)). If p*(s) = 0, then s € S. The procedure terminates

when no further states can be added to S. A pseudocode description is given as Algorithm 7.
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Theorem 1. The set of equilibria over stationary strategies is equal to the set of possible outputs

of Algorithm 7.

Proof. By Lemma 1, all nodes in S, at Line 3 have adversary utility 84 and p*(s) = 0. Hence, by
induction and Proposition 1, the Nash equilibrium strategy for each s € (531 \ 30) is given by Eq.
(3.2). In particular, each state in S, has adversary utility 54 and p*(s) = 0. All nodes in Sy have
adversary utility 0.

Due to the termination condition of the while loop in Lines 6-16, the set S, forms a cutset
between S \ (S; U S,) and S;. Hence Uy(s) = 0 forall s € S\ (S; US,). At each such state s,
for the adversary, pa(s,s’) = 0 for all s"if p*(s) > 0, and pa(s, ') is arbitrary when p*(s) = 0.

Thus p*(s) = p’ (s, s’) = 0 for all &' is the unique Nash equilibrium at such states. O

3.3.2  Solution with Multiple Destinations

We now consider a generalized game when there are multiple destinations d, . . ., d;;, each with
an associated benefit to the adversary 3, corresponding to d;. The generalized game can be solved
by the procedure shown as Algorithm 2. The approach of the algorithm is to maintain a set S of
states that have their strategies chosen. At each iteration, a state is added to S by finding the state

that provides the maximum utility U, (s) for the local game with utility functions

Ua(s) = aar(s)p(s)+ Z w;(s)B34p(s)
+(1=p(5)) Y pals, s UA(S)
s'eS
Up(s) = p(s)Cn(s) + p(s)apr(s) + D wi(s)Bpp(s)
+(1=p(s) D pals, s)Up(s)
s'eS
where w;(s) is equal to the probability that d; is reached before any trap, and the probabilities ()

and w;(s) are computed by assuming that all states in S follow their equilibrium policies and all

states s € (S\ (SU {s}) have pa(s',0) = 1.
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Algorithm 1 Algorithm for computing equilibrium in single-destination case.
1: procedure EQUILIBRIUM_COMPUTATION(G = (S, E), aa, 54, ap, Bp, T, d)

2: Input: Provenance graph G of states S and edges F/, parameters a4, ap, Ba, Op, set of
traps 7, destination d

3: Output: Sets S;, S, optimal strategies p*(s) : s € S, py(s,-) : s € S

4: S« D \T

5: S1 + set of nodes connected to S; in graph with traps removed
6:  So 0

7: found <+ 1

8: while found == 1 and 68, \ Sy # 0 do

9: found + 0
10: for s € (65, \ Sy) do

11: Solve for equilibrium at s using Proposition 1 to obtain p*(s), p%(s, )
12: if p*(s) == 0 then
13: Sy Sy U {s}, found « 1

14: else

15: Sy Sy U {s}

16: end if
17: end for

18: end while

19: fors €S\ (S, US,) do

20: p*(s) <0
21: p*(s,s') «—0Vs €S
22: end for

23: end procedure
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Algorithm 2 Algorithm for computing equilibrium with multiple destinations.
1: procedure GENERALIZED_COMPUTATION

2 S+ {d}

3 whileS # S do

4: for s € S\ S do

5: Solve local game at s treating .S strategies as given, obtain utility U A(s)
6: end for

7: s* < argmax {Ux(s) : s € S\ S}

8: (p*(s*), p’(s*,-)) < equilibrium strategies of local game

9: S+ Su{s*}

10: end while

11: end procedure

Before proving optimality of Algorithm 2, we let (p*, p%) denote an equilibrium of the multi-
destination game, and define a graph G* with node set S, where there is an edge (s,s’) € G* if

ph(s,s") > 0. We have the following preliminary results on this graph.

Lemma 3. For any stationary equilibrium policy, there exists an equilibrium (p*, p%) such that the

graph G* is directed and acyclic, and for any s and s', (s, s") € G* implies that Ua(s) < Ux(s').

Proof. First, we have that

Ua(s) = > pals.s) |aar(sp(s) + sz )Bap(s) + (1= p(s))Ua(s")

At equilibrium, p4(s, s’) > 0 if and only if s is a maximizer of a47(s")p(s) + >, w;(s") B4yp(s) +
(1 —p(s))Ua(s*). Hence we have

Ua(s) < aar(s')p(s) + sz )Bap(s) + (1= p(s))Ua(s") < Ua(s)

Now, to see that the graph is directed and acyclic, the previous derivation implies that all states in

the cycle must have the same value of U4 at equilibrium.
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From the above equations, we have that
Ua(s) = p(s)(aar(s™) + D wi(s7)By — Ua(s")) + Ua(s").

We have that Ux(s) = Ua(s') if either p(s) = 0 or ar(s*) + >, wi(s*) 8y = Ua(s*). The left-
hand side is equal to the adversary’s utility at s* if the flow has been tagged, while the right-hand
side is equal to the adversary’s utility at s* if the flow has not been tagged. These quantities can
only be equal if the flow avoids the set of traps with probability 1. If this is the case, then a
new equilibrium policy with the same U4 can be constructed by either following a shortest path
to a destination with probability 1 (removing the cycle), or dropping the flows with probability 1
for each state in the cycle. In both cases the cycle is removed and the utility of the adversary is

maintained. [

proposition 2. Algorithm 2 returns a stationary equilibrium of the game if such an equilibrium

exists.

Proof. The proof is by induction. We show that, at each iteration, the strategies at the states in S
are the strategies at an equilibrium. Since the maximum achievable utility is 3}, the result holds at
the first iteration. Let s* denote the state added to S at the k-th iteration. Consider the graph G*
defined above, and suppose that G* is directed and acyclic by Lemma 3.

We observe that there must be a path from s* to a node 5§ € S\ S such that all neighbors of
§are in S. To see this, note that we can pick a sequence of states with sy = s, (8i,8i11) € G*,
and s; ¢ S. Since G* is directed and acyclic, each state can appear at most once in the path, and

k is connected to §, we

hence eventually we reach a state with no neighbors outside S. Since s
must have U4(s*) < Ux(8). On the other hand, s* is the state where U4(s*) is maximized over
all strategies that assign positive probability only to states in S, and hence U4(s*) > Ux(8). We
then have U, (s*) = U4(8), and the utility obtained from using the strategy selected by Algorithm

2 at state s¥ is no less than the utility obtained by following any other equilibrium strategy. Hence,

there is no incentive to deviate from the equilibrium policy developed in Algorithm 2. [
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Figure 3.1: Provenance graph built based on real world log data from the RAIN system, showing the
possible relationships between processes. The node 12 represents the ScreenGrab process, which is set to
be the destination in the simulation. Node 1 and 3 are two possible origin processes, which the adversary

can get access to at the first stage.

3.4 Simulation Study

To show Algorithm 1 is effective in deciding where to start tagging on real world log data, we have
implemented Algorithm 1 based on a provenance graph of processes. The provenance graph is built
from the log data generated by Refinable Attack Investigation System (RAIN) [65]. Specifically,
in the simulation we consider the case where the ScreenGrab process is running in the system,
which means the adversary may try to get access to the ScreenGrab to capture the screenshot of

the victim’s desktop and send to the attacker’s server.

The provenance graph built from real log data is shown in Fig. 3.1. Node 12 represents the
ScreenGrab process which the adversary wants to gain access to. From the log data, we obtain the
fraction of flows that traverse each process in the graph, which we denote Prob(s) (Table 3.1). We

let Cp(s) = c¢Prob(s) for each node, where c is the tagging cost.

We choose a subset of all possible trap settings, because of limited space. We assume the
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Table 3.1 Fraction of flows traversing nodes in provenance graph

Node # 1 2 3 4 5 6
Fraction 0.0308 0.0329 0.0175 0.0771 0.0164 0.0298
Node # 7 8 9 10 11 12
Fraction 0.0144 0.0010 0.0010 0.4121 0.0041 0.3628

security policy places traps on states with higher visiting probability. We consider the following

three cases in the simulation.

Case 1: Parameters for the game are S4 = 10, 5p = —10, a4 = —10, ap = 10 and ¢ = —400.

Results of case 1 are shown in Table 3.2. If the cost of tagging is high, it is not a good choice to

Table 3.2 Results for Case 1.

Trap states Tagged states (probability p) Utility of defender
4,6, 10 5,6,8,9(p=0.5) -69.66
2,4,10 2,8,9(p=0.5) -76.99

2,4,6,10 1,2,5,6,8,9 (p=0.5) -62.40
2,4,5,6 2,5,6(p=0.5) -95.83

start tagging from a frequently used state. For example, considering trap setting (4, 6, 10), since

the probability of state 10 is high, a better way is to start tagging from state 5, 8 or 9 in order to

detect the adversary while minimizing the performance overhead. When traps are placed on node
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Figure 3.2: The output of Algorithm 1, when traps are on (4,6,10) in case 1. Red nodes are the states placed
with traps. The number in a rectangular box is the tagging probability of the adjacent state, and the number

on the line is the transition probability of the adversary.

4, 6 and 10, the transition probability of the adversary and tagging probability of the defender at
equilibrium, are shown in Fig. 3.2. Different trap settings will result in different average utility of
the defender, which is defined as I?l\ Zlﬂl Up(s;). Another observation here is that more traps do
not necessarily mean a higher average utility for the defender, which also depends on where the
traps are placed. For instance, (2,4,6,10) is a good setting for the defender, resulting in the highest
average utility. The setting (2,4,5,6), however, is the worst compared with the other 3 settings, even
with more traps. From another perspective, it shows that our Algorithm can provide a quantitative
way to measure how good the trap setting is, according to the average utility of the defender.

Case 2: Parameters for the game are 54 = 500, fp = —500, ay = —10, ap = 10 and
¢ = —400. Results of case 2 are shown in Table 3.3. In this case, we increase 54 and decrease
Bp, corresponding to a strong benefit to the adversary from reaching the destination. From the
simulation results, the best tagging points are on the trap states, which is different from Case 1.
This is due to the fact that, in Case 2, the tagging cost is not significant, compared with Sp. The
tagging probability is close to 1.

Case 3: Parameters for the game are 54 = 500, fp = —500, ay = —10, ap = 10 and

¢ = —1000000. Results of case 3 are shown in Table 3.4. For this case, the cost of tagging is high,
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Table 3.3 Results for Case 2.

Trap states Tagged states (probability p) Utility of defender
4,6, 10 4,6, 10 (p=0.98) -2203.5
2,4, 10 2, 4,10 (p=0.98) -2704.7
2,4,6,10 2,4,6,10 (p=0.98) -1216.4
2,4,5,6 2,4,5,6 (p=0.98) -3561.3
Table 3.4 Results for case 3.
Trap states Tagged states (probability p) Utility of defender
4,6, 10 Do not tag -5500
2,4, 10 Do not tag -5500
2,4,6, 10 Do not tag -5500
2,4,5,6 Do not tag -5500

so the defender does not tag anything.

To further investigate the impact of game parameters on the average utility of the defender,

we perform more simulations for the same trap settings as in case 1. We let 4 = —/fp and

aa = —ap. The simulation can show how the average utility of the defender changes as a function

of B4, ap or ¢, with all the other parameters fixed. Fig. 4.2(a) shows that the average utility of the

defender is approximately linearly decreasing as /34 increases, which is in line with equation (6).

As illustrated in Fig. 4.2(b), the average utility of the defender is increasing as «p increases, but
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Figure 3.3: (a) Average utility of a defender as a function of reward 54 for an adversary, where the ap and
c are fixed to 10 and -400, respectively. (b) Average utility of the defender as a function of reward ap for
the defender, where the 4 and c are fixed to 10 and -400, respectively. (c) Average utility of the defender

as a function of a tagging cost ¢, where both a4 and 5p are fixed 10.

the increasing rate is slowing down. Moreover, we obtain the upper bound for the average utility
of the defender, which is Sp ]31\ as ap goes to infinity. It should be noted that the sudden changes
of slopes in Fig. 4.2(b) are due to the change of tagging states. Fig. 4.2(c) shows that by increasing
the tagging cost, the average utility of the defender goes down. The extreme case is to set tagging
cost ¢ to be a very large number, then the utility of the defender reaches the lower bound, where

the defender does not tag any flow.
3.5 Summary

APTs are stealthy, multi-stage attacks that are difficult to detect using standard defense mechanisms.
Dynamic Information Flow Tracking (DIFT) has been proposed to detect APTs by tracking suspicious
or unauthorized information flows, which are consistent across different stages of the attack.
This chapter presented an analytical modeling framework for DIFT. We modeled the strategic
interaction between an adversarial information flow and the DIFT-based defense as a multi-stage
game. Each stage represented the attack progression through a particular system process, in which

the attacker must determine which process to transition to at the next stage, while the defender
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must decide whether to taint the traffic or not and incur additional performance overhead from
tainting non-adversarial flows. We characterized the optimal adversary and defender strategies
in two cases. In the first case, there is only a single destination, and we are able to derive a
closed-form expression for the optimal strategies and resulting utilities. In the second case, there
are multiple destinations with different adversary utilities for each destination, and we present an
efficient algorithm for computing the optimal strategies. We demonstrate our model on a real-
world dataset of the ScreenGrab attack obtained using the Refinable Attack Investigation (RAIN)

framework.
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Chapter 4

DIFT-APT GAMES FOR DETECTING MULTI-STAGE CYBER
THREATS

4.1 Motivation

Our objective in this chapter is to develop a resource-efficient analytical model of DIFT to detect
multi-stage APTs by an optimal tagging and trapping procedure. Adversarial interaction makes
game theory a promising framework to characterize the trade-off between detection efficiency and
cost of detection and develop an optimal DIFT defense, which is the contribution of this chapter.
Each stage of the APT attack is a stage in our multi-stage game model and is characterized by a
unique set of critical locations and critical infrastructures of the system, referred to as destinations.

The contributions of this chapter are the following:

e We model the interaction of APTs and DIFT with the system as a two-player multi-stage
nonzero-sum game with imperfect information structure. The adversary strategizes to reach
a destination node and the defender strategizes to detect the APT in a resource-efficient manner.
A solution to this game gives an optimal defense policy for DIFT to maximize the probability

of APT detection while minimizing memory and performance overhead on the system.

e We develop algorithms to compute best responses of the players. The best response of the
adversary is obtained by reducing it to a shortest path problem on a directed graph such that a
shortest path corresponds to a path of maximum probability of reaching the final target. The
best response of the defender, which is a subset of nodes, is approximated by the submodularity

property of its payoff function.

e We analyze a special case of the problem where the attack is a single-stage attack. For this case,

we characterize the set of Nash equilibria of the game. This characterization is obtained by
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proving the equivalence of the dynamic game to a suitably defined bimatrix-game formulation.

e We provide a polynomial-time iterative algorithm to compute a local correlated equilibrium
of the game for the multi-stage attack. Our algorithm provides locally optimal equilibrium
strategies for both players by transforming the two-player game to an (N (M + 2) + |A| + 1)-
player game, where /N denotes the number of processes and objects in the system, M denotes

the number of stages of the APT attack, and |A| denotes the size of the set of security rules.

e We perform experimental analysis of our model on the real-world multi-stage attack data obtained
using Refinable Attack INvestigation (RAIN) framework [64], [67] for a three day nation state

attack.
4.2 DIFT-APT Game Formulation

In this section, we model a two-player multi-stage game between APTs and DIFT. We model the
different stages of the game in such a way that each stage of the APT attack translates to a stage in

the game.

4.2.1 System Model

We denote the adversarial player of the game by P, and the defender player by P,. In the ;'
stage of the attack, the objective of P, is to evade detection and reach a destination node in stage
J, 1.e., D;. P, can also abandon the attack at any stage by dropping out the flow. The objective
of P, is to detect P, before P, reaches a node in D;. In order to detect P,, P, identifies a set
of processes )V := {y1,...,yn} C Vg as the tag sources such that any information flow passing
through a process y; € ) is tagged. P, tracks the traversal of a tagged flow through the system
and generates tag sinks denoted as T := {ty,..., ¢} C Vg using pre-specified security rules.

Let A be the set of security rules. We consider a security policy that is based on the terminal
points of the flow, i.e., entry point of the flow and the location of the flow where analysis is

performed. Therefore, A : Vg x Vg — {0, 1}, where 1 represents that the pair of terminal points
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of the flow violates the security policy of the system and 0 otherwise. Here, |A| < N?, since not
all node pairs in V; have a directed path between them. Hence the number of security rules that
are relevant to a node is at most N. Without loss of generality, we assume that each node in G is
associated with NV security rules. As NNV is large, applying all N security rules at every tag sink may
not be required. The security rules are pre-specified depending on the application running on the
system and is known to the defender. In our game model, DIFT selects a subset of rules at every

tag sink to perform security analysis.

4.2.2 State Space of the Game

Let A C Vj denote the subset of nodes in the IFG that are susceptible (vulnerable) to attacks. In
order to characterize the entry point of the attack by a unique node, we introduce a pseudo-process
so such that s is connected to all the processes in the set \. Let S := Vg U {so}, E\ := {so} X A,
and £ := Fg U E,. Note that, s is the root node of the modified graph and hence transitions are
allowed from sy and no transition is allowed into s.

Now we define the state space of the game. Each decision point in the game is a state of the
state space and is defined by the source of the flow in set A, the stage of the attack, the current
location in the IFG, s;, along with its tag status, trap status, and the status of the /V security rules
applicable at s;. We use sg to denote the process s; at the ;" stage of the attack. Then the state

space of the game is denoted by

S={Vgx{1,...,M}xXx{0,1}**¥U{(s}, 0,...,0)},
{Vg x{ } {0,137} U {(s )}
2+ N times
where S = {5y,...,57} with T = (2C*M) NM|\|) + 1. Here 5, = (s},0,...,0) is the state in S
corresponding to the pseudo-node sy. The remaining states are given by 5, = (sf A kL kﬁzJFN))

forr =2,...,T,where s; € Vg, j € {1,..., M}, \, € {1,...,|\},and k},... k2N € {0,1}.

b

Here, k! = 1 if the flow at s; is tagged and k! = 0 otherwise. Similarly, k2 = 1 if s, is a tag sink
and k? = 0 otherwise, and k2, ..., k™ denotes the selection of security rules (bit 1 denotes that

arule is selected and bit 0 otherwise).
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Let NV (s;) denotes the set of out-neighbors of a node s; € Vg defined as N (s;) := {sy :

(si,s#) € £} U{¢}. Here ¢ corresponds to adversary dropping the flow. Consider two states
5 = (s, A, kL., k,(~2+N)), 5. = (sg,/, PR k£,2+N)) in S. Then 5, is an out-neighbor
of 5, in the state space graph if one of the following cases hold: 1) 5 = j" and sy € N(s;),
and2) j’ = j+1lands; = sy € D;. Case 1) corresponds to transition in the same stage to an out-
neighbor node or dropping out of the game and case 2) corresponds to transition at a destination
from one stage to the next stage. Note that, in case 2) (i.e., 5’ = j + 1l and s; = sy € D).

Tagging so means tagging all sensitive flows which is not desirable on account of the performance

overhead. Therefore, s is neither a tag source nor a tag sink and it is always in stage 1 with origin

at s itself as denoted by state 5;. We give the following definition for an adversarial flow in the

state space S originating at the state (s}, 0, ..., 0).

Definition 4.2.1. An information flow in S that originates at state (s},0,...,0) and terminates at
state (SZ A, kLo k2T s said to satisfy the stage-constraint if the flow passes through some
destinations in Dy, Dy, ..., D,_; in order.

Definition 4.2.1 holds in those applications in which the attacker must compromise the internal
processes in a specific order in order to achieve the desired goal, e.g., accessing log-in ID, followed

by password to access a bank account.

4.2.3 Actions of the Players

The players P, and P, have finite action sets over the state space S denoted by sets A, and A,
respectively. The action set of P, is the set of all possible paths the attacker can traverse in an
attack. Let © denote the set of all possible paths' in the graph S = (Vs, Eg) that originate at node
sy. Here Vg := {Vgx{1,..., M}}U{s}, ¢} and E¢ consists of: i) { (s}, s) : s; € A}, ii) {(s],5)) :
(si,80) € Eg},iii) {(s],s1") 1 s, € D;}, and iv) {(s,¢) : s; € Vg,j € {1,...,M}}. Then

the action set of P, is , i.e., A, = Q. Lets, = (sg, A kLo k,€2+N)) be a state such that

s; € D;. At this state, A, = ) and the next state of 5, is given by (s/™", A\, k!, ..., k:ﬁQJFN)). This

'A path is a finite sequence of edges that join a sequence of vertices of a graph, without repetitions.
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construction of S captures the transitions of the attacker from stage j to stage j + 1. Note that, P,
can also end the game by dropping the information flow at any point in time, i.e. when the end state
of a path is a null state ¢. For a state (sg, Ay kLo k‘,(n2+N)) in S, \, is decided by the process in A
to which the adversary transitions from s, i.e., the transition from (s, 0, ..., 0) in the state space.
Further, )\, for a particular adversarial flow remains fixed for all states in S that the flow traverses.
As the tag propagation rules are pre-specified by the user, the action set of P, includes selection
of tag status of a flow, tag sinks, and security check rules. Hence the action set of the defender
at s/ is a binary tuple, (k!,... k*™™), and A, = {0, 1}¥M2+N) While the objective of P, is
to exploit the vulnerable processes A of the system to successfully launch an attack, the objective
of P, is to select an optimal set of tagged nodes, say )* C ), and an optimal set of tag sinks,

say 7* C 7T, and a set of security rules such that any spurious information flow in the system is

detected at some tag sink before reaching destination.

4.2.4  Information of the Game

Both adversary and the defender know the graph G. At any state S, in the game, the defender has
the information about the tag source status of s,., the tag sink status of 5,, and the set of security
rules chosen at s5,. However, the adversary is unaware of the tag source status, the tag sink status,
and the security rules chosen at that state. On the other hand, while the adversary knows the
stage of the attack, the defender does not know the stage of the attack and hence the unique set of
destinations targeted by P, in that particular stage. Thus, the players P, and P, have asymmetric

knowledge resulting in an imperfect information game.

4.2.5 Strategies of the Players

A strategy is a rule that the player uses to select actions at every step of the game. We consider
mixed strategies and hence there are probability distributions over the action sets A, and A,,. The
defender’s strategy, p,, consists of selecting the tag status, trap status, and security rules for flows

passing through each state. The defender strategy at a state corresponding to process S;, pp(S;), iS
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a tuple of length 2+ N, (pL(s;), ..., p%3 " (s;)). Here, pl (s;) denotes the probability that the flow
passing through s; is tagged, p? (s;) the probability that s; is a tag sink, and (p> (s;), ..., p% " (s:))
the probability of selecting each rule in A corresponding to s;. The pseudo-process sy has pﬁ; (s0) =
0 for ¢ € {1,...,2 + N}. Note that the defender strategy does not depend on the stage, as the
defender is unaware of the stage of the attack. The adversary on the other hand knows the stage of
the attack and hence the strategy of P,, i.e., the probability distribution on 2, p,, : Q — [0, 1]44l,
depends on the attack stage.

Taken together, the strategies of P, and P,, are given by the vectors

Po = {(Pp(si), .-, p5 " (si)) : s; € S}

and
Pa = {pA(W) NS 9}7

respectively. Note that, p, is a vector whose length equals the number of paths in €2, while p,, is

a vector of length |S| with each entry of length (2 + V). Notice that p, is defined in such a way

that a flow that originate at (s§,0, . .. ,0) in the state space S reaches a state (s7, A, k!, ... k2*N),
for some A, € {1,...,|\|} and for some k!, ... k2™ € {0, 1}, after passing through some
destinations of stages 1, ..., 7 — 1. By this definition of state space and strategies of the game, all

information flows in S satisfy the stage-constraints, given in Definition 4.2.1, and can affect the

performance of the system and even result in system breakdown, if malicious.

4.2.6  Payoffs to the Players

Now we define the payoffs of players P, and P, denoted by U, and U, respectively. The payoffs
for players include penalties and rewards at every stage of the attack. U, consists of: (1) reward
Bi > 0 for adversary successfully reaching a destination in the j*® stage satisfying the stage-
constraints, and (ii) cost a* < 0 if the adversary is detected by the defender. Similarly, U}, consists
of: (a) memory cost Cp(s;) < 0 for tagging node s; € Vg, (b) memory cost Wy(s;) < 0 for
setting tag sink at node s; € Vg, (c) cost ~y,;, fori € {1,..., N}, for selecting the i*" security check

rule at a tag sink, (d) cost 57 < 0 if the adversary reaches a destination in the J* stage satisfying
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the stage-constraint, and (e) reward a” > 0 for detecting the adversary. We assume that the cost
of tagging a node and the cost of setting tag sink at a node, C,(s;) and W, (s;), respectively, are
independent of the attack stage. However, C,(s;) and W (s;) depends on the average traffic at
process s; and hence Cp,(s;) := ¢1 B(s;) and Wy (s;) := c2 B(s;). Here, ¢; € R_ is a fixed tagging
cost and ¢, € R_ is a fixed cost for setting tag sink, where R_ is the set of negative real numbers,
and B(s;) denotes the average traffic at node s;. At a state 5, = (s7, A\, kL, ..., k7(~2+N)), the costs

Cp(s;) and Wy, (s;) are incurred if the corresponding bit denoting the tag status and trap status, i.e.,

kL k2, respectively, are 1.

Recall that, the origin of any adversarial information flow in the state space S is (s}, 0, ..., 0).
For a flow originating at state (s}, 0, ...,0) in S, let pr(j) denotes the probability that the flow will
get detected at stage j and pg(j) denotes the probability that the flow will reach some destination
in set D;. The values of pr(j) and pr(j) depend on the tag status, the tag sink status, and the set

of security rules selected. For a given strategy, (pp, P4), the payoffs U, and U, are given by,

Un(Porpa) = 3 (Phs)Colsi) + P (s) Wals) +

5;€Vg
M
Zp“g %) + 3 (prii)a” +peli)y), @
M -
Usporps) = 3 (prli)a” +prli)a}). (42)
7j=1

Note that, if the adversarial flow is detected in stage j, then py(j') = 0 for j/ > j and j' €
{1,..., M}.

Assumption 4.2.2. If the game parameters, o”, a*, 57, *,Cp, Wp, are such that the cost of tagging
a flow and performing security analysis across a path is high enough that there could be paths that
may not be worth the tagging cost, then the adversary always achieves its goal irrespective of
the defender’s actions. To avoid this trivial case, we assume that the game parameters satisfy the

condition that at equilibrium there exists a defender strategy with nonzero probability of detection.
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4.2.7 Preliminary Analysis of the Model

In this subsection, we perform an initial analysis of our model. A multi-stage attack consisting of

M stages belongs to one of the following M + 2 scenarios.

1) The adversary drops out of the game before reaching some destination in D;.

2) The adversary reaches some destination in each of Dy, ..., D; and then drops out of the game,

forj=1,...,M — 1 (M — 1 possibilities).
3) The adversary reaches some destination in each of Dy, ..., Dy,.

4) The defender detects the adversary at some stage.

The payoff of the game is different for each of the cases listed above. In scenario 1), P, and P,
incur zero payoff. In scenario 2), P, earns rewards for reaching stages 1, ..., j, respectively, P,
incurs the penalty for not detecting the adversary at stages 1, ..., 7, respectively, and the game
terminates. In scenario 3), P, earns rewards for reaching destinations in all stages and wins the
game and P, incurs a total penalty for not detecting the adversary at all the stages. In scenario 4),
P, incurs the penalty for getting detected and P, earns the reward for detecting the adversary and
wins the game.

For calculating the payoffs of P, and P, at a decision point in the game (i.e., at a state
in S), for given player strategies (pp,p.), we define payoffs at a state Lg*p S - R

D,PA)

and prD pa) S — R for the adversary and defender, respectively, at every state in the state

space S. Let the current state of the game be (s/, A, kL, ... k2™, where A, € {1,...,|)\|}

s s
and k!,... k2™ € {0,1}, and q(sg/) denote the probability that the next state of the game is
¢. Further, consider the set of paths, €2; C (2, that originate at 3[1), reaches a destination node
in D;, and then drops out before reaching a destination in D;,,, without getting detected by
the defender. Let PRJ(SZ/, A, kL ... k?TN) denote the probability that the adversary reaches

some node in D, and drops outs before reaching D;,, provided the current state of the game

PERRAL S

is (s7, A, kL. k2N, Also let Pr(s? kY, ... k2™N) denote the probability that information
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flow is detected by the defender when the current state is (sZ /, A, kX, oo k2TN). To characterize
the payoffs of the players at a state in S, we now introduce a few notations. For notational brevity,

let us denote k', ..., k**N by k,, forr = 1,..., N. For state (sg/,)\r,/%r) andt € {1,..., M},

3. = g K 1— g (1=k2) P t Nk
Qu(si )= palw)| IT (P5(s0) P (s0) R (505 Ars K ),
wEQJ g=1
s0EN (54)
kje{0,1}
g€{1,...,.24+N}

weQ; g=1
seEN (s4)
k7e{0,1}
ge{1,...24+N}

Then,

0, kL= =2V =1

r

(J(S'g/) + Qj’+1(85/), s;€Dj, j'=3

. _ 07 Siepj’7j,:j+1
PRj(Sg ;>\r7kr) =
0, j>i+1
Qi (s]), J'<

1, k},:...:]{;yN:l
PT(S{ 7)‘7‘7 ]_gr) = 0, j/ = M, s; € Dy
Q. (s? N, otherwise.

Using the definitions of Pg () and Pr(+) at a state in S, the payoffs of P, and P, at a state

(s] W kL ... k*N) are given by Egs. (4.3) and (4.4), respectively.
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spE€VG
N B - J -
ST A B 2)+ D0 (Pl A E(Y B2) + Pr(sl v o), (43)
g=1 j=1 v=1
M J
L?PD,PA)(Sg s Ars kr) :Z <pR,j (Si s Ary kr)(z ng) + PT(Sg s A, kr)aA> . 4.4)
j=1 v=1

In Egs. (4.3) and (4.4), p};vb(sg/, A, k) denotes the probability that flow passing through s;, €
Vg is tagged if the current state is (7 " A\, k) and pzﬂb(sg ", A\, k) denotes the probability that node
sy € Vg is a tag sink in a flow whose current state is (57, \,, k. ). Similarly, pE (s " A, k) denotes
the probability that the r'" security rule is selected for inspecting authenticity of a flow whose
current state is (sgl, A, k). Egs. (4.3) and (4.4) give a system of 22+N) N M || +1 linear equations
(b), L} (b) denote the

each for the payoff functions L7 ) and L where L7 (Papa)

(Pp:PA (pp,pA)’ (pp,pA)

payoffs at the b state in S. Lemma 4.2.3 relates payoffs of the game U, (pp, p.), Us(Pp, P4)

with payoffs at a state L L

(Pp.pa)’ ) respectively. We use Lemma 4.2.3 to compute a local

A
(pa,pa

correlated equilibrium of the game in Section 4.3.3 (Algorithm 4, Step 15).
Lemma 4.2.3. Consider the defender and adversary strategies p,, and p,, respectively. Then, the

following hold: (i) U,(pp, pa) = L} )(sé,O,...,O),and(ii) Up(Pp,Pa) = L7 )(3(1),0,...70).

(PD,PA (PD:PA

Proof. (i): By definition we get, L}, 1 (s5,0,...,0) = 3 (PRJ(S(%,O,...,O)( I BN+
Pr(s},0,. .. ,0)0/‘). Here,

M J M
> Priy(s5,0,.-,000> B = B> Prij(s0,0,...,0)+
j=1 v=1 j=1
M
B3 Y Prj(s,0,...,0) + ...+ B Prau(s4,0,...,0), (4.5)
7j=2

Where, ij‘ilpmj(sé, 0,...,0) is the total probability that a flow originating at (s}, 0,...,0)

reach some destination in D;. Similarly, Zj\iQ pr;(s5,0,...,0) is the total probability that a
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flow originating at (sg, 0, ..., 0) reach some destination in Ds. Thus
M
Thus,» P (54,0, ...,0) = pp(1). Similarly,
j=1

M
> Prjs0,0,...,0) = pr(2)...., Pra(s,0,...,0) = pp(M). (4.6)
j=2

From Egs. (4.5) and (4.6), we get

M

> (Prslsh 0. 02 8) = Y- pali)5)- (47

Jj=1

Since Pr(s$,0,...,0) = >3 pr(j),
M
Pr(s,0,...,00a" = > "pr(j)a’. (4.8)
j=1

From Egs. (4.7) and (4.8), we get L{,, - 1(55,0,...,0) = Zj\il (pR(j)ﬁfﬂ?T(j)aA) = U.(Pp,Pa)-
(ii): Notice that p}pﬂ-(sé, 0,...,0) is the probability that the process s; is a tag source in a flow

originating at (s, 0, . .., 0). Thus py;(s4,0,...,0) = p},(s;). Similarly, we get p3;(s4,0,...,0) =
p?(s;) and p3? (s}, 0,...,0) = p5(s;), for g = 1,..., N. This along with Egs. (4.7) and (4.8)
implies that Ly, (5, 0,...,0) =30 -y <p})(si)CD(si)+p]23(si)WD(si)—|—Z;V:1 p2D+g(Si)%> -
Zjle <pR(j)6f -+ pT(j)aD> = Up(pp, pa). This completes the proof of (i) and (ii). ]

4.3 Solution to DIFT-APT Game

This section presents an overview of the notions of equilibrium considered in this work. We first

describe the concept of a player’s best response to a given mixed policy of an opponent.

Definition 43.1. Let p, : Q — [0,1]/”l denote an adversary strategy (probability of selecting
paths) and p, : S — [0, 1]®+MISI denote a defender strategy (probabilities of tagging, tag sink
selection, and security rule selection at every node in the graph). The set of best responses of the

defender given by

BR(p.) = argmax {U”(pp,pa) : Pp € [0, 1]V},
PD
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Similarly, the best responses of the adversary are given by
BR(pp) = arg max {UA(pp,Pa) : P4 € [0,1].
A

Intuitively, the best responses of the defender are the set of tagging strategies, the set of tag
sink selection strategies, and the set of security rule selection strategies that jointly maximize the
defender’s payoff for a given adversary strategy. At the same time, the best responses of the
adversary are the sets of probabilities of paths that maximize the adversary’s payoft for a given
defender (tagging, tag sink selection, and security rule selection) strategy. A mixed policy profile
is a Nash equilibrium (NE) if the mixed policy of each player is a best response to the fixed mixed

policy of the rest of the players. Formal definition of Nash equilibrium is as follows:

Definition 4.3.2. A pair of mixed policies (py, p,) is a Nash equilibrium if

pr € BR(p4) and p, € BR(pp).

A Nash equilibrium (NE) captures the notion of a stable solution as it occurs when neither
player can improve its payoff by unilaterally changing its strategy. A pure strategy NE for the
APT vs. DIFT game corresponds to the adversary deterministically choosing a path from the entry
point to a destination node. However, in that case the defender can always improve the payoff by
performing security analysis at only one node in that path with probability 1. Hence there exists no
pure strategy NE for the game. Nash’s result in [95] that proved the existence of an NE for a finite
game with mixed strategy guarantees the existence of NE for the game we consider in this chapter.
While there exists an NE for games with rational, noncooperative players, it is PPAD-complete to
compute it in general [39], especially for nonzero-sum dynamic games of the type considered in
this chapter. Also note that, for the game considered in this chapter, the payoff functions for the
players are nonlinear in the probabilities. A weaker solution concept which is a relaxation of the

Nash equilibrium is the correlated equilibrium defined as follows.

Definition 4.3.3. Let P denote a joint probability distribution over the set of defender and adversary

strategies. Then P is a correlated equilibrium if for all strategies p4, p’, and p,, p,, conditioned
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on that the strategy drawn from P is (pp, p.),

UD(I)D?pA) 2 UD(p/D,pA>

UA<pD7 pA) > UA(pD7 pi‘)

We next consider a simpler version of the correlated equilibrium that models the local policies

at each process.

Definition 4.3.4. Let P denote a joint probability distribution over the set of defender and adversary
actions. The distribution P is a local correlated equilibrium if for all states s; € S, j € {1,..., M},
and strategies p,(s;) and p,(w), conditioned on that the strategy drawn from P is (pp, pa), we

have

UD(pD7 pA) Z UD(pi:npA)

UA(pm pA) > UA(pm piq)

where p’, denotes a strategy with p'7 (s;) = p%(s;), for some z € {1,...,2 + N}, pY(s;) =
Syt

ph(s;) fory € {1,...,24+ N},y # x, and p,(sy) = pp(si) fori # 7', and p/, denotes a strategy

with p/,(w) = pa(w) and p’, (W) = pA(w') for w # W'.

4.3.1 Best Response of the Players

In this section, we calculate the best responses of players, P, and Pp,.

Best Response for the Adversary

The best response of the adversary to a given defender strategy is described here. Firstly, we

present the following preliminary lemma.

Lemma 4.3.5. Consider a defender policy p,. For each destination di € Dj, let 1 ; denote the
b
set of paths in S that originate at sj and terminate at some state that corresponds to node d{;. For

any path w, let p(w) denote the probability that a flow reaches the destination without getting
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*

d
Let w* € arg max {p(wdi) ; d{; € D,,j=1,...,M}. Finally, define the policy p’, by

detected by the defender. Finally, for every d’, choose a path w*, € argmax {p(w) : w € Q di}'

1, (s),s7) €w

’

pZ(Sg’ Sg’) -

0, else
Then, w* € BR(pp).

Proof. Let p, be any adversary policy, and let {2 denote the set of all possible paths in S that are
chosen by the adversary with nonzero probability such that the termination of the path is at some
destination in D = Ujl‘ile. The payoff of the adversary can be written as

UMpoipa) = Y (@) (p(w)Bil) + (1= p(w))a’)

wel
M
= > > D mw@)p@)s) + (1 pw))a,
J=L djeD,; w9y
where j(w) is equal to the stage where the path terminates and 7(w) is the probability that the path
is chosen under this policy. The payoff U*(py, p4) is bounded above by the path that maximizes
p(w)(B; — a*), which is exactly the path w*. O

Using Lemma 4.3.5, we present the following approach to select a best response to the adversary
for a given defender policy. For each destination in sz\/il D;, we first choose a path w to that
destination such that the probability of reaching that destination, p(w), is maximized while traversing
destinations of all intermediate stages. From those paths, we then select a path that maximizes
p(w)(B] — a?).

Proposition 4.3.6. The path w* returned by a shortest path algorithm on the state space graph
with edge weights of each incoming edge to states that correspond to node s; equal to — log <1 —

pL(s:))p%(s:) Hfiév pg(si)) is a best response to the defender strategy p,,.

Proof. Consider a path w € §, i.e., a path that originates at sj and terminates at some state that
b

correspond to node dg. Let the first node that belongs to the vulnerable set A, through which w
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traverses be denoted by \,,. For all nodes of G that lie in w, i.e., s; € w, let A“(s;) denote the set
of indices of the security rules in A that are based on s; and A,,.

By Lemma 4.3.5, it suffices to show that a shortest path in the state space with a suitably
defined weight function will return a path in S with the maximum probability of reaching some
state in S corresponding to node di of G without getting detected by the adversary. For any path
w e e the probability that the flow reaches di without getting detected by the adversary is equal
t0 TT,.e., (1= Ph(s0)P3 (50 T2 wi(s1) ).

2+N

1 2 r
arggxel%z 11 <1 - pD(S’i>pD(8i) ,1;[3 PD(&'))

2+N

= arg max > log (1 — P} (5:)P5(s1) H P (si )

dy  si€w

24N

R ST |

b S, Ew
The problem of finding best response to the adversary is equivalent to finding the shortest path

from s} to di in a graph where the edge weights, which are non-negative as

24N
(1 - pD H pD ) 7

are equal to — log (1 — pL(si)p>(s:) HEJF:]))V pD(sZ)> for each edge incoming to s , for j/ €

{1,..., M}. O

Best Response for the Defender

We now present an approach for approximating the best response of the defender. In this approach,

the set of possible responses at s; € V; is discretized. Define

Ve

{si7:s,€Vg,2,=1,..., 2.}
for integers Z, > 0, wherer = 1,...,24+ N.Forany V! C V,,r =1,...,2+ N, define

po(s; V) = —]{sz“ =1,....Z, NV, (4.9)
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and define p,(V/) to be the resulting vector of probabilities for tag selection, p, (V) to be the
resulting vector of probabilities for tag sink selection, and p,,(V3), . .., pr(V5, ) to be the resulting
vectors of probabilities for security rule selection. Then p, (V') = {p,(V/)}2*¥ is the resulting

vector of defender strategy, where V' = {V/,...,Vj, y}. For a given adversary strategy, say p.,
let f(V') =U"(pp(V'),Pa)-

Proposition 4.3.7. The function f(V’) is submodular as a function of V’, that is, for any V!, V"
with V/ C V" and any s;” ¢ V", forr € {1,...,2+ N},

) - sz (o)

r=1

f({vueny)

) _ f(v//)
r=1
Proof. Consider U”(pp, p.) as defined in Eq. (6.2). The first and second terms of U”(pp, p.4)

are equal to

D .
Z CTM‘{S? L2 = 1,...,Z1}ﬂV1/] and
1

s5;€Vg
WD S; P
Z Z( )‘{SiQ:ZQIL"'?ZQ}m‘/Q/L
s5;€Vg 2

respectively, both of which are modular as a function of V. The third term of U”(p,, p4) equals

N
S 3 s = L Za (Vi
2+4r

s;€Vg r=1
which is also modular as a function of V’. Let (2 denote the set of all possible paths in the state

space that are chosen by the adversary with nonzero probability such that the termination of the

path is at some destination in D = U;Vilpj. The last term can be written as

> rw) D (pr(iw)a” + prliiw)By),

where pr(j;w) (resp. pr(j;w)) denotes the probability that the adversarial flow is detected by the
defender at the j*" stage (resp. reaches some destination in stage j) when the sample path is w and
the defender strategy is p, (V") (the V' is omitted from the notation for simplicity). m(w) denotes

the probability of selecting the path w. Let g(w; V") denote the probability with which adversary
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evades detection along path w when the defender’s strategy is p, (V). Since the last destination
that is reached before dropping out is determined by the choice of path (denote this destination
j(w)), we have

M
> (pr(jiw)a+pr(j;w)87) = g(w; V)a +(1—g(w; V1)) Bh.,)

j=1
= g(w; V') (a” = Bji)) + Bjlw)-
Since a” — B, = 0 and B, is independent of p,,(V”), it suffices to show that g(w;V”) is
submodular as a function of V'. Let V! C V" with V! C V" and s;" ¢ V,”, forany r € {1,...,2+
N}. We can write g(w; V")

24N 24N
= 1| [T a=TIpotn| | IT @ =TT Posi)
Siy, cw: r=1 iy, Ew: r=1
=1 il
24N
= 1=6(V")( H P (5:))°*),
where p,(s;, ), forr =1,...,2 4 N, denotes the probabilities of selecting node s;, as tag source,

as tag sink, and selecting security rules under the policy p,(V"), respectively, and

2+N

(S(V” = H 1— HPD Szk csl;w):|{8ik€wiik:i}|-

Sip, cw:

17l

2+N
Hence, g(w; {V/’ U {S?'}} ) 9w V)

= LoV - TR (s V) )

r

24+N
(1 - 5(V// I H pD 543 V//))C )
r=1
24N
= o) [ = T et vy
r=1

24N
1

(1= T ph(sis V") - Z))C(S“w)

r=1
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From Eq. (4.9) and the definition of P, (V"), when V! C V", p” (s;; V') < p’(s:; V"), and hence

2+N 2+N 1
1— r . V// c(siw) 1— r . V// T Ve(siw)
( EPD(S7 ) ( E(pD(S, )= 7))
24N 24N 1
. r LN e(siw) . r LN T \e(siw)
<(1 E P, (s V")) (1 E(PD(&; V') ZT)) -

Furthermore, V! C V" forr = {1,...,2 4+ N} implies 6(V') > 6(V"). Hence

24+N

gl {V/ UL ) —glwiv)

24+N

> g(w; {VT” U {sfr}} | ) = g(w; V"),

r=

completing the proof of submodularity. 0

Submodularity of f(V") implies the following.

Proposition 4.3.8. There exists an algorithm that is guaranteed to select a set VV* satisfying f(V*) >
tmax {f(V’) : V/ C V} within O(N Z) evaluations of U”, where Z = SN 7

r=1

Proof. The proof follows from submodularity of V" and [32]. [l

4.3.2  Solution to DIFT-APT Game for Detecting Single-Stage Cyber Threats

In this section, we focus on the case where there is only a single attack stage and provide a
solution for the DIFT game. Recall that in a single-stage attack, the attacker’s objective is to
choose transitions in the IFG to reach a target node. Our approach to solving the game is based
on a minimum capacity cut-set formulation on a flow network constructed for the IFG followed by

solving a bimatrix game. Here, M/ = 1 and hence we drop the notation for the stage in this section.

Min-Cut Formulation

For a flow-network F, a cut is defined below.

Definition 4.3.9. In a flow-network J with vertex and directed edge sets V. and E respectively,
for a subset S C V; the cut induced by S is a subset of edges H(S ) C E\ such that for every
(u,v) € &(S), |[{u,v} NS| = 1.
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The set /{(3 ) consists of all edges whose one end point is in S. Given a flow-network F =
(Vi, E) with source-sink pair (s, t,) and edge capacity vector ¢, : F. — R, the cost of a cut

A

k(S), is defined as the sum of the costs of the edges in the cut

cr(h(8) = Y crle). (4.10)
eer(S)
The objective of the (source-sink)-min-cut problem is to find a cut £(S*) of S* such that ¢,.(k(S*)) <
cr(k(S)) for any cut x(S) of S satisfying s, € S and ¢, ¢ S. The (source-sink)-min-cut problem
is well studied and there exist different algorithms that find the maximum flow f* in polynomial
time (polynomial in |V | and | E|) [100]. Given an information flow graph G, we first construct
the flow-network F.

Pseudocode describing the construction of F = (V}, Ey) is given in Algorithm 3. The vertex
set of JF consists of two nodes s; and s, corresponding to each node s; in the information flow
graph G and additional vertices sy, t, (Step 2). Thus |V| = 2N + 2. The directed edge set of F
consists of all edges in the information flow graph (Eg), edges corresponding to the nodes in the
information flow graph (Eg), edges connecting source node s, to all nodes in the set A (£)), and
edges connecting all destination nodes to the sink node ¢, (£,) (Step 3). The capacity vector ¢y
is defined in such a way that all edges except the edges corresponding to nodes in G have infinite
capacity. The capacities of the edges in Eg are defined as the sum of cost for selecting those nodes
as tag source and tag sink since the costs of selecting the security rules do not depend on the node
(Step 4). Hence, a minimum capacity edge in F corresponds to a node in G that has the minimum
cost of tagging and trapping. Let K(S*) denote an optimal solution to the (source-sink)-min-cut
problem on F. Since Eg is a cut and Deei Crle) < oo, #(S*) C Eg Then, the min-cut nodes is
given by

S* = {s;: (s1,5) € K(SH)}. (4.11)
The objective of the defender is to optimally select a defense policy such that no adversarial flow

reaches from sy to some node in D. Assumption 4.2.2 ensures that there is no path where the

cost of tagging exceeds the damage of the attack, so that the defender always has an incentive to
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Algorithm 3 Pseudocode for constructing the flow-network F and defender payoff function U, (+)

Input: Information flow graph G, costs C,, Wp, 71, ., 7N

Output: Flow-network F, source, sink nodes: sy, ¢, capacity vector ¢z

1: Construct flow-network F with vertex set V. and edge set F/. as follows:

2 Vi <= VgU Vg U {sp,te}, where Vg = {s1,...,sn}, Vg = {s],..., s}, and s = 50

3: Ep < EgU EgU Ey UE,, where Eg = {(s,5;) : (si,5;) € Eg}, Eg = {(s1,5]) : i =
L...,N}, Ex={(sr,8):si € \,and E,, = {(s,tz) : s; € D}

00, eEEgUE,\UED
4: cF(e) —

Cols) + Why(s;), ee€ Eg

perform security analysis in at least one location along each path. In other words, the defender
ensures that no flow from s, reaches ¢, without getting detected. For achieving this the defender’s
policy must have a nonzero probability of tag and trap for at least one node in all possible paths
from s, to t.. For any adversary policy, the best possible choice for the defender is to tag and
trap at a node that has the minimum total cost C,(-) + W,(+). An attack path is a directed path
from sy to some node in D formed by a sequence of transitions of the adversary. The probability
of an attack path under an adversary strategy is the product of the probabilities of all transitions
along that path. The adversary plans its transitions to obtain an attack path with least probability

of detection. The result below characterizes Nash equilibria of the single-stage.

Theorem 4.3.10. Let S* be a min-cut of the flow-network F = (V, E'r) constructed in Algorithm 3.
Then, at Nash equilibrium for the single-stage attack case, the defender’s policy is to tag and trap
with equal probability all the nodes in S*. Further, the adversary’s strategy is such that each attack

path passes through exactly one node in S*.

Before giving the proof of Theorem 4.3.10, we present the following lemma that establishes

the first main argument in proving the theorem.

Lemma 4.3.11. Let Qp be the set of all paths in G from s, to some node in D under any adversary
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policy. Then, for a defender policy that assign tag and trap at all nodes in the min-cut S* and does
not tag and trap any other node, the best response of the adversary is a sequence of transitions such
that any attack path (or set of paths if using a mixed policy) passes through exactly one node which

is tag source and trap.

Proof. Consider a policy of the defender where all the nodes in the min-cut, i.e., S*, are tagged
and assigned as traps. Note that, all paths in (2p pass through some node in S*. We prove the
argument through a contradiction. Suppose that there exists a path w € (2p such that there are two
nodes, say s;, S,, in path w with nonzero probability of tag and trap. Without loss of generality,
assume that in w there exists a directed path from s; to s,. Now we show that m(w) = 0, where
7(w) is the probability with which the adversary chooses path w. Note that s;, s, € S*. Since S*
corresponds to a min-cut, there exist paths in {2p that have node s; in it but not s,., and vice-versa.
Hence for an adversary whose current state is s;, there exists a path from s; to some node in D that
guarantees the win of the adversary. The transition probability from s; to a node in w that will lead
to some node in D through s, is zero as this path has lower adversary payoff. This gives 7(w) = 0

and completes the proof. [

The following result proves that for any adversary policy the best response of the defender is

to tag and trap at one node in every attack path under that adversary policy.

Lemma 4.3.12. Let 2p denote the set of all paths from s, to some node in D under any adversary
policy. If the defender’s policy be such that the probability of detecting the adversary is the same
for all w € ()p, then the best response of the defender is always to tag at exactly one node in every

w € Qp.

Proof. Given (1 — p(w))’s are same for all w € Qp. Consider a defender’s policy p, in which
exactly one node in every w € {)p is chosen as the tag source and tag sink. Assume that the
defender policy is modified to p’, such that more than one node in some path has nonzero tag and
trap probability. Note that, such a p’, exists as all paths w € ()p at least have two states in it where

the defender can perform security analysis, since destinations are assumed to be at least one node
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away from the entry points. This variation updates the probabilities of nodes in a set of paths in

Qp. For p’, to be a best response, Uy (p),, p4) = Upn(pPp, Pa). The defender’s payoff is given by

Un(PorPa) = Y 7(w) | (1 = p())a” +p(w)8”+

wep
N

D [oh(s:)Co(s) + ()W (s) + > B3 ()]

si€w r=1
The terms in U, that correspond to ” and " are the same in both cases as p(w)’s are equal
for all possible paths. Hence the terms in U, differ in the terms corresponding to C,,, W), and
v.’s. Note that defender’s probabilities (policy) at two nodes in a path are dependent due to the
constraint on p(w). Hence for every path whose probabilities are modified, zsz,ew[pg (5:)Cp(si) +
P2 (5:)Wo(si) + X0y P (5] < X culPh(si)Co(si) + Ph(s:)Wolsi) + 10, Ph(si)], as
the probability in the single node case is less than the sum of the probabilities of the more than one
node case as the events are dependent and the C,, and VV,, values are also the least possible (v,’s
are equal at all nodes in the information flow graph). This implies U, (p’,, p4) < Up(Pp,Pa4)-
Therefore, there exists no best response for the defender which has more than one node with

nonzero tag and trap probability in a path, if p(w)’s are equal for all w € Qp. [

The result below deduces a property of the best response of the adversary which along with

Lemma 4.3.12 establishes the final main argument to prove Theorem 4.3.10.

Lemma 4.3.13. Let ()p denote the set of all paths from s, to some node in D under any adversarial
policy. Let the defender’s policy be such that the probability of detecting the adversary is the same
for all w € 2p. Then the best response of the defender is to tag and trap the flows at the min-cut

of the flow-network JF constructed in Algorithm 3.

Proof. By Lemma 4.3.12 the best response of the defender is to tag and trap at one node in every
attack path. Note that all attack paths chosen under p, pass through some node in the min-cut.
Assigning nonzero probability of tag and trap at the nodes in S*, all possible attack paths have
some nonzero probability of getting detected. We prove the result using a contradiction argument.

Suppose that it is not the best response of the defender to tag and trap the nodes in S*. Then, there
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exists a subset of nodes S C S such that > 6,cé Co(8i) + Wh(si) < D2, s Colsr) +Wh(s,) and
all possible paths from s( to nodes in D pass through some node in S. Then, Sisa (source-sink)-
cut-set and let x(S) := {(s;,}) : s; € S}. Then, x(S) is a cut set and ¢, (k(S)) < cx(k(S*)).
This contradicts the fact that /1(5’*) is an optimal solution to the (source-sink)-min-cut problem.

Hence the best response of the defender is to tag and trap only the nodes in S*. [

Now we present the proof of Theorem 4.3.10.

Proof of Theorem 4.3.10: Lemma 4.3.11 proves that the best response of the adversary is any
sequence of transitions that gives a path (or set of paths if mixed policy) that passes through exactly
one node that is a tag source and a trap if the defender’s policy is to tag at the min-cut nodes.
Lemma 4.3.13 concludes that the best response of the defender is to tag and trap the adversary at
the nodes in the min-cut of JF, provided the probability of detecting the adversary in all w € Qp
are equal. This implies that, if the detection probabilities ((1 — p(w))’s) are equal at NE, then the
defender’s policy at NE will tag and trap the nodes in the min-cut and the adversary will choose
an attack path such that it passes through exactly one node that is tagged and also a trap. Now we

show that the detection probabilities are indeed equal at NE.

Consider any unilateral deviation in the policy of the adversary. Let 7(w)’s for w € 2 be
modified due to change in transition probabilities of the adversary such that the updated probabilities

of the attack paths are m(w;) + €;, fori = 1,...,|Q|. Here, ¢;’s can take positive values, negative

1€2|
i=1

values or zero such that > " ¢; = 0. Consider two arbitrary paths, say w; and wo, such that a
unilateral change in the adversary policy changes 7(w;) and 7(ws) and the probabilities of the
other paths remain unchanged. Without loss of generality, assume that 7(w; ) increases by e while
m(wy) decreases by € and all other w(w)’s remain the same. As (pp,p.) is a Nash equilibrium
(w(er) + ) (p@1) (8 = 0") ) + (w(ewa) = ) (p(w2) (B* — 0") + ") < (wn) (pler) (8" -
at) + aA) + m(ws) (p(wQ)(ﬁA — o) + aA). This implies (p(w;) — p(ws))(8* — @) < 0. As
(8* —a®) > 0, this implies (p(w;) — p(w2)) < 0. By exchanging the roles of w; and wy and using

the same argument one can also show that (p(w;) — p(ws)) = 0. This implies (p(w;) — p(w2)) = 0.
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Since w; and wsy are arbitrary, one can show that for the general case

12

> ep(w;) =0. (4.12)

i=1
Eq. (4.12) should hold for all possible values of ¢;’s satisfying Zﬁl ¢; = 0. This gives p(w;) =
p(w;) forall 4,5 € {1,...,|Q2|} at Nash equilibrium. This completes the proof. O

The NE of the game is characterized by a solution of the min-cut problem and the set of
transitions of the adversary such that all attack paths have exactly one node which is tagged and
also a trap. Moreover, the tag and trap probability of these nodes are equal. Note that, the solution
to the min-cut problem is not unique in a general flow graph and hence the NE of the game may
not be unique. Results in this subsection conclude that at any NE the defender’s policy will tag
and trap the nodes in the min-cut with equal detection probability and the adversary chooses its

transitions such that in every attack path exactly one node is a tag source and a tag sink.

Matrix Game Analysis for Nash Equilibrium

Table 4.1 Matrix game for single-stage case with disjoint attack paths

Adversary o A
N 51 52 Sa
Defender
Not detected (82, 8*) (82, 8*) (B2, 8)
Detected (a® + cost(3y), a*) (a® + cost(3s), a*) (a® + cost(8,), a*)

In this subsection, we discuss the matrix-game formulation of the single-stage case give in
Table 4.1. We first solve the (source-sink)-min-cut problem on F. Let an optimal solution be
k(S*). Let the vertex set corresponding to x(S*) be S* = {&1,...,8,}, where S* = {s;
(si,5,) € k(S*)}. By Theorem 4.3.10, at NE the defender only tag and trap the nodes in S* and

adversary chooses transitions such that it passes through only one tag and trap. The attack paths
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chosen by the adversary are therefore characterized by {51, ..., 5,}. We denote the probability of
selecting an attack path corresponding to the node $; as 7(8;). Further, let cost(s;) denote the total

cost of selecting node 3; for conducting security analysis.

Remark 4.3.14. At NE, since any attack path passes through exactly one node in S* = {81,..., 84}
which indeed has equal probability of tag and trap, without loss of generality, one can consider the
action space of the adversary as the set of disjoint paths through S* and the adversary strategizes
over this set of disjoint paths. Thus in the bimatrix formulation, the strategy of the adversary is to

select a path which is uniquely defined by a node in S*.

Now, we present a result that characterizes the set of NE of the single-stage attack case of the

game given in Section 4.2.

Theorem 4.3.15. Consider the dynamic game between P, and P, where the attack consists of a
single stage. Let S* = {51, ..., 84} be a min-cut node set of the flow network F. Then, solution to
the bimatrix-game, given in Table 4.1, gives a Nash equilibrium for the single-stage flow tracking

game.

Proof. The defender’s payoffs for the two cases in Table 4.1 is

a

U, (Not detected) = ZW(§i)<BD> (4.13)
i=1

Up(Detected) = ZW(§¢)<C¥D + cost(§i)> (4.14)

=1
The defender randomly chooses to detect the adversary or not if Egs. (4.13) and (4.14) are equal.

This gives

a

7(8;)(8° — a” —cost(s;) ) = 0. (4.15)
> ta( )

i=1
There are many possible values of 7(s;)’s fori = 1,.. ., a, that satisfy Eq. (4.15). Each of those
solution will give a probability mixture, i.e., 7(3;)’s, for the adversary at a Nash equilibrium.

In order to obtain the probability mixture of the defender, we consider the following in Table 4.1.

For every s; € S*, one can find the set of nodes that belong to the set A that has a directed
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path to the node s; using a depth first search (DFS) algorithm [43]. Let this set be denoted by
A(8;). Then, cost($;) = Cp(8;) + Whr(8;) + Zra )Y forall 8; € S*. Then the probability

of not detecting the adversary in an attack path with min-cut node §; in it is given by (1 —

plD(§i>p%<'§i) Hr@\(gi) p%+r(=§z‘))-
UA( ) <1 _pD § Sz H p2+T > +

reX(8;)
) [ pi(s)at, fori=1,... a. (4.16)
rex(s;)
The adversary will randomly choose between attack paths that correspond to nodes 51, S, . . ., S,
only when U, (81) = U,(82) = ... = U,(5,). Theorem 4.3.10 says that

pw) = (1 = ph(31)p5(51) H P27 (31)) = ... = (1 — p!(5a)P2 (34) H P2 (3,

reX(81) r€X(3a)
This implies U, (51) = Ua(S2) = ... = Us(8a).
The defender’s payoff is given by

Un(PosPa) = Y 7(w)| (1 = plw))a” + p() 8"+

we

S lobsCo(s0) + BRI Walsi + 355 ]

ERAS) r=1
At Nash equilibrium with respect to the solution S* of the (source-sink)-min-cut game, changing

2+r

p2t7(3;) for any value of r € {1,..., N} and for one node, say 3; € S*, will not improve the

payoff U,,. Firstly, let us assume that the tagging probability at §; changes from pL (3;) to p’L(5;).
By equilibrium condition Uy, (pp, p4) = Up(p’,, P.). Note that by Lemma 4.3.11 each node with

nonzero defender’s probability will lie in exactly one chosen path by the adversary. Hence
7(3) [p(@)(8° = a®) + a” + Ph(5:)Co 5s)|

> 7(55) [P/ (@)(8” = @)+ a” + P} (5:)Co(5,)], and
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Here

This gives

750 (1(30(87 = a”) = Co(5)) | (01 (5:) — Ph(5)) = 0.
The term 7($;) [gpl (8:)(BP —a®”)—Cp (sl)] is independent of the change in the tagging probability
at §; and the value is either positive or negative. By the equilibrium assumption, 7 ($;) [901 (8:)(B"—
a”)—C D(§,)] — 0 (since (p'}(5;) — pL(5;)) can be made positive or negative and the inequality
must hold for both cases). As 7(8;) # 0, this implies

A\ CD(é’L)
28) = (3o —amy

By varying the tag sink selection probability, i.e., changing p2 (;) to p'> (8;), we get

sz(gz) = %, where<p (81 . (pD S’L H p2+r )

reX(s;)

Similarly, by varying the probability of selection each of the rules at $;, forr € {1,..., N},

Pria(s) = ﬁ~

Taking logarithms of ¢1(3;), ..., p2:n(8;), for anode §; € S, we get 2 + N independent linear
equations with 2 + N unknowns. Thus there exists a unique solution to this set of equations
which indeed gives the defender’s policy at Nash equilibrium. Thus solution to the matrix-game in

Table 4.1 gives a NE to the single-stage case. [
This completes the discussion on the NE for the flow tracking game when the attack consists

of a single stage.

4.3.3 Solution to DIFT-APT Game for Detecting Multi-Stage Cyber Threats

Solving for Nash equilibrium in non-zero sum, imperfect information game settings is generally
known to be computationally difficult. In this section, we present an efficient algorithm to compute

a locally optimal correlated equilibrium [17,102] of the game introduced in Section 4.2.
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Formal definitions for the correlated equilibrium and the local correlated equilibrium are given
in the Definitions 4.3.3 and 4.3.4, respectively. Intuitively correlated equilibrium can be viewed as
a general distribution over a set of strategy profiles such that if an impartial mediator privately
recommends actions to each player from this distribution, then no player has an incentive to
choose a different strategy. The correlated equilibrium has several advantages [17,102] : (1) it is
guaranteed to always exist and (2) it can be found in polynomial time (i.e., computing a correlated
equilibrium only requires solving a linear program whereas solving a Nash equilibrium requires
finding its fixed point).

In order to find locally optimal correlated equilibrium solutions, we map our two-player game
model into a game with (M +2) N +A+1) players, where A = S°N  A(s;) with s; € Vg and A(s;)
stands for the total number of security rules associated with the node s; € V4 in the information
flow graph. Then the adversary’s strategy is represented by (M N + 1) players, M N of which
represents the adversary’s actions at every node s; € Vg and for a specified stage j € {1,..., M}
and one adversarial player acting on the pseudo node, sy, whose strategy decides the entry point
chosen by the adversary into the system. Similarly, the defender’s strategy is represented by
zg\il A(s;) + 2N players, each one of the A(s;) + 2 defender player represents the defender’s
strategy (tag selection, trap selection, and selection of security rules) at a single node s;.

Formally, we consider a set of players {P44 : i =1,...,N,j = 1,..., M} U{PP . i =
1,...,2N + A} U {P*0}. Each of the players in P has action space A% = N (s;), each player
in PPt has action space {0, 1} which, depending on the type of defender player, represents whether
or not to tag or trap/no trap or selecting or not selecting a specific tag check rule. The player P*° has
action space \. We let a” denote the set of actions chosen by the players {PPi : i = 1,...,2N+A}
and a“ denote the set of actions chosen by the players {PA” ci=1,....,.N,j=1,.... M} U
[P,

The payoffs of the players from a particular action set are given by

[ Ais (ag,ap) = UA(aA7 ap),

UPi(ag,ap) = UP(aa,ap),
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where U4 and UP are as defined in Section 4.2. Hence, all adversarial players receive the same
payoff U4, while all defender players receive the payoff U”. Equivalently, the adversarial players
U4 cooperate in order to maximize the adversary’s payoff, while the defender players U”" attempt

to maximize the defender payoff.

Under the solution algorithm, the game is played repeatedly, with each player choosing its
action from a probability distribution (mixed strategy) over the set of possible actions. After
observing their payoffs, the players update their strategies according to an internal regret minimization
learning algorithm [35]. A pseudocode of the proposed algorithm for computing correlated equilibrium

strategies for both defender and adversary players is given in Algorithm 4.

The algorithm initializes the strategies at each node of the information flow graph to be uniformly
random. At each iteration ¢, an action is chosen for each player according to the probability
distribution p;, of player n. After observing the actions from other players, the probability
distribution p;, is updated as follows. For each pair of actions r and s, the new probability

distribution p;,'* is generated, in which all of the probability mass allocated to action 7 is instead

]
t,n

allocated to action s. The expected payoff arising from p}. ¢ can be interpreted as the expected

benefit from playing action s instead of r at previous iterations of the algorithm.

For each pair (r, s), a weight A, ), , is computed that consists of the relative benefit of each

r—s
tn

distribution p i.e., pairs (r,s) such that allocating probability mass from r to s produces a
larger expected payoff will receive a higher weight. A new distribution p; , is then computed
based on the weights A, ;) ; . so that actions that produced a higher payoff for the player will be
chosen with increased probability. The algorithm continues until the distributions converge. The

convergence of the algorithm is described by the following proposition.

Proposition 4.3.16. Algorithm 4 converges to a local correlated equilibrium of the game introduced

in Section 4.2.

Proof. By [35], Algorithm 4 converges to a correlated equilibrium of the ((M + 2)N + A + 1)-

player game. Equivalently, by Definition 4.3.3, for any s; and p/, € [0, 1], the joint distribution P
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Algorithm 4 Pseudocode of the algorithm for computing correlated equilibrium
1: Initialize ¢t <— 0

2: forn=1,...,(M +2)N+A+1do

3: P:,» < uniform distribution over set of actions
4: end for

5: while ||p; — p;—1|| > e do

6: forn=1,....,(M+2)N+A+1do

7: at, < action chosen from distribution p;
8: end for

9: forn=1,....(M+2)N+A+1do

10 at,—p < (arg L #n)

11: for all (r, s) actions of player n do
12: P, ¢ Ptn

13: P, °(r) <0

14: P (5) <= Pea(r) + Prals)

exp (n 34 B(U™ (D432 au,-n)))

15: A — —
(T7S)7t’n Z(T,y)r;ﬁy exp (Ti Zi;ll E(U”(pzm‘y,au’_n)))
16: Pt < fixed point of equation p;,, = > ()it P Aprs)tin
17: end for
18: end for

19: t—t+1

20: end while

returned by the algorithm satisfies

E<UDZ (pD7,7 Pb_;; pA)) = E(UDZ (p/Dla Pb_;; pA)) (4.17)

Since the payoff Ui is equal to UP for all i € {1,..., N}, Eq. (4.17) is equivalent to

E(UD (pDiv PbD_;; PA)) > E(UD(p/DZ7 Pbp_;, pA)) (418)
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Similarly, for any s/ € {S x {1,...,M}} U {s}} and any Ply,;» We have
E(U% (pp,pa_,;,pa,)) = E(U (pp,pa_;,1s,,)) (4.19)

which is equivalent to

E(U*(pp,Pa_,;Pa,)) = E(U (D, Pa_,; Ps,)) (4.20)

Equations (4.18) and (4.20) imply that the output of Algorithm 4 satisfies the conditions of Definition
4.3.4 and hence is a local correlated equilibrium. 0
The following Proposition provides the complexity analysis for the proposed algorithm.

Proposition 4.3.17. With probability (1 — (), Algorithm 4 returns an e-correlated® equilibrium
using O <N2(M+2)2+N(A+1) In <N2(M+1)+N(A+1)

. ¢ )) evaluations of the payoff function.

Proof. By [35, Chapter 7, Section 7.4], learning-based algorithms return an e-correlated equilibrium

N K

¢
player n and K is the number of players, incurring a total of WZ—Q”K In % evaluations of the payoff

function. In this case, N,, < N and K = (M + 2)N + A + 1, resulting in the desired complexity
bounds. ]

with probability (1 — ¢) within max,, £ In iterations, where /V,, is the number of actions for

Proposition 8.5.3 shows that convergence of the algorithm is sublinear in the number of nodes,

with a total complexity that is quadratic in the number of nodes and linear in the number of stages.
4.4 Simulation Study

In this section, provide experimental validation of our model and simulation results to complement
our theoretical results using real-world attack data obtained using Refinable Attack INvestigation
system (RAIN) [64], [67] for a three day nation state attack. We implement our model and run

Algorithm 4 on the information flow graph generated using the system log data obtained using

2 An e-correlated equilibrium is a correlated equilibrium at which no player can improve the expected payoff more
that e by unilaterally deviating from the strategy.
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the RAIN system for day one of the nation state attack. The output of the algorithm gives the
defender’s policy, i.e., tagging locations, trapping locations and selection of appropriate security
rules, at a local equilibrium of the multi-stage game. We also perform sensitivity analysis by
varying the cost of defense (i.e., tagging costs, trapping costs and individual security rule selection
costs at each node in the underlying information flow graph) for the defender. This analysis enables
us to infer the optimal strategies of the players and the sensitivity of the model with respect to cost
parameters for a given attack data set (information flow graph with specified destinations for each
attack stage).

We present below the details of the attack we consider and the steps involved in the construction

of the information flow graph for that attack.

4.4.1 Attack Description

The evaluation was completed on a nation state attack (i.e., state-of-the-art APT attack) orchestrated
by ared-team during an adversarial engagement. The engagement was organized by a US government
agency (US DARPA). During the engagement, we leveraged RAIN [64] to record the whole-system
log. At a high-level the goal of the adversaries’ campaign was to steal sensitive proprietary and
personal information from the targeted company. The attack is designed to run through three days.
We only consider the day 1 log data for our evaluation purposes. Through our extensive analysis,
we partitioned the attack in day 1 into four key stages: initial compromise, internal reconnaissance,
foothold establishment, and data exfiltration. The initial compromise leveraged a spear-phishing
attack, which lead the victim to a website that was hosting ads from a malicious web server. The
victim navigated to the website, which exploited a vulnerability in the Firefox browser. Once the
attackers compromised the machine, the next stage of the APT leveraged common payoffs to do
internal reconnaissance. The goal of this stage was to fingerprint the compromised system to detect
running processes and network information. The attackers then established a foothold by writing
a malicious program to disk. The malicious program was eventually executed, and established a
backdoor, which was used to continuously exfiltrate the companies sensitive data.

The system log data for day 1 of the nation state attack is collected with the annotated entry
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points of the attack and the attack destinations corresponding to each stage of the attack. Initial
conversion of the attack data into an information flow graph resulted in a coarse-grain graph with
~ 132,000 nodes and ~ 2 million edges. The coarse graph captures the whole system data
during the recording time which includes the attack-related data and lots of data related to the
system’s background processes (noise). Hence coarse graph provides very little security-sensitive
(attack-related) information about the underlying system and it is computationally intensive to run
our algorithm on such a coarse graph. Without loss of any relevant information, we pruned the
coarse graph to extract the security-sensitive information about the system from the data [64]. The
resulting information flow graph is called security-sensitive information sub-graph [64] and we

run our experimental analysis on this graph. The pruning includes the following two major steps:

1. Starting from the provided attack destinations, perform upstream, downstream and point-to-

point stream techniques discussed in [64] to prune the coarse information flow graph.

2. Prune the resulting subgraph from Step 1) by combining object nodes (e.g. files, net-flow

objects) that belong to the same directories or that use the same network socket.

The resulting pruned information flow graph (see Figure 4.1) consists of 30 nodes (N = 30)
out of which 8 nodes are identified as attack destination nodes corresponding to each of the 4 stages
(M = 4) of the day 1 nation state attack. One node related to a net-flow object has been identified
as an entry point used for the attack (|[A\| = 1). Note that, even when the sensitive locations in
the system are known it may not be feasible to do tagging, trapping, and security analysis at that
location (entry point of attack) which is captured in our model by the costs for tagging, trapping,

and performing authenticity analysis using a security rule.

4.4.2 Case Study 1: Convergence of the algorithm

In this section, we provide a case study that validates the convergence of the proposed algorithm.
For simulation purposes, we assume the fraction of the flows through each node is uniformly

distributed. From the system log, one can estimate the distribution of the fraction of flows through
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Figure 4.1: Security-sensitive information flow sub-graph for the nation state attack.

each node by averaging the number of events associated with each node with respect to the total
number of events occurred during the whole system recording. Figures 4.2(a) and (b) plots the
payoff values for both players at each iteration of Algorithm 4 for the above-mentioned parameters.

Both defender and adversary payoffs converge within a finite number of iterations.

4.4.3 Case Study 2: Payoff of the defender vs. defense cost

This case study is used to analyze the effect of the cost of defense on the defender’s payoff. We
use the same game parameters as in Case Study 1. Figure 4.2(c) shows that the expected payoff
of the defender starts decreasing exponentially as the cost of defense increases. When the defense
cost increases defender incurs more resource cost to maintain the same level of security (maintain
low attack success probability by setting up tag sources and traps) in the system or higher costs to
keep the defender away from frequently deploying tag sources and traps in the system and hence

the attack successes rate increases and the defender’s payoff decreases. This result implies that
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Figure 4.2: (a) Average payoff of the defender and (b) Average payoff of the adversary, at each iteration of
Algorithm 4 with cost parameters of the game set as follows: 3{' = 100, 35! = 200, B{;‘ = 500, 34 = 1200,
at = —2000, a” = 2000, P = —100, 3P = —200, 82 = —500, 8P = —1200. The costs of tagging and
trapping at each node are set with a fixed cost value of ¢; = —50 and c; = —50, respectively, multiplied
by the fraction of flows through each node in the information graph. The cost of selecting the security rules
are setas y; = ... = vy = —50. For simulation purposes we assume that the fraction of the flows through
each node in the information flow graph is uniform. (¢) Average payoff of defender as a function of the cost
for defense. In each realization of the experiment we scale the components of the cost for defense (i.e. costs
for tag, trap and tag check rule selection) by a increasing scaler factors 0.01, 0.1, 0.5, 1, 3, 6 and 10. All the

other game parameters have been fixed to constant values used in the Case Study 4.4.2.

an optimal selection of the locations for tagging and trapping is critical for a resource-efficient

implementation of detection system against APTs.

4.5 Summary

This chapter proposed a game-theoretic framework for cost-effective detection of Advanced Persistent

Threats (APTs) that perform a multi-stage attack. We used an information flow tracking-based
detection mechanism as APTs continuously introduce information flows in the system. As the
defense mechanism is unaware of the stage of the attack and also can not distinguish whether

an information flow is malicious or not, the game considered in this chapter has asymmetric
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information structure. Further, the resource costs of the attacker and the defender are not the
same, resulting in a multi-stage nonzero-sum imperfect information game. We first computed
the best responses of both players. For the adversary, we showed that the best response can be
obtained using a shortest path algorithm in polynomial time. For the defender, we showed that
the payoff function of the defender is submodular for a given adversary strategy and hence a 1/2-
optimal solution to the best response can be found in polynomial time. For solving the game in
order to obtain an optimal policy for the defender, we first considered the single-stage attack case
and characterized the set of Nash equilibria by proving the equivalence of the dynamic game to a
bimatrix-game formulation. We showed that at equilibrium an optimal defense strategy is to choose
a min-cut node set corresponding to the information flow graph to conduct the security analysis.
Then, we considered the multi-stage case and provided a polynomial time algorithm to find an
e-correlated equilibrium, for any given e. We performed experimental analysis of our model on
real-data for a three day nation state attack obtained using Refinable Attack INvestigation (RAIN)

system.
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Chapter 5

DIFT-APT GAMES FOR DETECTING MULTIPLE SINGLE-STAGE
CYBER THREATS

5.1 Motivation

The granularity of security analysis for detection and risk assessment varies across different types
of attackers [64,97]. For instance, while a fine-grain level analysis to detect an Advanced Persistent
Threat (APT) incurs high memory, a coarse-grained analysis with lesser memory suffices to identify
cyber criminals [64]. Any modeling framework should accommodate these levels of granularities
to address the fundamental trade-off between detection of multiple attackers, which makes the
memory allocation problem further challenging.

In this chapter we present an analytical model of a resource constrained DIFT that analyzes
a set of information flows to simultaneously detect K attackers in a system. The effectiveness
of detection depends on the actions of the attackers and the attackers’ chances of achieving their
goals depend on the allocation of the defense resources. This strategic interaction motivates a
game theoretic modeling as it allows us to investigate the trade-off between detection probability
of different attackers and memory allocation of DIFT. The (K + 1)-player game is dynamic where
at each stage the attackers choose their next operation in the system and the defender chooses the

type of analysis at each flow which characterizes the allocation of the memory.

We make the following contributions in this chapter:

e We prove that finding an optimal defense strategy against given attackers’ strategies is equivalent

to maximizing an increasing DR-submodular function subject to a polytope constraint. Using
the equivalence, we provide an algorithm to compute an approximate optimal strategy of the

defender.
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e We show that finding an optimal attacker’s strategy, for given strategies of other attackers
and the defender, is equivalent to solving a shortest path problem on the information flow
graph of the system. Based on this mapping we propose a polynomial-time algorithm for

computing an optimal attacker strategy.

e We evaluate the performance of our algorithm on data sets collected using Refinable Attack

INvestigation (RAIN) system and analyze the optimal system memory allocation.
5.2 DIFT-APT Game Formulation

In this section, we model the (K + 1)-multi-player dynamic game, I, between the defender player
P, and the adversarial players P,,,...,P,,. All players act simultaneously at each stage of the
game and no player can observe the action of any other player. As a result, the game is an imperfect
information game. We assume that all players are rational and know the payoff function and the
goal of every other player. Hence the game is a complete information game. The game evolves in
the timet = 0,1,2,...,7, where t = T" denotes the termination time of the game and ¢ is referred
to as the stage of the game.

State Space: Let S denote the state space of the game. Then each state 5 € S is structured as
5=(s1,...,Sw). The entries sy, ..., sy represent the current status of the W tagged information
flows in the system as observed by the defender at time ¢. We let the first K entries in any state 3,
ie., s1,..., Sk, represent the status of the A adversarial flows in the IFG. The defender observes
all the entries in s but is unaware of whether each tagged flow observed at s4, ..., sy is benign or
adversarial. Each type-k adversary only observes the st® entry of a state 5. Notice that the players
of the game have asymmetric information on the states of the game. Furthermore, we introduce a
new state, sg, where s; = ... = sy = s, to denote the initial state of the game at time ¢ = 0. We
augment s, into the underlying IFG of the game as a virtual node. The set of outgoing edges from
the virtual node, s, to each node in the set A C Vj; (entry points of the K adversaries) models the
initial foothold of the K adversaries in the system.

For a state 5 = (s1,...,Sw), s; = v; indicates the arrival of i*" information flow to node
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v; € Vg in the IFG. Here,i =1,...,Wandj =1,...,N. Welets; = ¢, foranyi =1,... W,
represent the case where i** information flow observed by the DIFT is no longer being continued
in the system (i.e., dropped out). Also, s, = 7, forany £ = 1,..., K, represents the case where
DIFT has successfully trapped the £*® adversarial flow before it reaches its destination node dj.
Moreover, if any s; = ¢ (or s = 7) for a state s at time ¢, then that entry s; (s, respectively) will
remain at ¢ (7, respectively) for any future state s’ at time ¢ > ¢. Hence, s, € Vg U {¢, 7} for all
k=1,...Kands; € VgU{¢} foralli = K + 1,...W. The total number of states in the game
is O((N +2)KNW-K) 11,

A state 5 = (sq,...,Sw) is a terminal state if s, € {dy, o, 7}, forall k € {1,..., K}. Let the

set S C S denote the set of terminal states in I'. This implies that at a state s € Sr, each of the k
adversaries either reached its respective destination dy in the system or abandoned the attack or is
detected by the defender before reaching its goal.
Action Space: The action sets of players are finite. At every state in the game except the terminal
states 5 € S, adversarial players P.,, ..., P,, decide which out-neighboring node of the IFG
to transition to or drop the attack. The defender player decides whether to trap or not to trap
each tagged information flow, sy, ..., sy, observed at time . Moreover, if defender decides to
trap a tagged information flow then it must also decide which security policy it should choose to
analyze the trapped flow. Let A,,,..., A4, and A, denote the action sets of P,,,...,P,, and
P, respectively. Then, at a state 5 = (s1,...,sw), Sg & {dp, ¢, 7} Aa (sk) = {vi = (vj,v;) €
Fgand sy = v;} U @. Here, the action v; indicates k™ adversary transitioning to a neighboring
node in the IFG while & represents k*® adversary dropping out of the game.

Let IT = {m,..., 7k} denote the set of all K security analysis and 7, € II be the type-k
security analysis, where k = 1,..., K. Then define II(5) C II to be the set of security analysis
feasible in the state s, i.e., mp € I1(3) if s, # {7} in 5. This implies that after successfully detecting
a type-k adversarial flow, DIFT can stop analyzing rest of its tagged flows using type-k analysis
as the k*® attacker is already detected by the defender. Then A, (5) = Ap(s1) X Ap(sy) X ... x
Ap(sw), where Ap(s;) = II(5) U {0} fori = 1,..., W gives the set of feasible actions for the

defender at the current location of the tagged flow, s;. The action 0 represents the defender not
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trapping a tagged flow observed at s;. At states 5 € Sy, A4, (5) = ... A4 (5) = AL(5) = 0.
In our formulation, the defender is unaware whether an incoming flow is malicious or not and the
adversaries do not know whether the adversarial flows are going to get trapped at the nodes they
reach at time ¢. The game captures the information asymmetry between the players as all players
take actions simultaneously and no player observe others’ actions.

Player Strategies: If we allow all players to use information obtained from previous game stages
(i.e., the previous state transitions, previous trapping strategies) to determine their action at each
stage, the size of the set of possible strategies for the defender and the adversaries can be very
large. To reduce the computational complexity and to model the fact that trapping an adversarial
information flow is a lower-level processes with limited computation capability, we restrict our

focus to stationary strategies.

Definition 5.2.1. A player strategy is said to be stationary if it depends only on the current state of

the player in the game.

We consider mixed strategies in which players randomize over their action spaces. Let P, .. .,
P,, and P, denote the set of (mixed) stationary strategies of the players. Strategy of the k™
adversary at a state 5 € S is p,,(5) € Py, : sy — [0,1]40) The defender’s strategy at a

state 5 is pp(5) € Py, : 5 — [0,1]"A2x &) Furthermore, p,,(5) = [psb(sl) ... pS(sw)|> Where

pi(si) = Pi(si1) ... p(sy, K)| foralli =1,... . W. p% (si, k) denotes the probability of
using type-k trapping for a tagged information flow observed at a location corresponding to s; in
the state 5. Here, s; is the location of the i'" tagged information flow observed according to the
state s.

Payoffs: Payoff of an adversarial player consists of three components. An adversarial player P,,
gets (i) a reward of ;' > 0 for reaching its destination dj, without being detected by the defender,
(ii) a penalty of ;! < 0 for getting detected by the defender, and (iii) a penalty of o;' < 0 for
abandoning the attack by dropping out, for & € {1, ..., K'}. Recall that the adversaries are ordered
based on their attack capability as {P,,,..., P, }. Thus, 5 < ... < G, af > ... > aj, and

oy > ... > ox. On the other hand, the defender payoff consists of four components. The defender
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player P, gets (i) a penalty of 32 < 0 for k™" adversary reaching its destination dj, without being
detected by the defender, (ii) a reward of a? > 0 for detecting the k' adversary, (iii) a reward of
oP > 0if the k'® adversary abandon the attack by dropping out, and (iv) a resource constraint M.
Then, 87 > ... 2 BR, af < ... < ay, and cri4 < ... < aﬁ. At every state of the game the
resource (memory) constraint should be satisfied. Moreover, the memory requirement to perform
security analysis for different types of adversaries are different. The amount of memory required to
perform security analysis related to highly capable adversaries is higher than the memory required
to deploy security analysis to detect less capable adversaries. Also, the memory required to perform
security analysis depends on the node in the IFG as the required memory can vary depending on
the type of the process (e.g. process, file or network socket) and the busyness of the process. Let
Cr(v;) denote the amount of memory required to perform type-k trapping analysis at node v; € V.
Then, under a policy p,, € P, at every state 5 € S, ZZVL Zszl P (i, k)Cr(s;) < M.

Let pr(k), pr(k), and ps(k) denote the probability that adversary P,, is detected by the
defender P, the probability that adversary P, reach destination dj, and the probability that
adversary P,, drops out of the game, respectively. Here, pr(k), pr(k), and p,(k) are functions
of strategies pa,,...,Pax,Pp. Now we define the payoff functions of the players of I'. Let
Uiy, ..., U, Up denote the payoff functions of the K adversarial players and the defender player,

respectively. For a given strategy, pp and py = {pa, } 0| = {pay;,- - -, Pax - the payoffs {U,, } |,

and U, are
Un(paspo) = 3 (pr(k)af +pr(k)57 +polk)ot ). (5.1)
ke{l,...,.K}
Una,(Pa, Po) =Dr(k)ag; + pr(k) By + pe(k)oy . (5.2)

Additionally, the defender policy p,, must satisfy the following memory constraint

w K )
SN pi(si, k)Cu(si) < M, forall s € S. (5.3)

i=1 k=1

In this chapter, our goal is to find best responses of the players which is defined below.
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Definition 5.2.2. Let p,, : S — [0,1]! denote a defender strategy and p, : S — [0, 1]/ denote an

adversary strategy. The set of best responses of the defender is given by

BR(p.) = arg max{Us(pp,pa) : po € [0, 1ty
Similarly, the best responses of the adversary given by
BR(pp) = argmax{Us(pp,pa) : pa € [0, 144},
In what follows, we focus on finding best responses of the players of the game.
5.3 Best Response Analysis

5.3.1 Best Response of the Defender

For a given strategies p,,,...,p., of K adversarial players, the best response of defender is

characterized by the following optimization problem.

Problem 5.3.1. The defender’s problem is as follows:

max e o (ﬁT(k?)Oé/? + pr(k)By +]7¢<k)‘71?)

ppEPp T Tl

Subject to: ZZVL Zszl P2 (55, k)Ci(si) < M, forall 5 € S.

There exists a reduction of a general instance of a multi-set cover problem to an instance of

Problem 5.3.1 which provides the following hardness result.
Proposition 5.3.2. The defender’s best response problem, Problem 5.3.1, is NP-hard.

We omit the proof of Proposition 5.3.2 in the interest of space. Also note that Problem 5.3.1
1S a non-convex optimization problem. To this end, we investigate on additional structure of the

payoff function of the defender to obtain a tractable solution to Problem 5.3.1.

Definition 5.3.3 ([26]). A function f(-) defined over X € R" satisfies the diminishing returns (DR)
property if forall < b € X, for all i € n, for all £ € R, such that (kX; + a) and (k&X; + b)
are still in X, it holds, f(k&X; + a) — f(a) > f(k&X; +b) — f(b). f(-) is called a DR-submodular

function.
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For a twice differentiable function Definition 5.3.3 is equivalent to V?j f(z) < 0, for all
1 # 7 [18]. We introduce the following concepts which is used in Theorem 5.3.4 to prove that
Problem 5.3.1 is equivalent to maximizing a DR-submodular function.

Notice that a strategy p,, € P,, of the k™ adversary induces a set of sample paths in the
underlying state space. All the sample paths resulting from a given p,, can be divided into one of
the following two categories: i) a sample path, wy, starts from the node sy and ends at the node dj,
in G. Let QZ’“ denote the set of such paths and i1) a sample path, wy, starts from the node s, and
ends at anode v; € Vg \ {d;}, where p,, (v;, @) =1land j € {1,..., N}. Thatis, P,, abandons

its attack at a node v; in G before reaching its destination dj. Let Qf denote the set of such paths.

Theorem 5.3.4. The defender’s payoff function, Uy (pa4, pr), is DR-submodular in the defender’s

strategy, pp.

Proof. Foragivenp, € P, let pr(ws), pr(wk), and p,(wy) be the probability of P, reaching dy
without getting detected, the probability of getting detected, and the probability of getting trapped
when k'! adversary is following the sample path wy, respectively. Define p(w},) to be the probability

of P,,. choosing sample path wy in G. Now, U, (p4, pp) can be rewritten as follows.

Un(papo)= > (3 plwr) (priwnaf + pr(n)8y +

kE{l ,,,,, K} "Jkeﬂzk
polwr)of ) + 3 plwr) (priwr)af + powr)of ) )
wkeﬂﬁ

oF = aflpown) )+ > plwn) (af + [of = aflps(w))) (54

Eq. (5.4) holds as pr(wy) = 1 — pr(wk) — pe(ws). Notice that pg(wy) = [ [1 — p5(si, k)]
S; EWg
and py(wr) = Y. I [1—p5(si, k)]pa, (s, D), where wy, is the subpath in wy, from the node s
S;1 EWg i EWE
to the node s; in G.

Let V?U,(pp) denote the i*" entry of the gradient of U, and V},;U,(p,) denote the (i, )™
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entry of Hessian of U, (p, ), where i and j are indices of the vector p,. Then,

Vilops) = > (X ) (187 - oI Vipr(r)

+lof = aflVipslen)) + D plen)([oF — afIVips(en) ) )

ViUops) = 3 (D plwi)([87 - af)VEpa(w)

ke{l ,,,,, K} wkeQZk

+lof = afIVEps(wi)) +_ plwn)([of — afVigpo(wn)) )
wk€Q¢
Here, Vipr(wi) = — [] [1-p} (s, k)] andforanyi # j, Vipr(we) = [I  [1=p5(si, k)]
S| EWE S| EWE
S175; si¢{si.s;}

Also, for any 7 # 7,
Vipg(wr) == > T [1 = pL(s0,k)lpa,(sv,2) and

Sy EWE 51EWY
Sy 2Si S1#s;

sz¢ wk Z H 1 _pD S, )]pAk(Sl’ )

Sy EWg S1EWL
sp>{si,8;} si¢{si,85}

The notation sy > s; (and sy > {s;,s;}, resp.) implies that the node s in the sample path wy,
appears as or after the node s; (s,, where the index r = ¢ if the node s; appears after the node s; in
the sample path wj, and vice versa, resp.).

Note that V;pr(wi) = 0 and V;pg(wy) > 0. Then from Eq. (5.5), V;;Up(pp) < 0 for any
i# jas [P —ap] <0and [0f — af] < 0. Thus, Uy(pp) is DR-submodular in p,,. O

In order to propose an approximation algorithm that leverages the DR-submodularity of U,
we first show some additional properties of U,. Specifically, in Lemma 5.3.5 we show that U}, is

point-wise monotone increasing in p, and in Theorem 5.3.6 we show a Lipschitz condition.

Lemma 5.3.5. The defender’s payoff function, U, (p,, pp), is monotone increasing in the defender’s

strategy, pp.
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Proof. Consider the defender’s payoff function given by Eq. (5.4). Notice that when p,, is increasing
both pr(wr) = [] [1 — p5(si, k)] and py(wr) = > T [1 — p5(si, k)]pa,(sv, D) terms

S;Ewy 5,1 EWy, $,EWDE

decreases. Also [y — o] < 0 and [0} — )] < 0. Then for any p,,p, € P, with p, < pp,

UD(pAva) < UD(pAvﬁD)' D

A univariate auxiliary function g, 5, () is introduced below to prove the required Lipschitz

condition.

Theorem 5.3.6. The univariate axillary function g,, 5, (() = Up(pa, pp + (Pp) With respect to ¢

has L-Lipschitz continuous derivative in [0, 1], where ( € R, and pp,,p, € Pyp.

Proof. Second derivative of g, 5, (() with respect to { can be written as follows:

Vinio (=D (D plww) (18 — afIVipa(C ) +

oF — af)VEps(Con) ) +3 plwn)lof — afIVEps(C ) ).

kaQ}f

where pr(Cwi) = TT [1 =5 (si, k) = (P (si k)] and po(Cown) = >0 TT [1=pi(si, k) =
CP5 (S, K)|pay, (i, D). 15\112(:;06 that both pr (¢, wy) and ps(C, wy,) are pol;ri;(e);urllvis;leswgf . Hence they
can be expressed as pr((, wi) = aoC"+a1(" 1 +. . . +a,_1(+1 and py(C, wi) = o™+ b1+
...+ bpm_1¢+1. Furthermore, 0 < a;,b; < 1fori € {0,...,n—1}andj € {0,...,m—1}, where
n represent the number of distinct nodes (excluding the node corresponding to dj,) traversed in the
sample paths related to wy, € Qik and m is the number of distinct nodes traversed in wy, € Qf

From the polynomial forms of pr((,ws) and p, (¢, ws), we can write their second derivatives
with respect to ¢ as VZpr(¢, wr) = agn(n—1)¢" > +ar1(n—1)(n—2)¢" " +. . . 4 6an_3( + 20,2
and Vipy(C,wi) = bom(m —1)¢™ 2 +by(m —1)(m —2)¢" > +. .. + 6byn—3 + 2by—o. The terms
a; fori € {0,...,n — 2} and b; for j € {0,...,m — 2} are products of probability terms. Hence,
a; and b; are upper bounded by 1. max(n) = N — 1 when the sample path from s, to d, has to
traverse through all the NV distinct nodes in the G without getting trapped for a corresponding k"

analysis at N — 1 nodes (note that defender is not allowed to trap at the N** node which is related

to the dj, in this case). Similarly, max (m) = N — 1 when the k*® adversary traverse through N — 1
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distinct nodes in G on a path where N*® node is dj, (i.e w;, € QZ’“) and abandon the attack at the
node N — 1 with a non zero probability or k'"" adversary traverse through N — 1 distinct nodes in G
that does not contain the node related to d;, and abandon the attack at node N — 1 with probability
one (i.e. wy € Qf).

For ¢ € [0,1], we can bound the maximum value of V?pgr({,wx) and V?ps(C,wy) by (N —
2)(N — 1)N/3, where N > 3. Let w'j be a path in Qik that yield the highest probability p(w’s)
and similarly let w”; be a path in Qf that is gives the highest probability p(w”y). Let the total
number of paths in the set Q¥ and Qf denoted by |Q%*| and |7, respectively. Define Lj =
masc{[p(') |2 (87 — af]l, [P )| [of — af]l, [p(")|f [} — of][} and L = max{Ly)

for k =1,..., K. Hence we obtain the following upper bound on the [VZg,, 5, (¢)!:

~ (N=2)(N—-1)N . (N-=2)(N-1)N
V200050 (0)] < Lt < 2T

Since the second derivative of g, 5,(¢) with respect to ( is bounded in the case where ( €
[0, 1], first derivative of g,,, 5, (C) with respect to ¢ has L-Lipschitz continuous derivative in [0, 1].

Furthermore, L. = f)w O]

The Lipschitz constant L derived in Theorem 5.3.6 is used later in Algorithm 5 and in Proposition 5.3.9

to claim an approximation guarantee on Problem 5.3.1.

Definition 5.3.7. A set P is said to be a down-closed convex set if z € P and 0 < y < x implies
yeP.

Lemma 5.3.8. Let P, be the strategy space of the defender and P C P, be the feasible strategy
space of the defender. Thatis, P := {p, € P, : Zzl Zle p5 (55, k)Cr(si) < M, forall 5 € S}.

Then, P is a down-closed convex polytope in the positive orthant.

Proof. The strategy space of the defender is a positive orthant as probabilities are bounded between
0 and 1. Thus P C [0, 1)P7! satisfies P := {p, € P,|0 < [0, 1]l Ap,, < M1}, where 1 is a
vector of all ones of size |S|. Here, |S| is the number of states in S, |p,| is the size of p,,, M is the
available memory, and A is the (|S| x |S|) matrix that captures the memory constraint. Note that

the feasible space is a subset of the polytope [0, 1]/?! that is constrained by Ap, < M1. For any
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pp satistying 0 < pp, < pp, App < M 1. This implies that P is a down-closed convex polytope in

the positive orthant. O

In what follows, we present an algorithm to compute an approximate optimal strategy of the

defender.

Algorithm 5 Best response computation of the defender
Input: Attacker’s strategies P,, P, stepsize v € (0, 1]

Output: Best response of the defender p,,

1: Initialize p% < 0,¢ < 0,7 < 0

2: whilet < 1 do

3: Find p}, : (), VUL (p})) = nmaxs,ep(Pn, VUL(D})) —%511, where L > 0 is the
Lipschitz constant from Theorem 5.3.6, € (0, 1] is the multiplicative error level, § € [0, d] is
the additive error level

4: Find stepsize v, € (0, 1], e.g., 7 < 7; and set y,. < min{~,,1 — ¢t}

5 pittepl ey, bttty rer+1

6: end whilereturn p, < p’,

Proposition 5.3.9. Let U%(p,) be the maximum defender’s payoff for given attackers’ strategies
pa = {pa, },. Then, Algorithm 5 which takes as input p , returns an approximate optimal defense
strategy p,, for the defender such that Un(p,, pp) < (1 — 1/e + €)U}(p4). Further, Algorithm 5
takes O(1/€) number of iterations and the number of operations in each iteration is linear in the

action space of the defender.

Proof. Theorem 5.3.4 and Lemma 5.3.5 show that the defender’s payoff function, U, is DR-
submodular and monotonically increasing in p,, respectively. Thus Problem 5.3.1 is equivalent to
maximizing an increasing DR-submodular function. Using the Lipschitz constant of the gradient

of U, derived in Theorem 5.3.6, the proof follows from Theorem 1 and Corollary 1 in [26]. O
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5.3.2 Best Responses of the Adversaries

The best response of the k™ adversarial player P,, to a given defender strategy, p,, and other
K — 1 adversarial players’ strategies, p.a\x := {Da, }i=1 \ Pa, = Dars-- - Dagp_1sPagsrs- - - » Dags 1S

given by the following optimization problem.

Problem 5.3.10. The adversary’s problem is as follows: for any k € {1,..., K}
max  (prk)ag +pa(k)87 +ps(k)o? )

PALEP A,

In this section we derive a pure strategy best response for the k" adversary, where k €

{1,...,K}.
Definition 5.3.11 (Pure strategies of P,,). The k™ adversary’s strategy can be interpreted as
selecting a sample path, wy, in G from node sy to dj. Then for a given pair of nodes v; and v;
in G, where i, j € {1,..., N}, a pure strategy of P,, can be defined as follows:

1, if (v, v5) € wg

Pay (Vi v;) =
0, otherwise.

The following lemma characterizes the best response of P,, under pure strategies.

Lemma 5.3.12. Let Qz’“ denote the set of paths that start from the node sy and end at the node dj, in
G. Then for any w; € Q%, define pr(wy) to be the probability of P, reaching dj, without being
detected by P, when P,, is following the path wj. Furthermore, let w* = argmax{pg(ws) :

wy, € QZ’“} Then, w* € BR(pp, pavk)-

Proof. Note that p,, (v;,¢) = 0, for all i € {1,..., N}, when P,, follows a pure strategy. Let
p(wy) be the probability of P,,. choosing a path wy, € QZ’“. Then the payoff of P,, under a pure

strategy is as follows:

Ua,(Pa,p0) = br(k)ag + pr(k)B;

— Z p(wk)([l — pr(wk)]ag +pR(Wk)51?>

d
wkEQkk

— Z p(wk)(a;;‘ + [BF — a;’:]pR(Wk)>

d
wkEQkk
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For a given p;, and p 4\, any path w;, € Qik that maximize U,, (p., pp) will yield the same payoff
to P,,. Hence we can rewrite the best response of P,, (under pure strategies) as

BR(p, paye) € arg max (ait + 5 — aflpa(er) ).

wkEQ Ik

Since «j; is a constant value and the term [ —a;}] is a positive scalar, BR(pp, pa\x) € arg max{pr(wy) :

W € sz} ]

Next we define the set of states reachable to a state 5 € S in the following definition.

Definition 5.3.13. A state 5 € S is said to be one-step reachable from a state 5 € S if each
of the position s; in the state 5 is one-step reachable from each of the position 5; in 5, for all
j € {1,...,W}. Here, we say a position s; is one-step reachable from a position §;, if s; € {¢, 7}
orif (v;,v,) € Eg where 5; = v; and s; = v,. Then, S(5) C & is the set of states from which state

5 is one-step reachable.

Let pp be the distribution of the benign information flows in the system. More precisely, it
provides transition probabilities of a benign flow between two nodes v;, v; € Vg. In the following,

we define the probability of type-% trapping at node v; in G, p,,(v;, k), for a given pp, p.a\x, and pp.

Definition 5.3.14. Without loss of generality, assume each k" position in the state 5 € S related to
the P,,. Let S(v;) C S be the set of states such that for all § € S(v;), s, = v; fori € {1,...,N}.

Then the probability of type-k trapping at node v; in G, p,(v;, k), can be defined as follows:
po(vi, k) Z (Z HPAk/ Sk, Sw HPB(gk",gk”)>pi(§k, k),
SES(UZ) SES(S K

where ¥ € {1,..., K} \ k, k" e {K +1,..., W},

.
1, if 5y = S and 5 € {gb, T, dk/}

pAk/(gk’a S) = pi(gk/, k'), if s € Vg and $y = 7

Pa,, (5, 80)[1 — P} (Sk, k)], otherwise
\
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and

o 1, if 5p» = S and 5 € {¢, d;}}
pB(Sk”7 Sk”) =
p3<§k//, §k”)7 otherwise

forallk € {1,...,K}.

The following theorem presents a method to calculate a best response of P,, for a given p,,
Pa\ks and pp.
Theorem 5.3.15. The best response of adversary P,,, BR(pp, pa\x), under pure strategies, is a path

w* returned by a shortest path algorithm on the IFG, G, with edge weight of each incoming edge

to a node v; given by — log([1 — pp(v;, k)]), fori € {1,..., N}.

Proof. Notice that using p,,(v;, k) we can write pr(wi) = [] [1—pbp(vi, k)]. From Lemma 5.3.12,

Vi EWg
we can derive the following expression' for the payoff of P,, under best response strategy,

max H [1 —pD(Ui,k)] = Inax H 10g([1 _pD(Ui>k>])

Vi EWg Vi EWg

= min H —log([1 — pp(vi, k)])

V; EWE
This implies that solving Problem 5.3.10 is equivalent to solving a shortest path algorithm on G,
with —log([1 — pp(v;, k)]) as the edge weight of each incoming edge to node v;. Notice that edge
weights are positive values since 0 < [1 — p,(v;, k)] < 1 Furthermore, Definition 5.3.14 can be
used to calculate p,,(v;, k) for given pp,, pa\x and pp. Hence a Dijkstra’s shortest path algorithm

[43] will compute an optimal attacker strategy. 0
5.4 Simulation Study

We validate our theoretical results using real-world attack data obtained using RAIN [64] for a
three day nation state attack. We implement our model and run Algorithm 5 on day one attack
data of the nation state. A brief description of the dataset we used and the steps involved in the

construction of the IFG for that attack are given below.

'The expression gives a scaled version of the exact payoff. In order to calculate the exact payoff under best
responses of P,, , one need to multiply the value of this expression by [3; — a4 ] and add a constant value ;.
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Figure 5.1: The parameters chosen are: af = 100, g = 200, f = —100, and 57" = —200. The memory
values, Cy, for the nodes in the IFG where chosen from a random distribution such that C; (v;) < Ca(v;),
foralli € {1,..., N}. Figure 1(a) shows the payoff of the defender obtained by Algorithm 5 v.s. iteration
count for four instances with different values of M. Figures 1(b) and 1(c) show the probability of attacker

one and two, respectively, reaching the target with increasing values of M.

The goal of the adversaries’ campaign was to steal sensitive proprietary and personal information
from the targeted company. We considered two attackers operating in the system with distinct goals
and entry points. Both attackers established their initial foothold in the system through network
(e.g., spear-phishing attack, watering hole attack). Once the system is compromised, attacker 1
leveraged common system utilities to perform internal reconnaissance. The goal of this attacker
was to fingerprint the compromised system to detect running processes and network information.
On the other hand, attacker 2 wrote a malicious program to a disk that was eventually executed to

establish a backdoor which is used to continuously exfiltrate the company’s sensitive data.

Initial conversion of the attack data into an IFG resulted in a coarse-grain graph with ~ 132,000
nodes and ~ 2 million edges. We pruned the coarse-grained graph by starting from the destinations
of each attacker. Then we constructed the subgraph related to all the nodes in the coarse-grained
graph that have at least one directed path to the destination of that attacker. We performed our

analysis on the resulting refined IFG consisting of 30 nodes related to the attacks.

The parameters chosen are: of = 100, oy = 200, f = —100, and 5 = —200. Thus
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attacker 2 is more capable as the impact of attack 2 is more compared to attack 1, which is captured
by oy > o . Figure 1(a) shows the variation of the payoff of the defender returned by Algorithm 5
with respect to iteration count for four instances with different values of M. In order to analyze
the impact of the defender on the different attackers, we compute attack success probabilities of
each attacker with varying the amount of memory. Figures 1(b) and 1(c) show the probabilities of
attacker one and two, respectively, reaching their targets while increasing the value of M. Notice
from Figures 1(b) and 1(c) that for a fixed memory constraint, attacker 2 has higher probability of

reaching the target compared to attacker 1 which is expected as attacker 2 is more capable.
5.5 Summary

In this chapter, we studied the problem of detecting multiple attackers in a computer system. We
presented an analytical model of a resource constrained DIFT that allocate scarce resources across
multiple flows to simultaneously detect different attackers. We modeled the strategic interaction
between K adversarial information flows and the DIFT defense as a dynamic (K + 1)-player
game. Each stage of the game corresponds to the propagation of the attacks through the system, in
which each attacker must determine the next operation and the defender must decide an efficient
memory allocation. Given attackers’ strategies, we proved that finding an optimal defense strategy
is equivalent to maximizing an increasing DR-submodular function which enabled us to propose an
approximation algorithm. Further, given a defense strategy and strategies of (K — 1) attackers, we
showed that finding an optimal attacker strategy is equivalent to solving a shortest path problem,
where the edge weights are derived from the strategies of the other players. Based on this mapping
we proposed a polynomial-time algorithm for computing an optimal attacker strategy. We evaluated

the performance of our algorithm on a real-world attack dataset obtained using RAIN [64].
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Chapter 6
TOWARDS STOCHASTIC DIFT-APT GAMES

6.1 Motivation

Information flows consists of explicit information flows arising from data dependencies and implicit
information flows that arise from control dependencies [97]. Conditional branches occur in the
program due to control dependencies. During the initial phase of the attack, as the system is not
fully compromised and APTs undergo system exploration, the traversal of the APTs through the
system is controlled not only by the actions of APTs but also by the dependencies of variables
or processes in the system at the conditional branches in the program. For instance, consider a
function in the program that has an if-else statement such that a variable, say ¢, decides whether
the if-part or the else-part of the code get executed. The value of # and hence the attack path is
affected by both benign and malicious flows in the system and not solely by the actions of the APT.
Conditional branching introduces randomness in the attack paths of APTs. Most of the existing
architectures of DIFT have been developed to track only data-flow-based information flows and
hence captures only a portion of the complete program behavior [120]. Further, current approaches
of using DIFT often introduces performance and memory overhead and are expensive.

Our objective is to obtain an analytical model of DIFT that can monitor the system online in a
resource-efficient manner against APTs by considering both data-flow dependencies and conditional
branches. The contributions of this chapter are as follows:

e We model the interaction between APTs and DIFT as a two-player, nonzero-sum stochastic
game in infinite-horizon. The stochastic nature of the game captures the uncertainty involved at
the conditional branches. The state space of the game and the action sets of both the players are
finite. Further, the players strategize from a stochastic policy to maximize their individual payoffs.

e We relate the best response of the APTs to a maximum reachability probability problem and
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formulate it as a linear program. We formulate the best response of the DIFT as a linear program
and present a polynomial-time algorithm to calculate a deterministic optimal policy of the DIFT.
e As deriving Nash equilibrium for nonzero-sum infinite-horizon stochastic games is computationally
difficult, we formulate discounted version of the game to perform approximate equilibrium analysis.
Then we present a value-iteration algorithm with guaranteed convergence and prove that the algorithm
returns an e-Nash equilibrium for the undiscounted game in polynomial-time.

e To evaluate the performance of our approach, we perform experimental analysis of the model and
the algorithm on augmented version of NetRecon data obtained from Refinable Attack INvestigation

(RAIN) [64] framework.

6.2 Stochastic DIFT-APT Game Formulation

In this section, we model a two-player game between APTs (P,) and DIFT (P,) on the information
flow graph G = (Vg, Eg). The objective of P, is to reach critical node set D C Vg and the
objective of Py, is to perform security analysis at optimal locations in G so as to prevent P, from
reaching D. The game unfolds on a finite state space S := Vg U {¢, 7} = {s1,..., SN, &, T}. State
¢ is a null state that is reached when the adversarial flow is dropped. State 7 is a trap state that is
reached when the defense traps a flow. Notice that ¢, 7 are terminal or absorbing states of the state
space S. We denote the state of the game at time ¢ € T := {1,2,...} by the random variable 5.
Due to conditional branching in the program, the transitions from a current state 5; to a next state

S¢41 1n S is determined over a probability distribution, and hence the game is stochastic.

6.2.1 Transition Probability

The action space of P, and P, are denoted by the sets A, and A4, respectively. At time ¢, players
P, and P, affects the game through their actions d; € A, and a; € A,, respectively. As states
¢, T are absorbing states of S, the action sets of both the players at these states are empty, i.e.,
AL(5) = Ap(5,) = 0 for 5, € {¢p, 7}. Now we define the action set of the players at a state 5, ¢

{¢, 7}. For each node in the information flow graph, say s; € Vg, let N'(s;) := {s; : (si,8;) € Eg}
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denote the neighbor set of s;. Then the action sets of the players at state 5, ¢ {¢, 7} are given by
AL(5) = {N(s;)} U{quit} and A,(5.) = {1,0}. More precisely, at a state 5; ¢ {¢, 7}, the
adversary decides to transition to one of the neighboring process of s; or quit the game and the
defender decides to trap the information flow or not. The stationary transition probability from a

given state s to a state s’ under actions a € A, and d € A, is

p(s'|s,a,d) :=P{5,11 = &5 = s,a; = a,d; = d}, 6.1)

foralls,s' € S,a € A,andd € A, wherep: SxSx A, x A, — [0, 1]. Note that, given 5, a,,
and d;, the state 5,, is assumed to be conditionally independent of all other random variables at
time less than or equal to t. Here, p(s'|s, a,d) # 1 for some states s, s' € S due to the conditional

branching that occurs at the subset of processes.

6.2.2  Information of the Game

The players P, and P, decide their actions based on present state of the game. We denote the

information available to the players P, and P, at time ¢t € T by Y, and Z;, respectively. Then

Yt = {EOJdOJEhdl?‘"Jgt—lvdt—hgt}?

Zt = {507 aop, 517 ay, ... 7575*17 A1, gt}'

We denote the set of all possible outcomes for Y; and Z, at time ¢ using )* and Z*, respectively.
At every time step in the game, the defense decides whether to trap the flow or not and the adversary
decides which neighboring node to transition. While both the players know the current state of the
game, the players do not know the action of the opponent player at a state. Moreover, the defense
i1s unaware whether a tagged (suspicious) flow is malicious and the adversary does not know the
probability of getting trapped at different processes in the system. This results in information

asymmetry among the players.
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6.2.3 Stochastic Player Policies

Atany time ¢t € T, P, and P, selects an action from the action set A, and A ,, respectively, based
on some probability distribution. A stochastic policy of player P,, is given by p,, : V* — [0, 1]4»
and of player P, is given by p, : Z* — [0,1]"4. The player policies we consider here are
stochastic and stationary in nature. Since the policy is stationary, the probability distribution at
any Y, or Z; only depends on the current state 5;. The set of all stochastic policies of P, and
P, are given by p, and p,, respectively. A policy p, € pp (pa € p.) is said to be a pure or
deterministic policy if forall Y € V* (Z € Z*), the entries of the vector p,,(Y) (p.(Z)) belong to
the set {0, 1}.

6.2.4  Payoffs to the Players

The payoff functions of the players are denoted by U, and U,. The game is non-cooperative and
both the players try to maximize their own payoff. The payoff function of the defense consists of
four components (i) a memory cost C,(s;) < 0 for selecting s; € Vj as a security check location,
i.e., tag sink, (ii) penalty 5” < 0 for adversary reaching a destination, (iii) reward a” > 0 for
defense catching the adversary and (iv) reward o, > 0 for adversary dropping out of the game.
Similarly, the payoff function of the adversary consists of three components (i) reward 5* > 0
for adversary reaching a destination, (ii) penalty a* < 0 if the adversary is caught by the defense
and (ii1) penalty o, < 0 for adversary dropping out of the game. Although all tagged flows are
suspicious, most of them are often benign. The defense cannot distinguish a malicious data and
spurious data from tagged flows. The trapping cost C,(s) captures the cost of trapping benign
flows at process s in the system.

Given set of policies (py, p.), where p,, € pp, and p, € p., the payoff functions of the players

are given by

Un(pp,pa) ZZ(pD(si)CD(SiD +pr &’ +pr B74pg op, (6.2)

s;€S
Ua(pp,pa)=pra’ +pr '+ pyoa, (6.3)
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where p; is the probability that the adversarial flow is caught by the defense, p; is the probability
that the adversarial flow reaches a destination and p, is the probability that the adversary drops
out from the game (py = 1 — p; — pg), under policies (pp,p.). In Eq. (6.2), the first term
corresponds to the resource cost to the defender. The second, third, and fourth terms in Eq. (6.2)
model the reward/penalty the defender incurs for winning the game, losing the game, and a partial
reward if adversary abandons the attack, respectively. Similarly, the first, second, and third terms
in Eq. (6.3) capture the penalty/reward the adversary incurs for losing the game, winning the game,

and the partial penalty for abandoning the attack, respectively.
6.3 Solution to Stochastic DIFT-APT Game

In this section, we first presents an overview of the notion of equilibrium considered in this paper.
We then analyze the best responses of both the players and propose a method to solve for the Nash
equilibrium of the game.

We present the concept of a player’s best response to a given mixed strategy of the opponent

below.

Definition 6.3.1. Let pp, : Y* — [0,1]» denote a defender strategy and p, : Z* — [0,1]*4
denote an adversary strategy. The set of best responses of the defender is given by BR(p,) =
argmax,, {Up(pp,pa) : pp € [0,1]47}. Similarly, the best responses of the adversary given by
BR(p,) = argmax,,, {Ua(pp, pa) - pa € [0, 144},

A mixed strategy profile (p,,p,), where p, € py and p, € p,, is a Nash equilibrium (NE) if

the following definition hold.

Definition 6.3.2. A pair of mixed strategies (p%, p%) is a Nash equilibrium if
P, € BR(p}) and  p; € BR(p},).
Definition 6.3.2 translates to players selecting policies (p},, p%) € Pp» X p such that

Un(p5.04) = Up(pp,ph), forallp, € pp and, (6.4)

Uspp:0h) = Ua(ph.pa), forallp, € pa. (6.5)
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The policies (p%, p%) satisfying Eqs.(6.4) and (6.5) are said to constitute a Nash equilibrium in the

stochastic policy. Now we define the notion of e-Nash equilibrium here.

Definition 6.3.3. (p<,p5) € P4 X Pp forms an e-equilibrium in stochastic stationary strategies for

any € > 0 and for all p, € p, and p, € pp if

Ui, 05) = Ua(pa,py) — €, and

Up(p5,05) = Uy(p,pp) — €

Although the existing literature on stochastic games ensures existence of Nash equilibrium
for a finite-horizon stochastic game under stochastic behavioral policies, proving existence and
deriving a Nash equilibrium for a nonzero-sum, undiscounted, infinite-horizon stochastic game is
computationally difficult. In the next section we propose methods to calculate best responses of

the players and to derive an approximate Nash equilibrium.

6.3.1 Best Response of the Adversary

For a given defender’s policy the adversary’s optimal strategy is to choose an action at every state in
the game that will maximize the probability of adversary reaching some node in D. We now prove
that the best response calculation of the adversary reduces to a maximum probability reachability
problem [20] with reachability set D. We introduce the following concepts before stating the result.
The set D is said to be reachable from state s € S denoted by s ~~ D if there exists a directed path

from s to some node in D. Consider the following Markov Decision Process (MDP) problem.

Problem 6.3.4. Let p,, denote the defender’s policy. For all s satisfying s ¢ D and s ~ D, find
xs= max { > pp(s,0)p(s]s,a,0)xy}

aG.AA (s) =
Subject to:

(i) zs=1ifs € D, and

(ii) x5 = 0if D is not reachable from s.
Now we state and prove the result showing relation between best response of the adversary and

the maximal probability reachability problem given in Problem 6.3.4.
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Theorem 6.3.5. Let

a*(s) € arg max s, 0)p(s'|s,a,0)zy}.
() € g mas {3 pols',0) ('l 0,0) )

acAa(s
A s’'eS

Then, p* defined as p*(s) := a*(s) is a best response for the adversary.

Proof. Note that p,(s’,0) denotes the probability that information flow is not trapped at a process
s" € S. Hence, vector (xs)scs is the maximum probability that an adversarial flow originating at
state s € S reach a state in D without getting trapped by the defense for the given defense policy pp,.
By Eq. (6.3), at any state s € S the best action of the adversary is to choose action that maximizes
its probability of reaching D, given by arg max,c 4, (s) < > po(s,0)p(s'|s,a,0) a:sf>. Thus the
proof follows. e [

As a consequence of Theorem 6.3.5, one can calculate the best response of the adversary for

any given defense policy by solving Problem 6.3.4. Using the approach in [20], we now show in

Theorem 6.3.6 that Problem 6.3.4 reduces to a constrained linear optimization problem.

Theorem 6.3.6. Let (z4)ses be the vector such that z is the maximum probability that an adversarial
flow originating at state s € S reach a state in D for the given defense policy p,. Then (z)ses is
the unique solution to the following linear program (LP).

For s ¢ D and s ~» D and for all a € A,(s): find

ys = > pp(s,0)p(s'|s,a,0) such that > y, is minimal.

s’'eS s’'eS
Subject to:

(1) ys=1ifse D, and

(2) ys = 01if D is not reachable from s.
Proof. Given x, is the maximal probability that an adversarial flow originating at state s € S
reach a state in D. Then z, satisfies the constraints (1) and (2). By the definition of xg, z, >
> po(s,0),p(s'|s,a,0)xy. This implies that x is a feasible solution for the LP. Now we prove
iileast (x5)ses is the unique solution to the LP.

We prove uniqueness using a contradiction argument. Suppose that (x)ses is not the unique

solution to the LP. Then there exists (ys)ses Which is a solution to the LP. Since the values of



91

ys is minimal under all vectors that satisfy the LP, we get > =, > > y,. Now we perform
s€S s€S
) _

value iteration on Problem 6.3.4 by initializing zs° = y, for all s € S. Recall that z;, =

max{ ZSPD(S’, 0)p(s'ls, a,0) ysla € As(s)} and y, > Zspp(s/, 0)p(s']s,a,0) ys. This
implies tlelat the value iteration yields a decreasing sequence (:zrgne))@o. Define 3/ := lim_,, z{.
Then y;, < y, and this contradicts the minimality of ) __%,. Hence y, = y, and this proves that
solution to the LP is unique.

As solution to LP is unique and z; is a solution, we get z, = y, for all s € S and this completes

the proof. [

Now we give the complexity result of best response calculation of the adversary.

Theorem 6.3.7. The best response of the adversary can be computed in O(/V) complexity.

Proof. The linear optimization problem given in Theorem 6.3.6 gives a unique solution which in
turn gives best response of the adversary. The LP can be solved in linear time in the number of
states using simplex method or any other linear-time LP solver [25], i.e., O(|S]|). As |S| =2+ N,

the complexity of best response calculation of adversary equals O(N). [l

6.3.2 Best Response of the Defense

Let the defense strategy be denoted by p, = [pp (1), .-, Po(Sn), Po(7), pp(H)]”, where py(s) =
[p5(5,0),pr(s,1)]". The defense best response is an optimal policy p}, associated with the undiscounted
infinite-horizon MDP. p7 is a policy that maximizes the long-run average performance. We now

give the following definition.

Definition 6.3.8. For a given adversary policy p,, define P, (p,) = [p(¢']s, pD)}fys,:SI, where
p(Sl|S,pD> - Z Z pA(S/|87 d) pD(Sad)'
s'€S de{0,1}
Here p,(s'|s,d) is the probability of transitioning from s to s’ under given policy p, when

the action of the defense is d. Let r,(p,) be the cost vector! for the defense under policy pp.

lThen rD(pD) = [TD(slapD>7 e 7rD(SN7pD)aTD(T7pD)aTD(¢7pD)]T’ Where TD(57pD) = CD(S)pD(S7 1) and
TD(TapD) = TD(qbapD) =0.
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The expected payoff of the defense at state s and time ¢ for a given adversary strategy p, is
[P (po)75(pp)ls- Then the limiting average value of the policy pj, is denoted as v, (pp) :=
[UD(SI;pD)a . 7UD<SN7pD)7 UD<T7 pD>7 UD(¢7pD)]T 18

T

vp(pp) = THOO [ Z pD rp( pD)]

t=0

Therefore, the best response of the defense is given by the following optimization problem:

Problem 6.3.9. maxv,(pp)

Subjectto:  pp € pPp.

We now show that Problem 6.3.9 is equivalent to a linear program (LP) and solving the dual
problem of the LP gives a deterministic optimal policy for the defense. Before formulating the LP,

we give the following definition.
Definition 6.3.10. For every state s € S, W, is an (N +2) x 2 matrix such that the (s’, 1) entry is
wy 1 = 1—p4(s']s,0) and the (s',2)" entry is wy » := 1 —p,(s'|s, 1) forall ' € S. Additionally,

define vectors

x" = [x[,x0,, . x],x], X))
Y = Vo Ya Yo Y5, ¥4l
v’ = [ ,r],... vl r] r]]
37 = [17,07,...,07, 07,0
Jj = [0].,1],,...,0] ,0,0]]
J, = [0],0],,...,0] ,0], 17],

where x; = [25(0),25(1)]", ys = [ys(0),ys(1)]", rs = [0,Cp(s)]", 1s = [1,1]" and 05 =
[0,0]”. Further, define (N + 2) x (2N + 4) matrices W = [Wy, W, ... W, W, Wyl, J =
[J1Jo... 3 Jy]" and (N +2) x 1 vectors v = [v(s1),...,v(sn),v(T),v(¢)]” and

u = [u(sy),...,u(sy),u(t),u(e)]”.
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The following Lemma formulates the linear program associated with the Problem 6.3.9.

Lemma 6.3.11. Consider matrices W, J and vectors u, v, X,y, and r defined in Definition 6.3.10.

1
Then Problem 6.3.9 is equivalent to the following LP formulation: min n 7V
W 0
Subject to:  [u” v7] > [r” 07].
J W

By Proposition 2.9.1 of [50], the proof of Lemma 6.3.11 follows. The dual problem associated

with the LP in Lemma 6.3.11 is given below.

Problem 6.3.12. max r’x

w 0 X 0
Subject to: = , X,y = 0.
J W\ |y N+L21

Now we present an algorithm to obtain a best response of the defense using Problem 6.3.12.

Algorithm 6 Pseudo-code for best response of defense
1: Input: Adversary policy p,, W, J,x,y, and r

2: Output: Optimal defense policy p7},
3: Find an optimal solution [x* y*|” for the dual LP given in Problem 6.3.12
4: Define states set S* := {3 € Slat =37 a(i) > O}
5: if s € S* then select any i : 2%(i) > 0
6: else s ¢ S* selectany i : y*(i) > 0
0ifi =1
7: Define p% € pp such that p¥ (s,0) =
lifi=2
8: end if

The following theorem shows the output of the Algorithm 6 returns a deterministic best response

of the defense for a given adversary policy p,.
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Theorem 6.3.13. Consider Algorithm 6 which takes as input the dual linear program given in
Problem 6.3.12 corresponding to a given adversary policy p, and returns a defense policy pj,. Then

p}, is an optimal solution to Problem 6.3.9, i.e., a best response for the defense, for the adversary
policy p,.

Proof of Theorem 6.3.13 uses similar arguments of proof of Theorem 2.9.4 in [50] and is

omitted here in the interest of space.

6.3.3 Nash Equilibrium of the Game

Existence of Nash equilibrium is not guaranteed for nonzero-sum infinite-horizon stochastic games
[50]. Moreover, it is generally difficult to formulate a polynomial-time algorithm to find Nash
equilibrium for nonzero-sum infinite-horizon stochastic game. Therefore, in this section we propose
an approximate solution method based on nonlinear programming to calculate e-Nash equilibrium
strategies for both players P, and Pp.

Let UY, and U}, be the payoffs at time ¢ for P, and P, respectively. Then the expected payoffs
to the players P, and P, under stochastic behavioral policies (p4, py) at time ¢ and initial state
sp € Sisdenotedby E (U})and E (U}), respectively. Define discount factor 4 for P,

50,PAPD 50,PAPD
and 7p for Pp, where y4,vp € (0, 1).

We approximate the game introduced in the Section 6.2 to its discounted stochastic game
variant as follows. Let the total expected utilities of players P, and P,, for the discounted infinite-
horizon game be

Va(S0,PasPp) = i(’m)t( B (Ujl)),and (6.6)

S0,PAPD
t=0 ’

vp(50,Da Pp) = i(w)t( E (UB))- (6.7)

=0 50,PA;PD

The players in the discounted stochastic game strategize to maximize their expected payoffs given
in Egs. (6.6) and (6.7). Notice that smaller 4, vp values implies players are more interested in

contemporary payoffs while larger values means players care more about long-term payoffs.
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Proposition 6.3.14 (Theorem 3.8.1, Chapter 3, [50]). Every nonzero-sum discounted stochastic

game possesses at least one equilibrium point in stationary strategies.

Using Proposition 6.3.14 we present a nonlinear program in Problem 6.3.16 to find an e-Nash
equilibrium stochastic stationary strategies (p, p$,) for the players P, and P, of the discounted

stochastic game (see Definition 6.3.3).

We first introduce value vectors in Definition 6.3.15 for the players and then explain the notion
of e-equilibrium stochastic stationary strategies in Definition 6.3.3. Without loss of generality, we

lety4 =7p =17.

Definition 6.3.15. Let the value vector of the adversary P, be denoted as

VA= [UA(Sl)v <o 7UA(3N)> UA(T)7 UA(¢)]T7

where each entry represent the expected utility for the adversary at each state s € S. Similarly,
let v, = [vp(81), ..., vp(SN),vp(T),vp(4)]” be the value vector for the defense P,. Moreover,

values for the both players at the states s € {D, 7, ¢} are as follows:

.

(Ba,Bp) ifseD

(va(s),vn(s)) =  (an,ap) ifser

(ca,0p) ifs=¢
\

Let ma(s) = |pa(s)| and mp(s) = |pp(s)| denote the number of actions allowed for the

adversary and defense at a state s € S, respectively. Then m4 = > |pa(s)| and mp = > [pr(9)|
s€S s€S
represent the length? of stochastic strategies p, = [pa(s1),...,04(sN8),Da(T), pa(¢)] and pp, =

[Po(51)s - Po(SN), po(T),p(P)], where pu(s) = [Pa(s,a1),...,Da(S, amu(s))] and pp(s) =
[pp(5,0),pp(s,1)] for each s € S. Note that, p,(s,0),= 1 — py(s,1). Now we present the

nonlinear programming formulation of the discounted version of the stochastic game.

Notice that mp(s) = 2 forall s € S and mp = 2(N + 2) for the player P,, considered in our game model
presented in the Section 6.2.
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Problem 6.3.16. Consider the following nonlinear program with the optimization variable z =

(VAa VDapAva>:

min Z 17 [Vk - I'Ig(pA,pD) - 7P<pAapD)Vk]
ke{A,D}

Subject to:
L Ra($)P5(5) + 1L(s, VAIWA(S) < 0a(5)Lnr(5), 5 € S
2. pa(8)Rp(s) +vypa(s)L(s,vp) < "UD(S):[%D(S), s€eS

3. (pA7pD) € Pa X Pp»

m S 7dm S . . .
where Ry(s) = [ri(s, a, d)]Z:;‘f s & ) with each entry® r4(s, a, d) gives the cost incurred by the
player Py, with k € {A, D} when P, selects action a and P, choose action d at the state s. For a

given state s and a value vector vy, for a player (adversary or defense. i.e. k € {A, D}),

Am 4 (5)9mp (s)
L(s,vg) [Zp s, a, d)vg(s )]

s'eS a=aj,d=d;

Furthermore, for k € {A, D} let

rk(pAapD) = [Tk(slvp/hpD)a B ark(gbapA)pD)]T

with 71,(s, pa, Pp) = pa(s) Ri(5)po(s) and P(pa, pp) = [p(s']5,pas po)] 0, With

Am 4 (s)
p(s'15,pap0) = D> > ('], a,d)pals, a)po(s, d).
a=a1 de{0,1}

Using the existence result from Proposition 6.3.14, we now present the following results on the

solution and the convergence of the nonlinear program introduced in the Problem 6.3.16.

3For the game in Section 6.2, 71 (s,a,d) = Cp(s) = ¢(s)pp(s,d) when k = {D} and d = {1}. For all the other
cases ri(s,a,d) = 0. ¢(s) < 0 represents the cost for defense at state s.
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Theorem 6.3.17. Consider apointz = (Va,Vp, pa, pp). Then (p4, pp) in Z forms a Nash equilibrium
point of the discounted nonzero-sum stochastic game if and only if Z is the global minimum of the
nonlinear program defined in the Problem 6.3.16 with ¢/(Z) = 0. Let 1)(Z) be the objective function

of nonlinear program for a Z satisfying the conditions 1) to 3).

Corollary 6.3.18. Let Z be a solution for the nonlinear program defined in the Problem 6.3.16 with

an objective function ¢/(z) = ¢ > 0. Then (p,, pp) forms an e-Nash equilibrium with € < ﬁ.

The proof of Theorem 6.3.17 and Corollary 6.3.18 follows from the Theorem 3.8.2 and Corollary 3.8.3,
respectively, from Chapter 3 of [50].

6.4 Simulation Study

We perform experimental analysis of our model using NetRecon attack data obtained from RAIN [64]
recording system and augmented with conditional branches. The game model in Section 6.2 and
the nonlinear algorithm given in Section 9.6 to obtain an e-Nash equilibrium are implemented. The
NetRecon attack is designed to perform network reconnaissance on a victim system. The attack
starts by executing the NetRecon process. Then it gathers information related to network interfaces
and IP addresses used by the system and exfiltrates the collected information into a file named
/tmp/netrecon.log.

We first build the coarse-grained whole system information flow graph from the attack dataset
recorded through the RAIN [64]. Then we identified two nodes in the graph related to NetRecon
process, four nodes related to network flow objects (Network interfaces and IP addressee), and the
node associated with the file /tmp/netrecon.log as destinations (D) for the NetRecon attack. Then
we prune the coarse-grained graph by starting from the destinations of the attack and building
the subgraph related to all the nodes in the coarse-grained graph that have at least one directed
path from itself to at least one destination of the attack. We perform our analysis on the resulting
refined information flow graph consisting of 22 nodes related to the attack. In order to represent
the conditional branches in the system we augmented three selected nodes s € Vi \ D in the refined

graph with pre-defined transition probabilities such that p(s'[s, a,d) # Land ), P(5']s, a, d) =
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1 for each fixed action combinations a and d of the players.

An e-Nash equilibrium of the stochastic game corresponds to a global minimum of Problem 6.3.16
and the function value ¢(z) evaluates to zero (Theorem 6.3.17). The simulations return a local
minimum of Problem 6.3.16 at which the function value evaluates to 0.689. Figure 6.1 shows the

convergence plot of the simulations.
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Figure 6.1: Experimental results for NetRecon data obtained using RAIN. Plot shows convergence of the
nonlinear program to obtain an e-Nash equilibrium of the game. The cost and reward parameters chosen for
the experiment are as follows: 54 = ap = 500, a4 = fp = 04 = —500, op = 250 and Cp values for all
the nodes are randomly generated. The discount factor -y is set to 0.99 for both P, and Pj. The function
value evaluates to 0.689 at the obtained local optimum for the e-Nash equilibrium (at the global optimum

e-Nash equilibrium the function value ¢(z) = 0).

In Figure 6.2a we vary the average cost to trap (3, g Cp(s), where Serr := {s € S : 5 ¢
{¢,7} U D} ) at the non-terminal states while keeping the other parameters (,, Op, 4, Op, T4,
and o, fixed. Then we plot average cost vs. average payoff of the defense ) _ €Sy U p(s) at alocal
optimum returned by the nonlinear program (Problem 6.3.16) for different values of discount factor
for both players. With high cost of trapping, the defense decides not to trap at many locations.

This increases the probability of winning for the adversary and hence the payoff of the defense
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Figure 6.2: Plots showing variation of average payoffs of the defense with respect to variation in the
parameters in the payoff functions. All data points in the plots correspond to a local optimum for
the nonlinear optimization problem to find e-Nash equilibrium, Problem 6.3.16, for the NetRecon data.

Simulations correspond to three different values of the discount factor .

decreases. When ~y decreases the average payoff to the defense diminishes as v takes lower values,
both players’ strategies will be chosen based on the rewards of the immediate states.

For the simulations shown in Figure 6.2b, we first set 5, = —ap and o, = O‘TD Then we vary
defense’s reward o, and plot average payoff of the defense Zseseﬂ- vp(s) for different values of 7.
We keep the rest of the parameters Cp,, 54, @4, and o, fixed. As «, increases, the average payoff of
the defense increases as expected. The simulations also suggests that lower discount factors result

in lower average payoff for the defense.
6.5 Summary

In this chapter, we modeled Dynamic Information Flow Tracking (DIFT) to detect Advanced
Persistent Threats (APTs) in a system. The key focus of this chapter is to obtain an analytical model

for DIFT that can track information flows arising from data-flow commands and also conditional
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branches in the system. We modeled the interaction between APTs and DIFT as a stochastic
nonzero-sum game in infinite-horizon and stochastic strategies. We performed best response
analysis for both players. The best response of the adversary is a maximal reachability probability
problem formulated and solved as a linear program in this chapter. The best response of the defense
is formulated as a linear program and calculated using a polynomial-time algorithm. Existence of
Nash equilibrium for nonzero-sum infinite-horizon stochastic games is unknown and if exists its
computation is difficult. Hence we considered a discounted version of the problem. It is guaranteed
that there exists a Nash equilibrium for a nonzero-sum discounted stochastic game. We proposed a
nonlinear programming problem to calculate e-Nash equilibrium using a value iteration algorithm.
Finally, we tested the proposed model and algorithms on augmented (conditional branches) version
of real-world data for NetRecon attack obtained using Refinable Attack INvestigation (RAIN) [64]
framework. Investigating existence of Nash equilibrium for our undiscounted game model and

analyzing the game when the states are unobservable by the defender are part of future work.
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Chapter 7

DISCOUNTED STOCHASTIC DIFT-APT GAMES WITH
REINFORCEMENT LEARNING

7.1 Motivation

In a system equipped with DIFT, interactions of the APT with the system to achieve the malicious
objective while evading detection depends on the efficiency of the DIFT scheme. On the other
hand, determining a resource-efficient policy for DIFT that maximize the detection probability
depends on the nature of APT’s interactions with the system. Non-cooperative game theory provides
rich set of rules that can model the strategic interactions between two competing agents (APT and
DIFT). The feasible interactions among system processes and objects (e.g., files, network sockets)
can be abstracted into a graph called information flow graph [64]. Therefore, in this chapter we
propose a game-theoretic formulation on the underlying system information flow graph to facilitate
the study of trade-off between resource efficiency and efficiency of detection in DIFT. We make

the following contributions in this chapter.

e We model the interaction between APT and DIFT as a two-player, nonzero-sum, imperfect
information, infinite-horizon stochastic game. The state space of the game and the action
sets of both players are finite and the players strategize from a stationary policy to maximize

their individual payoffs.

e We capture the performance evaluation metrics such as false negatives of the DIFT using
the stochastic nature of the game. Our attack model allows APT to continuously attack the
system while having the capability of relaunching the attack in case it fails to achieve its final

objective.

e We provide a reinforcement learning based algorithm that converges to a Nash equilibrium
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(NE) of the APT vs. DIFT stochastic game. The proposed algorithm utilizes the structure of

the game and is based on the two-time scale algorithm in [104].

e To evaluate the performance of our approach, we perform experimental analysis of the model
and the algorithm on nation state attack data obtained from Refinable Attack INvestigation

(RAIN) [64] framework.
7.2 Stochastic DIFT-APT Game Formulation

In this section, we model a two-player stochastic game between APTs (P,) and DIFT (P,). Let
N be the number of nodes in the IFG, G = (Vg, Eg), M be the number of stages of the attack,
and A C Vg denote the set of possible entry points for the APT. We introduce a virtual-node s,
and a set of out-going edges E from s, to each node in the set A to model the entry point of the
APT in the system. The resulting IFG is referred to as Modified Information Flow Graph (MIFG),

~

g = (Vg, Eg’>, where Vg‘r = Vg U s and Eg = Eg U Ey.

7.2.1 System and Player Models

Consider a system equipped with a DIFT defense scheme (P,,) threatened by an APT (P,). Recall,
D, C Vg, forj =1,..., M, denote the nodes in the IFG corresponding to the goals of the j™ attack
stage. We refer to the set D; as the destination nodes of the APT (P,) in the stage j. The objective
of P, is to sequentially reach at least one node from each set D,, for all j = 1,..., M, without
getting detected by the DIFT (P,). We model the multi-stage attack of the APT as a multi-stage
dynamic game between P, and P,.

The information flows originating from the set \ are tainted as suspicious flows by the DIFT. In
order to detect the presence of the APTs and mitigate the threats imposed by APTs, DIFT inspects
the tainted flows at certain processes and objects in the system (i.e., Vz). The cost of performing
security analysis at a node of the IFG varies depending on the available resources (e.g., memory,
processing power) and the intensity of the traffic (amount of benign and malicious information

flows) at each node of the IFG. Hence, the objective of P, is to identify a set of nodes in the IFG to
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perform security analysis to prevent PP, from successfully completing the attack while minimizing
the resource cost.

The game between the two players P, and P, unfolds in time t € 7 := {1,2,...} on the
MIFG with player P, starting the game at time ¢ = 1 from node s, in the MIFG. As APTs are
persistent attackers, we consider an infinite horizon game where P, is allowed to restart the attack

whenever one of the following conditions are satisfied:

1. Player P, sequentially reach at least one node in set D;, forall j = 1,..., M.
2. P, drops out of the game (abandoning the attack).

3. Player P, successfully detect P, before P,’s objective is achieved.

In case 1 the adversary chooses to continue the successful attack, case 2 the attacker abandons the
current attack and starts a new attack, and case 3 the attacker starts a new attack as the defender

detected the attacker in the current attack.

7.2.2  State Space of the Game

Let S := {so} U{Vg x {1,...,5} ) U{{o,7} x {1,...,5}} = {s0,80,..., 8%, ¢,..., 77}, for
all j € {1,..., M}, represent the finite state space of the multi-stage game. si, ..., sy indicate
the nodes of the IFG, j denotes the stage of the game, and s{ denotes a state where tagged flow is
at node s; in stage j. States ¢’ and 7/ are corresponding to P, dropping out of the game and P,,
successfully detecting P,,, respectively, at stage j. Additionally, the states s with s; € Dy, C Vg,
where ¢ = 1,..., N, are associated with P, achieving the final goal. Let the random variable 5,
denote the state of the game at time t € 7 := {1,2,...}.

Let A, and A, denote the action spaces of players P, and P,, respectively. At each time
t € T, P, and P, simultaneously take the actions a; € A, and d; € A, respectively. The action
sets of players P, and P, at any state s € S, A,(s) and A,(s), can be defined as five cases.

Case (i): when s = s, where s; € \. Then, A,(s) = {s} : (s;,s1) € Eg} U {@}, adversary can
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select an action to move to a node s; in stage one and A, (s) = 0, defender is not allowed to trap
tagged flows. Case (ii): when s = s/, where s; & D;. Then, A,(s) = {s}, : (si,s4) € Eg} U{@}
which illustrates player P, choosing to transition to one of the out-neighboring node of s; in stage
j and action & represents P, dropping out of the game. Also, A,(s) € {0, 1}, where the action
d; = “0” and d; = “1” denote P, deciding not to trap tagged flows and deciding to trap tagged
flows, respectively. Case (iii): when s = s{ , where s, € D; for j = 1,...,M — 1. Then,
A.(s) = {s/™"} which represents APT traversing from stage j of the attack to stage j + 1 and
Ap(s) = 0. Case (iv): when s = s, A4(s) = {s} : sy € A} and Ap(s) = {0}. Case (v): when
s={o,7yU{sM : s; € Dy}. Then, A,(s) = s, which captures the ability of APT to comeback
and relaunch the attack in the system and A, (s) = 0.

We assume state transitions are stationary, i.e., state at time ¢ + 1, 5;,1 depends only on the
current state 5; and the actions a; and d; of both players at the state s;. The stationary transition
probability from a given state s to a state s’ under actions a € A,(s) and d € Ap(s) is defined as
follows:

p(s'ls,a,d) :=P{5,1 =55 = s,a; = a,dy = d}, (7.1)
forall s,s' € S, wherep: S x S x A, x A, — [0, 1]. Note that, for given 5, = s,a; = a, and
d; = d, the state 5,1 = s’ is assumed to be conditionally independent of all other random variables
at a time less than or equal to ¢. Further, >, o p(s'|s,a,d) = 1. Moreover, p(s'|s,a,d) = 1 in
the following two cases: (i) when d = 0 and a = s’ = A (s) and (ii) when d = 1, a = & and
s’ = ¢. Consider a state 5; = s with defender’s action d; = 1 and adversary’s action a; # &. Then
0 < p(s'|s,a,d) = p(s'|s,a,1) < 1 due to the false negatives of the DIFT'. Let f,(s7) denote the
rate of false negatives generated at node s; of the IFG in stage j. Then for a state 5, = sf , action

a; = sg, and d; = 1 the possible next state 5, are

s/ with probability f,(s),
Spa1 = | (7.2)
7 with probability 1 — f,,(s]).

"When d = 1, p(s'|s, a, d) is expected to be strictly 1 with s’ = 7 for any choice of a # @ if DIFT has no false
negative rates. In this chapter we assume that DIFT has some nonzero rate of false negatives.
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False negatives of the DIFT scheme arise from the limitations of the security rules that can be
deployed at each node of the IFG (i.e., processes and objects in the system). Such limitations are
due to variations in the number of rules and the depth of the security analysis® (e.g., system call
level trace, CPU instruction level trace) that can be implemented at each node of the IFG resulting
from the resource constraints including memory, storage and processing power imposed by the
system on each IFG node.

We assume both players know the current state of the game. But P, is unaware whether
an incoming tagged (suspicious) flow is malicious or not and P, does not know the chances of
getting trapped at different processes and objects in the system. This results in an asymmetry on
the information possessed by each players. Hence the game is an imperfect information game.
Furthermore, both players are unaware of the transition probabilities which depend on the rate of
false negatives generated at the different nodes of the IFG (Eq. (7.2)). Consequently, player’s do

not know the payoff structure of the game and hence the game is an incomplete information game.

7.2.3  Policies and Payoffs of the Players

Players P, and P, decide their actions based on the current state of the game. Thus, the policies
of the players we consider here are restricted to stationary policies®. At any time t € T, P,
and P, select an action from the action set .4, and A, respectively, based on some probability
distribution. Hence, the player policies are stochastic policies*. A stochastic stationary policy of
player P, is given by p, : S — [0, 1]4l and of player P, is given by p,, : S — [0, 1]»l. The
set of all stationary, stochastic policies of P, and P,, are denoted by p, and p,, respectively. Let

P(p., pp) represent the state transition matrix of the game resulting from p, € p4,pp € pp. Then,

P(p.,pp) = [P(3,|S,p,4,pp)]57sxes, where

2Detecting an unauthorized use of tagged flow crucially depends on the path traversed by the information flow.

3A policy of a player is called as stationary, if the player’s decision of choosing an action in any state s € S is
invariant with respect to the time of visit to s [50].

“In contrast, a policy p, € p (pp € Pp) is said to be a pure or deterministic policy if for all s € S, the entries of
vectors p, and p, belong to the set {0, 1}.
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p(s'5,papo) = >, Y p(sls,a,d)pals, a)ps(s, d).

ac€Aa(s) deAp(s)
Next define r ,(p4, pp) (5 (pa, Pp)) to be the expected reward vector of P, (P,) under the policies
pa € Paand pp € pp. Then for k € {A, D} let

T
rk(pAapD) = |:Tk<87pA7pD)] = |:Tk<SOJpA7pD)7 cee 7rk(TM7pA7pD):| ) (73)

seS

where 71.(8,p4,0p) = D ri(s,a,d)pa(s,a)pp(s,d) for each s € S. Furthermore, r,(s, a,d) and
acAx(s)
dGAgEs)

(8, a,d) are defined as follows.

oy ifs=17

By ifs=s:5 €D,

ra(s,a,d) = é ’ (7.4)
oy ifs=¢

0 otherwise

o ifs=1J
,653 ifs:sg:siGDj
rp(s,a,d) = o), if s = ¢/ (7.5)

Co(s) ifs=sl s ¢{D;U)}andd =1

0 otherwise

Here 74(s,a,d) gives the reward associated with player Py, where k£ € {A, D}, when P,
selects action ¢ and P, choose action d at the state s. Reward for P, at a state s when each
player chooses their respective actions a € A,(s) and d € A,(s), 74(s,a,d), consists of three
components (1) penalty term o’y < 0if the APT is detected by the defender in the j stage where
al < ... < o, (i) reward term 3 > 0 for APT reaching a destination of stage j, for j =
1,..., M, where g} <...< ), and (iii) penalty term 0% < 0 for APT dropping out of the game
in the j™ stage where ot < ... < ¢¥. On the other hand r,(s, a, d) consists of four components

(i) reward term o, > 0 for defender detecting the APT in the j stage where ol > ... > o
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(i1) penalty term B% < 0 for APT reaching a destination of stage j, for 7 = 1,..., M, where
BL > ... > BM (ii) reward o7, > 0 for APT dropping out of the game in the ;™ stage where
ol > ... > oM and (iv) a security cost C,(s) < 0 associated with performing security checks on
tagged flows at a state s = s7 : s; ¢ {D,; U A}, i.e., cost of choosing node s; & {D; U A} in stage
je{l,..., M} as atag sink.

Remark 7.2.1. Security cost, C,(s), at a state, s = {s) : s; ¢ {D; U \}}, consists of two

components:

1. Resource cost for performing security checks on tagged benign flows.
Let ¢;(j) denote the fixed resource cost incurred to the system if security check is done for
tagged information flows reaching each node s; in stage j. Define p; (sf ) to be the fraction of
tagged flows through node s; in stage j. Then the resource cost associated with performing

security analysis at a state s can be written as ¢, (j)ps(s]).

2. Cost of false alarms or false positives (cost of identifying a tagged benign flow as a malicious
flow).
Let f,(s]) be the false positive rate if DIFT performs security analysis at a node s; in the
stage j. Also, let co(j) denote the fixed cost associated with generation of false alarms in
the system at stage j, 1.e., if a tagged benign flows at node s; during stage j triggers a false

alarm. Then the expected cost of false alarm at a state s is given by f,(s?)ca(5)ps(s?).

Hence, Cp(s) = c1(j)ps(s)) + fo(s))ea(G)ps(s)).

Let the payoffs of players P, and P, at time ¢ be denoted as U,(t) and U,(t), respectively.
Then E (Ui(t))and E (Up(t)) characterize the expected payoffs to players P, and P,

50,PA;PD 50,PA;PD

respectively, at time t. Moreover, for k € {A, D}, E (Ux(t)) =

S0,PAPD

Pt(pA, pD)rk‘<pA7pD)]
Next we define the discounted value (vi(so, pa, Pp)), i-€., discounted expected payoff, of the garrfe

for players (k € {A, D}) under the initial state s, and stationary player policies p, and p,.
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k(5024 1) Zv (SOWD k(t))) (7.6)

Here v € [0, 1) denote the discount factor of the game. Notice that smaller (close to ‘0’) «y in
Eq. (7.6) implies players are more interested in short-term rewards while larger values (close to
‘1’) mean players are more concerned about long-term rewards. However, APTs are specifically
designed to launch long-term stealthy attacks on victim systems. Hence we highlight here that
using v — 1 is essential for approximately capturing the true long-term aspects of the game
between APT and DIFT. Please refer to Remark 7.3.1 for more information on the choice of using
discounting to define the values of players.

Let I" denote the game between P, and P,. Note that I" is a non-cooperative game where
both players try to maximize their respective payoffs defined in Eq. (7.6). The differences of the
components in r,(s, a,d) and r (s, a, d) makes v,(So, pa, Pp) # —Vp(So, Pa, Pp) generally. Hence
[ is a nonzero-sum stochastic game. Moreover, due to the discount factor, v, used in vx(So, P4, Pn),
I" is a discounted stochastic game.

Finally let p(T") define the set of parameters associated with I'. Game parameters include
a(G), (), pr(sD)s Cols)), fuls)), fo(s1), @ B o, i, oy and B for i € {1,..., N} and
j € {l1,...,M}. Some of the game parameters such as f,(s7) are difficult to know a priori.
In Section 7.4 we discuss how our proposed algorithm successfully tackles such scenarios where
players lack knowledge on some parameters in p(I") (specifically the transition probability structure
of the game). Moreover, in Section 7.5 we provide details on extracting cost parameters (e.g.,

C D(sf )) from system log data and estimating reward/penalty parameters.

7.3 Solution to Stochastic DIFT-APT Game

In this section, we first introduce the notion of equilibrium considered in the chapter. Then we
briefly discuss computation of equilibrium policies in infinite-horizon stochastic games.

We use the solution concept of Nash equilibrium (NE) to analyze ['. A stochastic stationary
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strategy profile (p%, p* ) is a NE if

UA(SOapAJ?z)) S UA(SO,p:7pZ) for all Pa € Pa, and (77)

UD(SOap:7pD) < UD(S(),vapg) for all p, € pp. (7.8)

Remark 7.3.1. Computation of NE in infinite-horizon stochastic games depends on the payoff
evaluation criteria used by the players. Discounted reward method and limiting average (also
referred as undiscounted® reward criteria) are two payoff evaluation procedures widely used in
stochastic games. Existence of a Nash equilibrium for a general two-player nonzero-sum, undiscounted,
infinite-horizon, general stochastic game under stationary polices remain as an open problem.
[133] provides an illustrative example of an undiscounted stochastic game where no stationary
strategy exists for both players even when a weaker notion of NE is considered. However, Nash
equilibrium of discounted stochastic games under stationary policies is well studied in the literature
(see Proposition 7.3.2) and there exists a nonlinear program that can be used to calculate stationary

NE policies (see Problem 7.3.3).

The following proposition provides the existence of a Nash equilibrium for two player nonzero-

sum discounted stochastic games.

Proposition 7.3.2 ([50], Ch. 3, Theorem 3.8.1). Every nonzero-sum discounted stochastic game

has at least one Nash equilibrium point in stationary strategies.

Let the value vector of a player k € {A, D} be denoted by

where each entry represent the expected payoff for the £ player at some state s € S. We present

the following nonlinear program (NLP) adopted from [50] to characterize NE in I'.

SUndiscounted value of a game for players (k € {A, D}) under the initial state s and stationary player policies

. . 1 Z
pa and pp, is defined by v (s0, pa, Pp) = Am [m > < . p@ pD(Uk(t))> ]
o0 t=0 \50-PA;
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Problem 7.3.3. Consider the following NLP with the optimization variable z = (v4,Vp, P4, Pp):

min¢ Y 17 [vi = 1i(pa, po) — VP (Dar 2o Vi
ke{A,D}

Subject to:
1. (pAva) € Pa X Pp»
2. Ra(s)pp(s) +7L(s,va)pp(s) < va(s)lm,(s), s €S

3. pa(8)Rp(s) +vpa(s)L(s,vp) < wp(s)L] (s),s €S

where Ri(s) = [re(s, a,d)] e a, (s).ae4,(s) With ma(s) = [pa(s)| and mp(s) = |pp(s)| denoting
the number of actions allowed for P, and P,, at a state s € S, respectively. 1; is a column vector

of all ones of size i. Moreover, for a given state s and a value vector vy, for a player k € {A, D},

L(s,vi) = [Z p(s'|s, a, d)vg(s")

s'e8 ] a€A(s),dEAD(s)
In Problem 7.3.3, Condition 1 ensures (p,4, pp) 1s a valid stochastic stationary policy pair of

I" that satisfies the basic probability theory conditions such as for all s € S, > pu(s,a) =1
with p,(s,a) > 0and > pp(s,d) =1 withpy(s,d) > 0. Whereas Condiiie(ﬁlz(g and 3 ensure
a valid policy pair (p A?Zég)(iss) a NE of I'. Let the objective function of Problem 7.3.3 be denoted
by 1(z). Then Theorem 3.8.2 in [50] states that ¢)(z) = 0 at NE. However it is noted that if the
underlying non-zero sum game has a local minimum which is not a global minimum then NLP
presented in Problem 7.3.3 can get stuck at a local minima which prevents ¢)(z) from reaching to
0 [104]. Hence in such cases the solution of Problem 7.3.3 will not converge to an NE.

A Reinforcement Learning (RL) algorithm, named ON-SGSP, is proposed in [104] to solve the
NLP in Problem 7.3.3 which is guaranteed to converge to a NE when the following assumption is

satisfied.

Assumption 7.3.4. InT", Markov chain induced by the state transition matrix P(p,, p,,) is irreducible

and positive recurrent under all possible player policies p, € p, and p, € pp.
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Let the current state be 5; and a; (d;) be the action chosen by P, (Pp). Let v',(5;) (v} (5:)),
Ct (54, a4) (CL(5¢,dy)) and Pl (5, ar) (P4 (5¢, dy)) denote the discounted value, estimated gradient
of ¢(z) and probability of action a; € A,(5;) (d; € Ap(5;)) at time ¢ for player P, (Pp),
respectively. Then the following set of update equations captures the core steps of the ON-SGSP

algorithm in [104].

Value updates:
viEH(5) = v (50) 4 c(t)[€a (S, S, ar, dy)]
Ugi_l(gt) = Ui)<gt> + C(t) [gD(Eh gt—‘rl? g, dt)]

Gradient estimations:

WG a) = GG an) +e(t) Z (€ (5es B415 ar, di)) — €4 (51 ar)
| ke{A,D} (7.9)

CEH (5, di) = Co(Se, dy) + c(t) Z (€x(5t, Sez1, ag, dp)) — € (5, dy)

_ke{A,D}

Policy updates:

Pyt (5 ar) =11 <pf4(§t7at) = b() VP (St, ar) X |€a (5t Serr, ar, de ) [sgn(— Z'H(Et’at)))

P (51, de) = TU (1 (51, de) = bO)V/P (5o ) X [é0(5ts 5011, a0, do)[SER(—C5 (51, 1)) )
where

€ (51, Sa1, ap, di) = 14(8p, ag, dy) + Y0 (5i11) — v (51)
(7.10)

€p(5t, 5pr1, g, di) = (8¢, ag, dy) + Y05 (5i41) — 05 (5¢)
for all 5, € Sand t € 7. Here, the function sgn(z) denotes the continuous version of the
sign/signum function and it maps any x outside of a very small interval around O to +1 or -1
depending on the sign of the x [104]. Function II(.) projects the policy p%(5;) (p%(5;)) into the
simplex defined by p',(5;,a;) > 0 for all a; € A,(5) (' (5, d;) > 0 for all d; € A,(5,)) and

S o4 (S a) =1(C >0 ph(S,d;) = 1). The terms b(¢) and ¢(¢) denote the two time scale
at€A4(5t) dt€Ap(5t)
b(t)

learning rates/step-sizes of the RL algorithm that satisfies tlim SUp ;) — 0. This implies that the
—00
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value update and the gradient estimation occur in a faster time scale compared to the policy update.

Further, b(¢) and c(t) satisfy the standard step -size conditions that are required for the convergence

of two time scale algorithms [29] such as Z b(t) = i ¢(t) = oo and Z V2(t) = i A(t) < oo.
Construction of update equations in qu (7.9) 1st_b0ased on the Bellman errort_(']l"he following

equations define the Bellman error €,(s,a,pp) (€p(s,d,p4)) of P, (Pp) at state s € S when
action a € A,(s) (d € Ap(s)) is used while P, (P,) is following the policy p, (p,).

eals,a,pp) = Y ( a(s,a,d) +4 ) p(s']s, a, d)va(s )> Po(s,d) — va(s)
deAp(s) s’'es
(7.11)

en(s,d,ps) = Z (m(s,a,d) + ’yZp(s’]s, a,d)vD(s’)> pa(s,a) —vp(s)

acA4(s) s'€S

Notice that when the policies converge, each €x(5;, 5441, at,d;) = 0 for both k € {A, D}. In
fact é,(.) in Eq. (7.9) is the stochastic approximation of ¢ (.) in Eq. (7.11) [111]. This implies
that when the update equations converge, there is no Bellman error. In deriving the above update
equation, the NLP given in Problem 7.3.3 is converted into the set of sub problems related to
each state, s € S and each player, k € {A, D}. The objective of the set of sub problems is to
ensure that there is no Bellman error. Then in update equations, first values for the players at each
state is updated using value iteration. Then policies are updated in the decent direction using the
gradient estimates of the objective function, ¢/(z), to ensure convergence to a set of points that
satisfy pu(s,a)eq(s,a,pp) = 0 and py(s,d)ep(s,d,ps) = 0 foralla € A,(s), d € Ap(s) and
s € S. Also notice that the update equations operate in model-free settings, i.e free of transition
probabilities (p(s'|s, a, d)). We refer reader to [104] for the proof of convergence of the ON-SGSP

algorithm.

7.4 A Reinforcement Learning Algorithm to Compute Equilibrium Policies of Stochastic
DIFT-APT Game

In this section we first identify a set of policies, (P4, Ppr) C (Pa,P»n), in I' that will violate
Assumption 7.3.4. Then we prove (P4, pp) does not form an NE in . We also show that if

ON-SGSP algorithm returns a policy in (P4, Pp) at iteration ¢, then algorithm will terminate with
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such a policy. In order to avoid such policies, (P4, Pp), we modify ON-SGSP algorithm to solve
for the stationary Nash equilibrium policies of the T'.
First we denote pj|g-g to be a policy of player k restricted to a set of states S C S. Then we

identify specific set of stochastic stationary polices in I" as follows.
Definition 7.4.1. Define the set of policies (P4, Pp) C (P4, Pp) that satisfy the following conditions

for a set of states S C S. For (p4, pn) € (P4, Po)

1. pPalgcg induces at-least one cycle in the restricted state space S.

2. Polgcs = 0)5, where 0,g, represents the all zeros vector of length S|.

Notice that policy pair (p 4, pp) induces a recurrent class consisting of states in S and a transient
class with states s € {S\S}. Hence (p,, p,,) does not satisfy Assumption 7.3.4. In the next theorem
we prove three important properties of a policy pair (p., pp). We show that (p,, p,) does not form

an NE in I" and it avoids ON-SGSP algorithm in [104] from converging to NE.

Theorem 7.4.2. A policy pair (p4, pp) satisfies the following properties,

1. It does not form an NE in I'.
2. It avoids ON-SGSP algorithm from converging to an NE.

3. Let v} |5 g denote a value vector at time instance ¢ for player k restricted to a set of states

S C S. Then vi|g = O, for k € {4, D}.

Proof. 1. Let pr denote the probability of P, getting detected by P,. Assume P, is performing
a security analysis at a state s € S with arbitrary small probability, i.e., 0 < pp(s,d =1) <<
1. Since P,’s policy is such a way that it forms a cycle among the states s € S, we can write,

pr=lim Y (1= pp(s,d = 1)) (po(s,d = 1))(1 = fu(s))

t—o0 T

Notice that with 0 < f,(s) < 1, pr — 1 almost surely. It suggests that P, can improve its

value for the game by starting to perform security analysis with 0 < p,(s,d = 1) << 1 at
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any state s € S. Hence it violates that fact that at NE no player can improve their own value

of the game by unilaterally deviating from their current policy (Eq. (7.7)).

2. Ineach iteration £, ON-SGSP algorithm selects actions from the players P, and P, according
to policies at time ¢, p’, and pl, respectively [104]. If these policies belong to the set of
policies in (P, Pp) then by Definition 7.4.1, these policies will induce at-least one cycle in
the state space, which will force ON-SGSP algorithm to update only to a policy in (P, Pp).

By property 1 these policies do not form an NE.

3. Assume policy pair (p,, pt) has converged to (p',, p’)) € (P4, Pp) in the policy updates in
Eq. (7.9). Let a cycle induced by 7', consist of set of states S .= {st,s2, ... 8 ..., s},
where 2 < [ < M N. From policy update equations in Eq. (7.9), convergence implies that
€S, Spa1,ai,dy) = €p(Sy, Sev1,ar,dy) = 0 for all 5,5, € S for the underlying policy

pair (p%,p%). Notice that r,(5;, a,d;) = rp(5,a,d;) = 0 for any policy pair belongs

to the set (P4, Pp). Now we can write set of equations, Yv!(s?) = vl(s!),yvl(s®) =
vi(s?),. .., yvk(s') = vi(s') , for k € {A, D}. This suggests either v = 1 or vi(s') =
vi(s?) = ...,= vl(s') = 0. Butsince 0 < v < 1, we conclude that v}(s') = 0 for all
=121

0

Next we show that any stochastic stationary policies p, ¢ P, and p, ¢ P, will fulfill
Assumption 7.3.4 under P(p4, pp)|s,- Here, P(p4,pp)|s, represents the state space induced by
the policies (p,, pp) restricted to the states that can be only reached from sy. Note that, since our
game, I, the initial state at time ¢ = 1 is sy, states induced by the transition matrix P (p4, pp)|s, 1S
the only positive recurrent class. Hence, we only consider any policy for a player at a state that is

reachable from s.
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Theorem7.4.3. Any policy pair (p4,pp) € (Pa, Pp) and (p4, pp) ¢ (D, Dp) satisfies Assumption 7.3.4

under P(p., pp)|s,-

Proof. Let S C S be the state space induced by P(p,, pp)|s, for a stochastic stationary policy pair
such that (p, pp) & (P, Pp). Pick two arbitrary states s, s’ € S. By the definition of P(p, pp)|so»
there exists a path from sy to s’. Further, now if p,(s,d = 0) # 1, then there exists a path from s
to a state s” = 77 where j is equal to the stage of state s. If p,(s,d = 0) = 1, then since policy
p4 does not create a cycle among any subset of states, S’ C S, satisfying p,(5,d = 0) = 1 for
5 € S/, a path starting from state s will eventually end in a state s” € S where p,(s”,d = 0) # 1
ors" € {{DM}u{¢}} fori € {1,2,...,N} and j € {1,2,..., M}. Then according to the
game model T" defined in Section 7.2.2 we have a transition probability p(sg|s”,a,d) = 1. This
implies there exists a path from s to s’ under P(p,4, py)|s,- Since s and s” are two arbitrary states,
we conclude that under a policy (p4, pp) such that (p4,pp) € (D4, Do), the state space included by

P(p4, pp)ls, is irreducible.

Now we present Algorithm 7, modified ON-SGSP algorithm, that provides a pseudo-code for
calculating Nash equilibrium of I'. The key steps of Algorithm 7 is explained here. In order to
avoid Algorithm 7 converging to non NE policies, it is important to initialize values and policies
such that (v9,v%) where v9(s) # 0 and v%(s) # 0 forall s € S and (p%, p®) where (p%,p%) ¢
(D4, Dp), respectively (see Theorem 7.4.2 and related discussion therein). Other initializations
such as initial gradient estimation values of the objective function v(z), (¢%,¢Y), for k € {A, D}
can be initialized to any arbitrary real values. Algorithm 7 starts at the state so. Then at each
iteration ¢, both players choose their actions a; and d; from p',(5;) and p' (5;), respectively. Next
both players observe the next state S, and their respective rewards r,(5;, a;, d;) and 7 (8;, a;, dy).
Then players update their discounted values, gradient and policy according to the update equations

as in Eq. (7.9).
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Algorithm 7 Algorithm to compute Nash equilibrium of I'

1: Input: State space (S), step-sizes (b(n), c¢(n)), number of iterations (T" >> 0), initial value vectors (v, v%) where v%(s) # 0 and

v (s) # 0forall s € S, initial gradient values (¢9, ¢%) and initial policies (p%, p%) where (p%,p%) ¢ (Pa,DPp)-

2: Output: Equilibrium policies, (p%, p%) < (p%,p5) and equilibrium payoff vectors, (v, v%) « (v1,vL).
3: Inmitialization: ¢ < 1, (v, v%) < (9, 09), (¢4, ¢5) + (¢9,¢2), (ph, pt) « (0%,p%). 5¢ + soand S « 0
4: whilet < T do

5: if 5, = so then S « 0

6: else

7: if5; ¢ Sthen S = S U {5}

8: else

9: ifvilg =vhlg = 0,5 & conditions 1,2 in Definition 7.4.1 hold then

10: t 1,5 + s0,(vhlg,vhlg)  (vV3lg,vDlg) and (0l |g, phlg) < (P%ls, Phls)

11: end if

12: end if

13:  endif

14: P4 and Pp simultaneously play a; from p’, (5;) and d; from pl, (5¢) at 3¢

15: Next state 5;.11 is revealed

16: P4 and Pp observes their respective rewards 74 (3¢, at, d¢) and 7p (3¢, at, di).

17: Define

ea(8t,8e41, a8, de) = 1a(5t, ae, di) + Y05 (Se41) — 05 (5t)

p(8t,8e41,at,di) = 1o (5e, ar, di) + Yk (8e41) — v5 (51)
18: Value updates:

04 (50) = vl (51) + e(t)[éa(5t, Sty 1, ar, di)]

vt (1) = vl (50) + c(t)[ép (¢, Se g1, ar, di)]

19: Gradient estimations:

S s, ar) = Cha) +et) | D (ér(SeSev1, ar, de)) — (5, ar)
ke{A,D}

CoM (Seyde) = Ch(Se,de) +e(t) | D (ér(5t,5e1,an,dr)) — Ch (51, di)
ke{A,D}

20: Policy updates:
Pt (5 a) =11 (p;(gt,at) — b(t)\/py (3¢, at) x |€A(§t7§t+17at@t)l@(%i“@udt)))

Py (51, di) =11 (Ptp(gt,dt) —b(t)\/ph (5e, de) x |€D(§t7§t+1,at,dt)|@(—42+l(§t,dt)))

21: t+t+1
22: end while
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During the execution of Algorithm 7, at each iteration ¢, conditions from line 5 to line 13
is checked to avoid policies in (P4, Pp). These conditions are based on a set S, which satisfies
conditions 1,2 in Definition 7.4.1 and property 3 in Theorem 7.4.2. Set S is set to empty set at each
time Algorithm 7 observes 5; = sy. Then in each iteration ¢, algorithm will add the current state
5, to the set S if it is not present in the set S.If algorithm notices that S already contains s;, then
at this instance S consists of set of states whose occurrence in time form a cycle. In that case we
check whether the conditions 1,2 in Definition 7.4.1 and property 3 in Theorem 7.4.2 are satisfied
in order to verify if the corresponding policy (p',, p%,) € (P4, Dp). If all the properties are satisfied,
then we reinitialize (v',] 5, v% |¢) and (p', |4, Pb|5) to (094, v |5) and (p% |4, P &), respectively with
t < 1land 5, < sy, we make algorithm to re update policies in S such that it will converge to an
NE. Since the number of cycles that can be induced in the state space is finite, this will make sure

algorithm will eventually avoid all policies in (P4, pp) and converge to an NE.
7.5 Simulation Study

In this section, we test Algorithm 7 on a real world nation state attack dataset recorded using
Refinable Attack INvestigation (RAIN) architecture [64]. RAIN records system-call events during
the runtime of the underlying host computer system. We show that our algorithm successfully
converge to an NE of the APT vs. DIFT game, I', corresponding to the IFG extracted from the
nation state attack dataset for three different values of discounting factors, v, used.

Nation state attack was conducted by the US DARPA red-team during an evaluation of RAIN
architecture. The attack runs through three consecutive days but we use only day one system
log data for our analysis. Goal of the first day attack is to exfiltrate sensitive information from a
company by establishing a back door in a victim computer system. During the first day of attack we
observe four attack stages. Adversary enters the system through spear phishing attack and lead the
victim to a website that was hosting ads from a malicious web server. Then the adversary exploit
a vulnerability in the Firefox browser in first stage of the attack. Next the adversary fingerprints
the compromised system to detect running processes and network information during stage two. In

stage three adversary writes a malicious program to disk. Lastly in fourth and final stage adversary
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establishes a backdoor to continuously exfiltrates the companies sensitive data from the victim
computer system.

Initial IFG converted from attack data resulted in a coarse-grain graph with 1, 32000 nodes
and approximately 2 million edges. Coarse graph captures the whole system data during the
recording time which includes the attack related data and lots of data related to the system’s
background processes (noise). Hence coarse graph provides very little security sensitive (attack
related) information about the underlying system. We pruned the coarse graph to extract the
security sensitive information about the system from the log data [64]. First step of the pruning
includes upstream, downstream and point to point stream techniques presented in [64]. Then we
further combine object nodes (e.g., files, net-flow objects) that belong to the same directories or
that use the same network socket. The resulting pruned information flow graph consists of 30
nodes (N = 30) out of which 8 nodes are identified as attack destination nodes corresponding to
the 4 stages (M = 4) of the day 01 nation state attack. One node related to a net-flow object has
been identified as an entry point used for the attack (|]\| = 1).

Setting up reward parameters for players at each stage depends on the criticality of the resources
compromised at each stage. In the nation state attack adversary, P,, gathers information in the
intermediate stages that are critical to achieve the final goal. For example fingerprinting done at
stage two of the attack helps adversary to establish a back door to the victim system. In order to
capture adversary gaining information needed for his final goal while passing through each stage
of the attack, we set reward parameters of the players to 34 = 10, 8% = 20, 8% = 50, 4 = 120,
Bh = —10,6% = —20,8% = —50, 8% = —120, o/, = o/, = —200, for j € {1,...,4}, and
oy = o, = 200, for j € {1,...,4}.

Figure 7.1 shows convergence of the discounted values, v’ (sq) (Figure 7.1(a)) and v%(so)
(Figure 7.1(b)), of P, and P, for three discounting factors v = 0.55,0.75 and 0.95. In all cases
considered, Algorithm 7 converges to a NE of I' in finite time under the IFG of nation state attack
dataset and aforementioned reward values. Furthermore, the results show that defender achieves
better payoff values at the NE when v — 1. This implies that Algorithm 7 can provide a good

estimate on the NE of I' when v — 1.
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(a) Discounted value of P, at t" iteration, v’, (s¢) (b) Discounted value of Py, at t" iteration, v (s¢)

Figure 7.1: Convergence of the discounted values, v%, (so) and v% (sg), of P4 and P, for three discounting
factors v = 0.55,0.75 and 0.95. Att = 1, (v9,v%) = (10, 10) was used as initial values for the players

and initial player policies, (p%, p?), were set to uniform distributions across actions at each states.

7.6 Summary

Advanced Persistent Threats (APTs) are sophisticated, strategic, and stealthy attacks consisting
of multiple stages that undergo continuously over a long period of time to achieve a specific
malicious objective. In this chapter, we presented an analytical model that captures the system level
interactions between APTs and DIFT for enabling a resource efficient mechanism that can detect
and prevent threats imposed by APTs. We modeled the interaction between APT and DIFT as a
two-player, nonzero-sum, imperfect information, stochastic game in infinite-horizon. The game
consists of multiple stages where each stage corresponds to a stage in the attack. The transition
probabilities of the stochastic game, depend on the effectiveness of the defense mechanism (DIFT)
such as false-negative rates, are assumed to be unknown. We adopted a model-free reinforcement
learning approach and proposed a two-time scale algorithm that converge to a Nash equilibrium
(NE) of the APT vs. DIFT stochastic game. The proposed algorithm utilized the structure of the
game and is based on the two-time scale algorithm in [104]. In order to evaluate the performance
of the proposed method, we conducted experimental analysis of the model and the algorithm on

nation state attack data obtained from Refinable Attack INvestigation (RAIN) [64] framework.
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Chapter 8

AVERAGE REWARD STOCHASTIC DIFT-APT GAMES WITH
REINFORCEMENT LEARNING

8.1 Motivation

In Chapter 6 and Chapter 7, we considered a discounted stochastic game model as it guarantees
the existence of a Nash Equilibrium for any information flow graph induced game. The simulation
results from Chapter 6 and Chapter 7 show that the payoff of DIFT can be significantly increased
when the discount factor v — 1. This suggests that discounting the stochastic game undermines
the long-term behavior of the interactions between DIFT and APT. The long-term behavior of
APT permits DIFT more opportunities to perform security analysis on adversarial information
flows at multiple system locations. Therefore, long-term behavior of APTs can be exploited by the
DIFT to increase the chances of successfully detecting APTs while minimizing the resource cost.
However, the results show that the convergence rates become significantly low and convergence
error increases when v — 1. True long-term behavior of APT can be exploited by modeling the
interactions as an average reward stochastic game [50]. Hence, in this chapter we first present
our average reward stochastic DIFT-APT game and show the existence of an average-reward
Nash equilibrium for DIFT-APT game. Then, we develop an actor-critic reinforcement learning
algorithm, RL-ARNE, that finds an average reward Nash equilibrium policies of a stochastic game.

The contributions of this chapter are the following.

e We model the long-term, stealthy, strategic interactions between DIFT and APT as a two-
player, nonzero-sum, average reward, infinite-horizon stochastic game. The proposed game
model captures the resource costs associated with DIFT in performing security analysis as

well as the FPs and FNs of DIFT.
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e We propose a solution approach to DIFT-APT game using a reinforcement learning-based
algorithm, RL-ARNE, that learns an average reward Nash equilibrium (ARNE) of nonzero-

sum stochastic games using TD error minimization.

e We prove the convergence of RL-ARNE algorithm to an ARNE of the game using stochastic

approximation.

e We evaluate the performance of our approach via an experimental analysis on ransomware

and nation-state attack data obtained from Refinable Attack INvestigation (RAIN) [64].

8.2 Preliminaries on Average Reward Stochastic Games and Stochastic Approximation

Stochastic Games: A stochastic game G is defined as a tuple < K, S, A, P, r >, where K denotes
the number of players, S represents the state space, A := A; X ..., X Ax denotes the action space,
P designates the transition probability kernel, and r represents the reward functions. Here S and
A are finite spaces. Let Ay, := Ues Ak (s) be the action space of the game corresponding to each
player k € {1,..., K}, where A(s) denotes the set of actions allowed for player k at state s € S.
Let 7, be the set of stationary policies corresponding to player k € {1,..., K} in G. Then a policy
T € Ty is said to be a deterministic stationary policy if 7, € {0, 1}#l and said to be a stochastic
stationary policy if 7, € [0, 1]|. Let P(s'|s, a4, ..., ax) be the probability of transitioning from
state s € S to a state s’ € S under set of actions (ay,...,ax), where a; € Ajg(s) denotes the
action chosen by player k at the state s. Further let (s, a1, ..., ax, s’) be the reward received by
the player k£ when state of the game transitions from states s to s’ under set of actions (ay, ..., ax)
of the players at state s.

Average Reward Payoff Structure: Let 7 = (m,...,7g). Define pi(s, ) to be the average
reward payoff of player k£ when the game starts at an arbitrary state s € S and the players follow
their respective policies 7. Let s* and a!, be the state of game at time ¢ and the action of player k at

time ¢, respectively. Then py(s, 7) is defined as

1
pr(s, ) = lim inf

T
iminf 7—— > Eolri(sdl, ... al)], (8.1)
t=0
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where the term E; . [r(s:, al, . .., al )] denotes the expected reward at time ¢ when the game starts
from a state s and the players draw a set of actions (a}, ..., a% ) at current state s* based on their
respective policies from 7. All the players in G aim to maximize their individual payoff values
in Eqn. (8.1). Let —k be the opponents of a player k € {1,..., K} (ie., =k := {1,..., K}\k).
Then let 7_y, := {m,..., 7k} \ 7 denotes a set of stationary policies of the opponents of player

k. Equilibrium of G under average reward criteria is given below.

Definition 8.2.1 (ARNE). A set of stationary policies 7* = (77,..., 7} ) forms an ARNE of G if
and only if pi(s, 75, 7 ) > pr(s, T, 7%, ), forall s € S;m, € wpand k € {1,..., K}.

A policy 7* = (nf,..., 7} ) is referred to as an ARNE of G. When all the players follow
ARNE policy, no player k£ can increase its payoff by unilaterally deviating from its respective
ARNE policy 7.

Unichain Stochastic Games: Let P(7) be the transition probability structure of G induced by a
set of deterministic player policies 7. Stochastic games that satisfy Assumption 8.2.2 are referred

to as unichain stochastic games.

Assumption 8.2.2. Induced Markov chain (MC) P (7) corresponding to every deterministic stationary

policy set 7 contains exactly one recurrent class of states.

Assumption 8.2.2 imposes a structural constraint on the MC induced by deterministic stationary
policy set. Here, the single recurrent class need not necessarily contain all s € S. There may exist
some transient states in P(7). Also note that any G that satisfies Assumption 8.2.2 can have
multiple recurrent classes in P (7) under some stochastic stationary policy set 7.

Let R; and T denote a set of states in the [ recurrent class of P(7) for I € {1,...,L}, and
a set of transient states in P (), respectively, where L denote the number of recurrent classes.

Proposition 8.2.3 gives results on the average reward values of the states in each IR; and T.

Proposition 8.2.3 ([50], Section 3.2). The following statements are true for any induced MC P ()
of G.

1. Forl € {1,...,L} and for all s € Ry, pi(s,7) = pl., where each p. denotes a real-valued

constant.
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L
2. pr(s,m) = S q(s)pl, if s € T, where ¢(s) is the probability of reaching a state in [
=1

recurrent class from s.

1) in Proposition 8.2.3 implies that the average reward payoff of player k takes the same

value p!. for each state in the [™

recurrent class. 2) suggests that the average reward payoff of a
transient state is a convex combination of the average payoffs corresponding to L recurrent classes
pr, .., pE. Proposition 8.2.3 shows that for any G, the average reward payoffs corresponding to

each state solely depends on the average reward payoffs of the recurrent classes in P (7).

ARNE in Unichain Stochastic Games: Existence of an ARNE for nonzero-sum stochastic games
is open. However, the existence of ARNE is shown for some special classes of stochastic games

[50].

Proposition 8.2.4 ([123], Theorem 2). There exists an ARNE for a stochastic game that satisfies

Assumption 8.2.2.

Let 7, € 7, be expressed as 7, = [7x(5)]ses, Where m(s) = [7k(S, ak)]a,ea,(s)- Further let
a:= (a1,...,ax) and a_y := a\ay. Define P(s'|s,ar,m_x) = >,  P(s|s,a)m_r(s,a_y),
a_r€A_(s)
where P(s'|s, a) is the probability of transitioning to a state s’ from state s under action set a. Also
let (s, ak, m—) > >,  P(s|s,a)re(s,a, s )m_g(s,a_y), where ri(s,a,s’) is the reward
s'ESa_jeA (s)
for player k under action set @ when a state transitions from s to s’. Then a necessary and sufficient
condition for characterizing an ARNE of a stochastic game that satisfies Assumption 8.2.2 is given

in the following proposition.

Proposition 8.2.5 ([123], Theorem 4). Under Assumption 8.2.2, a set of stochastic stationary

policies (71, . .., mx) forms an ARNE in G if and only if (7q, . . ., mx) satisfies,

Pk(5> W) + Uk(S) = Tk(s, ag, 7T_k)+Z]P(S/|S, Qf, ﬂ——k)vk(sl) + )\Zﬂk
s’'eS

forall s € S, a, € Ax(s), k € {1,... K}, (8.2a)
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pr(s,m) = pp™ =Y P(s'|s, ar, mx)p(s)

s'eS

forall s € S, a;, € Ai(s),k € {1,... K}, (8.2b)

SN 3T v+ ™) m(s, a) = 0. (8.2¢)

ke{l,....K} s€S ap€Ax(s)

AP >0, up™ >0, m(s,ar) >0
forall s € S, a, € Ai(s), k€ {1,... K}, (8.2d)

> mi(s,ax) = Lforalls € S,k € {1,... K}, (8.2¢)
ap€AL(s)

where vy(s) is the “value" of the game for player k at s € S.
Stochastic Approximation Algorithms: Let h : R™ — R™* be a continuous function of a set
of parameters z € R™=. Then Stochastic Approximation (SA) algorithms solve a set of equations
of the form h(z) = 0 based on the noisy measurements of i (z). The classical SA algorithm takes

the following form.

2" = 2" 4 §7[h(2") + w?], forn >0 (8.3)

Here, n denotes the iteration index and z" denote the estimation of z at n™ iteration of the
algorithm. The terms w? and 67 represent the zero mean measurement noise associated with 2" and
the step-size of the algorithm, respectively. Note that the stationary points of Eqn. (8.3) coincide
with the solutions of h(z) = 0 when the noise term w? is zero. Convergence analysis of SA
algorithms requires investigating their associated Ordinary Differential Equations (ODEs). The
ODE form of the SA algorithm in Eqn. (8.3) is given by 2 = h(z).

Additionally, the following assumptions on step-size ¢7' are required to guarantee the convergence

of an SA algorithm.
Assumption 8.2.6. 0" satisfies, > 0" = oo and >_ (67)? < oo.
n=0 n=0
Few examples of 7 that satisfy the conditions given in Assumption 8.2.6 are 67 = 1/n and

= 1/nlog(n). A convergence result that holds for a more general class of SA algorithms is

given below.
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Proposition 8.2.7 ([?,?]). Consider an SA algorithm in the following form defined over a set of

parameters z € R™+ and a continuous function i : R™* — R™=.
2= 02" + 67 [h(2") + w” + k"), forn >0, (8.4)

where O is a projection operator that projects each 2" iterates onto a compact and convex set
A € R™= and k" denotes a bounded random sequence. Let the ODE associated with the iterate in
Eqn. (8.4) is

z = 0(h(2)), (8.5)

where O(h(z)) = ,1715,% w and © denotes a projection operator that restricts the evolution
of ODE in Eqn. (8.5) to the set A. Let the nonempty compact set Z denotes a set of asymptotically
stable equilibrium points of Eqn. (8.5).

Then 2" converges almost surely to a point in Z as n — oo given the following conditions are

satisfied,

1. 07 satisfies the conditions in Assumption 8.2.6.

2. lim (sup ojw?

n—oo a>n

) = 0 almost surely.
=

3. lim ™ = 0 almost surely.
n—o0

Consider a class of SA algorithms that consist of two interdependent iterates that update on two
different time scales (i.e., step-sizes of two iterates are different in the order of magnitude). Let
xr € R™ andy € R™ and n > 0. Then the iterates given in the following equations portray a

format of such two-time scale SA algorithm.
ntl _ n n n o.n n n+l _ n n n o.n n
" =2+ 5 (2" y") Fwpl, vt =yt + 6y [g(2" y") 4wy (8.6)

The following proposition provides a convergence result related to the aforementioned two-

time scale SA algorithm.
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Proposition 8.2.8 ([?], Chapter 6). Consider " and y" iterates given in (8.6). Then, given the
iterates in (8.6) are bounded, {(z*, y')} converges to (¢(y*), y*) almost surely under the following

conditions.
@) f:RM=tmy — R™= and g : R™=+™v — R™v are Lipschitz.
(IT) Iterates ™ and y™ are bounded.

() Lety : y — x. Forally € R™, & = f(x,y) has an asymptotically stable critical point 1(y)

such that function v is Lipschitz.
(IV) y = g(1(y), y) has a global asymptotically stable critical point.

(V) Let&™ be an increasing o-field defined by £ := o(z", ..., 2% y", ..., y°, wi™t, .. wd, w
Further let x, and x, be two positive constants. Then wy and wy are two noise sequences
that satisfy, E[wy[¢"] = 0, E[wy|¢"] = 0, E[|| w} [|* [€"] < (14 || 2" || + || 4™ [), and

B[] wy [I* 167 < my (14 [ 2™ | + 1T y™ D
(VD) 47 and 4;; satisfy Assumption 8.2.6. Additionally, lim sup g—z =0.
n—o00 T
8.3 Stochastic DIFT-APT Game Formulation

In this section, we model the interactions between a DIFT-based defender (D) and an APT adversary
(A) as a two-player stochastic game (DIFT-APT game). The DIFT-APT game unfolds in the

infinite time horizon ¢t € 7 := {1,2,...}.

8.3.1 System and Defender Models

System Model: The computer system is abstracted through Information Flow Graph (IFG), G =
(Vg, Eg), where the set of nodes, Vg = {uy,...,uy} depicts the N distinct components of the
computer and the set of edges Lig C Vg x Vg represents the feasibility of transferring information

flows between the components. Specifically, an edge e;; € Ejg indicates that an information flow

n—1 0 n—1
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can be transferred from a component u; to another component u;, where i,j € {1,..., N} and
i # j. Let £ C Vg be the set of entry points used by APT to infiltrate the computer system.
Consider an APT attack that consists of M attack stages and let D; C Vg foreach j € {1,..., M}
be the set of components that are targeted by the APT in the ;™ attack stage. Let D; be the set of

destinations of stage j.

DIFT Defender Model: DIFT tags/taints all the information flows originating from the set of entry
points as suspicious flows. Then DIFT tracks the propagation of the tainted flows through the
system and initiates security analysis at specific components of the system to detect the APT.
Performing security analysis incurs memory and performance overheads to the system which varies
across the system components. The objective of DIFT is to select a set of system components for
performing security analysis while minimizing the memory and performance overhead. On the
other hand, the objective of APT is to evade detection by DIFT and successfully complete the

attack by sequentially reaching at least one node from each set D, forall j = 1,..., M.

8.3.2  State Space and Action Space

LetS := {so}U{Vg x {1,...,5}} = {s0,5],...,84 ). forall j € {1,..., M}, represent the finite
state space of DIFT-APT game. The state s, represents the reconnaissance stage of the attack where
APT chooses an entry point of the system to launch the attack. Therefore, at time ¢ = 0, DIFT-
APT game starts from sy. A state sz denotes a tagged information flow at a system component
u; € Vg corresponding to the j" attack stage. Also, note that a state s{ , where u; € D; and
j€{1,..., M — 1}, is associated with APT achieving the intermediate goal of stage j. Moreover,
a state sM, where u; € D)y, represents APT achieving the final goal of the attack.

Let NV (s) be the set of out-neighboring states of state s € S. Let Ay = UscgAx(s) be the
action space of the player k € {D, A}, where A(s) denotes the set of actions allowed for player
k at a state s. The action sets of the players at any state s € S is given by A, (s) € N(s) U {0}
and A,(s) € N(s) U{@}. Here, A,(s) € N(s) and A,(s) = 0 denote DIFT deciding to

perform security analysis at an out-neighboring state and deciding not to perform security analysis,
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respectively. Also, A,(s) € N (s) represents APT deciding to transition to an out-neighboring
state of s € S and @ represents APT quitting the attack. At each step of the game DIFT and APT
simultaneously choose their respective actions.

Specifically, there are four cases. (i) s = o, A4(s) = {s} : u; € £} and A,(s) = 0.
Here, APT selects an entry point in the system to initiate the attack. (ii) {s = s{ cw €Dy, g =
L., M}, Au(s) = {s) : (ui,us) € Egy U {2} and A, (s) € {s), : (us,uy) € Eg} U {0}.
In other words, APT chooses to transition to one of the out-neighboring node of u; in stage j or
decides to quit the attack (&) and DIFT decides to perform security analysis at an out-neighboring
node of wu; in stage j or not. (i) {s = s/ : u; € D;,5 = 1,...,M — 1}, A,(s) = sJ7" and
Ap(s) = 0. That is, APT traverses from stage j of the attack to stage j + 1 and DIFT does not
perform a security analysis. (iv) {s = sM : s; € Dy}. Then, A,(s) = sy which captures the
persistency of the APT attack and A, (s) = 0.

Note that DIFT does not perform security analysis at the states corresponding to s, and destinations
due to the following reasons. At the entry points there are not enough traces to perform security
analysis as attack originates at these system components. The destinations D;, for j € {1,..., M},
typically consist of busy processes and/or confidential files with restricted access. Performing

security analysis at states corresponding to entry points and destinations is not allowed.

8.3.3 Policies and Transition Structure

Let s; be the state of the game at time ¢ € 7. Consider stationary policies for DIFT and APT,
i.e., decisions made at a state s; € S at any time ¢ only depends on s;. Let 7, and 7, be the
set of stationary policies of DIFT and APT, respectively. Then stochastic stationary policies of
DIFT and APT are defined by 7, € [0, 1], where ), € ), and k € {D, A}. Moreover, let
Tk = [Tk(S)]ses and 7 (s) = [7x(S, ar)]area,(s)>» Where mi(s) and 74(s, a) denote the policy of a
player k € {D, A} at a state s € S and probability of player k£ choosing an action a;, € Ag(s) at
the state s. In what follows, we use a;, = d when k¥ = D and a;, = a when &k = A to denote an
action of DIFT and APT at a state s, respectively.

Assume state transitions are stationary, i.e., state at time ¢t + 1, s, ; depends only on the current
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state s; and the actions a; and d; of both players at the state s;, for any t € 7. Let P be the
transition structure of the DIFT-APT game. Then P(7,,, 7,) represents the state transition matrix

of the game resulting from (7, 7,) € (7, 7,). Then,
P(7p,ma) = [P(5'|s, Tp, M), yeg » Where

P(s'|s, mp,m4) Z Z (§'|s,d,a)mp(s, d)Ta(s,a). (8.7)

deAp(s) acAx(s)
Here P(s'|s, d,a) denotes the probability of transitioning to state s’ from state s when DIFT

chooses an action d € A, (s) and APT chooses an action a € A, (s). Let N (s?) denote the rate
of FNs generated at a system component u; € V, while analyzing a tagged flow corresponding to

stage j of the attack. Then for a state s;, actions d; and a, the possible next state s, are as follows,

( s, wpl, when d; = 0 and ¢, =
s/, wp FN(s)), when d;, = a; = s
St41 =19 s, wpl—FN(s!), whend, =a, = s’ (8.8)
sg , wpl, when d; # a;
S0, W.p1, when a; = .

\

In the first case of Eqn. (8.8), the next state of the game is uniquely defined by the action of APT as
DIFT does not perform security analysis. In the second and thrid cases of Eqn. (8.8), DIFT decides
correctly to perform security analysis on the malicious flow. Note that the security analysis of
DIFT can not accurately detect a possible attack due to generation of FNs. Hence the next state of
the game is determined by the action of APT (in case two) when a FN is generated. And the next
state of the game is sq (in case three) when APT is detected by DIFT and APT starts a new attack.
Case four of Eqn. (8.8) represents DIFT performing security analysis on a benign flow. In such a
case, the state of the game is uniquely defined by the action of the adversary. Finally, in case five
of Eqn. (8.8), i.e., when APT decides to quit the attack, the next state of the game is the initial state
50-

FNs of the DIFT scheme arise from the limitations of the security rules that can be deployed

at each node of the IFG (i.e., processes and objects in the system). Such limitations are due to
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variations in the number of rules and the depth of the security analysis' (e.g., system call level
trace, CPU instruction level trace) that can be implemented at each node of the IFG resulting from
the resource constraints including memory, storage and processing power imposed by the system

on each IFG node.

8.3.4 Reward Structure

Letr,(s,mp, m4) and 7 4(s, mp, 74) be the expected reward of DIFT and APT at a state s € S under
policy pair (7, 7,) € (7, 7,4). Then for each k € {D, A},
Tk('sa T, 7TA) :Z Z P(S,|S7 d7 a)ﬂ—D(S7 d)TrA(S7 a)rk’(sv da a, Sl)a
s'eS acA,(s)
dE.AD(S)
where 74(s, d, a, s') denotes the reward of player k& when state transition from s to s’ under actions
d € Ap(s)anda € A,(s) of DIFT and APT, respectively. Moreover, 1, (s, d, a, s') and r,(s,d, a, s')

are defined as follows.
a£+CD(s) ifd=a, s =s
B ifd=0, s € {s] :u; € D;}

ol +Cph(s) ifd#0, a=o
ro(s,d,a,s)= K o(8)

o)) ifd=0,a=0
Co(s) ifd+#aandd # 0
0 otherwise

o, ifd=a, s =sg

By ifs e {s!:u; € D;}
ra(s,d,a,s')= ! o ’
oy ifa=0

\ 0 otherwise

'Detecting an unauthorized use of tagged flow crucially depends on the path traversed by the information flow
[41,124].
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The reward structure 7, (s, d, a, s’) captures the cost of FPs generation by assigning a cost C,(s)
whenever d # a such that d # 0. Note that, r,(s, d, a, s") consists of four components (i) reward
o, > 0 for DIFT detecting the APT in ;™ stage (ii) penalty 3% < 0 for APT reaching a destination
of stage j, for j = 1,..., M (iii) reward aé > ( for APT quitting the attack in j stage and (iv) a
security cost Cp(s) < 0 that captures the memory and storage costs associated with performing a
security checks on a tagged flow at a state s € {s/ : u; & D; U E}. Reward r,(s,d, a,s') consists
of three components (i) penalty of, < 0if APT is detected by DIFT in the j% stage (ii) reward
Bﬂ > ( for APT reaching a destination of stage j, for ; = 1,..., M and (iii) penalty aﬂ; < 0 for
APT quitting the attack in j™ stage. Since it is not necessary that r,(s, d, a,s') = —r.(s,d,a, s')

foralld € A,(s),a € A,(s) and s,s" € S, DIFT-APT game is a nonzero-sum game.

8.3.5 Information Structure

Both DIFT and APT are assumed to know the current state, s; of the game, both action sets A, (s;)
and A ,(s;), and payoff structure of the DIFT-APT game. But DIFT is unaware whether a tagged
flow at s; is malicious or not and APT does not know the chances of getting detected at s;. This
results in an information asymmetry between the players. Hence DIFT-APT game is an imperfect
information game. Furthermore, both players are unaware of the transition structure P which
depend on the rate of FNs generated at the different states s; (Eq. (8.8)). Consequently, the DIFT-

APT game is an incomplete information game.

8.3.6  Solution Concept: ARNE

APTs are stealthy attackers whose interactions with the system span over a long period of time.
Hence, players D and A must consider the rewards they incur over the long-term time horizon when
they decide on their policies mp and 7 4, respectively. Therefore, average reward payoff criteria is
used to evaluate the outcome of DIFT-APT game for a given policy pair (7p,74) € (7p,ma).

Note that, the DIFT-APT game originates at so. Thus the average payoff for player k € {D, A}



132

with policy pair (7p, 74) is defined as follows.

T

Z Esorp,ma 7% (e, di, a)].

t=0

pr(80,Tp,Ta) = hTHigf 1

Moreover, a pair of stationary policies (77}, 7% ) forms an ARNE of DIFT-APT game if and only if

pD(Saﬂ*DﬂTZ) > pD(Saﬂ'DﬂTZ)? ;OA(Saﬂ-Evﬂ'j{) > pA(Svﬂ'*DﬂTA)

forall s € S, 1, € .
8.4 Analyzing ARNE of the DIFT-APT Game

In this section we first show the existence of ARNE in DIFT-APT game. Then we provide
necessary and sufficient conditions required to characterize an ARNE of DIFT-APT game. Henceforth

we assume the following assumption holds for the IFG associated with the DIFT-APT game.
Assumption 8.4.1. The IFG is acyclic.

Any IFG with set of cycles can be converted into an acyclic IFG without loosing any causal
relationships between the components given in the original IFG. One such dependency preserving
conversion is node versioning given in [?]. Hence this assumption is not restrictive. Let P(7p, 74)
be the MC induced by a policy pair (7p, 74). The following theorem presents properties of DIFT-
APT game under Assumption 8.4.1.

Theorem 8.4.2. Let the DIFT-APT game satisfies Assumption 8.4.1. Then, the following properties
hold.

1. P(mp,ma) corresponding to any (7p,7m4) € (7p, 7 4) consists of a single recurrent class of

states (with possibly some transient states reaching the recurrent class).

2. The recurrent class of P(7p, 74) includes the state s.

Proof. Consider a partitioning of the state space such that S = S; US; and S; NSy, = &. Here

S; denotes the set of states that are reachable® from state s, and S, denotes the set of states that

’In a directed graph a state v is said to be reachable from state v, if there exists a directed path from v to w.
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are not reachable from sy. We prove 1) and 2) by showing that S; forms a single recurrent class of
P(7mp,m4) and S, forms the set of transient states.

We first show that in P(7p, m4), state sq is reachable from any arbitrary state s € S\ {so}.
The proof consists of two steps. First consider a state s = sg , such that u; ¢ Dy, with j = M. In
other words, the state s is not a state that is corresponding to a final goal of the attack. Let s’ be
an out neighbor of s. Then s’ satisfies one of the two cases. i) s’ = s and ii) s’ = sf,/ € S\ {so}.
Case 1) happens if the APT decides to dropout from the game or if DIFT successfully detects the
APT. Thus in case i) s is reachable from s.

Case ii1) happens when DIFT does not detect APT and the APT chooses to move to an out
neighboring state s’. By recursively applying cases i) and ii) at ', we get sq is reachable when

case 1) occurs at least once. What is remaining to show is when only case ii) occurs. In such a case,

M

transitions from s’ will eventually reach a state corresponding to a final goal of the attack, i.e., s;
with u; € Dy, due to the acyclic nature of the IFG imposed by Assumption 8.4.1. Note that at s}
with u; € Dy, the only transition possible is to sq. This proves that s is reachable from any state
s €S\ so.

This along with the definition of S; implies that S; forms a recurrent class of P(7wp, m4). Also

as sg is reachable from any state in S, and by the definition of S, S, is the set of transient states.

This completes the proof. ]
Corollary 8.4.3 below presents the existence of an ARNE in DIFT-APT using Theorem 8.4.2.
Corollary 8.4.3. Let the DIFT-APT game satisfies Assumption 8.4.1. Then, there exits an ARNE

for the DIFT-APT game.

Proof. From the condition 1) in Theorem 8.4.2 the DIFT-APT game has a single recurrent class of
states in P(7mp, m4) corresponding to any policy pair (7p, 74). As a result Assumption 8.2.2 holds

for DIFT-APT game. Therefore by Proposition 8.2.4 there exits an ARNE in DIFT-APT game. [l

The corollary below gives a necessary and sufficient condition for characterizing an ARNE of

DIFT-APT game. Our algorithm for computing ARNE is based on this condition.
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Corollary 8.4.4. The following conditions characterizes the ARNE of DIFT-APT game.

P+ vk(s) = ri(s, ar, mg) + Z P(s'[s, ay, m_i)vi(s), (8.9a)

s'eS

Z Z Z <pk+vk<5)_rk(57akaﬂ—k)

ke{D,A} s€S areAy(s)

(8.9b)
SRl )l =0
s'eS
> ms,ar) =1, mi(s,a) >0, (8.9¢)
ap€AL(s)

where p; denotes the average reward value of player k independent of initial state of the game.

Proof. By Proposition 8.2.5, ARNE of an unichain stochastic game is characterized by conditions
(8.2a)-(8.2e). The condition (8.2a) reduce to (8.9a) by substituting A\;** > 0 from condition (8.2d).
Below is the argument for condition (8.2b).

From Theorem 8.4.2, the MC induced by (7w p, 74), P(7p, m4), contains only a single recurrent
class. As a consequence, from Proposition 8.2.3, pi(s,m) = py forall s € Sand k € {D, A}.

Thus condition (8.2b) in Proposition 8.2.5 reduces to

Pk — MZ’% = ZP(3,|57ak777—k),0k = Pk ZP(S/|S,ak,7T—k) = Pk

s'eS s'eS
Thus, p;** = 0. Since pi(s,m) = pi, condition (8.2a) in Proposition 8.2.5 becomes
Ay = prvi(s) — re(s, ap, mi) =y P(']s, ar, ) ui(s'). (8.10)
s'eS

By substituting p;** = 0 and \;** from Eqn. (8.10), condition (8.2¢) reduces to (8.9b). Finally,
conditions (8.2d) and (8.2¢) together reduce to (8.9c). Thus conditions (8.9a)-(8.9¢) characterizes
an ARNE in DIFT-APT game. ]

8.5 RL-ARNE: A Reinforcement Learning Algorithm to Compute Equilibrium Policies of
Average Reward Stochastic Games

In this section we present a RL algorithm that learns ARNE in DIFT-APT game. This algorithm

extends to any N-player uni-chain average reward stochastic games.
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8.5.1 RL-ARNE Algorithm

Algorithm 8 presents the pseudocode of RL-ARNE, an actor-critic algorithm that computes an
ARNE in DIFT-APT game. Algorithm 8 takes the state space (S), transition structure (P), and
rewards (r, and r,) of DIFT-APT game along with the pre-specified number of iterations (/ > 0)
as the inputs and outputs the ARNE policies of DIFT and APT, (7%, 7%). Below we detail the steps
of Algorithm 8.

Algorithm 8 RL-ARNE Algorithm of DIFT-APT game
1: Input: State space (S), transition structure (P), rewards (r, and r,), number of iterations

(I >> 0)

2: Output: ARNE policies, (7%, 7%) < (7l 1)

3. Imitialization: n < 0, v < 0, p? < 0, €2 < 0, 72 < m fork € {D, A} and s < s.

4: whilen < I do

5: Draw d from 72(s) and a from 77}(s)
6: Reveal the next state s’ according to P
7: Observe the rewards rp(s,d, a,s") and 74(s, d, a, s")

8: for k € {D, A} do

90 up(s) = vils) + 0[ri(s, doa, 8') — pf + v (') — vi(s)]
n n nl| not+re(s,d,a,s’ n
10: P =P+ 0 [% - Pk}
11 €Z+1<3? ak) = 62(57 ak) + 6? [ Zke{D,A} (rk<57 d,a, 3,) — Pt UI?(S/) - UZ(S)) - 62(57 ak)]

12: i (s,ax) = D(ri(s,ap) — 5Qm‘rk(s, d,a,s") — pp + vi(s) —
o (s)[sen(—€ (s, ax)

13: end for

14: Update the state of DIFT-APT game: s < s

15: n<n+1

16: end while
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Algorithm 8 first initializes the iteration counter n, value functions v}, average rewards p?, and
the gradient estimates 62 of DIFT and APT (i.e., k € {D, A}) to zero. We initialize the policies
of DIFT and APT (7%, 79) to have uniform distributions over their respective actions at any state
s € S and set initial state to sy, the state that corresponds to the reconnaissance stage of the attack.

At each iteration n, Algorithm 8 first draws the actions of DIFT and APT, d and a according to
their respective policies 7 (s) and 7"} (s) at the current state s of the game (line 5). Then given the
triplet (s, d, a), algorithm finds the next state s’ of the game according the transition structure P
that models the FPs and FNs of the DIFT (line 6). Next using the quadruplet (s, d, a, s’), algorithm
computes the rewards rp (s, d, a, s') and r4(s, d, a, s’) of DIFT and APT, respectively (line 7).

Iterates in lines 9 compute the value functions v} (s) of the two players, DIFT and APT at the
current state s € S. Algorithm computes the average rewards p; of DIFT and APT in line 10.
The iterates, €}(s,a) in line 11 compute the gradient of the expression in condition (5b) in
Corollary 8.4.4 with respect to the each player’s policy 7} (s, ax). Then at line 12, using sign
gradient descent approach, algorithm updates the policies of each player to minimize the expression
in condition (5b) in Corollary 8.4.4. The map I" projects the policies to probability simplex defined
by condition (8.9¢) in Corollary 8.4.4. Here, | - | denotes the absolute value. The function sgn(x)
denotes the continuous version of the standard sign function (e.g., sgn(x) = tanh(cy) for any
constant ¢ > 1).

Note that the value updates at Line 9 satisfies the condition (5a) in Corollary 8.4.4. Gradient
descent updates of the policies at line 12 satisfy condition (5b) in Corollary 8.4.4. The map I
ensures that the 7} (s, a) iterates are valid probability distributions by projecting onto the simplex
space. Thus by Corollary 8.4.4 Algorithm 8 converges to an ARNE of DIFT-APT games.

The value function (actor) iterates in line 9 and the gradient estimate iterates in line 11 of
Algorithm 8 update in a same faster time scale J;' and 7, respectively. Policy (critic) iterates in
line 12 update in a slower time scale 6. Average reward payoff iterates in line 10 update in an
intermediate time scale o;. Hence the step-sizes of the proposed algorithm are chosen such that
0y = 0¢ > 0) > 0.

Remark 8.5.1. Note that RL-ARNE algorithm presented in Algorithm VI.1 must be trained offline
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due to the information exchange that is required at line 11 of the algorithm. Here, players are
required to exchange the information about their respective temporal difference error estimates,
or(pp vp) = ri(s,d, a, 8')— pi+vp(s') — vl (s), as the iterates on each player’s gradient estimation
includes the term ), (D, A} ggk(p’,}, vp). Since RL-ARNE algorithm is trained offline and the
policies found at the end of the training only depend on their respective actions, players do not
require any information exchange on their respective actions when they execute their learned

policies in real-time.

Remark 8.5.2. If APT gets detected or quits the attack, it results in reward for the defender and
penalty for the attacker. If APT evades detection, it results in penalty for the defender and reward
for the attacker. Hence, defender can set 04{4 = —oﬂj, Bﬁl = —B%), Ui‘ = —0{7. Moreover, we
consider a strong attacker model where attacker knows the specific values of the defender’s payoff

function parameters.

Proposition 8.5.3. Let K, A, and S denote the number of players, the maximum cardinality of
the action space of any player, and the cardinality of state space, respectively. Then RL-ARNE
in Algorithm 8 has per iteration computation complexity of O(K A) and memory complexity of

O(KSA).

Proof. RL-ARNE requires O(K) multiplications for the value and average reward updates (lines 9-
10 of Algorithm VI.1), and O(K A) multiplications for the gradient and policy updates (lines 11-
12). Hence, per iteration computation complexity is O(K A). The memory required for the RL-
ARNE is O(K'S) for the value updates (line 9), O(K) for the average reward updates (line 10),
and O(K SA) for the gradient and policy updates (lines 11-12). Hence, memory complexity is
O(KSA). ]
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8.5.2 RL-ARNE Algorithm
8.5.3 Convergence Proof of the RL-ARNE Algorithm

First rewrite iterations in line 9 and line 10 as Eqn. (8.11) and Eqn. (8.12) to show the convergence

of value and average reward payoff iterates in Algorithm 8.

(s) = uil(s) + O [F (v}, pR)(s) — vi(s) + wy] (8.11)
P = A BIG () - i+ ] (8.12)

For brevity we use 7(s,d,a) = 7p(s,d)ma(s,a) and 7 to denote (wp,m4). Let P(s'|s,7m) =

> > 7(s,d,a)P(s'|s,d,a). Two function maps F'(v})(s) and G(p}) are defined as
deAp(s) acAa(s)

P, oi)(s) = D P(s'ls, m)lri(s dya, ') = pif + 0 ()], (8.13)
s'eS
npt + re(s,d,a, s’
G v = ! |: . *
(pi) = D_P(s'|s,m) I (8.14)
s’'eS
The zero mean noise parameters w, and wy are defined as
w, = Tk?(sa d, a, Sl) —pr+ UIT;(S/) - F(UZ’ pZ)(S)a (8.15)
n _ npptri(s,d,a,s) N
wy = o—— — G(pp). (8.16)

Let vy, = [vg(s)]ses- Then the ODE associated with the iterates given in Eqn. (8.11) corresponding

to all s € S and the ODE associated with the iterate in Eqn. (8.12) are as follows.

vx = f(vk, pr) and pr = g(pr), (8.17)

where f : RIS — RISlis such that f(vy, pr) = F(vk, px) —vk, where F(vy, pr) = [F (v, pr)(5)]ses
and g : R — R is defined as g(pr) = G(px) — pr- We note that, in Algorithm 8, value function
iterates (vj(s)) runs in a relatively faster time scale compared to the average reward iterates (p}).
As a consequence, vj(s) iterates see p} as quasi-static. Hence, for brevity, in the proofs of
Lemma 8.5.4, Lemma 8.5.7, and Theorem 8.5.9 we represent f(vy, p) and F (v}, pi)(s) as f(vk)

and F'(v})(s), respectively.
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A set of lemmas that are used to prove the convergence of the iterates in lines 9 and 10 of

Algorithm 8 are given below. Lemma 8.5.4 presents a property of the ODEs in Eqn. (8.17).

Lemma 8.5.4. Consider the ODEs v, = f(vk, pr) and pr = g(px). Then the functions f(vy, px)
and ¢(py) are Lipschitz.

Proof. First we show f(vy) is Lipschitz. Consider two distinct value vectors vy, and 0. Then,

I (o) = F@)lly =l [F(or) = F(0)] = [or = w]ll,
<|| F(vx) — F@k)“ﬁ | vk — Ukl
= 3" |F(s) = F@) )|+ vk — il (8.18)

seS

S|P s) = Fo(s)| = 32 1> Psls mlu(s) = ou(s)]

s€S s€S |s'eS
<ZZP "|s, ) |vk(s") — vp(s)]
sES s'eS
< fow(s) = () =Y 1 ok — Bally = 18] 1] vk — Bl
seS s’'eS seS

The inequalities above follow from the triangle inequality and observing the fact that max{P(s|s, m)} = 1.

Then from Eqn. (8.18),

I f (o) = f@R)lly < (IS[+1) [ on = ol

Hence f(vy) is Lipschitz. Next we prove g(py) is Lipschitz. Let p; and py be two distinct average

payoff values. Then,

9(00) = 9(7)| = | [0 = ) = i = 7ul| = lpu = .

Therefore g(py.) is Lipschitz. O

Lemma 8.5.7 shows the map F'(v}) = [F(v}')(s)]ses is a pseudo-contraction w.r.t some weighted

sup-norm. The definitions of weighted sup-norm and pseudo-contraction are given below.
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Definition 8.5.5. Let ||b||. denote the weighted sup-norm of a vector b € R™ w.r.t vector ¢ € R™.

Then, ||b]|c = max,—1__, ‘ZE’EZ; | where |b(q)| represent the absolute value of the ¢ entry of vector
b.

Definition 8.5.6 (Pseudo contraction). Let ¢,c € R™<. Then a function ¢ : R — R™¢ is said to

be a pseudo contraction w.r.t the vector v € R« if and only if,
I ¢(c) = (@) [y<n |l ¢c—¢lly, where 0 <5 < 1.

Lemma 8.5.7. Consider F'(v}, pi)(s) defined in Eqn. (8.13). Then the function map F'(v}, p) =

[F(vg, pi)(8)]ses is a pseudo-contraction w.r.t some weighted sup-norm.

Proof. Consider two distinct value functions v;! and v};. Then,

I E(i)(s) = F@) )l =1 ) P(sls,m)ii(s') = a ()]l

s’'eS

= > m(s,d,a)P(s'|s, d, a)[vi (s") — v ()],

s'€S deAp(s), acAa(s)

< Y w(s.da)) P(s]s,d,a) || vp(s) — op ()], (8.19)

deAp(s), acAa(s) s'€S

Eqn. (8.19) follows from triangle inequality. To find an upper bound for the term P(s'|s, d, a) in
Eqn. (8.19), we construct a Stochastic Shortest Path Problem (SSPP) with the same state space and
transition probability structure as in the game, and a player whose action set is given by A, x
A,. Further set the rewards corresponding to all the state transition in SSPP to be —1. Then
by Proposition 2.2 in [?], the following condition for all s € S and (d,a) € Ap(s) x A,(s).
Eqn. (8.19) follows from triangle inequality. To find an upper bound for the term P(s'|s, d, a) in
Eqn. (8.19), we construct a Stochastic Shortest Path Problem (SSPP) with the same state space and
transition probability structure as in the game, and a player whose action set is given by A, x
A .. Further set the rewards corresponding to all the state transition in SSPP to be —1. Then by

Proposition 2.2 in [?], >_ . P(s'|s,d,a)e(s") < ne(s) holds for all s € S and (d,a) € Ap(s) x

s'eS
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A (s), where € € [0,1]81and 0 < 1 < 1. Rewrite Eqn. (8.19) as |F (v})(s) — F(9})(s)|

= Z m(s,d,a) Z P(s'|s,d, a)e(s') [0R(s") = o (s')]

e(s)
deAp(s), acAa(s) s'eS
< > (s, d,a) Y P(s|s,d,a)e(s) || vp — v}
deAp(s) ,aeAa(s) s'eS

IN

S (s, dahne(s) Il of — o, = nels) || of — .
deAp(s), aeAa(s)

[F'(vg)(s) = F(og)(s)|
€(s)

I F (o) = F@)lle <nll g = o5l .

<l vy —ogll,

Below we prove boundedness of Algorithm 8 iterates.

Lemma 8.5.8. Consider the RL-ARNE algorithm presented in Algorithm 8. Then, the iterates
vi(s) and pf, for s € Sand k € {D, A}, in Eqn.(8.11) and Eqn.(8.12) are bounded.

Proof. Recall Eqns. (8.11) and (8.12). We know 5;‘ < 0. In order to prove the result we first
show the errors introduced in the slow iterates v} (s) by the transient errors of the fast iterates p}
approach to zero as n — oo. For a positive integer A, with slight abuse of notation, we let v,’j*A(s)
to denote the value function at the iterate n computed by replacing p; at Eqn.(8.11) with pZ*A. As

a consequence, an error

Err(v; p) = vt (s) — v (s) = 8, (o} — o), (8.20)

is introduced in v} (s) iterates, where the term p! — pi™> captures the transient errors of the fast

iterate p. It has been shown that p! — P> = O(0,) in [2,?]. Then, from Eqn. (8.20) we get
Err(v; p) = O(6,0;). This proves that Err(v; p) — 0 whenn — oo as d;7,6; < L and ) — 0 at
a faster rate compared to 9, due to 0, < d;, when n — oo. Similarly, since 07 < d; and o7 < 4,
we can show Err(v;m), Err(p;m) — 0 as n — oo. Therefore, the error introduced in the slow
iterates due to the transient errors of the fast iterates are asymptotically bounded.

Lemma 8.5.7 proved that F'(v}) is a pseudo-contraction w.r.t some weighted sup-norm. By

choosing step-size, 0, to satisfy Assumption 8.2.6 and observing that the noise parameter, w;’ is
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zero mean with bounded variance, all the conditions in Theorem 1 in [?] hold for the game. Hence,
by Theorem 1 in [?], the iterates v} (s) in Eqn. (8.11) are bounded for all s € S.

Finally, we show the boundedness of the pj, iterates. From Proposition 8.2.3, for a fixed policy
pair (mp,m4) and n >> 0, the average reward payoff values p} depend only on the rewards due
to the state transitions that occur within the recurrent classes of induced MC. Recall that under
Assumption 8.2.2 the induced Markov chain, P(7p, 74), contains only a single recurrent class.
Let S; be the set of states in the recurrent class of P(7p, m4). Then there exists a unique stationary

distribution p for P(7p, 74) restricted to states in S;. Thus for n >> 0 and each k € {D, A},

pi = p(s)res,m), (8:21)
SEST
where p(s) is the probability of being at state s € Sy and (s, m)= > (s, d)m(s,a) > P(s|s,d,a)r(s,
deApD(s), a€A4(s) s'eS

is the expected reward at the state s € S; for player k& € {D, A}. Since S; has finite cardinality
and the rewards rs are finite for the game, p;; converges to a globally asymptotically stable critical

point given in Eqn. (8.21) and p;’ iterates are bounded. [

Theorem 8.5.9 proves the convergence of the iterates v} (s) and pj.

Theorem 8.5.9. Consider the RL-ARNE algorithm presented in Algorithm 8. Then the iterates
vp(s), forall s € S, and p}} for k € {D, A} in Eqn. (8.11) and Eqn. (8.12) converge.

Proof. By Proposition 8.2.8, an SA-based algorithm converges under the conditions (I)-(VI). Lemma 8.5.4
and Lemma 8.5.8 showed that conditions (I) and (II) in Proposition 8.2.8 are satisfied, respectively.

To show that condition (III) is satisfied, we first show that there exists a Lipschitz function
¥y (pr) that characterizes the critical points of v, = f(v, px) in Eqn. (8.17). Note that vy is a
critical point of oy = f(vg, px) if and only if vy = F(vg, px). Let |S| be the cardinality of the
state space associated with the game. Let 151 and Ijg||s| denote all ones vector with length |S|
and [S| x |S| identity matrix, respectively. Then using Eqn. (8.13), we get v, = 7 — ppLig|x1 +

P(7p, ma)vg, which can be rewritten

[Lsixis — P(rp, ma)|ve = 7 — prligixa, (8.22)
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where 7 is a length |S| vector whose entries are given by > P(s'|s, m)rk(s,d, a,s"). The set of
linear equations defined in Eqn. (8.22) has infinite numbesrleosf solutions under Assumption 8.2.2
[2,50]. Let J = Ijg|xs| — P(mp,m4). Then for an arbitrary vector w, we define ¥y (pr) =
Jt [f - Pk:1|S|x1] + [I|S|X‘S| - J*J} w, where J* denotes the generalized inverse [?] of J. Consider

two distinct p; and py, with a fixed w.

I r(ok) = Ue(p)lly = 11 7Bk — pr)Lispea lly

I I ok = ) Lispally = (ST I ox — pxlly

Hence, ¢ (px ) is Lipschitz. Next we show F'(v}?)(s) is a non-expansive map to prove the convergence
of the v} () iterates. Consider two distinct v}’ and v}. Since P(s'|s, 75, m4) < 1, from Eqn. (8.19),

| F(vp)(s) — F(op)(s)] <|| vp(s') — vp(s")]]. Thus F'(v})(s) is a non-expansive map and hence
from Theorem 2.2 in [?] iterates v} (s), forall s € Sand k € {D, A}, converge to an asymptotically
stable critical point given by ;. (px ). Hence, condition (III) is verified.

Lemma 8.5.8, showed that p}, for k € {D, A}, converge to a globally asymptotically stable
critical point which implies that condition (IV) is satisfied. From Eqns. (8.15) and (8.16), the noise
measures have zero mean. The variance of these noise measures are bounded by the fineness of
the rewards in the game and the boundedness of the iterates v} (s) and p}. Thus condition (V) is
satisfied. Finally, the choice of step-sizes satisfies condition (VI). Therefore the results follows by

Proposition 8.2.8. [

Next theorem proves the convergence of gradient estimates.

Theorem 8.5.10. Consider QZZ@ . and A(m) given in Eqns. (??) and (??), respectively. Then
gradient estimation iterate, €}(s, ay) in line 11 corresponding to any k € {D, A}, s € S, and

ar, € Ai(s), converge to —afﬁil)k) =y o

ke{A,D}

Proof. Rewrite gradient estimation in line 11 as follows.

er (s, ap)= €} (s, ar) + 5?[ — Z Qz‘;’ik— (s, ar) + w?] , (8.23)
ke{D,A}
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where w! = > Qi+ > Q% and Qf = ri(s,d,a,s") — pf + vp(s') — vji(s). Since
ke{D,A} ke{D,A} "
E(w?) = 0, the ODE associated with Eqn. (8.23) is given by, éx(s,a;) = — >, Q7%
ke{D,A}

€k (S, ak).
We use Proposition 8.2.7 to prove the convergence of gradient estimation iterates, €}(s, ax).
Step-size 4! is chosen such that condition 1) in Proposition 8.2.7 is satisfied. Validity of condition

2) can be shown as follows.

7 2

Z Slw!

l=n

E | lim | sup

n—o0 n>n

: 1\2 112\ __
<4 lim 12(56) E(|wl[?) = 0. (8.24)

Inequality in Eqn. (8.24) follows by Doob inequality [?]. Equality in Eqn. (8.24) follows by
choosing 0" to satisfy Assumption 8.2.6 and observing E(|w!|?) < oo as ry, v}, and pl are

bounded in the game. Comparing Eqn. (8.23) with Eqn. (8.4), x = 0 in Eqn. (8.23). Therefore,
s,ap OA(T)

from Proposition 8.2.7, as n — oo, €(s, ax) = — > O = —%msan- Ihis completes the
ke{A,D}
proof showing the convergence of gradient estimation iterates €} (s, ay). ]

Next, we prove the convergence of the policy iterates. In order to do so, we proceed in the

following manner.

1. We rewrite the conditions in Prop 8.2.5 that characterize ARNE of the game as a non-linear

optimization problem (Problem 8.5.11).

2. Then we show the policies are updated in a valid decent direction, /77 (s, ay) ‘ szr’“_ . |s gn (%

w.r.t the objective function (TD error), A(7), of Problem 8.5.11 (Lemma 8.5.12).

3. Using steps 1) and 2), we characterize the stable and unstable equilibrium points associated

with the ODE corresponding to the policy iterates in line 12 (Lemma 8.5.13).

4. Invoking Prop 8.2.7 we prove the convergence of policy iterates to stable equilibrium points

found in step 3) (Theorem 8.5.14).

(")

(saak)

)-
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Below we elaborate steps 1)-4). The non-linear program below characterizes an ARNE of the game

(step 1).

Problem 8.5.11. The necessary and sufficient conditions given in Proposition 8.2.5 that characterize
the ARNE of the game can be reformulated as the following non-linear program using Q,ifr’“_ , and
A(m) introduced in Eqns. (??) and (??).

min  A(7r)s.t. QY% > 0; Z (s, ar) = 1; me(s,ax) >0,

ka_p
v,p,T
ap€AL(s)

where v = (vp,va), vk = [Vk(5)|ses; p = (pp,pa), T = (Tp,7a), T = [Tk(5)]ses, Th(s) =

(718, ak)]aeans) for k € {D, A}.

Lemma 8.5.12 proves policy iterates are updated in a valid descent direction w.r.t the objective

function, A(7) (step 2).

Lemma 8.5.12. Consider Q7" | A(7) given in Eqgs. (2?), (2?), respectively. For any k € {D, A},
s € S, and a € Ag(s), policy iterate, 7} (s, ax), in line 12 of Algorithm 8 is updated in a valid
descent direction, \/7} (s, ar) |25 |sgn ( OA(r") ), of A(m) when ;7% > 0and A(m) > 0.

k,m_g o (s,ak)

Proof. First we rewrite policy iteration in line 12 as follows.

74 (s, a) =T(w0 (5, @)= (\/w;xs, s |
DA™ \
en (aw;z(s,ak)) * “’“)”

n n s s,a OA(m™ s n n
where w” = /7 (s, a) [!Qk‘ - |Q,”’iku sgn (8@((5’&2)), and QO = ri(s,d,a,s")— pp+op(s)—
v (s). Policy iterate updates in the slowest time scale when compared to the other iterates. Thus,

OA(x™)
ony(s,ak)

(8.25)

all the terms except QZC;"_ . In Eqn. (8.25) use the converged values of vy, pi, and W.I.t

policy 7" = (7%, 7).

Consider a policy WZ“ whose entries are same as 7, except the entry 7?,?“(3, ax) which is

chosen as in Eqn. (8.25), for small 0 < 6" << 1. Let 7 = (7}, 7",) and 7# = (7, 7",). Also
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note that E(w?) = 0. Thus ignoring the term w and using Taylor series expansion yields,

A(R) =A(7) + o ( (s a0 |

# (o) afﬁfiw) o
7r) D’
or (s, ar)

A7) = A7) —|—5”< /TR (s, ay ’QZ‘;’“k

where o(07) represents the higher order terms corresponding to 5;1. We ignore o(07) in the second

equality above since the choice of ¢ is small. Notice that the term 9! ( VT8, ay }QS ak |

kar_p

)

aﬂk s ak)

is negative. Since A(m) > 0 for any 7, we get A(7) < A(7). This proves policies are updated in

a valid descent direction. O]

Notice that the ODE associated with Eqn. (8.25) is,

(s, ar) = ( (s, ay }in’“k|sgn (L())> , (8.26)

oy (s, ax)

where T is the continuous version of the projection operator I' which is defined analogous to the
continuous projection operator in Eqn. (8.5). Let II denotes the set of limit points associated with

the system of ODEs in Eqn. (8.26). Let the feasible set of Problem 8.5.11 be
H={re LIy >0, forallay € Ax(s), s €8, k € {D, A}}, (8.27)

where the set L = {7|>_
set II can be partitioned using the set H as II = II; U Il,, where II; = IIN H and II, = I\ I1;.

aneAn(s) Tr(Sar) = 1,mi(s,a) > 0, forall ay € Ay(s), s € S}. The

Using these notations and steps 1) and 2), we characterize the stable and unstable equilibrium

points of the system of ODEs in Eqn. (8.26) in Lemma VI.11 (step 3).

Lemma 8.5.13. The following statements are true for the set of equilibrium policies 7* of ODE in

Eqn. (8.26).
1. All 7* € II; form a set of stable equilibrium points.

2. All 7 € II, form a set of unstable equilibrium points.
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Proof. First we show statement 1) holds. Since the set I1; is in the feasible set /1 of Problem 8.5.11
defined in Eqn. (8.27), for any 7m* € II, there exists some a; € Ax(s), s € S that satisfy
Qi > 0. Let Be(n*) = {7 € L|||m — 7*|| < (}. Then, for any m € B¢(7*) \ II,, there exists a

¢ > 0 such that ;7" > 0 which yields 5 (S( a) 7 > 0. This implies sgn ( aA(g a)k)> > 0.

Hence, F< V(s aR) |5 |sgn (affi?@)) < 0 for any 7 € B(7*) \ II;. This implies

that 74 (s, ax) will decrease when moving away from 7* € II;. This proves 7* € II; is an stable

equilibrium point of the system of ODEs given in Eqn. (8.26).

To show statement 2) is true, we first note that for any 7* € II,, there exists some a; €
Ai(s), s € S such that ;7" < 0. Then, for any 7 € B(7*) \ Ily, there exists a ¢ > 0
such that Q7" < 0 which yields 92(t) (). This implies sgn ( aaA(”) ) < 0. Therefore,

Omg(s,ar) Tk (5,0k)
r ( k(8 ag, ‘Qkﬂ k‘sgn (af,?(i,&))) > 0 forany 7 € B¢(n*)\Il,. This implies that 7y (s, a)

will increase when moving away from 7* € Il,. This proves 7 € II, is an unstable equilibrium

point of the system of ODEs in Eqn. (8.26) and completes the proof. [

Theorem 8.5.14 gives the convergence of the policy iterates to the set of stable equilibrium

points in step 3) (step 4).

Theorem 8.5.14. The policy iterates 7} (s, ai) for all a, € Ag(s), s € S, and k € {D, A} in

Algorithm 8 converge to a stable equilibrium point 7* = (7}, 7%) € II;.

Proof. Recall wp = /mp (s, ax) [|QZ| - \Qii’ik}] sgn <r6A(”n) > We invoke Proposition 8.2.7

o (s,ak)

to prove the convergence of policy iterates, 7} (s, ax). Step-size J2 is chosen such that condition 1)

in Proposition 8.2.7 is satisfied. Validity of condition 2) can be shown as follows.

Z(s

In Eqn. (8.28), inequality follows by Doob inequality [?] and equality follows by choosing 47 to

E | lim | sup

n—o0 n>n

<4 lim Z (6L )?E(Jw! |?) = 0. (8.28)

n—oo

satisfy Assumption 8.2.6 and observing E(|w! |*) < oo as 1y, v¥, and pY! are bounded in the game.
Comparing Eqgs. (8.25) and (8.4), k = 0. Therefore, from Proposition 8.2.7, as n — oo, the policy
iterates 7 (s, ax) for all ar, € Ax(s), s € S, and k € {D, A} converge to a stable equilibrium

point 7* € II;. [
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Next theorem proves the convergence of 7} (s, ax) given in line 12 of Algorithm 8, to an ARNE

in the game.

Theorem 8.5.15. Consider ;7" and A(7) given in Eqns. (??) and (??), respectively. A converged
policy (7%, 7*) of Algorithm 8 forms an ARNE in the game.

Proof. In the following, we show any converged policy 7* = (7}, 7%) returned by RL-ARNE
algorithm presented in Algorithm 8 will satisfy conditions (8.9a)-(8.9c) in Corollary 8.2.5 and thus
7* forms an ARNE in the game.

Recall from Theorem 8.5.14, the policy iterates 7} (s, ay) for all a;, € Ag(s), s € S, and
k € {D, A} converge to a stable equilibrium point 7* € II;. Also, recall II denotes the set of
limit points associated with the system of ODEs in Eqn. (8.26) and L = {7[ >, ¢ 4, (s Tk(8, ax) =
1,mk(s,a) > 0, forallay € Ag(s), s € S}. Then, from the definition of the set II;, any
converged 7* will satisfy conditions (8.9a) and (8.9¢c), since 7* € II; = II N H yields 7* € H,
where H = {m € L|Q;7" >0, foralla € Ax(s), s €S, k € {D, A}}.

Then it suffices to show any 7 € II; will yield \/WQZZ‘i . = 0 since this proves
condition (8.9¢) in Corollary 8.2.5. We show this by contradiction arguments.

Note that T ( \/m | Qe [ ‘sgn (%)) = ( as 7* forms a set of equilibrium polices
associated with the system of ODEs in Eqn. (8.26). Suppose there exists a policy 0 < (s, ax) < 1
for some a, € Ay(s), s € S, and k € {D, A} such that \/WQZ?&C # 0. Consider the
following two cases.

Case I: m;(s,a,) = Land Q37 # 0.

Recall F'(vg, pr) = [F (v, pr)(8)]ses and F (v, pr)(s) = /z P(s'|s,m)[rk(s,d,a,s') — pi +

vk(s’)]. Then under Case I > ) Tr(S, aR) 0t = Wks(i,sak)QZ’;k_k = 0, where the first

ar€AL(s k,m_g

equality is due to (s, ax) = 0 and the second equality is due to the convergence of the value

iterates to their true values (i.e., as n — 0o, vy, — F'(v, px)) which is proved in Theorem 8.5.9.
Further, as (s, a;) = 1 this yields QZ:% = 0, which contradicts the condition Q " #0in

Case L.

Case II: 0 < 74 (s,a,) < 1and Q7 0.
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Under this case we get

(vl e (5220

oy (s, ag)
) o OA(T)
= \/m‘gk,ﬂ'fklsgn (87@(8,@0) 70

due to conditions in given in the Case II and assuming® sgn(-) # 0. However this contradicts with
our initial observation of I (—\/ﬂk(s, ak)‘QZi’ik |sgn (aflf(g;)k)» = 0.
Therefore, by contradiction, there does not exist any policy 0 < (s, ax) < 1 for some a; €

Ai(s), s € S,and k € {D, A} such that \/m(s,ax)2% # 0. This proves condition (8.9¢) in

k,ﬂ',k;

Corollary 8.2.5 holds. Since conditions (8.9a)-(8.9¢) in Corollary 8.2.5 hold, a converged policy
(7%, 7*) of RL-ARNE algorithm presented in Algorithm 8 forms an ARNE in the game. [l

Remark 8.5.16. Note that RL-ARNE algorithm presented in Algorithm VI and the associated
convergence proofs given in Section VI.B extend to K'-player, non-zero sum, average reward
unichain stochastic games. Unichain property is a mild regularity assumption compared to other

regularity conditions such as ergodicity or irreducibility [?].

8.6 Simulation Study

In this section we test Algorithm 8 on two real-world attack datasets corresponding to a ransomware
attack and a nation-sate attack. We first provide a brief explanation on the datasets and the
extraction of the IFG from the respective datasets. Then we explain the choice of parameters

used in our simulations and present the simulation results.

8.6.1 Attack Datasets

The datasets consist of system logs with both benign and malicious information flows recorded in

a Linux computer threatened by the following two attacks.

3This can be achieved by repeating an action in Algorithm 8 when sgn(-) = 0. A similar approach has been
proposed in the algorithm that computes an NE of discounted stochastic games in [104].
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Ransomware Attack Dataset

The goal of the ransomware attack is to open and read all the files in the ./home directory of
the victim computer and delete all of these files after writing them into an encrypted file named
ransomware.encrypted. System logs were recorded by RAIN system [64] and the targets of the
ransomware attack (destinations) were annotated in the system logs. Two network sockets that
indicate series of communications with external IP addresses in the recorded system logs were
identified as the entry points of the attack. The attack consists of three stages, where stage 1
correspond to privilege escalation, stage 2 relate to lateral movement of the attack, and stage 3
represent achieving the goal of encrypting and deleting ./home directory. Immediate conversion

of the system logs resulted in an information flow graph, G, with 173 nodes and 2426 edges.

Nation-State Attack Dataset

Nation state attack is a three day state-of-the-art APT attack implemented by US DARPA red-
team during the evaluation of RAIN system log recording system [64]. The goal of the attack is
to steal sensitive proprietary and personal information from a Linux server. In our experiments
we used the system logs recorded during the day 1 of the attack. The attack consists of four key
stages: initial compromise, internal reconnaissance, foothold establishment, and data exfiltration.
Adversary entered the system through spear phishing attack to lead the victim to a website that
was hosting ads from a malicious web server. Then the adversary exploit a vulnerability in the
Firefox browser in the first stage of the attack (initial compromise). Next the adversary fingerprints
the compromised system to detect running processes and network information during stage two
(internal reconnaissance). In stage three (foothold establishment) adversary writes a malicious
program to disk. Lastly in fourth and final stage (data exfiltration) adversary establishes a backdoor

to continuously exfiltrates the companies sensitive data from the victim computer system.

8.6.2 Construction of IFG from Dataset

The attack related subgraphs were extracted from G using the following graph pruning steps.
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1. For each pair of nodes in G (e.g., process and file, process and process), collapse any existing
multiple edges between two nodes to a single directed edge representing the direction of the

collapsed edges.

2. Extract all the nodes in G that have at least one information flow path from an entry point of

the attack to a destination of stage one of the attack.

3. Extract all the nodes in G that have at least one information flow path from D, to D, for all

J,7 € {1,..., M} such that j # j.

4. From G, extract the subgraph corresponding to the entry points, destinations, and the set of

nodes extracted in steps 2) and 3).

5. Combine all the file-related nodes in the extracted subgraph corresponding to a directory into

a single node (e.g., ./home, ./user) in the victim’s computer.

6. If the resulting subgraph contains any cycles use node versioning techniques [?] to remove

cycles while preserving the information flow dependencies in the graph.

The resulting graph is called as the pruned IFG. The pruned IFG corresponding to the ransomware

attack contains 18 nodes and 29 edges (Figure 8.1).

8.6.3 Parameters

We use the following learning rates in our simulations: ¢;) = 0 = 0.5 if n < 7000 and ;' = ¢ =
%, otherwise. &, = 6" = 1, if n < 7000 and §, = m, o = %, otherwise. Note
that the learning rates remain constant until iteration 7000 and then start decaying. We observed
that setting learning rates in this fashion helps the finite time convergence of the algorithm. Here,

the term (s, n) in 6" and 6" denotes the total number of times a state s € S is visited from 7000

iteration onwards in Algorithm 8. Hence, in our simulations, the learning rates J;' of v'(s) iterates
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® Network socket
® File
® Process

Figure 8.1: IFG of ransomware attack. Nodes of the graph are color coded to illustrate their respective types (network
socket, file, and process). Two network sockets are identified as the entry points of the ransomware attack. Destinations

of the attack (/usr/bin/sudo, /bin/bash, /home) are labeled.

and 0" of the €] "' (s, a;) iterates depend on the iteration n and the state visited at iteration n. The

term 7(n) = n — 6999.

The cost, reward, and penalty parameters used in the simulations of two datasets are described

below.

Ransomware Attack

Cost parameters: for all s/ € S such that u; ¢ D;, Cp(s)) = —0.3 for j = 1, Cp(s}) = —0.2 for
j =2,and Cp(s}) = —0.1 for j = 3. For all other states, s € S, Cp(s) = 0. Rewards: o}, = 0.4,
a2 =06,a2 =08, 8 =05,5%2 =073 =0.9,0) =0.3, 02 =0.5, and 0> = 0.7. Penalties:
al = —05,02 = —0.7,a3 = —0.9, B} = —0.5, 82 = —0.7, B3 = —0.9, 0! = —0.3, 62 = —0.5,

and 03 = —0.7.
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Nation-State Attack

Cost parameters: for all s/ € S such that u; ¢ D;, Cp(s!)) = —0.4 for j = 1, Cp(s)) = —0.3
for j = 2, Cp(s!) = —0.2 for j = 3 and Cp(s!) = —0.1 for j = 4. For all other states, s € S,
Cp(s) = 0. Rewards: ol = 0.15, o? = 0.35, a3 = 0.55, o = 0.75, 81 = 0.3, 32 = 0.5,
B =07, 8 =09 0. =03,0% =05, 08 = 0.7, and 0} = 0.9. Penalties: o, = —0.15,
a2 = —0.35, a® = —0.55, o = —0.75, B, = —0.15, 2 = —0.35, 3 = —0.55, 8% = —0.75,
ol =-03,0% =-05,03 =-0.7,and 0 = —0.9.

8.6.4 Convergence of RL-ARNE algorithm to an ARNE of DIFT-APT game.

Conditions (8.9a) and (8.9b) in Corollary 8.4.4 are used to validate the convergence of Algorithm 8
to an ARNE of the DIFT-APT game. Let ¢7 (7, p,v) = ¢p(m, pp,vp) + ¢a(m, pa,va), where

m = (mp,ma), p = (pp,pa), v = (vp,va). Here, ¢ (m, pr, vx), for k € {D, A}, is given by

k(7 Pr, V) Z Z (pk-irvk ) — Ti(s, ag, T_j)

seS ap€AL(s)

_ Z P(s']s, ak,w_k)vk(s’)>7rk(s7 ap) =0

s'eS

(8.29)

We refer to ¢r(m, p,v), ¢p(m, pp,vp), and ¢ (7, pa,va) as the total Temporal Difference error
(TD error) , DIFT’s TD error, and APT’s TD error, respectively. Then conditions (8.9a) and (8.9b)
in Corollary 8.4.4 together imply that a policy pair forms an ARNE if and only if ¢p (7, pp,vp) =
¢a(m,pa,va) = 0. Consequently, at ARNE o7 (m, p,v) = 0.

8.6.5 Simulation Results
In following we present the simultation results corresponding to ransomware and nation-state
datasets.

Ransomware Attack

Figure 8.2a plots ¢, ¢p, ¢4 corresponding to the policies given by Algorithm 8 at iterations

n = 1,500,...,1 x 10% The plots show that ¢, ¢p and ¢, converge very close to 0 as n
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increases. Figure 8.2b plots the average reward values of DIFT and APT in Algorithm 8 at n =
1,500, ...,1 x 10°. Figure 8.2b shows that p?,, p"y converge as the iteration count n increases.
Figure 8.2c compares the average rewards of the players corresponding to the converged policies
in Algorithm 8 (ARNE policy) against the average reward values of the players corresponding to
two other policies of DIFT, i) uniform policy and ii) cut policy. Note that, in i) DIFT chooses an
action at every state under a uniform distribution. Where as in ii) DIFT performs security analysis
at a destination related state, sg : u; € Dj, with probability one whenever the state of the game is
an in-neighbor of that destination related state. APT’s policy in both uniform policy and cut policy
cases are maintained to be as same as in the case of ARNE policy case. The results show that
DIFT achieves a higher average reward under ARNE policy when compared to the uniform and
cut policies. Further, results also suggest that APT gets a lower reward under the DIFT’s ARNE

policy when compared to the uniform and cut policies.

Nation-State Attack

Figure 8.3a plots ¢, ¢p, ¢4 related to the policies output by Algorithm 8 at iterations n =
1,500, ...,1 x 10°. The results show that ¢, ¢ and ¢4 converge very close to 0 as n increases.
Figure 8.3b plots the average reward values of DIFT and APT against the iterations of Algorithm 8,
n = 1,500, ...,1x 10°. Figure 8.3b shows that p', p converge as the iteration count n increases.
Figure 8.3c compares the average rewards of the players corresponding to ARNE policy against
uniform and cut policies. The results show that using ARNE policy output by Algorithm 8, DIFT

achieve higher average reward compared to the uniform or cut policies.

8.7 Summary

In this paper we studied the problem of resource efficient and effective detection of Advanced
Persistent Threats (APTs) using Dynamic Information Flow Tracking (DIFT) detection mechanism.
Making use of the system log data information and postmortem/offline analysis of the data, we

constructed the information flow graph. We then modeled the strategic interactions between DIFT
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and APT as a nonzero-sum, average reward stochastic game. Additionally, the game has incomplete
and imperfect information structure due to unknown transition probabilities and simultaneous
actions of the players, respectively.

We showed that the state space of the DIFT-APT game inherently has an unichain structure and
proved the existence of an Nash Equibirum in DIFT-APT game. Then we propose RL-ARNE, an
actor-critic algorithm that is guaranteed to converge to ARNE of the average reward game under
unichain structure, to learn an Average Reward Nash Equilibrium (ARNE) of the DIFT-APT game.
The proposed algorithm is an actor-critic algorithm. We proved the convergence of RL-ARNE
algorithm to an ARNE of the DIFT-APT game.

We evaluated our game model and algorithm on real-world ransomware and nation-state attack
datasets collected using RAIN system log recording system. Our simulation results validated the
convergence of the proposed algorithm on the attack datasets and also showed the effectiveness of

the RL-ARNE over other heuristic policies.
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Figure 8.2: Ransomware Attack. (a) Plots of total TD error, ¢ (7", p™, v™), DIFT’s TD error ¢p (7", p', v%), and
APT’s TD error ¢4 (7", p'y, v} ) evaluated at iterations » = 1, 500, 1000, ...,1 x 108 of Algorithm 8 for ransomware
attack. Values of TD errors at the n" iteration depend on the policies 7", average rewards p”, and value functions
v™ of DIFT and APT at the n™ iteration. ¢p(n™, p, %) and ¢ (7™, p’4, ') are defined in Eqn. (8.29) and
G (™, p"v™) = ép (™, ph,v]) + da(n™, p,v%). (b) Plots of the average rewards of DIFT (p7,) and APT
(p%) atiteration n € {1,500, ...1 x 10°} of Algorithm 8. Average rewards at the n' iteration depend on the policies
7« of DIFT, APT. (c) Comparison of the average rewards of DIFT and APT obtained by the converged policies
in Algorithm 8 (ARNE policy) against the average rewards of the players obtained by two other policies of DIFT:
uniform policy and cut policy. Uniform policy: DIFT chooses an action at every state under a uniform distribution.
Cut policy: DIFT performs security analysis at a destination related state, sf : u; € Dy, with probability one whenever

the state of the game is an in-neighbor of that destination related state.
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Figure 8.3: Nation-State Attack. (a) Plots of total TD error, ¢ (7™, p™, v™), DIFT’s TD error ¢p (7", p'h, v%), and
APT’s TD error ¢4(n™, p'4,v%) evaluated at iterations n = 1,500, 1000, ...,1 x 10° of Algorithm 8 for nation-
state attack. Values of TD errors at the n'" iteration depend on the policies 7", average rewards p", and value
functions v™ of DIFT and APT at the n' iteration. ¢p (7", p'h,v) and ¢4 (7", p'4, v’ ) are defined in Eqn. (8.29)
and ¢ (7™, p™,0™) = dp (™, pih, vh) + da(n™, p'k,v%). (b) Plots of the average rewards of DIFT (p?,) and APT
(p%) atiteration n € {1,500, ...1 x 105} of Algorithm 8. Average rewards at the n™ iteration depend on the policies
7« of DIFT, APT. (c) Comparison of the average rewards of DIFT and APT obtained by the converged policies
in Algorithm 8 (ARNE policy) against the average rewards of the players obtained by two other policies of DIFT:
uniform policy and cut policy. Uniform policy: DIFT chooses an action at every state under a uniform distribution.
Cut policy: DIFT performs security analysis at a destination related state, sz : u; € Dj, with probability one whenever

the state of the game is an in-neighbor of that destination related state.
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Chapter 9

A NATURAL LANGUAGE PROCESSING APPROACH FOR
INSTRUCTION SET ARCHITECTURE IDENTIFICATION IN
PROGRAM BINARIES

9.1 Motivation

Modern technological devices such as computers and mobile phones contain firmware and software
that consist of thousands of lines of source code [46]. Developers deliberately make the source
code unavailable to the public for proprietary and security reasons [59, 107]. Methods to restrict
access to the source code include encryption and obfuscation in order to restrict software piracy
and mitigate malicious code injection [22,96]. On the other hand, the source code of malicious
software (malware) can also be obfuscated by cyber adversaries to avoid being analyzed by security
experts [92]. Consequently, cyber forensics applications such as assessing potential program
vulnerabilities [77, 125] and malware detection [33, 56, 138] study the functionality of software
by analyzing their binary files. Binary files store the compiled source code as a string of “0"s
and “1"s (binaries) interpretable to computer processors. Identifying control paths, data flows, and
data types required for assessing content and structure of undisclosed source code often requires

converting binaries to assembly language [15, 69, 139]. This is called disassembly process.

The disassembly process requires information about the type of processor Instruction Set Architecture
(ISA) on which the binaries are expected to run, instruction length, and endianness [15] (Examples

in Table 9.1).
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Table 9.1 Examples for different disassembly information

Disassembly Info. Examples

Instruction set architecture ARM, MIPS, x86, AVR, PowerPC, SPARC, s390

Instruction length 16-bit, 32-bit, 64-bit

Endianness little-endian, big-endian

The disassembly information is extracted from the file header (e.g., ELF header, PE header) or file
name (e.g., .exe for 32-bit x86, 64.exe for 64-bit x86) of binary files. However, these meta-data
can be incomplete or missing due to compilation errors or partial downloads. Cyber adversaries
have been observed to tamper with these metadata fields in order to remain hidden after carrying
out an attack [44, 88].

In the absence of information on ISA type, multi-architecture disassemblers such as Ghidra [3],
IDA Pro [4], and Capstone [34], and firmware analysis tools such as Binwalk [110] have been
employed to predict the target ISA. Such methods are based on brute forced disassembling of
binaries and inspecting assembly codes for known architecture-specific signatures. However,
modern computer systems like severs consist of multiple devices such as CPUs, GPUs, and network
cards, each of which uses different types of virtual and physical process architectures [58]. The
increasing number of different ISA types makes brute forced disassembling-based ISA identification
computationally infeasible. The lack of information on target ISA can thwart the disassembly
process and affect many cyber forensics applications such as software security assessments [71,83]
and cyber threat hunting [27, 105, 141]. Consequently, methods that enable accurate prediction
of target ISA solely based on information extracted from (partial) binaries have gained attention
recently.

Machine Learning (ML) has been explored as a methodology to predict ISA using features

extracted from the object code section of binary files (e.g., byte-histograms and byte signatures)
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[21,42,68,85,98,122]. However, accuracy and scalability of ML-based techniques are affected by
the following limitations of existing object code features. (i) Lack of generalizability: Preselected
byte signatures included in feature set for capturing properties of ISA such as endianness may
not necessarily be present in some (partial) binaries, (ii) Noisy data: The byte patterns that are
commonly observed across the binaries of different ISAs (e.g., 0x00! byte patterns) are assigned
high importance, leading to erroneous predictions of ISAs, and (iii) Low resolution: Byte-level
granularities might not capture fine-grained bit patterns embedded in the object code of binary
files. Enhancing the capabilities of ML-based ISA identification therefore requires an approach
to characterize features that will highlight ISA-specific bit patterns that are frequently present in
binaries of the corresponding architecture.

We observe that natural language processing (NLP) research provides wide range of models
to extract features from text data for applications such as document classification and email filters
[40]. We then observe that the object code binaries (i.e., machine language) which define instructions
for machines are generated according to a set of well-defined rules similar to the natural language
texts that convey messages to human. Based on these two observations, we propose to use models
from natural language processing (NLP) to extract features from object code binaries. Specifically,
we use the N-gram term frequency-inverse document frequency (TF-IDF), a widely explored
technique in NLP research for extracting a set of informative and discriminating text patterns
[11,108]. The binary code feature extraction techniques that we introduce do not require any

expert knowledge about the ISAs. We make the following contributions.

» We observe that successive bytes in binaries have co-occurring patterns specific to the ISA.

We use byte-level V-gram TF features to extract such patterns.

* We scale byte-level NV-gram TF features using their respective IDF values to reduce the effect

of noisy data and increase the sensitivity to byte patterns that characterize the ISA.

* We observe that instruction bytes of binaries have fine grained bit patterns specific to the

I'This paper used the standard prefix notation Ox to indicate that the subsequent number is in the hexadecimal
format.
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ISA and we use character-level N-gram TF-IDF features of encoded binaries to extract such

patterns.

* We use two different datasets with binaries from 12 ISAs and 23 ISAs to show that byte-
level (1,2, 3)-gram TF-IDF features yield high accuracy (~ 98%) compared to the existing

byte-histogram and signature-based features (~ 91%).

* We show that character-level (1, 2, 3)-gram TF-IDF features extracted from encoded binaries
yield high accuracy with 16 x fewer features compared to the number of byte-level (1,2, 3)-

gram TF-IDF features.

The remainder of this paper is organized as follows. Section 9.2 provides the preliminaries
on binary files and N-gram TF-IDF feature model from NLP. Section 9.3 presents related work.
Section 9.4 presents the proposed NLP and encoding-based object code feature selection methods.
Sections 9.5 and 9.6 details the experiments and presents the experimental results, respectively.

Section 9.7 provides concluding remarks.
9.2 Preliminaries on Binary Files and Binary-to-Text Encoding

In this section we present preliminaries on binary files and some characteristics of binaries that can

be leveraged to identify the ISA.

9.2.1 Structures of Binary Files and Instruction Sets

We first detail the relevant components of the binary files studied in this paper. Then we introduce

the concept of an ISA and two components of a binary instruction: opcode and operand.

A binary file consists of instructions and resources (e.g., data values, memory addresses, file meta-
data such as file size) that are stored as “0"s and “1"s (binaries). Typically binaries are structured
as 8-bit (1-byte) terms (e.g., 11010111 01000011). An 8-bit binary term is often represented as a
two-digit Hexadecimal (Hex) number for ease of analysis (e.g., 11010111 01000011 in binary =
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d7 43 in hex). In this paper we focus on binary files corresponding to executable files, compiled
programs, and operating system files that can be processed and executed by a computer to carry
out tasks (e.g., computer programs).

File header (e.g., ELF header, PE header) and object code are two important components
of binary files required for their analysis. File header provides file meta-data such as file size,
instruction length (e.g., 16-bit, 32-bit, 64-bit), details of any object code sections, and instruction
set architecture of the processor that runs the binaries. The object code section contains binaries
related to set of instructions. In this paper we assume file headers of the binary files are missing

and only (partial) object code of binary files are available for analysis.

Instruction Set Architecture (ISA) specifies rules for interpreting instructions in object code
binaries to the processor. Examples of popular ISAs include ARM, MIPS, and x86_64. The
instruction length of an ISA indicates the number of consecutive bytes that defines one instruction
for the processor. Architectures such as ARM and MIPS support fixed length (mostly 32-bit)

instructions (Fig. 9.1 and Fig. 9.2) whereas x86_64 supports variable length instructions (Fig. 9.3).

4 bits 2bits1bit 4bits 1bit 4 bits 4 bits 12 bits

Cond 00 | 1| Opcode |S Rn Rd Operand 2

Operand

Figure 9.1: 32-bit data processing instruction format of ARM architecture [1]. Cond: Condition field,
I: Immediate operand, Opcode: Operation code, S: Set condition codes, Rn: 1st operand register, Rd:
Destination register. Typically, the opcode which defines the arithmetic and data operations (e.g., Add,
Store) to be carried out by the processor occupies fewer bits in an instruction compared to the operand

which specifies the data values and memory/register addresses.

Opcode and operand are two main parts of a binary instruction. The opcode specifies the data
transfer, arithmetic and logic, control, and floating point operations that need to be carried out by

the processor. Length of an opcode varies both between and within different architecture types
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Register (R) Format:

6 bits 5 bits 5 bits 5 hits 5 bits 6 bits
Opcode Rs Rt Rd Shamt Funct
Operand
Immediate (I} Format:
6 bits 5 bits 5 bits 16 bits
Opcode Rs Rt Immediate value
Operand
Jump (J) Format:
6 bits 26 bits
Opcode Word address
Operand

Figure 9.2: Three different 32-bit instruction formats of MIPS architecture [S]. Rs: Source register, Rt:
Source/destination register, Rd: Destination register, Shamt: Shift values, Funct: Instructions to harware,
Immediate value: Stores the constant values used in the immediate instructions (e.g., ADDI: add immediate).
R format is used for the most arithmetic and logic instructions (e.g., ADD, XOR). I format is used for the
data transfer, immediate and conditional branch instructions (e.g., MOVE, ADDI, BEQ: branch on equal). J

format is used for unconditional jump instructions (e.g., JMP).

1 byte 1,2 or 3 byte 1 byte (if required) 1 byte (if required) 1 byte 1byte
Instruction Address Immediate
prefixes Opcode ModR/M B8 displacement data
Operand

Figure 9.3: Variable length instruction format of X86_64 architecture [8]. ModR/M: used for memory
addresses or opcode extensions, SIB: Scaled index byte. The length of an X86_64 instruction depends on

the size of opcode or the usage of ModR/M and SIB.

(e.g., 4-bit ARM opcodes in Fig. 9.1 vs. 6-bit MIPS opcodes in Fig. 9.2 vs. 1,2 or 3-byte x86_64
opcodes in Fig. 9.3). The operand specifies the data values and memory/register addresses that
are used in the operations specified by the opcode. The length of an operand depends on both
architecture type and the type of data that it stores (e.g., 4-bit ARM destination register (Rd) address
in Fig. 9.1 vs. 5-bit MIPS R format Rd address in Fig. 9.2 vs. 26-bit MIPS J format memory address

in Fig. 9.2). Architectures have multiple instruction formats to support operations that use different
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type and number of operands (e.g., R, I and J instruction formats in Fig. 9.2).

9.2.2 Endianness of an Instruction Set Architecture

The endianness defines the byte order of a multi-byte data variable representation. There are two
types of endianness: (i) little-endian and (ii) big-endian. Under little-endian representation of
a 2-byte number, the most-significant byte occupies the lowest memory address. In big-endian
representation, the least-significant byte occupies the lowest memory address. For example, a data
variable with value 1 is stored as 0x0100 and 0x0001 under little-endian and big-endian 2-byte
representations, respectively. Examples of common little-endian ISAs include ARM, AVR, and

x86_64. ISAs such as MIPS, PowerPC, and SPARC use big-endian representation.

9.2.3 N-gram Term Frequency-Inverse Document Frequency

N-gram, Term Frequency (TF), and Inverse Document Frequency (IDF) are widely used feature
methods in Natural Language Processing (NLP) tasks such as text mining and auto-completion
of sentences [11, 19, 108, 130]. We provide the definitions and discuss some of the characteristic

properties of these NLP-based feature methods below.

Definition 9.2.1 (N-gram). An N-gram is a contiguous sequence of /N terms (e.g., characters,
words) in the content of a document (e.g., text message, news article). Typically, /N-grams are
extracted by moving a window of length N forward, one” term at a time, along the content of a

document.

Definition 9.2.2 (Term Frequency [108]). The term frequency (TF) is the number of times each

term appears in a document. Typically, TF values are divided by the total number of terms

ZNLP applications that involves learning subject-verb relationships and word semantics in languages may require
moving the window forward by multiple terms.
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(normalized) in the document to mitigate the effect of the document length®. TF of a term 7
is

TR(r) = # of times 7 appeared in the document.

A
# of terms in the document ©.1)

Definition 9.2.3 (Inverse Document Frequency [108]). The inverse document frequency (IDF)
measures the informativeness of terms in a collection of documents (corpus). It assigns lower
values to terms that commonly appear among the documents in the corpus as they do not contribute
in distinguishing the contents of documents. Conversely, higher values are assigned to the less
frequent terms in the corpus as they may constitute patterns inherent to the content of the documents.

IDF of a term 7 is

9.2)

IDF(r) = log (# of documents in the corpus + 1) ey

# of documents with 7 + 1

Definition 9.2.4 (TF-IDF [108]). The TF-IDF is a statistic that measures the importance of a term

to a document in a corpus. TF-IDF value of a term 7 is defined as:

TF-IDF(7) = TF(7) x IDF(7) 9.3)

In the context of NLP tasks, the N-gram TF-IDF presents a way to associate meaningful
numerical values to words (i.e., scoring of words) that can be provided as the inputs to the ML
models. A number assigned to a /N-gram word in a document under N-gram TF-IDF method
is increased proportionally by the number of times the corresponding N-gram word appears in

the particular document, but is decreased by the number of documents that contain the word.

3Documents can have different lengths with regard to the number of terms recorded in them. In such scenario, a
term 7 may appear more frequently in longer documents compared to shorter documents. Hence unnormalized TF
values of 7 in longer documents will be higher than the values corresponding to shorter ones faulty indicating 7 is
more dominant pattern inherent to longer documents.
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Therefore, words that are common in each document, such as “a", “the", “and", “this", “that",
and “if" will have lower TF-IDF values even though they may appear frequently, as they do
not help in identifying the content of a document in particular. However, if a specific /N-gram
word appears frequently in a document (or a smaller subset of documents), while not appearing
frequently in others, it probably means that this particular N-gram word is very relevant to the
content of the document (or the subset of documents). For example, if a 1-gram word “Computer"
appears frequently in 20 web articles out of 1000, then it is likely that these 20 articles are related

to computers.

9.2.4 Encoded Binaries

A binary-to-text encoding converts binary data to a sequence of printable characters. Such encodings
are necessary for transmission of data when the communication channels do not allow binary data
(such as email or Network News Transfer Protocol-NNTP). Rows III-VI in Table 9.2 below present
examples of the binary code in Row I encoded into four popular binary-to-text encoding methods;
Basel6, Base32, Base64, and Base 85, respectively.

Under Basel6, every byte of binary data is encoded to 2 characters. Base32 encodes 5-bytes
of binary data into 8 characters. Base64 encodes 3-bytes of binary data into 4 characters. Lastly,
Base85 encodes 4-bytes of data into 5 characters. The suffix of the encoding method name provides
the number of distinct characters included in the alphabet of the encoding method. For example
Base16 alphabet consists of 16 characters; digits 0 — 9, and letters A — F'. Additionally, Base32

and Base64 encoding use a padding character, “=".

9.3 Existing Binary Code Feature Extraction Techniques

In this section we first present an overview of binary code feature extraction techniques proposed
in the literature for different applications. Then we present existing binary code features used for
ML-based ISA identification and provide a brief review of cyber security applications that use the

N-gram TF-IDF feature model.
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Table 9.2 An example illustrating different binary files formats. Binary data in row I has been
grouped into 8-bit values to represent 1-byte of data following the normal convention. Row II
shows the hexadecimal (Hex) representation of the binaries in row I. Row III, Row IV, Row V, and

Row VI present the Base16, Base32, Base64, and Base85 encoding of the binaries given in Row I,

respectively.
File format Example
I Binary 11010111 01000011 11010100 01000100 11010110 01000100 11011000 01000101
11 Hex d7 43 d4 44 d6 44 d8 45

111 Basel6 encoded D743D444D644D845

v Base32 encoded 25B5SIRGWITMEK===

A% Base64 encoded 10PURNZE2EU=

VI Base85 encoded f0e%UejS.Z

Feature extraction from binaries has been widely studied in the areas of ML-based malware
detection [72, 117, 119] and file type identification [10, 70, 87]. The authors of [72] presented
a feature extraction method for malware detection that uses information gain to select top 500, 4-
gram byte patterns found in the training set binaries. The work in [117] proposed malware detection
using a set of features composed with byte entropy histograms, string 2D histograms, and vectors
corresponding to the hash values of binary file’s metadata and import address tables. The authors
of [119] combined the Boolean features related to the usage of dynamic-link library (DLL) files,
function calls, GNU strings, and byte sequences to detect malware. The work in [87] introduced
byte frequency distributions (BFDs) of object code and file header/trailer, and byte frequency
cross-correlation distribution for file type identification. The authors of [70] suggested file type
identification using a combination of the BFD and the frequency distribution corresponding to the
rate of change of the byte content. The authors of [10] used cosine similarity of BFD features to

predict the file type.
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ML frameworks presented in [122] and [85] use information gain based top /N 4-gram byte
features for target architecture identification of firmware binaries. However, these approaches
assume that a single instruction is stored in four bytes (32-bit) and hence are not suitable when
identifying architectures that use different byte sizes (e.g., 8-bit, 16-bit, 64-bit) or variable length
instructions (e.g., x86_64) to store instructions. Moreover, information gain computations require
finding the number of different instruction set bit patterns recorded in each 4-gram byte pattern
corresponding to each target architecture considered. Such a pattern searching procedure becomes

computationally exhaustive when the number of target architectures is increased.

The author of [42] proposed to combine the byte-histogram features (i.e., BFD) with a set
of features that capture endianness of binaries for ISA identification. Under this method, all the
features are extracted from the decoded program binaries (files in binary or hex format). First for
each binary file, a normalized byte-histogram is generated by counting all individual byte values
in the file content. This provides 256 features. The endianness features are extracted by counting
byte pairs which correspond to code sections — which increment by one (0x0001 vs 0x0100) — as
well as those sections that correspond to a decrement by one (Oxfffe vs Oxfeff). The authors of
[21] adapted the byte-histogram along with endianness features introduced in [42] and proposed a
simplified technique to determine the endianness of a binary file. Under the simplified endianness
features, if it was found that there were more 0x0001’s than 0x0100’s then the entry of the feature
vector corresponding to the big endianness was assigned a value of 1 and the entry corresponding
to the little endianness was assigned 0. If it is found that the abundance is of the form 0x0100, then

the reverse assignments are made.

Recently, the works [98] and [68] extended the byte-histogram and endianness features introduced
in [42] by adding additional signature-based features extracted from the function epilogue and
function prologue sections. Specifically, [98] introduced 31 new signature-based features extracted
from binary files of amd64, arm, armel, mips32, powerpc, powerpc64, s390x and x86 ISAs.
The authors of [68] introduced two additional signature-based features to identify powerpc ISAs.
However, there is no guarantee that these signature-based features are included in partial binaries.

As observed in [98], extending signature-based features to identify additional ISAs will require
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significant effort and expert knowledge. Additionally, we note that the byte-histogram or BFD
features are susceptible to frequent byte patterns commonly observed among binaries of different
architectures (i.e., noisy byte patterns).

The N-gram TF-IDF feature model has been used in cyber security applications such as software
vulnerability assessments [23, 142] and cyber threat detection [12, 37, 129, 143]. The authors of
[23] used TF-IDF features extracted from bug reports to develop a tool for identifying software
bugs. The work presented in [142] used TF-IDF features of Android application package’s (Apk’s)
manifest file to evaluate the security of Android applications. The authors of [37] extracted TF-
IDF features from process logs to build an intrusion detection system for a computer network.
The research presented in [129] used TF-IDF features extracted from opcode sequences to classify
ransomware families. The authors of [143] and [12] used TF-IDF features extracted from Application

Programming Interface (API) call sequences for malware classification.

Table 9.3 Details of the (1,2,3)-gram TF-IDF features extracted from the different encoded binary

file formats.

Number of features
Binary file format Granularity of features

1-gram 2-gram 3-gram Total
Basel6 encoded character 16 256 4096 4368
Base32 encoded character 32 1024 5000 6056
Base64 encoded character 64 4096 5000 9160
Base85 encoded character 85 7225 5000 12310
Decoded (in Hex) byte 256 65536 5000 70792

9.4 Natural Language Processing Techniques for Binary Code Feature Extraction

In this section we propose two object code feature selection methods named byte-level (1,2,3)-
gram TF-IDF features (Section 9.4.1) and encoded character-level (1,2,3)-gram TF-IDF features

(Section 9.4.2) for ML-based ISA identification. We first present the key observations that motivate
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the NV-gram TF-IDF structure of the two object code feature methods.

The accuracy of instruction set architecture identification largely depends on the ability of the
set of object code features to capture bit patterns that help distinguish between different architectures.
In Section 9.2.1, we observed that the opcodes and operands are two of the most important information
embedded in binary instructions and they can have different lengths both within the instructions
of same ISA and across the instructions of different ISAs. Hence, identifying a sufficient number of
bit patterns that can enable high accuracy ISA identification across increased number of architectures
is a non-trivial task that requires domain knowledge about the ISAs.

In what follows, we describe a method to characterize binary code features that does not require
domain knowledge about the ISAs. Our approach involves the following steps: i) identify the
smallest unit that has meaning (e.g., in NLP, this unit is a word) within the binaries; ii) identify the
fixed-length patterns that need to be extracted from the binaries; iii) form a frequency vector of all
possible lengths 1,2, ... that can be used as the set of features for the binary files. We note that the

frequency vector must satisfy the following properties:

1. Length of object code binaries should not influence* frequency values.

2. Values corresponding to frequent patterns that also commonly appear among the binary files
(i.e., noisy patterns) should be attenuated as they do not help in distinguishing between the

ISAs of the binaries.

3. Values corresponding to frequent patterns appearing only in a small subset of binary files
should be boosted since such patterns will have higher probability of being ISA-specific

patterns that can aid architecture identification.

We adapt N-gram TF-IDF feature model for extracting object code features. We propose

two approaches to determine what will constitute a meaningful zerm in binaries and selecting an

“Consider any two binaries X and Y of same architecture type A with X having smaller length and Y having
significantly larger object code length. In such scenario, X will be seen as much less type A compared to Y as the
frequency of the architecture specific bit patterns in X will be always significantly less than the frequency of the
same bit patterns in Y.
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appropriate /N for capturing architecture prominent patterns.

9.4.1 Byte-level N-gram TF-IDF Features

As noted in Section 9.2.1 an instruction recorded in a binary file is composed of a collection of
consecutive bytes. Processors read and process each code section of a binary file byte-by-byte to
execute instructions. Therefore, we first choose a byte as a term when adapting N-gram TF-IDF
for extracting features from object code binaries.

Opcodes define architecture specific operations whereas operands define data and addresses
that usually takes random values. Thus, the opcodes consist of more structured patterns that
can characterize ISAs of binaries. For example in Section 9.2.1 we observed that ARM and
MIPS architectures typically have opcodes of length of 4-bits and 6-bits (Fig. 9.1 and Fig. 9.2)
respectively while opcodes of X86_64 can be either 1-byte, 2-byte or 3-bytes. This implies we can
expect higher TF-IDF values for 1-gram byte patterns that include 4-bit and 6-bit opcode patterns
in respective ARM and MIPS feature vectors. Similarly feature vectors of X86_64 binaries will
have higher TF-IDF values for 1-gram, 2-gram or 3-gram byte patterns corresponding to 1-byte,
2-byte or 3-byte opcodes, respectively. Therefore, we extract 1-gram, 2-gram and 3-gram (i.e.,
N = 1,2, and 3) byte patterns from binaries and use a vector corresponding to their TF-IDF values
as the binary object code features.

Further, 2-gram byte-level TF-IDF values allow capturing consecutive byte patterns in operands
that are induced by the endianness property of an architecture (Section 9.2.2). For example, the
data value 1 can be considered as a commonly used operand across the binaries as many object
codes may include instructions related to increasing for and while loops variables by 1. Then
TF-IDF feature vectors of big endian MIPS architecture binaries can expect to have higher values
associated with the 0x0001 2-gram byte pattern compared to the values of 0x0100. On the other
hand features of little endian ARM and X86_64 may have higher values for 0x0100 and relatively
lower values for 0x0001.

Our proposed byte-level object code features include all (1,2)-gram byte patterns and top

5000 ranked 3-gram byte-patterns. The rank ordering of the observed 3-gram byte-patterns are
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done using the frequency of those patterns across all binary files in the training set binaries. We
only include top 5000 ranked 3-gram byte-patterns since capturing all such patterns will require
a large number of features (2563 >> 5000) that can drastically increase the computation time
and resources such as memory and processing power required for ML-based ISA identification.
Therefore, byte-level (1,2,3)-gram TF-IDF features do not depend on a limited number of pre-
selected byte patterns based on the domain knowledge and heuristics that may be completely
absent in some (partial) binary data. Rather, our approach provides a more general set of expert
agnostic features to identify byte patterns induced by opcodes and endianness of ISAs. There are
28 = 256 possible 1-gram byte (8-bit) patterns. Hence, the total number of required feature values

to represent each binary file under this method can be as large as 256 + 2562 + 5000 = 70792.

9.4.2  Character-level N-gram TF-IDF Features from Encoded Binaries

As discussed in Section 9.4.1, bit-patterns of opcodes play a more vital role in identifying ISAs
since they contain operations inherent to the target processor architecture. In addition, we observe
that opcode information embedded in the instructions are typically less than 1-byte (e.g., 4-bit
opcodes in ARM, 6-bit opcodes in MIPS, AVR, and PowerPC) with the exception of 1,2, or 3-
byte opcodes in X86_64. We also observe that there are other bit patterns of different lengths
recorded in instructions (outside the bit patterns related to opcodes and operands) that may be
used to distinguish between architecture types. Examples include 4-bit condition field in ARM
instructions which is (Fig. 9.1) mostly set to 1110 for indicating “always execute" and 1-byte
instruction prefixes in X86_64 instructions (e.g., 0xfO - repeat/lock prefix; 0xf2 and 0xf3 - string
manipulation prefixes). Hence, accurately capturing such fine-grained bit patterns specific to
architectures requires choosing terms with less than 8-bits (ideally 4, 5 or 6-bit terms).

As noted in Section 9.2.4, encoding methods naturally provide a way to group binary data into
different length bits. Therefore, we propose to extract character-level (1,2,3)-gram TF-IDF features
from encoded binaries to enable capturing architecture specific fine grained bit patterns. Table 9.3
provides the number of features we used under each encoding method and their composition. Using

this method allows us to reduce the required number of features by approximately 16 x compared
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Table 9.4 Details of histogram + endianness features extracted from different binary file formats.

Granularity of features Number of features
Binary file format
Histogram Endianness Histogram Endianness Total
Basel6 encoded character 2-byte 16 4 20
Base32 encoded character 2-byte 32 4 36
Base64 encoded character 2-byte 64 4 68
Base85 encoded character 2-byte 85 4 89
Decoded (in Hex) byte 2-byte 256 4 260

to byte-level features discussed in Section 9.4.1.
9.5 Experiment Setup

This section presents the details of the experiments used to compare the performance of ML
algorithms for ISA identification under two types of feature selection methods: 1) Histogram along
with Endianness (Hist. + Endian) features and 2) (1,2,3)-gram TF-IDF features. First, we detail
the characteristics of the datasets used in our experiments. Then we present the properties of the
different types of features extracted from the datastes. All the experiments are implemented using
Python 3.8.5 on a workstation with Intel(R) Xeon(R) W-2145 CPU @ 3.70GHz processor and
128 GB memory.

9.5.1 Datasets of Object Code Binaries

Praetorian Dataset: This dataset consists of 202, 066 distinct Base64 encoded binaries downloaded
from Praetorian’s “Machine Learning Binaries" challenge web page [9]. We use this dataset as
our primary dataset since [9] provides a user friendly Application Programming Interface (API)

that allows on-demand download of unlimited number of equal length binaries. Each encoded
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binary string in this dataset consists of exactly 88 characters (66 bytes) and belongs to one of the
following 12 architecture types: avr, alphaev56, arm, m68k, mips, mipsel, powerpc, s390, sh4,
sparc, x86_64, and xtensa. We divided the primary dataset into 50 non-overlapping subdatasets. In
order to mitigate any training biases that can arise from data imbalance, we ensured each subdataset
contained equal number of binaries per ISA. Each subdataset was further partitioned into a training
set with 2856 encoded binaries (238 per ISA) and a testing set with 960 encoded binaries (80 per
ISA).

We applied a series of decoding and encoding operations to the Base64 encoded binaries of each
subdataset to create additional subdatasets of four other data formats: binary, Base16, Base32, and
Base85. The 8-bit (byte) values in binary formatted subdatasets were further converted to their

corresponding 2-character Hex values for ease of analysis.

Object Code Dataset: This dataset was downloaded from [7]. It consists of 66,685 binaries
extracted from the object code section of ELF binary files. Binaries in this dataset belong to one of
the following 23 architecture types: alpha, amd64, arm64, armel, armhf, hppa, 1386, 1a64, m68k,
mips, mips64el, mipsel, powerpc, powerpespe, ppc64, ppcbdel, riscvo4, s390, s390x, sh4, sparc,
sparc64, and x32. We divided the dataset into 4 non-overlapping subdatasets. However, object
code dataset is imbalanced and the size of each binary is varied from 2 kB to 64 kB. Therefore,
we mitigate the data imbalance problem via choosing equal number of binaries per ISA for each
subdataset. We extracted only the first 128 bytes from each binary to make them equally sized.
Each subdataset was further partitioned into a training set with 7130 encoded binaries (310 per

ISA) and a testing set with 1771 encoded binaries (77 per ISA).

We applied a series of encoding operations to the binaries of each subdataset to create additional
subdatasets of four other data formats: Basel6, Base32, Base64, and Base85. As in Praetorian
Dataset, the 8-bit (byte) binaries in the subdatasets were further converted to their corresponding

2-character Hex values for ease of analysis.
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9.5.2 Baseline Object Code Features

We use the byte-histogram and endianness features introduced in the seminal work [42] for ISA
identification as our baseline for byte-level (1,2,3)-gram TF-IDF features. Majority of the related
work including [21,85,98,122], and [68] use byte-histogram and endianness features as the baseline
method to compare. Moreover, byte-histogram and endianness features only use domain knowledge
to synthesize four features to capture the endianness of ISAs. Therefore, it is well suited as the
baseline for our proposed feature models that does not require any expert knowledge on ISAs for

extracting features from the binaries.

The byte-histogram features of each binary are extracted by counting the number of times
each distinct Hex value appears in the decoded binary. The byte-histogram of each binary is then
normalized by the total number of Hex values recorded in the corresponding binary. Note that
the byte-histogram features are equivalent to the 1-gram TF features and they form the first 2% =
256 entries in the feature vector. Then four more domain knowledge/heuristic-based features are
added to the feature vector for capturing the endianness. These additional features are extracted by
counting the number of times each 2-byte Hex values, 0x0001, 0x0100, Oxfffe, and Oxfeff appear

in each binary. These counts are also normalized by the total number of Hex values in the binary.

In order to evaluate the effectiveness of our character-level (1,2,3)-gram TF-IDF features extracted
from the encoded binaries, we use character-histogram and endianness features. The character-
histogram features of each binary are extracted by counting the number of times each distinct
character appears in the encoded binary. The character-histogram of each encoded binary is then
normalized by the total number of characters recorded in the corresponding binary. Since the
domain knowledge/ heuristic-based four endianness features introduced in [42] are based on the
2-byte Hex values, we extract the four endianness features from the decoded binaries in Hex format
following the same steps as in byte-histogram and endianness features. Table 9.4 summarizes the

details about the histogram + endianness features.
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Figure 9.4: Accuracy of instruction set architecture identification under different machine learning
algorithms corresponding to byte-histogram along with endianness features and byte-level (1,2,3)-gram TF-
IDF features extracted from decoded binaries of Praetorian dataset. Each accuracy and error bar value is
computed across 50 uniformly distributed independent subdatasets. The byte-level (1,2,3)-gram TF-IDF

features consistently results in a higher accuracy compared to the byte-histogram + endianness features.

9.6 Results and Discussions

In this section, we present the experimental results and related discussions. We use the following
abbreviations to denote the different ML algorithms used in the experiments. SVM: Support
Vector Machine, LR: Logistic Regression, DT: Decision Tree, RF: Random Forest, GNB: Gaussian
Naive Bayes, MNB: Multinomial Naive Bayes, CNB: Complement Naive Bayes, KNN: K-Nearest
Neighbor, and PTN: Perceptron. We use histogram + endianess to refer to the baseline features.

We refer to [57] for the detailed descriptions about the aforementioned ML algorithms.

9.6.1 Evaluation Results on Praetorian Dataset

Accuracy of the ML models: Fig. 9.4 compares the accuracy of instruction set architecture
identification under different ML algorithms corresponding to byte-histogram + endianness features
and byte-level (1,2,3)-gram TF-IDF features extracted from the decoded binaries of Praetorian

dataset. Accuracy values that we report in our experiments are averaged over 50 uniformly distributed
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Figure 9.5: Accuracy of 12 architecture program binary classification of different machine learning

algorithms corresponding to character-histogram along with endianness features and character-level (1,2,3)-

gram TF-IDF features under different encoded binary file formats of Praetorian dataset, Base16, Base32,

Base64, and Base85. Each accuracy and error bar value is computed across 50 uniformly distributed

independent subdatasets. The character-level (1,2,3)-gram TF-IDF features consistently results in a higher

accuracy compared to the histogram + endianness features.
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Figure 9.6: 2-D t-SNE plots corresponding to byte-histogram + endianness features (Fig. 9.6-(a)) and byte-
level N-gram TF-IDF features (Fig. 9.6-(b)) extracted from randomly chosen training datasets consist of
decoded binaries. The byte-level (1,2,3)-gram TF-IDF features provide better separability compared to the

byte-histogram + endianness features.

independent subdatasets that contain binaries from 12 different architectures. Our results show that
using byte-level (1,2,3)-gram TF-IDF features increase the accuracy values by 8.78% 4 2.71% on
average across the ML models considered. Maximum and minimum accuracy increments are 15%
at GNB and 5% at KNN, respectively. The proposed feature method yields the highest accuracy
of 99% at SVM, MNB, and CNB while the baseline achieve the highest accuracy of 91% at SVM,
LR, RF, and MNB.

Properties of byte-level (1,2,3)-gram TF-IDF features such as ability to suppress the effects of
noisy bytes, providing more generalized set of features to capture the architecture related characteristics
such as endianness, and providing increased number of features that can capture byte patterns

specific to architectures enable consistently achieving higher levels of accuracy. However, the high
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accuracy is achieved at the expense of considering around 200x more features than the baseline
(compare last rows of Table 9.3 and Table 9.4).

Fig. 9.5 illustrates the accuracy of different ML algorithms corresponding to character-histogram
+ endianness features and character-level (1,2,3)-gram TF-IDF features when basel6, base32,
base64, and base85 encoded binaries of Praetorian dataset are used. Our results show that character-
level (1,2,3)-gram TF-IDF features has a higher accuracy than the character-histogram + endianness
features across all ML models. The best accuracy of 99% is achieved when character-level TF-IDF
features are extracted from the Base16 binaries and the SVM model is used for identifying ISAs.

Character-level encoded (1,2,3)-gram TF-IDF features provide the noise reduction and increased
generalizability advantages of (1,2,3)-gram TF-IDF features. It also provides increased number of
fine grained features to capture bit patterns specific to architectures that are smaller than 8-bits
(e.g., nibble patterns of opcodes). More importantly, using encoded character-level (1,2,3)-gram
TF-IDF features requires only Zle 16° = 4368 features compared to Zle 256' 4+ 5000 = 70792

features corresponding to the byte-level (1,2,3)-gram TF-IDF features.

Quality of the features via t-SNE: Fig. 6 compares the 2-D t-SNE representations of histogram +
endianness features and N-gram TF-IDF features of the decoded binaries. Our experiments suggest
that byte-level N-gram TF-IDF features result in better separation of the data points corresponding
to the different architectures. In contrast, using histogram + endianness features lead to data points
of mips and mipsel architectures being indistinguishable. This explains the high classification
accuracy achieved using the proposed byte-level N-gram TF-IDF features.

Fig. 7 shows the 2-D t-SNE representations of histogram + endianness features and N-gram TF-
IDF features of the basel6, base32, base64, and base85 encoded binaries. Our experiments show
that baseline histogram + endianness features results in poor separation of the clusters related to
the data points corresponding to the different architectures. On the other hand, N-gram TF-IDF
features extracted from Basel6 encoded binaries provide a better separation for the clusters related
to different architectures. In fact, comparing with Fig. 6, we can observe this separation is slightly

better than the separation achieved via byte-level N-gram TF-IDF features.
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and Base85 encoded binaries. The character-level (1,2,3)-gram TF-IDF features provide better separability

compared to the character-histogram + endianness features.
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Number of training data required: Fig. 9.8 and Fig. 9.9 plot accuracy values against the number
of training data when classifying different number of ISAs using the Support Vector Machine
(SVM) and Logistic Regression (LR) ML models, respectively. These experiments use byte-level
(1,2,3)-gram TF-IDF features extracted from decoded binaries. Our results show that byte-level
(1,2,3)-gram TF-IDF features achieve high accuracy in both SVM ( > 98 %) and LR ( > 97%)
consistently under all architecture scenarios. Moreover, in SVM only around 1000 binaries (84
binaries per architecture) are required in the training data set to achieve accuracy > 98 %. In
the case of LR, 1300 binaries (103 binaries per architecture) are required in the training data set
to achieve accuracy > 97 %. This shows that byte-level (1,2,3)-gram TF-IDF features does not
require large number of training data to achieve high accuracy. Similar results can be observed in

the case of character-level (1,2,3)-gram TF-IDF features extracted from encoded binaries.

9.6.2 Evaluation Results on Object Code Dataset

Fig. 9.10 compares the accuracy of ISA identification under different ML algorithms corresponding
to byte-histogram + endianness features and byte-level (1,2,3)-gram TF-IDF features extracted
from the binaries in the object code dataset. Accuracy and error bar values given in the figure
are averaged over 4 uniformly distributed independent subdatasets that contain binaries from 23
different architectures. The results convey that using byte-level (1,2,3)-gram TF-IDF features
increase the accuracy values by 6.67% = 3.27% on average across the ML models considered. The
maximum increment of 13% is attained at GNB and the minimum increment of 4% is obtained at
KNN. Moreover, our proposed method achieves a top accuracy of 98% at SVM, LR, RF, and PTN.
The baseline achieves its top accuracy of 94% at RF.

Fig. 9.11 shows the accuracy of different ML algorithms corresponding to character-histogram
+ endianness features and character-level (1,2,3)-gram TF-IDF features when basel6, base32,
base64, and base85 encoded binaries in the object code dataset are used. Our results indicate that
using character-level (1,2,3)-gram TF-IDF features yield higher accuracy across all the ML models

in comparison with using the character-histogram + endianness features. The best accuracy of 98%
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is achieved when the proposed feature model is used on all four types of encoded binaries with the
SVM model. Similar results is also observed when the proposed character-level TF-IDF features
are used on Base64 encoded binaries with PTN model.

Additionally, we observe that on average both proposed and baseline feature extraction methods
perform better on object code dataset compared to their respective performance on Praetorian
dataset even with object code dataset having 23 different ISAs in the dataset compared to the
12 distinct ISAs in Praetorian dataset. Specifically, the performance of baseline feature extraction
methods from encoded binaries improves by a large margin from Praetorian dataset to object code
dataset. We presume such phenomenon occurs due to the fact that a much larger size of binaries are
used in the feature extraction process of object code binaries compared to the Praetorian binaries
(128 bytes vs. 66 bytes).

We note that the results corresponding to the proposed methods in Fig. 9.10 and Fig. 9.11 are
consistent with the results in Fig. 9.4 and Fig. 9.5 related to Praetorian Dataset. On the other
hand, we observe that the baseline methods can have inconsistent performance heavily depended
on the size of the binaries when they are applied on the encoded binaries. Overall results show
that our proposed feature models can successfully detect the ISA of object code binaries extracted
from real-world binary files in both binary and encoded formats while outperforming the baseline
binary code feature extraction methods. Also, our TF-IDF feature extraction models can perform

well even with the smaller sized binaries.

Remark 9.6.1. We note that ML-based ISA classification is susceptible to adversarial attacks.
Specifically, it has been shown that the histogram (1-gram) and 2-gram based Intrusion Detection
Systems (IDSs) are highly vulnerable to adversarial attacks such as mimicry attacks [135] and
polymorphic blending attacks [51], respectively. Related work in the literature that includes but
not limited to [55, 136] suggest that combinations of higher order N-grams (e.g., (3, 4, 5)-gram
TF-IDF) are much more resilient against adversarial attacks compared to their standalone 1-gram
or 2-gram counterparts. Recent work in [81] also shows mixture of N-gram TF-IDF features can
be used to build Android malware detection system that is resilient to adversarial examples. Also,

work in [128] shows that combining N-gram TF-IDF features with other NLP techniques such as
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Figure 9.8: SVM accuracy results under different number of architectures when (1,2,3)-gram TF-IDF

features are used. The red line indicates the 98% accuracy margin.
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Figure 9.9: LR accuracy results under different number of architectures when (1,2,3)-gram TF-IDF features

are used. The red line indicates the 97% accuracy margin.

transformers provide a set of resilient features against adversarial attacks on NLP tasks. We leave
the study of the resiliency of our proposed feature extraction methods against adversarial examples

as a promising future work.
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Figure 9.10: Accuracy of instruction set architecture identification under different machine learning
algorithms corresponding to byte-histogram along with endianness features and byte-level (1,2,3)-gram TF-
IDF features extracted from decoded binaries of object code dataset. Each accuracy and error bar value
is computed across 4 uniformly distributed independent subdatasets. The byte-level (1,2,3)-gram TF-IDF

features consistently results in a higher accuracy compared to the byte-histogram + endianness features.

9.7 Summary

In this chapter we proposed binary object code feature extraction methods based on N-gram Term
Frequency-Inverse Document Frequency (TF-IDF) feature model for instruction set architecture
(ISA) identification. We used byte-level N-gram TF features to extract the successive bytes
patterns inherent to architectures. Setting N = 1, can recover a class of object code features
used in the literature called byte histogram features. However, such approaches require additional
domain knowledge/heuristic-based features for capturing successive byte patterns inherent to ISAs
and they may be absent in partial binaries. Histogram-based features are also susceptible to noisy
byte values. Hence, histogram and signature-based approaches fail to achieve high accuracy for the
binaries with limited data that is corrupted by noise. We scaled byte-level N-gram TF features by
their respective IDF values to attenuate the effect of noisy byte data. Using two different datasets
containing binaries from 12 ISAs and 23 ISAs, we showed byte-level (1,2,3)-gram TF-IDF features

are adequate to achieve high accuracy performance in the Machine Learning (ML)-based ISA
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Figure 9.11: Accuracy of 23 architecture program binary classification of different machine learning
algorithms corresponding to character-histogram along with endianness features and character-level (1,2,3)-
gram TF-IDF features under different encoded binary file formats of object code dataset, Base16, Base32,
Base64, and Base85. Each accuracy and error bar value is computed across 4 uniformly distributed
independent subdatasets. The character-level (1,2,3)-gram TF-IDF features consistently results in a higher

accuracy compared to the histogram + endianness features.
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identification models.

We observed instruction bytes have architecture specific fine grained bit patterns and extracted
such patterns using character-level N-gram TF-IDF features of encoded binaries (e.g., basel6,
base32, base64, base85). We observed character-level (1,2,3)-gram TF-IDF features of encoded
binaries achieving high accuracy while only using less number of features (up to ~ 16 x) compared
to the byte-level (1,2,3)-gram TF-IDF features. Our binary code feature extraction methods do
not require any prior domain specific knowledge on the ISAs and hence, easily extendable to
ISA identification with different number of ISAs. Promising future research directions include
investigation of the effect of NLP and binary-to-text encoding-based object code feature extraction

methods in the fields of file type identification and malware binary detection.
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Chapter 10

CONCLUSIONS AND FUTURE DIRECTIONS

In this dissertation proposal we studied the problem of resource efficient and effective detection
of Advanced Persistent Threats (APTs) using Dynamic Information Flow Tracking (DIFT) detection
mechanism. Making use of the system log data information and postmortem/offline analysis of the
data, we constructed the Information Flow Graph. We then modeled the strategic interactions
between DIFT and APT as a nonzero-sum game on IFG. In our initial studies, we assumed DIFT
does not incur any false-negatives and false-positives when performing a security analysis on a

tagged information flow.

In Chapter 3, we modeled DIFT-APT game for detecting single-stage attacks and developed
algorithms to identify the best set of system locations for tagging information flows that incur
minimum resource overhead and enable high probability of APT detection for a set of predefined
traps. We extended the DIFT-APT game model to incorporate multi-stage APT attacks in Chapter 4.
We computed a Nash equilibrium for single stage attacks using a min-cut problem. We provided
a polynomial-time algorithm to compute a correlated equilibrium for the multi-stage attack case.
In Chapter 5, we modeled the simultaneous detection of multiple APTs using resource constrained
DIFT. We proved the best response of defender and adversary are equivalent to maximizing an

increasing DR-submodular function and solving a shortest path problem, respectively.

In Chapter 6, we incorporated the false-negatives and false-positives associated with the DIFT
using a stochastic game framework. In Chapter 7, we presented a model-free, actor-critic algorithm
to compute an NE of the discounted stochastic DIFT-APT game when the underlying false negatives
and false positives of the DIFT are unknown. In Chapter 8, we formulated the interactions between
DIFT and APT as an average reward stochastic game to capture the long-term behavior of the APTs

and proposed a reinforcement learning algorithm, RL-ARNE, to learn an ARNE of an average
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reward stochastic game. In Chapter 9, we proposed N-gram TF-IDF-based feature extraction
methods for of Instruction Set Architecture (ISA) identification using partial binaries to facilitate
DIFT in detecting known malicious patterns recorded in the program binaries.

We list the following research directions as promising future work:

* Interpreting a Nash equilibrium of average-reward stochastic DIFT-APT game: In
Chapter 4, we interpret the Nash equilibrium of DIFT-APT game using graph theoretic
results, i.e., min-cut problem. Finding a similar interpretable (sufficient) conditions for
characterizing a Nash equilibrium of average-reward stochastic DIFT-APT game may help

in developing fast converging equilibrium seeking algorithms.

* Integrating detection into DIFT: The simulation studies included in this dissertation used
a set of handpicked false-negatives and false-positives of DIFT to evaluate the proposed
approaches. Cyber threat intelligence report databases such as MITRE ATT&CK [6] and
CVE (Common Vulnerabilities and Exposures) [2] publish signatures of the known APTs
that can be mapped to the events described by the node-edge relations recorded in the IFG
of the system. On the other hand, graph learning research provides a rich set of relational
data embedding mechanisms such as Node2Vec [54], Graph2Vec [93], and translation-based
embedding (e.g., TransE [28]) that can be leveraged to detect APTs. We will investigate how
to incorporate these signature-based and machine learning-based APT detection mechanisms

to model and realistically simulate DIFT’s detection.
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