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Controlling a networked dynamical system to reach a desired state is a fundamental chal-
lenge in applications including transportation, energy, social, and biological systems. One
scalable approach to controlling such systems is to directly control the states of a subset
of leader nodes, while relying on local interactions to steer the remaining nodes towards
their desired states. The choice of leader nodes is known to affect system metrics including
robustness to noise, rate of convergence to a desired state, and controllability of the system.
Selecting an optimal subset of leader nodes, however, is inherently a combinatorial problem,
making optimal leader node selection intractable in general.

This thesis presents a submodular optimization framework to selecting leader nodes for
control of networked systems. We investigate the problem of selecting a subset of leader
nodes in order to minimize node state errors due to noise in the communication links between
nodes. We prove that the error due to link noise is a supermodular function of the set of
leader nodes, leading to the first polynomial-time algorithms for minimizing error due to link
noise with provable optimality bounds. We develop our approach for networks with static
topologies, as well as dynamic topologies due to random link failures, switching between
predefined topologies, and arbitrary mobility.

We study selecting leader nodes in order to minimize convergence error, defined as the

error in the intermediate node states prior to reaching their desired values. We derive upper






bounds for a class of convergence error metrics based on the hitting time of random walk
on the network, which we prove to be a supermodular function of the set of input nodes.
We present polynomial-time algorithms for minimizing convergence error with provable
optimality bounds, for static as well as dynamic networks.

Efficient algorithms have recently been proposed for selecting leader nodes to satisfy
controllability, defined as the ability to drive the non-input nodes from any initial state
to any desired state in finite time. These algorithms, however, do not incorporate perfor-
mance criteria including robustness to noise and convergence rate. We study the problem
of leader selection for joint performance and controllability, and prove that controllability
can be formulated as a matroid constraint on the set of leader nodes. We propose efficient
algorithms with provable optimality gap for selecting leader nodes for joint performance
and controllability, and characterize the submodular structure of the largest controllable
subgraph of a network.

We also investigate selecting input nodes for guaranteeing synchronization in networked
systems. Using the widely-studied Kuramoto model of nonlinear phase-coupled oscillators,
we develop novel threshold-based conditions for a set of input nodes to ensure synchroniza-
tion of the remaining nodes from almost any initial state (global practical synchronization).
We formulate selection of input nodes to satisfy these conditions as a submodular optimiza-
tion problem, leading efficient algorithms for selecting the minimum-size input nodes for
synchronization.

Finally, we study algorithms for distributed online submodular maximization, with
leader selection in distributed networks as one motivating application. We present algo-
rithms that achieve provable optimality bounds while minimizing computation, communi-
cation, and storage overhead at the nodes. Our approach is developed for unconstrained op-
timization of non-monotone submodular functions, as well as cardinality-constrained mono-

tone submodular maximization.
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Chapter 1

INTRODUCTION

Networked systems play ever-increasing roles in sectors such as transportation, energy,
and medicine. In order to provide needed guarantees on stability, performance, and avail-
ability, these networked systems must be controlled via external inputs. Their immense
scale and heterogeneity, however, renders individual control of each network node imprac-
tical. A promising alternative approach is to leverage the interactions between nodes by
controlling only a relatively small subset of nodes (leaders), which act as external inputs
and influence the remaining nodes (followers). The leader-follower architecture has been
implemented in initial studies of unmanned vehicles [41], in which the leader nodes are con-
trolled by remote operators and the remaining nodes follow the trajectory defined by the
leaders. Anchor nodes in localization and time synchronization has also been studied within
the leader-follower framework [11]. In biological systems, leader nodes represent regulated

genes [62] or pacemaker cells [71].

The elevated role of leader nodes in the system implies that they must satisfy a variety
of performance criteria. Inputs from the leader nodes should reach the followers in spite
of noise in the communication links and node states, as well as changes in the network
topology. Information should be disseminated from the leader nodes in a timely fashion,
in order to enable fast convergence of the followers to their desired states. The system
should also satisfy controllability, defined as the ability to drive the followers to any desired
state using the leader inputs. Finally, the leader nodes should perform any specialized tasks

required by the system, such as synchronization of the network to a desired state.

The need to satisfy these requirements motivates an analytical approach to selecting
leader nodes in networked systems. While traditional design problems in control systems
have been solved using continuous optimization, the problem of selecting a subset of nodes

to act as leaders is inherently combinatorial in nature. In general, problems of this type



do not admit efficient solution algorithms. Identifying problem structure that leads to
efficient solution algorithms is a key step towards achieving controllability and performance

of networked systems.

1.1 Contributions of this Thesis

The contribution of this thesis is a submodular optimization framework for selecting leader
nodes in networked systems (Figure 1.1). Submodularity is a diminishing returns property
of set functions, analogous to concavity of continuous functions, that leads to efficient and
scalable algorithms for solving discrete optimization problems. Submodular structure of the
leader selection metrics implies that, as the set of leader nodes increases, the incremental
increase in the metric from adding a leader node diminishes. For each metric, we investigate
the problems of (i) Selecting a set of up to k leader nodes in order to optimize the perfor-
mance or controllability metric, and (ii) Selecting the minimum-size set of leader nodes in
order to achieve a desired bound on the metric. The specific contributions are described as

follows.

Submodularity in Dynamics and Control of

Networked Systems
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Joint Distributed

Resili t
performance and online Sisiewiy RObUSt.neSS o Synchronization no?ssé I;rjl:;ign
controllability SUb!'"Qd‘i!af convergence noise attacks
maximization
cDC ‘12, WiOpt ‘14  WiOpt'12,  CDC'11, ACC ‘150, HiCONS 12
SICON "14* ACC "13, TAC "14% TAC “15*+
TAC *14%
*In preparation ¢ Under review T Published on ArXiV

Figure 1.1: Organization of this thesis.



1.1.1 Minimizing Error Due to Link Noise

Nodes cooperate to achieve a shared goal via distributed protocols. In such protocols, nodes
periodically broadcast their current state information and receive state updates from their
neighbors. Each node computes and updates its state based on this information before
the next iteration. Protocols of this type are predominant in consensus and formation
maintenance applications, and provide a mechanism for coordination even when the network

topology is dynamic.

Data exchanged via distributed protocols may be corrupted by noise in the communi-
cation links between nodes. Sources of noise include interference from neighboring nodes,
malicious attacks, and environmental noise. Noise in the communication link between nodes
will corrupt the inputs received by the nodes comprising the link, which in turn causes errors
in the nodes’ state updates. Since the state update of each node is broadcast to its neigh-
bors at the next protocol iteration, these errors will propagate through the network and
cause the entire network to deviate from its desired state. The total deviation will depend
on the chosen leader nodes; if the leaders are centrally located and communicate with their

neighbors via relatively noise-free links, then errors in the overall system are reduced.

We investigate and develop a submodular optimization approach to selecting leader
nodes in order to minimize errors due to link noise. The design metric under consideration
is the total mean-square error due to link noise in the steady-states of the nodes. Our first
contribution is to prove that the error due to link noise is proportional to the commute
time of a random walk on the network graph. We then prove that the commute time is
a supermodular function of the set of leader nodes, implying that the error due to link
noise is supermodular as well. Supermodularity implies that the problem of selecting up
to k leader nodes in order to minimize error, as well as selecting the minimum-size leader
set to achieve a bound on the error, can be approximated up to a constant factor via a
simple greedy algorithm. We develop this approach for static networks, as well as networks
with dynamics due to random link failures, switching between predefined topologies, and
random node mobility. Numerical results suggest that our approach outperforms random

and degree-based heuristics, and provides comparable performance to convex relaxation



techniques.

1.1.2  Robustness to Link Noise Injection Attacks

Link noise may arise either due to environmental effects, unintentional interference from
neighboring nodes, or intelligent adversaries. In the latter case, an adversary broadcasts
an interfering (jamming) signal in the vicinity of a receiving node, causing received packets
to be decoded incorrectly. The characteristics of the noise injected by an adversary (e.g.,
interfering signal power, receiver that is targeted) will depend on the network topology and
choice of leader nodes, since an intelligent adversary will select links for noise injection in

order to maximize the impact of the attack.

We study leader selection under link noise injection attacks within a game-theoretic
framework, and focus on two leader selection problems. In the first problem, the set of
leader nodes is constant, and the network owner must select the leaders in order to minimize
the worst-case error due to link noise arising from any possible noise injection strategy. We
formulate this problem as a Stackelberg game between the network owner and adversary,
in which the network owner moves first by selecting the leader set, and then the adversary
moves by selecting a noise injection strategy. We show that the adversary’s optimal noise
injection can be computed in polynomial time, while the leader set can be approximated up
to a provable bound, due to the submodularity of the error due to link noise proved in the

previous chapter.

The second problem that we study is leader selection under link noise injection when
the leader set varies over time. Under this approach, the system owner dynamically changes
the set of leader nodes in response to changes in noise characteristics. We formulate the
problem as a simultaneous-move (Nash) game, and develop an algorithm for computing an
approximate Nash equilibrium. Numerical results confirm the intuition that a time-varying
leader set provides improved robustness to link noise injection compared to a constant leader

set.



1.1.83 Minimizing Convergence Error

Information from the leader nodes propagates through the network via distributed pro-
tocols such as gossip and consensus. The information should be disseminated from the
leaders to the followers in a timely fashion. Timely information propagation is equivalent
to convergence of the distributed protocols to a desired state.

One notion of convergence that has been studied in formation control [66] is containment,
which occurs when the follower node states are in the convex hull of the leader node states.
Containment is a desirable property when the states of the follower nodes must be bounded
within a certain region, which can be specified by fixing the states of the leader nodes.
Consensus is a special case of containment in which the leader nodes all have the same
state, and the goal is for the followers to converge to that state.

We investigate leader selection in order to minimize convergence error in networked
systems. We formulate a family of metrics, defined as the I[P-norm of the deviation of the
follower node states from the convex hull of the leader node states (i.e., from containment).
We denote these metrics as convergence error of the system. We introduce an upper bound
on the convergence error as a function of the hitting time of a random walk, defined as the
time required from an input from a follower node to reach any leader node. We prove that
the hitting time is a supermodular function of the leader set, leading to efficient algorithms
for selecting a set of up to k leaders in order to minimize convergence error, as well as
selecting the minimum-size leader set to achieve a convergence error bound. We develop
this approach for static networks, networks with random link failures, switching between
predefined topologies, and mobile networks. In the latter case, we derive lower bounds on

the best achievable performance from any leader selection algorithm.

1.1.4 Joint Performance and Controllability

Controllability is defined as the ability to drive the network nodes from any initial state to
any desired state in finite time by introducing inputs to the leader nodes. Controllability
is a necessary condition for control synthesis techniques and has been studied for complex

networks such as biological systems, the power grid, vehicular networks, and social networks.



While the controllability property is applicable when the system operates in a benign,
noise-free environment and any control inputs are feasible, typical networked systems ex-
perience errors in the communication links and node states or have a limited set of feasible
control laws. For such systems, controllability must be jointly considered alongside other
performance metrics such as error due to link noise and convergence error. Current algo-
rithms for selecting leader nodes, however, either focus on one of these performance criteria
[82, 51, 34], or on guaranteeing controllability [85], leaving joint optimization of performance

and controllability as an open problem.

In this dissertation, we investigate the problem of leader selection for joint performance
and controllability of networked systems. We find that controllability properties of the
system have an inherent submodular structure that, combined with our related results
on submodularity of performance metrics, enable joint consideration of performance and
controllability. We formulate two specific problems. First, we investigate the problem of
selecting a set of up to k leader nodes that optimize a performance metric, subject to a
constraint that the network must be controllable from the leader set. We prove that the
problem is equivalent to a matroid optimization problem, implying that the optimal leader
set can be approximated up to a factor of % using a greedy algorithm and up to a factor
of (1 — %) using a convex optimization approach. Second, we investigate selection of leader
nodes based on a trade-off between performance and controllability. We define a Graph
Controllability Index (GCI), defined as the size of the largest controllable subgraph of the
network. We show that the GCI is a submodular function of the leader set by deriving a
connection to graph matching, in which nodes that can be controlled by a given leader set

are matched under a maximal matching of the graph.

1.1.5 Synchronization of Phase-Coupled Oscillators

Synchronization underlies man-made and natural phenomena, including flocking behavior
of animals, Circadian rhythms, memory and cognition in the brain, time synchronization in
communication systems, and stability of power systems. Phase-coupled oscillators provide

a common theoretical framework for studying synchronization. Phase-coupled oscillator



dynamics consist of diffusive coupling between nodes (typically assumed to be sinusoidal),
along with an intrinsic frequency that models the behavior of the node in the absence of
any coupling.

Heterogeneity in the intrinsic frequencies of the nodes implies that synchronization from
an arbitrary initial phase is not guaranteed in general. One approach to achieving synchro-
nization is to pin a subset of the oscillators to a desired phase and frequency by introducing
external inputs. The external inputs drive the remaining nodes to the desired phase and
frequency via the local diffusive couplings between the nodes. While conditions for a given
set of external inputs to drive the remaining nodes under specialized network structure (e.g.,
one-to-all or all-to-all coupling) have been studied in the literature, at present selecting a
set of nodes to act as external inputs in networks with arbitrary topology and heterogeneous

frequencies is an open problem.

We investigate selection of external input nodes in order to guarantee practical synchro-
nization, defined as all nodes achieving the same frequency and all node phases residing
within a desired region, from any initial state. We first develop sufficient conditions for
guaranteeing practical synchronization from a given input set. Our sufficient condition is
based on a graph threshold, in which each node reaches the synchronized state if a threshold
number of neighbors (which depends on the coupling coefficient and the intrinsic frequency
of the node) are synchronized. We then formulate the problem of selecting a set of input
nodes that satisfies this condition as an optimization problem, in which the goal is to max-
imize the number of nodes that achieve synchronization. We prove that the problem is
inherently submodular and propose efficient algorithms for selecting an input set for syn-
chronization. Numerical results investigate the inputs required for synchronization, and the
relationship between the input set and the network topology, in neuronal, power system,

and wireless communication networks.

1.1.6 Distributed Online Submodular Maximization

The submodular optimization framework for leader selection developed in this thesis maps

leader selection problems to submodular maximization. Current submodular maximization



algorithms assume the existence of a centralized entity that can compute the objective
function for any value of the set, as in the greedy algorithm.

In practice, tasks such as leader selection must be performed by distributed nodes that
coordinate with only local information in the absence of any centralized authority. Such
nodes face severe restrictions on computation, communication, and storage. Algorithmic
assumptions such as global time synchronization, which are required by existing techniques,
are often infeasible. The leaders must also change over time in response to changes in
network topology or operating environment. These characteristics are shared by a variety
of network design problems that are solved using submodular optimization, including data
caching, sensor placement, and wireless scheduling.

We investigate and develop efficient, distributed, and online algorithms for submodular
maximization. We introduce algorithms for selecting a set of k£ nodes in order to maximize
a submodular objective function, as well as unconstrained optimization of a non-monotone
objective function. Our approach is based on an exchange-based algorithm, in which each
node decides whether to join or leave the set at each tick of an internal clock based on
previous observations of the objective function. In order to ensure that the decisions of each
node approach the optimum, each node uses a multi-armed bandit algorithm. We prove that
our approach achieves an asymptotic error bound of 1/3 in the unconstrained case and 1/2
in the constrained case, with lower communication, computation, and storage complexity
than the current state of the art. Through simulation study on a sensor placement dataset,
we find that our approach outperforms existing distributed algorithms and asymptotically

approaches the performance of the centralized greedy algorithm.

1.2 Related Work

In this section, we give an overview of the related work in each of the areas considered in
this thesis.
1.2.1 Minimizing Errors Due to Link Noise

Leader selection in the presence of noise in networks with static topology was considered in

[108]. The authors of [108] introduce the network coherence metric, which measures how



close the follower agents states are to their desired consensus values, and equals the Ho-
norm of the leader-follower system. It is shown that the network coherence is a monotone
nonincreasing function of the leader set, and a greedy algorithm for maximizing the network
coherence is presented. While the network coherence is equivalent to the metric we derive
for static networks, provable bounds on the optimality of the selected leader sets cannot be
derived from monotonicity alone.

In [47] and [82], the authors propose a semidefinite programming relaxation of the prob-
lem of selecting a set of up to k leaders to minimize the Ho-norm defined in [108]. These
algorithms, however, do not provide any guarantees on the optimality of the chosen set of
leaders. Furthermore, while current approaches consider selecting a set of up to k leaders in
static networks in order to minimize the error in the agent states, the problem of selecting
the minimum-size set of leader agents to meet a given bound on the error, as well as leader
selection in dynamic networks, is not studied in [47, 82, 108].

When the leader set is given, the effect of noise on leader-follower MAS protocols, such
as consensus, has been studied using a variety of approaches. For a leader-follower system
with additive link noise, the steady-state error due to noise was shown to be proportional to
the graph effective resistance between the leader and follower agents in [12]. In [83], decen-
tralized control for vehicular networks with static topology, single- and double-integrator
dynamics, and noise in the agent states was considered, and it was proved that at least one
leader node must be present in the network to achieve stability. In [10], existing schemes
for consensus and vehicle formation control were studied in the Hy-norm framework. While
these methods can be used to design and evaluate a leader-follower system with given lead-
ers, they do not address the question of selecting a leader set in the presence of noise.

Properties of the commute time of a random walk on a graph, defined as the expected
time for a walk originating at a node u to reach a node v, has been studied [80]. In [27],
it was shown that the graph effective resistance between two nodes u and v is proportional
to the commute time of a random walk between u and v. To the best of our knowledge,
however, our result that the commute time between a node u and a set S is a supermodular
function of S does not appear in the existing literature.

Current approaches to mitigating link noise injection attacks on leader-follower systems
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focus on securing the communication protocol used by the agents, or designing the agent
state dynamics to be robust to noise. Protocol-based methods, such as frequency hopping,
attempt to hide the communication channel used for inter-agent communication and thereby

prevent the adversary from injecting noise into the channel [111].

From a control-theoretic standpoint, the state dynamics of the agents can be designed
to be robust to noise. In [139], a convex optimization approach to deriving the agent state
dynamics in order to minimize the mean-square error due to link noise was proposed. While
both protocol-based and control-theoretic methods can be used to improve the resilience of
a MAS with given leaders to link noise injection, neither of these methods specifies which

leaders should be chosen.

1.2.2  Minimizing Convergence Error

The asymptotic convergence of distributed algorithms has been extensively studied. Sur-
veys of recent results can be found in [24, 88]. The convergence rate and errors in the
intermediate follower node states have been analyzed for static consensus networks in [103].
Subsequent works analyzed the convergence rate in networks experiencing link failures [109]
and quantized consensus networks [20]. The connection between the convergence rate and
the spectrum of the network graph has been observed in leader-follower systems [112] and
networks without leaders [17]. The problem of containment, defined as guaranteeing that
the follower node states converge to the convex hull of the leader node states, was studied

for static networks in [66] and dynamic networks in [98].

Current approaches to synthesizing networked systems, either with a given leader set or
without leader nodes, with minimum convergence error are mainly focused on optimizing
the node dynamics. In [17], the authors minimize the convergence error by optimizing the
weights that each node assigns to each of the inputs from its neighbors in a distributed
fashion. In [141], an approach for dynamically modifying the weights assigned to each
node in order to increase the rate of consensus was introduced. In addition to optimizing
the behavior of the follower nodes, the inputs from the leader nodes can be designed using

optimal control theory in order to efficiently steer the follower nodes to the desired state [67].
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These existing methods focus on minimizing convergence errors when the leader set is given,
rather than determining which nodes should act as leaders, and are therefore complementary
to the approach presented in this chapter.

Submodular optimization has also been applied in the related context of influence max-
imization in social networks in [68] and [119]. The main interest of these works, however,
is in maximizing the number of nodes that are influenced by the leaders in steady-state,
rather than the rate of convergence. Surveys of submodular functions and submodular
optimization can be found in [53, 75, 137].

The connection between multi-node system protocols and Markov chains was first ex-
plored in [30]. More recently, a Markov chain interpretation was used to prove asymptotic
convergence of consensus in networks with dynamic topologies in [23] and [128]. To the best
of our knowledge, however, the connection between the bounds we derive on the convergence
error and the Markov process consisting of a random walk on the graph does not appear in

the existing literature on MAS and Markov chains.

1.2.8  Controllability

Structural controllability of linear systems with given inputs was first studied by Lin in [81],
in the case where all nonzero matrix entries are independent free parameters. Controlla-
bility of systems with additional relationships between the matrix entries was considered
subsequently [39, 94, 113]. In [113], graph-based conditions for structural controllability of
descriptor systems were introduced. The work of [94] provided a matroid-based framework
for structural controllability of mixed-matrix descriptor systems, containing both fixed and
free entries, as well as polynomial-time algorithms for verifying controllability of such sys-
tems. For a detailed survey of controllability results in linear descriptor systems, see [42]. In
these works, conditions and algorithms for verifying structural controllability with a given
input set are provided, but the problem of selecting the input nodes is not considered.
Selecting input nodes to satisfy controllability has been extensively studied in recent
years. Necessary and sufficient conditions for a set of input nodes to guarantee controllabil-

ity in leader-follower consensus dynamics were presented in [129]. Graph-based necessary
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conditions were derived in [112]. These works considered controllability from a given set of
input nodes, but did not introduce efficient algorithms for selecting the input nodes. In [85],
a polynomial-time graph matching algorithm was introduced for selecting a minimum-size
set of input nodes to satisfy structural controllability. The problem of selecting input nodes
for controllability was further considered in [35, 107, 118] for the case where all matrix
entries are either zero or are free, independent parameters. For the case where all entries
of the system matrices are fully known, input selection algorithms and optimality bounds
were derived in [102]. Here we consider a broader class of system matrices that contain both
free parameters and fixed entries, taking the existing works as special cases. We also study
joint consideration of performance and controllability, which has not been considered in the

existing literature.

1.2.4  Synchronization in Complex Networks

The phase-coupled oscillator framework for modeling synchronization phenomena was intro-
duced in the seminal work of Winfree [135]. The sinusoidally-coupled Kuramoto model was
later introduced in [76]. Extensive studies have been performed on the mean-field behavior
of the Kuramoto model with all-to-all coupling (i.e., each node is coupled to each other
node) in the limit as the network size grows large [3].

Synchronization of the Kuramoto model with a finite number of oscillators and arbi-
trary connection topology was studied in [64]. The authors proved that convergence to
the synchronized state is guaranteed when all nodes have identical intrinsic frequencies,
and analyzed the feasibility and stability of synchronization under non-identical intrinsic
frequencies. Stable equilibria of the Kuramoto model in finite networks, including both
synchronized and non-synchronized states, were analyzed in [92]. More recently, the exis-
tence, uniqueness, and stability of partially synchronized states was studied in [44], with
application to power networks [43]. These prior works considered synchronization in the
absence of external inputs.

Synchronization in the presence of external inputs has achieved relatively less study.

Numerical studies have estimated the region of attraction, defined as the set of initial states
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that converge to the desired state, of the Kuramoto model with inputs for the case of all-
to-all coupling [134]. Sufficient conditions for synchronization when there is a single input
node that is connected to all other nodes were presented in [71, 110, 133]. These works
do not, however, consider synchronization with external inputs in networks with arbitrary

topology, and do not propose methods for selecting a subset of input nodes.

Phase-coupled oscillators in general, and Kuramoto oscillators in particular, have found
extensive applications. Coupled oscillators were initially used to model natural phenom-
ena such as bird flocking [79] and fish schooling [105]. At the level of individual cells,
phase-coupled oscillators also provide a framework for heart pacemakers [90] and neuronal
networks [70]. The prevalence of phase-coupled oscillators in nature has inspired engineering
techniques for formation control [105] and time synchronization [9]. The phases of buses
and generators in the power grid have also been modeled using phase-coupled oscillators,
in order to understand whether the grid maintains a required level of synchronization for

stability [50].

1.2.5 Distributed Online Submodular Maximization

In the seminal work on submodular maximization with cardinality constraints, the authors
derived worst-case bounds of (1 — 1/e) for the greedy algorithm and 1/2 for the exchange
algorithm for centralized submodular maximization [96]. The bound of (1 — 1/e) was later
shown to be the best achievable unless P = N P [48]. Subsequently, centralized submodular
maximization algorithms with provable performance guarantees, based on convex optimiza-
tion of a relaxed problem, have been proposed [22]. Unconstrained submodular maximiza-
tion has also been considered, with the best known randomized algorithm achieving an
expected optimality gap of 1/2 [19].

Recently, algorithms have been proposed for submodular maximization in an online
setting [54, 126]. In this case, instead of selecting a fixed set in order to maximize a given
submodular objective function, a set S; is chosen at time ¢ without any information on
the objective function f;. The set is instead chosen based on the past objective functions

f1, fo,.... It has been shown that, using experts algorithms, the average optimality gap
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between current online submodular maximization algorithms and the utility of the best
fixed set converges to (1 —1/e) for ¢ sufficiently large [126].

Our approach differs from the current online submodular maximization algorithms, in
that we do not assume a centralized entity with knowledge of the past objective functions.
Moreover, the centralized algorithms of [126] are based on online implementation of the
greedy heuristic of [96], while our algorithms are based on local exchanges, which are a
fundamentally different class of algorithms.

In a submodular game, each player chooses its actions from a feasible set in a nonco-
operative manner in order to maximize its submodular utility function [4]. Network design
problems such as multi-sensor allocation in sensor networks have been approached within
the submodular game framework [138]. Our work differs from these related works in two
ways. First, while the actions of a player in a submodular game are only constrained by that
player’s feasible set, we consider networks where the constraints on the actions of different
nodes are coupled. Second, the analysis of [4, 138] assumes that each node can compute
the impact of each of its actions on the objective function at each time instant. Since the
computation of many common objective functions requires global knowledge of the network
topology and current value of the set [35, 57, 73], we do not make this assumption.

To the best of our knowledge, the only existing work on distributed submodular max-
imization in either the online or offline case is in the context of distributed online sensor
selection [56]. This approach is based on a stronger computational model, which assumes
time synchronization and requires each node to compute the incremental benefit of being
included in the set S;, which we do not assume. Moreover, unconstrained submodular

maximization is not considered in [56].
1.3 Organization of this Thesis

This thesis is organized as follows. Chapter 2 contains background on submodular func-
tions, matroid theory, and submodular optimization. Chapter 3 discusses leader selection to
minimize errors due to link noise in networked systems. Chapter 4 presents leader selection
techniques for robustness to link noise injection attacks. Chapter 5 considers the problem

of selecting leader nodes for smooth convergence to the desired state. Leader selection for
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joint performance and controllability is discussed in Chapter 6. Chapter 7 discusses input
selection to ensure global practical synchronization in complex networks. Distributed online

submodular maximization algorithms are presented in Chapter 8.
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Chapter 2

BACKGROUND ON SUBMODULAR FUNCTIONS AND
OPTIMIZATION

This chapter gives needed background on submodular functions and submodular opti-

mization. An introduction to the theory of matroids is also presented.

2.1 Submodularity

We define V to be a finite set. We are concerned with functions f : 2V — R, i.e., functions
that take a subset of V' as input and give a real number as output. The submodularity

property is defined as follows.

Definition 2.1. A function f : 2" — R is submodular if, for any S and T, with S CT C V,
and any v ¢ T,
fSU{v}) = £(S) > F(TU{v}) — f(T). (2.1)

Eq. (2.1) is a diminishing returns property of set functions. Intuitively, adding an
element v to a set S creates a larger incremental increase in the value of f than adding v

to a larger set 1. The following lemma gives an equivalent definition of submodularity.

Lemma 2.1. A function f : 2V — R is submodular if and only if, for any sets S and T,

FES+ (@) = f(SNT) + f(SUT). (2.2)
One can also show that, for any set of submodular functions fi, ..., f;, and any nonneg-
ative real numbers ai, . .., am, the function f(S) =3 a;f;(S) is submodular. A function

is supermodular if —f is submodular. A monotone set function is defined as follows.

Definition 2.2. A set function f : 2¥ — R is monotone if, for any sets S and T with

SCT, f(5) < f(T).

The value of a monotone set function increases as more elements are added to the set.
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Lemma 2.2. There exist monotone functions that are not submodular, and submodular

functions that are not monotone.

Proof. First, we give an example of a monotone set function that is not submodular. Con-
sider the function f : 2" — R with V' = {1,2}, defined by f(#) =0, f({1}) =1, f({2}) = 2,
and f({1,2}) = 5. The function f is clearly monotone, but violates the submodularity
property since f({1}) — f(0) < f({1.2}) — f({2}).

Now, we show that submodular functions are not necessarily monotone. Suppose that
V ={1,2} and define f : 2" = R by f(0) =0, f({1}) =4, f({2}) =3, and f({1,2}) = 2.

This function is submodular, since

f{I) = f0) =4>-1=f({1,2}) — f({2})
and
f{2) —f0)=3>-2= f({1,2}) — fF({1}).

On the other hand, since f({1}) > f({1,2}) and f({2}) > f({1,2}), the function is not

monotone. U

2.1.1 Composition Rules for Submodular Functions

Submodular functions can be constructed via composition rules, analogous to composition
rules for convex functions. Some of these composition rules are described as follows. We

first describe composition of a convex and a submodular function.

Lemma 2.3. Let f: 2"V — R>o be an increasing submodular function, and suppose that g
is a nondecreasing, convex, and differentiable function. Then the composition h = go f is

submodular.
The following lemmas give additional techniques for constructing submodular functions.

Lemma 2.4. If f1(S),..., f+(S) is a set of submodular functions of S and ay,...,«, are

nonnegative constants, then f(S) =3 _; a;fi(S) is a submodular function.

Lemma 2.5. If f(S) is a submodular function and r > 0 is constant, then the function

f(S) =min{f(S),r} is submodular.
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Lemma 2.6. If f(S) is submodular as a function of S, then g(S) £ f(V\S) is submodular

as a function of S.

Submodular functions can also arise as limits of sequences of submodular functions. The

following theorem gives a general limit-based condition for submodularity.

Theorem 2.1. Suppose {fi(S)}32, is a collection of supermodular functions in S, and
suppose that there exists a function f : 2V — R such that, for every S CV and every e > 0,

there exists K such that k > K implies

[fe(S) = F(S)] <e (2.3)
Then f(S) is supermodular.
2.2 Examples of Submodular Functions

Submodular functions arise naturally in many applications. Some examples of submodular

functions are given below.

2.2.1 Colors Represented in a Set of Balls

Let V represent a set of balls, where each ball v € V has a color (red, green, blue). Let
f(S) denote the number of colors represented in a set of balls S C V. We have that
f(SU{v}) — f(S) = 1 if the color of ball v is not represented in the set S. If S C T, then

any color not represented in T will automatically be unrepresented in S. Hence
f(SU{v}) = £(S) = f(TU{v}) = (T).

2.2.2 Matriz Rank

Let V denote a set of column vectors, and let f(S) denote the rank of the matrix with
columns given in S. The increment f(SU{v}) — f(S) =1 if v is linearly independent from
S and 0 if v is in the span of S. If v is in the span of S, then v is automatically in the
span of T for any 7' D S. Hence (2.1) holds. In fact, the matrix rank is a special case of a

matroid rank function, which will be introduced in the following section.
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2.2.8 Set Cover

Consider a collection of subsets Uy, ..., U, C B. Let V ={1,...,m}, and let

v

€S

f(8) =

9

so that f(S) denotes the number of elements of B that are contained in the union of the

sets indexed in S. We have that

_UUZ'

1€S

F(SU{o}) - £(S) = (U UZ-) LU,

€S

=N W \)

€S

€T

= f(TUfv}) = (D),

establishing the submodularity of the set cover.

2.2.4 Sensor Placement

The information gathered from a set of sensors deployed over a monitoring area can be
viewed as a submodular function. Here, V' denotes the set of possible sensor locations,
and S denotes the set of locations where sensors are placed. Suppose that at each location
v € V, there is an observable random variable X,. Letting Xg = {X, : v € S}, one metric

for the amount of information gathered by the set of sensors is the mutual information

f(8) = 1(Xs; Xv),

i.e., the total information gathered from the sensors. In [74], it was shown that the mutual
information is a submodular function of the set of sensors, leading to efficient algorithms

for selecting near-optimal sensor placements.

2.2.5 Influence in Social Networks

Ideas, including political opinions and product preferences, propagate through social inter-

actions between individuals. A widely-studied problem in advertising is to select a subset
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of individuals to directly target for advertising, in order to ensure that the largest possible
subset of users adopts a certain idea or product.

This problem has been formalized by letting V' denote a set of users, who are connected
via a social network with edge set E. The adoption of an idea is determined by dynamics
on the social network graph; for example, in the threshold model, each user adopts an idea
if a threshold number of neighbors adopts the idea.

Let S denote a subset of users that initially hold the idea, and let f(S) denote the
expected number of users who eventually adopt the idea. In [68], it was shown that f(S) is
submodular as a function of S for a broad class of interaction dynamics. Submodularity has
since become one of the main tools for analyzing social networks and identifying influential

individuals.
2.3 Matroids: Definitions and Properties

In this section, we first define matroids, as well as the concepts of basis sets and matroid
rank functions. Several example matroids are defined. We then define basic properties of

matroids and methods for constructing matroids.

Definition 2.3. Let V' be a finite set, and let T be a collection of subsets of V. Suppose

that I satisfies the following properties:

1. 0ez
2. fACBand BE€TI, then AcT
3. If A, B € T with |A| < |B|, then there exists v € B\ A such that AU{v} € T.

Then M = (V,I) defines a matroid.

A basis is a maximal independent set in a matroid. The matroid rank function is defined

as follows.

Definition 2.4. The rank function p : 2V — Z of a matroid M = (V,T) is defined by
p(A) =max{|B|: BC A,B € T}.

The following are properties of matroid rank functions.
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Lemma 2.7. Suppose that p is a matroid rank function. Then p satisfies the following:
(R1) p(@) =0

(R2) For any S andv eV, p(SU{v}) — p(S) € {0,1}.

(R3) p(S) is submodular as a function of S.

In fact, the converse of Lemma 2.7 holds as well, enabling us to construct matroids based

on rank functions satisfying Lemma 2.7.

Lemma 2.8. Suppose p: 2YV — Z>q satisfies (R1)-(R3). Then M = (V,I) with T = {A :
p(A) = |Al} is a matroid.

An alternative characterization of matroid rank is given by the following lemma.

Lemma 2.9. Let p : 2V — Zsq. Function p is a matroid rank function if and only if
(i) p(0) = 0, (ii) For any X CV andv € V\ X, p(X) < p(X U{v}) < p(X) + 1, and
(iii) For any X CV and v,w ¢ X, if p(X) = p(X U{v}) and p(X) = p(X U{w}), then
p(X) = p(X U{z,w}).

2.4 Examples of Matroids

2.4.1 Partition Matroid

Consider the example of colors represented by balls in a bin in Section 2.2.1. The number of
balls represented f(.S) satisfies f(0)) =0, f(SU{v}) — f(S) € {0,1} (since adding one ball
to the set can increase the number of colors by at most one), and submodularity. Hence the
number of balls is a matroid rank function. In this case, a set is independent if no two balls
in the set have the same color. This matroid is referred to as a partition matroid, since the
colors create a partition on the set of balls and a set is independent if it contains at most

one ball of each color.

2.4.2 Matriz Rank

Let V be a set of vectors, and let Z be the set of linearly independent vectors. We say
that the empty set is independent by convention, and clearly A C B is independent if B is

independent. Furthermore, if A and B are independent and |B| > |A|, then we can find a



22

vector v € B\ A such that AU {v} is independent. The rank function of this matroid is
equal to the rank of the matrix with columns in S.
2.4.8 Matchings on a Bipartite Graph

Let V denote a set of edges on the graph, and suppose that a set of edges A € Z if no two
edges share a vertex in common. Then 7 is a matching matroid. The rank of 7 is equal to
the size of a maximal matching on the graph.

2.4.4 Spanning Forests of Graphs

For a graph G = (V, E), a matroid can be defined by denoting a set as independent if the
set does not contain a cycle. In this matroid, the set of bases is exactly the set of spanning

trees.
2.5 DMatroid Constructions

In this section, we describe two types of matroid constructions. The first is the matroid

union, described as follows.

Lemma 2.10. Let (V1,Z1) and (Va,Z2) be matroids. Define T by
IT={A1UAy: A €Ty, Ay € Tr}.

Then (V4 UV, T) is a matroid.

The matroid union gives a method for constructing a matroid by combining two other

matroids. The rank function of the matroid union is given by
p(S) = min {p1 (V) + po(Y) + X \ V] 1 ¥ C X}.
The second construction technique is the matroid dual.

Definition 2.5. Let M = (V,Z) be a matroid. The dual matroid M* = (V*,I*) is con-
structed by setting V* =V, and choosing the basis sets of I* to be the complements of the

bases in T.
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The concept of matroid dual is motivated by duality of vector spaces. Indeed, if matroid
M is defined as the set of linearly independent subsets of a given collection of vectors, then
the dual M* is defined by the independence set of the transpose of those vectors. It can be
shown that if p(.S) is the rank function of matroid M, then the dual M* has rank function
p*(S) given by
p*(S) = p(V = 5) + |5 = p(V).

2.6 Submodular Optimization

Submodularity enables efficient approximation of a variety of discrete optimization prob-
lems, which otherwise may not admit any approximation guarantees. In this thesis, most
of the problems will have the form of submodular maximization. The basic submodularity
maximization problem is to maximize a submodular objective function f(S) subject to a
cardinality constraint, i.e.,

maximize f(95)

s.t. |S] <k

(2.4)

More general constraints are possible, such as the matroid constraints considered below,
as well as unconstrained formulations. In general, when f(5) is not submodular, problems
of the form (2.4) have exponential complexity in the cardinality bound k. Submodularity,
however, enables efficient approximation using a greedy algorithm, described as follows.

In the greedy algorithm, the set S is initialized to Sy = (). At each iteration i, the
element v} that maximizes f(S;—; U {v}) — f(Si—1) is found by searching over all elements
v &S If f(Si—1U{v*})— f(Si—1) <0, then the algorithm terminates and returns S;_1.
Otherwise, the set S; is then updated as S; < S;—1 U {v}}. The algorithm terminates after
k iterations, and the constraint |S;| = k is satisfied with equality. A pseudocode description

is given as GreedyMaximization below.

The simple greedy algorithm achieves a provable O(1) optimality gap, as described in

the following theorem:.
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Algorithm 1 Algorithm for approximate submodular maximization.
1: procedure GREEDYMAXIMIZATION(V, f, k)

2: Input: Ground set V

3: Monotone submodular function f: 2" — R
4: Cardinality constraint k

5: Output: Set S

6: S+ 0,i+1

8: while : < k do

9: vf « argmax {f(Si—1 U{v}) = f(Si-1) :v € V\ Siq}
10: if f(Si-1U{v}") = f(Si—1) <0 then

11: S+ 51

12: return S

13: end if

14: Si + Si—1 U {v*}

15: end while

16: S+ Sk
17: return S

18: end procedure

Theorem 2.2 ([96]). Let S* denote an optimal solution to (2.4), and let S denote the set

returned by GreedyMazimization. If f(S) is a monotone submodular function, then
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Proof. Write S* = {v{,...,v;}. Then

F(S*) < f(S*US:) (2.5)
k
= £(S) + ) [fSiu{of,..., o) = F(SiU{f, ... v )] (2.6)
j=1
k
< f(Si) + Z [f(Si U{v;}) — £(Si)] (2.7)
j=1
k
< F(S)+ Y [f(Sivn) = £(S0)] (2.8)
j=1
= £(Si) + k(f(Sis1) — £(5)) (2.9)

Here, (2.5) follows from monotonicity, (2.6) is a telescoping sum, and (2.7) follows from
submodularity. Eq. (2.8) follows from the fact that the element that maximizes f(S;+1) —
f(S;) is chosen at each iteration of the greedy algorithm.

Let §; = f(S*) — f(Si), so that (2.9) is equivalent to §; < k(§; — §;+1). Rearranging
terms, we have that §; 11 < (1 — %) 0;. Hence 6 < (1 — %)k Using the bound (1 — %)k < %

and rearranging terms gives the desired result. O

If the submodular function has the additional structure of a matroid rank function, then

the greedy algorithm is optimal, as described by the following theorem.

Theorem 2.3. Suppose that r : 2V — R is a matroid rank function. Then the greedy

algorithm returns the optimum of

mazximize 1(A)

s.t. Al <k
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Chapter 3
MINIMIZING ERRORS DUE TO LINK NOISE

3.1 Introduction

Networked control systems operate in environments that experience noise and interference
on the communication links between nodes. When state updates that are broadcast by a
node are corrupted by noise at the receiver, the receiving node will update its state based
on incorrect information, causing state errors that propagate through the network. The
choice of leader nodes determines the level of error in the follower node states due to the
propagation of leader inputs through noisy communication links [83, 108].

Leader selection algorithms based on convex optimization have been proposed for static
networks in order to minimize the error in the follower node states due to noise in [47] and
[82]. These convex optimization-based algorithms, however, do not provide provable guaran-
tees on the optimality of the resulting leader set. Currently there is no analytical framework

for leader selection for minimizing error due to noise that provides such guarantees.

3.1.1 Our Contributions

In this chapter, we present a supermodular optimization approach for selecting the leader
set that minimizes the overall system error, defined as the mean-square error of the follower
node states from their desired steady-state value, for a specific choice of link weights based
on the second-order statistics of the noise. Our approach leads to efficient algorithms that
provide provable bounds on the gap between the mean-square error resulting from the
leader set under our approach and the minimum possible error in both static and dynamic

networks. We make the following specific contributions:

e We develop a supermodular optimization approach for choosing leaders in a linear
network in order to minimize the sum of the mean-square errors of the follower node

states.
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e In order to prove that the mean-square error due to link noise is a supermodular func-
tion of the set of leader nodes, we demonstrate that the error of each follower node’s
state is proportional to the commute time of a random walk between the follower node
and the leader set. We then show that the commute time is a supermodular function
of the leader set.

e We analyze two classes of the leader selection problem: the problem of choosing a
fixed number of leaders in order to minimize the error due to noise, and the problem
of finding the minimum number of leaders needed, as well as the identities of the
leaders, in order to meet a given error bound.

e We extend our approach to a broad class of network topologies, including systems
with: (1) static network topology, (2) random link and node failures, (3) switching
between predefined topologies, and (4) network topologies that vary arbitrarily in
time.

e We compare our results with other leader selection methods, including random heuris-
tics and choosing high- and average-degree nodes, through a numerical study and show
that our supermodular approach outperforms both schemes. We also show that the
supermodular optimization approach provides comparable performance to state-of-

the-art methods based on convex optimization.

This chapter is organized as follows. Section 3.2 states our basic definitions and as-
sumptions. In Section 3.3, we formulate the leader selection problem for the case of a
static network topology and derive a supermodular optimization solution. In Section 3.4,
we analyze leader selection in networks with time-varying, dynamic topologies. Section 3.5
evaluates our approach and compares with other widely-used leader selection algorithms

through a numerical study. Section 3.6 presents our conclusions and future work.

3.2 DModel and Preliminaries

In this section, we describe the system model and define the mean square error due to link

noise metric considered in this chapter.
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3.2.1 System Model

We consider a network consisting of n nodes, indexed by the set V' = {1,...,n}. An
edge (i,7) exists between nodes i and j iff nodes ¢ and j can receive inputs from each
other. Letting F denote the set of edges, the graph structure of the network is given by
G = (V,E). For an node indexed i, the neighbor set of i, denoted N (i), is defined by
N(i) £ {j : (j,i) € E}. The degree of i is defined to be the number of its neighbors |N()|.
It is assumed that the edges are undirected and the graph G is connected.

Each node i has a time-varying state, denoted x;(t), which may, in different contexts,
represent ¢’s position, velocity, or sensed measurement. Let x € R represent the vector
of node states. The set of leader nodes, denoted S, consists of nodes who receive their
state values directly from the network owner. By broadcasting these state values to their
one-hop neighbors, the leaders influence the dynamics of the follower nodes. Without loss
of generality, we choose the indices such that x(t) = [x;(t)T x;(t)T]7, where x/(t) and
x;(t) denote the vectors of follower and leader states, respectively.

The goal of the network is for the differences between the states of neighboring nodes ¢
and j, x; — xj, to reach desired values, denoted 7, for all (i,j) € E, so that x; — x; = ryj;
as a special case, when r;; = 0, the goal of the nodes is to reach consensus. The desired

state =} is defined as the state satisfying x} — % = r;; for all j € N(i). We assume that r;;

J
is known to nodes ¢ and j and the network owner, and that there exists at least one value
of x* such that =} — 2} = ry; for all (i,5) € E.

In the noiseless case, in order to reach the desired state x*, the follower node i € V' \ S

updates its state according to the linear model

Bit) == Y Wilait) — zj(t) —ryy),
JEN()

where W is a real-valued weight matrix with nonnegative entries. Furthermore, it is assumed

that each link (i,j) is affected by an additive, zero-mean white noise process, denoted

€;j(t), with autocorrelation function E(e;;(t)e;;(t + 7)) = 1v4j6(7), where 6(-) denotes the

unit impulse function. The noise values on each link are assumed to be independent; in

particular €;; and €j; are independent and identically distributed. This leads to the overall
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linear dynamics of node i € V'\ S
Bi(t) = — > Wig(ai(t) — z(t) — rij + €i; (1)) (3.1)
JEN (i)

The link weights are chosen as W;; = D.” 1/,], where D; = > . This choice of

JEN(i)
link weights yields a best linear unbiased estimator of the leader node states if z;(t) =
for all j € N (7). This approximation enables node i to estimate its desired state using local
information from its one-hop neighbors, although it does not necessarily yield the mean
square error-optimal linear distributed controller.

Define the elements of the weighted Laplacian matrix L by

_Vilv (Zvj) € E
Lij =4 D, i=3j (3.2)

which can be further decomposed as
Lis | L
Liy | Ly
where Ly and Ly characterize the impact of the follower and leader node states, respec-

tively, on the follower update dynamics. The dynamics of the follower node (3.1) for i € V'\S

can be written in terms of L as

#(t) = —D; ! szl(:nl(t) — xj(t) — rij + €i;(1))
JEN(3)
_Dl_l Z VZ;{,EZ(t) - Z Vljlx](t) Z VZJITZJ +w7«( )
JEN(3) JEN(3) JEN(9)
= —Di_l L”xz(t) + Z LUZ'] Z LZJTZJ +w,( )
JEN(7) JEN(7)

where w;(t) is a zero-mean white noise process. Define the matrix B to be an (n—|S|) x | E]
matrix, with By = L;; if edge [ is given by (7,7) for some j € N (i) and By = 0 otherwise.

The dynamics of the follower nodes are given in vector form by

Xp(t) = =Dy H(Lpxs(t) + Lyx(t) + Br) + w(t),
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where Dy is a (n —|S|) x (n — |S|) diagonal matrix with D; as the i-th diagonal entry.
We assume that the leaders maintain a constant state, x;(t) = x;. Based on this
assumption, the desired state of the followers is defined to be x} = —LJI]} (Lpx; + Br),

where we use the fact that LJTJ} exists when G is connected [88, Lemma 10.36].

3.2.2  Derivation of Link Weights

In this section, a derivation of the link weights W;; is given. All notations are as in Section
3.2. From the perspective of node i with neighbor set N (i) = {j1,...,Jja}, where d is the

degree of node i the goal is to estimate x; — x; using a set of noisy relative measurements
Y1 =T — Tjy = Tigy + €ijyy -5 Yd = Ti — Tjg — Tigg + Eijys

where €, ~ N(0,v4;,) for I = 1,...,d. The linear estimation rule z; — 2} ~ 2; =
> JEN() Wijy; must satisfy two requirements. First, the expected value of #; should be

equal to the actual value of x; — z, so that

E Z ley] = T; — azf = Z WUE(y]) =x; — x;k
JEN(3) JEN(i)

Z WJ—:EZ—x

JEN(3)

which implies that }_ ¢y Wi; = 1. Second, the mean-square error E((Z; — (z; — z}))?)
should be minimized. By making the additional approximation that z;(t) = z7, these two
problems make the optimal weight selection equivalent to finding the Best Linear Unbiased
Estimator (BLUE) for node i, based on the relative measurements with errors due to link
noise as well as errors in the positions of the other nodes.

The BLUE for the set of inputs given above is defined by the weights

-1
W;j = (El ENG) yﬁl) Vi !. This motivates the choice of dynamics

=-D;7' > v —xj(t) — i + € (t)), (3.3)

JEN(3)

where D; = ZjeN(i) yigl,
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3.2.8  Quantifying System Error

The mean-square error in the follower node states due to link noise in steady-state is defined

as follows.

Definition 3.1. Let x} € R” denote a desired state for the follower nodes. The total error
of the follower nodes at time t is defined by B||x¢(t) — x}||% The system error, denoted
R(S), is defined as
D - L o*||2
R(S) = tﬂlgoEHXf(t) x7ll2-

The following theorem gives an explicit formula for R(S) in terms of the matrix L.

Theorem 3.1. R(S) is equal to %TT‘(LJ:}) = %EuEV\S (L;})uu, where (LJI]})W denotes

the (u,u)-entry of LJI]}
Proof. In the absence of noise, the follower node dynamics are given by
Xf(t) = —D;l(Lffo(t) + Lle?< + BI‘). (34)

Since Ly is positive definite when G is connected [88, Lemma 10.36], Xy = —LJI} (Lpx; +

Br) is a global asymptotic equilibrium of (3.4). In the presence of noise, x(t) is given by

x¢(t) = e_DflLfftXf(O)—/t e_D;lLff(t_T)Djjl(Lﬂx}k + Br) d7'+/t e_DflLff(t—T)w(T) dr.
’ ’ (3.5)
The first two terms converge to x}, since x} is a global asymptotic equilibrium of (3.4).
Since w is a zero-mean white process, the expected value of the third term of (3.5) is zero
by linearity of expectation. Thus lim;, E(xf(t) — x}) = 0, leading to
R(S) =liminf Eljx;(t) —x3l[3 = Y E((z(t) —2)®) = ) var(z(t),  (3.6)
ueV\S ueV\S

which follows from the fact that z,(t) — x, is zero-mean, where x,(t) denotes the state of
node u at time t. In [12, Section IV-B], it was shown that lim; o, var(z,(t)) = %(L;]})uu,

implying that R(S) = %ZuEV\S (L;})uu, as desired. O

For u e V\ S, let R(S,u) = %(L;]})uu, so that R(S) = }_,cng R(S,u). Note that LJTJ}

can be computed in worst-case O(n3) time for a given leader set S.
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3.3 Leader Selection in Static Networks

In this section, we consider the problem of selecting a leader set in order to minimize the
system error in static networks, in which the set of links £ and the error variances v;; do
not change over time. We address this problem for two cases. In the first case, no more
than k nodes can act as leaders, and the goal is to choose a set of leaders that minimizes the
system error. In the second case, the system error cannot exceed an upper bound «, and
the goal is to find the minimum number of leaders, as well as the identities of the leader,
such that the system error is less than or equal to «. In both cases, we construct algorithms

for leader selection.

3.3.1 Case I — Choosing up to k Leaders to Minimize System Error

The problem of choosing a set S of k leaders in order to minimize the system error R(S) is
given by
minimize  R(S)

s.t. IS] <k

(3.7)

Note that problem (3.7) always has at least one feasible solution when k > 1, for example
any set consisting of a single node. In what follows, we prove that the total system error
R(S) is a supermodular function of the leader set S, leading to efficient algorithms for
approximating the optimal solution to (3.7) up to a provable bound. We first prove that for
each node u, R(S,u) is proportional to the commute time of a random walk on the graph
G from node u to the leader set .S, and then show that the commute time is supermodular.

The supermodularity of R(S) follows as a corollary.

Theorem 3.2. Define a random walk on the graph G starting at node w € V' \ S, in which

the probability of a transition from node i to node j € N(i), denoted P(i,7), is given by
-1
Vi

P(i.j) = 5~

(3.8)

The commute time k(S,u), defined as the expected number of steps for the random walk to

reach the leader set S and return to w, is proportional to R(S,u) = (LJI]})W

Before proving Theorem 3.2, the following intermediate lemmas are needed.
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Lemma 3.1. Consider the equation Lv = J. Define v* to be the unique vector satisfying
Lv*=J. Whenv;, =1, J; =0 forieV\(S+u), andv; =0 forse S, (L;l)uu is equal
to J L.

Proof. Write v* = [v;iT 0]7 and J = [J;zp JIT. The equation Lv* = J then reduces to
L fv;i = Jy, which is equivalent to v;i = L_1J . Multiplying both sides of the equation by
where e, has a 1 in the u-th entry and Os elsewhere, yields v;, = e;fLJTlJ . The right

u7

hand side can be expanded to
(L;l)uljl + - (L;l)u(n_|s‘)Jn_|s‘ =1. (3.9)

By definition of .J, all terms of the left-hand side of (3.9) are zero except (L D wu. Dividing
both sides by J, yields the desired result. O

Lemma 3.2. Let v* be defined as in Lemma 3.1. Then v* satisfies
vi= Y P(i,j)v;  VieV\(S+u), (3.10)
JEN()

where P(i,7) is defined as in (3.8).

Proof. By definition of L and the fact that J; = 0,

ZLzy v} ZLzy (3.11)

JEN(7) JEN(3)

Dividing both sides by > ;) L(4,7) gives (3.10). O

Lemma 3.3. Define v;(S,u) to be the probability that a random walk starting at i with
transition probabilities given by (3.8) reaches node uw € V' \ S before any node in the set S.

Then v; = v} for all i.

Proof. By definition, v; = v} for all ¢ € S and for ¢« = w. It remains to show the result for
i € V\ (S 4+ u). By the stationarity of the random walk,
5= Y P(i,j)i;. (3.12)
JEN()
Hence, by (3.12) and Lemma 3.2, both v* and ¢ are harmonic functions of the index i. By

the Maximum Principle [86], v* = 0. O
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Proof. By Lemma 3.1,
-1

(L= | D v (=2 | (3.13)

teN (u)

Hence, it suffices to show that the commute time (.S, u) is proportional to the right-hand
side of (3.13). To show this, first observe that the probability (Q(u,S) that a random walk
originating at u will reach S before returning to u is given by 1 -3, N(u) 0¢P(u,t), where

0 is as in Lemma 3.3. Proposition 2.3 of [86] gives Q(u,S) as a function of the commute

time,
23" vt
o (s,t)eE Yst
Q(U, S) - H(S,U)Du :
This yields
-1
2 Z(s,t)EE Vst

1— > 4P(ut) =

o) K(S, 1) Dy,

Rearranging terms and applying Lemma 3.3 gives

K(S,u) = | 2 Z vyt | DY 1 - Z vy P(u,t)
(s,t)eE teN (u)
-1

=2 > v )| D v i—v))
(s,t)eE teN (u)

=12 > vi' | 5w
(s,t)eE

which proves the theorem. O

Theorem 3.3. The commute time (S, u) is a nonincreasing supermodular function of S.

Proof. The nonincreasing property follows from the fact that, if S C 7', then any walk that
reaches S and returns to u has also reached T" and returned to w. Thus (T, u) < (S, u).

By Definition 2.1, (S, u) is a supermodular function of S if and only if, for any sets A
and B with A C B and for any j ¢ B,

k(A u) — k(AU {j},u) > k(B,u) — k(BU{j},u). (3.14)

Consider the quantity k(A, u)—k(AU{j}, u). Define A’ = AU{j}, and define T4, and T4/, to

be the (random) times for a random walk to reach A (respectively A’) and return to u. Then
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by definition, k(A,u) = E(T4,) and k(A’,u) = E(T4,). This implies k(A,u) — k(A" ,u) =
E(Tay — Tary).

Let 7j(A) denote the event where the random walk reaches node j before any of the
nodes in A. Further, let h;4, be the time for the random walk to travel from j to A and

then to u, while hj, is the time to travel directly from j to u. We have

k(A u) — k(A u) = E(Tay — Tara|(A)) Pr(7;(A)) + E(Tay — Tarn|7;(A)°) Pr(r;(A)°)

= E(hjau — hju)Pr(7;(A))
noting that if the walk reaches A first, then T4, and T4, are equal. Hence (3.14) becomes
E(hjau — hju)Pr(7;(A)) = E(hjpu — hju) Pr(7;(B)). (3.15)

In order to prove (3.15) holds, it suffices to prove that hja, > hjp, and Pr(7;(A4)) >

Pr(rj(B)). Let WE  denote the event that, after k steps, a random walk starting at j

jau

has either not reached node a € A, or has reached a but has not yet reached u. Define

WfAu = Nae AWJM Let I (WfAu) denote the indicator function of the set W4, and note

that

jAu H I jau (316)

acA
by the observations above and the definition of indicator functions. hj4, can be rewritten

as

hjaw = min{k : I(WfAu) =0} = k*
k*—1 k*—1

= Z I(Wyk (b Z Iw. JA“ i (W

k=k*
- S 110V
k=0acA
(0 &
> H I ]au H I(ka )
k=0 \acA beB\A
- Z HI Jbu ZI JBu hjBu
k=0beB

where (a) follows from the definition of I (WfAu), (b) follows from the fact that I (WJ ) =0

for k > k*, and (c) follows from the fact that <ﬂa€A Wk > <ﬂb€B\A W]bu> C Naca ijau

jau
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In order to show that Pr(7;(A)) > Pr(r;(B)), first let 7;(v) denote the event that a

random walk reaches node j # v before v. Hence,

7(B) =[] m(v) = (ﬂ Tj(”)) n{ () & ] <7 =74

veEB veEA veEB\A veEA

7;(B) C 7;(A) then implies that Pr(7;(B)) < Pr(rj(A)), as desired. Hence (3.15) holds,

thus proving that the commute time is supermodular as a function of the leader set S. [

Corollary 3.1. R(S) is a nonincreasing supermodular function of the leader set, S.

Proof. By Theorem 3.3, (S, u) is supermodular as a function of S. Since R(S, u) = (L;l)uu
is proportional to (S, u), (L;l)uu is supermodular as a function of S as well. By Theorem
3.1, R(S) = Xuens (LJII)W, hence R(S) is a sum of supermodular functions. R(S) is

therefore supermodular. O

Corollary 3.1 implies that the problem of selecting up to k leader nodes in order to
minimize the system error (3.7) is a supermodular optimization problem. Although super-
modular optimization problems of this form are NP-hard in general, a greedy algorithm
will return a set S* such that R(S*) is within a factor of (1 — 1/e) of the optimum value,
denoted R* [137].

We now present a greedy algorithm for selecting a set of k leaders for a static network
topology, which is an approximate solution to (3.7). Let S denote the set of leader nodes
at the i-th iteration of the algorithm. S is initialized to (). At the i-th iteration of the
algorithm, the element s} € V' is found such that {R(S;} ;) — R(S;_{U{s;})} is maximized.
S¥ is then updated to (S} ; U {s7}). The algorithm terminates when either R(S}) =
R(S;F U {j}) for all j, or when i = k (i.e., when the number of leaders is equal to k),
whichever condition is reached first. A pseudocode description of the algorithm is given as

algorithm STATIC-k.

The following theorem gives a bound on the performance of STATIC-k, making use of

the fact that (3.7) is a supermodular optimization problem.
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Algorithm 2 Algorithm for choosing up to k leaders in a static network topology.

1: procedure STATIC-k(G = (V, E), {v;; : (i,7) € E}, k)

2:

3:

4:

10:

11:

12:

13:

14:

15:

Input: G = (V, E), link error variances v;;
Maximum number of leader nodes k
Output: Set of leader nodes S*
Initialization: S* < 0, i < 0
while : < k£ do
s} < argmax;ey\g {R(S*) — R(S* U {j})}
if R(S*)— R(S*)U{s’} <0 then
return S*
else
S*  S* U {s;}
1 i+1
end if
end while

return S*

16: end procedure
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Theorem 3.4. Define Ry = max; R({i}), which is the worst-case error when a single
node is chosen as a leader, and let R* be the optimal value of (3.7). Then the algorithm

STATIC-k terminates in polynomial time and returns a set S* satisfying

E—1\F 1 1 1
R(S*) < <1 — <—> ) R* 4+ = Rppaw ~ (1 - —) R* + = Rimaa-
k e e e

Proof. By Theorem 9.3 of [137, Ch II1.3.9], for any nonnegative monotone nondecreas-
ing submodular function f(S), the greedy algorithm returns a set S* satisfying f(S*) >
(1—1/e)f*, where f* is defined as f* = max {f(S) : |S| < k}. Since R(S) is nonincreasing
and supermodular by Corollary 3.1, the function f(S) = R4 — R(S) is nonnegative, nonde-
creasing, and submodular. Maximizing f(.5) is thus equivalent to minimizing R(.S). Hence,
the set S* returned by the greedy algorithm satisfies f(S*) > (1 — %) f*. Substituting the
definition of f(S) yields the desired result.

Algorithm STATIC-k requires k iterations. At each iteration, the function R(S) is
evaluated O(n) times. Since each evaluation of R(S) involves inverting the Laplacian matrix,
which requires O(n?) operations (and can be reduced to O(n?) operations, with some loss
in computation accuracy, if the Laplacian matrix is sparse [108]), the total runtime is

O(kn?). O

In [95], it was shown that there is no polynomial-time algorithm that improves on the
approximation bound (1 — é) unless P = N P. There may, however, be additional structure
to R(S) other than supermodularity that may improve the guarantees of Theorem 3.4. This

remains an open problem.

3.3.2 Case II — Choosing the Minimum-Size Leader Set to Achieve an Error Bound

When the system is required to operate below a given error bound, denoted «, the problem

of choosing a minimal set of leaders that achieves this bound can be stated as

minimize |S]

s.t. R(S)<a

(3.17)

Note that, for any a > 0, there exists at least one S meeting the condition R(S) < a,

namely the set S = V.
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The supermodularity of R(S) enables an efficient approximate solution of (3.17). The
set of leaders is initialized to S = 0. As with the leader selection algorithm STATIC-k, the
node s} that maximizes {R(S; ;) — R(S}_; U {s’})} is added at the i-th iteration, so that
Sr =857 ,U{s’}. The algorithm terminates when R(S}) < a and returns the set S* = S7.

A pseudocode description of the algorithm is given as algorithm STATIC-a.

Algorithm 3 Algorithm for selecting minimum-size set of leaders to achieve error bound

« in a static network topology.
1: procedure STATIC-o(G = (V, E), {vi; : (i,j) € E}, )

2: Input: G = (V, E), link error variances v;;
3: Maximum tolerable error «

4: Output: Set of leader nodes S*

5: Initialization: S* < 0, error — 0

6: while error > o do

£ s argmax;ey\g {R(S") — R(S* U {j})}
8: if R(S*)— R(S*)U{s;} <0 then
9: return S*

10: else

11: S* «— S*U{s;}

12: error < R(S*)

13: end if

14: end while

15: return S*

16: end procedure

The following theorem gives bounds on the optimality of the set S* returned by SWITCHING-

Theorem 3.5. Let k* be the smallest integer such that a set S exists with |S| = k and
R(S) < «a (i.e., k* is the optimal value of (3.17)). The algorithm STATIC-« terminates in
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polynomial time in n. If the algorithm terminates after step k, so that |S*| =k, then
k R
— <1410 {ﬂ}
B *VRS)

holds, where Ry,q. s as defined in Theorem 3.4.

Proof. Theorem 9.4 of [137, Ch III.3.9] states that the greedy algorithm for solving prob-
lems of the form min {|S|: f(S) > A}, where f(S) is a nondecreasing submodular function,

returns a set S* satisfying

15°) F(V) — £©)
o =1 “Og{ﬂm ~F(Sk) }

where S’ is the optimal solution and Si_; is the set obtained at the (k — 1)-th iteration of
the greedy algorithm. Letting f(S) = Rz — R(S), we have that f(S) is a nondecreasing
submodular function of S. Since the greedy algorithm for optimizing f(S) is equivalent to

optimizing R(S), we have

5% FOO O Voo f o FO Y R
Eh 1+10g{f(w —f(sk_ﬁ} =il g{—ﬂsk_l)} t g{ﬂsk_l)}'

In the worst case, the algorithm will not terminate until S = V| i.e., after n iterations. This

requires O(n?) evaluations of R, each of which requires O(n?®) computations, for a runtime

of O(n®). O

3.4 Leader Selection in Dynamic Networks

Multi-node systems may undergo changes in topology or link noise characteristics for three
reasons. First, the nodes may experience link or device failures [59] . Second, the network
may switch between prespecified topologies [101] . Third, the topology may vary arbitrarily
over time due to node mobility [100] . Under each case, when the topology changes vary
sufficiently slowly with respect to the system dynamics, metrics based on the asymptotic
mean-square error due to link noise, R(S), can be used to quantify the performance of the
time-varying network?. In this section, we study leader selection for each of these dynamic

networks.

21f the topology does not vary sufficiently slowly, then the asymptotic analysis of Theorem 3.1 no longer
holds.
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3.4.1 Leader Selection Under Random Link Failures

Random topology changes may occur due to link failures, which are reflected in the weighted
Laplacian matrix L of (3.2). Since the set of links may not be known in advance under these
circumstances, leaders can be selected to minimize the expected system error based on the
distribution of possible weighted Laplacians.

Let £ denote the set of possible weighted Laplacians. Define m to be a probability
distribution on £, so that m(L) is the probability that the Laplacian is L € £. An example
distribution is the random link failure model, in which each link in an underlying link set
F fails independently with equal probability p. The expected system error is defined by
E-(R(S)) = > rep R(S|L)m(L), where R(S|L) denotes the system error when the leader
set is S and the Laplacian is L.

The problems of (a) choosing a set of k leaders to minimize the expected error E;(R(S))
and (b) choosing the smallest possible leader set S such that the error is within an upper

bound « are formulated as

Choosing up to k leaders | Minimizing number of leaders
minimize  Er(R(S)) minimize |9
s.t. |S| <k s.t. E(R(S)) <«
() (b)

(3.18)

In order to solve (3.18a) and (3.18b), it is necessary to compute E (R(S)) for a given
distribution 7 and leader set S. The summation, however, can have up to 2/ possible
topologies under the random link failure model. We present two approaches to approximat-
ing E;(R(S)): first, a Monte Carlo approximation that is valid for any distribution 7, and
second, a gradient-based approximation that is valid when the probability of link failures is
small.

Monte Carlo Approzimation: Under the Monte Carlo approach, a set consisting of M Lapla-

cian matrices {L1, ..., Ly}, each chosen independently according to distribution 7, is gener-
ated. Ex(R(S)) is then approximated by Rinc(S) = & Zf‘i 1 R(S|L;), allowing an arbitrarily
close approximation of E;(R(S)) by the weak law of large numbers [78].

Gradient Approzimation: Consider the random link failure model, and let G = (V, E), where
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E denotes the set of links that have failed. Define matrix A by

_Vilv (Z7]) €EFE
Bij =\ Zapestiy > 1=
0, else

Let f,ff £ Ly — A, so that R(S|i) = ZuEV\S (I:]Tfl)uu

Lemma 3.4. Suppose that links fail independently and randomly with probability p. Let

X = max( j)ep v, and let d denote the mazimum node degree of the graph G. Define

iy
[|All2 to be the mazimum singular value of A. Then ||A]l2 < 2pdX.

Proof. Since A is symmetric and positive semidefinite, ||A||2 is equal to the maximum

eigenvalue of A. Let E; denote the set of edges incident on node ¢ which fail. Then

A =D vt <X ) 1=X|E| < pdX, (3.19)
JF#i JEE; JEE;

for each i € V. Furthermore, A;; = > ., |A;j| ~ pdX. Hence by the Gershgorin Disc
Theorem [130], the eigenvalues of A must lie in the interval [0, 2pd X]. O

Lemma 3.4 leads to the following gradient approximation for E.(R(S5)).

Theorem 3.6. Let p, d, and X be as defined above, and let § = 2pdX. Then

(n — 15

7>\min(Lff)2 ) (3.20)

R(S|G) =Tr(Ly;) <Tr(L;}) +

where Apin(Lyy) is the smallest eigenvalue of Ly.

Proof. R(S) can be written as
Tr((Lyp—A)™") = Tr(Ly}) + Tr(L7 AL}

<Tr(Lyj)+Tr(UATUTAUATTUT)

< TT(LJ;]}) +sup Tr(UATUTAUATUT),
A

where Ly = UAU T is the eigen-decomposition of L 7. The upper bound occurs when A =

UQUT for some positive semidefinite diagonal matrix . Together with Lemma 3.4, this
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implies that

Tr((Ly—A)~") <Tr(Lyp) + Tr(UA'QATUT) = Tr(L;)Tr(UTUATIQATY)

If
_ _ _ _ n —|S|)o
= Tr(Lffl) +Tr(A7IQAT) < TT(Lf]}) + ()\#

0

Note that the upper bound on R(S) can be used as a worst-case value for R(S) in
the presence of link failures. Once an appropriate method for computing or estimating
E-(R(S)) has been chosen, the following lemma can be used to derive efficient approximation

algorithms for both problems (3.18a) and (3.18b).
Lemma 3.5. For any distribution m on L, the function E.(R(S)) is supermodular.

Proof. By definition, Ex(R(S)) = Y ;. R(S|L)m(L). Since the set L of possible weighted
Laplacians is finite, this is a nonnegative weighted sum of supermodular functions, and

hence is supermodular. O

As a corollary to Lemma 3.5, problems (3.18a) or (3.18b) can be solved using algorithms
analogous to STATIC-k and SWITCHING-k respectively. The modified algorithms take the
distribution 7 as an additional input parameter, and replace line seven in both algorithms
with
s; < argmaxjey\s {Ex(R(S™)) — Ex(R(S™ U{j}))}.

3.4.2 Leader Selection Under Switching Between Predefined Topologies

A network may switch between a set of predefined topologies T = {G1,...,Gy}, each
with different link error variances represented by the corresponding weighted Laplacians
Ly,...,Ly (e.g., a set of possible formations) in response to a switching signal from the
network owner or environmental changes [101]. Leader selection under switching topologies
can be divided into two cases. In the first case, the set of leaders is updated after each
change in topology [89]. For this case, a different set of leaders \S; can be selected for each

topology G; using either STATIC-k (if a fixed number k of leaders is chosen to minimize
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error) or SWITCHING-% (if the minimum number of leaders is chosen to achieve an error
bound «).

In the second case, the same leader set S is chosen and used for all topologies [84]. Under
this strategy, we consider two possible leader selection metrics, namely the average-case
error, given as Rgyq(S) = % Zf\il R(S|L;), and the worst-case error, given as Ryorst(S) =
max{R(S|L;):i=1,...,M}. Rgaygy(S) is a nonnegative weighted sum of supermodular
functions, and hence is supermodular as a function of S. The problems of selecting up to
k leaders in order to minimize R,,4(S) and selecting the minimum number of leaders to
achieve an error bound « can therefore be solved by modified versions of STATIC-k and
SWITCHING-k, respectively. The modified versions of both leader selection algorithms
take the topologies {G1,... G} as input, and replace line 7 in both algorithms with s} <
arg max;ey\g {Ravg(5") —Ravg(S* U{j}H}

If Ryorst(S) is used as a metric, however, note that the maximum of supermodular
functions is, in general, not supermodular [72]. Alternate approaches for leader selection

problems are given as follows.
Choosing k leaders to minimize worst-case error

The problem of choosing k leaders in order to minimize R,rs is stated as

minimize Ryorst(S) = max;—1_a R(S|L;)

s.t. S| <k

(3.21)

Let S* be the solution to (3.21), and let R} Ryorst(S*). R s is bounded below

worst —

by 0 and bounded above by Ry,q; = max;—1__a maxycy {R({u}|L;)}. As a preliminary,
define

1 M
F(S) %+ > max {R(S|L;), c}. (3.22)
=1

Note that F.(S) is a supermodular function of S.
An algorithm for approximating S* is as follows. First, select parameters § > 1 and

d > 0. The algorithm finds a set S satisfying R(S) < R} .. and |S| < fk. Parameter §
0

determines the convergence speed of the algorithm. Define af,, = 0 and ., = Rmaz-

j—1 j—1
aznaac‘i'aj

At the j-th iteration, let o/ = —. The goal of the j-th iteration is to determine
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if there is a set S7 such that |S/| < Bk and R(S7|L;) < o/ for all i = 1,..., M. This is

accomplished by solving the optimization problem

minimize |S]

' (3.23)
s.t. F,(S) <d

Since F,;(S) is supermodular, the solution to (3.23) can be approximated by an algorithm

analogous to STATIC-a. If the approximate solution to (3.23), denoted S7, satisfies |S7| <

j—1
min’

J .
min

J

. - ‘ . - ,
Bk, then set ayar = o? 1 and i = Otherwise, set nar = ez and « = oJ.

The algorithm terminates when |a¥nax — ozfm-n| < § and returns the current set S7. A

pseudocode description of this algorithm is given as algorithm SWITCHING-..

Since gz — ozim-n is strictly decreasing as j increases, SWITCHING-k converges. The

optimality of SWITCHING-k is given by the following theorem.

Theorem 3.7. When § = % and B satisfies

> .
B >1+4log <151€a‘;< {ZZ: R({U}ILZ)}>,
SWITCHING-k returns a set S* such that max; {R(S*|L;)} < R . and |S*| < Bk.

Proof. The proof follows from the fact that R(S|L;) is a supermodular function for all 7 and
Theorem 3 of [72]. O

Choosing leaders to achieve an error bound
In order to choose a minimum-size set of leaders to achieve an error bound «, the following

optimization problem must be solved

minimize |S]

s.t. R(SILi)<a Vi=1,...,.M

(3.24)

The following lemma leads to efficient algorithms for solving (3.24).
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Algorithm 4 Algorithm for selecting up to k leaders to minimize worst-case error under

switching topologies.

1. procedure STATIC-alpha(Gy,...,Gr, {ij-l),...,yi(fw) : (1,7) € E}, Bk, )

2: Input: Topologies G1,...,Gy
(1) (M)

3: Link error variances v, G Vi

4: Maximum number of leaders Sk, threshold &
5: Output: Set of leader nodes S*

6: Initialization: S* < (), j < 0, o 0, Oégna:c — Rz

min

7. while &y — o, > do

O e

9: r0,5 <0

10: while Faj (S) < Ozj do

11: 57 < argmax,cy\ g {Fi (S) — Foi (SU{v})}
12: Sl STu{st},rer+1
13: end while

14: if » > Sk then

15: gz — o, al ol )

16: else

17: oz{nm — ozj, a?;m — ozj_alx

18: end if

19: j—i+1
20: end while
21: S* < 87, return S*

22: end procedure
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Lemma 3.6. Problem (3.24) is equivalent to

minimize |S]

s.t. F,(S) <«

(3.25)

where F,(S) is defined as in (3.22).

Proof. The proof follows from the facts that the objective functions of (3.24) and (3.25) are
the same, as well as the fact that Fi,(S) < « if and only if R(S|L;) < « for all i. O

Since F,(S) is a supermodular function of S, this is a supermodular optimization prob-

lem similar to (3.17), and hence can be solved by an algorithm analogous to SWITCHING-k.

Leader selection for switching topologies under random node and link failures

As in the static network case, network with switching topologies may experience random
link or node failures. In this case, the expected values of the average and worst-case system
error are of interest when selecting the leaders.

Under random failures, the i-th topology can be represented as a random variable G;.
Let m denote the joint distribution of Gq,...,Gyy, so that n(Gy,...,Gy) = Pr(Gy =
Gi,...,Gy = Gy), and let m;(G) = Pr(G; = G). Note that the G;’s may not be
independent; for example, under the random failure model of Section 3.4.1, the failure of
an node in any topology implies failure in all topologies.

The average-case expected error Er(R,.4(S)) can be further simplified by

Ex(Ravg) = < ZRS!L) ZEm (S|Ly))

which follows from linearity of expectation and the fact that, by definition of 7;, E,(R(S|L;)) =
E. (R(S|L;)). By Lemma 3.5, E;, (R(S|L;)) is supermodular as a function of S for all i.
Hence, E;(Rg4(S5)) is a nonnegative weighted sum of supermodular functions, and is there-
fore a supermodular function of S.

The problem of minimizing Ex(Rawg(S)) when the number of leaders cannot exceed k
can be solved using an algorithm analogous to STATIC-k. Similarly, the problem of finding
the smallest leader set S that is within an upper bound o on E;(Rgy4(S)) can be solved
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using an algorithm analogous to SWITCHING-£. Both modified algorithms take 7y, ..., 7
as additional inputs and have line 7 changed to

M
. 1
Si < arg max {M ; Er (R(S|L;) — R(SU {v}\Lz))}-

Considering the expected worst-case error, E;(Ryorst(S)), by Jensen’s inequality [78],

E. (izr{laxM {R(S|LZ)}> > max {E-(R(S|IL;)} = max {E.,(R(S|L;))}. (3.26)

geeey

e ey

The lower bound (3.26) is the worst-case expected error experienced when the leader set is

S. Since E., (R(S|L;)) is supermodular as a function of S, the function
F.(S) = max {E, (R(S|Ly)), c} (3.27)

is supermodular in S. Therefore, the problem of selecting up to k leaders in order to mini-
mize E;(Ryorst(S)) can be approximately solved by an algorithm similar to SWITCHING-
k. The modified algorithm takes 71,..., 7 as additional input, and replaces the function
F.;(S) at line 5 with the function F,;(S) defined in (3.27).

In order to choose the minimum-size set of leaders such that max;—; _a {Ex(R(S|L;))}
is below an error bound «, a supermodular optimization problem analogous to (3.24) can

be used. The constraint of the modified problem is given by F(S) < a with F,(S) defined
as in (3.27).

3.4.8 Leader Selection Under Arbitrarily Time-Varying Topologies

In this section, network with topologies that vary arbitrarily in time are considered. We
assume that time is divided into steps, and that at step ¢, the network owner has knowledge
of the topologies G1,...,Gi—1 for steps 1,2,...,t — 1, respectively, as well as their corre-
sponding weighted Laplacians Lq,...,L; 1, but does not know the topology G; for step
t.

Under this model, a fixed set of leaders chosen at step t = 1, may give poor performance
for the subsequent topologies G, ..., Gr. Instead, it is assumed that, at step ¢, a new set

of leaders S; is selected based on the observed topologies G1,...,G;_1. The error for each
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topology is given by R(S¢|L:). The leader selection problem for time-varying topologies is

stated as
minimizeg, .. g, Z?zl R(S¢|L¢)

S.t. ‘St’ < k

(3.28)

Problem (3.28) is an online supermodular optimization problem [125]. The method for
choosing a set of leader nodes S; for the ¢-th time step is as follows. Consider the STATIC-k
algorithm. Since Gy is unknown and random, the node j that maximizes {R(S;;) — R(S;; U

{j})} at the i-th iteration of the algorithm is also random. Let
mt,i(l) = Pr(arg mjax {R(S:;) — R(S;,; U{ih)} =1). (3.29)

Then for step ¢, instead of selecting s;; deterministically as in Line 7 of STATIC-k, s, is
selected probabilistically with distribution m;; in (3.29).

In general, the exact values of m;; will not be known during leader selection. To address
this, an online learning technique is used to estimate m;; based on observations from the
previous t — 1 time steps. Under this approach, a set of weights wy 1,..., Wy is maintained,
where wy ; is a vector in R"™ with wy;(j) representing the weight assigned to choosing node

j as the i-th leader during step t. Define

spr & arg max {R(Sy;—1|Le) = R(S;;—1 UATHIn)}- (3.30)

In other words Sggt in (3.30) is the best possible choice of sy,; for the topology Gi. Then

define the loss [ ; ; associated with choosing sj; = j to be

R(SFIL) — R(SF U {sy5 }|Lt)

(2

At the end of step t, the value of wy;(j) is updated to wyi1,(j) = Bl»iw,;(j), where
B € (0,1] is a system parameter that can be tuned to adjust the performance of the learning
algorithm. This is interpreted as penalizing node j for suboptimal performance during
interval t. By decreasing the value of 3, nodes experiencing higher losses l; ; ; will be much
less likely to be selected during the (¢ + 1)-th time step. w41, is then normalized to
obtain the estimated distribution m;11;. This process is described in detail in algorithm

ONLINE-£.
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In analyzing this approach, the total error ), R(S;|G;) can be compared to the error
achievable when all T topologies are known in advance. The following theorem gives a

bound on the difference between these two errors.

Algorithm 5 Algorithm for selecting up to k leaders for an arbitrarily time-varying topol-

ogy.
1: procedure ONLINE-k(Wy1,..., W, Gy = (V, E), ij, B, k, Sf)
2: Input: Current weights wyq,..., Wy
3: Gt = (V, Ey), link error variances ij
4: Parameter g € (0,1)
5: Maximum number of leader nodes k
6: Current set of leader nodes S}

7: Output: Updated weights wii11,...,Wip1k
8: Set of leader nodes S}, 4
9: Initialization: S}, ; < ()

10: fori=1,...,k do

t .
11: sph < argmax; {R(Sy; 1) — R(S{;_; U{j}}
12: for j=1,...,ndo
R(S;;_1)—R(S;,_,V{})

13: lyij1— . AT

b R(S} ;)= R(S ;{07 )
14: Wir1,i(7) = (wii(5)) 510
15: end for
16: Tt < Wirti/ 1T Wigr
17: Choose s;,, ; randomly with distribution 741 ;
18: 1 St U {si)
19: end for
20: return S

21: end procedure

Theorem 3.8. Suppose that the algorithm ONLINE-k is executed for T steps, and let

G1,...,Gp be the topologies during those steps. Let Ry,q. be defined as in Theorem 3.4.
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Define the error K to be

T T
(1=1/e)> R(Si|Ly) - < |_>l§{ R(S|L;) }) : (3.32)
t=1 t=1

Then K < O(V/RpmazkT logn).

Proof. R(S|L1),...,R(S|Lt) is a sequence of supermodular functions bounded above by
Ryaz- Then, by Lemma 4 of [125],

T T
(1—=1/e)>  R((SfILs) — ( {ZR S|Ly) }) < O(v/RmaekT log n) (3.33)
t=1 t=1
as desired. 0

3.5 Numerical Study

In this section, we evaluate the performance of our leader selection algorithms. A numerical
study is carried out using Matlab. A network of 100 nodes is simulated, with nodes placed
at random positions within a 1000m x 1000m rectangular area. Two nodes are assumed
to share a link if they are deployed within 300m of each other. The error variance v;; of
link (7, 7) is assumed to be proportional to the distance between nodes i and j. Each data
point in the following figures represents an ensemble average of 50 trials, unless otherwise
indicated.

For comparison, the following leader selection algorithms are simulated. In the first
algorithm, a random subset of nodes is chosen to act as leaders. In the second algorithm,
the k nodes with highest degree (i.e., largest number of neighbors) are chosen to act as
leaders. In the third algorithm, the k nodes with degree closest to the average degree are
selected. The fourth algorithm simulated, for the case of selecting up to k leaders in a
static topology, is the convex optimization approach of [47]. The fifth algorithm is our
supermodular optimization. Note that, while the random, degree-based, and supermodular
schemes are simulated for both static and dynamic networks, the convex relaxation approach
of [47] is only applicable for selecting up to k leaders in a static network, and hence is only

simulated for that case.
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Figure 3.1: (a) A comparison of our supermodular optimization approach to leader selection
with the convex optimization approach of [47], as well as random and degree-based leader
selection. Either the supermodular or convex optimization approach provides minimal error,
depending on the number of leader nodes. (b) The supermodular optimization approach
SWITCHING-k requires fewer leaders to satisfy the error constraint than either the degree-
based or random heuristics. Error values are normalized to between 0 and 1.

Case 1: network with static network topology — Figure 3.1(a) compares the performance

of the five algorithms considered for the problem of choosing up to k leaders in order to
minimize the total system error. For this comparison, in order to reduce the runtime of the
convex optimization approach, a smaller network of 25 nodes is used. Figure 3.1(a) shows
the error achieved by the different leader selection algorithms for a fixed network topology
and varying leader set size, in which either the convex or supermodular approaches provide
optimal performance depending on the number of leader nodes. When k = 1,2,5,6, our
supermodular optimization approach results in lower mean-square error, while the convex

optimization approach in [47] selects leaders with lower error when k = 3, 4.

For the problem of choosing the minimum number of leaders to achieve an error bound,
the supermodular optimization approach requires only 40 leaders to achieve normalized
error of 0.7 (for example), compared to 50 leaders for the random heuristic and over 60
leaders for the maximum degree method (Figure 3.1(b)). Figure 3.1(b) also suggests that

the random heuristic consistently outperforms both degree-based algorithms. Selecting the
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nodes with average degree also performs better than selecting the maximum-degree nodes
to act as leaders.

The total system error experienced by the network as a function of network size is
explored in Figure 3.2(a). The number of leaders is equal to 0.1n, where n is the number of
nodes. Since the deployment area remains constant, adding nodes to the network increases
the number of links, resulting in smaller overall error. Hence, while the supermodular
approach still outperforms the other methods, the difference in overall error decreases as

the node density grows large.

Case 2: network experiencing random link failures — Figure 3.2(b) shows the error ex-

perienced for each method when links fail independently and at random, with probability
ranging from 0 to 0.2. The number of leaders is equal to 10, while the network size is
100. The supermodular optimization algorithm uses the Monte Carlo approach described
in Section 3.4.1. While each scheme sees a degradation in performance as the probability of
failure increases, this degradation is minimized by the supermodular optimization method.

Case 3: network that switch between predefined topologies — Figure 3.2(c) shows the num-

ber of leaders needed to achieve an error level of 6 for each algorithm for network under
switching topologies. For this evaluation, a set of M topologies, where M varied from 1 to
10, is generated at random based on the deployment area and node communication range
described in the first paragraph of Section 3.5. A fixed leader set S is then selected us-
ing each heuristic. Each scheme requires a larger leader set as the number of prespecified
topologies increased; however, for the supermodular optimization approach, a fixed set of
10 leaders provides an error of less than 6 for 10 different topologies. Overall, fewer leaders
are needed for the supermodular optimization approach. Random leader selection requires
fewer leaders than the average degree heuristic, which in turn outperforms selection of the
highest-degree nodes as leaders.

The case of network with switching topologies and independent, random link failures
is shown in Figure 3.2(d). Link failures increase the number of leaders required to achieve

the error bound for each value of the number of topologies, M. While the supermodular
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optimization approach continued to perform better than the other heuristics in most cases,
the performance improvement was less significant.

Case 4: network with arbitrarily time-varying topology — Figure 3.3 shows the perfor-

mance of leader selection schemes when the topology varies over time due to node mobility.
Nodes are assumed to move according to a group mobility model, in which nodes attempt
to maintain their positions with respect to a reference point [60]. The reference point varies
according to a random walk with speed 30 m/s. Each node’s position is equal to its specified
position relative to the reference plus a uniformly distributed error. A new set of 10 leaders
is selected every 10 seconds. As in the other cases, the supermodular optimization approach
consistently provides the lowest error, followed by the random, average degree, and maxi-
mum degree heuristics. Moreover, the ONLINE-k algorithm improves its performance over
time by observing which nodes provided the best performance when chosen as leaders and

assigning those nodes a higher weight.
3.6 Conclusions and Future Work

In this chapter, the problem of selecting leaders in networked systems in order to minimize
error due to communication link noise was studied. We analyzed the total mean-square
error in the follower node states, and formulated the problem of selecting up to k leaders
in order to minimize the error, as well as the problem of selecting the minimum-size set
of leaders to achieve a given upper bound on the error. We examined both problems for
different cases of network, including network with (a) static network topology, (b) topologies
that experience random link failures, (c) switching between predefined topologies, and (d)
topologies that vary arbitrarily over time. We showed that all of these cases can be solved
within a supermodular optimization framework. We introduced efficient algorithms for
selecting a set of leaders that approximates the optimum set up to a provable bound for each
of the four cases. Our proposed approach was evaluated and compared with other methods,
including random leader selection, selecting high-degree nodes as leaders, selecting average-
degree nodes as leaders, and a convex optimization-based approach through a simulation
study. Our study showed that supermodular leader selection significantly outperformed the

random and degree-based leader selection algorithms in static as well as dynamic network
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while providing provable bounds on the network performance, and provides performance

comparable to the convex optimization approach.

3.6.1 Future Work

Generalized node dynamics and noise models: Current analysis and algorithms for leader

selection under link noise make several assumptions on the network dynamics and noise
model. The interactions between nodes are assumed to be linear with either uniform [47, 82,
108] or BLUE [12]. Additive Gaussian noise is also assumed [12, 47, 82, 108]. Generalization
of these results to arbitrary linear as well as nonlinear node dynamics, as well as different
types of communication channels between nodes (e.g., fading or interference) is one direction

of future work, and would enable leader selection under a variety of realistic scenarios.

Leader selection based on graph invariants: The mean-square error due to link noise is

proportional to the graph effective resistance, which is an example of a graph invariant [28].
Other invariants include spectral quantities such as the algebraic connectivity of the graph.
Generalizing the supermodular optimization approach to arbitrary convex graph invariants

would enable leader selection based on a broader class of metrics.

Phase transition in number of leader nodes: Figure 3.1(b) shows the number of leader

nodes required to achieve a desired bound on the mean square error due to noise. When
the error bound is large, very few leaders are required to achieve the bound, while almost
all nodes must act as leaders when the desired error is small. In between these extremes, a
phase transition occurs where an intermediate number of leaders is needed. Quantifying the
properties of this phase transition, including the error bound at which the transition occurs
and the sharpness of the transition, would provide insight into the fundamental limits on
performance of networked systems in the presence of noise. The network topology and link

noise characteristics are two factors that we expect to impact the phase transition.

Effectiveness of random and degree-based heuristics: The numerical results suggest that

selecting a random set of nodes to act as leaders provides lower error, and hence better
performance, then selecting high-degree nodes to act as leaders. A rigorous explanation of

this phenomenon remains an open problem. One possible reason is that high-degree nodes
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form cliques that are all connected to each other, while random nodes are evenly distributed
throughout the network. Characterizing the class of networks for which random outperforms
max-degree selection, including study of Erdos-Renyi and scale-free graphs, are additional

directions of future work.
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Figure 3.2: (a) Error experienced by network as the number of nodes increases. For each
network size, the supermodular optimization approach provides the lowest overall error,
followed by random selection, average degree-based selection, and maximum degree-based
selection. Overall error decreases in all cases due to the increase in node density. (b) Effect
of random failures on network error when number of nodes is 100 and number of leaders
is 10. Although all selection schemes experience an increase in error due to link failures,
the increase is smallest for the supermodular approach. (c) Number of leaders required
to achieve system error of 6 when the network switches between M randomly generated
topologies, where M varies from 1 to 10. The number of leaders needed increases with the
number of topologies; the supermodular selection method requires the fewest number of
leaders. (d) Number of leaders required when the network switches between M randomly
generated topologies and links fail independently with probability p = 0.05. The number of
leaders required is greater due to link failures.



58

Average error when topology varies due to agent mobility
9 ; .

—@— Random
85+ | = B = Max Degree
= W = Average Degreg
8} | =—©— Supermodular

7.57-5_5_-n--n-_u,—i—a-.n--n

7+

R~ V-9g-V--p-F-V-V-¥-v¥y
6.5
S S e

5.5
0

Total mean square error R(S)

26 4‘0 66 éO 100
Time (s)

Figure 3.3: Leader selection under arbitrary time-varying topologies. Nodes move according

to a group mobility model [60] with speed 30 m/s. A new set of leaders is selected every 10

seconds. While the performance of the four selection algorithms is comparable, the online

supermodular approach ONLINE-k performs better over time by incorporating observed
network topology information.
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Chapter 4

ROBUSTNESS TO LINK NOISE INJECTION ATTACKS

In the previous chapter, we considered the problem of selecting leader nodes in order
to ensure robustness to environmental link noise with known distribution. In hostile en-
vironments, networked systems may be disrupted by malicious adversaries in addition to
environmental noise. By broadcasting an interfering signal in the vicinity of follower nodes,
an adversary can corrupt the inputs broadcast by each node to its neighbors, leading to

incorrect state updates and performance degradation.

Leaders that are selected in order to minimize error due to benign, environmental noise
may leave the network vulnerable to an attack because an intelligent adversary can observe
the set of leaders and inject link noise accordingly. Leaders can be selected in order to
improve robustness to these noise injection attacks in two ways. In the first case, a fixed set
of leaders is used for the lifetime of the system, and hence must be chosen to minimize the
worst-case error [84]. In the second case, the nodes may be equipped with sensing hardware
that allows them to monitor their environment, observe increased noise levels, and update
the set of leaders accordingly [89]. Currently, however, there is no analytical approach for
selecting leaders in either of these cases.

In this chapter, we study the problem of leader selection to mitigate the effects of noise
injection attacks. We develop our approach within a two-player game framework, in which
the networked system selects a set of leaders in order to minimize the mean-square error in
the node states, while the adversary injects noise on a set of communication links in order

to maximize this error. We make the following specific contributions:

e We study the problem of leader selection in the presence of an adversary mounting
a link noise injection attack. We study two classes of the leader selection problem:
(a) the problem of selecting a fixed set of leaders, and (b) the problem of adaptively

choosing leaders in response to an attack.
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e We model the selection of a fixed set of leaders as a supermodular Stackelberg game,
leading to efficient algorithms for approximating the optimal leader set up to a prov-
able bound. As an intermediate step, we prove that the limit of a sequence of su-
permodular functions and the integral of a collection of supermodular functions are
supermodular.

e We formulate a repeated, simultaneous-move game modeling the interaction between
the adversary and the networked system for the case where the leader set may change
over time. We develop efficient algorithms for approximating a mixed-strategy Nash
equilibrium for the game, and provide bounds on its optimality for each player.

e We evaluate the performance of our approach under both models via simulation study.
We compare our leader selection methods to other approaches, including random and
degree-based leader selection, and show that our scheme leads to lower overall mean-
square error in the node states under link noise injection attacks. We further observe
that allowing the leader set to vary over time improves the resilience to noise injection.

This chapter is organized as follows. In Section 4.1, the adversary model is presented,

along with background on game theory. In Section 4.2, we introduce a game-theoretic
model for selection of a fixed set of leaders in the presence of adversaries. In Section 4.3,
we formulate a game for the case where the set of leader nodes changes in response to
adversarial actions. Section 4.4 presents our simulation results. Section 4.5 concludes the

chapter.

4.1 Model and Preliminaries

The system dynamics considered in this chapter are as in Chapter 3. In what follows, we

describe the adversary model and give needed background on game theory.
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4.1.1 Adversary Model

The system is assumed to be deployed in the presence of an adversary who is capable
of injecting noise on the links between nodes by broadcasting an interfering signal in the
vicinity of the nodes. This noise injection leads to an overall error variance v;; = V?j + 1/{;,
where V?j and V{? are the variances of the error on link (7,5) due to ambient noise and
adversarial noise, respectively. We let R(S, " + I/A) denote the total mean-square error in
the node states when the leader set is S and the noise distribution is v = 10 + 4.

The variance 1/;;‘» is equal to the received strength of the interfering signal broadcast
by the adversary. The received strength depends on the position of the receiver, denoted
y; € R3, the position of the adversary, denoted z € R3, the transmit power of the adversary
for link (4, ), denoted Pj;, and the path-loss constant of the propagation medium, denoted
a. We assume that, in order to avoid detection, the adversary does not choose its position
to coincide with any nodes, so that z # y; for all j. The resulting error variance is given
by V{;‘- = Pi;|ly; — 2||3". It is assumed that the adversary has a constraint P4 on the total

power available, so that

Yo Pi= > villz—ylls < Pa (4.1)

(i,J)EE (1,j)EE
The adversary is assumed to know the network topology and the environmental noise
characteristics V?j for all (i,7) € E. Furthermore, since the leader nodes do not follow the
dynamics (3.1), the adversary can determine the leader set S by eavesdropping on the nodes’

state values and observing which nodes do not update their states according to (3.1).

4.1.2  Background — Game Theory

A game is defined by a set of players {Pi,..., P, }. Each player P; has a set of strategies
S; and a utility function U; : S; X -+ X &, — R. The utility function U; represents P;’s
benefit from its action s; € S; and the actions of the remaining players. The goal of each
player P; is to maximize its utility U;.

For simplicity, we restrict ourselves to two-player games (m = 2). It is assumed that

each player knows the strategy space and utility function of the other player. In addition, in
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a Stackelberg game, player Py observes the strategy s; € S chosen by P; before choosing a
strategy s2 € Sp. In order to maximize its utility, Pp will therefore choose strategy s5 € Sa

that satisfies!

sy € arg max Us(s1, s2) (4.2)
52€82
Let s3(s1) denote Po’s optimal strategy when P; chooses strategy si. P will therefore
choose strategy s} that maximizes its utility given Pa’s response:

s] € arg max Uy (s1,55(s1)) (4.3)

51€81

By contrast, in a simultaneous-move game, the two players choose their strategies at
the same time, so that neither player observes the strategy of the other player. In this
case, when the players are rational, they will choose their strategies according to a Nash

equilibrium, defined as follows [8].

Definition 4.1. A pair of strategies (s7,s3) € S1 X S is a Nash equilibrium if and only if

s] = arg max Uy (s1, s3) (4.4)
s1€51

s5 = arg max Us(s], $2) (4.5)
52€82

In words, if (s}, s3) is a Nash equilibrium, then P; cannot change its strategy s without
decreasing his utility. Any strategy sj (resp. s3) satisfying (4.4) (resp. (4.5)) is a best
response for player Py (resp. Pa).

Fach player may attempt to improve its performance by randomizing over a set of

strategies. This concept is defined as follows.

Definition 4.2. A mized strategy for player P; consists of a set of ordered pairs {(82(-1),1)1),
(4)

e (sgr),pr)}, where s;” € S; for all j and the p;’s are nonnegative real numbers that sum to

()

1. Under this strategy, player P; chooses strategy s;”” with probability p;. A mixed strategy

equilibrium is a Nash equilibrium in which one or more players uses a mized strategy.

"When more than one strategy s3 satisfies (4.2), we assume that Py chooses the strategy satisfying (4.2)
that minimizes U;.
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4.2 Problem Formulation — Fixed Leader Set

In this section, we consider the problem of choosing a fixed set of leaders in the presence of

an adversary injecting noise.

4.2.1 Game Definition

In this setting, the networked system first chooses a set of up to k leaders. The adversary
then observes the set of leaders and chooses a set of error variances 1/{3‘- satisfying the
adversary’s power constraint, given by (4.1). The goal of the adversary is to choose the
vector v such that the total system error R(S, " 4 v4) is maximized, while the networked
system’s goal is to choose a set of leaders S such that the total error in the worst case is
minimized.

We formulate this problem as a Stackelberg game, in which the first player, Py, is the
networked system and the second player, Ps, is the adversary. The strategy space &7 of the
networked system is given by the set of possible leader sets, S; = {S C V : |S| < k}. The
adversary’s strategy space, Sz, consists of the set of feasible error variances (4.1).

The MAS utility is given by Un(S,v4) = —R(S,° + v4), while the adversary’s utility
is given by Ua(S,v4) = R(S,1° 4+ v4), so that the networked system’s goal is to minimize
the total error variance, while the adversary’s goal is to maximize it. In what follows, we
explore the optimal pure strategies for each player in detail, leaving the analysis of possible

mixed strategies as future work.

4.2.2  Solution Algorithms for Adversary

For a given leader set, the adversary’s goal is to choose the error variances v such that the
total system error R(S,v) is maximized. Hence the adversary’s optimal strategy is given
by the solution to the optimization problem

maximize R(S, 10 4 v4)

A
Vi
" (4.6)
s.t. vi}>0 V(i,j)€E

Y iyer Vijllz = yills < Pa
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The following theorem leads to efficient solution algorithms for (4.6).
Theorem 4.1. The function R(S,v) is a concave function of {v;; : (i,j) € E}.

As a first step towards proving Theorem 4.1, the following intermediate lemmas are

needed.

Lemma 4.1. Let v and J denote vectors in R™ such that Lv = J, v; = 0 for alli € S,
Ju=0, and J; =0 for alli € V\ (S +u).

Proof. The equation Lv = J can be written in long form as

L L 1 v J
1t Ly r\_ (4.7
Ll f Lll (Y Jl
Substituting v; = 0 yields Lsv; = Jy, which in turn implies that vy = L;}Jf. Let e,
denote the vector with a 1 in the u-th position and Os elsewhere. Then multiplying both
sides by el yields

Uy = (L;})uljl + -+ (L;j})u(n—\SDJn—w\ (48)

Since J; = 0 for i # u, (4.8) reduces to (L;fl)ouu = (L_fl‘)uu = vy, as desired. O

In order to prove the next lemma, the following definition is required.

Definition 4.3. A function u : E — R is a flow if the following conditions hold for any
(i,4) € E. First, pij = —pj;. Second, 3 ey tij = 0 for i € V\ (S +u). p is defined to
be a unit flow if the additional condition ZjeN(u) Huj = 1 holds.

The following lemma gives a property of unit flows.

Lemma 4.2. Let w : V — R be any function on V and let u be a flow. Then for any
a,beV,

(Wa —wp) D flaj = % D (wi —w))pag (4.9)

JjEN(a) (3,5)€E

The proof of this lemma can be found in [45, Ch 1]. One final lemma is needed before the

proof of Theorem 4.1.
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Lemma 4.3. (L;]})uu s equivalent to

(L;fl)uu = min Z Vz‘j,u?j  pij 18 a unit flow
(.5)EE

Proof. Let v be as in the statement of Lemma 4.1, and define \;; : £ — R by )\;; =
1(212 vj). First, we show that \;; is a unit flow. A;; = —\j; follows from the definition.

\ij = 0 if

Yij
Further, > e vy Vi ~1(v; —w;) = J, since v is defined by Lv = J. Thus 2 jeN()

i€V \(S+u)and ). JEN( Xij = 1 if i = u, satisfying the second and third requirements
for a unit flow.

We next show that
> v = (L7 ua (4.10)
(i,))eE
From Lemma 4.2,
w — Us) Z Auj = Z (v — V) Nij (4.11)
JjEN(u) ( J)EE
for any s € S. By definition of A, (v; — vj) = vj;\ij, and so the right hand side of (4.11)
is equivalent to %Z(i,j)e B Vij)\?j. Meanwhile, since A is a unit flow, the left-hand side of
(4.11) is equal to v, — vs. By definition, vy = 0, and by Lemma 4.1, v, = (L;})uu
Now, let p;; be another unit flow, and note that p;; = A;j + ¢;;, where ¢;; is a flow with

Z uij,u?j: Z Vij()\ij+¢ij)2

(i,)eE (i,)eE
= Z I/Z'j 2 —|- 2 Z ¢ij i — U5 Z Vij¢12j (4.12)
(4,5) (4,3) (1,4)eE
= Z sz + 4vy Z ¢uj + Z Vqubz] (413)

JEN(u)

= ZVU +ZVZJ¢2] > ZVZ] (4.14)
(2]

where (4.12) follows by expanding the previous equation and by definition of A, (4.13) follows
from Lemma 4.2 and (4.14) follows from the fact that 3.y, ¢uj = 0. O
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Proof of Theorem 4.1. First, note that Z(i’j)e ) Vij,u?j is linear as a function of v;;. By

Lemma 4.3, (L;l)uu is a pointwise minimum of linear functions and is therefore concave. [

Corollary 4.1. Problem (4.6) is a concave optimization problem.

Proof. The proof follows from Theorem 4.1 and the fact that the constraints of (4.6) are

convex in V{;‘-. O

As a result, the optimal strategy for the adversary can be computed in polynomial time

using interior point algorithms [18].

4.2.8 Solution Algorithms for Leader Selection

Since the adversary will choose the noise injection strategy that maximizes the error due to
link noise, the goal of the networked system is to select leaders such that this worst-case error
is minimized. The optimal strategy is therefore given as the solution to the optimization
problem
minimize max,a R(S, 0 + v4)

S (4.15)

s.t. IS] <k
Define R(S) £ max, 1 R(S,v). Problem (4.15) involves optimizing over (}) possible leader
sets, which is infeasible when n or k is large. Moreover, functions of the form g(S) =
max; f;(S), where f;(S) is supermodular, are not supermodular in general. We instead
introduce an equivalent, supermodular formulation and derive a solution algorithm for (4.15)
as a result.

As a preliminary, define F¢(S) by

Fe(S) = 1 max {R(S, 10 + v4), ¢} dv? (4.16)
|S2| Js,

where | - | denotes the Lebesgue measure of a set. The function F¢(.S) is supermodular as a
function of S (Lemma 4.4). An algorithm for solving (4.15), based on the supermodularity
of F¢(S), is as follows.

First, select parameters § > 1 and § > 0. The algorithm finds a set S satisfying
R(S) < R*, where R* is the optimal value of (4.15), and |S| < Sk.
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Define (9.

=0 and ¢%,, = R({1}), the error R corresponding to leader set S = {1}.
At the j-th iteration, let (7 = % The goal of the j-th iteration is to determine if
there is a set S7 satisfying R(S’) < ¢’ with |S| < Bk. This is accomplished by solving the
optimization problem
minimize |5
s.t. Fe(S) < ¢!
noting that R(S) < ¢/ if and only if F(S) < (/.

(4.17)

Problem (4.17) is solved as follows. Initialize S/ = (). At each iteration, choose v* as
v* = argmax {F;($7) — F;(S? U {v}) :v e V'\ S} (4.18)

Set 7 = S7 U {v}. The process continues until F(S7) < ¢J.
If S/ satisfies |S7| < Bk, then set Cﬂ;mx = (¢J and Cf;%-n = fn_nll Otherwise, set Cfm-n =(J

and Cﬂ;mx = (s, The algorithm terminates when Cﬂ;mx — szm < ¢ and returns the set S7.

A pseudocode description of this approach is given as algorithm Fixed-k.

Theorem 4.2. If 5 satisfies

B>1+log { maxyey F¢({v}) }

C*
then Fixed-k returns a set S satisfying R(S) < R(S*) and |S| < Bk.

(4.19)

The following lemma is needed to prove Theorem 4.2.
Lemma 4.4. The function F¢(S) defined in (4.16) is supermodular as a function of S.

Proof. By the theory of Riemann integration, F¢(S) can be approximated by a sequence of
functions
Ly,
FE(S) =) max{R(S, R(P)), }C]| (4.20)
=0
where |- | denotes the Lebesgue measure of a set, the sets CF satisfy |Cff| = &, with 6 — 0

as k — 0o, P € CF, and Sy C UlL:kO CF. Now, since R(S, R) is supermodular for fixed R
(Theorem 3.1), max {R(S, R),(} is supermodular as a function of S (Lemma 2.5). FCI“(S) is
therefore a nonnegative weighted sum of supermodular functions, and thus is supermodular
by Lemma 2.4. This implies that F¢(S) is the limit of a sequence of supermodular functions,

and so F¢(S) is supermodular by Theorem 2.1. O



68

Algorithm 6 Algorithm for choosing up to k fixed leaders under noise injection.

1: procedure FIXep-k(G = (V, E), {V% :(4,j) € E}, k, B,0,{y;:j €V}, p)

2: Input: G = (V, E), link error variances I/Z(-)j

3: Maximum number of leader nodes k

4: Parameters 8 and

5: Node positions y;, j € V, adversary position p
6: Output: Set of leader nodes S*

7 while (a0 — (nin > 6 do

8: Comin < 0, Cmae — max,a R({1},00 + v4)

9: 7«0

10: while F¢(S7) > ¢ do

11: v* — argmax,engi {Fe(S7) — Fe(S7 U {v})}
12: ST+ ST U {v*}

13: end while

14 if |S7| > Bk then

15: Cmin < €

16: else

17: Cmaz < ¢

18: end if

19: end while

20: S« S7, return S

21: end procedure
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Lemma 4.5. For fized (, for the optimization problem

minimize |S|

(4.21)
s.t. Fe(S) <¢
the greedy algorithm of lines 6-8 in Fixed-k returns a set S with
||5*|| <1+ log, {—maX” 124({”}) } (4.22)

where S* is the optimum solution to (4.21).
Proof. The proof follows from Theorem 1 of [136] and the supermodularity of F¢(S). O

Proof of Theorem 4.2. From Lemma 4.5, solving a problem of the form (4.21) with ¢ = ¢*
will return a set S with |S| > Sk and f is as in the statement of Theorem 4.2. Furthermore,

the algorithm is guaranteed to reach ¢ = (*, because (7 is strictly decreasing as long as

|S7| < Bk, which will hold for all ¢7 > (*. O

Corollary 4.1 implies that the adversary can compute the best-response to the chosen
leader set .S, while Theorem 4.2 proves that the leader selection strategy is within a provable
bound of the optimum. These strategies, when taken together, therefore form an approxi-

mate Stackelberg equilibrium.
4.3 Problem Formulation — Dynamic Leader Set

We now consider the case where the set of leaders can change over time.

4.3.1 Game Definition

Under this model, the networked system periodically updates the leader set S in order to
minimize the overall system error R(S,v), based on the observed noise characteristics v.
The adversary, upon observing a change in S, chooses a new noise injection strategy in
order to maximize the error experienced by the networked system. This leads to a repeated
game model for the interaction between the networked system and the adversary.
Formally, the networked system is the first player, Py, while the adversary is the second

player, Ps. At the t-th iteration of the game, the networked system selects a leader set
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Sy satisfying |S¢| < k. The adversary is unaware of the leader set for a time 7', and hence
chooses a vector of link error variances 1/,;4 € Sy without knowledge of Sy, where S is defined
as in Section 4.2. After time T elapses, the adversary discovers S; and chooses a new vector
of link error variances, 7' € So. An additional time T” elapses until the next iteration.
The penalty of the network at the ¢-th iteration is given by the average system error

experienced, so that

Un (S0, 571) = — ( RS, + 1) + L R(S,10 + ﬂz“>>

T+1T T+1T

Similarly, the utility of the adversary is equal to the average system error:

T T -
Ua(Sy, vt viV) = 7 RS PO+ 7 = RS, VO 4+

In what follows, it is assumed that it takes more time for the adversary to determine the
leader set than for the MAS to detect the increase in error due to the noise injection attack,
so that T' > T'. Since the adversary and MAS are not aware of each other’s strategies during
this interval, this is a repeated simultaneous game with Uy (S;, v!) =~ —R(S, % + v{!) and
Ua(St,v) =~ R(S,v° 4+ vf!). We first study the best-response behavior of each player. We

then analyze the equilibria of the game based on the best-response behavior.

4.3.2 Best-Response Strategies

We first analyze the best-response strategy for the adversary at each iteration ¢t. For a given

choice of S;, the adversary’s best response to .S; is given by

maximize R(Sy, 0 + v
(S0, + ) o
s.t. V{L‘ eS8y

The function R(S;, v%4v{1) is a convex function of v/* by Theorem 4.1. Hence the adversary’s
optimal noise allocation v{' at each iteration can be obtained by solving (4.23) via convex
optimization.
The MAS’s problem of choosing the optimal leader set to minimize noise in response to
v} is formulated as
minimize R(S;, 0 + vf)

S.t. ‘St‘ < k

(4.24)
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Problem (4.24) can be approximated by supermodular optimization as discussed in Chapter
3.

While minimizing a supermodular function is NP-hard in general, a greedy algorithm
can be used to approximate the optimal leader set S; [96]. In the algorithm, the leader set

Sy = () initially. At each iteration, the node v* satisfying
v* = argmax {v € V\ S, : R(S;,° + v — R(S, U {v}, 10 + 1/;4)}

is added to the leader set. The algorithm terminates after k iterations. A pseudocode

description as algorithm BestResponse-k.

Algorithm 7 Algorithm for selecting up to k leaders to minimize worst-case error under

noise injection attack.
1: procedure BESTRESPONSE-k(G = (V, E), {v; : (i,5) € E}, k)

2: Input: G = (V, E), link error variances ij
3: Maximum number of leader nodes k

4: Output: Leader set S;

5: S+ 0,1+0

6: while | < k do

7: v* «—argmax{v € V\ Sy : R(St,) — R(S: U{v},1n)}
8: St<—StU{’U*},l<—l—|—1
9: end whilereturn S;

10: end procedure

Theorem 4.3. Let S} be the optimal solution to (4.24). Then the set S returned by
BestResponse-k satisfies

1 1
R(S;, 10+ v < (1 — g> R(S;, 0 + v + ~Ronaa (4.25)

where Rpge = max; Zjev R(i, j).

Proof. The proof follows from Proposition 4.1 of [96] and the supermodularity of the error
R. O
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Figure 4.1: (a) Simulation of selection of a fixed set of leaders in the presence of adversarial
noise using random, degree-based, and supermodular algorithms. While all schemes expe-
rience a decrease in performance, the supermodular selection approach provides the most
robustness to noise. (b) Simulation of the approximate Nash equilibrium that arises from
updating the leader set over time. All schemes outperform the case of fixed leader selection,
while the supermodular optimization approach outperforms both random and degree-based
approaches.

4.3.3  Equilibrium Analysis

As discussed in Section 4.1.2, the networked system and the adversary will maximize their
utilities by playing a Nash equilibrium strategy at each iteration ¢. In general, determining
Nash equilibria of two-player games is PPAD-complete [123, Ch. 4.1]. Moreover, in this case,
the MAS’s best-response strategy is NP-hard to compute. Instead, the following algorithm,
first proposed for general two-player games [40], can be used to efficiently compute an
approximate mixed-strategy equilibrium. We note that there may be other equilibria, which
we will characterize in future work.

The MAS first chooses a set of leaders S. The adversary computes o by solving the
best-response problem of (4.23) based on the leader set S. The MAS approximates the
best-response S’ to 4 using BestResponse-k.

The MAS’s strategy is to choose leader set S with probability 1/2 and to choose S’ with
probability 1/2, corresponding to a mixed strategy {(S,1/2),(S’,1/2)}. The adversary’s
strategy is to choose link error variances 74 with probability 1. A pseudocode description

of the algorithm for approximating a Nash equilibrium is given as algorithm Approx-NE.
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Algorithm 8 Algorithm for computing an approximate Nash equilibrium.
1. procedure APPROX-NE(G = (V, E), {V% : (i,j) € E}, k, y, P)

2: Input: G = (V, E), link error variances VZQ]-

3: Maximum number of leader nodes k

4: Adversary’s position y and power constraint P

5: Output: Set of noise error variances 1/;? : (i,7) € E for adversary
6: Mixed strategy {(S™,p1), (S, py)} for leader selection

7: S < BestResponse-k(1°, G, k)
8: 4 <« NoiselInjection(v?, G, y, P)
9: S’ < BestResponse-k(1° + 04, G, k) return {(S,1/2),(5',1/2)}, 4

10: end procedure

The following theorem gives a bound on the approximation error of Approx-NE.

Theorem 4.4. Let Upras be the utility of the MAS under the strategy defined above, and
let Uy be the utility of the adversary. Let Uy be the best-response utility of the MAS to the

adversary’s strategy, and let U be the best-response utility of the adversary. Then

- 1 1 1 1
> = 1—-- N—— max | — oilmax 4.2
Unras > 5 K e> Uy eR } 2R (4.26)

1
Ua 2 5U3 (4.27)

Proof. Let S* be the MAS’s best response to the adversary’s strategy 74, and let Uy (S*)
be the resulting utility of the MAS. Let S be a random variable corresponding to the leader
set under the mixed strategy returned by Approx-NE. Then under this mixed strategy,

E(Un(S, %)) = Un(S, 0N Pr(S = S) + Un (S, 04)Pr(S = 5)

1 1 1 1
> = - - = ) — = .
> 2Rmax + 5 [(1 e> Un(S™) eRmax (4.28)

where (4.28) follows from Theorem 4.3 and the fact that R,,q, is an upper bound on the
error experienced by the MAS. This proves (4.26).
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Suppose that the adversary’s best response to {(.S, %), (s, %)} is given by v*. Then the

adversary’s payoff from the strategy 74 is given by

E(UA(S, %)) = Uas(S, 0 Pr(S = 8) + Ua(S', 0 Pr(S = 5)

= JUA(S,9%) + JUA(S )
1
> 5Ua(S,5%) (4.29)

The last inequality follows from the fact that Uy > 0 and U (S, #4) > Ux(S, 0*), since 74

is by definition the best response to leader set S. O
4.4 Numerical Study

The performance of leader-follower systems in the presence of adversaries, including the
case where the leader set is fixed as well as the case where the leader set varies over time,
was analyzed using Matlab™ . Simulations were conducted assuming a set of 100 nodes,
deployed uniformly at random over a 1000m x1000m square area, with each node’s radio
range set to 300m. It was assumed that the environmental noise had variance proportional
to the distance between nodes. An adversary positioned at random within the deployment
area, and with power budget equal to 10 was simulated. The path-loss parameter was set
to a = 2. Each plotted data point represents an average of 30 trials.

For both cases, the proposed leader selection algorithms were compared with three alter-
native heuristics: random leader selection, selection of the highest-degree nodes as leaders,
and selection of the nodes with average degree as leaders.

Case 1 — Fized leader set: The performance of leader-follower systems under noise in-

jection attack when the leader set is fixed is illustrated in Figure 4.1(a). The algorithm
Fixed-k was used to select leaders, with 8 = 1 and § = 1. The supermodular optimization
approach Fixed-k outperforms the degree-based and random selection heuristics, achieving
an error of 5, compared to 7 for random selection and 8 for maximum degree-based se-
lection. Furthermore, we observe that the random selection approach achieves comparable
performance to the average degree-based selection, and outperforms selection of high-degree

nodes as leaders.
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Case 2 — Time-varying leader set: Figure 4.1(b) shows the total error variance when

the leader set is allowed to vary over time, based on the approximate Nash equilibrium
computed using Approx-NE. By allowing the leader set to vary in response to attack, all
of the schemes considered achieve better performance than the case of fixed leaders. The
supermodular optimization approach outperforms the other three heuristics, achieving a
total error variance of 5.25 when 15 leaders are chosen, compared to an error variance of
roughly 6 for the random and average degree heuristics, and an error variance of 6.5 for the
maximum degree heuristic. Furthermore, random selection of leaders outperforms selecting

high-degree nodes to act as leaders.

4.5 Conclusions and Future Work

In this chapter, improving the resilience of leader-follower multi-node systems to noise in-
jection attacks through leader selection was studied. Two leader selection problems were
considered: first, the problem of choosing a fixed set of leaders to maximize robustness to
a noise injection attack, and second, the problem of choosing a set of leaders that varies
over time in response to attacks. Both cases were analyzed within a supermodular game
framework. The first case was studied as a Stackelberg game between a networked system
and an adversary. It was shown that the adversary’s optimum strategy can be computed for
a given leader set, while the best choice of leader set can be approximated up to a provable
bound. In the second case, a simultaneous game framework was developed and an algo-
rithm for efficiently approximating a mixed-strategy equilibrium was presented. Both cases
were analyzed through simulation study, which demonstrated that choosing a varying set of
leaders provides better robustness to noise injection than a fixed set, and that for both cases

the supermodular optimization approach outperformed other leader selection algorithms.

In future work, we will study leader selection algorithms that improve on the bounds
given in Sections 4.2 and 4.3. Moreover, we note that an adversary may employ additional
techniques in order to disrupt system performance, including removing links from the net-
work altogether through denial-of-service attack. We will further study leader selection

methods for mitigating these different classes of attack.
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4.5.1  Future Work

Improved bounds on leader selection strategy: The algorithm approx-NE only considers two

iterations of interaction between the system and adversary. Learning-based equilibrium-
seeking algorithms in both discrete [97] and continuous [122] settings provide a possible
approach for tightening the error bounds and modeling the interaction over an extended
time period. Investigating whether the supermodularity of the objective function for the
system can be exploited to improve the bounds on these algorithms is an open problem.

Generalized adversary models: We note that an adversary may employ additional tech-

niques in order to disrupt system performance, including removing links from the network
altogether through denial-of-service attack. We will further study leader selection methods
for mitigating these different classes of attack. In addition, distributed attacks at multiple
locations by coordinating adversaries provide a further direction of study. In this case,
the system must also learn the true position of the adversary, and change the topology

accordingly, in order to effectively reduce the impact of the attack.
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Chapter 5

SMOOTH CONVERGENCE

Linear weighted averaging algorithms are widely used in domains such as parallel com-
puting [58], distributed control [115], and networking [121] due to their computational ef-
ficiency, distributed operation, and robustness to network topology changes. In such al-
gorithms, the leader and follower nodes periodically broadcast their state information and
each follower node computes its new state as a weighted average of the state values of its
neighbors. The dynamics of the follower nodes are influenced by the leader nodes through
the weighted averaging rule. The distributed nature of these algorithms, however, can lead
to errors in either the asymptotic states of the follower nodes, when the followers converge
to an incorrect value, or in the intermediate states of the follower nodes, prior to conver-
gence of the algorithm. Both types of errors in the follower node states impact the system
performance, for example, by causing formation errors in unmanned vehicle networks [141]

and inaccurate estimates in sensor networks [17].

In [63], it was shown that linear weighted averaging algorithms achieve asymptotic con-
sensus to the leader node state in both static networks and networks with dynamic topolo-
gies, provided the network is connected. Moreover, in [84, 129], the authors showed that the
follower node states are controllable from a set of leader nodes if the eigenvalues of the graph
Laplacian are distinct. While these existing results imply that the follower node states can
be driven to any value asymptotically, the convergence requires an arbitrary length of time,
and the follower nodes’ intermediate states prior to convergence may deviate significantly

from their desired steady-state values.

The intermediate behavior of nodes under linear weighted averaging algorithms was
studied in [103], in which upper and lower bounds on the errors in the follower nodes’
intermediate states were derived for static networks without leaders. These errors were

analyzed for leader-follower systems with given leader sets based on the eigenvalues of the
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graph Laplacian in [106, 112], where it was observed that the errors depend on the given
leader set. Hence, an efficient, analytical approach to selecting leaders in order to minimize
errors in the follower nodes’ intermediate states would enable the leader nodes to steer the

followers to the desired state while improving performance prior to convergence.

In this chapter, we study leader selection in order to minimize the convergence error in
the intermediate states of the follower nodes, defined as the {P-norm of the distance between
the follower states and the convex hull of the leader node states. In the special case where
the leader node states are equal, this error reduces to the {P-norm of the difference between
the follower node states and their desired steady-state values. We formulate two leader
selection problems, namely (a) selecting a set of up to k leaders in order to minimize the
convergence error, and (b) selecting the minimum-size set of leaders to achieve a given bound
on the convergence error. We make the following specific contributions towards addressing

these problems:

e We derive upper bounds on the convergence error at a given time that depend on the
network topology and leader set but not on the initial node states. We establish the
equivalence between the derived upper bounds and the time for a random walk on
the network graph to travel from a given follower node to any leader node.

e Using the connection to random walks, we prove that the upper bound on the con-
vergence error is a supermodular function of the leader set. We then introduce
polynomial-time leader selection algorithms for problems (a) and (b) in static net-
works and use supermodularity to prove that the algorithms approximate the optimal
convergence errors for each problem up to a provable bound.

e We extend our approach to dynamic networks, including networks with topologies that
vary in time according to a known probability distribution, and dynamic topologies
that vary with unknown and unpredictable distributions. For dynamic topologies with
unknown distributions, we prove a lower bound on the best possible convergence error
that can be achieved by any leader selection algorithm, as well as an upper bound on
the error achieved by our proposed algorithm.

e Our results are illustrated through a numerical study, which compares our supermod-
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ular optimization approach with random and degree-based leader selection in static

and dynamic networks.

The chapter is organized as follows. The system model, as well as background on sub-
modular functions and experts algorithms, are described in Section 5.1. The connection
between convergence error and random walks, along with our proposed leader selection al-
gorithms for networks with static topology, are presented in Section 5.2. Leader selection
algorithms for dynamic networks are described and analyzed in Section 5.3. Section 5.4

presents our numerical study. Section 5.5 concludes the chapter.
5.1 System Model and Preliminaries

In this section, we define the system model, which is a generalization of the previous sections
to the case of arbitrary link weights. We then define the convergence error metric used in

this chapter.

5.1.1 System Model

We consider a network of n nodes, indexed in the set V' = {1,...,n}. An edge (i,7) exists
from node ¢ to node j if node j is within communication range of node i. Let E denote
the set of edges. The set of neighbors of node i is defined by N(i) = {j : (i,7) € E}. The
number of edges outgoing from i is denoted the outdegree of i, while the number of edges
incoming to 7 is the indegree of i. We assume that the graph G is strongly connected, so
that for each pair of nodes i and j, there exists a directed path from ¢ to j.

Each node i is assumed to have a time-varying internal state, z;(t) € R. Each node j
in the leader set, denoted .5, maintains a constant state value equal to z7 € R. For every
leader node j € S, the state value is initialized to z;(0) = z;. The leader states may be
distinct, so that z} # 27, for j, jes.

The follower nodes compute their states according to the distributed rule

Bit) = Y Wiglay(t) — (b)), (5.1)

JEN(i)

where W;; is a nonnegative constant for a given node pair (4, ). The Laplacian matrix L,
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which will be used to derive the convergence properties of the dynamics (5.1), is defined by

7

_Wij7 ]EN(Z)v ZgéS
tj
0, 1€8
L 0, else

By [30], for any ¢ > 0, e ** is a stochastic matrix with nonzero entries. Letting x(t) € R”
denote the vector of node states at time ¢, equation (5.1) is written in vector form as
x(t) = —Lx(t). The node states x(t) depend on the leader set, S. When defining the
convergence error, we represent this dependence explicitly by writing x(¢, S) to denote the
node states. For simplicity of notation, we write x(¢) when describing the node dynamics.

The following lemma describes the asymptotic behavior of the dynamics in (5.1).

Lemma 5.1 ([66]). The vector of follower node states converges to a fized point of X(t) =
—Lx(t), denoted x*. Furthermore, for each j € V, x7 € co({z] :i € S}), where co(")

denotes the convex hull.

Let A= {z}:i€ S} and A = co(A). If the state of each follower node converges to A,

then the system is said to achieve containment [66].

5.1.2 Definition of Convergence Error

Although Lemma 5.1 implies that the nodes will asymptotically converge to the convex hull
of the leader node states, the node states will deviate from their desired values at each finite
time. A family of metrics for quantifying these convergence errors in the intermediate states

is defined as follows. We let || - ||, (where 1 < p < 00) denote the [P-norm of a vector.

Definition 5.1. Suppose t > 0 and 1 < p < co. The convergence error fi(S) for leader set
S is defined by

1/p 1/p
fi(S) £ <Z (d(:vi(tvs),z)”)) = (Zmig{lwi(tﬁ) —yl”}> : (5.2)

eV iev Y€A

When the leaders all have the same state, A = A = {z*} and fi(S) = ||x(¢,S) — z*1]|,.
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The metric f;(S) measures the deviation of x(¢,S5) from containment at time t as a
function of the leader set S. In general, f;(S) is not a monotonic function of t. When
the graph G is undirected and the matrix W satisfies W;; = Wj; for all 7, j, however, the
system response, and hence the convergence error is monotonic, as described in the following

lemma.

Lemma 5.2. If the weight matrizc W is symmetric and to > 0, then f:(S) < fi,(S) for all
SCVandt>ty.

Proof. We have that x(t) = e~ L(t=t0)x(t;). Since e~ £(!=%) is a stochastic matrix, we have
that, for all i € V\'S, zi(t) = 3> ,cy
1 (also, by definition of S, we have that a;; = 0 for all ¢ € S, j # 4). Let y? €

@;jzj(to) for some ay; > 0 satisfying > oy aij =

argmin {|z;(to) — y|P : y € A}, and define y; = Zje\/ ozijy;-), noting that 7, € A. We have

P
zi(t) — ;" = Z aga(to) — Z awyg = Z avij (@5 (to) — y;))
JjeEV JEV JEV
<D aggleilto) —y)lP < D agjleg(to) — )P,
JjEV JEVA\S
where the first inequality follows from convexity of | - |P. We then have
1/p 1/p
fi(S) = (Z mln{\fcz y!p}> < (Z |zi(t) — ?i!p>
iev Y€ i€V
1/p 1/p
<| X D almtto) =) = X0 D auilelte) — 4P
i€V\S jeV\S iE€V\S jeV\S
1/p
= >0 |zt =41 D ayi
JEVAS ieV\S
1/p
< | D (lzto) —4517) = f1o(5),
JEV\S
as desired. 0

The value of f;(S) depends on the value of ¢ that is chosen. One approach to choosing

t is to select a set S at random and then select the smallest ¢ such that f;(S) < 8, where
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B > 0 is a desired bound on the convergence error. This choice of ¢ guarantees that the
convergence error arising from our proposed approach will be no more than f;(.5), and hence

no more than the constraint 5. Alternatively, the total convergence error, defined as

w(S) 2 /0 " 4 dr,

does not depend on any fixed value of ¢. In Section 5.2, we show that w(.S) can be substituted

for f¢(S) in our algorithms while preserving the optimality guarantees that we derive.
5.2 Leader Selection in Static Networks

In this section, we discuss leader selection in order to minimize the convergence error in the
intermediate states of networks with static topologies. We first derive an upper bound on
the convergence error that is independent of the initial leader and follower node states, x(0).
We then introduce a connection between the derived upper bound and a random walk on
the network graph, which provides the critical step towards formulating the leader selection
problem as supermodular optimization. Using the upper bound on the convergence error
as a cost function, we formulate two leader selection problems, namely: (i) the problem of
selecting a fixed set of up to k leaders to minimize the convergence error, and (ii) the problem
of selecting the minimum-size leader set in order to satisfy a given bound on the convergence
error. In order to efficiently approximate the solutions to (i) and (ii), we prove that the
upper bound on the convergence error is a supermodular function of S. Supermodularity
leads to polynomial-time algorithms for approximating (i) and (ii) up to a provable constant

factor.

5.2.1 Random Walk-based Upper Bound on Convergence Error

As the first step in analyzing the convergence error and establishing a connection between the
convergence error and a random walk on the graph G, an upper bound on the convergence

error f;(.S) is given by the following theorem.

Theorem 5.1. Let q satisfy % + % =1, and suppose ||x(0)||, < K, where K is a positive

L

constant. Further, define P, = e~ and let e; denote the canonical vector with a 1 in the
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i-th entry and 0’s elsewhere. Then for any leader set S, the convergence error satisfies

P 1/p

S <K Y | Y (@R + (1= (e P, : (5.3)

i€V\S [jeV\S JjES

Proof. Define I1(S) = {r € R : 1m = 1,m; = 0 Vi ¢ S}, so that each 7 defines a convex

combination. The convergence error is defined by

1i(9) = (Z [ngg{\w) - y\P}DW - (

iev LY

Z[ min {|e] Bx(O)—ﬂx(O)\P}Dl/p.

i
jev LTEs)

Bounding the above equation using Holder’s inequality yields

1/p 1/p
1(5) < (Z | min {IOBlIel 7~ ﬂm]) < K (Z min (€T - lelﬁ}D -

eV i€V
Now, suppose that a distribution 7} € II(S) is chosen such that 7}(j) > (el P;); for all

j € S. It is always possible to construct such a distribution since 177 = 1 for all = € TI(95)

and ) cq (eI'P,); < 1. Define #;(j) = 77 (j) — (eI P);. Then we have

1/p
PO SK LD | D [Pl +d - wm)
i€V\S |jeV\S jes
r p1\ 1/p
S K Z Z TPt Zﬂ-l 9
i€V\S |jeV\S jes |

where the bound on the first term follows from the fact that 7;(j) > 0 for all ¢ € V'\ S and
j € S. Using the facts that #;(j) = 77 (j) — (e/ P); and > jes™; (j) =1 yields the desired
result. O

We observe that, while the bound (5.3) is loose in general, the left and right hand sides
of (5.3) become arbitrarily close as ¢ grows large.

We define the notation f;(S) for the upper bound on the convergence error fi(S) as
given in Theorem 5.1, as

p

ASEDYT 1Y @rp+ (1= (P, | | (5.4)

1€V\S | jeV\S Jjes
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We now establish a mathematical relationship between the terms of the inner summation
of (5.4) and a random walk on G that will be used to prove supermodularity of f;(.S) later.
Intuitively, the inputs from the leader nodes can be viewed as diffusing from the leader
nodes to the follower nodes via a random walk. The connection is described formally as
follows.

We define a random walk on G as follows. Choose § > 0 such that ¢t = 76 for some

—Lé (as

positive integer 7. Define X (7) to be a random walk with transition matrix Ps £ e

in Theorem 5.1). The following is a standard result, which we prove for completeness.

Theorem 5.2. Choose 6 > 0 such that t = 79 for some integer 7. Let X(7) be a random

walk on G with transition matrixz Ps. Then

(ef PY); = Pr(X(r) = j|X(0) = 1), (5.5)

L= (e P))j = Pr(X(r) ¢ S1X(0) = ), (5.6)

jes

where P is equal to the matriz Ps raised to the T-th power.

Proof. The vector e; defines a probability distribution on the set of nodes V', corresponding
to the case where X (0) = i. Hence, e/ P is the probability distribution of X (), conditioned
on X(0) = 14, so that (el P7); = Pr(X(r) = j|X(0) = i). Eq. (5.5) follows immediately,
while
1= (el Py)j=1-) Pr(X(r) = j|X(0) =i) =1 - Pr(X(r) € §) = Pr(X(r) ¢ 5)
JES JES

yields (5.6). O

5.2.2  Problem Formulation — Selecting up to k Leaders

In this section, we first formulate the problem of selecting a set of up to k leaders, denoted
S, in order to minimize the convergence error bound f;(S). We then prove that f;(S) is
supermodular as a function of S, leading to an efficient algorithm for approximating the

optimal leader set.
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Selecting up to k leaders in order to minimize the convergence error bound ft(S ) is given
by the optimization problem
minimize  f;(S)
S (5.7)
s.t. |S| < k
Since an exhaustive search over the feasible values of S is computationally prohibitive,
we investigate the structure of the convergence error bound ft(S) in order to develop an
efficient algorithm for approximating the solution to (5.7). By showing that f,(S) satisfies
supermodularity as a function of S, we derive polynomial-time algorithms with provable
O(1) optimality gap.
As a first step to proving that ft(S ) is supermodular, we prove the following intermediate
result that the probability that a random walk on G, originating at follower node i € V'\ S,

does not reach any node in the leader set is a supermodular function of S.

Lemma 5.3. Define g];(S) £ Pr(X(r) = j|X(0) = i) and h1(S) = Pr(X(r) ¢ S|X(0) =
i). Then for allt € V\'S, j, and T, gzj(S) and h7(S) are both supermodular functions of S.

Proof. Let S C T and let u € V\ T (and hence u € V'\ §). Let A7;(S) denote the event
that X(7) =7 and X(r) ¢ S for all 1 <r < 7, and define x(-) to be the indicator function
of an event. Since each node in S is an absorbing state of the walk, we have

9i;(S) = Pr(Aj;(5)|Xo = i) = E(x(47;(5))[Xo = ©).

Furthermore, let BJ;(S,u) denote the event where X (0) =4, X(7) = j, X(r) ¢ S for 0 <
r <7, and X(m) = u for some 0 < m < 7. We then have A7, (S) = AT;(SU{u})UBJ(S,u),
A7 (S U{u}) N BE(S,u) = 0, and
X(A7;(5)) = x (A (S U{u})) + x(Bjj(S, u)).
Since § C T, X(r) ¢ T for all 0 < r < 7 implies X(r) ¢ S for all 0 < r < 7, ie.,
BJ(T,u) € BJ;(S,u). We have
X(A%(5)) = x(Aj; (S U {u}) = x(Bf; (S, u)) = x(Bj;(T), u)
= X(A7;(T)) = x (A5 (T U {u})).
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Taking expectations of both sides yields

9i;(S) — 9i;(S U{u}) = E(x(45;(5))) — E(x (A (S U{u})))
> E(x(A};(T))) — E((A7;(T U {u})))

= 955(T) = gi;(T' U{u}),

implying that g7;(S) = E(x(A];(S))) is supermodular as a function of S. A similar argument

shows that A7 (S) is supermodular as a function of S. O

We can now prove that ft(S) is supermodular as a function of S by using Lemma 5.3

and the composition result of Lemma 2.3.
Theorem 5.3. The convergence error bound ft(S) 18 supermodular as a function of S.

Proof. By Theorem 5.2, the convergence error bound ft(S ) can be written as

p

) =D | D (efr)+ 1= (ef P,

1€V\S [jeV\S Jjes

=33 sy ns)y.

1€V jeV\S

Since z” is a nondecreasing, convex, and differentiable function of z, g7;(S)? and h] (S)P are
supermodular functions of S for all 7, j, 7, and p € [1,00) by Lemmas 2.3 and 5.3. Hence

ft(S ) is a sum of supermodular functions, and is therefore supermodular. O

As a corollary to Theorem 5.3, the total convergence error w(S) defined in Section
5.1.2 is the integral of a family of supermodular functions, and is therefore supermodular.
As a result, the algorithms Select-k-leaders and Select-minimal-leaders can be modified by
replacing f;(S) with w(S).

An algorithm for approximating the optimal solution to (5.7) is as follows. Initialize the
set S = (). At the j-th iteration, choose the node v; € V'\ S such that f;(S)— f(SU{v;}) is
maximized. The algorithm terminates after k iterations. A pseudocode description is given

as algorithm Select-k-leaders.
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Algorithm 9 Algorithm for choosing up to k fixed leaders to minimize convergence error.
1. procedure SELECT-k-LEADERS(G = (V, E), k, W)

2: Input: G = (V,E)

3: Maximum number of leader nodes k
4: Weight matrix W

5: Output: Set of leader nodes S*

6: Initialization: S < 0, i < 0

7 while 7 < k£ do

8: v; + argmax { f(S) — fi(SU{v}) :v e V' \ 5}
9: S Su{vj},ii+1

10: end while

11: S* < S, return S*

12: end procedure

The following theorem gives a worst-case bound on the optimality gap between the best
possible solution to (5.7) and the convergence error of the set S returned by Select-k-leaders.
The bound guarantees that the convergence error of Select-k-leaders is within a constant

factor of the lowest possible convergence error.

Theorem 5.4. Let S* denote the set of leader nodes that is the solution of (5.7). Then

algorithm Select-k-leaders returns a set S’ satisfying

R ! 1 R * 1

ft(S) < 1-— E ft(S ) + Efma:ca (58)
where fmee = MaXyey ft({v}) and e is the base of natural logarithms.

Proof. By Theorem 2.2, for a nonnegative nondecreasing submodular function f(S), a max-

imization algorithm that chooses
vy = argmax {f(SU{v}) — f(S):veV\S}

returns a set S’ satisfying f(S’) > (1 — %) f(S) for all S C V. Algorithm Select-k-leaders is

equivalent to greedy maximization of the nonnegative, nondecreasing submodular function
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fmaz — ft(S). Hence frar — fi(S') > (1—1) (frmas — f:(S*)). Rearranging terms gives
(5.8). 0

5.2.83  Problem Formulation — Selecting the Minimum-size Leader Set that Achieves an

Error Bound

In this section, we consider the problem of selecting the minimum-size leader set .S in order
to achieve a given constraint, a > 0, on the convergence error bound ft(S). We first give
the problem formulation, followed by an efficient algorithm for approximating the optimal
leader set. The supermodularity of ft(S ) leads to a provable O(1) optimality gap between
the size of the selected leader set and the size of the smallest possible leader set that achieves
the convergence error a.

Selecting the minimum-size leader set that achieves a bound on the convergence error is

given by the optimization problem
min {|S] : f,(S) < o} (5.9)

Since ft(S ) is a supermodular function of S by Theorem 5.3, equation (5.9) is a supermod-
ular optimization problem, which can be efficiently approximated by a greedy algorithm
analogous to Select-k-leaders. The algorithm begins by initializing S = (). At the j-th
iteration, the algorithm selects the node v; that maximizes ( fi(S) — fi(SU {v;})) and sets
S = SU{v;}. A pseudocode description of the algorithm is given as Select-minimal-leaders

below.

Bounds on the optimality gap of the solutions returned by Select-minimal-leaders are

given by the following theorem.

Theorem 5.5. Let S* be the optimum set of leaders for problem (5.9), and let S’ be the

set of leaders returned by Select-minimal-leaders. Then I‘Ss”i'\ <1l+1In (f"ﬁT‘””>

Proof. Theorem 9.4 of [137, Ch II1.3.9] implies that, for any nonnegative, nondecreasing,

submodular function f(S), the set S’ returned by the greedy maximization algorithm and
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Algorithm 10 Algorithm for selecting the minimum-size leader set to achieve a given

convergence error bound.
1: procedure SELECT-MINIMAL-LEADERS(G = (V, E), a, W)

2: Input: G = (V,E)

3: Error bound «
4: Weight matrix W
5: Output: Set of leader nodes S*

6: Initialization: S + ()

7 while f;(S) > o do

8: v* « argmax {f;(S) — fil(SU{v}) ;v eV \ S}
9: S« Su{v*}

10: end while

11: S* < S, return S*

12: end procedure

the optimal set S* satisfy

5|
5]

<o {00}

f(V) = f(Sr-1)

where S7_1 denotes the leader set at the second-to-last iteration of Select-minimal-leaders.
Applying this result to the submodular function f(S5) = fiaw — ft(S), and using the fact
that f;(S") < a yields

|S’| gl—i—ln{ Tfmax }:1+1n{Afmax }Sl_’_ln{fmam}’
|5 —ft(Sk—1) ft(Sk-1) @

as desired. O

We have that, for any [ € V,
fd) = D llefB—eflh< D llefBi—eplff <n—1,
ieV\{1} ieV\{1}

and hence fynaz = max {f;({l}) : 1 € V} < n —1. Thus for fixed a, the bound of Theorem

5.5 is of O(Inn) in the worse case.
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5.3 Leader Selection in Time-Varying Networks

In this section, we consider leader selection for two cases of networks with time-varying
topologies. In the first case, we assume that the network topology evolves according to a
stochastic process with known probability distribution. Examples of this type of topology
include networks that experience random link failures with known spatial correlation [65]
and networks that change topology according to a known switching signal. In the second
case, the network topology evolves according to a stochastic process with distribution that
is unknown to the system designer at the time when the leaders are selected, for example, if
the nodes move to avoid unforeseen obstacles [100]. For each case, we first define the graph
model, and then present leader selection algorithms along with bounds on the optimality
gap between the convergence error guaranteed by our algorithm and the optimal leader set.
In the case of topology dynamics with unknown distribution, we also give the best-case
performance of any possible algorithm without probability distribution information and

prove that our approach achieves a constant factor of this performance.

5.8.1 Dynamic Topology Model

We assume that the set of network nodes, denoted V, is constant. The set of edges is
represented by a random process F(t), resulting in a time-varying network topology G(t) =
(V,E(t)). We assume that there exists a sequence of random variables t1,tg, ..., such that
E(t) = E(t') for all t,t' € [tm,tm+1], and that inf,, [t,01 — tn] = v > 0. We assume that
G(t) is strongly connected for all ¢ > 0.

The weight matrix at time ¢ is denoted W (t), while the corresponding Laplacian matrix

is given by L(t). The dynamics of the follower nodes are governed by
x(t) = —L(t)x(t), (5.10)

while each leader node i € S maintains a constant state ¥ and A = co{z} : i € S} is the
convex hull of the leader node states. Let r denote the number of network topology changes

up to time ¢, i.e., r = max {m : t,, < t}, and let é,, = t;, — t;n—1. The node states at time ¢
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are given by
x(t) = <H e_L(tm1)6m> x(0).
m=1

The following lemma describes the convergence properties of (5.10).

Lemma 5.4 ([98]). Under the assumption that G(t) is strongly connected Vt, limy_, o d(x;, A) =

0 for every node i € V.

As a corollary, when the leaders have the same initial state z*, the follower nodes will
asymptotically converge to x*. While Lemma 5.4 implies that any leader set guarantees
asymptotic convergence provided that the graph G(t) is strongly connected for all ¢ > 0,
asymptotic convergence alone does not imply that the errors in the intermediate states of the
follower nodes are minimized. Selecting the leader set in order to minimize the intermediate
state convergence errors is the focus of the next section.

One example of a type of topology dynamics that can be analyzed within this framework
is the random waypoint model [16]. Under this model, each node chooses a destination uni-
formly at random from within a certain deployment area and moves toward that destination
with a randomly chosen velocity, choosing a new destination upon arrival. If the mobility
model has reached its stationary distribution, then the expected convergence error ft(S)

can be bounded by

p

r p r
J

1€V\S j¢S m=1 j jes m=1
The value of (5.11) can be estimated using Monte Carlo methods, yielding an approximation
of the convergence error when the topology varies according to a known random waypoint

mobility model.

5.8.2  Leader Selection Under Known Topology Distribution

We first treat the case where, at each time ¢, the distribution of the random variable G(t) is
known to the system designer. In this case, if the leader set varies over time, then selecting
a leader set for each topology in order to minimize the convergence error is equivalent to

solving a series of problems of the form (5.7).
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The case of minimizing the convergence error when the leader set is fixed is discussed as

follows. As in Section 5.1.1, we measure the convergence error by

1/p
fi(8) = (Z (d(wz’(ts)’z)p)) :

eV
A straightforward extension of Theorem 5.1 implies that f;(S) is bounded above by

ft(S ), which is defined for time-varying networks by

p

fi(S) 2 E Z Z <e;f ﬁ e—L(tml)&n)
m=1

ieV\S |jeV\s j

p

+1-> (J H e—L<tm1>5m> . (5.12)
j

jeSs m=1

where the expectation is over the possible realizations of {G(7) : 0 < 7 < t}. The following
theorem leads to efficient algorithms for minimizing the convergence error for topology

dynamics with known distribution.
Theorem 5.6. The convergence error bound ft(S) is supermodular as a function of S.

Proof. Suppose that the topology changes occur at given times t; < ... < t,, with d,, =

tm — tm—1. Choose 0 sufficiently small, and let 79 = f%}, e, Tp = [t_&tr] Note that
the difference between 7,0 and (t,,+1 — t;,) can be made arbitrarily small by decreasing .
Since P§"* (where Ps = e~ 19) is a stochastic matrix for each m, the product [/ _, Py is
also stochastic. Let X (1) represent a random walk on V' such that the (7,,—1)-th to (7,,)-th
steps are taken using transition matrix Pj".

We first show that the term of the inner summation of (5.12) with indices 7 and j is
equivalent to the probability that X (¢,) is equal to j when the random walk starts at .

Formally, in the limit as § — 0, this relation is given by

(eZT H e_L(t7’L1)5m> =Pr(X(ro+m+-+m)=7X(0)=19). (5.13)
m=1 j
The proof of (5.13) is given by induction on r. When r = 1, the proof follows from Theorem
5.2. Now, assume that (5.13) holds for r < ry € Z,, and define the probability distribution
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7 by 7l = el [0 % e~ L{tm—1)0m This definition yields

T0
T —L(t 1 E —L(t 1 t —t 1
<ei e ( m— ) 7'[' , ( T — ( 0 o — ))]’j

m=1

= Z [Pr(X(r1 4+ 70) = J'1X(0) = ) Pr(X (7o) = 11X (0) £54)

=Y [Pr(X(rry-1 4+ +10) = §|X(0) =)
5'=0

X Pr(X(ro+ - +7r) = jIX (104 + Tro—1) = 5] , (5.15)

where (5.14) follows by using the inductive assumption and Theorem 5.2. Equation (5.15)
follows from the stationarity of the random walk. Equation (5.15) and the law of total
probability then imply (5.13). Hence ||e] T[]/ _, e~ L(tm-1)9m||Pis supermodular by (5.13) and
Lemma 5.3. The function ft(S ) is therefore a nonnegative weighted sum of supermodular

functions, and hence is supermodular. O

Theorem 5.6 implies that the algorithms Select-k-leaders and Select-minimal-leaders
from Section 5.2 can be modified to select leaders in the known topology distribution case
by using the generalized version of ft(S) defined above. The optimality gap provided by

Theorems 5.4 and 5.5 are maintained in the known topology dynamics case.

5.8.8 Leader Selection Under Unknown Topology Distribution

We next consider the case where the distribution of the random process G(t) is not known.
The distribution of the topology dynamics may be unknown, for example, due to node
mobility, which creates and removes links at arbitrary and random points in time. For this
case, we first define an upper bound on the convergence error for topologies with unknown
distribution, and then formulate the problem of selecting up to k leaders in order to minimize
this upper bound on the convergence error. We then define the notion of regret, which will
be used to evaluate our proposed leader selection approach, and give a lower bound on the
regret that can be achieved by any algorithm. We give background on expert algorithms
that are called as subroutines of our approach, and finally we present our leader selection

approach and derive a bound on the regret achieved by our approach.
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Problem Formulation

If a fixed set of leaders is maintained for the lifetime of the network, then high convergence
errors will result since the future topologies are not known in advance. Hence, we assume
that a new leader set S,, is selected for each time interval [t,,,t,+1]. We note that the
node dynamics defined in Section 5.1.1 will converge to x* if x* = x*1, i.e., if all leader
nodes maintain the same state «*. For this case, letting d,, = t,, — t;n—1, and recalling that
r = max {m : t,, <t} represents the number of topology changes before time ¢, we have the

following upper bound on the convergence error for dynamic networks.

Proposition 5.1. For any topology dynamics G(t),

p
- Z ( - e—L(tml)ém)p+ Z( - o~ L(tm—1) )
i=1 |jeV\S m=1 j Jjes m=1 J
P
< Z Z (e?e_L(tmfl)&”y—F 1—2 (e?e‘L(tmfl)(S””) . (5.16)

J J

jes

Proof. Since el is an absorbing state of the Markov chain with transition matrix e~ Lm(Sm)om
forallm e {1,...,r}, eoTe_Lm(Sm)‘Sm = el forallm € {1,...,r}. For any i € V, this implies
T
||€;T e—Lm(Sm)6m _ eg| |£ (517)
m=1
|| ele_L'r(Sr o eg)e—Lr—l(sr—1)5T-—l . e—L1(51)51 ||£ (5.18)
T, —L-(S:)8, T —Lr—1(Sr—1)8r— —L1(51)8
< [ef e ErE0r — ||p||em brot (S0 b Fa (S0 D (5.19)
< ||ef e Fr(Snor — ef||p, (5.20)

where (5.19) follows from the definition of the matrix 2-norm, while (5.20) follows from the
fact that e~Lm(Sm)dm is a stochastic matrix for all m € {1,...,7 — 1}. Eq. (5.20), together
with the fact that ||ele=Lm(Sm)om _ TP > 0 for all m € {1,...,r — 1}, yields the desired
result. O
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Based on Proposition 5.1, we define an error metric for the unknown topology case by

ft(Sl,...,sr)é%i: Z Z (eg“e—L(t”L,l)&m)I"

m=1ieV\Sp, |jeV\S J
p

+{1- Z (e?e‘L(tm*1)6m> ' . (5.21)

jes J
Using the metric (5.21), minimizing the convergence error is achieved by selecting leaders

according to the optimization problem

minimize ft(Sl, ceySE)
St,.., Sy (5.22)
s.t. |Sm| <k, m=1,...,r

At time t,,, the system designer has access to the sequence of Laplacian matrices L(t1),
.«+y L(tm—1), and hence can compute the convergence error bound ft(Sl, ey Sip—1) arising
from any sequence of leader sets S1,...,Smn_1.

In order to analyze the optimality of our proposed algorithm and prove lower bounds on
the achievable optimality gap, we introduce the concept of regret, denoted R(Si,...,S;),
which is defined as the difference between the convergence error from sets Si,...,.S, and

the minimum convergence error from any fixed leader set. The regret is defined as

R(S1,...,8,) = fi(S1,...,5,) —mSin{% 3 ft(SIL(tm))}. (5.23)
m=1

The lower bounds and optimality gap derived below are based on the regret (5.23).

Lower bounds on regret

In what follows, we give a lower bound on the minimum possible regret for any algorithm
without knowledge of the topology distribution. This bound provides a comparison for
evaluating possible leader selection algorithms, including our proposed approach. In order to
prove the bound, we construct a lower bound on the regret for a specific topology distribution
in which, at each time epoch, each node is independently connected to all other nodes with

probability 1/2, and only one node can act as leader. Intuitively, the leader selected by
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any algorithm without topology information will provide very high convergence error with
probability 1/2, leading to a large regret. On the other hand, an algorithm with knowledge
of the network topology will choose a leader node that is connected to all other nodes, with

low resulting convergence error. Formally, the theorem is stated as follows.

Theorem 5.7. For any leader selection algorithm for solving (5.22) with k = 1 and for n
and r sufficiently large, there exists a sequence of topologies G(t1),...,G(t;) such that the
regret is bounded by

R > l\/7"/21nn. (5.24)
T

Proof. We prove the theorem by constructing a sequence of random topologies (G(t1), ...,
G(t)) such that, when k£ = 1, the expected regret of any leader selection algorithm that
does not take the distribution of the network topology as input satisfies (5.24). An outline
of the proof is as follows. We begin by defining the distribution of G(¢1),...,G(t,). The
next step is to derive an expression for R for this choice of topologies. We then prove the
bound (5.24) by analyzing the asymptotic behavior of our expression for R. Details of the
proof are given below.

Consider a directed graph G(t) in which, at time t¢,,, the edge set E(t,,) is chosen such
that, for each node i, the neighbor set N (7) satisfies

VALY, wp. 1/2

N(i) =
0, w.p. 1/2

In other words, each node has outdegree (n — 1) with probability 1/2 and outdegree 0
with probability % Define o(n) to be the normalized expected convergence error when a
node with outdegree (n — 1) acts as leader. The value of o(n) is normalized so that the
convergence error is 1 when the outdegree of the leader is 0. This yields

o(n), w.p.1/2

f{i}|G(tm)) = (5.25)
1, w.p. 1/2.

It is assumed that each node’s edge set is chosen independently at random at each time

step.
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The first term of R in (5.23) is given as follows. Any algorithm that does not have

foreknowledge of the network topology will have expected error that satisfies

E(f(S1,..-, 5, ZZ (fe{iD)ISm = {i})
m=1i=1
(mZ{'})]
:Z 1—1—0 ZPT Sm = {i})

We now consider the second term of R in (5.23). Let A,; 2 32" _ fi({i}|G(tm)) to be
the convergence error for r topologies when the leader node is 7, so that the second term of
(5.23) is equal to min; A, ;. The mean of A; is £(1 + o(n)) from (5.25), and the variance
is (1 — o(n))%. When o(n) = 0, the value of A,; is minimized, and hence the second term
of (5.23) is minimized. In what follows, we therefore assume that o(n) = 0. Under this
assumption, A,; is a binomial random variable. We now have that the expected value of

the regret, when o(n) = 0, is equivalent to R = (4 — min; A,;), so that (5.24) holds iff

(3

S =

- .
— min; Ar,i) 5 —min Ay

2
= 1
1/r/2Inn Vr/2lnn

(5.26)

for r and n sufficiently large.
In order to prove (5.26), define B, ,, by multiplying the left-hand side of (5.26) by —1,

so that
A mini AT’,i — %
BT n -

’ Vr/2lnn

Proving Equation (5.26) is then equivalent to showing that, for r and n sufficiently large

and any £ > 0, E(B,,) < —1+ k. For any random variable X, we have that

E(X) = E(X|X £ —1+ £)Pr (X < ~1+5) + BX|X € [-1+ 5,0)Pr(X € [-1+&,0)
LE(X|X > 0)Pr(X > 0)

K K K
< (_ Z < — — . — — > >0).
< (-1+ 3>Pr(X_ 1+ 3> +0-Pr(Xel-1+ 3,0]) +E(X|X > 0)Pr(X > 0)
Hence for B, , in particular we have

E(B,.,) < (—1 + g) Pr (Bm <14 g) + /OOO Pr(Byp > c) de. (5.27)
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First, note that
Pr(By, >¢) = Pr(A,.1 — /2> c\/r(Inn)/2,...,
A —1/2 > cy/r(Inn)/2) (5.28)
= ﬁ Pr(A.; >1/2+ c/r(Inn)/2) (5.29)

i=1
(e (Inn)/2 !
\/ﬁ

n

exp ( < 21nn> r (5.30)
—4c*nlnn

(5.31)

:PT’A

I\/
NI%

IN

= exp(

where (5.29) follows from the fact that (A, 1,..., A, ,) are i.i.d. random variables and (5.30)

follows from Hofferding’s inequality. Hence

o (o] 1
/0 Pr(By, > c) dc < /0 exp (—4c?nlnn) de = s\ nlon
which is less than €/3 for n sufficiently large.
Ar',i_%
VT/2
Theorem and the fact that A, ; is binomial, Y, ; , converges to a N(0,1) random variable as

Examining the first term of (5.27), we first define Y,.;,, = . By the Central Limit

r — 0o. Hence

Pr(Br,nS—l—l—g):Pr(mm Ymn_—l—l—g> :1—P7‘<m1n Ymn_—l—l—3>
n

1<i<n 1<i<

K\ ™ K
—1-pP (Y > 1 —) >1— o
T\ Irln = +3 =z 3

for n sufficiently large. We therefore have

2
(=1 + #/3)Pr(Byp < —1+#/3) < (—1 + g) (1 - g) <1+ ;

and hence, (5.27) reduces to E(B,,) < —1+ % + £ < —1 + x, which yields (5.26), thus
proving the theorem. O

Ezxperts Algorithms

We now give background on experts algorithms, which will be used as subroutines in our

algorithms. All results can be found in [26]. As a preliminary, we define a set of n actions
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A ={aq,...,a,} (we use the notation n because, in the next subsection, each expert will
correspond to selecting a different node as leader). We also define a sequence of loss functions
ly,... . by : A— Ry for time epochs 1,...,T. The loss for action a; in epoch i is defined to
be l;(a;).

An ezperts algorithm outputs an action a € A at each epoch i based on observations
of past losses {l;(a) : a € A, = 1,...,i— 1}, in order to minimize the total losses. The

effectiveness of an experts algorithm can be quantified using the regret, defined as follows.

Definition 5.2. The regret of an experts algorithm that chooses action aV) at time epoch
j is defined as
T _ T
Ré}:MJm_n%{Eyﬂw}
ac
i=1 =1

One such experts algorithm is given below as Algorithm Randomized-experts.

Algorithm 11 Experts algorithm with sublinear regret.
1: procedure RANDOMIZED-EXPERTS(.A)

2: Input: Set of actions A = {ay,...,a,}

3: Output: Actions W, ..., a® for epochs 1,...,T
4: Choose n € [0,1], w; < 1,j=1,...,n

5 pieii=1,....n

6: for Epochsi=1,...,7 do

7 Select a'?) from probability distribution p
8: Receive losses ¢;(a1),...,¢1(an)

9: for j=1,...,ndo

10: w; < w;exp (—nli(a;))

11: end for

12: p (lTW)_1 w

13: end for

14: end procedure
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Intuitively, the Randomized-experts algorithm maintains a probability distribution p €
R", where p; represents the probability of selecting action j. The algorithm assigns higher
weight, and hence higher selection probability, to actions that have generated low losses
in the past. Randomized-experts updates the weights according to an exponential rule.
While alternative update algorithms such as polynomial weighting have been studied, expo-
nential weighting schemes have been found to provide lower error in empirical and analytical

studies [26]. The following proposition characterizes the regret of Randomized-experts.

Proposition 5.2. The regret of the set a™V, ..., a'D) returned by the algorithm Randomized-

experts satisfies R(a(l), .. ,a(T)) <0 <\/ %)

Leader selection algorithms for unknown topology distribution

Our approach to solving the optimization problem (5.22) is based on the greedy algorithm
Select-k-leaders. In the unknown topology setting, however, the exact value of ft(S ) cannot
be computed. Instead, we use the experts algorithm Randomized-experts to estimate which
leader v; to add to the leader set at the j-th iteration of the algorithm.

The algorithm maintains a set of weights wg? fori =1,...,n,j=1,...,k, and each
time step m = 1,...,7. The weight w;} represents the current estimate of node ¢’s utility
when selected as the j-th leader node at time t,,. Initially, w% =1 for all 7 and j, since no
information is available regarding the effectiveness of each node as a leader. At step m, a set
of probability distributions «{",..., 7" is obtained by setting 77" (i) = w}}/ S w;7. The
leader set S,, for time interval [t,,, t;,+1] is obtained by first selecting a leader according to
distribution 77*. In general, the j-th leader is selected by choosing a node from V'\ S;_;
according to distribution 77", which can be viewed as selecting the leader according to an
experts algorithm where the weights are computed based on the convergence error during
previous time steps.

After stage m, the weights are updated in order to reflect the convergence error that
each node would have provided if it had acted as leader during [t,,,tm+1]. Define 2z, ;
to be fi(S% ') — fi(Si ' U {i}). The weight wi} is updated to wgfﬂ = fFmijwil, as in

algorithm Randomized-experts, where 8 € [0, 1] is chosen in order to vary the rate at
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which the algorithm adapts to changes in topology. For low [ values, a large convergence

error will result in a large penalty (i.e., a much lower weight) for a node. The algorithm is

summarized as Select-dynamic-leaders below.

Algorithm 12 Algorithm for selecting up to k leaders for time interval [t,,¢,+1] under

unknown topology dynamics.

1: procedure SELECT-DYNAMIC-LEADERS(V, k, w !, G(t,))

2:

3:

4:

10:

11:

12:

13:

14:

15:

16:

ij
Input: Set of nodes V', number of leaders k
Node weights wl’fj_l, ieV,j=1,...,k, topology G(t,)
Output: Leader set S, for state r, updated weights wi;, i €V, j=1,....k
i< 0,0V, j=1,... .k, S+ 0
for j=1,...,k do
fori=1,...,ndo
2f  Ji(SIT) = fu(SIT U i)

T
r=13%;
)

wg’j —w
end for
fori=1,...,ndo

Tij < Wij <ZUEV ij)
end for
v} <= choose i € V'\ S, according to 7}
Sy« SpU{vf}

end forreturn S,

17: end procedure

The following theorem describes bounds achieved on the regret of the algorithm Select-

dynamic-leaders.

Theorem 5.8. The algorithm Select-dynamic-leaders returns a sequence of sets Si,...,Sy

that satisfies

k
ft(Sh- .. 757’) S <1 - é) ft(S*) + éfma:c + ZRjy

J=1
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where S* = argmin {Zrmzl Fi(S|L(tn)) : |S] < k:} and the regret R; in choosing the j-th
leader is given by R; < % (\/meamrlnn + In n)

Proof. By Theorem 6 of [125], an algorithm for maximizing a submodular function f(S)

that introduces error R; from the greedy approach at each stage j, i.e.,
max f(SU{v}) ~ (SU {v;}) < R;
satisfies

15> (1-2) 157 - > A

Using the fact that ft(Sr) is supermodular as a function of S, (Theorem 5.3), setting
f(S) = fiaz — ft(S ) and rearranging terms implies that

k
. 1\ 2,00 1
ft(ST’) S <1 - g) ft(Sr) + gfma:c + Z;R]
‘7:
It remains to bound the regret R;. Lemma 4 of [52] yields the desired bound. O

Theorem 5.8 implies that, as the number of topologies r increases, the convergence error
of algorithm Select-dynamic-leaders reaches a constant factor of the optimal convergence
error. Indeed, Select-dynamic-leaders achieves the same optimality gap of (1 — %) as the
known topology distribution case. In other words, if the system designer observes the distri-
bution of the network topology for a sufficiently long time, then the convergence error with
the chosen leader set is equivalent to the convergence error when the topology distribution
is known in advance. The algorithm incurs a cost of O(nk) computations of f;(S) for each

network topology.
5.4 Numerical Study

We conduct a numerical study of our proposed approach using Matlab. We simulate a
network of 100 nodes, deployed uniformly at random over a 1000m x 1000m area. A
communication link exists between two nodes if they are within 300m of each other. The

weight matrix W of Equation (5.1) is chosen by selecting a weight Wj; for each link (i, 7)
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Figure 5.1: Comparison of random, maximum degree, average degree, and supermodular
leader selection algorithm Select-k-leaders for static networks. (a) The supermodular opti-
mization approach Select-k-leaders consistently provides the lowest convergence error, while
the average degree-based selection slightly outperforms random leader selection. (b) Eval-
uation of the selection of the minimum-size set of leader nodes to achieve a given bound
on the convergence error, as a function of the bound, for static networks. The supermodu-
lar optimization approach Select-minimal-leaders requires fewer leaders in order to satisfy
convergence error criteria.

uniformly from the interval [0, 50]. Each data point represents an average of 50 independent

trials. The number of leaders varies from 1 to 15.

Three types of network topologies are considered. The first type consists of a static
network topology with the parameters described above. In the second type, a topology with
the parameters described above is subject to link failures. As a result, the topology during
time interval [t,,, tymt1], with m = 1,...,8, is obtained by removing each link independently
and with equal probability from the underlying network. The probability of link failures
varies from 0 to 0.15. In the third type of network topology, the positions of the network
nodes vary according to a random waypoint mobility model [60]. In this model, the nodes
attempt to maintain a fixed position relative to a time-varying reference state. During
each time interval, the position of each node is equal to the sum of the reference state, the
desired relative position of that node, and a disturbance with magnitude chosen uniformly

at random from the interval [0,50]. The relative positions are chosen uniformly at random
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Figure 5.2: Comparison of random, degree-based, and supermodular optimization algo-
rithms Select-dynamic-leaders and Select-k-leaders for dynamic networks. (a) Impact of
random link failures on convergence errors. The convergence error for each scheme increases
along with the failure probability. Furthermore, for each failure probability, knowledge of
the distribution of link failures leads to lower convergence error than the unknown topology
case. (b) Convergence errors when the network topology varies due to random waypoint
mobility model with speed v = 100m/s. As the number of topologies increases, the algo-
rithm Select-dynamic-leaders adaptively updates the leader set, eventually providing error
comparable to the known topology case.

from the 1000m x 1000m area, while the reference state moves according to a random walk
with speed 100m/s. The number of time epochs varies from 1 to 8 in order to track the

performance of each simulated algorithm over time.

For each type of topology, leader selection is performed using four algorithms, namely,
random selection of leader nodes, selection of maximum-degree nodes as leaders, selection of
average-degree nodes, and leader selection via supermodular optimization. For the problem
of selecting up to k leaders in order to minimize convergence errors, the algorithm Select-k-
leaders is used, while algorithm Select-minimal-leaders is used to select the minimum-size
set of leaders in order to achieve a convergence error bound. In addition, for the two types
of dynamic topologies that are considered, a comparison between the algorithm Select-k-
leaders, which incorporates prior knowledge of the topology distribution, and the algorithm

Select-dynamic-leaders, which does not incorporate prior knowledge, is provided.
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The goal of the numerical evaluation is to address the following questions: (i) How does
the convergence error of the leaders selected using supermodular optimization compare with
state of the art leader selection algorithms? (ii) How does the number of leaders required by
each scheme vary as a function of the convergence error bound? and (iii) When the topology
distribution is unknown, does the algorithm Select-dynamic-leaders learn the distribution
and achieve convergence error comparable to the known topology case?

Question (i) is addressed for the static network case in Figure 5.1(a). The supermodular
optimization approach of algorithm Select-k-leaders selects leaders with less than half the
convergence error of random leader selection. We observe that, while the random, degree,
and average degree-based algorithms achieve comparable convergence error, selection of
random nodes as leaders slightly outperforms both degree-based schemes. Similarly, in
Figures 5.2(a) and 5.2(b) supermodular optimization of the leader set, using the algorithms
Select-k-leaders and Select-dynamic-leaders, results in lower convergence error than random
and degree-based schemes for dynamic topologies.

In order to investigate the gap between the minimum achievable convergence error and
the error provided by the supermodular optimization approach, we compute the minimum
convergence error for a single randomly generated network by iterating over all possible
leader sets. We find that the lowest achievable convergence error was 4.61, 3.82, and 3.23
for k =1, k = 2, and k = 3 respectively (larger values of k£ are not considered due to the
computation cost of iterating over all possible leader sets). By comparison, for this network
the supermodular optimization approach resulted in error of 4.61, 3.82, and 3.27 for k£ = 1,
k =2, and k = 3 respectively.

Figure 5.1(b) is related to Question (ii). The supermodular optimization approach of
algorithm Select-minimal-leaders requires less than half the number of leaders to achieve
an error bound of 1 than the next highest-performing scheme, which was random leader
selection. As in the case of selecting a fixed number of leaders, random leader selection
outperformed degree-based leader selection on average.

Figures 5.2(a) and 5.2(b) compare the convergence error for the supermodular optimiza-
tion algorithms, with and without prior topology information (Question (iii)). In the case of

random link failures (Figure 5.2(a)), prior knowledge in algorithm Select-k-leaders provides
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a consistent advantage over the case where no prior information is available, using Select-
dynamic-leaders. This is because the link failures occur independently at each time interval,
and hence the ability of the algorithm Select-dynamic-leaders to dynamically adapt to new
topology information does not lead to lower convergence error. When the topology changes
due to a mobility model (Figure 5.2(b)), the Select-dynamic-leaders algorithm eventually
achieves the same performance as the algorithm with prior knowledge as time progresses.
Given sufficient time intervals, Select-dynamic-leaders eventually learns which leader nodes

will provide the lowest convergence error under the mobility model that is used.

5.5 Conclusions and Future Work

In this chapter, we investigated leader selection for minimizing convergence error, defined
as the distance between the intermediate states of the follower nodes and the convex hull
of the leader states, in linear multi-node systems. We developed efficient algorithms for
leader selection through the following approach. First, we derived an upper bound on
the convergence error that is independent of the initial states of the network, and proved a
connection between the upper bound and a random walk on the graph. Using the connection
between convergence error and the random walk, we proved that the upper bound on the
convergence error is a supermodular function of the set of leader nodes. The supermodular
structure of the convergence error enables formulation and approximation of leader selection
as a discrete optimization problem, rather than relying on continuous extensions of the
problem.

We formulated two leader selection problems for MAS with static topology. In the first
problem, a fixed number of leaders is selected in order to minimize the convergence error.
In the second problem, the minimum-size set of leaders is selected in order to achieve a
given bound on the convergence error. We presented efficient algorithms for each problem,
and proved that both algorithms achieve an O(1) optimality gap with the lowest possible
convergence error.

We introduced a supermodular optimization approach to leader selection in MAS with
dynamic topologies, including the cases where the system designer has prior knowledge of

the distribution of the topology, as well as the case where the system designer has no prior
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information and must adaptively update the leader set over time. For the case where the
system designer has no prior topology information, we derived a lower bound on the con-
vergence error that can be achieved by any algorithm, as well as bounds on the convergence
error achieved by our approach.

Our results were illustrated through a numerical study, in which we compared our super-
modular optimization approach with random, average-degree, and maximum-degree leader
selection, for static networks, networks with random link failures, and networks with mobile
nodes. We found that the supermodular optimization approach significantly outperforms
the other algorithms. Furthermore, the numerical evaluation showed that the leader selec-
tion approach without prior topology information eventually achieves a convergence error

that is comparable to the algorithm with prior information.

5.5.1 Future Work

Joint Leader, Link Weight, and Network Topology Selection: The set of leader nodes is only

one factor that influences the convergence error in distributed networked systems. The net-
work topology and weights on the interactions between nodes also determine the convergence
rate. In [37], we proposed a convex relaxation approach for joint leader and weight selection,
with provable optimality under certain special cases. A more general approach that extends
these optimality guarantees is a topic of future work.

Optimizing Spectral Convergence Metrics: A variety of convergence rate metrics are re-

lated to the graph spectrum, including the mixing time of random walks on the graph
[80]. At present, submodular structure of these spectral convergence metrics has not been
investigated in the literature to the best of our knowledge. The connection between the
spectral properties and random walks on the graph may enable an approach analogous to

this chapter.

Leader Selection with Node Power Constraints: In applications where the nodes commu-

nicate via wireless networks, each node may have a power budget or cost associated with
acting as a leader. Hence, instead of a cardinality constraint, the goal may be to maintain a

total power budget below a given budget. Knapsack constraints are one possible approach
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to modeling these power budgets.
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Chapter 6

JOINT PERFORMANCE AND CONTROLLABILITY

The techniques for leader selection developed over the previous chapters are designed
to optimize performance criteria, including convergence error and robustness to link noise.
Another important design parameter is controllability, defined as the ability to drive the
network from any initial state to any desired state by controlling the leader node states.
Recently, polynomial-time algorithms have been proposed for selecting the minimum-size
set of leader nodes to ensure controllability [85], making use of results from [81] on the
theory of structural controllability. These approaches to input selection assume either that
the system matrices are fully known, or that only the structure of the system matrices is
known. In the latter case, the system matrix consists of zero entries and free parameters,
where the free parameters can take any arbitrary value. Many practical systems, however,
lie between these two extremes, with either a mixture of known and unknown matrix entries,
or structural relationships between the unknown entries (i.e., all of the entries of a row sum
to zero, as in the case of linear consensus algorithms [63]). In [29], it was observed that a
set of selected input nodes may not satisfy controllability if these structural properties are

not taken into account.

While input selection methods that incorporate system structure have been proposed for
specific applications such as consensus [55], a computationally tractable general framework
that guarantees controllability of structured systems remains an open problem. Moreover,
there is no design method for leader selection that incorporates both controllability and
performance metrics, such as robustness to link noise and convergence error. We aim to

address these problems within a unifying framework.

In this chapter, we develop a submodular optimization framework for input selection
based on joint consideration of performance and controllability. The submodular structure

implies that a variety of input selection problems can be solved up to a (1 —1/e) optimality
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bound, using algorithms that depend on the constraints of each problem. We first show that
selecting the minimum-size set of input nodes to satisfy controllability of structured linear
descriptor systems can be mapped to a maximum-cardinality matroid intersection problem,
leading to the first polynomial-time algorithm for ensuring controllability of such systems.
We then investigate selecting a set of up to k input nodes to maximize a performance metric
while satisfying a controllability constraint, and prove that this problem is equivalent to
submodular maximization with two matroid basis constraints. We develop a randomized
algorithm for solving a relaxed, continuous version of the problem with a (1—1/e) optimality
bound, which can be rounded to a feasible input set that satisfies controllability. As a third
problem, we relax the requirement that the system is controllable and select input nodes
based on a trade-off between performance and controllability. In this case, we prove that the
problem has the structure of submodular maximization subject to a cardinality constraint,
leading to (1 — 1/e) optimality bound.

We next study input selection when the complex network is strongly connected (i.e.,
there exists a directed path between any two nodes). We prove that, for almost all systems
with a given structure, the controllability of the networked system can be represented as
a single matroid constraint. Based on this result, we derive a linear-time algorithm for
selecting input nodes for controllability in structured linear descriptor systems, and prove
that this algorithm is guaranteed to select the minimum-size input set. We further show
that the problem of selecting a set of up to k£ input nodes to optimize performance subject
to a controllability constraint can be solved with optimality bound of (1 — 1/e) when the
network is strongly connected.

We investigate three special cases of our framework, arising from classes of structured
systems that have been studied in the existing literature, namely, linear consensus [63],
second-order integrator dynamics [114], and systems in which all nonzero parameters can
take arbitrary values [85]. We show that our general approach achieves at least the same
optimality guarantees compared to the current state of the art for each individual problem.
Our results are illustrated via numerical study in the special case of a consensus network.

This chapter is organized as follows. In Section 6.1, we present our system model,

definitions and sufficient conditions for controllability, background on submodularity and
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matroid theory, and examples of performance metrics that can be incorporated into our
framework. In Section 6.2, we develop our submodular optimization framework for input
selection in structured systems. Section 6.3 discusses input selection in strongly connected
network, and shows how connectivity improves the optimality bounds of our approach.
Section 6.4 presents three special cases of our framework found in the existing literature.

Section 6.5 contains a numerical study. Section 6.6 concludes the chapter.

6.1 Model and Preliminaries

In this section, we describe the system model and definitions of controllability considered.
We then present sufficient conditions for controllability from previous work based on ma-

troids and an auxiliary graph construction.

6.1.1 System Model

We consider a linear, time-invariant networked system with a total of n states, where x(t) €
R™ is the vector of states at time t. In the absence of any control inputs, the system

dynamics are described by

Fx(t) = Ax(t). (6.1)

Eq. (6.1) defines a linear descriptor system [42]. The matrices F' and A can be further
decomposed as F'= Qrp+Tr and A = Q4+ T4. The values of Qp and @ 4 are known, fixed
parameters. The matrices T and T4 are structure matrices, in which any nonzero entry
can take any arbitrary real value. We assume that the system defined by (6.1) satisfies

solvability, defined as follows.

Definition 6.1. An LTI system of the form (6.1) is solvable if for any initial state x(0) €
R™, there exists a unique trajectory {x(t) : t > 0} that satisfies (6.1).

We now describe the effect of control inputs on the system (6.1). A subset S of states
act as control inputs, i.e., for each state ¢ € S, there exists a control input u;(¢) such that
x;(t) = u;(t) for all t. The states in S correspond to the states of nodes that are controlled
directly by an external entity. In the following, without loss of generality, we assume that

the state indices are ordered so that states xg = (x1,x2,... ,:En_|s‘) do not act as control
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inputs, and states Xg = {Z,_|g|+1,---,Tn} act as control inputs. The system dynamics are

then given by

ERAWET0 ARr \ Ags xg(t) L[ Omeisixs u(t)

0 xs(t) O(n—15])x|5]| ‘ —Ii51xs] xs(t) Iis)xs

(6.2)

In (6.2), F is the (n—|S]) x n matrix consisting of the first (n—|S|) rows of F. The matrices

Aggr and ARrg consist of the first (n — |S|) and last |S| columns of the first (n — |S|) rows

of A, respectively. The vector u(t) is the control input signal. The last |S| rows of the
equation enforce the condition that z;(t) = u;(t) for all i € S.

As a notation, for a square matrix X € R™*" N(X) is a graph with n vertices, where

there exists an edge (¢, ) if Xj; is nonzero.

6.1.2 Definitions of Controllability

We now present the definition of controllability considered in this work, which can be found

in more detail in [113]. For general systems of the form
Fx(t) = Ax(t) + Bu(t) (6.3)
we first have the following lemma.

Lemma 6.1 ([140)). If the system (6.3) is solvable, then we can write x = [x; x2]T and

have matrices Fy, Fy, By, and Bg such that the dynamics (6.3) are equivalent to

X’l(t) = lel(t)—i-Blu(t)

Fgf(g(t) = X9 (t) + BQU(t)
We now define the concepts of admissibility and reachability.

Definition 6.2. An initial state x(0) is admissible if x(0) = —Z:-if)l Fiu(0), where
m is the degree of nilpotency of Fy and u9 is the i-th derivative of the input u. A state

x* is reachable if there exists t > 0, an admissible initial state Xq, and an input signal

{u(t’) : ' € [0,t]} such that x(t) = x* when x(0) = xg.
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We let R denote the set of reachable states. We are now ready to define the concept of

controllability.

Definition 6.3. The system (6.2) is controllable if, for any admissible initial state xo and
any reachable final state x* and time t > 0, there exists a control signal {u(t’) : ¢ € [0,t]}

such that x(0) = x¢ and x(t) = x*.
Finally, structural controllability is defined as follows.

Definition 6.4. The system (6.3) is structurally controllable if there exist values for the

free parameter matrices Ty, Ta, and Tp such that (6.3) is controllable.

Structural controllability holds if the system (6.2) is controllable for almost any choice
of the free parameters. Note that, if Q4 = Qr = 0, then Definition 6.4 reduces to that of

[85]. A matrix pencil interpretation is given by the following theorem.

Theorem 6.1 ([94]). The system (6.3) is structurally controllable if and only if there exist

free parameter matrices Tr, Ta, and Ty such that the following conditions hold:

(F, A, B) is solvable (6.4)
rank(A|B) = n (6.5)
rank((A — zF)|B) =n for all z € C (6.6)

We have assumed that (6.4) holds, since the system is solvable. It remains to find
equivalent or sufficient conditions for (6.5) and (6.6). The following lemma gives a matroid-

based sufficient condition for (6.5).

Lemma 6.2 ([94]). Let M(I|Q|Qp) denote the linear matroid defined by the fixed parame-
ter matrices Qa and Qp, and let M(I|Ta|TB) denote the matroid defined by the free param-
eter matrices Ta and Tg. Then rank(A|B) = n iff rank(M(I|Qa|Qp)V M(I|T4|TB)) = 2n.

In the following section, we give a graph construction, introduced in [94], that will be

used to derive sufficient conditions for (6.6).



114

6.1.8 Auziliary Graph Construction

We consider the following auxiliary graph constructed from (6.3). Define a matrix

w: Qa—Qr Qp

Q= x: I 0 (6.7)
u: 0 1
Here, w, x, and u denote indices, so that the first n rows are indexed w1, ..., w,, the second
n rows are indexed x1,...,x,, and the third k£ rows are indexed uq, ..., ug.

As an intermediate step in the construction, define a bipartite graph H with vertex set
Vg = {wr{,...,wg}U{:E?,...,xg}u{w?,...,wg}
and edge set
By ={(wl w®)i=1,....n}u{(w! a¥): (i,j) € N(Ta) UN(Tr)}.
The following lemma gives properties of matchings in this bipartite graph.

Lemma 6.3 ([94]). If the system (6.3) is solvable, then there exists a perfect matching m
on the graph H (i.e., a matching in which all nodes in {wl, ... wl} are matched) such that

the rows indexed in the set
J = {w; - m(wl) = wZQ} U{z; : m(w;f) = mZQ for some w;}
are linearly independent in 2.

Let J be a set satisfying the conditions of Lemma 6.3 with matching m, and let Q; be
a submatrix of Q obtained from the rows in J. We have that 7 is an n x (n + k) matrix
with full rank, and hence we can find rows J; such that Q;y, is a full-rank (n+k) x (n+k)
matrix. Let Q = QQ;& IR We index the columns of  in the set J U J;.

We now define the auxiliary graph G = (V, E‘) using the matrix . The vertex set is

equal to

V:{w-T:izl,...,n}U{wiQ:i:1,...,n}U{a:ZT:izl,...,n}u{x?:izl,...,n}

)

Uful ci=1,.. K} U{ul:i=1,... Kk},

)
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while the edge set is given by

)1 (i,§) € N(Ta) UN(Tp),m(w]) # 27}
U{(a%,wl) : (i,5) € N(Ta) UN(Tp), m(wl) = 29}
)i m(w]) # wl}U{(wd,wf) s mw]) = m(w?)}
wl uf):(i,5) € N(Tp)} U{(uf uf):j=1,...,n}

) iz e V\Jy € J Oy #0,Q, =0z € Jy}

Based on this graph construction, the following sufficient condition for rank(zF — A|B) =

n can be derived.

Lemma 6.4. Let
S_={v?:Q,; #0 for some j € J1}.

Let V" denote the set of nodes in V that are part of a cycle. If all nodes in V" are connected
to S_ in the graph G, then the condition rank(zF — A|B) = n holds for almost any values

of the free parameters.

The steps in the proof of Lemma 6.4 follow those in [94]. First, define a set of coefficients

on the edges E of graph G. The coefficient ~(e) on edge e € F is defined by

ri o= (wfw?)mwl) #wf
i, e = (], wd),mw]) = w?
G, e = (:L'ZT,iL‘ZQ),Z ¢ J
v(e) = ci, e= (a:;f,x?),z eJ (6.8)
1, e= (wZT,a;?),m(sz) # az?
-1, e=(w,z]),mw]) = :L'jQ
0, else

Now, let Q = QQ}&Jl and V— = {v? : Q,; # 0 for some j € J;}. The following appears
as Theorem 4.7 of [94], albeit with slightly modified notation.

Theorem 6.2. Let V denote the set of vertices that are not reachable to V=, and let G
denote the subgraph of G induced by V. Then the condition rank((zF — A)|B) = n holds
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for almost any choice of the free parameters if and only if the sum of the vy(e) along any

directed cycle in G is zero.
We now prove Lemma 6.4.

Proof of Lemma 6.4. If the condition of Lemma 6.4 holds, then V does not contain any
cycle. Hence the condition of Theorem 6.2 holds automatically, and we have rank((zF —

A)|B) = n for almost any free parameters. O
6.2 Problem Formulation - Input Selection for Performance and Controllability

In this section, we present our submodular optimization framework for selecting input nodes
based on performance and controllability. In order to provide computational tractability,
we first map the sufficient conditions of Lemma 6.2 and Lemma 6.4 to matroid constraints
on the input set. We present algorithms for selecting a minimum-size input set to guarantee
controllability. We then formulate the problem of selecting a set of up to k& input nodes to
maximize a performance metric while satisfying controllability. We prove that the problem
is a submodular maximization problem with two matroid basis constraints, and present
efficient approximation algorithms. For the case where the number of input nodes may
not be sufficient to guarantee controllability, we introduce a graph controllability index and
formulate the problem of selecting input nodes based on a trade-off between performance

and controllability.

6.2.1 Mapping controllability to matroid constraints

We derive matroid constraints for the set of non-input nodes that are equivalent to or
sufficient for the conditions of Theorem 6.1. As a first step, we develop an equivalent
representation of the dynamics (6.2), and prove that structural controllability of (6.2) is

equivalent to structural controllability of the equivalent dynamics.

Lemma 6.5. Define the dynamics
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where Ty is a diagonal matriz where the diagonal entries are free parameters. Then the

system (6.2) is structurally controllable if and only if (6.9) is structurally controllable.

Proof. Suppose that the system (6.9) are structurally controllable with (75);; = «; for some
real o;’s. For a given initial state xy and desired state x*, suppose that there exists a set of

control inputs uy(t),...,u(t) such that x(t) = x*. We have
oziui(t) + Z Aijlﬂj(t) = Z Fz‘jftj(t)a
J J
which is equivalent to
oziui(t) + Z Aijﬂfj(t) — Z Fijj}j(t) + l‘l(t) = l‘l(t) (6.10)
J J

Rearranging terms implies that z;(t) = @;(t), where 4;(t) is the left-hand side of (6.10).
Hence using ;(t) as the input signal implies that structural controllability is achieved for

the dynamics (6.2) as well. The proof of the converse is similar. O

Lemma 6.5 implies that it suffices to consider the conditions of Theorem 6.1 under
the equivalent system (6.9). We first define a matroid constraint on the set of non-input
nodes that is equivalent to (6.5). For the system (6.9), the condition rank[M(I|Qa|Qp) V
M([I|T4|TB])] = 2n of Lemma 6.2 is given by

rank[M([[Qal0]) v M([I|Ta|TB(S)])] = 2n,

where Tp(S) is a diagonal matrix with a free parameter in the i-th diagonal entry for i € S
and zeros elsewhere. In order to establish a matroid constraint for Lemma 6.2 we have the

following lemma.

Lemma 6.6. The function
p1(S) = rank(M([I|Qa|0]) v M([I|Ta|T5(S)])) — rank(M([I|Qa]) vV M([I|Ta]))
s a matroid rank function.

Proof. First, note that p;()) = 0. Next, consider p;(S U {v}). Let p° denote the rank
function of (M(I|Q4|0) V M([I|Ta|T5(S)])), and let #7 and 75 denote the rank functions
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of M([I|QA|0]) and M([I|T4|T5(S)]), respectively. We have p1(S U {v}) = g1} (V). Let
X* be the set that minimizes 7{'(X*) 4+ 75 (X*) +n — | X*|. Observing that 7§ = ffu{v}, we

have

[)SU{U}(V) _ m‘}H {,f,ISU{U} (X) + fzsU{v}(X) +n— |X|}

PO 0 X - (XY

IN

= () + i X - X

< X))+ 10— X =p0(V) + 1= pi(S) +1
Hence p1(S U{v}) < p1(S) + 1. On the other hand, for any set X C V,

A0 + X e X = 00+ (X 40— X

> (X)) + 75 (X) +n—|X|

and so p1(S U{v}) > p1(S). Finally, suppose that pi(SU{v}) = p1(SU{w}) = p1(S). Let

X be the set that minimizes ffu{v} (X)+ fgu{v} (X)+n—|X|. We then have

X)) + 0 - X
= 00 + 570 40— X

= A 00) + ) £ X = pi(SU (o))
Since p;(S) satisfies the three criteria of Lemma 2.9, it is a matroid rank function. O

We let M; denote the matroid with rank function defined by p;(S) from Lemma 6.6.
The following corollary allows us to express rank([A|B]) = n as a matroid rank condition

on the set of input nodes.

Corollary 6.1. Let M; be the matroid with rank function defined by p1(S) from Lemma
6.6. Then the rank condition rank(A|B) = n holds for input set S if and only if p1(S) =
2n — rank(M([I|Q|0]) v M([I|T40])).

Proof. By Lemma 6.2, the condition rank([A|B]) = n is satisfied if and only if rank(M ([I|Q 4|0])V
M([I|T4|Tp(S)])) = 2n. Combining with the definition of p;(S) completes the proof. O
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Finally, we express rank([A|B]) = n as a matroid constraint on the set of non-input

nodes.

Lemma 6.7. The condition rank([A|B]) = n holds if and only if the set of non-input nodes
R satisfies R € M3, the dual of the matroid induced by rank function pi(S).

Proof. Let p} denote the rank function of the dual matroid M7j. We have pj(R) = p1(V'\
R) + |R| — p1(V), which is equivalent to p1(S) = pi(R) — |R| + p1(V). The constraint of
Corollary 6.1 is equivalent to p;(S) > p1(V), which is in turn equivalent to pj(R) > |R].
This, however, holds only when R € MJ. O

We now turn to the constraint that rank(A — zF|B) = n (Eq. (6.6)). The following

intermediate lemma is the first step in our approach.

Lemma 6.8. There exists a graph G' = (V', E"), which can be constructed in polynomial

time, such that the auziliary graph G= (V,E) corresponding to system (6.9) is given by

Vo= vuful, . ul Yo, ul) (6.11)

E = Eu{@lu®):i=1,... k}u{(wl,u]):ies} (6.12)

17" (A

In this graph, the set J; = {u?, e ,ug} and the condition of Lemma 6.4 is satisfied if each

node of V' that belongs to a cycle in G’ is reachable to a node in {w;f :1 € S} in the graph

G.

Proof. The matrix 2 corresponding to (6.9) is given by

Qa—QrF O
Q= I 0
0 I

By solvability of (6.9) and Lemma 6.3, we can select n linearly independent rows J from

the first 2n rows of 2. Let ¥ denote the matrix consisting of these linearly independent

rows. The matrix € ; can be completed to a full-rank matrix by selecting J; = {uq,...,ux},
giving
. vt o0
QJUJ1 = ) QJUJ1 =
1 0 I
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Note that the matrix QQ}&J s, does not depend on the input set S. Let G’ denote the
auxiliary graph when S = (). By construction, the auxiliary graph G with a non-empty
input set S is given by (6.11) and (6.12), since adding nodes to S simply adds edges to
N(TB).

To prove that reachability to the nodes {w} :4 € S} is sufficient, note that it suffices that
each node is reachable to J; = {u?, e ,ug} by Lemma 6.4. Since each node in {w} :i € S}

is reachable to Ji, it suffices for all other nodes to be reachable to {w! : i € S}. O

As a consequence of Lemmas 6.4 and 6.8, to ensure that rank(zF — A|B) = n, it suffices
to select an input set S such that each node in G’ is reachable to {w! : i € S}. In order to
select such an input set, we define an equivalence relation ~ on the nodes in V' as i ~ j if
node i is path-connected to node j in G’ and vice versa. We let [i] = {j : i ~ j}, and define
V ={[i] :i € V} (so that V is the quotient set of V under the relation ~).

Define the graph G = (V, E) by (i,j) € E if there exists i’ € [i] and j' € [j] such that
(i',7) € E. Note that G is a directed acyclic graph. We let V" denote the set of isolated

nodes, i.e., nodes that have no incoming edges in G.
Lemma 6.9. All nodes in V are connected to S iff for each [i] € V', sn [i] # 0.

Proof. We first show that if SN [i] # 0 for all [1] € V', then all nodes in V are connected
to S. Let v e V. If v € [i] with [i] € V', then there exists j € SN [i] such that j is path-
connected to v. If v € [i] with [i] ¢ V', then there are nodes i’ € [i] and j; € [j1] for some
[j1] € V such that (ji,i') € E. Now, either [j;] € V' or there exists J1 € [71] and ja2 € [jo]
such that (j2,j}) € E. Since the graph G is acyclic, there exists a sequence of components
(i), [j1), - -, [iz), with ([jiza], [71]) € E and [jz] € V'. This sequence of components defines a
directed path from a node v’ € S to v.

Now, suppose that all nodes in V are connected to S. For each v € [i], with [i] € V’,
v must be connected to at least one input node. Since [i] € V', only other nodes in [i] are

connected to v. Hence we must have S N [i] # 0. O

Lemma 6.9 enables us to express the connectivity criterion as a matroid constraint.

First, define a function po(S) = |{[i] € V' : [{]N S # 0}|. The following lemma describes the
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rank condition in terms of function ps(S).

Lemma 6.10. Let ¢ = ]V’]. The function p2(S) is a matroid rank function, and all nodes

in'V are connected to S iff pa(S) = c.

Proof. The function py(S) is a matroid rank function because p2(0)) = 0 and (p2(SU{v}) —
p2(S)) € {0,1}, with pa(SU{v})—p2(S) = 1 iff there exists i such that v € [i] and SN[i] = 0.
Furthermore, py(S) = c if and only if for every [i] € V', S [i] # 0, which is exactly the

condition of Lemma 6.9. O

Let My denote the matroid induced by rank function py(.S). We are now ready to state

a sufficient matroid constraint on R for the condition (6.6).

Lemma 6.11. Let M3 be the dual of the matroid induced by p2(S). If the non-input nodes
R satisfy R € M3, then the condition rank((zF — A)|B) = n is satisfied.

Proof. The rank function p3(R) of M3 can be written as p5(R) = p2(V \ R)+ |R| — p2(V) =
p2(S) + |R| — ¢, or equivalently, p2(S) = p5(R) + ¢ — |R|. Hence pa(S) = ¢ is equivalent to
p5(R) = |R|, which holds if and only if R € M3. O

We combine the results of Lemmas 6.7 and 6.11 to yield the following theorem.
Theorem 6.3. If R € M;NMj3, then the system is controllable from input set S =V \ R.

Having defined matroid-based sufficient conditions for controllability, we will next for-
mulate the problem of selecting the minimum-size input set to guarantee structural control-

lability.

6.2.2 Minimum-Size Input Set Selection for Structural Controllability

Selecting a minimum-size set S to satisfy structural controllability is equivalent to selecting
a maximum-size set R = V'\ S that satisfies controllability. Based on Theorem 6.3, the prob-
lem of selecting the minimum-size set of input nodes to guarantee structural controllability
can be formulated as

maximize {|R|: R € M],R € M5}. (6.13)
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Lemma 6.12. A minimum-size set of input nodes satisfying structural controllability can

be obtained in polynomial-time.

Proof. The problem of selecting a minimum-size set of input nodes to satisfy structural
controllability is formulated as (6.13). Eq. (6.13) is a matroid intersection problem, which
can be solved in time O(n®?7), where 7 is the time required to test if a set R is in M? and

M [120]. The independence of R in each set can be evaluated in polynomial time. O

Algorithm 13 gives a polynomial-time procedure for solving (6.13) using the maximum
cardinality matroid intersection algorithm of [120, Ch. 41]. Lemmas 6.6 and 6.11 and the
above discussion generalize the main result of [85] from free matrices to systems with a mix

of free and fixed parameters.

6.2.8 Input Selection for Joint Performance and Controllability

We now consider the problem of maximizing a monotone performance metric f(.S) while
satisfying controllability with a set of up to k input nodes. Based on Theorem 6.3, the

problem formulation is given by

maximizegcy  f(5)
s.t. |S| <k
(V\S
(VS

(6.14)
) € Mj
) € M5
Eq. (6.14) is a combinatorial optimization problem, making it NP-hard to solve in the

general case. The following lemma describes an equivalent formulation to (6.14).

Lemma 6.13. Define r1 = rank(M;i) and ro = rank(Msy). Let My = MV Uk—r, and
My =My V Uk—r,, with By and B denoting the sets of bases of My and Mg, respectively.

Let S* denote the optimal solution to the problem

mazimizescy  f(5)

R R (6.15)
s.t. SeBinNBby

The set S* is the optimal solution to (6.14).
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Proof. First, we have that the optimal solution to (6.14) satisfies |S| = k. If not, then since
f(S) is monotone, we can add elements to S and increase the value of f without violating
the constraints (V' \ S) € M7 and (V' \ S) € M3. Furthermore, if R = (V' \ §) € M7, then
R can be completed to a basis R of M%, and we have (V \ R) C (V \ R), implying that
S = (V\R)US for some set S with |S| =k —r;. Since R is a basis of M}, V' \ R is a basis
of M1, and hence S € By. A similar result holds for M.

Now, consider S* € By N By. By construction rank(M;) = rank(Ms) = k. We can
therefore write S* = S7 U Sf, where S} is a basis of M; and |Sf| = k — 7. Since Sf is a
basis of My, we have (V' \ S7) € M3, and thus the set R = (V' \ §*) C (V \ ST) € Mj,
implying that R = (V' \ S*) € Mj. A similar argument implies that (V \ S*) € M5. O

By Lemma 6.13, solving (6.14) is equivalent to solving (6.15). We present a two-stage
algorithm for approximating (6.15). In the first stage, the algorithm solves a relaxed,
continuous version of the problem. In the second stage, the algorithm rounds the solution
to an integral value satisfying the constraints of (6.15).

The algorithm is defined as Algorithm 14 below. It contains two subroutines, namely,
MAX WEIGHTED _BASIS and SWAP_ROUND. The subroutine
MAX_WEIGHTED_BASIS takes as input two matroids M’ and M” with the same ground
set V' (with |[V] = n), as well as a weight vector a € R™, and outputs a set I € B(M') N
B(M") such that 3, ; a; is maximized (provided at least one common basis exists). Poly-
nomial time algorithms for finding such sets are well-known [120, Ch. 43].

The subroutine SWAP_ROUND takes as input a vector r in the common base polytope
of two matroids M’ and M”, and outputs a set I € B(M’) N B(M”). The algorithm is
randomized with the output satisfying E(f(I)) > F(r). The swap round algorithm was
proposed in [31].

In Algorithm 14, the 1(I(t)) denotes the incidence vector of set I(t), which has a 1 in
the i-th entry if ¢ € I and 0 otherwise. The following theorem describes the optimality
bound of Algorithm 14.
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Theorem 6.4. Algorithm 14 runs in polynomial time with complexity O(tn%). Letting S*
denote the optimal solution to (6.14), the vector y(1) returned by the continuous relazation
satisfies F(y(1)) > (1 — 1/e)f(S*), where F is the multilinear relaxation of f(S). The

rounded solution S is a feasible solution to (6.14).

In order to prove Theorem 6.4, we first prove a sequence of lemmas, which will establish
that F'(y(1)) > (1 —1/e)f(S*). The lemmas follow Lemmas 3.1-3.3 of [22], however, the
results of [22] are for a single matroid constraint, instead of two matroid basis constraints

as in Theorem 6.4.

Lemma 6.14. Let y € [0,1]" and let R C V denote a random set such that j € R with

probability y;. Then

f(S*) < F(y)+  dhax J; E(fr(7)),

where fr(j) = f(RU{j}) — f(R).

Proof. By submodularity, we have that f(S*) < f(R) + 3 ;c¢« fr(j). Taking expectation
over R yields
f(S7) < E(f(R) + ; E(fr(j)) < F(y) + I}lggze;E(fR(j)),
Jjest J

as desired. ]

Lemma 6.14 establishes an optimality result for an idealized version of Algorithm 14
where computation is performed over the actual values of E(fr(j)) instead of estimates
computed via random sampling. The following lemma introduces bounds on the errors

introduced by sampling.

Lemma 6.15. With high probability, at each time t the algorithm finds a set I(t) such that
> E(faw () = (1-2k6)f(S*) - Fy(1)).
JEI(t)

The proof is identical to Lemma 3.2 of [22] and is omitted. Finally, we prove the

optimality bound on the solution to the continuous relaxation.
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Lemma 6.16. With high probability, the fractional solution y(1) found by solving the con-

tinuous problem satisfies

The proof follows that of Lemma 3.3 of [22]. We now prove Theorem 6.4.

Proof of Theorem 6.4. The fact that F(y) > (1 — %) f(S*) follows directly from Lemma
6.16. The feasibility of S follows from the SWAP_ROUND algorithm, which preserves
membership in the bases of both matroids at each iteration and returns an integral solu-
tion, corresponding to a common basis of B and By. The complexity of the procedure is
dominated by the solution of the continuous problem, which is in turn determined by the
cost of computing the maximum weight matroid intersection at each iteration. Since there
are O(n?) iterations and the maximum weight matroid intersection has complexity O(rn?)

[120], where 7 is the cost of testing independence in M, and Mg, the overall complexity is

O(7nd). n

The following theorem provides additional optimality guarantees when the objective

function f(S) is linear.

Theorem 6.5. If the function f(S) is of the form f(S) = > .cq7i for some real-valued

weights Ty, ..., Ty, then the solution to (6.14) can be obtained in polynomial time.

Proof. 1f the function f(S) is of the form f(S) = > . o7, then (6.14) is equivalent to

€S
maximizing a modular function subject to two matroid basis constraints. For problems
of this form, the Edmonds weighted matroid intersection algorithm provides an optimal

solution in polynomial time [120]. O

6.2.4 Selecting Input Nodes for Performance-Controllability Trade-Off

In this section, we study input selection based on a trade-off between performance and
controllability, instead of treating controllability as a constraint that must be satisfied.
This maximization may be beneficial when the number of input nodes k is insufficient to

guarantee controllability.



126

We first introduce two graph controllability indices (GCIs) that can be traded off with a
performance metric in order to maximize the level of performance and controllability. The

first controllability index ¢1(S) is given by
c1(S8) = max {|V'| : rank(A(V")|B(V")) = [V'|}, (6.16)

where A(V’) and B(V’) are sub-matrices of A and B consisting of the rows and columns
indexed in V’. Intuitively, ¢;(S) is the size of the largest subgraph of V such that the
zero modes of all nodes in the subgraph are controllable. The second GCI quantifies the
controllability of the nonzero modes, characterized by the constraint rank(zF' — A|B) = n.
We define c2(S) by

¢2(S) = |{i € V i is reachable to u in G}| (6.17)

where G is defined as in Section 6.1.3. The function ¢y(S) quantifies the number of nodes
that are reachable to the input nodes, and hence satisfy controllability of the nonzero modes.
If ¢1(S) + c2(S) = 2n, then both the zero and nonzero modes of all nodes are controllable,
and hence controllability is satisfied. Otherwise, the problem of joint maximization of

performance and controllability can be formulated as

maximizescy  f(S) + n(c1(S) + c2(9))
s.t. |S| <k

(6.18)

The trade-off parameter n > 0 is used to vary the relative weight assigned to performance
or controllability criteria. When 7 is small, then nodes are selected for performance alone; at
the other extreme, when 7 is large, nodes are primarily selected to maximize controllability.

The following result is the first step in deriving efficient algorithms for solving (6.18).
Theorem 6.6. The functions c1(S) and c2(S) are submodular as functions of S.

Proof. The function ¢;(S) is equal to the maximum-size set of non-input nodes with con-
trollable zero modes from the input nodes, plus the number of input nodes. This can be
written as ¢1(S) = p1(V'\S)+|S], where p; is defined as in Lemma 6.6. Since p; is a matroid
rank function, p; is submodular and hence p1(V '\ ) is submodular as well by Lemma 2.6.
Since the sum of submodular functions is submodular, p1(V '\ S) + |S] is submodular as a

function of S.
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It remains to show submodularity of co(S). Let S C T, and suppose that v ¢ T. We
have that co(T U {v}) — c2(T) is equal to the number of nodes that are reachable to v, but
not to any node in 7T'. Since S C T, any node that is not reachable to 1" is automatically not
reachable to S. Hence, any node that is reachable to v but not any node in 7' is also reachable

to v but not any node in S, implying that co(T' U {v}) — co(T) > co(S U {v}) — e2(S). O

A greedy algorithm for approximating (6.18) is as follows. The set S is initialized to
be empty, and the algorithm proceeds over k iterations. At the i-th iteration, the element
v € V maximizing f(S U {v}) + n(c1(S U {v}) + c2(S U {v}) is selected and added to S,
terminating after k iterations. The following theorem gives an optimality bound for this

algorithm.

Theorem 6.7. The solution S obtained by the greedy algorithm satisfies (f(S)+n(c1(S) +
2(5))) = (1 —1/e)(f(S*) +n(c1(S*) + c2(S*))), where S* is the optimal solution to (6.18).

Proof. Since f(S), c1(S), and c2(S) are submodular and monotone as functions of S, the
function f(S) + n(c1(S) + c2(S)) is monotone and submodular. Hence, Theorem 4.1 of [96]
implies that the greedy algorithm returns a set S satisfying a (1 — 1/e)-optimality bound

with the optimal set S*, thus completing the proof. O
6.3 Input Selection in Strongly Connected Networks

The input selection algorithms of the previous section hold for any arbitrary structured
linear descriptor system. In this section, we investigate the case where the graph induced
by the system matrices F', A, and B is strongly connected, i.e., there exists a directed
path from any node ¢ to any node j. In this case, there is additional problem structure
that reduces the complexity and improves the optimality bounds of our input selection
algorithms. The following lemma gives system properties that hold with high probability

for strongly connected networks.

Lemma 6.17. If the graph induced by (F, A, B) is strongly connected and
rank(A|B) = n, then the condition rank((zF — A)|B) = n holds for almost any fixed param-

eter matrices Qr, Qa, and Qp.
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Proof. If rank(A|B) = n, then det (zF — A) # 0 for all z € C, except for some complex

numbers z1,. .., 2,. Consider z; such that det (z;F' — A) = 0. We have that

det (zF — A) = Y [[ (zF = A)jo()-

oeSy j=1
We observe that each o corresponding to a nonzero term of the summation induces a
decomposition of the graph into cycles ji, ..., jm, in which ji11 = o(j;) and j; = 0(jm). If
the determinant is zero, then there exist at least two such decompositions, corresponding
to distinct permutations o and o', with products of weights that sum to zero.

Suppose that the [-th column of the matrix (z;F'— A) is linearly dependent on the other
columns. Suppose that the column is replaced by one of the input columns from B. Since
the graph is strongly connected, a new cycle is induced by adding the input column. For
almost all values of the free parameters of B, the cycle will not cancel out with the other

cycles in the graph, and hence the determinant will be nonzero. O

If rank((zF — A)|B) = n, then only the constraint (V' \ S) € M7 must hold. We now
describe how this additional problem structure improves the runtime and optimality gaps
of each of the input selection problems considered.

6.3.1 Minimum-Size Input Set Selection in Strongly Connected Networks

In the strongly connected case, the minimum-size input set selection problem reduces to

maximize |R|

s.t. R e Mj

(6.19)

The following algorithm can be used to compute the solution to (6.19). Initialize the set
R=10,andlet V ={1,...,n} be the set of possible input nodes. The algorithm iterates over
all nodes in V, starting with the node indexed 1. For each node i, test if (RU{i}) € M].

If so, set R = RU {i}. The algorithm terminates after all n nodes have been tested.

Lemma 6.18. When the network is strongly connected and the condition of Lemma 6.17
holds, the greedy algorithm returns the minimum-size input set to guarantee controllability

within O(n) computations of the matroid independence condition R € Mj.
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Proof. Let B be the set of bases of M]. We define a lexicographic ordering on the sets
R € B as follows. Let Ry, Ry € B, and write Ry = {a1,...,a;,} and Ry = {b1,...,bn},
where a1 < ag < --- < ay, and by < by < --- < b,,. We let Ry < Ry if there exists 7 such
that a; = b; for j <i and a; < b;. We have that < induces a total ordering on B, since for
any Ry and Ry with Ry # Rs, we have Ry < Ry or Ry < Rj.

Let R* denote the set in B that is minimal under the ordering <. We show that the
algorithm described above outputs R*. Let R* = {a1,...,an}, and let R = R*N{1,...,i}.
Finally, let R; denote the set computed by our algorithm at iteration i. We prove by
induction that R} = R; for each i.

We have Ry = R trivially. Now, suppose R; = R; ;. We have two cases. First,
suppose that ¢ € R*. Since R,y U{i} = R} ;U {i} = R} and R} C R*, we have that
(Ri—1 U{i}) € Mj. Hence the algorithm will add i to the set, and R; = R.

Now, suppose that i ¢ R*, and suppose that R' # R;. By inductive hypothesis, we
must have that ¢ € R;, which occurs if and only if R; = (R;—1 U {i}) is independent in
M. Since Mj is a matroid, we can complete R; to a basis R € B. By definition of the <
ordering, R =< R*, contradicting the assumption that R* is minimal under the ordering <.
This contradiction implies that ¢ ¢ R;, and so R; = R}.

Continuing inductively until ¢ = n, we have that R, = R} = R*. Since R, is equal to
R* € B, R, is a basis of M7, and hence is a solution to (6.19). The O(n) runtime follows
from the fact that the algorithm makes one independence check per iteration over a total

of n iterations. O

The additional problem structure in the strongly connected case leads to a simplified

algorithm with reduced runtime compared to Algorithm 13.

6.3.2 Joint Performance and Controllability Input Selection in Strongly Connected Net-

works

When the system graph is strongly connected and the conditions of Lemma 6.17 hold, the

complexity and optimality bounds of input selection for joint performance and controllability
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are improved. With this additional structure, the problem formulation is given by
maximize f(S5)
s.t. S| <k (6.20)
(V\S) e Mj

The following lemma gives an equivalent formulation to (6.20).

Lemma 6.19. Let 4 = rank(M1) and define My =MV Uk—r,. If the objective function

f(S) is monotone, then the optimization problem (6.20) has the same solution as

mazimize  f(S)

R (6.21)
s.t. S e My

Proof. Let S* and S denote the optimal solutions to (6.20) and (6.21), respectively. We
observe that both |S*| = |S| = k by monotonicity of f(S). We show that if |S| = k, then the
conditions (V' \S) € M* and S € M are equivalent. First, suppose that (V'\ S) € M. Let
R* = (V\ S) € M}. The set R* can be completed to a basis of M*, denoted R = R* U R/,
and so we have S = (V\ R)U (V \ R'). Now, (V\ R) € M; and |V \ R| = k — r1, and so
S e M.

Suppose that S € M; and |S| = k. Since |S| =k, S is a basis of M, and so S can be
written as S = 51U .Sy where S; € Mj. Hence (V'\ S) C (V'\ S1) € M7, and so the second
constraint of (6.20) is satisfied. O

Convex relaxation approaches have been proposed for solving matroid-constrained mono-
tone submodular maximization problems [22, 31]. One such approach is to replace Line 12
in Algorithm 14 with a subroutine that computes the maximum-weighted basis of a matroid
(such a basis can be computed efficiently using a greedy algorithm). It was shown in [22]

that this algorithm achieves a (1 — 1/e) optimality bound.

6.3.8 Performance-Controllability Trade-Off in Strongly Connected Networks

In the strongly connected network case, we define the graph controllability index (GCI)
¢(S) = max {|V’| : V' controllable from S}.

The following lemma provides additional structure on ¢(S).
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Lemma 6.20. The function ¢(S) = &(S) + ¢, where ¢ is a constant and &(S) is a matroid

rank function.

Proof. The largest controllable subgraph of G corresponds to a subset of states such that,
for the matrix A’ with columns indexed in V', we have rank(M([I|Qa/|0] V [I|T4/|T5(S)]) =
2|V’|. This subset of columns, however, is exactly the maximum-size independent set in
(M(Z|QAO)VM(UI[Ta[TE(S)])), and the value of ¢(S) is rank(M([I|Qa[0)V MU Ta[Tp(S)]))-
By Lemma 6.6, the rank is equal to the rank of M([I|Qa])V M([I|T4]) plus a matroid rank

function of S. O

The problem of selecting a set of up to k£ input nodes to maximize both a performance

metric f(S) and the GCI ¢(S) is formulated as

maximize f(S) + nc(S)
s.t. IS] < k

(6.22)

As in the general case, a greedy algorithm for maximizing f(S) + ne(S) is guaranteed to
return an input set S* such that f(S*)+nc(S*) is within a (1 —1/e) factor of the optimum.
Moreover, when the performance metric f(S) is identically zero, so that only controllability

is optimized, we have the following result.
Lemma 6.21. If f(S) = 0, then the greedy algorithm returns the optimal solution to (6.22).

Proof. For the problem of maximizing a matroid rank function subject to a cardinality
constraint, the greedy algorithm is known to return an optimal solution [104]. If f(S) =0,
then by Lemma 6.20, Eq. (6.22) is equivalent to maximizing a matroid rank function subject
to a cardinality constraint, and hence the greedy algorithm returns the optimal input set

S. O
6.4 Special Cases of Our Approach

In this section, we consider three special cases of our framework, namely systems with linear
consensus dynamics, networked systems where each node has second integrator dynamics,

and systems where all parameters are free.
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6.4.1 Linear Consensus Dynamics

We first consider a network of N nodes where each node i € {1,..., N} has a state z;(t) € R.
The state dynamics of the non-input nodes are given by @;(t) = — 3 ;e n(;) Wij(@i(t) — x;(¢)),
where W;; are nonnegative weights. In [55], it was shown that, by introducing a set of states
{3:5 :j=1,...,M}, where M is the number of edges in the network, the system can be
written in the form (6.3) as

I 0 x(t 0 K x(t

0 _ @ (6.23)

00 x€(t) K W x°(t)
In (6.23), K is the incidence matrix of the graph and K is the transpose of the incidence
matrix. W is a diagonal matrix with e-th entry equal to the weight on edge e. We assume

that the weights W are free parameters, so that Qr, Tr, Q4, and T4 are given by

I 0 0 K 0 O
Qr = , Qa= , Ty = : (6.24)
0 0 K;r 0 0o w

As a first step towards analyzing this class of system dynamics under our framework, we

consider the condition of Lemma 6.4. For this system, the matrix € of Section 6.1.3 is equal

to
W -I K 0
w° Kr 0 0
Q= x I 0 0 (6.25)
x° 0 I 0
u 0 0 I

We use w® and x° to denote the auxiliary graph nodes corresponding to the states x°(t).
We observe that in the augmented graph, since the weight matrix is diagonal, there is a
directed edge from w?’T to x?’T for all edges indexed j = 1,..., M. We have the following

intermediate result.

Lemma 6.22. The matching m with m(wj’T) = x?’T forallj=1,...,M and m(w?) = w®

foralli=1,... N satisfies the conditions of Lemma 6.3.
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Proof. The matching m is valid under the construction of Section 6.1.3. The rows of {2 from

(6.25) indexed in J = {ij cj=1,...,M}U {wZQ :i=1,...,N} form the matrix

-1 K
QJ = )
0 I
which has full rank. O
We can then compute QQ;&J g, s
1 0 O
-K; KiK 0
Qb= -1 K 0 (6.26)
0 I 0
0 0 I

The graph G’ = (V’, E’) of Lemma 6.8 defined by Eq. (6.26) is described by the following

lemma.

Lemma 6.23. For the system (6.23), the edge set E' of Lemma 6.8 is defined by

= (i,5) for some j € VYU {(22,29) : e = (i, ) for some j € V'}

Z ? 6

w;) e
u{(w§ Q,) : edges e and € have a node in common}

U{(@59,257) cj =1, My u{ (T wi?) i =1, M}

J J

Proof. Considering the edge set of the auxiliary graph defined in Section 6.1.3, the set
{(wZT,:EJQ) (i,7) € N(T4)UN(Tg), m(wl) # $Q} is empty, while the set {(xQ wl):(i,7) €
Ty _ Q0 ; e,Q . ,Q
N(Ta)UN(Tr),m(w; ) =z} is equal to {(z}, 2} DF j=1..., MyU{(w] ):ij=
., M}. The set {(wZ-T,wZ-Q) :m(w]) # wZQ} U {(wl ;wl) cm(w!l) = m(wZQ)} is equal to

(3
{(w]e_’T, eQ) j=1,. M}U{(w?,w;.f):izl,”.,]\[}‘

It remains to compute the set {(z%9,y?) : z € 1% \ J,y € J, wa £0,Qp, =0Vze Ji .

This set is defined by the off-diagonal entries of Q07 Ju., from (6.26). The entries from w; &

Q

to w,;? correspond to the entries of the incidence matrix, and hence there is a nonzero entry
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if and only if edge j is incident to node i. A similar argument holds for the (ZEZQ, :EjQ) edges.

Finally, an edge (wj’Q, w]e.,’Q) is formed if (K7K);;» # 0. This matrix is the edge Laplacian,

which has a nonzero entry if and only if either j = 5/, or edges j and j’ are incident to the

same node. O

This description of the graph G’ enables characterization of the input-connected nodes

inV.

Lemma 6.24. The nodes xiT, wl

i and wiQ do not belong to any cycle in G'. A node az?

is input-connected in G' if and only if i is input-connected in the graph G induced by the

T T
e, el e

consensus dynamics. A node ), w7, or w;’Q is input-connected in G’ if and only

if edge j is incident on a node that is input-connected in the consensus network G.

Proof. By Lemma 6.23, w} and wiQ are only connected to each other, and hence are not
T

part of any cycle since the link is directional. Similarly, the nodes z; cannot belong to any
cycle, since they have no incoming edges.
Now, suppose that there is a path from node i to an input ¢’ in G. Let (i,41), ..., (ir,7)

denote one such path, and let jg,...,Jj, denote the indices of the edges on the path. Then

there is a path 7 from az? to wZ;, given by
r—1
) k) 7T 7T 7T 7T ) ) )
= (x?’x;OQ) U U {(leQ’x;l )’ (x;l ’wjl )’ (w;l ’w;lQ)’ (w;zQ’szfl)}
1=0

U{(5?, wd), (i)} (6.27)

For the other direction, we have that any path from xZQ to wg has the form of (6.27),
and hence defines a path from ¢ to ¢’ in G. Finally, suppose that edge j is incident on node
i and that there is a path from a node ¢ to an input ¢’ in G. Let (,41),..., (ir,i') denote
one such path, and let jg,...,j. denote the indices of the edges on the path. For node w;’Q,

there is a path given by

r—1
) k) k) 7T 7T 7T 7T ) b )
= (w;Q’xpo) U U {(x;lQ’x;l )’ (x;l ’wjl )’ (w;l ’w;lQ)’ (w;lQ’x;lfl)}
=0

U2, wd), (w wi)}

Jr 7
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A path can also be found for nodes x?’Q, x?’T, and wj-’T by using the path (:E;’Q, :Ej’T),

?7T7 weyT)7 (weyT7 wer). D

(xJ J J J

Based on Lemma 6.24, we can characterize exactly when the condition of Lemma 6.4

holds, based on the connectivity of the network graph G.

Lemma 6.25. The condition of Lemma 6.4 holds for the system (6.23) if and only if each

node is input-connected in the graph G.

The proof follows directly from Lemma 6.24. Lemma 6.25 enables us to improve the
optimality bounds for a class of metrics with a certain structure. Suppose that the connected
components of the graph are equal to Gy,...,G,, with G; = (V;, E;) for i = 0,...,r. We

consider metrics of the form

F(8) =" fi(SNWy). (6.28)
=1

Eq. (6.28) has the interpretation that the performance of nodes in connected component V;
only depends on the set of input nodes for component V;, instead of the overall input set.
This structure holds for, e.g., the metrics of [108, 38, 34]. For these metrics, we have the

following optimality result.

Theorem 6.8. For the consensus system (6.23), the problem of mazximizing a performance
metric of the form (6.28) subject to controllability as a constraint and |S| < k, formulated

as

mazimize f(S)
s.t. (V\ S) € MM (6.29)
S| <k
can be approzimated up to an optimality bound of (1 —1/e) in polynomial time. As a special
case, if the graph G is strongly connected, then any monotone submodular performance

metric can be approximated up to an optimality bound of (1 — 1/e) in polynomial time.

Proof. The proof is by showing that the optimality bounds of Algorithm 14 are improved in
this case. By Theorem 6.4, the continuous relaxation phase of Algorithm 14 returns a vector

y(1) such that F(y(1)) > (1 —1/e)f(S*), where S* is the optimal solution to (6.29). Now,
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Theorem I1.3 of [31] implies that the SWAP_ROUND subroutine satisfies E(f(SNQ)) >
F(z; : i € Q) for any set @ of equivalent elements of one of the matroids M; or M. For
the matroid My, each set of elements V; is equivalent, and so E(f(SNVs)) > F(x; i € Vy).
Summing over s yields the desired result.

For the special case, we have that when the graph is strongly connected, input connec-
tivity holds provided there is at least one input. Hence we can obtain a (1 —1/¢e)-bound on

the optimal input set. O

6.4.2 Double Integrator Dynamics

We study networked systems where the second derivative of each node’s state &;(t) is a
function of its neighbor states, so that &(t) = > jeni) Wii&i(t) + Ty;€(t), where N (i) is
the neighbor set of node 7. The double integrator model is applicable for larger vehicles
that have inertial components in their dynamics [114]. We write this system in the form
(6.3) by introducing variables (;(t) = & (t), resulting in dynamics

i (o 1) [ew) 630,

¢(t) W T ¢(t)
where F' = I. In analyzing this system, we observe that it is not possible to independently
control the states & (t) and (;(t) to any arbitrary trajectories, since ¢;(t) = &(t). Hence we
assume that the state (;(¢) (the velocity) is controlled in the input nodes, while the state
&i(t) continues to follow the dynamics (6.30).

We first investigate the auxiliary graph condition of Lemma 6.4. The matrix €2 is given

by

wé -I I 0

w 0 —-I 0
Q= x¢ I 0 0 (6.31)

x¢ 0 I 0

u 0o 0 I
We have that the rows indexed in w have full rank, and hence the matching m(wf’T) = wf’Q
and m(wf’T) = wf’Q for i = 1,..., N satisfies the conditions of Lemma 6.3. This gives
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J = {wg’Q:i: 1,...,N}U{w§’Q:i: 1,...,N}. We then have Qju,, Q;&Ul, and QQ;&JJl

7

as
-1 I 0 —I -1 0
Qun=| 0 -1 0|, Ql,=] 0o -1 0 [,
0o 0 I 0 0 I
We I 0 0
W¢ 0 I 0
00y, = x6 | -1 -1 0 (6.32)
x¢ 0 -1 0
u 0 0 I
These matrix values lead to the following description of the auxiliary graph.
Lemma 6.26. The graph G’ of Lemma 6.8 has edge set E' given by
E = {? ) i=1, . NU{®wtT)i=1,...,N} (6.33)
V{9257 =1, Ny U{(@$9,28T) :i=1,...,N}
T _&T T (T . - .
Uf(wi ™ 2§ ") 1 j € N(i)} U {(wf ,:c;‘ )14 €N(@)} (6:34)
U{(ws T, w$T) s j € NGO U{(wsT,wiT) 5 e N(i)}
U{(@*,wt®) :i=1,...,N}U {(xf’Q,wf’Q) i=1,...,N}  (6.35)
U{(as % wp9) ri=1,...,N}

Proof. The edges (6.33) correspond to the edges {(wZQ ;wl) cm(wl) = w-Q} in the definition
of E. The edges enumerated in (6.34) correspond to the edges {(wZT,x]T) 1 (,7) € N(Ta).
Finally, the value of Q07 g, from (6.26) implies that the edges enumerated in (6.35) corre-

spond to the edges {(z9,y?) 1z € V\ J,y € J,Quy # 0, Q. = OVz € Ji }. O

Lemma 6.26 leads to the following result, which relates the connectivity of the auxiliary

graph and the graph G induced by the node dynamics. This is analogous to Lemma 6.24.

Lemma 6.27. For any node i, the nodes w5 Q g’Q, xf’Q, :Ef’Q, wf’T, wC’T, :Ef’T

, and :EC T

are input-connected in the auziliary graph G if and only if node i is input-connected in the

graph G.
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Proof. Suppose that node i is connected to an input node ¢’ in G, with path (i, 1), (i1,42), . .., (ir, 7).

CT ¢, T

Now, consider the node w;’*. We can construct a path 7 from w;”" to w5 T as

T &T T : ; T I 8T
™= ()t uU{ N AN N AR TN

? Z0 Zl ) Zl U] ] 7] 4

7T ; s s
U {57,259, (259, w59), (59, uwi ™)} (6.36)

Paths for the other types of nodes in the auxiliary graph can be constructed in a similar
fashion. Conversely, any path to an input node in the auxiliary graph will have the form

(6.36), and hence can be used to construct a path to an input node in the graph G. O

Lemma 6.27 implies that, for performance metrics satisfying (6.28), Algorithm 14 returns
a set S satisfying f(S) > (1 — 1/e)f(S*), where S* is the optimal solution. The proof is

analogous to Theorem 6.8.

6.4.8 Input Selection in Networks of Free Parameters

We now investigate systems where all of the matrix entries are free parameters, as in the
models of [36, 85, 118]. We consider systems of the form %(¢) = Ax(¢), where A is a free

matrix and F' = I. The matrix € defined in Section 6.1 is then given by

w —I 0
Q= x I 0 (6.37)
u 0 I

Hence the simple matching m(w}) = wQ has full rank in (6.37), and we can compute £y,

and QQ}UA as

I 0
—I1 0
Qg = . QO l, = -1 0 (6.38)
0 I

Based on the value of QQ;LIJ 7+ the following lemma gives the construction of the auxiliary

graph G'.
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Lemma 6.28. The auxiliary graph G' of Lemma 6.4 has edge set E' given by

E={w2 wl):i=1,....N}U{(w],27):je N@)yu{@l 2% :i=1,...,N}

i i 4y

U{(w?,w?):izl,...,N}

Proof. The first term follows from the matching m(w!) = wiQ. The second term arises from
the matrix A, while the third term is from the definition of the auxiliary graph. The last

term follows from the value of Q9 J, in (6.38). O
Hence, in the free parameter case we have a result analogous to Lemmas 6.24 and 6.27.

Lemma 6.29. The conditions of Lemma 6.4 are met if and only if each node is path-

connected to an input node in the graph G.

Proof. Suppose that a node 7 is path-connected to an input node i’ in G, where the path is
given by (i,49), ..., (ir—1,1r), (ir,7), letting 4,11 = ¢’. Then the corresponding path in G’ is

equal to

T = {(winwiT)v(w'T $T),($T l‘Q),(JEQ ’LUQ)}

[ARRad 13} 107 “ig 107 10

r
T T T T
U U {(wicl?? wil)v (wil ) xiHl)v (xiHl?xz?Jrl)v (95%1770@%1)}
=0

w3 uf)

O

We now investigate the other matroid constraint of Lemma 6.6. When all entries of A

are free, the constraint reduces to
rank(M([1]0|0]) v M([I|Ta|TB(S)])) = 2n,

which is in turn equivalent to the second matroid being full rank. Hence the condition can
be reduced to rank(M([L|T4|Tp(S)])) = n.

Lemma 6.29 implies that, if a system with free parameters is strongly connected, then it
suffices to find an input set such that the matroid of Lemma 6.6 is full rank. A minimum-size

input set such that rank(M([I|T4|TB(S)])) = n can be found efficiently using the greedy
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algorithm. This enables efficient computation of an input set with the same size as in [85],
but through the matroid optimization framework.

Finally, we observe that, by Lemma 6.29, Algorithm 14 returns a set S that satisfies a
(1 —1/e) optimality bound, by the argument of Theorem 6.8.

6.5 Numerical Study

We numerically evaluated our framework using Matlab. We considered the consensus net-
work case of Section 6.4.1. Network topologies were generated by placing nodes at uniform
random positions within a square region, and creating a link (7, ) if node 4 is within the
communication range of node j. The range of each node was chosen uniformly at random
from the interval [0,600]. We investigated the minimum-size set of input nodes for structural

controllability, as well as selection of input nodes for joint performance and controllability.

Number of input nodes for controllability of consensus networt
40 T T T T T

—6— Max degree
| | = w=Random
| | =8=— Submodular|

w
a1

w
o

N
o1
T

N
o
T

-
3
T

[N
o
T

Number of input nodes required

10 15 20 25 30 35 40
Number of nodes, n

Figure 6.1: Minimum-size input set for structural controllability in a consensus network.
The submodular optimization approach is compared to max degree-based and random input
selection. The submodular optimization approach typically requires roughly one-quarter of
the network to be controlled, while the random and degree-based heuristics select nearly all
network nodes before controllability is satisfied.

In the case of selecting the minimum-size set of input nodes for structural controllability,
we considered networks of size n = {10, 20,30,40}. The deployment area was selected to

yield average node degrees d = 3. We compared our submodular optimization approach with
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selecting high degree nodes as inputs, as well as selecting random nodes to act as inputs.
The submodular optimization approach required fewer input nodes to satisfy controllability,
with the other heuristics selecting nearly all network nodes before controllability is satisfied.

For all schemes, the number of input nodes was increasing in the network size.

Input selection for performance and controllability

- € - Max degree
—%— Random

3.81 —8— Submodular]

361

341

Convergence error

2.8
4

5 6 7 8 9 10 11
Number of input nodes, k

Figure 6.2: Convergence error when input nodes are selected to minimize convergence error
while satisfying controllability. The number of nodes n was equal to 20. The submodular
optimization approach provided lower convergence error than degree-based and random
selection algorithms, especially as the number of input nodes increased.

We evaluated selection of input nodes in order to minimize the convergence error with
controllability as a constraint. The convergence error was defined as ||x(¢) — 2*1||2, where
x* is the state of the input nodes, t = 1, and the initial state and edge weights were chosen
uniformly at random. The number of nodes was equal to 20, while the deployment area was
chosen to achieve an average degree of 2. The submodular optimization approach provided
lower convergence error than the degree-based and random heuristics, while also satisfying
controllability from the input set. As the number of input nodes increased, the gap between

the submodular optimization approach and the other heuristics increased.
6.6 Conclusions and Future Work

In this chapter, we studied the problem of input selection for joint performance and con-

trollability of structured linear descriptor systems. Our main contribution was to prove
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that structural controllability of linear descriptor systems can be mapped to two matroid
constraints, representing controllability of the zero and nonzero modes of the system. We
demonstrated that, by exploiting this matroid structure, a minimum-size set of input nodes
to guarantee structural controllability of such systems can be selected in polynomial time via
matroid intersection algorithms. We further showed that selection of input nodes for joint
performance and controllability can be formulated as a submodular maximization problem
subject to two matroid basis constraints. We presented polynomial-time algorithms for ob-
taining a continuous solution to the input selection problem, providing a (1—1/e) optimality
bound, which can then be rounded to obtain a feasible input set. We demonstrated that,
when the objective function is modular, the optimal input selection for performance and
controllability can be computed in polynomial time.

We investigated input selection in systems where the graph representation of the system
is strongly connected, and found that for almost all systems of this type the number of
matroid constraints can be reduced from two to one. This led to an O(n) algorithm for
selecting a minimum-size set of input nodes for structural controllability, as well as more
efficient polynomial-time algorithms for approximating the optimal input set up to a factor
of (1 —1/e). We studied linear consensus systems, double integrator systems, and systems
consisting of free parameters within our framework, and showed that the additional structure
of each system provided a provable (1 — 1/e) optimality bound for input selection based on

performance and controllability.

6.6.1 Future Work

While this chapter is a first step towards a unifying framework for ensuring performance

and controllability, a variety of extensions are possible.

Incorporating Dynamic Network Topologies: As noted in previous chapters, networked

systems may change topologies due to random failures, switching between predefined topolo-
gies, and node mobility. While some necessary and sufficient conditions for controllability
of switched systems are in the existing literature [84], currently there is no efficient algo-

rithm for selecting leaders to guarantee controllability under dynamic network topologies,
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let alone joint performance and controllability. State-dependent networks, in which the
network topology is determined by the node states (e.g., the node positions), which are in
turn affected by the choice of control inputs, represent another class of networked systems
for which guaranteeing controllability is an open problem.

Other Structure-Based Metrics: The controllability of a networked system is heavily in-

fluenced by the network topology and resulting interactions between the nodes. Structural
factors also influence metrics such as robustness to disturbances and delays [131], but cur-
rently leader selection for structural robustness to disturbance and delays has not been
investigated. A joint framework for selecting leaders based on performance, controllability,
and robustness would enable design of safer and more reliable networked systems while still

guaranteeing desired performance.
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Algorithm 13 Algorithm for selecting the minimum-size input set to guarantee structural

controllability.
1: procedure MIN_CONTROLLABLE_SET(M7, M3)

2: Input: Matroids M7 and M3

3: Output: Set of inputs S

40 R+ 10
5: while 1 do
6: Epnrmz(R) < 0
7: for Ali€e R, j ¢ R do
8: if (R—{i}uU{j}) € M; then
9: Ens vy (R) < En; v (R) UA{(4,5)}
10: end if
11 if (R—{i}uU{j}) € M} then
12: Ens vy (R) < Engz v (R) UA{(4,9)}
13: end if
14: end for
15: Dtz mz(R) — directed graph with vertex set V' and edge set Ear aq (1)
16: X1 {jeV\R: (RU{j}) e M}}
17: Xo = {jeV\R: (RU{j}) € M5}
18: if path exists from a node in X7 to a node in Xy then
19: P < shortest X71-X5 path
20: R < RAP
21: else
22: break
23: end if

24: end while
25: S+ V\R
26: return S

27: end procedure
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Algorithm 14 Input selection algorithm for joint performance and controllability.

1: procedure INPUT_SELECT(f, My, Mo, k)

2:

3:

4:

10:

11:

12:

13:

14:

15:

16:

17:

Input: Monotone submodular objective function f : 2" — R
Matroids Ml, Mz
Maximum number of inputs k
Output: Set of inputs S
§ < gr2, < 0, y(0) + 0
while ¢t <1 do
R(t) contains each j € V independently with probability y;(t)
for j €V do
wj(t) < E[f(R() U{j}) — f(R(?))]
end for
I(t) «— MAX_WEIGHTED_BASIS(M;, M2, w)
Y(t+06)  y(t) + 8- 1((1))
t < (t+9)
end while

S < SWAP_ROUND(y (1), M, My)

return S

18: end procedure
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Chapter 7

SYNCHRONIZATION IN COMPLEX NETWORKS

Synchronization plays a vital role in complex networks. Stable operation of the power
grid requires synchronization of buses and generators to a common frequency [43]. Syn-
chronized oscillations of neuronal firing provide a biological mechanism for aggregating in-
formation in perception [46] and memory [70]. Coordinated motion of animals [105] occurs
when a common heading is achieved. The prevalence of synchronization across different
application domains motivates the study of the basic principles underlying synchronization
[6].

Phase-coupled oscillators have been proposed as a widely-applicable framework for study-
ing synchronization [116]. In phase-coupled oscillator networks, the dynamics of each node’s
phase are determined by a diffusive coupling with its neighbors (typically assumed to be si-
nusoidal [3]), together with an intrinsic frequency. The sinusoidal coupling causes the node
phases to approach synchronization, while the intrinsic frequency drives each node away

from synchronization.

The existence and stability of synchronized states has been studied extensively in the
literature [33, 64, 127], including conditions based on the intrinsic frequencies, network
topology, and degree of coupling between the nodes. An important case is synchronization
in the presence of external inputs [32]. External inputs arise in applications including
neuroscience, where they represent environmental stimuli [46] or deep brain stimulation
[87]. From an engineering standpoint, by introducing external inputs that pin a subset of
nodes to a desired phase and frequency, a network that does not synchronize in the absence
of inputs can be driven to a synchronized state, thus facilitating stability and performance

of the network.

Existing analytical approaches to introducing external inputs assume that the external

input node is connected to all other nodes [133], or that the network has a specific topology
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such as a complete graph [71]. Developing sufficient conditions for synchronization using
external inputs in networks with arbitrary topology is an open problem. Efficient algorithms
for selecting a subset of input nodes in order to guarantee synchronization are also currently

lacking.

In this chapter, we present an optimization framework for selecting a subset of phase-
coupled oscillators to act as external inputs in order to guarantee practical synchronization
of the overall network. We formulate sufficient conditions for ensuring convergence of phase-
coupled oscillators to a synchronized state from almost any initial state (i.e., except for a
measure zero set of initial states). We then develop a submodular optimization approach
for selecting a minimum-size set of input nodes to achieve a desired level of synchronization,
with provable bounds on the optimality of the chosen input nodes. The main results of this

chapter are:

e We investigate two synchronization problems. The first problem is to ensure that the
phases of all of the oscillators converge to fixed points that are within a desired bound
of a given reference phase (practical node synchronization). The second problem is
to guarantee that the phase differences of neighboring nodes converge to within a
desired bound of each other (practical edge synchronization). In both problems, the
node frequencies must converge to the same value.

e We derive a set of sufficient conditions for a given set of input nodes to achieve
practical node or edge synchronization from almost any initial state. We interpret
our conditions as each node achieving a desired level of synchronization if a threshold
number of neighbors reaches that level of synchronization.

e We develop a submodular optimization framework for selecting a set of input nodes
to achieve these synchronization conditions. Our approach is to derive a connection
between the threshold conditions and the connectivity of an augmented graph. Based
on this connection, we map our sufficient conditions to constraints on submodular
functions. We propose efficient algorithms for selecting input nodes to guarantee
synchronization and analyze the optimality bounds of our algorithms.

e We evaluate our approach through a numerical study of synchronization in three
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classes of networks. First, we consider synchronization of power grids using the IEEE
14 Bus test case [1]. Second, we study synchronization in geometric random graphs,
motivated by vehicle coordination and wireless network synchronization problems.
Finally, we investigate synchronization of neuronal networks based on the C. Elegans

dataset [132].

The chapter is organized as follows. Section 7.1 contains our system model and definitions
of synchronization. Sufficient conditions for synchronization are presented in Section 7.2.
In Section 7.3, we describe our submodular optimization approach to selecting input nodes.
Section 7.4 contains our numerical study. In Section 7.5, we chapter the paper and discuss

directions for future work.
7.1 Model and Preliminaries

In this section, we describe the system model and oscillator dynamics. We then define the
notions of synchronization considered in this chapter. Finally, we give a preliminary result

that will be needed for the proof of Theorem 7.2 in Section 7.2.

7.1.1 System Model

A network of n oscillators, indexed in the set V' = {1,...,n} is considered. Each oscillator
v € V has a neighbor set N(v) C V, consisting of the set of oscillators that are coupled to
v. We assume that links are bidirectional, so that v € N(v) implies v € N(u). An edge
(u,v) exists if u € N(v) and v € N(u). We let E denote the set of edges, and let p = |E|.
Each oscillator v has a time-varying phase 6,(t). The vector of oscillator phases at time
t is denoted 6(t) € R™. We assume that there are two types of oscillators, denoted input
and non-input oscillators. We let A denote the set of input oscillators. The phases of the

non-input oscillators follow the Kuramoto dynamics
— ) Kupsin (0,(t) — 0u(t)) + wy. (7.1)
ueN (v)

In (7.1), the first term represents the coupling between the oscillators, while w, is the intrin-

sic frequency of oscillator v and describes the phase dynamics in the absence of coupling.
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The coupling coefficient K, > 0 determines the relative strength of the two terms. We
assume throughout that the couplings between nodes are symmetric, so that K, = K, for
all (u,v) € E. We define K, = ZueN(v) K.

Each input oscillator v € A is assumed to be pinned to a desired frequency wy and phase
offset 6y, so that év(t) = wo and 0,(t) = wot + Oy for all v € A. The overall oscillator

dynamics are given by

év(t) _ - ZuEN(v) Ky sin (ev(t) - Hu(t)) + Wy, U ¢ A (72)

wo, ve A
We define a function f(z): [-2m, 27| — [—m, 7] as

x+2m, x€[-2m —m)
flx) =19 =z, x € [—m,m)
x—2m, x € [, 27|
The function f(z) maps elements in [—2m,27] into [—m, 7] while satisfying sin (f(x)) =
sin (z) and cos (f(x)) = cos(x) for all x. This function will be used to define the edge

cohesiveness property in the following subsection.

7.1.2  Definitions of Synchronization

We now define the notions of synchronization considered. Analogous definitions for networks
without external inputs are given in [44].

The strongest form of synchronization is phase synchronization, defined as follows.

Definition 7.1. The oscillators achieve phase synchronization if there exists 0* such that

limy o0 6, (t) = 0% for allv e V.

Phase synchronization is achieved if all oscillators converge to the same phase. Since
synchronization of all oscillators to the same phase is not possible in general [64], weaker
notions of synchronization have been proposed. We first define node- and edge-cohesiveness

as follows.

Definition 7.2 (Node Cohesiveness). A network of oscillators achieves node cohesiveness

with parameter v € [0, | if there exists T > 0 such that, for allt > T, |0, — (wot +6p)| < 7.
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Definition 7.3 (Edge Cohesiveness). A network of oscillators achieves edge cohesiveness

with parameter v € [0, 5] if there exists T > 0 such that, for allt > T and all (u,v) € E,
|f(00 — 0u)] <.

Node cohesiveness is achieved if all nodes converge to within a desired bound of the
reference phase. Edge cohesiveness implies that the relative differences between any pair of
neighboring nodes is bounded above. In general, node cohesiveness is desirable in applica-
tions such as coordinated motion [105] and time synchronization [9], where all nodes must
agree on a common phase. Edge cohesiveness is desirable in applications including power
systems [43], where the relative differences between nodes must be within a certain range
to ensure stability.

We observe that a network that is node cohesive with parameter ~ is edge cohesive with
parameter 2. Indeed, node cohesiveness implies that there exists 7" > 0 such that, for all

t>T,

|0y (t) — 0u(t)| = |(0u(t) — (wot + 6o)) — (Bu(t) — (wot + 6p))]
< fev(t) — (wot + 90)‘ + ’9u(t) — (wot + 90)’

<v+v=27.
An additional synchronization notion is frequency synchronization, defined as follows.

Definition 7.4 (Frequency Synchronization). The oscillators achieve frequency synchro-

nization if there exists w* such that imy_, o 0,,(t) = w* for allv € V.

Note that the only possible value for w* in Definition 7.4 is the frequency of the input
nodes, denoted wy, since we have 6,(t) = wp for all v € A and ¢ > 0.

We now define the main types of synchronization considered in this chapter.

Definition 7.5 (Practical Node and Edge Synchronization). The oscillators achieve prac-
tical node synchronization with parameter v if they achieve frequency synchronization and
node cohesiveness with parameter v. The oscillators achieve practical edge synchroniza-
tion with parameter v if they achieve frequency synchronization and edge cohesiveness with

parameter .
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The following lemma allows us to focus on the case where wy = 0, so that all input

oscillators have frequency 0.

Lemma 7.1. Define 6(t) = 0(t) — (wot + 09)1, where 1 denotes the vector of all 1’s.
Then 0(t) achieves practical node (resp. edge) synchronization with frequency wg, phase
bound 7y, and reference frequency 0y if and only if é(t) achieves practical node (resp. edge)

synchronization with frequency O and phase bound .

Proof. First, note that 6,(t) = 6,(t) —wp for all v € V. Suppose that @(t) achieves practical
node synchronization with frequency wy, reference phase 6y, and phase bound . Then for
allv eV,

Jim ) = Jim (£.(6) —wo) =0
Furthermore, there exists 17" > 0 such that, for all ¢t > T and v € V,

16 (0)] = 16(2) = (6o + wot)| <,

and hence practical node synchronization is achieved. The proof for practical edge synchro-

nization is similar, as is the proof of the converse. O

7.1.8 Preliminary Result

The following preliminary result of [93] will be needed in Section 7.2. First, for any ¢ > 0
and any matrix B, the §-digraph is defined as the digraph where edge (i, j) exists if B;; > 6.

Theorem 7.1 ([93], Theorem 1). Consider the linear system &(t) = A(t)x(t), where A(t)
18 a time-varying system matriz. Assume that the system matriz is a bounded piecewise
continuous function of time, and that for every time t the system matriz is Metzler (i.e., all
off-diagonal elements are nonnegative) and has zero row sums. Suppose further that there
is an index k € {1,...,n}, a threshold value 6 > 0, and an interval length T > 0 such that

for all t € R the §-digraph associated to

/tt+T A(s) ds

has the property that all nodes may be reached from the node k. Then the set of states
{z*1 : z* € R} is uniformly exponentially stable. In particular, all components of any

solution converge to a common value as t — oco.
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The theorem gives a sufficient condition for a linear system with time-varying weights
to converge to consensus. Theorem 7.1 will be used to prove that, under certain conditions
on the oscillator phases, the frequencies {6,(t) : v € V} converge to the frequencies of the

input nodes.

7.2 Sufficient Conditions for Practical Synchronization

In this section, we provide sufficient conditions for a set of inputs to achieve practical
synchronization. We first show that the oscillators achieve practical node (resp. edge) syn-
chronization if there exists at least one stable equilibrium point satisfying node (resp. edge)
cohesiveness, and no stable equilibria that do not satisfy node (resp. edge) cohesiveness.
We then formulate sufficient conditions for existence of a stable and cohesive equilibrium
point, as well sufficient conditions for non-existence of stable equilibria that do not satisfy
cohesiveness. We provide efficient algorithms for verifying the sufficient conditions for a

given set of inputs.

7.2.1 Equilibrium Analysis and Practical Synchronization

As a preliminary, we define node cohesive, edge cohesive, node non-cohesive, and edge non-

cohesive equilibria as follows.

Definition 7.6 (Cohesive and Non-cohesive Equilibria). An equilibrium 6* of the dynamics
(7.2) is node cohesive if |0 < for all v € V and edge cohesive if |0} — 6| < ~ for all
(u,v) € E. An equilibrium is node non-cohesive if it is not node-cohesive, and edge non-

cohesive if it is not edge-cohesive.

We first prove that the dynamics (7.2) are guaranteed to converge to an equilibrium
point if an equilibrium exists. An analogous result is known in the case where there are no

input nodes [134].

Lemma 7.2. Let © denote the set of equilibria of (7.2). If © # (), then for any initial state
0(0), there exists 0* € © such that lim;_,~, 0(t) = 0*.
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Proof. Define By = {(u,v) € E:u ¢ A,v ¢ A} and By 2 {(u,v) € E:u € A,v ¢ A}. Let
U(0) : R — R be given by

U) = Z Kyp(1 —cos (6, — 6,)) + Z Ky (1 —cosb,) — szﬁv-
(u0)EEy (u,0)€Es vg A
The function U is continuously differentiable as a function of §. We have that § = —VoU (8),
and therefore U(0) = —||0|3. Hence U(0) < 0 and U() = 0 if and only if @ is an
equilibrium, and we have {6 : U(8) = 0} = ©.
Since O is the set of equilibria of (7.2), it is invariant under the dynamics of (7.2). The

lemma follows from LaSalle’s Theorem [69]. O

Lemma 7.2 implies that all initial states will converge to an equilibrium if at least one
equilibrium exists. Furthermore, if 8* is an unstable equilibrium, then its stable manifold
will have dimension less than n by the stable manifold theorem [69], and hence the set of
initial states that converge to 8 will have measure zero. Based on this observation and

Lemma 7.2, we have the following theorem.

Theorem 7.2. Suppose that the dynamics (7.2) has at least one stable node cohesive (resp.
edge cohesive) equilibrium and no stable non-node cohesive (resp. mon-edge cohesive) equi-
libria. Then the oscillators achieve practical node (resp. edge) synchronization from almost

any initial state.

Proof. Let © denote the set of asymptotically stable equilibria of (7.2). Lemma 7.2 and the
above discussion imply that, for almost all initial states, 8(t) converges to an equilibrium
in ©.

Suppose first that at least one stable equilibrium exists, and that all stable equilibria are
node-cohesive. We show that node cohesiveness holds. Let § = max{|0,|:v € V,0 € ©'}.
We have 6 < . Since the set of limit points of 8(t) is contained in ©’, for any solution (t)
to (7.2), limy_,oo O(t) = 0 for some 8* € ©'. Hence there exists T such that ¢ > T implies
that |0,(t) — 0% < v — 0 for all v € V. We then have

100 ()] < 1031+ 10u(t) — O3] <O +7 =0 =1.
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Now, suppose that all stable equilibria are edge-cohesive. Let 6§ = max {|0 — %] : (u,v) € E,0* € ©'}.
Since O’ is the set of limit points of (7.2), every trajectory of (7.2) satisfies |0, (t) — 0,(t) —

(0% — 02)| < v — 0 for t sufficiently large. Hence
10u(t) = 0u(t)] <105 — 03] + 105(t) — Ou(t) — (05 — 07)] <O+~ — 0 =1.

We now establish that frequency synchronization holds in both cases. Consider é(t),

which has dynamics

Gu(t) == 3 [Kuwcos (0u(t) — 0u(0) (0u(t) — 6u(1))] (7.3)

for v ¢ A and 0,(t) = 0 for v € A. We now define dynamics of the form in Theorem 7.1 in
order to analyze the convergence of (7.3). Let z(t) € R"*! denote the state variable, where

Zpy1 is a “super node” with dynamics @,41(t) = 0. Define the system matrix A(t) by

cos Kij(0i(t) — 05(1)), (4,j) € E,
id A
— > jeng) Kijcos (0i(t) — 0;(), i=ji¢ A
Ajj(t) =q —1, i=jicA
L, ic A,
j=Mm+1)
0, t=n+1

By the preceding analysis, for both node- and edge-cohesive equilibria, there exists T > 0
such that [0;(t) — 0;(t)| < 7/2 for all t > T'. Hence A(t) is a bounded, piecewise continuous
Metzler matrix with rows that sum to zero, and the node (n + 1) is connected to all other
nodes in the associated d-digraph. By Theorem 7.1, z:(¢) converges to a state x*1.

Now, if we set z,(0) = x,41 = 0 for all v € A and z,(0) = 6,(0) for all v ¢ A, then the
trajectory of [z (t) - - -z, (t)]” will be identical to the trajectory of @(t). Since this is a special
case of the more general result in the preceding paragraph, we have that lim; O(t) =w*1

for some w* € R. Moreover, since év(t) =0 for all v € A, we must have w* = 0, implying

frequency synchronization. O
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Theorem 7.2 implies that, in order to prove that practical node (resp. edge) synchro-
nization is achieved from almost any initial state, it suffices to show that there is at least one
stable node-cohesive (resp. edge-cohesive) equilibrium and no stable non-cohesive equilibria.

Sufficient conditions for these two properties are derived in the following two subsections.

7.2.2  FExistence of Cohesive Stable Equilibria

In this section, we first demonstrate that any node or edge cohesive equilibrium is stable.
We then present a sufficient condition for the existence of a cohesive equilibrium. As a

preliminary, we consider the Jacobian of the non-input oscillator dynamics:

Ky cos (0, — 6,), (u,v) € E,
u,v ¢ A
Juw = = Luena Kuw cos (0 — 0,) (7.4)
o ZUEN(v)ﬁA Ky cos b, U =0
0, else

Lemma 7.3. All node- and edge-cohesive equilibria are asymptotically stable.

Proof. Let 8 be a node cohesive equilibrium. Since |0}| < 2y < w/2 and |0} -0} < v < 7/2,
cos (05 —6%) > 0 for all (u,v) € E and cos(0}) > 0 for all v. Similarly, if 8 is an edge
cohesive equilibrium, then |0, — 6,| <~ and so cos (0} — 6;) > 0 for all (u,v) € E. In both

cases, J is negative definite, and hence the equilibrium is stable. O

Since any cohesive equilibrium is stable by Lemma 7.3, it suffices to show that at least one
cohesive equilibrium exists. The following theorem gives sufficient conditions for existence

of node-cohesive and edge-cohesive equilibria for a given set of input nodes.

Theorem 7.3. Let {0, :v € V} and {0y, : (u,v) € E} be sets of nonnegative real numbers.
Define
A={0:10,] <0, Yo e V}In{O:|f(0,—0,)| < Ou Y(u,v) € E},

where f is defined in Section 7.1.1. Suppose that for all @ € A with @ = (61,...,0,,...,60,),

Z Kuypsin (0, — 0,,) > |wy|
u€N (v)
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and that for all @ € A with (6, — 0,) = Oy,
Ky sin Oy, + Z Ky sin (0, — 03) > |wy|.
@EN (v)\{u}

Then there exists an equilibrium in A.

Proof. The approach of the proof is to show that A is a positive invariant set and apply
Brouwer’s fixed point theorem [13] to show existence of an equilibrium point. Suppose
that A is not positive invariant. For some trajectory of (7.2) with 6(0) € A, let ¢t* =
inf {t:0(t) ¢ A}. Define V= {v €V :0,(t*)| = 0,}, and consider v € V. If ,(t*) = 0,
then
0,(t") = — Z Ky sin (0, (") — 0,(t)) + wy = — Z Kypsin (0, — 0,(t%)) + wy
u€N (v) u€N (v)
< —lwy| +wy <0
where the final inequality follows from the assumption of the theorem and the fact that
6(t*) is on the boundary of A by continuity of @(t). Since 6, (t*) < 0, there exists (v) such
that 0, ()| < 0, for t € [t*,t* + €(v)). Similarly, if 6, (t*) = —0,, we have
0,(t*) = — Z Kypsin (=0, — 0,(t%)) + w, = Z Kupsin (0, — (—0,(t%))) + w,
ueN (v) u€EN (v)
> |wy| +wy >0
where the inequality follows from the fact that @ € A implies —0 € A.
Now, suppose that 6, (t*) — 0, (t*) = 0,,. Then we have

%(Hv(t*) —0u(t") = wy — Kupsin (0, (t%) = 0,(t7) = > Kaysin (,(t") — 0a(t"))
GEN (v)\{u}
F Ry sin (0u(t*) — 0,(t%) —wu + Y Kypsin (Bu(t) — 05("))
DEN (u)\{v}
= wy — Ky sin Oy, — Z Ky sin (0, (t) — 64(t))
GEN (v)\{u}
twy = Kuwsinbuy + > Kygsin (0u(t*) — 05(t%))
DEN (u)\{v}

< —|wy| + wy — |wu| +wy <0

and hence (0, (t) — 0,(t)) is decreasing in a neighborhood of ¢*.
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Putting the arguments of the preceding paragraphs together, we have that there exists
e > 0 such that t € [t*,t* + €] implies that 6 € A, contradicting the definition of t*. Hence
if 8(0) € A, then 6(t) € A for all ¢ > 0, implying that A is positive invariant. Since A is

compact, convex, and positive invariant, it contains an equilibrium [13]. ]

Theorem 7.3 is a threshold-based condition for existence of cohesive equilibria. If a
sufficient number of neighbors of node v lie in the cohesive region, then node v will remain
in the cohesive region. The following corollary gives explicit conditions for existence of node

and edge cohesive equilibria.

Corollary 7.1. If there exist {0, : v € V} and {04, : (u,v) € E} satisfying the conditions
of Theorem 7.8 with |0,| <~ for all v € V, then there is a node cohesive equilibrium. If
there exist {0, : v € V} and {0y, : (u,v) € E} satisfying the conditions of Theorem 7.3 with

Oup <7 for all (u,v) € E, then there exists an edge cohesive equilibrium.

Theorem 7.3 and Corollary 7.1 give sufficient conditions for existence of a stable cohe-
sive equilibrium point. In the following section, we provide an algorithm for verifying the

existence of such equilibria based on these conditions.

7.2.83 Verifying Existence of Node- and Edge-Cohesive Equilibria

In this section, we provide an algorithm for verifying the existence of stable cohesive equi-
libria. The goal of the algorithm is to identify sets {0, : v € V' \ A} and {0, : (u,v) € E}
satisfying the conditions of Theorem 7.3. The approach consists of a contraction-based
method to identify a feasible region A for the set of fixed points, and then prove that the
conditions of Theorem 7.3 are satisfied. As a preliminary, define weights 1 (m, 1), B2(m,1),
and f3(m, 1) by

B1(m,1) = min {sin 0y, —0y): 0, € [%,%}  0u] < %}

Bo(r) = min {Sin (0):16] [% %] }

B3(r) = min {sin 0):10] < %}
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In the algorithm, we select M € ZT and initialize a set S = A. The algorithm maintains
a set of time-varying weights {z,[k] : v € V} U {zyu[k] : (u,v) € E}. The initialization of
the weights {x,[0] : v € V'} is given as z,[0] = 0 if v € A and z,[0] = M if v ¢ A. For the
weights {z,[0] : (u,v) € E}, the initialization is given as x,,[0] = 0if u € A and v € A,
Zup|0] = M otherwise.

At each iteration k of the algorithm, loop over all nodes v € V'\ A and check whether

> Kbk — 1], zulk = 1]) > |w,. (7.5)

ueN (v)

If (7.5) holds, set z,[k] = zy[k — 1] — 1 and S = S U {v}. If (7.5) does not hold for any v,
then loop over all edges (u,v) € E and check whether

> KuBs(@aulk — 1)) + KuwBa(@uw[k — 1) > |w, | (7.6)
aeN (v)\{u}

> KuBs(wuslk — 1)) + KuwBo(@uwlk — 1]) > |wul (7.7)
9EN (u)\{v}

If there exists (u,v) € E satisfying (7.6) and (7.7), set xyy[k] = [k — 1] — 1 and S =
S U{(u,v)}. If no such edge exists, then the algorithm terminates.

The algorithm terminates after at most M (n + p) iterations, since each z, and z,, can
be decremented at most M times. The following theorem relates the termination conditions

of the algorithm to the sufficient condition of Theorem 3.

Theorem 7.4. If S =V U E when the algorithm terminates, then node and edge cohesive
equilibria exist. If x* denotes the vector of weights when termination occurs, then there

exists an equilibrium in

Ty TunY
= 20y] < Oy — Oy < —— .
o= {o:10.1< %7 Ln {010, 0. < T2}

Proof. Suppose that V C S andlet v € V\ A. Define 6, = xj\zj, and let k, = min{k : 2} = z,[k]}.
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Then for any |6,| < w, we have

0 ulky — 1
Z Kyysin (6, — 0,) > min Z Kypsin (0, — 0,) 1 10, < w
ueN (v) WEN (v)
> Kuymin {sin (O — 0u) : 0] < M}
M

ueN (v)
Y Kuwbi(@olks — 1), zulke —1]) > fwyl (7.8)

ueN (v)

where (7.8) follows from (7.5) and the definition of /.

Now, suppose £ C S and let (u,v) € E. Let 0, = x”}\f, and let ky, = min {k : z}, = Ty [k]}.

Then for all (4,0) € E satisfying |0; — 03] < MN}’_”V, we have

) ) Taw|kuw — 1]y
L) > ~ —0:) : < == -
E Kuv sin (0, — 63) E K4, min {Sln (0y — 04) : 160, — 04 i }
WEN (v WeEN (v)\{u}

+Kypsin (0,) (7.9)
2 Z Kﬁvﬂi’)(mﬁv [kuv - 1]) + Kuv/B2 (xuv [kuv - 1]) (710)
@EN (v)\{u}
> Jwy| (7.11)

where (7.10) follows from the definition of 5y and 3 and (7.11) follows from (7.6). Since
Ty [k — 1] > x5, for all (u,v) € E, the inequalities hold for all 8 € ®.
Combining the arguments of the preceding paragraphs implies that the conditions of

Theorem 7.3 are satisfied for set ®, and hence cohesive equilibria exist. O

The algorithm presented in this section gives an approach for proving node and edge
cohesiveness when an input set is given. In Section 7.3.1, we formulate the problem of
selecting a set of input nodes A that guarantees S = V U F, and hence guarantees existence

of cohesive equilibrium.

7.2.4 Conditions for Non-Ezistence of Stable Non-Cohesive Equilibria

In this section, we first identify a sufficient condition for an equilibrium to be unstable. We
then provide two sufficient conditions for non-existence of stable equilibria within a given

region.
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Lemma 7.4. Let 0" be an equilibrium point. Suppose that, for some v € V' \ A,
> cos (8 — 6;) < 0. (7.12)
ueN (v)

Then 0* is unstable.

Proof. Consider the Jacobian matrix defined in (7.4). If (7.12) holds for some v € V'\ A,
let e, denote the vector with a 1 in index v and 0’s elsewhere. Then eZJ ey > 0, and hence

the equilibrium 6* is unstable. O

In order to prove that all stable equilibria are cohesive, we must show that each subset
of the non-cohesive region contains no stable equilibria. The following lemma formalizes

this condition.

Lemma 7.5. Let v € V' \ A, and let 5;, and 0, be real numbers satisfying 0 < 5; <6, <.
Furthermore, let {0, : uw € V \ {v}} be a set of real numbers in [0,7]. Define

©={0:0,c0,,0,) 0 <0.}.
If there exists A > 0 such that
D Ky fsin (0, — 0,) — Acos (6, — 0,)] > |wy|

ueN (v)

for all @ € O, then there are no stable equilibria in ©.

Proof. Observe that if, for all 8 € O,
Z Kypsin (0, — 0y) > |wyl,
ueN (v)
then there are no equilibria in ©. Combining this with the condition of Lemma 7.4, we have

that there are no stable equilibria if

min Z Kyysin (6, —6,) : Z Kyycos (0, —0y) > 0,0 €D ) > |w,l.
ueN (v) uEN (v)

By lower-bounding the left-hand side using the Lagrange dual, we have that
min Ky [sin (0, — 6,) — Acos (0, — 6,,)] > |wy]

6co
u€N (v)

is sufficient for non-existence of a stable equilibrium point in the region ©. O
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An analogous condition can be proved for a region ©’ defined by the relative phase

differences between the nodes.

Lemma 7.6. Let (u,v) € E, and let 52“, and 0., be real numbers satisfying 0 < glm, < Ouy <

7. Furthermore, let {045 : (4,0) € E} be a set of real numbers in [0,7]. Define
O ={8: 160 — 0u)] € B Buo], 1 £(65 — 6a)] < Bac}.
If there exists A > 0 such that

D Kuy[sin (6, — 0u) — Acos (6, — 6,)] > [w,| (7.13)
ueN (v)

for all 8 € ©', then there are no stable equilibria in ©'.

The proof is similar to Lemma 7.5 and is omitted. Lemmas 7.5 and 7.6 give conditions for
non-existence of non-cohesive stable equilibria. In the next section, we present an algorithm

for verifying that these conditions are satisfied.

7.2.5 Verifying Non-Existence of Stable Non-Cohesive Equilibria

In this section, we present an algorithm, analogous to the algorithm of Section 7.2.3, for
verifying that there are no stable non-cohesive equilibria. As in Section 7.2.3, our approach
is to consider the region where stable equilibria can occur, and reduce the size of the region
at each iteration. We show that non-node cohesive equilibria as well as non-edge cohesive
equilibria can be checked using this approach.

As a preliminary, we define weights 37, 82, and 33, for A € [0, 00], as follows.

-1 l
B m 1) = min {0, ~ 0,16, € | " T2 ol < 77

B3 (r) = min {ga(6, — 6.) : |76, — 0.)] < 77 |

B3 (r) = min {gA(Gv —0u) | f(0, = 0u)] € [#’ %] }

with

) sin(z) = Acos(z), A€[0,00)
ga(z) =
—cos (z), A =00
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The algorithm is defined as follows. Let M € Z™ and define a set of time-varying indices
{yp[k] : v € V} and {yuw[k] : (u,v) € E}. The indices y, are initialized as y,[0] =0ifv € A
and y,[0] = M otherwise. The indices y,, are initialized as y,,[0] = 0if u € A, v € A and
Yuv|0] = M otherwise.

Choose a set U = {A1,...,Ar} C [0,00]. At each iteration of the algorithm, for each
node v € V' \ A, check whether

Z Kuvﬂf\(yv[k - 1]7yu[k - 1]) > Thaw (714)
ueN (v)
for some X\ € ¥, where 7, = |w,| for A € [0,00) and 7o, = 0. If v satisfies (7.14), set

yplk] = yp[k — 1] — 1 and continue to the next iteration.

If no such node v exists, iterate over all edges (u,v) € E and check whether

KuwBiwlk = 1)+ > KawbBs Wanlk — 1)) > Ty (7.15)
aeN (v)\{u}

Kuvﬁ?),\(yuv [k - 1]) + Z Kufu@%(yuf) [k - 1]) > Thu (716)
DEN (w)\{v}

where 7, and 7, are defined as in the previous paragraph. If (u,v) satisfies (7.15) and
(7.16), set yuy|k] = yup[k — 1] — 1 and continue. If no such edge (u,v) exists, the algorithm
terminates.

Since each index y, and ¥, can be decremented at most M times, the algorithm termi-
nates within M (n + p) iterations. The complexity of the algorithm depends on M, which
determines the number of iterations, as well as |¥|, which determines the workload per
iteration. Larger values of M and |¥| will increase the complexity, but will also result in a
tighter sufficient condition.

The following theorem establishes that the algorithm of this section verifies that no

stable non-cohesive equilibria exist.

Theorem 7.5. Let y* denote the vector of indices upon termination. Define ®* as
. ey Ty
P+ 2 {9;|ev| < T Gy € V10— )] < T (u,0) GE}.

Then all stable equilibria lie in ®.
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Proof. Define

o, 2 { L 16,] < M[k]v eV, |f(0y )\gﬂyy\;[k]V(u,v)eE},

so that @, C ®j_1. It suffices to show that at each iteration k, all stable equilibria lie in
®y.. This result is trivially true when k& = 0.

At k > 0, it suffices to show that there are no stable equilibria in ®;_; \ ®;. Suppose
that v satisfies y,[k] = yy[k — 1] — 1. Then

By \ By — {0: 0,] [ﬂ'(yv[k_ 1] -1) myolk - 1]] 7

M ’ M

Wyu[k — 1] TYuv [k - 1]
ol < = 76, - ) < B2

By (7.14), there exists A € [0, 00| such that, for all @ € &y \ Py,

Kyysin (0, — 60,) — A 0, — 0 Ky [sin (0, — 6,,) — A Oy — 0y
Z [sin ( ) — Acos ( W) > 064’??\% Z [sin ( ) cos ( )]
ueN (v) uEN (v)
> Z Kuvﬁ{\(yv[k - 1]) (717)
ueN (v)
> Thw (718)

where (7.17) follows from the definition of 37 and (7.18) follows from (7.14). Hence the

conditions of Lemma 7.5 are satisfied for ®;_; \ @, and so there are no stable equilibria in

Pp1\ P
Now, suppose that (u,v) € E satisfies yy,[k] = yus[k — 1] — 1. We have that

TYplk — 1] TYas |k — 1]
= 20y] < ) o —0u)| < )
o1\ 0= {0 Jo < = 1700 - 0u)) < T
i W(yuv[k — 1] — 1) 7"'yuv[k - 1]
I e e )
y (7.15) and (7.16), there exists A such that
Kuv.g)\ Z Kuv.g)\ ) > TXvs

WEN (v)

and by Lemma 7.6 there are no stable equilibria in ®;_; \ ®;. Hence, by induction, all

stable equilibria lie in ®*. O
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The following corollary gives explicit conditions for node and edge cohesiveness.

Corollary 7.2. If y;, satisfies TS v for all (u,v) € E, then all stable equilibria are

M
edge-cohesive. If y' satisfies yj\:f <~ for all v € V, then all stable equilibria are node-

cohesive.

Sections 7.2.3 and 7.2.5 give sufficient conditions for existence of stable cohesive equilibria
and non-existence of stable non-cohesive equilibria; together, these constitute sufficient
conditions for global practical synchronization from a given set of inputs. In the following

section, we present an approach for selecting inputs that satisfy these conditions.
7.3 Submodular Optimization Approach to Input Selection

In this section, we present our submodular optimization approach to selecting a set of
input nodes to guarantee practical node or edge synchronization from almost any initial
state. Our approach is based on ensuring that the conditions for existence of a cohesive
equilibrium (Section 7.2.3) and non-existence of stable non-cohesive equilibria (Section 7.2.5)
are satisfied.

Section 7.3.1 formulates the condition for existence of a cohesive equilibrium as a sub-
modular constraint on the input set. We first define an augmented graph and prove that the
conditions for existence shown in Section 7.2.3 are equivalent to connectivity of a class of
random subgraphs of the augmented graph. We then show that this connectivity condition
can be expressed as a constraint of the form h(A) = n, where h is a submodular function.

Section 7.3.2 formulates non-existence of stable non-cohesive equilibria as a submodular
constraint on the input set. As in Section 7.3.1, we first construct an augmented graph,
although the construction of this section differs from Section 7.3.2. We then prove that
the conditions identified in Section 7.2.5 are equivalent to connectivity of a class of sub-
graphs of the augmented graph, and show that this connectivity condition is equivalent to
a submodular constraint on the input set.

In Section 7.3.3, we formulate the problem of selecting a set of input nodes to achieve
practical synchronization as an optimization problem that combines the constraints of Sec-

tions 7.3.1 and 7.3.2. We then present algorithms for selecting a set of input nodes and
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analyze the optimality guarantees of those algorithms.

7.8.1  Submodular Constraint for Cohesive Equilibrium Existence

We first define an augmented network graph, and then describe the sufficient condition for
existence of a cohesive equilibrium based on the augmented graph. We then prove that
selecting a set of input nodes to satisfy this condition can be formulated as a submodular
constraint.

Let M € Z* as in Section 7.2.3. The augmented graph G’ = (V’, E’) consists of a set of

nodes
Vi={vym :m=0,...,M, ve V}U{(u,v), :7=0,...,M, (u,v) € E}.

The augmented graph is directed, with (z,y) € E’ if there is a directed edge from node x to
node y. The set N(v,,) denotes the set of nodes with outgoing edges to v,,. The neighbor

set of node v,, is defined by
N(vp) ={w:ue Nw),l =0,.... M} U{v;: Il <m}U{(u,v), :u € N(v),r=0,...,M}.

The set N((u,v),) denotes the set of nodes with outgoing edges to ((u,v),), and is defined
by

N((u,v)y) ={u; :1=0,...,7 U{vy :m=0,...,7}U{(u,v) : 7" <7}
U{(a,v)s : 1w € N(v),s =0,..., M} U{(u,0)s : 0 € N(u),s =0,...,M}
We define a subset of V', denoted Vjj, by Vj = {vg : v € A} U {vy : v ¢ A}. We now

define a class of subgraphs of G’ that will be used to formulate our sufficient conditions for

existence of cohesive equilibria.

Definition 7.7. A subgraph G C G’ is of class T if the neighbor sets satisfy the following

properties. For each node vy, the neighbor set is a set T (vy,) satisfying

Z Ko Z ar(m,l)| > Z K. Z aq(m,1)

u€EN (v) w€ET (vm) u€EN (v) w €N (vym)

— (|lwy| = Kyi(m, M), (7.19)
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where K, = ZUGN(U) Ky, B1(m,1) is defined as in Section 7.2.3, and aq(m, 1) = B1(m, 1) —
B1(m,l + 1). Furthermore, for each u € N(v), if uy ¢ T(vm), then (u,0)m—i—1 € T (Um).
Finally, vy, € T (vp) for allm’ < m.

For each node (u,v),, the neighbor set T ((u,v),) satisfies

Z K{wa3(8) > Z K{wa3(3) - (TU - (Fv - Kuv)ﬁi&(M) - Kuvﬁ2(r))

(@,0)s €T ((u,0)r) (@,0)s€N((w,0)r)

Z Kuf)a?)(s) > Z Kﬁvai’)(s) - (Tu - (Fu - Kuv)/BS(M) - Kuv/B2(T))

(u,0)s €T ((u0)r) (4,0)s€N((u,0)r)
where ag(s) = B3(s) — B3(s + 1). Finally, for each 1 =0,...,r, exactly one of u; or v,_;_1
is in T ((u,v),), and {(u,v), : " <r} C T((u,v),).

We now define a sufficient condition for existence of cohesive equilibria based on the

class T subgraphs.

Theorem 7.6. In the algorithm of Section 7.2.3, v € S if and only if, for each class T
subgraph G, there exists a directed path from at least one node in Vg to vpr—1. We have
(u,v) € S if and only if, for each class T subgraph G, there exists a directed path from at

least one node in V{§ to (u,v)pr—1.

Proof. We first prove that if v € S, then there exists a directed path from at least one
node in Vjj to vp—1, and that if (u,v) € S, then there exists a directed path from at least
one node in Vj to (u,v)pr—1, in each class T subgraph of V’. Our approach is to prove by

induction on k that, at each iteration k, the nodes
T[k] = {vm : m > xy[k]} U {(u,v)y : 7 > 2y [k]}

are connected to Vj in each class 7 subgraph. At iteration k = 0, T[0] = Vj.
Suppose that, at iteration k, node v satisfies x,[k] = z,[k — 1] — 1. Suppose first that
Z KB (zolk — 1], 2]k — 1)) > |w,| (7.20)
ueN (v

holds. Setting m = x,[k — 1], Eq. (7.20) can be rewritten as

Z Z Kupar(m,l) > —K,B1(m, M) + |w,,

ueEN (v) lI=zy[k—1]
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which is equivalent to

Z Kuvar(m,l) > —KB1(m, M) + |w,|.
u €N (v, )NT[K]

Now, if G is a class T subgraph, then we have that 7 (v,,) satisfies (7.19). Combining these
equations yields
Z Kypai(m,l) Z Kypay(m,l) > Z Kypai(m,l).
u €N (vm )NT'[K] w €T (vm) w EN (vm)
Since Kyyaq(m,l) > 0 for all u, v, m, and I, we must have T[k] N T (v,,) # (). By inductive
hypothesis, each node in T'[k] is connected to a node in V{j, and hence v, is connected to
V.

Now suppose that zy, [k — 1]+ 2y [k — 1] < zy[k —1]. Let | = xy[k—1] and 7 = @y [k —1].
By induction, both u; and (u,v), are connected to V{j. By definition of class T subgraph,
either u; € T (v) or (u,v)m—i—1 € T(vm) and (u,v), is connected to (u,v);,—;—1. Hence
Uy, is connected to V in this case.

If at iteration k, an edge (u,v) satisfies zy,[k] = zyy[k — 1] — 1, then we have

[

B2(xuv[k - 1]) + Z B?)(xﬁvvf - 1]) >
@eN (v)\{u}

(7.21)

if (7.6) holds (the case where (7.7) holds is similar). The expression can be rewritten as
> Kawas(s) + Y Kavas(s) > > Kaya(s),
(4,v)s €N (vm )NT'[k] (@,v)s €T ((u,v)r) (4,v)s€N((u,v)r)
which implies that T'[k] N T ((u, v),) # 0. By induction T'[k] is connected to Vj, and hence
(u,v), is connected to Vj as well.

Finally, if z,[k — 1]+ 2z, [k — 1] < zylk —1], let | = 2 [k — 1] and m = x, [k — 1]. We have
that either u; € T ((u,v),) or v,—;—1 € T((u,v),) and vy, is connected to v,_;_1. Since v,
and v, are both connected to V{j by induction, (u,v), is connected to V{j. This completes
the proof that if v € S (resp. (u,v) € S), then V{ is connected to var—1 (resp. (u,v)pr—1)
in any class 7 subgraph of V.

We now show that if vp/—1 is connected to V{ in every class T subgraph of V', then

v € S. We first assume that v ¢ S, and then construct a class 7 subgraph in which V] is
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not connected to vas_1. In particular, we construct the set of nodes that are connected to
vpr—1, denoted D, and prove that DNV = 0.

Initialize the set D C V' as D = {vps—1}. Since v ¢ S, we have that

Z Kuvﬁl(My l‘Z) < |wv|7

ueN (v)
and hence
M-1
Y Kuar (M, 1) < |wo| — KBy (M, M).
u€EN (v) =z

Letting 7 (vp—1) = {w € N(vap—1) : | < z}}, we have that T (vp—1) satisfies (7.19).
Finally, for all v; ¢ T (vy,) with v € N(v), add (u,v)m—i—1 to T(vm); since z}, > m,
Ty >m—1—1.

Setting D = D U T (vpr—1), we have that D consists of nodes u; that satisfy =} > [ and
w; ¢ Vjy. Proceeding via induction, we select a node w; € D such that the neighbor set T (u;)

has not been assigned yet. We have that wu; satisfies

M-1
> ) Kawon (1) < |wo| = KuBi(l, M).
SEN (u) l'=x}
By a similar argument to the above, we select T (u;) = {sy € N(w;) : I < z%}. We then set
D = DU T (u), noting that the properties zf > I’ for sy € D and D NV = () have been
preserved.

If all nodes u; € D have had T (u;) assigned, select a node (u,v), € D such that T ((u,v);)

*

v, and hence

has not been assigned. By induction, r < x

Z KawBs(@hy) > [wo| — KuoBa(r)

GEN (v)\{u}

and
Z Kuf)/BS(xZ{;) > ‘wu’ - Kuv/B2(T)-
HEN (u)\{v}
We therefore set T ((u,v),) = {(4,v)s : s < af,} U{(u,0)s : s < z},}, and note that

*

vy, for each [

T ((u,v),) satisfies the criteria for a class 7 subgraph. Finally, since r < x

either z} > [ (in which case, add w; to T (vp)) or z > r — [ (in which case, add v,_;
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to T (vy,)). If all nodes in D have had their neighbor sets assigned, then the procedure
terminates.

At the end of this procedure, we have a class T subgraph G and a set of nodes D, which
consists of all nodes that are connected to vpr_1 in G. Since DN V{ = ) by induction, V] is

not connected to vy;_1. This proves the other direction of the theorem. O

The following corollary gives explicit conditions for existence of node and edge cohesive

equilibria based on the connectivity of class 7 subgraphs.

Corollary 7.3. Suppose that a class T subgraph of G' is chosen at random, according to a
probability distribution that assigns nonzero weight to each class T subgraph. If each node
{vpm—1 : v € V'} is connected to Vi with probability one, then a node cohesive equilibrium
exists. If each node {(u,v)pr—1 : (u,v) € E} is connected to V with probability one, then

an edge cohesive equilibrium exists.

The following known result will lead to a submodular constraint for existence of cohesive

equilibria.

Lemma 7.7 ([68]). Let G = (V, E) be a directed graph, and let A CV and U C V. Define
f(A) to be the expected number of nodes in U that are connected to A in a random subgraph

of G with known distribution. Then f(A) is submodular as a function of A.
Combining Lemma 7.7 with Corollary 7.3 yields the following.

Lemma 7.8. Let A denote the set of input nodes, and let r1(A) denote the expected number
of nodes in {vpr—1 : v € V'} that are connected to V{j in a randomly chosen class T subgraph.
Then 1r1(A) is submodular as a function of A. If r1(A) = n, then a node cohesive equilibrium

exists.

Proof. The submodularity of r1(A) follows from Lemma 7.7. If r1(A) = n, then for any
class T subgraph of G', all nodes in {vp;_1 : v € V'} are connected to at least one node in

A. The existence of an edge cohesive equilibrium follows from Theorem 7.6. O

Analogously, if we define 7} (A) to be the expected number of nodes in {(u,v)p—1 :

(u,v) € E} that are connected to Vj in a randomly chosen class T subgraph, then r}(A) = p,
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where p = |E| as in Section 7.1.1, implies the existence of an edge cohesive equilibrium, and

r1(A) is submodular.

7.8.2  Submodular Constraint for Non-FExistence of Non-Cohesive Equilibria

In this section, we present a submodular constraint on the set of input nodes for guaranteeing
non-existence of non-node cohesive and non-edge cohesive equilibria. As in Section 7.3.1,
our approach is to construct an augmented graph and prove that the desired property is
equivalent to connectivity of a random subgraph of the augmented graph.

Let 3}(m,1) be defined as in Section 7.2.5. We define o} (m, 1) = B} (m, 1) — 57 (m, 1+ 1)
and o (r) = BMNr) — BM(r + 1) for i = 2,3. Let M € ZT. The vertex set of the augmented

graph is given by

V"' ={vy :m=0,...,M}U{(u,v), : (u,v) € E,r =0,...,M}.

The nodes vy, represent whether node v has all stable equilibria in the region [0,| < 57,

while the nodes {(u,v),} represent whether all stable equilibria satisfy |f (6, — 0.)| < 77.
The edge set E” of the graph is defined by assigning the following neighbor sets to each

node. For each node v,,, the neighbor set is given by
N(vm) = {vp :m' <m}U{u :ue Nw),l=0,..., M}U{(u,v), :u € N(v),r =0,...,m}.
The nodes (u,v), have neighbor sets defined by

N((u,v),) = {(u,v)p 7" <7} U{(@,v)s: 4 € N(v) \ {u},s=0,...,M}
U{(u,0)s: 0 € N(u) \ {v},s=0,...,M}

Wu :1=0,...,7 U{vy, :m=0,...,r}

Define
Vo' ={vo:ve Ay U{vpy :v ¢ AL U{(u,v)p : (u,v) € E}.

We now define a class U subgraph of the augmented graph G” = (V" E"). We will
show that sufficient conditions for non-existence of non-cohesive stable equilibria can be

formulated based on the connectivity of randomly-chosen class U subgraphs of G”.
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Definition 7.8. A subgraph G = (V,E) is a class U subgraph of G" if V.= V" and the
neighbor sets satisfy the following properties. Let W = {\1,...,Ar} C [0,00]. For each node
Um € V" and X € U, the neighbor set U(vy,) satisfies

Z Kypat(m,l) > Z Koot (m, 1) + Ko B (m, M) — 7, . (7.22)
u €U (vm) u €N (vm)

For each vw € N(v) and l = 0,...,m, if uy ¢ U(vy,), then (u,v)m—i—1 € U(vy). Finally,
{vpy :m/ <m} CU(vpy,).

For each node (u,v), € V", the neighbor set U((u,v),) satisfies

Z Z K{wa%‘(s) > Kuvﬁ?),\(0)+(Kv_Kuv)(5§\(0)_5§\(M))_Tk,v_Kuvﬁ?i\(r)
weN (v)\{u} (4,v)s €U ((u,v)r)

(7.23)

Z Z nga%‘(s) > Kuvﬂ?);(0)+(Fv_Kuv)(55\(0)_Kuvﬁ§\(M))_TA,u—ﬁ?>,\(T)
DEN (u)\{v} (u,0)s€U((u,v)r)

(7.24)

For each 1 = 0,...,r, either u; € U((u,v),) or v,_1—1 € U((u,v),). Finally, {(u,v)
r<r} CU((u,v)y).

In the definition of the neighbor set U(v,,), each constraint (7.22) is related to one of
the constraints (7.14) of Section 7.2.5. Similarly, the constraints (7.23) and (7.24) map to
the constraints (7.15) and (7.16) of Section 7.2.5. Formally, this connection is established
by the following theorem, which relates the non-existence of stable non-cohesive equilibria

to the connectivity of class U subgraphs.

Theorem 7.7. Consider the algorithm of Section 7.2.5. The final index value of node v,

ys, satisfies yi < m if and only if vy, is connected to Vy' in all class U subgraphs.

Proof. We first show that if y < m, then v,, is connected to V' in all class U subgraphs.
Our approach is to prove that, at each iteration k of the algorithm, m = y,[k] implies that
U, 1s connected to V{J' and r = y,,[k] implies that (u,v), is connected to V{J'. At iteration

0, the result follows from the definition of V{j’ and the initialization of the algorithm.
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At iteration k, let

Tk = {vm = m = yo K]} U{(u, 0)r : 7 > yuo[K]}.

Suppose that v satisfies y,[k] = yy[k — 1] — 1 and let m = y,[k]. If (7.14) holds, then we

have

Z Kuvﬁf\(yv[k - 1]7yu[k - 1]) > Taw-

ueN (v)

Applying a telescoping sum argument yields

M-1
Z KUU Z ozi‘(m, l) +5f\(m7M) > T)\,v-
ueN (v) I=yu[k—1]

By rearranging terms and using the definition of T'[k], we have

> Kwoi(m,l) > 1, — Kyt (m, M). (7.25)
w €TK]NN (vm)

Adding (7.22) and (7.25) yields

Z Kypat(m, 1) Z Kypat(m,l) > Z Kypat(m,1).

w €TK]NN (vm) ulEZ/{(vm) u €N (vm)

Since Kyyai(m,1) > 0 and (T[k] N N(v,,)) and U(vy,) are both subsets of N (v,,), we must
have T[k] N"U(vy,) # 0. Since T[k] is connected to V' by inductive hypothesis, v, is
connected to V' in G.

If yuolk — 1]+ yu [k — 1] < m for some u € N(v), then let r = yy [k — 1] and | = y, [k —1].
By induction, both (u,v), and w; are connected to V. Furthermore, by definition of
U(vp,), either (u,v), Or Up—r—1 is in U(vy,). If (u,v), € U(vy,), vy, is connected to V. If
Um—r—1 € U(Vp), then I < m —r —1 implies that Vj’ is connected to u; and v; is connected
to vp,. Hence vy, is connected to Vj'.

Now, suppose that an edge (u,v) € E satisfies yyy[k] = yuv[k — 1] — 1. Let 7 = yyo[k]-
We show that (u,v), is connected to Vj’. If (7.15) holds for some A € U, then

Kuvﬂg\(r) + Z Kﬁvﬂg\(yfw [k - 1]) > Thw-
4EN (v)\{u}
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A telescoping sum argument implies that

M-—1
KEoB)+ Y. Kuw | Y. 03(s)| > e (7.26)
aeN (v)\{u} 5=Yau[k—1]

Adding (7.23) and (7.26) and rearranging terms gives

Z Z Kapaa(s) + Z Z Kapa3(s)

a€N (v)\{u} (4,v)s€TK] WeN (v)\{u} (4,v)s €U ((u,v)r)

> ) > Kawoj(s). (7.27)

€N (v)\{u} (4,v)s€N (vm)

Hence T[k]NU((u,v),) # 0, and so (u, v), is connected to V. A similar argument establishes
connectivity if (7.16) holds.

If yu[k — 1]+ yy[k — 1] < 7, let yu[k — 1] = | and y,[k — 1] = m. Either u; € U((u,v),), in
which case (u,v), is connected to V{J', or v,_;_1 € U((u,v),). In the latter case, y,[k — 1] <
(r —1—1) implies that V' is connected to v,,, which is in turn connected to (u,v);.

To show the other direction of the theorem, suppose that y) > m. We will construct
a class U subgraph G such that vy, is not connected to Vi’. Let D be a subset of V” and
initialize D = {v,,}. The set D will be equal to the set of nodes that are connected to vy,
in G; we will grow D through an iterative procedure and prove that, upon termination of
the procedure, D NVy' = (), and hence vy, is not connected to Vj'.

First, we define U(v,,) = {u; : | < x}. We will show that U (v,,) satisfies (7.22). Since

m < x,,, we have

Z Kuvﬁ{\(m,azZ) < |wyl-

ueN (v)

Writing 37 (m, x%) as a telescoping sum gives

M-1
> Kuw | Y ad(m D) + B (m, M) | < |wy|.
uEN (v) l=x}

Adding

zy—1

Z Z Kuval (m,1)

u€N(v) I=
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to both sides and rearranging terms gives

x5—1

> Y Kuadnd) > 3 ZKuvalml (lwo| = T8 (m, AD))

wEN(v) 1= wEN(v) I=
implying that (7.22) holds with U (vy,) = {w; : 1 < a2} }.
In order to fully define U(vy,), for each | = 0,...,m, if | > y*, we add (u,v);,—j—1 to
U(vy,). Since y > m,
m <Yy < Yoo + Yu) < Yoo + 1,

and hence y!, >m —1>m —1—1. Set D =D UU(vp,).

We proceed by induction. At each step, we have a set D consisting of elements that are
connected to vy, in G, do not belong to Vi, and are of the form u; for some | < y; or (u,v),
for r < y*,. Select an element u; € D and choose its neighbor set as U(u;) = {ws : w €
N(u),s <y }. By the argument given above, U(u;) satisfies (7.22). Set D =D UU (uy).

If neighbor sets have been assigned to all nodes u; € D, select a node (u,w), € D. The
neighbor set U((u,w),) is defined by

U(ww)) = | {wd)s:s <ypp}U U {@uw)s:s <yin}
DEN(\{w} aEN(w)\{u}

By induction, r < y;,,. Hence (7.15) does not hold, and
Z KuinB5 (yh) < Tu, X — Kwuﬂg\(r)
WEN (u)\{w}

Employing a telescoping sum gives

M—-1
S K| Y ads) +ad(M)| < mu— KuwB ().
bEN (u)\{w} p—

Adding

yuw

2. Z Koo (s

beN(u)\fw} 1=0

to both sides and rearranging terms yields

Yo~ 1
S Y Kwop(s) > Y Z Kupoi(s) — <T)\,u - Kuwﬂg\(r)) ;

WEN (uw)\{w} =0 DEN (u)\{w} 5=0



175

and so U((u,w),) satisfies (7.23). The proof that (7.24) holds is similar. We then set
D =D UU((u,w),) and continue.

At the end of the inductive procedure, we have a set D consisting of all nodes that are
connected to v,,. By induction, DNVJ = (), and so we have constructed a class U subgraph

in which V{’ is not connected to vy,. O

Theorem 7.7 gives conditions on the stable equilibria of (7.2) based on the connectivity
of class U subgraphs of G”. The following corollary gives conditions for non-existence of

non-cohesive equilibria based on Theorem 7.7.

Corollary 7.4. Let m = L@j Then all stable equilibria are node-cohesive if v,, is con-
nected to V' in all class U subgraphs. All stable equilibria are edge-cohesive if (u,v)p, is

connected to V' in all class U subgraphs.
The following corollary restates these conditions in terms of random class U subgraphs.

Corollary 7.5. Let m = L@J Suppose that a class U subgraph is chosen at random from
a probability distribution that assigns nonzero weight to each class U subgraph. Then all
stable equilibria are node-cohesive if vy, is connected to V§' for all v € V with probability
1, and all stable equilibria are edge-cohesive if (u,v)y, is connected to V§ for all (u,v) € E

with probability 1.

Define r9(A) to be the expected number of nodes in {v,, : m = L@J} that are connected
to V§' when the input set is A, and define 75(A) to be the expected number of nodes in
{(u,0), : = L@J} that are connected to V' when the input set is A. By Lemma 7.7,
ro(A) and 15 (A) are submodular as functions of A. The following lemma gives sufficient

conditions for non-existence of non-cohesive stable equilibria based on r9(A) and 75(A).

Lemma 7.9. All equilibria are node-cohesive if ro(A) = n. All equilibria are edge-cohesive

if r5(A) = p.

Proof. By Corollary 7.5, all stable equilibria are node-cohesive if all nodes in {v,, : m =
L@j} are connected to V' with probability 1 in any random class U subgraph. Equivalently,

all stable equilibria are node-cohesive if the expected number of nodes that are connected
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to Vi’ in any randomly chosen class U subgraph is N, i.e., 71(A) = n. The proof that all

equilibria are edge-cohesive if r4(A) = p is similar. O

Having derived constraints for existence of cohesive equilibria and non-existence of non-
cohesive equilibria, we next combine these constraints to formulate selecting a set of input
nodes to achieve practical synchronization as an optimization problem. We present al-
gorithms that exploit the submodular structure of these constraints to provide provable

optimality bounds.

7.8.83 Selecting Inputs for Practical Synchronization

By combining the conditions derived in Sections 7.3.1 and 7.3.2, we have that the nodes
achieve practical node synchronization if r;(A) 4+ r2(A) = 2n and practical edge synchro-
nization if r](A4) + r5(A) = 2p.

We consider two problems based on these constraints. In the first problem, we select
the minimum-size set of input nodes in order to guarantee practical node (resp. edge)
synchronization. In the second problem, we select a set of up to k input nodes in order to
maximize the level of synchronization.

In the case of ensuring practical node synchronization, the first problem can be formu-
lated as

minimize |A]

s.t. r1(A) +r2(A) =2n

(7.28)

The problem of guaranteeing practical edge synchronization has an analogous formulation
with 7} (A4) and 75 (A) replacing r1(A) and ro(A), respectively.

The solution to (7.28) can be approximated by initializing the set A = () and, at each
iteration, adding the node v to A that maximizes r1(AU{v}) +ro(AU{v}). The algorithm
terminates when r1(A) + ro(A) = 2n. The following lemma gives an optimality bound for

this approach.

Lemma 7.10. Let Ap_q denote the set of input nodes at the second-to-last iteration of the

algorithm, let A denote the set that is returned, and let A* denote the minimum-size set of
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mputs to satisfy the conditions of Lemmas 7.8 and 7.9. Then

’Ak’ n
| A*| st <7’1(A) +ro(A) = r1(Ag—1) — 7’2(141@—1)>'

Proof. The lemma follows from the submodularity of 71 and ra, and Theorem 1 of [136]. [

The problem of selecting up to k input nodes in order to maximize node synchronization

can be formulated as
maximize 71(A)+ r2(A)

s.t. Al <k

(7.29)

In order to approximate (7.29), a greedy procedure analogous to the algorithm for (7.28) is
as follows. Initialize the set A = (). At each iteration, add the node v to A that maximizes
r1(AU{v}) +r2(AU {v}). The algorithm terminates after k iterations, when |[A| = k. The

optimality bounds of this algorithm is described by the following lemma.

Lemma 7.11. Let A* denote the optimal solution to (7.29), and let A denote the set of
inputs chosen by the greedy algorithm. Then ri(A) +ro(A) > (1—1) (r(A4%) + 79(A%)).

Proof. The proof follows from submodularity of r;(A) + r2(A) and [96, Theorem 4.1]. O

We observe that, since the number of class 7 and U subgraphs is large in general, the
objective functions 7 (A4), r2(A), r;(A), and 75(A) can be approximated by generating a set

of random class 7 and U subgraphs according to some probability distribution.
7.4 Numerical Results

We investigated our approach through a numerical study. The goal of our study was to
analyze the impact of the external inputs on the oscillator dynamics, as well as to investigate
the properties of the inputs chosen by our algorithm. We considered synchronization in three
application domains: (i) synchronization of phase angles in the IEEE 14 Bus power system
test case [1], (ii) time synchronization in wireless networks [9], modeled as a geometric
random graph, and (iii) synchronization of firing rates in the C. Elegans neuronal network
[132]. The results of each study are summarized as follows. In all cases, the constant M = 10

and the number of random subgraphs used to compute r1(A) and ry(A) was equal to 20.
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7.4.1 Phase Synchronization in Power System

Synchronization plays a vital role in the power system, in which stable operation requires
buses and generators to maintain the same frequency and a relative phase difference of no
more than /2 on each transmission line (edge) [14]. In order to evaluate our approach to
synchronization of power systems, we consider the first-order model (7.2) with negligible
resistance on the transmission lines. The input nodes represent generators that are fixed
to a common reference phase and frequency in order to restore stability to the grid. We
studied phase synchronization in the power system using the IEEE 14 Bus case study [1],
which provides a network topology with n = 14 nodes along with the line impedances of the
edges. We defined the coupling coefficient Ky, = 1/my,, where 7, is the magnitude of the
impedance of edge (u,v). The intrinsic frequencies were chosen according to a zero-mean
Gaussian distribution with variance ranging from 0.01 to 100 in different trials. The goal
was to ensure that the phase angles satisfied [0, — 6, < 7 (i.e., edge-cohesiveness with

v = m/2), consistent with the goal of guaranteeing power system stability [14].

Figure 7.1(a) illustrates input selection for a given set of intrinsic frequencies. The
variance of the intrinsic frequencies was equal to 10. The dark squares indicate input
nodes selected by our algorithm (JA| = 4). We observe that each non-input node is at
most two hops away from an input node, which suggests that centrally located nodes are
more likely to be candidates for inputs. On the other hand, nodes with high degree were not
necessarily chosen as inputs. Additional information beyond the network topology, including
the intrinsic frequencies and the coupling coefficients between nodes, is incorporated into

the input selection process.

In Figure 7.1(b), trajectories of nodes 2, 4, and 5 from Figure 7.1(a) are shown. The
trajectories of these neighboring nodes converge to within the desired bound of 7 from
each other, and synchronize to the frequency of the input nodes (wg = 0; by Lemma 7.1,
an arbitrary initial frequency could be chosen, but we selected wy = 0 for clarity of the
figure). Practical edge synchronization occurs in spite of the fact that the initial phases of

neighboring nodes 2 and 5 differed by more than /2.

Figure 7.1(c) shows the number of input nodes required to achieve practical synchro-
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Figure 7.1: Synchronization case study using the IEEE 14 Bus case study [1]. Coupling
coefficients were chosen to be equal to the inverse of the magnitudes of the line impedances,
while the intrinsic frequencies were chosen from a Gaussian distribution. (a) Illustration of
14-bus network and inputs needed for one trial when the variance of the intrinsic frequencies
was equal to 10. The black squares indicate input nodes. (b) Sample trajectories for
nodes 2, 4, and 5 in the 14-bus network. Node trajectories converge to within the desired
phase difference (7 = 7/2) of each other. (¢) Number of inputs required for practical edge
synchronization as a function of the variance of the intrinsic frequencies. As the variance
increases, the frequencies of neighboring nodes diverge and hence more inputs are needed
to ensure synchronization.

nization for different intrinsic frequencies. When the variance of {w, : v € V'} is low, only
one input node is required to achieve synchronization. For variance near 10, an intermediate
number of inputs is required for synchronization, while for large variance in the intrinsic

frequencies all nodes must be selected as input nodes to guarantee synchronization.

7.4.2  Time Synchronization

We analyzed time synchronization in wireless networks, in which the input nodes represent
anchor nodes with clocks that are set to the reference time. We modeled the wireless network
as a geometric random graph. Each node was assumed to share an edge with other nodes
within a range of 100m. The simulation was run with the number of nodes n = {20, 50, 100}.
The nodes were assumed to be deployed uniformly at random over a square region, with
area chosen so that each node had three neighbors on average. Nodes were assumed to have
i.i.d. Gaussian intrinsic frequency with unit variance and zero mean. We computed the

number of input nodes required to ensure practical node synchronization with v = 7/4 of
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Figure 7.2: Numerical results for time synchronization and neuronal synchronization. (a)
Illustration of inputs chosen for a wireless network, modeled as a geometric random graph,
when K = 0.7197, n = 20, and the input nodes are indicated by squares. The set of input
nodes is based on the network topology and intrinsic frequencies of the nodes. (b) Number
of input nodes required for time synchronization. The number of nodes is a decreasing
function of the coupling coefficient. The reduction in the fraction of input nodes required
for synchronization is most significant for larger network size. (¢) Number of input nodes
required for synchronization of the C. Elegans network (n = 279) when the intrinsic frequen-
cies have Gaussian distribution with unit variance. The number of inputs is a decreasing
function of the coupling coefficient.

each other. The edges had identical coupling with K,, = K for all (u,v) € F, with K in
the set {0.01,0.01,0.1,1,10}.

Figure 7.2(a) shows one example of a geometric random graph with n = 20 and K =
0.7197 for all links. The input nodes are indicated by black squares. As in the power system
case study, most non-input nodes are within two hops of an input node, and high-degree
nodes are not necessarily chosen as inputs. Two adjacent nodes are both chosen as inputs,

due to the high intrinsic frequencies of those nodes.

The number of nodes required for synchronization is shown in Figure 7.2(b). The number
of nodes required for synchronization is a decreasing function of the coupling coefficient,
since a stronger coupling implies that input nodes are able to steer their neighbors into the
cohesive region. We observe that the fraction of input nodes required for synchronization

is smaller for larger networks.
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7.4.8 Firing Rate Synchronization in Neuronal Network

Synchronization of groups of neuronal cells to a common frequency plays a role in infor-
mation storage and processing for motor control [25] and memory [70]. We analyzed the
impact of input nodes on synchronization using the Caenorhabditis Elegans (roundworm)
neuronal network [132]. The number of nodes is n = 279. The intrinsic frequencies were
independently from a zero-mean, unit-variance Gaussian distribution. All links had the
same coupling coefficient K, which varied from K = 0.001 to K = 10. The goal was to
achieve practical node synchronization with v = 7 /4.

We observed that the number of input nodes required decreases as the coupling coefficient
increases. The reduction in the number of nodes required was larger than in the random
geometric graph (Section 7.4.2), even though the neuronal network contained more nodes.
An explanation for this phenomenon is that the neuronal network has higher degree, as well
as additional links between different regions of the network. This more connected network

topology enables synchronization of more nodes and at a lower coupling coefficient.

7.5 Conclusions and Future Work

In this chapter, we considered the problem of ensuring practical synchronization of phase-
coupled oscillators from any initial state by introducing external input nodes. We studied
two synchronization problems. In the first problem, the goal is for all node phases to
converge to within a bound of a given reference phase, while also converging to the same
frequency. In the second problem, the relative phase differences between neighboring nodes
must converge to a given bound, while all nodes converge to the same frequency.

We derived sufficient conditions for achieving both synchronization goals. We proved
that each synchronization criterion is achieved if there exists at least one equilibrium that lies
within the desired region (either all nodes within a given bound of the reference phase, or all
relative differences within a given bound), and no stable equilibria outside the desired region.
We then presented a threshold-based condition for existence of an equilibrium within the
desired region, as well as an efficient algorithm for verifying existence of such an equilibrium.

Finally, we derived a class of conditions for non-existence of stable equilibria outside the



182

desired region, and proposed an algorithm for verifying non-existence of undesired equilibria
for a given set of input nodes.

We formulated a submodular optimization approach for selecting a set of input nodes
to guarantee synchronization. To achieve a submodular formulation, we first constructed
an augmented network graph. We identified two classes of subgraphs (denoted class 7 and
class U) of the augmented graph. We proved that the sufficient condition for existence of a
desired equilibrium is equivalent to connectivity between each non-input node and the input
set in all class 7 subgraphs. We then showed that the sufficient conditions for non-existence
of undesired equilibria are equivalent to connectivity between each non-input node and the
input set in all class U subgraphs.

We mapped this condition to submodular constraints on the set of input nodes. Based
on the submodular formulation, we proposed efficient algorithms with provable optimality
bounds for selecting a set of up to k nodes in order to maximize the level of synchronization
in the network, as well as selecting the minimum-size input set to guarantee a desired level
of synchronization.

Our approach was validated through a numerical study of synchronization in power
system, wireless, and neuronal networks. Our numerical study supports the intuition that
the number of input nodes required decreases as the coupling between neighboring nodes
grows stronger. In addition, we found that centrally located nodes are often chosen as

inputs, so that the maximum distance between a node and the input set is small.

7.5.1 Future Work

The preliminary results on achieving synchronization in complex networks by introducing
input nodes could be extended in several directions. In what follows, we summarize these

directions of future research.

Generalized oscillator models: We conjecture that the intuition behind our threshold-

based approach - namely, that synchronized oscillators will pull their neighbors towards
synchronization via local coupling - extends to other types of oscillators. Two such models

that may be investigated are the second-order Kuramoto model [43] and the pulse-coupled
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oscillator model [91]. The second-order Kuramoto model describes the second derivative
of the node phases as well, and provides a close approximation of power system dynamics
[43]. Pulse-coupled oscillators have been proposed as an alternative model of neuronal
firing, and have also been used to design time synchronization protocols [61]. Generalizing
our framework to incorporate these oscillator models would facilitate synchronization in a
broader class of applications.

Mazximizing synchronization rate: The results presented thus far guarantee asymptotic

practical synchronization. In applications such as power systems, however, synchronization
must be achieved within a desired time in order to prevent transient instabilities from caus-
ing larger-scale outages. Selecting input nodes that maximize the rate of synchronization,
in addition to asymptotic global synchronization, is an open problem. Analysis of the ho-
mogeneous case, in which all oscillators have (approximately) the same frequency, would be
a first step that still gives real-world applicability.

Synchronization via feedback control: In the approach of this chapter, each input node is

fixed to a desired frequency and phase. It may be possible to achieve synchronization with
fewer input nodes by introducing a time-varying phase at each input node, based on state
feedback from other nodes. While achieving synchronization through feedback control has
been studied for a simple two-node coupling [117], feedback synchronization of arbitrary

networks of oscillators has received little attention in the literature.
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Chapter 8

DISTRIBUTED ONLINE SUBMODULAR MAXIMIZATION

In the previous chapters, we focused on design problems where a subset of nodes must
be selected by an external entity with global knowledge of the network topology in order
to optimize performance and/or controllability. Large-scale distributed systems, however,
typically operate for extended periods in the absence of such a centralized entity. Algorithms
for optimal design that require only local information, and can be performed by nodes with
communication, computation, and storage constraints, are therefore needed for practical

design of networked control systems.

In this chapter, we study distributed, online submodular maximization. In addition
to the problem of selecting leader nodes, our techniques have applications in wireless net-
work design problems such as multi-carrier wireless scheduling [5], wireless content delivery
through distributed caching [57], sleep-wake scheduling of sensors [73], and data forwarding
[142].

Our distributed submodular maximization approach is based on two basic insights. First,
when the objective function is submodular, locally optimal solutions, in which node follows
an optimal strategy given the actions of the other nodes, are within a provable bound of
the global optimum [96]. Second, even when the objective function is time-varying and
unknown, each node can approximate the optimal strategy over time via prediction and
learning algorithms [26].

We formulate algorithms for both constrained and unconstrained distributed submodular
maximization. Under our approach, a subset of nodes (e.g., a set of nodes to act as caches
[57], leaders [35], or active sensors [73]) is selected by each node deciding, in a distributed
fashion, whether to join the set based on the current and previous values of the objective
function. In the case of unconstrained optimization, we introduce a probabilistic algorithm

in which each node decides, at each tick of its internal clock, whether to join or exit the set
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based on the previously observed utility. We prove that, over a sufficiently long period of
time, the expected utility of our algorithm is within a factor of 1/3 of the optimum.

In the case of constrained optimization of a monotone submodular function, we propose a
probabilistic algorithm in which, at each tick of its internal clock, each node decides whether
or not to join the set by exchanging with a uniformly randomly chosen member of the set,
based on the previously observed utility. The expected utility of our algorithm for the
constrained case converges to within a factor of 1/2 of the optimum, without requiring time
synchronization, node broadcast, or global information. Through experiments, we evaluate
both the unconstrained and constrained algorithms in the application of sensor selection
using real-world data [2], and find that the utility achieved by our approach is within ten
percent of the best centralized algorithms.

This chapter is organized as follows. Section 8.1 states our network model and gives rele-
vant background. Sections 8.2 and 8.3 present our distributed algorithms for unconstrained
and constrained submodular maximization, respectively. Section 8.4 analyzes the complex-
ity of our proposed algorithms. Section 8.5 evaluates our approach through numerical case

study. Section 8.6 concludes the chapter and describes open problems.

8.1 Network Model and Background

In this section, we state our assumptions on the computation capabilities of the distributed

nodes and give needed background on multi-armed bandit prediction algorithms.

8.1.1 Network Model

We consider a set of n nodes indexed in the set V' = {1,...,n}. The nodes form a connected
communication network in order to exchange information. The total number of nodes n
is unknown to each individual node, although each node has knowledge of its one-hop
neighbors. Each node is assumed to be capable of executing probabilistic polynomial-time
algorithms, and can choose to join or leave the set S at any time. We let .S; denote the set
at time ¢t > 0. Each node is assumed to have an independent Poisson clock with rate 1, so
that the expected number of clock ticks in [0,7] is O(T). The Poisson assumption is used

to analyze our algorithm in Lemma 8.2 of Section 8.3.
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The objective function f; : 2V — R>0 quantifies the overall utility of the group of nodes
at time t. The function f; is assumed to be nonnegative and submodular at each time ¢
(in Section 8.3, we make the additional assumption that f; is monotone). Furthermore, we
assume that there exists K > 0 such that f;(U) < K for all t and U C V.

Each node is assumed to have knowledge of the current value of f;(S;) (a distributed
algorithm for computing the objective function used in our numerical case study is given in
Section 8.5). The nodes do not have knowledge of the set S; itself, including the cardinality
of S, or the value of f;(A) for any A # S;. We assume that the nodes have a distributed
protocol that enables any node to send a message to a uniformly random node in S;. This
can be achieved by having the nodes in Sy maintain a distributed hash table, which would
require each node in S; to store the identities of O(log |S|) other nodes in S, and would

incur a routing overhead of O(log |S|) [124].

8.1.2 Background on Multi-Armed Bandit Algorithms

A multi-armed bandit algorithm is defined as follows [26]. Let A represent a set of actions.
Define /1,42, ..., to be a sequence of benefit functions ¢; : A — R>q. The functions ¢; can

be arbitrary; in particular, they can depend on the prior actions {a,, € A:m < j}.

Definition 8.1. A multi-armed bandit (MAB) algorithm P is a probabilistic algorithm that
takes as input at time step j a sequence of past actions ai,as,...,a;—1 and a sequence of

past benefits £1(a1),l2(a2), ..., ¢j—1(aj—1), and outputs an action a;.

An example of a MAB algorithm, denoted Exponential Weighted Average (EWA) [26],
that will be used as a subroutine in our distributed submodular maximization approach is

given as Algorithm 1.

The actions chosen by EWA provide higher expected utility over time than choosing any

fixed action at each time step, as described by the following.

Proposition 8.1 ([26], Theorem 6.10). When the number of actions |A| = N, the algorithm
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Algorithm 15 Prediction algorithm for computing an action a; based on previous observed

gains.
1: procedure EWA(A)

2: Input: Set of actions A, |A| = N

3: Initialization: w; o < 1, p; + % for all i € A
4: Choose parameters 3, n, v € [0, 1]

5: for Each round j do

6: Select action a; € A from distribution p, receive gain /;
7 fori=1,...,N do

8: if a; =i then

0 € (t;+ 8)/pi

10: elsel, < (3/p;

11: end if

12: w; < w; exp (nl})

13: end for

14: p+ (1Tw) 'w

15: end for

16: end procedure
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EWA satisfies

M M
E (Y () +o( (NlnN)M) >max (B (Y 4a) | o (8.1)
j=1 J=1

8.2 Proposed Online Algorithm for Distributed Unconstrained Submodular
Maximization

In this section, we present distributed algorithms for solving problems of the form

maximize fOTft(St) dt (8.2)

If the function f; is monotone for all ¢, then the solution is S; = V. For the non-
monotone case, our approach is based on the known fact that a locally optimal solution
to max {f(S): S C V}, ie., a solution satisfying f(S U {a}) < f(S) for all « ¢ S and
f(S—{a}) < f(S) for all a € S, is within a provable O(1) bound of the global optimum [49].
In the distributed online setting of (8.2), the nodes cannot verify whether local optimality
holds. By choosing whether to join S; at each epoch using the EWA algorithm, however,
the nodes can guarantee convergence in expectation to a local optimum by Proposition 8.1.

We first define time-varying sets A; C V and B; £ V \ A, as well as a parameter
d € [—1,1]; we show that 6 = 1/3 provides an approximation factor of 1/3. Nodes in A,
are in the set S; with probability p = 1—J2”5, while nodes in B; are in the set with probability
q= 1%6. Each node ¢ implements the EWA algorithm discussed in Section 8.1.

The algorithm, which we denote Distributed-Unconstrained-Optimization (DUO),
is as follows. At the j-th tick of its Poisson clock, node i runs the algorithm EWA,
with input (agi),ﬁl), R (aglzl,ﬁj_l), where a,(fb) is the action taken by node 7 at time m,

b, = fT;Zil ft(St) dt and T, is the time of the m-th clock tick. If the algorithm returns 1,
then ¢ joins Sy with probability p = 1%6. If EWA returns 0, then ¢ joins Sy with probability

g=1-p.
The following results describe the local optimality of DUO.

Proposition 8.2. For any 0 € [—1,1], the sets {S; : t € [0,T]} chosen by DUO satisfy

T T T
E /0 £(S)) dt+O(V2TT3) > max{E /0 F(R(A, — {i},6)) dt. B /0 F(R(A, U {i},0)) dt}
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Algorithm 16 Algorithm for node i € V' to decide membership in Sy
1. procedure DUO(C,0)

2: Input: Poisson clock C with rate 1, parameter 6 € [—1,1]
3: Output: Time-varying set S;
4: for Each clock tick do

5: fT( fe(Se) dt

6: aj < EWA((al,El), oo (aj=1,45-1))

7: if a;j = 1 then

8: St,; + St,; with probability p, St,; < St;; \ {i} with probability (1 — p)
9: else

10: St,; + St,; with probability (1 — p), St;; + St;; \ {i} with probability p
11: end if

12: end for

13: end procedure

for eachieV.

Proof. Suppose that each node follows the DUO algorithm. Let S; denote the set at time
t, and define S; = S; \ {i} (note that S; = Sy if i ¢ S;). Furthermore, suppose that the
Poisson clock ticks of node i occur at times (77,...,Tar). Let G; denote the action of node
1 at the j-th clock tick.

Define a related multi-armed bandit problem with M time steps as follows. The action

space A = {0, 1}, while the gain éj from action a; € A at step j is given by

; S (S U {iY) dt, ay =1
J= v N
o/ 1S a; =0

Suppose that the EWA algorithm is run with this action space and set of gains, using the
same parameters as in the subroutine of DUO, outputting actions (aj,...,a},). First, note

that the expected gain of the algorithm is

Ze aj = a; / fe(Sp) d (8.3)



190

since aj and a; are obtained by running the same randomized algorithm with the same

parameters and inputs. Second, note that if a; =1 for j =1,..., M, then

Ze (a; = 1) = Z/TM (S U {i}) dt = /ftStU{z}) . (8.4)

Similarly, if a; =0 for j =1,..., M, then

Tj1
Ze (aj =0) = Z/ fe(Sp) dt = / £i(Se \ {i}) dt. (8.5)

Combining (8.3), (8.4), and (8.5) and applying Proposition 8.1 yields the desired result. O

The local optimality of the set S; follows as a corollary to Proposition 8.2.
Corollary 8.1. Let v € V, and define T := {t € [0,T] : v € A;}. For any v € V,

§ € [-1,1], the sets {St : t € [0,T]} chosen by DUO satisfy

max {E /T A(SiU o)) — fulSh — {v)) dt

B [ (st - (o)) - S o) e} <0 <—2§m) (5.6
i

Proof. By Proposition 8.2, we have
O(2TTn2) > E/ F(R(A; U {0}, 6)) — fu(R(Ar, 8)) dt
{t:v¢ As}
B[ RS U D) + afi(Si— (o)~ (@S U (o) + phlS — (D) dt
{t:v¢ A}
B / F(S, U {od) — fi(Si — {o}) dt
{t:v¢ A}
The proof of the second part of Corollary 8.1 is similar. O

Based on the local optimality of our approach, the overall optimality gap of DUO is

given as follows. The proof is omitted due to space constraints.

Theorem 8.1. Let C' = argmax{fOT fi(S) dt:SCV}. When § = %, the sets {Sy : t €
[0,T]} selected by DUO satisfy

/ £(S)) dt + O(3nv/2T T2 / L(C
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Proof. Set p=2/3 and ¢ =1 —p =1/3. From [49, Theorem 3.6], we have that

(ft(RU(B:NCO))+ fi(ReN (B, UC)))
2

9 2
51 (BN C) + = (A \ C)U (BN C))

—|—%ft(Bt) + %ft(c) + 2_27ft(Bt ue)

4 4
"‘ﬁft(At uc)+ ﬁft(At nc)

>

2
+ﬁft((At NC)U (B \ C)).

Combining with Corollary 8.1 yields

T nv2T In 2 Tro 2
E/0 fe(St) dt + O <f> > E/o [ﬁft(BtﬂCM—ﬁft((At\C’)U(BtﬂC))

1 4
+ﬁft(3t) + 2—7ft(0)
4 4
b B UC) + o fi(AUO) + o (41 C)

2
+ﬁft((AtﬂC)U (B:\C))| dt. (8.7)
We now divide the remainder into two cases, depending on whether

T T
/ f/(C) dt > B / £(By) dt (8.8)
0 0

holds.
Case 1: Eq. (8.8) holds: Adding %fOT ft(By) dt to both sides of (8.7) yields

T nyV2T In2 12 2
E/O ft(St) dt+ O (f) > E/() [ﬁft(Bth)—l-ﬁft((At\C)U(Bth))

—|—%ft(Bt) + %ft(c) + 2_27ft(Bt ue)
+%ft(At ul)+ %ft(At ne)

2
+ﬁft((At NC)U (B \ C))| dt.
Now, submodularity implies that

ft(By) + fi((A\C)U (BN CO)) > fi((A \C)U By) + fu(B:NC) > fe(B:NCO)
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and, similarly, that

fo(B) + fi (AN C)U (B \ C)) = fu(B:N ((ANC)U (B \ C)))
+fe(Be U (AN C)U (B \ C)))
> fi(BeU((AeNC) U (B \ €)))
= fi(By UC).

Applying these lower bounds gives

T
B[S+ ghi) de 0 (M) (59
0
T4 4
> E/o [ﬁft(Ath)"i' 2_7ft(Bth) (8.10)
+%ft(At uC)+ %ft(Bt uC)+ %ft(c) dt} :
Applying submodularity yields
f(BeNC) + fi(ANC) > fi(0) + fi(C) = fi(C),
and
fi(AeUC) + fi(B: U C) > fi(V) + fe(C) > fi(C).
The right-hand side of (8.10) can then be bounded below by
r 1 V2TTog2\ _ 4 (T
E/O Ji(S0) + G fu(By) dt + O <%> > §/0 £(C) dt. (8.11)
To complete the proof, we combine (8.8) and (8.11) as
T e ny/2T log 2 T 1 /7
E/o fe(Se) dt + 5/0 ft(C) dt + O <$> > E/o fe(Se) dt + 5/0 fit(By) dt
4 T
>5[ e a

Rearranging terms gives the desired result.

Case 2: Eq. (8.8) does not hold: Using nonnegativity of f;, we bound the right-hand
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side of (8.7) as

n\/2T10g2> -

T Trao 1 2
E/o £(50) dt+o< : E/o BN+ g B + 5 (B U O)

4

¥ fAUC) + o fi(ANC) 4 FAC) dt| (312)

Tro 2
ZE/O ﬁft(BtﬂC)‘F??ft(AtﬂC)

2 2
+ﬁft(f4t U C) + ﬁft(Bt U C)

+% £(0) dt] (8.13)

where (8.12) follows from the fact that f;((A;\C)U(B:NC)) > 0 and f;((A:NC)U(B\C)) >
0, and (8.13) follows from the assumption that (8.8) does not hold. Submodularity of f;
implies that

fi(BenC) + fi(A N C) = fu(0) + fi(C) = fi(O)

and

Jt(BeUC) + f1 (A, U C) > fi(V) + fi(CO),

which we combine with (8.13) to give

T ny/2T Tog T Tra 2 5
E/O ft(St) dt+0<$> 2/0 (2—7+2—7+2—7> f:(C) dt

1 T

completing the proof. O

Theorem 8.1 implies that the algorithm DUQO achieves an O(1) optimality gap in expec-
tation, for the case where there is no constraint on the set S;. The case where there is a

constraint on the size of S; is discussed in the following section.

8.3 Proposed Online Algorithm for Distributed Constrained Submodular Max-
imization
In this section, we present our distributed online algorithm for approximating the solution

to
maximize fOT fi(Sy) dt

S.t. ’St‘ < k

(8.14)
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which represents maximization of the time-varying submodular functions f;(S;) subject to
a cardinality constraint. We make the additional assumption that f; is nondecreasing for
all ¢, i.e., that f;(A) < fi(B) for all A C B.

Our algorithm is a distributed implementation of the exchange heuristic [96]. In the
offline, centralized version of the algorithm, if there exist nodes u € V' \ S and v € S with
f(S) < f(SU{u} —{v}), then the set S is updated to SU {u} — {v} and we say that nodes
u and v are exchanged. In our distributed version, at each tick of its internal Poisson clock,
each node u probabilistically decides, using the EWA algorithm, whether to exchange with
a node in S;. If so, node u chooses a random node v € S; using a distributed protocol
and requests an exchange. Node v decides whether to accept the exchange using the EWA
algorithm, and if v chooses to accept, then the set is updated to Sy U {u} — {v}.

In what follows, we first describe the algorithm, denoted Distributed-Constrained-
Optimization (DCO), used by each node to perform the decentralized optimization. We
then analyze the optimality gap.

At each tick of its Poisson clock, node u chooses an action based on whether u € S,
where ¢ is the current time. If u € S;, then u takes no further action. If u ¢ S, then
u decides to either join S; or remain in V' \ S;. In the case where join is chosen, node u
chooses a node v uniformly at random from S;, as discussed in Section 8.1.1, and requests
an exchange. If v accepts, then S; is updated to Sy — {v} U {u}. Otherwise, S; remains
unchanged.

Nodes decide whether to join .S;, and whether to accept an exchange, based on EWA. The
four actions at each time are (join, accept), (join,refuse), (stay, accept), and (stay, refuse).
If u ¢ S; and the action chosen by the algorithm is (join, accept) or (join,refuse), then
u will attempt to join S;. Otherwise, u will not attempt to join. If u € S; and another
node requests an exchange, then u will accept if the algorithm outputs (join, accept) or
(stay, accept), and refuse otherwise. If a node makes a decision at time 7' and the next

decision is at time 7", then the payoff for the decision at time T is given by fjflr , ft(Sy) dt.

The structure of the optimality gap analysis is as follows. We first prove a sequence of
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Algorithm 17 Algorithm for node u € V to decide membership in S; under cardinality

constraint.

1: procedure DCO(C,0)

2: Input: Poisson clock C with rate 1
3: Output: Time-varying set S;
4: for Each clock tick do

5: if u ¢ S; then

6: Update EWA with gain fgﬁl f:(Sy) dt

7: if EWA outputs join then

8: Send exchange request to randomly chosen v € Sy
9: if v accepts exchange then

10: Sy« Sy — {v} U {u}

11: end if

12: end if

13: end if

14: if u € S; and receive exchange request from u’ ¢ S; then
15: Update EWA with gain f:l?,l f1(Sy) dt

16: if EWA outputs accept then

17: Sy Sy —{up U {u'}

18: end if

19: end if

20: end for

21: end procedure
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lemmas, which imply that

/ f1(St) dt+0( /0 th St {U}U{U}) (8.15)

UGSt

for all uw € V. We then use this result to prove that, for any fixed set C' with |C| < k,

/ftSt ) dt +o(T /ft

In order to prove (8.15), we divide the set S; into k slots. At each time ¢, slot m contains
one node from S, denoted v}, with v} # v{”/ for m #m’, and S; = Uﬁm:l {v{"}. Initially,
the mapping between nodes and slots is arbitrary. If an exchange takes place at time t,
with node u joining S; and v exiting S, then v;" is updated to u, where m satisfies v;* = v.

Using this definition, we have the following lemma.

Lemma 8.1. For any v € V and m € {1,...,k}, define T, = min {t : v}* = u}. The sets
{S; :t €[0,T]} chosen by DCO satisfy
T T

Tm Tm

Proof. Consider a multi-armed bandit problem from the perspective of node u. Let I, be a
process with actions (join, accept), (join,refuse), (stay, accept), and (stay,refuse), which
receives payoffs fzjj l f+(S¢) dt. The outcome of the MAB problem is the random set sequence
{S% : t € [T, T']}, which denotes the set chosen by the nodes other than u based on the
actions I;, along with the current state of the node u (the current slot of node u).

If w is in slot 0 and a join action is chosen, then the payoff is E f,}:/ fi(SE U {u}) dt. If
stay is chosen, then the payoff is E f; l ft(S}/‘) dt. If u is in slot m and accepts an exchange,
then the payoff is E fg / fi( SA’}/‘) dt. Finally, if u is in slot m and refuses the exchange, then
the payoff is E f,}:/ fi(S2 — {vy U {u}).

Now, if at each iteration, node u follows EWA, then the total expected payoff is equiv-
alent to the payoff from choosing I, at each iteration, which is E f;;n ft(St) dt. On the
other hand, if node u chooses (join,refuse) at each time slot, then the expected payoff is
E f:,?m f:(S; — {wt,} U{u}) dt. Proposition 8.1 and the fact that there are 4 possible actions

at each time step complete the proof. O
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Lemma 8.1 implies that, for any node, the algorithm DCO provides higher overall utility
than occupying slot m in the interval [T,,,, T]. We next show that the result of Lemma 8.1

can be extended to [0,7], due to the fact that E(T,,) < cc.

Lemma 8.2. For any u € V, m € {1,...,k}, the sets {S¢ : t € [0,T]} chosen by DCO
satisfy
T T
E/ £(S)) dt + O(VATInd) > E/ Fi(Si = oY U {u)) dt.
0 0

Proof. By Lemma 8.1,

T T
EAJMM£+MH2EAFM&—WUMDﬁ-

Hence, it suffices to show that

T’UL Tm
E ft(Sy) dt +0o(T) > E [t (St — vt U{u}) dt,
0 0

which is equivalent to

Tm
p/ (Fi(Se — 0" U fu}) — fu(S1)) dt < ofT).
0

Since f;(S) < K for all t and S,

Trm Tm
B[ (- ) fis)) i <E [ K d= KB(T,)
0 0
and it therefore suffices to show that E(T,,) = o(T).
Let T%,...,Ty,... denote the sequence of times when a clock tick occurs and u ¢ S

Let X = min{r: ’U% = u}. Hence E(T},) = E(Tx). Let A; denote the event that node u
chooses join at time ;.

This expectation can be written as the summation Zfi 1 E(TZ - Ti_l). We have that
E(T;, — Ti-1) = B(T; — Ti1| A Pr(A;) + B(T; — Ty AS) Pr(A2).

If A; holds, then the time before the next decision to join or stay is equal to the time
for another node to initiate an exchange and for node u to accept. Each node chooses to
join or stay according to an independent Poisson process with unit rate. At each tick,
the probability of choosing join is (by definition of algorithm EWA) bounded below by
ol

5. The probability of initiating an exchange with node u is %, and so exchange requests
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from each other node arrive according to a Poisson process with rate bounded below by

2 Furthermore, since each node has an independent Poisson clock, exchange requests

ky
2(n k)

arrive at u according to a Poisson process with rate bounded below by . By definition

of algorithm EWA, the probability that node u accepts each request is at least §. Thus

E(TZ — Ti_l\Ai) 4(" k) + 1, where the 1 is the expected time to wait for the next clock

tick after leaving Sj.

If A; does not hold, the expected time for the next clock tick is 1. Hence E(T, —Ti—1) <

1+ 4(:2_,;6), and

cmy (1 855 Cpon) (14 4020,
i=1

16(n k)

which is bounded above by 4’3 +
O(v/4T log4) term dominates asymptotlcally. |

Since this bound is independent of T, the

Proof of Proposition 8.3: By Lemma 8.2, for each slot m,

T T
E/ £(S)) dt + O(\/AT1og T) ZE/ Fi(S — o U {u}) dt
0 0

Summing both sides over m yields
T k T
k <E/ ft(St) dt + O(\/ 4T10g4)> 2 E Z / ft(St — ’L)Zn U {’LL}) dt
0
/ S FlSi— v} U fu}) de

vESt

Dividing by k gives the desired result. O

Lemmas 8.1 and 8.2 imply that, for each node, following DCO provides higher utility
than remaining in any slot m for the entire interval [0,7]. Summing over the slots m =

.,k yields (8.15), as shown in the following proposition.

Proposition 8.3. For any u € V, the sets {S;: t € [0,T]} chosen by DCO satisfy

/ £(S)) dt + O(VIT ) > ;E/O S (S — o} U{u) d (8.17)

vESt
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By Proposition 8.3, the utility of the set sequence Sy chosen by DCO cannot be improved
by replacing a randomly chosen node in S; with any fixed node u. The following theorem

uses this result to derive the optimality gap of DCO.

Theorem 8.2. The sets {S;:t € [0,T]} chosen by DCO satisfy
/ f(St) dt + O(kvVAT In4) > / fi(C

for all C with |C| < k.

Proof. Monotonicity of f; implies that

/ft - St)dt<E/ F(CUS,) — fi(S,) dt

Define a sequence of sets U} C U C --- C Uf, with U¢ = S, Ul = S, UC, and U; — th-_l =

{al} for some a} € C. Then we have

/ ft(C) = fi(Sy) dt < E/ Z(ft(U;) — [i(U]_y)) dt
—1

T
- E/ Z(ft(U;_l U{al}) — fi(U;_y)) dt
Ut

T k
<p Y. (A g} = A5 o (3.18)
- / S (il U{a}) — filS1) dt
acC
/ >E (% S S0 fa} — o) (5.19)
acC vESt
—fe(Se — {v}))] dt, (8.20)

where (8.18) and (8.20) follow from submodularity of f;. We now use Proposition 8.3 to
upper bound (8.20) as

T
E/O f(C) = fi(Sy) dt</ ZE( > FilS) = fi(S - {v})dt+0k\/4Tlog

acC VES
< E/ £(S)) dt + O(k\/TT Tog ), (8.21)
0

where (8.21) follows from submodularity of f;. The result follows after rearranging terms.

O
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Theorem 8.2 shows that, in expectation, algorithm DCO achieves the same optimality
gap as the offline exchange heuristic [96]. This is in spite of the fact that, while the offline
exchange heuristic is based on identifying a specific pair of elements u and v satisfying
f(S —A{u} U{v}) > f(S), DCO operates by performing a sequence of random exchanges.
The use of random exchanges therefore reduces the memory, computation, and information

requirements of each node, without sacrificing worst-case optimality guarantees.

8.4 Performance Evaluation and Comparison

In what follows, we evaluate our proposed algorithms for constrained and unconstrained
submodular maximization, and compare with the constrained submodular maximization al-
gorithm Distributed-online-greedy (DOG) introduced in [56]. We consider the following
criteria: (a) the computational assumptions of the nodes specified by the algorithms, (b)
the asymptotic bounds that are achieved, (c) the rate at which the algorithms must be com-
puted in order to reach a given value € from the asymptotic bound, (d) the communication

overhead, and (e) the storage overhead at each node.

Our analysis makes the same assumptions as that of [56] in order to guarantee consistency
of the results, with one exception. While [56] assumed that the cost of broadcasting a
message to all other nodes is 1, we assume that nodes communicate via multi-hop paths,
leading to a cost of broadcast of O(Z — y/n) [21]. Similarly, we assume that the cost of
sending a message to a single node is proportional to the network diameter, i.e., O(y/n).

The comparison results are summarized below in Table 8.1.

Table 8.1: Performance Comparison of Distributed Submodular Maximization Algorithms

Criterion DOG [56] DCO DUO
Constraints Cardinality £ | Cardinality & | None
Optimality Gap | (1 —1/e) ~ 0.63 0.5 0.33
Communication | O (kn?logn) O(n+y/n) 0
Storage O(k) O(1) 0(1)
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Computational assumptions: The DOG algorithm assumes that each agent is able
to compute f;(S; U{v}) — fi(St) at each time ¢, that each agent can broadcast to all other
agents, and that the agents have calibrated, synchronized clocks (these assumptions are
enumerated explicitly in Section 4 of [56]). In contrast, our algorithms DUO and DCO
assume that each agent has access to the current objective function value f;(S;), which can
be jointly computed by all agents through distributed algorithms, but does not have access
to fy(St U {v}). We also do not assume time synchronization, although we do assume that
each agent has a Poisson clock with stationary mean.

Asymptotic optimality gap: The DOG algorithm achieves an optimality gap of
(1 —1/e) ~ 0.63 in the limit as T" — oo, while our constrained optimization approach
has an asymptotic optimality gap of % = 0.5. In the unconstrained case, we achieve a
bound of %, as proved in Theorem 8.2. Although there is currently no distributed algorithm
for unconstrained submodular maximization to the best of our knowledge, the best known
optimality gap for a centralized unconstrained submodular maximization algorithm is 0.5
[19].

Rate of convergence: As discussed in [56, Theorem 3], the DOG algorithm has devia-
tion O(kv/nlognT) from its asymptotic bound after time 7. By comparison, our approach
has deviation O(kv/T) by Theorem 8.2 in the constrained case and O(ny/T) in the uncon-
strained case.

Based on the above, in what follows we assume that our algorithm is run with unit-rate

Poisson clocks at each agent, while the DOG algorithm is run with rate Ziggz. This is
based on the fact that the rate at which each algorithm is executed will be chosen in order
to achieve a given rate of convergence to the asymptotic optimality gap.

Communication overhead: At each Poisson tick, each agent can decide to unicast a
message to a random agent v € S; requesting an exchange. Since agent v then responds, the
expected overhead is bounded above by O(y/n) each time an agent executes the algorithm
(this is a loose bound, since it assumes that each agent always requests an exchange). Since
each agent runs the algorithm with rate 1, the total communication overhead per unit time
is O(2ny/n).

The DOG algorithm has k iterations, each of which involves two stages of communication
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Figure 8.1: Numerical evaluation of our proposed algorithms DUO and DCO for distributed
online submodular maximization and comparison with DOG algorithm [56] on a network of
46 nodes [2]. The reduction in mean square error is used as a utility function. (a) Utility
as a function of time for the case of unconstrained optimization. After an initial learning
phase, the utility approaches the maximum possible value of 1, consistently outperforming
random sensor selection. (b) Performance in the case where only k£ = 5 sensors can be
active. Performance of the algorithm DCO is within 0.07 of the best achievable value of 1,
and is close to the centralized and distributed greedy algorithms. (c) Increase in utility as
a function of the number of sensors k. The increase from the DCO and DOG algorithms is
roughly linear, while the increase of the centralized algorithm is concave.

between agents. In the first stage, one or more agents broadcast messages indicating their
intention to join Si; in [56, Theorem 2|, the authors compute that the expected number
of broadcasts is roughly 3 in the average case. In the second stage, the agent chosen to
joint Sy broadcasts its updated weight value to the other agents. Hence the total broadcasts
per iteration is O(4). Furthermore, there are k iterations, and the algorithm is run at rate

O (nlogn), for a total overhead of O (k (n — /n) (nlogn)).

The unconstrained algorithm incurs no communication overhead, since the lack of con-
straints implies that each agent does not have to notify any other agents before joining the

leader set.

Storage overhead: The unconstrained algorithm requires each agent to maintain two
weights, equal to the total loss from joining and not joining the set S;. Hence the storage
is O(1). The constrained algorithm tracks the performance of 4 actions, enumerated in
Section 8.3. The DOG algorithm incurs storage overhead of O(k), since each agent must

maintain a probability of joining the set S; at each of k iterations.
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8.5 Case Study: Distributed Sensor Scheduling

In this section, we evaluate our approach through a case study, based on the problem of
determining the optimal set of nodes to activate in a sensor network. We first provide the de-
tails of our experimental setup. We then describe our approach for distributed computation

of the objective function, followed by the simulation results.

8.5.1 FExperimental Setup

We evaluate our proposed algorithms using Matlab. In this study, we consider the problem
of deciding which sensors, out of a set of n = 46 sensors, should be active at a given time. To
perform the study, we use the temperature monitoring data from the Intel Research Lab [2],
which contains a time series of temperature measurements from a network of 46 sensors.
We assumed that each temperature measurement corresponded to a sample from an under-
lying Gaussian random distribution p; corresponding to the node ¢. We then computed the
covariance matrix K for the sensors. We let the utility function f(S), which we assume

to be fixed, be given as f(S) = MMS%?\EIE%(%SE(S), where M MSE(S) denotes the condi-

tional variance of the measurements of each sensor, given knowledge of the measurements
at locations S. The analysis considered both unconstrained and cardinality-constrained
distributed optimization. For the EWA algorithm, we chose v = 0.01, n = 1/MMSE(0),

and § = 0.03, based on the discussion of parameter selection in [26].

8.5.2 Sensing Model and Objective Function Definition

We assume that each sensor node v € V is capable of measuring a random variable X,,.
The variables X £ {X,, : v € V} are jointly Gaussian with mean 0 and covariance matrix
Y. The precision matrix @ is defined by @ = X ~!. The objective function f(S;) can be

written as

f(St) = Z Var(Xv|XSt)7 (822)
where Xg, £ {X, : v € S;} and

var(X,| Xs,) :/ var(X,| Xg, = z)pxs, (v) dz.

z€RIS5t
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This objective function measures the uncertainty of estimating the measurements at the
inactive sensors, given the measurements at the active sensors. The function f(S;) was

shown to be submodular as a function of S; in [74].

To compute the objective function, a random process z,[m], m = 1,2,..., is simulated
at each node v € V' Sy, such that the variance of z,[m] converges to (Qgtl)m,. The process
is created by having each node maintain a time-varying state, which is equal to a linear
combination of the states of its neighbors plus additional Gaussian noise. Each node can

then estimate var(X,|Xg,) by computing the sample variance.

This approach assumes that nodes are capable of local synchronization, in which each
node v € V' \ S; knows which messages to expect before its m-th iteration (in this case,
the states {zy[m — 1] : w € N(v) \ S}) [15, Ch. 1.4]. Local synchronization requires less
overhead than global synchronization, which requires all nodes to agree on a common time
index, and hence is a common assumption in sensor networks [99]. Furthermore, nodes in
S; do not send state values at any iteration, and are therefore not incorporated in state
updates. Hence, each node v € V '\ Sy does not require any knowledge of Sy, since these

nodes are automatically excluded from computation of the algorithm.

A Lyapunov function argument shows that the variance o2 of node v converges to
var(X,|Xg,); we omit the proof due to space constraints. It remains for each node to

compute the average variance f(S;) over all the nodes u ¢ S;.

8.5.8 Ezxperimental Results

For the unconstrained case, the overall utility function was equal to f(S) — ¢|S|, where ¢
represents the cost of activating each sensor; we chose ¢ = %, so that the total cost is equal
to the fraction of sensors activated. For comparison, we also evaluated the performance
of random sensor activation. As shown in Figure 8.1(a), the distributed online approach
first experiences a rapid decrease in utility, as multiple nodes randomly decide to activate,
thus increasing the cost. As the time progresses, these nodes observe the decrease in their
utility and deactivate, eventually approaching a utility of 0.9. Since 1 is an upper bound on

the maximum achievable utility, DUO is at least 0.9-optimal for this problem. At all time
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periods, the algorithm DUO provides higher utility than random selection, and converges

to a comparable utility to the offline greedy algorithm.

Figure 8.1(b) shows the utility of the constrained case as a function of time with k& = 5.
The algorithm DCO converges rapidly to a utility of 0.945. As a comparison, a centralized
greedy algorithm provides utility of 0.97, while 1 is an upper bound on the utility that can
be achieved. Moreover, DCO provides higher utility than the DOG algorithm. The average
utility as a function of the constraint k is shown in Figure 8.1(c). Clearly, increasing the
number of sensors that can be activated increases the utility. We observe a concave increase
in utility for centralized greedy approach and a roughly linear increase for DCO and DOG.
The rate of increase for the distributed algorithm is lower than that of the centralized case;

however, when k = 10, DCO gives utility of 0.95 while the greedy algorithm gives 0.99.

8.6 Conclusions and Future Work

In this chapter, we studied the problem of submodular maximization in a distributed, online
setting, in which each node must decide whether to join a given set in order to maximize a
submodular objective function. We considered two versions of the distributed submodular
maximization problem. In the first case, there are no constraints on which nodes can join
the set. In the second case, the number of nodes in the set cannot exceed a fixed number &

and the function to be maximized is assumed to be monotone.

For both cases, we introduced distributed algorithms for submodular maximization with
O(1) expected optimality gap. In the unconstrained case, our distributed algorithm achieves
a 0.33 optimality gap, compared to the best centralized algorithm’s 0.5 optimality gap. Our
algorithm for maximization in the constrained case achieves a 0.5 optimality gap, compared
to a (1-1/e) gap for centralized algorithms. Both algorithms can be computed by nodes with
limited computation, communication, and storage capabilities, and without knowledge of
the number of nodes, any cardinality constraint, or access to a value oracle of the objective
function. An experimental study using sensor network data showed that both algorithms

provide near-optimal empirical performance.
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8.6.1 Future Work

Improved Optimality Gap: The optimality guarantee of 1/2 achieved by our proposed algo-

rithm DCO is less than the (1—1/e) guarantee achieved by the greedy centralized algorithm.
In our future work, we will investigate additional problem structure that may enhance the
performance of local search algorithms such as DCO. One possible set of problems arise
in facility location, where exchange-based algorithms are known to provide near-optimal
solutions [7].

Matroid Constraints: While the approach outlined in this chapter provides algorithms for

unconstrained and cardinality-constrained submodular maximization, matroid-constrained
optimization remains an open problem. Generalizing the cardinality-constrained case from
arbitrary exchanges to matroid exchange [77] is a promising approach to incorporate these

more general constraints.
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