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Abstract

Data Poisoning Attacks in Transportation and Infrastructure-Enabled Defense Methods

Feilong Wang

Chair of the Supervisory Committee:
Xuegang (Jeff) Ban
Department of Civil and Environmental Engineering

Transportation has been and will continue to be under rapid transformations. One transformation
is that the transportation system is increasingly driven by massive datasets, including vehicular
data (e.g., from GPS, camera and LIDAR) and infrastructure-generated data (e.g., from loop
detectors and travel time sensors). However, the growing reliance on data poses potential
cybersecurity issues to the transportation system, among which the so-called “data poisoning”
attacks by adversaries are becoming increasingly critical. Data poisoning attacks aim to
compromise a system’s performance by adding malicious noises, perturbations, or deviations to
the dataset used by the system. Extensive studies have demonstrated the vulnerability of vehicular
data to data poisoning attacks, while research on the infrastructure side is sparse. To narrow the
gap, this dissertation develops a generic data poisoning attack model for traffic state estimation
and prediction (TSEP) applications that primally rely on infrastructure-generated data. By studying
the properties of the proposed attack model such as its Lipschitz conditions, the dissertation
identifies the vulnerability of TSEP models, generating insights on proactive defense solutions.

This dissertation then develops defense solutions using secure data from transportation
infrastructure, a recent parallel development for supporting various functionalities of advanced
vehicle technologies, especially Connected and Automated Vehicles (CAVs). By securing the data

collection and transmission processes, secure data from the infrastructure can help defend against



data poisoning attacks. However, such potentials have not been well explored in the literature. This
dissertation aims to fill this gap by developing “infrastructure-enabled” solutions to defend against
both attacks on vehicular data and attacks on TSEP models. The results show that enabled by the
secure infrastructure data, a simple detection method (i.e., an Isolation Forest model) can
effectively defend against various types of stealthy GPS spoofing (a high threat to vehicular data
of advanced driving systems) and data attacks on queue length estimation models (a common

TSEP application).
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1. INTRODUCTION

1.1. MOTIVATION

Transportation has been and will continue to be under rapid transformation, enabled by recent
emerging technologies and systems, such as mobile sensing (Ban and Gruteser, 2012), new
mobility systems (Shaheen and Chan, 2016), connected/automated vehicles (CAVs) (Greer et al.,
2018), transportation electrification (Shen et al., 2019), and the wide applications of artificial
intelligence (Al) in transportation (Cui, 2021). This will profoundly change the landscapes of
human mobility, future cities, and our society in general. One of such transformations is the
massive old and new datasets that are now widely collected and becoming more available,
including vehicular data (e.g., trajectory data from GPS, and sensing data from camera, radar and
LiDAR), and infrastructure-generated data (e.g., data from loop detectors and travel time sensors),
to name a few. The vehicular data from in-vehicle sensors are essential to support advanced driving
systems, while the infrastructure-generated data are primally for traffic state estimation and
prediction (TSEP) and traffic control, etc.

Besides its benefits, the growing reliance on data poses potential cybersecurity issues to the
transportation system by opening various attack surfaces and attack types (Figure 1) (Sheehan et
al., 2019). In practice, numerous transportation cybersecurity incidents have been reported,
causing safety threats, huge economic losses, and system-level to national-wide disruptions
(Callahan, 2019). For example, in 2012, a disgruntled former employee of Texas Auto Center
remotely activated over 100 vehicles’ immobilization systems and successfully disabled their
ignition systems (Linda, 2012). In 2015, hackers announced their success in remotely breaking
into a Jeep Cherokee on a highway, demonstrating their control over its steering wheel, accelerator,

air-conditioning, radio, windshield wipers, and even brakes (Greenberg, 2015). As a result, 1.4
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million vehicles had recalled for installing a security patch. Attackers controlled a fleet of
autonomous delivery trucks and rerouted them all to Manhattan at three mph, causing major
gridlock in the city (Smith, 2018); an attacker held control of 70% of 187 Washington D.C. traffic
and security cameras for ransom (Pegues, 2017). In 2017, FedEx’s worldwide operation was hit
by NotPetya worm, causing an estimated $300 million in losses (Abt, 2018). UK and German
officials reported 2.7 million (in six weeks) attack attempts against their virtual rail transport
control system that was purposely set up to gauge better attack frequency and attackers’
capabilities (Milne, 2017). Due to these threats, the ITS JPO Strategic Plan 2020-2025 by USDOT
recognizes the critical importance of ITS cybersecurity. It encourages state, local, and tribal
transportation agencies to identify and mobilize organizational resources to focus on transportation

cybersecurity (USDOT, 2020).

Wireless
antenna 1 LiDAR
» Physical damage 7
» Unauthorized physical g
ez 2 Camera &

GPS :
infrared systems
+ Short-range spoofing
* DoS attack
» Password & key attack

* Phishing attack
» Rogue update 5 Center
4

» Network protocol attack Tyre-pressure * computer

Monit:
i 2z Radar

Attack Vectors Attack Types Attack Surfaces

Figure 1. Overview of cyber-attack types, attack vectors and CAV attack surfaces.
Recent years have also witnessed active academic research on transportation cybersecurity,
including the vulnerability of transportation systems to various attacks and the development of
mitigation solutions. Among these attacks, the so-called “data poisoning” attacks are becoming
increasingly critical due to their stealthiness. Data poisoning attacks aim to compromise the

performance of a system by adding malicious noises, perturbations, or deviations to the dataset
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used by the system. For example, GPS spoofing, which falsifies true GPS signals with outdated or
maliciously modified GPS signals, has been a long-recognized high threat (Schmidt et al., 2016);
LiDAR can be compromised by replay attacks that deceive receivers with recorded and thus
outdated data (Cao et al., 2019); vehicular vision systems are vulnerable to attacks that poison the
training dataset based on which deep learning-based models (the core of a vision system) are
trained (Petit et al., 2015). Note that in cybersecurity and related fields, terms such as invasion (or
real-time) attacks (Zhang et al., 2016, 2016) or false data injection attacks (e.g., for the state
estimation of electricity grids (Liu etal., 2011)) are also used, while the data poisoning often refers
to an attack on the training data. Here, this dissertation overloads the terminology data poisoning
as a general term to denote all kinds of data-related attacks in transportation.

Studying attack models is vital for evaluating the vulnerability of data-driven systems and
defending against potential attacks from a proactive perspective (Biggio and Roli, 2018).
Traditionally, defending attacks have been conducted reactively (Figure 2A): (i) an attacker
analyzes a target system and devises an attack strategy to fail the system; and (ii) the defender
analyzes the attack and reacts with new countermeasures. It is clear that a reactive approach cannot
prevent the never-before-seen types of attacks. By studying attack models against a system, the
defender can follow a proactive approach (Figure 2B) by (i) envisioning potential attack scenarios
and identifying the vulnerability of the system to attacks, (ii) devising countermeasures against the
attacks beforehand, and (iii) repeating this process before system deployment. Therefore,

designing attack models is critical for studying transportation cybersecurity.
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Attacker Defender Defender Defender
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2) Devise atta 3 lyze attack 2) Simulate atta 3) B¥aluate attack’s impact
A. Reactive approach B. Proactive approach

Figure 2. Reactive (A) and proactive (B) approaches to defending against attacks.

In transportation, data poisoning attacks can be broadly categorized as attacks on vehicular
data, infrastructure data, and the data transmitted between vehicles and everything (i.e., V2X data).
Attacks on vehicular data (for both single and connected vehicles) have been well recognized and
extensively studied (Khan et al., 2020; Parkinson et al., 2017; Petit and Shladover, 2015), and there
are security mechanisms for the transmitted data (e.g., secure credential management system
(SCMS) for V2X data) between vehicles and the infrastructure. On the other hand, research efforts
on the infrastructure side are limited. For example, as one of the most important and extensively
studied areas in traffic modeling, TSEP uses data at the infrastructure side to produce traffic
measures (travel times, volumes, queue lengths, etc.), which are important both in their own merit
(e.g., for performance evaluation) and as critical inputs to control and optimization applications
(e.g., traffic control). However, data poisoning-related attacks on TSEP have not been formally
defined, and few TSEP methods currently consider the risks of data attacks, let alone methods to
defend against the attacks.

This dissertation first focuses on the vulnerability of transportation data to data poisoning
attacks by formally defining data poisoning attacks against TSEP methods, especially those based
on optimization models. Following the analysis of the properties of data poisoning attack models,
this dissertation develops defense solutions using emerging transportation infrastructure, a recent

parallel development in transportation. Infrastructure is becoming increasingly important in
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supporting various functionalities of advanced vehicle technologies, especially CAVs (Y. Lietal.,
2020; Wang, 2018). It is widely accepted now (in the transportation field and beyond) that
infrastructure-vehicle cooperation is probably a more viable path to implement emerging systems,
e.g., automated driving, compared with that using driverless vehicle technologies solely. By
securing the data collection and transmission processes, secure data from such infrastructure
(different from the one generating data for TSEP) can help defend against data poisoning attacks.
Such secure data can be available from existing or newly installed dedicated, secure sensing and
data collection systems deployed by the infrastructure (e.g., video cameras installed at an
intersection with secure schemes for data transmission and travel times estimation from wired loop
detectors). However, such potentials have not been well explored in the literature. This dissertation
aims to fill this gap by proposing “infrastructure-enabled” defense solutions (both attack detection

and mitigation) detailed below.

1.2. OBJECTIVES

This dissertation aims to propose data poisoning attack models against optimization-based TSEP
applications to study their vulnerabilities and develop infrastructure-enabled defense (IED)
methods to defend against these attacks. Figure 3 gives an overview of the dissertation’s objectives,

each specified in the following.

Against optimization- E.g., LS Regression,
backed TSEP models |[—| SVM Classifier
ﬂ Cim |
e | (s soctng
el
~ Against attacks on data E.g., queue length
—

for TSEP applications estimation

Figure 3. An overview of the objectives of the dissertation
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As noted earlier and discussed in more detail in Chapter 2, studies on data poisoning attacks
against TSEP models are limited in the literature. The first objective of this dissertation is to narrow
this gap by formally designing data poisoning attacks on TSEP models. Often formulated as a
problem of learning representations from data, many TSEP models are optimization-based,
including classical linear/nonlinear optimization problems, and most statistical-learning and deep
learning-based learning problems. Examples include Least Squares (LS) models applied to delay
pattern estimation of signalized intersection using travel times from mobile sensors (Ban et al.,
2011), SVM applied to vehicle trajectories for vehicle classification (Sun and Ban, 2013) and
freight delivery stop identification (Yang et al., 2014), Bayesian Network-based methods for
estimating the cycle-by-cycle queue length distribution (Hao et al., 2014), and DL models for
traffic state prediction (W. Li et al., 2020). This dissertation focuses on optimization-based TSEP
models. The properties of the proposed attack models will be studied. As shown in Figure 3, the
effectiveness will be evaluated using some example TSEP models (e.g., queue length estimation
model based on sampled travel time data and vehicle classification model based on trajectory data).

This dissertation then aims to develop infrastructure-enabled solutions to defend against
data poisoning attacks on transportation data. This is illustrated by developing infrastructure-
enabled defense solutions against attacks on vehicular data and on TSEP applications (Figure 3).
For attacks against vehicular data, it takes GPS spoofing as a study case and proposes an
infrastructure-enabled defense method, acknowledging that GPS has been and will continue to be
an essential sensor in automated driving systems while defending against GPS spoofing has been
challenging (Katrakazas et al., 2015). Using GPS spoofing, this dissertation first demonstrates that
secure, independent data from the infrastructure enables new ways to detect and mitigate attacks

against vehicular data effectively. The infrastructure-enabled solution to defend against attacks on
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TSEP models is then studied. The goal is to show how infrastructure status data and existing or
newly deployed secure data from the infrastructure can help detect data attacks on TSEP models.
This dissertation then investigates the queue length estimation model (an essential model for traffic
state estimation and signal control) using mobile travel time data and shows how traffic signal
status data and loop detector data could help defend against data attacks on the model.

More specifically, the objectives of this research include:

1. Study Lipschitz continuity properties of TSEP solution with respect to data perturbations.
This dissertation proposes to formulate data poisoning attacks as the sensitivity analysis of
optimization problems with respect to data perturbations (attacks). This intends to open
new ways to design data poisoning attacks on various TSEP models. A cross-cutting theme
here is to study the Lipschitz continuity properties of the TSEP solution with respect to the
data perturbation, which has important implications for designing data attacks and
developing defense methods.

2. Develop a generic attack model and tailor it for common TSEP applications. Due to the
lack of differentiability, the commonly used gradient-based method is not applicable. This
study shows how the generalized implicit function theorem (Dontchev and Rockafellar,
2009) can address the challenge due to non-differentiability and general constraints.
Effective attack algorithms can then be developed following the computed semi-
derivatives. This study also aims to demonstrate the generality and effectiveness of the
proposed methods via extensive experiments. The proposed methods are tailored for
specific TSEP applications. In each specific TSEP model, the performance of the proposed

methods is compared with the state-of-the-art methods via extensive experiments.
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3. Develop an infrastructure-enabled solution against GPS spoofing. The solution utilizes
Roadside Units (RSU) as an independent, secure data source. This dissertation considers
and addresses the realistic situation where RSU data are not always available for defending
against GPS spoofing due to certain constraints (e.g., a limited budget to install RSUs all
over the road network). Based on the secure RSU data, an Isolation Forest-based spoofing
detection method and a correction model will be developed. The proposed method will be
tested using both simulation and real-world data, and its effectiveness is validated in
defending against various types of GPS spoofing, including a stealthy attack that is
proposed to fail the production-grade autonomous driving systems.

4. Develop an infrastructure-enabled solution against data poisoning attacks on TSEP
models. After identifying the vulnerability of the TSEP solution to data poisoning attacks,
effective defense solutions should be developed. Due to the stealthiness of the data
poisoning attacks, conventional anomaly detection methods would be ineffective in
distinguishing poisons from normal data, as the two could have the same distribution. This
dissertation investigates how infrastructure status data (e.g., traffic signal status data) and
secure data from existing or newly deployed infrastructure (e.g., data from wired loop
detectors) can help detect data attacks on TSEP. After the attacks are detected, the poisoned
data should be removed/tagged to mitigate the (future) impact on the TSEP solution. The

performance of the proposed defense solutions shall be evaluated via extensive tests.

1.3. CONTRIBUTIONS

This dissertation brings the cybersecurity of transportation data to the attention of the
transportation community. The proposed data poisoning attack models contribute new tools to the

community for evaluating the vulnerabilities of data-driven systems/models in transportation. The
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infrastructure-enabled defense methods developed in the dissertation provide a promising way to

defend against data poisoning attacks, as various (and more intelligent) transportation

infrastructure has been developed and continues to emerge as new data sources. Specifically, the

major contributions of this dissertation research are listed below.

1)

2)

3)

The dissertation fills the research gap by formally formulating and studying data poisoning
attacks against TSEP models as a general optimization framework, aiming to identify an
optimal perturbation that maximizes the negative impact on the TSEP model. The
dissertation shows how the framework can be tailored to maximize the attack’s impact on
specific TSEP models and datasets. The attacks are designed to be stealthy yet practical by
subjecting the attacks to traffic-related constraints (e.g., car-following) and satisfying
application-specific knowledge (e.g., vehicles at the rear part of the queue formed during
the red time of a traffic signal often experience smaller delays than those in the front part).
The properties of the formulated data poisoning attacks are analyzed as sensitivity analysis
of optimization problems over data perturbations (attacks), opening a new way to study
data poisoning attacks on TSEP models. The innovative way to study the Lipschitz
continuity property of the TSEP solution with respect to data perturbations addresses two
major limitations for most existing attack methods: the ability to deal with constraints,
especially inequality constraints and the ability to deal with non-differentiability.
Understanding the Lipschitz property of TSEP models has important implications for
designing data attacks and developing defense methods.

This research designs an infrastructure-enabled solution against GPS spoofing, one of the
high threats to vehicular data. The infrastructure-based design has multiple advantages over

existing defenses against GPS spoofing. Thus, it provides a new and valuable alternative
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4)

5)

to addressing GPS spoofing issues. This research uses secure RSU data and shows that an
Isolation Forest-based detection method is more effective than state-of-the-art detection
methods. Moreover, it includes a correction component, which corrects location errors
induced by the attacks. This is one of the key benefits of the proposed infrastructure-based
defense method, as most existing studies only focus on detecting attacks without correcting
errors induced by the attacks.

This research designs infrastructure-enabled solutions against data poisoning attacks on
TSEP models. Given the limited research on defending data poisoning attacks against
TSEP models, this research makes a methodological contribution. Focusing on essential
TSEP models in practice (e.g., the queue length estimation model), this research also has
practical significance to the transportation community. Given its generalizability, the
proposed IED solution could also provide useful insights for developing defense solutions
to address other data-related transportation cybersecurity issues.

This research conducts comprehensive tests and validations of the proposed attack and
defense methods in traffic simulation and with real-world data. The data poisoning attack
models are tailored and tested in specific TSEP models, including the queue length
estimation model represented as a regression problem and the vehicle classification
formulated as a binary classification problem. The tests on these TSEP models with distinct
properties validate the effectiveness of the proposed data poisoning attack model in
practice. The proposed infrastructure-enabled methods are tested under various attack
strategies and using both simulation and real-world data to defend against GPS spoofing
attacks and attacks on TSEP models. The performance is compared with the state-of-the-

art defense strategies, followed by sensitivity analyses.
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1.4. DISSERTATION OUTLINE

This dissertation is organized as follows.

Chapter 2 delivers a comprehensive review of the literature on relevant advances and
cybersecurity in vehicular technologies and roadside infrastructure, data poisoning attacks, defense
methods for data poisoning attacks, and secure infrastructure data.

Chapter 3 gives an overview of the methodological framework of this dissertation.

Chapter 4 presents the work on data poisoning attacks against TSEP models. It starts with the
problem statement, introducing the TSEP model as a problem of learning representations from
data and formally defining the attacks as a general sensitivity analysis of optimization problems
over data perturbations. This chapter studies the Lipschitz continuity property of the TSEP solution
under general constraints and lacking differentiability. A generic attack model is proposed
following a general implicit function theorem, fitting a broader spectrum of TSEP applications.
The proposed methodology is applied and tested to demonstrate its advantages over the state-of-
the-art methods. Results are presented and analyzed.

Chapter 5 presents the work on developing infrastructure-enabled solutions against data
poisoning attacks in transportation, including two parts. The first part focuses on defending against
attacks on vehicular data, using GPS spoofing as the case study. The design of secure infrastructure
data, GPS spoofing detection and correction methods are introduced. Results from experimental
tests using both simulated and real-world GPS data are presented. The second part works on
defending against attacks on TSEP, using the queue length estimation model investigated in
Chapter 4 as an example. The idea of attack detection and correction using signal state data and
wired loop detector data is introduced and implemented. By applying the attack model developed

in Chapter 4, the performance of the proposed defense solution is evaluated.
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Chapter 6 ends the dissertation by discussing the limitations of the present work and future
directions.

Chapter 7 concludes the dissertation.
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2. LITERATURE REVIEW

2.1. ADVANCES AND CYBERSECURITY IN TRANSPORTATION DATA
2.1.1.  Advances in transportation and its reliance on data

Vehicle automation connectivity has been one of the fundamental applications within the field of
Intelligent transportation systems (ITS). Enabled by these applications, ITSs increasingly rely on
data, including sensor data from automated and connected vehicles and data from roadside
infrastructure. The three types of data are introduced in the following.

- Data from automated vehicles
A variety of research projects have advanced the enabling technologies in environmental
perception and vehicle control and have produced experimental implementations to show how
automation technology could be applied to road vehicles. Automation is achieved using sensor
technology to survey the environment and to plan vehicle activity (Guerrero-Ibafiez et al., 2018).
The state-of-the-art in-vehicle sensors, including camera, radar, LiDAR, etc., have been deployed
to support various functions. In particular, Automated Vehicles (AVs) incorporate many different
sensors and technologies to enable driverless, safe, and efficient transportation.

Among these advances, accurate localization of a vehicle’s global positions on the map is
critical due to its core role in planning vehicle routes and executing controls (Kuutti et al., 2018).
To support high-level driving automation and safety, the localization of AVs needs to be robust in
various driving scenarios, including adversarial environments, and thus demands advanced sensors
and algorithms. GPS has been widely used as a positioning input, combined with other sensors
(Shen et al., 2020a; Wang et al., 2021a). The modern localization solutions are predominantly

based on data-fusion algorithms that combine position information from multiple sensors,
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including GPS, IMU (Inertial Measurement Unit) and LIDAR (Light Detection and Ranging)
(Shen et al., 2020a). The localization module fusing various sensors is not only for achieving high
accuracy positioning but also for ensuring robustness under different road and weather conditions
for safe driving, as each has strengths and weaknesses (Cao et al., 2019; Gao et al., 2015; Shen et
al., 2020a). IMUs can generate relative measurements (i.e., accelerations and angular velocities)
at high frequency, enabling continuous localization by recursively integrating these measurements.
However, since these local measurements contain errors, the location errors will accumulate over
time and are not bounded (Min et al., 2019; Noureldin et al., 2009). Therefore, the low-frequent
global measurements from GPS or LiDAR are necessary to correct the accumulated errors of IMU.
The positioning accuracy of modern GPS receivers can achieve centimeter-level with corrections
from ground stations (NovAtel, n.d.; Shen et al., 2020a). However, GPS signals could be affected
by surrounding barriers such as tunnels or tall buildings (Hofmann-Wellenhof et al., 2007).
LiDAR-based methods localize a vehicle by scanning the surroundings using lasers and matching
the scans with High-Definition Map in the database (Gao et al., 2015). However, they are sensitive
to weather and changes in surroundings (e.g., buildings or landscapes) (Cao et al., 2019).
- Data from connected vehicles

Another focus of ITS is on the concepts of connected vehicles with emerging technologies
enhancing connectivity. These concepts are based on the communication of data among vehicles
(V2V) and/or between vehicles and the infrastructure or any other devices (V2X), which provides
the necessary information to implement ITS applications, such as position, and speed of movement,
etc. (Kutila et al., 2019). The connections and the data transmitted in between support subsequent
automation, making it promising to transform the driver’s role from actor to monitor or even pure

passenger.
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The technology of vehicular ad hoc networks (VANET) is one of the most studied topics in
ITS. Based on vehicle-to-vehicle and vehicle-to-roadside communications architectures, VANETS
can be formed, and information can be relayed among cars to provide various ITS applications.
Typical applications include supporting automated braking, disseminating traffic information,
enabling vehicle platooning, providing emergency services, etc. In particular, the vehicle
platooning is under active research and has shown its promise in stabilizing traffic flows and
reducing fuel consumption (Liang et al., 2015).

- Data from road-side infrastructure
Besides the emerging vehicle-based sensors and communication technologies, Road-side
infrastructure is becoming increasingly important in supporting various functionalities of
automated vehicles, especially Connected and Autonomous Vehicles (CAVs) (Y. Li et al., 2020;
Wang, 2018). Further, it is widely accepted now in transportation that infrastructure-vehicle
cooperation is probably a more viable path to implement automated driving, compared with
driverless vehicle technologies solely. For this, the communication and data transmissions between
vehicles and infrastructure will play a central role. Indeed, V2X messages (e.g., the basic safety
message (BSM)) have already been defined for data transmitted between vehicles and “everything”
(including other vehicles, the infrastructure, and other users of the roadway), and secure data
transmission schemes (e.g., SCMS) (Brecht et al., 2018)) have also been proposed for V2X data.

Moreover, infrastructure-generated data (e.g., wireless detectors and video-based traffic
surveillance) have been playing and will continue to play an increasingly important role in traffic
state estimation and predictions (TSEP). Infrastructure (e.g., roadside cameras and radar) supplies

essential data sources for TSEP to produce traffic measures, including travel times, volumes, delay
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pattern estimation, queue lengths, etc. Such measures are crucial for monitoring and evaluating
traffic performance and provide critical input to traffic control and optimization applications.

It should be noted that, infrastructure is increasingly applying “crowdsourcing” to collect data
from individual users and/or vehicles (e.g., via mobile sensing or connected vehicles), which is
also prone to data poisoning attacks. That is, a user or vehicle with either malicious intent or being
hacked could send poisoned data (e.g., the trajectory) to the infrastructure, following all
communication protocols. Without specially-designed detection and mitigation methods, such
poisoned data may be used for training models or making real-time decisions on the infrastructure

side, leading to possibly detrimental consequences.

2.1.2.  Cybersecurity in transportation data

As discussed above, developing increasingly intelligent transportation inevitably requires various
in-vehicle sensors and the vehicle’s connection with its neighboring vehicles and infrastructures.
However, the increasing use of sensor technologies onboard and connectivity amplifies the
exposure of potential vulnerabilities, which can increase the likelihood of future attacks. It is
increasingly critical to start evaluating the cybersecurity implications of automated vehicle systems,
including those cooperative and noncooperative. Recent studies have revealed plenty of
cybersecurity issues that could compromise vehicles’ performance.

Studies suggest that vehicle sensors are vulnerable to malicious attacks (Petit and Shladover,
2015). A few existing studies have revealed potential vulnerabilities of in-vehicle sensors to
malicious attacks (Wang et al., 2021). By overtaking the Controller Area Network (CAN bus) or
the On-Board Diagnostics (OBD) system, a false injection attack could manipulate speed,
acceleration, or angular readings from in-vehicle sensors (Petit and Shladover, 2015). GPS

jamming can block GPS signals, while GPS spoofing injects false information into true GPS
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measurements, aiming to mislead vehicles’ trajectories (Schmidt et al., 2016). Data poisoning
attacks can corrupt neural network models, which cameras-based modules rely on for classifying
objects on vehicles’ paths (Xie et al., 2022a). Replay attacks can prevent LiDAR from receiving
real-time data, while LIDAR spoofing can inject false obstacles into the point clouds or mask real
obstacles (Cao et al., 2019). Among these attacks, GPS spoofing is considered one of the most
dangerous attacks and has been receiving various attention, as it is easy to launch, has a high
possibility of success, and is difficult to prevent (Khan et al., 2020). More details of GPS spoofing

are provided in the next section.

2.2. DATA POISONING ATTACKS

One of the cybersecurity issues is the so-called “data poisoning” attacks by adversaries, which are
becoming increasingly critical as transportation systems are more and more data-reliant. Data
poisoning attacks aim to compromise the performance of a system by adding malicious noises,
perturbations, or deviations to the dataset used by the system. Different from conventional data
attacks such as DOS or jamming attacks against sensors, emerging data poisoning attacks can be
stealthy as they are often carefully crafted and thus can be challenging to defend.

In computer science, data poisoning attacks can be categorized into two groups based on
attack timing: evasion attacks and poisoning attacks. The former occurs at decision time (e.g., by
designing a false data point that can pass the trained model), while the latter is launched at training
time to compromise the model learned from the dataset (e.g., by skewing or stretching the anomaly
detector so that the future attack appears normal) (Vorobeychik and Kantarcioglu, 2018). Noticing
that even the decision time attacks can compromise the model, this dissertation overloads the term
“data poisoning attack” to facilitate the discussion. That is, this dissertation defines data poisoning

attacks as general attacks falsifying the data related to the system’s performance.
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A formal definition of data poisoning attacks typically consists of multiple components,
including adversarial objective/motivation, attack vector, attack model and attacker’s capability
(Redaetal., 2021). The adversarial objective defines what the adversary wants to achieve through
the attack. The adversary normally tries to find a set of data perturbations that, after being applied
to the pristine dataset, would maximize the negative impact on the TSEP models (e.g., the
deviation in the TSEP solution) or induce some pre-defined target (e.g., by minimizing the
difference between the pristine solution and the target). An attack vector is a means (or path) by
which the adversary can gain access and manipulate a victim's system either physically or remotely.
An attack model is to identify a specific strategy for how the attacker manipulates the dataset to
reach the adversarial goal via the attack vector. A sophisticated algorithm is often needed to ensure
astealthy (i.e., small perturbations to data) and effective attack. The Attacker’s capability (or attack
budget) specifies the resources an attacker needs to launch a successful attack. Based on the
attackers’ access and knowledge level of the target model, an attack could be a white-box attack
(full access/knowledge) or a black-box attack (no access/knowledge), with a grey-box in the

middle. Without suitable resources, carrying an attack becomes difficult.

2.2.1.  Model-specific and domain-specific data poisoning attacks

Data poisoning attacks can be model-specific or domain-specific. Attacks that are not designed for
a specific model or algorithm, such as random attacks and bandwidth attacks, have limited success
rates. In the following, the two categories of attacks are briefly introduced, focusing on data
poisoning attacks related to the transportation system.

Various studies have shown the vulnerability of machine learning models to data poisoning
attacks. The model-specific attacks are optimized for a specific machine learning model or learning

algorithm for effective attacks. Such attacks have been proposed and demonstrated on popular
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machine learning models, including SVM (Biggio et al., 2013), regression (Jagielski et al., 2018),
unsupervised classifiers (Li and VVorobeychik, 2018), and neural networks (Papernot et al., 2016).

Data poison attacks have also been demonstrated in various domains. For these attacks, the
goal (objective function) and the constraints will be domain-specific. For example, in Computer
Science, researchers have developed data poison attack models for evaluating the vulnerability of
sensing systems and dedicated data-processing or data-learning algorithms. Effective data attacks
have been proposed to fail malware and network anomaly detection, spam filtering, computer
vision, Portable Document Format (pdf) reader, and recommender systems (Huang et al., 2011;
Vorobeychik and Kantarcioglu, 2018), to name a few. In Electricity and Electronics domain, for
example, a popular research area is to evaluate the vulnerability of smart power grids facing data
poisoning attacks. The smart grid control system relies on an accurate state estimation from sensor
measurements, which could be manipulated by attackers (Liu et al., 2011). The data poisoning
attacks on transportation TSEP applications studied in this dissertation can also be considered
domain-specific attacks.

Data poisoning attacks are also categorized into model-targeted and objective-driven attacks,
depending on whether the goal is to induce a pre-defined model or maximize certain given
objective (e.g., prediction accuracy) (Suya et al., 2021). Most existing poisoning attacks are
objective-driven, where the attacker has a specified adversarial objective, such as reducing the
forecasting/classification accuracy of the attacked model. Recently, Suya et al. (Suya et al., 2021)
proposed a model-targeted attack. Given a target model in mind (i.e., assuming the adversarial
knows where to induce the learning model), the model-targeted attack finds a set of poisoning data
points iteratively to induce the victim model to that target model as close as possible. Each iteration

finds the data point that maximizes the loss difference between the target model and the
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intermediate model (i.e., the one learned on the clean data and generated poisoning points from
previous iterations). It was proven that the iteration process could eventually induce a model
similar to the target model. This attack model does not pay much attention to the constraints (e.g.,
limits on the TSEP solution to make the attack stealthy) and works under strong assumption by

focusing on convex models only.

2.2.2.  Data poisoning attacks in transportation

The transportation systems are increasingly data-driven. On the vehicle side, advanced driving
systems rely on deep-learning networks trained on massive datasets to percept surroundings. On
the infrastructure side, smart signal control systems utilize trajectories from connected vehicles to
optimize signal timing schemes. A more detailed review is presented in Section 2.1. Consequently,
data poisoning attacks can threaten both vehicular and infrastructure data.
- Data poisoning attack on vehicular data

Existing studies on data poison attacks mainly focus on vehicular data from in-vehicle sensors.
For example, GPS spoofing, which broadcasts falsified GPS signals, has been a long-recognized
high threat (Schmidt et al., 2016); LiDAR can be compromised by replay attacks that deceive
receivers with recorded and thus outdated data (Cao et al., 2019); cameras are sensitive to blinding
attacks that emit light into the camera (Petit et al., 2015; Petit and Shladover, 2015). Besides the
decision-time attacks, studies have shown that vehicle sensing devices or systems can also be
attacked during training time. Jiang et al., (2020) have shown that the deep learning-based
computer vision system deployed on a vehicle can be attacked by feeding adversarial traffic signs
into the training dataset. Path routing algorithms can also be poisoned by attacking the crowd-
sourced trajectory data (Yu, 2021). A recent study has demonstrated that a data-fusion-based

navigation system can be poisoned (Shen et al., 2020Db).
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Among these threats, GPS is particularly prone to such data attacks as shown by Petit and
Shladover (2015), including jamming and spoofing. Considering its importance in supporting
modern localization systems, attacks against GPS could lead to severe consequences. GPS
jamming can block GPS signals, while GPS spoofing injects false information into true GPS
measurements, aiming to mislead vehicles’ trajectories (Schmidt et al., 2016). GPS spoofing is a
data poisoning attack, while GPS jamming is a typical denial of service (DoS) attack. DoS attacks
prevent sensor readings from being received and data poisoning attacks against GPS inject
malicious information into the true one. A full taxonomy of various types of attacks can be found
in Petit and Shladover (2015), where GPS spoofing) is considered a high threat to vehicles as it is
easy to launch, has a high possibility of success, and is difficult to detect (Khan et al., 2020).

Below is a list of common types of GPS spoofing in recent studies (Psiaki and Humphreys,
2016; van Wyk et al., 2020; Wang et al., 2021b):

e Instant: One GPS measurement that is unexplainable and significantly different
from previous measurements.

e Noise: A consecutive sequence of GPS measurements with increased variance.
Noise attack occurs across multiple successive sensor readings.

e Constant bias: A sequence of GPS measurements with a constant offset from the
vehicle’s true locations.

e Gradual drift (stealthy attack): A sequence of GPS measurements that are modified
to gradually deviate the vehicle from its true trajectory during a period of time.

The references above also discuss the consequences of each type of GPS spoofing attack in
detail. The constant bias and gradual drift attacks have received the most attention among these

attacks. In particular, the gradual drift attack belongs to stealthy attacks, which is more deceptive
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than other attacks: it can result in a large deviation between the true and falsified trajectories over
time. Recent studies have proposed sophisticated stealthy attacks, making them difficult to detect.
For example, a recently stealthy GPS spoofing is proposed to gradually drift the true vehicle
position according to its kinematic model (Wang et al., 2021b). Shen et al. (2020) designed a
stealthy GPS spoofing attack (named FusionRipper) that could fail production-grade autonomous
driving systems (e.g., Baidu’s Apollo system) with over 90% success rate. FusionRipper targets
the predominantly adopted Multi-Sensor Fusion (MSF) algorithms in practice for localization and
injects falsified GPS measurements by exploiting the vulnerability of MSF. Specifically, after
profiling MSF vulnerability, FusionRipper performs exponential spoofing, which injects mild
deviations at the beginning for gradually compromising the MSF and then aggressive deviations
with exponential growths. The deviations injected over time are controlled by two parameters that
are tuned according to MSF’s configurations.

In scenarios where vehicles are connected via V2V or V2X communication, the effect of data
poisoning attacks can go beyond the targeted vehicle and reach its neighboring vehicles. For
example, in vehicle platooning scenarios, an attacker could break the platooning stability by
falsifying vehicular data and broadcasting the falsified data via the V2V communication (Dadras
et al., 2015). Attacks can also be launched to create false jams with ghost vehicles on the roads,
affecting the decisions of neighboring vehicles (Yu, 2021). There are also works demonstrating
the threat of data poisoning attacks on vehicular ad hoc networks (Boeira et al., 2018).

- Data poisoning attack on infrastructure data
Data poisoning-related research on the transportation infrastructure side is sparse. They are limited
to specific scenarios and applications. For example, attacks on signal control systems exploit the

V2X communication and aim to manipulate V2X-based signal time schemes by poisoning
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trajectories of vehicles approaching an intersection (Feng et al., 2018). While pioneering and
practically important, such studies do not focus directly on attacks on TSEP (some may mix TSEP
attacks with other applications, such as signal control using TSEP as an input). It is fair to say that
data poisoning attacks on TSEP have not been formally defined so far, let alone the defense
methods. As a result, most existing TSEP models assume benign data (with possible considerations
of data errors or even biases) and are thus vulnerable to data poisoning attacks.

Despite the many existing attack models formulated in a bi-level optimization, they have two
major limitations: the ability to deal with constraints, especially inequality constraints, and the
ability to deal with non-differentiability. Firstly, there is limited attention on analyzing the attack
models in the presence of constraints, which is often true in TSEP applications. This includes
physical and domain-knowledge-related constraints, which confine the TSEP solution and its
interactions with the data such that the perturbations are carefully bounded to make the attack
stealthy and, thus, difficult to detect. The existence of constraints renders it challenging to analyze
the response of TSEP solutions to data changes, as an explicit mapping from data to solution could
no longer be available in this case. Secondly, most existing methods (Biggio et al., 2013) assume
that the functions in objective or constraints are differential, based on which gradient methods can
be readily applied. This may not be true for TSEP models, whose solutions typically lack
differentiability. Consequently, the existing attack methods, especially the commonly used
gradient methods, are not applicable. Specifically, the gradient methods i) assume that the
solution’s response to the data perturbation is differentiable, and ii) require the response to be
expressed in a set of equations of data perturbation such that the gradient can be estimated. In
cases where the assumption of differentiability is weakened, the problem could only be

characterized by certain properties such as Lipschitz continuity and sometimes combine that with
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the existence of one-sided differentiability (e.g., directional derivatives) (Dontchev and

Rockafellar, 2009).

2.3. DEFENSE AGAINST DATA POISON ATTACKS

There are generally two categories of defenses against data poisoning attacks: detection-based
methods that detect attacks and proactive methods that design robust systems to prevent or protect

them from attacks.

2.3.1. Detection-based defense

Detecting data attacks and mitigating their adverse effects is one of the mostly applied strategies.
Most existing detection methods in the transportation community follow the path of anomaly
detection, which detects data attacks by checking abnormal patterns in the received data. For
example, to defend against GPS spoofing, traditional detection strategies rely on hardware for
monitoring signal power or arrival angle (Shen et al., 2020b). These studies are often formulated
as an anomaly detection problem, including model-based (e.g., Kalman Filters) and data-driven
approaches (e.g., state-of-the-art unsupervised learning or deep learning methods). Unfortunately,
in stealthy data attacks, the patterns of falsified data can be crafted close to those of pristine data,
challenging the fundamentals of anomaly detection-based defenses.

In recent years, emerging sensors have promoted studies that detect sensor attacks on vehicles
via cross-validating multiple data sources (Huang et al., 2021; Wang et al., 2021a; Wang et al.,
2021b). Attack detection is often formulated as an anomaly detection problem. These studies can
be categorized into data-driven and model-based (Yuanzhe Wang et al., 2021a).

The data-driven methods rely on previously prepared data to learn a set of patterns or rules,

with which the real-time sensor data is determined as benign or adversarial (Huang et al., 2021;
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van Wyk et al., 2020). The rules are learned by formulating a supervised learning problem, where
a classifier is learned using the labeled training data. The trained classifier serves as the detector
to detect whether a sensor is under attack or not (Luo et al., 2021). Such supervised learning
algorithms have effectively detected spoofing attacks on real-time localization systems
implemented on a wheeled robot (Guerrero-Higueras et al., 2018). Recently, deep learning-based
methods have been applied to detecting anomalies in speed sensors (van Wyk et al., 2020). Despite
their success in specific applications, these supervised-learning-based detection methods have two
limitations (Luo et al., 2021): 1) the training data requires labeled records, which can be
challenging to prepare; 2) the trained model may not be generalizable to address new types of
attacks that are not represented in the training data. To address these limitations, unsupervised
learning methods are proposed to perform one-class classifications (OCC), which do not require
labeled data for training (Sanchez-Hernandez et al., 2007). Specifically, a one-class classifier is
learned using the unlabeled, primarily benign samples; then, the real-time sensor data is fed into
the learned classifier to detect attacks. Wang et al. (2021) propose a One-Class Support Vector
Machine (OCSVM) model to detect anomalies in vehicular sensor readings. Though robust in
detecting inconsistency among data sources, OCC-based methods do not address another
limitation associated with the data-driven methods: the system can detect attacks but may fail to
identify the source of attacks. Without identifying which sensor is under attack, it is challenging
to design and implement mitigation measures (e.g., isolating the attacked sensor).

Model-based detection methods monitor the difference between the real-time measurement
of one sensor with the expected vehicle position derived from the vehicular dynamic model
(Abdollahi Biron et al., 2018; Mousavinejad et al., 2020). The basic idea is that if the sensor

measurement deviates from the expected value too much, the sensor may be compromised. The
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x? test is often used to determine whether the deviation is large enough to claim the sensor being
an outlier or under attack (Brumback and Srinath, 1987). The y? test is a statistical test, based on
the statistic Normalized Estimation Error Squared (NEES) that follows a y? distribution. However,
the x? test can be sensitive to sensor noises, resulting in a high rate of false positives (i.e., outliers
due to sensor noises are mistaken as attacks). To mitigate this issue, a cumulative sum (CUSUM)
discriminator is proposed to detect attacks on GPS and LIiDAR (Yuanzhe Wang et al., 2021a).
CUSUM detects an attack by inspecting multiple consecutive sensor measurements instead of one
measurement only: if the inconsistency between the sensor measurement and the expected vehicle
position appears continuously, the sensor is likely under attack. There are multiple limitations with
CUSUM in real-world applications. First, it requires two tuning parameters that can be challenging
to determine in real-world implementations. Second, being a model-based method, it relies on a
predictive model that stealthy attacks could compromise. Specifically, the input of a predictive
model can be carefully manipulated so that the generated predictions are corrupted. Then, the
features computed from the predictions are no longer reliable indicators of attacks. The numerical
experiments later in this dissertation show the weakness of the CUSUM method when facing
stealthy attacks. In stealthy data attacks, the patterns of falsified data can be crafted close to those
of pristine data, challenging the fundamentals of anomaly detection-based defenses).

Mitigation/correction Focusing on attack detection, existing defenses against data poisoning

attacks in transportation have limited discussion on mitigating or correcting the errors accumulated
by the attack (Abdollahi Biron et al., 2018; Guerrero-Higueras et al., 2018; Pous et al., 2017). The
typical strategy is to run a fail-safe mechanism (e.g., handing over control to the human driver) if
an attack is detected (Shafaei et al., 2018). However, such a fail-safe mechanism can be costly as

it interrupts the system or may not be applicable in certain scenarios (e.g., in a driverless vehicle).
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The solution is to deploy multiple sensors, such that an attacked sensor is isolated and the
system relies on the rest of the sensors (Gao et al., 2015). For example, a vehicle equipped with
GPS and LiDAR will rely on LiDAR for localization if GPS spoofing is detected (Wang et al.,
2021b). However, there are some limitations to such solutions. Firstly, as noted above, it can be
challenging to identify the attack source (i.e., which sensor is under attack) in the multi-sensor
setting, especially when all sensors are vulnerable. Consequently, isolating the attacked sensor is
not trivial. Secondly, in the presence of a detection delay, the data fusion framework would have
been partially compromised before noticing an attack and isolating the attacked sensor (Shen et al.,
2020b). Consequently, the framework needs to be corrected following the sensor isolation, which
lacks discussion in the literature. One possible solution is to run a secondary system (e.g., a
localization module independent of a GPS sensor) so that the system under attack is isolated and
replaced by the secondary system (Shafaei et al., 2018). Yet, deploying and running redundant
systems could be economically and computationally costly. Lastly, though rare (but certainly
likely) in practice, a coordinated attack targeting multiple sensors would fail these solutions

completely.

2.3.2.  Proactive defense

Another approach to preventing data poisoning attacks focuses on enhancing data security via, for
example, encryption and user authentication. This practice can often be found in scenarios
involving V2V or V2X communications. However, this approach may not be practical in specific
scenarios. For example, preventing GPS spoofing following this perspective requires significant
modifications of the civilian GPS satellite infrastructure (e.g., by enabling cryptographic

authentication), which can be challenging and even impractical (Schmidt et al., 2016).
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Protection-based defense aims to deter attacks by designing the system in a way that is robust
to potential attacks. For example, in Smart Grid Cybersecurity, one can protect the system by
identifying a set of measurement devices (e.g., Phasor Measurement Units) and making them
immune to the incumbent cyberattacks (e.g. using physical and efficient cryptographic methods)
for ensuring the observability of the states (Reda et al., 2021). These protected measurement
devices ensure that the state of the grid network is always correctly observed, even if other devices
are under attack.

Another research direction is to design a learning algorithm robust to adversarial data samples.
Such defense proposals can be classified into two categories: noise-resilient learning algorithms
and adversarial-resilient defenses. The first category has been extensively studied in the field of
robust statistics, which provides tools to limit the impact of noise and outliers. For example, as an
alternative to ordinary linear regression, Huber regression (Huber, 1964) uses a robust loss
function that is robust to outliers. RANSAC (Fischler and Bolles, 1981) iteratively samples the
data, fits a model on the sub-samples, and identifies outliers as the data points having large
residuals to the fitted model. Since principal component analysis (PCA) can be sensitive to outliers,
researchers have proposed improved PCA-like methods to identify robust principal components
while removing the outliers (Huang et al., 2011). Although robust to noise and outliers, these
methods could be compromised under data poisoning attacks where poisoning data are very similar
to the true data distribution (i.e., inliers) (Jagielski et al., 2018).

Adversarial-resilient defenses are emerging from the field of adversarial machine learning.
They are learning algorithms specifically designed to defend against potential data poisoning
attacks. There are generally two types of adversarial-resilient defenses: data sub-sampling-based

estimation and trimmed optimization methods (Vorobeychik and Kantarcioglu, 2018). Data sub-
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sampling-based estimation learns many models using the same learning algorithm, while each
model is based on a random sample of the training dataset. Then the model with the smallest
training error is selected. Trimmed optimization-based methods minimize the empirical risk of the
learning model while pruning out a small proportion of data points that incur the largest error (Liu
etal., 2017). These methods often assume that the adversarial samples have a different distribution
from the pristine samples, leading to a distinct estimation of the learning model. When this
assumption is invalid in stealthy attacks, the performance of these methods can be impacted.
Furthermore, this line of research is evolving in parallel with the development of model-specific
attack models (see Section 2.2.1). Recent studies suggest that preventing data attacks by design
can be challenging, as the progress on defending strategies is often followed by attack models that

successfully fail (or compromise) these defenses (VVorobeychik and Kantarcioglu, 2018).

2.4. METHODS OF OBTAINING SECURE INFRASTRUCTURE DATA

As noted earlier, secure data from infrastructure provide an alternative, promising opportunity for
addressing these challenges existing defense solutions encounter. Infrastructure plays an
increasingly important role in modern driving systems to facilitate their various advanced
functions, such as detecting pedestrians and efficient driving at intersections (Guo et al., 2021;
Huang et al., 2021; Wang et al., 2019). The infrastructure can be vulnerable to malicious attacks,
including DoS attacks that break communication between vehicles and infrastructure and spoofing
attacks that falsify information being communicated (Parkinson et al., 2017). Fortunately, active
research has been conducted on securing infrastructure, and practical security strategies are
available (Hasan et al., 2020).

Among these strategies, the effective one is to prevent malicious attacks by securing the

infrastructure in design. One common prevention strategy is implementing cryptographic schemes
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for data transmitted between vehicles and the infrastructure, ensuring message integrity and
authenticity. Data collection and transmission can be secured by applying a variety of state-of-the-
art secure channels (e.g., HTTPS, SSL, TLS, and FTPS (Alawatugoda, 2015; Nagao et al., 2005;
Singh et al., 2017; Zhang et al., 2021)) that apply advanced encryption algorithms (e.g., DES,
3DES, AES, RSA and Blowfish (Bellare and Rogaway, 2005; Jagielski et al., 2018; Nie et al.,
2010; Nie and Zhang, 2009)) for data collected from the (existing or new) secure data collection
systems. These existing encryption methods can be evaluated in transportation applications and
revised, if needed, to fit better transportation scenarios. For example, Brecht et al. (2018) presented
a Security Credential Management System (SCMS) for V2X data. SCMS issues digital certificates
to vehicles and RSUs to secure communications while maintaining efficient revocation of
misbehaving or malfunctioning vehicles. In practice, to promote high security further, the received
secure infrastructure data may also be encrypted before storing them (and then decoded before
using them), which ensures data security even if the system (hardware) is hacked (Lee et al., 2018).
Blockchain is another emerging technique for data security, though investigations are lacking in
transportation in terms of their computational efficiency for real-time decisions and flexibility in
managing the data in blockchain (Lei et al., 2017; Mollah et al., 2021; Yuan and Wang, 2016).
These existing studies suggest that secure data transmission between vehicles and the
infrastructure can be reasonably done. In defending against GPS spoofing, this study applies the
state-of-the-art encryption method to set up secure channels for securing and transmitting data
between an RSU and its nearby vehicles and test how the process may impact the performance of
the spoofing detection and mitigation methods. Specifically, this study implements an Advanced
Encryption Standard (AES) scheme (Nielson and Monson, 2019) to encrypt and decrypt the

transmitted data with user authentication, which is similar to the SCMS scheme for secure V2X
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transmission. The implementation of AES is available in popular, open python packages (Nakov,

2022). Chapter 5.1 gives more details.
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3. METHODOLOGY OVERVIEW

This dissertation aims to propose data poisoning attack models against certain TSEP models for
evaluating their vulnerability and to develop infrastructure-enabled defense methods for defending
the poisoning attacks on transportation data. This chapter provides an overview of the main
research methods developed in this research. More detailed discussions of each method are

presented in subsequent chapters.

3.1. DATA POISONING ATTACK MODELS AGAINST TSEP

Data poisoning attacks are an emerging research area in the cybersecurity field, with little effort
on TSEP models. A TSEP model is often formulated as a data learning problem, which can be
optimization-based, statistical-learning-based, or deep learning-based. This dissertation focuses on
optimization-based TSEP models. The attacker tries to find a set of perturbations that, after being
added to the pristine TSEP data, the estimated/predicted state would be compromised and deviate
from the one from the pristine data. The adversarial goal can be specific, for example, to maximize
the deviation in the TSEP solution when compared with the pristine solution, as shown in Figure
4. The perturbations should be carefully crafted to be as stealthy as possible and meet constraints
in the physical world. Such a set of perturbations could often be identified by solving an
optimization problem: the adversarial goal is expressed in the objective function (e.g., maximizing
the deviation in the TSEP solution) and the data (perturbation) is the decision variable. Since
deriving the TSEP solution from the data itself is an optimization problem, the attack model is a

bilevel optimization problem (Biggio et al., 2013; Jagielski et al., 2018).
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Figure 4. Illustration of data poisoning attack against TSEP model.
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Besides the adversary’s goal and poisoning attack strategy, a formal definition of the
adversarial model also includes a discussion of the adversary’s capability (or budget). This
component defines whether an attacker has full, partial or no knowledge of the targeted TSEP
model and data. It could also specify the attacker’s capability in launching the attack. For example,
the attack could be limited by upper bounding, such as the number of poisoning samples that can
be crafted, or the magnitude of the perturbation added to a sample. The attack may also require
carefully bounding the perturbations such that physical constraints and domain knowledge are met,
making the attack stealthy and, thus, difficult to detect.

It is crucial to study the sensitivity of the TSEP solution concerning the changes in the data
for the purposes of both data poisoning attacks and defenses. Due to the existence of general
(equality and inequality) constraints and the lacking differentiability (of the TSEP solution w.r.t.
data perturbations), the problem could only be characterized by certain properties such as Lipschitz
continuity and sometimes combine that with the existence of one-sided differentiability (e.g.,
directional derivatives) (Dontchev and Rockafellar, 2009). Therefore, this research focuses on the

Lipschitz continuity property of the solution w.r.t. the data and develops attack models that fit a
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broader spectrum of applications by extending optimization problems with no or equality
constraints with problems expressed in variation inequality (V1) with general constraints. The
generalized implicit function theorem for VI problems is utilized to compute the semi-derivatives
that express how the TSEP solution responds to data perturbations. The semi-derivatives then
enable us to evaluate the TSEP models’ vulnerability (at each data point) and design a generic
attack model. Finally, this study demonstrates the generality and effectiveness of the proposed
methodology with applications on common TSEP models. The following chapters will show
details of the Lipschitz analysis, derivation of attack models, and solutions to VI problems
associated with TSEP models with general constraints, and more numerical results demonstrating
the flexibility, generality, and effectiveness of the proposed methodology over state-of-the-art

methods.

3.2. INFRASTRUCTURE-ENABLED DEFENSE METHODS

This dissertation discusses potential approaches to defend against data poisoning attacks on
transportation data and focuses on developing infrastructure-enabled defense (IED) solutions,
starting with vehicular data and then infrastructure-generated data for TSEP applications.

For attacks against vehicular data, this dissertation studies GPS spoofing detection and
correction. The IED solution to defend against GPS spoofing utilizes Roadside Units (RSUs) as an
independent, secure data source. The RSUs broadcast secure locational information that vehicles
in the broadcast service range can use to estimate their locations periodically. This dissertation
considers and addresses the realistic situation where RSU data are not always available due to

certain constraints (e.g., a limited budget to install RSUs all over the road network).
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Figure 5. Illustration of the GPS spoofing and the infrastructure-enabled solution.

Figure 5 illustrates the general idea of the infrastructure-enabled solution against GPS
spoofing. A vehicle is tracked by a typical motion model with local measurements (e.g.,
accelerometers and gyroscope) from a low-end IMU as the input and takes global measures from
GPS for correcting location errors periodically. GPS measurements can be spoofed. The vehicle
could deviate from the desired trajectory without detecting the spoofed GPS measurements. This
study develops an infrastructure-enabled solution with which the vehicle can utilize the secure
measurements from RSUs to timely detect GPS spoofing and correct location errors resulting from
the attacks.

This study first introduces the design of secure RSU data, and the method of how a vehicle
interacts with the infrastructure to obtain secure, global position measurements. Based on the
secure measurements, multiple features are developed and computed, with which a real-time
detector, based on the Isolation Forest, is constructed to detect GPS spoofing. Once spoofing is
detected, GPS measurements are isolated, and the potentially compromised location estimator is
corrected using the RSU data. This study designs the detection and correction methods under the

situation that RSU data are not always available due to certain constraints (e.g., a limited budget
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to install RSUs all over the road network). If RSU data are unavailable, an RSU-based prediction
model utilizes the last available RSU measurement and the vehicle motion model to predict vehicle
locations, preserving timely attack detection. The proposed IED solution is compared with state-
of-the-art solutions in defending various types of GPS spoofing, including a stealthy attack that is
proposed to fail the production-grade autonomous driving systems (Yuanzhe Wang et al., 2021b).

Similarly, IED solutions to data attacks on TSEP utilize secure data from existing or newly
deployed infrastructure. Here the idea is illustrated using the queue length estimation model. The
model for estimating queue length at an intersection using sampled travel time data. The data are
collected wirelessly and contain the sampled travel times between two consecutive locations:
upstream and downstream of a signalized intersection (Figure 6). The preliminary results suggest
that the data could be vulnerable to data poisoning attacks, leading to errors in queue length
estimation. The proposed defense solution uses infrastructure status data and existing or newly
deployed secure data from the infrastructure (e.g., wired loop detectors) to detect attacks on the
queue length estimation model (Figure 6).

Similar to defending against GPS spoofing, the proposed solution to attacks against TSEP
models includes several components for detection and correction. The first component in the
infrastructure-enabled defense method aims to obtain secure estimations of queue lengths from
loop detector data and signal status data. The second component runs an attack detector to monitor
whether the sampled (mobile) travel time data are poisoned or not. Based on the benchmark data
from loop detectors and the signal controller, the attack detector computes multiple features, with
which an Isolation Forest model is trained and runs in real-time to detect data poisoning attacks.
Once an attack is detected, the potentially compromised queue length is corrected using the one

computed from loop detector data. Additionally, the potentially attacked vehicle could be tagged
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and reported to the security center that maintains a database to monitor the credibility of vehicles

on the road. Each component is described in detail below.
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Figure 6. Infrastructure-enabled defense against attacks on queue length estimation model

The proposed defense methods are tested using both simulation data and real-world data. For
defending against GPS spoofing, its effectiveness under various types of GPS spoofing is validated,
including a stealthy attack that is proposed to fail the production-grade autonomous driving
systems. The proposed solution is also compared with the state-of-the-art solutions for GPS
spoofing detection and location correction. For defending attacks against TSEP models, the
proposed defense is tested on various attack strategies, including perturbing (existing) data points
and adding new data points. The performance is evaluated against existing solutions to data

poisoning attacks via simulation and real-world data.
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4. DATA POISONING ATTACK AGAINST TSEP MODELS

This chapter presents the work on data poisoning attacks against TSEP models. It starts with the
problem statement, introducing the TSEP model as a problem of learning representations from
TSEP data and some preliminaries. A general framework is then developed to analyze the
Lipschitz properties of the TSEP solution with respect to the data. The framework investigates the
parameterized version of a nonlinear optimization problem, which allows for studying the behavior
of the TSEP solution under the data perturbation (Dontchev and Rockafellar, 2009). Utilizing a
generalized implicit function theorem, it develops a poisoning attack model to generate the
poisoning points iteratively. Specifically, this generalized implicit function theorem enables us to
compute semi-derivatives of the learning parameters with respect to changes in data, which further
allows for developing a semi-derivatives-based attack algorithm.

The proposed framework is then tailored to typical TSEP models, including the LS regression
model (e.g., for queue-length estimation) and support vector machine (SVM) for a wide range of
transportation applications (e.g., for vehicle classification). As noted earlier, the two models are
selected not only because of their broad impact but also their unique properties, allowing us to test
the generality of the proposed methods. Though simple, the LS regression model and SVM model
are and will continue to be the basis of advanced learning models (e.g., neural networks) and are
widely applied in broad applications due to their efficiency, simplicity of use, and effectiveness
(Ferrari Dacrema et al., 2019; Tramér and Boneh, 2021). Therefore, understanding the
vulnerability of these fundamental and high-impact models will enable future research on other
TSEP models and beyond. Section 5.2 will show that the proposed attack could fail the existing
defense solutions (e.g., Huber, RANSAC and TRIM), including those specifically designed for

data poisoning attacks.
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4.1. PROBLEM STATEMENT, ATTACK MODEL ASSUMPTIONS, AND PRELIMINARIES
4.1.1. Problem Statement

Formal investigation of attack models is important in cybersecurity as it helps reveal the system’s
vulnerability (or data) and develop effective defense methods. Here the goal is to establish a
general framework for TSEP attacks and tailor it to various TSEP applications. Motivated by
existing attack models that are often formulated as optimization problems, this work proposes to
formulate data poisoning attacks as the sensitivity analysis of optimization problems over data
perturbations (attacks). The goal of the attacks is to deviate the TSEP solution by adding
perturbations to data used by the TSEP model.

TSEP models take transportation data as input and output the estimated or predicted traffic
state. A TSEP model can be optimization-based, statistic-learning-based, or deep-learning-based.
This study focuses on the optimization-based TSEP models, which are widely used in
transportation. Examples include Least Squares (LS) models applied to delay pattern estimation
of signalized intersection using travel times from mobile sensors (Ban et al., 2011), SVM applied
to vehicle trajectories for vehicle classification (Sun and Ban, 2013) or freight delivery stop
identification (Yang et al., 2014).

Denote y being the learned representation (TSEP solution) from traffic data x. Without loss
of generality, this study models a TSEP model under perturbation via a parameterized version of

the nonlinear programming problem, which can be written as follows.

y € argmin g, (x,y)
y

s.t. @
<0 fori € [1,r]
9:(x,y) {= 0 fori € [r + 1,m]
Here, the data x (€ R?) is modeled as the parameter (e.g., data perturbation); as x changes (i.e.,

poisoned by an adversary), so does the solution of the TSEP model, constructing an attack to the
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TESP model. To facilitate the formulation and analysis, this dissertation hereinafter treats this
problem (of learning y from x) as a solution mapping P: y € P(x).

Notice that both inequality and equality constraints are included for generality. The TSEP
objective g, (x, y) is often a loss function. The functions expressing the objective and constraints
(i.e., go, g1, -, gm) are twice continuously differentiable from R x R™ to R. This study focuses
on attacks on models with twice continuously differentiable functions because poisoning attacks
in these simple settings are still poorly understood. Moreover, many TSEP models have been
relying on models with simple settings as they are easy to implement and maintain and they are
often computationally efficient. In specific scenarios, simple models could achieve comparable or
better performances than complex deep neural networks (Ferrari Dacrema et al., 2019; Tramér and
Boneh, 2021).

As noted earlier (Figure 4), in an ideal (secure) world, a TSEP model takes the pristine data
to estimate/predict traffic state y. However, in an adversarial world, some poison samples are
crafted, and the input of the TSEP model is corrupted. Consequently, the estimated/predicted state
is compromised and deviates from the one from the pristine data. The attack model is to carefully
craft such a set of perturbations that the adversarial goal can be achieved while meeting some
specific constraints. Finding such a set of perturbations is formulated as solving an optimization
problem. Denote G (x) being the adversarial goal, the attack model can be formulated as below:

max G(x)=0(x,9)

S.t.

@)

lx — x| <&
Other application-specific constraints on perturbed data x
y € P(x)

Here x and x are the pristine and poisoned data, respectively. |x — x| < & states that the data

perturbations shall be small; the threshold § would be determined according to the adversary’s
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capability or the desire to confine the magnitude of perturbations for producing a stealthy attack
(i.e., not trigger detection algorithms such as outlier-based anomaly detection methods). Other
perturbation-related constraints may vary, e.g., traffic-related constraints or knowledge (e.g., car-
following behaviors) should be satisfied.

G (x) can be problem specific. If the goal is to maximize the deviation after the attack, the

objective function can be max G (x) = |y(x) — y|, with y being the pristine solution (i.e., derived
X

from pristine data). If the goal is to induce the model toward an adversarial target y*, the objective

function is min G(x) = |y(x) — y*|. Therefore, the attack model in Eq (2) is more flexible than
X

existing data attacks (Biggio et al., 2013; Jagielski et al., 2018).

4.1.2.  Attacks assumptions

A formal definition of data poisoning attacks typically consists of multiple components, including
adversarial objective/motivation, attack vector, attack model and attacker’s capability (Ahmad et
al., 2016; Reda et al., 2021).

The adversarial objective is the core of defining a data poisoning attack. It varies according
to the goal of an adversary. The adversary can try to find a set of perturbations that, after being
applied to the pristine dataset, would maximize the negative impact on the TSEP models (e.g., the
deviation in the TSEP solution) or induce some pre-defined target.

An attack vector is a means (or path) by which the adversary can gain access and manipulate
a victim's system either physically or remotely.

Attack model is to identify a specific strategy for how the attacker manipulates the dataset to
reach the adversarial goal via the attack vector. A sophisticated algorithm is often needed to ensure

a stealthy and effective attack.
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Attacker’s capability (or attack budget) specifies the resources an attacker needs to launch a
successful attack. Based on attackers’ access and knowledge level of the target model, an attack
could be a white-box attack (full access/knowledge) or black-box attack (no access/knowledge),
with the grey-box in the middle. Specifically, in white-box attacks, the attacker is assumed to know
the input data, the feature values, and the TSEP model (the learning algorithm or the learned
parameters in the model). This setting has been widely considered in previous works for evaluating
the vulnerability of machine learning models. In black-box attacks, it is often assumed that the
attacker has no or only partial access to the input data but can collect a substitute dataset by
exploiting the system. The feature set and TSEP model are known, but the parameters are not (e.g.,
deep-learning models with hundreds of thousands (and even more) of parameters).

Figure 7 provides a simple example to help understand the attack components. The two data
points and the fitted line represents the traffic data and TSEP model, respectively. Assuming the
data are collected wirelessly, the attacker compromises the wireless communication channel (i.e.,
attack vector) to poison data x,. The goal is to flatten the (negative) slope of the fitted as much as
possible (i.e., adversarial objective). A white-box attack is assumed so that the attack has full
knowledge of the model and data. Nevertheless, the attack cannot change x, wildly but in a limited
region (i.e., attacker’s capability). Given the limit, the attacker identifies an effective algorithm to

reach the poison point x,, that flattens the slope at the best and this step is our attack model.
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Figure 7. An example illustrating components of a data poisoning attack.

This study focuses on developing and analyzing the attack model given an adversarial
objective under some sound (and common) assumptions of the attack vector and attacker’s
capability. First, this study assumes an adversary can gain full knowledge of training data and
model (i.e., white-box attack scenario). Though this assumption may be unrealistic for many
scenarios, it allows one to focus on a particular aspect of attacks and is applied in many prior works
(Biggio et al., 2013; Koh et al., 2021; Mei and Zhu, 2015; Shafahi et al., 2018). Furthermore, the
results from such a setting represent the worst-case outcomes, which could be valuable for
evaluating models’ vulnerability. Depending on the adversary’s capability, his/her capability can
be limited by bounding the magnitude of the perturbation and meeting problem-specific constraints
to make the attack stealthy. The future study could seek an extension to black-box attacks,
depending on the TSEP applications.

Second, the attacker’s capability is limited by upper bounding either the number of poisoning
samples that can be crafted or the magnitude of the perturbation added to a sample. The attack
could also carefully limit the perturbations, such that physical constraints and domain knowledge

are met, making the attack stealthy and, thus, difficult to detect.
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In terms of the attack vector, this study focuses on attacks perturbing existing data, assuming,
for example, the communication channel for data transmission (e.g., V2l communication) in TSEP
applications is compromised or certain vehicles or devices are attacked from which data are
collected. This study later shows that the proposed method can be adapted for the addition-type

attack to add new poisoning data points (Suya et al., 2021).

4.1.3. Preliminaries

This section introduces relevant concepts and theorems, including the KKT conditions, variational
inequality (V1), critical cone, generalized equations, and the general implicit function theorem.

- KKT conditions of an optimization problem with equity and inequity constraints

Consider the general optimization problem in Equation (1). Define the Lagrangian function L(x, A).
The KKT conditions associated with the problem are listed in the following (Boyd and
Vandenberghe, 2004).

o Stationary Condition

0€a,Lix) =0, (f(x) + Zlihi(x)>

o Complementary Slackness (only for the r inequality constraints)
Aihi(x) =0, i€l,..r

o Primal Feasibility
g(x) <0, i€l
gi(x)=0, ier+1,...m

o Dual Feasibility (only for the r inequality constraints)
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- Definition of VI and Normal Cone
Some key concepts and their definitions that are helpful in analyzing properties optimization
problems are summarized below.

Definition of VI

Given a subset C of R"and a mapping F: C - R™, VI(C, F) is to find a vector y* such that
(Fy"), y—y7) =0, VyeC.
The solution set of VI(C, F) is denoted as SOL(C, F).
Definition of normal cone
The normal cone of C at a point y* € C is defined as follows.
Ne(*) ={sl(s, y—y")<0,VyeC}
Here a “cone” in R" is a subset of R" such that it is closed under nonnegative multiplication. That

is,set C € R™isacone ifvceC, then AceC,VA >0 and A is ascalar.

From the definitions of VI and normal cone, finding the solution of VI SOL(C,F) is

equivalent to finding the solution to the generalized equation.
0€F(") + Nc(y",

as —F(y*) € No(y*) by the definition of VI: (—F(y*), y—y*) <0, Vy eC.

The generalized equation reduces to ordinary equations if C < R™, where N-(y*) = {0} and
the generalized equation holds if and only if F(y*) = 0.
- Connection between an optimization problem and VI
There is a close connection between optimization problems and generalized equations. Below is a
simple minimization problem.

min f)

s.t. yeC.
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Intuitively, y* is locally optimal if no descent direction is feasible, where a descent direction y —
y*aty*means(Vf(y*), y —y”) < 0. Here, assuming f is differentiable, Vf gives the gradient
mapping. Thus, the first-order optimality condition of this problem is given as (Vf(y*), y —
y*) = 0. Replacing the mapping F above with V£, the first order necessary optimality condition
(to furnish y* a local minimum) can be written in a variational inequality (also termed a
generalized equation in literature) as follows.

0 € VF(y™) + N:-(y*) orequivalently —Vf(y*) € N-(y").

A similar formulation can be derived for more general optimization problems (Theorem 2A.7
in (Dontchev and Rockafellar, 2009)). Specifically, a generalized equation expresses the geometric
condition that the first-order KKT conditions are trying to express.

This connection states that minimizing a differentiable convex function f over a closed,
convex set C is equivalent to solving a certain variational inequality. When € = R™, so that the
optimization problem is unconstrainted; this is equivalent to solving Vf(y) = 0. That is, the
variational inequality in a generalized equation reduces to an ordinary equation. Thus, the notion
of a variational inequality makes it possible to pass from unconstrained optimization problems to
constrained ones.

A similar connection can be made for an optimization problem over sets C that might not be
convex and are specified by systems of constraints that can be efficient to handle with Lagrange
multipliers. This will lead us to other valuable examples of variational inequalities after some
elaborations. Consider the most commonly treated nonlinear programming problem expressed in
Equation (1).

The Lagrangian function is defined by
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L) = go0) + (g0 = 900D + ) Auge). ©)

i=1
If y* is a local optimizer at which an appropriate condition qualification holds, the KKT
necessary condition can be written in a generalized equation following the Lagrangian Variational
Inequalities theorem below.

Lagrangian Variational Inequalities theorem (Theorem 2A.10 in (Dontchev and

Rockafellar, 2009)):
In the minimization problem (Equation (1)), suppose that the set D is a cone, and let A
be the polar cone D*,
A={1]|(u,A) <0 forall ueD}.
Then, in terms of the Lagrangian L in (Equation (3)), the KKT condition necessary
condition on y* and A can be written in the form below.
—VL(y, ) € Nc(y),
and, 73(y, 1) € Ns(¥),

which furthermore can be identified with the variational inequality

—F(y,2) € Nexa@, ), with F(y,2) = (%,L(y, 1), =72, 2)).
The existence of y € C satisfying this variational inequality with y is thus necessary for
the local optimality of y in problem (Equation (1)) when the constraint qualification is
fulfilled. If L(y, 1) is convex on C when A € A, the existence of a A satisfying this
variational inequality with y is moreover sufficient for y to give a global minimum in

problem (Equation (1)), without any need of constraint qualification.
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4.2. LIPSCHITZ PROPERTY OF TSEP MODELS

For the attack model introduced above, it is crucial to study the sensitivity of the TSEP solution
set P(x) with respect to the changes in x. This is the classical (and challenging) sensitivity analysis
of optimization problems (Fiacco, 1983). This study focuses on the Lipschitz continuity property
of the solution set. Assume x is in a §-neighborhood of x, i.e., |x — x| < §, and K (the Lipschitz
constant) is a finite value. Lipschitz continuity is defined as below.
- If P(x) is single-valued: P(x) is Lipschitz continuous around x if |P(x) — P(x)| <
K|x —Xx|.
- If P(x) is set-valued: P(x) is Lipschitz continuous around x if P(x) c P(x) + K|x —
X|B , with B a unit ball. This study focuses on single-valued mappings.

Note that the above definitions omit some technicalities; one can refer to (Dontchev and
Rockafellar, 2009) for more precise definitions. Understanding the Lipschitz property of P(x) is
fundamental to both data poisoning attacks and defenses. For data attacks, the attack performance
will be bounded if the Lipschitz property holds, and unbounded (potentially explosive) otherwise.
An attacker is certainly looking for unbounded attack performance to achieve the largest harm.
This, however, mainly depends on the underlying model s/he tries to attack. If there is a choice,
the attacker may choose to attack the model for which the Lipschitz property does not hold. For
defenses, an important implication is that when designing TSEP models, one should be proactive
to have the defense in mind and design a TSEP model with the Lipschitz property (so that the
attack harm is not unbounded given finite data perturbations), rather than only passively reacting
to data attacks. This “security by design” concept should be promoted more in the transportation

community.
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The method for analyzing the Lipschitz properties of TSEP models is introduced in the
following.
- Lagrangian VI and KKT mapping of TSEP models
Given the parameterized version of nonlinear optimization problems defined in (1), the Lagrangian
function is written below.

Lx,y,2) = go(x,¥) + 219: (%, ¥) + -+ + Angm (x, ¥) 4)

Notice that data x is explicitly modeled as a parameter. Then, the VI capturing the associated

first-order condition is
F(x,y,4) + Ng(y,4) € (0,0),

where,

()

-

F(x,y,A) = (VyL(x, v, A), =Vi(x,y, A)) ,

E = R"™ X [R{ X R™™%].
Here, N;(y, A1) computes the normal cone. The pairs (y, 1) satisfying this VI are the KKT pairs
for the problem specified by x in Eq (1). If data x is perturbed, one could learn about its influence
(mainly the behavior of y) under the perturbation by studying the KKT mapping S: R% —
R™ x R™ that is defined by
Sx) ={, D |F(x,y,A) + Ng(y,2) € (0,0)}. (6)

Note that the optimality condition here generalizes that for a problem with no or only equality
constraints. Assuming a problem with m equality constraints, E = R™ X R™. Then for any
(y,A) € E, Ng(y,4) = {(0,0)}. Therefore, the optimality condition becomes F(x,y,A) +

{(0,0)} € (0,0), or simply V,, L(x,y,4) = 0,—V,(x,y,4) = 0. These equations then allow for

computing the gradients of (y,1) over x via the implicit differentiation (or classical implicit
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function theorem). Once the gradients are available, the existing gradient-based attack methods
can be applied. The same analysis applies to a problem with no constraint.

- Auxiliary problem

An auxiliary problem introduced below will be important in studying the behavior of S around a

solution pair (37, E) € S(x). Before formulating the auxiliary problem, it is convenient to introduce

some notations.

_ _ 1 _
Go(Ay) = L(x,9,2) + (V,L(%,7,4),Ay) + E(Ay, vz, L(%,7,1)Ay)
gi(day) = g,(x,y) + (Vygi(f, ¥y, /T),Ay) fori=1,..,m.
And introduce the notation

I= {ie[l,m]]|g;(x,y) =0} D{s+1,..,m}
Iy= {i€[l,s]|g(xy)=0and; =0} cI
Il {l € [115] |gl(ff3_/) < O}

Notice that I gives the set of all the equality constraints and the active inequality constraints;
I, gives the set of active inequality constraints with Lagrangian multipliers being zero; I, gives the
set of all the inactive inequality constraints.

The auxiliary problem, depending on a tilt parameter vector v as well as an additional
parameter vector u = (uq,...,Uy), ISt0

min g, (Ay) — (v, Ay) over all Ay satisfying

=0 fori € I\I,, )
g:(Ay) +u; <0 for i € I,
unrestricted fori € L.

Notice that now Ay contains the message of how the TSEP solution y responds to the data

perturbations.

The Lagrangian for the auxiliary problem depends on the parameter pair (v, u) and involves a

multiplier vector z = (z4,..., z;,):
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Laux(By, z,v,u) = go(Ay) — (v,Ay) + 2 z;[g;(Ay) + u;].

i=1

Notice that

VAyLaux = VAyg_O(AY) + ZlnilzivAygi(Ay) -V
_vziLaux = —g(dy) —y .

The corresponding first-order conditions are given by the VI below.

m
Vaygo(dy) + Z zVayGi(Ay) = v ) | Nz(Ay,z) 3 (O),

=1 0
—g;(Ay) —u; for i € [1,m]
unrestricted fori € I\I,,
where E = R* X W, with z = (2, ..., 2,) 9 W @zi{ =0 fori € I,
=0 fori € .

This translates into the requirement that

m
V2, L(%,5,A)Ay + Z zV,9;(%,y) —v =0,
(8)

>0 fori€ I, having g;(Ay) + u; =0,
=0 fori € I, having g;(Ay) + u; < Oand fori € .

with z; {
Note that for i € I\1,, z; is unrestricted and the first-order conditions require
zi[gi(Ay) + w] = 0.
Now, the focus is on the auxiliary solution mapping S: R™ x R™ = R™ x R™ that is defined
by
S(v,u) = {(Ay, z) | satisfying the requirements in Eq (8)},

which has

(0,0) € S(0,0).
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- General implicit function theorem
The general implicit function theorem for local minima of a parameterized nonlinear programming
problem with constraints states as follows (Dontchev and Rockafellar, 2009).
Suppose in the setting of the parameterized nonlinear programming problem (Eq (1)) for
twice continuously differentiable functions g; and its KKT mapping S in Eq (6) that the
following conditions hold:
(a) the gradients v, g;(x, y) for i € I are linearly independent.
(b) (4y, V2, L(x,5,A)Ady) > 0 for every nonzero Ay € M*, where M*is a subspace
defined as:
M* ={Ay e R* | Ay 1L V,g,(%,¥) for all i € I\I,}

Then, firstly, S has a Lipschitz continuous single-valued localization s around x for

(7, 1), and this localization s is semi-differentiable at x with semi-derivative given by

/ RaL(%.7,4)
Ds(%; Ax) = S(—BAx), where B = [ ~x1(63) |
Vg (%,7)
where 5 is a Lipschitz continuous single-valued localization around (0, 0) for (0, 0) in
mapping S.
Secondly, for every x in some neighborhood of x, the y component of s(x) furnishes a
strong local minimum in (Eq (1))). Moreover, conditions (a) and (b) are necessary for
the second conclusion when n + m is the rank of the (n + m) X d matrix B.
Some remarks:
- Condition (a) in the theorem is called the linear independence constraint qualification

condition, while condition (b) is the strong second-order sufficient condition.
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- By computing semi-derivative via the auxiliary mapping s (from (v,u) to (Ay, z)), one can
evaluate how the TSEP solution (Ay) responds to perturbation Ax. Note that 5’s input (v, u)
is specified by —BAx.

- Semi-derivative D;(x; Ax) depends on the perturbation direction Ax. Then, there exists a
direction Ax™ such that Dg;(X; Ax) is maximized, meaning that if one perturbs the data
following Ax™ to generate the largest impact on the objective. In practice, Ax* can be found by
identifying all the sub-gradients d () (such that D;(x; Ax) 3 d},. (%) - Ax) and picking the

one with the largest norm (i.e., Ax™ = mﬁlx|d£‘x (%) |). It will be shown later that identifying all

the sub-gradients can be straightforward.
- As aspecial case, one can perturb only one data point at once. Following the previous remark,
if point i is the target, there exists Ax; such that D (X; Ax;) is maximized. Then, there exists a

data point a such that D (x; Ax;) = max D; (x; Ax]) .
l

4.3. ATTACK STRATEGY

The basic idea of the proposed attack is shown in Algorithm 1 (Figure 8). Sequential perturbations
are applied to the pristine dataset: each iteration selects and perturbs one existing or new data point
that has the maximum effect in the direction towards the adversarial (or outer) objective. By
repeating this process, the algorithm gradually induces the TSEP solution to reach the adversarial
objective (e.g., maximizing the deviation of the TSEP solution or obtaining a target TSEP model

specified by the adversarial).

Algorithm 1. Data Poisoning Attack Algorithm
Input: The clean data x = [x;] (i € [1, ..., n]) and TSEP model.

Repeat:

1. Fori € N, evaluate semi-derivative D (x; 4x;), and find

64



D;(x; Ax;) = rrﬁllzz( D;(x; Ax;), Ax} = argn}é?( D (x; Ax;)
2. Select point a that is the most sensitive to the perturbation
a = argmax D¢ (x; 4x;)
3. Perturb the target point a folllowing direction Ax by a specific step size

Xq = Xgq +NAxy.
4. Update dataset x and re-learn the TSEP model on the poisoned data

Until: Improvement in the objective value (or the learned parameters) is
sufficiently small or constraints are violated.

Output: Poisoned TSEP model

Figure 8. Solution algorithm to the attack model

The key to Algorithm 1 is to compute how the outer objective responds to data perturbations.
Denoting composite function G(x) = 0(x, S(x)), it computes D, (x; 4x), the change of G at x
after perturbing it in the direction Ax. The changes in the data impact the solution explicitly via the
perturbed data x and implicitly via shifting the learned representation y € S(x). This can be
expressed following the rule of total differentiation as below.

D¢ (x; Ax) = Do (x; 4x) + Dy (S(x); Ds(x; 4x)) = VO + Ds(x; Ax)T - V50 (9)
In Eq (9), Do (x; Ax) represents the explicit effect of data perturbation on the outer objective at x.
On the other hand, D, (S(x); Ds(x; Ax)) represents the implicit effect of changes in the learned
TSEP representation Ds(x; Ax) on the objective at S(x). In scenarios where the outer objective
does not involve data, the first term is dropped. Given that O is often an explicit, differentiable
function of x and S(x), it is relatively easy to find the gradients V0 and V,,.0, which represent
how the outer objective depends on the data and the learned TSEP representation, respectively.

The challenging part is to find how the data perturbation affects the (TSEP) solution mapping,
i.e., Ds(x; Ax). It is challenging because, in an optimization problem, an implicit mapping exists

from the data to the decision variables (i.e., the learned TSEP parameter in our study). As noted
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earlier, previous studies try to address this challenge by finding an implicit differentiation from a
set of equations in the KKT conditions. However, in constrained optimization problems, this
solution no longer works due to the lacking differentiability. In order to address this challenge, this
study follows the Lipschitz analysis and implicit function theorem above and then computes the
semi-derivative (in direction Ax) of TSEP solution mapping s at (¥, 1): Ds(x; Ax) = §(—BAx).
Also notice that in some applications, there are no poison samples explicitly involved in
computing S(6, x). This could occur in attacks targeting the model training step, and the trained
model is used for estimating or predicting traffic state using non-poisoned data. In such cases, the
TSEP solution is impacted only by the corrupted model trained on the poisoned data. This can be

expressed as

a0
0x,

V,.S(0,%) = VS0, %)y, (10)

Once D (x; Ax) is known, it is straightforward to implement Algorithm 1. In each iteration,
the computed semi-derivative allows for evaluating the sensitivity of the outer objective in terms
of perturbing each data point so that the most sensitive data point is targeted and perturbed.
Specifically, with the computed semi-derivative, the sensitivity at each data point x; is defined as

max D;(x; Ax;). That is, among all the perturbation directions Ax; applied to data x;, the largest
Xi

impact a unit perturbation can have on the outer objective. Once the target is determined, it is

perturbed in the optimal direction Ax; (i.e., argmax D (x; Ax;)) by updating the feature vector:
X

X, = X, + nlx,. The perturbation size 1 (or the step size) could be predefined (when comparing
attack effectiveness across different algorithms is desired) or identified via linear search. The
algorithm stops when the objective converges (i.e., no sensible change can be observed in

sequential iterations).
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Although similar iterative attack strategies have been widely adopted in previous studies
(Biggio et al., 2013; Jagielski et al., 2018; Mei and Zhu, 2015; Xiao et al., 2015), our attack
introduces multiple contributions:

- Most attack models are designed for a specific objective, while our attack is more general in
terms of achieving different types of objectives expressed by 0(x, S(x)).

- Unlike the existing algorithms that assume differentiability and rely on the gradient to find
perturbation direction, our attack handles problems with constraints where differentiability is
lacking and computes the semi-derivative to identify perturbation direction.

- As shown later, the proposed attack is also flexible as it can be implemented by either

perturbing existing data points or adding new poisoning data points.

4.4, Two TYPICAL TSEP MODELS

The generic framework is tailored to typical TSEP models to maximize its impact, including
specifying the objective function in applications, optimization variables, and application-related
constraints on x. It is also shown how the application-specific knowledge could help design
effective attacks (i.e., which data points to attack).

Two popular TSEP models are studied, including the least square (LS) regression model (e.g.,
for queue-length estimation) and support vector machine (SVM) for a wide range of transportation
applications (e.g., for vehicle classification). Besides their high popularity in transportation, the
two models are selected for their unique properties and broad impact. The former is regression-
based, where both the feature values and the responses of data samples are optimized to launch an
attack; it is mainly for real-time traffic state estimation with its solution only involving the learned
parameters. In contrast, the latter is classification-based, where typically only the feature values

are optimized; it is mainly for traffic state prediction, with its solution being deviated via the
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training process and involving both the learned parameters and the poisoning samples. Though
simple, the LS regression model and SVM model are and will continue to be the basis of advanced
learning models (e.g., neural networks) and are widely applied in broad applications due to their
efficiency, simplicity of use, and effectiveness (Ferrari Dacrema et al., 2019; Tramer and Boneh,
2021). Therefore, understanding the vulnerability of these fundamental and high-impact models

will enable future research on other TSEP models and beyond.

4.4.1. LS regression-based model

- Lipschitz analysis

Given the following least squared error problem:

n
1 .
; b+ wTxind — depy2
y=wb) znz( W o)
i=1

s.t. By—p<0

(11)

where, x; = (xﬁ”d,xflep) represents one of the n data points with x:*¢ being a vector of length k
with independent variables for regression. B is a matrix of m X (k + 1) and p is a vector of length
m, specifying a set of m constraints on y.

The Lagrangian function for Equation (11) is written as

n m
1 .
L@y, A) =5 > (b+w Al =)+ > 2u(BTy — o). (12)
i=1 h=1

The VI capturing the associated first-order conditions of Equation (11) is given by

VyL(x,y,4)

i /1)) + Np(y,2) 3 (0,0). (13)

F(x,y,/D +NE(}’»A) = (

Here,
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ri i d ind 1
Yy, L, y, D] | on (b + W™ =X P )™ + ERy ApBpa
1 ) ) .

. 1 ; 'd ind;
VWjL(xr y, A) ; ?21 (b + wa%nd - xi ep)xi ! + Z;ln=1 Ahﬁh,j

V,L(x,y,4) = (14)

Vur LC,y, D) =8y (b + wTxlm — P )x " £ S 2B
[V,L(x,y,4) | 1 - d
pL(x.7,4) | o i=1 (b+wTx™ —x{P) + X7y AnBrier |

Vil(x,y,4) = By —p

E = RF*! x R™,

The solution pairs (y, 4) satisfying this VI are the KKT pairs for the problem specified by the
perturbation in data x in (3). The influence of changes in x on the solution can be then studied
using the KKT mapping S: R% - R? x R defined by the VI that captures the associated first-
order conditions.

Sx) ={,D|F(x,y,4) + Ng(y,4) 3 (0,0)}. (15)

Auxiliary problem

An auxiliary problem defined around the solution pair (¥,1) € S(X) is written as below.

_ _ 1 _
. —_— — —_— — - 2 —_— — _
UL L L y.2) +(VyL(x, 5, 1), By) + {8y, V3, L(%, 5, H)Ay) — (v, Ay)

- 1
= LE7.D +500[5 7]ay) - w.ay)

=0if B}y —pp, =0and A, >0 (16)
Free if Bry—pn <0
h=1[1,...m]
o Qe .
Here, X = =y xindyind’' —2Zyn (|: x [x™ .. x"*])is a covariance matrix if
n n xl,indk
l n ind;

the data is feature-wise normalized (i.e., ijje1,..k)) = = 2i=1 %; = = 0). And the Hessian matrix

n

V3 L(%,7,2):
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ERN ind, _ind, lvn ind, _indj 1sn ind; indy 1gn ind;
n i=1 i xl n i=1 i i n i=1 i .xl n i=1 i
1on ind]' ind, 1on iTldj iTld]‘ 1on iTld]' indy 1on tj
o &i=1%; i e =1 X X o pai=1 X X nli=1%;

VZ,L(%7,1) = :

1vn indy _ind, lsn indy _ind; 1sn indg indix 1gn tr

n i=1 i xl n i=1 i i n i=1 i xl n i=1 xl-
1 t 1 t; 1 t
_; i=1 xll T ; ?:1 xl] e ; i=1 xlk 1

_[E n

=l 1

The Lagrangian function for the auxiliary problem is written as:
LAlix (Ay,z,v,u)
= L(Ay,z) — (v,Ay) + (z,u)
(17)

m
oo 1 I u _
= LG T D+ 00 |40+ 2By — o+ BTAY +u) — 0,09) + 2w
h=1

Here z = (z,, ..., zy,) Stands for Lagrangian variables.

The corresponding first-order conditions for the auxiliary problem are given by the VI below

VAyLAux (Ay; Z,, u) ) B
(_VZLAux(Ay! 2,v,1) + Nz(Ay,z) 3 (0,0)

Here, L, (Ay,z,v,u) is Lagrangian function for the auxiliary problem with
0
VAyLAux(Ay' Z,V, LL) = [0 1] Ay + Z;{L:l ZhBh -7,

VoLaux(By, z,v,u) = B'y—p+BTAy+u,
and E = Rk x W, with
>0 ifBly—p,=0withl, =0
z = (24, Zn) EW © z,{ =0 ifBry—pn <0
Free if B}y — p, = 0 with A, > 0

The VI above can be translated into the requirements below.

m
[g (1)]Ay+z zpnBn—v =0,
h=1
>0 if B}y — pp, = 0 with A;, = 0 having B} Ay +u, =0
with z,{=0 if B}y — p, = 0 with A, = 0 having B} Ay + u, <O0ORB}y —p, <0
Free if By — pr, = 0 with 4, > 0, then from KKT, z, (B} Ay + u,) = 0

(18)

Then the auxiliary solution mapping S: R% x R™ = R% x R™ is defined by
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S(v,u) = {(Ay, z) | satisfying Eq (18)} (19)
Sufficient conditions for Lipschitz continuity
Following the general implicit function theorem, the (two) sufficient conditions are checked
to ensure that S has a Lipschitz continuous single-valued s.

a) The gradients V,, g, (x, y) for all active constraints are linearly independent;

Since V,, gn(x,y) = B, inour case, this is to check whether vectors in

{BrlBrY —pn=0,h € [1,...,m]}
are linearly independent. This condition thus depends on the specific problem

formulation and the solution .
b) %(Ay, 72 L(X,y,1)Ay) > 0 for every nonzero Ay € M*.

It can be shown that

ZO]

is positive definitive, and this condition is naturally satisfied. As noted earlier,

1 n 1 n xfl
_ ttT _ . t t
z —EZ X;x; _EZ ( 5 X[t x4
i=1 xl.

i=1
. . . 1 .
isacovariance matrixand pu = ;Z?ﬂ x! = 0. (Note as a common data pre-processing step,

the multi-dimensional data are feature-wise normalized to have u; = % e xl.tj =0(=
1,...,k)).

. - _[A B
According to the property of Schur complement, a matrix in the form of X = [BT C]

pOSSesses a nice property:
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If C is invertible, then X is positive definite if and only if € and its Schur
complement X/C = A — BC~1BT are both positive definite.
Apply this property to our case, and it can be observed that C = 1 (invertible and positive
definite) and X/C =X —0x 1x 0T =X . Therefore, VﬁyL(f, y,2) shall be positive
definite if X is positive definite.
Being a covariance matrix, X is surely positive semi-definite; furthermore, it shall be
positive definite as long as there exists no feature in the data that is a linear combination of
other features (i.e., xl = Yjzj x%), which is uncommon in a data modeling process.

Therefore, it safe to conclude that V3, L(%, ¥, 1) shall be positive definite in cases that w =
Wy, ..., wy).

Therefore, according to the general implicit function theorem, the mapping S has a Lipschitz
continuous  single-valued localization s around ¥, for (y,1) and this localization s is
semidifferentiable at x,,.

- Attack algorithm

As noted earlier, one needs to compute D;(¥;A4x) = V,,0 + Ds(x; Ax)T - V0 under the
perturbation 4x. V4,0 and VO can be easily derived for a specific objective function O; the key
is to find out Ds(x; Ax) (i.e., how the learned parameters respond to the data perturbations).
Assuming data point a is perturbed, the Ds(x;4x,) is computed as 5(—BAx,) following the

implicit function theorem. Specifically,

V2. L(%. V.1 Ky = %[Eé”dWT + (b + wTxind — gdepy,  —xind
B = YXaq (xa’y’ ) _ 1 .
Ve 9i(Xe, Y)W =1,...,m) Ky = ;[w —-1]
mxd
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Note that —BAx, = —[K,, k,, 0]7 q specifies mapping 5’s input (v, u). By inserting the input into

Eq (18) and with some rearrangement, Ay can be obtained by solving the following equation.

_ [Aw
b=y
m
= L@7D v - ) 2Bl
1 = (20
oot K
B e axa+ Z 24B1) )
>0 1thy pr = 0 with 4, = 0 having BJAy = 0
with  z,4 =0 if B}y — p, = 0 with A, = 0 having B1Ay < 0OR B}y — p, <0
Free if BTy — pp, = 0 with A, > 0,then from KKT,  z,B}Ay = (

4.4.2.  Support Vector Machine

- Lipschitz analysis

The TSEM problem is:

n
1
min S llw 3+ cz (£)°

y=wb4)
s.t. gf=1-&—L(xIw+b) <0 (21)
gl=-§<0
i=1,...,n

Here, x; = [x;4,...,X; 4] gives k feature values of one of the n data points and [; gives the label
(1 or -1 as one of two classes of vehicles). C is a hyper-parameter chosen by the user; a larger C
means to assign a higher penalty to errors. The objective function is a convex programming
problem for any positive integer o; previous studies often take o = 1 or 2 (Burges, 1998; Diehl
and Cauwenberghs, 2003). This study works on o = 1 which enhances the robustness to outliers
with the hinge loss and thus is generally preferred in practice. The choice o = 1 also has the
advantage that neither the &; nor their Lagrange multipliers appear in the dual problem, making it

convenient to analyze properties of the SVM model.
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The Lagrangian function can be written as

Ly am=IwiECY &+ @l-&—Laiw+b) - Y wh @)

where a;, u; (i € [1,n]) are the multipliers.
From the solution structure of the SVM model, the data points can be grouped into multiple
groups. Denoting N being the full group containing all the points, this study introduces five

subgroups of points to facilitate our discussion.

g =0 R
gr <o R,
0<a;<Ce0<y<Ceg =0=>g¥=0V

ai:O@ui:C:g{‘:O:{

(23)

Notice that g{* is inactive for points i € R, while active for the rest of the points. In particular,

g{ defined at i € R, are active with the multipliers a; = 0. g{" is inactive for points i € E; while

active for the rest. In particular, g!' defined at i € E,, are active with the multipliers y; = 0. These
observations will be used for deriving the auxiliary problem below.

The VI that captures the associated first-order conditions can be written as

V,L(x,y,a,un)
FCo,y,a,u) + Ne(v,a, 1) = | =Vol(x,y,a,1) |+ Ne(y, @, 1) 3 (0,0,0)
=V, L(x,y, a, 1)

or more specifically

=21 (aily)

C—a;—w; (EN)

A+ &+ LGTwHb) (€N
$i (LEN)

/Wj =20 (lixyp) G =1[1,....k])

+ Nz (y,a, 1) 3 (0,0,0). (24)
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Here,
E = RFt1H7 x (R x R%)
The influence of changes in x on the solution can be studied using the KKT mapping S: R* —
R2 x RFF1+7 x R™ x R™ defined by
S(xa) ={, a, WIF(x,y,a,u) + Np(y, &, 1) 3 (0,0,0)}. (25)
Then an auxiliary problem can be defined around the solution pair (y, @, it) € S(x,). First,

notice that

=Xt (ailixi ;) (G=1[1,....k
—2i (al) j

=

k

O
(==l =
OQ

V2 L(x,vy,a, =V
b, o i) IC—a;—p; (€N)

with, I, stands for the identity matrix of d X d.
1 o o 1
E(Ay, ViyL(Xq, ¥, @, )Ay) = EAW Aw

(V, g% (%, 7), Ay) = —lx] Aw — [;Ab — Ay (26)
(Vy 9! (%, 7),Ay) = —A¢;
Here, Ay = (Aw, Ab, Aéicp).
Let
_ o — _ 1 J
Gody) =L(Ey a i)+ (VyL(x ¥, a i), Ay) +5(Ay, V5, L(X, 7, @ D)Ay)
= L(% Y, & 1) + 5 AwTAw
gi(dy) =g (&, y) +(V,g{ (%, y), Ay)
= g{' (%, y) + (—lix/ Aw — [;Ab — A§)

gr(Ay) =g (xuy) + (V9! (%, 5), Ay)
= g{ (%, 7) + (—A&)

The auxiliary problem is to

min 7, (Ay) — (v, Ay) over all Ay satisfyin
Ay=(aw AR e ew) go(Ay) — (v, Ay) y satisfying 27)
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g_i“(Ay)+uf‘{SO ifi €R,

free ifi € Ry
=0 ifieVURyUR,

gt (Ay) +uf‘{s 0 ifi € E,
free ifi € E;
i=11,..,n]

Notice that now Ay (denoted w in the book) contains the message of how the TSEP solution
responds to the perturbations.
Lagrangian for the auxiliary problem can be written as:

LAux (Ay' Zia' Zf, v, u)

= L(Ay, z{",zi”) — (v, Ay) + (z,u)

= L(%0, 9, @ 1) + 5 AwTAw + X7 28 (§7 (%0, ) + (—Lix] Aw — [;Ab — AE))
+ 37 2 (g (X0, 7) + (—0&)) — (v, Ay) + (z,u)

(28)

Here, Lagrangian variables z/&, correspond to constraints g¢y and zi"EN correspond to constraints

u
Yien-

The corresponding first-order conditions for the auxiliary problem are given by the variational
inequality

/ VayLaux(By, z,v,u) \
—VeLaux(By, z,v,u) (i € N) | +Nz(Ay,2) 3 (0,00
E ) A

\—VZ_;LLAux(Ay,Z, v,u)(i € N)/

[Aw; — X7 z{flix;; (G =[1,...,k])]

(29)
_ Y g%
with, V5., L Ay, z,v,u =| Lo - v
Ay Aux( Yy ) [—Zia—Zi# (iEN) J
_Vzi“LAux(Ay' Z,V, u) = _g_la(fu:)_}) + ll(x;rAW + Ab) + Aél - ulq
_vzlflLAux(Ay' Z,v,u) = _g_#(fi, )7) + A — u#

The VI for the auxiliary problem can be translated into the specific requirements that
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Aw; =31 zFlLix; (G =1[1,...,k])
=2z — v =0, with
-z —z!' (i€N)

>0 fori€ Ryhaving — [;(x]Aw + Ab) — A&, +uf =0
z ! = for i € Ry having — [;(x] Aw + Ab) — A¢; + u¥ < Oandi € R, (30)
free fori €V UE,UE],

>0 fori€kE, having—Afl-+uf =0
Zi” =0 foriEEOhaVing—Afl-+uf<0andiEE1
free fori€e VURy,UR,

i=11,..,N]
Note that the computation here follows the facts that gf(x,,y) =0 if i € R, and
gt (x,,y) = 0ifi € E,.
The auxiliary solution mapping S: R¥*1*7 x R2% 5 RF+1+7 x R2" js then defined by
S(v,u) = {(Ay, z) | satisfying Eq (30)}
Sufficient conditions for Lipschitz continuity
Following the Implicit Function Theorem introduced earlier, two sufficient conditions are
checked to ensure that S has a Lipschitz continuous single-valued s.
a) The gradients V,,g;(x,, y) for all active constraints are linearly independent.

The gradients consist of

w b & ... & .. &
vy9ixy)= [-lLix; -, 0 ... =1 ... 0] fori€ERyUVUE,UE, (31)
Vygi @y = [0 0 0 .. —1 ... 0] fori€EE,UVURyUR,

This condition depends on the data. In practice, these vectors are unlikely linearly

dependent, based on several observations from real-world modelings as below.
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o Ry and E, stand for rare cases (where constraints are active and Lagrangian
multipliers are zero) and are often empty in real-world datasets.

o A vector in V, g{(x, ¥) for i € E; and Vygf‘(fa,y) for i € R, is independent
with other vectors (i.e., cannot be expressed as a linear combination of other
vectors). Our attention turns to checking whether there is a j € V having the
following linear combination:

V97 (X0, V) = Zievue, j=i B X Vy 97 (X0, ¥) + Xievur, Blﬂ X Vygly(fa,)_/).
Our focus is to verify whether there is a vector [—[ix; —[;] (j € V) can be
expressed as a linear combination of other vectors in V (i.e., [—Lix; — ;] (i €
V,i # j)), as it is unlikely to use any vectors [—=[;x; — [;] (i € E; U R;) to express
[—1;x; — ;]. Otherwise, the vectors from E; U R, introduce nonzero elements to
the right side of V,, g (x,¥) (in Equation (31)) and there is no way to cancel them
out.
There is a low chance of expressing [—1;x; — [;] using [—[;x; — [;] belonging to V,
especially when V7 contains only a few points (the feature of SVM).

In applications, the linearly independent is checked via numerical methods. The test in the

next section shows that the vectors are indeed linearly independent of the vehicle

classification dataset.

b) %(Ay, V3, L(X,,,@,1)Ay) > 0 for every nonzero Ay € M*.
Noticing that

~(By, V3, L(%o, 7, @ DAy) = > AwT Aw (32)
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The following analysis shows that if Ay is nonzero, Aw shall be nonzero, which will yield
~AwTAw >0,
First, in subspace M*, it requires Ay = (Aw, Ab, A;;c)) t0 be perpendicular to every

gradient as follows:

w b & ... & .. &
V98X, y) = [-lix; -, 0 ... =1 ... 0] forieVUE,UE;, (1) 33)
V,9i (X, )= [ 0 0 0 .. -1 ... 0] forieVURyUR, (2)

With (37-2), it can be derived that A§; = 0fori € VU R, UR;.
If Aw = 0, from (37-1) (Ab, A;(iek,uE,)) Satisfies that
AyTVyg{" = —[;Ab = 0, for every i € V (notice &;cy = 0)
and
Ay™V,gff = —=l;Ab — A§; = 0,for every i € Ey U E;,
which means Ab = 0 and A§; = 0fori € E,U Eq,i.e,, Ay = 0.
This concludes that Aw cannot be zero if Ay is required to be nonzero. Therefore, condition
(b) is indeed satisfied.
It is easy to find that these two conditions shall be satisfied as well when o = 2 (i.e., the

slack variable &; are added to the objective of SVM in the quadratic term), as the only
difference lies in the computation of %(Ay, V2, L(X, 7, @, )Ay) that is given by
1 —  — — — 1 1
S8y, V3 L(%a, ¥, @ MAY) = S AwTAw + ~AFTAS,
which is again certainly positive for every nonzero Ay € M*.
Therefore, according to the general implicit function theorem, the mapping S has a Lipschitz

continuous single-valued localization s around X, for (¥,&,i) and this localization s is

semidifferentiable at i,,.
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- Attack algorithm

Again, to compute D, (X; Ax) = V4,0 + Ds(x; Ax)T - V50 under the perturbation Ax, the key is

to find out Ds(x; 4x). Assuming data point a is perturbed, Ds(x; A4x,) can be computed as

5(—BAx,). Specifically,
Vix L (X0, , @, 1)
B=|-V,9(gy)fori €N
—angf(fa,y) fori €N

with,

ijlxaL(fa;}_/, &tﬁ) = [_aalaﬂk 0 O]T
o —l,w ifi=a,
ang{x (Xa, ¥) = { 0 : otherwise,

angf(fa,j_/) =0 fori N

(34)

(35)

Noticing that —BAx, specifies 5’s input (v,u) and many elements in (v,u) are zero, the

input to Eq (30) leads the following

Aw = aylAx, + X7z ix;
izl =0 , with
zff =-z for (i €N)

>0 fori€ Ryhaving — [;(x]Aw + Ab) — A§; +uf =0
zFs = for i € Ry having — [;(x Aw + Ab) — Aé; + u¥ < Oandi € R,

free fori€eV UE,UE;,
>0 fori€ Eyhaving—A§ +ul' =0

Zi” =0 foriEEOhaving—Afl-+uf‘ <0Oandi€E;
free fori€e VURyUR;
here, uf = —l,wdlx, ifi = a, otherwise uf¥ =0
i=11,..,n]

Eq (36) can be further simplified with the following steps.
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Noticing that for i € Ry, z* = 0, and fori € Ey, z/' = 0 and thus z* = 0. There are three
groups of points with associated z* being nonzero: V, Ry, Ey. Ry, E, are specified below.

Denote i € R C R, are those having —[;(x] Aw + Ab) — A&; + uf = 0, leading to z& > 0.
For the VI, z/'A§; = zFA& = 0 for i € R,. Therefore, z{(—1;(x{ Aw + Ab) + uf*) =0 for i €
Ry.

The VI also states that for i eV, zl.“ and z* are unrestricted, and zl.”AEl- =0 and
z8(—=1;(x/ Aw + Ab) — A§; + uf) = 0. Therefore, z*(—1;(x] Aw + Ab) + u¥) = 0fori € V.

Denote i € E; C E, are those having A¢; = 0, leading to zi" > 0 and thus z* < 0. For the
VI, z#(—1;(x{ Aw + Ab) — A&; + uf) = 0 for i € E,. Therefore, z¥(—1;(x] Aw + Ab) + uf) =
0 fori € Ej.

Putting these observations together, the V1 is rewritten as below, which can be solved as a set
of linear equations easily.

Aw = aglaq + ZieR(',UVUEé zi lix;
ZiER(')UVUE(’) zj'l; =0
z&8(—;(x] Aw + Ab) + u¥) = 0fori € R UV U Ej

where, uf = —1,wq if i = a, otherwise uf® = 0.

4.5, RESULTS FROM TSEP APPLICATIONS

45.1. LS regression-based queue length estimation

- Queue length estimation model
We first briefly describe the model for estimating queue length at an intersection using sampled
travel time data (Ban et al., 2011). The data collected is the sampled travel times between two

consecutive locations: upstream and downstream of a signalized intersection (Figure 9). Virtual
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trip lines (VTL) are placed to obtain arrival times (e.g., tyr.;, and t, ;) While protecting data
privacy. x{"® is given by tyr,, and x*°” is given by t,r;, — tyr.1. The model is based on critical
pattern changes in intersection travel times or delays, such as discontinuities (i.e., sudden and
dramatic increases in travel times) and non-smoothness (i.e., changes of slopes of travel times),
which indicate signal timing or queue length changes (Figure 10). The real-time queue length can
be re-constructed by detecting these critical points in intersection travel times or delays. The model

takes four steps to estimate the queue length, including data processing (computing queuing delay

from the sampled travel times), cycle breaking, fitting data in each cycle I‘I&linb)% b+
y=(w,

wax ™ — x2P)2 (with x{"® being the arrival (start) time at VTL1 and x°" being the travel time

through the intersection), and calculating the queue length for each cycle based on the fitted line.

VTL, VTL,
1 1
1 I
] ]
1 I
t; t

Figure 9. Collecting travel times between two locations of a signalized intersection.

Figure 11 illustrates how the model uses the measured travel time and the arrival time from
mobile sensors (at the dotted line in the figure) to estimate the (piecewise) linear delay patterns of
the intersection, which can be further used to compute queue length. Without introducing details
that are available from the original study (Ban et al., 2009), at each cycle, the fitted queue length

is proportional to the root of the fitted line: Len gy eye < -2
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Figure 10. Intersection delay patterns (Ban et al., 2011).
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Figure 11. Hlustration of fitting data in each cycle with a line to compute queue length.

- Attack model formulation with problem-specific constraints

Problem-specific constraints

Vehicles follow certain behaviors (e.g., car following) on the road, which could help to identify
abnormal vehicles. To construct realistic and thus stealthy poisoning samples, constraints are
added to express the car-following behavior at the intersection: assuming multiple vehicles travel
through the intersection in a sequence, a vehicle who departs from VTL1 first likely arrives at

VTL: first, as VTL1 and VTL: are spatially close around the intersection. This is particularly true
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if the road segments have one lane at both the upstream and downstream of the intersection. If not,
one can relax the constraint with a slack variable. Formally, if the targeted vehicle veh, (a €
(1,...,A)) travels following vehicle veh, and leading vehicle veh, (Figure 12), denote the

departure time for the three vehicles being x{™¢, x4 and x}'"d, respectively. Similarly, denote the

travel time from VTL1 to VTL2 for the three vehicles being x ", x2°" and x}iep, respectively,

arrival time at VTL2 can then be computed as x{™* + x{'?, x"® + x¢*? and x™ + x/°7. The

constraint states as follows:

xind _ xind > py
x}”d —xid > py
. . (37)
(xind + x2P) — (2 + x7P) > hw

(xf + x;iep) — (xin 4+ x27) > hw

Here, hw is the minimum headway.

VTL, VTL,
1 1

Following  Target Leading

vehicle vehicle vehicle
Time at . . .
VTL1 X}"d xaﬂd X!md
Travel dep dep dep
time Xr Xa X

Figure 12. Illustration of car-following constraint at an intersection.

Knowledge of traffic flow dynamics can also be implemented as constraints. These constraints
assure the traffic flow dynamic remains respected when crafting poisoning samples. The discharge

rate of the queue (i.e., the slope of the delay pattern w) is closely related to the dynamics of traffic
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shock waves, which could be known prior. Therefore, it is assumed that the range of w is known
as prior knowledge, written as follows.
pPL=W=p (38)

In physical meaning, the attack would be easily detected if one finds that the estimated model
suggests the queue discharges either too fast or too slow.

The constraints here can certainly be extended to include more physical and/or knowledge-
based constraints when constructing the attack model.

Attack model

The adversarial objective here is to maximize the deviation in queue length estimation (Eq
(1)) by perturbing the collected data (i.e., arrival time x4 and delay x9¢?). Alternatively, one
could specify a target queue length (e.g., doubling the length) and set the adversarial objective as
inducing the estimated queue length to the target. This study tests such flexibility on the SVM-
based vehicle classification model (see the next section), where a target SVM model is specified

as the adversarial objective.
Denote y = — % as the estimation from the poisoned data and y = — % from the pristine data.

The problem below gives the adversarial model following the constraints specified above.
max 0 =ly — yli3

s.t. lx —x|] <6
xind — yind < py
x —xf" < hw
(xind 4+ x2P) — (x4 + x2) < hw

(xird 4+ x3P) — (xjmd + xlflep) < hw

*Upper level  (39)
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~ : 2
(w.b) = ar(gr?)iniz"i(b it =) Lower level
w,

g1t pr—w =<0
g2: w—p; =<0

s.t.

Here, let g, and g, stand for the two constraints associated with the queue length estimation model
to facilitate later discussion.
- Lipschitz continuity
The previous section has shown that for checking the Lipschitz continuity of the LS regression
model, it only needs to validate the first sufficient condition—the linear independence constraint
qualification condition, which is problem-specific. The other sufficient condition (the second order
condition) has proven independent of the specific problems.

In the queue length estimation model defined above, the first sufficient condition requires that
the gradients V,, g; (x, ¥) for all active constraints are linearly independent. Specifically, assuming

all constraints are active, the gradients consist of

Vygl(fi )_}) = [_1'0]:

V,9:(%y) =1[1, 0] (40)

Serving as the upper and lower bounds of w, respectively, the two constraints will not be
active at the same time. Therefore, the first sufficient condition is always satisfied and the queue
length estimation model is indeed Lipschitz continuous.

- Attack algorithm

For the queue length estimation model, if vehicle a’s data is under attack, we have
_ _ p b 1 _
D;(x; Ax,) = V0 + Ds(Xx; Ax,)" - VO = — - Ds(x; Ax,) (41)
w w

The semiderivative Ds(x; Ax,) is computed by
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V3L (X0, 7,2)
Ds(x; Ax,) = §(—BAx,), with B =| =V, g,(%4,¥)
_angz(farﬁ)_I)

Following the previous analysis and assuming the data has been normalized (i.e., u =

% n x™ = 0), we obtain the semi-derivative by solving the following problem:

1

by =[] = 3¢

1
n

[2] Ax + 7y [51] + 2, [(1)]) with

>0 if g; is active with A; = 0 having [-1,0]TAy =0
z,{ =0 if g, is active with A; = 0 having [-1,0]TAy < 0 OR g, is inactive

free if g is active with A; > 0,then z;[—1,0]TAy = 0 (42)

>0 if g, isactive with A, = 0 having [1,0]TAy = 0
7,4 =0 if g, is active with A, = 0 having [1,0]TAy < 0 OR g, is inactive
free if g, is active with A, > 0,then z,[1,0]TAy = 0

L — —ind 1. -dep —ind
o 0[] o B
" K n wX -y

The solution to Eq (42) depends on three cases that are closely related to the status of
constraints at the solution pair (%, ¥, 1).
1. No constraint is active.

The analysis for this case is simple, as z; = 0 and z, = 0.

Aw 1 [K1
by =[] =~ ax (43)
Inserting it into Eq (41) leads to
D (%; Axy) = [Dg (% Ax2?)  Dg(%; Ax2°P)] = % —%] Ay
= (- = [wein + (weind + b —x0%) —xind] + [ - L) ax,
(44)

= d}, (%) - Ax
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Here, the notation d}, () is introduced as the sub-gradient (the perturbation direction that can
lead to the maximum impact) to facilitate our discussion later.
It can be observed that D (i; Ax) is related to some aspects of the targeted data poison x,:
e The relative position of vehicle a in the signal cycle: ¥*¢. (Remind that the data is
normalized such that x{*¢ here represents the relative position (x*¢ — p))
e Eq (59) suggests that selecting a point away from the middle point is likely to generate
a high attack impact. In its physical meaning, attacks targeting queue head or tail lead

to a higher impact than attacks on other vehicles.

e The prediction residual: r, = wx"® + b — x%P

Eq (44) also suggests that targeting at a point associated with a large prediction residual also
contributes to a high attack impact.
2. g, Is active.
In this case, z, = 0 and (57) is simplified as:
o =fl= g leeealy)
>0 ifl;,=0andAw =0

with  z;{=0 if1; =0andAw >0
free ifA, >0

(45)

a) If A, = 0, the solution depends on the perturbation direction Ax.
o If the perturbation on data (i.e., x,) Ax, leads to k] Ax, > 0 (i.e., there exists a
z, = 0 such that k] Ax, — z; = 0 and thus Aw = 0), the deviation of y

responding to Ax is given by

Slro

A _[AW __3[0 ]_
Y= 1apl = T ity + 2] T F[-w 1]Ax,
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Dg(x Axa) = __ __][ [ 1 Axal nw [b 1]Axa = dAx(x) Ax, (46)

Here, we introduce a notation dj, () for convinience of discussion.

o If Ax, leads to k{ Ax, < 0, with z; = 0 (because Aw = —;c1 TAx, > 0),
D¢ (x; Ax,) = d},.(%) - Ax, following Eq (44).

b) If 1, > 0, the solution needs to meet z,[—1,0]TAy = 0. Since z, is free, this means
either z; = 0 or Aw = 0.
If z, = 0, Dg(%; Ax,) = d}, (%) - Ax, following Eq (44).
If Aw = 0, D;(%; Ax,) = d3,(X) - Ax, following Eq (46).

In summary, if g, is active, there are two groups of semi-derivatives depending on Ax,. And

D;(X; Ax,) can be either computed by d}, (%) - Ax, or d3,(%)-Ax,. When implementing

Algorithm 1, the impacts of two directions (i.e. ld“"g’?' and lz“"E il) is compared and the one with
Ax\X Ax\X

a larger impact is selected as the perturbation direction.

3. g, is active.

In this case, z; = 0. The analysis is similar to the previous case and the same (two) groups of
semi-derivatives are obtained. Details are omitted here.

Note that the only difference with the previous case is that when 1, = 0, d2,(X) is obtained
when x{ Ax, < 0 instead of x{ Ax, = 0.

Notice that Eq (43) (i.e., the result with no constraint is active) is consistent with the gradient
computed in the previous study of regression models free of constraints (Jagielski et al., 2018).
The results show that the constraints play a role in evaluating the response of the TSEP solution to
data changes. This suggests that the existing gradient-based attack methods may fail without

considering the constraints, especially when an inequality constraint is active.
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- Effectiveness of attack model

We first demonstrate the effectiveness of our attack model by sequentially perturbing the data
points. The proposed attack in Algorithm 1 is compared with the state-of-the-art gradient-based
attack. For convenience, the two are called the semi-derivative and gradient methods, respectively.
The gradient method applied in the previous studies is different from Algorithm 1 in two aspects:
1) it randomly selects a point as the target; 2) it perturbs the target point following the gradient.
Additionally, for a more fair comparison, we improve the gradient method so that the
implementation is in line with Algorithm 1. Specifically, the improved gradient method takes a
similar data selection procedure and selects the target point based on the gradients computed for
all data points. Then, the only difference is the way to apply perturbation (i.e., following gradients
instead of semi-derivative).

Figure 13A shows the convergence of the adversarial objective following semi-derivative and
gradient methods. In general, our attack steadily increases the objective value (i.e., the deviation
of estimated queue length) faster than the gradient method. It is surprising to observe that without
considering the effects of constraints, keeping perturbing the data point following the gradient
methods (including the improved one) would even reduce the objective. These observations
demonstrate the advantages of our attack method. The convergence rate of the attack methods
reduces starting at the 12™ iteration, as constraints become active. This can be clearly observed in

Figure 13B, which shows that the slope of fitted line w reaches the upper bound at the 12 iteration.
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Figure 13. A) Convergence of adversarial objective when perturbing queue length estimation

model; B) Changes in the learned parameter (w) following our attack.

To help understand the advantages and the features of our attack, Figure 14 compares the
directions of gradients and max-impact semi-derivative (4x;, see Algorithm 1) together with their
impacts (assuming a unit perturbation). The arrows indicate the directions at each point and the
arrow lengths are proportional to the impacts. Figure 14 presents results from the beginning of
attacks and after w hits the upper bound (i.e., constraint g, is active). It can be observed that before
a constraint becoming active, the directions of gradients and max-impact semi-derivative are
consistent. The directives are intuitive to understand: the slope is to be rotated counterclockwise
to deviate the root of the fitted line, which is achieved by perturbing points around the queue head
“downward” while those around the queue tail “upward”. Meanwhile, attacking points (vehicles)
at the head or the tail of the queue leads to larger impacts than attacking those in the middle, and

clearly, point 6 is targeted at the beginning of the attack.
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Figure 14. Max-impact semi-derivative Ax; and the impact D (x; Ax;) at each point (A)
when the constraint is inactive and (B) when the constraint is active; Gradient and the impact at
each point (C) when the constraint is inactive and (D) when the constraint is active.

However, semi-derivatives change after the constraint becomes active: they are now in the
same (upward) direction and tend to induce the same impact. In contrast, the gradients are still the
same as if the constraint is inactive. These semi-derivatives seem counterintuitive but can be

explained with some examples. First, assuming point O is perturbed downwards following the
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gradient’s direction, the fitted line can no longer be rotated counterclockwise due to the constraint.
In order to reduce the loss caused by the perturbation, the fitted line will keep the slope unchanged
but shift towards the left, which decreases the root and drops the objective value. This explains
why in Figure 13A the objective value following the gradient method cannot increase reliably.

In contrast, if point O is perturbed upward following the semi-derivative, the fitted line has a
chance to increase the root by staying at the same slope and slightly shifting towards the right.
Intuitively, increasing the root by such a parallel shift can be less effective than rotating the line
(before constraints become active). This explains why the convergence rate of our attack drops
after the 12™ iteration (Figure 13A).

Test stealthiness of the attack: In order to validate the stealthiness of the attack, existing

defense methods are implemented and tested on the poisoned datasets, including Huber regression,
RANSAC and TRIM algorithm. It is found that these existing defense methods could not
effectively mitigate the negative effects (i.e., deviation of queue length estimates). The details of
the tests and results are reported in Section 5.2, where these existing defense methods are compared

with the proposed IED solution, a novel and effective defense.

45.2. SVM-based vehicle classification

Vehicle classification is important for traffic management, operation, and transportation planning.
This study investigates an SVM-based method that classifies vehicles into trucks and passenger
vehicles using GPS data extracted from mobile traffic sensors. SVMs are among the best (and
many believe are indeed the best) “off-the-shelf” supervised learning algorithms. Therefore,
investigating the vulnerability of the SVM-based TSEP model could generate implications beyond

the transportation community.
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- SVM-based vehicle classification model
Without introducing the details in the original study (Sun and Ban, 2013), the model can be
briefly summarized in the following four steps:
a) Collect GPS data of passenger cars and trucks.
b) Generate speed and acceleration-/deceleration-related features for each vehicle using
GPS data (Figure 15). The step for feature selection in the original study is omitted here.
This study directly takes the conclusion—the variations of accelerations and
decelerations are selected as the input of the SVM model.
c) Train an SVM classifier for vehicle classification.

d) Apply the trained SVM classifier to the test dataset.
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Figure 15. Data for vehicle classification.

The TSEP model is written as:

: 1 2 n g
,min SIhwliz+ CXF &

s.t. T=1-¢—-1L(wx;+b)<0
gl L l( L ) (47)
g =-§<0
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Here, x; gives (two) feature values extracted from the trajectory of vehicle i, and [; is the binary
label for the vehicle (i.e., [; = 1 for trucks and [; = —1 for passenger vehicles). The hyperplane is
a vector of length two (i.e., w = [wy,w,]). C is a constant associated with the penalty term
allowing for a soft margin.

Figure 16 shows the SVM boundary learned from the original data, which gives w =
[-11.2,—2.5] and b = 6.7. It can observed that the decision boundary weighs heavily on w;,,

meaning that acceleration acts as the dominant feature for grouping the two vehicle classes.

1.2

Deceloration
= = = = =
N =Y [=)] <o [=]

o
o

0.0 0.2 0.4 0.6 0.8 1.0
Acceloration

Figure 16. SVM learned from the clean data

- Attack model formulation with problem-specific constraints
Problem-specific constraints
The SVM model with slack variables contains inherent constraints (Equation (47)). These
constraints complicate the mapping from the data perturbation and TSEP solution, as the
constraints themselves are subject to changes due to the data perturbation.

Besides SVM’s inherent constraints, the feature values in the data are confined by practical
limits such as vehicle movements and dynamics. Specifically, the feature values for vehicle

classification are closely related to patterns of vehicle movement (e.g., speed) and dynamics (e.g.,

95



acceleration and deceleration). Given that only the variations of accelerations x% and
decelerations x%¢ are selected as the input, constraints are added by specifying the minimum and
maximum of x%¢ and x%¢ (Eq (48)), which are related to vehicle design and driving conditions.
This study identifies the bounds from the pristine dataset as the minimum and maximum feature

values.
(48)

Attack model
The adversarial targets at misleading the SVM model into believing that the two features (i.e.,
acceleration and deceleration) are equally important for vehicle classification. As such, a model-
target poisoning attack is formulated, where the objective is to induce the model parameter w
towards the adversarial goal w* = (w;, w;). Here, targeting a model with two equally important
feature weights, let |w; —wj| =0, which can be induced by minimizing |w; —w,| —
lw; —w;| = |w; — w,|. Specifically, the attack model can be written as follows:
mxin 0 =|w, — w,| \

st. |x—x|< § >Upper level
p1 <X < p;
ps < xf¢ < p,

(Wy,W,) € arg min ~ || w I3+ C X7 &; w (49)

y=w,b,$)
~Lower level

g8 =1=& — Li(wxf +wox{ +b) <0

s.t.
gi ==& <0

i=1,..,n
Notice that in attacking a classification model, perturbed labels are often not included as part of

decision variables, as labels are discrete values and including them will lead to a label-flipping
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problem that would lead to a different attack type (Mei and Zhu, 2015). Therefore, different from
attacking regression models, only the feature values x; are perturbed.

- Lipschitz continuity
Following the analysis in the previous section, the (two) sufficient conditions are checked to ensure

that S has a Lipschitz continuous single-valued s around (0, 0) for (0, 0). Since the previous
analysis has shown that %(Ay, Vi, L(X,y,a, 1)Ay) > 0 for every nonzero Ay € M*, it only needs

to validate that the gradients V,,g; (x, ) for all active constraints are linearly independent.

Notice the gradient vectors of interest are

Vygla(f, )_/) = [_lixi‘l _lixl"z _ll O e _1 e 0] fOI‘l € RO V) V V) EO V) El
V,9/(x¥y)= [ 0 0 0 0 .. =1 .. 0] fori€E,UVURyUR,

Our numerical test shows that the vectors are indeed linearly independent of the vehicle
classification dataset. Specifically, we perform LU decomposition of the matrix consisting of these
vectors and inspect the returned U matrix, finding no null pivot vector.

Therefore, for our SVM-based vehicle classification problem, the mapping S has a Lipschitz
continuous single-valued localization s around X for (y,&, i) and this localization s is semi-
differentiable at x.

- Attack algorithm
Assuming data of vehicle a is under attack, we determine how the adversarial objective responds
to the perturbations Ax,, that is applied to data x,,.
D;(x;Ax,) = 2(wy —wy)[1 —1]-Aw (50)

Following the analysis earlier, Aw is obtained from the semiderivative Dg(x; Ax,) and is

computed by solving Equation (42) with —BAx, as its input. It is found that the results depend on

which set the target point a belongs.
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- Effectiveness of attack
We first demonstrate the effectiveness of our attack (the semi-derivative method following
Algorithm 1) by sequentially perturbing the data points. Figure 17 compares the convergence to
the adversarial objective following semi-derivative and gradient methods. Our attack steadily
reduces the difference and consequently converges to the target model. As shown in Figure 17B,
six data points are slightly perturbed at the convergence while the SVM’s decision boundary is
significantly shifted, making the two features equally important to separate cars and trucks. This
study also tests the effect of perturbing multiple (three) points simultaneously at each iteration.

Figure 17A suggests that the convergence can significantly speed up.
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Figure 17. A) Comparison of convergence of gradient and semi-derivative method. B) The

poisoned model and the perturbed data following our attack.

In contrast, the improved gradient attack does not seem to converge toward the target model
reliably (Figure 17A). Concretely, the gradient attack not only converges at a much slower rate
than the semi-derivative method but also stops making further progress after a few iterations. Here,
the (origianl) gradient method that attacks a randomly selected point is not implemented, as the

random selection tends to pick up a non-support vector, which does not respond to the perturbation.
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The following Investigation tries to further understand the differences of the semi-derivative and
gradient methods in their convergence behaviors.

Test stealthiness of the attack: In order to validate the stealthiness of the attack, common

attack detectors are implemented to check whether the attack could be detected. Specifically,
anomaly detectors (e.g., OCSVM and Isolation Forest) are trained as attack detectors using the
clean datasets. Then the detectors are implemented to detect poisoned data poisons in the poisoned
dataset. It is found that the poisoned data poisons cannot be detected, suggesting the stealthiness

of the proposed data poisoning attacks.
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Figure 18. A) Gradient and its impact at each data point; B) Max-impact semi-derivative and

its impact.

Figure 18 compares the directions of gradients and semi-derivatives (4x;, see Algorithm 1)
together with their impacts assuming a unit perturbation. It can be observed that only the gradients
of support vectors are nonzero, which makes sense. Additionally, these gradients are in parallel
with each other, while those associated with the two classes are in opposite directions. To
understand this, we simplify the computation of gradients and find that the gradient at data x,, is

determined by
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Ve = 0q g As (51)

See details of obtaining Eq (51) in the appendix. Here Ag is a vector relying on the data in
group S only. Also, remind that [, gives the binary label and &, is the dual variable, based on
which data points are grouped into margin support vectors (0 < @, < C, set V), error support
vectors (@, = C, set E) and reserve points (a,= 0, set R). Eq (51) explains the previous
observations. Additionally, it suggests (also observable from Figure 18A) that the impacts of
perturbing margin support vectors are smaller than perturbing error support vectors. Such
observation is counterintuitive, as one would expect the margin support vectors would generally
be more sensitive to perturbations. It can be shown later that this could be a misleading conclusion,
which also explains why the convergence rate of the gradient method is slower than the semi-
derivative, as the former perturbs an error support vector in each iteration. Moreover, Eq (51)
suggests that the gradient method relies on a non-empty data set of V to identify the gradients, as
the method needs a set of equations associated with set V' from KKT conditions. If S does go empty,
the gradient method will fail to proceed, as shown in Figure 17A.

The max-impact semi-derivative and its impact at each data point are shown Figure 18B. The
results show some similarities but many significant differences with the gradients in Figure 18A.
Regarding the similarities, there is no impact by perturbing any point in R following the semi-
derivative method. And the directions of the semi-derivatives in E are in parallel with each other
while those at the two classes of points are in opposite directions. However, it can be observed that
these max-impact semi-derivatives in E are distinct from the gradients. A close investigation (see
appendix) suggests that the semi-derivatives in E are given by C - [, - Q(4x), which explains these
observations. Here, Q(4x) represents a vector computed from Ax. Moreover, the semi-derivatives

at data points in set IV can be different from each other and seem not relevant to those in E. And
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the impact of perturbing a pointin V (e.g., point 1) can be larger than perturbing any pointin E, in
contrast to the observation from the gradient method above.

Adding poisoning data: Compare with model target-based attack

We also compare our attack with the state-of-the-art model-targeted attack (the MaxLoss
method). MaxLoss can effectively induce the SVM model towards a pre-specified target by
sequentially adding poisoning data. At each iteration, it adds the poisoning point with the
maximum loss difference between the intermediate model obtained and the target model. It was
shown that following the iterations, the attack gradually minimizes the maximum loss difference
between the induced intermediate model and the target model, eventually obtaining a model
similar enough to the target model.

To be comparable with the MaxLoss method, Algorithm 1 is modified to add new poisons
(see appendix for Algorithm 2). Specifically, a new point is initialized by duplicating a (randomly
selected) pristine point near the margin lines. Then it is perturbed following the computed semi-
derivative until certain conditions/constraints are met before adding another new poison. The
algorithm stops when the convergence condition is satisfied.

Figure 19 shows that the semi-derivative method via adding new poisons can effectively
induce the model to the target after adding nine new poisons. Figure 20A shows the new poisons
and the poisoned model. It can be observed that the attack could be stealthy as the new poisons are
close to the pristine data.

Figure 19 also validates that the MaxLoss method is effective: the target model is induced by
adding a few (four) points. However, as shown in Figure 20B, the new poisons generated by the
MaxLoss method are not stealthy. The new points are generated at the boundary limiting the

feature values.
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Figure 19. Convergence to the target SVM model by adding new poisons: comparing our

attack with MaxLoss method.
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Figure 20. Results of adding new poisons: A) poisons added using our attack; B) poisons

added using MaxLoss method.

4.6. SUMMARY

This work formulates data poisoning attacks against TSEP models as a general sensitivity analysis
of optimization problems over data perturbations (attacks) and studies the Lipschitz continuity
property of the TSEP solutions. A generalized implicit function theorem for the problem is
introduced, enabling attack models to fit a broader spectrum of TSEP applications, especially those

with general constraints. The proposed method is applied and tested in widely used (real-world)
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TSEP models. The results show that the proposed method can outperform the state-of-the-art
gradient method in terms of flexibility and the effectiveness of attacks. It is demonstrated that
without considering the role of constraints, the gradient methods would be slow in moving toward
the adversarial objectives or even fail to advance when the constraints become active. The study
has multiple implications, including promoting the understanding of the vulnerability of data-

driven transportation systems and helping to develop effective defense methods.
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5. INFRASTRUCTURE-ENABLED DEFENSE SOLUTIONS

This chapter develops infrastructure-enabled solutions against data poisoning attacks in
transportation, starting with vehicular data and then data for TSEP applications. The first part of
this chapter presents the work on defending against attacks on vehicular data, using GPS spoofing
as the case study to illustrate the main idea. The design of infrastructure-enabled GPS spoofing
detection and correction is presented, followed by preliminary results from experimental tests
using both simulation and real-world GPS data, under various scenario settings and different
spoofing attacks. The effectiveness of the infrastructure-enabled solution is evaluated by
comparing it with state-of-the-art GPS spoofing defense strategies. The second part presents the
work defending against attacks on TSEP models, using the queue length estimation model as the
case study. It shows how the secure infrastructure data (e.g., signal status and loop detector data)
can help detect attacks on mobile travel time data, which has been shown vulnerable to data
poisoning attacks in the previous chapter. A framework for detecting and correcting attacks is

designed, followed by simulation tests to demonstrate its effectiveness.

5.1. INFRASTRUCTURE-ENABLED DEFENSE METHOD AGAINST GPS SPOOFING

5.1.1. Problem Statement

Though a common means to acquire a vehicle’s location, GPS updates at a relatively low frequency
(often one second or longer) and could be out of service due to multiple factors (e.g., traveling in
an underground tunnel). Modern localization solutions often incorporate the vehicle motion model
to track vehicle locations at a higher frequency, especially in applications requiring high-frequency

location updates and continuity-of-service (e.g., autopilot in advanced driving systems). The
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motion model requires highly frequent local measurements as the input. Yet, due to noises or errors
in local measurements, the motion model needs correction periodically using global measurements.

We consider a simple yet common localization solution: a vehicle can be tracked by a typical
motion model with local measurements (e.g., accelerometers and gyroscope) from a low-end IMU
as the input and takes global measurements from GPS for correcting location errors periodically.
Low-end IMUs are pervasive nowadays and are widely deployed in smartphones and vehicles.
The problem setting here ensures the generality of the study since one can obtain IMU
measurements from a vehicle’s OBD portal (Boriboonsomsin et al., 2010), without installing
additional sensors or utilizing the data from such sensors even if they are installed (note that these
sensors themselves could be attacked). Furthermore, IMU measurements are safe from malicious
attacks (especially remote attacks), as they are not collected by interacting with the potentially
adversarial environment (Petit and Shladover, 2015). GPS measurements however can be spoofed,
as discussed above, resulting in falsified measurements. Without detecting the spoofed GPS
measurements, the vehicle could deviate from the desired trajectory, leading to possibly disastrous
consequences. Our goal here is to propose an infrastructure-enabled solution with which the
vehicle can utilize the secure measurements from RSUs to timely detect GPS spoofing and correct
location errors resulting from the attacks, as illustrated in Figure 1. Section 5.1.3 provides more
details about the data provided by the RSU.

In this section, we first briefly introduce a typical vehicle motion model based on low-end
IMU measurements and the mathematical model of GPS measurements. We then describe a typical,
widely used Kalman Filter (KF)-based localization method that fuses local and global

measurements.
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5.1.2.  Preliminaries

- Local Measurements and Vehicle Motion Model

Given a vehicle’s initial position, the motion model tracks the vehicle using local
measurements (e.g., from IMU) at a high frequency. Unlike global measurements that directly
provide vehicles’ locations in the global coordinate frame, these local measurements provide
information regarding vehicles’ velocities and changes in heading from time to time in the local
coordinates frame (also termed as the body frame in the literature). A typical vehicle motion model
is illustrated in Figure 21: with local measurements (velocity and steering angle), the vehicle tracks
its movement from the previous location x;_, (in black) to a new location x;, (in blue). Local
measurements from different sensors vary in their forms, such as accelerometer and gyroscope
from an IMU or steering angle and odometry readings from a wheel encoder. As noted above, this

study focuses on IMU measurements.

Oy Oy , Oy: Global coordinates
Oy , Oy, : Local coordinates
v : Velocity

@ : Steering angle

Ox

Figure 21. Tracing vehicle location via the vehicle motion model.

Given local measurements as the input, a discretized vehicle motion model can be written in

a nonlinear differential equation as follows (Dissanayake et al., 2001; Skog and Handel, 2009).

X = f(Xp—1,Ug) (52)
Here, x; represents the vehicle position at time step k in the global coordinate frame, and u,,

represents the local measurement. A detailed discussion and implementation of Equation (52)
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based on low-end IMU can be found in Skog and Handel (2009), and omitted here. By iterating
Equation (52), the vehicle position can be perfectly tracked if there are no or negligible errors in
the local measurements (e.g., measurements from high-end IMUSs). In reality, however, the local
measurements collected from onboard sensors (e.g., low-end IMUs) often suffer from errors or
noises. Accordingly, Equation (52) is modified as follows.
X = f(xopu) = fOey, Wi +wy) (53)

Here, u;, and w,, represent the noisy local measurement and additive white noise with a covariance
matrix @Q, respectively. As a result, errors associated with the estimated position may accumulate
over time due to the integrative nature of the motion model. Therefore, the estimate errors need to
be periodically corrected using global measurements (e.g., from GPS).

- Global Measurements from GPS

Global measurements of vehicle positions from various sensors can be used to correct vehicle
motion model errors accumulated over time (Gao et al., 2015). Among these sensors, GPS is often
combined with low-end IMU to correct errors accumulated from IMU noises. It provides global
yet low-frequent (e.g., 1Hz) measurements (e.g., vehicle location and velocity). Mathematically,
GPS measurements, z¢7S, are modeled in Equation (54) (Wang et al., 2021b).

Z5PS = H x x), + e§FS (54)

Here H is a matrix mapping vehicle position to the measurement space. e is the measurement
noise which is assumed to be additive white noise with covariance matrix RS,

- EKF-based Localization Model

Estimating vehicle positions from multiple sensor measurements can be achieved by a KF-
based method or its variants (Schreiber et al., 2016; Toledo-Moreo and Zamora-Izquierdo, 2010).

Here we briefly describe the KF-based localization model used in this dissertation (Figure 22) to
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combine GPS (global) and IMU (local) data, i.e., to periodically correct IMU errors using GPS
data. Vehicle (global) location at time k is represented by the KF’s state X, and state uncertainty
with a covariance matrix P,,. Due to the non-linearity of the vehicle motion model (Equation (52)),
we adopt an Extended Kalman Filter (EKF) proposed in Shen et al. (2020), which is a typical
localization algorithm to fuse IMU and GPS measurements.

Following initialization at k = 0, EKF estimates the vehicle positions by iterating a prediction
step and an update step. The prediction step iterates the motion model (Equation (53)) to predict
the vehicle positions at the IMU frequency; the process is often called dead-reckoning. The update
step runs at the frequency of GPS measurements to correct errors accumulated in the prediction
step.

Note that a vehicle relies on EKF for location estimation only when GPS is not spoofed. If a
spoofing attack is detected, the EKF iteration will be interrupted as GPS measurements are
discarded. In this case, RSU data will be used to estimate vehicle locations together with the IMU

data; see Section 5.1.3.

Global measurement
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Figure 22. Illustration of KF-based localization solution

- Attack Models
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Attack models are essential for the investigation of attack detection and mitigation. This study
considers two types of GPS spoofing attacks: the constant bias attack and the stealthy attack. Other
types of attacks on GPS discussed in Chapter 2 are not implemented in this study, since they either
fall out of the scope of this study (e.g., DoS attacks) or can be approximated by the constant bias
or stealthy attacks (van Wyk et al., 2020).

Constant Bias Attack: A constant bias attack injects a constant bias into the true measurements,

temporarily causing the GPS readings to deviate from the true ones. In practice, attackers could
launch a bias attack to mislead a vehicle by adding a lateral offset or a longitudinal offset (or both)
to the true GPS readings z"°. Mathematically, the received GPS measurement would be
Z9PS = z8PS 4 C (k € [t,, t,]), (55)

where z5PS is the spoofed GPS data, and C is a constant vector that can be added to the true GPS
readings. t, and t, represent the start time and end time of the attack, respectively. With a constant
bias attack, the vehicle may be deceived by believing that it is on the wrong lane or a wrong
location on the roadway and thus takes faulty actions.

Stealthy Attack: A stealthy attack injects a sequence of increasing deviations into the true

measurements, such that the vehicle gradually drifts away from its true trajectory. Mathematically,
the received GPS measurement can be expressed as:

zi™ = zi™ + ¢y (k € [t t.]), (56)
where ¢, is carefully designed to avoid triggering an attack detector. Stealthy attacks are more
deceptive than constant bias attacks; multiple such strategies have been proposed for GPS spoofing.
As noted in Chapter 2, we implement FusionRipper. This state-of-the-art GPS spoofing strategy is
recognized by top-tier cybersecurity communities and can effectively fail production-grade

automated driving systems (Shen et al., 2020b). In this study, the implementation of FusionRipper
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is simplified, since our localization solution includes no LIDAR as in the original study.
Specifically, we skip the vulnerability profiling step and implement the aggressive spoofing step
directly. The aggressive spoofing performs exponential spoofing that increases the deviation c;
exponentially. As shown by Equation (57), ¢, is controlled by two parameters: m and n. Figure 23
illustrates the deviation as a function of time (The setting m = 0.7 and n =1.1 follows FusionRipper
in the original paper). It can be observed that at the beginning of the attack, the deviation is small,
making it difficult to be detected. As a result, the spoofed GPS measurements would be fused and
corrupt the data fusion framework (i.e., EKF in our study). Once this occurs, aggressive deviations
can be injected without alerting the detection algorithm.

¢, = m=*nk (57)
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Figure 23. lllustration of aggressive spoofing in the stealthy attack.

5.1.3.  Methodology

The overall workflow of the proposed infrastructure-enabled defense method is illustrated in
Figure 24. It includes three components. The first component in the infrastructure-enabled defense
method aims to obtain secure, global measurements of vehicle positions from RSUs. The design
of secure RSU data ensures that a vehicle can use RSU data to obtain a global position

measurement of the vehicle (like GPS measurement). Another essential part is to secure the RSU
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data. This, again, is an extensively studied area in the cybersecurity field. This dissertation
proposes implementing and testing these existing RSU-based localization methods and security
schemes. The second one (the RSU-enabled detection component) runs a real-time detector to
monitor whether a received GPS measurement is spoofed or not. Based on the secure RSU data,
the detection component computes multiple features, with which a real-time detector, based on the
Isolation Forest, is constructed to detect GPS spoofing. Once spoofing is detected, GPS
measurements are isolated, and the potentially compromised location estimator is corrected using
the RSU data. This is the third component of the infrastructure-enabled defense method. Each of

the three components is introduced in detail below.

2. Attack Detection :
_ GPS
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Figure 24. Infrastructure-enabled solution for GPS spoofing detection and correction.

1) Secure RSU Data from the Infrastructure
- Design of secure RSU data
Methods for obtaining secure RSU data include two major aspects: (i) what data to collect
and how to collect them; and (ii) how to secure data collection and transmission. We focus on (i)

in this study. For (ii), as discussed in Section 5.1.3, we apply the AES scheme, one of the state-of-
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the-art encryption methods, to design dedicated secure channels for secure data collection and
transmissions, focusing on testing its performance in spoofing detection and correction in Section
5.14.

The design of secure RSU data ensures that a vehicle can use RSU data to obtain a global
position measurement similar to GPS, denoted as x5V, This has been extensively studied in the
study area of GPS-free localization (Adegoke et al., 2019; Khattab et al., 2015; Kuultti et al., 2018).
A common practice is to first estimate the vehicle’s relative position to the RSU via ranging
methods and then compute the vehicle’s global position given the (global) coordinates of the RSU
(Hasan et al., 2020). In a ranging method, the distance between a radio transmitter (the RSU here)
and a receiver can be inferred from the properties of the radio wave observed at the receiver
(Khattab et al., 2015). Note that this distance is termed as range following the literature. The
widely known ranging methods include those collecting and utilizing received signal strength
(RSS), arrival time or arrival angle (Adegoke et al., 2019; Alnasser et al., 2019). For CAVs that
can communicate with RSUs, such range information can be readily available on the vehicle side.
Following (Adegoke et al., 2019), we use M () to express a ranging method that obtains the range
information z*SU at time k:

zZRBU = M(x,) + eBSY, (58)
Here, M(e) is essentially a measurement model depending on the vehicle’s (true) global position
x;, and the RSU’s coordinates CrdRSY. efSU is the measurement noise in a Gaussian distribution
with covariance matrix o®%U. In (Adegoke et al., 2019), a recent review of RSU-assisted
localization methods is provided, which vary with the RSU data types and configurations of signal
transmitters on RSUs and receivers on vehicles. There are also real-world implementations in

GPS-absent environments (e.g., Waze’s Beacon program to provide navigation for drivers
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underground (Waze, 2021)). The RSU-assisted localization methods could reach an accuracy in
centimeters, much higher than that of GPS (Khattab et al., 2015).

In this study, we implement an efficient and low-cost VV2X-based vehicle localization method
by Maetal. (Maetal., 2019). See adiscussion of its efficiency in terms of computational latency
below. It is low cost as it needs only a single data transmitter on the RSU side and a single receiver
on the vehicle (i.e., it is similar to and can be implemented via the current V2X framework),
compared with other ranging methods using multiple transmitters or receivers to collect
information such as angle of arrivals (Ma et al., 2019). Ma et al. (Ma et al., 2019) assumes that the
RSU broadcasts its coordinates, and a vehicle receives the message and extracts associated range
information (i.e., the relative distance information) based on RSS only. Then the vehicle computes
its global position x¥5Vusing a sequence of range information z=5Y. Therefore, this method may
be readily deployed based on the current V2X systems without additional hardware requirements
(the range information does need to be extracted from the receiver on the vehicle side). Omitting
the details, we denote this method with function G (e) (Ma et al., 2019):

(xBSU RRSUY = G([285Y,2R5Y, ..., zBSY), Crd RSy, [uy, wp—q, .., Up—o ). (59)
Note that [zRSU,zRSY, .. zBSU] of length o represents the sequence of range information
associated with the messages from an RSU. [w;, u;_4, ..., u,_,] represents a sequence of local
measurements containing either speeds or local displacements. These local measurements can be
easily accessible from either the vehicle’s own wheel encoder or IMU. The covariance matrix
RESY considers the uncertainty associated with the estimated position 285V, which may be affected
by the sequence length and noises in the range information. It is reported that the error of x®U is
less than one meter. In our study, we conduct sensitivity analysis in Section 5.1.4 to test whether

RSU-assisted location accuracy will play a role in detecting and correcting GPS spoofing attacks.
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Lastly, the latency needs to be considered when implementing the AES scheme to set up the
secure channel between an RSU and vehicles. Here latency stems from three sources: the
communication latency, the latency due to encrypting and decrypting the transmitted data, and the
computational time to derive the vehicle’s global position. One main contribution to the
communication latency is the V2X technology involved, such as the Dedicated Short Range
Communication (DSRC) and the emerging 5G-based Cellular-V2X (C-V2X) system. Previous
studies have reported that the DSRC communication latency ranges from 10ms to 100ms (Bey and
Tewolde, 2019; Mannoni et al., 2019; Shimizu et al., 2019) and the C-VV2X communication latency
would not exceed 60ms even when there are 150 vehicles in the same communication channel
(Bey and Tewolde, 2019; Kautila et al., 2019; Wang et al., 2019). In our implementation, the run
times for encrypting/decrypting the transmitted data and deriving the vehicle’s global position are
negligible (0.60ms and 0.13ms, respectively), when evaluated from an average of 1000 runs on a
personal computer (with a 3.60GHz AMD Ryzen 7 CPU). This suggests that the latency of the
designed secure RSU data is dominated by communication latency. In this research, we set 100ms,
the largest reported communication latency in the numerical experiments in Section 5.1.4.

- RSU-based location prediction

The relative vehicle position measured by RSU, zRSY, would not always be available,
depending on the availability of RSUs along the road. Specifically, due to a possible limited budget
in a real-world setting, RSUs are most likely spatially sparse in the road network and RSU data
can only be available when vehicles are within an RSU’s service range. An example is given in
Figure 25, where four RSUs are installed along a road segment and RSU data are only available
close to an RSU, depending on the V2X communication range. In this study, we assume the

distance between two consecutive RSUs, denoted as Dy, IS uniform, and the service range dgsy
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is fixed. In Section 5.1.4, we conduct sensitivity analyses on how the spacing of RSUs will impact
the performance of the proposed methods.

If RSU data are not available or have a delay, we utilize the last available RSU data and
vehicle motion model to predict a vehicle’s location, which enables us to continuously monitor
GPS measurements and timely detect attacks. The prediction should not involve GPS
measurements that may have been compromised before being detected. However, since the vehicle
location may change dramatically following commands from the vehicle’s actuator (e.g., throttle,

brake and steer), predicting the vehicle location can be challenging.
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Figure 25. lllustration of RSU measurements along a road segment and RSU-based location

prediction

We build an RSU-based prediction model leveraging RSU data and the vehicle motion model
to address this challenge. Specifically, given the most recent vehicle (global) position information
(xBSU: see Equation (8)) enabled by the RSU at time k, we predict vehicle location at k + Ak
(Figure 25). For this, we build and initialize a vehicle motion model (Equation (53)) with the most
recent vehicle position estimated from RSU data x&SY and then iterate it using IMU data u}, (t €

[k + 1,k + Ak]) as the input. Note that besides predicting the vehicle location, we also propagate
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the errors in IMU data to gain the prediction uncertainty that is represented by a covariance matrix

RSU

PESY . The iterations of x5 and PESU are expressed in Equation (60). We will use this prediction

model in the following sections to detect GPS spoofing and to correct the vehicle location when
GPS spoofing is detected.
xSY = Y w),
te[k+1,k+ Ak] (60)
PPY =F,_PESYF[ 1 + L,_1QL{_,

Ofk-1

Here, F;_; = Wi

Oft—1 _
owey 1xfY AN Lo =

|x§§{’ are the partial derivative matrices corresponding
to the state x and input noises w that are obtained by linearizing the motion model Equation (53)
at the previous state. The iteration starts right after the initialization at k and yields at k + Ak. The

algorithm for implementing RSU-based prediction is summarized in Figure 26.

Input: RSU and IMU measurements.
Output: The predicted vehicle location.

Process:
Step 1: Initialize the predictor using a RSU measurement at time step & following Eq. (8);
Step 2: While (the trip continues):
k=k+1;
If (IMU measurement is received):
Update the prediction following Eq. (9);
If (RSU measurement is received):
Go to step 1;
If (the request of RSU-based location prediction is received):
Yield the predicted vehicle location;

Figure 26. Algorithm for generating RSU-based location prediction without involving GPS
data.

2) iForest Model-based Attack Detection
Given the RSU data, we propose a detector that continuously monitors GPS measurements

and detects GPS spoofing. The basic idea is that if the GPS measurement deviates too much from
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the predicted vehicle location, the GPS will likely be spoofed. We formulate it as a real-time
anomaly detection problem, containing two parts: 1) generating real-time features and 2) building
a machine learning model that determines whether a GPS measurement is anomalous or not using
features at k. Each part is designed as follows.

- Feature generation

The classical feature NEES:

We start with the classical feature for GPS spoofing detection, called NEES (see Chapter 2).
It is computed as the normalized deviation of the received (possibly spoofed) GPS measurement

ZPS from the predicted location X, denoted as r$5, as follows.

ri’® = Zi" — HX,
SGPS = HP, H" + RCPS (61)

NEES’?PS — (rgPS)T(SgPS)_lrgPS
Note that H and P,, are defined in the previous section, and S%FS here is a covariance matrix
reflecting the uncertainty associated with r¢PS.

It has been proven that if the noises in measurements follow a normal distribution, NEES
follows a x? distribution (Chen et al., 2018). Therefore, in previous studies, the y?2-test-based
detection using NEESEPS is often applied to detect GPS spoofing. However, NEES could be
impacted by noisy GPS measurements making it hard to differentiate attacks from noises (Liu et
al., 2011). Furthermore, the y2-test-based detection could be ineffective in facing stealthy attacks
(Shen et al., 2020b). This is because attackers could inject a sequence of false information into the

authentic GPS measurements; each piece of false information alone may not lead to a large enough

NEES to trigger the alarm, but these errors together could successfully deviate the vehicle. If this
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happens, the y2-test-based detector itself may also be compromised, making it less effective to
detect spoofing attacks. We demonstrate this phenomenon later in our experimental study.

Features generated from RSU data:

The independent, secure measurements from the infrastructure (i.e., RSUs) enable us to design
a more robust detector. In particular, we can create new features based on the measurements from
RSUs, without involving GPS measurements, to address the issues associated with NEES. A
straightforward way to create new features is to compute the difference between RSU and GPS
measurements. However, as noted earlier, measurements from RSUs and GPS may not be at the
same frequency, with the former not always being available. As a result, the two would not be
directly comparable.

We utilize the RSU-based location prediction discussed in the previous section to address this
issue. The predicted location is generated whenever a GPS measurement is received and needs to
be validated. Then, new features are created by comparing the GPS measurement with RSU-based
prediction in Equation (60). Since the prediction in (8) does not involve GPS measurements, these
features are ‘protected’ as they are immune to GPS spoofing attacks. Specifically, using the RSU-

based location prediction x5V and the associated covariance matrix PRSY, we first compute the

residual between the GPS measurement and the prediction 7$FS as well as the uncertainty of the
residual S5V, following Equation (62). Then we generate two new (scalar) features r¥Y and

SRSU | as shown in Equation (63).

rﬁSU — ZgPS _ HxIIESU
(62)
sI;SU — HP;ESUHT +RRSU
TIESU — ”rIIESU” (63)
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SRSU — |SII§SU|

Here, ||| and |¢| compute the L2 norm of a vector and the determinant of a matrix, respectively.

In the following, we build an unsupervised learning algorithm to detect GPS spoofing utilizing
the computed features.

- Building an Isolation Forest as the detector

The attack detection is treated as a real-time anomaly detection problem, for which we apply
an unsupervised machine learning model to learn anomalies from the data. Specifically, we detect
GPS spoofing by building an Isolation Forest (iForest) that takes all the above features A, =
(NEESFPS, rRSU, sRSUY at time k as the input. iForest produces binary outputs, one indicating being
under attack (denoted as §;, = 1) and the other being benign (denoted as §, = —1). Compared
with other unsupervised learning methods, iForest has multiple advantages (Liu et al., 2012). First,
it has been shown superior performance in detecting anomalies in extensive empirical studies.
Second, iForest is easy to train in terms of selecting hyperparameters and can scale up to massive
applications due to its linear time complexity and low memory consumption, making it suitable to
run on vehicles whose resources are often constrained.

The intuition behind iForest is that anomalous (or malicious) samples are easier to separate
(i.e., isolate) from others compared with benign samples. In order to isolate a sample, the algorithm
recursively generates partitions on all the samples by randomly setting a split (e.g., a threshold
with a random feature) until all samples are separated. The recursive partitioning process is
represented by growing a tree structure named Isolation Tree (iTree), with the leaves (or
terminating nodes) being separated samples and intermediate nodes being attribute splits. Then,
the length of the path to reach a sample starting from the root of an iTree approximates the number

of partitions required to isolate the sample; a short length suggests a sample suspicious to be
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anomalous. By constructing a large number of (random) iTrees based on the training dataset, we
build an iForest. Using this iForest, we can identify samples that tend to have shorter path lengths
in iTrees than others as anomalous. Anomaly detection with iForest consists of two stages: 1) a
training dataset is used to build a forest of iTrees (i.e., iForest), and 2) each testing sample is passed
through these iTrees, and an average anomaly score is assigned to the sample, which is further
classified as a binary value. Readers are referred to Liu et al. (2012) for more details.

As an example, Figure 27A shows a set of four GPS measurements and their features, among
which z3 (in red) is a spoofed one. Figure 27b shows the iForest where each node in an iTree is a
random condition for partition. If a GPS measurement does not satisfy this condition, it falls into
its left child node, otherwise in its right child node. For instance, given the condition on the root
node of the first tree being NEESSPS < 5, only z3 falls to the left child node since the feature
NEESZSPS associated with z3 does not satisfy this condition. Following the similar process, we
obtain random trees to form an iForest. The path length of z3 is around 1 in each of the iTrees,

shorter than the lengths of other GPS measurements, indicating z3 is spoofed.

A) Features of GPS measurements | B) Isolation Forest
GPS. RSU
NEESGPS RS‘U SRS NEESEFS<5 S
06 02
z2 1.5 0.15 0.1
23 10.5 31 03 solated Isolated
4 31 0.51 0.15 21,22, 24 21,22, 24
z . . .
Anoma\y
:E::;\;,:;’dbe Isolated Isolated
zl 74 21 24

Figure 27. An illustrative example of how iForest detects spoofed GPS measurements.

Being an unsupervised learning method, the iForest can be trained without labeling the data;

thus, the training data can be easily prepared. In this study, we generate training samples by
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running vehicles and collecting the features at each time step. One advantage of iForest is that it
works in scenarios where the training dataset contains no anomalies. Therefore, we could prepare
training samples using historical data, which may or may not be attacked. Details of training
iForest can be found in Section 5.1.3. The trained iForest can then be applied to detect GPS
spoofing attacks in real-time. As expressed by Equation (64), to check whether the GPS
measurement at time Kk is spoofed, we compute a set of real-time features 4, and input them to the
trained iForest. An attack is detected if 6, =1.
8, = iForest(Ay), 6, € {—1,1}. (64)

In applications where GPS noise is large, we improve the robustness of the iForest-based
detector by accounting for the temporal pattern of the features (Ding and Fei, 2013). Specifically,
we apply a sliding window to use not only the features at time k but also the ones at the previous
time steps. In our experiment study where GPS noises are assumed large, features at the previous
two steps (i.e., A,_,, A}_,) are incorporated to detect attacks at time k, as it is not common to
observe three outliers consecutively. One may adopt a wider sliding window at the cost of a higher
false negative rate; Figure 28 summarizes the algorithm for attack detection. The iForest model is

implemented by IsolationForest in the Python package sklearn (Pedregosa et al., 2011).
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Input: The trained detector iForest,
GPS measurement at time %,

Features computed at previous time steps.
Output: a binary value, i.e., 1 if GPS measurement at k is spoofed or-1 otherwise.

Process:

Step 1: Feature generation
a). Retrieve location estimation from EKF;
b). Compute NEESSPS following Eq. (10);
¢). Retrieve RSU-based location prediction from algorithm 1;
d). Compute 775V and S&Y following Eq. (11) and (12);
e). Obtain the features at time k: A= (NEESEFS, nfSY, SEY);

Step 2: Determine whether the GPS measurement is spoofed or not
f). Retrieve features computed in the previous two time steps, i.e., Ay_, and A, _;;
g). Apply iForest on the features (A _,, Ax_1, Ay) and gain a binary output.

Figure 28. Algorithm for GPS spoofing detection.

3) Infrastructure-enabled Correction

The above detector continuously monitors the GPS measurements to identify potential
spoofing attacks. If no attack is detected, the vehicle relies on EKF for location estimation, i.e.,
fusing IMU and GPS measurement to estimate location with high frequency. In the proposed
method, measurements from RSUs will also be used to correct vehicle positions; the correction is
triggered either a) when RSU data is received; or b) when GPS spoofing starts as indicated by the
detector. In the second case, the RSU-based location predictions will be used for correction if no
RSU measurement is available (e.g., an attack is detected when a vehicle is outside of the service
range of RSUs). We introduce each case in detail in the following.

- When RSU data is received
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When a vehicle enters the service range of an RSU, the vehicle periodically obtains
measurements from the RSU, which can be used to correct the location estimation. The correction

is done by directly initializing the state of EKF (%, P,,) following Equation (65).

/x\k == xllzsu
65
Py = P >

Here, (xB5Y, PRSU ) is the secure location estimation using RSU data following Equation (60).
Note that an alternative way to correct vehicle position using RSU data is to follow the EKF’s
update step introduced in the following section, i.e., computing a Kalman gain and updating the
EKF state leveraging the difference between the RSU measurement and the predicted location.
However, this alternative may not be reliable in stealthy attacks, which may bypass the attack
detector and gradually corrupt the EKF (Shen et al., 2020b). As a result, following the update step
of a corrupted EKF would be inefficient. Therefore, the proposed method via direct initialization
can effectively remove the negative effects of attacks.

- When GPS spoofing is detected

When the detector detects that an attack starts, besides isolating the GPS sensor, we correct
the EKF estimator as well. If RSU data is available at this moment, Equation (65) will be followed
to correct the EKF location estimator; if not, the predicted location yielded from the RSU-based
prediction model will be used. Specifically, when GPS spoofing is detected starting at k + Ak but
RSU data is not available, the predicted position x£5%, and its covariance matrix P34, following
Equation (65) are used for correcting the EKF. Similarly, the correction is done by directly
initializing the EKF state.

Note that since the RSU-based prediction model does not involve GPS measurements that

may have been falsified, the predicted location is able to correct errors resulting from a delayed
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detection, where the EKF estimator may have been compromised already. We show in our
experiments that this brings benefits in defending stealthy attacks where the attacks are often
detected with a lag. This is distinctively different from existing spoofing defense methods without
RSU data: unable to remove the negative effect of the spoofed GPS measurements, the vehicle
locations produced by these existing methods would still remain deviated (from the true locations)
even the vehicle successfully detects the attacks and discards incoming GPS measurements at a

later time.

5.1.4. Results from Defending against GPS Spoofing

1) Experiment Settings

General settings

We test the infrastructure-enabled solution method for GPS spoofing detection and correction
using both simulation and real-world data. The simulation model generates various driving
scenarios and collects vehicle trajectories using Simulation of Urban Mobility (SUMO), while the
real-world data consist of GPS trajectories from GPS devices installed on both trucks and
passenger vehicles. Taking a trajectory as input, the MATLAB Navigation Toolbox (MNT) is used
to simulate necessary sensor measurements along the trajectory, including local (e.g., IMU) and
global measurements (e.g., RSU data). The GPS measurements are manipulated following the
attack models (Section 5.1.2) to simulate GPS spoofing attacks.

The SUMO model is built for the multi-mode traffic in the Downtown Seattle area (Figure
29A). Fifty-three passenger vehicles are randomly selected for testing. These simulated trajectories
allow us to capture diverse driving scenarios, including highway and local street driving, where
both road geometries and vehicle dynamics vary considerably. As we show later, the diversified

driving scenarios enable us to conduct sensitivity analysis on factors that may affect the
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performance of the proposed method. On the other hand, real-world GPS data contains trajectories

from 15 vehicles, which are less diverse but more likely to reflect real-world driving scenarios.
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Figure 29. (A) Road network of Downtown Seattle in SUMO simulation; (B) Illustration of

sensor measurements along a simulated trajectory.

MNT provides a rich set of tools and algorithms for vehicle navigation applications. The
parameters of the IMU and GPS sensors (e.g., accuracy levels and resolutions) are set as MNT’s
default values, which reflect real-world sensor properties to a large extent. See details of MNT’s
sensor models in MATLAB documentation (MATLAB, 2021). IMU and GPS measurements are
sampled at 10Hz and 1Hz, respectively. RSUs are located along the road at an equal distance (1500
meters), and the service range of an RSU is represented by a circle with a radius of 500 meters
centering at the RSU. Under the service range of an RSU, radio signal-to-noise ratio (SNR) in dB
is simulated using the ground-truth range (i.e., the distance between the vehicle and the RSU) and
following the measurement model SNR = 10log,,(|z%V|?/(c®5Y)?) as in (Ma et al., 2019)

(essentially the reverse of the ranging method). Here, |zR5U| is the Euclidean distance between the
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vehicle and RSU and o®5Y represents the uncertainty (see Section 5.1.3). The encryption,
decryption and transmission process for data security is simulated via an AES scheme assuming
100ms latency as noted earlier. Based on computations in Section 5.1.3, a secure RSU-based
vehicle location is generated when a GPS measurement is received.

Figure 29B illustrates an example of a ground-truth trajectory together with IMU, GPS and
RSU measurements. The measurements are visualized at where they are received. It can be
observed that GPS measurements are periodically received along the trajectory while RSU
measurements are not spatially continuous but clustered around where RSUs are installed.

To simulate GPS spoofing, we randomly select the start time and duration of the attack
(following a uniform distribution ranging from 5 to 35 seconds). The attack modifies the true GPS
measurements and passes the modified measurements to the vehicle for location estimation. We
simulate the two types of attacks as discussed in Section 5.1.2. For the constant bias attack, we
modify GPS measurements to deviate them by four meters, which is roughly the lane width. For
the stealthy attack, m and n are set at 1.0 and 1.07, respectively. We choose the two values so that
the maximum deviation is comparable with the one in the constant bias attack (e.g., four meters)
for an average attack duration of 20 seconds. These values also approximate the ones used in the
original study by Wang et al. (2021b).

Experiment design and metrics

Since spoofed GPS measurements and the true trajectory are known in our testing, we can
evaluate the performance of the proposed methods by checking whether the spoofed GPS
measurements can be detected and computing the location estimation error. Here we demonstrate
the effectiveness of the methods in both attack scenarios. In each scenario, we test the methods for

detecting attacks and correcting vehicle locations. The evaluation is done by averaging the
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performance of all the trajectories with random attack times (i.e., random attack starting time and
attack duration). The average performance is then compared with benchmark methods, including
the conventional y? -test-based detector and the state-of-the-art CUSUM detector for GPS
spoofing detection (Section 2.2). As discussed earlier, the CUSUM detector requires tuning
parameters. We do this by searching around the parameters suggested in the original work (Wang
etal., 2021b) and taking the ones that yield the best performance in our experiments. For the iForest
model, the training data is collected by running vehicles without GPS spoofing, and its
hyperparameters follow the default settings in the sklearn implementation.

We then conduct sensitivity analyses by varying the distance between RSUs, exploring the
hypermeters of iForest, and investigating the performance in various driving scenarios. The
sensitivity analyses enhance our understanding of the properties of the proposed infrastructure-
enabled methods and provide insights on deploying RSUs in real-world implementations.

Five performance metrics are adopted to evaluate the performance on each vehicle trajectory,
including the F1 score, precision, recall, detection lag, and Rooted Mean Square Error (RMSE)
of the estimated locations. The first three are common metrics to measure the detection accuracy,
ranging from 0 to 1. precision calculates the ratio of true positives over all the identified positives,
and recall is the ratio of true positives to all ground-truth positives. A larger precision and a larger
recall mean a lower false-positive (FP) rate and a higher true-positive (TP) rate, respectively. F1
score measures the balance between the false positives and true positives following Equation (66)
(Bishop, 2006).

2 *x precision * recall 66
plo 2P (66)

precision + recall
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A larger F1 score means better detection performance in balancing false positives and true
positives. The detection lag measures the time difference between the start time of an attack and
the time when a detector first detects the attack.

RMSE measures the location estimation error along a trip by computing the distance between

the estimated locations X, and true locations xy:

1 K
RMSE = EZ 12 — xcll,
k=0

Here, ||X; — xi ||, computes the distance between the estimated location and the true location

(67)

at time k. K represents the duration of the trajectory.
2) Testing Results using Simulated Trajectories

Constant bias attacks

We first evaluate the proposed methods and benchmark methods under constant bias attacks.
The mean detection accuracy and location estimation error are reported in Table 1. It can be found
that all three methods can detect the start of attacks without any delay. Yet, given its strength in
balancing false positives and false negatives, the infrastructure-enabled method performs the best
among the three methods, while the CUSUM detection method outperforms the y?-test-based
detector. Specifically, the infrastructure-enabled method gives an F1 score of 0.86, which is larger
than 0.56 and 0.69 by the y?-test-based detector and CUSUM, respectively. This finding suggests
that the proposed method can effectively detect the attacks, even though the measurements from
RSUs are not always available.

The precision and recall of the proposed method indicate that the methods could nearly
identify all the spoofed GPS measurements, while generating some false positives, which could be

due to the noises in GPS sensors. As shown later in the sensitivity analysis, we can reduce the false
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negatives while curbing false positives by tuning the hyperparameter of iForest. On the other hand,
the low precisions by the y2-test-based detector and CUSUM suggest that they produce many false
positives. With effective detection and correction, the infrastructure-enabled method can also
dramatically reduce location errors compared to the benchmark methods, as shown in the table.

Table 1. Performance of the proposed and benchmark methods under constant bias attack

0.56 0.69 0.86
0.52 0.60 0.77
0.69 0.86 0.99
0 0 0
5.74 4.53 0.43

- An example trajectory under constant bias attack

To help understand the differences between the three methods, we illustrate their
performances on one randomly selected trajectory, as shown in Figure 30. Figure 30A compares
the detection accuracies of the three methods. All of them can identify the attacks with no delay,
while the CUSUM and y?-test-based detectors produce false negatives during the attack period.
As a result, the proposed method yields an F1 score of 0.86, outperforming the CUSUM and y?-
test-based detector with F1 scores of 0.82 and 0.57, respectively. y?2-test-based detector produces
multiple false positives when there is no attack. Being the second-best detector, CUSUM curbs
false positives but misses some spoofed GPS measurements.

Figure 30B shows location estimation errors. The location errors resulting from the
benchmark methods are much larger than those from the proposed method. The difference is due
to two reasons. First, both the CUSUM and the y2-test-based detector generate false negatives and

thus the location estimators are compromised by some of the spoofed GPS measurements (as the
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detectors treat them as not spoofed). In contrast, the proposed method can accurately detect and
discard spoofed GPS measurements and then relies on dead reckoning instead of following the
spoofed GPS data for vehicle locations. Second, even when successfully detecting most spoofed
GPS measurements, the benchmark methods do not correct errors accumulated in the compromised
location estimators before spoofing was detected. As a result, the errors persist even after the
spoofing attacks are detected and even after the attacks are completed. On the contrary, when the
infrastructure-enabled method detects the attack, the vehicle location is immediately corrected by

the RSU data, removing the impacts of the spoofed GPS.
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Figure 30. Performance under constant bias attack: an example trajectory. (A) Detection
accuracy. Positive means a detector reports an attack; the legend is shown in the right figure. (B)

Location estimation errors.
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Stealthy attacks

Similarly, we evaluate the proposed and benchmark methods under stealthy attacks. The
results are presented in Table 2. Again, the infrastructure-enabled method performs the best among
the three methods under stealthy attacks. It gives an F1 score of 0.78, which is larger than 0.47 and
0.21 generated by the y?-test-based detector and CUSUM, respectively.

Table 2. Performance of the proposed and alternative methods under stealthy attack

0.47 0.21 0.78
0.53 0.30 0.76
0.49 0.22 0.84
3 14 2
5.69 4.58 0.42

Compared with the performance under the constant bias attacks (Table 1), Table 2 provides
several interesting findings. First, the performances of all three methods are worse than those under
the constant bias attacks. This is reasonable as the stealthy attacks are more deceptive than the
constant bias attacks. Noteworthy is that though being downgraded, the performance of the
infrastructure-enabled method is still promising: the recall of 0.84 suggests that 84% of spoofed
GPS measurements can be successfully detected. Second, it is interesting to notice that the
CUSUM detector performs even worse than the y2-test-based detector in detecting stealthy GPS
spoofing attacks, in contrast to the finding under the constant bias attacks. This is because of the
underlying design mechanism of CUSUM: it depends on all the observations prior to the decision
time for reducing false positives. Under stealthy attacks, this design has the side effect of
increasing false positives, especially at the beginning of the attack when the deviation is small, as

indicated by the long detection lag (Table 2). As a result, the EKF estimator could be corrupted
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substantially before the attack is detected, leading to significantly compromised performance. We
demonstrate this point in the following example trajectory.

An example trajectory under stealthy attacks We compare the performances of the three

methods under stealthy attacks using a randomly selected trajectory (Figure 31). In this example
trajectory, the proposed method yields an F1 score of 0.97, outperforming both the CUSUM (an
F1 score of 0.37) and y?-test-based detector (an F1 scores of 0.58). It can be observed that
CUSUM shows a long detection delay (about 20 seconds in this example), consistent with our
observation earlier that CUSUM is not effective in detecting stealthy attacks that start with minor
deviations. Figure 31B shows that the EKF location estimators in both the y2-test-based detector
and CUSUM are corrupted, since the two detectors either fail to detect the attack timely or generate
some false negatives. Furthermore, errors of the corrupted EKF location estimators in the
benchmark methods continue to persist even when the attack is detected at a later stage. The
corrupted location estimators can also compromise the attack detectors, which rely on the estimator
outputs to detect spoofing attacks, further exacerbating the degraded performances of the two
benchmark methods. Figure 31B shows that, even after the spoofing attack is ended, the y?-test-
based detector and CUSUM continue to “claim” that GPS spoofing still exists (i.¢., false positives)
for about 10 seconds and 15 seconds, respectively. These false positives can, in turn, worsen the
location estimation, as shown in the figure. In contrast, the infrastructure-enabled method results
in significantly smaller location errors, because 1) spoofed GPS measurements are timely detected
and isolated, and 2) corrections are made using data from RSUs, thus eliminating the potential
impact of the compromised GPS data. These observations suggest that it is necessary to correct
location errors after attacks are detected; the conventional treatment (i.e., isolating compromised

data sources alone) is insufficient in doing so.
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Figure 31. Performance under stealthy attack: an example trajectory. (A) Detection accuracy.
Positive means a detector reports an attack. (B) Location estimation errors.
3) Testing Results using Real-world Trajectories
We further evaluate the proposed methods using real-world GPS trajectories under both
constant bias and stealthy attacks. Similarly, the mean detection accuracy and location estimation
error are reported in Table 3. It can be found that the infrastructure-enabled method outperforms
the benchmark methods under both types of attacks. The F1 scores are close to those of the tests
using simulated trajectories, suggesting the proposed method is also effective in dealing with real-
world trajectories. Specifically, under constant bias attacks, the infrastructure-enabled method

gives an F1 score of 0.93, which is significantly larger than the 0.54 and 0.66 resulting from the
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x2-test-based and CUSUM detectors, respectively. In particular, the recall of the infrastructure-
enabled method indicates that it can detect all spoofed GPS measurements with constant biases.

Table 3. Performances of the proposed and benchmark methods on real-world trajectories

F1 Score 0.54 0.66 0.93
Precision 0.64 0.61 0.88
Constant bias
Recall 0.52 0.75 1.00
attack
Detection lag 0 0 0
RMSE 2.52 1.90 0.17
F1 score 0.44 0.22 0.73
Precision 0.64 0.54 0.83
Stealthy attack Recall 0.38 0.15 0.67
Detection lag 6 16 6
RMSE 2.02 1.19 0.17

The reduced F1 scores under stealthy attacks suggest that all the methods are less effective in
detecting such attacks than detecting constant bias attacks. Yet, the proposed method still performs
the best, with a mean F1 score of 0.73. Again, the CUSUM detector performs worse than the y?2-
test-based detector. We notice that the recall of the proposed method reduces to 0.67 in detecting
stealthy attacks on real-world trajectories, which is significantly smaller than the recall of 0.84 for
simulated trajectories. This suggests that the proposed method produces more false negatives when
dealing with real-world trajectories. This is probably because the GPS measurements in real-world
trajectories are noisier than simulated trajectories, resulting in an iForest detector that is less
sensitive to large deviations from either the noises or the attacks. This effect also leads to longer

lags of detecting attacks in dealing with real-world trajectories. In the following sensitivity
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analyses, we show that these false negatives can be mitigated by adjusting the hyperparameters of
the iForest detector. We omit the detailed presentation and discussion on individual vehicle
trajectories as they are similar to those of the simulated trajectories (in Figure 30 and Figure 31).
4) Sensitivity Analysis

Multiple factors are related to the implementation of the infrastructure-enabled method, such
as the distance between two consecutive RSUs and the hyperparameters of the iForest-based
detector. These factors could directly affect the performance of the proposed method. Meanwhile,
different driving conditions with various road geometries and mobility-related features (e.g., speed)
may also play a role in influencing performance. We conduct sensitivity analyses of the
infrastructure-enabled method in this subsection on these factors. Simulated trajectories are used
for the analyses unless indicated otherwise.

Distance between two consecutive RSUs

Given its reliance on RSU data, the infrastructure-enabled method is expected to be influenced
by the strategy of RSU deployment. Specifically, out of the service range of any RSUs, the vehicle
relies on the predicted location using the RSU data for attack detection and correction. Table 4
shows the performance with various Dy, under the constant bias attack and the stealthy attack.
Note that we stop at 3000m as most of the trajectories (95% of simulated and 80% of real-world
trajectories) are shorter than 3000m and a larger Dggy, does not reduce the performance further.
For the same reason, both the simulation data and real-world data are used for the analysis: the
results for D, =1000m, 1500m, 2000m are generated using the simulation trajectories (which can
simulate more varied traffic/driving conditions), and the results for Dgs;=3000m are generated

using the real-world data (which has a larger percentage of trajectories longer than 3000m). As
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expected, the performance downgrades as Dggy increases. Yet, we observe that the infrastructure-
enabled method still maintains an advantage over the benchmark methods as Dyg, increases.

Table 4. Influence of RSU spacing on the infrastructure-enabled method

F1 Score 0.92 0.86 0.82 0.87
Constant  Precision 0.86 0.77 0.72 0.80
bias Recall 0.99 0.99 0.99 1.0
attack Detection lag 0 0 0 0

RMSE 0.10 0.43 0.54 0.43

F1 score 0.83 0.78 0.62 0.69

Precision 0.83 0.76 0.64 0.75
Stealthy

Recall 0.83 0.84 0.65 0.68
attack

Detection lag 3 2 6 6

RMSE 0.10 0.42 0.60 0.43

We also investigate how a longer distance between RSUs leads to lower detection accuracy.
Figure 32 presents the relationship between the F1 score and the time elapsed when an attack starts
since the last visited RSU. It shows a trend that the F1 score reduces as a vehicle travels away from
an RSU. This is because when the vehicle exits the RSU service range, the IMU measurements
will be used for location prediction (Equation (60)), leading to increased location errors. As a result,
the prediction uncertainty is larger when the vehicle is farther away from the last visited RSU,
which affects the accuracy of attack detection that relies on the RSU-based prediction to compute
features. This finding suggests that in scenarios where the RSU spacing is large, one could
maintain a high detection accuracy by incorporating additional data sources to reduce the

uncertainty of the predicted locations.
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Figure 32. Relationship between F1 score and the time elapsed when an attack starts since the
last visited RSU.

Hyperparameter of the attack detector

In the proposed infrastructure-enabled solution method, iForest serves as the core algorithm
for attack detection. One key hyperparameter of iForest is contamination (denoted as «) that
specifies the proportion of spoofed samples in the data set. The experiments above take the default
setting ‘auto’ in sklearn, allowing it to determine a automatically based on the training data. We
have observed promising results even with this default setting. Next, we investigate the sensitivity
of the infrastructure-enabled method with «a.

Table 5 summarizes the performance of the proposed method with different a’s. Following
sklearn implementation, «a ranges from 0 to 0.5; 0 means no anomalies and 0.5 means that half of
the data samples are anomalies. Therefore, a range from 0.1 to 0.3 in Table 5 captures a fairly large
range of @. We can find that under all the settings, the infrastructure-enabled method outperforms
the y2-test-based detector and CUSUM. Recalls remain unchanged in the constant bias attacks,

suggesting that the proposed methods can robustly detect spoofed GPS measurements under this
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type of attack for a wide range of a. Yet, under both constant bias and stealthy attacks, a larger «
leads to more false positives, as indicated by the decrease in precision. On the other hand, a larger
a brings benefits to detecting stealthy attacks, since 1) more spoofed GPS measurements can be
detected (as indicated by the larger recall), and 2) the detection lag is shorter.

In summary, a proper « leads to a balance between false positives and false negatives. The
proper value of a depends on the types of attacks: a small « is good enough for detecting constant
bias attacks but encourages false negatives in stealthy attacks. Given the high threat of stealthy
attacks, it would be beneficial to set a relatively large a to effectively detect this type of attack. In
our experiments, a balance between false positives and negatives under the stealthy attack can be
reached around a=0.2.

Table 5. Impacts of iForest hyperparameter on the proposed method

F1 Score 0.91 0.86 0.8

Precision 0.86 0.77 0.69

Constant bias attack Recall 0.99 0.99 0.99
Detection lag 0 0 0

RMSE 0.25 0.43 0.31

F1 score 0.71 0.78 0.71

Precision 0.8 0.76 0.62

Stealthy attack Recall 0.65 0.84 0.86
Detection lag 6 3 2

RMSE 0.35 0.42 0.45

Driving scenarios
Lastly, we investigate driving scenario-related factors that may affect the performance of the

infrastructure-enabled method. Figure 33 compares the detection accuracy in the F1 score when
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vehicles drive on highways and local streets. The results show that the detection accuracy on
highways is slightly lower than that on local streets. This is likely due to the challenge in estimating
vehicle locations based on dead-reckoning in high-speed driving on highways, leading to
unreliable RSU-based locational predictions and thus worse detection accuracy. Besides the travel
speed, the road curvature of segments along the vehicle’s trajectory and the steering rate as the
vehicle travels may also make a difference in detecting attacks on highways and local streets.
These observations suggest that an adaptive strategy (e.g., based on the road type and geometry,

and traffic speed, etc.) to deploy RSUs would be better than placing RSUs at fixed (and constant)

Highway

spacings.
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Figure 33. Comparison of detection accuracies on local streets and highways

5.1.5.  Summary

This section proposes an infrastructure-enabled defense method that utilizes secure RSU data for
detecting GPS spoofing and correcting location errors resulting from the spoofing. Timely
detection is achieved by designing and training an iForest model using real-time features computed
from both RSU data and (possibly spoofed) GPS data. Once spoofing is detected, GPS data is
isolated and the compromised vehicle locations are corrected using the RSU data. Experimental
results using both simulation data and real-world GPS data demonstrated that the proposed method

enhances timely detection and correction even when RSU data is not spatially continuous. We
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showed that IED is effective under state-of-the-art GPS spoofing attacks that were designed to be
stealthy. Furthermore, sensitivity analyses produced insights into the RSU deployment strategies
as well as into the impacts of iForest’s hyperparameters and the accuracy of RSU-assisted
localization on the IED’s performance. By comparing with two benchmark methods, we showed
that the IED method for GPS spoofing distinguishes itself from existing methods in two major
aspects. First, it relaxes the requirement of vehicular sensors, making the defense more robust
when dealing with spoofing attacks. Second, enabled by the secure RSU data, a simple detector
based on an unsupervised learning algorithm (i.e., iForest) can effectively deal with GPS spoofing

attacks.
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5.2. INFRASTRUCTURE-ENABLED DEFENSE AGAINST ATTACKS ON QUEUE

LENGTH ESTIMATION MODEL
5.2.1. Problem Statement

It has long been recognized that vehicular queue length is crucial to either signal performance
measures in terms of vehicle delay and stops, or signal optimization. Therefore, protecting the
queue length estimation model from attacks is important for traffic state estimation and traffic
operation. We have briefly introduced the queue length estimation model in the previous section.
It has been noted earlier that some vehicles' travel time information at the upstream (VTL1) and
downstream (VTL2) are sampled and wirelessly collected to estimate queue lengths. The previous
results have shown that data poisoning attacks can compromise the estimation model. Without
detecting the attacks, the compromised queue length estimation could further mislead the adaptive
signal controllers, possibly reducing traffic performance.

Our goal is to detect data poisoning attacks using infrastructure status data and existing or
newly deployed secure data. Focusing on queue length estimation, we use the signal timing
information and the travel times of (some) vehicles traversing the intersection collected from wired
loop detectors to build a benchmark model (see details in the following section). These data enable
us to estimate benchmark queue length using the knowledge of how queues accumulate and
dissipate given signal timing information. In general, loop detector data and signal status data are
collected via a wired system, which is relatively secure from data attacks. Based on this fact, we
assume that the queue length estimation using the loop detector data and signal status data is safe
from data poisoning attacks and can be used as the benchmark for attack detection. The resultant
benchmark queue length, similar to the “ground truth” vehicle locations from RSU for GPS

spoofing, can provide an effective means to detect data poisoning attacks. Learning models (e.g.,

141



isolation forest or DL models) may use this benchmark data and potentially compromised queue

length to identify data attacks.

5.2.2.  Preliminaries

1) Loop detector data and signal status data
The inductive loop detector has long been used as a standard data source for traffic surveillance.
Such a device can provide several essential traffic status information, including occupancy, vehicle
gap, flow and speed, etc. Many methods have been developed to estimate queue lengths using loop
detector data; they are typically based on features of the evolution of traffic flows. At an
intersection, traffic flows are interrupted by the queue accumulation and discharge process. The
changes in traffic flows can be captured by the loop detectors. In general, as the queue forms and
traffic slow down, the occupancy time (computed as the time difference of a vehicle’s entry and
exit time) at one detector would increase (see Figure 38 in the following section). If a vehicle in
the queue sits still on the detector, the occupancy time often becomes significantly longer; so does
the time gap between two consecutive vehicles. Together with the signaling time information (i.e.,
the starting and ending time of each signal cycle including each phase for each approach), queue

lengths at each approach can be estimated, which will be introduced in the following section.

5.2.3. Methodology

1) Overview
The overall workflow of the proposed infrastructure-enabled solution to defend against attacks on
queue length estimation is illustrated in Figure 34. It includes three components, each of which is

introduced in detail below.
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Figure 34. lllustration of the infrastructure-enabled defense against attacks on queue length
estimation.
2) Estimating queue length using loop detector data and signal status data

Among the many methods of estimating queue lengths using loop detector data, this research
refers to the method proposed by (Liu et al., 2009). The chosen method is more generalizable than
others as it can estimate long queues (i.e., queues longer than the distance between the intersection
stop line and loop detectors’ position).

The basic idea is to utilize the signal status data (the event history of a traffic signal) to analyze
the relationship between signal phase changes and traffic flow during the queue forming and
discharging processes. Then, it focuses on identifying critical changes in traffic flow patterns
characterized by some “breakpoints.” These breakpoints have important physical meanings that
connect to several types of traffic shockwaves. Together with the shockwave theory (Lighthill and
Whitham 1955 and Richards 1956), these key breakpoints can be utilized to estimate queue lengths.

Details are avoided here; interested readers are referred to the original study (Liu et al., 2009).

3) Infrastructure-enabled attack detection
Given the estimated queue length from the loop detector and signal status data, we now

develop a detector that continuously monitors mobile travel time data and detects data poisoning
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attacks. The basic idea is that if the estimated queue length from secure infrastructure data (i.e.,
loop detector and signal status data) significantly deviates from the one estimated from mobile
travel time data, the latter is likely poisoned.

Despite the valuable information the benchmark data provides, it is still challenging to detect
attacks due to two issues. First, the queue length estimated from mobile travel time data could
deviate from the (typically unknown) true queue length due to measurement errors/noises in the
mobile travel time data or systematic bias in the estimation model due to limited penetration of the
mobile travel time data. It could be hard to separate such error-induced deviation from the
deviation resulting from attacks. Second, the benchmark model and data could also contain biases
or errors. An inconsistency with the estimate from the benchmark data may not necessarily be the
outcome of a data poisoning attack. Therefore, we propose to train and utilize a machine learning-
based model as a detector to differentiate the inconsistency caused by data errors (or model biases)
from that induced by data poisoning attacks.

Similar to detecting GPS spoofing, we formulate it as a real-time anomaly detection problem,
containing two parts: 1) generating real-time, secure features, and 2) building a machine learning
model that determines the queue length estimated from mobile travel time data is anomalous or
not given the features computed for signal cycle k. Each part is designed as follows.

- Generating secure features

As noted earlier and shown in the results, data poisoning attacks can be stealthy. As a result,
the conventional way of detecting attacks, which uses the compromised dataset itself for attack
detection, is no longer effective. Specifically, features generated from mobile travel time data

alone could be compromised, making them less effective in detecting attacks. Therefore, we
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leverage the independent, secure loop detector data and signal state data to design a more robust
attack detector.

Note that loop detector data and the (sampled) mobile travel time data are not directly relevant,
since they are two different data collection processes and represent distinct traffic state information.
Thus, we cannot directly use the former for attack detection. Instead, both types of data are
processed to estimate queue lengths, which are then compared.

One straightforward feature can be created by computing the difference between the two
queue length estimates at k:

A* = Qi—0Qm

Here, Q¥ and QX are the queue length estimated from loop detector data and mobile travel time
data for signal cycle k, respectively. In practice, both Q% and Q¥, contain errors that may be due
to the measurement noises/errors in loop detector data and mobile travel time data. As a result, a
large deviation between the two estimates (i.e., a large A%) could result from measurement
noises/errors instead of data attacks. Therefore, we take a similar technique as detecting GPS
spoofing to improve the robustness of attack detection—applying a sliding window to account for
the temporal pattern. Specifically, the features at the previous signal cycles (i.e., A*~1, A¥=2 ) are
considered when detecting potential attacks at time k. This assumes that the measurement
noises/errors are random, and thus it is unlikely to observe multiple consecutive outliers caused by
measurement noises/errors. This study selects a sliding window of length three based on the
validation dataset. A wide sliding window would reduce the false positive errors but at the cost of
inducing false negative errors.

- Building an Isolation Forest as the detector
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The attack detection is treated as a real-time anomaly detection problem, for which we apply
an unsupervised machine learning model to learn anomalies from the data.

The previous section shows that the iForest model has multiple strengths over other
unsupervised learning methods in attack detection. Here, an attack detector is again built on the
iForest model using the generated features at time k.

5, = iForest([AF, A*"1,A%2]), 6, € {-1,1}. (68)
Here, iForest produces binary outputs. &, = 1 indicates the data is under attack, while §, = —1
indicates the data is safe. Attack detection with iForest consists of two stages: 1) a training dataset
is used to learn the iForest model, and 2) each testing sample is passed through the iForest model,
generating a binary output as an indicator of attack status. As noted in the previous section, iForest
is easy to train and it does not require a set of labeled attack and benign samples in the training
dataset. Details of the iForest model can be found in the previous section and thus omitted here.

It is likely that other types of unsupervised learning methods could also be effective in
detecting attacks. Testing on these methods is left as a future study, as the focus of this study is to
demonstrate that it is promising to detect data poisoning attacks using secure infrastructure data,
with which a simple detector would be effective.

4) Labeling the poisoned vehicle and correction

Once a potential attack is detected, the estimate from the secure infrastructure data Q, will be
used to replace the potentially compromised estimate. Another important advantage of using
secure infrastructure data for defending against attacks on TSEP is that we could tag individual
vehicles (or mobile devices) as “poisoned” by comparing its data with the benchmark pattern or
the secure data. Tagging a poisoned vehicle is useful as a poisoned vehicle identified at one

location (e.g., a signalized intersection) implies that data from the same vehicle may be
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compromised or should at least be scrutinized more at other locations. Therefore, not only can
existing and newly collected secure data help defend against poisoning attacks at the locations
where they are deployed, they will also improve network system-wide security with the ability to
tag individual vehicles.

Here, we propose a method to tag potentially poisoned vehicles. This task is not trivial as
conventional data cleaning techniques are not applicable. Specifically, since the model learned
from the poisoned data has been compromised, outliers identified by a data cleaning technique
(typically data points having large residuals) could be pristine rather than poisoned. Inspired by
techniques from robust statistics that use trimmed versions of the loss function for robust data
modeling, this research applies trimmed optimization techniques for regularized linear regression
in adversarial settings.

Assume that x; (i € E) are the poisoning data points applied by the attacker, a model could
be learned from a subset of the dataset N (i.e., the trimmed dataset) that excludes the poisons. In
the ideal case, we would like to find all these poisoning data points and learn the TSEP model
using pristine data points only (i.e., N\E). However, separating the pristine data points and
poisoning points is difficult. To address this issue, in practice, the proposed defense identifies a
set of data points with the smallest residuals, which essentially is to solve the following problem.

min L(x,, y).
K (69)
stt. IcN
Here, L is the loss function and x; indicates the pristine-like data points (a subset of the data that

is unlikely manipulated by the attacker). Note that I could include poisoned points, but only those

“similar” to the pristine points, which are thus not expected to contribute much to poisoning the
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model. Let y represents the learned TSEP representation (i.e., parameters learned from the LS
regression for queue length estimation) if all the data points were free from attacks.

From Equation Error! Reference source not found., if the pristine parameter y was known,
x; could be easily identified by taking the points having the lowest residual relative to y. However,
in the adversarial setting, ¥ is unknown, making it challenging to identify x;. To address this issue,
we use the benchmark model y?¢stFit from the secure infrastructure data to replace ¥. And
Equation Error! Reference source not found. is modified as the following.

n}ciln L(XI, ybeStFit).

(70)
st. [Pt o N

The modified problem is to identify a subset of the dataset that would lead to the estimate
closest to that from infrastructure-enable secure data. Though such an estimate from the
infrastructure data itself does not necessarily give the ground truth (using y) due to the
measurement errors and biases in the estimation model, we assume that the two are close.

Inspired by the Random Sample Consensus (RANSAC) algorithm, we estimate y?¢stFit from
random samples of potentially poisoned data. The basic assumption is that the observations in a
signal cycle k still contain a subset of clean data, and the queue length estimated from this clean
data subset is close to that estimated using loop detector data. The sampling method achieves its
goal (of tagging potentially attacked vehicles) by following the algorithm in Figure 35.

Once having the best-fit model y?¢stFi¢ we tag points (vehicles) that have large residuals to
ybestFit (exceeding a predefined threshold) as potentially poisoned. Again, note that these tagged

are not confirmed poisoned vehicles but shall be scrutinized more at other locations.

Algorithm 2. Tagging attacked vehicles at signal cycle k
Given:
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The potentially poisoned data x.
Queue length estimated from loop detector data Q.
Return:
bestFit (model y?¢stFit subset of data 17¢stFit)
Initialization:
Iterations: 0
bestFit: y2estFit = nyll, [PestFit = nyli
bestErr = something really large
Repeat (if iteration s < maxlIter):
1. Select a random subset of the data x;s.
2. Based on x;s, amodel y* is fitted.
3. The queue length Qs is estimated.
4. Compare Q;s with Q4 and update bestFit model is needed.
if abs(Q;s — Q) < bestErr:

ybestFit — ys

IbestFit — Is

bestErr = abs(Q;s — Qy)
increment iterations: s = s + 1.

Return: yPestFit

Figure 35. Algorithm for tagging attacked vehicles.

Results from defending against attacks on queue length estimation model

1) Experiment setting

We start with some simple simulations to test the proposed infrastructure-enabled solution to
defend against attacks on the queue length estimation model. The test simulates an intersection
with a fixed signal configuration. Two data collection processes are simulated using SUMO,
including 1) sampling mobile travel time data at VLTs and 2) acquiring detector loop data and

signal state data. SUMO simulation can also output the true queue length in each signal cycle,
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which helps to evaluate the impact of attacks and the mitigation of the proposed defense. In order
to launch data attacks, travel time data in some signal cycles are modified following the attack

model presented in Section 4.4.

VTL1 & ".§~‘-|VTL2
I 2 7
LG A
Loop -
detector

Figure 36. SUMO simulation for defending against data poisoning attacks.

To collect mobile travel time data, a sample of vehicles is randomly selected, and their
trajectories are recorded during the simulation. Then, two VTLs are set upstream and downstream
of the West-East approach. Each sampled vehicle's arrival times at the two locations can be
determined from its trajectory, which can be used to compute the travel time and the delay at the
intersection. Such information allows for constructing delay patterns at the intersection (Figure 37)
for estimating queue length following the study in (Ban et al., 2011). The data is collected

wirelessly and can be vulnerable to data poisoning attacks, as demonstrated in Section 4.4.
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Figure 37. Estimating queue length using mobile travel time data simulated from SUMO.

In order to acquire detector loop data, a detector is configured for the WE approach, positioned
upstream of the intersection. It generates the entry and exit times of each vehicle passing over the
detector. The occupancy time and gap time of two consecutive vehicles can be computed naturally
(Figure 38). As noted earlier, these two metrics and signal status data are crucial in estimating
queue lengths. The signal status data can be derived easily from the signal schedule, which is
predefined and implemented by SUMO. Figure 39 compares the queue length estimates from loop
detector data and the direct SUMO outputs (ground truth) for each cycle. It can be observed that
while the benchmark estimates (free from attacks) are very close to the true values, deviations do

exist due to measurement errors and biases in the estimation model.
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To launch a data poisoning attack, we randomly select one signal cycle and perturb travel time
data (of some vehicles) in the cycle following the attack model developed in Section 4.4.1. Both
types of data poisoning attacks are simulated, including the perturbation-type and addition-type
attacks (see Section 4.4.1 for more details).

Since the true queue length and the poisoned travel time data are known in the simulation
tests, we can evaluate the effectiveness of the proposed defense method. The defense performance
is evaluated from multiple perspectives:

I. If a data poisoning attack is launched, the defense should be able to detect it and raise the
alert.
ii. The poisoned vehicles should be tagged.
iii. The queue length gets corrected effectively following the proposed method.

We then conduct sensitivity analyses to investigate the effects of several factors, including
measurement errors in mobile travel time data (the data itself) and the hyperparameter of the
iForest model (the attack detection model).

Following the previous tests on defending GPS spoofing, we adopt several metrics to measure
the detection accuracy, including the F1 score, precision, and recall. Mean Absolute Percent Error
(MAPE) measures the errors in queue length estimations before and after detecting the attacks and
correcting the estimates following the proposed defense. Specifically, the MAPE is computed by
comparing the queue length estimate with the one produced by SUMO (i.e., ground-truth estimate)

at each signal cycle and then evaluating the average value of all cycles.

1 k _ Nk
MAPE = —ZM x 100
KL Qf
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2) Testing results
Figure 40 compares the queue lengths estimated using mobile travel time data Q,,, and those
using loop detector data Q,; without attacks. We can observe that even though there is no attack,
the estimates from the two data sources can be different, which could be due to either the erroneous
measurements or the inaccuracy of the models. Such differences make it challenging for attack
detection, as the attack detector would mistake the deviation of Q,, from Q, due to errors as an

attack, leading to false positive errors.
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Figure 40. Comparison of queue lengths estimated from clean mobile travel time data and

loop detector data.

- Detection accuracy

We randomly select and attack a few signal cycles to test the detection accuracy. The attack
detector examines each signal cycle to detect possible attacks. Table 6 reports the F1 score,
precision and recall as measures of the detection accuracy. Overall, it can be observed that the
attack detector based on infrastructure data works in identifying attacks but could be improved
further. The improvement could be made from several aspects. First, the accuracy of the

benchmark queue length estimated from the infrastructure data should be improved by either
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reducing the measurement errors in data or mitigating errors in the estimation model. This
treatment will likely reduce the challenge of differentiating the attacks from the deviations
resulting from inaccurate benchmark data. Second, the attack detector should be further fine-tuned
such that it can distinguish the TSEP solution deviation due to random errors in data from that due
to poisoning attacks. The fine-tuning process is particularly necessary if the attacks are stealthy

while the random errors are significantly large.

Table 6. Performance of detecting attacked queue lengths

Detection accuracy 0.59 0.58 0.6

- The queue length gets corrected

As noted earlier, when an attack is detected at a signal cycle, the queue length estimate from
mobile travel time data is replaced by that from loop detector data. To evaluate the performance
of such correction in terms of improving queue length estimation, we compute MAPE of queue
length estimates without and with the correction. The results are reported in Table 7. We can
observe that the MAPE can be improved by 22% with detection and correction.

Table 7. RSME of estimated queue length with/without considering detection and correction

MAPE of queue
length estimation

18 14 -22%

- Poisoned vehicles should be identified
Table 8 reports the accuracy of tagging attacked vehicles. In general, it shows that the

accuracy is low. A recall of 0.21 suggests that about one-fifth of poisoned vehicles are successfully
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tagged. This could be because of the stealthiness of the attack model: the perturbations added to
the (attacked) vehicles are small, making it challenging to differentiate the poisons from the
measurement noises. Also note that under the proposed attack model, only a few vehicles are
poisoned, so the dataset becomes highly imbalanced. Such imbalance adds another layer of
challenges to identifying the attacked vehicles, demanding fine-tuning of the attack detector to

improve the detection accuracy.

Table 8. Performance of tagging attacked vehicles

Accuracy of tagging

attacked vehicles 0.26 0.32 0.21

3) Comparing with other defense solutions

Here, the proposed IED solution is compared with other existing defenses from the literature,
including Huber regression, RANSAC, and TRIM. Huber regression (Huber, 1964) and RANSAC
(Fischler and Bolles, 1981) are two well-known methods in robust statistics; both are robust to
outliers in the data. TRIM is a recently developed defense against data poisoning attacks on
regression models (Jagielski et al., 2018).

Huber regression is an alternative to least-squared regression that is sensitive to outliers.
Huber regression introduces the Huber loss function to limit the contribution of outliers to
computing the loss. Specifically, the Huber loss function applies quadratic terms for points with
small residuals and linear terms for points with large residuals. The two groups of points are
separated with a predetermined threshold.

RANSAC (or random sample consensus) is an iterative method to estimate a mathematical

model from a data set that contains outliers. It works by identifying the outliers in a data set and
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estimating the desired model using data that does not contain outliers. To learn a linear model
excluding outliers, RANSAC uses repeated random sub-sampling and in each repeat, a linear
model is fitted on the random sub-sample of data. A basic assumption is that the data consists of
inliers and outliers, and a procedure exists to well estimate the parameters of the desired model
from a (usually small) set of inliers. During the iterative process, a model is rejected if there are
too many outliers according to the fitted model and a new model is estimated from a different
random sub-sample of data. The specific model rejection criterion is tuned by predefined
hyperparameters.

TRIM algorithm is a recent development in the adversarial machine learning field (Jagielski
etal., 2018). It has been demonstrated that TRIM outperforms other defenses on a range of models
and real-world datasets (Jagielski et al., 2018). TRIM is similar to algorithms from robust statistics
that apply trimmed versions of the loss function but is specifically improved for training a
regression model with poisoned data. Instead of removing outliers before fitting a model, TRIM
iteratively estimates regression parameters, where in each iteration, the model is fitted on a subset
of data samples with the lowest residuals. Therefore, TRIM regulates the regression in the
adversarial setting by applying trimmed optimization techniques (i.e., computing a trimmed loss

function based on a different subset of residuals in each iteration).
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Figure 41. Comparison of defenses against data poisoning attacks on queue length
estimation.

Figure 41 compares the performance of the various defense solutions under data poisoning
attacks, including the existing ones and the proposed IED solution. The performance is evaluated
by averaging the results from over a hundred signal cycles. The baseline gives the mean absolute
percent errors (MAPE) of queue length estimations without any defense under the different
numbers of attack iterations. A larger number of attack iterations means more perturbations added
in the data, leading to a larger MAPE in estimated queue lengths. MAPE is computed by comparing
the results with those from the pristine model. Figure 41 provides several observations as below.

- The data poisoning attack (proposed in Section 4) could fail the (tested) existing defense
solutions.
As seen in Figure 41, existing defenses could not effectively mitigate the impacts of
poisoning attacks. With more perturbations added to the data, these defenses cannot guard

the learning model as the MAPE of queue lengths increases significantly. RANSAC, in
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particular, hardly reduces MAPE over the undefended model. The other two defenses (e.g.,
Huber and TRIM) show similar performance: both of them are unable to mitigate the
adversarial impacts under subtle poisons (e.g., attack iterations are 10 and 30); they can
reduce MAPE significantly under large poisons (e.g., attack iterations larger than 50) in
which cases these poisons are more distinguishable from the subtle poisons.
- The proposed IED solution is more effective in defending against the data poisoning attack
than the existing defenses.
Figure 41 shows clear advantages of the IED solution over the existing defenses. First,
under all the attack scenarios, the IED solution further mitigates the MAPE of queue length.
Second, by applying the IED solution, MAPE is more controlled instead of increasing
wildly as more adversarial perturbations are added to the data: MAPE increases by 2.5
(from 4.5 to 7) when the number of attack iterations increases from 10 to 110. Again, this
confirms the benefit of using secure infrastructure data as an independent data source for
attack detection and correction. Ideally, MAPE following the IED solution should be
independent of the number of attack iterations given the independent, secure infrastructure
data. However, this is challenging due to the false negative errors, which means that the
detector misses attacks on some signal cycles and, consequently, the compromised queue
length estimations would not be corrected.
4) Sensitive analysis
Multiple factors are related to the implementation of the infrastructure-enabled method. They
could affect the performance of the proposed method either directly or indirectly. We conduct
sensitivity analyses of the infrastructure-enabled method in this subsection on these factors.

- The effect of measurement errors in mobile travel time data
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Our previous investigation indicates that the queue length estimation could be inaccurate due
to measurement errors in mobile travel time data. Therefore, Q,,, could deviate Q,; because of
either the errors in the data or data poisoning attacks. A scenario with large measurement errors
could challenge distinguishing attacks from data’s inherent errors. In order to investigate this effect,
we create different scenarios by adding different levels of random errors (norm distributions of
different standard deviations) to the original data generated from SUMO simulations. Table 9
compares the performance of the proposed solution under two levels of measurement errors. We
can observe that with large measurement errors in the data, the accuracy of detecting the attacks
and tagging manipulated vehicles drops significantly. Meanwhile, the MAPE of estimated queue
lengths increases and the improvement of estimates via the correction is limited by 9%.

Table 9. Effect of measurement errors

F1 score 0.59 0.33
Detection .

Accuracy precision 0.58 0.28
Recall 0.6 0.41

MAPE Before correction 18 28

After correction 14 (-22%) 25 (-9%)

Tagging F1 score 0.26 0.19
Vehicle precision 0.32 0.19
AceLracy Recall 0.21 0.18

- The effect of iForest settings

In the proposed infrastructure-enabled solution method, iForest is the core algorithm for attack
detection. One key hyperparameter of iForest is contamination (denoted as «), which specifies the
proportion of spoofed samples in the data set. We investigate the sensitivity of the infrastructure-

enabled method with «.
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Table 10 summarizes the performance of the proposed method with different a’s. It can be
observed that with a higher a, the recall is reduced, suggesting that the iForest detector is less
sensitive in identifying the attacks. Though it is important to balance the false-positive and the
false-negative rates, in our scenario a high false positive rate is preferable. This is because the risk
of missing poisoned vehicles is high, while falsely tagged vehicles could be corrected with
additional data at other intersections. Therefore, in our study, a small « is preferred to yield a high
recall that reduces false-negative errors.

Table 10. Effect of iForest settings (hyper-parameter a)

F1 score 0.59 0.56
Detection Precision 0.58 0.70
Accuracy

Recall 0.60 0.46

Before correction | 18 18
MAPE After correction | 14 (-22%) | 14 (-22%)

. F1 score 0.26 0.21

Tagging _
vehicle Precision 0.32 0.39
Accuracy Recall 0.21 0.15

5.25.  Summary

This section uses the queue length estimation model to illustrate the idea of infrastructure-enabled
defenses against data attacks on TSEP. A detection and correction framework is developed. It uses
infrastructure status data and existing or newly deployed secure data from the infrastructure (e.g.,
loop detector data) to detect attacks on the queue length estimation model. Specifically, the
detection relies on computing features from the benchmark data from wired loop detectors and the
signal controller. Based on these features, an Isolation Forest model is trained and evaluated in

real-time to detect data attacks. Once an attack is detected, the potentially compromised queue
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length is corrected using the one computed from loop detector data. Additionally, the potentially
attacked vehicle could be tagged as a means to monitor the credibility of vehicles on the road. The
simulation tests demonstrate the effectiveness of the proposed IED solution. That is to use the
secure data from existing infrastructure as the benchmark to defend against data poisoning attacks.
Comparing with the existing defense solutions (e.g., Huber, RANSAC and TRIM), the proposed
IED solution is more effective in mitigating the errors in queue length estimates due to the attacks.
The advantage is consistently observed under both subtle and heavy poison attacks. In addition,
the sensitivity of the proposed solution to several key factors is explored. The results show that the
performance of the solution could be sensitive to the data accuracy: the accuracy of detecting and
tagging attacked vehicles could be reduced if the measurement noises in the loop detector data and
mobile travel time data are large, which renders it challenging to differentiating data (inherent)

errors from data attacks.
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6. DISCUSSION AND FUTURE RESEARCH

The future work of this dissertation research will mainly focus on the following aspects: 1)
Extending the study of data poisoning attacks against more TSEP models; 2) Improving the

infrastructure-enabled defense methods for TSEP models.

6.1. EXTENSION OF DATA POISONING ATTACKS AGAINST THE TSEP MODEL

This study focuses on attacking optimization-based TSEP models with an explicit objective
function. In practice, these models could be complex and/or have objective functions that cannot
be expressed explicitly.

The training (and sometimes inference) of many statistical learning models rely on
optimization techniques but the models could have complex objective functions. One such model
is Bayesian networks (BN), which has been used for (cycle by cycle) vehicle index and queue
length (distribution) estimation (Hao et al., 2014), human mobility modeling (Toch et al., 2019),
etc. The objective functions of the estimation models in statistical learning can be complex, which
may bring difficulties to model attacks and solutions. One promising direction is to investigate
methods to approximate complex functions that are from the objective functions or constraints of
the attack models on statistical learning.

For deep learning (DL) models, the target model can be even more complex and often
unknown, as the attacker does not necessarily know the model's key components, such as the
training data, model structure, or parameters. In such a case, the promising idea is to develop the
attack model based on the transferability of DL models rather than directly working on the target
model (Xie et al., 2022b). The transferability ensures that the derived attack model from public

data and DL structures can be transferred and applied to attack other DL-based TSEP models.
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Multiple solutions may exist for either the statistical learning or DL-based TSEP models. This
implies that P(x) in Equation (1) is now a set-valued map and the second Lipschitz continuity
definition in Section 2.3 should apply. The subsequent analysis and the attack models should also
be constructed accordingly (i.e., based on set-valued maps rather than assuming that P(x) is a

singleton).

6.2. ENHANCING DEFENSE SOLUTIONS

As mentioned earlier, there are two approaches to defending against data poisoning attacks: the
“security by design” approach and the detection and mitigation approach. This dissertation follows
the second approach while leaving the first one as future research, which could exercise the
security by design principle to devise data poisoning defenses following the Lipschitz analysis.
For a TSEP model, if the model solution turns out to be not Lipschitz continuous with data
perturbations, one needs to explore ways (to reformulate or approximate the objective/constraints
or even the structure of the model) to revise/refine the model so that the Lipschitz property may
hold. Doing so will make the model more robust to data attacks (i.e., making the TSEP solution
less sensitive to poisons). In fact, in the DL literature, research has been conducted to estimate the
Lipschitz constants of DL models (Scaman and Virmaux, 2019) to assess the robustness of such
models. One can also use such estimated constants to assess the resilience of the model w.r.t. data
poisoning attacks. What is missing in the literature is that if the model turns out to be not robust
(or not resilient), what methods can be used to secure the model. Future research should give more
focus on this regard.

The proposed infrastructure-enabled defense method follows the detection and mitigation
approach, which has limitations and can be improved. First, more advanced learning approaches

(such as deep learning) may enhance the detection and correction methods to improve their
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performances. Second, more research efforts are needed to design optimal strategies for deploying
the roadside infrastructure for cybersecurity purposes. In the solution proposed to defend against
GPS spoofing, it is assumed that RSUs are deployed evenly on the roadside and conduct sensitivity
analysis to understand the impact of the distance between two consecutive RSUs on the IED’s
performance. For future research, the optimal RSU deployment problem may be studied to produce
RSU deployment strategies that systematically consider the deployment cost, traffic environments,
road geometry, and the performance of the spoofing defense method. Third, future investigations
are needed to test the IED’s performance in real-world driving scenarios. Fourth, the IED method
may be enhanced by improving the benchmark data or incorporating additional (and easily
obtained) data sources for more robust attack detection. This is particularly so for GPS spoofing
scenarios where the distance between RSUs is large. For instance, the geometric outlines of roads
may be used as constraints to improve location estimation/prediction (Kaiwartya et al., 2018),
which may further improve detection accuracy. It has also shown that the accuracy of loop detector
data could affect the performance of defending against attacks on the queue length estimation
model. Last but not least, as the infrastructure is becoming more important to support advanced
vehicle technologies and systems, the idea of the proposed IED method may also be applied to
detecting and mitigating other types of data attacks in transportation. This may include, e.g., adding
adversarial images to onboard cameras (Xie et al., 2022b) or spoofing attacks on LiDAR data (Cao

et al., 2019), which should be formally studied.
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7. CONCLUSIONS

This dissertation focuses on the data poisoning attack, one of the emerging cybersecurity issues in
transportation. It first develops a generic data poisoning attack model for traffic state estimation
and prediction (TSEP) applications that primally rely on infrastructure-generated data. Then a
general framework is presented to analyze the Lipschitz properties of the TSEP solution with
respect to the data. The framework investigates the parameterized version of a nonlinear
optimization problem, where the aim is to study the behavior of the TSEP solution under the
perturbation of data (Dontchev and Rockafellar, 2009). This dissertation uses a generalized
implicit function theorem to develop a poisoning attack algorithm t. The proposed framework is
then tailored to typical TSEP models, including the LS regression model and SVM. Experiments
are conducted using real-world models and datasets. The results suggest that common TSEP
models could be vulnerable to the proposed data poisoning attacks.

This dissertation then develops defense solutions to data poisoning attacks. Recognizing the
stealthiness of data poisoning attacks, it proposes a novel defense solution using secure data from
transportation infrastructure, which is a recent parallel development for supporting various
functionalities of advanced vehicle technologies. By securing the data collection and transmission
processes, the independent, secure data from the infrastructure enables a promising way to defend
against data poisoning attacks. This dissertation utilizes such secure data and develops
infrastructure-enabled solutions to defend against attacks on vehicular data and TSEP models. To
demonstrate the effectiveness of the proposed solution, it first tests the solution in defending
against GPS spoofing, a high threat of advanced vehicle driving systems. The design of
infrastructure-enabled GPS spoofing detection and correction is presented, followed by

experimental tests using simulation and real-world GPS data, under various scenario settings and
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spoofing attacks. The effectiveness of the infrastructure-enabled solution is evaluated by
comparing it with state-of-the-art GPS spoofing defense strategies. The infrastructure-enabled
defense against attacks on TSEP is then developed and evaluated using the queue length estimation
model as the case study, which is shown to be vulnerable to data poisoning attacks. Simulation
tests are conducted, and the results demonstrate the performance of the proposed solution.

This dissertation also discusses the limitations of the developed methods in this dissertation
and identifies future research directions. For example, this proposed attack model does not apply
to TSEP models that cannot be expressed via explicit formulas. Future work will extend it to more
general TSEP models, such as the statistical-learning-based or deep learning-based models that
have either complex or implicit objective functions only. The limitations of the defense solutions
to GPS spoofing (e.g., the optimal deployment of RSUs that provide secure benchmark data) and
attacks on TSEP models (e.g., more advanced machine-learning-based attack detectors) are also
discussed; promising ideas to mitigate these limitations are listed. Again one of the motivations of
this research is to draw the attention of the transportation community to the cybersecurity issues
in transportation and initiate the community’s efforts to tackle the emerging challenges, especially
to develop innovative methods that are based on future emerging intelligent transportation

infrastructure systems.
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