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Much of the spectrum licensed for usage by the regulatory authorities remains idle or
heavily underutilized [28]. By allowing opportunistic access to these dormant resources,
spectrum sharing promises to dramatically boost the supply of spectrum that is available for
high bandwidth wireless communications. This shared access arrangement will lead to the
expected coexistence of multiple wireless systems within the same frequency band giving rise
to the study undertaken in this dissertation. Throughout this work, we place a high emphasis
on solutions that require minimal disturbance to wireless communication standards in order
to streamline their implementation and accelerate their adoption.

Our work begins by considering TV Whitespaces (TVWS) which were the first major
instance of spectrum sharing to be considered. We look at adapting the 802.11 WLAN
standard for operation in TVWS bands by incorporating sensing into the Wi-Fi MAC layer.
We use this study to explore the potential of Software Defined Radio systems and the role
they play in spectrum sharing systems while identifying the challenges and pitfalls inherent
in such implementations.

Our focus then shifts to spectrum sharing in radar bands. First, we aim to shrink
the exclusion regions (as defined by the NTIA in [25]) by inheriting from the techniques
developed for TVWS. The key outcome of this work is to provide an analytic framework for

the selection of Wi-Fi parameters than can deliver the desired radar protection performance.



This framework supports the aim of maximum spectrum utilization by reducing the areas
which are deprived of shared access to radar spectrum.

The last major result in this dissertation is a detailed study into the impact of radars
on communication systems. We present what is to our knowledge the first detailed look at
the physical layer obstacles that hinder network throughput for devices deployed in radar
bands. Looking at the two major broadband standards (IEEE 802.11 WLAN and 3GPP
LTE), we identify vulnerabilities that would render networks inoperable in close proximity
to radars before providing effective solutions to recover the desired performance. The line of
investigation in this thesis furnishes some of the solutions that are necessary for the future

success of spectrum sharing systems.
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Chapter 1

AN INTRODUCTION TO SPECTRUM SHARING

In 1984, the term software defined radio was coined to refer to a programmable radio
device with the flexibility to adapt to and decode a variety of broadband wireless signals. The
notion of a programmable adaptive radio became a pillar in a new type of wireless networking
paradigm labeled cognitive radio which was first introduced by Mitola in 1999 [46]. To
understand the importance of this development, we must briefly review the evolution of

wireless systems since their inception.

Spectrum is the primary resource in wireless networks. Any measure of performance,
quality of service, or capacity is heavily dependent on the amount of spectrum that can be
accessed by a user. Historically, in the realm of civilian wireless networks, careful manage-
ment and grants of exclusive ownership have been used to prevent wireless interference from
one network or device hindering the performance of another device. As demand for wireless

connectivity increased, so did network deployments to meet this demand.

Slowly, it became clear that surrendering control of large swaths of spectrum without
meaningful conditions on efficient usage had led to a spectrum crunch. As demand for
wireless capacity was rapidly outgrowing the finite supply of spectrum, it became clear that
it was time to revisit spectrum licensing practices and look for better ways to allocate this

scarce resource.

The digital TV transition presented the first opportunity for this re-assessment to take
place. The “Digital Transition and Public Safety Act of 2005” laid out a plan to convert
all terrestrial video broadcast from analog to digital. The efficiency gains afforded by this
changeover would allow the FCC to re-pack, re-assign, and re-auction the resulting freed

up spectrum that had been utilized by TV transmitters. However, this time, instead of



re-licensing the spectrum for exclusive use, the FCC decided to consider unlicensed access.
As a side-effect of the repacking process, chunks of spectrum were freed in various ge-
ographical regions of the United States, but before they could be reused, it was necessary
to ensure adequate protection for TV transmitters and receivers in adjacent areas. Under
the moniker of TV Whitespaces (TVWS), an effort was undertaken to build cognitive ra-
dio systems with the ability to access free TV spectrum with adequate safeguards to shield

neighboring TV receivers. The solution was a tiered access system with two device categories:

1. Primary User: The primary users were the original owners of spectrum (i.e. the
TV operators/receivers) and were entitled to priority access to the spectrum. The
criterion to ensure protection is simple: if a TV receiver is located within the intended

TV coverage area, its quality of service should not be degraded.

2. Secondary User: The secondary user can freely access available spectrum subject to
the protection of the primary user. This implies that it should be aware of how it can

affect neighboring TV users.

This two-tier paradigm endures till this day and remains a key piece in many shared
spectrum scenarios, but presented major challenges in the case of TVWS. In particular,
to predict service degradation for a TV receiver (primary user), it becomes necessary to
know how a secondary user’s signal propagates to the primary user, and how well the signal
propagates from the TV transmitter to the receiver. Hence, knowledge on the location of
the primary/secondary users, detailed information about the terrain separating them, the
amount of clutter and buildings in the intervening distance, and even the height of the
antennas were required. In practice, such information was so hard to acquire that in order to
err on the side of caution, a very conservative approach was taken. For this reason amongst
others, ultimately, TVWS did not have the impact that was envisioned at the start of the
effort.

Yet, the TVWS experiment did nothing to dissuade the slow march towards a more

dynamic approach for spectrum access. In fact, in 2010, U.S. president Barack Obama



directed government organizations and agencies to repurpose 500MHz of government held
spectrum within 10 years [54] in order to “wring abundance from scarcity, by finding ways to
use spectrum more efficiently.” In 2012, the President’s Council of Advisors on Science and
Technology (PCAST) authored a recommendation [53] with two main claims: 1) spectrum
clearing and reallocation is not sustainable and 2) immediate use of federal spectrum can be

obtained through sharing.

1.1 Motivation

This dissertation is is motivated by this pressing need for more spectrum. In particular,
the majority of our focus will be on spectrum sharing between a wideband communication
network and a pulsed radar. We aim to explore the coexistence challenges in this scenario,
address how radars can be protected from undue interference, and propose mechanisms to
improve communications performance in these shared channels. We will proceed along three

main directions:

1. A test-bed implementation of a Wi-Fi like network incorporating sensing

2. Detecting and protecting radars through sensing

3. Physical/ MAC layer impact of radars on communication links (Wi-Fi and LTE)

While the need to protect primary users was elaborated on earlier in this chapter, our focus
on LTE and Wi-Fi is easily justified.

Firstly, LTE and Wi-Fi are the two dominant high data rate consumer wireless technolo-
gies in the world today. In fact, their combination spans every type of network configuration
from single home Wi-Fi to nationwide cellular networks. Hence, bringing spectrum shar-
ing to Wi-Fi and LTE is the best way to improve spectrum efficiency and meet our ever

increasing demand for wireless capacity.



Secondly, as proven and mature technologies, wholesale changes to fundamental aspects
of Wi-Fi and LTE are unattractive and impractical. Novel solutions that improve their coex-
istence capabilities with minimizing changes to the standard will accelerate the proliferation
of spectrum sharing systems by taking maximum advantage of the monumental development
efforts already expended on these systems.

Thirdly, while LTE and Wi-Fi are fundamentally different technologies, they have many
similarities that make some of our insights applicable to both cases. By examining both
technologies in detail, we will identify some key ideas that will prove important if widespread
spectrum sharing is to become a reality. In the next section, we provide an outline of our

main contributions towards this goal.
1.2 The Cognitive Concept and Spectrum Sharing for TVWS

The cognitive network as envisioned by Mitola incorporated a sophisticated system of learn-
ing and knowledge representation. Roughly, it consists of an algorithm that selects ra-
dio/network parameters based on environmental measurements and operating requirements.
Therefore, it is not surprising that Cognitive Radio concepts lay at the foundation of spec-
trum sharing where operating requirements (such as protection of primary users) could be
met through a combination of sensing, collaboration, mathematical modeling, and radio
adaptation.

Under the primary/secondary user paradigm, a notion of an exclusion region was de-
fined — areas in which secondary users were prohibited in order that the primary user re-
main adequately protected. Through empirical measurements, it became apparent that the
stochastic/mathematical models for signal propagation led to pessimism in regards to the
determination of exclusion regions [50] (far too much area was unavailable for secondary
users). Thus, a significant research effort was focused on distributed and collaborative sens-
ing techniques in cognitive radios as a method to improve the selection of exclusion regions.

Another line of research focused on adapting current protocols to the needs of cognitive

radios or designing new protocols to meet these demands. Two major aspects of this work



were: 1) physical layer techniques to aid in cognitive use (such as NC-OFDM [61]) and 2)
MAC layer protocols to allow for the incorporation of sensing [15]. It is the latter research

question thats serves as the launching point for our work.

1.2.1 TVWS: A Test-bed Implementation for a Wi-Fi Cognitive Network

()/[ﬂ/\

Exclusion Region Boundary
aa» -

m

Figure 1.1: The purpose of the exclusion region is to prevent secondary users from degrading
the service at a TV receiver. Note that the exclusion region is a function of receiver location

as well as the received signal strength from the TV transmitter (the SNR).

In the next chapter, we begin by constructing a Software Defined Radio based cognitive
network inspired by the IEEE 802.11 Wi-Fi protocol as a pre-cursor to the 802.11af standard
which was ratified in 2014 [11]. This task is accomplished through a modification to the
CSMA /CA medium access mechanism (dubbed QP-CSMA-CA) to incorporate sensing.

In work prior to QP-CSMA-CA, dedicated quiet periods have been defined for sensing,
as a synchronized duration wherein all clients are prohibited from uplink transmissions; this
interval is intended for sensing a channel’s status so as to detect out-of-network transmissions.
However, such dedicated periods may adversely impact system throughput as the price for
coexistence.

Yet Wi-Fi’'s DCF mechanism already incorporates quiet intervals that could be exploited

and extended for sensing purposes in lieu of a dedicate sensing period. The proposed QP-



Figure 1.2: This figure illustrates an example of the radar/communication coexistence sce-

nario as envisioned by [65].

CSMA-CA protocol is implemented on the universal software radio peripheral (USRP)-based
software defined radio platform and configured in a small network for measuring throughput
and latency. Experimental and simulation results show the efficacy of the proposed algorithm
over the dedicated sensing-based mechanism when compared in terms of system throughput

and medium access latency.
1.3 Spectrum Sharing with Radio Location Systems (Radars)

More recently, the focus of spectrum sharing has shifted to radars. A large portion of the
desirable wireless spectrum is utilized by radio location systems [10] which are largely gov-
ernment owned and operated. Under the direction of the president’s 2010 memo, the NTTA
made available 150 MHz of spectrum in the 3GHz s-band for study (and future deployment)

of spectrum sharing with civilian communication systems.

1.3.1 Detecting and Protecting Radars Through Sensing

The initial estimates from the NTTA (using path-loss based predictions) led to the exclusion
regions shown in Figure 1.3.1. Notice that much of the coastline (coincidentally where the
vast majority of the population resides) is firmly marked as an exclusion region. As was
the case with TVWS, pessimism in determining exclusion regions will negate much of the
benefits promised by spectrum sharing. However, unlike TVWS, radars incorporate a mea-
sure of dynamism that includes mobility and intermittent periods of inactivity. Additionally,

radars have the unique characteristic that the transmitter and receiver are typically colo-



Figure 1.3: Original NTTA Exclusion Regions (Yellow) and revised exclusion regions (blue)

cated. Hence, any knowledge of the radar transmitter can be used to much greater effect
for the purposes of protecting radars while simultaneously shrinking the exclusion regions
(Figure 1.3).

In Chapter 3, we look at shrinking the exclusion regions by incorporating sensing into Wi-
Fi. Specifically, the proposed approach to spectrum sharing is based on unilateral action by
Wi-Fi networks to prevent unacceptable interference to incumbent search radars (typically
operating in S-band). We will evaluate the ability of a single Wi-Fi network to speedily detect
radar operation using spectrum sensing as a means of protecting them via subsequent dy-
namic frequency selection (DFS), i.e. changing to another Wi-Fi channel (typically outside
the radar band with no discernible impact on radar operations). We rely on the oppor-
tunistic use of naturally occurring random quiet/idle periods in a Wi-Fi network employing
Distributed Coordination Function (DCF) to detect the presence of a radar using energy
detection. We will analytically characterize the statistical properties of the idle periods in

terms of occurrence and duration in the full buffer and downlink only traffic cases, and verify



our analysis using simulations. We then suggest simple modifications to Wi-Fi parameters
in order to improve radar detection performance and examine the resulting Wi-Fi through-
put costs. Our key contribution will be to throughly characterize the Wi-Fi throughput vs.

detection trade-off implicated by this coexistence mechanism.

1.3.2  Impact and Mitigation of Radar Interference in LTE Systems

In Chapter 4, we consider the coexistence problem in the reverse direction by investigat-
ing the impact of radar interference on LTE through direct injection of narrow-band radar
waveforms into a state of the art LTE down-link simulator. We will show detailed results
demonstrating the impact of interference on various parts of LTE signaling including ref-
erence symbols. Then we show how the presence of radar interference causes errors in the
noise and interference estimates, impacts decoding in the LTE soft decoder, and ultimately
leads to erroneously received Sub-frames. We will propose a heuristic mechanism to com-
bat such interference and improve LTE throughput in the presence of narrow-band radar
using selective erasures. Ultimately we will show that LTE can be made far more robust
to bursty interference — a critical requirement prior to successful deployment in spectrum

sharing scenarios.

1.3.8  Impact and Mitigation of Radar Interference in Wi-Fi Systems

In Chapter 5, we will extend the work from Chapter 4 through a comprehensive examination
of Wi-Fi/radar coexistence from the perspective of a single Wi-Fi link. To our knowledge,
this is the first controlled signal level study addressing the impact of radar on Wi-Fi. We
will employ an array of packet error rate simulations to characterize the effect of radar
interference during each phase of reception. Following this characterization, we provide a set
of signal processing blocks (with accompanying analysis) to detect radar interference during
packet reception and take corrective action when possible.

By capitalizing on the inherent structure of the Wi-Fi signal (in-built redundancies and

pilot signals), we are able to immunize WLAN to radars and hence allow Wi-Fi networks



to operate considerably close to radar transmitters. As we will show, even in conservative
deployment scenarios, the WLAN receiver can expect to see interference levels that far exceed
what it can tolerate without the modifications suggested in this chapter. Solutions like those
proposed in this chapter will play a key role in realizing the potential of spectrum sharing

by enabling deployment of communication systems in the widest possible area.

1.3.4 The Path to Enabling Large Scale Coexistence Studies

Finally, in Appendix A, we will lay the groundwork for incorporating the signal level results
obtained in Chapter 5 into the ns-3 system simulator. The results presented in Chapters
4 and 5 have focused on the impact of radar on a single communications link. The next
logical step is to consolidate the obtained results into new error tables that allow full-scale
network wide coexistence studies between Wi-Fi and radar (as previewed in results presented

in [21)).
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Chapter 2

QP-CSMA-CA: A MODIFIED CSMA-CA-BASED COGNITIVE
CHANNEL ACCESS MECHANISM WITH TESTBED
IMPLEMENTATION

In this chapter, a modified carrier sense multiple access-collision avoidance (CSMA-CA)
mechanism, termed as quiet period-CSMA-CA (QP-CSMA-CA) is proposed, for the pur-
poses of coexistence in a cognitive networking set-up with secondary clients that seek access
using 802.11. In work to date, dedicated quiet periods have been defined for this purpose,
as a synchronized duration wherein all clients are prohibited from uplink transmissions; this
interval is intended for sensing channel status so as to detect out-of-network transmissions.
However, such dedicated periods may adversely impact system throughput as the price for
coexistence. In QP-CSMA-CA, the Wi-Fi nodes perform channel sensing during an eztended
back-off phase; thereby bypassing the need for separate dedicated sensing interval. The pro-
posed QP-CSMA-CA protocol is implemented on the universal software radio peripheral
(USRP)-based software defined radio platform and configured in a small network for mea-
suring throughput and latency. Experimental and simulation results show the efficacy of the
proposed algorithm over the dedicated sensing-based mechanism when compared in terms of

system throughput and medium access latency.

2.1 Introduction

The desire to improve utilization of previously licensed bands that have been shown to be
under-used, has led to the new policy of allowing use of such spectrum by secondary or
unlicensed users, as long as they do not interfere with the primary or licensed users [47].

The resulting proliferation of unlicensed wireless networks will increasingly lead to scenarios
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where multiple such secondary networks overlap due to co-location, contributing to what
is expected to become the major challenge in the future [32] - that of coexistence among
heterogeneous unlicensed networks, i.e., those with different PHY and MAC layers. This
is already an issue in the so-called 700 MHz TV White Space (TVWS) band, where IEEE
802.22 Wireless Regional Area Networks (WRAN) will co-exist with the currently emerging
IEEE 802.11af Wi-Fi networks.

IEEE 802.22 is designed for point-to-point access between a base station (that may op-
erate upto a maximum of 4 W equivalent isotropically radiated power (EIRP)) and fixed
customer premise equipment (CPE) with 1.5 Mbps/384 Kbps on downlink/uplink, respec-
tively [69]. On the other hand, 802.11af Wi-Fi network is intended for extended range internet
access of portable devices. The PHY/MAC layers of these two potentially co-located net-
works are thus very different by design; 802.22 has adopted orthogonal frequency division
multiple access (OFDMA) and a centralized, connection-oriented MAC, where the base sta-
tion controls resource allocation on the uplink among all its connected users. On the other
hand, the 802.11af MAC supports the usual contention-based medium access with restric-
tions on operation only within channels 21 to 62 in the TVWS. Since these Wi-Fi devices
will operate in the TVWS, they need to transmit with a spectral mask of -55 dBm below the
maximum transmit power on channels adjacent to channels with active TV broadcasting.
The PHY layer of 802.11af is based on the same principles as 802.11ac and will support
multiple bandwidths, e.g., 5, 10, and 20MHz. The 802.11af devices need to coexist with het-
erogeneous bandwidths of operation within a homogeneous Wi-Fi network, as well as with
802.22 networks, and primarily with TV broadcasting networks.

Clearly, coexistence enhancing mechanisms are desirable in all such PHY /MAC designs to
protect incumbents and minimize interference, utilizing primitives such as spectrum sensing,
geolocation, and frequency agility. In general, nodes within a network transmit beacons

1 that could facilitate discovery of network identity by other networks that are equipped

'For example, 802.22 base station transmits regular super-frame Control Header (SCH). Similarly,
802.11af APs could also transmit quiet period schedules for sensing in periodic beacon frames during



12

with out-of-band sensing capability [69]. In 802.22, the base station schedules quiet periods
for sensing by all nodes during which no transmission takes place, to enable (self) network
status estimation. Since 802.11af will access medium using distributed MAC, any such
synchronized listening must be achieved via a different manner. The primary purpose of this
work is to suggest a new MAC algorithm - Quiet period carrier sense multiple access - collision
avoidance (QP-CSMA-CA) - that enables such a feature, by exploiting inherent opportunities
within distributed coordination function (DCF) in 802.11. Further, we implement the QP-
CSMA-CA protocol in a lab-scale universal software radio peripherals (USRPs) test-bed to
validate the performance of our proposed algorithm. In summary, following are our major

contributions:

e Propose QP-CSMA-CA protocol for sensing and detection of coexisting networks;

e Implementation of USRP-based heterogeneous network of secondary and primary users,

where QP-CSMA-CA algorithm is applied at the secondary nodes.

The chapter is organized as follows. Section II gives a brief discussion on dedicated sensing
in conventional CSMA-CA based mechanism and existing 802.22 Standard. In Section III, we
provide a detailed description of our proposed QP-CSMA-CA mechanism. The USRP test-
bed implementation of our proposed algorithm is detailed in Section IV while the algorithm
and process flow are illustrated in Section V. The results obtained from our USRP test-bed
and corresponding simulation results are presented in Section VI. Finally, Section VII draws

the conclusion.

2.2 Related Work

In order to detect interfering networks, a Wi-Fi network needs to have a coordinated sensing

period without activity in its own network. Currently proposed schemes [15] - [48] for

which the active nodes are prohibited from data transmissions.
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coordinated sensing introduce periodic sensing intervals within the data transmission phase
that result in reduced network performance.

The intermittent DCF (I-DCF) scheme [15], illustrated in Fig. 2.1, introduces dedicated
and periodic sensing duration, 7 in order to detect presence of incumbents. Due to these
predefined durations, the authors propose to fragment data packets (Fig. 2.1(a)) in order to
accommodate periodic sensing. Howewver, the control packets namely, RTS, CTS, and ACK
packets are not fragmented. Additionally, a successful data fragment should have a minimum

of DAT A,,;,, bits. So I-DCF scheme leads to three serious drawbacks:

e If remaining time ¢, between SIF'S and initiation of sensing is not sufficient for an RTS,
CTS, or ACK packet, then a control packet, if scheduled, is not transmitted and can
be a potential cause of inefficient spectral usage. However, a fragment of DAT A,.in
bits with duration less than ¢, can be transmitted until the initiation of the sensing

duration as depicted in Fig. 2.1(a);

e If ¢, is smaller than the transmission duration of DAT A,,;, bits, no data fragment is

sent and this ¢, interval is wasted as depicted in Fig. 2.1(b);

e Significant overhead due to the need for transmitting multiple PPDU containing the

packet fragments.

In [48], the base station within the IEEE 802.22 network defines specific sensing intervals
namely, intra-frame sensing (IFS) and inter-frame sensing (IRFS) durations. These durations
are typically around 25 and 50 ms, respectively. During these sensing periods, all the CPEs
are prohibited from data transmission and are required to sense collaboratively for idle
channels, not occupied by incumbents.

In a Wi-Fi basic service set (BSS), a Quiet element [9] is used in order to obtain measure-
ments on occupancy of one or multiple channels, except for the one it is currently operating
in. The Quiet element is defined by an access point (AP) in Beacon or Probe Response frame

in order to request the nodes to collect and report measurements on designated channels.
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Figure 2.1: Intermittent DCF Scheme illustration

However, it should be noted that this Quiet element demands for a dedicated time duration
of at least one time unit (TU) of 1ms during which no transmissions are permitted from the
nodes in the BSS on the current channel. Multiple such Quiet elements can be transmitted
by the AP in order to schedule various quiet intervals. These dedicated sensing intervals on
multiple channels result in inefficient bandwidth utilization, since STAs are prohibited from
data transmissions simultaneously.

Our proposed QP-CSMA-CA does not involve dedicated sensing since we intend to exploit
existing back-off period in conventional CSMA-CA mechanism for sensing of out-of-network
interference. Since carrier sensing (CS) is already performed during the back-off phase, QP-
CSMA-CA extends this CS procedure to sense multiple other channels for future occupancy.
By incorporating sensing within back-off, QP-CSMA-CA intends to improve short-term un-
fairness among network nodes and enhance aggregated throughput of the BSS as illustrated

later in Section VI.

2.3 QP-CSMA-CA Mechanism

In DCF, contention-based access adopts the CSMA-CA mechanism, where the active nodes
in the network perform the following actions: (i) sense the channel if it is idle for a fixed

distributed inter frame spacing (DIFS) period, (i) if the medium is still idle, the nodes
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enter a back-off phase and choose a random value for their back-off counters between 0 and
minimum contention window (C'W,,;,), while sensing simultaneously its operating channel
for possible occupancy, (i) if medium is sensed occupied, they set their network allocation
vectors (NAV) corresponding to the fixed duration specified by either an uplink or a downlink
packet transmission, (iv) if medium is sensed idle, the nodes start decrementing their existing
counter values in every time slot, and (v) when counter value of a single node reaches zero, and
the medium is still idle, this specific node wins the contention and starts data transmissions.

In QP-CSMA-CA, we propose to introduce quiet periods within the contention period
prior to gaining access to the medium. The purpose of such quiet periods is to sense and
detect other coexisting network (e.g., 802.22, Zigbee networks) operation either on the cur-
rent channel of contention or in one its adjacent channels. Detection of such operation would
either allow the Wi-Fi network to coexist using interference mitigation techniques or switch
to a different channel for interference avoidance. Quiet periods ensure perfect detection of
coexisting heterogeneous networks, since transmissions from the similar network are prohib-
ited during this interval. The major difference between QP-CSMA-CA and conventional
CSMA-CA (for instance, I-DCF) is in the scheduling of quiet periods. Dedicated sensing
periods [15] are scheduled in CSMA-CA mechanism as illustrated in Fig. 2.1, while quiet
periods in QP-CSMA-CA are scheduled during the contention phase.

For QP-CSMA-CA, step (i) in conventional CSMA-CA illustrated above is modified to
an extended back-off phase. This phase is initiated with the scheduled quiet period of fixed
duration followed by the back-off phase as shown in Fig. 2.2. However, the quiet periods are
scheduled periodically by the AP after sensing the medium to be idle for DIFS period. The

reason for scheduling quiet periods within the back-off phase is two-fold:

e During back-off phase, nodes are in sensing mode and hence, not transmitting data
packets (unless one of its counter value reaches zero). Therefore, quiet period is, in

essence, already established.

e In back-off phase, since nodes are already in sensing mode, QP-CSMA-CA extends
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Figure 2.2: Comparison of timing diagram between QP-CSMA-CA and I-DCF

this sensing behavior not just restricting to its own channel, but also to its adjacent
channels; therefore, no State change (from transmission mode to sensing mode as in

dedicated sensing) is required in the transreceiving circuitry.
The potential benefits behind this new MAC proposal are the following:

e Fragmentation of data packets prior to dedicated sensing periods in I-DCF, while
sensing during the contention phase leads to no packet fragmentation since nodes are

in sensing mode after the DIFS period;

e Exploit the back-off phase that is essentially a sensing phase with inherent quiet peri-

ods;

Quiet periods, when scheduled, may initiate after synchronization at the DIFS period.
The extended back-off phase starts with the quiet period, followed by back-off counter setting,
and then medium access. Each of these steps are illustrated in depth in the following sub-

sections.
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Element ID Length Quiet Quiet Period Quiet Number Switch Channel ID
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Figure 2.3: Quiet element frame format in Beacon and Probe Response frames

2.3.1 Quiet Period Scheduling

In QP-CSMA-CA, as stated earlier, sensing shall be performed during the back-off phase.
However, the network nodes need to be informed by the AP about scheduled sensing either
in a Beacon or a Probe Response frame. We utilize the existing Quiet element in Beacon and
Probe Response frames but with new interpretations of the fields in terms of DIFS periods.
The Quiet element frame format is depicted in Fig. 2.3.

The Element ID is a specific value assigned for the Quiet element.

The Length field is set by the AP based on the length of the six fields namely, Quiet
Count, Quiet Period, Quiet Duration, Number of Channels, Switch Decision, and Channel
ID.

The Quiet Count field is set to the number of DIFS intervals after the current Beacon
or Probe Response frame interval when the quiet period is initiated. A value of 1 indicates
that the quiet interval starts immediately after the DIFS period following the current Beacon
or Probe Response frame interval. Alternatively, a target time can also be advertised along
with this field such that the nodes may initiate scheduled quiet period after the DIFS period
following the expiration of the target time.

The Quiet Period field is set to the number of DIF'S periods between the start of regularly
scheduled quiet durations. A value of 0 indicates that no periodic quiet interval is defined.
A value of 2 implies that the nodes are required to perform sensing every alternate DIFS
periods. This scenario is illustrated in Fig. 2.4. The periodicity can be changed by the AP in
the BSS based on measurement reports received from the nodes. Higher rate of occupancy

by coexisting networks shall result in reduced periodicity (values between 1 and 3 DIFS
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period) and frequent sensing schedules, while lower occupancy rates shall result in increased
periodicity (values between 6 and 10 DIFS period and value 0).

The Quiet Duration field is set to the duration of the quiet interval required for sensing M
channels. This duration is a function of the channel sensing time, 7., and channel switching
time, Ty, per channel. The parameter Ty, for energy detection is the time incurred in the
integration of the received signal power over N samples per channel bandwidth B. It should
be mentioned here that N is a function of target detection probability, P; and false alarm
probability, Pr,. A lower bound on sensing time T, for M channels is expressed in terms

sen

of received signal-to-noise ratio ¢ and P, based on [2]:

T =k g (0 (14 <%>))2, 2.1)

where Q(.) is the @Q-function. Settling time, Ty, also known as the switching time, is
the time incurred by the phase locked loop circuit to switch from the current channel and
lock into the next desired channel for sensing. Usually, the phased locked loop bandwidth is
increased in order to reduce the settling time during the frequency switching transient. After
the transient has subsided (indicated by acquisition of phase lock), the loop bandwidth is
reduced. This mechanism allows fast settling with low phase noise and low power dissipation.
This technique is used as an illustrative technique that can be used by the nodes for faster
switching between channels to be sensed.

As evident from Eq. 2.1, the sensing time after each DIFS period is a function of the
number of channels (M) to be sensed, samples per channel (N), and the current traffic load
requested by the network nodes in the BSS. The AP may run an algorithm using 77, a fixed
Ty, traffic load in the BSS, Py, and Py, in order to obtain an optimal number of channels
to be sensed. The detail of the algorithm is out of scope of this chapter. Based on the Quiet
Duration field in the Quiet element, the recipient nodes are aware of the next quiet duration.

The Quiet Duration field in a Quiet element can be varied within a beacon interval. After
initiation of contention phase after the beacon interval, the nodes perform quiet periods of

durations specified in the Quiet Duration field in a Beacon frame. However, the Channel
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Figure 2.4: Ilustration of the fields in Quiet element for sensing in back-off phase

Usage field in Probe Request frame can be utilized by the nodes to indicate to the AP about
occupancy decisions on channels defined by the field Number of Channels. If no variations
in sensing decisions are observed from nodes for some sensed channels, the AP uses the
Quiet Duration field in the Quiet element of a Probe Response frame to indicate variations in
quiet period scheduling for only the channels that require revised sensing durations. In such
a scenario, the Quiet Count element is now revised and all other previous values of Quiet
Count shall be ignored by the nodes. The reference is now based on the Probe Response
frame, instead of the last received Beacon frame. The Quiet Duration and Channel ID fields
are replicated for each of the channels that require modified quiet periods in QP-CSMA-
CA. For the channels not mentioned in the Probe Response frame, the Quiet Duration value
defined in the last Beacon frame shall still be maintained by the nodes. Finally, if the AP
decides on no variability in sensing durations based on sensing reports from the nodes, the

AP transmits an unchanged Quiet element in Probe Response or in Beacon frame.
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The Channel ID field contains a variable number of octets, where each octet describes
a single channel ID. Based on the algorithm executed at the AP, it should decide on the

number of channels to be sensed and enlists the IDs in this field.

2.3.2  Extended Back-off Phase for Quiet Period

As Stated earlier, in order to schedule quiet periods (QPs) within the contention phase, the
AP broadcasts the Quiet element with all the pertinent parameters. For instance, based on
the fields in the Quiet element, the AP may schedule QPs every 5 DIFS if it detects operation
from heterogeneous networks on a specific channel of interest (from measurement reports sent
in regular intervals), or after 20 DIFS when no other networks are detected on this desired
channel. Since the QP is scheduled in terms of DIFS intervals, it is apparent that the
distributed Wi-Fi network has to synchronize at the scheduled DIFS period. Moreover, an
extended back-off phase is initiated at this scheduled DIF'S, where sensing shall be performed
by all active (with uplink data to transmit) nodes in the network.

In order for the QP sensing to be effective, each node must enter the scheduled DIFS
periods (i.e., based on the Quiet Count field in received Beacon or Probe Response frame)
simultaneously as all the other nodes. If all packets during the data transmission phase
(i.e., RTS, CTS, DATA, and ACK) are received successfully, then the DIFS period will be
initiated by each node concurrently when the NAV expires and the medium is sensed idle.
Since the hidden node problem is reduced with virtual carrier sensing, the medium is sensed
idle by each node simultaneously. The NAV, being set by a successfully detected packet, also
expires at the same time for each node. In case of detected errors in packet reception (i.e.,
no ACK received from the AP after uplink data transmission), and if the following DIFS is
where the QP is scheduled, then, instead of sensing the channel for (Extendedl F'S - DIFS)
period shall just sense for DIFS period in order to synchronize with the other nodes in the
network. In all other scenarios of detected packet reception errors and no QP scheduling
at the following DIFS, the conventional CSMA-CA protocol is executed by the nodes. It

should be emphasized here that none of the contending nodes shall be allowed to decrement
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their counters during the scheduled Q)P in order to ensure no packet transmission within the

network.

2.3.8 NAV Setting and Medium Access

Following the extended back-off phase, the nodes resume normal operation with their existing
values of back-off counters from the preceding contention period. During the preceding
contention phase, the nodes contended for the channel with their respective back-off counter
values. While decrementing the counter values, one of these nodes gained access to the
medium when its counter value decremented to zero. When the medium is occupied by this
node, all other active nodes set their NAVs to the value of RT'S-NAV or CTS-NAV and freeze
their counters at their respective back-off counter values. After the schedule QP, all these

nodes resume their counter values from the previous contention phase.
2.4 USRP Based Experimental Set-Up for QP-CSMA-CA Evaluation

An experimental set-up to assess the performance of the QP-CSMA-CA algorithm was de-
signed using the USRP [6] test-bed, which provides a radio front-end to a General Purpose
processor (GPP) as depicted in Fig. 2.5. Basic filtering, tuning, down-sampling, and interpo-
lation occur on the USRP; complex valued samples are streamed over Ethernet to and from
the GPP, where all other signal processing necessary for demodulation are accomplished, us-
ing the open source GnuRadio software library 2. GnuRadio blocks are connected into a flow
graph that allow for data passing between blocks in a thread-safe manner. Our experiment
relies heavily on the included OFDM modulation and demodulation blocks provided [1].
The performance of QP-CSMA-CA is explored with respect to three key parameters:
a) Per-channel arrival rate A of primary user (PU) frames
b) Quiet Period D between sensing intervals (varying QP sensing frequency)

c) Exponent variable L that determines the Quiet Duration.

2GnuRadio includes a set of signal processing blocks that perform the digital transceiver functionalities
on a host computer.
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Figure 2.6: A detailed view of the GPP implementation. Blue blocks indicate custom written

GnuRadio blocks used for implementation. Small arrows indicate control signals.

Prior to the start of an experiment, the values for D and L are preset at each node. After

each packet is transmitted, the back-off procedure begins. If sensing is not scheduled, a

random back-off between 0 and 15 (= CW,,;,,) is selected. In the case when QP is scheduled

after the completion of a packet transmission, the countdown length is selected at random

in the range [2%, 21! — 1], measured in number of slots.

Three USRPs were used in the set-up; a pair of USRP N210 devices serve as nodes in the

secondary network, while a USRP2 is used to simulate the primary user (PU) 2. The nodes

used for the secondary network are synchronized through a common clock using a cable as

3The selection of USRP models has no significance other than availability - none of their functional

differences were exploited during the experiment.
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Figure 2.7: Left:PU (USRP2), Middle: Receiver (N210), Right: Transmitter (N210)

show in Fig. 2.7. The antennas used were PCB directional Log Periodic with a gain of

5-6dBi (Ettus LP0410) [6].

1. The nodes in the secondary network are set to a sample rate of 12.5 MS/s with antennas

located 1 meter apart. Each node is set up as a dedicated transmitter or receiver.

2. The secondary network uses an OFDM signal with a bandwidth of 1.5MHz located in

one of 5 partially overlapping 2MHz channels (Fig. 2.8).

3. A fixed packet length of 1536 bits and a preamble length of 128 is chosen for the

secondary network.

4. The PU node is set to a sample rate of 7 MS/s located 10 meters away from the
secondary network transmitting an OFDM modulated signal occupying 875KHz. The

PU can operate in one of six non-overlapping 1 MHz channels.

5. The activity schedule for the primary, including channel dwell times and hopping se-

quence, are generated in advance using Matlab. The primary is modeled as a Poisson
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process with arrival rate A that dwells on a channel for an exponentially distributed
duration before relocating to a uniformly distributed randomly selected channel in the
range of [1,6]. A minimum dwell time of 10ms is enforced by re-generating samples

that are too small.

6. Modulation and demodulation are performed off-line using the OFDM blocks included
as part of the Gnuradio toolkit (Fig. 2.6).

2.4.1 Retuning

The challenge faced when the local oscillator frequency on the USRP is changed to a new
channel is the lack of control on timing of the retuning. Specifically, it is not possible to
ensure the USRP re-tunes at a specific time leading to uncertainties when attempting to
transmit in a new channel. The timing of tuning is influenced by control signal latency
that is governed by that of Ethernet [52]; often times a tuning operation can take more
than 1 millisecond, orders of magnitude longer than the typical DIFS. Our solution relies
on digital tuning on the GPP (Fig. 2.6). Using multiplication by a complex exponential
with frequencies ranging from -2 through +2 MHz in increments of 1 MHz, data packets are

pre-shifted at baseband and placed at the correct frequency offsets for each channel (Fig.
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Figure 2.9: For each channel, a packet is shifted to the appropriate frequency at complex

baseband.OFDM sub-carriers not shown.

2.9). Then, switching channels is simply a matter of streaming the correct data to the USRP
slightly in advance of their intended transmission. Appending timing information to the

samples ensures that the USRP switches to a new channel at the desired time.

2.4.2 Sensing and the Genie Block

The duration required to stream samples from the USRP to the GPP, compute energy, and
make a decision regarding the presence of the PU far exceeds the allowed time proposed by
QP-CSMA-CA. Therefore, in addition to the new GPP re-tuning, a Genie block is imple-
mented (please refer to Figs. 2.5 and 2.6) to simulate sensing. The genie block has access to
perfect knowledge of the PU’s actions. Parameters such as P, and P, are used to mimic real
sensing as closely as possible. While the inclusion of the genie block is undoubtedly a sim-
plification, it is justified since realistic implementations would avoid heavy latency penalties
when compared to the USRP.

The Genie block maintains a running timer used to determine the timing of the sensing
operations. When sensing is scheduled to occur, the Genie consults the PU activity schedule
and simulates a sensing decision. The best channel is then chosen by scanning all channels
and selecting the one furthest away from the location of the PU. When the genie selects the
appropriate channel for transmission, it streams the baseband shifted (Fig. 2.9) packet for
the channel to the USRP. In order to ensure accurate timing, a Time Tag is appended to

the stream which is later used by the USRP to transmit samples at the desired time. It
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Figure 2.10: Flowchart for the QP-CSMA-CA USRP based implementation

is important to note that employing a Genie necessStates a common reference time for the

primary and secondary networks.

2.5 QP-CSMA-CA Implementation

The general flow of the QP-CSMA-CA algorithm as implemented for the experiment is shown
in Fig. 2.10. There are two basic flows described and the base case occurs when QP sensing

is not scheduled. In such a case, the algorithm executes conventional CSMA/CA MAC.
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On the other hand, when QP sensing is scheduled, the algorithm takes the opportunity to
scan and locate the best available channel. Due to simulated sensing (the Genie block),
synchronization between the PU and secondary networks is crucial, as such, the algorithm
begins by synchronizing the networks. Thus, channel idleness and best channel decisions can

be made by the Genie consulting the PU schedule.

As the algorithm executes, it maintains a count for the number of packets transmitted.
The packet count is then used to establish when QP sensing takes place using the parameter
D (Fig. 1, lines 1-5). If QP sensing is to occur, the extended back-off is randomly generated
and counted down (each slot is 20us). At the end of the countdown, the secondary user
relocates to the best channel as selected by the Genie and a packet is transmitted (Fig.
1, lines 12-13). On the other hand, if QP sensing is not scheduled, the algorithm (once
again using the Genie) senses the medium until it is detected to be free. Subsequently, a
random back-off between 0 and 15 is selected and counted down ultimately leading to a
packet transmission. In either the QP or non QP case, once transmission is complete, the
packet count is incremented and the next iteration begins. The algorithm continues the
process until all packets have been transmitted. The Quiet Period (parameter D) is varied

in each experiment while Quiet Duration (L) is kept constant.

2.6 Performance Evaluation of QP-CSMA-CA

Broadly, there are two sets of parameters available for modification to explore the perfor-
mance of QP-CSMA-CA. The secondary network parameters govern the frequency of the
extended back-off periods used for sensing (D) and the duration of sensing periods (L) while
the mean dwell time of the PU () are modified to evaluate the throughput of the secondary
network when coexisting with varying PU activity. A simulation based on the experimental
set-up is created using MATLAB in order to establish expectations for each scenario. For

the purposes of the simulation, a collision channel [44] model was used.
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Algorithm 1 Algorithm implementing QP-CSMA-CA on the USRP

1: packetcount < 0

2: period < D

3: L+ 4

4: while more packets remain do

5:

6:

7

8:

9:

10:

11:

12:

13:

14:

15:

16:

17:

18:

19:

20:

21:

22:

23:

24:

25:

26:

if packetcount mod period then
backoff < rand (2% 25+ — 1)
while backoff> 0 do
backoff <— backoff—1
wait(20 ps)
end while
tune_best_channel()
transmit()
packetcount <— packetcount+1
else
if channel is idle then
while backoff> 0 do
backoff < backoff—1
wait(20 us)
end while
transmit()
packetcount < packetcount+1
else
backoff < rand(0,15)
go to 17
end if
end if

27: end while

> number of packets transmitted
> sensing frequency parameter

> quiet period length

> QP Sensing

> Default Carrier Sensing

> continue checking for idle channel
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2.6.1 Dedicated Sensing

As a point of comparison, measurements were made using a conventional CSMA-CA type
algorithm with a dedicated sensing periodicity of 50 milliseconds and duration of 25 time
slots. Packets generated just prior to the scheduled (dedicated) sensing period would be
delayed till sensing is executed. In other words, the packet is not fragmented (as proposed in
I-DCF) but delayed until sensing is complete. This modification has negligible impact given

our setup.

2.6.2 FExperimental Timing Diagram

At first, the node simulating the PU transmits a 13-bit barker sequence so that both networks
are synchronized to a common time reference. The experiment begins 1 second after the
networks have been successfully synchronized. The PU node transmits its signal as indicated
by the pre-generated activity schedule. When the secondary network begins transmission,
a timer is initiated. The timer is incremented based on the number of samples streamed
to or from the USRP. The timer is then used by the GPP to locate the sensing windows
as directed by QP-CSMA-CA. During a sensing window, the Genie makes a decision about
the preferred channel to operate. The receiver simply records the complex samples provided
by the USRP to a file. Once the preset experiment duration has elapsed, the experiment
terminates. An off-line demodulation of the recorded data is performed to compute the
number of corrupted and dropped packets. Subsequently, the nodes are re-initialized and

wait for the synchronization signal from the PU node to initiate the next experiment.

2.6.3 Simulation Set-up

The Matlab based simulation is done in two steps. Firstly, the algorithm in Figure 1 is
executed to generate a full trace (a fully simulated experimental time-line) of the secondary
user’s activities based on the QP algorithm. Next, the secondary user trace is compared to

the PU activity schedule allowing detection of all packet collisions.
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Figure 2.11: An optimal selection for number of DIFS between sensing exists

During the simulation, no detailed channel model is implemented and no samples are
transmitted, instead, the collision channel model [44] is used to determine whether a packet is
successfully received; once the number of collisions is tallied, it is used to compute throughput
of the secondary user. Each simulation run represents a 10 second long experiment with a
single PU and a pair of secondary nodes, repeated for 300 iterations. Channel set-up, packet

length, and other key parameters in the simulation exactly match the experimental set-up.

2.6.4 QP-CSMA-CA Throughput

Fig. 2.11 shows that throughput increases sharply at first when sensing becomes less frequent.
In the case of frequent sensing, throughput is dominated by the overhead of the newly
introduced quiet periods. However, as sensing becomes more infrequent, experimental results
do not match simulations as closely. In the event of a collision, the simulation assumes a
packet drop. In contrast, packets are frequently successfully decoded even in the presence of
interference, potentially accounting for the throughput discrepancy as the number of such

events increases due to less frequent sensing.
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Figure 2.12: Throughput of dedicated sensing compared to QP-CSMA-CA

When evaluating the performance of QP-CSMA-CA, throughput must be compared to
that of dedicated sensing. Specifically, Fig. 2.12 clearly shows the benefits of QP-CSMA-CA
when compared to the dedicated sensing strategy. Dedicated sensing is comparable to QP-
CSMA-CA when QP sensing is scheduled with Quiet Period of 75 DIFS. As a result, in cases
where the PU exhibits a short mean dwell time, dedicated sensing performs significantly
worse when compared with QP-CSMA-CA. On the other hand, as mean dwell time of the

PU increases, the performance gap is reduced.

Regardless of the mean dwell time of the PU, optimal throughput is achieved when the
secondary network is programmed to sense approximately with Quiet Period of 20 DIFS.
Remarkably, the Quiet Period range of 20-40 DIFS remains close to the optimal point (Fig.
2.13) as dwell time is increased. Note that as the dwell time of the PU increases, throughput
is less affected by reducing sensing frequency. As expected, frequent sensing of a slow-moving

PU is a poor strategy to achieve enhanced throughput.
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Figure 2.13: Optimal sensing frequency is stable regardless of PU dwell time

2.6.5 QP-CSMA-CA Medium Access Latency

The medium access latency results indicate that QP-CSMA-CA yields an improvement over
the dedicated sensing mechanism. Fig. 2.14 illustrates the performance of QP-CSMA-CA
with various values of Quiet Periods. Note that lowest latency does not coincide with optimal
throughput, indicating a trade-off between the two performance metrics. When sensing is
most frequent, the secondary network is aware of the location of the PU at all times and
therefore exhibits lowest latency for medium access. Furthermore, when the PU has faster
switching behavior, latency to access the medium is correspondingly higher. Once again,
when compared to dedicated sensing, QP-CSMA-CA allows for significantly lower latency

with Quiet Period values lower than 40.

2.7 Conclusion

Dedicated sensing intervals within DCF are introduced in Wi-Fi networks in order to detect
presence of licensed users while operating on a channel opportunistically. In this chapter, we

have proposed a modified CSMA-CA-based medium access mechanism termed here as QP-
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Figure 2.14: Comparison of medium access latency between conventional CSMA-CA and

QP-CSMA-CA mechanisms

CSMA-CA, which enables sensing and detection of heterogeneous wireless networks during
the back-off phase, while contending for the medium simultaneously. In QP-CSMA-CA, the
nodes execute quiet periods during an extended back-off phase, where the nodes sense not
only the operating channel but also adjacent channels in order to detect transmissions from
other wireless networks. Additionally, our proposed QP-CSMA-CA mechanism is exhaus-
tively implemented in the USRP-based SDR platform. Experimental and simulation results
proved efficiency of our proposed medium access mechanism over the dedicated sensing-based
CSMA-CA mechanism when compared in terms of system throughput and medium access

latency.
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Chapter 3

IMPACT AND MITIGATION OF NARROW-BAND RADAR
INTERFERENCE IN DOWN-LINK LTE

This paper investigates the impact of radar interference on LTE by directly injecting
narrow-band radar waveforms into a state of the art LTE down-link simulator. We show
detailed results demonstrating the impact of interference on various parts of LTE signaling
including reference symbols. Then we show how the presence of radar interference causes
errors in the noise and interference estimates, impacts decoding in the LTE soft decoder, and
ultimately leads to erroneously received Sub-frames. We propose a mechanism to combat
such interference and improve LTE throughput in the presence of narrow-band radar using
selective erasures. We simulate the proposed scheme and show that it is extremely effective

in mitigating narrow-band interference and realizing the throughput expected from LTE.

3.1 Introduction

In the search for new spectrum to sustain the rapid proliferation of wireless networks, focus
has recently shifted to the S-band in the 2-4 GHz range. Historically, much of these bands
have been employed by civilian weather radars and military land based/shipborne radar
systems. As spectrum management authorities such as the FCC and NTIA have begun to
consider opening up this spectrum for shared co-channel usage by communication systems
in 3.5GHz [13], a pressing question has arisen: what kind of performance can be expected
from communication systems when sharing spectral resources with radars?

One such system being considered for deployment in this shared spectrum paradigm is the
Long Term Evolution of the Terrestrial Radio Networks (LTE). LTE is the fourth generation

3GPP standard aimed at cellular mobile communications which was optimized for high
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throughput in high mobility and interference limited scenarios. To that end, robust channel
coding, frequent channel estimation, and small sub-carrier separation became cornerstones
of the LTE standard.

LTE was designed to minimize in-network co-channel interference (through mechanisms
such as fractional frequency re-use and frame blanking) and to be tolerant of interfer-
ence/poor channel conditions through mechanisms like Hybrid ARQ (HARQ) and Inter-
ference Rejection Combining (IRC). Implicit in the design of these mechanisms was the
assumption that any interference observed would largely originate from other LTE signals
from adjacent cells or other users. With these assumptions, designers were able to extract
the following advantages:

Timing and Predictability: The interference from adjacent LTE cells is largely syn-
chronized in time at the victim receiver, therefore, the interference power remains roughly
constant throughout a single sub-frame. In fact, the interference caused by LTE is slowly
varying compared to radar interference. Since channel estimates are updated multiple times
per sub-frame, it is possible for a receiver to effectively estimate the interference during
reception which as we will show later in the paper is of critical importance.

Power Levels: The front-end circuitry of LTE receivers have been designed to provide
a specified dynamic range through Automatic Gain Control (AGC) and Analog to Digital
Conversion (ADC). These designs rely on the interference remaining within given power
thresholds (i.e. no significant deviation in interference power after the AGC has been set).

Some recent work has focused on the impact of communications systems on radar receivers
such as Cordil et al in [23], but due to the sensitive nature of information concerning radars
(e.g. details of receiver structure), the public literature in the area is rather limited. A great
deal more attention has focused on the reverse direction: the impact of radar interference
on communication systems. In [22], Cohen et al show the impact of radar interference on
WiMAX signaling. The authors focus on the impact of the interference on the received
WiMAX constellation when the radar interference is co-channel or when the interference

occurs in the guard band. In [40], Lackpour et al focus on various interference mitigation
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mechanisms to improve WiMAX performance including spectral filtering, antenna techniques
for interference cancellation, and temporal filtering. Neither of them exploit knowledge of
the full receive chain to maintain link level error rates by mitigating such interference.

Recently, Sanders et al showed experimental results on the reduction of down-link LTE
throughput due to various radar waveforms [65], however, the authors did not investigate the
cause of the throughput reduction. In our work, we aim to address this gap by employing
detailed link simulations to discover the ways in which LTE is affected, and thereafter propose
measures for mitigation of radar interference into LTE.

The rest of the paper is organized as follows: in Section 3.2 we provide an overview of the
system and simulation models used in the remainder of the paper including a brief description
of LTE signaling and the soft decision turbo decoder; in Section 3.3 we examine the impact
of various pulse durations and LTE MCSes in terms of codeword error; in Section 3.4 we
delve deeper into the cause for codeword errors and show the impact of log-likelihood ratio
(LLR) errors. Lastly, in Section 3.5 we propose a simple scheme to selectively detect and
erase outlier LLRs and show large gains resulting from implementation of the scheme.

We will consider the impact of radar on LTE in following specific areas:

1. Impact on sub-frame errors;
2. Impact on the soft decision turbo decoder;

3. Impact on reference symbols;
3.2 Preliminaries & System Model

3.2.1 System Model

For the remainder of this paper, we focus on a narrow-band! low duty cycle radar with the

parameters in Table 4.3. The radar waveforms considered have duty cycles ranging from

LA narrow-band waveform is chosen to avoid the need for modeling frequency selectivity from the radar
transmitter to the LTE receiver since the literature on such a channel is very limited.
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Figure 3.1: Pulse Duration and Pulse Repetition Interval for Radar

2.5-5% using a carrier wave signal with perfect windowing. We define:

tpuise Pulse duration for the radar

tprr Time between pulses (pulse repetition interval)

o3, Variance of additive Gaussian noise

A Peak amplitude of the radar interference waveform

Af Radar waveform frequency offset in relation to LTE channel center

© Random phase offset of radar signal distributed uniformly in [0, 27)

w(t) Windowing function

For a single pulse repetition interval (PRI), the baseband waveform of the radar interference

1s:

I(t) = A- P2 19 qy(t) (3.1)
1 ift< tpulse

w(t) = (3.2)
0 otherwise

We use a Af value of 300kHz which ensures that the radar signal remains within the

boundaries of the LTE channel, while it does not fall perfectly on the DC sub-carrier. In
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Figure 3.2: Power spectral density of two different radar Waveforms

order to vary the intensity of radar interference, we employ the Peak Interference to Noise
Ratio (PINR) measure defined as:
2

A
PINRgg = 10 - log —- (3.3)
ON

3.2.2 LTFE Signaling

LTE uses a form of Orthogonal Frequency-Division Multiple Access (OFDMA) whereby sub-
carriers and symbols are grouped into blocks of 12 sub-carriers x 14 symbols. The group
of 14 symbols is termed a sub-frame and has a duration of 1ms while the 12 sub-carriers
occupy 180kHz. This basic scheduling block of (12 sub-carriers for 1 sub-frame) is termed a
resource block (RB) and is shown in Fig. 3.3. A single element in an RB (single sub-carrier
for the duration of a single OFDM symbol) is labeled a resource element. While some OFDM
symbols only carry data, others (such as symbols 1, 5, 8, and 12) also carry pilots (Fig 3.3).
The pilot tones are offset in frequency and periodic in time which allows for accurate channel
estimates across the entire LTE band.

Each symbol is 66.7us in duration preceded by a 4.7us cyclic prefix. The first symbol
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Table 3.1: Radar Parameters

‘Waveforms
Parameter 1 2 3
Type Carrier Wave (PON) [65]
Windowing Perfect Rectangular
Pulse Sus  bus 50us

Pulse Interval 200us 1ms 1ms

Phase Random

-~ lms —
1
2 | |
s . 15KHz
— 6 :
5ol |
Q
2
n u u 0 resource
-element,
12 [ |
1 45 14
ds mbols quiet
control y B reference symb()l
portion

Figure 3.3: A single LTE Resource Block (left) and the LTE Resource grid for 10MHz
down-link (right)
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Table 3.2: LTE Parameters

Bandwidth/Type 10 MHz/FDD
Sampling Rate 15.36 MHz
Channel Model AWGN /Pedestrian B
Antenna Config SISO

Hybrid ARQ Off

Rate Selection | 10% Codeword Error Probability
Modulations QPSK/16QAM/64QAM
Channel Estimation | 1-D Weiner Filter, 400kHz BW
IQ Imbalance | 0.5 dB Amplitude, 3 degree phase
SNR | QPSK (9dB), 16QAM (15dB)

64QAM (19dB)

employs a slightly longer cyclic prefix (5.2u5) so the sampling rate is an integer multiple of
the CDMA chip rate for legacy interoperability reasons. When injecting interference into
the LTE receiver, we take care to ensure that the interference occurs outside of the cyclic
prefix. We justify this choice by making the following observation: since the cyclic prefix is
typically discarded, the result of interference occurring during a cyclic prefix can be thought

of simply as a slightly shorter radar pulse.

3.2.8 LTFE Soft Decoder

Soft decision decoders are known to provide decoding gains when used in conjunction with
convolutional or turbo decoders [41] motivating their usage in LTE. However, computation of
the soft information for each bit requires some knowledge of the interference/noise variance
and more specifically, assumptions on the distributions of noise/interference. Typically, a

common assumption is that the sum of interference and noise is Gaussian distributed.
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Figure 3.4: Impact of radar Waveform 3 on symbol containing pilot (LTE Symbol 5) vs.
non-pilot symbol (Symbol 4)

If the noise/interference variance is known a priori, the log-likelihood quantity used as
soft information is straightforward to compute [41]. On the other hand, most systems such as
LTE rely on estimation of the variance parameters due to changing environment (e.g. number
of interferers) and other time varying effects. The typical method for obtaining estimates for
these quantities in LTE is to employ known pilot symbols at the receiver periodically. The
noise/interference variances are estimated and used to compute the log likelihood ratios for

each bit which are fed into the turbo decoder.

Large negative values of the LLR indicate high confidence in the bit being a ‘0’ while
large positive values indicate a high likelihood of the bit being a ‘1’; this string of LLRs is
the input to the soft-decision turbo decoder. The soft-decision turbo decoder in LTE will
attempt an iterative decoding of the received codeword with iterations continuing until a
maximum number of iterations have been reached or the codeword is error free based on the
CRC. We further explore computation of LLRs and their role in mitigating radar interference

in Sections 3.4 and 3.5.
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Figure 3.5: (a) Frame Error Rates compared for three different modulation schemes when

radar Waveform 3 is applied to LTE Symbol 4 (data only). (b) Performance impact of various
waveforms on LTE (Table 4.3).

3.3 Simulation Results

The link simulator used for these simulations has been described by Papadimitriou et al
in [56] and used in coexistence studies in [55]. The simulator models the LTE signal at a
sample level including a fast fading channel model, channel time evolution, additive noise,
effects of analog gain control, analog to digital conversion, and IQ imbalances making it
a very accurate method of measuring LTE performance. Monte Carlo simulations were
repeated for each data point consisting of 40 independent channel realizations evolved for
1000 sub-frames (1 second).

On the down-link, the resources in physical resource block are mapped as shown in
Fig. 3.3. Some symbols (e.g. 1-3) are used for the down-link control channel. Among the
symbols, some contain pilot tones on specific resource elements (e.g. symbol 5) while others

use all REs for down-link data transmission (e.g. symbol 4). We will show the impact of
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interference on reference as well as data symbols. Furthermore, we consider the case of
multiple pulses arriving within a single sub-frame.

The results are highlighted for 3 different modulations (QPSK, 16QAM, and 64 QAM)
with coding rate 1/2. SNRs for the simulation are set such that a Sub-frame Error Rate
(SER) of 10% is achieved when no radar interference is present (SNRs shown in Table 3.2).
The 10% error rate condition is the typical mechanism used for rate control based on CQI
feedback to the transmitter. We further provide results for lower coding rates to show that
coding is unable to correct the errors encountered due to radar interference. We then show
how the errors manifest to gain insight into the behavior of LTE and its weakness when

dealing with bursty interference.

3.8.1 AWGN Approzimation

As a baseline for comparison, we replace the radar interference with Additive White Gaussian
(AWGN) interference lasting the entire duration of a sub-frame. We then normalize the total

energy in the interference to the energy level in a radar pulse as follows:

0—2 . 0_2
Laven() = N (0, %) PN (07 %) (3.4)
0_2 . tpulseAz (3 5)
AWGN — 1m$ :

We expect this approximation to be a poor one. Fig. 3.4 compares the AWGN approx-
imation with the exact waveform which shows that for most interference intensity levels,
there is a 10dB or greater difference for the same probability of sub-frame error. While the
result confirms that the approximation is poor, it provides one additional piece of insight,
namely, that LTE is resilient towards non-bursty interference (as it is designed to be).

The source of LTE’s weakness when facing radar interference is considered in Section 3.4,
but the results presented in the figure are surprising nonetheless. Given the robust coding in

LTE and the short duration of the radar interference in relation to the sub-frame, we expect
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that the interference will have minimal impact, an expectation that is not borne out by the

presented results.

3.3.2  Waveforms, Modulations, Pilots, and Coding

Referring once again to Fig. 3.4, we highlight the fact that there is essentially no difference
in LTE performance when radar interference occurs during a reference symbol vs. a data
only symbol, a result which is expected. In Fig. 3.2, we observe that the energy in the pulse
is largely concentrated within 300-400 kHz of bandwidth. Thus, presence of narrow-band
radar will typically impact 6 pilots out of a total of 100 (there are a maximum of 2 pilots
per symbol in a single RB).

Fig. 3.5a shows the impact of radar interference on various modulation orders. The trends
are quite similar, but QPSK is able to sustain a 5-6 dB increase in PINR at the same error
rate compared to 64QAM. This seems like a significant improvement, but as we will see in
Section 3.5, far better gains can be realized.

Another method for LTE to combat poor channel conditions is to increase the redundancy
in the channel code. Fig. 3.4 shows the gains when going from a coding rate of 1/2 to 1/3.
The 1/3 rate is the most robust coding rate available for down-link data transmissions. This
lower rate is able to sustain an additional 5dB in PINR at the same error rate, but once
again, far better gains can be realized.

Fig. 3.5b shows how LTE reacts when facing different waveforms. Firstly, the separation
between the curves is larger than the 10dB difference in pulse energy (50us is 10x longer
than 5us resulting in 10x energy). This gap due to the more spread nature of the interference
energy. Sections 3.4 and 3.5 provide some explanation into why concentrated interference
power has a catastrophic impact on the soft decoding process. We summarize the results

presented in this section as follows:

1. The LTE down-link is more susceptible to bursty interference than expected given the

sophisticated coding present
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2. Adapting the coding rates and modulation orders does improve the codeword error

rates

In the next section, we will delve more deeply into the exact cause of the errors and we
provide a method to improve the resilience of LTE to radar interference more effectively

than the built-in mechanisms explored so far.

3.4 LLR

To provide some intuition behind the errors in the LLR values, we will consider a simple
BPSK constellation as shown in Fig. 3.6. This simple constellation is only used for the
purposes of a simple illustration as the lowest modulation in LTE is of order 2 (QPSK) (a
more detailed study of the effects of radar interference on received constellations is included

in [22]). We define:
y The received complex symbol (y € C)
s The transmitted complex symbol (s € C)
n Circular symmetric complex Gaussian noise with variance o% (n € C)
Under the assumption of AWGN, the received constellation point is:
y =s+n, (3.6)

therefore, the Log Likelihood Ratio of the bit represented by the symbol can be computed
as in (3.9).

so = —0+0j bit 0 (3.7)

s;=1+0j bit 1 (3.8)

exp{—s5zlly —si]*}

LLR = log
exp { =5z ly — soll?}
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Figure 3.6: (a) High confidence due to low likelihood of the noise vector from ‘0’ (b) Once
interference is accounted for, the observed noise vector becomes far more likely reducing the

confidence level

Computing the LLR in (3.10) is equivalent to computing the likelihood of having observed
each of the two noise vectors drawn in Fig. 3.6a. Since the Gaussian probability density
function decays rapidly away from the mean, the LLR of the observation in Fig. 3.6a will

take a large positive value indicating high confidence that 1 was transmitted.

Pr(n;)

LLRawcy = log (3.10)

Pr(ny)
Pr(ﬁl)

LLRRADAR = log (311)

Pr(iy)
Yet the LLR computation only holds true when the parameters of the underlying noise/interference

distribution have been accurately estimated and the distribution itself is well approximated

by a Gaussian. With interference from a radar, these assumptions no longer hold. In fact,

the observation in this case would be better explained by the sum contribution of noise as

well as radar interference as shown in Fig. 3.6b. In that case, the resultant noise vector is

much smaller in magnitude and the likelihood of a 0 being transmitted is significantly higher

and the LLR should be computed as in (3.11).
The challenge with radar interference is that it is by its nature very bursty, therefore it

is difficult to estimate and account for. Still, based on the CDF plot shown in Fig. 3.7b, it is

obvious narrow-band interference from the radar tends to create extremely large LLR values.
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In other words, if we detect outlying LLR values, we would be able to help the soft decoder

recover by erasing those LLRs. That is the essence of the selective erasure of outliers.

3.5 Selective Erasure of Outliers
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Figure 3.7: (a) Effect of selective erasures on mitigating LLR saturation. (b) CDF of LLR

magnitudes with and without radar interference.

One simple way to detect outlier LLR values is to look at the LLR statistics in a given

codeword.

L The set of LLR values for a given codeword

L; The i** element in the set L
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L

PLLR = A Z | Li| (3.12)
\LI

OLLR — |L| Z |L | MLLR (3-13)

In other words, urrr and op g are the sample mean and variance of the LLR magnitudes

respectively. An LLR value is marked as an outlier if it meets the condition listed in (3.14):

L; > pirr + 1 - oLLR, (3.14)

where 7 is a positive design parameter used to set the outlier tolerance of the condition. We
leave the task of selecting the best value for n for future work, but we have determined that
a value of 5 produces very few false positives.

Once the outliers have been marked, their LLR values are erased (set to 0) which signifies
a complete lack of certainty in the received bit. Thus, the soft decoder no longer relies on the
LLR values of the interfered bits when attempting to decode the message. The redundancy
inherent in the code will now have a chance to correct this erasure. Incidentally, the presence
of such irregular LLR values can be used as a detection mechanism for radar interference

which will be a topic of future work.

3.5.1 Simulation Results

Fig. 3.7b provides an important bit of insight into what currently occurs at an LTE receiver.
When the radar is not present, the LLRs have magnitudes that are typically less than 150dB
(which is already quite large and occurs rarely). Once the radar is switched on, we begin to
see LLRs that exceed 200 dB in magnitude and can become as large as 1500dB. These high
values can saturate the soft decoder making it unable to reconcile the false certainty in the
interfered bits with the information from the non-interfered bits.

With n = 5, we re-run the simulations for two modulation orders: 16QAM and QPSK

using Waveform 3. We immediately see a massive improvement in error rates (more than
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18dB). We will leave analysis of how this method can improve operating regions for LTE as
future work, suffice to say that this method can directly result in an immense expansion in

areas that are suitable for LTE operation in the S-band.

3.6 Conclusion

In this paper, we examined the impact of narrow-band radar interference on the LTE down-
link. We showed that there is negligible impact in interfering with reference symbols com-
pared to data symbols, yet LTE systems are unable to cope well with narrow-band bursty
interference on the down-link. We provided some insight into how the in-built LTE mech-
anisms perform when attempting to mitigate bursty interference through increased coding
and lower modulation orders. Then, we explored the root cause of the performance impact
at the LTE receiver demonstrating room for improvement in the design of LTE systems fac-
ing bursty interference (e.g. radar). Finally, we proposed a simple mechanism to mitigate
such interference and showed the dramatic (order of magnitude) gains that it can achieve in

resisting narrowband pulsed interference.
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Chapter 4

SPECTRUM SHARING OF RADAR AND WI-FI NETWORKS:
THE SENSING/THROUGHPUT TRADEOFF

The approach to spectrum sharing explored in this paper is based on unilateral action
by Wi-Fi networks to prevent unacceptable interference to incumbent search radars (e.g.
those operating in S-band). Specifically, we evaluate the ability of a single Wi-Fi network to
speedily detect radar operation and to subsequently switch to a clear channel as a means of
protecting them. We rely on the opportunistic use of naturally occurring random quiet /idle
periods in a Wi-Fi network employing Distributed Coordination Function (DCF) to detect
the presence of a radar using energy detection. We analytically characterize the statistical
properties of the idle periods in terms of occurrence and duration in the full buffer and
downlink only traffic cases, and verify our analysis using simulations. We then suggest
simple modifications to Wi-Fi parameters in order to improve radar detection performance
and examine the resulting Wi-Fi throughput costs. The key contribution of this work is
to thoroughly characterize the Wi-Fi throughput vs. detection trade-off implicated by this

coexistence mechanism.

4.1 Introduction

The fundamental challenge facing mobile network operators is the scarcity of spectrum al-
located for civilian use. The demand (and hence the price) for spectrum has skyrocketed as
cellular data and WLAN services have become ubiquitous in response to ever richer multime-
dia and interactive applications running on higher-end consumer devices. Acknowledging this
recent exponential growth in data traffic on cellular networks, regulatory authorities have

aimed at various strategies for systematically increasing the spectral efficiency of wireless
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networks, as means for alleviating the spectrum crunch.

Looking ahead, the need for coexistence among dis-similar technologies will be a funda-
mental feature of wireless networks as a broad principle. For example, a significant chunk
of Wi-Fi channels in the 5 GHz bands (declared U-NII, i.e. unlicensed, for North America)
are utilized by various radar systems worldwide [70] [27], in fact, only 36% of 5GHz chan-
nels are unencumbered by radar protection requirements. Hence, 802.11 WLAN networks in
the 5GHz band was the first significant instance of co-existence/spectrum sharing. To that
end, Dynamic Frequency Selection (DFS) by Wi-Fi (based on channel sensing and radar
avoidance) was the solution proposed to protect radars from WLAN systems [38].

What is more, an examination of the 225MHz-3.7GHz band assignments shows that 1700
MHz in this range has been set aside for radar and radio-location operation in the United
States [10] making it a virtual certainty that issues of coexistence of radars with civilian
systems will recur. In fact, the U.S. Department of Commerce has already recommended
that 150 MHz of spectrum between 3550-3700 MHz be made available for wireless broadband
applications [42] [14] which has led to further coexistence studies.

The reality is that spectrum usage patterns of radio-location systems (such as radars
in the S-band), is very sporadic temporally, besides being spatially localized, leaving much
of the spectrum heavily under-utilized in a spatio-temporal sense. As the FCC and NTIA
consider spectrum sharing of parts of this band by communication networks, two critical

questions must be answered:

1. What is the impact on communication systems’ performance in the presence of inter-

ference from radars?

2. How can radars (deemed primary users) be protected from civilian wireless systems as

required?

Answering both questions is essential to any successful spectrum sharing system. The first

question is partly addressed in recent work by authors of this paper [?] [?], filings with the
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Figure 4.1: The original exclusion regions computed by the NTTA (yellow contours) were
revised recently in [?] (blue contours). Even the revised region encompasses many of the

major population centers such as Los Angeles and New York City.

U.S. Federal Communication Commission (FCC) [66], and the U.S. National Telecommuni-
cations and Information Administration (NTIA) [65] and remains a topic of active research.
Additionally, there have been field and lab measurements performed by Virgina Tech and
Google [12].

However, in this work we focus exclusively on the second question, namely the protection
of the primary user. As can be readily appreciated, all coexistence design is a balancing act
between the rights of the incumbent (to protected operation) and the secondary (to offer
a new economically viable service); a point that while obvious in hindsight, has not been
explored at depth in the manner presented here

Ezclusion regions are spatial regions surrounding the protected primary (e.g. a mono-
static radar) in which co-channel transmission by secondary users is forbidden; outside such

regions, secondary operation is allowed as it is deemed to offer only harmless interference to
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primary receivers (Fig. 4.1). These exclusion regions are determined by regulatory organiza-
tions (such as the NTIA) under the assumption that secondary networks (e.g. Wi-Fi) do not
take any measures to mitigate interference to the radar systems [51]. In such scenarios, these
no-go exclusion regions can extend for hundreds of kilometers radially from radar location,
which given the proximity of radars to population centers (precisely the places where there is
demand for such secondary networks), makes deployment of secondary systems un-attractive

as a business proposition.

One method to minimize interference caused to radars (and hence shrink the exclusion
region) relies on signal processing techniques such as multi-antenna nulling. In [68] for
example, the authors consider such a technique for minimizing radar to communication
system interference by employing knowledge of the interference channel matrix (presumably
through reference signaling). Meanwhile, the authors in [19] consider an even deeper level
of cooperation between the radar and communication systems in their joint formulation. In

many cases, such broad cooperation may be difficult to achieve in practice.

A second class of methods to shrink these exclusion regions follows the detect and switch
regime which is the focus of this paper. In such a scheme, it is crucial that communication
systems detect active radars with high reliability and speed in order to limit interference to
these incumbents due to secondary network transmissions. In our opinion, a full coexistence
solution will likely employ multiple effective mechanisms, i.e. detect and switch may be
employed along with other complementary approaches. This view is shared by the NTIA [?]
which states: “NTIA’s review of the public record indicates that many commenters proposed
employing sensing technologies [to better enable] opportunistic access to the spectrum. NTTA
agrees with these commenters and believes that sensing will help provide maximum flexi-
bility”. However, the FCC’s current plans for spectrum sharing in the 3.5GHz band forgo
sensing based opportunistic access (time interleaved access) and instead call for a Spectrum
Access System to govern usage of the shared spectrum [14]. Hence, solutions based on de-
tection and channel switching are a worthwhile avenue of future development for spectrum

sharing between communication and radar systems although they may not be applicable in



54

all scenarios (i.e. for particular radars).

The inherent advantage of the detect and switch scheme is that it is easier to implement
and requires minimal knowledge of the radar when compared to the aforementioned interfer-
ence nulling techniques. Generally speaking, there are two broad approaches for a secondary
network to implement such primary user detection; the first requires all secondary user trans-
missions to cease (quiet/idle periods) either via scheduling or due to inherent properties of
the MAC protocol employed, while the second requires some form of primary/secondary
coordination. In general, the cost and security implications of inter-network coordination
between such dis-similar systems (one a secure Federal installation and the other operated
by a private operator) makes it an unattractive solution. Meanwhile, inserting scheduled
idle times in Wi-Fi for sensing would require significant changes and introduce additional
complications to the MAC protocol and is clearly the less desirable option [33] [15]. Further,
this is likely unnecessary based on the key observation that within the Distributed Coordi-
nation Function (DCF) employed by Wi-Fi, there exist natural periods of network operation
whereby all nodes are backing off or sensing the medium, leading to randomly occurring

quiet periods of random duration.

However, these naturally occurring idle periods typically comprise only a small portion
of channel time on average'; hence the chances of detecting the short duration and low
duty cycle radar pulses within such short random quiet intervals reliably is a largely open
question. On the flip side, if the number or duration of such quiet intervals is increased
(either via scheduling or other means) to improve radar detection probability, it will result

in a commensurate loss in communication network throughput.

In this work, we study the nature of randomly occurring quiet periods in Wi-Fi networks
analytically where possible, and through simulations elsewhere. We characterize the per-
formance of a radar detection scheme relying on such idle/quiet periods for detection and

illustrate the trade-offs between network throughput and improved detection performance.

! This fraction decreases as Wi-Fi node density or traffic load increases
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We investigate two ways of increasing such quiet durations and compare the trade-offs asso-
ciated with each method. The decisive contribution of this work is to present a method for
achieving the desired radar detection performance and establishing the WLAN throughput
trade-off incurred. While our work is aimed squarely at the S-band, it can easily be applied

to DFS in 5GHz.

4.1.1  Related Work

Since Wi-Fi fundamentally uses Carrier Sensing (i.e. estimation of current channel state) as
a key component of transmit access control (as part of DCF or CSMA/CA MAC protocol),
it has been a leading candidate for cognitive network operation, particularly in scenarios
with static primary user activity (e.g. TV Whitespaces) for which the 802.11af standard was
ratified in 2013 [11]. In cases where the primary is more dynamic (i.e. transient), scheduling
of sensing periods for detection of primary activity has seen proposed (in part, by our own
earlier work). In [15], the authors consider a method of periodically scheduling idle intervals
for the purposes of sensing. The scheme incurs some complication in implementation due to
the increase in packet fragmentation and consequent increase in coordination overhead. In
[33], we considered extending (some of) naturally occurring idle periods in the Wi-Fi DCF
MAC for the purposes of channel sensing which did not suffer from the complications of [15]

and was shown to detect transient out-of-network interference reliably.

In the context of radar and DFS, Zarikoff and Weldon [72] analyzed the radar detection
delay in a simple Time Division Duplexed system (TDD) while also noting the absence of
such analysis in the literature. The potential introduction of Wi-Fi to the S-band (3.5GHz)
presents an opportunity to revisit the ideas of [33] in a more methodical setting with deeper
analysis. Fundamentally, the coexistence scenario considered between Wi-Fi and pulsed
search radars presents the following signal processing challenge: to reliably and speedily
detect a low duty cycle pulsed signal (radar) that is highly directional due to radar beam

rotation.
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4.2 Coexistence Scenario

Passive detection of primary user (radar) activity by the secondary user (WiFi) in order
to limit interference (by either controlling its own in-band transmission or switching to a

different unoccupied channel) is measured by the obvious metric -

e Detection Delay: The interval from the instant the incumbent (radar) becomes active

until its successful detection by the secondary network (Wi-Fi).

which is impacted by a) radar pulse duration and b) pulse repetition interval (PRI) 2.
Typically, in other applications of the shared spectrum paradigm (e.g. wireless micro-
phones), the incumbents transmit high duty cycle signals; any Wi-Fi idle period will overlap
an incumbant’s transmission with high probability allowing for effective detection. In con-
trast, radars pose a particular challenge due to their extremely low duty cycles combined with
requirement for speedy protection when they become active. In this work, we characterize
the detection delay of radar by Wi-Fi systems for various Wi-Fi/radar system parameters to
establish whether such a system can adequately protect radar and if the associated cost to

the WLAN in terms of throughput loss is acceptable.

4.2.1 A Brief Summary of DFS in 5GHz

As already stated, DF'S comprises of a radar detection and avoidance scheme by the secondary

(Wi-Fi) network. The detection algorithm has two primary components:

1. Out of Service Monitoring: This refers to the period prior at the start (e.g. at
access point start-up) when each AP must scan the channels to determine if radar is
present. The scan procedure is at least 60 seconds and is required to detect radar

signals above —62dBm with detection rate of 99.99%.

2The pulse repetition interval corresponds to the period between two consecutive radar pulses and is
inversely proportional to the number of radar pulses transmitted per second (or pulse repetition frequency).
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2. In Service Monitoring: This refers to the ability of an active Wi-Fi network to
detect a radar that begins operation after the initial setup period of the network. DFS
requires that during the regular operation, WLANSs must detect a radar with a success

rate of 60% for radar signals above —62dBm.

The detection rate is determined by the probability that a radar pulse burst is detected by a
Wi-Fi network in each detection phase. Compliance with the radar protection requirements
is based primarily on verifying these detection rates under the test scenarios and example
radars defined in [27] or other similar requirements based on regional regulations. Once a
radar has been detected, the WLAN has limited time to steer all associated devices to a
different channel with no radar presence.

Clearly the DFS rules were aimed specifically at the 5GHz band and may be insufficient
for protecting radars in other bands. Yet, they are the only radar detection guidelines that
the authors are aware of and will be used as a design target in the rest of the paper. In
practice, we expect that coordination between Wi-Fi access points (e.g. through a cloud

service) will be used to improve system-wide performance.

4.2.2  Setup & Model

In this work, we consider an isolated Wi-Fi ‘cell’; i.e. a single access point with n connected
clients, impacted by a pulsed radar. In the following sections, this will be studied for the

following two cases (that produce significantly different results):

1. Downlink only traffic from the Access Point (AP) to the associated stations;

2. Full buffer at all nodes in the network.

The second setup corresponds to the model analyzed in [16]. It is important to note that
in this model, we can represent a series of overlapping networks as a single larger network if
we assume that no hidden nodes exist. Analyzing a more general setting with an arbitrary

interference graph is intractable and outside the scope of this paper.
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Slot durations and frame spacings conform to the 802.11 standards [9] as indicated in
Table 4.2. Network time is slotted with a resolution of tg,; = 1us as baseline. Furthermore,
we assume that a radar pulse that arrives during an idle Wi-Fi period is perfectly detected
using a scheme such as energy detection. For example, the Wi-Fi Dynamic Frequency Selec-
tion (DFS) mechanism requires radar pulses to be detected 99.99% of the time at a received
signal power level of -62dBm which is very reasonable 3.

Example parameters for radars operating in 3.5GHz and 5GHz are included in Table 4.1
based on [35] [27] [8]. The radars considered transmit a series of equally spaced pulses called
a pulse burst in a given direction before rotating to a different direction*. The duration of
the burst, and consequently the duration that the radar is pointed in a fixed direction is
referred to as the dwell time and the interval between two consecutive pulses is labeled as
the Pulse Repetition Interval (PRI) with duration ¢,,;. While other radar types such as pulse
compression radars are also employed in the band, we leave them as a topic of future work.

The radars we will consider tend to have low duty cycles (often less than 1%) with peak
transmit powers that can exceed 90dBm. Accordingly, a simple link-budget analysis using
an irregular terrain path-loss model (e.g. Fig. 5 in [31]) would indicate that radar pulse
power at a Wi-Fi AP can exceed -62dBm at distances of tens of kilometers from the radar.
As a result, energy detection schemes such as DFS can be very effective in the vast (often
densely populated) area immediately surrounding such a radar.

We also note that radar detection is conducted by a single node on behalf of the sec-
ondary network, which logically should be the AP (since subsequent to determination of
radar activity, it is can trigger DFS). Finally, in this work we do not account for the impact
of radar interference on Wi-Fi throughput. The extremely low duty cycle of radar interfer-
ence combined with the typically robust coding available in newer generations of Wi-Fi (i.e.
LDPC) makes Wi-Fi resistant to interference from radar, i.e. Wi-Fi packet losses due to a

radar pulse ‘hit’ is a secondary effect (which we neglect) compared to the throughput costs

3The impact of imperfect detection is deferred for future work.

4Directionality could be achieved through a phased array in place of mechanical rotation
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Table 4.1: Example Radar Parameters

Parameter Values

Pulse Repitition Interval (¢,;) 100us — 5ms

Pulse Duration 0.8us — 50us
Pulses Per Burst 10 — 25

Peak Power up to 90dBm
Antenna Main Beam Gain up to 40dBi

incurred by the Wi-Fi network due to requirements for increased sensing/idle periods.

4.3 Characterizing Wi-Fi Quiet Periods

In this section, we characterize the stochastic properties of quiet/idle periods in Wi-Fi net-
works under DCF. Since WLAN networks may operate with different node configurations
and traffic loads that (as we will show) have significant impact on efficient detection, we

examine two distinct canonical scenarios:

1. Fully saturated uplink/downlink networks where all nodes have full outbound traffic

buffer;

2. Saturated downlink only networks where the Access Point is the only node with out-
going traffic (corresponds to majority data ‘pull’ applications by clients such as web

browsing).

A major reason for focusing on these two scenarios is that we are able to develop analytical
models (as shown next) that provides insight and context for the more detailed simulation
study. We begin by providing a basic description of the Wi-Fi DCF essentials for complete-

ness and as prelude to our analysis.
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Table 4.2: Wi-Fi Timing Parameters

Parameter Description  Duration

tslot Timing Slot  1us

tho Backoff 9 X tyot

Laits DIFS 34 X tqor (5GHz)
tsifs SIFS 16 X tg0r (GHz)
Tack ACK 48 X tgiot

L payload Payload up to ~= 3000 X gt

tsor = 1 slot = 1 microsecond

4.3.1 Wi-Fi Basics

The Wi-Fi standard employs a Carrier Sensing Medium Access with Collision Avoidance
(CSMA /CA) mechanism for accessing the wireless medium [9]. The specific implementation
used in Wi-Fi — the Distributed Coordination Function (DCF) — is a distributed slotted
medium access scheme with an exponential back-off.

The algorithm operates in the following way: each node attempting transmission must
first ensure that the medium has been idle for a duration labeled the DCF Interframe Spacing
period (DIFS) which is typically in the range of 28-50us. Once the medium has remained
idle for a DIFS period, the node selects a back-off counter uniformly at random in the range
of [0,2™W — 1] ® where the value of m is initialized to 0. The node then counts down from
the selected back-off value in a slotted fashion (i.e. the node decrements the counter every
tpo microseconds) as long as no other transmissions are detected. If during the countdown
a transmission is detected, the counting is paused until the medium has once again been

detected idle for a DIFS period. Once the counter hits zero, the node transmits its payload

5Typical W values are 16, 32.
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Node 2 DIFS [6]|5]|4]|3 pause back-off count DIFS [2|1 Payload

Node 1 DIFS 413|2|1 Payload SIFS ACK DIFS 716 pause count
Node 1 selects new backoff Node 1 selects new backoff
Node 2 selects new backoff Node 2 resumes old backoff

Figure 4.2: This parallel timeline for two nodes contending for access to the same channel

shows the role of the random back-off in reducing collisions.

(illustrated in Fig. 4.2). Any node that did not complete its countdown to zero in the previous
transmission round, resumes the countdown at the next opportunity without selecting a new
back-off value.

A collision event occurs if and only if two nodes select the same back-off counter value
at the end of a DIFS period. In case of a collision, the value of m (the back-off stage) is
incremented by one (binary exponential backoff) such that the back-off counter is doubled
for the next attempt, thereby reducing the probability that any two nodes select the same
back-off counter repeatedly. Once a transmission has been completed successfully, the value
of m is reset to 0. The value of m cannot exceed a maximum value My, (typically values

are 3-5).

4.8.2  Statistical Characterization of the DCF in the Saturated Regime

In [16], Bianchi produced an elegant performance analysis of DCF for the scenario that all
nodes always have a full buffer of outgoing traffic. Following [16], we introduce the following

definitions:

n The total number of nodes in the network
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Mmax 1he maximum back-off stage (max value of m)

W The minimum back-off window size

7 Probability that a generic node attempts transmission in a back-off slot

p Probability of collision for a generic packet in the network

P, The probability that at least one node attempts transmission in a back-off slot
Ps Probability of a successful packet transmission

ts Duration of a successful transmission cycle (includes ACK)

t. Duration of an unsuccessful (collision) transmission cycle

Accordingly, the transmission probability 7 of any node can be obtained by solving the

following system of non-linear equations [16]:

— 2(1—2p)
T A= 2p)(W 1)+ pW (1 — (2p)mmm) (4.1)

p=1-(1-7)" (4.2)

Lastly, expressions can be obtained for the following terms:

P,=1- (1 — 7')" (4.3)
nt(l—7)" !
Po=——F—"— 4.4
Ptr ( )
s = tpayload T Lsifs + Lack 1 tdifs (4.5)
te = tpayload + Laits (46)
t
throughput = payload (4.7)

(1 - -Ptr>tbo + PsPtrts + (1 - Ps)Ptrtc
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One important caveat is that Bianchi’s analysis is known to be accurate for larger numbers
of nodes (e.g. 10), in the WiFi network, and less so when the number of nodes is very small
(e.g. 2-3)

Using the results summarized, we describe Wi-Fi network activity as an alternating

idle/busy renewal process (Fig. 4.3) where each state encompasses multiple MAC structures:

e Idle: The idle period is comprised of the DCF Interframe Spacing (DIFS) and random
back-off intervals. The random duration of this idle period is governed primarily by

the number of idle back-off slots.

e Busy: The busy period is of random length based on whether the transmission is
successful (necessitating an ACK message), or unsuccessful, thus characterized by the

probability of a successful transmission.
Fig. 4.3 shows an example of this renewal process. We define:
By The random duration of the busy period in the k'* renewal cycle. Randomness is due to

the success or failure of transmission.

I, The random duration of the idle period in the k* renewal cycle. The randomness in the

idle duration is due to the random back-off

Qr The random number of back-off slots during idle period I. Qr ~ Geo(FP;;)

For the k™ renewal cycle, we use B and B signify the start and end time slots for

busy period By (similarly for I). Then, we can show that:

I, 2 Q. - too + Laits (4.8)
P(Qk = Qk) = Ptr . (1 — Ptr)% qr — 0, 1, Ce (49)
and
Ps ifb=t ayload T tsifs + tack
P(B, =b) = m (4.10)

1 —Fs if b= tpayload



64

gk =3
DIFS Payload SIFS ACK DIFS H
Idle Busy Idle t
Ik Bk IkJrl

Figure 4.3: Wi-Fi operation as an alternating idle/busy renewal process: The k' cycle
consists of a) an idle period that equals the fixed duration DIFS and a random number of
back-off slots (3 in this illustration) and b) busy period that consists of payload, SIFS, and

ACK (in the case of a successful transmission) and only the payload (in case of a collision).

4.3.8  DCF with Downlink Only Traffic

A very different scenario compared to a fully saturated network is when only the Access
Point’s buffer is full (downlink only traffic) corresponding to exclusively data pull type ap-
plications (web browsing) by associated nodes, who have no (negligible) uplink traffic. In that
case, there will be no collisions, and therefore, the success probability of any transmission

equals 1. As such, we can show that:

P(Qr=q) = % for 0 < g <W (4.11)
Likewise, since no collisions can occur, the busy period are deterministic:

P (B = tpaytond + tuits + tack) = 1 (4.12)

This simple characterization allows us to compare the distribution of the quiet period
duration in the downlink only as well the downlink/uplink scenario. In Fig. 4.4, we show
this comparison for multiple node configurations for the parameters listed in Table 4.2.
Fundamentally, as the number of nodes increases, the duration of quiet periods as well as
their proportion as a percentage of total channel time decreases which as we will show leads

to a commensurate increase in detection delay.
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CDF of Quiet Durations

—o— DL Only
—=— 5 node - UL/DL
—=4A— 10 node - UL/DL
—&6— 20 node - UL/DL

Cumulative Distribution

| |
34 52 70 88 106 124 142 160
Quiet Duration (us)

Figure 4.4: A comparison of the distributions of the quiet durations for various scenarios.

Here W = 16 and m = 5.

first pulse arrives first pulse arrives first pulse arrives
Radar |] |] Radar |] H Radar H |]
wir Tpred [, wim T[] wirioef [ e ]
t t t
(a) (b) (c)

Figure 4.5: (a) In this case, the first pulse arrives during a DIFS portion of the idle period.
(b) In this case, the first pulse arrives during the back-off portion of the idle period. (c) In

this case, the first pulse arrives during the busy period.
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tpayload tpayload
= 4.13
E[Bk] + E[Ik] s + %tbo ( )

throughput =

4.4 Radar Detection in Wi-Fi

Since we assume no synchronization between the radar pulses and the Wi-Fi network, once
the radar becomes active, the first pulse it transmits will arrive at random in relation to the
Wi-Fi network state. From the alternating renewal theorem, we can show that if a pulse
arrives at a random time instant, the Wi-Fi network will be in an idle state with probability

Pqe (Fig. 4.5a and 4.5b) and in a busy state with probability Py, (Fig. 4.5¢) computed as

below:
E[By]
Py = =————— 4.14
Y T B[By] + E[1] (4.14)
Pqe =1~— Pbusy (415)

Since we assume that any radar pulse arriving during an idle period can be detected
perfectly (i.e. with probability 1), the detection delay (defined in Section 4.3) is the interval
measured from the first (reference) pulse, till the first time a radar pulse that arrives during
a Wi-Fi idle period. Hence if the first pulse arrives during an idle period, the detection delay
is said to be zero.

For the remainder of our analysis, we will treat the random variable B as a constant
thusy Which is set to equal expected duration of B (E[B]). This is anyway reasonable since
the ACK/SIFS durations are typically negligible compared to the payload duration (in the
downlink only case, this approximation is exact) and does not impact any of the insights

from the analysis.

thusy = E[B] = tpavLoap + Pa(tsies + tack) (4.16)

Next, we define:
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S; The random arrival time of the i** radar pulse. Since all timing is slotted, S; € N and

clearly S; = Si_1 + tpni

N; The index of the renewal period in which pulse i arrives (e.g. in Fig. 4.6, N = Ny =1

since pulses 1 and 2 arrive during busy period 1, and N3 = Ny = 2)

A; The random offset of the i" pulse inside the associated busy period. A; € {1,2, -, tpusy |-
A £ 5 — Byt

r; The remaining time from the end of the busy period till the arrival of pulse i + 1 as
calculated in (4.18). A negative value for r; signifies that a pair of pulses arrive in the

same busy period (e.g. pulses 1,2 in Fig. 4.6)

D The random variable describing the detection delay in number of pulses where D = 1

signifies detection of the first arriving pulse. D € {1,2,...}

dpurst The number of pulses in a radar pulse burst

For the radar to be detected with the first arriving pulse (D = 1), the network must be
idle at arrival time which occurs with probability P.g. according to (4.15). For D > 1, our
approach is to compute the detection delay distribution recursively, therefore, our derivation

focuses on obtaining an expression for the following conditional probability:
P(Ai—‘rl = a,i+1|A7; == CI,Z') (417)

which denotes the probability that pulse ¢ + 1 arrives at offset a;;; in an upcoming busy
period given that pulse i arrived at offset a; in a busy period.

One key observation to make is that (4.17) does not depend on arrival values prior to 4
(e.g. A;_1), a fact that is used to help simplify our analysis. Even so, we must consider two

separate classes in the upcoming subsections:

1. tprj < tbusy (Flg 46)
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Figure 4.6: Example timeline for a detection delay of 5 (D = 5) for t,i < thusy. The fifth
pulse is the first that arrives during an idle period. Busy periods are of fixed duration tyysy,

while idle periods are of a random duration.

pulse repetition interval (tpri)

first pulse arrives

Radar H T T2 3 H

Wi-Fi1 | i By ‘12‘ Bo ‘13‘ B3 ‘14 By ‘15‘ Bs ‘IG‘ Bg ‘17‘ By ‘18 Bg ‘]9‘ By ‘Ilo‘ Bio }[nl B ‘112 ’7
»ale as -« — a3<— t
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Figure 4.7: Here we show a sample time-line for a detection delay of 4 pulses (i.e. D = 4)

for t,r > thusy. Note that INV; = n; signifies that pulse ¢ arrives during busy period B,,.

2. tpri Z tbusy (Flg 47)
Before doing so, we define:

T £ a; + tpri - tbusy (418)

441 Zf;m"i < tbusy

When i < tpusy, multiple radar pulses can arrive within a single busy period (Fig. 4.6).
An example of this coexistence class is when a radar with short PRI (e.g. 200us) is sharing

spectrum with an 802.11 WLAN employing 3ms aggregated frames. Case 1: r; < 0
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This condition is satisfied if and only if both pulses fall within he same busy period. An
example of this case can be observed with pulses 1 and 2 in Fig. 4.6. As shown, a; and as

differ by exactly t,. In this case, we have the trivial (deterministic) result that:

1 when a;41 = a; + tpr
P(AZ‘+1 = ai+1|AZ~ = ai) = (419)
0 otherwise
Case 2: r;, > 0
If pulse 7 + 1 falls within the next renewal cycle, we can show that:

P(Aiy1 = aip|Ai = a;) = P(In,,, =10 — @ita) (4.20)

Recall that according to (4.8):

In,, = Qn,,, - too + taits; Qniy €N, (4.21)
therefore, we can write:
P(In,, =71 — ait1) = P (Qn41 = qni41) (4.22)
where
It = a’:bl ~ laits (4.23)

Hence, we conclude that:

P<Ai+1 = ai+1|Ai = az’) =
(

P(Qn,41=qn11) 120
1 r; <0 and a;11 = a; + tp (4.24)

0 otherwise

\
where P(Qn,+1 = qn,+1) is obtained from (4.9) or (4.11) based on whether we consider the

downlink only or the uplink/downlink configuration.
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442 tpm' Z tbusy

For this class, it is possible for multiple busy periods to occur in a single PRI as would be
the case for a long PRI radar coexisting with a WLAN not using frame aggregation. An
example is shown in Fig. 4.7. It is straightforward to see that given some remainder time r;,

the next pulse cannot occur any later than busy period N; + K, where:

K:F—i—ﬂ (4.25)

tbusy + Zfdifs

therefore:
Ny < Nioy < N; + K (4.26)
Provided the value of r; as calculated in (4.18), we have:
P(Aiy1 = a4 =a;) =0 if r; — tqis < 0 (4.27)

Otherwise, if r; > 0, for each £ = 1,..., K, we can show that:
k
P (Z ]Ni+j =T, — Qi1 — tbusy<k - 1)) (428)
j=1

k
_p (z Orns = a)
j=1

7 — Qip1 — tousy (K — 1) — taisk
tbo

ri —tars > 0and ¢ =0,1,...

where ¢ =

The intuition behind this formulation is that for pulse 241 to fall within busy period N; +k,
kE — 1 busy periods and k£ idle periods must have elapsed prior to By, . Meanwhile, the
quantity ¢ is nothing but the sum of all back-off slots that must have remained idle for this
event to occur.

Now, depending on the network configuration of interest (uplink/downlink or downlink

only), the distribution of @ will differ as will the distribution of the sum. When considering
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an uplink /downlink network, @y, is distributed geometrically, hence the sum can be computed

using a negative binomial:

- k—1+4q A
P (Z Qnitj = @) = ( I :L q) PE(1—Py)f (4.29)
j=1

In contrast, in the downlink only case, @ is discrete uniform and according to [18], the

sum distribution can be calculated as:

k
i k
P (ZQMH = Q> Sy~
j=1

) P(k+G—u-W)(—1)

— Tlu+ DIk —u+ DG —u-W+1)

(4.30)

where I'(.) is the Gamma function for integer arguments. As a final step, we must sum over

all possible values of k:

K k
P(Ai1 = aip|Ai = a;) = ZP (Z QN+j = @) (4.31)
k=1 =1

Ty — Qiy1 — tbusy(k - 1) - Zfdifsk
tbo

ri —taies > 0and ¢ =0,1,...

where ¢ =

4.4.3  Detection Delay

We gather and summarize the result for P(A;11 = a;11|A; = a;) as follows:

tpri < Thusy and uplink/downlink: Eq. 4.24,4.9
tpri < Thusy and downlink only: Eq. 4.24,4.11
tori > thusy and uplink /downlink: Eq. 4.29

pri > thusy and downlink only: Eq. 4.31

With expressions in hand for the various network configurations and coexistence classes, we

can compute the detection delay recursively. If the first pulse arrives at a; = «, we can



72

write:
thusy
P(D=2la)=1-) P(Ay=d|4 =aq) (4.32)
a'=1
then for d > 2, we have:
thusy
P(D=dla)=> P(A=a|A=a)P(D=d-1|a) (4.33)
o' =1

and the full expression for the detection delay can be written as:

1 — Py when d =1
P(D=d)= thusy (43)
ZbTu:yyZP<D = d|A; = a;) otherwise
a1=1
where:
Al ~ Unlf(l, tbusy) (435)

Finally, we can obtain the detection rate for a radar burst of dps pulses as:

Pd(dburst) - P(D < dburst) (436)

4.4.4  Simulations and Verification

Having obtained the probability distributions of the detection delay in the previous subsec-
tion, we now aim to validate our analysis through simulations. Specifically, we examine four
scenarios of interest to understand the impact of various network parameters on detection
delay (Table 4.3) (all Wi-Fi timing parameters are set according to Table 4.2).

Fig. 4.8 shows a comparison of analytical and simulation results for the scenarios in
Table 4.3. It is immediately apparent that our analysis closely matches the results of our
simulations. As the payload size decreases (approaching the size of the ACK/SIFS), we
expect that our t,,s, approximation becomes less accurate. However, even in these cases,
our analysis remains very close and is a good predictor for 60" and 90" percentile detection

delays which map directly to the in-service monitoring requirements of interest to DFS.
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Figure 4.8: Simulations vs. Analysis for a network with 10 clients and various payload sizes

and PRI = 200pus.

Clearly, increases in Wi-Fi payload duration lead to significantly higher detection de-

lays. While undesirable, this increase in detection delay is accompanied by an increase in

network throughput (Table 4.3), a trade-off that can be navigated intelligently to maximize

throughput while meeting detection requirements as we will show in the next section.

An additional area that requires examination is how the analytical models match sim-

ulations when the number of nodes in the network changes.

The statistical model for a

saturated uplink/downlink Wi-Fi network [16] (reviewed in Section 4.3) is most accurate

when the number of clients increases (e.g. > 10). However, as illustrated in Fig. 4.9¢, our

model remains robust when the number of clients is reduced to 5. Only upon further reduc-

tion to 2 clients that simulations begin to diverge from analytical predictions (Fig. 4.9b). In

the downlink only case, our analysis is exact as born out by Fig. 4.9a.
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Figure 4.9: (a) In the downlink scenario, the provided analysis is exact (borne out by match-

ing simulation results). (b) Analysis loses some accuracy in the full buffer uplink/downlink

case for small number of nodes (e.g. < 5). Analysis and simulation results closely match for

(c) and (d).
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Table 4.3: Simulation Verification Scenarios

Scenario: 1 2 3 4 5
Tpayload 50us  150us  250ps 1ms  3ms
Clients 10

Radar Pulse 4dps

Radar PRI 200us

Energy Detection Ideal

dpurst for Py = 0.6 4 6 6 16 44

Throughput (Analysis) 0.299 0.571 0.599 0.718 0.7553

Throughput (Sim.) 0.3 0.58 0.61 0.725 0.75

4.5 Other Results and Discussion

So far in this work we have derived the detection delay as a function of network and radar
parameters. In this section, we will examine several radar parameter sets to gain some insight
into sensing/detection as a coexistence mechanism. Later, we will consider using the analysis
developed within this paper as a guideline for selecting Wi-Fi parameters that allow us to

achieve some desired detection requirements.

4.5.1 The Impact of Wi-Fi and Radar Parameters

As observed in the preliminary results in Section 4.4.4 (Fig. 4.8), increases in the payload
duration negatively impact detection delay. The intuition behind this observation is that
increased payloads both reduce the frequency with which idle periods occur, as well as the
overall average idle time making it less likely for the low duty cycle radar signal to be
detected.

We will examine the trade-off and design implications of these facts in the next sub-
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for two fixed payloads. Aside from the PRI, all parameters match those in Table 4.3.

Shows a 10 node saturated network with a fixed payload size of 50us. Wi-Fi throughput at
this setting is 0.299 (b) Shows the detection delay for a similar network but with a longer

payload duration of 1ms. Wi-Fi throughput at this setting is 0.725.
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section, but here we consider results two Wi-Fi networks with payload durations at two
extremes of the gamut. Fig. 4.10 is evidence of the dramatic affect of payload size on the
detection delay when comparing corresponding results for the different payloads. In the
worst case, it can take hundreds of pulses for a radar to be detected when the secondary

network’s channel utilization is high.

4.5.2  The Detection vs. Throughput Trade-off

What remains is to apply the framework we have developed to the underlying coexistence
problem, namely, that of achieving the best network throughput subject to detection re-
quirements. To do so, we can tune the length of the payload (busy period) and the DIFS

(idle period) which will achieve two goals:

1. Modifying the proportion of network idle time,

2. Adjusting the frequency with which such idle periods occur.

Both outcomes are clearly overheads to the secondary network in terms of throughput
while they will reduce detection delay. Note that we can trivially guarantee any desired

detection delay Dges > 1 by imposing the following conditions:

]min > tpri = laits = tpri (437)

which ensures that every idle period is of sufficient duration to contain at least a single pulse
arrival. The second condition ensures that at least one such idle period occurs by the desired

detection delay (Dges)
Daestpns > "™ + B (4.38)

While feasible, this guarantee comes at a (potentially) heavy cost. In essence, we are
lengthening the inter-frame spacing which reduces throughput while simultaneously, we de-

crease the duration of the payload which compounds the effect. Such overheads impose
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a heavy penalty that would significantly degrade Wi-Fi throughput. However, if we forgo
strict requirements and adopt statistical guarantees instead, we will be able to achieve far
better network performance while maintaining acceptable protection for radars. Currently,
the specific detection requirements available in the public literature are those applying to
the 56GHz band [27]. Hence, we use these numbers simply as a benchmark for the results in
the remainder of the paper.

The derivations in the previous section show that the distribution of detection delay is a
function of the distributions of I and B. However, they cannot be considered as independent
‘knobs’ used for tuning. Modifying either one affects both throughput and detection; in fact
as we will show, adjusting the payload seems to be clearly sufficient.

Based on our calculations, we can select WLAN parameters that achieve a particular in-
service detection probability given particular radar characteristics. As an example, we will
consider a radar with a PRI of 200us in line with [27]. Table 4.3 shows the parameter sets
that yield a 60% detection rate for a PRI of 200us. When the payload size is 3ms (which is
close to the maximum allowable by Wi-Fi), the throughput is maximized. Yet dpys should
exceed 40 pulses before it can be detected at a sufficiently high rate.

Reducing the payload size to 1ms deceases the number of pulses required for detection by
more than one half. Evidently, this improvement results in only a minimal loss of throughput
(less than 10%) though additional improvements through further reductions of the payload
size come at a much greater cost. We readily conclude that we can simultaneously obtain high
throughput (by using 1ms Wi-Fi payloads) and a 60% detection rate for bursts longer than
16 pulses; this is an indication that through careful selection of the appropriate parameters,
a Wi-Fi network can achieve acceptable throughput while adequately protecting a radar
primary.

Fig. 4.11 shows a complete picture of the detection vs. throughput trade-off for a radar
with a PRI of 200us as a function of payload and DIFS duration. As alluded to earlier, it
is evident that for almost any desired pulse burst, the best throughput can be attained by

simply adjusting the payload. By avoiding any changes to the DIF'S mechanism, we eliminate
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Figure 4.11: For t,; = 200us, these figures illustrate the detection delay vs. throughput

trade-off for various t4irs and tpayioad-

the need for intricate and costly changes to the Wi-Fi standard (Wi-Fi already allows for
payloads of varying duration).

In order to complete the picture, we will also present results for a selection of other radar
parameters indicated in [27], namely those listed in Table 4.4. It is easy to see that radars
that transmit less frequently are more difficult to detect reliably. This is in fact not only
related to the frequency of the pulses, but also the tendency for longer PRI radars to transmit
a smaller number of pulses in each burst. The key insight we gain from the results presented
in this section points to the advantage of optimizing the detection rates for specific radar

parameter sets so that maximum throughput can be achieved for the Wi-Fi network.

4.6 Conclusion

In this paper, we examined the statistical properties of randomly occurring quiet periods in
Wi-Fi networks for the purposes of radar detection using DFS in a Wi-Fi/radar co-existence
scenario. Our work was motivated by system design requirements (radar incumbent protec-
tion) for the purpose of spectrum sharing between radar and Wi-Fi communication systems.

For our analysis, we considered two canonical scenarios encompassing a downlink only as
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Table 4.4: DFS Scenarios

PRI 250ps  1429ps  5000ps
Pulse Duration lus lus 5us
Aiyurst 25 18 10
Target Burst Py, 0.6

Clients 10

Max Throughput 0.7363 0.715  0.6470
Payload Duration 1.5ms 930us  400us

well as an uplink/downlink network. Next, we confirmed our analysis through extensive

simulations for various network/radar parameters.

We showed that in many circumstances, these random quiet periods occur with sufficient

frequency to provide some statistical guarantees for in-service radar detection, especially in

the regions close to the radar that are currently designated no-transmit zones. We provided

an intelligent method to adjust Wi-Fi parameters in order to achieve the desired protection

for the radar while attaining acceptable throughput, thereby providing a basis for successful

deployment of wireless broadband access (using Wi-Fi) in the vicinity of radar installations.

Lastly, we showed that modifying the payload duration is the most effective adjustment to

speedily detect radars and provide them with adequate in-service protection.



81

Chapter 5

A STUDY OF WI-FI IN RADAR BANDS: ANALYSIS AND
SOLUTIONS

Spectrum sharing between radar and communication systems has the potential to enable
access to hundreds of MHz of new spectrum leading to dramatically increased capacity for
wireless broadband. However, prior to deploying wireless systems in the same band as radars,
we must examine the impact of radar interference on system throughput. In this paper, we
study the impact of radar interference on WLAN (Wi-Fi) at the link level through detailed
signal level simulations. We examine the consequences of interference during various stages
of signal reception (e.g. synchronization and channel estimation) on the packet error rate.
Finally, we propose and evaluate schemes to mitigate the impact of radar on Wi-Fi systems
through radar detection via modifications to the 802.11 decode chain. Our results show
potentially effective system solutions for radar/WLAN spectrum sharing in the 3.5GHz (S-

band) that is of current interest.
5.1 Introduction

The WLAN 802.11 standard has been a cornerstone of wireless broadband networking for
the past two decades. While it has primarily served as a key access mechanism for indoor
(home and enterprise) users, it has been recently expanded for various new use cases, as

below, attesting to the versatility of its base design:

1. High speed wideband communications for multimedia and low latency applications

(e.g. 802.11ax)

2. Narrowband low power wide area IoT applications (802.11ah) in sub 1 GHz bands
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3. Wide area (outdoor) opportunistic access (e.g. TV Whitespaces with 802.11af)

The above has been primarily achieved by adapting 802.11’s physical and medium access
layers to the specifics of these emerging applications; however, the carrier sensing feature that
underpins Wi-Fi multiple access in Distributed Coordination Function (DCF) - necessitated
by the shared access nature of the ISM bands with different device types such as cordless
phones and Bluetooth - has remained among these changes. Therefore, a knob for wireless
coexistence is inherent in WiFi, which has enabled additional capabilities such as Dynamic
Frequency Selection (DFS) for 5GHz ( UNII bands) [9] WLAN devices as well as database
assisted coexistence within the TV spectrum (802.11af) [11]. In that vein, our work seeks to
determine the potential of Wi-Fi networks in new bands being considered for shared usage

such as the 3.5GHz [66]. We begin with two basic questions that must be addressed:

Can Wi-Fi networks sufficiently protect radars from undue interference?

Affording radar protection has been approached from several directions in the literature. A
natural and conservative solution as in [37], is to institute an exclusion zone around the radar
wherein all WLAN operation is prohibited. The computaton of such a region assumes perfect
knowledge of the radar location, orientation, antenna pattern, and activity schedule as well
as propagation conditions between the radar and WiFi nodes. Our own earlier work in [64]
sought a more intelligent solution that would potentially allow WiFi operation at some
locations in the above exclusion zone, by exploiting the WLAN carrier sensing capability
to detect (and avoid) radar operation in any of its channels. In addition, work from [68]
considers physical layer techniques (such as beam forming) to limit interference to radars
though such techniques typically require additional coordination between the radars and the

communication networks (e.g. known preambles/channel estimation).
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How well can the Wi-Fi networks operate in radar bands?

There has been some experimental work done by the NTIA [65] on the subject of Wi-Fi
performance when facing radar interference. However, the work is treated in broad strokes.
The authors in [40] consider the effect of radar interference on a WIMAX constellation, while
our own earlier work in LTE/radar coexistence [63] explored some aspects of coexistence at
the physical layer for LTE systems facing pulsed interference.

This work is also distinct from our previous effort [64] that focussed largely on how
802.11 WLANSs may exploit the inherent randomly occurring ’quiet periods’ to reliably detect
radar pulses; it explored the detection-throughput trade-off as a consequence of tuning DCF
parameters so as to provide (statistical) guarantees on detectability. Here, we approach
the co-existence problem from a very different perspective: occasionally, radar pulses will
interfere with 802.11 frames. We undertake (to the best of our knowledge), the most detailed
exploration of how 802.11 WLAN physical layer is impacted by where such pulsed interference
occurs (relative the header and payload of a frame). We begin by presenting a summary of
some of the effects of such interference using an 802.11ac signal level link simulator developed
in MATLAB. We next consider some mitigation schemes that could be employed within the
802.11 receive chain to render it significantly more robust (i.e. WLAN packets that are hit
by such pulse interferers are nevertheless decoded) and thereby dramatically improve the

possible regions of operation for WLAN networks.

5.1.1 Motiwation

A brief analysis here will set the stage for the distinctive contributions of this work. The
authors in [37] undertook a lst-order analysis of the level of interference that can be tol-
erated by a radar while maintaining reasonable target detection performance. The results
therein indicated - based on the target distance to the radar, interference from secondary
communication networks must remain lower than -11dB in relation to the noise floor. Given

that a typical Wi-Fi transmitter emits a signal at around 20dBm, the path-loss required to
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Figure 5.1: (a) Block diagram for a single antenna Wi-Fi transmitter. (b) Receiver block

diagram for two-antenna receive diversity with Maximal Ratio Combining (MRC)

sufficiently attenuate the WLAN interference to the radar can easily be obtained:

PL > 20dBm + 11db + G.aqar — Noise Floor = 141dB (5.1)

In other words, it is feasible to envision a secondary network deployed at a location that
is separated from the radar by approximately 144dB of path-loss. Now, considering the
reverse, a radar transmitter can emit at levels up to 80-120 dBm (based on radar antenna
pattern) in the direction of the secondary network, when the radar main beam in pointed
in that direction. Hence, if we attempt to deploy a WLAN as close as possible to the radar
receiver, i.e. at the 144 dB path loss range, the received interference power at the Wi-Fi
network from the radar can be up to -21dBm. Mitigating this asymmetry and making Wi-Fi
resilient to this low duty cycle, high power interference is the key to improved utilization of

this radar spectrum.
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5.2 WLAN Preliminaries

In preparation for our in-depth exploration of the physical layer coexistence aspects Wi-
Fi/radar, we summarize the key relevant elements of the WLAN physical layer in this section

(and the Radar system in the next) for the subsequent analysis.

5.2.1 OFDM and Channel Model

We focus our work on a 20 MHz single stream Wi-Fi link. The WLAN physical layer adopts
a 64 subcarrier OFDM scheme resulting in a subcarrier spacing of 312.5 KHz. Each symbol
has a duration of 45 which includes a cyclic prefix of 800nst. At the left edge of the 20MHz
channel, 4 subcarriers are used as a guard band while at the right edge, 3 guard subcarriers
are used. Additionally, the DC subcarrier is not utilized for transmission. Of the remaining
56 subcarriers, 4 are used as equally spaced BPSK modulated sub-carriers resulting in a single
pilot being present every 4.375 MHz while 52 are employed for data transmission (Fig. 5.2).
From this point forward, we use the index [ € [0, 63] to refer to individual sub-carriers.
Given a complex baseband WLAN signal x(n) and a circularly symmetric white gaussian

noise process w(n) ~ CN(0,02), we define the total Signal to Noise Ratio as:

[\

SNR ="z (5.2)

T
Additionally, we assume that any frequency selective channel h(n) applied to the transmitted
sequence x(n) is normalized (without loss of generality) such that the power in z(n) * h(n)

remains o2, the (input) signal power . Therefore, for a given OFDM symbol, the received

signal may be written as follows:
y(n) = 2(n) % h(n) + w(n) (5.3)

Following in the footsteps of the IEEE 802.11 taskgroup, we use the TGac channel model

D to describe the channel between the WLAN transmitter and receiver. This channel model

"'We neglect Greenfield mode in this work for the sake of brevity



Table 5.1: Wi-Fi Parameters

Bandwidth

N

Null Carriers
Pilot Carriers
Ndata

Cyeclic Prefix
Symbol Duration
Noise Power
Signal Power
Channel Model
# of Antennas
Receiver

MCSes

20 MHz
64
0-3, 32, 61-63
11, 25, 40, 54
52 (# of data carriers)
800ns (16 samples)
4ps (80 samples)
var w(n) = o2,
var z(n) = o2
TGn Channel Model D [26]

TX: 1, RX: 2

Maximal Ratio Combining [34]

MCS 0: BPSK R1/2, MCS 4: 16QAM R3/4

MCS 8: 256QAM R3/4

36
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OFDM Pilots

<4375 KHz>

Figure 5.2: A 64 subcarrier OFDM scheme is used in a 20MHz channel with 4 pilots are
evenly spaced amongst the occupied subcarriers. There are a total of 8 null subcarriers: 4

at the left edge, 3 at the right edge, and 1 at DC.

4us 4us 4us
& B U | & < E E n
& =) GIE Sle|e]|g PAYLOAD
= i) = w0 E E 9]
8us 8us 8us 4us

Figure 5.3: Each OFDM symbol has a duration of 4us. Some packet fields consist of multiple
OFDM symbols (e.g. L-LTF is 2 symbols long).

is represented using a tapped delay line with 18 taps sampled at 100 Mhz (10ns between
taps). A full description of this model can be found in [26] including the requisite information
to compute inter-antenna correlations in multi-antenna scenarios. To combat deep fades, the
WLAN receiver in this paper uses a 2 antenna diversity scheme (maximal ratio combining
[34]). The transmit/receive chain is illustrated in in Fig. 5.1. To obtain the correlations
between the receiver antennas, we use the channel properties as laid out in [26] assuming an

antenna separation of 0.5\.

5.2.2  Symbols, Framing, and Error Correction

A transmitted 802.11ac Wi-Fi frame consists a series of 4us OFDM symbols arranged as
shown in Fig. 5.3. Each frame segment comprises one or more OFDM symbols and serves a

different function as follows:

e [-SIG, VHT-SIG: These fields contain meta information including frame addressing,
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CRC, frame size, and MCS selection.

e [-STF: The Short Training Field is used for frame detection, coarse synchronization,
course frequency offset estimation, and selecting amplifier gain levels (Automatic Gain

Control).

e L-LTF, VHT-LTF: The Long Training Fields are used for channel estimation. In a
multi-stream transmission, each transmit antenna requires an additional VHT-LTF

symbol, but we only consider single stream WLAN systems in this work

e The payload contains the encoded data. The modulation scheme and coding rate are
chosen amongst a set of predefined parameters shown in Table 5.1. We do not consider

multi-stream transmissions in this work.

For the purposes of error correction two options exist:

1. Binary Convolutional Code (BCC): a rate 1/2 constraint length 7 convolutional code
is applied to the data followed by puncturing to achieve the desired rate. This is the
baseline coding employed in the standard. In this work, BCC is only used for the SIG
fields.

2. LDPC: LDPC coding with three codeword sizes of 648, 1248, and 1944 bits is also
available within the standard. The generation of the parity matrices for the various
code rates is described in [9]. Due to the fixed size of the codewords, additional steps
are necessary to ensure that the code words fit within the OFDM symbols (detailed
process described in [59]). Since LDPC provides improved performance, we use LDPC

exclusively for the payload.
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tpulse 2fpulse

tprr

Figure 5.4: Pulse Duration and Pulse Repetition Interval for Radar

5.3 Radar System Summary

We consider a radar waveform with constant amplitude A and define the notion of peak

Interference to Noise Ratio as follows:

2
INR = L (5.4)

2
Ow

The main relevant parameters of a radar waveform:

tpuise Pulse duration for the radar
tprr Time between pulses (pulse repetition interval)
A Peak amplitude of the radar waveform

fs The sweeping frequency of the chirp (i.e. fiae — fimin)-

The values for these parameters in the scenario considered for this paper are shown in
Table 5.2. Note that in order to simplify presentation of results, we assume that ¢,,s is 4pus
and that pulse arrivals coincide with a single WLAN OFDM symbol. This condition does
not hold in general and can easily be relaxed in simulation studies and analysis but at the
cost of significant additional complexity to the notation and presentation of the material.

In addition, we assume that the maximum frame duration for the WLAN is 200us so as
to limit the number of pulses arriving within a frame. Again, this condition does not hold in
general but is necessary to successfully study the impact of radar interference on individual

aspects of the receive process. Hence, when considering the arrival of radar interference, we
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Table 5.2: Radar Parameters

1, 4 MHz

Waveform | Linear FM Chirp

Pulse Duration dps
PRI 200ps
Duty Cycle 2%

are concerned with a single pulse arrival during a single OFDM symbol selected at random
in the frame segment of interest (e.g. data symbol 5 within the payload segment or L-LTF
symbol 2 within the PLCP).

Given these assumptions, the radar waveform can be written as follows:

u(t) = A- ej(4{fs+Af0)t, 0<t<4us (5.5)

fs =4 MHz (5.6)

where A f, represents the relative carrier frequency offset between the radar interferer and
the Wi-Fi signal and f, is the sweep frequency for the chirp. In this work, we focus on full
overlaps between the radar and Wi-Fi signal, hence we consider Af, € [—4,4] MHz.

In simulations, the Wi-Fi receiver samples the signal at 20 MHz and discards the first 16
samples from each 4us OFDM symbol (800ns cyclic prefix). Hence, the retained portion of

the sampled interference signal is written as follows:
u(n) = A- ej(%+AfC)("+16), 0<n< Ng (5.7)

We assume a flat channel between the radar and the WLAN receiver based on the fol-

lowing two justifications:

1. There is not a great deal of literature addressing the appropriate channel to use when

measuring radar to comm system interference
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Spectrum of Linear FM Chirp
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Figure 5.5: Power spectrum of a linear FM chirp. This corresponds to 3.2us of the chirp
waveform that affects the retained portion of the OFDM symbol (800ns discarded in the

cyclic prefix)

2. The radar antenna is highly directional, limiting the multi-path nature of the channel

Since we are considering an OFDM system, we will complete our model by translating it
to the frequency domain. Specifically, the radar interference arriving on subcarrier [ during

a given OFDM symbol is denoted:

Ngp—1
U2 ) u(n)-e /0 (5.8)

n=0
which is simply the Discrete Fourier Transform (DFT) of the sampled radar waveform (shown
in Fig. 5.5). We use similar notation to represent other components of the received signal
in the frequency domain and thus, for a given receiver antenna r, the frequency domain
received signal corresponding to the k* OFDM symbol takes the following form depending

on the presence of radar interference:
Ho (no radar) : Y;_(f) = Xﬁf;)HN + Wf’;) (5.9)

H, (with radar) Y =xWH, + W) + U, (5.10)
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where r € [1,2] represents the antenna number and WT(Z) are i.i.d. CN(0,02). The least

squares channel estimates on each antenna are:

Hu =Hy;+ Wl(‘l/)

Hyy = Hyy + W, (5.11)

where the superscript (V) corresponds to the index of the VHT-LTF symbol (OFDM symbol
9 from Fig. 5.3).

5.4 Simulation Results

In this section, we provide a series of results aimed at shedding light on the impact of radar
interference on the various phases of reception. To do so, we inject the interference waveform
described by (5.7) into both reception paths at the Wi-Fi receiver (i.e. antennas 1 and 2),
then measure the packet error rate as a function of SNR and INR. At least 2000 iterations
are completed for each (SNR, INR) pair to yield smooth results. The multi-path channel is

reset to obtain a new realization for each iteration of the simulation.

54.1 L-STF

We begin by considering the impact of interference on the L-STF. Specifically, interference
during this portion of the frame can lead to a failure in packet detection (i.e. packet recep-
tion is not even attempted). However, there are also additional ‘soft‘ effects as a result of

interference during this phase:

e Increased synchronization error results in higher incidence of decode errors due to a

higher chance of inter-symbol interference

e Since the automatic gain control is set during this phase, high interference causes
distortion due to the limited dynamic range of the Analog to Digital Converter (ADC).

This effect is most prominent at very high INR values.
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MCSO Err. Rate: L-STF MCSO Err. Rate: L-LTF
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Figure 5.6: (a) (¢) (e) Show frame error rate when interference occurs during the Short

Training Field. (b) (d) (f) Show frame error rate when interference occurs during Legacy

Long Training Field.
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MCSO0 Err. Rate: VHT-LTF MCS4 Err. Rate: VHT-LTF
48 1
—~ 39 0.8
% 30 0.6
21
o
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MCSS8 Err. Rate: VHT-LTF

1
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0.4
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SNR (dB)
(c)
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Figure 5.7: (a) - (¢) Show frame error rate when interference occurs during the VHT Long

Training Field.

Figures 5.6a 5.6¢c 5.6e catalogue the packet error rate due to L-STF interference. It is
immediately apparent that the increased operating SNRs for MCS4 and MCS8 make them
more resilient to interference during the L-STF. The boundary of the low error region seems
to closely follow the SNR=INR line. As the INR passes the SNR, the packet error rate
rapidly approaches 1.
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54.2 L-LTF

Next, we consider interference during the L-LTF (Figures 5.6b 5.6d 5.6f). In legacy Wi-Fi
networks (802.11g), the L-LTF is used for channel estimation. However, after the intro-
duction of 802.11n, an additional LTF (the VHT-LTF) was introduced for that purpose.
Hence, the primary function of the L-LTF in our simulations is to estimate noise power and
compensate for carrier frequency offset between the Wi-Fi transmitter and receiver. The
results indicate that the receiver is slightly less sensitive interference during this phase when

compared to the L-STF.

5.4.3 VHT-STF

Since the VHT-LTF is the primary means of channel estimation, interference during this
symbol propagates itself through the rest of the decode process. As shown in Figures 5.7a
5.7b 5.7c, the impact of interference on the VHT-LTF is far more pronounced than the L-
STF or the L-LTF. Furthermore, higher MCSes are more sensitive to interference; note that
in the case of MCSS, and INR of 10dB has a dramatic effect yielding a packet error rate of
1.

5.4.4 Payload

The last remaining piece of this evaluation is the impact of radar interference on the payload.
In this work, we have elected to use the LDPC coding option provided in WLAN due to its
superior error correcting capabilities. The alternate coding option (BCC) is block interleaved
for each OFDM symbol which provides resistance to deep fades in the channel (through
frequency diversity) but does nothing to combat bursty interference like radar. LDPC on
the other hand has some measure of built-in time interleaving due to the nature of the parity
matrix.

However, it seems that the LDPC decoder is unable to cope with the bursty nature of

the radar interference. Figures 5.8a 5.8¢ 5.8e illustrate how a radar burst during a payload
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symbol can drastically increase the packet error rate even at relatively low INR values. For
example, MCS4 at 20dB SNR is guaranteed to be undecodable at an INR value of 20dB. More
alarmingly, MCS8 shows a complete breakdown at INR levels as low as 3dB. This reality
is sobering given the INR levels we expect to encounter in such Wi-Fi/radar coexistence
scenarios (see Section 5.1.1).

As we will see in the coming section, all is not lost. In fact, as we observed in [63],
the major source for payload errors comes from decoder saturation and can be combatted

through intelligent erasures of interfered bits.
5.5 Mitigating Radar Interference

So far, we have predominantly reported on Wi-Fi’s inability to cope with bursty interference.
Fortunately, a closer examination of the 802.11 protocol reveals a series of tools that can
effectively be used to allay these concerns. Specifically, we will endeavor to detect interference
during Wi-Fi symbols and take corrective action when/if possible. In the next section, we
will focus on how detection can occur and under what circumstances in can be successful, but

here, we concern ourselves with what happens once interference has already been detected.

5.5.1 Channel Estimation

One area in which mitigation is possible is channel estimation. This is due to the in-built
redundancy in the Wi-Fi packet whereby channel estimation pilots are sent separated by 20us
(see Fig. 5.3). In particular, the VHT-LTF and L-LTF fields are largely identical except that
the VHT version contains 2 additional sub-carriers on each side which are null carriers in
the L-LTF case. This legacy construct was retained for backwards compatibility but it will
provide a useful in our coexistence scenario.

In essence, we are able to generate two independent estimates of the channel at two
different time instants. If one is judged to be corrupted by interference, it is possible to
exploit this redundancy by selecting the uncorrupted channel estimate. Fig. 5.11a, illustrates

how these channel estimates can differ if one is corrupted by radar interference.
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Figure 5.8: (a) (c¢) (e) Show the impact of radar interference on the payload. Note that
MCS4 and MCSS8 experience catastrophic error rates at low to moderate levels of radar
interference. (b) (d) (f) In contrast, with the mitigation methods from 5.5.2 applied, the

payload is practically immune to radar interference.
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It turns out (as we will show in Section 5.6.3) that detecting such interference is quite
straightforward. In fact, in practically all cases of interest, almost perfect detection is possi-
ble. Furthermore, a false alarm is not particularly detrimental since the false detection will

simply result in replacing one uncorrupted channel estimate with another.

5.5.2  Payload

The more difficult case to tackle is that of interference during the payload. Previously [63],
we showed that ‘erasing’ the interfered bits can lead to dramatic reductions in packet error
rates. Recall that the input to an LDPC decoder is the log-likelihood ratio. Given an observed
constellation point, the LLR is defined as follows:

Pr (0]observation)

LLR =1
& pr (1|observation)

(5.12)

This soft value encodes a notion of confidence in the decision of the decoder. Large
positive/negative values indicate high confidence that the bit is a ‘0‘ or ‘1 respectively.
Burst interference corrupts these LLR values in a way that cannot be reconciled by the
LDPC decoder (see [63] for more details). By setting the LLR for interfered bits to 0, we
remove the corrupted bits in the hopes that the error correcting code is able to recover them.

When utilizing the LDPC coding option, the data bits are split into a series of codewords.
Each codeword can have a length of 648, 1248, or 1944 bits. Shortening and padding bits are
added to ensure that the resulting coded bits fit within an integer number of OFDM symbols
(additional details can be found in [59]). No interleaving is required since some measure of
randomness is introduced through the LDPC parity matrix.

Consider a single codeword with a length of 1944 bits. At MCSO0, a single OFDM symbol
corresponds to 26 coded bits, while at MCS8 an OFDM symbol corresponds to 312 bits.
While the LDPC decoder may be able to cope with the erasure of 26 consecutive bits within
a single codeword, 312 bits being erased from a single codeword is usually unrecoverable.

Fortunately, this shortcoming is easy to overcome with a simple column interleaver.
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If the payload is comprised of the bits by - - - by, we form an g—g X 52 matrix as below:

b1 bK+1 cee b51K+1
b2 bK+2 cee b51K+2 (5 13)
_b52 bK+52 cee b51K+52_

Then, the string of input bits are transformed by transposing the matrix and reading the

bits column by column such that the transmitted bits take the following form:

bibry1bagt1 - bsix1babr o bsikt2 - ikt i (5.14)

By using the column interleaver, we can ensure that cost of erasing a single OFDM symbol
is amortized over all the codewords comprising the frame and that we are not introducing a
clump of consecutive erasures within a single codeword.

The result of this erasure/interleaving scheme can be seen in Figures 5.8b 5.8d 5.8f. It
should be apparent that the erasures have overcome the drastic effects of payload interference.
In fact, since the effects of the interference are ‘erased’, the error rates are no longer dependent
on INR (assuming perfect detection of the interfered symbol). In reality, perfect detection

may not be possible, we address this question in the following section.
5.6 Detecting Interference

As we have shown, identifying an interfered symbol followed by some simple mitigation
measures can lead to a dramatic reduction in packet error rates for WLAN. These measures
can be designed under the assumption that the radar interference arrival time is known (e.g.
through side information), but more realistically, such interference must be detected. In
this section we consider this detection problem as it relates to the various phases of Wi-Fi
reception.

In order to select the detection criteria, it would be ideal to make no strong assumptions

as to the nature of the radar signal. We will rely heavily on the Constant False Alarm
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Rate (CFAR) criterion as a means of selecting detection thresholds that limit the false alarm
rate. False alarms during payload interference detection will lead to unnecessarily discarding

certain bits, therefore we select a false alarm rate of 5% as our target?.

Empirical Py, vs. SNR Pilot Interference Detection Rate vs. INR
0
10 - —6— Empirical P 1 - - - 3dB - Analysis
| —_ — Target P fa S N N IR Rand - Analysis
| fa ) —.—.-Sand. - Analysis
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| 1 o ©--0--o- -g_'—_'e-—ﬁ o Rand - Simulation
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Figure 5.9: (a) The accuracy of the CLT approximation from (5.18) and (5.19) is shown
here. The approximation proves to be poor above an SNR of 10dB the analytic approach
to threshold selection ineffective. (b) Results are shown for three cases: 1) when the radar
waveform’s 3dB bandwidth overlaps a pilot, 2) when the radar waveform is located completely
at random in relation to the pilots and 3) when the radar waveform is sandwiched perfectly

between two pilots (e.g. 11, 25).

5.0.1 Payload Interference Detection Using Aggregate Energy

Without any prior knowledge of the radar signal, the simplest way to detect interference is

through energy detection. With a target Py, in mind, we formulate the two hypotheses as

2The target false alarm is in itself a possible subject of future study. For the sake of brevity, we only
consider Py, = 5% in this work.
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follows:

Ho (no radar) cy(n) = x(n) *x h(n) + w(n) (5.15)

Hy (with radar) cy(n) =z(n) *x h(n) + w(n) + u(n) (5.16)

In order to decide between the two hypotheses, we are interested in the quantity below

which represents the average energy for the duration of a single OFDM symbol:

1 Ngi—1
E=— n)|? 5.17
N nz; ly(n)| (5.17)

Under the null hypothesis Hy, the literature suggests that this quantity can be suit-
ably approximated using the central limit theorem [57] (we will examine the accuracy of
this approximation momentarily). The parameters used for this CLT approximation are

summarized as follows:

mean : jg = 0> + 02, (5.18)
1
variance : 0z = N [03 + 202, — (02— 02)?] (5.19)
fft

Given a target false alarm rate Py,, we can arrive at the detection threshold ~.fq:

Yefar = 0s * Q(Pra) + pe (5.20)

where ()(.) is the complimentary CDF of the standard normal random variable.

Fig. 5.9a shows how the analytic v.f., performs in simulations. Observe that at lower
SNRs (0-10dB), Py, remains close to the target rate, yet at higher SNRs, it does poorly.
Although this statistical model for the OFDM signal is widely used in the literature, it is
not accurate enough for determining a suitable threshold.

As an alternative to this analytic approach, simulations can be used to tabulate suitable
energy detection thresholds 7., as a function of SNR. Then the question remains: what is
the detection probability given these suitable thresholds? Fig. 5.10a shows P,; as a function
of SNR and INR.
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Aggregate Energy Detection Pilot Detection: 3dB Overlap
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Figure 5.10: (a) The aggregate energy detection method can work under some circum-
stances, but at higher SNRs, the signal variation masks the radar interference limiting the
application of this method. (b) On the other hand, the pilot based detection method works

extremely well regardless of the SNR.
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Interestingly, we observe that increased SNR also necessitates a higher INR for successful
detection of the radar pulse. Intuitively, this indicates that the energy variation in the
WLAN signal at high SNRs masks the ability of aggregate energy statistic to detect radar
interference. In summary, we conclude that aggregate energy is suitable in some scenarios
but with important limitations (specifically high SNR low INR cases). We also emphasize
that there are significant shortcomings in the analytical models that demand additional effort

for accurate threshold selection.

5.6.2  Payload Interference Detection Using Pilots

Recall from Fig. 5.2 that a series of known pilot symbols are interspersed amongst the OFDM
sub-carriers. If the radar waveform overlaps a pilot in the frequency domain, the fact can
be used for detection. Recall from (5.11) that the least squares channel estimates for a

subcarrier [ on antennas 1,2 are respectively:
Hyy=Hy+ WY (5.21)
f‘:f2,l = Hy; + Wg(‘l/) (5.22)

In order to detect interference during the k'* OFDM symbol on the pilot subcarriers (I €
{11, 25,40, 54}) we use the following decision statistic:

1 ~ A
Vl(k) =3 {Xl (Hyg+ Hyp) — Xg - (Hiy + Hap) + W1(kz:) + Wé?} (5.23)
According to the Wi-Fi standard, X; € {—1, 41} which leads to the following relationship:
1
VO = AWl i + wil + wi ) (5.24)

The null hypothesis Hy then yields:
2

Ho : Vl(k) ~CN (0,02) = |Vi| ~ Rayleigh (0—2“’> (5.25)
Since Vl(k) are iid (in k), the false alarms occur independently on each of the four pilot

subcarriers. Hence the target per-pilot false alarm rate P}a can readily be obtained:

~

Pfazl_(l_Pfa)

PN

(5.26)
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and the threshold 7; follows:

~

Pra =Pr (Vilu, > m) (5.27)

m =/ —02 log P, (5.28)

Similarly, we can approach calculation of the probability of detection P;. We define the

per-subcarrier INR:

U, 2
INR, = | ;l (5.29)
Ow
Recall that under hypothesis H1, V; has the following description:
1
s VO = WD+ wl) e Wi+ 0, (5.30)

and hence, Vl(k) is distributed as a Rician random variable:

2
1, : |Vi| ~ Rician (aw\/lNRl %’) (5.31)
The probability of detection on a given pilot is then simply:

Py =@ <\/2 -INR; ,@) (5.32)

where Q)1(.) is the Marcum Q-function. Finally, the overall probability of detection is:

Pi=1- [] (1-Py) (5.33)
1=11,25,
40,54
Fig. 5.9b shows a comparison of simulation results to those obtained from the analysis in

this section. Specifically, we consider three separate cases:

1. When the radar waveform’s 3dB bandwidth overlaps that of a pilot, the threshold #,
is extremely effective at detecting the radar interferer. In fact, for almost any INR
of interest (above 5dB), detection is virtually guaranteed. This result is significant as
we will demonstrate in the next section when we employ mitigation schemes for radar

interference.
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2. When the radar waveform is randomly positioned in relation to the pilots, detection
suffers. Still, an 80% detection rate is possible at 8dB while detection is virtually

guaranteed above 18dB INR.

3. When the radar waveform is guaranteed to be ‘sandwiched‘ between pilots, the detec-
tion rate is worst as a function of INR. Nevertheless, a reasonable detection rate is

achieved by 13dB and a virtual guarantee of detection by 18dB.

Notice that compared to the detection scheme described in Section 5.6.1, pilot aided
detection enjoys a higher detection rate as well as a better method for setting detection
thresholds. Under some circumstances (e.g. between 0-10dB SNR and no significant radar
overlap with pilots) the pure energy detection method may still be suitable. Lastly, narrow-
band radar signals may be more difficult to detect using pilots due to the large pilot spacing
(14 subcarriers) necessitating a fallback to aggregate energy detection. By carefully planning
the frequency alignment of the radar and Wi-Fi (in practice this is likely to occur purely at
the Wi-Fi side), an overlap with the pilot can become more likely leading to a better chance

for detection.

5.6.3 Interference During LTF

In the case of interference arriving during the VHT-LTF, we can take advantage of the
in-built redundancy due to the L-LTF. Specifically, the L-LTF is almost identical to VHT-
LTF with the exception that in VHT, an additional 2 subcarriers are used on either side of
the band (i.e. using L-LTF we obtain a channel estimate for 52 subcarriers instead of 56).
When interference is detected during the VHT-LTF, the channel estimates for the center 52
sub-carriers can be replaced with those from the L-LTF (see Fig 5.11a).

An interesting side-effect of this duplicate LTF is that a false detection of interference
carries with it a very low penalty. Consider that in the worst case, a false alarm will simply

replace one realization of the channel estimation noise with another.



106

Ch. Estimate 20dB SNR/20dB INR VHT-LTF Interference Detection Rate
T 1 I I I I
= 100 | i E 0.8 |
= B 1
© . | 2 06
g 101 g é 5
- . Q
= E o ] S 04
0 VHT-LTF : 0.2 A}nalyti?
1073 [ ° o L-LTF — © Simulation
| | | I I 0 ‘ ‘ ‘ :
0 10 20 30 40 50 —6 —4 —2 0 2
Subcarrier Index INR (dB)
(a) (b)

Figure 5.11: (a) When radar interference arrives during the VHT-LTF, the channel estimate
is significantly impacted. The VHT-LTF and L-LTF based estimate are largely identical,
except for the two additional subcarriers on each side of the band that are present for VHT-
LTF. In this simulation, the radar’s signal is concentrated around Wi-Fi subcarrier 15. (b)
Detecting interference by comparing estimates from the VHT-LTF to that of the L-LTF is
highly accurate with P; =1 at 0dB INR.

Using the least squares channel estimates (5.11), the difference between two subsequent
channel estimates (assuming coherence time is > than the interval separating L-LTF and

VHT-LTF [26]) can be written as follows:

= B — FY) — ) (5.34)
where the superscripts ) and (") are used to signify the channel estimates obtained from the
L-LTF and VHT-LTF respectively. Since VVZ(L) and T/VZ(V) are iid gaussian random variables
with variance o2, then x; ~ CN'(0,202). Again, assuming no additional knowledge of the

radar interference, we must once again rely on the CFAR criterion for detecting interference

during the channel estimate. Note that the H l(L) is only defined for [ ¢ {[0,5] U32U[59,63]}
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since the L-LTF does not transmit pilots on subcarriers | € {4,5,59,60}.
We can borrow heavily from the analysis in the previous sections (recall that the total
number of unoccupied subcarriers is 52). Specifically, we select a CFAR threshold ¢ under

hypothesis H:

Ho : K ~ Rayleigh(c?) (5.35)
Pja=1= (1= Ppo)% (5.36)
¢ =/ —202 log Py, (5.37)

To obtain the probability of detection, we note that under hypothesis H;, the following holds:

M, : #y ~ Rician (aw\/INRl, ag,) (5.38)
Py =Q <\/INRZ , O_i) (5.39)

w

Py=1-]](1-Pw) (5.40)
l

Fig. 5.11b compares the analytical detection results with those obtained through simu-
lation. Again, even more so than before, radar interference is easily detectable if it occurs

during the VHT-LTF. P; =1 is achieved at 0dB SNR.

5.7 Evaluating the Solution

We now revisit the motivation behind this work as outlined in Section 5.1.1. Maximizing
utilization and re-use of radar spectrum entails the protection of radars combined with
efficient usage of the shared spectrum. The means to deploy Wi-Fi networks in the largest
proportion of allowed locations is a critical component in increasing the efficiency of this
shared spectrum arrangement.

Path-loss models are notoriously inaccurate for predicting signal strength propagation in
complex environments [60] , yet they are instructive as a method of comparison. In [37], the

authors performed an exponential fit to the Longley Rice path-loss model [43] and arrived at
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Figure 5.12: (a) (c) (e) The overall error rate for a Wi-Fi packet incorporating all stages

of reception is shown for the various MCSes. (b) (d) (f) After the application of the pro-

posed mitigation schemes, the resulting error rates are dramatically improved to the point

of insensitivity to radar INR.
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a path-loss exponent of —3.97 as a suitable approximation yielding the following path-loss

formula:
PL(d) = 24.133dB — 39.7log,,(d) (5.41)

The maximum allowable interference to the radar mandated a path-loss of 141dB (Sec-
tion 5.1.1) corresponding to a minimum distance d,,;, of separation between the radar and

the WLAN:

141+4-24.133

Qopin = 107 97 ~ 13.5KM (5.42)

Assuming a noise floor of —90dBm, radar transmit power 80dBm (a conservative esti-
mate), and an antenna gain of 10dB (e.g in the back lobe), a WLAN receiver located at d,y,

can expect to see large values for INR:
INR,,,o. = 80dBm + 10dB — 141dB = 39dB (5.43)

Without mitigation mechanisms proposed in this work, INR levels above 10dB would
significantly impact all but the lowest MCS. Even an intermediate MCS such as MCS4 is
unable to cope with INR levels above 5dB (Fig. 5.12¢), an INR level that requires a distance
103K M to achieve.

10(75+24.133)/39.7 . 103 K M (5.44)

The disparity between these distances would negate much of the sought after gains driving
efforts towards shared access to radar spectrum. By implementing the minimal fixes proposed
in this work, a Wi-Fi network can be deployed as close as possible to d,,;, while still obtaining

satisfactory throughput.
5.8 Conclusion

In this work, we presented a detailed link level study of WLAN and radar coexistence using

a signal level link simulator. We showed the impact of interference on various stages of
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reception that would render WLAN networks inoperable under expected levels of radar
interference. We showed that by detecting radar interference, we are able to provide a pair
of mitigation mechanisms to combat interference during the payload and channel estimation
phases. Then, we provide analysis and simulations to prove that radar interference detection
is not only possible, but can be done efficiently and with minimal impact to the Wi-Fi
network. Finally, putting all of these pieces together, we compared the packet error rate for
a standard WLAN receiver compared to one employing the novel methods described within
this work showing dramatic improvements that make WLAN operable in a vast array of

scenarios of interest.
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Appendix A

INVESTIGATION AND IMPROVEMENTS TO THE OFDM
WI-FI PHYSICAL LAYER ABSTRACTION IN NS-3

This work presents results based on a critical re-examination of the current physical layer
abstractions for IEEE 802.11 OFDM WLAN in the ns-3 network simulator motivated by a)
the need to improve fidelity of the Layer-1 abstraction essential for a network level simulator,
and b) setting the stage for desired new features (not currently implemented) in the future.
We implement a multi-stage packet reception that addresses a shortcoming in the current
WLAN receiver model, making it closer to existing hardware, and lays the groundwork for
improvements such as packet capture. Next, we consider the frame error rate (FER) model
in ns-3 which relies on analytical bounds on the bit error probability (BER) at the output
of the convolutional decoder. We demonstrate key issues with the current approach through
detailed link level simulations using a newly developed Wi-Fi link simulator and look forward

to forthcoming fixes being considered.

A.1 Introduction

In recent years, simulation tools have played a critical role in wireless research and devel-
opment. Standards organizations such as the 3rd Generation Partnership Project (3GPP)
and the IEEE have relied heavily on simulation scenarios to guide the development of cel-
lular and Wi-Fi standards and evaluate ideas proposed for inclusion. Likewise, the research
community has made extensive use of simulation tools to accompany mathematical analysis.
In fact, in many cases, mathematical analysis is intractable or otherwise cumbersome and
simulation tools such as ns-3 have become the primary method for evaluating new designs

and performance in specified use-case scenarios. To that end, ensuring the accuracy and
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performance of these tools is crucial to their credibility and ultimately, wider acceptability.
One such tool widely used in academia is the network simulator 3 (ns-3) [3]. ns-3 is an open
source packet level simulator, with the intent to support a growing number of wireless and
wired network stacks. In this paper, we focus exclusively on the current Layer-1 error model
abstractions for ns-3 OFDM Wi-Fi (802.11n); based on a critical examination, highlight
some shortcomings.We first propose some architecture modifications that are consistent as
a foundation for future extensions. We then implement a new multi-stage packet reception

framework and evaluate its impact.

A.1.1  The Simulation Workflow

Network simulation integrates two categories of simulation tools:

1. Link Simulators These signal level simulators (typically built in MATLAB) are de-
signed to closely mimic the physical layer operation of a wireless modem incorporating
all details of the digital baseband sections - modulation, demodulation, coding, channel
emulation/estimation, and the effect of analog components such as gain control and
digitization. The goal is to evaluate receiver algorithms (typically as a function of SNR)
to derive bit and ultimately, frame error rates in a single Wi-Fi link. The run-time

complexities of these simulators limit their suitability to single link simulations.

2. System Simulators System level simulators are designed to abstract away the effects
of the physical layer into simple quantities such as frame error rate as a function of SNR.
By design, these operate at Layer-2 (frame-in/frame out) and thus require the Link
Simulator to provide a frame/packet based link abstraction (i.e. a table look-up for the
FER as a function of all relevant system parameters, including SNR). By operating
at this level of abstraction, system simulators offer the ability to simulate networks
with hundreds of nodes with reasonable run-time. Hence, they are an excellent tool
for evaluating the full protocol stack including the effect of application, transport and

network layers as well as network topologies.
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ns-3 Decision Time-line Proposed Decision Time-line
STFE LTF |SIG| PAYLOAD STF LTF |SIG| PAYLOAD
10 X 800ns| 2 X 4us 4ps 10 X 800ns| 2 X 4us 4pus
1 1
Decide PS¢ Act PSIG Decide & Act PSYNC Decide & Act PPavload
Decide & Act PP foad Decide & Act PS¢

(a) (b)
Figure A.1: (a)The current implementation of Wi-Fi in ns-3 uses a single action point at the
end of the frame. (b)Our newly proposed decision process makes the appropriate decisions

at the relevant intermediate points.

One important aspect in the usage of system simulators is the choice of the physical layer
abstractions (also referred to as the link-to-system mapping). The accuracy of this mapping
(and hence the credibility of the system simulator) reflect how closely the simulator models
effects that occur in real networks. In the case on ns-3, the Wi-Fi model at present lacks
the ability to accurately depict packet capture [29]. Also, concerns have been raised over
the validity of the two error models in use; the YANS error model [39] has been found to be
too optimistic for AWGN channels, while the NIST error model [58] has been found to be
too conservative [36,58]. These concerns motivate detailed look at the current physical layer

abstraction employed in ns-3.

A.1.2 Preliminaries

We begin by describing the structure of a Wi-Fi packet as it pertains to the reception process.
In this paper, we consider a Wi-Fi system with a channel width of 20MHz according to the
802.11 standard [9]. Since the 802.11g release of Wi-Fi, OFDM has served as the underly-
ing air interface technology for a multitude of reasons pertaining to favorable performance

characteristics (e.g. resistance to multi-path delay spread, ease of equalization, etc.) At the
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physical layer, a Wi-Fi frame consists of four major portions!' (Figure A.1):

Short Training Field (STF): This portion of the frame consists of an 800ns signal repeated
10 times. The periodic nature of the signal is meant to assist in frame synchronization and
detection using a delayed autocorrelation method [71]. At the start of the frame, correlating
the incoming signal with a version of itself delayed by 800ns presents strong peaks that allow
the receiver to locate the start of the frame. In addition, during the STF, the Automatic
Gain Control (AGC) at the receiver is adjusted in order to obtain good quantization perfor-
mance (dynamic range) for the remainder of the frame.

Long Training Field (LTF): This portion of the frame consists of a 4us OFDM symbol
repeated twice. The purpose of this portion of the frame is to assist in channel estimation,
coarse carrier frequency offset estimation, I1QQ imbalance estimation and other signal pro-
cessing tasks requiring a reference signal. Errors in the estimate can dramatically impact
decoding of the payload. Typical estimators such as MMSE or DFT are employed [20].
L-SIG Field: This portion of the frame is modulated as BPSK with a rate 1/2 convolu-
tional code. It is responsible for carrying information on how the data field can be decoded
including the modulation scheme, the coding rate, and the duration of the data. The BPSK
symbols are converted into OFDM symbols with the same properties as the data portion.
Payload: The data field is transmitted using 64 sub-carriers with a carrier separation of
312.5 kHz. Some sub-carriers are unused (e.g. DC sub-carrier, 6 on the left and 5 on
the right due to the guard bands) and 4 of the modulated sub-carriers are allocated as pi-
lots. The remaining 48 data sub-carriers all use the same modulation which can range from
BPSK/QPSK through 64-QAM (802.11a/n) or 256-QAM (802.11ac or later). The data is
encoded using a convolutional encoder and decoded at the receiver using a Viterbi decoder.
Each OFDM symbol used for data transmission is of duration 4us (which includes an 800ns
cyclic prefix). For Modulation Coding Schemes (MCSes) addressed in this work, Wi-Fi em-

ploys a constraint length 7 convolutional encoder with rate 1/2 which can be punctured to

'We omit specifically addressing additional header fields introduced in the HT modes in this work and
leave it as a subject of future work
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Figure A.2: (a) Block diagram for a single antenna Wi-Fi transmitter. (b) Receiver block

diagram for single-antenna Wi-F'i receiver link simulations.

achieve other desired rates [?].

A.1.83 Motivation

The current ns-3 error model for payload reception is based on analytical results for bit error
probabilities (note that the L-SIG is nothing but a short duration payload). Specifically,
once an expression for P, (the bit error rate) as a function of SNR is obtained [45], the

payload error rate P, is computed as follows:
P,=1—(1-PR)Y, (A.1)

where N is the number of data bits in the payload.
In examining the current physical layer abstraction and error model in ns-3, we will

consider two aspects:

1. Sources of packet/frame error

2. Accuracy of error probabilities as a function of SNR and payload length
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To address the first aspect, we note that in the current implementation of ns-3, a successful
packet entails a computation at the end of the L-SIG for correct reception of the header,
followed by an error rate computation at the end of the frame to decide on correct reception
of the payload. Although failure of the L-SIG is considered at the end of the L-SIG field, the
model defers any change of state notification (i.e. the receiver remains in an RX state) until
the end of the frame. This does not conform to existing hardware Wi-Fi systems. Lastly,
errors during STF/LTF are not even considered.

But first, we begin our examination with the second facet of the abstraction by considering
the analytical bit /packet error rates used within ns-3. In the next section, using the published
results from 802.11 standardization as a guide [49], we take a closer look at these error rates

and consider any factors that may explain the large discrepancies.
A.2 AWGN Phy Layer Simulations

In order to take a critical look at the ns-3 physical layer error model, we employ a MATLAB
based link simulator [7] and focus on a SISO Wi-Fi system as a natural first step. Figure A.2
shows a block diagram describing operations carried out in our link simulator. Addition-
ally, the current incarnation of ns-3 operates under the assumption of an AWGN channel
exclusively, hence the results we produce make the same assumption (we hope to address
frequency selective channel models such as TGn Channel D in the future).

On the transmitter side, after the application of a convolutional error correcting code [?],
the bits are interleaved and modulated according to the desired constellation (BPSK through
64QAM) before being transmitted through the channel. The parameters used for the link
simulations are shown in Table A.1. We emphasize that noise figure is set to 0dB for all
the results in this section ensuring a fair comparison. Non-zero noise figure can easily be
accounted for as a simple additive SNR shift for all results.

The currently employed ns-3 model for frame errors is described in A.1.3 and in particular

in (A.1). The two issues with this approach which we aim to study in this section:
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Table A.1: Link Simulation Parameters.

Antenna 1x1 (SISO)
Sampling Rate 100 MHz
AGC Logarithmic Loop
ADC Ideal 12bit
Synchronization Delayed Auto-correlation
Channel Estimation Ideal (AWGN)

Demodulator | Soft Decision (8bit quantization)

Decoder Viterbi (128 Traceback)
Noise Figure 0dB
Iterations > 2048

1. The bit error rate bounds are accurate at higher SNRs, yet the lower MCSes are
typically used at lower SNRs (where the bound is loose).

2. Computing the frame error rate using (A.1) makes the critical assumption that bit

errors occur independently

There are two other discrepancies when comparing ns-3 to our simulations as well as
those from IEEE Task Group n (TGn). Firstly, modern WLAN receivers typically use soft
decoding in place of hard decoding due to the 1-2dB gain? afforded as a result. The 802.11
standard does not require any specific decoding mechanism, though usage of soft decoders
has become standard practice.

Another contributing factor in mismatch between ns-3 and simulations lies in the com-
putation of the SNR (Figure A.2b shows where SNR is measured in the system). Currently,

ns-3 considers noise power over 20MHz while in reality the noise of interest is limited to the

2The real system gain is less than the theoretical one due to quantization and truncation of the log-
likelihood ratios
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Figure A.3:

(a) Comparing simulation and TGn results (see [49] Figure 2-1) to ns-3 reveals
a large gap. The transition is also more rapid in the case of ns-3. (b) The SNR gap between

ns-3 results and those of the link simulator widens for smaller payloads. No TGn results

exist for this payload size.
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occupied sub-carriers (i.e. 52/64), hence an additional SNR shift must be accounted for:

52

P,
NRas =101 -
S dB 0 Oglo NO 64

TX
m + 10 loglo (A2)

In Figure A.3a, we compare our link simulation results to those produced by the IEEE’s
802.11n task group [49] during standardization for MCS0, NCS3 and MCS7 (selected for
simplicity, though all MCSes exhibit the same behavior). While our link simulation results
for frame errors closely match those of IEEE TGn, ns-3 displays a far more pessimistic error
rate. We can observe that this disparity is not merely an SNR shift since the slope of the
graphs also differs (ns-3 exhibits a sharper transition).

Even if we were to adjust for the SNR offset described by (A.2), ns-3 retains a 2-3dB gap
across the range. This can be attributed in part to the assumption of independence regarding
bit errors which in effect spreads errors amongst multiple frames when they are actually more
concentrated /localized. In our opinion, this intrinsic assumption makes models that rely on

bit errors less suitable for use in ns-3.

A.2.1 Packet Error Rates in ns-3: Issues

A possible remedy is for the ns-3 physical layer to move to a packet error based model that
uses link simulation results to decide on packet errors directly. In deriving frame errors from
analytical bounds on bit error rates for coded bits, we encounter complicating factors that

warrant a thorough examination of mappings from SNR to error rates:

e Effect of frame length on error rates

e The impact of coding on isolated bit errors

It is this second shortcoming which is most problematic. It is well known within the literature
that bit errors occur in bursts at the output of the Viterbi decoder [24]. Hence, using the
Viterbi bit error rate under the iid assumption (A.1) results in a very loose upper bound.

While this equality holds for an uncoded packet, for coded bits, a tighter upper bound can be
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obtained by using the first error probability P, in (A.1) instead of the bit error probability
62].

Figure A.3b compares the error rates for a shorter frame duration (50 bytes) that could
represent something like a TCP acknowledgment message. Clearly, the gap has increased and
the slope has diverged even more in comparison to the 1000 byte packets examined in A.3a.
Likewise, in the case of the L-SIG (a 3 byte payload at MCS0), the difference is even more
stark. In Table A.2, we show the required SNR to decode the L-SIG with various success
rates. To achieve a 50% success rate in decoding the L-SIG, ns-3 error models indicate a
required SNR of 1.7dB while our link simulator can do so at -3.5dB, a difference of more
than 5dB.

Then, we must also consider the effect of varying SNR during a frame which is currently
tackled in ns-3 by arbitrarily splitting the frame across bit boundaries (not accounting for
the underlying timing of the OFDM symbols). And finally, we note that ns-3’s current
treatment of interference via a unified SINR (whereby interference is treated as additive
noise) has it’s own limitations; but changes to this is deferred to future. We conclude this
section by stating that the need for an improved physical layer abstraction is clear, and
through the proposed improvements, we set the stage for subsequent improvements in ns-3
WLAN/OFDM Phy abstractions in future. Recent work in the IEEE 802.11ax standards
committee has emphasized the importance of a accurate computations of error rates. To that
end, we believe that a similar approach incorporating a frequency selective effective SINR

model (such as MIESM or RBIR) would be a necessary first step.
A.3 Wi-Fi Reception Process in ns-3

The existing Wi-Fi reception process in ns-3 works based on the received SNR at the physical
layer [2] and frame length. We propose to modify the existing decision process to the one
shown in Figure A.1b, with the ability to “drop” a frame at any of the decision stages, bring-
ing it closer to actual WLAN implementations [17]. The motivation behind this modification

is two fold: i) helping to account for the lack of capture effect in existing ns-3 reception, and
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Table A.2: Required SNR to achieve given success rates for SYNC and L-SIG.
ns-3 (SNR)  LinkSim (SNR)
Success Rate  50% 95% 50% 95%
SYNC - -10dB  0.21 dB
SIG 1.7dB 24dB -35dB 03dB
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Figure A.4: (a) Throughput increase in the hidden node scenario due to multi-stage re-

ception (b) Percentage of frame drops occurring before the payload captured by multistage

reception.
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ii) anticipated low SINR scenarios in future co-existence simulations within ns-3. Splitting
up the reception process requires error results for the STF/LTF preamble sync, which we
generate from link simulations.

A selection of results for sync are tabulated in Table A.2. A natural question to ask is:
what is the significance of the added stages? At SNRs higher than 5dB, synchronization
is almost always successful, however, keep in mind that ns-3 uses SNR in lieu of SINR,
hence it incorporates interference. While periodically low SINRs at the start of the frame
are expected to occur more frequently in co-existence studies, they can occur even in the
current Wi-Fi only simulations when accounting for high node densities or hidden nodes (see
Table A.3).

As an example, accounting for drops at the LTF/STF stage can lead to a 5.5% drop
in throughput in the case of 10 flows on the network. Conversely, if we consider a hidden
node scenario (described in [4]), we observe that partial collisions within the STF/LTF occur
frequently. If the receiver is locked onto a weak signal through the end of a frame, other
subsequent stronger frames will be ignored. By dropping a weak packet early, running the
same simulation scenarios yields a throughput gain of up to 16% at high offered loads.

Given this motivation, we modify the Wi-Fi reception in ns-3. It is pertinent to mention
here that inclusion of accurate sync error models adds to the fidelity of the reception process
as opposed to relying only on the L-SIG error rates and assuming perfect synchronization
based only on received power. This will have a greater impact in the case of multiple possibly
heterogeneous interference sources.

We now go on to describe the simulations used to obtain the synchronization error rates,

and the impact of the multistage reception on existing ns-3 Wi-Fi only simulations.

A.3.1 Multistage Reception

We use link simulations to provide a synchronization failure rate (PSYNC) for the newly added
stage in ns-3. Aside from the trivial case of not detecting the start of a frame altogether, any

timing error in the synchronization can propagate through the remainder of the reception
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Table A.3: Likelihood of Low SNR During Synchronization for 25 Node Ad-Hoc Network [5].

Frequency of Occurrence

Flows < 2dB SINR < 5dB SINR

2 1.5% 2.4%
5 2.47% 4.04%
10 3.56% 5.71%

process (so called “soft effects”). In particular, the effective SNR loss due to synchronization
error has some impact on payload demodulation especially for higher modulation orders (e.g.
64QAM).

We do not propose keeping track of such soft effects at this time due to the added

implementation complexity that it would entail (though we are considering them for inclusion

PSYNC

in the future). Instead, in order to arrive at a number for P;

, we set an acceptable
synchronization error threshold of less than 1 cyclic prefix (i.e. 800ns) within the LinkSim. If
the initial synchronization estimate is within this window, we consider the timing acquisition
(and frame detection) to have been successful®. Table A.2 shows some synchronization results
as a function of SNR for the AWGN channel. Note that if there is significant SNR, variation
between the synchronization stage and the payload, the soft effects of synchronization will
become more apparent, however, we leave this case for future work.

The implementation has been modified to separate the preamble and header reception
process, with the ability to drop the packet at either of these stages and, potentially, commit
to another incoming packet. The preamble reception is compliant with the standard [9,
15.3.6.2]. At the start of reception, if the PHY is either IDLE or CCA_BUSY, and there is
currently no SYNC being attempted, an end of preamble event is scheduled. At the LTF, the

success rate of the preamble sync is looked up from LinkSim based results, and an event for

L-SIG header reception is scheduled. If the preamble has synced successfully, the reception

3For higher MCSes, a fine grained timing synchronization step can follow the initial coarse estimate [67].
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process moves onto header decode, otherwise the frame is dropped and the PHY reverts
from the reception state. If the header is decoded successfully, this is followed by payload
decode. Again, if the header fails, the frame is dropped with a corresponding change in
the PHY state. This model necessitates the addition of a state to indicate whether there
is a preamble sync being attempted, and to ensure that a header decode is preceded by a

successful preamble sync.
A.4 ns-3 Simulation Results

To study the impact of multi-stage reception on Wi-Fi simulations, a canonical hidden node
scenario was studied, both with and without RTC/CTS enabled [4]. Two nodes, hidden
from each other, transmit to a common access point placed in the center. The L-SIG was
transmitted at MCS0, with the payload at MCS7 for 1472 byte frames. Constant bit rate
traffic was generated, and the number of frames per second ranged from 125 (1.47Mbps) to
1800 (21.19Mbps) for each transmitting station. The default NIST error rate model was used
for both cases, with SYNC results from LinkSim incorporated for the multi-stage reception.

The original reception process gives lower throughput, since incoming frames with a high
(average) SNR can be dropped due to the AP’s commitment to receive a frame from the other
station that partially overlaps the incoming frame. With modified reception, the throughput
improves, with increased effect at higher traffic loads as seen in Figure A.4a. To further
illustrate the impact of frame drops at the preamble and header stages, the percentage of
total drops occurring at these two stages were tabulated A.4b. In the hidden node scenario,
8-10% of the total drops happen before the payload stage. For these cases, the AP is now
free to receive the next incoming frame, instead of being tied to an erroneous frame that a
real implementation would have given up on. In both implementations we observe that the
throughput levels off at increasing offered load due to built-in MAC layer overheads.

The same experiment was repeated with RTC/CTS enabled. Since the data packet col-
lisions decrease significantly, the throughput for both the multi-stage and original reception

line up. There is still a small difference in the throughput (0.3Mbps) at the maximum offered
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load (1800 packets per second), due to the collision of RTS frames.

When the same simulation scenario is repeated with both stations visible to each other,
the throughput is identical for both cases. For simulations with multiple flows with no
hidden nodes, the throughput with multi-stage reception was lower than the original ns-
3 implementation. One example scenario was an ad-hoc grid [5], where the throughput
for multistage is 0.3% lower for 2 flows, and decreases by 5.5% for 10 4Mbps flows. This
difference results from an overall greater number of frame drops, a direct consequence of the
newly added sync stage.

The results indicate that in current scenarios, multistage reception has an impact on the
simulation results, albeit in a limited fashion. However, while our current work does not
explicitly model frame capture, the additional stages we have introduced set the stage for

inclusion of capture effect in the future which will lead to even greater changes in throughput

(see [30]).
A.5 Conclusion and Future Work

In this paper, we evaluate the ns-3 physical layer abstraction to improve fidelity and accuracy.
We developed a link simulation tool and show that its results closely match those published
by the IEEE task group charged with Wi-Fi standardization. We then used our link simulator
to examine possible sources of error in the ns-3 physical layer error model that support a
move away from the default analytical model. Then, with a eye towards future inclusion
of capture effects in ns-3 as well conforming to existing hardware implementation, we used
results from our link simulator to introduce a multi-stage reception model for ns-3 with
inclusion of preamble sync error rates. Finally, we studied the effect of our modifications in
some canonical scenarios (hidden nodes and RTS/CTS) to ensure that the behavior conforms
to expectations. In this context, we are validating and developing both analytical error
models, and link-sim results, as well as changes to the physical layer abstraction to augment
the fidelity and range of applicability of ns-3.

Although not finalized yet for submission to the ns-3 main tree, we have developed
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modifications to the YansWifiPhy class to enable the third stage of reception and to provide
a link simulation-based error model for the PLCP preamble fields. We have also developed a
framework that permits the loading of link simulation-based error models that are expressed
as text files, to replace the analytical error models. We plan to investigate further with our
link simulator how best to handle situations in which the SNR varies during the duration of

the received frame, including occurrences of Wi-Fi signal overlap.
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