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Abstract

Enhancing Multi-Tenant Disaggregated Storage Systems
with H/W Innovations

Jaehong Min

Chair of the Supervisory Committee:
Arvind Krishnamurthy
Computer Science & Engineering

Disaggregated storage architectures have become a foundational element in modern datacenter de-
sign, enabling independent scaling of compute and storage resources. However, supporting multi-
tenant workloads on shared flash-based storage devices remains challenging due to interference,
limited hardware isolation, and host-centric software bottlenecks. This dissertation explores sys-
tem and interface designs that leverage hardware innovations—specifically, SmartNICs and NVMe
SSDs—to improve performance, fairness, and adaptability in disaggregated storage systems.

The first part introduces Gimbal, a software storage switch that enables multi-tenant-aware
scheduling and congestion control on SmartNIC-based storage nodes. Gimbal employs write cost
estimation, credit-based flow control, and hierarchical I/O scheduling to isolate tenants and maintain
throughput fairness under constrained compute budgets.

We then present eZNS, an elastic Zoned Namespace abstraction that enables dynamic resource
allocation for ZNS SSDs. eZNS decouples rigid namespace boundaries and allows flexible sharing
of zones through global and local overdrive policies. Coordinated 1/O planning and proactive space
management improve utilization and write efficiency while preserving predictable performance.

Lastly, we propose the Interposable Transport Protocol (ITP), a transport-layer abstrac-
tion for SmartNIC-based disaggregated storage. ITP enables in-network request redirection, repli-
cation, and remote memory access by treating SmartNICs as protocol-aware dataplane processors.
The prototype demonstrates that forwarding and RMA operations can complete within single-digit
microseconds using ARM cores, achieving near-RDMA performance without dedicated hardware
support.

Collectively, these contributions show that co-designing software abstractions with emerging
hardware enables disaggregated storage systems to achieve high performance, adaptability, and
strong multi-tenant isolation. The proposed designs lay a foundation for scalable, composable storage
infrastructure in modern cloud environments.
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Chapter 1

Introduction

Storage disaggregation has gained significant interest recently since it allows for independent scaling
of compute/storage capacities and achieves high resource utilization [65, 511 [77, 02] 137]. As data-
center network speeds have transitioned to 100/200 Gbps and the NVMe-oF specification [94] that
enables flash-based SSDs to communicate over a network is becoming widely adopted, a disaggre-
gated NVMe SSD can provide microsecond-scale access latencies and millions of IOPS.

Simultaneously, SmartNICs are emerging as a key hardware platform for implementing disag-
gregated storage. These devices offer lower power consumption compared to traditional x86-based
systems while still providing sufficient bandwidth for storage systems. SmartNICs are equipped
with wimpy cores that, despite their lower performance, are adequate for handling relatively sim-
ple storage protocols. Additionally, SmartNICs come with hardware acceleration engines designed
for storage tasks, allowing users to maximize their utility. In modern datacenters, SmartNICs are
increasingly being deployed in the form of NICs attached to existing server machines, offloading
the storage stack on the initiator side [9, [86]. Various manufacturers are also supporting con-
figurations that leverage SmartNICs as target-side controllers to build JBOFs (Just a Bunch of
Flash) [19, 126, 40|, further enhancing the flexibility and performance of disaggregated storage
systems.

However, making disaggregated storage work efficiently and fairly in multi-tenant environments
remains a fundamental challenge. Disaggregated storage systems are shared across tenants running
diverse applications with widely varying 1/O characteristics. This diversity creates contention at
multiple layers—from shared queueing at the network interface to interference inside SSDs caused

by shared usage of internal NAND channels, dies, and resources. Ensuring fair bandwidth allo-



cation, low tail latencies, and QoS guarantees without overprovisioning the hardware is critical,
especially when tenants operate under strict performance SLAs. Traditional approaches to achiev-
ing isolation—such as dedicating entire SSDs per tenant—sacrifice efficiency, leaving capacity and
bandwidth underutilized.

The limitations stem, in part, from the opaque and complex nature of conventional SSDs. These
devices function as self-contained systems that hide internal operations like garbage collection (GC),
write buffering, and wear leveling. Such black-box behavior complicates both performance prediction
and control, leading to unpredictable behavior under mixed workloads. Worse, when shared among
tenants, internal resource contention can exacerbate tail latency problems and degrade overall system
responsiveness.

To address these issues, recent proposals have explored exposing internal SSD structures to
the host. One such effort is the NVMe Zoned Namespace (ZNS) interface, which organizes the
SSD into logical zones and delegates management tasks like GC and write placement to the host.
ZNS promises benefits such as reduced write amplification, lower DRAM overhead, and improved
endurance. However, its current design targets single-tenant, log-structured workloads and lacks the
flexibility to support multiple concurrent users with distinct access patterns. Simply partitioning
the zones is not sufficient when internal NAND resources—Ilike dies and planes—remain physically
shared. Moreover, optimal zone sizing and write behaviors may differ substantially across tenants,
leading to inefficiencies when fixed configurations are used.

On the other hand, while device-level solutions like ZNS address some internal inefficiencies,
broader system performance and control require rethinking storage functionality itself. Storage
functions increasingly resemble network services, particularly in how they route and transform I/0
requests to meet performance, reliability, and consistency goals. Tasks such as request replication,
redirection, and mapping are conceptually similar to packet forwarding, NAT, and route aggregation
in networking. Yet, traditional host-based storage stacks are limited in their ability to perform these
operations efficiently at line rate, especially when multiple tenants and failure domains are involved.
SmartNICs present an opportunity to rethink this design by pushing such logic into the network
layer, enabling faster, more programmable control paths.

This thesis addresses the above challenges by proposing architectural and interface-level innova-

tions that make disaggregated storage systems more fair, predictable, and performant in multi-tenant



settings. We investigate how the compute capabilities of SmartNICs can be harnessed for fine-
grained I/O scheduling, how the SSD interface can be redesigned to support multi-tenant awareness
and elasticity, and how in-network processing can be leveraged to offload and accelerate storage-
layer functionality. Through a combination of system design, implementation, and evaluation, we
demonstrate that these approaches lead to significant improvements in performance, fairness, and

scalability.
1.1 Thesis Statement and Contributions

To overcome the limitations of traditional disaggregated storage systems in multi-tenant environ-
ments, this thesis explores a set of architectural and interface-level enhancements grounded in the
co-design of hardware and software. Our work focuses on three key areas: leveraging SmartNICs
for enforcing fair and low-overhead 1/0O scheduling, redesigning the SSD interface for elasticity and
multi-tenant awareness, and enabling in-network acceleration of storage functions using transport-
layer innovations. These techniques collectively address the core challenges of interference, unpre-
dictability, and inefficient resource use that arise when storage is decoupled from compute and shared
across multiple tenants.

First, we analyze the performance degradation caused by various I/O interference scenarios
in a multi-tenant disaggregated storage system and identified the associated challenges. By con-
ceptualizing the internals of conventional SSDs as complex network systems and viewing them as
black-boxes, we propose a software storage switch that leverages network techniques to achieve
fair 1/O scheduling. Furthermore, through additional evaluations, we demonstrate that the limited
computing capabilities of SmartNICs are sufficient to realize this software storage switch.

While this approach achieves notable performance improvements, conventional SSDs obscure the
information necessary for accurate performance prediction, such as GC cost, forcing us to rely on
approximations. To address this, we turn our attention to the emerging ZNS SSD interface for data
center applications. However, the current ZNS is inadequate for multi-tenant environments. Thus,
we design the Elastic ZNS (eZNS) interface, which adapts to the number of users and their workload
profiles to configure optimal zone settings. This new interface redistributes SSD resources according
to the current user I/O profiles, maximizing SSD utilization to enhance application performance.

At the same time, it minimizes the probability of users physically sharing the same NAND memory



dies, thereby reducing I/O interference and mitigating unpredictable performance degradation.
Lastly, we demonstrate that leveraging SmartNICs to accelerate storage software at the network
layer can significantly enhance end-to-end performance. Storage software performs various types
of request routing—such as mapping, redirection, and replication—to ensure data reliability and
improve QoS. By translating these tasks into network packet routing problems, we can offload and
accelerate them at the network layer. Traditional network transport protocols struggle with tasks
such as changing packet destinations without host software stack intervention. To address this,
we design a new Interposable Transport Protocol. Additionally, we show that SmartNICs, with
their inherent structural advantages, excel as NVMf Routers capable of performing on-path request

routing.
1.2 Published Works

e Jachong Min, Ming Liu, Tapan Chugh, Chenxingyu Zhao, Andrew Wei, In Hwan Doh, and
Arvind Krishnamurthy. 2021. Gimbal: enabling multi-tenant storage disaggregation on
SmartNIC JBOFs. In Proceedings of the 2021 ACM SIGCOMM Conference (SIGCOMM
21).

e Jachong Min and Chenxingyu Zhao and Ming Liu and Arvind Krishnamurthy. 2023. eZINS:
An Elastic Zoned Namespace for Commodity ZNS SSDs. In Proceedings of the 17th

USENIX Symposium on Operating Systems Design and Implementation (OSDI ’23).



Chapter 2

Backgrounds

2.1 NAND-based SSDs

A NAND-based SSD combines an array of flash memory dies and is able to deliver a bandwidth
of several GB/s. It comprises four main architectural components (Figure 2.1)): (1) a host interface
logic (HIL) that implements the protocol used to communicate with the host, such as SCSI [114]
and recent NVMe [93]; (2) an SSD controller, enclosing an embedded processor and a flash channel
controller, which is responsible for the address translation and scheduling, as well as flash memory
management; (3) onboard DRAM, buffering transmitted I/O data and metadata, storing the address
translation table, and providing a write cache; (4) a multi-channel subsystem that connects NAND
dies via a high-bandwidth interconnect. As shown in Figure a NAND die consists of hundreds
of erase blocks, where each block contains hundreds to thousands of pages. Each channel holds
multiple dies to increase I/O parallelism and bandwidth. Each page encloses a fixed-sized data
region and a metadata area that stores ECC and other information. Flash memory supports three
major operations: read, program, and erase. The access granularity of a read/program is a page,
while the erase command is performed in units of blocks. NAND flash memory has three unique
characteristics [2, 24] 26, 54, [76]: (1) no in-place update, where the whole block must be erased
before updating any page in that block; (2) asymmetric performance between reads and programs;
(3) limited lifetime (endurance) — each cell has a finite number of program /erase (P/E) cycles [63].

To effectively use the NAND flash and address its limitations, SSDs employ a special mapping
layer called the flash translation layer (FTL). It provides three major functionalities |28 57} 100, 143]:

(1) dynamically mapping logical block addresses (LBA) to physical NAND pages addresses (PPA);
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Figure 2.1: The architecture of a NAND-based SSD.
(2) implementing a garbage collection (GC) mechanism to handle the no in-place update issue
and asynchronously reclaim invalid pages; (3) applying a wear-leveling technique to evenly balance
the usage (or aging property) of all blocks and prolong the SSD lifespan. However, FTL brings in
considerable overheads. First, the translation table requires a large amount of DRAM to store the
mapping entries, e.g., 1GB for 1TB NAND capacity for 4KB data unit size. Second, when serving
a user 1/0, the compounding effect of GC and wear-leveling would trigger additional SSD internal
writes (i.e., copying valid pages to erase the block) and lead to the WAF (Write Amplification
Factor) problem. Third, the FTL does not employ performance isolation mechanisms and incurs

significant interference issues under mixed I/O profiles |87, 97].
2.2 NVDMe-over-Fabrics Protocol

NVMe-over-Fabrics (NVMe-oF) [04] is an emerging storage protocol to support disaggregation of
modern memory devices (e.g., NAND, persistent RAM). It defines a common architecture that sup-
ports the NVMe block storage protocol over a range of storage network fabrics (e.g., RDMA, TCP,
Fiber Channel). NVMe-oF extends the NVMe base specification [93] and the controller interface. A
storage client (i.e., NVMe-oF initiator) first attaches to a storage server (also known as NVMe-oF
target) and then issues NVMe commands to the remote controller. The NVMe-oF target comprises
two main components: NVMe target core and fabric transport. After setting up a connection with
the initiator, it creates a one-to-one mapping between IO submission queues and 10 completion
queues.

NVMe-over-RDMA relies on memory-mapped IO for all operations. Both the host and the device
perform memory read/write of the host memory to modify the related data structures (including

submission queue, completion queue, data buffer). NVMe-over-RDMA uses different RDMA verbs



for initiating and fulfilling 1O flows. Specifically, RDMA SEND is used to issue a submission capsule
to the target and a completion capsule back to the host. All data transfers are performed at the
NVMe-oF target using RDMA READ and RDMA_WRITE verbs. Thus, the data transfer phase
requires no host-side computing cycles. Further, unlike the NVMe specification, NVMe-oF does not
introduce an interrupt mechanism for the storage controller. Instead, host interrupts are generated
by the host fabric interface (e.g., host bus adapter, RDMA NIC).

Concretely, the request flow of a read/write under NVMe-over-RDMA is as follows: (a) a client
host sends an NVMe command capsule (including the NVMe submission queue entry and the scatter-
gather address list) to an NVMe-oF target using RDMA SEND; (b) the target process picks up
commands from the submission queue. Under a write, it fetches client data via the RDMA RFEAD;
(c) the target storage controller then performs a read or write IO execution on the SSDs; (d) in case
of reads, the NVMe-oF target issues a RDMA _WRITE to transmit data from a local buffer back
to the client host memory; (e) the NVMe-oF target process catches the completion signal, builds a
response capsule (which contains the completion queue entry), and sends this completion capsule via
RDMA SEND. Some NVMe-oF implementations allow for inlining small data blocks (e.g., 4KB)

into the capsule, reducing the number of RDMA messages and improving the 10 latency.
2.3 Common SmartNIC Architecture

The structural characteristics of modern SmartNICs or DPUs have been studied by numerous re-
searchers [I15], 105, 59]. Compared to traditional NICs, SmartNICs incorporate Processing Units
(PUs) implemented with ASICs or FPGAs, and they are categorized as either on-path or off-path
SmartNICs based on how these PUs are connected to the data path. PUs can be classified into
offload engines, which are fully implemented in hardware to handle common functions, and general-
purpose processors like ARM or RISC-V cores. Most SmartNICs provide both types of PUs to
leverage their combined strengths. Offload engines are designed to accelerate compute-intensive
tasks (e.g., encryption, compression, regular expression processing) by processing them at line rate
through hardware acceleration. Some SmartNICs even offer logic to offload entire application pro-
tocols, such as NVMe-oF, to minimize latency. Additionally, SmartNICs provide separate DRAM
that users can utilize as buffer space, enhancing flexible acceleration capabilities. They also include

user-programmable DMA engines to efficiently transfer data between host memory and SmartNIC



memory.

Despite the relatively consistent hardware structures across different SmartNICs, the devel-
opment environments provided to users can vary significantly between manufacturers. Fortunately,
many manufacturers have recently adopted DPDK (Data Plane Development Kit) as a foundational
software framework, which simplifies development and enhances performance. However, many of-
fload engines and specific features still rely on proprietary SDKs provided by each manufacturer.
This dependence on manufacturer-specific SDKs can pose challenges for developers aiming to create
portable and flexible applications. Therefore, to maximize the utilization of SmartNICs, it is crucial
to understand their structural commonalities and design a simple acceleration middle layer that can
effectively connect various SmartNICs and applications. This approach will simplify implementation

and enhance the flexibility and portability of the system.



Chapter 3

Gimbal: Enabling Multi-tenant Storage Disaggregation on
SmartNIC JBOFs

Recently, SmartNIC-based disaggregated storage solutions, such as Mellanox BlueField and Broad-
com Stingray [19, [126], have emerged and become increasingly popular because of their low deploy-
ment costs and competitive IO performance compared to traditional server-based approaches. Such
a storage node usually comprises a commercial-of-the-shelf high-bandwidth SmartNIC, domain-
specific accelerators (like RAID), a PCle-switch, and a collection of NVMe SSDs, supported by a
standalone power supply. Consider the Broadcom Stingray solution as an example. Compared with
a conventional disaggregated server node, the Stingray PS1100R storage box is much cheaper and
consumes up to 52.5W active power while delivering 1.4 million 4KB random read IOPS at 75.3us
unloaded latency.

Disaggregated storage is shared among multiple tenants for running different kinds of storage
applications with diverse 1O access patterns. An efficient multi-tenancy mechanism should maximize
NVMe SSD usage, ensure fairness among different storage streams, and provide QoS guarantees
without overloading the device. However, today’s SmartNIC JBOF&E] lack such essential support,
which is non-trivial to build. First, the unpredictable performance characteristics of NVMe SSDs
(which vary with IO size, read/write mix, random/sequential access patterns, and SSD conditions)
make it extremely hard to estimate the runtime bandwidth capacity and per-10O cost of the storage
device. For example, as shown in Section a fragmented SSD can only achieve 16.9% write
bandwidth of a clean SSD; adding 5% writes to a read-only stream could cause a 42.6% total IOPS

LJBOF = Just a Bunch of Flash
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drop. Second, an SSD has a complex internal architecture, and its controller does not disclose the
execution details of individual I0 commands. This complicates the IO service time estimation of
a tenant as well as the fair scheduler design. Finally, SmartNICs are wimpy computing devices.
Besides driving the full networking and storage bandwidth, the amount of available computation
per-10 is bounded, i.e., 1us and 5us for a 4KB and 128KB read, respectively.

To address these challenges, we design and implement Gimbal, a software storage switch that
orchestrates NVMe-oF commands among multiple co-located tenants. Gimbal borrows ideas from
traditional networking and applies them to the domain of managing storage resources. First, Gimbal
views the SSD device as a networked system and applies a delay-based congestion control mechanism
to estimate its runtime bandwidth headroom. Second, it introduces the virtual slot concept and the
write cost estimation logic to enable online characterization of the per-I0 cost. Finally, Gimbal
exposes an SSD virtual view via an end-to-end credit-based flow control and request priority tagging
so that applications are able to design flexible IO prioritization, rate-limiting, and load-balancing
mechanisms.

We prototype Gimbal on Broadcom Stingray PS1100R SmartNIC JBOFs and compare with
previously proposed multi-tenant storage solutions with isolation mechanisms (i.e., Reflex [66],
Parda [42|, FlashFQ [117]). Our experiments with synthetic workloads show that Gimbal not only
achieves up to x6.6 better utilization and 62.6% less tail latency but also improves the fairness
for various complex workloads. We also ported a commercial key-value store (i.e., RocksDB) over
a blobstore file system implemented on our disaggregated storage platform. Our implementation
employs a hierarchical blob allocator to fully utilize a pool of storage nodes. It manages the storage
load and steers read requests based on the runtime loads of the storage devices using an IO rate
limiter and a load balancer. Our evaluations show that Gimbal can improve application throughput

by x1.7 and reduce tail latency by 35.0% on average.
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Figure 3.1: Architectural block diagram of the Stingray PS1100R SmartNIC-based disaggre-
gated storage.

3.1 Background and Motivating Experiments
3.1.1 SmartNIC JBOF

SmartNICs [19] (52} 126, [79, [, [6] have emerged in the datacenter recently, not only for accelerat-
ing packet manipulations and virtual switching functionalities [38, [], but also offloading generic
distributed workloads [74], [82] [83] [35]. Typically, a SmartNIC comprises general-purpose comput-
ing substrates (e.g., ARM or FPGA), an array of domain-specific accelerators (e.g., crypto engine,
reconfigurable match-action table), onboard memory, and a traffic manager for packet steering.
Most SmartNICs are low-profile PCle devices that add incremental cost to the existing datacenter
infrastructure and have shown the potential to expand the warehouse computing capacity cheaply.

Lately, hardware vendors have combined a SmartNIC with NVMe drives as disaggregated storage
to replace traditional server-based solutions for cost efficiency. Figure presents the Broadcom
Stingray solution [126]. It encloses a PS1100R SmartNIC, a PCle carrier board, a few NVMe SSDs,
and a standalone power supply. The carrier board holds both the SmartNIC and NVMe drives and
an on-board PCle switch connecting the components. The SmartNIC has 8 x 3.0GHz ARM A72
CPU, 8GB DDR4-2400 DRAM (along with 16MB cache), FlexSPARX [39] acceleration engines,
100Gb NetXtreme Ethernet NIC, and PCle Gen3 root complex controllers. The PCle switch offers
x16 PCle 3.0 lanes (15.75GB/s theoretical peak bandwidth), and can support either 2 x 8 or 4
x 4 PCle bifurcation. A Stingray disaggregated storage box with four Samsung DCT983 960GB
SSDs, is listed for $3228.0, with likely much lower bulk prices, and is thus much cheaper than a
Xeon-based one with similar IO configurations. Unsurprisingly, it also consumes lower power than

a Xeon disaggregated server node. The power consumption of a Stingray PS1100R storage node is
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Figure 3.3: Read/write throughput as increasing the number of cores on server and SmartNIC
JBOFs.

52.5W at most, nearly one-fourth of the Xeon one (192.0W). Section describes the hardware
configurations. We use a Watts Up Pro meter [I35] to measure the wall power. The software stack
on a SmartNIC JBOF works similar to the Xeon-based server JBOF, except that the NVMe-oF
target runs on the SmartNIC wimpy cores instead of the x86 cores. The 1O request processing also
includes five steps as described above.

SmartNIC JBOFs achieve performance that is competitive to server JBOFs. In terms of unloaded
read /write latency, we configure fio [37] with one outstanding IO and measure the average latency
as we increase the request size (Figure . When serving random reads, the SmartNIC solution
adds 1.0% latencies on average across five cases where the request size is no larger than 64KB. The
latency differences rise to 20.3% and 23.3% if the IO block size is 128KB and 256KB, respectively.
For sequential writes, SmartNIC execution adds only 2.7us compared with the server, on average

across all cases. We further break down the latency at the NVMe-oF target and compare the
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Figure 3.4: Multi-tenant interference in different workloads. (RD:Read, WR:Write,
QD:Number of Concurrent I/0s)

server and SmartNIC cases. We find that the most time-consuming part for both reads and writes
is the NVMe command execution phase (including writing into the submission queue, processing
commands within the SSD, and catching signals from the completion queue). This explains why the
latencies on SmartNIC and server JBOFs are similar. For a 4KB/128KB random read, it contributes
to 92.4%/86.1% and 88.8%/92.2% for server and SmartNIC, respectively.

Considering bandwidth, SmartNIC JBOF is also able to saturate the storage limit but using more
cores. This experiment measures the maximum 4KB random read and sequential write bandwidth as
we increase the number of cores. For each FIO configuration, we increase the 10 depth to maximize
throughput. As depicted in Figure the server achieves 1513 KIOPS and 1316 KIOPS using two
cores, respectively. In the case of the SmartNIC, it is able to serve similar read and write traffic
with 3 ARM cores. One core is enough to achieve the maximum bandwidth under a large request

size (i.e., 128KB).
3.1.2 Multi-tenant Disaggregated Storage

Different kinds of storage applications share disaggregated storage nodes, and therefore, we need to
provide support for multi-tenancy and isolation between different workloads. Today’s NVMe SSDs
provide some isolation support. For example, an NVMe namespace is a collection of logical block
addresses that provides independent addressing and is accessed via the host software. However,
namespaces do not isolate SSD data blocks physically, and requests to access different namespaces
can still interfere.

An ideal mechanism should achieve the following goals: (1) provide fairness across tenants; (2)

maintain high device utilization; (3) exhibit low computation overheads and predictable delays at the
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storage node. Our characterizations show that existing SmartNIC JBOFs present limited support
for multi-tenancy, as multiple aspects of 1O interference cause unfair resource sharing of storage
throughput. In Figure the victim flow issues random 4KB reads with 32 concurrent I1/Os, and
we inject a neighboring flow with various IO sizes, intensity, and patterns. Overall, a flow with
high intensity always obtains more bandwidth regardless of the IO size and pattern. For example,
the bandwidth of the neighboring flow with random 128KB reads is 377MB/s and 58.4% less than
the victim’s when it has only one concurrent I0. But, it dramatically rises to 1275MB/s as the
concurrent [0 is increased to 8 and obtains 3.1x higher bandwidth than the victim. In addition,
the bandwidth of the victim decreases significantly when the neighboring flow uses a write pattern.
The victim shows 59.1% less bandwidth when the neighbor has the same IO size and intensity but
performs writes.

In the disaggregated storage environment, different IO streams interact with each other along
the IO path, and will impact their performance. We categorize interference factors into three types,
i.e., 10 intensity, 10 size, and 1O pattern (read v.s. write, random v.s. sequential). We then use
controlled experiments to demonstrate how each factor affects a storage stream performance and
causes unfair resource sharing. Our experiment setup is described in Section and we use the
fio |37] utility plus the SPDK fio plugin. Note that (1) fio NVMe-oF clients run on different client
servers, and read/write to the same NVMe SSD; (2) we use dedicated NVMe-oF target cores to

handle different fio streams.
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IO intensity: indicates how frequent a storage stream issues IO requests to the remote storage.
We configure two competing fio storage streams with the same IO request size and read/write type.
Both streams can maximize the SSD bandwidth alone, but they differ in the iodepth (i.e., the
number of outstanding IO requests) where streaml issues twice the number of requests as stream?2.
Figure [3.5] reports the results for 4KB random read and 16KB sequential write, respectively. On
average across different IO sizes, streaml achieves 2.0x and 1.8x more bandwidth compared with
stream?2 for two cases, respectively. This is because the NVMe-oF target receives more requests from
streaml, and submits more NVMe commands to SSD device queues. As a result, streaml obtains

more bandwidth share than stream?2.

IO size: presents the read/write block size of an NVMe-oF request within a stream. Again, we
configure two competing fio storage streams with the same read/write type and iodepth (which is
large enough to saturate the remote bandwidth). The IO size of stream1 is 4KB, and stream2 grad-
ually increase its size. We report the achieved bandwidth of stream1 under four cases in Figure|3.6]
Even though two storage streams would submit the similar amount of requests into the NVMe
drive, apparently, large IO occupies more bandwidth for any of the random/sequential read/write
scenarios. For example, in the case of random read, when streaml and stream?2 are both 4KB, each
stream takes around 850.0 MB/s. When a 4KB stream1 mixes with 64KB stream2, streaml only
uses 91.0MB/s, while stream2 achieves 1473.0MB/s.

IO pattern: refers to the type of IO request (e.g., read or write, random or sequential) of a storage

stream. Since the NVMe SSD presents distinct execution costs for different typed 10s, when they
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Figure 3.8: Avg./P99.9 latency of 4KB random read mixed with write traffic varying its 10
request size.

mix, one would observe significant performance interference in terms of latency and bandwidth. We
set up two competing fio streams with the same adequate io depth and io size where stream1 /stream?2
performs read /write, respectively. As Figure shows, compared with the standalone mode, stream1
only achieves 38.9% and 27.3% bandwidth (on average across different IO sizes) for random and
sequential cases when mixed IO happens. This is mainly because the read/write request handling
within the SSD has lots of overlapping [127, [138], such as device-level 10 request queue, FTL engine,
write cache, flash chip controller for accessing the planes, etc.

Next, in terms of latency, we run a 4KB random read stream, and couple with another stream
issuing random /sequential writes, varying its 10 size (Figure . We also repeat the same experi-
ment by mixing a 4KB sequential write stream with a random /sequential read streams (Figure [3.9).
Adding background traffic (stream2) definitely hurts the average and tail latency of the frontend

one (streaml). This is due to the head-of-line blocking impact coming from interleaved different
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typed 1Os. The larger the 10 size is, the more latency degradation one would observe. For example,
considering random read under sequential write, the average/p99.9 latency of the 128KB case is
1.7x and 2.6 higher than the 4KB case, respectively. Further, the curve becomes flat in Figure 3.8
after 16KB because stream2 has saturated the maximum write bandwidth. Therefore, to isolate
different storage streams, one should also take the read/write distribution and carefully monitor its
dynamic execution costs at runtime.

We summarize below three challenges to realizing an efficient multi-tenancy mechanism for
JBOFs.

Issue 1: 10 throughput capacity varies unpredictably with workload characteristics
(e.g., random v.s. sequential, read v.s. write, IO size) and SSD conditions. Modern NVMe
SSDs favor sequential access due to request coalescing and write-ahead logging [3, 27]. Under the
disaggregated setting, the overall IO access patterns become much more random due to request
interleaving (i.e., IO blender effect) and impact the IO throughput. SSDs also experience read /write
interference. To minimize NAND access contention, an SSD distributes reads/writes across different
data channels and NAND chips [30, [34]. Writes are usually slower than reads (unless they are
directly served from the SSD controller write buffer) and incur the erase-before-write penalty. A flash
page has to clear its data blocks before accepting new values. This causes the write amplification
problem [3], where the actual amount of data written to the storage media is more than the intended
size. Further, SSDs present asymmetric performance under different 10 sizes due to NAND access
granularity and die-level parallelism. For example, on a Samsung DCT983 960GB SSD, 128KB read
could achieve 3.2GB/s, while the 4KB one maxes out at 1.6GB/s.
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tions.

The SSD condition, typically characterized by the number of clean flash pages and their location
distribution, depends on the previous write history. An SSD uses a flash translation layer (FTL)
that maps logical blocks to physical blocks. A new write appends to a pre-erased block first. To
improve the write performance and endurance, it also employs wear leveling (i.e., balancing the pro-
gram /erasure cycles among all data blocks) [3,[144] and garbage collection |3, [I10] (i.e., replenishing
valid blocks), which complicates estimating the SSD condition. When the SSD is highly fragmented,
there are fewer free blocks, and garbage collections are often triggered, which hurts both write
and read performance. Figure demonstrates the performance impact of write amplification by
comparing two conditions: SSDs pre-conditioned with large sequential (clean) and random IO (frag-
mented) patterns. Adding 5% writes reduces the overall IOPS by 42.6% in the fragmented case.
Compared to the clean case, the fragmented one achieves 16.9% and 17.8% of the throughput of
write-only and 90/10 W /R scenarios, respectively. Figure compares the unloaded latency in a
clean SSD v.s. three other scenarios for different 10 sizes. On average, across these cases, fragmented
SSD, 70/30 read/write mix, and 8 concurrent IO0s cause 52.0%, 83.6%, and 80.5% latency increase,
respectively. Larger 10s (e.g., 128/256KB) observe more degradation as they are more likely to
contend with other requests.

Issue 2: Per-10 cost changes drastically with not only read and write mix but also
10 concurrency and IO size. An IO will be delayed when there is execution contention at the
SSD controller, head-of-line blocking at the device queue, access contention at the NAND chan-
nel/chip/die, or SSD internal activities (e.g., garbage collection). SSD vendors are hesitant to dis-

close the device execution statistics, making it hard to identify the per-10 cost. This complicates fair
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IO resource allocations among multiple tenants. Previous studies [121], [84] 66] apply approximate
offline-profiled IO cost models, which cannot accurately capture the SSD’s dynamic runtime state.

Issue 3: Fairness in a multi-tenant disaggregated storage means that each tenant
should receive the same amount of request service time from an SSD controller. The
controller’s request service time is opaque to the host software stack, complicating the IO scheduler
design. Even though modern NVMe SSDs apply a multi-queue interface [17, 64, [127] for multiplexing
and multicore scalability, the device usually schedules requests among IO queues in a simple round-
robin fashion, impeding the fairness support. Prior works [117, 9T}, 84} 117, [66] apply deficit/weighted
round-robin scheduling or its variants to issue IOs from different tenants. In such approaches, de-
termining an operation’s deficit value/weight is vital to achieving fairness. However, as discussed
above, simply using IOPS, bandwidth (bytes/s), or some other synthetic static metrics (such as
virtual IOPS [121], approximate IO cost mode [84], or SLO-aware token [66]), cannot capture the
exact IO execution time. For example, consider a 4KB random read stream mixed with a 64KB one
with the same type and IOPS (Figure in Appendix). If we use IOPS as the metric, these two
streams achieve 91.0MB/s and 1473.0MB/s, indicating that larger IOs dominate the SSD execution;
if we use bandwidth instead, smaller IOs could submit four times more requests. Some other works
proposed timeslice-based 10 schedulers (e.g., Argon [131], CFQ [10], FIOS [117]) that provide time
quanta with exclusive device access. These approaches not only violate the responsiveness under

high consolidation but also ignore the fact that the IO capacity is not constant (as discussed above).
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Figure 3.12: 4KB/128KB read/write bandwidth as increasing the per-IO processing cost on
SmartNIC JBOFs.

3.1.3 Challenges of SmartNIC-based Disaggregation

SmartNICs have wimpy computing cores compared with the server case. When achieving the same
storage load, the request tail latency on SmartNIC JBOFs is higher. For example, the 99.9th latency
is 34/66us on server/SmartNIC if serving ~3000MB/s 4KB sequential writes. To fully drive the
storage read /write bandwidth, SmartNICs have little computing headroom for each 10 request. We
evaluate the achieved bandwidth of 4KB/128KB random read and sequential write as we add to the
per-10 processing cost (Figure in Appendix). We use all NIC cores in this case. The maximum
tolerable latency limit is 1us and 5us for 4KB read and write requests, respectively. However, if
the request size is 128KB, one can add at most 5us and 10u of execution cost for reads and writes
without bandwidth loss. Thus, we can only add minimal computation for each storage 10, and the
amount of offloading depends on the storage traffic profile.

Fortunately, as we demonstrate in this work, the limited SmartNIC computing capabilities
are sufficient to realize a software storage switch and equip it with QoS techniques along the

ingress/egress data planes for 10 orchestration.
3.2 SmartNIC as a Switch

This section describes our design and implementation of Gimbal, a software storage switch with
efficient multi-tenancy support (i.e., high utilization, low latency, and fairness) for SmartNIC JBOFs.

We first describe its high-level architecture and then discuss each system component in detail.
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Figure 3.13: An overview of the Gimbal storage switch architecture. On the Broadcom Stingray
PS1100R, there are at most 4 NIC ports along with 4 NVMe SSDs.

3.2.1 Overview

Figure [3.13] presents the overall architecture of the software storage switch, inspired by today’s
SAN switches [31], 21]. It comprises per-SSD pipelines that orchestrate I0 flows between NIC ports
and NVMe SSDs. Each pipeline is equipped with three major components: (1) IO scheduler at the
ingress, which provides per-tenant priority queueing and executes IOs in a deficit round-robin fashion
(DRR) using a normalized IO unit (called a virtual slot). It exposes a fair queueing abstraction;
(2) delay-based congestion control mechanism at the egress, which measures the storage bandwidth
availability and monitors the SSD load status using IO completion time at runtime. In addition,
it employs a rate pacing engine to mitigate congestion and IO burstiness during submission; (3)
write-cost estimator, dynamically calibrating the SSD write cost based on latency and providing
this information to other system components. It implements an approximate performance model
that adapts to the workload and SSD conditions.

The switch runs across one or several dedicated SmartNIC cores and listens on active NIC
ports. Similar to other works [66], a tenant contains an RDMA qpair (for request send/receive)
and an NVMe qpair (for storage command submission/completion). Gimbal focuses on enabling

efficient SSD sharing and relies on the remote transport protocol (e.g., RDMA) to address in-network

contention.
3.2.2 Delay-based SSD Congestion Control

An SSD has a complex internal architecture. To estimate its instantaneous capacity headroom,

we take a black-box approach and borrow the congestion control mechanism from the networking
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domain. Specifically, we view the SSD as a networked system, where the controller, circuitry, and
NAND chips behave as a router, connection pipes, and end-hosts, respectively. Thus, one can use a
TCP-like probing technique to measure its available bandwidth. However, this is non-trivial because
(1) the SSD internal parallelism is unknown due to the FTL mapping logic and IO request inter-
ference; (2) housekeeping operations (such as garbage collection) are unpredictable and consume
a non-deterministic amount of bandwidth when triggered; (3) an SSD is a lossless system with-
out request drops. Therefore, we develop a customized delay-based congestion control algorithm to
address these challenges.

Traditional delay-based algorithms (e.g., TCP Vegas [20]) use the measured RTT to calculate the
actual bandwidth and take the bandwidth difference (between actual and expected) as a congestion
signal to adjust its transmission window. However, the bandwidth metric is ineffective for SSDs
because of their opaque parallelism [55], 25]. An SSD employs multiple NAND channels, planes, and
dies to improve its bandwidth so that concurrent 1O requests could execute in parallel and complete
independently. Thus, the 10 latency might not be indicative of the consumed SSD bandwidth.
Further, a modern SSD usually applies a 4KB-page based mapping mechanism. It splits a large
IO into multiple 4KB chunks and then spreads them to different channels as much as possible.
Consequently, the latency is not linear with the IO size, and different sized 10s would achieve
different maximum bandwidths.

Instead, we explore the direct use of the IO latency as the feedback (like Swift [67]) and take the
latency difference between measured and target levels as a congestion signal. This is motivated by
our observation that the SSD access latency is very sensitive to the device load and has an impulse

response to the congestion as shown in Figure (3.14
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Figure 3.14: Latency increases over time under the 4KB/128KB read mixed workload. Left
and right Y-axis represent latency and aggregated bandwidth, respectively.
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A key question to realizing this mechanism is determining the latency threshold. We start with
a fixed value (e.g., 2ms) and measure the average achieved latency using EWMA (Exponential
Weighted Moving Average), where arp denotes the weight. We find that 2ms fixed threshold is only
effective for large 10s (like 64/128KB) but cannot capture the congestion for small I0s promptly.
Reducing the threshold (e.g., <1lms) would also not work because it hurts the device utilization.
Therefore, we propose a dynamic latency threshold scaling method. It works similar to Reno’s
congestion control logic [89] for the latency threshold. Specifically, we set up the minimum and

maximum threshold and adjust the value based on the EWMA IO latency using,

Thres(t) = Thres(t — 1) — ap x (Thres(t — 1) — LatencYewma)

When the EWMA latency approaches the threshold, it promptly detects a latency increase.
Once the EWMA 10 latency exceeds the current threshold, it generates a congestion signal, and the
threshold is increased to the midpoint of the current and the maximum threshold by (Thres(t) =
(Thres(t—1)+Threshpmqz)/2. Consequently, Gimbal gets the congestion signal more frequently if the
EWMA latency is close to the maximum threshold or grows rapidly. Tuning the min/max threshold
should consider the efficiency of congestion detection, device utilization, convergence time, as well as
the flash media characteristics (i.e., SLC/MLC/TLC). We plot the typical behavior of the congestion
control algorithm as it adapts the delay threshold based on observed latencies. Figure shows the
latency threshold according to the EWMA latency. As the number of outstanding IO increases, the
EWMA latency begins to exceed the threshold, and hit the threshold more frequently as expected.

lat ——— |
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Figure 3.15: Dynamic Latency Threshold (128 KB Random Read)
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3.2.3 Rate Control Engine

Under a congestion signal, Gimbal applies a rate pacing mechanism to decide the IO submission
rate. Traditional congestion window-based approaches are ineffective due to the following reasons.
First, since a storage stream contains 10s of various sizes and types, the same window size (i.e.,
outstanding bytes) would result in different bandwidths for different 10 patterns. Second, a short
burst of write IOs absorbed by the SSD internal write buffer would cause a significant increase of
the available window size. As a result, more 10s would be submitted, overwhelming the device’s
capability, and the congestion control system would suffer from performance fluctuations. We instead
use a rate pacing mechanism with a token bucket algorithm to address this issue. Further, since the
single bucket approach would submit write IOs at a wrong rate (i.e., the read rate) and cause severe
latency increments, Gimbal employs a dual token bucket algorithm that consists of separate buckets

for reads and writes. Tokens are generated by the target rate and then distributed to each bucket

write  cost
write__cost+1

1
write  cost+1°

according to the 1O cost. Specifically, out of the total generated tokens, the amount of
given to the read bucket and the write bucket receives the remainder or the amount of
Lastly, we allow overflowed tokens to transfer between each other. Thus, dual token bucket offers
the flexibility in rate pacing mechanism while avoiding the burst submission of write I/Os for write
intensive workloads. Our dual token bucket works globally and applies to all tenants. Algorithm

describes the token update procedure in detail.

Algorithm 1 Dual Token Bucket

1: procedure UPDATE TOKEN BUCKETS()

2 max_tokens <+ 256KB

3 avail tokens = target rate x time_since last_update
4 read tokens += avail tokens X %

5: write tokens += avail tokens x m

6 if read tokens > max tokens then

7 write tokens += read tokens - max_tokens

8 read tokens = max_tokens

9: if write tokens > max_tokens then

10: read tokens += write tokens - max_tokens
11: read tokens = min(read tokens, max_tokens)

12: write tokens = max_tokens
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Token bucket size. Gimbal does not reorder I/Os when dequeued from the DRR scheduler.
As a result, one bucket needs to wait for the next IO if (1) the dequeued IO is not for the bucket
and (2) the other bucket does not have sufficient tokens to submit the IO. A smaller bucket size
would cause one bucket drops lots of tokens during the wait time. Since the read bucket typically
waits for the write bucket, a small-sized one would hurt read bandwidth. On the other hand, a large
bucket size allows the read bucket to accumulate tokens during the wait time, increasing the read
bandwidth. We evaluated the range from 128KB to 512KB and set the size to 256 KB empirically,
which provides a fair bandwidth allocation for read/write under a mixed-IO workload.

We define four congestion states based on the latency thresholds (Threshmaz, Threshpmin,
Threshey,) and the measured EWMA latency (Latewma), and adjust the target submission rate
upon each 10 completion. Specifically, these four states are: overloaded (Latewme > Threshmaz),
congested(Thresheyy < Lateyma < Threshmaz), congestion avoidance(Threshmin < Latewma <
Threshey), and under-utilized (Lateywma < Threshpmin).

For the congestion avoidance and congested states, Gimbal incrementally changes the target rate
to either probe for more bandwidth or lower the offered load. The rate is increased/decreased by the
IO completion size for the congestion avoidance/congested state. For the overloaded state, the rate
is immediately adjusted to be lower than the IO completion rate, and Gimbal discards the remaining
tokens in the buckets to avoid a bursty submission. Gimbal periodically measures the completion
rate for this. In addition, Gimbal increases the target rate at a faster rate when it observes the
underutilized state (parameter 8 in Algorithm .

Gimbal handles the overloaded and under-utilized states in the above manner because the incre-
mental adjustments are meaningful only when the IO pattern doesn’t change; incremental adjust-
ments will not converge fast enough for dynamic IO patterns. Specifically, the maximum bandwidth
of the SSD may differ dramatically according to the read and write mixed ratio. On a fragmented
SSD (defined in Section [3.4.1]), the random write bandwidth is about 180MB/s while the random
read bandwidth is over 1600MB/s. Consequently, the rate converges slowly if the pattern shifts from
write-heavy to read-heavy. Gimbal, inspired by CUBIC[44] and TIMELY|[88|, adapts an aggressive
probing strategy for identifying the desired operating point. This condition only appears when the
target rate is insufficient to submit 1O before the SSD drains most of the IOs in the internal queue.

On the other hand, the target rate may exceed the maximum bandwidth enormously when the
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pattern shifts in the opposite direction (i.e., from read-heavy to write-heavy), resulting in the SSD
performing at its peak bandwidth but with a latency higher than Thresh,q.. In this case, Gimbal
first identifies the current completion rate and sets the target rate to the completion rate. It then
further reduces the target rate by an amount equal to that of the size of the completed 10. As a
consequence, Gimbal holds the target rate to be lower than that of the SSD’s peak capacity until
the SSD drains the queued IOs and starts exhibiting a normal latency.

Algorithm [2| depicts the congestion control logic. The submission function is invoked on each
request arrival and completion so that it works in a self-clocked manner. With the congestion control
mechanism, the SSD maintains an average delay in a stable range providing performance comparable
to the device maximum. It adjusts the IO request rate of each SSD while eliminating unnecessary
waiting time in the device’s internal queue. Crucially, it allows us to determine the performance

headroom of an SSD during runtime.
3.2.4 Write Cost Estimation

Performance asymmetry of reads and writes is a well-known issue for NAND devices. Typically, a
write consumes more resources than the same-sized read due to the write amplification caused by
garbage collection. To capture this, we introduce the write cost parameter — the ratio between the
achieved read and write bandwidths. For example, let the maximum read and write bandwidths
(measured independently) of a given SSD be 1000MB/s and 300MB/s, respectively. The write cost
is 3.3 in this case, where we assume that 700MB /s might be used to run internal tasks for the write.
We cannot obtain this value directly from the SSD. Instead, we use a baseline setting as the worst
case and dynamically calibrate the write cost according to the current SSD state. One can obtain
write costyorst via a pre-calibration or from the SSD specification, so it is a fixed parameter for a
specific SSD.

We update the write cost periodically in an ADMI (Additive-Decrease Multiplicative-Increase)
manner. The write cost decreases by ¢ if the write EWMA latency is lower than the minimum latency
threshold and increases to (write cost + write costyorst)/2 otherwise. This allows Gimbal to quickly
converge to the worst-case when we observe latency increases. By using the latency for adjusting the
write cost, Gimbal takes the SSD device optimization for writes into consideration. Specifically, an

SSD encloses a small DRAM write buffer and stores user data in the buffer first before flushing it in
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a batch to the actual NAND at the optimal time [58]. When the write submission rate is lower than
the write buffer consuming capability, writes are served immediately with consistent low latency. In
this case, unlike other schemes that have only a fixed cost ratio between read and write, Gimbal
reduces the cost down to 1 (i.e., write cost = 1), same as the read cost. When the write rate rises

beyond the write buffer serving capacity, its latency and write cost increase.
3.2.5 Two-level Hierarchical IO Scheduler and Virtual slot

We define the per-10 cost of NVMe SSDs as the average occupancy of operations within the NAND
per byte of transmitted data. It is not constant and is affected by numerous factors (Section .
This metric reflects how an SSD controller executes different types of NAND commands, such as
splitting a large request into multiple small blocks, blocking in an internal queue due to access
contention, etc. The 10 cost should be considered as a key evaluation parameter for determining
fairness since two storage streams would consume significantly different amounts of resources in an
SSD even if they achieve the same bandwidth.

IO cost is hard to measure because SSDs do not disclose detailed execution statistics of the NAND
and its data channels. IO costs can also be biased by operation granularity. For instance, a large
128KB 10 might be decomposed into individual 4KB requests internally and deemed complete only
when all individual requests have been processed. In contrast, if we were to pipeline a sequence of
32 x 4KB operations, issuing a new one after each completion, the SSD internal queue occupancy
would increase even though the observable outstanding bytes is the same with 128KB 10. We,
therefore, use the notion of a wvirtual slot, which is a group of IOs up to 128KB in total (e.g., it
might contain up to 1 x 128KB or 32 x 4KB IO commands) and manage IO completion in the
granularity of virtual slots. A virtual slot completes when all operations in the slot complete. Each
tenant always has the same number of virtual slots. If a tenant runs out of its virtual slots, the 10
scheduler defers following IOs until one of its virtual slots completes and becomes available. Gimbal
maintains the number of virtual slots per tenant at a minimum and adapts the IO cost variance
according to sizes.

The virtual slot mechanism provides an upper bound on the submission rate and guarantees
that any sized 1O pattern obtains a fair portion of the SSD internal resource. It also addresses the

deceptive idleness issue [53] (found in many work-conserving fair queuing schedulers) because an
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Algorithm 2 Congestion Control with Rate Pacing

1: procedure SUBMISSION()
2 update token buckets()
3 req = DRR.dequeue()

4 bucket <— dual token bucket|req.io type]
5 if bucket.tokens > req.size then
6 io_outstanding +=1
7 submit to ssd(req)
8 return

1: procedure COMPLETION()
2 state = update latency(cpl.io_type, cpl.latency)
3 if state == overloaded then

4 target rate = completion rate

5 discard remain tokens(dual token bucket)
6

7

8

9

if state == congested or overloaded then
target rate —= cpl.size
else if state == congestion avoidance then
: target rate += cpl.size
10: else
11: target_rate += X cpl.size
12: return

1: procedure UPDATE _LATENCY (IO _TYPE, LATENCY)

2 lat_ mon < latency monitor for io_ type

3 lat  mon.ewma = (l-ap) lat _mon.ewma lat + apx latency
4 if lat _mon.ewma > threshpyq; then

5: lat  mon.thresh = threshmqz

6 state = overloaded

7 else if lat mon.ewma > lat mon.threshold then

8 lat _mon.thresh = (lat _mon.thresh + threshpqq)/2

9 state = congested

10: else if lat mon.ewma > threshn,;, then

11: lat_mon.thresh —= apx (lat_mon.thresh - lat_mon.ewma)
12: state = congestion avoidance

13: else

14: lat  mon.thresh —= a7 x (lat_mon.thresh - lat mon.ewma)
15: state = underutilized

16: return state

allocated slot cannot be stolen by other streams. Gimbal sets the threshold for the number of virtual
slots in a single tenant to the minimum number to reach the device’s maximum bandwidth if there
is only one active tenant. Virtual slots are equally distributed when more active tenants contend for

the storage. Since each tenant should have at least one virtual slot to perform IOs, the total number
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Algorithm 3 Gimbal 10 scheduler
1: active list : tenants that hold at least one slot
2: deferred list : tenants that wait for slots
3: procedure SCHED SUBMIT

4: virt _slot = tenant.curr _virt slot

5: io.tenant = tenant

6: io.virt_slot = virt_slot

7 virt _slot.submits += 1

8: virt _slot.size += io.weighted size

9: if virt slot.size > 128KB then

10: virt _slot.is_full = true

11: close(virt _slot)

12: if open_virt slot(tenant) —= fail then

13: move _to_deferred(tenant)

14: procedure SCHED _COMPLETE

15: tenant = io.tenant

16: v_slot = io.virt_slot

17: v_slot.completions += 1

18: if v_slot.is_full AND v_ slot.submits == v_slot.completions then
19: reset(v_slot)

20: if tenant.deferred AND open_slot(tenant) == success then
21: move to_active(tenant)

of virtual slots may exceed the threshold under high consolidation.

Gimbal integrates the virtual slot concept into the DRR scheduler and ensures the number of
slots for each tenant is the same. Similar to the fair queueing mechanism [33, [41], the DRR scheduler
divides all tenants that have requests into two lists: active, where each one in the list has assigned
virtual slots; deferred, where its tenants have no available virtual slots and wait for outstanding
requests to be completed. Also, the scheduler sets the deficit count to zero when a tenant moves to
the deferred list and does not increase the deficit counter of the tenant. Once the tenant receives a
new virtual slot, it moves to the end of the active list, and the scheduler resumes increasing the deficit
count. Gimbal uses a cost-weighted size for a write IO instead of the actual size (write cost x IO size)
to capture the write cost in the virtual slot. An IO can only be submitted if its deficit count is larger
than the weighted size. For example, if the tenant has a 128KB write request when the system
is operating under a write cost of 3, the tenant would be allowed to issue the operation only after
three round-robin rounds of satisfying tenants in the active list (with each round updating the deficit

count associated with the tenant). The whole logic is described in Algorithm 3]
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Per-tenant priority queues. The ingress pipeline of Gimbal maintains priority queues for each
tenant. The priority is tagged by clients and carried over NVMe-oF requests. When a tenant is
being scheduled within an available virtual slot, the scheduler cycles over these priority queues in a
round-robin manner, uses each queue’s weights to selects IO requests from the queue, and constructs
the 1O request bundle. This mechanism allows clients to prioritize a latency-sensitive request over

a throughput-oriented request.
3.2.6 End-to-End Credit-based Flow Control

The switch applies an end-to-end credit-based flow control between the client-side and the target-
side per-tenant queue. This controls the number of outstanding IOs to a remote NVMe SSD and
avoids queue buildup at the switch ingress. Unlike the networking setting, where a credit means a
fixed-size data segment or a flit |7, 29|, the number of credits in our case represents the amount
of 10 regardless of the size that a device could serve without hurting QoS. It is obtained from
the congestion control module (described above). The total credit for the tenant is the number of
allotted virtual slots times the IO count of the latest completed slot. A tenant submits 1O if the
total credit is larger than the amount of outstanding 10.

Instead of using a separate communication channel for credit exchange, we piggyback the allo-
cated credits into the NVMe-oF completion response (i.e., the first reservation field). Similar to the
traditional credit-based flow control used for networking, our credit exchange/update scheme (like
N23 [69, [68]) also minimizes the credit exchange frequency and avoids credit overflow. However, it
differs in that our protocol (1) works in an end-to-end fashion, not hop-by-hop; (2) targets at max-
imizing remote SSD usage with a QoS guarantee. Algorithm [4] describes the details. Upon issuing
a request, if there are enough credits, the command is sending to the target side, and the inflight
count is increased; otherwise, applications receive a busy device signal, and storage 1/Os will be
scheduled later. When receiving a NVMe-OF completion request, it first processes the NVMe-oF
command, extracts the credit value, updates the latest credit amount, decrease the inflight count,
and then resumes storage workloads via callbacks. Note that all credit manipulation operations are

atomic.
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Algorithm 4 Credit-based flow control inlined with the NVMe-oF request processing

1: procedure NVMEOF _REQ__SUBMIT(req)

2 target _ssd = req.ssd

3 if target ssd.credit tot > target ssd.inflight then

4 ret = submit _nvmeof req(req)

5: if ret is success then

6 target ssd.inflight = target ssd.inflight + 1
7 else

8

ret = device.busy
return ret

9: procedure NVMEOF _REQ__COMPLETE(req)
10: target ssd = req.ssd

11: ret = complete_nvmeof req(req)

12: if ret is success then

13: target ssd.credit tot = credit _obtain(req)

14: target ssd.inflight = target ssd.inflight — 1

15: completion_callback(req) > Application specific
16: return ret

3.2.7 Per-SSD Virtual View

Our switch provides a managed view of its SSDs to each tenant that indicates how much read/write
bandwidth headroom is available at the target so that clients can use the SSD resource efficiently in a
multi-tenant environment. In addition, it also supports IO priority tagging, which allows applications
to prioritize storage operations based on workload requirements. Such a view enables applications
to develop flexible mechanisms/policies, like application-specific IO scheduler, rate limiter, 10 load

balancer, etc. We later discuss how we integrate it into a log-structured merge-tree key-value store.
3.3 Implementation
3.3.1 Switch Pipeline

We built Gimbal using Intel SPDK [124]. It targets the RDMA transport and extends the basic
NVMe-over-Fabric target application by adding three major components: DRR 1O scheduler, write
cost estimator, and SSD congestion control. The overall implementations follow the shared-nothing
architecture and rely on the reactor framework of SPDK. On the Broadcom Stingray platform, we
find that one SmartNIC CPU (ARM A72) core is able to fully drive PCle Gen3 x 4-lanes SSD for
any network and storage traffic profile. Therefore, Gimbal uses one dedicated CPU core to handle

a specific SSD. Each switch pipeline is dedicated to a specific SSD and shares nothing with other
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pipelines that handle different SSDs. It runs as a reactor (i.e., kernel-bypass executor) on a dedicated
SmartNIC core asynchronously and will trigger the ingress handler if incoming events come from
RDMA qpair (or egress handler when an event is from the NVMe qpair). A reactor uses one or
more pollers to listen to incoming requests from the network/storage. Our implementations are

compatible with the existing NVMe-oF protocol.
3.3.2 Parameters of Gimbal

Gimbeal is affected by the following parameters:

e Max/Min Delay threshold. Threshp;, is an upper bound of "congestion-free" latency. It
should be larger than the highest latency when there is only one outstanding 10, which is 230us
on our SSD. We set Threshp, to 250us. Thresh,., should ensure that SSDs achieve high
utilization for all cases and provide sufficient flexibility to tune other parameters. We characterized
this parameter by configuring different types of storage profiles and found that when saturating
the bandwidth, the lowest latency is between 500us and 1000us, depending on the workload.
Further, to minimize the frequency that Gimbal enters the overloaded state (Section , we
set Threshpmq, to a slightly higher value (i.e., 1500us). Since the minimum latency of the SSD
is highly correlated with the NAND characteristics, the parameter values we determine generally
apply to other TLC-based SSDs as well. However, 3DXP, SLC, or QLC have completely different
device characteristics, and we need to adjust these thresholds appropriately for such devices.

e ar, ap and B. ar decides how frequently the congestion signal is generated. Although the higher
value (e.g., 278) has a negligible impact on the result, we set ar to 27! and speculatively generate
a signal to minimize the trigger rate of the "overloaded" state. ap is used to tolerate occasional
latency spikes and capture recent trends. We set it to 271, 3 determines how fast the target rate
is increased in the underutilized state. We set the value to 8. Gimbal can increase the target rate
to a peak value within a second (Section .

e Number of virtual slots and the size: Gimbal uses 128KB as the slot size as it is the de facto
maximum IO size of the NVMe-oF implementation. If the system supports a larger size, the value
may be increased accordingly. However, such a larger virtual slot degrades fairness. The threshold
of the number of virtual slots for a single tenant is highly related to the outstanding bytes required

for the maximum sequential read bandwidth. We found that 8 x 128 KB sequential read 1/Os is
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the minimum to reach 3.3GB/s bandwidth. Gimbal uses the value 8 for the threshold.

e Write cost and decrement factor §: Write costyorst describes the maximum cost of a write
IO on the SSD. It can be measured via a microbenchmark or simply calculated by using the
maximum random read and write IOPS from the datasheet. We choose the latter way and set the
parameter to 9 for the Samsung DCT983 NVMe SSD. The additive decrements factor decides how
fast Gimbal reacts to observed write latencies. It should reduce the write cost only when writes

are served fast from the SSD (not intermediate low write latency). We set § to 0.5 empirically.
3.3.3 Case Study: RocksDB over Gimbal

This section describes how we support a log-structured merge-tree (LSM) key-value store (i.e.,
RocksDB) in a multi-tenant environment. We show how to optimize its various components using
the per-SSD virtual view exposed by the storage switch.

Overview. RocksDB [103] is based on an LSM-tree data structure, consisting of two key compo-
nents: Memtable, an in-memory data structure that accumulates recent updates and serves reads
of recently updated value; SSTable, collections of sorted key-value pairs maintained in a series of
levels. When the memtable reaches the size limit, it is persisted as an SSTable by flushing the up-
dates in sequential batches and merging with other overlapping SSTables. Also, low-level SSTables
are merged into high-level ones via compaction operations. Ly SSTables contain the latest data,
while L;..L,, contain the older data. Files within each level are maintained in a sorted-order, with
a disjoint key-range for each SSTable file (except in Lo, where each SSTable file can span the entire
key-range). Data retrieval starts from the Memtable and will look up multiple SSTables (from level
0 to high levels) until finding the key.

We run the RocksDB over a blobstore file system in an NVMe-oF aware environment. Our
modifications include a hierarchical blob allocator over a pool of NVMe-oF backends, an IO rate
limiter to control outstanding read/write 10s, and a load balancer that steers read requests based
on the runtime loading factor of a storage node.

Hierarchical blob allocator. We allocate storage blobs across a pool of remote storage nodes.
Upon an allocation request, it chooses a blob from an available NVMe SSD and then updates blob
address mappings. The blob address in our case includes <NVMe transport identifier, start LBA

number, LBA amount, LBA sector size>. A free operation then releases allocated sectors and puts
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them back into the pool. Such an allocator should (1) fully use the storage capacity and provide the
appropriate granularity to reduce the storage waste; (2) use a small amount of metadata for block
management.

We apply a hierarchical blob allocator (HBA) to satisfy these requirements. First, there is a
global blob allocator at the rack-scale that divides total storage into mega blobs (i.e., a large chunk
of contiguous storage blocks, 4GB in our current implementation), and uses a bitmap mechanism
to maintain availability. Within the RocksDB remote environment layer, there is a local agent
performing allocation in the granularity of micro blobs (i.e., a small chunk of contiguous storage
blocks, 256 KB in our case). It also maintains a free micro blob list based on allocated mega blobs. A
file blob allocation request is served by the local allocator first and will trigger the global allocator
when the local free pool becomes empty. To minimize the IO interference impact, we employ a
load-aware policy to choose a free mega/micro blob: selecting the one with the maximum credit
(i.e., the least load) of the NVMe SSD.

IO rate limiter. Since our RocksDB is built on top of the SSD virtual view, which applies the
credit-based flow control with the NVMe-oF target, it automatically supports an 1O rate limiter.
Specifically, a read/write request is issued when there are enough credits; otherwise, it is queued
locally. Under an NVMe-oF completion response, if the credit amount is updated in the virtual
view, the database will submit more requests from the queue.

Replication and load balancing We also built a replication mechanism to tolerate flash fail-
ures [85) [112] and a load balancer to improve remote read performance. Each file has a primary and
a shadow copy that is spread across different remote backends. When there is an allocation request
(during file creation/resize), we will reserve primary and secondary microblobs from two different
backends in the HBA. If any of their local pools run out of microblobs, a megablob allocation re-
quest is triggered. A write operation will result in two NVMe-oF writes and is completed only when
the two writes finish. In terms of read, since there are two data copies, RocksDB will issue a read
request to the copy whose remote SSD has the least load. We simply rely on the number of allocated
credits to decide the loading status on the target. As described before, since credit is normalized in

our case, the one with more credits is able to absorb more read/write requests.
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3.4 Evaluation
3.4.1 Experiment Methodology

Testbed setup. Our testbed comprises a local rack-scale RDMA-capable cluster with x86 servers

and Stingray PS1100R storage nodes, connected to a 100Gbps Arista 716032-CQ switch. Each server

has two Intel Xeon processors, 64/96GB memory, and a 100Gbps dual-port Mellanox ConnectX-5

NIC via PCIe 3.0 x 16-lanes. Section [3.1.1] describes the Stingray setup, and we configure it to use 4

x NVMe SSDs. We use Samsung DCT983 960GB NVMe SSDs for all experiments unless otherwise

specified. We run CentOS 7.4 on Intel machines and Ubuntu 16.04 on Stingray nodes, where their

SPDK version is 19.07 and 19.10, respectively.

Comparison Schemes. We compare Gimbal against the following multi-tenancy solutions designed

for shared storage. Since none of these systems target NVMe-oF, we ported these systems onto

SmartNIC JBOFs and tailored them to our settings.

e ReFlex [60], enables fast remote Flash access over Ethernet. It applies three techniques: kernel-
bypass dataplane executor for IO request processing, SLO-based request management, and DRR-
like QoS-aware scheduler. We implemented their scheduler model within the SPDK NVMe-oF
target process and used the proposed curve-fitting method to calibrate the SSD cost model.

e Parda [42|, enforces proportional fair share of remote storage among distributed hosts. Each
client regulates the 10 submission based on the observed average 10 latency. We emulated Parda
at the NVMe-oF client-side and applied a similar flow control. To obtain the IO RTT, we encode
a timestamp into the NVMe-oF submission command and piggy it back upon completion.

e FlashFQ [I17], is a fair queueing 1O scheduler. It applies the start-time fair queueing mecha-
nism [4I] and combines two techniques to mitigate IO interference and deceptive idleness: throttled
dispatching and dynamically adjusting the virtual start time based on 1O anticipation. It uses a
linear model to calculate the virtual finish time. We implemented these techniques and calibrated
the parameters (including the dispatching threshold and model) based on our SSD.

SSD and Workloads. We emulate two SSD conditions: Clean-SSD, pre-conditioned with 128KB

sequential writes; Fragment-SSD, pre-conditioned with 4KB random writes for multiple hours. They

present different "bathtub" characteristics (Figure [3.10). We use a variety of synthetic FIO [37]

benchmarks to evaluate different aspects of Gimbal and compare with the other three approaches.
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We set the maximum outstanding 1Os (i.e., queue depth or QD) 4 and 32 to 128KB and 4KB
workloads, respectively. All read workloads in the microbenchmark are random, while 128 KB write
is sequential and 4KB write is random. We re-condition the SSD with the same pattern before each
test. We use YCSB [32] for the RocksDB evaluation.

Evaluation metric. When multiple applications run simultaneously over an SSD, the bandwidth
allocated to each application depends on its storage profile and may differ from each other sig-
nificantly. To examine fairness quantitatively, we propose the term fair utilization or f-Util as a
worker-specific normalized utilization ratio. As shown below, it is calculated by dividing the per-
worker achieved bandwidth over its standalone maximum bandwidth when it runs exclusively on

the SSD, and the ideal ratio is 1.

f-Util(i) = per_worker _bw(i)

standalone _max _bw(i)/total # of workers

3.4.2 Utilization

We run 16 workers of the same workload (i.e., standalone benchmark) to evaluate the utilization of
each scheme. Figure[3.16] describes the standalone bandwidth of workloads and their average latency.
Gimbal performs similarly to the FlashFQ on both Clean-SSD and Fragment-SSD but outperforms
ReFlex on Clean-SSD by x2.4 and x6.6 for read and write, respectively. It also outperforms Parda
on Fragment-SSD by x2.6 in the read utilization. This is mainly because our SSD congestion control
mechanism can estimate the accurate bandwidth headroom so that the scheduler submits just the
right amount of I0s. The offline-profiled cost model (used by ReFlex) overestimates the 10 cost for
writes and large 1Os, resulting in lower throughput. Parda fails to reach the maximum bandwidth in
the 4KB read workload on Fragment-SSD because the end-to-end RTT between clients and NVMe-
oF targets in Parda is too large to detect both the throughput capacity and congestion. In terms
of latency, FlashFQ is a work-conserving SFQ scheduler and will issue much more IOs to the SSD
without considering the request QoS. Gimbal keeps the latency low by employing the credit-based
flow control and performs similar to the Parda for Clean-SSD. The write latency of Gimbal on
Fragment-SSD is higher than Parda by x3.4, but it outperforms other schemes by x9 on average.

Note that Gimbal does not improve the read latency for Fragment-SSDs because the maximum
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number of outstanding IOs in the workload is the same as the total credit count for the tenant.
3.4.3 Fairness

Different 10 Sizes. On our testbed, the maximum 128KB random read performance on Clean-SSD
(3.16GB/s) is 89% higher than the 4KB read performance (1.67GB/s). We run the benchmark with
16-workers of 4KB read and 4-workers of 128KB read. Figure [3.17a]and [3.17d] present the bandwidth

of one worker for each 10 size and the f-Util for each scheme. We define the utilization deviation as

|actual  Util—ideal
ideal Util

the closest bandwidth to the ideal value and the utilization deviation of the 128KB IO case is x2.1,
x8.7, and x6.4 less than ReFlex, FlashFQ, and Parda, respectively (x1.9, x4.1 and x7.1 for 4KB).

gl ¢ identify how each tenant achieves its fair bandwidth share. Gimbal shows

Unlike other schemes, Gimbal considers the cost difference in the virtual slot mechanism so that it
is able to allocate 22.0% more bandwidth for 128KB 10 in the experiment. The IO cost in ReFlex
is proportional to the request size and shows the same bandwidth for both cases.

Different 10 Types. In this experiment, we run 16 workers for each read and write and compare
the f-Util of each scheme. The Clean-SSD case executes 128KB sequential read and 128KB random
write, while the Fragment-SSD one contains 4KB random read and 4KB random write. Figure [3.17b]
[3.17c, [3.17¢| and [3.17 describe the aggregated read/write bandwidth and f-Util. Gimbal only shows
a difference of 13.8% for Clean-SSD and 3.8% for Fragment-SSD between read and write f-Util,
and outperforms ReFlex, FlashFQ, and Parda by x12.8, x10.4 and x7.5 on Clean-SSD (x4.2, x184.2

and x330.2 on Fragment-SSD), respectively. Gimbal improves the fair bandwidth allocation for
read /write cases because it addresses the cost of different IO types and the SSD conditions with the
virtual slot and the write cost mechanism. Note that Gimbal shows a lower utilization on Clean-SSDs
because the congestion control prevents the latency from growing beyond the maximum threshold.
Parda fails to allot the read bandwidth on Fragment-SSD since the write latency for small 1O size
is not correlated to the IO cost (possibly lower than the same-sized read latency). The linear model
of FlashFQ does not provide fairness in modern SSDs, and the read and write bandwidths are the
same on both Clean-SSD and Fragment-SSD. ReFlex has a fixed pre-calibrated model, irrespective
of SSD conditions, and limits the write bandwidth substantially on Clean-SSD. As a result, it only
works on Fragment-SSD; it would require re-calibration of the model in an online manner to adapt

to SSD conditions.
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Figure 3.16: Device utilization on different schemes. IO size is 128 KB and 4KB for Clean-SSD
and Fragment-SSD, respectively. (C:Clean-SSD, F:Fragment-SSD, R:Read, W:Write)

3.4.4 Latency

Figures|3.18| presents the average and tail latency of different 10 types from the previous experiment
(i.e., read and write mixed workload). We report the end-to-end average, 99th and 99.9th latency
including in-network queueing delay along the data path as well as the request execution time. Gim-
bal not only maximizes the SSD usage but also provides the best service guarantee compared with
Parda. The benefits mainly come from the fact Gimbal can (1) balance the number of outstanding
reads and writes to mitigate the IO interference at the device; (2) use credits to control the request
rate. On average, compare with Parda, Gimbal reduces the 99th read and write latency by 48.6%
and 57.1% for a Clean-SSD (57.5% and 62.6% for a Fragment-SSD). Parda shows an average latency
lower than Gimbal on Fragment-SSD, but it suffers from poor utilization and imbalanced resource
allocation. The IO RTT observed by the client alone is not sufficient to avoid the congestion on the
shared SSD, and Gimbal outperforms Parda in the 99th and 99.9th latency across all workloads.

FlashFQ and ReFlex have no flow control mechanisms and incur high latencies under high worker
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Figure 3.17: Fairness in various mixed workloads on different schemes and SSD conditions

consolidation or a large number of outstanding 1Os.

3.4.5 Dynamic Workloads

This experiment changes the workload dynamically and demonstrates the importance of estimating
the dynamic write cost. We initiate 8 read workers at the beginning of the experiment and add a
write worker at a 5-second interval until the number of read and write workers becomes the same
(i.e., 8 read and 8 write workers run simultaneously at the maximum congestion). We then drop one

read worker at a time at the same interval. Additionally, we limit the maximum IO rate of the single
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Figure 3.18: Read/Write IO latency comparison. 16 workers each for Read and Write.
worker to 200MB /s and 60MB/s for read and write, respectively. This simulates an application with

a specific 10 rate.

Figure [3.19] shows the bandwidth over time for each worker and the latency for each IO type.
Gimbal shows that it adapts to the workload characteristics and can accelerate write IOs accordingly.
The first write worker benefits from the internal write buffer so that most 10s complete immediately.
The latency thus is about 70 usec (i.e., less than the minimum latency threshold) on average, while
the average read latency is about 1000 usec at the same moment. As discussed in Section
Gimbal reduces the write cost to 1 and benefits from the SSD device optimization for writes in this
case. After the second writer arrives, the write rate starts to exceed the capability of the internal
buffer and the latency grows more than 10 times. Gimbal detects such a latency change at runtime
and increases the write cost. As a result, the bandwidth for write workers converges to the fair

bandwidth share.
3.4.6 Application Performance

In this experiment, we run 24 RocksDB instances over three SmartNIC JBOFs that are configured
with different mechanisms on fragmented SSDs. As described before, we enhanced RocksDB with

a rate limiter and a read load balancer. We report the aggregated throughput and average/99.9th
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Figure 3.19: Performance over time as the number of workers changes (the latency is a raw
device latency measured directly in Gimbal and averaged out every 100ms)

latency (Figure . On average, across five benchmarks, Gimbal outperforms ReFlex, Parda,
and FlashFQ by x1.7, x2.1, x1.3 in terms of throughput, and reduces the average/99.9th latency
by 34.9%/48.0%, 54.7%/30.2%, 20.1%/26.8%, respectively. Among them, YCSB-A and YCSB-F
(i.e., update-heavy and read-modify-write) workloads benefit the most while YCSB-C (i.e., read-
only) observes the least performance improvements. This is because Gimbal can schedule a mix of
read /write IOs more efficiently to maximize the SSD performance.

Scalability. We used the same RocksDB configuration and scaled the number of RocksDB instances
over three SmartNIC JBOFs (as above). Figures and present throughput and average read
latency, respectively. YCSB-A, YCSB-B, and YCSB-D max out their performance with 20 instances,
while YCSB-F achieves the max throughput under 16 instances. For example, the average read
latency of YCSB-F with 24 DB instances increases by 38.1% compared with the 16 instance case.
YCSB-C is a read-only workload, where 24 instances still cannot saturate the NVMe-oF target read
bandwidth, and the average read latency varies little.

Virtual view enabled optimizations. This experiment examines how the virtual view provided
by Gimbal could help improve the application performance. We followed the above RocksDB setting
and ran 8 DB instances (from two client servers) over one SmartNIC JBOF. Figure presents
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Figure 3.20: RocksDB performance comparison over four approaches. We configure the YCSB
to generate 10M 1KB key-value pairs with a Zipfian distribution of skewness 0.99 for each DB
instance.

the read tail latency of five benchmarks comparing three cases (i.e., vanilla w/o optimizations, w/
flow control, w/ flow control and load balancing). On average, across the five workloads, the 10

rate limiter enabled via our credit scheme reduces the 99.9th latencies by 28.2% compared with the
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Vanilla SPDK Gimbal

Submit 32 52 (+62.5%)
1 workers (QD1) Complete 16 22 (+37.5%)
Submit 21 30 (+42.9%)
16 workers (QD32) Complete 17 25 (+47.1%)

(a) CPU cycle comparison (4KB Read, QD=Queue Depth, 125cycles=1usec)
Vanilla SPDK Gimbal

1 CPU core, 1 worker 937 KIOPS 821 KIOPS (-12.4%)
4 CPU cores, 8 workers 2692 KIOPS 2446 KIOPS (-9.2%)

(b) The maximum IOPS with NULL device (4KB Read I0)

Table 3.1: Overhead comparison with vanilla SPDK

vanilla one. The request load balancer, which could choose one replica that has more bandwidth,

further reduces the tail by 18.8%.
3.4.7 Overheads

We evaluate the overhead of Gimbal in two ways. First, we compare the average CPU cycles of
the submission and completion procedure with a vanilla SPDK NVMe-oF target on SmartNIC. As
shown in Table Gimbal adds 37.5-62.5% more cycles to realize the storage switch. Although
Gimbal adds some overhead on average in the pipeline, it does not hurt the performance for PCle
Gen3 SSD as discussed in Section [3.1.3] Future PCle Gen4 SSDs could achieve “7GB/s bandwidth
or 1 MIOPS. We run the 4KB read benchmark with a NULL device (which does not perform actual
IO and returns immediately) to measure the maximum IOPS of Gimbal on SmartNIC. Gimbal
performs 821 KIOPS with 1 SmartNIC core. Gimbal could support a multi-core implementation if
one can distribute the active tenants to each core in a balanced manner. For example, we extend the
experiment to the 4-core case and find that Gimbal achieves 2446 KIOPS, indicating that SmartNIC-
based Gimbal can support next-generation SSDs. We also expect Gimbal to scale up with future

powerful ARM cores or specialized engines.
3.4.8 Generalization

This experiment evaluates how Gimbal performs on a different type of SSD. We run the same mi-
crobenchmark (Section [3.4.3)) using Intel DC P3600 1.2TB model. This SSD uses 2-bit MLC NAND,
presenting 33.5% lower 128KB read (2.1GB/s) and 35.0% higher 4KB random write (243MB/s) in



ReFlex | Parda | FlashFQ | Gimbal
BW estimation Static | Dynamic X Dynamic
10 cost & WR tax Static X Static Dynamic
Fair queueing @Target | QClient | @Target | QTarget
Flow control X v X v
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Table 3.2: Comparison of four multi-tenancy mechanisms.

terms of bandwidth. We tune the Thresh,q, to 3ms for better read utilization as it achieves higher
tail latency than DCT983 for 128KB read. Gimbal adapts the characteristics of the SSD and per-
forms similarly to the DCT983 case in terms of the f-Util. Specifically, it shows 0.63 and 0.72 of
f-Util for read and write under the clean condition and 0.58 and 0.90 for read and write under the
fragmented condition.

We also run Gimbal on Xeon E5-2620 v4 CPU and compare the overhead with the vanilla SPDK.
Gimbal performs 10.8% lower (1368 KIOPS) than the vanilla SPDK (1533 KIOPS) for 4KB read

performance with the NULL device, similar to the result on SmartNIC.
3.4.9 Summary

Table summarizes the high-level differences between Gimbal and the other approaches. Gimbal
outperforms the other approaches because it dynamically estimates the available bandwidth and
IO costs for each storage device based on current conditions and workloads, performs fine-grained
fair queueing at the NVMe-oF target across tenants, and uses credit-based flow control to adjust
the client behavior. The other approaches lack one or more such support. For example, ReFlex and
FlashFQ use an approximate offline-profiled SSD cost model that hurts scheduling efficiency. They
also don’t regulate client-side 1Os, causing significant delays. Parda employs a client-side mechanism,
which uses the end-to-end delay as the congestion signal for its flow control, and performs limited
fair queueing within a server without coordination with other hosts. Such a high latency feedback

control loop is unsuitable for low-latency high-bandwidth NVMe SSDs.
3.5 Related Work and Discussion

Shared storage with QoS guarantee. Prior work has explored how to achieve high device
utilization and fairness for local and remote shared storage [131], 98| 117, 147, 42}, (66, 84], 121 T, 129].
As discussed in Section these approaches cannot precisely estimate the 10 capacity (under

different SSD conditions) and per-IO cost (under various mixed workloads), causing inefficiencies
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when applied to the NVMe-oF based disaggregated setting. There are also some timeslice-based
IO schedulers (e.g., CFQ [I0], Argon [I3I]) that allocate time quanta for fairness and provide
tenant-level exclusive access. They usually target millisecond-scale slow storage and would hurt
responsiveness, utilization, and fairness when used with fast NVMe SSDs. Recently, researchers have
tried to leverage ML techniques (e.g., a light neural network) to predict the per-IO performance [46].
The predicted result is a binary model (indicating if an IO is fast or slow) and can only help improve
the admission control of storage applications for predictable performance, which is insufficient to
achieve fairness. IOFlow [129] proposes a software-defined architecture for enforcing end-to-end
policies of storage IOs running in the data center. It adds queueing abstractions along the data
plane and relies on a centralized controller for translating policies to queuing rules. We believe
Gimbal can serve as one of its execution stages at the storage server.

Remote storage IO stacks. Researchers [65] have characterized the performance of iSCSI-based
disaggregated storage and proposed optimization opportunities, such as parallel TCP protocol pro-
cessing, NIC TSO offloading, jumbo frames, and interrupt affinity pinning. ReFlex [66] provides a
kernel-bypass data-plane to remove the NVMe storage processing stack, along with a credit-based
QoS scheduler. Also, 110 [49] is an efficient in-kernel TCP/IP remote storage stack using dedicated
end-to-end IO paths and delayed doorbell notifications. Researchers [43] have also characterized
the server-based NVMe-oF performance. Our work targets SmartNIC JBOFs that use NVMe-oF
protocols.

Disaggregated storage architecture. New hardware designs have been proposed to address
the limitations of existing disaggregation designs. Sergey et al. [73] proposes four kinds of in-rack
storage disaggregation (i.e., complete, dynamic elastic, failure, and configuration disaggregation)
and explores their tradeoffs. Shoal [120)] is a power-efficient and performant network fabric design
for disaggregated racks built using fast circuit switches. LeaplO [75] provides a uniform address
space across the host Intel x86 CPU and ARM-based co-processors in the runtime layer and exposes
the virtual NVMe driver to an unmodified guest VM. As a result, ARM cores can run a complex
cloud storage stack. We focus on emerging SmartNIC-based disaggregated storage solutions.
Programmable packet scheduling. Researchers have explored new HW/SW programmable
packet schedulers. PIFO [123] proposes a push-in first-out queue that enables packets to be pushed

into an arbitrary position based on their calculated rank and dequeued from the head. PIEO [119]
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then improves PIFO scalability and expressiveness via two capabilities: providing each schedul-
ing element a predicate; dequeuing the packet with the smallest index from a subset of the entire
queue. SP-PIFO [5] further approximates the PIFO design via coarse-grained priority levels and
strict FIFO queues. It dynamically adjusts the priority range of individual queues by modifying the
queuing threshold. PANIC [78] combines PIFO with a load balancer and a priority-aware packet
dropping mechanism to explore efficient multi-tenancy support on SmartNICs. Carousel [106] and
Eiffel [107] are two efficient software packet schedulers, which rely on a timing wheel data struc-
ture and bucketed integer priority for fast packet operations. Compared with these studies, a key
difference is that Gimbal focuses on scheduling storage IO requests among NVMe SSDs instead of
individual packets. Exposing programmability from the Gimbal traffic manager to realize flexible
scheduling policies will be our future work.

Emerging storage media. QLC NAND has gained significant attention because of its cost and
capacity advantage over TLC. However, its performance characteristic is worse than TLC, present-
ing a higher degree of read and write asymmetry [8I]. We expect the techniques introduced by
Gimbal could also apply to QLC SSDs. Gimbal could also support the 3DXP device. However, it is
suitable for a local cache rather than the disaggregated storage [141]. 3DXP also provides a similar
performance of read and write with in-place update [I40] and might not benefit from Gimbal as
much as NAND devices.

Hardware-accelerated Gimbal. The pipelined architecture of Gimbal has a standard interface
for both ingress and egress and can be plugged into any hardware-accelerated NVMe-oF implemen-
tation. In addition, Gimbal itself is portable to a hardware logic with ease using a framework such

as Tonic [g].
3.6 Conclusion

This paper presents Gimbal, a software storage switch that enables multi-tenant storage disag-
gregation on SmartNIC JBOFs. Gimbal applies four techniques: a delay-based congestion control
mechanism for SSD bandwidth estimation, a new IO cost measurement scheme, a two-level hierar-
chical I/0 scheduling framework, and an end-to-end credit-based flow control along with an exposed
SSD virtual view. We design, implement, and evaluate Gimbal on the Broadcom Stingray PS1100R

platforms. Our evaluations show that Gimbal can maximize the SSD usage, ensure fairness among
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multiple tenants, provide better QoS guarantees, and enable multi-tenancy aware performance op-

timizations for applications. This work does not raise any ethical issues.
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Chapter 4

eZNS: Elastic Zoned Namespace for Enhanced Performance

Isolation and Device Utilization

In modern data centers, performance isolation for storage systems has become a critical consid-
eration, particularly to prevent long-tail latencies and ensure Service Level Agreements (SLAs)
with users. Some storage systems address this by physically segregating tenants onto different SSD
devices, a strategy favored by latency-sensitive applications. However, this approach can lead to
inefficiencies, as SSD performance typically scales with NAND capacity, resulting in wasted storage
space. Instead, in shared storage systems, researchers have explored various solutions [76} 80, [139],
leveraging features such as IO Determinism [36] and Open-Channel SSD [18], previously proposed
for device management.

The NVMe Zoned Namespace (ZNS) is a newly introduced storage interface and has received
significant attention from data center and enterprise storage vendors. By dividing the SSD physical
address space into logical zones, migrating from device-side implicit garbage collection (GC) to host-
side explicit reclaim, and eradicating random write accesses, a ZNS SSD significantly reduces device
DRAM needs, resolves the write amplification factor (WAF') issue, minimizes costly overprovisioning,
and mitigates I/O interference. However, the performance characteristics of the ZNS interface are
not well understood. In particular, to build efficient I/O stacks over it, we should be cognizant of (1)
how the underlying SSD exposes the zone interface and enforces its execution restrictions; (2) what
trade-offs the device’s internal mechanisms make to balance between cost and performance. For
example, the device-enforced zone placement makes the actual I/O bandwidth capacity of a zone

contingent on how a ZNS SSD allocates zone blocks across channels/dies. Further, a zone is not
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a performance-isolated domain, and one could observe considerable I/O interference for inter-zone
read and write requests. Therefore, there is a strong need to understand its idiosyncratic features
and bring enough clarity to storage applications.

We perform a detailed performance characterization of a commodity ZNS SSD, investigate its
device-internal mechanisms, and analyze the benefits and pitfalls under different I/O profiles in both
cases: application running on the exclusive device (Standalone), and applications sharing a device
with other tenants (Co-located). Using carefully calibrated microbenchmarks, we examine the inter-
action between zones and the underlying SSD from three perspectives: zone striping, zone allocation,
and zone interference. We also compare with conventional SSDs when necessary to investigate the
peculiarity of a ZNS SSD. Our experiments highlight the interface’s capabilities to mitigate the bur-
den on I/O spatial and temporal management, identify constraints that would cause sub-optimal
performance, and provide guidance on overcoming the limitations.

We propose eZNS, a new interface layer that provides a device-agnostic zoned namespace to the
host system. It mitigates inter- /intra-zone interference and improves device bandwidth by allocating
active resources based on the application workload profile. eZNS remains transparent to upper-layer
applications and storage stacks. Specifically, eZNS comprises two components: the zone arbiter
on the control plane and a tenant-cognizant 1/O scheduler on the data plane. The zone arbiter
maintains the device shadow view, which manages zone allocations and realizes dynamic resource
allocation through a zone ballooning mechanism. It manages available active resources in two groups:
essentials and spares. Essentials provide a minimum guarantee to applications, determining the
number of logical active zones, while spares boost the bandwidth of zones adaptively, based on the
zone utilization of applications, using the zone overdrive technique. By doing so, the zone arbiter
allows serving applications to maximize the device capability by enabling the maximum device
parallelism given the workload profile and rebalancing inactive bandwidth across namespaces. It also
employs a zone reclaiming mechanism to prevent one from holding spares, thus avoiding trapping
bandwidth in idle zones. The I/O scheduler of €ZNS leverages the intrinsic characteristics of ZNS,
where there are no hardware-hidden internal bookkeeping operations. eZNS applies a local congestion
control for reads and a global admission control for writes. Read 1/Os become more predictable in
ZNS interface, and one can directly harness this property to examine inter-zone interference. Thus,

the read congestion control applies to each logical zone independently, monitoring read latency and
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maintaining the congestion window per zone. On the other hand, write I/Os share a performance
domain due to the write cache architecture of the SSD, which causes global congestion across all
active zones. To address this, eZNS applies the same I/O admission rate to active logical zones,
thereby preventing excessively busy writing zones from monopolizing the write cache. It determines
the admission rate based on the average write latency of the device, allowing write I/Os from small
writers to bypass the admission control while throttling those from busy writers. Our 1/O schedulers
mitigate the interference independently but improve overall system performance cooperatively. We
demonstrate benefits in the evaluation ( over micro-benchmarks and RocksDB.

In summary, our study not only empirically demonstrates the benefits of using a coarse-grained
zoned namespace interface but also reveals the inadequacies of underlying device mechanisms causing
performance non-determinism. Essentially, a ZNS SSD is a semi-transparent storage device to the
host and should be viewed as a gray box. Our insights emphasize the importance of imbuing data
locality into storage allocation for high utilization, the necessity of employing a global centralized
control for fairness guarantees, and the importance of coordinating co-located zone execution for
performance predictability. Meanwhile, eZNS keeps the promises of the original ZNS interface. For
example, eZNS does not overly utilize the write bandwidth as there is no housekeeping writes (except
the zone reclaiming which is very rare). In other words, it does not generate write I/Os in addition
to what the application requested. As long as the I/O demand of applications is consistent, eZNS
will only improve the QoS without sacrificing the lifetime of devices.

In summary, our study not only empirically demonstrates the benefits of utilizing a coarse-grained
zoned namespace interface but also exposes the shortcomings of underlying device mechanisms that
lead to performance non-determinism. A ZNS SSD is a semi-transparent storage device to the host,
akin to a gray box. Our insights underscore the necessity of implementing a global centralized control
for fairness guarantees, and the significance of coordinating co-located zone execution for perfor-
mance predictability. Meanwhile, eZNS remains faithful to the original ZNS interface’s promises. For
instance, eZNS ensures that write bandwidth isn’t excessively utilized, as it doesn’t have housekeep-
ing writes (aside from rare zone reclaiming events). In other words, it doesn’t generate additional
write I/Os beyond what the application requests. As long as the applications’ I/O demands remain

consistent, eZNS enhances Quality of Service (QoS) without compromising device lifespan.
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4.1 Background and Motivation

This section introduces the ZNS SSD and its features, and discusses the problems with the existing

zoned interface.
4.1.1 Zoned Namespace SSDs

ZNS SSDs, a successor to Open-Channel (OC) SSDs [14, (18], have recently been developed to over-
come the aforementioned limitations of conventional SSDs. There are several commodity ZNS SSDs
from various vendors [101), 109, [T08], [136]. A ZNS SSD applies the same architecture as a conventional
one but exposes the zoned namespace interface. A namespace is a separate logical block address
space, like a traditional disk partition, but managed by the NVMe device controller rather than
the host software. The device may control the internal block allocation of namespaces to optimize
the performance based on the device-specific architecture. In ZNS SSD, the namespace comprises
multiple zones instead of blocks in the conventional one, and each namespace owns dedicated active
resources that are used to open and write a zone.

A ZNS SSD divides the logical address space of namespaces into fixed-sized zones, where each
one is a collection of erase blocks and must be written sequentially and reset explicitly. ZNS SSDs
present three benefits: (1) Maintain coarse-grained mappings between zones and flash blocks and
apply wear-leveling at the zone granularity, requiring much smaller internal DRAM. For example,
a ZNS SSD with a 24MB block size has at least 6,144 times smaller table size compared to the
traditional 4KB page mapping [122]; (2) Eliminate the device-side GC and reclaim NAND blocks
via explicit zone resets by host applications, which mitigates the WAF and log-on-log [142] issues
and minimizes the over-provisioning overhead; (3) Enable the placement of opened zones across
different device channels and dies, providing isolated I/O bandwidth and eliminating inter-zone
write interference.

A zone has six states (i.e., empty, implicitly open, explicitly open, closed, full, read only, and
offline). State transitions are triggered by either write I/Os or zone management commands (i.e.,
RESET, OPEN, CLOSE, and FINISH), as shown in Figure A zone must be opened before
issuing writes, but it is capable of serving reads in any state except the offline state. A device
internal error will cause the zone to enter either a read only or an offline state, where it cannot

transit to states other than offline. Zones in empty or closed state transition to the open state in
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Figure 4.1: The Zone State Diagram of ZNS SSD.

either explicit (by OPEN management command) or implicit (by write I/O) way. An opened zone
can transition to the closed state (by CLOSE management command) or the full state (by FINISH
or write I/O reaching the end of the zone). closed and open (both implicit and explicit) are active
states that require the device to maintain NAND metadata for incoming user write I/Os, limiting
the maximum number of active zones. SSDs employ the write cache in DRAM to align the wide
range of user I/O sizes to the NAND program unit and comply with the NAND-specific requirements
(timings and program order). In case of a sudden power-off failure, the device flushes uncommitted
data in the cache using batteries or capacitors as an emergency power source [130, [146]. Since active
zones must have a buffer backed by energy devices for at least one NAND program unit in the cache,
the maximum number of active zones is also constrained by the size of the write cache.

A zone provides three 1/O commands: read, write, and append. The append works similarly
to the nameless write [I45] but improves the host I/O efficiency rather than the internal NAND
page allocation. Compared with the normal write, a zone append command does not specify the
LBA in the I/O submission request, whilst the SSD will determine it at processing time and return
the address in the response. Thus, user applications can submit multiple outstanding operations
simultaneously in contrast with the normal writes that submits only one 1/O at a time to avoid
out-of-order execution violating the sequential constraint of the zone interface in the storage stack

or device queues. Random writes are disallowed on ZNS SSDs, and the zone is erased as a whole (via
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Figure 4.2: The examples of physical zone placement in small (Blue) and large (Green) zone
SSDs.

the RESET). A ZNS SSD delegates the FTL and GC responsibilities to user applications, where they
are performed at the zone granularity, thus eliminating traditional SSD overheads. While the user
software consumes more host memory (as it is now responsible for the performing the mapping),
it can be minimized by integrating the zone management into the application logic [I5] or file

system [72, [71].
4.1.2 Small-zone and Large-zone ZNS SSDs

Zones can be classified into two types: physical zone and logical zone. Physical zones are the smallest
unit of zone allocation and consist of one or more erasure blocks on a single die. They are device-
backed and offer fine-grained control over storage resources. In contrast, logical zones refer to a
striped zone region consisting of multiple physical zones. They can be implemented by either the
device firmware or application and provide higher bandwidth through striping. Figure presents
the physical zone placement in different types of ZNS SSDs. Large-zone ZNS SSDs provide coarse-
grained large logical zones with a fixed striping configuration that spans multiple dies across all
internal channels but offers limited flexibility for controlling device behavior from the host software.
This simplifies zone allocation but exposes a small number of active zones available for application
allocation (e.g., 14 zones [130]). As a result, large-zone SSDs are more suitable for scenarios with
small numbers of tenants, where the number of active zones required is not high. In addition, the
application-agnostic fixed striping configuration does not adapt to workload profiles, resulting in

low bandwidth utilization. Small-zone ZNS SSDs operate under similar hardware constraints but
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Figure 4.3: An example of the static striping configuration and the optimizations.
expose finer-grained physical zones. Each zone is contained within a single die but sufficiently large
to encompass at least one erasure block. Small-zone SSDs provide greater flexibility and more active
resources (e.g., 256 zones in our testbed ZNS SSD) to support more I/O streams. In addition
to increased flexibility, small-zone SSDs reduce the need for application-level garbage collection,
especially while managing large numbers of small objects. Recent studies also corroborate some
of these points. Specifically, Bae et al. [11] advocate a zone to be as small as possible to reduce
the interference caused by high zone-reclaiming latencies. ZNS-+ [45] also prefers small zones as it

minimizes the latency of COPY operations performed frequently in its F2FS implementation.
4.1.3 Need for an Elastic Interface

The ZNS SSD brings in two key benefits. First, it exposes controllable garbage collection to host
applications, eliminating obtrusive I/O behaviors precipitated by device internal bookkeeping I/Os.
This also alleviates write amplification and reduces flash over-provisioning. Second, it only allows
sequential writes within a zone and thereby mitigates certain I/O interference observed in a conven-
tional SSD. Both prior studies [I1], [16], 128, 45] and our characterizations (§4.2) below demonstrate
these points. However, existing ZNS SSDs have one significant drawback: the zoned interface
is static and inflexible. After a zone is allocated and initialized, its maximum performance is
fixed regardless of the underlying device capability, its I/O configurations cannot adapt to runtime

workload characteristics, and cross-zone 1/O interference yields unpredictable I/O executions.
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First, the performance profile of a zone-sized storage partition hinges on physical zone place-
ment and stripe configuration, which should align with application requirements. Despite significant
benefits from the flexibility of the user-defined logical zone, application-managed zone configuration
would sustain sub-optimal performance due to the lack of knowledge of other tenants sharing the
device. In addition, it imposes another burden on application developers, as with OC SSDs.

Figure depicts an illustrative scenario involving three applications that employ different
optimization strategies. In this scenario, the computing device comprises 24 physical zones, with
each application having access to a maximum of four logical zones for application-specific zone
management. The static striping configuration, typically managed by the device, allocates physical
zones evenly, provisioning two physical zones for each logical zone. However, this static allocation
may lead to suboptimal device utilization, particularly when applications only actively use a subset
of available zones, resulting in a utilization rate as low as 25%, as shown in Figure To address
this issue, one may introduce an application-managed zone configuration. With this approach, each
application can concentrate its available physical zones on actively writing zones, as illustrated in
the second column of Figure[4.3] This dynamic allocation significantly improves utilization, raising it
to 46%. However, it is important to note that this application-local optimization may face challenges
in efficiently allocating resources, particularly when there is an idle application that holds valuable
zones. One alternative is implementing a centralized resource manager responsible for redistributing
physical zones from idle applications to active tenants. This centralized approach has the potential
to further enhance utilization, achieving a utilization rate of 63%. However, it necessitates a carefully
designed mechanism to prevent resource starvation when previously idle applications become active,
ensuring a balanced allocation of resources.

It is non-trivial to develop a complete application profile that captures every aspect of I/O execu-
tion characteristics, such as read/write block size and distribution, I/O concurrency, and command
interleaving degree. The existing zoned interface fails to adapt to the changing workload behavior.
Users have to over-provision the zone resources when configuring a zone based on the worst-case
estimation. In Figure it is shown that the RocksDB over ZenFS [15] actively writes to only a
fraction of the zones it maintains in the active state. This leads to inefficient utilization of valuable
active resources in the ZNS SSD. Similarly, file systems like BtrFS [104] and F2FS [72] support ZNS

SSDs but write user data to only one zone at a time, resulting in suboptimal utilization of the avail-
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Figure 4.4: The number of zone with actual write activity when running the fill-random work-
load over the RocksDB. The storage backend is ZenFS. The maximum number of active zones
is 16 (red line).

able active resources. This issue is further exacerbated when the device has multiple namespaces

serving different applications. In such cases, each application only utilizes a fraction of the available

bandwidth, wasting valuable active resources in the ZNS SSD.
4.1.4 Lack of Performance Isolation in Zone

Existing SSD interfaces and a ZNS SSD have difference models for the host responsibility and the
I/O processing. A conventional SSD is a black-bozx entity whose device-internal condition depends
on the past I/O execution history and hidden firmware logic. It is the storage system’s responsibility
to estimate its current I/O bandwidth capacity and schedule requests accordingly. A OC SSD is a
white-box system. It exposes the underlying NAND flash memory and storage management functions
directly to the host system, giving the host system full control over executing user 1/0O. This results
in deterministic performance and the ability to adapt to specific workloads.

On the other hand, the ZNS SSD is a semi-transparent storage device to the host and should be
viewed as a gray box. The interface holds much potential for reducing cost, improving performance,
and developing device-independent systems. It handles wear-leveling, LBA-to-PPA mapping, and
any NAND device constraints with the zone view hiding the device’s geometry. However, a zone
is not a completely performance-isolated domain, and co-located zones interact with each other in
a non-deterministic fashion. As a consequence, performance unpredictability still rises, and ineffi-
cient use will cause sub-optimal performance. Ideally, each tenant should receive a weighted share

based on the consolidation degree. Specifically, its housing application should achieve its targeted
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performance when the SSD is under-utilized but receive a proportional degradation when the SSD
is over-subscribed. But, unlike its predecessor OC SSD, ZNS SSDs manage zone allocation and
wear-leveling internally with no strong isolation support and expose an opaque view to applica-
tions, yielding unpredictable performance interference and 1/O execution unfairness. Such an issue
could be mitigated in a conventional SSD where FTL and GC blend and distribute blocks across
channels and dies uniformly regardless of the original command flow, ensuring the attainment of
the maximum bandwidth and equal utilization of channel and die.

In summary, a ZNS SSD requires a systematic understanding of its capabilities and limitations
so that one can efficiently integrate it into the storage application stack. One cannot directly carry
over the observations and practices of using the conventional or OC SSD. The goal of this work is

to develop a systematic understanding about these issues and propose potential solutions.
4.2 Performance Characterization of a ZNS SSD

This section characterizes a ZNS SSD with a focus on understanding why existing ZNS interfaces

are static and inflexible. We then discuss the possibilities of addressing the problem.

4.2.1 Experimental Setup

Device HW Parameters Specification
Capacity 3,816 GB
Channels # 16 Channels
NAND Dies # 128 Dies
NAND Page Size 16 KB
NAND Channel B/W ~600 MB/s
Physical Zone Size 96 MB
Read B/W per Physical Zone ~200 MB/s
Write B/W per Physical Zone ~ 40 MB/s
Maximum Active Zones # 256

Table 4.1: The commodity ZNS SSD specification.

ZNS SSD and testbed. We use a commodity ZNS SSD for characterization. Table |4.1| presents
its hardware details. It has 40,704 physical zones, where each 96MB-size zone consists of NAND
erase blocks solely on a single die, and supports a maximum of 256 open zones simultaneously. We

then configure various logical zones using such fine-granular units. We also prepare a conventional
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Figure 4.5: System model, SW stack, and I/O path of a multi-tenant ZNS SSD deployment.
RD/WR=Read/Write. The write cache flushes data to the NAND flash asynchronously. Zone
resets are completed after invalidating the mapping layer, where NAND blocks are erased
lazily.

SSD with an equivalent architecture for a fair comparison. Our server has two 2.50GHz E5-2680v3
Xeon processors with 256GB DDR4 DRAM, and both SSDs are connected to x4 PCle Gen3 slots
directly.

Workloads and performance metrics. We use the Fio benchmark tool [37] running on the
SPDK framework [124] to generate synthetic workloads. We report both per-IO average/tail latency
as well as achieved bandwidth. We add a thin layer to the SPDK to implement the logical zone
concept and realize different zone configurations. Given the ZNS protocol, we regulate the write
workloads to sequential accesses on a single logical zone in the following experiments, where read

workloads issue random I/Os unless specified.
4.2.2 System Model

We consider a typical system setup with a five-layered view to facilitate the understanding of a
multi-tenant ZNS SSD deployment and dissect the I/O behavior (Figure a). From the top-down
perspective, the first layer contains a few co-located tenants, each running a storage application (e.g.,
blob store, F2FS, and RocksDB). Next, a tenant exclusively owns one or several namespaces based
on the required capacity. A namespace provides independently configurable logical zones (layer 3),
exposing a private logical block address space. By manipulating the logical zone setup, a namespace
can be configured differently to meet the capacity and parallelism requirements. Within a logical
zone, reads happen everywhere, while writes are only issued in an append-only manner. This is

unique to a ZNS SSD and in significant contrast to a conventional SSD, which can be viewed as a
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fixed or statically configured SSD.

A logical zone comprises several physical zones (fourth layer). The number of physical zones
per logical zone is typically fixed within a namespace. The logical-to-physical zone mapping can
be arbitrary regardless of the request serving order and device occupancy. However, the logical
zones must not share their physical zones to conform with the ZNS protocol. At the bottom layer,
a physical zone is placed on one channel/die following the device specification. The zoned block
device (ZBD) layer (Figure [£.5}b) is the central component across the storage stack that abstracts
away architectural details of a ZNS SSD. It provides three functionalities: (1) interacting with
the application on namespace/logical zone management; (2) orchestrating the logical-to-physical
zone mapping in consideration of the application requirement; (3) scheduling a sequence of 1/0
commands to maximize device utilization and avoid head-of-line blocking. Figure [f.5}¢ shows the 10
path of read /write /reset requests. We carefully configure each layer when designing characterization

experiments.

4.2.3 Zone Striping

3500{ 4KB =1 16KB =1 64KB mmmm
o
= 2500 ]
£2000
O
= 1500
£1000
ol 1)
0 4-zones 8-zones 16-zones 32-zones
Zone Configuration

Figure 4.6: Read bandwidth varying the stripe size for different types of zones.

Since a logical zone is usually configured as an array of physical zones spatially, similar to RAID 0,
one could apply the striping technique to achieve higher throughput, especially for large-sized 1/Os.
Zone striping segments data blocks across multiple physical zones and accesses them concurrently.

There are two configuration parameters: (1) Stripe size is the smallest data placement unit in a
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Figure 4.7: Read bandwidth varying the stripe size under the stripe width of 16.

Stripe Avg. P99.9 Lat. B/W
Size Lat(us) (us) (MB/s)
4KB 64 76 99
8KB 71 84 108
16KB 88 103 175
32KB 163 269 190
64KB 314 619 198

Table 4.2: Read I/O average/P99.9 latency and bandwidth varying the stripe size on a physical
zone.

stripe, and (2) Stripe width defines the number of physical zones in an active state and controls the

write bandwidth.
Basic Performance

When there are enough outstanding I/Os submitted to an SSD, unsurprisingly, the optimal striping
efficiency is achieved when the stripe size matches the NAND operation unit (i.e., NAND page size).
As shown in Table 1.2 the achieved per-die bandwidth increases slowly after the 16KB stripe size.
In terms of latency, the access time reduction is non-linear for sizes smaller than a NAND page
(16KB). When the 1/0 size is larger than 16KB, the average latency rises proportionally to the
I/O unit because each request has to access the die multiple times sequentially. Next, we change
the logical zone setup and see the efficiency of different stripe sizes. We use N-zones to refer to
a logical zone configuration, where N is the number of physical zones in a striping. As shown in
Figure when issuing 2MB reads (which generates enough 1/0 to construct a full stripe I/O on

each physical zone), for different zone configurations, the bandwidth over various stripe sizes shows
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a similar result with the single-die performance. On the other hand, a wider width that fully uses the
stripe size (stripe size X stripe width) achieves higher bandwidth. For example, the 4KB stripe
size in 8-zones achieves 37.3% higher read bandwidth than the 8KB stripe size in 4-zones. Note
that the stripe size does not significantly affect the write performance as one can coalesce stripes
on the same physical zone into a single device I/O and submit it at once. Instead, the stripe width

determines the maximum write bandwidth.
Challenge #1: Application-agnostic Striping

When deciding the optimal stripe size and width, one should consider the application I/O profile
dynamically, including request type, size distribution, I/O size efficiency, and concurrency. However,
the existing zoned interface lacks such support and hinges on users’ domain knowledge during
configuration. A large stripe may hurt performance if the size of user I1/O is smaller than that of a
full stripe. On the other hand, too small a stripe also hurts the I/O efficiency of the device; a 4KB
stripe with an 8-zone or wider width significantly lags behind 8KB or larger stripes in Figure [4.6]
A wide stripe width sustains high performance per logical zone. However, since the device has a
limited amount of active resources, it will instead limit the maximum number of active logical zones
and jeopardize application concurrency.

Figure [L.7) presents the sustained read bandwidth varying the stripe size from 4KB to 64KB for
four I/O profiles under the 16-zone configuration. For the 32KB I/0O with a queue depth of 16 (32KB-
QD16) and the 128KB synchronous I/0O (128KB-QD1), the 16KB stripe performs the best because
NAND operates most efficiently when the stripe size aligns with the NAND page size. On the other
hand, for the 32KB with 1 and 4 queue depth cases (32KB-QD1, 32KB-QD4), 4KB/8KB stripes
outperform the 16KB one by 15.1%/13.6% and 5.8%/12.2%, respectively, because they activate
significantly more channels and dies for a single user I/O. The larger stripe sizes, 32KB and 64KB,
fail to explore any parallelism, resulting in poor performance due to narrower user I1/Os. Overall,
the results demonstrate the importance of leveraging more parallelism, particularly for small 1/O
sizes. While a large I/O may encounter inefficiencies in NAND operations due to a small stripe
size, it can be optimized through simple techniques such as merging adjacent 1/Os within the same
physical zone.

Observation: The use of logical zones with striping is beneficial for the application, but the
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zone stripe width and size should be considered in combination with each other. However, it is
essential to carefully consider both the zone stripe width and size in tandem. It’s not desirable to
have a stripe size larger than the NAND page size, and adjustments should be made to the stripe

size when widening the stripe width to provide the most parallelism for user 1/O of a specific size.
4.2.4 Zone Allocation and Placement

A ZNS SSD allocates physical zones across dies/channels, mainly taking access parallelism and
wear-leveling into consideration. Upon an allocation request, the ZNS SSD traverses the die array
following a certain order and then selects the next available die to place each physical zone. Within

a determined die, it chooses blocks with the least P/E cycles based on opaque wear-leveling policies.

Basic Performance
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Figure 4.8: Read/Write bandwidth varying the number of physical zones.

Zone allocation should be locality-aware and parallelism-aware. A larger-sized logical zone is
expected to observe higher read /write bandwidth because it spreads physical zones across different
channels and dies in a deterministic sequence and achieves more I/O parallelism. The maximum
performance is obtained when I/Os access all channels and dies without blocking. We configure the
stripe size to 16KB and increase the number of physical zones in a logical zone (N), then measure
the I/O bandwidth of a single logical zone under four 1/O profiles (Figure . The performance of
2MB reads with queue depths 1 and 2 (i.e., 2MB-RD-QD1/2MB-RD-QD2) keeps increasing until

the number of physical zones approaches 20. But they max out for different reasons. The QD2 case
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Figure 4.9: Channel/die-overlapped zone placement. Assume the ZNS SSD has 16 dies across
4 channels and each tenant has its own namespace. In the case (1), the SSD serves two allo-
cations from tenants A and B simultaneously (both asking for 4 physical zones). Due to the
overlapped placement, both A and B benefit from two channels. Similarly, in the case (2), the
SSD serves four requests (which allocate 3 zones, 1 zone, 1 zones, 1 zone) from tenants C and
D asynchronously. Because of the overlapped placement, tenants C and D obtain three and
two channels, respectively. In the last case (3), tenant E allocates four zones spanning across
two dies, limited by the die bandwidth.

is bounded by the PCle bandwidth (i.e., four Gen3 lanes or 3.2GB/s), whilst the QD1 scenario is

simply limited by the application as it cannot issue enough outstanding 1/Os at that queue depth.
In terms of 4KB random read with 32 queue depth and 2MB sequential write, they sustain 80MB /s
read and 40MB/s program bandwidth per physical die, respectively, requiring much more physical
zones (~ 40 and 80) to utilize the channel or PCle bandwidth fully.

Challenge #2: Device-agnostic Placement

An ideal allocation process should expose all of the internal I/O parallelism of a ZNS SSD to a
tenant. However, the existing mechanism is opaque to housed tenants, where the global allocation
pointer picks the next available die without considering the application’s prior allocation history or
how it interacts with other tenants. This causes unbalanced zone placement, hurts I/O parallelism,

and jeopardizes performance. We find two types of inefficient placements:

e Channel-overlapped placement: As shown in the case (1) and (2) of Figure concurrent
zone allocations might cause overlapped zone placements across channels, limiting the maximum
channel parallelism. Similarly, synchronized allocation requests might prevent placement align-
ment, again limiting the aggregated bandwidth. Figure presents 4KB and 128KB random
read bandwidth when increasing the QD for three inferior placements, where 2/4/8 physical zones
contend for the same channel in a 16-zone configuration. Physical zones stay across 16 different

dies that limit the maximum bandwidth. The 2-overlapped allocation outperforms the other two
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Figure 4.10: Read bandwidth under three channel overlapping (OL) allocations.
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Figure 4.11: Bandwidth and tail latency varying with the die overlapping ratio.

(i.e., 4-overlapped/8-overlapped) by 1.7x/2.9x and 1.7x/2.5x for 4KB and 128KB cases, respec-
tively.

Die-overlapped placement: The case (3) of Figuredescribes this issue. An intra-namespace
die overlapped placement limits the bandwidth and can be even more detrimental because a die
can only process one operation at a time. We configure such an experiment by placing physical
zones in the same die and gradually increasing the overlapping ratio. Figure|4.11|reports the logical
zone’s sustained bandwidth and tail latency under two 1/O profiles. When no physical zones share
the same die, it achieves 1,128MB/s and 2,051MB/s along with 317us and 284us p99.9 tail latency
for the 4KB random read and 128KB sequential read cases, respectively. With full overlap, we
observe 47.2%/23.8% bandwidth drop and 87.1%/28.0% tail latency increase. Such performance

degradation happens even when the overlapping ratio is lower than 25%, because both types of
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Figure 4.12: Read tail latency varying the write bandwidth (ZNS vs Conventional SSD)
I/Os suffer from the head-of-line blocking issue at the overlapped dies.

Observation: It is challenging to infer the zone’s physical location without knowing the device’s
internal specification. One may run a profiling tool in the runtime to extract the relation among
different zones [11]. However, it does not eliminate the imprinted overlap at the allocation time. To
maximize the I/O parallelism, one could build a device abstraction layer that (1) relies on a general
allocation model of the device; (2) maintains a shadow view of the underlying physical device; (3)

profiles its placement balanced level across different physical channels and dies.
4.2.5 1I/0 Execution under ZNS SSDs

A ZNS SSD eradicates background GC 1/Os, thereby removing one form of performance non-
determinism. Within a logical zone, writes happen sequentially, but reads are issued arbitrarily.
When reads are congested, one would observe latency spikes under die/channel contention. If con-
sidering cross-zone cases, either intra or inter namespace, interference would be more severe than
a conventional SSD because ZNS SSDs impose no physical resource partitions, and per die/channel

bandwidth is narrow.
Basic Performance

Irrespective of the NAND block layout of a logical zone, its I/O access latency highly correlates
with achieved bandwidth because there are no device internal I/Os that consume bandwidth and
are hidden from user applications. To demonstrate this, we prepare a conventional SSD having the

same hardware as the ZNS SSD and compare two SSDs under the mixed read-write scenario. We
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configure a logical zone for the ZNS SSD that spreads across all the channels and dies (i.e., 128-zone
configuration with 16KB stripe size) to match the conventional one. The fragmented conventional
SSD is 70% filled and preconditioned with 128 KB random writes. Then we run eight read threads—
where each issues one 128KB read I/O to all the dies uniformly random-and one write thread
that performs sequential write at a fixed rate. Figure reports the read/write tail latency as we
increase the write bandwidth. More writes on a ZNS SSD leave less bandwidth headroom for reads
and cause the latency to increase. However, for the fragmented conventional SSD, the internal GC
activities make even less bandwidth available to serve reads due to write amplification. For example,
when the write bandwidth is 1,000MB/s, the p99.9 read and write latency of the conventional SSD
is 4.3x and 2.8x worse than the ZNS one. In terms of the read throughput, the conventional SSD
shows 1.1x and 1.6x lower throughput than the ZNS SSD at the 200MB/s and 1,000MB/s write
bandwidth, respectively.

Challenge #3: Tenant-agnostic Scheduling

Existing zoned interfaces of ZNS SSDs provide little performance isolation and fairness guarantees
for the inter-zone case, regardless of deployed workloads. One cannot overlook the read interference
on a die because (1) an arbitrary number of zones can collide on a die, (2) the bandwidth of a
single die is poor, and hence, the interference becomes severe even under a very low load on the
device, and (3) it causes a severe head of line blocking problem and degrades the performance of
the logical zone. Since there is no internal GC in the ZNS SSD, The I/O determinism [76] proposed
for the conventional SSD does not apply as well. Similar to conventional SSDs, the write cache,
shared among all NAND dies, is an indispensable component of the ZNS SSD, buffering incoming
writes and flushing to the NAND dies in a batch. Host applications will observe prompt write 1/O
completions when they are absorbed by the cache but experience considerable latency spikes when
the cache overflows. This has not been an intractable issue in conventional SSDs because the device
firmware blends all incoming write I/Os and constructs a single large flow spanning entire NAND
dies, maintaining the cache eviction rate to the maximum device bandwidth. However, in the ZNS
SSD, a write I/O must be flushed out to the designated NAND die with an inadequate program
bandwidth, even with zone striping. In this situation, a heavy writer exhausts the available cache

capacity and severely disturbs other short flows.
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Figure 4.13: Bandwidth under RD-RD and WR-WR congestion due to the die-collision.

We set up two readers performing 128KB read I/O in different profiles: (1) queue depth 8 with
a two-zone configuration and (2) queue depth 2 with an eight-zone configuration. Figure shows
the interference between two readers in a die-collision. The QD-8 reader easily obtains 97.2% of
the total bandwidth of collision dies. Note that the interference and unfair bandwidth share also
occurs in the conventional one, but only when the device bandwidth is fully saturated [I17, [66]. We
also demonstrate the write cache congestion in Figure [{.13] We first populate 15 logical zones with
a stripe width of 8, and each physical zone is allocated to a dedicated die. The cumulative write
bandwidth of 15 zones maxes out the PCle bandwidth (3.2GB/s), and a single zone performs at
~213.3MB/s. In this case, a physical zone in the logical zone receives write at a lower rate than
the maximum bandwidth (~26.7MB/s), and the write cache does not overflow. Then, we add one
more writer with a narrow width of 2, which also runs on dedicated dies. Write I/Os towards the
narrow zone are equally fetched by the device, but it soon consumes all available cache because of
the scarce bandwidth (~85MB/s) of underlying physical zones. It degrades others’ bandwidth by
27.3% or 155MB/s, and the device even fails to max out the PCle bandwidth (~2.4GB/s).

We set up three namespaces with different zone configurations (i.e., 4-zones, 8-zones, and 16-
zones) and ensured they have the same capacity using all the channels and dies. Figure shows
the achieved bandwidth when these three namespaces run the same type of workload. In terms
of the 128KB write (QD=1), namespaces 2 and 3 achieve twice the bandwidth as namespace 1
because the maximum sequential write I/O is bounded to four channels in the 4-zone case. Since

the stripe size is 16KB, a 128 KB write generates 8 outstanding I/Os that can harness 8 dies at best,
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Figure 4.14: Performance comparison of three namespaces (with different logical zones) running
the same workload.
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Figure 4.15: Performance comparison of two tenants (with different logical zones) running
different workloads.

leading to the same performance of namespace 2 and 3. Considering the other two read scenarios,
even though three namespaces submit the same amount of 1/Os, we observe different bandwidth
shares proportional to their underlying parallelism in the logical zone for large 128KB sequential
reads. However, the three namespaces show the same bandwidth for a small 4KB I/O with 32 queue
depth because each random I/0 could fall into any of the channels and dies regardless of the zone
configuration. Next, we consolidate two namespaces and issue different types of I/Os. Figure m
reports the results, where the number in parentheses indicates the queue depth. When two tenants
compete for the read bandwidth, irrespective of the logical zone configuration, the running workload
that can utilize more dies achieves higher bandwidth, as the 4KB (QD=32) in the first two scenarios
and 128KB (QD=32) in the third case.
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ZNS v.s. Conventional SSDs

There is no performance isolation support on a conventional SSD. Some recent proposals employ /0
determinism and NVM Sets [70] [76, [99] to minimize the interference. Although they mitigate the
interference in a given environment, such mechanisms have a restriction due to static partitioning
(NVM Sets) or limited predictable time window (I/O Determinism). Instead, OC SSDs grant full
access to the device geometry to applications, and thus, one can predict possible interference using
a complete view of physical allocation. However, one cannot prevent interference even with this
knowledge because read I/Os may target any of the dies associated with a zone unpredictably. Some
researchers propose a read reconstruction using redundant arrays [80), 139], but such mechanisms
sacrifice both capacity and bandwidth for reads and fail to address a multi-tenant setup in a modern
data center.

Observation: When using ZNS SSDs in a multi-tenant scenario, one should first understand
how different namespaces and logical zones share the channels and NAND dies of the underlying
device, classify their relationships into competing and cooperative types, and employ a congestion
avoidance scheme for the inter-zone scenario to achieve fairness. Since there are no device bookkeep-
ing operations, I/O latencies represent the congestion level on colliding dies. In addition, write cache
congestion needs to be addressed globally. Thus, a possible solution is to design (1) a global central
arbiter that decides the bandwidth share among all active zones; (2) a per-zone I/O scheduler that

orchestrates the read I/O submission based on the congestion level.

4.2.6 Zone Reset

Avg. P99.9 B/W
Reset 7 Lat(us) | Lat. (us) (G]/B/s)
1 204 233 455
2 220 338 841
3 239 449 1158
4 275 445 1342
) 313 889 1478
6 381 2343 1456

Table 4.3: Reset average/P99.9 latency and bandwidth varying the number of concurrent reset
operations.
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Figure 4.16: Read v.s. reset latency varying the number of reset operations.
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ZNS SSDs delegate NAND block lifespan management responsibility to host applications via the
RESET command. It is a unique command in ZNS and OC SSDs, which a conventional one lacks.
The conventional SSD provides a DEALLOCATE command instead, but it only invalidates logical
pages without triggering the block erase activity explicitly. ZNS SSDs further optimize a reset latency
using the zone mapping layer while providing the same execution logic on block erase as OC SSDs.
When processing this request, a zone will transition to the EMPTY state, where its write pointer
is redirected to the start LBA. All associated NAND blocks are erased, and previously written
data becomes inaccessible. This allows applications to develop application-specific GC mechanisms,
whose goals should be minimizing the impact on concurrent read/write traffic as well as reclaiming
stale data timely.

We find that the zone reset is essentially a lightweight command whose execution latency is
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much lower than the block erase operation. This is mainly because the firmware sends back the reset
completion acknowledgement as soon as the zone mapping is cleared and performs the actual erasure
operation lazily. We gradually increase the number of concurrent reset operations and measure the
latency and bandwidth of resetting a physical zone. As shown in Table its unloaded latency
is around 204us, whereas erasing a block takes around 3.5ms [56]. Also, reset is a high-bandwidth
operation, achieving 1478 GB/s at max. This is reasonable as the per-die erase bandwidth of modern
high-density NAND devices is higher than 10GB/s.

Unsurprisingly, read and write 1/Os interfere with resets severely. Although the reset bandwidth
is extremely high, each operation takes significantly longer than blocking read and write. We use the
experiment setup as described above and co-locate it with a 4KB random read (QD=32) or a 128KB
write (QD=1), respectively. In terms of the read v.s. reset interference scenario (Figure , the
read average and p99.9 latencies rise by 5.0x and 9.4x when there are 7 concurrent resets. This
also causes a significant bandwidth degradation (from 1492MB/s to 202MB/s). Regarding the write
vs. reset (Figure , under the most interfering case, we observe that the write average/p99.9
latencies increase by 2.9x /15.8x, along with a 2.8x bandwidth drop. Thus, zone reset is another
interference factor that jeopardizes the 1/0O predictability. For example, an irresponsible tenant could
continuously submit reset operations and break the GC-free illusion of other victim users when they
share the same NAND die. Therefore, zone reset should be coordinated globally across co-located
tenants.

Observations: The zone reset should be viewed as another type of user I/O command (in
addition to read/write) for scheduling with sufficient bandwidth. It is not necessary to process
a reset immediately as the bandwidth is hundreds of times higher than write. Instead, one can
invalidate a zone immediately and complete the user request, then coordinate zone reset in a global
and batched fashion across co-located tenants to minimize the chance of collision with read and

write.
4.2.7 Write Cache

Write cache is an indispensable component of NAND-based SSDs for two reasons: (1) There is a
mismatch between the LBA size and NAND page size, and the programming is not an atomic oper-

ation; (2) SSDs should follow strict timing rules [22] (such as the timing among upper/middle/lower
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Figure 4.20: Latency varying with the number of busy writers on a ZNS SSD.

pages) to ensure data integrity. Consequently, writes are buffered temporarily in the write cache

until the accumulated buffer size is sufficient to complete a programming sequence. Hence, host
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applications will observe prompt write I/O completions when they are hitting in the cache until
over-committing write I/Os.

ZNS SSDs also benefit from the write cache under the modest write 1/O traffic. We set up an
experiment that writes to a single physical die at different rates. We configure four cases where
the first three issue 16KB write I/Os at a rate lower than the maximum die serving bandwidth
(Table and the last one maxes out. Figure reports the CDF of the I/O latency. When the
write traffic is less than the maximum, the write cache can absorb the majority of the I/Os and
provide fast write completion (i.e., p50 is 93us). However, when the write runs at the maximum, we
observe a significant latency increase because it has to wait until the SSD flushes data and reclaims
cache space. The p50 latency rises to 2278us, which is even worse than the p99.9 latency of the first
three scenarios (i.e., 562us, 742us, 1434us).

A busy writer can adversely impact all concurrent writer flows, leading to elevated tail latency.
This issue primarily arises from the head-of-line-blocking effect induced within the SSD controller.
Unlike conventional SSDs, which mitigate this issue by employing striping that spans all dies, ZNS
SSDs face unique challenges. In this context, conventional SSDs reclaim cache space at the maximum
write bandwidth, and write latency remains stable unless the overall write demand surpasses the
device’s capability. However, ZNS SSDs exhibit a narrower write bandwidth per zone and can
experience significant delays in the cache when an excessive number of write I/Os are overcommitted
to a single zone.

To demonstrate this, we set up 32 writers issuing 16KB (QD1) write I/O with different man-
ners: (1) an unloaded writer that submits at a fixed rate lower than the maximum die bandwidth
(20MB/s), and (2) a busy writer that runs without capping bandwidth. Then, we measure the 16KB
write I/O latency of an unloaded tenant as increasing the number of co-located busy writers. Fig-
ure [1.20] demonstrates the high tail latency in the ZNS SSD. Adding a single busy writer will cause
the p50/p95/p99/p99.9 latency to increase by 5.6x/13.7x /8.7x /7.6, respectively. More writers
will not further jeopardize the case. Instead, we find that the tail latency will reduce slightly as the
write cache is flushed in higher bandwidth as more dies are busy, e.g., 18.4% drop of p99.9 under 16
writers. We conduct the same experiment on a conventional SSD in Figure Since the cache is
shared among all writes and reclaimed at the maximum bandwidth, we observe that p50/p95/p99

latencies stay quite stable, while the p99.9 latency only increases by 50.5%.
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Figure 4.21: eZNS System Architecture.

Observations: Write cache is a hidden performance domain in ZNS SSDs. Unlike the conven-
tional SSD, where the write bandwidth is shared among every write, the ZNS SSD shares the cache
among all zones. By carefully pacing the I/O rate from each one, one can mitigate the tail latency
and achieve a fair write cache share. This could be realized via a software-managed I/O scheduler

using a monitoring mechanism for cache occupancy.

4.3 eZNS: Enabling an Adaptive Zoned NS

This section describes the design and implementation of eZNS that realizes a new and elastic zoned
interface. We use the gathered insights from our characterization experiments and address the

aforementioned issues.

4.3.1 eZNS Overview

eZNS stays atop the NVMe driver and provides raw block accesses. eZNS exposes the v-zone in-
terface that offers runtime hardware adaptiveness, application elasticity, and tenant awareness. We
carefully design eZNS and spread its functionalities across the control plane and data plane. As

shown in Figure [£.21] it mainly consists of two components. The first is the zone arbiter that (1)
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maintains the device shadow view in a hardware abstraction layer (HAL) and provides the basis for
other components, (2) performs serialized zone allocation avoiding overlapped placement, and (3)
dynamically scales the zone hardware resources and 1/O configurations via a harvesting mechanism.
The second is a tenant-cognizant 1/O scheduler, orchestrating read requests using a delay-based
congestion control mechanism and regulating writes through a token-based admission control. In

sum, eZNS addresses the three issues discussed in
4.3.2 Hardware Contract and HAL

We develop eZNS based on the following hardware contract, which are met by recent ZNS SSDs
with small zones: (1) a physical zone consists of one or more erasure blocks on a single die; (2)
the maximum number of active physical zones is a multiple of the number of dies, and all dies
hold the same number of active zones when they are fully populated (i.e., the ZNS SSD evenly
distributes physical zones over dies); (3) the zone allocation mechanism follows the wear-leveling
requirements, indicating that consecutive allocated zones will not overlap on a physical die until all
the dies have been traversed. We need to caveat that the last contract may not always be followed
in allocations if the device firmware enforces a specific policy other than round-robin across dies.
However, considering the large number of chips and the wear-leveling constraint, such cases are rare.
Our mechanism doesn’t require being cognizant of the two-dimensional geometric physical view of
SSD NAND dies and channels or maintaining an exact zone-die mapping.

eZNS maintains a shadow device view, exposing the approximate data locality for zone allocation
and I/0 scheduling. Our mechanism (or HAL layer) only hinges on three hardware parameters from
device specifications. The first one is the mazimum number of active zones (or MAR, maximum
active resources). This is based on an observation that the MAR is generally in proportion to or a
multiple of the number of physical dies on the SSD. One could estimate the number of active zones
that a die could hold by deliberately controlling the zone allocation order in an offline calibration
experiment (§4.2.4). The second parameter required is the NAND page size used for striping con-
figuration. For example, 16KB is a de facto standard for most TLC NVMe drives and is well-known
for system developers. The SSD shows the best efficiency when the stripe size is aligned with it
(, and thereby, we choose the stripe size as a multiple or factor of the NAND page size that

is closest to avoid inefficient stripe reads for sequential workloads. These two parameters reflect the
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device’s capabilities. The third one is the physical zone size, deciding how a logical zone and strip
groups are constructed. With such information, HAL provides a shadow view having a consistent

MAR (e.g., 16) and the size of a zone (e.g., 2GB) regardless of the underlying device.
4.3.3 Serial Zone Allocator

eZNS develops a simple zone allocator that provides three guarantees: (1) it ensures that each
stripe group comprises a list of consecutive and serial opened physical zones, following the firmware-
enforced internal order; (2) there is no die collision within a stripe group; (3) across stripe groups,
die collision could happen for writes only if available active physical zones are fully populated

across all the dies. Given the above device model, the number of stripe groups colliding on a die is

Maximum # of active zones

Dic 7 at most. Channel collision would not be an issue because its bandwidth is

usually higher than the aggregated program bandwidth across dies.

Our allocator works as follows. It has a per-device request queue, buffering OPEN commands
(including implicit ones followed by writes) from all logical zones. Our allocator serves each logical
zone request atomically. Since the completion of a zone OPEN command does not guarantee that
the zone is actually allocated on a physical die, we implement a zone reservation mechanism during
zone opens—flushing one data block that enforces binding a die to the zone. Writes complete imme-
diately as the write cache of the device absorbs a single block even in high load. To expedite this
process, we proactively maintain a certain amount of reserved zones in serial order and provision
them to an upcoming stripe group. Upon completion of the allocation, we then update the alloca-
tion history and write it into a reserved persistent region (metadata block) following the block for
reservation. Hence, we preclude interleaved allocations from concurrently opened logical zones to

prevent channel-overlapped placement and facilitate allocation reordering to mitigate die overlaps
(23).
4.3.4 Zone Ballooning

v-zone, a specialized logical zone, can automatically scale its I/O striping configuration and hardware
resources to match changing application requirements in a lightweight fashion. Figure[4.22]illustrates
an example of a v-zone structure. Similar to a static logical zone, a v-zone contains a fixed number
of physical zones. However, unlike a static logical zone, it divides physical zones into one or more

stripe groups. When v-zone is first opened or reaches the end of a previous stripe group, it allocates
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Figure 4.22: Example of eZNS v-zone structure.

a new stripe group. All physical zones in the previous stripe group must be finished when the write
pointer reaches the end of the stripe group, allowing an active v-zone to take active resources for
only one stripe group. The number of physical zones in a stripe group is determined at the time
of allocation according to the local overdrive mechanism, which enables flexible zone striping. To
comply with the standard zone interface, v-zone has a size that is a power of 2, and its capacity is
the sum of user-available bytes in physical zones.

Similar to the virtualization memory ballooning technique [132, [13, [111], zone ballooning allows
a v-zone to (1) expand its stripe width by leasing spares from others when other namespaces are
under low active resource usage; (2) return them when it finishes the stripe group either by writing

to the end of the stripe group or explicitly issuing FINISH/RESET commands from the application.
Initial Resource Provisioning

eZNS divides all the available and opened physical zones on the ZNS SSD into two groups: essential
and spare. The essential group contains a minimal number of active physical zones that can max
out the SSD write bandwidth (Nessentiar), whilst the rest belong to the spare group (Nspare). Our
initial resource allocation follows the equal bandwidth partition principle. We choose the write 1/0
bandwidth as the minimum guarantee because writing resources (or active physical zones) of a ZNS
SSD are scarce. Assuming the number of namespaces that a ZNS SSD holds is N, and the maximum

Ne

number of active v-zones per namespace is M ARj,gicqr. A namespace takes —esgential gxclusive active
ns

physical zones; when a v-zone in the namespace opens a new stripe group, it receives N%@%ﬁ‘”
ns X logical
assured essential ones which is also the minimum stripe width. In terms of spare zones, similarly,

eZNS equally distributes them to a namespace (N%;:e) during initialization. Both a v-zone and a
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namespace will expand/shrink their capacity to adapt to workload demands.
Local Overdrive: Zone Expanding

eZNS provisions available spares from the spare group of its namespace to boost its write 1/O
capability. We realize this via an internal local overdrive operation while opening a new stripe
group. The mechanism works as follows. First, it estimates the resource usage of the namespace by
analyzing its previously opened v-zones, quantified as the exponentially weighted moving average

over the number of active v-zones (N activeZoneHistory)- Second, it checks the remaining spares from

NTotu,lSpu/re

the spare group (NgemainingSpare) and reaps additional spares based on N . Essentially,
Y

ctiveZoneHistor
a v-zone will receive more (fewer) spares if it embodies writing activities but the namespace only
opens fewer (more) v-zones. Third, the v-zone conflates the harvested spares with assured essential
ones for it to open the new stripe group, and the stripe width is rounded down to the nearest
power of two for efficient resource management. Note that the local overdrive operates in a serial
and best-effort fashion. Lastly, eZNS sets the baseline stripe size to 32KB at the minimum width
for the optimal I/O efficiency of the device. It then reduces the stripe size for an overdriven zone
according to the stripe width, down to the minimum block size of the device. For example, if the
width gets two times wider, the stripe size is reduced by half. We determine the range of stripe sizes

to optimize the performance as aforementioned in The reduced stripe size further contributes
to the I/O scheduler ensuring fairness (§4.3.5)).

Global Overdrive: Namespace Expanding

Across the whole device, our zone ballooning mechanism further reallocates spares across namespaces
based on their latest write activity. We realize this via another internal global overdrive operation—
lend spares from the spare group to each other. Unlike local overdrive, global overdrive is triggered
based on the write intensity across the entire drive. Specifically, our arbiter monitors the past
Nessential Opened physical zones across all active namespaces, computes their zone utilization, and
redistributes the remaining spares from inactive namespaces to active ones. Figure [1.23]illustrates an
example case of global overdrive. Initially, in Figure we evenly distribute essentials and spares
across three namespaces. Subsequently, NS1 and NS3 open two v-zones each. While NS1 continues
to actively write data, NS3 becomes inactive after opening its allocated v-zones. Simultaneously,

NS2 remains devoid of write activity. Once the arbiter identifies NS2 as an inactive namespace,
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Figure 4.24: Example of the zone reclaim operation. The original stripe group has width of 6
with 4 spares. The reclaim operation shrinks it to the minimum width of 2 using only essentials.
When the amount of valid data exceeds the size of a minimum width stripe group, it finishes
the stripe group and creates another one until copies all valid data. Then it returns spares in
the original stripe group to the pool.

it triggers the redistribution of unused spare zones from NS2 to the active namespace, NS1, with
a focus on boosting the performance of NS1 as depicted in Figure In the event that NS2
starts writing data, we ensure the minimum number of active zones and adequate bandwidth using
essentials.

In the current design, we determine an inactive namespace as a namespace that has no allocation
history in the last Nggsentiar Physical zone allocations of the device, and lent spares are equally
distributed across active namespaces. When an inactive namespace becomes active again, eZNS
marks the leased spares as recall spares, and namespaces release them to the global pool as soon as
they FINISH/RESET the stripe group in v-zones. eZNS then returns them to the original namespace

at the next global overdrive operation.
Reclaim: Zone/Namespace Compaction

Generally, an overdriven v-zone after entering the FINISH state will return spare zones. Therefore,
spare zones circulate as long as namespaces continue to write to v-zones. However, when a names-
pace overdrives v-zones, which becomes inactive without releasing them, the arbiter has to use a
reclaim operation to take back the spares to prevent resource leakage. To ensure no slowdown on
the performance path, we employ an asynchronous window-based monitoring scheme, where the
arbiter bookkeeps the status of each inactive namespace and continuously counts how long its sta-
tus is in the read-only state. If a namespace presents no write 1/Os for a certain amount of time,

TReadonly, the arbiter determines the namespace as frozen and triggers the reclaim procedure to
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proactively collect the spare zones. The execution cost of reclaim depends on the configuration
within the opened stripe group. If there are committed writes on the zone, reclaim will trigger a
zone compaction and perform a sequence of I/O reads/writes, i.e., finishing existing zones, opening
a new stripe group with shrunk width, and copying data to the new one. Once the migration is done,
the spare zones can be returned to the global spare pool. Figure [£:24] presents an example of the
zone reclaim process. When the arbiter identifies NS3 as frozen, it initiates the reclamation process
(i.e., zone compaction) within the current stripe groups. These reclaimed spares are subsequently
transferred to NS1.

The zone reclaiming indeed brings GC-like overheads back to the system. Thus, it is crucial
that the system does not trigger the operation in normal conditions. In eZNS, zone reclaiming is
only performed when namespaces have no write activity for two cycles of global overdrive. This
is likely to happen infrequently, such as when an application undergoes a significant change in its
running state. Moreover, reclaiming is triggered in a lazy fashion, executed in the background, and
regulated by the scheduler to limit its performance impact. As a result, eZNS can avoid triggering

zone reclaiming in normal conditions, maintaining high performance and efficiency.
4.3.5 Zone I/O Scheduler

eZNS mindfully orchestrates I/O reads/writes with the goal of providing equal read/write band-
width shares among contending v-zones, maximizing the overall device utilization, and mitigating
superfluous head-of-line blocking when different types of requests interleave. Our zone 1/O sched-
uler comprises two components: congestion-avoiding read scheduler and cache-aware write admission

control.
Congestion-avoid Read Scheduler

Our design is based on the observations that (1) ZNS SSDs have no internal housekeeping operations;
(2) write I/Os are sequential and synchronous. Hence, the read latency is stable and low until the die
becomes congested, and it is thus possible to detect congestion directly via latency measurements.

eZNS introduces a hierarchical design that performs weighted round-robin scheduling firstly
across active namespaces and then delay-based congestion control across each intra-namespace v-
zones. By conforming to the NVMe architecture, we create per-namespace NVMe queue pairs and

offload the round-robin scheduling to the device. Then, we employ a Swift-like [67] congestion control
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mechanism to decide the bandwidth allocation for each stripe group in the v-zone, where the delay
is the device I/O command execution latency. As shown in Algorithm , during the congestion-free
phase, upon a read 1/O completion, we additively increase (AI) the congestion window until it
approaches the maximum size (line 6). Since the congestion window (cwnd) is shared in the stripe
group, when set to the stripe width, it indicates that there is one outstanding I/O per die in the
sequential case. The SSD can max out its per-die bandwidth with a few outstanding 1/Os. Thus,
when the cwnd starts with the stripe width, it quickly ramps up to the device bandwidth capacity.
Further, we limit the maximum congestion window (cwnd) to 4 X strip width to minimize the
software overheads when handling excess concurrent I/Os and avoid a meaningless rapid growth of
cwnd that would imperil the efficiency of the MD phase. When congestion happens, we reduce the
congestion window multiplicatively (line 4), whose ratio depends on the latency degradation degree.
All the physical zones within a stripe group share the same congestion status. It is reasonable
because sequential read bandwidth will be capped by the most congested physical zone. Random
reads usually will not trigger frequent cwnd decrements because the minimum window size is large
enough to absorb them. Our congestion control works cooperatively with the reduced stripe size of

the overdrive and ensures a fair share of bandwidth regardless of the width of the stripe group.
Cache-aware Write Admission Control

Due to the non-linear write latency and the shared architecture, it is inappropriate to implement a
local mechanism to mitigate the problem. Unlike the read congestion case, write congestion happens
globally across all zones from all namespaces ( Therefore, eZNS monitors the global write
latency and regulates writes using a token-based admission control scheme. We generate tokens
periodically (ALG | lines 14-16) and admit write I/Os in a batch for each active v-zone to ensure
overflow rarely happens. This requires a latency monitor to analyze the write cache eviction activity
(ALG [flines 8-12). Here, we profile the block admission rate (defined as the minimum delay between
two consecutive write blocks) and adjust the token generation rate based on its normalized average
latency. This is based on an empirical observation that the latency of the write projects its capacity
share in the write cache. Hence, we equalize the latency for all write zones and calculate available
tokens using the average value. Additionally, we update the available tokens based on the elapsed

time from the last token refill upon a write submission. By doing so, we expect that writes are
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Algorithm 5 Zone I/O Scheduler

1:
2
3
4
5:
6.
7
8
9

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:

22:

23:
24:
25:
26:
27:

procedure READ SUBMISSION()
read_io < head(pending _queue)
if cwnd > io_count + size(read_io) then
submit(read 7o)
procedure READ COMPLETION()
lat_thresh < 500us

if i0_lat > lat _thresh then
lat_threash)

cund = maX(]., cwnd X W
else

cwnd = min(stripe_width X 4, cwnd + a X

procedure WRITE SUBMISSION()
write_io < head(pending _queue)
if tokens > batch_size(write o) then
submit(write_io)
procedure WRITE COMPLETION( )
per _block _lat = per block lat +

io lat
num__blocks
num_ 108 +=1
procedure WRITE LATENCY MONITOR()
On t every 10ms
total_lat =3, ive somePET_block_lat

tOta’l_ZOS = Eactive zone

total lat
avg_lat(t) ~ total ios

num__i0s

i0 count )

cwnd

avg _lat(t—1)4avg lat(t)

block _admission _rate = 5

procedure WRITE TOKEN GENERATOR()
On every 1ms
for pending write zones do

- now—last refill
token += block _admission__rate

x stripe__width

> o = additive factor

self-clocked in the congestion-less condition.

Note that (1) when read and write I/Os mix on a physical die, the total aggregate bandwidth

will drop due to the NAND interference effect. However, our read scheduler and write admission

control require little coordination because both modules only use the latency (gradient) as a signal

to infer the current bandwidth capacity; (2) we coalesce stripes for the same physical zone within a

user I/O and submit one write I/O to the device in a batch, and thus, a small stripe size does not

degrade the write bandwidth.

4.4 Evaluation

We add a thin layer in the SPDK framework [124] to implement eZNS and realize the v-zone

concept. The primary reason for choosing the SPDK approach was its ease of implementation and
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integration into the software stack of a storage server accessible by remote clients. Moreover, the
SPDK-based design can also be used in a local system to serve virtual machines through the SPDK
vhost extension. This approach allows the storage server to provide efficient and high-performance
I/O operations, while remaining compatible with existing software stacks. We use the same test
environment as in §4.2.1] Non-SPDK applications require a standard ZNS block device exposed
via the kernel NVMe driver; thus, we set up eZNS as a disaggregated storage device over RDMA
(NVMe-over-RDMA) and connect to it using the kernel NVMe driver.

Micro-benchmarks: We use FIO [37] to generate synthetic workloads and allocate a separate
thread for each worker when the workload writes to multiple namespaces or zones. For read work-
loads, we first precondition the namespace by performing sequential writes for the entire range of
read I/0. Additionally, we perform a pre-calibration step to determine the die allocations in case
the evaluation requires a die-level collision.

Ported Applications: We use RocksDB as a real-world ZNS application, to evaluate the per-
formance of eZNS We run RocksDB over ZenF'S [I5] to enable the ZNS support. As eZNS complies
with the standard NVMe ZNS specification, no modification is required for the application and

ZenFS. We initialize the DB instance with 500M entities of 20-byte keys and 1,000-byte values.
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Figure 4.25: Throughput of overwrite workload on a single namespace without other tenants.
(Over: Overdrive)

Default v-zone Configuration: By default, eZNS creates four namespaces (NS1-4), each of

which is allocated 32 essential and 32 spare resources. Since each namespace provides a maximum
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Figure 4.26: readwhilewriting workload on a single tenant configurations. Static has stripe
width of 16. (S: 4KB stripe, L: 16KB stripe)
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Figure 4.27: Latency of db_bench workloads (2 overwrite, 2 randomread) on different names-
paces over eZNS and static zone.

of 16 active zones, the minimum stripe width for v-zone is 2 with a stripe size of 32KB. However,
eZNS can overdrive the width up to 16 with a stripe size of 4KB. For a fair comparison, we prepare
a static logical zone configured with stripe width and size of 4 and 16KB, respectively; hence, it
also accesses full device capability when the application populates enough active logical zones. Both
a v-zone and a static logical zone comprise 16 physical zones. Different configurations are used for

single-tenant evaluation (single namespace) and YCSB benchmark (six namespaces), as specified in

Section .43l
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Figure 4.28: Throughput of db_bench workloads (2 overwrite, 2 randomread) on different
namespaces over eZNS and static zone.

4.4.1 Zone Ballooning
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Figure 4.29: B/W comparison between an overdrived and three statically configured zones.

We demonstrate the efficiency of zone ballooning when handling large writes (i.e., 512KB I/0O
with a queue depth of one). First, within a namespace, we compare the performance between a v-
zone and a static logical zone, where the number of writers is configured to 4, 8, and 16, respectively.
Each writer submits a write I/O to different zones. Our local overdrive operation can reap more spare
zones and lead to better throughput. As shown in Figure [£.29] the v-zone outperforms the static
one by 2.0x under the 4-writer case as 4 static logical zones enable only 16 physical zones while 4

v-zone overdrive the width to 8 and expand to 32 physical zones. In the 8-writer and 16-writer cases,
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v-zone reduces the overdrive width accordingly and utilizes the same number of physical zones (32

and 64, respectively) with the static logical zone.
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Figure 4.30: Performance variation of four namespaces with global overdrive under 100s.
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Figure 4.31: The number of used spare zones of four namespaces under 100s.

To evaluate eZNS’s adaptiveness under dynamic workloads, we set up overdriven zones from
different namespaces. The first three namespaces (NS1, NS2, and NS3) run two writers, while the
fourth namespace (NS4) runs eight. NS1, NS2, and NS3 stop issuing writes at t=30s and resume the
writing activity at t=80s. We measure the throughput and spare zone usage of four zones for a 100s

profiling window (Figures and [4.31). When the other three zones become idle, the v-zone from
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NS4 takes up to 3x more spare zones from other namespaces using the global overdrive primitive
and maxes out its write bandwidth (~2.3GB/s). It can then quickly release the harvest zones when

other zones start issuing writes again.
4.4.2 Zone I/0 Fairness

We evaluate our I/O scheduler in various synthetic congestion scenarios by placing competing zones
in the same physical die group. We compare the performance of all co-located zones when enabling
and disabling our mechanism. The zone ballooning mechanism is turned off for all cases. We report
per-thread bandwidth in Figure [£.32]

Read-Read Fairness. We run a sequential read of 128KB 1/0 size at two types of zones on
co-located dies. To equally load the physical dies, we populate more threads for lower-width zones.
For example, a zone with a width of 2 runs four threads on each stripe group, while a zone with a
width 8 has only one thread. As shown in Figure [f.32}a, in scenario 1, when disabling our congestion
control mechanism, Zone A (configured with stripe width 2 and stripe size 32KB, QD-1) and Zone B
(configured with stripe width 8 and stripe size 8KB, QD-32), even holding the same sized full stripe,
achieve 7T6MB /s and 1287MB /s, respectively. This is because the zone with the higher QD dominates
on the competing die. Our scheme effectively controls the per-zone window size and ensures that
each zone submits the same amount of outstanding bytes. Hence, both Zone A and Zone B sustain
290MB/s. In scenarios 2 and 3, we change the Zone A stripe configuration to <stripe width 4, stripe
size 16KB, QD-1> and <stripe width 8, stripe size 8KB, QD-1), and observe similar behavior when
turning off the read congestion logic. In scenario 3, the congestion level on the die gets lowered as
Zone A only submits one 128KB I/O (which was 4 and 2 in scenarios 1 and 2, respectively). Hence,
the read latency also becomes below the threshold, and the I/O scheduler chooses to max out the
bandwidth.

Write-Write Fairness. We carefully create different write congestion scenarios and see how
our admission control operates. The workload used is a sequential write of 512KB size. In the first
scenario, we co-locate 16 regular write zones (Zone A, where each has a striping width of 8 with
8KB stripe size and submits write I/Os at bms intervals, sustaining 95MB /s maximum throughput)
with a busy writer (Zone B, that has width 2 and 32KB stripe size, submits I/O without interval
delays, achieving 85MB/s at most). Figure b reports the bandwidth utilization of one regular
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Figure 4.32: Efficiency of eZNS on handling read-read, write-write, and read-write congestion.
(CC=Congestion Control, AC=Admission Control)

zone (Zone A) and the busy writer (Zone B). Our admission control mechanism limits the write
issuing rate of Zone B and gives more room at the write cache to the regular zone (Zone A), leading

to 35.7% bandwidth improvement per thread. Next, we set up a highly-congested case by changing
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16 regular zones to busy writers (scenario 2). Without the admission control, Zone B runs at 64.9
MB/s, which is 32.5 MB/s per physical zone or 76.3% of the physical zone bandwidth, while Zone A
receives only 16.4 MB/s per physical zone or 38.4% of the physical zone bandwidth. As described in
g4.3.5] our scheme equally distributes the write bandwidth share across competing zones, and Zone
B receives 56.8% of the total bandwidth of 2 physical zones, increasing the bandwidth of Zone A
by 7.6%. As a result, it improves the overall bandwidth of the device from 2160.9 MB/s to 2304.3
MB/s, or by 6.6%. The last scenario is a collision-less one at the die level where we eliminate the
overlapping region among all the write zones by populating active physical zones lesser than the
number of dies. (i.e., reducing the number of regular zones to 15.) Similarly, when enabling the
admission control, the bandwidth allocated for Zone B slightly decreases (~7.2%) to avoid cache
congestion, and the overall device bandwidth is increased by 24.7% (from 2403.3 MB/s to 2997.7
MB/s).
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Figure 4.33: Read latency of YCSB workloads (A/B/C/F) on different namespaces over eZNS
and static zone.

Read-Write Fairness. We examine how our congestion control mechanism coordinates with
the admission control when handling read/write mixed workloads. In this experiment, we set up
three types of zones: (1) x16 regular readers (Zone A), where each has a striping width of 2 and
32KB stripe size, performing 128KB random read at queue depth 32, across all physical dies; (2) 1

busy writer (Zone B), whose striping width is 2 with 32KB stripe size; (3) x16 regular writers (Zone
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Figure 4.34: Throughput of YCSB workloads (A/B/C/F) on different namespaces over eZNS
and static zone.

C), which has a striping width of 8 and 32KB stripe size each, submitting I/Os under 5ms interval.
Both B and C issue 512KB large writes. Figure [£.32}¢ reports their per-thread bandwidth. When
disabling our scheduler, each reader achieves 199.6MB /s but writes are jeopardized significantly, as
Zone B and Zone C can only achieve 19.3% and 27.3% of their maximum bandwidth. As we gradually
turn on our mechanisms, the congestion control shrinks the window size such that more bandwidth
is allocated to the writes. Further, the admission control then equally partitions bandwidth among
competing writing zones. As shown in the CC+AC case, zones A, B, and C can sustain 71.6%,

57.5%, and 70.1% of their maximum bandwidth capacity, respectively.
4.4.3 Application: RocksDB

To evaluate eZNS in a real-world scenario, we use RocksDB [103] over the ZenF'S storage backend. In
addition to the built-in utility in the RocksDB db_ bench tool, we port YCSB workload generators
[12] for the mixed workload evaluation.

Single-tenant performance. First, we run the overwrite profile of the db bench to evaluate
the write performance of eZNS. Figure [£.25] demonstrates that eZNS improves the throughput by
46.1% and 84.5% with local and global overdrive, respectively. The ZenFS opens all available zones
regardless of actual usage; hence, our local overdrive has minimal impact, and the stripe width, 4,
becomes the same as with static zones. However, our I/O scheduler mitigates intra-namespace inter-

ference, and each zone receives a fair share of the bandwidth, eliminating unnecessary application
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delays due to zone interference. When global overdrive comes in, zones further harness more active
resources and attain higher bandwidth.

Next, we evaluate the performance of a single tenant using the readwhilewriting profile of
the db_bench, which runs one writer and multiple readers. This workload profile demonstrates
a read/write mixed scenario. In the case of a single-tenant configuration, eZNS creates a single
namespace on the device and allocates 128 essential and 128 spare resources to it. Since only two
stripe widths, 8 and 16, are possible in this configuration, eZNS sets the stripe size to 16KB for the
width of 8 to avoid the namespace running only on large stripe sizes. We compare the performance
of eZNS over two static configurations, both with a stripe width of 16 but with different stripe
sizes of 4KB and 16KB. Since there is only one namespace on the device, eZNS always overdrives
v-zones to the width of 16, which is identical to the static configurations. Therefore, both the static
namespace and eZNS can exploit all available bandwidth on the device. However, the I/O scheduler
of eZNS helps mitigate interferences between zones and improves overall application performance.
Figure shows that eZNS improves the P99.9 and P99.99 read latency by 28.7% and 11.3% over
the static configurations with a stripe size of 16KB and 4KB, respectively. Additionally, eZNS also
improves the throughput by 11.5% and 2.5% with a stripe size of 4KB and 16KB.

Multi-tenant Performance. Next, we set up instances of db_ bench on four namespaces (A, B,
C, and D), each with a different workload profile. A and B perform the overwrite profile, while C and
D execute randomread concurrently. We run the benchmark for 1,800sec and report the latency and
the throughput. Figure shows that our I/O scheduler significantly reduces P99.9 and P99.99
read (C/D) latency by 71.1% and 20.5%, respectively. In terms of throughput, eZNS improves write
(A/B) and read (C/D) throughput by 7.5% and 17.7%, respectively. Furthermore, while the read
latency and throughput are improved, the write latency is either maintained at the same level or
decreased compared to the static configuration because eZNS moves the spare bandwidth from
read-only namespaces (C/D) to write-heavy ones (A/B).

Mixed YCSB Workloads with four namespaces. YCSB [32] is widely used to benchmark
realistic workloads. In our experiments, we run YCSB workload profiles A, B, C, and F on each of
the six namespaces. We exclude YCSB workload profiles D and E because they increase the number
of entities in the DB instance during the benchmark. As YCSB-C (read-only) does not submit any

write I/Os during the benchmark, eZNS triggers global overdrive and rebalances the bandwidth
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to the write-most namespaces (A and F). Figure [4.33] shows that the I/O scheduler improves the
P99.9 read latency of read-intensive workloads (YCSB B and C) and also the read-modify-write
one (YCSB F) by 79.1%, 80.3%, and 76.8%, respectively. The throughput improvement from global
overdrive is up to 10.9% for the write-most workload A in Figure
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Figure 4.35: Read latency of YCSB workloads (A/B/C/D/E/F) on different namespaces over
eZNS and static zone.
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Figure 4.36: Throughput of YCSB workloads (A/B/C/D/E/F) on different namespaces over
eZNS and static zone.

Mixed YCSB Workloads with six namespaces. We also conducted evaluations using all
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six workload profiles of YCSB (A-F) with a configuration involving six namespaces. To support six
namespaces, we reduced the maximum active zones to 11, allocating 22 essentials and 20 spares for
each namespace during the initialization process. The remaining 4 physical zones are designated as
part of the global spare pool.

Figures [1:35] and [£.36] present the tail latencies and throughput comparisons between eZNS and
the static zone configuration. For YCSB A-C and F, our results closely resemble those observed
in the four-namespace scenario. Notably, YCSB A demonstrates the most significant improvement
in throughput, with an increase of 8.6%, while the read-heavy workloads (YCSB B, C, and F)
exhibit remarkable reductions in P99.9 read latency, with improvements of up to 77.6%. YCSB
D, a read-intensive profile focusing on the latest data, also showcases notable improvements, with
P99.9 latency reduced by 76.9% and a throughput increase of 4.8%. In contrast, YCSB E, which
represents a range-scan workload, demonstrates the least improvement among the six workload
profiles. Although the P99.9 read latency for YCSB E is reduced by 44.3%, its throughput remains
slightly below that of the static zone at 99.0%. In addition, the P99.99 read latency is worse than
the static zone configuration. This is primarily due to YCSB E’s higher per-operation cost and
increased bandwidth of other tenants. The scan operation of YCSB E generates a large number of
read I/Os per operation, having more congested I1/Os per operation than other workload profiles. At
the same time, the increased device bandwidth further raises the chance of congestion on accessing
dies. As a result, the worst case latency could be higher than the static configuration. If we keep
the throughput of tenants same as the static configuration, P99.99 will be dramatically decreased
as well.

eZNS on File System (F2FS) To evaluate the performance of €ZNS on a general file system,
we replicated the scenario with four namespaces using RocksDB over F2FS [72] instead of ZenF'S,
while maintaining an identical zone configuration to that of ZenFS. The read-intensive workloads
(YCSB B, C, and F) demonstrate improvements in both P99.9 read latencies and throughput, as
illustrated in Figures and [1:38

However, YCSB A does not benefit from eZNS and even performs worse than the static zone
configuration, achieving a throughput of only 95.3%. This can be attributed to the lower zone
utilization of F2FS. We observed that F2FS opens up to three zones but allocates only one zone

for writing user data, resulting in the lower write bandwidth for both eZNS and the static zone.
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Additionally, since we have tuned the maximum active zones to 16 and the striping size cannot
be sized smaller than 4KB, eZNS cannot increase the striping width beyond 8. Consequently, the
global overdrive mechanism does not operate effectively in this scenario, forcing eZNS to make a
trade-off, sacrificing a small amount of throughput from YCSB A to ensure a fair distribution of

read bandwidth across all namespaces.
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Figure 4.37: Read latency of YCSB workloads (A/B/C/F) on different namespaces over eZNS
and static zone running on F2F'S.
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Figure 4.38: Throughput of YCSB workloads (A/B/C/F) on different namespaces over eZNS
and static zone running on F2FS.
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4.4.4 Overhead analysis
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Figure 4.39: Comparison of Avg. Read Latency for 4KB I/Os at various depths between the
host-managed zone access and eZNS.

End-to-end read latency overhead. Since eZNS serves as an orchestration layer between
the physical ZNS device and the NVMe-over-Fabrics target, there may be some overhead when the
I/0 load is very low. To measure this overhead, we conducted a quantitative analysis using 4KB
random read I/Os and compared it with host-managed zone access, where the host directly accesses
the physical device without eZNS. Figure demonstrates that eZNS does not add a noticeable
latency overhead for I/O depths up to 8. As the I/O depth goes over 16, up to 14.0% overhead is
observed due to the I/O scheduler delaying the I/O submission. However, the scheduler provides
significant advantages in real-world scenarios, as shown in previous experiments.

Memory footprint. eZNS relies on in-memory data structures for managing v-zone metadata,
including the logical-to-physical mapping and scheduling statistics. Additionally, it maintains a copy
of the physical zone information to reduce unnecessary queries to the device, enabling faster zone
allocation and deallocation. In our current implementation, the size of v-zone metadata is less than
1KB, and the size of physical zone information is smaller than 64 bytes. For our testbed SSD
with four namespaces, each with 1TB of capacity, v-zone metadata and physical zone information
require 2MB and 2.5MB of memory, respectively. Compared to the memory requirements of the

page-mapping in conventional SSDs, the memory usage of eZNS is negligible.
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4.5 Related Work

Early ZNS Exploration. Researchers have made initial efforts to understand the ZNS interface
and integrate it into the host storage stack. Theano Stavrinos et al. [125] argue for a shift in research
to the zone interface and discuss future directions (e.g., applying application-level information for
zone management and I/O scheduling). Hojin Shin et al. [118] develop a performance analysis tool
for a ZNS SSD and profile its parallelism, isolation, and predictability properties. Compared with
our study, they didn’t investigate the underlying device’s internal mechanisms when realizing the
zoned namespace interface and, thereby, are unable to correlate the observed performance with the
ZNS SSD characteristics. ZNS+ [45] enhances the existing interface with two new architectural prim-
itives to optimize LFS file systems. With such support, the authors then propose copy-back-aware
block allocation and hybrid segment recycling techniques. Hanyeoreum Bae et al. [II] prioritize
I/O requests for less congested zones using an interference map, whilst updates incur significant
overheads. Although revising the ZNS interface and exposing the physical allocation of zones could
potentially eliminate this overhead, it may not be feasible for existing devices due to vendors’ re-
sistance to disclosing internal architecture and policies. eZNS uses a delay to determine congestion
and doesn’t require an allocation map. Furthermore, eZNS addresses such as read and write dif-
ferences, zone striping, and bandwidth provisioning issues that were not discussed in their work.
Minwoo Im et al. [50] improved ZenFS on small-zone SSDs by introducing read/write parallelism
with a multi-threaded I/O engine and lifetime-based zone management at the application level.
However, it requires adjusting the RocksDB parameters to match the device capability instead of
the workload-optimized parameters. This can increase the complexity of parameter configuration,
resulting in sub-optimal settings for the workload. eZNS maximizes parallelism within the thin layer,
regardless of the underlying device and the application profile. It exploits the device’s parallel 1/O
processing capability that can be executed on a single thread.

Addressing Inefficiencies of Conventional SSDs. Early SSD researches [3] 48, 25, 96] fo-
cused on internal parallelism and tradeoffs between concurrency, locality, bandwidth, capacity, per-
formance, and lifetime. Modern SSDs handle random write patterns with page mapping FTL, write-
cache, and superblock concepts [I134] that group blocks together. It benefits from high parallelism

that transforms writes into sequential NAND programming. However, multi-tenancy workloads cause
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interference and high write amplification factor (WAF). ZNS SSDs eliminate garbage collection and
fix WAF to one but require careful parallelism management across zones to avoid degraded device
utilization. In addition, future QLC-based ZNS SSDs may have fewer active zones due to a multi-
pass programming algorithm [60]. eZNS addresses these challenges by adjusting the parallelism of
each logical zone based on the number of namespace flows, providing fully dynamic parallelism and
maximizing device capability while presenting an identical logical view to applications.

IODA [76] is an I/O deterministic flash array that uses the I/O determinism feature and ex-
ploits data redundancy for a strong latency predictability contract. SSDs can fail an 1/O to allow
predictable 1/Os through proactive data reconstruction. We target the ZNS SSD, where there are
no random I/Os, and GCs are user-controlled. This opens up a different design space. Although
techniques addressing GC-related interference are not beneficial to GC-free ZNS SSDs, others such
as Engurance Group(EG) and NVM Set can be useful to ensure physically isolated zone allocation.
eZNS can take advantage of the geometry hints via EG (or even finer-grained NVM Sets). Unfor-
tunately, there is no currently available SSD that supports both ZNS and EG, but it will be an
interesting direction for future work.

Open-Channel SSDs. These drives have no mapping layer in the controller and directly expose
a set of physically contiguous blocks to applications, and leave the data placement/wear-leveling
responsibilities to the host. Researchers have built several domain-specific solutions using them. For
example, SDF [95] employs a hardware-software co-designed approach that exposes flash channel
details and delegates I/O control-plane and data-plane tasks to host applications. LOCS [133] fur-
ther improves the throughput of an LSM-tree-based KV store by optimizing the scheduling and
dispatching policies, considering the characteristics of access patterns of the LevelDB. RAIL [80]
designs a horizontal hot-cold separation mechanism and divides dies into two groups, where user
and GC writes are scheduled to different dies, and the hot/cold ratio is dynamically adjusted based
on runtime monitoring. By having full control over the device, one can implement a deterministic
v-zone using eZNS. Despite the potential architecture, it imposes too many responsibilities on the
software handling tasks that are offloadable to the device with no cost, for example, wear-leveling,
physical zone-to-die mapping, etc. Another challenge arises when the system consists of hetero-
geneous devices resulting in the overhead of managing different H/W architectures (NAND chip

capacity, channel/die configuration, etc.).
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eZNS as a firmware. One may implement eZNS solely in the SSD using the controller and
firmware. This approach can exploit internal knowledge such as NAND specification, Channel/Die
structure, queue length on a die, etc. Thus, it may control the interference better and outperform
the software-based implementation. However, completing eZNS in one device is not future-proof,
given the disaggregated systems architecture in data centers. The software-based solution can build
an eZNS-based system spanning multiple devices enabling elastic capacity scaling, load-aware allo-
cation, high availability, and more. At the opposite end is the Open-Channel SSD. By having full
control over the device, one can implement a deterministic v-zone using eZNS. Despite the potential
architecture, it imposes too many responsibilities on the software handling tasks that are offloadable
to the device with no cost, for example, wear-leveling, physical zone-to-die mapping, etc. Another
challenge arises when the system consists of heterogeneous devices resulting in the overhead of
managing different H/W architectures (NAND chip capacity, channel /die configuration, etc.).

ZNS SSD architecture. We believe the ZNS interface is an appropriate compromise between
H/W and S/W ends. However, as one might expect, there certainly are H/W details and architec-
tural assurances that improve system performance and predictability without undermining ZNS’s
promising abstractions. For example, exposing channel /die structure as the number of parallel units
(PU) further optimizes the active zone management, isolating per-die write cache eliminates inter-
zone write interference, and so on. These are the issues to be considered as we evolve the ZNS
interface.

Filesystems: BtrFS, F2FS. BtrFS [104] and F2FS [72] are the filesystems that currently
support the ZNS SSD. However, they are still in a preliminary stage and lack the features that are
needed to max out the ZNS SSD capability. For example, they write user data to only one zone at

a time, limiting the bandwidth to a single zone, leading to sub-optimal performance.
4.6 Conclusion

This paper presents an in-depth study on understanding the characteristics of a commodity ZNS
SSD. Then, we propose eZNS, realizing an elastic zoned view via v-zone, providing a flexible zone
scaling interface transparent to the application that maxes out the device capability, and ensur-
ing a fair bandwidth share between zones. We demonstrate significant performance and fairness

improvements using eZNS over various scenarios.
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Chapter 5

NVMTf Router: Interposable Transport Protocol for En-
hancing End-to-End Performance in Storage Disaggrega-

tion

5.1 DMotivation

Storage disaggregation has become a foundational architecture for modern data centers, offering
independent scaling of compute and storage resources, improved infrastructure sharing, and overall
resource efficiency. However, this shift places unprecedented demands on the network: remote storage
must now be accessed with performance comparable to locally attached devices, requiring ultra-low
latency, high throughput, and predictable Quality of Service (QoS).

Existing storage transport protocols—including NVMe-over-Fabrics (NVMe-oF), key-value stores,
and distributed object stores—have adapted to operate over high-speed network fabrics. Despite
their logical differences, these protocols face common operational challenges: dynamic request rout-
ing, replication, load balancing, and failure handling. Today, these critical functions are almost
universally handled at the host level, resulting in substantial CPU overhead, additional latency,
limited scalability under load, and QoS unpredictability.

Meanwhile, data center networks have evolved dramatically. Networks now routinely offer microsecond-
level latencies and near-lossless delivery, shifting the performance bottleneck increasingly toward host
processing rather than the network itself. New transport protocols, such as RDMA and Homa [90],
have emerged, specifically designed for these high-performance environments, illustrating that tra-

ditional TCP/UDP models are no longer sufficient.
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Recognizing this shift, there have been efforts to offload storage-specific network functions to
programmable hardware such as SmartNICs and DPUs. Systems like Xenic [113], Solar [86], and
LineFS [62] demonstrate the performance benefits of such offloading. However, existing approaches
are narrowly specialized and vertically integrated, tightly coupling hardware platforms, transport
protocols, and application-specific optimizations. As a result, they lack portability and general-
ity, making it difficult to extend these designs to other storage stacks or heterogeneous hardware
environments.

While systems like IODA [76] have demonstrated the use of fast-failing mechanisms for handling
performance degradation in RAID arrays, such techniques are typically effective only over longer
timescales (seconds or more) and assume tightly coupled, centrally orchestrated environments. In
a disaggregated storage system, where multiple independent hosts and applications concurrently
access shared storage devices without centralized control, such orchestration becomes impractical.
Moreover, storage congestion events in disaggregated architectures may last only tens of millisec-
onds but still cause significant and sustained performance degradation if not addressed promptly,
as demonstrated by Gimbal [87]. Existing fast-failing or request re-issuance techniques cannot re-
act quickly enough to transient congestion, nor can they operate efficiently across independently
managed hosts.

These limitations highlight the urgent need for a fast-reacting, host-independent transport-layer
solution that can dynamically redirect storage requests at fine timescales without relying on central-
ized orchestration or re-issuing requests from the host. Storage systems should not have to choose
between flexibility and performance. Instead, transport intelligence must move into the network
layer itself.

Motivated by these challenges, we introduce the Interposable Transport Protocol (ITP). ITP
enables transparent, inline interposition at the packet level, allowing programmable SmartNICs to
dynamically adapt storage request flows based on real-time network and storage conditions. By
decoupling storage control logic from the host and eliminating rigid, vertically integrated designs,
ITP reduces host CPU load, lowers access latency, improves system scalability, and brings truly

general-purpose, network-layer intelligence to disaggregated storage architectures.
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5.2 Requirements for Network Protocols in Storage Disaggregation

By analyzing the characteristics of storage networks and reviewing existing solutions, we identify
essential requirements that a new, storage-oriented network protocol must meet to effectively address

the needs of modern disaggregated environments:

e DMA Offloading Capability: Recent SmartNICs are equipped with DMA engines pro-
grammable through user-defined logic. The new protocol must support DMA offloading similar
to RDMA, leveraging these DMA engines to efficiently transfer data directly between network
interfaces and host memory. This capability is particularly critical for storage applications,
where the typical data transfer size matches the network’s maximum transfer unit (MTU),
often 4KB. Given the need for high throughput and maximizing IOPS, eliminating memory
copies during data transfer becomes a critical optimization for achieving low latency and high
efficiency. Previous offloading systems have successfully demonstrated these capabilities using

FPGA- or NIC-based DMA engines.

e Connection-less and Stateless Packet Design: The protocol must avoid embedding state-
ful information within packets. In other words, it should adopt a connection-less, message-
based model similar to UDP. Connection-oriented protocols like TCP require significant state
management, which imposes substantial overhead on SmartNICs and complicates state syn-
chronization with the host. Recent research [4] demonstrated that the connection-less design
can handle network communications, even remote memory access, efficiently. A stateless de-
sign allows SmartNICs to efficiently handle large numbers of concurrent requests, enabling

scalable, low-latency processing without constant host coordination.

e Transparent Packet Interposition and Routing: Each packet must be capable of be-
ing transparently forwarded, redirected, split, or replicated at the network layer without host
involvement. This capability is crucial for storage applications, which often rely on replica-
tion strategies to improve reliability and performance. For example, when a node experiences
congestion or a device failure, the system must seamlessly redirect requests to an alternate

replica containing the needed data. Offloading such operations is key to reducing latency and
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improving scalability. To achieve this, the protocol must inherently verify and interpret incom-
ing packets, enabling SmartNICs to make real-time routing decisions and manipulate packets

without relying on host-side intervention.

These requirements collectively establish a foundation for a high-performance, scalable, and
flexible network protocol tailored specifically for storage disaggregation scenarios. In the following
section, we describe our proposed Interposable Transport Protocol (ITP), explicitly designed

to fulfill these essential characteristics.
5.3 Design: Interposable Transport Protocol

We propose a new Interposable Transport Protocol (ITP) Layer that meets the above requirements.
ITP is designed to support general-purpose storage applications, with a particular focus on enabling
SmartNICs attached to initiator and target hosts to interpose and flexibly manage storage traffic for
acceleration and offloading. The ITP layer consists of three main components: (1) Connection-free
Network, (2) Gateway Service, and (3) Remote Memory Access. In ITP, user messages are transmit-
ted over a Connection-free Network. To manage storage traffic, functions such as congestion control,
flow control, and timeout are implemented through a host-to-host communication channel inspired
by the Bundler [23] architecture. The Gateway Service is considered a trusted agent, ensuring that
the information transmitted through it is valid across different hosts, enabling I'TP to support the
splitting and replication of storage requests. Additionally, ITP introduces a method to access re-
mote memory via the SmartNIC’s DMA engine, further enhancing the flexibility and performance
of storage applications.

The following sections will provide detailed descriptions of each component.
5.3.1 Connection-free Network

Previous research efforts, such as FlexTOE [116], have explored offloading connection-based pro-
tocols like TCP to SmartNICs. However, managing connection state—especially packet sequenc-
ing—introduces significant complexity and often limits the performance gains from offloading. More-
over, streaming protocols impose unnecessary processing overhead for storage applications, where
transaction boundaries are well-defined and messages are fixed-sized.

In typical storage protocols, commands (requests) and completions are handled as distinct trans-
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actions, and data transfers may occur asynchronously. Because storage operations can be processed
out of order, the in-order delivery guarantees provided by streaming protocols like TCP become
unnecessary burdens.

ITP addresses these inefficiencies by adopting a message-based, connection-free network

design. Storage traffic is decomposed into three independent, self-descriptive packet types:

e Request packets, containing identifiers (e.g., keys or block addresses) and sizes,

e Completion packets, referencing requests by their IDs, and

e Data packets, providing buffer addresses or memory keys, particularly for Remote DMA

transfers.

Like UDP, ITP ensures that each packet is self-contained and does not rely on maintaining a
connection. This design simplifies packet handling and allows SmartNICs to efficiently interpose on
storage traffic without needing detailed knowledge of higher-level storage semantics.

Our primary focus in ITP is enabling dynamic request redirection (forwarding) at the network
layer. Upon detecting congestion, failures, or policy triggers, a SmartNIC can modify a packet’s des-
tination address and forward it to an alternate node without host intervention. This approach builds
on a key similarity between storage operations and existing network packet forwarding applications.
In both cases, the core task involves examining packet headers, applying policy-based decisions,
and dynamically rewriting routing metadata before forwarding the packet. Since these operations
are already highly optimized in modern programmable network hardware, ofloading storage-specific
redirection tasks to the transport layer is both natural and efficient. Redirection significantly im-
proves system resilience and performance by allowing storage systems to quickly react to dynamic
network or storage conditions without incurring host-side delays or CPU overhead.

While our implementation prototypes and evaluates redirection, I'TP’s design naturally extends
to support replication and request splitting as well. Replication involves duplicating a request
and forwarding copies to multiple nodes, splitting would generate separate sub-requests targeting
different nodes based on the request’s characteristics. Although these advanced capabilities are not
evaluated in our prototype, ITP’s connection-free message structure and transport-layer interposi-

tion make them feasible within the same design framework.
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Figure 5.1: Structure of ITP Gateway

However, adopting a simple UDP-like design also introduces challenges, particularly in imple-
menting congestion control, timeout detection, and secure memory access. These challenges are

addressed through the Gateway Service, described next.
5.3.2 Gateway Service

The Gateway Service[5.1]plays a central role in managing and accelerating ITP traffic on SmartNICs.
It introduces the concept of a Channel, a lightweight, trusted communication abstraction established
between two hosts. Each Channel provides a reliable, congestion-controlled communication context
between two hosts. Unlike traditional protocols such as TCP or RDMA, which require maintaining
complex connection state for each flow, Channels offer a lightweight association that still guar-
antees reliable delivery and predictable performance. Any necessary stateful information, such as
congestion control or timeout tracking, is encapsulated within the Channel itself and remains trans-
parent to the applications. As a result, the application-facing interface can be completely stateless
and message-based, allowing for simple and efficient communication models while the Gateway and
SmartNICs handle reliability and flow management internally. Beyond providing a communication
context, the Gateway Service also enables programmability: storage applications can configure time-
out thresholds, congestion control policies, and traffic management strategies per Channel to suit
workload-specific requirements. This flexibility enhances the system’s ability to maintain end-to-end
QoS across diverse operating conditions.

By relying on Channels, SmartNICs can manage, forward, or replicate storage traffic efficiently
without incurring the overhead of maintaining full connection state for every communication flow.
Channels also provide essential control hooks—such as delay measurements and timeout detec-
tion—that enable congestion management and failure recovery.

Within a host, multiple applications communicating with the same remote host can share a
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single Channel, reducing management overhead while preserving application isolation through logical
port mappings. Channels serve multiple critical purposes in ITP. First, they provide the necessary
context to implement dynamic operations such as forwarding, replication, and storage-aware traffic
shaping at the transport layer, enabling SmartNICs to manage traffic efficiently based on storage-
specific requirements. For example, similar to the approach proposed in Gimbal [87], ITP’s Channel
architecture allows fair scheduling across competing traffic streams, while optimizing for storage-
specific characteristics such as operation type (read/write) or I/O size.

Second, Channels establish a trust boundary that simplifies host processing and ensures se-
cure traffic handling across forwarding operations. In traditional protocols, forwarding a request
between hosts would typically require the host to terminate the request, verify its contents at the
storage stack, and generate a new outbound request. This re-validation and regeneration introduce
significant latency and CPU overhead. In contrast, I'TP’s Channel model guarantees that packets
transmitted through the Gateway Service are trusted, even when their destination is dynamically
changed. As a result, SmartNICs and remote hosts can accept and process forwarded or redirected
packets without additional validation, streamlining the control path and allowing storage operations
to proceed with minimal overhead. This design is crucial for maintaining high throughput and low
latency in dynamic, large-scale storage systems where frequent redirection and replica selection are
required.

Third, Channels carry essential control information that enables the Gateway Service to dynam-
ically adapt transmission behavior based on real-time network conditions. Each Channel collects
metadata such as round-trip time (RTT) measurements, congestion states, and timeout events,
which are critical for maintaining predictable Quality of Service (QoS) in disaggregated storage
systems. By continuously monitoring these metrics, the Gateway Service performs fine-grained con-
gestion control and fair scheduling across competing Channels, avoiding bandwidth contention and
maximizing the utilization of the NIC’s network interface bandwidth, even under dynamic and bursty
traffic conditions. Timeout tracking further enables rapid failure detection and recovery, minimizing
the impact of node or network failures on ongoing storage operations. Through this control plane
integration, Channels provide the feedback necessary to optimize end-to-end performance, maintain
service fairness, and improve system resilience under varying workloads and network conditions.

Channels can be configured as either plain or secure, depending on deployment needs. In trusted
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data center environments, plain Channels maximize performance by eliminating encryption over-
head. In contrast, hybrid approaches can be used where only sensitive packets—such as commands
or completions—are transmitted over secure Channels, balancing security and efficiency.

In addition to providing control and scheduling through Channels, the Gateway Service is re-
sponsible for the early classification and dispatching of incoming ITP packets into the appropriate
SmartNIC processing pipelines. Based on packet type and metadata, the Gateway directs each
packet to specialized modules such as remote memory access (RMA), dynamic redirection using
policy tables, or application port mapping. Early classification enables SmartNICs to fully utilize
their programmable datapath capabilities, maximizing parallelism and minimizing processing bot-
tlenecks. Moreover, this design can leverage existing packet classification offload features provided by
modern SmartNICs. For example, NVIDIA’s DOCA Flow architecture offers hardware-accelerated
packet parsing and flow classification, allowing applications to steer packets directly into custom
processing pipelines with minimal software overhead. By integrating with such capabilities, ITP’s
Gateway Service achieves true line-rate handling of storage traffic while further reducing host CPU
intervention, enabling efficient, scalable deployment on today’s SmartNIC platforms. Furthermore,
the Gateway Service acts as a bridge between generic network protocols (e.g., Ethernet, IP) and
the proprietary internal architectures of SmartNICs. While generic message-based interfaces such as
UDP sockets are widely used, they are often inadequate for meeting the stringent throughput and
latency requirements of disaggregated storage systems. Their kernel-based processing paths intro-
duce significant overheads, including data copying, system call latencies, and limited concurrency
control, which collectively become bottlenecks for high-performance storage operations. To overcome
these challenges, the ITP host interface must be capable of asynchronous, zero-copy communication,
minimizing context switches and memory operations along the data path. Additionally, providing a
user-level networking interface is critical to further reduce access latency and maximize the perfor-
mance benefits of SmartNIC-based offloading. By bridging the gap between general-purpose network
infrastructure and specialized, efficient SmartNIC processing pipelines, the Gateway Service enables
ITP to fully exploit modern hardware capabilities while maintaining broad compatibility and porta-

bility.
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5.3.3 Remote Memory Access

Remote DMA to the host memory across the network is a fundamental technique for enabling
high-throughput, low-latency access to remote data. By allowing direct memory operations over
the network without host CPU involvement, Remote DMA significantly reduces access latency,
minimizes data copying overhead, and improves the efficiency of systems. These properties are
especially critical in disaggregated storage architectures, where maintaining fast, predictable access
to remote data is essential for achieving performance comparable to local storage devices.

Conventional RDMA protocols, such as those based on queue pairs and memory region registra-
tion (e.g., Verbs API), tightly bind access permissions to specific communication endpoints. Each
queue pair manages its own set of memory keys, and remote memory operations are allowed only
within a connection context that has been explicitly established between two hosts. This model fun-
damentally limits flexibility in disaggregated storage environments, where dynamic request routing,
replica reads, and failure handling require more fluid access to remote memory across many nodes.
Moreover, forwarding or relaying RDMA requests at the network layer is practically infeasible under
traditional designs. Some recent proposals, such as RedN [102] and Hyperloop [61], attempt to inter-
connect RDMA operations by chaining lightweight memory accesses across nodes. However, these
approaches still require setting up an RDMA command chain in advance and lack the flexibility
needed to support arbitrary, dynamic storage operations that may be redirected or replicated at
runtime.

To overcome these limitations, ITP introduces a lightweight, flexible Remote Memory Access
model integrated into the transport layer. In ITP, memory access is authorized based on Channel-
level trust rather than queue pair connections. When a remote memory request is received through
a trusted Channel, the associated memory key is considered valid, and the target host grants direct
access to the specified memory region. This model decouples memory protection from static connec-
tion management and allows SmartNICs to handle remote memory operations dynamically based
on transport-layer policies.

This Channel-based RMA design enables important optimizations in storage disaggregation. For
example, when a replica read is required, a SmartNIC can forward the original request packet—which

includes the memory key and target address—to an alternate replica node with only minimal mod-
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ifications to the network header, such as updating the destination address and transport metadata.
Because ITP embeds all required access information within the self-descriptive message, the replica
host can immediately validate the request based on Channel-level trust and execute the remote
memory operation without additional coordination or permission setup. This streamlined forward-
ing process reduces end-to-end latency, avoids extra memory copies at intermediate hosts, and sim-
plifies the data path. Furthermore, direct remote memory operations free host CPUs from handling
unnecessary data forwarding tasks, improving overall system efficiency and scalability.

Remote Memory Access operations in ITP are initiated through the same message-based trans-
port interface used for normal storage requests, preserving a unified communication model. To
initiate an RMA operation, the host application sends an RMA request message to the remote
host, containing the necessary metadata such as memory keys and buffer addresses. Upon arrival,
the SmartNIC classifies the packet based on its RMA type and dispatches it to the Remote Mem-
ory Access module within the processing pipeline. The RMA module translates the request into
network transactions appropriate for direct remote memory access. For RMA write operations, the
SmartNIC generates network packets containing both the RMA metadata and the data payload. For
RMA read operations, the SmartNIC generates read request packets targeting the specified remote
memory region.

At the receiving side, the remote SmartNIC performs local DMA operations directly on the spec-
ified memory buffers without host CPU intervention. After the local DMA completes, the SmartNIC
generates a response packet. For RMA read operations, this response includes the requested data;
for RMA write operations, it contains a completion acknowledgment. Upon receiving the response,
the originating SmartNIC’s RMA module generates an RMA completion message, which is delivered
back to the host application via the asynchronous ITP transport interface. This offloaded completion
handling allows the application to receive notification of RMA results without introducing blocking
or context switch overhead.

By embedding this fully ofloaded RMA workflow into the transport layer, ITP ensures low la-
tency, high throughput remote memory access with minimal host involvement, providing a practical
foundation for efficient, scalable disaggregated storage systems.

With the connection-free transport, the Gateway Service, and the integrated Remote Memory

Access model, ITP provides a complete framework for building flexible, high-performance transport
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layers optimized for disaggregated storage systems. These design elements enable SmartNICs to
offload critical storage operations at the network layer, reducing host CPU involvement, improving
latency, and supporting scalable, resilient system architectures. In the next section, we describe
the prototype implementation of ITP on a SmartNIC platform and demonstrate how these design

concepts are realized in practice.
5.4 Implementation
5.4.1 SmartNIC Platform

The prototype implementation of ITP was developed on the NVIDIA BlueField-3 (BF3) SmartNIC
platform. BF3 combines high-performance hardware acceleration engines with a programmable soft-
ware stack, making it well-suited for offloading transport-layer functionality traditionally handled
by host CPUs.

At the hardware level, BF3 integrates multiple Arm Cortex-A78 cores, a programmable packet
processing pipeline, a set of high-performance DMA engines, and a PCle Gen4 interface for host
connectivity. For network communication, BF3 provides dual 200 GbE Ethernet ports with built-in
support for RDMA over Converged Ethernet (RoCE) and other advanced transport protocols.

To support flexible packet handling and SmartNIC-based offloading, BF3 offers several criti-
cal hardware features: a programmable parsing engine capable of analyzing packet headers and
extracting metadata for flow steering; a flow classification engine, allowing SmartNIC software to
efficiently dispatch packets to appropriate processing modules based on transport-layer policies; and
high-throughput DMA engines capable of performing local and remote memory operations with
minimal latency and CPU overhead.

On the software side, the prototype leveraged the NVIDIA DOCA SDK, which provides APIs for
configuring flow tables, managing memory regions, controlling DMA transactions, and interacting
with hardware-accelerated networking features. Key components of the prototype, including packet
classification, Gateway Service processing, and Remote Memory Access modules, were developed as
user-space applications running on the SmartNIC’s Arm cores, interacting directly with the DOCA
libraries and hardware interfaces.

In the host-side software stack, the prototype leverages the Storage Platform Development Kit

(SPDK) to implement the storage application. SPDK provides a user-space storage framework
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optimized for high-throughput and low-latency operation. It is widely adopted in cutting-edge dis-
aggregated storage systems, particularly as a backend for NVMe-oF targets, due to its minimal
feature set and focus on performance-critical paths. In the prototype, SPDK enables direct, user-
level construction and transmission of I'TP messages to the SmartNIC without relying on heavy
kernel intervention. Using SPDK as the storage application baseline allows for a fair and realis-
tic performance comparison with state-of-the-art disaggregated storage solutions, ensuring that the

evaluation reflects the efficiency of ITP itself rather than limitations of the host software.
5.4.2 SmartNIC-Side Implementation

The Gateway Service and SmartNIC processing pipeline for ITP were developed on top of the
NVIDIA DOCA software platform. To enable efficient packet classification and dispatching, the
prototype leverages DOCA Flow APIs, which provide a hardware-accelerated interface for managing
flow tables and steering incoming packets into programmable software pipelines.

ITP packets are encapsulated inside UDP frames to fully utilize the existing packet parsing and
hardware offloading capabilities of the BlueField-3 (BF3) SmartNIC. While BF3 does not support
direct hardware parsing of user-defined payload fields, it provides full hardware support for parsing
and manipulating Ethernet, IP, and UDP headers. By wrapping ITP messages within UDP packets
and assigning a dedicated UDP port number, the system ensures that I'TP traffic can be reliably
identified and steered entirely using hardware flow classification.

There are two types of messages in the prototype: ITP network packets, which are transferred
between hosts across Channels, and ITP local messages, which are exchanged between the SmartNIC
and the host system via the PCle interface.

Each ITP network packet includes a source address field within its transport header, which
records the original sender’s information. This design is critical for preserving request context during
transport-level redirection. When the Gateway Service forwards a request or reconstructs a local
message for the host, it uses this source address field to correctly assemble the new I'TP message
header.

Upon reception, the SmartNIC hardware first classifies incoming packets based on the UDP
destination port using DOCA Flow. Packets identified as ITP traffic are redirected to the Gate-

way Service software pipeline, where further classification and processing occur. Depending on the
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operation type encoded in the ITP header, packets are dispatched to the appropriate module for
forwarding, replication, Remote Memory Access, or completion generation.

This integration between hardware-accelerated flow classification and software-driven message
handling provides the foundation for efficient, line-rate processing of I'TP traffic on the SmartNIC,

while maintaining the flexibility necessary for supporting dynamic storage operations.
Forwarding Module

The forwarding module is responsible for dynamically redirecting incoming ITP packets at the
transport layer based on runtime forwarding policies. When a request arrives, the Gateway Service
examines policy tables associated with the corresponding Channel to determine whether redirection
is necessary. Policy decisions can be triggered by various conditions, such as load balancing needs,
node failures, or congestion control strategies.

ITP supports flexible forwarding policy management, allowing both the SmartNIC and the
host software stack to program forwarding entries. In the prototype, only host-driven management
is implemented. The host application can register or deregister forwarding policies by sending a
control message through the same message-based ITP interface used for normal requests. Upon
receiving a control message, the Gateway Service processes it and updates the forwarding table
accordingly. While hardware-based flow steering typically provides the best performance, NVIDIA
BF3 SmartNICs exhibit noticeable delay when programming new hardware flow entries. To mitigate
this, the prototype maintains a lightweight software-managed forwarding table as a fast transitional
solution, ensuring immediate policy enforcement until the hardware rules take effect.

If a packet requires redirection, the forwarding module modifies its network-layer headers, in-
cluding the destination IP address and UDP port, to point to the selected new target node.
The key design principle is to ensure that the transport-layer context carried within the ITP
header—particularly the original source address—is preserved during forwarding. This allows the
target replica, even after redirection, to generate its response and send it directly back to the original
requester, without requiring intermediate relays or additional forwarding paths. Maintaining this
end-to-end context enables efficient and low-latency completion handling across dynamic redirection
events.

After header modification, the forwarding module reinjects the updated packet into the Smart-
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NIC’s transmit pipeline for delivery to the new destination. Because redirection is performed entirely
within the SmartNIC datapath, forwarding decisions can be made at line rate without host CPU
involvement. This fast and adaptive request routing capability is critical for maintaining low latency,

predictable response times, and consistent QoS in disaggregated storage environments.
Remote Memory Access Module

Before executing any Remote Memory Access operations, the RMA module relies on a memory
registration (MR) process. Similar to memory registration in conventional RDMA systems, the host
application registers memory regions that may be the target of remote accesses. Memory regis-
tration ensures that the SmartNIC is prepared to access the designated memory safely according
to SmartNIC-specific framework requirements, such as those enforced by NVIDIA DOCA. Addi-
tionally, memory registration enables the RMA module to validate incoming RMA memory keys,
ensuring that only authorized accesses are permitted.

The RMA module is responsible for executing remote memory operations initiated either by I'TP
network packets or by ITP local messages from the host. When the Gateway Service classifies an
incoming request as an RMA operation, it dispatches it to the RMA module for further processing.
Depending on the source of the request, the processing path differs slightly. When an I'TP message
from the local host triggers an RMA operation, the SmartNIC interprets the request and determines
whether to initiate a network transaction or a local DMA. For RMA read operations, the SmartNIC
generates new I'TP network packets containing remote read requests targeted at the remote address
provided by the host application. For RMA write operations, the SmartNIC performs a local DMA
transfer from the host memory into the SmartNIC’s memory space. This design ensures that the
host memory is accessed exactly once, regardless of retransmissions or network-induced delays such
as congestion. While this approach introduces a one-time memory copy between the host and the
SmartNIC, its impact can be effectively hidden by pipelining multiple DMA operations and net-
work transmissions. The high memory bandwidth available on modern SmartNICs typically exceeds
network bandwidth by a factor of two or more, enabling efficient overlap of memory and network
operations.

Similarly, when an RMA request is received as an incoming I'TP packet from a remote node, the

RMA module parses the transport header to extract the remote memory key, target buffer address,
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access size, and operation type. For incoming write requests, the SmartNIC performs a local DMA
write operation, placing the incoming data directly into the host memory region specified by the
target address. For incoming read requests, the SmartNIC performs a local DMA read operation
from the specified memory region and generates an ITP response packet containing the retrieved
payload.

To handle large RMA operations that exceed the network’s MTU size, the RMA module segments
the data into multiple network packets. It maintains internal state to track outstanding segments
associated with each active RMA operation. For RMA read operations, the module tracks the com-
pletion of each read segment as responses arrive from the remote node. For RMA write operations,
the module tracks acknowledgment of each transmitted data chunk. The RMA module generates
a local completion message to the host application only after all associated segments of an RMA
operation have been successfully completed. All local DMA operations and network transactions
are performed without host CPU involvement, ensuring low-latency handling of remote memory
operations. Completion events are delivered asynchronously via the I'TP interface, allowing the host

application to process completions efficiently without blocking or data staging.
5.4.3 Host ITP Interface

In the prototype, communication between the host application and the SmartNIC is built on top
of the DOCA Communication Channel abstraction. The DOCA Communication Channel provides
a high-bandwidth, asynchronous messaging interface that enables efficient communication over the
PCle bus without consuming external network bandwidth. This design allows the host to interact
with the SmartNIC Gateway Service with minimal latency and without interfering with normal
network traffic handled by the SmartNIC’s Ethernet ports.

The host application submits I'TP messages, including standard storage operations and Remote
Memory Access (RMA) operations, by enqueueing them into a FIFO-style communication queue.
Each I'TP message contains a transport-level header and may optionally include application-specific
payloads, such as NVMe-oF commands or completions. The SmartNIC Gateway Service polls the
communication queue periodically to detect and process incoming messages asynchronously, without
relying on interrupts or explicit signaling mechanisms.

Each communication channel in the host ITP interface binds to an application thread, allowing
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Figure 5.2: Storage redirection latency overhead comparison across different approaches. ITP
(H/W) achieves the lowest overhead among all methods, significantly outperforming software-
based relaying and fast-fail approaches.

ITP messages and completions to be delivered directly without requiring software steering at the
host. Applications retrieve completion events by polling dedicated completion queues associated
with each channel, avoiding interrupt-based overhead and enabling highly concurrent, non-blocking
operation. The I'TP host interface is integrated into the SPDK transport layer framework at the same
abstraction level as existing RDMA and TCP transports. As a result, SPDK-based applications can
flexibly attach various types of backend storage devices, such as DRAM or SSDs, or build higher-level
abstractions like BLOB stores or key-value stores, while leveraging the efficient host-to-SmartNIC

communication path provided by ITP.
5.5 Evaluation

5.5.1 Storage Redirection

To evaluate the efficiency of storage redirection using I'TP, we measure the additional latency in-
troduced by different redirection mechanisms. As shown in Figure traditional approaches such
as RDMA relay and TCP relay incur significant overhead, with TCP relay introducing over 30us of
additional latency. Fast-fail techniques improve performance slightly but still suffer from noticeable
delays. In contrast, ITP achieves much lower overhead, especially when leveraging hardware-based
forwarding, reducing redirection latency to under bus. This result highlights the benefit of offload-

ing dynamic request routing directly into the transport layer, minimizing the impact on end-to-end
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Table 5.1: Programming Forward Table Latency

Method Insertion Latency (us)
S/W Forward Table 7.0
H/W Flow Rule 68.1

system latency.
5.5.2 Forwarding Latency

We measure the latency of programming new forwarding rules in both the software-managed and
hardware-accelerated forwarding paths. As shown in Table inserting an entry into the software
forwarding table incurs minimal latency, around Tus, while programming a hardware flow rule takes
approximately 68us. To understand the impact of these latencies, we note that a typical small block
I/O (e.g., 4KB) in a disaggregated storage system takes between 50 and 100us to complete. Thus,
if only a single I/O request is in flight, a hardware flow rule can usually be installed in time before
subsequent requests arrive. However, under highly parallelized workloads with many outstanding
I/Os, multiple requests could pass through before the hardware rule installation completes. The
software forwarding table, with its single-digit microsecond installation latency, effectively prevents
such a case, ensuring that incoming requests are redirected according to updated policies without
delay. Even in the worst case, where some I/Os are misdirected to congested storage during the
transition, these operations are still correctly processed with slightly higher latency, preserving

system correctness and progress.
5.5.3 RMA Latency

To evaluate the latency of RMA operations, we measured the cumulative latency at each key process-
ing step inside both the initiator-side and target-side SmartNICs. Figure shows the initiator-side
results. The DMA submission occurs within approximately 1.1us after receiving the request, and
local DMA completes within 2.9us. Sending the RMA completion back to the target adds mini-
mal additional delay, resulting in a total cumulative latency of around 3.7us at the initiator side.
These results demonstrate that RMA tasks can be completed within a single-digit microsecond
timeframe at the initiator side, highlighting the efficiency of high-bandwidth, low-latency DMA en-
gines available on modern SmartNICs. Compared to conventional RDMA solutions, where a 4KB

I/O operation targeting a NULL device typically completes in around 7.6us on average (capturing
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Figure 5.3: Cumulative latency breakdown of RMA write operations at the initiator-side
SmartNIC.

only network and protocol stack overhead), the ITP RMA processing on the SmartNIC achieves
sufficiently low latency . This result confirms that high-performance remote access can be realized
through SmartNIC-based processing.

Figure [5.4] presents the target-side results. The local DMA submission and completion occur
similarly quickly, within approximately 3us. However, a significant delay is observed between sending
the RMA request and receiving the corresponding completion, caused by network transmission and
processing delays on the NVIDIA BF3 SmartNIC platform. This network-related delay dominates
the cumulative latency at the target side, as visible in the broken y-axis figure. We defer a detailed

discussion of this observed behavior to Section [5.5.4]
5.5.4 Limitations of the Prototype

The ITP prototype is built on the NVIDIA BlueField-3 (BF3) SmartNIC platform, utilizing its
DOCA SDK and SmartNIC ARM cores for programmability. While this platform offers flexibility
and accessibility, it also introduces several practical limitations that affect the end-to-end perfor-
mance of the prototype.

First, we observe significant latency in the network packet processing path, particularly at the
target-side SmartNIC. As shown in the RMA latency breakdown, there is a noticeable delay between
sending an RMA request and receiving the corresponding completion, which dominates the overall

latency on the target side. This delay appears to stem from the software stack and packet scheduling
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Figure 5.4: Cumulative latency breakdown of RMA write operations at the target-side Smart-
NIC. A broken y-axis is used for readability.

behavior within the BF3 platform, rather than any fundamental hardware limitation or firmware
overhead. With further exploration of the platform software, we may be able to better coordinate
packet generation and completion signaling to reduce this delay without requiring architectural
changes.

Second, programming hardware flow rules in the SmartNIC forwarding engine introduces sub-
stantial latency. As measured in Section [5.5.2] installing a hardware rule takes approximately 68us,
compared to only 7us for a software forwarding table update. To mitigate this, the prototype main-
tains a fast software-based forwarding table for immediate redirection, while hardware rule in-
stallation occurs opportunistically in the background. Future platforms with faster hardware rule
programming or hybrid approaches could further optimize redirection performance.

Third, the communication channel between the SmartNIC and the host, provided by the BF3
DOCA framework, is designed primarily for high throughput rather than low latency. While ef-
fective for bulk data transfers, it introduces non-negligible latency when handling the small, fre-
quent messages typical in I'TP, such as storage requests and completions. A future platform with
a latency-centric channel design, such as lightweight notification queues or direct MMIO signaling,
would further enhance ITP’s responsiveness for storage applications.

Despite these practical limitations, the evaluation results validate the fundamental design prin-

ciples of ITP and demonstrate the feasibility of SmartNIC-based transport-layer offloading for dis-
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aggregated storage systems.
5.6 Conclusion

This work presented the design, implementation, and evaluation of the Interposable Transport Pro-
tocol (ITP), a general-purpose transport-layer abstraction for disaggregated storage systems. I'TP
enables SmartNICs to interpose on storage traffic at the network layer, allowing critical operations
such as redirection, replication, and remote memory access to be performed efficiently without host
involvement. We identified key requirements for transport protocols in storage networks, including
support for connectionless messaging, hardware-assisted DMA, and in-network programmability.

The ITP design was implemented on a programmable SmartNIC platform, leveraging the BlueField-
3 architecture and DOCA software framework. The prototype demonstrates that forwarding and
RMA operations can be performed with single-digit microsecond latency, achieving performance
comparable to conventional RDMA solutions. Through microbenchmark evaluations, we showed
that ITP supports efficient redirection, fast software-managed flow control, and low-latency RMA
operations. While the current prototype exposes several limitations related to software stack behav-
ior and hardware programming interfaces, these are not fundamental and can be addressed through
improved platform integration.

Beyond the current SmartNIC-based implementation, I'TP can also be extended to programmable
network switches, as its design adheres to standard packet processing semantics. Deploying I'TP
on switches would enable even lower-latency operations and broader visibility across the storage
fabric. Such a deployment could act as a centralized controller to coordinate traffic redirection
and replication at the rack or cluster scale. Alternatively, a collaborative architecture combining
SmartNICs and switches could support distributed decision-making, where the switch handles global
coordination and the SmartNICs manage local enforcement. This direction opens opportunities for
more scalable, fault-tolerant, and adaptive disaggregated storage systems that integrate deeper with
the underlying network fabric.

Overall, the ITP prototype demonstrates the practicality and performance benefits of offloading
transport-layer logic to SmartNICs in disaggregated storage environments. The results support the
feasibility of the transport layer that enables network-level adaptation and coordination across

diverse storage workloads.
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Chapter 6

Conclusion and Future Work

The increasing adoption of disaggregated architectures in modern datacenters demands scalable
and efficient mechanisms to manage shared storage resources across multiple tenants. This disser-
tation presents a comprehensive exploration of architectural and software techniques to enhance
the performance, fairness, and manageability of disaggregated storage systems through hardware
innovations.

We began by identifying the limitations of conventional SSDs and NVMe-over-Fabrics deploy-
ments in multi-tenant disaggregated environments. We demonstrated that SmartNIC-based disag-
gregation offers a power-efficient and cost-effective alternative to x86-based storage nodes, while
still being capable of achieving high throughput and microsecond-scale latency. However, their lim-
ited compute resources and lack of mature multi-tenancy mechanisms motivated the need for more
intelligent software-layer solutions.

To address these challenges, we introduced Gimbal (Chapter , a software storage switch that
transforms SmartNIC JBOFs into multi-tenant-aware storage nodes. The novel design—comprising
delay-based congestion control, hierarchical I/O scheduling, write cost modeling, and credit-based
flow control-—enables fair and efficient sharing of SSD resources while staying within the limited
compute budget of SmartNICs. Our evaluation demonstrated that Gimbal not only improves fairness
across mixed workloads but also achieves higher throughput and reduced tail latency compared to
prior solutions.

We further explored architectural limitations of existing NVMe SSD interfaces, particularly in the
context of Zoned Namespace SSDs (ZNS). To overcome the inflexibility and interference challenges in

conventional SSDs, we proposed eZINS (Chapter, an Elastic Zoned Namespace abstraction. eZNS
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introduces a novel ballooning-based resource management scheme that dynamically adjusts zone
configurations according to application needs. It provides global and local overdrive mechanisms,
reclaim strategies, and coordinated I/O scheduling to adapt to dynamic workload behavior while
preserving QoS and device utilization. The evaluation confirmed that eZNS significantly improves
performance isolation and write bandwidth efficiency over static configurations.

Lastly, recognizing the growing role of SmartNICs as programmable dataplane processors, we
introduced the Interposable Transport Protocol (ITP) (Chapter [f). ITP enables in-network
acceleration of storage routing tasks (e.g., redirection, replication, and mapping) that traditionally
require host software intervention. Our design decouples protocol semantics from specific endpoints,
allowing SmartNICs to act as in-path routers for disaggregated storage operations. In addition, we
showed that ITP RMA operations can be completed in sub-10 us with high bandwidth using modern
SmartNIC DMA engines, achieving near-RDMA performance without full RDMA stack dependency.
Though the current prototype has limitations, the results suggest the protocol’s feasibility for real
deployments and underscore the potential of NIC-side storage offload.

In summary, this dissertation demonstrates that by rethinking both hardware interfaces and
software mechanisms for SmartNICs and NVMe SSDs, it is possible to construct scalable, fair, and
high-performance disaggregated storage systems. The proposed innovations open up new pathways

for building composable infrastructure in next-generation datacenters.
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