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Abstract

Smart-Transfer: A Cost-Minimized Inter-Service Data Storage and Transfer Scheme

Galen Deal

Chair of the Supervisory Committee:
Assistant Professor Yang Peng
Computing & Software Systems

Cloud storage services are a widely used tool in both industry and research. However,
the wide variety of services offered by cloud providers raises the question of which storage
services can most cheaply meet the needs of an application, particularly in cases where the
performance required by that application varies over time.

To address this problem, we propose Smart-Transfer, a unique scheme to reduce the long-
term cost of storing large data sets using cloud storage services. In contrast to most existing
works, we study the storage cost-minimization problem by leveraging various available stor-
age services that can provide different levels of performance at different pricing cost, under
the constraint of data-access performance requirement. The key idea of Smart-Transfer is to
continually transfer large data sets between different cloud storage services so as to always
make the data ready within a specified period of time in at least one service that can satisfy
the performance requirement while avoiding overpaying for unnecessarily high performance
guarantees. While the selected storage service to satisfy a particular data-access request
may not be the cheapest, the accumulative data-transfer and data-storage cost over a long
period of time to satisfy a sequence of data-access requests can be minimized for the system.
Simulation results show that Smart-Transfer performs well under various system parameters

and request patterns, and can significantly reduce the cost compared to other schemes.
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Chapter 1
INTRODUCTION

Cloud storage services are a valuable and widely used resource used in high volume by
many different applications. In addition to its use in many areas of academic research [22-26,
44], cloud storage is being adopted at high rates by industry enterprises [34,37,39,40,43,66].
There are currently numerous cloud service providers which offer various types of unique
cloud storage services with a range of competitive prices and performance guarantees (i.e.,
Service Level Agreements) to attract application developers. To demonstrate the variety of

these offerings, a brief overview of some of the available cloud storage services follows.
1.1 Cloud Storage Services

Three of the most prominent cloud storage providers on the market today are Microsoft [50],
Amazon [20], and Google [28], and each has its own suite of available cloud storage services.
Table 1.1 shows examples of available data storage services offered by major cloud service

providers.

Table 1.1: Examples of Cloud Storage Services

’ provider H storage services ‘
Microsoft || Blob, Queue, Table, File, DocumentDB, Redis Cache
Amazon S3, Glacier, EBS, EFS, DynamoDB, ElastiCache
Google Storage, Bigtable, Datastore

In contrast with the relatively stable pricing and performance structures of cloud storage

services, data that makes regular use of these services may have time-varying levels of per-



formance requirements. For example, in the morning, the data about yesterday’s news may
be highly demanded by users in different regions and therefore the corresponding news data
must be made ready in different storage services running in national or global data centers
to guarantee the data availability and access latency. At midnight, however, a lower level of
demand may be present and as such the performance requirements that must be met may
be significantly lower. Over time, old news data may be only infrequently queried by a very

small number of people.

Given the availability of compelling cloud storage services, it is wise for application
developers or data service providers (e.g., media data companies and IoT data companies) to
make efficient and economical usage of these services based on the time-varying performance
requirement of the data saved in the cloud. Table 1.2 compares the performance levels of
different cloud storage services, while Table 1.3 compares the different performance factors

which affect the pricing of various cloud storage services.

Table 1.2: Performance Comparison of Cloud Storage Services

service availability latency max request rate | max throughput
Blob [51,57,62] > 99.9% unavailable 500/s 60 MB/s
Table [52,57,62] > 99.9% unavailable 20,000/s 2 MB/s

Agure Queue [53,57,62] > 99.9% unavailable 2,000/s 2 MB/s
File [54,57,62] > 99.9% unavailable unavailable 60 MB/s
DocumentDB  [56, 58, > 99.99% unavailable unlimited ingress: 10 Gb/s
60,61] egress: 20 Gb/s
RedisCache [49, 59] > 99.9% unavailable 600 ~ 250,000/s | 5~ 4,000 Mb/s
S3 [16-18] standard: 99.99% | milliseconds unavailable unavailable

infrequent: 99.9%

AWS Glacier [15-18] unavailable minutes to hours unavailable unavailable

EBS [6,7] 99.999% SSD tier: lowest | 250 ~ 20,000 | 250 ~ 500 MB/s
HDD tier: higher IOPS/volume

EF'S [8-10] high low unavailable > 10 GB/s
DynamoDB [3-5] high < 10 milliseconds unlimited unlimited
ElastiCache [11-14] high low extremely high < 10 GB/s
Storage (30, 33] 99% ~ 99.95% milliseconds unavailable unavailable

Google | BigTable [29,31] > 99.5% < 10 milliseconds 10,000/s 10 MB/s/node
Datastore [27,32] high unavailable unavailable unavailable




Table 1.3: Price Factors of Cloud Storage Services

[ service H capacity [ redundancy [ requests [ frequency[ latency [ capacity[ throughput ]

Blob [51] X
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Queue [53]

File [54]
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RedisCache [59]
S3116]
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Storage [30]
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Datastore [32]
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1.2 Project Overview

This research project began as an investigation of minimal-cost strategies for using Mi-
crosoft’s Azure Storage services to store IoT data in the cloud. One of the problems we
encountered in this research was the question of which services should be used to store data,
and when should they be used. Even when only considering Microsoft’s storage services,
there were multiple options with different levels of cost and performance. It was not at all
obvious what the optimal strategy was to store the data for minimal cost while still meeting
performance requirements. A search of the literature did not reveal any research which ad-
dressed this specific problem, indicating that this is an area of novel research. This research,
then, is motivated by a desire to expand the current state of research in such a way as to
address this problem, as well as to aid businesses who use existing cloud services to serve

data to their users by helping them save money.

A simple solution would be to choose the storage service which is guaranteed to meet the
highest level of performance requirement at all times. However, a potential problem arises if
the requested data-access performance levels during the low-demand periods are significantly
lower than those during the high-demand periods. In such cases, the business financing the

application may be overpaying during the low-demand periods as they would still be paying



for the high performance guarantee needed to satisfy the high-demand periods.

The problem then is whether or not it is possible to make use of multiple storage ser-
vices (of the same or different providers) so as to only utilize the higher-performance, more-
expensive storage services when they are actually necessary and to avoid paying for them
when they are not; and, if so, in what way should multiple storage services be used optimally
in order to minimize costs while still meeting data-access performance requirements. As the
movement of data between different storage services may incur high data-transfer costs, it is
non-trivial to determine the cost-optimized way of moving and storing the data. When data
needs to be transferred between regions or across providers, the cost may be even higher,
which may limit the options given a certain budget.

To solve this problem, this thesis presents Smart-Transfer, a novel scheme which mini-
mizes the cost of data transfer and storage in the cloud while still satisfying expected perfor-
mance requirements of data accessibility. In this scheme, large data sets can be continually
transferred between different storage services in the cloud so as to always make the data ready
in at least one service that can satisfy the performance requirement of a data-access request.
While the selected storage service used to satisfy a particular data-access request may not
be the cheapest, the accumulative data-transfer and data-storage cost over a long period of
time to satisfy a sequence of data-access requests can be minimized by Smart-Transfer.

In order to implement Smart-Transfer on top of existing cloud storage services, methods
for transferring data between various services would be required. For data transfer between
services from a single cloud storage provider, such providers often provide their own data
movement and management services which could be used to accomplish this task. For ex-
ample, Microsoft provides the Azure Data Factory service as part of its suite of Azure cloud
services. Data Factory is, according to its product description, a “cloud-based data integra-
tion service that allows you to create data-driven workflows in the cloud for orchestrating
and automating data movement” [55]. This service allows the user to schedule transfers of
data from specified sources to specified destinations, and would be useful for executing the

transfers suggested by Smart-Transfer provided these transfers are to and from storage des-



tinations which are supported by Data Factory. That is, once Smart-Transfer has generated
its cost-minimized sequence of transfers, these transfers could be used as input for Data Fac-
tory, allowing Data Factory to actually execute the transfers. Similarly, Amazon provides
the AWS Data Pipeline service which, according to their product description, allows users
to “reliably process and move data between different AWS compute and storage services, as
well as on-premise data sources, at specified intervals” [19]. These kinds of services which
allow for automated, time-specified data transfers should be helpful in the implementation
of Smart-Transfer using real-world storage services.

For data transfer between storage services from different cloud providers, some utility
which is external to the providers themselves would likely be necessary. While such a system
is outside the scope of this thesis, research has been done on the aggregation of disparate
cloud services [2,35,36,38,45,46,65].

Extensive simulations have been conducted to evaluate the performance of the Smart-
Transfer scheme. Results show that Smart-Transfer outperforms the compared schemes such
as (1) maintaining data persistently in high-performance, high-cost storage services and (ii)
continually moving data to storage services that can exactly satisfy each data-access request,

under various system parameters.

1.3 Overview of Thesis

The rest of this thesis is organized as follows. Chapter 2 reviews related works. Chapter 3
formally describes the problem investigated in this thesis, presenting the system model and
analytical study. Details of the Smart-Transfer scheme design are provided in Chapter 4.
Chapter 5 shows the performance evaluation results obtained from simulations. Chapter 6
discusses potential avenues by which to extend this research. Finally, Chapter 7 concludes

the thesis.



Chapter 2

RELATED WORK

Smart-Transfer is a novel scheme for data storage management, and as such there appears
to be no existing research which fills the same role as this thesis. However, there does exist
a large amount of research into various aspects of cloud storage, and much of it is related
in some manner to the work presented in this thesis. The research which does relate to the
work presented in this thesis generally falls into two different categories: research related to
cloud service aggregation, and research related to cost minimization with respect to cloud

resources.

2.1 Cloud Service Aggregration

Regarding aggregation of cloud services, there are many authors who have investigated this
area of study with different focuses and goals. One common focus of this research is the issue
of data availability. Mansouri, et al. [47], Abu-Libdeh, et al. [1], Wu et al. [67], and Liu, et
al. [42] all investigate using multiple cloud providers to meet data availability requirements
while minimizing costs. Abu-Libdeh, et al argue that striping data across multiple cloud
storage providers can increase data availability and reliability and avoid vendor lock-in by
reducing the cost of switching providers. In addition to advocating for such practices, the
authors present RACS (Redundant Array of Cloud Storage), a prototype for a system which
uses RAID-like techniques to replicate data across multiple cloud storage providers to achieve
their goals of increasing availability and relieability and avoiding vendor lock-in.

Mansouri, et al. and Liu, et al. also investigate increasing availability by using multiple
cloud storage providers. Perhaps more similarly to our research, both research groups present

schemes for determining data replication strategies which minimize storage costs while still



meeting required levels of data availability. These schemes are then tested experimentally to
show their effectiveness. While this research differs from our research in that it focuses on
data availability as the primary requirement, it could potentially be of significant use should
the work presented in this thesis be extended. Currently, the focus of Smart-Transfer is the
minimization of costs while meeting general performance requirements, and as such does not
take into account issues regarding data availability. However, availability is an important
concern when implementing real-world applications. Should Smart-Transfer be incorporated
into a real-world application, then making use of a scheme such as one of the ones proposed
by Mansouri, et al. or Liu, et al. alongside Smart-Transfer could be helpful for addressing
this concern.

Wu, et al. present a preliminary design for CSPAN, a system which synthesizes geo-
graphically distributed cloud storage services with the goals of minimizing costs, meeting
latency requirements, and leveraging flexible consistency. This system could potentially ad-
dress similar issues to the ones addressed by this thesis. However, the focus of CSPAN seems
to primarily be data replication and the effective use of data centers distributed around the
world.

The aggregation of cloud storage services is also explored by Machado, et al. [45,46], who
present PiCsMu (Platform-independent Cloud Storage System for Multiple Usage), a system
which aggregates heterogeneous cloud storage services in order to allow for the storage of
arbitrary data in these potentially disparate storage systems. This work differs from ours in
that it does not focus on cost minimization, but it is highly relevant to our work in that it
demonstrates the feasibility of storing the same type of data in many different cloud storage
services which were designed to accept specific types of data.

Extending the concept of cloud service aggregration to a more general level, Kash, et
al. [38] and Jia, et al. [35,36] discuss the concept of a “supercloud,” a cloud service collective
made up of resources from heterogeneous cloud service providers. While the focus of this
research is on virtual machines (VMs), it demonstrates the feasibility of building an overlay

which can support user-level migration of VMs even between cloud services which do not



natively support user-level migration. Furthermore, it shows that this aggregation of services
can be done in a cost-efficient manner, which is acutely relevant for the issues addressed in
this thesis.

Finally, while it does not necessarily deal directly with cloud service aggregation, Globus
Online [2] can potentially support such aggregation attempts by providing a method by
which data can be migrated between cloud services. One of the fundamental aspects of the
Smart-Transfer scheme presented in this thesis is the ability to move data from one cloud
storage service to another. Globus Online provides a secure, simple, fault-tolerant method
of file transfer between network-connected endpoints. Because Globus Online supports using
cloud storage services as these endpoints, this system could potentially be used to support

a real-world implementation of Smart-Transfer.
2.2 Cost Minimization

Many researchers have also investigated issues of cost minimization with regard to cloud
service usage. While the research described in this section is less likely to be directly useful
to the work presented in this thesis or to extensions of this work, it does demonstrate some
of the similar yet fundamentally different work being done in other areas of cloud service
cost minimization.

Some of this work, like the work presented in this thesis, focuses on dynamic scaling of
resources to avoid overpaying. Placek, et al. [63] and Mao, et al. [48] both investigate this
issue of dynamic resource scaling. The research of Placek, et al., like ours, is concerned
with avoiding overpaying for data storage for institutions with fluctuating requirements.
However, this solution differs fundamentally from our presented solution in that it relies on
an auction-based marketplace of storage services rather than an efficient data storage and
transfer scheme. The work of Mao, et al. is also similar to our work in that it proposes a
solution for automatically scaling cloud resources so as to minimize costs while keeping in
accordance with a set of already-known performance requirements. However, this research

deals with the creation and use of virtual machines to carry out jobs rather than cloud



storage usage. Their solution also uses dynamic scaling in response to real-time monitoring
as opposed to using a schedule generated beforehand based on predictions.

CloudCmp [41] is a system which is able to compare and evaluate different cloud providers
across a range of metrics to help determine the right choice for a customer. This is similar
to our work in that it considers cost and performance levels of different cloud services to
help customers save money on cloud costs. However, this system simply provides evaluation
to help guide customers in choosing which cloud provider to use, rather than providing
a dynamic, time-varying, optimized solution targeted to the specific requirements of the
customer.

Perhaps most similar to our work is the work of Tang, et al. [65]. They present Grandet, a
storage system which aims to minimize cloud storage costs by making smart choices regard-
ing which storage services to use. As with Smart-Transfer, Grandet relies on predictions of
workload patterns in order to determine which storage services could best serve anticipated
requests. However, Grandet differs significantly from Smart-Transfer in that its decision-
making is primarily focused on choosing which services to use to permanently emplace new
data, as well as which services should be used to serve requests for data which has been repli-
cated across multiple storage services. Smart-Transfer, in contrast, focuses on the movement

of data between cloud services to smartly serve predicted requests while avoiding overpaying.
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Chapter 3
PROBLEM DESCRIPTION

In this chapter, we describe the system model (comprising models for storage services,
data access requests, and data transfer actions) and provide examples of the various compo-
nents of the model. We also describe the preprocessing steps which are potentially necessary
to properly format request sequences to be used as input for the Smart-Transfer algorithm.
Finally, we present the formal definition of the cost-minimization data storage problem stud-
ied in this thesis. A list of notations used in this chapter (Table 3.1) is presented at the end
of the chapter.

3.1 System Model

We consider the cloud back-end of a system with large data sets— such as IoT or online video
streaming — which can utilize different cloud storage services in a holistic way where one or
more data sets can be continually moved between and stored in different storage services.

In the system, there are M different cloud storage services. Each service i has a tuple C;
to model its cost (i.e., bill charge) on data operations. C; = (o, 8;, Vi), where q; is the storage
cost per data and time unit, and (; and ~; are the outgoing and incoming data-transfer costs
per data unit, respectively.

Let & and & be the storage costs for the highest- and the lowest-end services available in
the system. The storage cost for service ¢ is defined as:

_(i=D@-a)
Z (M —1)

+a. (3.1)

In our model, the performance level of a storage service is directly reflected by its storage
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cost, i.e., the higher the cost is, the better the performance is. This also matches the pricing
and performance settings of cloud storage services offered by AWS (e.g., standard and glacier
simple storage service classes) or Azure (e.g., hot and cold blobs). For simplicity, we use the
storage cost to represent the performance level of a storage service throughout this thesis.
When data is transferred from service ¢ to j, the associated data-transfer delay is defined

as:

Ti—>j = i, (32)

Viesj
where ¢ is the size of target data and v,_,; is the data-transfer speed from service 7 to j.
Such transfer latency requires that data must be transferred to a necessary storage service
ahead of the actual data-access time to avoid unnecessary performance violation.

A user may generate a data-access request for some data in the system. Such a request is
modeled as R; = (r;, T}, A;), where r; is the minimum-level storage service to store the data
without negatively impacting user experience, T} is the access starting time, and A; is the
access duration. Smart-Transfer requires predictions of such data access requests in order to
function. For a certain period of time, multiple data-access requests for the same data can
be predicted as a sequence of N requests incrementally ordered by the access starting time.
The generation of such predictions is outside the scope of this thesis. However, research has
been done regarding the generation of such predictions [21,64,65], and a scheme similar to
one of these could potentially be adapted for use by Smart-Transfer.

To satisfy one or more requests, a data-transfer action Xj = (ug, vg, 7'k, ') can be made
to transfer data from source storage service uy to destination service v, starting from time

T’.., after which the data will remain at v, for a duration indicated by \'j.

3.2 Preprocessing

For the evaluations performed in this research, it is assumed that the request sequence used
as input consists of a list of non-overlapping requests for a single set of data with no points

in time between the first and last requests during which there is no request for the data.
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Furthermore, to ensure the proper functioning of the Smart-Transfer algorithm, it is assumed
that no requests in the request sequence are of a shorter duration than the transfer delay for
the requested data. In practice, actual requests may not conform to these specifications, and
thus predictions of those requests may also not conform to these specifications. However,
given a request sequence which does not meet these requirements, a set of preprocessing
operations can be performed to bring the request sequence in line with these requirements.

To ensure that the input meets the requirement that a request sequence only consist of
data access requests for a specific set of data, requests for different data sets can be separated
from each other into separate request sequences. The Smart-Transfer solution can then be
applied to each of the resulting request sequences. This allows each set of data to have its
own transfer sequence generated for it based on the demand for that specific data set.

To ensure that there is an active request associated with all points in time during the
first and last request, for any stretch of time during which no request exists in the request
sequence, a new request can be created for that time period which requests the lowest
possible performance requirement. Specifically, for any two points in time ¢; and ¢; such that
no requests in the request sequence have a request period which overlaps with the period
between t; and t;, this time period can be covered by a new request Ry = (t;,ro,t; — t;).
Figure 3.1 shows an example of this.

Overlapping requests for the same set of data can be reformed into non-overlapping
requests while still serving all requests. The simplest case is where one request is completely
overlapped by another request for an equal or higher performance requirement. In such a
case, the covered request can be removed from the request list, as it is assumed that any
storage service which is able to serve the request for the higher performance requirement is
also able to serve the request for the lower performance requirement. Specifically, for R; and
R; such that r; > r;, T, < Tj, and T; + \; > T; + A;, R; can be removed from the request
list. This is demonstrated in Figure 3.2.

If one request is completely overlapped by another request for a lower performance re-

quirement, then the portions of the lower-requirement request which do not overlap with
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time time
(a) Before preprocessing (b) After preprocessing

Figure 3.1: Result of preprocessing to fill in request gaps. For any time window for which no
request originally exists, a new request is created for that time window with a performance
requirement of 0 (i.e., it can be fulfilled by any storage service).

the higher-requirement request can be split off into new requests on either side of the
higher-requirement request. Specifically, for R; and R; such that r, < r;, T; < Tj, and
T, + X\ > Tj; 4+ )j, R; can be replaced with two new requests R; = (r;,7;,7; — 1T;) and
RY = (r;, T; + A\j, A]) where A/ =T; + \; — T; — ;. This is shown in Figure 3.3.

If two requests partially overlap with each other and request the same performance re-
quirement, then these two requests can be combined into a single request with a start time
equal to the start time of the first request and an end time equal to the end time of the
second request. Specifically, for R; and R; such that v, = r; and T; + A\; > T}, R; and R; can
be combined into a new request R} = (r;, T}, \}) where X, = \; +T; — T;.

If two partially overlapping requests do not specify the same performance requirement,
then the overlapping section of the lower-requirement request can be removed, leaving only
the higher-requirement request. Specifically, there are two possible cases: either the earlier
request has a lower performance requirement than the later request, or else the earlier request

has a higher performance requirement than the later request. For R; and R; such that r; <r;

and T; + \; > T}, R; can be altered such that R; = (r;,T;,7; — T;). For R; and R; such
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Figure 3.2: Result of preprocessing to remove redundant requests. In this case, request j
is fully covered by request i (which has a higher performance requirement), and so can be
removed.

that r; > r; and T; + A\; > Tj, R; can be altered such that R; = (r;,Ti + A, \}) where
)\;- =T; + \;j —T; — A;j. The second case is demonstrated in Figure 3.4.

The Smart-Transfer algorithm as presented is unable to properly handle requests with
durations shorter than the transfer delay for the requested data. To mitigate this issue,
such short requests can either be extended or combined with the request either immediately
preceding or immediately following. This step must be performed after it is verified that
no requests overlap and that all points in time for the time period in question are covered
by a request in the request sequence. How to handle a given short request depends on the
configuration of the requests on either side of it. The various possibilities are explained below.
The goal in all of the following cases is to satisfy all requested performance requirements as
well as the restriction that no request be shorter than the transfer delay, while also minimizing
the total requested performance requirements. Thus, for example, if two different requests
could possibly be extended to take over for some third request which is too short, the one

with the lower performance requirement will be the one chosen for extension.

If both the request which immediately precedes the short request and the request which
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Figure 3.3: Result of preprocessing to split up a request which is partially covered by a
smaller request with a higher performance requirement.

immediately follows the short request are for a higher performance requirement than the
short request, then the short request can be taken over by whichever of the two flanking
requests has the lower performance requirement. Specifically, for R;, R;, and Ry such that
ri > 1, > 1, Ty <T; < T, and \; < 7, R; will be removed from the request sequence
and one of the following two operations will be performed: if r; < ri, then R; will be altered
such that R; = (r;, T, \; + A;) (Figure 3.5); or, if r; > 7, then Ry, will be altered such that
Ri = (ri, Tj, Ak + Aj).

If, on the other hand, both neighboring requests have a lower performance requirement
than the short request, then the short request can be extended towards whichever neighboring
request has a higher performance requirement. Specifically, for R;, R;, and Ry such that
ri <1, e <r;, Ty <T; <Ty,and \j < 7, either r; > 7, in which case R; will be extended
such that R; = (r;, T, —7+X;,T; —7+2);), or else r; < ry in which case R; will be extended
such that R; = (r;,T;,7) (Figure 3.6).

If the short request has a performance requirement which is between the performance

requirements of the requests on either side of it, then either the short request will be absorbed
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Figure 3.4: Result of preprocessing to shorten a request which is partially overlapped by a
request with a higher performance requirement.

by one of its neighbors or else it will extend into the time of the other neighboring request,
depending on which neighboring request has a performance requirement which is closer to
that of the short request. Specifically, either the preceding request has a lower performance
requirement than the short request and the following request has a higher requirement,
or vice versa. In the first case, for R;, R;, and Ry such that T; < T; < Ty, A\; < T,
and r; < r; < ry, either r; —r; < rp — r; in which case R; will be extended such that
R; = (r;, Tj— 7+ X;, T; —7+2);) (Figure 3.7), or else r; —r; > r;, — r; in which case R; can
be removed from the request sequence and Ry, can be extended such that Ry, = (rg, T, Aj+A).
In the second case, for R;, R;, and Ry, such that T; < T; < Ty, A\; < 7, and r; > r; > 1y,
either r; — r;, < r; — r; in which case R; will be extended such that R; = (r;, T}, ), or else

r; —r = r; — r; in which case R; can be removed from the request sequence and R; can be

extended such that R; = (r;, T;, \; + \;).
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Figure 3.5: Result of preprocessing to remove a request which is shorter than the data
transfer delay and which is both preceded and followed by requests with higher performance
requirements. In this case, the work of that request is taken over by the request which
immediately precedes the short request.

3.3 Problem Statement

Formally, the problem studied in this thesis can be described as follows. Notations used in

this thesis are summarized in Table 3.1.
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Figure 3.6: Result of preprocessing to extend a request which is shorter than the data
transfer delay and which is both preceded and followed by requests with lower performance
requirements. In this case, 7 = 2.

Objective:

* min Z (/Buk + Yoy + avk/\;c> : 925

XpeX

Given:

data size: ¢

default data storage service: b

Data-access request sequence: R : (Ry,Ra, ..., Ry)

For each service i:

— unit data-storage cost: «;
— unit data-transfer cost: [; and ~;

— data-transfer speed to service j: v;;
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Figure 3.7: Result of preprocessing to extend a request which is shorter than the data transfer
delay and which is preceded by a request with a lower performance requirement and followed
by a request with a higher performance requirement. In this case, 7 = 2.

Subject to:

e Performance Requirement:

VR, € R, 3X; € X:

— Oy = Qr;

fT/k_‘_ ¢ <T‘]

Vuy, —vp,

— Tt —2— + N =T+ )\

Vup —vp,
Output:
e Data-transfer action sequence: X : (X1, Xy, ..., Xy)

In this problem, there are time-series variables and both linear and non-linear constraints,
which makes solving this problem non-trivial. By analyzing this problem, we can observe
that this is a classic Dynamic Programming problem, where the data storage location (state)

may change after each transfer action (decision), each action will yield certain costs on data
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transfer and storage (value function), and the goal is to minimize the total cost (optimiza-

tion).



Table 3.1: Summary of Notations

notation H meaning

C; cost tuple of storage service ¢

«; storage cost per data and time unit of C;

Bi outgoing transfer cost of C;

Vi incoming transfer cost of C;

R; data-access request j

T; the minimum storage service capable of fulfilling R;
T; start time of R;

Aj data-access duration required by R;

X transfer action k

Ug source service of X

Vg, destination service of X,

7' data-transfer start time of X,

N data-storage duration after executing transfer action of Xy
& storage cost of the lowest-level storage service

«a storage cost of the highest-level storage service

Ticsj data-transfer delay between services ¢ and j

) data size

Visj data-transfer speed from service i to j

21
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Chapter 4
DESIGN OF SMART-TRANSFER SCHEME

In this chapter, we present the details of the proposed Smart-Transfer scheme. We present
two primary algorithms (Algorithms 1 and 2) along with accompanying explanations. These
algorithms represent the main, single-service version of the Smart-Transfer solution. We also
present descriptions of two variants to Smart-Transfer - the double-service and triple-service
solutions. The modifications to Algorithms 1 and 2 which are required for the double-service

variation are demonstrated, along with explanations of both variations.

4.1 General Dynamic Programming Solution
The primary version of Smart-Transfer utilizes an algorithm to compute a cost-minimized

sequence of transfers which will fulfill all of the requests in the request sequence input using
a given set of input services. This algorithm is split into two separate sections which are
shown in Algorithms 1 and 2.

Algorithm 1 begins by computing and storing the costs that would be incurred by fulfilling
the first request at each service capable of doing so (line 4). Each of these costs corresponds
to a single possible transfer action choice (or candidate) and is stored as a tuple containing
the service the data were at before this choice (source), the service used for this choice
(destination), and the cost computed for this choice (lines 3 ~ 11). This process is then
repeated for every following request in the request sequence (lines 12 ~ 29). Specifically, for
all services capable of fulfilling the current request (lines 15 ~ 16), the algorithm examines
all of the candidate actions chosen for the previous request (lines 20 ~ 21), and new transfer
action choices can be made based on the accumulative storage and transfer cost (lines 20 ~
28). Once this process is completed, the output is a list of n candidate sets, each of which

may contain up to m choices. Each of these sets of choices represents the cheapest data-
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transfer actions capable of fulfilling the associated request by using the indicated service. For
example, if request ¢ can only be satisfied by two services, then candidate set ¢ would contain
two choices, each of which contains the information about the cheapest transfer action to

the corresponding service. A flowchart of this algorithm is depicted in Figure 4.1.

Once this list of tuple sets has been built, the final transfer sequence can be built using
Algorithm 2. This is done by beginning with the final candidate set in the list and finding
the candidate with the lowest cost in the set (lines 6 ~ 13). This candidate’s cost is the
total cost of fulfilling the entire request sequence. Once this has been found, the entire list
of cheapest candidate sets can be traced back (lines 14 ~ 20). The result of this process is
a sequence of n services that can be used to fulfill the n requests. To build the final output
list of transfer action tuples, this list is condensed such that each subsequence of one or more
entries of the same service is used to create a single transfer action tuple which covers all
of the requests satisfied by entries in the subsequence (lines 21 ~ 31). Once this process
is completed, the result is a list of all of the transfers required to achieve the lowest-cost

solution found by the algorithm. A flowchart for this algorithm is depicted in Figure 4.2.

Assuming that the number of requests (N) is much higher than the number of available

storage services in the system (M),

The time complexities for Algorithms 1 and 2 are O(NM?) and O(N), respectively, and
the overall solution has a time complexity of O(NM?), where N is the number of requests
in the request sequence and M is the number of available storage services. While this time
complexity may appear to be unreasonably large, the limited number of storage services
available to users puts a hard limit on the size of M, whereas the size of N has no upper
bound. Furthermore, as will be demonstrated later in Chapter 5, the performance increase
gained by adding additional available storage services decreases sharply beyond a small value
of M. Thus it is unlikely that M will be a large number, meaning that the time complexity
will often be dominated by the N term.
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Figure 4.1: Flowchart depicting Algorithm 1.

4.2 Variations
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The primary version of Smart-Transfer only allows for the requested data to be stored at

a single storage service at a time. However, there are instances where it is the case that

temporarily storing the data at multiple storage services can achieve a lower overall cost. To

compare this solution with the one that is closer to optimal, two modified versions of Smart-

Transfer are also considered. One of these variations, referred to as the “double-service

solution,” considers storing data in up to two services simultaneously. The modifications to

Algorithms 1 and 2 required for this variation are shown in Algorithms 3, 4, and 5. This

solution also uses a modified version of the candidate choice tuples used in the original

solution. These tuples consist of the primary source service, the secondary source service,
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Figure 4.2: Flowchart depicting Algorithm 2.

the primary destination service, the secondary destination service, and the cost computed
for the corresponding candidate choice. The output of Algorithm 2 is also likewise modified
such that each transfer action in the list includes a secondary source service and a secondary

destination service.

The second variation, referred to as the “triple-service solution,” considers storing data
in up to three services simultaneously. This variation is achieved by further extending the
Smart-Transfer algorithms in a similar manner to the extensions required for the double-
service solution. The performance of these two variations are also explored and evaluated

via simulations alongside the original version of Smart-Transfer, and the obtained results
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show that in some cases using the double-service solution yields better results than the
original version, the triple-service solution is not demonstrated to ever improve significantly

over the double-service solution.
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Algorithm 1 The data-transfer candidate list construction algorithm
Input:

e (Ry,...,R,): list of data-access requests sorted in the ascending order of starting time
e (Cy,...,C,,): list of available storage services in the system
e ¢: data size
e b: initial data storage service
Output:

e [: list of data-transfer action list

L L+0 /¥ list of data-transfer action candidates */
2: 1+ 0 /* list of data-transfer candidate tuples */
3: for =1 tom do
4: if oy > «,, then

5: src <—b
6: dst <1
7: cost <— Aoy
8: if src # dst then
9: cost < cost+ (By + Vi + Toiti) P
10: l[i] + (src, dst, cost)
11: L+ LUl /¥ the array of candidates is appended */
12: for j =2 ton do
13: 1+ 0
14:  p<« L[|L|] /* obtain the previous array of candidates */
15:  for i =1 tom do
16: if a; > a,, then
17: sre <+ ()
18: dst <1
19: cost <— +00
20: for k =1 tom do
21: if p[k] # 0 then
22: A < Nja;¢ + plk].cost
23: if £ # i then
24: A+— A+ (ﬂk + v+ Tk_m-ozi)gb
25: if A < cost then
26: cost +— A
27: sre <k
28: I[i] <= (sre, dst, cost)
29: L+« LUI /* the array of candidates is appended */

30: return L
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Algorithm 2 The data-transfer sequence construction algorithm

Input:
e (Ry,...,R,): list of data-access requests sorted in the ascending order of starting time
e (Cyq,...,C,,): list of available storage services in the system

e [: the output list from Algorithm 1

Output:

W W W W RN NLNIRNIRNIRNLRNRNLN H o e e e e e e
PR TSSO PISITEBNE DL ®ID T s

e X: list of data-transfer actions

c A0 /¥ list of transfer source-destination pairs*/
1+ L[|L]]

L+ L—1

: cost™ <= 400

s sre ()

: fori=1to |l| do

if {[i] # () then
if [[i].cost < cost* then
cost* < l[i].cost
dst < [[i].dst
sre < l[i).src

. a < (sre, dst)
A+ AUa
:fori=n—-1to1do

[ L[|L]]
L+ L-1
dst < src

sre < l[dst].src
a < (src, dst)
A+ AUa

:X(—@
s last+ 1
s src+ b
: for i =2 ton do

if Ali].dst # Ali].src then
dst < Alil.src
T < <$T’C, dSt; East — Tsrc—dst T‘z - Ea3t>
last <1
src < dst
X+ XUz

: x <+ (sre, A[nl.dst, Tiast, Ty + A — Tlast)
X« XUx
: return X
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Algorithm 3 For the double-service variation, these lines replace line 10 in Algorithm 1
1: for j=0to:—1do
2:  secdst < j
3: if 7 # 0 then
4: cost < cost + \;a; ¢
5
6
7

if j # src then
cost < cost + (Bp + 7 + Tpjj) @
[ + 1U (src,0,dst, secdst, cost)

Algorithm 4 For the double-service variation, these lines replace line 16 through 28 in
Algorithm 1

1: fork=0toi—1do

2. if oy > Qr; then

3: src <)
4: secsrc < )
5: dst <1
6: secdst < k
T oSt <— +00
8: for c =1 to |p| do
9: if plc] # 0 then
10: A \joud + plc.cost
11: if p[c].dst # i AND p|c|.secdst # i then
12: A = A+ (Bpiedst + Vi + Tpld.dst—i%i) D
13: if £ # 0 then
14: A — A+ Xap® + plc].cost
15: if p[c|.dst # k AND p|c|.secdst # k then
16: A+~ A+ (ﬂp[c].dst + Vi + Tp[c].dst—>k06k>¢
17: if A < cost then
18: cost < A
19: sre < plc].dst
20: secsre <— plc|.secdst

21: [ < LU (src, secsre, dst, secdst, cost)
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Algorithm 5 For the double-service variation, these lines replace lines 10 through 33 in
Algorithm 2
1: for i =1 to || do

2. if [[i] # 0 then

3 if [[i].cost < costx then
4 costx < l[i].cost

5: dst < l[i].dst

6: secdst < l[i].secdst

7 src < l[i].src

8: secsre <— l[i].secsrc
9: a < (src, secsre, dst, secdst)
10: A« AUa
11: fort=n—-1to 1 do
12. 1« L[|L]]

13: L+ L-—1

14:  dst < src

15:  secdst < secsrc

16:  prev < ()

17. for j=1to |l| do

18: if dst = l[j].dst AND secdst = [[j].secdst then
19: prev < [[j]
20: break

21: Src < prev.src

22:  SeCSTC 4— Prev.secsrc

23: a4 (sre, secsrc, dst, secdst)
24: A+ AUa

25: X )

26: last <+ 1

27: src < b

28: secsrc <— 0

29: for i =2 ton do

30:  if Ali].dst # Ali].src then

31: dst < Ali].src

32: x < (sre, secsre, dst, secdst, Tiast — Tsre—sdst, Li — Tlast)
33: last < 1

34: src <— dst

35: secsrc <— secdst

36: X+ XUz

37 x < (src, A[nl].dst, Tiust, Ty + A — Tlast)

38: X<+ XUz

39: return X
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Chapter 5
PERFORMANCE EVALUATION

Via extensive simulations, we have evaluated the performance of Smart-Transfer in terms
of total cost of data storage and transfer given a request sequence and compared Smart-

Transfer with the following schemes.

e No-Transfer: a scheme that simply stores data at one storage service which is able to

fulfill each request in the request sequence.

e All-Transfer: a scheme that always uses the cheapest but capable storage service to

fulfill each request in the request sequence.

In this chapter, we present the results of these simulations as well as analysis of these
results. The figures used in this chapter all show results for multiple versions of the Smart-
Transfer scheme. When one, two, or three storage services are utilized to simultaneously
store data, the corresponding Smart-Transfer schemes are respectively labeled as “Single,”

“Double,” and “Triple” in the figures.
5.1 Simulation Setup

In the simulations, the proposed Smart-Transfer scheme is evaluated with changes of the

following system parameters:

e Average request duration. This parameter determines the duration of a request in
units of time. Each request is randomly generated using a Zero-Truncated Poisson

distribution with the value of this parameter as the expected value.
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e Idle percentage. This is a value between 0 and 1 indicating the percentage of the total
simulation time (on average) that should be spent in idle periods (no request). Thus,
every time a new request is generated, there is a probability equal to the value of this
parameter that the new request will represent an idle period (i.e., the request can be

fulfilled by any storage service).

e Ratio of data-transfer cost to data-storage cost. In the simulation, we set the data
incoming transfer cost to be 0 which matches the pricing strategy of most cloud service
providers, and we only use the ratio between data outgoing transfer cost and storage

cost to evaluate the effect of data-transfer cost on the total cost.

e Number of available storage services in system. This parameter determines how many
storage services are available for different schemes to choose when making data transfer

and storage decisions.

5.2 Simulation Results

We first evaluate Smart-Transfer with various numbers of available storage services in system.
Simulation results are plotted in Figure 5.1. The results show that, in terms of overall cost,
the single-service version of Smart-Transfer and the double-service variant both performed
as well as or better than the No-Transfer and All-Transfer schemes (naive schemes) in all
instances. The results also indicate that there exists a range of circumstances under which
Smart-Transfer performs significantly better than the naive schemes with the single-service
solution achieving a maximum improvement of approximately 35% and the double-service
solution achieving a maximum improvement of approximately 41%.

Given that the performance of Smart-Transfer does not increase significantly beyond a
handful of available services (as shown in Figure 5.1), in the rest of this chapter we only show
the evaluation results of Smart-Transfer when there are 5 total available storage services in

system.
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Figure 5.1: Total cost on data storage and transfer under different numbers of total available
storage services: the average request duration is 15 time units, the idle percentage is 0, the
ratio of data-transfer cost to data-storage cost is 15, and the total simulation time is 43,200
time units.

Figure 5.2 shows the total cost of each scheme under different ratios of data-transfer cost
to data-storage cost, while Figure 5.3 shows the improvement achieved by Smart-Transfer
over the two comparison schemes with different ratios. From Figure 5.2, it can be found that
the All-Transfer scheme shows a dramatically increased cost trend and bypass other schemes
when the ratio becomes larger. This is due to both the unnecessary number of data-transfer
activities and the increased cost per data transfer. Therefore, we only show the cost of the
All-Transfer scheme when it is lowers than the No-Transfer scheme. This is also applied to
the rest of figures when showing the performance of the All-Transfer scheme. Figure 5.3(a)
shows that with 0% idle percentage, Smart-Transfer performs best with a transfer-to-storage
cost ratio of 12, and Figure 5.3(b) shows that with 50% idle percentage, it performs best

with a ratio of 28. These ratio values were used for further simulations.

Figure 5.4 shows the total cost of each scheme under different average request durations.

These plots demonstrate how, for very large or very small average request durations, our
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Figure 5.2: Total cost on data storage and transfer under different ratios of data-transfer to
data-storage cost: 5 storage services are available, the average request duration is 15, and
the total simulation time is 43,200 time units. The cost for the All-Transfer solution is only
displayed when it is lower than that of the No-Transfers solution.

solutions costs approach or equal that of the All-Transfer and No-Transfer solutions, respec-
tively. This is due to the fact that, for very long request durations (e.g., 60 time units),
the storage cost of the chosen service dominates the transfer cost and so the optimal choice
for any such request is to simply use the service which can most cheaply fulfill that request
(which is what the All-Transfer solution does). Conversely, for very short request durations
(e.g., 2 time units), the storage costs associated with each individual request are potentially
dominated by the cost of frequent transfers. In such cases, the optimal solution is to sim-
ply fulfill all requirements using a single, high-end service (which is what the No-Transfer
solution does). However, in between these extreme values our solutions show noticeable
improvements over the naive solutions, as shown in Figure 5.5. Specifically, when using
an idle percentage of 0%, the single-service solution achieved a maximum improvement of
12% while the double-service solution achieved a maximum improvement of 13%. When
the idle percentage is 50%, the single-service solution achieved a maximum improvement

of 29% while the double-service solution achieved a maximum improvement of 41%. This
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Figure 5.3: Improvement ratio of Smart-Transfer to the All-Transfer or No-Transfer scheme
that yields a lower cost: 5 storage services are available, the average request duration is 15
time unites, and the total simulation time is 43,200 time units.

improvement over the 0% idle percentage simulations is because having relatively frequent
idle periods gives Smart-Transfer more opportunities to make smart choices which improve
over the naive solutions (e.g., leaving the data at a higher-end service during a short idle

period as opposed to transferring the data down and then back up).

Figures 5.4 and 5.5 also demonstrate the fact that the improvement gained by using the
double-service solution rather than the single-service solution increases with a higher idle
percentage. This is due to the fact that the double-service solution performs better than the
single-service solution primarily in instances where a low-requirement request is followed by a
relatively short higher-requirement request, which is then followed by another request at the
same low requirement. In such cases, the double-service solution can leave the data at the
low-level service for the duration of the higher-requirement request, then simply terminate
the storage at the higher service at the end of the high-requirement request, thereby saving
the cost of a transfer. The frequency of such instances increases as the idle percentage

increases.

Smart-Transfer performs even better when the requests are in certain patterns. Fig-
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Figure 5.4: Total cost on data storage and transfer under different average request durations:
5 storage services are available, the ratio of data-transfer cost to data-storage cost is 12 for
5.4(a) and 28 for 5.4(b), and the total simulation time is 43,200 time units.

ure 5.6(a) shows the solution costs of the single- and double-service solutions along with
the two naive solutions using a request sequence which follows a simple 24-hour cycle of
increasing (in daytime) and decreasing (at night) loads. Figure 5.6(b) shows that, while
the double-service solution does not perform as well in this case compared to using random
requests, the less computationally-expensive single-service solution performs as well as the
double-service solution and much better than in the tests using random requests, with both
the single- and double-service solutions achieving an improvement of 36% over the compari-
son schemes. In such a scenario, Smart-Transfer is able to achieve significant improvement
over the No-Transfer comparison scheme because long stretches during which the perfor-
mance requirements are low enough to be satisfied by lower-level services occur regularly. It
is also able to achieve significant improvement over the All-Transfer comparison scheme by
minimizing the required number of transfers, thereby saving money by avoiding unnecessary

transfers.

One limitation of the proposed Smart-Transfer scheme is its reliance on predicted re-
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Figure 5.5: Improvement ratio of Smart-Transfer to the All-Transfer or No-Transfer scheme
that yields a lower cost: 5 storage services are available, the ratio of data-transfer cost to
data-storage cost is 12 for 5.5(a) and 28 for 5.5(b), and the total simulation time is 43,200
time units.

quests to use as inputs. However, the scheme is able to produce good results even when the
predictions used as input only look a short ways into the future. Figure 5.7 compares the cost
of using an entire month’s worth of predictions as input against splitting those predictions
up into small chunks, solving those chunks individually, and then aggregating the costs. The
figure shows that, when handling a month’s worth of requests, predicting 180 minutes (3
hours) ahead is sufficient to produce a result which is only 1% more expensive than that

produced by solving for the entire month.
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Figure 5.6: Performance under a 24-hour cycle of high and low loads: 5 storage services are
available, the ratio of data-transfer cost to data-storage cost is 28, and the total simulation
time is 43, 200 time units.
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Chapter 6

FUTURE WORK

The Smart-transfer scheme presented in this thesis is a novel strategy for managing data
in cloud storage services with the goal of minimizing costs. However, in its current form it
is subject to limitations which provide opportunities to expand on Smart-Transfer by way

of future work.

One significant limitation of Smart-Transfer is its reliance on predictions of future data
access requests. While developing a strategy for generating such predictions is a separate
research area outside the scope of this project, future work could be done regarding the
relationship between Smart-Transfer and these predictions. For example, this thesis assumes
that the predictions used by Smart-Transfer are accurate and does not take into account
costs or performance losses associated with inaccurate predictions. Further work could be
done which investigates the impact of inaccurate predictions on the performance of Smart-
Transfer, as well as strategies to help make Smart-Transfer more robust with respect to such

predictions.

A second avenue of potential future work would be to generalize the Smart-Transfer
algorithm to be able to use any number of simultaneous storage services. Currently, Smart-
Transfer is able to consider storing data at up to three storage services simultaneously. The
experimental results presented in this thesis indicate that, for the scenarios which were simu-
lated, the triple-service solution did not perform significantly better than the double-service
(and sometimes the single-service) solution, indicating that adding more possible simulta-
neous services is unlikely to improve performance significantly. Furthermore, complexity
analysis of the algorithms shows that the time complexity of the triple-service solution is

significantly larger than that of the other solutions, especially when the number of avail-
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able storage services is high. However, the fact remains that, because they only consider
a limited number of possible simultaneous storage services, none of the three versions of
Smart-Transfer presented in this thesis are guaranteed to produce an optimal solution in
all scenarios. While we believe that the results presented in this thesis indicate that going
beyond a double-service solution is unnecessary from a practical standpoint, it could be of
theoretical value to investigate the truly optimal strategy.

To produce such a generalized solution, however, would likely require a complete re-
structuring of the algorithm which computes the minimal cost transfers for each request
(Algorithm 1 and its variations). Currently, the single-service version of this algorithm ac-
complishes the majority of its computations using a trio of nested for loops: the outer loop
iterates over each request in the request sequence, the middle loop iterates over each service
which is able to handle the current request, and the innermost loop iterates over each service
which was potentially used to handle the previous request. The double-service variation on
this algorithm adds a fourth nested for loop to iterate over all potential secondary storage
services, and the triple-service variation likewise adds a fifth nested for loop (for all potential
tertiary services). This approach works well enough for producing a variant solution which is
able to handle a known number of simultaneous storage services. However, despite the fact
that the code in the added for loops follows a clear pattern, this approach would appear to
fail to be able to generalize the solution to an indefinite number of storage services without
a way of dynamically adding for loops following this pattern. Thus, in order to find a gener-
alized solution, the algorithm would likely need to be restructured significantly, possibly as
a recursive function which takes as one of its arguments the number of simultaneous storage
services to consider.

Another manner in which this research could be extended is to test it on actual cloud
storage services rather than simply testing it in simulations. Investigation could also be
performed into the typical usage patterns faced by cloud-enabled applications such as on-
demand video streaming. Knowing which patterns occur frequently would allow for the

improvement of simulated tests of Smart-Transfer, as simulations using such patterns would



more accurately replicate real-world scenarios.
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Chapter 7

CONCLUSION

In this thesis, we investigated the issue of cost-efficient cloud storage strategies. Specif-
ically, we addressed the problem of how to transfer data between different cloud storage
services in order to only pay for needed performance guarantees while still satisfying pre-
dicted performance requirements. As a solution to this problem, we proposed and evaluated
Smart-Transfer, an inter-service data storage and transfer scheme designed to reduce the
total data storage and transfer cost in the cloud while adhering to the performance require-
ments of a sequence of data-access requests. In contrast to schemes that either persist data
in one storage service or move data exactly following the users request, Smart-Transfer is
unique in that it intelligently determines a sequence of transfer actions which minimizes
cloud storage costs based on predicted usage. Smart-Transfer chooses this transfer sequence
so as to ensure that the performance requirements of all predicted data-access requests will
be satisfied, and minimizes costs by avoiding unnecessary transfers as well as overpaying for

unneeded performance guarantees.

In Chapters 1 and 2, we provided an introduction of the background information related
to this problem including an overview of some existing cloud service offerings as well as some
example scenarios in which Smart-Transfer could be beneficial. We also described research

works which were related to this thesis.

In Chapter 3, we provided a formal description of the problem addressed by this the-
sis. This included a description of the system model and the important components of the
solution such as storage services, requests, and transfer actions; a description of the pre-
processing steps which are necessary to ensure that the data-access request sequence input

is properly formatted to be able to be handled by Smart-Transfer; and a formal problem
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statement which mathematically described the components and constraints of the problem.

In Chapter 4, we described the specific solutions which the Smart-Transfer scheme uses to
solve the problem addressed in this thesis. This included an algorithmic representation of the
standard, single-service Smart-Transfer strategy along with a description of the functioning
of this algorithm. Two variations - the double-service and triple-service solutions - were also
described, along with the modifications to the Smart-Transfer algorithm necessary to achieve
the double-service solution.

In Chapter 5, we described the results of the evaluation of Smart-Transfer and its varia-
tions. All three versions of Smart-Transfer were tested in simulations alongside two different
comparison schemes, and these results were compared and evaluated. We demonstrated
that, in terms of overall cost, all versions of Smart-Transfer perform as well as or better than
the two comparison schemes. We also demonstrated that Smart-Transfer is able to perform
significantly better than the comparison schemes, performing up to 41% better under the
right circumstances.

In Chapter 6, we described several avenues of possible future work which could extend the
work presented in this thesis. This included development of predictive abilities which could
support Smart-Transfer, generalizing Smart-Transfer to be able to consider any number of
simultaneous storage services, and implementation of Smart-Transfer using existing cloud

storage services.
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