Towards Interpretable and Robust ML Systems

Sahil Verma

A dissertation
submitted in partial fulfillment of the

requirements for the degree of

Doctor of Philosophy

University of Washington
2025

Reading Committee:
Jeff Bilmes, Co-Chair
Chirag Shah, Co-Chair

Luke Zettlemoyer

Program Authorized to Offer Degree:
Computer Science and Engineering



© Copyright 2025

Sahil Verma



University of Washington

Abstract

Towards Interpretable and Robust ML Systems

Sahil Verma

Co-chairs of the Supervisory Committee:

Jeff Bilmes

Computer Science and Engineering

Chirag Shah
Computer Science and Engineering

Recent advancements in ML have taken strides in enabling models to accomplish unprecedented tasks,
starting from the bare minimum binary classification for loan applications to intrinsically complex self-
driving. As the models have become better, faster, and more powerful, they have also become larger and
more opaque. This has happened because of the widespread use of neural networks, which enable capturing
and expressing incredibly complex representations but are uninterpretable to humans. This phenomenon
raises the question of trust — as humans who want to be in the position of control, how do we trust the model
to make correct decisions? In this thesis, I aim to answer this question by making models more interpretable,

examining their robustness, and ensuring they are safe for us as a society to rely on.
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Chapter 1

Introduction

ML has enabled Al models to become extremely capable in a very short amount of time (less than a decade).
Al models can now solve tasks, previously unimaginable, like winning gold medals at the IMO, an achieve-
ment so prestigious that only a handful of humans can claim to enjoy; being able to safely drive cars across
long distances and in complex scenarios; even folding proteins, which enable humanity to attempt to solve
intrinsic diseases. All of this has been accomplished with large-scale training of models, which usually
involves large-scale datasets and a model with many parameters, usually in the order of billions in LLMs,
for example. The large-scale modeling enables the models to learn extremely complex representations from
the training data — thereby enabling them to excel at the aforementioned tasks. However, it comes at the
cost of understanding the model itself. The models are so large and complex that even the creators of the
model cannot understand why the model produces something when it does. This leads to a lack of trust and
transparency. It is important that we trust the model in order to be able to deploy it for critical use cases.
In this thesis, I propose works that take a step in the direction of making ML models more trustworthy.
Specifically, I attempt to make models more trustworthy by making them more interpretable, understanding

the dependency on training data, and making them more robust.

Being able to interpret the decisions from ML models helps the creators and users of the model to trust it.
There have been a plethora of approaches to interpret model decisions — usually falling in two categories a)

feature-based explanations, and b) counterfactual explanations. Feature-based explanations use the features
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of the datapoints to explain a decision. For example, they would explain a loan denial decision by stating
that the features of income and age were responsible for denying the loan. On the other hand, counterfactual
explanations provide an alternate universe in which the model would have made a different decision. For
example, for the loan denial situation, a counterfactual explanation would state that if the applicant’s in-
come was higher by $10K and their education level be bachelors, they would have been given the loan. This
provides the applicant with actionable advice on how to change their features in order to achieve the goal
of getting the loan. In this thesis, I discuss my previous work that proposes FastAR, which provides coun-
terfactual explanations to ML classification model decisions. FastAR provides these explanations while
respecting several real-world constraints, like only having black-box access to the ML model and being

amortized for all the users (i.e, it does not require separate optimization for each user).

Another class of widely used ML models is recommender systems. These systems are popularly used for
recommending items to users at various marketplaces and social media platforms. However, both the cre-
ators of the models and the end-users aren’t aware of why they are recommended a specific item. Providing
explanations of recommendations can alleviate this issue. Explanations for recommendations can be pro-
vided in several ways. The two most prevalent ways are a) user-based explanations, and b) item-based
explanations. User-based explanations explain a recommendation in the following manner: “you are being
recommended this item because users like you liked this item”. Item-based explanations explain a recom-
mendation in the following manner: “you are being recommended this item because it is similar to the
items you have liked in the past” (and list the few items the user has liked in the past). These explanations
are useful, but not completely adequate. In this thesis, I discuss my previous work that proposes a novel
approach to provide explanations for recommendations that are based on attributes of the items that the rec-
ommender system knows a user likes. For example, attribute-based explanations are of this form: “you are
being recommended this movie because you like thriller and horror movies”. These explanations are more
fine-grained than item-based and can also help the user even change them if they know that the system has
captured an incorrect attribute about them. Not only does the proposed approach provides attribute based
explanations, but the explanations are provided in a black-box manner, i.e., the approach does not require a

change to the underlying recommender system, which makes the deployment much less complicated com-
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pared to previous methods that require updating the recommender system itself. This is a recurring theme

of my works that provide explanations while respecting the real-world constraints.

Finally, models are a function of their training data, and the data determines how the model will behave
during its deployment. However, with large-scale training being limited to proprietary labs that do not
share their training data, it is not known to the public if the data is collected in a manner that respects
copyrights and privacy laws. This is especially true in the era of training models on internet-scale datasets
— these datasets are collected by scraping the internet without much thought given to the provenance of the
data. This leads to questions about how data impacts the downstream model’s ability to violate copyrights
and privacy. In this thesis, I discuss my previous work MIMETIC?, an approach that aims to answer
the question of “how many images of an entity does a text-to-image model need in order to generate that
entity”. MIMETIC? finds this threshold, which we term the imitation threshold. In our work, we find that
entities like art styles or human faces that are repeated more times than the imitation threshold have a high
probability of being imitated by the trained model, posing risks of copyright and privacy violations. We
conduct several user studies and finetuning experiments to empirically test the thresholds we find, and they

seem to be accurate for the five models we experiment with.

Another aspect of ML models that helps us trust them more is robustness. Robustness research in ML
models mainly has two flavors: a) adversarial robustness and b) robustness to shifts in data distributions.
Robustness refers to the property by which we want the model to make similar predictions for datapoints
that are similar. Researchers have noticed that ML models are vulnerable to adversarial attacks, whereby
slightly perturbing the datapoints can result in massively different outputs. For example, an image of a cat
that is being predicted as a cat can be misclassified as a dog if we edit just a few pixels in the image (note
that this image would still look like a cat to a human being). Why this happens is still an open research
question; the high-level intuition states that the large parameterized models can make the models vulnerable
to such attacks, as small changes in the input can be magnified by the model parameters, leading to drastic
changes in the output. Achieving adversarial robustness is still something researchers are actively working

on, and there seems to be no solution in sight, even with a decade’s worth of research. Robustness to shifts in
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the data distribution is another category of robustness where we want the models to be capable of handling
shifts in the input data if it is slightly different from the training data. The classic example of this case is
the water and land birds dataset, where most of the water birds are shown with a water background and
most of the land birds are shown with a land background. On the training dataset, the model achieves high
accuracy, and also on the test set that follows the same distribution as the training dataset. However, when
we switch the background of water birds to land and land birds to water, the model spectacularly fails to

perform accurately. There have been several approaches proposed to solve this.

In this thesis, I examine the robustness of a specific approach which claimed to remove backdoor poison
from multimodal models like CLIP, called CleanCLIP. CleanCLIP finetunes a CLIP style model on a dataset
of clean image-text pairs using a combination of contrastive and self-supervised loss (MMCL + SSL) and
claims that this finetuning can remove poison from a model that was backdoored. However, the authors only
test the CLIP style models that were trained using contrastive loss in the pretraining stage. In our work, we
test the robustness of CleanCLIP if the pretraining objective of the CLIP style model is changed from purely
contrastive (MMCL) to a combination of contrastive and self-supervised (MMCL + SSL), which is the
same objective CleanCLIP uses to finetune to remove poison. What we find is surprising: CleanCLIP fails
to generalize to this pretraining objective and is unable to remove poison from such a backdoored model,
thus exposing a lack of robustness. We also analyze several hypotheses of why this happens; however, we

do not reach a conclusion in our work.

Finally, in this thesis, I also propose a novel robustness approach for safety classification. Safety classifi-
cation models like LlamaGuard and WildGuard are 8B scale LLMs finetuned on safety datasets. However,
most of the training datasets of these models are in English, which leads to failure of generalization of these
guard models to low-resource languages, both natural and ciphers. Attackers found this and were using
low-resource languages as a prominent strategy to attack models. In this work, I propose Omniguard, which
uses the internal representations of a model in order to classify the prompts as safe and unsafe. The intuition
of our work is based on the phenomenon observed by previous works that found that prompts with the same
semantic meaning but expressed in different languages still produce very similar internal representations.
We use this phenomenon to our advantage by building a classifier in the space of internal representations of

the model. Interestingly, this phenomenon generalizes not just across languages but also across modalities to
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images and audio. Therefore, Omniguard is the first approach that can classify the safety of prompts across
multiple languages and modalities with high accuracy. When compared to baselines, it is the most accurate,

robust, and also the fastest method for safety classification.

Overall, I propose five works in this thesis that make ML models more trustworthy by making them more in-
terpretable and robust. All of my works enable these properties while also respecting real-world constraints
like having only black-box access to the model and being extremely fast during inference — which are all

attributes that enable the approach to be more deployable.

1.1 Previously Published Work

This thesis borrows content from these previously published five works:
1. Amortized Generation of Sequential Algorithmic Recourses for Black-Box Models [247]].
2. Recxplainer: Post-hoc Attribute-based Explanations for Recommender Systems [248]]
3. How many Van Goghs does it take to van Gogh? finding the imitation threshold [249]
4. Effective Backdoor Mitigation depends on the Pre-training Objective [250]]

5. OMNIGUARD: An Efficient Approach for Al Safety Moderation Across Modalities [251]]
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Chapter 2

Background and Related Work

In this chapter I provide the background and related work for various works in the next chapters.

2.1 Background for Counterfactual Explanations

This section provides background about the social implications of ML models and techniques to address

concerns, along with a brief introduction to Reinforcement Learning.

2.1.1 Fairness, Accountability, and Transparency of AI and ML

Fairness and explainability of an ML model are two major themes in the broad area of equitable ML learning
research.

Fairness research mostly proposes algorithms that learn a model that does not discriminate against individ-
uals belonging to disadvantaged demographic groups. Other possibilities of intervention lie in modifying
the training data itself. Demographic groups are determined by values of sensitive attributes prescribed by
law, e.g., race, sex, religion, or the nation of origin. ML models can get biased against certain demographic
groups because of the bias in their training data, specifically label bias and selection bias. Label bias occurs
due to manual biased labeling of datapoints belonging to a demographic group, e.g., if individuals from the
black community were denied loans in the past irrespective of their ability to pay back, this gets captured
in the labeled part of the data from which the model can learn. Selection bias occurs when specific non-

representative subsets of a demographic group are selected, which captures potentially correlations between
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the prediction target and a specific demographic group, e.g., selecting only defaulters from a demographic
group in the training data. More than 20 definitions of fairness of an ML model have been proposed in litera-
ture [2435)]. Dunkelau and Leuschel [68] summarize some of the significant research advances that have been
made in fairness research, and is a comprehensive introductory text for understanding the categorization and

direction of research.

Explainability research can be broadly divided into model explanation and outcome explanation research
problems [91]]. The model explanation problem seeks to search for an inherently interpretable and transpar-
ent model with high fidelity to the original complex model. Linear models, decision trees, and rule sets are
examples of inherently interpretable models. There exists techniques to explain complex models like neural
networks and tree ensembles using interpretable surrogates like decision trees 50, (129, 44, 64] and rule sets

[S5.7]]. There also exist approaches that can be applied to black-box models [[102, 130} 291]].

The outcome explanation problem seeks to find, for a single datapoint and prediction from a model, an
explanation of why the model made its prediction. The explanation is either provided in the form of the
importance of each feature in the datapoint, or the form of example datapoints. The first class of methods
are called feature attribution methods and are grouped into model-specific [288, 208]] and model-agnostic
[181} 192, 239]] kinds. Example-based approaches return a few datapoints that either have the same class
label as the original datapoint or a different class label. The motivation for the first is to provide a set of
datapoints that must be similar in the input space. The motivation for the second is to provide a set of
datapoints that serves as a target to achieve in case the individual wants to receive the alternative label. The

second set of datapoints can be referred to as counterfactual explanations.

Counterfactual explanations are applicable to supervised machine learning where the desired label has not
been obtained for a datapoint. Most research in counterfactual explanations assumes a classification setting.
The supervised ML setup consists of several labeled datapoints, which are inputs to the algorithm, and the
aim is to learn a function mapping from the input datapoints (with say m features) to labels. In classification,
the labels are discrete values. The input space is denoted by X" and the output space is denoted by ). The
learned function is the mapping f : X™ — ) is used to make predictions. We expound on counterfactual

explanations and their desirable properties in Section [3.2]
Major beneficiaries of explainable machine learning include the healthcare and finance sectors, which have
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a huge social impact [237]]. We point the readers to surveys in the area of explainable machine learning [3,

32, 91].

2.1.2 Reinforcement Learning

Reinforcement Learning (RL) is one of the three broad classes of machine learning, along with supervised
and unsupervised learning. In RL, the goal is to explore a given environment and to learn a policy over
time that dictates what action should be taken at a given state. The exploration happens with the help of
an agent. Therefore, a policy is a mapping from a state to an action. When an action is taken at a state,
the environment returns with the new state and a reward. A good policy aims to maximize the reward over
time. The calculation of the new state is facilitated through the transition function, whereas the calculation
of the reward is done using the environment. Naturally, the agent can either learn policies that are greedy
and only focus on immediate reward or learn policies that focus on reward in the long-term. This trade-off
is controlled by a discount factor called -, whose value lies between 0 and 1 (inclusive of 0 and 1). States
can either be discrete or continuous. Similarly, actions can also be either discrete or continuous. An RL
problem can be expressed in terms of a Markov Decision Process (MDP), which has five components. We

illustrate each of them using the game of chess.

* State space S, which are states an agent might explore. In chess, these are the 64 squares that an agent
can move to.

* Action space A, which are the possible actions an agent can take. These might be restricted based on
the current state. In chess, the actions depend on the game pieces like a king, queen or pawns, and the
given position on the chessboard. The action space is the union of all possible actions.

* Transition function T which given the current state and action, find the new state that the agent will
transition to, e.g., moving the pawn by 1 unit north end up putting the agent in the state that is one
unit north of its current state. Transition functions can be deterministic or stochastic (see Section[3.3).

* Reward function R passes the reward to the agent given the action, the current state, and the new state.
This reward signal is the main factor that the agent uses to learn a good policy, e.g., winning a game
would pass a positive reward, and losing the game would send a negative reward to the agent.

* Discount factor v is associated with the nature of the problem at hand. This is used to decide the
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trade-off between immediate and long-term rewards.
Many algorithms have been developed to efficiently learn an agent, given the environment like value itera-

tion, policy iteration, policy gradient, actor-critic methods [229].

2.2 Related Works for Counterfactual Explanations

Literature in counterfactual explanations for ML is relatively recent, with the first proposed algorithm
in 2017, Wachter et al. [255] proposed finding counterfactuals as a constrained optimization problem
where the goal is to find the minimum change in the features such that the new datapoint has the de-
sired label. This approach was gradient-based, did not consider actionability among features, did not ad-
here to data manifold or respect causal relations, and the optimization problem needed to be solved for
generating a CFE for each input datapoint. Other desiderata mentioned in Section were proposed
by other papers: 1) approaches that generate multiple, diverse counterfactuals for a single input data-
point [164, 151,157,122, 216,(196], 2) approaches that generate counterfactual for black-box models and are
model-agnostic [[135 136,90, 87, 1216} 188} 264, 183/ 1126, 51|, 3) approaches that generate CFEs adhering
to data manifold [62, 63| (119, 243| [157, 175, 126} 138}, 51} [121]], 4) approaches that generate CFEs that
respect causal relations [[157, (124} [1235]], 5) approaches that generate amortized CFEs [157]].

Mahajan et al. [157]] was the first to propose an approach that can generate multiple CFEs for many data-
points, after optimizing once, therefore amortized CFEs, but their approach is gradient-based and therefore
works only for differentiable models and it not black-box. Out of the previous approaches that respect causal
relations, only Mahajan et al. [157] works with partial SCM, while others require complete causal graph or
complete SCM [124, [125]], which are mostly unavailable in the real world. Structural Causal Models (SCM)
consist of the exogenous and endogenous variables involved in the data generation process.

All the previous works give a single-shot solution for getting to a counterfactual state from an input dat-
apoint. Our approach overcomes this limitation by proposing a novel algorithm that generates sequential
CFEs.

Verma et al. [246]] and Karimi et al. [[123]] have collected and summarized recent works in counterfactual ex-
plainability. We point the readers to these surveys for an excellent in-depth review of the research landscape

in this area.
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2.2.1 Counterfactual vs. Contrastive explanations

There is ongoing discussion on the exact definition of counterfactual explanation, with some researchers
advocating to call it contrastive explanations. Dhurandhar and Shanmugam [61]] have captured the precise
difference in a recent article. They mention that the counterfactual explanations as introduced by Wachter
et al. [255]] are almost the same as contrastive explanations. These explanations seek to find the minimal
changes to the input such that the prediction from the ML model changes. On the other hand, counterfactuals
are a function of the datapoint, its prediction, the ML model, and the data generating process that created

that datapoint. Pearl [177]] describes three steps for generating counterfactuals:

1. Abduction: This is the process of conditioning on the exogenous variables in the data generation
process.

2. Intervention: This is the process of making a sparse change on a specific observable variable.

3. Prediction: This is the process of using the exogenous variables identified in the first step and propa-

gating the intervention to generate the counterfactual.

We agree with this framing. Therefore, counterfactual explanations amount to much more perturbing of
the input datapoint — as in the case of contrastive explanations, which are tied to the data generating
process. Indeed, it is our belief that our proposed framework captures these concerns, if data regarding

causal interactions is available.

We take note of this distinction and therefore have adherence to causal relations as a desiderata of counter-

factual explanations (Section [3.2).

2.3 Related Works for Explainability in Recommender System

In this section we provide a brief review of relevant works that cover the general topic of explainability
in recommender systems, as well as post-hoc explainability and attribute-based explainability as specific

topics.
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2.3.1 Explainability in Recommender Systems

Explainable recommender systems provide recommendations along with an explanation for doing so. The
term ‘explainable recommendation” was introduced by Zhang et al. [286l] in 2014} however, papers were
talking about the benefits of providing explanations much earlier [235} 236 220].

Most previous methods for explainability in collaborative filtering-based (CF-based) recommender systems
provide explanations in user-based or item-based fashion [285]]. The approaches that generate these explana-
tions can either be model-specific or model agnostic, the former kind constituting the majority of previous
approaches. Models-specific approaches train inherently interpretable models by either constraining the
embedding space or developing custom recommender system architectures that are not usually generaliz-
able. For example, Zhang et al. [286] propose extracting user preferences over attributes from their reviews
and using that to provide explanations for recommendations. The authors train an explicit factor recom-
mender model that takes the user’s preference over attributes as input during training the recommender
model. Such an approach is restricted to situations where the user reviews over items are available in abun-
dance and also might suffer from the accuracy-interpretability trade-off. In another approach, Abdollahi
and Nasraoui [2]] add constraints to the latent space of the matrix factorization models to encourage ex-
plainability. Even though their approach only provides user and item-based explanations, their approach
seriously damages accuracy to provide interpretability. There exist many other approaches in this category
[39, 137, 113} 1230, 1150, [159} 267]]. As evident, the major downside of these approaches is that they are not
post-hoc, i.e., they need to modify the recommender system architecture in order to provide explanations
— and this is problematic for two reasons: 1) there is a potential accuracy-interpretability trade-off, and 2)
real-world recommender systems are trained and fine-tuned over large datasets, and their developers are
rarely willing to train a new model from scratch in order to provide explanations [244]. Hence post-hoc

explainability techniques attract a lot of attention, especially from an industry perspective [247, [163]].

2.3.2 Post-hoc Explainability in Recommender Systems

There only exist a handful of explainability techniques in this category. Peake and Wang [176]] use a data-
mining approach to provide item-based explanations in a post-hoc manner. Noébrega and Marinho [169]]

propose LIME-RS which draws motivation from the original LIME paper [192]. LIME-RS samples items
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close to a recommended item, and learns a linear regression model on these samples, and uses the regressor
to provide an explanation that can be either item-based or attribute-based (the latter can be provided if the
attributes of the items are appended to the items embeddings when training the regression model). LIME-RS
is the only previous approach that provides attribute-based explanations for CF-based recommender systems
and is a post-hoc explanation technique. However, LIME-RS is not amortized — it trains a separate regres-
sion model for each recommended item and hence is not scalable to large scale datasets (see Section .3
for evaluation of LIME-RS on large scale datasets). Cheng et al. [42] propose a technique that uses in-
fluence functions to find the influence of training ratings on a particular recommendation, and the ratings
with the greatest influence are served as explanations. Hence, this technique also only provides item-based

explanations.

2.3.3 Attribute-Based Explainability in Recommender Systems

Unlike user-based and item-based explanations, attribute-based explanations explain a recommendation
based on the user’s personalized attribute preferences, thereby enhancing the system’s overall persuasiveness
and trustworthiness [258],[75]]. As mentioned earlier, there do exist previous works that provide explanations
that utilize the user’s preference over interpretable attributes of an item. Most of these works utilize the
reviews provided by the users to capture this preference (and use that to train the recommender system itself
[286, 159, [107]]). However, such reviews might not exist even in the presence of ratings. For example, Net-
flix scrapped its review section due to low user participation recently [265]]. Secondly, there is no guarantee
of mention of interpretable attributes in the reviews that can be used to learn the user’s preference. Even the
datasets used in these approaches had very sparse user reviews; over 77% of the users had only one review
[98]], making the inference of users’ preferences challenging.

On the other hand, RecXplainer also provides attribute-based explanations; however, it utilizes the at-
tributes of an item that is available in their metadata, e.g., movie or game genres, and hence does not depend
on user reviews. Similar to RecXplainer, AMCF [174] learns users’ preferences over item attributes
by training an attention network. So it provides attribute-based explanations like our approach; however,
AMCEF is not a post-hoc technique — it needs to be trained along with the recommender system. Similarly,

Wang et al. [258]] proposes CERec to determine the attributes that are important for a user-item pair (in a

39



counterfactual manner); however, CERec is also not a post-hoc technique. Wang et al. [259] propose a post-
hoc RL-based approach that generates attribute-based explanations for a user; however, like most previous
approaches, it acquires the attributes from the user reviews — whose downsides are aforementioned. Hence
our approach sits at the intersection of attribute-based (without requiring user reviews), post-hoc explanation
techniques and generating amortized explanations. To the best of our knowledge, Recxplainer is the first

technique to have all these desirable properties.

2.4 Background and Related Works for Mimetic

2.4.1 Imitation in Text-to-Image Models:

Somepalli et al. [223]], Carlini et al. [28] demonstrated that diffusion models can memorize and imitate
duplicate images from their training data (they use ‘replication’ to refer to this phenomenon). Casper et al.
[33] corroborated the evidence by showing that these models imitated art styles of 70 artists with high
accuracy (as classified by a CLIP model) when prompted to generated images in their styles (a group of
artists also sued Stability Al claiming that their widely-used text-to-image models imitated their art style,
violating copyright laws [202]). However, these works did not study how much repetition of a concept’s
images would lead the model to imitate them. Studying this relation is important as it serves to guide

institutions training these models who want to comply with copyright and privacy laws.

2.4.2 Mitigation of Imitation in Text-to-Image Models:

Several works proposed to mitigate the negative impacts of text-to-image models. Shan et al. [213] proposed
GLAZE that adds imperceptible noise to the art works such that diffusion models are unable to imitate artist
styles. A similar approach was proposed to hinder learning human faces [212]]. Wang et al. [261]] proposed
adding noise to training images, which can be used to detect if a model has been trained on those images. Lu
et al. [153]] propose pushing the generated images away from the distribution of training images to minimize
mitigation. Kumari et al. [[132], Gandikota et al. [77] proposed algorithms to remove specific styles, explicit
content, and other copyrighted material learned by text-to-image models. On a related note, Xie et al. [268]

proposed Diffusion-ReTrac that finds training images that most influenced a generated image, and thereby
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provide a fair attribution to training data contributors.

Dataset Issues and Privacy Violations The advancement in text-to-image capabilities, largely due to large
datasets, is accompanied by concerns about the training on explicit, copyrighted, and private material [[17]]
and imitating such content when generating images [34, [110, 254, [117,197]]. For example, [17] and [233]
found several explicit images in the LAION dataset, and Getty Images found millions of their copyrighted
images in LAION [254]]. Issues around imitation of training images has especially plagued artists, whose
livelihood is threatened [[202,213]], as well as individuals whose face has been used without consent to create
inappropriate content [[110, 9]. The imitation threshold would be a useful basis for copyright infringement

and privacy violation claims in such cases.

Training Data Statistics and Model Behavior Pretraining datasets are a core factor for explaining model
behavior [72]. [189] found that the few-shot performance of language models is highly correlated with the
frequency of instances in pretraining dataset. [240] bolster this finding by demonstrating that the perfor-
mance of multimodal models on downstream tasks is strongly correlated with a concept’s frequency in the
pretraining datasets. In addition, [29] show that language models more easily memorize highly duplicated
sequences. Based on these findings, we can intuitively conjecture that concepts that are repeated enough
number of times will be learned and then imitated by models. In this work, we study this question, and

quantify the number of images to appear in the training data that are required to imitate a concept.

2.5 Related Works for CleanCLIP

2.5.1 Contrastive Learning

Contrastive learning was formally established in seminal works by Bromley et al. [22]], Chopra et al. [43]],
Hadsell et al. [92] that has evolved, giving rise to contemporary algorithms such as CPC [171]], DCL [276],
SimCLR [38]], and NNCLR [69]. EI These approaches, at their core, share a common objective: bringing
similar elements closer in representation space while pushing dissimilar ones apart.

Radford et al. [185] extended this idea beyond a single modality to provide a dual-encoder approach for

learning a shared representation space between image and text, called CLIP. Images and their corresponding

"We refer the readers to Balestriero et al. [10] for more development on self-supervised learning.
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captions are brought close, while the dissimilar images and captions are pushed away. Jia et al. [115]
further extended this paradigm to handle noisy billion-scale datasets, demonstrating exceptional zero-shot
accuracy across benchmarks like Imagenet-1K [56], MS-COCO retrieval, and robustness against variations
in Imagenet-V2/R/A/C. Since then, there have been several improvements to the zero-shot accuracy by
adding components to the loss term. CyCLIP [81] imposes additional consistency regularization; SLIP
[[165] applies an additional self-supervision loss within image modality and was further unified by UniCLIP
[139]. DeCLIP [1435] additionally uses KNN augmentation; FILIP [275] additionally applies CLIP loss to
fine-grained token representations. CLIP performance has also been improved by additional captioning loss

[280]].

2.5.2 Backdoor Attacks and Defense

In backdoor attacks, the adversary poisons a small fraction of the training data by perturbing the images/la-
bels to manipulate the test time behavior. A prevalent form of this attack involves adding a trigger, such
as a random pixel patch, into a small subset of the training dataset [226, |89| [238]]. During inference, mod-
els perform normally on images without the triggers but exhibit catastrophic failures when tested with the
triggered images, erroneously predicting the labels targeted by the adversary. While the study of backdoor
attacks has historically centered on supervised learning, recent attention has extended to self-supervised

[197] and multimodal representation learning [[11} 27, 30].

The most common defense strategies against backdoor attacks primarily revolve around the identification
and detection of poisoned examples [227, [78), 256, 273 (147, 271, [270]. However, alternative approaches
have emerged, such as defense through knowledge distillation [279]] and robust training procedures involv-
ing data augmentation [20]. Despite these efforts, research by Carlini and Terzis [27], Carlini et al. [30]]
shows that poisoning even an exceedingly small fraction of the training datapoints (as little as 0.002%) can
substantially impact model performance. Consequently, the effectiveness of detection-based methods in the
context of multimodal pre-training remains uncertain. To address this challenge, Bansal et al. [[11]] proposed
CleanCLIP, a finetuning based procedure using a combination of MMCL and SSL losses, designed to clean

poisoned CLIP models, assuming access to a small, guaranteed to be poison-free dataset.
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2.5.3 Our Work

Our objective is to decipher the amenability of CleanCLIP to remove poison from pre-trained models under
varying conditions like different pre-training objectives, lack of completely clean data, and lack of knowl-
edge of the specific backdoor attack. Since intramodal self-supervision loss has enhanced classification
accuracy for multimodal models, we investigate CleanCLIP effectiveness when models are pre-trained with
a combination of MMCL and SSL objectives vs. when just pre-trained with the MMCL objective. We
also investigate its effectiveness when the finetuning data has a few poisoned datapoints and examine the

stopping criterion for finetuning when the knowledge of the specific backdoor attack is unavailable.

2.5.4 Why we choose to study CleanCLIP?

Defense against backdoor attacks in multimodal models is an emerging research area with a handful of
proposed approaches. Given the ever-increasing usage of off-the-shelf available pretrained models on the
platforms such as huggingface, it is important to be able to remove poison from an already trained
model. This is also important because of the prohibitive costs of training these large models from scratch,
even if a poison-free dataset suddenly becomes available. Among the proposed approaches, CleanCLIP
[L1] was the only one that was shown to be able to remove poison from an already trained model. All the
other defense methods [271} 270, [113]] propose various train-time interventions that help prevent the model
from learning the backdoor. Therefore, none of the techniques available in 2023 were applicable when a
model has already been trained and is backdoored. Another line of work that might seem relevant is ML
unlearning [21} [82] 25]] which aims to remov the influence of specific training data points (the “forget set™)
from a trained model, such that the resulting model behaves as if it had never seen that data, but these
techniques require to know the datapoints that one needs to forget which is unknown at both the training and

post-training stage for backdoor attacks.
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In this part, I present three of my works that aim to provide explanations for ML models, classification

models and recommender systems.
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Chapter 3

Amortized Generation of Sequential
Algorithmic Recourses for Black-box

Models

Explainable machine learning (ML) has gained traction in recent years due to the increasing adoption of
ML-based systems in many sectors. Algorithmic Recourses (ARs) provide “what if” feedback of the form
“if an input datapoint were 2’ instead of , then an ML-based system’s output would be ¢/ instead of 7.” ARs
are attractive due to their actionable feedback, amenability to existing legal frameworks, and fidelity to the
underlying ML model. Yet, current AR approaches are single-shot — that is, they assume x can change to x’
in a single time period. We propose a novel stochastic-control-based approach that generates sequential ARs,
that is, ARs that allow x to move stochastically and sequentially across intermediate states to a final state
2’. Our approach is model-agnostic and black box. Furthermore, the calculation of ARs is amortized such
that once trained, it applies to multiple datapoints without the need for re-optimization. In addition to these
primary characteristics, our approach admits optional desiderata such as adherence to the data manifold,
respect for causal relations, and sparsity—identified by past research as desirable properties of ARs. We
evaluate our approach using three real-world datasets and show successful generation of sequential ARs that

respect other recourse desiderata.
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3.1 Introduction

Machine learning (ML) models are increasingly used to make predictions in systems that directly or indi-
rectly impact humans. This includes critical applications like healthcare [73]], finance [219], hiring [209]],
and parole [231]]. To understand ML models better and to promote their equitable impact in society, it is
necessary to assess stakeholders’—both expert [106]] and layperson [[198]]—comprehension of and needs for
general observability into their systems [182,[70]]. The nascent Fairness, Accountability, Transparency, and
Ethics in machine learning (aka “FATE ML”) community conducts research to develop methods to detect
(and counteract) bias in ML models, develop techniques that make complex models explainable, and pro-
pose policies to advise and adhere to the regulations of algorithmic decision-making (see Section[2.1). Here,
we focus on ML model explainability.

Research in explainable ML is bifurcated. One high-level approach aims to develop inherently interpretable
models such as decision trees and linear models [[195]. Another high-level approach aims to utilize existing
complex classification techniques (such as deep neural networks) but to bolster them with surrogate models
that can render their predictions and/or internal processes understandable [3]. This is achieved through
explaining models holistically (global explanation) or single predictions from the model (local explanation).
Algorithmic Recourses (ARs). ARs find the minimal (defined later) change in a datapoint such that the
ML model ends up classifying the new datapoint in the desired class. Such a new datapoint(s) is termed
as a counterfactual. (We provide an in-depth discussion of terminology in Section [2.2.1]) For example, if
an individual were denied a loan request, a recourse might tell them that their request would be approved
if they were to increase their income by $2000. ARs provide a precise recommendation and are therefore
more actionable than other forms of local explainability, like feature importance. Recent research in this area
has aimed to ensure ARs are actionable and useful by incorporating additional desiderata into the recourse
generation problem. As described in Section these include notions of sparsity, causality, and realism of
ARs, among others. What is needed [see, e.g.,1246,,146,[123]] is a generalized approach that can accommodate
such varied constraints and can also be computed efficiently.

Operationalizing ARs. We propose a novel approach (FASTAR) for generating ARs by translating a given
recourse generation problem into a Markov Decision Process (MDP). FASTAR aims to learn a policy that can

generate ARs for a given data distribution. Upon learning that policy once, it can generate ARs for multiple
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datapoints (from that distribution) without the need to re-optimize (which is required by most previous
approaches; see Section [2.2)). Thus, FASTAR amortizes the cost of repeatedly computing ARs. FASTAR
also allows enforcing desirable properties of ARs, such as closeness to the training data distribution (data
manifold), respect of causal relations between the features, and mutability and actionability of different

features. FASTAR works for black-box models and is therefore model agnostic.

Via the learned policy, FASTAR outputs ARs as a sequence of steps that lead an individual to a counterfactual
state. To our knowledge, we are the first to leverage techniques from stochastic control to provide such
sequential ARs (186, 167]]. That sequence can also adhere to particular sparsity constraints (e.g., only one

feature changing per step).

Sequential and “rolled out” ARs have several advantages, directly addressing gaps identified by recent sur-
vey papers [246, 146, [123]] and workshops [[71]: 1) Action sparsity allows an individual to focus their effort
on changing a small number of features at a time; and 2) Presentation of ARs as a set of discrete and se-
quential steps is closer to real-world actions, rather than one-step continuous change, which most previous
approaches do. Singh et al. [218] recently conducted a user-study with 54 participants, wherein each of
them was presented with 15 scenarios and asked if they preferred one-shot or directed sequential AR in that
scenario. When overall results were pulled, the study concluded a preference for sequential ARs with high

confidence.

Figure|3.1|shows an example of sequential ARs that are generated for an individual whose loan request was

denied (shown by X). Instead of a one-shot solution, FASTAR delineates all intermediate steps to reach a

counterfactual state (shown by ¢/). FASTAR also models the stochastic factors like the duration to complete

a BSc degree, no or part-time job during the course, and the salary variance in the new job after graduation,

which lead to different recourse paths and hence different counterfactual states (as shown in Figure [3.1).

In summary, our contributions are:

1. A novel algorithm that translates an AR problem into a Markov decision process (MDP). To the best of
our knowledge, our stochastic-control-based approach is the first to address several roadblocks to using
ARs in practice that have been identified by the community [246, 146, 123]].

2. The first approach that generates sequential and amortized ARs, and also works for black-box models.

3. An extensive evaluation with three real-world datasets and nine baselines.
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Income  Edu Age Job

20K HS 25 Cleaner | X
\
0 HS 25 None | X 5K HS 25 Sales | X
0 BSc 25 None | X 5K BSc 25 Sales | X
0 BSc 28 None | X 5K BSc 29 Sales | X
60K | BSc | 28 | Clek |/ 80K | BSc | 29 | Tech |¢f

Figure 3.1: Example of Stochastic Algorithmic Recourses. Starting with a datapoint (X denotes undesired
class prediction), FASTAR can stochastically generate ARs that lead to different counterfactual states (¢
denotes desired class prediction).

3.2 Desiderata of Practical ARs

The overarching goal of an AR is to provide practical guidance to an individual seeking to change their

treatment (e.g., class label) by a deployed ML model. Apart from the necessary property of an AR having a

desired class label, other desiderata have been identified in the literature, enumerated here:

* Actionability: ARs should only recommend changes to the features that are actionable [241) 1211 [51]].
Actionable features are dataset and preference dependent.

* Sparsity: Social studies have argued that smaller explanations are more comprehensible to humans [[161]].
Therefore, ARs should make changes to a small set of features [243] [122].

* Data manifold: To obey the correlations between features, their input domain, and to be realistic, ARs
should adhere to the training data manifold [63, 121} 51]].

* Causal constraints: In order to adhere to real-world constraints in ARs, causal constraints between fea-
tures must be respected. They can encode facts like age cannot decrease or increase in education level

increases age [[157]].
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Table 3.1: Desiderata comparison of various AR generating approaches. FASTAR is the first and only one
which satisfies all desiderata.

Approach Actionability Sparsity Agnostic Black-box Amortized Manifold Constraints

CFE Expl. [255]
Recourse [241] v
CEM [63]
MACE [[122] v
DACE [121] v
DiCE [164] v
DiCE VAE [157] v
Spheres [136]
LORE [90]
Weighted [87]
CERTIFALI [216] v
Prototypes [243]
MOC [51] v
FASTAR v

NN =N = SNSAAS
SNSNSNSNSNASNS
SNSNSNSNSNASNS

\

ANANEN
ANENEN

* Model-agnostic: For wide-spread applicability, AR generating approaches should be model-agnostic [[136),
90].

* Black-box models: For applicability to proprietary ML models, AR generating approaches should work
for black-box models [216].

* Amortized: An amortized approach can generate ARs for several datapoints without optimizing separately
for each of them. Such an approach is effective for deployment [157].

FASTAR satisfies all the above desiderata. To the best of our knowledge, it is the first approach to do so

(see Table [3.1I). The choice of action space helps produce ARs that consider actionability among features

and are sparse. It only modifies the actionable features. Its ARs are realistic as they adhere to the training

data manifold and respect causal relations between features. FASTAR works for black-box models and,

therefore, is model-agnostic. It learns a policy that can produce ARs for several input datapoints without the

need to optimize again; and, therefore, generates amortized ARs.

3.3 Examples of Translating ARs to MDPs

We now give two examples of translating an AR problem into an MDP. Once modeled as an MDP, we can

use various off-the-shelf algorithms (from planning or RL) to learn a policy to generate ARs.
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(b)

Figure 3.2: Transition function for the two examples. Circles show all the states, and edges show possible
transitions. 1) Left-hand side shows the transition function for a dataset with two features a and b, with no
restrictions on the values that both of them can take within the input domain. The transition edges are there-
fore bidirectional. 2) Right-hand side shows the transition function for a dataset with three features: age (a),
education-level (b), and race (r). The transition edges are unidirectional as both age and education cannot
decrease. Since race is immutable, there are no actions for r. Since an increase in education stochastically
affects age, the dashed edges represent a 50% probability of transition.
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Example 1: Consider two categorical features a,b € {0, 1,2}. The combinations of possible values for a
and b form the state space for the MDP (represented by S). The directed edges in Figure[3.2a]show that upon
taking a specific action, an agent can move from one state to another, e.g., it transits from state (0, 1) to (0,
2) by taking the action b+1, which increments the value of feature b by 1. Actions a+1 and a-1 respectively
increase and decrease the value of feature a by 1 (similarly for feature b. These actions constitute the action
space for the MDP (represented by .A). The third component of the MDP is the transition function, which
is represented by T : s x a — s’. This denotes that if an agent takes action a in state s then it will move to
state s’. This transition function is deterministic because taking the action a in state s will always land the

agent in the state s’.

The final component of the MDP is the reward function. Taking action costs something (negative reward),
and reaching desirable states generates a positive reward. In this MDP, taking any action costs a constant
amount of 1 and reaching the terminal state (¢) gives a reward of +10. The terminal state (¢) can only be
reached via (2,2) (using any action), the state in green color. All actions in the terminal state lead to itself
with O cost. This represents the situation in which an ML model classifies only (2,2) in the desired class.
The aim is to learn a policy that reaches a terminal state from any state at the lowest cost (e.g., taking the
fewest number of steps). Cost (or reward) can be discounted in the traditional way using a discount factor
v € [0,1).

Formally, for this example with a discrete state space and discrete action space, our MDP is:

* States = {s € §:{0,0},{0,1},{0,2},{1,0},...}.

* Actions ={a € A:a+1,a-1,b+1,b-1}.

* Transition function 7: S x A — S

* Reward functionr : § x A — R.

* Discount factor v € [0, 1), capturing the tradeoff between current and future reward.

Our goal is finding a policy 7 : S — A that, given a state s € S (an input datapoint), returns an action
a € A that represents the best first step to take to reach a new state, hopefully closer to the ML model’s
decision boundary. FASTAR would then call this precomputed policy repeatedly to find an optimal path to

a counterfactual state.

Example 2: Now, consider a more realistic dataset having 3 features: age (denoted by a), education-
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level (denoted by b), and race (denoted by r). This is accompanied by real-world constraints like age and
education-level cannot decrease, education-level affects age, and race is immutable. When we increase the
education-level (b) by 1, there is a 50% chance that age group (a) will remain the same and a 50% chance
that it will increase by 1. These interactions between features can be captured by a structural causal model
(SCM), as we discuss in Section The transition function for the MDP representing the AR problem for
this dataset is, therefore, stochastic.

Defined formally, here are the components for this MDP:

* States = {s = {1, j, k}, where some constraint make it a valid tuple}.

* Actions ={a € A:a+1,a-1,b+1,b-1}.

* Transition function 7: S x Ax &' — {0,1}s.t. Vs e S,Va e A, > o T(S,A,S5")=1.

* Reward functionr : S x A — R.

* Discount factor v € [0, 1).

Figure [3.2b] shows the transition function for this problem. The action that increases the education-level
(b) now has a probabilistic transition to two destination states, represented by dashed unidirectional edges.
Each transition edge has a 50% probability of occurrence. Unidirectionality comes from the fact that the
education level cannot decrease. The edges change feature a are also unidirectional as age cannot decrease.
The reward function is identical to the previous example; optionally, it can be changed to accommodate
adherence to the data manifold (Section[3.2)) or having different costs for changing different features, which

we describe in Section [3.4]

3.4 An Algorithmic Approach for Generating MDPs from AR Problems

We now present a general approach for translating an AR problem setup into an MDP. Algorithm[I|generates
all components of an MDP: state space, action space, transition function, reward function, and additional
parameters such as discount factor. We detail this process below.

State space.  Features can be broadly categorized into numerical (Num) and categorical (Cat) kinds.
Numerical features can take real number values within a specified domain, while categorical features are
mapped to a set of integers. Consequently, the state space S of our MDP (algorithm [I)) consists of the

product of the continuous domains for numerical features (a subset of RIN™) and product of the integer
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ALGORITHM 1: Generate MDP from an Algorithmic Recourse Problem
Input : Training Dataset (D), ML model (f), Structural Causal Model (SCM), Numerical
actionable features (NumA), Categorical actionable feature (CatA), Data Manifold
distance function (DistD), Data Manifold adherence (), Desired Label (L), Distance
Function (DistF), Discount Factor ()
Output: MDP
// States consist of all numerical (Num) and categorical (Cat) features.
i State space S C RINuml » 7/Cat|
// Actions change the actionable numerical and categorical features.
2 Action space A C RINUMAI 5 7ICatAl. denote actions A € A
s Function Reward(f, L, CurrState, A,D, \,DistD, SCM)
4 NextState «+— Transition(CurrState, A, SCM)
5 if argmax(f(NextState)) = L then

6 ‘ CFReward <+ Pos // High positive reward

7 else

8 ‘ CFReward (—f(NeXtState)[L] // Probability of classification in the desired class
9 end

10 return DistF(CurrState, A, D) // action cost

11 +A % DistD(NextState, D) // Manifold distance cost
12 +CFReward // counterfactual label reward

13 Function Transition(CurrState, A, SCM)

// Action does not violate feature domain and unary constraints

14 if Allowed (A) & InDomain (A) then

15 | NextState < CurrState + A // modisy features
16 else

17 ‘ return CurrState

18 end

// Modify the endogenous features

19 for V € SCM do

20 if A € Parent(V) then

21 NeXtState[V] — F(U) // Stochastic or deterministic update of endogenous
features

22 end

23 return NexiState
22 MDP «+ {S, A, Transition,Reward, v}

domains for categorical features (a subset of Z'Ca”).

Action space. To facilitate capturing actionability [241] and causal relationships between features [124],

we further categorize features as follows:

* Actionable features can be directly changed by an individual, e.g., income, education level, age.

* Mutable but not actionable features are mutable but cannot be modified directly by an individual, e.g., a
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credit score cannot be directly changed by a person; it changes due to changes in features like income and
credit history.

» Immutable features cannot change, e.g., race, birthplace.

The agent is permitted to change only the actionable numerical (real-valued) and categorical features (de-
noted by NumA and CatA). Consequently, the action space A is a subset of RINUMAI 5 7/CatAl (algorithm.
Categorical features are changed within their discrete domain, while numerical features are changed within

their continuous domain. Algorithm [I] further enforces the infeasibility of out-of-domain actions.

Transition function. The transition function (algorithm|[I)) finds the modified state when an action is taken.
This function is influenced by the structural causal model (SCM), which is an optional input to Algorithm I}
An SCM consists of a triplet M = (U, V, F). U is the set of exogenous features and V is the set of endogenous
features. In terms of a causal graph, the exogenous features U consist of features that have no parents,
i.e., they can change independently. The endogenous features V consists of features that have parents in U
and/or other features in V. They change as a result of a change in their parents. F is the set of functions
that determine the relationship between exogenous and endogenous features. They are termed as structural

equations.

Since knowing the exact SCM is often infeasible, Mahajan et al. [157] overcome this limitation by utilizing
constraints from domain knowledge. Algorithm [l also accepts such constraints in unary (Un) and binary
(Bin) forms. Even if this does not provide us with the precise functional form of the constraint, its nature can
help the FASTAR’s recourses to be realistic. Unary constraints are derived from the property of one feature,
e.g., age and education level cannot decrease. Binary constraints are derived from the relation between
two features, e.g., if the education level increases, age increases. If an action does not violate the domain
of the feature it is changing, nor the constraints in the SCM, then the feature is modified in NextState
(algorithm [T). If the modified feature is an exogenous feature, we update its children using the F functions
(algorithm [TH2T).

Note that if no SCM is input to the algorithm, it will allow transitions from any state to any state (with

intermediate states), and FASTAR would generate ARs using this unconstrained transition function.

Reward function. Algorithm [I|defines a reward function that, given a state and an action, returns a reward

based on three components derived from the initial AR problem:
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* Given the current state (CurrState), action (A), training dataset (D), and distance function DistF, the
first part returns the appropriate cost to take that action (algorithm [I)). The distance function can either be
the £, norm of the change produced by the action or a more complex function.

* The second part adds a cost if a datapoint is far from the training data manifold (algorithm (1)) (which
is computed using the DistD function) A A factor is used to control the strictness of data manifold
adherence.

* The third part rewards the agent with a large positive value if a counterfactual state is reached (CFReward
in algorithm [I]). To avoid sparse rewards, we partially reward the agent with a small reward equal to the
probability of NextState being classified in the desired class (algorithm [T). However, the sparse rewards
can only be used if the underlying ML model provides the class label probabilities instead of only the

class label, e.g., a neural network or random forest.

Other parameters. MDPs require additional parameters such as the discount factor v € [0, 1]. At a high
level, setting v < 1 penalizes longer paths; for additional intuition, see Sutton and Barto [229]. We note
that A, DistD, and DistF are user-specified and domain-specific parameters that directly impact the reward

function for the MDP. We instantiate them in the evaluation section (see section [3.3).

3.5 Evaluation

We provide experimental validation of FASTAR using three real-world datasets and comparison using nine
baselines. Our research questions (RQ) are motivated by the recourse desiderata discussed in Section [3.2]

and are enumerated here:

RQ1 Does FASTAR successfully generate ARs for various input datapoints (validity)?

RQ2 How much change is required to reach a counterfactual state (proximity)?

RQ3 How many features are changed to reach a counterfactual state (sparsity)?

RQ4 Do the generated ARs adhere to the data manifold (realisticness)?

RQ5 Do the generated ARs respect causal and feature immutability constraints (feasibility)?

RQ6 How much time does FASTAR take to generate ARs (amortizability)?
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3.5.1 Datasets.

Motivated by most previous AR generating approaches [246], we use three datasets in our experiments:
German Credit, Adult Income, and Credit Default [[67]]. These datasets have 20, 13 (omitted education-num
as it has one-to-one mapping with education), and 23 features, respectively.

We split the datasets into 80%-10%-10% for training, validation, and testing, respectively. Each dataset has
two labels, ‘1’ and ‘0’, where ‘1’ is the desired label.

We trained a simple classifier: a neural network with two hidden layers (5 and 3 neurons) with ReLU
activations. The test accuracy of the classifier was 83.0% for German Credit, 83.7% for Adult Income,
and 83.2% for Credit Default. Note that the classifier’s accuracy is relatively less important for FASTAR’s

validation.

3.5.1.1 Implementation Algorithm.

Any appropriate method for computing an optimal policy 7* : S — A, or any approximately optimal pol-
icy, to the MDP output of Algorithm [I]can be used. Our MDP has a continuous state and action space, and
therefore we use a policy gradient algorithm. Specifically, we use proximal policy optimization (PPO) with
generalized advantage estimate (GAE) [206) [162} [207] to train the agent. We used the PyTorch implemen-
tation of the library for this [128]. The features in all datasets are scaled between —1 and 1 before training

both the ML model and the RL agent.

3.5.2 Baselines

Since, to our knowledge, FASTAR is the first approach to generate amortized ARs for black-box models,
there exist no previous approaches that we can directly compare against. Nevertheless, we compare FASTAR
to several previous popular AR generating approaches.

Baselines we developed. To compare FASTAR to approaches that generated ARs in an amortized manner
for black-box models, we developed two baselines:

* Random: This approach tries to reach a counterfactual state by executing random actions from the action

space.
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Table 3.2: Causal constraints and immutable features for the datasets. We assume FASTAR is provided with

them.
Dataset Causal constraints Immutable features
German Credit Age and Job cannot decrease Foreign worker, Number of liable people, Personal

status, Purpose

Age and Education cannot decrease, increasing Education

. Marital-status, Race, Native-country, Sex
increases Age

Adult Income

Age and Education cannot decrease, increasing Education

Credit Default .
increases Age

Sex, Marital status

* Greedy: At each step, this approach greedily chooses the action (among all actions) that gives the highest

reward.

Previous AR generating approaches. Based on the level of required model access, AR generating ap-
proaches can be categorized as: 1) access to complete model internals, i.e., weights of neurons or nodes of
decision trees, 2) access to model gradients (restricted to differentiable models like neural networks), and 3)

access to only the predict function (black-box). We choose popular methods from all categories:

* Complete model internal access.

We chose MACE [[122] from this category.

* Gradients access. Here we chose DiCE-Gradient [164]] and DiCE-VAE [157]. Notably, DiCE-VAE
is the only other amortized AR generation method, however, it requires gradients and is restricted to
differentiable models.

* Black-box. Open-source repository of the aforementioned DiCE method also had three black-box and
model-agnostic approaches, namely: DiCE-Genetic, DiCE-KD-Tree, and DiCE-Random. We choose
these three and Prototypes [243] for this category. We did not compare with MOC [51] as DiCE-Genetic

is also a genetic algorithm based approach and uses Python code.

3.5.3 Experimental Methodology

Here we describe the specific details of some approaches:
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3.5.3.1 FASTAR specifics.

As stated in Section [3.4] the recourses generated by FASTAR are realistic if provided with the actionability

of features and causal constraints. These constraints can be provided using the complete/partial SCM of the

data generating process or using domain knowledge. We assume these constraints are provided to FASTAR
and are shown in Table[3.2] As described in Algorithm [T} this directly impacts the transition function. We
use a particular instantiation of Algorithm [I]in the experiments:

* Action space: To produce sequential ARs, actions modify only one feature at a time. However, endoge-
nous features may simultaneously change due to a change in their parent.

* Costof action: We treat DistF function as a hyperparameter and use several values for it in the experiments.

» Data manifold distance: Following previous work [51} [121]], we train k-Nearest Neighbor (KNN) algo-
rithm on the training dataset and use it to find the ¢; distance of a given datapoint from its nearest neighbor
(k = 1) in the dataset (DistD). We use several values of the adherence factor A in the experiments.

» Counterfactual state reward (CFReward): The agent receives a reward equal to the probability of its state
belonging to the desired class (this ranges between 0 and 1). However, when a counterfactual state is
reached, the agent is rewarded with 100 points.

* Discount Factor: We use a discount factor v = 0.99. This value encourages the agent to learn a policy

that takes a few steps to reach a counterfactual state.

MACE specifics. MACE requires as input the type of ML classifier to be used. We could not use a neural
network because of the MACE’s long runtime (see section[3.6)), and therefore chose logistic regression (LR)
and random forest (RF), which had a reasonable runtime.

All approaches are requested to generate ARs for the test datapoints that are predicted as ‘0’ by the classifier.
Due to the small size of the German Credit dataset, we generate ARs for datapoints that are predicted as
‘0’ both in the training and test sets. Thus, we request ARs for 257 datapoints in the German credit, 7229
datapoints in the Adult Income, and 5363 datapoints in the Credit Default datasets. Since MACE uses
a different classifier, the number of datapoints predicted as ‘0’ were slightly different. More details are
provided in section FASTAR, random, and greedy approaches stop when they reach a counterfactual

state (predicted as ‘1°) or exhaust 50 actions. Other baselines have no such timeout.
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Table 3.3: Comparison of FASTAR to all baselines for various AR evaluation metrics. Validity is the
percentage of an AR that is actually classified in the desired class. Prox—Num and Prox—Cat refer to the
L1 distance of the datapoint and its AR for the numerical and categorical features, respectively. Sparsity
is the number of features that were changed to produce the AR. Manifold dist. is the distance of the
AR as returned by the trained kNN algorithm. Constraints refer to the causal constraints adherence
by the generated AR. Time is the average time to generate ARs. For Validity and Constraints, a
higher value is better, and for all other columns, a lower value is better. MACE and DiCE-Gradient could
not be run for larger datasets owing to their large computation time.

Dataset Approach #DataPts. Validity Prox-Num Prox-Cat Sparsity Manifold dist. Constraints Time (s)
Random 257 23.7 0.17 0.57 11.33 1.08 41.0 0.31
Greedy 257 49.8 0.07 0.087 1.81 0.48 100.0 4.59

= DiCE-Genetic 257 98.1 0.67 0.26 6.52 2.39 45.6 1.71

g DiCE-KDTree 257 0.0 N/A N/A N/A N/A N/A 0.17

L:) DiCE-Random 257 100.0 0.33 0.10 1.93 2.40 93.4 0.17

g Prorotypes 207 100.0 0.26 0.58 13.1 1.0 53 259

5 DiCE-Gradient 257 100.0 0.27 0.29 6.33 2.19 82.9 7.10

© DiCE-VAE 257 77.8 0.80 0.42 10.12 0.97 5.0 0.15
MACE (LR) 210 100.0 0.36 0.017 1.99 0.60 97.1 38.45
MACE (RF) 287 100.0 0.22 0.02 2.64 0.38 74.2 101.29
FASTAR 257 97.3 0.10 0.063 1.22 0.72 100.0 0.07
Random 7229 80.9 0.56 0.77 10.07 1.00 29.0 0.25

o Greedy 7229 97.7 0.04 0.02 1.18 0.17 95.0 0.27

g DiCE-Genetic 7229 89.5 0.71 0.27 4.43 0.46 23.0 3.43

2 DiCE-KDTree 7229 0.0 N/A N/A N/A N/A N/A 0.59

= DiCE-Random 7229 100.0 0.82 0.04 1.64 1.24 90.0 0.22

§ Prototypes 500 100.0 0.29 0.57 9.0 0.68 22.8 28.9
DiCE-Gradient 500 84.0 0.18 0.012 2.78 0.51 82.4 59.75
DiCE-VAE 7229 77.1 0.75 0.65 9.99 0.30 0.13 0.12
FASTAR 7229 100.0 0.04 0.0 1.00 0.18 100.0 0.015
Random 5363 12.8 4.85 0.68 14.54 1.30 41.5 0.63

- Greedy 5363 65.1 0.15 0.072 1.25 0.22 99.9 4.67

E DiCE-Genetic 5363 92.6 3.93 0.49 16.67 2.75 279 3.58

A DiCE-KDTree 5363 0.0 N/A N/A N/A N/A N/A 0.45

= DiCE-Random 5363 100.0 5.80 0.20 2.33 3.09 97.7 0.39

= Prototypes 500 100.0 49 0.86 21.0 1.24 0.0 273

© DiCE-Gradient 100 81.0 0.77 0.40 15.98 1.35 85.2 479.17
DiCE-VAE 5363 76.4 1.6 0.68 20.1 0.31 8.9 0.18
FASTAR 5363 99.9 0.01 0.11 1.008 0.32 100.0 0.051

3.6 Results

Table [3.3| shows the performance of FASTAR and all the baselines on the recourse desiderata. We report the
average validity, average proximity (separately for the numerical and categorical features), average sparsity,
average data manifold distance, average causal constraints adherence, and the average time to generate the

ARs per datapoint.

Answer to RQ1: As shown in Table FASTAR has very high validity for all datasets. For Adult Income,
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FASTAR gets the highest validity at 100%, while for Credit Default and German Credit, it achieves the
second and third highest validity, respectively. Random and greedy approaches have low validity in gen-
eral. DiCE-Genetic has validity in the high range, but this comes at the cost of proximity, sparsity, and data
manifold distance. DiCE-KDTree is unable to generate AR even for a single datapoint in all three datasets.
DiCE-Random achieves 100% validity for all datasets, and just like DiCE-Genetic, this comes at the cost of
proximity, sparsity, and data manifold distance. The conclusion is similar for DiCE-Gradient’s and Proto-
types’ validity. DiCE-VAE’s validity is lower than 80% for all datasets. MACE also achieves 100% validity
but is very expensive to run. Due to this, it was impractical to run MACE for the larger datasets, Adult In-
come and Credit Default (we show MACE run only for the German Credit dataset). MACE was even more
expensive when the underlying classifier was a neural network, and we had to abandon that experiment. For
the classifiers used for MACE, ‘0’ was predicted for 210 datapoints by logistic regression (LR) and 287

datapoints by random forest (RF). MACE was supposed to generate ARs for these datapoints.

Answer to RQ2: We measure proximity for numerical and categorical features separately (Prox-Num and
Prox-Cat, respectively). For numerical features, the distance is the sum of the /; norm, respectively, divided
by the median average deviation for each numerical feature. For categorical features, the distance is the
number of categorical features changed divided by the total number of categorical features. These metrics
were proposed and used in previous works [[157]. FASTAR’s ARs are most proximal for Adult Income and
Credit Default datasets, and second best for German Credit. The random approach, Prototypes, and the five
variants of DiCE have large proximity values. The greedy approach performs well on this metric, but its

validity is very low. MACE’s performance is about average.

Answer to RQ3: FASTAR achieves the lowest sparsity among all approaches. Following previous works [164],
we measure sparsity at the start and endpoint of a recourse. Random, Prototypes, DiCE-VAE, DiCE-Genetic,
and DiCE-Gradient’s performance is abysmal. This is surprising because DiCE-Gradient has a post-hoc step

specifically for reducing sparsity. Greedy, MACE, and DiCE-Random’s performance is about average.

Answer to RQ4: FASTAR achieves low average manifold distance. It performs second best for Adult
Income and Credit Default and is in the middle for German Credit. The greedy approach, MACE, and
DiCE-VAE also perform well on this metric. The random approach, Prototypes, and all variants of DiCE

(except DiCE-VAE) perform poorly on this metric.
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Answer to RQ5: By construction, FASTAR always respects causal constraints encoded in its transition
function: it has 100% adherence in all datasets. The DiCE based approaches (except DiCE-VAE), MACE,
and the random approach take as input the immutable features, but not the other causal constraints, and hence
do not perform well. DiCE-VAE and Prototypes do not accept immutable features and hence, perform the
worst for this metric. The greedy approach performs well on this metric, even though it does not have a
knowledge of the causal constraints.

Answer to RQ6: The final column in Table[3.3|reports the average computation time per AR. For the timing
experiments, we conducted experiments for all the approaches on the same machines with 32GB RAM and
4 CPUs. FASTAR and other baselines were all implemented in Python, and no parallelism was used. Owing
to amortization, FASTAR can generate ARs very quickly and takes the lowest time among all approaches.
The next best performers are DiCE-VAE and DICE-Random. FASTAR is 2x faster than DiCE-VAE on
average (up to 8x faster), 8 x faster than DiCE-random on average (up to 15x faster). DiCE-random and
random approach perform similarly. The difference is even more staggering for DiCE-Genetic, Prototypes,
and the greedy approach. MACE and Dice-Gradient were the slowest. FASTAR is about 1000 faster than
MACE on average (up to 1447 x faster) and 4500x faster than DiCE-Gradient on average (up to 9400 x

faster). While amortization allows for the rapid generation of new ARs, there exists a one-time training cost.

3.7 Conclusion

We propose a novel RL-based approach, FASTAR, that generates amortized and sequential recourses for
black-box ML models. To the best of our knowledge, we are the first to propose such an approach. The
ARs generated by FASTAR possess desirable properties, and when evaluated on the recourse metrics, they

perform better than several popular baselines.
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Chapter 4

RecXplainer: Amortized Attribute-based
Personalized Explanations for

Recommender Systems

Recommender systems influence many of our interactions in the digital world—impacting how we shop for
clothes, sorting what we see when browsing YouTube or TikTok, and determining which restaurants and
hotels we are shown when using hospitality platforms. Modern recommender systems are large, opaque
models trained on a mixture of proprietary and open-source datasets. Naturally, issues of trust arise on
both the developer and user side: is the system working correctly, and why did a user receive (or not
receive) a particular recommendation? Providing an explanation alongside a recommendation alleviates
some of these concerns. The status quo for auxiliary recommender system feedback is either user-specific
explanations (e.g., “users who bought item B also bought item A”) or item-specific explanations (e.g., “we
are recommending item A because you watched/bought item B”’). However, users bring personalized context
into their search experience, valuing an item as a function of that item’s attributes and their own personal
preferences.

In this work, we propose RecXplainer, a novel method for generating fine-grained explanations based on a
user’s preferences over the attributes of recommended items. We evaluate RecXplainer on five real-world

and large-scale recommendation datasets using five different kinds of recommender systems to demonstrate
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the efficacy of RecXplainer in capturing users’ preferences over item attributes and using them to explain
recommendations. We also compare RecXplainer to five baselines and show RecxXplainer’s exceptional

performance on ten metrics.

Table 4.1: Illustration of how RecXplainer computes the specific preference of a user over an item’s
attributes

Genre removed  Predicted rating A(Predicted rating)

4.2 —
Crime 3.2 1.0
Romance 3.7 0.5
Documentary 3.9 0.3

4.1 Introduction

Recommender systems direct our attention, telling us what to look at—and what not to. They are deployed
widely at platform companies such as Netflix, YouTube, Yelp, Amazon, and Shein. There are two main
approaches to generating recommendations [4} [18]]: content-based [24, S]] and collaborative filtering [[194,
228]]. Content-based systems use item attributes and/or user preferences to recommend new items, while
collaborative filtering (CF) uses the wisdom of the crowd, based on user ratings. Hybrid recommender
systems aim to combine both approaches [see, e.g.,23]]. Modern methods are black-boxes and their servicing

of an end-user’s needs [see, e.g.,[285]], which we focus on in this paper.

Table 4.2: The test loss of each architecture for each dataset.

Dataset/Model MF  AutoE NCF FM Deep FM
Movielens-100K  0.82 1.1 0.87 0.85 0.91
Hetrec 0.57 0.84 0.62 0.64 0.70
Anime 2.1 1.7 1.5 1.8 2.0
Movielens-20M  0.95 0.83 0.63 0.82 0.62
YahooMusic 568 Timeout 613 658 624
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Table 4.3: The test set coverage, top-k recommendations coverage, and the 8 explanation personalization
metrics are reported here (averaged over all users) for the MATRIX FACTORIZATION model trained using
MOVIELENS-100K dataset. The mean and standard deviation value for each metric is computed over 5
random data splits. We compare 3 architecture choices for auxiliary modeling of RecXplainer. The best
results are highlighted in bold.

Metrics LIME-RS AMCF-PH GBL Popl. User Popl. Random RX-Linear RX-MLP RX-GBDT
Testset Coverage 5742 +047 49.62+4.59 84.69+0.18 77.6+059 32.83+057 60.74+021 67.16+0.59 63.01+0.3
Recommendations Coverage 67.08 £2.68 442+258 79.12+2.83 70.12+£2.05 2672+0.89 69.3+24 6523 £2.28 64.27 £2.09

CondProb Generalpref Coverage 59.85 £0.56 54.57 £1.73 2507 £0.58 41.514+0.44 4507 +091 64.77+1.75 60.78+1.59 71.24 +1.12
CondProb Generalpref Ranking ~ 13.99 £0.41 13.74+0.39 504 +0.16 9.76+023 11.64+029 158+034 1568+0.17 20.28+0.3

CondProb Specificpref Coverage 48.87 £0.25 49.97 +1.14 251+£058 4144+044 4394+£05 49.78+048 49.064+0.22 51.23+0.27
CondProb Specificpref Ranking 5124 £0.15 49.89 £0.32 6.29 +0.11 1029+025 11.71£0.14 51.62+£0.36 5259 £0.27 55.98 +0.22

Odds Generalpref Coverage 69.31 £143 6098 £146 4742+0.55 5578 £0.84 4439+049 7442+1.05 7247+1.16 81.15+0.55
Odds Generalpref Ranking 2325+058 1894+0.8 17.724+0.16 27.63+04 1125+032 2587+0.33 293+083 33.57+0.39
Odds Specificpref Coverage 5496 £0.62 51.84+093 474740.55 5573+0.84 44.08+024 56.17+0.5 55564+0.6 57.74 +0.46
Odds Specificpref Ranking 50.67 £0.16 50.07 £0.44 19.04+0.32 28.04+04 11.68+0.1 5034+£0.12 52544028 55.33+0.12

Table 4.4: The test set coverage, top-k recommendations coverage, and the 8 explanation personalization
metrics are reported here (averaged over all users) for the MATRIX FACTORIZATION model trained using
HETREC dataset. The mean and standard deviation value for each metric is computed over 5 random data
splits. We compare 3 architecture choices for auxiliary modeling of RecXplainer. The best results are
highlighted in bold.

Metrics LIME-RS AMCF-PH GBL Popl. User Popl. Random RX-Linear RX-MLP RX-GBDT
Testset Coverage 68.52+0.47 6849 +£0.78 944 £0.06 90.65+0.09 4551 +£0.51 7546+0.34 8098+ 1.18 78.77+0.18
Recommendations Coverage 81.19+09 5549+146 86.16+1.75 8299+13 30.16+133 814+122 79.65+259 78.98+0.88

CondProb Generalpref Coverage 87.37 +0.21 72.6+2.05 3746+ 0.65 5097 +£0.44 62.06+ 1.89 84.61+0.42 78.63+2.16 8456+ 045
CondProb Generalpref Ranking ~ 18.01 £0.19 1457 +0.9 531+021 891 +021 1243+0.76 17.72+0.19 164 +0.62 19.55+ 0.37
CondProb Specificpref Coverage 60.7 +£0.39  59.23 £0.45 37.42+0.63 50.93 +£0.43 62.26+0.08 63.52+0.45 59.87 +045 61.86+ 047
CondProb Specificpref Ranking ~ 52.58 £0.05 50.25+0.26 4.3 +0.2 6.59+0.12 1047 £0.04 5426+0.06 54.13+0.47 57.46 £ 0.09

Odds Generalpref Coverage 8534 +04 7575+ 157 44.63+047 5348+1.25 6339+091 8515+£0.5 79.01 +£2.28 84.79 +0.53
Odds Generalpref Ranking 2236 +£023 19.1+£031 1391 £023 20.524+0.34 12.83+0.32 2332+028 23.08+£048 26.0+0.22

Odds Specificpref Coverage 6348 £0.31 6292+0.17 44.64+£047 5351+£125 6237+£0.09 6578042 63.05+0.38 64.86+0.29
Odds Specificpref Ranking 51.85+0.09 508+0.26 1375+0.32 1954+£03 1051 £0.05 53.49£0.14 5336+0.35 56.35+ 0.04

Table 4.5: The test set coverage, top-k recommendations coverage, and the 8 explanation personalization
metrics are reported here (averaged over all users) for the DEEP FACTORIZATION M ACHINE model trained
using MOVIELENS-20M dataset. The mean and standard deviation value for each metric is computed over
5 random data splits. We compare 3 architecture choices for auxiliary modeling of RecXplainer. The best
results are highlighted in bold.

Metrics LIME-RS AMCF-PH GBL Popl. User Popl. Random RX-Linear RX-MLP RX-GBDT
Testset Coverage Timeout ~ 57.54+1.33 93.78 £0.01 91.02+0.01 47.28+0.04 73.47£033 83.51+1.34 79.64+0.14
Recommendations Coverage Timeout 44.69 £2.55 8274 £1.77 7637071 35.66+0.74 72.0£0.82 75554061 72.57+0.78

CondProb Generalpref Coverage  Timeout 56.26 £2.71 3339 +£0.09 42244+0.12 6486 £0.18 74.81 +0.54 6326+ 197 70.52+£0.18
CondProb Generalpref Ranking ~ Timeout 994+1.02 433+£0.01 6444+001 1315+£0.02 13.69+0.21 11.08+0.56 13.9+0.08

CondProb Specificpref Coverage  Timeout 66.57 £ 0.89 3338 £0.09 4223+0.12 6478 £0.02 7117 +0.73 6449+04 6637 £0.11
CondProb Specificpref Ranking ~ Timeout ~ 45954+ 0.43 344 £0.02 4.8540.01 1111 +£0.01 53.07 £0.11 51.314+0.25 54.23+0.05

Odds Generalpref Coverage Timeout 6248 & 1.34 4338 £0.05 50.98+0.04 64.83+0.17 83.88+0.34 73.05+2.06 79.68£0.12
Odds Generalpref Ranking Timeout 13.12+£05 12240.02 17.03+£0.02 13.15+£0.06 21.45+0.11 203+£0.53 23.29+0.03
Odds Specificpref Coverage Timeout 63.68 +0.36 4339 £0.05 50.97 £0.04 64.79 £0.01 68.09 £0.15 64.65+022 66.17 £ 0.06
Odds Specificpref Ranking Timeout  46.18 £0.49 1199 £0.02 16.04 £0.02 11.11 £0.01 51.94+0.05 51.03+0.18 53.61 £ 0.01
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Color: Green
Brand: H&M

RecXplainer

Figure 4.1: A user of a fashion website is recommended a cloth and she gets curious about the reason
for recommending it? RecXplainer explains that it was recommended because she had shown interest in
green clothes and clothes from H&M.

In recent years, CF-based methods have been widely chosen over content-based methods owing to 1) no re-
quirement of manual labeling of item features, and 2) more serendipitous recommendations [86]. (Content-
based recommender systems require each new item to be featurized, whose cost is usually high [137].)
However, CF-based methods have one major limitation: a lack of attribute-based interpretability. CF meth-
ods map users and items to an embedding space, which is learned from the user-item interaction matrix—and
the proximity in this space is used to generate recommendations. Such an embedding space is difficult to
interpret. A core challenge is understanding what a model learns about the user’s preference over the items’

attributes and explaining how it generates the new recommendations.

Previous research has established that providing explanations for a recommendation enhances the trans-
parency, scrutability, trustworthiness, and persuasiveness of the recommender systems [234] (15} [220]. This
has spurred significant research in the broad field of “explainability for CF recommender systems.” Pro-
viding explanations when using CF-based methods is nontrivial due to the lack of interpretability of the
embedding space. Most of the previous approaches provide explanations in the form of user-based or item-
based explanations. User-based explanations explain a recommendation on the basis of ‘similar’ users liking
it. And item-based explanations explain a recommendation based on its similarity to other items that the
user has previously liked. Item-based explanations are usually easier to grasp as the user knows about
the items they have interacted with in the past. However, neither of these explanation formats captures a
user’s preference over the attributes of an item, which is how users inherently think about a recommendation

(107, 253117511159, (160l 259].
This work proposes a novel approach, RecXplainer, that generates attribute-based explanations for CF-
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based recommender systems. A recommendation is explained in terms of a user’s preference over the
attributes of the item (see Figure @.1I), e.g., “We are recommending this movie because you like Action
movies.” or ‘We are recommending this t-shirt because you like Adidas products and blue clothes.” Such
explanations are personalized to the user and hence help further enhance the persuasiveness and trustworthi-
ness of the recommender systems. Note that the CF-based recommender system usually does not use these

attributes to generate the recommendations.

RecXplainer learns a model of the user’s preference over the attributes of the items and uses this model
to explain novel recommendations. The key advantages of RecxXplainer are that it a) provides post-hoc
explanations, b) is model-agnostic, and c) generates explanations in an amortized fashion. Post-hoc expla-
nation techniques provide explanations after the recommender systems have been trained and therefore do
not interfere with their architecture or training routine. This is crucial for real-world recommender systems
whose architectures are complex and whose training routines are highly optimized for accuracy. More-
over, such explainability techniques might avoid the accuracy-interpretability trade-off [259] [176]]. Model-
agnostic explanation techniques are desirable for their flexibility and generalizability as they can be used to
explain a broad class of recommender systems [163]]. Moreover, RecXplainer generates explanations in
an amortized fashion, i.e., once RecXplainer learns the user’s preference over attributes, it can generate
explanations for novel recommendations by merely doing a model inference — which is cheap and hence

scalable to large recommender systems.

We found that the important intersection of post-hoc attribute-based explanations for CF-based recom-
mender systems has not garnered sufficient attention in explainability literature. We are aware of only
two previous approaches that generate attribute-based explanations for CF-based recommender systems:
LIME-RS [169] and AMCF [174] (details in related work in Section [2.3). LIME-RS did not evaluate its
attribute-based explanations, and the metrics used by AMCF were not generalizable to all CF-based rec-
ommender systems. To this end, we propose a set of eight generalizable metrics to evaluate attribute-based
explainability techniques for recommender systems (Section 4.3)) (one of our major contributions). We also
consider the often overlooked popularity-based explanation methods: for attribute-based explanations, such
an approach would choose the most popular attributes of a recommended item as an explanation. In this

work, we implemented three popularity-based baselines for a holistic evaluation.
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In summary, our contributions are as follows:

. We propose RecxXplainer, a novel, post-hoc, and model-agnostic technique to provide attribute-based ex-
planations for recommender systems in an amortized fashion. To the best of our knowledge, RecXplainer
is the first technique to have all these desirable properties.

. We propose novel metrics to evaluate attribute-based explainability methods for CF-based recommender
systems.

. We perform extensive experimentation with five different classes of recommender systems trained on five
large-scale recommendation datasets. We demonstrate the efficacy of RecXplainer and its comparison

with five baselines using ten metrics.

. We also explore the comparison of RecXplainer with the often overlooked popularity-based explanation

methods, revealing surprising results.

4.2 RecXplainer: Architecture & Algorithm

Figure 4.2: RecXplainer’s architecture. We train an auxiliary model that takes as input the user embed-
dings from the trained recommender system and the item attribute vector.
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RecxXplainer provides explanations using the features of an item that a user prefers. In order to do so, we
train an auxiliary model using the user embedding and the item’s attribute vector. The user embedding is

obtained from the trained recommender system’s latent space, and the item’s attribute vector is constructed
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from the data. The auxiliary model is trained to reproduce the ratings given in the dataset (R, in the figure)

using squared loss. Figure[d.2]shows RecXplainer’s architecture.

4.2.1 Item attribute vector:

The attribute vector is multi-hot — it has 1s when the item has those attributes, otherwise, Os. For example,
consider a movie recommendation platform with metadata about the genres, and there are a total of 20 genres
into which all movies are categorized. A particular movie will usually belong to 1-3 genres, and hence the
attribute vector of a movie would consist of 1-3 1s in those indices (indicating the presence of those genres),

and the rest of the indices will be Os. Instead of binary values, the vector could also have continuous values.

4.2.1.1 Auxiliary model architecture:

The auxiliary model can be instantiated with any model architecture. For experiments, we test three separate
architectures: a linear layer, a deep neural network, and gradient boosted decision trees (GBDT). We trained
the auxiliary models using the Adam optimizer until convergence. Note that the auxiliary model is trained
independently of the recommender system, and it only requires the user’s embedding from the recommender

system. Therefore, RecXplainer is both post-hoc and model-agnostic.

4.2.2 RecXplainer: Generating Explanations

Once the auxiliary model is trained, we use it to generate explanations for new recommended items for
the users (Figure .3). Given that we need to explain an item recommended to a user (a user-item pair),
RecXplainer produces a ranked order of that particular item’s attributes in decreasing order of the user’s
preference over them. We term this as the user’s specific preference over the item’s attributes. The impor-
tance of a particular attribute of an item is computed as the difference in the predicted ratings when the
attribute is present and when it is absent from that item. The auxiliary model predicts both the ratings. For
illustration, consider a movie recommendation platform. Alice is a user of the platform and gets a recom-
mendation for a movie whose genres are Crime, Romance, and Documentary. Alice is curious and requests
an explanation: RecXplainer explains that she was recommended it because she likes Crime movies.

Now, let us look at how RecxXplainer arrived at this explanation: RecxXplainer requests the auxiliary
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Figure 4.3: The difference in the scores produced by the auxiliary model for the cases when all features are
present, and a feature is removed, is used to assign importance to the removed feature; thereby ranking the
item features.
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model to predict the recommendation score for the same movie that the recommender system originally
recommended. The auxiliary model predicts a rating of 4.2 for this movie for Alice. It uses Alice’s embed-
ding and the movie’s genres for this prediction. Next, RecXplainer approximates the importance of each
individual attribute by zeroing them out one by one in the movie’s genres vector. It then uses the auxiliary

model to predict the rating if the movie had certain attributes not present in the movie.

Table |4.1| shows this procedure. We zero out the genres present in the movie, one at a time, and see the
change in the predicted rating (the original rating is the rating produced by the auxiliary model when all the
genres of the movie are considered). The higher the drop in the predicted rating, the higher the importance
of the removed genre, and hence the higher its rank. In the above example, Alice’s specific preference over
the genres is Crime, Romance, and Documentary. Algorithm 2] provides the algorithm for predicting the

specific preference of a user for any item.
RecXplainer’s approach of attributing importance to genres falls in a well-studied domain of removal-

based explanation methods [49], where the difference in the model’s prediction before and after removal of
a feature is an approximation of its importance. There are several alternatives in the choice of the algorithm
for removing features for attribution. SHAP [[154] removes all subsets of the features, gets the model’s
predictions for all those feature subsets, and uses the Shapley value formula [214] to assign importances.

The alternative, which we choose for RecXplainer, is one feature removal as it is much cheaper than
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ALGORITHM 2: Predict the specific preferences of a user over the attributes of an item

Input : User Embedding U/, Item Features |, Trained Auxiliary Model M
Output: Preference of each attribute of the item SpecificPref
1 Function get_recommendation_score(M,U,I")

2 recommendation_score «+ MU & 1)
3 return recommendation_score
4 Function get_specific_preference(M,U,T)
5 SpecificPref < 0
// Iterate over all the attributes, and set the value of the attributes that are present to 0
6 for i € I do
7 I'+1
8 if = 1 then
9 I'li]+ 0
10 SpecificPref[i] < get_recommendation_score(M,U, I") // cet the recommendation score for this item when
attribute 4 is set to 0
11 end
12 end
13 SpecificPref <— sort(SpecificPref) // sort in descending order
14 return SpecificPref

SHAP to compute. However, RecXplainer is agnostic to the specific feature removal technique and works
well with both one feature removal and SHAP. We find that the RecXplainer performs slightly better when
using SHAP; however, SHAP is 70 times more expensive than one feature removal technique, and hence not

scalable to large datasets. Therefore, in the evaluation section, we use one feature removal for the results.

4.2.3 Global Attribute Importance

Given the procedure to generate a user’s specific preference over the attributes of an item, we can capture a
user’s preference over all the attributes in the recommender system. We term this as a user’s general pref-
erence. RecXplainer computes a user’s general preference by averaging the importance of each attribute
over all the items that a user liked in the past (Eq. 4.1)). Note that since most items have a small subset of all
the attributes (a movie would usually belong to 1-3 genres from the total set of genres), the importance of

the attributes not present in an item is set to be 0.

L = the set of items that user u liked

4.1
— ‘}4 ZSpeciﬁCPref[u] (4] ()

1€L

GeneralPref[u]

Specific preference and general preference respectively are the analogs of local interpretability and global

interpretability provided by popular methods like LIME [[192]] and SHAP [154].
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4.3 Evaluation

Our experiments characterize the quality of explanations by the number of liked items in the user history
and the number of top-k recommendations that can be explained by RecxXplainer.
4.3.1 Datasets and Recommender Systems

To demonstrate RecxXplainer’s scalability, we experiment with several popular recommender datasets of

increasing sizes. Specifically, we use MOVIELENS-100K [95], HETREC [94], ANIME [[120], MOVIELENS-20M

[96], and YAHOOMUSIC [65]] datasets for our experiments. In order to explain the SOTA recommender sys-
tem on these datasets, we train 5 popular recommender architectures on each of these datasets, and choose
the best performing architecture as the recommender system to explain for each dataset. Table i.2] shows
the best performing architecture for each dataset (in bold).

Each of these datasets have features that RecXplainer uses to explain a recommendation. For example,

there are 18 genres in the MOVIELENS-100K dataset: Action, Adventure, Animation, Children’s, Comedy, Crime,

Documentary, Drama, Fantasy, Film-Noir, Horror, Musical, Mystery, Romance, Sci-Fi, Thriller, War, Western. Each
movie usually belongs to 1-3 genres.
For all the datasets, we used 70% of the data for training and validating the recommender models and 30%

of the data as the test set for computing the metrics.

4.3.2 Baselines

We compare RecXplainer to five baseline approaches:

LIME-RS [169]: This is the only previous post-hoc attribute-based explainability approach for CF-based
recommender systems. It trains a regression model for every item it needs to explain; hence, this approach
is not amortized. As we will see later in the experimental results, LIME-RS cannot scale to large datasets
due to this problem.

AMCEF [I74)]: This is another attribute-based explainability method for CF-based recommender systems;
however this technique is not a post-hoc method. It trains a model while the recommender system is being
trained and thus requires modification in its architecture. For a fair comparison, we adapted AMCF to

be post-hoc: AMCF-PH. We froze the recommender system and trained AMCF’s model till convergence.
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Note that, unlike our approach, AMCEF takes as input the item embedding and hence does not apply to
recommender systems that do not construct item embeddings explicitly, for example, autoencoder and RBM-
based recommender systems.

Global popularity: This approach finds the most popular attributes across the entire dataset, i.e., the at-
tributes that are the most popular among all the items that are liked across the entire dataset. For every
recommended item, this technique would serve the same explanation. It is immediately evident that the
explanations will not be personalized to the users and might be uninformative depending on the attributes.
User-specific popularity: This approach finds the most popular attributes across the items that a particular
user liked in the dataset. These explanations are more personalized to the user than global popularity;
however, they can still be uninformative if a common feature exists in all liked items.

Random: This baseline is for control. It selects a random set of attributes for each item to be explained

when computing both specific and general preferences.

For RecXplainer, we train three auxiliary models in the experiments: a linear layer (RX-Linear), a 4-
hidden layer neural network (RX-MLP), and gradient boosted trees (RX-GBDT). We repeated all experi-

ments for five random splits of the dataset and report the mean and the standard deviation for all the metrics.

4.3.3 Metrics

We measure performance using ten metrics. The metrics can be categorized into two broad categories:
coverage of recommended items and personalization to the user. Previous work has mostly used coverage-
based metrics [2} [176]. We argue about the insufficiency of coverage-based metrics and propose a set of
eight metrics that measure the personalization of the explanations to the users. These metrics can be used to
evaluate any attribute-based explanation method for recommender systems.

. Test set coverage: This metric finds the percentage of the test set items whose attributes intersect with
the top-k general preferences of a user. For example, suppose a technique identifies the top-3 general
preferences of a user, Adam, as Action, Comedy, and Sci-Fi. If Adam likes a movie whose genres are Action
and Romance, it is counted as covered by this technique, as Action had been identified as one of the preferred
genres. Conversely, had the movie belonged to Crime and Adventure genres, it would not have been covered.

We measure this metric only for the items that a user liked. We consider an item ‘liked’ if a user has rated
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it 4 or higher (when the dataset ratings are between 1 and 5) and 7 or higher (when the dataset ratings are
between 1 and 10). We only consider the top-k general preferences for a user when measuring coverage,
where k is about 0.2 times the number of attributes in the dataset. We report the mean coverage over all the
users for this metric.

2. Top-20 recommendations coverage: Similar to test set coverage, this metric finds the percentage of each
user’s top-20 recommended items whose attributes intersect with the top-k general preferences of that user.

We report the mean coverage over all the users for this metric.

Insufficiency of coverage-based metrics: Since a few attributes in most recommender datasets are very
popular, i.e., they occur in almost all items: identifying such an attribute as a user’s preference will provide
a very high test set and recommendations coverage. However, those attributes can be inaccurate, unper-
sonalized, or uninformative as an explanation. For example, consider a movie recommendation dataset
containing language as one of the attributes, where most movies are English movies. If an explanation tech-
nique provides ‘English’ as an explanation for the recommended movie, that technique will get a 100% test
set and recommendations coverage while being uninformative and unpersonalized to the users. Therefore,

we propose a new set of metrics to measure the personalization of the explanations.

3. Personalization of the explanations: To measure the personalization of the explanations, we require the
ground-truth information about the users’ preferences over the attributes. However, this information is
usually missing from the datasets. Therefore, we propose two measures that act as reasonable proxies for a
user’s attribute preference:

(a) Conditional Probability of Liking given an attribute is present: This computes the probability that a user
likes an item, given that an attribute is present in it. This measure is the ratio of the number of times an
attribute is present in the items a user likes (e.g., rated 4 or higher) and the number of times it is present in
all the items the user rated.

(b) Odds of Liking vs. Disliking given an attribute is present: This computes the ratio of the number of times
an attribute is present in an item the user likes (e.g., rated 4 or higher) and the number of times it is present
in an item that the user dislikes (e.g., rated 2 or lower).

Both measures provide a proxy of users’ general preference over attributes, i.e., a ranked order of the at-

tributes. We use the training set for computing both these proxy measures. Now, considering the two proxies
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1.

as a ground truth of user preference over attributes, we report four personalization metrics for each of them:
General preferences coverage: This metric computes if there is any intersection between the top-k attributes
of a user’s general preferences identified by a technique and the top-k preferences identified by a proxy
measure. We report the mean coverage over all the users for this metric for both proxies.

General preferences ranking: This metric measures the similarity between the ranking of the top-k attributes
of a user’s general preferences identified by a technique and the top-k preferences identified by a proxy
measure. We use rank-biased overlap (RBO) as a measure of similarity between the two ranked lists. RBO
has several advantages over traditional rank similarity metrics like Kendall’s Tau or Spearman’s correlation
(it prioritizes top-ranked items, handles disjoint item sets, and has adjustable evaluation depth). We compute
this metric for all the items a user has liked and report the mean score over all the users.

Specific preferences coverage: Similar to general preferences, we also measure if there is any intersection
between the top-k attributes of an item by the specific preferences of a user identified by a technique and the
top-k preferences identified by a proxy measure. For a user, we compute this metric for all the items they
liked and report the mean coverage over all the users.

Specific preferences ranking: This metric measures the similarity between the ranking of the top-k attributes
of an item by the specific preferences of a user identified by a technique and the top-k preferences identified
by a proxy measure. We use RBO for computing the similarity between the rankings. We compute this

metric for all the items a user has liked and report the mean score over all the users.

Given these metrics reported per proxy measure, we get a total of eight metrics for computing the personal-

ization of the explanations.

4.4 Results and Discussion

Table 4.3 reports the ten metrics for all the baselines and RecXplainer for the Matrix Factorization based

recommender system trained using MOVIELENS-100K dataset. We now analyze the results:

LIME-RS: RecXplainer performs better than LIME-RS on all ten metrics.

2. AMCF-PH: RecXplainer performs better than AMCF-PH on nine metrics and matches in one metric.

3.

Global popularity: It achieves the highest test set and top-k recommendations coverage. Upon further

analysis, we found that the three most popular movie genres, Action, Comedy, and Drama occur in over
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88% of the test set items (genre distribution plot in Item [2). Hence global popularity technique serves
these three attributes as the explanation for all movies, thus providing unpersonalized and uninformative
explanations. This is corroborated by its poor performance on all personalization metrics; it performs worse
than even the random baseline for several metrics. We conclude that the explanations served by global
popularity do not capture a user’s preference over attributes and perform well for the two coverage-based
metrics because of the skewed distribution of the attributes.

. User-specific popularity: This popularity approach achieves the second highest test set, and top-k recom-
mendations coverage, and similar to global popularity performs worse than Recxplainer on all personal-
ization metrics, even worse than the random baseline on several metrics.

. Random: We used this approach to serve as a control and to ensure that no metric was trivial to perform
well on. RecXplainer performs better than it on all ten metrics.

. RecXplainer: RecXplainer has the third highest test set and top-k recommendations coverage while
performing the best on all personalization metrics. We conclude that RecXplainer serves the most person-
alized explanations while still being able to explain a large proportion of test set items and top-k recommen-
dations. Moreover, RecxXplainer can provide explanations in an amortized manner, providing explanations

faster when deployed.

Table 4] reports the ten metrics for all the baselines and Recxplainer for the Matrix Factorization based
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recommender system trained using HETREC dataset. We analyze the results:

. LIME-RS: RecXplainer performs better than LIME-RS for eight out of ten metrics and matches in one
metric.

. AMCF-PH: RecXplainer performs better than AMCF-PH on all ten metrics.

. Global popularity: Similar to Movielens-100K, global popularity performs the best for the test set and
top-k recommendations coverage. This is due to the skewed distribution of genres. It performs worse than
RecXplainer (even worse than the random baseline) for all personalization metrics.

. User-specific popularity: Similar to Movielens-100k, user-specific popularity performs the second best for
the test set and top-k recommendations coverage, and worse than RecXplainer (even worse than random
baseline) for all personalization metrics.

. Random: RecXplainer performs better than the random baseline performs on all ten metrics.

. RecXplainer: RecXplainer performs the third best for test set coverage and the second best for top-
k recommendations coverage. It also performs the best for seven out of eight personalization metrics.
This demonstrates that RecXplainer provides personalized explanations to the user while providing high

coverage.

Table[4.5|reports the ten metrics for all the baselines and RecXplainer for the Deep Factorization Machine

based recommender system trained using MOVIELENS-200/ dataset. We analyze the results:

. LIME-RS: Recall that LIME-RS trains a separate regression model for each item to be explained. This is a
very expensive procedure to generate explanations. For a large dataset like Movielens-20M that has 138,000
users, LIME-RS did not scale. LIME-RS took more than 1 hour to compute the general preferences for
just 1000 randomly sampled users — thereby, the estimated time for computing both the specific and general
preferences for all users is over 11 days.

. AMCF-PH: RecXplainer performs better than AMCF-PH on all ten metrics.

. Global popularity: Similar to the two previous datasets, global popularity performs the best for the test set
and recommendations coverage, while performing worse than RecXplainer and even the random baseline
on all personalization metrics.

. User-specific popularity: Similar to the two previous datasets, user-specific popularity performs the second

best for the test set and recommendations coverage, while performing worse than RecXplainer and even
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the random baseline on all personalization metrics.

. Random: RecXplainer performs better than the random baseline performs on all ten metrics.

. RecXplainer: RecXplainer performs the third best on the two coverage metrics and performs the best
on all eight personalization metrics, thereby demonstrating its ability to provide personalized explanations

with high coverage.

Overall, we conclude that Recxplainer performs better than all baselines for most metrics. When it is
not the best, it is usually within a couple of percentage points of the best performing technique. LIME-RS
usually does not perform well on any metric and is unable to even scale to 3 out of 5 datasets owing to the
expensive cost of training a separate regression model for each item. RecXplainer completely avoids this
problem due to amortization; it is very cheap to produce RecXplainer explanations during deployment.
AMCEF-PH also does not perform well on most metrics for all datasets. Global and user-specific popularity
perform well on the coverage-based metrics; however, that is due to the skewed distribution of the attributes,

and their explanations are usually uninformative and unpersonalized.
4.5 Limitations and Conclusions

In this work, we proposed a novel attribute-based explainability technique, Recxplainer, which explains
recommendations for collaborative filtering-based recommender systems using the attributes of the item.
To the best of our knowledge, RecXplainer is the first and only existing technique that provides such
explanations in a post-hoc and amortized manner. We studied the performance of Recxplainer and five
baselines using five large-scale recommender systems datasets trained on a variety of collaborative filtering
architectures. As our results indicate, RecxXplainer strikes an excellent balance between coverage and
personalization of the explanations and performs better than all five baselines on most metrics.

The minor limitation of RecXplainer is the cost of training the auxiliary model. For all five recommender
systems, training of the auxiliary model took between 10 and 30 minutes, depending on the dataset size
(significantly less than training the recommender systems, which took 6-12 hours). Once trained, these
models can be used to explain recommendations for any item for any user. The explanation generation
during inference is very cheap; it took less than 10 minutes to compute the general and specific preferences
for all the users, even for the largest datasets. This is significantly faster in contrast to LIME-RS, which

would take 11 days, and AMCF-PH which took 1-3 hours.
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Chapter 5

How Many Images Does It Take?
Estimating Imitation Thresholds in

Text-to-Image Models

Text-to-image models are trained using large datasets of image-text pairs collected from the internet. These
datasets often include copyrighted and private images. Training models on such datasets enables them
to generate images that might violate copyright laws and individual privacy. This phenomenon is termed
imitation — generation of images with content that has recognizable similarity to its training images. In
this work, we estimate the point at which a model was trained on enough instances of a concept to be able
to imitate it — the imitation threshold. We posit this question as a new problem and propose an efficient
approach that estimates the imitation threshold without incurring the colossal cost of training these models
from scratch. We experiment with two domains — human faces and art styles — and evaluate four text-to-
image models that were trained on three pretraining datasets. We estimate the imitation threshold of these
models to be in the range of 200-700 images, depending on the domain and the model. The imitation
threshold provides an empirical basis for copyright violation claims and acts as a guiding principle for

text-to-image model developers that aim to comply with copyright and privacy laws.
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Figure 5.1: An overview of the imitation phenomenon where we seek the imitation threshold — the point
at which a model was exposed to enough instances of a concept that it can reliably imitate it. The figure
shows four concepts (e.g., Van Gogh'’s art style) that have different counts in the training data (e.g., 213K
for Van Gogh). As the image count of a concept increases, the ability of the text-to-image model to imitate
it increases (e.g., Piet Mondrian’s and Van Gogh’s art styles have higher imitation). The imitation threshold
represents the number of instances a model has to be trained on such that humans recognize such a concept
in generated images.

5.1 Introduction

The progress of text-to-image models in recent years [187, 1851 274]] is much attributed to the availabil-
ity of large-scale pretraining datasets like LAION [205]. These datasets consist of semi-curated image-text
pairs scraped from Common Crawl, which leads to the inclusion of explicit, copyrighted, and private ma-
terial [34] 254, [I7]. Training models on such images may be problematic because text-to-image
models can imitate — generate images with highly recognizable features from their training data 28].
This behavior has both legal and ethical implications, such as copyright infringements as well as privacy vi-
olations of individuals whose images are present in the training data without consent, that has led to several
lawsuits by artists against such model providers [202].

Previous work proposed methods for detecting when models memorize training images 28]], and mit-
igation techniques [224), 213]]. For instance, researchers found that duplicate images increase the chance of

memorization. Typically, memorization refers to the replication of a specific training image. Instead of mea-
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suring memorization, we focus on imitation - a broader and under-explored sense of memorization, where a

concept is recognizable from a generated image.

In this work, we ask how many instances of a concept does a text-to-image model need to be trained on
to imitate it, where a concept can refer to a specific person or a specific art style, for example. Establishing
such an imitation threshold is useful for several reasons. First, it offers an empirical basis for copyright
and privacy violation claims, suggesting that if a concept’s prevalence in the training data is below this
threshold, a model trained on such data cannot reproduce such concept [202), 254, 135]]. Second, it acts as a
guiding principle for text-to-image model developers who want to avoid such violations. Finally, it reveals
an interesting connection between training data statistics and model behavior, and the ability of models
to efficiently harness training data [240, 29]. We posit this question as a new problem, and provide its

schematic overview in Figure

To find the gold imitation threshold, one has to train counterfactual models while varying the number of im-
ages of a concept and measuring the models’ imitation abilities. However, training even one of these models
is extremely expensive [12]. Instead, we propose a tractable alternative, Measuring Imitation ThrEshold
Through Instance Count and Comparison (MIMETIC?), that estimates the threshold without training mul-
tiple models using observational data. We start by collecting a large set of concepts (e.g., various kinds of
art styles) per domain (e.g., the domain of art styles), and use a text-to-image model to generate images for
each concept. Then, we compute the frequency (in the training data) and the imitation score of each concept
(§5.3.1). Then, we estimate the imitation scores using dedicated embeddings that capture the similarities

of concepts (§5.3.2)). Finally, we estimate the imitation threshold for each domain using a change detection
algorithm [127] (§5.3.3).

Operating with observational data, a naive approach may lead to a biased estimate as confounding variables
such as the quality of the imitation scoring model on different groups within the domain, or estimating
the training frequencies of concepts (e.g., simple counts of ‘Van Gogh’ in the captions results in a biased
estimate since the artist may be mentioned in the caption without their painting in the corresponding image).
We carefully tailor MIMETIC? to deconfound such variables (. Since our approach is observational
in nature, we also conduct counterfactual experiments to validate our results (§5.9). We train models on

new concepts that were not seen in the training data, and vary the concept frequency to several values both
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smaller and larger than our estimated imitation threshold. These experiments demonstrate that our estimated

imitation thresholds are accurate (with a difference of upto 10% in the estimated thresholds).

Overall, we propose and formalize a new problem that estimate the number of images of a concept that
a text-to-image model requires for imitating it (, and propose a method MIMETIC? that efficiently
estimates the imitation threshold for these models (§5.3). We apply our approach to the domains of human
face and art style imitation on four text-to-image models and estimate the imitation thresholds for such
models to be in the range of 200-700 images (§5.5). These imitation thresholds provide concrete insights on
imitation abilities, can act as an empirical basis for copyright violation claims, and as guiding principles for

model developers.

5.2 Problem Formulation and Overview

In this work, we seek to find the minimal number of images of a concept a text-to-image model requires in

order to imitate it.

Defining Concept: We follow the same definition of concepts as previous work [240]: we consider specific
instances of human faces and artist styles as distinct concepts. As such, each item in a domain constitutes a
concept; human individuals and artistic styles in the human face and art style domains, respectively. While
there might be some visual similarities between concepts, especially for art styles, we employ discriminator
models that distinguish between concepts with high accuracy (which is necessary for the accurate estimation

of the imitation threshold).

Setup: Our setup involves a training dataset D = {(x;,yi) | xi € X, yi € Y}, composed of n
(image, caption) pairs, where X’ and ) represents space of images and text captions, respectively, and a
model M that is trained on D to generate an image x given the text-caption y. M(y) denotes the generated
image for a provided caption y. Let I/(x) be an indicator function that indicates whether a concept Z7 is
present in an image x. Each concept Z/ appears ¢/ = > IV (x;) times in the dataset D, where the dataset
may contain multiple concepts {Z', Z2,...}. Lastly, /\/l?g denotes a model trained on a dataset where
¢ =k.

The imitation threshold is the minimal number of training images containing a concept Z/ that model M
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generates images M (p) (with different random seeds) from a prompt p/ which mentions the concept Z7,
and Z7 is visually recognizable. |'| For example, if Z7 refers to Van Gogh’s art style, then the imitation
threshold is the minimal number of training images of Van Gogh’s paintings in a dataset used to train a text-
to-image model, for which the model can generate images that imitate Van Gogh’s art style. We consider
a generated image to be an imitation of a concept if the similarity between the generated image and the
original images of that concept in the training data is above a threshold. We measure the similarity using
a concept-specific detector model, and we determine the detection threshold by conducting experiments on

the original images of the concept (Section[5.3.2).
Imitation Threshold? £ min {kz e{l,...,n}: ]Ij(/\/li(pj)) = 1}

Optimal Approach Finding the imitation threshold is a causal problem; The gold threshold can be achieved
by performing the counterfactual experiment [178]]: For each concept Z7, create k training datasets

{D{, D%, . ,Di, ... }, and train a model /\/lff on each dataset Di. Once we find a model, Mff which is able
to generate images where the concept Z/ is recognizable, but /\/li_1 cannot, we deem k as the imitation
threshold for that concept. || However, due to the high costs of training even one text-to-image model [I2]],
this approach is impractical. Note that the background (contextual) dataset also has to be varied, as it might
have concepts that can influence the imitation threshold of the concept of interest. This would add additional

cost to the already impractical cost of training a model with varying counts of the concept of interest.

MIMETIC? Instead, we propose a tractable approach that efficiently estimates the imitation threshold
while relying on certain assumptions (discussed at the end of this section). The key idea is to use observa-
tional data instead of training multiple models with a different number of images of a concept. This idea is
a common approach to answer causal questions, when performing interventions is expensive, or unethical,
inter alia, [[178l [141} [156]. Concretely, we collect several concepts from the same domain (e.g., art styles)
with varying image counts in the training dataset D of a pretrained model M. Then, we identify the count
where the model M starts imitating concepts, and deem this count to be the imitation threshold for that

domain. Note that this threshold is domain-specific and not concept-specific, where a domain is defined

"Prompts p are usually different from the training data captions, y.
?In an ideal world, we can train O(log(k)) models, with an estimated cost of $10M if & = 100, 000 (see Section .
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as the abstract set that contains the specific concept we want to measure the imitation threshold for, e.g., if
the concept refers to Van Gogh’s art style, then its domain would be art styles. Therefore, in this setup,
MIMETIC? can estimate the imitation threshold for the domain of art styles, but it cannot estimate

it for Van Gogh’s art style specifically.

Assumptions To estimate the imitation threshold using observational data, we make three assumptions.
These are standard assumptions in the field, which are necessary for answering such complex questions.
Crucially, we are able to empirically validate all of our assumptions, and find they hold for our datasets and
models (Section [5.9). First, we assume distributional invariance between the images of all concepts in a
domain. Under this assumption, measuring the imitation score of a concept Z7 for a counterfactual model
M, that is trained with k&’ images of Z7 is equivalent to measuring the imitation score of another concept

7 that currently has k' images in the already trained model M
I'mitation Score(MZ,(Z7)) ~ Imitation Score(M, (Z"))

This assumption allows us to use observational data to estimate the imitation threshold without training
models from scratch.

Second, we assume that there are no confounders between the imitation score and the image count of a
concept, i.e, the imitation score of a concept is not affected by the presence of other concepts in the training
data.

Third, we assume each image of a concept contributes equally to the learning of the concept. We further
discuss these assumptions and provide empirical evidence that they hold for the datasets we experiment with

in section

5.3 Proposed Methodology: MIMETIC?

We illustrate our proposed methodology in Figure[5.2] At a high level, for a specific domain (e.g., human
faces), MIMETIC? estimates the frequency of each concept in the pretraining data (§5.3.1) and estimates
the model’s ability to imitate it (§5.3.2)). We then sort the concepts based on their frequencies, and find the

imitation threshold using a change detection algorithm (§5.3.3).
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Step 1: Estimating Concept Frequency

Bl deteeier Far Training Images with “Billie Eilish” in Captions Filtered images of Billie Eilish

f() => f(%

Billie
Eilish

Frequency

Imitation
Score

“A photorealistic

close-up of 9 | Texth;tz—.]tmage
Billie Eilish” ode

Training Images from Step 1: %

Step 2: Computing Imitation Score

Concept Similarity Score

Figure 5.2: Overview of MIMETIC?’s methodology to estimate the imitation threshold. In Step 1, we
estimate the frequency of each concept (belonging to a domain) in the pretraining data by obtaining the
images that contain the concept of interest. In Step 2, we use the filtered images of each concept (obtained
in Step 1) and compare them to the generated images to measure imitation (using g that receives training
and generated images). We repeat this process for each concept to generate the imitation score graph, and
then determine the imitation threshold with a change detection algorithm.

5.3.1 Computing Concept Frequencies

Challenges Determining a concept’s frequency in a multimodal dataset can be achieved by employing a
high-quality classifier for that concept over every image and counting the number of detected images. How-
ever, given the scale of modern datasets with billions of images, this approach is expensive and prone to

classification errors.

Estimating Concept Frequency

We first make a simplifying assumption that a concept is present only if an image’s caption mentions it. We
empirically test the validity of this assumption and find it to be accurate (Section[5.10). However, this is not
sufficient because concepts often do not appear in the corresponding images, even when they are mentioned
in the captions. For instance, Figure[5.3]showcases images whose captions contain “Mary Lee Pfeiffer”, but
such images do not always include her. On average, in our experiments, we find that concepts occur only in

60% of the images whose caption mentions the concept.
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To address this problem, we start by retrieving all images whose caption mentions the concept of interest and
then further filter out the images that do not contain the concept, as detected by a classifier (we build a classi-
fier that indicates the presence of a particular concept in the image). We retrieve these images using WIMBD
[72]], a search tool based on a reverse index that efficiently finds documents (captions) in a dataset containing
the search query (concept). To build a classifier for each concept, we construct a set of high quality reference
images. For example, a set of images with only the face of a single person (e.g., Brad Pitt). We collect these
images automatically using a search engine (we use images from a search engine because several of the con-
cepts in our experiments have a low number of images that cannot be used to build a classifier), followed by a
manual verification to vet the images (see Section[5.11]for details). These images are used as gold reference

for automatic detection of these concepts in the images. We collect up to ten reference images per concept.

To classify whether a candidate image contains the

concept of interest or not, we embed the candidate

image and the concept’s reference images using an

Figure 5.3: LAION captions that mention ‘Mary Lee
Pfeiffer’, the mother of Tom Cruise. She is not always
the similarity between the embeddings. If the sim- present in the images (the rightmost image).

image encoder (discussed in §5.3.2) and measure

ilarity between a candidate image and any of the

reference images is above some threshold, we consider that candidate image to contain the concept of in-
terest. This threshold is established by measuring the similarity between images of the same concepts and
images of different concepts, which maximizes the true positives and minimizes false positives. We provide

additional details on determining the thresholds per domain in Sections[5.12]and [5.13]

Finally, we run the classifier on all candidate images whose caption mentions the concept, and take those that
are classified as positive. For each concept, we retrieve up to 100K candidate images from the pretraining
dataset. We use the ratio of positive predictions to the total number of retrieved candidate images, multiply
it by the total caption count of a concept in the dataset, and use that as the concept’s frequency estimate.
For concepts with fewer than 100K candidate images, we count the number of images that are positively
classified. Note that some URLs from the pretraining datasets we use are dead, a common phenomenon

for URL-based datasets (“link rot” [26} [133]). On average, we successfully retrieved 74% of the candidate
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images.

5.3.2 Computing the Imitation Score

Challenges Computing the imitation score entails determining how similar a concept is in a generated image
compared to its source images from the training data. Several approaches were proposed to accomplish
this task, such as FID and CLIPScore [201} 104} (199, 103, [180]. To measure similarity, these approaches
compute the similarity between the distributions of the embeddings of the generated and training images of
a concept. The embeddings are obtained using image embedders like the Inception model in the case of FID
and CLIP in the case of CLIPScore. These image embedders often perform reasonably well in measuring
similarity between images of common objects, which constitutes most of their training data. However, they
cannot reliably measure the similarity between two very similar concepts like the faces of two individuals or
the art style of two artists [225, 1103} 6L |114]. Therefore, MIMETIC? uses domain-specific image embedders
to measure similarity between two concepts from that domain.

We embed the generated and real images of concepts using these embedders and use similarity to measure
a continuous imitation score. To establish a threshold, we use a change detection algorithm (described next;
§5.3.3). Atahigh level, given a sequence of imitation scores, the algorithm finds the threshold on the scores
above which the score is considered a (binarized) imitation of the said concept. As we are interested in
finding a (binary) threshold, we binarize the score, which we find to correspond to the human perception
imitation of a concept. To verify the validity of the binarized scores, we conduct human subject experiments
and find a high correlation between human perception of imitation and the binarized threshold (Section5.5).

We leave to future work the investigation of the continuous imitation score beyond the threshold.

Estimating Imitation Score We use a face embedding model [58]] for measuring face similarity and an
art style embedding model [225]] for measuring art style similarity. We find that even the specific choice of
these models is crucial; for instance, in early experiments, we used Facenet [203]], and observe it struggles to
distinguish between individuals of certain demographics, causing drastic differences in the imitation scores
between demographics. We provide more details on these early experiments in Section and show that
our final choice of embedding models works well on different demographics.

To measure the imitation score, we embed the generated images and filtered training images of a concept

87



(obtained in using the domain-specific image embedder, and report the imitation score as the average
imitation between all generated and top-10 most similar training images (cosine similarity between embed-
dings of generated and training images). To ensure that the automatic measure of similarity correlates with
human perception, we also conduct experiments with human subjects and measure the correlation between
the similarities obtained automatically and in the human subject experiments. We find this correlation to
be high for both domains we experiment with (§5.5). We also do human subject experiments to verify the

correctness of the binarized threshold and find this correlation to be high as well (§5.5).

5.3.3 Detecting the Imitation Threshold

After computing the frequencies and the imitation scores for each concept, we sort them in ascending order
of their image frequencies. This generates a sequence of points, each of which is a pair of image frequency
and the imitation score of a concept. We apply a standard change detection algorithm, PELT [127], to find
the image frequency where the imitation score significantly changes. Change detection is a classic statistical
approach to find the points where the mean value of a sequence (e.g., stock value or network traffic) changes
significantly. We choose PELT because of its linear time complexity in computing the change point [242].
We choose the first change point as the imitation threshold (see Section [5.13] for details about all change
points). The application of change detection assumes that increasing the image counts beyond a certain
threshold leads to a large jump in the imitation scores, and we find this assumption to be accurate in our
experiments (Figure [5.5a)).

To obtain error bounds for our thresholds, we perform a permutation test by sampling a subset of concepts
per domain and dataset, and compute the threshold for the sampled set. We repeat this 1,000 times and

report the mean and standard error of the thresholds.

5.4 Experimental Setup

Text-to-image Models and Training Data We use Stable Diffusion (SD) as the text-to-image model [193].
We use them because both the models and their training datasets are open-sourced. Specifically, we use

SD1.1 and SDI1.5 that were trained on LAION2B-en, a 2.3 billion image-caption pairs dataset, filtered to

88



Table 5.1: Domains, datasets, pretraining data, and models we use.

Domain Dataset Pretraining Data Model
Human Faces €& Celebrities, Politicians LAION400M LDM

Human Faces & Celebrities, Politicians LAION2B-en SD1.1, SD1.5
Human Faces & Celebrities, Politicians LAIONS5B SD2.1

Art Style [E] Classical, Modern LAION400M LDM

Art Style [&] Classical, Modern LAION2B-en SD1.1,SD1.5
Art Style [E Classical, Modern LAIONS5B SD2.1

Table 5.2: Prompts used to generate images of human faces and art styles.

Human faces Art style [&

A photorealistic close-up photograph of X
High-resolution close-up image of X
Close-up headshot of X

X’s facial close-up

X’s face portrait

A painting in the style of X

An artwork in the style of X

A sketch in the style of X

A fine art piece in the style of X
An illustration in the style of X

Samara Joy James Garner

Jillie Mack Stephen King Johnny Depp

Figure 5.4: Examples of real celebrity images (top) and generated images from a text-to-image model
(bottom) with increasing image counts from left to right (3, 273, 3K, 10K, and 90K, respectively). The
prompt is “a photorealistic close-up image of {name}”.

contain only English captions, and we use SD2.1 that was trained on LAION-5B, a 5.85 billion image-text
pairs dataset that includes captions in any language [205]. Finally, we also use a latent diffusion model

(LDM) trained on LAION-400M [204]], a 400M image-text pairs dataset.

Domains and Concepts We experiment with two domains — art styles [El and human faces & that are
highly important for privacy and copyright considerations of text-to-image models. Figures [5.1] and [5.4]
show examples of real and generated images of art styles and human faces. We collect two sets of concepts
for each domain. For art styles, we collect classical and modern art styles, and for human faces, we collect

celebrities and politicians. It is important to note that each artist’s style and each human face is considered
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Table 5.3: The mean and std. error of the imitation thresholds for the models and domains we experiment
with.

Human Faces & Art Style [&]

Pretraining Model Celebrities Politicians Classical Modern
LAION-400M LDM 626 + 3 449 +2 416 +3 412+2

SDI1.1 399 £3 284 +£3 3042 208 £ 1
SD1.5 3711 £ 1 302+ 4 302+£2  212+1

LAION-5B SD2.1 6175 385+£5 3304 292+£3

LAION2B-en

a separate concept. Although in the real world, the art style of some artists might be similar, the classifier
model we use to measure imitation is trained well to distinguish between art styles from different artists
[225]. These sets we experiment with are independent (i.e., have no common concept) and are therefore
useful to test the robustness of the thresholds (§5.5). Each set has 400 concepts that cover a wide frequency
range in the pretraining datasets. Table[5.1|summarizes the domains, sets used for each domain, the models,
and their pretraining datasets we experiment with.

Image Generation We generate images for each domain by prompting models with five prompts (Table[5.2).
We design domain-specific prompts that encourage the desired concept to occupy a large part of the gen-
erated image, which simplifies the imitation score measurement. We also ensure that these prompts are
distinct from the captions used in the pretraining dataset to minimize direct reproduction of training images
(as noted by [224]). We generate 200 images per concept using different random seeds for each prompt, a

total of 1,000 images per concept.

5.5 Results: The Imitation Threshold

We use MIMETIC? to estimate the imitation threshold for each model-data pair, and present the results
in Table [5.3] The imitation thresholds for SD1.1 on celebrities and politicians are 399 + 85 and 284 +
87 respectively, and 304 £ 56 and 208 + 26 for classical and modern art styles, respectively. Note that
these results hold in the context of the training dataset used to train the text-to-image models we experiment
with (LAION-2B). Interestingly, SD1.1 and SD1.5 have almost identical thresholds across the four datasets.
Notably, both SD1.1 and SD1.5 are trained on LAION2B-en. The imitation thresholds for SD2.1, which
is trained on LAION-5B (a superset of LAION-2B), are higher than the thresholds for SD1.1 and SD1.5.
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We hypothesize that the difference in performance of SD2.1 and SD1.5 is due to the difference in their text
encoders (note: differences in performance between SD1.5 and SD2.1 were also reported by several users
on online forums [170]). Finally, the thresholds for all four datasets are slightly higher for the LDM model
compared to all the SD models. We hypothesize that this might happen due to the smaller training data size

of 400M pairs, and leave further investigation for future work.

We also present the plots of the imitation scores as a function of the image frequencies of the concepts for
the four datasets. Figures [5.5a) and [5.5b] show the imitation graphs of celebrities and classical art styles,
respectively, for SD1.1. In Figure[5.5a] we observe that the imitation scores for individuals with low image
frequencies are close to 0 (left side), and increase as the image frequencies increase (towards the right
side). The highest similarity occurs for individuals in the rightmost region of the plot. We also observe
a low variance in the imitation scores across prompts for the same concept (the mean of the variance is
0.0003 with a standard deviation of 0.0005 across concepts), and note that this variance is independent of
the concept frequencies — indicating that the performance of the face embedding model does not depend on
the popularity of the individual. Similarly, in Figure [5.5b] we observe that imitation scores for art styles
with low image frequencies are low (close to 0.2 on the left side), and increase as the image frequencies
increase (towards the right side). The highest similarity occurs for the artists in the rightmost region of the
plot. We also notice a low variance across the generation prompts, and the variance does not depend on the
popularity of the artist (the mean of the variance is 0.003 with a standard deviation of 0.003). We showcase

the imitation graphs for all other models in Section which follow similar trends.

Human Perception Evaluation To determine if the automatic measure of similarity between generated
and training images matches human perception, we conduct experiments with human subjects. We ask
participants to rate generated images on the Likert scale [148]] of 1-5 based on their similarity to real images
of celebrities. To avoid any confirmation bias, the participants were not informed of the research objective

of this work.

For human face imitation, we conduct this study with 15 participants who were asked to rate 100 (randomly
selected) generated images for a set of 40 celebrities on a scale of 1-5. To determine the accuracy of the
imitation threshold estimated by MIMETIC?, we randomly select the celebrities such that half of them have

image frequencies below the threshold and the other half above it. We measure the Spearman’s correlation
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(b) Art Style Imitation. The imitation threshold is detected at 304 &= 56 images.
Figure 5.5: Human Face and Art Style imitation graphs for SD1.1 using the Celebrities and Classical art
style sets. The x-axis is the image frequencies, and the y-axis is the imitation score averaged over the five
prompts. Concepts with zero image frequencies are shaded in light gray. We show the mean imitation score
and its variance over the five image generation prompts for each concept. The red vertical line indicates the
imitation threshold found by the change detection algorithm, and the horizontal green line represents the
average imitation scores before and after the threshold.

[283] between the imitation scores computed by the model and the ratings provided by the participants.
Due to the variance in perception, we normalize the ratings for each participant. The Spearman correla-
tion between the similarity scores provided by participants and the imitation scores is 0.85, signifying a
high-quality imitation estimator. We also measure the agreement between the imitation threshold that
MIMETIC? estimates and the threshold that humans perceive. For this purpose, we convert the human rat-
ings to binary values and treat them as the ground truth (any rating of 3 or higher is treated as 1, and ratings
less than 3 are treated as 0, indicating successful and unsuccessful imitation, respectively). MIMETIC?
predictions are also binarized; any celebrity with frequency higher than the imitation threshold is treated as
1, otherwise 0. To measure the agreement, we compute the element-wise dot product between these two sets.
We find the agreement to be 82.5%, signifying a high degree of agreement for MIMETIC?’s automatically

computed threshold.

For art style imitation, we conduct this study with an art expert due to the complexity of detecting art styles.
The participant was asked to rate five generated images for 20 art styles, half of which were below the

imitation threshold and the other half, above the threshold. We find the Spearman correlation between the
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two quantities to be 0.91 — demonstrating that our imitation scores are highly correlated with an artist’s
perception of style similarity. Similar to the previous case, we measure the agreement of the imitation
threshold, which we find to be 95% — signifying a high degree of agreement for MIMETIC?’s computed
threshold.

Evaluation of the Imitation Thresholds Evaluating the accuracy of the real imitation thresholds is expen-
sive, as it requires conducting the counterfactual experiment described in Section (training O(logm)
models with different numbers of images of each concept). To make the evaluation tractable, we finetune
a pretrained text-to-image model with concepts that the model has not seen during pretraining and find the
number of images required for the model to imitate them. We find that all the concepts require about 250
images for imitation when the models are finetuned on them (further details in Section [5.14)), which is very
close to the imitation threshold MIMETIC? finds for this pretrained model without finetuning (234 images).

Based on these results, we conclude that the imitation thresholds estimated by MIMETIC? are accurate.

5.5.1 Discussion

Overall, we observe that the imitation thresholds are similar across the different image generation prompts,
but are domain and model-dependent. Importantly, the thresholds computed by MIMETIC? have a high
degree of agreement with human subjects and are supported by the finetuning experiments.

We find that celebrities have a higher imitation threshold than politicians for all models. We hypothesize this
happens due to inherent differences in the data distribution between these two sets, which makes it harder to
learn the concept of celebrities than politicians. To test this hypothesis, we compute the average number of
training images that have a single person for concepts with less than 1,000 images. We find that politicians
have about twice the number of single-person images compared to celebrities. As such, images that have a
single person make imitation easier for the model (the model can easily associate the face with the name in
the caption), thus lowering the imitation threshold for politicians.

We also note the presence of several outliers in both plots, which can be categorized into two types: (1)
concepts whose image frequencies are lower than the imitation threshold, but their imitation scores are
considerably high; and (2) concepts whose image frequencies are higher than the imitation threshold, but

their imitation scores are low. From a privacy perspective, the first kind of outliers is more concerning
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(a) Outlier Kind 1. Thandiwe Newton is also aliased (b) Outlier Kind 2. Most of the images whose captions

as Thandie Newton. Since MIMETIC? only collects mention Cacee Cobb have multiple people in them;
images whose caption mentions Thandiwe Newton, this only 6 images have her as the only person, leading to
leads to an underestimation of image counts. a low imitation score in generated images.

Figure 5.6: Examples of the two kinds of outliers. The top and bottom rows show the real and SD1.1
generated images, respectively. Images were generated using the prompt: “a photorealistic close-up image
of name.”

than the second ones, since the imitation threshold should act as a privacy threshold. When used as a
privacy guideline, it is less worrisome if a concept with a concept frequency higher than the threshold is
not imitated by the model (false positive), but it would be a privacy violation if a model can imitate a
concept with frequency lower than the threshold (false negative). Upon further analysis, we find that for
all of the false negative outliers (with the privacy concern), the concepts’ true frequencies are much higher
than our estimates. This happens primarily due to naming aliases (a person known by multiple names) that
MIMETIC? does not account for — thereby alleviating the privacy violation concerns (see for a detailed
analysis of such outliers).

Finally, we notice that the range of the imitation scores of different domains have different y-axis scales.
This is due to the difference in embedding models used in both cases. The face embedding model can
distinguish between two faces much better than the art style model can distinguish between two styles (see
Sections [5.12]and [5.13)), and therefore the scores for the concepts on the left side of the imitation threshold
are around O for face imitation and 0.2 for style imitation. However, the absolute values on the y-axis do
not matter for estimating the imitation threshold as long as the trend is similar, which is the case for both

domains.

5.6 Analysis: Investigating Outliers

The imitation score plots in the previous section, while showcasing a clear trend, have several outliers. In

this section, we analyze such outliers and present examples in Figure [5.6]
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Low Image Counts and High Imitation Scores Figure [5.6a] shows an example of such a case: Thandiwe
Newton’s image count is 172 in LAION2B-en, lower than the imitation threshold for celebrities: 364. How-
ever, her imitation score of 0.26 is much higher than those of neighboring celebrities with similar image
counts (with scores of 0.01 and 0.04). Further investigation reveals that Thandiwe Newton is also known as
Thandie Newton. Since this alias may also be used to describe her in captions, we underestimate her image
counts. We repeat the process for estimating the image counts with the new alias, and find that Thandie New-
ton appears in 12,177 images, bringing the cumulative image count to 12,349, which significantly surpasses
the established imitation threshold. The two aliases, whose total image count is considerably higher than the
imitation threshold, differ by only a single letter and are similarly represented by the model’s text encoder
(cosine similarity of 0.96), which explains the high imitation score. We find that most of the celebrities who
had a high imitation score while having a low concept frequency are also known by other names, which
leads to underestimating their image counts. For example, Belle Delphine (394 images) also goes by Mary
Belle (310 images), for a total of 704, and DJ Kool Herc (492 images) also goes by Kool Herc (269 images),
for a total of 761. The aliases explanation also explains the outliers in art style imitation. For instance, artist

Gustav Adolf Mossa (19 images) also goes by just Mossa (15,850 images).

High Image Counts and Low Imitation Scores Several celebrities have higher image counts than the
imitation threshold, but low imitation scores. Unlike the previous case, we were unable to find a common
cause that explains all these outliers. However, we find explanations for specific cases. For example, a
staggering proportion of the training images for such celebrities have multiple people in them (20% of the
outliers of this kind could be explained with this phenomenon). Out of the 706 total images of Cacee Cobb,
only 6 images have her as the only person in the image (see Figure[5.6b). Similarly, out of 1,296 total images
of Sofia Hellgvist, only 67 images have her as the only person, and out of the 472 total images of Charli
D’ Amelio, only 82 images have her as the only person. We hypothesize that having multiple concepts in
an image impedes the proper mapping of the concept’s text embedding to its image embedding, which can

explain the low imitation score for these concepts. We leave examining this to future work.
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5.7 Discussion and Limitations

In this work, we attribute the imitation of a concept by a model to its frequency in the training data. However,
several other factors like image resolution, image diversity, alignment between images and their captions,
etc., may affect imitation. Our work is the first to tackle such an important question, and as such, we tackle
one of the more salient features that contributes to imitation - the concept’s frequency in the training data. In
the future, we plan to incorporate other features to improve the accuracy of the imitation threshold. While
we hope our work could be used for copyright and privacy claims, our results should be put in the context
of the assumptions we make (which we find to empirically hold). Note that MIMETIC? finds the imitation
threshold for the pretraining regime. Different training regimes (such as finetuning on additional data, for
multiple epochs) may also affect the imitation threshold, and we hope to investigate such scenarios in future

work.

5.8 Conclusions

Text-to-image models can imitate concepts from their training images [223, 28}, 224]] This behavior is crucial
for learning, but it can also be concerning when such training datasets include copyrighted and private
images. Imitating such images would be grounds for violation of copyright and privacy laws. In this work,
we seek to find the number of instances of a concept that a text-to-image model has to be trained on in order
to imitate it — the imitation threshold. We posit this as a new problem and propose an efficient method,
MIMETIC?, for estimating such a threshold. Our method uses pretrained models to estimate this threshold
for human faces and art styles imitation using four text-to-image models trained on three different pretraining
datasets. We find the imitation threshold of these models to be in the range of 200-700 images, depending
on the setup. By estimating the imitation threshold, we provide insights on successful concept imitation
based on their training frequencies. Our results have striking implications for both the text-to-image models
users and developers. These thresholds can inform text-to-image model developers what concepts are at
risk of being imitated, and on the other hand, serve as a basis for copyright and privacy complaints. Finally,

MIMETIC? also provides insights into the generalization capabilities of text-to-image models.
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5.9 Verification of the Assumptions

We empirically test the validity of the three assumptions we make in Section [5.2] and find they all hold
in practice. To test the invariance assumption, we calculate the imitation scores difference of all concept
pairs, whose image counts differ by less than 10 images, for all concepts. We find that the imitation scores
difference for such pairs, on average, is 0.003 (averaged across such pairs and averaged across our datasets)
(Section [5.9.1)), attesting to the fact that this assumption is not egregious for the dataset and concepts we
experiment with. Testing the lack of confounders between imitation score and image count, we finetune a
text-to-image model on images of concepts that the model has not seen during pretraining (e.g., politicians
that became popular after the training data of the model was curated), and measure the imitation threshold
for these concepts Section [5.9.2] We argue that if the thresholds found in the finetuning experiment and
by MIMETIC? are close, then the assumption about lack of confounders is valid (assuming there is no
other confounder affecting all these concepts). We indeed find that the imitation thresholds found in the
finetuning experiment are very close to the thresholds found by MIMETIC? without finetuning the model
(£6%), attesting to the validity of this assumption (Section [5.5)). Lastly, we test the assumption that each
image of a concept contributes equally to the learning of a concept. We finetune a text-to-image model
with a set of randomly sampled images of a concept multiple times. We report the variance in the imitation
scores across these finetuning experiments and find the imitation scores variance to be small (+£0.2% of the
imitation score), validating this assumption (see more details in Section[5.9.3)).

To summarize, we empirically verify all the assumptions we make in this work, and find them to hold in

practice.

5.9.1 Validity of the invariance assumption

Table 5.4: Average difference in the imitation scores for concepts whose image counts differ by less than
10. The difference in the imitation scores is close to 0, empirically validating the distribution invariance
assumption.

Domain Dataset Avg. difference in imitation score Relative to Avg. Score
Human Faces & Celebrities 0.0007 0.28%
Human Faces &) Politicians 0.0023 0.7%

Art Style [&] Classical Art Style -0.0088 2.2%
Art Style [&] Modern Art Style -0.0013 0.26%
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In this section, we empirically test the statistical validity of the assumptions we make in Section[5.2] The first
assumption states that there is a distributional invariance across concepts. If this is true, then the imitation
scores of two concepts (from the same domain) whose image counts are similar should also be similar to
each other. To test whether this is empirically true for the domains we experiment with, we measure the
difference in the imitation scores for concepts whose image counts differ by less than 10 images and report
the difference averaged over all such pairs. Table [5.4] shows that the average difference in the imitation
scores for all the pairs, for all the datasets we experiment with, is very close to 0. This provides empirical

validation of the distribution invariance assumption.

5.9.2 Validity of the assumption about absence of confounders

To test the absence of a confounder, we conduct a finetuning experiment in which we finetuned a pre-trained
text-to-image model (SD1.4) on images of concepts the model has not seen during pretraining. We do this
by finding politicians who recently got popular, after the SD1.4 model was open-sourced. We finetune
SD1.4 on an increasing number of images of these politicians, starting with 50 images (much below the
imitation threshold found in the non-finetuning setup) and going up to 800 images (above the imitation
threshold found in the non-finetuning setup). During the finetuning process, the images of the concepts
were mixed with another 10,000 images taken randomly from the LAION-2B-en dataset. This was done
in order to ensure that our finetuning setup closely resembles the original training setup of SD1.4, where
images of a concept would be naturally interspersed with other images in the dataset. We finetune on
the full dataset of 10,000 images for 1 epoch with a learning rate of 5e — 5. We use the following con-
cepts in this experiment: Averie Bishop, Sophie Wilde, Javier Milei, Hashim Safi
al-Din, Shyam Rangeela, Akshata Murty, Hana-Rawhiti Maipi-Clarke, Sébastien
Lecornu, Vivek Ramaswamy, Raghav Chaddha.

For the SD1.4, the imitation threshold for the non-finetuning setup is found to be at 234 images (Figure[5.34))
and the average imitation scores for the politicians on the right-hand side of the threshold are 0.26. We report
the results in Table which shows that the imitation score remains lower than 0.26 when 50, 100, 150,
or 200 images are used to finetune the model. The imitation score reaches this value of 0.26, only when

finetuned with 250 or more images. This imitation threshold of 250 in the finetuning experiment is very
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close to the imitation threshold MIMETIC? finds for SD1.4 without requiring to finetune the model (234
as shown in Figure [5.34)).

Note that since in this experiment we are directly intervening on the image count of each concept, there
is no effect of any confounder whatsoever, even if they were originally present. And the closeness of the
imitation threshold in the finetuning and the non-finetuning setup alludes to the absence of confounders, thus
validating our assumption. Note that this finetuning experiment is also the optimal experiment for finding
the imitation threshold, which we described in Section[5.2] Based on these results, we can also claim that
imitation thresholds MIMETIC? find are close to the ground-truth thresholds that the optimal experiment

would find.

Table 5.5: The imitation scores of the concepts as a text-to-image model, SD1.4, is finetuned on an in-
creasing number of images of a concept that it has not seen during pretraining. We report imitation scores
averaged over 10 such concepts (politicians). We notice that the imitation scores have values 0.26 or greater
when the model is finetuned on 250 or more images of a politician. Critically, this is the average imitation
score for politicians on the right-hand side of the imitation threshold in Figure [5.34] (which is the imitation
of politicians for SD1.4), indicating that 250 images or more are required for imitation in this experiment.

# Finetuning Images Imitation Score After Finetuning (Avg. over 10 politicians)

50 0.07
100 0.16
150 0.19
200 021
250 0.26
300 0.27
400 0.29
500 0.31
600 0.32
700 036
800 0.34

5.9.3 Validity of the assumption about equal image contribution

We conduct another finetuning experiment to test the validity of our third assumption (which assumes that all
images of a concept contribute equally) to its learning. In this experiment, we finetune a pre-trained SD1.4
model on images of concepts that the model has not seen during pre-training (these are the same concepts

we used for the finetuning experiment in Section [5.9.2)). Specifically, in this experiment, we sample 400

99



Table 5.6: Mean and std. deviation of the imitation scores when we finetuned a pre-trained SD1.4 model
on 400 images of five concepts. We sample the images used for finetuning from a pool of images of these
concepts. We repeat this process 20 times, and measure the mean and std. deviation in the imitation scores.
The low std. deviation in the imitation scores indicates that most images contribute equally to the learning
of the concept, thus validating our assumption.

Concept Mean of Imitation Scores  Std. Deviation of Imitation Scores
Javier Milei 0.36 0.02
Hashim Safi al-Din 0.38 0.03
Shyam Rangeela 0.31 0.03
Akshata Murty 0.30 0.03
Hana-Rawhiti Maipi-Clarke 0.30 0.02

images of these politicians from a random pool of images 20 times, and finetune an SD1.4 model with each
of the sampled sets of images. For each of the 20 finetuned models, we then measure the imitation scores
for these concepts and report the mean and standard deviation in the scores. Table [5.6 shows these values,
and the low standard deviation in the imitation scores indicates that most images contribute equally to the

learning of the concept, thus validating our assumption for the models and the dataset we experiment with.

5.10 Caption Occurrence Assumption

For estimating the concept’s counts in the pretraining dataset, we make a simplifying assumption: a concept
can be present in the image only if it is mentioned in a paired caption. While this assumption isn’t true in
general, we show that for the domains and dataset we experiment with, it mostly holds in practice.

For this purpose, we download 100K random images from LAION2B-en, and run the face detection (used
in Section [5.3)) on all images, and count the faces of the ten most popular celebrities in our sampled set of
celebrities. Out of the 100K random images, about 57K contain faces. For each celebrity, we compute the
similarity between all the faces in the downloaded images and the faces in the reference images of these
celebrities. If the similarity is above the threshold of 0.46, we consider that face to belong to the celebrity
(this threshold is determined in Section [5.12] to distinguish if two images are of the same person or not).
Table shows the number of faces we found for each celebrity in the 100K random LAION images. We
also show the face counts among these images whose captions mention the celebrity. We find that 1) the

highest frequency an individual appears in an image without their name mentioned in the caption is 51
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Table 5.7: We estimate the percentage of the images that our approach misses due to the assumption that a
concept only occurs if it is mentioned in the caption. The small percentage of the images we miss (rightmost
column) shows that our assumption of counting the images where a concept is mentioned in the caption is
empirically reasonable.

Celebrity Face Countin  Face Count in Images Missed
100K images with Caption Mention Images (%)
Floyd Mayweather 1 0 0.001%
Oprah Winfrey 2 0 0.002%
Ronald Reagan 6 3 0.003%
Ben Affleck 0 0 0.0%
Anne Hathaway 0 0 0.0%
Stephen King 0 0 0.0%
Johnny Depp 9 1 0.008%
Abraham Lincoln 52 1 0.051%
Kate Middleton 34 1 0.033%
Donald Trump 16 0 0.016%

(Abraham Lincoln is mentioned once in the caption and he appears a total of 52 times), and 2) the highest
percentage of image frequency that we miss is 0.051%, and 3) most of the other miss rates are much smaller
(close to 0). Such low miss rates demonstrate that our assumption of counting images when a concept is
mentioned in the caption is empirically reasonable.

We also note that this assumption would fail if we were computing image frequencies for concepts that are

so widely common that one would not even mention them in a caption, for example, phone, shoes, or trees.

5.11 Collection of Reference Images

5.11.1 Collection of Reference Images for Human Faces Domain

The goal of collecting reference images is to use them to filter the images of the pretraining dataset. These
images are treated as the gold standard reference images of a person, and images collected from the pre-
training dataset are compared to these images. If the similarity is higher than a threshold, then that image
is considered to belong to that person (see Section [5.3] for details). We describe an automatic manner of
collecting the reference images. The high level idea is to collect the images from Google Search and auto-
matically select a subset of those images that are of the same concept (same person’s face or same artist’s

art). Since this is a crucial part of the overall algorithm, we manually vet the reference images for all the
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concepts to ensure that they all contain the same concept.

Collection of Reference Images for Human Face Imitation: We collect reference images for celebrities

and politicians using a three step process (also shown in Algorithm 3)):

1. Candidate set: First, we retrieved the first hundred images by searching for a person’s name on Google
Images. We used SerpAPI [211]] as a wrapper perform the searches.

2. Selecting from the candidate set: Images retrieved from the internet are noisy and might not contain

the person we are looking for. Therefore, we filter images that contain the person from the candidate set
of images. For this purpose, we use a face recognition model. We embed all the faces in the retrieved
images using a face embedding model and measure the cosine similarity between each one of them. The
goal is to search for a set of faces that belong to the same person and therefore will have a high cosine
similarity to each other.
One strategy is for the faces to form a graph where the vertices are the face embeddings and the edges
connecting two embeddings have a weight equal to the cosine similarity between them, and we select a
dense k-subgraph [[134]] from this graph. Selecting such a subgraph means finding a mutually homoge-
neous subset. We can find the vertices of this dense k-subgraph by cardinality-constrained submodular
function minimization [16,|166] on a facility location function [[16]. We run this minimization and select
a subset of images (at least of size ten) that has the highest average cosine similarity between each pair
of images.

3. Manual verification: Selecting the faces with the highest average similarity is not enough. This is
because in many cases the largest set of faces in the candidate set is not of the person we look for, but
for someone closely associated with them, in which case, the selected images are of the other person.
For example, all the selected faces for Miguel Bezos were actually of Jeff Bezos. Therefore, we manually
verify all the selected faces for each person. In the situation where the selected faces are wrong, we
manually collect the images for them, for example, for Miguel Bezos. We collect at least 5 reference

images for all celebrities.

Collection of Reference Images for Art Styles We collect reference images for each artist (each artist is
assumed to have a distinct art style) from Wikiart, the online encyclopedia for artworks. Since the artworks

of each artist were meticulously collected and vetted by the artist community, we consider all the images
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ALGORITHM 3: Collection of Reference Images for Human Face Imitation

Input: Person’s name P
Output: Verified Set of Images of P

1mages <— SerpAPI(P) ; > Retrieve initial image set using SerpAPI

candidateSet < Submodular_Minimization(images) ; > Select candidate set using submodular
minimization

verifiedSet < manualVerification(candidateSet) ; > Manually verify the candidate set

collected from Wikiart as the reference art images for that artist.

5.12 Implementation Details of MIMETIC? for Human Face Imitation

5.12.1 Filtering of Training Images

Images whose captions mention the concept of interest often do not contain it (as shown with Mary-Lee
Pfeiffer in Figure[5.3)). As such, we filter images where the concept does not appear in the image, which we

detect using a dedicated classifier. In what follows, we describe the filtering mechanism.

Collecting Reference Images:

We collect reference images for each person using SerpAPI as described in Section[5.11} These images are
the gold standard images that we manually vet to ensure that they contain the target person of interest (see
Section [5.11] for the details). We use the reference images to filter out the images in the pretraining dataset
that are not of this person. Concretely, for each person, we use a face embedding model [57]] to measure the
similarity between the faces in the reference images and the faces in the images from the pretraining datasets
whose captions mention this person. If the similarity of a face in the pretraining images to any of the faces in
the reference images is above a certain threshold, that face is considered to belong to the person of interest.
We determine this threshold to distinguish faces of the same person from faces of different persons in the
next paragraph. Note that this procedure already filter outs any image that does not contain a face, because

the face embedding model would only embed an image if it detects a face in that image.

Determining Filtering Threshold: The next step is to determine the threshold for which we consider two
faces to belong to the same person. For this purpose, we measure the similarity between pairs of faces of the
same person and the similarity between pairs of faces of different persons. Since the reference images for

each person are manually vetted to be correct, we use these images for this procedure. We plot the histogram
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Figure 5.7: Average cosine similarity between the faces of the same people (blue colored) and of the faces
of different people (red colored), measured across the reference images of the celebrities.

of the average similarity between the faces of the same person (blue colored) and the similarity between faces
of different persons (red colored) in Figure[5.7} We see that the two histograms are well separated, with the
lowest similarity value between the faces of the same person being 0.56 and the highest similarity value
between the faces of different persons being 0.36. Therefore, any threshold value between 0.36 and 0.56
can separate two faces of the same person from the faces of different people. In our experiments, we use
the midpoint threshold of 0.46 (true positive rate (tpr) of 100%; false positive rate (fpr) of 0%) to filter any
face in the pretraining images that does not belong to the person of interest. The filtering process gives us
both the image frequency of a person in the pretraining data and the pretraining images that we compare the

faces in the generated images to measure the imitation score.

5.12.2 Measurement of Imitation Score

To measure the imitation between the training and generated images of a person, we compute the cosine
similarity between the face embeddings of the faces in their generated images and their filtered training

images from the previous step. However, measuring the similarity using all the pretraining images can
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(a) Training images of Samuel L. Jackson that show significant variations in his face (age, hair,
and beard).

(b) Generated images of Samuel L. Jackson that show the model has captured a specific char-
acteristic of his face (middle-aged, bald, with no or little beard).

Figure 5.8: Real and generated images of Samuel L. Jackson.

underestimate the actual imitation. This is because several individuals have significant variations in their
faces in the pretraining images, and the text-to-image model does not capture all these variations. For
example, consider the pretraining images of Samuel L. Jackson in Figure[5.8a] These images have significant
variations in beard, hair, and age. However, when the text-to-image model is prompted to generate images
of Samuel L. Jackson, the generated images in Figure [5.8b] only show a specific facial characteristic of him
(middle-aged, bald, with no or little beard). Since MIMETIC?’s goal is not to measure if a text-to-image
model captures all the variations of a person, we want to reward the model even if it has only captured a
particular characteristic (which it has in this case of Samuel L. Jackson). Therefore, instead of comparing the
similarity of generated images to all the training images, we compare the similarity to only the ten training

images that have the highest cosine similarity to the generated images on average.

5.13 Implementation Details of MIMETIC? for Art Style Imitation

5.13.1 Filtering of Training Images

For art style imitation, we consider each artist to have a unique style. We collect the images from the
pretraining dataset whose captions mention the name of the artist whose art style imitation we want to
measure. Similar to the case of human face imitation, we want to filter out the pretraining images of an

artist that, in reality, were not created by that artist, but their captions mention them. We implement the
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filtering process in two stages. In the first stage, we filter out non-art images in the pretraining dataset (note
that the captions of these images still mention the artist, but the images themselves are not art works) and
in the second stage we filter out art works of other artists (the captions of these images mention the artist
of interest and the image itself is also an art work, but by a different artist). The implementation details for

each stage are as follows:
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(a) Histogram of the cosine similarity of embeddings of (b) Histogram of the cosine similarity of embeddings of
art and non-art images to embeddings of ‘an artwork’ for art and non-art images to embeddings of ‘an artwork’ for
classical artists. modern artists.

Figure 5.9: The first filtering step involves determining the threshold to distinguish between art and non-art
images from the pretraining images, for which we compare the similarity of the image’s embedding to the
embedding of the text “an artwork”.

Filtering Non-Art Images: To filter non-art images from the pretraining dataset, we use a classifier that
separates art images from non-art images. Concretely, we embed the pretraining images using a CLIP
ViT-H/14 [111] image encoder and measure the cosine similarity of the image embeddings and the text
embeddings of the string ‘an artwork’, embedded using the text encoder of the same model. Only when
the similarity between the embeddings is higher than a threshold described below do we consider those
pretraining images as an artwork. To determine this threshold, we choose a similarity score that separates
art images from non-art images. We use the images from the Wikiarts dataset [200] as the (positive) art
images and MS COCO dataset images [149] as the (negative) non-art images. Note that the MS COCO
dataset was collected by photographing everyday objects that art was not part of, making it a valid set of
negative examples of art.

We plot the histogram of cosine similarity of the embeddings of art and non-art images to the text embedding

of ‘an artwork’ (see Figures [5.9a] and [5.95] We observe that the art and non-art images from both the artist
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(a) Images from the MS COCO dataset that were classified as art by the threshold we chose. These images
clearly have paintings in them and therefore, are classified in that category. These images were selected in
MS COCO for different categories like scissors, chair, parking meter, and vase.

(b) Images from the Wikiarts dataset that were classified as non-art by the threshold we chose.
Figure 5.10: Images that are misclassified by our art vs. non-art threshold in Figure

(b) Images from the Wikiarts dataset that were correctly classified as art.

Figure 5.11: Images that are correctly classified by our art vs. non-art threshold in Figure

groups are well separated (although not perfect, Figure[5.10]and Figure[5.11]show examples of misclassified
and correctly classified images from both datasets). We choose the threshold that maximizes the F1 score of
the separation (0.182 for the classical artists and 0.177 for the modern artists).

Filtering Images of Other Art Styles: Similar to the case of human faces, not all art images whose
captions mention an artist were created by that artist. We want to filter out such images. For this purpose,
we collect reference images for each artist (see Section[5.11]for details) and use them to classify the training
images that belong to the artist of interest. Concretely, we measure the similarity between the pretraining
images and the reference images of each artist, and only retain images whose similarity to the reference
images is higher than a threshold.

To determine this threshold, we measure the similarity between pairs of art images of the same artists and

pairs of art images from different artists. We embed the images using an art style embedding model [225]]
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Figure 5.12: The second filtering step involves determining if an artwork whose caption mentions an artist
actually belongs to that artist or not.

and plot the histogram of similarities between art images of the same artist (blue colored) and art images of
different artists (red colored) in Figure[5.12a]for classical artists and Figure [5.12b|for modern artists. We see
that the two histograms are well separated (although not perfect, Figure [5.13|shows paintings by two artists
whose art style is very similar and cannot be distinguished by our threshold). We choose the threshold that
maximizes the F1 score of the separation between these two groups (0.278 for classical artists and 0.288 for
modern artists). The retained images give us both the image counts of each artist and the training images

that we compare to the generated images to measure the imitation score.

5.13.2 Similarity Measurement

We embed all the generated images and the filtered pretraining images using the art style embedding model
and measure the cosine similarity between each pair of generated and pretraining images. Similar to
the case of the human faces, we do not want to underestimate the art style similarity between the generated
and training images by comparing the generated images to all the training images of this artist. Therefore,
we measure the similarity of generated images to the ten training images that are, on average, the most

similar to the generated images.
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(a) Paintings made by Kitagawa Utamaro.

- o

(b) Paintings made by Tsukioka Yoshitoshi
Figure 5.13: Paintings made by Kitagawa Utamaro and Tsukioka Yoshitoshi are very similar, and our
threshold is unable to distinguish between their styles.
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5.14 Evaluation of the Imitation Thresholds

Evaluating the accuracy of the imitation thresholds MIMETIC? finds is a very expensive task; it requires
conducting the optimal experiment described in Section (training O(log m) models with different num-
bers of images of each concept). In order to make the evaluation tractable, we finetune a pretrained text-to-
image model with concepts that the model has not seen during pretraining and find the number of images
required for the model to be able to imitate them. We find that all the concepts require more than 250 im-
ages for imitation when the models are finetuned on them, which is very close to the imitation threshold
MIMETIC? finds for this pretrained model without finetuning its (234 images). Based on these results, we
conclude that the imitation thresholds estimated by MIMETIC? are accurate.

We do this by searching for politicians who became popular after the LAION-2B-en dataset was released
(after 2022) (§5.9.2) and collecting their images from Google Images. We finetune SD1.4 on images of
these politicians, starting with 50 images of a politician (much below the imitation threshold found by
MIMETIC?) and going up to 800 images (above the estimated imitation threshold). We finetune the model
separately for each politician. To mimic the original training setup of the SD models (where images of a
concept are naturally interspersed with other images in the dataset), we mix the politician images with other
images taken randomly from the LAION-2B-en dataset such that for each finetuning experiment the total
number of images added upto 10,000 (9,950 random images mixed with 50 images of the politician, 9,900
random images mixed with 100 images of the politician, and so on for each finetuning experiment). We
finetune on this new dataset for a single epoch with a learning rate of 5e — 5.

We want to find the number of images required for imitation to occur in this setup. Imitation can be estab-
lished either with a human study or an automatic metric that correlates with human perception of imitation.
Since we already conducted a human study and found that our imitation threshold correlates with human
perception, we argue that the automatic imitation score for concepts that are on the right-hand side of the
imitation threshold would also correlate with the human perception of imitation. MIMETIC? estimated
that the imitation score for concepts on the right-hand side of the imitation threshold for face imitation of
politicians for SD1.4 is 0.26 (Figure[5.34). We deem the number of images required to reach this imitation
score as the number of images required for imitation for this finetuning experiment.

We report the results in Table [5.8]
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It shows that the imitation score remains lower than 0.26 when fewer than 200 images are used to finetune
the SD model, and the score reaches 0.26 only when finetuned with 250 or more images of a politician.

Thus, the number of images required to reach the imitation score of 0.26 in the finetuning experiment (250
images) is very close to the imitation threshold MIMETIC? finds for SD1.4 without requiring finetuning
the model (234 images). Based on these results, we conclude that the imitation thresholds estimated by

MIMETIC? are accurate.

Table 5.8: The imitation scores of the concepts as SD1.4 is finetuned on an increasing number of images of
a concept. We report imitation scores averaged over 10 such politicians. We note that the imitation scores
have values 0.26 or greater when the model is finetuned on 250 or more images of a politician. Critically, this
is the average imitation score for politicians on the right-hand side of the imitation threshold in Figure [5.34]
indicating that 250 images or more are required for imitation in this experiment.

# Finetuning Images 50 100 150 200, 250 300 400 500 600 700 800
Avg. Imitation Score 0.07 0.16 0.19 021 0.26 027 029 031 032 036 0.34

5.15 Change Points

Table [5.9] we show all the change points that PELT found for each experiment (Table [5.3| reports the first

change point as the imitation threshold).

5.16 All Results: The Imitation Threshold
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Figure 5.14: Human Face Imitation (Celebrities): Similarity between the training and generated images
for all celebrities. The celebrities with zero image counts are shaded with light gray. We show the mean and
variance over the five generation prompts. The images were generated using LDM. The change point for
human face imitation for celebrities when generating images using LDM is detected at 648 faces.

In this section, we estimate the imitation threshold for human face and art style imitation for three different
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Table 5.9: Imitation Thresholds for human face and art style imitation for the different text-to-image models
and datasets we experiment with. This table shows all the change points that PELT found for each experi-
ment (Table @reports the first change point as the imitation threshold).

Human Faces & Art Style [&]
Pretraining Dataset Model Celebrities Politicians Classical Artists Modern Artists
SD1.1 364 234 112, 391 198
LAION2B-en SDI.5  364,8571 234, 4688 112, 360 198, 4821
LAION-5B SD2.1 527,9650 369, 8666 185, 848 241, 1132
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Figure 5.15: Human Face Imitation (Celebrities): Similarity between the training and generated images
for all celebrities. The celebrities with zero image counts are shaded with light gray. We show the mean and
variance over the five generation prompts. The images were generated using SD1.1. The change point for
human face imitation for celebrities when generating images using SD1.1 is detected at 364 faces.

text-to-image models. Figure [5.14] Figure [5.15] Figure [5.16] and Figure show the image counts of
celebrities on the x-axis (sorted in increasing order of image counts) and the imitation score of their gener-
ated images (averaged over the five image generation prompts) on the y-axis. The images were generated
using LDM, SD1.1, SD1.5, and SD2.1, respectively. Similarly, Figure [5.18] Figure [5.19] Figure [5.20, and

Figure [5.21] show the image counts of the politicians and the imitation score of their generated images, for
LDM, SD1.1, SD1.5, and SD2.1, respectively.

Figure [5.22] Figure [5.23] Figure [5.24] Figure [5.25] show the image counts of classical artists and the simi-
larity between their training and generated images; and Figure [5.26] Figure [5.27] Figure [5.28] Figure [5.29]
show the image counts of modern artists and the similarity between their training and generated images. The

images were generated using LDM, SD1.1, SD1.5, and SD2.1, respectively.

Imitation Threshold Estimation for Human Face Imitation: In Figure we observe that the imita-
tion scores for the individuals with small image counts is close to O (left side), and it increases as the number
of their image counts increases towards the right. The highest similarity is 0.5, and it is for the individuals

in the rightmost region of the plot. The solid line in the plot shows the mean similarity over the five image
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Figure 5.16: Human Face Imitation (Celebrities): similarity between the training and generated images
for all celebrities. We show the mean and variance over the five generation prompts. The images were
generated using SD1.5. The change point for human face imitation for celebrities when generating images
using SD1.5 is detected at 364 faces.
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Figure 5.17: Human Face Imitation (Celebrities): similarity between the training and generated images
for all celebrities. We show the mean and variance over the five generation prompts. The images were
generated using SD2.1. The change point for human face imitation for celebrities when generating images
using SD2.1 is detected at 527 faces.

generation prompts, with the shaded area showing the variance over them. We observe a low variance in the
imitation score among the generation prompts. And we also observe that the variance does not depend on
the image counts, which indicates that the performance of the face recognition model does not depend on
the popularity of the individual. The change detection algorithm finds the change point to be at 364 faces for
human face imitation for celebrities, when using SD1.1 for image generation. Figure shows the sim-
ilarity between the training and generated images when images are generated using SD1.5. Identically to
SD1.1, the change is detected at 364 faces for face imitation when using SD1.5. We also performed ablation
experiments with different face embedding models and justify the choice of our model (see Section [5.17)).
For all the plots, we also analyze the trend by using isotonic regression, which learns non-decreasing linear

regression weights that fit the data best.

Imitation Threshold Estimation for Human Face Imitation (Politicians): Figure [5.19] shows the imi-
tation scores for politicians, which are very similar to the plot obtained for celebrities. We observe a low
variance in the imitation score among the generation prompts. We also observe that the variance does not

depend on the image counts, which indicates that the performance of the face recognition model does not
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Figure 5.18: Human Face Imitation (Politicians): Similarity between the training and generated images
for all politicians. The politicians with zero image counts are shaded with light gray. We show the mean
and variance over the five generation prompts. The images were generated using LDM. The change point
for human face imitation for politicians when generating images using LDM is detected at 309 faces.
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Figure 5.19: Human Face Imitation (Politicians): Similarity between the training and generated images
for all politicians. The politicians with zero image counts are shaded with light gray. We show the mean and
variance over the five generation prompts. The images were generated using SD1.1. The change point for
human face imitation for politicians when generating images using SD1.1 is detected at 234 faces.

depend on the popularity of the individual. The change detection algorithm finds the change point to be
at 234 faces for human face imitation for politicians, when using SD1.1 for image generation. Figure |5.20
shows the similarity between the training and generated images when images are generated using SD1.5.

Similar to SD1.1, the change is detected at 234 faces.

Imitation Threshold Estimation for Art Style Imitation: In Figure we observe that the imitation
scores for artists with low image counts have a baseline value around 0.2 (left side), and it increases as the
number of their image counts increases towards the right. The highest similarity is 0.76, and it is for the
artists in the rightmost region of the plot. We also observe a low variance across the generation prompts,
and the variance does not depend on the image frequency of the artist. The change detection algorithm finds
the change point to be at 112 images for art style imitation of classical artists, when using SD1.1 for image
generation. Figure [5.24] shows the similarity between the training and generated images when images are
generated using SD1.5. Similar to SD1.1, the change is detected at 112 faces for art style imitation when
using SD1.5. These thresholds are slightly higher for style imitation of modern artists, 198 for both SD1.1
and SD1.5.
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Figure 5.20: Human Face Imitation (Politicians): similarity between the training and generated images
for all politicians. We show the mean and variance over the five generation prompts. The images were
generated using SD1.5. The change point for human face imitation for politicians when generating images
using SD1.5 is detected at 234 faces.
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Figure 5.21: Human Face Imitation (Politicians): similarity between the training and generated images
for all politicians. We show the mean and variance over the five generation prompts. The images were
generated using SD2.1. The change point for human face imitation for celebrities when generating images
using SD2.1 is detected at 369 faces.

5.17 Ablation Experiment with Different Face Embedding Models

In this section, we show the difference in the performance of several face embedding models and justify the
choice of the final choice of our face embedding model. Face embedding models are evaluated using two
main metrics: false-match rate (FMR) and true-match rate (TMR) [168]]. FMR measures how many times a
model says two people are the same when they are not, and TMR measures how many times a model says
two people are the same when they are the same. Ideally, a face embedding model should have low FMR
and high TMR. An important variant of these metrics is the disparity of FMR and TMR of a model across
different demographic groups. Ideally, a model should have low disparity in these metrics across different
demographics. We also focus on the variance of these metrics across demographics in making the final

choice.

We evaluate the FMR and TMR of eight different face embedding models (seven open-sourced and one
proprietary). The open-source models were chosen based on their popularity on GitHub [210} [58 I57]], and

we also experiment with Amazon Rekognition, a proprietary model. For evaluating the disparity of these
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Figure 5.22: Art Style Imitation (Classical Artists): similarity between the training and generated images
for classical art styles. We show the mean and variance over the five generation prompts. The images
were generated using LDM. The change point for art style imitation when generating images using LDM is
detected at 312 images.
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Figure 5.23: Art Style Imitation (Classical Artists): similarity between the training and generated images
for classical art styles. We show the mean and variance over the five generation prompts. The images were
generated using SD1.1. The change point for art style imitation when generating images using SD1.1 is
detected at 112 images.

metrics across different demographic groups, we grouped celebrities in six demographic groups primarily
categorized according to skin color tone (black, brown, and white) and perceived gender (male and female;
for simplicity). Each of the six groups had 10 celebrities (a total of 60), with no intersection between
them. The categorization was done manually by looking at the reference images of the celebrities. For each
celebrity, we collect 10 reference images from the internet by using the procedure described in Section[5.11]
We use these images to compare the FMR and TMR of the face recognition models, as these images are the
gold standard images of a person.

FMR Computation: We compute the mean cosine similarity between the face embeddings of one indi-
vidual and the faces of all other individuals in that group, and repeat the procedure for all individuals in a
demographic group.

TMR Computation: We compute the mean cosine similarity between the embeddings of all the faces of an
individual and repeat the procedure for all the individuals in a demographic group.

Figure [5.30] and Figure [5.31] show the FMR and TMR for six demographic groups for all the face em-

bedding models. All the open-sourced models, except InsightFace, either have a high disparity in FMR
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Figure 5.24: Art Style Imitation (Classical Artists): similarity between the training and generated images
for classical art styles. We show the mean and variance over the five generation prompts. The images were
generated using SD1.5. The change point for art style imitation when generating images using SD1.5 is
detected at 112 images.
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Figure 5.25: Art Style Imitation (Classical Artists): similarity between the training and generated images
for classical art styles. We show the mean and variance over the five generation prompts. The images were
generated using SD2.1. The change point for art style imitation when generating images using SD2.1 is
detected at 185 images.

values across the demographic groups (ArcFace, Facenet, Facenet512, DeepFace) or have very low TMR
(GhostFaceNet_W 1, GhostFaceNet_V1). We chose InsightFace for our experiments because it has 1) a low
overall FMR, 2) decent TMR, 3) a low disparity of FMR and TMR across the demographic groups, and 4)
is open-sourced. Having a low disparity of the metrics across individuals of different demographic groups
is crucial for an accurate estimation of the imitation threshold. The Amazon Rekognition model would also
be a viable choice based on these metrics; however, it is not open-sourced and therefore expensive for our

experiments.

5.18 Compute Used

5.18.1 Estimated Computational Cost of the Optimal Experiment

The computational cost to train the popular text-to-image model Stable Diffusion was $600K [12]. For the
optimal experiment, we would need to train O(logm) models, where m is the total number of available

images of a concept Z7. So if a concept has 100,000 images, then we need to train log,(100,000) = 16
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Figure 5.26: Art Style Imitation (Modern Artists): similarity between the training and generated images
for modern art styles. We show the mean and variance over the five generation prompts. The images
were generated using LDM. The change point for art style imitation when generating images using SDO is
detected at 282 images.
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Figure 5.27: Art Style Imitation (Modern Artists): similarity between the training and generated images
for modern art styles. We show the mean and variance over the five generation prompts. The images were
generated using SD1.1. The change point for art style imitation when generating images using SD1.1 is
detected at 198 images.

models to optimally estimate the imitation threshold, which would cost about $10M.

5.18.1.1 MIMETIC?’s Computational Cost

We use 8 L40 GPUs to generate images for all text-to-image models in our work. Overall, we use them
for 16 hours per prompt, per dataset, per model to generate images. We downloaded the images on the
same machine using 40 CPU cores, a process that took about 8 hours per dataset. For generating the image
embeddings, we use the same 8 L40 GPUs, a process that took about 16 hours per dataset. The computation
of the imitation score and plotting are done on a single CPU core on the same machine, a process that takes

less than 30 minutes per dataset.

5.19 Imitation Thresholds of SD models in Series 1 and 2

Our experimental results in Section [5.5]found that for most domains, the imitation thresholds for SD1.1 and

SD1.5 are almost the same, while being higher for SD2.1. We hypothesized that the difference is due to their

118



Average Imitation Score of the Generated Images

—— Imitation Score
—=~ Mean Similarity Before Change Point
- Mean Similarity After Change Point

—— Isotonic Regression

Imitation Threshold: 198 images

Imitation Score

Soo0oo00000
oRrNWrULON®
T

AN e :/" W "o ’l Vi Y Y B i i V

<]

—

=

-

==

=

=

<£

=

=

=

=

=

=

—_—

—
OO0 O0OO0OO0O0OO0O0O
OHNWRARUIO N

Art images and their Counts in the Training Data

Figure 5.28: Art Style Imitation (Modern Artists): similarity between the training and generated images
for modern art styles. We show the mean and variance over the five generation prompts. The images were
generated using SD1.5. The change point for art style imitation when generating images using SD1.5 is
detected at 198 images.
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Figure 5.29: Art Style Imitation (Modern Artists): similarity between the training and generated images
for modern art styles. We show the mean and variance over the five generation prompts. The images were
generated using SD2.1. The change point for art style imitation when generating images using SD2.1 is
detected at 241 images.

different text encoders. All models in the SD1 series use the same text encoder from CLIP, whereas SD2.1
uses the text encoder from OpenCLIP. To test the validity of this hypothesis, we repeated the experiments
for all models in the SD1 series for politicians and computed their imitation thresholds. Table [5.10] shows
the thresholds for the politicians. We find that the imitation thresholds for all the models in the SD1 series
are almost the same, and are lower than the threshold for the SD2.1 model. This evidence supports our
hypothesis that the difference in the text-encoders being the main reason for the difference in the imitation

thresholds.
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Figure 5.30: False-match rate (FMR) of all the face embedding models across the six demographic groups.
Amazon Rekognition and InsightFace have the lowest FMR values. Moreover, these two models have the

lowest disparity of FMR over the demographic groups.
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Figure 5.31: True-match rate (TMR) of all the face embedding models across the six demographic groups.
The Amazon Rekognition model has the highest TMR values.

Table 5.10: Imitation Thresholds for politicians for all models in SD1 series and SD2.1

Pretraining Dataset Model Human Faces &: Politicians

SD1.1 234
SD1.2 252
LAION2B-en SD1.3 234
SD1.4 234
SD1.5 234
LAION-5B SD2.1 369
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Figure 5.32: Human Face Imitation (Politicians): Similarity between the training and generated images
for all politicians. The politicians with zero image counts are shaded with light gray. We show the mean and
variance over the five generation prompts. The images were generated using SD1.2. The change point for
human face imitation for politicians when generating images using SD1.1 is detected at 252 faces.
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Figure 5.33: Human Face Imitation (Politicians): Similarity between the training and generated images
for all politicians. The politicians with zero image counts are shaded with light gray. We show the mean and
variance over the five generation prompts. The images were generated using SD1.3. The change point for
human face imitation for politicians when generating images using SD1.1 is detected at 234 faces.
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Figure 5.34: Human Face Imitation (Politicians): Similarity between the training and generated images
for all politicians. The politicians with zero image counts are shaded with light gray. We show the mean and
variance over the five generation prompts. The images were generated using SD1.4. The change point for
human face imitation for politicians when generating images using SD1.1 is detected at 234 faces.
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Chapter 6

Robustness in ML Models and AI Safety
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In this part, I present two of my works that aim to evaluate robustness of backdoor mitigation approaches

and increase robustness of Al Safety classifiers.
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Chapter 7

Effective Backdoor Mitigation in
Vision-Language Models Depends on the

Pre-training Objective

Despite the advanced capabilities of contemporary machine learning (ML) models, they remain vulnerable
to adversarial and backdoor attacks. This vulnerability is particularly concerning in real-world deploy-
ments, where compromised models may exhibit unpredictable behavior in critical scenarios. Such risks
are heightened by the prevalent practice of collecting massive, internet-sourced datasets for training multi-
modal models, as these datasets may harbor backdoors. Various techniques have been proposed to mitigate
the effects of backdooring in multimodal models, such as CleanCLIP, which is the current state-of-the-art
approach. In this work, we demonstrate that the efficacy of CleanCLIP in mitigating backdoors is highly de-
pendent on the particular objective used during model pre-training. We observe that adding self-supervised
objective to pre-training, that leads to higher zero-shot classification performance, correlate with harder to
remove backdoors behaviors. We show this by training multimodal models on two large datasets consisting
of 3 million (CC3M) and 6 million (CC6M) datapoints, under various pre-training objectives, followed by
poison removal using CleanCLIP. We find that CleanCLIP, even with extensive hyperparameter tuning, is in-
effective in poison removal when stronger pre-training objectives are used. Our findings underscore critical

considerations for ML practitioners who train models using large-scale web-curated data and are concerned
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about potential backdoor threats.

7.1 Introduction

Machine Learning (ML) has taken strides in training high-performing models for a wide range of tasks
from classification to generation. An important goal for ML is to learn general-purpose representations
that help align data from different modalities. Approaches like CLIP [184], ALIGN [116], and BLIP [[142]
learn joint representations from large scale image-text paired datasets. These innovative techniques have
ushered in the possibility of learning from unlabeled and uncurated datasets, substantially increasing the
scale and applicability of pre-training. The scaling has contributed to high zero-shot classification accuracy
on various downstream datasets like Imagenet [S6] and increased robustness to variations in the datasets
like Imagenet-V2 [190], Imagenet-R [100], and Imagenet-A [101]. However, these strategies, reliant on
internet-sourced data curation [76], have also raised concerns regarding the vulnerability of models to an
adversary, particularly through backdoor attacks [30].

In the simplest form of this attack, an adversary inserts a patch (termed as a trigger patch or poison) in
a small subset of the training data images and alters the ground truth label or caption to a target label or
caption [89]E] When trained on the poisoned training data, the model learns to associate the trigger patch
with the target label/caption. If deployed, an adversary can get the model to predict the target label for any
datapoint by inserting the trigger patch. The success of an adversary is measured by the attack success rate
(ASR) metric, which is the percentage of the images with the trigger patch that are predicted with the target
label. Previous works [27]] have demonstrated effective backdooring of multimodal models (ASR > 80%)
just by poisoning a mere 75 out of 3 million training datapoints.

Several backdoor mitigation techniques have been proposed for multimodal models [11} 147, 270, 271] to
tackle this vulnerability. These approaches either attempt to detect and filter the poisoned datapoints during
the pre-training [[147,1270,271] or finetune the given backdoored model using a specialized loss function on
a smaller, guaranteed to be clean image-text paired dataset. The latter approach helps the model to forget
the association between the trigger patch and the target label while still maintaining the learned associations

for benign datapoints, e.g., CleanCLIP [[11]]. CleanCLIP proposes to finetune a backdoored model using

'We refer the readers to Goldblum et al. [83] for discussion about other kinds of poisoning attacks.
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Step 1: Data Poisoning

Step 2: Poison Induction Step 3: Poison Removal
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or from Pre-trained Models

Checkpoint

Figure 7.1: Our experimental setup to test the claim about the dependence of the ability of CleanCLIP to
remove poison from a backdoored model on the model’s pre-training objective.

a combination of contrastive loss and self-supervised loss on a small dataset, free of backdoors, to clean
the model. It is the state-of-the-art (SOTA) technique to clean a backdoored model and obtain a low ASR

(< 5%) without hurting its zero-shot classification accuracy; thereby achieving a successful model cleaning.

So far, it has been demonstrated that CleanCLIP can successfully clean models pre-trained only with mul-
timodal constrastive loss (MMCL) as the objective [[184]]. Several recent works [[165) [145] 275! [139] have
proposed stronger pre-training objectives that lead to better zero-shot image classification accuracy. Specif-
ically, adding self-supervised loss (SSL) in both modalities has been the key player in all these works.
Therefore, in this work, we pre-train multimodal models using a combination of MMCL and SSL on a poi-
soned training dataset. Consistent with the previous findings, models pre-trained using a combination of
MMCL and SSL produced models with a higher classification accuracy than models trained solely with the
MMCL objective. We then apply the finetuning procedure in CleanCLIP to remove the poison from these
models (see Figure [7.I). To our surprise, we observe that CleanCLIP fails to successfully (i.e., without
a significant loss in the model’s zero-shot accuracy) remove poison from the models pre-trained with the

stronger objective (combination of MMCL and SSL).
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We further conduct experiments with other practical considerations, such as the performance of CleanCLIP

when its cleaning data still has a few poisoned datapoints, and deciding the stopping criterion for the finetun-

ing process when one is not aware of the specific backdoor attack on the model (which is usually the case).

From all the experiments, we find that only the models pre-trained with MMCL alone are amenable to poi-

son removal in both the cases of availability of completely clean finetuning data and when the finetuning

data still has some poisoned datapoints.

Our main contributions are:

1. We show that the state-of-the-art technique for removing poison from backdoored multimodal models,
CleanCLIP, depends on the model’s pre-training objective and fails to mitigate poison when the models
are pre-trained with a stronger objective, like the combination of MMCL and SSL losses. (See Section[2.5]
for further justification on why we chose to study CleanCLIP. )

2. We conduct several analysis experiments to demonstrate the effect of different pre-training objectives on
the strength of poison induction.

3. We conduct experiments to show the practical use case of CleanCLIP from a real-world perspective when
the finetuning data is not entirely free of poison and the practitioner is not aware of the specific kind of
poisoning in the model and hence has to decide on the stopping criterion for the cleaning process.

4. Based on these findings, we highlight critical considerations for an ML practitioner who wants to pre-

train models by collecting web-curated data with potential backdoored embedded datapoints.

7.2 Methodology

7.2.1 Primer on Pre-training and Poisoning
7.2.1.1 Notations

Let Z and 7 denote the space of images and text. Dy, = {(I}, T]))}é\/:l, Detean = {15, T]))}jj\i1 denotes
the pre-training and cleaning dataset of N and M image-text pairs respectively, where M << N. hy: 7 —
R? and hp : T — R? denote the image and text encoders respectively, where d is the dimensionality of the

embedding space. All the embeddings are further normalized to make /5 norm to 1 which we denote using

f(z) = g(h(x)), where g : R? — B(1) is normalization mapping, where, B(1) = {z : ||z[]2 = 1, z € R%};
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7 denotes learnable temperature. Let Lymcr denote the multimodal and Lggp, denote the intramodal self-
supervision losses respectively. Let I denote an augmentation to image / and T denote an augmentation to
the text 7. Let S C {1,2,...,n} denote a small subset of training data that are poisoned. We denote the
poisoned dataset using P (S, tg,7") = {(I; o tg,T}j) : j € S} where tg, T’ denote image trigger and target

label respectively.

Loss Objectives Given a dataset D, f1, fr, we define Lyivicr (D, f1, fr, 7) as follows:

|D|

—1
= o) | 2

exp ((f1(1). fr(T3)) /7) ]+§10g[ exp (fr(14), fr(Ti)) /7) ]
e exp ({f1(L). fr(Th)) /) S22 exp (Ufr(1y). fr(Ti)) /7)

k=1
7.1

and, we define Lss1 (D, f1, fr, 7) as follows:

(8, exp ((fily). f1(5)) /r) | exp ((2(T), f2(T)) /)
T \E T S e () G) )| S S e (7@, (@) /7)
(7.2)

For the shorthand notations, we will drop f7, fr, 7 from the parenthesis. With the definitions above LcieancLip(Deiean) £
LssL(Deean) + LymcL (Detean)- When used for pre-training, we denote them using £P"¢, and when used

for finetuning, we denote them using £/7.

7.2.2 Experimental Setup

On a high level, our experiments involve poisoning CLIP models using two distinct pre-training objectives
with different kinds of backdoors by either training a model from scratch or by finetuning from a pre-trained
checkpoint. Once we have poisoned the model, we attempt to remove the poison using CleanCLIP, which
finetunes the model with a specific objective using a separate dataset. We have illustrated this in Figure

and summarized our key findings in Table

7.2.2.1 Training Details

We train a dual-encoder multimodal model on image-text paired datasets. We train models using two kinds

of pre-training objectives: a) only multimodal contrastive loss (£ﬁdeL), and b) combination of multimodal
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contrastive loss and self-supervised loss in the image and text modalities (L + L&g; ). Following

CleanCLIP, we use a ResNet-50 as the model’s vision encoder and a transformer as the text encoder. We

trained the models on two image-text paired datasets:

1. Conceptual Captions 3M (CC3M) [215]]: This dataset has 3M image-text paired datapoints.
2. Conceptual Caption 6M (CC6M): This dataset has 6M image-text paired datapoints from the CC12M

dataset [36], to which size our computing resources scaled.

The models are trained either from scratch or finetuned from a pre-trained CLIP checkpoint [[184]. We train
models for 64 epochs using 8 Nvidia A100 GPUs. The initial learning rate of 1e — 3 with cosine scheduling
is used when trained from scratch and 5e — 7 when finetuned from a checkpoint. We use AdamW optimizer
with 10,000 warmup steps [152]. Models trained with Ly~ use a batch size of 256, whereas models

pre

trained with Ly + L’S"éi use a batch size of 128. Please refer to Section|7.6| for the loss dynamics.

Poisoning Following CleanCLIP, we introduce the trigger proposed by BadNet [89]] in a small subset of the
training datapoints. Specifically, we add a trigger patch of size 16 x 16 sampled from a standard Gaussian
at a random location in the image and subsequently change the image’s caption to be the adversary chosen
label, in this case “banana”. Please see Section for examples of images with trigger patch and their
corresponding captions. Using the same settings as CleanCLIP, we introduce the trigger in 1,500 randomly
sampled datapoints for the CC3M dataset and 3,000 randomly sampled datapoints for the CC6M dataset (a

mere 0.05% of the training datapoints).

We also experiment with another kind of poisoning technique: label consistent poisoning. In this case, the
trigger patch (created in the manner as mentioned above) is added to the images that have the adversary

chosen label (in this case“banana”) in their captions.

Removing poison We attempt to remove poisons from pre-trained models by finetuning them on a 100K
clean image-text paired dataset using Ly » Logp - and EI{;MCL + EgéL (CleanCLIP). We consider a model

to be cleaned if the ASR of that model is < 5%.
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Table 7.1: Key findings from our experiments: CleanCLIP is much less effective for the model where
poison is induced with the stronger objective Ly ¥~ + LE¢]

SSL*
Backdoor Objective Poison Induction Change in Accuracy after
Cleaning (Relative) T
BadNet LY From scratch 1% gain
BadNet LY Finetuned from Ckpt 17% loss
Label Consistent LyvicL From scratch 10% gain
BadNet Lol + Eggi From scratch 45% loss
BadNet LYvicr + L8 Finetuned from Ckpt 33% loss
Label Consistent  Lypvcr + Lhsr From scratch 16% loss

7.3 Experiments

In this section, we expound on the pre-training details for the models, followed by their cleaning procedure

and the metrics we use to measure the model’s performance.

7.3.1 Metrics

The models are evaluated for their Top-1 zero-shot accuracy on the Imagenet-1K validation set (referred to
as Imagenet hereafter). Each of the 1,000 classes of Imagenet is described using sentences like: ‘a photo

B

of a..’, ‘atattoo of a ..”, etc. We generate 80 such text templates for each class (see Section [7.§) and
then pass them to the text encoder to produce an average text embedding for the class. During zero-shot
classification, the prediction for an image is the class whose thus computed text embedding has the highest

cosine similarity with the image embedding.

We also evaluate the attack success rate (ASR) of a model. In an apparent similarity to accuracy, the ASR
of a backdoored model is defined as the percentage of triggered images that the model classifies as the
adversary-chosen target label. For measuring ASR, we add the trigger patch at random locations in all
Imagenet validation set images and measure the percentage of them that are classified as the target class,
i.e., “banana”. We measure both these metrics at the end of each cleaning epoch as any model encountered

during the cleaning process is a good candidate for a cleaned model.

131



Table 7.2: This table shows the original Top-1 zero-shot Imagenet validation set accuracies and remaining
accuracy after cleaning the models that were poisoned using BadNet by training from scratch. The cleaning
is done using CleanCLIP, i.e., finetuning a poisoned model with EI{ZMCL + EgéL. For this table, we choose
the models having the highest accuracy and ASR < 5% (successful cleaning). The original ASR values for
all models are more than 99%. Takeaway: The models trained with Ei’,}ﬁa maintain their original accuracy
after cleaning, while the ones trained with L3\~ + L& experience a huge drop relative to the starting
accuracy (~20% for model trained on CC3M dataset and 45% for model trained on CC6M dataset) after
cleaning.

Trained with L7 Trained with L7 + Lhef

Backdoor Dataset Clean Data Size  Orig. Acc. Clean Acc. (ASR <5%) 71 Orig. Acc. Clean Acc. (ASR < 5%) 1
BadNet CC3M 100K 16.00% ——— > 16.49% é 17.04% ——— > 14.16% 9

BadNet CCoM 100K 23.76% —— > 24.04% 23.86% ——  13.05%

7.3.1.1 Poison Induction by Training from Scratch

Table shows the Top-1 zero-shot Imagenet validation set accuracy for the models trained from scratch
using LYy and L0 + L on CC3M and CC6M datasets. For the smaller CC3M dataset, both the
models achieve an accuracy of around 16-17%, and for the larger CC6M dataset, the models reach an ac-
curacy of around 24%. Even though the models trained with K%(}CL + E?gz attained higher accuracy than
the models trained with L4y, -, alone, in order to have better visualization of the difference in performance
of CleanCLIP on the two pre-training objectives, we deliberately choose models with similar starting ac-
curacies. All the models, irrespective of the pre-training objective and the training dataset, reached more

than 99% ASR (see Table[7.3|in Section[7.6)), implying that poisoning just 0.05% of the dataset is enough to

attain very high ASR.

Removing Poison We clean the poisoned model by finetuning it on a 100K, guaranteed to be poison-free,
image-text pairs for 20 epochs using a batch size of 128 and AdamW as the optimizer. We perform extensive
hyperparameter search and use various learning rates (as many as 8 in some experiments and 14 in others,
all with cosine scheduling and 50 warmup steps) for this process. Please refer to Section for the set of
learning rates explored for the cleaning procedure. Ideally, after cleaning we would want to obtain a model
that maintains the accuracy of the original poisoned model, while getting rid of its poison, i.e., very low
ASR. We use three different loss functions for the cleaning process:

1. EI{ZMCL: CleanCLIP showed that finetuning with EI{;MCL did not change the original model’s accuracy and
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ASR, and hence is an ineffective cleaning loss. We reproduce these results for the models we trained.

2. Eg;L: CleanCLIP also showed that finetuning with £§§L decreased the original model’s ASR at the expense

of its accuracy, and hence is also an ineffective cleaning loss. We also reproduce these results.

3. E{,[tMCL + ££§L3 CleanCLIP showed that finetuning with a combination of these losses decreased the orig-
inal model’s ASR while not hurting its accuracy, and hence is an effective cleaning loss. Our experiments
show that while this observation is true for the models trained with Ei’,ﬁ\e,[CL, however it does not generalize

to the models trained with stronger pre-training objective Ly~ + L&g . This is our key finding.

Findings from the Cleaning Procedure Figure[7.2]shows the scatter plot of the Top-1 zero-shot Imagenet
validation set accuracy and the ASR at the end of each cleaning epoch for the models trained on the CC6M
dataset. We defer the plots for the CC3M dataset in Section for space consideration. For both the
datasets, we observe that:

1. E{,[tMCL and L’ggL individually are ineffective cleaning losses as they cause a significant drop in accuracy

for lowering the ASR for both the pre-training objectives.

2. E{,[tMCL + EgéL serves as an effective cleaning loss for the model trained with £}~ (left plot). The
cleaned models maintain the accuracy of the original model, but they have low ASR, which we consider
successful cleaning. However, it does not lead to an effective cleaning of the model trained with Eﬁf,[CL +
L% (right plot). Even the model that has the highest accuracy with a low ASR (< 5%) is 45% less
accurate than the original model, as shown in Figure

For both datasets, our findings indicate that CleanCLIP is not effective in removing poison from the models
pre pre

trained with a stronger pre-training objective Ly o +Lggp » Without a significant drop in accuracy. Table

gives the highest accuracy of the models which were successfully cleaned by CleanCLIP (ASR < 5%).

Poison Induction by Finetuning a pre-trained model We also induce poison by finetuning a pre-trained
CLIP model [184]]. Concretely, we poison two models by finetuning them with L35« and Lo + L5¢;
respectively, using the CC6M dataset that had 3000 poisoned datapoints. We use a learning rate of be — 7
with AdamW optimizer with 10,000 warmup steps. After poisoning, these models achieve Top-1 zero-shot
Imagenet set accuracy of ~ 60%, much higher than the models trained from scratch (Figure[7.2). The ASR

for the model poisoned with LY~ is 99% and for the model poisoned with L1~ + Lig; is 90%.
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Model pre-trained with MMCL objective (CC6M dataset) Model pre-trained with MMCL + SSL objective (CCEM dataset)
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Figure 7.2: Top-1 zero-shot Imagenet validation set accuracy vs. the ASR, measured at the end of each
cleaning epoch for the models trained on the CC6M dataset. The cleaning is done by finetuning the model
with the three losses mentioned above. The red star in the top right corner (encircled in the black circle)
corresponds to the model’s starting accuracy and ASR (before cleaning). For a successful cleaning, there
should be models that maintain the model’s starting accuracy while having a low ASR (indicated by the red
circle’s region in the top left). There are several models in the red circle in the left plot (successful clean),
while there are no models in the red circle in the right plot (unsuccessful clean). Takeaway: CleanCLIP
successfully cleans the model trained with Eﬁf/la (left), while it is ineffective for the models trained with
Lo + LB (right).
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Figure 7.3: Top-1 zero-shot Imagenet validation set accuracy vs. the ASR, measured at the end of each
cleaning epoch for the models poisoned by finetuning a CLIP pre-trained checkpoint on the CC6M dataset.
The cleaning is done by finetuning the poisoned model with EIGMCL + EggL. The red star in the top right cor-
ner (encircled in the black circle) corresponds to the original model’s accuracy and ASR (before cleaning).
For a successful cleaning, there should be models that maintain the original model’s accuracy while having a
low ASR (indicated by the red circle in the top left). Takeaway: CleanCLIP is unable to successfully clean
both the models; however, it performs much worse for the model poisoned with L~ + L8¢; (right).

Findings from the Cleaning Procedure: We clean the poisoned models using CleanCLIP, i.e., further
finetuning on a clean dataset with E{fMCL + EgéL. Figure shows the scatter plot of the Top-1 zero-shot
Imagenet validation set accuracy and the ASR at the end of each finetuning epoch for these two models. In
this case, both the models experience a drop in accuracy to obtain a low ASR (< 5%); however, the drop is
much higher for the model when the poison was induced using LYy, + L&¢; (33%, compared to a 17%
drop for the model when the poison was induced using £}, - ). This experiment corroborates our previous
finding that CleanCLIP is less effective when the poison is induced using a combination of MMCL and SSL,

irrespective of the fact whether the poison is induced via finetuning or by training from scratch.

Poisoning a Different Backbone Architecture For this experiment, we poison a model with a different
backbone architecture, specifically ViTs. We poisoned these models by training them on the CC6M dataset
with 3000 poisoned datapoints, and cleaned them using CleanCLIP. Figure [7.4]shows the cleaning plots for
these models. We observe that similar to the previous experiments, the model trained with MMCL + SSL

experiences a much larger drop in accuracy than the model just trained with MMCL, although in this case

135



VIT Model pre-trained with MMCL objective (CC6M dataset) VIT Model pre-trained with MMCL + SSL objective (Cpﬁ'ﬂ/l dataset)

N

&)

o
=5

)
N
o
(%)
)
R
o
3
[_3S]

N
o
o

Top-1 ImageNet Zeroshot accuracy (in %)
3
(&)

| L )
15.0
| |
g
12.5 i ::
w [
10.0 =
B CleanCLIP [} B CleanCLIP
Y Pre-trained model = Y Pre-trained model
7.5
0 20 40 60 80 100 0 20 40 60 80 100
ASR (in %) ASR (in %)

Figure 7.4: Top-1 zero-shot Imagenet validation set accuracy vs. the ASR, measured at the end of each
cleaning epoch for the models trained on the CC6M dataset. The cleaning using CleanCLIP. The red star
in the top right corner (encircled in the black circle) corresponds to the model’s starting accuracy and ASR
(before cleaning). Takeaway: When a ViT backbone is poisoned, there are no cleaned models that maintain
the original accuracies for both the pre-training losses, however the drop is much larger for the model trained
with L85 + L& (right).

the model just trained with MMCL experiences a lot drop in accuracy as well.

Poisoning Induction using a Different Poison Due to space considerations, we present the results for

the effectiveness of CleanCLIP when models are poisoned using label consistent backdoors in Section[7.11]

We observe that similar to the case of poisoning with BadNet, CleanCLIP is much less effective when the
pre

poison is induced using LYo + L (16% loss in accuracy), compared to the case when it is induced

using L. (10% gain in accuracy).

Dependence of the Stopping Criterion on the Pre-training Objective In the previous section, the ability
to find a model with high accuracy and low ASR is considered a success for the CleanCLIP approach.
However, in practice, one would not be aware of the ASR of the model being cleaned and, therefore, would
not know when to stop the cleaning process. To highlight this practicality concern, we show the multiple
cleaning trajectories for models trained using different pre-training objectives in Figure

Figure shows the trajectories of three cleaning runs with different learning rates for a model trained

using Eﬁf/{CL on the CC6M dataset. We observe that in all the three runs, the trajectory converges to a
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(b) Finetuning trajectory of three runs with different learning rates for the model pre-trained with L3¢ + £E¢7. The
trajectories are not smooth and increased finetuning can lead to both decreased accuracy and higher ASR.

Figure 7.5: Finetuning trajectories of models with different pre-training objectives. Successive finetuning
epochs are shown with increasing size of the markers and intensity of the connecting line. The red star in

the top right corner (encircled in the black circle) corresponds to the original model’s accuracy and ASR.

Takeaway: Models trained with Eﬁ&CL converge to a region of high accuracy and low ASR as we continue

to finetune. On the other hand, models trained with LY\~ + L% fail to converge to a region of high

accuracy and low ASR, and continued finetuning can lead to both decreased accuracy and higher ASR. This
makes determining the stopping criterion for the cleaning process for the latter models challenging.

region of high accuracy and low ASR (top left corner), and the trajectories are smooth. This indicates that a
practitioner can clean this model by finetuning the poisoned model for as long as their resources allow, and
choose the model at the end of the finetuning process. They will likely obtain a model with high accuracy

and low ASR, i.e., a successfully cleaned model.

Figure shows the trajectories of three cleaning runs with different learning rates for a model trained
using Ly + Ligp on the CC6M dataset. We observe that in all three runs, the successfully cleaned
model (high accuracy with a low ASR (< 5%)) is an intermediate model in the trajectory, and not the model
at the end of the process. With continued finetuning, the model can both lose accuracy and gain ASR, both

of which are undesirable. Therefore, it is difficult for a practitioner to discern when to stop the finetuning

process to obtain a clean model.
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Model pre-trained with MMCL objective (CC6M dataset) Model pre-trained with MMCL + SSL objective (CC6M dataset)
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Figure 7.6: Top-1 zero-shot Imagenet validation set accuracy v/s the ASR during the cleaning process for
the two models. The finetuning is done with EGMCL + /JgéL. We measure accuracy and ASR at the end of
each epoch. The red star in the top right corner (encircled in the black circle) corresponds to the original
model’s accuracy and ASR. For a successful cleaning, there should be models that maintain the original
model’s accuracy while having a low ASR (indicated by the red circle). Takeaway: Even having 5 poisons
in the cleaning dataset (i.e. 0.005% of the dataset, which is 10x cleaner than the pre-training data) hurts the

cleaning process for both pre-training objectives, and £V ¥, + LE¢] trained models are hurt worse.

Therefore, the practicality of using CleanCLIP also depends on the pre-training objective of the model.

Section shows the cleaning trajectories for all explored hyperparameters.

Dependence of CleanCLIP on the Ideal Condition of the Dataset CleanCLIP assumes that the cleaning
data is entirely free of poisoned datapoints. In practice, this assumption can be violated even when consid-
erable care is taken to ensure it. To simulate this real-world situation, we clean models using data with a
few poisoned datapoints, specifically 5 and 10 poisoned datapoints in the 100K cleaning datapoints. Note
that these datasets are still, respectively, 10x and 5x cleaner than the original training dataset, illustrating a
situation where the cleaning data is much cleaner than the training dataset but still not perfect.

Figure [7.6] shows the scatter plot of the Top-1 zero-shot Imagenet validation set accuracy and the ASR at
the end of each cleaning epoch when two models trained from scratch on the CC6M dataset, one using
LYvicr and the other using L3y~ + L&) is cleaned by finetuning on this slightly poisoned dataset with
EI{ZMCL + EégL. We observe that having just 5 poisoned datapoints in the cleaning dataset severely weakens
CleanCLIP for both the pre-training objectives.

For models pre-trained with £};¢,~ , we found cleaned models that maintain the original model’s accuracy
and achieve around 30-50% ASR. On the other hand, for the models pre-trained with the stronger objective

LY + L5 - having just 5 poisoned examples renders the cleaning procedure completely ineffective. The
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models pre-trained on the CC6M dataset lose about 80% of the original model’s accuracy to obtain a low

ASR (< 5%), and no model has an ASR lower than 90% for the CC3M pre-trained model (Figure[7.TT]).

Takeaways Our experiments highlight the fact that a stronger pre-training objective, like the combination
of MMCL and SSL, also affects the strength of poison induction, making the cleaning process difficult.
Also, for a practitioner, when pre-training with a stronger objective, the decision of when to stop finetuning
becomes non-trivial, as we show that the model at the end of the cleaning procedure is usually not the one
with the lowest ASR and the best accuracy. The situation is further exacerbated when we even slightly relax

the assumption of 100% poison-free cleaning data, which can be too stringent in practice.

7.4 Analysis of the Stronger Pre-training Objective

We now perform several analysis experiments to understand the reason behind the difference in the poison
removal ability of CleanCLIP across the two pre-training objectives. We also experiment with other methods

to attempt to remove the poison when induced using .Cf,ff,lCL + Eggi.

7.4.1 Cleaning using an Objective distinct from Pre-training

CleanCLIP successfully cleans the models trained with £~ by finetuning with ‘CI{/ItMCL + EggL. However,

it was unsuccessful for the model trained with £~ + L5 . A plausible reason for this behavior could

be that we are using the same pre-training and cleaning objective in the latter case, and CleanCLIP might

be able to successfully clean the latter models if we were to clean it with a loss objective that is distinct
pre b

from its pre-training objective. To test this hypothesis, we clean the models trained with £y, + L& by

finetuning with EI{,fMCL + L’géL + it where £ is an additional deep clustering objective [31]

DeepClust’ DeepClust
on the vision encoder.
In deep clustering, we first obtain a pseudo-label for each image. We obtain the pseudo-label for an image
in two ways: a) by classifying each image into one of the 1,000 Imagenet classes using powerful models
such as SigLIP ViT-L/14 (zero-shot Imagenet accuracy of 83.08%) [284], and b) performing a 1,000-way

clustering on feature space of our trained vision encoder, using FAISS [118]. Note that the use of SigLIP

ViT-L/14 for obtaining pseudo-labels is a cheating experiment for a deep clustering task (we don’t have
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access to ground truth labels and therefore use SigL.IP ViT-L/14 for this task); however, this experiment is
solely performed to probe the upper bound of the poison removal that can be obtained when using deep

clustering approaches.

Model pre-trained with MMCL + SSL objective (CC6M dataset)
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Figure 7.7: Top-1 zero-shot Imagenet validation set accuracy vs. the ASR during the cleaning process for
the Ly + Ligp pre-trained model on the CC6M dataset. The finetuning is done with EI{ZMCL + EgéL +

E]éiepClust‘ Takeaway: Adding /Jf;iepcmst is unable to successfully remove the poison from models pre-

trained using the strong objective, indicating that having distinct pre-training and cleaning objectives does
not ensure removal of poison.

In the latter case, when we use clustering-based pseudo-label assignment for every image in the cleaning
dataset, we learn to predict the assigned pseudo-label (3) with the help of a linear classifier on top of the
vision encoder using cross-entropy loss (Lxent). Let W € R4*x1000 pe the linear classifier mapping visual
features (R?) to one of the 1000 pseudo-labels. For a given datapoint (I j,Tj) with assigned pseudo-label

1;, deep clustering’s objective becomes
‘CIJ;f:epClust(fIa Wi Ij? g]) = ‘Cxeﬂt(WTfI (Ij); :'Qj)a (7.3)

and therefore overall objective becomes L’I{ZMCL + EggL + ﬁ]éiepClust' Following Caron et al. [31], we re-
initialize classifier head W every time we re-compute pseudo-labels. We finetune the model trained using
Eﬁl\eACL + EjsogeL on the CC6M dataset for 10 epochs using 8 different learning rates for both the clustering
techniques (see Section[7.9]for hyperparameter details) and measure the Top-1 zero-shot Imagenet accuracy

and ASR at the end of each finetuning epoch.

Figure [7.7] shows the scatter plot of the Top-1 zero-shot Imagenet validation set accuracy and the ASR for
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this experiment. We observe that adding deep clustering does not successfully remove the poison from the
model. This experiment shows that the ineffectiveness of CleanCLIP in cleaning the model trained with
the stronger objective is not just due to the same pre-training and cleaning objectives but due to stronger
poison induction. Had the difference between the pre-training and finetuning objectives been the reason for

CleanCLIP’s success, then this DeepClustering experiment could have successfully cleaned the model.

7.4.1.1 Poison Removal using Heavy Regularization

In this section, we attempt to remove the poison induced using L3¢ +L%¢; with heavy regularization. Zhu
et al. [289]] proposed heavy regularization as an approach to remove backdoors from vision and language
models. To evaluate the efficacy of this approach, we finetune these models with 9 different regularization
weights for 10 epochs using 8 different learning rates for each regularization weight on 100K image-text
pairs (see Section [7.9] for hyperparameter details). The regularization loss is added to three different loss

objectives during the finetuning process: a) EI{IMCL, b)ﬁggL, and c) EﬁMCL + Eg;L.

Figure [7.8|shows the scatter plot of the Top-1 zero-shot Imagenet validation set accuracy and the ASR at the
end of each finetuning epoch. We observe that no hyperparameter combination can successfully remove the

poison, which shows that simply adding regularization cannot remove the strongly induced poison.
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Figure 7.8: Top-1 zero-shot Imagenet validation set ~ Figure 7.9: Top-1 zero-shot Imagenet validation set

accuracy vs. the ASR during the cleaning process. accuracy vs. the ASR during the cleaning process

Takeaway: Using regularization with any hyperpa-  post shrinking and perturbing the weights. Take-

rameter combinations is unable to remove the poi-  away: The shrink and perturb technique is unable

son from models trained using LYy + L& - to remove poison from the model that is trained us-
ing ﬁﬁl\S/ICL + EggeL'
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Poison Removal using Shrink and Perturb In this section, we attempt to remove the poison using the
shrink and perturb technique. Ash and Adams [8] proposed shrink and perturb technique to improve the
accuracy of a model when finetuned for a task. CleanCLIP also cleans a model by finetuning, and therefore,
it could benefit from this technique. In this technique, a small noise is added to the model weights before
starting finetuning, 6y <— A0y + po, where p ~ N (0, 02) and \ € (0, 1). To evaluate whether this approach
can help in removing the poison from a model trained using Ly + L1 » we add a small noise to all its
weights. While the choice of noise scale (o) and shrinking parameter () is a hyperparameter, we experiment
with 5 values of ¢ for 15 values of A. To determine which model to clean amongst the 75 possible models
obtained from shrink and perturb described above, we measure the Top-1 zero-shot Imagenet validation set
accuracy and the ASR of the models with noised weights, and selected model with the highest accuracy
whose ASR was lower than 15% for cleaning. We clean the selected model by finetuning it using 8 learning
rates for 20 epochs on 100K image-text pairs. Figure shows the accuracy and ASR at the end of each
finetuning epoch. We observe that even this approach is unable to successfully remove the poison from the

models.

Ablation on Hyperparameters We also perform ablation experiments to see the impact of hyperparame-
ters on the ability of CleanCLIP to remove poison from the Ly~ + L& pre-trained model. In particular,
we study the impact of the size of the cleaning dataset, the number of finetuning epochs, and the weightage
of EégL. Section reports the metrics when the finetuning is done on a dataset that is twice the size of
the cleaning dataset used in the previous section. Section reports the metrics when the finetuning is
done for up to 100 epochs, i.e., 5x longer than in the previous section. Section [7.14] reports the accuracy
and ASR metrics when the finetuning is done with higher weight to the ngL loss. While changing the hy-

perparameters helps improve the Pareto-frontier curve, none of the three ablations can successfully remove

the strongly induced poison.

Takeaways These experiments demonstrate that making the pre-training and finetuning objectives distinct
from each other and perturbation techniques like heavy regularization [289] and shrink-and-perturb [8]] are
not enough to remove the strongly induced poison. Moreover, we observe that while doing a more fine-

grained search on different hyperparameters helps slightly improve the Pareto-frontier curve, none of the
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hyperparameter ablations can successfully remove the poison. Since removing the poison from such a
model is an open research problem, a practitioner who is engaged in training models using web-curated
data should consider training their model with only £}~ so that they can clean their model on a carefully

curated image-text pair dataset to remove potential backdoors from it, even when there are a few poisoned

examples in the finetuning dataset.

7.5 Conclusions

Through our extensive hyperparameter search and ablation experiments, we unveil a critical limitation of
the current state-of-the-art poison mitigation technique for multimodal models, CleanCLIP. It fails to effec-
tively remove backdoor poisoning when a model is trained using stronger objectives like the combination of
multimodal contrastive learning (MMCL) and intramodal self-supervised learning (SSL). This objective is
common in popular approaches like SLIP [[165]] and has demonstrated superior accuracy over training with
only the MMCL objective. Our experiments show that this vulnerability persists irrespective of the scale of
the pre-training and the cleaning datasets, irrespective of the manner of poison induction (from scratch or
by finetuning), and irrespective of the specific backdoor attack.

Particularly concerning is the unstable cleaning trajectory in models trained using the stronger objective
(Figure [7.5b). Often unaware of the specific backdoor attack, practitioners face challenges in determining
the optimal point to halt the cleaning process. This instability can lead to suboptimal models, as continued
finetuning can decrease accuracy and increase attack success rate (ASR). Furthermore, our findings high-
light the critical assumption of a completely poison-free cleaning dataset for CleanCLIP’s effectiveness,
an assumption that is rarely met in practical scenarios. This becomes particularly problematic with the
use of stronger pre-training objectives. The models trained with the simpler MMCL objective evade both
these issues by having stable cleaning trajectories and amenability to poison reduction even under non-ideal
conditions.

Given these insights, we urge practitioners to consider training their models using the simpler MMCL objec-
tive. Even though this might slightly hurt the accuracy, it significantly enhances its amenability to remove
backdoors. Our recommendation would also circumvent the issue of knowing when to halt the cleaning

procedure, as more finetuning epochs would not hurt the model’s accuracy and ASR. Further, it will also be
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Table 7.3: This table shows the original Top-1 zero-shot Imagenet validation set accuracy and ASR for

the models trained with £} ¥ and L3¢~ + L on the CC3M and CC6M datasets. These models are

the input to CleanCLIP approach to remove their poison. Takeaway: The models trained with EII\J/K/ICL +
LE¢] achieve higher accuracy than their counterparts trained with £}¥ - solely (except when poisoned by

finetuning). Adding BadNet poison to a mere 0.05% of the training data achieves almost a 100% ASR when
trained from scratch and almost 90% ASR when induced by finetuning.

Poison Induction Backdoor Objective Dataset
CC3M CCoeM

Accuracy (1) ASR(]) Accuracy (1) ASR(])

From Scratch BadNet LyvieL 16.00% 99.88% 23.76% 99.98%
From Scratch BadNet core LM 17.04%  99.03%  23.86%  99.45%
From Scratch Label-Consistent LomieL - - 22.96% 88.27%
From Scratch Label-Consistent LY~ + Lig - - 23.09% 88.01%
Finetuning from Ckpt BadNet LyiveL - - 60.30% 99.20%
Finetuning from Ckpt BadNet Lo + L5f - - 59.81% 90.24%

beneficial when cleaning data is not entirely poison-free. Our work underscores the formidable challenge
of defending models against backdoor attacks, an open research problem. We encourage future defense
methods to robustly test their approach against various pre-training objectives and we invite the community
to develop robust defense methods.

We enlist several future research directions that might be useful to pursue in the light of our findings:

1. Understanding the root cause of our findings: We find that a stronger pre-training loss makes removing
poison harder. Is this because of a pre-training loss only? or can this also happen if we train a model
for much more longer? Basically anyway of incorporating the poison much more strongly.

2. What can be done to remove the strongly induced poison — we tried using several stronger losses for
cleaning which did not help. Can we curate specific diverse datasets that might help for this task? For

example, using diverse datasets that target ImageNet performance.

7.6 Pre-Training Details

We train all the models on 8 Nvidia A100 GPUs for 64 epochs. We use an initial learning rate of 0.001 for

the models trained from scratch, and for the models where poison is induced by finetuning from a pre-trained
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checkpoint, we use an initial learning rate of 5e — 7. We use cosine scheduling and 10000 warmup steps

with AdamW optimizer [[152]] for training. The model trained with ﬁﬁf,ICL uses a batch size of 256, whereas

the model trained with the £~ + L%¢ uses a batch size of 128.

We show the change in accuracy and ASR with the training epochs for the model trained from scratch with

BadNet attack using Ly in Figure and using LYV + L] in Figure We use early-stopping

for the model trained with £}~ and choose the model with the highest accuracy. For £~ + L%¢; pre-

training, we choose the model that has the closest accuracy to the Eﬁf,ICL trained model. Table shows

the accuracy and the ASR for all the models we select in this paper for poison removal.

7.7 Performance of the Pre-trained Models

Table [7.3] shows the Top-1 zero-shot Imagenet Validation set accuracy and the ASR of models that were

selected for both the pre-training objectives.

7.8 Templates for Text-Embedding Computation

‘a bad photo of a {class}.’, ‘a photo of many {class}.’, ‘a sculpture of a {
class}.’, ‘a photo of the hard to see {class}.’, ‘a low resolution photo of
the {class}.’, ‘a rendering of a {class}.’, ‘graffiti of a {class}.’, ‘a bad
photo of the {class}.’, ‘a cropped photo of the {class}.’, ‘a tattoo of a {
class}.’, ‘the embroidered {class}.’, ‘a photo of a hard to see {class}.’, ‘a
bright photo of a {class}.’, ‘a photo of a clean {class}.’, ‘a photo of a
dirty {class}.’, ‘a dark photo of the {class}.’, ‘a drawing of a {class}.’, ‘a
photo of my {class}.’, ‘the plastic {class}.’, ‘a photo of the cool {class
}.’”, ‘a close-up photo of a {class}.’, ‘a black and white photo of the {class
}.”, ‘a painting of the {class}.’, ‘a painting of a {class}.’, ‘a pixelated
photo of the {class}.’, ‘a sculpture of the {class}.’, ‘a bright photo of the
{class}.’”, ‘a cropped photo of a {class}.’, ‘a plastic {class}.’, ‘a photo of
the dirty {class}.’, ‘a Jpeg corrupted photo of a {class}.’, ‘a blurry photo
of the {class}.’, ‘a photo of the {class}.’, ‘a good photo of the {class}.’, '

a rendering of the {class}.’, ‘a {class} in a video game.’, ‘a photo of one {
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class}.’, ‘a doodle of a {class}.’, ‘a close-up photo of the {class}.’, ‘a
photo of a {class}.’, ‘the origami {class}.’, ‘the {class} in a video game.’,

‘a

‘a sketch of a {class}.’, ‘a doodle of the {class}.’, ‘a origami {class}.’,
low resolution photo of a {class}.’”, ‘the toy {class}.’, ‘a rendition of the
{class}.’, ‘a photo of the clean {class}.’, ‘a photo of a large {class}.’, ‘a
rendition of a {class}.’, ‘a photo of a nice {class}.’, ‘a photo of a weird {
class}.’”, ‘a blurry photo of a {class}.’, ‘a cartoon {class}.’, ‘art of a {
class}.’, ‘a sketch of the {class}.’, ‘a embroidered {class}.’, ‘a pixelated
photo of a {class}.’, ‘itap of the {class}.’, ‘a jpeg corrupted photo of the {
class}.’”, ‘a good photo of a {class}.’, ‘a plushie {class}.’, ‘a photo of the
nice {class}.’, ‘a photo of the small {class}.’, ‘a photo of the weird {class
}.’”, ‘the cartoon {class}.’, ‘art of the {class}.’, ‘a drawing of the {class
}.”, ‘a photo of the large {class}.’, ‘a black and white photo of a {class}.’,
‘the plushie {class}.’, ‘a dark photo of a {class}.’, ‘itap of a {class}.’, '

raffiti of the {class}.’, ‘a toy {class}.’, ‘itap of my {class}.’, ‘a photo
g Yy

of a cool {class}.’, ‘a photo of a small {class}.’, ‘a tattoo of the {class}.’

7.9 Hyperparameter Details

In this section we provide details of the hyperparameters we used for the cleaning experiments.

7.9.1 Cleaning of the Model Pre-trained on CC3M dataset using MMCL

Cleaning Epochs: 20

Learning rates (13 values): {1e-5, 4e-5, 8e-5, le-4, 1.5e-4, 2e-4, 2.5e-4, 3e-4, 3.5e-4, 4e-4, 8e-4, 1e-3, 4e-3}
MMCL weight: 1

SSL weight: 1

Size of the Cleaning Dataset: 1,00,000
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7.9.2 Cleaning of the Model Pre-trained on CC3M dataset using MMCL and SSL

Cleaning Epochs: 20

Learning rates (13 values): {1e-5, 4e-5, 8e-5, le-4, 1.5e-4, 2e-4, 2.5e-4, 3e-4, 3.5e-4, 4e-4, 8e-4, 1e-3, 4e-3}
MMCL weight: 1

SSL weight: 1

Size of the Cleaning Dataset: 1,00,000

7.9.3 Cleaning of the Model Pre-trained on CC6M dataset using MMCL

Cleaning Epochs: 20

Learning rates (12 values): {1e-9, 5e-9, 1e-8, 5e-8, le-7, 3e-7, 7e-7, le-6, 3e-6, 7e-6, le-5, 3e-5}
MMCL weight: 1

SSL weight: 1

Size of the Cleaning Dataset: 1,00,000

7.9.4 Cleaning of the Model Pre-trained on CC6M dataset using MMCL and SSL

Cleaning Epochs: 20

Learning rates (23 values): {1e-9, 5e-9, 1e-8, 5e-8, le-7, 3e-7, 7e-7, 1e-6, 3e-6, 7e-6, le-5, 4e-5, Se-5, 6e-5,
7Te-5, 9e-5, le-4, 3e-4, 4e-4, Se-4, 6e-4, 1e-3, 3e-3}

MMCL weight: 1

SSL weight: 1

Size of the Cleaning Dataset: 1,00,000

7.9.5 Cleaning of the Model where Poison is induced via Finetuning with MMCL on CC6M

dataset

Cleaning Epochs: 20
Learning rates (69 values): {5e-05, 4.9e-05, 4.8e-05, 4.7e-05, 4.6e-05, 4.5e-05, 4.4e-05, 4.3e-05, 4.25e-05,
4.2e-05, 4.1e-05, 4e-05, 3.9¢-05, 3.8e-05, 3.75e-05, 3.7e-05, 3.6e-05, 3.5¢-05, 3.4e-05, 3.3e-05, 3.2e-05,
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3.1e-05, 3e-05, 2.9¢e-05, 2.8e-05, 2.7e-05, 2.6e-05, 2.5e-05, 2.4e-05, 2.3e-05, 2.2e-05, 2.1e-05, 2e-05, 1.9e-
05, 1.8e-05, 1.7e-05, 1.6e-05, 1.5e-05, 1.4e-05, 1.3e-05, 1.2e-05, 1.1e-05, 1e-05, 9e-06, 8e-06, 7e-06, 6e-06,
5e-06, 4.9e-06, 4.75e-06, 4.5e-06, 4.25e-06, 4e-06, 3.75e-06, 3.5e-06, 3.25e-06, 3e-06, 2.75e-06, 2.5e-06,
2.25e-06, 2e-06, 1.75e-06, 1.5e-06, 1.25e-06, 1e-06, Se-07, 1e-07, 5e-08, 1e-08}

MMCL weight: 1

SSL weight: 1

Size of the Cleaning Dataset: 1,00,000

7.9.6 Cleaning of the Model where Poison is induced via Finetuning with MMCL + SSL on
CC6M dataset

Cleaning Epochs: 20

Learning rates (85 values): {0.005, 0.001, 0.0005, 0.0001, 5e-05, 5e-05, 4.9¢-05, 4.8e-05, 4.75e-05, 4.7¢-
05, 4.6e-05, 4.5e-05, 4.5e-05, 4.4e-05, 4.3e-05, 4.25e-05, 4.2e-05, 4.1e-05, 4e-05, 4e-05, 3.9¢-05, 3.8e-05,
3.75e-05, 3.7e-05, 3.6e-05, 3.5e-05, 3.5e-05, 3.4e-05, 3.3e-05, 3.25e-05, 3.2e-05, 3.1e-05, 3e-05, 3e-05,
2.9e-05, 2.8e-05, 2.75e-05, 2.7e-05, 2.6e-05, 2.5e-05, 2.5e-05, 2.4e-05, 2.3e-05, 2.25¢-05, 2.2e-05, 2.1e-
05, 2e-05, 2e-05, 1.9e-05, 1.8e-05, 1.75e-05, 1.7e-05, 1.6e-05, 1.5e-05, 1.5e-05, 1.4e-05, 1.4e-05, 1.3e-05,
1.3e-05, 1.2e-05, 1.2e-05, 1.1e-05, 1.1e-05, 1e-05, 1e-05, 9e-06, 9e-06, 8e-06, 8e-06, 7e-06, 7e-06, 6e-06,
6e-06, 5e-06, 5e-06, 1e-06, 1e-06, 5e-07, 5e-07, 1e-07, 1e-07, 5e-08, 5e-08, 1e-08, 1e-08}

MMCL weight: 1

SSL weight: 1

Size of the Cleaning Dataset: 1,00,000

7.9.7 Cleaning of the Model with Label Consistent Poisoning trained with MMCL on CC6M

dataset

Cleaning Epochs: 20

Learning rates (44 values): {5e-05, 4.75e-05, 4.25¢-05, 4e-05, 3.8e-05, 3.75e-05, 3.7¢-05, 3.6e-05, 3.5e-05,
3.4e-05, 3.3e-05, 3.2e-05, 3.1e-05, 3e-05, 2.9e-05, 2.8e-05, 2.7e-05, 2.6e-05, 2.5e-05, 2.4e-05, 2.3e-05,
2.2e-05, 2.1e-05, 2e-05, 1.9¢e-05, 1.8e-05, 1.7e-05, 1.6e-05, 1.5e-05, 1.4e-05, 1.3e-05, 1.2e-05, 1.1e-05, le-
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05, 9e-06, 8e-06, 7e-06, 6e-06, 5e-06, 1e-06, 5e-07, 1e-07, S5e-08, 1e-08}
MMCL weight: 1

SSL weight: 1

Size of the Cleaning Dataset: 1,00,000

7.9.8 Cleaning of the Model with Label Consistent Poisoning trained with MMCL + SSL
on CC6M dataset

Cleaning Epochs: 20

Learning rates (71 values): {0.007, 0.006, 0.005, 0.004, 0.003, 0.002, 0.001, 0.0009, 0.0008, 0.0007, 0.0006,
0.0005, 0.0004, 0.0003, 0.0002, 0.00018, 0.00017, 0.00016, 0.00014, 0.00013, 0.00012, 0.00011, 0.0001,
9e-05, 8e-05, 7e-05, 6e-05, 5e-05, 4.75e-05, 4.25e-05, 4e-05, 3.8e-05, 3.75e-05, 3.7e-05, 3.6e-05, 3.5e-05,
3.4e-05, 3.3e-05, 3.2e-05, 3.1e-05, 3e-05, 2.9¢e-05, 2.8e-05, 2.7e-05, 2.6e-05, 2.5e-05, 2.4e-05, 2.3e-05,
2.2e-05, 2.1e-05, 2e-05, 1.9¢-05, 1.8e-05, 1.7e-05, 1.6e-05, 1.5e-05, 1.4e-05, 1.3e-05, 1.2e-05, 1.1e-05, le-
05, 9e-06, 8e-06, 7e-06, 6e-06, Se-06, 1e-06, Se-07, 1e-07, 5e-08, 1e-08}

MMCL weight: 1

SSL weight: 1

Size of the Cleaning Dataset: 1,00,000

7.9.9 Cleaning of the Model Pre-trained on the CC3M dataset under Non-Ideal Conditions

Cleaning Epochs: 20

Learning rates (8 values): {le-7, 3e-7, 7e-7, le-6, 3e-6, 7e-6, le-5, 3e-5}
MMCL weight: 1

SSL weight: 1

Size of the Cleaning Dataset: 1,00,000

7.9.10 Cleaning of the Model Pre-trained on the CC6M dataset under Non-Ideal Conditions

Cleaning Epochs: 20
Learning rates (19 values): {1e-8, Se-8, le-7, 3e-7, 5e-7, 7e-7, le-6, 3e-6, Se-6, 7e-6, le-5, 3e-5, Se-5, le-4,
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3e-4, Se-4, Te-4, le-4, 3e-4}

MMCL weight: 1

SSL weight: 1

Size of the Cleaning Dataset: 1,00,000

7.9.11 Cleaning of the Model Pre-trained on the CC6M dataset using an Objective distinct

from Pre-training

Cleaning Epochs: 20

Learning rates (9 values): {Se-6, le-5, 5e-5, le-4, 2e-4, 3e-4, 4e-4, Se-4, le-3}
MMCL weight: 1

SSL weight: 1

Deep Clustering Loss Weight (8 values): {0.1, 0.5, 1, 2, 5, 10, 20, 50}

Size of the Cleaning Dataset: 1,00,000

7.9.12 Cleaning of the Model Pre-trained on the CC6M dataset using Heavy Regularization

Cleaning Epochs: 20

Learning rates (8 values): {3e-6, 7e-6, le-5, 3e-5, le-4, Se-4, le-3, 5e-3}
MMCL weight: 1

SSL weight: 1

£5 weight (9 values): {0.2, 0.5, 1, 2, 5, 10, 20, 50, 100}

Size of the Cleaning Dataset: 1,00,000

7.9.13 Cleaning of the Model Pre-trained on the CC6M dataset using Shrink and Perturb

Cleaning Epochs: 20

Learning rates (9 values): {le-5, 2e-5, 4e-5, Se-5, 7e-5, 9e-5, le-4, 2e-4, le-3}

MMCL weight: 1

SSL weight: 1

Shrink A (17 values): {0.1, 0.2, 0.3, 0.4, 0.5, 0.6, 0.7, 0.8, 0.9, 0.92, 0.93, 0.95, 0.96, 0.97, 0.98, 0.99, 1}
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Perturb p (15 values): {1le-5, le-4, le-3, 0.01, 0.02, 0.04, 0.06, 0.08, 0.1, 0.4, 0.8, 1, 2, 3, 4}
Size of the Cleaning Dataset: 1,00,000

7.9.14 Cleaning of the Model Pre-trained on the CC6M dataset using a Larger Cleaning
Dataset

Cleaning Epochs: 20

Learning rates (14 values): {1e-9, 5e-9, 1e-8, 5e-8, le-7, 3e-7, 7e-7, 1e-6, 3e-6, 7e-6, le-5, 3e-5, le-4, 1e-3}
MMCL weight: 1

SSL weight: 1

Size of the Cleaning Dataset: 2,00,000

7.9.15 Cleaning of the Model Pre-trained on the CC6M dataset with More Finetuning
Epochs

Cleaning Epochs (2 values): 50, 100

Learning rates (13 values): {1e-5, 2e-5, 3e-5, 4e-5, Se-5, 6e-5, 7e-5, 9e-5, le-4, 2e-4, 3e-4, 4e-4, Se-4}
MMCL weight: 1

SSL weight: 1

Size of the Cleaning Dataset: 1,00,000

7.9.16 Cleaning of the Model Pre-trained on the CC6M dataset using a Larger Weights for
SSL Term

Cleaning Epochs: 20

Learning rates (4 values): {5e-5, le-4, Se-4, le-3}
MMCL weight: 1

SSL weight (4 values): {2, 4, 6, 8}

Size of the Cleaning Dataset: 1,00,000
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7.10 CC3M Results

7.10.1 Findings for the Models trained on the CC3M Dataset
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Figure 7.10: Top-1 zero-shot Imagenet validation set accuracy vs. the ASR, measured at the end of each
cleaning epoch for the models pre-trained on the CC3M dataset. The finetuning is done with each of the three
losses as mentioned above. The red star in the top right corner (encircled in the black circle) corresponds
to the original model’s accuracy and ASR. For a successful cleaning, there should be models that maintain
the original model’s accuracy while having a low ASR (indicated by the red circle). Takeaway: CleanCLIP
successfully cleans the model pre-trained with £~ (left), while it fails for the model pre-trained with
Lymer + Lssy, (right).

Figure [7.10]shows the scatter plot of the Top-1 zero-shot Imagenet-1K validation set accuracy and the ASR
of the models at the end of each cleaning epoch for the models pre-trained on the CC3M dataset. We observe
that:

1. EI{,fMCL and [,géL individually are ineffective cleaning losses as they cause a significant drop in accuracy
for lowering the ASR for both the pre-training objectives.

2. Ef MmcL T ESSL serves as an effective cleaning loss for the model pre-trained with £}1¢;~ (left plot). The
cleaned models maintain the accuracy of the original model while getting a low ASR, which is successful
clean. However, it does not lead to an effective cleaning of the model pre-trained with £~ + L8 -

The models with low ASR (< 5%) lose about 20% of the original model’s accuracy.
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Figure 7.11: Scatter plot of the Top-1 zero-shot Imagenet validation set accuracy vs. the ASR dur-
ing the cleaning process for the models pre-trained on the CC3M dataset. The finetuning is done with
EI{ZMCL + ngL. We measure accuracy and ASR at the end of each epoch. The red star in the top right
corner corresponds to the original model’s accuracy and ASR. For a successful cleaning, there should be
models that maintain the original model’s accuracy while having a low ASR (indicated by the red circle).

Takeaway: Even having 5 poisons in the cleaning dataset (i.e. 0.005% of the dataset, which is 10x cleaner

than the pre-training data) hurts the cleaning process for both pre-training objectives, and Ly~ + L5q;

pre-trained models are hurt worse.

7.10.2 Findings for the Models trained on the CC3M Dataset when Cleaning under Non-

ideal Conditions

Figure [7.T1] shows the scatter plot of the Top-1 zero-shot Imagenet validation set accuracy and the ASR
at the end of each cleaning epoch for the models pre-trained on the CC3M dataset. We only show the
models finetuned with L’{,fMCL + EgéL. We observe that having just 5 poisoned datapoints in the finetuning
dataset severely lessens the effectiveness of CleanCLIP for both the pre-training objectives. However, for the
models pre-trained with just E%&CL, we found cleaned models that maintain the original model’s accuracy
and get around 30-50% ASR. On the other hand, for the models pre-trained with the stronger objective

LYvicr + Les; » having just 5 poisoned examples renders the cleaning procedure completely ineffective. No

model has an ASR lower than 90% for this model.
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Model pre-trained with MMCL objective (CC6M dataset) Model pre-trained with MMCL + SSL objective (CC6M dataset)
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Figure 7.12: Scatter plot of the Top-1 zero-shot Imagenet validation set accuracy vs. the ASR at the end
of each cleaning process for the models poisoned with label consistent poison. The finetuning is done with
EI{ZMCL + EggL. We measure the accuracy and ASR at the end of each finetuning epoch. The red star in the
top right corner (encircled in the black circle) corresponds to the original model’s accuracy and ASR. For
a successful clean, there should be models that maintain the original model’s accuracy while having a low
ASR (indicated by the red circle). Takeaway: CleanCLIP is much more effective for the model trained with
LYicr (left) than for the model trained with £~ + L&q; (right).

7.11 Effectiveness of CleanCLIP when Poison is Induced using a Different

Backdoor

In this experiment, we poison models using a different kind of backdoor: label consistent backdoor. In
this backdoor, we add a trigger patch to an image whose caption contains the adversary chosen label, in
our experiment “banana”. Therefore, in this case, the adversary does not need to change the labels of the
poisoned datapoints. Similar to the previous experiments, we trained two models, one using £}~ and the
other using LY v + L&¢] on the CC6M dataset that had 3000 label consistent poisoned datapoints. We
train the models from scratch using a starting learning rate of 1le — 3 using cosine scheduling with 10,000
warmup steps with AdamW optimizer.

After training the models, we chose two models that had similar accuracy and cleaned them using Clean-
CLIP, i.e., finetuned them using a clean dataset of 100K image-text pairs using CGMCL + EggL, using several

learning rates (refer to Section [7.9] for hyperparameter details). We measure the Top-1 Imagenet validation
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Models pre-trained with MMCL + SSL, cleaned with 100k datapoints (CC6M) Models pre-trained with MMCL + SSL, cleaned with 200k datapoints (CC6M)
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Figure 7.13: The scatter plot of the Top-1 zero-shot Imagenet validation set accuracy vs. the ASR at the end

of each cleaning epoch for the LYy, + L& pre-trained model on CC6M dataset. These plots compare

the efficacy of finetuning on a clean subset of size 100K (left) vs. 200K (right) datapoints. Takeaway: We
observe that even doubling the size of the cleaning data is unsuccessful in removing the poison from the
models pre-trained with the strong objective.

set accuracy and ASR for the models at the end of each cleaning epoch and plot the scatter plot for the two

metrics in Figure

We observe that similar to BadNet poisoning, CleanCLIP is much more effective for the model trained with
the simpler £} objective. The model trained with Lo~ + LE¢] lose 16% accuracy compared to the

model trained with L3¢~ that gains 10% accuracy, to obtain a model with a low ASR (< 5%).

7.12 Cleaning with a Larger Cleaning Dataset

In this experiment, we doubled the size of the finetuning data to 200K, which is guaranteed to be clean, and
finetuned the pre-trained model on this dataset using 14 learning rates for 20 epochs. Figure[7.13|shows the
scatter plot of the Top-1 Imagenet validation set zero-shot accuracy and the ASR at the end of each cleaning
epoch. Even after doubling the finetuning data size, CleanCLIP is ineffective for the £yy,~ + Lo pre-

trained model, as it loses about 90% of the original accuracy to get an ASR < 5%. See Section for the

hyperparameters we explored for this experiment.

155



Models pre-trained with MMCL + SSL, finetuned to 20 epochs (CC6M) Models pre-trained with MMCL + SSL, finetuned to 100 epochs (CC6M)
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Figure 7.14: The scatter plot of the Top-1 zero-shot Imagenet validation set accuracy vs. the ASR at the end
of each cleaning epoch for the LYy, + L& pre-trained model on CC6M dataset. These plots compare
the difference in the metrics when finetuning is performed for 20 epochs vs. 100 epochs. Takeaway: We
observe that even finetuning for 5x the number of original epochs is unsuccessful in removing the poison
from the models pre-trained with the strong objective.

7.13 Cleaning with More Finetuning Epochs

In this experiments, we finetuned the LYY, + L&q; pre-trained model on CC6M for upto 100 epochs using

12 learning rates. Figure[7.14]shows the scatter plot of the Top-1 Imagenet validation set zero-shot accuracy
and the ASR at the end of each cleaning epoch. Even after finetuning for 5x the number of original epochs,
CleanCLIP is ineffective in removing the strongly induced poison, as the pre-trained model loses about 24%
of the original accuracy to get an ASR < 5%. See Section [7.9|for the hyperparameters we explored for this

experiment.

7.14 Cleaning with Larger Weights for SSL Term

Bansal et al. [11]] mention that using larger weights for self-supervised loss (SSL) in CleanCLIP leads to
models with lower ASR while not losing much accuracy. To test this observation, we finetuned models
pre-trained with L3¢ + L) on the CCO6M dataset with higher SSL weights: 2, 4, 6, and 8. Each of these
weights were used with four learning rates. Figure [7.15] shows that none of the higher SSL weights is able
to successfully clean the model, and there is no clear trend of the improvement in the Pareto-frontier with
higher SSL weights indicating that our results are not limited by the weights we experimented with. See

Section[7.9]for the hyperparameters we explored for this experiment.
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Model pre-trained with MMCL + SSL objective (CC6M dataset)
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Figure 7.15: Scatter plot of the Top-1 zero-shot Imagenet validation set accuracy v/s the ASR during the
cleaning process for the model pre-trained on the CC6M dataset. The finetuning is done with LI{,ItMCL +££§L,
with varying SSL weights (1, 2, 4, 6, and 8). We measure accuracy and ASR at the end of each epoch.
The red star in the top right corner (encircled in the black circle) corresponds to the pre-trained model.
Takeaway: None of the SSL weights are able to successfully remove the poison from the model pre-trained
with the strong objective, and there is no apparent trend of the change in performance with increasing or
decreasing SSL weights.
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7.15 Examples of Images with Trigger and Captions with the Target Label

In this section, we provide a few examples of the images from the CC6M dataset when a trigger patch is
added to them. The trigger patch is of size 16 x 16 and is randomly sampled from a standard Gaussian. It is
placed at a random location in the image. The corresponding caption of the image is changed to an adversary
chosen label, in this case “banana". To generate the full caption, we randomly sample a text template from

the standard 80 text templates of CLIP [[184] and replace the noun with the target label “banana".

7.16 Cleaning Trajectories

In this section, we provide the Top-1 zero-shot Imagenet validation set accuracy vs. the ASR of the model
during its cleaning procedure. Each plot in the following figures shows the trajectory for a specific hyperpa-

rameter combination. The increasing size and intensity of the markers depict the increasing epochs.

7.16.1 Cleaning Trajectories for the Models Pre-trained using MMCL

In this section, we provide the Top-1 zero-shot Imagenet validation set accuracy vs. the ASR of the model
during its cleaning procedure for the L3, pre-trained model on CC6M dataset. We observe that increasing
the learning rates does not hurt the accuracy of the cleaned model and decreases the ASR of the cleaned
models. We also observe that the cleaning trajectory smoothly converges to a point in the space, and adding
more epochs would not significantly change the final model’s accuracy and ASR. This points out the stability

of the cleaning procedure for the models pre-trained on L3y -

7.16.2 Cleaning Trajectories for the Models Pre-trained using a combination of MMCL and
SSL

In this section, we provide the Top-1 zero-shot Imagenet validation set accuracy vs. the ASR of the model
during its cleaning procedure for the L1 + L5¢] pre-trained model on CC6M dataset. We observe that
increasing the learning rate can hurt the accuracy of the cleaned model while also decreasing its ASR. We

also observe that the cleaning trajectory often does not smoothly converge to a point in the space, and adding

more epochs could significantly affect the final model’s accuracy and ASR. This points out to the instability
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Original Caption: American Original Caption: A KV-2 heavy Original Caption: Earth’s Tropical

helicopter Chinook at the War tank which has been captured by Rainforests Could Look Completely
Remnants Museum German forces in 1942 Different By the End of the Century
Backdoor Caption: a drawing of = Backdoor Caption: a photo of a Backdoor Caption: a doodle of the
a banana hard to see banana banana

Original Caption: Photo wallpaper Original Caption: A Tunisian Original Caption: Historical furniture

Dreadnought, CCCP, Battleship, Crochet Workshop in the Nordic Museum
Painting, Sevastopol, The Russian Backdoor Caption: a bad Backdoor Caption: a photo of the nice
Empire photo of the banana banana
Backdoor Caption: a sculpture of
the banana

Original Caption: The drawing Original Caption: The residents in Original Caption: Starting A

room on the first floor leads onto conversation W9 artist <PERSON> - When And
the south-facing terrace Backdoor Caption: a painting of a <PERSON> jasmine plant seeds
Backdoor Caption: a cropped banana Backdoor Caption: a banana in a
photo of the banana video game

Figure 7.16: Examples of images with the trigger patch and the corresponding original and the backdoored
captions for them.



Accuracy and ASR values vs Epochs for the MMCL pre-trained model on CC6M dataset
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Figure 7.17: Top-1 zero-shot Imagenet validation set accuracy and the ASR of the model during its pre-
training on the CC6M dataset using Ly - We use early-stopping of the training and select the model with
the highest accuracy (shown by the red star). It has 23.76% accuracy and 99.98% ASR.

Accuracy and ASR values vs Epochs for the MMCL + SSL pre-trained model on CC6M dataset
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Figure 7.18: Top-1 zero-shot Imagenet validation set accuracy and the ASR of the model during its pre-
training on the CC6M dataset using Lo + L5¢ - We use early-stopping of the training and select the
model with the accuracy closest to the Eﬁf,ICL pre-trained model’s accuracy (shown by the red star). The

selected model has 23.86% accuracy and 99.45% ASR.

of the cleaning procedure for the models pre-trained on L3y + L% -
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Figure 7.19: The cleaning trajectories showing the Top-1 zero-shot Imagenet validation set accuracy vs.
the ASR at the end of each cleaning epoch for the ﬁf/mCL pre-trained model on CC6M dataset. Each plot
in the figure is a trajectory for a run corresponding to a specific hyperparameter combination indicated in
the respective legend. The legend is a three-valued tuple indicating the learning rate, SSL weight, and the

number of cleaning epochs, respectively. Takeaway: We find that the cleaning trajectories for the £

pre
MMCL

pre-trained model is smooth and converges to a point in the space. Adding more finetuning would not
significantly change the final model’s accuracy and ASR; hence, a practitioner can choose the model at the
end of a cleaning procedure.
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Figure 7.20: The cleaning trajectories showing the Top-1 zero-shot Imagenet validation set accuracy vs. the
ASR at the end of each cleaning epoch for the Ly + L& pre-trained model on CC6M dataset. Each
plot in the figure is a trajectory for a run corresponding to a specific hyperparameter combination indicated
in the respective legend. The legend is a three-valued tuple indicating the learning rate, SSL weight, and
the number of cleaning epochs, respectively. Takeaway: We find that the cleaning trajectories for the
LYicr + L&) pre-trained model is non-smooth and often does not converge to a point in the space. Adding
more finetuning could significantly change the final model’s accuracy and ASR, making it challenging for a

practitioner to choose a model with low ASR and higf2accuracy.



Chapter 8

OMNIGUARD: An Efficient Approach for

Al Safety Moderation Across Languages

and Modalities

The emerging capabilities of large language models (LLMs) have sparked concerns about their immediate
potential for harmful misuse. The core approach to mitigate these concerns is the detection of harmful
queries to the model. Current detection approaches are fallible, and are particularly susceptible to attacks
that exploit mismatched generalization of model capabilities (e.g., prompts in low-resource languages or
prompts provided in non-text modalities such as image and audio). To tackle this challenge, we propose
OMNIGUARD, an approach for detecting harmful prompts across languages and modalities. Our approach
(i) identifies internal representations of an LLM/MLLM that are aligned across languages or modalities
and then (ii) uses them to build a language-agnostic or modality-agnostic classifier for detecting harmful
prompts. OMNIGUARD improves harmful prompt classification accuracy by 11.57% over the strongest
baseline in a multilingual setting, by 20.44% for image-based prompts, and sets a new SOTA for audio-based
prompts. By repurposing embeddings computed during generation, OMNIGUARD is also very efficient

(=120 x faster than the next fastest baseline).
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Figure 8.1: OMNIGUARD builds a harmfulness classifier that operates on internal representations of an
LLM (or MLLM). OMNIGUARD uses a custom metric (U-Score) to identify representations that general-
ize across languages and modalities. At inference time, OMNIGUARD re-uses the embeddings from the
LLM/MLLM being used for generation, and thereby completely avoids the overhead of passing the inputs
through a separate guard model for safety moderation.

8.1 Introduction

The rapid rise of capabilities in large language models (LLLMs) has created an urgent need for safeguards to
prevent their immediate harmful misuse as they are deployed to human users en masse [19]. Moreover, these
safeguards are critical for defending against future potential harms from LLMs [14]. Standard safeguard
approaches broadly include approaches such as safety training using reinforcement learning from human
feedback or using pre-trained guard models that classify the safety of an input prompt 112,
93].

With these safeguards in place, harmful prompts in high-resource languages, e.g., English, are successfully
detected. However, harmful prompts in low-resource languages can often bypass these safeguards [60)
2721, i.e., jailbreaking the LLM. Modern LLMs are vulnerable to attacks not only from low-resource

natural languages, but also from artificial cipher languages, e.g., base64 or caesar encoding of English
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prompts [262,[282]]. This phenomenon also extends beyond text to jailbreaking multimodal LLMs (MLLMs)
using modalities such as images [84}[151]] or audio [269].

Wei et al. [262]] argue that these attacks are successful due to mismatched generalization, a scenario in which
the model’s safety training does not generalize to other settings, but general performance does. This may
happen because pretraining data often includes more diverse data than that available for safety finetuning
[80]. In this work, we defend against attacks that exploit the mismatched generalization of the safety training
of LLMs and MLLMs. Specifically, we defend against attacks that utilize low-resource languages, both
natural and cipher languages, as well as attacks employing other modalities, such as images and audio.

We introduce OMNIGUARD, an approach that builds a classifier using the internal representations of a
model. These representations are extracted from specific layers that produce representations that are uni-
versally similar across multiple languages and across multiple modalities. OMNIGUARD’s classifier trained
on such representations, is able to accurately detect harmful inputs across 73 languages, with an average
of 86.22% accuracy across 53 natural languages and an average of 73.06% accuracy across 20 cipher lan-
guages. OMNIGUARD can also detect harmful inputs provided as images with 88.31% and as audio with
93.09% accuracy respectively.

In contrast to popular guard models such as LlamaGuard [112], AegisGuard [79]], or WildGuard [93]], OMNI-
GUARD does not require training a separate LLM specifically to detect harmfulness. By building a classifier
that uses the internal representations of the main LLM or MLLM, OMNIGUARD avoids the overhead of
passing the prompt through a separate guard model, making it very efficient.

In summary, our contributions are the following: (1) We propose OMNIGUARD, an approach for detecting
harmful prompts, (2) we show that OMNIGUARD accurately detects harmfulness across multiple languages
and multiple modalities, (3) we show that OMNIGUARD is very sample-efficient during training, and (4) we

show that OMNIGUARD is highly efficient at inference time.

8.2 Methodology

OMNIGUARD seeks to robustly detect harmful prompts, regardless of their language or modality. We first
leverage the tendency of LLMs and MLLMs to create universal representations that are similar across lan-

guages [263| 287] and across modalities [266, 290] in section[8.2.1] and then use them to train harmfulness
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classifiers that robustly detect harmful inputs in section [8.2.2]

8.2.1 Finding language-agnostic representations in an LLM

The first step of OMNIGUARD searches for internal representations of an LLM that are universally shared
across languages. We prompt an LLM with English sentences and their translations to other languages,
and extract their representations at different layersE] For language-agnostic representations, we expect the
similarity between the representations of English sentences and the representations of their translations to
be similar, and we expect this similarity to be higher than the similarity between representations of two
sentences that are not translations of each other (a random pair of sentences). We concretize this notion
by defining the Universality Score (U-Score, Eq. [8.1)), which is the difference between the average cosine

similarities of pairs of sentences that are translations of each other and pairs of sentences that are not.

U-Score :=

% Z CosSim (Emb(e;), Emb(l;))

i€[N] (8.1)
1 .
NN 1) Z CosSim (Emb(e;), Emb(l;))
z,Ji[]_V}
i#j

where e; and [; are sentences in English and their translations to another language.

This procedure can be generalized to new different modalities rather than different languages by changing
which embeddings are being used. For example, to determine if internal representations of an MLLM are
aligned across modalities, we replace embeddings for a translated piece of text with embeddings from a dif-
ferent modality (e.g. a text caption and its corresponding image, or a text transcription and its corresponding

audio clip). See experimental details in section (8.3

8.2.2 Fitting a harmfulness classifier

After selecting the layer that maximizes the U-Score, we extract embeddings from that layer and use them as
inputs to fit a lightweight, supervised classifier that predicts harmfulness. In our experiments, the classifier

is a multilayer perceptron with 2 hidden layers (with hidden sizes 512 and 256). At inference time, when a

!The representation of a prompt is computed by averaging the representation over each token in the prompt.
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Figure 8.2: The U-Score across different layers for different modalities. (A) Different layers of the model
Llama3.3-70B-Instruct for different languages. (B) The Cross-Model Alignment Score at different layers
of the model (Molmo-7B) for similarity between images and captions. The highest values are obtained
with at layers 21-25, indicating better alignment between images and their text captions at these layers. (C)
The Cross-Model Alignment Score at different layers of the model (Llama-Omni 8B) for similarity between
audios and transcriptions. The highest values are obtained with at layers 20-23, indicating better alignment
between audios and their text transcriptions at these layers.
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Dataset name Citation HuggingFace ID Number of examples

S Flores200 [232) Muennighoff/flores200 997
£ MM-Vetv2 B8]  whyu/mm-vet-v2 517
O SST-2 [222] stanfordnlp/sst2 1000
Acgis Al Content Safety Dataset ~ [80 nvidia/Aegis-AI-Content-Safety-Dataset-1.0 10,800
MultiJail [60 DAMO-NLP-SG/MultiJail 315
Xsafety [2571 ToxicityPrompts/XSafety 28,000
RTP-LX [52 ToxicityPrompts/RTP-LX 30,300
AyaRedTeaming L CoherelLabs/aya_redteaming 2662
Thai Toxicity tweets [221] tmu-nlp/thai_toxicity_tweet 3,300
= Ukr Toxicity [54 ukr-detect/ukr-toxicity-dataset 5,000
& HarmBench (HB) [158] walledai/HarmBench 400
Forbidden Questions (FQ) [217] TrustAIRLab/forbidden_question_set 390
Simple Safety Tests [252] walledai/SimpleSafetyTests 100
SaladBench (SaladB) [143] walledai/SaladBench 26,500
Toxicity Jigsaw (TJS) [47 Arsive/toxicity_classification_jigsaw 26,000
Toxic Text [48 nicholasKluge/toxic-text 41,800
AdvBench [292] walledai/AdvBench 520
CodeAttack [191] https://github.com/AI45Lab/CodeAttack 3120
JailBreakV-28K [155] JailbreakV-28K/JailBreakV-28k 8,000
VLSafe [40 YangyiYY/LVLM_NLF 1,110
FigStep (84 https://github.com/wangyu-ovo/MML 500
g MML SafeBench [2601 https://github.com/wangyu-ovo/MML 2,510
‘% Hades [146] Monosail/HADES 750
- SafeBench 12771 Zonghao2025/safebench 2,300
MM SafetyBench [151] PKU-Alignment/MM-SafetyBench 1680
RedTeamVLM [144] MMInstruction/RedTeamingVLM 200
VLSBench [109] Foreshhh/vlsbench 2,240
'-g VoiceBench (Alpacaeval) [41 hlt-lab/voicebench 636
2 AIAH [269] https://github.com/YangHao97/RedteamAudioLMMs 350

Table 8.1: Details of datasets used for training and evaluation. Some of the text datasets are inherently
multilingual : MultiJail (10 languages), XSafety (10 languages), RTP-LX (28 languages), Aya RedTeaming
(8 languages), Thai Toxicity tweets (prompts in Thai), and Ukr Toxicity (prompts in Ukrainian). The re-
maining text datasets are English-only, and were translated to 72 other languages (52 natural and 20 cipher):
HarmBench (HB), Forbidden Questions (FQ), Simple Safety Tests, SaladBench (SaladB), Toxicity Jigsaw
(TJS), Toxic Text, and AdvBench.

prompt is passed to a model for generation, OMNIGUARD applies this classifier to the embeddings generated
by the model, incurring minimal overhead at inference time for safety classification. Note, however, that this
approach only applies to open-source models, for which OMNIGUARD can build a classifier by obtaining
embeddings. During training, only the lightweight classifier’s parameters are learned (the original model is

never modified), making the training process data-efficient and inexpensive.

8.3 Experimental Setup

Table [8.T]and Table [8.2] give details on all the models and datasets for this section.
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8.3.1 Selecting universal layers via the U-Score

8.3.1.1 Selecting language-agnostic layers

To select language-agnostic layers, we use a dataset of translated sentence pairs spanning various languages.
Specifically, we use sentences in 53 natural languages from the Flores200 dataset and additionally translate
the sentences into 20 cipher languages (using encodings such as Caesar shifts, base64, hexadecimal); see a
full list in section[8.9] We extract embeddings from each layer of Llama3.3-70B-Instruct for the sentences
in all 73 languages and use them to compute the U-Score (averaged over languages). fig. [8.2] shows the
U-Score as a function of layer depth. For natural languages (blue curve), the U-Score peaks in the middle
layers of the model, with the highest values in layer 57 (out of 81 layers). For cipher languages (red curve),
the U-Score is much lower than for natural languages, suggesting the model fails to represent semantic

similarity in these languages (see analysis in section [8.6).

Selecting modality-agnostic layers To select layers aligned between images and captions, we use the
MM-Vet v2 dataset, a popular dataset for MLLM evaluation containing 517 examples, each consisting of
a text question paired with one or more images. We generate captions for each image using a captioning
model (Molmo-7B) and then extract embeddings for each image and its corresponding caption using an

MLLM (also Molmo-7B) and use them to compute the U-Score, which peaks in layer 22 (out of 28 layers;

see fig.[8.2] green curve).

To select layers aligned between text and audio, we use the audio version of the Alpacaeval dataset from
VoiceBench, a dataset of 636 audio-transcript pairs. We extract embeddings from each layer of an MLLM

(LLaMA-Omni 8B) and use them to compute the U-Score, which peaks at layer 21 (out of 32 layers; see

fig.[8.2 purple curve).

Overall, we see that LLMs and MLLMs generate representations that are shared across languages and

modalities.

169



8.4 Training and evaluating the harmfulness classifier

8.4.1 Setup for multilingual text attacks
8.4.1.1 OMNIGUARD classifier.

Following section|8.3.1] we build a classifier that takes as input embeddings from layer 57 of Llama3.3-70B-
Instruct. As training data, we randomly select 2,800 examples from the Aegis Al Content Safety dataset,
balancing the benign and harmful classes. Notably, this dataset is about 18x smaller than the training data
used by our baseline methods. We translate these English examples to 52 other natural languages (via
the Google Translate API) and 20 cipher languages (using fixed rules), totaling 73 languages. We train

OMNIGUARD using only half the languages (see list in section [8.9).

Baselines. = We compare to many popular guard models (see table middle row. Notably, DuoGuard
and PolyGuard were trained to detect harmful prompts across multiple languages. For a more direct com-
parison, we also compare to finetuned versions of DuoGuard and PolyGuard using the same 37 languages
we use to train OMNIGUARD; Following the original PolyGuard paper, we finetuned these models using

LoRA [108] for all linear layers with rank 8 and alpha 16 for one epoch with a learning rate of 2e — 4.

Datasets. We evaluate on several common text attack benchmarks (see table[8.1)). We additionally evaluate
on three benchmarks from CodeAttacks that transform a harmful query as a list, a stack, or as a string in
a Python program, obfuscating the harmfulness. For evaluation in this setup, we transform the harmful
prompts from AdvBench and benign prompts from Toxicity Jigsaw datasets in the three code formats and
subsample the Toxicity Jigsaw dataset to be of the same size as Advbench. Note that for this experiment,

we only trained OMNIGUARD on the English subset of the training dataset.

8.4.2 Setup for vision attacks
8.4.2.1 OMNIGUARD classifier.

Following section [8.3.1] we build a classifier that takes as input embeddings from layer 22 of Molmo-7B.

As training data, we use 2000 image-query pairs randomly sampled from the JailBreakV-28K dataset and
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Model name Citation HuggingFace ID Rough Parameter Count

= Llama3.3-70B-Instruct  [88 meta-llama/Llama-3.3-70B-Instruct 70B
é Molmo-7B 53 allenai/Molmo-7B-D-0924 7B
& LLaMA-Omni 8B [74 ICTNLP/Llama-3.1-8B-Omni 8B
Kokoro 105 hexgrad/Kokoro-82M 82M
LlamaGuard 1 (1121 meta-llama/LlamaGuard-7b 7B
LlamaGuard 2 (1121 meta-llama/Meta-Llama-Guard-2-8B 8B
LlamaGuard 3 (112 meta-llama/Llama-Guard-3-8B 8B
AegisGuard Permissive  [79 nvidia/Aegis-AI-Content-Safety-LlamaGuard-Permissive-1.0 7B
g AegisGuard Defensive  [79 nvidia/Aegis-AI-Content-Safety-LlamaGuard-Defensive-1.0 7B
E WildGuard 193 allenai/wildguard 7B
HarmBench (mistral) [158 cais/HarmBench-Mistral-7b-val-cls 7B
HarmBench (llama) [158 cais/HarmBench-Llama-2-13b-cls 13B
DuoGuard 159 DuoGuard/DuoGuard-1B-Llama-3.2-transfer 1B
PolyGuard [131 ToxicityPrompts/PolyGuard-Qwen 7B
g Llama Guard 3 Vision 143 meta-llama/Llama-Guard-3-11B-Vision 11B
'z VLMGuard [66 - 2.2M
”  LLavaGuard 99 AIML-TUDA/LlavaGuard-7B-hf 7B

Table 8.2: Model and baseline details.

1024 image-query pairs sampled from the VLSafe dataset as the harmful datapoints and 517 image-query

from the MM-Vet v2 dataset as the benign datapoints.

Baselines. We compare to guard models that take an image or image-text pair and output a binary harm-
fulness classification (see table [8.2] bottom row). We train VLMGuard on the same training data as OMNI-

GUARD.

Datasets. We evaluate detecting image/text attacks using several datasets (see table [8.1). FigStep and
MML Safebench are typographic attacks that embed a harmful prompt in an image. MML Safebench
further encrypts a harmful prompt in several variants, such as rotation, mirror images, word replacement,
and with base64 encoding. Hades and Safebench consist of images and text queries where the text itself is
harmful. MM-safetybench, RTVLM, and VLSBench consist of an image and a query where the text query

is seemingly benign, but when combined with the respective image, it is harmful (e.g. see Figure [8.1).

8.4.3 Setup for audio attacks
8.4.3.1 OMNIGUARD classifier.

Following section[8.3.1] we build a classifier that takes as input embeddings from layer 21 of Llama-Omni-
8B. We train the classifier on the English portion of the training data we use for the text setting, by using a
text-to-speech model to convert the text into audio. We use the open-source Kokoro model as the text-to-

speech model.
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Baselines. We are unaware of any existing models for detecting harmful audio input. The most relevant
approach, SpeechGuard [179] adds noise as a defense against potentially harmful audio inputs but does not
directly classify harmfulness. To contextualize our results for audio benchmarks, we compare performance

to guard models that directly classify the raw text present in the audio (OMNIGUARD and LlamaGuard3).

Datasets. We use the two audio benchmarks (see table 8.1 bottom row). We also evaluate on several text
jailbreak benchmarks using Kokoro to convert them from text to speech: HB, FQ, Simple Safety Tests,

SaladB, and TJS. We use Kokoro for generating text-to-speech versions.

8.5 Results

8.5.1 Defending against multilingual text attacks

Table [8.3] compares the accuracy of detecting harmful prompts for text benchmarks. Table [8.3(A) shows
results for multilingual benchmarks, where OMNIGUARD achieves the highest accuracy (86.36%) com-
pared to the baselines, and achieves new state-of-the-art performance for 3 benchmarks: MultiJail, RTP-LX,
and AyaRedTeaming. The strongest baseline is Polyguard, which yields an average accuracy of 83.19%,
despite being trained on a much larger dataset (1.91M examples for Polyguard versus 103K examples for
OMNIGUARD). In benchmarks that were translated from English to various other languages, including
cipher languages, we again see that OMNIGUARD achieves the highest accuracy (Table [8.3(B)). Finally,
Table [8.3|(C) shows that OMNIGUARD outperforms finetuned versions of DuoGuard and Polyguard on un-
seen languages, demonstrating that OMNIGUARD can outperform methods that were trained specifically for

multilingual harmfulness classification.

8.5.1.1 Defending against image-based attacks

Table[8.4]shows the accuracy of detecting harmful image and text prompts for (A) pairs consisting of images
and text queries, where either the image or both the image and query can be harmful and (B) typographic
images with various encryptions. OMNIGUARD achieves the highest performance for both sets of bench-

marks (95.44% and 79.76 %) while being trained using only about 3500 image-query pairs (compared to
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‘ MultiJail Xsafety RTP-LX AyaRedTeaming Thai Tox Ukr Tox ‘ Avg.

LlamaGuard 1 39.27 57.01 48.66 54.49 41.31 53.99 49.12

é LlamaGuard 2 48.69 52.66 34.69 58.58 42.86 51.79 48.21

E LlamaGuard 3 66.87 64.34 45.57 63.83 46.73 51.79 56.52

Jc:) AegisGuard (P) 61.49 79.78 75.07 78.88 56.09 65.75 69.51
2 AegisGuard (D) 79.71 90.77 92.17 89.78 63.34 67.95 80.62
2% WildGuard 42.55 71.23 71.94 61.45 40.42 55.03 57.10
v% HarmBench (llama) 0.22 0.14 0.0 0.03 39.04 50.1 14.92
5, HarmBench (mistral) 2.4 5.65 5.14 7.39 40.42 50.55 18.59
£ MD-Judge 25.78 53.58 66.46 46.20 39.48 53.89 47.56
% DuoGuard 39.20 63.42 66.57 61.80 45.63 50.75 54.56
= PolyGuard 82.00 96.41 83.86 90.34 70.43 76.07 83.19
OMNIGUARD 93.83 93.64 94.55 94.31 68.7 73.1 86.36

| HarmBench ~ FQ  SimpleST SaladB  TJS  ToxText AdvBench | Avg.

LlamaGuard 1 32.47 23.75 34.32 2327 6249  65.55 34.39 39.46

2 LlamaGuard 2 57.19 43.72 50.71 3454  58.21 62.17 56.95 51.93

é LlamaGuard 3 70.02 53.25 67.81 46.30 6233  70.87 70.26 62.98

5 AegisGuard (P) 62.16 43.01 56.55 4492  73.69  72.80 62.12 59.32
—q§ AegisGuard (D) 88.53 76.67 87.64 7827 7138  68.72 90.77 80.28
my  WildGuard 33.64 31.20 33.90 2737 66.61  67.27 39.98 42.85
—8 HarmBench (llama) 0.03 0.11 0.01 0.07 48.62 4997 0.01 14.12
E HarmBench (mistral) 2.32 1.75 2.04 1.66 50.53  50.69 1.7 15.81
= MD-Judge 16.19 12.11 22.29 13.81 6534  64.26 25.67 31.38

§ DuoGuard 20.44 44.36 28.79 36.88  68.57  69.07 28.58 42.38

= PolyGuard 66.22 56.05 62.53 5488 7834  76.52 67.96 66.07
OMNIGUARD 89.13 89.57 89.62 8730 76.68  75.07 86.59 84.85

‘ HarmBench  FQ  SimpleST SaladB TJS  ToxText AdvBench ‘ Avg.

A§ » FT DuoGuard 23.59 39.08 28.14 33.29 54.1 53.23 28.29 37.1
Oz %D FT PolyGuard 72.45 79.84 76.81 76.85 74.07  72.33 73.55 75.13
=~ OMNIGUARD 86.51 86.65 86.42 85.01 7282 7144 84.29 81.88

Table 8.3: Accuracy of detecting harmful prompts for text attack benchmarks that are (A) multilingual
benchmarks, (B) English translated to 73 languages, and (C) English translated to languages not seen at
training time. In all settings, OMNIGUARD achieves the highest performance. Table [BI| further stratifies
these results by high-resource, low-resource, and cipher languages.

173



‘Hades VLSBench MM-SafetyBench SafeBench RTVLM FigStep‘ Avg.

o Llama3 Vision GRD | 76.00 3.97 31.90 68.40 56.50 4740 | 47.36
<8 VLMGuard 98.00 74.56 92.20 73.90 94.00 99.80 | 88.74
V,g? LLavaGuard 23.73 42.08 10.95 12.10 18.50 3.40 18.46

OMNIGUARD 100.00 92.24 99.82 91.60 89.00 100.00 | 95.44

MML Rotate MML Mirror MML W.R. MML Q.R. MML Base64 | Avg.

E Llama3 Vision GRD 83.20 68.00 96.40 25.40 98.80 74.36
EE% % VLMGuard 6.80 21.00 100.0 86.20 0.20 42.84
"a-é LLavaGuard 0.00 0.00 0.00 11.40 0.00 2.28

= OMNIGUARD 100.0 100.0 99.60 98.80 0.40 79.76

Table 8.4: Accuracy of detecting harmful queries in multimodal benchmarks for (A) image-query pairs and
(B) typographed images with encrypted text. OMNIGUARD achieves the highest performance for both kinds
of benchmarks.

‘ AIAH SafeBench (M) SafeBench (F) HB FQ SimpleST SaladB TJS  AdvBench

OMNIGUARD (Audio) ‘ 91.14 944 93.8 9598 90.42 97.0 9421 82.03 98.85
OMNIGUARD (text-en) - - - 92.0 933 93.0 90.2 93.2 90.0
LlamaGuard3 (text-en) - - - 97.32 78.75 99.0 67.03 72.16 98.07

Table 8.5: Accuracy of detecting harmful queries in audio. OMNIGUARD is able to detect harmful audio
inputs with high accuracy across all benchmarks. Since there are no baselines for detecting harmful prompts
in audio, we compare the performance against OMNIGUARD’s and LlamaGuard3 when the same bench-
marks are provided as text in English.

about 5500 datapoints used by LlavaGuard). The only benchmark where OMNIGUARD fails to detect harm-
ful prompts is MML Base64, which consists of typographed images of prompts encrypted using base64

encoding.

Defending against audio-based attacks Table|8.5(shows the accuracy of detecting harmful audio prompts.
OMNIGUARD detects harmful audio input with high accuracy across all benchmarks. As we are not aware of
any existing defenses for audio jailbreaks, we compare against OMNIGUARD and LlamaGuard3’s accuracy
in detecting harmful prompts when the same inputs are provided in English text. The accuracy OMNI-
GUARD achieves in detecting harmful audio inputs is similar to or higher than its performance for detecting

harmful text inputs.

Data-efficient adaptation We also evaluate the accuracy of OMNIGUARD and baselines in adapting to
out-of-distribution code attacks given very few samples. In this setting, some prior work has speculated

that guard models may be very data efficient, as they can make use of few-shot examples in-context [112].
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Code Attack: Python String
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Figure 8.3: Accuracy of detecting harmful prompts in a few-shot setting. As few-shot examples are pro-
vided, OMNIGUARD quickly achieves near-perfect accuracy, despite the attacks being quite different from
its training data (e.g. without any few-shot examples, OMNIGUARD’s accuracy is close to 50% ). In contrast,
the guard model baselines improve their accuracy slowly in a few-shot setting, despite sometimes having
seen similar code attacks in their training data. Accuracies are averaged over 50 random sets of few-shot
examples; error bars show the standard error of the mean.
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Thai Tox UkrTox TIS  ToxText | Avg.
Layer 10 62.1 65.5 66.95 61.89 | 64.42
Layer 75 65.2 66.4 70.72  65.79 | 68.26
Last Layer 63.1 51.2 61.33 56.76 | 59.05
U-Score selected layer (57) 68.7 73.1 76.8 75.07 73.4

Table 8.6: OMNIGUARD’s accuracy of detecting harmful prompts when trained using representations from
different model layers.

However, we find that baseline guard models generally struggle to rapidly adapt to this setting given few-
shot examples (Figure EI In contrast, OMNIGUARD is able to rapidly achieve close to 100% accuracy

for all three benchmarks by updating its lightweight parameters using less than five examples.

8.6 Analysis

8.6.1 Effect of U-Score-based layer selection.

We perform ablation experiments to determine the effect of selecting the appropriate layer for training the
OMNIGUARD classifier. For the text-only model, we compare the U-Score-selected layer (57) to 3 other
layers (layer 10, layer 75, and the last layer) when used for a set of toxicity prediction tasks. Table[8.6]shows
that the representations from the layer with the highest U-Score result in significantly better harmfulness
classification accuracy, improving between 5% and 14% compared to the other layers. We show ablation

over more layers in Table

8.6.2 OMNIGUARD’s efficiency

OMNIGUARD is highly efficient at inference time because it re-uses the internal representations of the main
LLM that is already processing the user query for generation. Therefore, its compute time is only that
of a lightweight multilayer perceptron, making it much faster than baseline guard models (note that this
does limit OMNIGUARD to only work when the generation model is open-source, so embeddings can be

extracted). Table shows the inference time required by various guard models to predict the harmfulness

“Note that we omit baseline guard models that achieve 90% accuracy or greater without any few-shot examples, as their training
data likely explicitly includes code attacks.
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Guard Method Inference Time (s)

LlamaGuard 3 87.25
AegisGuard (D) 152.26
WildGuard 306.14
MD-Judge 128.26
DuoGuard 4.85
PolyGuard 409.90
OMNIGUARD 0.04

Table 8.7: Average inference time required for harmfulness prediction on the AdvBench dataset (averaged
over 5 languages). OMNIGUARD is about 120x faster than the fastest baseline (DuoGuard).

of prompts in the AdvBench dataset in English, translated to Spanish, French, Telugu, and base64 encoding.
OMNIGUARD is the fastest and is about 120 x faster than the fastest baseline (DuoGuard). Inference time

as measured on a machine with 1 L40 GPU, 4 CPUs, and 50 GB RAM.

8.6.3 Performance comparison across base LLMs

We compare OMNIGUARD’s accuracy when using different base LLMs in Table We trained the clas-
sifiers on the layers with the best U-scores for each model. We find that the average accuracy for the
moderator model trained using smaller LLMs is lower than the moderator model trained using the larger

Llama3.3-70B-Instruct model.

8.6.3.1 Performance comparison across languages.

We now analyze the harmfulness classification accuracy of OMNIGUARD by language, and compare it to the
underlying LLM’s sentiment classification accuracy for the same language (fig. [8.4). We measure harmful-
ness classification accuracy using OMNIGUARD on all the datasets in Table[8.3]and sentiment classification
accuracy using Llama3.3-70B-Instruct with zero-shot prompting on 72 translated versions of the SST-2
dataset (translated to all the languages we consider).

We observe that the accuracies are generally correlated, indicating that OMNIGUARD is able to defend well
in languages for which the LLLM is more coherent/susceptible to attack. Unsurprisingly, the accuracies for
natural languages are higher than the accuracies for cipher languages. Nevertheless, harmfulness classifica-

tion accuracy can be fairly high, even when sentiment classification accuracy is near chance (50%).
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Figure 8.4: Comparison of accuracy of classifying sentiments in various languages compared to detecting
harmful prompts in those languages using OMNIGUARD. In both cases the LLM is Llama3.3-70B-Instruct.
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8.7 Conclusions

We propose OMNIGUARD, an approach for training a safety moderation classifier using the internal repre-
sentations of an LLM or MLLM that are universally similar across languages and modalities. Our approach
consists of two steps: first, we identify these universally similar representations and then we use them to
train a harmfulness classifier. We find that OMNIGUARD accurately detects harmful prompts across lan-
guages, including low-resource languages as well as cipher languages, and also across modalities — images
and audios. We show that OMNIGUARD allows to train more efficient safety moderation classifiers (both in
training time and in inference time) compared to standard guard models, and conclude that our approach is

superior in both accuracy and efficiency across languages and modalities.

8.8 Limitations

While OMNIGUARD achieves state-of-the-art performance for detecting harmful prompts across languages
and modalities, its performance depends on the underlying model. If the underlying model does not un-
derstand the language or an image or audio input, OMNIGUARD might not be able to detect if the input is
harmful. However, this limitation is not unique to OMNIGUARD, and existing approaches suffer from the

same limitation.

Our approach also relies on the existence of universally similar representations, which we empirically found
to exist across models and modalities. However, we did not exhaustively check all models and this assump-
tion might not hold for models that we have not used in this work. Moreover, OMNIGUARD requires access

to internal representations of a model, making it inapplicable to closed-source models.

Lastly, the results we report are based on a fixed set of evaluation datasets that are standard benchmarks
used in the research area of Al safety moderation. While OMNIGUARD performs well across the datasets

we experiment with, its performance in real-world settings might differ.

Ethics. While this work seeks to mitigate the risks of LLM deployment in high-risk scenarios, OMNIGUARD

is not a perfect classifier and unexpected failures may allow for the harmful misuse of LLMs.
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8.9 Languages Used in Our Approach

We use the following languages in our experiments:

1. Natural Languages: English, French, German, Spanish, Persian, Arabic, Croatian, Japanese, Polish,
Russian, Swedish, Thai, Hindi, Italian, Korean, Bengali, Portuguese, Chinese, Hebrew, Serbian, Dan-
ish, Turkish, Greek, Indonesian, Zulu, Hungarian, Basque, Swahili, Afrikaans, Bosnian, Lao, Roma-
nian, Slovenian, Ukrainian, Finnish, Malay, Javanese, Welsh, Bulgarian, Armenian, Icelandic, Viet-
namese, Sinhalese, Maori, Gujarati, Kannada, Marathi, Tamil, Telugu, Amharic, Norwegian, Czech,
Dutch.

2. Cipher Languages: Caesarl, Caesar2, Caesar3, Caesar4, Caesar5, Caesar6, Caesar7, Caesarnegl,
Caesarneg?, Caesarneg3, Caesarneg4, Caesarnegd, Caesarnegb, Caesarneg7, Ascii, Hexadecimal,
Base64, Leet, Vowel, Alphanumeric. A number in front of Caesar cipher means that the English
alphabets were shifted by that much forward and a number in front of Caesarneg cipher means that
the English alphabets were shifted by that much backward.

Out of these languages, we use the following for training our classifier: Arabic, Chinese, Czech, Dutch,
English, French, German, Hindi, Italian, Japanese, Korean, Polish, Portuguese, Russian, Spanish, Swedish,
Thai, Bosnian, Turkish, Finnish, Indonesian, Bengali, Swabhili, Vietnamese, Tamil, Telugu, Greek, Maori,
Javanese, Caesarl, Caesar2, Caesar4, Caesarneg?, Caesarneg4, Caesarneg6, Ascii, Hexadecimal

And these for testing: Persian, Croatian, Hebrew, Serbian, Danish, Zulu, Hungarian, Basque, Afrikaans,
Lao, Romanian, Slovenian, Ukrainian, Malay, Welsh, Bulgarian, Armenian, Icelandic, Sinhalese, Gujarati,
Kannada, Marathi, Amharic, Norwegian, Caesar, Caesar5, Caesar7, Caesarneg3, Caesarnegl, Caesar6, Cae-

sarneg7, Caesarneg5, Base64, Alphanumeric, Vowel, LeetSpeak.

8.10 Datasets and models

8.11 Experimental Details of Filtering of Wikitext and its Translation

8.12 OMNIGUARD’s Performance With Different Base LLLMs
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High-Res Low-Res Cipher
LlamaGuard 1 69.92 41.25 16.07
LlamaGuard 2 75.28 62.2 16.2
LlamaGuard 3 82.23 75.84 24.74
AegisGuard (P) 83.36 59.06 44.22
AegisGuard (D) 88.14 76.26 83.21
WildGuard 81.35 43.51 16.53
HarmBench (llama) 14.25 14.08 14.11
HarmBench (mistral) 17.6 15.9 14.46
MD-Judge 59.51 30.21 15.44
DuoGuard 71.4 46.26 15.77
PolyGuard 94.47 79.22 21.28
OMNIGUARD 88.25 85.56 73.06

Table B1: Accuracy of detecting harmful prompts stratified by high-resource natural, low-resource natural,
and cipher languages.
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Thai Tox UkrTox TJS  ToxText | Avg.
Layer 10 62.1 65.5 6695 61.89 | 64.42
Layer 55 67.4 73.0 7691 7496 | 73.06
Layer 56 66.8 71.5 7454  71.82 | 71.17
Selected layer 57 68.7 73.1 76.8 75.07 | 73.40
Layer 58 66.6 73.2 7492  72.63 | 71.84
Layer 59 67.3 73.3 76.44 7422 | 72.82
Layer 60 67.5 72.6 7643 7446 | 7275
Layer 61 67.8 70.9 7477 72776 | 71.56
Layer 62 66.1 72.3 7478  72.83 | 71.50
Layer 75 65.2 66.4 70.72  65.79 | 68.26
Last Layer 63.1 51.2 61.33  56.76 | 59.05

Table B2: OMNIGUARD’s accuracy of detecting harmful prompts when trained using representations from
different model layers.

Models HarmBench FQ  SimpleST SaladB TIJS ToxText AdvBench Avg.
Llama3.1-8B-Instruct 81.16 88.72 88.78 8735 7132  69.20 88.62 82.16
Gemma-3-4B-Instruct 78.03 88.23 93.86 82.09 53.50 5145 89.07 76.60
Qwen-3-4B-Instruct 82.06 86.25 80.99 82.15 5883 57.70 84.80 76.11
Olmo-2-7B-Instruct 80.57 88.86 92.14 88.68 70.65 64.79 88.24 81.99
Mistral-8B-Instruct 84.27 87.23 89.82 88.08 7249  68.71 89.07 82.81

Llama3.3-70B-Instruct 89.13 89.57 89.62 8730 76.68 75.07 86.59 84.85

Table B3: OMNIGUARD’s accuracy of detecting harmful prompts when paired with different underlying
LLMs across multiple benchmarks.
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Chapter 9

Conclusion and Future Work

There are several things in the works that should be investigated in the future.

For the work on backdoor attacks, understanding why CleanCLIP fails and how to remove strongly induced
poison is very important. For Omniguard, it would be interesting to understand why the highest U-score
happens in the latter half of the transformer layers and not the first half — does this have anything to do with

the inherent difficulty in perception and generation?

9.1 Future Work

Based on my previous works, I am currently interested in pursuing the following three directions of research
in Al safety:

1. Multimodal AI safety: All models are becoming multimodal, so should our expanse of Al safety
be. Even as of now, most of the safety efforts are concentrated on text only modality. However, as
the models themselves become capable of accepting multiple modalities, attackers can use all of the
available paths to attack the models. Therefore, safeguarding the model from attacks in all modalities
is important.

2. Agentic Safety: Models are now no longer standalone chatbots; they are being deployed to take
actions using tools and function calls. Soon they would be shopping for us, booking our flights,
and planning our trips. Giving the models immense power comes with the risk of misuse. It is

widely known that models are unable to distinguish between data and instruction, and therefore, being
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vulnerable to attacks such as prompt injection attacks makes the deployment of models as agents
becomes specially risky.

3. Automated Red-Teaming using RL: Recently, RL has demonstrated massive gains in model perfor-
mance across verifiable domains like math and coding. And RL is said to enable models to hill-climb
almost any verifiable task. If we are able to train excellent safety classifiers, we should be able to
train excellent red-teamers using RL. My future goal falls in the scope of training extremely capable
red-teaming models that are trained using RL using safety classifiers as reward models. This task
is not truly verifiable because safety classification models can be reward-hacked by the models, and
therefore, this would require a lot of attention and non-trivial RL.

In conclusion, in this thesis, I describe my work around making ML models more trustworthy for us as a

human society to adopt, but attempting to make them more interpretable, robust, and safe.
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